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Virtual Machine technology applies the concept of 
virtualization to an entire machine, circumventing real 
machine compatibility constraints and hardware 
resource constraints to enable a higher degree of 
software portability and flexibility. Virtual machines 
are rapidly becoming an essential element in 
computer system design. They provide system 
security, flexibility, cross- platform compatibility, 
reliability, and resource efficiency. Designed to solve 
problems in combining and using major computer 
system components, virtual machine technologies 
play a key role in many disciplines, including 
operating systems, programming languages, and 
computer architecture. For example, at the process 
level, virtualizing technologies support dynamic 
program translation and platform-independent 
network computing. At the system level, they support 
multiple operating system environments on the same 
hardware platform and in servers.Historically, 
individual virtual machine techniques have been 
developed within the specific disciplines that employ 
them (in some cases they aren't even referred to as 
"virtual machines), making it difficult to see their 
common underlying relationships in a cohesive way. 
In this text, Smith and Nair take a new approach by 
examining virtual machines as a unified discipline. 
Pulling together cross-cutting technologies allows 
virtual machine implementations to be studied and 
engineered in a well-structured manner. Topics 
include instruction set emulation, dynamic program 
translation and optimization, high level virtual 
machines (including Java and CLI), and system virtual 
machines for both single-user systems and servers. 

* Examines virtual machine technologies across the 
disciplines that use them-operating systems, 
programming languages and computer architecture 
-defining a new and unified discipline.* Reviewed by 
principle researchers at Microsoft, HP, and by other 
industry research groups.* Written by two authors 
who combine several decades of expertise in 
computer system research and development, both in 
academia and industry. 
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Foreword 
I've been a virtual machine addict for precisely as long as I've 

worked with computers. My first real job, which led to my first non­

trival computer program, was to implement a virtual machine for a 

high-level programming language. There seemed to be something 

magical about the ability for a computer to imitate another com­

puter, or my idea of what a computer ought to be. 

Now almost 20 years later, less starry-eyed and more responsible, I 

am concerned that my work has utility, making it faster or easier to 

get something done than it would be otherwise. But lucky for me, 

virtual machines have proven ideally suited to the needs of the com­

puting industry, where the appreciation of the virtual machine has 

expanded dramatically. It's no longer only an intellectual challenge 

to the researcher arguably on the "lunatic fringe" of programming 

language implementation, or the secret weapon of a small cadre of 

mainframe 0/S engineers and pioneers of system virtualization. 

Several major trends have contributed to an explosion of interest in 

virtual machine technologies. In particular the rise of the World 

Wide Web, by far the largest and most ubiquitous cross-platform 

computing environment to date, created enormous and visible op­

portunities for virtual machine-based computing. Initially targeting 

the WWW, VM technology hit the mainstream as a means of safely 

hosting cross-platform binary programs embedded in Web pages. 

From that beachhead it has expanded to become the prevalent ap­

proach to open platforms from Web and back office servers to cell 

phones and smart cards, where the equivalent benefits-cross­

platform applications that are not tied to the underlying hardware 

or operating system-invariably apply. Virtual machines form the 

basis of Sun's Java and Microsoft's .NET platforms, currently the 
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most popular software environments on the planet. As new markets 

or applications are conceived, virtual machine technologies to sup­

port them are adapted from these stalwarts. 

In other markets as well, virtual machine technology is seeing a re­

naissance. Companies such as VMware are finding virtual machine 

platforms to be an ideal way to provide greater resource control, 

scalability and performance across variations in host hardware or 

operating systems. Virtual machines are likely to be common at 

multiple levels of the data center or server farm. 

When I was asked to review this book, it seemed an opportunity to 

read something I might not get to otherwise. I expected to focus on 

the chapter covering virtual machines for high-level languages. 

Little did I know that I would find myself excited by less familiar 

topics, for instance sending back surprised comments expressing 

admiration for the decades-old IBM AS/400 architecture, which I'd 

never understood before. It wasn't just the realization of how much 

those coming far before me had accomplished. Seeing virtual ma­

chine technology in this broader scope made design decisions in my 

familiar Java virtual machine architecture, and their implications, 

much clearer. Such perspective is valuable even to experienced 

practitioners of a particular VM art. 

And I found myself once again thinking how cool it all is. 

Tim Lindholm 

Distinguished Engineer, Sun Microsystems, Inc. 

Palo Alto 

February 28, 2005 
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Preface, as captured on pg. 6. This text has been transcribed from the O'Reilly 
website to account for display issues on the original page. 

Full text 

Virtual machine (VM) technologies have been developed in a number of 
contexts-operating systems, programming languages and compilers, and 
computer architecture-to enable new capabilities and to solve a variety of 
problems in interfacing major computer system components. Virtual machines for 
supporting operating systems are receiving renewed interest after years of 
relatively little activity, because they allow effective resource sharing while 
maintaining a high degree of security. Virtualization is becoming popular for 
servers and other network applications especially where security is of crucial 
importance. In the area of programming languages, virtual machines provide 
platform independence, and they support transparent dynamic translation and 
optimization. In processor architectures, virtual machine technologies allow the 
introduction of new instruction sets, as well as dynamic optimization for power 
reduction and/or performance improvement. 

Because of industry consolidation around a sma11 number of standard interfaces, 
virtual machine technology will likely be an important enabling feature for 
innovations in all of the above fields. Any new instruction set, operating system, or 
programming language will almost certainly require some accompanying virtual 
machine technology if it is to become widely accepted. Not coincidentally, much of 
the impetuses for virtual machine technologies, and most of the more significant 
recent developments, have come fro1n industry. 

Historically, the various VM techniques have been spread across computer science 
and engineering disciplines. However, there are a number of underlying, cross­
cutting technologies, and there is much to be gained by pulling them together so 
that VM implementations can be studied and engineered in a well-structured way. 
This book is an outgrowth of the idea that virtual machines should be studied as a 
unified discipline. 

This book is also about computer architecture in its purist sense. As classically 
defined, an architecture is an interface. Virtual machines couple interfaces and 
extend the flexibility and functionality of the interfaces. Understanding 
architecture is key to understanding virtual machines, and this book is written from 
an architect's perspective, keeping interface issues clear and at the forefront. A goal 
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is for the reader to come away with a much deeper understanding of the important 
computer system interfaces and the role these interfaces play when the major 
components interact. 

The breadth of VM applications implies the audience for this book is fairly diverse. 
Although it is not cunently recognized as a discipline with a targeted set of 
university courses, virtual machines makes an excellent topic for a graduate level 
course because it ties together the key disciplines of computer science and 
engineering: architecture, operating systems, and programming languages. 
Preliminary versions of this book have already been used, quite successfully, in 
graduate courses at four different universities. The book can also be used as a 
supplementary text for a compiler course on dynamic optimization or an operating 
system course covering classic system VMs. Virtual machine technologies are 
rapidly gaining broad acceptance in industry, and practicing professionals will find 
the book useful for self-education on this leading edge technology. The book can 
also serve as a useful reference as it collects material from a number of fields into 
one place. 

The book begins by surveying the variety ofVMs, putting them into perspective 
and building a framework for discussing VMs. The subsequent chapters describe 
the major types ofVMs in an organized way, emphasizing the common, underlying 
technologies. Following is a rough outline summarizing each chapter. 

In Chapter 1 we introduce the concept of abstraction and define the interfaces that 
are prevalent in today's computer systems. This is followed by a discussion of 
virtualization and its relationship to the interfaces. The notion of computer 
architecture is introduced next, followed by a survey of different types of virtual 
machines. VMs are shown to fall into two main categories, process virtual 
machines and system virtual machines. We end the chapter by refining this 
categorization further and suggesting a taxonomy for virtual machines. 

In Chapter 2 we address issues related to the emulation of a source instruction set 
architecture (ISA) on a target ISA. We demonstrate the workings of a basic 
interpreter and show how threaded interpretation can help improve performance. 
The techniques developed are demonstrated using a CISC source ISA, the Intel IA-
32, and a RISC target ISA, the IBM PowerPC. We then introduce the notion of 
binary translation, and discuss the problems of code discovery and code location. 
This is followed by a discussion of the handling of control transfers. Many ISAs 
have special features (in some cases, they might be called "quirks") that must be 
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handled in special ways. These are discussed next. The chapter is rounded out with 
a case study of emulation in the Shade simulation system. 

Chapter 3 discusses the implementation of process virtual machines. A process 
virtual machine supports an individual guest application program on a host 
platform consisting of an operating system and underlying hardware. We discuss 
the implications of VM compatibility and show how the state of a machine, 
consisting of the register state and the memory state, is mapped and maintained in 
a process virtual machine. We address the issues of self-modifying code and of 
protecting the region of memory used by the VM runtime software. VM emulation 
consists of two parts. First, the emulation of the instruction set is discussed, with 
reference to interpretation and binary translation discussed in Chapter 2. This leads 
to a discussion of code caching techniques. Next, the emulation of the interface to 
the host operating system is addressed. We end the chapter by describing the 
FX!32 system, which embodies many of the fundamental ideas discussed in the 
chapter. 

Chapter 4 focuses on techniques for the optimization of translated code for better 
emulation performance. It discusses the framework needed to perform such 
optimizations and the profile information that must be gathered at program 
execution time in order to facilitate optimizations. Various profiling techniques are 
discussed. Because optimizations often work better on larger code blocks, the 
concepts of dynamic basic blocks, superblocks, traces, and tree groups are 
introduced. The chapter includes an extensive discussion on code re-ordering and 
its limitations. Various types of code optimizations, both local and inter-block, are 
presented. The chapter concludes with a case-study of Dynamo, a dynamic binary 
optimizer, which applies optimization techniques in a system where the source and 
target ISAs are identical. 

Chapter 5 introduces high-level language virtual machines and traces the transition 
from the early Pascal P-code VMs to object-oriented VMs. The emphasis in this 
chapter is on the architecture of high-level language VMs, especially those features 
supporting object-oriented programming and security. The two important object­
oriented VMs of today, namely the Java Virtual Machine and the Microsoft CLI, 
are described. The features of their bytecode, stack-oriented instruction sets are 
described. In both cases, the description of the instruction set is supplemented by a 
discussion of the overall platform that augments the virtual machines with a set of 
libraries and APis. 
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Chapter 6 continues the discussion of high-level language VMs by focusing on 
their implementation. As in the preceding chapter, more attention is given to Java 
because of its widespread usage and the variety in its implementations. Two 
aspects given special consideration are security and memory management. the 
importance of garbage collection is discussed along with techniques for performing 
garbage collection. The interaction of Java objects with programs written natively 
outside the Java environment is discussed next. We then describe how the 
performance of Java can be enhanced through optimizations of code using 
techniques described in Chapter 4 as well as new techniques that are specific to the 
object-oriented paradigm. The concepts in the chapter are brought together using a 
case-study of the Jikes Research Virtual Machine. 

In Chapter 7 we discuss co-designed virtual machines where a conventional ISA is 
implemented through a combination of an implementation-specific ISA and 
translation software that runs in concealed memory. We discuss techniques for 
mapping the state of the original ISA onto the implementation ISA and for 
maintaining the code cache containing translated code. Various sticky aspects, 
including the implementation of precise interrupts and page faults, are also 
discussed. We end the chapter with two case studies: the Transmeta Crusoe 
processor and the IBM AS/400 processor. 

Chapter 8 deals with the classic system virtual machines. A system virtual machine 
supports a complete guest operating system and all its applications on a host 
platform. We provide a motivation for these virtual machines and outline the basic 
ways for implementing system virtual machines, including native and hosted VMs. 
We discuss techniques for the virtualization of the three main system resources: 
processors, memory, and 1/0. The conditions for virtualizability of a processor, as 
first enunciated by Popek and Goldberg in the early '70s, are developed. Also 
discussed are techniques for virtualization when these conditions are not satisfied 
by an ISA. Memory virtualization is discussed with attention given both to systems 
with architected page tables and architected TLBs. Then virtualization is discussed 
for a variety of 1/0 devices. We next turn our attention to hardware assists to 
improve the performance of VM systems with the IBM z/VM as a running 
example. We end the chapter with two case studies, that of a hosted VM system 
developed by VMware, and that of the VT-x (Vanderpool) technology developed 
by Intel for their IA-32 architecture. 
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In Chapter 9 we shift our attention to the virtualization of multiprocessor systems. 
We introduce the notion of system partitioning and develop a taxonomy for 
different types of partitioning. We then discuss the principles behind physical 
partitioning and logical partitioning. The IBM LPAR feature is presented as a case 
study in logical partitioning. Following this is a discussion about logical 
partitioning using hypervisors. We then turn to a system VM-based approach to 
multiprocessor virtualization using a research system, Cellular Disco, as a case 
study. We end the chapter with a discussion of multiprocessor virtualization where 
the guest and host platforms have different ISAs, with special attention on bridging 
the differences in memory models between a host and a guest. 

Chapter 10 is a discussion of emerging applications for virtual machine technology. 
We focus on three application areas which we feel will be important in the coming 
years. The first is security. We discuss the vulnerability to attacks of modem 
computer systems and outline the principles behind intrusion detection systems. 
The potential of VM technology in protecting and recovering from attacks is 
discussed. The role of binary rewriting technology in security is also discussed 
with reference to the RIO system. The second application we focus on is that of 
migrating computing environments from one machine to another. The techniques 
used in two systems, the Internet Suspend/Resume system and the Stanford 
Collective system, are described. The commercial application of this technology in 
VMware 's VMotion is also discussed. Our third emerging application is 
computational grids. We outline the motivation behind the emergence of the grid as 
a computing infrastructure and compare it to the motivations behind other types of 
virtual machines. We end the chapter by showing how classic system virtual 
machines are proving to be an important enabler for emerging grid systems. 

The Appendix is essentially a condensed course in computer systems, providing 
background material for the main chapters. It discusses the roles of the processor, 
memory, and 1/0 in a computer system. This is followed by a discussion of ISAs, 
including support for user applications as well as for the operating system. Page 
tables and TLBs are discussed next. We follow this with a discussion of the major 
components of an operating system and the system call interface between an 
application and the operating system. Fina11y we discuss multiprocessor 
architectures, including cluster architectures and shared-memory multiprocessor 
systems. Memory coherence and memory consistency issues in shared-memory 
systems are also addressed. 
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The book may be used in a course in a variety of ways. Overall, the book is 
structured for a course focused on virtual machines as a topic in itself ( an approach 
we advocate). For an operating system oriented treatment of virtual machines, an 
instructor can go straight to Chapters 8 through 10 after introducing the taxonomy 
of virtual machines in Chapter 1. Chapters 2 through 1 can then be discussed to get 
an idea of implementation details. A more hardware oriented course can, however, 
go through Chapters 1 through .1 and then skip Chapters 5 and Q, before covering 
the remaining chapters. A language-oriented course can go straight to Chapter 5 
from Chapter 1, and then backtrack to do Chapters 2 through .1, ending with 
Chapter 6 to put everything together. Chapter 10 should be of interest to virtually 
any course using the material in the book. 

The specific interests of practitioners will largely determine the order in which they 
cover the material in the book. We have written the book in such a way that an 
interested reader can start at the beginning of any chapter of interest and follow the 
material in the complete chapter with only occasional excursions to sections in 
other chapters referred to in the text. 

There are many people we would like to thank for having made this book possible. 
We would particularly like to thank the many reviewers. Michael Hind of IBM 
Research, Jan Hoogerbrugge of Philips Research, Jim Larus of Microsoft 
Research, Tim Lindholm of Sun Microsystems, Bernd Mathiske of Sun 
Microsystems, and Mike Smith of Harvard University patiently went through the 
text of the entire book and provided us with valuable feedback, sometimes critical, 
but always useful. We also thank a number of reviewers who went through specific 
chapters or sets of chapters and provided us with their valuable insights and 
comments. These reviewers include Erik Altman, Peter Capek, Evelyn 
Duesterwald, and Michael Gschwind, all of IBM Research, Renato Figueiredo of 
the Univ. of Florida, Michael Franz of UC Irvine, Wei Hsu of the Univ. of 
Minnesota, Toni Juan of UPC-Barcelona, Alain Kagi of Intel, Beng-Hong Lim of 
VMware, Eliot Moss of Univ. of Massachusetts, Amherst, Frank Soltis of IBM 
Rochester, Richard Uhlig of Intel, Romney White of IBM Endicott, Wayne Wolf of 
Princeton University, and Ben Zorn of Microsoft Research. We also appreciate the 
discussions with Vas Bala, Ek Ekanadham, Wolfram Sauer, and Charles Webb of 
IBM, on various aspects of virtualization. 

The authors would also like to acknowledge Sriram Vajapeyam for his 
contributions during the early development of this material, and the students at the 
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University of Wisconsin-Madison and Universitat Politecnica de Catalunya in 
Barcelona for their valuable feedback while participating in VM courses and 
conducting VM research. At the risk of omitting someone, the past and current 
students who have been particularly helpful are Nidhi Aggarwal, Todd Bezenek, 
Jason Cantin, Wooseok Chang, Ashutosh Dhodapkar, Timothy Heil, Shiliang Hu, 
Tejas Karkhanis, Ho-Seop Kim, Kyle Nesbit, and Subramanya Sastty. 

This book owes a lot to the guidance, persis.tence, and encouragement provided by 
our publisher, Denise Penrose, and the support provided by her excellent staff at 
Morgan-Kaufmann Publishers, including Kimberlee Honjo, Angela Dooley, Alyson 
Day, and Summer Block. 

First author: I would like to thank the people at IBM Research, and Dan Prener in 
particular, for their support during my 2000-2001 sabbatical- the time this book 
had its genesis. I am especially grateful to Erik Altman for being a sounding board 
throughout the writing of the book. I also thank my graduate students for their 
support and helpful suggestions. Finally, I am grateful to my children Barbara, 
Carolyn, and Jim, for their encouragement and patience during the writing of the 
book, and in general for putting up with a frequently distracted father. 

Second author: I would like to thank Dan Prener, Eric Kronstadt, and Jaime 
Moreno for their encouragement and support in undertaking this project. Thanks 
also to Peter Capek, Dan Prener, Peter Oden, Dick Attanasio, and Mark Mergen for 
many interesting tea-time discussions. Finally, I would like to thank my wife, 
Indira, and my daughters, Rohini and Nandini, for their love and understanding at 
all times; they have given me more than I could have ever hoped for or imagined. 

The authors are mutually grateful for the opportunity to renew a friendship that 
stretches back 30 years. We have had tremendous fun and have learnt a great deal 
in the process of writing this book. If you, the reader, experience just a fraction of 
what we have experienced, this book will have been worthwhile. 

James E. Smith 

Ravi Nair 

18 



Table of Contents I Vu-tual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

Table of Contents 

Instructions for online access 

Cover 

Title Page 

Dedication 

Cop_yright 

Foreword 

Preface 

Chapter 1: Introduction to Virtual Machines 

1.1 Computer Architecture 

1.1 Computer Architecture 

1.3 Process Virtual Machines 

1.4 System Virtual Machines 

1.5 A Taxonomy 

1.6 Summary: The Versatility of Virtual Machines 

1. 7 The Rest of the Book 

2 of8 12/23/2024, 2:30 PM 
19 



Table of on tents I Virtual Machines https://leaming.orei Hy.com/I ibrary/view/virtual-mach ines/978 1558609 ... 

3 of8 

\...Ud,lJU:J: ~. LUlU.ldUUU 

2.1 Basic Interpretation 

2.2 Threaded Interpretation 

2.3 Predecoding and Direct Threaded Interpretation 

2.4 Interpreting a Complex Instruction Set 

2.5 Binary Translation 

2.6 Code Discovery and Drnamic Translation 

2. 7 Control Transfer Optimizations 

2.8 Instruction Set Issues 

2.9 Case Study:: Shade and the Role of Emulation During 

Simulation 

2.10 Summary:: Performance Tradeoffs 

Chapter 3: Process Virtual Machines 

3.1 Virtual Machine Implementation 

3.2 Compatibility 

3.3 State Man_:ging 

3.4 Memory Architecture Emulation 

3.5 Instruction Emulation 

3.6 Exception Emulation 

20 
12/23/2024, 2:30 PM 



Table of Contents I Vu-tual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

4 of8 

3. 7 operatm~stem EmUlation 

3.8 Code Cache Management 

3.9 System Environment 

3.10 Case Study: FX!32 

3.11 Summary 

Chapter 4: Dynamic Binary Optimization 

4.1 DYJ1amic Program Behavior 

4.2 Profiling 

4.3 Optimizing Translation Blocks 

4.4 Optimization Framework 

4.5 Code Reordering 

4.6 Code Optimizations 

4.7 Same-ISA Optimization Systems: Special-Case Process Virtual 

Machines 

4.8Summary 

Chapter 5: High-Level Langgage Virtual Machine Architecture 

5.1 The Pascal P-Code Virtual Machine 

5.2 Object-Oriented High-Level Language Virtual Machines 

5.3 The Java Virtual Machine Architecture 

21 
12/23/2024, 2:30 PM 



Table of Contents I Vu-tual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

5 of8 

5.4 Completing the Platform: APis 

5.5 The Microsoft Common Langyage Infrastructure: A Flexible 

High-Level Language Virtual Machine 

5.6 Summary: Virtual ISA Features 

Chapter 6: High-Level Langyage Virtual Machine 

Implementation 

6.1 DYJ!amic Class Loading 

6.2 Implementing Security 

6.3 Garbage Collection 

6.4 Java Native Interface 

6.5 Basic Emulation 

6.6 High-Performance Emulation 

6. 7 Case Study: The Jikes Research Virtual Machine 

6.8Summary 

Chapter 7: Codesigged Virtual Machines 

7.1 Memory and Register State Mapping 

7.2 Self-Modifying and Self-Referencing Code 

7 .3 Support for Code Caching 

7 .4 Implementing Precise Traps 

7 .5 Input/Output 

22 
12/23/2024, 2:30 PM 



Table of Contents I Vu-tual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

6 of8 

7 .6 Apnlwg Codesigned Virtual Machines 

7. 7 Case Study: Transmeta Crusoe 

7 .8 Case Study: IBM AS/400 

7.9Summary 

Chapter 8: System Virtual Machines 

8.1 Key: Concepts 

8.2 Resource Virtualization- Processors 

8.3 Resource Virtualization- Memory 

8.4 Resource Virtualization- InputLOutput 

8.5 Performance Enhancement of System Virtual Machines 

8.6 Case Study: VMware Virtual Platform 

8.7 Case Study: The Intel VT-x {Yande!J!QQI} Technology 

8.8Summary 

Chapter 9: Multiprocessor Virtualization 

9.1 Partitioning of Multiprocessor Systems 

9.2 Phy:sical Partitioning 

9.3 Logical Partitioning 

9.4 Case Study: Cellular Disco System Virtual Machine-Based 

Partitionin~ 

23 
12/23/2024, 2:30 PM 



Table of Contents I Vu-tual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

7 of8 

9.5 Virtualization with Different Host and Guest ISAs 

9.6Summary 

Chapter 10: Emerging Apylications 

10.1 Security 

10.2 Migration of Computing Environments 

10.3 Grids: Virtual Organizations 

10.4 Summary 

Ap_nendix A: Real Machines 

A.1 Computer System Hardware 

A.2 The User ISA: Computation 

A.3 The System ISA: Resource Management 

A.4 Operating System Organization 

A.5 The Operating System Interface 

A.6 System Initialization 

A.7 Multiprocessor Architecture 

A.8 Example Instruction Set Architectures 

References 

Index 

24 
12/23/2024, 2:30 PM 



Table of Contents I Vu-tual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

Previous chapter Next chapter 

< Preface Chapter 1: Introduction to Virtual Machines > 

8 of8 12/23/2024, 2:30 PM 
25 



Chapter I: Introduction to Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

2 of35 

Chapter One 

Introduction to Virtual Machines 

Modern computers are among the most advanced human­

engineered structures, and they are possible only because of 

our ability to manage extreme complexity. Computer systems con­

tain many silicon chips, each with hundreds of millions of transis­

tors. These are interconnected and combined with high-speed input/ 

output (I/0) devices and networking infrastructure to form the plat­

forms upon which software can operate. Operating systems, applica­

tion programs and libraries, and graphics and networking software 

all cooperate to provide a powerful environment for data manage­

ment, education, communication, entertainment, and many other 

applications. 

The key to managing complexity in computer systems is their divi­

sion into levels of abstraction separated by well-defined interfaces. 

Levels of abstraction allow implementation details at lower levels of 

a design to be ignored or simplified, thereby simplifying the design 

of components at higher levels. The details of a hard disk, for exam­

ple, that it is divided into sectors and tracks, are abstracted by the 

operating system (OS) so that the disk appears to application soft­

ware as a set of variable-size files (see flgyre 1.1). An application 

programmer can then create, write, and read files, without knowl­

edge of the way the hard disk is constructed and organized. 

The levels of abstraction are arranged in a hierarchy, with lower lev­

els implemented in hardware and higher levels in software. In the 

hardware levels, all the components are physical, have real proper­

ties, and their interfaces are defined so that the various parts can be 

physically connected. In the software levels, components are logical, 
,Anth f,nAr,:,r r,:,c::trirtinnc:: h::ic::,:,n nn nhuc::ir::il rh::ir::irt,:,ric::tirc:: Tn thic:: 
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book, we are most concerned with the abstraction levels that are at 

or near the hardware/software boundary. These are the levels 

where software is separated from the machine on which it runs. 

~ 8 , , 
l , 
I ,1 abstraction' ,, ', I / 

' ' , ' l I , 

',,',,,~ ,/ 

: Files Are an Abstraction of a Disk. A level of abstraction provides a simplified 
inter ace to under/ying resources. 

Computer software is executed by a machine (a term that dates back 

to the beginning of computers; platform is the term more in vogue 

today). From the perspective of the operating system, a machine is 

largely composed of hardware, including one or more processors 

that run a specific instruction set, some real memory, and I/0 de­

vices. However, we do not restrict the use of the term machine to 

just the hardware components of a computer. From the perspective 

of application programs, for example, the machine is a combination 

of the operating system and those portions of the hardware accessi­

ble through user-level binary instructions. 

Let us now turn to the other aspect of managing complexity: the use 

of well-defined interfaces. Well-defined interfaces allow computer 

design tasks to be decoupled so that teams of hardware and soft­

ware designers can work more or less independently. The instruc­

tion set is one such interface. For example, designers at Intel and 

AMD develop microprocessors that implement the Intel IA-321 in­

struction set, while software engineers at Microsoft develop compil­

ers that map high-level languages to the same instruction set. As 

long as both groups satisfy the instruction set specification, com-
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piled software will execute correctly on a machine incorporating an 

IA-32 microprocessor. The operating system interface, defined as a 

set of function calls, is another important standardized interface in 

computer systems. As the Intel/Microsoft example suggests, well­

defined interfaces permit development of interacting computer sub­

systems at different companies and at different times, sometimes 

years apart. Application software developers do not need to be 

aware of detailed changes inside the operating system, and hard­

ware and software can be upgraded according to different sched­

ules. Software can run on different platforms implementing the 

same instruction set. 

Despite their many advantages, well-defined interfaces can also be 

confining. Subsystems and components designed to specifications 

for one interface will not work with those designed for another. 

There are processors with different instruction sets (e.g., Intel IA-32 

and IBM PowerPC), and there are different operating systems (e.g., 

Windows and Linux). Application programs, when distributed as 

program binaries, are tied to a specific instruction set and operating 

system. An operating system is tied to a computer that implements 

specific memory system and I/0 system interfaces. As a general 

principle, diversity in instruction sets, operating systems, and appli­

cation programming languages encourages innovation and discour­

ages stagnation. However, in practice, diversity also leads to re­

duced interoperability, which becomes restrictive, especially in a 

world of networked computers, where it is advantageous to move 

software as freely as data. 

Beneath the hardware/software interface, hardware resource con­

siderations can also limit the flexibility of software systems. 

Memory and I/0 abstractions, both in high-level languages and in 

operating systems, have removed many hardware resource depen­

dences; some still remain, however. Many operating systems are de­

veloped for a specific system architecture, e.g., for a uniprocessor or 
- _,_ ___ ...J ------- ____ ,,.. ______ _____ ...) --- ...J __ • ___ ..J ,._ -------
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hardware resources directly. The implicit assumption is that the 

hardware resources of a system are managed by a single operating 

system. This binds all hardware resources into a single entity under 

a single management regime. And this, in turn, limits the flexibility 

of the system, not only in terms of available application software (as 

discussed earlier), but also in terms of security and failure isolation, 

especially when the system is shared by multiple users or groups of 

users. 

Virtualization provides a way of relaxing the foregoing constraints 

and increasing flexibility. When a system (or subsystem), e.g., a pro­

cessor, memory, or I/0 device, is virtualized, its interface and all re­

sources visible through the interface are mapped onto the interface 

and resources of a real system actually implementing it. 

Consequently, the real system is transformed so that it appears to be 

a different, virtual system or even a set of multiple virtual systems. 

Formally, virtualization involves the construction of an isomor­

phism that maps a virtual guest system to a real host (Popek and 

Goldberg 1974). This isomorphism, illustrated in Figure 1.2. maps 

the guest state to the host state (function Vin Figure 1.2), and for a 

sequence of operations, e, that modifies the state in the guest (the 

function e modifies state Si to state Si) there is a corresponding se­

quence of operations e' in the host that performs an equivalent 

modification to the host's state (changes Si' to S/). Although such an 

isomorphism can be used to characterize abstraction as well as vir­

tualization, we distinguish the two: Virtualization differs from ab­

straction in that virtualization does not necessarily hide details; the 

level of detail in a virtual system is often the same as that in the un­

derlying real system. 
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e '(S') 

Host 

jjfallk$fM Virtualization. Formally, virtualization is the construction of an isomorphism 
between a guest system and a host; e' o V(Sj) = Vo e(SJ. 

Consider again the example of a hard disk. In some applications, it 

may be desirable to partition a single large hard disk into a number 

of smaller virtual disks. The virtual disks are mapped to a real disk 

by implementing each of the virtual disks as a single large file on 

the real disk (flgure 1.3). Virtualizing software provides a mapping 

between virtual disk contents and real disk contents (the function V 

in the isomorphism), using the file abstraction as an intermediate 

step. Each of the virtual disks is given the appearance of having a 

number of logical tracks and sectors (although fewer than in the 

large disk). A write to a virtual disk (the function e in the isomor­

phism) is mirrored by a file write and a corresponding real disk 

write, in the host system (the function e' in the isomorphism). In this 

example, the level of detail provided at the virtual disk interface, 

i.e., sector/track addressing, remains the same as for a real disk; no 

abstraction takes place. 

The concept of virtualization can be applied not only to subsystems 

such as disks, but to an entire machine. A virtual machine (VM) is 

implemented by adding a layer of software to a real machine to sup­

port the desired virtual machine's architecture. For example, virtu­

alizing software installed on an Apple Macintosh can provide a 

Windows/IA-32 virtual machine capable of running PC application 

programs. In general, a virtual machine can circumvent real ma­

chine compatibility constraints and hardware resource constraints 
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to enable a higher degree of software portability and flexibility. 
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@-Aki I• Implementing Virtual Disks. Virtualization provides a different interface and/ 
or resources at the same level of abstraction. 

A wide variety of virtual machines exist to provide an equally wide 

variety of benefits. Multiple, replicated virtual machines can be im­

plemented on a single hardware platform to provide individuals or 

user groups with their own operating system environments. The dif­

ferent system environments (possibly with different operating sys­

tems) also provide isolation and enhanced security. A large multi­

processor server can be divided into smaller virtual servers, while 

retaining the ability to balance the use of hardware resources across 

the system. 

Virtual machines can also employ emulation techniques to support 

cross-platform software compatibility. For example, a platform im­

plementing the PowerPC instruction set can be converted into a vir­

tual platform running the IA-32 instruction set. Consequently, soft­

ware written for one platform will run on the other. This compati­

bility can be provided either at the system level (e.g., to run a 

Windows OS on a Macintosh) or at the program or process level 

(e.g., to run Excel on a Sun Solaris/SPARC platform). In addition to 

emulation, virtual machines can provide dynamic, on-the-fly opti­
mi 7:itinn nfnrnur;:im hin;:iriP~ Fin;:illv thrnnuh Pmnl;:itinn virtn ;:il 
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machines can enable new, proprietary instruction sets, e.g., incorpo­

rating very long instruction words (VLIWs), while supporting pro­

grams in an existing, standard instruction set. 

The virtual machine examples just described are constructed to 

match the architectures of existing real machines. However, there 

are also virtual machines for which there are no corresponding real 

machines. It has become common for language developers to invent 

a virtual machine tailored to a new high-level language. Programs 

written in the high-level language are compiled to "binaries" tar­

geted at the virtual machine. Then any real machine on which the 

virtual machine is implemented can run the compiled code. The 

power of this approach has been clearly demonstrated with the Java 

high-level language and the Java virtual machine, where a high de­

gree of platform independence has been achieved, thereby enabling 

a very flexible network computing environment. 

Virtual machines have been investigated and built by operating sys­

tem developers, language designers, compiler developers, and hard­

ware designers. Although each application of virtual machines has 

its unique characteristics, there also are underlying concepts and 

technologies that are common across the spectrum of virtual ma­

chines. Because the various virtual machine architectures and un­

derlying technologies have been developed by different groups, it is 

especially important to unify this body of knowledge and under­

stand the base technologies that cut across the various forms of vir­

tual machines. The goals of this book are to describe the family of 

virtual machines in a unified way, to discuss the common underly­

ing technologies that support them, and to demonstrate their versa­

tility by exploring their many applications. 

1.1 Computer Architecture 

Ac:. urill hi>rnnH> i>i:riili>nt ::i ilic:.rnc:.c:.inn nf,rirt11::il rn::irhini>c:. ic:. ::i lc:.n ::i 
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discussion about computer architecture in a broad sense. Virtual 

machines often bridge architectural boundaries, and a major con­

sideration in constructing a virtual machine is the fidelity with 

which a virtual machine implements architected interfaces. 

Therefore, it is useful to define and summarize computer architec­

ture. 

The architecture of a building describes its functionality and ap­

pearance to users of the building but not the details of its construc­

tion, such as the specifics of its plumbing system or the manufac­

turer of the bricks. Analogously, the term architecture, when applied 

to computers, refers to the functionality and appearance of a com­

puter system or subsystem but not the details of its implementation. 

The architecture is often formally described through a specification 

of an interface and the logical behavior of resources manipulated 

via the interface. The term implementation will be used to describe 

the actual embodiment of an architecture. Any architecture can 

have several implementations, each one having distinct characteris­

tics, e.g., a high-performance implementation or a low-power imple­

mentation. 

The levels of abstraction in a computer system correspond to imple­

mentation layers in both hardware and software. There is an archi­

tecture for each of these implementation layers (although the term 

architecture is not always used). Figure 1.4 shows some of the im­

portant interfaces and implementation layers as found in a typical 

computer system. In software, for example, there is an interface be­

tween an application program and standard libraries (interface 2 in 

Figure 1.4). Another software interface is at the boundary of the op­

erating system (interface 3). The interfaces in hardware include an 

1/0 architecture that describes the signals that drive 1/0 device con­

trollers (interface 11), a hardware memory architecture that de­

scribes the way addresses are translated (interface 9), an interface 

for the memory access signals that leave the processor (interface 
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12), and another for the signals that reach the DRAM chips in mem­

ory (interface 14). The OS communicates with I/0 devices through a 

sequence of interfaces: 4, 8, 10, 11, and 13. Of these interfaces and 

architectures, we are most interested in those at or near the hard­

ware/software boundary. 

The instruction set architecture (ISA), which marks the division be­

tween hardware and software, is composed of interfaces 7 and 8 in 

Figure 1.4. The concept of an ISA was first clearly articulated when 

the IBM 360 family of mainframe computers was developed in the 

early 1960s (Amdahl, Blaauw. and Brooks 1964). With that project, 

the importance of software compatibility was fully recognized. The 

IBM 360 series had a number of models that could incorporate a 

wide range of hardware resources, thereby covering a broad spec­

trum of price and performance levels- yet they were designed to 

run the same software. To successfully accomplish this, the interface 

between the hardware and software had to be precisely defined and 

controlled, and the ISA serves this purpose. 

,----------< 1 ---------. 
Application 
Programs 

t------c 3 _ _ __,_ __ -( 

Operating System 

Drivers 

Execution Hardware 

,------< 9 --­

System Interconnect 
{bus) 

Memory 
Translation 

~---<. 11 >-----.------c 
Controllers 

I----( 13 >-----l 

1/0 Devi~s 
and 

Networking 

Controllers 
1-----< 14 >-----t 
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Computer System Architectures. Implementation layers communicate verti­
ca via t e shown interfaces. This view of architecture is styled after one given by Glenford 
My..ers..(1982), 

There are two parts of an ISA that are important in the definition of 

virtual machines. The first part includes those aspects of the ISA 

that are visible to an application program. This will be referred to as 

the user ISA. The second part includes those aspects visible to super­

visor software, such as the operating system, which is responsible 

for managing hardware resources. This is the system ISA. Of course, 

the supervisor software can also employ all the elements of the user 

ISA. In Figure 1.4. interface 7 consists of the user ISA only, and in­

terface 8 consists of both the user ISA and the system ISA. 

In this book we will also be concerned with interfaces besides the 

ISA. The application binary interface (ABI) consists of interfaces 3 

and 7 in Figure 1.4. An important related interface is the applica­

tion program interface (API), which consists of interfaces 2 and 7. 

The application binary interface, which provides a program with ac­

cess to the hardware resources and services available in a system, 

has two major components. The first is the set of all user instruc­

tions (interface 7 in Figure 1.4); system instructions are not in­

cluded in the ABI. At the ABI level, all application programs interact 

with the shared hardware resources indirectly, by invoking the op­

erating system via a system call interface (interface 3 in Figure 1.4), 

which is the second component of the ABI. System calls provide a 
specific set of operations that an operating system may perform on 

behalf of a user program (after checking to make sure the user pro­

gram should be granted its request). The system call interface is typ­

ically implemented via an instruction that transfers control to the 

operating system in a manner similar to a procedure or subroutine 

call, except the call target address is restricted to a specific address 

in the operating system. Arguments for the system call are typically 

passed through registers and/or a stack held in memory, following 
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specific conventions that are part of the system call interface. A pro­

gram binary compiled to a specific ABI can run unchanged only on 

a system with the same ISA and operating system. 

The application programming interface is usually defined with re­

spect to a high-level language (HLL). A key element of an API is a 

standard library (or libraries) that an application calls to invoke var­

ious services available on the system, including those provided by 

the operating system. An API, typically defined at the source code 

level, enables applications written to the API to be ported easily (via 

recompilation) to any system that supports the same APL The API 

specifies an abstraction of the details of implementation of services, 

especially those that involve privileged hardware. For example, clib 

is a well-known library that supports the UNIX/C programming lan­

guage. The clib API provides a memory model consisting of text (for 

code) and a heap and stack (for data). A routine belonging to an API 

typically contains one or more ABI-level operating system calls. 

Some API library routines are simply wrappers, i.e., code that trans­

lates directly from the HLL calling convention to the binary conven­

tion expected by the OS. Other API routines are more complex and 

may include several OS calls. 

1.1 Computer Architecture 

To understand what a virtual machine is, we must first discuss what 

is meant by machine, and, as pointed out earlier, the meaning of 

"machine" is a matter of perspective. From the perspective of a 

process executing a user program, the machine consists of a logical 

memory address space that has been assigned to the process, along 

with user-level registers and instructions that allow the execution of 

code belonging to the process. The I/0 part of the machine is visible 

only through the operating system, and the only way the process 

can interact with the I/0 system is via operating system calls, often 

through libraries that execute as part of the process. Processes are 
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usually transient in nature (although not always). They are created, 

execute for a period of time, perhaps spawn other processes along 

the way, and eventually terminate. To summarize, the machine, 

from the prospective of a process, is a combination of the operating 

system and the underlying user-level hardware. The AB! provides 

the interface between the process and the machine (figure 1.Sa). 

From the perspective of the operating system, an entire system is 

supported by the underlying machine. A system is a full execution 

environment that can simultaneously support a number of pro­

cesses potentially belonging to different users. All the processes 

share a file system and other I/0 resources. The system environ­

ment persists over time (with occasional reboots) as processes come 

and go. The system allocates physical memory and I/0 resources to 

the processes and allows the processes to interact with their re­

sources via an OS that is part of the system. Hence, the machine, 

from the perspective of a system, is implemented by the underlying 

hardware alone, and the ISA provides the interface between the sys­

tem and the machine (llgure 1.5b). 

In practical terms, a virtual machine executes software (either an 

individual process or a full system, depending on the type of ma­

chine) in the same manner as the machine for which the software 

was developed. The virtual machine is implemented as a combina­

tion of a real machine and virtualizing software. The virtual ma­

chine may have resources different from the real machine, either in 

quantity or in type. For example, a virtual machine may have more 

or fewer processors than the real machine, and the processors may 

execute a different instruction set than does the real machine. It is 

important to note that equivalent performance is usually not re­

quired as part ofvirtualization; often a virtual machine provides 

less performance than an equivalent real machine running the 

same software, i.e., software developed for the real machine. 
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@-,lj§ji-1 Machine Interfaces. (a) Application binary interface (ABI); (b) instruction set 
architecture (ISA) interface. 

As characterized by the isomorphism described earlier, the process 

of virtualization consists of two parts: (1) the mapping of virtual re­

sources or state, e.g., registers, memory, or files, to real resources in 

the underlying machine and (2) the us.e of real machine instructions 

and/or system calls to carry out the actions specified by virtual ma­

chine instructions and/or system calls, e.g., emulation of the virtual 

machine ABI or ISA. 

Just as there is a process perspective and a system perspective of 

machines, there are also process-level and system-level virtual ma­

chines. As the name suggests, a process virtual machine is capable of 

supporting an individual process. A process virtual machine is illus­

trated in Figure 1.6. In this figure and the figures that follow, com­

patible interfaces are illustrated graphically as "meshing" bound-

ar· es. In process VMs, the virtualizing software ·s placed at the ABI 

interface, on top of the OS/hardware combination. The virtualizing 

software emulates both user-level instructions and operating system 

calls. 

With regard to terminology (see Figure 1.6), we usually refer to the 

underlying platform as the host and to the software that runs in the 

VM environment as the guest. The real platform that corresponds to 

a virtual machine, i.e., the real machine being emulated by the vir­

tual machine, is referred to as the native machine. The name given 

to the virtualizing software depends on the type of virtual machine 

bein!! imnlemented. In nrocess VMs. virtualizine: software is often 
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referred to as the runtime, which is short for "runtime software."i 

The runtime is created to support a guest process and runs on top of 

an operating system. The VM supports the guest process as long as 

the guest process executes and terminates support when the guest 

process terminates. 

Guest 

Runtime 

Host 

Application Process 

OS 

Hardware 

Applicatlon Process 

Virtual 
Machine 

@-AkiiM A Process Virtual Machine. Virtualizing software translates a set of OS and 
user-level instructions composing one platform to another, forming a process virtual ma­
chine capable of executing programs developed for a different OS and a different ISA. 

In contrast, a system virtual machine provides a complete system en­

vironment. This environment can support an operating system 

along with its potentially many user processes. It provides a guest 

operating system with access to underlying hardware resources, in­

cluding networking, I/O, and, on the desktop, a display and graphi­

cal user interface. The VM supports the operating system as long as 

the system environment is alive. 

A system virtual machine is illustrated in Figure 1.7; virtualizing 

software is placed between the underlying hardware machine and 

conventional software. In this particular example, virtualizing soft­

ware emulates the hardware ISA so that conventional software 

"sees" a different ISA than the one supported by hardware. In many 

system VMs the guest and host run the same ISA, however. In sys­

tem VMs, the virtualizing software is often referred to as the virtual 

machine monitor (VMM), a term coined when the VM concept was 

first developed in the late 1960s. 
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Guest 

VMM 

Host Hardware 

Applications 

OS 

Virtual 
Machine 

i)!-,ij§jfj A System Virtual Machine. Virtualizing software translates the ISA used by one 
hardware platform to another, forming a system virtual machine, capable of executing a sys­
tem software environment developed for a different set of hardware. 

Apps 2 

Apps 2 

ISA 1 

~ ~ ~ 

l"li![ii!ll!lb'l!lllj j111il!lj!IIP.l:j• Examples of Virtual Machine Applications. (a) Emulating one instruction set 
with another; (b) replicating a virtual machine so that multiple operating systems can be sup­
ported simultaneous!),; ( c) composing virtual machine software to form a more complex, flex­
ible system 

Virtualizing software can be applied in several ways to connect and 

adapt the major computer subsystems (see Figm:e 1.8). Emulation 

adds considerable flexibility by permitting "mix and match" cross­

platform software portability. In this example (figure 1.8a), one ISA 

is emulated by another. Virtualizing software can enhance emula­

tion with optimization, by taking implementation-specific informa­

tion into consideration as it performs emulation. Virtualizing soft­

ware can also provide resource replication, for example, by giving a 

single hardware platform the appearance of multiple platforms 

(flgure 1.8b), each capable of running a complete operating system 

and/or a set of applications. Finally, the virtual machine functions 
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tures, freed of many of the traditional compatibility and resource 

constraints. 

We are now ready to describe some specific types of virtual ma­

chines. These span a fairly broad spectrum of applications, and we 

will discuss them according to the two main categories: process VMs 

and system VMs. Note that because the various virtual machines 
have been developed by different design communities, different 

terms are often used to describe similar concepts and features. In 

fact, it is sometimes the practice to use some term other than virtual 

machine to describe what is in reality a form of virtual machine. 

1.3 Process Virtual Machines 

Process-level VMs provide user applications with a virtual ABI envi­

ronment. In their various implementations, process VMs can pro­

vide replication, emulation, and optimization. The following subsec­

tions describe each of these. 

1.3.1 Multiprogramming 

The first and most common virtual machine is so ubiquitous that we 

don't even think of it as being a virtual machine. The combination of 

the OS call interface and the user instruction set forms the machine 

that executes a user process. Most operating systems can simultane­

ously support multiple user processes through multiprogramming, 

where each user process is given the illusion of having a complete 
machine to itself. Each process is given its own address space and is 

given access to a file structure. The operating system time-shares 

the hardware and manages underlying resources to make this possi­

ble. In effect, the operating system provides a replicated process­

level virtual machine for each of the concurrently executing appli­

cations. 
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1.3.2 Emulators and Dynamic Binary 
Translators 

A more challenging problem for process-level virtual machines is to 

support program binaries compiled to a different instruction set 

than the one executed by the host's hardware, i.e., to emulate one in­

struction set on hardware designed for another. An example emu­

lating process virtual machine is illustrated in Figure 1.9. 

Application programs are compiled for a source ISA, but the hard­

ware implements a different target ISA. As shown in the example, 

the operating system may be the same for both the guest process 

and the host platform, although in other cases the operating systems 

may differ as well. The example in Figure 1.9 illustrates the Digital 

FX!32 system (Hookway and Herdeg 1997). The FX!32 system can 

run Intel IA-32 application binaries compiled for Windows NT on an 

Alpha hardware platform also running Windows NT. More recent 

examples are the Aries system (Zheng and Thomvson 2000) which 

supports PA-RISC programs on an IPF (Itanium) platform, and the 

Intel IA-32 EL (execution layer) which supports IA-32 programs on 

an IPF platform (Baraz et al. 2003). 

IA32 Windows apps. 

Windows 
OS Runtime 

Alpha ISA 

~-1'11Jffl• A Process VM That Emulates Guest Applications. The Digital FX!32 system al­
ows Wm ows IA-32 applications to be run on an Alpha Windows platform. 

The most straightforward emulation method is interpretation. An in­

terpreter program executing the target ISA fetches, decodes, and 

emulates the execution of individual source instructions. This can 

be a relatively slow process, requiring tens of native target instruc-
tinn~ fnr p;:irh ~n11rri:> in~tr11rtinn inti:>rnri:>ti:>n 
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For better performance, binary translation is typically used. With bi­

nary translation, blocks of source instructions are converted to tar­

get instructions that perform equivalent functions. There can be a 

relatively high overhead associated with the translation process, but 

once a block of instructions is translated, the translated instructions 

can be cached and repeatedly executed much faster than they can 

be interpreted. Because binary translation is the most important 

feature of this type of process virtual machine, they are sometimes 

called dynamic binary translators. 

Interpretation and binary translation have different performance 

characteristics. Interpretation has relatively low startup overhead 

but consumes significant time whenever an instruction is emulated. 

On the other hand, binary translation has high initial overhead 

when performing the translations but is fast for each repeated exe­

cution. Consequently, some virtual machines use a staged emulation 

strategy combined with profiling, i.e., the collection of statistics re­

garding the program's behavior. Initially, a block of source instruc­

tions is interpreted, and profiling is used to determine which in­

struction sequences are frequently executed. Then a frequently exe­

cuted block may be binary translated. Some systems perform addi­

tional code optimizations on the translated code if profiling shows 

that it has a very high execution frequ,ency. In most emulating vir­

tual machines the stages of interpretation and binary translation 

can both occur over the course of a single program's execution. In 

the case of FX!32, translation occurs incrementally between pro­

gram runs. 

1.3.3 Same-ISA Binary Optimizers 

Most dynamic binary translators not only translate from source to 

target code but also perform some code optimizations. This leads 

naturally to virtual machines where the instruction sets used by the 
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host and the guest are the same, and optimization of a program bi­

nary is the primary purpose of the virtual machine. Thus, same-ISA 

dynamic binary optimizers are implemented in a manner very simi­

lar to emulating virtual machines, including staged optimization 

and software caching of optimized code. Same-ISA dynamic binary 

optimizers are most effective for source binaries that are relatively 

unoptimized to begin with, a situation that is fairly common in prac­

tice. A dynamic binary optimizer can collect a profile and then use 

this profile information to optimize the binary code on the fly. An 

example of such a same-ISA dynamic binary optimizer is the 

Dynamo system, originally developed as a research project at 

Hewlett-Packard (Bala, Duesterwald, and Banerjia 2000). 

1.3.4 High-Level Language Virtual Machines: 
Platform Independence 

For the process VMs described earlier, cross-platform portability is 

clearly a very important objective. For example, the FX!32 system 

enabled portability of application software compiled for a popular 

platform (IA-32 PC) to a less popular platform (Alpha). However, this 

approach allows cross-platform compatibility only on a case-by-case 

basis and requires a great deal of programming effort. For example, 

if one wanted to run IA-32 binaries on a number of hardware plat­

forms currently in use, e.g., SPARC, PowerPC, and MIPS, then an FX! 

32-like VM would have to be developed for each of them. The prob­

lem would be even more difficult if the host platforms run different 

operating systems than the one for which binaries were originally 

compiled. 

Full cross-platform portability is more easily achieved by taking a 

step back and designing it into an overall software framework. One 

way of accomplishing this is to design a process-level VM at the 

same time as an application development environment is being de­

fined. Here, the VM environment does not directly correspond to 

;:mv rP;:il nl;:itfnrm. R;:ithPr. it is riPsi~nPrl fnr p;:isp nfnnrt;:ihilitv ;:inn tn 
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match the features of a high-level language (HLL) used for applica­

tion program development. These high-level language VMs (HLL 

VMs) are similar to the process VMs described earlier. However, 

they are focused on minimizing hardware-specific and OS-specific 

features because these would compromise platform independence. 

High-level language VMs first became popular with the Pascal pro­
gramming environment (Bowles 1980). In a conventional system, 

Figyre 1.10a, the compiler consists of a frontend that performs lexi­

cal, syntax, and semantic analysis to generate simple intermediate 

code-similar to machine code but more abstract. Typically the in­

termediate code does not contain specific register assignments, for 

example. Then a code generator takes the intermediate code and 

generates a binary containing machine code for a specific ISA and 

OS. This binary file is distributed and executed on platforms that 

support the given ISNOS combination. To execute the program on a 

different platform, however, it must be recompiled for that plat­

form. 

In HLL VMs, this model is changed (figure 1.10b). The steps are sim­

ilar to the conventional ones, but the point at which program distri­

bution takes place is at a higher level. As shown in Figyre 1.10b, a 

conventional compiler frontend generates abstract machine code, 

which is very similar to an intermediate form. In many HLL VMs, 

this is a rather generic stack-based ISA. This virtual ISA is in essence 

the machine code for a virtual machine. The portable virtual ISA 

code is distributed for execution on different platforms. For each 

platform, a VM capable of executing the virtual ISA is implemented. 

In its simplest form, the VM contains an interpreter that takes each 

instruction, decodes it, and then performs the required state trans­

formations (e.g., involving memory and the stack). I/O functions are 

performed via a set of standard library calls that are defined as part 

of the VM. In more sophisticated, higher performance VMs, the ab­

stract machine code may be compiled (binary translated) into host 
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machine code for direct execution on the host platform. 

HLL Program HLL Program 

Compiler frontend Compiler 

Intermediate Code Portable Code 

Compiler backend VM /Qader 
Distribution 

Object Code Virt. Mem. Image 

-----i----- Distribution 
Loader VM Interpreter/Compiler 

Memory Image Host Instructions 

(a) {b) 

~i •ki,.i•• High-Level Language Environments. (a) A conventional system, where pat:rm-ependent object code is distributed; (b) an HLL VM environment, where portable 
intermediate code is "executed" by a platform-dependent virtual machine. 

An advantage of an HLL VM is that software is easily portable, once 

the VM is implemented on a target platform. While the VM imple­

mentation would take some effort, it is a much simpler task than de­

veloping a compiler for each platform and recompiling every appli­

cation when it is ported. It is also simpler than developing a conven­

tional emulating process VM for a typical real-world ISA. 

The Sun Microsystems Java VM architecture (Lindholm and Yellin 

1999) and the Microsoft common language infrastructure (CLI), 

which is the foundation of the .NET framework (Box 2002), are 

more recent, widely used examples of HLL VMs. Platform indepen­

dence and high security are central to both the Java VM and CLI. 

The ISAs in both systems are based on bytecodes; that is, instructions 

are encoded as a sequence of bytes, where each byte is an opcode, a 

single-byte operand, or part of a multibyte operand. These byte-code 

instruction sets are stack based (to eliminate register requirements) 

and have an abstract data specification and memory model. In fact, 

the memory size is conceptually unbounded, with garbage collec­

tion as an assumed part of the implementation. Because all hard­

ware platforms are potential targets for executing Java- or CLI-
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based programs, applications are not compiled for a specific OS. 

Rather, a set of standard libraries is provided as part of the overall 

execution environment. 

1.4 System Virtual Machines 

System virtual machines provide a complete system environment in 

which many processes, possibly belonging to multiple users, can co­

exist. These VMs were first developed during the 1960s and early 

1970s, and they were the origin of the term virtual machine. By us­

ing system VMs, a single host hardware platform can support multi­

ple guest OS environments simultaneously. At the time they were 

first developed, mainframe computer systems were very large and 

expensive, and computers were almost always shared among a 

large number of users. Different groups of users sometimes wanted 

different operating systems to be run on the shared hardware, and 

VMs allowed them to do so. Alternatively, a multiplicity of single­

user operating systems allowed a convenient way of implementing 

time-sharing among many users. Over time, as hardware became 

much less expensive and much of it migrated to the desktop, inter­

est in these classic system VMs faded. 

Today, however, system VMs are enjoying renewed popularity. This 

is partly due to modern-day variations of the traditional motivations 

for system VMs. The large, expensive mainframe systems of the past 

are now servers or server farms, and these servers may be shared 

by a number of users or user groups. Perhaps the most important 

feature of today's system VMs is that they provide a secure way of 

partitioning major software systems that run concurrently on the 

same hardware platform. Software running on one guest system is 

isolated from software running on other guest systems. 

Furthermore, if security on one guest system is compromised or if 

the guest OS suffers a failure, the software running on other guest 
<:v<:tPm<: i<: nnt ::iffPrtPrl ThP ::ihilitv tn <:11nnnrt rliffPrPnt nni:>r::itincr 
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systems simultaneously, e.g., Windows and Linux (as illustrated in 

Figure 1.11), is another reason for their appeal, although it is proba­

bly of secondary importance to most users. 

In system VMs, platform replication is the major feature provided 

by a VMM. The central problem is that of dividing a single set of 

hardware resources among multiple guest operating system envi­

ronments. The VMM has access to and manages all the hardware re­

sources. A guest operating system and application programs com­

piled for that operating system are then managed under (hidden) 

control of the VMM. This is accomplished by constructing the system 

so that when a guest OS performs certain operations, such as a privi­

leged instruction that directly involves the shared hardware re­

sources, the operation is intercepted by the VMM, checked for cor­

rectness, and performed by the VMM on behalf of the guest. Guest 

software is unaware of the "behind-the-scenes" work performed by 

theVMM. 

IA-32 

[E;1ij#Jjfi A System VM That Supports Multiple OS Environments on the Same 
Hardware. 

1.4.1 Implementations of System Virtual 
Machines 

From the user perspective, most system VMs provide more or less 

the same functionality. The thing that tends to differentiate them is 

the way in which they are implemented. As discussed earlier, in 
c-. __ ,..,:. __ ....... ... 1- ___ --- - _ __ _ ,_ _ _ _ ,c .: _ ... _ __,e ____ !- - __ _ _ __ _ .... _ __ _____ ... _ _ _ 
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and this leads to a number of choices for locating the system VMM 

software. Summaries of two of the more important implementations 

follow. 

Figure 1.11 illustrates the classic approach to system VM architec­
ture (Po~ek and Goldberg 1974). The VMM is first placed on bare 

hardware, and virtual machines fit on top. The VMM runs in the 

most highly privileged mode, while all the guests systems run with 

lesser privileges. Then in a completely transparent way, the VMM 

can intercept and implement all the guest OS's actions that interact 

with hardware resources. In many respects, this system VM archi­

tecture is the most efficient. and it provides service to all the guest 

systems in a more or less equivalent way. One disadvantage of this 

type of system, at least for desktop use-rs, is that installation requires 

wiping an existing system clean and starting from scratch, first in­

stalling the VMM and then installing guest operating systems on top. 

Another disadvantage is that I/O devic,e drivers must be available 

for installation in the VMM, because it is the VMM that interacts di­

rectly with I/O devices. 

An alternative system VMM implementation builds virtualizing soft­

ware on top of an existing host operating system-resulting in what 

is called a hosted VM. With a hosted VM, the installation process is 

similar to installing a typical application program. Furthermore, vir­

tualizing software can rely on the host OS to provide device drivers 

and other lower-level services; they don't have to be provided by the 

VMM. The disadvantage of this approach is that there can be some 

loss of efficiency because more layers of software become involved 

when OS service is required. The hosted VM approach is taken in 

the VMware implementation (VMware 2000), a modern system VM 

that runs on IA-32 hardware platforms. 

1.4.2 Whole System VMs: Emulation 

4 9 
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In the conventional system VMs described earlier, all the system 

software (both guest and host) and application software use the 

same ISA as the underlying hardware. In some important situations, 

however, the host and guest systems do not have a common ISA. For 

example, the Apple PowerPC-based systems and Windows PCs use 

different ISAs (and different operating systems), and they are the 

two most popular desktop systems today. As another example, Sun 

Microsystems servers use a different OS and ISA than the Windows 

PCs that are commonly attached to them as clients. Because soft­

ware systems are so closely tied to hardware systems, this may re­

quire purchase of multiple platform types, even when unnecessary 

for any other reason, which complicates software support and/or re­

stricts the availability of useful software packages to users. 

This situation motivates system VMs, where a complete software 

system, both OS and applications, is supported on a host system that 

runs a different ISA and OS. These are called whole-system VMs be­

cause they essentially virtualize all software. Because the ISAs are 

different, both application and OS code require emulation, e.g., via 

binary translation. For whole-system VMs, the most common imple­

mentation method is to place the VMM and guest software on top of 

a conventional host OS running on the hardware. 

Figure 1.12 illustrates a whole-system VM built on top of a conven­

tional system with its own OS and application programs. An exam­

ple of this type of VM is Virtual PC (Traut 1997), which enables a 

Windows system to run on a Macintosh platform. The VM software 

executes as an application program supported by the host OS and 

uses no system ISA operations. It is as if the VM software, the guest 

OS, and guest application(s) are one very large application imple­

mented on the host OS and hardware. Meanwhile the host OS can 

also continue to run applications compiled for the native ISA; this 

feature is illustrated in the right-hand section of the drawing. 

To implement a system VM of this type, the VM software must emu-

50 
12/23/2024, 2:30 PM 



Chapter I: Introduction to Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

27 of35 

late the entire hardware environment. It must control the emulation 

of all the instructions, and it must convert the guest system ISA op­

erations to equivalent OS calls made to the host OS. Even if binary 

translation is used, it is tightly constrained because translated code 

often cannot take advantage of underlying system ISA features such 

as virtual memory management and trap handling. In addition, 

problems can arise if the properties of hardware resources are sig­

nificantly different in the host and the guest. Solving these mis­

matches is the major challenge of implementing whole-system VMs. 

Windows apps. 

Windows 

PowerPC 

iiQliQjit..jA Whole-System VM That Supports a Guest OS and Applications, in Addition 
to Host Applications. 

1.4.3 Codesigned Virtual Machines: Hardware 
Optimization 

In all the VM models discussed thus far, the goal has been function­

ality and portability-either to support multiple (possibly different) 

operating systems on the same host platform or to support different 

ISAs and operating systems on the same platform. In practice, these 

virtual machines are implemented on hardware already developed 

for some standard ISA and for which native (host) applications, li­

braries, and operating systems already exist. By and large, improved 

performance (i.e., going beyond native platform performance) has 
__ .._,._ ___ - ___ , ·- ,c __ ... __ • __ ._._. _____ ,c _________ 1 _____ ·- _,s;:.,. __ ..._,__ 
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performance goal. 

Codesigned VMs have a different objective and take a different ap­

proach. These VMs are designed to enable innovative ISAs and/or 

hardware implementations for improved performance, power effi­
ciency, or both. The host's ISA may be completely new, or it may be 

based on an existing ISA with some new instructions added and/or 

some instructions deleted. In a codesigned VM, there are no native 

ISA applications. It is as if the VM sofuvare is, in fact, part of the 

hardware implementation. 

In some respects, codesigned virtual machines are similar to a 

purely hardware virtualization approach used in many high­

performance superscalar microprocessors. In these designs, hard­

ware renames architected registers to a larger number of physical 

registers, and complex instructions are decomposed into simpler, 

RISC-like instructions (Hennessy and Patterson 2002). In this book, 

however, we focus on software-implemented codesigned virtual ma­

chines; binary translation is over a larger scope and can be more 

flexible because it is done in software. 

Because the goal is to provide a VM platform that looks exactly like a 

native hardware platform, the software portion of a codesigned VM 

uses a region of memory that is not visible to any application or sys­

tem software. This concealed memory is carved out of real memory 

at boot time and the conventional guest software is never informed 
of its existence. VMM code that resides in the concealed memory 

can take control of the hardware at practically any time and per­

form a number of different functions. In its more general form, the 

VM software includes a binary translator that converts guest in­

structions into native ISA instructions and caches the translated in­

structions in a region of concealed memory. Hence, the guest ISA 

never directly executes on the hardware. Of course, interpretation 

can also be used to supplement binary translation, depending on 
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performance tradeoffs. To provide improved performance, transla­

tion is coupled with code optimization. Optimization of frequently 

executed code sequences is performed at translation time, and/or it 

is performed as an ongoing process while the program runs. 

Perhaps the best-known example of a codesigned VM is the 

Transmeta Crusoe (Halfhill 2000). In this processor, the underlying 

hardware uses a native VLIW instruction set, and the guest ISA is 

the Intel IA-32. In their implementation, the Transmeta designers fo­

cused on the power-saving advantages of simpler VLIW hardware. 

An important computer system that relies on many codesigned VM 

techniques is the IBM AS/400 system (Soltis 1996). The AS/400 dif­

fers from the other codesigned VMs, because the primary design ob­

jective is support for an object-oriented instruction set that rede­

fines the hardware/software interface in a novel fashion. The cur­

rent AS/400 implementations are based on an extended PowerPC 

ISA, although earlier versions used a considerably different, propri­

etary CISC ISA. 

1.5 A Taxonomy 

We have just described a rather broad array of VMs, with different 

goals and implementations. To put them in perspective and organize 

the common implementation issues, we introduce a taxonomy illus­

trated in Figure 1.13. First, VMs are divided into the two major 

types: process VMs and system VMs. In the first type, the VM sup­

ports an ABI-user instructions plus system calls; in the second, the 

VM supports a complete ISA-both user and system instructions. 

Finer divisions in the taxonomy are based on whether the guest and 

host use the same ISA. 

On the left-hand side of Figure 1.13 are process VMs. These include 

VMs where the host and guest instruction sets are the same. In the 

figure, we identify two examples. The first is multiprogrammed sys-
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terns, as already supported on most of today's systems. The second is 

same-ISA dynamic binary optimizers, which transform guest in­

structions only by optimizing them and then execute them natively. 

For process VMs where the guest and host ISAs are different, we 

also give two examples. These are dynamic translators and HLL 
VMs. HLL VMs are connected to the VM taxonomy via a "dotted 

line" because their process-level interface is at a different, higher 

level than the other process VMs. 

Process VMs System VMs 

Same Different Same Different 
ISA ISA ISA ISA 

Multiprogrammed Dynamic Classfc-System Whole-System 
Systems Translators VMs VMs 

Dynamic Hosted Codesigned 
Binary HLL VMs VMs VMs 

Optimizers 

@31 iii I Fl A Taxonomy of Virtual Machines. 

On the right-hand side of the figure are system VMs. If the guest and 

host use the same ISA, examples include "classic" system VMs and 

hosted VMs. In these VMs, the objective is providing replicated, iso­

lated system environments. The primary difference between classic 

and hosted VMs is the VMM implementation rather than the func­

tion provided to the user. 

Examples of system VMs where the guest and host ISAs are different 

include whole-system VMs and codesigned VMs. With whole-system 

VMs, performance is often of secondary importance compared to ac­

curate functionality, while with codesigned VMs, performance (and 
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power efficiency) are often major goals. In the figure, codesigned 

VMs are connected using dotted lines because their interface is typi­

cally at a lower level than other system VMs. 

1.6 Summary: The Versatility of 

Virtual Machines 

A good way to summarize this chapter is with an example of a real­

istic system that could conceivably be in use today (flgure 1.14). 

The example clearly illustrates the versatility of virtual machine 

technologies. A computer user might have a Java application run­

ning on a laptop PC. This is nothing special; it is done via a Java vir­

tual machine developed for IA-32/Linux. However, the user happens 

to have Linux installed as an OS VM via VMware executing on a 

Windows PC. And, as it happens, the IA-32 hardware is in fact a 

Transmeta Crusoe, a codesigned VM implementing a VLIW ISA with 

binary translation (what Transmeta calls code morphing) to support 

the IA-32 ISA. By using the many VM technologies, a Java bytecode 

program is actually executing as native VLIW. 

Java application 

l JVM 

Linux IA-32 

l VMware 

Windows IA-32 

l Code Morphing 

Crusoe VLIW 

@3ii4jii•Three Levels ofVMs.Afava application running on a Java VM, running on a 
system VM, running on a codesigned VM. 

1.7 The Rest of the Book 
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The book can be divided into two major sections, along the lines of 

the VM taxonomy just described. Chapters 2 through .6. deal primar­

ily with process virtual machines, and Chapters 7 through 2 deal 

primarily with system virtual machines. 

It should now be evident that instruction set emulation is an impor­

tant enabling technology for many virtual machine implementa­

tions. Because of its importance, we begin, in Chapter 2, with a de­

tailed discussion of emulation. Emulation encompasses both inter­

pretation, where guest instructions are emulated one by one in a 

simple fashion, and binary translation, where blocks of guest in­

structions are translated to the ISA of the host platform and saved 

for multiple executions. In many of the VM implementations, the 

need to use emulation is obvious (i.e., the guest and host ISAs are 

different), but, as we will see, the same techniques are important in 

other VMs, for nonobvious reasons (even in cases where the guest 

and host ISAs are the same). A case study is the Shade simulation 

system, which incorporates a number of emulation techniques. 

Chapter 3 uses emulation as a starting point and describes the over­

all architecture and implementation of process VMs. Included are 

the management of cached binary translations and the handling of 

complicating issues such as precise traps and self-modifying code. 

The DEC/Compaq FX!32 system is used as a case study. The FX!32 

system supports Windows/IA-32 guest binaries on a Windows/Alpha 

platform. 

Performance is almost always an issue in VM implementations be­

cause performance is often lost during the emulation process. This 

loss can be mitigated by optimizing translated binaries, and 

Chapter 4 deals with ways of dynamically optimizing translated 

code. First, ways of increasing the size of translated code blocks are 

discussed, and then specific code optimizations are covered. Code 

optimizations include reordering instructions, to improve pipeline 
pffiriPnrv fnr PY~mnlP ~nn ~ nnmhPr nf rl~ssir~l rnmnilPr nnti-
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mizations, adapted to dynamically translated binary code. A special 

case occurs when the source ISA and target ISA are the same and op­

timization is the primary function provided by the VM. 

Consequently, Chapter 4 concludes with a discussion of special-case 

features of these same-ISA dynamic binary optimizers and includes 

the HP Dynamo system as a case study. 

Chapters 5 and 6 discuss high-level language virtual machines. 

These virtual machines are designed to enable platform indepen­

dence. To give some historical perspective, Chapter 5 begins with a 

description of Pascal P-code. Because modern HLL VMs are intended 

to support network-based computing and object-oriented program­

ming, the features important for supporting these aspects are em­

phasized. The Java virtual machine architecture is described in 

some detail. Also included is a shorter discussion of the Microsoft 

common language infrastructure (CLI); where the goals and applica­

tions are somewhat broader than with Java, and the discussion is fo­

cused on those features that provide the added breadth. Chapter 6 

describes the implementation of HLL VMs, beginning with basic im­

plementation approaches and techniques. High-performance HLL 

VM implementations are then described, and the IBM Jikes research 

virtual machine is used as a case study. 

Codesigned VMs, the first system-level virtual machines to be dis­

cussed, are the topic of Chapter 7. The codesigned VM paradigm in­

cludes special hardware support to enhance emulation perfor­
mance. Consequently, much of the chapter focuses on hardware­

based performance enhancements. The chapter includes case stud­

ies of the Transmeta Crusoe and IBM AS/400 system. 

Chapter 8 covers conventional system VMs-that is, VMs that sup­

port multiple operating systems simultaneously, primarily relying 

on software techniques. Basic mechanisms for implementing system 

VMs and for enhancing their performance are discussed. Some ISAs 
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are easier to virtua11ze than others, so teatures or mstrucnon sets 

that make them more efficiently virtualized are discussed. The IBM 

360-390+ series of VMs are described and used as a case study 

throughout the chapter. The more recently developed VMware 

hosted virtual machine, which is targeted at IA-32 platforms, is an 

important second case study. 

Applying virtualization to multiprocessor systems is the topic of 

ChaRter 9. Of major interest are techniques that allow the partition­

ing of resources in large shared-memory multiprocessors to form a 

number of smaller, virtual multiprocessors. These techniques can 

be implemented in a number of ways, ranging from those relying on 

microcode support to purely software solutions. Then ISA emulation 

in a multiprocessor context is discussed. Although most emulation 

techniques are the same as with uniprocessors, memory-ordering 

(consistency) constraints pose some new problems. In this chapter 

IBM logical partitioning (LPAR) and the Stanford Disco research VM 

are used as case studies. 

Finally, Chapter 10. the concluding chapter, looks toward the future 

and considers a number of evolving VM applications that hold 

promise. These include support for system security, grid computing, 

and virtual system portability. 

The book also includes an Appendix that reviews the important 

properties of real machines. The focus is on those aspects of archi­

tecture and implementation that are important when virtualization 

is performed. For some readers this will be familiar material, but 

other readers may benefit from browsing through the Appendix be­

fore proceeding with the book. The Appendix concludes with a brief 

overview of the IA-32 and Power PC ISAs, on which many of the ex­

amples are based. 

1. Sometimes referred to informally as x86. 
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2. Throughout this book, we will use the single-word form runtime as a noun to de­

scribe the virtualizing runtime software in a process VM; run time (two words) will 

be used in the more generic sense: the time during which a program is running. 

Previous chapter Next chapter 

< Table of Contents Chapter 2: Emulation > 
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Chapter Two 

Emulation: Interpretation and 
Binary Translation 

Many virtual machine implementations are based on emulation. 

We define emulation as the process of implementing the inter­

face and functionality of one system or subsystem on a system or 

subsystem having a different interface and functionality. For exam­

ple, a VTlOO terminal emulator running inside a window on a PC 

presents to the user an interface and functionality that is nearly 

identical to that of a real VT100 terminal. In fact, taken in this gen­

eral sense, one could argue that virtualization itself is simply a form 

of emulation. In this chapter, however, we give emulation a nar­

rower meaning by applying it specifically to instruction sets. 

Instruction set emulation is a key aspect of many virtual machine 

implementations because the virtual machine must support a pro­

gram binary compiled for an instruction set that is different from 

the one implemented by the host processor(s). For example, Intel 

IA-32 program binaries are more widely available than binaries for 

any other instruction set. Consequently, a user may wish to use a 

virtual machine to execute an IA-32 program binary on some other 

platform, for example, an Apple Macintosh, which incorporates a 

PowerPC processor. For high-level virtual machines, binary classes 

(using the Java terminology) incorporate a stack-based, bytecode in­

struction set that can be emulated on any of a number of different 

host platforms. 

In terms of instruction sets, emulation allows a machine implement­

ing one instruction set, the target instruction set, to reproduce the 

behavior of software compiled to another instruction set, the source 
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instruction set. This is illustrated in Figure 2.1. Note that we use the 

terms source and target specifically for instruction set emulation, 

and we use the terms guest and host when referring to complete vir­

tual machine environments and supporting platforms (which often 

involve more than just ISAs). The reader should also be aware that 

the literature often does not use consistent terminology when de­

scribing guest/host and source/target relationships. 

emulated by 

Target /SA 
Host 

Ll':i'ikfJ• Terms Describing the Emulation Process. Emulation allows a guest to support 
a source instruction set while running on a host platform executing a target instruction set. 

For many virtual machine applications, it is important that the emu­

lation of the instruction set be performed efficiently. The lower the 

overhead of emulation, the more attractive the virtual machine will 

be. This chapter will focus on techniques for emulation of conven­

tional instruction sets that already have hardware implementations 

rather than those designed specifically for virtual machine imple­

mentation, such as the Java bytecode instruction set. The latter vir­

tual instruction sets can be implemented with similar emulation 

techniques as conventional instruction sets, but they also have spe­

cial properties and therefore can take advantage of other emulation 

techniques. High-level language VM-specific instruction sets will be 

discussed in Cha~ter 5. 

A complete ISA consists of many parts, including the register set and 

memory architecture, the instructions, and the trap and interrupt 

architecture. A virtual machine implementation is usually con­

cerned with all aspects of ISA emulation. In this chapter, however, 

we focus primarily on emulating the operation of user~level instruc-
..,,: __ ,..,.,:_ ... 1- _ _ ,._ _ ___ ,.... _,c _____ ,.,: ___ , ... ______ ...] ,:_.._ ______ ,.,....'\ ry,'\_ _ _____ ,_ 
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tion of the memory addressing architecture, traps, interrupts, and 

other features are discussed in this chapter only as is necessary to 

understand instruction emulation. In ChaP,ters 3 and j , we extend 

the discussion to emulation of memory architecture, traps, and in­

terrupts in the context of process virtual machines. In later chapters 

(primarily ChaP,ters 7 and fil we discuss emulation of system in­

structions and other ISA issues that are specific to system virtual 

machines. 

To some degree, instruction emulation techniques can be applied to 

every type of VM we discuss in this book. Although we are inter­

ested primarily in the case where the source and target instruction 

sets are different, there are some virtual machine applications 

where the instruction sets are the same. In these situations, emula­

tion may not be performed, strictly speaking, but the very same 

techniques are used for other purposes. One such application is 

same-ISA dynamic binary optimization, where a program binary is 

optimized at run time on the same platform for which it was origi­

nally compiled. Another example is in system VMs where the VMM 

must control and manage the execution of certain privileged guest 

OS instructions, and emulation-like techniques are used for this pur­

pose. 

Instruction set emulation can be carried out using a variety of meth­

ods that require different amounts of computing resources and of­

fer different performance and portability characteristics. At one end 

of the spectrum is the straightforward technique of interpretation, 

while on the other is binary translation. Interpretation involves a cy­

cle of fetching a source instruction, analyzing it, performing the re­

quired operation, and then fetching the next source instruction-all 

in software. Binary translation, on the other hand, attempts to 

amortize the fetch and analysis costs by translating a block of 

source instructions to a block of target instructions and saving the 

translated code for repeated use. In contrast to interpretation, bi-
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nary translation has a bigger initial translation cost but a smaller 

execution cost. The choice of one or the other depends on the num­

ber of times a block of source code is expected to be executed by the 

guest software. Predictably, there are techniques that lie in between 

these extremes. For example, threaded interpretation eliminates the 

interpreter loop corresponding to the cycle mentioned earlier, and 

efficiency can be increased even further by predecoding the source 

instructions into a more efficiently interpretable intermediate form. 

2.1 Basic Interpretation 

Interpreters have a long and rich history. Some programming lan­

guages, e.g., the functional language LISP, rely on an interpreted im­

plementation. Perl is a widely used language that is commonly im­

plemented through interpretation. The FORTH language is probably 

better known for its "threaded code" interpretation model than for 

any other feature. A good reference is Debaere and Van 

Carnpenhout {1990). In this chapter, however, we are more inter­

ested in applying interpretation techniques to program binaries 

(machine code) rather than high-level languages. 

In our narrower context, an interpreter program emulates and op­

erates on the complete architected state of a machine implementing 

the source ISA, including all architected registers and main memory 

(flgure 2.2). The image of the guest memory, including both pro­

gram code and program data, is kept in a region of memory main­

tained by the interpreter. The interpreter's memory also holds a ta­

ble we call the context block, which contains the various compo­

nents of the source's architected state, such as general-purpose reg­

isters, the program counter, condition codes, and miscellaneous con­

trol registers. 

Source Memory 
State 

Source Context 
Block 

f Proor:tm ~nuntAr I 
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. · -o·-··· ---··--· 

Code 
Condition Codes 

Rego 
Reg 1 

• • . 
Data Reg n-1 

• • • 

Stack 
Interpreter Code 

ijh,li4fJM Interpreter Overview. An interpreter manages the complete architected state 
of a machine implementing the source ISA. 

A simple interpreter operates by stepping through the source pro­

gram, instruction by instruction, reading and modifying the source 

state according to the instruction. Such an interpreter is often re­

ferred to as a decode-and-dispatch interpreter, because it is struc­

tured around a central loop that decodes an instruction and then 

dispatches it to an interpretation routine based on the type of in­

struction. The structure of such an interpreter is shown in Figyre 

2.3 for the PowerPC source ISA. 

The main interpreter loop is depicted at the top of Figyre 2.3. and 

routines for interpreting the Load Word and Zero and ALU instruc­

tions are shown below the main loop. The Load Word and Zero in­

struction loads a 32-bit word into a 64-bit register and zeroes the up­

per 32-bits of the register; it is the basic Power PC load word instruc­

tion. Note that in this example routine (and others to follow), for 

brevity we have omitted any checks for memory addressing errors; 

these would be included in most VMs. Sections 3.3 and 3.4 describe 

emulation of the memory-addressing architecture more completely. 

The ALU "instruction" is actually a stand-in for a number of 

PowerPC instructions that have the same primary opcode but are 

distinguished by different extended opcodes. For instructions of this 

type, two levels of decoding (via switch statements) are used. The 

rlP.r.orlP.-rinrl-rlisnMr.h loon is ill11strntP.rl hP.rP. in ;:i hi!!h-lP.vP.11,rn-
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guage, but it is easy to see how the same routines could be written 

in assembly language for higher performance. 

whil e ( !halt && !interr upt) { 
inst= code [PC]; 

} 

opcode= extract(inst,31,6) ; 
swi t ch(opcode) { 

case LoadWordAndZero : LoadWordAndZero( inst) ; 
case ALU : ALU(inst) ; 
case Branch: Branch( i nst) ; 
. . . } 

Instruction function 7i st 

LoadWordAndZero(inst){ 

} 

RT - extract(inst , 25 , S) ; 
RA = ext ract(inst,20 ,S) ; 
di splacement = extract(i ns t ,15,16); 
if ( RA == 0) source = O; 
el se source • regs [ AA]; 
address e source + di spl acement ; 
regs [RT] = (data [address] << 32) >> 32; 
PC= PC + 4; 

ALU(inst){ 

} 

RT= extract (inst, 25 , 5) : 
RA = extract(inst,20 , 5) ; 
RB • extract(i nst, 15, 5) ; 
source! = regs [ AA] ; 
source2 = regs ( RB] ; 
extended_opcode = extract ( inst,10,10); 
switch(extended_opcode) { 

case Add : Add(i nst); 
case AddCarryi ng: AddCarrying( inst ); 
case AddExtended : AddEx tended(i nst ); 
. . . } 

PC,.. PC+ 4; 

111,-,ijffU Code for Interpreting the Power PC Instruction Set Architecture. A decode­
and-dispatch loop uses a switch statement to call a number of routines that emulate individ­
ual instructions. The extract(inst, i, j) function extracts a bit field of length j from inst, begin­
ning at bit i. 

In ~ the architected source program counter is held in a 

variable called PC. This variable is used as an index into an array 

that holds the source binary image. The word addressed by this in­

dex is the source instruction that needs to be interpreted. The op­

code field of the instruction, represented by the 6-bit field starting at 

bit 31.1 is extracted using shift and mask ooerations contained in the 
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extract function. The opcode field is used in a switch statement to 

determine a routine for interpreting the specific instruction. 

Register designator fields and immediate data in the instruction are 

decoded similarly using the extract function. The register designator 

fields are used as indices into the context block to determine the ac­

tual source operand values. The interpreter routine then emulates 

the operation specified by the source instruction. Unless the instruc­

tion itself modifies the program counter, as in a branch, the pro­

gram counter must be explicitly incremented to point to the next se­

quential instruction before the routine returns back to the decode­

dispatch loop of the interpreter. 

The example of Figure 2.3 shows that, while the process of interpre­

tation is quite straightforward, the performance cost of interpreta­

tion can be quite high. Even if the interpreter code were written di­

rectly in assembly language, interpreting a single instruction like 

the Load Word and Zero instruction could involve the execution of 

tens of instructions in the target ISA. 

2.2 Threaded Interpretation 

While simple to write and understand, a decode-and-dispatch inter­

preter can be quite slow. In this and subsequent sections, we will 

identify techniques to reduce or eliminate some of its inefficiencies. 

We begin by looking at threaded interpretation (Klint 1981). 

The central dispatch loop of a decode-and-dispatch interpreter con­

tains a number of branch instructions, both direct and indirect. 

Depending on the hardware implementation, these branches tend to 

reduce performance, particularly if they are difficult to predict (Ertl 

and Gregg 2001, 2003). Besides the test for a halt or an interrupt at 

the top of the loop, there is a register indirect branch for the switch 

statement, a branch to the interpreter routine, a second register in­

direct branch to return from the internreter routine. and. finallv. a 
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branch that terminates the loop. By appending a portion of the dis­

patch code to the end of each of the instruction interpretation rou­

tines, as shown in Figm:e 2.4. it is possible to remove three of the 

branches just listed. A remaining branch is register indirect and re­

places the switch statement branch found in the central dispatch 

loop. That is. in order to interpret the next instruction it is necessary 

to load the opcode of the next instruction, look up the address of the 

relevant interpreter routine using the dispatch table, and jump to 

the routine. 

Instruction function 1ist 

LoadWordAndZero : 

Add: 

RT= extract (i nst,25,S): 
RA= extract(i nst , 20,S) ; 
di splacement • extract(inst,15,16); 
i f (RA== 0) source = O; 
else source = regs [RA] ; 
addres s = sou rce+ displacement; 
regs[RTI = (data(address)<< 32) >> 32; 
PC= PC+ 4; 
If (halt I I inter rupt) goto exit; 
inst = code [PCJ; 
opcode= extract(i nst,31 ,6) ; 
extended_opcode = extract(inst,10,10) ; 
routi ne = dispatch[opcode,extended_opcode] ; 
goto *rout ine ; 

RT - extract(i nst,25,5); 
RA = extract(i nst,20,5) ; 
RB = exrract(inst,15,5); 
sourcel = regs[RAJ : 
source2 = regs [RBJ ; 
sum - sourcel + source2; 
regs[RT] = sum; 
PC .,. PC + 4 ; 
If (halt I I interrupt) goto exit; 
i nst= code (PC]; 
opcode= extract(i nst,31 ,6) ; 
extended_opcode = extract(i nst,10,10) ; 
routi ne = di spatch[opcode,extended_opcode]; 
goto *routine ; 

iF-uikill Two Threaded Interpreter Routines for PowerPC Code. With threaded inter­
pretation, the central dispatch loop is no longer needed. 

FigMre 2.5 illustrates the differences in data and control flow be­

tween the decode-and-dispatch method and the threaded inter­

nrP.t·P.r tP.r.hn im1P. inst rlP.sr.rihP.rl. Fi1mrP. 2.Sri shows nritivP. P.XP.r.ntion 
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on the source ISA, Figure 2.Sb shows the decode-and-dispatch 

method, and Figyre 2.Sc illustrates threaded interpretation. The 

centralized nature of the dispatch loop is evident from Iig:ure 2.Sb. 

Control flow continually exits from, and returns to, the central dis­

patch loop. On the other hand, with threaded interpretation (flg:yre 

2.Sc) the actions of the dispatch loop in fetching and decoding the 

next instruction are replicated in each of the interpreter routines. 

The interpreter routines are not subroutines in the usual sense; they 

are simply pieces of code that are "threaded" together. 

Interpreter 
routines 

source interpreter 
source code 

(a) 

source code 

, 
I 

I 
I 

I 
I 

I , □ 
(b) 

code routines 

(c) 

\ 
\ 
\ 

\ 

[] 
iih.lj§~~-- Interpretation Methods. Control ft.ow is indicated via solid arrows and data ac­
cesses wi[ i otted arrows. The data accesses are used by the interpreter to read individual 
source instructions. (a) Native execution; (b) decode-and-dispatch interpretation; (c) threaded 
interpretation. 

A key property of threaded interpretation, as just described, is that 

dispatch occurs indirectly through a table. Among the advantages of 

this indirection is that the interpretation routines can be modified 

and relocated independently. Because the jump through the dis­

patch table is indirect, this method is called indirect threaded inter­

pretation (Dewar 1975). 

2.3 Predecoding and Direct 
Threaded Interpretation 
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Although the centralized dispatch loop has been eliminated in the 

indirect threaded interpreter, there remains the overhead created 

by the centralized dispatch table. Looking up an interpreter routine 

in this table still requires a memory access and a register indirect 

branch. It would be desirable, for even better efficiency, to eliminate 

the access to the centralized table. 

A further observation is that an interpreter routine is invoked every 

time an instruction is encountered. Thus, when the same source in­

struction is interpreted multiple times, the process of examining the 

instruction and extracting its various fields must be repeated for 

each dynamic instance of the instruction. For example, as shown in 

Figure 2.3. extracting instruction fields takes several interpreter in­

structions for a Load Word and Zero instruction. It would appear to 

be more efficient to perform these repeated operations just once. 

save away the extracted information in an intermediate form, and 

then reuse it each time the instruction is emulated. This process, 

called predecoding, is discussed in the following subsections. It will 

be shown that predecoding enables a more efficient threaded inter­

pretation technique, direct threaded interpretation (Bell 1973; Kogge 

1982). 

2.3.1 Basic Predecoding 

Predecoding involves parsing an instruction and putting it in a form 

that simplifies interpretation. In particular, predecoding extracts 

pieces of information and places them into easily accessible fields 

(Magnusson and Samuelsson 1994; Larus 1991). For example, in 

the Power PC ISA, all the basic ALU instructions, such as and, or, add, 

and subtract, are specified using a combination of the opcode bits 

and extended opcode bits. They all have the same primary opcode 

(31) and are distinguished by the extended opcode bits that appear 

at the low-order end of the instruction word, far away from the op­

code. Predecoding can combine this information into a single opera-
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tion code. Also, register specifiers can be extracted from the source 

binary and placed into byte-aligned fields so that they may be ac­

cessed directly with byte load instructions. 

Basic predecoding of the Power PC ISA is illustrated in Figure 2.6. 

Figure 2.6a contains a small PowerPC code sequence. This sequence 

loads a data item from memory and adds it to a register, accumulat­
ing a sum. The sum is then stored back to memory. Figure 2.6b is 

the same code, in a predecoded intermediate form. This predecoded 

format uses a single word to encode the operation, found by com­

bining the opcode and function codes as discussed earlier. 

Consequently, these codes need not be the same as the source ISA 

opcodes, and in the example given they are not. A second predecode 

word is used for holding the various instruction fields, in a sparse, 

byte-aligned format. When immediate or offset data are given, a 16-

bit field is available. Overall, this yields an intermediate instruction 

format that is less densely encoded than the original source instruc­

tions but more easily accessed by an interpreter. 

1wz 
add 
stw 

1 

3 

3 

rl, 8(r2) 
r3 , r3, rl 
r 3, 0(r4) 

(a) 

;load word and zero 
;r3 = r3 + rl 
;store word 

07 (load word and zero) 
I 2 I 08 

08 (add) 
! 1 I 03 

37 (store word) 
I 4 I 00 

(b) 

[jfallkfJ:i Predecoded PowerPC Instructions. The extended opcode and opcode of the add 
instruction are merged into a single predecoded opcode. (a) PowerPC source code. (b) 
Power PC program in predecoded intermediate form 

The Load Word and Zero interpreter routine operating on the prede-
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coded intermediate code of Figure 2.6 is given in ~ . Here, 

we predecode into an array of instruction structs, which is adequate 

for the example instructions but would be more elaborate for the 

full PowerPC ISA. In this example, the interpreter routines for the 

predecoded intermediate form are slightly simpler than the corre­

sponding routines given earlier in Figure 2.3, and the benefits of 

predecoding for the PowerPC ISA appear to be relatively small. 

However, for CISC ISAs, with their many varied formats, the bene­

fits can be greater. In addition, predecoding enables an additional 

performance optimization, direct threading, to be described in the 

next subsection. 

struct instruction { 
unsi gned long op; 
unsigned char dest; 
unsigned char srcl; 
unsigned int src2: 
} code [CODE_SIZE] 

Load Word and Zero: 
RT= code[TPC] .dest; 
RA - code[TPC].srcl; 
di splacement - code[TPC].src2; 
if (RA - 0) source= 0~ 
else source• regs[RAJ; 
address= source+ displacement; 
regs[RT] m (data[addressJ << 32) >> 32; 
SPC = SPC + 4; 
TPC - TPC + 1; 
If (halt II interrup~) got o exit; 
opcode - code[TPC].op: 
routine• dispatch[opcode]; 
goto *routine ; 

ijh,iikfH Threaded Interpreter Code for PowerPC Load Word And Zero Instruction 
After Predecoding. 

Because the intermediate code exists separately from the original 

source binary, a separate target program counter (TPC) is added for 

sequencing through the intermediate code. However, the source ISA 

program counter (SPC) is also maintained. The SPC keeps the correct 

architected source state, and the TPC is used for actually fetching 

the predecoded instructions. In general, with CISC variable-length 
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instructions, the TPC and SPC values at any given time may bear no 

clear relationship, so it is necessary to maintain them both. With 

fixed-length RISC instructions, however, the relationship can be rel­

atively easy to calculate, provided the intermediate form is also of 

fixed length. 

2.3.2 Direct Threaded Interpretation 

Although it has advantages for portability, the indirection caused by 

the dispatch table also has a performance cost A memory lookup is 

required whenever the table is accessed. To get rid of the level of in­

direction caused by the dispatch table lookup, the instruction codes 

contained in the intermediate code can be replaced with the actual 

addresses of the interpreter routines (Bell 1973). This is illustrated 

in Figure 2.8. 

Interpreter code for direct threading is given in Figgre 2.9. This 

code is very similar to the indirect threaded code, except the dis­

patch table lookup is removed. The address of the interpreter rou­

tine is loaded from a field in the intermediate code, and a register 

indirect jump goes directly to the routine. Although fast, this causes 
the intermediate form to become dependent on the exact locations 

of the interpreter routines and consequently limits portability. If the 

interpreter code is ported to a different target machine, it must be 

regenerated for the target machine that executes it. However, there 

are programming techniques and compiler features that can miti­

gate this problem to some extent. For example, the gee compiler has 

a unary operator (&&) that takes the address of a label. This opera­

tor can then be used to generate portable direct threaded code by 

finding the addresses of the labels that begin each of the interpreter 

routines and placing them in the predecoded instructions. The inter­

preter can also be made relocatable by replacing the absolute rou­

tine addresses with relative addresses (with respect to some routine 

base address). 
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001048d0 (load word and zero) 
1 I 2 I 08 

00104800 (add) 
3 I 1 I 03 

00104910 (store word) 
3 I 4 I 00 

: Intermediate Form for Direct Threaded Interpretation. The opcode in the in-
terme iate orm is replaced with the address of the interpreter routine. 

Load Word and Ze ro: 
RT ~ code[TPC] .dest ; 
RA = code[TPC] .srcl; 
displ acement• code[TPC].src2; 
if ( RA •m 0) source • O; 
else source - regs[RA] : 
address • source+ displ acement ; 
regs[RT] = (data[address]<< 32) >> 32; 
SPC; SPC + 4; 
TPC = TPC + l; 
If (halt II i nterrupt) goto exit; 
routine • code[TPC].op; 
goto *routine; 

jj!t,lj#fjj Example of Direct Threaded Interpreter Code. 

2.4 Interpreting a Complex 
Instruction Set 

Thus far, when describing basic interpretation techniques, it has 

been useful to center the discussion on fairly simple instruction sets. 

A RISC ISA, the Power PC, was used in our examples. Similarly, vir­

tual instruction sets, such as Pascal P-code and Java bytecodes- to 

be discussed in Chapter 5-are designed specifically for emulation 

and can be interpreted using the techniques described above in a 

straightforward manner. In practice, however, one of the most com­

monly emulated instructions sets is not a RISC or a simple virtual 

ISA; rather it is a CISC- the Intel IA-32. In this section we consider 

the additional aspects (and complexities) of interpretation that are 

brought about by a CISC ISA, using the IA-32 as the example. 

One of the hallmarks of a modern RISC ISA such as the Power PC is 
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the regular mstruct10n tormats. That 1s, all mstructions have the 

same length, typically 32 bits, and the instruction formats are fairly 

regular, for example, the register specifiers usually appear in the 

same bit positions across instruction formats. It is this regularity 

that makes many of the steps of interpretation straightforward. For 

example, the interpreter can extract the opcode and then immedi­

ately dispatch to the indicated instruction interpreter routine. 

Similarly, each of the instruction interpretation routines can extract 

operands and complete the emulation process simply. 

Many CISC instruction sets, on the other hand, have a wide variety 

of formats, variable instruction lengths, and even variable field 

lengths. In some ISAs the variability in instruction formats was in­

tended to increase code density and "orthogonality" of the instruc­

tion set. The VAX ISA is a good example (Brunner 1991); in the VAX, 

every operand can be specified with any of the many addressing 

modes. In other ISAs, the variability reflects the evolution of the in­

struction set over time, where a number of extensions and new fea­

tures have been added, while maintaining compatibility with older 

versions. The IA-32 is a good example of this evolutionary process. 

The IA-32 started as an instruction set for 16-bit rnicrocontroller 

chips with physical addressing and dense instruction encodings and 

eventually evolved into a high-performance, 32-bit general-purpose 

processor supporting virtual memory. This evolutionary process 

continues, and it has recently been further extended to 64 bits. 

2.4.1 Interpretation of the IA-32 ISA 

Figure 2.10 illustrates the general form of an IA-32 instruction. It 

begins with from zero to four prefix bytes. These indicate if there is 

repetition for string instructions and/or if there are overrides for ad­

dressing segments, address sizes, and operand sizes. Then after the 

prefix byte(s) (if any), there is an opcode byte, which may be fol­

lowed by a second opcode byte, depending on the value of the first. 

Next comes an optional addressing-form specifier ModR/M. The 
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specifier is optional, in the sense that it is present only for certain 

opcodes and generally indicates an addressing mode and register. 

The SIB byte is present for only certain ModR/M encodings, and it in­

dicates a base register, an index register, and a scale factor for in­

dexing. The optional, variable-length displacement field is present 

for certain memory-addressing modes. The last field is a variable­

length immediate operand, if required by the opcode. 

Because of all the variations and the presence or absence of some 

fields, depending on the values in others, a straightforward ap­

proach to interpreting a CISC ISA, and the IA-32 ISA in particular, is 

to divide instruction interpretation into two major phases, as illus­

trated in I'.igure 2.11. The first phase scans and decodes the various 

instruction fields. As it does so, it fills in fields of a general instruc­

tion template. This template, in essence, contains a superset of the 

possible instruction options. Then there is a dispatch step that 

jumps to routines specialized for each instruction type. These rou­

tines emulate the specified instruction, reading values from the rele­

vant instruction template fields as needed. 

==P=re=fi-x_e=s=i==O=pc==od=e==~ -~ ~~~ ~ ~=i =-M-_od-_-RIM======S=IB==i=_o-,_.-sp=la=ce=-m~e-n=t= .... 1 ..... _1-m=m=ed=_i_a_t-e= 
0 to 4 optional optional optional 0, 1,2,4 bytes 0, 1,2,4 bytes 

11h,li4fJui General Format for IA-32 Instructions. 

Inst. 1 

specialized 
routine 

General 
Decode 

(fill-in instruction 
structure) 

Inst. 2 

specialized 
routine 

••• 
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I I 
@-,l1ifj1• Program Flow for a Basic CISC ISA Interpreter. 

Figure 2.12 is a three-page figure that contains pseudo C code for 

such an interpreter, styled after the approach used in the Bochs free 

software IA-32 interpreter (Lawton). Not all procedures used in the 

example are given, but where their code is not present, they are 

given mnemonic names that summarize their function. 

Interpretation is focused on an instruction template, the structure 

IA-32instr, which is defined at the top of Figure 2.12a. The major 

CPU interpreter loop is at the bottom of Figure 2.12b. This loop be­

gins interpreting an instruction by filling in the instruction tem­

plate. Included in the instruction template is a pointer to an instruc­

tion interpreter routine. After the template is built, the CPU loop 

uses the pointer to jump to the indicated routine. Some instructions 

can be repeated (based on a prefix byte), and this is determined by 

the "need_to_repeat" test. 

The IA-32instr structure consists of the opcode (up to two bytes), a 

mask that collects the prefixes (up to a total of 12 possible prefixes), 

a value that contains the instruction length and a pointer to the in­

struction interpretation routine. Then there are a number of sub­

structures used for collecting operand information. As is the case 

with the structure as a whole, these are defined to contain a super­

set of the operand information for all the instructions. The total size 

of the structure is on the order of 6 words. 

The code that fills in the template structure is given at the top of 

Figure 2.12b. This code scans an instruction from left to right, first 

looking for prefix bytes and filling in the prefix mask. It then deter­

mines whether the opcode is one or two bytes, and uses the opcode 

to do a table lookup to find a decode action and a pointer to the rou­

tine that will eventually be used to interpret the instruction. The 

lookup table is the second of the major data structures used for in­

terpretation. shown at the bottom of Firore 2.12a. The lookup table 

76 
12/23/2024, 2:36 PM 



Chapter 2: Emulation I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

returns a pair: <DecodeAction, InterpreterFunctionPointer>. 

DecodeAction contains addressing mode information, the presence 

or absence of immediate values, etc., and the 

InstructionFunctionPointer is a pointer to a specific interpreter rou­

tine. Finally, the operand specifiers are decoded and displacement 

and immediate values are filled in. 

struct IA-32instr { 
unsigned short opcode; 
unsigned short prefixmask; 
char ilen; // instruct i on length. 

InterpreterFunctionPointer execute;// semantic routine for this instr. 

struct { 
II general address computation: [Rbase + (Rindex << shmt) + di splacement] 
char mode; / / operand addressi ng mode, i ncluding regi ster operand. 
char Rbase; // base address register 
char Rindex; I I index register 
char shmt; // index scale factor 
long displacement; 

} operandRM; 

struct { 
char mode; / I either register or immediate. 
char regname; I I register number 
long immedi ate ;/ / immediate value 

} operandRI; 
} i nstr; 

II 
II BIG fetch_decode table i ndexed by the opcode 
II 
IA-320pcodeinfo_t IA-32_fetch_decode_table[ ] = 
{ 

} j 

{ DecodeAction, InterpreterfunctionPointer}, 
{ DecodeAction , InterpreterFunctionPointer}, 
{ DecodeAction, InterpreterFunctionPointer}, 

!t,:1•P~t!N Major Data Structures for an IA-32 Interpreter. Instruction template and 
eco eta le. 

1A-32instr 
lA-32-FetchDecode(PC){ 

fetch_ptr .. PC; 

/ / 1. parse prefixes 
byte - code[++fetch..J)tr): 
while (i s_IA-32_,prefix(byte)) { 

add_prefix_attribute(byte, instr); 
byte• code(++fetch_ptr); 

} 

// 2. parse opcode 
instr .opcode• byte; // its code[fetch_ptr]; 
;~ r,"t•~ n~rnA- - nvn~J 
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, , \. t t1;,~, .v..,~v,_,.._ - VI\V9Jl. 

instr .opcode• OxlOO I code[++fetch_ptr]; II 2 Byte opcode. 
} 

II 3. Table Look up based on opcode to find action and function pointer . 
decode_action • IA- 32-fetch_decode_table[ instr .opcode] .OecodeAction; 
i nstr.execute• 

IA-
3L fetch_decode_ta.ble[instr.opcode].InterpreterFuncti onPointer; 

} 

II Semantic routines for IA-32 instrs , e . g., ADD..RX...32b(IA-32instr i); 

II 4. Operand Resolution -- setup the operanclRI and Ol>@randRM fields above. 
if (need...Mo<LRM(decode_action)) { 

pars~odJUtL.byte(instr); 
if (need-51B...byte(instr->operandRM.mode)) fetch-518..byte(instr); 
if (need_displacement(instr->operandRM.mode)) fetch_displacement(instr); 

} 
i f (nee<Lirnmediate(decode_action)) fetch_i mmediate (instr); 

// 5. bookkeeping ~d return. 
instr.i len • bytes_fetched_for_this_instr: 
return instr; 

void cpu_loop() 
{ 

} 

while (!halt) { 

} 

instr = IA- 32_Fetch0ecode(PC); 
if (!IA-32_string_instruction) { 

instr. execute(); 
} 
el se { 

while (need_to_repeat(instr. prefixmask) ) 
instr. execute(); 
handl e_asyn_event() ; // i .e. an interrupt 

} 
} 
PC• PC+ instr. ilen: 
handle_asyn_event(): 

Figure 2.12b Template-Filling Routine and Major Emulation Loop for IA-32 Interpreter. 

Instruction function list 

// ADD: register+ Reg/ Mem --> register 
void 
ADO_RX_32b(IA-32instr instr) // X means: either Reg or Mem{ 

} 

} 

unsigned opL32 , op2_32 , suRL32; 
opL32 = IA-32_GPR[i nstr.operandRI. regname]; 
if (mem_operand(instr .operandRM.mode)) { 

unsigned mem_addr = resolve_mem_address(i nstr); 
op2_32 ~ virtual_mem[mem_addr]: 

else { 
op2_32 = IA- 32_CPR[instr.operandRM.RbaseJ; 

} 
sum_32 • opL32 + op2_32 : 
IA-32_GPR(instr .operandRI.regname] = sum_32; 
SETJA- 32_CC_FLAGS(opL32, op2_32, su11L32, IA-32_INSTILAD032): 

void 
ADD_)(fl..32b(IA-32i nstr instr) 
{ 
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} 

voi d 
ADD_ RI_32b(IA-32instr i nstr) 
{ 

} 

Figure 2.12c Instruction Interpretation Routines for an IA-32 Decode-and-Dispatch 
Interpreter. 

Figure 2.12c illustrates the instruction function list, with one (of the 

many) instructions, a 32-bit add instruction, being given in detail. 

This interpreter routine uses information from the IA-32instr tem­

plate as it executes. After interpretation is complete, the CPU loop 

increments the program counter and proceeds to the next instruc­

tion. 

A basic decode-and-dispatch interpreter as just described is well 

structured and relatively easy to understand, but it will be quite 

slow. One reason for this slowness is its generality. That is, it does all 

the sequential decoding first, covering all possible cases, before it 

proceeds to an instruction interpretation routine. A more efficient 

interpreter can be built around the principle: "make the common 

case fast." For the IA-32 ISA, the common case is: (1) no prefix bytes, 

(2) a single-byte opcode, (3) simple operand specifiers, often just reg­

isters. Based on these observations, an interpreter can be structured 

along the lines illustrated in _flgyre 2.13. This interpreter first dis­

patches to a routine based on the first instruction byte (alterna­

tively, two bytes could be used, with a much larger dispatch table). 

Then these simpler, common instructions are interpreted immedi­

ately via specialized routines that decode the remainder of the in­

struction bytes. For the less common cases, there are more complex 

interpretation routines that may share routines for the more in­

volved operations. If the first byte should happen to be a prefix, 

then its value can be recorded, with control returning to the dis­

patch code. With this implementation, a sequence of simple IA-32 

instructions will be emulated relatively quickly, very much like an 
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equivalent sequence of RISC instructions. 

Simple Simple 
Inst. 1 Inst. m 

Complex 
Inst. m+1 

Dispatch 
on 

first byte 

Complex 
Inst. n 

specialized ••• specialized specialized • • • specialized 
routine routine routine 

Shared 
routines 

routine 

ijfaiikiJh• Interpreter Based on Optimization of Common Cases. 

2.4.2 Threaded Interpretation 

Prefix 
set flags 

Recall that with threaded interpretation, decode-and-dispatch code 

is appended to the end of every instruction interpretation routine. 

For a RISC, as we saw earlier, this is a relatively small amount of 

code and results in the removal of several branch instructions. 

However, if the complex decode routine for the IA-32 ISA, illustrated 

in Figure 2.12b, were to be appended to every instruction interpre­

tation routine, the interpreter would become very large, and any 

performance improvement would be relatively small. Consequently, 

to implement a threaded interpreter for a CISC ISA, one should ap­

pend a simple decode-and-dispatch routine, optimized for the com­

mon cases, to each instruction interpretation routine and use a cen­

tralized decode-and-dispatch routine for the more complex cases. 

This is illustrated in Figure 2.14, where simple instructions are 

threaded from one to the next but where, when a complex case is 
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encountered., a centralized. d.ecod.e routine is executed., tollowed. by a 

dispatch to an instruction interpretation routine. In effect this is a 

hybrid of the decode-and-dispatch and threaded methods. 

If predecoding and direct threaded interpretation are to be used for 

a CISC ISA, there are two significant problems. The first is that a gen­

eral, fixed-length predecoded instruction format would probably 

look very similar to the instruction template IA-32instr used in the 

decode-and-dispatch interpreter. This would lead to a very large 

predecoded program. In this case, each instruction consumes about 

six words. An alternative is to use a small number of intermediate 

predecoded forms with some specialization for instruction types. Or 

one can predecode a single CISC instruction into multiple, simple, 

predecoded instruction forms. This is very similar to binary transla­

tion to a RISC ISA (binary translation is covered in the next section). 

, 
I , 

Simple 
Instruction 
specialized • t • 

routine 

Simple 
Decode/ 
Dispatch 

' ' 

... ~ - ... 
\ 

' • . 
• . 
y 

Simple 
Instruction 
specia flzed 

routine 

Simple 
Decode/ 
Dispatch 

. . 
' -... _ ...... 

, 
' ' I 

t 

' , , 

@:1•1ifJfiThreaded Interpreter for a CISC ISA. 

' ' ' • 
' 

Complex 
Decode/ 
Dispatch 

Complex 
Instruction 
specialized 

routine 

Simple 
Decode/ 
Dispatch 

••• 

Complex 
Instruction 
specialized 

routine 

Simple 
Decode/ 
Dispatch 

The second significant problem that occurs with predecoding most 
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use lSAs 1s tne neea to perrorm coae azscovery. urrunaruy, tne pre­

decoding step operates on a program binary before instructions are 

interpreted. With variable-length instructions, however, it is not al­

ways practical, (or may be even possible) to scan a binary and cor­

rectly identify all instruction boundaries or, in some cases, to sepa­

rate data from instructions. The code-discovery problem also occurs 

with binary translation and is described in more detail in Section 

2.6. Because of the code-discovery problem, predecoding a conven­

tional CISC ISA becomes an iterative, two-stage process, with simple 

decode-and-dispatch interpretation first being used to discover in­

structions, followed by predecoding into an intermediate form and 

direct threaded interpretation. Overall, this is very similar to the 

staged emulation methods incorporating binary translation, to be 

discussed later in this chapter. 

Based on the foregoing, one could conclude that predecoding a CISC 

ISA is so similar to binary translation that one should simply per­

form binary translation and be done with it. However, predecoding, 

as opposed to binary translation, has one major advantage: better 

portability. With binary translation, there must be a code generator 

specialized for every target ISA, although retargetable binary trans­

lators have been developed (Cifuentes, Lewis, and Ung 2002; Scott 

et al. 2003). With predecoding, the intermediate form remains 

largely platform independent, and the interpreter routines can be 

written in a portable high-level language. Hence, one can combine a 

simple RISC-like intermediate form with fast direct threaded inter­

preter routines and a staged interpretation strategy, to arrive at a 

high-performance yet portable interpreter for a CISC ISA. 

2.4.3 A High-Performance IA-32 Interpreter 

We conclude this section on CISC interpretation with an example 

that illustrates features of an IA-32 decode-and-dispatch interpreter 

optimized for speed. The example is based roughly on a description 

of an IA-32 interpreter used as part of the DEC/Compaq FX!32 sys-
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tern (Chernoff et al. 1998; Hookway and Herdeg 1997). In the FX! 

32 system, the 32-bit IA-32 architecture is emulated on a 64-bit 

Alpha platform. This particular interpreter is written in assembly 

language, which makes it nonportable but allows very highly opti­

mized code. In this example, we use assembly code similar to that 

described for the FX!32; however, it is written using 64-bit PowerPC 

code rather than Alpha code. The interpreter uses a decode-and­
dispatch style that is specialized for the common cases. 

The main loop uses the technique of software pipelining (Lam 1988) 

to interleave different phases of program interpretation in the same 

inner loop in order to reduce execution time. The following are the 

key registers used in the dispatch loop, along with a brief descrip­

tion of their usage. 

r1 and r2 hold a byte stream of pref etched IA-32 instructions; a mini­

mum of 8 bytes of prefetched instructions are kept. 

r3 holds the instruction buffer length; this register is used not in the 

main dispatch loop but in the buffer maintenance routine. 

r4, at the top of the loop, holds the length of the current instruction (in 

bits). 

r5 is loaded with the upper two bytes of the next instruction; these 

two bytes contain sufficient information to determine both the op­

code and the length of the next instruction. 

r6 holds a pointer to the interpretation routine for the current instruc­

tion. 

r7 is loaded with a pointer to the interpretation routine for the next 

instruction. 

r8 points to the dispatch table of interpreter routines; each entry is 8 
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bytes. 

r9 points to a table of IA-32 instruction lengths; each entry is 1 byte. 

rlO holds an instruction pointer that is used for prefetching from the 

IA-32 code stream. 

r11 is loaded with 8 bytes of prefetched IA-32 instructions; these 

prefetched instructions are used by buffer maintenance code (not 

shown). 

The decoding of instructions is layered, with the common cases be­

ing handled more efficiently. Most instructions in the IA-32 instruc­

tion set have 6 bytes or fewer. Hence the dispatch loop is optimized 

for this case. Figure 2.15 shows the central dispatch loop. The first 

two instructions in the routine perform a check on the instruction 

length; if the length is greater than 6, then it requires special han­

dling and there is a branch to routine long_inst (not shown). The 

next three instructions of the routine extract the first 2 bytes of the 

next IA-32 instruction to be interpreted and convert it to a double­

word (8 bytes) offset placed in rs. As mentioned earlier, the first 2 

bytes of an IA-32 instruction contain information about the length of 

an instruction as well as its opcode. 

loop: 
cmpwi cr0,r4,48 ;compare length (in r4) with 48 (bits) 
bgt crO, long_inst ;branch to long_inst if length> 48 
sld r5,rl , r4 ;shift instruction 1.1 into rS 
extrdi r4,rS,l6,0 ;extract upper 2 bytes of I+l from "buffer" 
sldi r5,r4,3 ;multiply by 8: convert to double word offset 
1 bzx r4, r4, r9 ; look up instruction l ength for I+l 
ldx r7, rS , r8 ;look up interpreter routine for I+l 
ld rll,O( rlO) ;prefetch next 8 bytes 
mtctr r6 ;move I's interpreter routi ne pointer i nto ctr 
bctrl ;dispatch I; branch to ctr and link 
mr r6 ,r7 ;move register; to maintain software pipel ine 
b l oop ;continue loop 

!il-S'iifJ~-M Main Dispatch Loop for High-Performance IA-32 Interpreter Code Written 
in 64-Bit PowerPC Assembly Language. 

The next three instructions perform a series of memory loads. The 

first two are table lookups to find the length of the next source in-
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struction and a pointer to its interpreter routine. In both cases the 

tables contain 64K entries because they are indexed with the upper 

2 IA-32 instruction bytes. This approach leads to some redundancy 

in the table because 2 bytes are not always required to determine 

the operation type and instruction length, but a direct table lookup 

reduces the number of instructions required significantly. The third 

load instruction prefetches the next 8 instruction bytes, using the in­

struction prefetch pointer held in rlO. This is part of the instruction 

buffer mechanism described later. After the three loads are issued, 

the current instruction is dispatched for interpretation via a branch 

and link instruction. Finally, r7 is copied into r6 to maintain the soft­

ware pipeline as the "next" instruction becomes the "current" in­

struction. 

The key point in organizing the dispatch loop in a software­

pipelined fashion is to overlap the three loads related to future 

source instructions with the interpretation of the current instruc­

tion. If any of these three loads misses in the data cache, then the 

miss delay will be overlapped with the current instruction interpre­

tation that follows. Perhaps this feature is most critical for prefetch­

ing instruction bytes (load of rll), because this particular load has a 

higher probability of missing in the cache. Note that IA-32 instruc­

tions are actually data as far as the interpreter code is concerned, 

and they contend for the data cache along with the actual IA-32 

data. 

In addition to the dispatch code, there must also be code (not 

shown) to manage the instruction prefetch buffer, held in registers 

rl and r2. This buffer-maintenance code is executed as part of each 

interpreter routine. For instructions that cause a transfer of control 

(e.g., a branch or jump), the register buffer is filled with instructions 

from the target of the control transfer, and the various registers are 

updated appropriately. For all other instructions the buffer­

maintenance code shifts the instruction buffer "up" by the length of 
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length that is known by the interpretation routine. The buffer shift 

involves shifting the upper buffer rl and filling it in from below 

with instruction bytes from r2. The buffer length (held in r3) is 

decremented and checked to see if the number of buffered bytes has 

fallen below 8. If it has, the pref etched instruction word (in rl 1 from 

the dispatch loop) is copied into the lower buffer r2, and the buffers 

are adjusted. Register rlO is maintained as a pointer to the next 

block of instructions to be pref etched. 

With respect to performance, the FX!32 developers report that their 

hand-optimized decode-and-dispatch interpreter takes an average 

of 45 Alpha instructions to emulate a single IA-32 instruction 

(Chernoff et al. 1998). Because IA-32 instructions are more complex 

than the Alpha RISC instructions, they further estimate that it takes 

about 30 Alpha instructions per IA-32 Pentium Pro micro-operation 

(the rough equivalent of a RISC instruction). 

2.5 Binary Translation 

With predecoding, all source instructions of the same type are exe­

cuted with the same interpretation routine. For example, all load 

word and zero instructions, irrespective of the actual registers used, 

are executed with the code given in Iigyre 2.9. Performance can be 

significantly enhanced by mapping each individual source binary 

instruction to its own customized target code. This process of con­

verting the source binary program into a target binary program is 

referred to as binary translation (May: 1987: Sites et al. 1993). 

Figure 2.16 shows an example of binary translation from a small 

IA-32 program sequence to the PowerPC ISA. Note that in this and 

following examples, the emulation of IA-32 condition codes is omit­

ted for simplicity. Emulation of condition codes is discussed sepa­

rately in Section 2.8.2 . 

.Y,1.....-.. .... -.-'1...:•..-....-•.-....l --.-.:.-+.-.- •• .,...1 ... .-. ..... ..... &•\....-. TA ')t") .- ........ -.-...... ,:_..,...,_..,.,. .... ..,,: ..... _.,.. ---
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maintained in a register context block held in memory and are 

fetched into the registers of the target Power PC ISA. Some of the tar­

get registers are permanently assigned to either contain or point to 

certain important and frequently used source resources. For exam­

ple, rl points to the register context block, r2 points to the memory 

image of the source machine, and the program counter is held in r3. 

The process of mapping source registers to target registers, as in the 

case of the program counter, is a very clear example of the guest-to­

host state mapping that is a basic part of the virtualization process, 

as discussed at the beginning of Chapter 1. 

addl %edx,4(%eax) 
mov1 4 (%eax) .%edx 
add %eax ,4 

(a) 

rl points to IA- 32 regi ster context block 
r2 points to IA- 32 memory image 
r3 contains IA-32 ISA PC value 

lwz r4,0( rl) ; l oad %eax from regist er block 
addi rS,r4,4 ;add 4 to %eax 
lwzx rS,r2,rS ; l oad operand from memory 
lwz r4, 12(rl) ;load %edx from regi ster bl ock 
add r5,r4, r5 ; perfo rm add 
stw r5,12(rl ) ;put resul t i nto %edx 
addi r3 , r3 , 3 ;update PC (3 bytes) 

lwz r4,0(rl) ; 1 oad %eax from regi ster block 
addi r 5,r4,4 ;add 4 to %eax 
l wz r4, 12 (rl) ;load %edx from regi ster block 
stwx r4, r2 , rs ;store %edx val ue into memory 
addi r3 , r3, 3 ;update PC (3 bytes) 

lwz r4,0(rl) ; l oad %€!ax from regist er block 
addi r4 , r4;4 ;add i mmedi ate 
stw r4 ,O( rl) ;place result back i nto %eax 
addi r3 ,r3,3 ;update PC (3 bytes) 

(b) 

ij!:.likfJiW Binary Translation from an IA-32 Binary to a PowerPC Binary. (a) Intel IA-32 
source inary sequence. (b) PowerPC target binary. 

Fhmre 2_17 comoares oredecodin!! (with threaded in teroreta tinn ) 
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----=o --- - · -----r----r--------o,··------ ----------.J.---------, 

and binary translation. In both cases, the original source code is 

converted to another form. But in the case of predecoding, inter­

preter routines are still needed, while in binary translation the con­

verted code is directly executed. 

As shown in Figure 2.16. binary translated code may keep the target 

registers in a register context block held in memory, just as with in­

terpretation. However, because each instruction translation is cus­

tomized, state mapping can be used to map the registers in the 

source ISA directly to target ISA registers. By enabling the direct ac­

cess of registers in the target code, memory accesses to the context 

block is eliminated. Such state mapping, especially of general­

purpose registers, is generally not employed in interpreters, except 

perhaps for special registers that are implied by the opcode, such as 

the program counter or a condition code register. 

intermediate 
code Interpreter 

source code 

--i p, .. - • • 1---

routines 

. . . . 
[] 

source code 

__ , binary 

translator 

binary translated 
target code 

iifr,,iifJfj Threaded Interpretation, Using Intermediate Code, and Binary Translation. 

Source ISA Target ISA 

[ So~~~~ister ~ ---r_1 __ ~ 

[ 

Somce Memmy N"-----r2------' 
_ Image J 

program counter H,__ __ r3 ___ ...., 
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___ R_e_g_1 ____ H ____ r4 __ _ 

.__ __ R_e_g_2 __ _.H .... ___ rS __ _ 

_ __ R_e_g_n _ ___ H _____ n_+_4 _ _ __ 

!l':1ii§Jj1:■ State Mapping from Target to Source Registers. 

Figyre 2.18 illustrates state mapping. Here, some of the target ISA 

registers point to the memory image and register block of the source 

ISA (as before). In addition, some of the target registers are mapped 

directly to some of the source registers; that is, source values are 

maintained in target registers. Other portions of the source state, 

such as the program counter and the stack pointer, may also be held 

in target registers. After mapping is performed, some target regis­

ters should be left over for use by the emulator code. Further discus­

sion of register state mapping is in Section 2.8.1. 

r1 points to IA-32 register context block 
r2 points to IA- 32 memory image 
r3 contains IA-32 ISA PC value 
r4 holds IA- 32 register %eax 
r7 holds IA- 32 register %edx 

addi 
lwzx 
add 
addi 
stwx 
addi 
addi 

r16,r4,4 
rl7,r2,r16 
r7,rl7,r7 
rl6,r4,4 
r7, r2 , rl6 
r4, r4,4 
r3,r3,9 

;add 4 to %eax 
;load operand from memory 
;perform add of %edx 
;add 4 to %eax 
;store %edx value into memory 
; increment %eax 
;update PC (9 bytes) 

11h,li4Jjijj Binary Translation with State Mapping Maintained over Translation Block 
Boundaries. 

Binary translation with register state mapping is illustrated in 

Figyre 2.19, where the three IA-32 instructions in flgure 2.16 are 

translated to seven Power PC instructions, only one of which is in­

volved in updating the source program counter. The speed of execu­

tion of the translated code now starts becoming comparable to the 

original source code. Furthermore, this sequence can be reduced 
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even more through optimization (as will be described in Chapter 4); 

for example, the second instance of the common subexpression 

"addi r16, r4, 4" can be eliminated. 

2.6 Code Discovery and Dynamic 
Translation 

2.6.1 The Code-Discovery Problem 

From the preceding discussion one might infer that it is possible to 

predecode or binary translate a program in its entirety before be­

ginning emulation. This is referred to as static predecoding or static 

translation because only static (pre-execution) program information 

is used. There are many situations, however, where such a static ap­

proach is difficult, if not impossible, to implement (Horspool and 

Marovac 1980). 

Consider the following scenario. A sequence of instructions is being 

translated and an indirect jump instruction is encountered. The tar­

get of such a jump is held in a register_ With static predecoding or 

static translation, it is difficult (or practically impossible) to deter­

mine the register contents (and the target of the jump instruction) 

because the register isn't assigned a value until run time. 

Furthermore, if an attempt is made to proceed with predecoding or 

translating the instructions immediately following the jump, there is 

no guarantee that the locations immediately following the jump 

contain valid instructions. In some cases, further analysis of other 

code may allow one to conclude that the location following the jump 

is a valid instruction, but the results of such an analysis are not al­

ways available. 

It would appear reasonable to assume that the compiler and linker 

keep instructions contiguous to one another and separate from all 
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data items. However, this is sometimes not the case. Some compilers 

(and assembly language programmers.) intersperse data with code. 

For example, some compilers may provide a (read-only) mask that 

specifies which registers have been saved by a procedure caller at 
the time of the call. This mask may be placed immediately after the 

jump-and-link instruction that implements the call. Also, a compiler 
may "pad" the instruction stream with unused bytes in order to 

align branch or jump targets on word or cache line boundaries for 

performance reasons. Whatever the reason for interspersing data in 

code sections, it poses difficulties in statically identifying the start­

ing points of all instruction sequences in a given region of memory. 

Despite the foregoing observations, static predecoding and binary 

translation may still seem fairly straightforward from the simple ex­

amples given in the previous subsections because, in those exam­

ples, we were considering RISC instructions with fixed-length encod­

ings. Instructions are of variable-length in CISC ISAs such as the 

IA-32. Hence, sequences of IA-32 instructions can begin at any byte 

boundary rather than on a word boundary as in common RISC ISAs. 

Even if it is known that a certain location in memory is part of a sec­

tion of code, it is usually difficult in a CISC ISA to determine whether 

or not an arbitrary byte is at the start of a new instruction sequence. 

In I.igure 2.20, for example, it is not obvious whether the byte be­

ginning with 8b marks the start of a sequence beginning with a 

movl instruction, or ends some previous instruction, with the next 

byte, bS, starting a mov instruction. 

l
mov %ch,O ?? 

31 c01 8b bS 00 00 03 08 Sb bd 00 00 03 00 
movl %esi, Ox08030000(%ebp)?? 

@-,li4f.JJ•• Finding IA-32 Instruction Boundaries in an Instruction Stream. 

Source lSA 
Instructions 

inst. 1 inst 2 
Inst. 3 jump 

r data 

91 

Data in instruction stream 
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{ 
Jump indirect to ??? 

lnSt. 5 lnSl. 5 

uncond. branch ad 
inst. 8 

Pad fo< instruction 
alignment 

ijh,li4fJ.j• Causes of the Instruction Discovery Problem. 

To summarize, in real code using conventional ISAs, especially CISC 

ISAs, code discovery can be a problem because of variable-length in­

structions, register indirect jumps, data interspersed with the in­

structions, and pads to align instructions; see Figyre 2.21. 

2.6.2 The Code-Location Problem 

As discussed earlier, translated code is accessed with a target pro­

gram counter (TPC), which is different from the architected source 

program counter (SPC). This creates a problem when there is an in­

direct control transfer (branch or jump) in the source code. The des­

tination address of the control transfer is held in a register and is a 

source code address, even though it occurs in the translated code. 

During emulation, then, there must be some way to map an SPC ad­

dress to a TPC address. The code shown in flgure 2.22 will not work 

properly because the target code cannot jump to a source code loca­

tion. This problem is referred to as the code~location problem. 

movl %eax, 4(%esp) 
jmp %eax 

addi rl6,rll,4 
lwzx r4, r2, rl6 
mtctr r4 
bctr 

;load jump address from memory 
; jump indirect through %eax 

(a) 

;compute IA-32 address 
;get IA-32 jump address from IA-32 memory image 
;move to count regi ster (ctr) 
; jufflp i ndirect through ctr 

(b) 

[ih,llifJj..j Translation of an Indirect Jump Code Sequence. The value in the jump regis­
ter is a source code address in both cases; consequently, this code translation will not work 
correctly. (a) IA-32 source code; (b) PowerPC target code. 

In general, the code-discovery and code-location problems require 

sophisticated solutions that will be discussed in the next section. 

However, there are special situations where the solutions are sim-
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pler. One of these we have already seen: instruction sets with fixed­

length (typically 32-bit) instructions that are always aligned on fixed 

boundaries, as is typical in RISC ISAs. Another special situation oc­

curs with source instruction sets that are explicitly designed to be 

emulated, such as Java bytecodes. These virtual instruction sets do 

not allow data to be interspersed with code (other than immediate 

values associated with instructions), and they have restricted con­

trol flow instructions (branches and jumps) that enable easy code 

discovery. 

2.6.3 Incremental Predecoding and Translation 

For an arbitrary ISA, code discovery is a problem both for predecod­

ing and for binary translation. In both cases, a general solution is to 

translate the binary while the program is operating on actual input 

data, i.e., dynamically, and to predecode or translate new sections of 

code incrementally as the program reaches them. Because the over­

all process is more or less the same for both predecoding and binary 

translation, we will simply refer to both as translation. 

The overall process is illustrated in flgyre 2.23. High-level control is 

provided by an emulation manager (EM), which is part of the run­

time support. Other major components include an interpreter and 

the binary translator. The interpreter may be either a decode-and­

dispatch interpreter or a simple threaded interpreter as described 

in Section 2.2. The important point is that the interpreter operates 

on the original source binary code. 

As blocks of code are translated (or predecoded), they are placed 

into a region of memory reserved for them. As more and more code 

is translated, this memory region could become quite large, how­

ever, which is potentially wasteful for code that is rarely used. 

Therefore, to reduce the memory space that holds translated code, it 

is typically organized as a code cache (Deutsch and Schiffman 

1984). The objective of the code cache is to hold the more recently 
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used blocks of translated code. We defer details of code caching and 

code cache management to Chapter 3. For the remainder of this 

chapter, the reader can simply assume that the code cache is always 

large enough to hold the translated code. 

Finally, a map table associates the SPC for a block of source code 

with the TPC for the corresponding block of translated code. The 

map table essentially provides a way of indexing into the code 

cache, and it is typically implemented as a hash table. The SPC 

comes from the interpreted or translated program, and the TPC 

points to the beginning of the translated block in the code cache. If 

the EM wants to find a block of translated code (or determine if it 

has yet been translated), the SPC is applied to the map table. The 

corresponding TPC value (pointing into the code cache) is produced 

if the code block has been translated (i.e., if there is a hit in the code 

cache). Otherwise the map table indicates that there is a code cache 

miss, and additional translation is required. 

SPC to TPC 
Map 

Table 
... 

Emulation,' 
Manager 

, , , 

Interpreter 

94 

, 
J 

I , , 

I , , 
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11h••ikilf• Overview of Dynamic Translation System. Dotted lines indicate data ac­
cesses; solid lines indicate flow of control. 

The system translates one block of source code at a time. In a simple 

translation scheme, the natural unit for translation is the dynamic 

basic block. A dynamic basic block is slightly different from a con­

ventional basic block, determined by the static structure of a pro­

gram (see Figure 2.24a). A static basic block of instructions contains 

a sequence with a single entry point and a single exit point. In 

essence, static basic blocks begin and end at all branch/jump in­

structions and branch/jump targets. 

add .. . 
load . . . 
store .. . 

l oop : l oad .. . 

Static 
Basic Blocks 

block 1 

add . . . . block 2 
s t ore 

_brcond_skie ••..••••.••..•• 
load ' ' ' block 3 
sub .. . 

skip: add . .. 
s t ore block 4 
brcond loop 
add .. . 
1 oad .. . 
s t ore. . . block 5 
jump indi r ect . __ .••. • __ . _ 

(a) 

add .. . 
load .. . 
s t ore .. . 

loop: load .. . 
add ... . 
store 

Dynamic 
Bhic Blocks 

block 1 

_brcond. s ki e .............. . 
load . . . 
sub .. . 

ski p ; add .. . 
block2 

st ore 
brcond loop 

l oop: ·ioacr ~: ~ ... -··-------... -.. 
add . ... 
st o re block 3 

b rcond _ski e ......... __ ... _ 
s ki p: add ... 

st ore block 4 
. b rcond _loop . .. _. __ . _. _ . __ _ 

(b) 

!i":••ikfJ...J• Static Versus Dynamic Basic Blocks. (a) Static basic blocks are code sequences 
with one entry point and one exit point. They begin and end with control transfer instructions 
or targets of control transfer instructions. (b) Dynamic basic blocks are often larger than 
static basic blocks and are determined by the actual flow of control at run time. 

A dynamic basic block is determined by the actual flow of a pro­

gram as it is executed. A dynamic basic block always begins at the 

instruction executed immediately after a branch or jump, follows 

the sequential instruction stream, and ends with the next branch or 

jump. In Figure 2.24b, when the static loop shown is first entered 
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rrom tne top, tne mstrucuon at 10op nappens to ne tne target or a 

branch, yet it does not terminate the dynamic basic block. The dy­

namic basic block continues until the first conditional branch is en­

countered. Dynamic basic blocks tend to be larger than static basic 

blocks. Note that the same static instruction may belong to more 

than one dynamic basic block. For example, the add instruction at 

label skip belongs to dynamic basic block 2 as well as the shorter dy­

namic basic block 4. In the remainder of this book the term basic 

block will mean "dynamic basic block" unless stated otherwise. 

Translation methods in this chapter will operate on one dynamic ba­

sic block at a time. A translation unit larger than a single dynamic 

basic block can often be beneficial, however. Such larger translation 

units are discussed in Chagter 4. 

A simple, incremental translation process works as follows. After 

the source binary is loaded into memory, the EM begins interpreting 

the binary using a simple decode-and-dispatch or indirect threaded 

method. As it proceeds, the interpreter dynamically generates the 

intermediate code or translated target binary. This translated code is 

placed in the code cache, and the corresponding SPC-to-TPC map­

ping is placed into the map table. When a branch or jump is encoun­

tered, the interpreter has completed translation of a dynamic basic 

block. 

The EM then follows the path of the source program's control flow 

(using the map table) and either directly executes the next block if it 

is already translated (there is a hit in the table) or begins translating 

the next dynamic basic block if it hasn't been previously translated 

(a miss in the table). Incrementally, more of the program is discov­

ered and translated, until eventually only translated code is being 

executed (except for the emulation manager code that connects the 

control flow from one translated block to the next-Figure 2.25). 

The entire process is summarized in the flowchart given in Figure 

2.26. 
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An apparent complication to the translation process occurs when a 

branch goes into the middle of a block that is already translated. The 

destination translation block could be divided into two pieces at that 

point. However, in order to discover such a situation, it would be 

necessary to maintain an additional data structure to keep track of 

address ranges of translated code blocks and then to search the 

structure whenever a miss occurs in the map table. This apparent 

complication does not occur when dynamic basic blocks are used (a 

major reason for using dynamic basic blocks). A new translation is 

always started when there is a miss in the map table, even if it leads 

to replicated sections of translated code. 

Emulation 
Manager 

translated 
bloct< 

translated 
block 

translated 
block 

00:1iiifJit-M Flow of Control Involving Translated Blocks. The emulation manager han­
es contro transfers from one translated block to the next. 

Start 
wtth 
SPC 

Look Up 
SPC+-tTPC 

In Map Table 

No 
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Branch to TPC 
and Execute 

Translated Block 

GetSPC 
for Next Block 

ij@iifl*M Dynamic Translation Flowchart. 

Use SPC to 
Read Instructions 

from Source 
Memory Image 

Interpret, Translate, 
and Place into 
Code Cache 

Write New 
SPCHTPC 

Mapping into 
Map Table 

Tracking the Source Program Code 

It is important that the translation system keep track of the SPC 

value at all times while emulation is taking place. In the translation 

system, control is shifted as needed between the interpreter, the EM, 

and translated blocks in the code cache, and each of these compo­

nents must have a way of tracking the SPC. First, the interpreter 

uses the SPC directly as it fetches source instructions. When the in­

terpreter transfers control to the EM at the end of a basic block, it 

passes the next SPC to the EM. Similarly, when a block of translated 

code finishes executing, the value of the next SPC must be made 
available to the EM. One way of doing this is to map the SPC to a reg­

ister on the host platform, with the register being updated either at 

each translated instruction or at the end of each translated block (as 

in Figure 2.19). Another possibility is shown in Figure 2.27. Here 

the value of the next SPC is placed in a "stub" at the end of the trans­

lated block. When the translated block finishes, control is trans­

ferred back to the EM using a jump-and-link (JAL) instruction. The 

link register can then be used by the EM to access the SPC from the 
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end of the translated code block (Cmelik and Keppel 1994). 

Emulation 
Manager 

Map\ 
Table ' 

Code 
Block 

Jump and Link to EM 
Next Source P 

Code 
Block 

[lh,iikiJJI Linking Translated Blocks via a Stub. 

Example 

Figyre 2.28 is an extended example that illustrates all the parts of 

Figure 2.27. In this example two basic blocks of IA-32 code have 

been binary translated to blocks of Power PC code. The following se­

quence takes place as one translated block finishes and control is 

transferred to the next translated block, via the emulation manager. 

/A-32 Binary 

41'DO: aClcll %edx.("-83XJ :IOad and ao::umutate ,um 
nlO'II (o/oeax).%edx ;slO(&tOmem<>fY 
sub %ebx.1 :decrement loop count 
jz S1C8 ;branch N at loop end 

4FDC: add %eax.4 ;tncremen1 %eax 
1mp 4FOO :jump to loop top 

51C8: movl (%ecx),%edx :siore lasl value ol %edx 
xort %edx,%Gdx ,cleat %edx 
Jmp 6200 ;JUmP elsewhere 

~------------,1 ©._ •• / 
PowerPC Translstion 

99 

SPC 

, 51C8 

! . . . . 

. . 

. . 
: . . 

Map Table 

TPC -
9C08 ///Ill . . . . 

. 
I 

12/23/2024, 2:36 PM 



Chapter 2: Emulation I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

42 of68 

lwz 
a«! 

r16,0(r4) 
r7,r7,r16 
r7,0(r4) 
15,15,·1 
C:r0.pc+12 
FOOO 

;load value from mcmo,y 
;aocumulate sum 

. . 
! ;slore to memory SIW 

addic:. 
boq 
bl 
4FOC 

;docfemen1 loop oount, set CtO 
;t>ranch II loop exit 

/ 
:branch & link to EM 

bl FWQ ® ; 
S 1C8 ....... . _ •' ~ m!lr ··········-· ······ .► twz 
stw f7,0(r6)© · slwi 

f7,t1.r7 
FOOO 

lwzwc 

twz 
mllr 
blr 

Emul;tlon Ml,u,g., 
r20 ! ! ;retrieve address in ~nk register 
r20,0(kO) / ;load SPC from slub 
r21.it0, 16 / :perform hallwotd &hilt lell 
r21fl1 .r20 / :perform XOR hash 
r21.,r21,12 ; :finish ttash • logical shill 
r:!t',r21 ,13Cf :aooe" at hash address w/updale 

/ ;r30 points IO map table base 
CI0,126,il(l ;compare IOI' hit 
CIO, rvr; :use target a<i:!ress 
tookuv_transfate :else fo(low hasll chain 

I 

/ _., 
r27,4(r21) 
r27 

:read large! address from table 
:branch to next 1ranslated bloci< 

lookup_translate: follow hash chain. if hil. branch to TPC 
If miss. branch IO translate 

11':•ii#fJ,!:j Example of Binary Translation. 

I. Translated basic block is executed. 

2. Branch is taken to stub code. 

3. Stub does branch and link to emulation manager entry point. 

4. EM loads SPC from stub code, using link register. 

5. EM hashes SPC to 16 bits and does lookup in map table. 

6. EM loads SPC value from map table; comparison with stub SPC succeeds. 

7. Branch to code that will transfer code back to translation. 

8. Load TPC from map table. 

9. Jump indirect to next translated basic block. 

10. Continue execution. 

Other issues 

There are other issues related to instruction set emulation and dy­

namic translation that will be covered in Chapters 3 and 1. Here are 

the more important of these. 

Self-modifying code-Although in many applications it is uncommon, 

programs occasionally perform stores into the code area; i.e., the 

code is self-modifying. When this happens, translated code held in 

the code cache may no longer correspond to the modified source 

code. Consequently, mechanisms must be in place to invoke retrans­

lation. The handling of self-modifying code is covered in Section 
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Self-referencing code-Here, the program performs loads from the 

code area. When this happens, the data that is read must corre­

spond to the original source code, not the translated version. 

Handling of self-referencing code is also covered in Section 3.4.2. 

Precise traps-If the translated code should experience an exception 

condition (an interrupt or trap), the correct state corresponding to 

the original source code, including the SPC of the trapping instruc­

tion, must be produced. Providing precise state at the time of a trap 

or interrupt is an important recurring topic throughout both 

Cha}!ters 3 and 1:-

2.6.4 Same-ISA Emulation 

Although it may seem like an odd idea at first, there are important 

VM applications where the source and target ISAs are the same and 

where the emulation techniques described in this chapter are used. 

Of course, there is no logical reason why an instruction set can't be 

used for emulating itself. For example, using interpretation tech­

niques, instructions from a source binary can be discovered, parsed, 

and emulated regardless of whether the target and source ISAs are 

the same or different. And, naturally, '"binary translation" is greatly 

simplified when the source and target ISAs are identical. 

The important, useful aspect of same-ISA emulation is that the emu­

lation manager is always in control of the software being emulated. 

Emulation software discovers and inspects each source instruction 

and, in the process, can identify details concerning operations to be 

performed by that specific instruction. Furthermore, it can monitor 

the execution of the source program at any desired level of detail. 

This monitoring, or code management, capability is the key to sev­

eral applications of same-ISA emulation. One application is simula­

tion, where dynamic program characteristics are collected during 
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the simulation process. Simulation is the primary application of the 

Shade System, discussed as a case study in Section 2.9. A second ap­

plication is operating system call emulation in virtual machines 

where the ISAs are the same but the host operating system differs 

from the guest operating system. By using emulation techniques, all 

operating system calls in a guest's source binary can be detected and 

can be translated to host operating system calls. A third application 

is the discovery and management of certain privileged operations 

that require special handling in some system VMs; these will be dis­

cussed in Chapter 8. A fourth application, discussed in Chapter 10, 

is "program shepherding" where the targets of control transfer and 

other instructions are monitored to ensure that they do not exploit 

security holes. Finally, there is the application to same-ISA dynamic 

binary optimization where runtime information is used to help opti­

mize a program binary as it executes, even though no ISA transla­

tion is performed. This final application can be used as an end in it­

self, but, perhaps more importantly, it allows the other applications 

to be implemented while mitigating any resulting performance 

losses. 

Same-ISA interpretation requires no special discussion; the tech­

niques are exactly as described earlier. For binary "translation"~ 

(without optimization), the simplest technique is just to copy the 

code, using exactly the same code in the target as in the source (ex­

cept where there are operating system calls or instructions requir­

ing special handling). Same-ISA dynamic binary optimization is dis­

cussed in Section 4.7. 

2.7 Control Transfer Optimizations 

Using the simple translation method described thus far, every time a 

translation block finishes execution, the EM must be reentered and 

an SPC-to-TPC lookup must occur. There are a number of optimiza­

tions that reduce this overhead by eliminating the need to go 
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through the EM between every pair of translation blocks. These op­

timizations are described in the follm,ving subsections. 

2.7.1 Translation Chaining 

Chaining in binary translators is the counterpart of threading in in­

terpreters. Instead of branching to the emulation manager at the 

end of every translated block, the blocks can be linked directly to 

each other. This is illustrated in Figure 2.29. 

Emulation 
Manager 

translated 
bloci< 

translated 
block 

translated 
block 

"' 

translated 
block 

wa@iiJ,Pj Chaining of Translation Blocks Avoids Indirect Transfers Through the 
Em ation Manager. 

In this scheme, blocks are translated one at a time, but they are 

linked together into chains as they are constructed. Linking is ac­

complished by replacing what was initially a jump and link (or 

branch and link, bl, in PowerPC) back to the EM, as shown in Figurg 

2.27, with a direct branch to the successor translation block. The ad­

dress of the successor block is determined by using the SPC value to 

access the map table and find the corresponding TPC (if the corre­

sponding basic block has been translated). 
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If the successor block has not yet been translated, then the normal 

stub code is inserted. At some time later, after the successor has 

been translated and the predecessor block exits to the EM, the EM 

will access the map table, find the entry in the table, and retrieve 

the TPC for the successor block. At that point, the EM can set up a 

link to the successor block by overwriting the jump-and-link 

(branch-and-link in Power PC parlance) in the predecessor with a di­

rect jump to the successor. The steps in this process are illustrated 

in Figure 2.30. The code example from Figure 2.28. with chaining 

added, is given in Figure 2.31. 

Chaining works in those situations where the SPC can be placed in a 

stub at the end of a translation block, as in Figure 2.27. These are 

situations where the destination of a branch or jump never changes. 

However, for register indirect jumps, especially procedure returns, 

the target may change from one execution of the jump to the next. 

Because a single SPC cannot be associated with the translation block 

terminated by the register indirect jump, chaining is not convenient 

in these cases. The easiest way to handle indirect jumps, therefore, 

is always to go through the EM and to let the EM look up the correct 

TPC via the map table. Faster methods for handling indirect jumps 

are described in the next two subsections. 

Get next 
SPC 

®l <D 
Predecessor 

Lookup,. ___ @ 
successor - -- - _ JAL EM 

·--- ~ -----,, ,,--- Next SPC @t Jum~ TPC ,...._ ___ _, 

,/@ 
Set up link' 

Successor 

@:1lj#fJnl Creating a Link from a Translated Predecessor Block to a Successor Block. 
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PowerPC Translation 

9AC0: lwz r16,0(r4) 
add r7,r7,r16 
stw r7,0(r4) 

1 , addic. r5,r5,·1 
beq cr0,pc+12 

I bl FOOO 
4FDC 

9AE4: ~ b 9c08 
51C8 

9C08: ' ~ stw r7,0(r6) 
xor r7,r7,r7 

1
' bl FOOO 

6200 

;load value from memory 
;accumulate sum 
;store to memory 
;decrement loop count, set crO 
;branch if loop exit 
;branch & link to EM 
;save source PC in link register 
;branch along chain 
;save souroe PC in link register 

;store last value of o/oedx 
;clear o/oedx 
;branch & fink to EM 
;save source PC in link register 

!F-1'ikflf•Translated PowerPC Code from an Earlier Example, with Chaining 
Implemented. 

2. 7 .2 Software Indirect Jump Prediction 

As pointed out earlier, implementing indirect jumps by map table 

lookup is expensive in execution time. It requires several instruc­

tions to hash the SPC to form an index into the map table, then at 

least one load and a compare to find a matching table entry, and fi­

nally a load and an indirect jump to the TPC address. In many cases, 

however, the jump target never or very seldom changes. In these 

cases, a form of software jump prediction can be employed to re­

duce the overhead of indirect jumps. This is essentially an imple­

mentation of inline caching, developed for fast Smalltalk emulation 

(Deutsch and Schiffman 1984). Figure 2.32 illustrates the tech­

nique. In the example, Rx symbolizes a register holding the indirect 

jump target PC value. In a series of if statements, the most frequent 

SPC addresses, with their matching TPC addresses, are encoded into 

the translated binary code (given here in high-level form for clarity). 

Then the register value for an indirect jump can be compared with 

the SPC value; if there is a match, then a branch to the destination 

(possibly translated as a PC relative branch) takes place. Typically, 
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the comparisons are ordered, with the most frequent SPC destina­

tion address being given first. Of course, in the worst case, if all the 

prediction(s) are wrong, then the map table lookup must be per­

formed anyway, so that additional performance is lost. Hence, this 

technique should be coupled with profiling that provides accurate 

information regarding indirect jump targets (Section 4.2.4). 

if(Rx = addr_l) goto t arget_l; 
else if (Rx= addr-2) goto target_2; 
else if (Rx - addr_3) goto target_3; 
else table_lookup(Rx); do it the s1ow way 

l'l!lw!lllll:1"'• j111111#fl'!'jm!II¥◄■ Software Indirect Jump Prediction via Inline Caching. Source PC values are 
given as immediate values addr_i; corresponding target PC values are given as target_i. 

When using this method, the EM maintains a side table that keeps 

track of the successor translated blocks that can be reached via such 

software predictions. In the event that the successor translated 

block is removed from the code cache, the software prediction code 

in the predecessor block must also be modified or removed (and is 

replaced with a map table lookup). 

2. 7 .3 Shadow Stack 

When a translated code block contains a procedure call via an indi­

rect jump to a target binary routine, the SPC value must be saved by 

emulation code as part of the source architected state, either in a 

register or in a memory stack (depending on the source ISA). Then 

when the called procedure is finished, it can restore this SPC value, 

access the map table, and jump to the translated block of code at the 

return address. As pointed out earlier, this map table lookup adds 

overhead to the emulation process. The overhead can be avoided if 

the target return PC value can be made available directly, i.e., as a 

link address. 

To perform this optimization, the return (link) value of the target 

code is pushed onto a shadow stack maintained by the emulation 

manager {Chernoff et al. 1998). Note that this return value is not 
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necessarily the memory address immediately following the proce­

dure jump; if the jump is at a translation block boundary, for exam­

ple, then the target return value may be linked to the beginning of 

the next translated block. In any case, when it is time to return, this 

translation code address is popped from the shadow stack and a 

map table lookup can be avoided. There is one problem, however. 

The source code could have changed the contents of its stack be­

tween the call and the eventual return. Consequently, before the 

shadow stack can be used to provide a target return address, the 

value on the top of the stack must be checked against the corre­

sponding source return address. Hence, the shadow stack frame is 

expanded to include not only the return address of the target trans­

lated code but the return address of the source binary. The return 

address of the source is compared with the source field in the 

shadow stack return address. If there is a match, then the target re­

turn address from the shadow stack can be used. If there is a mis­

match, then the source return address is used to access the map ta­

ble in the conventional manner. 

-
IA-32stack Shadow 

Slack 

, ... ,. -,,. .. ,, ( 
; 

IA-32 return address 

~ 
Shadow stack frame 

PPC return address 

IA-32 return address . : IA-32 stack pointer . . 
. . 

1 r 
[ Compare on rr,tum ] 

f---i- Retum address 
comr,are succeeds if 

[i!,uj§fJi• Shadow Stack Implementation to Expedite Returns to Translated Code. 

The shadow stack mechanism where the source ISA is IA-32 and the 

target ISA is PowerPC is illustrated in Figure 2.33. The IA-32 uses an 

architected stack. When the code performs a procedure call, the 

PowerPC return address is pushed on the shadow stack; along with 
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return address is loaded from the emulated IA-32 stack. This ad­

dress is compared with the IA-32 return address saved on the 

shadow stack. If these match, then the shadow stack Power PC re­

turn value is consistent with the source code return value, and the 

PowerPC return value can be used to jump to the return translation 

block. Otherwise, the IA-32 return value retrieved from the IA-32 

stack is used to hash into the PC map table for the return address. 

Note that the IA-32 stack pointer is also saved on the shadow stack. 

If the guest program should happen to cut back the IA-32 stack by 

discarding a number of stack frames, this can be detected by com­

paring the pointer on the shadow stack with the emulated IA-32 

stack pointer. If there is a mismatch, the emulated IA-32 stack 

pointer can then be used for cutting back the shadow stack so that it 

is consistent with the emulated source stack. 

2.8 Instruction Set Issues 

Thus far, we have provided several examples of instruction set emu­

lation. There are many more details to be taken care of in translat­

ing and interpreting a complete instruction set. Some of these de­

tails will be discussed in this section; some are specific to certain in­

structions sets, and others apply more generally. 

2.8.1 Register Architectures 

Virtually every ISA uses registers of some kind. Registers are at the 

very top of the storage hierarchy and are critical to performance. 

Hence, the way registers are handled is a key issue during emula­
tion. The general-purpose registers of the target ISA are used for a 

number of functions, including (1) holding general-purpose regis­

ters of the source ISA, (2) holding special-purpose registers of the 

source ISA, (3) pointing to the source r{!gister context block and to 
•\......-.. -,.. ___ ._.., ,:_.,.._.,... .... _..J rA\ 1....-1..J.:-- ,: _ _. ___ .,.....3,:,..,.,.._ ......... 1,,-..... .,,,.,.,, .... ..J 1,... .... +1-.. ..... 
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emulator. 

If the number of target registers is significantly larger than the 

number of source registers, then all the foregoing uses for target 

registers may be satisfied simultaneously. For example, in emulating 

an IA-32 on a 32-register RISC such as the PowerPC, all the IA-32 

general-purpose registers and some of the special registers, such as 

the program counter, can be mapped to target registers, and there 

are registers left over to point to the register context block, to the 

source memory image, and scratch registers for use by emulation 

code. 

In other cases, there may not be enough target registers to perform 

all the foregoing functions, especially when the source and target 

ISAs have approximately the same number of general-purpose reg­

isters. In these cases, the usage of the target general-purpose regis­

ters must be carefully managed. Two registers are needed to point 

to the register context block and to the source memory image; these 

pointers are used very frequently during the emulation process. 

Similarly, a target register should be assigned to the program 

counter. Such an assignment of registers is used in Figure 2.18, for 

example. If interpretation is being used, a target register should also 

be designated to hold the SPC. If binary translation or predecoding 

is used, an additional register may hold the TPC. If the source ISA 

has a stack pointer, condition codes, or other frequently used spe­

cial registers, target registers should be assigned to these as well. In 

total, this could consume from three to ten target registers. Thus, be­

tween three and ten general-purpose target registers may be needed 

for holding the state of source ISA resources, beyond those needed 

for mapping source general-purpose registers. 

After assigning target registers to the most common or 

performance-critical source resources, the emulation manager must 

allocate the target's remaining general-purpose registers. If inter-
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pretation is used, the remaining registers may be used as scratch 

registers by the interpreter. If translation is used, then source regis­

ters can be mapped to target registers on a translation block basis. 

All registers read in the translated code are copied from the context 

block into target registers when the translation block is entered. Any 

modified registers are copied back to the context block when the 

translation block is exited. If the translation block is especially large, 

then source registers may be spilled to the context block. In some of 

the binary translation examples given earlier, e.g., Figure 2.19. 

these intermediate spills to the context block are not shown, though 

they would be used in practice. 

2.8.2 Condition Codes 

Condition codes are special architected bits that characterize in­

struction results (zero, negative, etc.) and are tested by conditional 

branch instructions. However, across ISAs there is little uniformity 

in the way condition codes are used or whether they are used at all. 

The Intel IA-32 ISA sets condition codes implicitly as a side effect of 

executing most instructions; consequently, the condition codes are 

updated nearly as often as general-purpose registers. The SPARC ISA 

contains explicitly set codes, which update condition codes only 

when it is anticipated that they will actually be used. The Power PC 

ISA has a number of condition code registers that are also explicitly 

set. Adding to the complication, some ISAs do not use any condition 

codes; the MIPS ISA is an example. 

Emulation complexity varies significantly, depending on whether 

the source ISA, the target ISA, both. or neither uses condition codes. 

The easiest situation is if neither ISA uses condition codes. Almost as 

easy is the case where the source ISA does not use condition codes 

but the target ISA does. Here, some additional target instructions 

may be required to generate condition code values, but there is no 

need to maintain any source condition code state. The emulation of 

MIPS on a PowerPC is illustrated in Filrure 2.34. Here. a conditional 
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branch in the MIPS ISA is translated to two instructions in the 

PowerPC ISA-one that sets a condition register (crl in the figure) 

and a second that performs the conditional branch by testing crl. 

beq r1 Jr2,offset 

(a) 

cmpw c rl, rl. r2 
beq crl,offset 

(b) 

@,AkiJI• Binary Translation of a Conditional Branch from the MIPS ISA to the 
Power PC ISA. (a) MIPS branch equal; (b) Power PC translation to a compare instruction fol­
lowed by a branch. 

If a target ISA has no condition codes, then the source condition 

codes must be emulated, and this emulation can be time consuming. 

The most difficult problems usually occur when the source ISA has 

implicitly set condition codes and the target ISA has no condition 

codes. It is because of these difficulties that we have been ignoring 

the emulation of IA-32 condition codes in examples up to now. 

Recall that implicitly set condition codes are modified as a side ef­

fect of many instructions. In the Intel IA-32, the condition codes are 

a set of "flags" held in the EFLAGS register. The IA-32 integer add in­

struction always sets six of these condition codes (flags) whenever it 

is executed. The condition codes set by the add are: 

OF: indicates whether integer overflow occurred 

SF: indicates the sign of the result 

ZF: indicates a zero result 

AF: indicates a carry or borrow out of bit 3 of the result (used for BCD 

arithmetic) 

CF: indicates a carry or borrow out of the most significant bit of the 
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reswi 

PF: indicates parity of the least significant byte of the result. 

In a straightforward emulation, every time an IA-32 add is emu­

lated, each of the condition codes is evaluated by the emulation 

code. Evaluation of most of the condition codes is straightforward. 

For example, the sign of the result can be determined using a simple 
shift. In other cases, as in the evaluation of AF or PF, generating con­

dition code values is more complex. In general, computing all the 

condition codes for a given source instruction takes many target in­

structions, often more than emulating the rest of the instruction, 

and it can slow emulation considerably. 

It turns out, however, that although the condition code values are 

set frequently, they are seldom used. To make condition code emula­

tion more efficient, a common technique is to perform lazy evalua­

tion, where the operands and operation that set the condition code, 

rather than the condition code settings themselves, are saved 

(Hohensee, Myszewski, and Reese 1996; Hookway: and Herdeg 

1997). This allows the generation of condition codes only when 

needed and at the time they are needed. For example, one can main­

tain a lazy condition code table that has an entry for each condition 

code bit. The entry contains the opcode of the most recent instruc­

tion to modify the condition code bit, its operands, and its result. 

However, the condition code itself is not generated. Then if a later 

instruction, e.g., a conditional branch, needs to use one or more con­
dition code bits, the condition code table is accessed and the needed 

condition code(s) are generated. 

For example, the IA-32 add instruction modifies all the condition 

code bits. If an add operates on two registers containing the values 2 

and 3, all entries in the table will contain: add: 2: 3: 5 after the in­

struction completes. Then if a later instruction needs to test the SF 

(sign), the SF entry of the table is consulted, and the result field (5) is 
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used to generate the sign (0). Because many instructions modify all 

condition code bits or because some subset of the bits are always 

modified together, there are various tricks that can be used to re­

duce the number of condition code table entries and table updates 

to optimize for the common case. 

During binary translation, the translator can analyze sequences of 

instructions to determine whether implicitly set condition codes will 

actually be used. For example, in Figure 2.35 there are two consecu­

tive add instructions followed by a jmp. In this example, the condi­

tion codes set by the first add instruction are not used and do not 

have to be generated. This datatlow analysis can be performed as 

part of an overall optimization process (Section 4.4). There still may 

be cases where it is not known whether condition codes will be 

needed, and in these cases lazy evaluation can be used as described 

earlier. Also, to support efficient lazy evaluation, it may be advanta­

geous to reserve target registers for holding condition code informa­

tion, at least for the common situations. 

Returning to the example in figure 2.35, at the time the jmp is 

translated, it may not be known whether the condition codes set by 

the second add instruction will be needed. For example, the jmp in­

struction and its destination (at label 1) may be translated sepa­

rately and are in two different translation blocks. Here, registers 

(r25-r27) are used for lazy condition code evaluation, and operand 

values and opcode information are saved in the registers. In this ex­

ample, the code at the jmp destination address does, in fact, test the 

condition codes. Consequently, there is a branch to the condition 

code emulation routine, genZF, in order to set the ZF condition code 

flag. The genZF routine performs a multiway jump based on the op­

code (add) and then evaluates the ZF condition code. 

There are still problems, however, because it is possible for a trap to 

occur during emulation, and the precise (source) state, including all 

the condition codes, must be materialized at that point. In the fore-
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going example, the first add instruction could cause a memory pro­

tection fault when it loads its operand from memory. If this occurs, 

the condition codes (or the lazy equivalent) must be available. In 

general, there must be some way to produce the condition codes for 

any potentially trapping instruction at the time a trap occurs, al­

though in this situation performance is usually not an issue. 

Methods for materializing the correct condition code state when a 

trap occurs are discussed in Section 4.5.2. where the general prob­

lem of trap and interrupt emulation is described in the context of 

optimized code. 

addl %ebx,0(%eax) 
add %e.cx, %e.bx 
jmp labell 

la.bell: 
jz target 

(a) 

r4 +-+ %eax 
rs +-+ %ebx 
r6 H '-"ecx 

IA-32 to 
PowerPC 

register mappings 

r16 +-+ scrat ch register used by emulation code 
r2 S .... condition code operand 1 ; registers 
r26 +-+ condition code operand 2 : used for 
r27 (➔ cond;tion code operation l azy condition code emulation 
r28 +-+ jump table base address 

lwz r16,0(r4) 
mr r25, r16 
mr r26, rS 
li r27, "addl" 
add r5,r5,r16 
mr r25, r6 
mr r26 , rS 
li r27 , "add" 
add r6,r6,rS 
b labell 

;perform ir:emory load for addl 
;save operands 

and opcode for 
; l azy condition code emulation 
;finish addl 
;nve operan(ls 

and opcode for 
; l azy condition code emulation 
;trans1at i on of add 

labell: 
bl genZF 
beq crO, target 

genZF 
add r29,r28,r27 
mtctr r29 
bctr 

'"'sub": 

:branch and link to evaluate genZF code 
;branch on condition flag 

;add "opcode" to jump table base address 
;copy to counter register 
;branch vi a jump table 
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"add": 
add. r24,r25,r26 
bl r 

;perform PowerPC add, set crO 
;return 

(b) 

iifa•iifJi-M Lazy Evaluation of IA-32 Condition Codes with Binary Translation. (a) Intel 
IA-32 code sequence; (b) PowerPC translation using lazy condition code evaluation. 

Finally, even if the target ISA uses condition codes, they may not be 

entirely compatible with the source ISA condition codes (May 1987). 

For example, the SPARC ISA has conditions codes N, C, Z, V, which 

are equivalent to the IA-32 SF, CF, ZF, OF, but it does not have codes 

corresponding to AF and PF. Consequently, emulation is simplified 

for some of the condition codes (provided the condition code regis­

ter of the target can be easily read/written), but more expensive em­

ulation is still needed for the other condition codes. 

2.8.3 Data Formats and Arithmetic 

Emulating most of the instructions that transform data (e.g., adds, 

logicals, shifts) is fairly straightforward. The problem is simplified 

because data formats and arithmetic have become more or less 

standardized over the years. For integers, the two's complement 

representation has found universal acceptance; for floating-point, 

the IEEE standard is commonly implemented. 

If both the source and the target ISAs implement two's complement 

arithmetic, the emulation of arithmetic operations is easily done, es­

pecially when identical data widths are supported in both ISAs. 

Most ISAs offer a basic set of shift and logical instructions that can 

be used to compose different variations of shift and logical instruc­

tions in a source ISA. 

Although the IEEE floating-point format is commonly used, there are 

some differences in the way floating-point arithmetic is performed 

on different implementations. For example, the IA-32 uses 80-bit in­

termediate results, unlike most other ISAs. This means that the pre-
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cision of IA-32 intermediate results will differ from an ISA that uses 

64-bit intermediate results. It is possible, but quite cumbersome, for 

a non-IA-32 target ISA to perform IA-32 emulation and obtain identi­

cal results. As another example of arithmetic differences, the 

Power PC ISA provides combined multiply-add instructions, which 

cannot always be emulated exactly by using the obvious simple se­

quence consisting of a multiply instruction followed by an add in­

struction because the intermediate precision of the multiply add 

may be higher than that required by the IEEE standard. Once again, 

emulation is possible though cumbersome. 

There are often cases where the source ISA requires a functional ca­

pability not available in the target ISA. For example, some instruc­

tion sets provide integer divide instructions, while others provide 

more primitive shift/subtract "divide step" instructions or instruc­

tions to convert and use the floating-point divider. As another exam­

ple, some ISAs implement a large variety of addressing modes, while 

others have a smaller set of simple addressing modes. Invariably the 

simpler ISA has sufficient primitives to implement the more com­

plex instructions in the other ISA. For example, an auto­

incrementing load can be done with a combination of an add in­

struction and a load. 

Finally, immediate data can cause slight emulation difficulties be­

cause different ISAs often have different immediate lengths. 

Mapping shorter immediate values to longer ones is obviously eas­

ier than mapping long immediate values to shorter immediate 

fields. However, all ISAs have some way of building full-length con­

stants using a small number of instructions, so all immediate values 

can be handled, regardless of length. 

2.8.4 Memory Address Resolution 

In general, different ISAs can access data items of different sizes. For 

P.x;:imnlP.. nnP. TSA m;:iv snnnnrt ln;:irlin Q' ,mrl stnrin !! nfhvtP.s. h;:ilf-
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words (16 bits), and full words, while another may only support 

bytes and words. Multiple instructions in the less powerful ISA can 

invariably be used to emulate a single memory access instruction in 

the more powerful ISA. 

Most ISAs today address memory to the granularity of individual 

bytes. However, if a target ISA does not, then emulating a byte­

resolution ISA on a machine with word resolution requires shifting 

out (and saving) the low-order byte address bits when performing 

memory access and then using the saved byte offset bits to select the 

specific bytes (or halfwords) being accessed. Performing a store of a 

data item less than a full word in size requires first performing a 

word load, inserting the data item into the word (via shifts and 

mask operations); and then performing a word store. The opposite 

problem of emulating a word-addressed ISA on a byte-addressed 

target is very straightforward; it is a case of emulating a less power­

ful ISA on a more powerful one. 

2.8.5 Memory Data Alignment 

Some ISAs align memory data on "natural" boundaries and some do 

not. That is, a word access must be performed with the two low­

order address bits being 00, and a halfword access must have a 0 for 

the lowest-order bit. If an ISA does not require addresses to be on 

natural addresses, then it is said to support "unaligned" data. A con­

servative approach is to break up word or halfword accesses into 

byte accesses. Usually if an ISA does not support unaligned data di­

rectly, however, it has supplementary instructions to simplify the 

process, and these can be used. Typically, as a safety net, the ISA also 

specifies a trap if an instruction does attempt an access with an un­

aligned address. 

Run-time analysis of the target code may help in reducing code ex­

pansion by substituting word accesses for aligned cases. In some sit-

11 7 
12/23/2024, 2:36 PM 



Chapter 2: Emulation I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

60 of68 

uauons 1t may be ettective to use run-tune protllmg mtormauon to 

reduce the dynamic cost of emulating such accesses. This will be dis­

cussed further in Section 4.6.4. 

2.8.6 Byte Order 

Some ISAs order bytes within a word so that the most significant 

byte is byte O (and in a 32-bit word, the least significant is byte 3). 

This is referred to as the big-endian byte order (Cohen 1981). Other 

ISAs order bytes in the little-endian byte order, which addresses the 

least significant byte as O and the most significant as byte 3. For ex­

ample, the character string "JOHN" is stored as JOHN in a big-endian 

machine and as NHOJ in a little-endian machine. In either case, if 

the bytes are accessed in the sequence 0, 1, 2, 3, then the string is ac­

cessed in order J, 0, H, N. 

It is common to maintain the guest data image in the same byte or­

der as assumed by the source ISA. Consequently, to emulate a big­

endian source ISA on a little-endian target ISA (or vice versa), the 

emulation code can modify addresses when bytes (or halfwords) are 

accessed from the guest memory region. For example, consider a 
load byte instruction. To get the correct data, the low-order two­

address bits can be complemented (i.e., to convert byte address 00 to 

11, 01 to 10, etc.). As a more complicated example, if an unaligned 

word address is used, then the bytes can be individually loaded 

from addresses found by sequencing through individual byte ad­

dresses and complementing the addresses before accessing memory. 

That is, if the source ISA specifies address xxx01001, then the bytes 

to be loaded are at locations xxx01010, xxx01001, xxx01000, 

xxx01111. Or, alternatively, a pair ofload words combined with 

shifts and logical instructions can be used to assemble the correct 

data in the register of the target. In any case, it is an awkward, time­

consuming process that is hard to avoid, in general. Some ISAs sup­

port both endian orders (via a mode bit), and a target ISA with this 

feature would clearly simplify the emulation process. 
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Finally, note that byte-order issues extend into the host operating 

system calls. That is, guest data accessed by the host operating sys­

tem also has to be converted to the proper byte order. This can be 

done in the "jacket" or "wrapper" code that supports OS call emula­

tion (see Section 3.7). 

2.8. 7 Addressing Architecture 

The memory addressing architecture is a very important part of an 

ISA, and it poses a number of difficult problems when emulating full 

applications. The address space sizes of the source and target ISAs 

may be different, and/or their page sizes may be different or their 
privilege levels different. These address space issues are fairly com­

plex, and often the virtual machine architecture as a whole must be 

considered in order to provide a good solution; that is, it is not a 

matter of instruction emulation alone. Because the virtual machine 

as a whole provides a proper address space environment, this prob­

lem is deferred to Chapter 3. which discusses specific virtual ma­

chine implementations. 

2.9 Case Study: Shade and the Role 

of Emulation During Simulation 

Simulation is a key part of computer system design. Simulators are 
used for studying the performance of memory hierarchies and the 

internal behavior of superscalar microarchitectures. They are also 

useful for developing compiler optimizations and debugging. 

Simulators typically operate on benchmark programs or kernels 

and emulate these programs as a part of the simulation process. 

That is, a simulator includes emulation, but it does more. In simula­

tion, the objective is to study the process of performing computa­

tion, not the computation itself; that is, one is seldom interested in 
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the actual output produced by a simulated program (especially 

when the program is being simulated for the 100th time with ex­

actly the same input data!). In addition to emulating a program, a 

simulator may model the internal workings of a processor or mem­

ory system. It may directly track the operation of hardware features, 

or it may generate instruction or memory address traces for further 

evaluation by other simulation tools. Often performance is sacri­

ficed in order to collect process-related information, such as branch 

misprediction accuracy or numbers of instructions issued on partic­

ular cycles. 

Shade is a simulation tool developed for high-performance simula­

tion (Cmelik and Kep_nel 1994. 1996); consequently, it contains a so­

phisticated emulator that forms a basis for flexible and extensible 

simulation. It does this by providing a set of functions that can be 

linked into the emulator. Some of the functions are provided as part 

of the Shade toolset, or the user can write additional functions. 

VMEM TLB TC 

...__ 
~ r----

Te:rt ' ./" 
~ 

Data 

~ vs 

t 
int regs 

fp regs 

cond codes 

Stack 

li''11jQJJJM Primary Data Structures in Shade. The source memory image (VMEM), the 
source register state (VS), the cache for holding translated instructions (TC), and the table 
mapping source to target PCs (TLB). 

Shade first translates the ISA being simulated (what we have been 

referring to as the source ISA~) into sequences of target instructions. 

In general, basic block-size units are translated. The translated code 
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not only performs emulation but also generates simulation trace 

data via function calls embedded in the translated code. Because we 

are interested primarily in emulation, we skip the details of trace 

generation, but the reader can refer to the excellent articles describ­

ing Shade cited earlier. 

Figure 2.36 gives the important elements of Shade. The source ISA 

memory image is kept in a large array VMEM. The register state, in­

cluding the condition codes, and control registers are held in the ta­

ble VS. A trace cache (TC) is the code cache mechanism that holds 

translated blocks of target instructions. Finally, the mapping be­

tween source PC values and target PC values is maintained in the 

translation lookaside buffer, or TLB.-1 

To speed up emulation, the source program counter (VPC) and the 

base of the source memory image (VMEM) are permanently mapped 

to target registers. A pointer to the base of the TLB is also perma­

nently mapped to a target register. While executing a block of trans­

lated code, source register values (held in the VS) used in the block 

are temporarily copied into target registers. As they are computed, 

result register values are copied back into the VS. 

Translated blocks in the TC may be chained together to avoid TLB 

lookups. The translation cache is managed in a simple way: 

Translations fill the TC linearly as they are produced. When the TC 

becomes full, it is simply flushed, and translation begins filling it 

again. This method is clearly simple- it avoids having to "unlink" 

translation blocks, and the TC is generally large enough that it does 

not reduce performance significantly. 

The structure of the Shade TLB is shown in Figure 2.37. It is struc­

tured as a two-dimensional array, where a source PC hashes into a 

row, and each row contains n <source, target> pairs. The lookup al­

gorithm linearly scans the row until it has a match (and finds the 

target PC) or until it hits the end of the array. If it hits the end, it as-
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sumes there is no translation and forms one. The inner loop of the 

emulation code checks the first translation in the list. If there is a 

hit, it proceeds; otherwise, it calls a routine that does the linear 

search. This search routine then places a matching entry in the first 

position, so the most recently used is always the first one checked. If 

all n entries are full, then a new entry pushes the rightmost entry off 

the end and it is lost. This means there may be some "orphan" trans­

lations in the TC, and a redundant retranslation may later be added 

to the TC. However, the occasional flushes of the TC clear out the or­

phans. Finally, a further optimization is to align each of the TLB 

rows to a cache line boundary so that if there is a miss during the 

initial lookup, the remaining entries vvill be brought into the cache 

when the initial miss is serviced. 

n 

source source 
source ta source 
source ta source 
source 

source PC hash source source 
source source 

source taroet source taraet source 
source tarffl!t source tarael source 
source target source target source 

1F:1•iiiJfl Shade TLB Structure. 

2.10 Summary: Performance 
Tradeoffs 

target pc 
target 
target 

tar t 
tar et 
target 

Figure 2.38 summarizes all the emulation methods we have dis­

cussed, and we now compare their characteristics. As criteria for 

comparison, we consider start-up time, memory requirements, 

steady-state performance, and code portability. We provide qualita­

tive performance characteristics; a more quantitative evaluation of 

interpreter performance was done by Romer et al. (1996}. The rela­

tive importance of the criteria depends on the VM being imple-
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mented. For example, memory requirements may be important in a 

VM in an embedded application but not in a server application. 

Portability may be important in HLL VMs but not in codesigned 

VMs. 

Source code 

(a) 

Source code 

. 
I . 

, . 
I 

lntenm?<liate 

(b) 

Interpreter 
routines 

□ 
code lnterpr-eter 

routines ---... 

Source Interpreter 
code routines 

(c) 

' \ 
' ' 

□ 
Binary translated 

target code 

Source code ' Source code 

(d) 

'' '\ ,, 
\ \ 

' ' \ ' 
\ ' 
' ' \ I 
' \ 

' ' ' \ . ' 
' --► Binary 

translator 

(e) 

iF:1•1ifjJ:j Summary of emulation Methods. (a) No emulation; (b) decode-and-dispatch 
interpretation; (c) indirect threaded interpretation; (d) predecoding and direct threaded inter­
pretation; (e) binary translation. 

Decode-and-Dispatch Interpretation 

Memory requirements: low-There is one interpreter routine for 

each instruction type in the target ISA. 

Start-up performance: fast-There is essentially zero start-up time 

because no preprocessing or translation of the source binary is re-
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quired. 

Steady-state performance: slow-A source instruction must be 

parsed each time it is emulated. Furthermore, the source code must 

be fetched through the data cache, which puts a lot of pressure on 

the cache (and leads to a potential performance loss). Finally, this 

method results in a high number of control transfers (branches). 

Code portability: good-If the interpreter is written in an HLL, it is 

very portable. 

Indirect Threaded Interpreter 

Memory requirements: low-More memory is required than with 

decode-and-dispatch interpretation because the dispatch code se­

quence must be included in every interpreter routine. The amount 

of extra memory depends on the complexity of decoding; for a RISC 

ISA it would be relatively low, and for a CISC it could be much 

higher. The memory cost can be mitigated via hybrid implementa­

tions. 

Start-up performance: fast-As with decode-and-dispatch inter­

preters, there is essentially zero start-up time; no preprocessing is 

required. 

Steady-state performance: slow-This is slightly better than decode­

and-dispatch because several branch instructions are eliminated. 

There is high data cache usage, as in decode-and-dispatch inter­

preters. 

Code portability: good-The interpreter code is as portable as with 

decode-and-dispatch interpretation. 

Direct Threaded Interpreter with Predecoding 

Memory requirements: high-The size of predecoded memory im-
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age is proportional to the original source memory image (and is 

probably larger). Memory requirements can be somewhat reduced 

if the intermediate form is cached and blocks of seldom-used prede­

coded instructions are removed from the cache. 

Start-up performance: slow-The source memory image must first 

be interpreted in order to discover the control flow. Also, generating 

the decoded intermediate form can be time consuming. 

Steady-state per/ ormance: medium-This is better than indirect 

threading because the individual instructions do not have to be 

parsed (and decoded) every time they are executed. If the prede­

coded form contains target addresses of interpretation routines, 

then the dispatch table lookup is eliminated. There is high data 

cache usage because the predecoded instructions are still treated as 

data by the interpreter code. 

Code portability: medium- If the predecoded version contains spe­

cific locations for interpreter routines, then the interpreter becomes 

implementation dependent. Compilers that support finding the ad­

dress of a label may mitigate this disadvantage. 

Binary Translation 

Memory requirements: high-The size of predecoded memory im­

age is proportional to the original source memory image. As with 

predecoding, memory requirements can be reduced if blocks of 

translated code are cached. 

Start-up performance: very slow-The source memory image must 

first be interpreted in order to discover the control flow; then trans­

lated binary code must be generated. 

Steady-state performance: fast- The translated binaries execute di­

rectly on hardware. Performance is improved even more if trans-
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lated blocks are linked directly together. Furthermore, pressure on 

the data cache is reduced because translated code is fetched through 

the instruction cache. 

Code portability: poor-Code is translated for a specific target ISA. A 

new translator (or at least the code-generation part) must be written 

for each target ISA. 

1. PowerPC actually numbers the most significant bit (msb) O; we use the conven­

tion that the msb is 31. 

2. Because the source and the target use the same ISA, we put translation in quotes; 

however we are using the same process as is used when true translation is done. 

3. What we refer to as the source and the target are called the target and the host in 

Shade documentation. 

4. This TLB should not be confused with the translation lookaside buffer used in 

many processors for caching virtual address translation information. 

Previous chapter 
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Virtual Machines 

Next chapter 

Chapter 3: Process 
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Chapter Three 

Process Virtual Machines 

Atypical computer user works with a large number of programs 
that coexist in a system environment consisting of one or more 

processors, memory, a file system, and a number of peripheral de­

vices. The user invokes and interacts with the programs by employ­

ing the interface supported by libraries and the operating system. 

An important restriction, however, is that the user can run only pro­

grams that have been compiled for the user's operating system and 

the processor's instruction set. One of the important applications of 

virtual machines is to circumvent this restriction and allow the user 

to run programs compiled for other systems. As we shall see, a num­

ber of VM architectures can provide this capability, but the simplest 

VM approach from the user's perspective, and the one described in 

this chapter, is to provide a virtual environment at the program, or 

process, level. By using a process VM, a guest program developed for 

a computer other than the user's host system can be installed and 

used in the same way as all other programs on the host system; the 

user as well as the other programs interact with the guest program 

in the same way as they interact with native host programs. 

Computer programs are compiled, distributed, and stored as exe­

cutable binaries that conform to a specific application binary inter­

! ace, or ABI, which includes features of both the hardware instruc­

tion set and the operating system. For example, a very widely used 

ABI is the one designed to execute on a processor supporting the 

Intel IA-32 ISA and the Microsoft Windows operating system. A few 

years ago, Intel developed a new, 64-bit ISA, now called IPF, which is 

implemented in the Itani um family of processors. Existing IA-32 ap­

plication programs will not run directly on Itanium platforms, even 
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platforms. So to allow users to run the large number of existing 

IA-32/Windows applications on Itanium platforms, the people at 

Intel developed a virtual IA-32/Windows environment. The resulting 

process VM, the IA-32 EL (execution layer), allows IA-32 programs to 

appear to an Itanium user exactly as they would on a native IA-32 

platform (Baraz et al. 2003). Another version of the IA-32 EL 

process VM with a different OS interface supports IA-32/Linux appli­

cations. 

Host 
process 

I I . ' ' , 

File sharing 

HOSTf 
' I 
I 

' I . . 
~ 

Host 
process 

I 
\ I 

' . . 
' 
' ' --- ._ __ _ 

Network communication 

!i't•iiiil■ A Guest Process, with Process VM Support in the Form of Runtime Software, 
Interacting with Host Processes. 

FigMre 3.1 illustrates a typical process virtual machine environ­

ment. As shown in the figure, runtime software essentially encapsu­

lates an individual guest process, giving it the same outward ap­

pearance as a native host process. From the perspective of the guest 

process, all the other processes appear to conform to its worldview. 

Consequently, the guest process can interact with the native host 
nrnrP<:<:P<: in thP <:::imp 'W'::IV thP hn<:t nrnrPS<:P<: intPr::irt 'W'ith P::irh 
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other. Furthermore, the guest process can interact with other guest 

processes as though they were running on a real machine. 

In this chapter, we discuss process VM implementations in a more 

or less top-down fashion. In the next section, we discuss the overall 

structure of a process VM. Then there is a section discussing com­

patibility issues, followed by sections on each of the major aspects of 
a process VM. These include the mapping of guest state to host state 

and emulation of the memory-addressing architecture, instructions, 

exceptions, and operating system calls. Also related to process VM 

implementation is a section discussing code cache management 

techniques. Then there is a section on the integration of a process 

VM into a host environment; this includes process VM loading and 

initialization. The chapter concludes with a case study of the Digital 

FX!32 system, a VM that supports the IA-32/Windows ABI. 

3.1 Virtual Machine Implementation 

The major computation blocks and data structures of a process VM 

are shown in Figure 3.2. The major blocks perform the following 

functions. 

■ The loader writes the guest code and data into a region of memory holding the 

guest's memory image and loads the runtime code. Although the memory image 

contains the guest's application code as well as data, it is all data as far as the 

runtime is concerned because source code is not directly executed. Rather, the 
source code is used as input "data" to interpretation and/or binary translation 

routines. 

■ The loader then turns control over to the initiali=ation block, which allocates 

memory space for the code cache and other tables used during the emulation 

process. The initialization process also invokes the host OS to establish signal 

handlers for all the trap conditions that can occur (at least those for which signals 

are supported by the host OS). After initialization, the emulation process can 

begin, typically using a range of emulation techniques in a staged manner. 

■ The emulation engine uses interpretation and/or binary translation to emulate the 
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used as an emulation method, translated target code is held in a code cache. The 

code cache, which is written by the translator, is an executable code area while 

emulation is in progress. If emulation is performed via interpretation with a 

predecoded intermediate form, the predecoded instructions are stored in a similar 

cache structure. 

■ Because of the limited size of the code cache, the code cache manager is 
responsible for deciding which translations sh.ould be flushed out of the cache to 

make room for new translations as they are generated. 

■ A profile database contains dynamically collected program information that is 

used to guide optimization during the translation process. The uses of profile 

data, as well as optimization methods, are described in more detail in Cha:Bter 
1. 

Loader ~ Guest Memory Image 
h/ 

~ 

Initialization !:.mutation l:.ngine 

Code Cache 

' Translator 
Code Cache ' ' .,...._._.... 

~ 
: I Profile V Interpreter 

Manager 

. Data 
Initialize: \. ,I 

signals 
r 

OS Call Emulator 
Exception - Exception ] 
Emulation Side Tables 

y 1 
Host Operating System 

iF-.lii#f.j Implementation of a Process Virtual Machine. 

■ As emulation proceeds and the guest program perfonns a system call, the OS call 

emulator translates the OS call into an appropriate call (or calls) to the host OS 

and then handles any associated information returned as a result of the call. 

■ The runtime must also handle traps that may occur as a result of executing either 

an interpreter instruction or a translated instruction, and it must handle any 

interrupts that are directed at the guest process. The runtime does this with the 
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exception emulator. In some cases, the exception emulator takes over when an 

emulation-triggered trap causes an OS signal to be delivered to the runtime; in 

other cases, emulation routines discover an exception condition and jump to the 

exception emulator. An important aspect of runtime exception handling is 
generating the correct, precise guest state (including program counter, register 

values, and trap conditions) when an exception condition occurs. 

■ Side tables, i.e., data structures generated as part of the translation process, are 

used by the runtime as part of the overall emulation process. One important use 
of side tables is in implementing a precise exception model with respect to the 

source ISA. Other uses of side tables will be described as they are introduced. 

The design of all the major blocks will be described in more detail in 

the following sections; first, however, we define a framework for 

discussing and reasoning about compatibility in process VMs. 

3.2 Compatibility 

In any virtual machine implementation1 a critical issue is compati­

bility, that is, the accuracy with which a guest's behavior is emulated 

on the host platform, as compared with its behavior on its native 

platform. Ideally, the behavior should be identical, although, as will 

become apparent, there are many practical situations where com­

plete compatibility is not necessary for a process virtual machine to 

be useful. 

When we define compatibility, we include all types of behaviors, 

with one important exception: We exclude differences that are 

purely performance related. That is, compatibility is a matter of cor­

rect functioning, not how fast the function is performed. Although 

performance is not part of the definition of compatibility, it is cer­

tainly an important consideration when implementing many VMs. 

In fact, the level of compatibility achieved sometimes depends very 

much on the degree of performance degradation that one is willing 

to accept. 

In this section, we focus on VM compatibility in general and process-

13 1 
12/23/2024, 2:37 PM 



Chapter 3: Process Virtual Machines I Virtual Machines https:/ /learni ng.orei 11 y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

7 of79 

level (ABI) compatibility in particular. Because of the focus on 

process compatibility, most of our discussion and many of the exam­

ples are in terms of process compatibility and program emulation. 

3.2.1 Levels of Compatibility 

One could take a purist's view and argue that compatibility requires 

100% accuracy for all programs all of the time. For some system 

VMs, e.g., codesigned VMs, strict ISA compatibility is usually a re­

quirement. However, such a strict definition of compatibility would 

exclude many useful process virtual machine implementations. 

Consequently, we further refine the notion of compatibility to allow 

for qualified forms of compatibility. 

We refer to the strict form of compatibility as intrinsic compatibility. 

Another term sometimes applied to a VM with intrinsic compatibil­

ity is complete transparency (Bruening 2004). Satisfying intrinsic 

compatibility is based entirely on properties of the virtual machine. 

Intrinsic compatibility holds for all guest software and for all possi­

ble input data. This includes assembly language programs, written 

by a devious programmer with the intent of ''breaking" compatibil­

ity. When using an intrinsically compatible virtual machine, the 

user is assured that any software will behave the same way as on its 

native platform, with no further verification being required; that is, 

the verification is done at the time the VM is constructed. This is typ­

ically the standard used by hardware designers for ISA compatibil­

ity in microprocessors. However, it is a very strict requirement for a 

process VM; in many cases it is more strict than is really necessary 

or than can be achieved. 

Probably more useful for process VMs is what we call extrinsic com­

patibility. This form of compatibility relies not only on the VM imple­

mentation but also on externally provided assurances or certifica­

tion regarding properties of the guest software. Extrinsic compati­

bility may hold for some programs run on a virtual machine but not 
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for others. For example, all programs compiled with a certain com­

piler and that use a certain set of libraries may define a level of ex­

trinsic compatibility. Alternatively, a program may be compatible as 

long as it has limited resource requirements; e.g., its architected 

memory space requirements are less than the maximum that can be 

supported on a native platform. Or a software developer may take a 

particular program and, through debugging and other verification 

techniques, declare or certify that the program will give compatible 

behavior when run on a given process. VM. For example, the Digital 

FX!32 system was developed with the goal of providing transparent 

operation; however, Digital maintained a list of Windows applica­

tions that were certified to be compatible. With extrinsic compatibil­

ity comes the requirement of clearly stating the external properties 

that must hold in order for compatibility to be achieved, e.g., the 

compiler that should be used or the logical resources needed. 

3.2.2 A Compatibility Framework 

As a practical matter, proving that compatibility holds, whether in­

trinsic or extrinsic, is an extremely difficult problem. In systems as 

complex as virtual machines, compatibility is usually ensured via 

test suites along with the logical reasoning of people intimately fa­

miliar with the system at hand. Because compatibility is too difficult 

to prove in any rigorous way, we would at least like some frame­

work within which we can reason about compatibility and discuss 

compatibility issues. 

Rather than consider the system as a whole, including the guest soft­

ware, virtual machine software, operating system, and hardware 

platform, we first decompose the system and structure it in a way 

that is consistent with the way process VMs are usually constructed. 

Then we can reason about the parts. 

To build a framework for discussing compatibility, we consider the 
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on (1) the mapping of state (or "resources" that contain the state) be­

tween the guest and the host, and (2) the operations that transform 

the state in the guest and the host. An application program performs 

operations on state in two ways: by executing instructions belonging 

to the user ISA and through operating system calls (made either ex­

plicitly or via traps and interrupts). Consequently, we divide the 

state into user-managed state and OS-managed state. The user­

managed state is operated on by the user-level ISA and consists pri­

marily of architected main memory and registers. The OS-managed 

state includes the contents of disk files and other storage devices as 

well as the state associated with resources such as graphics displays 

and networks. 

State Mapping 

With regard to the user-managed state, we generally assume 

straightforward mappings between guest and host states. The re­

source holding the state does not necessarily have to be of the same 

type, however. For example, guest registers may be mapped to host 

main memory. The key point is that for a given resource holding 

guest state, e.g., specific register or memory location, the associated 

resource in the host is readily identified, and it can be easily deter­
mined whether the associated guest and host states are equivalent. 

The operating system-managed state is a little more difficult to deal 

with because it can be held in many forms, and operations on the 

state are often expressed in terms of OS abstractions; however, the 
state-mapping concept is the same. 

Operations 

As a program runs on a native platform, it executes user-level in­

structions, occasionally transferring control to the operating system 

(through system calls, traps, or interrupts). When the operating sys­

tem is finished servicing a call, trap, or interrupt, it transfers control 
\....,..,...1 ... +- +\...,... .. ,.,.. __ 1 ....... ,,.,..1 ,:_,..,._._,.,.,.+..::--,,, 'T"\...- ............. _ ,_ ..... ,..1 .:- .... +-.... .-+..:--,,, __ ,J 
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ify the user-managed state, and the operating system performs oper­

ations that modify the OS-managed state and/or the user-managed 

state. The points where control is transferred between the user code 

and the OS (i.e., traps and OS calls) are a key element of our compat­

ibility framework. 

Application Memory Image 

Emulation Engine 

traps OS ca/1s ~ 

Exception 
Emulator 

OS Gall 
Emulator 

Host Operating System 

Application Memory Image 

traps OS calls 

Native Operating System 

{fj:tijjjf• Correspondence Between Transfers of Control Between User Instructions and 
e Operating System in a Process Virtual Machine (left) and a Native Platform (right). 

In a process VM, there are sets of operations and control transfers 
that correspond with those on the native platform. The emulation 

engine uses interpretation and/or binary translation to emulate user 
instructions, and the OS and exception emulators perform the oper­

ating system functions. To do this, the runtime's emulation routines 
may or may not call the underlying host OS, depending on the oper­

ation being emulated. In any case, for each transfer of control be­

tween user code and the OS on a native platform, we identify a cor­

responding point where control is transferred in the virtual ma­

chine (flgyre 3.3). Establishing a one-to-one mapping between these 

control transfer points is a portion of the structure we impose on 

process VMs as part of our framework. In most implemented 

process VMs such a mapping can be established, so this requirement 
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is not practically limiting. Given this mapping, we can then focus on 

equivalence of mapped states at the points where control is trans­

ferred between user instructions and the OS (and vice versa). 

Sufficient Compatibility Conditions 

Given that corresponding control transfer points have been identi­

fied, we give the following conditions for compatibility. 

1. At the point of control transfer from emulating user instructions to the OS, the 

guest state is equivalent to the host state, under the given state mapping. An 

important consequence of this condition is that equivalent user-managed state 

does not have to be maintained at an instruction granularity; it must only be 

maintained at the granularity of OS control transfers. These are the only points 

where the state may be made visible to the "outside world." This allows for 

substantial flexibility in the way that instruction emulation can be done. In 

particular, translated target code can be reorganized and optimized substantially 

-as long as the user-managed state is the same when control is transferred to the 

OS or exception emulator. 

On the other hand, we make the conservative assumption that all the user­

managed state may be exposed to the outside world when the OS takes over, so 

at that point in time all guest and corresponding host states are required to be 

equivalent. For example, a system call that performs a file read or write may only 

modify a specific portion of the guest process.'s memory state, not all of it. Yet 

we require that all the state be equivalent. To make less conservative assumptions 

would require deep analysis of the underlying host OS to determine the portion 

of the user-managed state that may be read or written by each of the host OS 

system call or trap handlers. This may be straightforward in some cases, such as 

file I/O, but in others it may not be. To avoid analysis of the host OS, we make 

the conservative assumption that all the user-managed state may potentially be 

accessed and must therefore be equivalent at the time of control transfers. 

2. At the point of control transfer back to user instructions, the guest state (both 

user managed and OS managed) is equivalent to host state, under the given 

mapping. The combined runtime and host OS. actions, which eml.llate the guest's 

native OS actions, should produce system behavior, as well as modifications to 

the guest state (file contents, for example), that are equivalent to that for the 

guest's native platfom1. Here, an additional consideration is that for some OS 

behavior, e.g., driving a graphics terminal or a network interface, the ordering of 

operations must also be equivalent as well as the overall state changes observed 
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at the control transter pomt. 

Figure 3.4. based on the VM isomorphism of Figure 1.2. illustrates 

guest operation on its native platform and the corresponding opera­

tion on the host platform. On its native platform. the guest software 

transitions back and forth between user instructions and OS opera­

tions. At each of these transition points. a similar transition point in 

the host platform can be identified. At these points, the states 

mapped by V must be equivalent. 

Gue11 
user OS user 

e(S1) e(S1) e(S,,) •··· ► 

V(S,J V(S,J V(Sk} V(~} 

Hot t 

e'(S~} e'(S',J e'(S' ,,J 
emulallon runtime & host OS emulation 

@:1i1ijj■ Compatibility, illustrated in Terms of the Isomorphism Between Guest and 
Host States in a Process VM. At points where control is transferred between the OS and user 
instructions, the states must be equivalent. 

Discussion 

The compatibility framework just outlined assumes that process 

VMs are structured in a certain way. and the sufficient conditions 

for compatibility are stated relatively informally. However, the con­

ditions are formal enough for us to discuss compatibility issues in 

this and later chapters in a concise manner. It should also be evi­

dent that a process VM does not have to be structured the way we 

assume (along the general lines of flg:y!:e 3.2), and it does not have 

to satisfy the foregoing conditions to be compatible. Rather, we as­

sume a structure that is common to most realistic process VMs. and 

the sufficient conditions that we consider are reasonably good for 

compatibility, given the commonly used VM structure. The impor­

tant thing is that by having such a compatibility framework, one can 
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more easily identify compatibility issues when they arise and then 

evaluate their significance. 

As we have defined it, to achieve intrinsic compatibility the condi­

tions just stated must hold for all programs and data. In contrast, for 

extrinsic compatibility, conditions are imposed on a subset of guest 
software. These conditions may be described in terms of any of the 

features of the compatibility framework. We now give a number of 

examples. 

With respect to state mapping, the memory address space available 

to a guest program may be less than the maximum size on a native 

platform; consequently, a proper state mapping can only be pro­

vided for programs whose memory space requirements do not ex­

ceed a certain VM-imposed limit. Hence, extrinsic compatibility is 

achieved only for processes that do not exceed a certain size. 

With respect to mapping of control transfers, there may be situa­

tions where some control transfers to the OS are potentially elimi­
nated during binary translation. This can occur if certain potentially 

trapping instructions are removed during the target code­

optimization process (as we will see in Chapter 4). Here extrinsic 

compatibility can be achieved for those programs where the trap 

conditions are known not to occur (possibly depending on the input 

data). 

With respect to user-level instructions, there may be cases where 

guest floating-point arithmetic is not done exactly as on its native 

platform (see Section 2.8.3). For these VMs, extrinsic compatibility 

can only be achieved for programs where the floating-point accu­

racy is sufficient to satisfy the user's needs. 

With respect to OS operations, there may be cases where the host OS 

does not support exactly the same functions as the guest's native OS. 

The guest may avoid these OS features. as a way of achieving extrin-
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sic compatibility. 

Compatibility issues in process VMs receive an enlightening and 

thorough discussion in Breunig's thesis (Bruening 2004). In that 

work, some compatibility issues are refined further than we do 

here. For example, memory state equivalence of the heap and stack 
are considered separately. 

3.2.3 Implementation Dependences 

The division between architecture and implementation is central to 

the design of computer systems (Section 1.2). This division, as exem­

plified by the ISA, separates the functional features of a design from 

implementation features. Nevertheless, there are situations where 

implementation features do become visible in the architecture and 

cause functional differences. These often-subtle effects can some­

times make completely accurate emulation difficult at best. 

Probably the most common examples involve caches. One example 

such occurs in processors that have separate instruction and data 

caches, as is commonly done today. If the program writes into its 

own instruction space (i.e., self-modifying code), some processor im­

plementations do not automatically update the instruction cache 

contents (or flush the instruction cache, which would have the same 

effect). Rather, the old version of the modified instructions remains 

in the cache until it is replaced. This can lead to nondeterminism be­

cause the results of a program may then depend on external events 

such as context switches, which affect the instruction cache con­

tents. To avoid this problem it is up to the programmer (or compiler) 

to flush the instruction cache after self-modifying code is executed. 

This can be done either explicitly, via instructions provided for this 

purpose, or implicitly, through a carefully constructed code se­

quence that causes the modified cache locations to be replaced. The 

net effect, however, is that the instruction cache becomes visible to 

the architecture-its presence can affect the function of software. 
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This might seem like a small problem. In fact, during emulation, it is 

sometimes easiest to make self-modifying code execute the "logical" 

way, i.e., by always using the most recent version of code. This can 

be done, for example, by using the techniques to be described in 

Section 3.4.2. However, there have been cases where clever pro­

grammers use the interactions between instruction caches and self­

modifying code as a way of identifying exactly which processor im­

plementation is executing their software and then using this infor­

mation to select, at run time, a version of a procedure that is opti­

mal for the given implementation. What if code of this type finds a 

"nonexistent" hardware implementation, as might be caused by em­

ulation? 

An even more troublesome scenario can arise if real implementa­

tions of an ISA provide a stricter implementation than is required 

by the specification. Consider the instruction cache example again. 

An ISA specification may state that self-modifying code is only guar­

anteed to take effect if the cache is explicitly flushed by executing a 

certain instruction; otherwise, the results are undefined (there are 

real ISAs specified this way). However, it may be that all existing im­

plementations actually implement self-modifying code in the "logi­

cal" way, even when the instruction cache flush instruction is not 

executed. Consequently, there may be self-modifying code that does 

not flush the instruction cache properly yet still "works" on real im­

plementations. Now, a developer of a VM may depend on the in­

struction cache flush instruction to trigger the flushing of binary 

translated code residing in a code cache. This not only means that 

self-modifying code without the explicit instruction cache flush may 

behave differently on the virtual machine implementation, but it 

may cause some guest code to "break," from the perspective of the 

user. In fact, the VM implements the specification and is correct, 

strictly speaking, but this would be of small consolation to the user 

whose code no longer works. 
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There is often no good solution to implementation ''leaks" of the 

type just described, but it is a problem that a VM developer should 

be keenly aware of. Great care should be taken in reading the fine 

print of architecture specifications and hardware manuals that de­

scribe implementation dependences. Significant effort should be 

given to imagining complex scenarios where implementation de­

pendences can become observable and may even be exploited. The 

bottom line is that vigilance is probably the only answer to such im­

plementation dependences. 

3.3 State Mapping 

We are now ready to construct process VMs. We begin with the 

mapping of user-managed state, primarily state held in registers 

and memory. Then in later sections we discuss various aspects of 

emulation, i.e., the operations that transform the state. 

When we describe state mapping, we often do it in terms of re­

source mapping, because it is the resources (registers and memory) 

that actually contain the state. For example, ifwe say that a guest 

memory location maps to a host memory location, we are implying 

that the state held in the two memory locations is the same . .I:!ID!re 
3.5 illustrates a typical state mapping. In this example, the guest 

data and code map into the host's user address space and share the 

user address space with the runtime code and data. 
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Because a process VM views memory as a logical address space sup­

ported by the host machine, when we speak of memory in this con­

text, we are referring to a logical address space, not the imple­

mented real memory. This view is reflected in Figm:e 3.5. where re­

gions of the guest memory address space map onto regions of the 

host memory address space. 

The guest register state is mapped into host registers and/or is main­

tained in the runtime data region of memory. This latter mapping il­

lustrates an important point-that the guest state does not have to 

be maintained in the same type of resource as on a native platform. 

Similarly, in some situations it may be convenient to map guest 

memory onto file system storage rather than the host's main mem­

ory. However, the way that these state mappings are done has a sig­

nificant bearing on the emulation techniques used and on the re­

sulting performance that is achieved. 

3.3.1 Register Mapping 

Register space mapping is fairly straightforward and was discussed 

in Sections 2.5 and 2.8.1: we summarize here. If the number of 

guest ISA registers is less than the number of host ISA registers, it 

may be possible to map all guest registers into host registers for the 

duration of emulation. In addition, there is usually a register con­

text block maintained in memory by the runtime. The runtime loads 

and unloads register contents from/to this block as the emulator is 

entered and exited. That is, the runtime may use all or most of the 
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registers when it performs tasks other than emulation and then 

turns the registers over to the guest whenever emulation is in 

progress. 

If the number of registers in the guest and host are the same, or 

nearly so, it may be theoretically possible to map all host registers to 

guest registers, but this could pose a problem if the emulation 

process requires registers for its own use (as is the case with inter­

pretation) or if the runtime performs dynamic optimization of fre­

quently executed code. In some ISAs, loading and unloading regis­

ters from the context block can be a problem because in order to 

perform a store to the register context block, a register is needed to 

hold the address of the context block. If all the registers are used by 

the emulation process, then this additional register is simply not 

available. 

If the number of guest registers is larger than the number of host 

registers, then some of the guest registers must be mapped to a reg­

ister context block in the host's memory. The runtime, usually 

through the translator, is then responsible for managing the host 

register space by moving guest registers into and out of the host reg­

isters as emulation proceeds. 

3.3.2 Memory Address Space Mapping 

The guest and host instruction sets each have their specific memory 

architectures, and it is the job of the runtime emulation process to 

map the guest's address space to the host's address space and to 

maintain protection requirements. Specifically, when a guest pro­

gram performs a load, a store, or an instruction fetch, it is to some 

address A within the guest's address space defined by the guest ISA. 

However, after state mapping, the data or code at guest address A 

may actually be placed at some other address, A', within the host's 

address space, and the runtime emulation software must be able to 
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tion emulation, there is a range of possibilities for performing ad­

dress space mapping spanning different performance levels, deter­

mined by the relative amount of emulation performed by software 

compared to the amount performed directly on the host hardware. 

Runtime Software-Supported Translation Tables 

flgyre 3.6 illustrates the most flexible method for memory architec­

ture emulation. As with instruction interpretation, described in the 

previous chapter, the more flexible methods also tend to be more 

software intensive. Figm:e 3.6 shows a software translation table 

maintained by the runtime, similar to a conventional page table. 

The guest addresses do not have to be contiguously mapped in the 

host address space. The guest address :space can be divided into 

blocks, each of which, in practice, would be some whole multiple of 

the host page size. Then a guest address is translated to a host ad­

dress by performing a table lookup to find the offset within the host 

space where the guest block begins. 

Guest 
Application 

Address Space 

Host 
Application 

Address Space, 

Runtime 
Software 

§ik#IM Emulating Memory Address Architecture via a Software-Implemented 
A ess Translation Table. 

Initi al l y, r l holds source address 
r30 hol ds base address of translation table 

c:,...,; ,--,Q ,-1 1'-
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slwi r29, r29,2 
lwzx r29,r29,r30 
slwi r28,rl,16 
srwi r28 , r28,16 
s lwi r29,r29,16 
or r29 , r28,r29 
lwz r2 ,O(r29) 

,~•••• "- ,..., , , ~ 11 1. ..,, '-"'' , ,u,u,:;"'10.'--"1;;;: ~ u 

;convert to a byte addr@S$ in t~ble 
:l oad block location in host memory 
;shift left/right to zero out 
; source block number 
;shi ft up target block number 
;form address 
;do load @!ffl Code Sequence for Performing a Load Instruction with Software-Mapping 

Me o. 

Figyre 3.7 contains an example of code that emulates a load instruc­

tion using a software-implemented translation table. In this exam­

ple, it is assumed that the mapped memory blocks are each 64KB. 

The translation table itself is maintained as part of the runtime, and 

its base address is held in host register r30. To perform the load, the 

source address is shifted by 16 bits to get the 64KB block number. 

This number is converted to an offset added to the table base, and 

the sum is used to access the proper table entry. This entry contains 

a pointer to the address block in the host address space. The block 

address replaces the block address in the original guest address and 

can then be used for performing the requested load. Actually, the 

Power PC has two instructions designed for these types of opera­

tions: the rlwimi (rotate left word immediate then mask insert) and 

rlwinm (rotate left word immediate and with mask) instructions. 

We use a longer sequence here in order to make the overall opera­

tion clearer. 

The similarity to the address translation used in conventional vir­

tual address systems for converting virtual to real addresses should 

be apparent. Figure 3.8 depicts a method that extends this similar­

ity further. Here, the runtime opens a disk file for holding data be­

longing to any portions of the guest address space that are not resi­

dent in the host address space. Although similar to a conventional 

virtual memory, the guest virtual address space is actually mapped 

to a region of the host virtual address space rather than to real 

memory. The host virtual addresses space, in turn, is mapped to the 

host real memory by the underlying host system. 
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file 

Host 
Real 
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!ij!!iij:■ Mapping a Guest Address Space into a Region of the Host Space. The runtime 
so are manages the region of host address space in much the same wcry as the host OS 
manages its real memory. 

At any point in time, a given guest memory block may or may not be 

present in the host memory. Hence the translation table is enhanced 

with a "valid" bit to indicate whether or not the accessed guest block 

is present in the host address space. The runtime software accesses 

the translation table, not only to perform the address lookup but 

also to test the valid bit and branch to memory management soft­

ware in the runtime when an accessed block is not present. The run­

time memory manager then decides which block to replace, per­

forms the necessary disk I/0, modifies the translation table, and 

then returns to emulation. 

This step-by-step software-intensive mapping method is conceptu­

ally similar to the simple decode/dispatch interpretation for instruc­

tions. However, its use need not be restricted to interpretation; it 

can serve with any emulation scheme, including binary translation. 

The relative overhead of the scheme would be considerable in a bi­

nary translation environment but may be unavoidable if there is a 

semantic mismatch between the guest and host ABis. A prime exam­

ple is the case where the host application address space is not large 

enough to hold a typical guest application, e.g., if a 64-bit guest is be-
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ing emulated by a 32-bit host platform. The key point is that if all 

else fails, this software-intensive method can be used. 

Direct Translation Methods 

We next consider address space mapping methods that rely more on 

the underlying hardware and less on VM software. As such, they are 

somewhat analogous to the binary translation methods for instruc­

tion emulation. There are two direct translation methods, as illus­

trated in flgure 3.9, one being a special case of the other. 

Figure 3.9a shows a mapping where the guest address space has 

been displaced by a fixed offset but is still contiguous within the 

host space. In this case, the offset value can be held in a host register 

that is added to each guest address during emulation. In the exam­

ple shown in the figure, the runtime is placed at the beginning of 

the host address space, and the guest program is placed on top, each 

location in the guest address space offset by a fixed amount to deter­

mine its location in the guest address space. This fixed offset map­

ping is used in the emulation code given in Figure 2.16. 

Figure 3.9b shows the important special case where the fixed offset 

is 0, meaning that the guest addresses have the same locations in the 

host virtual address space. The runtime software now needs to be 

located in a region beyond the portion of the address space allo­

cated for the guest, as shown in the figure. This results in a very sim­

ple mapping of guest addresses to host addresses during emulation. 

In this case, source memory load and store instructions can often be 

translated one-to-one to target loads and stores, with no need for 

any additional address translation instructions. 

r Guest 
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ijh,lj§fj:j Direct Mapping of a Guest Address Space into the Host's Space. (a) When the 
guest addresses are offset by some constant in the host's space; (b) when the guest addresses 
are placed at the same locations within the host's space. 

Compatibility Issues 

Depending on the performance and compatibility level desired, the 

relative sizes of the guest and host address spaces have significant 

implications when selecting the memory mapping and translation 

method to use. An important consideration is that the runtime soft­

ware (both code and data) share the same address space with the 

guest application. 

If one wants intrinsic compatibility and a high-performance VM im­

plementation, then it is probably necessary for the host address 

space to be larger than the guest address space so that both the 

maximum-size guest process and the runtime software can fit into 

the host address space at the same time. Then a direct mapping 

method can be used, as in Figure 3.9b. This is often the case, as 

when the IA-32 ISA is emulated on a platform containing a 64-bit ISA 

(Baraz et al. 2003: Hookway and Herdeg 1997). 

If the host address space is not larger than the combination of the 

runtime and the maximum guest process, then either performance 

or intrinsic compatibility must be sacrificed. Using a software trans­

lation method as in flgm:e 3.8 will yield intrinsic compatibility at 

the cost of several target instructions per source load or store in­

struction. 

nn tho nthor h::inn tho momnru ::,,-.t11 ::illu neon hu::, crnoct ::innli,-.::,tinn 
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is not necessarily the maximum size permitted by the host ABI; in 

most cases, in fact, a guest application does not reach its maximum 

size. Furthermore, in many situations users compile programs using 

standard libraries (of unknown size to the typical user), and most 

user programs do not rely on a specific memory size or on specific 

memory addresses. In these situations a form of extrinsic compati­

bility is quite sufficient. In particular, compatibility is achieved as 

long as the virtual memory requirements of the guest do not exceed 

what is left over after the runtime is placed in memory. 

Furthermore, if the runtime is strategically placed with respect to 

the guest process, then efficient direct translation can be used. By 

strategic placement, we mean placement in a region that is not being 

used by the guest process. This might mean that the runtime is im­

plemented in position-independent manner so that it can operate 

correctly regardless of where it is placed in memory. This allows the 

runtime to place itself in a region of memory that does not conflict 

with the locations in use by the application. Depending on loader 

conventions, some applications may be placed in upper memory, 

others in lower memory, and still others in a number of noncontigu­

ous memory regions. In addition, the runtime can potentially be 

moved during the course of emulation as the application allocates 

or deletes blocks of memory. 

3.4 Memory Architecture Emulation 

Given an address space mapping and implementation method, there 

are several aspects of memory architecture that must be emulated 

in a process VM. Specifically, there are three important features of 

ABI memory architecture, i.e., memory as seen by a user applica­

tion, that must be taken into consideration: 

■ The overall structure of the address space, e.g., whether it is divided into 

segments or is a flat, linear address space. For most of our discussion, we assume 
a flat, linear address space because most current ABis use a linear address space 
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(although it may be further subdivided into a heap and stack, for example). 

Techniques for virtualizing segmented memory can be built upon these linear 

space techniques. 

■ The access privilege types that are supporled. Some ABis support read, write, 

execute (R, W, E) privileges, while others restrict their support to only Rand W. 

■ The protection/allocation granularity, i.e., the size of the smallest block of 

memory that is allocated by the operating system and the granularity at which 

protection privileges are maintained. In most systems the granularity of memory 

allocation is the same as that for protection, even though, strictly speaking, they 

need not be the same. 

Most common ABis define a specific size and range of addresses that 

are available to a user. Figyre 3.10 illustrates the address space de­

fined for the Win32 ABI. Two 64KB blocks (at the top and bottom of 

the 31 bit address space) are reserved by the system. All other loca­

tions in the 31-bit address space are available to a user process. The 

user may reserve blocks of memory for later use. A user may also 

commit a region of memory, which means that the user is given ac­

cess and that disk space is allocated for paging. A key point is that a 

user process is granted access to all addresses within the non­

reserved range. As pointed out earlier, this may have important im­

plications because the runtime must share the address space with a 

user process in a transparent way. 

Reserved by system 

Free 

Committed 

Reserved 

Committed 

Reserved 
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Committed 

i-------------<1 0001 0000 
Reserved by system 

---------- 0000 0000 
!Jl-U i#il ll! Win32 ABI Memory Architecture. The system reserves regions at the upper 
and lower en; of memory. The user can reserve a specific range of addresses and later com­
mit it to use or leave it free. 

3.4.1 Memory Protection 

An important aspect of memory architecture is memory protection. 

Most ISAs allow access restrictions to be placed on different regions 

of the memory space. These restrictions are usually specified as 

some combination of read, write, and execute (or none). 

If a software translation table is used Cflrue 3.6), then emulation of 

protection checking is straightforward. Protection information can 

be kept in the translation table, and checking can be completely em­

ulated as part of the translation process. This is essentially a soft­

ware version of the way it is done in a conventional virtual memory 

system. As pointed out earlier, this method is functionally correct 

but slow. 

With direct or offset addressing (I.igure 3.9), however, there is no 

software translation table for maintaining privilege information. 

Clearly, a software table can be added for the special purpose of pro­

tection checking, though this method suffers in efficiency. 

Depending on the support provided by the host OS, a more efficient 

method that relies on the underlying host hardware for protection 

checking can be implemented. This requires that the runtime has 
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some means ot c:trrectmg the host us to rmplement page protect:Ion 

matching the guest emulation requirements. The nature of the host 

support and its use in implementing efficient protection checking 

are described in the next subsection. 

Host-Supported Memory Protection 

Memory protection can be emulated by a host platform using two 

commonly found host OS features: 

1. A system call invoked by the application (via the runtime in this case) specifying 

a page and the access privileges (read, write, execute, none) for the page. 

2. A signal for a memory access fault that can be delivered to the runtime whenever 

a memory access violates the privilege specified for the containing page. 

Some host operating systems support these features directly. In 

Linux, for example, the mprotect() system call and the SIGSEGV sig­

nal provide these functions. The mprotect system call has argu­

ments that are (1) a virtual address aligned to a page boundary, (2) a 

size, and (3) a protection specification that is the bitwise OR of none, 

read, write, execute. The SIGSEGV signal is delivered if a page is ac­

cessed with the wrong privileges. 

In addition to the direct methods supported by the OS as described 

earlier, there are indirect ways of emulating protection features. For 

example, the mmap() Linux system call can be used for mapping a 

region of the address space for which the runtime wants access con­

trol. The region is mapped to a file that has the required access priv­

ileges, as shown in Figure 3.11. If the application software attempts 

a disallowed access, a SIGSEGV signal is delivered (Bovet and Cesati 

2001). 

Virtual Machine's 
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references cause 

V page faults 
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1 writes cause 
protection faults 

.____, 

Read-Only Mappings 

iF:1gkf•f! Mapping a Portion of the Guest Virtual Address Space to a File. The mapping 
can e contro ed via mapping, unmapping, and read-only mappings. 

In the absence of any of these convenient ways to provide the run­

time with the ability to control access to the guest software through 
host-implemented features, the runtime can always fall back to the 

less efficient software mapping method of accessing memory. 

Page Size Issues 

We now consider the case where the host and guest pages are of dif­

ferent sizes; obviously, this difference must be considered when al­

locating and protecting memory. As far as assigning specific access 

privileges to the guest pages, the method described in the preceding 

section is fairly simple when the guest page size is a multiple of the 

host page size. In this case all the host pages that correspond to the 

single guest page are given the same protections. However, when 

the guest page size is smaller than that of the host, two or more dif­

ferent guest pages may be included in the same host page. This 

causes a problem if the protections are different for guest pages that 

share the same host page. Figure 3.12 illustrates a case where a 

guest code page and data page share the same host page. The guest 

pages should have different access privileges, but in the host system 

they must be given the same protections. As always, the software­

based mapping method can be used to solve this problem, but with 

significant overhead. 

Guest Page 
(Data) 

Guest Page 
(Code) 

======> .. h .. Host Page • -- --
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ijh,ljQjjtM Guest Page Smaller Than Host Page. If the guest page size is smaller than the 
host page size, then some host pages mcy be divided between code and data. This causes diffi­
culties when emulating memory protection. 

Aligning the code and data regions on host page boundaries would 

seem to fix the problem, but this essentially relocates regions of the 

guest address space, and the ISA emulation software must correct 

for this realignment by adding constant offsets to guest addresses 

within relocated regions. This may not only affect the efficiency of 

emulation but may also reduce the portability of emulation code by 

adding a host platform dependency. 

An alternative is to maintain protection checking through the host 

platform as described earlier, but to take a conservative approach, 

giving the entire host page the lesser privilege of the different guest 

pages that share it. The runtime must then handle any "extra" traps 

generated either through signal handler software or by reverting to 

software mapping (and privilege checking). 

Another issue with matching guest and host memory architectures 

is that the types of protections defined in the two ISAs may not 

match. If the host supports a superset of guest protections, the guest 

can be granted the correct protections. However, if the host sup­

ports only a proper subset of the guest protections, then the VM soft­

ware must use conservative protection assignments or rely on soft­

ware checks, as described earlier. 

An important case is where the host supports only RW privileges 

while the guest uses RWE. This is the most common case of a mis­

match that occurs in practice. With emulation via interpretation, the 

interpreter code can easily check execute protection as part of its 

normal operation with relatively little slowdown, i.e., through a soft­

ware translation table. With binary translation, execute protection 

for the guest code has to be checked only at the time the runtime 

reads the guest code and performs translation. Tn addition, the run-
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time must be able to detect the situations where the application 

changes the protection, but this can be done easily as part of the OS 

call translation process (Section 3.7). When this occurs, any affected 

translated code must be discarded. 

3.4.2 Self-Referencing and Self-Modifying Code 

Occasionally, an application program either refers to itself (i.e., it 

reads from its code region) or attempts to modify itself by writing 

into the code region. This poses potential problems when binary 

translation is used, because the code a,ctually executing is translated 

code, not the original source code. If the original source code would 

have read or written itself, then the translated version must pro­

duce exactly the same results. Such instances of self-referencing and 

self-modifying code must be accurately emulated by the runtime. 

Basic Method 

The basis for the solution is the same for both problems. In particu­

lar, an accurate memory image of the guest program code is main­

tained at all times. All load and store addresses in the translated ver­

sion are mapped into the source memory region, regardless of 

whether code or data is being addressed. Consequently, the self­

referencing case (Figm:e 3.13a) is automatically implemented cor­

rectly. 

For self-modifying code (flgure 3.13b), the original source code re­

gion is write-protected by the runtime. That is, the page-level write 

access privilege is turned off for all pages containing translated 

source code. This can be done via a system call made by the runtime 

(e.g., via Linux mprotectO). Consequently, any attempt to write a 

page containing translated code results in a protection trap and the 

delivery of a signal to the runtime. At that point, the runtime can 

flush either the entire code cache or just the translations corre­

sponding to the modified page (by using a side table that keeps track 
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of the page(s) from which translated code blocks originated). Then 

the runtime should temporarily enable writes to the code region, 

enter interpretation mode, and interpret forward, at least until it 

gets through the code block that triggered the fault. This interpreta­

tion step guarantees forward progress when a translated code block 

modifies itself. Then the runtime can reenable write-protection and 

proceed with normal operation, which will eventually result in re­
translation of code in the modified page. 

Pseudo-Self-Modifying Code 

The method just described is a high-overhead way of dealing with 

selfmodifying code, but in most situations it does not hurt perfor­
mance significantly because in many programs self-modifying code 

tends to be rather uncommon (or nonexistent). Nevertheless, there 

are certain programs or types of programs where self-modifying 

code or pseudo-self-modifying code does occur frequently enough to 

cause a large performance loss. Pseudo-self-modifying code describes 

the situation where writeable data areas are intermixed with code. 

That is, a write into a "code" page does not literally modify code, but 

will trigger a write-protection fault. This code sometimes appears in 

assembly language routines, such as device drivers, some 

performance-critical game kernels, and embedded code. 
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Mj•ikif ii Self-Referencing and Self-Modifying Code. Keeping a copy of the original 
co e can e used for solving the problem of (a) self-referencing code and (b) self-modifying 
code. 
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To deal with frequently occurring pseudo-self-modifying code, one 

approach is to check dynamically whether the source binary code 

has been modified before the corresponding translated target code 

is executed (Dehnert et al. 2003). That is, if write-protection faults 

to the same code region repeatedly occur, the runtime can retrans­

late the code in the page being written to and, for each translation 

block, save the original source code in a side table (see Figure 3.14). 

Then as a prolog to each of the translation blocks, the translator in­

serts check code that compares the current version of the source 

code with the original side table version of the source code. Write­

protection for the page in question can then be turned off. As long 

as the prolog check code finds the source code unchanged (and it 

will in the case of pseudo-self-modifying code), then execution of the 

translated code can proceed. This method results in slowdowns (by 

at least a factor of 2, because the code comparison is time consum­

ing), but it is still much faster than repeated protection faults, inter­

pretations, and retranslations. 

A potentially faster alternative is to make the prolog code a separate 

code block that can be linked and unlinked from its corresponding 

translation block (Dehnert et al. 2003). Immediately after a write­

protect fault, the runtime links in the prolog code, and write­

protection for the modified page is turned off. The check code is exe­

cuted the next time the potentially modified code is entered, and, if 

the source is found to be unmodified, the prolog can be unlinked 
and write-protection reenabled. With this method, the check is per­

formed only the first time that potentially modified code is executed 

following a write-protect fault. However, there is problem in mak­

ing forward progress when the code that performs the write is in 

the same page that is being modified. That is, the code repeatedly 

traps, disables write-protection, later finds that the source code re­

gion is unmodified, reenables write-protection, and then modifies 

the source code region, resulting in another trap. The probability 
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that this will happen can be reduced if source code can be write­

protected at finer granularity than a page, as described in the next 

subsection. In any case, the slower method given in the foregoing 

paragraph can always be used as a fall-back. 

Fine-Grain Write-Protection 

The basic write-protect method, as we have been considering it thus 

far, protects the source code region at a page granularity; if there is 

a write into the page, all the translations formed from instructions 

in that source code page are flushed from the code cache. An im­

provement on this approach uses software to keep track of source 

code blocks at a finer granularity (Dehnert et al. 2003). For each 

page that contains translated source instructions, the runtime can 

maintain a finer-granularity protection table, containing a write­

protect bit mask per page. Each bit in a page's mask corresponds to 

a small region of the page, e.g., 128 bytes. Then as code is translated, 

the translator sets bits in the mask as it translates source instruc­

tions. If a particular page contains a combination of code and data, 

then any data-only regions (at the 128-byte granularity) will not 

have their fine-grain write-protect bits set. When a write into a 

source code page results in a trap to the runtime, the runtime can 

retrieve the fine-grain write-protect mask for the given page and 

compare the faulting address with the bits in the bit mask. If, for ex­

ample, the faulting write was to a data-only region, then the write­

protect bit for that region will not be set, and translated instructions 

do not have to be flushed. The finer-granularity bit mask can also be 

used to reduce the flushed translations when a fine-grain code re­

gion is written to (through the use of side tables that track the trans­

lation blocks corresponding to instructions in each of the fine-grain 

regions). 

True Self-Modifying Code 

For cases where true self-modifying code frequently occurs, an ap-
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proach for avoiding write-protect faults for the binary translator is 

to remove the self-modifying code via idiom recognition. That is, the 

translator code recognizes the common scenarios where self­

modifying code occurs and invokes special translations. For exam­

ple, self-modifying code may be used for writing the immediate field 

of an instruction contained in an inner loop and then executing the 

loop. This is illustrated in flgure 3.15a, where the immediate field 

of an IA-32 add immediate instruction is frequently modified. This 

case can be handled by converting it into equivalent data region 

read/write operations. In Figure 3.15b, the add immediate instruc­

tion is translated to a load that retrieves the immediate field from 

the source code (which is a data region from the perspective of the 

translated code) followed by an add instruction that uses the regis­

ter value rather than an immediate. 

In other situations, a given region of source code may be modified 

in only a small number of different ways. This occurs in some 

device-independent drivers, where the driver itself writes an 

implementation-dependent piece of code and then executes it. In 

these situations, the runtime can save the various source code ver­

sions along with the corresponding translated code. Then when 

code modification is detected, the runtime can compare the modi­

fied source code against the saved source code versions. If it finds a 

match, the corresponding saved translation can be retrieved and 

used. This method still incurs significant overhead, but at least it 

avoids repeated retranslations. 

label: add %eax, Oxl23456 

lwz r29, label+l(r2) 
add r4,r4,r29 

;add immediue 

(a) 

;r2 points to the IA32 memory image 
;r4 contains %eax 

(b} 

!i":1•ikil~·Translating an Instruction Containing a Frequently Modified Immediate 
Field. (a) An IA-32 add immediate instruction; (b) a PowerPC translation, where the immedi­
ate value is loaded from the original source code memory image. 
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Protecting Runtime Memory 

Because the runtime software (including both its code and data) 

shares an address space with guest application software, the run­

time must be protected from the guest application. For example, if 

an emulated program should, through a bug or by intent, attempt to 

access a region in the address space where the runtime resides, then 

this should be reported as a memory fault with respect to the emu­

lated application. To maintain compatibility and give correct results, 

the guest program should not be allowed to read from or write into 

the runtime's memory area and continue on its way. 

If a software translation table with protection checking is imple­

mented (flgure 3.6), then such an access violation can easily be de­

tected as part of the translation process. The runtime maintains ac­

cess privileges in the memory map, so the runtime itself is pro­

tected. Although effective, this method would be quite slow. 

A higher-performance solution is used in the Omniware VM (Lucco. 

Shru:n, and Wahbe 1995; Wahbe et al. 1993). In this system, under­

lying host hardware is used for address translation (as in Figgre 
3.9), but protection checking is done in software. To streamline soft­

ware protection checking, guest data and code are divided into 

power-of-2-sized segments. By relying on such segments, checking 

can be done fairly efficiently via a single shift (to extract the seg­

ment address bits) and a comparison. If only one data segment is ac­

tive at any given time, then the address bits of the currently accessi­

ble segment can be held in a host register, making the comparison 

process even faster. Furthermore, by analyzing program control 

flow, optimizations similar to the ones used in HLL VMs for reduc­

ing null pointer and array range checks (Section 6.6.2) can be ap­

plied. This reduces the overhead even more, resulting in a reported 

total overhead of about 10% (sometimes less). Although this tech­

nique protects the runtime from out-of-bounds accesses made by 

the guest, forcing power-of-2 segments may compromise intrinsic 
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compatibility by putting restrictions on the memory address space 

that are not present on a native platform. 

A method that uses underlying hardware for both address transla­

tion and protection checking is found in the Dynamo system (Bala, 

Duesterwald, and Baner:jia 2000). With this method, the runtime is 

responsible for calling appropriate host OS routines to set the mem­

ory protections. Execution is divided into two modes. In emulation 

mode translated guest code is executing; at all other times, including 

when the binary translator is generating code, the VM is in runtime 

mode. It is only when the VM is in emulation mode that the runtime 

code and data must be protected from the translated code. 

Consequently, the memory protections should be different when in 

emulation mode and runtime mode. 

Runtime mode Emulation mode 

N N 

Runtime Runtime 
Data R/W N Data 

Runtime 
Code Ex N 

Runtime 
Code 

Code Cache R/W Ex Code Cache 
... .. - ... 

¢==> N N ----

Guest Data R/W R/W Guest Data 

Guest Code R A Guest Code 

: , Memory Protection Settings Using Cached Translated Code. The protections 
or runtime mode are on the left and for emulation mode they are shown on the right. 

Figure 3.16 illustrates memory protections during the time spent in 

runtime mode and during emulation mode. In runtime mode, the 

runtime code is executable; the runtime data structures are all ac­

cessible with read and/or write permissions. The code cache is read/ 
... -.:.,... .... 1....1 .... 1.-.. .......................... :+ -··-· 1.-.. .......... .,.. ..... ,,,.. ............. ..J --..J --...l.::.&':.-....l ..J,.._,: __ •1...-
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translation process. In emulation mode, all the runtime data struc­

tures become inaccessible and the code cache is execute-only; the 

only data that can be accessed is in the guest's memory image. 

To change the protections based on the mode, the runtime uses a 

system call, e.g., Linux mprotect(), to change the privilege of the run­

time data and code to no-access and the code cache to execute-only, 

just prior to switching from runtime mode to emulation mode. 

When control is returned to the runtime, it can reestablish read/ 

write privileges. This leaves the problem of the emulation software 

attempting to jump or branch into the runtime region. This is 

checked as part of the interpretation and/or binary translation 

process. During interpretation, branch and jump destinations can 

be explicitly checked by the interpreter. For translated code, all 

branches and jumps within a translated code block are to direct ad­

dresses within the block itself. All indirect jumps or branches that 

may leave a translated code block are done through either the map 

table or link pointers in the translation block. Both of these are writ­

ten by the runtime, and it can check the addresses at the time they 

are written. 

This method is effective, but it suffers from a relatively high over­

head whenever there is a mode switch. However, if code caching is 

effective (and it usually is), this overhead is rarely suffered after the 

guest's instruction working set has been translated. 

If guest registers are mapped into the host memory space, another 

protection problem remains, however. Ordinarily, registers are nat­

urally protected from memory load and store instructions because 

they are in their own separate, small address space and can only be 

accessed directly via register designators. If the guest register con­

text block is mapped into the host memory space, however, a rogue 

load or store in translated guest code can conceivably access the 

memory-mapped registers. If this were to happen, behavior would 
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differ from the native guest program, and results would likely be 

corrupted. A memory-mapped register region is not shown in 

Figure 3.16, but it would be a read/write area that exists outside the 

guest's normal memory image. 

Mapping guest registers to memory is often hard to avoid. It is prac­

tically mandatory if the number of source registers is more than the 

number of target registers. It is also an important feature of same­

ISA optimization (Section 4.7), where some optimizations may in­

crease register "pressure," leading to spills of register contents to 

memory. 

This is a place where it is important to distinguish between intrinsic 

and extrinsic compatibility. For intrinsic compatibility, there must 

be some way to protect the memory-mapped registers no matter 

what guest software tries to do, and a solution is to rely on software 

protection checking of loads and stores (as discussed earlier in this 

section). For extrinsic compatibility, a solution is to certify that a 

given program has no bugs that cause loads or stores to make ac­

cesses outside declared program data structures. One would ordi­

narily hope that programs satisfy this property, but nevertheless its 

requirement for correct operation means that intrinsic compatibil­

ity is not achieved. 

3.5 Instruction Emulation 

Emulation is at the heart of a process-level VM, and the emulation 

engine can have a relatively sophisticated architecture of its own. 

Instruction emulation was the topic of Chanter 2. Both interpreta­

tion and binary translation were discussed at length. In this section, 

we discuss the integration of instruction emulation into an overall 

VM. We focus on high-performance emulation engines; lower­

performance versions are relatively straightforward subsets. 
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For optimal performance, the emulation engine typically combines 

multiple emulation methods, for example, interpretation and binary 

translation. After initialization, the emulation engine begins inter­

preting the source binary and may later switch over to translation 

or even to optimized translation. The next section describes the im­

portant performance tradeoff involved, and the subsequent section 

describes the overall structure of a high-performance emulation en­

gine. 

3.5.1 Performance Tradeoff 

To understand the basic framework that is typically used for high­

performance emulation, it is important first to consider a key per­

formance tradeoff among the emulation methods. This tradeoff was 

suggested at the end of the last chapter and involves start-up time 

versus steady-state performance for a specific emulation technique 

(e.g., translation or interpretation). 

The start-up time is a one-time cost for converting code in one form 

to code in a different form prior to emulation. Examples include 

converting an original binary into an intermediate interpreted 

form, and full binary translation to the target ISA. In same-ISA dy­

namic optimizers the conversion may consist of code optimization 

without converting to a different ISA, but there is a start-up time 

cost for doing so. On the other hand, simple decode/dispatch inter­

pretation requires no initial conversion and therefore effectively 

has a zero start-up time. 

Steady-state performance can best be expressed as the average rate 

at which instructions are emulated, e.g., the time required per emu­

lated instruction, whether emulation is being done via interpreta­

tion or via translation. 

The overall time for emulating an instruction N times is expressed 

as S + NT, where Sis the one-time start-up overhead for the given in-
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stru.ction and Tis the time required per emulation in steady state. 

The critical performance tradeoff is illustrated with an example 

shown in Figure 3.17. The start-up time for binary translation is 

1000 cycles and Tis two cycles per instruction. For interpretation, 

start-up time is zero cycles and Tis 20 cycles per interpreted in­

struction. The total emulation time for binary translation starts at 

1000 and slopes upward very slowly. On the other hand, interpreta­

tion time is initially much lower than translation and climbs 

steadily, until it eventually surpasses translation time. That is, there 

is a performance crossover point. If N is small, then interpretation 

requires fewer cycles. If N is large, then binary translation is better 

overall. In the example, the trade off point occurs when N is approxi­

mately 55; that is, if N is less than 55, interpretation gives better 
overall performance; if N is larger than 55, then it is worthwhile to 

perform binary translation. 
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3.5.2 Staged Emulation 
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Based on the performance tradeoff just described, a typical high­

performance emulation framework implements multiple emulation 
methods and applies them in stages (Hansen 1974; Holzle and 

Ungar 1996). Figure 3.18 illustrates a staged emulation framework 
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containing both an interpreter and a binary translator. These are 

controlled by the runtime's emulation manager. 

When a specific program is to be emulated, it is difficult to predict 

in advance how many times instructions in the program will be em­

ulated, so it is difficult to know which emulation method will be op­

timal. Consequently, the process begins by emulating code blocks 

with a low start-up overhead method, such as interpretation, as 

shown in Figure 3.18. As interpretation proceeds, profile data is col­

lected. (Profiling will be described in greater detail in Chagter 4.) 

Among other things, this data indicates the number of times a par­

ticular instruction or block of instructions has been emulated. After 

this number reaches some threshold level (e.g., SO times), the emula­

tion manager essentially predicts that this block of instructions is 

likely to be emulated frequently in the future, and it invokes the bi­

nary translator to perform a full binary translation. Thereafter, the 

block of code is emulated via the translated code. One can take the 

earlier scenario even further. If a translated block is used very fre­

quently, then it may be selected for additional optimizations, which 

may be more time consuming upfront, but where the higher steady­

state performance more than pays for the additional optimization 

time. 

Profile Data 

Interpreter - - •• 

Binary Memory Image 

Translator/ 
Optimizer 

Code Cache -----< Emulation 
i--- -- Manager 

Li"1•ikiif:j An Emulation Framework That Switches Between Interpretation and Binary 
Translation, Depending on the Performance Tradeoff. Solid lines show data transfers; 
dashed lines show the flow of control within the emulation engine. 
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Figure 3.19 shows the emulation process in more detail. The inter­

preter is used until a branch or jump is reached, and at that point 

the source-to-target PC map table is accessed (see Figure 2.28). If the 

PC hits in the table, then the next code block has been translated, 

and control is transferred to the code cache. Consequently, execu­

tion remains in the code cache, possibly following many linked 

translated blocks until a block without a forward link is reached. At 

that point control is transferred back out to the emulation engine. 

When a PC misses in the map table, the profile database is checked 

to see if the next dynamic basic block is "hot," i.e., whether it has 

been executed a number of times more than the preset threshold. If 

not, the profile data is updated and control passes back to the inter­

preter. Otherwise, the next dynamic block is translated and placed 

into the code cache. If the cache is full, the cache manager is in­

voked to free up space. Before a newly translated block is placed 

into the cache, the map table is updated, and links with existing 

blocks in the code cache are established (see Section 2.6.3). 

If either the interpreter or the translated code reaches a system call 

instruction, control is transferred back to runtime and the OS emu­

lator may be invoked. When control eventually returns to the emu­

lation engine, it does a PC map table lookup and proceeds with emu­

lation. If the translated code generates an exception condition, a 

host OS signal is delivered to the runtime and control is transferred 

to the exception emulator. Similarly, if the interpreter encounters 

an exception condition, control is transferred to the exception emu­

lator. 

Return from exception emulator 

R6rum from OS emulator 
Increment profile 
data for target 

Start-up block 

! 1 no 

Interpret until Lookup target miss Check profile 
- database-

branch or jump in map table Is block hot? 

Trap condition I I OSca// l hit f ! yes 
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The staged emulation strategy just described begins with interpreta­

tion and moves to binary translation of basic blocks, as described in 

the previous chapter. A common additional optimization is to com­

bine basic blocks into larger units for translation and optimization. 

A frequently used translation unit of this type is the superb lock, a 

block of code with a single entry point but possibly several exit 

points. Superblocks and superblock optimization are discussed in 

Section 4.3. The techniques discussed in this chapter work with ba­

sic blocks as well as with larger translation units, such as su­

perblocks. The three levels of emulation-interpretation, binary 

translation of basic blocks, and binary translation with optimization 

(on superblocks)- allow a number of staged interpretation strate­

gies. For example, here are two commonly used strategies. 

■ Interpret with simple profiling. Then when a threshold is reached, generate and 

optimize superblocks that are held in the code cache. This method is used in the 

FX!32 system (Hookway and Herdeg 1997), the Aries System (Zheng 
and Thompson 2000) and the HP Dynamo same-ISA optimizer (Bala,_ 
Duesterwald, and Banerjia 2000). 

■ Skip the interpretation stage and immediately perform simple binary translation 

on dynamic basic blocks; the translation includes code for gathering profiling 

data on the basic blocks. As translated basic blocks become hot, form 

superblocks and optimize the superblocks. This method is used in the Sun Wabi 

system (Hohensee, My:szewski, and Reese 1996). the IA-32-EL system 

(Baraz et al. 2003), and the Mojo same-lSA optimizer (W.-K. Chen et al. 
2000). 

3.6 Excention Emulation 
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- - - --- - - .1.- - - - - - -- - - - -- -- -- - - -

Exception conditions can occur at virtually any time during instruc­

tion execution, often unpredictably. The correct handling of excep­

tions poses some of the more difficult challenges for compatible em­

ulation. We use the term exception to denote any trap or interrupt. A 

trap is the direct result of program execution and is produced by a 

specific instruction. An interrupt is an external event, for example, 

caused by the I/0 system, and is not associated with a particular in­

struction. 

We use the conventional definition of exception preciseness-Le., an 

exception is precise if (1) all instructions prior to the faulting in­

struction have been executed, (2) none of the instructions following 

the faulting instruction have been executed, and (3) without loss of 

generality, the faulting instruction has not been executed. (If the ISA 

semantics say that it should be executed, then this adjustment can 

easily be made.) We assume that all exceptions in both the source 

and target ISAs are defined to be precise. In the case of an external 

interrupt, we define preciseness with respect to some instruction 

being executed at approximately the same time as when the inter­

rupt occurs. 

For a process VM implementation, we further divide exceptions into 

the following two additional categories. 

ABI visible-These are exceptions that are visible at the ABI level. 

They include all exceptions that are returned to the application via 

an OS signal; i.e., they are a function of the source operating system 

as well as of the user-level ISA. For example, if the guest OS allows a 

signal for a memory protection fault, then the trap becomes ABI vis­

ible. This category also includes those exceptions that cause the ap­

plication to terminate (as defined by the guest OS) because at the 

point of termination a precise application state may be required. 
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ABI invisible-There is no signal and the application does not termi­

nate when the exception occurs because the AB! is essentially un­

aware of its existence. An example of an invisible exception is a 

timer interrupt that the OS uses for scheduling. Depending on the 

signals supported by the host OS, page faults may also fall in the cat­

egory of ABI-invisible exceptions. 

3.6.1 Exception Detection 

Traps, caused as a by-product of instruction execution, are the more 

difficult type of exception to deal with, and we discuss them first. 

During instruction emulation, traps can be detected in one of two 

ways. First, a trap condition can be explicitly checked as part of an 

instruction's interpretation routine. For example, overflow caused 

by an add instruction can be detected by explicitly comparing the 

input operands and the final sum. We refer to this as interpretive 

trap detection. If the interpreter routine finds a trap condition, it 

jumps to a runtime trap handler. Second, a trap condition can be de­

tected by host platform hardware when an instruction in the emula­

tion code is executed. That is, a target instruction traps because the 

corresponding source instruction being emulated would also have 

trapped. If there is a signal supported by the host OS that matches 

the trap condition, then the signal can be delivered to the runtime 

trap handler. Clearly, ignoring efficiency issues, the first method, 

checking via interpretation, can always be done. On the other hand, 

the more efficient second method is dependent on the semantic 

match between source and target ISAs, details of the emulation 

process, and support from the host OS. 

In order for the host platform to support detection of exceptions as 

a by-product of emulation, a key element is the host OS signal mech­

anism. To implement this method, the runtime should register all 

exceptions for which the host OS supports signals at the time the 

runtime is initialized. However, as emulation proceeds, if the guest 

application happens to register a signal by performing a system call, 
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the runtime OS emulation code intercepts the system call and 

records it as a "guest-registered" signal in a table. 

During emulation, when an exception occurs that causes a trap to 

the host OS, the host OS delivers the appropriate signal to the run­

time. At that time, the runtime checks the guest's signal table to see 

if the guest had registered the signal. If so, the runtime adjusts the 

guest state so that it appears that the guest's OS is signaling, and it 

transfers code to the guest's signal-handling code. Otherwise, the 

runtime handles the trap condition indicated by the signal. 

There are three cases to be considered, depending on the nature of 

the trapping condition. 

I. The trapping condition is also ABI visible on the host platform. In this case, the 

runtime signal handler will be invoked, and it can take the proper action as just 

described. 

2. The trapping condition is not ABI visible in the host platform. In this case, the 

earlier approach will not work and explicit checks for the trapping condition will 

have to be placed in the emulation code along with a jump to the runtime if the 

trap condition holds; i.e., interpretive trap detection must be used. 

3. A trapping condition is visible in the host ABI but not in the guest ABI. In this 

case, there may be extraneous traps. Here, the runtime trap handler will have to 

determine whether the trap condition would have been visible to the source 

instrnction. 

In some cases, multiple guest trap types may map to one host trap 

type. For example, the host may have a single exception condition 

that covers both integer and floating-point overflow, whereas the 
guest may have separate exceptions for the two types of overflow. In 

this case, the runtime must inspect the trapping instruction to deter­

mine the exception to be reported to the guest. 

3.6.2 Interrupt Handling 

Some interrupts may be ABI visible; that is, the application may reg­

ister a signal handler for certain interrupt conditions. When inter-
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rupts occur, they do not necessarily have to be handled immediately 

because they are not associated with any particular instruction. In 

general, there is an acceptable response latency during which the 

emulated application may be put into a precise state before control 

is transferred to the interrupt handler. Typically, at least several 

tens or hundreds of instructions can be emulated within the accept­

able response latency. 

Because the runtime has registered all signals, if an interrupt does 

occur, the signal will first be delivered to the runtime. If interpreta­

tion is being performed, the current interpretation routine can be 

completed before the runtime passes control to the guest interrupt 

handler. A realistic interrupt response latency is usually long 

enough to accommodate the completion of an interpreter routine. 

If binary translation is being used for emulation, however, the situa­

tion is more complicated. When an interrupt occurs and a signal is 

delivered to the runtime, execution within a block of translated 

code may not be at an interruptible point. Generally, when code is 

translated, side tables are maintained so that if a source instruction 

traps, it is possible for the runtime to provide a correct precise state 

for the trapping instruction (these mechanisms are described later). 

This is not the case with interrupts, because essentially every in­

struction is interruptible and the constraints for precise state recov­

ery at arbitrary points in the translated code would be too restric­

tive. 

A further complication of binary translation is that when the run­

time passes control to chained translation blocks, it may be an arbi­

trarily long time before control gets passed back to the runtime. If, 

for example, execution is within a loop of several translation blocks 

chained together, a very long time may elapse before the loop is ex­

ited. This means that special steps may have to be taken to provide 

an acceptable interrupt response time. To summarize the problem, 

when an interrupt signal is delivered to the runtime, the translated 
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code may not be in an interruptible state. Yet if the runtime passes 

control back to the translated code and "waits" until the code re­

turns to the runtime (at which time it is in an interruptible state), 

the runtime may not reassume control within a required interrupt 

response time window. 

To solve the interrupt response problem, the following steps can be 

followed. (1) When the interrupt occurs, a signal is sent to the run­

time and control is transferred from the currently executing trans­

lated code block to the runtime. (2) After receiving the signal, the 

runtime eliminates the possibility of a chained loop within the 

translated code blocks by locating the currently executing translated 

block and unlinking it from subsequent translation blocks, e.g., by 

overwriting the link at the end of the current translated code block 

so that it jumps back to the runtime when it is finished. (3) The run­

time returns control to the translated code at the point where the in­

terrupt signal was received. (4) The current translation block fin­

ishes and then jumps back to the runtime. (5) The runtime handles 

the interrupt. Note that this method assumes translation blocks 

have two properties: (a) There are no loops internal to a single 

translation block; (b) at the end of each translation block, the target 

code is at a precise interruptible state. Both of these assumptions 

are typically provided in binary translation systems, and neither un­

duly burdens the translator or inhibits performance. 

3.6.3 Determining Precise Guest State 

After an exception condition has been discovered, the runtime must 

be able to provide the proper precise state for the emulated guest 

process. If interpretation is being used, this is fairly straightforward; 

but if binary translation is used, the process of determining the pre­

cise state may be much more complex, especially if the translated 

binary instructions have been reordered or otherwise optimized. 

The following subsections discuss precise state restoration during 
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brought about by code reordering and optimization are discussed in 

the next chapter. 

Interpretation 

With interpretation, instructions are typically emulated one at a 

time in the original program sequence. Consequently, the source PC 

is updated as interpretation proceeds. Furthermore, the correct 

source state (both memory and registers) is updated at each instruc­

tion boundary. For example, consider the Add interpreter code 

given earlier in Figgre 2.4 repeated here in flgm:e 3.20). If the add 

overflows, it may be detected via a trap when the sum = source1 + 

source2 statement is executed. At this point in the interpreter rou­

tine, the source PC has not yet been updated and still points to the 

(overflowing) add integer instruction. The result register RT has not 

been updated (it can be updated via the runtime signal handler if 

specified by trap semantics). 

The signal handler in the runtime will be provided with a target PC 

that points to the sum statement in the interpreter routine. 

However, the runtime signal handler should use the source PC 

(maintained during interpretation) to go back into the original 

source code to find the source instruction that was being emulated 

at the time the trap occurred. Note that using the source PC main­

tains portability of the interpreter code; i.e., its behavior is not tied 

to specific locations of interpreter code. 

Add: 
RT• extract (i nst,25 , S); 
RA • extract( inst ,20,5); 
RB• extract ( ins t, 15,5); 
sourcel ~ regs [RA]; 
source2 = regs[RB) ; 
sum a sourcel + source2; 
r egs [ RT] • sum; 
PC "' PC+ 4 ; 
I f (halt I I i nte r rupt) goto exi t; 
inst = code [PC] ; 
opcode a extract (i nst,31 .6) ; 
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routine ~ di spatch[opcode, extended_opcode]; 
goto *routine ; 

ijh,li4$f1•• Add Interpreter Routine. Overflow during the add operation m<zy trap and 
cause a signal to be delivered to VM software. The source PC will point to the trapping source 
instruction. 

Binary Translation: Locating the Program Counter 

With binary translation, the restoration of state following an excep­

tion begins by determining the source PC of the faulting instruction. 

Then given the PC, the rest of the precise application state is recov­

ered. In this subsection we focus on determining the source PC of 

the trapping instruction. 

One difficulty in determining the PC of the trapping source instruc­

tion is that at the time the trap occurs, the runtime is provided with 

the PC of the translated target code rather than the source PC. 

Unlike interpretation, however, binary translation typically does not 

keep a continuously updated version of the source PC. This means 

that there must be some indirect mechanism for finding the source 

PC of a faulting instruction, given the translated target PC. In order 

to track down the corresponding source instruction, it is useful to 

keep PC-related information in a side table. 

For recovering the precise source PC, a reverse translation side table 

may be used (see Iig!!re 3.21). The most straightforward implemen­

tation of a reverse translation table contains <target PC, source PC> 

pairs, indicating for each target PC (i.e., an address in the translated 

binary) the corresponding source PC from which it was translated. 

Then given the PC of a trapping target instruction, the runtime can 

scan the table for the trapping instruction's PC; when it finds a 

match, the corresponding source PC, the second half of the pair, be­

comes available. 

Translated 
Code 

(2) Signal returns target PC 
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12/23/2024, 2:37 PM 



Chapter 3: Process Virtual Machines I Virtual Machines https:/ /learni ng.orei 11 y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

52 of79 

block A 

block B 

• 
• 

block N 

to runtime 

Side table 

A nd co"esponding 
souroe PC 

' ,-----,.--- -, 
: Target PC Source PC 
' ... -------­Target PC Source PC 

• 
• 
• 

Target PC Source PC 

!i'11~kif1f! Finding the Trapping Source PC, Given the Target PC. (1) The trap occurs and 
(2) t e signa and/er returns the target PC to the runtime software. The runtime (3) does a 
search of the side table (4) to find the corresponding source PC that caused the trap. 

The table, in the form just described, has a couple of inefficiencies. 

First, the target PC lookup may require a linear scan of the table. 

Second, the table will be fairly large; because it holds a pair of ad­

dress pointers for each translated instruction, the table could easily 

be larger than the translated code. The linear scan can be replaced 

with a binary search if the target PCs are in sequential numerical or­

der. For some code cache management algorithms, e.g., those using 

FIFO replacement, this will be the case naturally. And, as we will see 

in Section 3.8.2. FIFO replacement is one of the better strategies for 

code caches. 

The table size can be reduced by taking advantage of locality in tar­

get and source PC values. For example, one could hold a subset of 

the PCs to their full length, with others being expressed as deltas 

from the full-length versions. The PCs at the beginning of each trans­

lation block can be kept in full, while PCs within the translation 

block are deltas from the initial PCs. A further simplification can be 

made if the target ISA has fixed-length instructions. In this case, the 

side table needs to contain only an array of source PCs that can be 

accessed directly via the target PC values. 
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An additional complication occurs if a given target instruction cor­

responds to more than one source instruction (so the target PC cor­

responds to more than one source PC). This can happen, for exam­

ple, when a RISC ISA is mapped to a CISC ISA. Two RISC instructions, 

a load instruction and an ALU instruction, may be translated to a 

single CISC instruction that both loads from memory and performs 

an ALU operation. In this case, when a trap occurs, it may be diffi­

cult to identify which source instruction is the one with the excep­

tion (although in the example just given this is not the case). A re­

lated complication occurs when the translated code is rearranged or 

optimized so that the target instructions are executed in a different 

program order than are the corresponding source instructions. Both 

of these issues will be discussed in greater detail in Chapter 4; gen­

erally speaking, the solution is to identify the beginning of the trans­

lated block that contains the trapping source instruction and then to 

return control to the runtime, which can analyze and/or interpret 

the original source code to sort out the correct source state and PC 

value. 

To support the required runtime analysis (and to reduce side table 

space requirements), the side table can be organized according to 

translation blocks, with an entry for each block. This entry holds the 

beginning target PC along with enough information to allow recon­

struction of the complete translated code block. Refer to Figure 3.22. 

If the translation block is contiguous, this information would be no 

more than a count of the number of translated source instructions. 

If the block is noncontiguous, then a sequence of start source PCs 

and counts would suffice or, even simpler, the initial source PC and 

control flow information used when forming the initial translation, 

e.g., the taken branches and/or jump targets. Given this information, 

the runtime interprets the source code to identify the trapping 

source instruction. To optimize the process, a hybrid side table 

structure can be used. For example, if the same target instruction 

frequently traps, then its corresponding source PC can be cached in 
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a side table to avoid repeated analysis and interpretation. 

Translated 
Code 

block A 

block B 

block N 

Signal rerurns target PC 

® 

Runtime 
searches ,; 
Silk} ltlble 

Side Table 

Target PCs 

Stan PC A Block Formation Info 

Start PC B Block Formation Info 

Start PC N 

Find oorrespond1ng 
source PC 

Rnd source code start 
Information 

Source 
Code 

@,..ljiif1'4 Using an Optimized Side Table to Find the Trapping Source PC. (1) The trap 
occurs and (2) a signal delivers the target PC to the runtime. (3) The runtime then performs a 
search to find the trapping translation block. (4) The table entry contains enough information 
to allow ana/ysis and/or interpretation of the source code blocks. (SJ To find the source PC 
corresponding to the trapping target PC. 

Binary Translation: Register State 

When an exception occurs during execution of translated code, the 

correct, precise register state must be restored, just as it would be in 

the original source code. In this subsection, we consider methods 

that can be used when the optimization level of a translated binary 

is relatively low. In particular, it is assumed that no code reordering 

is done and no register state updating instructions have been re­

moved due to optimizations. Other, more complex register restora­

tion methods are often closely tied to the specific optimization tech­

niques used, and the discussion of these methods is deferred until 

Chanter 4. where binary optimization is covered in depth. 

The simplest case occurs when the emulator uses a consistent 

source to target register mapping and register state is updated in the 

same order in both source and translated code sequences. By a con-
c:ic:tont ri:>cric::ti:>r rn::innincr tAri:> rni:>::in th::it th,:, rn::inni:>n lnr::itinn nf ::i 
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specific source register (either in a target register or in memory) re­

mains the same throughout emulation. In this case, the source regis­

ter state can be recovered from the target register state at any point. 

A slightly more complex case occurs if the source-to-target register 

mapping varies between or even within the translation blocks, but 

the order of register updates is the same in both source and target 

code. In this case, a side table for the translated code blocks can be 

used to indicate how the register mapping should be restored. 

Alternatively, as in the case of trap PC identification, the source code 

can be analyzed again from the beginning of a translation block, the 

current register assignments regenerated, and the resulting infor­

mation used to restore the correct source register state. 

Binary Translation: Memory State 

Memory state is changed by store instructions. As long as the source 

program store instructions are all emulated in the original program 

order, it is fairly straightforward to maintain precise memory state. 

If, in addition, all potentially trapping source instructions are emu­

lated in the same order with respect to the store instructions, then 

the memory state at the time of a trap can be guaranteed to be con­

sistent with the source PC that is recovered. 

If code is reordered, then, as we shall see in Chapter 4. the presence 

of memory stores constrains the reordering that may be done. In 

particular, a potentially trapping instruction cannot be moved be­

low a store that follows it in the original source code. Otherwise, be­

cause memory has been overwritten, the memory state will not be 

recoverable if the moved instruction does trap. Of course, there are 

optimizations (or hardware) that can buffer memory stores, but we 

defer discussion of these techniques to later chapters. 

On the other hand, if a trapping instruction is moved ahead of a 
stnrP thPn it m::lv hP nnssihlP fnr thP r1mtimP tr::ln-h::lnnlinl7 rnnP tn 
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emulate (typically via interpretation) the store instruction to com­

plete the store update. Again, because it is tied in with code­

optimization methods, details of this technique are deferred to 

Cha;gter4. 

3.7 Operating System Emulation 

The operating system interface is a key part of the ABI specification, 

just as the user-level instructions are. However, because a process­

level VM is required only to maintain compatibility at the ABI level, 

it does not emulate the individual instructions in the guest's OS 

code; rather it emulates the function or semantics of the guest's OS 

calls, typically by converting them to host OS operations. There are 

two important cases to be considered, one of which is easier to im­

plement than the other (although neither is easy!). In the first case, 

the guest and host operating systems are the same; e.g., they are 

both Linux or Windows. The other, more difficult case occurs when 

the operating systems are different. In this section, we discuss both 

cases, beginning with the simpler, "same OS" case. 

3. 7 .1 Same-Operating-System Emulation 

A runtime emulates a guest's OS by a combination of host OS calls 

and operations performed by the runtime itself. The basic emula­

tion techniques are discussed briefly in the following subsections. 

Operating System Call Translation 

When the guest and host operating systems are the same, the prob­

lem of OS call emulation is primarily one of matching the OS inter­

face syntax. The OS functions required by the guest are available in 

the host, but it may be necessary to move and format arguments 

and return values, possibly forming some data conversions in the 

process. For example. an OS running on a platform with relativelv 
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few registers, such as the IA-32, may pass arguments in a memory 

resident stack, while the same OS running on a RISC-based platform 

with many registers may pass arguments in registers. In this case, 

arguments must be copied from the stack to registers, or vice versa, 

when emulating a system call. This wrapper code is illustrated in 

Figure 3.23. where source code is translated to target code. The sys­

tem call in the source code is converted to a jump (or procedure 
cal]) into the runtime. The runtime then executes wrapper code that 

copies and/or converts arguments from the guest to the host and 

then makes the appropriate system call on the host platform. An al­

ternative, faster implementation would inline the wrapper code and 

guest system call. 

Source code segment 

s_instl 
s_inst2 
s_SyHern_c:all X 
s_inst4 
s_instS 

Target oode segment 

Binary Linstl 
Translation t_ i nst2 

jump runt'iille ======~> t_inst4 
t_instS 

Runtime 

wrapper code 
copy/ convert argl 
copy/ convert arg2 

Lsystem_call X 
copy/convert ret urn val 
return to t_inst4 

[ifaliiiff■ System Call Conversion When Guest and Host Operating Systems Are the 
Same. 

Runtime-Implemented Operating System Functions 

Not all guest OS operations need to be translated and passed on to 

the host OS. Depending on the runtime implementation and emula­

tion method, some calls may be handled directly by the runtime. 

One such case is a guest OS call to establish a signal on behalf of the 

emulated guest application. Recall that the runtime, at the begin­

ning of program emulation, establishes signal handlers for all sig­

nals supported by the host OS. Any exception conditions get re­

ported to the runtime first so that it may provide the correct state to 

the guest process and to ensure that the runtime always retains con­

trol of the emulation process. If the application tries to establish a 
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rectly by recording the application,s signal in a side table and then 

returning to the guest process. Subsequently, if the guest application 

should trigger the signal, it first passes through the runtime before 

it is actually delivered to the application. 

Another important area where the runtime handles guest OS calls 

directly is memory management. Because it essentially controls the 

process VM on which a guest application is running, it is the run­

time that is responsible for the overall memory management. So, for 

example, if the guest application asks for more memory via the 

Linux brk() system call, then, depending on the runtime's memory 

management implementation, the call may be handled directly by 

the runtime and does not have to be passed to the host OS. The HP 

Dynamo technical report (Bala, Duesterwald, and Banerjia 1999) 

and Bruening's doctoral dissertation (Bruening 2004) contain fairly 

thorough discussions of the memory management functions per­

formed by the runtime. As another example, if runtime emulation 

routines check memory protection via a software table (see Section 

3.4.1) and the guest application makes a system call to change mem­

ory access privileges, then the privilege change should be emulated 

at the level of the runtime by modifying the software mapping table. 

Nasty Realities 

The discussion of OS emulation just given leaves the impression that 

it is a fairly straightforward process. It is not. One thing that simpli­

fies our discussion is that we tend to focus on the Linux operating 

system for examples (although other versions of the UNIX OS are 

similar). Linux OS communication is primarily through OS calls con­

tained in the ABI and through the signal mechanism. Even so, the 

foregoing discussion has been simplified. 

The Windows OS is much more complex, both in the number of 

ways a user application and the OS communicate with each other 
..... -...J .:- +h- -----.-.-.: ........... +.:-- __ ...,.1,..,.._,: .... _...,. +l,..--...,, ...... 1,,.,.. ...... ,,._ n--1,...,..1,.,.1 •• +h-
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most thorough discussion of the problems and their solutions are 

contained in Bruening's doctoral dissertation (Bruening 2004) and 

in a related DynamoRIO paper (Bruening, Duesterwald, and 

Arnarasinghe 2001). The major issues are briefly summarized next. 

A further complication when dealing with Windows is that docu­

mentation is at the API level (i.e., at the level of the user libraries 

that call the OS) rather than the ABI level, where the calls actually 

occur. 

Three important "abnormal" user/kernel communication mecha­

nisms in Windows are callbacks, asynchronous procedure calls, and 

exceptions. As described by Bruening, all three can be emulated in 

similar ways, so we focus on callbacks ~ -Windows is es­

sentially an event-driven OS; for example, a mouse click is an event 

that may cause input to be delivered to a user program. Events are 

passed to a user process (or a user thread, to be more precise) 

through message queues; at certain points in its execution, the OS 

checks a thread's message queues. If it finds an event, it calls a user 

routine (a callback handler) that has been registered for handling 

the event. This involves saving the context of the user thread and 

initiating a new context to run the callback handler. After setting up 

the callback handler, the Windows OS returns to user mode through 

a special dispatch routine. Then when the callback handler is fin­

ished, it normally reenters the OS kernel, where a check for further 

pending messages is made before returning to the original user pro­

gram. 

A challenge in implementing callbacks in a process VM is to main­

tain the runtime's overall control of the VM and to manage the exe­

cution of the callback routine. First, the runtime has to gain control 

before the callback handler is entered. This is done by modifying the 

dispatch routine by placing a jump to the runtime at the beginning 

of the routine. At that point, the runtime can save any of its state 

that is not saved by the OS during the switch to the handler (as is the 
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case in the DynamoRIO system). Then to detect a return from the 

callback, the runtime looks for a particular OS call (or a call to an 

API routine, which returns control to the OS); at that point, it can re­

store any saved runtime state prior to the switch back to the original 

user context. 

User Process 

arbitrary system 
call or interrupt 

OSKemel 

find message 
In queue 

dispatch routine 

Gallbacie Handler 

return 

OS Kernel 
(check for 
additional 

messages) 

User Process 

(a) 

User Prooess 

arbitrary system 
call or interrupt 

cftspatcil routine 

OS Kernel 

find message in 
queue 

Patched Jump 

VM runtime 

Callback Handle 

return 

User Process 

(b) 

OS Kernel 
(checi< for 
additional 

messages) 

,ro:1••~fJ• Method for Implementing Windows Callbacks. (a) T)lpical Windows control ow win a message queue contains a message that invokes a callback handler, (b) To emu­
late and maintain control during callbacks, the runtime intercepts the transfer both to and 
from the callback handler. 

3.7.2 Different-Operating-System Emulation 
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Although it may bear some superficial similarity to instruction set 

emulation, emulating an OS interface is fundamentally different 

than emulating instruction execution. An ISA reads data from mem­

ory, executes instructions that transform the data, and writes data 

values back to memory. Instruction sets are logically complete, in the 

sense that any function can be performed on input operands to pro­

duce a result, given enough time. Furthermore, most ISAs perform 

the same basic functions: memory load/stores, arithmetic/logical op­

erations, and branches/jumps. Hence, with ISA emulation it is not a 

matter of whether emulation can be done, just how efficiently it can 

be done and how long it will take. 

In contrast, the OS deals with the outside world and with real 1/0 de­

vices. Furthermore, an operating system implements and manipu­

lates fairly complex entities (e.g., processes, threads, files, message 

buffers) with a well-defined set of operations. In this environment it 

is quite possible that the host OS simply cannot provide a function 

required by a guest OS, no matter how much time or human ingenu­

ity is available. A simple example is a system call that returns the 

time of day. If the host OS does not maintain a time-of-day clock and 

the guest OS does, then no matter how much effort is put into it, the 

guest OS will not be able to coerce the host OS into providing the 

correct time of day. Similarly, the guest OS may have calls that sup­

port certain disk file operations that are simply not supported by the 

host. There are also semantic mismatch problems, where no combi­

nation of host operations can exactly emulate a guest operation; i.e., 

if a number of operations are combined, there may be additional 

side effects. 

It is difficult to come up with a set of overall rules or strategies for 

different-OS emulation because of the wide variety of cases that 

must be handled. Consequently, OS emulation is very much an ad 

hoc process that must be implemented on a case-by-case basis and 

that requires considerable knowledge of both the guest and host op-
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erating systems. The process is somewhat similar to porting code 

from one OS to another- but in some respects it is more difficult, 

because with porting, one can examine the original code as a whole 

and then make modifications using an overall strategy. With emula­

tion, however, the conversion must be done dynamically, with rela­

tively little context within which a particular system call can be ana­

lyzed. 

In general, a guest OS call is supported by a runtime wrapper rou­

tine, as described earlier. A single guest call may require multiple 

host OS calls for emulation, or the runtime itself may perform some 

or all of the emulation rather than passing it to the host OS. 

Example: Enforcing File Limits 

To a large extent, both Linux and Win32 provide similar functional­

ity with respect to file I/0. There are other cases, however, where 

they differ, for example, in setting file limits. When a Linux process 

is created it can be given an upper limit on the size of files that it 

can write, RLIMIT_FSIZE. There is no corresponding limit in Win32. 

Consequently, an interesting emulation problem occurs when a 

Linux guest process is run on a Win32 host. In this case, it is up to 

the runtime to maintain the Linux RLIMIT_FSIZE. It can do this by 

holding a table of file limits, with a table entry for each of the guest's 

open files. Then as part of the wrapper for disk write functions, the 

runtime can maintain the file limit table (and enforce the required 

limits). In addition, the Linux calls getrlimitO and setrlimitO, which 

read and write the limit, should be implemented directly by the run­

time without calls to the Win32 host. 

Practically speaking, if the guest and host operating systems are dif­

ferent, then there is relatively little likelihood that a completely 

compatible OS emulation can be performed; some compromises and 

approximations will be required. A compromise often used is to re­

strict the set of applications that can be emulated (and in the 
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process to restrict the system calls that must be emulated). An exam­

ple is the Wabi system (Hohensee, Myszewski. and Reese 1996) de­

veloped by Sun Microsystems to emulate only certain widely popu­

lar Windows applications, such as Word and Excel, on Solaris plat­

forms. 

3.8 Code Cache Management 

The code cache is a central part of a binary translation system, and 

managing the code cache is one of the important emulation-related 

functions performed by the runtime. Although it is similar to a con­

ventional hardware cache in some respects, the code cache differs 

from a conventional cache memory in at least three significant 

ways. 

1. The cached blocks do not have a fixed size. The size of a code cache block 

depends on the size of the translated target block, and this can vary from a few 

instructions to many tens of instructions. 

2. The presence and locations of the blocks are dependent on one another because 

of chaining. If a translated block is removed from the code cache, then any link 

pointers directed toward the removed block must be modified. 

3. There is no copy of the cache contents in a "backing store." After a block is 

removed from the code cache, it must be regenerated from the source binary 

image before it can be placed back into the cache. 

All three of the foregoing have a significant effect on the code cache 

management algorithms that are used. 

3.8.1 Code Cache Implementations 

The code cache itself contains blocks of target code, formed by 

translating source code. In addition to the actual code cache, sup­

porting side tables must be provided. Thus far in our discussion. we 

have identified two key operations involving the code cache that 

must be performed during the overall emulation process. 
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in the code cache, if the translation exists. This is done whenever emulation 

control is to be transferred to the code cache via a source PC, e.g., when passing 

from interpretation to translated code. 

■ Given a target PC in the code cache, find the corresponding source PC. This is 

done to find the precise source PC when an exception occurs. 

These two operations are performed by the map table (I'igm:e 2.28) 

and the reverse translation side table (Figure 3.22), respectively. 

3.8.2 Replacement Algorithms 

In a practical implementation the size of the code cache is limited, 

and, depending on the working set size of the emulated application, 

it may eventually fill up with translated blocks. When this happens, 

some code cache management is required to make room for new 

translations by removing one or more of the translated blocks from 

the cache. Just as with conventional caches, there are a number of 

possible replacement algorithms. However, the differences between 

code caches and conventional caches cited earlier have a significant 

impact on the choice of replacement algorithms. We discuss a num­

ber of possible replacement strategies in the following subsections. 

Least Recently Used 

A least recently used (LRU) algorithm replaces a cache block that 

has gone unused for the longest period of time. Because of temporal 

locality, this is often a good strategy for conventional caches. 

Unfortunately, because of the specific properties of the code cache, 

an LRU cache replacement algorithm is relatively difficult to imple­

ment. First of all, there is an overhead in keeping track of the least 

recently used translation blocks; this would probably require a cou­

ple of extra memory accesses per block to update LRU information 

each time a block is entered. Second, when an arbitrary block is re­

moved, any blocks that are linked to it must have their link pointers 

updated (to direct them back to the VM rather than to the removed 

block). 
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To implement delinking of blocks, backpointers can be added to the 

overall code cache structure. These backpointers can be maintained 

as part of the PC map table (or in a separate side table). In Figm:g_ 

3.25 an implementation is given where they are part of the map ta­

ble. For each table entry (i.e., for each translation block) the back­

pointers, structured as a linked list, point to translation blocks that 

chain to the given block. When a block is replaced, the list can be 

followed to find and modify all the chain pointers pointing to the 

block. 

A third problem with LRU replacement is that it may select a trans­

lated block from an arbitrary location in the middle of the transla­

tion cache, and the new block replacing it may not be exactly the 

same size as the block (or blocks) that it replaces. Clearly this will 

lead to cache fragmentation and will require mechanisms both to 

keep track of the sizes and locations of unused space and to perform 

occasional compaction of the cache (which will bring along addi­

tional complications, such as adjusting links connecting code 
blocks). 

Finally, a somewhat lesser problem is that maintenance of the 

reverse-translation side table (shown in FigYre 3.22) becomes more 

complicated. If this table is arranged in order of increasing target 

PCs, it permits a binary search (rather than a linear search) for per­

forming a lookup in the reverse translation table. If LRU replace­

ment is used, however, such an order cannot be guaranteed for the 

target PCs. 

CodeCaclle 

block A 
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blockB 

Source PC Target PC block C 

Source PC Target PC 

Source PC Target PC 

Source PC Target PC Back Ptrs 
block N 

Source PC Target PC Bad< Ptrs 

!1"1•ikiff. Code Cache and PC Map Table. In this example, blocks C and N both link to 
block B; consequently, the map table entry for block B has backpointers to both blocks C and 
N. 

Because all these difficulties arise in practice, LRU, and LRU-like al­

gorithms are not typically used for code caches. Rather, replacement 

algorithms that reduce (or eliminate) backpointer and fragmenta­

tion problems are preferred. The following subsections describe a 

number of such code cache replacement algorithms, beginning with 

the simplest and going to the more complex. 

Flush When Full 

Perhaps the most basic algorithm is simply to let the code cache fill 

and then to flush it completely and start over with an empty cache 

(Cmelik and Keppel 1994). Although this is a brute-force approach, it 

has some advantages. First, larger translation blocks, such as su­

perblocks, are based on frequently followed control flow paths, i.e., 

the directions that conditional branches commonly take. Over time, 

however, the frequently followed paths may change. Flushing pro­

vides an opportunity to eliminate control paths that have become 

stale and no longer reflect the common paths through the code. The 

new translation blocks formed after flushing are more likely to be 

representative of the paths currently followed by the code. Second, 

in systems like Shade, where the translation map table is not 
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chained but has a fixed number of entries in each row for colliding 

source PCs (flgYre 2.37), a translated block will occasionally be "or­

phaned" when its map table pointer is removed to make room for 

another. Flushing removes these orphans and reclaims their code 

cache space. 

On the other hand, the big disadvantage of the flush-when-full ap­

proach is that all the blocks being actively used (i.e., the members of 

the current working set) have to be retranslated from scratch, lead­

ing to a high-performance overhead immediately after the flush. 

Preemptive Flush 

A more sophisticated scheme is based on the observation that many 

programs operate in phases. A phase change is usually associated 

with an instruction working set change. Consequently when there is 

a program phase change, a new region of source code is being en­

tered and a larger percentage of the time is spent in block transla­

tions, as illustrated in Figure 3.26. By monitoring the rate at which 

new translations are being performed, the code cache can be pre­

emptively flushed to make room for the translations of new working 

set members (Bala. Duesterwald, and Banerjia 2000). The number 

of translations after the flush will be lower than what would be 

needed if the cache becomes full in the middle of a phase, because 

retranslations of the working set are avoided. 

Detect working set 
change and flush 

\ 
Time 

[ih,ll4ffJW Code Cache Flushing When the Instruction Working Set Changes. When an 
increase in new translations is detected, the entire code cache is flushed to make room for a 
new working set. 
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Fine-Grained FIFO 

FIFO replacement is a nonfragmenting algorithm that exploits tem­

poral locality to some extent and is not a brute-force approach, as is 

complete flushing. With FIFO replacement, the code cache can be 

managed as a circular buffer, with the oldest block(s) being re­

moved to make room for the newest. If the new block being inserted 

into the cache is of size n, then the set of oldest blocks whose aggre­

gate size is at least n is replaced. The reverse-translation side table 

can be managed in a corresponding FIFO manner. A "head" pointer 

keeps track of the oldest translation block in the cache, and this is 

the point where replacements will begin. 

This scheme overcomes a number of the disadvantages of LRU (al­

beit at a slightly reduced hit rate). However, it still needs to keep 

track of chaining via backpointers because individual translation 

blocks are replaced. 

Coarse-Grained FIFO 

This scheme partitions the code cache into very large blocks; for ex­

ample, the blocks may be a fourth or an eighth of the entire cache. 
These large blocks are managed on a FIFO basis. With this scheme, 

the backpointer problem can be simplified or eliminated. 

The backpointer problem can be simplified by maintaining the 

pointers only on a FIFO block basis. For example, if a translation 

block contained in FIFO block A links to a translation block con­

tained in FIFO block B, then the backpointer list for FIFO block B is 

updated with a pointer to the translation block in A However, if a 

translation block links to another bloclk contained in the same FIFO 

block, then no backpointer is needed. See Figm:e 3.27. When a FIFO 

block is replaced, all the backpointers associated with it are fol­

lowed to remove links from translation blocks coming from other 
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intra-FIFO block links, which do not have backpointers, is likely to 

be considerably larger than the number of inter-FIFO block back­

pointers, which need to be dealt with when a FIFO block is replaced. 

A coarse-grained FIFO approach was proposed in Mojo (W.-K. Chen 

et al. 2000), where only two major blocks were used, with no back­

pointers between blocks. Also, note that, in a sense, complete flush­

ing is a degenerate special case of coarse-grained FIFO (i.e., it uses 

only one block). 

FIFO 
block A 

FIFO 
block B 

FIFO 
block D 

Code Cache 

• 
• 
• 

Backpointer 
Tables 

LF~•?ifJI Code Cache Managed with a Coarse-Grained FIFO. Backpointers are needed 
on[}' or c ain pointers that cross FIFO replacement block boundaries. 

Performance 

A study of code cache replacement algorithms (Hazelwood and 

Smith 2004), based on the Dynamo/RIO dynamic optimization sys­

tem (Bruening. Garnett. and Amarasinghe 2003), determined that 

a coarse-granularity FIFO scheme, e.g., dividing the cache into eight 

large blocks, tends to have lower overhead than either fine-grained 
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FIFO or flush when full. The graph in Figure 3.28 shows overhead 

(relative to flush when full) averaged over a number of benchmark 

programs, including SPEC benchmarks and some Windows pro­

grams. The code cache size was artificially restricted for each bench­

mark to determine performance effects when the code cache is 

stressed (when it is not stressed, then the replacement algorithm 

makes little difference). 
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Wl'!!1111!'1"',j"'iiml'f9!4'P!'I:•■ Relative Overhead of FIFO Code Cache Management Schemes. Overheads 
are re1at1ve to a flush-when-full method (Flush). 

3.9 System Environment 

As the last step in our development of process VMs, we consider the 

integration of guest processes into the host system environment. In 

a system that supports process VMs, it is desirable to make the in­

stallation and execution of guest applications as transparent as pos­

sible, i.e., without the users' having to take any extraordinary ac­

tions. The goal is to give the user seamless, transparent access to 

both host and guest applications. 

The major issue in supporting an integrated environment is the en­

capsulation of all guest code in an emulation environment at the 

time it is loaded. In general, guest code may be loaded at the time of 

process creation, or it may be dynamically linked later. The type of 

environment that is to be supported is illustrated in Figm:e 3.29. 

Here we see that a guest process may create either another guest 

process or a host process; similarly, a host process may create either 

a host process or a guest process. And as a guest process executes, it 
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can call a dynamically linked library (DLL) routine that may be a 

guest routine (and hence emulated), or it may call a natively coded 

host routine. In general, a host process will not call a guest DLL, so 

we do not consider this case. 

The environment just described achieves a fairly high level of inter­

operability between guest and host processes. In some cases, espe­

cially if the guest and host operating systems are different, the level 

of interoperability may be less. For example, the ability for a guest 
process to invoke a host DLL may be impaired. 

In order to implement the system illustrated in Figure 3.29. there 

must be two different loaders: one for host binaries and the other 

for guest binaries. There are several approaches for invoking the 

correct loader when a process is created. There are three possibili­

ties (Hookway: and Herdeg 1997) that are summarized here. 

1. Modify the host's kernel loader routine ( and any user space loaders that may be 

used on the host system), first to identify the type of binary being loaded (host or 

guest) and then to call the proper loader routine. This approach is conceptually 

straightforward but requires modification of kernel loader code. If the process 

VM system is to be implemented without kernel modifications, then this 

approach cannot be used. 

Host Process 

create 

Guest Process 

Host Process 

Host Process 
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Guest pr~ss 

!F-1' ikifU The Integration of Host and Guest Processes in a Process VM. In a process 
virtual machine, host and guest processes can be created in arbitrary sequences. A host 
process will call only host DLLs, while a guest may call either a host DLL or a guest DLL. 

2. When a guest program binary is installed, it is converted into a host-executable 

file by appending some host-executable code and including the guest binary 

image as a large data structure. The host-executable portion of the program 

invokes a guest loader that loads the guest binary data structure and begins 

emulation. This method requires the user to identify guest binaries when they are 

installed so that the installer can attach the host-executable code that calls the 

loader frontend. In a sense, this method encapsulates a guest process at the time 

it is installed. This could lead to problems if guest executables are loaded from 

remote systems, however. That is, they must be installed within the "domain" of 

the process VM system. 

3. Host processes are modified so that special loader code can be "hooked" on to 

system calls that load user processes, e.g., the CreateProcess call in Win32 or the 

exec() call in Linux. This method is used in FX!32 (described in more detail 

later), where it is called enabling. After a process has been enabled and it wishes 

to call CreateProcess, a library call is first made to a special preloader 

(transparency agent in FX!32 terminology). The preloader checks to see if a 

guest process is being created. If so, it calls the guest process loader; if not, it 

creates the host process, as requested, and then enables it, before al lowing it to 

start running. Consequently, any later processes that the newly enabled host 

process attempts to create will also perform the guest/host preloader check. To 

get this bootstrap method started in the first place, any "root" user processes, for 

example, the log-in shell, must be explicitly enabled. 

As noted, the first method requires kernel modification, the second 

requires executable modification at install time, and the third modi­

fies processes dynamically as they run. For the third method to 

work, it must be possible to enable an arbitrary host process. For ex­

ample, in FX!32, all the calls to CreateProcess go through a single 

API routine that the preloader (transparency agent) is able to locate. 

However, if a call to create a process can occur at an arbitrary point 

in a host process, then enabling it would be much more difficult. 

One possibility is to perform the equivalent of emulation on all host 
--- ------ -- __ __ ,, -- ----- --------- ,,..,.._ ·- __ .,. ____ ,...] _1, ____ .... 1- - -----··- - .... _ 
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locate all system calls that are made. Slowdown could be kept very 

low because "binary translation" would amount to little more than 

identifying and caching superblocks, with no actual translation tak­

ing place. This technique will be explained in more detail in 

Chapter 8. in the context of system virtual machines. 

With respect to DLLs, we assume that host DLLs can be invoked only 

by host processes. Consequently it is not necessary to locate those 

points in a host process where a DLL may be invoked. Because guest 

processes are always emulated, calls to the dynamic linker can be 

intercepted by the runtime. The runtime can then locate the DLL be­

ing called. This can either be from a library of guest code. in which 

case the DLL also comes under runtime control for emulation, or it 

may be a DLL written in the host ISA (for faster guest process execu­

tion). 

3.10 Case Study: FX!32 

FX!32 was developed by Digital Equipment Corporation to enable 

the transparent execution of IA-32 applications on Alpha platforms 

running the Windows operating system (Hookway and Herdeg 

1997; Chernoff et al. 1998). FX!32 provided a process virtual ma­

chine model, as described in this chapter (although it is not called a 

virtual machine in FX!32 documentation and articles). FX!32 per­

forms staged emulation, using both interpretation and translation. 

But unlike other systems, it does not dynamically translate code. 

Rather, the developers of FX!32 decided to perform translation and 

optimization between program runs, not during a program run. This 

approach is based on the performance tradeoff between run time 

and translation/optimization time. By not translating and optimizing 

dynamically, virtually all of a program's run time can be devoted to 

emulation. Furthermore, because translation and optimization are 

done between program runs, much more time can be dedicated to 
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these tasks, and a more highly optimized binary can be produced. 

During the initial run of a program in the FX!32 system, it is inter­

preted only. During interpretation, execution profile information is 

collected in a hash table. The profile information contains, among 

other things, the targets of indirect jump instructions. Then between 

program runs, the translator can use the profile information to dis­

cover code regions starting with jump targets and then translate 

and optimize the resulting code. This optimized code is stored in a 

database on the disk. 

During subsequent runs of the program, the translated and opti­

mized code is loaded from disk and executed. If the translated code 

attempts to jump to a region of code that has not been translated, 

then the interpreter takes over with the original version of guest 

code. Additional execution profile information is collected, as be­

fore, so that after the program finishes, more code can be translated 

and optimized. Eventually, all parts of the guest code that are exe­

cuted will be translated, optimized, and stored on disk. 

Conceptually, this method is similar to staged emulation with inter­

pretation and dynamic translation. In particular, an interpreter and 

translator are alternately invoked, with the code being translated in 

an incremental fashion as it is discovered. The difference is that 

translated code is cached on the disk between runs, rather than be­

ing translated and held in a code cache every time it is executed. 

Furthermore, all discovered code is translated; it does not depend 

on how often the code is emulated, as in a conventional staged emu­

lation strategy. 

Using this approach increases the importance of fast interpretation, 

because the interpreter is used for the entire first program run and 

for newly discovered sections of code during successive runs. The 

fast interpreter is similar in structure to the one described in 

Section 2.4.3. The binary translation process is similar to that de-
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scribed in Cha~ter 2. so we will not discuss it further here. Rather, 

we will focus on the overall FX!32 system environment. 

The main FX!32 components are illustrated in Figure 3.30. The in­

terpreter (called an emulator in FX!32) and the translator are the 

main parts of the emulation engine. and these have already been 

discussed. The other five components are the transparency agent, 

the runtime, the database, the server, and the manager. 

Transparency 
Agent 

Binary Memory Image 

Emulator 
(Interpreter) 

Translated Images 

Translator 

li''ilj#jjuj Major Blocks in the FX!32 System. 

Profile Data 

Database 
<Registry> 

Server 

The transparency agent is responsible for providing seamless (trans­

parent) integration of host and user processes by performing the 

preloading function described earlier, in Section 3.9. The trans­

parency agent is a DLL that is inserted into the address space of a 

host user process and that hooks calls on the Win32 CreateProcess 

system call as well as other calls related to process creation and 

management. This enabling process consists of a series ofWin32 

system calls that first allocate a small region of memory in the host 

process being enabled and then copy in the agent DLL code. A small 

number of root processes must be explicitly enabled as part of the 

FX!32 installation process. These are the login shell (explorer. exe), 

the service control manager, and the remote procedure call server. 

After these are enabled, all subsequent host processes created are 

also enabled by the transparency agent, in a recursive manner. 
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The runtime, as indicated in the previous paragraph, acts as a 

loader for guest IA-32 processes, initializes the guest environment, 

and manages the overall emulation process as a guest program 

runs. It invokes translated code, finds the source PC values for un­

translated code, and invokes the interpreter when needed. The run­

time also locates all the Win32 API calls and provides jacket routines 

that copy arguments from the IA-32 stack into Alpha registers (and 

performs any data conversion that may be required). Consequently, 

many of the API calls are performed \-Vith the host's optimized Alpha 

code. 

The FX!32 database contains information regarding the installed 

IA-32 applications. This information includes, among other things, 

profile data for the application as well as any translated/optimized 

code. When the runtime first encounters an IA-32 program, it regis­

ters the image in the database and generates a unique image identi­

fier by hashing the image's header. Then when the runtime loads an 

IA-32 application, it searches the database using the image identi­

fier. If the runtime finds a translated image, it loads the translated 

code along with the IA-32 image. 
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ii(rnklill FX!32 Performance on Windows Benchmark Programs. Performance on an 
Alpha 21164A is compared with a contemporary Pentium processor (Chernoff et al. 1998). 

The server is started whenever the system is booted. Its main re­

sponsibility is to automatically run the translator and optimizer be­

tween program runs. Finally, the manager provides the user some 
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can control the amount of disk space consumed by the database, the 

information that should be kept in the database, and the conditions 

under which the translator should be run. 

Performance of the FX!32 system was quite good. Figure 3.31 shows 

performance for some Windows benchmark programs (Chernoff et 

al. 1998). This data compares a 500-MHz Alpha 21164A processor 

with a 200-MHz Pentium Pro processor. These two processors were 

of roughly equivalent technology generations. Alpha performance is 

for binaries that have been optimized (i.e., for a second run using 

the same input data as the first). Performance is given as speedup 

with respect to the Pentium Pro, so any number larger than 1 is an 

improvement. The Alpha is significantly faster, with one only excep­

tion, where performance is roughly 0.65 of the Pentium Pro. The 

21164A executes 4.4 Alpha instructions per IA-32 instruction, or 2.1 

Alpha instructions per Pentium Pro micro-operation. The much 

higher 21164 clock frequency yields an overall performance im­

provement. 

3.11 Summary 

In this chapter, we considered a number of process VM implementa­

tion options. For example, instruction ,emulation can be done via (1) 

interpretation, (2) binary translation, or (3) a staged combination. 

Address mapping and memory protection can be done (1) via a 

runtime-managed table or (2) using direct mapping. The options 

most suitable for a given implementation depend on performance, 

complexity, and compatibility tradeoffs. 

The most general method for implementing emulation is to use in­

struction interpretation with software memory mapping and pro­

tection checking. This method accommodates intrinsic compatibility, 

but it would likely be the slowest emulation method. On the other 
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file, (2) the guest memory space fits within the host space, (3) the 

guest page size is a multiple of the host page size, and (4) the guest 

privilege types are a subset of the host privilege levels, then, in gen­

eral, binary translation with hardware address mapping and check­

ing is likely to be the fastest emulation method, and it also is likely 

that intrinsic compatibility can be achieved. 

The foregoing conditions may at first appear to be rather restrictive; 

however, some important practical cases do satisfy these con­

straints. One of the important practical cases is the virtualization of 

the IA-32 ABI on a RISC platform (or an Intel IPF/Itanium platform). 

In this case, for example, the IA-32 register file usually fits comfort­

ably inside the host's register file, and the 32-bit IA-32 address space 

fits into a typical 64-bit address space. 

In many other situations, process VMs can be constructed to satisfy 

extrinsic compatibility constraints. That is, they only provide com­

patibility for some, but not all, guest binaries. The most important 

compromise that has to be made occurs when the host and the guest 

support different operating systems. In this case, emulation of the 

guest's OS is likely to be incomplete. This would restrict the applica­

tions to those that depend on a subset of system calls or a subset of 

OS features. Whether compatibility is satisfied would have to be ver­

ified on a per program basis, in all likelihood. 

Although the topic of this chapter was process-level virtual ma­
chines, much of the discussion was focused on emulation frame­

works, including staged emulation, code caching, and memory and 

exception emulation. These emulation frameworks and techniques 

have much broader application than process VMs. What sets the 

process VMs apart from the others is the point at which OS calls are 

intercepted and emulation is performed-for a process VM this 

point is at the user interface to the OS. Subsequent chapters will fo­

cus on other points of emulation, specifically including emulation of 
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the system ISA. Furthermore, a similar emulation framework is 

used in same-ISA dynamic binary optimizer systems (described as 

part of the next chapter). And many of the same techniques are em­

ployed in high-level language virtual machines, such as the Java VM, 

to be discussed in Chapters 5 and _§_. 

Previous chapter 

< Chapter 2: 

Emulation 

Next chapter 

Chapter 4: Dynamic Binary 

Optimization 
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> 
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Chapter Four 

Dynamic Binary Optimization 

After compatibility, performance is often the most important 
consideration in virtual machine implementations. This chap­

ter picks up where the previous chapter left off and focuses on im­

proving performance of the emulation process. When compared 

with interpretation, merely performing simple binary translation 

yields a large (order of magnitude) performance gain. However, ap­

plying optimizations on translated code provides additional im­

provements over basic translation. 

In many VMs, simple optimizations are performed just to smooth 

some of the "rough edges" left over from an initial binary transla­

tion. For example, a simple instruction-at-a-time translation of the 

first two IA-32 instructions in Figure 2.19 (repeated here as Figure 

4.la) yields five PowerPC instructions. A straightforward optimiza­

tion, common subexpression elimination, looks across the original 

IA-32 instruction boundaries, discovers that two different PowerPC 

instructions compute r4+4, so the second can be eliminated (flgm:e 

4.lb). 

In some VMs, more aggressive optimizations can help close the gap 

between a guest's emulated performance and native platform per­

formance, although it is very difficult to close the gap completely. 

Nevertheless, there are a few VM applications where optimization is 

one of the primary reasons for building the VM in the first place. 

One example is codesigned VMs, to be covered in Chagter 7. 

Another example is same-ISA dynamic binary optimizers, where the 

goal is to improve performance on the native platform; these are 

discussed in Section 4. 7 of this chapter. 
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Optimizations include simple techniques, such as translation block 

chaining, covered in the previous chapter. More advanced optimiza­

tions form large translation blocks, each containing multiple basic 

blocks, and employ optimization techniques that span the original 

basic block boundaries. Some optimizations involve reordering 

translated instructions to improve pipeline performance. Other opti­

mizations apply techniques from conventional compilers (as is done 
in Figure 4.1). Finally, some optimizations exploit knowledge of 

program-specific execution patterns, collected as part of the ongoing 

emulation process. These statistics regarding a program's behavior, 

or its profile, serve as a guide for making optimization decisions. 

addl %edx,4(%eax) 
movl 4(%eax) ,%edx 

addi r16,r4,4 ;add 4 to %eax 
lwzx rl7,r2 , r16 ;l oad operand from memory 
add r7,r17, r7 ;perform add of %edx 
addi r16, r4 ,4 ;add 4 to %eax 
stwx r7 ,r2,r16 ;store %edx value i nto memory 

(a) 

addi rl6 ,r4 ,4 ;add 4 to %eax 
lwzx rl7,r2,rl6 ; load operand from memory 
add r7,r17,r7 ;perform add of %edx 
stwx r7,r2 , r16 ;store %edx value into memory 

(b) 

ii!:1•iiil• Optimization Enhances Binary Translation. (a) A simple translation from 
IA-32 to PowerPC. (b) The second addi can be eliminate<L 

Program profiling is often used to initiate shifts between emulation 

stages, e.g., between interpretation and binary translation, and it is 

also important for implementing some specific optimizations of 

translated code. Profile information can be collected with software 

by inserting instructions into an interpreter or translated code; it 

can also be collected by hardware or through some combination of 

hardware and software. Once collected, profile data is used for opti­

mizing the performance of an emulated program. Two of the most 

important pieces of profiling information are (1) the instructions (or 
, ___ :._ , _ ., __ , __ , ... .._ _.._ ---- ------- , ____ _,:, ________ .,_ __ ., ! - ___ ., _____ .,_., __ -----
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oas1c 010cKsJ 1:na1: are more neavuy execmeu, i.e., wnere 1:ne pro­

gram spends most of its time, and (2) the sequence in which basic 

blocks are most commonly executed. In addition to these two princi­

pal types of profile information, specific optimizations may depend 

on the behavior of particular data variables or addresses, and this 

additional information may be collected via profiling as needed. 

An advantage of run-time translation and optimization is that pro­

gram profile data can provide information that may not have been 

available when a program was originally compiled. For example, 

consider the code shown in Figyre 4.2 a. Assume this represents tar­

get ISA code translated from source ISA binary code (not shown). As 

with other examples in this chapter, we use a register transfer nota­

tion rather than a conventional assembly language in order to make 

the example more easily understood. Three basic blocks (A, B, and 

C) have been translated; the basic block A is followed by one of the 

two other blocks, depending on the outcome of the conditional 

branch at the end of block A. Inside block A, register Rl is set to a 

new value that is later used in block B. If the conditional branch is 

decided so that block C follows the first block, then register Rl is im­

mediately reassigned before it is used. Now let's say that profiling 
this piece of code indicates that the branch is predominantly de­

cided in the direction of block C. Then the code that assigns a value 

to Rl in block A is useless most of the time. Consequently, an in­

terblock optimization might remove the initial assignment to Rl 

from block A, as shown in Figure 4.2b. The resulting code will then 

provide improved performance because the assignment of a value 

to Rl is eliminated for most emulations of the original code se­

quence. On rare occasions, however, the branch may be decided the 

other way, i.e., toward block B. To deal with such an event, the opti­

mizer must insert compensation code before block B is entered. In 

the example, the compensation code provides the proper assign­

ment to register Rl (Figure 4.2c). 

I Basic Block A I Basic Block A I Basic Block A 
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... 

. . . 
R3 f- .. . 

R7 +- •.. 
Rl t- R2 + R3 
Br Ll i f R3==0 '\. 

' 
Basic Block B 

. . . 
R6 t- Rl + R6 
. . . 
. . . 

Basic Block C 

Ll : Rl t-0 
... 
. . . 

(a) 

R3 t- ... 
R7 t- . •. 

Br L1 if R3--0 

Basic Block B 

R6 ~ Rl + R6 

Basic Block C 

Ll: Rl t- 0 

(b) 

. .. 

. . . 
R3 t- . . . 

R7 t- .. . 

Br L1 if R3==0 

+ 
Compensation code 

Rl t- R2 + R3 

+ 
Basic Block B 

... 
R6 t-- Rl + R6 
... 
. .. 

Basic Block C 

Ll : Rl t- 0 

(c) 

!Jl-:1'iiifM An Optimization Based on Profile Information. (a) BEQ to basic block C is pre­
dominantly taken. (b) Optimization removes assignment of R1 from basic block A. (c) 
Compensation code assigning Rl is added to handle the rare branch fall-through case. 

As just shown, a common optimization strategy is to use profiling to 

determine the paths that are predominantly followed by the pro­

gram's control flow (as determined by conditional branch and jump 

outcomes) and then to optimize code on that basis. In some cases, 

these optimizations move instructions from one block to another, as 

was done in the example. Furthermore, some host processor imple­

mentations may rely heavily on compilers to perform code reorder­

ing in order to achieve good performance. For example, the proces­

sor may have a simple pipeline that issues instructions in order, 

and/or it may implement a VLIW instruction set that depends on 

software to combine independent instructions into a single VLIW 

(see Appendix Section A. 1.1). For these situations, the source pro­

gram binary may not be optimally ordered for the target processor, 

so the optimizer performs code reordering, often with the help of 

profile information. 

As a complement to interblock optimizations such as the one just de-
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so that the most commonly followed execution path has instructions 

in consecutive memory locations. This is likely to improve perfor­

mance by improving the efficiency of instruction fetch. If necessary, 

basic block rearrangement may involve the reversing of conditional 

branch predicates. For example, in Figure 4.3. the code given earlier 

in Figure 4.2 is shown with the common execution path restruc­

tured as a straight-line code sequence. This straight-line sequence is 

an example of a superb lock- a sequence of code with one entry 

point (at the top) and potentially multiple side exit points (Hwu et 

al. 1993). And, as in this example, exit points that come out of the 

middle of the super block often feed into blocks of compensation 

code. 

Most inter-basic block code optimizations do not actually require re­

arranging the locations of basic blocks.; for example, the optimiza­

tion in Figure 4.2 does not require that a superblock be formed. 

However, the two types of optimizations do seem to go together nat­

urally. The superblocks nicely localize the regions of optimization, 

and the localized code also provides additional performance bene­

fits when fetching instructions, as will be discussed later in the 

chapter. 

Optimization is tightly integrated with emulation and is usually part 

of an overall framework that supports staged emulation. introduced 

in the preceding chapter. An emulation framework contains soft­

ware that coordinates multiple emulation methods and shifts 

among the emulation methods based on a guest program's run-time 

behavior. 

Basic Block A 

R3 ~ .. . 
R7 ~ .. . 
Rl ~ R2 + R3 
Br ll if R3-=0 "I 

Superblock 

I 
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Basic Block 8 

R6 ~ Rl + R6 

~$it; Black C 
Ll: Rl ~ 0 

(a) 

R3 ~ ••• 
R7 ~ ••• 
Br L2 if R3!-0 
Rl f---0 

(b) 

Compensation Code 
Rl ~ R2 + R3 

Basic Block B 
L2: 

R6 ~ Rl + R6 

!il':1••"~rs• Superblock formation. Code is rearranged so that the most frequent"/y occur­
ring b :; are contiguous. To accomplish this, the branch in (a) is reversed from equal to not 
equal. After rearrangement (b), a superblock having one entry point and two exit points is 
formed. 

Staged emulation, briefly described in Section 3.5.2, is based on the 

tradeoffbetween start-up time and steady-state performance. Some 

emulation methods have fast start-up performance with low steady­

state performance, while other methods have slower start-up with 

high steady-state performance. A relatively sophisticated example of 

staged emulation, containing three stages, is shown in Figure 4.4. In 

this example, emulation is initially performed via interpretation (us­

ing the source ISA binary memory image). Profile information is col­

lected concurrently with interpretation. The profile information 

helps identify frequently used code regions. Then these frequently 

executed code regions are binary translated as dynamic basic blocks 

and placed in a basic block cache for reuse. With the benefit of addi­

tional profile data, the frequently used basic blocks are combined 

into larger translation blocks, i.e., superblocks, which are then opti­

mized and placed in the code cache. And, as emulation progresses, 

the optimizer may be invoked additional times to further optimize 

the blocks in the code cache. 

To encompass the spectrum of staged emulation strategies, we can 

identify at least four potential emulation stages: interpretation, ba­

sic block translation (possibly with chaining), optimized translation 

(with larger blocks such as superblocks), and highly optimized 

translation, which uses profile information collected over a rela-
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tively long period of time. 

Binary memory 
image 

Translator 

Interpreter 

manager 

!1"1••411• A Staged Optimization System. Stages progress from simple interpretation to 
binary translation to highly optimized translation blocks. 

Stages: Interpret--Basic transla6on-- Optimized blocks--Highly optimized blocks 

Fast startup ~------------ Very slow startup 

Slow steady state------------- Fast steady state 

Simple profiling - ------------ Extensive profiling 

jj!:,I 141 i-M Spectrum of Emulation Techniques and Performance Tradeoffs. 

Figyre 4.5 shows the spectrum of emulation methods and corre­

sponding performance characteristics. The tradeoff between start­

up time and steady-state performance has already been discussed 

(Section 3.5.1). In addition to emulation, profiling methodologies fit 

across the same spectrum. For the higher levels of emulation, more 

extensive profiling is needed, both in types of profile data collected 

and the number of profile data points required. Of course, more ex­

tensive profiling may add overhead, especially if done entirely in 

software. 

There are a number of staged emulation strategies that, depending 

on the source and target ISAs, the type ofVM being implemented, 

and the design objectives. The original HP Dynamo system (Bala,. 

Duesterwald, and Banerjia 2000) and the Digital FX!32 system 

(Hookway: and Herdeg 1997) first interpret and then generate opti­

mized, translated code. The DynamoRIO system (Bruening,_ 

211 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

9 of91 

Garnett. and Amarasinghe 2003) and IA-32-EL (Baraz et al. 2003) 

omit the initial interpretation stage in favor of simple binary trans­

lation followed later by optimization. Other emulation frameworks 

omit extensive optimizations, because in some applications the 

overhead and/or support involved may not be justified; the opti­

mization itself takes time, and the level of profiling required may be 

time consuming. The Shade simulation system (Cmelik and Kep_pel 

1994) contains only interpretation and simple translation; in that 

application, optimization is not called for. 

In the remainder of this chapter, the foregoing ideas are expanded 

upon. Profiling techniques, both software and hardware, are first 

described. Then we discuss optimization methods that use profile 

information to form large translation/optimization blocks. Next we 

consider optimizations that reorder the instructions within the en­

larged translation blocks; for some processors, this may increase the 

degree of parallelism available for the underlying hardware to ex­

ploit. Then we consider other optimizations that are simple versions 

of classic compiler optimizations. Some of these optimizations can 

also take advantage of profile data collected at run time. 

The optimization framework and techniques given in this chapter 

are targeted primarily at emulation of conventional ISAs (e.g., IA-32 

and PowerPC). However, dynamic optimization is also an important 

part of high-performance HLL VMs (e.g., for Java), as covered in 

Chapter 6. and many of the techniques in this chapter can be ex­

tended to HLL VMs. The codesigned VMs covered in Chapter 7 also 

rely heavily on dynamic optimization. In that chapter, we focus on 

optimization methods that can take advantage of special hardware 

support provided as part of a codesign strategy. 

4.1 Dynamic Program Behavior 

At the time a virtual machine begins emulating a program, nothing 
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is known about the structure of the code being emulated, yet to im­

prove performance the emulation software may need to apply opti­

mizations that depend very much on both the program's structure 

and dynamic behavior. The optimization system can use profiling to 

learn about the program's structure as it is being emulated. It can 

then combine this profile information with typical program behav­

ior to guide the optimization of translated code. In this section we 

discuss some of the important characteristics of program behavior 

that researchers and designers have discovered over the years. 

These properties underlie many of the optimization heuristics im­

plemented in virtual machines. 

One important property of programs is that dynamic control flow is 

highly predictable. As the program counter sequences through the 

program, any given conditional branch instruction is very often de­

cided the same way (taken or not taken) a large fraction of the time. 

For example, consider the small piece of code in Figure 4.6. which 

searches a linear array of 100 elements for a particular value (- 1). 

R3 ~ 100 
loop : Rl ~ mem (R2) 

Br found if Rl == -1 
R2 ~R2 + 4 
R3 ~ R3 -1 
Br loop if R3 != O 

found: 

load from memory 
look for -1 

loop closing branch 

!'!!IW!ll:1■•••;■,1'1,,11!!!.■ Simple Loop That Searches for the Value-1. 

50% 

Ill 40% .21! -o 
_! C 

30% "' !!.' 15..0 
C: -a 

20% 0 C: 
· - 0 U.: ~--~ "t) 

10% u. 5 
0 

0% 

0--10% 10--20% 20--30,o 30--40% 40--50% 50--60¾ 60-70% 70--80% 80--90% >90°-:. 

Percent taken 

LF:1•1kii1 Distribution of Taken Conditional Branches. Conditional branches are pre­
dominantly decided in one direction (taken or not taken). 
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If the value of-1 appears only infrequently, then the conditional 

branch that closes the loop is predominantly taken. On the other 

hand, the branch that detects the occurrence of- 1 is predominantly 

not taken. This bimodal branch behavior is typical in real programs. 

Figure 4. 7 contains average statistics for conditional branch instruc­

tions in a set of integer SPEC benchmark programs (SPEC). For these 

programs, 70% of the static branches are predominantly (at least 

90% of the time) decided one way; 42% of the branch instructions 

are predominantly taken and 28% are predominantly not taken. 

Furthermore, a high percentage of branches are decided the same 

way as on their most recent previous execution. This is illustrated in 

Figure 4.8. where 63% to 98% of branches are decided in the same 

direction as on their last execution, depending on the benchmark 

program. 

Another important property of conditional branch instructions is 

that backward branches, i.e., branches to lower addresses, are typi­

cally taken, because they are often a part of a loop. On the other 

hand, forward branches are often not taken, for example, if they test 

for errors or other special loop exit conditions, as is the case in the 

example of Figure 4.6. 

-0 100% 
Cl) - -u 90% ·v 
Cl) 

80% -o E 
i .: 70% .s::. th u :::> 

60% C 0 
~"> 

- ,--
,-- - ,---- -

,--

- --
.a I!? 50% -
-~ 
E cl) 40% m lU - I 

C: Q) 30% ;:,,.E ~m 20% 

-
- : 

Cl) 

10% 0 
L.. 

-
' Cl) 

0% 0... 
' 

I I I I I I I I I I 
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ciaea tne same wcy as on tneir immeazaceo, preceaing execunon. 

The predictability of indirect jumps is also important for dynamic 

translation and optimization. With indirect jumps; the issue is deter­

mining the destination address of the jump. Because the jump desti­

nation is in a register and the register contents may be computed at 

run time, the jump destination may change over the course of pro­

gram execution. Some jump destination addresses seldom change 

and are highly predictable, while others change often and are very 

difficult to predict. Jump instructions that implement switch state­

ments may sometimes be difficult because the selected case may 

change frequently. Indirect jumps that implement the returns from 

procedures are sometimes difficult to predict because a procedure 

may be called from many different locations. ~ shows that 

for a set of SPEC benchmark programs slightly more than 20% of in­

direct jumps have a single destination throughout program execu­

tion, while almost 60% have three or more different destinations. 

The final program characteristic in which we are interested is data 

value predictability. The data values used by a program are often 

predictable, and in many cases they change relatively little over the 

course of a program's execution. FiID,Y;:e 4.10 shows the fractions of 

instructions that compute the same value every time they are exe­

cuted. The leftmost bars show, for all instructions and by instruction 

type, the number of static instructions that always compute the 

same value. The rightmost bars are the fractions of dynamic instruc­

tions that execute the static instructions in the left bars. About 20% 

of all instructions that produce values are associated with a static 

instruction that always produces the same value. 

25% 
Ill 
Q. 
E 20% .:2_ 

i 15% 
'5 
C 

0 10% 
c 
~ 5% D D C1 n D n 
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c::;:i I 1 1 l 

2 3 4 5 6 7 8 9 >9 

Number of different deS1inat1ons 
[jfaliiii• The Number of Destinations for Indirect Jumps. Slightly more than 20% of in­
direct jumps have a single destination; others have a number of destinations. 

0.7 

(I) 
::, 0.6 - -tU 
> - 0.5 C: as 
iii 

0.4 C: 

8 

- - -
- -
-

~ 

·j 0.3 - -
C: 

0.2 0 

u 
~ 0.1 LL 

-- - - ---

0 
r, 

All Add/Sub Load Logic Shift Set 

Instruction type 

0 Stalic 
D Dynamic 

Lil:i'liiiu• Fractions of Instructions That Always Produce the Same Result Value. 

4.2 Profiling 

Profiling is the process of collecting instruction and data statistics 

for an executing program. This statistical profile data can be used as 

input to the code-optimization process. In general, optimizations 

based on profiling work because of the predictability of programs 

just described. That is, program characteristics measured for past 

behavior will often continue to hold for future behavior and can 

therefore be used for guiding optimizations. 

4.2.1 The Role of Profiling 

Traditionally, code profiling has been used as a way of providing 

feedback to the compilation process under control of a software de­

veloper; refer to Figm:e 4.11a. Here, the compiler first decomposes 
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the source program into a control fl.ow graph, then analyzes the 

graph as well other aspects of the program and inserts probes to col­

lect profile information. A probe is a short code sequence that 

records execution information into a profile log held in memory. For 

example, profiling probes may be placed at the sites of branch in­

structions to record branch outcomes. The compiler generates code 

with these probes inserted. Next, the program is run with a typical 

data input set, and the probes generate profile data for the complete 

program. The profile log is then analyzed offline and results are fed 

back into the compiler. The compiler uses this information to gener­

ate optimized code. The optimizer may work from the original HLL 

program or, more likely, from an intermediate form generated by 

the compiler (Chang, Mahlke, and Hwu 1991) or the original com­

piled binary (Cohn et al. 1997). In some cases, hardware may sup­

port profile collection through either counters or timer interrupts 

that permit collection of statistical samples via software. 

When used in this conventional setting, the program can be fully an­

alyzed and profile probes can be optimally placed, based on the pro­

gram's structure. It is not necessary to place a probe on every 

branch path to collect information for constructing a complete pro­

file of branch paths. Also, a profile can be collected for an entire run 

of a program to gain fairly complete profile information. For im­

proved profile coverage, multiple profiling runs with different input 

data sets can be used. 

In contrast to the static optimization case just described, with dy­

namic optimization (e.g., as in the process VM shown in Figyre 

4.11b), the program structure is not known when a program begins. 

The runtime's emulation engine is simply given a guest binary im­

age in memory, and both instruction blocks and overall program 

structure must be discovered in an incremental way, as discussed 

earlier in Section 2.6. Without an overall view of program struc­

ture, it is difficult, if not impossible, to insert profiling probes in a 
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manner tnat 1s g10.oauy optimal . .Furtn,ermore, pronung must .be 

more predictive; i.e., determination of program characteristics 

should be made as early as possible to achieve maximum benefit. 

This means that optimization decisions must be made on the basis 

of statistics from a partial execution of the program. 

There is an important performance tradeoff involving profiling 

overhead and the steady-state performance benefits that accrue 

from profiling. The profiling overhead consists of the time required 

for initial analysis of the program structure in order to place profil­

ing probes, followed by the actual collection of profile data. The ben­

efit is execution time reduction due to better optimized code. With 

the conventional offline profile-based optimization method, these 

costs are paid once, typically during later stages of program devel­

opment as code is being optimized prior to release for production 

use. Therefore, any cost in performance overhead is experienced by 

the program developer in terms of longer "turnaround" time be­

tween successive profile/recompile phases. After the optimized pro­

gram has been deployed to the field, however, there is no additional 

performance overhead, and benefits are realized every time the op­

timized code is run. 

HLL 

Test Data 

Program 
Execution 

Intermediate form 
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Optimizlng 
Compiler 
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Code 

Optimized 
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Program 
Binary 

Program 
Data 

{a) 

Partially "discovered" code 

Interpreter 

{b) 

Partial 
Program 
Statistics 

Translator/ 
Optimizer 

i.j(,IUJf \• Using Program Profiling. (a) Traditional profiling applied across multiple pro­
gram runs; ) on-the-fly profiling in a dynamic optimizing VM. 

When dynamic optimization is being used, there are overhead costs 

every time a guest program is run. These costs are in the form of 

program analysis in order to place profiling probes as well as the 

cost of collecting the profile data after the probes have been placed. 

And of course, in a dynamic optimization environment, the over­

head of optimization must be outweighed by the benefits of execut­
ing the optimized code. An interesting compromise solution is used 

in the FX!32 system (described in Section 3.10), where all code 

translation and optimization is done between program runs and op­

timized code is saved on disk between runs. 

Because of the tradeoffs involved, different VM applications, and the 

variety of optimizations that may be performed, there are a number 

of possible profiling techniques that are of interest when perform­
ing dynamic optimization in a VM environment. In this section we 

will overview the spectrum of profiling techniques. Some of these 

will be useful for supporting dynamic optimizing process VMs, de­

scribed later in this chapter. Others will be more useful with HLL 

VM implementations, discussed in Chapter 6. 

4.2.2 Types of Profiles 
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1nere are several types or prorue aata mat canoe usea ma aynam1-

cally optimizing VM. The first type simply indicates how frequently 

different code regions are being executed. This information can be 

used to decide the level of optimization that should be performed 

for a given region. The heavily used code regions, or hotspots, 

should be optimized more, and lightly used code can be optimized 

less (or not at all) because the optimization process itself is time con­

suming and potentially performance degrading. For example, in the 

framework of ~ a code sequence may be interpreted until 

it is determined to be "hot" and then binary translated to speed up 

future emulation. 

A second important type of profile data is based on control flow 

(branch and jump) predictability, where the profiler collects control 

flow statistics that can be used for determining aspects of a pro­

gram's dynamic execution behavior. This information may be used 

as the basis for gathering and rearranging basic blocks into larger 

units of frequently executed code, such as the super blocks of Figure 

4.3. These larger code units provide opportunities for optimizations 

over a scope larger than single basic blocks and may also lead to 

better performance due to instruction cache locality effects. 

Other types of profile data may be used to guide specific optimiza­

tions. This profile data may focus on data or address values. For ex­

ample, if an optimization depends on whether load and store ad­

dresses are aligned on natural boundaries (see Section 4.6.4), then 

profiling of load and store addresses can determine whether this 

condition holds (at least most of the time) and the optimization 

should be applied. Or if a program variable is found to hold the 

same value most (or all) of the time, then program code can be 

streamlined (or "specialized") for the very common case. These 

more specific types of profile data will not be discussed further in 

this section but will be described when required by a particular op­

timization technique. 
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(a) (b) 

~'1~ii~r◄ Profiling Applied to a Control Flow Graph. Boxes (nodes) represent basic oc s, an arrows (edges) indicate control transfers. (a) A basic block profile (or node pro­
file); (b) an edge profile. 

The first two types of profile information described earlier are al­

most universally used by dynamic translation/optimization systems 

and deserve additional explanation. Figyre 4.12 shows a program's 

control flow graph. The control flow graph contains nodes, which 

correspond to the program's basic blocks (as defined in Section 2.6), 

and edges, which connect the basic blocks and represent flow of 

control (due to branches and jumps). In the figure, basic block A 

ends with a conditional branch; one path of the branch, i.e., the fall­

through path, goes to basic block B, while the taken path of the 

branch goes to basic block C. 

To determine the hot regions of code, one should profile each basic 
block and count the number of times each is executed during some 

time interval; the blocks most frequently executed are the hot ones. 

A basic block profile (or node profile in graph terminology) is illus­

trated in Figure 4.12a. In this example, the numbers contained in 

the nodes are the counts of the number of times the corresponding 

basic block has been executed. The blocks A, B, and E are the hottest 

blocks . 
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A.nernauveiy, me eage prOJlLe 1s snown m !.!glll'.e 4.12.n. i ne eage 

profile contains counts of the number of times each control flow 

edge is followed. In the figure, the edge profile is shown by labeling 

each of the edges with the number of times it is followed. 

In general, there are more edges than nodes, so it may appear 

slightly more expensive to profile all the edges. However, algo­

rithms have been developed for significantly reducing the number 

of edges that must be probed in order to compute a complete edge 

profile (Ball and Larus 1994). Furthermore, the edge profile data 

provides a more precise view of program execution than the basic 

block profile; i.e., the basic block profile can be derived from the 

edge profile by summing the number of incoming edges to each 

block (or by summing outgoing edge counts). We see in Figure 4. 

12b, for example, that the basic block D must be executed 25 times­

found by adding the profile counts on the incoming edges to basic 

block D (12 plus 13). Note that the converse property is not necessar­

ily true; i.e., the edge profile cannot always be derived from a basic 

block (node) profile. 

Another type of profile based on control flow is the path profile (Ball 

and Larus 1996). A path profile subsumes an edge profile by count­

ing paths containing multiple edges rather than individual edges. 

For some optimizations, such as super block formation, the path pro­

file (at least in theory) is the most appropriate type of profile be­

cause the basic blocks arranged to form a superblock should be con­

tained in a commonly followed path. Although it has been shown 

that collecting path profile data is not necessarily more complex 

than gathering edge profile data, more up-front program analysis is 

required in order to decide where to place the profile probes. This 

up-front analysis probably makes it impractical for most dynamic 

optimization systems because not enough of the program's structure 

is known a priori. A heuristic for finding frequent paths is simply to 

follow the sequence of the frequent edges. Although this heuristic 

does not always find the most frequent paths, significant counterex-
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amples are relatively rare (Ball, Matag!!, and Sagiv 1998), and most 

optimization algorithms approximate the path profile by using a 

heuristic based on the edge profile. 

4.2.3 Collecting Profiles 

There are two ways of collecting a profile: with instrumentation and 

with sampling. Instrumentation-based profiling typically targets spe­

cific program-related events and counts all instances of the events 

being profiled, for example, the number of times a basic block is en­

tered or the number of times a conditional branch is taken versus 

not taken. Generally speaking many different events can be moni­

tored simultaneously. Monitoring can be implemented by inserting 

probe instructions into the code being profiled or by using underly­

ing profiling hardware to collect data. Using software instrumenta­

tion slows down the program being profiled considerably but can be 

performed on any hardware platform_ Hardware instrumentation 

adds much less overhead but is not very well supported by current 

hardware platforms. The Intel Itanium platforms are a notable ex­

ception (Choi et al. 2002). Furthermore, hardware instrumentation 

generally does not have the flexibility of software instrumentation; 

the types of program events to be profiled are built into the hard­

ware. 

Initialize Resd 
counter counter 

Event Increment --- Event counter 

Overflow detector 

Trap 
Sample 

PC 

1----- Instruction address 

Program counter 

!1''1'•iilil Hardware Used for Sampling. An event counter triggers a trap; the PC cap­
tured at the time of the trap produces the sample. 

With sampling-based profiling, the program runs in its unmodified 
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form, and, at either fixed or random intervals, the program is inter­

rupted and an instance of a program-related event is captured (see 

Figure 4.13). For example, program counter values at taken 

branches may be sampled. After a number of such samples have 

been taken, a statistical picture of the program emerges; for exam­

ple, where the program hotspots or hot edges lie. 

An important tradeoff between the two profiling methods is that in­

strumentation can collect a given number of profile data points over 

a much shorter period of time, but commonly used software instru­

mentation slows down the program during the time the profile is 

being taken. Sampling slows down a program much less, at least as 

perceived by the user, but requires a longer time interval for collect­

ing the same amount of profile information. Of course, the slow­

down depends on the sampling interval (typical sampling intervals 

may be many thousands of instructions). 

On a per data point basis, sampling generally has a higher absolute 

overhead than instrumentation because it causes traps to the profile 

collecting software. But this overhead is spread out over a much 

longer total time interval, so the perceived slowdown during the 

profiling process is less. In addition, multiple samples can be col­

lected and buffered before signaling the user-level profiling soft­

ware (Dean et al. 1997). With instrumentation, a profile is quickly 

taken, optimizations are performed, and instrumentation software 

is either completely or partially removed. 

The preferred profiling technique depends on where in the emula­

tion spectrum (flgure 4 .5) the optimization process is taking place. 

For interpretation, software instrumentation is about the only 

choice, and even there the options are rather limited, as we shall 

see. For optimizing translated code that may benefit from further 

optimization, or in dynamic optimization systems where no initial 

translation is required, there is a much wider variety of options. In 
<TPnPr;:il nvn;:imir nntimi7;:itinn <:.v<:.tPm~ n<:.P in<:.trnmPnt;:itinn hpr;:in<:.P 
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it allows the overall optimization process to move much more 

quickly from slower, less optimized code to highly optimized ver­

sions. Sampling is more useful when a longer-running program is 

already well optimized but further higher-level optimizations may 

be beneficial. In the following subsections, we will overview profil­

ing methods for both interpreted and translated code. 

4.2.4 Profiling During Interpretation 

There are two key points to consider when profiling during inter­

pretation: The source instructions are actually accessed as data, and 

the interpreter routines are the code that is being executed. 

Consequently, any profiling code must be added to the interpreter 

routines. This implies that profiling is most easily done if it is ap­

plied to specific instruction types (e.g., opcodes) rather than specific 

source instructions. It can also be applied for certain classes of in­

structions that are easily identified during the interpretation 

process, for example, the destinations of backward branches- as we 

will see, these are often used as the starting points for forming large 

translation blocks. 

To perform basic block profiling while interpreting, profile code 

should be added to all control transfer (branch and jump) instruc­

tions (after the PC has been updated) because the instructions im­

mediately following these instructions, by definition, begin new ba­

sic blocks. Counting the number of times each of these destination 

instructions is executed constitutes a basic block profile. For edge 

profiling, the same control transfer instructions can be profiled, but 

both the PC of the control transfer instruction and the target are 

used to define a specific edge. 

The profile data is kept in a table that is accessed via source PC val­

ues of control transfer destinations (basic block profiling) or the PC 

values that define an edge. This table is similar to the PC map table 
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used during emulation (described in Section 2.6), in that it can be 

hashed into by the source PC. The entries contain the basic block or 

edge counts. For conditional branches, counts can be maintained for 

cases both taken and not taken. Figures 4.14 and 4.15 illustrate the 

interpreter-based profiling method for conditional branches. Figyre 

4.14 is the interpreter routine for a PowerPC conditional branch in­

struction. A data structure for collecting edge profiles is given in 

Figyre 4.15. 

Instruction function 7ist 

branch_condi tional(i nst) { 
BO • extract( inst,25,S); 
BI • extract(inst,20 , S)i 

} 

displacement a extract(inst,15,14) * 4 ; 

II code to compute whether branch should be taken 

profi7e_addr • 7ookup(PC); 
if (branch_taken) 

profi1e_cnt(profi1e_addr, taken); 
PC= PC + displacement: 

Else 
profi1e_cnt(profi7e..addr, nottaken); 
PC= PC + 4; 

iE-,liiJlf • PowerPC Branch Conditional Interp!reter Routine with Profiling Code Added 
(in italics). 

Branch PC • I HASH 1 -
I I 

PC 
Tal<en 
count 

Not-taken 
count 

I 

!F:1"411~· Profile Table for Collecting an Edge Profile During Interpretation. A branch 
PC accesses the table via hashing; a taken or not-taken counter is incremented, depending on 
the branch outcome. 

In the branch interpreter routine, the PC of the branch instruction is 
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used for performing a profile table lookup via a hash function. Then 

entries in the profile table are updated appropriately. If the branch 

is taken, the taken count is incremented; otherwise the not-taken 

count is incremented. Alternatively, for basic block profiling, the 

source PC at the end of the branch interpreter routine can be used 

as the key to the profile table, and only one count per PC is main­

tained. 

Profile Counter Decaying 

As just described, the profile counts held in the profile table incre­

ment indefinitely. In practice this leads to an obvious problem- a 

count may eventually overflow the siz,e of its count field. An imme­

diate solution is to use saturating counts; i.e., when a counter 

reaches its maximum value, it stays there. An additional enhance­

ment lies in the observation that many optimization methods focus 

on relative frequency of events, e.g., which basic blocks are more 

heavily used, not the absolute counts. Furthermore, when it comes 

to making dynamic optimization decisions, recent program event 

history is probably more valuable than history in the distant past. 

This leads to a counter "decay'' process. To implement counter de­

cay, the profile management software periodically divides all the 

profile counts by 2 (using a right shift). After decay, the counts main­

tain their relative values, and, as the program phase changes and a 

profiled event becomes inactive, counts carried over from the previ­

ous phase will eventually decay to zero. Consequently, at any given 

time the profile counts reflect the relative activity over a relatively 

recent period of time. 

Profiling Jump Instructions 

Up to this point, when profiling control flow, e.g., edge profiles, we 

have been concerned primarily with conditional branch instruc­

tions. Profiling indirect jumps is slightly complicated because there 

227 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

25 of91 

may be a number of target addresses, and in some cases they may 

change frequently. This is the case, for example, in return jumps 

from procedures that have many call sites. This means that a com­

plete profile mechanism that tracks all the targets would consume 

both more space and more time than conditional branch edge pro­

filing. The process can be simplified, however, by noting that 

profile-driven optimizations of indirect jumps tend to be focused on 

those jumps that very frequently have the same target (or a small 

number of targets). Consequently, it is only necessary to maintain a 

table with a small number of target addresses (say one or two) and 

track only the more recently used targets. If the target changes fre­

quently among a large number of addresses, then these counts will 

always be low, and optimizations based on frequent jump targets 

will likely provide little benefit anyway. 

4.2.5 Profiling Translated Code 

When profiling translated code, each individual instruction can 

have its own custom profiling code. Among other things, instru­

menting individual instructions means that profiling can be selec­

tively applied. It also means that profile counters can be assigned to 

each static instruction at the time the instrumentation is inserted so 

that profile counters are directly addressed and no hashing is 

needed. Profile counters can be held in a simple array, with an in­

dex into the array hardcoded into the profile code for a specific in­

struction. 

increment edge 
counter (j ) 

if (counter ( j ) > 
trigger) then 
invoke optimizer 

else branch to 
target basic 
block , 

, , 
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; 
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block 

Fall-through 
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iF:1•iiiliM Edge Profiling Code Inserted into Stubs of a Binary Translated Basic Block. 

Figure 4.16 illustrates the insertion of instrumentation for edge pro­

filing into translated basic blocks (as in Section 2.6). Here, instru­

mentation is placed into stub code at the end of each translated ba­

sic block. In this example, the optimization algorithm is invoked if a 

profile value exceeds a specified threshold value, or trigger. An ad­

vantage of placing profile code in the stub region is that profile code 

can be easily inserted and removed as needed. 

4.2.6 Profiling Overhead 

Software profiling adds instructions to the overall emulation 

process. For example, in figure 4.15. instructions must be added to 

(1) access the hash table (this will require the hash function plus at 

least one load and compare) and (2) increment the proper count 

(two more memory accesses plus an add instruction). For profiling 

during interpretation, this may add an additional overhead of 10-

20% because interpretation already requires executing a number of 

target instructions per interpreted source instruction. For profiling 

translated code, fewer instructions may be needed if the profile ta­

ble lookup is replaced with directly addressable counters, but the 

relative overhead is still significantly higher than with interpreta­

tion because translated code itself is much more efficient than inter­

preted code. In addition to performance overhead, profiling leads to 

memory overhead for maintaining tables. For example, a profile ta­

ble such as in Figure 4.15 would require perhaps four words of data 

for each instruction being profiled. 

Profiling overheads can be reduced in a number of ways. One way is 

to reduce the number of instrumentation points by selecting a 

smaller set of key points, perhaps using heuristics, and to use the 

collected data at these points to calculate the profile counts at the 

others. Another method, based on code duplication, is especially at-
.._ ___ ,._,: ___ ,c __ _,.,... __ TC' A ,,__.&.!_,: __ ,._,: __ --~ ! .-. ...J ____ ,:1-__....] !- C----·~-- .a P'7 
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4.3 Optimizing Translation Blocks 

As was pointed out in the introduction to this chapter, there is often 

a two-part strategy for optimizing translated code blocks. The first 

part of the strategy is to use knowledge of dominant control flow for 
enhancing memory locality by placing frequently followed se­

quences of basic blocks into contiguous memory locations. In prac­

tice these are usually super blocks. In the second part of the strategy, 

the enlarged translation blocks are optimized, with emphasis on op­

timizations that are skewed to favor the commonly followed se­

quence. That is, the optimization increases performance if the com­

mon sequence is followed, with a possible loss of performance in 

the uncommon case. Although the two parts of the strategy are actu­

ally relatively independent, both are useful and are often applied in 

the same system. A common approach is first to form a localized 

block and then to optimize it as a unit. In the following discussion 

we will follow the same order. 

4.3.1 Improving Locality 

There are two kinds of memory localities. The first is spatial locality, 

where an access to a memory location is soon followed by a mem­

ory access to an adjacent memory location. The second is temporal 

locality, where an accessed memory location is accessed again in the 
near future. Instruction fetches naturally have a high degree of both 

types oflocalities, and instruction-fetch hardware tends to perform 

better when locality is greater. By rearranging the way code is 

placed in memory, moreover, both types of localities can be further 

enhanced. 

The methods and benefits of improving code locality are best ex­

plained via an example. Figyre 4.17a shows a region of code as orig-
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mauy p1acea m memory. tlas1c mocKs are 1ane1ea wun uppercase 

letters, and branch instructions are shown. Other instructions are 

represented with horizontal lines. Figure 4.17b is the control flow 

graph for the same code sequence, with edge profile information 

given. The most common path through the code is A, D, E, G. Block F 

is rarely executed. 

Br condl == true 
B 

Br cond2 •• f al se 

~- Br cond3 = t rue 

Br uncond 

G 

Br cond4 = t rue 

I i I 
-► 

(a) 

3 

A 

D 

68 

E 2 

97 
1 

(b) 

!j::1'ii$~! Example Code Sequence. (a) Basic blocks as initial!), arranged in memory; (b) 
e ge pro e or example code. 

IE 
. Br uncond 

ijfaijkjif:j Cache Line Containing Instructions from Basic Blocks E and F. 

First consider how the example code will map onto cache lines; this 

reveals two ways in which performance may be lost in a typical 

high-performance processor. figure 4.18 shows a cache line that 

contains a total of four instructions at the boundary between basic 

blocks E and F. Because block Fis rarely used, there is relatively lit­

tle useful locality (spatial or temporal) within this line; nevertheless, 

the whole line is placed in the cache just to hold the single instruc­

tion from block E. It would be better to use the cache space con­

sumed by instructions from block F for other instructions that are 
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more trequenuy used.. Also, wnen tne 11ne 1s retcnect rrom tne cacne, 

only one of the four instructions is useful. Performance may be lost 

because of relatively low instruction-fetch bandwidth. 

To improve performance, profile information can be used to rear­

range the layout of the blocks in memory (Pettis and Hansen 1990). 

A rearranged layout is shown in Figyte 4.19. To accomplish the new 

layout, some of the conditional branch tests are reversed. For exam­

ple, the test at the end of block A is changed from true to false. 

Furthermore, some unconditional branches may be removed alto­

gether, for example, the branch that ends block E. Also, as part of 

the relayout process, block F, which is rarely used, can be placed in 

a region of memory reserved for such seldom-used blocks. These 

blocks will generally not consume instruction cache space. Finally, 

instruction-fetch efficiency is improved, for example, when execut­

ing the code sequence in blocks E and G, which are always executed 

in sequence. 

a 
Br condl = false 

Q 

I 
- Br cond3 = true . E 

u 
Br cond4 .- true 
Br uncond 

B 

Br cond2 == f al se 

C 

Br uncondl 
' I •• -► 

r= 

,___ Sr uncond 
iifa•i#IIPI Example Code After Relayout to Improve Locality. 
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Another method for improving spatial locality (and to provide other 

optimization opportunities) is to perform procedure inlining 

(Scheifler 1977). With conventional procedure inlining, the body of 

a procedure is duplicated and placed at its call/return site. 

Procedure inlining is illustrated in Figure 4.20. where procedure 

xyz is called from two locations (Eigure 4.20a). After inlining has 

been performed, the code belonging to procedure xyz is duplicated 

and placed at the two call sites, as shown in Figyre 4.20b. The call 

and return instructions for procedure xyz are removed. It may also 

be possible to remove some register save/restores that surround the 

call and return in the original code. Hence, inlining not only in­

creases spatial locality in the instruction stream but also eliminates 

much of the overhead of calls and returns. 

---------------· ·----

········--·-··--

Call pr'Oc Xy'i. 

Call proc xyz 

(a) 

Pro, xyz 

X 

z 
Return 

. 
·---------------

:e 

---············· ' ----· , X : 

. . -. _-_-__ ~_z~ __ -_ -__ -_ -: 

(b) 

. ===::::;;;::=== 
. 
I _ ____...____ • 
•••••••••• • •••• J 

, .............. .. 
' ===::::;;;:.=== I 

' z . ·----·------·---' 

(c) 

iF:1•1kif1•J:I! Procedure Inlining. (a) A code sequence calling a procedure from two call 
sites. (b) Wit conventional procedure inlining, procedure B is duplicated and placed at the 
original call sites. ( c) With partial procedure inlining, only a specific control fl.ow path is in­
lined at each call site. 

In dynamic optimization systems, procedure inlining is often imple­

mented in a dynamic form, based on commonly followed paths dis-
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coverea at runnme. 1 ne 1eaas to aynamic or parnaL proceaure znun­

ing, which is based on similar concepts as dynamic basic blocks, dis­

cussed in Section 2.6.3. The important point is that because code is 

discovered incrementally at runtime, it is often not practical to dis­

cover and inline a full procedure containing multiple control flow 

paths. For example, in Figure 4.20a, when procedure xyz is called 

from the first call site, the path of execution may flow through 

blocks X and Y; when it is called from the second call site, the path 

of execution may flow through blocks X and z. When partial proce­

dure inlining is applied, as shown in Figure 4.20c, only the specific 

dynamic paths are inlined at the call sites. 

Unlike simple code relayout, as described earlier, inlining may in­

crease the total code size when the same procedure is called from 

several different sites. This may have a negative effect on instruc­

tion cache performance. It also may increase register "pressure," 

i.e., the demand for registers within the region of the inlined code. 

Consequently, partial procedure inlining is typically used only for 

those procedures that are very frequently called and that are rela­

tively small-many library routines fit these criteria. Profile infor­

mation can be used to identify procedures that are good candidates 

for inlining (Chang et al. 1992: Ay:ers, Schooler. and Gottlieb 

1997). 

Specific algorithms for implementing both code relayout and inlin­

ing have been used in conventional optimizing compilers. Rather 

than describe these conventional methods in detail, however, we 

will consider only the methods useful during dynamic translation 

and optimization. 

We now describe three ways of rearranging basic blocks according 

to control flow. The first way, trace formation, follows naturally 

from the discussion just given. However, the second way, superb lock 

formation, is more widely used in virtual machine implementations, 

because superblocks are more amenable to interbasic block opti-
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mizations, as we shall see. The third way of arranging code is to use 

tree groups, a generalization of superblocks, which are useful when 

control flow is difficult to predict, and provides a wider scope for 

optimization. In the following subsections, we discuss traces, su­

perblocks, and tree groups and then turn to optimization methods 

based on traces and superblocks. 

4.3.2 Traces 

This code-relayout optimization essentially divides the program into 

chunks of contiguous instructions containing multiple basic blocks 

(Fisher 1981; Lowney: et al. 1993). In the example of Figure 4.17. 

the sequence ADEG is the most commonly executed path and is 

placed in memory as a single contiguous block of code. This se­

quence forms a trace-1 -a contiguous sequence of basic blocks. A sec­

ond, lesser used trace in the example is BC. Block F alone forms a 

rarely used trace containing only one basic block. 

It should be clear that edge profile data can be useful for determin­

ing the frequently followed paths. Classically, with an offline profile 

method (see Figure 4.11a) traces are formed via the following steps. 

1. A profile is collected during one or more executions of the program using test 

data. 

2. Using the profile data, begin with the most frequently executed basic block that 

is not already part of a trace; this is a trace start point. 

3. Using edge or path profile data, begin at the start point and follow the most 

common control path, collecting basic blocks along the path until a stopping 

condition is met. One stopping condition is that a block already belonging to 

another trace is reached. Another example stopping condition is the arrival at a 

procedure call/return boundary (if the procedure is not being in lined). A more 

complete set of stopping conditions is given in Section 4.3.4. 
4. Collect the basic blocks into a trace, reversing branch tests and removing/adding 

unconditional branches as needed. 

5. If all instructions have been included as part of some trace, stop; otherwise go to 

step 2. 

Ifwe follow this algorithm with the example in flgure 4.17. then we 
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start with block A and follow it to D and E and stop at G. In this case, 

we use loop-closing branches as a stopping condition (as is often 

done). Then the next trace starts at B and stops at C. Finally, F is left 

as the last trace. Figure 4.21 illustrates the traces with respect to the 

control flow graph; when these traces are laid out in memory, they 

will appear as in Figm:e 4.19. 

In a dynamic environment (as in Figure 4.11b), the foregoing 

process of trace formation can be modified appropriately and would 

build up traces in an incremental manner as hot regions of code are 

discovered. In practice, however, traces as just described are not 

commonly used as translation blocks in today's dynamic translation/ 

optimization systems; superblocks and tree groups are more com­

monly used, so we def er discussion of dynamic trace formation to 

the next section. 

3 
," - ----....... 

' I 
' A Tracs 1\ 

30 . - - - .. -... .. 70 .. \ 
Trace2 ···---- . ', •. ,-.---~ ~ --~: 

I D : . -....--.i. . 

97 

ijfaliiif}I Using Edge Profiles or Collect Basic Blocks into Traces. 

4.3.3 Superblocks 

A widely used alternative to the trace is the superblock {Hwu et al. 

1993); by construction, superblocks have only one entrance at the 

top and no side entrances. In contrast, a trace may have both side 

entrances and side exits. For example, in Figm:e 4.21, the trace 
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ADEG contains a side exit from block D and two side entrances into 

block G. As we shall see in Section 4.5.3. disallowing side entrances 

simplifies later code optimizations. 

It might first appear that if super blocks are formed using a method 

like the one described for traces. the result is relatively small su­

perblocks; for example. in Figure 4.22a ADE. BC, F, and G form a 

complete set of superblocks. These blocks are smaller than the 

traces and in some cases may be too small to provide many opportu­

nities for optimizations. However, larger superblocks can be formed 

by allowing some basic blocks to appear more than once. This is il­

lustrated in Figure 4.22b, where larger superblocks have been 

formed. Here, the superblock ADEG contains the most common se­

quence of basic blocks (according to the profile information given in 

Figure 4.12). Now, because block Gin superblock ADEG can only be 

reached via a side entrance, block G is replicated for the su­

perblocks that contain BCG and FG. The process of replicating code 

that appears at the end of a superblock in order to form other su­

perblocks is referred to as tail duplication. 

4.3.4 Dynamic Superblock Formation 

Superblocks can be formed via a profile-driven static algorithm just 

as traces are; i.e., by first using test input data to collect a profile and 

then as part of a static compilation step forming all the superblocks. 

However, because superblocks are a common choice for virtual ma­

chine implementations and are formed at run time, we will consider 

only their dynamic formation in detail The key point is that they are 

formed incrementally as the source code is being emulated. 

A complication that comes from using superblocks is that basic 

block replication leads to more choices, especially the choice of 

when to terminate a superblock, so a number of heuristics are fol­

lowed. There are three key questions regarding dynamic superblock 

formation: (1) At what point in the code should a superblock be 
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started? (2) As a superblock is being built, what should the next ba­

sic block be? (3) At what point should a superblock be terminated? 

We will discuss each of these in turn, focusing on heuristics that ap­

pear to work well in practice. 

(a) 

B 

G G 
. 

.......... • ~.-•• -+-.~.--,---,..--,.......,......._...,.__._ .. ---- -·' 

(b) 

!Jl-;Ulilf}M Superblocks. Superblocks are regions of code with only one entry point and 
one or more exit points. (a) Superblocks containing no replicated code; (b) superblocks with 
replicated code (e.g., block G) are larger and provide more optimization opportunities. 

Starting Points 

In general, a superblock should start at a heavily used basic block. 

Consequently, as code is initially being emulated, either through in­

terpretation or simple basic block translation, profile information is 

collected in order to determine those heavily used basic blocks 

where superblock formation should be started. For this purpose, 

there are two methods for determining profile points. One is simply 

to profile all basic blocks. Another is to use heuristics based on pro­

gram structure to select a narrower set of good candidate start 

points and then to profile only at those points. One such heuristic is 

to use the targets of backward branches as candidate start points. 

Heavily used code will very likely be part of a loop, and the top of 

every loop is the target of a backward branch. A second heuristic is 

to use an exit arc from an existing superblock. These arcs are good 

candidates because, by definition, the existing superblocks are 

known to be hot, and some exit points will also be hot (although per-
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haps somewhat less so than the original basic block). In addition, 

exit points are often not the targets of backward branches and 

would otherwise be overlooked by the first heuristic. Using heuris­

tics for determining candidate start points reduces the initial num­

ber of points to be profiled significantly, and it reduces those that 

must be monitored for "hotness" as the incremental formation 

process proceeds. 

Regardless of how candidate start points are selected for profiling, 

most superblock formation methods define a start threshold value. 

When a profiled basic block's execution frequency reaches this 

threshold, a new superblock is started. In IA-32 EL (Baraz et al. 

2003), profiling continues until a certain number of hot basic blocks 

have reached the threshold (or until one reaches twice the thresh­

old); at that point, superblock formation is started. The value of the 

start threshold depends on the staged emulation tradeoff involving 

interpretation versus translation overhead, as discussed earlier; a 

threshold of a few tens to hundreds of executions is typical. 

Continuation 

After a super block is begun at an initial basic block, the next consid­

eration is which subsequent blocks should be collected and added as 

the superblock is grown. This can be done using either node or edge 

information. There are two basic heuristics for using this informa­

tion: One is most frequently used and the other is most recently used. 

In an example of the most-frequently-used approach (Cifuentes 

and Emmerik 2000). node profile information is used to identify the 

most likely successor basic block(s). For this purpose, a second 

threshold, a continuation threshold, is set to determine the possible 

candidates. This continuation threshold will typically be lower than 

the start point threshold; for example, a typical continuation thresh­

old might be half the start threshold. Because blocks other than start 

points must be profiled, a relatively complete set of profile data 

239 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

37 of91 

must be collected for all basic blocks. 

At the time the start threshold is reached and superblock formation 

is to begin, the set of all basic blocks that have reached the continua­

tion threshold is collected. This is the continuation set. Then the su­

per block formation algorithm starts with the hottest basic block and 

builds a superblock, following control flow edges and including only 

blocks that are in the continuation set. When a superblock is com­

plete (stopping points are discussed shortly), the emulation process 

can resume with profiling until another basic block achieves the 

start threshold. An alternative, however, is to go ahead and form ad­

ditional superblocks using the members of the continuation set. 

That is, of the blocks remaining in the continuation set, take the 

hottest as a new start point and build a second superblock, remov­

ing blocks from the continuation set as they are used. This process 

continues until all the blocks in the continuation set have been ex­

hausted. This method of building multiple superblocks at once has 

the advantage of amortizing some of the super block formation over­

head over multiple superblocks. 

A most-recently-used method (Duesterwald and Bala 2000) relies 

on edge-based information. The superblock formation algorithm 

simply follows the actual dynamic control flow path one edge at a 

time, beginning at the time the start point is triggered. That is, it is 

assumed that the very next sequence of blocks following a start 

point is also likely to be a common path- a reasonably good as­

sumption, given the observations on program behavior in Section 

4.1. With this method, only candidate start points need to be pro­

filed-there is no need to use profiling for continuation blocks. 

Hence, one benefit of this approach is that the profile overhead can 

be substantially reduced versus a most-frequently-used algorithm. A 

similar approach has been advocated for procedure layout (Ch._en 

and LeuP-en 1997). 
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edge profiling and the most-frequently-used heuristic (Berndl and 

Hendren 2003). This approach relies on correlating sequences of 

conditional branches (edges in an edge profile) to detect the most 

likely paths that connect basic blocks into superblocks. 

Stopping Points 

At some point the superblock formation process must stop. Again, 

heuristics are typically used, and the following are possible choices. 

Any given system may use some or all of these heuristics (or possi­

bly others). 

1. The start point of the same superblock is reached. This indicates the closing 

of a loop that was started with this superblock. In some systems, superblock 

formation can continue even after a loop is closed, which in effect leads to 

dynamic loop unrolling. 

2. A start point of some other superblock is reached. When this occurs, 

superblock formation stops and the two superblocks can be linked together 

(Section 2. 7). 

3. A superblock has reached some maximum length. This maximum length may 

vary from a few tens to hundreds of instructions. A reason for having a 

maximum length is that it will keep code expansion in check. Because a basic 

block can be used in more than one superb lock, there may be multiple copies of a 

given basic block. The longer superblocks grow, the more basic block replication 

there will be. 

4. When using the most-frequently-used heuristic, there are no more candidate 

basic blocks that have r·eached the candidate tlueshold. 

5. An indirect jump is reached, or there is a procedure call. The use of this 

stopping heuristic depends on whether partial procedure inlining is enabled, and, 

if enabled, whether the procedure satisfies criteria for inlining. Tradeoffs 

involving inlining are discussed further in the context of HLL VMs (see 

Section 6.6.2). 

Example 

As an example, we first use the most-frequently-executed method 

for superblock formation (Cifuentes and Emrnerik 2000). Consider 

the control flow graph shown in Figure 4.17. Say the start point 
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threshold 1s set at 100 and the contmuanon threshold at so. Then, as 

shown in the figure, basic block A has just reached the start point 

threshold. Blocks D, E, and G have reached the continuation thresh­

old. Because A has reached the start threshold, superblock forma­

tion begins, and superblock ADEG is formed. In this example, forma­

tion stops because of the branch from G back to A. At this point, the 

superblock can be optimized as a unit, with any needed compensa­

tion code being added at the exit points. Then, as execution pro­

ceeds, block B may next reach the threshold and superblock BCG 

will most likely be formed. Again, superblock formation stops be­

cause G leads to the start point of existing super block ADEG. Finally, 

block F might eventually reach the threshold, causing superblock FG 

to be formed. If F never reaches the threshold, then it is never 

placed in a superblock. figure 4.23 shows the fmal code layout for 

the example superblocks. Each superb lock is a contiguous-code re­

gion, and basic block G is replicated three times. 

If the most recently executed method is used (Duesterwald and 

Bala 2000), then only block A is profiled, because it is the only target 

of a backward branch in this example. When the profile count for 

block A reaches a threshold value, say, 100, then superblock forma­

tion immediately begins and follows the execution flow as it hap­

pens. This will most likely lead to super block ADEG (if the branches 

are decided in their most probable direction). Then block B is initial­

ized for profiling, because it is now the destination of a superblock 

exit. After the profile count of B reaches 100, then another su-

per block will be formed, again following the "natural" flow as it oc­

curs. In this case, it will most likely be BCG. Hence, both the most­

frequently-executed and most-recently-executed methods seem to 

have the same result. However, note that at the time A reaches the 

threshold, there is about a 30% chance that the branch exiting A will 

go to B rather than D, and superblock ABCG will be formed rather 

than ADEG. A subsequent superblock would then be DEG. This illus­

trates that there are cases where a most-recently-executed method 

may not select superblocks quite as well as a most-frequently-

242 
12/23/2024, 2:39 PM 



Chapter 4 : Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

40 of91 

executed method. Tree groups, described in the next subsection, are 

aimed at just those situations. 

~ 

Sr condl -- false 

0 

Br cond3 - true 
E 

lJ 

Br cond4 - true 
Br uncond 

B 
Br cond2 = false 

e 
G 

Br cond4 - true 
Br uncond 

f::'. 

G 

Br cond4 = tru@ 
Br uncond 

ijh,li4jfJ• Code Layout Following Superblock Formation for Example CFG. 

4.3.5 Tree Groups 

Although traces and superblocks (as well as dynamic basic blocks) 

are the most commonly used units for translation and optimization, 

there are other possibilities. Traces and superblocks are based on 

the principle that conditional branches are predominantly decided 

one way ~ -However, there are some branches for which 

this is not the case. For example, in Figure 4.7. almost 20% of the 

branches range between 30-70 and 70-30, taken versus not-taken. 

Almost 10% of the branches are about 50-50. For branches that tend 

to split their decisions, a superblock or trace side exit is frequently 

taken. When this happens, there is often overhead involved in com-
___ ,..,,...,._,: __ --...l- ,-,....: ____ A 'I'\ -r,,.,._,.1,...,.. ____ ..... __ ,..,:_,:_..,.,._,: __ ,... --- ,._,..._,: 
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ijfaii#jfJ• Tree Group. A tree group encompasses multiple commonly followed control 
flow paths. 

For those situations where conditional branch outcomes are more 

evenly balanced, it may be better to use tree regions or tree groups 

rather than superblocks (Banerjia, Havanki, and Conte 1997). Tree 

groups are essentially a generalization of superblocks, and they of­

fer more optimization opportunities. They have one entrance at the 

top and may have multiple exits, but they can incorporate multiple 

flows of control rather than a single flow of control as with a su-

per block. That is, as the name suggests, they form trees of connected 

basic blocks. A tree group for the code illustrated in flgyre 4.17 is 

given in Figure 4.24. A tree group is formed by using tail duplica­

tion, as is done with superblocks. The branch at the end of block A 

in Figure 4.17 is a 30-70 branch, so we include both exit paths in the 

tree group. On the other hand, the edge from F to G is rarely taken, 

so it is not included in the major tree region. However, it may later 

be used as part of a smaller tree region, as shown in the figure. 

Just as with traces and superblocks, tree groups can be constructed 

using collected profile information. For example, a variation of the 
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most-rrequenuy-executec:1 neunsnc rmgnt set a start tnresno1e1 at 1uu 

and a continuation threshold at 25 (the continuation threshold is 

lower than with super blocks, to "encourage" the formation of larger 

trees). Then for our example code, an initial tree group would con­

sist of blocks ADEGBCG, as show in Figm:e 4.24; a later tree region 

might be the smaller FG. Tree groups can also be constructed incre­

mentally. For example, in Figm:e 4.24 one might first form the tree 

group ADEG (actually a superblock). Then after additional program 

emulation and profiling, the path BCG can be added to form the fi­

nal tree group. The problem with forming tree groups incremen­

tally, however, is that reoptimization may be needed each time a 

new path is added to the tree group. 

4.4 Optimization Framework 

In the following sections, we begin with traces and superblocks and 

consider ways of optimizing code within these large translation 

blocks. In this section, we first discuss some of the overarching is­

sues that are common to all the optimization methods. 

In general, dynamic optimization, as discussed in this chapter, dif­

fers from static compiler-based optimization in that the optimizer 

operates only over well-delineated, "straight-line" code regions, e.g., 

traces or superblocks. Another difference is that high-level semantic 

information from the original program is not available; information 

must be extracted from the executable binary. For example, data 
structure declarations are unavailable. The overall philosophy is 

that fast, low-overhead optimizations should be used to gather the 

"low-hanging fruit." In contrast, dynamic optimization for HLL vir­

tual machines (Chapter 6) is much less restricted. In HLL VMs, there 

is more semantic information available to the optimizer, and the 

scope of optimization may be much larger than with the optimiza­

tions discussed in this chapter. 

245 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

43 of91 

Dynamic optimizations are pertormed in addition to any optimiza­

tions the original compiler may have done. Because optimization is 

being performed at run time, however, there are new optimization 

opportunities that may not have been available to the static com­

piler. In general, these new opportunities involve optimizations 

along frequently followed paths that cross basic block boundaries. 

For example, when consecutive blocks are considered, redundant 

instructions may be found and removed, or instructions may be re­

ordered across basic block boundaries. 

4.4.1 Approach 

Fig!!re 4 .25 illustrates the overall approach to optimization. Based 

on profile information, basic blocks are first collected to produce a 

straight-line code sequence that forms a trace or superblock. These 

instructions are converted into an intermediate form and placed in 

a scheduling/optimization buffer by the translation software. The in­

termediate form contains essential dependence information but 

would typically use a single assignment format (Cy:tron et al. 1991) 

so that nonessential dependences do not appear. In order to sim­

plify eventual target code generation, the intermediate form is simi­

lar to the one that a compiler might use for the target instruction 

set. Then code scheduling and optimization take place, followed by 

register assignment. As the code is optimized, side table information 

is also generated. For example, a side table may be used for tracking 

the relationships between source register values and target register 

values in order to implement precise state recovery in the event of a 

trap or interrupt; this is explained later. In some cases, compensa­

tion code is added at the intermediate entry and exit points of the 

scheduled, optimized trace (Firue 4.26). In practice, these entries 

and exits will be infrequently used, but, as we shall see, the compen­

sation code is still required for correctness in the event they are 

used. 

Original Intermediate Optimized 
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source code form 
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ij!,,.j§j►l• Major Steps in the Scheduling/Optimization Process. 

An example of an interbasic block optimization that uses dynamic 

information was given at the beginning of this chapter (flgyre 4.2), 

where the knowledge that the most common control path went 

from block A to block C allowed formation of a superblock contain­

ing basic blocks A and C. Then as an optimization, the assignment to 

Rl in block A was removed. This resulted in compensation code be­

ing added at the exit to block B. 

4.4.2 Optimization and Compatibility 

An important consideration during the optimization process is 

maintaining compatibility. In Section 3.2 we discussed compatibility 

issues in general To reiterate, for practical process VMs, we main­

tain an isomorphic relationship between the guest VM and the na­

tive platform (flgure 3.4). As part of this relationship, we first as­

sume that all control transfer points (a system call, return, trap, or 

interrupt) between the guest process and the OS on its native plat­

form will map to a corresponding transfer of control between the 

guest process and the virtual machine runtime. Furthermore, at the 

time of one of these transfers to the runtime, it should be possible to 

reconstruct the entire guest process's state, both registers and mem­

ory. With respect to optimizations, it is the traps that we are most 

concerned with, both the control transfer aspect and the state recon­
~tn1rtinn :l~nPrt i P fnrminlJ" thP nrPri ~P St:ltP WP :lnnrPS~ hnth nf 

247 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

45 of91 

these in the following paragraphs. 

Compensation 
code 

Trace Superblock 

~ nsation 
code 

@,mklfJ# Optimization of Traces and Superblocks. A trace (left) and a superblock 
(right) are collections of basic blocks (shown with dotted lines) that are combined using com­
mon!Y executed program paths. Optimizations can be performed across the entire trace or su­
perblock, with compensation code being added for the uncommon intermediate entrances and 
exits. 

We define a process VM implementation to be trap compatible if any 

trap (except a page fault) that would occur during the native execu­

tion of a source instruction is also observed during the emulation of 

the corresponding translated target instruction(s). And the converse 

is also true: Any trap that is observed during execution of a target in­

struction should also occur in the corresponding source instruction. 

We exclude page faults because they are the result not of an action 

of the running process but of the allocation of resources by the host 

OS. Page fault compatibility is treated in Chapter 7 in the context of 

codesigned VMs that are system VMs. 

Source 

r4 +- r6 + 1 
rl t- r2 + r 3 ----+ trap? 

rl +- r4 + rs 
r6 +- rl * r7 

Target 

R4 +- R6 + l 

Rl +- R4 + RS 
R6 ~ Rl * R7 

Rt1move 
dead 

11.nlgnm•m 

1F;1ljkif..fl A Code Optimization That Removes an Apparently Redundant Instruction. If 
the removed instruction would have trapped due to overflow, however, no trap will occur in 
nntirni-,aA uarc-inn 
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Consider the example on the left side of Figm:e 4.27. In this exam­

ple, the first instruction of the source code (on the left) computes rl, 

which turns out to be a "dead" assignment, because the next instruc­

tion does not read rl but overwrites it. This apparent redundancy 

may have occurred as a by-product of forming dynamic translation 

blocks. An obvious optimization would be to remove the instruction 

making the redundant assignment (rl - r2 + r3). However, this 

could violate trap compatibility as we have defined it because the 

removed instruction may trap due to overflow. That is, if the in­

struction is removed, an overflowing instruction in the original 

source code is skipped, and the program's execution after optimiza­

tion is not exactly the same as before the optimization. 

With respect to the converse condition for trap compatibility given 

earlier, it may sometimes be the case that a trap will occur due to 

the execution of a target instruction that would not have occurred 

during execution of the source program. However, if the runtime is 

able to detect these traps and not make them visible to the guest 

program, then the converse condition still holds. That is, the trap is 

not "observed" by the guest program because the runtime filters out 

any spurious traps. 

At the time of a trap, the memory and register state corresponding 

to a particular point in the guest program's execution (as identified 

by the trap/interrupt PC) becomes visible. Memory and register state 
compatibility are maintained if the runtime can reconstruct them to 

the same values they would have had on a native platform. The re­

quirement of supporting state compatibility can have a significant 

effect on the optimizations that can be performed. For example, in 

Figure 4 .28 (on the left), it might be beneficial to reorder the in­

struction that computes r6 to a point higher in the code sequence to 

allow its execution to be overlapped \•vith independent instructions 

(because multiplications typically take several cycles to execute). In 
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this example, the multiply instruction can be overlapped with the 

add instruction that writes to r9. The rescheduled code is shown in 

the middle of the figure. However, if the add that produces R9 

should overflow and trap, then the value in R6, as seen by the trap 

handler, will not be the same as in the original code sequence. 

Source 

rl +- r2 + r 3 
r 9 +- r l + rs 
r6 f- rl • r7 
r3 +.- r6 + 1 

reschedule 

Target 

Rl ....- R2 + R3 
,>-R6 f- Rl * R7 
'-R9 +- Rl + RS - trap? 

R3 f- R6 + 1 

Target with 
saved reg. state 

Rl f- R2 + R3 
S1 ....- R6 * R7 
R9 +- Rl + RS 
R6 +- Sl 
R3 +- $1 + 1 

!Jl;1ii4jf,J:j Code That Is Reordered to Overlap Execution of a Multiplication with an 
Independent Instruction. If the multiplication overflows, the state observed by trap handler 
is changed. 

Register compatibility is easier to maintain than memory state com­

patibility because register values can be backed up (or check­

pointed) more easily. This is illustrated in the rightmost code se­

quence of Figure 4.28. Here, the code is reordered, but the result of 

the multiplication is initially placed into a scratch register, S1. The 

value in S1 is then copied into register R6 at the same place R6 

would have been updated in the original code. If an overflow trap 

should occur, the runtime can recover the original state from S2, us­

ing techniques to be described in Section 4.5. 

In the case where intrinsic compatibility (see Section 3.2.1) is re­

quired, then optimizations should be restricted to those that make 

all register and memory state recoverable at the time any poten­

tially trapping instruction is emulated. However, if the developer of 

the VM software can make some assumptions about the producer of 

a binary- for example, that certain types of bugs are not present, 

that a particular compiler will used for the source binary, that only 

certain trap handlers will be used, or that some traps will never be 

enabled- then additional optimizations can be performed while still 

providing extrinsic compatibility under the given assumptions. We 

will return to the topic of compatibility in Section 4.6.2, after spe-
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cifi.c optimizations have been described. 

4.4.3 Consistent Register Mapping 

Initially, we assume there are always sufficient target registers 

available to map source register values to target registers and to ac­

commodate any optimizations that may be performed. This may re­
quire that there be more available target registers than original 

source registers. This is not an unreasonable assumption, however, 

because the IA-32 is a commonly used source ISA, and the target ISA 

is often a RISC ISA, with many more registers than an IA-32. The rel­

ative numbers of source and target registers are an important con­

sideration, however, and this issue was discussed in Section 3.3.1. 

Superblock A Superblock B 

R1 H r1 R2+-+ r1 

A3B r1 

Interpreter 

Sup&rblock C 
ijh,ljjjfJI An Inconsistent Register Mapping. When one superblock branches to an­
other, the source-to-target register mapping must be correctly managed. Furthermore, when 
jumping to the interpreter, the interpreter must know the specific mapping being used so that 
it can correctly update its register context block in memory. 

Given a sufficient number of target registers, we assume that indi­

vidual source registers can be permanently mapped to target regis­

ters. Although in theory a less permanent mapping could be done on 

a per-translation-block basis, such a flexible mapping method leads 

to complications when a transition is made from one translation 
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block to another or from a translation block to the interpreter. This 

is illustrated in the following example. 

Figure 4.29 shows a situation where two different translated su­

perblocks (A and B) branch to the same translated superblock, C. If 

superblocks A and B use different register mappings (e.g., one uses 

Rl for source register rl while the other uses R2), then one (or possi­

bly both) of them may be inconsistent with the mapping in the com­

mon destination superblock, C. Consequently, extra register copy in­

structions must be inserted at the end of super blocks A and B to 

make their mappings consistent with the destination superblock, C. 

A similar situation occurs if super block B jumps to the interpreter 

because the conditional branch at its end is not taken. When inter­

preter is entered, then the runtime must copy target register values 

into the register context block the interpreter keeps in memory. If 

the register mapping is not consistent among translation blocks, 

then a side table must be provided to assist the runtime with the 

copying. The table would indicate the specific mapping used by each 

translated superblock. 

To simplify the process, often a fixed source-to-target register map­

ping is maintained at all translation block boundaries, with the 

mapping being more flexible within the superblock boundaries. In 

some cases, this may cause additional register copy instructions at 

the time a translation block is exited. It must be noted, however, 

that such a fixed mapping is not necessary- through careful book­

keeping at the time translation is performed, the translator (with the 

assistance of side tables) can make sure that source and destination 

mappings always match when a transition is made; this process will 

be explored in Section 4.6.3. 

4.5 Code Reordering 

An important optimization performed in a number of virtual ma-
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chine applications is code reordering. In many microarchitectures, 

performance is affected by the order in which instructions are is­

sued and executed. The most significant examples are simple 

pipelined microarchitectures that execute instructions strictly in 

program order. This was done in many of the early RISC processors 

and is still done in a number of embedded processors. Another ex­

ample is VLIW processors that expect the compiler to reorder in­

structions so that several independent instructions can be packed 

together within the same long instruction word. The Intel IPF (for­

merly IA-64) implementations (i.e., Itanium) are modern high­

performance processors that take this approach. Finally, in many 

cases, performance of dynamic out-of-order superscalar processors 

can benefit from code reordering because of variations in fimc­

tional unit latencies, especially cache memory latencies. 

Because of its importance, we will consider code reordering before 

looking at other optimizations. Code reordering is a fairly easy opti­

mization to understand, and several important issues can first be 

discussed with respect to reordering and later extended to other 

types of optimizations. 

4.5.1 Primitive Instruction Reordering 

The key issues related to code reordering are easier to understand if 

we first consider reordering pairs of instructions. This will enable 

us to see the steps that are required for implementing precise traps 

or for adding compensation code at side entry and exit points to en­

sure correctness. This pairwise-reordering approach may seem a lit­

tle pedestrian, but it is conceptually useful for understanding the 

important issues. By considering reordering in this manner, we are 

reducing the problem to "primitives" from which more complex al­

gorithms are built. 

The types of reordering allowed and any required compensation 
rnrlo ; o tl-,o rnloc f'nr ronrrlor;n<T rlon.onrl nn tl-,o hmoc nf'1nctr11r_ 
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tions involved. We therefore divide instructions into four categories. 

Register updates, denoted as "reg"-instructions that produce a reg­

ister result, i.e., that change the register portion of the architected 

state. This category typically includes load instructions as well as 

ALU/shift-type operations that write to registers. These instructions 

have the property that their state modification(s) can be "undone," 

e.g., by saving about-to-be-overwritten values in other target regis­

ters or spilling them to a region of memory. The saved state may be 

required in the event that a reordered instruction traps and the run­

time needs to recover the precise source ISA state. 

Memory update instructions, "mem"-instructions that place a 

value in memory; i.e., that change the portion of architected state 

residing in main memory. In most instruction sets, only memory 

store instructions are in this category. A key property is that the up­

dating of the memory state cannot be easily undone. In general, any 

instruction whose modification to the process state cannot be un­

done should be put in this category. This includes memory accesses 

to volatile locations (described below). 

Branch instructions, "br"- a branch instruction that determines 

control flow but does not produce any register or memory result. 

Branches cannot trap. 

Join points, 'Join"-the points where a jump or branch target enters 

the code sequence (i.e., the trace). Although these are not instruc­

tions strictly speaking, they can affect scheduling when instructions 

are moved above or beyond join points. 

As an example, the instructions in Figure 4.30 have been designated 

with the category to which they belong. In this and other examples, 

we use a register transfer notation to make the various instruction 

dependences easier to see. 

254 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

52 of91 

Accesses to volatile memory locations- A volatile memory location 

is one that may be accessed by an entity other than the process at 

hand, for example, by another process or thread in a multiprocess­

ing system or by the I/0 system if memory-mapped I/0 is being used. 

Very often, there are severe constraints on optimizations when 

volatile memory locations are involved. For example, instructions 

accessing volatile locations cannot be removed, and in many cases 

they may not be reordered. More discussion of memory reordering 

in multiprocessor VMs is in ChaP-ter 9. For our analysis of code re­

ordering, it is best to categorize volatile memory accesses as 

"mem"-even if they are not stores. For example, in flgyre 4.30 if 

the first two load instructions are to volatile memory locations, then 

they should each be categorized as "mem" rather than "reg." A final 

comment is that in some VM applications, the emulation system 

does not know a priori whether memory locations are volatile and 

must then make very conservative assumptions about optimizations 

involving any memory operations. 

Rl ~ mem(R6) reg 
R2 ~ mem(R6 +4) r eg 
R3 i-- Rl + 1 reg 
R4 (- Rl << 2 reg 
Br exi t if R7 - 0 br 
R7 ~ R7 + 1 reg 
mem ( r6) ~ R3 mem 

iiA•ikiinl Code Sequence with Instructions Denoted According to Scheduling Category. 

We now consider scheduling situations in terms of the foregoing in­

struction categories. There are 16 different cases; i.e., both instruc­

tions in a pair are one of the four types. A few of the 16 cases are de­

generate, however; e.g., reordering two join points has no real ef­

fect. The focus of this discussion will be the requirements of main­

taining a consistent register assignment and implementation of pre­

cise traps (to be discussed in greater detail in Section 4.5.2). 

To provide some overall organization, we consider first code move­

ment involving branches, then code movement around join points, 
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and finally code movement in straight-line code. 

The first two cases we consider are illustrated in Figure 4.31a. 

These involve moving instructions from above to below a branch 

exit point. Instructions that change the architected state, whether 

writing to a register or to memory, can be moved below a condi­

tional branch that exits a trace or superblock. When this is done, 

compensation code is added at the exit point to duplicate the update 

performed by the instruction being moved. This ensures that if an 

early exit is taken, the state is the same as in the original code se­

quence. For example, in Figyre 4.31b, a shift instruction is moved 

after a conditional branch. In the event that the branch is taken, a 

duplicate of the reordered instruction is placed on the target path as 

compensation code. 

The cases where instructions are moved above a conditional branch 

are illustrated in Figm:e 4.32a. A register update instruction can be 

moved ahead of a conditional branch as shown, but special provi­

sions must be made for supporting precise traps. If a register in­

struction writes to register R in the original sequence, the old value 

in R must be maintained, at least until the flow of execution reaches 

the original position of the register update instruction (i.e., after the 

branch). One way to do this is to place the new value into a tempo­

rary register, T (thus saving the old value of R) and then later copy­

ing the new value into R. This is illustrated in the first two code se­

quences of Figure 4.32b. Here1 a multiply instruction is moved 

above the branch. The result of the multiply instruction is held in 

register T1, and then later (after the branch) it is copied into the 

original destination register, R6. In many cases, the explicit copy in­

struction may not be needed. For example, in the rightmost column 

of Figm:e 4.32b, the explicit copy is removed. Temporary register Tl 

is still needed to prevent overwriting the value in R6 in the event 

that the branch is taken. The key point is that at every instruction in 

the sequence (including at the branch exit), the correct value of R6 
.!- - ---.!1 - '1-.1 ... ... .!.a..L-- !- ~ ,-. _:..._ __ , .c __ !- ------ - _ ..._,_ __ ... _ ...... -.! ... ..._ ... __ y_ ... .&..L ... --
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1s avauan1e, enner m KO nseu ur 1n sume umer register. 1n umer 

words, in the target code, the live range of the original value in regis­

ter R6 is extended at least to the point where it would have been 

overwritten in the original code sequence. 

reg 

' ' ' ' ' ' '• 

Br ⇒: Br 
~ : ~ 

•• reg reg 
(compensation) 

mem 

Br ⇒ : Br 
~ : ~ 

•• mem mem 
(compensation) 

Rl +- mem(R6) 
R2 +- mem(R6 +4) 
R3 +- Rl + 1 
R4 +- Rl « 2 

(a) 

Rl +- mem(R6) 
R2 +- mem(R6 +4) 
R3 +- Rl + 1 

Br exit if R7 = O 
R7 +- R7 + 1 

Br exi t if R7 """ O 
R4 +- Rl « 2 
R7 +- R7 + 1 

....____ 
R4 +- Rl « 2 

mem (R6) +- R3 mem ( R6) +- R3 

(b) 

ilh•l(411J• Moving Instructions Around a Conditional Branch Instruction. (a) Two cases 
are s own: moving a register update instruction below a branch and moving a store below a 
branch. In both cases, compensation code is required. (b) An example of a register update in­
struction (R4 +- Rl < 2) being moved below a conditional branch; a duplicate is used as com­
pensation code on the taken branch path. 

,. reg(D 

R2 Rl << 2 R2 <- Rl << 2 
(- T1 <- R7 * R2 Br exit if RS - 0 Br exit if R8 R6 t- R7 * R2 R6 <- Tl mem (r6) +- R3 mem (Tl) f- R3 R6 <- R2 + 2 R6 <- R2 + 2 

(b) 

... 
I 
I 

~ Br~ 

~-- mem 

R2 +- Rl << 2 

0 Tl +- R7 * R2 
a=, 

Br exit if R8 
mem (Tl) ~ R3 
R6 <- R2 + 2 

- 0 

@:1••~:.K!itM Moving Instructions from Below a Conditional Branch to Above. (a) A regis­
ter up 2e instruction can be moved above a branch instruction as long as the old value re­
mains available until after the branch. This mqy require the update value to be placed in a 
temporary register in case the branch exit is taken. A mem update (store) instruction cannot 
be moved above a branch. {b) An example where a multiply instruction (R6 - R7 • R2) is 
moved above a conditional branch. 
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Also, as illustrated in the rightmost code sequence of Figure 4.32a, a 

mem instruction cannot be moved ahead of the branch because we 

are assuming that once a mem instruction writes to memory, the 

previous memory value is unrecoverable. Hence, it would not be 

possible to back up the old value as was done with the register in­

struction. 

We now turn to cases where an instruction is moved up past a join 

point (found in traces but not superblocks; there are no entry points 

in superblocks except at the top). This is the "dual" situation to the 

foregoing cases, where an instruction was moved past a branch exit 

point. 

As shown in Figure 4.33a, both types of state-updating instructions, 

reg and mem instructions, can be moved above a join point. The 

compensation code is a duplicate of the moved instruction. The 

compensation guarantees that the state is correctly updated, regard­

less of the way the block is entered. Also, note that the moved in­

struction is actually the one at the join point, and the join point es­

sentially moves down one instruction. Consequently, no actual code 

movement takes place; only the target of the join point is changed. 

This scheduling operation is useful only if additional upward code 

movements can be made. FigYre 4.33b is an example where a load 

instruction at a join point is moved above the join point. The case 

where a mem (store) instruction is moved above a join point is simi­

lar. 

Moving state-updating instructions (register updates or stores) be­

low a join point will cause the state to be updated regardless of the 

entry path. In all but a few very special situations, this will result in 

an incorrect state update if the join path is used. Consequently, we 

will not consider rescheduling that involves this type of code mo­

tion. 
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reg 
(compensation) 

~ join point ⇒ ~ joi: p,,int 
f I 
I 

' ~-- reg 

(a) 

mem 
(compensation) 

~join point ⇒ ~ joi::int 
f I 
I . 
~-- mem 

~ Ri"(- Rl + 1 
R7 <- mem (R6) 
R7 <- R7 + 1 

R7 t- mem (R6) Rl <- Rl + 1 
~ R7 <- mem (R6) 

R7 +- R7 + 1 

(b) 

!J1'1•iiJfi• An Instruction Is Moved Above a Join Point. (a) A register update or a mem 
instruction (a store) can be moved above a join point; if so, compensation is added by per­
forming a duplicate instruction on the join path. (b) An example where a load instruction is 
moved above a join point. 

Now we turn to code movement in straight-line regions of code. 

First consider instructions that update registers as shown in Figure 

4.34a. This case is similar to moving a register instruction above a 

branch point. When the instruction is moved, it initially updates a 

temporary register, T. Then later, at the point where it would have 

updated the register in the original sequence, the temporary regis­

ter can be copied into the architected register. Of course, as was the 

case earlier, if the value is overwritten before the block of trans­

lated instructions ends, then the copy instruction is not needed. An 

example is in Figure 4.34b. If a memory-update instruction should 

cause a trap, then the state can be restored to that prior to the mem 

instruction in the original sequence, and interpretation can then be 

used to emulate execution in the original program order. In this 

case the trap will occur again and the state will be correct. 

Other types of straight-line code reordering lead to problems, most 

notably moving a store above any other instruction that modifies 

the state. As noted earlier, the store cannot be "undone," so if there 
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is a trap caused by the instruction that precedes it in the original 

schedule (but follows in the final schedule), the precise state cannot 

be restored. 

,. 
reg 

reg(R) 

•• reg(T) 

==> reg 

!.. •• R<-T 

Rl ~ Rl * 3 
mem(R6) +- Rl 
R7 f-- R7 « 3 
R9 f- R7 + R2 

(a) 

(b) 

. .. 
t 

I 
t 
I 

mem =;> 

reg(R) 

Rl t- Rl * 3 
Tl <- R7 << 3 
mem(R6) ~ Rl 
R7 +- Tl 
R9 .- Tl + R2 

... reg(T) 
I 
I 

mem 
' ' I 
~- - R<-T 

Ll''1•iki!I• Code Movement in Straight-Line Code Sequences. Register updating instruc­
tions can e moved above potential!), trapping instructions, but the computed value is held in 
a temporary register, in case a trap does occur. 

Summary 

The various types of code reordering are given in Table 4.1. The col­

umns of the table are the instruction types that are the first instruc­

tion of a pair to be reordered and the rows are the second. The table 

entries indicate the action that can be taken: whether reordering is 

allowed, and, if so, the action to be taken when reordering is per­

formed. These actions permit precise state recovery when traps oc­

cur. We observe that reordering is always possible if a register in­

struction is the second of the pair; i.e., a register instruction can be 

moved "up" in a schedule arbitrarily (as long as data dependences 

are not violated). Other allowed code motions involve the move­

ment of reg or store instructions from above to below branches, and 

the movement of a store from below to above a join point (with 

proper compensation). 
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4.5.2 Implementing a Scheduling Algorithm 

Now that we have discussed scheduling primitives, we consider a 

complete code-scheduling algorithm. The algorithm is based on one 

given by Bich Le (1998} and schedules code that has been organized 

into superblocks. For handling precise traps, register assignments 

are performed to maintain extended live ranges so that if a trap oc­

curs, the register state can always be backed up to some point prior 

to the trapping instruction. Then interpretation of the original 

source code can establish whether the trap is in fact real and will 

provide the correct state if it is. The example given here translates 

from an IA-32 instruction sequence to a PowerPC sequence. In the 

example, maintaining IA-32 condition codes is initially ignored; then 

at the end of this section is a discussion of condition code handling. 

TABLE 4.1 Instruction Reordering by Type 

Fim 

~cond reg - br j oin 

ref! Extend live range of reg Extend lh·e range of reg Extend live range of reg Add compensation 
instruction instruction instruetion code at entrance - Not allowed Not allowed t\'otallowtd Add compensation 

code at entrance 

br Add compensation Add compensation ~ot allowtd (changes Not allowed ( changes 
code at branch exit code at branch exit control Oow) control Oow) 

join Not allowed (can only Not allowed (can only ~01 allowed (changes No efTtct 
be done in rare cases) be done in rare cases) control Oow) 

Step 1: Translate to Single-Assignment Form 

The instructions belonging to the superblock are translated to the 

target ISA and placed in a rescheduling buffer. As the instructions 

are placed in the instruction buffer, they are put in single­

assignment form (a register is assigned a new value only once). To 

help with maintaining the consistent register mapping, incoming 

register values are mapped to their consistent target registers. Any 

new values generated in the superblock are placed in temporary 
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"registers," labeled ti, in order to maintain the single-assignment 

discipline. 

Original Source Code 
add %eax,%ebx 
bz Ll 

Translatsd In ScfHldullng Buffer 
t S .- rl + r2, set CRO 
bz CRO, Ll 

mov %ebx,4(%eax) 
mul %ebx, 10 

t6 +- mem(t S + 4) 
t7 .- t6 * 10 

add %ebx,1 t8 ~ t 7 + 1 
add %ecx,l 
bz L2 
add %ebx,%eax 

t9 ~ r3 + 1 , set CRO 
bz CRO, L2 
tlO~ t8 + tS 

b r L3 b L3 

Step 2: Form Register Map 

A register map (RMAP) is generated to track the values as assigned 

in the original source code. For each of the IA-32 source registers, 

eax, ebx, etc., the RMAP keeps track of the single-assignment regis­

ter that holds the corresponding value at any given point in the code 

sequence. 

Orl'!lnsl Sourc. Code 
ad _ %eax ,%ebx 
bz Ll 
mov %ebx,4(%eax) 
mul %ebx,10 
add %ebx ,1 
add %ecx,l 
bz L2 
add %ebx ,%eax 
br L3 

Single A.sslgnment Form 
t 5 1- rl + r2, set CRO 
bz CRO, Ll 
t6 1- mem(tS + 4) 
t7 1- t6 * 10 
t 8 1- t7 + 1 
t 9 1- r3 + 1, set CRO 
bz CRO , L2 
t101- t8 + tS 
b L3 

Step 3: Reorder Code 

Register Map (RMAP) 
ux ebx ecx m 
ts r2 r3 r4 
tS r2 r3 r4 
tS t6 r3 r4 
tS t7 r3 r4 
tS t8 r3 r4 
tS t8 t9 r4 
tS t8 t9 r4 
tS t lO t9 r4 
tS t 10 t9 r4 

The instructions in the intermediate form are reordered. As the 
code is reordered, the rows of the RMAP are reordered along with 

the corresponding instructions. Here, the instructions are denoted 

with labels a:, b:, c:, etc. to make their identification in the resched­

uled code easier. In this example, the load instruction, c, is moved 

up above branch b to give the load a longer time to complete before 

its output value is needed. Similarly, the add instruction, e, which 

depends on the multiply, d, is moved downward, below the branch 

that follows it. As explained earlier, the movement of the add in-

262 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

60of91 

struction below the branch requires compensation code to be added 

at exit label 12. 

s.fot9 Schedu111lg Altw SchMlullng NX 

R4g,.IIK /Rp (RMAP) 
«>JC ecx edJC 

a: tS +- tO + tl. set CRO a: ts .. rl + r-2, set CRO tS r2 r3 r4 
b: bz CRO, l1 c: t6 +- Hlll(tS + -4) tS t6 r3 r4 
c: t6 +- ,..,.,(tS + 4) b: bz CRO, Ll tS r2 r3 r4 
d: t7 +- t6 • 10 d: t7 ... t6 • 10 n 1;7 r3 r4 
e: t8 ... t7 + l f: t9 .. r3 + l,set CRO tS t8 t9 r4 
f : t9 ... t3 + 1 , set CRO g: bz CRO, L2 tS t8 t9 r4 
g: bz CRO, L2 e : t8 .. t7 + 1 tS t8 r3 r4 
h; tlO .. t8 + tS h; tlO ... t8 + tS t5 tlO t9 r4 
1: b L3 i: b L3 tS tl0 t9 r4 

Compensation: 
L2: t8 .. t7 + 1 

Step 4: Determine Checkpoints 

Instruction checkpoints are determined. These are used when an in­

struction traps or there is an early exit branch from the superblock. 

When a trap occurs, it must be possible to back up to some earlier 

point where a precise state can be recovered so that interpretation 

can proceed forward. These checkpoints are places where all in­

structions in the original sequence have been completed up to that 

point. To find these points, we consider an instruction to be "com­

mitted" if all preceding instructions in the original sequence have 

been completed. The points at which instructions commit are listed 

here. Then, for each instruction, the checkpoint (in other words, the 

backup point if it traps) is the closest instruction that has been com­

mitted. These are shown in the checkpoint column in the example. 

When the superblock is entered, the initial register mapping is the 

checkpoint, denoted as @. 

Regifler Map (RMAP) Commit Ctteclcpolnl 
After Sch«lu/lng eax ebx ecx edx 
a: tS +- rl + r2, set CRO ts r2 r3 r4 a @ 

c: t6 +- mern(tS + 4) tS t6 r3 r4 a 
b: bz CRO, Ll tS r2 r3 r4 b,c a 
d: t7 +- t6 * 10 ts t7 r3 r4 d C 
f: t9 +- r3 + l,set CRO tS t8 t9 r4 d 
g: bz CRO, L2 tS t8 t9 r4 d 
e: t8 +- t7 + 1 tS t8 r3 r4 e,f,g d 
h: tlO+- t8 + tS tS tlO t9 r4 h g 
i : b L3 ts tlO t9 r4 ; h 

Step 5: Assign Registers 
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Registers are assigned in a more or less conventional way, except for 

the way live ranges are determined. For determining live ranges, we 

need to consider the normal live ranges in the rescheduled instruc­

tion sequence and extended live ranges that are necessary for pre­

cise state recovery if there is a trap. The extended live ranges are 

based on the checkpoints. For each instruction that is a checkpoint, 

the live ranges of registers in its register mapping must be extended 

to the last point where it is used as a checkpoint. For example, in­

struction d serves as a checkpoint until instruction e appears in the 

reordered sequence. Registers ts, t7, r3, and r4 are in the register 

map for instruction d. Consequently, these registers must be kept 

live until instruction e appears in the reordered sequence. This 

means that if instruction e should trap, say, due to an overflow, then 

the register values at instruction d will be available and can be re­

stored. 

Actually, live range extension can be relaxed somewhat. We need to 

maintain checkpoints only for instructions that can trap or branch 

out of the superblock, because these are the only points where it is 

necessary that correct source state be available. In our example, the 

places where live ranges have been extended are marked with an 

"x." 

RltolfflH' Llv. Ranges 
rl r2 r3 r4 tS t6 t7 t8 t9 t lO 
I I I 
y X I 
y X I 

I 
I 

X I 
X I 

I 

I 
I 

I I 
I 

A~er Asslgnn»nt 

a: r6 +- rl+r2 ,set CRO 
c: rs +- mem(r6 + 4) 
b: bz CRO, Ll 
d: r2 ... rs * 10 
f: rs +- r3+1,set CRO 
g: bz CRO, L2 
e : r2 ... r2 + 1 
h: r2 +- r2 + r6 
; : b L3 

ReglBtM ,,,_p (RMAP) 
eax flbx ecx «Ix 
r6 r2 r3 r4 
r6 rs r3 r4 
r6 r2 r3 r4 
r6 r2 r3 r4 
r6 r2 rs r4 
r6 r2 r5 r4 
r6 r2 r3 r4 
r6 r2 rs r4 
r6 r2 rS r4 

After live ranges are determined, then registers are assigned as 

shown. Because the PowerPC has many more registers than the 

IA-32, there are plenty of registers available for the assignment. 

During assignment, it should be an objective for the consistent regis­

ter mapping to be in place when the trace or superblock is exited. 
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Thus, the RMAP of the last instruction should, as much as possible, 

reflect the consistent register mapping. Copy instructions, if needed, 

are then added to force the consistent mapping. Similarly, if a side 

exit should be taken, it may be necessary to add compensation code 

in order to restore the RMAP. 

Step 6: Add Compensation Code 

Compensation code is added. In the example, compensation code is 

needed because instruction e was moved below branch g. 

Consequently, the same operation (r2 - r2 + 1) must be added at the 

target of branch g. In addition, register rs must be copied to register 

r3 in order to restore the consistent register mapping. The final 

translated and reordered PowerPC code is shown here on the right. 

An.~ ~ Coc»Adt»d P-1>CC«M 
a: rl +- rl+r2,set CR0 a: rl ... rl+r2.set CR0 a: add. rl. rl. r2 
,;: r5 ... 11N1■(rl + 4) c: rS ... meniC rl + 4) c: lwz rs, 4(r1) 
b: bz CR0, Ll b: bz CR0, L1 b: beq CR0, Ll 
d: r2 ... rs • 10 d: r2 ... rs • 10 d: muli r2,r5,10 
f: rs ... r3+1,set CR0 f: rs ... r3+1,set CR0 f: addic. rS,r3,l 
g: bz CRO, 1.2 g: bz CRO, L2' g; beq CRO, L2' 
e: r2 ... r2 + l e: r2 ... r2 +· l e: addi r2,r2,l 
h: r2 ... r2 + rl h: r2 .. r2 + rl h: add r2,r2 , rl 
i: b L3 i: b L3 i : b L3 

r3 ... rs mr r3,rS 

L2' :r3 ... rs L2' :mr r3,rS 
r2 ... r2 + l addi r2.r2.l 

Precise State Recovery 

Continuing with our example, when a trap occurs, the runtime first 

finds the trapping superblock and corresponding source basic 

blocks (possibly with the aid of side tables). It then reconstructs the 

RMAP at the checkpoint for the trapping instruction. It does this by 

retranslating the original source basic blocks and then performing 

rescheduling and register assignment. At that point, the runtime can 

use the reconstructed RMAP to reset the register values correspond­

ing to the trapping instruction's checkpoint. The checkpoint algo­

rithm guarantees that this can be done. Then the runtime can begin 

interpreting the original source code at the checkpoint. 
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For example, say that instruction d traps. Then the runtime needs to 

back up to a precise state with respect to the original source se­

quence. Hence, it backs up to instruction d's checkpoint. In this case 

the checkpoint is instruction c. When the RMAP entry for c is recon­

structed, the registers eax, ebx, ecx, and edx map to r1, rS, r3, r4, re­

spectively. Therefore, the runtime restores these values to the 

mapped IA-32 registers and begins interpreting forward, beginning 

with instruction c. The trap will recur when instruction d is inter­

preted, and the state at that time will be correct. 

As another example, assume that instruction c traps but the branch 

at b will be taken (and will exit the superblock prior to c in the origi­

nal code). In the translated target code, instruction c executes and 

traps. The checkpoint for c is instruction a. The registers rl, r2, r3, 

and r4 hold the register state at instruction a. Consequently, if inter­

pretation starts at instruction a with these values, the branch will be 

taken, and the trap does not occur. Eventually, as interpretation pro­

ceeds, a source PC will map to a translated superblock in the code 

cache, and the emulation will jump back into the code cache. 

As an alternative to interpretation, one can also maintain a simple 

(not reordered or optimized) binary translation off to the side. Then 

rather than interpreting after the state has been restored, the run­

time software can branch into the simple, in-order translation. This 

faster method for handling traps requires more memory and can be 

applied to those specific cases where a given instruction traps re­

peatedly. 

Finally, a complementary method for precise state reconstruction is 

to add repair code (Gschwind and Altman 2000), executed by the 

runtime after a trap occurs. Repair code is similar to the compensa­

tion code placed at the side exits of a superblock. However, in the 

case of precise trap implementations, the "side exit" is actually a 

trap. The concept is illustrated in Figru:e 4.35, which is taken from 
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the example in Dgure 4.28. Here, the code sequence is reordered, 

with repair code (the instruction R9 - Rl + RS in this example) be­

ing recorded in a side table. Then if the multiply instruction should 

trap, the repair code is executed by the runtime trap emulator to 

generate the correct precise value for register R9. 

Source Target 

Rl +-- Rl + 3 rl +-- r 2 + r3 
r9 t- r l -t r5 
r6 ~ rl * r7 
r3 +-- r6 + 1 

reschedule CR6 +-- Rl * R7 trap 
R9 +- Rl + RS ~ RepaJr code 
R3 +-- R6 + 1 R9 +-- Rl + RS 

ij!-,li4iii• Using Repair Code to Reconstruct Precise State After a Trap. 1'he instruction 
sequence is reordered, with repair code being generated at a potential trap (exit) point. If the 
multip(y instruction should happen to trap, repair code executed by the runtime trap handler 
recovers the precise value for register R9. 

Condition Code Handling 

For handling condition codes, an efficient method is to use lazy eval­

uation, as described in Section 2.8.2. With lazy evaluation, condi­

tion codes are only evaluated when needed. For the purposes of con­

ditional branch evaluation, data flow analysis can be performed 

within a translation block to determine which condition codes will 

actually be needed by the executing code. In the extended reorder­

ing example, only two instructions set condition codes that are po­

tentially used within the translation block (instructions a and f), so 

these are the only instructions where condition codes are actually 

evaluated; but note that even then, the target ISA (PowerPC) ver­

sions of the condition codes are generated, not the source ISA (IA-32) 
versions. 

A more difficult problem occurs when an interrupt or trap is trig­

gered and condition codes must be materialized in order to provide 

the precise source ISA state. The basic method is similar to the one 

used for providing precise register state. More specifically, lazy eval­

uation can be implemented by extending the live ranges of the input 

operands to condition code-setting instructions. If needed, these op-
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erands are used by the runtime's trap(mterrupt routine to material­

ize the condition codes. 

In the foregoing code-reordering algorithm, "condition code check­

points," similar to the regular checkpoints, are maintained. The only 

difference is that these checkpoints are restricted to the committed 

condition code-setting instructions. Then the condition code check­

points extend the live ranges of the operands that feed into a condi­

tion code-setting instruction. In the example, instructions a, d, f, e, 

and h correspond to IA-32 source code operations that set condition 

codes. In the example, the condition code checkpoints are similar to 

the regular checkpoints, except the condition code checkpoint for 

instruction dis a (not c, because c does not change condition codes). 

Consequently, the live ranges of the mapped registers at instruction 

a must be extended through instruction din the reordered code. 

Taking this into account, the initial value of rl must have its live 

range extended (denoted with a "y" in the following table). This fur­

ther affects the register assignment because the original value in 

register rl must be kept beyond instruction a, in case instruction d 

should trap and condition codes (generated by instruction a) must 

be materialized. In this example, the Power PC versions of the condi­

tion codes happen to be generated by instruction a. However, these 

are not adequate for generating all the needed IA-32 condition 

codes. Extending the live range of register rl means that register r6 

must be used for holding the result of instruction a. This will even­

tually result in an additional register copy (rl - r6) when the trans­

lation block is exited, in order to maintain the consistent register 

mapping. 

Step Sa: Assign Register with Condition Codes 

~lmr Uve Ranr': r l r2 r3 tS t6 t7 t t9 t lO 
After Assignment ReglstM ,,,_p (RMAP) 

MX ebx ecx fKlx 

I I I a r6 ._ rl+r2 , set CRO r6 r2 r3 r4 
y X I C r s .- mem(r6 + 4) r6 rs r3 r4 
y X I b bz CRO, Ll r6 r2 r3 r4 

I d r2 ._ rs * 10 r6 r2 r 3 r4 
I I f rs .- r3+1, set CRO r6 r2 rs r4 

X I I g bz CRO, L2 r6 r2 rS r4 
X I I e r2 ._ r2 + 1 r6 r2 r 3 r4 

I I I I. .,.., ..... ,.., J., .,. ,: .. 1:. .. ., .. c .. ,, 
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I I I I I i; b 
I IL T IV 

L3 
IV l,L I .I 

r6 r2 rS r4 

Now, if instruction d happens to trap, the register state can be 

backed up to instruction c (as before), .and the operands that pro­

duce the condition codes (registers rl and r2 at the time the transla­

tion block is entered) can also be restored for condition code evalua­

tion. Interpretation is then used for materializing the correct regis­

ter state and condition code state at instruction d. 

4.5.3 Superblocks Versus Traces 

As mentioned earlier, most dynamic translation systems use su­

perblocks rather than the more general traces. To understand why, 
we need to examine a number of issues. First, we consider instruc­

tion cache and branch prediction performance, and then we con­

sider issues that come into play when dynamic superblock/trace for­

mation and optimization are implemented. 

An obvious consideration with respect to instruction caching is that 

a superblock may add replicated code due to tail duplication, which 

can increase the working set size and decrease instruction cache ef­

ficiency. Mitigating this effect is that only heavily used regions of 

code are converted to superblocks. Also, superblocks lead to more 

straight-line code fetches, which will enhance the cache-fetch effi­

ciency. If code expansion due to tail duplication becomes excessive 

(and the runtime can keep track of this as it forms super blocks), 

then additional constraints can be put on superblock formation, 

such as restricting their length. 

With respect to branch predictors, as with instruction caches, there 

is a working set size disadvantage; e.g., in flgm:e 4.22b block G is 

triplicated so the branch at its end will have three different entries 

in a branch predictor table. On the other hand, superblocks may 

also be beneficial because, in effect, a superblock encodes some 

e:lobal branch historv information. For examnle. the three branches 
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corresponding to the end of G belong to three different paths. 

Hence, superblocks essentially embed path correlation information 

and perhaps a simpler branch predictor can be used, or a given pre­

dictor may work better. 

As far as optimizations are concerned, both side exit and join points 

may inhibit interbasic block optimizations involving code motion 

because it may not always be possible to add compensation code 

(see Table 4.1). For example, code often cannot be moved below a 

join point. Getting rid of join points, therefore, removes some code 

reordering constraints. 

Another advantage of removing join points becomes evident by con­

sidering the trace/superblock formation and optimization process. It 

is important to keep in mind that the basic blocks that are observed 

during trace/super block formation are dynamic basic blocks, not 

static basic blocks. Consequently, determining whether a code re­

gion join point is already part of an existing trace adds complexity 

and bookkeeping to the formation algorithm. In particular, because 

only dynamic basic blocks are observed, it is not known a priori that 

a point in the middle of the block may later be discovered to be a 

join point. Hence, during the code-discovery process, checking to see 

if a branch target has already been translated requires not only 

looking at known branch targets, but also keeping track of, and 

searching, address ranges within already-translated basic blocks. 

A related problem occurs because a preexisting translated trace has 

presumably been optimized, and this optimization may have been 

done without knowledge that a join point would later be discovered 

and added. Consequently, the optimization may no longer be safe af­

ter a join is discovered and added, so the optimization may have to 

be undone or at least revised, adding further complication. 

It is perhaps worth noting that trace scheduling was originally im-
nlernenterl in !l ct!ltir- r-nrnnil!ltinn enuirnnrnent ( ~ic,har 1QR1 \ -..rhere 
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the complete control flow graph could be analyzed when forming 

traces and where there were fewer compatibility constraints that 

would inhibit optimizations-that is, only compatibility with the 

high-level language program had to be maintained, not compatibil­

ity with an existing binary. 

From a different perspective, one thing that makes superblocks sim­
ple is that they require compensation code only at exit points, which 

is relatively straightforward. Furthermore, the only entry point is at 

the top, where the initial conditions (i.,e., register state) are more 

easily maintained. In effect, the tail duplication required by su­

perblocks is like adding superset compensation code at all join 

points and skipping all the analysis; i.e., the compensation code is 

"pre-added." Because it performs exactly the same state updates in 

the same order, it does not have to be segregated as special compen­

sation code but remains main-line code. 

4.6 Code Optimizations 

There are a number of optimizations that can be applied within 

translation blocks to reduce execution time. Even if the original 

source binary code was optimized when it was produced, additional 

optimization opportunities are often present in the dynamic envi­

ronment. For example, superblock formation removes control flow 

join points, creating a locally different control flow than in the origi­

nal code. Partial procedure inlining converts what would originally 

be interprocedural analysis into intrablock analysis. 

In general, many code optimizations have been proposed and used 

in practice (Aho, Sethi, and Ullman 1986; Cooper and Torczon 

2003), and we will focus on ones that are more likely to be present 

during dynamic optimization. We begin by describing a set of com­

mon optimizations through examples. It is often the case that per-
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tions. The examples are structured to illustrate this point. 

4.6.1 Basic Optimizations 

Figyre 4.36 illustrates a combination of common optimizations. The 

first is constant propagation. Here, the constant value 6 is assigned 

to R1; then R1 is used in the following instruction, so the constant 6 

is propagated into the next instruction (which would effectively be­

come RS - 6 + 2). Then an optimization known as constant folding is 

performed. The constants 2 and 6 are combined into the constant 8, 

and the add instruction is replaced with the assignment of the con­

stant 8 to register RS. Following constant propagation and folding, 

the multiplication in the third instruction is converted via strength 

reduction into a shift by 3. 

The foregoing example may at first appear to be far-fetched. What 

compiler would have generated such nonoptimal code in the first 

place? Actually, this example illustrates a point made earlier. 

Consider Figure 4.37. which illustrates the original source code. It is 

the same as in flgyre 4.36a, except we see that the assignment to RS 

was at a control flow join point in the original code. Hence, in the 

original sequence, the compiler could not perform constant propa­

gation. It is only because superblock formation removed the join 

point that the constant propagation (followed by other optimiza­

tions) was enabled. 

Rl +- 6 
RS t- Rl + 2 
RG t- R7 * RS 

(a) 

Rl +- 6 
RS t- 8 
R6 +- R7 * RS 

(b) 

Rl +- 6 
RS +- 8 
R6 +- R7 << 3 

(c) 

~r"klitM Constant Propagation and Folding (a) to (b) Followed by Strength Reduction 
( ) to (c). 

Rl +- 28 

~ Rl +- 6 
RS +- Rl + 2 
R6 +- R7 * RS 

iYl~IIJ&l&,a A rnntrnl Fln\AT Inin Pnint ThM Inhihit<: rnrlP nntimin,tinn 
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Another example where superblock formation leads to a potential 

optimization is shown in Figure 4.38. Often the assignment of a 

value may be partially dead. That is, it is dead on one control flow 

path but not on others. This is illustrated in flgure 4.38a. Here, the 

assignment to R3 above the BNE is dead if the branch is not taken, 

but it is not dead if the branch (to L1) is taken. This suggests an opti­

mization known as code sinking. If the first assignment to R3 is 

moved below the branch, with a compensating copy being placed at 

destination Ll (Egure 4.38b), then the partially dead assignment 

leads to a fully dead assignment on the not-taken path. 

Consequently, the assignment to R3 on the not-taken path can be re­

moved (Egure 4.38c). This optimization is most beneficial if the not­

taken path is the most common one. In terms of super block opti­

mization, the sequence of instructions on the not-taken path might 

be part of the superblock. Then code sinking is simply a reordering, 

with compensation code being added at a superblock exit. 

Figure 4 .39 illustrates another pair of common optimizations. In the 

original code sequence, there is a copy from register Rl into R4. 

Copy propagation causes register Rl to be substituted for R4 in the 

multiply instruction. This does not reduce the number of instruc­

tions, but in a superscalar processor it will increase parallelism be­

cause the copy and the multiplication can be performed in parallel 

after copy propagation. Finally, after copy propagation, the value 

held in register R4 is dead; i.e., it is not read by any following in­

structions before it is overwritten. As a second optimization, there­

fore, dead-assignment elimination removes the copy to R4. 

Rl .- 1 
R3 f- R3 + R2 
Br L1 i f R7l=0 
R3 f- R7 + 1 Ll : R3 f- R3 + 1 

(a) 

Rt .- 1 
Br Ll if R7!~ 
R3 f- R3 + R2 
R3 f- R7 + 1 

273 

Ll: R3 f- R3 + R: 
R3 f- R3 + l 

(b) 

12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609 ... 

7 1 of91 

K.l +- J. 

Br Ll if R7!-0 
R3 +- R7 + 1 Ll : R3 +- R3 + R2 

R3 +- R3 + 1 

(c) 

!F:S•iiif!:j Example of code sinking. (a) The assignment to R3 is partially dead; (b) after 
code sinking, the assignment on the not-taken branch path is fully dead; (c) the dead assign­
ment to R3 can then be removed. 

R1 <- R2 + R3 
R4 .-. Rl 
RS ~ RS • R4 

R4 <- R7 + R8 

(a) 

R1 <- R2 + R3 
R4 <- Rl 
RS ~ RS * Rl 

R4 <- R7 + RS 

(b) 

Rl <- R2 + R3 

RS ~ RS * Rl 

R4 <- R7 + R8 

(c) 

!F-1"kiiPI Copy Propagation (a) to (b) Followed by Dead-Assignment Elimination (b) to 
(c). 

Rl <- R2 + R3 
RS <- R2 

Rl <- R2 + R3 
RS <- R2 

Rl <- R2 + R3 
RS <- R2 

R6 <- RS + R3 R6 <- R2 + R3 RG <- Rl 
(a) (b) (c) n••llt Copy Propagation (a) to (b) Followed by Common-Subexpression 

· · ation ( ) to (c). 

Another example of an optimization enabled by copy propagation is 

in Figure 4.40. Here, the copy from R2 to RS is propagated to the sec­

ond add. Then R2 + R3 becomes a common subexpression that can 
be eliminated from the second add. At this point, the copy to RS may 

become a dead assignment and can be removed (not shown in the 

figure). 

The final example optimization is the hoisting of an invariant expres­

sion out of a loop, Figm:e 4.41. Here, if neither R2 nor R3 is modified 

in the loop, then the add to register Rl is invariant throughout the 

loop's execution. Hence, it needs to be done only once, before the 

loop is entered. 

L1: R1 <- R2 + R3 
mem (R4) <- Rl 
R4 <- R4 + 4 

Br Ll i f R7!=0 

Rl <- R2 + R3 
Ll : mem ( R4) <- Rl 

R4 <- R4 + 4 

Br L1 if R71=0 
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(a) (b) 

iF@ikilf• Hoisting a Loop Invariant Expression Out of a Loop. (a) The computation of 
Rl one repeatedly inside the loop is (b) moved outs(de the loop and done only once. 

This completes our survey of common optimizations: redundant 

branch removal, constant propagation, copy propagation, constant 

folding, code sinking, strength reduction, dead-assignment elimina­

tion, and hoisting of invariant expressions. Although any of these 

optimizations, as well as others, can be applied, the different opti­

mizations have different effects on compatibility, and this is often a 

critical factor in deciding whether they should be applied. 

4.6.2 Compatibility Issues 

An optimization is safe with respect to traps if, after the optimiza­

tion is performed, every trap in the original source ISA code is de­

tected in the translated target code and either traps to a handler in 

the runtime or branches directly to the runtime. Furthermore, the 

precise architected state at that point must be recoverable. There 

are no hard-and-fast rules for determining exactly which optimiza­

tions are safe, but optimizations that do not remove trapping opera­

tions tend typically to be safe. For example, copy-propagation, 

constant-propagation, and constant-folding optimizations are usu­

ally safe. There may be some end cases where compatibility be­

comes an issue, for example, if constant folding happens to result in 

overflow. This case can be determined at optimization time and can 

be disabled in those rare cases where it occurs. 

On the other hand, a number of optimizations may not always be 

safe. Dead-assignment elimination, if it removes a potentially trap­

ping instruction, is not safe because it may break trap compatibility 

-e.g., the original source code might trap if an instruction perform­

ing a dead assignment is executed. If the dead-assignment elimina­

tion removes a non trapping instruction then it is likely to be safe. 

However, if such nontrapping dead-assignment code is removed, 
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then it may still be necessary to extend the live ranges of its input 

values, just in case some other instruction traps and the values are 

needed for precise state construction. 

Similarly, hoisting instructions out of loops may not be safe because 

trap compatibility may be violated. For example, in .Eigure 4.41 a 

potentially trapping instruction is hoisted. In a static sense the in­

struction has not been removed, but in a dynamic sense instructions 

have been removed-in the original code, the hoisted add was exe­

cuted every time through the loop. 

Strength reduction may be safe in some cases but not in others. For 

example, the reduction of a multiplication to a shift in Figure 4.36 is 

likely to be unsafe, because an overflow during the multiplication 

will not occur when the substituted shift is performed. On the other 

hand, reducing a multiplication by an addition (e.g., replacing Rl •z 
with Rl + Rl) would likely be safe-an overflow will be detected. 

4.6.3 Inter-superblock Optimizations 

All the optimizations discussed thus fa.r have a scope that is re­

stricted to a single superblock. During the optimization process only 

a single superblock is buffered and analyzed. The register state at 

the time the superblock is entered and exited is precisely consistent 

with the register state at the same points in the source code. Even 

though superblocks are relatively large and provide good optimiza­

tion opportunities, there may be room for additional optimizations 

that span superblock boundaries. One solution is to use tree groups, 

as described in Section 4.3.5. Another solution is to optimize across 

superblocks incrementally. 

At the time two superblocks are linked together, they can both be re­

examined and reoptimized, based on the new knowledge of control 

flow and a more complete context. In theory, this could be a com­

plete reoptimization and reformulation of both super blocks that are 
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being linked. However, this would lead to additional optimization 

overhead and could affect the recovery of precise state (i.e., su-

per block exits may no longer be precise exception points with a con­

sistent register mapping). Furthermore, the original superblocks are 

optimized to take into account the most common control flow path, 

and modifying some of these optimizations to account for early exit 

paths may be counterproductive. Consequently, it is probably a bet­

ter approach to stick with the original superblock optimizations and 

optimize across superblocks only at the "seams." 

An example is given in Figure 4.42. Here, register r2 is dead within 

the first superblock but may be live on exit path 11. If, however, the 

destination superblock of the early exit branch is examined when 
the superblocks are linked, it is apparent that the assignment to r2 is 

in fact dead within the original superblock and may be removed 

(subject to safeness requirements discussed earlier). 

This optimization can be implemented via two side tables (Bala, 

Duesterwald, and Banerjia 1999). An epilog side table keeps a 

mask indicating the registers that are potentially dead at the time a 

superblock is exited, along with a pointer to the last instruction to 

assign the register a value (this is the potentially dead register). A 

prolog side table keeps a mask indicating the registers that are writ­

ten before being read when a superblock is entered. Figure 4.43 il­

lustrates the tables for the example given earlier in Figgre 4.42. 

When two superblocks are to be linked, the bit masks of the exited 

and entered superblocks are ANDed. Any bits that remain set indi­

cate dead register values. The pointer in the epilog can then be used 

for finding them. 

Superblock 1 

r2 ~ r7 

Br Ll if r4=--0 
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I ~2 <- rl + 2 

OUJ,11:SI UIV\,;I\ &. 

Ll ; r2 +- r3 + 2 

!i':;•'ikii*.j Two Superblocks to Be Linked. After linking, the first assignment to r2 can be 
determined to be dead. 

Another possible optimization is to remove some of the register 

copies at exit points that are intended to maintain a consistent regis­

ter state mapping. In the final code for the extended example given 

in Section 4.5.2. the copies of rs to r3 (both at the bottom of the su­

per block and at the early exit) are present only to provide a consis­

tent mapping of register ecx to r3. Her,e. if the mapping could be 

changed (so that ecx is mapped to rS) when the subsequent su­

perblock is entered, then the copy instructions are no longer 

needed. To implement this optimization, there should be a side table 

for each superblock entry point, indicating the register mapping 

when it is entered (or indicating those mappings that differ from the 

standard consistent mapping). This table is also be consulted when 

there is a trap or interrupt to ensure that the correct precise state is 

restored. 

4.6.4 Instruction-Set-Specific Optimizations 

Each instruction set has its own features and quirks that could lead 

to special optimizations that are instruction-set specific. We now 

show two examples that illustrate the principles involved. 

The first example is unaligned load optimization. Some ISAs, pri­

marily RISC ISAs, are designed so that load and store instructions 

provide better performance if their addresses are aligned to "natu­

ral" boundaries; e.g., a word address has its two low-order bits as 00 

(see Section 2.8.5). If a load or store instruction should access data 

that is not naturally aligned, i.e., is "unaligned," then it will trap. The 

trap handler can then perform the unaligned access using multiple 

instructions. Because it relies on a trap, this method is extremely 
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slow, so an alternative is to use the normal aligned load or store for 

those accesses that have very high probability of being aligned and 

using an inlined multi-instruction sequence for those cases that 

have some significant probability of being unaligned. Of course, the 

static compiler for such an instruction set strives to align data as 

much as possible. The compiler also knows when data may be un­

aligned and inserts the multi-instruction sequences. However, when 

a source ISA that features unaligned accesses is emulated by a target 

ISA that does not, handling unaligned accesses leads to a dynamic 

optimization opportunity. 

Epllog side table 

rl r2 r3 r4 ... rn 

Superblock 1 

0 1 1 ... Q._ 

Profog sJde table 

rl r 2 r3 r4 . . . rn 

Superblock 2 

0 1 0 ... 

pointers 

Superblock 1 

r2 f-- r7 

Br Ll i f r4- 0 

r2 +- rl + 2 

--.. 0 1 1 0 
AND 

,"J' 0 1 0 1 

0 l O 0 

register r2 is dead along path from 
superblock 1 to superblock 2; instruction 
r2 +- r7 in superblock 1 can be removed 

Lll;i' iii I kl Epilog and Pro log Side Tables. Epilog and Pro log side tables detect dead reg­
isters across superblock boundaries. 

If the source ISA allows unaligned accesses, then as part of dynamic 

profiling, the load and store instructions with unaligned addresses 

can be identified. That is, at the early emulation stage when profil­

ing is enabled, all loads and stores with unaligned addresses are 

recorded in a table. Then the binary translator consults this table of 

profile data. If a load or store has never had an unaligned address, 

then the translator assumes this will always be the case, and the 
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normal (aligned) target load/store instruction is used. If, on the 

other hand, unaligned accesses did occur for a given load or store, 

then the binary translator inserts the appropriate multi-instruction 

sequences. Of course, there must still be a trap handler to cover 

those cases where the profile information does not correctly iden­

tify a memory access instruction that later uses an unaligned ad­

dress. 

The second example of an instruction-set-specific optimization is 

known as if conversion (Mahlke et al. 1992). Some instruction sets 

implement special features to allow removal of certain conditional 

branch instructions. These special features include predication (Hsu 

and Davidson 1986), nullification (Kane 1996). and conditional 

move instructions. An example of code that might benefit from this 

optimization is shown in Figure 4.44a. In this example, there is a 

small if-then-else piece of code that leads to a small "hammock" re­

gion (Figure 4.44b). An assembly language version of this code is in 

Figure 4.44c. To execute the example code, a conditional branch 

and possibly an unconditional branch are required. Although 

branch prediction can often mitigate the performance-degrading ef­

fects of conditional branches, performance losses can be large when 

the prediction is incorrect. 

For the purpose of this example we have "enhanced" the Power PC 

instruction set by adding an integer conditional move instruction 

(the PowerPC instruction set has conditional move instructions for 

floating-point data but not integer data). This conditional move in­

struction (cmovgt in the example) moves the first source register 

into the destination register if the specified condition register indi­

cates "greater than." With the conditional move instruction, the 

hammock region can be implemented as shown in Figure 4.44d. 

Here, both rS+l and rS- 1 are computed. Then the conditional move 

essentially selects the correct one. The result is a code sequence free 

of conditional branches (or any other branch, for that matter). 
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4.7 Same-ISA Optimization Systems: 
Special-Case Process Virtual 
Machines 

Some process virtual machines perform dynamic optimization with­

out performing binary translation. That is, these dynamic optimiz­

ers have the same source and target ISAs. Although not usually re­

ferred to as virtual machines, they do provide a process with a 

performance-enhanced execution environment, and they use many 

of the same techniques as in binary-translating process VMs. Unlike 

other process VMs, however, the objective of same-ISA dynamic bi­

nary optimizers is not compatibility. For example, the objective 

might be performance, as in the Mojo system (Chen et al. 2000), the 

Wiggins/Redstone system (Deaver, Gorton, and Rubin 1999) and 

the original HP Dynamo system (Bala, Duesterwald, and Banerjia 

2000), or it might be increased security, as in the later DynamoRIO 

project (Bruening, Garnett, and Arnarasinghe 2003). Although it 

does not provide the same level of transparency as the systems just 

mentioned, Kistler and Franz {2001} also developed an advanced 

dynamic optimization framework that employs many features of the 

process VMs discussed in this section. 

If (r4 > 0) then rS = rS + 1; 
else rS = rS - 1; 
r6 = r6 + rs 

(a) 

l 
If (r4 > 0) 

I \ 
then rS - rS + 1 else rS = rS - 1 

\ I 
r6 "" r6 + rs 

1 
(b) 
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cmpi 
bgt 
addi 
b 

skip: s ubi 
next : add 

next : 

cmpi 
addi 
s ubi 
cmovgt 
add 

cr0 , r4,0 
c rO, ski p 
rS,rS , l 
next 
r5 , r5 , l 
r6 , r6,r5 

crO , r4, 0 
r30 , rS, l 
r5,rS, l 
r5 , r30 , cr0 
r6,r6,rS 

(c) 

(d) 

;compar e r4 with zero 
; branch t o ski p if r4 > 0 
; add 1 t o rS 
; branch to next 
;sub 1 f rom rs 
; accumul at e r s values in r6 

;compare r4 with ze ro 
; add 1 to rS 
;sub 1 from rS 
;condi t i onal move r30 to 
; accumulate rs values in 

r5 if r4 > o 
r6 

Example of If-Conversion. (a) Original code; (b) illustration of "hammock" 
orme ~ control flow; (c) assemh/y code with branches; (d) assembry code after if­
conversion. 

Because of their similarities, many techniques proposed for translat­

ing process VMs are also used in same-ISA dynamic binary optimiz­

ers, albeit in a simpler form. On the other hand, because the source 

and target ISAs are exactly the same, these dynamic optimizers also 

have some special opportunities and advantages for overall perfor­

mance improvement. 

■ It is easier to perform fast initial "emulation" of the nonoptimized source binary 

because the source binary can be copied directly into a basic block cache, with 

profiling code being added. Then as hot code sections are found, they can be 

placed in an optimized superblock cache. This approach is illustrated in Fig:w:e 
4.45, and it is used in the Mojo system as well as the JA-32-based DynamoRJO. 

Note that the original HP Dynamo system uses interpretation during start-up, not 

basic block caching. An argument for using interpretation is that it avoids saving 

and restoring a large number ofregisters (as in the PA-RJSC ISA) every time 

there is a switch between the cached " translated" code and the runtime. On the 

other hand, in the IA-32 ISA, there are only a few registers, so the method of 

using a basic block cache has more reasonable overhead. Carrying this concept 

still further, a technique known as patching ( described in more detail in the next 

subsection) can be used to avoid interpretation and/or basic block caching of 

unoptimized code altogether. Patching, in effect, uses the original source code 

(not a cached copy) for initial emulation prior to optimization. Consequently, 

patching can be used only because the source and target ISAs are the same. 
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Source Binary 

A 

B 

C 

I 

G 

Basic Bock 
Caetle 

A 

st 

B 
stub 
----

G 

stub 

Superblock 
Cache 

00:t'ikiiiW• Dynamic Binary Optimization Using a Basic Block Cache. Source basic blocks 
are copied into a code cache for initial emulation. Hot blocks are later collected into opti­
mized superblocks. In this example, there is no chaining in the basic block cache because 
these blocks are executed infrequently or only during start-up. Also, in this example it is as­
sumed that the basic block cache and superblock cache share a PC map table, but an imple­
mentation could also use separate tables. 

■ When the same ISA is being used, dynamic optimization is not a necessity. In 

particular, if dynamic optimization is found to provide no performance benefit 

(or even a loss), then the dynamic optimizer can "bail out" and simply run the 

original code. For example if the instruction working set is quite large and there 

is thrashing in the code cache due to repeated retranslations, then a bailout may 

be triggered. 

■ Sample-based profiling may be more attracti e, because running the original 

code does not result in any apparent performance loss to the user. Hence, the 

original binary can be sampled over a relatively long period of time before 

optimization begins. 

■ For software-instrumented profiling, an interesting technique that has been used 

successfully is to duplicate the code to be profiled, with one copy being fully 

instmmented and the other ( original) copy containing branches into the 

instrumented version (Ronsse and De Bosschere 2000; Arnold and 
J!Y-der 2001). When profile information is to be collected (this can be 
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into the instrumented version. After profile information is collected, the 

instrumented version branches back into the original copy. 

■ There are no instruction semantic mismatch problems. For example, both the 

source and the target have exactly the same condition code semantics and hence 

eliminate the overhead of emulating special cases in software. 

Problems with same-ISA optimization can occur, however, because 

the source and target memory spaces and register files are of the 

same size. This places tight constraints on the emulation process, es­

pecially with respect to compatibility. Because the register files of 

the source and the target are the same size, there are no scratch reg­

isters for use by the optimizer, and this may limit the types of opti­

mizations that can be performed. It also may lead to problems when 

the runtime saves and restores the guest's registers, because it may 

be necessary already to have a free register in order to load/store 

registers to memory (Bala. Duesterwald. and Banerjia 2000). Also, 

for intrinsic compatibility, there must be provision for large bina­

ries that consume most, or all, of the address space, as discussed in 

Section 3.3.2-of course, if the address space requirements of the 

guest become too large, the runtime can bail out, release its address 

space, and revert to normal execution. 

4.7.1 Code Patching 

Code patching is a time-honored technique (Gill 1951) that is widely 

used in debuggers and other code profiling and analysis applica­

tions (Larus and Schnarr 1995; Tamches and Miller 1999; Hunt 

and Brubacher 1999). As noted earlier, code patching can also be 

applied to same-ISA dynamic binary optimizers. With patching, code 

is scanned when it is first encountered, but it is not copied into a 

code cache; rather it is left in place, with certain instructions being 

replaced with other instructions, i.e., ''patches" (usually branch in­

structions that exit the source code). These patches typically pass 

control to an emulation manager and/or profiling code. The original 

code at the point of a patch is maintained in a patch table by the em­

ulation mana!!er so that natches can be later removed. if necessarv. 
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For example, if a superblock in the code cache is flushed, then the 
patch redirecting the flow of control to the superblock should be re­

moved. 

Figure 4.46 illustrates the same example as given in Figure 4.45. 

with patching used instead of basic block caching. Note that in this 

example, map table lookups have been eliminated. Control can be 
passed to optimized superblocks via patches made at the time su­

perblocks are formed. A particularly interesting situation is illus­

trated at the bottom of the figure, where there is an indirect jump 

exiting superblock Y. In conventional emulation systems, this would 

typically result in a map table lookup (unless software jump predic­

tion is used and is successful-see Section 2.7.2). However, with 

patching, the indirect jump at the end of superblock Y can use the 

source PC to transfer control directly back into the source code. If 

the destination source code has already been optimized, a patch in 

the source binary immediately redirects control back into the su­

perblock cache. The branch at this patch point would likely be a 

highly predictable branch, so the map table lookup is avoided, and 

the performance loss is negligible. 

Sour~ Blniry 

A 

B 

patch 

C 

G 
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atch 

y 

atch indirect Jump 

~:1•iki!j' Example from figyre 4.4S with Cod,e Patching. Map table lookups are no 
: nger neie because control can be transferred directly into the original source binary. 

Besides this performance advantage, another, more obvious advan­
tage is that there is less replicated code; there doesn't have to be a 

source code copy in the basic block cache. Patching also has some 

disadvantages; the most significant is that it makes the handling of 

self-referencing code about as difficult as self-modifying code. With 

conventional code caching, the source binary is left intact, so self­

referencing code automatically reads the correct data (see Section 

3.4.2). With code patching, this will not be the case. Consequently, 

the source code has to be protected by making it execute-only. Then 

an attempt to read the source code as data will result in a trap, 

which can be handled by the runtime. The runtime can use its patch 

table to construct the correct data to be returned to the reading in­

struction. 

The ADORE system (Lu et al. 2004) is an example of a system that 

supports dynamic binary optimization via code patching. The 

ADORE system targets the Intel IPF instruction set binaries and uses 

hardware-profiling information to support optimizations, including 

insertion of data-pref etch operations (Lu et al. 2003). 

4. 7 .2 Case Study: HP Dynamo 

The Dynamo system started as a research project at HP Labs (Bala, 

Duesterwald, and Banerjia 1999). Originally developed for a plat­

form running UNIX and the HP PA8000 ISA, the Dynamo infrastruc­

ture has been retargeted toward the IA-32 ISA with both Windows 

and Linux operating systems (Bruening, Duesterwald, and 

Amarasinghe 2001). Subsequently the project was transferred to 
. -. ,,.,, -

286 
12/23/2024, 2:39 PM 



Chapter 4: Dynamic Binary Optimization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

84 of91 

me KlU researcn pro1ect at MU as me vynamoK!u system. 1ne 

DynamoRIO system has been extensively studied and is a valuable 

resource for both its innovations in process VM implementation and 

its well-documented performance features. Many of the techniques 

described in this chapter are Dynamo innovations or are at least 

used in the Dynamo system. 

The basic design of Dynamo is very much along the lines of FigYre 

4.4. It starts out interpreting, and then after an execution threshold 

is reached it optimizes superblocks. As pointed out in the previous 

section, in the original HP PA8000 implementation, interpretation is 

chosen over basic block caching because of the large number of reg­

isters that would have to be saved and restored when a cached basic 

block is entered and exited (from the runtime). In the later 

DynamoRIO IA-32 implementation, basic block caching is used. 

For superblock formation, Dynamo profiles backward branches and 

exit points from existing superblocks. When the threshold is 

reached (i.e., a hotspot is found), it uses a most-recently-executed 

heuristic (most recently executed tail in Dynamo terminology) to 

build superblocks. Figm:e 4.47 shows data from the Dynamo 

Technical Report illustrating the relationship between the hotspot 

threshold and overall speedup for a set of benchmark programs 

(note that for programs where performance is lost, Dynamo "bails 

out," so little performance is actually lost). Overall, a threshold of 50 

was deemed the best choice. 

Dynamo uses many of the optimization techniques described ear­

lier, but it tends not to reorder code (it is intended to be run on an 

out-of-order superscalar processor). The Dynamo study found that 

of the safe optimizations (i.e., those where trap compatibility can be 

maintained), strength reduction was the most commonly applicable, 

and redundant branch removal was second. Of the more aggressive, 

potentially unsafe optimizations, redundant loads and dead­

assignment elimination were the most common, with code sinking 
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also providing a significant number of optimization opportunities. A 

load instruction is redundant if there is a preceding load (or store) 

instruction to the same address and the value previously loaded or 

stored remains in a register. The redundant load is then replaced 

with a register copy. Of course, if there is any possibility that the 

load or store is to a volatile memory location, then it cannot be con­

sidered redundant. 
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@huikiiir~ Relative Speedup as a Function of the Threshold Value for Superblock 
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For code cache management, Dynamo uses the preemptive flush 

method. That is, it monitors the rate at which new superblocks are 

formed. If the rate begins to increase substantially, it assumes a new 

program phase is being entered and flushes the code cache at that 

point. Repeated flushing, however, indicates an instruction working 

set too large to fit in the code cache, so Dynamo bails out and exe­

cutes the original code without optimizing it. 

As noted earlier, Dynamo researchers were faced with the lack of 

scratch registers when performing same-ISA optimization. Because 

the source and target ISAs necessarily have the same number of reg-
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isters, there is none left over for other operations. For example, soft­

ware jump prediction, as in Section 2. 7 .2. requires an extra register 

for comparisons against an indirect jump's source register. Also, 

most operations that involve code motion result in extended regis­

ter live ranges, and, consequently, the need to hold more register 

values at the same time. Finally, when there is a switch from the 

code cache to the runtime software, at least some registers must be 

saved so that the runtime can use them for its execution. 

In conventional systems, the solution is to spill registers to a save 

area. However, in the HP ISA (and many other ISAs), a register 

pointer (to the register save area) is required in order to save the 

registers (in other words, a register must be freed in order to free 

registers); this leads to a quandary. The Dynamo solution is to per­

form a second register allocation pass after an optimized superblock 

has been formed. During this second pass, it looks for registers con­

taining dead values within a superblock and uses one of them for 

the register save area pointer. If such a dead register cannot be 

found, then it temporarily spills a live register to memory in order 

to maintain the save area pointer. This general approach raises a 

couple of questions that are not directly addressed in the Dynamo 

report. The first is the matter of strict register state compatibility fol­

lowing a trap; i.e., reusing an apparently dead register destroys its 

contents, which might lead to register state incompatibility in a trap 

handler. The second is the issue of protecting the register save area 

(Section 3.4.3). A "rogue" load or store that happens to access the 

register save area could lead to incompatible, erroneous results. 

These problems indicate that it is difficult to achieve intrinsic com­

patibility in a dynamic optimizer. If there is some (external) assur­

ance that applications being optimized are free of these problems 

(and many debugged applications would not exhibit these prob­

lems), then the dead-register approach would work well. 

In order to integrate the Dynamo process VM into the host platform, 
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n 1s assumea mat me Kernel 10aaer 1s usea ror 10aamg me guest ap­

plication. The kernel loader links the execution start-up code, crtO, 

into the guest application. When the loader is finished, it transfers 

execution to crt0 to initialize the process. In Dynamo, a custom ver­

sion of crt0 is used. This new version of crtO maps the Dynamo code 

as a linked library and calls Dynamo's entry point. Then the Dynamo 

runtime takes control of execution of the guest process. 

Dynamo performance is shown in Figure 4.48. Dynamo is applied to 

source binaries that have been optimized originally at different lev­

els by the HP compiler. The figure shows performance for three in­

creasing levels of optimization (from +02 to +04). The O4 level is 

also enhanced with conventional code profiling that is fed back into 

the compilation process (flgure 4.11a}. Performance is given as to­

tal run time (execution time), so a lower number is better. We see 

that Dynamo improves overall performance for all three optimiza­

tion levels when applied alone, but it does not improve performance 

for +O4+profiling. 

The reasons are illustrated in Figure 4.49. which breaks down im­

provements for Dynamo with 02 optimization. This figure shows 

that the biggest part of the gain occurs before any of the optimiza­

tions is performed. In other words, most of the performance gain 

comes from partial procedure inlining and superblock formation. 

This is the same gain that can be provided by feedback profiling (in 

+O4+profiling). That is, the profile information is used for relaying 

out the code to enhance locality. We also see from Figm:e 4.49 that 

the "conservative" (safe) and "aggressive" optimizations provide 

similar benefits (although on different benchmarks). This indicates 

that a significant amount of the overall performance gain remains if 

the aggressive unsafe optimizations are not performed. Finally, note 

that the cases where performance is lost with Dynamo (e.g., bench­

marks go, jpeg, vortex, and boise), there will be a bailout, so that 

performance losses no longer occur. 
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4. 7 .3 Discussion 

When compared with traditional off-line feedback-directed opti­

mization (see Section 4.2.1), as is done with +04+profiling in Figgre 

4.48, it appears that dynamic binary optimization holds few or no 

performance advantages. To a large extent, off-line optimization 

uses similar profile-based information to perform similar optimiza­

tions, although one significant difference is that with dynamic opti­

mization, the optimizations applied to a code region can change if 

program behavior changes over the course of its execution. Also, in 

practice many binaries have not received an intensive optimization 

effort; i.e., for various reasons, binaries are sometimes "shipped" 

with little optimization. In these cases dynamic binary optimization 

may provide performance advantages by allowing optimization to 

occur in the field. 
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An additional matter to consider is that the underlying HP hard­

ware platform used in the initial Dynamo study does not predict in­

direct jumps; rather, instruction fetching temporarily stalls when an 

indirect jump is encountered. Consequently, replacing indirect 

jumps with inline branches and partial procedure inlining, which 

eliminates some indirect jumps, results in significant performance 

gains on the HP hardware. When using hardware with indirect 

jump prediction (as in most current microprocessors), the perfor­

mance advantages of dynamic optimization are significantly re­

duced. In the IA-32 version, DynamoRIO (Bruening, Duesterwald, 

and Amarasinghe 2001), indirect-jump handling is cited as a signifi­

cant cause of overall performance losses. Much of the performance 

loss caused by indirect jumps results from the map table lookup that 

occurs in order to find the target PC value in the code cache. As we 

have pointed out, however, the code-patching method avoids these 

hash table lookups; in fact, this feature alone may be sufficient rea­

son to favor code patching over complete code caching in dynamic 

binary optimizers. 

4.8 Summary 

Although optimization is not necessary for functionally correct VM 

implementations, it is important for many practical VM implemen­

tations. Because virtualization adds performance overhead, it is im­

portant to minimize performance losses, and optimization tech-
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The most common structure for a VM implementation is to use 

staged emulation with interpretation or simple translation, followed 

by optimized binary translation. Profiling is typically enabled dur­

ing the earlier stages, and sometimes for optimized code, in order to 

guide the optimization process. Overall, the largest performance 

gains usually come from the formation of translation blocks with 

good locality characteristics, e.g., inlined procedures and su-

per blocks. After translated superblocks are linked together, perfor­

mance can often approach native host execution. 

The largest complication to the overall optimization process is the 

need to recover the correct state at the time of a trap or interrupt. 

How strict this requirement is depends on the type of VM being im­

plemented and on the user's requirements (and applications). If 

very strict requirements must be met, e.g., if intrinsic compatibility 

is required, then in most VMs optimization is probably limited to 

code relayout and simple optimizations that do not remove instruc­

tions. 

Another complicating factor is the relative sizes of the guest and 

host register and memory spaces. If the host has larger register files 

and memory space, then optimization is simplified and is often 

straightforward. On the other hand, if the host has no more registers 

and address space (or, worse yet, less), then optimization becomes 

more complex, and in some cases ther,e can be significant slow­

downs. 

Finally, we often think of dynamic optimization as being applied to 

process VMs, either in conjunction with ISA translation or purely for 

optimization. However, these techniques are not restricted to 

process VMs. For example, optimization is a very important part of 

codesigned VMs (Chapter 7). Furthermore, as we shall see in 

Section 8.2.3, code caching and/or code patching are important 
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parts or some convenuonal system v M rmplementauons. 

L Sometimes the term trace is also applied to superblocks; for example, the traces 

held in a trace cache (Rotenberg, Bennett, and Smith 1996) can be more precisely 

described as superblocks (all superblocks are traces, but not all traces are su­

perblocks). 

Previous chapter 

< Chapter 3: Process 

Virtual Machines 

Next chapter 

Chapter 5: High-Level Language 
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Chapter Five 

High-Level Language Virtual 
Machine Architecture 

Acomputer system implements a particular ISA and runs a spe­

cific OS only as a means to an end. It is the real work done by 

application programs that is important. Nevertheless, in a conven­

tional computing environment, a compiled application is firmly tied 

to a particular OS and ISA. To move an application program to a 

platform with a different OS and/or ISA, it must be ported, which in­

volves recompilation at the least but may also involve rewriting li­

braries and/or translation of OS calls. Furthermore, porting must be 

done on a per-program basis, and, after porting is done, any later 

upgrades or bug fixes must be applied to all the ported versions, fol­

lowed by recompilation. 

The process VMs described in Chapter 3 are an approach for mak­

ing applications portable in a more transparent and general way. In 

a process VM, a virtual execution environment is provided to a 

guest process. The process VM has to be developed once, and then, 

at least in theory, any application program that is developed for the 

VM's source ISA and OS will run without any additional effort. This 

is done by emulating the application's ISA and the OS calls. 

However, as discussed in Cha~ter 3, the OS interface is difficult to 

emulate (or may be impossible to emulate exactly if the host and 

guest operating systems are different). Furthermore, because con­

ventional ISAs all have their quirks, writing a high-performance, ac­

curate emulator to map from one conventional ISA to another is a 

painstaking task. 

Thus, a conventional process virtual machine is a pragmatic "after-
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the-fact" solution to the application portability problem. It is after 

the fact in the sense that neither the guest program nor the host 

platform were designed with the thought that the guest program 

would be run on the host platform. In contrast, by taking a step 

back, one can design a special guest-ISA/system interface, with VM­

based portability to a variety of host platforms as a primary goal. 

Therefore, to a large extent, the new ISA is designed to be free of 

quirks and requirements for implementation-specific computational 

resources. Also, the system interface supported by the VM is raised 

to a higher level of abstraction than that found in a typical OS inter­

face by consolidating common OS features and defining an abstract 

interface (a set of libraries) that can be supported by all conven­

tional operating systems. 

Just as important as portability, the guest ISA can be designed so 

that it reflects important features of a specific high-level language 

(HLL) or a class of HLLs (e.g., object-oriented languages). This leads 

to efficient implementations of the targeted HLL(s), and it simplifies 

the compilation process by separating machine-independent and 

machine-dependent portions of the compiler. Because efficient sup­

port for specific HLLs is one of the goals of these VMs, we refer to 

them as high-level language virtual machines (HLL VMs). 

An HLL VM is similar to a conventional process VM, but the ISA is 

usually defined for user-mode programs only and is generally not 

designed for a real hardware processor-it will only be executed on 

a virtual processor.! Consequently, we refer to it as a virtual ISA, or 

V-ISA. The system interface is a set of standardized libraries (called 

"APis") that can access files, perform network operations, and per­

form graphics operations, for example. The HLL VM is designed to 

be supported on a number of operating systems and hardware plat­

forms (ideally, all of them-but at least the commonly used ones). 

Here it is important to interject that a virtual instruction set archi­

tecture usuallv contains much more than iust instructions. In a 
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modern V-ISA, the data aspects are at least as important as the in­

structions. Consequently, the specification for a modern V-ISA in­

cludes lengthy definitions of metadata, and it is the metadata that 

often dominates the overall specification. In contrast, the instruc­

tion definitions are quite simple, by design. In fact, one could rea­

sonably argue that the term data set architecture would be more fit­

ting than instruction set architecture. In any event, we will use the 

acronym V-ISA because it is the counterpart of the ISA in a conven­

tional computer system. 

HLL program 

Compiler frontend 

Intermediate code 

HLL program 

C-Ompiler 

Po rtable code 
(Virtual/SA) 

Compilerbackend ._ ___ -_-_-_-..., .... _-_-___ __. 

Object code 
(/SA) 

Loader 

Memory image 

(a) 

VM loader 

Virt. mem. image 

VM interpreterltranslatot 

Host instructions 

(b) 

!1';1••§'J! Relationship Between (a) a Conventional Compiler and Loader and (b) a 
Comp er an Loader in an HLL VM. 

One can view HLL VMs from a languages/compiler perspective; see 

Figure 5.1. The conventional steps in getting from a high-level lan­

guage program to a binary executing on hardware is shown in 

Figure 5.1a. The compiler frontend first parses the program and 
converts it to an intermediate form. Then a compiler backend takes 

the intermediate form, perhaps performs optimizations on it, and 

generates object code. The object code is in an ISA-like format, ex­

cept for some symbolic information that must be resolved at load 

time. Finally, a loader converts the obj,ect code into a memory image 

that is executed by the underlying hardware processor. The pro­

gram is generally distributed in the object code ("binary") form, and, 

because this code is specific to an ISA and OS, it can be run only on 
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compatible platforms. With an HLL VM (flgure 5.lb), the compiler 

frontend parses and converts the program into a virtual ISA form, 

which is in some respects similar to a conventional intermediate 

form. Then the program is distributed in this form. At the time it is 

ready for execution on an HLL VM, a VM loader is invoked and con­

verts the program into a form that is dependent on the virtual ma­

chine implementation. Additional optimizations may be performed 

as part of the emulation process. Emulation involves interpretation 

and/or binary translation from the guest V-ISA to the host ISA. The 

VM loader and interpreter/translator are major components of the 

HLL VM implementation. 

Over the years, language designers have developed a number of 

HLL VMs targeted at specific HLLs or families of HLLs. An HLL VM 

that popularized the approach shown in Figure 5.lb was imple­

mented for the Pascal programming language, using a V-ISA known 

as P-code. The best-known current example of an HLL VM was de­

signed to support the Java programming language (Gosling,Joy,_ 

and Steele 1996), although other languages have been successfully 

compiled to it. Java programs are first compiled to Java binary 

classesl which contain both a rich collection of metadata and low­

level instructions encoded as "bytecode" sequences. The Java virtual 

machine (JVM) then loads the binary classes and executes them. A 

more recent HLL VM, the common language infrastructure (CLI), is 

part of the Microsoft .NET framework. The CLI is designed to be a 

target for a relatively broad class of commonly used HLLs, with 

object-oriented languages being of primary interest; however, non­

object-oriented languages are supported as well. 

Because of the importance of the Java and CLI VMs and because 

these two VMs have many similarities~ the next two chapters will be 

structured somewhat differently than the other chapters. Rather 

than describing a variety of general features and then concluding 

with relatively brief case studies, we instead develop much of the 

discussion around lava and the TVM. The lava virtual machine is 

298 
12/23/2024, 2:40 PM 



Chapter 5: High-Level Language Virtual Machine Architecture I Virtua ... https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

6 of77 

widely used and has been the focus of a large amount of well­

documented study. The Microsoft CLI is also discussed, primarily to 

highlight the differences with the JVM as well as the features that 

are more clearly delineated in the CLI than in the JVM. 

This chapter concentrates on HLL VM architecture, i.e., the func­

tional specification and a description of important properties. The 

next chapter concentrates on HLL VM implementation; i.e., the ways 

that one actually constructs an HLL VM, including techniques for 

enhancing performance of HLL implementations. In some cases, 

this division is rather arbitrary- it is difficult to discuss pure archi­

tecture without delving into some aspects of implementation. In 

these two chapters, we heavily emphasize HLL VM support for 

object-oriented languages. However, it is not practical for us to dis­

cuss object-oriented programming languages and concepts in any 

significant detail. We provide only a brief overview of the more im­

portant Java language features in this chapter. Consequently, for a 

good understanding of this material, it is essential that the reader 

have some familiarity with an object-oriented language such as Java 

or C#. There are a number of good books that can be consulted for 

learning or reviewing this material; for example, the Java and C# "in 

a nutshell" books (Flanagan 1999: Dra}1on, Albahari, and Neward 

2002) contain fairly concise descriptions. 

Before describing the important object-oriented HLL VMs, we first 

describe an important historical HLL VM-which will also provide 

an opportunity to illustrate important platform-independence prop­

erties of many HLL VMs. As we shall see, however, platform inde­

pendence is only the tip of the iceberg when it comes to the features 

of modern component-based, network-oriented HLL VMs. 

5.1 The Pascal P-Code Virtual 
Machine 
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The Pascal P-code virtual machine (Nori et al. 1975) was one of the 

keys to the widespread popularity of the Pascal high-level program­

ming language because it greatly simplified the porting of a Pascal 

compiler. Because of its historical importance and its simplicity, a 

brief case study of the P-code virtual machine is a good way to intro­

duce some of the important HLL VM concepts. Figure 5.1 illustrates 

the basic idea. A compiler frontend parses a Pascal program and 

generates a P-code program. P-code is a simple, stack-oriented in­

struction set, summarized shortly. The combination of the Pascal 

compiler and the P-code virtual machine yields a complete Pascal 

compiler and execution system for the given host platform. Only 

one compiler has to be developed (distributed as P-code), and port­

ing Pascal to a new host platform is reduced to implementing the 

virtual machine, which is much easier than writing a complete 

Pascal compiler from scratch. 

There are actually two major parts of a P-code virtual machine; one 

is the P-code emulator (often an interpreter), and the other is a set 

of standard library routines that interface with the host operating 

system to implement I/0. For example, the library routines readlnO 

and writelnO read a line of input and write a line of output. These 

routines can be called via P-code but may themselves be written in 

(or compiled to) the host platform's native assembly code. Writing 

these standard library routines in native code is part of the VM de­

velopment process, along with writing an interpreter. 

5.1.1 Memory Architecture 

The P-code V-ISA uses a memory model that consists of a program 

memory area and a constant area, a stack, and a memory heap for 

data. A program counter (PC) fetches instructions from the program 

area; otherwise, program memory cannot be read or written. 

Figyre 5.2 illustrates the data areas of memory. All the data areas 
:trP rlhrirlPrl intn rP11.c: :tnrl P:trh rPll r:tn hnlrl :t c::ino-lP ·u:tlnP ThP :tr-
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tual size of a cell is implementation dependent but clearly must be 

large enough to hold the largest value that can be specified in P­

code. The compiler generates values held in the constant area; these 

are typically immediate operands used by the program. A single 

stack acts as both a procedure stack, e.g., for holding procedure link­

age information, parameters, and local variables, and as an operand 

(or evaluation) stack for instruction execution. At any given time, 

the mark pointer (MP) points to the beginning of the stack frame for 

the currently active procedure, and the extreme pointer (EP) points 

to the maximum extent the current frame can reach (in a valid 

Pascal program, this extreme extent can be determined at compile 

time). 

stack frame 

stack frame 

NP~--.ii---....... ----t 

heap 

constant 
area 

!il'1•ikifM P-Code Memory Architecture. 

function value 

static link 

dynamic link 

previous EP 

return address 

parameters 

locaJs 

operand stack 

mark stack 

The heap space sits on top of the constant area and is for dynami­

cally allocated data structures. At any given time the new pointer 

(NP) delineates the maximum extent of the heap. In Pascal, the user 

code is responsible for releasing heap-allocated data structures 

when they are no longer needed, and the virtual machine software 

is responsible for overall management of the heap area. 

Conceptually, the stack grows down from the top and the heap (sit­

ting on top of the constant area) grows up from the bottom. Before 
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the NP is adjusted upward, it is checked against the EP to make sure 

there is enough memory remaining; otherwise there is an excep­

tion. 

When a procedure is called, it is given a new stack frame. The stack 

is divided into several sections as shown on the right side of Figure 

5.2. The return function value, static link, dynamic link, previous EP, 

and return address are a fixed-size region at the beginning of the 

stack frame, collectively called the mark stack. The MP points to the 

base of the mark stack (as well as the base of the entire frame). 

The function value returns a result value from the function (if there 

is any); the static link is used for linking together statically nested 

procedures and for accessing local variables within the scope of the 

active procedure. The Pascal language supports nested procedures, 

with the scope of local variables determined by the static procedure 

nesting. That is, the local variables declared within a given source 

code procedure can be accessed by any procedures nested within 

that procedure. The dynamic link is the MP value for the previous 

frame, and it allows the stack to be popped back to the previous 

frame. The previous EP is similarly used to establish the EP value 

when the active procedure returns. The return address is the PC 

value to which the active procedure should return. 

Following the mark stack on a stack frame are parameters passed to 

the procedure and the local variable declared within the given pro­

cedure. Finally, the operand stack is used for holding operands and 

intermediate values when stack instructions are executed. The stack 

pointer, SP, points to the current top of the operand stack and moves 

up and down as computation proceeds (unlike the EP, which marks 

the farthest extent of SP). 

5.1.2 Instruction Set 

The basic instruction set includes instructions that push or pop 
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stack values from/to memory areas as well as arithmetic, logical, 

and shift instructions that operate on the stack. The instructions are 

typed; so, for example, there are both add integer (adi), and add real 

(adr) instructions. There are also Boolean, character, set, and 

pointer types. Most load and store instructions (that push and pop 

the stack) contain an opcode and an offset indicating the relative lo­

cation of an operand. The arithmetic, logical, and shift instructions 

consist of only an opcode; they pop operands from the stack, per­

form the operation, and push the result back onto the stack. 

Following is an example of code that adds 1 to a local variable. The 

variable happens to be three cells above the mark stack. Because the 

variable is local to the procedure containing this code, it is at nest­

ing level O with respect to this procedure. 

1odi 0 3 II load variable from current frame (nest O depth) , 
II offset 3 from top of mark stack. 

ldci l II push constant 1 
addi II add 

stri 0 3 II s tore variabl e back to location 3 of current f rame 

5.1.3 P-Code Summary 

Overall the P-code V-ISA is quite simple, consisting of a small in­

struction set with elementary operations and a virtual machine im­

plementation that is straightforward. In many respects, P-code set 

the standard for later HLL virtual machines, including the Java vir­

tual machine; it shares the following features with the more recent 

HLL VMs. 

■ It uses a stack instruction set that requires a host platform to provide only a 

minimum amount of register support, making it easily translated to virtually any 

host ISA. Using a stack ISA for P-code also leads to small "binaries," an 

especially important feature when many desktop computers had small hard 

drives (or none at all) and supported only 64 KB of main memory. 

■ Its memory is divided into cells, whose implementation details, e.g., number of 

bits per cell , are hidden from the ISA. 
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■ Main memory is partitioned into a stack and a heap, whose extents are not an 

architecture feature. Furthermore, instructions are never concerned with absolute 

memory addresses. This allows memory size to be an implementation feature of 

the host platf01m. 

■ The interface to the OS is through standard libraries. This, at least in theory, 

insulates programs from the underlying host OS. In the case of P-code, however, 

achieving OS independence tended to reduce its standard libraries to the least 

common denominator, which resulted in relatively weak 1/0 capabilities. 

Maintaining platform-independent, standard libraries remains a very important 

consideration/problem in modem HLL VMs. Not only is there the least­

common-denominator problem, but there is also a temptation to add library 

"extensions," which compromise platform independence. 

The major differences between the P-code virtual machine and 

modern HLL VMs are largely caused by the need to support a net­

worked computing environment and the object-oriented program­

ming paradigm. These differences are highlighted in the next sec­

tion. 

5.2 Object-Oriented High-Level 

Language Virtual Machines 

The P-code virtual machine was developed to be part of a stand­

alone environment where users could compile and run programs on 

their own local machines. The use of P-code greatly simplifies the 

porting of a Pascal compiler to a given host platform. After a P-code 

emulator is developed, programs can be compiled and run on the 

host platform, with the compiler being trusted to provide good code. 

This approach has proven to be an effective one, and a number of 

high-level language compilers have been developed with underlying 

virtual machine support. 

In the modern network computing environment the situation is 

much more complex. In this environment, there are a number of in­

terconnected platforms, incorporating a variety of processor archi­

tectures, operating systems, memory sizes, 1/0 devices, etc. In this 
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environment, it would be very difficult to compile, distribute, and 

maintain software for all the possible combinations (or even the 

more popular ones). The application of HLL VM technology can 

greatly simplify the task. A HLL VM is developed for each platform 

in the network, and any programs compiled to meet the specifica­

tion of the VM can be sent across the network for execution on any 

of the various platform types. In this application environment, the 

HLL VM is not intended primarily for easing the porting of compil­

ers, as was the case with P-code; rather, it enables the platform­

independent distribution of application software. 

The degree of platform independence in a modern HLL VM also 

goes beyond that provided by P-code, by encompassing data as well 

as instructions. P-code focused on the instruction set aspects of plat­

form independence; the data representations are fairly basic, with 

layout of data structures implicitly encoded in the P-code programs 

themselves. In contrast, the popular HLL VMs use V-ISAs that refer 

to data in a more abstract manner (via metadata). Consequently, 

data structures and other resource-related information are encoded 

in a platform-independent fashion, just as the instructions are. This 

is illustrated in FigMre 5.3. A program file consists of platform­

independent code and platform-independent metadata. The meta­

data describes the data structures (typically objects), their at­

tributes, and their relationships. As shown in the figure, the VM soft­

ware consists of an emulation engine that can either interpret the 

code or translate it into native code. The VM infrastructure also con­

sists of a loader that can convert the metadata into internal 

machine-dependent data structures, taking the host platform's word 

size and addressing features into account. 

Machine Independent 
Program FIie 

Virtual Machine 
Implementation 

I Metadata ~ - - · · · - ~::=::::::::::::=~ 
Interpreter 

Internal Data 
Structures 
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!Jl':1'j"fe'.-il Transformation of a Machine-Independent Program File to Machine­Depen;nt Code and Data. Dotted lines indicate transformation of code and data; solid lines 
indicate movement of code and data during emulatioTL 

Currently, there are two major HLL VMs being used and promoted 

for platform-independent network computing-the Sun 

Microsystems Java virtual machine (JVM) and the Microsoft com­

mon language infrastructure (CLI). Both JVM and CLI include the 

same basic techniques for HLL VM implementation, some of which 

are similar to P-code and to the process VMs of Chapter 3. The mod­

ern HLL VMs also include a number of other interesting and rather 

sophisticated features. Besides support for platform-independent 

software, key features of network-oriented HLL VMs include the fol­

lowing. 

Security and Protection-It must be possible to load programs from 

untrusted sources (including one of the least trustworthy of sources, 

the Internet) yet execute them locally as part of a user process with­

out compromising the security of the local system. A user's files and 

other local hardware resources must be secure from any program 

downloaded over a network. Also, as an element of a secure imple­

mentation, the VM implementation software must be protected 

from the application software, yet both application and VM soft­

ware typically are part of the same process running on a host plat­

form. The metaphor is that each guest program is executed within it 

own sandbox, i.e., an environment where it is confined to operate. 

The program can do what it wants within the sandbox but cannot 

disturb any resources outside the sandbox, unless given explicit per­

mission. In .NET terminology, a sandboxed guest program is re­

ferred to as managed code because its execution is performed under 

the management of the VM runtime. This management includes not 

only security checking but other functions, such as automatic 

garbage collection. Because it is helpful and descriptive, we will use 

the term managed code, to distinguish it from unmanaged code that 

runs outside the sandbox. As will become annarent. the abilitv to 
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load an untrusted application and run it in a managed, secure fash­

ion is a much bigger challenge than mere platform independence. 

Robustness-The advantages of robust software are not restricted to 

the network computing environment, of course, but robust software 

becomes critical when dealing with the complexities of a platform­

independent network environment. For developing large-scale soft­

ware systems, the object-oriented programming model has a num­

ber of advantages and is widely used. Furthermore, the object 

model fits very well with distributed computing and dynamic link­

ing. It also fits well with component-based programming, which can 

enhance programmer productivity considerably. Consequently, the 

object-oriented paradigm has become the model of choice for mod­

ern HLL VMs. Both Java and the CLI are designed to support object­

oriented software. Other features that contribute significantly to ro­

bustness are VM support for strong type-checking and garbage col­

lection. 

Networking-In some environments, available networking hardware 

may only provide limited bandwidth. This limitation favors soft­

ware that uses network bandwidth sparingly and efficiently. 

Consequently, application software should be loaded incrementally, 

on demand, via dynamic linking. This can save bandwidth by load­

ing only software that is used, by spreading bandwidth usage over 

time, and by improving program start-up time because execution 

can begin as soon as the first software routines are loaded. There 

are also advantages to using dense instruction set encodings, both to 

reduce the bandwidth required for moving a program across a net­

work and to reduce memory requirements on the local platform 

(which may also be limited in some applications). 

Performance-While offering all the features just listed, it is also de­

sirable to provide good performance. In general, one might be will­

ing to sacrifice some performance-nothing comes for free after all 
l ___ -1,. _ -- _ . 1 TTT T TT'- IT _ 1._ ___ , . "'I '1 •• •• ---• . £ ___ _______ l"'I .C.. ............ 1 • .,1..l. _ ._ 
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provides the user with good performance. To achieve this, many of 

the techniques described in Chapters 2 through i for conventional 

process VMs can be applied. In addition, there are techniques that 

are specific to (or more advantageous when applied in) the object­

oriented, networked environment. 

When all of the foregoing features are wound together into a single 

HLL VM, it is difficult to unravel the specific VM properties and as­

sociate them with specific features. The HLL V-ISAs and supporting 

VM implementations have become quite complex; many papers and 

thick books have been written on both the JVM and CLI architec­

tures and implementations. We cannot begin to provide this level of 

detail; rather, our goal is to understand and illustrate the important 

principles and techniques. 

In the following subsections, we discuss the basic techniques for 

supporting the four primary features just listed. In subsequent sec­

tions, we describe the Java virtual machine in some depth because it 

is conceptually simpler than the more recent Microsoft CLI. The JVM 
discussion will be followed by a discussion of the CLI, with its differ­

ences with JVM being highlighted. 

Before proceeding, we pause briefly to discuss architecture/imple­

mentation terms again. First, there is some ambiguity when dis­

cussing Java virtual machine architecture and implementation; 

there is no widely used distinction between the two. That is, the 
term Java virtual machine may be used for the functional specifica­

tion, e.g., the class file format, V-ISA, etc., and the same term is often 

applied to a specific implementation. Usually, the difference can be 

determined from the context. When there is any possibility of confu­

sion, we will add architecture or implementation to Java virtual ma­

chine. The Microsoft common language infrastructure is an architec­

ture, or functional specification. The Microsoft common language 

runtime (CLR) is a specific implementation of the CLI developed by 
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Microsoft. The Microsoft shared-source CLI, despite the name, is an­

other example of a CLI implementation (shared-source CLR would 

be more appropriate). Sometimes, it is useful to discuss only the in­

struction set portion of a VM architecture. In the case of Java, it is 

generally referred to as Java bytecodes because, as we shall see, the 

instructions can be viewed as a stream of bytes. The instruction part 

of the CLI is known variously as the Microsoft intermediate language 

(MSIL), the common intermediate language (CIL), or simply the IL. 

The combination of a JVM implementation and a set of standard 

Java libraries (APis) is called a Java platform Finally, a CLI imple­

mentation, along with a set of standard libraries, implements the 

Microsoft .NET framework. 

5.2.1 Security and Protection 

A given application running on a local platform should have access 

to certain specified files (program and data) on both its local system 

and on remote systems. Meanwhile, there must be the ability to pre­

vent the guest application from accessing other files on both the re­

mote and local systems. In addition, the VM implementation soft­

ware that is running the application should be protected from the 

application itself, even though both are running on the host plat­

form as part of the same process. Therefore, the type of protection 

that must be provided is different from that supported by a conven­

tional operating system, where users are protected from one an­

other, but a given user's programs have access to all of that user's 

resources. In the HLL environment, untrusted programs are invited 

into the user's domain but must have strictly limited access within 

that domain. That is, a guest program is treated as managed code 

that can only operate within its protection sandbox. In modern HLL 

VMs such as Java, the VM implementation provides much of this ad­

ditional protection "above" the operating system. As we shall see, a 

fundamental aspect of the popular HLL VMs is that the high-level 

languages (e.g., Java or C#) are strongly typed and legal programs 
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control flow. This information is then conveyed to the VM through 

the V-ISA. 

There are three main aspects to the overall security/protection sand­

box. The first is gaining access to public data, e.g., stored in files that 

are on remote systems, while being prevented from accessing any 

other data on the remote system. Here, we include locating public 

files as part of the overall process. The second aspect is that similar 

properties must hold for local files. And the third aspect is that the 

managed application must be prevented from accessing memory or 

executing code that is outside the sandbox, even though it shares 

the process memory space with the VM runtime software. To sim­

plify explanation of the basic principles, the following discussion is 

based on the original Java sandbox model. The original sandbox is 

relatively inflexible and was primarily targeted at applets-small 

application programs accessed via the Internet; it remains the de­

fault security model. The more recent security model (used in Java 

2) provides greater flexibility, including finer-grained access control 

and significantly less reliance on trusted code. This model will re­

ceive more discussion in Section 6.Z. 

Remote files are found via agreed-upon naming conventions. A spe­
cific convention is not part of a standard per se, but most current 

operating systems, including Linux and Windows, use hierarchical 

file systems based on directories. Consequently, naming conventions 

typically rely on this hierarchical structure. Furthermore, the 

Internet connects these systems and also uses a hierarchical naming 

system. Hence, as part of an overall framework-whether a Java 

platform or the .NET framework-there is normally a naming con­

vention based on a combination of Internet addresses and local file 

structure addresses. For example, in the Java platform a particular 

method might be denoted as 

edu .wi sc .ece . jes.testpackage.shape .area 
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which is formed as a concatenation of an Internet address (in re­

verse order)-ece.wisc.edu-and a pathname-~jes/testpackage/ 

shape/area. The critical thing is that a local system, given a name 

that follows the convention, must be able to find the stored repre­

sentation of the requested item. 

Protection of resources within the remote system's domain is not re­

ally a responsibility of the HLL VM running on the local system, 

even though data on the remote system may be part of an overall 

network computing framework. It is up to the user(s) of the remote 

system to determine which data files and/or directories should be 

made accessible over the network and which permissions (read or 

write) should be granted. Hence, even if the local system gives a cor­

rect path, if the file is not publicly accessible, then an attempt to ac­

cess it will be denied permission. As noted earlier, this simple pro­

tection method is only the Java default. By using security, authenti­

cation, and cryptography APis, a much more flexible security infra­

structure can be built and supported by HLL VM platforms; for ex­

ample, the Java 2 Standard Edition platform contains a number of 

APis to support network-based security (Gong, Ellison. and 

Dageforde 2003). However, such VM platform security involves a 

number of higher-level issues that are well beyond our scope, al­

though there is some additional discussion in the next chapter. 

~- - ... _ .. 
~ :-. ... 

Network File System ·-- •••• • ·•,,, 
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As shown in Figure 5.4, a Java program consists of a number of bi­

nary classes (or modules in .NET terminology), in a standard format, 

consisting of both platform-independent code and meta data. These 

binary classes may be held in a local file system, or they may be ac­

cessible via a network. The VM implementation includes a loader 

(or set ofloaders) able to take a binary class, verify that it is correct, 

and then translate it into an implementation-dependent format that 

is loaded into the VM's memory region. The verification process will 

be described in more detail later. A loader is trusted software; that 

is, the local user trusts it to work correctly and to be secure. The 

trusted loader may be supplied by the user or, more likely, by a soft­

ware developer trusted by the user. The binary classes define the 

loaded methods and object types, which are operated on by the 

methods. 

There are both user methods and system methods, some of which 

may be native methods. The application program contains user 

methods. System methods belong to standard libraries (APis) that 

are part of the local VM implementation and are often handled as 

trusted software.~ 

Native methods are maintained as native binary code, as the name 

suggests. Native methods can be compiled from any of a number of 

high-level languages, including C, or assembly language. They are 

useful for interfacing with legacy code and features of the underly­

ing host platform, such as OS calls. They can also be used by pro-
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grams written in other languages to draw on the rich set of APis im­

plemented in Java. The HLL methods and native methods can inter­

act by following established conventions at their respective inter­

faces; the Java/native interface (JNI) defines a convention for Java. 

Native methods are often incorporated as parts of trusted libraries, 

but a user may also write and install native methods (at his or her 

own risk because they are not subject to the same security checks as 

conventional methods). 

The emulation engine, another trusted component, emulates the V­

ISA code embodied in methods using techniques similar to those de­

scribed in Chapters 2 through 1-That is, it may use interpretation 

or may execute code that has been translated (compiled) to native 

instructions. If a managed application program needs to access a lo­

cal file or any other local resource, it can only do so through a secu­

rity manager within which the user has either directly or indirectly 

provided permissions (Section 6.2). Whenever the managed appli­

cation requests access to a local file, for example, the request is 

made through a method belonging to a standard library. The stan­

dard library method consults the security manager to see if permis­

sions should be granted. If so, the file access proceeds. 

The managed application code includes software in the form of ac­

tual binary classes and methods they contain. This untrusted appli­

cation software and the VM software share the same address space 

and run at the same privilege level within the host system; conse­

quently, the VM software must be protected from the application as 

it executes. For example, arbitrary access to the VM tables via appli­

cation program load and store instructions must be prohibited. 

Similarly, the application code should not be allowed to jump to ar­

bitrary locations in the VM code. 

A combination of static and run-time checks implement address 

space protection. As the emulation engine executes a managed guest 
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store, or jump instruction that static Qoad-time) code analysis can­

not guarantee to be safe. These checks ensure that the guest only ac­

cesses its portion of the address space; i.e., it stays within the sand­

box. Today's more popular HLL VMs, including both the JVM and 

CLI, are targeted at strongly typed HLLs and rely to a high degree on 

static (load-time) checking for protection, with minimal run-time 

checking. Because the strongly typed HLL approach is widely used, 

it is the one we focus on. In contrast, with conventional binaries, as 

would be generated by C or C++, static binary code analysis is rather 

limited, and many loads, stores, and jumps would require dynamic 

run-time checking. An especially efficient implementation of this 

full dynamic-checking approach simply forces all accesses to be 

within predefined, easily checked guest memory segments (Wahbe 

et al. 1993). This technique allows virtually any HLL to be used for 

generating guest programs. Such an approach is taken in the 

Omniware system (Lucco, Shfill!, and Wahbe 1995). 

We provide more detail in the next chapter when discussing Java 

virtual machine implementation, but the basic approach to checking 

is first to restrict the virtual ISA so that all the data structures are 

defined as part of the metadata and all memory accesses are to 

fixed fields within typed structures. The metadata, of course, re­

flects the object structure defined in the high-level language pro­

gram. Similarly, all branch instructions are to fixed offsets within 

the code region. The only indirection allowed for control transfers is 

through explicit call and return instructions. As part of the loading 

process, the load and store instructions in the machine-independent 

code are checked for consistency with respect to the metadata speci­

fications. The loader also checks all control flow (branch and jump) 

instructions for consistency. These load-time static checks provide 

most of the protection against out-of-bounds loads, stores, and con­

trol transfers. Exceptions are for those accesses that use a computed 

index value into a data structure, e.g., arrays. These accesses are 

checked dynamically at run time, along with checks for accesses us-
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ing null pointers (actually references, in Java terminology). 

In summary, we see that the sandbox around a managed execution 

environment consists of a number of interacting components. The 

files and other resources on a remote system are protected by the 

remote system itself, based on its conventional protection mecha­

nisms. The files and other resources on the local machine are pro­

tected by trusted libraries and a security manager. Finally, the VM 

runtime software is protected from untrusted application software 

by a combination of static checking performed by a trusted loader 

and dynamic checks performed by a trusted emulation engine. 

5.2.2 Robustness-Object-Oriented 
Programming 

As noted earlier, the two most widely used HLL VMs are both based 

on an object-oriented model. We can't possibly cover all the aspects 

of object-oriented programming here. Rather, we provide a quick 

overview to introduce terminology and to make the following dis­

cussion of HLL VM implementations easier to understand. 

In an object-oriented programming environment, the data-carrying 

entities are objects. The data contained in each object can only be 

accessed and manipulated via methods, or procedures, that are de­

fined for that type of object. A class defines a type of object and its 

associated methods. At run time, objects may be created as instances 

of the class. In essence, the objects are a complex programmer­

defined data type, and the methods are specific to the particular 

type for which they are defined. Objects can only be accessed via 

managed pointers, or references, that are generated at the time the 

object is created. In Java and CLI, arrays are defined as part of the 

language and are essentially an intrinsic form of object. 

The data portion of an object consists of a number of fields. These 
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other objects and arrays. The data portion of an object can be either 

static or dynamic. If it is static, then only one copy of the associated 

data is created, and it is shared by all objects of the given type. If 

data is dynamic, then a new copy of the data is generated for each 

object that is created. 

Through inheritance, new classes can be defined by extending an ex­

isting class. A derived class has the same members (e.g., fields) as 

the base class from which it is inheriting. When a class is extended, 

the function of an existing method for the base class can be overrid­

den, by defining a new method having the same name and signa­

ture. A method's signature is an ordered list of its argument and re­

turn types. The new, overriding method is the one applied to the 

subclass. Furthermore, a subclass can have other members and 

methods that do not exist in the base class. 

Inheritance, as just described, is a way of achieving polymorphism 

among subclasses. With inheritance and polymorphism, the exact 

code executed when a method is called depends on the specific type 

of the object given as an argument. Finally, an interface is similar to 

a class but has no associated object; it only contains method signa­

tures. However, if a class (which does have an associated object) im­

plements an interface, then the methods identified by the interface's 

signatures operate on the class's object. A subclass can only extend 

one class, but it can implement multiple interfaces. 

Invoking a method that operates on an object is often likened to 

"sending a message" to the object, where the message indicates 

what should be done and may return a response value. The actual 

details of the object's implementation, for example, the way it is laid 

out in memory, are hidden and can therefore be implementation de­

pendent. What is important is that methods always produce the 

same results regardless of the implementation. 

r - • · ••• . . •1 ---------- ,., _ ,. _ . 
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can be accessed by other parts of a program. In Java, for example, a 

class may be declared to be public, private, or protected. These desig­

nations indicate the visibility (and ability to use) an object outside of 

a given library of objects. The public and private designations are 

more or less self-explanatory: If a class is public, it can be used by 

code outside the library; if it is private, it can only be used by other 

classes inside the same library. Protected classes are similar to pri­

vate ones, except any inheriting class is given access. 

Example 

FigMre 5.5 is a Java program that defines a Rectangle class via two 

methods, one that finds the area and one that finds the perimeter of 

the Rectangle. The program also extends the Rectangle class with a 

Square class. The Square class has a somewhat simplified perimeter 

method that will override the Rectangle's perimeter method. The 

main program reads pairs of integers from the command line. These 

integers represent a rectangle's length and width. If the sides are the 

same, a Square object is instantiated; otherwise, a Rectangle is in­

stantiated. Then the area and perimeter methods are called, with a 

reference to the Square or Rectangle as the argument. The particu­

lar perimeter method used depends on the type of object to which 

the reference points. That is, the specific perimeter method is dy­

namically dispatched at run time. This program is admittedly con­

trived- the sides array is somewhat superfluous- but it allows us to 

illustrate a number of JVM features in a small example. 

Garbage Collection 

One of the nice features of the object-oriented model is that, from 

the programmer's perspective, memory is a large, virtually un­

bounded space populated with objects. These objects essentially 

"float" in the memory space, with references tethering them to exe­

cuting programs. Objects can be created dynamically, used for a 
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while, and then abandoned by overwriting or deleting all reterences 

to the object. For example, in the code given in Figyre S.S. when the 

reference a is reassigned to a new Rectangle or Square, the previous 

Rectangle/Square object is no longer referenced and becomes 

garbage. 

publ ic class Shapes { 

} 

public stat ic void main (String args [] ) { 
Rectangl e a; 

} 

int l ength, width; 

for (inti = O; i < 4 ; i ++) { 

} 

l ength • Integer.parseint (args [ 2*i )); 
wi dth: Integer .parselnt (args [2*i +l ] ) ; 
i f (l ength=rW'idth) 

a : new Square (length) ; 
else 

a • new Rectangle (length , wi dth) ; 
System.out . pri ntln(a .area( )); 
System.out.println (a . perimeter()) ; 

class Rectangl e { 
protected int s ides []; 

} 

publ ic Rectangle ( int l ength . i nt width) { 
si des • new int [2] ; 
sides [O] - length ; 
sides [1] .. width; 

} 

publi c int perimeter () { 
return 2*(sides[O] +si des [l) ) ; 

} 

publ i c int area () { 
return (sides [O]*sides [l ]); 

} 

cl ass Square extends Rect angle { 
publi c Square (int length) { 

super (l ength, l ength} ; 

} 

} 
public i nt perimeter ( ) { 

return 4*si des [OJ ; 
} 

IF:S'iii-Ji:J A Java Program That Computes the Area and Perimeter of a Sequence of 
Squares an Rectangles. 

While this model of an unbounded memory space is nice from the 

programmer's perspective, in a real implementation the memory 

cannot be unbounded, of course. Consequently, there must be some 
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way of recycling the memory resources used by objects that are no 

longer needed. In some object-oriented languages, C++, for example, 

it is expected that the programmer will explicitly release an un­

needed object so that memory management software can reuse its 

memory. This places a burden on the programmer, however, and if 

object memory is not properly released, a "memory leak" can de­

velop where unused objects grow in number until the processor's 

memory resources are exhausted. On the other hand, if a program 

bug allows the same memory to be freed twice (a double-free), then a 

security hole may be created. 

To avoid memory leaks and double-free bugs as well as to enhance 

program robustness, the modern HLL VMs relieve the programmer 

of the burden of keeping track of unneeded, garbage objects. In par­

ticular, the VMs automatically collect garbage in a manner that is 

hidden from the application program. The VM implementation is 

able to find objects for which references no longer exist and to col­

lect these objects on behalf of the user. The programmer is not bur­

dened with explicitly returning unused objects to memory manage­

ment software, and the possibility of programmer memory manage­

ment bugs is eliminated. 

5.2.3 Networking 

In the network computing environment, network bandwidth is 

sometimes a limited resource. In an HLL VM there are at least two 

ways that network bandwidth usage can be reduced. The first is by 

reducing the size of a program (or dynamically linked library rou­

tines) that must be moved over the network. This leads to program 

encodings (i.e., instruction sets) that can specify a program in a 

dense manner. A key point is that with a VM performing emulation, 

the information transported over the network is a specification of 

the program to be executed, not necessarily the actual instructions 

that will eventually be executed. Translation converts the specifica-
. - .. 
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that matter, albeit much less efficiently. 

Using a stack-oriented instruction set with variable-length instruc­

tions leads to a fairly compact program specification, especially 

when compared with the relatively sparse encoding found in a typi­

cal RISC ISA, which uses lots of registers and fixed-length instruc­

tions. With an operand stack, it is not uncommon for an instruction 

to require only one byte, i.e., to specify the opcode; the operands are 

implied by their positions on the stack. 

Although the stack instruction sets used in most modern HLL VMs 

may save some network bandwidth, the addition of metadata adds 

to network bandwidth requirements. Overall, it is probably a wash, 

with modest savings of network bandwidth (at best). However, as 

described earlier, the presence of the meta data brings some addi­

tional advantages that a conventional program binary does not of­

fer. The bigger win with respect to network bandwidth savings 

comes from dynamic loading of program (class) files. That is, a VM 

implementation generally loads only binary classes that it antici­

pates it will need, thereby not wasting network bandwidth on bi­

nary classes that are never used. 

5.2.4 Performance 

An object-oriented language provides a number of significant ad­

vantages when compared with a language such as C, which is really 

only a step above assembly language. However, the object-oriented 

model also makes it significantly more difficult to achieve high per­

formance on conventional hardware. Hence, for many (but not all) 

applications there is heavy emphasis on improving HLL VM perfor­

mance. Most of the emulation techniques described in Chapters 2-4 

can be used for enhancing HLL VM performance. The execution en­

gine of an HLL VM implementation can use interpretation, binary 

translation to native code, or some combination. 
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The Java instruction set is designed for straightforward interpreta­

tion. On the other hand, the Microsoft intermediate language is not 

intended to be interpreted (however, it could be, albeit very slowly). 

Both the Java instruction set and MSIL use rather constrained, well­

specified control flow instructions (branches and method calls), so 

the code-discovery problem is very simple. As soon as a method is 

entered, all the code belonging to the method can be immediately 

discovered. This leads to just-in-time (JIT) compilation, where a 

method, when first entered, is compiledi in its entirety. Often, JIT 

compilation generates nonoptimized or lightly optimized code. 

Beyond the two basic methods of interpretation and JIT compilation 

lies a range of more advanced staged emulation strategies. For ex­

ample, an implementation can begin interpreting, with profiling 

added. Then hot methods can be compiled (or sections of hot meth­

ods). Finally, the compiled methods that are very frequently used 

can be much more highly optimized. Section 6.6 contains further 

discussion of higher-performance HLL VM implementation tech­

niques. 

5.3 The Java Virtual Machine 

Architecture 

To look at HLL VMs in more detail, we focus on the Java virtual ma­

chine (JVM) (Lindholm and Yelin 1999). The JVM came before the 
Microsoft CLI and is in some sense a purer form of HLL VM. The CLI, 

on the other hand, is part of the more general .NET framework, 

where both managed and unmanaged applications can easily inter­

operate, if the user wishes. Following the discussion of the Java VM 

in this section, we overview the CLI in the next section. 

5.3.1 Data Types 

T ••-•• • • ~ r 
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Java consists or pnm1uve aata types ana rererences, a10ng wun on­

jects, which are composed of the primitive types and references. 

Primitive Data Types 

The Java HLL VM supports a number of primitive data types from 

which objects are composed. The types are int (integer), char, byte, 

short, float, double, and returnAddress. A boolean value is imple­

mented in the JVM as a primitive type int or byte. It is important to 

note that the primitive types are defined according to the values 

they can take, not the number of bits of storage they will consume in 

the implementation; for example, an integer data type is defined to 

represent any integer in the range - 231 to +231- 1. Nor are the ac­

tual bit patterns explicitly specified. This allows the primitive types 

to be held in an implementation-dependent fashion on any given 

host platform. Of course, many implementations will represent inte­

gers with 32-bit words and a two's complement representation, but 

other implementations could use more storage bits and/or other 

representations. The returnAddress type, by the way, is a rather ob­

scure type not present in the Java HLL but present in the Java ISA. It 

is used by "miniature subroutines" implemented with jsr and ret in­

structions (these are typically used in implementing the Java HLL fi­

nally clauses, and we don't discuss them any further). 

References 

In addition to the foregoing primitive types, the JVM includes a ref­

erence type, which can hold reference values. A reference value 

points to an object stored in memory (discussed next). A reference 

can also have a null (undefined) value if it has not been assigned. As 

is the case with primitive types, a reference has an implementation­

dependent internal representation; the number of bits necessary for 

holding a reference is not defined as part of the Java ISA. 

Objects and Arrays 
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As described earlier, objects carry data held in logical structures de­

clared by the programmer. As such, objects are composed of primi­

tive data types and references that may point to other objects. An ar­

ray object is a special, intrinsic type of object, with explicit instruc­

tion set support. Each array is defined, at the time it is declared, to 

have a fixed number of elements that do not change during the pro­

gram's execution. The elements of an array must all be of the same 

primitive type or must all be references. If they are references, then 

they must all point to objects of the same type. In their basic form, 

arrays have a single dimension, but multidimensional arrays can be 

built using arrays of references. 

5.3.2 Data Storage 

In the JVM, there are three general types of data storage- global, lo­

cal, and operand. Global storage is main memory, where globally de­

clared variables reside. Local storage is temporary storage for vari­

ables that are local to a method. Operand storage holds variables 

while they are being operated on by the functional instructions 

(arithmetic, logical, shifts). All storage is divided into cells or slots, 

where a cell or slot can usually hold a single data item (the excep­

tions are double-precision floating-point numbers and long integers, 

which consume two slots). The actual amount of space required by a 

cell or slot is implementation dependent, but all addressing is in 

terms of the logical memory cells. 

The Stack 

Local and operand storage are allocated on the stack, and procedure 

arguments are passed on the stack as well. Instructions can never 

place arrays and objects on the stack; only references and individ­

ual array elements can be placed on the stack. As each method is 

called, a stack frame is allocated (flgure 5.6), with arguments, local 

storage, and operand storage being allocated in that order. Local 
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storage tor a given metnod. 1s or nxeo. size; tne proper amount or 

stack space required for local storage can be determined at compile 

time. As noted earlier, the stack holds data in slots. In many conven­

tional ISAs, operand storage is a register file; but just as in P-code, 

both Java byte codes and MSIL use the stack for operands. 

Depending on the actual instruction sequence, a stack often has ad­

vantages with the respect to instruction set encoding density (no in­

struction fields are needed for specifying registers), and a stack is 

amenable to platform independence (the host platform can have 

any number of registers in its ISA). 

LocaJs 

Operands 

! 
Arguments 

Locals 

Operands 

l 
Arguments 

Locals 

Operands 

mtAkiJM Java Staclc Structure. 

Global Memory 

The logical main memory architecture in Java contains a method 

area for holding code and a global storage area for holding arrays 

and objects. The global memory area is managed as a heap of un­

specified size with respect to the JVM architecture; i.e., its total size 

is an implementation-dependent feature. The heap can hold both 

static and dynamic objects, including arrays; these objects are cre­

ated on the heap at run time. When an object is dynamically created 

on the heap, a reference is generated to point to it at that time. 

Objects in the heap can only be accessed via a reference having a 
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type that matches the type of the object. For example, in FigY.re 5.5 

the reference a is declared to be of type Rectangle, and it can only be 

used for pointing to objects of type Rectangle (or a subclass of 

Rectangle). 

Constant Pool 

Instructions often use constant values, as integer operands or as ad­

dresses in local memory, for example. The ISA allows some constant 

values to be placed in the instruction stream as immediate oper­

ands. But in general the constants have a range of lengths, and some 

of them are used by a number of different instructions. So to make 

the Java ISA a little more compact and uniform, constant data asso­

ciated with a program is placed in a block known as the constant 

pool. Any instructions that need constant values can then index into 

the constant pool to retrieve them. Note that although the exact rep­

resentations of integers and references when held in global memory 

or the stack are not defined part of the ISA, their representations 

when held in the constant pool are defined as part of the ISA. For ex­

ample, an integer in the constant pool is represented as a 32-bit 

two's complement number. It is important to keep in mind that the 

constant pool is a part of a program's specification, just as much as 

the actual instructions are, and it does not change as a program exe­

cutes. 

Memory Hierarchy 

Figure 5.7 illustrates the memory hierarchy in Java. In the figure, 

an array has been allocated on the heap, and a reference to the ar­

ray is included as part of another object. Also note that in the lower 

left corner is an object with no references pointing to it. This is an 

object ready to be garbage collected. A specific field within a refer­

enced object is accessed via an offset contained in the constant pool. 

That is, there is no indirection when identifying a field (other than 

the indirection provided by the reference itself). 
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5.3.3 Java Instruction Set 

GLOBAL MEMORY 

The Java ISA is stack based, and, at least superficially, it is similar to 

the one used in P-code. 

Instruction Formats 

All instructions contain an opcode byte and zero or more subse­

quent bytes, depending on the opcode. Figm;:e 5.8 shows the com­

mon instruction formats. Each instruction field consists of exactly 

one byte, although two or more such byte fields may be concate­
nated to form a single operand. Many instructions are a single byte, 

i.e., just the opcode, as shown in Figm:e 5.8a. Some instructions con­

sist of an opcode and an index byte (or bytes). Two examples are in 

Figure 5.8b and c. The index bytes are used as indices into the con­

stant pool or into local storage locations. Another class of instruc­

tion formats consists of an opcode and one or more data bytes 

<Firure 5.8d and e). The data bvtes mav be immediate data or off-
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sets for PC-relative branch instructions. Because the instructions ap­

pear as a stream of bytes-either opcodes, indices, or data-an in­

struction set of this type is commonly referred to as a bytecode in­

struction set or simply as bytecodes. Using a single opcode byte im­

plies there are 256 or fewer total opcodes; but a special wide op­

code, when appended to a regular opcode, essentially creates a new 

instruction that performs the same operation as the regular opcode 

but with additional index bytes. And a bytecode instruction set can 

always be expanded by adding "escape code" bytes similar to the 

ones used for extending conventional instruction sets when all op­

codes have been used up. 

(a) !opcode I 
(b) ]opcode I index I 
{c) lopcodeli ndex1[ i ndex2j 

(d) lopcodel data I 
(e) !opcode I datal j data2 I 

!ll;1•iliJ:• Typical Bytecode Instruction Formats.. 

A basic property of the Java instruction set is that each of the primi­

tive types has specific bytecode instructions that can operate on 

them. For example, the iadd opcode (integer add) is defined to oper­

ate only on integer operands on the stack. In a legal Java bytecode 

program, the operand types must match those required by the op­

code. In the following instruction descriptions, we will typically use 

the integer forms of instructions as examples; the ISA defines simi­

lar instructions for the other primitive types. 

The following subsections will overview the various types of in­

structions. A complete list of instructions can be found in a book fo­

cused on the lava virtual machine (e.g., Lindholm and Yellin 1999: 
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Venners 1998). Instruction descriptions include the instruction for­

mat (opcode first), followed by operand byte(s), if any. All operand 

bytes are shown separately, even if they only have meaning when 

concatenated. For example, a 16-bit data item is represented as two 

bytes: datal and data2. 

Data-Movement Instructions 

Figure 5.9 illustrates the basic flow of data movement. All loads and 

stores from global or local memory must be to the operand stack, 

and all functional instructions operate on operands held on the 

stack. 

One set of data-movement instructions push constant values onto 

the stack. There is some redundancy in these stack instructions; i.e., 

some constants can be pushed onto the stack via more than one type 

of instruction. For example, any of five different instructions can 

push the constant 1 onto the stack. The advantage of having this re­

dundancy is that it can improve code density and/or interpretation 

speed. The most common constants (e.g., small integers) are each 

given their own opcode, so a one-byte instruction is sufficient. For 

example, iconstl is a single-byte instruction that pushes the integer 

constant 1 onto the stack. Other short constants can be pushed via 

the bipush data or sipush data1 data2 instructions-these require 

two or three instruction bytes, respectively. Any arbitrary constant 

can be pushed via the ldc index instruction (two bytes total), pro­

vided it is in one of the first 256 slots in the constant pool. (Of 

course, the constant pool entry itself contains additional data bytes.) 

Finally, the ldc_ w indexl index2 instruction uses three bytes and 

can load a constant from any of 16K slots in the constant pool. The 

main difference between the ldc instructions and the push instruc­

tions is that the former requires a level of indirection when being 

interpreted. If translated (compiled) code is used, there is no practi­

cal difference between the two types of instructions. 
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A second set of data-movement instructions manipulate the stack 

entries. For example, the pop instruction pops the top element from 
the stack and discards it. The swap instruction swaps the positions 

of the top two stack elements, and dup duplicates the top stack ele­

ment to form the top two stack elements. 

The third set of data-movement instructions moves values between 

the local storage area of the current stack frame and the operand 

stack. These instructions specify the local storage address via a con­

stant-either directly in the instruction or via an index to the con­

stant pool. Also, the type of the data being moved is explicitly given 

in the opcode. This information is used for type checking when the 

program is initially loaded (to be discussed later). For example, the 

iload_l instruction takes the integer from local storage slot 1 and 

pushes it onto the stack. The iload index instruction specifies the lo­

cal storage slot number via a constant pool entry pointed to by the 

index. Similarly, istore_l and istore index instructions move data 

from the stack to local storage in the current stack frame. 

The final set of data-movement instructions deal with global mem­

ory data, either objects or arrays. An object is created via the new 

indexl index2 instruction that concatenates two bytes to form an in-
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dex into the constant pool. The constant pool entry essentially speci­

fies the object, and a new instance of the object is created on the 

heap and initialized. A reference to the object is pushed onto the 

stack. Similarly, the newarray type instruction creates an array con­

taining elements of a specified primitive type. 

For accessing data held in objects, the primary data-movement in­

structions are the getfield index1 index2 and putfield index1 index2 

instructions, which point to a constant field entry containing infor­

mation regarding the field, e.g., its type, size, and offset into the ob­

ject that contains it. As with all data-movement instructions, these 

move data between the addressed data item and the operand stack. 

The getstatic and putstatic instructions are similar, except they deal 

with static rather than dynamic objects. There are similar instruc­

tions that move data to and from arrays. 

In addition to instructions that create and access objects and arrays, 

there are instructions that can perform run-time checks to see what 

type of object is being pointed to by a reference. For example, the 

checkcast index1 index2 instruction indexes into the constant pool 

to find the specification for a specific class or interface. Then the ob­

ject pointed to by a reference on the top of the stack is checked to 

see if it is an instance of the type specified by the constant pool en­

try. If not, a CheckCastException is thrown. This instruction is used 

for checking whether a run-time cast (conversion of an object refer­

ence) is safe (e.g., the reference being cast is to a member of the 

same class or a subclass of the object to which it currently points). 

This instruction allows a program to test for a potentially unsafe 

cast and to handle it in a graceful way via the exception mechanism 

(described later). 

Type Conversion 

Some instructions convert one type of data item on the stack to an­

other. An example conversion instruction is 12f, which pops an inte-
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ger from the stack, converts it to a float, and pushes the float back 

onto the stack. Not every possible pair of primitive types is sup­

ported directly by a conversion instruction, however. In some cases 

a combined pair of instructions performs a conversion. 

Functional Instructions: Arithmetic, Logicals, Shifts 

There are a number of instructions that take input operands, per­

form operations on them, and produce a result. For the most part, 

these instructions consist of a single byte. Operands are always 

taken from the stack and results are placed on the stack. Three ex­

amples follow. The iadd instruction pops two integers from the 

stack, adds them, and pushes the sum onto the stack. The iand in­

struction pops two integers from the stack, performs a logical AND 

on them, and pushes the result onto the stack. The ishfl instruction 

pops two integers from the stack, shifts the top element left by an 

amount specified by the second element, and pushes the result onto 

the stack. 

Because the internal representations are implementation depen­

dent, what the shift and logical instruction do, strictly speaking, is to 

convert the integer value to a standard two's complement form be­

fore performing the operation and then convert it back to the inter­

nal representation before pushing it on the stack; i.e., the logicals 

and shifts operate as if the values are stored as 32-bit two's comple­

ment numbers, regardless of whether they are actually stored that 

way or not. 

Control Flow Instructions 

The control flow instructions (e.g., branches and jumps) are de­

signed to expose all control flow paths within a method. This feature 

enables both complete discovery of all code within a method at the 

time it is first entered and load-time tracking of all variable types 

held in local storage (as explained shortly). 
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One set of conditional branches compares the top stack element 

with zero. For example, the ifeq datal data2 instruction pops an in­

teger from the stack and compares it with zero. If it is equal to zero, 

then there is a PC relative branch to an offset found by concatenat­

ing the two data bytes. Other conditional branch instructions com­

pare two data items with each other. For example, the if_icmpeq 

datal data2 instruction pops two integer values from the stack and 

compares the first with the second. If they are equal, then there is a 

PC relative branch to an offset found by concatenating the two data 

bytes. Finally, there are conditional branches to check for null/non­

null references. For example, ifnull datal data2 pops a reference 

from the stack and checks it for null. 

There are also more complex control flow instructions. The lookup­

switch instruction, given here, is typically used to implement a 

switch statement: 

lookupswitch defaultl default2 default3 default4 
npairsl npairs2 npairs3 npai rs4 
matchl.....l matchl.....2 matchl.....3 matchl.....4 

offsetLl offsetL2 offsetL3 offsetL4 
match2_1 match2_2 match2_3 match2_4 

offset2_1 offset2_2 offse t2_3 offsetl_4 

additional n-2 match/ offset pairs 

This is all one instruction, laid out in a way to make it more read­

able. In this instruction, the four default bytes are concatenated to 

yield a PC relative branch offset if none of the cases match. The four 

npairs bytes indicate the number of match/offset pairs included in 

the switch statement. The integer at the top of the stack is popped 

and is compared with each of the match values (four bytes each). If 

a match is found, then there is a PC relative branch to the corre­

sponding offset value (four bytes). If there is no match, the branch is 

to the default location. 
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Methods are called via one of the invoke instructions, which take a 

statically defined set of arguments. The return instructions are de­

fined to return either no value or a single value. There are four 

types of invoke instructions. One of the more commonly used is in­

vokevirtual indexl index2, which begins by indexing into a constant 

pool location that contains a description of the called method. This 

description includes the address of the method, the number and 

types of arguments it takes, the number of locals it uses, and its 

maximum operand stack depth. Arguments on the stack are checked 

to make sure they match the specified argument types. If they do, a 

stack frame of the appropriate size is allocated, and the arguments 

are pushed as locals onto the stack. Then there is a jump to the 

called method. The return PC is saved on a stack, but the return PC 

value is not accessible, other than indirectly through a return in­

struction. 

The other types of invoke instructions are: invokeinterface, which is 

used for invoking an interface method; invokespecial, which pro­

vides special operations for certain types of methods, initialization 

methods, for example; and invokestatic, which is used for static 

methods. 

A typical return instruction is ireturn, which begins by popping an 

integer from the current stack frame before removing the current 

stack frame. The integer is then pushed back onto the stack (for use 

by the calling method). Finally, there is a return jump to the calling 

method. The simple return instruction is used when there is a void 

return value. 

As pointed out earlier, we see that an important property of control 

flow instructions is that all control paths can be easily tracked. All 

branches (including the switches) are to fixed, compile-time PC off­

sets, so they are known at load time. Furthermore, the method calls 

and returns can be tracked as well, because they jump directly to a 
___ .._,__,.] , _ _:_ - ~-.... -....l ,:_...] __ . .,..:_ ... _ ... .._ _____ _. __ ... ___ ,, __ ... .:_...],: ___ ... , __ 
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through a pointer. 

Operand Stack Tracking 

Besides the individual instruction specifications, the Java bytecode 

ISA also defines some overall properties that must hold in order for 

a sequence of instructions to be part of a valid program. These over­

all properties represent an important difference between HL V-ISAs 

and conventional ISAs. One such property is that at any given point 

in the program, the operand stack must have the same number and 

types of operands, and in the same order, regardless of the path that 

was followed to get to that point. This allows the loader to analyze 

the program prior to execution in order to check the types that are 

being moved to or from memory (either global or local). That is, the 

types of the values on the operand stack can be tracked through 

static program analysis; it is not necessary to look at the actual types 

dynamically as the program is executed in order to make sure the 

proper types are being used. This property also means that the max­

imum depth of the operand stack can be determined for each 

method at the time it is compiled. 

Figure 5.10 presents three examples to illustrate the static stack­

tracking property. All three examples have control flow paths that 

diverge (due to conditional branches) and then reconverge. Hence, 

there are multiple paths that will lead to the reconvergence point. 

Figure 5.10a is a legal code sequence. It first pushes an integer A 

onto the stack. Then it tests B; if B is equal to zero, it pushes a second 

integer, C, onto the stack. Otherwise, it pushes the integer F onto the 

stack. At that point the two control paths reconverge and the top 

two stack elements are added and then stored to D. The key point is 

that when the two control paths reconverge, the operand stack has 

two integers regardless of the path taken. 

i load A 
iload 8 

//push int . A f rom 1ocal mem. 
//push i nt . B from l ocal mem. 
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If_cmpne O el sel //brancn if B ne O 
i 1oad C //push int . C from l ocal rnern . 
goto ende 1 sel 

elsel i l oad F //push F 
endelsel add //add from stack; resul t to stack 

skipl 

ski p2 

istore D //pop sum to D 

i load B 
If_cmpne 0 
i l oad C 
i l oad 0 
i l oad E 
i f_cmpne O 
add 
i s tore F 

(a) 

//push int . B from local mem . 
ski pl / / branch if B ne O 

//push int . C from local mem . 
//push 0 
//push E 

ski p2 / / branchi i f E ne 0 

(b) 

//add stack; resul t to stack 
//pop to F 

i1oad A //push int . A from l ocal mem. 
I f_cmpne O el sel //branch if A ne O 
a l oad B //push reference B from loca1 mem. 
goto ende 1 sel 

el sel i1oad C //push i nteger C f rom l ocal mem. 
endel sel iload D //push i nt . D from local mem. 

I f_cmpne O el se2 
ast ore E //pop reference to local mem. 
goto ende1 se2 

e1se2 istore F //pop i nteger to l ocal mem. 
endelse2 ... 

(c) 

@-,i!i$Ju■ Examples of Code Sequences with Reconverging Control Flow. (a) A valid se­
quence; (b) an invalid sequence where converging paths have different numbers of operands 
depending on the path followed; ( c) an invalid sequence where reconverging paths have dif 
ferent types of operands depending on the path followed. 

The second code sequence (figure 5.10b) is not a legal one. If Bis 

equal to zero, the integer C is pushed onto the operand stack; then 

integer D is pushed onto the stack regardless of the value of B. Next, 

the code sequence tests E. If E is zero, the top two stack elements are 

added; otherwise nothing is done. Finally, the top of the stack is 

stored to local memory location F. This code has the property that if 

B is equal to zero, then the stack has t\vo elements when the branch 

on the value of E is performed; othervvise the stack has only one ele­

ment at the same point in the code. Now, it may be the case that Eis 

zero whenever B is zero, and vice versa. However, it may not be 

possible to determine this fact by static analysis of the code, so the 
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The third code example (figure 5.10c) is also illegal. It pushes a ref­

erence onto the stack if A is zero; otherwise it pushes an integer. 

Then it pops a reference if D is zero; otherwise it pops an integer. 

Here, the stack contents are different, depending on the path taken 

to reach the compare with D. If it happens that D is zero whenever A 

is zero, and vice versa, then the data types will "work out" at run 

time. However, as in the earlier case, it may not be possible to deter­

mine this through static analysis. 

Because of the way the V-ISA specifies control flow (branches and 

procedure call/returns), a relatively simple analysis can determine if 

the proper stack discipline is followed. Because all branches are to 

constant locations within the same method, all paths in the method 

can be determined statically. At a method invocation, it is known 

that anything on the operand stack will not be touched by the in­

voked method, so the operand stack will have the same values when 

the method returns (with the possible addition of a return value 

whose type is given by the invoke opcode). Hence, the analysis algo­

rithm simply traces all the static control flow paths and simulates a 

stack symbolically. If the symbolic stack contents ever differ at a 

control flow convergence point, then the program is not valid. 

Example Program 

Figure 5.11 is a bytecode compilation of the Java Rectangle perime­
ter method given in ~ -The numbers in the leftmost column 

are the PC values (as byte addresses) corresponding to the given in­

structions. The first instruction pushes a constant 2 onto the oper­

ands stack, and the second instruction pushes local variable O onto 

the stack (by convention, local variable O is the argument being 

passed to perimeter(); in this case it is a reference to the rectangle 

object). The getfield instruction then gets the reference to the sides 

array from the Rectangle object. The object reference is on the stack, 
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and constant pool entry 2 contains a description ot the held that is 

being accessed, i.e., that it is a reference. The getfield instruction 

pushes the reference to the sides array on the stack. Then the next 

two instructions (iconst_0 and iaload) push index number 0 onto the 

stack (on top of the reference to array sides) and load element 0 

from the array sides (via the reference and index number taken 

from the stack). The next four instructions are similar to the preced­

ing four, and they load the value of sides[l] onto the stack. At that 

point, the bottom of the stack is a constant 2, the next stack value is 

sides[0], and the top of the stack is sides[l]. Then the iadd, imul se­

quence forms 2*(sides[0] + sides[1]). Finally, the last instruction re­

turns, with the integer result on top of the stack. 

publ i c int perimeter() ; 

0: i const-2 
1 : aload_O 
2: getfield#2; //Field: sides reference 
S: iconst..O 
6: i aload 
7: aload_O 
8: getfieldl2 ; //Field: sides reference 
11: iconst_l 
12: iaload 
13 : i add 
14: imul 
15: ireturn 

(i"11jgijf• Java Bytecodes for the perimeter Method Defined for the Rectangle Class (in 
figure 5.5). 

5.3.4 Exceptions and Errors 

In the Java architecture, some exceptions (or errors) are defined as 

part of the ISA and may be thrown as a result of program execution. 

Other exceptions can be user defined and are explicitly thrown by 

executing a throw instruction (described later). 

A key property of the JVM is that all exceptions must be handled 

somewhere. That is, there is no global way to turn them off, as is the 

case with most conventional ISAs, where there is usually a mask bit 

corresponding to each trap condition. The rationale for dealing with 
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exceptions this way is not really specific to high-level VMs; rather, it 

is an overall program robustness consideration. If an exception is 

not handled by the method that throws the exception, then the cur­

rent stack frame is popped and the calling method takes over re­

sponsibility; if the calling method doesn't have a handler, then an­

other stack frame is popped, etc., until eventually the main program 

is reached. At that point if there is no handler, a standard handler 

takes over (and likely terminates the program). In a way, this ap­

proach forces the programmer to think about all exceptions in order 

to deal with them actively rather than just turning them off and for­

getting about them. 

In Java there is a distinction made between errors and exceptions. 

Errors are not necessarily caused by behavior that is inherent to the 

application program; rather, they may be caused by limitations of 

the VM implementation or VM bugs. Exceptions, on the other hand, 

are caused by program behavior that occurs dynamically-as the 

program executes. Static checking catches many programming mis­

takes and oversights, but some types of behavior cannot be caught 

until run time. An example of an error is StackOverflowError, 

which indicates that the available stack space is exhausted. There is 

no architected stack size in the V-ISA, and some VM implementa­

tions may run out of stack space before others. Hence, when this er­

ror occurs, it is not necessarily due to a program bug; it may just be 

an indication that the host platform does not have enough memory 

for the application's needs. On the other hand, it could also result 

from a program bug, such as runaway recursion. As another exam­

ple, the InternalError indicates that the VM has encountered some 

type of internal bug. Just as with any well-designed program, the VM 

implementation software itself should contain internal error check­

ing. If the VM should catch such an internal bug, it throws this error. 

The Java ISA defines a number of exceptions. These are the program 

exceptions that must be checked for dynamically. Two common ex­

ceptions are the NullPointerException and the 
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ArraylndexOutOfBoundsException, which are clearly described by 

their names. All references ("pointers") must be checked to make 

sure they are not null at the time they are used (although some ex­

plicit checks may be removed by optimizations). Also, all array in­

dices must be checked. Array indices are the only way of indirectly 

accessing a Java data structure. There are a number of exceptions 

related to type checking and object accesses. For example, an 
IncompatibleClassChangeError occurs when a getfield instruction is 

applied to a static field; even though the name indicates an "error," 

it is in fact an exception. 

In the Java ISA, it is possible to specify an exception handler, de­

pending on where an exception occurs. To accomplish this, the JVM 
associates a table with each method, the exception table. Here is an 

example entry in an exception table: 

From To Target Type 

8 12 96 Arithmetic Exception 

This table entry indicates that if an arithmetic exception occurs any­

where between instructions at locations 8 and 12, then there should 

be a jump to a handler at location 96. The table is built from infor­

mation encoded in the high-level language program, for example, 

with Java try and catch regions. If a From/To region encloses a 

method call, then unless the method has a handler of its own, the 

handler in the calling method is used. 

At the time an exception is thrown, the operand stack is immedi­

ately flushed. The JVM then looks up the exception type in the ex­

ception table. If the exception type and the PC at the time of an ex­

ception match a table entry From/To range, then there is a jump to 

the target PC specified in the table. Otherwise, the current stack 

fr;:imp is rPmnvPn. thP Pr. ;:it thP timP nfthP r;:ill is rPinst::itPn . ::inn thP 
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table is checked again. This continues until either there is a table 

match or the outermost procedure (main) is reached. 

Besides the exception table, JVM support for exceptions includes the 

instruction athrow indexl index2. This instruction explicitly throws 

an exception. The values indexl and index2 form an index into the 

constant pool. The constant pool location contains a description of 

the exception being thrown. 

5.3.5 Binary Classes 

When an HLL VM program is distributed, not only is the code in­

cluded, but so is a detailed specification of the data structures and 

their relationships, i.e., the metadata. In Java terminology, the com­

bination of code plus metadata is a binary class that is typically in­

cluded in a class file (in the Microsoft CLI it is called a module). The 

format of the binary class is, in effect, the "official" interface sup­

ported by the underlying virtual machine-the binary class format 

plays the same specification role as in a conventional ISA. Thus far, 

we have described the components of a binary class in a general 

way. In the remainder of this section we describe the overall struc­

ture of a Java binary class. 

All the Java binary classes that form a complete program do not 

have to be loaded when a program is started (although they could 

be). Rather, the binary classes can be loaded on demand, at the time 
they are needed by the program. Among other things, this saves 

bandwidth for loading binary classes that are never used, and it al­

lows a Java program to start up quickly, using only some initial bi­

nary classes. For efficiency, the first time a binary class is used, it is 

parsed and placed into method memory, a part of the VM implemen­

tation. Then on subsequent calls, it is much more efficient to consult 

the preprocessed method information in the method memory. 
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is explicitly given immediately before the component contents. In 

this manner, the loader can parse the entire binary class from be­

ginning to end, with each of the components being easily recognized 

and delineated. Within each component, the same principle is used. 

Figure 5.12 gives the layout of a binary class. It consists first of 

some header information, beginning with a magic number that iden­

tifies this block of data as a binary class. The magic number is sim­

ply a character sequence that is the same for all Java binary classes. 

When presented with a file purported to contain a binary class the 

loader can use the magic number as a quick, initial check to gain 

some assurance that it does in fact contain a binary class. The 

header also contains version information for the binary class. Over 

time, it is expected that there will be extensions to the Java VM, and 

the version number can be used by the loader to restrict its checks 

and operations to the correct version. 

Magic Number 

Version Information 

Constant Pool Size 

Constant Pool 

Access Flags 

This Class. 

Super Class 

Interface Count 

lntertaces 

Field Count 

Field Information 

Methods Count 

Methods 

Attfth.1 ••-1!'1 r,.,._ .... t 
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Attributes 

@§lii4Jt4 Format of a Java Binary Class. 

Following the header information is a sequence of large structures, 
each preceded by a size indication or the number of contained ele­

ments. The major structures are the Constant Pool, a table describ­

ing method Interfaces, a table describing object Fields, a table con­

taining the Methods, and a table of Attributes that contains much of 

the detailed information for the other tables. The following subsec­

tions describe each of these major structures as well as some of the 

minor ones. 

Constant Pool 

The constant pool essentially holds all the constant values and refer­

ences used by the methods that are to follow. Each of the constants 

is appended with type information so that type checking can be per­

formed when the constant is used. Many of the constants are in 

symbolic form, i.e., the names of classes, interfaces, methods, and 

fields. 

Access Flags 

As the name suggests, these flags provide access information, for ex­

ample, whether this particular type (class) is public, whether it is an 

interface rather than a class, whether it is final (i.e., it can never be 

dynamically overridden). 

This_Class and Super_Class 

This region contains the names of this class and the superclass of 

this class. Both are given as indexes into the constant pool. The 

names themselves are in the constant pool. All classes except for the 

Object class (see Section 5.4.2) have a super_class. For the Object 
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class, the super_class is zero. 

Interfaces 

This region contains a number of references to the superinterfaces 

of this class, i.e., the interfaces through which this class can be di­

rectly accessed. These are given as indices into the constant pool. 

The constant pool entries are referenoes to the interfaces. 

Fields 

This component contains the specification of the fields declared for 

this class. This information is included in a small table for each 

field; the table includes access information (public, private, pro­

tected), a name index (an offset into a constant pool entry that con­

tains the name of this field), a descriptor index (which contains an 

index into the constant pool where the descriptor for this field can 

be found), and attributes information. 

Methods 

This component contains information regarding each method, e.g., 

the name and descriptor, as well as the method itself, encoded as a 

bytecode instruction stream. Each method can also have attribute 

tables, for example, giving the maximum operand stack depth for 

the method and the number of locals. The code itself appears as part 

of an attribute table. Also included is the exception table, described 

earlier, which give types of exceptions to be checked and the PC 

ranges over which they should be checked. 

Attributes 

The attributes region contains the detailed information regarding 

the other components listed earlier. In general, an HLL VM would 

have a fairly large number of attribute types. 
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5.3.6 The Java Native Interface 

The Java native interface (JNI) allows java code and native compiled 

code to interoperate. For example, it allows Java code to call a rou­

tine compiled from C, and vice versa, although we will emphasize 

the former situation in this discussion. By using the JNI, a C program 

can even invoke a Java virtual machine. 

An overview of the JNI and its operation is given in flgyre 5.13. On 

the left-hand side of the figure, the "Java side," we see the Java ar­

chitecture as described in the preceding sections. Code (and data) 

compiled to the native platform ISA resides on the right-hand side of 

the figure, i.e., the "native side." It is important to note, however, 

that the Java side can be compiled from any language where there is 

a compiler that can produce standard binary classes; for example, 

C# could be used. The native side can be compiled from C or from 

any other language for which JNI support exists, including assembly 

language. Each side of Figyre 5.13 compiles to its own binary for­

mat. On the Java side, these are standard binary classes; on the na­

tive side, they are program binaries in the native platform's ma­

chine code. Data on the Java side exists as objects and arrays on the 

heap and variables on the stack. On the native side, data is orga­
nized in whatever way the compiler happens to lay it out; i.e., it is 

compiler dependent. 

Java Side 

Java HLL Program 

Compile 
and Load 

Byteoode 
Methods 

' 
invoke 

native method 
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Native Side 

C Program 

Compile 
and Load 

Native Machine 
Code 
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[1!;1ij4i~1►11 Java Nativ~ Interface. The Java native interface allows Java software and na­
tive comp1 e software to interoperate. 

The JNI provides an interface for a Java method to call a native 

method (as shown in the figure). To do this, the native method must 

be declared as native by the calling Java class. After compiling the 

Java class that declares the native method call, it can be given to a 

program javah, which will produce a header file for the native 

method. Then the header and native method code can be compiled 

to form the callable native method. 

The JNI specification allows control to be transferred back and forth 

between Java code and native methods; arguments can be passed 

and values can be returned. Furthermore, exceptions can be caught 

and thrown in the native code for handling in the Java application. 

In order for code on the native side to access data from the Java side 

(or for that matter to create objects on the Java side), the JNI pro­

vides a number of native methods-for example, GetArrayLength 

will obtain the length of a Java array, and GetlntArrayElements al­

lows the native code to obtain a pointer to a Java array's elements. 
Similarly, code on the native side can get and put object field data 

through JNI methods. 

5.4 Completing the Platform: APis 

In Section 5.2 we stated that a Java platform is a combination of a 

JVM and a set of standard libraries, or APis. The JVM is at the core of 
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are visible to users and software developers. These include support 

for secure network computing and component-based software, as 

well as many traditional functions, such as support for graphical 

user interfaces (GUis). Similarly, the .NET framework is built around 

the CLI, but it is also includes a very large number of APis that im­

plement its rich set of features. Although the focus of this book is on 

the virtual machine, not the APis, we would be remiss in not dis­

cussing some of the capabilities they provide. Furthermore, some of 

the APis directly interact with the virtual machine and objects at a 

low level; these are of particular interest to us and will be discussed 

further. 

5.4.1 Java Platforms 

A number of computer companies provide Java platforms. To sup­

port interoperable application software, these platforms must con­

form to a standard specification and contain the same APis. The cur­

rent Java specification is for the Java 2 platform (Shannon et al. 

2000). Also specified are editions, which are targeted more at gen­

eral categories of applications and users. Each of the editions is dis­

tinguished from the others by the packages of APis it incorporates. 

]2SE-Standard Edition: As the name suggests, this edition is tar­

geted at probably the largest number of Java users and developers. 

The standard edition platform supports typical PC users and client­

side applications within an enterprise computing environment. It 

also incorporates APis to support reusable component-based soft­

ware development based on JavaBeans (discussed briefly later). 

]2EE-Enterprise Edition: This edition is directed at development of 

large enterprise software infrastructure, including server-side appli­

cations. It includes the Enterprise JavaBeans API, which supports 

component-based development of distributed server applications. 
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JZME-Micro Eaition: This ect1non ctetmes a llghter-we1gnt platrorm 

for consumer-based embedded systems, which are often resource 

limited. Consequently, it contains a smaller set of targeted APis. 

Examples of embedded systems that may be based on the Micro 

Edition range from set-top boxes to pagers and smart cards. 

5.4.2 Java APis 

There is a long list of Java APis, too many to present and discuss 

here. Rather, we give some of the more important "core" API pack­

ages that exemplify the variety available, and then we single out 

some specific, particularly important low-level functions for addi­

tional discussion in subsequent subsections. 

Java.lang 

This is the core Java programming language API package; it contains 

classes that are at the heart of the Java programming language. 

These begin with the Object class- the superclass of all the Java 

classes. It also contains "wrapper" classes that contain primitive 

data types, such as Character and Integer when stored in the heap 

as individual items. In addition, java.lang contains low-level run­

time and system static methods as well as floating-point math sup­

port. Other selected members of java.lang that are of special interest 

to us follow. 

The Class class maintains descriptions of Java classes. Each class 
that is loaded has a Class object associated with it. Among other 

things, a class's Class object allows a program to extract information 

regarding the classes it is using, via a process known as reflection, 

described in the next subsection. 

The Process object serves as a platform-independent interface to na­

tive processes external to the JVM, and the Thread class supports 

multithreading within the JVM. Use of the Thread class is discussed 
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turtner m secnon 5.4.4 . 

The SecurityManager is the class that defines the methods that im­

plement a security policy. These methods are called in order to de­

termine if a requested operation (e.g., to read or write a file) should 

be permitted. The security manager's overall role is described 

briefly in Section 5.2.1. and it is discussed further in Section 6.2.2. 

java.util 

This package contains a number of classes that perform fundamen­

tal data structure operations as well as maintaining date and time 

facilities. For example, the Vector class supports arrays of objects 

that may grow as objects are added; the Enumeration interface is 

very commonly used for looping through the elements of a data 

structure. The Hashtable class supports associative arrays (typically 

implemented as hash tables). java.util.zip contains classes with 

methods for compressing and decompressing zip files, and 

java.util.jar contains classes for file archiving. 

java.awt 

The java.awt (abstract windowing toolkit) contains classes for con­

structing GUis from components and graphics shapes. Layout man­

ager classes control graphics components held in container objects. 

java.io and java.net 

The java.io API package contains classes for performing input/out­

put operations. These classes manage data streams and file system I/ 

0, and they are the counterparts of the I/0 libraries supported by 

conventional high-level languages and operating systems. The 

java.net API package contains classes for networking support. For 

example, the socket class allows a program to connect to a port and 

read and write data through the port. 
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We now consider two general functions where the core API part of 

the Java platform interacts very closely with the lower-level opera­

tion of the JVM. These are by no means the only situations where 

such close interaction is required, however; they are singled out be­

cause they are fundamental to many applications that run on Java 

platforms. 

5.4.3 Serializability and Reflection 

One of the basic concepts of object-oriented programming is con­

cealing internal features of an object. However, there are situations 

where it is important to discover features of objects. Serializability 

and reflection involve exposing the features of an object to pro­

grams operating on the object and to the world outside a given VM. 

For example, one may want to communicate an object from one 

Java program to another; perhaps the two programs are running on 

different platforms connected by a network. This is commonly done 

as part of remote method invocation (RMI), where, for example, a 

client may want to invoke a method on a remote server and an ob­

ject may be passed as an argument or return value. Each of the plat­

forms may have a different way of storing objects in memory, so 

simply copying the internal data structures that implement an ob­

ject will not work. Instead, an object to be communicated must be 

converted into an implementation-independent form. Then the re­

ceiving program can convert the implementation-independent form 

into its own internal implementation-dependent form (see Figure 
5.14a). 

Platform­
Independent 

Object Representation 
Platform A-
Dependent ~ :::;> Z ~ Deserialization I 

Representation 
Network 

(a) 
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Object 8 Platfonn A-
Dependent ~ =t> ⇒J Deserialization I 

Representation 
Persistent Storage 

(b) 

Platfonn B­
Dependent 

Re resentation 

!Jl;1•ikiJI• Serialization. Serialization converts an object into an implementation­
independentform that can be (a) passed over to a network to a different platform or {b) 
scored persistently for later use. 

As another example, objects created by a program only live as long 

as the program exists; when the program terminates, the objects go 

away. However, there are many situations where it is desirable for 

objects to persist between program executions, stored on a disk, for 
example. Here, again, the solution is to convert objects into an 

implementation-independent form for storage and later retrieval 

(see Figure 5.14b). These two situations are similar: In the network 

example an object is passed from one program to another through 

space, and in the other it is passed through time. 

The process of converting an object into an implementation­

independent form is called serialization. In order to serialize an ob­

ject it must be declared to be serializable, which means that it im­

plements the Serializable interface. This interface then allows an ob­

ject to be written as a byte stream in a canonical form. Serialization 

serializes not only a given object but all the objects for which the 

original object contains references, all the objects for which those 

objects contain references, etc. The serialization process involves re­

flection, that is, the ability to look inside an object to find all of its 

members. Then once found, they can be organized as a standard­

ized byte stream. 

Besides serialization, a number of other interesting applications re­

quire reflection in order to determine class information at run time. 

In a typical program development environment, the compiler can 

access information re{!ardin{! classes used bv a nro~am at comnile 
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time, so the compiler can incorporate this class information as it 

generates new binary classes. However, there are situations where 

class information is not known at compile time, that is, where a run­

ning program may be given a reference to an object whose type is 

unknown. In these situations, information concerning the object 

must be retrieved at run time. This is done through reflection. In 

Java, the java.lang.reflect API is an interface to a class's Class object, 

which exists for every class used by a program and contains a de­

scription of the class. The Class objects are constructed by the JVM 

when an object type is loaded. 

Reflection is a key enabler for component-based programming. In 

Java, basic program components are called]avaBeans. To facilitate 

component-based program design, JavaBeans must conform to a set 

of specified design patterns or coding conventions. For example, all 

readable properties of a JavaBean must have an accessory method 

of the form getproperty _name. Then if a program invokes an acces­

sory method on an object, with, for example, the getFieldsO method, 

it will be given an array containing Field objects reflecting all the ac­

cessible public fields of the class or interface represented by this 

Class object. 

A visual component-based program design tool allows a program­

mer to work at a high level by manipulating JavaBeans. Under pro­

grammer direction, the tool can load a JavaBean and analyze the 

bean's interface using the Reflection API and the J avaBean design 
patterns. With the information collected via the Reflection API, the 

developer's tool presents a graphical representation of the JavaBean 

that the developer can then use to modify the properties of the bean 

and enable communication between components by connecting an 

event source in one bean to an event listener in another. 

5.4.4 Java Threads 
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port is provided by Java libraries that are part of the java.lang. This 

makes sense, because support for multiple threads must ultimately 

be provided through the OS on the underlying platform, and the 

way to communicate with the underlying OS is through libraries. 

As noted earlier, the java.lang API includes a Thread class. Threads 

can be defined by extending this class (and inheriting its methods). 

Methods defined for the Threads class, include: run(), which starts a 

thread, stop(), which stops a thread, and suspend() and resume(), 

which, as their names imply, allow the suspension and resumption 

of a thread. Calling run() for an object of type Class will initiate a 

new thread. The JVM gives each Java thread its own stack, and the 

threads synchronize through mechanisms called monitors. 

Monitors are supported at the lowest level by architected locks and 

two Java bytecode instructions. There is a lock associated with each 

object and each class (the Class object for a given class contains its 

lock). Only one thread at a time can own a particular lock. A lock ac­

tually operates as a counter rather than as a single bit flag (as one 

might expect). The bytecode instruction monitorenter acquires the 
lock for the object pointed to by the reference on the top of the oper­

and stack. If the lock is already held by another thread, then the re­

questing thread simply blocks and waits. If the lock is not held by 

another thread, then the lock is incremented and the requesting 

thread continues execution. Note that the acquiring thread may al­

ready hold the lock, in which case it does the increment and goes 

on. The monitorexit instruction decrements the lock for the object 

pointed to by the reference on top of the operand stack. If the lock 

becomes zero as a result of the decrement, then it is released and 

can be acquired by a waiting thread (if there is one). 

The basic lock mechanism can be used for implementing monitors 

that guard critical sections or for locking individual objects. A criti­

cal section is a code region that only one thread can execute at a 
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given time. Critical sections typically manipulate shared data struc­

tures that require exclusive access, usually when they are updated. 

The synchronize keyword in the high-level Java language compiles 

down to monitorenter and monitorex.it instructions. 

Besides the bytecode instructions, the class Object declares a num­

ber of methods that support additional synchronization. 

wait()-releases the lock and enters the wait set for the given lock. It 

remains there until it is notified (see later). The wait set is essentially 

a VM-supported pool of threads waiting for a notification regarding 

the lock. 

waitOong timeout, int nanos)-releases the lock and enters the "wait 

set" for the given lock. It remains there either until it is notified or 

until timeout milliseconds plus nanos nanoseconds have elapsed. 

notify{)-wakes up one thread in the lock's wait set. 

notifyAll{)- wakes up all threads in the lock's wait set. 

The wait and notify mechanisms are typically used for supporting 

monitors that manage cooperation among threads typified by 

producer-consumer interaction, where, for example, one thread 

might produce data items and place them in a shared buffer to be 

consumed by a different thread. The producer thread notifies the 

consuming thread when data is in the buffer. The consuming 

thread, after emptying the buffer, waits until it is again notified. 

5.5 The Microsoft Common 
Language Infrastructure: A Flexible 
High-Level Language Virtual 
Machine 
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The common language infrastructure (CLI) is a virtual machine ar­

chitecture that is part of Microsoft's .NET framework (Box 2002). 

The common language runtime (CLR) is Microsoft's implementation 

of the CLI. Although it supports object-oriented network-based com­

putation, just as Java does, the CLI objectives are ostensibly broader 

than those for Java. 

5.5.1 The Common Language Interface 

The aspect of the CLI that is most similar to the Java environment is 

that it can support object-oriented programs within a managed run­

time environment that includes features such as built-in protection 

checking and garbage collection. Although a number of high-level 

languages (some with extensions) can be compiled to Java binary 

classes, the JVM was designed specifically to support the Java HLL. 

In contrast, the CLI is designed to support multiple, interoperating 

high-level languages, and it also can support programs that do not 

have to be (or cannot be) verified by a loader. Hence, an essential 

feature that separates the CLI from the Java virtual machine is that 

the CLI strives for HLL independence as well as platform indepen­

dence. This is illustrated in figure 5.15. 

The common language runtime (CLR) is an implementation of the 

CLI, and is part of the overall .NET framework. The modules are of a 

standard format and contain both metadata and code in the 

Microsoft intermediate language (MSIL). In the figure, modules (the 

analog of Java binary classes) can be generated from a number of 

languages, including, but not restricted to, C# (an object-oriented 

version of C that provides a garbage-collected heap), Java, Visual 

Basic .NET, and Managed C++. Managed C++ programs can run in the 

managed runtime environment provided by the CLR, but not all 

Managed C++ modules must be verifiable. 
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ner similar to Java binary classes, and verifiability is a desirable 

property to have. The managed C ++ compiler has a flag that forces 

all code to be verifiable (and generates errors when the C++ pro­

grammer uses unsafe constructs). Verification helps establish a run­

time protection domain that allows untrusted code to execute safely. 

Nevertheless, unverifiable (unsafe) programs are allowed as part of 

the managed program environment. A programmer may choose to 

generate unverifiable code that can still interoperate with verifiable 

code. In order to use unverifiable code, however, the user must per­

mit it through a security manager. 

C# program Java Program 

Common 
Language Runtime 

IA-32 Platform 

Visual Basic.NET Managed Cri program 

Common 
Language Runtime 

IPF Platform 

11131,QJj~-jThe Common Language Interface Supports Language Interoperability. The 
CLI allows both platform independence and a high degree of high-level language indepen­
dence. 

Regardless of whether they are verifiable, all programs must be 

valid. Some programs may be constructed in an illogical manner; 

for example, a program may have a stack underflow that is de­

tectable by inspecting the code at load time. A program such as this 

is invalid (as well as being unverifiable) and should not be allowed 

to run. Hence, there are three categories of application programs: 
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those that are verifiable and valid, those that are unverifiable and 

valid, and those that are invalid. This is in contrast to Java, which 

only allows two types (verifiable and unverifiable). Furthermore, 

verifiable and unverifiable programs may be mixed (at the pro­

grammer's discretion), so, for example, a verified program can call 

an unverifiable library routine. Because multiple languages and 

both verifiable and unverifiable programs are supported in an inte­

grated way, the CLI provides a more complete, all-purpose applica­

tion program environment than the JVM. This feature may be more 

significant in the short term as unsafe legacy code is mixed with 

newly developed verifiable code. In the long term, one would expect 

that unsafe legacy code will eventually be replaced with safe, verifi­

able code. 

PE/COFF 
Headers 

CLR 
Header 
cu Data 

------.. -----, 
Metadata ' . . 

------------........... ,.._.., ____ . . . IL Code ' 
' 

I . ' -------------
Native Code 

and 
Data 

(optional) 

iih•lliiJi/1 Overall Structure of a CLI Module. 

CLI modules are organized into assemblies, just as Java binary 

classes are organized into packages. Figure 5.16 shows an overview 

of a typical CLI module. It is contained in a standard Microsoft 

Portable Executable and Common Object File Format (PE/COFF), fur­

ther highlighting interoperability; the OS handles it just like any 

other executable file. The module contains header information and 

CLI metadata and code, and it may also contain native code and 

data. The metadata consists of a number of regions that contain, 

amon~ other thin~s. obiect definitions and constants (called streams 
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in the CLI). In general the concepts are similar to those in a Java bi­

nary class. 

It is interesting to compare language interoperability in the CLI with 

that provided in Java (as illustrated earlier in Figure 5.13). An anal­

ogous figure for the CLI is given in Figure 5.17. Here, all programs 

compile onto the MSIL bytecodes, including C programs, for exam­

ple. The data structures are all in the common metadata format. 

However, as described in the next section, the metadata format in­

cludes blocks of data and unmanaged pointers, which an MSIL pro­

gram can manipulate in any manner (as in C). This code is unverifi­

able, but it can still execute within the managed environment. 

Hence, in the CLI, interoperability is not implemented at the method 

call level (as in Java), but interoperability is supported in a more in­

tegrated way that also extends to data: a type defined in one lan­

guage can be used across languages. This more highly integrated ap­

proach does not come without a cost, however. It may require sig­

nificant changes to existing language implementations (as was the 

case with Visual Basic, whose object model had to be changed to the 

C# model). Achieving interoperability may also require standardiza­

tion in programming conventions. For example, if one language has 

case-sensitive variable names and the other does not, then for inter­

operability they should probably stick to a common denominator 

and not rely on case sensitivity. The Common Language 

Specification (CLS) contains a set of standard rules intended to en­

sure interoperability among high-level languages. 
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@:11.§JjfJi Verfiable and Unverifiable Code Interoperate in the CLI. MSIL bytecode pro­
grams interoperate via common metadata, including memory block data, that may be ac­
cessed via unmanaged pointers. 

5.5.2 Attributes 

The CLI supports attributes to allow the programmer to pass infor­

mation at run time via compiled metadata that is part of a package. 

This information may be directed at the runtime software or the ex­

ecuting program. Some attributes are built in; i.e., they are intrinsic 

to the CLI. Custom attributes are also s.upported as a way of en­

abling user-defined extensions. The programmer can assign an at­

tribute to virtually any item held in a module, including fields, 

classes, methods, or parameters. Then a running program can ac­

cess the attribute via reflection, implemented with the 

GetCustomAttribute method. Based on the attribute, the program 

can then take some action. For example, consider a situation where 

a number of different companies are working together on a large in­

ternational engineering design product. Some of the engineers may 

be working in units of inches and others in centimeters, and each is 

writing software based on one unit or the other. Traditionally, this 

type information is conveyed by comments placed in the code or via 

other external documentation, including word of mouth. However, 

this places the burden on the user to carefully check for such docu­

mentation to avoid mistakes. By assigning an attr ibute of either 

[inches] or [centimeters] to an object's data field, the unit being used 

is automatically conveyed to other programs as part of the meta-
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data. A method accessing a data field can use reflection to check the 

unit attribute and convert the value in the field, if necessary. 

Attributes can also pass information to the runtime software-for 

example, that an object has to have its fields laid out in a specific 

way (so that it can be accessed via native code, perhaps). A built-in 

attribute [serializable] is passed to the runtime to indicate than an 

object may be serialized and should therefore be implemented in a 

particular way. 

5.5.3 Microsoft Intermediate Language 

The instructions contained in the intermediate language MSIL 

(Lidin 2002) are similar in concept to Java byte codes. The MSIL is 

stack oriented, with all operations taking place via an operand (or 

evaluation) stack. Rather than provide the same level of detail as we 

did for Java bytecodes, we instead focus on the significant ways in 

which the MSIL differs from Java bytecodes. 

Figyre 5.18 illustrates the MSIL memory architecture. For a given 

method, a local data area and an argument area are defined, but 

they are not defined as part of a stack frame as in Java. In an imple­

mentation they would probably be held on an implementation­

specific stack, but there are no instructions in the MSIL that assume 

they are part of the same stack. That is, they are simply regions of 

memory accessible when a method is executing. Rather than having 

a constant pool, MSIL supports a number of metadata tables, re­

ferred to as streams, which contain information similar to that held 

in the Java constant pool. Furthermore, instructions can push con­

stant values, either long (four bytes) or short (one byte), onto the op­

erand stack. The metadata tables are accessed via tokens that are 

supported by the MSIL. A token contains four bytes: One byte is a 

metadata table (stream) identifier, and the other three bytes point to 

a particular entry in the table. One of the constant streams holds 

program-referenced character strings, and there is a special MSIL 
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instruction that can retrieve a string. 

opcode ope ran 

opcode 
opcode operand 

Metadata 
Streams 

ll'-1'iiiJf:• MSIL Memory Architecture. 

Local Argument 
Variables Table 

evaluation 
stack 

GLOBAL 
STORAGE 

The instruction set depends on the same stack-tracking feature as 

Java to enable static type checking. Also, as with Java bytecodes, all 

verifiable control flow instructions either have constant PC relative 

offsets or are method call/returns. Both arrays and vectors are in­

trinsic data types, but there are explicit MSIL instructions only for 

vectors, which are similar to the one-dimensional Java arrays. The 

multidimensional MSIL arrays are accessed via standard API rou­

tines. It is also possible to create a managed pointer to a particular 

array element, to avoid repeated address arithmetic and range 

checking. 

A small example of MSIL code, and its Java counterpart, are given in 

Figyre 5.19. In this example, the instructions match one to one. One 

ISA difference is that MSIL has more flexibility in specifying data 

widths; for example, the .i4 indicates an integer of four bytes. Other 

possibilities (depending on the instruction) are i1, i2, and i8 (inte­

gers) and ul, u2, u4, and u8 (unsigned). Another evident difference 

is that when performing arithmetic, the Java bytecodes explicitly 
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specify the type ot operation to be pertormect. For example, in Java 

there are separate add-integer and add-float instructions. In con­

trast, in MSIL there is a single generic add instruction, and the par­

ticular type can be inferred from the types of operands at the top of 

the stack. In a sense, putting the type of operation in the opcode as 

in Java is redundant, because stack tracking permits the inference 

of the type of operation required. However, implementing this infer­

ence as part of an interpreter would slow down interpretation. It is 

apparently the intention (although not an absolute requirement) 

that MSIL will not be interpreted but will always be compiled before 

being executed, e.g., by a JIT compiler. Finally, in Java, items such as 

field descriptors are all in the constant pool, whereas MSIL uses 

metadata tokens, and the tokens point to items in one of the several 

streams contained in a program module. 

O: iconsL2 0: l dc, i 4 . 2 
1; aload_O 1: l darg .O 
2: getfi eld #2 2: ldobj <token::-
5 : iconst_O 5 : l dc . i 4 .o 
6 : iaload 6 : l del em. i 4 
7: aload_O 7: l darg .O 
8 : getfi eld #2 8 : ldobj <token> 
11: iconst-1 11: l dc . i 4 .1 
12 : i a l oad 12: ldelem. i 4 
13: i add 13: add 
14: imul 14: mul 
15 : i ret urn 15 : ret 

(a) (b) 

tih,ii§JJP• Example of (a) Java Code and (b) Corresponding MSIL Code. 

If they are not specifically designed to do so, conventional program­

ming languages such as C and C ++ do not run as verified code in CLI. 

In C and C++ programs, memory can be allocated and accessed with­

out the restrictions of Java or C# programs. Blocks of memory of un­

specified type can be allocated, and pointers can be manipulated as 

data; i.e., arbitrary arithmetic, logical, and shift instructions can be 

performed on pointers, and they can be freely copied. To support C­

like memory operations (and control flow), MSIL contains a number 

of unverifiable instructions. 
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Unmanaged pointers are simply represented as 32-bit integers on 

the native platform. With unverifiable code, it is possible to allocate 

and access C-style blocks of memory. The local block-allocate in­

struction (localloc) creates a block of untyped memory; a copy-block 

instruction (cpblk) copies a block of memory from a location indi­

cated by one unmanaged pointer to an area indicated by a second 

unmanaged pointer. The initialize-block (initblk) instruction initial­

izes all the elements of a memory block to a specified value. Because 

the pointers to the blocks of memory are unmanaged, they can be 

used in much the same way as in C. 

With regard to control flow, the managed code branch instructions 

are adequate for both verifiable and unverifiable code. For proce­

dures calls, there is a call-indirect (calli) instruction that uses an un­

managed pointer for identifying the called procedure. 

5.5.4 Isolation and AppDomains 

A final feature of the CLI of interest is its support for isolated, inde­

pendent applications running on the same VM. This feature is prob­

ably most useful for increasing overall system efficiency when mul­

tiple application programs are running at the same time; this would 

be the common mode of operation in a server, for example. As a 

matter of security, these application programs should be isolated 

from each other, because they typically perform functions for a 

number of different users. A straightforward way of implementing 

isolation is to give each program its own virtual machine, which, in 

turn is supported as a user-level process by the host platform's oper­

ating system. This method is illustrated in Figure 5.20a. It is a rather 

heavy-weight resource-intensive approach, however, with lots of 

unneeded replication at both the VM level and the host process 

level. 

A possible solution in Java is to implement isolation via the class 

loader svstem. bv e:ivine: each aoolication a different namesoace 
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(see Section 6.1). However, class loaders, as it turns out, do not pro­

vide absolute separation, and this has resulted in security holes 

(McGraw and Felten 1999). 

I I 

AppUcation Application AppHcatlon AppDomaln ) AppDomaln I AppDomaln 

VM VM VM VM(CLA) 

Host Host Host Host 
Process Process Process Process 

Host OS Host OS 

(a) (b) 

1F1:!•ikif.J1j Supporting a Number of Identical Applications. (a) .fry running each on its 
own virtual machine; (b) by using AppDomains. 

To solve the isolation problem in an efficient way, the CLI supports 

AppDomains (application domains), which provide the desired light­

weight isolation. A number of independent processes can share the 

same virtual machine, with complete isolation (see Figure 5.20b). 

Hence, only one VM and one host platform are required, thereby 

maximizing the system resources available to the programs doing 

the work. Note that each of the processes may contain multiple 

threads, as is always the case with CLI processes. 

5.6 Summary: Virtual ISA Features 

Process VMs targeted at conventional ISAs are in a sense backward 

looking, in that they are attempting to provide compatibility with 

platforms developed years (often decades) in the past. In contrast, 

The HLL virtual ISAs (e.g., Java bytecodes and the Microsoft CIL) are 

forward looking; they are developed with support for evolving and 

future applications as the goal When coupled with libraries, the VM 
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platform provides flexible support for the object-oriented program­

ming paradigm, secure network computing, and component-based 

program development. 

To summarize this chapter, we compare the features of the virtual 

ISAs with those of conventional ISAs. This summary is centered on a 

number of issues identified in the preceding chapters, where 

process VMs are constructed and conventional ISAs are virtualized. 

This comparison provides additional insight regarding the features 

of existing virtual ISAs and may provide direction for developing fu­

ture ones. 

5.6.1 Metadata 

A conventional ISA does not have metadata. The compiler uses in­

formation regarding declared data structures at the time it gener­

ates binary code and then throws it away; all data-structure infor­

mation becomes implicit in the binary code. In a V-ISA, data­

structure information is maintained along with the program's bi­

nary code. Then at load time and at run time, this metadata infor­

mation enables type-safe code verification, which is a key part of en­

forcing security. And in the case of the CLI, it enables close interop­

erability of code generated from different programming languages. 

The metadata information also has potential for improving emula­

tion performance by providing the underlying emulation engine 

with data-related information that would be very difficult to dis­

cover from binary code alone. 

5.6.2 Memory Architecture 

In a conventional ISA, logical memory is a fixed size, with addresses 

that are a feature of the ISA (and can be made known to a running 

program). The address space may be flat and linear, or it may be 

segmented; but if it is segmented, the segments are often of fixed 

size. This feature can lead to a "fit" problem when emulating a guest 
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ISA on a host platform that has a smaller logical memory size. There 

can also be fit problems even if the memory sizes are the same be­

cause in most process VMs, the VM software must share an address 

space with a guest application process. 

Furthermore, in a conventional memory architecture, the ISA 

makes specific addresses visible to the user program. For example, 

if a sbrkO system call is performed in a UNIX system (to get more 

memory), a specific user-readable address pointer is returned. 

Furthermore, a user process can change the protections on the basis 

of specific memory addresses, at page-size granularity, for example, 

with the mmapO system call. This page-size granularity leads to 

process VM implementation problems, for example, if the guest 

page size is smaller than the host page size. 

These problems do not occur in the common virtual ISAs because 

memory architecture is more abstract and is of indefinite size. The 

basic approach is to allocate memory regions (e.g., objects or stack 

frames) based on a process's logical requirements and to provide a 

reference to the base of the memory region when it is allocated. The 

stack and heap are of undefined size, and the actual contents of the 

stack pointer or an object reference are not made available to a user 

process because the V-ISA has no provisions for doing so. Memory 

accesses can be made relative to the stack pointer and object refer­

ences, but the actual values they contain cannot be explicitly read or 

written. This restricts the V-ISA-level process to having only a logical 

view of memory, and real memory locations are irrelevant. 

Although the architected memory space (for stack or heap) is of in­

definite size, the actual implementation resources must be finite. 

Consequently, it is possible for a process to ask for more memory 

space resources than are available. When this happens, there is an 

exception that informs the user process this has occurred, and the 

process can, perhaps, take corrective action. This is not a large lirni-
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languages that work with stacks and heap objects have this limita­

tion anyway. What is being done here is that the idea of a memory 

space of indefinite size is being moved down to the V-ISA level; e.g., 

even a V-ISA "assembly language" programmer must deal with an 

indefinite memory space. 

5.6.3 Memory Address Formation 

In a conventional ISA, address computation is essentially unre­

stricted. That is, addresses can be generated using any of the avail­

able instructions, so arbitrary addresses to any part of memory can 

be generated for use by virtually any load or store. This leads to a 

number of problems with respect to process VM implementations. 

One problem is that the regions of memory used by the VM software 

(the runtime) are difficult to protect from the emulated guest pro­

gram (see Section 3.4.3). This becomes especially problematic if 

guest registers are memory mapped. 

The solution used in the common V-ISAs is to prevent arbitrary ad­

dress arithmetic for loads and stores. The first part of this solution is 

to force all addressing to take place via explicit memory pointers 

(references). In addition, performing arbitrary arithmetic on refer­

ences is prohibited. This is done by having a special reference type 

and by restricting the operations that can be performed on a refer­

ence. Finally, if a reference is known to access only a given structure 

(an object), then the declared structure and properties of the object 

can be used to validate an address. Depending on the availability of 

information, the check can be performed statically at compile 

(translation) time or at run time. 

5.6.4 Precise Exceptions 

With a conventional ISA, the entire process state at the time of a 

trap or interrupt must be precise, and many instructions may trap. 
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Furthermore, it is often the case that global mask bits can enable or 

disable traps and interrupts, and these mask bits potentially can 

change over the course of a program's execution. As we saw in 

Chanters 3 and ~ the requirement for precise traps can lead to 

complications and/or performance loss when a VM is implemented. 

In the case of V-ISAs, there are typically fewer instructions that can 

cause exceptions, and the requirement to test for exceptions is en­

coded into the program and cannot be changed via mask bits. 

Hence, the decision about whether an exception must be checked 

can be based on locally available information; it does not depend on 

global mask bits. Furthermore, the requirements for precise excep­

tions are somewhat relaxed. For example, in Java the state of the op­

erand stack does not have to be precise (in fact the operand stack is 

discarded when an exception is thrown). Furthermore, if an excep­

tion handler is not local to a method, then none of the local vari­

ables held in the frame must be precise after an exception is thrown 

and the method's frame is discarded. 

5.6.5 Instruction Set Features 

With regard to conventional ISA features that can facilitate (or com­

plicate) emulation, the two major ones are the register set and con­

dition codes. It is awkward to emulate a guest register set having 

more registers than the host register set. To binary translate such a 

guest instruction set, a register context area has to be defined in the 

host memory, and register load/stores have to be performed to move 

data between the host registers and the register context area. 

Besides the data-movement overhead involved, protecting the regis­

ter context area becomes a problem, as noted earlier. 

Of course, the smallest possible register set has no registers at all; lo­

cal values and operands can be maintained on a stack rather then 

being held in registers. It is for this reason (as well as code density) 

that most of the common V-ISAs are stack oriented. With respect to 
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condition codes, the bigger problems occur when emulating an ISA 

with condition codes on a host platform that does not support condi­

tion codes. Hence, it is preferable to avoid condition codes in ISAs, 

as in current V-ISAs. 

5.6.6 Instruction Discovery 

With arbitrary ISAs, code discovery is problematic (see Section 2.6). 

The root cause is indirect jumps to potentially arbitrary locations. 

When combined with variable-length instructions and embedded 

data, it is hard (or impossible) to discover code that goes beyond an 

indirect jump. Clearly, the solution is to restrict indirect jumps. In 

particular, in V-ISAs they are restricted to be explicit procedure (or 

method) calls and returns where the return addresses are protected 

from modifications. Then, because all conditional branches are to 

PC-relative addresses where the offset is a constant, control flow is 

statically discoverable. V-ISAs also separate data from code, al­

though they do permit variable-length instructions. However, be­

cause all control flow is exposed and explicit and there is no embed­

ded data, variable-length instructions by themselves do not pose a 

problem. The net result is that the virtual ISAs are explicitly de­

signed so that at the time a method is first invoked, all the code con­

tained in the method can be discovered immediately. 

5.6. 7 Self-Modifying and Self-Referencing Code 

For most user applications, self-modifying and self-referencing code 

are not essential; in fact they are typically discouraged. 

Consequently, self-modifying and self-referencing code are most 

easily dealt with by simply making them impossible to do; such op­

erations are not embodied in the commonly used V-ISAs. 

Interestingly, and somewhat ironically, the emulation engine run­

ning on the host platform may rely heavily on self-modifying code 

in order to give good performance. For example, writing translated 
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code. 

5.6.8 Operating System Dependences 

As discussed in earlier chapters, when performing process emula­

tion, it is guest operating system dependencies that are probably 

more difficult to deal with than instruction set dependencies. All in­

struction sets contain some elemental instructions that make them 

functionally complete-any function can be performed; it's just a 

matter of how efficiently it will be done. With operating systems, 

however, this may not be the case. Different systems may perform 

process management, file I/0, networking, graphics, etc. differently. 

Hence, in HLL VMs, the preferred way to deal with OS dependencies 

is to arrive at some kind of least common denominator set of func­

tions and to implement them with standard libraries. These stan­

dard libraries must be ported to all desired host platforms. This ap­

proach is more easily said than done, however, and on some plat­

forms the fit may not be perfect. However, the library interface is 

usually at a higher level than a conventional OS interface, so the li­

brary writer has more flexibility in achieving at least an acceptable 

level of compatibility. 

1. However, Sun (McGahn and O'Connor 1998) and ARM (ARM 2002) have devel­

oped processors that support the Java ISA. 

2.. Binary classes are often referred to as class files, but they do not, strictly speak­

ing, have to be stored as files; hence, the more generic term binary classes. 

3. However, system methods written in Java do not have to be trusted, strictly 

speaking; they can be verified just as any other method. Doing so would tend to in­

crease system integrity, but it would also slow down the JVM start-up time, so it is 

not commonly done. 

4 . Tn thP rnntPxt nfHT.T. VMs. tr;msl:itinn is 11s11-'lllv rPfPrrPrl tn ;is rnmni1ntinn. 
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Chapter Six 

High-Level Language Virtual 
Machine Implementation 

The collection of binary classes or modules that make up a pro­

gram specify its operation in terms of the HLL VM architecture. 

It is up to the HLL VM implementation to carry out the specified op­

erations. This chapter discusses HLL VM implementations, primarily 

by describing the Java VM, the best known of the HLL VMs. A CLI 

implementation is similar in many respects. We describe the major 

implementation components and then look at ways of improving 

performance in HLL VM implementations. We complete the chapter 

with a case study of a specific high-performance JVM, the Jikes re­

search VM. 

The organization of a typical JVM implementation (Yenners 1998) is 

shown in Figure 6.1. The three major components are the class 

loader subsystem, the memory system, including a garbage­

collected heap, and the emulation engine (sometimes referred to as 

the execution engine). These major components are, in turn, imple­

mented with lower-level components. We first describe the major 

components briefly and then provide greater detail. 

Memory and State Registers 

The memory consists of an area for program code, a global memory 

area, and stacks for both the architected Java code and for native li­

brary code. The program area is implicitly defined for the most part; 

common sense tells us there must be some region for holding the 

program. However, program memory can only be accessed via the 

program counter; it is never explicitly accessed with load and store 
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instructions. Furthermore, the program counter contents can never 

be directly inspected. 

binary classes----Pt 
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The Java stack area was described in Section 5.3.2 and needs no fur­

ther explanation. The native stack and its interaction with the Java 

stack are described subsequently as part of the native method inter­

face. Associated with the stack is an implied register, the stack 

pointer. Just as with the program counter, the stack pointer is used 

by instructions for accessing memory, but it is not explicitly accessi­

ble; i.e., there is no way for a program to inspect the contents of the 

stack pointer. The exact size of the stack is not architected; that is, it 

is implementation dependent. If its size is ever exceeded by a run­

ning program, the StackOverflowError exception is thrown. 

The global memory is a dynamically allocated heap. When a new 

object instance is created, its memory is allocated from the heap. As 

with the stack, the heap is of unspecifi,ed size. If the heap runs out of 

space, an OutOfMemoryError is throvvn. To reduce the likelihood 

that this will happen, a garbage collector can be used to reclaim 
'----- ------- ------- , _________ ..1 _.,.1, ___ - ------·------------
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neap memory no 10nger neeueu ny a ruruung program. 

Garbage Collector 

Many Java objects are created, used, and then are no longer needed 

by the program. This occurs when the last (or only) reference to an 

object is destroyed or is overwritten. At that point, the object be­

comes garbage, because it is no longer useful to the running pro­
gram. Because any real JVM implementation will have a limited 

amount of memory, it is advantageous to reclaim, or collect, the 

memory space used by the garbage objects so that the physical 

memory resources can be reused. Consequently, most JVM imple­

mentations have a garbage collector, which is responsible for find­

ing those objects no longer needed in order to make room for other, 

new objects. 

Emulation Engine 

The emulation engine, supported by the native method interface 

and implied registers (i.e., the program counter and the stack 

pointer), is responsible for emulating the Java bytecode instructions. 

It can be a simple interpreter, or it can perform a full or partial 

translation (compilation) to native host instructions. Higher­

performance implementations may use profiling and staged emula­

tion techniques to first detect hotspots and then translate to native 

instructions held in a code cache, as discussed in earlier chapters. 

Even if a simple interpreter is used, some pretranslation of the pro­

gram file is performed. For example, some of the indirection in the 

program file (such as the use of the constant pool) would likely be 

removed, with immediate values being embedded directly in in­

structions. 

Native Method Interface 

To access operating system-managed functions, the JVM uses a set 

of standard libraries. These libraries can uerform file T/0 and Hanh-
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ics operations, for example. Many of the libraries are written in 

Java, and their associated binary classes are loaded and emulated in 

essentially the same way as the application-specific methods. 

However, in practice, at least some of the library code is written in 

the host's native code in order to bridge the gap between the 

platform-independent and platform-dependent parts of the overall 

system. Many calls to the host OS are made through native methods, 

for example. Providing these native methods (along with other stan­

dard library methods) is part of the overall JVM implementation 

process. 

Class Loader Subsystem 

The class loader subsystem performs a number of vital functions for 

supporting a networked computing environment. Of course, it con­

verts the class file containing metadata and instructions into an 

implementation-dependent memory image. It is also responsible for 

finding the binary classes in the first place, often dynamically and 

on demand, either from the system or from other systems in a net­

work. The loader subsystem is responsible for verifying correctness 

and consistency of binary classes and is an integral part of main­

taining overall security within the network environment. We dis­

cuss class loading in more detail in the next section. 

6.1 Dynamic Class Loading 

When a method is called for the first time by a program, the class 

loader locates the requested binary class; typically it is held in a file. 

Then it checks the integrity of the binary class and performs any 

translation of code and metadata in order to make the requested 

method ready to run. 

An important aspect of the network environment is that it must be 

possible to identify (name) variables, methods, and other data items 
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in a standard, universal way. All variables and methods must be de­

clared as part of a class (which must have a name). Each compiled 

class is stored as a separate entity, e.g., in a separate file, and one or 

more classes can be combined into a logical entity known as a pack­

age. Thus every method or variable has what is called a fully quali­

fied name, which consists of the package name, the class name, and 

the method or variable name, separated by periods, for example, 
testpackage.block.mass. For accessing packages across the Internet, 

there is a naming convention that is based on Internet domain 

names. For example, a package might be given the following fully 

qualified name: 

edu.wisc.ece.jes.testpackage.shape.area 

Here, the Internet domain name ece.wisc.edu (in reverse order, by 

convention) is prefixed to an internal path name, jes.testpackage, to 

provide a full package name. The access rights to packages, classes, 

and fields are defined in the following way. 

■ A package is accessible according to the access rights on the local system, for 

example, if the read or execute permission allows public access when it is being 
accessed by an external (nonlocal) user. 

■ Classes within a package are accessible to all other classes within the same 

package (this scoping property is one of the reasons for having packages in the 

first place). 

■ A class that is declared as public is accessible from other packages; a nonpublic 

class is only accessible from within its own package. 

■ All fields of a class are accessible from within its own class. Fields are accessible 

from a different class in the same package if they are not private. 

The class loader system implements dynamic loading and is a criti­

cal part of the security system. A Java VM implementation must con­

tain a primordial class loader, whose operation is defined as part of 

the JVM specification. In addition, users may also define class load­

ers as part of a class loader subsystem. The primordial class loader 

can be relied upon to do the right thing with respect to security; i.e., 

it is a trusted JVM component. 

375 
12/23/2024, 2:42 PM 



Chapter 6: High-Level Language Virtual Machine Implementation I VirL https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

7 of60 

As just noted, there can be multiple us,er-defined class loaders, but 

each one defines a separate namespace. A loaded class is "tagged" 

with the name of the loader that loaded it, so if two classes loaded 

by different loaders happen to have the same name, they are in dif­

ferent namespaces and can be kept separate. Classes loaded into one 

namespace cannot interact with classes in other namespaces; in­

deed they cannot even become aware of the presence of the other 

namespaces. Hence, in effect, there is a barrier between the differ­

ent namespaces. Different class loaders are typically used to load 

classes from different origins; hence, the namespace becomes iden­

tified with the origin. 

Unlike the primordial class loader, which must be designed to be 

trustworthy, the user-supplied class loaders are only as trusted as 

the user who supplies them. This issue can be simplified somewhat 

because a user-supplied loader can be designed so that it relies on 

the primordial class loader for assistance in loading binary classes, 

for example, as a means for ensuring security. 

After it locates a binary class, the loader parses it and translates it 

into internal data structures for emulation by the execution engine. 

This involves converting the metadata contained in the binary class 

into an implementation-dependent form that is more amenable to 

emulation. As part of this process the loader performs some consis­

tency checks. It first checks the magic number at the beginning of 

the binary class to make sure the given data is at least claimed to be 

a binary class (this check will mostly turn up simple errors where 

the VM is being invoked for a "wrong'' file). More importantly, the 

loader checks to make sure all the components are of the sizes indi­

cated in the binary class and that proper formats are used in the 

various metadata structures. It can also check to make sure the 

numbers and types of arguments match between calling and called 

methods. Within the binary class, fully qualified references are re­

solved. This is often done on demand. The fullv aualified references 
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are symbolic. After being resolved, the fully qualified (symbolic) ref­

erence is replaced with a direct reference. 

Another important function of the loader is to verify the integrity of 

the bytecode program. That is, it checks to make sure the stack val­

ues can be tracked statically, as required of all well-formed pro­

grams. Then it performs all the static type checking to make sure 
there are no program errors and that the protection boundaries will 

be respected by the program. This process is described in more de­

tail in the next subsection. The loader checks to make sure all refer­

ences in the constant pool are within the bounds of the programs, 

and it checks to make sure all branch instructions are to addresses 

within the procedure where they reside. Finally, after the program 

is verified as being properly formed, memory is initialized and con­

trol passed to the emulation engine. 

6.2 Implementing Security 

The basic protection sandbox was described in general terms in 

Section 5.2.1. This is the default security model used in Java, al­

though the model has been greatly enhanced in the Java 2 specifica­

tion. In this section we first elaborate on the basic security model 

and then describe the Java 2 enhancements. 

In the sandbox model, the overall objective is to form a barrier 

around the Java execution environment so that a user application is 

confined to operate within the bounds of the sandbox and cannot 

affect any other system or network resources, whether unintention­

ally or maliciously. As discussed in Section 5.2.1. there are three 

main parts to the sandbox. 

First, remote files must be protected. As pointed out earlier, the pro­

tection of remote files is within the province of the remote system. 

Any files on the remote system are given access privileges by the 
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owner of the file, and, ultimately, these are maintained by the re­

mote OS, whether Windows, Linux, or any other OS. These are the 

same privileges as for any type of remote access, whether inside or 

outside the Java execution framework. 

Second, local files must be protected from a running Java program. 

That is, the owner of the local files, typically the user running the 

Java program, must control access to the files. This part of the pro­

tection sandbox is implemented via the security manager, described 

in more detail in Section 6.2.2. 

Third, the JVM code and data must be protected from the running 

Java program. That is, the Java program should not be allowed to 

read or write data associated with the Java VM side tables, for exam­

ple. Furthermore, the program should not be allowed to branch or 

jump to arbitrary locations in the JVM. This third part of the protec­

tion sandbox is implemented via a combination of static and dy­

namic checking, with static checking performed by the loader play­

ing a key role in this process. The next subsection discusses this in­

traprocess protection part of the sandbox, and this is followed by 

the discussion of the security manager. 

6.2.1 Intraprocess Protection 

One of the more challenging aspects of building a modern network­

oriented HLL VM is the ability to take untrusted program code from 

the network, combine it with trusted VM code to form a single host­

supported user process, and then execute the untrusted program ef­

ficiently. A basic objective is to make sure the application code only 

accesses its own memory locations and can interact with the JVM 

(and the rest of the host platform) only via method calls to libraries 

containing locally trusted code. 

It is the ability to construct a protection sandbox that most clearly 
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understand this, consider the typical P-code environment. Here, the 

compiler is a trusted element; i.e., it is assumed by the user to be 

correctly implemented. The Pascal language is designed so that the 

compiler can check data-type information at compile time, based on 

the data declarations made by the programmer. After this checking 

is complete, the P-code is generated. Then the static data-type infor­

mation is no longer needed; rather, it is built into the code that ac­

cesses the data, and the user can be assured that the P-code will only 

access data in the correct way. The P-code alone can be passed to 

other users to run on their computer systems, thereby achieving 

platform independence. It is up to the individual users to trust the 

provider of the P-code program. 

The earlier scenario would be fine if other users were always will­

ing to trust the source of their programs, but of course this level of 

trust is often not present in the networked computing environment. 

Yet a user would like to be able to execute programs that are made 

widely available for network-based computing. A solution to the 

problem of untrusted code is to transmit not only the application 

code but also a checkable description of the data structures on 

which the code will operate, i.e., the metadata. Then when the pro­

gram is loaded by the end user, the (trusted) loader will perform 

static checks of the program with the declared metadata informa­

tion. If the program code is consistent with the metadata, then the 

user can be assured that the program will only access its data in a 

proper (protected) way. Furthermore, the loader can check the con­

trol flow information of the program to make sure it branches only 

to locations within the program itself or performs procedure calls 

using proper protocols. This is the reason that HLL ISAs stress static 

type checking and statically traceable control flow information. 

And, of course, the ability to perform this high degree of static 

checking derives from the strong typing features incorporated in 
the high-level language in which the program was written in the 

first place (e.g., Java or C#). 
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Now we will illustrate in more detail the features of the Java ISA 

that allows intraprocess protection. There are two main elements of 

intraprocess protection. First, it must be guaranteed that the pro­

gram only accesses its own memory; i.e., it can never make data ac­

cesses outside the bounds of its declared memory region. Second, it 

must be guaranteed that the program will not branch outside its 

own code region. It can only leave the code region via a library call, 

and the libraries are trusted code. 

We first give an informal inductive argument for the protection of 

data accesses. Just as data flow is centered on the stack (see Figyre 

5.9), our argument will revolve around the stack (figure 6.2). Before 

any memory accesses have been performed, and with an empty op­

erand stack, the only way to put a reference onto the operand stack 

is from the constant pool or from local memory. The constant-pool 

entries are statically checked by the loader, as noted earlier, so they 

can be guaranteed to be valid references (or are null). All local 

memory locations holding reference types are initialized to null ref­

erences. Furthermore, all movement between the stack and local 

memory uses absolute addresses for the local memory locations. 

Hence, the loader can check the local memory types with the data­

movement opcodes to make sure that only reference types are 

placed into local memory reference locations. 

Global memory 

Objects with staticaJly 
defined (fixed) 

types 

Load: type determined 
from reference/field type 

Array loads are 
range checked 

' 

$ tore: must be to 
reference and field with 

correct types 

Move to local storage: 
must be to a location 
with a correct type 

Array stores are 
range checked 

l,__ _ __._ __ _.___---.1 ,----------, 
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Operand storage 

Tracked 
types 

tracked types 

Move to operand 
storage: type 

determined from 
local storage type 

!J';1••iffj Data Flow and Intraprocess Protection Checking. 

Local storage 

Declared (fixed) 
types 

Once on the stack, the types of all elements can be statically tracked 

(as described near the end of Section 5.3.3). In particular, recall that 

for any valid program, the number and types of elements on the 

stack can always be determined from the static code itself. The 

loader verifies this is the case at the time the program is loaded. 

Among other things, this means that any data movement of refer­

ences from the stack to local memory can be checked for the correct 

types statically. 

Pulling all the foregoing together, starting from initial conditions, 

before any global memory accesses have been made, any reference 

values on the operand stack either are null or are verified reference 

values taken from the constant pool (either directly or indirectly 

through local memory). Furthermore, the types of these references 

are statically known. 

Next, consider accesses to global memory. The first access to global 

memory is to a location specified by a reference on the operand 

stack. Because of the ability to track reference types on the stack 

and in local memory, this reference type is known statically. Hence, 

if an object is accessed, the field information for the access can also 

be checked statically (there is an exception for arrays, given in the 

next paragraph). If the access is a loa~ the data type being loaded is 

known statically; if it is a reference type, then the type is also known 

and can be tracked statically while it is on the stack or in local mem­

ory. Similarly, if a value (data or reference) is stored to an object 
fipln mPmnrv it r;:in ;:ikn hP r h PrkPn nrinr tn hPin cr <:tnrpn hpr;:111 <:P nf 
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static tracking in local storage and static field definitions; hence the 

value stored to memory will be consistent with the static field infor­

mation. By a similar argument, and to complete the induction step, 

if all data types can be determined from static information prior to a 

memory access i; then the next memory access, i + l, must also yield 

statically trackable type information. 

An important exception to the argument just given involves array 

accesses. All loads or stores to arrays must use an array reference; 

these can also be statically checked for type information. However, 

arrays differ from other objects in that the exact element being ac­

cessed may be computed at run time. This means that the actual in­

dex into an array must be checked dynamically to make sure it is 

within the bounds of the array. Furthermore, all references, 

whether for an array or for a general object, must be checked for 

null values, in the event that they have not been assigned to an ob­

ject when they are first used. 

Another important place where dynamic checking is required oc­

curs with dynamic casting or conversion of an object reference to a 

different type. Allowing arbitrary casting of references can break 

that part of the protection sandbox enabled by static checking, be­

cause static checking depends on knowledge of object types. 

However, casting can be done in situations where the reference is 

being cast to a superclass (upcasting) or a subclass (downcasting). 

The safety of upcasting can be checked at compile time; however, 

downcasting requires a run-time check to make sure the reference 

being cast is to a subclass (or the same class) as the object type to 

which it currently refers. 

To summarize, a program, even if it is from an untrusted source, 

can be checked to make sure it makes no unallowed memory ac­

cesses. This is done by a combination of static (load-time) and dy­

namic (run-time) checks. In Java, much of the checking is done stati-
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cally. By relymg on static type checklng, ctynanuc checklng 1s mostly 

confined to null pointer checking, bounds checking for array ac­

cesses, and dynamic casts to make sure they are being properly 

done within the class hierarchy. In the high-performance Java dis­

cussion to be presented later, we will include analysis methods and 

optimizations that are able to remove :some of these dynamic 

checks. 

Finally, consider the protection provided for control transfers, i.e., 

the constraint that there never be a branch or jump that leaves the 

program's valid code region. Control transfers are only through 

branches, switch statements, and method calls. All the branches and 

switch statements are to PC relative constant values. Therefore, all 

the branches and jumps can be statically checked to make sure they 

branch to instructions only within the given procedure. The only 

way to exit a method is through a method call/return (or when the 

program terminates). Therefore, if all methods are internally 

checked, the overall program is checked. 

6.2.2 Security Enforcement 

In a Java implementation, the security manager is a class belonging 

to the java.lang API that contains a number of methods for checking 

to make sure potentially unsafe operations cannot be performed. 

These operations include reading a specified file, writing a specified 

file, opening a socket connection to a specified host and port num­

ber, and creating a new process, among many others. Such opera­

tions are made available to untrusted user programs via methods in 

(trusted) Java libraries, e.g., the java.io API, that interact directly 

with the host OS. Before performing a requested action involving an 

OS call, the trusted library methods first check with the security 

manager, via the appropriate method call, to make sure it should be 

allowed. 

A security manager check method simply checks the requested op-

383 
12/23/2024, 2:42 PM 



Chapter 6: High-Level Language Virtual Machine Implementation I VirL https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

15 of60 

eration to see if it is permitted and either throws a security excep­

tion if it is not permitted or returns if it is. The security manager is 

attached when a Java application is initiated and cannot be 

changed, deleted, or replaced with another thereafter. Hence, an in­

dividual user can specify the checks made via the security manager, 

i.e., which files should be accessed and how, which network ports 

can be used, etc. Then whenever a Java application is started, these 
checks will be in effect as long as the application runs. 

If the user chooses to use no security manager, then the application 

has unrestricted access to the user's resources. Of course, the Java 

application cannot exceed the privileges of the user, because the 

JVM runs as a user process. Any attempt to go outside the user's re­
sources will be caught by the underlying OS on the host platform. 

The security manager cannot protect against everything, overallo­

cating memory or spawning too many threads, for example. In situ­

ations like this, it is difficult or impossible to discern the difference 

between an erroneous or malicious program and one that has large 

resource requirements. For example, how could one determine the 

difference between runaway recursion and recursion that is simply 

very deep? In effect, detecting the difference would be equivalent to 

solving the classic Turing Machine halting problem. Consequently, 

some denial of-service attacks are possible, despite the presence of a 

security manager. 

The security manager can be written to implement relatively com­

plex policies. The loaders and security manager may be customized 

by a software developer or user. For example, the security manager 

can check to see if a request is made from a locally provided method 

or from one loaded over the network and can allow different re­

source accesses depending on which is the case. 

6.2.3 Enhanced Security Model 
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The basic security sandbox was extended by adding signing in JDK 

1.1 and then enhanced with access control in Java 2 (McGraw and 

Felten 1999). Adding the notion of identity and signing gets away 

from the all-or-nothing sandbox approach and allows more flexible, 

fmer-grained security policies, where code from different sources 

may be granted different access privileges to user resources. 

Binary 
Class 

Binary 
~------- Class 

hash ellCl)'pt 
Signed 
Hash 

Transmit 

private key pyblic kvy 

hash 

---
decrypt 

[i1;.li4j\ij Using a Public Key Encryption System to Sign a Binary d ass File. 

Match=> 
signature OK 

If particular outside program sources can be securely identified, 

then a wide variety of security policies can be implemented, each 

one depending on the specific source of a given application pro­

gram. A technology that supports secure identification of sources is 

signing. The basic idea of signing is simple: if a piece of code 

brought in from the outside can be signed in a nonforgeable way, 

then the local security system can inspect the signature and provide 

access privileges appropriate for the given (signed) piece of code. 

Signing is based on public key encryption systems (Diffie and 

Hellman 1976). In a public key encryption system there is public 

key/private key pair. A message is encrypted with the public key and 

is decrypted with the private key. The critical feature of the system 

is that the private key cannot be determined from the public key in 

any practical way. Consequently, only the owner of the private key 

can decrypt a message. 

The application of public key encryption technology to signing ap­

plication code (and other types of data) is illustrated in Figure 6.3. 

The source of application code (a binary class) first hashes the code 
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down to a smaller size (for reasons of overall efficiency) and then 

encrypts the hashed version with the private key. The hashed, en­

crypted version is a signature appended to the binary class and is 

sent across a network to someone who wishes to execute it. At the 

receiving end, the received binary class is again hashed (with the 

same hash function as before), and the signature is decrypted. The 

two versions of the hashed code are then compared. If they are the 

same, then the user is assured that the owner (sender) of the binary 

class is as claimed. The security manager can then grant access to lo­

cal resources in accordance with a policy established by the local 

user. 

Because the identity of a program's source can be securely identi­

fied, the application of the all-or-nothing sandbox for all program 

sources is no longer necessary. Fine-grained, configurable security 

policies can be implemented. For example, programs from one out­

side source may be allowed to open network connections, while oth­

ers cannot. One program may be given access only to file A, while 

another may be given access only to file B. 

This flexible approach does pose some potential problems when bi­

nary classes from different sources are allowed to interoperate as 

part of the same program. For example, what if a method belonging 

to a binary class from a source not having access privileges to a 

given file calls a method from a source that does have access privi­

leges to the file and then performs a file access indirectly through 

the called method? The security manager can solve this problem by 

inspecting the method call stack to check on access privileges not 

only of a method making a request but of all earlier methods in the 

call sequence (Wallach and Felten 1998). 

Stack inspection is illustrated in Figm:e 6.4. Each stack frame is ap­

pended with principal information indicating whether the method 

came from a trusted system source or an untrusted source. Also, 

there is information regarding the access privileges that reside with 
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the source of the method. After a sequence of method calls, the re­

sulting stack frames are shown in the figure. Untrusted method 2 

had permissions to write file A but is restricted from accessing other 

files. On the other hand, method 4 does have permission to write to 

file B. Now, when method 4 attempts a write to file B, it will do so 

via the 1/0 API method 5 that first calls a security manager check 

method. The security manager walks the stack in reverse order, 
checking access permissions of all the methods that it finds on the 

stack. When it comes to method 2, it finds that permission to write 

file B should not be granted and throws an exception. 

Method 1 

Method 2 

Method 3 

Method 4 

Method 5 
(in VO API) 

Check Method 

principal permissions 

System 

Untrusted 

System 

Untrusted 

System 

System 

Full 

Write A 
only 

Full 

Write B 
only 

Full 

Full 

X Operation 
prohibited 

Inspect 
Stacie 

lil;••ikiil• Method Call Stack Extended with Resource Access Permissions. The security 
manager inspects the stack to enforce protection. 

6.3 Garbage Collection 

In an object-oriented programming environment, objects can be 

freely created, used, and later discarded when they are no longer 

needed. The programmer is given the illusion of an unbounded 

memory space and does not have to worry about explicitly allocat­

ing and managing a fixed-size memory. Of course, in reality, mem-
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ory resources are not unbounded, and eventually a program can 

run out of memory resources (which would result in an 

OutOfMemory exception being thrown). To prevent this from hap­

pening (or at least forestall it), objects that are no longer accessible 

(i.e., "garbage") can be collected and then reused for new objects. 

In our simple example in Figm:e 5.5. when the reference a is as­

signed to a new Rectangle object, the prior Rectangle object it 

pointed to becomes inaccessible. This is the typical way that an ob­

ject becomes garbage-the last (or only) reference to it is overwrit­

ten with a reference to a different object of the same type. In other 

cases, the last reference may simply be discarded, e.g., by popping it 

from the stack. 

A garbage collector is part of essentially every JVM implementation, 

although it is not strictly required as part of the JVM specification. 

When the JVM is running low on memory resources or at periodic 

intervals, the garbage collector is invoked to find the inaccessible 

garbage objects and collect their memory resources for later use. A 

typical situation is illustrated in Figure 6.5. Here, a root set of refer­

ences point to objects held in the global memory heap. Some of 

these objects, in turn, contain references that point to other objects, 

and so on. Also, there are some objects that cannot be reached 

through a sequence of references beginning with the root set; these 

are the garbage objects. 

To begin a garbage collection operation, it is first necessary to iden­

tify the root pointers. By referring back to Figure 5. 7 (and consider­

ing the Java instruction set) we can see that the root set must con­

tain references somewhere on the stack, including both local stor­

age and the operand stack, or in the constant pool. The root set must 

also include references contained in static objects. Any access to 

global memory, i.e., through a getfield or putfield instruction, must 

get its reference from one of these places, and any object that can­

nnt hP ;:irrPssPn vi;:i ;:i sPriPs nfrPfPrPnrPs hPP-innin P- with snmP 
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member of the root set simply cannot be reached. Hence, garbage 

collection finds all the objects that can be accessed, beginning with 

the root set of references; any objects not found during this process 

are garbage that can be collected. There are a number of ap­

proaches for performing these operations (Jones 1996; Wilson 1992; 

ARnel 1991), and in the following subsections we summarize some 

of the major classes of garbage-collection techniques. 

Global Heap 

Root Set 

C D 

□ ■ 

.. 
• F 

@::1iiiii. A Garbage-Collected Heap. The objects G, D, and Hare garbage. 

During the discussion, a number of tradeoffs are considered. Time 

spent collecting garbage is time not spent computing, so the over­

head of garbage collection is an important overall implementation 

consideration. Moreover, different methods organize the heap dif­

ferently, collect the garbage into free space differently, and may im­

plement object references differently. Consequently, the important 
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tradeoffs to be considered involve garbage-collection time, object­

allocation time, object-access time, and the efficiency with which 

the heap space is used. 

Although there have been garbage collectors that keep a count of 

the number of references to each object on the heap and consider as 

garbage any object whose reference count goes to zero (Collins 

1960), such reference counting collectors are relatively uncommon 

in JVMs. Most JVMs use the general method suggested earlier, that 

is, to start with a set of root references and then trace through 

chains of references in the heap to find all the objects that are 

reachable or are "live." Then all the unreachable objects are consid­

ered garbage and are recycled. The following discussion of garbage 

collectors will focus on tracing collectors. 

6.3.1 Mark-and-Sweep Collectors 

The mark-and-sweep collector is a basic collector that starts with the 

root references and traces through all the reachable objects, mark­

ing each one as it is reached. Marking may consist of setting a flag 

bit contained as part of the object implementation or in a separate 

bitmap, where each entry in the map is associated with an object. If 

an already-marked object is reached, then tracing down that partic­

ular path stops. After all live objects have been found and marked, 

there is a sweep stage, where all the objects are inspected and the 

unmarked ones are determined to be garbage and can be reused. As 

garbage objects are found during the sweep stage, they can be com­

bined into a linked list of free objects. 

Overall, this is a relatively fast way of identifying and collecting 

garbage. However, the free objects are of varying size and are scat­

tered around the heap space, interspersed with the live objects. 

Simply linking together free objects leads to a memory fragmenta­

tion problem that in turn leads to a significant inefficiency when a 
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for it. Specifically, the allocation algorithm must search the linked 

list to find an appropriately sized block of contiguous free memory). 

Eventually fragmentation becomes so great that compaction is re­

quired. 

Inefficiencies can be reduced, however, by using segregated free 

lists. That is, by dividing the heap into a set of fixed-size chunks hav­

ing a range of sizes, e.g., from 16 bytes to 2KB, and maintaining the 

free space as multiple linked lists, one for each chunk size (Comfort 

1964). Then the object allocator can simply go to a free list and get a 

chunk of the appropriate size (i.e., the smallest one that is large 

enough to hold the object being allocated). Provisions must be made 

for occasionally rebalancing the space in each size category, but 

overall allocation efficiency is significantly improved. In general, 

dynamic memory allocation is very closely associated with garbage 

collection. An excellent survey of memory allocation techniques, in­

cluding segregated free lists, is Wilson et al. (1995). 

A conceptually straightforward approach to improving allocation ef­

ficiency is to consolidate all the garbage space into a large contigu­

ous region from which new objects can be created. There are two 

ways of consolidating the garbage space: by compacting and by 

copying. These are described in the next two subsections. 

6.3.2 Compacting Collectors 

A compacting collector, as its name suggests, essentially "slides" the 

live objects to the bottom (or top) of the heap memory area so that 

all live objects are adjacent. What is left is a contiguous region of 

free space. For example, Figm:e 6.6 shows the contents of memory 

with live objects (shaded in dark gray) and garbage objects (shaded 

in light gray). During compaction, the live objects are moved to a 

contiguous region of the heap (at the bottom in this example), and 

the unused space also becomes a contiguous region, from which 

391 
12/23/2024, 2:42 PM 



Chapter 6: High-Level Language Virtual Machine Implementation I VirL https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

23 of60 

new objects can be allocated. 

free 
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@:11ikJflW Example of Garbage Compaction. 

Although conceptually simple, a compacting collector is relatively 

slow, in that it makes multiple passes through the heap. One pass 

does the marking, and then subsequent passes compute the new lo­

cations for the live objects, move the objects, and update all refer­

ences to point to the new locations. Other methods, to be summa­

rized shortly, improve efficiency by reducing the number of passes 

and/or analyzing only a subset of the heap during each collection 

step. 

Compacting collection also highlights an issue that occurs with any 

of the schemes that move objects in memory as a part of garbage 

collection. That is, the references to the objects must be changed 

when objects are moved, and this complicates (and slows) the over­

all process. However, to reduce the number of reference updates, 

some systems have used a handle pool for consolidating pointers to 

each of the individual objects. Then a reference to an object points 

to the associated pointer in the handle pool. This is illustrated in 
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Figure 6.7. With the handle pool, it is not necessary to find and up­

date all the references to an object when the object is moved; rather, 

only the pointer in the handle pool has to be changed, and all refer­

ences are then automatically modified in the process. The big disad­

vantage of this approach is that every object access includes an ad­

ditional level of indirection. 
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@ .. ujijij Handle Pool. Using a level of indirection (through a handle) can simplify 
pointer updates when an object is moved during garbage collection. 

6.3.3 Copying Collectors 

' ' ' . 

To reduce the number of passes through the heap during collection, 

a copying collector trades memory space for collection time. It does 

this by dividing the heap into two halves. At any point in time, one 

half is unused while the other contains the active heap. When the 

active half fills up, the collector makes a pass through the heap just 

as it does during a mark phase; however, it combines the sweep 

with the mark phase. When it finds a live object, it immediately 

moves it into the unused half of the heap and continues the pass 

through the heap. When the pass through the heap is complete, the 
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live objects are in contiguous locations in what was formerly the un­

used half of the heap, the remainder of the second half is free, and 

the first half of the heap (which was formerly active) becomes un­

used. A copying collector is illustrated in Figyre 6.8. A copying col­

lector is faster than a compacting collector, but it also has higher 

memory requirements because half of the heap space, by definition, 

is unused at any given time. 

free 

unused 

free ====~> 

unused 

H 

!l':1'i4j;j:• Example of Garbage Collection via Copying. 

6.3.4 Generational Collectors 

Both compacting and copying collectors move a very large fraction 

of dynamic objects every time collection is performed. A long-lived 

object may be moved many times during its lifetime; this rather 

wasteful movement can be avoided by observing that object life­

times have a bimodal distribution. First, many objects have very 

short lifetimes; this is often a by-product of good object-oriented 
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programming practice. Second, objects that do not have short life­

times tend to have very long lifetimes. Consequently, generational 

garbage collectors attempt to group objects according to their age in 

order to avoid repeated copying of the long-lived objects. 

In a basic generational collector, the heap is divided into subheaps. 

For simplicity, we describe the implementation with two subheaps, 

but generalization to more than two subheaps is straightforward. Of 

the two subheaps, one is intended to hold the older, or tenured, ob­

jects. Meanwhile, the other subheap serves as a nursery for newly 

created objects. The nursery is garbage-collected much more fre­

quently than the tenured subheap. If an object survives a certain 

(usually small) number of collections in the nursery, it is moved to 

the tenured subheap. Consequently, the longer-lived objects eventu­

ally are placed in the tenured section of the heap, where the 

garbage collections are infrequent, thus avoiding unnecessary ob­

ject movement. 

Not only is the total overhead for collecting reduced, but a smaller 

portion of the heap is collected each time the collector is invoked. 

This means that if the running process is stopped while collection 

takes place, the "pause" time is much reduced. With a large heap 

and a conventional compacting or copying collector, the time that a 

program is stopped for collection can be noticeable to the user. 

The two subheaps of a generational collector do not necessarily 

have to be managed the same way. In fact, they can be managed dif­

ferently to take advantage of performance tradeoffs. A specific hy­

brid algorithm studied as part of the Jikes JVM project (Attanasio et 

al. 2001) uses a copying collector for the nursery, which yields fast 

allocation of new objects, and a mark-and-sweep collector for the 

tenured objects, which reduces collection time by eliminating 

pointer updates. 

~ ~ ~ TnrrPmPnt:a l ;:anrl rnnirnrrPnt rnllPrtnr~ 

395 
12/23/2024, 2:42 PM 



Chapter 6: High-Level Language Virtual Machine Implementation I VirL https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

27 of60 

All of the basic collectors described earlier stop program execution 

while they perform collection and then return control to the pro­

gram. Collection can be time consuming (even if generational collec­

tion is used), so program execution may pause for a significant time 

period while the collector is working. Collection time may be spread 

out if collection is done incrementally as the program runs rather 
than all at once. Furthermore, in real-time applications, the garbage­

collection time may be limited to provide adequate response laten­

cies. If multiple processors are available, it may be advantageous to 

collect garbage concurrently with one thread while normal program 

execution proceeds using other threads. In both cases, a partially 

collected heap may be in a state of flux while the program is run­

ning. This implies there must be some synchronization between the 

running program and the garbage collector, so the program does 

not attempt to reference an object at the time it is being moved; i.e., 

at a time when pointers may be temporarily inconsistent. Or the 

program may be changing references at the time the collector is 

tracing a reference path, leading to similar synchronization prob­

lems. 

A B B 

□ 
C 0 

!}:1••• A Problem with Concurrent Garbage Collection. A reference in an object mtzy 
e mo i e after the object has been marked. 

Many of the conventional stop-and-collect methods can be con­

verted to incremental versions. A basic problem with concurrent or 

incremental collections is that at any given time, an object may have 

been scanned and marked. Then while collection is still in progress; 
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to an object that has not yet been marked. An example is in FigYre 

6.9. In this example, the objects A and B have been marked (as indi­

cated by the bold boxes). The other objects have not yet been 

marked. Then before they can be marked, the pointer to object Bis 

replaced with a pointer to object D. If this is the only pointer to D, 

then D may never be marked and will be incorrectly discarded as 

garbage. The object B may also be incorrectly retained, but this is 

not a problem; it will be collected on the next garbage-collection 

pass. 

There are a number of solutions to this problem; they all provide 

some form of synchronization between the running application 

(which may change the contents of the heap) and the collector. One 

of the common solutions is to provide write barriers for references 

to objects that have already been marked. These write barriers basi­

cally check for the case where a pointer in an already-marked object 

is overwritten. When this occurs, the object pointed to is marked 

(and put on the queue of objects whose pointers should be followed 

as marking proceeds). 

6.3.6 Discovering the Root Set 

As stated at the beginning of this section, before beginning garbage 

collection it is necessary to identify the root pointers. The root set 

for Java programs (and similarly for CLI) consists of references held 

in the stack, the constant pool, and contained in static objects. 

However, this is what one might call the "architected" root set. In a 

particular VM implementation, the actual pointers may reside in 

registers and various implementation-specific runtime memory lo­

cations. For example, the architected stack elements may be as­

signed to registers by the dynamic compiler, and some of these 

could be spilled to memory. 

Therefore, at the time garbage collection is invoked, it is necessary 
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to construct the architected root set from the implementation stor­

age locations that may potentially hold root set pointers. The basic 

solution for finding the root set is for the compilation/optimization 

system to keep side tables, or maps, that indicate where the archi­

tected root set elements may be found. if needed for garbage collec­

tion. This solution requires that the VM runtime and compilers keep 

track of the architected root values as dynamic compilation and op­

timization are performed (Stichnoth. Lueh, and Cuerniak 1999). 

The foregoing approach is referred to as type accurate or exact be­

cause it uses the exact root set as a starting point. A less conserva­

tive solution is to take all the implementation registers and memory 

locations that can possibly hold root pointers and assume they do 

hold root pointers (Boehm and Weiser 1988). These will form a su­

perset of the true root set. Some of these may be eliminated from 

consideration (e.g., if they hold small integer values that are clearly 

not memory addresses). Then the garbage collector begins with this 

root superset. This approach frees the compilation/optimization sys­

tem from keeping track of root set references and saves runtime 

side table space for keeping track of the mappings at all potential 

garbage-collection points. A problem with this superset approach, 

however, is that a garbage collector that moves objects, e.g., a com­

pacting collector, cannot be used, because a region of memory may 

be identified as an object of a given type when it is not really an ob­

ject. Then if such an apparent "object" is moved, it will damage any 

real objects that contain the apparent object as part of their memory 

region. 

6.3. 7 Garbage-Collection Summary 

No one collector works best across all programs because programs 

vary in working set size, object sizes, heap sizes, and the rate at 

which objects are created (and freed). Hence, we cannot arrive at 

hard-and-fast conclusions regarding the "best" collector (as the hun­

dreds of papers on the topic attest). We can summarize the impor-
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tant performance tradeoffs in general terms, however. Table 6.1 

qualitatively compares the major collector categories in terms of (1) 

collection time, (2) object allocation time, (3) object access time, and 

(4) memory efficiency (i.e., the relative total heap space that can 

maintain a working set of a given size). In addition to these criteria, 

all the "moving" collectors, i.e., the compacting and copying collec­

tors, require an exact root set, as noted earlier. 

The use of a generational collector is a somewhat orthogonal consid­

eration because a generational collector can be used with any of the 

basic approaches (or as a hybrid). The advantage of a generational 

collector is that it reduces collection time by focusing only on those 

objects where garbage is most likely to be found (the nursery). 

Today, generational collection is usually considered to be a winning 

strategy. A study of garbage collection in the Jikes JVM (Attanasio et 

al. 2001) describes the performance tradeoffs with respect to spe­

cific benchmark programs. 

TABLE 6.1 comparison of Basic Garbage Collectors 

Object 
Collection Allocation Access Memory 

Conector Time Time Time Efficiency Comments 

Mark and sweep Good Poor Good Medium Allocation requires search for 
proper-size frtt memory block 

Mark and sweep Good Medium Good Medium Multisius help allocation time 
(multisizes) more than it be_nefits memory 

efficiency 
Comp;icling Poor Good Good Good Collection requires multiple 

passes 
Copying (with Medium Good Poor Poor Memory efficiency poor due to 

handles) unused space 

Copying (without Medium to poor Good Good Poor Pointers must be found and 
handles) updated for all moved objects 

6.4 Java Native Interface 

The Java native interface (JNI), as described in Section 5.3.6, is a way 

of allowing Java programs and native compiled programs to inter­

operate. An important consideration when implementing the TNI is 
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the accessing of Java data structures in a safe way, i.e., in a way that 

maintains the integrity of Java objects and the stack. 

From the perspective of a Java program, a call to a native method is 

in some respects similar to executing a single (very complex) in­

struction. There are arguments and a return value, but the Java 

stack is not used by the called method; rather, the native methods 

use their own platform-dependent stack. The management of this 

native stack must be done by trusted JVM code. The JVM implemen­

tation supports both a Java stack and a native stack, with one native 

stack per Java thread (see Figure 6.10). When there is a call to a na­

tive method, it is intercepted by the JVM, which then sets up the na­

tive stack frame, transfers arguments, and then transfers control to 

the called method. Similarly, on a return, it places a result onto the 

Java stack frame and returns control to emulation. In the JNI, a na­

tive method may "call back" a Java method; when this happens, a 

Java stack frame is placed on the stack frame of the calling native 

method. 

thread 1 thread2 thread3 

stack stack stack 
frame rame frame 

t l ! 
stack stac stack 
frame frame frame 

i t t . 

stack stack 
rame frame 

l ! 
sack 
frame 

Java stacks i Native method 
stacks 

iitii'ikiiiui lava and Native Stacks. In a VM implementation, the native library stack is 
managed separately from the architected VM stack. 

400 
12/23/2024, 2:42 PM 



Chapter 6: High-Level Language Virtual Machine Implementation I VirL https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

32 of60 

A native method can be given access to objects and arrays via the 

JNI. However, once the native method has an array or object refer­

ence, the array or object must be protected from garbage collection. 

That is, the native method assumes the object to be at a particular 

memory location, and an object-moving garbage collector would vi­

olate this assumption. Even with a nonmoving collector, if the na­

tive method should happen to have the only reference at some 

point, then the garbage collector may attempt to collect it (because 

the reference will not be in the garbage collector's normal root set). 

To prevent this from happening, the JNI method that passes the na­

tive method a reference also "pins" the referenced object so that it 

will not be moved or collected. With a non-moving collector, the 
JVM could also add the reference to the root set. 

6.5 Basic Emulation 

The emulation engine in a JVM can be implemented in a number of 

ways, with different complexities and performance levels. The sim­

plest method uses straightforward interpretation of bytecode in­

structions. In general, this is no different than interpretation of a 

conventional ISA as described in detail in Chapter 2. A more ad­
vanced, and commonly used, emulation method performs just-in­

time (JIT) compilation (Tabatabai et al. 1998; &cock 2003). With a 

JIT compiler, methods are compiled at the time they are first in­

voked, i.e., "just in time" for execution. This compilation essentially 
performs a translation from the bytecode instructions to native host 

instructions. Method-at-a-time JIT compilation is enabled because, 

in contrast to a conventional ISA, the Java ISA is designed so that all 

the instructions in a method can easily be discovered at the time the 

method is first entered. 

A JIT compiler bears a very close relationship to the binary transla­

tors discussed earlier in this book and could just as easily be called a 
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JIT "translator." In fact, it seems that the reason one is called a "com­

piler" and the other is a "translator" is that two different groups of 

people came up with the names. A JIT compiler differs from a con­

ventional compiler in that it doesn't have a frontend that parses a 

high-level language program and performs syntax checking before 

converting it to an intermediate form. The bytecode program, hav­

ing passed through the loader, is assumed to be syntactically cor­

rect. The bytecode instructions are ess,entially an intermediate rep­

resentation themselves, although most JIT compilers will transform 

the bytecode instructions into a different intermediate form before 

performing optimizations. 

A dynamic, run-time compiler can perform most (if not all) of the 

optimizations performed by a classical static compiler as well as 

others that are more specific to Java programs. Many optimizations 

are time consuming, however, and this adds to the run-time over­

head of executing a Java program. Consequently, a JIT compiler may 

include multiple optimization levels, with more sophisticated opti­

mizations being applied to methods that are more frequently exe­

cuted. This leads to a form of staged optimization applied at the 

method level. An even more efficient strategy is to apply optimiza­

tions selectively only to code regions that are heavily used rather 

than to the entire method that may contain such a region. 

A typical high-performance emulation engine begins with interpre­

tation, supplemented with profiling to locate frequently used meth­

ods. Then when a usage threshold is reached for a given method, the 

method is compiled with minimal optimization. Later, depending on 

the level of use, selected code sections within hot methods may be 

further optimized. The Sun Hotspot (Meloan 1999; Paleczny, Vick, 

and Click 2001) and the IBM DK (S_yganuma et al. 2000) follow this 

overall strategy. Some systems skip the initial interpretation step in 

favor of a simple compilation; this approach is taken in the Jikes 

RVM (to be described in more detail later), for example. A more 

complete discussion of dynamic optimization in HLL VMs is given in 
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the next section. 

6.6 High-Performance Emulation 

As with most other virtual machine applications, performance is an 

important consideration in HLL VMs. There are two challenges 

when dealing with HLL VMs. The first is the same as in other dy­

namic optimizing VMs: to offset the run-time optimization overhead 

with the program execution-time improvement. The second chal­

lenge is to make an object-oriented program go fast. Object-oriented 

programs typically include frequent use of addressing indirection 

for both data and code, as well as frequent use of small methods 

(which suffer the relatively high overhead of method invocation). In 

this section we will discuss optimization techniques for HLL VMs. 

These will be discussed in the context of Java, using Java examples, 

but similar techniques are equally applicable to the CLR, running C# 

programs, for example. 

We begin with a brief discussion of the overall framework of a high­

performance HLL emulation engine. Then we describe optimiza­

tions that can be performed by a run-time compiler and the virtual 

machine run-time system. A comprehensive survey of adaptive opti­

mization, including an extensive bibliography, can be found in 

Arnold et al. (20051. 

6.6.1 Optimization Framework 

The general flow of a dynamic optimization framework is given in 

Figure 6.11. This flow should look familiar-it is similar to the one 

used for dynamic binary optimization in process virtual machines 

discussed in Chapter 4. Many of the same principles hold, so we will 

not discuss them in detail here. The framework supports a progres­

sion from simple interpretation to successively higher levels of com­

oilation. deoending on the freauencv at which sections of code (i.e .. 
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methods) are executed. In some schemes, the interpretation stage is 

skipped, and the number of optimization levels also varies depend­

ing on the particular implementation. 

Profiling is an important part of the overall optimization strategy. 

Profile data can be collected by the interpreter, or it can be provided 

by compiled code as it executes. A spectrum of instrumentation and 
sampling techniques can be used, as described in Section 4.3. Often, 

profiling is done at the method level rather than the basic block 

level as in Chapter 4. One can construct a call graph, similar to a 

control flow graph, which has methods as nodes and arcs connect­

ing caller and callee nodes. An example is given later as part of 

flgyre 6.12. 

At a minimum, the profile data should track method usage, e.g., 

node counts in the call graph. When a method usage threshold is 

reached (or some more complex cost-benefit analysis indicates that 

it is called for), the next level of optimization is applied to the "hot" 

method. Other profile information can track edge counts in the call 

graph to guide method inlining, or conventional edge profiling can 

be used for code layout optimizations. Finally, dynamic data and 

pointer information may be profiled in order to generate specially 
optimized code that takes advantage of the values and/or data types 

that occur very frequently within a code region. 

Bytecodes 

Interpreter 

Simple 
Compiler 

Compiled Code 
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Optimizing 
Compiler 

Optimized Code 
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Host Platform 

@:11i44iil A Typical Dynamic Optimization Framework. 

The compilers can provide a range of optimizations, some of which 

are applied at a relatively low level, e.g., involving redundant­

subexpression elimination or strength reduction. Other optimiza­

tions restructure and specialize code. Some optimizations are rather 

specific to the object-oriented paradigm, and others are more gen­

eral. Finally, some optimizations are performed directly via the 

compiler acting on the bytecode program as input. Other optimiza­

tions are performed dynamically by the runtime system, apart from 

the compiler. These latter optimizations may support garbage collec­

tion or enhance data locality by reorganizing heap objects, for ex­

ample. In the next section we discuss a number of the more impor­

tant optimization techniques, including both compiler-based opti­

mizations and runtime-based optimizations. 

6.6.2 Optimizations 

Code Relayout 

Just as with dynamic binary optimization discussed in Chapter 4. 

code relayout is a simple and very effective optimization when ap­

plied in the context of HLL VMs. Figyre 4.19 illustrates code relay­

out Most code relayout algorithms "straighten" the code so that ba­

sic blocks along the most commonly followed control flow paths are 

in contiguous locations in memory (Pettis and Hansen 1990). The 

benefits are more efficient instruction fetching, due to both im­

proved temporal and spatial locality, and improved conditional 

branch predictability. Code relayout often provides one of the larger 

performance benefits among all the optimizations. 

Method Inlining 
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Method inlining is referred to as procedure inlining in Section 4.3.1. 

With inlining, a method call is replaced with the actual code con­

tained in the method; i.e., the method code is placed "inline" with 

the calling code (Suganuma, Yasue, and Nakatani 2002). The over­

heads of passing parameters, managing a stack frame, and the ac­

tual control transfers (e.g., a jump and return) are saved, at the pos­

sible expense of a larger binary program image. Object-oriented 

programming tends to encourage many small methods, so perfor­

mance can often be improved significantly by avoiding all the over­

head code, i.e., the calling sequence that is associated with a method 

call. Another significant benefit of inlining is that it increases the 

scope over which later code analysis and optimizations can take 

place; e.g., analysis can make less conservative assumptions regard­

ing potential data accesses outside the method being optimized. 

Inlining very small methods, where the code size of the method is 

less than the code size of the method's calling sequence, is almost al­

ways a win. When inlined, such a small method will not only exe­

cute faster, but it will also consume less instruction space than the 

original (noninlined) code, resulting in improved instruction cache 

behavior (or at least no degradation). 

With larger methods, the benefits of inlining are reduced because 

the calling sequence takes a smaller percentage of the overall execu­

tion time and because there is an increase in total code size (and in­

struction cache requirements). If not applied selectively, the inlining 

of larger methods, especially those called from a number of differ­

ent sites, can lead to code explosion, resulting in poor cache behav­

ior and performance losses. Therefore, to apply inlining on medium­

to-large methods, some kind of cost-benefit analysis is required, and 

the cost-benefit relationship can be rather complex. The cost in 

terms of code expansion can be estimated relatively easily, but how 

this translates to performance cost is more complex and would typi­

cally be a programmed-in function derived from off-line experimen­

tation. The benefit is primarily a function of the size of the method 

and the freauencv with which a method is called: that is. the most 
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frequently called methods will lead to the greatest benefit and are 

the primary candidates for inlining. 

To determine the frequency of method calls, a common technique is 

to instrument the method call sites with counters to collect profiles 

of caller-callee pairs. At certain intervals (perhaps fixed time inter­

vals or when some profile counter exceeds a threshold), the optimiz­

ing system can construct a call graph, with edges annotated with call 

(method invocation) frequencies. An example call graph is given in 

Figyre 6.12a. In the figure, the main method calls methods A and X; 

method A calls methods B and C, and method X calls methods C and 

Y. The edges of the call graph are annotated with the number of calls 

during the sampling interval. For example, in Figyre 6.12. method C 

has been called 1500 times by method A and 25 times by method X. 

After constructing and maintaining such an annotated graph. the 

dynamic optimization system can analyze the graph to determine 

which methods should be inlined. 

Then, for example, one might define a "start" threshold for trigger­

ing inlining analysis as 1500; that is, when an edge in the call graph 

is traversed for the 1500th time, the dynamic optimization system is 

invoked. During the analysis, other methods besides the one that 

triggers the analysis may be inlined, depending on the cost-benefit 

analysis; e.g., a small method is more likely to be inlined than a 

larger one, even if they both have the same invocation counts in the 

call graph. In this example, it may be decided that method C should 

be inlined in A and that A should then be inlined in main, so main, 

A, and C are all merged together. Also, it may be decided that 

method Y should be inlined in X. 

MAIN 
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(a) (b) 

@:1il#$flf.jTracking Method Calls. (a) With a call graph; (b) via stack frames. 

This overall approach to inlining is a good one, but it requires con­

struction of the call graph and typically involves some kind of over­

all analysis of the call graph. A simpler technique that avoids con­

structing the call graph and the overall analysis is to wait until a 

profiling counter reaches the start threshold and then to "walk" 

backwards through the stack to view what is effectively the cur­

rently active portion of the call graph (Holzle and Ungar 1996). In 

our example, at the time the start threshold of 1500 is reached, the 

stack is as shown in FigYre 6.12b. The profile counts are included in 

their associated stack frames, although they can also be held in a ta­

ble off to the side. In any event, a walk up the stack may decide to 

inline B and A, as before. Although this technique uses a very nar­

row view of the call graph, it is nevertheless effective. In the exam­

ple, method Y is not inlined as before, but if the X-to-Y call count 

later reaches the start threshold, it may be inlined at that time. 

Optimizing Virtual Method Calls 

In general, inlining can easily be applied to static methods and 

methods declared by the programmer to be final methods. When 

one of these methods is invoked from a given call site (e.g., via the 

invokestatic instruction), the method code called never changes. 

Hence, once inlining is performed on one of these methods, the in­

lined code will always be the correct code. 

If (a.islnstanceof(Square)) { 
in1ined code for perimeter of a square 

Invokevi rtua 1 <pe ri meter> ⇒ 

} 
Else invokevirtual <perimeter> 

!ll::1'144ii•An Inlined Method Call Protected by a Guard. 
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In an object-oriented language, however, many methods are not 

static or final; i.e., the methods are associated with dynamic classes. 

Because of class hierarchies and resulting polymorphism, the actual 

code to be executed by a virtual method invocation can change, de­

pending on the particular subclass of the object being referenced. 

Returning to the example given in the previous chapter (flgyre 5.5), 

if the perimeter method is applied to a Rectangle object, the 

Rectangle version of the perimeter method code is invoked; in the 

case of a Square, a different perimeter method is invoked. The de­

termination of which code to use is determined at run time via a dy­

namic method table lookup. Because a virtual method's code can 

change dynamically, depending on the type of object it is given, 

method inlining would appear to be inhibited for any method called 

via the invokevirtual instruction. However, in many cases a virtual 

method is invoked with the same type of object the vast majority of 

the time (or all of the time). For example, say the earlier example 

has a much larger loop (reading input from a file instead of a com­

mand line), the Square shape is much more common than the 

Rectangle shape; or, in the extreme case, the Square may be the only 

shape that actually occurs for a given execution of the program. 

Such a situation can be determined by profiling the types of refer­

ences for which a given virtual method is invoked. 

If one particular method is invoked the vast majority of the time, 

then the method code for the most common subclass can be inlined, 

with guard instructions placed above the inlined code. The guard 

simply tests the type of reference on which the following method is 

to be invoked. If it is of the expected (common) type, then the guard 

will let control pass to the inlined version of the method. On the 

other hand, in the rare case when the reference is for a subclass dif­

ferent from the expected one, the guard can branch to a noninlined 

invokevirtual instruction. For our earlier example, such a guarded 

inlined method is given in Figure 6.13. The If statement checks the 

type of the object reference on which the perimeter method is being 
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invoked (via the islnstanceof method) and then performs the inlined 

code version if it is a Square. 

circle perimeter code 

if type = circle 
jump lo circle perimeter code 

else if type= square 
square perimeter code 

invokevirtual _,..___ jump to square perimeter code 
perimeter ---,...,-- call PIC stub else ca!l tQOkup ---+--- ---- - ---, 

update PIC stub; 

Polymorphic lnnne Cache sub method table lookup code 

11!::,ljiJdH• Example of Polymorphic lnline Caching. 

If the method call is truly polymorphic so that full inlining is not 

useful, then at least the overhead of a dynamic method table lookup 

can be avoided using a technique similar to that for software jump 

prediction during binary translation (Section 2.7). This technique is 

referred to as polymorphic inline caching (PIC) (Holzle. Chambers. 

and Ungar 1991) and is illustrated in Figure 6.14. In this example, it 

is assumed there is a much wider variety of shapes than in our rec­

tangle/square example. With a PIC, the runtime system is responsi­

ble for maintaining the stub code, placing the most frequently used 

jumps at the top of the sequence. 

Multiversioning and Specialization 

The foregoing approach to inlining of virtual method calls is essen­

tially a form of multiversioning (Artigas et al. 2000: Gupta, Choi. 

and Hind 2000). With multiversioning there are two (or more) ver­

sions of code, and one version is selected, depending on run-time in­

formation, for example, data values or type information. With 

method inlining one version is inlined method code, the other ver­

sion is an invokevirtual instruction, and the guard selects one of the 

versions. This same general approach can be applied to other types 

of code, not just virtual method calls. 

For example, in Figure 6.15. profiling data values may determine 

that the elements of the array A are almost always zero. A guard 
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(shown in italics in the figure) checks to see if A[i] is zero; if so, it 

uses a version of code that skips the rest of the instructions and sim­

ply sets B [i] to zero. 

An important aspect of multiversioning is specialization (Grant et 

al. 1999: Suganuma et al. 2001). If some variables or references are 

always assigned data values or types known to be constant (or from 

a limited range), then simplified, specialized code can sometimes be 

used in place of more complex, general code. This is the case in 

Figure 6.15. where the specialized case occurs when A[i] is zero. 

Specialization can be used in conjunction with multiversioning, as 

shown in Figure 6.15. or it can be enabled via code analysis that in­

dicates that only a single, specialized version is ever needed. 

for (int i • 0; i < 1000; i-) { 

for (inti• 0; i < 1000; i-) { 

if (A[i] .. 0) 

if (A[i] < 0) B[i) • - A[i)*C[i]; ::::;> 
else B[i] • A[i]*C[i]; :------- ---- : r=---0::::::----------, 

} 
: B[i] .. O· ! if (A[i] < 0) B[i) • -A(i)*C[i); 
~----------•-~ else B(i) - A(i]*C(i); 

} ijfal_,~i!~! Multi~ersion Code. For the common case where C[i]=O, there can be a simpler, 
specia 12e co e vers1ort 

An alternative to constructing multiple versions is to compile only a 

single code version (or a small number of versions) and to defer 

compilation of the general, more complex case (Chambers and 

Ungar 1991; Whaley 2001). For example, profiling may find that 

only one value has occurred up to some point in a program's execu­

tion, so an optimizing compiler may skip the general case code. In 

effect, it is speculating that only the special case ever occurs. 

However, there should be a guard to check for the general case; if it 

occurs, the general code can be compiled at that time. Deferred com­

pilation is illustrated in Figure 6.16. This is the same code as in 

Figure 6.15. except that if A[i] is nonzero, the code jumps to the dy­

namic compilation system so that it can produce the required code 

to allow execution to proceed. 
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On-Stack Replacement 

The stack is at the center of instruction execution in most HLL VMs, 

including both Java and the Microsoft CLI. Consequently, the stack is 

also an important consideration when optimizations are performed. 

To understand the relationship between the stack and program opti­

mizations, a distinction should be drawn between the architected 

stack, i.e., the stack as specified by a Java or MSIL program, and the 

implementation stack, which is actually used during program execu­

tion (after compilation and/or optimization). For example, after 

method inlining, the actual implementation stack will not contain 

frames for inlined methods; the frame for the calling and the inlined 

method are merged. Furthermore, the implementation stack con­

tents may differ from the architected stack contents after some 

types of optimizations, such as specialization. That the implemented 

stack differs from the architected stack makes no difference as long 

as the results are correct. The architected stack is a means for speci­

fying the function to be performed by a program; it does not neces­

sarily reflect the exact manner in which the function is imple­

mented. 

for (inti; O; i < 1000; i++) { 

for (inti~ O; i < 1000; i++) { 

"if (A[i] == O) 

if (A[i] < 0) B[i] • -A[i]*C[i]; ::::;> 
else B[i] ,. A[i )"'C[i); :-·--- -- · · · ·: 

: B[i)- O; l . ' 
} 

-·-··--·--·- .. 

} 

Jump to dynamic 
complier for deferred 
compilation 

iii@it4;j i:i Deferred Compilation. With deferred compilation, code is not generated for 
the uncommon case until it actually occurs. 

An important corollary to the foregoing is that at a given point in a 

program's execution, the implementation stack contents (including 

both the number of frames and the number of elements in each 

frame) may depend on the optimizations that have been performed 

on the program. Furthermore, there are situations where dynamic 
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optimization may require that the contents of the implementation 

stack be modified on the fly. This process of modifying the stack in 

response to a dynamically changing optimization level is referred to 

as on-stack replacement, or OSR (Holzle. Chambers. and Ungar 

1992; Fink and Qian 2003). Some of the situations where OSR may 

be used to support optimization include the following. 

1. When inlining (or any other optimization) is performed, the cleanest way to 

insert the newly optimized code into the program flow is to wait until the method 

containing the optimized code is called the next time. However, this approach 

obviously does not provide benefits until the method is next called, and it may be 

a long time before a long-running method is called again. The extreme case 

occurs when a program is dominated by a single loop containing the optimized 

code and the loop is executed many millions (or billions) of times. 1n this case, 

the optimized method may never be called again, and therefore the optimized 

code must be inserted earlier if any benefits are to accrue.1 

stack 

implementation 
frame A 

method 
code 

opt. levelx 

V' 
> 

extract architected state 

ed architect 
frame 

optimize/de-optimize 
method code 

stack 

:::::;> implementation 

generate new 
stack frame 

frame B 

method 
code 

opt.level y 

" ,It' 

iifal,4ijjM On-Stack Replacement. With on-stack replacement, one version of a stack 
frame is replaced by another. This typically occurs "'hen the optimization level of the code ac­
cessing the stack frame changed dynamically. 

2. When deferred compilation is implemented, new code may be generated while a 

method is in midexecution. That is, if the guard indicates that an uncommon path 

is to be followed, new code has to be generated, and the current implementation 

stack frame may have to modified to account for the newly compiled (and 

possibly much larger) code region. 

3. When a debugger is implemented as part of an overall VM framework, the user 

would expect to observe the architected instmction sequence and stack contents 

rather than the results of optimized code and the implementation stack contents. 

In this situation, it may be necessary to deoptimize a method. This is the opposite 
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of the two earlier situations; here, OSR may be called upon to modify the 

implementation stack into a form that is less optimized and more nearly 

approximates the architected version. 

On-stack replacement is illustrated in flgm:e 6.17. Here, the opti­

mization level of code accessing the stack is being modified on the 

fly, so the structure and/or contents of the implementation stack 

frame change. The basic steps of OSR are: (1) Extract the architected 

frame state from the current implementation frame (and any other 

implementation data that may be maintained for this purpose); (2) 

generate a new implementation frame that is consistent with the 

new code version; (3) replace the current implementation stack 

frame with the new one. 

An important application for OSR is illustrated in Figyre 6.18. Here, 

multiple stack frames are being replaced by a single frame (or vice 

versa). This may happen if method inlining is being performed (or is 

being removed for debugging). 

stack stack 

Method A Archltected 
frame frame A 

Method B Architected Method A,8,C 
frame frame 8 inlined frame 

Method C Architected 
frame frame C 

: On-Stack Replacement. On-stack replacement can be used to replace multiple 
ames with a single frame (or vice versa). 

In general, OSR is a relatively complex operation, both in construct­

ing the architected stack state and in building a new implementa­

tion stack frame. If the initial stack frame is being maintained by an 

interpreter or a nonoptimizing compiler, then extracting the archi­

tected stack state is straightforward. If the stack frame is for opti­

mized code, however, there must often be some special provision 
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for OSR. For example, the compiler may define a set of program 

points where OSR can potentially occur and then ensure that the ar­

chitected values are live at that point in the execution. This is remi­

niscent of checkpoints and live range extension that are used by 

some binary optimizers when rescheduling code (see Section 4.5.2). 

In many cases, the steady-state performance benefits enabled by 

OSR are relatively small. However, OSR allows the implementation 

of debuggers that work in the context of optimizing compilation sys­

tems. In addition, when used with deferred compilation, start-up 

times can be reduced by avoiding compilation/optimization of un­

used code sections, and the instruction "footprint" is smaller, which 

can improve cache performance. 

Optimization of Heap-Allocated Objects 

By its very nature, good object-oriented programming freely creates 

a large number of heap-allocated objects. However, there are a 

number of overheads associated with objects. Creating objects and 
garbage collection have relatively high costs. Furthermore, because 

accessing fields held in an object often involves levels of address in­

direction, individual object field accesses suffer small overheads 

that add up. To deal with creation overhead, if profiling indicates a 

particular type of object is frequently allocated, then the code for 

the heap allocation and object initialization can be inlined. 

class square { 
int side; 
int area: 
} ====.:::::> 
void calculate() { 

} 

a= new square(); 
a.side"" 3; 
a.area= a.side* a.side 
System.out.println(a.area); 

void calculate() { 
i nt tl ,.. 3; 

} 

i nt t2 = tl * tl; 
System.out.println(t2); 

@,,.j§ii£! Scalar Replacement. With scalar replacement, an object field is replaced by a 
scalar vari e so that access delays are reduced. 
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Scalar replacement (Carr and KennedY- 1994) is an optimization 

that can be very effective in some situations for reducing object ac­

cess delays. This optimization replaces an object field with a scalar 

value. An example is shown in figure 6.19. Here, on the left, a small 

object a is created, its two integer fields are assigned values, and one 

of the fields is printed. If it can be determined that object a is only 

used by this piece of code before being discarded, the object cre­

ation (and later garbage collection), along with the field references, 

can be replaced by simple scalar references, as shown on the right 

in Figure 6.19. Scalar replacement when applied to objects requires 

reference escape analysis (Choi et al. 1999), that is, an analysis to 

make sure all references to the object are within the region of code 

containing the optimization. In this example, no references to a es­

cape from the optimized code region. 

The physical placement of data fields within an object is an 

implementation-dependent feature. Consequently, improved data 

cache performance can be achieved by ordering object fields ac­

cording to usage patterns (Chilimbi, Davidson, and Larus 1999; 

Kistler and Franz 2000). Furthermore, some field references can be 

removed entirely by using conventional compiler optimizations. For 

example, redundant getfield and putfield operations can be found 

and removed. This is illustrated in Figure 6.20. Here, the same field 

is accessed twice (as a. side and as c. side). Based on dataflow analy­

sis, the redundant access can be found, and the corresponding field 

value is held in (and copied from) a temporary location, tl (possibly 

a register), avoiding the second getfield (to c. side). 

a = new square; 
b = new square; 
c; = a; 

a"" new square; 
b a new square; 
c; - a; 

a.side "" 5; ======~> tl = S; 
a.side= tl; 

b.side = lOi b . side = 10; 
z R c.side; z = tl; 

!'!!IW•'i••••RJ .. :f .. «~,j• Example of Redundant get:field Ooad) Removal 
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Low-Level Optimizations 

Besides the optimizations given earlier, which tend to be especially 

effective when applied to object-oriented programs, many conven­

tional optimizations, discussed earlier, in Chapter 4, can also be ap­

plied. These include dead-code removal, branch optimization, copy 

and constant propagation, strength reduction, and code reschedul­

ing, among others. Because they have already been covered we will 

not go into further detail here. However, we do cover some exten­

sions and other considerations that are more specific to the object­

oriented context. 

One potentially significant overhead found in object-oriented HLL 

VMs is the need to perform array range and null reference checking. 

In theory, every time an array is accessed or a reference is used, 

these checks must be performed; perhaps just as important, an ex­

ception may be thrown. This means there are two potential causes 

of performance loss. One is the need to perform range/null check it­

self, and the other is the inhibition of other optimizations because of 

a potential thrown exception if the check should fail. In the latter 

case, the architected process state must be precise at the time of an 

exception, and, just as with binary optimizers, some optimizations 

may be inhibited if a precise state must potentially be materialized. 

The overhead of null pointer checking can be largely eliminated by 

using an "illegal" out-of-range address to represent the null pointer 

value, i.e., a memory address for which the Java process does not 

have read or write privileges. Then an attempt to use a null pointer 

will result in a trap, which, via an OS-supported signal mechanism, 

can be reported back to the JVM runtime system. However, the po­

tential for an exception (and the need to restore a precise state) re­

mains, so some code optimizations, for example, involving code mo­

tion, may still be inhibited. 

A common way to deal with range/null check operations is to treat 
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them as if they are regular instructions and then to perform the 

analogous optimizations. For example, just as a redundant instruc­

tion can be removed or an invariant instruction hoisted out of a 

loop, so, too, a redundant or invariant check can be removed or 

hoisted. A simple example is in FigYre 6.21. Here, the same object 

reference (held in p and r) is used for a series of getfield and put­

field operations. If the first putfield (p.x = ... ) passes the null check, 

then the getfield using the same reference will as well. The null 

check property can also be propagated to referencer. Thus, only the 

first null check for p is needed, and the later checks for p and r be­

come redundant. After the redundant null checks are removed 

(right-hand side of the figure), then the putfield to q. x can be 

rescheduled after the putfield to r. x. 

p = new Z 
q - new Z 
r = p 

p = new Z 
q = new Z 
r "' p 

p .x = <nu71 check P> 
. .. = p.x <nu17 check P> 

===~> p.x • <nu77 check p> 

q .x = 

r .x = 

<nu 1 1 check q> 

<nu17 check r(p)> 

. . . - p.x 

r .x .. 
q .x = <nu 17 check q> 

IF'1'ik$f}I Removing Redundant Null Checks. After redundant null checks are identified 
and removed, optimizations involving code motion are enabled. 

If (j < A. l ength) 
t hen for (int i• O; i < j; i ++) { 

f or (int i• O; i < j; i ++) { ---J-...... sum+- A[i ); 
sum +e A[i); <range check A> ------v' } 
} el se for (i nt i a O; i < j; i++) { 

sum+- A[i ] ; <range check A> 
} 

~:1ii14ff4 Hoisting an Invariant Check. An array range check is hoisted outside a loop. 
T en m t e common case, no inner loop range check is required. 

An example of hoisting an invariant check is in Figure 6.22. In the 

code on the left, an array range check is performed every loop itera­

tion. However, the check can be hoisted outside the loop (right-hand 

side of the figure) and only needs to be performed once. After the 

check has been hoisted outside of the loop, it takes the form of a 

guard for two versions of the code, one that does not perform the 
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check and the other that does. 

As a final example, a technique known as loop peeling can be per­

formed to avoid null pointer problems. In figure 6.23 the loop body 

contains an object reference with a null check. Hence, code motion 

around the reference is inhibited. However, the first loop iteration 

can be peeled (right-hand side of the figure); if this first iteration 

does not cause a null pointer exception, none of the other iterations 

will. Hence, the null check is not needed for the remaining loop iter­

ations, and other code optimizations can be enabled. 

for (int i• 0; i < 100; i++) { 
r•A[i]; 

r .. A(0]; 
8(0] .. r*2; 
p.x = A(0]; <nu11 check P> 

----1'-..... for (int i .. 1 ; i < 100; i++) { 
----,..,,-- r -A ( i ] B(i ] • r*2; 

p.x += A(iJ ; <nu11 check p> p.x +"' A(i] : 
} 

} 
B[i] = r*2; 

ijfaii4$\iJ• Loop Peeling. lry peeling the first loop iteration, the null checks in the remain­
ing loop iterations can be removed. 

Optimizing Garbage Collection 

Garbage collection is a key part of a high-performance VM imple­

mentation, and there are a number of ways the compiler can pro­

vide assistance to the Java runtime to enhance garbage-collection ef­

ficiency. First, there may be times when the heap state is temporar­

ily inconsistent, for example, when object references are being mod­

ified. At these points, to avoid errors, garbage collection should not 

be initiated. Consequently, the compiler can provide the garbage col­

lector with "yield point" at regular intervals in the code. At these 

points a thread can guarantee a consistent heap state so that control 

can be yielded to the garbage collector. Also, the compiler can help 

with specific garbage-collection algorithms. For example, if a gener­

ational collector is used, then write barriers must be provided by 

the compiler. 

6.7 Case Study: The Jikes Research 
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Virtual Machine 

The Jikes research virtual machine (RVM) was developed at IBM 

Research and has been made available to the general VM research 

community (Arnold et al. 2000). Jikes is based on an earlier re­

search effort, Jalapeno, and was initially described in research pa­

pers using that name. The discussion here is based on descriptions 

of both the Jalapeno and the Jikes systems. 

The overall optimization strategy is to compile only; there is no in­

terpretation step. First, there is a baseline compiler that translates 

bytecodes directly into native code. This compiler performs no reg­

ister allocation per se; rather, the generated code simply emulates 

the Java stack. Then for optimization, there is a dynamic compiler 

that supports three levels of optimization, invoked in stages, de­

pending on an estimate of cost-benefit . 

Collected sample 

------------·- --- -----, 
' Runtime • 

Measurement 
Subsystem 

Hot Method 
Organizer 

Executing Code 

Controller 

New code 

Reoompilation 
Subsystem 

Instrumentation/ 
Compilation Plan .---~---, ,-------, 

Compilation 
Thread 

Optimizing 
Complier 

Instrumented/ 
Optimized Code 

Event queue Compilation queue 

[1fa•ii41J• The Jikes Adaptive Optimization System (AOS). 

Jikes is a multithreaded implementation, with threads responsible 

for optimization running concurrently with executing program 

threads. Jikes multiplexes Java application and runtime threads 

onto threads supported by the underlying host platform, e.g., AIX 
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pthreads. To allow preemptive thread scheduling, the compiler 

places yield points, typically at method prologs, epilogs, and loop 

back edges. At a yield point, the code tests a control bit; if the thread 

scheduler wants to preempt a thread, it will set the thread's control 

bit. At the next yield point, the thread will call the thread scheduler. 

The overall architecture of the Jikes adaptive optimization system 

(AOS) is shown in Figure 6.24. The major subsystems are the run­

time measurement system, the recompilation system, and the con­

troller. These subsystems all interact with the AOS database, which 

contains profiling data and a history of optimization decisions. 

The runtime measurement subsystem gathers raw performance 

data by sampling at yield points. That is, when a thread switches, a 

back-edge yield point increments an activity count for the method 

containing the edge. If it is at a method prolog, the activity count for 

the calling method is incremented; if it is at a method epilog, the ac­

tivity count for the called method is incremented.2 The system can 

also support other types of compiler-inserted instrumentation to 

perform edge profiles, basic block profiles, or value profiles, de­

pending on the optimizations that are under consideration. 

Performance data is initially kept in raw form. Periodically, the raw 

method samples are analyzed by a separate thread, the hot method 

organizer, which summarizes and puts the profile data in a form 

more easily used by the rest of the optimization system. 

The controller is responsible for coordinating the activities of the 

runtime measurement and the recompilation subsystems. It in­

structs the measurement subsystem to initiate, continue, or change 

profiling activities. When a method is sampled, that is, found to be 

active during a thread switch, the hot method organizer places it on 

the event queue for the controller to consider for recompilation. The 

controller then makes decisions regarding the recompilation, e.g., 

whether recompilation of the method should be performed and, if 

so, at what optimization level. 
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An important part of the controller's function is to determine 

whether a method should be recompiled at a higher optimization 

level. To do this, Jikes uses an analytical cost-benefit model. Say that 

a given method mis currently compiled at optimization level i < N, 

where level N is the highest optimization level. Then the controller 

estimates (1) Ti, the expected time the program will spend executing 

method m if it is not recompiled; (2) Cj, the cost (time required) of 

recompiling method m at level j ~ i; (3) Tj, the expected execution 

time the program will spend in m after recompilation. Note that a 

recompilation at the same level, i is considered because there may 

be more profiling data available than what was available the previ­

ous time m was compiled at level i; this additional profiling data 

may change the particular optimizations performed at level i. Then 

the controller determines the optimal level j, where Cj + Tj is mini­

mized. Recompilation is performed at levelj, unless, of course, Cj + 

Tj ~ Ti and no recompilation is done. 

Although this cost-benefit analysis seems very straightforward, the 

real difficulty comes in estimating the C and T values. Consequently 

Jikes uses a combination of heuristics and experimentally derived 

parameters. To arrive at an estimate of the T values, the controller 

assumes that at its current optimization level, the method will con­

sume as much execution time in the future as it already consumed; 

i.e., that Ti= Tcurrent. The Tj values are determined by first estimat­

ing the speedups of the different optimization levels using off-line 

benchmarks. The speedup of optimization level k versus level O is 

Sk. Then Tj = n • Si/Sj. Finally, the recompilation cost Cj is estimated 

to be a linear function of the size of the method to be recompiled. 

The multiplying constant is again determined by off-line bench­

marking. If the controller decides that recompilation should be 

done, it places the pertinent information into the recompilation 

queue, to be serviced by one of the compilation threads. 

The recomoilation subsvstem consists of a number of threads th at 
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remove compilation plans from the compilation queue. Because 

they run as separate threads, they can execute concurrently with 

the Java application threads. A compilation plan consists of the opti­

mizations that should be performed, profile data that will be used 

by the optimizer, and an instrumentation plan, i.e., the profiling in­

strumentation the compiler should put in the code it generates (for 

potential future optimizations). 

The AOS database contains a history of profile data and the compila­

tion plans, status, and history of recompiled methods. The controller 

and recompilation subsystem can query this database to guide fur­

ther recompilation decisions and optimizations. 

The Jikes compiler has three levels of optimization. A brief sum­

mary of the optimizations performed at each level is given next. 

Level O: Includes many of the conventional compiler optimizations, 

such as copy and constant propagation, common subexpression 

elimination, dead-code elimination, branch optimizations, and sev­

eral others. So-called trivial methods are inlined-these are methods 

where the code in the method is smaller than the method's calling 

sequence. In addition, some simple code relayout is performed, and 
register allocation follows a simple linear scan algorithm. 

Level 1: Because many of the classical optimizations are done in level 

0, the additional optimizations deal with higher-level code restruc­

turing-there is more aggressive inlining, based on profile informa­

tion, and there is more aggressive code relayout. 

Level 2: Uses a static single assignment (SSA) intermediate form, 

where each register variable is assigned a value only once CCr-tton 

et al. 1991; Cooper and Torczon 2003). Using this form allows a 

number of global optimizations (or more effective versions of con­

ventional optimizations, such as common-subexpression elimina­

tion 1. It also includes some outimizations that can lead to sirnificant 
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code expansion unless judiciously applied (with the benefit of pro­

file data). For example, loop unrolling replicates the body of a loop, 

thereby increasing opportunities for other optimizations and elimi­

nating a number of loop-closing branches. 

The developers of Jikes have published a number of benchmark re­

sults. We give some of the results for the SPECjvm98 benchmark 

suite. There are seven programs with class files ranging from 10KB 

to nearly 1.4MB. Performance results are given to measure "start­

up" performance and "steady-state" performance. There are two dif­

ferences between start-up and steady state. First, the steady-state 

data sets are approximately an order of magnitude larger than the 

start-up data sets. Second, each steady-state benchmark is run for 

five iterations by the same JVM instance and the best iteration per­

formance is reported. The start-up behavior will be influenced 

much more heavily by initialization of data structures, class file 

loading, and compilation overheads. The steady-state performance 

is closer to what one might expect in a more realistic production en­

vironment, where the start-up overheads have more time to be 

amortized. 

For comparison, a number of compilation scenarios are bench­

marked and compared with the simple baseline compilation. In one 

set of scenarios, the compiler with each of the three optimization 
levels is run as a JIT compiler. That is, the first time a method is in­

voked, it is immediately compiled at the given optimization level 

and remains there throughout the program's execution. The AOS im­

plementation uses all optimization levels in a staged manner, and 

optimization is performed on a per-method basis. With AOS + FDO 

(Feedback Directed Optimization), more complete profiling informa­

tion is maintained, so better inlining decisions can be made and op­

timizations can be better targeted within methods. 

Performance is evaluated as speedup over the simple nonoptimizing 
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benchmarks and the harmonic mean speedup for all seven. For the 

JIT compilers, the lower the optimization level, the better the perfor­

mance (compress is the only notable counterexample where JIT 1 

outperforms JIT 0). For the start-up benchmarks, the extra time re­

quired for optimizations cannot be amortized, due to the relatively 

short run times (with the exception of compress, where code quality 

is more important than in the other benchmarks). All the JIT compil­

ers are below the baseline, because they provide at least level-0 opti­

mization for all methods, even those executed only once. The AOS 

and AOS + FOO dynamic compilation methods perform best, giving 

a speedup of about 1. 75, because they only take the time to perform 

compilation beyond baseline, possibly followed by additional opti­

mizations, where there is good likelihood of performance benefit. 

Figure 6.26 shows results for the steady-state benchmarks. Here, 

the results are quite different than for the start-up case. Now, the 

higher the optimization level for the JIT compilers, the better the 

performance. Using level O as a JIT gives a speedup of 1.9 over the 

baseline, and going up to level 2 yields a speedup of about 2.25. 

Interestingly, using the AOS staged optimization typically falls 

slightly short of the level-2 JIT. Because the same code is executed 

during each iteration, the JIT performance runs can complete com­

pilation during the first iteration and then execute four iterations 

with no profiling or compilation overhead. On the other hand, the 

AOS performance runs profile and recompile through all five itera­

tions. For two benchmarks, AOS without FOO actually beats JIT2, 

however, because AOS sometimes recompiles a method at a later 
time (in program execution) than JIT2 does. This later compilation 

allows more class loading to take place, eliminating some unre­

solved references, and thus the code generated by AOS is more 

highly optimized. Finally, because the AOS + FOO is able to perform 

additional profile-guided optimizations, for some benchmarks it 

provides significant speedup over the method-granularity optimiza­

tions used by the AOS implementation. 
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It is also interesting to see where an advanced JVM spends its time. 

An execution profile for Jikes is given in Fi~e 6.27. This particular 
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p ofile ·s for the enfre SP Cjvm98 benchmark su·te, with each be­

ing executed for one iteration. Across different applications, the exe­

cution profile may vary significantly from this average perfor­

mance, especially in time spent in garbage collection. Over the en­

tire benchmark suite, performing optimized recompilation con­

sumes only 7% of the total time, and all the other tasks related to 

adaptive optimization, i.e., the various control and bookkeeping 

functions, consume negligible time. We see that 86% of the time is 

spent in execution application threads and 6% is spent in the 

garbage collector. This tends to highlight the importance of garbage 

collection in a JVM; about as much time is spent in garbage collec­

tion as in performing optimizations on the code. 

Decay organi er 
0% 

Method organizer 

Controller 
0% 

Garbage collectio 
6% 

lnlining organizer 

1 % Optimized reoompi latio 
7% 

00:111iifJj Where the Jikes System Spends Its Time. 

6.8 Summary 

The conventional belief is that programs running on an HLL VM are 

427 
12/23/2024, 2:42 PM 



Chapter 6: High-Level Language Virtual Machine Implementation I VirL https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

59 of60 

relatively slow. This is a misleading notion. Some of the early Java 

VMs were slow. A heavy reliance on interpretation is naturally slow 

during steady-state emulation, and dynamic optimizing methods 

that are not selective, i.e., simple JIT compilation, will have high 

start-up times. However, modern HLL VM implementations rely on 

compiled code and are much more selective regarding when to ap­

ply optimizations and where. This leads not only to less overhead 

but to better optimizations in the steady state. Furthermore, slow­

down due to the dynamic VM paradigm should not be confused with 

slowdown due to support for object-oriented programming. Object­

oriented programming leads to more robust programs and a high 

level of code reusability (among other advantages), but sometimes 

there is a performance cost for these important software engineer­

ing advantages. Inherent in object-oriented code are additional lev­

els of indirection that may not be found in conventional C-type code, 

for example. But this is usually caused by the object-oriented nature 

of the software, not the fact that it is running on a VM. 

With the development of the Java platform and the more recent 

Microsoft .NET framework, HLL VMs already have achieved a "criti­

cal mass." At some point in the (not-too-distant) future, virtually all 

application programs are likely to be developed for a platform­

independent HLL VM. This will change common programming prac­

tice (programming in C will be viewed in much the same way as 

programming in assembly language is viewed today), and it will 

likely change the way that hardware platforms are implemented. If 

all software is developed for a platform-independent HLL VM, the 

level of standardization is raised and the underlying hardware ISA 

becomes much less relevant. 

1. It is not clear, however, that this type of behavior happens often enough in real 

programs to make such a technique worthwhile. This type of behavior is sometimes 

observed in kernel benchmarks (also known as microbenchmarks), and this may in 
f"~l"'t hot-ho nrlmo mnt-iu!)Mnn fnr rnncinorinrt c11 rh !U'\ nnt-in'\i?~t-inn mothnrl in t-'ho 
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competitive benchmark-oriented environment in which high-performance VMs are 

often developed. 

~ These yield points and profiling heuristics reflect the current Jikes implementa­

tion, not the one in the paper describing Jikes (Jalapeno) <Arnold et al. 2000). 
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Chapter Seven 

Codesigned Virtual Machines 

Both hardware and software have undergone radical changes 

since the first commercially available computers appeared in 

the early 1950s. In contrast, the basic character of the interface be­

tween hardware and software has been virtually unchanged during 

that time. Consequently, the instruction set architectures (ISAs) cur­

rently in use reflect a perspective and a division of labor between 

hardware and software that is decades old. At a time when hard­

ware resources were very expensive and hardware was relatively 

simple, it made sense for the ISA to be a direct reflection of the spe­

cific hardware implementation. If the hardware had an accumula­

tor, then the ISA had an accumulator. Over the years, however, 

hardware resources have become plentiful and inexpensive. Today, 

hundreds of millions of transistors are available on a single chip. As 

a consequence, underlying processor hardware has grown to be 

quite different from the image presented by the commonly used 

ISAs. For example, consider the Intel IA-32, one of the older micro­

processor ISAs in use today. The IA-32 uses a CISC ISA, originally 

conceived for sequential in-order execution with relatively few 

general-purpose registers and stack-based floating instructions. A 

modern IA-32 implementation, however, converts the CISC ISA into 

what is essentially a RISC ISA running on a dynamic superscalar mi­

croarchitecture having lots of registers and register-based floating­

point instructions (Hinton et al. 2001; Keltcher et al. 2003). This 

CISC-to-RISC conversion is done entirely in hardware (see FigYre 

7.1). 

The reason behind hardware-intensive dynamic translation of 

legacy ISAs is the need to maintain their role as the interface be-
._ _____ ,_ __ ...] ______ --...l __ .c..._ _____ ry,_ ..,J ___ ,,_ Tr- A .... --- ---1-- ..... 1-1 ..... .:_ .. __ ,c.,... __ _ 
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ones in which huge software and infrastructure investments have 

been made. Compatibility has also become the largest obstacle to 

implementing new ISAs that are better suited to today's technology. 

Fortunately, virtual machine technologies permit new ISAs by en­

abling a different approach to general-purpose processor design. 

Virtual machine technologies can turn processor development into 

a codesign effort, where the host architecture (the target ISA in par­

ticular) is designed concurrently with the VM software that runs on 

it. Because the host hardware is developed as an integral part of the 

VM, it is not necessary to use an existing host platform or target ISA. 

Taken together, however, the codesigned hardware and software 

support a conventional source ISA (and all the software developed 

for it). 

CISC 
instructions 

RISC,/ike 
..------, micro-ops 
Translation 

Uni1 .__ __ __. 

"-... Processor ====v PipeHne 

: CISC-to-RISC Conversion. Conventional high-performance microarchitectures 
or a CISC instruction set use hardware to translate CISC instructions into RISC-like micro­
ops. 

These codesigned virtual machines open new avenues for architec­

tural innovation. Because software becomes part of the "hardware" 

platform, the interface between hardware and conventional soft­

ware is shifted upward, and there are new opportunities for divid­

ing the implementation between hardware and software in an opti­

mal way. Because codesigned VMs support an entire system, OS plus 

applications, they are a form of system virtual machine. However, 

unlike most other system virtual machines, codesigned VMs are not 

intended to virtualize hardware resources other than the processor, 

nor are they intended to support multiple VM environments. 

Rather, the goals include performance, power efficiency, and design 
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simplicity. 

Perhaps the first codesigned VM was the IBM System/38 (Bertsis 

1980), later known as the AS/400 (Soltis 1996) and currently the 

iSeries. The System/38 was designed to support a guest ISA with 

higher-level semantics than could be directly supported by hard­

ware. This reduces the "semantic gap" between a conventional ISA 

and higher-level software (Myers 1982). A second objective was to 

separate the source ISA from the target ISA so that successive hard­

ware platforms could be redesigned while maintaining software 

compatibility. The success of this approach was demonstrated as the 

AS/400 family evolved, changing its host platform ISA from the origi­

nal proprietary CISC ISA to an extended PowerPC ISA. This migra­

tion took place in a completely transparent way from the users' per­

spective. 

i ~ i O 
o E 

Operating 
System 

__ _ ___ __ ,__ __ .....-4 

VMM 

Application 
Program 

Source 
ISA 

,~ ~ Code ~ __ ____., __ ____._T_ran_ s_la_to_r..____..._c _ach_ e.,___1.....-_ Target 
ISA 

@:1lj#JJji Virtual Machine Monitor. A codesigned virtual machine architecture supports 
a conventional source ISA via a combination of hardware and software running in concealed 
memory. 

Another commercially available codesigned VM, developed by 

Transmeta (Halthill 2000; Klaiber 2000) implements a target in­

struction set where a number of independent instructions placed in 

a very long instruction word (VLIW). The codesigned software is re­

sponsible for finding independent instructions in a conventional 

source ISA (the IA-32) and packing them into the target VLIW ISA. 

Because they are independent, the instructions in a VLIW can be is­

sued for execution in parallel without complicated hardware sup-
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port. Therefore, the advantage of this codesigned VM implementa­

tion is that it does not require the complexity (and power consump­

tion) of an out-of-order issue unit as used in most superscalar pro­

cessors. 

An overview of a codesigned VM is shown in Figure 7.2. It is a sys­

tem VM, as noted earlier, and all the VM software resides in a region 

of memory that is completely concealed from all conventional soft­

ware. In keeping with the naming convention used for system VMs, 

we refer to the virtual machine software as a virtual machine moni­

tor (VMM). 

The primary function of the VMM is to emulate the source ISA; in 

this respect there are many similarities to process VMs. For exam­

ple, emulation is often done in stages, with the focus on dynamic 

translation into a code cache. There are differences with respect to 

process VMs, however, the two most significant being the following. 

l. There must be intrinsic compatibility (Section 3.2) at the ISA level rather than 

the ABI level. Because the interface at which virtualization talces place is the 

ISA, not only must the user-level instruction set be emulated, but the entire 

system-level ISA must be emulated. This includes the memory architecture, for 

example, so page fault compatibility must be maintained. It also means that VO 
can be dealt with at the hardware level, not the abstracted OS call level as in 

process VMs. 

2. The reason for using a virtual machine implementation is improved performance, 

power efficiency, design simplicity, or some combination of these. Compatibility 

is a requirement but is not the motivation for constructing a codesigned VM. 

Codesigned VMs also bear some similarity to conventional super­

scalar processor designs (flgyre 7.1): Both perform translation from 

a source ISA to a target ISA implemented in hardware. The differ­

ence is that one does the translation in software while the other 

does it in hardware. We should note, however, there have been a 

number of proposals for innovative processor implementations that 

are similar to codesigned VMs, typically relying on microcode or 

special-purpose coprocessors, rather than VM software to perform 
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translation or to assist with interpretation (Debaere and Van 

Campenhout 1990; Nair and Hopkins 1997; Chou and Shen 2000; 

Patel and Lumetta 2001). Nevertheless, in a conventional super­

scalar design of a CISC ISA, hardware (in one form or another) must 

carry the burden of performing the complex decomposition from 

CISC instructions to the RISC micro-ops that are directly executed. 

This is no doubt a contributor to the high cost of hardware design 

verification-a design cast into silicon is hard to debug and expen­

sive to change. 

Relying on hardware-based translation also limits the extent of the 

ISA translation that can be done. For example, inter-instruction opti­

mization is difficult, and in a conventional superscalar implementa­

tion there is none. This is illustrated in Figme 7.3. With conven­

tional hardware translation, Figyre 7 .3a, each source instruction is 

translated to micro-ops independent of the other source instruc­

tions, i.e., in a context-free manner. On the other hand, with soft­

ware translation and optimization, as in Figure 7.3b, blocks of 

source instructions can be translated and optimized as a group, 

leading to more optimization opportunities (May: 1987). Moreover, 

with the conventional hardware method, power consumption tends 

to be higher, due to the large amount of hardware for transforming 

source instructions into an executable form and scheduling them 

for execution. 

Codesigned VMs are not as widely used as other types of VMs; there 

are few examples that are commercially available, and they remain 

the subject of research. They are of interest primarily because of 

their potential for supporting significant innovations in processor 

design. Furthermore, many of the hardware-based techniques de­

veloped for codesigned VMs can potentially be incorporated as ex­

tensions to existing ISAs so that other types of VMs, e.g., process VMs 

and HLL VMs, can be implemented more efficiently on standard 

platforms. 
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source ,_ .. ~,. ► target source ► target 

micro-op a 
Instr. 1 / micro-op b instr. 1 instr. A 

instr. 2 micro-op c instr. 2 instr. B 

instr. 3 micro-op d instr. 3 instr. C 

" micro-ope " 
instr. D 

__ --J/ micro-op p 

instr. n / micro-op q instr. n 

micro•op r instr. M 

(a) (b) 

@71ii4fjj Code Translation Methods. (a) Context-free translation, where each individual 
source instruction is translated to target instruction(s) (micro-ops); (b) context-sensitive 
translation, where blocks of source instructions are translated to blocks of source instruc­
tions. 

In the remainder of this chapter, we describe the implementation of 

codesigned VMs. This includes features that make the emulation 

process in codesigned VMs more efficient as well as specific perfor­

mance and/or efficiency features that are enabled by the codesigned 

VM paradigm. The bulk of the chapter focuses on codesigned VMs 

intended to implement conventional ISAs; e.g., the Transmeta 

Crusoe implements the IA-32 ISA. It is this type of codesigned VM 

that has received the most attention in recent years, especially from 

researchers. Consequently, many of the techniques described in this 

chapter are centered on fast emulation of conventional ISAs. The 

IBM AS/400, in contrast, uses a source ISA that is at a higher level 

than most conventional ISAs and therefore relies more on innova­

tive software than innovative hardware techniques to achieve its 

goals. The techniques used in the AS/400 are discussed primarily as 

part of the case study in Section 7.8. 

7.1 Memory and Register State 
Mannin1r 
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State mapping is easier with a codesigned VM than with many con­

ventional VMs. Because the target ISA is designed specifically for the 

source ISA, the host register file(s) can be made large enough to ac­

commodate the guest's requirements, with extra scratch registers 

left over to enhance performance and/or simplify the translation 

process. An example of Power PC state mapping for integer registers, 

as used in the IBM Daisy processor (Ebcioglu et al. 2001), is illus­

trated in Figure 7.4. Here, the PowerPC integer registers r0-r31 are 

mapped directly to host registers RO-R31. Then the branch unit 

counter and link register are mapped to registers R32 and R33. The 

PowerPC MQ register was originally used for multiplication and di­

vision but is now obsolete; in the original Daisy system it was 

mapped to host register R34. The constant value of O is placed in R35 

to allow fast emulation of those cases where rO is defined to be O in 

the PowerPC ISA. Finally, host registers R36-R63 are scratch regis­

ters to be used by the VMM emulator for such things as holding 

speculative values produced during code optimization, for con­

stants, and for pointers to VMM tables. 

PowerPC Daisy host 

r0-r31 ~•- -,. RO-R31 

counter _,. _ _ ,. R32 

linkreg ••- -• R33 

MO ••- -• R34 

const. O ••--, R35 

R36-R63 

Scratch 
Speculative results 

Constants 
Pointers 

[jfallkfi• Mapping of Guest PowerPC Integer Registers to the Host Platform Register 
Set, as Done in the IBM Daisy System. 
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For memory state mapping, the key element of a codesigned system 

VM is the concealed memory. Concealed memory is a reserved re­

gion of the memory space where the VMM, code cache, and other 

emulation software and tables reside. There can be both concealed 

logical (virtual) memory and concealed real memory. The concealed 

memory is never made visible to any of the conventional guest soft­

ware. 

Because the VMM takes control immediately after system reset, it es­

sentially has control of the system from the beginning, including the 

boot process, so it can make sure the conventional software never 

sees the concealed memory. When the guest OS boots (under VMM 

control) and checks to see how much real memory is available, e.g., 

by reading a control register, the VMM intercepts the read and does 

not inform it of the existence of the concealed real memory. And any 

attempt to access concealed memory by conventional software re­

sults in exactly the same behavior as if the memory were not 

present (typically a trap). 

Concealed 
memory 

Conventional 
memory 

Code 
Cache 

VMM Code 

VMM Data 

Source ISA Code 
----------------

Source ISA Data 

~ 

!Cache 
:; Hierarchy 

~ DCache 

Processor 
Core 

~ :. Hierarchy 

ijh,llk$J◄ Memory System in a Codesigned Virtual Machine. The shaded areas are those 
where host instructions and VMM data reside. 

Figure 7.5 illustrates an implementation of real memory in a code­

signed VM. The shaded area of main memory is concealed, accessi­

ble only via the VMM. The shaded blocks hold target ISA instruc­

tions and VMM tables. The concealed memory region is of fixed size 

and does not change after system initialization. Instructions either 

are always translated and fetched from the code cache or are VMM 
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code; consequently the instruction cache hierarchy holds only target 

ISA instructions, and their presence in the instruction cache is con­

cealed from the guest software. 

With respect to logical addressing of memory, it is simplest to allow 

the guest OS to manage the conventional (nonconcealed) part of real 

memory as it normally would and to map guest virtual addresses 

using the guest ISA's address translation architecture. For mapping 

and addressing of concealed memory, there are a number of op­

tions, some of which are illustrated in Figm:e 7 .6. 

In the first option, concealed logical memory shares an address 

space with the guest (flgm:e 7 .6a). The conventional memory ad­

dressing and address translation are maintained as in the guest sys­

tem, so the host address space must be enlarged, with the guest 

space fitting inside. Because the guest space is likely to be consistent 

with one of the "standard" sizes (e.g., 32 or 64 bits), the host space is 

either the next-larger "standard" size (e.g., 64 or 128 bits) or a non­

standard size (e.g., 33 or 65 bits). This approach is straightforward, 

but the expansion of the logical address space size may make the 

host ISA awkward or expensive to implement (which defeats the 

purpose of a codesigned VM). 

A second option is to have two separate logical address spaces, one 

for concealed memory and one for conventional memory (flgm:e 

7.6b). All the VMM software, code cache, associated tables, etc. are 

placed in the concealed address space~ which maps to concealed 

real memory. This approach implies that load and store instructions 

must select one of the two mapping tables (e.g., by using different 

opcodes to select the mapping table or by using a mode bit). Note 

that all instruction fetches are to concealed memory addresses. 

Because the VMM controls all instructions that are executed (either 

through interpretation or because VMM-translated code is execut­

ing), the VMM can always ensure that the proper load and store in­

structions are used. 
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@:11ikfJM Methods for Mapping Concealed Memory. (a) Extend the host address space; 
(b) provide a separate address map; (c) use real addresses. 

A third option is to use real addressing for concealed memory, i.e., to 

bypass address translation when accessing concealed memory 

(flgure 7.6c). In a sense, this is a special-case form of option 2. One 

way of implementing this is to provide separate sets of load/store in-
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structions for accessing memory, one with real addresses and the 

other via the guest mapping table(s). Also note that the VMM has the 

option of bypassing address translation even when accessing con­

ventional real memory. In effect, the VMM always operates within 

the real address space and uses logical addressing only when emu­

lating the guest software. With this approach, a mode bit can then 

be used for selecting the type of memory addressing to be used, 

rather than using opcode-based selection. 

A key issue regarding concealed memory is how far into the mem­

ory hierarchy the concealed memory reaches. It is easiest to keep 

the concealed portion of memory in RAM and not allow it to extend 

to secondary storage (disks). If the concealed memory extends to the 

disk, then the disk (and any bus addresses it uses) must also be con­

cealed from the guest OS. Furthermore, the VMM becomes responsi­

ble for managing the concealed secondary memory, including any 

paging that it might support. Because VMM and the code cache can 

be kept relatively small (on the order of a few tens of megabytes) 

and because it simplifies the system design, most of the proposed 

and implemented codesigned VMs use the diskless option, with 

VMM software being stored in ROM. The extension of concealed 

memory to secondary storage is discussed in Section 7 .5. 

7.2 Self-Modifying and Self­
Referencing Code 

In a codesigned VM, self-modifying and self-referencing code are 

generally handled using the techniques described in Section 3.4.2. 

As pointed out in the previous section, it is easiest to keep the origi­

nal guest OS's virtual-to-real page mapping intact. Then, because the 

source code is held in the guest's memory in its original form, any 

load or store accesses to an instruction page will naturally proceed 

correctly. 
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For self-modifying code, any attempt to write into the guest code re­

gion must be caught, and this is most easily done by write-protecting 

the source code region, so that any attempt to write it will cause a 

trap that can be directed to the VMM. The VMM can then flush the 

code cache of translations derived from the modified page and al­

low the page to be written. 

In a typical process VM (as in Chanter 3), the VMM can write­

protect a page via a system call to the host OS in order to change the 

page table protections. In a codesigned VM, however, the solution is 

a little more complicated because it is the guest OS that manages its 

own page tables, not the VMM. This includes the pages that contain 

the page tables themselves, so changing the page protections in a 

guest page table would violate the principle of keeping all of the 

guest memory state intact. The most straightforward solution is to 

use the TLB to enforce write-protection of guest code pages. If the 

TLB is managed by the VMM, as it normally would be, then the TLB 

entries are enhanced with a special "write-protect" bit, for use only 

by the VMM for detecting self-modifying code. Whenever an entry 

for a code page is loaded into the TLB, the VMM sets the write­

protect bit. In order to keep track of the source code pages, the VMM 

maintains a table of all the guest virtual pages from which it has 

translated (or interpreted) code. This is done at the time code is 

translated or interpreted. 

To reduce performance losses due to self-modifying code (both real 

and pseudo-self-modifying), the software-based methods described 

in Section 3.4.2 can be applied. In addition, because of the code­

signed paradigm, special hardware support can be provided to fur­

ther reduce performance losses caused by pseudo-self-modifying 

code. In the Transmeta Crusoe, a special hardware structure is 

added to speedup fine-grained write-protection checking (Dehnert 

et al. 2003; Banning et al. 2002). The special hardware structure is 

managed by the VMM and is similar to a small software-managed 
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TLB. This write-protect table can hold the fine-grained write-protect 

masks (Section 3.4.2) for a few source code pages, along with hard­

ware for comparing a potentially faulting store address with the bits 

in the bit mask (see ~ -After an address translation is per­

formed with the normal TLB, the real address is presented to the 

write-protect table. If the normal TLB detects a write-protect fault, 

the smaller write-protect table can automatically filter out those 

cases where the write is not to a translated code region. As noted 

earlier, the TLB write-protect bit is a special bit used solely for pro­

tecting code pages. The VMM loads the write-protect table with the 

bit masks for a set of source code pages that are actively being writ­

ten; this is usually a small number, if there are any at all. 

A final issue involves I/0 writes to guest code memory. If an I/0 de­

vice writes to a guest code page, then these writes must also be 

caught. Again, the VMM helps enforce this by keeping track of all the 

real guest pages for which active translations exist in the code 

cache. To do this, the VMM has to maintain a hardware table for I/0 

writes, most easily held in the memory controller. The VMM makes 

entries in this table for all the real pages that hold guest code pages. 

A store to any of these pages results in an interrupt to the VMM, 

which can then flush the translations that are derived from the 

guest code page. 
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triggered to the VMM if the TLB indicates a write-protect fault and there is a miss in the 
write-protect table or the comparison logic indicates the write address is to a write-protected 
fine-grained code region. 

7 .3 Support for Code Caching 

A central element of a codesigned VM implementation, as with other 

emulating VMs, is the code cache. Because performance and effi­

ciency are key factors in a codesigned VM, code cache performance 

is of utmost importance. It is useful to consider the issues that may 

lead to performance losses when using a code cache. Because the 

blocks of translated code held in a code cache are of unequal size, 

accessing the code cache becomes more complex than accessing a 

conventional cache, where blocks are of equal size. A code cache ac­

cess begins by hashing the source PC (SPC) value to an entry in a 

map table, reading a corresponding SPC value (or tag) from the map 

table, and performing a comparison to determine if there is a hit 

(flgure 2.28). If so, the target PC (TPC) at the map table entry can be 

used for accessing the code cache. If the first probe of the map table 

mismatches, then additional probes of the table may be required in 

order to handle potential hash collisions. 

The access delay for the code cache can be quite long, due to the 

multiple memory accesses and indirect jumps required. A single dis­

patch table lookup can take on the order of 10-15 instructions, lead­

ing to significant performance losses. In a simple code cache imple­

mentation, all control-transfer instructions (branches and jumps) 

perform a map table lookup. However, to improve performance for 

direct jumps and branches, superblock chaining (flgyre 2.29) is an 

effective solution. With this method, the map table lookup for direct 

jumps and branches is eliminated entirely. For indirect control 

transfers the problem is more difficult, however, because register­

indirect jumps have their destination addresses stored in a register, 

and destination addresses can change during the program's execu­

tion. Furthermore, the register address is the SPC value, not the TPC 
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value. This means that the source jump address held in a register 

must be translated from SPC to TPC every time the translated 

indirect-jump instruction is executed. A straightforward approach is 

to consult the map table for every indirect jump; but, as noted ear­

lier, this is slow and hence indirect jumps will add a significant per­

formance cost. 

To save table lookup overhead for each and every indirect jump, 

many dynamic optimizers/translators implement a form of 

software-based jump target prediction (see Section 2.7.2, illustrated 

again in Figure 7.8). Here, a sequence of instructions compares the 

indirect SPC address held in a register against an embedded 

translation-time SPC address. A match indicates a correct "predic­

tion," and the inlined direct branch instruction to a TPC is executed; 

if there is no match, then the code jumps to the slow map table code. 

The software prediction method is of somewhat limited value, how­

ever. First, if the software prediction is incorrect, then time is 

wasted by first testing the possibilities when the dispatch table 

lookup has to be performed anyway. Second, there are a number of 

indirect jumps that are very difficult to predict using this method, 

for example, returns for procedures that have a number of call sites 

and therefore a number of constantly changing destination ad­

dresses. The indirect-jump problem is probably the greatest source 

of performance loss in a software-only code cache system. 

if ((Rx)•• #addr_l) goto #target_! 
el se if ((Rx) -- #addr_2) goto ttarget_2 
else map_lookup ( Rx) ; do it the s1ow way 

P!!W111;1•ij•g•j!lljll!!:•• Example of Software Indirect Jump Prediction. 
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L_J 
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Tag 
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hit 

tag TPC 

JTLB 

ijfaii4fj:j Jump Translation Lookaside Buffer (JTLB). This example uses a two-way set 
associative table. 

7 .3.1 Jump Translation Lookaside Buffers 

In a codesigned VM, the high-overhead software map table can be 

replaced with a specially designed hardware cache of map table en­

tries (Gschwind 1998a: Kim and Smith 2003). We refer to such a ta­

ble as a jump translation lookaside buffer (JTLB), because it is similar 

in concept to the software-managed address TLBs used in virtual 

memory systems. A JTLB is illustrated in fl,gure 7.9. Each entry in 

the JTLB contains a tag and a TPC value. The JTLB can be fully asso­

ciative, set associative, or direct mapped. This example is a two-way 

associative table. Entries are written into the JTLB by the VMM and 

always contain correct translations (this can be ensured, for exam­

ple, by requiring that if a translated block is removed from the code 

cache, then the VMM must remove any associated entries from the 
JTLB). The JTLB is accessed by hashing the SPC value (this can con­

sist of taking upper address bits as in a conventional TLB or cache, 

or it can be a more complex hash function). After the hash, the tag 

value is compared with the full or partial SPC, depending on the 

hash function used. If there is a JTLB hit, then the TPC value stored 

in the entry that hits is the desired jump address in the code cache. 

A JTLB can be integrated into a codesigned ISA in a couple of ways. 

The first is a JTLB_Lookup instruction that accesses the JTLB with an 

SPC address held in a register and then reads out a TPC and places it 

in a second register. A third register (or condition code) indicates a 

hit or miss in the JTLB. An example is in [igJ,u:e 7 .10. Here, the 

JTLB_Lookup instruction takes an SPC value in Rk, puts the associ­

ated TPC value in Ri (if there is a hit), and places the hit/miss out-

445 
12/23/2024, 2:43 PM 



Chapter 7: Codesigned Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

18 of 51 

come in Rj. This instruction is followed by a conditional jump on the 

value in Rj; if there is a miss, control transfers to the map_lookup 

routine. This routine will place the correct code cache mapping in 

the JTLB (if the code has been translated); otherwise, the VMM will 

begin interpretation or will translate the accessed code. A second, 

simpler way to integrate the JTLB into the ISA is to combine the 

lookup with the conditional jump, i.e., a Lookup_Jump Rk instruc­

tion that performs the jump to the TPC if there is a hit, otherwise it 

falls through. 

JTLB_Lookup Ri, Rj , Rk TPC t o Ri , hit/ mi ss to Rj 
Jump Ri , Rj••O condi t i onal indirect j ump 
Jump map_lookup do it the s1ow way 

l'l!liiJ!llll!:1"'1i"'iil!•W~11•• An Instruction Sequence That Accesses the JTLB. 

This method still requires that when a jump is encountered, instruc­

tion fetching must stall until the JTLB is accessed and the jump is ex­

ecuted. An additional enhancement is to predict the TPC value im­

mediately after a Lookup_Jump instruction is fetched, using a more 

or less conventional branch target buffer (BTB) (see Figyre 7.11). 

Then the predicted instruction stream is accessed from the code 

cache immediately. Meanwhile, the Lookup_Jump proceeds up the 

pipeline (along with the predicted TPC). When the Lookup_Jump in­

struction issues and accesses the JTLB, the prediction is checked. A 

misprediction causes a pipeline flush, with fetching being redirected 

to the correct TPC. A miss in the JTLB causes a flush and a fall­

through in the original code sequence (which would then jump to 

the map_lookup routine). 

7 .3.2 Dual-Address Return Address Stack 

Either the software prediction approach or the JTLB approach, 

when supplemented with a BTB prediction, can be very effective, as 

long as the BTB prediction is correct a high percentage of the time. 

For many indirect jumps this will be the case, but for procedure re­

turn jumps it is often not the case. The problem is that a procedure 
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may be called from a number of places, so a return jump can have a 

number of different targets that frequently change. 

To deal with this problem in a conventional microarchitecture, most 

modern processors employ a hardware return address stack (RAS) 

mechanism that can predict a return instruction's target address 

very accurately (Kaeli and Emma 1991). It basically mimics the soft­

ware procedure stack by pushing the fall-through PC onto a hard­

ware prediction stack whenever there is a procedure-call (jump) in­

struction. However, in a codesigned VM, this approach cannot be 

used in its conventional form because the saved return destination 

address would be an SPC, whereas the corresponding TPC is actually 

needed for a return destination address prediction. Furthermore, if 

the procedure jump is at the end of a translated superblock, as it of­

ten would be, then the address of the instruction following the jump 

is not the correct return address anyway (the correct address is at 

the beginning of a different superblock). 

Lookup Jump 
instruction 

BTB 

PC __ .,. tag TPC 

Next predicted 
fetch TPC 

8TB mispr6dict,6n: 
Redirect fetch to jump 
ta,get TPC from JTLB 

JTLB miss: 
Redirect fetch to 

fall-through s<idress 

Predicted 
Jump target 

TPC 

LQQkyp_,Jymp 
Instruction 
(in pipeline) 

Register 
ld8"tffier 

Register 
File 

Jump 
destination 

SPC 

JTLB 

t----+1 ta TPC 

No 

Yes 

8TB predicbon Is 
correc1 
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No 

Jump 
deslJ/lalion 
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l'llw!l!:1"••1i"'il!!lll!lll!'I■■ An Enhanced Lookup_Jump Instruction That Uses a BTB to Predict the TPC. 

In a codesigned VM, a specialized dual-address RAS mechanism can 

be used for return address prediction (Gschwind 1998b; Kim and 
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address pair, consisting of a return address SPC and its correspond­

ing TPC, as shown in Figure 7.12. The DRAS can be thought of as a 

hardware implementation of the shadow stack mechanism used in 

the FX!32 (see Section 2.7.3). 

In order to push an address pair onto the DRAS, a special push-DRAS 

instruction pushes both return addresses. Finding the return desti­

nation SPC at superblock construction time is straightforward. 

Finding the TPC value is similar to setting up superblock linking. If 

the corresponding TPC is not known at superblock construction 

time, an invalid address is written in the TPC field of the push-DRAS 

instruction. Later when the return target superblock is constructed, 

the invalid address is replaced with a valid TPC. Alternatively, if a 

JTLB is present, it is accessed at the time of a procedure call, and the 

TPC value is pushed onto the prediction RAS. In either case, the pre­

diction RAS should be pushed/popped for all procedure calls and re­

turns-sometimes even with an invalid TPC to maintain correct 

stack ordering. 

Push_DRAS instruction 

Opcode RJ(SPC) Rk(TPC) Predicted SPC 

Predicted TPC 

Retum Instruction 

Opcode R1(SPC) 

SPC TPC 

Dual-Ad<lress Return Address Stack 

ijh,llifit.j Dual-Address Return Address Stack. The Push_DRAS instruction pushes both 
SPC and TPC. The return instruction uses TPC as a pr-edictiort 

When a return instruction is fetched, the next fetch address is pre­

dicted with the popped TPC. The SPC part of the pair flows down the 

pipeline with the return instruction and is compared to the register 

value when the return instruction is issued. If the two values do not 

match, a RAS misprediction is detected, and fetch needs to be redi-
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rected. Fetch redirection is accomplished by a jump to the dispatch 

table code. This is done by having the return jump instruction "fall­

through" to the next instruction if there is a rnisprediction. The next 

instruction is a jump to the dispatch table code. Note that if a JTLB is 

also used, a simplification is to replace the dual RAS with a single 

RAS, where only the TPC is pushed. The JTLB can be relied upon to 

provide the correct TPC. 

7.4 Implementing Precise Traps 

Just as in other VMs, implementing precise traps is an important 

problem in codesigned VMs. In general, one can use techniques sim­

ilar to those described in Chanters 3 and 1. That is, during the trans­

lation process, the optimizing software maintains software check­

points. If code motion is involved, register live ranges are extended 

to ensure that checkpoint values can be restored when there is a 

trap. Then interpretation beginning at a checkpoint prior to a trap­

ping instruction establishes the correct, precise state. In codesigned 

VMs this approach is facilitated because the host ISA can be de­

signed to have enough registers so that live ranges can be extended 

without excessive register pressure. Nevertheless, this software­

based approach does limit the types of code motion that can be per­

formed (see Section 4.5.1). For example, many instructions cannot 

be moved below store instructions. By adding hardware support for 

checkpoints, this restriction on code motion can be removed, 

thereby relaxing the requirements for register live range extension. 

7.4.1 Hardware Support for Checkpoints 

In co designed VMs, the designer has the option of providing hard­

ware support for precise traps in translated code. The basis for the 

approach is to use hardware to set a checkpoint at the time each 

translation block is entered (flgyre 7.13a). Then if there is a trap 

anywhere in the translation block, the state at the beginning of the 
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block can be restored via the hardware. At that point, interpretation 

is used to provide the precise exception state, just as with the soft­

ware method. The basic sequence is illustrated in Figyre 7.13b. 

set checkpoint ---+ ~ - --..... 
Translation 

Block A 

set checkpoint ---+ ~-_.__-..... 

Translation 
BlockB 

set checkpoint ---+ ~-_.__-..... 

Translation 
Block N 

(a) 

Translation 
Block A 

Translation 
Block B 

f 
restore 

checkpoint 

trap 

(b) 

Source 
Code 

i interpret 

!JI:,ijkfjij Hardware-Supported Checkpointing. (a) Checkpoints are set at every transla­
tion block entry point. (b) When there is a trap, the checkpoint is restored, and interpretation 
begins at the beginning of the source code that formed the trapping translation block. 

guest 
regs 

Scratch 
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Constants restof9 from sha cJowoopy, 
s ash tedst qu ga or.,,and 
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(b) 

ijfaii4fif • Checkpoint Hardware Operation. (a) When a checkpoint is committed (and a 
new one is established), the gated store buffer is released and a new checkpoint is established. 
(b) If a trap is detected, the contents of the store buffer are flushed and the shadow copy is 
written back into the register file. 

The mechanism for supporting checkpoints is illustrated in Fi~ 

7.14 (Klaiber 2000). When a new translation block is entered, the 
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set (flgYre 7.14a). Setting register checkpoints is fairly easy. The 

host hardware can support a shadow copy of the guest registers 

(Smith, Lam, and Horowitz 1990), and registers are checkpointed 

by copying them en masse into the shadow registers. With proper 

hardware design (and circuit layout) this copying can be done in a 

very small number of cycles (as few as one). An alternative ap­

proach uses shadow registers at a finer granularity (Ny:strom et al. 

2001) and avoids discarding all the computation done in a code 

block when an exception is detected. 

Checkpointing memory in a similar manner would be much harder 

because keeping a shadow copy of main memory would be very ex­

pensive, in both time and space. Hence, an alternative is to keep all 

memory store operations buffered in the processor until a transla­

tion block is exited (and its state changes can be committed) 

(Klaiber 2000). Refer to Figure 7.14a. At the time a checkpoint is 

committed and another is set, a gate is closed at the tail of the store 

buffer so that any instructions following the gate are inhibited from 

completing. Meanwhile, the gate at the head of the store buffer (es­

tablished at the previous checkpoint) is opened so that stores can 
complete by writing to memory. These writes can occur in the back­

ground as computation proceeds. Note that all load instructions 

must check the store buffer as well as the data cache, in case a load 

is to an address that is in the buffer. This includes preceding, un­

committed stores in the same translation block and any residual, 

committed stores from a preceding block. 

If an exception should occur during execution of the translation 

block (flgYre 7.14b), then the buffered stores are flushed and the 

registers are restored from the shadow copy. At that point the state 

is the same as it was when the block was first entered. Then inter­

pretation of the source code can take over to finish the job of locat­

ing the trapping instruction and providing a precise state. 
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An advantage of the hardware-supported checkpoint method is that 

the code inside a translation block can be reordered by software in 

any fashion (subject to true data dependences, of course), even 

when the block includes store instructions. Hence, the restrictions 

on code motion given in Section 4.5.1 are relaxed. The only limita­

tion is the fixed size of the store buffer, and this can constrain the 

translation block size in some cases (the number of stores in the 

block cannot exceed the store buffer size). 

On the other hand, software reordering of loads and stores can lead 

to violation of memory ordering compatibility. In a shared-memory 

multiprocessor there are hazards associated with reordering loads 

and stores as observed by other processors (see Appendix Section 

A.7.3), which means that reordering may be limited in shared­

memory multiprocessor implementations. The reason is that after 

the software reorders the instructions. the original order is lost; yet 

correct operation in parallel programs may depend on the original 

ordering. A method for dealing with multiprocessor memory order­

ing is described in a patent by members of the IBM Daisy project 

(Altman et al. 2002). This method is based on acquiring exclusive 

access to cache lines as stores enter the store buffer and then flush­

ing the buffer and restarting if a different processor should attempt 

access to the line before the stores in the buffer are released. 

7.4.2 Page Fault Compatibility 

Thus far, we have not considered the recovery of the precise guest 

state when page faults occur. In most process VMs, page faults are 

not an issue because they are manifestations of OS policies, are han­

dled by the OS, and are hidden from the process. A codesigned VM is 

a system VM, not a process VM, which means that the guest OS must 

observe exactly the same page faults as it would if it were running 

on a native platform. If the guest OS has mapped a logical page to a 

conventional real page, then it must not trigger a page fault; simi­

larly, if the guest OS has not mapped a page and it is accessed, then 
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it must page fault. Implementing page fault compatibility is rela­

tively simple for the data region of the guest's memory. If the host 

implements the same memory mapping as the guest (flgm:e 7.6) 

and lets the guest OS manage conventional memory, then page 

faults to the data region will be detected naturally by the host sys­

tem. These faults will return control first to the VMM, which can use 

techniques as described in Section 4.S.2 to determine if the fault is 

spurious (due to optimizations and/or code reordering) and to pro­

duce the correct, precise state before control is handed over to the 

guest OS. 

Likewise, when interpreting instructions, the interpreter loads in­

structions from the conventional region of memory, so page faults 

for instruction fetches will occur naturally. For executing translated 

instructions from the code cache, however, the problem is more dif­

ficult because the guest instructions are not actually fetched; rather, 

translated instructions are fetched from concealed memory. The 

codesigned VM must therefore implement some mechanism that 

will trigger a page fault when a translated instruction is fetched 

from the code cache and the corresponding guest instruction would 

have caused a page fault had it been fetched on a native source plat­

form. There are a number of possible approaches to solving this 

problem. One approach is active, another is lazy. Both approaches 

are discussed in the following paragraphs. Note that in this discus­

sion we assume an architected page table and page faults. Special 

considerations for an architected TLB and TLB faults will be dis­

cussed in a separate subsection. 

Active Page Fault Detection 

The active approach to instruction page fault detection is to monitor 

potential page replacements by the guest operating system. When a 

source instruction page is replaced by the OS, all the translation 

blocks based on the replaced source page should be flushed from 
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To determine when an instruction page is potentially being replaced 

by the guest OS, the VMM monitors the guest OS's modifications to 

the architected page table. This can be done by marking memory 

that holds the page table as "write-protected." Assuming the page ta­

ble is architected, the region of memory that holds the page table 

can be identified by the VMM. Write-protecting pages is most easily 

done ifVMM software manages the TLB. Then the write-protection 

information is added to the implementation of the TLB and does not 

require any changes to the architected page table in main memory. 

The VMM should also monitor any other operations that may 

change a virtual to real page mapping, e.g., changes to the page table 

pointer. 

In addition, the VMM keeps a table of virtual page numbers for each 

page containing source instructions. At the time a block of source in­

structions is translated, an entry is made in the table (if it is not al­

ready in the table). Then whenever the page table mapping is modi­

fied, there is a trap (or jump) to the Th1M, and the VMM determines 

if the page table entry for a source instruction page is being modi­

fied. If so, the VMM flushes all the translations in the code cache de­

rived from that page. This requires a pair of side tables. One side ta­

ble tracks all the translation blocks derived from each page; these 

are the translation blocks that must be flushed. The second table (or 

an extension to the first), keeps track of any link backpointers (see 

Section 3.8.2). The link pointers are changed so that they point into 
the VMM emulation manager. After this is done, an attempt to trans­

fer control into the removed page will instead jump to the emula­

tion manager. Subsequently, the emulation process will detect the 

instruction page fault when it attempts to emulate an instruction 

from the code page and it misses in the page table. Finally, if hard­

ware structures containing SPC-to-TPC address translations are im­

plemented, such as the JTLB and DRAS (Section 7.3), then these 

structures should be flushed of any entries corresponding to flushed 
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translations. 

Lazy Page Fault Detection 

With the lazy solution, when a source code page is replaced by the 

guest OS, the code cache is not immediately flushed of correspond­

ing translations. Rather, it waits until there is an attempt to actually 

use the translated code. To accomplish this, every time the trans­

lated code crosses a source page boundary, the page table is probed 

to see if the mapping is the same as on the original translation 

(Ebcioglu et al. 2001). 

The method is illustrated in Figure 7 .15. First, it must be possible to 

determine when translated code crosses a source page boundary. 

This is most easily done if all the code in a translation block is de­

rived from the same source page. If this is the case, then source 

pages boundaries are crossed only when there are link jumps, e.g., 

when block HIJ jumps to block KL in Figure 7.15. Otherwise, if 

translated code can come from different source pages, then the 

crossing points within the translated code should be distinct, at least 

with respect to precise state updates (the transition from E to F in 

Figyre 7.15). In either case, at the time a source page boundary is 

crossed, the first instruction is a Verify _Translation instruction, in­

serted by the translator. This instruction probes the page table to see 

if the page mapping has changed. The Verify _Translation instruction 

provides the virtual address of the newly entered source page along 

with the real address at the time the block was translated. The in­

struction attempts to translate the virtual page number to a real 

page number and, if successful, compares it with the real address 

provided by the instruction. If the virtual page is mapped to real 

memory and the two real addresses match, then execution of the 

translated code proceeds. Otherwise, the VMM takes over and gener­

ates a page fault and/or translates the source code page that has just 

been entered. 
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Guest pages 

- .... __ _ .. ___ _ 

Code cache 

· -· · ► Probe page table 

continue 
execution 

• • • • • • • Probe page table 

continue 
execution 

Jump to 
VMM 

Jump to 
VMM 

@:1•i#H~◄ Detecting Instruction Page Faults via Instructions That Probe the Page Table. 

Architected Translation Lookaside Buffers 

With architected TLBs, both the active and lazy methods can be 

adapted in a straightforward way. But~ because of performance is­

sues, the active approach is somewhat problematic. If the active ap­

proach is used, then translations are flushed every time a TLB entry 

for a source code page is overwritten. Then the code must be re­

translated if the TLB entry is later restored. If there is a fairly large 

number of source instruction pages and a lot of TLB activity for in­

struction pages, this approach could lead to a very high overhead. 

With the lazy approach, Verify_Translation instructions can be used, 

as before. The only difference is that they generate an architected 

TLB fault rather than a page fault when the translation is not 

present. 

7 .5 Input/Output 

For the most part, implementing I/0 in a codesigned VM is straight-
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guest device drivers can be run as is (although instructions in the 

driver code are emulated, just as all other guest instructions are). 

Any I/0 instructions or memory-mapped I/0 is simply "passed 

through" by the VMM so that the I/0 system sees the same signals 

that it would if the guest were running on a native platform. 

As noted in Section 4.5.1, memory-mapped I/0 results in volatile 

memory locations, and the presence of volatile memory locations 

should inhibit optimizations involving removal and/or reordering of 

memory loads and stores to those locations. To identify code regions 

that access volatile memory, an access-protect bit, similar to the 

write-protect bit of Section 7.2 can be added to the TLB. Then if a 

memory-mapped I/0 routine performs loads or stores to an access­

protected memory page, there is a trap to the VMM, which can then 

deoptimize translations containing the accesses to volatile memory 

in order to ensure that they all occur in the correct sequence (Kelly,_ 

Cmelik, and Wing 1998). As an additional enhancement, the imple­

mentation ISA can be extended to include special volatile versions 

of load and store instructions, which do not trap when the access­

protect bit is set; if these are used in deoptimized I/0 code, then 

their execution will proceed without trapping. 

If a VMM uses no I/0 devices, then it is. restricted to reside entirely 

in concealed memory. This means, for example, that code transla­

tions cannot be cached to disk and reused as is done in the FX! 32 

system described in Section 3.10. All translations must be done 

from scratch each time a program is run; and when translated code 

is removed from the code cache, it is discarded and must be retrans­

lated before it can be used again. 

If the requirement of complete transparency can be relaxed some­

what, then concealed memory can be extended to secondary storage 

(disk). In order for this to be accomplished, there must be a portion 

of a disk (or possibly an entire disk) reserved for use by the VMM as 
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concealed secondary storage. The most straightforward way to do 

this is to provide a special disk driver that is VMM-aware (flgm:e 

7.16). It is the loading of this special disk driver that breaks com­

plete VMM transparency. This limits the use of the codesigned pro­

cessor to those operating systems for which the special disk driver 

has been developed and deployed. The disk driver code can restrict 

the OS to that portion of the disk that is visible (actually, the guest 

OS is only informed of the nonconcealed region). Meanwhile, the 

VMM uses the disk driver to access its concealed region of disk. 

Guest OS -

, 
;Special 
I Disk ' 
I Ori : ver,-. 

: VMM :t 
,,,-- ......, 
..._ __,, 

..._ __,, 

...... ·~ 
li''11j?Jiil Concealed Secondary Storage. By adding a special disk driver, concealed 
secon ary storage (shaded) can be implemented. Both the guest OS and VMM software can 
call the driver, but only the VMM can access the concealed region of the disk. 

To avoid relaxing transparency even more, the VMM is entirely re­

sponsible for managing the concealed secondary memory. This im­

plies that it is not backed up or archived, for example, so this re­

stricts its use to caching code translations (or for paging VMM soft­

ware). This large, persistent code cache would be useful for reduc­

ing initial start-up time for big programs (including the OS when it 

is booted). However, checks have to incorporated to make sure that 

any source code with cached translations has not changed since the 

time of the translation, possibly by keeping a copy of the original 

source code and performing an instruction-by-instruction check 

(Conte. Satha~. and Banerjia 1996). Furthermore, the concealed 

secondary storage would only be useful for large blocks of trans-
1-•-...l --...l-- &-- ---111-1- -1-- :.._ -•-- ..... l...l ---1--1-1- ... 1-- s;: __ .._ __ ..__ .._ ___ _ 
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late from scratch than to make disk accesses. An interesting (and 

less transparent) disk-based code caching approach was proposed 

for dynamic rescheduling ofVLIW binaries based on page-sized 

code blocks (Conte and Sathay:e 1995). 

7.6 Applying Codesigned Virtual 

Machines 

Thus far, we have described a number of mechanisms that allow a 

codesigned VM to emulate full ISAs and execute instructions effi­

ciently from a code cache. These mechanisms are only enablers; 

however, to be useful these mechanisms must be applied in code­

signed VMs that provide real advantages, such as improved perfor­

mance, power efficiency, and software flexibility. Advantages can be 

achieved at two levels, in effect at a macro level and at a micro level. 

At the macro level, entirely new ISAs can be implemented. Some of 

the proposed and implemented target ISAs for codesigned VMs have 

been aimed at exposing instruction-level parallelism to hardware in 

a more efficient manner than with conventional instruction sets. 

Most conventional instruction sets still reflect the sequential model 

of execution prevalent decades ago. Consequently, hardware is bur­

dened with discovering parallelism in the instruction stream at run 

time; this is the essence of modern superscalar processors. 

Two of the better-known codesigned VMs, the Transmeta Crusoe 

(Klaiber 2000; Haltbill 2000) and the IBM Daisy/BOA (Ebcioglu et 

al. 2001; Sathaye et al. 1999), implement VLIW instruction sets as 

their target ISA. The codesigned software is responsible for finding 

independent instructions in the source binary and packing them to­

gether in the VLIWs. The advantage of a VLIW implementation is 

that it does not require the complexity (and power consumption) of 

an out-of-order issue unit as in most superscalar processors. 
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A proposal for a different style of codesigned VM has a similar goal 

- to simplify instruction issue logic-but it does this by exposing 

chains of dependent instructions to the hardware (rather than inde­

pendent ones as with a VLIW) (Kim and Smith 2003). Then multiple 

in-order instruction issue units can be given the dependent chains 

of instructions. Each issue unit processes instructions in order, 

which simplifies hardware, but the multiple issue units can issue in­

structions out of order with respect to each other. A research project 

at the University of Illinois {Merten et al. 2001) provides a number 

of interesting codesigned hardware components targeted primarily 

at profiling and optimization, rather than ISA innovation. 

The goal of the IBM AS/400 implementation (Soltis 1996) is to pro­

vide a high-level object-oriented source ISA. Besides being well 

suited for efficient support of object-oriented system and applica­

tion software, this approach allows many of the hardware resource 

management mechanisms, e.g., page management, to be placed in 

the implementation-dependent VMM. Another advantage of the 

codesigned approach was demonstrated by the AS/400 designers 

when they successfully replaced the original host ISA (a proprietary 

CISC) with an extended PowerPC ISA and migrated users in a com­

pletely transparent way. 

At the micro level, codesigned VMs permit the implementation of 

specific performance enhancements {which may be related to the 

selected host ISA). For example, in a VLIW platform, all code sched­

uling is performed by the software translation system, so the ability 

to reorder instructions is crucial to the success of a VLIW-based 

computer. Consequently, in the codesigned VMs that use VLIW tar­

get ISAs, there is special support to enable reordering of instruc­

tions, especially load and store instructions, because dependences 

among load and store instructions are difficult to determine stati­

cally (i.e., to disambiguate them). 
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Finally, an important feature of codesigned VMs is that 

implementation-dependent profiling hardware can be built in for 

use by dynamic translating/optimizing software (Conte, Menezes, 

and Hirsch 1996: Heil and Smith 2000: Merten et al. 2000). This 

profiling hardware can be matched to optimizations used by the 

codesigned software translation code as well as features in the mi­

croarchltecture. 

To make the foregoing advantages more concrete, the next two sec­

tions give case studies of two of the more important codesigned 

VMs, the Transmeta Crusoe and the IBM AS/400. 

7. 7 Case Study: Transmeta Crusoe 

Although some elements of the codesigned VM paradigm had been 

used previously, for example, to provide code portability, the 

Transmeta Crusoe broke new ground in using a codesigned VM for 

achieving power efficiency and design simplicity. The TMS000 series 

was introduced in early 2000; these processors are described here. 

The follow-on Efficeon (TM8000) series was introduced in 2003, it in­

corporates larger caches than the TMS000 series, and its VLIW in­

structions are twice as wide. 

The Crusoe implements the Intel IA-32 ISA with an underlying pro­

prietary VLIW instruction set that uses dynamic code translation 

and optimization, centered on a code cache. The microarchitecture 

of the TMS800 processor is illustrated in flgure 7.17. The VLIW (or a 

molecule, in Transmeta parlance) consists of four instructions 

(atoms). It is a classic VLIW in the sense that the individual instruc­

tion fields in the VLIW are dedicated to specific functions. These in­

struction fields feed a branch unit, a floating-point unit, an integer 

unit, and a load/store unit. For precise traps, the Crusoe uses the 

method described in Section 7 .4 and is based on shadow registers 
::inn ::i o-::itPrl <::tnrP hnffPr 
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The memory hierarchy is illustrated in Figure 7.18. The VMM soft­

ware is held in compressed form in a 512KB boot ROM. At the begin­

ning of the boot process, this software is decompressed into a 2MB 

region of concealed memory. In the implementation shown, the 

code cache and various side tables consume 14MB. There are con­

ventional 64KB level-1 instruction and data caches, but, in addition, 

there are two smaller memories dedicated to the VMM. These are 

for critical VMM code and data that the designer relies upon for 

low-latency access. 

I 
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' ~ [jh,li4fifM Transmeta Crusoe TM5800 Microarchitecture. 

The big optimization challenges in the Crusoe involve breaking the 

complex IA-32 instructions into RISC-like micro-ops and then find­

ing parallelism and scheduling them into VLIWs. Because an in­

order VLIW microarchitecture is used, code reordering is a key part 

of the optimization process. To provide support for reordering, the 

Crusoe designers built some special features into the implementa-
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Being able to move load instructions is perhaps the most important 

type of reordering, because load instructions take longer to execute 

than most other instructions, especially if there is a cache miss. That 

is, it is desirable to reorder a load instruction higher up in the in­

struction stream so that it executes earlier and can therefore elimi­

nate or reduce the wait time of subsequent dependent instructions. 

For example, consider the code in Figru:e 7.19a, which contains two 

loads and two stores with an add instruction that consumes the two 

loaded values. It would be desirable to move the load instructions 

higher in the code sequence, as is shown in Figyre 7.19b. Then 

there are other intervening instructions that can overlap with the 

execution time of the loads. Consequently, the time the add instruc­

tion might have to wait for its input operands is reduced, especially 

if one or both of the load instructions should miss in the data cache. 

However, moving the load instructions up may be unsafe, because 

the store 

decompress 

512KB 2MB 
compressed ~ 

VMM VMM 

14MB 
Crusoe 
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1d r7, O(r8) 1dp r7,0(r8) x x 
ld r3,0(r4) st O(rl), r2 

stam: ~~rl) , r2 J 
st O(rS), r6 

st O(rS), r6 stam O(rS) , r6 
ld r7,0(r8) 
add r9.r3, r 7 add r9,r3,r7 add r9,r3, r7 

(a) (b) (c) 

@ii4fjijj Safe Reordering of Memory Operations with Load-and-Protect and Store­
under-Alias-Mask Instructions. (a) Original code sequence; (b) unsafe reordering (due to un­
known addresses); ( c) reordering with protection from 1 dp and stam instructions. 

instructions may be to the same memory address. For example, if 

the store to O(rl) happens to be to the same address as the load from 

O(r4), then in the reordered code the load will return the wrong 

data. Because the register values are often not known until run time 

and they may change over the course of the program's execution, 

the binary translator is not able to guarantee that the load and store 

addresses are never the same, so, to be safe, such a code reordering 

should be inhibited. 

A codesign approach for detecting such memory conflicts is very 

well suited to this problem (Gallagher et al. 1994), and the 

Transmeta designers took such an approach by adding a pair of spe­

cial instructions. The load-and-protect instruction (ldp) performs a 

load operation and records the address and size of the loaded data 

in an architected table. The store-under-alias-mask (stam) instruc­

tion performs a store and also contains a mask that identifies cer­

tain table entries-the ones set by preceding ldp instructions. For 

each stam instruction, the masked ldp instructions are illustrated in 

Figure 7.19c with arrows from the stam to the ldp; the table itself is 

not shown. The second stam in the example identifies only the sec­

ond load, because the first load was already ordered ahead of it. If a 

table entry indicated by the mask of a stam instruction detects an 

overlap between the ldp's memory address and the stam's memory 

address, then there is a trap to the VMM. At that point, the VMM can 

handle the situation like it does most other traps: It can go back to 

the previous checkpoint and begin interpreting the original code in 
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peatedly traps, then the VMM can reorder the code more conserva­

tively, taking care to leave the overlapping load and store in their 

original sequence. 

The ldp/stam pair is an excellent example that illustrates the inter­

play between the codesigned hardware and software in a code­

signed VM. In this case, where a VLIW is used, the ability to reorder 

code is very important, and the ldp/stam instructions, in conjunc­

tion with the dynamic optimization code, facilitate code reordering. 

7 .8 Case Study: IBM AS/400 

The architecture of the IBM AS/400 (derived from the earlier 

System/38) is perhaps not as widely known as other "textbook" com­

puter architectures, but it is both highly innovative and commer­

cially successful (Soltis 1996). The AS/400 includes a codesigned VM 

- in fact, the whole system, including system software, was de­

signed from scratch using a fully integrated approach, so one could 

say the entire system was codesigned from top to bottom. Unlike the 

other codesigned VMs discussed in this chapter, however, the 

System/38 was not designed to support an existing, conventional 

ISA. Rather, the original System/38 designers invented a new, high­

level ISA with the goals of software simplicity and machine (hard­

ware) independence. 

User applications; 
OS 

----------- Ml & LIC 

Translator; 
Implementation-dependent OS 

-+----------+-- IMPI 

Proprietary platform 

User applications; 
OS 

- ---------- Ml & UC 

Translator; 
Implementation-dependent OS 

----------- PowerPC 

PowerPC platform 
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(D) 

@3il4ffJ•• AS/400 Architectures. (a) The original Syste,n/38 and early-generation AS/400 
systems were based on a proprietary ISA (IMP!) and hardware platform. (b) More recent 
AS/400 systems are based on an extended Power PC lSA and platform. 

The high-level instruction set is referred to as the technology­

independent machine interface, or just MI for short. Supplementing 

the MI is a set of standard libraries, the Licensed Internal Code (LIC), 

which deals with the implementation-dependent aspects of resource 

management. The MI and LIC together from an ABI layer upon 

which all implementation-independent software runs. 

In the original design, the underlying implementation architecture 

was based on a proprietary CISC ISA called the internal micropro­

grammed inter/ ace (IMPI)1 (see figure 7 .20a). In developing a high­

level ISA that is implementation independent, the objective was to 

provide for future changes in the underlying implementation, in­

cluding the lower-level ISA. This feature has been exploited as the 

AS/400 evolved, first by extending the IMPI in a transparent way 

and then by a complete shift to an extended PowerPC ISA (fl~ 

7.20b). 

Because the MI is at a higher level than a conventional ISA and was 

developed with the goal of hardware independence, the AS/400 ar­

chitecture is similar in philosophy to the HLL VMs described in 

Chanter 5 and follows the model illustrated in Figure 5.1. That is, 

the MI compiler is analogous to a conventional compiler frontend, 

and the MI translator is analogous to a conventional compiler back­

end. However, like other codesigned VMs, the AS/400 is a system 

VM. It supports not only language aspects of program execution but 

also a full system environment. The philosophy of dividing the 

implementation-independent and implementation-dependent soft­

ware extends to the OS functions; for example, device drivers and 

memory management algorithms are in the implementation­

dependent part of the OS. These functions are embodied in the li­

censed internal code, which uses the host ISA (IMPI or PowerPC). 
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The AS/400 uses an object-based ISA (the MI). So in this way it also 

follows a similar philosophy to the Java VM and the CLI (Chanter 5). 

However, in the AS/400, the MI itself is object based, in the sense 

that there are architected object types and type-specific instructions 

built into the Ml. The programs that run above the MI do not neces­

sarily have to be object based, however. In contrast, with Java and 

the CLI systems, the V-ISA includes architected primitives that are 

then capable of supporting the object-oriented programs that run 

above the V-ISA level; the only architected objects with their own in­

structions are arrays. 

7.8.1 Memory Architecture 

The MI has a memory architecture composed of objects. The objects 

are completely isolated from one another and can only be accessed 

via pointers; see flgyre 7.21. There are a number of object types 

supported and used by MI instructions. The simplest type of object is 

simply called a space, which, as the name suggests, consists of a 

space for data. Other objects contain object-specific information, i.e., 

a "functional part" as well as space for constants and other object­

related data. An object can be accessed only through a pointer cre­

ated specifically for that object. To access a location inside a space, a 

space pointer or data pointer (for typed data) must be used. The 

functional part of an object is implementation dependent and is ma­

nipulated only by MI instructions specific to that type of object; the 

contents of the functional part are not otherwise visible above the 

MI. The MI-supported objects can be created, destroyed, and modi­

fied by programs. 

Actual address values contained in pointers are not made visible to 

software above the MI level. Pointers can be used only for accessing 

data, and pointers cannot be modified with ordinary instructions. If 

an attempt is made to write to a memory location containing a 

pointer, then its ability to be used as a pointer is immediately de-
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stroyed. The implementation of this feature is described shortly. 

name 
name 
name 

• • 
• • 
• • 

name 
name 

object 

object 
(space) 

object 
,-------, 

functional 
portion 

space 
portion 

object 

object 

object 
(temporary) 

iih••ikff}I MI Memory Architecture. Memory consists of objects, which mczy be either 
permanent (persistent) or temporary. A typical object contains a functional portion, accessi­
ble onry via instructions specific to that type of object, and a space portion that can be modi­
fied with conventional instructions. The simplest object consists only of a space. 

Protecting the integrity of pointers is an essential part of any object­

based system. It is interesting to contrast this method of pointer pro­

tection with the one used in the Java VM, where references are pro­

tected by carefully tracking their type so that illegal operations on 

references simply never occur in a properly verified program. 

Although the MI object-based memory architecture is reminiscent of 

the heap used in Java and MSIL, a fundamental difference is that the 

AS/400 implements a system VM, so objects must persist over the 

lifetime of the system rather than just the lifetime of a process. 

There are no conventional files, from the perspective of the OS and 

applications. All storage, both in DRA1vl and disk, is one large object­

based memory managed beneath the MI level. All long-term storage 

is done via permanent objects. Each of these permanent objects has 

a name that is contained in an MI object called a context (or a library 

in the operating system, OS/400). To get a pointer to an object, a pro­

gram can specify a context and an object name; if the program is au­

thorized to access the object, it is then given the correct pointer. This 

is similar to opening a file in a conventional system. Permanent ob­

jects persist in the system until they are explicitly destroyed. 
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In addition to permanent objects, a process can create temporary 

objects for its use as it runs. These temporary objects do not neces­

sarily have a pointer held in a context~ and they remain in the sys­

tem until the system is rebooted. This ensures that there are no ac­

tive programs that have a pointer to a temporary object at the time 

it is removed. There is no garbage collection in the AS/400, so this is 

the mechanism by which temporary space is returned to the system. 

The implementation of the object-based memory, including all of 

memory management, is done entirely below the MI level. Main 

memory is based on the conventional PowerPC segment/page­

mapping structure, as described in Appendix Section A.8.1. The ob­

ject pointers are encoded in 128 bits, but the upper 64 bits contain 

type information and in some cases authorization information, and 

the lower 64 bits are essentially a 64-bit PowerPC virtual address. 

The only significant extension to the PowerPC memory architecture 

is the adding of protection for object pointers, i.e., to prevent a pro­

gram from overwriting a pointer in memory with an arbitrary 

value, and then later using it for an unauthorized memory access. 

This is accomplished by adding special instructions for loading and 

storing pointers and adding a "65th" bit to each memory double­

word. This 65th bit indicates whether the location contains a pointer 

(actually half of a 128-bit pointer). A load-pointer instruction checks 

this pointer bit; if set, it sets a condition flag that can be checked to 

verify that a valid pointer was loaded. A store-pointer instruction 

stores a pointer and sets the pointer bit(s). Every conventional (non­

pointer) store always clears the pointer bit. Hence, any attempt to 

overwrite a pointer with a regular store results in what will be rec­

ognized as a non pointer if it is ever accessed via a load-pointer in­

struction. 

7 .8.2 Instruction Set 
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The MI instructions are not intended to be executed directly, nor are 

they intended to be interpreted (although, in theory, they could be). 

They are essentially in a form that must be further compiled (trans­

lated) to the host platform's ISA before they can be directly exe­

cuted. In the original System/38 this was the IMPI; in the more re­

cent systems, it is an extended Power PC ISA. The MI ISA performs 

fairly conventional operations that can operate on normal data 

types held in a space. It also has instructions that operate on MI­

defined objects. 

The MI instruction format, shown in Figure 7.22a, consists of an op­

code and operand fields. The opcode is two bytes; the opcode exten­

der (described shortly) is also two bytes. There are zero ton operand 
fields, each three bytes long (in the original System/38, two bytes). 

For basic arithmetic and logical instructions there is a long format 

and a short format. The long format is operand.1 - operand2 op op­

erand3, where "op" is the operation being performed. The short 

form is operandl - operandl op operand2, i.e., the first operand is 

both a source and a destination. 

2 bytes 

opcode 

2 bytes 

opcode 
extender 
(optlonal) 

3 bytes 

operand 1 

(optional) 

addn & branch eq O gt O O O sum 

3 bytes 3 bytes 3 bytes 

operand n destinationl destination4 

(optional) (optional) (optional) 

(a) 

addendl addend2 destinationl destination2 

(b) 

ij!-,ijQff1'4 AS/400 Instructions. (a) The general instruction format; (b) an example in­
struction that performs an addition and a multiwey conditional branch. 

An interesting feature of the MI is that every instruction can include 

a four-way conditional branch or can evaluate up to four predicate 

values (called indicators in AS/400). These are implemented via the 

extended opcodes. If there is an opcode extender, then the instruc­

tion also has up to four branch destinations (or addresses for indica­

tor values). The 16-bit extended oocode is divided into four 4-bit 
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fields. Each of the 4-bit fields encodes a condition, such as greater 

than zero, equal to zero, less than or equal to zero, etc. If the opcode 

extension is for a branch and the result of the instruction matches 

the first test condition, then there is a branch to the first branch des­

tination; if it matches the second condition, it branches to the sec­

ond destination, etc. A condition of zero indicates no test (and no 

destination is given). Similarly, for an indicator-setting instruction, 

the four destination fields correspond to up to four locations in 

memory where true/false predicate flags are stored. 

For example, the instruction in figure 7.22b does the following-it 

performs an addition on addendl and addend2, and the result is 

placed in sum. Then if the sum is zero, it branches to destinationl; if 

the sum is greater than zero, it branches to destination2; otherwise, 

there is no branch, and the next instruction is executed. This in­

struction takes a total of 19 bytes, but it is important to keep in mind 

that this is the architected representation for the instruction. Before 

it is actually executed, it is translated to an implementation­

dependent form that will be more compact, and it does the work of 

multiple RISC instructions. This instruction, for example, would 

likely compile to three PowerPC instructions, an add followed by 

two conditional branches. 

The next matter is the way the operands are specified. The operand 

fields point into a two-level table that contains descriptors of the op­

erands; this is called the object definition table, or ODT. As used here, 
the term object is being overloaded; these so-called objects are dif­

ferent from the true architected objects to be discussed later. The 

ODT, along with an instruction referencing it, is illustrated in Figyre 

7.23. The first-level table is the ODT direction vector (or ODV). This 

table consists of up to 16 million fixed-length fields that are directly 

addressed by the 3-byte instruction operand fields. The entries in 

the ODV contain a description of an operand type along with an op­

tional pointer to the second-level table, the ODT entry string (OES). 
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The OES is used tor those operand descriptors that don't fit in the 

fixed-length ODV entry. 

Object 
Definition 

Tab .. 

Program 

OOT 
Direction •·· constant binary(2) binary(2) Vector ....._ _ __,,__._---._....__ __ ...,___~ __ ..____..__ _ ____.~ _ __.__, 

OOT 
Entry 
String 

. 
\ 

4 A 2 3 

[lfalikMJ• Specifying AS/400 Operands. AS/400 operands are specified by an object defi­
nition t e (ODT). 

In the example shown in Figure 7.23, two instructions in a program 

are shown along the top. The first instruction is an addn (add nu­

meric). Its first operand is specified in ODT entry 32 and the other is 

in ODT entry 31. These operands are 2-byte binary (two's comple­

ment) numbers. The second operand is a constant (x4A23), and the 

pointer in ODT entry 31 points to the OES entry that holds the con­

stant value. The result is also a 2-byte number (as indicated by entry 

34). The second instruction takes the result of the first as one oper­

and and a second constant (x13DF) as the second and multiplies 

them to form a 4-byte binary result. In these arithmetic instructions 

the opcodes, add numeric and multiply numeric, are generic; the ac­

tual type of operation (two's complement, decimal, or floating point) 

is determined from the types of the operands given in the ODT. 

Note that the entries in the ODT indicate the types of operands and 

the data flow (e.g., that the result of the addn is an input to the 

muln). The actual storage locations for operands are assigned only 

after the MI is translated to the implementation instructions. At that 

time the specified operands may be assigned to registers, to a VMM­

managed region of memory, or both. The constant operands would 

likely be translated into immediate fields of implementation instruc­

tions. This is very much like the register assignment process ordi­

narily performed in a compiler backend; here, it is deferred to the 
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VMM translator. 

As pointed out earlier, all logical memory resides within objects; 

therefore accessing operands in memory must be done through 

pointers. Pointers are another operand type that can appear in the 

ODT. A pointer is returned when an object is created or when a sym­

bolic pointer (e.g., as would be held in a context) is resolved. 

As noted earlier, some instructions are object specific. The list of MI­

supported objects is given below. Note that because the AS/400 was 

targeted at commercial applications, it has a number of objects in­

tended to support databases. The operating system can use these ob­

jects directly for its purposes (the OS is also object based), or it can 

use these objects as primitives to build OS-defined objects. 

Access group, Context-objects used for object management 

Authorization list, User profile-objects used for supporting secu­

rity 

Byte string space, Data space, Dump space, Space-objects whose 

primary use is to hold data 

Commit block, Cursor, Data space index, Dictionary, Index, 

Journal port, Journal space-objects whose primary use is to sup­

port database operations 

Class-of-service description, Mode descriptor, Process control 

space, Queue, User profile-objects for process management, used 

by the OS 

Controller description, Logical unit descriptor, Network descrip­

tion-objects used to support 1/0 

Module, Program-objects that contain translated code 
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7.8.3 Input/Output 

Because of the focus on commercial applications, the I/O system in 

the AS/400 is a very elaborate one, based on I/O processors (IOPs), 

separate from the central processor. Consistent with the overall 

AS/400 philosophy, I/O is divided into implementation-independent 

and implementation-dependent parts, with the MI separating the 

two. The presence of IOPs simplifies the task of pushing the device­

dependent aspects out of the central processor (and well below the 

MI layer). 

At the level of the MI there is no secondary (disk) storage; rather, it 

is part of the unified memory architecture. In other words, disks are 

not considered to be part of the I/O system, and they have no pres­

ence above the MI level. All disk management software, drivers, etc. 

exist in the implementation-dependent part of the system. It should 

be pointed out that taking this approach is simplified in an environ­

ment where a single company is designing the entire system, i.e., 

where there is a high degree of vertical integration. The I/O devices 

visible above the MI layer are divided into generic types, for exam­

ple, printers, keyboards, graphics displays. The logical characteris­

tics of each of these general types are characterized by MI-level sys­

tem objects called logical unit descriptors. Similarly, device con­

trollers that may be present in the system can each control multiple 

devices. Two other MI-level objects, the controller descriptor object 

and network descriptor object, contain the logical characteristics of 

device controllers and network interfaces. The operating system in­

teracts with software below the MI level (and, in effect, with the I/O 

devices) through instructions that operate on the MI-level objects. 

7 .8.4 The Processor Resource 

Above the MI level, the operating system establishes overall usage 

policies, for example, what the priorities the processes should be 
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mentation of the policy is below the MI layer. That is, the 

implementation-dependent part of the system actually manages the 

scheduling queues. 

Overall, many conventional operating system functions are done be­

low the MI. This again reflects the overall integrated structure of the 

AS/400 design environment. When both the platform designers and 
the OS designers work at the same company (and largely at the 

same company site), it is easier to divide the OS functions in this 

manner. 

7 .8.5 Code Translation and Concealment 

One of the more interesting aspects of the AS/400 is the way that it 

manages programs while concealing the implementation-dependent 

details. The process of compiling and translating a program is illus­

trated in flgure 7.24. First, a high-level language program is com­

piled, with the resulting MI code and object descriptor table being 

placed into a space object. Here, it is referred to as a template for an 

object yet to be created. Then a create program instruction is exe­

cuted. One of its source operands is a pointer to the space object 

holding the program template. This instruction is "executed," which 

in fact results in the complete translation of the template contents 

into a program object containing the implementation-dependent ex­

ecutable file, e.g., PowerPC code. The create program instruction re­

turns a result operand, which is a pointer to the program object con­
taining the translated code. After being created, a program can be 

executed, and it can be maintained persistently or temporarily, just 

as any other object. 

space object 

HLL 
Program 
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template 

IMl7 
~~~ 

Instruction 

Create Progrsm source result 

Translator 

implementation­
dependent 

executable code 

template 

IMl7 
~ 

li''1•ikffJ• Compiling and Translating a Program on the AS/400. The steps of compiling 
an HLL program and translating it into an implementation-dependent form. 

The contents of the program object cannot be directly observed 

above the MI level; i.e., the contents are concealed, just as with any 

other object. However, there are times when it may be desirable to 

look at the program code, for example, when debugging. To accom­

plish this, the original program template is also kept as part of the 

program object. Then the original program can be materialized, that 

is, given back to the user in its original, machine-independent form. 

This feature yields another interesting capability. Say that a pro­

gram has been compiled on a given hardware platform and is 

stored as a persistent object. Then the hardware platform is 

changed, as when IBM changed the AS/400 platform to PowerPC. 

Because the original template is stored in the program object, the 

olatform switch is transoarent to the user: in oarticular. the user 
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does not have to recreate the program object for the new host plat­

form. Rather, when the user attempts to execute the program object 

on the new platform, the software below the MI layer will recognize 

that the translated code is for a different platform and use the origi­

nal program template to produce a translation for the new host plat­

form and place it in the program object. 

Finally, it is interesting to compare this overall approach to 

implementation-dependent concealment with that used by the other 

codesigned VMs discussed in this chapter. The other codesigned 

VMs perform both translation and caching of translated code in a 

concealed manner. This means that each time a program is exe­

cuted, it must be translated from scratch and then held in a code 

cache until the program terminates, at which time the code cache 

contents are discarded. In the AS/400, the fact that programs must 

be translated is not concealed, yet the actual translated code is con­

cealed (within an object). Because the translation process is not con­

cealed, the system can maintain translated programs in a persistent 

way, by treating them like any other persistent objects. 

7.9 Summary 

To some extent, modern codesigned VMs, as exemplified by the 

Transmeta Crusoe, should still be considered a somewhat experi­

mental approach to computer design. This approach is based heav­

ily on dynamic translation to a concealed code cache. Translations 

do not persist between successive program runs, so translation 

overhead is a major concern. On the other hand, it takes tens of mil­

liseconds to access the disk when loading a conventional program 

or when performing other loading and linking tasks, possibly in­

cluding additional dynamic loading and linking, as the program 

runs. When viewed from this perspective, the time required for dy­

namic translation does not appear so great, and, in a sense, it could 
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just-in-time compilation for HLL VMs will tend to make this ap­

proach appear more conventional as time passes. 

The earlier AS/400 object-based approach, although successful and 

still used in the IBM iSeries machines, has not been copied in other 

commercial products. It is based on an unconventional separation 

of hardware and software functionality that probably works best in 

a completely vertically integrated system development environ­

ment. This design environment is much less common today than it 

was when the AS/400 (System/38) was first developed. A recent re­

search project at the University of Illinois (Adve et al. 2003) advo­

cates a new V-ISA that is in some respects similar to the AS/400 Ml; it 

uses object-based memory architecture and a register-intensive in­

struction set. A primary goal is passing performance-critical infor­

mation down to the hardware, where it can be more readily used. In 

other related work, the DELI project (Desoli 2002), builds on the ear­

lier HP Dynamo project, and provides a callable interface into the 

emulation layer, thereby allowing application or system software 

the ability to interact with the emulation process. 

Thus far the only real example of a modern codesigned VM is the 

Transmeta Crusoe, although the IBM Daisy/BOA project was carried 

far into software development and simulation. Both of these sys­

tems use a target ISA based on VLIW, and the suitability of VLIW for 

general-purpose computing remains a topic for debate. The 

Transmeta processors are targeted at power efficiency; their perfor­
mance is not at the same level as the high-end superscalar proces­

sors that dynamically reorder instructions. Because most contempo­

rary processors use out-of-order superscalar designs, when evaluat­

ing performance it is difficult to separate the codesigned aspect 

from the VLIW aspect to reach any conclusions regarding the over­

all suitability of the codesigned VM approach. The bottom line is 

that the codesigned VM approach remains a very interesting tech­

nology whose full potential remains to be fully determined. 
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Finally, an interesting future application of codesigned VMs is to tar­

get multiple source ISAs with the same platform. That is, to develop 

a single processor capable of executing software from multiple, dif­

ferent ISAs, depending on the emulation software that has been 

loaded into concealed memory. These convergence architectures 
(Gschwind et al. 2000) would, among other things, allow computers 

in server farms to be dynamically customized to fit the software 

they are called upon to execute. 

1. Calling the codesigned software micro-code indicates that it was considered to be 

part of the hardware design, as opposed to being considered conventional software. 
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Chapter Eight 

System Virtual Machines 

It was observed very early that many of the hardware resources in 

a typical computer system are underutilized. The concept of time 

sharing was developed to improve resource utilization by allowing 

multiple users to access a single computer system simultaneously, 

with each user being given the illusion of having access to a full set 

of system resources. In order to create this illusion, a multiprogram­

ming operating system essentially implements a process virtual ma­

chine for each application-level program and switches resources 

among the programs on a time-shared basis. 

System virtual machines take this concept one step further by pro­

viding a similar illusion for complete systems. A system VM environ­

ment is capable of supporting multiple system images simultane­

ously, each running its own operating system and associated appli­

cation programs. Each operating system controls and manages a set 

of virtualized hardware resources, as illustrated in Figyre 8.1. The 

virtual resources include a processor (or processors), storage re­

sources, and peripheral devices needed to perform input and output 

(1/0) for the system. 

In a system VM environment, real resources of the host platform are 

shared among the guest system VMs, with a layer of software, the 

virtual machine monitor (VMM), managing the allocation of, and ac­

cess to, the hardware resources of the host platform. The VMM owns 

the real system resources and makes them available to one or more 

guest operating systems that alternately execute on the same hard­

ware. Thus, a guest operating system in a virtual machine environ­

ment is given the illusion of owning the resources it subsequently 
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Each virtual resource may or may not have a corresponding physi­

cal resource. When a corresponding physical resource is available, 

the VMM decides how access will be provided to virtual machines 

requiring its use; e.g., the resource may be partitioned or may be 

time shared. When a virtual resource does not have a matching 

physical resource, the VMM may emulate the action of the desired 
resource, typically via a combination of software and other re­

sources that are physically available on the host platform. 

Linux Windows Solans 
Applications Applications Applications 

Linux Windows Solaris 

Virtual Virtual Virtual 
Intel IA"32 Intel IA-32 Intel IA-32 

Virtual Machine Monitor (VMM) 

Intel IA•32 Hardware 

[jh,liij.i• Example System VM Environment. In this example, the Intel IA-32 platform is 
capable of simultaneously running the Linux, Windows, and Solar is operating systems, along 
with their applications. 

System virtual machines have a number of useful applications, 
some historical, some relevant today, and many that are likely to be 

important in the future. Some of these applications are described 

next. 

■ Implementing multiprogramming: Using multiple single-user virtual machines 

is a simple way of providing multiprogramming and time sharing without 
requiring a complete multiprogramming OS. !Each user in a multiuser 

environment is given the illusion of having an entire machine, including the 

CPU, memory, and peripherals. Many of the users ofVMs on early mainframe 

computers, such as the IBM Systern/370 and its successors, used virtualization as 

an alternative to a time-sharing system. These users ran a simple, compact, and 

efficient single-user operating system called the conversational monitor system 

(CMS), instead of the monolithic time-sha1ing operating systems available at the 

time. 

■ Multiple single-application virtual machines: This is an extension of the 
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own virtual machine increases the robustness of the system. Erratic behavior of 

one application and its associated OS on a conventional system could bring down 

the machine. If this happens on a virtual machine, it is less likely to affect the 

operation of another application running on a different virtual machine. This may 

be useful in situations where a new application might corrupt the entire system 

because of either bugs or viruses. 

■ Multiple secure environments: A system VM provides a sandbox that isolates 

one system environment from other environments, thus ensuring a level of 

security that may not be provided by a single operating system. For example, a 

user accustomed to running applications on a private machine may be reluctant 

to transfer the applications to a Web server unless there is some guarantee that 

the user's resources and activity cannot be accessed or monitored by other users 

of the same server. In such a situation, a virtual machine can be used to provide 

an environment that, for all practical purposes, is isolated from the others and 

through which it is not possible for one user to observe or change another's data 

and activity. 

■ Managed application environments: In an organization that provides a core set 

of supported applications to users who also want to install their own applications, 

VM technology allows the core set of applications to be placed on one virtual 

machine, protected from other virtual machines on which users install new 

applications or develop their own programs. 

■ Mixed-OS environments: A single hardware platform can support two different 

operating systems concurrently. A user may prefer office productivity tools that 

run on one operating system, for example, but prefer another operating system 

for application development. The user can do both by installing two virtual 

machines on a single hardware platform, one for each operating system. 

■ Legacy applications: When a new version of an OS is released, it is not 

uncommon for OS developers to support seldom-used features with degraded 

performance while supporting new features that allow most new applications to 

run with improved performance. In this situation, users who need to run old 

applications without degraded performance can use one virtual machine to run 

the " legacy" application under the old OS while using another VM to take 

advantage of the presumably improved features in the newer version of the OS. 

■ Multiplatform application development: Software developers often need to 

implement and support software that works on multiple operating systems. 

Virtual machine technology allows software developers to test their software 

using multiple vi11ual machines on the same hardware platfom1. This is both 

more convenient and more cost effective than having multiple sets of hardware, 

one for each OS. 
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new operating system in a gradual way. The user can try out a new operating 

system on one virtual machine even while the old operating system is running 

applications on a different virtual machine. The old operating system can be 

removed from the system after it has been ascertained that all relevant 

applications work correctly on the new operating system. 

■ System software development: In large systems, it is sometimes necessary to 

develop (or test) new system software while the same system is being used for 

running important applications. In this situation it could be very costly if a bug in 

the code under development were to bring down the entire system. This situation 

can be avoided by encapsulating the development environment on a virtual 

machine separate from the virtual machine where the production-level 

applications are running. 

■ Operating system training: It is often necessary to demonstrate techniques and 

effects of changing parameters or policies when training system management 

personnel. Such training is better done on a copy of the operating system running 

on a virtual machine than on the operating system running on the real machine so 

that other users of the operating system do not suffer from unexpected effects. 

■ Help desk support: Help desk service personnel can bring up a virtual machine 

that emulates the hardware configuration of a client in order to determine the 

nature and cause of problems the client may be encountering. It is not necessary 

to have all possible configurations of hardware physically available-virtual 

machine technology allows a single hardware platform to be set to any of several 

different configurations. 

■ Operating system instrumentation: Running the operating system on a virtual 

machine allows the virtual machine monitor to instrument accesses to hardware 

resources selectively. Not only can all events of a particular type, e.g. , page 

faults, be counted, they can also be logged with detailed information about their 

nature, their origin, and how the requests were satisfied. Moreover, the 

programming for all such instrumentation and measurements can be 

encapsulated outside the operating system, communicating solely with the virtual 

machine monitor. Today, it is quite common for operating system researchers to 

conduct most of their experiments using virtual machines rather than directly on 

the hardware platform. Keefe {1968) describes early work on IBM mainframes 

on system evaluation using a virtual machine. The User Mode Linux system 

(UMLinux 2003) also uses virtual machine technology to test the fault tolerance 

of a Linux system. 

■ Event monitoring: Some virtual machines provide capabilities that cannot be 

performed on a native system. For example, virtual machines lend themselves 

better to providjng traces of execution or dumps of the machine state at points of 
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from some saved state is useful for analyzing the behavior of a system to 

understand unexpected behavior. 

■ System encapsulation: System virtual machines provide a convenient way of 

encapsulating the state of the entire machine. This is useful for checkpointing 

machine state, with a view to resuming execution at a different time or even on a 

different host machine. 

We are nearly ready to describe system VMs in more detail. Before 

doing so, however, we first point out that this chapter considers a 

very important class of system VMs but not all system VMs. In par­

ticular, as described in the taxonomy given in Section 1.5. this chap­

ter will focus on system VMs where the ISA of the host and guest are 

the same. Furthermore, most of the attention will be given to 

uniprocessor systems. Important aspects ofVM implementation re­

lated to other types of system VMs can be found elsewhere in this 

book, as summarized shortly. 

Multiprocessor virtualization is a simple extension of uniprocessor 

virtualization. However, there are some special considerations 

when a multiprocessor is being virtualized. One consideration is 

that with a single processor, virtualization must be done by time 

sharing the single processor resource. With multiprocessors, how­
ever, virtualization can be achieved by partitioning the multiple 

hardware processors among the virtual systems. The choice be­

tween time-sharing processors and partitioning (or using both) 

opens up a number of additional design alternatives when multipro­

cessors are being virtualized. 

Another important consideration for shared-memory multiproces­

sors, particularly when the host and guest ISAs are different, is the 

memory models supported by the guest and host platforms. The two 

aspects of memory models that are crucial are memory coherence 

and memory consistency. Both of these involve the way in which 

memory operations performed by one processor are observed by 

other processors in the systems. If the host system does not support 

the same coherence and/or consistency models as the guest as-
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sumes, then the virtualization process may need to take special 

steps to ensure compatibility. We discuss considerations that are 

specific to multiprocessor virtualization in Chapter 9. 

When the guest and host ISAs are different, software in the VMM 

can emulate the virtual ISA using the techniques described in 

Chanters 2-_4. Chanter 9 will address some of the system VM issues 

that arise where the ISA of the guest is different from that of the 

host. 

8.1 Key Concepts 

In this section we provide an introduction to the various parts of a 

hardware platform, with a view to understanding how virtualiza­

tion can be achieved. 

Disk Memory 

CPU 

To 
network 

Printer 

Terminal 

• • •• •• • •• • •••• ••• •• • •• •• • • ••• • •••••• Controller •••• • •• • ••••• ••• • •• • •••• rH~=~B 
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I I CD-Drive I 
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Display Mouse Display Mouse 

i.F:1•\~:Jtr! Hardware Replication for a Two-User Virtual Machine System. The terminal contro;fci lects and tags the requests from multiple users. If such a piece of hardware is 
not available, the computer backplane must have enough slots to accommodate the adapters 
for both sets of personal devices. 

8.1.1 Outward Appearance 
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The illusion of multiple machines is an important part of many VM 

systems. This illusion can be accomplished purely by software 

means or, in some cases, through a replication of a subset of the 

hardware resources. For example, there may be cases where the 

physical resources used directly by individual users-namely, the 

keyboard, display, and personal peripheral devices, such as a CD 
ROM drive-are replicated, with one dedicated set for each user, 

while the rest of the hardware is shared via virtualization software. 

This situation is shown in Figure 8.2. 

Alternatively, when a single user wishes to run two operating sys­

tems on the same hardware, there is no need to replicate any of the 

physical devices. Yet the user can be provided with the illusion of 

running both operating systems simultaneously. By using a hard­

ware switch or, more typically, by entering a special key sequence 

on the keyboard, all the personal devices can be switched from one 

virtual machine to the other. 

In some system VM environments, one of the operating systems may 
be considered more important than the other. The user interface of 

the first provides a window displaying the full user interface of the 
second. Interactions with applications running on the second oper­

ating system take place within this window. In a hosted virtual ma­

chine, for example, if the host operating system were Windows, a 

graphical window could be established on the desktop interface to 

interact with a virtual machine on the same platform. This solution 

is similar to the DOS window that may be brought up within the 

Windows desktop interface to run legacy DOS applications. 

8.1.2 State Management 

The architected state of a computer is contained in and maintained 

by the hardware resources of the machine. From a performance 

point of view, all state-holding hardware resources are not equiva­

lent. There is usually an architected hierarchy of state resources, 
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ranging from registers at the top of the hierarchy to secondary stor­

age (e.g., disks) at the lower end of the hierarchy. In a VM system, 

each virtual machine has its own architected state information, and 

there may or may not be adequate resources in a host hardware 

platform to map each element of a guest's state to its natural level in 

the host's memory hierarchy. For example, a guest's register state 

may actually be held in the main memory of the host platform as 

part of a register context block. 

In normal operation, the VMM periodically switches control among 

the guest VMs. Regardless of where the state is actually held, as op­

erations on the guest's state are performed (e.g., via instruction exe­

cution), the state maintained on the host machine should be modi­

fied just as it would be on the guest's native platform. This is essen­

tially the VM isomorphism discussed in the book's introduction and 

illustrated in Figm,:e 1.2. There are two basic ways of managing 

guest state so that this is accomplished. 

One way is to employ a level of indirection, by holding the state for 

each guest in fixed locations in the host's memory hierarchy with a 

VMM-managed pointer indicating the guest state that is currently 

active. As the VMM switches among guest systems, it changes the 

pointer to match the current guest. This is illustrated in Figure 8.3a, 

where the pointer actually points to the register context block of the 

currently active guest virtual machine. This is analogous to the situ­

ation in virtual memory systems, where the page table pointer is 

used by the operating system to point to the address space of the 

currently active process. 

The approach of using indirection can be relatively inefficient if the 

memory resource that holds state in the guest VM has characteris­

tics that are different from those on the native platform, as in the 

example of Figm,:e 8.3a, where the register state is actually held in 

memory. In such a case, in order to perform a copy operation from 

re2:ister A of virtual machine 2 to re2:ister B of the same virtual ma-
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chine, the VMM would have to perform a memory-to-memory copy 

by loading the value in the memory location representing register A 

into some temporary register and then storing the value in the 

memory location corresponding to register B. Such a copy takes two 

memory-access instructions and could take more instructions if an 

address register must be loaded with a pointer to the location of the 

register file in memory. 

Processor 
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point to VM program and 
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processor back to system 
memory 

i.F-,ii4j,f• Methods of Maintaining Virtual State illustrated for a Register File. (a) Using 
indirection, (b) by copying. The boxes at the right indicate the actions taken when activating a 
virtual machine and copying a register value. In the first case, the value corresponding to a 
register is loaded from a table in memory and copied back to another location in the table. In 
the second case, the registers are used directly to accomplish the move. 

To avoid this inefficiency, a second approach for managing guest 

state is to copy a guest's state information to its natural level in the 

memory hierarchy whenever it is activated by the VMM and to copy 

it back when a different guest is activated. For example, in Figure 
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8.3b, the VMM copies the entire guest register contents into the 

host's register file at the time virtual machine 2 is activated by the 

VMM (after saving the registers of the previous guest). With this ap­

proach, the operation of moving a value from register A to register B 

is achieved by directly executing a native register-move instruction. 

In many system VM implementations, the goal is to execute guest 

code natively (i.e., without emulation) on the host platform. Thus, in 

the register example, after the one-time overhead of switching out 

the old virtual machine registers and switching in the registers of 

virtual machine 2, execution can proceed at the same rate as on a 

machine running the guest natively. 

The choice between indirection and copying depends on the fre­

quency of use and whether the guest state being managed by the 

VMM is held in a different type of hardware resource than on a na­

tive platform. For frequently used state information, such as the 

general-purpose registers, it is usually preferable to swap the state 

of the virtual machine to the corresponding real resource each time 

the virtual machine is activated. 

8.1.3 Resource Control 

Within a system VM environment, hardware resources, including 

the processor resource, are assigned to a VM at the time it is created 

according to configuration specifications. Once resources are given 

to a guest VM, it is important that there be a way for the VMM to get 

them back so that they can be assigned to a different VM. Thus, the 

VMM must maintain overall control of all the hardware resources, 

even though they are temporarily being used by the guest VM cur­

rently running. This section examines ways in which this can be 

achieved. 

First note that a similar issue arises in the case of conventional time­

sharing systems- multiple jobs are concurrently being executed on 

the machine, with each job having full access to its resources at any 
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given instant. However, there are som,e resources in the machine 

that are not directly accessible to the user application but accessible 

only to the operating system. One such resource is the interval 

timer, which, after being loaded with a value by the operating sys­

tem, counts down clock ticks and triggers an interrupt when the 

value it holds becomes zero. Before passing control to a user 

process, the operating system initializes the timer with the maxi­

mum period of time it will allow the user process to run. The timer 

interrupt will then guarantee that control is transferred back to the 

operating system within the maximum time interval. Thus, the oper­

ating system uses the timer to keep control of the processor by en­

suring that no user application can run for an indefinite length of 

time. And, because the OS has control of the processor, it can then 

control all the other resources. This control issue is similar to the 

one discussed in connection with runtime control of emulation 

frameworks in Chapter 3. 

The situation is similar in a system VM environment. Here, the prin­

cipal issue is that of time sharing resources among the different vir­

tual machines. We will see in Section 8.2.1 that a convenient way to 

provide the VMM with overall control is for the VMM to intercept all 

accesses to so-called privileged resources, such as the interval timer. 

These privileged resources, therefore, are not used directly by the 

individual virtual machines- rather, the VMM emulates the opera­

tion of these resources at all times. Instead of allowing the operating 

system in a virtual machine to field the timer interrupt, for exam­

ple, the VMM first handles the interrupt itself. The handler for the 

timer interrupt includes code that saves the state of the current 

guest virtual machine, determines the next virtual machine that 

should be activated, and loads the state for the next virtual machine 

to be run. It accomplishes this, as mentioned earlier, either by 

changing pointers, by copying state into hardware resources, or by 

doing both. Figure 8.4 depicts scheduling actions taken by the VMM. 
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Tnere may oe aarunonru. opportunmes ror me v MM to get comro1 or 

the system other than through interval timer interrupts. For exam­

ple, since privileged instructions encountered in the user mode 

must, as noted earlier, be intercepted and emulated by the VMM, the 

VMM gains control whenever the guest operating system issues 

privileged instructions (the mechanism for doing so is described in 

Section 8.2). 

\/MM determines VMM restores 
next VM to be archltected state 

activated for next VM 

Timer VMM saves l VMM sets timer VMM sets PC to timer 
interrupt architected state interval and interrupt handler of 
occurs of running VM enables intt1rrupts OS in next VM 

AmVM~ ! VMMAaL i...v .. -. 
Wj:1:liii•f• Actions Taken by the VMM in Retiring One Virtual Machine and Activating 

e Next Virtual Machine. 

A fair scheme for allocating hardware resources to virtual machines 

is one in which the virtual machines get ownership of the resources 

in turn for roughly equal amounts of time. The issues here are simi­

lar to the issues that arise in multiprogrammed operating systems. If 

the time allocated to each virtual machine is large, there is the possi­

bility that the resources are not optimally utilized. On the other 

hand, if the time allocated is small, the overhead incurred in switch­

ing between the virtual machines begins to degrade performance. 

For a fair scheme to work, the guest operating system on a virtual 

machine must be denied direct access to the interval timer facility 

so that it cannot reschedule the next timer interrupt. Furthermore, 

in order to make operation under a virtual machine completely 

transparent, the guest operating system should not be allowed to 

read the real timer value set by the VMM. (This transparency is 

needed to prevent the operating system from behaving in a differ­

ent manner when running under a V11M than it would on a real 

machine.) However, as we will see later in the chapter, the VMM can 

supply the guest with an emulated virtual interval timer. 

491 
12/23/2024, 2:45 PM 



Chapter 8: System Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

14 of92 

Strict VMM emulation of a guest's timer interval could potentially 

lead some user code to run for too long a time, however, starving 

other virtual machines from using the hardware resources. Hence, 

the VMM must examine every guest setting of the timer interrupt 

and override the requested value if it has the potential of being un­

fair to other virtual machines that may be running on the system. 

This is an instance where the emulation of privileged resources 

must be done by the VMM with a view to efficient and fair operation 

of the entire virtual machine system rather than for the perfor­

mance of an individual guest. 

8.1.4 Native and Hosted Virtual Machines 

It should be clear by now that the VMM is the key component in any 

system VM environment. The VMM is responsible for scheduling 

and managing the allocation of hardware resources to the various 

guest virtual machines. Hence it is also the point of control for the 

shared physical resources in the system. Such resources include the 

registers in the CPU, the real memory in the system, and the various 

1/0 devices attached to the system. For efficient operation of the sys­

tem, therefore, at least some part of the VMM implementation 

should have privileges higher than the actual privileges of the guest 

virtual machines it supports. By actual privilege, we mean the privi­

lege the code has on the hardware while running in the virtual ma­

chine environment. This, as we will see shortly, may be different 

from the privilege that is perceived on the guest. 

Applications 
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00:1•iif.J-W Native and Hosted VM Systems. (a) The operating system of a traditional 
uniprocessor executes in che privileged mode. (b) In a Mlive VM system, che VMM operates in 
the privileged mode. (c-d) A trusted host operating system executes in the privileged mode in 
a hosted VM system In both systems, the guest operating system resides in the virtual ma­
chine and operates at a less privileged level The VMM of a hosted system may work entireo, 
in the user mode (c) or in dual mode (d) when parts of the VMM operate in the privileged 
mode. 

As pointed out earlier, the relationship between the VMM and vir­

tual machines is analogous to the relationship between an operating 

system and application programs in a conventional time-shared sys­

tem. In the latter, the operating system typically works in a privilege 

level higher than that of the applications, e.g., in system mode versus 

user mode, as shown in ~ a. A virtual machine system in 

which the VMM operates in a privilege mode higher than the mode 

of the guest virtual machines is called a native VM system. In a na­

tive VM, the VMM is the only software that executes in the highest 

privilege level defined by the system architecture, as depicted in 

Figure 8.Sb. Conceptually, the VMM is first installed on the bare 

hardware, and the guest operating systems are then installed on top 

of the VMM. The guest operating systems and other less privileged 

applications run in levels of privilege lower than that of the VMM. 

This typically means that the privilege level of the guest OS is emu­

lated by the VMM. Native VM systems have been used and studied 

extensively and are discussed in detail in upcoming sections. 

For user convenience and implementation simplicity, it is often ad­

vantageous to install a virtual machine system on a host platform 

that is already running an existing OS. Such a system is called a 

hosted VM system (in this case the term host refers to the underlying 

OS). In a hosted VM system the VMM utilizes the functions already 

available on the host OS to control and manage resources desired by 

each of the virtual machines. Modifying a proprietary commercial 

operating system is often not possible, either because the source 

code is unavailable or because of licensing agreements. In these 

cases, the VMM may be implemented at the user level, a privilege 

level below that of the host operating system, as shown in Figure 

8.Sc. Such a system is commonly referred to as a user-mode hosted 
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VM system. For efficiency reasons, however, it is desirable to have 

at least part of the VMM work in the most privileged mode. This can 

often be achieved by modifying the host operating system through 

mechanisms commonly provided to extend the functionality of an 

operating system, such as kernel extensions or device drivers. Such 

a system that has parts of the VMM operating in a privileged mode 

and other parts in nonprivileged mode, as depicted in Figure 8.Sd, 

is referred to as a dual-mode hosted VM system. We will examine 

features of such systems further in Section 8.4.3. 

8.1.5 IBM VM/370 

The first virtual machine environment was the IBM System/360 

Model 40 VM (circa 1965) (Adair et al. 1966; Creasy: 1981). The in­

tention of the developers was to build a time-sharing system that ex­

tended the then-novel concept of virtual memory to other parts of 

the computer system. After debating the alternatives, the design 

team decided that the most appropriate interface to provide to the 

user would be the full System/360 architecture interface (the ISA) 

rather than just the user-level architectural interface enhanced by 

system library functions (the ABI). The perceived advantage was 

that this would be the best way to protect users from one another 

while preserving compatibility as the System/360 architecture 

evolved. It was not until much later, with a model of the System/370, 

that VM became mainstream. We will refer to the IBM virtual ma­

chine in the rest of the chapter as the IBM VM/370-many of the 

principles are still in use today in the zNM running on the IBM 

zSeries mainframes. An informative account of the development of 

VM on the IBM platforms is provided in Varian (1997), while a sur­

vey of virtual machine research at that time appears in Goldberg 

{19741. 

The virtual machine monitor ofVM/370 was called the control pro­

gram (CP). The CP design team also developed a single-user operat-
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to demonstrate the advantages of modularization for system evolu­

tion. The CP/CMS design separated the function of resource manage­

ment from the function of providing services to the user. The suc­

cess of the project was in large measure due to the design of the 

System/370 architecture, which allowed an elegantly simple imple­

mentation of the virtual machine concept. 

Even though CP and CMS are often referred to as a pair, one can ex­

ist without the other. In fact, CMS was developed on the bare ma­

chine before CP existed, and CP has hosted many operating systems 

in its life, including, most recently, Linux. As its importance and 

popularity grew, special hardware features were added to the 

System/370, primarily to reduce virtualization overhead. Some of 

these enhancements will be discussed in Section 8.5. 

8.2 Resource Virtualization­
Processors 

The key aspect of virtualizing a processor lies in the execution of the 

guest instructions, including both system-level and user-level in­

structions. There are two ways this can be done. The first is through 

emulation. As described in Chapter 2. emulation can be performed 

through either interpretation or binary translation. Emulation in­

volves examining each guest instruction in turn, either repeatedly 

when interpreting or once when performing binary translation, and 

emulating on virtualized resources the exact actions that would 

have been performed on real resources. Emulation is the only pro­

cessor virtualization mechanism available when the ISA of the guest 

is different from the ISA of the host. As we shall see presently, how­

ever, an emulation-like process may be necessary at times even 

when the two ISAs are identical. Such a situation occurs when in­

structions that interact with hardware resources need to operate 
niffPrPntlv nn ;i ,;Tirt11:ili7Pn nrnrPc:c:nr rh:in nn ;i rP:il nrnrPc:c:nr 
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The second processor virtualization method uses direct native execu­

tion on the host machine. This method is possible only if the ISA of 

the host is identical to the ISA of the guest, and even then only un­

der certain conditions. It is always possible to build a virtual ma­

chine by using emulation. However, even with sophisticated tech­

niques such as binary translation, the performance of a program on 

the virtual machine will rarely be as good as its performance on na­

tive hardware. Therefore, a basic design goal for system VMs with 

identical guest and host ISAs is that a significant fraction of the in­

structions execute directly on the native hardware. If this is possi­

ble, a program will often run on a virtual machine at about the 

same speed as on native hardware, unless there are memory or I/0 

resource limitations. The overhead of emulating any remaining in­

structions depends on several factors, including the actual number 

of instructions that must be emulated, the complexity of discovering 

these instructions, and the data structures and algorithms used for 

emulation. 

The following three subsections characterize those instructions in 

an ISA that must be emulated in order for a VMM to be successfully 

constructed. The techniques used for emulating the special instruc­

tions depend on the characteristics of the ISA. We will see that for a 

well-behaved, efficiently virtualizable ISA, a trap occurs naturally 

when an instruction needs to be emulated, the trap handler jumps 

to an appropriate interpreter routine, interprets the single instruc­

tion, and returns control back to the original program. In other, less 

well-behaved ISAs, the difficulty of isolating the instructions that 

need to be emulated may force a larger number of other instruc­

tions to be emulated. Section 8.2.4 addresses the problem of discov­

ering such instructions. In these cases, emulation performance can 

be improved by translating a group consisting of several instruc­

tions at a time using techniques similar to those described in 

Chanter 2. 
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8.2.1 Conditions for ISA Virtualizability 

In a classic paper (Po:gek and Goldberg 1974) inspired by 

Goldberg's doctoral dissertation (Goldberg 1972), Popek and 

Goldberg formally derived sufficient conditions under which an ISA 

can efficiently support virtual machines. We summarize in this sub­

section the valuable insight regarding the construction and under­

standing of system VMs provided by this work. 

In Section 8.1.4 we characterized both native and hosted system 

VMs. There tends to be an inherent inefficiency in purely hosted 

VMs because, as we will see in Section 8.4.3. the VMM needs to rely 

heavily on services of the host operating system. Therefore, we re­

strict the discussion here to native system VMs. In a native system 

VM, the VMM runs in system mode, and all other software runs in 

user mode. Note that this "other" software includes some software 

originally intended to run in the system mode, a guest operating sys­

tem being the prime example. The VMM keeps track of the intended 

(i.e., virtual) mode of operation of a guest virtual machine but sets 

the actual native hardware mode to user mode whenever executing 

instructions from the guest virtual machine, regardless of whether 

it is user or system software. 

The original analysis by Popek and Goldberg was for "third­

generation" machines, such as the IBM System/370, the Honeywell 

6000, and the Digital PDP-10, but it still holds for present-day ma­

chines (one could argue that from an ISA perspective, we are still in 

the third generation!). The assumptions made in the analysis are as 

follows: (a) The hardware consists of a processor and a uniformly 

addressable memory, (b) the processor can operate in one of two 

modes, the system mode or the user mode, (c) some subset of the in­

struction set is available only in the system mode, and (d) memory 

addressing is done relative to the contents of a relocation register 

(i.e., a fixed value is added to a virtual address to arrive at a physical 
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memory address). The analysis could be extended to more than two 

modes and to more complex memory architectures, but the funda­

mental results remain unchanged. Input/Output is not considered, 

but the approach and analysis can also be extended to I/O in a 

straightforward manner. 

The machine being virtualized is modeled as a 4-tuple, S = ~ £, M, P, 

R>, where E refers to the executable storage, M refers to the mode of 

operation, P is the program counter, and R is the memory relocation 

bounds register. The memory of the machine is assumed to be lo­

cated contiguously in physical memory from the location given in 

the relocation bounds register R. The relocation bounds register, as 

the name suggests, is a pair indicating the physical location and the 

size of the virtual memory space. The extension to paged or seg­

mented virtual memory systems is straightforward. A memory trap 

occurs if the address accessed by a program falls outside the bounds 

indicated by R. The trap atomically saves the current state of the 

machine, represented by M, P, and R in location 0, and copies the 

contents of location O of another process into M, P, and R- this es­

sentially has the effect of performing a context switch. 

A privileged instruction is defined as one that traps if the machine is 

in user mode and does not trap if the machine is in system mode. It 

is not sufficient for the instruction's behavior to be different in the 

two modes, and by definition the privileged instruction must trap 

when executed in the user mode. Note that this strict definition is 

for the purpose of this particular analysis and may differ from defi­

nitions used elsewhere when describing specific ISAs. Here are two 

examples of privileged instructions. 

■ Load PSW (LPSW, IBM System/370): This instruction loads the processor 

status word (PSW) with a doubleword from a location in memory if the 

processor is in system mode. If it is not in system mode, the machine traps. The 

PSW contains bits that determine, among other things, the state of the CPU. One 

of these bits, the P bit, specifies whether the CPU is in user or system mode. 
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Another part ot the !':SW 1s the lllstructton actctress tor program counter). 11 this 

instruction could be executed in user mode, a malicious user program could put 

itself in system mode and get control of the system. 

■ Set CPU Timer (SPT, IBM System/370): This instruction replaces the CPU 

interval timer with the contents of a location i.n memory if the CPU is in system 

mode and traps if it is not. Once again, if this instruction could be executed in 

user mode, it would be possible for a user program to change the amount of time 

allocated to it before being swapped out. 

As noted earlier, in a virtual machine environment, an operating 

system running on a guest virtual machine should not be allowed to 

change hardware resources in a way that affects the other virtual 

machines or the performance of programs outside the realm of its 

own virtual machine. Hence, even the operating system on a virtual 

machine must execute in a mode that disallows the direct modifica­

tion of system resources such as the PSW and the CPU interval 

timer. Consequently, all of the guest operating system software is 

forced to execute in user mode. 

Behavior 
sensitive 

(a) 

Control 
sensitive 

Innocuous 

(b) 

iJ!,AQj.jM Types of Instructions. (a) Sensitive and privileged instructions overlap (al­
though not necessarily completely). (b) Sensitive instructions and innocuous instructions are 
complements of each other. 

To specify instructions that interact with hardware, two categories 

of special instructions are defined. Control-sensitive instructions are 

those that attempt to change the configuration of resources in the 

system, for example, the physical memory assigned to a program or 

the mode of the system. (If I/0 were included in the model, then I/0 

would also be considered a resource.) Behavior-sensitive instruc­

tions are those whose behavior or results produced depend on the 

confie:uration of resources-in the model. this includes the value in 
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the relocation bounds register or on the mode of operation. If an in­

struction is neither control sensitive nor behavior sensitive, it is 

termed innocuous (see Figyre 8.6). 

The LPSW and SPT instructions mentioned earlier are examples of 

control-sensitive instructions. Their use allows an operating system 

to change some basic resource of the system, such as the mode of 

operation or the CPU timer. Examples of behavior-sensitive instruc­

tions follow. 

■ Load Real Address (LRA, Syslem/370): Thii> instruction takes a virtual address, 

translates it, and saves the corresponding real address in a specified general­

purpose register. The behavior of this instruction (i.e. the result value stored in 

the register) depends on the state (mapping) of the real memory resource. 

■ Pop Stack into Flags Register (POPF, Intel JA-32): This instruction pops the 

flag registers from a stack held in memory. One of the flag registers is the 

interrupt-enable flag, which can be modified only in privileged mode. In user 

mode, this instruction overwrites all flags except the interrupt-enable flag. For 

the interrupt-enable flag, the instruction acts as a no-op when executed in user 

mode. The behavior of this instruction therefore depends on the mode of 

operation. 

These instructions 
desire to change 

machine resources, 
e.g., load relocation 

bounds register 

Allocator 

lnstrucUon 
trap OCCUrS 

Dispatcher 

Privileged 
Instruction 

These instructions do not 
change machime resources 

but access privileged 
resources, e.g., IN, OUT, 

Write TLB 

500 

Interpreter 
Routine 1 

Interpreter 
Routine 2 

• 
• 
• 

Interpreter 
Routine n 
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The functions of the VMM can be divided into three parts, a dis­

patcher, an allocator, and a set of interpreter routines. These compo­

nents of the VMM are depicted in Figme 8.7. The dispatcher is the 

top~level control module of the VMM, which decides the next mod­

ule to be invoked; it is invoked by the interrupt handler when the 

hardware traps. The allocator decides how system resources are to 

be allocated, e.g., how to allocate memory resources in a noncon­

flicting manner. The allocator is invoked by the dispatcher when­

ever there is a need to change machine resources associated with 

some virtual machine. 

As we shall see, in a well-constructed VMM, any instructions that at­

tempt to change resource assignments or whose behavior is affected 

by the assignment of resources will trap to the VMM dispatcher. The 

trapping instructions that attempt to change resource assignments 

are then directed by the dispatcher to the allocator. The dispatcher 

directs all remaining traps to the interpreter routines. The inter­

preter routines, one per privileged instruction, emulate the effects 

of the instructions when operating on virtual resources. After an in­

terpreter routine finishes, control is passed back to the guest virtual 

machine at the instruction immediately following the one that 

caused the trap. 

According to Popek and Goldberg, a potential virtual machine moni­

tor must satisfy three properties before qualifying as a true virtual 

machine monitor: efficiency, resource control, and equivalence. 

Efficiency implies that all instructions that are innocuous must be 

executed natively on the hardware, with no intervention or emula­

tion by the VMM. Resource control implies that it should not be pos­

sible for guest software to directly change the configuration of any 

system resources available to it, e.g., real memory. The allocator 

must be invoked if the guest software makes any such attempt. 

Equivalence implies that any program executing on a virtual ma-
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chine must behave in a manner identical to the way it would have 

behaved when running directly on the native hardware, with only a 

few exceptions. The allowed exceptions are that (1) performance 

can be slower due to the emulation (e.g., interpretation) of certain 

instructions, (2) there may be a limitation on the extent of resources 

available, e.g., disk space, because of sharing among virtual ma­

chines, and (3) there may be differences in performance due to 

changed timing relationships, e.g., between the I/0 and the proces­

sor. 

Here, the reader should note that this formulation of a VMM is 

somewhat at odds with the common definition and the definition 

used elsewhere in this book. It is intuitively clear that the resource 

control and equivalence properties should hold for a VMM. 

Furthermore, it should always be possible to construct a VMM with 

these properties, however inefficient, by employing emulation tech­

niques whenever necessary. In effect, it is these two properties that 

we (and others) typically assume when defining a VMM. In the 

Popek and Goldberg formulation, a Vl\1M must also be "efficient" in 

order to be considered a true VMM. And it is the efficiency condition 

that most heavily depends on the condition stated shortly ahead in 

Theorem 1. 

An alternative formulation would define a VMM to have only the 

properties of resource control and equivalence and then to define 

an efficient VMM to be a VMM that also satisfies the efficiency prop­

erty. With the exception of the Popek and Goldberg theorems, we 

use these alternative definitions of VMMs and efficient VMMs in this 

book. Here, then, is the key theorem regarding (efficient) VMMs. 

Theorem 1: For any conventional third-generation computer, a vir­

tual machine monitor may be constructed if the set of sensitive in­

structions for that computer is a subset of the set of privileged in­

structions. 
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This is a surprisingly simple theorem, yet it has important implica­

tions. It says that an efficient virtual machine implementation can 

be constructed if instructions that could interfere with the correct 

or efficient functioning of the VMM (i.e., sensitive instructions) al­

ways trap in the user mode. All nonprivileged instructions can be 

executed natively on the host platform; no emulation is needed. The 

trapping of sensitive instructions, such as ones that attempt to real­
locate system resources or depend on system resource assignments, 

force control to go back to the VMM. The VMM can then examine 

the action desired by the virtual machine that issued the sensitive 

instruction and reformulate the request in the context of the virtual 

machine system as a whole. Figm:e 8.8 illustrates the sufficient con­

dition contained in the theorem. 

(a) Does not satisfy condition (b) Satisfies condition -
efficiently virtualizable 

ijh,li4j.j:! Illustrating Popek and Goldberg's Theorem 1. In (a), the sensitive instructions 
are not a SU set of the privileged instructions and hence the system may not be efficiently vir­
tualizable. On the other hand, the system in (b) satisfies the condition of Theorem 1. 

The VMM interprets a sensitive instruction according to the prevail­

ing status of the virtual system resources and the state of the virtual 

machine. Take, for example, the sensitive instructions LPSW and 

SPT described earlier in this section. These System/370 instructions 

are also privileged and hence satisfy the condition indicated in 

Theorem 1. Let's assume that a particular instance of an LPSW in­

struction has the net effect of going from one privileged state to an­

other state with the same set of privileges. The LPSW interpreter 

routine in the VMM determines that this particular transfer is harm-
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less by examining and comparing the contents of the location being 

loaded with the contents of the virtual copy of the PSW it maintains 

for that virtual machine. It then transfers control appropriately by 

modifying the contents of the hardware PSW, using an LPSW of its 

own. This LPSW does not trap because the VMM operates in system 

mode. ~ illustrates this process. 

On the other hand, if the LPSW instruction were executed by a user 

application running on the virtual machine, the trap handler would 

generate a virtual trap that is then passed to the virtual machine. 

The guest operating system handles this trap in exactly the same 

way as a native machine would when an attempt is made to execute 

a privileged instruction in user mode. 

Guest OS code In VM VMMcode 
(unrmode) (privileged mode) 

-- Dis~tcher 

' Privileged instruction (LPSW) - r, 
• I ) • I I • 

Next Instruction (target of LPSW) LPSW Routine; 

"" Change mode to privileged• V 

~ 
Check privilege level In VM 
Emulate instruction 
Compute target 

" Restore mode to user 
Jump to target 

I I 

~·. . . .. 
ll!3'11'1·ffl■ Handling of a Pnvileged Instruction ma Guest OS. The privileged mstructwn 
causes a trap because the guest OS is operating in user mode. The trap goes to the dispatcher 
in the VMM, from where it is directed to the special interpreter routine for the specific in­
struction. 

When interpreting the SPT instruction, the VMM examines the con­

tents of the location to be loaded into the CPU timer. It will allow 

this value to be loaded if the value (sav, t) is less than the time re­

maining from the allocated time for the virtual machine itself (t :s T). 

Otherwise it will load the timer with the time remaining for the vir-
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tual machine (D. Meanwhile, it keeps the time difference (t-D in 

an internal table so that this time can be restored when the guest 

VM is again activated. In this manner, the VMM ensures that it al­

ways remains in control, even in the presence of attempts by some 

virtual machine to monopolize the system resources. If the guest OS 

should attempt to read the timer value, the VMM will reconstruct 

the correct virtual timer value and return it to the guest. 

There are several simplifying assumptions made concerning the 

types of architectures under consideration in developing Theorem 

1, and some practical aspects such as I/0 and asynchronous inter­

rupts have been ignored. Yet the theorem is useful because it sug­

gests a convenient way of testing an ISA to determine the feasibility 

of an efficient virtual machine monitor. The theorem also provides 

clear guidelines for computer architects wishing to ensure that a 

new ISA lends itself to efficient virtualization. 

Virtual Virtual 
Machine Machine 

Virtual Virtual •• ty_o_np_rf--:J!l!(Ji!~--. .... -
Machine 

. . 
Machine 

.. 
2nd-level VMM 

Modes 

VMM Privileged 
Mode 

Hardware 

Lll:1'141-iui Recursive Virtualization. 

8.2.2 Recursive Virtualization 

It may sometimes be desirable to run a virtual machine system as 

one of the virtual machines. This implies that the VMM itself would 

be running in the user mode under the control of a copy of itself 

running in the privileged mode. The concept of running the virtual 

machine system on a copy of itself is called recursive virtualization 

(flgure 8.10). 
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There are two effects that usually restrict the ability to create an ef­

ficient recursively virtualizable system. First, if the VMM itself has 

timing dependences, then its performance could be affected ad­

versely when it runs in user mode within another virtual machine. 

In fact, the presence of timing dependences in a program could end 

up violating one of the conditions of Popek and Goldberg-the 

equivalence property. Thus a strong requirement for a recursively 

virtualizable system is that a VMM without any timing dependences 

be constructible for the system. 

The second effect comes from the fact that each VMM layer uses up 

its own resources, particularly system memory resources needed to 

keep the state of the various virtual machines running on the sys­

tem. If recursive virtualization is repeatedly performed, then these 

resources keep shrinking to a point where little is left for allocation 

to the virtual machines. As a result, the number of programs that 

run with identical effect on the real and virtual machines shrinks as 

the number of levels of virtualization increases. 

Neither of these is a problem, in practice, however. Seldom does the 

required number of levels of virtualization go beyond two. At this 

level of recursion, the overhead is still contained; moreover, the 

user is usually willing to accept the drop in performance resulting 

from the recursive virtualization. 

Popek and Goldberg formalized the conditions for recursive virtual­

izability in a second theorem. 

Theorem 2: A conventional third-generation computer is recur­

sively virtualizable if (a) it is virtualizable and (b) a VMM without 

any timing dependences can be constructed for it. 

8.2.3 Handling Problem Instructions 
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Observe that, as described earlier, the POPF instruction in the Intel 

IA-32 ISA is sensitive but not privileged-it does not generate a trap 

in user mode. Hence it violates the virtualizability condition of 

Theorem 1. The Intel IA-32 has several other instructions that simi­

larly are sensitive but not privileged (Robin and Irvine 2000). In re­

ality, there are very few ISAs that are virtualizable in the sense of 

the Popek-Goldberg theorem (or efficiently virtualizable in the ter­

minology we use). However, if an ISA is not efficiently virtualizable, 

all is not lost. It simply means that an additional set of steps must be 

taken in order to implement a system virtual machine (with possi­

ble loss of some efficiency). 

The POPF instruction mentioned earlier is a problem instruction be­

cause it inhibits the creation of an (efficient) virtual machine moni­

tor in the sense of Theorem 1. For convenience, let us refer to in­

structions that are sensitive but not privileged as critical instruc­

tions. It would be possible for a VMM to intercept POPF and other 

critical instructions if all guest software were interpreted instruc­

tion by instruction. The use of interpretation clearly leads to ineffi­

ciency (both as formally defined by Popek and Goldberg and in real­

ity). Fortunately, techniques related to those described in Chapters 

i and 3 can be used to reduce the inefficiency considerably. For ex­

ample, the VMM can scan the guest code stream before execution, as 

done during binary translation, and in the process discover all criti­

cal instructions, replacing them with a trap or a jump to the VMM, 

as shown in Figure 8.11. This replacement process is known as 

patching (Section 4. 7 .1). Only the code running on the guest virtual 

machines needs to be scanned-the VMM code is in privileged state 

and will work correctly without modification. The problem of scan­

ning and patching critical instructions is discussed in more detail in 

the next subsection. 

In a strictly efficient virtualizable machine, as defined by Popek and 

Goldberg, all nonprivileged instructions are executed natively. We 

rPfP.r tn ;i v irtn;il m;irhinP svstPm in whir.h snmP. nf thP. nnnnrivi-
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leged instructions must be emulated as a hybrid virtual machine sys­

tem. Scanning and patching is a pragmatic attempt by a hybrid vir­

tual machine system to execute most nonprivileged instructions na­

tively. Guest VM software containing few critical instructions should 

not see a significant degradation in performance. 

===;> Scanner and =;> 
Patcher 

Orig inal Program Patched Program 

!'!'lw•3••••ij .. :•j"'f•• scanning and Patching Code in a Hybrid Virtual Machine System. 

8.2.4 Patching of Critical Instructions 

As noted earlier, the problem of discovering critical instructions has 

a lot in common with the general problem of dynamic binary trans­

lation discussed in Chapter 2. The basic idea in both cases is to lo­

cate sections of code about to be executed and perform transforma­

tions on them. A major difference is that in binary translation, both 

the target code and the runtime execute in user mode, and hence a 

switch between them can be done via a jump. In the VM context, 

there is an actual change of privilege mode, which means that the 

jumps to the runtime are replaced with system calls (traps) to the 

VMM. 

One way to discover critical instructions is for the VMM to take con­

trol at the head of each guest basic block and scan instructions in se-
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quence umu me ena or me nas1c nwcK 1s reacnea. n a cnuca1 m­

struction is found during this scan, it is replaced with a trap (system 

call) to the VMM, and the critical instruction at the location is saved 

in a VMM side table, along with its original address. Another trap 

back to the VMM is placed at the end of the basic block in order to 

allow the VMM to regain control when the block completes execu­

tion so that it can scan and patch the next basic block to be exe­

cuted. If the next block has already been patched, the VMM simply 

jumps to the next block. This method ensures that every basic block 

to be executed is patched first. 

To reduce overhead, the trap at the end of a scanned basic block can 

be replaced by the original branch or jump instruction after all pos­

sible successor basic blocks have been patched; this is analogous to 

chaining basic blocks in a code cache (Section 2.7.1). For example, if 

the basic block ends with a conditional branch that has been re­

placed with a trap, the basic blocks located at both the taken and the 

fall-through addresses can be scanned the first time the trap is en­

countered. After patching any critical instructions contained in the 
successor blocks, the trap is replaced ·with the original conditional 

branch. This technique is relatively simple with direct branches, i.e., 

branches that have a target specified as an offset relative to the ad­

dress of the branch instruction itself. For indirect jumps and 

branches where the destination address is located in a register, the 

trap typically cannot be replaced, because of the difficulty in pre­

dicting all possible target addresses. 

In order to further reduce overhead, instead of scanning single ba­

sic blocks at a time, the VMM can scan through all branches that al­

low target computation. Thus for a conditional branch, both the fall­

through as well as the taken branch paths are followed during the 

initial scan, and this process is repeated until a control-transfer in­

struction is encountered for which it is not possible to determine all 

targets. In order to avoid memory paging caused by scanning possi­

bly unused paths, the scanning should be limited to those code 
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pages already in physical memory. 

Observe that a critical instruction appearing in a guest application 

program (i.e., in the VM's user mode) needs to be patched only if it 

causes some action to be taken when performed in user mode. For 

example, if a critical instruction behaves like a no-op in user mode, 

and if it can be determined that the instruction is to be executed by 

its VM in user mode, it is not necessary to patch the instruction with 

a trap. Thus, some of the overhead of trapping can be reduced in the 

virtual user mode. Unfortunately, as long as the instruction set con­

tains even one critical instruction that, in user mode, performs ei­

ther a read or a write action on some resource, the instruction must 

be emulated and the overhead of code scanning and patching must 
be incurred. Finally, the process of scanning and patching critical in­

structions is often sensitive to the characteristics of the underlying 

ISA and is fertile ground for engineering optimizations beyond 

those described here. 

8.2.5 Caching Emulation Code 

The overhead ofVMM interpretation can become a problem when 

the frequency of sensitive instructions requiring interpretation is 

relatively high. One way to reduce this overhead is to cache the ac­

tions taken during the first interpretation, with a view to avoiding 

many of the interpretation steps when the same instruction is en­

countered in the future. This is similar to code caching as described 

in connection with process virtual machines in ChaDter 3. 

Code section 
emulated In code 

cache 

Specialized 
Control Emulation Routines 

·-._ transfer, : ~ 
· ---._ e.g., trap : 

· -- ••• _ : ~--- Block 1 

·---... i·-~J Translation L< 
• _ ... - • • .. cA 
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Block 3 

Two critical 
Instructions combined 

Into a slngle block 

Patched Program 

.----~)>1 ..... _' ao_,e__,r·• ... 

VMM 

. . . 
' 

- ___ ,.-..-

Code 
Cache . . . . 

Block3 

ijh,lj§j.jt◄ Code Caching to Improve Performance of Emulating Critical Instructions. 

Ideally, code caching is done on a block of instructions surrounding 

the sensitive instruction, since larger blocks lend themselves better 

to optimization. In contrast to what was shown in flgure 8.11. a sys­

tem call trap may be inserted at an instruction earlier than the criti­

cal instruction. As depicted in Figyre 8.12. the trap causes control to 

be transferred to the VMM. which then locates the cached emulation 

code via a table lookup using the address of the trapping instruc­

tion. This cached code is an emulation of an entire block of the origi­

nal code, including the critical instruction, and hence is specific to 

the location of the trapping instruction. When the VMM returns con­

trol to the virtual machine, it restores the program counter to the 

point immediately after the block that was emulated rather than to 

the instruction following the trap. 

Unlike the simple interpretation case, where there is only one copy 

of the code that emulates all instances of a specific type of instruc­

tion, each instance of the critical instruction in the application will 

be associated with a distinct piece of cached code. The advantage 

here is that the cached code can be made specific to the instance 

and hence can be optimized, often in a way that eliminates a signifi­

cant fraction of the overhead. 

In contrast to process virtual machines, the management of this 

code cache is somewhat simpler, because code in the cache is exe­

cuted after the trap, when the machine is already in system mode. 
ry,"1-_ ----- __ ..J_,. --- ------ _______ ... -- ___ ..J .._,_ ____ ... __ .._ __ ,c ... 'L ___ ...]_ 
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cache, which is therefore always protected from the user applica­

tion. On the other hand, self-modifying code remains a problem, 

and mechanisms are needed to intercept modifications of the origi­

nal code-such modifications may necessitate invalidations of parts 

of the code cache. 

8.2.6 Efficient Virtualizability of Common 
Instruction Sets 

The System/370 architecture provides two modes of operation, a 

user mode and a privileged mode (what we have been referring to 

generally as system mode). The operating system is expected to run 

in the privileged mode. Some of the instructions in the instruction 

set are privileged; they perform the specified action only when the 

processor is in privileged mode. These privileged instructions typi­

cally manage protected resources in the processors. In order to pre­

vent either malicious or accidental modification of these resources, 

the privileged instructions trap when executed in the user state. 

The VMM for System/370 (called the control program, or CP) has to 

run in the privileged mode in order to be able to allocate resources 

to different virtual machines at different times. The virtual machine 

is created in the privileged mode, but it executes in the user mode. 

This ensures that each virtual machine is isolated from other virtual 

machines and from the CP itself. 

All sensitive instructions on the System/370, in the Popek-Goldberg 

sense, are also privileged. VM/370 is an example of a virtual ma­

chine employing direct native execution. 

As noted earlier, an interesting aspect of the System/370 VM project 

was the development of a single-user operating system that pro­

ceeded in parallel with CP development. This operating system, 

called the Conversational Monitor System (CMS), took advantage of 
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the CP environment by allowing all applications to run in the 

"pseudo-supervisor," state with the user being allowed to use any in­

struction, whether privileged or not. This is safe because CMS and 

applications execute on a virtual machine protected by the CP from 

wantonly affecting the real resources of the computer. The ability to 

use privileged instructions in their code allows users to experiment 

in many ways, e.g., to add input/output devices not allowed by the 

standard system. flgure 8.13 shows a comparison of the handling of 

privileged instructions at various levels in various schemes. This 

feature of the CP/CMS system is highlighted in Figure 8.13c. 

Application Application 

PrM/egedinstructions Privileged instructions 
trap to VMM and trap to VMM and 

AppUcatlon 
reflected to OS emulated in VMM 

OS CMS 
Privileged instructions 

trap to OS 
Privileged instructions 

trap to VMM and 
Privileged instructions 

trap to VMM and 

OS 
emulated in VMM emulated in VMM 

VMM CP 
Privileged instructions 

directly executed Privileged instrucvons 
directly executed 

Privileged instructions 
directty executed 

Hardware Hardware- System/370 

(a) (b) (c) 

iii§P£i•f@■ Comparison of the Execution of Privileged Mode Instructions on a VM/370 
wi at on %Native System and Other Virtual Machine Systems. (a) A standard system; (b) 
a virtual machine system; (c) the CP/CMS system. 

Despite the fact that most of the concepts in this chapter have been 

known for at least 30 years, many ISAs developed during those 30 

years do not satisfy the sufficient conditions of Theorem 1. For ex­

ample, the most commonly used ISA today is the Intel IA-32, and the 

IA-32 contains 17 critical instructions (Robin and Irvine 2000). The 

likely reason for this is that system VMs have not been considered 

important because of the tremendous decrease in the cost of com­

puter systems, which makes it easier for each user to have his/her 

own machine. However, in recent years there has been resurgence 
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of interest in VMs because of the importance of security in a net­

worked environment and the desire to provide cross-platform com­

patibility of major software packages. Furthermore, large, expen­

sive server systems are shared among many groups of users, and so 

several of the original VM motivations remain. 

8.3 Resource Virtualization­
Memory 

In some respects, a virtual machine can be considered a generaliza­

tion of the concept of virtual memory that preceded it. Virtual mem­

ory makes a distinction between the logical view of memory as seen 

by an application programmer and the actual hardware memory re­

source as managed by the operating system. Appendix A presents a 

discussion of the basic concepts under lying virtual memory. Also in­

cluded is a discussion of the structures, e.g., page tables, needed to 

support virtual memory. It turns out that this hardware support is 

also sufficient for providing each guest virtual machine in a virtual 

machine system, with the view of having (and managing) its own 

"real" memory, which, in fact, is an illusion created by the underly­

ing VMM. 

8.3.1 Virtual Memory Support in a System 
Virtual Machine Environment 

In a system VM environment, each of the guest VMs has its own set 

of virtual memory tables. Address translation in each of the guest 

VMs transforms addresses in its virtual address space to locations in 

real memory- this real memory would correspond to the physical 

memory on a native platform; in a VM platform, however, this is not 

the case. Rather, in a system VM environment, a guest's real mem­

ory address must undergo a further mapping to determine the ad­

dress in physical memory of the host hardware. Note that here we 
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are drawing a clear distinction between real memory and physical 

memory- terms often used interchangeably in other contexts. 

Physical memory is the hardware memory. Real memory is a guest 

VM's illusion of physical memory; an illusion supported by the VMM 

when it maps a guest's real memory to physical memory. It is this 

real-to-physical mapping that implements the virtualization of mem­

ory in a VM system. 

The addition of another level in the memory hierarchy necessitates 

additional mechanisms for memory management. Nate that the 

combined total size of the real memory of all the guests could be 

(and often is) bigger than the actual physical memory on the system. 

Hence the VMM maintains a swap space, distinct from the swap spa­

ces of each of the guests. The VMM manages physical memory by 

swapping guest real pages into and out of its own swap space. 

Figure 8.14 shows a set of page table maps belonging to two differ­

ent guest VMs in a virtual machine system. Each entry in a page ta­

ble maps a location in the virtual memory of an application to a lo­

cation in the guest VM's real memory. In order to convert a real page 

address to a physical address, the VMM maintains a real map table 

mapping the real pages to physical pages. In the figure, the physical 

page frames numbered 500, 1000, and 3000 are assigned to two real 

pages ofVM1 and one real page ofVM2. The remaining physical 

pages may be allocated either to other virtual machines or to the 

VMM itself. 

Vlrtual Memory of Real Memory of Virtual Memory of Real Memory of Virtual Memo,y of 
Program 1 on VM1 VM1 Program 2 on VM1 VM2 Program 3 on VM2 

1000 t---...---1 
1500 2000l::==~~-----r-7 

1000 f-----1 
Not mapped 

500 t-'.°.....:t-t---;;:;;;~Lh _=::;_;-_-_ -_ -l---1 1vw~ 

---4000·;::-i...._..------1 

1-----'--'-l' .... , .. ~.. ~ 
•~ Not mapped i 

to physical 
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V111ua1 Page Real Page 

- -· 
1000 5000 

-· --
2000 1500 

- · -

Page Table for Program 1 

Virtual Page Real Page 

- ·-
1000 Not mapped 

·- ·-
4000 3000 

- ·-
Ptgt T~lt for Program 2 

. . 
. 

memory 

Physical Memory 
of System 

.. . 
·soo .... ~. --..... 
1000 .,__• __ _ 

3000 t===~~ 

VM1 Real 
Phys,cal Page Page 

-· -· 
1500 500 

- -· 
3000 Not mapped 

-· ... 
5000 1000 

- -
Real Map Table for VMl 

Virtual Page Real Page 

... -· 
1000 500 

-· --
4000 3000 

- -· 
Page Table for Program 3 

VM2Real 
PhySlcal Page Page 

·- -· 
500 3000 

·- -· 
3000 Not mapped 

·- -· 
Real Map Table for VM2 

11h,li4j.jf I Memory Mapping of Guest VMs. Virtual pages are mapped to real pages by 
page tables maintained by each virtual machine. Real pages are mapped to physical pages, 
using tables maintained by the VMM (at the bottom of the figure). Observe that the real mem­
ory of each VM can be larger than the physical memory-the real memory ofVMl,for exam­
ple, is as large as its virtual memory. 

On contemporary platforms, page translation is supported by a com­

bination of a page table and a translation lookaside buffer (TLB); see 

Appendix Section A3.4. Depending on the ISA, either the page table 

or the TLB is architected. If the page table is architected, then its 

structure is defined by the ISA, and the operating system and hard­

ware cooperate in maintaining and using it. In this case, the TLB is 

maintained and used only by the hardware; it is not visible to the 

operating system. When there is a TLB miss, the hardware "walks" 

the architected page table to find the appropriate entry to place in 

the TLB; if the entry is not mapped to physical memory, there is a 

page fault and the operating system takes over. 

On the other hand, if the TLB is architected, then its structure and 

special instructions to manipulate it are part of the ISA; the page ta­

bles are part of the operating system implementation. Hardware is 
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unaware of the page table structure. With this approach, when a 

TLB miss occurs, there is immediately a trap to the operating sys­

tem; the operating system then uses its page table information to 

perform the appropriate action. 

Most of the older ISAs, including the Intel IA-32 and IBM System/370, 

use architected page tables; some of the more recent RISC ISAs use 

architected TLBs. Memory resource virtualization in a VM environ­

ment is done somewhat differently, depending on whether the page 

table or the TLB is architected. Because the most common system 

VMs in use today run on the Intel IA-32 or the IBM zSeries that 

evolved from System/370, we first consider virtualization with an 

architected page table. More information about virtual storage con­

cepts in IBM VMs can be found in Parmalee et al. (1972}. 

8.3.2 Virtualizing Architected Page Tables 

The OS in each guest VM maintains its own page tables. These tables 

reflect the virtual-to-real memory mapping that the guest OS man­

ages. As opposed to this virtual-to-real mapping, the virtual-to­

physical mapping is kept by the VMM in shadow page tables, one for 

each of the guest VMs. Figm:e 8.15 illustrates the shadow page ta­

bles for the example of [igyre 8.14. These tables are the ones actu­

ally used by hardware to translate virtual addresses and to keep the 

TLB up-to-date. The entries in these shadow page tables essentially 

eliminate one level of indirection in the virtual-to-real-to-physical 

mapping. 

To make this method work, the page table pointer register is virtual­

ized. The VMM manages the real page table pointer and has access 

to the virtual version of the register associated with each guest VM. 

At the time the VMM activates a guest VM, it updates the page table 

pointer so that it indicates the correct shadow version of the guest's 

current page table. If a guest attempts to access the page table 

pointer, either to read it or write it, the read or write instruction 
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traps to the VMM. The trap occurs either automatically because 

these instructions are privileged, or because code patching has re­

placed them with a trap. If the attempt to access the page table 

pointer by the guest is a read attempt, the VMM returns the guest's 

virtual page table pointer; whereas if it is a write attempt, the VMM 

updates the virtual version and then updates the real page table 

pointer to point to the corresponding shadow table. 

[§ 

Program 1 on VM1 is 
currently actwe 

Page Table Pointer 

.. az:m .... , , 

518 

Shadow Page Tables 
Maintained by VMM 

Virtual Page Physical Page 

1000 1000 

2000 500 

Shadow Page Table for 
Program 1 on VM1 

Vlrtual Page Physical Page 

1000 Not mapped 

4000 Not mapped 

ShadOW Page Table for 
Program 2 on VM1 

Virtual Page Physical Page 

·- --
1000 3000 

·- --
4000 Not mapped 

- -

Shadow Page Table for 
Program 3 on VM2 
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shadow tables are used by hardware in performing address translatioTL The VMM manages 
the shadow tables and is responsible for setting the page table pointer register. 

The true mapping of virtual to physical pages may differ from the 

virtual to real view that the guest operating systems have, and page 

fault handling must take this into account. First note that the VMM 

should not have a virtual-to-physical page mapping in a shadow ta­

ble if the guest OS does not have the same virtual page mapped to 

real memory in its corresponding virtual table. Otherwise, an access 

that should page fault from the guest's perspective will not cause a 

page fault in the VM environment, thereby breaking the equiva­

lence property (compatibility). Therefore, when a page fault does oc­

cur, the page may or may not be mapped in the virtual table of the 

guest OS. If it is mapped, this page fault should be handled entirely 

by the VMM. This is a case where the VMM has moved the accessed 

real page to its own swap space. Consequently, the VMM brings the 

real page back into physical memory and then updates the real map 

table and the affected shadow table(s) appropriately to reflect the 

new mapping. The guest OS is not informed of the page fault be­

cause such a page fault would not have occurred if the guest OS 

were running natively. 

On the other hand, if the page is not mapped in the guest, the VMM 

transfers control to the trap handler of the guest, indicating a page 

fault. The guest OS then issues 1/0 requests to effect a page-in opera­

tion (possibly with a swap out of a dirty page). The guest OS then is­

sues instructions to modify its page table. These requests are inter­

cepted by the VMM, either because they are privileged instructions 

or because the VMM write-protects the area of memory holding the 

page table of the guest. At that point the VMM updates the page ta­

ble and also updates the mapping in the appropriate shadow page 

table before returning control back to the guest virtual machine. 

As we indicated earlier, the real map table contains a mapping of 

the real pages of each virtual machine to the physical pages of the 
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system. When performing I/O with real addresses (as many systems 

do, particularly for paging operations), the VMM converts the real 

addresses presented by a virtual machine to physical addresses us­

ing the real map table. Input/output address mapping turns out to 

be somewhat tricky because contiguous real pages may not be con­

tiguous in physical memory. Thus, the VMM may need to convert an 

I/O request that spans multiple pages into multiple I/O requests, 

each referring to a contiguous block of physical memory. It may also 

be the case that I/O is to a real address that the VMM has swapped 

out of physical memory into its own swap space. In this case, the 

VMM must read it back into physical memory before the I/O opera­

tion can proceed. 

The simultaneous operation of several virtual machines, along with 

the operation of the VMM itself, can degrade the performance of the 

system. In practice, therefore, additional considerations apply in or­

der to enhance the performance of a program running on a virtual 

machine. An example of this is a policy in the VM/370 CP, which, 

when ready to activate a new VM, gives priority to the virtual ma­

chine likely to have most of its active pages already mapped to phys­

ical pages. Another example, used when the same OS is shared by 

several guest machines, is to employ a common mapping of the OS 

readonly pages. As VM/370 became popular, hardware features 

were added that allowed the performance of virtual machines to be 

comparable to that of native hardware. These will be described in 

more detail in Section 8.5. 

8.3.3 Virtualizing an Architected TLB 

When an ISA provides a software-managed TLB, then it is the TLB 

that must be virtualized by the VMM. To virtualize the TLB, the 

VMM maintains a copy of each guest's TLB contents and also man­

ages the real TLB. Any instructions that modify the architected TLB 

are sensitive and are intercepted by the VMM so that it can keep the 

virtn~l r.oniP.s nn-to-rfatP.. 
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A simple way to manage the real TLB is for the VMM to rewrite the 

TLB whenever a guest VM is activated. That is, the VMM copies the 

VM's virtual TLB entries into the physical TLB, after appropriately 

translating the real addresses in the virtual TLB to physical ad­

dresses in the physical TLB. This is essentially the same as the 

shadow mapping in architected page tables. A problem with this 

scheme is that all the TLB entries must be rewritten each time con­

trol transfers from one guest VM to another (or to the VMM). This 

TLB rewrite incurs a fairly high overhead, especially for large TLBs. 

An alternative method is to leverage the address space identifiers 

(ASIDs) that are normally included in each entry of an architected, 

software-managed TLB. These are intended to allow multiple pro­

cesses to have address space mappings in the TLB simultaneously. 

There is an architected ASID register, and whenever the TLB is ac­

cessed as part of address translation, the current ASID register value 

must match the ASID value in a TLB entry in order for the TLB entry 

to be considered valid for the active process. 

The ASID mechanism can be virtualized to allow the VMM to man­

age the TLB in a globally efficient manner. With this approach, each 

guest VM has a virtual ASID register, and the VMM maintains the 

real ASID register. At any given time, the VMM maps certain guest 

ASID values to real ASID values for entries that are present in the 

real TLB. Hence, some combination of guest address spaces from 
different guest VMs may be simultaneously present in the real TLB, 

under control and management of the VMM. If the VMM decides to 

put an entry in the TLB and a real ASID has not been assigned to the 

address space used by the entry, then the VMM must assign a real 

ASID to the new address space. This may involve deassigning the 

ASID from some other virtual address space and invalidating any 

TLB entries using the ASID. If a guest writes to its virtual ASID regis­

ter, the write is a sensitive instruction that is intercepted by the 
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v MM. Tne v MM can men morury me virtual copy m memory ana 

also change the real ASID with a real ASID value that maps to the 

virtual ASID. 

Figyre 8.16 illustrates this method applied to the example given ear­

lier in Figure 8.14. The virtual TLBs are shown at the left. These cor­

respond to the virtual-to-real page mappings for each of the guest 

VMs. The two programs both have entries in VMl's virtual TLB, dis­

tinguished by two different ASIDs. The VMM maintains the same 

real-to-physical map tables as are shm-vn in Figure 8.14. The real 

TLB is shown on the right in Figyre 8.16. There is one real TLB, and 

translations from the two VMs are simultaneously present. The ASID 

map table, maintained by the VMM, maps the virtual ASIDs to real 

ASIDs present in the real TLB. Note that program 1 in VM1 and pro­

gram 2 in VM2 have the same virtual ASID (3) in their respective vir­

tual machines. However, the VMM maps these ASIDs to two differ­

ent ASIDs (4 and 9) so that they can be distinguished in the real TLB. 

ASID mapping: 
prog. 1 - ASID 3 
prog. 2 - ASID 7 

ASID mapping: 
prog. 1 - ASID 3 

Virtual TLBs 

Virtual Real 
ASID Page Paoe 
- -- -·· 
3 1000 5000 
- ... --·-
3 2000 1500 
- - --
7 4000 3000 

- --- ·-
VlrtualTLB o1VM1 

Virtual Real 
ASID Paoe Paoe 
-- ... -
3 1000 3000 

-· ... --

-· -- -
-- ·- -
- ·- ....... 
-- -- -

VlrtualTLB of VM2 

ASID Map Table RealTLB 

Virtual Real 
ASID ASID 

Virtual Physical 
ASID Page Page 

- - - - --
VM1:3 9 9 1000 1000 

4 1000 3000 -- -· 
VM1 :7 -- 9 2000 500 

- -- --- -- - -- -
'I/M2:3 4 - -· -

@f4i i4j.!1M Virtualizing TLBs in a System That Implements Architected TLBs. The sys­
tem uses t e same page mappings as given in Iigure 8.14. The VMM maintains the virtual 
TLBs of the guest VMs (shown at left) and manages the real TLB by remapping virtual to real 
ASIDs. The ASID map table keeps track of the correspondence between virtual and real ASIDs. 

8.4 Resource Virtualization-Input/ 
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Output 

Virtualization of the input/output subsystem is one of the more diffi­

cult parts of implementing a system virtual machine environment. 

Each I/0 device type has its own characteristics and needs to be con­

trolled in its own special way. The difficulty of virtualizing 1/0 de­

vices is compounded by the fact that the number of devices of a 

given type is often very large and continues to grow. Moreover, the 

number of I/0 device types is also increasing. Virtualization of such 

a large number of devices is a challenge for any new VMM. 

On the other hand, techniques to share I/0 devices have been devel­

oped since the early days of time sharing. The proliferation of I/0 

devices is also a problem for conventional operating systems, which 

have developed abstractions to support a wide variety of devices 

and device types. It is possible to adapt many of these abstraction 

techniques for use in virtual machine systems. 

The virtualization strategy for a given I/0 device type consists of 

constructing a virtual version of the device and then virtualizing the 

I/0 activity directed at the device. A virtual device given to a guest 

VM is typically (but not necessarily) supported by a similar, underly­

ing physical device. When a guest VM makes a request to use the 

virtual device, the request is intercepted by the VMM. The VMM con­

verts the request to the equivalent request for the underlying physi­

cal device and it is carried out. The next two subsections discuss 

techniques for virtualizing devices and carrying out virtual I/0 ac­

tivity. 

8.4.1 Virtualizing Devices 

A number of techniques can be used for virtualizing 1/0 devices, and 

the specific technique for virtualizing a given device depends on 

whether it is shared and, if so, the ways in which it can be shared. 
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Following are the common categories of devices. 

Dedicated Devices 

Some 1/0 devices, by their very nature, must be dedicated to a par­

ticular guest VM or at least are switched from one guest to another 

on a very long time scale. Examples of dedicated 1/0 devices are the 

display, keyboard, mouse, and speakers of a virtual machine user, as 

shown in Figure 8.2. In this case, the device itself does not necessar­

ily have to be virtualized. Requests to and from the device could the­

oretically bypass the VMM and go directly to the guest operating sys­

tem. However, in practice, the requests are usually routed through 

the VMM because the guest OS is running in the nonprivileged user 

mode. Interrupts from the device are first handled by the VMM, 

which determines that it came from a device dedicated to a particu­

lar guest VM and queues up the interrupt to be handled by the VM 

when it is activated by the VMM. 

Partitioned Devices 

For some devices, such as the disk, it is convenient to partition the 

available resources among the virtual machines. A very large disk, 

for example, can be partitioned into several smaller virtual disks 

that are then made available to the virtual machine as dedicated de­

vices. A virtual disk is treated by a virtual machine exactly as a 

physical disk, except with a smaller capacity. 

To emulate an I/0 request for the virtual device such as a disk, the 

VMM must translate the parameters (e.g., the track and sector loca­

tions) into corresponding parameters for the underlying physical 

device(s), using a map maintained for this purpose, and then reissue 

the request to the physical device (e.g., the disk controller). 

Similarly, status information coming back from the physical device 

is used to update status information in the map and is transformed 

into appropriate parameters for the virtual device before being de-
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livered to the guest VM. 

Shared Devices 

Some devices, such as a network adapter, can be shared among a 

number of guest VMs at a fine time granularity. Each guest may 

have its own virtual state related to usage of the device, e.g., a vir­

tual network address. This state information is maintained by the 

VMM for each guest VM. A request by a guest VM to use the device is 

translated by the VMM to a request for the physical device through a 

virtual device driver. For a network, the VMM's virtualization rou­

tine will translate a request from some virtual machine to a request 

on a network port using its own physical network address. Similarly, 

the incoming requests through various ports will be translated into 

requests for virtual network addresses associated with the different 

virtual machines. 

Spooled Devices 

A spooled device is shared, but at a much higher granularity than a 

device such as a network adapter. An example of a device that is of­

ten spooled is a printer. Conceptually, the printer is solely under the 

control of the program that is printing until the completion of the 

printing task. This must be the case even if the program is swapped 

in and out several times during the printing process. Spooling allows 

this to be accomplished (Madnick and Donovan 1974). In the case 

of a printer, spooling involves the buffering of the lines to be 

printed from each program in an area of memory dedicated to that 

program. A buffer is closed only when the program that owns it 

sends a special signal to the printer. The operating system schedules 

the printing of the spool buffers as they close, ensuring that the out­

put of each program is printed completely before the printer is allo­

cated to the next program. 

Virtualization of spooled devices can be performed by using a two-
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level spool table approach, as depicted in .flm!re 8.17. The first level 

is within the operating system, with one table for each process ac­

tive on the system, while the second level is in the virtual machine 

monitor, with one table for each guest virtual machine. An operat­

ing system's request to print a spool buffer is intercepted by the 

VMM, which copies the buff er contents into one of its own spool 

buffers. This allows the VMM to schedule requests from different 
virtual machines on the same printer. 

v,nuat Machine 1 Spool Table 

Program Status Location Real loc. Size 

A PMt9d 1000 11000 400 

B Completed 2000 12000 200 
~ --·.·.·--,:----· -.:~-

C Running 3000 13000 200 ---= ·•···-- .. 
D Completed 4000 14000 500 

. · .... .._ 
//////////! 

. -. 
~:·· .. . .. 

Virtual Machine 2 Spool Table 20000 

' Program Status Location Real loc. Size ~ - . ' I 
, . ' p Running 1000 21000 400 1/ ' 

0 Completed 2000 22000 800 . 
' : ' . 

: I 

~ 
-:-:-·-:r -·- ···<· '""· VMM Spool Table / I 'IP 

/ --VM Program Status Real loe. Size / ~ 

1 A Printed 30000 400 v-----
2 Q Printing 31000 800 V 1 8 Waiting 31800 200 

1 D Wart,ng 30400 500 

. " 
,, !Jl:1"1:l·!r9 Spooling ma Virtual Machine System. As programs are completed, their 

spool areas are copied over to the VMM spool area. The corresponding entry in the VMM 
spool table is set to "waiting." At the end of printing, this status is changed in both tables to 
"printed." The spool area for the printed jobs can be recovered and reused. 

Various techniques could be employed to optimize the movement of 

large spool data between the virtual machine and the VMM. For ex­

ample, the VMM could simply record the location of the spool data 

and its size, delaying the completion signal to the guest operating 

system until after the buffer has actually been printed. Another pos­

sibility is to have a single physical pool of buffers owned by the 

VMM, with each virtual machine having a virtual set of spool buf-

f P.rs r1llor.r1tP.n hv thP. VMM. ThP. nrr1r.tirr1litv of this lrittP.r sr.hP.mP. nP.-
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pends on the ability of the VMM to detect such allocation of buffers, 

and on the ability of the guest operating system(s) to invoke services 

provided by the VMM. 

The virtualization of printers of this kind was more appropriate to 

the older line printers, which were generally expensive and at­

tached closely to the main computer. Today it is more common to 
find multiple printers accessible over a network. These printers al­

ready have the software to buffer and spool jobs from various nodes 

in the network. Virtualization of the printer is simple in such an en­

vironment as long as the virtual machine is connected to the net­

work and has it own distinct network ID. The printer software in 

this case is unable to distinguish between requests from real ma­

chines and requests from virtual machines. 

Non existent Physical Devices 

Virtualization makes it possible to provide support for virtual de­

vices "attached" to a virtual machine for which there is no corre­

sponding physical device. For example, each virtual machine could 

be associated with a network adapter that is used for communicat­

ing with other virtual machines on the same platform, without re­

quiring an actual network adapter to be available on the platform. 

In such a situation the virtual machine monitor can simply intercept 

the I/0 requests coming from the device drivers and emulate the 

transmission of the network packet, buffering the packet at the de­

vice driver of the appropriate destination virtual machine and caus­

ing an interrupt to be handled by that virtual machine. 

8.4.2 Virtualizing 1/0 Activity 

The overall I/0 process is illustrated in Figure 8.18. As discussed in 

Appendix Section A.4.3, an operating system abstracts most of the 

peculiarities of hardware devices and makes these I/0 devices acces-
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face. Then at a level even lower is the actual operation-level inter­

face, where individual instructions interact with the I/0 system, typ­

ically by placing device-specific addresses and data on an I/0 bus. 

An application program makes device-independent I/0 requests 

such as open() and read() through the system call interface. The op­

erating system converts the device-independent requests into calls 

to device driver routines. A device driver operates in system mode 

and takes care of device-specific aspects of performing an I/0 trans­

action. For example, when a file system uses a block device interface 

to write to a disk, the device driver converts a device-independent 

request to operations specific to the type of disk controller chip 

physically attached to the system. 

Application 

systsm calls 

Operating System 

driver calls 

physical memory and 110 operations 

Hardware 

lil'1•1ij.j1:j Major Interfaces in Performing an Input/Output Action. 

When an I/0 action is to be performed, part of the action is carried 

out by guest software and part by the VMM. In general, the VMM 

can intercept a guest's I/0 action and convert it from a virtual device 

action to a real device action at any of the three interfaces: the sys-
tt>m rn11 intt>rfnrt> thP 1/t>uirt> rlriut>r int,:;,rfnrt> nr thP nnt>rntinn-1t>ut>1 
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interface. We will discuss all three possibilities, in reverse order, be­

ginning with the operation-level interface. Note that it is the VMM 

that finally interacts directly with the hardware device. Hence it is 

the VMM that either invokes the device driver or controls access to 

the device driver. 

Virtualizing at the 1/0 Operation Level 

Appendix Section A.3.5 contains a discussion of various types of 1/0 

devices differentiated by the way the processor communicates with 

each device. With memory-mapped 1/0, common in many RISC pro­

cessors, the effect of sending a command to an 1/0 controller occurs 

by writing to or reading from special locations in the memory ad­

dress space. These memory locations are protected by the operating 

system by making them inaccessible in user mode. On the other 

hand, processors such as the IBM System/360 and its successors as 

well as the Intel IA-32 provide special 1/0 instructions to signal the 

device controllers. User programs do not utilize these instructions 

directly; they invoke system routines that use privileged 1/0 instruc­

tions to complete the request. 

The privileged (or protected) nature of the 1/0 operations makes 
them easy for the VMM to intercept because they trap in user mode. 

However, once intercepted, it may be difficult for the VMM to deter­

mine exactly what 1/0 action is being requested. A complete 1/0 ac­

tion (e.g., a disk read) usually involves the device driver's issuing 

several 1/0 instructions or memory-mapped loads and stores of 

small granularity. These individual 1/0 operations work in concert­

for the VMM to determine the higher-level 1/0 action to be per­

formed, it must be able to "reverse engineer" the individual opera­

tions and deduce the complete 1/0 action. This could be extremely 

difficult in practice. 

Virtualizing at the Device Driver Level 
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In a typical I/0 request, as shown in Figure 8.18. a system call such 

as readO is converted by the OS into another call (or calls) to the de­

vice driver interface. If the VMM can intercept the call to the virtual 

device driver, it can convert the virtual device information to the 

corresponding physical device and redirect the call to a driver pro­

gram for the physical device. This scheme is straightforward and al­

lows virtualization at a natural point, but it requires that the VMM 

developer have some knowledge of the guest operating system and 

its internal device driver interfaces. This would be difficult if the 

VMM is called on to virtualize an arbitrary OS, with no knowledge 

of its internals. 

In many practical situations, however, the VMM developer may be 

targeting specific guest operating systems. Today, for example, these 

might be Windows and Linux. In this case, special virtual device 

drivers (one per device type) can be developed for each of the guest 

operating systems. These drivers are part of the overall VMM pack­

age distributed to users. Then when a guest OS is installed, the virtu­

alized drivers are installed at the same time. 

This approach, when applied to a native VM system (see Figyre 8.5), 

also requires that the VMM have real device drivers for each of the 

devices attached to the system. This problem can be simplified by 

"borrowing" the drivers (and the driver interface) from an existing 

operating system. For example, one could use the Linux drivers. In a 

hosted VM environment, the drivers in the host OS are used; such 
an approach is described in the next section. 

Virtualizing at the System Call Level 

In theory, the visualization process could be made more efficient by 

intercepting the initial I/0 request at the OS interface, the ABI. Then 

the entire I/0 action could be done by the VMM. To accomplish this, 

however, the VMM would need ABI routines that shadow the ABI 
rn11tinoc !HT!lil!lhlo tn tho 11cor Thoco rn11tinoc tArn11l n ho nifforont fnr 
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each type of guest OS. Writing the ABI emulation routines would 

have to be part of the VMM development task and would require 

much broader knowledge of the guest OS internals than writing 

drivers (as in the previous subsection). Furthermore, all interactions 

between the ABI emulation routines and other parts of the guest OS 

would have to be faithfully emulated. In general, this rather daunt­

ing task could be done only if the guest OS is well structured and un­

derstood intimately by the VMM developer. 

Example: Network Virtuallzation 

Figure 8.19 presents an example of the overall visualization process 

on a system having a host network adapter, with the virtual ma­

chines themselves implementing virtual network adapters similar 

to what was described in Sugerman, Venkitachalam. and Lim 

{2001}. Two cases are shown. In the first case, we assume that the 

virtual network interface card (NIC) is of the same type as the physi­

cal NIC in the host system. A request to send a message to an exter­

nal computer system typically consists of a number of I/0 opera­

tions, here assumed to be OUT or OUTS instructions in the IA-32 ISA. 

Associated with an OUT or OUTS instruction is a port number, say, 

OxfO, which is a number in the range of IDs designated for the NIC in 

the guest system. Also associated with each port is a state bit that in­

dicates whether the system should trap in response to an I/0 request 

for that port. 

As part of the state of the virtual machine, the VMM saves the per­

mission map for all ports of the guest machine. The OUTS instruc­

tion is a privileged instruction, so when an OUTS instruction is exe­

cuted, the system traps to the VMM, which examines the permission 

bitmap of the current guest. If the permission is set, the VMM con­

verts the request to a new OUTS instruction for port 0x280, corre­

sponding to the NIC port on the real machine. It also converts the 

virtual address pointing to the string of data to be moved to a virtual 
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address in the VMM space pointing to the same string ot data or a 

copy. The VMM ensures that port 0x28O is enabled in its own per­

mission map and issues the new OUTS instruction. When executed, 

now in the VMM's privileged mode, this OUTS instruction traps to 

the device driver installed on the VMM for the NIC, which then per­

forms the desired transfer. 

UMron VM1 OSonVM1 VMM Dev1c:eDnver 

SCenario 1 

User sends OS converts Into VMM sends pacl<et NIC devrce driver To networtc 
message to VO instructions for on virtual bridge to launches pacl<et 

external machine, ~ virtual NIC, e.g., - device dnver of ~ on network uslng 
e.g., using sendO OUTS OxfO, ... physical NIC. e.g., wire signals 

OUTS CX28(), ... 

Scenario2 

User sends OS converts into VMM semds pack.et 
message to local VO instructions, on virtual bridge to 
virtual machine. ~ e.g., - device driver of , 

e.g .• using send() OUTSOfxO .... physical NIC, e.g., I"-
OUTS 0x28(), ... ............ 

NIC device driver 
converts send 
message to a 

recewe message 

UMr onVM2 0SonVM2 for receiving VM: 
no wire signals 
are generated 

Interrupt handler / 
Receiver gets - in OS generates 

~ 
VMM raises interrupt / 

packet VO instructions to in receiver's OS 
receive pacl<et 

UMr mode Prlvlleged mode 

!'!!!Wm'i■,■.;■;l'!'l:j~pl'!'l,•• virtualization of Network Interface Adapter. 

The second case is where the VMM takes the original request and 

converts it into a different form, either because the physical NIC 

available on the system is different from the real NIC or because 

there is possibly a more efficient means of satisfying the request. 

When the physical NIC is not of the same type as the virtual NIC, the 

VMM implements a device driver for the virtual NIC that translates 

1/0 operations directed to it (e.g., OUTS instructions) into other I/0 

operations directed toward the physical NIC. It is not always possi­

ble to perform such translations on the original sequence of 1/0 op-
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erations one at a time. In these cases, it is necessary for the VMM to 

incorporate a device model of the virtual NIC, which first gathers 

enough information from a sequence of incoming I/0 operations to 

generate the correct sequence of outgoing I/0 instructions for the 

physical NIC. 

In some cases, it is easier to modify the device driver for the physi­

cal NIC in order to handle the I/0 operations directly. The second 

half of Figure 8.19 shows a case where the desired communication 

is between two virtual machines on the same platform. In this case, 

the host device driver, invoked due to the trap of a translated OUTS 

instruction as described earlier, determines that the destination ad­

dress of the message is another virtual machine running on the 

same platform and does not transmit the message on the physical 

wires connected to the NIC. Rather, it internally reroutes the mes­

sage as a received message destined for the receiver's virtual ma­

chine and schedules an 1/0 interrupt for the destination guest. 

It would also have been possible to do the rerouting in the kernel of 

the VMM without involving the device driver; such a solution is 

more efficient when implementable. This is the case with the mini­

disk cache (MDC) facility implemented on the zNM, the current in­

carnation of the VM/370. The minidisk cache attempts to reduce disk 

I/0 by caching data in processor storage. In many cases, especially 

those where the data is referenced by several virtual machines, the 

decrease in disk I/0 more than makes up for the possible increase in 

the paging 1/0. The VMM invokes a routine in the MDC layer that de­

termines whether a disk request can be satisfied from the cache. If 

so, then the call to the physical device driver is completely avoided. 

8.4.3 Input/Output Virtualization and Hosted 
Virtual Machines 

As described in Section 8.1.4. a hosted virtual machine system is 
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one that works m con1unct10n with a host operatmg system runnmg 

natively on the underlying hardware. In a dual-mode hosted virtual 

machine system, part of the virtual machine monitor runs natively 

on the hardware; another part of the VMM operates as a user appli­

cation on the host operating system in order to invoke resource allo­

cation services provided by the host. An I/0 request from a guest vir­

tual machine is converted by the native-mode portion of the VMM 

into a user application request made to the host. For example, if the 

driver on a guest virtual machine attempts to fetch sectors from a 

disk, eventually the user-mode portion of the VMM will issue a 

read() to the host operating system for the corresponding data. The 

host operating system satisfies the read () request by performing its 

own I/0, but the guest machine and the VMM remain oblivious to 

the physical details of satisfying the request. Similarly, if an I/0 in­

terrupt is received by the VMM, the interrupt gets thrown over to 

the host operating system and its device drivers before being re­

ceived by a guest operating system. 

An important advantage of a hosted virtual machine is that it is not 

necessary to provide device drivers in the VMM; the device drivers 

already present on the host operating system are used indirectly by 

the virtual machine system. This is particularly convenient in situa­

tions where the large number and variety of devices supported 

make it difficult to provide all device drivers for the VMM. The PC 

desktop environment is the prime example of such a situation. 

In addition to the host OS, there are three additional components 

that form a dual-mode hosted virtual machine system. 

■ VMM-n (native): This component runs natively on the hardware and has 

characteristics similar to the VMM on a native virtual machine system. It is the 

component that intercepts traps due to privileged instructions or patched critical 

instructions encountered in a virtual machine_ It may provide device drivers for a 

small set of devices that are either performance critical, or that do not have 

drivers already available in the host operating system. 

■ VMM-u (user): This component runs as a user-mode process on the host 
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operating system. As mentioned earlier, this component makes resource requests 

to the host OS, in particular, memory and I/O requests, on behalf of the native 

mode VMM. VMM-u makes these requests using system library functions 

supplied with the host operating system. 

■ VMM-d (driver): This component provides a means for communication 

between the other two components. This is done by making the VMM-n appear 

to the VMM-u as a device attached to the host operating system. The VMM-d is 

essentially a special device driver installed on the host operating system, and it 

provides the link from VMM-u to VMM-n. The only user program on the host 

system allowed to access the VMM-n "device" is the VMM-u component. 

As stated earlier, the biggest advantages of a hosted VM are the con­

venience of installing a virtual machine system on a platform al­

ready running a commercially available operating system and the 

fact that the actual device drivers do not have to be incorporated as 

part of the VMM. 

The dual-mode hosted virtual machine system has some disadvan­

tages also. First, the VMM-n operates in privileged mode alongside 

the host OS; consequently, the VMM-n and host OS are capable of ac­

cidentally (or maliciously) affecting each other. This vulnerability is 

worsened because the host OS is typically not developed and de­

bugged with the VMM-n in the system. Second, the allocation of re­

sources is completely under the control of the host operating sys­

tem. The effects of allocation policies in the VMM are less pre­

dictable because the VMM has insufficient knowledge and control 

over the use of resources. 

There is also a performance disadvantage compared to a native vir­

tual machine system because of the need to go back and forth be­

tween two "worlds," the VMM-n world and the host OS world. When 

such a "world switch" occurs, sufficient state of one world must be 

saved before handing control over to the other world. The perfor­

mance degradation is more significant in an I/0-intensive workload 

than in a user-mode CPU-intensive workload. 

8.4.4 Input/Output Virtualization in VM/370 
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The I/O organization on the System/370 uses an !OP-based model, as 

shown in Appendix Figure A.Sd. The IOP gets commands from the 

processor, initiates 1/0 requests on behalf of the processor, controls 

the transfer of data directly between the I/O device and memory, 

and informs the processor by means of an interrupt when the I/O is 

completed. The System/370 IOPs are called channels, and communi­

cation between the OS and the channels occurs through a program 

built from special instructions called channel command words 

(CCWs). Each CCW includes an address in memory, the length of 

data to be transferred, and a command to an I/O device. The process 

of making a request to the channel involves building in memory a 

sequence of CCWs and then issuing a privileged start I/O (SIO) com­

mand that includes a pointer to the CCW. As far as the processor is 

concerned, execution of the SIO is completed once the device is de­

tected and the 1/0 operation is actually started. On completion of the 

I/O operation, the issuing processor is served with an I/O interrupt. 

In a virtual machine, an 1/0 request to a device takes a similar path, 

provided the device is physically implemented. The virtual machine 

sets up the CCW in its virtual address space. The S1O instruction is 

privileged and hence trapped. The CP (VMM) refers to the shadow 

page table to map the virtual address of the CCW to a physical ad­

dress. Based on this CCW it builds a ne-w CCW, translating the device 

address specified by the virtual machine to the address of the physi­

cal device to which it is mapped. The CP also indicates the translated 

physical storage location for the data to be interchanged with the I/ 

0 device and ensures that these pages are physically in memory. 

The use of paging complicates this translation process, because I/O 

commands that span more than a page may need to be broken up 

into multiple CCWs. The CP then sends an SIO command targeting 

the real I/O device. Since the CP works in privileged mode, this S1O 

gets transmitted to the channel and does not generate a trap. 

Onlv when the CP returns from its SIO instruction does it unblock 
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the SIO instruction generated by the virtual machine. If there are 

delays in accepting the command due to, say, an I/0 device's being 

busy, the CP could still schedule other virtual machines to run on 

the processor. When the I/0 operation completes, the IOP generates 

an I/0 interrupt. The CP intercepts this interrupt, reports the rele­

vant information in the status table of the processor that generated 

the request, and reflects the interrupt to the operating system on the 
appropriate virtual machine, which then handles the interrupt in 

the usual manner. 

A different scheme is adopted for slower I/0 devices, such as print­

ers and card readers. In these cases, the CP emulates these devices 

and generates software interrupts to the virtual machine while 

buffering the information on a disk. This spooling technique (dis­

cussed in Section 8.4.1) allows more efficient utilization of the re­

sources when several virtual machines attempt to access them si­

multaneously. 

Finally, VM/370 provides for I/0 devices for which there are no 

physical counterparts. The representative device of this type was 

the minidisk, which allowed for virtual disks with far fewer than the 

203 cylinders that disks provided in those days. This enabled an eco­

nomical pooling of what was then an expensive resource among 

multiple virtual machine users. 

8.5 Performance Enhancement of 
System Virtual Machines 

Virtual machines can improve the utilization of hardware by shar­

ing resources among multiple users, each provided with the illusion 

of owning all the resources in the machine. Unfortunately, this also 

raises the expectations of users, who now want performance on 

their workload similar to that provided by a complete machine. 

537 
12/23/2024, 2:45 PM 



Chapter 8: System Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

60 of92 

Performance measurements on early virtual machine systems indi­

cated that even in the absence of other users on the machine, it was 

difficult to get a performance that was better than 21 % of its perfor­

mance on native hardware on some benchmarks (MacKinnon 

1979). In the following sections we examine the sources of perfor­

mance degradation in virtual machines and examine hardware as­

sists aimed at closing the performance gap. 

8.5.1 Reasons for Performance Degradation 

Performance on a virtual machine differs from that on the native 

hardware for several reasons. 

■ Setup: Before a virtual machine can be activated, there is overhead involved in 

initializing the state of the machine. Such initialization includes setting up the 

timing facilities, the registers, and the program counter. 

■ Emulation: As discussed in previous sections, not all guest instructions can be 

natively executed. Some guest instructions need to be emulated (usually via 

interpretation) by the VMM. Often such emulation is not restricted to just the 

sensitive instruction; it is sometimes convenient to emulate instructions around a 

sensitive instruction to reduce transitions betv,1een executing in emulation mode 

and in native mode. 

■ Interrupt handling: Interrupts generated by a program running on a virtual 

machine first have to be handled by the VMM, even though they may eventually 

be handled by the guest operating system. 

■ State saving: There is overhead involved in saving the state of a virtual machine 

when control needs to be transferred to the VMM. 

■ Bookkeeping: Often, the VMM has to perform special operations to reflect 

behavior equivalent to that of a real machine. For example, the accounting of 

time charged to a user would be different in a virtual machine compared with a 

real machine, where user-mode activity typically is charged to the user and 

system-mode activity is charged to the system. 

■ Time elongation: Some instructions require more processing than they would 

have needed in the native mode. For example, instead of accessing just the page 

tables, it may be necessary in some situations to access both shadow tables and 

the local page tables. This has the effect of making the average time taken for 

some memory references considerably longer than on a real machine. 

Hardware extensions may be used to reduce one or more of these 
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effects. VM assist is the name given to a piece of hardware that im­

proves the performance of an application when running in the vir­

tual machine mode. One effect of a VM assist is to reduce the num­

ber of situations where a user application must enter system mode 

for some action to be taken by the VMM. Thus not all virtual ma­

chine environments benefit from VM assists. In particular, operat­

ing systems designed specifically for virtual machine execution, 

such as the CMS in the VM/370 systems, do not invoke privileged in­

structions as often as other operating systems. As another example, 

simple operating systems such as DOS do not access virtual address 

translation facilities and hence may not benefit from special hard­

ware designed to improve the translation performance. 

In the following subsections we discuss various hardware tech­

niques that help improve the performance of virtual machines. 

Section 8.5.2 discusses techniques to improve instruction emulation 

performance, while Section 8.5.3 discusses hardware to specifically 

help the performance of other aspects of the virtual machine moni­

tor. Section 8.5.4 then looks at ways of improving the performance 

of the system when running in user mode as a guest. Section 8.5.5 

examines some specialized techniques to enhance the performance 

of specific types of guest systems. Finally, in Section 8.5.6 we de­

scribe an interesting approach implemented in System/370 that uses 

hardware essentially to take over a number of VMM functions; 

8.5.2 Instruction Emulation Assists 

This class of assists improves the performance of virtual machine 

applications in the areas that are the cause of fundamental over­

heads, namely, those situations that need emulation under VMM 

control. Recall that in most such situations, the execution of a privi­

leged instruction causes an interrupt that is first handled by the 

VMM. The VMM emulates the instruction using a routine whose op­

eration depends on whether the virtual machine is supposed to be 
i:>vi:>r11tincr in cucti:>rn rnnni:> nr in 11ci:>r rnnni:> 
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An example on the System/370 is the assist for the load PSW (LPSW) 

instruction. As mentioned in Section 8.2.1, this instruction traps in 

user mode in order to prevent the manipulation of privileged re­

sources such as the problem state bit by the user. With the assist, the 

hardware (via microcode) performs the entire action of checking 

the state of the virtual machine, determining which action to take 

and performing either the full action if the virtual machine is in sys­

tem mode or the restricted action if in user mode. The physical re­

sources in the machine are modified by a hardware-assisted instruc­

tion if they hold the corresponding virtual machine resource, as in 

the case of the general-purpose registers. Otherwise, the corre­

sponding location in the state table held in memory is modified. 

These actions are identical to those that would have been per­

formed by emulation of the instruction in the VMM. Hence the hard­

ware assist depends on knowledge of the implementation of the vir­

tual machine system. In fact, the VM assist implementation provides 

an additional bit, bit 1 of control register 6, to supply information on 

whether the guest virtual machine is operating in privileged mode 

or user mode. 

The LPSW still remains a privileged instruction, and because the vir­

tual machine is running in user mode, the overhead due to the trap 

itself is not eliminated. However, the LPSW hardware assist not only 

reduces the time taken in emulating the instruction, but also elimi­

nates the overhead due to switching context from the virtual ma­

chine to the VMM and back again. Hardware assists of this kind im­

prove the total performance of the system by reducing the number 

of instructions actually emulated by the VMM. 

8.5.3 Virtual Machine Monitor Assists 

Another way of improving the performance of a virtual machine en­

vironment is to use assists for improving performance of the VMM. 
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Here are some of the assists of this nature that have been used on 

the Systern/370. 

■ Context switch: Using hardware to save and restore registers and other machine 

states when switching context from a virtual machine to the VMM and back. 

■ Decoding of privileged instructions: Recall that all privileged instructions trap 

when running in the virtual machine mode, whereas they trap only in the user 

mode in a native environment. Since privileged instructions are seldom used in 

user-mode code, the trapping of these instructions on a native machine is not a 

significant source of overhead. On the other hand, in a virtual machine mode, 

even occasional privileged instructions encountered during the execution of the 

guest operating system could cause a significant overhead in performance. 

Hardware assists, such as decoding these instructions, normally performed in 

VMM software, go a long way toward alleviating this overhead. Note that unlike 

the instruction emulation assists mentioned earlier, this assist only helps with 

certain critical parts of the emulation, with the rest of the emulation still being 

carried out in software. 

■ Virtual interval timer: Most operating systems depend on the interval timer to 

schedule jobs. A guest operating system cannot emulate this function in exactly 

the same way as in a native mode. The best that can be done is to decrement the 

virtual counter by some amount estimated by the VMM from the amount that the 

real timer decrements. More accurate timer functionality needs hardware 

support. The VM/370 system requires that the virtual timer for each virtual 

machine be located in location 80 of page 0. Hardware ensures that while the 

guest VM is running, this location is decremented every time the real timer is 

decremented. In addition, the hardware assist presents a timer interrupt to the 

virtual machine when the virtual interval timer turns negative. 

■ Adding to the instruction set: In order to improve the performance of the 

VMM, the System/370 also introduced a number of new instructions that are not 

a part of the ISA of the machine. The nature of operations performed by these 

new instructions is specific to VM/370, because their inclusion was guided by an 

analysis of its commonly executed parts. Here are some examples of these 

instructions. 

■ Obtain free space from free storage area 

■ Return space to free storage 

■ Page lock 

■ Page unlock 

■ Translate virtual address and test for shared page 

■ Invalidate segment/page table 

The VMM can detect the presence of these instructions in an irnple-
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mentation by examining the contents of control register 6. Various 

bits of this register denote which assists are available on the ma­

chine. If some specific assist instruction is not present, the machine 

ignores the instruction and executes the normal software routine it 

would have executed in the absence of such assists. 

8.5.4 Improving Performance of the Guest 
System 

The classical concept of virtualization postulates that a guest system 

in the virtual machine environment should not be aware of the fact 

that it is working in such an environment. It is the job of the VMM to 

ensure that privileged instructions and interrupts are handled in 

the same way as in a native environment. This is a requirement if 

nothing can be changed in software running on a real machine in 

order to make it operate on a virtual machine. 

On the other hand, it is possible to get an improvement in perfor­

mance if a guest OS knows whether it is currently executing na­

tively or in a virtual machine environment. When there is a choice, 

an OS executing fewer privileged instructions will observe a smaller 

degradation in performance when executed on a virtual machine. 

Alternatively, an OS aware of the presence of a VMM could enjoy a 

performance benefit by relegating some functions to the VMM or by 

providing the VMM with additional information to carry out its ac­

tions. Such an exchange of information is referred to as handshak­

ing (MacKinnon 1979). Handshaking is a programming technique 

that works in conjunction with hardware assists. A key feature of 

the System/370 that makes handshaking effective is the ability of the 

guest operating system to send a message to the VMM. The principal 

technique to achieve this is by the use of the DIAGNOSE instruction. 

Different forms of the instruction are defined to send different types 

of messages between the operating system and the VMM. Variants of 

the DIAGNOSE instruction are generally nonarchitected-they are 
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implementation-dependent features rather than extensions to the 

ISA. 

Many of the improvements that have r esulted from handshaking in­

volve eliminating the duplication of function between the guest op­

erating systems and the VMM. We list a few examples here. 

■ Nonpaged mode: The guest operating system disables dynamic address 

translation and defines its real address space to be as large as the largest virtual 

address space it needs. Thus, page frames are mapped to fixed real pages. 

Translation still occurs from these real pages to the physical pages on the native 

system. Hence the system as a whole still runs with dynamic address translation 

turned on. However, improvement in performance results from not having to deal 

with the bookkeeping of two levels of translation. Further, the guest operating 

system no longer has to exercise demand paging. The working set of the system 

as a whole is managed by the YMM, which continues to perform demand 

paging. Thus, not only is double paging eliminated by th is scheme, the effects of 

potential conflicts in paging decisions by the guest operating system and the 

VMM are eliminated. 

■ Pseudo-page-fault handling: As discussed earlier in this chapter, a page fault in 

a virtual machine system can occur not only because of a page fault in some 

virtual machine but also because of the replacement of a page by the YMM to 

accommodate a page of a different virtual machine. In a conventional virtual 

machine system, on the occurrence of the latter type of page fault, the VMM 

would make the current virtual machine inactive and activate another virtual 

machine. Control is given back to the original virtual machine when the page 

fault has been handled. In pseudo-page-fault handling, when the page fault is 

caused by a missing entry in the VMM page table, the VMM attempts to 

improve fairness by giving control back to the same virtual machine, along with 

a special page-fault indicator, allowing the virtual machine to schedule an 

alternative process itself. This is useful in situations where the guest operating 

system is equipped to handle multiprogramming effectively and has enough 

threads that it can use to hide the latency of the page fault. The operating system 

can disable the feature when the level of multiprogramming is low. Pseudo-page­

fault handling is enabled by a special Set Pagex CP command. 

■ Spool files: In the absence of any special mechanisms, the guest operating 

system in the virtual machine closes a spool file and puts it in its spool buffer. It 

issues I/O commands to dispatch each file in the buffer in tum to the I/O device, 

e.g., a printer. In order for this to work when multiple virtual machines are using 
• , I T / r-'to 
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spool these files in its own buffer along with requests from other virtual 

machines, and schedule them for printing. Rather than intercept the I/0 

commands and decipher that the virtual machine is attempting to send a job to 

the printer, handshaking allows the virtual machine to signal the VMM that a file 

is ready. In response, the VMM picks up the spool file (or, better still, a pointer 

to the file) and continues as before to merge this file into its own buffer. 

■ Inter-virtual-machine communication: The objective here is to send data 

between two virtual machines. Typically, communication between two physical 

machines involves the processing of message packets through several layers at 

the sender 's side before the message gets physically sent on wires to the 

receiving machine, once again after being processed through several layers. This 

process can be streamlined, simplified, and made considerably faster if the two 

machines are virtual machines on the same host platform. On the System/370, 

this was achieved by supporting a special virtual machine running a special 

operating system called the Remote Spooling Communications System (RSCS). 

The RSCS uses the spool buffer belonging tu the VMM either tu manage data 

that may need to be transferred to another virtual machine on the same platform 

or to stage the data before sending it through network adapters to some remote 

machine. The RSCS later gave way to more efficient ways of performing inter­

virtual-machine communication. In one case a virtual device called a channel-to­

channel adapter (CTCA) was used to move data from one virtual machine to 

another using inexpensive move operations, rather than VO operations. In 

another, called Virtual Machine Communications Facility (VMCF), it was 

possible for data to be communicated from one virtual machine to several virtual 

machines simultaneously simply by the use of storage-to-storage transfers. The 

interesting aspect of many of these solutions is that they have the potential not 

only of reducing the overhead due to virtual machine operation but also of 

actually improving communication performance between distinct machines. 

The notion that the performance of a virtual machine system can be 

improved by making modifications to the guest operating system 

has received renewed interest through what is being called paravir­

tualization (Whitaker, Shaw, and Gribble 2002). Paravirtualization 

presents a virtual machine interface to a system that is similar but 

not identical to the underlying native hardware. As embodied in the 

Xen system (Barham et al. 2003), the paravirtualization interface is 

specifically designed to work around features that make it difficult 

to virtualize the underlying ISA. Xen specifically targets the IA-32 

ISA. which, as we have seen earlier, has critical instructions that 
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make it difficult to design an efficient virtual machine. The Xen sys­

tem takes an existing operating system, such as Linux or Windows 

XP, and makes modifications to the machine-dependent parts of the 

system to eliminate the need to perform complex virtualization 

tasks such as code detection and patching or the maintenance of 

shadow page tables. As an example, Xen takes advantage of the fact 

that popular operating systems today use only rings O and 3 of the 

IA-32 privilege levels by modifying the guest operating system to 

run in ring 1. Privileged instructions present in the operating system 

code are paravirtualized by requiring them to be validated and exe­

cuted within the virtual machine monitor, which runs in ring 0. Xen 

aims to restrict changes to just the operating system-an application 

binary works unchanged in Xen. The Xen researchers report that 

the number of lines of the Linux IA-32 code base that needed to be 

changed in order to paravirtualize it was less than 3000, or 1.36% of 

the total. The result is a virtual machine system that performs at a 

level of 90+% across all benchmarks, compared to a native Linux 

implementation. 

8.5.5 Specialized Systems 

Further optimization of a virtual machine system is possible if the 

VMM has some knowledge about, or access to, the internals of the 

guest operating system. This is the case when the guest operating 

system is not a proprietary closed box. Following are some exam­

ples of this type of performance enhancing hardware (Gum 1983). 

■ Virtual-equals-real (V = R) virtual machine: In this mode, the host address 

space representing the guest real memory is mapped one-to-one to the host real 

memory address space. One advantage of such a mapping is the improvement of 

performance of channel programs accessing large, data-spanning multiple pages. 

Normally, contiguous real pages of the virtual machine need not be mapped to 

contiguous locations in physical memory. Hence such a channel program must be 

retranslated into multiple channel programs, each accessing a contiguous region 

of the physical memory. The V = R mapping eliminates the need to perfom1 such 
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■ Shadow-table bypass assist: As described in Section 8.3, the shadow page 

tables for a guest differ from the actual guest page tables only in that the real 

addresses in the former point to host physical addresses rather than real addresses 

in the guest machine. The maintenance and update of these tables constitute a 

fair amount of overhead in a virtual memory system. These shadow page tables 

can be dispensed with- the guest page tables can point directly to physical 

addresses if the dynamic address translation hardware is allowed to manipulate 

the guest page tables. On System/370, however, it is necessary to treat accesses 

to page O in a special way because this page is mapped distinctly for each virtual 

machine. The shadow-table bypass assist takes this into account in hardware. 

■ Preferred-machine assist: The idea of this assist is to allow a guest operating 

system to operate in system mode rather than user mode. This eliminates the 

special treatment required to execute most of the privileged instructions in the 

guest operating system. Special hardware is needed to support this capability 

because even though the VMM operates in the same mode as the guest operating 

system, it has to be protected from unintentional or malicious tampering by a 

guest operating system. Certain events may still need to be examined to 

determine whether they are actually meant for the virtual machine currently 

executing, for the VMM, or for some other guest virtual machine. For example, 

external I/0 interrupts may not be destined for the current guest virtual machine 

and may need to be handled by the VMM. 

■ Segment sharing: Wben multiple virtual machines loaded with the same guest 

operating system are running on a system, it is possible to improve performance 

by sharing the code segments of the operating system among the virtual 

machines, provided the operating system code is written in a reentrant manner. In 

particular, if the code segments contain only read-only information, sharing a 

single copy can alleviate TLB pressure on the system. While most programs 

today satisfy the reentrant property, older operating systems often did not- they 

modified code segments, usually for storing small pieces of data but sometimes 

to modify code behavior. Sharing in such cases would require the VMM to 
perform expensive checks to ensure that a virtual machine does not use code 

modified by another virtual machine. The System/370 provided hardware to 

perform such segment protection, eliminating the need for software checks. 

Hardware assists that enhance the performance of specific guest 

systems inherently take advantage of knowledge of system details. 

Often on the System/370, a particular hardware assist may work 

only for a specific guest operating system; in fact there may be mul­

tiple versions of the same assist, depending on characteristics of the 
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mation in guest OS-accessible data structures revealing to the guest 

OS that it is running in a virtualized mode rather than natively. This, 

in itself, is usually not a cause for concern, but it does compromise 

the original principle that any software running on a virtual ma­

chine should not know, and hence should not exploit the fact, that it 

is not running natively. 

8.5.6 Generalized Support for Virtual 
Machines 

With the success of the virtual machine philosophy, IBM looked into 

ways to formally include features in the ISA that improved the per­

formance of virtual machine systems in general. This led to the idea 

of an interpretive execution facility (IEF), which provides a way for 

the processor to directly execute most of the functions of the virtual 

machine in hardware. Thus, in a sense, interpretive execution is an 

extreme case of a VM assist, where almost all instructions are as­

sisted. Besides further improving the performance of the virtual ma­

chine, interpretive execution benefits virtual machines running all 

types of guest operating systems and also makes the behavior of vir­

tual machine programs more predictable across a range of architec­

tures and implementations. 

An IEF can be viewed as a transparent integration of the various 

techniques used to assist the performance of virtual machines. The 

function of the VMM is distributed more cleanly over hardware and 

software. In fact, the traditional software part of the VMM gives up 

control to the hardware IEF part through an instruction called start 

interpretive execution (SIE). Before it does so, it takes care of any 

pending interrupts, determines the virtual machine to be dis­

patched next, sets a pointer to a table containing the architected 

state of the virtual machine, and loads some of the resources (such 

as the general-purpose registers) with corresponding values from 

the table. 
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In the IEF mode, most privileged instructions are executed directly 

in hardware. The notable exceptions are I/0 instructions and some 

of the more complex, though infrequent, instructions. Once the IEF 

gets control, it starts executing the instruction stream from the vir­

tual machine, directly executing many of the instructions and inter­

preting others in hardware. As shown in Figure 8.20 there are two 

ways in which the hardware interpretation of instructions may be 

suspended and control returned to the software part. 

1. An interrupt may be generated that is determined by the IEF hardware to be 

meant for either the VMM or another virtual machine. A return from such an 

interrupt points to the STE instruction that was executed by the VMM. 

VMM Software 

Entry into interpretive . 
~ 

SIE ---
Interpretive 

..... execution mode 

. 
-

Exit tor mterceptJOn 
Emulation I I Exit for host i nterrupr 

I 

Host interrupt 
handler 

lJ1'1'1fil•l'1'■ Interpretive Execution Entry and Exit. Executwn of an SIE mstructwn causes 
the processor to enter the interpretive execution mode. Exit from this mode can occur either 
because an interrupt needs to be handled by the host or due co one of several conditions that 
require servicing by the VMM. In the former case, the machine returns back to the interpre­
tive execution mode. In the latter it proceeds to the next instruction after the SIE. 

2. Control can pass to the instruction following the STE instruction. This is referred 

to as interception. Interception occurs because of the following reasons. 

a. An instruction is encountered whose interpretation is not supported in hardware. 

b. An exception occurs during the execution of an interpreted instruction. 

c. An instruction is encountered in a mode that forces it to be handled in software, 

as in a traditional virtual machine system. 

548 
12/23/2024, 2:45 PM 



Chapter 8: System Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

7 1 of92 

d. An externally set interception condition is detected. 

e. Some special case is detected; e.g., a guest operating system has entered the wait 

state. 

Before control returns to the software part of the VMM, the IEF 

hardware must update the table containing the state description of 

the virtual machine so that it can resume operation at a later time. It 

must also store some information about the reason for giving con­

trol back to software, including parameters that would be needed 

for software emulation. 

TABLE 8.1 Improvement in Performance of Virtual Machines Resulting from the 
Introduction of Hardware VM Assists on the IBM System/370 (MacKinnon 1979) 

Model 135 Model 145 Model 151 

DOSIVS VS1 DOS/VS VS1 VS1 VS2 
NetM 2788 3035 2150 1418 1386 572 

Elaf)Md time (NCOncll) Vlttual Machine 8172 11598 4520 4089 3769 2696 

Vlrtual Machine wf1h VU Aaalet 4226 4063 2723 2024 200,4 1149 

Aelatl,,. Ba!dl Throughput without VM Aull! 0.34 0.26 0.48 0.35 0.37 0.21 
wlthVMANiSI 0.66 0.75 0.79 0.7 0.69 0.5 

Aeductlon In .......teor Nie time tlwouah VM As.ill 74%. 89% 73% 86% 82% 69% 
Reduction In .i-.d time th•"'""' VM Aaslll 48%, 65% 40% 51% 47% 57% 
Rlcluetlon In l0'8! !lllmblr of ln8trll;done llmlltat.d by VN/370 

87'!1. 95% a&o/. 94°4 91% 74% throuahVMAullt 

For good performance, the IEF relies on many of the hardware as­

sist features described earlier in this section. By having special 

hardware assists for the timer and for the time-of-day clock and by 

using bypass techniques to reduce the overhead of memory address 

translation, the IEF comes closer to its goal of making the behavior 

of a program on a virtual machine very similar, only slightly slower, 

compared to its performance on a native platform. This is evident 

from Table 8.1 (MacKinnon 1979), which shows the improvement 

in performance through the use of assists for three different imple­

mentations of the System/370 architecture and for three different 

guest operating systems: DOSNS, OSNSl , and OSNSZ SVS. It can be 

observed that the difference in performance of a program running 

natively versus in a virtual machine decreases significantly through 

the addition of special hardware features that support virtualiza­

tion. 
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The mterpret1ve execut10n raclll.ty has evolved considerably smce 

its original introduction. In essence, more and more function was 

added in hardware to eliminate most of the overhead involved in 

supporting virtual machines. A comprehensive discussion of the 

various new features can be found in Osisek, Jackson, and Gum 

{19911. 

8.6 Case Study: VMware Virtual 

Platform 

A popular virtual machine infrastructure for IA-32-based PCs and 

servers is the VMware Virtual Platform (VMware 2000). As men­
tioned earlier, the VMware system is an example of a hosted virtual 

machine system. More recently, VMware has included a native vir­

tualization architecture embodied in a product called the VMware 

ESX Server, which is claimed to provide better resource control, 

scalability, and performance, but at the expense of full support for 

all types of hardware. Our discussion here is limited to the hosted 

system, which has been renamed the VMware GSX Server (VMware 

2001). We outline next the various reasons that motivated this devel­

opment of a hosted system rather than a native system. 

In comparison to a native VM infrastructure for a large mainframe, 

such as the VM/370, the development of a VM infrastructure for a 

commodity IA-32 environment faces several challenges. 

■ The IA-32 grew up as an inexpensive microprocessor, never intended to be used 

in large systems supporting multiple users. Among other things this led to an ISA 

that includes a number of features difficult to virtualize efficiently. On the other 

hand, the IBM VM systems have existed almost from the beginning of the 

System/370 line. The IBM architecture team had close interactions with the team 

developing the VMM (because they worked at the same company), and therefore 

they avoided features that could hamper the development of virtual machines on 

its platforms. 

■ The other difference between the current commodity IA-32 environment and the 
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IBM System/370 environment is the openness of the system architecture, which 

has led to a proliferation of different configurations of PCs. Thus, while the 

VM/370 developers had only to understand the system configurations that IBM 

shipped to its customers, IA-32 VMM developers must anticipate any of the 

myriad configurations that a multitude of PC system vendors may ship. The 

situation is made even more daunting by the proliferation of different VO devices 

that are available for users to add to their systems. 

■ VMware, as a separate company from either a hardware developer, such as Intel , 

or an operating system company, such as Microsoft, faced an additional 

challenge. It had to ensure that its VMM software can be easily installed and 

used. In particular it cannot expect its users to wipe out an existing operating 

system to install VMware software and then reinstall the old operating system 

over the VMM. This, in fact, directly influenced the architecture of the VMM 

developed by VMware. 

The VMware Virtual Platform presents a view to the user depicted 

in Figyre 8.21. At this level it looks similar to the VM view presented 

to an IBM System/370 user. However, as opposed to the native na­

ture of the virtual machine system of VM/370, the Virtual Platform is 

a hosted system. It depends on the existence of a host operating sys­

tem, such as Windows or Linux, running on the bare hardware to 

perform certain critical functions. As we have seen in Section 8.4.3. 

a principal advantage of a hosted system is that the VMM can avail 

itself of any I/O device the host operating system supports with rela­

tively little work. 

As discussed in Section 8.4.3. a dual-mode hosted virtual machine 

system must have three components for its VMM: (a) the VMM-n, 

which is the component working in a privileged native mode, (b) the 

VMM-u, the component that runs as an application on the host oper­

ating system, and (c) the VMM-d, the component that enables com­

munication between the VMM-n and VMM-u. On the VMware sys­

tem, these three components are respectively named VMMonitor, 

VMApp, and VMDriver. At any given time, the processor executes ei­

ther in the host operating system environment or in the VMMonitor 

environment. Transfer of control betvveen the two worlds is facili­

tated by the VMDriver and involves saving and restoring all user 
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anu sysrem vis101e srnre mrormanon on me processor. AS opposeu rn 

the view presented to the user shown in Figm:e 8.21. the structural 

view of the VMware system is as shown in ~e 8.22. 

Even though the Intel IA-32 architecture features four levels of pro­

tection, rings 0 through 3, most operating systems on the IA-32 siin­

ply lump the kernel and services, including the device drivers, into 

ring 0. Thus, for all practical purposes, it is adequate to consider the 

architecture as having a privileged level, largely consisting of code 

running in ring 0, and a user level, consisting of code running in 

ring 3. 

Applications 

OS 
(e.g , Linux, Windows) 

Hardware 
(x86 motherboard. dlS{)lay. adapters, 

etc.) 

User view of standard 
hanlware JA-32 system 

Virtual Machine 1 Virtual Machine 2 
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@:11144-f.J,.j Components of the VMware System. VMMonitor runs in privileged mode. 
VMDriver is a device driver installed in the host operating system and hence also has system 
privileges. VMApp runs as a user-mode application on the host operating system. 

VMMonitor operates in privileged mode, but VMApp, which is sim­

ply an application that requests services from the host operating 

system, operates in the user mode. In a sense, VMMonitor can 

change its personality from being a privileged controller of re­

sources to being just another application on the host operating sys­

tem. It does this efficiently through VMDriver, a special device 

driver installed on the host operating system and hence having the 

same privileges as the host system. 

8.6.1 Processor Virtualization 

The Intel IA-32 architecture is not efficiently virtualizable, i.e., a 

VMM cannot be constructed in the strict sense of Theorem 1 in 

Section 8.2.1. Researchers (Robin and Irvine 2000) have identified 

17 IA-32 instructions that are critical, i.e., sensitive but not privi­

leged. Hence, a virtual machine system for the IA-32 architecture 

must be a hybrid virtual machine system. VMware presumably in­

cludes mechanisms for discovering these critical instructions and 

for patching (or caching) them, as described in Sections 8.2.3 and 

8.2.4. 

The 17 critical instructions fall into two broad categories. 

■ Protection system references: These instructions reference the storage 

protection system, memory system, or address relocation system. The hazard 

here is the possibility of some virtual machine accessing locations not in its 

virtual memory. An example of this is the MOVE instruction, which moves a 

value from a general-purpose register to the CS register, the control register that 

specifies the current privilege ring number in bits O and I. In order to offer some 

protection, an instruction such as mov ax, cs executed in the user mode disallows 

the CS register to be loaded but does not generate a trap. Instead of trapping, the 

instruction generates a no-op and hence is not efficiently virtualizable. 

■ Sensitive register instructions: These instructions attempt to read or change 
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resource-related registers and memory locations, such as a clock register or 

interrupt registers. An example is the POPF instruction mentioned in Section 
8.2.1. This instruction pops a word from the top of a stack in memory, 

increments the stack pointer by 2, and stores the value in the lower 16 bits of the 

EFLAGS register. One of the bits in the EFLAGS register is IF, the interrupt­

enable flag, which, in the user mode, is not modified when POPF is executed. To 

understand why this is a sensitive instruction, consider the case where a guest 

operating system executes a POPF instruction. The operating system may require 

that the IF bit be changed; but if it is running in the user mode under the virtual 

machine, the IF bit is not changed. The guest operating system could later take 

erroneous actions because the flag bit had not been set as expected. In a hybrid 

virtual machine implementation, such an instruction would be discovered by the 

VMM and patched to generate a trap. The trap handler in the VMM would then 

emulate the instruction and achieve the result expected by a guest operating 

system. 

Let us now examine what happens when a guest operating system 

in a virtual machine attempts to use a critical instruction. The piece 

of IA-32 code shown in Figure 8.23 is an example of real code 

(Rosenblum 2000). In this code, the flags are saved on stack using a 

pushfd instruction before a small piece of code is executed that 

could potentially change them. When they are restored, the expecta­

tion is that the flags will be exactly the same as before being pushed 

on the stack. In the privileged mode, the popfd would adequately re­

store the flags to their original state. However, when the code is exe­
cuted in user mode, as it would be on a virtual machine, not all flags 

will be properly restored, unless the instruction is emulated. 

pushfd 
c1i 
mov 
cmp 
j c 
mov 
popfd 
add 

cax, (Ox824) 
cax, 1 
5 
( 0x900) , cdx 

cdx, cax 

lE::1•1iJ.fJ• Sample Intel IA-32 Code Using the popfd Instruction. 

In order to perform this emulation, VMMonitor scans the instruc-
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tion stream being executed and detects the presence of the popfd in­

struction in the stream. The monitor then substitutes this instruc­

tion with another set of instructions that takes the processor into 

the privileged state and emulates the action of the original code. The 

emulation would include a check for the current mode of operation 

and execute one of two actions for popfd, depending on the mode. 

Specifically, if the virtual machine itself was supposed to be execut­
ing in the system mode, the emulation of the popfd instruction must 

include the loading of the EFLAGS register or, more accurately, the 

virtual EFLAGS register belonging to the executing virtual machine. 

On the other hand, if the virtual machine is not in system mode, the 

emulation must ensure that certain bits, such as the IF bit, are not 

modified in the virtual EFLAGS. 

The setting of the IF should always be in control of the VMM, so that 

when a virtual machine is swapped out and another one brought in, 

the IF is not swapped. For each virtual machine there is a location in 

memory that corresponds to the EFLAGS register, and the emulation 

of activity on the EFLAGS register is carried out through instruc­

tions operating on the virtual flags in memory, rather than by load­

ing the EFLAGS register and performing the action directly. 

Emulation of the IF in the £FLAGS register implies that any instruc­

tion that reads or modifies this bit must also be emulated. The ell in­

struction in the example of Figure 8.23. which clears the interrupt 

flag. therefore. is also emulated by VMMonitor. 

8.6.2 Input/Output Virtualization 

The difficulty of virtualizing 1/0 in popular IA-32-based platforms 

was a primary reason that VMware developers chose to implement 

the monitor in a dual-mode hosted VM style. The PC platform sup­

ports many more devices and many more different types of devices 

than any other platform. This has resulted in a massive number of 

device drivers written by all segments of the industry, including de-
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vice hardware vendors, operating system developers, software de­

velopers, and even users. VMware takes a multifaceted approach to 

solving the 1/0 virtualization problem (Sugerman, Venkitachalam. 

and Lim 2001). 

Virtual Device Interface, 
e.g., /DE 

VO Device Simulator in 
VMMonitor 

Hardware Device 
Interface, e.g., /DE, SCSI 

[i!3ij§j;fJ• Mapping a Virtual Device Interface to a Hardware Device Interface in the 
VMware Virtual Platform. 

Emulation In VMMonitor 

The first way to virtualize an 1/0 device is to emulate the device in 

the VMMonitor. If the device to be virtualized already has a physical 

counterpart on the host, the job of emulating it is simply one of con­

verting the parameters in some virtual device interface (VDI) into 

parameters of the actual hardware device interface (HDI). Thus, the 

i n and out 1/0 instructions are intercepted by the VMMonitor and 

converted to appropriate in and out instructions for some actual 

physical device (flgm:e 8.24). A situation where such a scheme 

would be used is that of converting a command to read a block from 

an IDE drive to one that reads a block from a SCSI drive. 

Unfortunately, such conversion requires some knowledge of the 

ports and memory map locations associated not only with the SCSI 

drive, but also with the IDE drive supported in the guest operating 

system. 

Using the Services of the Host Operating System 

The VMware developers discovered that while some interfaces, such 
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as the IDE interface, appear to be well standardized across the in­

dustry, there is a noticeable variation in devices following the SCSI, 

LAN, or graphics standards. This called for a different approach to 

emulating these interfaces. Instead of converting the in and out 1/0 

instructions to new in and out instructions, they are converted into 

a set of library service requests for the host operating system, which 
invariably already supports the needed device drivers. 

This technique is illustrated in Figure 8.25. The method relies on the 

dual personalities of the Virtual Platform. The VMMonitor contains 

device models for each of the virtual devices supported. When a 

guest 1/0 instruction is encountered, it traps to the VMMonitor code 

that alters the state of the device model corresponding to the re­

quested device. If the requested device is not natively supported by 

VMMonitor but is supported by the host OS, the request is converted 

into a host OS call. For example, if the host operating system is 

Windows NT, it is converted into a win32 system call. The 

VMMonitor, through VMApp, now acts as a well-behaved applica­

tion under Windows NT. When the application returns from this 

system call, the control gets back to the VMMonitor and then into 

the application running on the virtual machine. VMMonitor uses 

this approach for virtualizing the floppy disk drive, the CD-ROM 

drive, the sound card, the serial port, and the parallel port. In mea­

surements taken on a real system, the overhead of switching from 

one mode to the other was determined to be only tens of microsec­

onds. 

The dual personality assumed by the VMMonitor confers advan­

tages beyond reducing the complexity of supporting a large variety 

of I/0 devices. 

■ As long as the operating system provides a reasonable suite of services to 

perform J/O, any operating system can be used as the host. All devices supported 

by that operating system would automatically be available to VMMonitor. 

■ The VMMonitor need not limit its access of the host operating system to its J/O 
fp:itnrP., A II ,P.rvirP, :iv:iil:ihlP. on thP ho,t orv>rntinP ,v,tP.m r:in hP. t:ikPn 
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advantage of because VMMonitor installs on the host operating system just like 

any other application. In particular, it can use the file system services of the host, 

say, to emulate disks. 

■ When making a transition from an old operating system to a newer one, it may be 

beneficial to use the old operating system as the host, with the new one working 

in a virtual machine. Perfonnance-critical applications can be run on the host 
directly during the transition period. 

New Capability for Devices Through Abstraction Layer 

VMApp has the ability to insert a layer of abstraction above the 

physical device. This allows the incorporation of new functionality 

on the device that may not have been possible or convenient with 

the original device. For example, the disk on a virtual machine in 

VMware can be treated either as a raw disk or as a file on the host 

operating system. In the latter case, it then becomes possible to have 

"undoable" disks, where recent actions taken on the disk can be un­

done. This also makes it possible to save or discard entire sessions 

by providing a commit feature that performs explicit commits of 

disk writes at the end of the session. Such a capability is particularly 

useful, for example, for a test session or if one needs to discard a 

session because of an insecure access. 

Virtual Device lnterta.ce, e.g., 
disk read, screen write 

l 
1/0 Device Simulator in 

VMMonitor 

l 
1/0 Device Simulator in 

VMApp 

l 
OS Interface Commands, 

e.g., commands in 
graphics language 

l 
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Host Operating System, 
e.g., Linux, Windows 

Hardware Device 
Interface, e.g., /DE, SVGA 

W:11ikJ·fW,use of the Operating System Library Function Interface to Map a Virtual 
Device Inter ace to a Hardware Device Interface. 

This abstraction layer can also provide a way to reduce perfor­

mance losses due to virtualization. For example, a virtual Ethernet 

switch is provided in VMware between a virtual NIC (network inter­

face controller) and a physical NIC to allow multiple virtual ma­

chines to share a physical NIC, similar to what was described in con­

nection with Figure 8.19. Different IP addresses can be given to 
each of the virtual machines. The virtual machines sharing the 

physical NIC can communicate with each other through this virtual 

LAN, exactly in the manner of a more traditional LAN interconnec­

tion between physical machines. The latency of communication be­

tween these virtual machines can actually be made lower than that 

encountered in a physical system because the LAN is emulated us­

ing special communication paths that are local and more efficient 

than the standard Ethernet path. 

A different type of abstraction is exemplified by the provision in 

VMware for an alternative user interface. In general, user interface 

controls such as the video card, the keyboard, and the mouse are 

physical resources that are virtualized in a manner similar to other 

physical resources, such as general-purpose registers. A user on a 

virtual machine takes direct control of these devices just as he/she 

would on a real machine. Thus the entire screen of the monitor can 

be under the control of the virtual machine. In addition, VMware 

also provides the capability to make the user-interface display ap­

pear as a window on the user interface of the host operating system, 

e.g., as one of the windows of a Windows desktop. This capability al­

lows the user to access applications on both platforms in a conve-
nionf' TATO't"T TTc---inrr c-nor-if;ll f">f"'\YY'IIYY\11n-i,-.ot-inn n,:,it-hc hohAToon "\Tl\Al\Annit"nr 
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and the host operating system, it is even possible to cut and paste 

between a window on the host and an application on a virtual ma­

chine. 

8.6.3 Memory Virtualization 

VMMonitor virtualizes the physical memory of a virtual machine by 

using the host operating system to allocate or release the real ma­

chine's physical memory. The guest operating system does standard 

demand paging, though physical memory pages for the virtual ma­

chine are assigned by the host operating system. Paging requests are 

not directly intercepted by the VMM. They are converted into disk 

read/writes by the guest OS exactly as they would be on a real ma­

chine. These disk read/writes are translated by VMMonitor to re­

quests on the host operating system through VMApp. The requests 

are actually made to appear by VMDriver as large DMA requests on 

the host operating system. The activity of applications on the host 

determines whether or not such a DM...i\ request is satisfied from the 

memory of the host or results in paging on the host. The standard 

replacement policies of the host could end up replacing critical 

pages, thereby degrading performance of the virtual machine sys­

tem in the presence of other host applications. In order to alleviate 

this problem, VMDriver pins some of the critical pages of the virtual 

memory system in physical memory, especially those pages belong­

ing to the VMMonitor's active working set. 

8.7 Case Study: The Intel VT-x 
(Vanderpool) Technology 

In describing the VMware Virtual Platform in Section 8.6, we indi­

cated several of the problems in virtualizing the Intel IA-32 architec­

ture. We also saw how the VMware GSX server tackled the virtualiz­

abilitv uroblem to orovide virtual machine caoabilitv on this ooou-
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lar platform using a hosted VM system. However, the various tech­

niques used to finally achieve virtualization come at a cost-com­

plexity of code and performance overhead. Some of the overhead, 

particularly that of scanning and patching the code to get around 

the presence of critical instructions in the instruction set, will also 

be present in native virtual machine implementations like the 

VMware ESX server. This was the motivation behind the current 
trend towards paravirtualization, where the interface presented by 

the virtual machine is not identical to that of the architecture of the 

underlying processor, but rather simplified to eliminate the effect of 

critical instructions as much as possible. 

The performance overhead of handling the sensitive instructions in 

the VMM still remains, even with paravirtualization. In Section 8.5 

we described various ways to speed up virtualization through hard­

ware enhancements of the processor. VM Assists and the 

Interpretive Execution (IE) capability went a long way in improving 

the performance of the z/VM system on the IBM zSeries mainframes. 

Intel recently developed a capability, the VT-x, or Vanderpool, tech­

nology for IA-32 processors, that is conceptually similar to the IBM's 

IE capability, and promises to enhance the performance of IA-32 vir­

tual machine implementations. 

The main feature of VT-xis the inclusion of the new VMX mode of 

operation. When in VMX mode, the processor can be in either VMX 

root operation or VMX non-root operation. In both cases, all four 
IA-32 privilege levels (rings) are available for use by software. VT-x, 

in effect, provides four new less privileged rings of protection for 

execution of guest software, in addition to the usual four rings for 

use by the VMM. The behavior of the processor in VMX root opera­

tion is largely similar to its function in a normal processor not incor­

porating the VT-x technology, the main difference being the inclu­

sion of a set of new instructions called the VMX instructions. The be­

havior of the processor in non-root operation is limited in some re-
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spects from its behavior on a normal processor in order to support 

virtualization. The limitations are such that critical shared re­

sources are kept under the control of a monitor running in VMX 

root operation. This limitation of control of resources extends also 

to non-root operation in ring 0, which, in normal processors, is the 

most privileged level. Thus the intention is for the VMM of a virtual 

machine system to work in VMX root operation, while the virtual 

machine itself, including the guest operating system and applica­

tions, works in VMX non~root operation. Because VMX non~root op­

eration includes all four IA-32 privilege levels (rings), guest software 

can run in the rings in which it was originally intended to be nm 

(i.e., the guest operating system kernel can run in ring O and guest 

applications can run in ring 3). 

8.7.1 Technology Overview 

The typical sequence of operations in a virtual machine system is 

shown in Figure 8.26. A processor which has been turned on in a 

normal mode can be made to enter VMX root operation by issuing a 

vmxon instruction. The virtual machine monitor running in root op­

eration sets up the environment for each virtual machine and initi­

ates the virtual machine by issuing a special instruction, vmlaunch. 

Various situations, especially attempts to reconfigure critical re­

sources shared with other virtual machines or with the VMM, cause 

the processor to relinquish control to the VMM in root operation. 

The processor may also exit from the virtual machine explicitly 

through a vmcall instruction. Re-entering a previously launched vir­

tual machine is accomplished through the lower-cost vmresume in­

struction, which puts the processor back in non-root operation. 

Thus, in the steady state, the processor should be working largely in 

VMX non-root operation with occasional short excursions to the 

VMM. Finally, when the processor wishes to leave VMX operation, it 

will bring down each of the virtual machines in turn and return to 

the normal mode by issuing a vmxoff instruction. 
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This is a high-level view of how a virtual machine system can be 

created on a VT-x enabled IA-32 processor. There are many aspects 

which need to be taken care of in launching and exiting from a vir­

tual machine; the interested reader is referred to Intel's Preliminary 

Specification document (Intel 2005) for more details on this topic. 

We limit our discussion below to the concepts underlying the tech­

nology. 

vmlaunch vmlaunch vmresume vmresume vmresume 
vmxon VM 1 VM2 VM2 VM2 VM1 vmxolf 

T 

Regular Root Mode Noo-Rool 
Mode (VMM) (VM1) 

VM1 VM2 VM2 VM2 VM1 
exits eXlts e1ots eX1ts eX1ts 

Regular 
Mode 

ijfaii4j,fJ/I Transition Between Operation Phases with the Intel VT-x Technology. White 
areas represent the operation in root mode of the virtual machine monitor (VMM). The cross­
hatched and dotted areas represent the regions in time when the two active virtual machines 
are executing. 

8. 7.2 Capabilities of the Technology 

A key aspect of the VT-x technology that allows faster virtual ma­

chine systems to be built is the elimination of the need to run all 

guest code in the user mode, essentially by providing a new mode of 

operation specifically for hypervisors and VMMs. For code regions 

that do not contain instructions that affect any critical shared re­

sources, the hardware executes as efficiently as it would have on a 

normal machine. Since hardware keeps track of the virtual ma­

chines that are active, even larger regions can be executed at full 

speed by temporarily mapping the shared resources to the corre­

sponding resources in the virtual machine. It is only in the few cases 

where this is not possible that a certain degree of emulation must be 

performed by the VMM. Thus, once in the virtual machine, the exits 

back to the monitor are far less frequent in the hardware case than 

in software virtualization. 
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The other major source of overhead in a software-based solution is 

the maintenance of state information. Various tricks in the software, 

especially mapping the frequently used registers to hardware regis­

ter elements, reduce the overhead of maintaining and changing 

state. VT-x technology provides hardware that allows almost all of 

the state-holding data elements to be mapped directly to their native 

structures during virtual machine execution. Moreover, the technol­

ogy provides a formal data structure called the VMCS (virtual ma­

chine control structure) that encapsulates all the information 

needed to capture the state of a virtual machine or to resume a vir­

tual machine. The hardware implementation can take over the tasks 

of loading and unloading the state from their physical locations, 

without requiring the VMM to perform expensive load and store op­

erations on large quantities of data. 

The VT-x hardware is thus able to reduce the overhead in a classic 

native VM system considerably. It also eliminates the need for par­

avirtualization, thereby allowing more standard versions of operat­

ing systems to be used in virtual machine systems. The vmcall in­
struction, which can be used by a VMX non-root guest to communi­

cate with the root mode VMM, can be used as a mechanism to pass 

hints and data that can help the VMM to perform more intelligent 

allocation of resources. 

VT-x can be adapted also to construct a hosted VM system. Since 

VMX root operation has been designed to be as close as possible to 

the normal operation of a processor, it is possible to take a standard 

implementation of a host OS and make it run in VMX root operation. 

The VMM, also running in VMX root operation, is then in the same 

environment as the host OS, and has the same privileges as the host 

OS, just as in a typical hosted-VM implementation like VMware's. 

An important reason for the choice of a hosted system for the 

VMware GSX server was the need to virtualize the large number of 

existing devices and device drivers that exist in the IA-32 PC world. 
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This need still remains; the VT-x technology does not address I/0 vir­

tualization. It must be noted also that the VMX root operation is not 

exactly identical to normal operation of the processor. There are re­

strictions imposed in VMX operation, such as the inability to reset 

the CRO.PE and CRO.PG bits to 0, which prevent a host OS in VMX 

operation from running in unpaged protected mode or in real­

address mode. Modern applications will not suffer because of this 

limitation; however, on legacy systems these modes may have to be 

supported either through emulation in the VMM, or by executing in 

the normal mode after leaving VMX operation through a vmxoff in­

struction. 

8. 7 .3 Maintenance of State information 

We now turn our attention to the mechanics of state maintenance in 

the VT-x technology. As mentioned before, the state of a virtual ma­

chine is maintained in the VMCS data structure. This structure is 

fully specified, with the various fields precisely defined. The VMCS 

can be manipulated only by hardware, or by software running in 

root operation. The VMCS corresponding to the currently executing 

VM is identified by a pointer, the VMPTR, which contains the 4KB­

aligned physical address of the VMCS. Multiple VMCS structures cor­

responding to different virtual machines can be active, though only 

one can be executing at a time on a given logical processor. (There 

may be more than one "logical" processor in a multithreaded sys­

tem.) The VMPTR can be modified using the vmptrld instruction in 

root operation. Similarly, the contents of the VMCS can be accessed 

only in root operation, and only through vmread and vmwrite in­

structions. Regular memory load and store operations may not be 

used to access data in the VMCS because the format used to store the 

VMCS is not architected, and may change from one implementation 

to the next. 

The different types of information stored in the VMCS are shown in 

565 
12/23/2024, 2:45 PM 



Chapter 8: System Virtual Machines I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

88 of92 

Table 8.2. The state mtormanon that 1s stored. tor the guest and. the 

host goes beyond the conventional architected state and includes 

items like the architecturally hidden part of each segment register. 

This is needed to maintain a behavior of a virtual machine similar 

to its behavior on a normal machine. The various control fields de­

termine the conditions under which control leaves the virtual ma­

chine (VM exit) and returns to the VMM, and define the actions that 

need to be performed during VM entry and VM exit. For example, 

since the MSRs on a processor are implementation-dependent, one 

of the control fields determines how many model-specific registers 

(MSRs) must be saved on VM exit, and another field determines the 

physical address where these registers must be saved. 

TABLE 8.2 Information Stored in the Virtual Machine Control Structure (VMCS) 

Guest State 
Register State 

State Area lnterruptibilitv State 
Host State Register State 

Pin-based Execution Controls 

VM Execution Controls 
Processor-based Execution Controls 

Bitmap Fields 
etc. 

Control Area 
VM Exit Controls 

Control Bitmap 
MSR Controls 

Control Bitmap 
VM Entry Controls MSR Controls 

Controls for Event Injection 

Basic Information 
VM-Exit Information 

VM Exit Vectoring Event Information 
Information 

Other Exit Information 
Due to Event Delivery 

Due to Instruction Ex&QJtion 

An important part of the VMCS area is the VM-exit information area. 

This area contains fields that inform the VMM the reason for an 

exit, as well as other information needed to service the event that 

caused the exit. 

Instructions may cause exits, either unconditionally, e.g., instruc­

tions disallowed in non-root mode, or conditionally, e.g., a rdtsc in­

struction, which causes an exit only if a special control bit "RDTSC 

Exiting" has been set. There are several such control bits described 
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in the specification document (Intel 2005), that essentially allow the 

VMM to set up virtual machines with different kinds of behaviors. 

8. 7.4 An Example: The rdtsc Instruction 

We conclude this section by demonstrating how the hardware sup­

ports a virtual machine executing the "Read Time-Stamp Counter" 

instruction, rdtsc. According to the IA-32 architecture, the time­

stamp counter is maintained in an MSR called the 

IA32_TIME_STAMP_COUNTER. Execution of the rdtsc instruction 

causes the 64-bit value in this counter to be transferred to a speci­

fied pair of general-purpose registers. However, if the TSD (Time­

Stamp Disable) bit of control register CR4 is set and the privilege 

level is not 0, a protection-mode exception will result and the 

counter will not be read. 

A flow chart showing the various conditions that arise is shown in 

Figyre 8.27. The first thing the hardware checks is the TSD bit in the 

physical CR4 register that is mapped to the CR4 of the currently ac­

tive VM. If the TSD bit in this register is set and the privilege level is 

not level 0, the operation must cause a protection-mode exception in 

the guest. The hardware directly examines a bitmap, called the 

Exception Bitmap, in the Processor-Based VM-Execution Controls 

area of the VMCS for the currently executing VM. This bitmap is a 

32-bit vector that contains one bit for each IA-32 exception. If the bit 

corresponding to the mentioned protection-mode exception is set, 
the hardware forces a VM exit to allow the VMM to take appropriate 

action. Otherwise, the exception is directly delivered to the guest as 

in a processor operating in the normal mode. Thus the hardware 

avoids the need for the VMM to intercept the exception, inspect it, 

and reflect it back to the guest OS, as typically done in software VM 

implementations. 

rdtsc 
instruction 

encountered 
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No 

Perform 
normal 

operation 

Yes 

Protection exception. 
Check exception 

bitmap in VM execution 
controls area 

No 

' Deliver exception 
to guest 

No 

Yes 

Yes 

Yes 

Save exit 
information. 

ExttVM. 

Return control 
toVMM 

No 

Yes 

Add TSC offset 
to time-stamp 
counter value. 

Return sum Return time-
stamp counter 

value 

!1"1•ikJ.fJI Actions Taken by Hardware When a Read Time-Stamp Counter (rdtsc) 
Instruction Is Encountered. 

If the TSD bit is not set or if the privilege level is 0, the hardware 

checks the "RDTSC Exiting" bit in another field of the Processor­

based VM-Execution Control area of the VMCS. If this bit is set, a VM­

exit occurs and control returns to the VMM, which can then emulate 

the desired behavior of the instruction. 

If the "RDTSC exiting" bit is 0, the processor checks another bit, the 

"Use TSC Offsetting'' bit, in the same area of the VMCS. If this bit is 0, 

the value returned is the actual value contained in the physical 

IA32_TIME_STAMP _COUNTER. When this bit is 1, it is not directly 

the physical counter value that is returned, but rather the value ob­

tained by performing a signed addition of this value with a value 
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contained in the "TSC Offset" field of the Processor-based VM­

Execution Control area of the VMCS. This mode allows the VMM to 

approximate different behaviors for a virtual machine. For exam­

ple, the VMM could use the value in the physical counter at VM­

entry and VM-exit to store a TSC offset value such that the processor 

reports to a virtual machine only the number of cycles elapsed 

while the virtual machine was active. 

This example demonstrates the flexibility provided by the control 

bits that allows virtual machines with different behavior to be in­

stantiated without incurring a software penalty. And yet, if a more 

elaborate behavior is needed, a VM-exit can be forced and the de­

sired behavior implemented in the VMM. 

8.8 Summary 

System virtual machines enjoyed a fair amount of popularity in the 

1970s and 1980s, but they appeared to go out of favor in the 1990s as 

single-user computer systems became affordable. Recently there has 

been a resurgence of interest in system virtual machines, especially 

in the Web services area, with the need for massive numbers of sim­

ple single-thread systems that seldom have to communicate with 

each other but that share storage resources. For these applications, 

virtual machines tend to utilize processor resources better than 

large clusters of uniprocessors. They also reduce administrative 

costs by making the process of starting up or shutting down a vir­

tual machine trivial, compared to what would be needed to install 

or remove a real machine. 

While the original popularity of virtual machines was due to the 

ability for multiple users to use a sophisticated system as though it 

were their own, the future pervasiveness of virtual machines is 

likely to arise from other factors. As we will see in Chapter 10. there 

are emerging issues, such as security and system encapsulation, and 
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emerging models, such as the Grid, that are likely to increase the use 

of virtual machine technology. 
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Chapter Nine 

Multiprocessor Virtualization 

Many systems today, particularly servers and high-end desktop 
systems, contain multiple processors. Server systems typically 

incorporate many processors that share large amounts of memory 

and I/0 devices. Web servers manage huge databases and need to 

service a multitude of simultaneous requests coming from large 

numbers of network ports. Computational servers used for large sci­

entific calculations have thousands of processors connected to ter­

abytes of memory and petabytes of disk capacity. Moreover, as lev­

els of integration continue to increase, multiprocessor architectures 

will soon find their way into laptops and inexpensive desktop sys­

tems. 

The increasing availability of multiprocessor systems has led to the 

examination of techniques that can help utilize them more effec­

tively. Often there is a mismatch between the ideal number of pro­

cessors an application needs and the actual number of physical pro­

cessors available. With increases in the sizes of multiprocessor sys­

tems, it is more often the case that applications cannot exploit more 

than a fraction of the processors actually available. This may be 

caused by limitations in the parallelism available in the programs or 

by limitations in the scalability of applications due to the overhead 

of communication between processors. This has led to the develop­

ment of ways in which the multiprocessor system can be partitioned 

so that multiple applications can simultaneously exploit the avail­

able resources of the system. 

9.1 Partitioning of Multiprocessor 
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In this chapter, we discuss general techniques to virtualize multi­

processor systems. As with other virtualization methods, a virtual­

ized multiprocessor gives the appearance of a system that may or 

may not reflect the exact configuration of the underlying physical 

system. The term partitioning suggests that each virtual multipro­

cessor system is given a subset of the resources available on the sys­

tem. The system virtual machine techniques described in Chanter 8 
essentially perform partitioning, in time, of the processor resource. 

Multiprocessor systems provide a new dimension, that of partition­

ing of processors in space. Moreover, as we will see, the two can be 

combined so that a virtual system may have even more processors 

than the physical number of processors available on the system. 

Multiprocessor systems can be configured in a variety of ways, as 

discussed in Appendix Section A. 7. One way is as a cluster system, 

typically consisting of a number of single-processor (or small multi­

processor) systems communicating with each other through high­

speed network interfaces. Another way is as a large shared-memory 

processing (SMP) platform providing a large number of processors 

that communicate through shared memory. While there may be rea­

sons to virtualize any of the multiprocessor architectures on any of 

the platforms, our discussion here will be largely restricted to con­

struction of virtual clustered multiprocessor systems on a host SMP 

platform, with each node in the cluster being an SMP system. 

Typically the number of processors needed by a guest SMP system 

node is small. This is important, because many of the partitioning 

techniques we discuss assume that the number of processors 

needed in the guest is not more than the number of available pro­

cessors on the host. Partitioning therefore provides an illusion of 

several virtual shared-memory systems operating simultaneously 

on a single shared-memory host system, as shown in Figure 9.1. 

q _1 _1 Motivation 
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Beyond efficiency, there are a number of reasons for virtualizing 

multiprocessor systems. Some are extensions of the traditional rea­

sons outlined in Chapter 8. However, with multiprocessors becom­

ing more common, users are finding additional ways to take advan­

tage of the capabilities offered by virtualization. We outline next the 

expanded benefits typically provided by virtualizing multiprocessor 

systems. 

Workload Consolidation 

The shared-memory multiprocessing paradigm has been used for 

several years in high-end database servers. This paradigm combines 

the technological advances made in supporting cache coherence 

across a large number of processors with the ease of programming 

afforded by a single namespace. Today, large database servers al­

most exclusively use shared-memory multiprocessors. The large 

amounts of memory, the large number of disks, the requirement for 

high reliability, and the need for special environments driven pri­

marily by cooling and security make these systems very expensive. 

Yet, for every unit of computation consumed by these large database 

servers, several more are consumed in other computational layers 

commonly used in large enterprises. In a three-tier model, for exam­

ple, there are large numbers of workstations or PCs that feed re­

quests to a first level of servers, commonly referred to as application 

servers, as shown in Figure 9.2. The application servers are respon­

sible for running the business process logic but also make accesses 

to large database servers. 

I 

Virtual Machine 1 ' Virtual Machine 2 

M 1/0 M 1/0 
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t 
@-,lii@I• Large Shared-Memory System Partitioned into Smaller Shared-Memory 
Systems. 

Administrative costs of computer centers are dependent, to a large 

extent, on the number of systems that need to be supported. These 

costs are lowered by reducing the different types of systems in the 

center. Organizations that already need large servers for their data­

bases find it attractive if there is a way to shift the application 

server workload to the large servers, as depicted in Figure 9.2. 

Another important scenario is the consolidation of multiple work­

station users on a large remote server. Users of these small systems 

may be reluctant to migrate to the large system unless they have as­

surances regarding the privacy of their data and their environment. 

Moreover, users differ in their preferred operating system and sys­

tem configuration. Virtualization of large servers through partition­

ing of physical resources addresses both these concerns-the isola­

tion provided through partitioning satisfies the privacy require­

ment, while the ability to form variable partitions provides greater 

freedom to the user compared to a multiprogrammed solution. 
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Cluster-Based Programming Model 

Large SMP servers provide high performance in many scientific and 

commercial applications, particularly database applications. On the 

other hand, there has been a recent proliferation of low;cost cluster 

platforms, including blade servers. With the rapid increase in pro­

gramming tools and applications being developed for such plat­

forms, there is increasing pressure to provide the ability to run 

cluster-based applications on high-end shared-memory systems. 
Partitioning provides the user of a large shared-memory system 

with multiple operating system images on multiple smaller virtual 

multiprocessors that can run such clustered applications. A program 

written for a cluster using the Message Passing Interface (MPI) 

(Pacheco 1996), for example, can then work unchanged on such a 

partitioned system. Moreover, the efficiency of execution may be 

improved by tuning the message-passing libraries to exploit the 

shared-memory hardware mechanisms available on such a system. 
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System Migration 

Rapid improvements in technology have led to the introduction of 

new systems with new capabilities at a breathtaking pace. To re­

main competitive, businesses are often forced to use the latest tech­

nology for their computation and server needs. Yet the process of 

migrating to a new system is arduous. New versions of a given ap­

plication must be thoroughly tested before they can replace older 

versions. Similarly, new versions of the operating system or middle­

ware can be used in a production mode only when all applications 

either have a new version that runs on the new system or when 

these applications are found to run without problems on the new 

system. The introduction of a new system is therefore a very disrup­

tive process. 

A partitioned system goes a long way toward reducing the pain of 

moving to a new system, by allowing the testing and verification of 

the various components to proceed in partitions of the system sepa­

rated from other partitions that execute production processes. The 

isolation provided by a partition ensures that any problems discov­

ered during testing do not disrupt production applications by crash­

ing the entire system. 

Reduction of System Downtime 

Just as with migration to a new system; an upgrade of an existing 
operating system often involves several installation and configura­

tion steps, which usually can be done only by bringing the system 

down, i.e., by purging the system of all jobs and users. Having a par­

titioned system allows system administrators to perform many of 

the normal downtime activities in a separate partition even when 

the rest of the system is continuing with production jobs. Thus an 

upgraded operating system can be completely checked out on a new 

partition before the rest of the system is brought down and mi-
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grated. 

Heterogeneous Systems 

It is not uncommon for enterprises wishing to change to a new oper­

ating system to be forced to continue running some of their older 

applications on the old operating system. For example, an organiza­

tion wishing to switch from, say, a proprietary Unix environment to 

a Linux environment may still need to keep its old environment to 

run some critical database applications. A platform that supports 

virtualization would allow both environments to be run on a single 

server by partitioning the server and running the two operating sys­

tems in different partitions. 

Improving System Utilization 

Most systems are designed to meet peak workloads. Yet the average 

workload on a typical system is only a fraction of the peak for which 

it is designed. The ability to partition the system and run a variable 

number of operating system images allows the system to be config­

ured to changing needs. For peak workloads that need the single 

system image of a large shared-memory system, for example, the 

system can be configured to run as a single partition. At other times, 

the system can be configured for multiple partitions and can be 

used as a cluster of smaller systems running several applications si­

multaneously, each on a separate operating system. Such a solution 

both improves the utilization of the large server and reduces the 
cost for an enterprise, especially compared to the alternative of buy­

ing and operating several servers. 

Capacity planning, the process of estimating how much compute 

power is needed by various workloads in an organization, can help 

in determining whether partitioning is viable for the organization. 

Flexibility in scheduling of operations can help in keeping the com­

pute requirements closer to the average workload rather than the 
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sum or worKloaa peaKs. 

Resources such as tape drives, optical storage, and high­

performance communications adapters are needed by many appli­

cations, but typically only for short time intervals. A system might 

provide as many of these devices as re quired by the virtual system 

running in each partition-in fact, this may be a requirement im­

posed by the operating system running in the partitions, especially 

when security is a consideration. However, in a large majority of the 

cases, it is acceptable for the resources to be available only when 

they are needed by a system-these resources can be "loaned" to 

other partitions at other times. Common partitioning techniques al­

low for the allocation of resources in this manner. Dynamic migra­

tion of resources from one partition to another goes a long way to­

ward improving the utilization of resources in a system and hence 

toward reducing the cost of ownership of the system. 

Multiple Time-Zone Requirements 

It is customary for geographically distributed parts of the same in­

ternational company to run different operating systems for the dif­

ferent geographical regions, each with its own date-and-time setting. 

The main reason for this is the need to bring down the system for 

maintenance or upgrade in each region at a convenient local time, 

for example, at night, when there are few users loading the system. 

Server consolidation often finds all parts of the company using the 

same physical server for their computing needs. By running the 

workload for each region in a partition isolated from that of the 

other regions, each region can make decisions independent of the 

other regions about scheduling its batch workload or its downtime. 

Failure Isolation 

One of the most important reasons partitioning is becoming popular 

is its ability to isolate failures. It is not uncommon for today's sys-
,. __ ...,. ,._ 1-- - ... - .. 1----1-1- ,. _ _ :;.._-,_ __ _ ,.,. __ 1 __ --·-- .._-,_ ___ ,._ ____ , ____ ,:_.._ __ 

578 
12/23/2024, 2:47 PM 



Chapter 9: Multiprocessor Virtualization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

10 of65 

Lein::; LU ue VUIIterc.tUie LU euner alla.CK:S over Ute H eLWUrK, Wllillell­

tional software malfunctions of programs, or hardware failures in 

some part of the system. Thus, a process in a multiuser system can 

terminate due to a failure, even if the failure does not occur while 

that process is running or if it occurs in a part of the hardware the 

application never uses. Operating systems are often able to isolate 

software failures within applications. However, as operating sys­

tems get larger and more complex, there are more situations where 

the operating system itself is affected by a failure and brings down 

all applications running on it. Partitioning helps isolate the effects of 

failures to the partition where the failure occurs. Thus an event that 

causes a crash in a guest operating system will bring down only that 

operating system and its applications. To restore the system, only 

the operating systems running on the affected partitions need to be 

rebooted. Other operating system images running on the machine 

continue without being affected by the failure. 

Faults may occur in either software or hardware. An example of a 

software fault is a bug in system software that produces a pointer to 

an invalid memory region. Most partitioning techniques isolate soft­

ware faults. Hardware faults, on the other hand, may or may not be 

local to a partition. If there is a hardware fault that causes an arith­

metic unit to produce wrong results, the effect of the fault will de­

pend on the nature of partitioning. In partitioning schemes where 

the same processor is time multiplexed between several partitions, 

a failure can affect more than just the partition that manifests the 

fault. On the other hand, when the system is physically partitioned, a 

processor is assigned to no more than one partition, and hence only 

that partition will be affected by the failure. Physical partitioning, 

where each partition uses hardware resources distinct from other 

partitions, is the closest one can get to isolating hardware faults. 

Of course, the reliability of the partitioned system also depends on 

the reliability of the VMM itself. The VMM typically consists of a pro­

gram, either in software or in microcode, assisted by special hard-
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ware. The reliability of the VMM depends on the reliability of both 

these parts, though the hardware added is typically small and does 

not affect reliability in any significant way. The software portion ei­

ther should be verifiably correct or should be kept small and simple. 

Contemporary software VMMs are generally quite small, often a 

couple of orders of magnitude less complex than large operating 

systems. 

9.1.2 Mechanisms to Support Partitioning 

As shown in Figyre 9.1. partitioning needs the help of an additional 

layer between the physical host hardware and the virtual multipro­

cessors. We continue to refer to this layer as the virtual machine 

monitor (VMM). The functions to be performed by the VMM deter­

mine the complexity of this layer and how it is implemented. 

As we observed in Chapter 8. for many ISAs, there can be an appre­

ciable degradation of performance because of the need to execute a 

guest operating system in non privileged mode. Commercial parti­

tioning techniques on large shared-memory systems often provide 

hardware features to improve the performance of the VMM. In fact, 

VMMs may be implemented completely in hardware, in microcode 

supported by hardware, or in software supported by hardware. 

Performance is traded off for greater flexibility as more of the fea­

tures of the VMM are implemented in software. 

A key difference between techniques that take advantage of hard­

ware modifications and those that do not is the availability of a new 
privilege mode in which the VMM can operate. This avoids the need 

to run a guest operating system in user mode and hence the need to 

take special care of privileged operations executed by a guest OS. 

One disadvantage of making hardware modifications to support vir­

tualization is the inability to virtualize in a recursive manner-Le., 

to run a software VMM on top of the hardware-aided VMM. 
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9.1.3 Types of Partitioning Techniques 

As described earlier, the spectrum of possible implementations for a 

large multiprocessing system with n processors has two extreme 

points. At one end is a simple cluster of n nodes, each consisting of a 

single processor. The natural number of system images (operating 

systems) in such a system is n, each operating system running na­
tively on a dedicated processor node. At the other extreme is an n­

way shared-memory system with n processors, all sharing the same 

main memory. Here, a single operating system runs across the en­

tire system so that any application on the system can use all the pro­

cessors while taking advantage of the large shared memory. 

Figure 9.3 depicts the various partitioning techniques that have 

been either implemented or proposed in the literature. As men­

tioned in the previous section, the implementation of the VMM plays 

an important role in partitioning, and we have divided the class of 

partitioning techniques into those that use special hardware for the 

VMM and those that do not. 

On the left-hand side of Figure 9.3 are techniques that take advan­

tage of special hardware to provide efficient virtual machines. 

These fall under two categories, physical partitioning and logical 

partitioning. In physical partitioning, each image uses resources, 

processors in particular, that are physically distinct from the re­

sources used by the other operating system images. Thus, the num­
ber of partitions that can be supported in such a system is limited to 

the number of processors, though other considerations may limit 

this to an even lower number. 
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support 
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With logical partitioning, images share some of the physical re­

sources, usually in a time-multiplexed manner. Logical partitioning 

thus makes it possible to partition an n-way system into a system 

with more than n images if so desired. Logical partitioning is more 

flexible and needs additional mechanisms to provide the services 

needed to share resources in a safe and efficient way. Early logical 

partitioning techniques implemented the VMM in microcode, i.e., in 

a programming layer higher than the hardware but hidden from 

general users of the system (Borden, Hennessy,~arczyk 
1989). This layer is considered part of the hardware and is some­

times referred to as the firmware. Today, the VMM is often imple­

mented as a codesigned firmware-software layer, often referred to 

as the hypervisor. The software component of the hypervisor adds 

flexibility and provides an interface to system programs that config­

ure the system. 

The right-hand side of Figure 9.3 shows partitioning techniques that 

do not use any special hardware. We have seen in ChaP-ter 8 that 

the VMM of a system virtual machine provides an elegant way to 

logically isolate multiple operating systems on a single system. This 

technology can be used to create multiple virtual shared-memory 

multiprocessors also. Extensions to Vl\1M methods can achieve 

many of the major desirable features of partitioning, particularly 

some degree of physical isolation of operating systems. System VM­

based approaches may impose some more overhead, compared to 

the hardware-supported techniques listed in the left half of Figm:e 

9.3. However, they are very flexible and, as the figure shows, may 
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be the only way to provide a virtual multiprocessing system whose 

ISA is different from the ISA of the native multiprocessing system. 

It may be argued that partitioning of resources is really a function 

that could be provided by an operating system alone, and indeed 

there are some operating systems that provide ways of partitioning 

hardware resources among the processes. While this may help iso­

late processes from one another, it does not provide a virtual "ma­

chine" to the user (or group of users) who may wish to run a differ­

ent operating system. 

This chapter will examine many of the partitioning techniques illus­

trated in ~ -Physical partitioning is described in Section 

9.2, while two variations of logical partitioning are described in 

Sections 9.3 and 9.3.3. Section 9.4 describes the system VM-based 

partitioning, using Stanford University's Cellular Disco system as a 

case study. Almost all the work done to date on multiprocessor vir­

tualization assumes that the ISA of each processor in the guest sys­

tem is identical to that of the host system. Section 9.5 attempts to 

list the issues involved in virtualizing systems with different guest 

ISAs and, in particular, systems with different memory model char­

acteristics in the guest. 

9.2 Physical Partitioning 

Of all forms of partitioning, the physical partitioning approach is 

perhaps the simplest to understand and the easiest to implement, 

and it imposes little overhead on an executing application. Different 

manufacturers allow their systems to be physically partitioned in 

different ways. While they often use different terminology, the fun­

damental feature of these various approaches is that they allow a 

partition to "own" its resources physically, so there is no danger that 

another partition will accidentally or maliciously compromise the 

system security or availability. 
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Unlike some of the other partitioning techniques, control of the con­

figuration of each partition is mostly in hardware. Physical parti­

tioning does not need sophisticated algorithms for scheduling and 

management of resources. There is typically a central control unit 

that receives commands from the console of the system administra­

tor and sends out special commands to the various hardware re­

sources, particularly the system boards, configuring them for use in 

a partition. This may include, for example, information about how 

the memory on a board maps to the real address space of the parti­

tion. 

Once a partition is configured, the operating system is loaded. 

Loading an operating system into a partition accomplishes the func­

tions generally associated with bootstrapping a system; other parti­

tions on the system are unaffected during this operation. Each parti­

tion can run an operating system, which may be different from the 

operating system running on the other partitions. Figure 9.4 shows 

a 24-processor system consisting of six physical units (e.g., a board), 

with four processors on each board, some memory, and I/0 logic 

connected to a set of disks. The six boards are divided into three 

partitions, with one board dedicated to the first partition, two to the 

second, and three to the third. The disk units are independently par­

titioned in a similar way, as shown. The entire system is controlled 

through a main console (not shown). 

As mentioned earlier, several vendors offer large shared-memory 

systems that can be physically partitioned. Sun Microsystems mar­

kets a large SMP server that can be partitioned into several domains 

(Sun 1999). However, each domain must be located in a physical 

unit that is distinct from that of another domain. A physical unit 

comprises one system board, consisting of up to four processors, 

4GB of memory, and four I/0 buses. A partition can span multiple 

system boards; however, a system board can belong to only one par­

titicm-it is nnt nPrmissihlP fnr tiATn n.::1rtitinns tn sh;:irp thP rPsm1rrPs 
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of a single system board. 

Hewlett-Packard also allows physical partitioning in their large 

server systems (Hewlett-Packard 2000). These partitions are re­

ferred to as nPartitions. Like the Sun systems, each partition is con­

strained to one or more boards, which are also referred to as cells. A 

cell consists of up to four processors connected as an SMP, sharing 
up to 16GB of memory, and up to 12 PCI slots. HP imposes further re­

strictions on its partitions-each cell of a partition must be identical 

to other cells in the partition in terms of the number of processors 

and amount of memory. 

----------------· ,------------
Partition 1 : : Partition 2 

'' 

. ............................................................................................... . 
: : Pa.rtition3 
I 

00 :!00 00l 00 00 00· 
00 !00 00 ' 00 00 00 ' I . 

I' 

'' . ' 
'' '' 

[:] ::[:] [:] 
'' 

[:] [:] C:J: '' ' ' . ' 
: 1 M '' . ' 
'' . ' 
'' '' '' '' '. . ' '. •' 

I VO I : l I VO I I VO Ii; I 1/0 I I VO I I VO I l 
! l •:. . : 
: : ·-••-•-+••--•--••·, I 

I ~k I I D~k I ; ll ~ I I Di5k I I Disk I I ~k I I ~~ I I Dbk ll 'I Disk I I CMsk I I D~k 11 ~sk r 
- - -- - -- - -- -- ------------·-------·------.... ---------- -------------- - - - -. - -- - -- - - - ----- - -- - - --- -----· 

ij. • ..lj#@I• Physical Partitioning of a 24-Processor System. 

Fujitsu's PrimePower systems (Fujitsu 2003), with up to 128 proces­

sors, can also be physically partitioned. Each of the system boards 

contains up to eight processors, memory, and 1/0, connected 

through a crossbar switch. Partitions can span one or more boards. 
However, PrimePower allows partitions to be smaller than one 

board. Each board of eight processors can contain up to four physi­

cal partitions. 

Here are the key advantages of physical partitioning over other 

forms of partitioning. 

■ Failure isolation: The robustness of a system to faults of various kinds is of 

ron<:irlP.rnhlP imnort:mrP in <;PTVP.r o;;vo;;tpmo;; Phvo;;ir:il n:irtitioninP- llttPmnto;; to 
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guarantee isolation of a partition from events in other partitions. Physically 

partitioned systems ensure that in the event of a software failure in a partition, 

only that part of the physical system that houses the failing partition will be 

affected. The control unit is designed to be able to reset the partition and reboot 

the operating system for that partition without the remaining partitions on the 

system observing any effects of the failure. This isolation also extends to 

hardware failures. A physical entity such as a board or a multichip module is 

associated with only one partition. Hence the system can be designed so that the 

failure of a processor on a board or module need not bring down any of the other 

partitions on the system. This does not eliminate single points of failure, 

however. (A single point of failure in a system is defined as a failure that can 

bring down the entire system.) In most common systems, there are several single 

points of failure. The control unit, for example, is a single point of failure. If the 

control unit fails, the partitions of the system are unable to reset themselves and 

respond to console commands. However, the probability of a hardware fault in a 

given unit is roughly proportional to the amount of hardware in the unit; and 

because the complexity of the central control unit is low and its size small, it is 

less vulnerable as compared to the rest of the hardware. The crossbar switch 

connecting different processors or different boards in a system is another single 

point of failure, and major vendors ensure that this switch is built with 

intrinsically reliable technology, with robust communication paths, and with 

sufficient redundancy to ensure very high mean time between failures (MTBF). 

■ Better security isolation: Each partition is protected from the possibility of 

intentional or unintentional denial-of-service attacks by other partitions. Even 

though each partition can run with its own system administrator, a system 

administrator on one partition cannot take unauthorized action in some other 

partition. 

■ Better ability to meet system-level objectives: System-level objectives usually 

result from contracts between system owners and users of the system. System 

users pay for specific amounts of computing resources that are guaranteed by the 

system. Physical partitioning creates partitions more similar to hardware systems 

than other forms of partitioning. Techniques used to direct resources to 

applications in stand-alone systems can be applied more readily and predictably 

in physically partitioned systems as compared to logically partitioned systems. 

While physical partitioning has a number of attractive features, it is 

probably not the ideal solution if system utilization is to be opti­

mized. It is often the case that each of the physical partitions is un­

derutilized, for example, because the system-level objectives force 

the VMM to allocate resources conservatively. Dynamic workload 
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balancing is also difficult in physical partitioning because of the 

physical constraints placed by fault isolation requirements. Logical 

partitioning sacrifices such physical isolation of partitions in ex­

change for greater flexibility in allocating resources to partitions. 

9.3 Logical Partitioning 

Logical partitioning, like physical partitioning, is a way of providing 

the illusion of several shared-memory systems on a single large 

shared-memory system. Unlike physical partitioning, however, the 

partitioning is ''logical," in the sense that a partition has no distinct, 

time-invariant physical boundaries. In logical partitioning the state 

of two virtual machines may be completely intertwined, not just in 

memory, but even in the processors. As we noted at the end of the 

last section, workload balancing is an important goal of logical par­

titioning, and this is often best accomplished by sharing resources, 

especially processors, among the multiple partitions in a time­

multiplexed manner. 

Logical partitioning was introduced on mainframe computers by 

Amdahl in 1984, IBM in 1988, and Hitachi in 1989. Even though the 

VM/370 concepts were well established and users had been running 

several operating systems simultaneously on a single machine, it 

was felt that an approach was needed that (a) did not require the 

guest operating system to run in user mode, (b) incurred a lower 

penalty when running an application on a virtual machine as com­

pared to the native execution, and (c) did not require a complex vir­

tual machine monitor, which, in those days, had almost the same 

complexity as an operating system. These goals were achieved in 

Amdahl's multiple domain facility (MDF) (Doran 1988), in IBM's log­

ical partitioning (LPAR) (Borden. Hennessy, and Rymarczyk 1989) 

using the processor resource/systems manager (PR/SM) feature, and 

in Hitachi's multiple logical partition feature (MLPF). All three sys­

tP.ms 11sP.rl lnw-lP.vP.1 h::irrlw::irP. ::inrl mirrnr.nrlP.rl firmw::irP. tn ::ir.hiP.VP. 
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this objective. Firmware provides a level of flexibility that allows ex­

tensions to be added to a system even after it has been shipped. 

From the point of view of the operating system and the applications 

that run on it, a logical partition behaves in a way similar to a physi­

cal partition. In most cases, the version of the operating system de­

signed to run on the native machine can be loaded unchanged on a 
partition. The characteristics of the partition determine the charac­

teristics of the machine the operating system sees. However, unlike 

on a physical partition, the hardware resources available to a logical 

partition may be shared with other partitions. As with other system­

level virtual machines, the logical partition only has the illusion of 

owning the resources that are allocated for its use. 

9.3.1 Major Features of Logical Partitioning 

Allocations of physical resources are made in logical partitioning 

during initialization of the partition, as was the case with physical 

partitioning. The main difference is that allocations must observe 

certain physical constraints in physical partitioning but not in logi­

cal partitioning. This is illustrated in flg:m:e 9.5. It may be observed 

in the figure that even though the sum of the number of processors 

needed by the three partitions is 28, the partitions can be accommo­

dated in the 24-processor system because four of the processors are 

shared between partitions 1 and 2. 

[jfalfoj:&• A 24-Processor System Divided into Three Partitions. Partition 1 (shaded with 
;J _,i,,._ \ _,..,....l ... - :.-L,i,,. _________ ,... '-••• --l •. .l'-. •• - ..J.-..J:. ,....,.,1,,.,.. ..,,1 ----------• - ..... -~.:--.., /',..L .... ..J ... ..J t:.-L,i,,. 
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gray) needs ten processors, with six of them dedicated; partition 3 (shaded dark gray) needs 
ten dedicated processors. 

Some of the major features oflogical partitioning using firmware 

follow. 

■ Allocation of processors: Either a partition may specify a total amount of 

processing power it needs and leave the allocation of available processors to 

workload management software, or it may specify that specific processors in the 

system be dedicated for its use. A partition can specify that it needs a certain 

number of processors but that it is willing to share these processors with other 

partitions. For example, if a total of four processing units is needed by the 

partition, the partition can specify either that it needs four processors dedicated 

to itself or that it needs eight processors but only half the available compute 

power in each of the processors. 

■ Allocation of memory: The total shared-memory is allocated to partitions in 

chunks of large granularity, e.g., l MB. Smaller chunks increase the bookkeeping 

to be performed by the firmware monitor, while larger chunks restrict the 

flexibility of partitioning. The conversion ofreal addresses in the address space 

of a partition to a physical address in the larger memory is done in hardware. 

■ Allocation of 1/0 resources: A partition gets its own 1/0 subsystem. An I/0 

device that has multiple ports may be shared among various partitions that are 

each allocated a subset of the ports. In the simpler partitioning schemes, ports are 

allocated when the partition is initialized. 

■ Communication between partitions: In order to allow easy migration of cluster 

systems to partitioned systems, the modes of communication commonly 

implemented on clusters are also supported between partitions. Typically such 

communication uses either shared storage devices or network commands. A 

partition looks like a separate machine to the rest of the world, including to other 

partitions. 

In the next section we provide a more detailed description of the 

IBM LPAR system, which implements logical partitioning on main­

frame computer systems. 

9.3.2 Case Study: The IBM System/390 Logical 
Partitioning Feature 

IBM mainframes provide a processor resource/systems manager 
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tem images using logical partitioning (Borden. Hennessy, and 

Rymarczyk 1989). The PR/SM consists of special hardware and mi­

crocode that can be invoked and controlled directly by the system 

administrator through the machine console. The machine mode that 

permits exploitation of the PR/SM feature is termed LPAR Oogical 

partitioning). In this mode, the system can have several partitions­

up to six on the ES/3090S systems, where it was first introduced. 

Each logical partition is essentially a collection of hardware re­

sources, including processors, memory, and I/0, that are needed to 

support an operating system. Each logical partition can support an 

operating system different from those on other partitions. Besides 

an operating system, a partition can also run the VMM of a conven­

tional system virtual machine. Partitions are logically independent 

of other partitions-they communicate with each other in ways sim­

ilar to nodes within a cluster. These methods of communication in­

clude shared storage devices, channel-to-channel communication, 

and network commands. 

Some of the hardware resources of the machine are divided be­

tween the logical partitions. Each partition sees a portion of the 

physical memory on the system. The I/0 elements, such as the chan­

nel paths, subchannels, and logical control units, are also divided 

among the partitions. On the other hand, any processor in the sys­

tem can be either dedicated to a partition or shared among multiple 

partitions. Each partition can use one or more logical (or virtual) 

processors. Overcommitment of resources is permitted-the total 

number of processors used by all the partitions together can exceed 

the actually available number of physical processors. 

Application Two Shared Partitions 
Dedicated Partition 

Operating System 

I PR/SM microcode 

. I llA 

0S2 0S3 

Operating System 1 Dispatcher and other LPAR software 
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(a) (b) 

~:1•iiil1J The LPAR Mechanism. (a) A snapshot in time of the various active layers on 
: e system.\ e base hardware has additional instructions and microcode as compared to a 
standard processor. This hardware enables switching between different partitions. (b) A sys­
tem view of LPAR. The physical processors may each be either dedicated to a single partition 
or shared among multiple partitions of potentially different sizes. Allocation of logical proces­
sors of a partition to physical processors is done dynamicalo., using dispatchers and job 
schedulers in the LPAR software. 

Contiguous regions of physical main memory are allocated to each 

partition at 1MB granularity. All references to real memory in a par­

tition are remapped to the appropriate region of physical memory. A 

check is made to ensure that references are within the range speci­

fied for the partition. 

Each partition is given its own logical 1/0 subsystem. A given device 

is associated with multiple channel paths to allow the device to be 

shared among different applications. These channel paths are di­

vided among the various partitions and hence provide the desired 

isolation. 

The number of processors used by a single partition cannot exceed 

the number of physical processors available on the system. The user 

of a partition can determine whether a partition should be dedi­

cated or shared. A dedicated partition has exclusive use of the physi­

cal processors allocated to it and is probably the most appropriate 

choice for a partition that has a steady demand for the computing 

resources it uses. Most workloads tend to have demand variations 

from a peak at certain times to light use at others; in these cases it 

may be more cost effective to use a shared partition and allow the 

sharing of processors with other partitions on the system, as illus­

trated in ~ -Each processor allocated to a shared partition 

is associated with a user-defined weight that is an indicator of the 

partition's priority for use of that processor in relation to other par­

titions that also use the processor. 

P::irtitinn<: nn thP TRM ~v<:tPm/1Q() ;:irp nPfinpn hv thP llSPr W'hn snPri-
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fies 

■ The name of the partition 

■ The 1/0 configuration 

■ The memory configuration 

■ The processor configuration 

Each machine has an operator console used to perform a range of 

functions, at three different levels of the system hierarchy: to man­

age either the physical configuration of the entire system, the con­

figuration of the LPAR environment, including the resources within 

each partition, and the configuration of the operating system run­

ning within a partition. 

The LPAR functions are largely controlled through the system con­

sole. The resources are not dedicated to a partition until the parti­

tion is activated and it has been determined that the partition has 

all the resources it needs for its execution. When all the resources it 

needs become available, a ready partition is activated. For example, 

a shared partition is activated only when the number of processors 

it needs is no more than the total number of physical processors mi­

nus the number of dedicated processors allocated to active parti­

tions. Activation is the logical equivalent of the power-on reset per­

formed to boot up a system. The system then goes through the se­

quence of loading the desired operating system on the partition. 

While most of the resources allocated to a partition remain with the 

partition, there are occasions when it is necessary to move re­

sources between partitions. For example, there may be an I/O de­

vice, such as a special recording unit, that is expensive. Only one 

such device may be supported on the system, but the unit may 

never be used for long periods of time. In this case, the system ad­

ministrator can remove the device from one partition and allocate it 

to another partition that requests it. Reconfiguration of channel 

paths from one partition to another on the System/390 is also done 

through the system console. 
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When a processor is shared between partitions, it is desirable to al­

locate the processor resource in a fair manner, consistent with the 

weight of each of the partitions. Scheduling logical processors to run 

on physical processors is done by a software program called the 

LPAR workload manager, which runs in a partition of its own. It 

makes scheduling decisions based on the expected response to I/0 

operations and on the relative utilization of the available proces­

sors. The LPAR dispatcher maintains the state of each of the active 

partitions and loads the hardware registers with the appropriate 

contents when it schedules one of the active partitions to run on the 

processor. Here are some of the considerations for dispatching a 

waiting partition. 

■ The weight assigned to the partition: The priority of a waiting partition is 

determined by the weight of a partition relative to the weights of the other 

waiting partitions. 

■ The activity within a partition: When a logical processor in a partition enters a 

wait state (i.e., the state in which it is waiting for some external event, such as I/ 

0 , to occur, as opposed to waiting to be scheduled), it is usually more productive 

to unload the partition and load another partition to execute on the processor. 

■ High-priority I/0 interrupt: When an I/0 interrupt is received for a logical 

processor that is waiting for the interrupt, the logical processor replaces the 

logical processor of another partition that is currently executing, provided the 

priority of the waiting partition is higher than the priority of the current pa1tition. 

■ Interval timeout: The dispatcher allows any partition to execute for a 

predetermined maximum time. If the logical processor is still active at the end of 

this dispatcher timer interval, it is swapped out of the system. This is a useful 

mechanism to prevent either runaway partitions or malicious partitions that could 

otherwise monopolize the system and prevent forward progress for the other 

partitions on the system. 

■ OS-initiated swap: It could happen that the logical processor of a partition 

chosen via the foregoing criteria is in an unproductive mode, e.g., an idle loop. 

There is a mechanism provided on the System/390 that allows an operating 

system or a VMM running on a partition to iofonn the dispatcher that it is in an 

unproductive mode and so may be swapped out. 

IBM's LPAR provides fault containment as expected from a logical 
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failure of only the partition that caused the error. Other partitions 

cannot be affected by such a fault. Whenever possible, the effect of 

hardware faults is also limited to the partition that was executing 

when the fault occurred. A detected fault causes an exception that is 

transmitted to the partition that was executing. The operating sys­

tem in this partition then attempts to recover from the fault exactly 

the way it would have attempted on a native machine. The effect of 

a hardware fault is localized to a single partition, especially in the 

case of dedicated partitions. However, unlike physical partitioning, 

there still are several cases where the failure of a shared component 

could bring down several partitions or even the whole system. 

Today, there are few systems, other than IBM's mainframes, that of­

fer logical partitioning through microcode. With the advent of RISC 

instruction sets and the resulting move away from firmware imple­

mentations, it is more common to find systems that implement the 

microcode functions in a software layer similar to codesigned vir­

tual machines. This software layer, called the hypervisor, is the sub­

ject of the next section. 

9.3.3 Logical Partitioning with Hypervisors 

Logical partitioning has been introduced on several systems that do 

not have microcoded processor implementations. Examples include 

the current IBM's iSeries servers based on the AS/400 (Boutcher 

2001), HP-Compaq's Superdome servers (HP 2002), and IBM's 

pSeries AIX servers. The complex microcoded instructions that sup­

port logical partitioning on the IBM System/390 are replaced by pro­

grams that use the basic ISA of the host platform and run in a spe­

cial mode that is more privileged than all other software on the sys­

tem. Thus the definition of a new mode of operation is what distin­

guishes this class of partitioning. This new mode is used by the hard­

ware vendors to provide partitioning capability. If the mode is not 

exposed in the ISA, then the software that runs in this mode can be 
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viewed essentially as an extension of the hardware itself, very much 

like the VMM software in a codesigned virtual machine. The com­

mon name given to this piece of software is the hypervisor. 

In order to limit the vulnerability of the system to software failures, 

an important characteristic of any hypervisor is its small size. Like 

operating systems in nonpartitioned systems, hypervisors have ulti­

mate control of all resources on a machine. Unlike operating sys­

tems though, hypervisors tend to be unobtrusive- their main func­

tion is to configure the system and then get out of the way, allowing 

the hardware that has been allocated to the partition to work di­

rectly with the operating system in the partition. 

9.3.4 Comparison with System Virtual 
Machines 

Hypervisors and conventional system VMMs are similar, in that 

both run in the highest-privilege mode. However, the principal dif­

ference between the two is that hypervisors need hardware support 

and work in a special mode, while system virtual machines may be 

implemented on standard unmodified hardware. The guest operat­

ing system in a logically partitioned system works in the privileged 

mode, just as it would on native hardware, whereas in a conven­

tional system VM, the guest operating system works in user mode. 

Applications running on partitioned systems tend to work more or 

less at native speed, especially with dedicated partitions, which 

have exclusive use of the processors allocated to them. 

Today's system VMs on the IBM zSeries (System/370 descendents) 

can support very large numbers of virtual machines, often several 

times the number of processors on the system. In comparison, be­

cause of the high-performance requirements and the fault-tolerance 

requirements of the markets to which they are targeted, partitioned 

systems restrict the number of partitions on a system to much 

sm::lllP.r m1mhP.rs. A n4-w::lv HP S11nP.rrlnmP. svstP.m. for P.X::lmnlP.. 
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supports no more than 64 partitions. 

Whether logical partitioning is better than a conventional software­

based VM is likely to be debated for a long time. There is a certain 

elegance to the software VM approach that aims to provide a virtual 

system on unmodified hardware, i.e., on any implementation of the 

original, untouched architecture. Also, adding special hardware fea­

tures to allow the coexistence of multiple operating systems on the 

machine virtually eliminates the possibility of running the virtual 

machine monitor on a copy of itself. However, at least within IBM, 

the software only nature of the VM approach had already been com­

promised soon after its introduction by the incorporation of special 

performance-enhancing hardware assists for VM. In fact, when IBM 

designed the PR/SM hardware/microcode feature, it not only in­

cluded in the design special mechanisms to support logical parti­

tioning, but also leveraged these mechanisms to further improve 

performance for conventional system VMs. 

9.3.5 Hardware Support for Logical Partitions 

Even if most of the monitor functions can be incorporated into the 

hypervisor software, there are hardware implementation changes 

that need to be made to support logical partitioning. 

Hypervisor state registers: The hypervisor state may have its own 

set of registers that are not accessible to software in any other 

mode. For example, as we will see shortly, there are special registers 

that isolate the real memory of one partition from the real memory 

of other partitions and also from the real memory used by the hy­

pervisor itself. 

Replicated registers: Some of the common architected registers may 

be replicated, depending on how often the hypervisor is invoked. 

Amdahl's MDF (Doran 1988), for example, replicated the general-
_,,. ............. _,.., ___ ,... . .; .... +--,.,""-A .... ll -•k-- ---..:,...,_._..., _.,.,."--+ +k- ~- .... +.::-- --.:-+ 
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registers, which were not used in the hypervisor mode. Registers 

that are replicated need not be saved on a mode switch and do not 

occupy space in memory-this was an important consideration 

when real memory was much smaller than it is today. Another rea­

son for the replication was the extra level of protection provided by 

physical separation of the registers, especially against bugs in hyper­

visor software. 

Hypervisor memory: The hypervisor needs to access memory, espe­

cially to save information about the various partitions as well as to 

save the relevant state of each partition on a mode switch. Thus, the 

physical memory of a system, which in nonpartitioned systems is 

owned by the operating system, must be under the control of the hy­

pervisor in a logically partitioned system. 

One way to do this is to partition the physical memory into disjoint 

regions. One of these regions is allocated to the hypervisor itself, 

while each of the other regions is allocated to each of the logical par­

titions currently active on the system, as shown in figure 9.7. 

Corresponding to each partition is a partition memory base register 

(PMBR) and a partition memory limit register (PMLR), which deter­

mine the bounds of the physical memory accessible only to the par­

tition. 

If the hypervisor is allocated an appropriately sized contiguous 

chunk of the low address space of physical memory, it is possible to 
bypass translation for memory accesses in the hypervisor mode­

the effective address computed in an instruction becomes identical 

to the physical address. Addresses in a partition, however, must be 

relocated. 

The virtual address generated by a partition is converted to a real 

address via normal address translation mechanisms (see Section 

A.3.4). This real address must then be added to the value contained 
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m the PM.l:H<. or the current paruuon to determine the actual pnys1-

cal location of the address. In order to prevent a partition from ac­

cessing the physical memory assigned to another partition, the phys­

ical address generated must also be checked against the PMLR. An 

attempt to access a location beyond that indicated in the PMLR cor­

responds to an attempt by the partition to access a real-memory lo­

cation beyond the size of the real memory expected by the operating 

system in the partition and should generate a real-memory violation 

exception. 

The conversion of a partition real address to a physical address 

could be done in hardware by adding one more stage to the address 

translation process. However, this penalty can be avoided in a pro­

cessor with a hardware TLB by simply replacing the real-memory 

address field in the TLB entry with the physical address. This, of 

course, assumes that the size of real memory allocated to a partition 

is an integral number of pages and that it is smaller than the size of 

the actual physical memory available. In fact the sum of the sizes of 

real memory of all partitions on the system must be smaller than 

the size of physical memory, leaving some of the physical address 

space to the hypervisor. This suggests the reason that typical logi­

cally partitioned systems allow only a few logical partitions . 

Real Memory of 
Partition 2 

Real Memory of 
Partition 1 

Real Memoty of 

• 
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Hyperv1sor 

Physical Memory 
on System 

ijfaii4@fj Mapping of Real Memory of Partitions to Physically Available Memory. When 
contiguous chunks of physical memory are allocated to each partition, the mapping table is 
simple and needs just two pointers as shown. 

Any TLB miss handling depends on whether the system implements 

a hardware- or software-managed TLB. In a hardware-managed 

TLB, the miss is handled by the hardware walking the architected 

page tables to find the page mapping. When the real address corre­

sponding to a virtual address is found by the hardware, one of the 

TLB entries is replaced and overwritten as usual with the virtual 

and real addresses of the new entry. But in addition; the PMBR of 

the partition is used to establish the physical address of the page in 

the TLB entry. 

Efficient and secure mapping to physical addresses requires that the 

page table, which contains information about physical addresses, be 

invisible to the operating system in each partition. Thus modifica­

tions to the page table must be done in hypervisor mode. For effi­

cient servicing of page faults, each entry in the TLB is tagged with 

the identity of the partition to which that entry belongs. As shown in 

Figure 9.8. the page table pointer is under the control of the hyper­

visor and must be reloaded with the appropriate pointer whenever 

one partition is swapped for another. 

~ .. Current Page Table Pomter 

'·., I r · ---- ..... __ , '---___ .._ _ __, 

~4--4---dl-------1---:------,-----,,. . ,,,, ....... ,,,,,." 
,, ...... 

Page Table i.,..------1 ,' -•• _ 

for Partition 1 '·,. 

~ ~:~= ~ 
_,/ ~ Partition n 

,, Pomter Table 

Partition Vittual Physical 
ID Address Address 

Hardware TLB 
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Physica Memo,y 
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@:1lj#@i:j Adaptation of a Hardware TLB for Logical Partitioning. The pointer table is 
typically small and can be maintained in hardware. The current page table pointer is loaded 
with the entry in the pointer table corresponding to the current!Y active partition. 

In the case where the processor implements a software-managed 

TLB, each partition expects to see a TLB, and hence the TLB for each 

partition must be virtualized. If the overhead is acceptable, the vir­

tual TLB can be swapped in and out of the physical TLB as active 

partitions change. Otherwise, the physical TLB can act as a cache for 

all the virtual TLBs for a processor, with the hypervisor intercepting 

all actions of a partition that access the TLB and making the appro­

priate replacement decisions. 

Interrupt Handling 

There are three kinds of interrupts meant for the hypervisor. These 

are generated as a result of actions initiated by the hypervisor itself. 

One kind is an interrupt from an 1/0 device responding to a query 

about its operational status. The second kind involves interrupts 

from the system management console through which a system ad­

ministrator instructs the hypervisor, for example, about the require­

ments of a new partition. The third kind involves interrupts from a 

partition requesting some service from the hypervisor. 

In the case of a machine check interrupt, for example, due to an un­

correctable hardware fault, the hypervisor first attempts to deter­

mine whether the machine check affects the hypervisor and its ta­

bles. If so, there is not much that the hypervisor can do. It may be 
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able to examine the contents of the tables to determine the parti­

tions affected and reboot these partitions. On the other hand, if the 

hypervisor itself has not been affected due to the machine check, 

the hypervisor emulates a machine check for the partition that was 

running at the time of the interrupt and jumps to a special routine 

registered by the guest operating system. 

This is a general technique that can be used for hardware interrupts 

meant for a guest operating system. As in the case of the VMM of a 

system virtual machine, the hypervisor is the first point at which in­

terrupts are handled. The hypervisor determines whether the inter­

rupt is meant for it or for one of the partitions on the system. If the 

interrupt is for a partition that is not the one currently executing, it 

may be queued for a later time, e.g., immediately after the partition 

is reactivated. In special cases, that partition can be reactivated im­

mediately to enable it to handle the interrupt. After an interrupt is 

handled, control can remain with the partition that handled the in­

terrupt or it can be transferred back to the partition that was exe­

cuting at the time of the interrupt. 

The case of software interrupts (or traps) is considerably easier. The 

trap can be handled by the guest operating system in privileged 

mode without the hypervisor's entering the picture. 

9.3.6 Hypervisor Services interface 

We have assumed thus far that an operating system that works on a 

native system should work unchanged in a partitioned system. 

Hardware support for the hypervisor can go a long way in improv­

ing the performance of such a system. But it should be clear that the 

performance can be made even better if a guest operating system is 

made aware of the fact that it is operating in a hypervisor environ­

ment. It may be recalled that, in discussing VM assists in ChaDter 8. 

we also noted that the performance of a virtual machine system can 
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the guest operating system. 

The communication between the hypervisor and the guest OS is car­

ried out using calls from the OS to the hypervisor. Thus, beyond the 

ISA of the virtual machine is another interface, called the hypervisor 

services interface. A typical call to this interface involves a request 

for management of a resource that would normally have been un­

der the control of the OS but that would be managed better if han­

dled by the VMM. An example is the hardware page table manage­

ment on the IBM PowerPC (Engebrets,on, Corrigan, and Bergner 

2001). 

The PowerPC has an architected page table with an inverted page 

table structure. When a TLB miss occurs, the hardware accesses the 

inverted page table, also referred to as the hardware page table 

(HPT) of the processor. When running in the native mode, if no en­

try is found in the HPT, a page fault interrupt is delivered to the op­

erating system, which determines an appropriate page for replace­

ment and then creates a new entry in the HPT. The situation is 

slightly different in the partitioned case. The guest operating system 

now has its real addresses mapped to physical addresses, and hence 

the mapping in the HPT indicates the virtual-to-physical mapping of 

the pages in memory. For security reasons, this map must not be ac­

cessible to the guest operating system. Instead, it is the hypervisor 

that has sole control of this table. On a page fault, the guest OS does 

not directly modify the HPT. Rather, it invokes the hypervisor, using 

calls from the hypervisor systems interface to establish an entry in 

the table. 

Figure 9.9 shows some of the calls in the hypervisor interface re­

lated to page table management in the IBM PowerPC. 

Call Action 

Find_va 1id() Find any valid entry tor a 
niv...,.. ,rirti 1<11 <atirlroc,c, 
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Inva7idate() Invalidate a specified entry 

adcLva7idate() Add a new valid entry 

modi fy _pp() Modify protection status for 
a specified entry 

1F:1•ik@j:j Some Calls in the Hypervisor Interface to Support Page Table Management 
on the IBM PowerPC iSeries. 

It is certainly possible to allow the hypervisor to take over the entire 
page table management, rather than just provide the services to aid 

the operating system in this function. However, there are advan­

tages if the hypervisor implements just mechanisms rather than 

both mechanisms and policies. Policies are often best implemented 

by the operating system, which has a better view of the require­

ments of the partition and its applications. Further, restricting the 

hypervisor to the mechanisms makes it compact and less error 

prone. 

As we had indicated in the case of system VMs, the disadvantage of 

the hypervisor services interface philosophy is that the operating 

system is no longer portable. Calls made to the hypervisor may need 

to be changed when the operating system is ported to another plat­

form. This could be a problem, even with a new implementation of 

the hypervisor on the same platform-new versions should be de­
signed with backward compatibility of operating systems in mind. 

9.3. 7 Dynamic Partitioning 

In order to provide versatile operation, partitioning techniques 

must allow for the possibility of changes in the configuration of a 

running system. Two types of changes can occur. 

1. A partition may complete its task, and a new partition may be ready for 

installation on the system. 

2. A partition may find its own needs changing and therefore desire to change its 

configuration, for example, the number of processors, the amount of memory, or 

the devices that are attached. 
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The first type of change is already accommodated on most logical 

partitioning systems. In order to shut down a partition, the hypervi­

sor must first recover all the resources owned by the partition that 

is shutting down. For security purposes, it may need to erase (or oth­

erwise make unreadable) information that may be contained in the 

memory and on the disks being vacated by the partition. It may also 

need to perform other tests to ensure that the operation of all freed 

hardware will be identical to that needed by a system that is being 

booted up. The freed resources will be placed in a pool of resources 

from which a new partition gets its allocation. 

When the request comes to configure a new partition, the hypervi­

sor examines the resource requirements of the partition and deter­

mines whether they can be completely satisfied from the pool of 

available resources. If the request cannot be satisfied, for example, 

because of insufficient processors or memory, the hypervisor re­

turns a failed-request message, also possibly indicating the reasons 

for the failure. If the request can be satisfied, the desired resources 

are removed from the free pool and a new partition is created. At 

this point the partition can be loaded with the desired guest operat­

ing system. 

Note that this technique can be used to migrate a partition from its 

current form to a new form. The need for such a migration may 

come in two ways. First, an unrecoverable hardware failure may 

have occurred in one of its components. In this case, the hypervisor 

can attempt to configure an identical partition using resources from 

the free pool and then migrate the state of the partition to the new 

partition before shutting down the old partition. 

The need to migrate partitions can also come from unexpected 

hardware demands of some partition. If, for example, the paging re­

quirements of a partition have grown to a point where its perfor­

mance is severely degraded, it may be possible to create a new parti­

tion with an identical configuration, except with a larger memory, 
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and migrate the state of the old partition to the new. Of course, such 

a migration is useful only if the operating system on the partition 

can also accommodate changes to its memory size in a dynamic 

manner. 

In Section 9.3.2 we saw how reconfiguration of I/0 resources of a 

partition could be accomplished in a dynamic manner on the IBM 

System/390 LPAR. A similar technique can be used to increase the al­

location of processor resources of a partition. However, reallocation 

of memory poses a problem. The problem is similar to that faced 

during dynamic memory allocation-the requirement that the real 

memory of a partition be mapped as a contiguous physical chunk 

must be relaxed. Thus, support must be provided in the hypervisor 

to stitch together several pieces of physical memory to create the il­

lusion of a contiguous real memory. 

The way segmentation and paging helps with the problem of dy­

namic memory allocation on a processor is discussed in Appendix 

Section A.3.4. Similar schemes can be adopted for memory alloca­

tion in partitions. In order to take advantage of paging hardware al­

ready available in most systems, allocation of memory between par­

titions should be made at page granularity. This is feasible, except 

the failure of a memory module can affect a large number of parti­

tions. Moreover, the number of physical pages on typical systems 

will be so large that the hypervisor may need a lot of space simply 

for bookkeeping. Whenever a partition is shut down, for example, 

the hypervisor would need to go through a large number of entries 

to ensure that every page belonging to the partition is invalidated 

and then freed. This problem can be alleviated by choosing a granu­

larity of allocation that is much larger than a page though still con­

siderably smaller than the size of typical main memory allocations, 

for example, 256MB. 
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!i':1lj i@ju• Illustration of the Dynamic Allocation of Real Address Space for Partitions 
Using Chunks. 

The hardware implication of allowing dynamic expansion, and per­

haps even dynamic contraction, of the memory space of a partition 

is that it is no longer sufficient to have a single PMBR- PMLR pair as­

sociated with each partition. Instead, the hypervisor must keep a 

map between different regions of the real memory and the physical 

memory for each partition. For example, by allocating 16 pointers 

for each partition, memory sizes of up to 4GB can be supported, as­

suming 256MB chunks, as shown in Figure 9.10. 

9.3.8 Dynamic LPAR 

IBM's PowerPC pSeries servers (Jann, Browning, and Burugula 

2003) introduced the capability of dynamically migrating resources 

from one partition to another without requiring a reboot of the af­

fected partitions. This is referred to as dynamic logical partitioning, 

or DLPAR. Resources moved by DLPAR have the same set of capabili­

ties they would have had if they were assigned to the partitions at 
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steps. 

I. A request is made to the guest AIX operating system on a partition, asking it to 

release a resource and, if necessary, to put it in a quiescent state. 

2. The ADC operating system stops the resource and releases it to the hypervisor, 

which places it in its free pool of resources. 

3. A request is made to the hypervisor, again through the system console, to 

allocate the resource to another specific partition that needs it. 

4. When successful, a request is made to the guest AIX operating system on this 

partition asking it to acquire the resource and configure it for its use. 

The AIX operating system kernel was modified to run entirely in the 

virtual mode in order to accomplish DLPAR. In fact, the granularity 

of memory allocation in IBM's system is a page. Removal of proces­

sors had already been implemented in AIX to support graceful 

degradation in the event of processor failures. Addition of proces­

sors was a feature added to AIX to support DLPAR. 

9.3.9 Expanding the Role of the Hypervisor 

The hypervisor is essentially an extension of the hardware platform 

provided to the system. The services provided by the hypervisor can 

therefore include functions that control hardware features of the 

system. 

■ The hypervisor can monitor power usage in various parts of the system and feed 

this information back to the partitions. Operating systems mnning on the 

partitions can react to high usage of power and take corrective measures by 

dropping requirements for the particular resource showing high power usage. 

■ The hypervisor can provide similar functions in the event of hardware problems. 

If an error is detected during computation and if repeated attempts do not lead to 

the elimination of the error, the hypervisor can take measures to move all 

partitions using the faulty processor to a spare processor and isolate the failing 

processor and even to replace it with a good processor without halting the rest of 

the system. 

The traditional tasks of the hypervisor are passive in nature-the 

hypervisor gets commands from the system administrator and ei­

ther satisfies the request or informs the administrator it is unable to 
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satisfy the request. This is largely due to the evolution of the hyper­

visor as an extension of the hardware and hence a desire to make 

the hypervisor compact, verifiable, and error free. It is conceivable 

that in the future, the hypervisor will take on the role of a powerful 

software layer in the hierarchy of layers that make up a system. 

When this happens, the hypervisor will implement not only the 

mechanisms but also policies to configure and manage the re­

sources in the system. The hypervisor could then make decisions on 

its own, based on several different factors, concerning the following. 

■ Environmental factors, such as the power usage, temperature, or reliability of the 

hardware 

■ Business factors, such as the security of the system and the fulfillment of various 

system-level objectives contracted with users of the system 

■ Operational factors, such as efficiency of ut ilization of hardware 

■ Cost factors, such as the revenue generated by the system as a whole 

Figyre 9.11 illustrates a time sequence where processors and other 

resources migrate in a dynamically partitioned system to achieve 

system load balancing. 

Indeed, as the complexity of large computing systems increases, it 

will be increasingly difficult for system administrators, let alone 

users, to manage resources of the system efficiently and securely. 

Increasingly, therefore, systems will provide more automation in 

the areas of resource allocation and reconfiguration. Systems will 

monitor their own behavior, learn, and adapt to changing situations 

without intervention from the operator. It is possible that the hyper­

visor could end up playing a central role in this "autonomic" system 

of the future (IBM 2001). 

9.4 Case Study: Cellular Disco 

System Virtual Machine-Based 
Partitioning 
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Systems such as IBM's 370/VM and VMware's GSX and ESX servers 

are, in a sense, techniques to partition the system and provide mul­

tiple operating system images on a single hardware platform. We 

discussed such systems extensively in Chapter 8. From the point of 

view of isolating one operating system from another, these systems 

are similar to logical partitioning- software failures can mostly be 

confined to a guest single operating system image; they do not bring 

down other guest operating system images. However the VMM in 

these systems is a larger body of software, and the chances of an er­

ror in the VMM are higher than the chances of an error in the hy­

pervisor of a logically partitioned system. In order for a system VM 

to provide cluster virtualization capability, it is desirable for it also 

to emulate the physical fault containment aspects of a cluster or of 

physical partitioning. This imposes special requirements on the 

VMM. In particular, each group of physical nodes that emulates a 

multiprocessing node in the virtual cluster should run its own VMM 

so that a hardware failure in a node will not cause another virtual 

node in the cluster to fail. 

00 00 00 00 00 00 
00 00 00 00 00 00 
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ijfalj#@II! Illustration of the Effects of Dynamic Partitioning. The figure shows the use 
of resources ,y three partitions at two different points in time. In (a) the usage of resources, 
for example, just after the system is initialized, it displays some degree of physical locality. 
However, as time progresses (b) and as the processes get migrated to achieve better load bal­
ancing, the physical range of the partitions running these processes start merging with each 
other. 

We illustrate the principles underlying the support of fault­

containment features in a traditional system VM by describing the 

Cellular Disco system (Govil et al. 1999) developed at Stanford 

University, which was derived from an earlier traditional system 

VM called Disco (Bugmon et al. 1997). 

9.4.1 Cellular Disco System Overview 

As we saw in Chapter 8. a sufficient condition for efficient virtual­

ization is the ability to intercept all the privileged operations per­

formed by the virtual machine. Cellular Disco, which is designed to 

run on a MIPS multiprocessor system, achieves this by taking ad­

vantage of the fact that the MIPS system provides three levels of 

privilege-a user mode, a semiprivileged supervisor mode, and a 

privileged mode-and that most operating systems that run on MIPS 

systems use only two of these modes, the user and privileged modes. 

Cellular Disco forces the virtual systems to run in the user and su­

pervisor modes and restricts the use of the privileged mode to the 

virtual machine monitor. Whenever an operating system on a vir­

tual machine executes a privileged instruction, it traps as shown in 

Figyre 9.12. because execution of such an instruction is not permit­

ted in the supervisor mode. The trap is handled by the VMM, which 

then interprets the instruction. The MIPS architecture further forces 

all supervisor and user-mode memory accesses to go through dy­

namic address translation. All references to real memory made by 

an operating system therefore can be mapped to a region of physical 

memory distinct from the regions addressed by operating systems 

on other virtual machines. 

610 
12/23/2024, 2:47 PM 



Chapter 9: Multiprocessor Virtualization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

42 of65 

User Level 
App I lea lions 

Supervisor Level 

Privileged Level 
Operating system 

Hardware 

(a) 

Applications 

Operating System 

Cellular Disco VMM 

(b) 

Privileged 
Operations trap 

-_J 

1jh,li4@•t4 Modes in Which Various Parts of the Cellular Disco System Operate. (a) 
Native sy stem; (b) Cellular Disco. 

The virtual machine monitor also intercepts I/0 requests from a 

guest operating system executing on a virtual machine. After check­

ing for the validity of the request, the VMM either forwards the re­

quest to a real I/0 device or handles the request itself. An example 

of the situation where it handles the request itself is virtual paging. 

In typical virtual machine implementations there are two levels of 

paging, one by the guest operating system and another by the VMM. 

It is possible for the operating system to request that a page be writ­

ten out to its paging disk when the VMM itself has written this page 

out to its own paging disk. In a simple VMM implementation, such a 

request would be satisfied by first bringing back the page from the 

paging disk of the VMM and then writing the page out to the paging 

device of the guest operating system. Cellular Disco makes this 

process more efficient by trapping every read and write to the guest 

operating system's paging disk. It keeps internal data structures that 

map the status of all pages. Thus when the request to write out a 

page to the kernel's paging disk is observed, Cellular Disco notices 

that the page has already been paged out to its own paging disk and 

simply annotates the internal mapping to indicate the actual loca­

tion of the page. When the guest operating system subsequently 

wishes to read from its paging disk, the mapping is consulted to de­

termine the true location from where its contents are to be read. 

9.4.2 Memory Mapping 
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The mapping of real memory in a virtual machine to physical mem­

ory is performed in Cellular Disco with the help of two maps. The 

pmap data structure is indexed by the real address and returns the 

corresponding physical address in the system. The memmap data 

structure maps a physical address back to the real address), 

Unlike the physical partitioning schemes and some of the logical 

partitioning schemes where the physical memory is strictly parceled 

out to the different virtual machines on the system and where every 

real memory location on a virtual machine is associated with a 

physical memory location, Cellular Disco operates like a traditional 

system virtual machine and virtualizes the real memory also. This 

allows the overcommitment of real memory-the sum of the real 

memory assumed by all active virtual machines on the system can 

be more than the available physical memory on the system. Each 

virtual machine is allocated a resident set size that is dynamically 

trimmed as the system begins to run low on physical memory. The 

VMM incorporates a page-replacement policy of its own that takes 

advantage of information about the usage of pages. If a page con­

tains unneeded data, annotations in the internal data structure al­

low the VMM to detect this and avoid the overhead of writing the 

page out to disk. This would be useful, for example, when the page 

that needs to be swapped out is an unallocated page on a virtual ma­

chine. 
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Cellular Disco provides functions to an application beyond those 

normally available to the application through the operating system 

interface. An example is the ability to split large applications into 

multiple processes working in separate virtual machines that none­

theless share global regions of memory. System calls are provided to 

allow processes within an application to register such shared re­

gions. The process of registration can bypass the guest operating sys­

tem because all system calls have to be intercepted by the VMM. 

Figure 9.13 shows two virtual machines sharing code pages as well 

as a buffer cache while still keeping their application data regions 

separate. No additional overhead is incurred in writing to a shared 

location because the underlying platform is a shared-memory multi­

processor, and cache coherence guarantees that other processors 

will see the write in the shared region in a timely manner. 

This system is a convenient and efficient alternative to the conver­

sion of a large shared-memory application to a cluster application 

that communicates using messaging and network protocols. The 

only overhead for the application is the need to relink the applica­

tion with a different shared-memory library. Cellular Disco handles 

the paging of the shared regions to its paging disk, attaching infor­

mation about all virtual machines sharing the page along with the 

contents of any page being written out to disk. For efficiency, it 

places this information in a sector contiguous to the paged-out data, 

thus avoiding the penalty of an additional seek of a disk sector. 

9.4.3 Fault Containment 

One important aspect that differentiates Cellular Disco from con­

ventional system virtual machines is its support for hardware fault 

containment. Hardware fault containment is an important charac­

teristic of clustered systems- the effects of a hardware fault in one 

part of the system are usually contained within the node of the clus­

ter containing the fault. Operating svstems and applications running 
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on other nodes usually can continue to operate unaffected. 

Unfortunately there are a few critical faults that could potentially 

bring down the entire system. For example the VMM itself, which 

manages all the resources of the system, is vulnerable to failure of 

the hardware components it uses. It is important therefore to keep 

such critical parts to a minimum in order to increase the mean time 

between failures (MTBF) of the system as a whole. 

Cellular Disco treats the hardware as a set of cells, with each cell 

running its own VMM and managing the physical memory it con­

tains, as shown in Figure 9.14. A failure in a hardware component 

within a cell does not affect virtual machines on the system that do 

not use that cell. Cellular Disco increases the MTBF of the system by 

keeping the monitor code compact (less than SOK lines of code) and 

by restricting access of the VMM in one cell to only those physical 

memory locations belonging to that cell. Communication with other 

cells is achieved through the use of a carefully designed and fast re­

mote procedure call, which serves as an efficient and trusted inter­

processor communication primitive. 

One way for such a system to manage fault containment is to limit 

each virtual machine to operate on a fixed set of cells. The main 

problem with this is that it can lead to underutilization of the sys­

tem because of the inability of the VMM to move the workload to­

ward idle processors in other cells. Thus, there is a tension between 

the requirements ofload balancing and hardware fault contain­
ment. Cellular Disco attempts to get around this problem by associ­

ating each processor with a fixed list of virtual CPUs (VCPUs) and by 

allowing migration, over time, of a virtual CPU from one processor 

to another, even across cell boundaries. The establishment of a 

VCPU list for each processor simplifies the scheduling of processors 

and eliminates a source of contention and lock complexity in con­

ventional systems. The ability to migrate VCPUs, although at coarser 

time intervals than conventional systems, permits better load bal-
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ancing on the system. For fault containment, rather than force the 

boundaries of a virtual machine to the minimum number of cells 

that could ideally contain it, Cellular Disco allows local deviations 

from such a strict policy. 

Vlnual Machine 
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V1nual Machine 

Node 

Cellular; Disco 

Node Node 

' 
lntert9nnect 

' 
' ' ... . 

0 Fault location Cell Boundanes 
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Pl!liiJll!:11!!111ill!i411!11jr.il,jll!lil'I,•■ Fault Containment in Cellular Disco. The impact of a hardware fault is con­
tained in the virtual machines operating on the cells where the fault occurs. Shading indicates 
affected area due to a fault in the indicated node. 

Consider a virtual machine that needs all the CPUs contained in two 

cells and that has been running well for some time but suddenly 

finds itself slowing down because of overload on one if its assigned 

processors, say, due to too many active VCPUs. Cellular Disco will 

discover such a situation and attempt first to move the particular 

VCPU of the virtual machine to another, less loaded processor 

within the same cell. This satisfies the fault-containment require­

ments of the system. If a lightly loaded processor is not available 

within the cell but is available in some other cell, Cellular Disco al­

lows the migration of the VCPU to another cell. Thus the virtual ma­

chine, which needed the resources of only two cells, becomes vul­

nerable to faults in three cells rather than the minimum two. Some 

degree of protection to faults is traded off for better performance on 

the system as a whole. More components of the virtual machine can 

migrate to the new cell if the new cell is comparatively lightly 

loaded. Eventually, if all the VCPUs migrate from one cell to the new 

cell, Cellular Disco provides a mechanism to eliminate completely 

all data and control information residing in the old cell, thus reduc-
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9.4.4 Memory Borrowing 

A second situation where Cellular Disco allows flexibility from a 

rigid fault-containment policy is in the use of memory. The virtual 

machine monitor running on each cell manages the memory at­

tached to that cell. This helps in fault containment but can lead to 

imbalance in the use of memory resources. Thus a cell that is a part 

of a memory-intensive virtual machine may run out of physical 

memory and may page in and out of disk frequently, even though 

other cells in the system may have plenty of free physical memory 

available. Cellular Disco permits relaxation from the rigid fault­

containment policy by allowing a cell to temporarily borrow mem­

ory from other cells. 

Memory borrowing in Cellular Disco is accomplished as follows. 

Each cell maintains a list of free pages. Initially this list contains 

only pages that physically belong to the cell. As the pages get used 

up and the cell begins to run low on physical memory, it considers 

borrowing memory pages from other cells. The potential candidates 

from which a cell borrows memory are determined by the follow­

ing. 

■ The list of cells that each virtual machine has designated for this purpose. 

Users of a virtual machine can determine the extent to which they wish to protect 

themselves from faults in the system. The smaller the set the virtual machine 

designates, the lower is its vulnerability to faults but the higher is the probability 

of performance loss due to paging. 

■ Cells that have already been actively supplying memory pages to virtual 

machines in this cell. These cells are kept in a vulnerability list. By ensuring a 

minimum availability of free pages from cells in the vulnerability list, the policy 

biases borrowing to favor those cells that have already been supplying pages, and 

hence prevents an increase in the vulnerability to faults. 

■ The availability of pages in the remote cells. Cells are candidates for borrowing 

if they have a certain minimum amount of memory available. When the available 

memory drops below this amount, the cell may refuse a request to borrow pages 

616 
12/23/2024, 2:47 PM 



Chapter 9: Multiprocessor Virtualization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

48 of65 

of its memory. 

■ The overall memory requirements of the requesting virtual machine. In order 

to keep virtual machines that do not need much memory from having to span 

multiple cells, Cellular Disco biases its allocation of available local memory in a 

cell to such virtual machines. Thus a request for memory when the available 

local memory has fallen below a threshold may actually end up being satisfied 

locally. 

A flowchart indicating the actions taken on a page fault in a cell is 

shown in Figyre 9.15. It is interesting to note that Cellular Disco re­

sorts to paging only when memory borrowing fails. More than one 

page is borrowed at a time in order to reduce the number of such 

requests. Once a page is borrowed from another cell, the monitor 

puts it in its free list, tagged with the identity of the cell that it be­

longs to. There is no penalty to accessing this memory for routine 

reads and writes-the only effect of borrowing is the increased vul­

nerability to faults in the virtual machine that uses a borrowed 

page. 

9.4.5 Recovering from a Fault 

The flexibility provided to virtual machines for going beyond hard 

cell boundaries both for CPUs and memory makes the job of recov­

ering from hardware faults more complex. Cellular Disco must en­

sure that all affected cells and virtual machines are taken care of in 

the event of a fault. The steps taken by Cellular Disco on a fault can 

be summarized as follows. 

1. The hardware determines the extent of the fault and attempts to recover from it. 

2. Through an interrupt the hardware informs all processors in the system of the 

recovery. This interrupt is handled by Cellular Disco, which then initiates its 

recovery process. 

3. Cells communicate with each other to agree on a set of hardware nodes that are 

still functioning. The ability to share memory between cells is exploited to 

expedite this process. The set of nodes determined to be "live" is used to restore 

the communication mechanism to a state where it is "unjammed" of all messages 

to and from nodes that are outside the live set. 

4. Each VMM on a functioning cell determines all the virtual machines affected by 

6 17 
12/23/2024, 2:47 PM 



Chapter 9: Multiprocessor Virtualization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

49 of65 

the fault. In doing so, it consults the various internal data structures that contain 

information about the cells and physical resources that each virtual machine was 

usmg. 

The entire system needs to participate in order to ensure that all af­

fected virtual machines are properly purged from the system and 

that all references to the affected virtual machines are eliminated 

from the data structures kept in each cell. This is a considerably 

more elaborate process than that needed on a physically partitioned 

system-and is the cost for improving the utilization of the system 

under normal operating conditions. 
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satisfiei localiY~ if poss-ible. Wh;; choosing a ceii ·to bo-rro-~ from:. a· ceil fro;,;; the· ~ui~e~ability 
list is chosen, if available. 

The Cellular Disco research suggests that it is possible to implement 

fairly-sophisticated virtualization and fault-containment mecha­

nisms in an efficient way. Its general philosophy of using physical 

boundaries as strong hints for the purposes of fault containment 

rather than as rigid walls provides a degree of flexibility, especially 
in situations where an application is willing to trade off some of the 

fault-containment characteristics for better performance. While the 

research was conducted in the context of system virtual machines, 

many of the ideas could eventually find application in hypervisor­

based logically partitioned systems. 

9.5 Virtualization with Different 

Host and Guest ISAs 

All the schemes described thus far have involved situations where 

the ISA of the virtual system is identical to the ISA of the host sys­

tem. When the two ISAs are different from each other, added com­
plexities are introduced. 

■ The instructions of the target ISA must be dynamically emulated by the host 

system. The translation of instructions from the ISA of the virtual machine to the 

native ISA is an operation that must not be visible to the virtual machine or the 

programs running on it, including the operating system. The emulation 

techniques needed to achieve this are those described in connection with the 

implementation of process YMs (ChaHters 2-4) for most ISA features and 

codesigned VMs (ChaHter 7) with respect to some system ISA features, such 

as page faults . 

■ The memory model of the target system, particularly the coherence and memory 

ordering rules, must be observed on the virtual system. These involve additional 

actions on the part of the host system. The host could handle this either in 

hardware, in the firmware, or in emulation software contained in the trusted 

monitor layer, i.e., either in the virtual machine monitor or in the hypervisor. 

As described earlier, there are two different ways in which multi-
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processors are generally configured. The processors can be con­

nected in a loosely coupled cluster configuration, where not much 

other than I/0 is shared between the processors. Alternatively, the 

processors can be configured in a shared-memory configuration, 

with all processors in the multiprocessor configuration sharing the 

same memory. Implementing a cluster virtual machine on a native 

cluster system is fairly straightforward if each target virtual proces­

sor is mapped to one real processor. This case is shown in Fi~ 

9.16. Since memory is not shared between nodes in such a cluster, it 

is sufficient to virtualize each processor using techniques given ear­

lier in this book. Virtual node communication is through messages 

that can be translated to similar messages on the host. 
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When the system to be virtualized is a shared-memory multiproces­

sor, the situation becomes more complex. Because the memory is 

shared between the processors, the monitor on each processor must 

handle shared-memory requests exactly the way they would be han­

dled on a native machine. So, for example, if the guest virtual ma­

chine supports coherent shared memory, the monitors running on 
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shared-memory location is made visible to all processors that share 

that location. If the underlying native system is itself a shared­

memory system, then the hardware mechanisms that already exist 

on the system to support coherence can be used to ensure coher­

ence for the virtual system. This is the case, for example, in the 
FLEX-ES system from Fundamental Software Inc. (FLEX), which pro­

vides a virtual SMP for an IBM System/390 system as a user applica­

tion under Linux on an Intel IA-32 based SMP. The basic IA-32 SMP 

is enhanced with special hardware adapters, as shown in Figgre 

9.17. to emulate the functions of the System/390 communication and 

channel I/0 adapters. Since the underlying Intel IA-32 platform also 

implements memory coherence, the coherence expected by the vir­

tualized mainframe system is trivially supported. While the mem­

ory ordering rules of the Intel IA-32 are not exactly identical to 

those of the System/390, the differences can be taken care of in the 

VMM layer without significant degradation of performance. 
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If the host's model does not match the guest's memory model, then it 
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ware running on all processors to communicate with each other 

and keep track of shared locations. Most solutions to this problem 

require several instructions and several cycles for each coherence 

request. Hence, when there is a modest amount of sharing in a sys­

tem, the emulation performance begins to degrade considerably. 

The next section examines some ways to handle such cases and dis­

cusses the potential degradation of performance. Only a cursory 

treatment is provided here to this rather complex problem. 

9.5.1 Memory Model Emulation 

As described in Appendix A, the ISA of most processors includes spe­

cial conventions for the access of shared-memory locations. As with 

all aspects of an ISA, these conventions represent a contract be­

tween the programmer and an implementation of the ISA. A pro­

grammer writes a program assuming that accesses to variables 

shared among processors obey certain rules, while the hardware 

designer (the processor designer or the system designer) ensures 

that the rules used by the programmer are indeed guaranteed by 

the implementation. We note two main aspects of the memory 

model, the memory coherence and the memory consistency models, 

that determine how results appear in different shared-memory sys­

tems. These are the two aspects that need to be given special consid­

eration when a multiprocessor system is virtualized-the differ­

ences in these models between the host and the guest ISAs can pro­

duce undesirable results during virtualization, unless special ac­

tions are taken by the emulation softvvare. 

Memory Coherence Emulation 

Recall that memory coherence is said to be implemented on a multi­

processor system if the order of writes to a given location by one 

processor is maintained when observed by any other processor in 

the system. Appendix Section A. 7.3 describes the difference in be-

622 
12/23/2024, 2:47 PM 



Chapter 9: Mu ltiprocessor Virtualization I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

54 of65 

hav10r or coherent and. noncoherent systems. The nature or acuons 

that emulation software must take to support the coherence model 

of a guest virtual machine depends on the coherence models of both 

the guest and the host. We list the various possibilities in Figure 

9.18. 

1. Memory coherence is not required on either the guest or the host: 1n this 

case no action is required because programs have presumably been written in a 

way that accounts for this absence of coherence. Synchronization in such 

systems is done through explicit synchronizat ion instructions. The 

synchronization primitives in the host and the guest may not match, but it is 

usually not difficult to emulate a synchronization primitive of the guest using 

synchronization primitives of the host. 

2. Memory coherence is required by the guest and is available on the host: 1n 

this case, the emulation software ensures that the virtual machine runs with the 

memory coherence option enabled. 

3. Memory coherence is not required on the guest but is enabled on the host: 

An example of this is a distributed cluster system that needs to be emulated on a 

shared-memory multiprocessing system. There is typically no special action that 

needs to be performed by emulation software. The coherence hardware, which 

provides a coherent view of memory across the processors, does more than is 

needed by the coherence model of the guest. If there is a performance 

disadvantage because of the coherence requirement and there is a faster 

noncoherent mode available on the machine, this mode can be used, as in case 1 

earlier. Synchronization instructions will need to be emulated using the 

synchronization primitives of the host, even if the host runs in coherent mode. 
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@-A#@jf:j The Various Actions Needed for Emulating the Coherence Model. In all cases 
synchronization primitives of the guest must be emulated on the host. 

4. Memory coherence is required on the guest but is not supported by the host: 

An example of this is a shared-memory guest machine running on a distributed­

memory host machine. The only option here is to use software to enforce 

coherence. As we said earlier, even when machines do not provide coherence 

support, they do provide synchronization primitives so that software can perform 

explicit synchronization. Unfortunately, the brute-force technique of 

synchronizing after each memory write by a processor is too slow, because 

synchronization operations, especially on large multi-processor systems, are 

slow. A more practical approach is to use a directory that registers the set of 

processors sharing various locations, with a coherence operation being triggered 

on the set of sharing processors when one of the processors in the set changes the 

contents of the shared location. This operation can get expensive as the size of 

the directory gets large. The size of the directory can be reduced by increasing 

the granularity of an entry in the directory to be a page. Keeping such 

information at page granularity is also convenient because the available page 

table structures can be used for storing sharing information and to trigger a 

coherence action. There have been several techniques of this nature that have 

been developed in connection with distributed shared-memory (DSM) computing 

(Hennessy, Heinrich. and Gupta 1999), which also deals with the 

problem of providing coherence to an application while running on noncoherent 

hardware. 

Fortunately most ISAs today provide coherence support. Hence, co­

herence emulation is not a source of performance degradation for 

such virtual machines. 

Memory Consistency Models 

Memory consistency deals with the order in which accesses by one 

processor to different locations in memory are observed by another 

processor (refer to Appendix Section A. 7 .3 for a more detailed expla­

nation). This is in contrast to memory coherence, which deals with 

the order of writes to a single location. Memory consistency deals 

not only with different locations but \o\'l.th all accesses, whether 

reads or writes. The important thing to take care of when a program 

is being run on a virtual machine is that the ordering of reads and 
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writes must be such that it could have been produced on a native im­

plementation of the virtual machine. Thus the emulation software 

should account for differences between the memory consistency 

models of the host and guest and ensure that the ordering of mem­

ory operations is consistent with what the ISA of the guest specifies. 

As noted in Appendix. Section A.7.3, four hazards have to be consid­

ered in a consistency model: the read-read (RR) hazard, the read­

write (RW) hazard, the write-read (WR) hazard, and the write-write 

(WW) hazard. In a strong consistency model, an implementation 

must ensure that none of these hazards is present. When this re­

quirement is relaxed, we get one of the many relaxed consistency 

models. Such relaxed models are referred to as being weaker than 

the strong consistency model. 

We could encode the consistency model using four bits, each bit in­

dicating whether ordering is imposed for the corresponding hazard 

pair. So, for example, a (1111) will indicate strong ordering, while a 

(1101) will indicate that the WR ordering is relaxed from strong or­

dering, as in the processor consistency model used on the Intel IA-32 

or the IBM System/390. The weakest consistency model (0000) im­

poses no ordering between any pair of read-write operations. Note 

that reads and writes to the same location by a processor must be 

ordered according to program order in all cases (refer to Appendix 

Section A.7.3). 

0011 0101 

Strong consistency 

11 11 

1001 
·-

{ 0110 ') , ... _ _ .,,,,,. 
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0000 

Weak consistency 

li''1'1i@IS- Lattice of Consistency Models. Euch 4-tuple represents the four huzurcls RR, 
RW, WR, an WW A "1" in a position indicates that the corresponding hazard is not toler­
ated, while a "0" indicates that the hazard is ignored by the consistency modeL The 4-tuple 
(0000) represents weak consistency, (1111) represents strong consistency, and (1101) repre­
sents processor consistency. 

For purposes of comparing two consistency models, it is convenient 

to draw a lattice, as shown in Figyre 9.19, where each node in the 

lattice corresponds to a consistency model. The least element on the 

lattice (0000) represents the weakest consistency model, while the 

greatest element (1111) corresponds to the strongest consistency 

model. When comparing two consistency models, we determine 

whether the least upper bound (lub) of the pair is itself one of the 

pair. If it is, then this lub of the pair is defined as being stronger 

than the other. Thus between (1101) and (1001), the lub is (1101), im­

plying that (1101) is stronger than (1001). The model represented by 

(1111) is stronger than any other consistency model, because it is 

the greatest element in the set. 

As seen from Figure 9.19. the nodes (0001) and (0110) are not com­

parable. One model is stronger in some respects and the other 

stronger in other respects. There are two models that are stronger 

than both these models, (0111) and (1111). The lub of the pair is 

(0111). Any ordering that satisfies the lub (0111) therefore will also 

be consistent with the ordering specified by the models in the pair 

(0001) and (0110). 

When emulating a consistency model of a guest using a different 

consistency model for the host, we can divide the space of possibili-
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ties into the following three categories. 

1. The memory consistency model of the guest is the same as that of the host or 

weaker than that of the host: In this case there is nothing special that needs to 

be done by the emulation software as long as the interpretation or translation 

process does not eliminate or reorder memory accesses to shared locations by a 

processor. This last restriction ensures that the order of accesses to memory in 

the virtual machine system belongs to the set of orderings of accesses to memory 

allowed by the consistency model of the virtual machine. Note that this 

restriction prevents the elimination of memory accesses- an access to a memory 

location cannot be safely eliminated just because its contents are available in a 

general-purpose register, for instance. 

2. The memory consistency model of the guest is stronger than (more 

restrictive than) the memory consistency model of the host: In this case, it is 

important that the additional hazards that must be avoided on the guest must also 

be avoided on the host. We discuss this case in more detail in the next section. 

3. The memory consistency model of the guest is stronger in some respects and 

weaker in other respects: In this case we first find the lub between the two 

consistency models. The lub consistency model must be stronger than the 

consistency model of the guest. Hence we would be emulating the guest 

correctly, though conservatively, if we assumed that the consistency model of the 

guest is the lub model. Since the lub model is also always stronger than the host 

model, the problem is now reduced to an example of case 2. So, as a fictitious 

example, if the memory model of the guest is (0110), which relaxes the RR and 

WR hazards, and the memory model of the host permits all hazards except the 

WW hazard (0001 ), then the lub is (0111 ). Thus in this example, the ordering 

satisfied by model (0111) would be consistent with the ordering allowed on the 

guest. Hence it is sufficient to accurately emulate this lub model. 

Emulating a Stronger Consistency Guest 

When a guest virtual machine has a consistency model that is 

stronger than that of the host, there are certain hazards that may oc­

cur in the host that would violate the memory consistency model of 

the guest ISA. Let us, for example, consider the case of a guest with a 

processor consistency model and a host with a release consistency 

model. This is an interesting case because there are several proces­

sors that belong to each of these models-a multiprocessor virtual 

machine implementation of IA-32 running on a Power PC multi pro-
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tant that any RR, RW, and WW hazards not permitted in the proces­

sor consistency model also not be permitted on the virtual machine. 

Most ISAs that implement relaxed forms of consistency also provide 

special memory barrier instructions that permit the programmer to 

specify the points at which ordering needs to be maintained, hence 

essentially raising the level of granularity at which consistency is 

implemented. For purposes of illustration, let us define a membar 

instruction, which, when inserted into the code, ensures that there 

are no hazards between any pair of instructions across the barrier. 

Obviously then, a trivial solution for any consistency emulation is 

for the virtual machine emulator to place a membar instruction af­

ter every access to memory, as shown in Figure 9.20a and b. This 

ensures that for every pair of memory accesses on any given proces­

sor in the host, there is an intervening membar instruction that pre­

vents a hazard between the pair. Notice that the same effect could 

have been obtained by placing a membar operation before each 

memory access. 

Unfortunately, the membar instruction is an expensive instruction 

in terms of its execution latency. This can be appreciated better if 

one understands that the effect of the membar instruction is to en­

sure that all processors in the system have been informed and have 

acknowledged that some processor wishes to impose such an order­

ing. Each processor then takes appropriate action to ensure that the 

request is honored. Since loads and stores form roughly a third of 
all instructions in an instruction stream, the performance of the vir­

tual machine can be degraded quite significantly because of the in­

sertion of these barrier instructions. It is therefore important for the 

monitor to restrict the number of membar instructions whenever 

possible. 

Notice that the trivial solution just demonstrated works for any con­

sistency model on the guest and, in particular, for the strong model. 
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The first optimization that can be performed is to eliminate those 

memory barrier instructions where the memory model allows re­

laxation. In the case of processor consistency, the memory barrier 

instruction after a write can be eliminated as shown in Figure 9.20c 

if the subsequent memory access is by a read instruction. The sec­

ond optimization that can be performed is to eliminate a memory 

barrier instruction after an instruction if the next sequential mem­

ory access is to the same location as the previous memory access­

program order requirements take care of these even without bar­

rier instructions. This must, however, be done with care. In the ex­

ample of Figure 9.20c the membar instruction following Read A can­

not be eliminated because the membar instruction just after Write A 

has been removed, thus permitting the following Read B to be done 

before Write A. However, processor consistency does not permit 

Read B to be done before Read A, implying that there must be at 

least one membar between these two instructions. Notice that the 

membar that was between the Read C-Write C can be eliminated 

without danger of the Write B moving ahead. It is important to note 

that there are other ways of inserting membars in the code that 

achieve the same objective. 

Accesses In guest 
(processor consistency) 

Read A 

Write A 

ReadB 

Reade 

Write C 

Write B 

(a) 

Acc:eues In host 
(releue consistency) 

Read A 
membar 

Write A 
membar 

ReadB 
membar 

Reade 
membar 

Write C 
membar 

Write B 
membar 

(b) 

Eliminating !Mfflbars In host 
(W-R r~axatlon) 

Read A 
membar 

Write A 

ReadB 
membar 

Reade 

Write C 
membar 

Write B 
membar 

(c) 

W:1•1i~f4•• Using membar Instructions to Impose Consistency Requirements of the 
Guest / at Are Stricter Than That of the Host. (a) Original host code. (b) Conservative use of 
membar instructions after each memory access. (c) Reducing the number ofmembars to ac-
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This example shows that it is difficult to reduce the overhead of in­

serting memory barrier instructions when a guest has a stronger 

consistency model than the host. However, there is another way to 

reduce the overhead of such emulation. Even in a multiprocessing 

system there are many occasions when a processor executes a single 

threaded application or a portion of a multithreaded application 

that does not share memory with other threads. Since the hazards 

we are trying to avoid are multiprocessor hazards, there is no need 

to add barrier instructions if there is some way for the virtual ma­

chine monitor to know that a thread does not share memory with 

an active thread on another processor. The translator in such sys­

tems is free to move memory accesses relative to each other, as long 

as it provides a way to recover the state of the virtual machine pro­

cessor whenever it is needed. 

Acc:esses In guest 
(processor consistency) 

Read A 

Write A 

ReadB 
... 
ReadC 

Write C 

Write 8 

Location of memban, In host 
(L.ocatlon B is not shared) 

Read A 

Write A 

ReadB 
membar 
... 
Reade 

WriteC 
membar 

Write B 
membar 

Location of membars in host 
(Locations A and B 81'9 not shared) 

Read A 

Write A 

ReadB 

Read e 

WriteC 

WriteB 
membar 

(a) (b) (c) 

!'!!IWlll:1•,•11■,P.1!,f1!14"•• Reducing the Number of Memory Barrier Instructions Using Knowledge 
About Sharing Characteristics of Access Locations. We leave the last membar in the segment, 
because at this point we have no knowledge of the sharing pattern of the code that follows the 
sample segment. 

A more interesting situation arises when an application is written in 

such a way that the threads comprising the application are largely 

independent and only occasionally share memory, perhaps as a 

form of communication. In these cases, it may be more efficient to 

restrict the insertion of memory barriers to keep the required or­

dering of memory access to only the shared locations, as shown in 
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Figure 9.21. 

The figure shows that when location B is not shared, we can remove 

the barriers between Read A and Read B because any reordering of 

access to location B will not be visible to any other processor. If nei­

ther location A nor location B is shared, then the only ordering visi­

ble to other processors is the Read C-Write C ordering. No membar 

is needed between this pair because of program order require­

ments. Hence it is unnecessary to place a membar anywhere in the 

code. 

Thus the principal obstacle to good performance is the problem of 

determining efficiently during translation whether an access is to a 

shared location or not. This is a difficult problem because, although 

the history of accesses by an instruction can provide some measure 

of confidence about whether or not that access is to a shared loca­

tion, there is a lot of bookkeeping involved in determining whether 

locations are shared, and extra overhead involved in ensuring that a 

trap is generated when a previously unshared location becomes 

shared. 

Another problem is that of false sharing. False sharing occurs, for 

example, when the emulation software detects an access to a loca­

tion by two different virtual processors but does not know that the 

guest operating system has migrated the thread from one processor 

to another for load-balancing purposes. False sharing could there­

fore lead to the elimination of fewer memory barriers than what 

would be possible. 

Real ISAs often allow other relaxations or impose other orderings 

beyond the ones mentioned here. For example, on the System/390, a 

distinction is made between instruction reads and data reads. The 

ISA does not require that instructions be fetched in the order they 

are eventually executed. It also allows instruction fetches to occur 

before the reading of operands of previous instructions. Such relax-
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ations, which obviously arise from a desire to make hardware more 

efficient, also help in reducing the overhead of emulation. 

We have seen in this section that creating a virtual machine system 

with an ISA different from the ISA of the native host is certainly pos­

sible, though the efficiency of such virtualization depends a lot on 

the mismatch between the memory models of the two ISAs. In par­

ticular, when the memory model of the host is more relaxed, due ei­

ther to a weaker coherence model or a weaker consistency model, 

the potential performance degradation is high, unless the emulation 

software performs more work in localizing the coherence and syn­

chronization mismatches. As with VM assists mentioned in Chapter 

8, hardware could be added to assist the emulation software in this 

task. An extreme example of this is for the processor to provide a 

mode in which it supports the stronger memory models required by 

the guests. There are processor ISAs, such as the PowerPC ISA, that 

provide both a coherence mode and a mode in which coherence 

may not be required. There are also processor ISAs, such as Sun's 

SPARC ISA, that support multiple consistency models. 

9.6 Summary 

Large companies and other organizations are continually grappling 

with the problem of reducing the number and types of computer 

systems they must maintain without depriving their important 

users of the flexibility of maintaining and operating their own sys­

tem. This has led to an array of systems claimed to enable such con­

solidation, basically by decoupling the view of the hardware as seen 

by the operating system from the actual hardware that the system 

runs on. Virtual platforms on large servers provide users with char­

acteristics similar to those they would have enjoyed on their own 

private physical systems. 

This chapter examined various wavs in which large multiorocessor 
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servers can be adapted to provide multiple virtual multiprocessor 

platforms to various users. We have seen how different forms of vir­

tualization handle the task of isolating virtual machines from each 

other while still providing the benefits of sharing resources. Some of 

these solutions, such as physical partitioning, are superior at isolat­

ing virtual machines from hardware failures, while others, espe­

cially the codesigned hardware-software approaches, excel in the 
degree of flexibility they provide in the allocation of resources to 

the virtual machines. 

The biggest impediment to the adoption of new instruction set ar­

chitectures is the existence of large bodies of application programs 

in binary form for the existing ISAs. Large multiprocessor systems 

of today are usually homogeneous- they incorporate processors 
that all execute the same ISA in their native mode. For most organi­

zations, consolidating to a large multiprocessing system with one 

ISA will still leave a significant number of important applications in 

platforms of other ISAs that need to be supported, at least until they 

are ported to the native ISA. Hence virtualization of these other plat­

forms will remain an important subject, at least until a more wide­

spread adoption of platform-independent languages, such as Java, 

and platform-independent operating systems, such as Linux. We 

have seen that efficiently emulating applications of one ISA on an­

other, while already difficult for uniprocessor platforms, is quite 

daunting in the case of multiprocessor systems, especially when 

there are incompatibilities in the memory consistency model. It is 
likely that new techniques will be developed, particularly exploiting 

thread-level parallelism, to improve the performance of emulating 

one ISA on another. 

Same-ISA virtualization, on the other hand, appears to be here to 

stay. While the advantages of virtualization listed in the introduc­

tion to this chapter are compelling for enterprise servers, it is likely 

that smaller servers, such as those of Internet service providers, will 
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also begin to employ virtualization, particularly as a means ot en­

suring privacy between users and as a means of protecting users 

from malicious or accidental failures of the platform employed by 

other users. Indeed, as more applications use network resources for 

their execution, the need to protect one application from another, 

even in a single-user environment, may eventually lead to the adop­
tion ofvirtualization techniques on personal devices such as laptop 

computers or even mobile phones. 

1. Note that the Cellular Disco designers refer to the real memory as the physical 

memory of the virtual machine and to the actually available physical memory of the 

system as the machine memory. 
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Chapter Ten 

Emerging Applications 

W ith ever-expanding computer applications and their associ­

ated demands on computer system administration, the role of 

virtual machines and virtualization are likewise expanding. 

Virtualization enables the introduction of new system capabilities 

without adding complexity to already-existing and already-complex 

hardware and software. These new capabilities will support innova­

tive computing paradigms and will provide critical functions in ar­

eas that have assumed major importance in a world grown increas­

ingly dependent on computers. 

In an argument reminiscent of those given for the original develop­

ment ofVM systems on mainframes, it has been suggested that oper­

ating systems and applications running on real machines today 

should be relocated to virtual machines. Part of the motivation for 

this is the desire to allow new services to be developed in a layer be­

tween the hardware and the operating system without modifying or 

trusting either the applications or the operating system. Examples of 

new services are intrusion-detection systems that help in isolating 

users from malicious attacks, environment-migration services that 

help mobile users access their entire computing environment with­

out having to carry their machines everywhere, and enhanced relia­

bility through redundant execution of a program on multiple virtual 

machines. There have been several efforts that use virtual machine 

techniques to emulate one ISA on another. Virtual machines are be­

ing used to package entire environments and applications to avoid 

the time-consuming job of installing operating systems and applica­

tions on machines. They are also being used to isolate data on a sys­

tem, thereby allowing the same physical machine to work with con-
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To illustrate the importance of virtual machine technologies to fu­

ture systems and paradigms, in this chapter we describe three ex­

amples of emerging virtual machine applications that can make a 

fundamental difference in the future of computing. The first of 

these is the application of virtual machines to computer security, an 

area receiving increasing attention. Modern computing systems are 

some of the most complex structures ever created. With the com­

moditization of both hardware and software and with widespread 

use of network computing, it has become easier for intruders to 

cause damage on a large scale by taking advantage of the nearly in­

evitable loopholes and flaws in such complex, constantly evolving 

systems. Eventually, systems will mature and become more immune 

to attack, and it is likely that integrated mechanisms will be devel­

oped specifically aimed at thwarting such attacks. The virtual ma­

chine intrusion-detection mechanisms described in this chapter 

promise to be useful tools in the development of such attack­

immune systems. 

The second application we consider, the migration of complete com­

puting environments, is also motivated by the commoditization and 

networking of computing systems. A growing number of computer 

users depend on having their full environment, including all data, 

programs, and system personalization, readily available at multiple 

locations (e.g., at work, at home, and while traveling). In order to do 

this, however, these users must carry their environment with them 

on a portable machine. It is more desirable, however, both for con­

venience as well as for security, to allow a user to log in to any com­

puter and immediately reproduce the user's environment on that 

specific computer. Virtual machine technology, which provides the 

ability to capture the entire state of a computer system, facilitates 

migration of a full computing environment. Eventually, users may 

become accustomed to having their data and computing environ­

ment on large, remote computer farms. While such a paradigm may 
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obviate the need for having an entire computer at each location to 

which the user travels, it will not eliminate the need for migrating 

entire user environments from one system to another. Load­

balancing, system-utilization, and system-latency issues will require 

means for capturing the state of the user environment and making 

it portable. 

The notion of computing as a service or as a utility is beginning to 

gain acceptance. The scientific community has been actively pro­

moting this paradigm for some time, and it also appears to be a con­

cept that will be useful for businesses. The concept of a computa­

tional grid promises a seamless way through which computing re­

sources can be shared by multitudes of users. The grid virtualizes 

computing resources in a way that is philosophically similar to the 

virtualization of resources in system virtual machines, though tech­

nically it achieves virtualization by redefining the way applications 

are written. In a sense, the grid concept represents the ultimate evo­

lution of virtual machines. 

Just as the Java platform fundamentally embodies virtualization, 

portability, and safety in its definition, the grid fundamentally em­

bodies these same characteristics at the system and application lev­

els. Virtualization is not optional on the grid-applications running 

on the grid must accept the notion that the physical characteristics 

of the real resources they are using are unknown to them. The hard­

ware and operating system of the individual machines have the re­

sponsibility for providing this implementation-independent view. 

Although today this is done by loading extensions on existing sys­

tems, it is likely that, as in the case of security features mentioned 

earlier, support for operation on a grid will be integrated with the 

design of machine hardware and basic system software. This inte­

gration will likely include many of the virtual machine concepts de­

scribed in this book. 

We begin our survev of emerging VM applications in Section 10.1 
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with a discussion of the role that virtual machines can play in main­

taining security in our increasingly vulnerable computer systems. In 

Section 10.2, we examine the idea of virtual machines as the en­

abling technology for migrating entire environments from one com­

puter system to another. Finally, in Section 10.3, we take a look at 

the emergence of the grid computing paradigm, its similarities to 

other virtualization techniques, and its potential role in making vir­

tual machines ubiquitous. 

10.1 Security 

Users of commercial systems, especially mainframe computers, 
have long been concerned with system security. These machines, 

which are used by large institutions, including banks, airlines, and 

federal agencies, handle sensitive information and are required to 

be secure against attacks. Security has not been as much of a con­

cern, however, for users of common commodity computers-until 

relatively recently. Today, with the increase in the number of secu­

rity attacks as well as the increasing cleverness of the perpetrators, 

computer security has become a major issue in all types of comput­

ing, including low-end desktop machines, portable machines, and 

even personal digital assistants (PDAs) and cellular phones. Seldom 

does a month pass when we do not hear about (or, even worse, fall 

victim to) yet another worm or virus that has invaded many thou­

sands (if not millions) of computers around the world. 

The most common way the security of a system is compromised is 

simply for an attacker to get access to the privileged part of the sys­

tem, e.g., as a superuser in Unix environments or as an administra­

tor in Windows systems. Interestingly, a large number of attacks are 

carried out by people who have gained access to such privileges 

without much effort-for example, through inadequately protected 

passwords or, more commonly, through repeated attempts to gain 
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tacker gains access to the system, he or she can tamper with the op­

erating system to gain confidential information or even to destroy 

data. Often, during the initial entry into a system, an intruder sim­

ply modifies the system to ease entry into the system in the future. 

Another common type of attack exploits inherent weaknesses in sys­

tem software. The size and complexity of modern system software, 

especially the operating system, makes it very difficult to ensure 

that every security hole is eliminated before the system is shipped 

to customers. Programs written in languages such as C, which are 

considered "unsafe," often exhibit bugs (or possess security holes re­

sulting from poor programming practices) that can be exploited to 

gain access and hence control the system. One common type of secu­

rity hole involves unchecked accesses to C arrays. When such an ar~ 

ray is used as a buffer for user data, the user can fill the buffer with 

a block of data that is bigger than the array size and cause memory 

areas adjacent to the buffer to be overwritten. If one of these over­

written areas happens to be an address to which the program 

jumps, an attacker, through clever calculation, can cause that ad­

dress to point to a routine, e.g., a shell program, by which the at­

tacker gains control of the system. This is illustrated in Figure 10.1. 

It is generally not likely for an innocent user inadvertently to do 

harm to the system in this manner because the probability that arbi­

trary user data will cause a jump to a sensitive location is low. 

However, such security holes can be exploited maliciously and 

cause havoc in systems. 

10.1.1 Intrusion-Detection Systems 

In practice, security holes due to bugs or poor programming, as de­

scribed in the previous section, eventually get fixed. However, as 

new code is introduced to a system, new holes appear. Clearly the 

most effective measure one can take to ensure the safety of a system 

is to isolate the system from all potential attackers (which is often 
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the same as isolating it from all other systems). This is not a practi­

cal solution for most systems- users are dependent on communica­

tion with other systems either over local-area networks or over the 

Internet, and this makes them vulnerable to malicious attacks of the 

kind mentioned earlier. Using object-oriented programming with 

built-in type and range checking as is done in Java and MSIL will 

also provide a high level of security, but only for those programs 

running within the HLL VM framework. A significant amount of sys­

tem code and a number of native libraries are likely to remain out­

side the secure framework for quite some time. 

User Mode 

User invokes 
system program 
with normal input 

User performs 
subsequent task 

User Mode 

User invokes 
system program 

with faulty input that 
causes buffer 

overfloW in stack 

. . 

V 
(a) 

Supervisor Mode 

System program 
performs function 

and returns to user 

Supervisor Mode 

Return address in stack 
clobbered due to 

overflow; vulnerable 
system program performs 

tunction and returns to 
inegal address 

UNr Mode 

Malicious user ' . 
invokes system . 
program with 

~ tailored input that 
causes buffer 

. . . 
overflow In staci< ' I 

I 

I . . . 
I 
I 
I 
I . 
: 
' . 
' I 
' 

M ~ 

SufMIVilor Mode 

Return address in stack 
changed due to overllow; 

vu!nerab!e system program 
performs function and 

returns to user-specified 
ai;Sclre$$, e.g .. adore$$ 

of shell program 

·-·-... -.. _J_ ....... -... 
User gets full control of 
system through shell 
program running in 
supervisor mode 

W:1•1kiuf I Exploiting Buffer Overflow in a Program Stack. In the normal course of 
events ( a) t e user parameter fits in the buffer. The return address on a stack is that of a loca­
tion in the user's program If the user inadvertent/y causes an overflow of the buffer (b), the 
return address mcy be clobbered (overwritten) but typically not with a legal instruction ad­
dress. In this case, the return causes an exception. A malicious prof(ram (c) can manipulate 
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the parameter to be copied into the buffer so· that it overwrites the return address with a loca­
tion that allows the adversa1y to launch another valid pro grant This program cwi be a shell 
program that, now running in the supervisor mode, allows the user free rein over the system. 

Router 

NIOS 
Sensor 

NIDS 
Sensor 

Development 
cluster 

Administration 
cluster 

NIDS 
Console 

iifail#jofM Typical Enterprise Network Intrusion-Detection System (NIDS). The sensors 
monitor the network for spurious activity. The console allows the programming of the sen­
sors, logs the activity seen by the sensors, and forms the control point to isolate parts of the 
system when malicious activity is detected. 

A common way of providing security protection for current systems 

is through the use of an intrusion-detection system (IDS). As the 

name suggests, these systems attempt to examine a computer either 

continuously or periodically to check for potential attacks. These 

systems depend on the general knowledge of how potential attacks 

may take place. Once the characteristics of an attack are known, an 

IDS can examine the activity on a computer to determine whether 

an attack with the given characteristics is occurring and then take 

action to shut down any malicious processes before they can cause 

significant harm. Since most attacks are launched from the network 

to which a system is connected, an intrusion system can be located 

at some point in the network away from the computer-in this case 

it is termed a network-based intrusion-detection system, or NIDS for 

short. If, on the other hand, the intrusion system is located within 

the computer itself, for example, in the operating system, it is re­

ferred to as a host-based intrusion-detection system, or HIDS. 

Network-based intrusion systems (flgure 10.2) work by examining 

data packets as they move through the network, looking for specific 

patterns, or signatures, of suspicious activities. The traffic can be 

monitored either at the host or at points more remote from the host, 

e.g., at firewalls or routers. As soon as suspicious activity is detected, 

641 
12/23/2024, 2:50 PM 



Chapter 10: Emerging Applications I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

9 of70 

a NIDS can block the activity or reroute the traffic to a quarantine 

location. Since it is possible for attacks. to be disguised, there is no 

guarantee that malicious activity will always match one of the signa­

tures in the NIDS database. There is also the possibility of innocuous 

traffic being deemed suspicious because of a similarity in its signa­

ture to one in the database (i.e., a false positive). Still, the NIDS has 

proven to be quite effective in many situations, particularly because 

it is decoupled from the system being protected. 

Host-based intrusion-detection systems work by directly examining 

activity on the host and taking advantage of detailed knowledge of 

the host's operating system. A HIDS will look, for example, for re­

peated attempts to login by an intruder, or it will look for attempted 

accesses to files that should normally not be accessed by a user. 

Typically, the HIDS is integrated with the operating system and has 

high visibility over all the actions that take place on the system. 

Even the HIDS that operates as an application on the host enjoys 

high visibility by interacting closely with the operating system. In 

fact, such decoupling of the RIDS from the operating system can 

provide more protection to the system from intrusions that attempt 

to attack the HIDS itself. 

Thus it is clear that the two types of systems are different in several 

respects and have their own advantages and disadvantages. A 

network-based intrusion system has significantly less visibility than 

a HIDS and has to base its decisions almost entirely on an examina­

tion of network traffic. An attacker thus has more flexibility in ma­

neuvering around the detection system, especially by camouflaging 

itself. On the other hand, the NIDS can continue to monitor activity 

even after a host system has been successfully attacked-this is in­

valuable in learning about the nature of the attack and in taking 

measures to prevent it in the future. A system incorporating a HIDS 

can become completely disoriented after an attack, perhaps even 

providing misleading information while giving the intruder enough 

time to marshal additional resources to gain control of the system. 
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10.1.2 Monitoring and Recovering from 
Attacks 

Attackers are constantly finding new ways to get around the de­

fenses of a system. Thus while it is important for systems to have 

good intrusion-detection systems, it is equally important to take ade­

quate measures to recover from an attack and to prevent similar at­

tacks in the future. One important part of this effort is to perform 

logging. Logging saves information about critical activity on a sys­

tem, e.g., login attempts and accesses or changes to certain impor­

tant files on the system. This type of limited information can help in 

the analysis of methods used by an intruder and hence help in de­

veloping defenses for future attacks. However, in order to be able to 

recover fully from an attack, it is necessary to save much more in­

formation, for example, a checkpoint of the state of the system at 

some point before an attack occurs. 

Many techniques and policies have been proposed for logging of 

events in a system. Most of these techniques assume that the operat­

ing system is functioning correctly, because they use the services of 

the operating system in order to record various events that occur. In 

fact many of them even keep the log of activities on the system be­

ing monitored. Such systems are doubly compromised. When an at­

tack takes place, not only does the system fall under the control of 

the attacker, but the log of the system may also be altered in a way 

that is transparent to the user of the system or in a way that pre­

vents reconstructing the attack for building up new defenses. 

There are also difficulties involved with the reconstruction of a sys­

tem after an attack. The first requirement is determining a known 

good state of the system before the occurrence of the attack. This 

implies that a checkpoint of the system must be available for some 

point in the past. From this state the actions taken by the system can 
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be replayed up to some later point, if complete knowledge were 

available about all the inputs into the system following the check­

point. If the times at which these external inputs, such as keyboard 

activity or network activity were known, the system could be 

brought back step by step to a point just before the occurrence of 

the suspicious activity. Unfortunately, not all external input events 

result in deterministic changes to the system. Asynchronous inter­

rupts occurring because of events outside the core, for example, 

from an I/0 device, may not occur spontaneously or may not occur 

at exactly the same point when the system is replayed. Such events 

must be logged in sufficient detail so that they can be simulated ac­

curately when the system is being replayed. 

This completes a brief overview of the typical ways in which sys­

tems are attacked and of the approaches used by intrusion-detection 

systems to detect attacks. We have also outlined the requirements of 

system logs in order for a system to be able to recover from an at­

tack. In the next section we examine how virtual machine technol­

ogy facilitates these functions. 

10.1.3 Role of Virtual Machine Technology 

Most of the techniques needed to maintain security in a system have 

usually been implemented as separate programs on existing sys­

tems. It is reasonable to believe there would be significant advan­

tages if the security features were integrated closely with the rest of 

the system. Yet it is important that techniques used to enforce secu­

rity and monitor activity on a system be implemented in a way that 

separates their implementation from that of the system being at­

tacked. This is where virtual machine technology comes in. We will 

look at three examples of the use of virtual machines in the area of 

system security. 

Virtual Machine as a Sandbox 
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We have seen in Chapters 8 and .9. how virtual machines allow the 

isolation of complete system environments from one another. Fault 

containment is an important property of virtual machines-a soft­

ware failure on one virtual machine does not generally propagate to 

other virtual machines. Typical virtual machine systems are capable 

of isolating the failed virtual machine, shutting it down, and then 

restarting a new virtual machine without these actions being no­

ticed by the other virtual machines in the system. This ability to iso­

late a virtual machine makes it useful .as a tool ([igure 10.3) for 

closely examining the effects of an attack after it has occurred. As 

noted earlier, such postmortem analysis is useful in designing a de­

fense against future attacks or even toward detecting such attacks 

before they cause harm. 

Production Virtual Machines ____ .-/'-..-___ _ 
r ""'"' -·--·-··· I I 

I I 

' I Sandbox for 
I I 
I I 

VM1 VM2 VM3 ' VM4 I 

' ' I 

' I ' I ' I I 

• testing Intrusion-detection schemes 
• permitting attacks that can be monitored 
• cloning systems that have been attacked 

........ -.. 
Virtual Machine Monitor 

Hardware 

!1'3'i4juii A System Virtual Machine as a Sandbox. 

In a paper describing the advantages of virtual machines, Chen and 

Noble suggest that the complete state of a virtual machine can be 

saved, cloned, encrypted, moved, or restored- actions that are not 

so easy to do with physical machines (P. M. Chen and Noble 2001). 

They further suggest that the best way to understand the effects of 

an attack is to replay the attack and gather information about the 

behavior of the attack by monitoring the system as the attack pro­

gresses. While this is risky to do on a real system, one could safely 

carry this out on a virtual machine by cloning the original machine 

that was attacked, inspecting the effects of the attack, and throwing 

away the machine after it has served its purpose. (Cloning of virtual 
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machines can be done using the system encapsulation and restart 

techniques described in Section 10.2.) 

Cloning a system on a virtual machine opens up other interesting 

possibilities. A potentially suspicious network packet or other suspi­

cious input can be sent to a clone before it is forwarded to the actual 

system, to see if it has any ill effects. Similarly, during the develop­

ment of intrusion-detection systems, tests for the effectiveness of the 

system can be conducted more safely on a cloned system running 

on a virtual machine than directly on the system that needs to be 

protected. 

Virtual Machine for Monitoring Low-Level Activity 

A system virtual machine forms a barrier between a system and the 

hardware on which it is running and also between a system and 

other systems running on the same hardware. This property of the 

virtual machine can be extended to provide a barrier between a sys­

tem potentially under attack by intruders and the IDS that monitors 

the low-level activity of the system. Here are two possible ways to 

configure an IDS in a virtual machine system to achieve this. 

1. The IDS can be written as a separate process in its own virtual machine, or on 

the host operating system of a hosted virtual machine, with special access to the 

functions of the VMM through a dedicated interface. This interface must support 

(a) means to send commands from the IDS to the VMM, for example, to enable 

certain monitoring functions, (b) a mechanism to efficiently access the physical 

memory of the system being protected, and (c) means for the VMM to transmit 

information about activity on the virtual machine back to the IDS. 

2. The IDS can be integrated with the VMM. This gives the IDS the privilege and 

status of the virtual machine monitor and allows it complete access to all 

hardware activity of the system being protected. The VMM is a critical, central 

piece of software in a system and should therefore be thoroughly debugged and 

hardened against attacks and failures. In a scheme where the IDS is integrated 

with the VMM, it is imperative for the JDS also to be written, debugged, and 

verified with the same rigor. 

Separating the IDS from the VMM makes the functioning of the IDS a 
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bit less efficient because of the need to communicate through an in­

terface, as mentioned earlier. However, it avoids the addition of 

baggage to the VMM, a component that is central to the operation of 

the system and hence that must be efficient and verifiable. 

The Livewire system (Garfinkel and Rosenblum 2003) is an exam­

ple of a system that separates the IDS from the VMM. The changes 

needed to a VMM for supporting the interface required by an exter­

nal IDS are minimal and need not compromise the robustness and 

efficiency of the VMM itself. The IDS configures the VMM to gather 

information about the activity of a virtual machine. To enable this, 

the system specifies additional events or instructions at which the 

virtual machine relinquishes control to the VMM so that the re­

quired information can be gathered. The VMM is also provided with 

a list of checks to be made on the gathered information. These 

checks may be a simple matter of matching the activity against tem­

plates of known malicious activity. Thus, once set up, the VMM per­

forms all the needed activity without communicating back and forth 

with the IDS module. Once the signature of a malicious event is de­

tected, the virtual machine is suspended, and the IDS is signaled and 

provided with the monitoring data gathered. The IDS examines the 

data and either responds with a command instructing the VMM to 

resume operation of the virtual machine or halts the virtual ma­

chine if it cannot guarantee that the system has not been compro­

mised. 

The system just described is simple because it is conceptually state­

less. The decision about whether to halt a virtual machine or to al­

low it to continue is based only on the information provided by the 

VMM when suspicious activity is detected. This may be restrictive. 

Certain security measures require the incorporation of state in the 

intrusion-detection mechanism. Often, a suspicious event may not 

be directly identifiable as malicious but may require further exami­

nation of specific other events in order to be identified as such. For 
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example, momtonng tne system call acnvny rmmeruate1y aner a se­

ries of attempts to log in could give greater confidence in identifying 

the user logging in as an intruder. To achieve this, the IDS can send 

a command to the VMM immediately after a series of unsuccessful 

login attempts, instructing it to monitor all traps and interrupts in­

tended for the virtual machine being protected. 

Unlike the VMM, an IDS needs to have information about the type of 

operating system running on the virtual machine. The characteris­

tics of intrusions often tend to be specific to the operating systems 

being attacked. As a result, an IDS tends to have several operating 

system- specific mechanisms. The Livewire system, for example, in­

cludes an OS interface library that allows the IDS to perform an 

analysis on a crash dump generated by a virtual machine, in almost 

an identical way as it would have been done by an application run­

ning on the operating system. 

We mentioned earlier that the VMM is provided with a list of checks 

and templates to be used during the monitoring process. This is the 

function of the policy engine, the part of the IDS that determines 

how the monitoring should progress and whether the observed be­

havior matches the signature of malicious activity. The interface to 

the VMM, along with the mentioned OS interface library, provides a 

framework on which to build the policy modules of the policy en­

gine. Livewire (see flgure 10.4) used this technique to build several 

policy modules, each of which was only between 30 and 130 lines of 

code. More details about the implementation of these for a Linux­

based system are presented in Garfinkel and Rosenblum (2003); 

following are a few examples. 

Lie detector module: Attackers often want to mask their activity by 

lying about the system. They do this by getting control of the system, 

modifying it, and then masking their activity by providing false re­

sponses to system queries. A VM-based intrusion-detection system 

can thwart such attempts by sending an enquiry to the attacked sys-
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tern about the state of the system and comparing the results it pro­

vides with the actual state of the hardware of the system, which is 

completely known to the VMM. 

IDS 

Policy Engine 

QQQ 
Policy Modules 
• .. t 

Config ....__.i 
File 

Guest 
OS 

Metadata OS Interface Library 

Virtual Machine Monitor 

Hardware 

Guest Virtual 
Machine 

GuestApps 

Guest OS 

00:1'Hlull Livewire Intrusion-Detection System (Garfinkel and Rosenblum 2003). The 
IDS may be viewed as another virtual machine built on top of the VMM but with special privi­
leges. The major components of the IDS are (a) the OS interface library, which provides an OS­
level view of the monitored virtual machine, obtained by interpreting the metadata returned 
by the guest OS through the VMM, and (b) the policy engine, which provides a framework to 
implement common policies as well as a set of policy modules each of which implements an 
intrusion-detection scheme. The VMM isolates the IDS from the monitored virtual machine. 

User program integrity detector module: Checking the binary 

stored on disk is not helpful after an attacker has modified the con­

tents of a long-running program in memory. Livewire uses the VMM 

to check every code page of a program in memory and generates a 

signature (e.g., checksum) that is then compared with known good 

signatures for the same pages saved elsewhere. Any discrepancy is 
flagged as a potential violation of security. 

Signature detector module: Antivirus programs have traditionally 

relied on the fact that most new viruses and Trojan horse programs 

simply reuse known techniques-often just copying the basic kernel 

code of an old virus or Trojan horse. Thus it is often effective to cre­

ate a signature of these kernels and to check for this signature in 

files that are likely to be attacked. Virtual machine technology al-
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ory of the system. The VMM has access to the virtual hardware of 

the virtual machine, and hence an intrusion-detection system can 

use the interface of the VMM to schedule a periodic scan of the 

memory for such signatures. 

Memory access enforcer module: Traditional operating systems pro­

tect code sections and other important parts of memory by render­

ing them read-only. Integrity check techniques are sometimes em­

ployed to ensure that certain critical sections of memory have not 

been tampered with and are still protected as read-only. But these 

techniques can detect such attacks only after they have occurred. By 

running the system inside a virtual machine, it is possible to get bet­

ter and more immediate protection from such attacks, by rendering 

the same critical pages as read-only. Any attempt to change the ac­

cess privilege of these pages is intercepted by the VMM, which can 

then halt the system. 

The implemented policy modules generally fall into two categories: 

polling modules and event-driven modules. Polling modules poll the 

system at regular intervals to look for malicious activity, while 

event-driven modules report that some undesirable event has oc­

curred on the system. The memory-access enforcer is an example of 

an event-driven policy module; the others are examples of polling 

modules. 

Virtual machine technology helps eliminate some of the disadvan­

tages that a HIDS has in comparison to the NIDS, with its better iso­

lation characteristics. While it is natural to extend existing virtual 

machine systems to support intrusion detection, it is also possible 

that intrusion detection may one day be the reason for deployment 

of virtual machines. 

Secure and Complete Logging Using Virtual Machines 
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against malicious attacks on a computer system. As mentioned ear­

lier in this chapter, a log of the activity on a system enables analysis 

of the events associated with an attack, especially if such data is 

available from the period both immediately prior to the attack and 

as the attack progresses. Such an analysis could lead to techniques 

that (a) anticipate an attack and (b) know when an attack has oc­

curred. 

A common method oflogging is to record all accesses to important 

and critical parts of the system, e.g., login attempts, network-related 

events, access to the system registry, and commands invoked at the 

superuser or system-administrator level. Unfortunately this infor­

mation is not trustworthy when under attack-an attacker gaining 

control of the operating system can change the logging information 

to mask the attack. Moreover, while evidence of the intrusion may 

be available from the log, there may be insufficient information to 

determine the exact vulnerability that led to the success of the at­

tack. 

Researchers at the University of Michigan (Dunlap et al. 2002) have 

proposed a virtual machine-based system called ReVirt that at­

tempts to address both these problems, namely, the inability to guar­

antee the integrity oflogging information as well as the incomplete­

ness of traditional logging information. They use the VMM both to 

separate the logging process from the system being monitored and 

to collect all information needed to replay instruction-by-instruction 
system activity for a long period of time- potentially starting from a 

point before the start of the attack and continuing to well after the 

attack is under way. 

Any computing system may be viewed as a finite-state machine. If 

the starting state is known, it is sufficient to know only the sequence 

of inputs to be able to replay its entire execution; the system moves 

through a set of states that can generally be determined simply by 
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re-executing the program. However, there are situations where the 

transition between the states of a system is time dependent- repro­

ducing the effects of an earlier execution in such cases requires a 

simulation of the input at the time recorded during the earlier exe­

cution. 

A better reference for recording nondeterministic events is the 

number of instructions that have been completed by the machine 

rather than the time on the system clock. It has been observed 

(Bressoud and Schneider 1996) that even when the inputs are com­

pletely deterministic, for example, in a program with no I/0, the 

time at which an instruction is executed varies from run to run, 

even though the count of instructions executed remains the same. 

This is due to a number of factors, the most obvious one being the 

variable latency to cache memory, depending on the interaction 

with other applications simultaneously running on the system. 

Modern processors often provide performance-monitoring hard­

ware to count completed instructions, and hence it may be feasible 

to trigger events at specified instruction execution counts. However, 

a more efficient and an equally effective measure is the number of 

branches that have been executed by the machine. The location of 

an event can be completely characterized by the exact number of 

branches that have been executed from the program start, along 

with the value of the instruction program counter when the event 

occurs. 

Counting events, e.g., the number of instructions executed or the 

number of branches executed, is accomplished through the setting 

of special performance counters visible at the ISA level. Each time 

the event occurs, the counter counts down by 1. When the counter 

reaches a value of zero, an interrupt can be scheduled to inform the 

application that the desired count has been reached. The designers 

of ReVirt observed that on IA-32 processors (and possibly on other 

processors too), the interrupt generated by the counter does not stop 

execution immediately and could in fact occur several tens of in-
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structions later. To ensure the delivery of a nondeterministic event 

at a precise point in the computation, they use a two-phase tech­

nique, shown in Figure 10.5. At the start of the replay the precise 

number of branches to be executed before the occurrence of the 

event is known. The instruction address of the desired point within 

the basic block after the last branch is also known. In the first phase, 

the branch performance counter of the IA-32 processor is set so that 

128 branches will still remain to be executed. The interrupt from the 

counter is received at some point where the number of branches re­

maining to be executed is less than 128. At this point, the second­

phase strategy is invoked. In this phase, a breakpoint is set to the 

program counter value recorded for the event. Each time the execu­

tion arrives at the breakpoint, the number of branches is examined 

to determine whether the desired number of branches have been 

executed. The exact point is reached when the desired number of 

branches have been executed, and execution progresses to the in­

struction at the desired instruction address. 

Branch 1 
Branch2 

Branchn 

Event of Interest 
Branchn + 1 

Original 
Execution 

• 
• 
• 

Replay 

Branch 1 ---­
Branch 2 1------1 

• 

Branch n-128 - - ----1 Counter schedules interrupt 

Branch __ . __ . _ _ _ _ _ _ { lntern.,pt delivered, 
Branch 1-----1 breakpoint set 

Branch---- --
Breakpoint reached; 
mismatch in branch count 

Branch n 1-------4 

Breakpoint reached; 
Event of lntflrest • • • • • • • • • • • • • match in branch counr: n 

Branch n + 1 1------1 

IF-dfkioJ◄ Two-Phase Method for Delivering a Nondeterministic Event Accurately 
During Replay. 
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The number of events to be recorded can grow to an unmanageable 

size unless one takes care to minimize the logged information. Note 

that only those events that can affect the execution of the monitored 

virtual machine need be logged; it is not necessary to log the events 

that arrive at the VMM but are not delivered to the virtual machine 

itself; Some of the common events that must be logged are timer and 

1/0 interrupts. There are some cases where, in addition to logging 

the event itself, it is necessary to log the actual input value, for ex­

ample, for inputs from the keyboard, mouse, network interface 

card, real time clock, and CD drive. Input from the hard drive need 

not be recorded if we ensure that the hard drive will be set to the 

original state at the start of the replay. Even in the case of a CD 

drive, the actual input values read from the media need not be 

recorded if the original CD is available to be replayed; in this case, 

even these events become deterministic. 

It is important to have good knowledge of the characteristics of the 

specific system to ensure that all nondeterministic events are prop­

erly logged. As an example of system-specific aspects that need to be 

considered, the ReVirt paper (Dunlap et al. 2002) indicates the fol­

lowing three aspects specific to the IA-32. 

1. The IA-32 architecture allows a long memory instruction (e.g., a string 

instruction) to be interruptible, meaning that an asynchronous interrupt could 

cause a context switch in the middle of execution of the instruction. By saving 

the value of a register, ecx, as part of the state, an implementation will have the 

necessary information to resume the instruction where it left off after hand] ing 

the interrupt. This implies that the register value must also be saved when a 

nondeterministic event is recorded, in case the interrupted instruction happens to 

be a string instruction. 

2. The read-timestamp-counter (rdtsc) instruction returns nondeterministic values, 

but this instruction does not trap when in user state unless the control register 

CR4 is set in a particular way. One way to deal with this instruction is for the 

VMM to treat it the same way as other sensitive but nonprivileged instructions, 

as described in Chanter 8, namely, to scan ahead for the instruction, insert a 
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crap, anu emu1ace me mscrucuun. 1 ne Kev m syscem sets me LK'+ so mac me 

instruction traps, replaces the instruction with a library call routine 

gettimeofdayO, which does not use the rdtsc instruction, and scales the value 

returned to account for the overhead. 

3. A similar situation occurs with the read-performance-monitor-counter (rdpmc) 

instmction. This instruction also exhibits nondeterministic behavior and usually 

does not trap in user mode as in the rdtsc case. As with the rdtsc, the Re Virt 

system sets the CR4 so that the instruction traps in user mode, but then it simply 

disallows the instruction in the guest kernel and applications running in the 

monitored virtual machine. 

The ReVirt system was built on a hosted virtual machine system 

based on Linux (UMlinux 2002). The proper functioning of the sys­

tem-specifically the ability to detect the occurrence of an external 

interrupt event as well as to deliver it at the precise point during the 

computation-was tested using special kernels. The performance 

overhead due to logging was found to be less than 8% for a wide va­

riety of benchmarks. The growth rate of the log was found to be be­

tween 40 and 1400MB per day. This is a reasonable number and, in 

practice, allows logging for several days, possibly even months. 

10.1.4 Role of Dynamic Binary Rewriting 
Technology in Security 

In Section 4. 7 we described a type of process virtual machine for 

which both the host and guest ISAs are identical but where the prin­

cipal aim is the optimization of code for a particular platform. In 

such a system, a program is executed under the control of runtime 

software, which interprets the instructions in the program, deter­

mines code regions (e.g., superblocks) that are frequently executed, 

translates such code regions, optimizes them, and saves the opti­

mized binary in a code cache from which the code is executed when 

encountered next. 

The ability to control the execution of a program through the run­

time also makes it possible for the runtime to sandbox the execution 

of a program, both to prevent the program from being attacked by 
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potential intruders and to prevent the program from being the 

launching point of an attack on the system. This is the principle be­

hind program shepherding (Kiriansky~ Bruening, and 

Arnarasinghe 2002), a concept that has been implemented on the 

RIO dynamic optimization infrastructure (Bruening, Duesterwald,_ 

and Amarasinghe 2001), which itself is an evolution of the Dynamo 

binary optimization system (Bala, Duesterwald. and Banetjia 

2000) described in Chapter 4. 

The fundamental idea behind program shepherding is that a pro­

gram can be adequately protected by ensuring that every branch or 

jump is to a legal location and every branch into a code region origi­

nates from either another part of the same program or from some 

other trusted location on the system. This is not done easily at com­

pile time because static analysis fails to resolve addresses of dynam­

ically shared libraries as well as the targets of many indirect jumps. 

Thus safe execution of a program can be ensured only through run­

time checks. 

Restricting Control Transfers 

Let us now examine the way in which control transfers can be re­

stricted. One way to do this is to add instrumentation (i.e., instruc­

tions) at branch and jump sites to check the validity of the target. 

However, this could degrade performance of the program quite sig­

nificantly. Moreover, as long as the program is vulnerable to attack, 

the attacker could change this instrumentation to circumvent the 

checks. A more effective way of achieving this is through techniques 

used in dynamic binary optimization. A section of code is inter­

preted the first time it is executed. The targets of the conditional and 

indirect branches are recorded in a safe location. When the same se­

quence of basic blocks has been executed a predetermined number 

of times, this sequence of blocks is gathered into a super block, reop­

timized, and placed in a code cache, as described in Chanter 3. The 

runtime software of such a system performs checks for the validity 
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of branch targets both during the interpretation phase as well as 

during execution from the code cache. If the superblock represents 

the typical path of execution, these checks will be performed much 

less frequently when executing out of the code cache. In order to en­

sure that the code being executed is not maliciously modified, the 

code cache itself should be protected by making it writable only 

when the runtime is in control. 

An overview of the RIO system infrastructure is shown in Figyre 

10.6. The specific characteristic of the system, namely, that the RIO 

code and the application code both work as part of the same process 

and share an address space, is an inheritance from the Dynamo sys­

tem, which was described in Section 4. 7 .2. Even though they are 

part of the same process, there are two modes in which the machine 

operates, the RIO mode, in which the infrastructure code operates, 

and the application mode, in which the application work is per­

formed. The system begins by scanning instructions and collecting 

basic blocks, which are inserted into a basic block cache, a region of 

memory protected from being overwritten. At a branch or jump, a 

map (hash) table lookup is performed to check whether the next ba­

sic block has already been cached. If it has been cached and if a di­

rect address is given, the two basic blocks in the cache are linked 

through a new direct branch so that the table lookup is avoided the 

next time. Further performance improvement is obtained by stitch­

ing together frequently executed sequences of basic blocks to form a 

superblock, which is then inserted into the code cache (shown as the 

superblock cache in flgm:e 10.6). The collection of basic blocks and 

superblocks is done in RIO mode, but the execution of the code itself 

is done in application mode. A mode switch into the RIO mode oc­

curs when a control transfer lookup fails to find an entry either in 

the basic block cache or in the code cache. 

----4 Indirect Branch - -~ 
r'-_..__ _ __.___,___.J Lookup Routine 
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' I ' ' Application Mode I I . 
I I 

' 
I I 

' RJO Mode I I 

' ' I y ' 
I - - - ;._I ~ I 

Dispatch Routine 
r · ---

I I 

START J ~ 

I Basic Block Builder I I Superblock Selector I 
iF:1•1kiuiM Flowchart of the RIO System (Kirianslcy, Bruening, and AmarasingM 
2002). Dotted arrows depict performance-critical functions, with the operation switching be­
tween application mode and RIO mode. 

Management of control flow transfers is achieved as follows. For 

each direct branch from one cached basic block to another, security 

checks are performed at the time the basic blocks are linked. A link 

is added only if the security policy allows a direct transfer; other­

wise control returns to a runtime routine that checks for and han­

dles all potential security violations. Once the link is inserted, it is 

part of the basic block cache (or superblock code cache), which itself 

is protected from being tampered with. As long as the program is re­

stricted to such linked branches, there is no overhead in execution. 

In fact there could even be a performance benefit due to more effi­

cient layout of the code. 

Indirect-jump destinations have to be looked up in the map table to 

determine the mapping of destination addresses to corresponding 

locations in the basic block cache or the code cache. Only those 

cache addresses that are validated are placed in the map table; 

these account for most of the addresses to which jumps are made. 

Additional checks can be recorded in map table entries. For exam­

ple, the target of a return from a subroutine can be checked to make 

sure the program returns to a point immediately after the original 

call. Such a check would thwart the type of attack that was de­

scribed in Section 10.1. where the program returns to an inappro­

priate address because the stack has been clobbered. 

In general, the only branch or jump targets that lead to any signifi­

cant program degradation are indirect jumps targeted outside the 
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code segment being protected.. The RIO system checks tor the valid­

ity of such targets by performing dynamic checks whenever they 

are encountered. 

Restricting Code Execution 

The origin of a piece of code must be authenticated before it is al­

lowed to execute. This authentication must be performed not only at 

the time the code is loaded from the disk or from the network, but 

also while it is executing-the code could be changed in memory ei­

ther by another program on the system or even by itself. Any 

changes to the code in memory must either conform to the security 

rules or be disallowed. 

Most of the checks in the RIO system of this kind are performed at 

the time the system copies a sequence of instructions into the basic 

block cache. The main challenge here is to ensure that the code was 

not tampered with after being fetched into memory and before be­

ing copied into the basic block cache; Modern program binary file 

formats separate the code sections from the data sections and allow 

loaders to write-protect code pages as they are brought into mem­

ory. Any attempt to change the code results in an exception. 

However, the system also needs to handle the case of dynamically 

generated code, permitting the execution of such code when it is le­

gal to do so and preventing it when it is not. 

There are two cases of importance. The first is the case of new sec­

tions of code that are created and then loaded for execution. In this 

case, the region of code is usually converted from being writable to 

being write-protected. The RIO system authenticates the code at this 

point and allows the conversion only if the request is from trusted 

code. Similarly, if the program makes a direct jump into writable 

space, the system verifies the origin of the jump and write-protects 

the target area before allowing execution to proceed. 
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The second. case occurs wnen cod.e ana d.ata are snared. on tne same 

page-this case poses an interesting problem. Since data areas 

should not be write-protected, it is necessary to have two copies of 

such pages, one of which is write-protected and is the source of in­

structions, while the other serves as the target for data reads and 

writes and is not write-protected. This solution is adequate for most 

common situations. It does not handle the situation where the code 

itself is changed by the program, however-the case of self­

modifying code. Such writes into the code area must be intercepted 

by the runtime monitor in order to ensure they are being performed 

legally. It is necessary for the system to monitor all writes into write­

protected regions and to authenticate the source of such writes. If it 

is a legal self-modifying code situation) the runtime monitor makes 

the page writable, allows the write to proceed, and then write­

protects the code page again, after ensuring that the basic block 

cache and the code cache are purged of all the affected regions. This 

is clearly a case that could significantly degrade the performance of 

the system. Fortunately, it is not a common occurrence in modern 

programs. 

TABLE 10.1 Page Access Privileges in the RIO System 

Page Type RIO Mode Application Mode 

Application Code R R 

Application Data RW RW 

RIO Code Cache RW R (E) 

RIO Code R (E) R 

RIO Data RW R 

R - read only, RW - read/write, R (E) - executable 

Protecting the Runtime Monitor 

The RIO system designers protected the RIO system code itself from 

attack by using different page protections during the RIO mode of 

operation and the application mode. The RIO mode has slightly 

hil!hP.r rnWP. rHTP.ss n rivilP.l!P.S th;rn thP. ;:mnlir.r1tion mnriP.. P.VP.n 
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though both modes operate within the same address space. An emu­

lated "context switch" occurs when the machine switches modes. 

Table 10.1 indicates the access privileges to the various types of 

pages in the RIO mode and in the application mode. For instance, 

the code cache itself has read and write privileges in the RIO mode, 

whereas it has only read and execute privileges in the application 

mode. Tables used by the RIO system, for example, the map tables, 

have read-only privilege in the application mode whereas they have 

read and write privileges in the RIO mode. 

10.1.5 Secure Systems of the Future 

Security is an aspect of computing that has not been systematically 

addressed in the past, and is beginning to gain tremendous impor­

tance. Users and organizations are already beginning to think of 

ways in which they can partition their platforms so that they are 

able to run open, general-purpose, widely available systems and ap­

plications that are insecure alongside other applications and data 

that have to be protected and kept highly secure. The Terra system 

(Garfinkel et al. 2003) attempts to achieve this by creating a trusted 

virtual machine monitor that supports virtual machines incorporat­

ing the semantics of dedicated, tamper-resistant hardware on the 

same hardware platform as virtual machines that run normal, open, 

general-purpose applications. 

We have seen in this section the application of various techniques 
described in earlier chapters of this book to handle the security 

problem. The process of thinking through the various issues and of 

coming up with solutions to handle them has motivated and will 

continue to motivate the search for fundamental ways of avoiding 

thorny security issues. Thus the world is moving toward new para­

digms where security, perhaps even at the expense of some perfor­

mance, is a fundamental aspect in the design of an environment and 

its applications. The HLL VMs, as described in Chanters 5 and .6., ex-
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emplify this approach. For some time to come, however, the vast 

legacy of existing environments will continue to call for security so­

lutions of the type discussed in this section. 

10.2 Migration of Computing 
Environments 

It is not uncommon for individuals to maintain programs and to 

work on multiple computers at different locations, for example, one 

at home and one at work. Usually, there is an overlap in the activity 

conducted in the user's different work locations, and it is clear that 

the user's data is likely to be needed at multiple locations. To facili­

tate this multiple work-site environment, it is likely that the same 

operating system and the same set of applications are installed on 

different computers. Yet there are often subtle differences between 

the environments of the various installations that prove frustrating 

to the user. For example, one location may have a slightly different 

version of an application program from another, perhaps because 

an upgrade was applied to the machine at one location and not the 

other. One might naturally ask whether there is some way in which 

the user can see an identical environment everywhere he or she 

works. 

Many users get around this problem by working exclusively on por­

table devices such as laptop computers. While this ensures that the 

user always sees and works with exactly the same environment, it 

does have two significant disadvantages. First, the user is required 

to carry a physical device to transport the environment, and second, 

this means that the user is responsible for the physical security of 

the portable device at all times. 

In the 1960s, mainframe servers solved this problem (at least within 

the environs of a large office building) by providing users with sim-
nle "rhnnh" terrnin!lle !le the nnlu interf"!lf'e tn the euetern The nner_ 
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ating system, applications, and data of the user resided in a central 

location and were accessible from the terminal through a network 

of serial links. The system virtual machine environment described 

in Chapter 8 extended this concept by allowing each user to per­

ceive the computer being accessed as his or hers exclusively. The 

virtual machine concept provides flexibility, by allowing each user 

to customize his or her environment, and security, by isolating a 

particular user's environment from those of other users of the ma­

chine. 

The last few decades have seen a dramatic decrease both in the cost 

and in the size of computing devices. The dumb terminal of the 

mainframes has now become a sophisticated computer in its own 

right. Thus, while the concept of the mainframe server still survives, 

most users today access both mainframes and the Internet through 

a device capable of performing significantly sophisticated computa­

tion. Such processing may include applications such as graphics ren­

dering and game simulation, Web browsing, and the editing of text 

documents. It is the environment associated with this interface that 

needs to be replicated when a user moves from place to place, 

Replicating such an environment from one computer to another is 

not trivial, because this implies that a tremendous amount of state 

information must be transferred. The state of the machine includes 

not only the state of the resources used by the operating system and 

the applications running on the machine, but also the code and data 

belonging to the operating system and applications. Thus, a capsule 

is formed to capture the state of a running machine and hence in­

formation about the processes currently active on the system. The 

notion of a capsule allows a user environment targeted for migra­

tion to be treated as an object that can be manipulated. 

Even assuming that the actual hardware on multiple sites is identi­

cal, replicating the environment requires all this state information 
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to be encapsulated, transmitted across a network, and installed on 

the other computer before the user can take over operation at a sec­

ond computer. These operations have to be done efficiently in order 

for the switch between environments to appear seamless to the 

user. The following subsections will be devoted to ways to make 

such environment mobility practical and efficient. 

10.2.1 Virtual Computers 

As we mentioned in the introduction, virtual machine technology 

provides the ability to capture the entire state of a computer system 

and thus facilitates migration of a full computing environment. 

Figyre 10. 7 shows what is involved in such a migration. 

Traditionally, in order to migrate from one computer to another, 

one would close all programs on one computer, shut it down, and ei­

ther transport the hard drive or copy all information contained on 

the hard drive of the first computer on to the hard drive of the sec­

ond. 

Often even this seemingly simple scenario runs into complications 

because of subtle differences in the configurations of the two ma­

chines. Virtual machine technology inherently is better at smooth­

ing out such subtle differences. The process of environment encap­

sulation is simplified if the environment is running on a virtual ma­

chine rather than directly on real hardware. The virtual machine 

monitor must implement data structures that separate the resources 

belonging to the different virtual machines running on the system. 

Thus, the virtual machine itself can serve as a capsule that can be 

migrated to another system that implements the same virtual ma­

chine system, as shown in FigJ!re 10.7b. 

Traditional Data 
as Migration ~ 

Apps1 <ii <ti Apps2 
0 0 

os, 0S2 
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Hardware 1 Hardware 2 

(a) 

Virtual Machine Virtual Machine 

Guest Apps VM Migration Guest Apps 

Guest OS Ii Guest OS 

Virtual Machine Monitor 1 Virtual Machine Monitor 2 

Hardware 1 Hardware 2 

(b) 

00:1lik$uN Environment Migration Using Virtual Machines. (a) Traditional!Y, migration 
involves the movement of data between machines, each with its own hardware, operating sys­
tem and complement of applications. (b) A faithful reproduction of the user environment is 
possible from one machine to another through the use of virtual machine technology. The 
state of the virtual machine, including the state of the application, and the state of the operat­
ing system are packaged and migrated. The data/or the application mcy also be migrated ifit 
is not located on a file system accessible at the destination. 

The information about a virtual machine that is typically kept for 

use by the virtual machine monitor is restricted to the configuration 

of the virtual machine and pointers to tables that link virtual re­

sources such as memory to real resources on the system. A capsule, 

on the other hand, does not contain any information about the map­

ping of the virtual resources. A capsule must also capture the state 

contained in all resources, including the disks and memory. It is con­

ceivable that the information contained in a capsule can be many gi­

gabytes in size and could take several hours to be transmitted on 

networks commonly used for connecting home computers to the 

outside world, for example. 

Encapsulation of a running machine is similar to checkpointing. It 

allows the machine to be suspended for an indefinitely long time 

and resumed exactly from the point where the execution was origi­

nally suspended. The capsule is a host-independent checkpoint that 

can be transported from one machine to another; execution can be 

suspended on one computer and resumed at exactly the same point 

on another computer. If the virtual machine architecture is identical 
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to some real machine architecture, the execution can be resumed on 

a real implementation rather than on another virtual machine sys­

tem. 

It must be remembered that the system virtual machines running 

on a centralized mainframe such as the IBM z/VM also allow a user 

to see the same environment when traveling from one location to 

another. However, in that case, both the data and the processor re­

side in a remote location and stay there, even during execution. The 

amount of state information that needs to be transferred to a re­

mote terminal is negligible, and the overhead of updating the envi­

ronment to make it cognizant of the new terminal is small. The 

harder problem is the one we have outlined here-that of migrating 

the environment to work on different data and compute facilities. 

There are several issues involved in developing a practical solution 

for this problem, and we list some of them here. 

■ The entire state of a computer (which could include tens of gigabytes or more of 

disk space) can be so large that the time taken to migrate the state may be 

prohibitive. Note that it is generally not necessary to send the entire state from 

one computer to another initially. Jt is usually sufficient to transmit a small part 

of the state at first, transmitting additional parts of the state as needed. It may 

also be possible, as we shall see later, to take advantage of information that may 

already be available on the second computer, e.g., portions of the operating 

system itself. 

■ Having decided what portion of the machine state needs to be migrated, there is 

still the problem of packaging and securely transmitting the information. 
Compression and encryption techniques have to be employed to reduce the 

amount of data transmitted and to transmit it securely. 

■ When the hardware on the two machines is identical and when the virtual 

machine monitors running on them are identical, the process of transmitting the 

environment from one machine to another should be seamless. It may be the case 

that while the processors are identical in the two machines, the memory or I/O 

configuration on the two machines is different. For example, one machine may 

be connected to the external network using an Ethernet adapter, the other with a 

wireless connection. We have already seen in Section 8.4 how such situations 

are handled. both in native svstem virtual machines and in hosted virtual 
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machines. 

■ Finally, the ISA of the user's virtual machine and the ISA of each of the host 

computers determine the extent to which the performance of the system appears 

identical on the different sites. When the ISA of the guest is different from the 

ISA of the host, the virtual machine monitor is required to translate from one 

ISA to the other. We have already discussed various binary translation and 

optimization techniques that help in doing this. 

In the next two subsections we examine the basic functioning of two 
systems that have implemented the environment-migration concept. 

10.2.2 Using a Distributed File System: The 
Internet Suspend/Resume Scheme 

Kozuch and Satf-anarayanan (2002} proposed the use of virtual 

machines in migrating the state of a user environment from one 

computer to another via a technique they called Internet Suspend/ 

Resume (ISR). The name attempts to capture the notion that the sys­

tem essentially allows a user to suspend operation on one machine, 

travel to another machine, and resume execution on the other ma­

chine by migrating the state of the first machine over the Internet 

~ -The authors use the VMware GSX Server described in 

Chapter 8 to carry out their experiments. The ISR proposal encapsu­

lates the state of the virtual machine, including the contents of the 

virtual memory and the disk; the virtual machine monitor keeps 

this state in a file on a distributed file system accessible also from 

the destination computer. 

One of the longstanding problems with the migration of state from 

one location to another is the need to change the IP address to ac­

cess the network and all references to this address in the saved en­

vironment. MobileIP technology (Perkins 1998) solves this problem 

for mobile users of the Internet. The authors of the ISR scheme sug­

gest that migration can be made completely transparent as long as 

the guest operating system is configured to use only such mobile 

technology. 
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The simplest approach for resuming the environment on a new ma­

chine is for this machine to access the state saved in the distributed 

file system and to load it as the state of a new virtual machine. If the 

system configuration and the virtual machine monitor on the desti­

nation machine are the same as those of the originating machine, 

the loading of the file may simply involve the loading of tables and 

data structures in the virtual machine monitor of the destination. In 

order to accommodate the variety of distributed file system defini­

tions, Kozuch and Satyanarayanan suggest that the state file be writ­

ten to an abstract file system interface, with machine-dependent as­

pects encoded in a small block that resides with the file. 

User closes User travels to User opens 
laptop another location laptop 

_....1.,i--r--___ _____.! ________ l ---r--~me 

t t 
Laptop SI/SP9ncls Laptop resumes 

operation operation where 
it left off 

(a) 

User suspends User logs In to machine 2; 
operation on User travels to VMM starts loading user's 
machine 1 another location VM state over networlc 

! ! ! time ------1-:.........1----'-------~1--· 
VM state saved as 

a networlc· 
sccessible file 

(b) 

Enough state loaded 
for user to re5'.Jt7)8 

operation on machine 2 

ff 411•1:! Internet Suspend/Resume. (a) Whac happens on a laptop when che user crav-
e om one p ace to another. {b) How a similar effect is obtained using VM migration. The 
state of the user's environment is saved on a distributed file system accessible to the machine 
in the user's destination location. 

Loading the entire state on the destination machine could take a 

considerably long time. In order to make the migration experience 

more responsive to the user, the authors propose the organization 

of the state information in modules that are loaded incrementally, 

with the environment resuming on the new virtual machine as soon 

as the needed elements have been loaded on the destination system, 

rather than waiting until the entire state has been loaded. 
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The ISR scheme uses a "pull" model, with the destination computer 

reading in the environment state file on demand, for example, when 

the user logs in to the destination machine. This could result in a 

long latency between the time the user logs in and the time when a 

sufficient amount of state is available on the destination to allow it 

to resume the environment. The authors suggest that there may be 

usage patterns that could be learned by a system in order to hide 

the latency of the resumption by proactively copying in the state to 

the local machine even before the user requests it. For example, the 

system could learn the pattern of travel between work and home for 

a particular user and bring in a part of the state of the system at the 

destination before the expected time at which the user arrives at the 
destination. 

The amount of information that is part of the state of a virtual ma­

chine is considerably large. Copying the state, compressing it, trans­

mitting it, uncompressing it, and then loading it back on another 

machine will be time consuming as well as bandwidth consuming. 

Techniques are needed to limit the amount of information that has 

to be transmitted in a burst, without compromising the ability to 

transmit the full state information from one host to another. For ex­

ample, when a user frequently travels between two sites, the sus­

pension of the environment at a site need not completely eliminate 

the environment at the site. It may be possible to keep information 

in some structured way so that when the environment is resumed at 

the site at a later time, only the changes to the environment need be 

loaded. Another possibility is to reuse portions of the environment 

from the environment of other users already on the system. 

Candidates for such reuse include files associated with the operating 

system, only a few of which are user specific. 

The eventual adoption of such a scheme will depend on the security 

of information guaranteed by the migration system. Users would 

not want anv information in their virtual machine to be accessible 
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--- - . . ----- - ---J ------------- -- ----

by other users or even by the VMM. Kozuch and Satyanarayanan 

propose that the state saved in the distributed file system be main­

tained in an encrypted form. They also suggest that users be vali­

dated before being allowed use of a host machine. 

10.2.3 State Encapsulation in the Stanford 
Collective 

The Stanford Collective project (Sapuntzakis et al. 2002) takes a 

conceptually similar approach to environment migration. The prin­

cipal difference from the Internet Suspend/Resume approach is that 

the capsule that holds the complete state of the user's virtual ma­

chine is sent to the destination computer to which the user is 

headed rather than to a distributed file system accessible by the des­

tination. One advantage of this "push" model is that by appropri­

ately planning the migration activity, the user can have instanta­

neous access to his or her environment at the destination site. 

The virtual machine of the Collective system is an Intel IA-32 plat­

form running on the VMware GSX server (VMware), the basic opera­

tion of which was described in Chapter 8. As noted in that chapter, 

the GSX server is a hosted virtual machine system, with the host op­

erating system being either Linux or Microsoft Windows. On such a 

virtual machine system, the VMM can take full advantage of the de­

vice drivers written for the wide range and types of 1/0 adapters 

and devices that already exist for the host operating system. 

The Stanford Collective developers noted that there still remain 

challenges in supporting certain 1/0 devices, e.g., network adapters, 

because of the portability requirement. If a virtual machine is using 

a virtual network card to communicate over the Internet, the encap­

sulation will include an IP address that may not work on a physical 

computer different from the physical computer producing the cap­

sule. The Collective system enhances the virtual machine monitor to 
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enable tunneling of network packets travelling to and from the cap­

sule's old network over a virtual private network (VPN). 

The Collective system developers performed extensive tuning of 

their system to be able to suspend a virtual machine and transmit it 

to a destination machine in about 20 minutes (a period they consid­

ered a typical commute time) using standard 384 kbps DSL lines. 

The system attempts to be oblivious of the details of the guest oper­

ating system. Hence many of the techniques they employ are appli­

cable more generally than the ISR scheme described in the last sub­

section. Some of these are listed next. 

Reducing Memory State Before Migration 

Most physical machines today contain hundreds of megabytes of 

memory, and it is reasonable to expect virtual machines to have 

main memories that are similarly large. At any given instant, how­

ever, the part of main memory that is critical for good performance 

is relatively small. There is typically a large part of main memory 

that could be paged out to disk without noticeable difference in the 

system's response time. Unfortunately it is not possible to determine 
which pages do or do not belong to the current working set at sus­

pend time without intruding into the guest operating system. The 

Collective system works around this by starting a balloon program 

on the virtual machine that requests a large number of pages. This 

program causes pages to be released from the other active processes 

on the system by the guest operating system-the expectation is that 

these pages are released from the currently inactive processes that 

do not need to respond instantaneously on a resume at the destina­

tion. The size of the memory state is now reduced by zeroing out the 

pages requested by the balloon program, thus enabling better com­

paction of the capsule. 

There are several subtle policy issues associated with ballooning. 

While transmission of the state of the memory is more effective 
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when more of the pages are recovered through the balloon pro­

gram, the response of the system during the resume operation be­

comes more sluggish unless the right number and type of pages be­

longing to the active processes remain mapped in memory. Pages 

holding cached data or those that are part of dirty buffers are ide­

ally left untouched. On the other hand, active pages that are easily 

compressible need not be released to the balloon program; there is 

less benefit in their being zeroed out for compression and possibly 

greater overhead in their being restored during the resume process. 

Note that the balloon program is a process running within the envi­

ronment of the virtual machine, though it is triggered by the VMM 

when it receives a suspend request. The fact that this program runs 

on the guest operating system allows the program to be specialized 

for the characteristics of the operating system. Operating systems 

such as Microsoft Windows limit the size of the maximum working 

set for each process-the balloon program cannot recover more 

pages than the specified maximum number of pages that may be 

used by the balloon program itself. On the other hand, Linux does 

not set a limit to the size of the working set for a process-the 

Collective system monitors the swap space, while the balloon pro­

gram keeps allocating and zeroing out new pages, until the free 

swap space reduces by a preset maximum. 

Reducing the Size of the Transmitted Packet 

The balloon-program approach just mentioned goes a long way to­

ward reducing the bandwidth required to transmit the information 

associated with a capsule. However, with very large disks becoming 

common, the state represented by the disk is rather formidable. 

Moreover, disks already hold many types of data, such as pictures 

and video, as compressed files, and additional compression is sel­

dom effective. On the other hand, typical user migration involves 

just a few platforms, and the required disk image is usually not a big 

change from the image that was left on a platform when last visited. 
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The Collective exploits this observation by maintaining differences 

between capsules rather than the full disk image for each capsule, 

thus saving a considerable amount of time and resources. 

Figyre 10.9. taken from SaDuntzakis et al. (20021, shows a sample 

capsule hierarchy, where each node represents a capsule state. The 

state of the disk in a node is saved in its entirety only in the capsule 

corresponding to the root node. Each node in this path inherits a 

base disk image corresponding to its parent node. Only the incre­

mental difference between the states of the parent and the child is 

stored in each child node. The state of the disk at any node can be 

derived from the disk information contained in the nodes along the 

path from the root down to that node. 

Each incremental disk uses the copy-on-write concept. The idea here 

is that whenever a copy of a disk is needed, the entire disk contents 

are not copied. Rather, the image of the disk is represented by a set 

of pointers to unique copies of various segments of the disk. 

Associated with each segment is a reference counter that counts the 

number of pointers to that segment. v\1hen a change needs to be 

made and a segment must be written into, the reference counter is 

checked. If the count is 1, then the original copy of the segment can 

be written into. If not, the segment is copied, the pointer is made to 

point to the new copy, and its reference counter is decreased by 1. 

This new copy can now be modified without affecting the earlier 

versions. Copy-on-write allows many different versions to share a 

single copy of the actual data; this is particularly effective when 

these versions are largely the same and differ in only some small as­

pects. 

Department1 
Capsule 

University 
capsule 
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Student1 Capsule I Studenl2 capsule I I Student3 Capsule I 
Student1 Working 

Capsule 

Department2 
Updated Capsule 

Student4 Capsule 

: • 1 • Example Capsule Hierarchy for a University. The root capsule contains all 
the so tware that will be needed by all students. Each department customizes the capsule to 
suit its requirements. The department administrator does this by deriving a child capsule 
from the parent capsule. As mentioned in the text, only changes to the university capsule are 
saved in each department capsule. Students derive capsules from the department capsule, 
perhaps having one capsule per course in a department. Alternatively, like Studentl depicted 
earlier, students mczy derive their own private capsule. The leaf node, e.g. Studentl Working 
Capsule, is what migrates when the student moves from place to place. 

Before changes are made to the disk image, all nodes in the path 

from the root to the leaf corresponding to the image have to be 

transferred. Modifications can be made only to leaf nodes in a hier­

archy. For example, in Figyre 10.9, if Student4 wishes to make a 

change to his or her disk on a location that does not already have 

any of the information corresponding to nodes in the path from the 

root up to the leaf node, this information is brought over. A new 

child node is created with Student4 as the parent, and changes are 

made strictly to the incremental disk at this node. When the student 

moves to another computer, the currently open incremental disk 

image is transferred to the new computer. The images correspond­

ing to the other nodes are essentially read-only images and need not 

be deleted from the computer from which execution was sus­

pended. As students move from computer to computer, various 

nodes in the hierarchy remain behind, increasing the probability of 

finding a copy of a desired node and decreasing the incremental 

traffic that will be incurred when the user moves from place to 

place. 

Reducing Start-Up Time on a Resume 

On a resume operation, a lot of time can be saved if the information 

in the capsule disks is fetched on demand rather than being 

prefetched completely, because the working set typically needed by 

a user in a session is small. On the Collective system this is imple­

mented as follows. All accesses to disks are intercepted by the VMM 
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and forwarded to a disk server. The disk server translates the re­

quest to an access in one of the nodes in the hierarchy. If it is a 

write, the access must be to the leaf node, as mentioned earlier. An 

access to information residing in one of the intermediate nodes may 

need a remote access to the node that owns the information. On 

such an access, local shadow copies of the desired blocks are made 

from the remote incremental disk image. Thus the desired blocks of 

the remote disks are incrementally built up on demand on the local 

system. Note that disk blocks in a node can be shared by all capsules 

derived from this node. In Figm;:e 10.9 . for example, if some blocks 

of the departmental copy are brought over on demand, they need 

not be brought over again when another student attempts to access 

the same blocks. 

Reducing Transmission Time and Bandwidth by 
Exploiting Redundancy in Disk Blocks 

It is not uncommon to find disk blocks that are identical, because 

the nature of activity on most systems tends to promote similarity 

among data blocks. Here are some sample situations when a needed 

block is already available on the system. 

■ A user moving back and forth between two systems leaves behind a trail of disk 

blocks that can potentially be reused the next time the site is visited. 

■ Blocks of program files are often already resident in memory. Most programs do 

not modify their own code, and hence it is generally possible to copy these disk 

blocks directly from memory. 

■ The memory of a machine often contains disk blocks other than program files, 

for example, blocks that are part of a disk cache. 
■ Often different users (and hence different capsules) utilize the same programs or 

data files. If a copy of a block already present in the capsule of a different user 

could be employed, it eliminates the need to transmit the copy from a remote 

site. 

The Collective makes use of the hashed copy scheme. Each block on 

disk is associated with a hash value that aims to identify uniquely 

the contents of the block. The hash scheme employed in the 

675 
12/23/2024, 2:50 PM 



Chapter 10: Emerging Applications I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

43 of70 

Collective is a strong cryptographic hash, SHA-1, which has a very 

low probability of a collision (NIST 2002). Instead of transferring the 

actual data blocks between computers, the Collective transmits the 

computed hash values of the data blocks. When a disk block is 

needed by a computer, it checks to see whether a block with the 

same hash value is available locally. It then uses this block directly 

or generates a copy of the block if the block is to be written into 

(copy-on-write). This avoids the need to transmit the block from a 

remote location. If the block is not available locally, the computer 

broadcasts a request for a copy. Other providers on the system re­

ceive this request and check against a table of hash values of 

already-available blocks and satisfy the request. The authors claim 

that the scheme is reliable because the probability of a collision, i.e., 

of having the same hash value for different data, is less than the 

probability that a requestor of a disk block receives a bad block be­

cause of an error in a TCP connection or an error in memory. The 

scheme is also claimed to be secure because SHA-1 makes it practi­

cally impossible to manufacture data that produce a given hash 

value. 

Results of experiments (see Figure 10.10) using the Collective sys­

tem (Sa~untzakis et al. 2002) indicate that these optimizations sig­

nificantly reduce the traffic and hence the time for migrating a user 

environment from one machine to another on a typical DSL net­

work. The authors simulated the migration of a user between home 

and work machines using snapshots based on the Business 

Winstone 2001 benchmark. The various techniques described ear­

lier appeared to reduce the amount of data transferred to typically 

around 50MB, which can then be reduced further to less than 22MB 

through compression using the gzip program. Hashing reduces the 

transferred amounts even more. Needless to say, there were situa­

tions, for example, at the beginning of program execution sessions, 

where the raw amount of data needed to be transferred was as high 

as 500MB. However, even in these cases, compression brought down 

the size bv a factor of 2 or more. with hashine: nrovidine: further re-
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ductions. The authors conclude that the experiments indicate that in 

typical situations of commuting between home and work, the entire 

environment could be transmitted during the commute. This makes 

it possible for a user to suspend execution at one site and resume 

execution at the other without noticing any change in the comput­

ing environment. 
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W~~ lt! Performance of Optimization Techniques Used in the Collective 
(Sa 5 s t al. 2002). The raw memory size in !he experiments is 256MB. Snapshots 
were taken while running the Wins tone benchmark every minute after the first three minutes. 
The migration of each snapshot was simulated assuming the destination had all information 
up to the previous snapshot. The graphs show the effectiveness of the hashing scheme com­
bined with compression using gzip in reducing the traffic from the originating host to the des­
tinntirm h()_<:t. 
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10.2.4 Migration of Virtual Machines in 
VMotion 

The Internet Suspend/Resume scheme and the Collective scheme are 

research projects, and it may be a while before all the issues involv­

ing the migration of virtual machines over the Internet are sorted 

out. Meanwhile, there are aspects of such migration that already ex­

ist in VMotion, developed by VMware. 

VMotion is part of the VirtualCenter (VirtualCenter) infrastructure 

management software that manages a cluster of Intel IA-32 virtual 

machine systems connected in a local-area network, as shown in 

Figure 10.11. The management functions ofVirtualCenter include 

the deployment and monitoring of virtual machines running on a 

native virtual machine system called the ESX server. Under certain 

circumstances VirtualCenter may need to migrate a running virtual 

machine from one host in the cluster to another. Examples of such 

circumstances include: 

■ Load balancing, to improve the response time of the system through better 

utilization of resources 

■ Security, to quarantine a virtual machine that has been attacked 

■ Collocation, to bring communicating virtual machines closer together 

■ Fault tolerance, to move a failing host to another processor 

■ Power management, to move the load away from an overheated processor 

■ Maintenance, to move the load away from some processor while it is upgraded 

The migration of a virtual machine from one node to another in 

VirtualCenter is done using VMotion. This migration involves copy­

ing the state of the virtual machine, including the processor state, 

the memory state, and the state of other virtual hardware resources, 

such as BIOS, devices, MAC address for Ethernet cards, and chip set 

states. The issues here are quite similar to the issues we discussed in 

connection with the ISR and Collective schemes. However, VMotion, 

being a product, has to grow cautiously-it is currently restricted in 
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its capabilities in several respects. 

■ The source and destination computers must be in the same server cluster 

managed by the same VirtualCenter manager. 

■ The file systems on the source and destination computers must be identical and 

located on shared disks in a storage-area network (SAN). This avoids the 

complexities of migrating disks encountered by the Collective. 

■ The processors running on the two computers must have the same architecture 

and be provided by the same vendor. This avoids potential incompatibilities that 

could prevent the state saved on one machine from being directly loaded into the 

other machine. 

VC CUent 
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VC Client 
(User 2) 
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Data 
Store SAN 

Figure 10.11 Overview of the VMware Virtual Center. VC stands for VirtualCenter. A clus­
ter of three nodes is shown, with the nodes named hostB and hostC sharing a file system on a 
storage-area network (SAN). 

■ The virtual machine supports a Gigabit Ethernet adapter. 

■ The virtual machines must not be running multiprocessor cluster applications; 

they should be running only stand-alone applications. 

When a request is received to migrate a virtual machine using 

VMotion, software in the VirtualCenter performs the following ac­

tions. 
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1. It first ensures that the virtual machine is in a stable state on the current host. 

2. It then copies the contents of the memory belonging to the virtual machine to the 

destination host. Data associated with the guest operating system as well as the 

data of applications running on the virtual machine are copied. This is referred to 

as the baseline copy. It is not the final copy because the virtual machine on the 

original host continues to run during this process. 

3. The virtual machine on the original host is suspended. Virtual Center then copies 

the last changes to memory along with the rest of the state of the virtual machine 

to the destination host. The information sent to the destination host at this stage 

is a capsule containing changes to the infonnation sent earlier, similar to the 

incremental capsule as described in the Collective. 

4. It then activates the virtual machine on the new host. 

It is almost certain that more migration technology that has been de­

veloped in various research projects will continue to find its way 

into systems such as the VirtualCenter. What we observe is that 

there are many forms in which the problem of migration of virtual 

environments presents itself. We have reported here the early work 

in this area. As research progresses and as vendors get more experi­

ence dealing with products that allow migration, many new tech­

niques will be developed. The eventual popularity and success of 

this paradigm may, in fact, mark the coming of age of virtual ma­

chine technology, particularly of system virtual machines. 

10.3 Grids: Virtual Organizations 

In the past couple of decades, the world has seen a rapid increase in 

the total amount of available computation power. Continual ad­

vances in lithographic techniques have allowed silicon feature sizes 

to shrink to incredibly small dimensions and hence have enabled 

the incorporation of billions of transistors on a fingernail-size die. 

This has been accompanied by the development of microprocessors, 

systems, and applications available at low cost to the common per­

son and by the availability of easy-to-use programs that exploit the 

Internet. The economics of the computer industry are such that it is 

more profitable for companies to provide only a few types of micro-
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processors and. a tew types ot systems rather than to spend. the enor­

mous amount of money needed to develop a wide variety of micro­

processors, to manufacture them at different locations, and to de­

velop different operating systems for each type of system. The result 

is the wide availability of fairly high-powered general-purpose com­

puting engines that sit on the desks of .millions of people around the 

world or are being carried by millions of people virtually every­

where they go. 

Yet the nature of tasks that most users perform on their computers 

is such that only a tiny fraction of the available compute power is 

actually used. Whether it is browsing the Internet to shop for an ap­

pliance or editing a term paper for a history class, the typical user 

does not exploit anywhere close to the full capabilities of the com­

puter he or she is working on. The immediate impact of this is an 

environmental one-there is some energy consumed by a system as 

long as it is turned on-even when it is not performing any useful 

computation. This impact is being addressed in many ways, espe­

cially through the use of automatic power-management techniques. 

However, as computation and storage keep getting cheaper and as 

these computers get faster, there is more energy consumed by each 

of them. Thus, despite the incorporation of sophisticated power­

management techniques, there is a sharp increase worldwide in the 

energy used by computers. 

Ironically, there are occasions when users would like even more 

computation power than what they have available on their own sys­

tems. Scientists working with real-time data often do not have the 

processing capability to manipulate the large volumes of data they 

gather. They may need such processing capability either simply for 

visualization or for actually making decisions based on the data in 

real time. Their ability to perform such computation may be re­

stricted due to the lack of compute capability, but it could also be 

due to the sophisticated software needed for the computation. Such 

users may not be willing to spend the large sums of money needed 
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to buy systems that give them the desired response time or to buy 

the relatively expensive software, because of the infrequent use 

they make of such systems or software. This scenario has an analog 

in other areas, such as transportation, where a user generally owns 

a vehicle that is adequate for most but not all of his or her needs; for 

the occasional extraordinary need, the user rents an appropriate ve­

hicle, borrows it from an acquaintance, or takes advantage of a ser­

vice provider such as a public transportation company. 

Applying the vehicle rental model to the computer world seems a 

plausible thing to do. In fact, in the early days of personal comput­

ers, computer rentals were not uncommon. However, as the com­

plexity of configuring software increased and as the cost of owning 

hardware decreased, short-term rental of computers fell out of fa­

vor. 

With the emergence of ubiquitous connectivity and the Internet, 

rental is no longer the right model for making more efficient use of 

compute power. Instead, the public utility is beginning to look like a 

more appropriate model. Rather than own or lease the physical re­

sources needed to carry out an occasional task, the emerging model 

for the future is for the user to seek these resources over a commu­

nication network and to have the task performed remotely. The 

computation world is, as suggested in Foster and Kesselman 

{1998l, in a state analogous to the electricity world in 1910, when lo­

cal generators were the norm. Over time the electrical system 

evolved toward power grids, where suppliers of electricity pooled 

their resources for use by a much larger number of consumers. The 

design of the power utility system allows each user as much or as lit­

tle power as he or she may need at any given time, with charges 

based on the amount consumed. The application of this model to the 

computing world would allow a user as much computation power 

as he or she may need to get an acceptable response time for a task, 

without having to own all the required resources. 
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The utility model for computation is already being driven by the 

needs of the high-end scientific computation community. The prob­

lems in understanding fundamental forces in nature, in the develop­

ment of new drugs for common diseases, and in the prediction of 

weather all have one aspect in common- they rely on the ability to 

conduct large simulations involving massive amounts of computa­

tion. The physics community has long exploited large-scale collabo­

ration across the globe ("big science") as an alternative to dividing 

up the available funding among smaller, less effective projects. This 

community has been quietly spearheading the adoption of this col­

laborative model for computing, by championing the utility model 

under the name of grid computing. Just as "big science" converted 

individual projects and laboratories into one large laboratory aimed 

at solving one fundamental problem after another, grid computing 

is bringing together many small and big computers in a heteroge­

neous "grid," both to make available to others unused computa­

tional resources on one person's computer, as well as to allow a big­

ger group of users to share a variety of specialized, often expensive, 

computing resources, such as supercomputers, in the manner of a 

utility. 

About a decade ago, the World Wide Web was developed by the sci­

entific computing community as a means for more effective collabo­

ration among scientists to share both data and experimental results. 

Later, the same model proved to be useful for the commercial world 

and for the layperson. It is possible that models of grid computing 

originating with the scientific community will similarly prove to be 

functional to a much wider set of users in harnessing the enormous 

amounts of computation power already available and that will be­

come available in the future. 

Grid computing is a form of virtualization. It behaves like a system 

virtual machine by automatically directing a user application to a 

machine that has available resources and that matches the require-
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men ts of the application. Taking the S)'Stem virtual machine concept 

to a higher level, grid computing creates a virtual organization by al­

lowing a systematic sharing of resources between disparate systems 

that may be geographically distributed (flgm:e 10.12). Grid comput­

ing thus extends the virtual machine concept from instruction-level 

dynamic optimizers through process-level and system virtual ma­

chines to what we will call organization-level virtual machines. 

Unlike the other types of virtual machines discussed in this book, 

the real machine that is virtualized does not have a well-defined, 

formal architecture. Rather, its architecture is embodied in the pro­

cedures and protocols that govern the relationships between the col­

laborators. Many of these procedures and protocols are often noth­

ing more than a verbal understanding between human beings. The 

creation of the virtual organization using a federation of computer 

systems will hopefully provide the impetus to understand and docu­

ment the interfaces that define these relationships in a formal man­

ner. 

-Participants ,n P 
can run Program A" ·Participants in O can ,· '. 

use Idle cycles ,f : Virtual Organization a : 
budget not exceeded" : 1 

"Participants in P 
can run Program 8" 

-Partieopants in P 
can use Data o· 

. 
' 

Ray Tracing using cycles 
provided by cycl-harlng 

consortium 

' . · .............. ....... . .......... ~"' 

Lil'1"~ 11ltJi A Grid as a Set of Organizations, Both Real and Virtual (foster. 
Kesse an, and Tuecke 2001). Pictured are three real organizations (ovals) and two virtual 
organizations. Virtual Organization P is a collaborative project with distributed resources, as 
shown by the dark grey shading. Virtual Organization Q is a project that exploits idle cycles 
in resources on the grid (shown in light grey shading) to perform rtzy tracing. Sample policies 
that govern access to resources are shown in quotes. 

The development of such interfaces will facilitate the deployment of 

new services and allow the grid concept to be exploited by a 
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broader community. Thus, rather than the virtual organization be­

ing an attempt to faithfully reproduce the functioning of a real orga­

nization, the virtual organization enables the creation of function 

that did not exist before. The enablement of new function is a prop­

erty of all virtual machines, as we have seen throughout this book. 

10.3.1 Characteristics of an Ideal Grid 

In this section we attempt to describe the salient characteristics of a 

grid. These characteristics are a combination of what exists on grids 

today and a wish list of features necessary for grid computing even­

tually to become a utility. The discussion here is an adaptation of the 

discussion of the computational grid described in Foster and 
Kesselman (19981 and in Foster, Kesselman, and Tuecke (20011. In 

the former, the authors describe a computational grid as a software 

and hardware infrastructure that provides dependable, consistent, 

inexpensive, and pervasive access to high-end computational capa­

bilities. In their subsequent paper, Foster and his colleagues ex­

tended this definition, suggesting that a grid is an infrastructure that 

enables flexible, secure, and coordinated resource sharing among 

dynamic collections of individuals, institutions, and resources. 

These latter characteristics led them to refer to the grid as a virtual 

organization. We will now examine each of the characteristics of a 

grid in more detail. 

Infrastructure 

A computing grid is fundamentally a hardware and software infra­

structure that enables sharing of resources. Hardware infrastruc­

ture components include computational resources, storage re­

sources, sensors, and instruments. Software infrastructure compo­

nents include programs to monitor use of resources, programs to 

schedule resources to requestors, and programs to turn resources 

on and off. 
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A computational resource on a grid may be a workstation, a main­

frame, a supercomputer, or virtually any other type of computer. A 

shared storage resource may be a part of a disk on a personal work­

station, a portion of a file system, or an entire network-attached 

storage. One important characteristic of a grid is that the systems 

comprising a grid need not be homogeneous-there can be a variety 

of processors and a variety of operating systems running on the 

grid. 

Dependability of Service 

A desirable characteristic of a grid that follows from its utility na­

ture is that it be dependable. A true grid utility must be designed in 

such a way that all users of the grid either have equal access to its 

resources or can be guaranteed a quality of service specified in a 

contract with the service provider. This is sharply in contrast with 

most existing grids, which usually comprise a loose collection of re­

sources provided by willing individuals or collaborating groups 

with a loose understanding of what is provided and what is ex­

pected. A grid participant who has volunteered the idle cycles on a 

workstation may not have any obligation today to provide the cycles 

that are pledged. As the concept of a grid evolves to that of a service, 

users will start to depend on the services of the grid for their day-to­

day activities; and such informal understanding between partici­

pants will inevitably have to be replaced by more formal specifica­

tions and contracts. There are already efforts of this nature under 

way, especially with the establishment of the World Wide Grid 

Forum and the work being carried out in the Open Grid Services 

Architecture (OGSA). 

Dependability of the grid system also implies fault tolerance-when 

a computational node in a system fails, the system must be able to 

recover from the failure and reallocate the resources in a manner 

transparent to the end user. Dependability also implies guarantee of 
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are not accessible to others and that others cannot maliciously pre­

vent their access to resources. 

Note that dependability and guarantee of quality of service are im­

portant in other forms of virtualization we have already seen. In the 

system virtual machines of Chapter 8, many VMs access a single 

complex of hardware, and it is important for the virtual machine 

monitor to allocate resources in a fair way among the various vir­

tual machines. Similarly, the different forms of partitioning we en­

countered in Chapter 9 must ensure that resource allocation among 

the partitions is done both in a fair way and in a way that maxi­

mizes the performance of the system. 

Consistency of Service 

The behavior of the service provided by a grid must be predictable 

and consistent. A grid may contain several types of machines and 

systems, each of which may be able to satisfy the requirements of a 

particular task. While it would be impossible to ensure that the re­

sponse time of a task is exactly the same each time it is executed, 

users will expect consistent results each time a task is executed. 

They may also expect some reasonable bound on the response time. 

Pervasive Access 

An important aspect of any utility is that it be accessible from virtu­

ally anywhere. Most current grids, as well as those that are being 

proposed, use the Internet as their communication medium. Thus, 

as long as the Internet is accessible from some part of the world, a 

user in that part of the world should have access to all resources 

made available by the grid. 

Inexpensive Access 

A utility service becomes popular only when the cost of a task to the 
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end user is attractive as compared to the alternative of performing 

the task on resources owned by the user. Like a utility, a grid should 

satisfy the needs of both the large organization wishing to perform 

data-mining tasks on a massive database as well as the individual 

who would like to have a video rendered. 

Coordinated Resource Sharing 

All the attributes of a grid mentioned so far view the grid as a utility. 

A grid is envisioned to be more than just a utility, however. Users of 

a utility may not have much in common with each other-they form 

a community only in the sense that they happen to be using the 

same service. In its role as a virtual organization, however, the grid 

is expected to allow diverse groups to pool their resources and work 

collaboratively toward a common goal. This view of the grid re­

quires the development of conventions for access privileges to vari­

ous resources, including not only hardware but also content and 

programs. It also requires the development of protocols for commu­

nication between various clusters or even various grids. 

Coordinated resource sharing requires the precise identification of 

which resources are shared, who is allowed to share these re­

sources, and in what manner they may be shared. Moreover, the un­

derlying infrastructure must provide the ability to discover appro­

priate resources that a task may need anywhere on the grid. 

Development of protocols that address these sharing and communi­

cation issues, called intergrid protocols, are key to the widespread 

adoption of the grid model, just as Internet protocols were key to the 

widespread adoption of the Internet. 

Dynamic Communities 

As the grid model evolves, it is likely that a single grid will support 

not just one community but, rather, several different communities. 

An example of a community is a group of researchers collaborating 

to design a new drug. The resources needed by this community may 
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be similar to those needed by another community that is collaborat­

ing on a high-energy physics problem. Both these communities 

should be able to coexist on the same grid. Once again the infra­

structure of the grid must ensure that adequate means are provided 

to identify, monitor, and control the needs of each community and 

to isolate one community from another. 

Communities need not be static. Communities may spring up for the 

purpose of solving a problem and dissolve soon after this goal is 

achieved. A user may enter a community at some point during the 

lifetime of the community and exit at some later point. A user may 

even be a member of two different communities at the same time. 

All these scenarios require that adequate provision be made in the 

architecture and the interfaces while designing a grid. 

Whether or not the grid concept evolves to embrace one unified 

standard protocol, such as the Internet, remains to be seen. Today 

there are several different grids, each with its own protocols and 

each having its own suite of tools and management software. It is 

quite possible that the model that eventually emerges will be that of 

multiple grids, one for each community, working on a larger physi­

cal grid that pools an appropriate fraction of its resources for each 

of the community grids. Each community grid, with its own set of 

protocols, may actually be viewed as a virtual grid, much the way 

virtual machines with different operating systems coexist on a vir­

tual machine system. 

10.3.2 Evolution of the Grid Computing Model: 
The Globus Toolkit 

A computing grid can take on several different forms, ranging from 

a simple network of workstations taking advantage of idle cycles on 

user machines to a complex commercial server that satisfies the re­

quirements of users who may wish to contract out a single applica-
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will emerge as the winner. Rather, the grid is likely to evolve ulti­

mately as a service that customizes the solution to the needs of the 

user. 

The number of grid systems being deployed is growing by leaps and 

bounds. Most of the current efforts are aimed at bringing together 

researchers in specific communities. Table 10.2 contains different 

classes of users of the grid ranging from system administrators to 

the end user. Each of these classes has a purpose distinct from the 

others and it is important that any toolkit developed to facilitate the 

use of the grid satisfies the needs of all of these classes of users. The 

grid developers provide the basic services required to construct the 

grid. Tool developers construct the programming models and associ­

ated tools which are used by the application developers, who con­

struct grid-enabled applications for the end user. 

Today there is an active effort to provide basic infrastructure tools 

to enable users to deploy and manage grids of their own. The Glob us 

project (Globus), for example, is an open-source effort that aims to 

provide core services, interfaces, and protocols that enable users to 

create a new class of applications accessing remote resources seam­

lessly while allowing resources to remain under local control. The 

Globus project distributes a toolkit that includes software services 

and libraries to perform discovery, monitoring, and management of 

resources, to enhance security of transactions on the grid, and to 

perform more routine functions, such as file management. The ex­

pectation is that it will provide a substrate not only for collaboration 

among the science and engineering communities, but also for busi­

nesses and corporations. The effort was originally funded by DARPA 

but today is sponsored by several federal agencies as well as by cor­

porations. 

TABLE 10.2 Classes of Grid Users (Foster and Kesselman 1998) 

690 
12/23/2024, 2:50 PM 



Chapter 10: Emerging Applications I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

58 of70 

1.,1ass nuposc MaKO u se 01 \.,ODc;erns 

End users Solve problems Applications Transparency, performance 

Application de,·elopers Develop applications Programming models, .Ease of use, perfonnance 
tools 

Tool developers Develop tools, Grid se:rvices Adaptivity, exposure of 
programming models performance, security 

Grid developers Provide basic grid services Local system services Local simplicity, connectivity, 
security 

System administrators Manage grid resources Management tools Balancing local and global 
concerns 

10.3.3 Comparison with Conventional Virtual 
Machines 

In this section we try to highlight the similarities and differences be­

tween the concept of a grid and that of other virtual machines we 

have been describing in this book. 

Efficient Utilization of Resources 

The eventual goal for the first grid systems was the desire to put to 

use the idle cycles available on the hundreds of millions of comput­

ers in the world today. There are many fundamental problems that 

require a lot of computation power but whose solutions do not need 

the large, expensive supercomputers commonly employed for such 

problems. Harnessing the unused resources toward solving such 

large problems would be an efficient use of the world's computa­

tional resources. This is similar to the motivation that led to the de­

velopment of system virtual machines and to multiprocessor virtual 

machines, including logical partitioning. 

Sharing of Resources 

System virtual machines for both uniprocessors and multiproces­

sors support sharing of resources. However, unlike grid computing, 

the sharing in a conventional system VM is usually limited to the 

physical hardware resources-the VMM in such systems is typically 

not concerned with the sharing of content, for example. 
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A central concept in grid computing is the sharing of resources of 

disparate systems by a community of users working toward a com­

mon goal. The discovery of resources needed to solve a problem and 

the negotiation for use of such resources with their owners play a 

big role on a grid. 

Distributed Versus Centralized Control 

Compared to traditional virtual machines, the grid has a global 

scope, with resources spread over large areas, perhaps across the 

world. Control of shared resources therefore cannot be done in any 

centralized manner. As with the Internet, users of a grid may collab­

orate with each other to determine appropriate sharing and use of 

resources. This is quite unlike a conventional virtual machine moni­

tor, which must have a centralized view of resources and must 

maintain strict control over the use of resources in order not to 

compromise the privacy and security of users. 

Heterogeneous Nodes 

Like operating systems, virtual machine monitors and hypervisors 

generally do not span nodes of a cluster. A VMM works best when it 

has the flexibility to reallocate virtual machines among a set of simi­

lar real processors. The components in a node may be somewhat 

dissimilar in terms of their sizes and perhaps in the nature of de­

vices attached to them, but they are similar in terms of the ISA sup­

ported by the processors. 

On a grid, the expected degree of heterogeneity in the types of com­

ponents available is much higher. Each cluster could have a proces­

sor, memory, and I/0 configuration quite different from other clus­

ters on the grid. Moreover, the processors in a cluster could be run­

ning a different type of operating system or even a different ISA 

from those in other clusters. The set of programs that can be run on 

one cluster may be considerably different from the set that can be 
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run on another. A program that performs a function on one cluster 

may be completely different from the program that performs the 

same function on another cluster. Such an environment will breed 

programs that may not directly specify the instructions needed to 

solve a problem, but will, rather, specify the function needed to 

solve the problem. The software infrastructure of the grid will as­

sess the availability of various different types of nodes that could 

perform the function, choose the best cluster and node on which to 

run the function, and configure the appropriate program that must 

be run on that node. 

Adaptation of Applications 

One of the requirements imposed on ·virtual machines in the past 

was the need to run applications unchanged. The fact that the appli­

cation was running on a virtual machine, as opposed to a real ma­

chine matching an expected configuration, was unknown to the ap­

plication. In system virtual machines this is true not only at the ap­

plication level but also at the operating system level. 

This level of transparency was not manifested in early examples of 

the grid. A case in point is the SETI@home project (Anderson et al. 

2002), where the solution is tailored especially to the physical char­

acteristics of the grid. In particular, the solution is aware of the la­

tency of communication between nodes on the grid and breaks up 

the problem in such a way that a given computer can operate on 

one of the pieces for a sufficiently long time without needing to 

communicate with other computers on the grid. The solution also 

accounts for the potential unreliability of nodes on the grid by send­

ing each problem chunk several times to different computers. 

The hope is that someday these functions can be taken care of in the 

infrastructure of the grid so that the solution developer will need to 

be concerned only with the aspects of the problem at hand rather 

than the physical characteristics of the platform on which the prob-
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lem is being solved. There are significant challenges in reaching that 

point, but efforts are already under way. One example is the devel­

opment of libraries that will ease the porting of applications meant 

to run originally on message-passing clusters or on distributed 

shared-memory systems or even on tightly coupled SMP systems so 

that they can exploit the computational resources available on a 

grid (Foster and Karonis 1998). 

Portability of Applications 

As noted in the discussion in Chapter 5 on high-level language vir­

tual machines, there is increasing emphasis on enabling applica­

tions to be portable so that they can run everywhere. Thus applica­

tions are being written with portability in mind. Targeting applica­

tions to run on virtual machines, such as the Java virtual machine, 

rather than on processors with specific ISAs is a step in that direc­

tion. Enabling applications for the grid is another step in that direc­

tion. Applications that can exploit not only heterogeneous system 

configurations but also heterogeneous ISAs are likely to be portable 

on a variety of platforms, possibly even those that emerge in the fu­

ture. Further, the potential unreliability of components on the grid 

as well as the challenges of maintaining security and privacy on 

such an open structure could lead to the development of infrastruc­

ture for creating applications that produce the right results even un­

der adverse circumstances. 

10.3.4 Coming Full Circle: Implementing the 
Grid on Classic Virtual Machine Systems 

The administration of the grid, as we have noted, involves several 

pieces of software, often referred to as middleware, that perform 

variou s operations, including those of allocating the available re­

sources to tasks, scheduling the tasks, and ensuring security and pri­

vacy. Middleware supports the process level of abstraction, just as a 

694 
12/23/2024, 2:50 PM 



Chapter 10: Emerging Applications I Virtual Machines https:/ /learni ng.orei II y.com/1 ibrary/view/virtual-machines/978 15 58609 ... 

62 of70 

tracunonai operating system supports processes. However, me ana1-

ogy between the grid and an operating system should not be carried 

too far. For example, like an operating system, the grid has to per­

form user accounting; unlike the operating system, however, the 

grid relies on the accounting services provided by multiple adminis­

trative domains. Legacy jobs, ordinarily running under the account­

ing policy of a traditional operating system, may find an inconsis­

tency in the manner they are dealt with because different adminis­

trative domains may employ different accounting policies. 

An interesting solution to this multipollicy problem, proposed in 

Figueiredo, Dinda. and Fortes (2003t is to change the level of ab­

straction of jobs from the user process level to the full machine, 

which includes the hardware and the operating system. With this 

approach, the unit of work with which the grid middleware deals 

becomes a system virtual machine rather than a process. 

Accounting can now be done conveniently in a hierarchical manner 

-the operating system running on the virtual machine performs ac­

counting in a traditional manner, while the grid accounts for the re­

sources at the virtual machine level. 

Utilizing the conventional system virtual machine as a unit for the 

grid is suitable from other points of view, too. It automatically ad­

dresses the two important aspects of a grid-isolation of jobs from 

each other and platform independence. Beyond these, it adds the 

important ingredient of environment flexibility. It is not necessary 

for the user application to be recast for an OS environment sup­

ported at some given node-the unit of work includes the full sys­

tem environment in which the application executes. Let us examine 

these aspects in more detail. 

■ User isolation: As we saw in Chapter 8, system VMs were originally designed 

as an alternative to multiprogramming, with each user isolated from the physical 

system and from other users by running on a separate virtual machine. This 

feature of a system VM protects a user sharing resources with other users. This is 

of particular importance on a grid. where it may not be prudent to trust a provider 
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of physical resources. Moreover, the forced user isolation in the system VM 

paradigm ensures greater system integrity. Compared to a typical 

multiprogrammed environment, it is less likely that the actions of a user on a 

virtual machine will either crash the system or bring down other users. Moreover, 

as discussed in Section 10.1.3, there is less likelihood that a malicious attack 

on a single user will compromise the security of the system as a whole. 

■ Platform independence: The platform independence that can be provided by a 

system VM also helps in its use for grid computing. For example, the user simply 

has to specify the hardware resources needed- for the most part, it is not 

necessary for there to be a physical system that matches the exact configuration 

specified by the user. Through various emulation techniques, such as those 

described in Chapter 8, the virtual machine monitor can virtualize those 

devices that do not physically exist. Also, it is not necessary to recompile or 

relink an application, because the virtual machine monitor ensures compatibility 

right up to the ISA level. 

■ Task management and accounting: There is. a fundamental difference in the 

way resource control is managed in a virtual machine--based computing grid as 

compared to a more conventional grid. In process-oriented grid deployments, 

resource control must be managed for each process, similar to that in traditional 

multiprogramming systems. In the virtual machine case, the resource control is at 

a higher level of granularity, namely, at the VJrtual machine level. This higher 

granularity can simplify the job of allocating and accounting for resources both 

for the provider of the resources as well as for the user of resources. Moreover, 

this model fits better with the prevailing model in mainframe commercial 

computing, where charges are based on the specified performance of the system 

where an application runs. 

■ Portability: Portability of applications is a key requirement for a computing grid. 

A process-based grid and a system VM-based grid both emphasize portability, 

but they differ in philosophy over how it is implemented. In a process-based grid, 

the responsibility to ensure portability is left to the application programmer. This 

may mean, for example, writing the application for an environment supported on 

a large number of grid nodes. Alternatively, it may mean writing the application 

in a high-level language, such as Java, which is then supported on multiple 

nodes, perhaps with different ISAs. The system VM-oriented grid approach, on 

the other hand, allows an application to run on any platform that has a virtual 

machine monitor supporting the virtual machine specified by the application. 

This may even extend to applications on enviromnents with clifferent ISAs, the 

best performance for an application being given, of course, on a node that 

matches the ISA desired by the application. 
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process-based grid and the system VM-based grid may be attrib­

uted to the nature of virtual machines supported. A node in a 

process-based grid implements a specific virtual machine environ­

ment, such as Java, and expects applications to be written for it. In 

the system VM-based approach, each node supports a range of vir­

tual machines, especially those expected by the more common ap­

plications. Thus the former may have some advantages for new ap­

plications currently being written, while the latter is more likely the 

choice for the deployment of legacy applications on the grid. 

In fact, the system VM-based grid could also be the solution to a 

thorny problem faced when trying to migrate an HLL VM, such as a 

Java VM, from one platform to another. In a Java VM, for example, it 

is probably not difficult to encapsulate the pure Java state of the ap­

plications and the libraries. But the typical JVM also has its own im­

plementation state in native code and may be running native primi­

tives or even user native code, all of which are difficult to encapsu­

late at the JVM level. Rather than migrate the JVM, it may be easier 

to raise the granularity of migration and to migrate the entire sys­

tem in which the JVM resides. For example, the JVM could be run­

ning on a virtual machine with Linux as the host operating system. 

The encapsulated state of the virtual machine will then include not 

only the Java state but the rest of the state of the JVM implementa­

tion along with the state of the Linux environment. Various tech­

niques outlined in Section 10.2. such as ballooning, could be used to 

reduce the size of the encapsulated module. 

Figueiredo, Dinda, and Fortes (2003) identified three important as­

pects of a task in an system VM-based grid. The first is the ability to 

capture the state of a virtual machine, the second is the ability to in­

stantiate a virtual machine either from scratch or from its state de­

scription, and the third is the ability to save user data. They point 

out that these three tasks do not necessarily have to be on the same 

machine. For example, the state of a virtual machine can be cap-
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tured at the location where it is currently executing, but it may be 

resumed at a machine at another location, where the image is trans­

ported. This is similar in concept to the ideas embodied in the 

Collective (Saguntzalds et al. 2002) and Internet Suspend/Resume 

(Kozuch and Satyanarayanan 2002), discussed in Section 10.2; 

many of the optimizations mentioned in connection with those 

schemes are applicable in this case too. Saving user data in a distrib­

uted file system allows the state encapsulation to be small, as al­

ready discussed in connection with Internet Suspend/Resume. 

One can identify three different types of servers performing these 

three different functions for a system VM-based grid. The applica­

tion is run on a virtual machine in a computation server (or VM 

host) whose virtual machine monitor has the capability to encapsu­

late the state of the machine at some checkpoint and make it acces­

sible from other locations. When the virtual machine needs to be re­

sumed, the image of the state encapsulated earlier is provided by an 

image server. Uniform access to data from any of the computation 

servers on the grid is facilitated by retaining the data on a data 

server. 

The tools needed to manage the grid in such a heterogeneous server 

system are not much different from those required for the process­

based grid, and one could use essentially all the basic infrastructure 

tools provided for this purpose, for example, by using the Globus 

toolkit mentioned in Section 10.3.2. Such tools are critical for the 

success of the system VM-based grid. They facilitate the functions 

associated with grid management, e.g., the scheduling of virtual ma­

chines, the migration of virtual machines, and the enforcement of 

service-level agreements. More importantly, they also allow users to 

specify the requirements of their jobs and allow providers to adver­

tise the capabilities of the virtual machines they are willing to sup­

port, to bid on user tasks, and to monitor the usage of resources on 

their systems. 
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We end this section by reproducing a simple scenario from 

Figyeiredo. Dinda. and Fortes (2003}, which takes a fictitious grid 

(flgyre 10.13) and illustrates ways in which many of the functions 

needed to instantiate a virtual machine on the grid can be per­

formed with tools that already exist today. 

1. User X accesses the grid and publishes his/her requirements using grid 

middleware on frontend server F An information service is consulted that checks 

against the list of available physical machines matching Xs requirements and 

that can support a dynamic VM. Alternatively, the user may simply advertise his/ 

her requirements and solicit bids from potential providers for the task. 

2. X also consults the information service to determine an image server that could 

provide an image with the base operating system installation that meets the needs 

of the application. Alternatively, X may itself provide a VM image containing a 

customized version of some operating system. 

3. A new virtual machine is instantiated at physical server P, using an image from 

image server I. The image can be transferred from I to P using an explicit 

command for transferring data, such as GridFTP (Allcock et al. 2001), or P 

can access the image through a distributed grid virtual file system. 

Information ~ ~ ~------~ 
Application Server Service 

I 
(Frontend F) VI V2 V3 Vn 

Virtual Machines 
(Backend) 

' 
,, 

' / 

' / 

~ ----- The Internet 

User X 

Physical Server P 

Image Server I 

Data Server D 

Figure 10.13 Example to Demonstrate Some of the Elements of a VM-Based Grid Service 
(Adapted from Figyeiredo, Dinda, and Fortes 2003). User X avails the services of frontend 
F and gets allocated a virtual machine Vi on physical server P. The virtual machine gets its 
image from image server I. The application gets its data from data server D. 

4. The location of physical server Pis made known to the user, who then utilizes a 

secure shell, e.g., OpenSSH (OpenSSH) or Globus GRAM (Czajkowski et al. 

699 
12/23/2024, 2:50 PM 



hapter LO: merging Application I Virtual Machines https://leaming.orei lly.corn/1 ibrary/view/virtual-mach ines/978 1558609 ... 

67 of70 

i...,oJVJ, LV ll\,,,C)V\.IC.U.\,., Lil\,.; .::nru1,.-u_p V.1. VllLUC.U 1..1..JU.\o,,J.J...l...Ll"-' "'· .l.llJ,> V.U.L-UC.U J.lla\,.rlll.J..1\,., u . .1«y 

be a new one that is booted up, or it may be an existing virtual machine, which is 

just being resumed from a saved image. The virtual machine instance Vi may 

also be assigned a dynamic IP address at this time, for example, using DHCP 

(DHCP). An interesting technique has recently been developed (Sunderaraj 
and Dinda 2004) that allows a virtual machine to keep its IP address even 

when it migrates from host to host. 

5. Once VM instance Vi is running and connected to the network, additional data 

sessions may be established to connect the guest operating system within Vi to 

application server A and to user data server D. As before, these sessions can be 

realized with transfers, such as GridFTP, or implicit transfers through a 

distributed file system. 

6. The application now begins executing under the guest operating system in virtual 

machine Vi. If it is a stand-alone batch application, the application runs 

unattended and may inform the user only at completion. If it is an interactive 

application, the user interacts with the application either through a login session 

window or through a virtual display, such as VNC (Richardson et al. 1998). 

In the foregoing, it was assumed that the user needs to interact only 

with the application. A more sophisticated user may be presented 

with a console for the operating system or even for the virtual ma­

chine itself. The user, rather than the grid scheduler, can then make 

decisions about when to shut down, hibernate, restore, or migrate 

the virtual machine. The mechanisms needed to perform these tasks 

are similar to those mentioned earlier, namely, file transfer mecha­

nisms for efficient transfer between machines, distributed virtual 

file systems, and virtual networks. 

The virtual machine, like a real machine, may persist even after 

completion of the application that initiated it. If it remains inactive 

for a sufficiently long period of time, the grid management system 

can place it in hibernation, saving its image on the shared file sys­

tem, or in some other globally accessible space. When its services 

are required, the virtual machine is reawakened at any one of sev­

eral possible computation servers, and appropriate changes are 

made to the handles used to communicate with the image servers 

and user display sessions that may be open. The virtual machine 

session ends only when there is no image of the virtual machine 
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present on any ot the image servers or in permanent storage any­

where on the system. 

The importance of executing legacy applications should not be un­

derestimated. The world is full of such applications, critical for busi­

nesses, either because it is difficult to migrate the applications to 

newer platforms or because the environments on which they run 

provide a capability not matched by the newer platforms. The high 

reliability and availability of the original IBM mainframes has been 

maintained through its evolution into the zSeries, which remains 

the workhorse oflarge commercial organizations. The VM-based 

grid computing system aims to serve a similar role for critical appli­

cations being designed today on a variety of platforms. Moreover, 

the system VM- based model has inherently attractive features, 

even for the deployment of new applications, as observed earlier. 

The techniques described in earlier chapters to ensure the correct­

ness and efficiency of virtual machines may eventually find use in 

such grid implementations. 

10.3.5 Concluding Remarks 

Many of the scenarios mentioned in this section are also relevant 

for businesses, especially large corporations. Business-specific re­

search and development often involve the use of massive amounts 

of data, large groups of internal and external collaborators distrib­

uted across a geographically wide region, and massive computa­

tional resources to perform analysis and mining spread across the 

globe. There is a feeling in some quarters that just as the Internet 

developed from a medium for collaboration among scientific re­

searchers to a powerful medium for everyone, particularly for busi­

nesses, the grid concept is about to take off and become a vehicle 

that transcends the scientific community and embraces the business 

community and the world at large. 

1 () L1. ~11 rn rn ::l r~, 
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In the earlier chapters of this book we described various types of 

virtual machines that have been implemented over the years. VLSI 

process technology progressed so rapidly in the last couple of 

decades that processing power became relatively inexpensive and 
this may have caused some of the classic types of virtual machines 

to temporarily fall out of favor. This chapter suggests that new prob­

lems and new organizations for information processing are likely to 

cause resurgence in interest in such virtual machines. We focused 

our attention in this chapter on three applications. Security con­

cerns in modern computing systems of all kinds are making head­

lines almost every day. The potential of virtual machines in protect­

ing systems, both large mainframes and small portable devices, can­

not be ignored. We have demonstrated examples of use of virtual 

machines in combating various types of security problems. 

The use of virtual machine technology in the migration of whole 

computing environments from one hardware platform to another is 

proving to be of great importance in enterprise computing, where 

applications often run continuously for large periods of time, and 

where such migration may be necessitated due to hardware fail­

ures, power considerations, load balancing, or system upgrades. 

We have also seen how virtualization techniques extend to the 

emerging concept of grid computing. Indeed, virtuali.zation and vir­

tual machine technology are poised for pervasive deployment in fu­

ture computing systems of all types. 

Previous chapter Next chapter 

< Chapter 9: Multiprocessor Appendix A: Real 
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Appendix A 

Real Machines 

Many virtual machines present an interface essentially identical 

to that of some desired real machine. Furthermore, all virtual 

machines are implemented on top of some real machine; virtual re­

sources are ultimately realized with real resources. In order to fully 

understand virtual machines, therefore, it is important to under­

stand the major components of a typical computer system, including 

their interfaces and the corresponding resources that are managed 

through the interfaces. This appendix outlines the major computer 

system components, with emphasis on the ones most relevant to vir­

tual machine implementations. 

The discussion will begin with an overview of the three primary 

computer system hardware components: processors, memory, and I/ 

0. Then we will discuss instruction set architecture (ISA) features 

and the ways in which the ISA can be used both to perform compu­

tation and to manage the hardware resources. Next, the organiza­

tion of an operating system is described, with emphasis on manag­

ing system resources. We follow this "vi.th a discussion of the impor­

tant aspects of multiprocessor systems. Finally, two specific ISAs, the 

PowerPC ISA and the Intel IA-32 ISA, are summarized; these two 

ISAs are used in examples throughout the book. 

Over the years, many different computer architectures have been 

defined. As they have evolved, they have tended to take on similar 

characteristics, although there are still some significant variations 

among the architectures prevalent today. It is not practical to dis­

cuss all these variations here (or to cover them all in the book). We 

instead consider only typical architecture features that are relevant 
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miliarity with operating systems and the general concept of instruc­

tion set architectures (ISAs). 

A.1 Computer System Hardware 

Figure A.1 illustrates a computer system typical of what one would 

find in a desktop system. Multiprocessor server organizations are 

overviewed in Section A.7. Both types of systems are composed of 

processor(s), memory, and I/0 subsystems containing both high- and 

low-speed buses. The following subsections describe each of the 

three major components. 

Processor 

Interface 

Controller 

LAN 

Memory 

Controller 

LocaJ Bus 

Interface 

High-Speed 110 Bus 

Controller Expansion 
Frame 
Buffer 

8 
Hard Drives 

Low-Speed l/0 Bus 
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CD ROM 

ii!-,ii4@j• System Organization. 

A.1.1 Processors 

Processors fetch and execute instructions held in memory. The vari­

ous types of instructions and their operation are described in 

Section A.2. In this section, we briefly outline the more important 

types of processor microarchitectures. 

Figure A.2a illustrates a simple in-order pipeline, where instructions 

pass through a series of stages as they are executed. The pipeline es­

sentially performs its operations in assembly-line fashion. This al­

lows multiple instructions to be in the pipeline at the same time, 

though at most one instruction is in each pipeline stage at any given 

time. In Figure A.2a instructions pass through the pipeline in their 

natural, architected program sequence (i.e., "in order"). They are 

first fetched and decoded. Then, when the input operands of in­

structions are ready, they are read either from registers or from 

memory, and the instructions are executed. Finally, instruction re­

sults are written to registers or stored in memory. 

Some instructions depend on the results of preceding instructions; if 

the results are not ready as inputs when an instruction needs them, 

the pipeline must "stall" the instruction until the preceding instruc­

tion produces the result. If an instruction takes several cycles to pro­

duce its results, e.g., if it loads data from memory, then a following 

dependent instruction may suffer a number of stall cycles. It should 

be apparent that the sequence in which instructions appear and 

their data dependences influence the number of stalls and, there­

fore, overall pipeline performance. 

Many high-performance processors use a superscalar microarchi­

tecture, as shown in Figure A.2b. In a superscalar processor, more 

than one instruction can be fetched and decoded in the same clock 
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cycle. Thus, the peak instruction throughput is increased when com­

pared with the simple pipeline. After decoding, instructions are dis­

patched into an instruction issue buffer. From the issue buffer, in­

structions can issue and begin execution when their input operands 

are ready, without regard to the original program sequence; i.e. they 

can issue "out of order." This avoids many of the aforementioned 

pipeline stalls when instructions depend on preceding instructions. 

A third class of processors, illustrated in Figure A.Zc, can execute 

multiple instructions per cycle but only in the original compiled se­

quence. It is up to the compiler to arrange and combine multiple 

parallel (independent) instructions into a very long instruction 

word (VLIW). All the instructions in one VLIW issue before the next 

VLIW is considered for issuing. The in-order-VLIW approach simpli­

fies the instruction issue logic, compared to an out-of-order super­

scalar processor, but it puts the burden of finding and reordering 

groups of independent instructions on the compiler rather than the 

hardware as in superscalar out-of-order machines. 
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ij!:,ljQ¥f4 Three Processor Microarchitectures. (a) Simple pipeline; (b) superscalar pro­
cessor; (c) VLIW processor. 

A.1.2 Memory Systems 

The memory system of a modern computer consists of a combina­

tion of main memory and cache memories. The main memory is ex­

plicitly managed by the operating system, while cache memories are 

generally managed by hardware and hidden from software. 

Main Memory 

Memory systems are built primarily from random-access memory 

(RAM) chips, organized so that multiple bits can be accessed in par­

allel. Usually, at least a word (four bytes) is accessed, but often it is a 

larger quantity, i.e. a line of 32 to 128 bytes. In most modern proces­

sors, the smallest quantity of main memory that can be uniquely ad­

dressed is the byte, and if there are n real memory address bits, then 

the zn bytes form the real address space. Processor load and store in­

structions generate real addresses in a manner to be described in 

Section A.2.2. However, as seen in Figure A.3, all locations in the real 

address space do not necessarily correspond to RAM- some of the 

locations may correspond to addresses in a read-only memory 
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tKUMJ, ana some omers may not correspona to memory aaaresses 

at all. Of the addresses that do not correspond to memory locations, 

some may be reserved for 1/0 devices, as we will see later, and some 

may be unused, with no memory chips populating that region of the 

address space. 

n address lines 

, , , , , , , , 

, , 
I , 

______ , 

2n 

address 
space 

' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' \ 
' ' ' 

-----------· I I 
I I 

: uriused : 
I I 
I 
I 

RAM 

to VO 06vices 

@.-,ijj£i■ Real Address Space. A Real address space is often used/or addressing RAM or 
ROM. Parts of the real address space mey also be used for addressing 1/0 devices, or they mey 
be unused. 

Cache Memories 

The amount of main memory needed in modern processors is quite 

large, and, including the delay in the memory controller and buses, 
accessing a location in such large memories takes many tens or even 

a few hundreds of processor cycles. In order to reduce the observed 

latency of accessing main memory, smaller, faster memories, called 

cache memories, are employed for holding both instructions and 

data likely to be accessed in the near future. Cache memories are de­

signed around the principle of locality. This principle states that 

data or instructions that have been used recently are likely to be 

used again in the near future (temporal locality) or that data or in-
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structions in locations close to locations currently being accessed 

are likely to be accessed themselves in the near future (spatial local­

ity). 

A cache memory holds blocks (or lines) of data and instructions that 

correspond to recently accessed main memory locations. At any 

given time, the cache memory holds a small subset of all main mem­

ory lines. In order to determine which main memory lines are lo­

cated in a cache, the cache is designed to be associatively accessed­

each cache line has an associated tag that indicates the main mem­

ory locations (addresses) from which the cache line came. Figure A.4 

illustrates a fully associative cache, which is one of the easier cache 

implementations to understand (although not necessarily the easiest 

to build). In the fully associative cache, a memory address is first 

compared with all the cache tags to see if the contents of the ad­

dressed memory location are present in the cache. If there is a cache 

hit, the data or instructions are read from the cache and are imme­

diately available to the processor. If there is a cache miss, then the 

contents of the line must be fetched from memory and placed in the 

cache. To make room for the new line, some other line must be re­

placed, according to a replacement algorithm. Two commonly used 

replacement policies are least recently used (LRU) and first-in-first­

out (FIFO). Temporal locality is exploited by using such a replace­

ment algorithm, while spatial locality is exploited by the fact that a 

cache line typically holds more data items (e.g., words or bytes) than 

the one requested; that is, it contains data items that are in a block 

of contiguous locations adjoining or surrounding the accessed item. 

address 

tag offset 

tags 

I ~:! ·I .... -----~I~•--•• MEMORY 
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• data out 

1F;1•i1¥i• A Fully Associative Cache Memory. 

A.1.3 Input/Output Systems 

In Figure A.1, we saw a typical system with its complement of I/0 

devices along with a variety of interfaces to these devices. This is 

typical of desktop systems. In comparison, server systems typically 

have fewer types of devices, although there may be more devices of 

certain types (e.g., disks), and the devices in such systems are con­

nected using interconnections of much higher bandwidth. 

An 1/0 system consists of a number of buses that connect the proces­

sor and memory to the I/0 devices. These I/0 buses are often stan­

dardized, so third-party vendors can manufacture new devices that 

immediately attach to the system. An example is the PCI bus in desk­

top systems. Most devices interface to the bus through a controller, 

and typical devices include disks, tapes (which are becoming less 

common), monitors, keyboards, etc. The bus serves as the conduit 

through which devices (or their controllers) are addressed and 

given commands and through which data is transferred between 

the processor or memory and the I/0 devices. 

There are four ways in which 1/0 is organized on a typical system. 

These are illustrated in Figure A.5. Each organization requires the 

OS to invoke an 1/0 operation in a distinct way. 

■ In programmed 110, shown in Figure A .Sa, the OS issues an I/0 request over the 

I/0 bus and then polls the device controller until the request is satisfied. In 

general-purpose systems, this method is not commonly used because it ties up 

the processor while the I/0 operation is being performed. 

■ The second type of I/0 is interrupt-dr;ven J/0, shown in Figure A.Sb, in which 

the processor continues with some other task after issuing an I/0 request. An 
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interrupt from the 1/0 controller informs the OS about the status of the request, 

e.g., when it is finished. The granularity of control is still quite small: Every unit 

of data transferred between the controller and memory is controlled by the OS. 

1/0 Memory 1/0 Memory 

I Data I 
Data 

Control CPU 

Oat.a CPU 
Control 

(a) (b) 

VO Memory Memory 

Data 

OMA Data - Controller 1---

Data 
1/0 Control 

I 
CPU 

Control VO 

IOP CPU 

(c) (d) 

lil'1•ikii-W Different Types oflnput/0utput. (a) Programmed I/O; (b) interrupt-driven I/O; 
(c) DMA-managed l/0; (d) !OP-based 1/0. 

■ The third type, DMA-managed 1/0, shown in Figure A.Sc, improves on the 

performance of interrupt-driven VO by allowing the VO controller to access 

memory directly. The controller can use a series of bus transactions to move 

large blocks of data to or from an VO device and to interrupt the OS only when it 

completes the entire task. This I/0 method is very commonly used for devices 

that transfer blocks of data, such as disks. 

■ The final type of VO is a more sophisticated DMA-managed VO method that uses 

1/0 processors (IOPs), often referred to as channels in mainframe computers (see 

Figure A.5d). An TOP is a special processor that can execute software on its own 

and can therefore manage complex VO transactions. The IOP gets its instructions 

from a program in memory set up by the OS. The OS and the IOP communicate 

through main memory. The IOP can buffer transactions for various devices and 

bundle them to make the best utilization of the available I/0 resources. 

Special-Purpose 
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memory space, a special-purpose register, general-purpose registers, and floating-point regis­
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A.2 The User ISA: Computation 

The architecture of a processor, in its basic form, typically defines a 

set of storage resources, e.g., registers and memory, and a set of in­

structions that transform data held in the registers and memory. 

The definition of the storage resources and the instructions that ma­

nipulate data are documented in the instruction set architecture 

(ISA) of the processor. In order to ensure software compatibility be­

tween various implementations of the ISA, it is necessary that the 

description of an instruction be detailed enough to specify the exact 

operations that must occur as a result of executing the instruction. 

The key elements of the architected storage visible to a user pro­

gram are illustrated in Figure A.6. The user memory is the bulk of 

storage, yet it is the registers that are important for performing 

computation. The register state is more varied, both in format and 

function, than the memory. 

A.2.1 Register Architecture 
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m ryp1ca1 appucauons me registers mat are pnmaruy usea are tne 

general-purpose registers and a few of the special-purpose registers. 

The use of other special-purpose registers or specially typed regis­

ters, such as the floating-point registers, varies with the nature of 

the application. 

General-Purpose Registers 

These registers are often referred to as "working" registers. They 

are commonly used to hold operands for instructions. They are also 

used as temporary storage for intermediate values of complex oper­

ations and for frequently used constants or addresses. General­

purpose registers often hold different types of values. For example, 

the contents of a general-purpose register may be a Boolean vari­

able, a character variable, a string of characters, a halfword, a 32-bit 

integer, a 64-bit integer, or an address in memory. Occasionally a 

general-purpose register may have a special function, for example, 

as a stack pointer. 

Typed Registers 

It is often convenient to provide separate registers for special types 

of operations. For example, the PowerPC provides separate registers 

used as operands only for floating-point operations and are hence 

called floating-point registers. The IA-32 ISA provides a register type 

for holding pointers to segments of memory. Using multiple register 

types allows the hardware to be implemented more cleanly, with op­
erands being located close to the functional units that perform the 

operation. However, in some cases, it can make the compiler 

writer's job more difficult because it requires keeping track of the 

register types that hold certain data items, and it may occasionally 

require movement of a data item to get it into the right register type. 

Special-Purpose Registers 

ThP mn._t imnnrt;;mt nfthP'-P i._ thP nrnP-r;;im rmmtPr (P('). OthPr 
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special-purpose registers include condition code registers, stack 

pointers, link registers, and loop count registers. Special-purpose 

registers often tend to be used implicitly by certain instructions; 

they may not be explicitly specified as operands in the instructions 

that manipulate them. This is often the case with link registers used 

by procedure branches or jumps. As another example, the Intel 

IA-32 ISA has a single register, EFLAGS, that holds implicitly set con­

dition code bits along with a number of other status bits. 
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OxF FFFF FFFF FFFF 

Not available 
to user 

Ox80000000 

User VlrlUII 
apace Add'"8 

Segment 1 
Space 

OXOOOO 0000 oxoooooooo SegmentO r----..__ -

oxo 0000 0000 0000 

(a) (b) 

@:11148,J;I Memory Architecture as Seen by the User. (a) L inear addressing in MIPS R-
serzes; egmented addressing in PowerPC. 

A.2.2 Memory Architecture 

From the perspective of application programs, the logical memory 

architecture is fairly straightforward. In some ISAs, main memory 

appears as a single linear address space. In other ISAs, main mem­

ory appears as a set of segments pointed to by typed segment regis­

ters containing their base addresses. The Intel IA-32, for example, is 

architected as a set of segments, though an OS is able to make it ap­

pear as a single linear space by placing identical values in the seg­

ment registers (as is done in both Windows and UNIX). The IA-32 

memory architecture is summarized in Section A.8.2. 
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An example of a linear address space is the user-mode address 

space (kuseg), as defined in the MIPS 32-bit ISA and shown in Figure 

A.7a. The 2GB (231bytes) user space starts at address zero, 0x0000 

0000, and extends to address 0x7FFF FFFF. An address will typically 

be contained in a 32-bit register. The contents of such a register will 

be a valid address only if the high-order bit is 0. Any attempt to ac­

cess memory with any other address causes an Address Error excep­
tion. 

The PowerPC, on the other hand, divides the user address space into 

segments that each contain 256MB (228 bytes), as shown in Figure 

A.7b. The architecture allows an application to address a large num­

ber of segments, even though at any one time only a small number 

are directly accessible. In the 32-bit addressing mode, only 16 seg­

ments are visible to the program. These 16 segments are pointed to 

by segment registers SR0-SR15. The segments that are currently 

visible form a contiguous 32-bit effective address space, with the 

high-order 4 bits of an address indicating the segment register asso­

ciated with the address. Each segment register points to a 256MB 

segment contained in a very large 252-byte address space called the 

virtual address space. 

For management and protection, memory can be divided into re­

gions. Typically, the granularity of a management/protection region 

is a page, containing a power-of-2 number of bytes; 4KB, for exam­

ple. Within a user's address space, different pages may be marked 

as having different access privileges, e.g., some combination of read, 

write, and execute privileges. The application program is usually 

not concerned about the exact page size, however; it becomes aware 

of the page size only, for example, when a sequence of accesses 

crosses from a page where accesses are valid to one that disallows 

such an access. 

A.2.3 User Instructions 
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Instructions are the means for transforming data held in registers 

and memory. Table A.1 gives examples of various types of instruc­

tions. Instructions are usually classified according to the resources, 

specifically the storage elements and functional units, involved in 

their operation. Thus integer and logical operations generally in­

volve the manipulation of general-purpose registers using integer 

arithmetic and logical units (ALUs); memory instructions involve 

main memory; and floating-point instructions involve floating-point 

registers and floating-point units. Besides these, there is a class of in­

structions that affect the flow of control of the program rather than 

the contents of data resources: the branch and jump instructions. 

TABLE A.1 Example User Instructions 

Memory Instructions Integer Instructions Floating-Point Instructions Branch Instructions 

load byte add add single branch 
load word compare logical multiply double branch if negative 
store byte exclusive-OR multiply-add double branch and link 
store multiple count leading zeros convert to integer jump to subroutine 
load double rotate left with carry compare double return 
..... ····· . .... ..... 
..... ..... . .... . .... 

Memory Load and Memory Store Instructions 

These instructions cause the movement of data from a register to 

memory (a store operation) or from memory to a register (a load op­

eration). The memory location involved is specified in the instruc­

tion by means of its address. The address itself is a value derived 

from adding the contents of one or more registers specified in the 

instruction. Sometimes an immediate field (constant) in the instruc­

tion may be used in addition to register operands. The value thus 

computed is the address as seen by the user, often referred to as the 

virtual address, the logi.cal address, or the effective address. An ad­

dress in a segmented memory may be split into a portion that speci­

fies the desired segment and a portion that specifies the desired off­

set within that segment. 
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Integer Arithmetic, Logical, and Shift Instructions 

These instructions perform basic operations on integer or general­

purpose registers. In some of the older c1sc1 ISAs, an arithmetic, 

logical, or shift instruction may use a memory location as one (or 
more) of its operands. In this case the processor needs to perform an 

implicit memory load before performing the specified integer oper­

ation and/or an implicit memory store afterward. Most modern 

ISAs, especially RISCZ ISAs, separate the process of loading an oper­

and from memory from the process of performing the actual arith­

metic, logical, or shift operation. 

Floating-Point Instructions 

These instructions perform floating-point operations. The operands 

of the instructions are generally, but not necessarily, held in typed 

registers called floating-point registers. In the Intel IA-32 instruction 

set, the floating-point registers are arranged as a stack, and most 
floating-point instructions refer to the registers only implicitly via 

the floating-point stack pointer. The principal difference from inte­

ger instructions is that the values in the registers are interpreted to 

be in a specified floating-point format. The standard format is the 

IEEE floating-point format, which specifies not only the encoding of 

floating-point data but also the acceptable results of operations per­

formed on floating-point data. 

Branch and Jump Instructions 

While the previous categories of instructions change the contents of 

the data-holding resources within the processor, branch and jump 

instructions simply change the flow of control. In stored-program 

machines, this change is accomplished by changing the PC, thereby 

changing the memory location from where the next instruction is to 

be fetched. Conditional branches test values in registers and branch 
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based on the outcome. The register to be checked can be a general­

purpose register or a special condition code register set as a side ef­

fect of executing other instructions. ISAs also include jump instruc­

tions, which are similar to branches, except they transfer control 

unconditionall~ and are often used for transferring control to a log­

ically different piece of code from the current one (e.g., to a subrou­

tine or procedure). The targets of jump instructions are sometimes 

not known at compile time; hence jumps can take place indirectly 

through the contents of a register. Some jumps have the side effect 

of saving the location (PC value) of the instruction immediately fol­

lowing the jump in a link register. If a procedure is invoked using 

one of these jump and link instructions, a procedure return can be 

implemented as an indirect jump to the PC value saved in the link 

register. 

A.3 The System ISA: Resource 
Management 

While the user portion of the ISA is primarily for getting computa­

tional work done, the system part of the ISA is for management of 

system resources. The operating system receives requests for access­

ing or altering resources and services them according to its own 

well-defined resource-management polices. The system ISA contains 

the actual mechanisms by which the OS communicates with the un­

derlying hardware in order to carry out its requested services and 

resource-management decisions. 

A.3.1 Privilege Levels 

A modern processor can simultaneously support multiple applica­

tions or processes, each of which has access to system resources, in­

cluding real main memory, secondary memory, and other parts of 

the I/0 system. Even though many user programs may be operating 
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on me macnme at tne same nme, tne use or resources ny any user 

program should not be seen or affected by the use of the same or 

other resources by any other program, unless it explicitly grants this 

permission to the other program. This protection is made possible 

by the operating system, which also ensures that resources are allo­

cated fairly among all user programs. 

To do this, the operating system must enjoy certain privileges not 

normally extended to a user program. These privileges typically in­

volve the allocation, accessing, and altering of physical resources 

within the system. Special privileges to system resources are permit­

ted by defining modes of operation in the ISA. Certain resources can 

be made accessible in one mode and not in the others. Usually an 

ISA specifies at least two modes of operation, a system mode, in 

which all resources are accessible to software, and a user mode, in 

which only certain restricted resources are accessible. System mode 

is sometimes referred to as supervisor mode, kernel mode, or privi­

leged mode. 

Many operating systems (including UNIX and its derivatives) rely on 

only two privilege levels. On the other hand, the Intel IA-32 ISA sup­

ports up to four levels, shown in Figure A.8. Both Windows and 

Linux, when implemented on an IA-32, use only the innermost level, 

level 0, for the OS and level 3 for user applications. 

II.. \ 
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iifapiJN~• Privilege Rings in a System. (a) Simple systems have two levels of privilege. (b) 
Inte 's IA-32 allows four rings, with the operating system kernel executing in the innermost 
leve~ level 0, and user applications executing in level 3. 

At any point in time the mode of operation is part of the system 

state, stored in a small special register or as part of a larger special 

register. When there are only two privilege levels in a system, the 

encoding of the mode requires just one bit. Modification of the 

mode bit(s) must be tightly controlled so that a user process cannot 

arbitrarily change the mode and thereby extend its privileges at 

will. A controlled change of the privilege level, for example, to per­

form I/O, is typically effected either explicitly via a system call in­

struction or implicitly through a trap. A system call instruction 

transfers control (changes the PC) to a special location specified by 

the ISA, and the OS is designed so that this location is part of the OS's 

code region. In addition to the control transfer, the privilege is auto­

matically changed to system mode. 

Some ISAs include instructions that behave differently depending 

on the current privilege level. For example, an instruction that mod­

ifies a privileged resource could be designed to perform no opera­

tion (act as a no-op instruction) if the processor is in the user mode. 

Thus a prohibited operation cannot be performed by the user. As de­

scribed in Chapter 8. however, such instructions are problematic 

from the point of view of implementation of virtual machines; it is 

preferable for the hardware to transfer control of such illegal in­

structions to the operating system via a trap so that the OS can then 

take appropriate action. 

In the following sections we briefly describe those parts of the archi­

tected state visible only to the more highly privileged operating sys­

tem and then provide more detailed discussion of the way instruc­

tions in the system ISA are used for managing privileged hardware 

resources. 

A. o n C't---•-- -n--=-•-- A --L.!•--•----
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Most ISAs include special registers to assist with the task of manag­

ing hardware resources. These registers are sometimes given only 

secondary importance because they are not exposed to the applica­

tion and because the compiler usually does not use them. However, 

they are very important in system-level virtual machine implemen­

tations, because they often are the source of some of the thorniest 

problems that arise in the implementation of such VMs. Some of the 

more important registers are shown in Table A.2. 

System Clock Register 

This register records the number of clock ticks that have elapsed 

from the last time the register was reset to zero. A clock tick may be 

measured either in time (milliseconds) or in processor clock cycles. 

TABLE A.2 Typical System Registers 

System Registers Enmples in PowerPC Enmples in IA-32 

System clock register Time base register Model specific; time-stamp counter in 
newer models; clock in 1/0 s~tem io 
older models 

Trap and interrupt register Data storage interrupt register Kone, indir~ through interrupt 
Interrupt save/restore reg.ister 1tble 

Trap and interrupt mask register ~1achine state register Interrupt enable flag in EFLAGS register 

Translation table pointers Storage d~ription register Page directory base address (control 
Address space register register 3) 

Trap and Interrupt Registers 

These registers record information about the occurrence of traps 

and interrupts so that trap or interrupt-handling code can take the 

appropriate action. Typically, for each trap or interrupt condition, 

there is a corresponding bit in the register that is set when the trap 

or interrupt occurs. 

Trap and Interrupt Mask Registers 
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There are situations when the processor should not be interrupted, 

for example, when another interrupt is already being handled. 

Interrupts are typically categorized into ordered classes, an inter­

rupt belonging to a higher class having priority over an interrupt 

belonging to a lower class. At any given point in an execution the 

mask register specifies those classes of interrupts that will be ig­

nored. Similarly, software may wish to ignore certain trap condi­

tions, and the trap mask register indicates which should be masked 

off. 

Translation Table Pointers 

The mappings of logical pages and memory segments to real mem­

ory are usually kept in memory resident tables, and the locations of 

these tables are pointed to by page and/or segment table pointer 

registers. Because the page/segment table pointer registers are used 

for managing hardware resources, access to them must be con­

trolled. While in all cases the writing of these registers must be lim­

ited to the OS, in many cases user-privilege processes must be pre­

vented from reading these registers as well. For example, reading a 

page table pointer register may reveal properties of other processes, 

and this can potentially contribute to security leaks. Also, as dis­

cussed in Chapter 8, reading resource-related registers in user 

mode is problematic when constructing system virtual machines. 

A.3.3 ISA Support for Managing the Processor 
Resource 

The processor is perhaps the most important system resource, and, 

like the other hardware resources. its use is managed by the operat­

ing system. The ISA support required for doing this, however, is 

minimal. First, the operating system must be able to give control to 

a user process. This is done via a system-return instruction that 

causes the transfer of control (a jump) to the desired point in the 
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user program and a privilege-mode change to user mode. Second, to 

make sure that it will eventually get back control from the proces­

sor, the operating system can set an interval timer so that when the 

time interval elapses, there will be an interrupt that returns control 

to the OS (interrupts are described in more detail in Section A.3.6). 

The interval timer may be an architected counter, i.e., one of the 

system registers that can be read or written in system mode. Or it 

may be built into the 1/0 system and can be read or written in a 

manner similar to the way an I/0 device would be accessed (Section 

A.3.5). Control is also given back to the operating system when a 

user process executes a system-call instruction or when there is a 

trap or interrupt. 

Hence, the only ISA features needed for managing the processor re­

source are system-call and return instructions and an interrupting 

interval timer, along with a mechanism for setting it. Other traps 

and interrupts are not necessary for managing the processor re­

source; rather, they are mechanisms by which the operating system 

can be put into a privileged state where it can deal with other 

resource-management conditions. 

A.3.4 ISA Support for Managing the Memory 
Resource 

By far, the most extensive part of the system ISA is memory related. 

The memory architecture includes relatively elaborate data struc­

tures (page and/or segment tables) for keeping track of the usage of 

memory, along with mechanisms for manipulating the data struc­

tures. The key issue is that there is a limited amount of real memory 

that must be allocated to a number of programs, each of which has 
an (often larger) architected amount of logical memory. In general, 

this means that the real memory must be shared, and most of the 

time a given process cannot be given as much real memory as the 

size of its logical address space would allow. 
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The system ISA also provides a way of protecting the memory in use 

by one program from the others. That is, the ISA must be able to 

limit the access of a program to only those parts of memory to 

which it has been granted permission by the OS, whether to read it, 

write it, or execute instructions held in it. These mechanisms can 

also be used to protect a program from itself, in a sense. For exam­

ple, parts of memory that hold instructions can be protected from 

being accidentally overwritten by a store instruction due to a pro­

gram bug. 

Logical Memory 
of Program 1 

Logical Memory 
of Program 2 

Real 
Memory 

Backing 
Store 

!Fjljjf$1 Logical-to-Real Memory Mapping. Some regions of memory are mapped to 
rea memory; others reside on a backing store, usually a disk. 

Figure A.9 illustrates the way real memory resources can be allo­

cated to two programs, each with its own logical memory space. 
<"---- ---•-=-- .... .-.S:---1.... ..... s: .. 1.... ..... -------- 1....--·- ----1 ------- ..... 11 ..... .-. ............ ..J 
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to them, and other portions do not. Some of the portions of logical 

memory that are not assigned real memory have their contents held 

in a backing store, usually a disk. Other portions of the logical mem­

ory may be unused. The operating system keeps track of the por­

tions of the logical memory space in main memory and in a backing 

store. The OS moves memory contents back and forth between real 

memory and the backing store based on its own internal memory­

management policies. Thus, a particular real memory location could 

represent different logical memory locations at different points in 

time. 

With this approach, program memory has become a virtualized re­

source. The user process can directly address memory resources 

that are defined by its own logical address space. However, this logi­

cal address space represents only a virtual view of memory. The ac­

tual real memory resources are assigned in a very different manner. 

It is for this reason that such a system is called a virtual memory sys­

tem and that logical addresses are often referred to as virtual ad­

dresses. 

For assigning logical memory to real memory, the respective mem­

ory address spaces are normally divided into blocks. There are two 

general approaches for doing this. In one, the blocks are of arbitrary 

size and are called segments. In the other, the blocks are all of fixed 

size and are called pages. Managing the real memory is simplified if 

the basic elements for management have the same fixed size, so just 

about all ISAs today use paging. However, as we saw in Figure A.7b, 

some ISAs add segments on top of paging. When this is done, each 

segment is composed of some number of pages. 

When pages are used, a logical address can be interpreted as having 

two parts, a page number and an offset within the page. For exam­

ple, if 32-bit addresses and 4KB pages are used, then the low-order 

12 bits identify an offset within a page, and the upper 20 bits form 
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the page number. 

Page Tables 

To support logical-to-real memory mapping, a data structure known 

as the page table is used. An example page table that maps logical 

pages to real pages is shown in Figure A.10, with the page number 

of the virtual address used as an index into the table. Page table 

structures can get more complex, but the one shown is adequate for 

understanding the basic operations. Each entry in the table contains 

information about the real memory location of an accessed virtual 

page. When the virtual memory space is larger than the real mem­

ory space, as it often is, some of the virtual pages may not be 

mapped to real memory. Hence there is also a valid bit associated 

with each page entry to indicate whether or not the page is mapped. 

Note that the page table can also be used for data that is shared 

among multiple programs if the same real page is mapped into the 

virtual address spaces of the sharing programs. 

As suggested earlier, in Section A.2.2, it is usually possible to restrict 

the type of access to a location in memory given to an application 

program. The granularity at which such access protection is speci­

fied is generally the page, and hence each entry in the page table 

also stores access-protection information. These are the "prot'' fields 

in the page table of Figure A.10. The types of operations that can be 

performed on a page may be determined by a program's privilege 

level, e.g., whether it is in supervisor or user mode. The three types 

of accesses that are commonly controlled are read, write, and exe­

cute. Read and write accesses are checked during execution of load 

and store instructions, while execute accesses are checked when in­

structions are fetched for execution. One way of specifying the ac­

cess protection of a page is to provide three bits, each corresponding 

to the read, write, execute (R, W, E) privileges. Note that the access 

protection given to a page is not static. The same real page could 

have one set of protections when the machine is operating in the 
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user mode and a different set when operating in the system mode. 

virtual add'"8 

I virt page no. I off8et I 
I 

Page Table ;- V prot real page no. 

V prot real page no. 

' I - V prot real page no. I real page no. I offset page table pointer 

real address . . . 

V prot real page no. 

V prot real page no. 

Figure A.10 Page Table for Mapping a Linear Address Space. 

Translation Lookaside Buffers 

The page table is a relatively large structure and is generally held in 

main memory. In theory, the page table is consulted for every load, 

store, or instruction fetch. Actually doing so, however, would be 

very slow. To make memory accesses much faster, a small associa­

tive memory structure called a translation lookaside buffer (TLB) is 

used for caching recent address translations, as depicted in Figure 

A.11. The TLB is very much like the cache memory described in 

Section A.1.2 and similarly relies on the principle oflocality. When 

an address needs to be translated, the TLB is accessed by associa­

tively indexing it using the virtual page number of the logical ad­

dress. On a match, the table returns the real page number for the 

referenced logical page. As the principle of locality suggests, the 

number of distinct pages referenced is typically small and changes 

slowly during the execution of the program. Thus the size of the TLB 

need not be large, and access to the TLB can be relatively fast. Each 

entry in the TLB also contains the page-protection bits copied from 
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the page table. 

TL8 Page Table 

V Virtual Page # Prot Real Page II V Prot Real Page # 

V Virtual Page # Prot Real Page# V Prot Real Page# 

I \ 
V Virtual Page# Prot Real Page# V Prot Real Page# 

V Virtual Page ii Prot -P•~• ~ 
I Reali "°""'""'""' Associative lookup made 

V Prot Real Page# on this field using paJt of with offset within page to 
virtual address get real address 

Figure A.11 Structure of a Translation Lookaside Buffer (TLB). 

There are three possibilities when a page address is presented to the 

TLB. 

■ It matches a TLB entry, and the protection associated with the entry permits the 

type of access being requested; i.e. , there is a TLB hit. This is the common case, 

and the address is correctly translated to a real address. In many 

microarchitectures, a cache memory access proceeds in parallel with the TLB 

access, so there is little, if any, performance penalty due to the address translation 
process. 

■ It could match an entry in the TLB, but the protection bits do not allow the 

requested access type. In this case, an access exception is generated, and there is 

a trap to the operating system. 

■ There may be no entry with a matching virtual page number. This is referred to as 

a TLB miss. There are two reasons a reference can miss in the TLB. The first is 

that a mapping exists for the address in the page table but not in the TLB. The 

second reason is that the referenced page is not currently mapped to any page in 

real memory. In the first case, either the hardware or the operating system copies 

the mapping from the page table into the TLB, making room, if necessary, by 
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deleting some older TLB entry. In the second case, an addressing exception is 

generated, and there is a trap to the operating system. The operating system uses 

a page-replacement algorithm to replace one of the existing real pages in 

memmy with the requested page from the backing store. In doing so, it may have 

to rewrite the contents of the replaced page to the backing store if the page was 

modified while it was in real memory. 

Page Table and TLB Interaction 

Both the page table and the TLB are important parts of the address­

translation process, and their use involves the interaction between 

hardware and software. The actual architected interface between 

hardware and software may occur at either the page table or the 

TLB, depending on the ISA. If the TLB is defined in the ISA, then the 

actual implementation of the page table is done in software as part 

of the operating system. If the page table is defined as part of the 

ISA, then the TLB is part of the hardware implementation and is 

largely transparent to the software. In the latter case, occasionally 

the ISA may provide a "purge TLB" instruction that makes the TLB 

less than completely transparent. The two alternatives are shown in 

Table A.3. 

With an architected page table, the ISA defmes a specific method for 

mapping virtual addresses to real addresses as well as a specific for­

mat for each page table entry. The pag,e table itself usually resides in 

memory, and the page table pointer register indicates the base (first 

entry) of the page table. If an accessed virtual page is not present in 

the page table, i.e., if the valid bit is false, a page fault is generated 

and control is transferred to a special location defmed in the ISA 

that contains the routine to handle the fault (part of the OS). The ISA 

also specifies where the system should save information regarding 

the accessed page. For example, the address that caused the fault 

may be placed in a special ISA-defined control register. 

TABLE A.3 Architected TLB Versus Architected Page Table 

I Architected TLB Archittctcd Page Table 
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TI..B entry formal Defined in ISA Left to hardware implementation 

TLB configurarion Defined in JSA Left to hardware implementation 

Page table entry format Left to OS implementation Defined in ISA 

Page table configuration Le.ft to OS implementation Defined in ISA 

Miss in TI..B Causes TLB fault to OS Hardware accesses page table 

Miss in page table Detected byTLB fault-handling software Causes page fault 

New entry in TLB Made by OS Made by hardware 

New entry in page table Made by OS Made by OS 

With an architected TLB, the ISA defines the specific method format 

for TLB entries as well as the size and access method. The page table 

is part of the OS implementation. The hardware implementation is 

unaware of the page table's presence. There are special instructions 

in the ISA that allow the operating system to read and write TLB en­

tries. If an address is not in the TLB, then the hardware undertakes 

an action similar to a page fault; i.e., it saves the faulting address in 

a special control register and traps to an ISA-defined memory loca­

tion. The operating system checks its page table, accesses the page 

from secondary storage if necessary, and, when the page is present 

in real memory, updates the TLB with relevant information. 

For a more detailed description of address translation issues, the in­

terested reader is referred to an article by Jacob and Mudg~(1998)_. 

A.3.5 Managing Input/Output Resources 

Typically, the part of an ISA dealing with 1/0 is relatively small. 

Because of the wide variety of 1/0 devices and relatively infrequent 

1/0 management operations, it is more appropriate to deal with the 

specifics of I/0 in software, particularly in the OS software. The ISA 

needs to provide only a mechanism for addressing 1/0 devices and 

to transfer information to and from the devices. 

Some ISAs have explicit 1/0 instructions. These instructions usually 

have a form similar to load and store instructions, but the addresses 

are completely separate from main memorv addresses. The address 
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indicates a specific device (or a register that is part of the device 

controller). The execution of an I/0 instruction causes signals leav­

ing the processor to be activated in a pattern that corresponds to the 

address and/or data values of the 1/0 instruction. The system de­

signer is responsible for using these signals to connect 1/0 devices 

(e.g., through a bus) and to inform an OS programmer of the 1/0 sig­

naling conventions. The IBM System/360 and its successors, as well 

as the Intel IA-32, are examples of computers that provide such 1/0 

instructions in their ISAs. 

Many recent processors incorporate another form of 1/0, called 

memory-mapped I/0, sometimes in addition to I/0 instructions. With 

memory-mapped I/0, a specific region of the real memory address 

space is reserved for accessing I/0 devices (see Figure A.3). These ad­

dresses do not correspond to real memory locations; rather, loads 

and stores directed to these addresses are interpreted by the mem­

ory controller as commands sent to an 1/0 device. Different 

memory-mapped locations are used for sending commands to dif­

ferent devices and for different types of requests to the same device. 

In order to protect I/0 resources in general-purpose computer sys­

temsj I/0 instructions are usually privileged and can only be in­

voked by the operating system. Similarly, with memory-mapped 1/0, 

the real memory addresses used for I/0 are never mapped to user­

accessible pages, so only the OS has aocess to them. Because 1/0 op­

erations are only available to the OS, user programs invoke OS calls 

that first check to make sure the user program should be able to 

make the requested access and then use 1/0 instructions to complete 

the request. 

Finally, interrupts are a part of most 1/0 architectures. They are 

used by the I/0 system to get the attention of the OS by forcing a 

transfer of control into OS interrupt handler code. The I/0 system 

may interrupt the OS when it is finished with some requested I/0 
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that requires attention. Interrupts are discussed in more detail in 

the next subsection. 

A.3.6 Traps and Interrupts 

Traps and interrupts are an important mechanism for transferring 

control to the operating system when events needing special atten­

tion occur. Because they often involve changing the privilege mode 

and crossing protection boundaries, they are an important consider­

ation in virtual machine implementations. 

A trap is a transfer of control that occurs as a side effect of an in­

struction's execution. Traps are generally triggered by an exception 

condition, which is typically an unusual condition detected during 

the execution of an instruction. Examples of exception conditions 

include arithmetic overflows, page faults, violations of memory­

access privileges, and illegal or unimplemented opcodes. The ISA 

usually specifies the exception conditions associated with each in­

struction. 

Interrupts occur due to conditions unrelated to the execution of a 

specific instruction. Interrupts are caused by events occurring exter­

nal to the process currently executing. Examples of such external 

events include I/0 interrupts, which occur due to events outside the 

processor, and timer interrupts, which signal the end of a time in­

terval specified by the operating system. 

As described in Section A.3.2, the ISA generally provides a mecha­

nism for disabling certain traps or classes of traps. The usual way to 

accomplish this is through the use of bits held in a mask register. 

Not all traps can be disabled, however. For example, it makes little 

logical sense to disable a page fault, and hence there is usually no 

mask bit associated with a page fault. Also, some traps may be dis­

abled in user mode. For example, an application may not want any 
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special action to be taken if some arithmetic operation causes an 

overflow. Other traps, for example, a trap to indicate a memory­

access violation, may be masked only in system mode. Often two dif­

ferent mask registers are used, one of which can be written only in 

supervisor mode and the other which can be written in any mode. 

If an exception condition occurs, the corresponding trap bit held in 

the trap control register is set. If the mask bit corresponding to this 

trap is set, the trap is disabled and hence no special action is taken. 

If the mask bit is not set, a sequence of events follows. 

1. Instruction execution temporarily ceases and the processor places itself in a 

"precise" state with respect to the trapping instruction: 

■ All instructions prior to the trapping instruction are completed and make all their 

specified register and memory modifications. 

■ Depending on the specification in the ISA, the instruction causing the exception 

either completes, as in the case of overflow exceptions, or does not cause any 

change of state, as int.he case of page faults . 

■ None of the instructions following the trapping instructions modify the process 

state (registers or memory) in any way. 

2. After a precise state is achieved, the program counter of the executing program is 

saved in an ISA-specified location, either in a control register or in a special 

memory location. Some or all of the registers (both general-purpose and control 

registers) may also be saved by the hardware implementation. Modem RISC 

processors leave the job of saving registers to the trap- or interrupt-handling 

software. 

3. The processor is placed in a privileged mode and control is transferred to a 

memory location that is specified as part of the ISA. Ordinarily, this location is in 

the operating system, so at this point the OS gains control of the processor. 

4. The operating system saves any remaining critical parts of the state of the 

trapping process that have not already been saved by hardware, e.g. , the 

registers. 

5. The OS code at this point may directly handle the trap, or it may analyze the 

situation further in order to determine the address of the code that specifically 

handles the trapping condition. This trap-handling code may be OS code, or in 

some cases, as in arithmetic overflows, it may be user code. In those cases where 

the user process has defined a trap handler, the OS passes control back to the user 

trap handler. 

6. After trap handling has been completed, the OS (or user trap handler) restores the 
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process 's precise state, which had been saved earlier, and jumps back to the 

location in the user program that caused the exception. 

Constructing the precise state of the system at the time of the excep­

tion is a way of ensuring deterministic behavior of the program. 

This requirement, however, introduces significant complexity in 

most implementations of an ISA, including VM implementations. 

Some ISAs relax this requirement for certain types of exceptions. 

For example, the PowerPC does not require precise state to be pro­

duced in the case of floating-point exceptions under normal opera­

tion. For debugging purposes, however, it does provide a mode in 

which these exceptions are precisely reported. 

ISAs also provide instructions whose principal function is to give 

control to the operating system via a traplike mechanism. Like 

branches, such traps may sometimes be conditionally invoked. One 

important type of explicit trap is invoked by the system-call instruc­

tion. A system-call instruction is executed when a program needs 

some service from the operating system, e.g., an I/0 operation. The 

actions taken during a system-call-invoked trap are similar to those 

described earlier; the main additional feature is that the user may 

specify arguments and parameters in registers or in a block of mem­

ory so that the operating system knows exactly what service is re­

quested. This specification is not part of the ISA but part of the ap­

plication binary interface (ABI) of the system. 

Interrupts are treated in a manner similar to traps. The precise state 

of the processor must be produced in the case of an interrupt. 

However, because the interrupt is externally caused, there is some 

flexibility in an implementation regarding the exact point at which 

the currently running process is stopped and control returned to the 

operating system. 

Interrupts, like traps, can also be disabled through mask bits held in 

a special control register. Masking interrupts is useful because there 

are times when the system software is unable to cleanly handle the 
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interrupt condition. Such a situation arises, for example, when an­

other interrupt has just occurred and software is still in the process 

of handling it. Masks can also be used to help establish priorities of 

interrupt conditions; lower-priority interrupts can then be masked 

off by high-priority interrupts. As in the case of traps, certain inter­

rupts related to the real environment of the processor, such as a 

"power fail" interrupt or a "high-temperature" interrupt, are not 

maskable, for they need immediate attention. Most other interrupts 

related to I/0 are maskable. 

A.4 Operating System Organization 

Operating systems are complex pieces of software that are responsi­

ble for managing system resources and for handling requests from 

programs for services utilizing the resources. A typical OS is divided 

into major components that handle processor scheduling, memory 

management, and 1/0. Figure A.12 shows the major blocks of the 

Linux operating system with its various interfaces, including the 

system-call interface and the device-driver interface. The following 

subsections describe the ways an OS manages the major system re­

sources. 

A.4.1 Processor Management 

The operating system time-multiplexes a computer system's proces­

sor(s) among several processes that may be active in the system. It 

does this using a scheduling algorithm, often based on priorities, 

that determines which processes should run and for how long. The 

scheduler maintains a ready queue that holds information regard­

ing processes that are ready to run. When a processor becomes 

available, the scheduler selects a process from the ready queue, sets 

the interval timer according to the amount of time the scheduler de­

cides it should have, and jumps to the process. 
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If the application process generates an enabled trap condition or 

performs a system-call instruction, control is given back to the OS. 

Otherwise, the interval timer will expire, and there will be an inter­

rupt to the OS. In the event of a trap, the OS will invoke the appro­

priate trap handler (or may terminate the process). If there is a sys­

tem call or some other condition that requires service from the OS, 

e.g., an I/0 request or a page fault, the OS will set up the needed I/0 
operation and remove the process from the ready queue. When the 

service completes, e.g., when an 1/0 device completes its operation, 

an interrupt is generated, and the OS puts the process back on the 

ready queue. 

User Programs 
' ! 

I Libraries I 
User level 

----· -------------- ------------------
____ ... .. _____ _ 

---- ·--·--------------------------
Kernel Level ' 

I System-Call Interface I 

File Subsystem 
I Process Control Subsystem 1- -

! 
I Buffer Cache 

Character I Block 

Device Drivers 

! 
Kernel Level 

Hardware Level 

I 

Figure A.12 Linux Architecture. 
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A.4.2 Memory Management 

Memory Interprocess 
Management Communication 

Memory management involves the sharing of real memory among 
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the processes running on the system. The memory manager inter­

acts between the hardware and the user process via the page table 

and/or TLB, as described earlier, in Section A.3.4. When a process 

generates a page or TLB fault, the OS takes over and either updates 

the TLB from the page table if the TLB is architected or handles the 

fault by scheduling a disk 1/0 operation to the backing store in order 

to retrieve the page. In many cases, the OS also prefetches a number 

of adjacent pages and keeps them in a buffer cache in anticipation 

of their immediate need. 

The OS relies on the locality principle and attempts to give each run­

ning process those pages that are actively being used, also referred 

to as its working set. Good page-replacement algorithms, for exam­

ple variations of the least-recently-used (LRU) algorithm, help to 

control the number of page faults incurred by a process. 

A.4.3 Input/Output Management 

As noted earlier, an operating system abstracts most of the details of 

hardware devices and makes these I/0 devices accessible through 

well-defined interfaces. As shown in Figure A.13, there are really 

two major interfaces that come into play when an application in­

vokes an I/0 service. The service is invoked using a system call, 

which transfers control to the operating system. The operating sys­

tem itself uses an interface to a set of software routines that convert 

generic hardware requests into specific commands to hardware de­

vices. This layer is referred to as the device driver layer, and the in­

terface to this layer is through device driver calls. 

Applicatiorn 

system calls 
I I 

738 
12/23/2024, 2:51 PM 



Appendix A: Real Machines I Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609 ... 

37 of72 

Figure A.13 

Operating System 

driver calls 

physical memory and VO operations 

Hardware 

Interfaces Are Related to 1/0 Operation. 

The device driver approach is the common technique for conduct­

ing interactions between the operating system and a hardware de­

vice. The device driver takes care of device-specific aspects of per­

forming an 1/0 transaction. For example, when a file system uses a 

block-device interface to write to a disk, the device driver converts a 

device-independent request to appropriate requests specific to the 

type of disk controller chip that is physically attached to the system. 

These specific requests are then conveyed to the 1/0 device via I/0 

instructions or memory-mapped loads and stores. 

There are two types of device drivers in Linux, character device 

drivers and block device drivers. Character device drivers commu­

nicate directly with the user program, with no buffering in between. 

A terminal is an example of a character device driver; communica­
tion between the device driver and the hardware is performed a 

character at a time. In contrast, the communication between the 

driver and the hardware is at a much higher granularity in the case 

of block device drivers, like those for disks. In this case, user pro­

grams access information through an area reserved for the transfer 

of a block of data. 

A.5 The Operating System Interface 
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We now consider ways in which running processes request service 

or management functions from the operating system. To do this, we 

focus our attention on interfaces 2 and 3 depicted in FigYJ;:e 1.4 . 

Combined with the user-mode portion of the ISA, these two inter­

faces form the ABI and the APL The ABI is of most interest because 

it is the direct interface into the OS. However, the API is also of in­

terest because most user programs access the ABI only through calls 

to the libraries that make up an APL 

Many of the functions specified in an ABI involve the management 

of hardware resources by the operating system. As discussed earlier, 

entry into the operating system can occur either through traps and 

interrupts or through a system-call instruction. The abstraction of 

traps and interrupts in the ABI is commonly referred to as a signal, 

to be described in Section A.5.4. An example of a system call in the 

Linux operating system as it is invoked through an API is shown 

here: 

# i ncl ude <syscall. h> 
extern i nt syscall(int , . . . ); 
i nt f i l e_close(int f i ledescriptor) 
{ 

return syscall(SYS_cl ose , f il edescriptor); 
} 

The first argument in a system call is a unique identifying number. 

The Linux kernel uses this number as an index into a table of 

system-call entry points. Each entry in the table points to the loca­

tion where the specified system call resides in memory, along with 

the number of arguments that should be passed to it. The number of 

arguments supported by a system call in the ABI often depends on 

the ISA. On Intel's IA-32 architecture, for example, the number of 

hardware registers available limits the number of arguments to 

five, in addition to the first argument, which is the system-call num-
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ber. However, a register can point to data structures in main mem­

ory that hold additional argument-related information. Different 

system calls can be categorized by the nature of the hardware re­

source they manage. We next describe these categories along with 

some examples from the Linux operating system. 

A.5.1 Process-Management System Calls 

This class of system calls either helps create new processes, termi­

nate processes, or manage various aspects of processes running on 

the system. A Linux fork() system call, for example, creates a new 

process, called a child process, that is an exact copy of the parent 

process except for its identifying process ID number. An exec() sys­

tem call (or one of its several variations) is used to load and execute 

a program in the current virtual address space. So starting a new 

process generally involves a fork immediately followed by an exec. 

A process continues execution until it terminates either voluntarily, 

through an exit() system call, or involuntarily, by receiving a signal 

(to be discussed later). The parent process can determ.ine whether a 

child process has terminated using the waitO system call. Other 

process-related system calls include sleep(), which can be used by a 

process to voluntarily relinquish use of the processor for a specified 

time, or wakeup(), which supplies a signal to wake up a sleeping 

process. There are other system calls, such as setpriority() and 

getrusage(), that either set parameters of a process or provide in­

formation about the resources being used by the process. 

A.5.2 Memory-Management System Calls 

Each process is provided with its own virtual address space, which 

the OS manages. Even though the virtual address space belongs to 

the user process, the management of the space is largely controlled 

through the operating system. The user may request a block of 

memory, for example, by using the malloc() API routine, which em-
nlnuc, c,nnh1c,t,,-.,:,torl ,:,lcrnrithrnc, tn rn,:,lro nnt1rn11rn 11til17,:,t1nn n-ftho 
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address space. The malloc() call actually invokes a system call, 

sbrk(), to ensure that the size of the data region, also referred to as 

the heap, is sufficiently large to perform the allocation successfully. 

The user invokes another library routine, free(), which frees the re­

gion pointed to by an argument in the call. The user can also change 

the protections of a set of pages in its space using the mprotect() 

system call. For example, an application that wishes to protect itself 

from writing over a region of data could invoke mprotectO on the 

page containing the data and designate that page RO (read-only). 

Multiple processes that need to communicate with each other often 

do so by sharing sections of memory. System calls such as shrngetO 

allow a memory segment in the virtual address space of one process 

to be mapped in the virtual address space of another process. That 

is, both processes map the same memory regions in their page ta­

bles. 

A.5.3 Input/Output System Calls 

A program running under the control of an OS does not invoke the 

routines in the device driver directly; rather, it makes a device­

independent request such as open() or readO through a system-call 

interface. The separation of the responsibilities of the operating sys­

tem from the device driver, as shown in Figure A.13, enables the ad­

dition of new devices to a computer system without changing the 

operating system. 

User programs in Linux communicate with the kernel using generic 

file-system commands such as open(), read(), write(), and close(). 

The open() command associates a file descriptor with a device that 

has been installed in the system with a file-system name like /dev/ 

abc. A program called the Virtual Filesystem Switch registers the de­

vice and enables the mapping of the read() request, for example, 

with the appropriate routine in the device driver associated with / 
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dev/abc, as shown in Figure A.14. 

A.5.4 Signals: Abstracting Exception 
Conditions 

An ISA supports traps and interrupts, as described earlier. In Linux 

and other UNIX systems, these are made available to a process via a 

set of signals that are delivered asynchronously to an application 

through signal handlers. Default signal handlers defined by the sys­

tem take some default action on receipt of a signal. The default ac­

tion may stop the process, may terminate the process, perhaps with 

the generation of a core (memory) dump, or may ignore the signal. 

However, the application program can override the default action 

through the use of the sigvecO system call. If the application pro­

gram decides to take specific action, it invokes a signal handler, 

which specifies the action. Almost any signal can be ignored by the 

process. The only exceptions are the SIGSTOP and SIGKILL signals­

these signals provide a way for the user or the system to stop or ter­

minate a runaway process. 

User Programs 

system calls 
fd=0pen("/dev/abc",O RDWR.O); read(fd.ouLdata.8); write(fd,out_data.8); 

Virtual Filesystem Switch 
linux kernel 

devl~ drlv&r routlnu abc_open() 

- • • • • • ➔ Hardware 
indicates data now 

Figure A.14 Linux 1/0 Programming Interface. 

There are two ways in which a signal gets posted to a process. It may 

be due to a hardware trap or interrupt, or it may be generated in 

software by another process, for example, through the killO system 

call. Like hardware interrupts, signals may be masked by a process. 
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If a signal arrives and it is in the masked set, it gets recorded in a list 

of pending signals, but no action is taken until the signal is un­

masked. A signal can be added to the masked list using the sig­

block() system call, while the entire set of masks can be set together 

using the sigsetmask() system call. Normal execution is resumed af­

ter a signal has been handled by using the sigreturnO system call. 

A.6 System Initialization 

An often-overlooked aspect of an ISA is system initialization, begin­

ning with power-up or system reset to the point at which an applica­

tion program is ready to run. However, this is an important aspect 

to be considered in the design of system virtual machines, because 

these exact operations have to be reproduced whenever a new guest 

system VM is brought to life by a host. 

The term used to describe the process of initializing the system is 

bootstrapping (the system lifts itself up by its bootstraps). 

Bootstrapping involves a series of actions, each action bringing to 

life a capability that allows the next action to be performed, until 

eventually the entire system is brought to life. The process of boot­

strapping is a highly privileged operation because it involves the ini­

tialization of many important resources in the system. Here is a 

brief chronology of the actions that take place during a system ini­

tialization. 

1. A processor "reset" is activated through a pin or a signal that enters the 

processor. 

2. Some of the architected resources are loaded with ISA-defined initial values. For 

example, 

■ The program counter is set to an initial value, e.g. , all zeros. 

■ Control registers are set to initial values so that initial program execution can 

proceed; for example, all traps and interrupts wi ll be masked off. 

■ Page translation is turned off. (It will be turned on as part of the software 

initialization process.) 
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addresses to memory locations are computed using values in registers, registers 
have to be loaded in order to gain addressability to memory. 

3. Instruction fetch begins at the initial location stored in the program counter. This 

location usually contains a hardwired set of instructions. Typically these 

instructions are in a block ofread-only memory referred to as the boot ROM. The 

code contained in the boot ROM is small and is just sufficient to initialize a boot 

device from which more code can be brought in. This device may be a tape 

reader or a floppy disk or the first track of a h.ard drive. 

4. Initializing code is brought in from the boot device and executed. The execution 

of this code allows other critical aspects of the system to be initialized. For 

example, the keyboard and monitor are enabled. This code is also able to access 

larger storage areas, most importantly, a hard drive ( or other device) that contains 

the operating system. 

5. The operating system is loaded, and control is transferred to it. 

6. The operating system initializes various internal tables, turns on page mapping, 

locates other 1/0 devices by activating the I/0 buses, performs a cursory check of 

the file system, and prompts the user to log in. 

7. The system is now ready for running an application program. 

Some interesting aspects of the boot process follow. 

■ It is becoming common to initialize network connectivity early in the process of 

bootstrapping so that the rest of the initialization proceeds using data and code 

from a remote system. 

■ With increases in ROM density, many of the functions that were loaded from 

floppy disks or CD-RO Ms can be accommodated in the boot ROM. 

■ Many systems also perform a self-test early in the bootstrapping process to 

ensure that critical hardware elements are functioning properly. 

A.7 Multiprocessor Architecture 

Computers are generally capable of handling multiple processes si­

multaneously. Uniprocessors achieve this through a technique 

called multiprogramming. In multiprogramming, only one process 

runs on the processor at a specific point in time. The appearance of 

parallel execution of processes is achieved by running each process 

for a maximum period of time, typically around 10 msec. At the end 

of this "time slice," the processor state is saved in memory, and the 

context of another process is brought into the processor's registers. 
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Thus there is a performance degradation of a process due to this 

sharing of resources with other processes, though this degradation 

can be reduced by scheduling the context switch at points in the 

computation where the process would have to wait for some exter­

nal event such as I/0. Figure A.15a shows the multiplexing of pro­

cesses in a conventional uniprocessor multiprogrammed system 

with a single hardware processor and operating system. The multi­

ple user processes run on the same OS, which time-multiplexes the 

processor and other hardware resources among these processes. 

Multiprocessors, on the other hand, employ multiple processors to 

achieve parallel execution of processes. The multiplicity of program 

counters, hardware registers, execution units, caches, and some­

times even memory are used to handle multiple processes. If each 

process is designed to run on a single processor, there is no degrada­

tion of performance of the process as a result of executing other 

processes on the other processors. However, there are programs 

that are designed in such a way that the multiple processes running 

on the different processors need to communicate with each other, 

for example, to share data values or to signal events. The perfor­

mance of the program is often determined by the efficiency of im­

plementation of this communication. 

Process 1 I Process 2 I Process 31 Process 1 I Process 3 

OS 

Machine 

(a) 

Process 11 I Process 12 I Process 13 I Process 11 I Process 13 

0S1 

Machine 1 

I Process 21 I Process 22 Process 21 J Process 22 
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0S2 

Machine 2 

(b) 

Figure A.15 Comparison of Activity over Time in a Multiprogrammed System and a 
Clustered Multiprocessing System. (a) In multiprogramming, several tasks or processes run­
ning under a single operating system are multiplexed in time. (b) In multiprocessing, the pro­
cesses are distributed among multiple processors; however, the number of operating systems 
cannot exceed the number of processors. 

Further parallelism in execution can be obtained by implementing 

multiprogramming on each of the processors of a multiprocessor 

system, as shown in Figure A.1Sb. The figure illustrates the case 

where an operating system and its application processes are dedi­

cated to a specific processor in the multiprocessing system. It is also 

possible to design the multiprocessor with just one operating system 

that controls the allocation of processes to processors. In this case, a 

process may run on one processor at one time and on another at an­

other time. 

Historically, many systems have been designed around a single pro­

cessor, and such uniprocessor systems remain an important system 

class. Today, however, multiprocessors are in widespread use as 

servers and are well on their way to becoming commonplace for 

high-end desktop computing. For server implementations, multipro­

cessor systems with large main memories, disk systems, and high­

bandwidth network facilities provide important economies of scale 

as well as improved opportunities for balancing resources among a 

large number of simultaneously active application programs. 

System software employs systemwide data structures for managing 

processor, memory, and communication resources. When an appli­

cation thread is initiated, system so:fu.vare assigns it resources from 

the pool of available processors, and, as it runs, system software 

provides it with memory, disk, and communication resources. 

A.7.1 Types of multiprocessing 

There are two main paradigms for supporting multiprocessing: clus-
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tered computing and shared-memory multiprocessing. In many 

server environments, e.g., Web or database servers, the individual 

application processes are often independent of each other. This type 

of workload works well on clustered systems, where the hardware 

associated with each processor, including the memory and some­

times the disks, is separated from the hardware of other processors 

on the system. System software in this case typically consists of dif­

ferent copies of an operating system running on each processor, as 

shown in Figure A.15b. 

There are other multiprocessor applications where a single program 

actually consists of a number of closely cooperating parallel pro­

cesses. Many scientific and engineering applications are multi­
threaded in this way, as are compute-intensive commercial applica­

tions such as data mining. Many other commercial database applica­

tions also are structured with multiple processes sharing data, and 

they are best implemented on a multiprocessor system with a single 

operating system. The operating system manages the memory in the 

system as one large structure shared symmetrically among all the 

processors and hence the name shared-memory processing, or SMP. 

The shared memory acts like a bulletin board and may be used ei­

ther to pass data values from one process in the system to another 

or to signal the occurrence of an event to other processors that may 

be waiting for that event to occur. Reliable management of this com­

munication of data and events needs special synchronization primi­

tives to be supported by the ISA. The two types of multiprocessor 

systems are illustrated in Figure A.16. 

There also are systems that are hybrids of the clustered and shared­

memory forms of multiprocessing. For example, distributed shared 

memory (DSM) systems are implemented like clustered systems but 

are capable of supporting a single operating system image across 

the multiple processors. It is hard to achieve as low a latency of 

communication on such a system as on a shared-memory system. A 
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ent hardware and software techniques have been proposed to im­

prove or hide the communication latency. But this form of comput­

ing did not gain popularity, possibly because of the high sensitivity 

of the performance of applications to the way the algorithms are 

written and data structures are laid out in memory. 

p 

M 

(a) 

p 

Networlc connection 
for passing messages 

1/0 M 1/0 

(b) 

p p p 

M VO 

(c) 

Figure A.16 Comparison of Uniprocessor and T\'Vo Common Multiprocessor Systems. (a) 
Uniprocessor; (b) message-passing multiprocessor system; (c) shared-memory multiprocessor 
system (P = processor, M = memory). 

On the other hand, a different type of hybrid appears to be emerg­

ing as an important player-SMP clusters. Many server systems to­

day are clusters of nodes, where each node itself is a small shared­

memory multiprocessor. Communication between processors in a 

node is through shared memory, while communication between 

nodes is through messages. Unlike the distributed shared-memory 

paradigm, there is no effort made in hardware to improve the com­

munication latency between nodes; consequently, operating systems 

are not expected to span multiple nodes in an SMP cluster. 

A. 7 .2 Clustered Systems 

The most common form of cluster is simply a network of computers. 

Users access the cluster through terminals. Terminals may be simply 

devices that allow the user to type in r,equests and receive informa­

tion to be disolaved on a screen. More commonlv. terminals are 
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complete workstations or PCs comprising processors, memory, 

disks, and peripherals. When connected to a network, the terminal 

can access data located at other nodes in the network. The network 

itself may be spread over a large area or may be quite compact, with 

high-speed interconnections. A degree of isolation is achieved on a 

cluster by the fact that applications generally run on the processor 

at a local node and cannot easily be affected by applications run­
ning on other nodes in the network. 

Besides the terminal nodes just described, the network in a cluster 

typically also has various types of servers attached to it. We have al­

ready seen the need for file servers that are repositories of data for 

users of a cluster. There can also be Web servers, which are nodes 

that serve as access points to the World Wide Web, mail servers, 

which are nodes that provide mail services, acting as a repository 

for new and old mail, and print servers, which service printing jobs 

from other nodes. 

Clustering is also common in very large server systems. Here each 

node in a cluster may be a large shared-memory multiprocessing 

system, for example, a 32-way (processor) or 64-way system. 

Multiple nodes of this type are interconnected by a fast, high­

bandwidth, optical network, as shown in Figure A.17. In the largest 

of such systems, the high-bandwidth interconnection may be a 

switch rather than a bus. Examples of such clusters are the IBM 

Parallel Sysplex system for the mainframes (Nick et al. 1997) or the 

HP Superdome Hyperplex system (Charlu 1999). Originally these 

systems provided a solution to expand beyond the capabilities of a 

single box. Their attractive features include a suite of software sys­

tem management tools that allow workload balancing and graceful 

degradation from failures. Additionally, communication routines 

are provided to enable an application to use resources associated 

with multiple nodes in a cluster. 
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ii!:1•Jiil'IJ! Typical Large Database Cluster. The coupling facility provides hardware sup­
port or sync ronization and coherence between nodes of the cluster. The system timer en­
sures that the clocks on all nodes are synchronized. The data storage, typically on large disks, 
is shared between nodes and accessed through a high-bandwidth fiber-optic switcft 

p p p p p p p p p 

M 1/0 M 1/0 M VO 

Ethernet connection 

Keyboard and monitor connections 

To keyboard To monitor 

!ll;1•ii4iltt■ A Cluster of SMP Nodes. Beowulf clusters are typically built using inexpen­
sive off-t e-shelftower-type desktop computers connected together through Ethernet and 
sharing a single monitor and keyboard for the use of the system administrator. 

The availability of inexpensive commodity uniprocessor systems 

has led to various architectures that combine commodity compo­

nents to build inexpensive multiprocessor systems. The nodes in 

some cluster systems, such as the Beovvulf cluster systems (Ridge et 

al. 1997), are off-the-shelf uniprocessor or small-scale SMP system 

boxes with off-the-shelf disks, connected together through commod-
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ny networKs sucn as 1uuMn1sec unernet ana runmng an mexpen­

sive (or free) operating system such as Linux (see Figure A.18). A 

denser form of the Beowulf cluster, called the blade server, is rapidly 

gaining popularity. Blade servers essentially sacrifice I/0 expand­

ability, eliminate the monitor, keyboard, case, and power supply of 

desktop boxes, and put the uniprocessor or SMP subsystem in a thin 

package called a blade. These blades are then slid into standard 

racks, where a backplane provides the Ethernet connection and 

other wiring as well as power. 

From a programming point of view, the distinction between shared­

memory and clustered types of multiprocessor systems arises from 

the way processes communicate with each other. In shared-memory 

systems, two processes communicate by writing to or reading from 

memory locations accessible to both. In clustered systems, processes 

communicate by sending messages, and hence they are also re­

ferred to as message-passing multiprocessor systems. Unlike a 

shared-memory system, a clustered system presents more of a chal­

lenge to an application programmer. In both cases, the programmer 

is required to organize and partition a program into threads of com­

putation, each to be executed on a different processor. In the cluster 

case, the programmer is also responsible for the task of synchroniz­

ing the computation using messages passed between the threads. 

Clustered systems would not have gained as much popularity as 

they have were it not for the software tools and libraries that have 

been introduced to help develop applications for such systems. 

Message passing has been recognized as a technique applicable to 

both closely coupled clusters and more loosely coupled distributed 
multiprocessor systems. This has led to the development of standard 

interfaces that allow a programmer to abstract the communication 

between processors in both types of environments. One of the more 

widely used interfaces of this type is the message-passing interface 

(MPI) (Pacheco 1996), which specifies a set of library routines that 

enable processes to communicate with each other and to exchange 

data. Portability of applications between systems that implement 
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MPI is one of the biggest strengths of the interface. 

A.7.3 Evolution of Shared-Memory Systems 

Many commercial applications benefit from having a shared­

memory paradigm rather than a clustered design. The shared­

memory paradigm is more convenient to reason with and to write 

programs for, but the hardware needed to support these systems is 

more complex and specialized as compared to those for message­

passing systems. The complexity in hardware arises from the need 

to maintain coherence in memory locations, especially in modern 

memory hierarchies, where memory elements can reside at various 

levels of cache. Message-passing systems avoid this complexity by 

shifting this responsibility to the application programmer or to li­

brary routines. 

The ease of programming shared-memory systems, along with inno­

vative hardware techniques, has led to the development of larger 

and larger SMP systems over the last decade. Today, we find large 

shared-memory multiprocessor systems having 128 or more proces­

sors. 

The ISA of most processors today includes special conventions for 

the access of shared-memory locations. As with all aspects of an ISA, 

these conventions represent a contract between the programmer 

and an implementation of the ISA. A programmer writes a program 

assuming that accesses to variables shared among processors obey 

certain rules, while the hardware designer (the processor designer 

or the system designer) ensures that the rules used by the program­

mer are indeed guaranteed by the implementation. 

Memory Coherence Models 

Memory coherence refers to the visibility of a write to a given mem­

ory location by all other processors in the system. Ideally, one would 
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like the value written to a memory location to be instantaneously 

visible to all other processors, meaning that a subsequent read to 

that location by any other processor should see the new value. This 

"instantaneous" solution is impractical, however, because of the 

several layers in the memory hierarchy of most modern systems. So 

a more practical definition of coherence is adopted- memory coher­

ence is said to be implemented on a multiprocessor system if the or­

der of writes to a given location by one processor is maintained 

when observed by any other processor in the system. Notice that 

this definition gives flexibility to a hardware designer to delay the 

observation of changes made by one processor on the other proces­

sors. Over the years, there have been several implementation proto­

cols developed to facilitate coherence. These protocols are largely 

implementation alternatives and are typically not part of an ISA 

specification. 

Consider the example of Figure A.19. Assume that processors 1 and 

2 both have write-through caches. When each processor writes to lo­

cation 50, it does so to a cached version of location 50. As a result, a 

read following a write will reflect the value in the cached version of 

location 50. Because the caches are write-through, the value gets 

written out to memory, though it takes longer for processor 2's write 

request to reach the memory. In the meantime, the cached value in 

processor 2 is evicted. When the value of location 50 is requested 
the next time, both processors get value 1. After a sufficiently long 

time, when processor Z's write reaches memory and neither proces­

sor has a cached copy of location 50, both processors read value 2 

from memory. Thus, assuming a starting value of 0, processor 1 sees 

a transition from O to 1 to 2 in location 50, while processor 2 sees the 

transition from O to 2 to 1 to 2 for the same location. This is a viola­

tion of the memory coherence rule because it would never be possi­

ble for processor 1 to see the 0-2-1-2 order of values observed for 

processor 2. We note here that such a situation would not have oc­

curred either on a multiprogrammed system or on a multiprocessor 
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system having instantaneous access to memory-models that most 

programmers are comfortable working with 

There are several ways to avoid such memory coherence violations. 

One way is to ensure that when a value is written to the cache of a 

processor, copies of that location cached in all other processors are 

invalidated and, additionally, to ensure that any read request by a 

processor is satisfied from a cache that has the most recent valid 

copy, if the memory itself has not yet received the valid copy. The 

reader is referred to Culler and Singh (1999) for a study of various 

cache coherence protocols that have been designed to ensure mem­

ory coherence. 

P1ooessor 2 requests 

Processor ~•s wnte 
LocatJon 50 gets reques1 arrives at 

evieted from 
Processor 2 reads Processor 2's Processor 2 memory 

a write of value 2 in value 2 lrom cached cache reads value 1 Location 50 reads value 2 
Processor 2 

location 50 version of loca1ion SO from location 50 evicted from from location 50 

Processor 2's cache 
I 

I I 

Processor 1 requGSts Processor 1 reacls Proeesso, 1 Proeessot 1 
a wnte QI v81ve 1 v11lue 1 from cach9Q Processor 1 ·6 raa~ valve 1 Location 50 1\18<1$ v11lve z 

In location 50 version of location SO wnte request from location 50 evicted from from location 50 
arrives at memory Processor 1·s cache 

Wli•iifii:.i Violation of Memory Coherence. The bottom part of the figure shows a write 
/oliowe1$1fu!ee reads of location 50 by processor 1, while the top part shows the same se­
quence for processor 2. The shaded region indicates the time when the memory contains 
value 1, while the hatched region indicates the time when it contains value 2. Note that the 
values read from the caches are different from the values in memory. The sequence of values 
returned for processor 1 due to reads is 0-1-1-2, while that returned for processor 2 is 0-2-
1-2. 

Memory Consistency Models 

Memory consistency characterizes the order in which accesses by 

one processor to different locations in memory are observed by an­

other processor. This is in contrast to memory coherence, which 

deals with the order of writes to a single location by a processor. 

Memory consistency concerns itself not only with accesses to differ­

ent locations but with both types of accesses, reads, and writes. In 

general, the more constraining the consistency rules are, the easier 

it is for a programmer to develop and debug a program but the 
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harder it is for a hardware designer to produce a high-performance 

implementation of the processor. An implementation that forces all 

processors to wait until a written value is visible to all processors in 

the system provides a maximum level of consistency but is uninter­

esting because of its high overhead. The frequent, and long, waits 

would negate a lot of the parallelism benefits expected from execut­

ing the application on such a multiprocessor system. 

The sequential consistency model, described first by Leslie Lamport 

(1979t is an elegant and natural model. A multiprocessor system 

maintains sequential consistency if the set of observable memory 

access orderings made by a multithreaded program is a subset of 

the observable orderings when the program is run on a multipro­

grammed uniprocessor system. It is a natural definition, and it is re­

strictive but still flexible enough to allow the exploitation of most of 

the benefits from multiprocessing. Even in a multiprogrammed exe­

cution of a multithreaded program, the set of observable access or­

derings is large, with the variation in ordering arising from the vari­

ation of points in time that context switches occur and the variation 

in allocation of waiting threads to the processor. This is illustrated 

in Figure A.20. 

We will simply state here, without proof, that a sufficient condition 

for sequential consistency in a multiprocessor system is the follow­

ing: For every pair of accesses to memory by any one processor, the 

first access in program order is observed by all other processors be­

fore the second access is observed. Any implementation that satis­

fies this condition guarantees sequential consistency in the system. 

Processor designers are always looking for ways to improve the 

single-thread performance in their implementations. Modern super­

scalar implementations attempt to increase throughput by perform­

ing independent operations in the instruction stream in an order 

that may be different from the original program order. Sequential 

consistency can get in the way of designing fast uniprocessor imple-
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mentations. The general philosophy in these implementations is that 

programmers generally know the exact points in their programs 

where they would like ordering preserved, and hence it is not neces­

sary to force an implementation to maintain sequential consistency 

always. Let us now examine some possible relaxations. 

When a pair of memory accesses is made by a processor, various 

conditions in the hardware, specifically the latency of completing 

these accesses, may cause the second operation to appear to occur 

before the first. This potential violation of pair order is referred to 

as a hazard. There are four kinds of possible hazards. 

■ A read-read (RR) hazard: This means that if there are two reads that occur in 

program order, the second read is seen to occur after the first read. One would 

assume that when there are no intervening writes, such a reordering of reads 

should not pose any problem. This is indeed the case with single-threaded 

programs. However, in multithreaded programs on a multiprocessor system, 

there is the possibility that a processor accessing one of these locations for 

writing causes the values read to be different from the values read in an 

alternative implementation that forces a read-to-read ordering. 

■ A write-read (WR) hazard: This refers to a reordering of memory accesses 

such that a read occurs before a write, even though program order requires the 

read to be after the write. A processor is always designed to avoid such a hazard 

when the locations addressed by the write and read operations are identical. 

Initial state: A• 0; B • 0 

Processor I 

Processor l 

Write A • 1 

Read B 
(a) 

Sets A to 1 Reads B (value 0) 

A•O 
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Procassor2 
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Sets 8 to 1 Roads A (valU9 I ) 

(b) 

Sots A to 1 Roads B lvaluo 11 
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B•O Bs1 

Proeessor 2 Sets a 10 1 Reads A (value 11 

(c) 

Pr009SSOI' 1 

Sets A to 1 Reads B (value 1J S@®nt1a1 COns.steney; ctH 3 

A :1 

B • 1 

Processor 2 Sets B lo 1 Fl.eads A (value 1) 

(d) 

Processor 1 

Sets A to 1 Reads 8 (veiue 1) S uentlel Consi$1e 

AsO A: 1 

8=0 B = 1 

(o) 

Figure A.20 Sequential Consistency. If the program shown in (a) were executed in a multi­
programmed environment, the only possible results are those shown in (b) through (e). Hence 
any sequentially consistent system must produce one of these results. In particular, it is im­
possible for the values read to both be O at the end of these sequences. 

■ A read-write (RW) hazard: This occurs when a write occurs before a read, 

even though program order requires the write to be after the read. 

■ A write-write (WW) hazard: Such a hazard occurs when two writes are 

performed in an order opposite to what was required in the program. Once again, 

correct execution on a single thread ensures that such a hazard cannot take place 

when the two referenced locations are identical. 

An ISA that disallows all four types of hazards in any of its imple­

mentations is said to support a strong consistency model. Most pro­

cessor ISAs specify consistency rules that are weaker than such a 

strong model. Both the IBM System/390 and the IA-32 processors 

originally specified one such relaxed ordering rule, referred to to­

day as processor consistency. This rule allows the relaxation of the 

WR ordering; i.e., it permits operands of an instruction to be fetched 

even before the result of a previous instruction is written all the 

way to memory. In the absence of such a relaxation, pipelining of 

operations in a processor would be seriously hampered because in­

structions would not be allowed to start access of operands even 

when these operands are independent of the values written by im-
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mediately preceding instructions. 

Figure A.21 illustrates how a multiprocessor system implementing a 

processor consistency model can produce results that are not possi­

ble if the system followed the sequential consistency model. The 

program example is taken from Figure A.20. In the example, if both 

processors perform the reads before the writes, then it is possible 

for both processors to see old values simultaneously at the end of 

the program segment. On the other hand, as Figures A.20b through e 

illustrate, at least one of the processors must see a new value if the 

system implemented sequential consistency. 

With the advent of superscalar processors that decouple memory 
access from instruction execution, memory models began to specify 

even weaker consistency rules. For example, release consistency 

(Gharachorloo et al. 1990), which is now supported by many mod­

ern architectures, relaxes all memory-ordering requirements except 

for explicit synchronization operations. The responsibility for cor­

rectness in the execution of a multithreaded program is thus shifted 

completely to the programmer. Special instructions, called memory 

barrier instructions, are provided to allow the programmer or the 

compiler to impose ordering relationships wherever desired. 

Examples of memory barrier instructions include the MEMBAR in­

struction in Sun's SPARC architecture and SYNC in the PowerPC ar­

chitecture. Both of these ensure that the results of operations after 

the memory barrier are not seen before the results of operations 

that occur earlier than the memory barrier have been recorded. 

Thus, if a strict ordering is desired in the example in Figure A.21a, a 

memory barrier placed between the \o\'Tites and the reads would 

prevent the load instructions from being completed before the re­

sults of the store instructions have been recorded. 

Initial state: A• 0, 8 • 0 

Processor 1 

Write A• 1 

Processor 2 

Write 8 • 1 
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Keaa ti 

( 8 reads 0) 

Processor 1 

Reads 8 (value 0) 
out-of-order 

A•O 
B =O 

Processor 2 Reads A (value 0) Sets 8 10 1 
out-of-order 

Keaa A 

(A reads 0) 

(a) 

Sets A to 1 

A = l 

(b) 

Figure A.21 Sample Program to Illustrate Processor Consistency. In processor consis­
tency, the reads are allowed to go ahead of preceding writes as long as they are not to the 
same location. If this occurs, the reads result in a value of O for both A and B. This combina­
tion is not one of the possibilities shown in Figures A.20b through e. 

A.8 Example Instruction Set 
Architectures 

Most of the examples in this book involve the use of either the 

Power PC ISA or the IA-32 ISA. Hence we will describe some of the 

salient characteristics of these two architectures in the rest of this 

appendix. 

A.8.1 PowerPC ISA 

The PowerPC architecture (IBM 1994) was defined as a joint effort 

by IBM, Apple, and Motorola in 1993. However, it was very closely 

derived from the earlier IBM POWER ISA. Currently PowerPC is 

used by IBM in its pSeries, eSeries, and iSeries lines of computers 

and by Apple in its Macintosh line. Versions of the Power PC archi­

tecture are also used in embedded systems developed by IBM and 

Motorola, in the game machines sold by Nintendo, in the Sony­

Toshiba-IBM (STI) Cell processor, and in the IBM BlueGene super­

computer. 

The Power PC ISA is an example of a RISC ISA. The original 32-bit ISA 

was extended to a 64-bit ISA because of the need to address larger 
rnPrnnriP~ ;:inn hPr;:in~P nfthP nPrfnrrn::inrP ;:inu;:int;:iO'P~ nf nnPr::itinO' 
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on larger units of data. We begin with a description of the state (reg­

isters and memory architecture) and then summarize the actual in­

struction set. 

Registers 

The PowerPC register set is illustrated in Figure A.22. There are 32 

general-purpose registers and 32 floating-point registers. The 

floating-point registers are 64 bits wide, while the general-purpose 

registers are 32 bits or 64 bits, depending on the version of the ar­

chitecture implemented. Both versions can be simultaneously sup­

ported in an implementation, in which case the physical registers 

are 64 bits wide, while only the lower 32 bits will be active when op­

erating in the 32-bit mode. 

General-Purpose 
Registers 

GPRO 

GPR1 

... 

... 

GPR31 

Floating-Point 
Registers 

FPRO 

FPA1 

... 
... 

FPR31 

Special-Purpose 
Registers 

Condition Register 

Link Register 

Count Register 

Machine Slate Register 

Save/Restore Register 1 

Save/Restore Register 2 

Fixed-Point Exception Register 

Floating Status/Control Register 

Storage Descriptor Register 

.......... 
Data Storage Int Status Register 

!,11~••fifi1'1'ft PowerPC Register Set. Shaded areas indicate registers that change size from 
32 its to 64 its when going to 64-bit mode. 

The main special-purpose registers used by an application are the 

link register and the count register, each 32 or 64 bits wide, depend­
ino- nn thP mnrlP ;mrl thP q?_-hit rnnniti nn rPo-ktPr nivirlPrl intn Pio-ht 
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independently addressable fields, one of which is set as a side effect 

of executing certain instructions. The fixed-point exception register 

contains fields set or used by fixed-point instructions, while the bits 

in floating-point status and control register allow the monitoring of 

certain conditions resulting from the execution of floating-point in­

structions. Both these registers contain "summary" bits that can be 

set implicitly by the execution of an instruction but must be reset 

explicitly. These bits provide summary information about whether a 

certain event occurred since they were last reset. 

The remaining registers are generally not used during the compila­

tion of a user program. These include a machine state register, MSR, 

which provides information about the current state of the machine, 

for example, whether it is in 32-bit mode or 64-bit mode, whether it 

is in privileged state, and whether address translation is on. There 

are two registers, SRR0 and SRRl, the machine state status and re­

store registers, respectively, that are used to save and restore infor­

mation on interrupts. Other special-purpose registers include the 

data storage interrupt status register, DSISR, which provides infor­

mation about the cause of storage and alignment interrupts, and a 

set of software-use registers SPGR0- 3., specially designated for use 

by the operating system. 

Memory Architecture 

The address used by a PowerPC application is generally called the ef 

fective address. The term virtual address refers to a larger flat ad­

dress space that includes the effective address spaces of all pro­

cesses active on the system. Finally, the term real address is used in 

the conventional way to mean locations in real memory. 

The PowerPC memory architecture implements segmentation, with 

segments that contain up to 228 bytes (256MB). Pages are 212 bytes 

(4KB) in size. The effective address space is 232 bytes in 32-bit mode 
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to either 232 bytes in 32-bit mode or 264 bytes in 64-bit mode. The 

virtual address space is much larger, up to 252 bytes in 32-bit mode 

or 280 bytes in 64-bit mode. 

4 16 12 

I SR I Page index I Byte offset I 32-bit 
effective address 

16 Segment 
Registers 

SRO-SR15 

VS/D 24 

40 12 

Virtual Page Number I Byte offset I 
52-bit 
virtual address 

Page Table TlB 

I 
i 20 12 

I Real Page Number I Byte offset I 32-bit 
real address 

Figure A.23 Address Translation in the 32-bit PowerPC ISA. 

In the 32-bit mode, there are 16 segment registers, SR0-15, that 
hold the locations in virtual memory of the 16 segments available in 

the effective address space. The top four bits of a 32-bit effective ad­

dress point to one of the segment registers, which contains the top 

24 bits of the segment address (refer to Figure A.23). This 24-bit vir­

tual segment ID (VSID) along with the 16-bit page index from the ef­

fective address forms a 40-bit virtual page number (VPN). The VPN 

is then converted to a real page number (RPN) by referring to the 

page table whose location in real memory is determined using the 

storage descriptor register, SDR1. 

The PowerPC has an architected page table; that is, the format of en­

tries in the page table is defined in the ISA. In order to make refer­

ences to the page table more efficient, the table is accessed associa­

tively via hashing. The VPN is hashed in two different ways to arrive 
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at two pointers, each of which points to an entry group (PTEG) con­

sisting of eight page table entries. A page fault occurs only if the re­

quired page cannot be found in either page table group. The proba­

bility of a page fault depends on various factors, including the hash­

ing function used, the number of PTEGs implemented, and refer­

ence characteristics of the application .. 

The PowerPC architecture does not mandate the use of a translation 

lookaside buffer. However, it does provide instructions to maintain 

a TLB if one is implemented (as it always will be, practically speak­

ing). ror example, the tlbie instruction can be used to invalidate an 

entry in the page table when an entry is replaced in the hashed page 

table. All entries in the TLB can be invalidated (flushed) simultane­

ously using a tibia instruction. 

In 64-bit mode, the effective number of segments supported is 236 

instead of 16. The mapping of an effective segment ID to a virtual 

segment ID is done by means of a segment table pointed to by a spe­

cial register called the address space register (ASR). Once again, in 

order to make accesses to this table more efficient, two hashed 

pointers are used to access two sets of segment table entry groups 

(STEGs), each set having eight segment table entries. A miss here 

causes a segment fault. A segment lookaside buffer (SLB) is used for 

avoiding a transJation on each reference. Instructions (slbie and 

slbia) are provided to invalidate a single SLB entry or the entire 

SLB. 

Instruction Set Summary 

PowerPC uses a RISC instruction set that has fixed 32-bit-width in­

structions. All storage operations are conducted through load and 

store instructions. Thus there are no instructions that perform arith­

metic or logical operations on the contents of memory. Any such op­

eration requires that the operand be brought in from memory into 

one of the registers before being manipulated. 
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The PowerPC divides the user instruction set into three groups: the 

branch processor instructions, the fixed-point processor instruc­

tions, and the floating-point processor instructions. 

The branch processor handles instructions that set or use the condi­

tion register, CR, or that change the flow of control modifying the 

program counter to deviate from the sequential execution of in­

structions. These latter instructions, the branch instructions, have 

one of the two following formats. 

b target Branch to target address obtained by adding the address of the current 
instruction with the 24-bii offset specified in the instruction. 

be cond, target Branch conditionally to target obtained by adding the address of the 
current instruction with the 14-bit offset specified in the instruction. 
The condition for branching is determined by condition register bit 
Bl and field BO in the instruction. 

A useful variant of the branch instruction is the branch-and-link in­

struction. When the LK bit in the branch instruction is set, it indi­

cates that a side effect of executing either the b or the be instruction 

is to place the address of the immediately following instruction into 

LR, the link register. This is a useful way of saving the return ad­

dress while branching to subroutines. 

bl 
bet 

target 
target 

Branch to target and save return address in link register. 
Conditionally branch and link to target. 

The branch processor includes instructions that allow various logi­

cal and transfer operations on individual bits or fields of the CR in­

struction. Another important instruction in the branch processor is 

the system-call instruction. 

SC Branch to a special location determined by the contents of tbe MSR. and 
save state information in SRRO and SRRl. The processor enters system 
mode after executing this instruction. 
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The fixed-point processor executes instructions that involve use of 

the general-purpose registers, GPR0-31. Load and store instruc­

tions use the general-purpose registers to specify the address of the 

memory location involved and hence also involve the fixed-point 

processor. Here are examples of load and store instructions. 

Id rt, d(ra) 

ldx rt, ra, rb 
lwz rt, d(ra) 

lwzx rt, ra, rb 

stw rt, d(ra) 

s-twx rt, ra, rb 

Load register rt with the contents of memory addressed by (ra) + d. 
The d field is treated as a signed quantity. 

Load register rt with the contents of memory addressed by (ra) + (rb). 

load lower 32 bits of register rt from contents of memory addressed by 
(ra) + d; zero out the upper 32 bits of register rt. 

Load lower 32 bits of register rt from contents of memory addressed by 
(ra) + (rb); zero out the upper- 32 bits of register rt. 

Store the 32 low-order bits of register rt in the memory location addressed 
by (ra) + d. The d field is treated as a signed quantity. 

Store the 32 low-order bits of register rt in the memory location addrCS$ed 
by (ra) + (rb ). 

The remaining fixed-point instructions are largely similar to those 

found in most RISC ISAs. The arithmetic and logical instructions op­

erate on operands, both of which may be in general-purpose regis­

ters, or one of which may be a constant defined in the instruction. 

Instructions are nondestructive-the result register may be differ­

ent from both operand registers. Examples follow. 

add rt, ra, rb Add the contents of ra and rb and! put the result in rt. 
sub[. rt, ra, rb Subtract the contents of ra from rb and put the result in rt. The dot in the 

mnemonic indicates that as a side effect of the instruction, bits in field 0 
(first four bits) of the condition register must be set according to whether 
the result is negative, zero, or overflowed. This is called a record-form 
imtruction.. because it sets the record bit in the instruction. 

Because branches are taken conditionally on the contents of the 

condition register, the compiler must either use a record form in­

struction or set any of the fields in the CR explicitly using a compare 

instruction. Here's an example. 
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cmpl 3, ra, rt> compare tne contents ot registers ra ana rt>, treaung tnem as uns1gnea 
integers, and set field 3 (bits 12-15) of the condition register according 
to whether ra is less than rb, Tb is less than ra, or both are identical. 

The Power PC also has a rich set of rotate and shift instructions. 

These instructions optionally perform a mask operation during the 

shift process, which allows a wide variety of common operations in 

compilers and interpreters to be performed in a single instruction. 

An example is the following instruction. 

rlwimi ra. rs, sh, 
mb,me 

rlwinm ra, rs, sh, 
mb, me 

Rotate the contents of rs let: by the amount specified in sh, and merge 
the masked pan into register ra. The part of ra that is changed is 
determined by a mask of l's extending from the mb position 
to the me position. 

Rotate the contents of rs left by the amount specified in sh, and use 
mask to extract a part of-::he rotated value to be transferred to ra. 

A.8.2 The Intel IA-32 ISA 

The IA-32 ISA (Intel 1999), informally known as the x86, descended 

from the Intel 8086 through the 286, 386, 486, and Pentium series. 

The 8086 started as a 16-bit microcontroller chip, primarily for use 

in embedded systems. An 8086 derivative, the 8088, was selected by 

IBM for the first PCs in 1981, and soon the x86 ISA evolved to a 32-

bit general-purpose architecture. Recently, it has been further ex­

tended to 64 bits. Currently the IA-32 is probably the most widely 

used general-purpose architecture, with applications ranging from 

laptops to desktops to servers. 

The IA-32 ISA is an example of a CISC ISA. The instruction set is 

more "cluttered" than "complex," there having been several instruc­

tions sets that are fundamentally more complex. The clutter comes 

from its evolutionary history and extensions, coupled with the need 

to maintain backward compatibility at each step. In this book we 

feature the 32-bit IA-32 architecture; the earlier 16-bit version of the 

ISA and the newer 64-bit version are not used in this book. Just as 
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tion of the state (registers and memory architecture) and then sum­

marize the actual instruction set. 

Registers 

The IA-32 register set is illustrated in Figure A.24. There are eight 

general-purpose registers, six segment registers, and a floating-point 
stack with eight elements. The general-purpose registers are 32 bits 

wide, the segment registers are 16 bits wide, and the elements of the 

floating-point stack are 80 bits wide. For executing 16-bit instruc­

tions, the low-order 16 bits of the general-purpose registers are 

used. Some of the general-purpose registers have the special uses 

for certain instructions, some of which are listed below. 

eax- Accumulator for operands and results 

ebx-Pointer to data held in the DS segment 

General-PurpoN Registers 

eax 
i------------1 ebx 

ecx 
-----------1 

edx 
1------------1 ebp 

esi 
1-----------cedi 
,__ ___ ____ esp 

Segment Registers 

~ 
ss 
ES 
FS 
GS 

Floating-Point Stack 

1-----------------1 ST(O) 
,__ ______________ ST(1) 

1-------------------1 ST(2) 
1-------------------1 ST(3) 
1-----------------1ST(4) 
1-------------------IST(S) 
1--------- --------1ST(6) ,.._ _____________ __,ST(7) 

1--"'--.,__ _ __,_.,.,__='-'--~CRO 
1-------,-...,....,,.----,-,------1 CR1 

ault linear add~ CR2 
i------::-:--e--ct':'"'ory--:-ba--s-e -,--,,r1 CR3 
,__ ___ i ___ es ___ e ___ rved _____ ___.......,CR4 

I flasis I EFLAGS 
interrupt descrlptor pointer I IOTA 

,__ ______ __,I EIP 

Figure A.24 IA-32 Register Set. Registers shown are for 32-bit protected-mode operation. 

ecx- Counter for string operations and loops 

edx- 1/0 pointer 
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operations 

edi-Pointer to data held in the ES segment; destination pointer for 

string operations 

esp-Stack pointer in the SS segment 

ebp-Pointer to data held in the stack 

The special-purpose registers consist of five control registers, CR0-

4, that contain a number of status and enable bits. For example, 

when a page fault occurs, CR2 is specified to hold the address caus­

ing the fault, while CR3 points to the page table. There are three 

other special-purpose registers, the EFLAGS, EIP, and IDTR registers. 

The EFLAGS register contains a number of status flags, including 

condition codes used by conditional branch instructions. The EIP is 

the program counter (referred to as the instruction pointer in Intel 

terminology). The IDTR, or the interrupt descriptor table register, 

points to a table in memory that holds interrupt vectors. 

Memory Architecture 

The IA-32 memory architecture (Figure A.ZS) is based on segments, 

somewhat similar to the PowerPC, but it is often used in a special 

configuration that presents a flat, linear model to software. The 

IA-32 ISA supports up to 64K segments, each of which can be up to 

4GB. The segments map into a single, contiguous 32-bit linear ad­

dress space (4GB), though at any given time only six of the segments 

can be addressed via six segment registers. 

Like the Power PC, a logical load or store address specifies one of the 

segment registers and an offset of up to 32 bits. Some instruction en­

codings can only specify one of the first four segments. The logical 

address points to a location in the linear 4GB address space. When 

the offset value is computed, typically by adding the contents of a 
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general-purpose register to a displacement value, the segment regis­

ter is not changed. This is in contrast to PowerPC, where the seg­

ment pointer is in the upper bits of the effective address and can be 

affected by address arithmetic. 

When used in its most general form, a segmented memory model 

can be constructed as shown in Figure A.25a. However, by setting all 

the segment registers to point to the base of the 32-bit linear address 

space, a simpler linear memory model can be constructed, as in 

Figure A.25b. It is this model that is used by most UNIX systems. 

Segment Registers 

cs 
OS 
ss 
ES 
FS 
GS 

-

-
-
-

(a) 

32, blt llnNr 
address space 

Code 
Segment 

Data 
Segment 

S1ack 
Segment 

Data 
Segment 

Data 
Segment 

Data 
Segment 

Segment Reglatars 

CS­
DS~ 
ss­
es ­
FS­
GS-

(bl 

32-blt ll,,_ 
address space 

iFj ii¥f.J.-M Virtual memory Models Supported by IA-32. (a) Segmented memory model; 
(b) at memory model The IA-32 also supports a real address model which is not shown. 

The linear address space is divided into 4KB pages, irrespective of 

the segments. The flat linear address space is then mapped onto a 

real memory that may have up to 4GB. As with the Power PC, the 

Intel IA-32 has an architected page table, and hence the format of 

entries in the page table is defined in the ISA. The page table is simi-
l::ir tn thi:> nni:> c::hntAm in J:'icn,ri:> /1 1 n hnt it rnnt::iinc:: h:Arn l i:,ui:,lc:: r::ithi:>r 
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than one. The 20-bit page number field of a virtual address is di­

vided into an upper 10-bit directory pointer and a lower 10-bit page 

pointer. The directory pointer points to an entry in a 1K page direc­

tory. Each directory pointer points to a separate lK entry page table, 

which is accessed using the lower 10-bit page pointer. The page di­

rectory is located at an address specified in CR3, which acts as the 

page directory base pointer. 

I Prefixes I ' ------·-·-- I 

Opcode ' Opcode 
I 

ModR/M s,e Displacement ' ' ' I 
I ----------- I 

Immediate 

Oto4 optional optional optional 0, 1,2,4 bytes 0, 1,2,4 bytes 

Figure A.26 General Format for IA-32 Instructions. 

Instruction Set Summary 

The IA-32 ISA has variable-length instructions, from one to fifteen 

bytes, although most of the commonly used instructions are rela­

tively short. Instruction operands, including instructions that per­

form common arithmetic, logical, or shift operations, may come 

from either registers or memory. This is in contrast to RISC instruc­

tion sets, where the only instructions that take operands from mem­

ory are the load and store instructions. 

Figure A.26 illustrates the general form of an IA-32 instruction. It 

consists of from zero to four prefix bytes. The prefix bytes indicate 

various special cases, for example, if there is repetition for string in­

structions and/or if there are overrides for addressing segments, ad­
dress sizes, and operand sizes. Following the prefix byte(s) (if any) is 

an opcode byte, which may be followed by a second opcode byte, de­

pending on the value of the first. Next comes an optional 

addressing-form specifier, Mod.RIM. It is present only for certain op­

codes and generally indicates an addressing mode and register. The 

SIB byte is present only for certain ModR/M encodings and indicates 

a base register, an index register, and a scale factor for the indexing. 

The variable-length displacement field is present only when certain 
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addressing modes are specified. The last field is a variable-length 

immediate operand, present only if required by the opcode. When 

needed, a segment register can be specified with some of the opcode 

bits or by the ModR/M byte. 

The IA-32 ISA divides the user instruction set into three major cate­

gories: integer instructions, floating-point instructions, and MMX 

(multimedia instructions). In this brief overview and in examples 

used in this book, we restrict ourselves primarily to the integer in­

structions. Within the category of integer instructions are jumps 

(both conditional and unconditional), load/store instructions, and a 

wide variety of ALU instructions. However, as we noted earlier, the 

ALU instructions can specify one or more memory operands, so, in 

effect, many of them also perform load/store operations. 

Jump instructions include all control transfer instructions, regard­

less of whether they are conditional or unconditional. The condi­

tional jumps test condition code bits that are held in the EFLAGS 

register. These bits are set as a side effect of many instructions. 

jmp 
jz 

jmp 

reg 
target 

target 

Jump indirect to the memory location held in reg. 
Jump conditionally to target if the zero-condition code bit in the 

EFLACS register is set to l. 

Jump unconditionally to target. 

Procedure calls and returns are performed using instructions that 

push and pop the return address to/from the stack, pointed to by 

esp. 

target 

ret 

Push the program counter of the next instruction onto the stack 
and jump to the target address. 

Pop the return address from the stack and jump. 

Load and store operations, when not combined with arithmetic or 

logical operations, are performed by move instructions. 
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mov 

mov 

reg I, disp(reg2) 

disp(regl ), reg2 

Load register regl with the contents of memory addressed by 
(reg2) + disp. The disp field is treated as a signed quantity. 

Store register reg2 into memory addressed by (regl) + <lisp. 
The disp field is treated as a signed quantity. 

Most of the ALU operations can take operands from a combination 

of registers and memory locations. Some representative examples 

follow. 

addl regl , disp(reg2) Add the contents of regl and the memory operand at address 
reg2 + <lisp. The result is placed in reg). Condition codes in the 
EFLAGS register are set according to the result. 

sub regl , immed Subtract the contents of the immediate value immed from regl and 
place the result in reg I. Condition codes in the EFLAGS register 
are set according to the result. 

xorl regl , reg2 Exclusive-OR the contents of regl and reg2 and place the result 
in regl. Condition codes in the EFLAGS register are set according 
to the result. 

1.. Complex-instruction-set computer. 

Z... Reduced-instruction-set computer. 

a. This distinction between branch and jump instructions is not universal. Some 

ISAs use only one of the two terms, and others interchange their meanings. 

Previous chapter 

< Chapter 10: Emerging Applications 
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DynamoRIO system, 132, 139, 152, 209, 210, 214 

See also RIO system 

Dynamo system, IS, 112. 119, 129, 152, 209, 214-218 

Edge profile, 161 

Emulation, 12 

basic, 305- 306 

binary translation and incremental predecoding, 55-62, 80, 82 

decode-and-dispatch interpreter, 30, 80, 81 
defined, 27 

direct threaded interpretation, 37- 38, 80, 81-82 

engine, 85, 281, 283 

exceptions. 86. 119- 128 

high-performance, 306-320 

incremental predecoding and translation, 55- 62 

indirect threaded interpretation, 80, 81 

manager (EM), 55, 58 

memory architecture, 102- 114 
operating system, 128- 133 

same-ISA, 63- 64 

staged, 116-119, 151- 153 

Emulators, 13- 15 

Environments, migration of computing, 521- 532 

Epilog side table, 205- 206 

Escape analysis, 317 

Event-driven modules, 511 
Exception, use of tenn, 119 

Exception emulation. 86 

ABI invisible, 120 

ABI visible, 119 
exception detection, 120-121 

interrupt handling, 121- 122 

precise guest state, determining, 122- 128 

Exceptions, precise, 277 
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Exceptions and errors, Java, 254-256 

execO, 141 

Execution engine, 281, 283 

Extrinsic compatibility, 88, 184 

Fault(s) 

containment, 480-481 

recovery from, 483-485 

Field count and information, Java, 259 

FIFO, coarse-grained, 138---139 

FIFO, fine-grained, 125, 138 

File limits, enforcing, 133 

Floating-point arithmetic, 74, 565 

Flush-when-full, 136-137 

Forth language, 29 

Fujitsu, PrimePower systems, 456 
Fully associative cache, 558---559 

Fully qualified name, 284 

Functional instructions, Java, 249- 250 

Fundamental Software Inc., FLEX-ES, 486 

FX!32 system, H, 15, 46-49, 88, 118, 141, 142- 145 

Garbage collection, 238- 240, 283, 294-295 

compacting, 297- 298 

copying, 299 

generational, 300 
incremental and concmrent, 300- 302 

mark-and-sweep, 296- 297 

optimizing, 320 

root set, 302- 303 

summary of, 303 

Generational garbage collectors, 300 

getrlimitO, 133 

Global memory, 243- 244, 282 

Globus project, 542- 543 

Grids 

access issues, 540-541 

characteristics of ideal, 539--542 

compared with virtual machines, 543-546 

computing model, evolution of, 537, 542- 543 

dependability, 539- 540 

evolution of, 535- 538 
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implementing, on virtual machine systems, 546- 551 
resource sharing, 541- 542, 544 

use of, 546-551 

Guard instructions, 311 
Guests, 10., 28 
improving performance, 419-422 

integration of, into host system environment, 140- 142 
memory image, 85 

precise guest state, determining, 122- 128 

state management, 375- 377 
virtualization with different host and, 485-496 
Handle pool, 298 
Handshaking, 420 
Hardware, computer, 554-561 

Hardware page table, 470 

Hashed copy scheme, 531 

Hazards, 597, 599 

Heap-allocated objects, 316-318 
Hewlett-Packard 

-Compaq Superdome servers, 464, 465 

Dynamo system, li, 112, 119, 129, 152, 209, 214-218, 515 

physical partitioning, 455-456 

High-level language virtual machine (HLL VM), 15- 17 

High-level language virtual machine, architecture 

common language interface, 267- 275 

ISA features, 275- 279 
Java, 241- 261 

object-oriented, 228- 241 
Pascal P-code, 225-228 
platforms, 261- 267 

role of, 222- 225 
High-level language virtual machine, implementation 

class loader, 284-286 
components, 281- 284 
emulation, basic, 305- 306 

emulation, high-perfonnance, 306--320 
emulation/execution engine, 85, 281, 283 
garbage collection, 238-240, 283, 294-303 

memory, 281- 282 

native interface, 259- 261, 283, 304-305 
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security, 286-294 
Hitachi, logical partitioning, 458 

Hoisting invariant checks, 319 

Hoisting invariant expression out of a loop, 203- 205 
Host-based intrusion-detection systems (HIDS), 502- 505 

Hosted virtual machines, 379- 381 

input/output virtualization and, 412-414 
VMware Virtual Platform, 426-435 

Hosts, 1!!, 28 

guest process integration into, 140-142 
virtualization with different guest and, 485-496 
Host-supported memory protection, 104-105 
Hotspots, 159 
Hybrid virtual machine system, 391 

Hypervisors, 464, 474-475 

services interface, 469-471 
IBM 

AS/400 system, 22, 330, 353, 357- 367 

Daisy system. 334. 347. 353 
DK, 306 

Interpretive Execution Facility (IEF), 424-426 

iSeries servers, 464 
Jikes Research Virtual Machine (RVM), 306, 320-327 

PowerPC ISA, 35-36, 70, 74, 600-606 
pSeries, 464, 600 

System/38, 330, 357- 358 

System/360, 7.~ 381 
System/370, 381- 382, 395- 396, 414 415, 427 
System/390, logical partitioning, 458, 460-464, 473-474 

zSeries, 465 

IEEE floating point standard, 74 
If conversion, 208 

Image server, 549 

Implementation 

layers, ~ Z 

use of term, ~ 

Incremental garbage collection, 300- 302 
Incremental predecoding and translation, 55-62 

Indirect jumps 

binary optimization and, 155 
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map table lookups, 55- 56 
software prediction, 66-67, 340 

Indirect threaded interpretation, 80, 81 

Initialization 

ISA system, 586-588 

process virtual machine, 85 
Joline caching, 66 
Inlining 

changing method calls, 310-312 

guard instructions, 311 
multiversioning and specialization, 312- 313 
partial procedure, 170 
procedure, 169- 170, 308-310 
Input/output, codesigned virtual machines and, 351- 352 

IBM AS/400 system, 364-365 
Input/output systems, 559- 561 
managing, 576-577, 582- 583 

system calls, 585 
virtualization. 404-415, 431-435 

Instruction checkpoints, 194--195 

Instruction emulation, 114-119 

assists, 417-418 
Instruction set architecture (ISA), Z~ 
examples, 600--611 

resource management, 566-580 

source, 13-14, 27- 28 

system, ~ 

target, 14, 27- 28 

user, ~. 561- 566 
virtual, 16-17 

Instruction sets, 2. 
addressing architecture, 77 

byte order, 76 
condition codes, 70-74 
conventional versus V-ISA, 278 

data formats and arithmetic, 74-75, 565 
IBM AS/400 system, 361- 364 
Java, 246-254 

logically complete, 132 

memory address resolution, 75 
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memory data alignment, 75-76 
Pascal P-code, 227 

register architectures, 69- 70 

Instrumentation-based profiling, 161- 162 
Intel IA-32, 427 

arithmetic, 74 
binary translation, 49-52 

condition codes, 70, 71- 74 

description of, 606--611 

EFLAGS, 71, 430, 431 

high-performance interpretation, 46-49 
interpretation of, 39-44 
pop stack into flags register (POPF), 385- 386, 391 
threaded interpretation, 44-46 

Intel IA-32 EL (execution layer), 14, 84, 119, 152 
Intel IA-64 (IPF), 83, 186 
Intel Itanium platforms, 83--84, 162 

Intel VT-x (Vanderpool), 436-442 
Interfaces 

Java, 258 

well-defined, i -1 
Internal Microprogrammed Interface (IMPI), 358 
Internet Suspend/Resume (JSR), 524-526 

Interpretation, 14, 29 
basic, 29- 32 

of a complex instruction set, 38-49 
decode-and-dispatch, 30, 80, 81 
direct threaded, 37- 38, fil!, 81-82 
indirect threaded, 80, 81 
memory, 29- 30 

precise guest state, determining, 123 
profiling during, 163- 165 

Interpretive Execution Facility (IEF), 424--426 
Interpretive trap detection, 120 
Interrupts 

handling, 121- 122, 577- 580 

hypervisor, 469 
registers, 569 

use of term, 119 

lntersuperblock optimizations, 205-206 
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Intrinsic compatibility, ~ 184 
Intrusion-detection systems (IDS), 502- 505, 508- 511 

invoke instructions, 251 

Itanium platforms, 83-84, 162 
Java, _§_ 

APis, 262- 263 

bytecodes, 232, 246 
constant pool, 244-245 

garbage collection, 238-240, 283, 294--303 

global memory, 244, 282 

memory hierarchy, 245- 246 

objects, 243 
platforms, 232, 261- 262 
reference type, 242 

security, 286-294 
stack, 243- 244, 282 
stack tracking, 251- 254 

threads, 265- 267 

java.awt. 263 
JavaBeans, 265 

java.io, 263 

java.lang, 262 
Java native interface (JNI), 259- 261, 283, 259- 261, 283, 304--305 

java.net, 263 

java.util, 262- 263 

Java virtual machine architecture, 17, 241- 261 
binary classes, 256-259 

data storage, 243-246 
data types, 242- 243 

exceptions and errors, 254--256 

instruction set, 246-254 

serializability and reflection, 263-265 

Jikes Research Virtual Machine (RVM), 306, 320-327 
Join points, 187, 188, 190, 200 

Jumps 

See also Indirect jumps 

instructions, 566 
profiling, 165 

translation lookaside buffers (JTLB), 341- 342 

Just-in-time (JIT) compilation, 241, 305- 306 
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Lazy evaluation, 71- 73 
Least recently used (LRU) algorithm, 135- 136 

Lie detection, 509- 510 

Linux, 104, 107, 113, 129, 130, 133, 141 
Livewire system, 508- 510 
LISP, 29 

Little-endian byte order, 76 
Loader, 85 

Load Processor Status Word (LPSW), 384, 417-418 

Locality, improving memory, 167- 171, 558 

Load real address (LRA), 385 
Local storage, 243 
Logging, activity, 505- 506, 511- 515 
Logical partitioning, 458-4 75 

dynamic, 471-473 
hardware support, 465-469 
hypervisors, 464, 469-471, 474-475 

IBM 390 logical partitioning (LPAR), 460--464, 473-474 

major features, 458-460 
system virtual machines compared to, 464-465 

lookupswitch instruction, 250- 251 

Loop, hoisting invariant expression out of a, 203- 205 
Loop peeling, 319- 320 

Machine, use of term, ~ 2 
Magic number, 257- 258 

Managed code, 230 
Map table, 55- 56 

Mark-and-sweep garbage collectors, 296-297 

Memory 

address formation, 277 

address resolution, 75 

address space mapping, ~ 97- 102 

architecture, 563-564 
borrowing, 48~83 
cache, 558-559 

Cellular Disco System, 478-480, 482-483 
coherence, 488-490, 595- 596 
concealed, 21- 22, 334-337 

consistency models, 490-496, 596-600 

conventional, 276-277 
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data alignment, 75- 76 
hypervisor, 466 

IBM AS/400 system, 359- 361 

interpreter, 29- 30 
Java global, 244, 282 
Java hierarchy, 245- 246 

leak, 240 

load and store instructions, 565 

locality, 167- 171 

main, 557- 558 
management, 581- 582 
mapping, 478-480 

method, 257 
Pascal P-code, 225-227 

physical versus real, 397 
system calls, 584-585 

update instructions, 187, 190 
virtual, 396-404, 435 
volatile, 187- 188 

Memory architecture emulation access privilege types, 102 

address space, 102 

protection/allocation granularity, 102, 103- 114 
Memory protection, 103 

fine-grain write-protection, 110-111 
host-supported, 104-105 

integrity checks, 511 
page size issues, 105-106 

protecting runtime, 112- 114 
self-referencing and -modifying code, 107- 114, 337- 339 

Memory state 

binary translation, 127- 128 

codesigned virtual machines and, 333- 337 
compatibility, 183, 184 

Message Passing Interface (MPI), 449 
Metadata, 275 

Method inlining. See Procedure inlining 

Method memory, 257 
Methods count and information, Java, 259 

Microsoft 

See also Windows 
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common language infrastructure (CLI), 17, 232, 267- 275 
intermediate language (MSIL), 232, 271- 274 

shared-source CLR, 232 

Middleware, 546 
Migration of computing environments, 521- 532 
See also Mobility 

MIPS ISA, 70 

mmapQ, 104-105 

Mobility 

Internet Suspend/Resume (JSR), 524-526 

reducing memory before, 527- 528 
reducing start-up time, 530 
reducing transmission time and bandwidth, 530- 531 
reducing transmitted packet size, 528-530 

role of virtual machines, 520-535 
Stanford Collective project, 526-532 
VMotion, 532- 535 

Mojo same-ISA optimizer, 119, 138, 209 

Most-frequently-used method. 175. 176. 177 
Most-recently-used method, 175, 177- 178 

MOVE, 430 

mprotect(), 104, 107, 113 

Multiprocessor architecture, 588- 600 

Multiprocessor systems partitioning, 445 
Cellular Disco System, 475-485 

different host and guest, 485-496 
logical, 458-475 

mechanisms to support, 452 
partitioning techniques, 453-454 
physical, 455-457 

reasons for, 446-452 
Multiprogramming, 13, 588-600 

Multiversioning, 312- 313 

Namespace, 285 
Native interface, Java, 259-261, 283, 304-305 

Native virtual machines, 11, 379- 381 
Network-based intrusion-detection systems (NIDS), 502- 505 
Networking, 231, 240-241 

Network virtualization, 410-412 

Node profile, 160 
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Null reference checking, 318- 320 

Object-oriented high-level language virtual machines, 228-231 

networking, 231, 240- 241 

performance, 231, 241 

robustness, 230-231, 237- 240 

security and protection, 230, 232- 237 

Objects, Java, 243 

Omniware VM, 112 

On-stack replacement (OSR), 313- 316 

Open Grid Services Architecture (OGSA), 540 
Operand storage, 243 

Operating system 

call emulation, 86, 128-129 

dependencies, 279 

interface, 2., la 583-586 
managed state mapping, 89 

organization, 580-583 

Operating system emulation different operating systems, 132- 133 

runtime-implemented, 129-130 

same, 128- 132 

Operation-level interface, 408-409 

Optimization, 12 

See also Binary optimization, dynamic; Emulation 

binary, 15 
control transfer, 64-68 

Organization-level virtual machines. See Grids 

Overhead, profiling, 166-167 

Package, 284 

Page fault 

active detection, 348-349 

compatibility, 347- 348 

lazy detection, 349-350 
nonpaged mode, 420 
pseudo, 420-421 

Page tables, 399-402, 572- 573 

architected, virtualization 399-402 

translation lookaside buffer and, 575- 576 

Paravirtualization, 422 

Partial procedure inlining, 170 

Partitioning. See Multiprocessor systems 
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partitioning 

Partition memory base register (PMBR), 466, 467 

Partition memory limit register (PMLR), 466 

Pascal, 16 
Pascal P-code 

instruction set, 227 
mark pointer, 226 

mark stack, 226 

memory architecture, 225- 227 
summary, 227- 228 

Patching, 210, 211- 213, 391, 392- 393 

Patch table, 211 
Path profile, 161 
Performance 

code cache management, 139- 140 
high-level language virtual machines and, 306-320 

instruction emulation and, 115 
object-oriented high-level language virtual machines and, 231, 241 

system virtual machines and, 415-426 
Perl, 29 

Physical partitioning, 455457 

Platform(s) 

Java, 232, 261- 262 

use of term, i 
Policy engine, 509 

Polling modules, 511 
Polymorphic inline caching (PIC), 312 

Pop stack into flags register (POPF), 385- 386, 391, 430 
Porting, 221- 222 

Power consumption. See Grids 

PowerPC ISA, 35-36 

arithmetic, 74 

condition codes, 70 
description of, 600-606 
Precise exceptions, 277 

Precise state reconstruction, 196-198 
Precise traps, 62, 344-351 
Predecoding threaded interpretation, 34-37 

incremental, 55-62 

Preemptive flush, 137- 138 
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Preferred-machine assist, 423 
Primordial class loader, 285 

Privileged instructions, 384-385 

decoding, 418 
Privilege levels, 566-568 
Probes, profiling, 157 

Procedure inlining, 169- 170, 308--310 

Processors 

management, 580--581 

microarchitectures, 555- 556 
system calls, 584 
virtualization, 382--396, 429-431 
Process virtual machines, 10--11 
code cache management, 133- 140 

compatibility, 87-95 
components of, 84 

emulators and dynamic binary translators, 13--15 
exception emulation, 119- 128 
FX!32 example, 142- 145 

high-level language, 15- 17 

implementation, 85-87 

implementation leaks, 93- 95 
instruction emulation, 114-119 

memory architecture emulation, 102-114 
multiprogramming, 13 

operating system emulation, 128-133 
operations and control transfers, 89- 92 

role of, 83 

runtime software, 84 

same-ISA binary optimizers, 15 

state mapping, 89, 95- 102 

system environment, 140- 142 

Profile database, 85-86, 116 
Profiling, 14-15, 67 
basic block/node, 160 

binary optimization and, 148-150, 156- 167 
collecting, 161- 163 
counter decaying, 165 

edge, 161 

interpretation and, 163- 165 
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jump instructions, 165 
logs, 157 

overhead, 166- 167 

path, 161 
role of, 157- 159 

translated code, 165- 166 
types of, 159- 161 

Program shepherding, 63, 515 

Prolog side table, 206 

Protection system references, 430 
Pseudo page-fault handling, 420-421 
Pseudo self-modifying code, 107- 110 
rdtscO (read time-stamp counter), 440-442 
Real address space, 557 

Real map table, 397 
Recursive virtualization, 390-391 

Reference type, Java, 242 
Reflection, 262, 263-265 

Register(s) 

architecture, 69- 70, 562- 563, 568--569 

assign, 195- 196 

map (RMAP), 194 
replicated, 465-466 

update instructions, 187, 188-189 
Register state 

binary translation, 126-127 
compatibility, 183- 184 

hypervisor, 465 
Register state mapping, 50, 51- 52, 69- 70, 96 

codesigned virtual machines and, 333- 337 

consistent, 127, 184-186 

Remote Spooling Communications System (RSCS), 421 

Repair code, 197 
Replacement algorithm, 559 
Resource control, system virtual machines and, 377- 379, 387 

Resource management, ISA, 566- 580 
Return address stack (RAS), dual-address, 342- 344 
Return instructions, 251 

Reverse translation side table, 124-125, 138 

ReVirt, 512- 515 
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RIO system, 515-519 
See also DynamoRJO system 

RISC ISAs, 38, 125, 186, 206- 207, 329 

Robustness, 230-231, 237- 240 
Root set, garbage collection, 302- 303 

Runtime, 11 
-implemented operating system functions, 129- 130 

memory, protecting, 112-114 

in process virtual machines, 84 

Runtime monitor, protecting, 519 
Same-ISA dynamic binary optimization, 15, 29, 208-218 

Same-ISA emulation, 63-64 
Sampling-based profiling, 162- 163 
Sandbox. See Security and protection 

Scalar replacement, 317 
Scheduling algorithm, 192- 199 

Security, 501 
binary rewriting, 515-519 

intrusion-detection systems. 502- 505. 508-511 
logging, 505- 506, 511- 515 

monitoring and recovering from attacks, 505- 506 

role of virtual machines, 506--520 
Security and protection, 230, 232- 237, 286--294 

basic, 286-287 
enforcement, 290-291 

enhanced model, 291- 294 
intraprocess, 287- 290 

Segment sharing, 423 

Self-modifying code, 62, 107- 114, 278- 279, 337- 339 
Self-referencing code, 62, 107- 114, 278-279, 337- 339 

Sensitive instructions, 385- 386, 430 

Serializability and reflection, 263-265 

SETI@home project, 545 
setrlimitQ, 133 
Shade System simulation, 63, 77- 7!1, 137, 153 

Shadow page tables, 399 
bypass assist, 423 
Shadow stack, 68 

Shared-memory processing (SMP), 446, 447, 590, 594--600 

Side tables, 87 
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epilog, 205- 206 
prolog, 206 

reverse translation, 124-125, 138 

Signals, 585- 586 
Signature detection, 510- 511 
Signing, 292 

SIGSEGV, 104, 105 

Simulation, Shade System, 63, 77- 79, 137, 153 

Slots, Java stack, 243 

Software indirect jump prediction, 66-67 

Software pipelining, 47 
Software translation tables, 97- 100 
Source program counter/code 3 7, 54, 56 
locating, 124-126 

tracking, 59-60 
SPARC ISA, 70, 74 
Spatial locality, 167 

Specialization, 312- 313 

Spool files. 421 
Stack(s) 

architected, 314 

implementation, 314 
inspection, 293- 294 

replacement, 313-316 
structure, Java, 243-244, 282 

tracking, Java, 251- 254 
Staged emulation, 116-119, 151- 153 

Stanford Collective, 526-532 

Start Interpretive Execution (SIE), 424-426 
Start point, trace, 172 

Start threshold value, 175 

Start-up time, 115 
State management, 375- 377 
State mapping 

codesigned virtual machines and register, 333-337 

compatibility issues, 101- 102 
direct, 200-101 
memory address, 96, 97- 102 

process virtual machine, 89, 95- 102 

register, 50, 51- 52, 69- 70, 96, 333- 337 
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Static basic block, 56- 57 
Static predecoding, 52- 53 

Static translation, 52- 53 

Steady state performance, 115 
Stopping condition, superblock, 172 

Storage, Java data, 243- 246 

Streams, MSIL, 271 
Strength reduction, 201, 205 

Sun Microsystems 

HotSpot, 306 

Java VM architecture, 17 
physical partitioning, 455 
Wabi system, 119, 133 
Superblocks, 118, 150 

continuation set, 175- 176 
dynamic formation, 173- 178 
inter-, optimizations, 205- 206 

most-frequently-used method, 175, 176, 177 
most-recently-used method, 175, 177- 178 

starting points, 17 4--175 

stopping points, 176-177 

versus traces, 199- 201 
Super_ Class, Java, 258 

System call interface, ~ , 408, 410 
System clock register, 568-569 

System virtual machines, 11- 12, 17- 22 
applications, 370-373 

codesigned, hardware optimization, 21- 22 
development of, 17- 18, 369 
IBM System/370, 381- 382 

implementation of, 19 

input/output virtualization, 404--415, 431-435 

Intel VT-x (Vanderpool), 436-442 
logical partitioning and, 464--465 
memory virtualization, 396-404, 435 

native and hosted virtual machines, 379- 381 
performance enhancement, 415-426 
processor virtualization, 382-396, 429-431 

recursive virtualization, 390-391 

resource control, 377- 379 
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state management, 375- 377 
VMware Virtual Platform, 426-435 

whole ( emulation), 19- 21 

Tail duplication, 173 
Target program counter 37, 54, 56 

Technology-independent machine interface, 358 
Temporal locality, 167 

Terra system, 519 

This_ Class, Java, 258 

Threaded interpretation, 29, 32- 38 for CISC ISA, 44-46 
direct, 37- 38, 80, 81-82 

indirect, 80, 81 
predecoding, 34-37 
Threads, Java, 265- 267 

Timer, virtual interval, 418-419 
Time sharing, 369 
Tokens, MSIL, 271- 272 

Traces, 171- 173 

superblocks versus, 199- 201 
Translated code, profiling, 165- 166 

Translation blocks, optimizing improving locality, 167- 171 

superblocks, 173---178 
traces, 171- 173 

tree groups, 178- 180 
Translation lookaside bu1Ier (TLB), 78- 79, 338, 350-351, 399, 402-404 

architected, virtualization 402-404 
hit, 575- 575 

miss, 575 
page tables and, 575- 576 
partitioning, 466-469 

role of, 573- 575 

Translation tables, software, 97- 100 
direct, 100-101 

pointers, 569 
Transmeta Crusoe, 22, 24, 331, 338, 353, 354-357 

Transparency, complete, 88 
Traps 

compatibility, 182- 183 

detecting, 120- 121 

handling, 577- 580 
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precise, 62, 344 351 
process virtual machine, 86 

registers, 569 

use of term, 119 
Tree groups, 178-180 
Trigger, 166 

UNIX, 104--105 (See also Linux) 

User ISA, ~ 561- 566 

User-managed state mapping, 89 

VAX ISA, 39 

Very long instruction word (VLIW) processors, 186, 331, 555 
Virtua!Center, VMotion, 532- 535 
Virtual disks, 405 
Virtual-equals-real virtual machine, 422-423 

Virtual-ISA, 222 
summary of features, 275- 279 

Virtualization, 1-4, 10 

See also Multiprocessor systems partitioning 

architected page table, 399-402 
devices, 404-407 

input/output, 404-41$, 431-435 

memory, 396--404, 435 

network, 410-412 

para-, 422 
processor, 382- 396, 429-431 

recursive, 390- 391 
translation lookaside buffer (TLB), 402-404 

with different guest and host, 485-496 
Virtual Machine Communications Facility (VMCF), 421 
Virtual machine monitor (VMM), 11, 331- 332 

See also System virtual machines 

allocator, 386 
assists, 418-419 
components of, 386-387 
dispatcher, 386 

interpreter routines, 386- 387 
partitioning and, 452 
properties of, 387 

Virtual machines (VMs) 

See also under type of 
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applications, 12- 13 
assists, 416-419 

basics of, ft- 13 

process, 10-11, 13-17 
role of, H 

system, 11- 12, 17- 22 

taxonomy, 22- 23 

versatility of, 23- 24 

VMotion, 532- 535 

VMware Virtual Platform, 426-435 

Volatile memory location, 187- 188 
VT-x (Vanderpool), 436-442 
Wiggins/Redstone system, 209 
Windows operating system, 130-132 

Win32, 133, 141 
World Wide Grid Forum, 540 

Wrappers, ~ 

Write barriers, 302 

Write-protect table. 338 
Xen system, 422 
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Instructions for online access 

Thank you for your purchase. Please note that your purchase of this 

Elsevier eBook also includes access to an online version. Please 

click here (or go to htty://ebooks.elsevier.com) to request an acti­

vation code and registration instructions in order to gain access to 

the web version. 
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