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Virtual Machine technology applies the concept of
virtualization to an entire machine, circurmnventing real
machine compatibility constraints and hardware
resource constraints to enable a higher degree of
software portability and flexibility. Virtual machines
are rapidly becoming an essential element in
computer system design. They provide system
security, flexibility, cross-platform compatibility,
reliability, and resource efficiency. Designed to solve
problems in combining and using major computer
system components, virtual machine technologies
play a key role in many disciplines, including
operating systems, programming languages, and
computer architecture. For example, at the process
level, virtualizing technologies support dynamic
program transiation and platform-independent
network computing. At the system level, they support
multiple operating system environments on the same
hardware platform and in servers.Historically,
individual virtual machine techniques have been
developed within the specific disciplines that employ
them {in some cases they aren't even referred to as
“virtual machines), making it difficult to see their
common underlying relationships in @ cohesive way.
In this text, Smith and Nair take a new approach by
examining virtual machines as a unified discipline.
Pulling together cross-cutting technologies allows
virtual machine implementations to be studied and
engineered in a well-structured manner. Topics
include instruction set emulation, dynamic program
translation and optimization, high level virtual
machines {including Java and CLI), and system virtual
machines for both single-user systems and servers.

* Examines virtual machine technologies across the
disciplines that use them—operating systems,
programming languages and computer architecture
—defining a new and unified discipline.” Reviewed by
principle researchers at Microsoft, HP, and by other
industry research groups.” Written by two authors
wha cambine several decades of expertise in
computer system research and development, both in
academia and industry.
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Foreword

I've been a virtual machine a lict for precisely as long as I've
worked with computers. My first real job, which led to my first non-
trival computer program, was to implement a virtual machine for a
high-level programming language. There seemed to be something
magical about the ability for a computer to imitate another com-

puter, or my idea of what a computer ought to be.

Now almost 20 years later, less starry-eyed and more responsible, I
am concerned that my work has utility, making it faster or easier to
get something done than it would be otherwise, But lucky for me,
virtual machines have proven ideally suited to the needs of the com-
puting industry, where the appreciation of the virtual machine has
expanded dramatically. It’s no longer only an intellectual challenge
to the researcher arguably on the “lunatic fringe” of programming
language implementation, or the secret weapon of a small cadre of
mainframe O/S engineers and pioneers of system virtualization.

Several major trends have contributed to an explosion of interest in
virtual machine technologies. In particular the rise of the World
Wide Web, by far the largest and most ubiquitous cross-platform
computing environment to date, created enormous and visible op-
portunities for virtual machine-based computing. Initially targeting
the WWW, VM technology hit the mainstream as a means of safely
hosting cross-platform binary programs embedded in Web pages.
From that beachhead it has expanded to become the prevalent ap-
proach to open platforms from Web and back office servers to cell
phones and smart cards, where the equivalent benefits—cross-
platform applications that are not tied to the underlying hardware
or operating system—invariably apply. Virtual machines form the
basis of Sun’s Java and Microsoft’s .NET platforms, currently the
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most popular software environments on the planet. As new markets
or applications are conceived, virtual machine technologies to sup-
port them are adapted from these stalwarts.

In other markets as well, virtual machine technology is seeing a re-
naissance. Companies such as VMware are finding virtual machine
platforms to be an ideal way to provide greater resource control,
scalability and performance across variations in host hardware or
operating systems. Virtual machines are likely to be common at

multiple levels of the data center or server farm.

When I was asked to review this book, it seemed an opportunity to
read something I might not get to otherwise. I expected to focus on
the chapter covering virtual machines for high-level languages.
Little did I know that [ would find myself excited by less fam ar
topics, for instance sending back surprised comments expressing
admiration for the decades-old IBM AS/400 architecture, which I’'d
never understood before. It wasn’t just the realization of how much
those coming far before me had accomplished. Seeing virtual ma-
chine technology in this broader scope made design decisions in my
familiar Java virtual machine architecture, and their implications,
much clearer. Such perspective is valuable even to experienced

practitioners of a particular VM art.
And I found myself once again thinking how cool it all is.

Tim Lindholm

Distinguished Engineer, Sun Microsystems, Inc.
Palo Alto

February 28, 2005
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book, we are most concerned with the abstraction levels that are at
or near the hardware/software boundary. These are the levels

where software is separated from the machine on which it runs.

file

iles Are an Abstraction of a Disk. A level of abstraction provides a simplified
. lerlying resources.

T

Computer software is executed by a machine (a term that dates back
to the beginning of computers; platforrm is the term more in vogue
today). From the perspective of the operating system, a machine is
largely composed of hardware, including one or more processors
that run a specific instruction set, some real memory, and I/O de-
vices. However, we do not restrict the use of the term machine to
just the hardware components of a computer. From the perspective
of application programs, for example, the machine is a combination
of the operating system and those portions of the hardware accessi-

ble through user-level binary instructions.

Let us now turn to the other aspect of managing complexity: the use
of well-defined interfaces. Well-defined interfaces allow computer
design tasks to be decoupled so that teams of hardware and soft-
ware designers can work more or less independently. The instruc-
tion set is one such interface. For exaraple, designers at Intel and
AMD develop microprocessors that implement the Intel [A-3.  n-
struction set, while software engineers at Microsoft develop compil-
ers that map high-level languages to the same instruction set. As

long as both groups satisfy the instruction set specification, com-
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piled software will execute correctly on a machine incorporating an
[A-32 microprocessor. The operating system interface, defined as a
set of function calls, is another important standardized interface in
computer systems. As the Intel/Microsoft example suggests, well-
defined interfaces permit development of interacting computer sub-
systems at different companies and at different times, sometimes
years apart. Application software developers do not need to be
aware of detailed changes inside the operating system, and hard-
ware and software can be upgraded according to different sched-
ules. Software can run on different platforms implementing the

same instruction set.

Despite their many advantages, well-defined interfaces can also be
confining. Subsystems and components designed to specifications
for one interface will not work with those designed for another.
There are processors with different instruction sets (e.g., Intel IA-32
and IBM PowerP(), and there are different operating systems (e.g.,
Windows and Linux). Application programs, when distributed as
program binaries, are tied to a specific instruction set and operating
system. An operating system is tied to a computer that implements
specific memory system and I/O system interfaces. As a general
principle, diversity in instruction sets, operating systems, and appli-
cation programming languages encourages innovation and discour-
ages stagnation. However, in practice, diversity also leads to re-
duced interoperability, which becomes restrictive, especially in a
world of networked computers, where it is advantageous to move
software as freely as data.

Beneath the hardware/software interface, hardware resource con-
siderations can also limit the flexibility of software systems.
Memory and I/O abstractions, both in high-level languages and in
operating systems, have removed many hardware resource depen-
dences; some still remain, however. Many operating systems are de-
veloped for a specific system architecture, e.g., for a uniprocessor or

- emb e A e e e e e D i Al A i
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firtualization. Formally, virtualization is the construction of an isomorphism
.......... o—--1 system and a host; e’ o V(5 = Vo e(S;).

Consider again the example of a hard disk. In some applications, it
may be desirable to partition a single large hard disk into a number
of smaller virtual disks. The virtual disks are mapped to a real disk
by implementing each of the virtual disks as a single large file on
the real disk Virtualizing software provides a mapping
between virtual disk contents and real disk contents (the function V
in the isomorphism), using the file abstraction as an intermediate
step. Each of the virtual disks is given the appearance of having a
nurnber of logical tracks and sectors (although fewer than in the
large disk). A write to a virtual disk (the function e in the isomor-
phism) is mirrored by a file write and a corresponding real disk
write, in the host systemn (the function €' in the isomorphism). In this
example, the level of detail provided at the virtual disk interface,
1.e, sector/track addressing, remains the same as for a real disk; no

abstraction takes place.

The concept of virtualization can be applied not only to subsystems
such as disks, but to an entire machine, A virtual machine (VM) is
implemented by adding a layer of software to a real machine to sup-
port the desired virtual machine’s architecture. For example, virtu-
alizing software installed on an Apple Macintosh can provide a
Windows/IA-32 virtual machine capable of running PC application
programs. In general, a virtual machine can circurmvent real ma-

chine compatibility constraints and hardware resource constraints

6 of 35 1223 5230 1
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to enable a higher degree of software portability and flexibility.

-

file

mplementing Virtual Disks. Virtualization provides a different interface and/
vr e —ee . the same level of abstraction.

A wide variety of virtual machines exist to provide an equally wide
variety of benefits. Multiple, replicated virtual machines can be im-
plemented on a single hardware platform to provide individuals or
user groups with their own operating system environments, The dif-
ferent system environments (possibly with different operating sys-
tems) also provide isolation and enhanced security. A large multi-
processor server can be divided into smaller virtual servers, while
retaining the ability to balance the use of hardware resources across

the system.

Virtual machines can also employ emulation techniques to support
cross-platform software compatibility. For example, a platform im-
plementing the PowerPC instruction set can be converted into a vir-
tual platform running the IA-32 instruction set. Consequently, soft-
ware written for one platform will run on the other. This compati-
b ty can be provided either at the system level (e.g., torun a
Windows OS on a Macintosh) or at the program or process level
(e.g., to run Excel on a Sun Solaris/SPARC platform). In addition to

emulation, virtual machines can provide dynamic, on-the-fly opti-

mizatinn nf nraeram hinariee Finallv thranoch eamnlatinn virtmal
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machines can enable new, proprietary instruction sets, e.g., incorpo-
rating very long instruction words (VLIWSs), while supporting pro-

grams in an existing, standard instruction set.

The virtual machine examples just described are constructed to
match the architectures of existing real machines. However, there
are also virtual machines for which there are no corresponding real
machines. It has become common for language developers to invent
a virtual machine tailored to a new high-level language. Programs
written in the high-level language are compiled to “binaries” tar-
geted at the virtual machine. Then any real machine on which the
virtual machine is implemented can run the compiled code. The
power of this approach has been clearly demonstrated with the Java
high-level language and the Java virtual machine, where a high de-
gree of platform independence has been achieved, thereby enabling

a very flexible network computing environment.

Virtual machines have been investigated and built by operating sys-
tem developers, language designers, compiler developers, and hard-
ware designers. Although each application of virtual machines has
its unique characteristics, there also are underlying concepts and
technologies that are common across the spectrum of virtual ma-
chines. Because the various virtual machine architectures and un-
derlying technologles have been developed by different groups, it 1s
especially important to unify this body of knowledge and under-
stand the base technologies that cut across the various forms of vir-
tual machines. The goals of this book are to describe the family of
virtual machines in a unified way, to discuss the common underly-
ing technologies that support them, and to demonstrate their versa-

tility by exploring their many apphcations.

1.1 Computer Architecti re

Ac wnill harnme avidant a dicrniccinn anf rrirttial marhineoce ic alen a

8 of 35 1223 5230 1



Cha 1 roductionto™ alMi es|Vv alMac es ps:lem gorei comv caryn v/ u ¢ ines/97¢  158609..

LEe? ¥VALE A/ lelslilhe % ¥ Ak4d%W iliy L4 SALWG A LAOIERFLL WAL VAL EAALAL RELLAGLLLILL W] A4) SALINS LA

discussion about computer architecture in a broad sense. Virtual
machines often bridge architectural boundaries, and a major con-
sideration in constructing a virtual machine is the fidelity with
which a virtual machine implements architected interfaces.
Therefore, it is useful to define and summarize computer architec-

ture.

The architecture of a building describes its functionality and ap-
pearance to users of the building but not the details of its construc-
tion, such as the specifics of its plumbing system or the manufac-
turer of the bricks. Analogously, the term architecture, when applied
to computers, refers to the functionality and appearance of a com-
puter system or subsystem but not the details of its implementation.
The architecture is often formally described through a specification
of an interface and the logical behavior of resources manipulated
via the interface. The term implementation will be used to describe
the actual embodiment of an architecture. Any architecture can
have several implementations, each one having distinct characteris-
tics, e.g., a high-performance implementation or a low-power imple-
mentation.

The levels of abstraction in a computer system correspond to imple-
mentation layers in both hardware and software. There is an archi-
tecture for each of these implementation layers (although the term
architecture is not always used) shows some of the im-
portant interfaces and implementation layers as found in a typical
computer system. In software, for example, there is an interface be-
tween an application program and standard libraries (interface 2 in
. Another software interface is at the boundary of the op-
erating system (interface 3). The interfaces in hardware include an
[/O architecture that describes the signals that drive I/O device con-
trollers (interface 11), a hardware memory architecture that de-
scribes the way addresses are translated (interface 9), an interface

for the memory access signals that leave the processor (interface

9 0f 35 1223 5230 1
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12), and another for the signals that reach the DRAM chips in mem-
ory (interface 14). The OS communicates with I/O devices through a
sequence of interfaces: 4, 8, 10, 11, and 13. Of these interfaces and
architectures, we are most interested in those at or near the hard-

ware/software boundary.

The instruction set architecture (ISA), which marks the division be-
tween hardware and software, is composed of interfaces 7 and 8 in

The concept of an ISA was first clearly articulated when
the IBM 360 family of mainframe computers was developed in the
early 1960s With that project,
the importance of software compatibility was fully recognized. The
IBM 360 series had a number of madels that could incorporate a
wide range of hardware resources, therehy covering a broad spec-
trum of price and performance levels—yet they were designed to
run the same software. To successfully accomplish this, the interface
between the hardware and software had to be precisely defined and
controlled, and the ISA serves this purpose.

D)
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specific conventions that are part of the system call interface. A pro-
gram binary compiled to a specific Al can run unchanged only on

a system with the same ISA and operating system.

The application programming interface is usually defined with re-
spect to a high-level language (HLL). A key element of an APl is a
standard library (or libraries) that an application calls to invoke var-
ious services available on the system, including those provided by
the operating systerm. An API, typically defined at the source code
level, enables applications written to the API to he ported easily (via
recompilation} to any system that supports the same API. The API
specifies an abstraction of the details of implementation of services,
especially those that involve privileged hardware. For example, clib
is a well-known library that supports the UNIX/C programming lan-
guage. The clib API provides a memory model consisting of text (for
code) and a heap and stack (for data). A routine belonging to an API
typically contains one or more ABI-level operating system calls.
Some API library routines are simply wrappers, 1.e., code that trans-
lates directly from the HLL calling convention to the binary conven-
tion expected by the OS. Other API routines are more complex and

may include several OS calls.

1.1 Computer Architecture

To understand what a virtual machine is, we must first discuss what
is meant by machine, and, as pointed out earlier, the meaning of
“machine” is a matter of perspective. From the perspective of a
process executing a user program, the machine consists of a logical
memory address space that has been assigned to the process, along
with user-level registers and instructions that allow the execution of
code belonging to the process. The I/O part of the machine is visible
only through the operating system, and the only way the process
can interact with the I/O system is via operating system calls, often

through libraries that execute as part of the process. Processes are

Yol 35 1223 5230 1
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usually transient in nature (although not always). They are created,
execute for a period of time, perhaps spawn other processes along
the way, and eventually terminate. To surnmarize, the mnachine,
from the prospective of a process, is a combination of the operating
system and the underlying user-level hardware. The ABI provides

the interface between the process and the machine ).

From the perspective of the operating system, an entire system is
supported by the underlying machine. A system is a full execution
environment that can simultaneously support a number of pro-
cesses potentially belonging to different users. All the processes
share a file systern and other I/O resources. The system environ-
ment persists over tirme (with occasional reboots) as processes come
and go. The system allocates physical memory and I/O resources to
the processes and allows the processes to interact with their re-
sources via an OS that is part of the system. Hence, the machine,
from the perspective of a system, is implemented by the underlying
hardware alone, and the ISA provides the interface between the sys-

tem and the machine ).

In practical terms, a virtual machine executes software (either an
individual process or a full system, depending on the type of ma-
chine) in the same manner as the machine for which the software
was developed. The virtual machine is impiemented as a combina-
tion of a real machine and virtualizing software. The virtual ma-
chine may have resources different from the real machine, either in
quantity or in type. For example, a virtual machine may have more
or fewer processors than the real machine, and the processors may
execute a different instruction set than does the real machine. It is
important to note that equivalent performance is usually not re-
quired as part of virtualization; often a virtual machine provides
less performance than an equivalent real machine running the

same software, i.e., software developed for the real machine.

bol 35 1223 5230 1
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tures, freed of many of the traditional compatibility and resource

constraints.

We are now ready to describe some specific types of virtual ma-
chines. These span a fairly broad spectrum of applications, and we
will discuss them according to the two main categories: process VMs
and system VMs. Note that because the various virtual machines
have been developed by different design communities, different
terms are often used to describe similar concepts and features. In
fact, it is sometimes the practice to use some term other than virtual

machine to describe what is in reality a form of virtual machine.

1.3 Process Virtual Machines

Process-level VMs provide user applications with a virtual ABI envi-
rognment. In their various implementations, process VMs can pro-
vide replication, emulation, and optimization. The following subsec-

tions describe each of these.

1.3.1 Multiprogramming

The first and most common virtual machine is so ubiquitous that we
don’t even think of it as being a virtual machine. The combination of
the OS call interface and the user instruction set forms the machine
that executes a user process. Most operating systems can simultane-
ously support multiple user processes through multiprogramming,
where each user process is given the 1llusion of having a complete
machine to itself. Each process is given its own address space and is
given access to a file structure. The operating system timme-shares
the hardware and manages underlying resources to make this possi-
ble. In effect, the operating system provides a replicated process-
level virtual machine for each of the concurrently executing appli-
cations.

12723 -, 2:30
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For better performance, binary translation is typically used. With bi-
nary translation, blocks of source instructions are converted to tar-
get instructions that perform equivalent functions. There can be a
relatively high overhead associated with the translation process, but
once a block of instructions is translated, the translated instructions
can be cached and repeatedly executed much faster than they can
be interpreted. Because binary translation is the most important
feature of this type of process virtual machine, they are sometimes

called dynamic binary translators.

Interpretation and binary translation have different performance
characteristics. Interpretation has relatively low startup overhead
but consumes significant time whenever an instruction is emulated.
On the other hand, binary translation has high initial overhead
when performing the translations but is fast for each repeated exe-
cution. Consequently, some virtual machines use a staged emulation
strategy combined with profiling, i.e., the collection of statistics re-
garding the program’s behavior. Initially, a block of source instruc-
tions is interpreted, and profiling is used to determine which in-
struction sequences are frequently executed. Then a frequently exe-
cuted block may be binary translated. Some systems perform addi-
tional code optimizations on the translated code if profiling shows
that it has a very high execution frequency. In most emulating vir-
tual machines the stages of interpretation and binary translation
can both occur over the course of a single program’s execution. In
the case of FX!32, translation occurs incrementally between pro-

gram runs.

1.3.3 Same-ISA Binary Optimizers

Most dynamic binary translators not only translate from source to
target code but also perform some code optimizations. This leads

naturally to virtual machines where the instruction sets used by the

Yol 35 1223 5230 1
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host and the guest are the same, and optimization of a program bi-
nary is the primary purpose of the virtual machine. Thus, same-ISA
dynamic binary optimizers are implemented in a manner very simi-
lar to emulating virtual machines, including staged optimization
and software caching of optimized code. Same-ISA dynamic binary
optimizers are most effective for source binaries that are relatively
unoptimized to begin with, a situation that is fairly common in prac-
tice. A dynamic binary optimizer can cc ect a profile and then use
this profile information to optimize the binary code on the fly. An
example of such a same-ISA dynamic binary optimizer is the
Dynamo system, originally developed as a research project at
Hewlett-Packard

1.3.4 High-Level Language Virtual Machines:
Platform Independence

For the process VMs described earlier, cross-platform portability is
clearly a very important objective. For example, the FXI32 system
enabled portability of application software compiled for a popular
platform (IA-32 PC) to a less popular platform (Alpha). However, this
approach allows cross-platform compatibility only on a case-by-case
basis and requires a great deal of programming effort. For example,
if one wanted to run [A-32 binaries on a number of hardware plat-
forms currently in use, e.g., SPARC, PowerPC, and MIPS, then an FX!
32-like VM would have to be developed for each of them. The prob-
lem would be even more difficult if the host platforms run different
operating systems than the one for which binaries were originally

compiled.

Full cross-platform portability is more easily achieved by taking a
step back and designing it into an overall software framework. One
way of accomplishing this is to design a process-level VM at the
same time as an application development environment is being de-
fined. Here, the VM environment does not directly correspond to

anv real nlatform Rather it is decioned for ease nf nortahility and tn
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based programs, applications are not compiled for a specific OS.
Rather, a set of standard libraries is provided as part of the overall

execution environment.

1.4 Sys em Virtual M achines

System virtual machines provide a complete system environment in
which many processes, possibly belonging to multiple users, can co-
exist. These VMs were first developed during the 1960s and early
1970s, and they were the origin of the term virtual machine. By us-
ing system VMs, a single host hardware platform can support multi-
ple guest OS environments simultaneously. At the time they were
first developed, mainframe computer systems were very large and
expensive, and computers were almost always shared among a
large number of users. Different groups of users sometimes wanted
different operating systems to be run on the shared hardware, and
VMs allowed them to do so. Alternatively, a multiplicity of single-
user operating systems allowed a convenient way of implementing
time-sharing among many users. Over time, as hardware became
much less expensive and much of it migrated to e desktop, inter-

est in these classic system VMs faded.

Today, however, systern VMs are enjoying renewed popularity. This
is partly due to modern-day variations of the traditional motivations
for system VMs. The large, expensive mainframe systems of the past
are now servers or server farms, and these servers may be shared
by a number of users or user groups. Perhaps the most important
feature of today’s system VMs is that they provide a secure way of
partitioning major software systems that run concurrently on the
same hardware platform. Software running on one guest system is
isolated from software running on other guest systems.
Furthermore, if security on one guest system is compromised or if
the guest OS suffers a failure, the software running on other guest

ceuvetame ic nnt afferted The ahilitvy ta stinnart Aifferent nnerating
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In the conventional system VMs described earlier, all the system
software (both guest and host) and application software use the
same ISA as the underlying hardware. In some important situations,
however, the host and guest systems do not have a common ISA. For
example, the Apple PowerPC-based systems and Windows PCs use
different ISAs (and different operating systems), and they are the
two most popular desktop systems today. As another example, Sun
Microsystems servers use a different OS and ISA than the Windows
PCs that are commonly attached to them as clients. Because soft-
ware systems are so closely tied to hardware systems, this may re-
quire purchase of multiple platform types, even when unnecessary
for any other reason, which complicates software support and/or re-
stricts the availability of useful software packages to users.

This situation motivates system VMs, where a complete software
system, both OS and applications, is supported on a host system that
runs a different ISA and OS. These are called whole-system VMs be-
cause they essentially virtualize all software. Because the [SAs are
different, both application and OS code require emulation, e.g., via
binary translation. For whole-system VMs, the most common imple-
mentation method is to place the VMM and guest software on top of

a conventional host OS running on the hardware.

lustrates a whole-system VM built on top of a conven-
tional system with its own OS and application programs. An exam-
ple of this type of VM is Virtual PC . which enables a
Windows system to run on a Macintosh platform. The VM software
executes as an application program supported by the host 0OS and
uses no system ISA operations. It is as if the VM software, the guest
0S, and guest application(s) are one very large application imple-
mented on the host OS and hardware. Meanwhile the host OS can
also continue to run applications compiled for the native ISA; this

feature is illustrated in the right-hand section of the drawing.

To implement a system VM of this type, the VM software must emu-
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performance goal.

Codesigned VMs have a different objective and take a different ap-
proach. These VMs are designed to enable innovative ISAs and/or
hardware implementations for improved performance, power effi-
ciency, or hoth. The host’s ISA may be completely new, or it may be
based on an existing ISA with some new instructions added and/or
some instructions deleted. In a codesigned VM, there are no native
ISA applications. It is as if the VM software is, in fact, part of the

hardware implementation.

In some respects, codesigned virtual machines are similar to a
purely hardware virtualization approach used in many high-
performance superscalar microprocessors. In these designs, hard-
ware renames architected registers to a larger number of physical
registers, and complex instructions are decomposed into simpler,
RISC-like instructions .In this book,
however, we focus on software-implemented codesigned virtual ma-
chines; binary translation is over a larger scope and can be more

flexible because it is done in software.

Because the goal is to provide a VM platform that looks exactly like a
native hardware platform, the software portion of a codesigned VM
uses a region of memory that is not visible to any application or sys-
tem software. This concealed memory is carved out of real memory
at hoot time and the conventional guest software is never informed
of its existence. VMM code that resides in the concealed memory
can take control of the hardware at practically any time and per-
form a number of different functions. In its more general form, the
VM software includes a binary transiator that converts guest in-
structions into native ISA instructions and caches the translated in-
structions in a region of concealed memory. Hence, the guest ISA
never directly executes on the hardware. Of course, interpretation

can also be used to supplement binary translation, depending on
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tems, as already supported on most of today’s systems. The second is
same-ISA dynamic binary optimizers, which transform guest in-

structions only by optimizing them and then execute them natively.

For process VMs where the guest and host ISAs are different, we
also give two examples. These are dynamic translators and HLL
VMs. HLL VMs are connected to the VM taxonomy via a “dotted
line” because their process-level interface is at a different, higher

level than the other process VMSs.

Process VMs System VMs

Muttiprogrammed Dynamic i Classic-System Whole-System
Systems Translators VMs VMs
Dynamic ! : Hosted Codesi

; X gsigned
Binary HLL VMs : VMs VMs
Optimizers :

i Taxonomy of Virtual Machines.

On the right-hand side of the figure are system VMs. If the guest and
host use the same ISA, examples include “classic” system VMs and
hosted VMs. In these VMs, the objective is providing replicated, iso-
lated system environments. The primary difference between classic
and hosted VMs is the VMM implementation rather than the func-

tion provided to the user.

Examples of system VMs where the guest and host ISAs are different
include whole-system VMs and codesigned VMs. With whole-system
VMs, performance is often of secondary importance compared to ac-

curate functionality, while with codesigned VMs, performance (and

1

ines/97i

1223

BEE09_.

5230 1



Cha 1 roductionto™ alMi es|Vv alMac es ps:lem goret comv aryn v/ u ¢ ines/97¢ 158609

power efficiency) are often major goals. In the figure, codesigned
VMs are connected using dotted lines because their interface is typi-
cally at a lower level than other system VMs.

1.6 Summary: The Versatility of
Virtual Machines

A good way to summarize this chapter is with an example of a real-
istic system that could conceivably be in use today

The example clearly llustrates the versat ty of virtual machine
technologies. A computer user might have a Java application run-
ning on a laptop PC. This is nothing special; it is done via a Java vir-
tual machine developed for [A-32/L.inux. However, the user happens
to have Linux installed as an OS VM via VMware executing on a
Windows PC. And, as it happens, the IA-32 hardware is in fact a
Transmeta Crusoe, a codesigned VM implementing a VLIW ISA with
binary translation (what Transmeta calls code morphing) to support
the IA-32 ISA. By using the many VM technologies, a Java bytecode
program is actually executing as native VLIW.

Java application
l JVYM
Linux |A-32
l VMware
Windows [A-32
l Code Morphing

Crusoa VLIW

‘hree Levels of VMs. A Java application running on a Java VM, running ona
wpmvnte = aees - e G OR @ cOdesigned VM.

1.7 The Rest of the Book
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Emulation: Interpretation a 1d
Binary Transla ion

any virtual machine implementations are based on emulation.
MWe define ermnulation as the process of implementing the inter-
face and functionality of one system or subsystem on a system or
subsystem having a different interface and functionality. For exam-
ple, a VT100 terminal emulator running inside a window on a PC
presents to the user an interface and functionality that is nearly
identical to that of a real VT100 terminal. In fact, taken in this gen-
eral sense, one could argue that virtualization itself is simply a form
of emulation. In this chapter, however, we give emulation a nar-
rower meaning by applying it specifically to instruction sets.

Instruction set emulation is a key aspect of many virtual machine
implementations because the virtual machine must support a pro-
gram binary compiled for an instruction set that is different from
the one implemented by the host processor(s). For example, Intel
IA-32 program binaries are more widely available than binaries for
any other instruction set. Consequently, a user may wish to use a
virtual machine to execute an IA-32 program binary on some other
platform, for example, an Apple Macintosh, which incorporates a
PowerPC processor. For high-level virtual machines, binary classes
(using the Java terminology) incorporate a stack-based, bytecode in-
struction set that can be emulated on any of a number of different

host platforms.

In terms of instruction sets, emulation allows a machine implement-
ing one instruction set, the target instruction set, to reproduce the

behavior of software compiled to another instruction set, the source
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instruction set. This is illustrated ir Note that we use the
terms source and target specifically for instruction set emulation,
and we use the terms guest and host when referring to coinplete vir-
tual machine environments and supporting platforms (which often
involve more than just ISAs). The reader should also be aware that
the literature often does not use consistent terminology when de-

scribing guest/host and source/target relationships.

Guest
Source ISA

emulated by
¥

¥

Target ISA
Host

erms Describing the Emulation Process. Emulation aliows a guest to support
‘tion set while running on a host platform executing a target instruction ser.

For many virtual machine applications, it is important that the emu-
lation of the instruction set be performed efficiently. The lower the
overhead of emulation, the more attractive the virtual machine will
be. This chapter will focus on techniques for emulation of conven-
tional instruction sets that already have hardware implementations
rather than those designed specifically for virtual machine imple-
mentation, such as the Java bytecode instruction set. The latter vir-
tual instruction sets can be linplemented with similar emulation
techniques as conventional instruction sets, but they also have spe-
cial properties and therefore can take advantage of other emulation
techniques. High-level language VM-specific instruction sets will be

discussed ir

A complete ISA consists of many parts, including the register set and
memory architecture, the instructions, and the trap and interrupt
architecture. A virtual machine implementation is usually con-
cerned with all aspects of ISA emulation. In this chapter, however,
we focus primarily on emu iting the operation of user-level instruc-

[P JURNU N SUVET) DU g Vg s 5. JUURUE R SRV U, Ji: [V SR T TLs 1) SR, [

1223

BE609_.

-, 2:36 PM



Cha

4 of

*2: Emula

n|Virn Machines ps:lem gorei comv caryn v/ u ¢ ines/97i

LIUILS LI LNE dDSENCE UL EXCEPLUIULLS (LMdprs dlll HIErIUpLs ). LIe Binuld-
tion of the memory addressing architecture, traps, interrupts, and
other features are discussed in this chapter only as is necessary to
understand instruction emulation. Ir e we extend
the discussion to emulation of memory architecture, traps, and in-
terrupts in the context of process virtual machines. In later chapters
(primarily ¢ we discuss emulation of system in-
structions and other ISA issues that are specific to system virtual

machines.

To some degree, instruction emulation techniques can be applied to
every type of VM we discuss in this book. Although we are inter-
ested primarily in the case where the source and target instruction
sets are different, there are some virtual machine applications
where the instruction sets are the same. In these situations, emt -
tion may not be performed, strictly speaking, but the very same
techniques are used for other purposes. One such application is
same-ISA dynamic binary optimization, where a program binary is
optimized at run time on the same platform for which it was origi-
nally compiled. Another example is in system VMs where the VMM
must control and manage the execution of certain privileged guest
OS instructions, and emulation-like techniques are used for this pur-

pose.

Instruction set emulation can be carried out using a variety of meth-
ods that require different arnounts of computing resources and of-
fer different performance and portability characteristics. At one end
of the spectrum is the straightforward technique of interpretation,
while on the other is binary translation. Interpretation involves a cy-
cle of fetching a source instruction, analyzing it, performing the re-
quired operation, and then fetching the next source instruction—all
in software. Binary translation, on the other hand, attempts to
amortize the fetch and analysis costs by translating a block of
source instructions to a block of target instructions and saving the

translated code for repeated use. In contrast to interpretation, bi-
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nary translation has a bigger initial translation cost but a smaller
execution cost. The choice of one or the other depends on the num-
ber of times a block of source code is expected to be executed by the
guest software. Predictably, there are techniques that lie in between
these extremes. For example, threaded interpretation eliminates the
interpreter loop corresponding to the cycle mentioned earlier, and
efficiency can be increased even further by predecoding the source

instructions into a more efficiently interpretable intermediate form.

2.1 Basic Interpretation

Interpreters have a long and rich history. Some programming lan-
guages, e.g., the functional language LISP, rely on an interpreted im-
plementation. Perl is a widely used language that is commonly im-
plemented through interpretation. The FORTH language is probably
better known for its “threaded code” interpretation model than for
any other feature. A good reference i

In this chapter, however, we are more inter-
ested in applying interpretation techniques to program binaries

(machine code) rather than high-level languages.

In our narrower context, an interpreter program emulates and op-
erates on the complete architected state of a machine implementing
the source ISA, including all architected registers and main memory
. The image of the guest memory, including both pro-
gram code and prograin data, is Kept in a region of memory main-
tained by the interpreter. The interpreter’s memory also holds a ta-
ble we call the context block, which contains the various compo-
nents of the source’s architected state, such as general-purpose reg-
isters, the program counter, condition codes, and miscellaneous con-

trol registers.

Source Memory Source Context
State Biock
1 | | Proamam Conntar |
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guage, but it is easy to see how the same routines could be written

in assembly language for higher performance.

while (!'hait && tinterrupt) {
inst = code[P(];
opcode = extract(inst,31,6);
switch(opcode) {
case LoadwWordAndZero: LoadwordAndZero(inst);
case ALU: ALU(inst);
case Branch: Branch{inst};

.}

Instruction funcrion 1ist

LoadwordAndZero(inst){
RT = extract(inst,?25,5);
RA = extract(inst,20,5);
displacement = extract(inst,15,16);
if (RA == 0) source = (;
else source = reqgs(RAJ;
address = source + displacement;
regs[RT] = (dataladdress]«<«< 32} »» 32;
PC = PC + 4;
}

ALUCinst){

RT = extract(inst,25,5):

RA = extract(inst,20,5);

RB = extract(inst,15,5);

sourcel = regs[RA];

source?z = regs[RB);

extended_opcode = extract(inst,10,10);

switch(extended_opcode) {
case Add: Add(inst):
case AddCarrying: AddCarrying(inst);
case AddExtended: AddExtended(inst);

. . .}
PC = PC + 4;
‘ode for Interpreting the PowerPC Instruction Set Architecture. A decode-

op uses a switch statement to call a number of routines that emulate individ-

ual instructions. The extract(inst, {, j) function extracts a bit field of length | from inst, begin-
ning at bit L

Ir the architected source program counter 1s held in a
variable called PC. This variable is used as an index into an array
that holds the source binary image. The word addressed by this in-
dex is the source instruction that needs to be interpreted. The op-
code field of the instruction, represented by the 6-bit field starting at

bit 31 s extracted using shift and mask gperations contained in the
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extract function. The opcode field is used in a switch statement to
determine a routine for interpreting the specific instruction.
Register designator fields and immediate data in the instruction are
decoded similarly using the extract function. The register designator
fields are used as indices into the context block to determine the ac-
tual source operand values. The interpreter routine then emulates
the operation specified by the source instruction. Unless the instrue-
tion itself modifies the program counter, as in a branch, the pro-
gram counter must be explicitly incremented to point to the next se-
quential instruction before the routine returns back to the decode-

dispatch loop of the interpreter.

The example o shows that, while the process of interpre-
tation is quite straightforward, the performance cost of interpreta-
tion can be quite high. Even if the interpreter code were written di-
rectly in assembly language, interpreting a single instruction like
the Load Word and Zero instruction could involve the execution of

tens of instructions in the target ISA.

2.2 Threaded Interpretation

While simple to write and understand, a decode-and-dispatch inter-
preter can be quite slow. In this and subsequent sections, we will
identify techniques to reduce or eliminate some of its inefficiencies.

We begin by looking at threaded interpretation

The central dispatch loop of a decode-and-dispatch interpreter con-
tains a number of branch instructions, both direct and indirect.
Depending on the hardware implementation, these branches tend to
reduce performance, particularly if they are difficult to predict

. Besides the test for a halt or an interrupt at
the top of the loop, there is a register indirect branch for the switch
statement, a branch to the interpreter routine, a second register in-

direct branch to return from the internreter routine. and. finallv. a
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branch that terminates the loop. By appending a portion of the dis-
patch code to the end of each of the instruction interpretation rou-
tines, as shown ir it is possible to remove three of the
branches just listed. A remaining branch is register indirect and re-
places the switch statement branch found in the central dispatch
loop. That is, in order to interpret the next instruction it is necessary
to load the opcode of the next instruction, look up the address of the
relevant interpreter routine using the dispatch table, and jump to

the routine.

Instruction function list

LoadwordAndZero:
RT = extracr(inst,25,5);
RA = extract(inst,20,9);
displacement = extract{inst,15,16);
if (RA == 0) source = 0;
else source = regs[RA};
address = source + displacement;
regs[RT]} = (datafaddress)<< 32) »» 32;
PC = PC + 4
If (halt || interrupt) goto exit;
inst = code[PC];
opcode = extract(inst,31l,6);
extended_opcode = extract{inst,l10,10);
routine = dispatch[opcode,extended_opcode];
goto *routine;

Add:
RT = extract{inst,25,5);
RA = extract{inst,20,5);
RB = extract(inst,15,5);
sourcel = regs[RA];
source? = regs[RB];
sum = sourcel + source?l;
regs[RT] = sum;
PC = PC + 4,
If (halt || interrupt) goto exit;
inst = code{PC];
opcode = extract(inst,31,6);
extended_opcode = extract(inst,10,10);
routine = dispatchlopcode,extended_opcode];
goto *routine;

“wo Threaded Interpreter Routines for PowerPC Code. Witk threaded inter-
‘entral dispatch loop is ro longer needed.

llustrates the differences in data and control flow be-
tween the decode-and-dispatch method and the threaded inter-

nreler techninue inst deserihed shows native execution
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Although the centralized dispatch loop has been eliminated in the
indirect threaded interpreter, there remains the overhead created
by the centralized dispatch table. Looking up an interpreter routine
in this table still requires a memory access and a register indirect
branch. It would be desirable, for even better efficiency, to eliminate

the access to the centralized table.

A further observation is that an interpreter routine is invoked every
time an instruction is encountered. Thus, when the same source in-
struction 1s interpreted multiple times, the process of examining the
instruction and extracting its various fields must be repeated for
each dynamic instance of the instruction. For example, as shown in
extracting instruction fields takes several interpreter in-
structions for a Load Word and Zero instruction. It would appear to
be more efficient to perform these repeated operations just once,
save away the extracted information in an intermediate form, and
then reuse it each time the instruction is emulated. This process,
called predecoding, is discussed in the following subsections. It will
be shown that predecoding enables a more efficient threaded inter-

pretation technique, direct threaded interpretation

2.3.1 Basic Predecoding

Predecoding involves parsing an instruction and putting it in a form
that simplifies interpretation. In particular, predecoding extracts
pieces of information and places them into easily accessible fields
For example, in
the PowerPC ISA, all the basic ALU instructions, such as and, or, add,
and subtract, are specified using a combination of the opcode bits
and extended opcode bits. They all have the same primary opcode
(31) and are distinguished by the extended opcode bits that appear
at the low-order end of the instruction word, far away from the op-

code. Predecoding can combine this information into a single opera-
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tion code. Also, register specifiers can be extracted from the source
binary and placed into byte-aligned fields so that they may be ac-

cessed directly with byte load instructions.

Basic predecoding of the PowerPC ISA is illustrated ir

contains a small PowerPC code sequence. This sequence
loads a data item from memory and adds it to a register, accumulat-
ing a sum. The sum is then stored back to memory is
the same code, in a predecoded intermediate form. This predecoded
format uses a single word to encode the operation, found by com-
bining the opcode and function codes as discussed earlier.
Consequently, these codes need not be the same as the source ISA
opcodes, and in the example given they are not. A second predecode
word is used for holding the various instruction fields, in a sparse,
byte-aligned format. When immediate or offset data are given, a 16-
bit field is available. Overall, this yields an intermediate instruction
format that is less densely encoded than the original source instruc-

tions but more easily accessed by an interpreter.

Twz rl, 8¢(r2) ;:1oad word and zero
add r3, r3, rl r3=r3 +rl
stw r3, 0(r4) ;store word

(8)

07 {(load word and zero)
1]2] 08

08 (add)
31717 03

3?7 {store word)
3]4] 00

(£

v/

'redecoded PowerPC Instructions. The extended opcode and opcode of the add

merged into a single predecoded opcode. (a} PowerPC source code. (b)
PowerPC program in predecoded intermediate form.

The Load Word and Zero interpreter routine operating on the prede-

i
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coded intermediate code of s given ir Here,
we predecode into an array of instruction structs, which is adequate
for the example instructions but would be more elaborate for the
full PowerPC ISA. In this example, the interpreter routines for the
predecoded intermediate form are slightly simpler than the corre-
sponding routines given earlier ir and the benefits of
predecoding for the PowerPC ISA appear to be relatively small.
However, for CISC ISAs, with their many varied formats, the bene-
fits can be greater. In addition, predecoding enables an additional
performance optimization, direct threading, to be described in the
next subsection,

struct instruction {
unsigned long op;
unsigned char dest;
unsigned char srcl;
unsigned int src¢?2;
} code [CODE_SIZE]

Load Word and Zero:
RT = code[TPC].dest;
RA = code[TPC].srcl;
displacement = code[TPC].src2;
if (RA == 0) source = 0;
else source = regs[RA];
address = source + displacement;
regs[RT) = (data[address]<< 32) »> 32;
SPC = SPC + 4;
TPC = TPC + 1:
If (halt || interrupt) goto exijt;
opcode = code[TPC].op;
routine = dispatch[opcode];
goto *routine;

hreaded Interpreter Code for PowerPC Load Word And Zero Instruction
ing.

Because the intermediate code exists separately from the original
source binary, a separate target program counter (TPC) is added for
sequencing through the intermediate code. However, the source ISA
program counter (SPC) is also maintained. The SPC keeps the correct
architected source state, and the TPC is used for actually fetching

the predecoded instructions. In general, with CISC variable-length
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001048d0 {Toad word and zero)
1]12] 08

00104800 (add)
37 1] 03

00104910 (store word)
3[4 00

ntermediate Form for Direct Threaded Interpretation. The opcode in the in-
wooeeo, .. nisreplaced with the address of the interpreter routine.

Load Word and Zero:
RT = code[TPC].dest;
RA = code[TPC].srcl;
displacement = code{TP(].src?;
if (RA == Q) source = 0;
else source = regs[RA];
address = source + displacement;
regs [RT] = (datafaddress]<< 32) >> 32;
SPC = SPC + 4;
TPC = TPC + 1;
If ¢(halt || interrupt) goto exit;
routine = code[TPC].op;
goto *routine;

’xample of Direct Threaded Interpreter Code.

2.4 In erpreting a Complex
Instruction Set

Thus far, when describing basic interpretation techniques, it has
been useful to center the discussion on fairly simple instruction sets.
A RISCISA, the PowerPC, was used 1n our examples. Similarly, vir-
tual instruction sets, such as Pascal P-code and Java bytecodes—to
be discussed ir —are designed specifically for emulation
and can be interpreted using the techniques described above in a
straightforward manner. In practice, however, one of the most com-
monly emulated instructions sets is not a RISC or a simple virtual
ISA; rather it is a CISC—the Intel IA-32. In this section we consider
the additional aspects (and complexities) of interpretation that are
brought about by a CISC ISA, using the IA-32 as the example.

One of the hallmarks of a modern RISC ISA such as the PowerPC is
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the regular instruction tormats. ‘'hat 1s, all nstructions have the
same length, typically 32 bits, and the instruction formats are fairly
regular, for example, the register specifiers usually appear in the
same bit positions across instruction formats. It is this regularity
that makes many of the steps of interpretation straightforward. For
example, the interpreter can extract the opcode and then immedi-
ately dispatch to the indicated instruction interpreter routine.
Similarly, each of the instruction interpretation routines can extract
operands and complete the emulation process simply.

Many CISC instruction sets, on the other hand, have a wide variety
of formats, variable instruction lengths, and even variable field
lengths. In some ISAs the variability in instruction formats was in-
tended to increase code density and “orthogonality” of the instruc-
tion set. The VAX ISA is a good example , in the VAX,
every operand can be specified with any of the many addressing
modes. In other 1SAs, the variability reflects the evolution of the in-
struction set over time, where a number of extensions and new fea-
tures have been added, while maintaining compatibility with older
versions. The [A-32 is a good example of this evolutionary process.
The [A-32 started as an instruction set for 16-bit microcontroller
chips with physical addressing and dense instruction encodings and
eventually evolved into a high-performance, 32-bit general-purpose
processor supporting virtual memory. This evolutionary process

continues, and it has recently been further extended to 64 bits.

2.4.1 Interpretation of the IA-32 ISA

lustrates the general form of an IA-32 instruction. It
begins with from zero to four prefix bytes. These indicate if there is
repetition for string instructions and/or if there are overrides for ad-
dressing segments, address sizes, and operand sizes. Then after the
prefix byte(s) (if any), there is an opcode byte, which may be fol-
lowed by a second opcode byte, depending on the value of the first.
Next comes an optional addressing-form specifier ModR/M. The
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specifier is optional, in the sense that it is present only for certain
opcodes and generally indicates an addressing mode and register.
The SIB byte is present for only certain ModR/M encodings, and it in-
dicates a base register, an index register, and a scale factor for in-
dexing. The optional, variable-length displacement field is present
for certain memory-addressing modes. The last field is a variable-

length immediate operand, if required by the opcode.

Because of all the variations and the presence or absence of some
fields, depending on the values in others, a straightforward ap-
proach to interpreting a CISC ISA, and the IA-32 ISA in particular, is
to divide instruction interpretation into two major phases, as illus-
trated ir The first phase scans and decodes the various
instruction fields. As it does so, it fills in fields of a general instruc-
tion template. This template, in essence, contains a superset of the
possible instruction options. Then there is a dispatch step that
jumps to routines specialized for each instruction type. These rou-
tines emulate the specified instruction, reading values from the rele-

vant instruction template fields as needed.

Prefixes | Opcode Opcode @ ModRM SiB | Displacement | Immediate

Oto4 aplional optional  oplional 01,24 bytes 0,1,2,4 byles
seneral Format for TA-32 Instructions,

Geoneral
Decode
(fill-in instruction
structure)

Dispatch

Inst. 1 Inst. 2 Inst. n
specialized specialized sue specialized
routine routine routine
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returns a pair: <DecodeAction, InterpreterFunctionPointer>.
DecodeAction contains addressing mode information, the presence
or absence of immediate values, etc., and the
InstructionFunctionPointer is a pointer to a specific interpreter rou-
tine. Finally, the operand specifiers are decoded and displacement

and immediate values are filled in.

struct IA-32instr {
unsigned short ¢pcode;
unsigned short prefixmask;
char ilen; // instruction Tength.

InterpreterFunctionPcinter execute; // semantic routine for this instr.

struct {
// general address computation: [Rbase + (Rindex << shmt) + displacement]
char mode; // operand addressing mode, including register operand.
char Rbase; // base address register
char Rindex; /7 index register
char shmt; // index scale factor

Tong displacement;
} operandRM;

struct {
char mode; // either register or immediate.
char regname; // register number
tong immediate;// immediate value
1 operandRI;
} instr;

/f

// BIG fetch_deccde table indexed by the opcode
7/

IA-320pcodelnfo_t 1A-32_fetch_decode_table(] =
{

{ DecodeAction, InterpreterFunctionPointer},
{ DecodeAction, InterpreterFunctionPointer},
{ DecodeAction, InterpreterFunctionPointer},

Aajor Data Structures for an IA-32 Interpreter. Instruction template and

IA-321instr
IA-32_FetchDecode (PO {
fetch_ptr = PC;

/7 1. parse prefixes

byte = code[++fetch_ptr);

while (is_IA-32_prefix(byte)) {
add_prefix_attribute(byte, instr);
byte = code[++Ffetch_ptr];

}

// 2. parse opcode
instr.opcode = byte; // its code[fetch_ptr):

4F Fincerr Anrndo oo OvffLVS

1
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instr.opcode = 0x100 | code[++fetch_ptr]; // 2 Byte opcode.
}

// 3. Table Look up based on opoode to find action and function pointer.
decode_action = IA-32_fetch_decode_table[instr,opcode] .DecodeAction;
instr.execute =

IA-

32_fetch_decode_table[instr.opcode].Interpreterfunctionfointer;

H

// Semantic routines for IA-32 instrs, e.g., ADD_RX _32b(IA-32instr i);

// 4. Operand Resglution -- setup tha operandRI and operandiM fields above.
if (need_Mod_RM(decode_action}) {

parse_Mod_RM_byte(instr);

if (need_SIB_byte(instr->operandfM.mode)) fetch_SIB byte(instr);

if (need_displacement (instr->operandRM.mode)) fetch_displacement{instr);

if (need_immediate{decode_action)) ferch_immediatre(instr)};
// 5. bookkeeping and return.

instr.ilen = bytes_fetched_for_this_instr:
return instr;

void cpu_loop()

while (1halt) {
instr = IA-32_FetchDecode(PC):
if (1TA-32_string_instruction) {
instr.execute():

else {
while(need_to_repeat(instr.prefixmask))
instr.execute();
handle_asyn_event(); // 1.e. an interrupt
}
}
PC = PC + instr.ilen;
handle_asyn_event(}:

‘emplate-Filling Reutine and Majcr Emulation Loop for 1A-32 Interpreter.

Instruction function list

// ADD: register + Reg/Mem --> register
void
ADD_RX_32b(IA-32instr instr) // X means: either Reg or Mem({

unsigned opl_32, op2_32, sum_32;

0pl_32 = IA-32_CPR[instr.operandRI.regname];

if (mem_operand(instr.operandRM.mode}} {
unsigned mem_addr = resolve_mem_address{instr);
op2_32 = virtual_mem[mem_addr]:

}

else {

op2_32 = IA-32_GPR[instr.operandRM.Rbase];

'

sum_32 = opl_32 + op2_32;

IA-32_GPR({instr.operandRI.regname] = sum_32;

SET_IA-32_CC_FLAGS(opl_32, op2_32, sum_32, IA-32_INSTR_ADD32);
}
void

ADD_XR_32b(IA-32instr instr)
{
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void
ADD_RI_32b(IA-32instr instr)
{

nstruction Interpretation Routines for an 1A-32 Decode-and-Dispatch

P e R T

lustrates the instruction function list, with one (of the
many) instructions, a 32-bit add instruction, being given in detail.
This interpreter routine uses information from the IA-32instr tem-
plate as it executes. After interpretation is complete, the CPU loop
increments the program counter and proceeds to the next instruc-

tion.

A basic decode-and-dispatch interpreter as just described is well
structured and relatively easy to understand, but it will be quite
slow. One reason for this slowness is its generality. That is, it does all
the sequential decoding first, covering all possible cases, before it
proceeds to an instruction interpretation routine. A more efficient
interpreter can be built around the principle: “make the common
case fast.” For the IA-32 ISA, the common case is: (1) no prefix bytes,
(2) a single-byte opcode, (3) simple operand specifiers, often just reg-
isters. Based on these observations, an interpreter can be structured
along the lines illustrated ir This interpreter first dis-
patches to a routine based on the first instruction byte (alterna-
tively, two bytes could be used, with a much larger dispatch table).
Then these simpler, common instructions are interpreted immedi-
ately via specialized routines that decode the remainder of the in-
struction bytes. For the less common cases, there are more complex
interpretation routines that may share routines for the more in-
volved operations. If the first byte should happen to be a prefix,
then its value can be recorded, with control returning to the dis-
patch code. With this implementation, a sequence of simple IA-32

instructions will be emulated relatively quickly, very much like an
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equivalent sequence of RISC instructions.
Simple Simple Complex Complex
inst. 1 Inst. m Inst. m+1 Inst. n Prefix
T LA i . e sed .
specialized specialized | | specialized specialized sat flags
routine routine routine routine
Shared
routinas
v k 4 h h 4

nterpreter Based on Optimization of Commaon Cases.

2.4.2 Threaded Interpretation

Recall that with threaded interpretation, decode-and-dispatch code
is appended to the end of every instruction interpretation routine.
For a RISC, as we saw earlier, this is a relatively small amount of
code and results in the removal of several branch instructions.
However, if the complex decode routine for the [A-32 ISA, illustrated
ir were to be appended to every instruction interpre-
tation routine, the interpreter would become very large, and any
performance improvement would be relatively small. Consequently,
to implement a threaded interpreter for a CISC ISA, one should ap-
pend a simple decode-and-dispatch routine, optimized for the com-
mon cases, to each instruction interpretation routine and use a cen-
tralized decode-and-dispatch routine for the more complex cases.
This is illustrated ir where simple instructions are

threaded from one to the next but where, when a complex case is
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encountered, a centralized decode routine is executed, tollowed by a
dispatch to an instruction interpretation routine, In effect this is a
hybrid of the decode-and-dispatch and threaded methods.

If predecoding and direct threaded interpretation are to be used for
a CISC ISA, there are two significant problems. The first is that a gen-
eral, fixed-length predecoded instruction format would probably
look very similar to the instruction template IA-32instr used in the
decode-and-dispatch interpreter. This would lead to a very large
predecoded program. In this case, each instruction consumes about
six words. An alternative is to use a small number of intermediate
predecoded forms with some specialization for instruction types. Or
one can predecode a single CISC instruction into multiple, simple,
predecoded instruction forms. This is very similar to binary transla-
tion to a RISC ISA (binary translation is covered in the next section).

[1
1
1

[

:
¥ i e
!
:
!
:

Simple Simple Complex Complex
[nstruction : Instruction instruction [nstruction
specialized { *1* | specialized specialized | *** | specialized
routine : routine rouline routine
r ™ : oy - - r o
Simple Simple Simple Simple
Decode/ : Dacode/ Decode/ Decode!
ﬂ.ﬂ) i &Pﬂ k_DlspatCh 7 - D’-’-patd" J

/

The second significant problem that occurs with predecoding most

W w . Rl LI n L] s — e =y .=

-
a
P
’
’
3
1
.
)
]
L)
L)
~
-

hreaded Interpreter for a CISC ISA.
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CISC ISAS 1S the need 10 perrorm code @iscovery. urdinarily, tne pre-
decoding step operates on a program binary before instructions are
interpreted. With variable-length instructions, however, it is not al-
ways practical, (or may be even possible) to scan a binary and cor-
rectly identify all instruction boundaries or, in some cases, to sepa-
rate data from instructions. The code-discovery problem also occurs
with binary translation and is described in more detail ir

Because of the code-discovery problem, predecoding a conven-
tional CISC ISA becomes an iterative, two-stage process, with simple
decode-and-dispatch interpretation first being used to discover in-
structions, followed by predecoding into an intermediate form and
direct threaded interpretation. Overall, this is very similar to the
staged emulation methods incorporating binary translation, to be
discussed later in this chapter.

Based on the foregoing, one could conclude that predecoding a CISC
[SA is so similar to binary translation that one should simply per-
form binary translation and be done with it. However, predecoding,
as opposed to binary translation, has one major advantage: better
portability. With binary translation, there must be a code generator
specialized for every target ISA, although retargetable binary trans-
lators have been developed

. With predecoding, the intermediate form remains
largely platform independent, and the interpreter routines can he
written in a portable high-level language. Hence, one can combine a
simple RISC-like intermediate form with fast direct threaded inter-
preter routines and a staged interpretation strategy, to arrive at a
high-performance yet portable interpreter for a CISC ISA.

2.4.3 A High-Performance A-32 Interpreter

We conclude this section on CISC interpretation with an example
that illustrates features of an IA-32 decode-and-dispatch interpreter
optimized for speed. The example is based roughly on a description
of an IA-32 interpreter used as part of the DEC/Compaq FX!32 sys-
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tem In the FX!
32 system, the 32-bit IA-32 architecture is emulated on a 64-bit
Alpha platform. This particular interpreter is written in assembly
language, which makes it nonportable but allows very highly opti-
mized code. In this example, we use assembly code similar to that
described for the FX!32; however, it is written using 64-bit PowerPC
code rather than Alpha code. The interpreter uses a decode-and-

dispatch style that is specialized for the common cases.

The main loop uses the technique of software pipelining

to interleave different phases of program interpretation in the same
inner loop in order to reduce execution time. The following are the
key registers used in the dispatch loop, along with a brief descrip-

tion of their usage.

r1 and rz hold a byte stream of prefetched [A-32 instructions; a mini-

mum of 8 bytes of prefetched instructions are kept.

r3 holds the instruction buffer length; this register is used not in the
main dispatch loop but in the buffer maintenance routine.

r4, at the top of the loop, holds the length of the current instruction (in
bits).

r5 is loaded with the upper two bytes of the next instruction; these
two bytes contain sufficient information to determine both the op-

code and the length of the next instruction.

r6 holds a pointer to the interpretation routine for the current instruc-

tion.

r7 is loaded with a pointer to the interpretation routine for the next
instruction.

r8 points to the dispatch table of interpreter routines; each entry is 8

1223
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bytes.
r9 points to a table of IA-32 instruction lengths; each entry is 1 byte.

r10 holds an instruction pointer that is used for prefetching from the

[A-32 code stream.

r11 is loaded with 8 bytes of prefetched [A-32 instructions; these
prefetched instructions are used by buffer maintenance code (not

shown).

The decoding of instructions is layered, with the common cases be-
ing handled more efficiently. Most instructions in the IA-32 instruc-
tion set have 6 bytes or fewer. Hence the dispatch loop is optimized
for this case ;hows the central dispatch loop. The first
two instructions in the routine perform a check on the instruction
length; if the length is greater than 6, then it requires special han-
dling and there is a branch to routine long_inst (not shown). The
next three instructions of the routine extract the first 2 bytes of the
next IA-32 instruction to be interpreted and convert it to a double-
word (8 bytes) offset placed in r5. As mentioned earlier, the first 2
bytes of an IA-32 instruction contain information about the length of

an instruction as well as its opcode.

Toop:
cmpwi  crQ,r4,48 ;compare Tength (in r4) with 48 (bits)
kgt cr, Yong_ inst ;branch to long_ inst if length » 48
s1d r5,rl,r4 ishift instruction I+l into rb5
extrdi r4,r5,16,0 sextract upper 2 bytes of I+l from "buffer”
s1di r5,rd4,3 ;multiply by B: convert to double word offset
1bzx rd,r4,ro :Took up instruction length for I+l
Tdx r7,r5,r8 ;1ook up interpreter routine for I+l
1d r11,0(r10) ;prefetch next 8 bytes
mtcer rb ;move I's interpreter routine pointer into ctr
bctrl :dispatch I; branch to c¢tr and link
mr rs,r? ;move register; to maintain software pipeline
b Toop ;continue loop

Aain Dispatch Loop for High-Performance 1A-32 Interpreter Code Written
v s e = w22 2C Assembly Language.

The next three mstructions perform a series of memory loads. The

first two are table lookups to find the length of the next source in-
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struction and a pointer to its interpreter routine. In both cases the
tables contain 64K entries because they are indexed with the upper
2 1A-32 instruction bytes. This approach leads to some redundancy
in the table because 2 bytes are not always required to determine
the operation type and instruction length, but a direct table lookup
reduces the number of instructions required significantly. The third
load instruction prefetches the next 8 instruction bytes, using the in-
struction prefetch pointer held in r10. This is part of the instruction
buffer mechanism described later. After the three loads are issued,
the current instruction is dispatched for interpretation via a branch
and link instruction. Finally, r7 is copied into ré to maintain the soft-
ware pipeline as the “next” instruction becomes the “current” in-

struction.

The key point in organizing the dispatch loop in a software-
pipelined fashion is to overlap the three loads related to future
source instructions with the interpretation of the current instruc-
tion. If any of these three loads misses in the data cache, then the
miss delay will be overlapped with the current instruction interpre-
tation that follows. Perhaps this feature is most critical for prefetch-
ing imstruction bytes (load of r11), because this particular load has a
higher probability of missing in the cache. Note that IA-32 instruc-
tions are actually data as far as the interpreter code is concerned,
and they contend for the data cache along with the actual 1A-32
data.

In addition to the dispatch code, there must also be code (not
shown) to manage the instruction prefetch buffer, held in registers
r1 and r2. This buffer-maintenance code is executed as part of each
interpreter routine. For instructions that cause a transfer of control
(e.g., a branch or jurp), the register buffer is filled with instructions
from the target of the control transter, and the various registers are
updated appropriately. For all other instructions the buffer-
maintenance code shifts the instruction buffer “up” by the length of

. . . . . . .
+ha netriratinm 1int naranlatad Dae mmcr orivran dnctrmantian fhic a0
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maintained in a register context block held in memory and are
fetched into the registers of the target PowerPC ISA. Some of the tar-
get registers are permanently assigned to either contain or point to
certain important and frequently used source resources. For exam-
ple, r1 points to the register context block, r2 points to the memory
image of the source machine, and the program counter is held in r3.
The process of mapping source registers to target registers, as in the
case of the program counter, is a very clear example of the guest-to-
host state mapping that is a basic part of the virtualization process,

as discussed at the beginning o:

add]l  %edx,4(%eax)
mov]l  4(%eax),¥%edx
add ¥eax,4

()

rl points to IA-32 register context block
rZ points to IA-32 memory image
r3 contains IA-32 ISA PC value

Twz r4,0{rl) ;load %Xeax from register block
addi rs5,rd, 4 sadd 4 to %eax

Twzx r5,r2,r5 ;1oad operand from memory

Twz r4,12(rl) ;1oad ¥%edx from register block
add r5,rd,r5 ;perform add

Stw rs,12{rl) ;put result into ¥edx

addj r3, r3,3 ;update PC (3 bytes)

Twz r4,0(rl) ;load ¥eax from register block
addi rs,r4.4 iadd 4 to ¥eax

Twz r4,12{rl) 1load %edx from register block
stwx rd, r2,rS ;store ¥edx value into memory
addi r3,.r3,3 ;update PC (3 bytes)

Twz r4,0(rl) ;Toad %eax from register block
addi r4,r4,4 ;add immediate

STw rd,0(rl) iplace result back into Xeax
addi r3,r3,3 iupdate PC (3 bytes)

(b)

{inary Translation from an IA-32 Binary to a PowerPC Binary. (a) Intel IA-32
............ , --quence. (b) PowerPC target binary.

omnares nredecaoding (with threaded internretation)
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even more through optimization {as will be described ir
for example, the second instance of the common subexpression

“addirile, r4, 4” can be eliminated.

2.6 Code Discovery and Dynamic
Translation

2.6.1 The Code-Discovery Problem

From the preceding discussion one might infer that it is possible to
predecode or binary translate a program in its entirety before be-
ginning emulation. This is referred to as static predecoding or static
translation because only static (pre-execution) program information
is used. There are many situations, however, where such a static ap-

proach is diffict , if not impossible, to implement

Consider the following scenario. A sequence of instructions is being
translated and an indirect jurnp instruction is encountered. The tar-
get of such a jump is held in a register. With static predecoding or
static translation, it is difficult (or practically impossible) to deter-
mine the register contents (and the target of the jump instruction)
because the register isn’t assigned a value until run time.
Furthermore, if an attempt is made to proceed with predecoding or
translating the instructions immediately following the jump, there is
no guarantee that the locations irnmediately following the jump
contain valid instructions. In some cases, further analysis of other
code may allow one to conclude that the location following the jump
1s a valid instruction, but the results of such an analysis are not al-
ways available.

It would appear reasonable to assume that the compiler and linker

keep instructions contiguous to one another and separate from all

1223

BEE09_.

-, 2:36 PM



Cha

33of

*2: Emula

n|Virn Machines ps:lem gorei comv aryn v/ u ¢ ines/97i

data items. However, this is sometimes not the case. Some compilers
(and assembly language programmers) intersperse data with code.
For example, some compilers may provide a (read-only) mask that
specifies which registers have been saved by a procedure caller at
the time of the call. This mask may be placed immediately after the
jump-and-link instruction that implements the call. Also, a compiler
may “pad” the instruction stream with unused bytes in order to
align branch or jump targets on word or cache line boundaries for
performance reasons. Whatever the reason for interspersing data in
code sections, it poses difficulties in statically identifying the start-
ing points of all instruction sequences in a given region of memory.

Despite the foregoing observations, static predecoding and binary
translation may still seem fairly straightforward from the simple ex-
amples given in the previous subsections because, in those exam-
ples, we were considering RISC instructions with fixed-length encod-
ings. Instructions are of variable-length in CISC ISAs such as the
IA-32. Hence, sequences of IA-32 instructions can begin at any byte
boundary rather than on a word boundary as in common RISC ISAs.
Even if it is known that a certain location in memory is part of a sec-
tion of code, it is usually difficult in a CISC ISA to determine whether
or not an arbitrary byte is at the start of a new instruction sequence.
Ir for example, it is not obvious whether the byte be-
ginning with 8b marks the start of a sequence beginning with a
movl] instruction, or ends some previous instruction, with the next

byte, b5, starting a mov instruction.

mov ¥ch,0 7?7
31 <0 (8blb5 00 00 03 08 Bb bd 00 0O 03 00
movl %esi, Ox08030000(%ebp)??

‘inding [A-32 Instruction Boundaries in an Insiruction Stream.

Source ISA
instructions

inst.1 [ inst.2
Inst.3 | jump /Data in instruction stream

g | data
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pler. One of these we have already seen: instruction sets with fixed-
length (typically 32-bit) instructions that are always aligned on fixed
boundaries, as is typical in RISC ISAs. Another special situation oc-
curs with source instruction sets that are explicitly designed to be
emulated, such as Java bytecodes. These virtual instruction sets do
not allow data to be interspersed with code (other than immediate
values associated with instructions), and they have restricted con-
trol flow instructions (branches and jumps) that enable easy code

discovery.

2.6.3 Incremental Predecoding and Translation

For an arbitrary ISA, code discovery is a problem both for predecod-
ing and for binary translation. In both cases, a general solution is to
translate the binary while the program is operating on actual input
data, i.e., dynamically, and to predecode or translate new sections of
code incrementally as the program reaches them. Because the over-
all process 1s more or less the same for both predecoding and binary

translation, we will simply refer to both as translation.

The overall process is illustrated ir High-level control is
provided by an emulation manager (EM), which is part of the run-
time support. Other major components include an interpreter and
the binary translator. The interpreter may be either a decode-and-
dispatch interpreter or a simple threaded interpreter as described
ir The important point is that the interpreter operates

on the original source binary code.

As blocks of code are translated (or predecoded), they are placed
into a region of memory reserved for them. As more and more code
is translated, this memory region could become quite large, how-
ever, which is potentially wasteful for code that is rarely used.
Therefore, to reduce the memory space that holds translated code, it
is typically organized as a code cache

The objective of the code cache is to hold the more recently
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Jverview of Dynamic Translation System. Dotted lines indicate data ac-
s Indicate flow of control

The system translates one block of source code at a time. In a simple
translation scheme, the natural unit for translation is the dynamic
basic block. A dynamic basic block is slightly different from a con-
ventional basic block, determined by the static structure of a pro-
gram (see¢ ). A static basic block of instructions contains
a sequence with a single entry point and a single exit point. In
essence, static basic blocks begin and end at all branch/jump in-
structions an branch/jump targets.

Static Dynamic
Basic Blocks Besic Blocks
add... add...
load... block 1 load. ..
1 STOF® ev ] store ..,
oop: Toad ... oop: load ...
add .... block 2 add .... block 1
store store
breond skip ... . b '.'.CP.".C! . §.k.1.|? ...............
Toad, .. Block 3 load.
sub... T sub... block 2
skip: add... skip: add...
store block 4 store
breond loop . bf.c.".'!q_]?.‘!‘? ...............
add. .. Toop: Toad .
‘Ioad .- add .
store... block & store block 3
jump indirect brcond skip
""""""""""""""" skip: ad
store biock 4

(b)

itatic Versus Dynamic Basic Blacks. {a) Static basic blocks are code sequences
r s were veeme, o 0iNE a@nd one exit point, They begin and end with control transfer instructions
or targets of control transfer Instructions. (b} Dynamic basic blocks are often larger than
static basic blocks and are determined by the actual flow of control at run time.

A dynamic basic block is determined by the actual flow of a pro-
gram as it is executed. A dynamic basic block always begins at the
instruction executed immediately after a branch or jump, follows
the sequential instruction stream, and ends with the next branch or

jump. Ir , when the static loop shown is first entered

-~ Rl . .. . . .. . om L] . 1 .3 . - ~
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Irom the top, the Istruction at 10op nappens to be the target or a
branch, yet it does not terminate the dynamic basic block. The dy-
namic basic block continues until the first conditional branch is en-
countered. Dynamic basic blocks tend to be larger than static basic
blocks. Note that the same static instruction may belong to more
than one dynamic basic block. For example, the add instruction at
label skip belongs to dynamic basic block 2 as well as the shorter dy-
namic basic block 4. In the remainder of this book the term basic
block will mean “dynamic basic block” unless stated otherwise.
Translation methods in this chapter will operate on one dynamic ba-
sic block at a time. A translation unit larger than a single dynamic
basic block can often be beneficial, however. Such larger translation
units are discussed ir

A simple, incremental translation process works as follows. After
the source binary is loaded into memory, the EM begins interpreting
the binary using a simple decode-and-dispatch or indirect threaded
method. As it proceeds, the interpreter dynamically generates the
intermediate code or translated target binary. This translated code is
placed in the code cache, and the corresponding SPC-to-TPC map-
ping is placed into the map table. When a branch or jump is encoun-
tered, the interpreter has completed translation of a dynamic basic
block.

The EM then follows the path of the source program’s control flow
(using the map table) and either directly executes the next block if it
is already translated (there is a hit in the table) or begins translating
the next dynamic basic block if it hasn’t been previously translated
(a miss in the table). Incrementally, more of the program is discov-
ered and translated, until eventually only translated code is being
executed (except for the emulation manager code that connects the
control flow from one translated block to the next—

The entire process is summarized in the flowchart
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An apparent complication to the translation process occurs when a
branch goes into the middle of a block that is already translated. The
destination translation block could be divided into two pieces at that
point. However, in order to discover such a situation, it would be
necessary to maintain an additional data structure to keep track of
address ranges of translated code blocks and then to search the
structure whenever a miss occurs in the map table. This apparent
complication does not occur when dynamic basic blocks are used (a
major reason for using dynamic basic blocks). A new translation is
always started when there is a miss in the map table, even if it leads
to replicated sections of translated code.

translated
block

) translated
Emulation block

Manager

transiated
block

low of Control Involving Translated Blocks. The emulation manager han-
e meeme - - —-5f€TS from one translated block to the next,

Start
with
SPC

Look Up
SPCoTPC
in Map Table

390f 1223 -, 2:36 PM




Cha

of

*2: Emula

n|Virn Machines ps:lem goret comv aryn v/ u ¢ ines/97i

HO N |1aper >
Use SPC to
Yos Read Instructions
from Source
Memory Ima
BranchtoTPC | | _..._. r-y-----gi
and Execute Interpret, Translate,
Transiated Block and Place into
Code Cache
Y
Wite New
SPCHTPC
Mapping into
¥ Map Table
Get SPC
for Next Block

iynamic Translation Flowchart.

Tracking the Source Program Code

It is important that the translation system keep track of the SPC
value at all times while emulation is taking place. In the translation
system, control is shifted as needed between the interpreter, the EM,
and translated blocks in the code cache, and each of these compo-
nents must have a way of tracking the SPC. First, the interpreter
uses the SPC directly as it fetches source instructions. When the in-
terpreter transfers control to the EM at the end of a basic block, it
passes the next SPC to the EM. Similarly, when a block of translated
code finishes executing, the value of the next SPC must he made
available to the EM. One way of doing this is to map the SPC to a reg-
ister on the host platform, with the register being updated either at
each translated instruction or at the end of each translated block (as
ir Another possibility is shown ir Here
the value of the next SPC is placed in a “stub” at the end of the trans-
lated block. When the translated block finishes, control is trans-
ferred back to the EM using a jump-and-link (JAL} instruction. The
link register can then be used by the EM to access the SPC from the
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Self-referencing code—Here, the program performs loads from the

code area. When this happens, the data that is read must corre-
spond to the original source code, not the translated version.

Handling of self-referencing code is also covered ir

Precise traps—If the translated code should experience an exception

condition (an interrupt or trap), the correct state corresponding to
the original source code, including the SPC of the trapping instruc-
tion, must be produced. Providing precise state at the time of a trap
or interrupt is an important recurring {opic throughout both

inc

2.6.4 Sa: 1e-ISA Emulation

Although it may seem like an odd idea at first, there are important
VM applications where the source and target ISAs are the same and
where the emulation techniques described in this chapter are used.
Of course, there is no logical reason why an instruction set can’t he
used for emulating itself. For example, using interpretation tech-
niques, instructions from a source binary can he discovered, parsed,
and emulated regardless of whether the target and source ISAs are
the sarne or different. And, naturally, “binary translation” is greatly

simplified when the source and target ISAs are identical.

The important, useful aspect of same-1SA emulation is that the emu-
lation manager is always in control of the software being emulated.
Emulation software discovers and inspects each source instruction
and, in the process, can identify details concerning operations to be
performed by that specific instruction. Furthermore, it can monitor
the execution of the source program at any desired level of detail.
This monitoring, or code management, capability is the key to sev-
eral applications of same-ISA emulation. One application is simula-

tion, where dynamic program characteristics are collected during
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the simulation process. Simulation is the primary application of the
Shade System, discussed as a case study ir A second ap-
plication is operating system call emulation in virtual machines
where the ISAs are the same but the host operating system differs
from the guest operating system. By using emulation techniques, all
operating system calls in a guest’s source binary can be detected and
can be translated to host operating system calls. A third application
is the discovery and management of certain privileged operations
that require special handling in some system VMs; these will be dis-
cussed i A fourth application, discussed ir

1s “program shepherding” where the targets of control transfer and
other instructions are monitored to ensure that they do not exploit
security holes. Finally, there is the application to same-ISA dynamic
binary optimization where runtime information is used to help opti-
mize a program hinary as it executes, even though no ISA transla-
tion is performed. This final application can be used as an end in it-
self, but, perhaps more importantly, it allows the other applications
to be implemented while mitigating any resulting performance

losses.

Same-ISA interpretation requires no special discussion; the tech-
niques are exactly as described earlier. For binary “translation
(without optimization), the simplest technique is just to copy the
code, using exactly the same code in the target as in the source (ex-
cept where there are operating system calls or instructions requir-
ing special handling). Same-ISA dynamic binary optimization is dis-

cussed ir

2.7 Control Transf ¢ Optimizations

Using the simple translation method described thus far, every time a
translation block finishes execution, the EM must be reentered and
an SPC-to-TPC lookup must occur. There are a number of optimiza-

tions that reduce this overhead by eliminating the need to go
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through the EM between every pair of translation blocks. These op-

timizations are described in the following subsections.

2.7.1 Translation Chaining

Chaining in binary translators is the counterpart of threading in in-
terpreters. Instead of branching to the emulation manager at the
end of every translated block, the blocks can be linked directly to
each other. This is illustrated ir

transiated
block

transiated
Ermulation block
Manager

translated

black

‘haining of Translation Blocks Avoids Indirect Transfers Through the
ceriimriasas samedEET.

In this scheme, blocks are translated one at a time, but they are
linked together into chains as they are constructed. Linking is ac-
complished by replacing what was initially a jump and link (or
branch and link, bl, in PowerPC) back to the EM, as shown i1

with a direct branch to the successor translation block. The ad-
dress of the successor block is determined by using the SPC value to
access the map table and find the corresponding TPC (if the corre-

sponding basic block has been translated).
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PowerPC Transiation

SACO: | Ilwz r16,0(rd) ;load value from memary

add r7, 7.re ;accumulate sum

Stw r7,0{rd) ;store 10 memory

addic. r9,05,-1 ;decrament loop count, set cr)

beq cr,pc+i12 ;branch if loop exit

bl FO00 sbranch & link to EM

4FDGC :save source PC in link register
SAE4: A b 9c08 ;branch atong chain

51C8 ;save source PC in link register
9C08: T stw r7,0{r6) ;store last value of %edx

xor 707,17 ;clear Y%edx

bl FO00 ;branch & link to EM

6200 ;save source PC in link register

‘ranslated PowerPC Cede from an Earlier Example, with Chaining

2.7.2 Software Indirect Jump Prediction

As pointed out earlier, implementing indirect jumps by map table
lookup is expensive in execution time. It requires several instruc-
tions to hash the SPC to form an index into the map table, then at
least one load and a compare to find a matching tal :entry, and fi-
nally a load and an indirect jump to the TPC address. In many cases,
however, the jump target never or very seldom changes. In these
cases, a form of software jump prediction can be employed to re-
duce the overhead of indirect jumps. This is essentially an imple-
mentation of inline caching, developed for fast Sma alk emulation
llustrates the tech-
nique. In the example, Rx symbolizes a register holding the indirect
jump target PC value. In a series of if statements, the most frequent
SPC addresses, with their matching TPC addresses, are encoded into
the translated binary code (given here in high-level form for clarity).
Then the register value for an indirect jump can be compared with
the SPC value; if there is a match, then a branch to the destination

(possibly translated as a PC relative branch) takes place. Typically,
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the comparisons are ordered, with the most frequent SPC destina-
tion address being given first. Of course, in the worst case, if all the
prediction{s) are wrong, en the map table lookup must be per-
formed anyway, so that additional performance is lost. Hence, this
technique should be coupled with profiling that provides accurate

information regarding indirect jump targets

if(Rx =— addr_1) goto target_1;

else if (RX == addr_2) goto target_2;

else if (Rx == addr_3) goto target_3;

else table_lookup(Rx); do it the slow way

oftware Indirect jump Prediction via Inline Caching. Source PC values are
ate values addr_i; corresponding target PC values are given as target_i.

When using this method, the EM maintains a side table that keeps
track of the successor translated blocks that can be reached via such
software predictions. In the event that the successor translated
block is removed from the code cache, the software prediction code
in the predecessor block must also be modified or removed (and is
replaced with a map table lookup).

2.7.3 Shadow Stack

When a translated code block contains a procedure call via an indi-
rect jump to a target binary routine, the SPC value must be saved by
emulation code as part of the source architected state, either in a
register or in a memory stack (depending on the source ISA). Then
when the called procedure is finished, it can restore this SPC value,
access the map table, and jump to the translated block of code at the
return address. As pointed out earlier, this map table lookup adds
overhead to the emulation process. The overhead can be avoided if
the target return PC value can be made available directly, i.e.,, as a
link address.

To perform this optimization, the return (link) value of the target
code is pushed onto a shadow stack maintained by the emulation

manager - Note that this return value is not
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return address is loaded from the emulated IA-32 stack. This ad-
dress is compared with the IA-32 return address saved on the
shadow stack. If these match, then the shadow stack PowerPC re-
turn value is consistent with the source code return value, and the
PowerPC return value can be used to jump to the return translation
block. Otherwise, the [A-32 return value retrieved from the JA-32

stack is used to hash into the PC map table for the return address.

Note that the IA-32 stack pointer is also saved on the shadow stack.
If the guest program should happen to cut back the [A-32 stack by
discarding a number of stack frames, this can be detected by com-
paring the pointer on the shadow stack with the emulated 1A-32
stack pointer. If there is a mismatch, the emulated [A-32 stack
pointer can then be used for cutting back the shadow stack so that it
is consistent with the emulated source stack.

2.8 Instruction Se Issues

Thus far, we have provided several examples of instruction set emu-
lation. There are many more details to be taken care of in translat-
ing and interpreting a complete instruction set, Some of these de-
tails will be discussed in this section; some are specific to certain in-

structions sets, and others apply more generally.

2.8.1 Register Architectures

Virtually every ISA uses registers of some kind. Registers are at the
very top of the storage hierarchy and are critical to performance.
Hence, the way registers are handled is a key issue during emula-
tion. The general-purpose registers of the target ISA are used for a
number of functions, including (1) holding general-purpose regis-
ters of the source ISA, (2) holding special-purpose registers of the
source ISA, (3) pointing to the source register context block and to

thn vim mrmm ey dmmm v mamA FAY R ATA e frmd s AT ndbkn srnliinn vrand e b
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emulator.

If the number of target registers is significantly larger than the
number of source registers, then all the foregoing uses for target
registers may be satisfied simultaneously. For example, in emulating
an IA-32 on a 32-register RISC such as the PowerPC, all the TA-32
general-purpose registers and some of the special registers, such as
the program counter, can be mapped to target registers, and there
are registers left over to point to the register context block, to the
source remory image, and scratch registers for use by emulation

code.

In other cases, there may not be enough target registers to perform
all the foregoing functions, especially when the source and target
ISAs have approximately the same number of general-purpose reg-
isters. In these cases, the usage of the target general-purpose regis-
ters must be carefully managed. Two registers are needed to point
to the register context block and to the source memory image; these
pointers are used very frequently during the emulation process.
Similarly, a target register should be assigned to the program
counter. Such an assignment of registers is used ix for
example. If interpretation is being used, a target register should also
be designated to hold the SPC. If binary translation or predecoding
is used, an additional register may hold the TPC. If the source ISA
has stack pointer, condition codes, or other frequently used spe-
cial registers, target registers should be assigned to these as well. In
total, this could consume from three to ten target registers. Thus, be-
tween three and ten general-purpose target registers may be needed
for holding the state of source ISA resources, beyond those needed
for mapping source general-purpose registers.

After assigning target registers to the most common or
performance-critical source resources, the emulation manager raust

allocate the target’s remaining general-purpose registers. If inter-
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pretation is used, the remaining registers may be used as scratch
registers by the interpreter. I translation is used, then source regis-
ters can be mapped to target registers on a translation block basis.
All registers read in the translated code are copied from the context
block into target registers when the translation block is entered. Any
modified registers are copied back to the context block when the
translation block is exited. If the translation block is especially large,
then source registers may be spilled to the context block. In some of
the binary translation examples given earlier, e.g.

these intermediate spills to the context block are not shown, though
they would be used in practice.

2.8.2 Condition Codes

Condition codes are special architected bits that characterize in-
struction results (zero, negative, etc.) and are tested by conditional
branch instructions. However, across ISAs there is little uniformity
in the way condition codes are used or whether they are used at all.
The Intel IA-32 ISA sets condition codes implicitly as a side effect of
executing most instructions; consequently, the condition codes are
updated nearly as often as general-purpose registers. The SPARC ISA
contains explicitly set codes, which update condition codes only
when it is anticipated that they will actually be used. The PowerPC
ISA has a number of condition code registers that are also explicitly
set. Adding to the complication, some ISAs do not e any condition
codes; the MIPS ISA is an example.

Emulation complexity varies significantly, depending on whether
the source ISA, the target ISA, both, or neither uses condition codes.
The easiest situation is if neither ISA uses condition codes. Almost as
easy 1s the case where the source ISA does not use condition codes
but the target ISA does. Here, some additional target instructions
may be required to generate condition code values, but there is no
need to maintain any source condition code state. The emulation of

MIPS on a PowerPC is illustrated ir Here. a conditional
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branch in the MIPS ISA is translated to two instructions in the
PowerPC ISA—one that sets a condition register (crl in the figure)

and a second that performs the conditional branch by testing crl.

beq rl,r2,offset
(a)

cmpw crl,rl,r2
beq crl,offsat

(b)

linary Translation of a Conditional Branch from the MIPS ISA to the
.} MIPS branch equal; (b} PowerPC translation to a compare instruction fol-
lowed by a branch.

If a target ISA has no condition codes, then the source condition
codes must be emulated, and this emulation can be time consuming.
The most difficult problems usually occur when the source ISA has
implicitly set condition codes and the target ISA has no condition
codes. It is because of these difficulties that we have been ignoring
the emulation of IA-32 condition codes in examples up to now.

Recall that implicitly set condition codes are modified as a side ef-
fect of many instructions. In the Intel 1A-32, the condition codes are
a set ol “Nags” held in the EFLAGS register. The IA-32 integer add in-
struction always sets six of these condition codes (flags) whenever it

is executed. The condition codes set by the add are:

OF: indicates whether integer overflow occurred
SF: indicates the sign of the result
ZF: indicates a zero result

AF: indicates a carry or borrow out of bit 3 of the result (used for BCD

arithmetic)

CF: indicates a carry or borrow out of the most significant bit of the

[
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resut

PF: indicates parity of the least significant byte of the result.

In a straightforward emulation, every time an IA-32 add is emu-
lated, each of the condition codes is evaluated by the emulation
code. Evaluation of most of the condition codes is straightforward.
For example, the sign of the result can be determined using a simple
shift. In other cases, as in the evaluation of AF or PF, generating con-
dition code values is more complex. In general, computing all the
condition codes for a given source instruction takes many target in-
structions, often more than emulating the rest of the instruction,
and it can slow emulation considerably.

[t turns out, however, that although the condition code values are
set frequently, they are seldom used. To make condition code emula-
tion more efficient, a commeon technique is to perform lazy evalua-
tion, where the operands and operation that set the condition code,

rather than the condition code settings themselves, are saved

needed and at the time they are needed. For example, one can main-
tain a lazy condition code table that has an entry for each condition
code bit. The entry contains the opcode of the most recent instruc-
tion to modify the condition code bit, its operands, and its result.
However, the condition code itself is not generated. Then if a later
instruction, e.g., a conditional branch, needs to use one or more con-
dition code bits, the condition code table is accessed and the needed

condition code(s) are generated.

For example, the 1A-32 add instruction modifies all the condition
code bits. If an add operates on two registers containing the values 2
and 3, all entries in the table will contain: add: 2: 3: 5 after the in-
struction completes. Then if a later instruction needs to test the SF

(sign), the ST entry of the table is consulted, and the result field (5) is
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used to generate the sign (0). Because many instructions modify all
condition code bits or because some subset of the bits are always
modified together, there are various tricks that can be used to re-
duce the number of condition code table entries and table updates
to optimize for the common case.

During binary translation, the translator can analyze sequences of
instructions to determine whether implicitly set condition codes will
actually be used. For example, ir ere are two consecu-
tive add instructions followed by a jmp. In this example, the condi-
tion codes set by the first add instruction are not used and do not
have to be generated. This dataflow analysis can be performed as
part of an overall optimization process There still may
be cases where it is not known whether condition codes will be
needed, and in these cases lazy evaluation can be used as described
earlier. Also, to support efficient lazy evaluation, it may be advanta-
geous to reserve target registers for holding condition code informa-
tion, at least for the common situations.

Returning to the example ir at the time the jmp is
translated, it may not be known whether the condition codes set by
the second add instruction will be needed. For example, the jmp in-
struction and its destination (at label 1) may be translated sepa-
rately and are in two different translation blocks. Here, registers
(r25-r27) are used for lazy condition code evaluation, and operand
values and opcode information are saved in the registers. In this ex-
anple, the code at the jrnp destination address does, in fact, test the
condition codes. Consequently, there is a branch to the condition
code emulation routine, genZF, in order to set the ZF condition code
flag. The genZF routine performs a multiway jump based on the op-
code (add) and then evaluates the ZF condition code.

There are still problems, however, because 1t is possible for a trap to
occur during emulation, and the precise (source) state, including all

the condition codes, must be materialized at that point. In the fore-
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going example, the first add instruction could cause a memory pro-
tection fault when it loads its operand from memory. If this occurs,
the condition codes (or the lazy equivalent) must be available. In
general, there must be some way to produce the condition codes for
any potentially trapping instruction at the time a trap occurs, al-
though in this situation performance is usually not an issue.
Methods for materializing the correct condition code state when a
trap occurs are discussed ir vhere the general prob-
lem of trap and interrupt emulation is described in the context of

optimized code.

addl %ebx,0(%eax)
add Fecx , %ebx

jmp Tabell
labell:
jz target
(a)
rd « %eax IA-32 to
r5 & Xebx PowerPC
ré6 & %ecx register mappings
rle « scratch register used by emulation code
r¢5 «+ condition code operand 1 jregisters
rZb « condition code operand 2 : used for
r27 + condition code operation : lazy condition code emulation
r28 « jump table base address
Twz rl6,0(rd) ;perform wemory load for addl
mr r2s,rléb ;save operands
nr r26,rsS : and cpcode for
14 r2?7,”addl1" H lazy condition code emulation
add r5,r5,rl6 :finish addl
mr rés,ré ;save gperands
mr r26,rS : and apcode for
T4 re7,"add" : lazy condition code emulation
add ré,ré,rs5 ;transiation of add
b labell
labell:
bl genZF ibranch and link to evaluate genZF code
beq cri,target ;branch on condition flag
genZF ’
add r29,r28,ri7 ;add "opcede”™ to jump table base address
mtctr r29 ;copy to counter register
betr sbranch via jump table
I‘subll: :
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"add":
add. r24,r25,r26 iperform FowerPC add, set crO
blr sreturn
(b)

.azy Evaluation of 1A-32 Condition Codes with Binary Translation. {(a} /ntel
. mce; (B) PowerPC translation using lazy condition code evaluation.

Finally, even if the target ISA uses condition codes, they may not be
entirely compatible with the source ISA condition codes

For example, the SPARC ISA has conditions codes N, C, Z, V, which
are equivalent to the 1A-32 SF, CF, ZF, OF, but it does not have codes
corresponding to AF and PF. Consequently, emulation is simplified
for some of the condition codes (provided the condition code regis-
ter of the target can be easily read/written), but more expensive em-

ulation is still needed for the other condition codes.

2.8.3 Data Formats and Arithmetic

Emulating most of the instructions that transform data (e.g., adds,
logicals, shifts) is fairly straightforward. The problem is simplified
because data formats and arithmetic have become more or less
standardized over the years. For integers, the two’s complement
representation has found universal acceptance; for floating-point,

the IEEE standard is commonly implernented.

If both the source and the target ISAs implement two’s complement
arithmetic, the emulation of arithmetic operations is easily done, es-
pecially when identical data widths are supported in both ISAs.
Most ISAs offer a basic set of shift and logical instructions that can
be used to cornpose different variations of shift and logical instruc-

tions in a source [SA.

Although the IEEE floating-point format is commonly used, there are
some differences in the way floating-point arithmetic is performed
on different implementations. For example, the IA-32 uses 80-bit in-

termediate results, unlike most other I1SAs. This means that the pre-
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cision of IA-32 intermediate results will differ from an ISA that uses
64-bit intermediate results. It is possible, but quite cumbersome, for
a non-IA-32 target ISA to perform IA-32 emulation and obtain identi-
cal results. As another example of arithmetic differences, the
PowerPC ISA provides combined multiply-add instructions, which
cannot always be emulated exactly by using the obvious simple se-
quence consisting of a multiply instruction followed by an add in-
struction because the intermediate precision of the multiply add
may be higher than that required by the IEEE standard. Once again,

emulation is possible though cumbersome.

There are often cases where the source ISA requires a functional ca-
pability not available in the target ISA. For example, some instruc-
tion sets provide integer divide instructions, while 0 ers provide
more primitive shift/subtract “divide step” instructions or instruc-
tions to convert and use the floating-point divider. As another exam-
ple, some ISAs implement a large variety of addressing modes, while
others have a smaller set of simnple addressing modes. Invariably the
simpler ISA has sufficient primitives to implement the more com-
plex instructions in the other ISA. For example, an auto-
incrementing load can be done with a combination of an add in-
struction and a load.

Finally, immediate data can cause slight emulation difficulties be-
cause different ISAs often have different immediate lengths.
Mapping shorter immediate values to longer ones is obviously eas-
ler than mapping long immediate values to shorter immediate
fields. However, all ISAs have some way of building full-length con-
stants using a small number of instructions, so all immediate values

can be handled, regardless of length.

2.8.4 Memory Address Resc ution

In general, different ISAs can access data items of different sizes. For

examnle. one ISA mav sitnnnrt lnading and storineg of hvtes. half-
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words (16 bits), and full words, while another may only support
bytes and words. Multiple instructions in the less powerful ISA can
invariably be used to emulate a single memory access instruction in

the more powerful ISA.

Most ISAs today address memory to the granularity of individual
bytes. However, if a target ISA does not, then emulating a byte-
resolution ISA on a machine with word resolution requires shifting
out (and saving) the low-order byte address bits when performing
memory access and then using the saved byte offset bits to select the
specific bytes (or halfwords) being accessed. Performing a store of a
data item less than a full word in size requires first performing a
word load, inserting the data item into the word (via shifts and
mask operations), and then performing a word store. The opposite
problem of emulating a word-addressed ISA on a byte-addressed
target is very straightforward; it is a case of emulating a less power-

ful ISA on a more powerful one.

2.8.5 Memory Data Alignment

Some ISAs align memory data on “natural” boundaries and sore do
not. That is, a word access must be performed with the two low-
order address bits being 00, and a halfword access must have a 0 for
the lowest-order bit. If an ISA does not require addresses to be on
natural addresses, then it is said to support “unaligned” data. A con-
servative approach is to break up word or halfword accesses into
byte accesses. Usually if an ISA does not support unaligned data di-
rectly, however, it has supplementary instructions to simplify the
process, and these can be used. Typically, as a safety net, the ISA also
specifies a trap if an instruction does attermapt an access with an un-

aligned address.

Run-time analysis of the target code may help in reducing code ex-

pansion by substituting word accesses for aligned cases. In some sit-
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uations it may be ettective to use run-time protiling intormation to
reduce the dynamic cost of emulating such accesses. This will be dis-

cussed further ir

2.8.6 Byte Order

Some ISAs order bytes within a word so that the most significant
byte is byte 0 (and in a 32-bit word, the least significant is byte 3).
This is referred to as the big-endian byte order Qther
ISAs order bytes in the little-endian byte order, which addresses the
least significant byte as 0 and the most significant as byte 3. For ex-
ample, the character string “JOHN” is stored as JOHN in a big-endian
machine and as NHQJ in a little-endian machine. In either case, if
the bytes are accessed in the sequence 0, 1, 2, 3, then the string is ac-

cessed in order ], O, H, N.

It is common to maintain the guest data image in the same byte or-
der as assumed by the source ISA. Consequently, to emulate a big-
endian source ISA on a little-endian target ISA (or vice versa), the
emulation code can modify addresses when bytes (or halfwords} are
accessed from the guest memory region. For example, consider a
load byte instruction. To get the correct data, the low-order two-
address bits can he complemented (i.e., to convert byte address 00 to
11, 01 to 10, etc.). As a more complicated example, if an unaligned
word address is used, then the bytes can be individually loaded
from addresses found by sequencing through individual byte ad-
dresses and complementing the addresses before accessing memory.
That is, if the source ISA specifies address xxx01001, then the bytes
to be loaded are at locations xxx01010, xxx01001, xxx01000,
xxx01111. Or, alternatively, a pair of load words combined with
shifts and logical instructions can be used to assemble the correct
data in the register of the target. In any case, it is an awkward, time-
consurning process that is hard to avoid, in general. Some ISAs sup-
port both endian orders (via a mode bit), and a target ISA with this

feature would clearly simplify the emulation process.
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Finally, note that byte-order issues extend into the host operating
system calls. That is, guest data accessed by the host operating sys-
tem also has to be converted to the proper byte order. This can be
done in the “jacket” or “wrapper” code that supports OS call emula-

tion (ses

2.8.7 Addressing Architecture

The memory addressing architecture is a very important part of an
[SA, and it poses a number of difficult problems when emulating full
applications. The address space sizes of the source and target ISAs
may be different, and/or their page sizes may be different or their
privilege levels different. These address space issues are fairly com-
plex, and often the virtual machine architecture as a whole must be
considered in order to provide a good solution; that is, it is not a
matter of instruction emulation alone. Because the virtual machine
as a whole provides a proper address space environment, this prob-
lem is deferred tc which discusses specific virtual ma-

chine implementations.

2.9 Case Study: Shade and the Role
of Emulation Jurin~ Simulation

Simulation is a key part of computer system design. Simulators are
used for studying the performance of memory hierarchies and the
internal behavior of superscalar microarchitectures. They are also
useful for developing compiler optimizations and debugging.
Simulators typically operate on benchmark programs or kernels
and emulate these programs as a part of the simulation process.
That is, a simulator includes emulation, but it does more. In simula-
tion, the objective is to study the process of performing computa-

tion, not the computation itself; that is, one is seldom interested in
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the actual output produced by a simulated program (especially
when the program is being simulated for the 100th time with ex-
actly the same input data!). In addition to emulating a program, a
simulator may model the internal workings of a processor or mem-
ory syster. It may directly track the operation of hardware features,
or it may generate instruction or memory address traces for further
evaluation by other simulation tools. Often performance is sacri-
ficed in order to collect process-related information, such as branch
misprediction accuracy or nurabers of instructions issued on partic-
ular cycles.

Shade is a simulation tool developed for high-performance simula-
tion , consequently, it contains a so-
phisticated emulator that forms a basis for flexible and extensible
simulation. It does this by providing a set of functions that can be
linked into the emulator. Some of the functions are provided as part

of the Shade toolset, or the user can write additional functions.

VMEM TLB TC
R

Taxt ><
Data

) Vs

int regs
T p regs
cord codes

Stack

'rimary Data Structures in Shade. The socurce memory image (VMEM), the
vt v 1 gyenne HALE [VS), the cache for holding translated instructions (TC), and the table
mapping source to target PCs (TLB).

Shade first translates the [SA being simulated {(what we have been
referring to as the source IS;  into sequences of target instructions.

In general, basic block-size units are translated. The translated code
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not only performs emulation but also generates simulation trace
data via function calls embedded in the translated code. Because we
are interested primarily in emulation, we skip the deta ; of trace
generation, but the reader can refer to the excellent articles describ-

ing Shade cited earlier.

sives the important elernents of Shade. The source ISA
rnemory image is kept in a large array VMEM. The register state, in-
cluding the condition codes, and control registers are held in the ta-
ble VS. A trace cache (TC) is the code cache mechanism that holds
translated blocks of target instructions. Finally, the mapping be-
tween source PC values and target PC values is maintained in the
translation lookaside buffer, or TLI

To speed up emulation, the source program counter (VPC) and the
base of the source memory image (VMEM) are perrmanently mapped
to target registers. A pointer to the base of the TLB is also perma-
nently mapped to a target register. While executing a block of trans-
lated code, source register values (held in the VS) used in the block
are temporarily copied into target registers. As they are computed,
result register values are copied back into the VS,

Translated blocks in the TC may be chained together to avoid TLB
lookups. The translation cache is rnanaged in a simple way:
Translations fill the TC linearly as they are produced. When the TC
becomes full, it 1s simply flushed, and translation begins filling it
again. This method is clearly simple—it avoids having to “unlink”
translation blocks, and the TC is generally large enough that it does

not reduce performance significantly.

The structure of the Shade TLB is shown iI It is struc-
tured as a two-dimensional array, where a source PC hashes into a
row, and each row contains n <source, target> pairs. The lookup al-
gorithm linearly scans the row until it has a match (and finds the

target PC) or until it hits the end of the array. If it hits the end, it as-
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sumes there is no translation and forms one. The inner loop of the
emulation code checks the first translation in the list. If there is a
hit, it proceeds; otherwise, it calls a routine that does the linear
search. This search routine then places a matching entry in the first
position, so the most recently used is always the first one checked. If
all n entries are full, then a new entry pushes the rightmost entry off
the end and it is lost. This means there may be some “orphan” trans-
lations in the TC, and a redundant retranslation may later be added
to the TC. However, the occasional flushes of the TC clear out the or-
phans. Finally, a further optimization is to align each of the TLB
rows to a cache line boundary so that if there is a miss during the
initial lookup, the remaining entries will be brought into the cache

when the initial miss is serviced.

A
/7 N
50urce | target | source | target | ... | source | target
source | target | source | tamget | ... [ source | target
source | target | source | target ... | source | target
source | target | source | target +—~——1-ooures--arget— target pe
source PC —'@/ source | target |Source | target | ... [ source| targst
squrce | target | source | target | ... | source ! target
source | target | source | target | ... | sourcai @rget |
source | target | source | target | ... | source| larget
source | target | source | targel source ! target

yhade TLB Structure.

2.10 Summary: Performance
Tradeoffs

summmarizes all the emulation methods we have dis-
cussed, and we now compare their characteristics. As criteria for
comparison, we consider start-up time, memory requirements,
steady-state performance, and code portability. We provide qualita-
tive performance characteristics, a more quantitative evaluation of
interpreter performance was done by The rela-

tive importance of the criteria depends on the VM being imple-
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quired.

Steady-state performance: slow—A source instruction must be
parsed each time it is emulated. Furthermore, the source code must
be fetched through the data cache, which puts a lot of pressure on
the cache (and leads to a potential performance loss). Finally, this
method results in a high number of control transfers (branches).

Code portability: good—If the interpreter is written in an HLL, it is
very portable.

Indirect Threaded Interpreter

Memory requirements: low—More mermory is required than with
decode-and-dispatch interpretation because the dispatch code se-
quence must be included in every interpreter routine. The amount
of extra memory depends on the comnplexity of decoding; for a RISC
[SA it would be relatively low, and for a CISC it could be much
higher. The memory cost can be mitigated via hybrid implementa-

tions.

Start-up performance: fast—As with decode-and-dispatch inter-
preters, there is essentially zero start-up time; no preprocessing is

required.

Steady-state performance: slow—This is slightly better than decode-
and-dispatch because several branch instructions are eliminated.
There is high data cache usage, as in decode-and-dispatch inter-

preters.

Code portability: good—The interpreter code is as portable as with
decode-and-dispatch interpretation.

Direct Threaded Interpreter with Predecoding

Memory requirements: high—The size of predecoded memory im-
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age is proportional to the original source memory image (and is
probably larger). Memory requirements can be somewhat reduced
if the intermediate form is cached and blocks of seldom-used prede-

coded instructions are removed from the cache.

Start-up performance: slow—The source memory image must first
be interpreted in order to discover the control flow. Also, generating

the decoded intermediate form can be time consuming.

Steady-state performance: medium—This is better than indirect
threading because the individual instructions do not have to be
parsed (and decoded} every time they are executed. If the prede-
coded form contains target addresses of interpretation routines,
then the dispatch table lookup is eliminated. There is high data
cache usage because the predecoded instructions are still treated as
data by the interpreter code.

Code portability: medium—If the predecoded version contains spe-
cific locations for interpreter routines, then the interpreter becomes
implementation dependent. Compilers that support finding the ad-

dress of a label may mitigate this disadvantage.
Binary Translation

Memory requirements: high—The size of predecoded memory im-
age 1s proportional to the original source memory image. As with
predecoding, memory requirements can be reduced if blocks of

translated code are cached.

Start-up performance: very slow—The source memory image must
first be interpreted in order to discover the control flow; then trans-
lated binary code must be generated.

Steady-state performance: fast— The translated binaries execute di-

rectly on hardware. Performance is improved even more if trans-
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Pr icess Virtual Machines

typical computer user works with a large number of programs
Athat coexist in a system environment consisting of one or more
processors, memory, a file system, and a number of peripheral de-
vices. The user invokes and interacts with the programs by employ-
ing the interface supported by libraries and the operating system.
An important restriction, however, is that the user can run only pro-
grams that have been compiled for the user’s operating system and
the processor’s instruction set. One of the important applications of
virtual machines is to circumvent this restriction and allow the user
to run programs compiled for other systems. As we shall see, a num-
ber of VM architectures can provide this capability, but the simplest
VM approach from the user’s perspective, and the one described in
this chapter, is to provide a virtual environment at the program, or
process, level. By using a process VM, a guest program developed for
a computer other than the user’s host system can be installed and
used in the same way as all other programs on the host system; the
user as well as the other programs interact with the guest program

in the same way as they interact with native host programs.

Computer programs are compiled, distributed, and stored as exe-
cutable binaries that conform to a specific application binary inter-
face, or ABI, which includes features of both the hardware instruc-
tion set and the operating system. For example, a very widely used
ABI is the one designed to execute on a processor supporting the
Intel IA-32 ISA and the Microsoft Windows operating system. A few
years ago, Intel developed a new, 64-bit ISA, now called IPF, which is
implemented in the Itanium family of processors. Existing IA-32 ap-
plication programs will not run directly on Itanium platforms, even

e men e bl o YAT e T i b i i it L L et A e Thm e D

1223

127

BE609_.

23 M















Cha

7of79

*3: Process Virtu nes ual b chines ps:lem goret comv aryn v/ u ¢ ines/9 7

level (ABI) compatibility in particular. Because of the focus on
process compatibility, most of our discussion and many of the exam-

ples are in terms of process compatibility and program emulation.

3.2.1 Levels of Compatibility

One could take a purist’s view and argue that compatibility requires
100% accuracy for all programs all of the time. For some system
VMs, e.g., codesigned VMS, strict ISA compatibility is usually a re-
quirement. However, such a strict definition of compatibility would
exclude many useful process virtual machine implementations.
Consequently, we further refine the notion of compatibility to allow
for qualified forms of compatibility.

We refer to the strict form of compatibility as intrinsic compatibility.
Another term sometimes applied to a VM with intrinsic compatibil-
ity is complete transparency . Satisfying intrinsic
compatibility is based entirely on properties of the virtual machine.
Intrinsic compatibility holds for all guest software and for all possi-
ble input data. This includes assembly language programs, written
by a devious programmer with the intent of “breaking” compatibil-
ity. When using an intrinsically comnpatible virtual machine, the
user is assured that any software will behave the same way as on its
native platform, with no further verification being required; that is,
the verification is done at the time the VM is constructed. This is typ-
ically the standard used by hardware designers for ISA compatibil-
ity in microprocessors. However, it is a very strict requirement for a
process VM; in many cases it is more strict than is really necessary
or than can be achieved.

Probably more useful for process VMs is what we call extrinsic com-
patibility. This form of compatibility relies not only on the VM imple-
mentation but also on externally provided assurances or certifica-
tion regarding properties of the guest software. Extrinsic compati-

bility may hold for some programs run on a virtual machine but not
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for others. For example, all programs compiled with a certain com-
piler and that use a certain set of libraries may define a level of ex-
trinsic compatibility. Alternatively, a program may be compatible as
long as it has limited resource requirements; e.g., its architected
memory space requirements are less than the maximum that can be
supported on a native platform. Or a software developer may take a
particular program and, through debugging and other verification
techniques, declare or certify that the program will give compatible
behavior when run on a given process VM. For example, the Digital
FX!32 system was developed with the goal of providing transparent
operation; however, Digital maintained a list of Windows applica-
tions that were certified to be compatible. With extrinsic compatibil-
ity comes the requirement of clearly stating the external properties
that must hold in order for compatibility to be achieved, e.g., the
compiler that should be used or the logical resources needed.

3.2.2 A Compatibility Framework

As a practical matter, proving that compatibility holds, whether in-
trinsic or extrinsic, is an extremely difficult problem. In systems as
complex as virtual machines, compatibility is usually ensured via
test suites along with the logical reasoning of people intimately fa-
miliar with the system at hand. Because compatibility is too difficult
to prove in any rigorous way, we would at least like some frame-
work within which we can reason about compatibility and discuss
compatibility issues.

Rather than consider the system as a whole, including the guest soft-
ware, virtual machine software, operating system, and hardware
platform, we first decompose the system and structure it in a way
that is consistent with the way process VMs are usually constructed.

Then we can reason about the parts.

To build a framework for discussing compatibility, we consider the
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on (1) the mapping of state (or “resources” that contain the state) be-
tween the guest and the host, and (2) the operations that {ransform
the state in the guest and the host. An application program performs
operations on state in two ways: by executing instructions belonging
to the user ISA and through operating system calls (made either ex-
plicitly or via traps and interrupts). Consequently, we divide the
state into user-managed state and OS-managed state. The user-
managed state is operated on by the user-level ISA and consists pri-
marily of architected main memory and registers. The OS-managed
state includes the contents of disk files and other storage devices as
well as the state associated with resources such as graphics displays
and networks.

State Mapping

With regard to the user-managed state, we generally assume
straightforward mappings between guest and host states. The re-
source holding the state does not necessarily have to be of the same
type, however. For example, guest registers may be mapped to host
rmain memory. The key point is that for a given resource holding
guest state, e.g., specific register or memory location, the associated
resource in the host is readily identified, and it can be easily deter-
mined whether the associated guest and host states are equivalent.
The operating system-managed state is a little more difficult to deal
with because it can be held in many forms, and operations on the
state are often expressed in terms of OS abstractions; however, the
state-mapping concept is the same.

Operations

As a program runs on a native platform, it executes user-tevel in-
structions, occasionally transferring control to the operating system
(through system calls, traps, or interrupts). When the operating sys-
tem is finished servicing a ca trap, or interrupt, it transfers control
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ify the user-managed state, and the operating system performs oper-
ations that modify the OS-managed state and/or the user-managed
state. The points where control is transferred between the user code
and the OS (i.e., traps and OS calls) are a key element of our compat-
ibility framework.

Application Memory Irmage

3

h J

Emulation Engine Application Memory Image
Y Y ) ¥
maps OS calls <:> traps 08 calls

¥ L ¥
Exception OS Call _ ]
Emulator Emulator Native Operating System

b F 3
¥ ¥
Host Operating System

‘orrespondence Between Transfers of Control Between User Instructions and
_ Systemn in a Process Virtual Machine (left) and a Native Platform (right).

In a process VM, there are sets of operations and control transfers
that correspond with those on the native platform. The emuliation
engine uses interpretation and/or binary translation to emulate user
Instructions, and the OS and exception emulators perform the oper-
ating system functions. To do this, the runtime’s emulation routines
may or may not call the underlying host OS, depending on the oper-
ation being emulated. In any case, for each transfer of control be-
tween user code and the OS on a native platform, we identify a cor-
responding point where control is transferred in the virtual ma-
chine Establishing a one-to-one mapping between these
control transfer points is a portion of the structure we impose on
process VMs as part of our framework. In most implemented

process VMs such a mapping can be established, so this requirement
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more easily identify compatibility issues when they arise and then
evaluate their significance.

As we have defined it, to achieve intrinsic compatibility the condi-
tions just stated must hold for all programs and data. In contrast, for
extrinsic compatibility, conditions are imposed on a subset of guest
software. These conditions may be described in terms of any of the
features of the compatibility framework. We now give a number of
examples.

With respect to state mapping, the memory address space available
to a guest program may be less than the maximurn size on a native
platform; consequently, a proper state mapping can only be pro-
vided for programs whose memory space requirements do not ex-
ceed a certain VM-imposed lirit. Hence, extrinsic compatibility is
achieved only for processes that do not exceed a certain size.

With respect to mapping of control transfers, there may be situa-
tions where some control transfers to the OS are potentially elirni-
nated during binary translation. This can occur if certain potentially
trapping instructions are removed during the target code-
optimization process (as we will see ir Here extrinsic
compatibility can be achieved for those programs where the trap
conditions are known not to occur (possibly depending on the input
data).

With respect to user-level instructions, there may be cases where
guest floating-point arithmetic is not done exactly as on its native
platform (see .For these VMs, extrinsic compatibility
can only be achieved for programs where the floating-point accu-

racy is sufficient to satisfy the user’s needs.

With respect to OS operations, there may be cases where the host OS
does not support exactly the same functions as the guest’s native OS.

The guest may avoid these OS features as a way of achieving extrin-
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sic compatibility.

Compatibility issues in process VMs receive an enlightening and
thorough discussion in Breunig's thesis In that
work, some compatibility issues are refined further than we do
here. For example, memory state equivalence of the heap and stack

are considered separately.

3.2.3 Implementation Dependences

The division hetween architecture and implementation is central to
the design of computer systems This division, as exem-
plified by the ISA, separates the functional features of a design from
implementation features. Nevertheless, there are situations where
implementation features do become visible in the architecture and
cause functional differences. These often-subtle effects can some-

times make completely accurate emulation difficult at best.

Probably the most common examples involve caches. One example
such occurs in processors that have separate instruction and data
caches, as is commonly done today. If the program writes into its
own instruction space (i.e., self-modifying code), some processor im-
plementations do not automatically update the instruction cache
contents (or flush the instruction cache, which would have the same
effect). Rather, the old version of the modified instructions remains
in the cache until it is replaced. This can lead to nondeterminism he-
cause the results of a program may then depend on external events
such as context switches, which affect the instruction cache con-
tents. To avoid this problem it is up to the prograrnmer (or compiler)
to flush the instruction cache after self-modifying code is executed.
This can be done either explicitly, via instructions provided for this
purpose, or implicitly, through a carefully constructed code se-
quence that causes the modified cache locations to be replaced. The
net effect, however, is that the instruction cache becomes visible to

the architecture—its presence can affect the function of software.
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This might seem like a small problem. In fact, during emulation, it is
sometimes easiest to make self-modifying code execute the “logical”
way, i.e., by always using the most recent version of code. This can
be done, for example, by using the techniques to be described in
However, there have been cases where clever pro-
grammers use the interactions between instruction caches and self-
modifying code as a way of identifying exactly which processor im-
plementation is executing their software and then using this infor-
mation to select, at run time, a version of a procedure that is opti-
mal for the given implementation. What if code of this type finds a
“nonexistent” hardware implementation, as might be caused by em-

ulation?

An even more troublesome scenario can arise if real implementa-
tions of an ISA provide a stricter implementation than is required
by the specification. Consider the instruction cache example again.
An ISA specification may state that self-modifying code is only guar-
anteed to take effect if the cache is explicitly flushed by executing a
certain instruction; otherwise, the results are undefined (there are
real ISAs specified this way). However, it may be that all existing im-
plementations actually implement self-modifying code in the “logi-
cal” way, even when the instruction cache flush instruction is not
executed. Consequently, there may be self-modifying code that does
not flush the instruction cache properly yet still “works” on real im-
plementations. Now, a developer of a VM may depend on the in-
struction cache flush instruction to trigger the flushing of binary
translated code residing in a code cache. This not only means that
self-modifying code without the explicit instruction cache flush may
behave differently on the virtual machine implementation, but it
may cause some guest code to “break,” from the perspective of the
user. In fact, the VM implements the specification and is correct,
strictly speaking, but this would be of small consolation to the user
whose code no longer works.
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registers when it performs tasks other than emulation and then
turns the registers over to the guest whenever emulation is in

progress.

If the number of registers in the guest and host are the same, or
nearly so, it may be theoretically possible to map all host registers to
guest registers, but this could pose a problem if the emulation
process requires registers for its own use (as is the case with inter-
pretation) or if the runtime performs dynamic optimization of fre-
quently executed code. In some ISAs, loading and unloading regis-
ters from the context block can be a problem because in order to
perform a store to the register context block, a register is needed to
hold the address of the context block. If all the registers are used by
the emulation process, then this additional register is simply not

available.

If the number of guest registers is larger than the number of host
registers, then some of the guest registers must be mapped to a reg-
ister context block in the host’s memory. The runtime, usually
through the translator, is then responsible for managing the host

register space by moving guest registers into and out of the host reg

isters as emulation proceeds.

3.3.2 Memory Address Space Mapping

The guest and host instruction sets each have their specific memory
architectures, and it is the job of the runtime emulation process to
map the guest’s address space to the host’s address space and to
maintain protection requirements. Specifically, when a guest pro-
gram performs a load, a store, or an instruction fetch, it is to sorme
address A within the guest’s address space defined by the guest ISA.
However, after state mapping, the data or code at guest address A
may actually be placed at some other address, A, within the host’s

a lress space, and the runtime emulation software must be able to
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siwi r29,r29,2 ;jconvert to a byte address in table
Twzx r29,r29,r30 ;Toad block Tocation in host memory
slwi r28,rl,16 ;shift left/right to zero out

srwi r2B8,r28,16 ; source block number

stwi  r29,r29,16 ;shift up target block number

or r29,r28,r29 ;form address

Tw>z r2,0(r29) ;do load

‘ode Sequence for Performing a Load Instruction with Software-Mapping

FEFTERPT

“ontains an example of code that emulates a load instruc-
tion using a software-iraplemented translation table. In this exarm-
ple, it is assumed that the mapped memory blocks are each 64KB.
The translation table itself is maintained as part of the runtime, and
its base address is held in host register r30. To perform the load, the
source address is shifted by 16 bits to get the 64KB block number,
This number is converted to an offset added to the table base, and
the sum is used to access the proper table entry. This entry contains
a pointer to the address block in the host address space. The block
address replaces the block address in the original guest address and
can then be used for performing the requested load. Actually, the
PowerPC has two instructions designed for these types of opera-
tions: the rlwimi (rotate left word immediate then mask insert) and
rlwinm (rotate left word immediate and with mask) instructions.
We use alonger sequence here in order to make the overall opera-

tion clearer.

The similarity to the address translation used in conventional vir-
tual address systems for converting virtual to real addresses shouid
be apparent lepicts a method that extends this similar-
ity further. Here, the runtime opens a disk file for holding data be-
longing to any portions of the guest address space that are not resi-
dent in the host address space. Although similar to a conventional
virtual memory, the guest virtual address space is actually mapped
to a region of the host virtual address space rather than to real
memory. The host virtual addresses space, in turn, is mapped to the
host real memory by the underlying host system.
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Aapping a Guest Address Space into a Region of the Host Space. The runtime
oy .. ....ges the region of host address space in much the same way as the host 08
manages its real memory.

At any point in time, a given guest memory block may or may not be
present in the host memory. Hence the translation table is enhanced
with a “valid” bit to indicate whether or not the accessed guest block
1s present in the host address space. The runtime software accesses
the translation table, not only to perform the address lookup but
also to test the valid bit and branch to memory management soft-
ware in the runtime when an accessed block is not present. The run-
time memory manager then decides which block to replace, per-
forms the necessary disk I/O, modifies the translation table, and
then returns to emulation,

This step-by-step software-intensive mapping method is conceptu-
ally similar to the simple decode/dispatch interpretation for instruc-
tions. However, its use need not be restricted to interpretation; it
can serve with any emulation scheme, including binary translation.
The relative overhead of the scheme would be considerable in a bi-
nary translation environment but may be unavoidable if there is a
semantic mismatch between the guest and host ABIs. A prime exam-
ple is the case where the host application address space is not large

enough to hold a typical guest application, e.g., if a 64-bit guest is be-
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Application
Guest Address Guest Ap(;l:lceas:on
Application Space Appiication pRicale
Address Address Space
Space Space
Runtime
L Software
+hase ———  Tmm—rireees
aadr

(a) {b)

Jirect Mapping of a Guest Address Space into the Host’s Space. (a) When the
oo o -5 are affset by some constant in the host’s space; (b) when the guest addresses
are placed at the same locations within the host’s space.

Compatibility Issues

Depending on the performance and compatibility level desired, the
relative sizes of the guest and host address spaces have significant
implications when selecting the memory mapping and translation
method to use. An important consideration is that the runtime soft-
ware {both code and data) share the same address space with the
guest application.

If one wants intrinsic compatibility and a high-performance VM im-
plementation, then it is probably necessary for the host address
space to be larger than the guest address space so that both the
maximum-size guest process and the runtime software can fit into
the host address space at the same time. Then a direct mapping
method can be used, as ir . This is often the case, as
when the 1A-32 ISA is emulated on a platform containing a 64-bit ISA

If the host address space is not larger than the combination of the
runtime and the maximum guest process, then either performance
or intrinsic compatibility must be sacrificed. Using a software trans-
lation method as i ~ill yield intrinsic compatibility at
the cost of several target instructions per source load or store in-

struction.

Mn tho nthar hand tha mamnrir artniallir nead hr a rmact arnnlicratinnm
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Committed
Free
— 0001 0000
258 systam
by sy 0000 0000

¥in32 ABI Memaory Architecture. The system reserves regions at the upper
¥ memory. The user can reserve a specific range of addresses and later com-
mit it to use or leave it free.

3.4.1 Memory Protection

An important aspect of memory architecture is memory protection.
Most ISAs allow access restrictions to be placed on different regions
of the memory space. These restrictions are usually specified as

some combination of read, write, and execute (or none).

If a software translation table is used then emulation of
protection checking is straightforward. Protection information can
be kept in the translation table, and checking can be completely em-
ulated as part of the translation process. This is essentially a soft-
ware version of the way it 1s done in a conventional virtual memory
system. As pointed out earlier, this method is functionally correct

bhut slow.

With direct or offset addressing , however, there is no
software translation table for maintaining privilege information.
Clearly, a software table can be added for the special purpose of pro-
tection checking, though this method suffers in efficiency.
Depending on the support provided by the host OS, a more efficient
method that relies on the underlying host hardware for protection

checking can be implemented. This requires that the runtime has
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wites cause I 4-‘ Read-Only Mappings
protechon faults

Aapping a Portion of the Guest Virtual Address Space to a File. The mapping
o e v ene oo 4 Vil Rapping, unmapping, and read-only mappings.

In the absence of any of these convenient ways to provide the run-
time with the ability to control access to the guest software through
host-implemented features, the runtime can always fall back to the

less efficient software mapping method of accessing memory.
Page Size Issues

We now consider the case where the host and guest pages are of dif-
ferent sizes; obviously, this difference must be considered when al-
locating and protecting memory. As far as assigning specific access
privileges to the guest pages, the method described in the preceding
section is fairly simple when the guest page size is a multiple of the
host page size. In this case all the host pages that correspond to the
single guest page are given the same protections. However, when
the guest page size is smaller than that of the host, two or more dif-
ferent guest pages may be included in the same host page. This
causes a problem if the protections are different for guest pages that
share the same host page llustrates a case where a
guest code page and data page share the same host page. The guest
pages should have different access privileges, but in the host system
they must be given the same protections. As always, the software-
based mapping method can be used to solve this problem, but with

significant overhead.

Guest Page
(Data)

Guest Page
{Code)
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ruest Page Smaller Than Host Page. If the guest page size is srmaller than the
oL . 1en some host pages may be divided between code and data. This causes diffi-
culties when emulating memory protection.

Aligning the code and data regions on host page boundaries would
seem to fix the problem, but this essentially relocates regions of the
guest address space, and the ISA emulation software must correct
for this realignment by adding constant offsets to guest addresses
within relocated regions. This may not only affect the efficiency of
emulation but may also reduce the portability of emulation code by
adding a host platform dependency.

An alternative is to maintain protection checking through the host
platform as described earlier, but to take a conservative approach,
giving the entire host page the lesser privilege of the different guest
pages that share it. The runtime must then handle any “extra” traps
generated either through signal handler software or by reverting to
software mapping (and privilege checking).

Another issue with matching guest and host memory architectures
is that the types of protections defined in the two ISAs may not
match. If the host supports a superset of guest protections, the guest
can be granted the correct protections. However, if the host sup-
ports only a proper subset of the guest protections, then the VM soft-
ware must use conservative protection assignments or rely on soft-

ware checks, as described earlier.

An important case is where the host supports only RW privileges
while the guest uses RWE. This is the most common case of a mis-
match that occurs in practice. With emulation via interpretation, the
interpreter code can easily check execute protection as part of its
normal operation with relatively little slowdown, i.e., through a soft-
ware translation table. With binary translation, execute protection
for the guest code has to be checked only at the time the runtime

reads the guest code and performs translation. In addition, the run-
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time must be able to detect the situations where the application
changes the protection, but this can be done easily as part of the 0S
call translation process When this occurs, any affected

translated code must be discarded.

3.4.2 Self-Referencing and Self-Modifying Code

Occasionally, an application program either refers to itself (i.e., it
reads from its code region) or attempts to modify itself by writing
into the code region. This poses potential problems when binary
translation is used, because the code actually executing is translated
code, not the original source code. If the original source code would
have read or written itself, then the translated version must pro-
duce exactly the same results. Such instances of self-referencing and

sell-modifying code must be accurately emulated by the runtime.

Basic Method

The basis for the solution is the saine for hoth problems. In particu-
lar, an accurate memory image of the guest program code is main-
tained at all times. All load and store addresses in the translated ver-
sion are mapped into the source inemory region, regardless of

whether code or data is being addressed. Consequently, the self-

referencing case ) is automatically implemented cor-
rectly.
For self-modifying code ), the original source code re-

gion is write-protected by the runtime. That is, the page-level write
access privilege is turned off for all pages containing translated
source code. This can he done via a system call made by the runtime
(e.g., via Linux mprotect()}). Consequently, any attempt to write a
page containing translated code results in a protection trap and the
delivery of a signal to the runtime. At that point, the runtime can
flush either the entire code cache or just the translations corre-

sponding to the modified page (by using a side table that keeps track
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To deal with frequently occurring pseudo-self-modifying code, one
approach is to check dynamically whether the source binary code
has been modified before the corresponding translated target code
is executed That is, if write-protection faults
to the same code region repeatedly occur, the runtime can retrans-
late the code in the page being written to and, for each translation
block, save the original source code in a side table (see

Then as a prolog to each of the translation blocks, the translator in-
serts check code that compares the current version of the source
code with the original side table version of the source code. Write-
protection for the page in question can then be turned off. As long
as the prolog check code finds the source code unchanged (and it
will in the case of pseudo-self-modifying code), then execution of the
translated code can proceed. This method results in slowdowns (by
at least a factor of 2, because the code comparison is time consum-
ing), but it is still much faster than repeated protection faults, inter-

pretations, and retranslations.

A potentially faster alternative is to make the prolog code a separate
code block that can be linked and unlinked from its corresponding
translation block . Immediately after a write-
protect fault, the runtime links in the prolog code, and write-
protection for the modified page is turned off. The check code is exe-
cuted the next time the potentially modified code is entered, and, if
the source is found to be unmodified, the prolog ¢an be unlinked
and write-protection reenabled. With this method, the checkis per-
formed only the first time that potentially modified code is executed
following a write-protect fault. However, there is problem in mak-
ing forward progress when the code that performs the write is in
the same page that is being modified. That is, the code repeatedly
traps, disables write-protection, later finds that the source code re-
gion is unmodified, reenables write-protection, and then modifies

the source code region, resulting in another trap. The probability
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that this will happen can be reduced if source code can be write-
protected at finer granularity than a page, as described in the next
subsection. In any case, the slower method given in the foregoing
paragraph can always be used as a fall-back.

Fine-Grain Write-Protection

The basic write-protect method, as we have been considering it thus
far, protects the source code region at a page granularity, if there is
a write into the page, all the translations formed from instructions
in that source code page are flushed from the code cache. An im-
provement on this approach uses software to keep track of source
code blocks at a finer granularity .For each
page that contains translated source instructions, the runtime can
rmaintain a finer-granularity protection table, containing a write-
protect bit mask per page. Each bitin a page’s mask corresponds to
a small region of the page, ¢.g., 128 bytes. Then as code is translated,
the translator sets bits in the mask as it translates source instruc-
tions. If a particular page contains a combination of code and data,
then any data-only regions (at the 128-byte granularity) will not
have their fine-grain write-protect bits set. When a write into a
source code page results in a trap to the runtime, the runtime can
retrieve the fine-grain write-protect mask for the given page and
corpare the faulting address with the bits in the bit mask. If, for ex-
ample, the faulting write was to a data-only region, then the write-
protect bit for that region will not be set, and translated instructions
do not have to be flushed. The finer-granularity bit mask can also be
used to reduce the flushed translations when a fine-grain code re-
gion is written to (through the use of side tables that track the trans-
lation blocks corresponding to instructions in each of the fine-grain

regions).
True Self-Modifying Code

For cases where true self-modifying code frequently occurs, an ap-
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proach for avoiding write-protect faults for the binary translator is
to remove the self-modifying code via idiom recognition. That is, the
translator code recognizes the common scenarios where self-
modifying code occurs and invokes special translations. For exam-
ple, self-modifying code may be used for writing the immediate field
of an instruction contained in an inner loop and then executing the
loop. This is illustrated ir , where the immediate field
of an IA-32 add immediate instruction is frequently modified. This
case can be handled by converting it into equivalent data region
read/write operations. It 5, the add immediate instruc-
tion is translated to a load that retrieves the immediate field from
the source code (which is a data region from the perspective of the
translated code) followed by an add instruction that uses the regis-

ter value rather than an immediate.

In other situations, a given region of source code may be modified
in only a small number of different ways. This occurs in some
device-independent drivers, where the driver itself writes an
implementation-dependent piece of code and then executes it. In
these situations, the runtime can save the various source code ver-
sions along with the corresponding translated code. Then when
code modification is detected, the runtime can compare the modi-
fied source code against the saved source code versions. If it finds a
maich, the corresponding saved translation can he retrieved and
used. This method still incurs significant overhead, but at least it

avoids repeated retranslations.

label: add %eax, Ox12345%6 ;add immediate
(a)
1wz r29, label+1(r2) ir2 points to the IA32 memory image
add r4,r4,r29 ;P4 contains %eax

{b}

ranslating an Instruction Containing a Frequently Modified Immediate
32 add immediate instruction; (b) a PowerPC translation, where the immedi-
ate value is loaded from the original source code memory image.
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translation process. In emulation mode, all the runtime data struc-
tures become inaccessible and the code cache is execute-only; e

only data that can be accessed is in the guest’s memory image.

To change the protections based on the mode, the runtime uses a
system call, e.g., Linux mprotect(}, to change the privilege of the run-
time data and code to no-access and the code cache to execute-only,
just prior to switching from runtime mode to emulation mode.
When control is returned to the runtime, it can reestablish read/
write privileges. This leaves the problem of the emulation software
atternpting to jurp or branch into the runtime region. This is
checked as part of the interpretation and/or binary translation
process. During interpretation, branch and jump destinations can
be explicitly checked by the interpreter. For translated code, all
branches and jumps within a translated code block are to direct ad-
dresses within the block itself. All indirect jumps or branches that
may leave a translated code block are done through either the map
table or link pointers in the translation block. Both of these are writ-
ten by the runtime, and it can check the addresses at the time they

are written.

This method is effective, but it suffers from a relatively high over-
head whenever there is a mode switch. However, if code caching is
effective (and it usually is}, this overhead is rarely suffered after the
guest’s instruction working set has been translated.

If guest registers are mapped into the host memory space, another
protecton problem remains, however. Ordinarily, registers are nat-
urally protected from memory load and store instructions because
they are in their own separate, small address space and can only be
accessed directly via register designators. If the guest register con-
text block is mapped into the host memory space, however, a rogue
load or store in translated guest code can conceivably access the

memory-mapped registers. If this were to happen, behavior would
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differ from the native guest program, and results would likely be
corrupted. A memory-mapped register region is not shown in

but it would be a read/write area that exists outside the
guest’s normal memory image.

Mapping guest registers to memory is often hard to avoid. It is prac-
tically mandatory if the number of source registers is more than the
number of target registers. It is also an important feature of same-
ISA optimization where some optimizations may in-
crease register “pressure,” leading to spills of register contents to

memaory.

This is a place where it is important to distinguish between intrinsic
and extrinsic compatibility. For intrinsic compatibility, there must
be some way to protect the memory-mapped registers no matter
what guest software tries to do, and a solution is to rely on software
protection checking of loads and stores (as discussed earlier in this
section). For extrinsic compatibility, a solution is to certify that a
given program has no bugs that cause loads or stores to make ac-
cesses outside declared program data structures. One would ordi-
narily hope that programs satisfy this property, but nevertheless its
requirement for correct operation means that intrinsic compatibil-

ity is not achieved.

3.5 Instruction Emulation

Emulation is at the heart of a process-level VM, and the emulation
engine can have a relatively sophisticated architecture of its own.
Instruction emulation was the topic of Both interpreta-
tion and binary translation were discussed at length. In this section,
we discuss the integration of instruction ernulation into an overall
VM. We focus on high-performance emulation engines; lower-

performance versions are relatively straightforward subsets.
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For optimal performance, the emulation engine typically combines
multiple emulation methods, for example, interpretation and binary
translation. After initiahzation, the emulation engine hegins inter-
preting the source binary and may later switch over to translation
or even to optimized translation. The next section describes the im-
portant performance tradeoff involved, and the subsequent section
describes the overall structure of a high-performance emulation en-

gine.

3.5.1 Perfor 1ance Tradeoff

To understand the basic framework that is typically used for high-
performance emulation, it is important first to consider a key per-
formance tradeoff among the emulation methods. This tradeoff was
suggested at the end of the last chapter and involves start-up time
versus steady-state performance for a specific emulation technique

(e.g., translation or interpretation).

The start-up time is a one-time cost for converting code in one form
to code 1n a different form prior to emulation. Examples include
converting an original binary into an intermediate interpreted
form, and full binary translation to the target ISA. In same-ISA dy-
namic optimizers the conversion may consist of code optimization
without converting to a different ISA, but there is a start-up time
cost for doing so. On the other hand, simple decode/dispatch inter-
pretation requires no initial conversion and therefore effectively

has a zero start-up time.

Steady-state performance can hest be expressed as the average rate
at which instructions are emulated, e.g., the time required per emu-
lated instruction, whether emulation is being done via interpreta-

tlon or via translation.

The overall time for emulating an instruction N times is expressed

as S + NT, where S is the one-time start-up overhead for the given in-
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struction and T is the time required per emulation in steady state.
The critical performance tradeoff is illustrated with an example
shown ir The start-up time for binary translation is
1000 cycles and T is two cycles per instruction, For interpretation,
start-up time is zero cycles and T is 20 cycles per interpreted in-
struction. The total emulation time for binary transiation starts at
1000 and slopes upward very slowly. On the other hand, interpreta-
tion time is initially much lower than translation and climbs
steadily, until it eventually surpasses translation time. That is, there
is a performance crossover point. If N is small, then interpretation
requires fewer cycles. If N is large, then binary translation is better
overall. In the example, the tradeoff point occurs when N is approxi-
mately 55; that is, if N is less than 55, interpretation gives better
overall performance; if N is larger than 55, then it is worthwhile to

perform binary translation.

2500
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E
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5
= 1500 -
=
E
w
g 1000
-
| —8— imerpretation
= 500 —a— binary translation
a T T T T | T T T T T
10 20 30 40 50 60 70 80 90 100
N — Number of Times Emulated
radeoff Between Interpretation and Binary Translation.
3.5.2 Staged Emulation

Based on the performance tradeoff just described, a typical high-
performance emulation framework implements multiple emulation
methods and applies them in stages

llustrates a staged emulation framework
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shows the emulation process in more detail. The 1nter-
preter is used until a branch or jump is reached, and at that point
the source-to-target PC map table is accessed (se¢ If the
PC hits in the table, then the next code block has been translated,
and control is transferred to the code cache. Consequently, execu-
tion remains in the code cache, possibly following many linked
translated blocks until a block without a forward link is reached. At
that point control is transferred back out to the emulation engine.
When a PC misses in the map table, the profile database is checked
to see if the next dynamic basic block is “hot,” i.e., whether it has
been executed a number of times more than the preset threshold. If
not, the profile data is updated and control passes back to the inter-
preter. Otherwise, the next dynamic block is translated and placed
into the code cache. If the cache is full, the cache manager is in-
voked to free up space. Before a newly translated block is placed
into the cache, the map table is updated, and links with existing

blocks in the code cache are established (sec

If either the interpreter or the translated code reaches a system call
instruction, control is transferred back to runtime and the OS emu-
lator may be invoked. When control eventually returns to the emu-
lation engine, it does a PC map table lookup and proceeds with emu-
lation. If the translated code generates an exception condition, a
host OS signal is delivered to the runtime and control is transferred
to the exception emulator. Similarly, if the interpreter encounters
an exception condition, control is transferred to the exception emu-
lator.

Return from exception emuiator
Raturm from OS5 omulamwy
Increment profile
data for target
Startup block
} -
Y h 4 1
Interpret until N Lookup larget miss %I::k proﬁle
branch or jump in map table N uodnmmt?
Trap condition| | OS cal l hit 1 l o
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Exception conditions can occur at virtually any time during instruc-
tion execution, often unpredictably. The correct handling of excep-
tions poses some of the more difficult challenges for compatible em-
ulation. We use the term exception to denote any trap or interrupt. A
trap is the direct result of program execution and is produced by a
specific instruction. An inferrupt is an external event, for example,
caused by the I/O system, and is not associated with a particular in-
struction.

We use the conventional definition of exception preciseness—i.e., an
exception is precise if (1) all instructions prior to the faulting in-
struction have been executed, (2) none of the instructions following
the faulting instruction have heen executed, and (3} without loss of
generality, the faulting instruction has not been executed. (If the ISA
semantics say that it should be executed, then this adjustment can
easily be made.) We assume that all exceptions in both the source
and target ISAs are defined to be precise. In the case of an external
interrupt, we define preciseness with respect to some instruction
being executed at approximately the same time as when the inter-

rupt occurs.

For a process VM implementation, we further divide exceptions into

the following two additional categories.

ABI visible—These are exceptions that are visible at the ABI level.

They include all exceptions that are returned to the application via
an 0S signal, i.e, they are a function of the source operating system
as well as of the user-level ISA. For example, if the guest OS allows a
signal for a memory protection fault, then the trap becomes ABI vis-
ible. This category also includes those exceptions that cause the ap-
plication to terminate (as defined by the guest OS) because at the

point of termination a precise application state may be required.
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ABI invisible—There is no signal and the application does not termi-

nate when the exception occurs because the ABI is essentially un-
aware of its existence. An example of an invisible exception is a
timer interrupt that the OS uses for scheduling. Depending on the
signals supported by the host OS, page faults may also fall in the cat-
egory of ABl-invisible exceptions.

3.6.1 Excep! on Detection

Traps, caused as a by-product of instruction execution, are the more
difficult type of exception to deal with, and we discuss them first.
During instruction emulation, traps can be detected in one of two
ways, First, a trap condition can be explicitly checked as part of an
instruction’s interpretation routine. For example, overflow caused
by an add instruction can be detected by explicitly comparing the
input operands and the final sum. We refer to this as interpretive
trap detection. If the interpreter routine finds a trap condition, it
jumps to a runtime trap handler. Second, a trap condition can be de-
tected by host platform hardware when an instruction in the emula-
tion code is executed. That is, a target instruction traps because the
corresponding source instruction being emulated would also have
trapped. If there is a signal supported by the host OS that matches
the trap condition, then the signal can be delivered to the runtime
trap handler. Clearly, ignoring efficiency issues, the first method,
checking via interpretation, can always be done. On the other hand,
the more efficient second method is dependent on the semantic
match between source and target ISAs, details of the emulation
process, and support from the host OS.

In order for the host platform to support detection of exceptions as
a by-product of emulation, a key element is the host OS signal mech-
anism. To implement this method, the runtime should register all
exceptions for which the host OS supports signals at the time the
runtime is initialized. However, as emulation proceeds, if the guest

application happens to register a signal by performing a system call,
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rupts occur, they do not necessarily have to be handled immediately
because they are not associated with any particular instruction. In
general, there is an acceptable response latency during which the
emulated application may be put into a precise state before control
is transferred to the interrupt handler. Typically, at least several
tens or hundreds of instructions can be emulated within the accept-

able response latency.

Because the runtime has registered a signals, if an interrupt does
occur, the signal will first be delivered to the runtime. If interpreta-
tion is being performed, the current interpretation routine can be
completed before the runtime passes control to the guest interrupt
handler. A realistic interrupt response latency is usually long

enough to accommodate the completion of an interpreter routine.

If binary translation is being used for emulation, however, the situa-
tion is more complicated. When an interrupt occurs and a signal is
delivered to the runtime, execution within a block of translated
code may not be at an interruptible point. Generally, when code is
translated, side tables are maintained so that if a source instruction
traps, it is possible for the runtime to provide a correct precise state
for the trapping instruction (these mechanisms are described later).
This is not the case with interrupts, because essentially every in-
struction is interruptible and the constraints for precise state recov-
ery at arbitrary points in the translated code would be too restric-

tive.

A further complication of binary translation is that when the run-
time passes control to chained translation blocks, it may be an arbi-
trarily long time before control gets passed back to the runtime. If,
for example, execution is within a loop of several translation blocks
chained together, a very long time may elapse before the loop is ex-
ited. This means that special steps may have to be taken to provide
an acceptable interrupt response time. To summarize the problem,

when an interrupt signal is delivered to the runtime, the translated
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code may not be in an interruptible state. Yet if the runtime passes
control back to the translated code and “waits” until the code re-
turns to the runtime (at which time it is in an interruptible state),
the runtime may not reassume control within a required interrupt

response time window.

To solve the interrupt response problem, the following steps can be
followed. (1) When the interrupt occurs, a signal is sent to the run-
time and control is transferred from the currently executing trans-
lated code block to the runtime. (2) After receiving the signal, the
runtime eliminates the possibility of a chained loop within the
translated code blocks by locating the currently executing translated
block and unlinking it from subsequent translation blocks, e.g., by
overwriting the link at the end of the current translated code block
so that it jumps back to the runtime when it is finished. (3) The run-
time returns control to the translated code at the point where the in-
terrupt signal was received. (4) The current translation block fin-
ishes and then jumps back to the runtime. (5) The runtime handles
the interrupt. Note that this method assumes translation blocks
have two properties: (a) There are no loops internal to a single
translation block; (b) at the end of each translation block, the target
code is at a precise interruptible state. Both of these assumptions
are typically provided in binary translation systems, and neither un-

duly burdens the translator or inhibits performance.

3.6.3 Determining Precise Guest State

After an exception condition has been discovered, the runtime must
be able to provide the proper precise state for the emulated guest
process. If interpretation is being used, this is fairly straightforward;
but if binary translation is used, the process of determining the pre-
cise state may be much more complex, especially if the translated
binary instructions have been reordered or otherwise optimized.
The following subsections discuss precise state restoration during

Tt tsmbnmnsmndatiae nmdAd Al i r bmnmnalndine e dhn AR A6 A

1223

17

BE609_.

23 M



Cha, 3: Process Virw nes| uall hines ps:lem gorei comv aryn v/ u ¢ ines/9 7

o 79

JJULILL L11tEL lJI Eldiliuil dlid bllllpll‘.‘ Ullldl)’ LidlidsldUuUll, UL WILIICUIUES
brought about by code reordering and optimization are discussed in
the next chapter.

Interpretation

With interpretation, instructions are typically emulated one at a
time in the original program sequence. Consequently, the source PC
1s updated as interpretation proceeds. Furthermore, the correct
source state (both memory and registers) is updated at each instruc-
tion boundary. For example, consider the Add interpreter code
given earlier ir repeated here ir  If the add
overflows, it may be detected via a trap when the sum = sourcel +
source2 statement is executed. At this point in the interpreter rou-
tine, the source PC has not yet been updated and still points to the
(overflowing) add integer instruction. The result register RT has not
been updated (it can be updated via the runtime signal handler if

specified by trap semantics).

The signal handler in the runtime will be provided with a target PC
that points to the sum statement in the interpreter routine.
However, the runtime signal handler should use the source PC
(maintained during interpretation) to go back into the original
source code to find the source instruction that was being emulated
at the time the trap occurred. Note that using the source PC main-
tains portability of e interpreter code; i.e,, its behavior is not tied

to specific locations of interpreter code.

Add:
RT = extract(inst,25%,5);
RA = extract(inst,20,5):
RB = extract(inst,15,5);
sourcel = regs[RA];
spurce?2 = regs{RB];
sum = sourcel + source?;
regs{RT] = sum;
PC = PC + 4
If (halt [{ interrupt) goto exit;
inst = code[P(];
opcode = extracc(inst,31,6);

Aavsmanmdnd ameandsa _ Aavssmaddd e TR TAY .
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routine = dispatch[opcode, extended_opcoded;
goto *routine;

dd Interpreter Routine. Overflow during the add operation may trap and
v e e <) DE delivered to VM software. The source PC will point to the trapping source
instruction,

Binary Translation: Locating the Program Counter

With binary translation, the restoration of state following an excep-
tion begins by determining the source PC of the faulting instruction.
Then given the PC, the rest of the precise application state is recov-
ered. In this subsection we focus on determining the source PC of

the trapping instruction.

One difficulty in determining the PC of the trapping source instruc-
tion is that at the time the trap occurs, the runtime is provided with
the PC of the translated target code rather than the source PC.
Unlike interpretation, however, binary translation typically does not
keep a continuously updated version of the source PC. This means
that there must be some indirect mechanism for finding the source
PC of a faulting instruction, given the translated target PC. In order
to track down the corresponding source instruction, it is useful to

keep PC-related information in a side table.

For recovering the precise source PC, a reverse translation side table
may be used (see . The most straightforward implemen-
tation of a reverse translation table contains <target PC, source PC>
pairs, indicating for each target PC (i.e., an address in the translated
binary) the corresponding source PC from which it was translated.
Then given the PC of a trapping target instruction, the runtime can
scan the table for the trapping instruction’s PC; when it finds a
match, the corresponding source PC, the second half of the pair, be-
comes available.

Translated Source
Code Code

| I (2 Signal returns target PC I |
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block A {o runtima
Find corrssponding
source PC
Trap occurs @
o ® .
block B Runtime Side table
searches| |
side table — | Tanget PC|Source PC
. ¥ | Target PC [Source PC
Block N
Target PC[Source PC

‘inding the Trapping Source PC, Given the Target PC. (1} The trap occurs and
I _ndler returns the target PC to the runtime software. The runtime (3) does a
search of the side table (4} to find the corresponding source PC that caused the trap.

The table, in the form just described, has a couple of inefficiencies.
First, the target PC lookup may require a linear scan of the table.
Second, the table will be fairly large; because it holds a pair of ad-
dress pointers for each translated instruction, the table could easily
be larger than the translated code. The linear scan can he replaced
with a binary search if the target PCs are in sequential numerical or-
der. For some code cache management algorithms, e.g., those using
FIFO replacement, this will be the case naturally. And, as we will see
ir FIFO replacement is one of the better strategies for
code caches.

The table size can be reduced by taking advantage of locality in tar-
get and source PC values. For example, one could hold a subset of
the PCs to their full length, with others being expressed as deltas
from the full-length versions. The PCs at the beginning of each trans-
lation block can be kept in full, while PCs within the translation
block are deltas frorm the initial PCs. A further simplification can be
made if the target ISA has fixed-length instructions. In this case, the
side table needs to contain only an array of source PCs that can be

accessed directly via the target PC values,
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An additional complication occurs if a given target instruction cor-
responds to more than one source instruction (so the target PC cor-
responds to more than one source PC). This can happen, for exam-
ple, when a RISC ISA is mapped to a CISC ISA. Two RISC instructions,
a load instruction and an ALU instruction, may be translated to a
single CISC instruction that both loads from memory and performs
an ALU operation. In this case, when a trap occurs, it may be diffi-
cult to identify which source instruction is the one with the excep-
tion (although in the example just given this is not the case). A re-
lated complication occurs when the translated code is rearranged or
optimized so that the target instructions are executed in a different
program order than are the corresponding source instructions. Both
of these issues will be discussed in greater detail ir gen-
erally speaking, the solution is to identify the beginning of the trans-
lated block that contains the trapping source instruction and then to
return control to the runtime, which can analyze and/or interpret
the original source code to sort out the correct source state and PC

value.

To support the required runtime analysis (and to reduce side table
space requirements), the side table can be organized according to
translation blocks, with an entry for each block. This entry holds the
beginning target PC along with enough information to allow recon-
struction of the complete translated code block. Refer tc

If the translation block is contiguous, this information would be no
more than a count of the number of translated source instructions.
If the block is noncontiguous, then a sequence of start source PCs
and counts would suffice or, even simpler, the initial source PC and
control flow information used when forming the initial translation,
e.g., the taken branches and/or jump targets. Given this information,
the runtime interprets the source code to identify the trapping
source instruction. To optimize the process, a hybrid side table
structure can be used. For example, if the same target instruction

frequently traps, then its corresponding source PC can be cached in

1223

178

BE609_.

23 M






Cha, 3: Process Virw nes| uall hines ps:lem goret comv aryn v/ u ¢ ines/9 7

550179

ML LD L s fm ALl ALLEA RS AL Ly TY e AL LALL GLLEAL LARA ARLGA PR AR LATLWAAL WL

specific source register {either in a target register or in memory) re-
mains the same throughout emulation. In this case, the source regis-

ter state can be recovered from the target register state at any point.

A slightly more complex case occurs if the source-to-target register
mapping varies between or even within the translation blocks, but
the order of register updates is the same in both source and target
code. In this case, a side table for the translated code blocks can be
used to indicate how the register mapping should be restored.
Alternatively, as in the case of trap PC identification, the source code
can be analyzed again from the beginning of a translation block, the
current register assignments regenerated, and the resulting infor-

mation used to restore the correct source register state.
Binary Translation: Memory State

Memory state is changed by store instructions. As long as the source
program store instructions are all emulated in the original program
order, it is fairly straightforward to maintain precise memory state,
If, in addition, all potentially trapping source instructions are emu-
lated in the same order with respect to the store instructions, then
the memory state at the time of a trap can be guaranteed to he con-

sistent with the source PC that is recovered.

If code is reordered, then, as we shall see ir the presence
of memory stores constrains the reordering that may be done. In
particular, a potentially trapping instruction cannot be moved be-
low a store that follows it in the original source code. Otherwise, be-
cause memory has been overwritten, the memory state will not be
recoverable if the moved instruction does trap. Of course, there are
optimizations (or hardware) that can buffer memory stores, but we
defer discussion of these techniques to later chapters.

On the other hand, if a trapping instruction is moved ahead of a

stare then it mav he nngcihle for the riintime tran-handline rade ta
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emulate (typically via interpretation) the store instruction to com-
plete the store update. Again, because it is tied in with code-

optimization methods, details of this technique are deferred to

3.7 Oper: ting System Emulation

The operating system interface is a key part of the ABI specification,
just as the user-level instructions are. However, because a process-
level VM is required only to maintain compatibility at the ABI level,
it does not emulate the individual instructions in the guest’s OS
code; rather it emulates the function or semantics of the guest’s OS
calls, typically by converting them to host OS operations. There are
two important cases to be considered, one of which is easier to im-
plement than the other (although neither is easy!). In the first case,
the guest and host operating systerns are the same; e.g., they are
both Linux or Windows. The other, more difficult case occurs when
the operating systems are different. In this section, we discuss both

cases, beginning with the simpler, “same 0S” case.

3.7.1 Same-Operating-System Emulation

A runtime emulates a guest’s OS by a combination of host OS calls
and operations performed by the runtime itself. The basic emula-

tion techniques are discussed briefly in the following subsections.

Operating System Call Translation

When the guest and host operating systems are the same, the prob-
lem of OS call emulation is primarily one of matching the OS inter-
face syntax. The OS functions required by the guest are available in
the host, but it may be necessary to move and format arguments
and return values, possibly forming some data conversions in the

process. For example, an OS running on a platform with relatively
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few registers, such as the 1A-32, may pass arguments in a memory
resident stack, while the same OS running on a RISC-based platform
with many registers may pass arguments in registers. In this case,
arguments must be copied from the stack to registers, or vice versa,
when emulating a system call. This wrapper code is illustrated in
where source code is translated to target code. The sys-
tem call in the source code is converted to a jump (or procedure
call) into the runtime. The runtime then executes wrapper code that
copies and/or converts arguments from the guest to the host and
then makes the appropriate system call on the host platform. An al-
ternative, faster implementation would inline the wrapper code and

guest system call.

Source code segment Target code segment Auntime

- . R . - W!w‘ CO*
s_-!nstl Bmar)g t,_'! nstl L | copy/convert argl
s_inst2 Translation |t_inst2 / copy/convert arg?

s_system_call X :> jump runtime
s_instd t_inst4 q\ .
s-insts tinst3 t_system_call X

\ copy/convert return val
return to t.instd

wystem Call Conversion When Guest and Host Operating Systems Are the

Runtime-Implemented Operating System Functions

Not all guest OS operations need to be translated and passed on to
the host OS. Depending on the runtime implementation and emula-
tion method, some calls may be handled directly by the runtime.
One such case is a guest OS call to establish a signal on behalf of the
emulated guest application. Recall that the runtime, at the begin-
ning of program emulation, establishes signal handlers for all sig-
nals supported by the host OS. Any exception conditions get re-
ported to the runtime first so that it may provide the correct state to
the guest process and to ensure that the runtime always retains con-

trol of the emulation process. If the application tries to establish a

cignal handlar tna a evctam rall tho reintima handlac thic rall Aid
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rectly by recording the application’s signal in a side table and then
returning to the guest process. Subsequently, if the guest application
should trigger the signal, it first passes through the runtime before

it is actually delivered to the application.

Another important area where the runtime handles guest OS calls
directly is memory management. Because it essentially controls the
process VM on which a guest application is running, it is the run-
time that is responsible for the overall memory management. So, for
example, if the guest application asks for more memory via the
Linux brk() system call, then, depending on the runtime’s memory
management implementation, the call may be handled directly by
the runtime and does not have to be passed to the host OS. The HP
Dynamo technical report
and Bruening’s doctoral ¢ y
thorough discussions of the memory management functions per-
formed by the runtime. As another example, if runtime emulation
routines check memory protection via a software table (se¢

and the guest application makes a system call to change mem-
ory access privileges, then the privilege change should be emulated
at the level of the runtime by modifying the software mapping table.

Nasty Realities

The discussion of OS emulation just given leaves the impression that
it is a fairly straightforward process. It is not. One thing that simpli-
fies our discussion is that we tend to focus on the Linux operating
system for examples (although other versions of the UNIX OS are
similar). Linux OS communication is primarily through OS calls con-
tained in the ABI and through the signal mechanism. Even so, the

foregoing discussion has been simplified.

The Windows OS is much more complex, both in the number of

ways a user application and the OS communicate with each other
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most thorough discussion of the problems and their solutions are
contained in Bruening’s doctor and
in a related DynamoRIO paper
The major issues are briefly summarized next.

A further complication when dealing with Windows is that docu-
mentation is at the API level (i.e., at the level of the user libraries
that call the OS) rather than the ABI level, where the calls actually

oCcur,

Three important “abnormal” user/kernel communication mecha-
nisms in Windows are callbacks, asynchronous procedure calls, and
exceptions. As described by Bruening, all three can be emulated in
similar ways, so we focus on callbacks . Windows is es-
sentially an event-driven 0S; for example, a mouse click is an event
that may cause input to be delivered to a user program. Events are
passed to a user process {or a user thread, to be more precise)
through message queues; at certain points in its execution, the OS
checks a thread’s message queues. If it finds an event, it calls a user
routine (a callback handler) that has been registered for handling
the event. This involves saving the context of the user thread and
initiating a new context to run the callback handler. After setting up
the callback handler, the Windows OS returns to user mode through
a special dispatch routine, Then when the callback handler is fin-
ished, it normally reenters the OS kernel, where a check for further
pending messages is made before returning to the original user pro-

gram.

A challenge in implementing callbacks in a process VM is to main-
tain the runtime’s overall control of the VM and to manage the exe-
cution of the callback routine. First, the runtime has to gain control
before the callback handler is entered. This is done by modifying the
dispatch routine by placing a jump to the runtime at the beginning
of the routine. At that point, the runtime can save any of its state

that is not saved by the OS during the switch to the handler (as is the
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case in the DynamoRIO system). Then to detect a return from the
callback, the runtime looks for a particular OS call (or a call to an
API routine, which returns control to the 0S); at that point, it can re-
store any saved runtime state prior to the switch back to the original

user context,

User Process
arbitrary system
call or interrupt
User Process T
0OS Kernel
arbitrary system
Al or interrupt tind message in
N, queue
OS5 Kemel
dispatch routine
find message
in quaue Patched fump
/ kL
dispatch routine VM rumime
Callback Handler| I
Callback Handler
retum
‘\\ retum
OS Kernel
{check tor 3
ackiitional .
messages) VM runtime
08 Kernel
User Process {check for
additional
messages)
User Process
(a) ()]

dethod for Implementmg Windows Callbacks. (a) Typical Windows control
. ._isage queue contains a message that invokes a cailback handler, (b) To emu-
Tlate and. maznram control during callbacks, the runtime intercepts the transfer both to and
from the calthack handler.

3.7.2 Different-Operating-System Emulz ion
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Although it may bear some superficial similarity to instruction set
emulation, emulating an OS interface is fundamentally different
than emulating instruction execution. An ISA reads data from mem-
ory, executes instructions that transform the data, and writes data
values back to memory. Instruction sets are logically complete, in the
sense that any function can be performed on input operands to pro-
duce a result, given enough time. Furthermore, most [SAs perform
the same basic functions: memory load/stores, arithmetic/logical op-
erations, and branches/jumps. Hence, with ISA emulation it is not a
matter of whether emulation can be done, just how efficiently it can

be done and how long it will take.

In contrast, the OS deals with the outside world and with real I/O de-
vices. Furthermore, an operating system tmplements and manipu-
lates fairly complex entities (e.g., processes, threads, files, message
buffers) with a well-defined set of operations. In this environment it
1s quite possible that the host OS simply cannot provide a function
required by a guest OS, no matter how much time or human ingenu-
ity is available. A simple example is a system call that returns the
time of day. If the host OS does not maintain a time-of-day clock and
the guest OS does, then no matter how much effort is put into it, the
guest OS will not be able to coerce the host OS into providing the
correct time of day. Similarly, the guest OS may have calls that sup-
port certain disk file operations that are simply not supported by the
host. There are also semantic mismatch problems, where no combi-
nation of host operations can exactly emulate a guest operation; i.e.,
if a number of operations are combined, there may be additional

side effects.

[t is difficult to come up with a set of overall rules or strategies for
different-OS emulation because of the wide variety of cases that
must be handled. Consequently, OS emulation is very much an ad
hoc process that must be implemented on a case-by-case basis and

that requires considerable knowledge of both the guest and host op-
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erating systems. The process is somewhat similar to porting code
from one OS to another—but in some respects it is more difficult,
because with porting, one can examine the original code as a whole
and then make modifications using an overall sirategy. With emula-
tion, however, the conversion must be done dynamically, with rela-
tively little context within which a particular system call can be ana-

lyzed.

In general, a guest OS call is supported by a runtime wrapper rou-
tine, as described earlier. A single guest call may require multiple
host OS calls for emulation, or the runtime itself may perform some

or all of the emulation rather than passing it to the host OS.

Example: Enforcing File Limits

To a large extent, both Linux and Win32 provide similar functional-
ity with respect to file I/O. There are other cases, however, where
they differ, for example, in setting file limits. When a Linux process
1s created it can be given an upper limit on the size of files that it
can write, RLIMIT_FSIZE. There is no corresponding limit in Win32.
Consequently, an interesting emulation problem occurs when a
Linux guest process is run on a Win32 host. In this case, it is up to
the runtime to maintain the Linux F IMIT FSIZE. It can do this by
holding a table of {file limits, with a table entry for each of the guest’s
open files. Then as part of the wrapper for disk write functions, the
runtime can maintain the file limit table (and enforce the required
limits}. In addition, the Linux calls getrlimit() and setrlimit(), which
read and write the limit, should be implemented directly by the run-
time without calls to the Win32 host.

Practically speaking, if the guest and host operating systems are dif-
ferent, then there is relatively little likelihood that a completely
compatible OS emulation can be performed; some compromises and
approximations will be required. A compromise often used is to re-

strict the set of applications that can be emulated (and in the
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To implement delinking of blocks, backpointers can be added to the
overall code cache structure. These backpointers can be maintained
as part of the PC map table (or in a separate side table). Ir

in implementation is given where they are part of the map ta-
ble. For each table entry (i.e., for each translation block) the back-
pointers, structured as a linked list, point to translation blocks that
chain to the given block. When a block is replaced, the list can be
followed to find and modify all the chain pointers pointing to the
block.

A third problem with LRU replacement is that it may select a trans-
lated block from an arbitrary location in the middle of the transla-
tion cache, and the new block replacing it may not be exactly the
same size as the block (or blocks) that it replaces. Clearly this will
lead to cache fragmentation and will require mechanisms both to
keep track of the sizes and locations of unused space and to perform
occasional compaction of the cache (which will bring along addi-
tional complications, such as adjusting links connecting code
blocks).

Finally, a somewhat lesser problem is that maintenance of the
reverse-translation side table (shown ir becomes more
complicated. If this table is arranged in order of increasing target
PCs, it permits a binary search (rather than a linear search) for per-
forming a lookup in the reverse translation table. If LRU replace-
ment is used, however, such an order cannot be guaranteed for the

target PCs.

block A
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block B

wonse

Source PC| Target PC“/Back Ptrs
Sourca PG| Target PC | Backprs|

Source PC| Target PC 1 Back Ptrs |

block C

Tl
L - - -a
- - - /
=]

Source PC| Target PC | Back Pirs N

Source PC| Target PC | Back Pirs

‘ode Cache and PC Map Table. In this example, blocks C and N both link to
, 'ently, the map table entry for block B has backpointers to both blocks C and

Because all these difficulties arise in practice, LRU, and LRU-like al-
gorithms are not typically used for code caches. Rather, replacement
algorithms that reduce (or eliminate) backpointer and fragmenta-
tion problems are preferred. The following subsections describe a
number of such code cache replacement algorithms, beginning with

the simplest and going to the more complex.

F 1sh When Full

Perhaps the most basic algorithm is sitnply to let the code cache fill
and then to flush it completely and start over with an empty cache
(Cmelik and Keppel 1994). Although this is a brute-force approach, it
has some advantages. First, larger translation blocks, such as su-
perblocks, are based on frequently followed control flow paths, i.e.,
the directions that conditional branches commonly take. Over time,
however, the frequently followed paths may change. Flushing pro-
vides an opportunity to eliminate control paths that have become
stale and no longer reflect the common paths through the code. The
new translation blocks formed after flushing are more likely to be
representative of the paths currently followed by the code. Second,

in systems like Shade, where the translation map table is not
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chained but has a fixed number of entries in each row for colliding
source PCs . a translated block will occasionally be “or-
phaned” when its map table pointer is removed to make room for
another. Flushing removes these orphans and reclaims their code

cache space.

On the other hand, the big disadvantage of the flush-when-full ap-
proach is that all the blocks being actively used (i.e., the members of
the current working set) have to be retranslated from scratch, lead-

ing to a high-performance overhead immediately after the flush.
Preemptive Flush

A more sophisticated scheme is based on the cbhservation that many
programs operate in phases. A phase change is usually associated
with an instruction working set change. Consequently when there is
a program phase change, a new region of source code is being en-
tered and a larger percentage of the time is spent in block transla-
tions, as illustrated ir By monitoring the rate at which
new translations are being performed, the code cache can be pre-
emptively flushed to make room for the translations of new working
set members . The number
of translations after the flush will be lower than what would be
needed if the cache becomes full in the middle of a phase, because

retranslations of the working set are avoided.

Detect working sa1
change and flush

| \

P e

New translations

Fat o

Time

‘ode Cache Flushing When the Instruction Working Set Changes. When an
wecwuon e PFanslations is detected, the entire code cache is flushed to make room for a
new working set.
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Fine-Grained FIFO

FIFO replacement is a nonfragmenting algorithm that exploits tem-
poral locality to some extent and is not a brute-force approach, as is
coraplete flushing. With FIFO replacement, the code cache can be
managed as a circular buffer, with the oldest block(s) being re-
moved to make room for the newest. If the new block being inserted
into the cache is of size n, then the set of oldest blocks whose aggre-
gate size is at least n is replaced. The reverse-translation side table
can be managed in a corresponding FIFO manner. A “head” pointer
keeps track of the oldest translation block in the cache, and this is
the point where replacements will begin.

This scheme overcomes a number of the disadvantages of LRU (al-
beit at a slightly reduced hit rate). However, it still needs to keep
track of chaining via backpointers because individual translation

blocks are replaced.
Coarse-Grained FIFO

This scheme partitions the code cache into very large blocks; for ex-
ample, the blocks may be a fourth or an eighth of the entire cache.
These large blocks are managed on a FIFO basis. With this schere,
the backpointer problem can be simplified or eliminated.

The backpointer problem can be simplified by maintaining the
pointers only on a FIFO block basis. For example, if a translation
block contained in FIFO block A links to a translation block con-
tained in FIFO block B, then the backpointer list for FIFO block B is
updated with a pointer to the translation block in A. However, if a
translation block links to another block contained in the same FIFO
block, then no backpointer is needed. Se¢ When a FIFO
block is replaced, all the backpointers associated with it are fol-
lowed to remove links from translation blocks coming from other
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locate all system calls that are made. Slowdown could be kept very
low because “binary translation” would amount to little more than
identifying and caching superblocks, with no actual translation tak-
ing place. This technique will be explained in more detail in

in the context of system virtual machines.

With respect to DLLs, we assume that host DLLs can be invoked only
by host processes. Consequently it is not necessary to locate those
points in a host process where a DLL may be invoked. Because guest
processes are always emulated, calls to the dynamic linker can be
intercepted by e runtime. The runtime can then locate the DLL be-
ing called. This can either be from a library of guest code, in which
case the DLL also comes under runtime control for emulation, or it
may be a DLL written in the host ISA (for faster guest process execu-

tion).
3.10 Case Study: FX!32

FX!32 was developed by Digital Equipment Corporation to enable
the transparent execution of IA-32 applications on Alpha platforms
running the Windows operating system

.FX132 provided a process virtual ma-
chine model, as described in this chapter (although it is not called a
virtual machine in FX!32 documentation and articles). FX!32 per-
forms staged emulation, using both interpretation and translation.
But unlike other systems, it does not dynamically translate code.
Rather, the developers of FX!32 decided to perforin translation and
optimization between program runs, not during a program run. This
approach is based on the performance tradeoff between run time
and translation/optimization time. By not translating and optimizing
dynamically, virtually all of a program’s run time can be devoted to
emulation. Furthermore, because translation and optimization are

done between program runs, much more time can be dedicated to
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these tasks, and a more highly optimized binary can be produced.

During the initial run of a program in the FX!32 system, it is inter-
preted only. During interpretation, execution profile information is
collected in a hash table. The profile information contains, among
other things, the targets of indirect jump instructions. Then between
program runs, the translator can use the profile information to dis-
cover code regions starting with jump targets and then translate
and optimize the resulting code. This optimized code is stored in a
database on the disk.

During subsequent runs of the program, the translated and opti-
mized code is loaded from disk and executed. If the translated code
attempts to jump to a region of code that has not been translated,
then the interpreter takes over with the original version of guest
code. Additional execution profile information is collected, as be-
fore, so that after the program finishes, more code can be translated
and optimized. Eventually, all parts of the guest code that are exe-

cuted will be translated, optimized, and stored on disk.

Conceptually, this method is similar to staged emulation with inter-
pretation and dynamic translation. In particular, an interpreter and
translator are alternately invoked, with the code being translated in
an incremental fashion as it 1s discovered. The difference is that
translated code is cached on the disk between runs, rather than be-
ing translated and held in a code cache every time it is executed.
Furthermore, all discovered code is translated; it does not depend
on how often the code is emulated, as in a conventional staged emu-

lation strategy.

Using this approach increases the importance of fast interpretation,
because the interpreter is used for the entire first program run and
for newly discovered sections of code during successive runs. The
fast interpreter is similar in structure to the one described in

The binary translation process is similar to that de-
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scribed ir 50 we will not discuss it further here. Rather,

we will focus on the overall FX!32 system environment.

The main FX!32 components are illustrated ir The in-
terpreter (called an emulator in FX!32) and the translator are the
main parts of the emulation engine, and these have already been
discussed. The other five components are the transparency agent,

the runtime, the database, the server, and the manager.

Emuiator
{Interpreter)
Transparency /
<Regisiry>
/. Y
—
[Binary Memory Image Translated Images [ Profile Data
.
3 /

Translator Server

F

Aajor Blacks in the FX132 System.

The transparency agent is responsible for providing seamless (trans-
parent) integration of host and user processes by performing the
preloading function described earlier, ir The trans-
parency agent is a DLL that is inserted into the address space of a
host user process and that hooks calls on the Win32 Createlrocess
system call as well as other calls related to process creation and
management. This enabling process consists of a series of Win32
system calls that first allocate a small region of memory in the host
process being enabled and then copy in the agent DLL code. A small
number of root processes must be explicitly enabled as part of the
FX!32 installation praocess. These are the login shell (explorer. exe),
the service control manager, and the remote procedure call server.
After these are enabled, all subsequent host processes created are
also enabled by the transparency agent, in a recursive manner.
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can control the amount of disk space consumed by the database, the
information that should be kept in the database, and the conditions
under which the translator should be run.

Performance of the FXI32 system was quite good
performance for some Windows benchmark pro

This data compares a 500-MHz Alpha 21164A processor
with a 200-MHz Pentium Pro processor. These two processors were
of roughly equivalent technology generations. Alpha performance is
for binaries that have been optimized (i.e., for a second run using
the same input data as the first). Performance is given as speedup
with respect to the Pentium Pro, so any number larger than 1 is an
improvement. The Alpha is significantly faster, with one only excep-
tion, where performance is roughly 0.65 of the Pentium Pro. The
21164A executes 4.4 Alpha instructions per IA-32 instruction, or 2.1
Alpha instructions per Pentium Pro micro-operation. The much
higher 21164 clock frequency yields an overall performance im-

provement.

3.11 Summary

In this chapter, we considered a number of process VM implementa-
tion options. For example, instruction emulation can be done via (1)
interpretation, (2) binary translation, or (3) a staged combination.
Address mapping and memory protection can be done (1) via a
runtime-managed table or (2} using direct mapping. The options
most suitable for a given implementation depend on performance,

complexity, and compatibility tradeoffs.

The most general method for implementing emulation is to use in-
struction interpretation with software memory mapping and pro-
tection checking. This method accommodates intrinsic compatibility,
but it would likely be the slowest emulation method. On the other
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file, (2) the guest memory space fits within the host space, (3) the
guest page size is a multiple of the host page size, and (4) the guest
privilege types are a subset of the host privilege levels, then, in gen-
eral, binary translation with hardware address mapping and check-
ing is likely to be the fastest emulation method, and it also is likely
that intrinsic compatibility can be achieved.

The foregoing conditions may at first appear to be rather restrictive;
however, some important practical cases do satisfy these con-
straints. One of the important practical cases is the virtualization of
the IA-32 ABI on a RISC platform (or an Intel IPF/Itanium platform).
In this case, for example, the 1A-32 register file usually fits comfort-
ably inside the host’s register file, and the 32-bit IA-32 address space
fits into a typical 64-bit address space.

In many other situations, process VMs can be constructed to satisfy
extrinsic compatibility constraints. That is, they only provide com-
patibility for some, but not all, guest binaries. The most important
compromise that has to be made occurs when the host and the guest
support different operating systems. In this case, emulation of the
guest’s OS is likely to be incomplete. This would restrict the applica-
tions to those that depend on a subset of system calls or a subset of
0S features. Whether compatibility is satisfied would have to be ver-
ified on a per program basis, in all likelihood.

Although the topic of this chapter was process-level virtual ma-
chines, much of the discussion was focused on emulation frame-
works, including staged emulation, code caching, and memory and
exception emulation. These emulation frameworks and techniques
have much broader application than process VMs. What sets the
process VMs apart from the others is the point at which OS calls are
intercepted and emulation is performed—for a process VM this
point is at the user interface to the OS. Subsequent chapters will fo-

cus on other points of emulation, specifically including emulation of
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Optimizations include simple techniques, such as translation block
chaining, covered in the previous chapter. More advanced optimiza-
tions form large translation blocks, each containing multiple basic
blocks, and employ optimization techniques that span the original
basic block boundaries. Some optimizations involve reordering
translated instructions to improve pipeline performance. Other opti-
mizations apply techniques from conventional compilers (as is donea
ir Finally, some optimizations exploit knowledge of
program-specific execution patterns, collected as part of the ongoing
emulation process. These statistics regarding a program’s behavior,

or its profile, serve as a guide for making optimization decisions.

addl  %edx,4(%eax)
movl  4(%eax) ,%edx

addi rié,rd,4 ;add 4 to %eax

lwzx  rl?,r2,r16 ;load operand from memory

add r7,ri?,r? ;perform add of Xedx

addi rlé,r4,4 ;add 4 to ¥eax

stwx r7,r2,rlé6 ;store %edx value intc memory
(a)

addi rleg,rd,4 radd 4 to %eax

lwzx rl7,r2,ri6 ;load operand from memory
add r7,rl?7,r? ;perfarm add of ¥edx
stwx r7,r2,rl6 ;store %edx value into memory

(b)

ptimization Enhances Binary Translation. (a} A simple translation from
e vrae e = e 20 (B) The second addi can be eliminated.

Program profiling is often used to initiate shifts between emulation
stages, e.g., between interpretation and binary translation, and it is
also important for implementing some specific optimizations of
translated code. Profile information can be collected with software
by inserting instructions into an interpreter or translated code; it
can also be collected by hardware or through some combination of
hardware and software. Once collected, profile data is used for opti-
mizing the performance of an emulated program. Two of the most

important pieces of profiling information are (1) the instructions (or
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R3 ... R3 « ... R3 ...
R? «~ ... R7 « ... R7 ...
Rl «R2Z + R3 Br L1 if R3==0 Br L1 if R3=0
Br L1 if R3==0\ \
Compensation code
Rl « R2 + R3
L 4 #
Basic Block 8 Basic Block B Basic Biock 8
R6 «R1 + R6 R6 «R1 + RO [ R6 « Rl + RG
|
Basic Block C f/ Basic Block C ‘/ Basic Block C
L1: Rl « 0O L1: Rl « 0O L1l: Rl « 0O

(a) )] (c)

in Optirnization Based on Profile Information. {a) BEQ to basic block C is pre-
ey o€ (B) Optimization removes assignment of R1 from basic block A. (¢}
Compensation code assigning R1 is added to handle the rare branch fall-through case.

As just shown, a common optimization strategy is to use profiling to
determine the paths that are predominantly followed by the pro-
gram’s control flow (as determined by conditional branch and jump
outcomes) and then to optimize code on that basis. In some cases,
these optimizations move instructions from one block to another, as
was done in the example. Furthermore, some host processor imple-
mentations may rely heavily on compilers to perform code reorder-
ing in order to achieve good performance. For example, the proces-
sor may have a simple pipeline that issues instructions in order,
and/or it may implement a VLIW instruction set that depends on
software to combine independent instructions into a single VLIW
(see Appendix Section A. 1.1). For these situations, the source pro-
gram binary may not be optimally ordered for e target processor,
so the optimizer performs code reordering, often with the help of
profile information.

As a complement to interblock optimizations such as the one just de-
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manner that 1s globaily optimal. Furthermore, protiing must be
more predictive; i.e, determination of program characteristics
should be made as early as possible to achieve maximum benefit.
This means that optimization decisions must he made on the basis

of statistics from a partial execution of the program.

There is an important performance tradeoff involving profiling
overhead and the steady-state performance benefits that accrue
from profiling. The profiling overhead consists of the time required
for initial analysis of the program structure in order to place profil-
ing probes, followed by the actual collection of profile data. The ben-
efit is execution time reduction due to better optimized code. With
the conventional offline profile-based optimization method, these
costs are paid once, typica rduring later stages of program devel-
opment as code is being optimized prior to release for production
use. Therefore, any cost in performance overhead is experienced by
the program developer in terms of longer “turnaround” time be-
tween successive profile/recompile phases. After the optimized pro-
gram has been deployed to the field, however, there is no additional
performance overhead, and benefits are realized every time the op-

timized code is run.

IntermedIlate form

HLL Compiler — Compiler Instrumented
Program Frontend Backend Code

instrumented

Code Program Program Optimizing Optimized
Execution Statistica Compiller Binary

Test Data
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it allows the overall optimization process to move much more
quickly from slower, less optimized code to highly optimized ver-
sions. Sampling is more useful when a longer-running program is
already well optimized but further higher-level optimizations may
be beneficial. In the following subsections, we will overview profil-

ing methods for both interpreted and translated code.

4.2.4 Profiling During Interpretation

There are two key points to consider when profiling during inter-
pretation: The source instructions are actually accessed as data, and
the interpreter routines are the code that is being executed.
Consequently, any profiling code must be added to the interpreter
routines. This iraplies that profiling is most easily done if it is ap-
plied to specific instruction types (e.g., opcodes) rather than specific
source instructions. It can also be applied for certain classes of in-
structions that are easily identified during the interpretation
process, for example, the destinations of backward branches—as we
will see, these are often used as the starting points for forming large
translation blocks.

To perform basic block profiling while interpreting, profile code
should be added to all control transfer (branch and jump) instruc-
tions (after the PC has been updated) because the instructions im-
mediately following these instructions, by definition, begin new ba-
sic blocks. Counting the number of times each of these destination
instructions is executed constitutes a basic block profile. For edge
profiling, the same control transfer instructions can be profiled, but
both the PC of the control transfer instruction and the target are
used to define a specific edge.

The profile data is kept in a table that is accessed via source PC val-
ues of control transfer destinations (basic block profiling) or the PC

values that define an edge. This table is similar to the PC map table
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used for performing a profile table lookup via a hash function. Then
entries in the profile table are updated appropriately. If the branch
is taken, the taken count is incremented; otherwise the not-taken
count 1s incremented. Alternatively, for basic block profiling, the
source PC at the end of the branch interpreter routine can be used
as the key to the profile table, and only one count per PC is main-
tained.

Profile Counter Decaying

As just described, the profile counts held in the profile table incre-
rment indefinitely. In practice this leads to an obvious problem—a
count may eventually overflow the size of its count field. An imme-
diate solution is to use saturating counts; i.e., when a counter
reaches its maximum value, it stays there. An additional enhance-
raent lies in the observation that many optimization methods focus
on relative frequency of events, e.g,, which basic blocks are more
heavily used, not the absolute counts. Furthermore, when it comes
to making dynamic optimization decisions, recent program event

history is probably more valuable than history in the distant past.

This leads to a counter “decay” process. To implement counter de-
cay, the profile management software periodically divides all the
profile counts by 2 (using a right shift). After decay, the counts main-
tain their relative values, and, as the program phase changes and a
profiled event becomes inactive, counts carried over from the previ-
ous phase will eventually decay to zero. Consequently, at any given
time the profile counts reflect the relative activity over a relatively

recent period of time.
Profiling Jump Instructions

Up to this point, when profiling control flow, e.g,, edge profiles, we
have been concerned primarily with conditional branch instruc-

tions. Profiling indirect jumps is slightly complicated because there
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may be a number of target addresses, and in some cases they may
change frequently. This is the case, for example, in return jumps
from procedures that have many call sites. This means that a com-
plete profile mechanism that tracks all the targets would consume
both more space and more time than conditional branch edge pro-
filing. The process can be simplified, however, by noting that
profile-driven optimizations of indirect jumps tend to be focused on
those jumps that very frequently have the same target {or a small
number of targets). Consequently, it is only necessary to maintain a
table with a small number of target addresses (say one or two) and
track only the more recently used targets. If the target changes fre-
quently among a large number of addresses, then these counts will
always be low, and optimizations based on frequent jump targets
will likely provide little benefit anyway.

4.2.5 Profiling Translated Code

When profiling translated code, each individual instruction can
have its own custom profiling code. Among other things, instru-
menting individual instructions means that profiling can be selec-
tively applied. It also means that profile counters can be assigned to
each static instruction at the time the instrumentation is inserted so
that profile counters are directly addressed and no hashing is
needed. Profile counters can be held in a simple array, with an in-

dex into the array hardcoded into the profile code for a specific in-

struction.
Translated -‘,*' 'increment_edge
basic counter (i)
increment edge block if (counter (i) >
counter (j) ] | Fall-through trigger) then
, ) ~ stub invoke optimizer
if (counter (i) > I e
trigger) then Branch target |-, else branch to
invoke optimizer stub fal1-through
™| basic block
else branch to -
target basic
block
250191 1223, ., 239PM
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more frequently used. Also, when the line 1s tetched rom the cache,
only one of the four instructions is useful. Performance may be lost

because of relatively low instruction-fetch bandwidth.

To improve performance, profile information can be used to rear-
range the layout of the blocks ir

A rearranged layout is shown ir f
layout, some of the conditional branch tests are reversed. For exam-
ple, the test at the end of block A is changed from true to false.
Furthermore, some unconditional branches may be removed alto-
gether, for example, the branch that ends block E. Also, as part of
the relayout process, block F, which is rarely used, can be placed in
a region of meinory reserved for such seldom-used blocks. These
blocks will generally not consume instruction cache space. Finally,
instruction-fetch efficiency is improved, for example, when execut-
ing the code sequence in blocks E and G, which are always executed

in sequence.

——
A
—~ Br condl = false
——
-- Br cond3 =— true
—— B

-

Lad

R c T

—— Br cond4 == true
T Br uncond

I —
—_—h
—— Br cond2 == false
N ol

Br uncond

Y

e
___ F

Br uncond

xample Code After Relayout to Improve Locality.
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Consider the example on the left side o In this exam-
ple, the first instruction of the source code (on the left) computes r1,
which turns out to be a “dead” assignment, because the next instruc-
tion does not read r1 but overwrites it. This apparent redundancy
may have occurred as a by-product of forming dynamic translation
blocks. An obvious optimization would be to remove the instruction
making the redundant assignment (r1 — r2 + r3). However, this
could violate trap compatibility as we have defined it because the
removed instruction may trap due to overflow. That is, if the in-
struction 1s removed, an overflowing instruction in the original
source code is skipped, and the program’s execution after optimiza-

tion is not exactly the saine as before the optimization.

With respect to the converse condition for trap compatibility given
earlier, it may sometimes be the case that a trap will occur due to
the execution of a target instruction that would not have occurred
during execution of the source program. However, if the runtime is
able to detect these traps and not make them visible to the guest
program, then the converse condition still holds. That is, the trap is
not “observed” by the guest program because the runtime filters out

any spurious traps.

At the time of a trap, the memory and register state corresponding
to a particular point in the guest program’s execution {as identified
by the trap/interrupt PC) becomes visible. Memory and register state
compatibility are maintained if the runtime can reconstruct them to
the same values they would have had on a native platform. The re-
quirement of supporting state compatibility can have a significant
effect on the optimizations that can be performed. For example, in
on the left), it might be beneficial to reorder the in-

struction that computes ré6 to a point higher in the code sequence to
allow its execution to be overlapped with independent instructions

(because multiplications typically take several cycles to execute). In
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block to another or from a translation block to the interpreter. This

is illustrated in the following example.

shows a situation where two different translated su-
perblocks (A and B) branch to the same translated superblock, C. If
superblocks A and B use different register mappings (e.g., one uses
R1 for source register r1 while the other uses R2), then one (or possi-
bly both) of them may be inconsistent with the mapping in the com-
mon destination superblock, C. Consequently, extra register copy in-
structions must be inserted at the end of superblocks A and B to
make their mappings consistent with the destination superblock, C.
A similar situation occurs if superblock B jumps to the interpreter
because the conditional branch at its end is not taken. When inter-
preter is entered, then the runtime must copy target register values
into the register context block the interpreter keeps in memory. If
the register mapping is not consistent among translation blocks,
then a side table must be provided to assist the runtime with the
copying. The table would indicate the specific mapping used by each
translated superblock.

To sumplify the process, often a fixed source-to-target register map-
ping is maintained at all translation block boundaries, with the
mapping being more flexible within the superblock boundaries. In
some cases, this may cause additional register copy instructions at
the time a translation block is exited. It must be noted, however,
that such a fixed mapping is not necessary—through careful book-
keeping at the time translation is performed, the translator (with the
assistance of side tables) can make sure that source and destination
mappings always match when a transition is made; this process will

be explored ir

4.5 Code Reordering

An important optimization performed in a number of virtual ma-
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chine applications is code reordering. In many microarchitectures,
performance is affected by the order in which instructions are is-
sued and executed. The most significant examples are simple
pipelined microarchitectures that execute instructions strictly in
program order. This was done in many of the early RISC processors
and is still done in a number of embedded processors. Another ex-
ample is VLIW processors that expect the corpiler to reorder in-
structions so that several independent instructions can be packed
together within the same long instruction word. The Intel IPF (for-
merly 1A-64) implementations (i.e., itanium) are modern high-
performance processors that take this approach. Finally, in many
cases, performance of dynamic out-of-order superscalar processors
can benefit from code reordering because of variations in func-
tional unit latencies, especially cache memory latencies,

Because of its importance, we will consider code reordering before
looking at other optimizations. Code reordering is a fairly easy opti-
mization to understand, and several important issues can first be
discussed with respect to reordering and later extended to other
types of optimizations.

4.5.1 Primitive Instruction Reordering

The key issues related to code reordering are easier to understand if
we first consider reordering pairs of instructions. This will enable
us to see the steps that are required for implementing precise traps
or for adding compensation code at side entry and exit points to en-
sure correctness. This pairwise-reordering approach may seem a lit-
tle pedestrian, but it is conceptually useful for understanding the
important 1ssues. By considering reordering in this manner, we are
reducing the problem to “primitives” from which more complex al-

gorithms are built.

The types of reordering allowed and any required compensation

cnda 1 a tha rilac far ranrdaring Aonand nn tha ttmac nf inetriieo.
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tions involved. We therefore divide instructions into four categories.

Register updates, denoted as “reg”—instructions that produce a reg-

ister result, i.e., that change the register portion of the architected
state. This category typically includes load instructions as well as
ALU/shift-type operations that write to registers. These instructions
have the property that their state modification(s} can be “undone,”
e.g., by saving about-to-be-gverwritten values in other target regis-
ters or spilling them to a region of memory. The saved state may be
required in the event that a reordered instruction traps and the run-

time needs to recover the precise source ISA state.

Memory update instructions, “mem”—instructions that place a

value in memory; i.e., that change the portion of architected state
residing in main memory. In most instruction sets, only memory
store instructions are in this category. A key property is that the up-
dating of the memory state cannot be easily undone. In general, any
instruction whose modification to the process state cannot be un-
done should be put in this category. This includes memory accesses

to volatile locations (described below).

Branch instructions, “br”—a branch instruction that determines

control flow but does not produce any register or memory result.

Branches cannot trap.

Join points, “join”—the points where a jump or branch target enters

the code sequence (i.e, the trace). Although these are not instruc-
tions strictly speaking, they can affect scheduling when instructions

are moved above or beyond join points.

As an example, the instructions ir rave been designated
with the category to which they belong. In this and other examples,
we use a register transfer notation to make the various instruction

dependences easier to see.
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15 dvduldDiC, CLIULELD L1 KO WSCLL O LI S0INE OWNer [EIS1Er, 1 OULer
words, in the target code, the live range of the original value in regis-
ter R6 is extended at least to the point where it would have been
overwritten in the original code sequence.

&

o
w
m
=

{compensation) - ‘> mem  mem

{compensation)
(@}
R1 « mem(R6) RL « mem(R6)
R2 — mem{R6 +4) R2 « mem{R6 +4)
R} « R1L +1 Rl «Rl1+1
R4 « Rl «« 2 Br exit if R7 == 0
Br exit if R? == () R4 &« Rl << 2 \
R? — R? + 1 R7 « R7 + 1 R4 « Rl << 2
mem (R6) + R3 mem (R6) «~ R3
()]

oning Instructions Around a Conditional Branch Instruction. (a) Two cases
e ng a register update instruction below a branch and moving a store below a
branch. In both cases, compensation code is required. (b) An example of a register update in-
struction (R4 — R1 < 2) being moved below a conditional branch; a duplicate is used as com-
pensation code on the taken branch path.

» reg(T) >
Br —_>. ©br X 6Br
TS

--- reg(R) “ee ReT --- mem

RZ + R1 << 2

Ei :xiRtl if Zas —0 T« R=R2 ﬁ C :% :<Rg

R6 « R7 * R2 Eg f_’“.rtl‘f R§ == 0 Br exit if R8 == 0
mem (ré) « R3 mem (T1l) « R3

R6 « R2 + 2 Eg"‘(_ﬁrg :_zRB R6 e« R2 + 2

(b)

Jdoving Instructions from Below a Conditional Branch to Above. (a) A regis-

wtion can be moved above a branch instruction as long as the old value re-
mains available until after the branch. This may require the update value to be placed in a
temporary register in case the branch exit is taken. A mem update (Store) instruction cannot
be moved above a branch, (b) An example where a multiply instruction (R6 — R7 " R2) is
moved above a conditional branch.

1223

BE609_.

-, 2:39 PM












Cha

58 of 91

4

mami

inary timizé t Virtu  vachines ps:lem goret comv arysn v/ u ¢ ines/9 7

4.5.2 Implementing a Scheduling Algorithm

Now that we have discussed scheduling primitives, we consider a
complete code-scheduling algorithm. The algorithm is based on one
given by Bict ind schedules code that has been organized
into superblocks. For handling precise traps, register assignments
are performed to maintain extended live ranges so that if a trap oc-
curs, the register state can always be backed up to some point prior
to the trapping instruction. Then interpretation of the original
source code can establish whether the trap is in fact real and will
provide the correct state if it is. The exampie given here translates
from an IA-32 instruction sequence to a PowerPC sequence. In the
example, maintaining [A-32 condition codes is initially ignored; then

at the end of this section is a discussion of condition code handling.

TABLE 4.1 Instruction Reordering by Type

First
Second rog mn br join
reg Extend live range of reg Extend live range of reg Extend live range of reg Add compensation
instruction instruction instruction code at entrance
L Not allowed Not zllowed Not allowed Add compensation
code at entrance
br Add compensation Add compensation Not allowed (changes Not allowed (changes
code at branch cxit code at branch exit control flow) control flow)
join Notallowed (canonly  Notallowed {canonly  Not allowed ichanges No effect
be done¢ in rare cases) be done in rare cases) control low)

Step 1: Translate to Single-Assignment Form

The instructions belonging to the superblock are translated to the
target ISA and placed in a rescheduling buffer. As the instructions
are placed in the instruction buffer, they are put in single-
assignment form (a register is assigned a new value only once). To
help with maintaining the consistent register mapping, incoming
register values are mapped to their consistent target registers. Any

new values generated in the superblock are placed in temporary
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“registers,” labeled ti, in order to maintain the single-assignment

discipline.

on inal Source Code Translated in Scheduiing Buffer
%eax, %ebx ts « rl + r2, set CRO

bz L1 bz CRO, L1

mov  Xebx,4(%eax) th « mem(ts + 4)

mul  %ebx,10 t7 + t6 * 10

add %ebx,1l t8 « t7 +1

add Yecx,1 t9 « r3 + 1, set CRO

bz L2 bz CRO, L2

add %ebx,¥%eax t10+ t8 + t5

br L3 b L3

Step 2: Form Register Map

A register map (RMAP} is generated to track the values as assigned
in the original source code. For each of the 1A-32 source registers,
eax, ebx, etc,, the RMAP keeps track of the single-assignment regis-
ter that holds the corresponding value at any given point in the code

sequence,
Register Map (RMAP)

inal Source Code Slngh Asgignment Form eax eobx ecx edx
ad ¥eax ,%ebx rl + r2, set CRQ 5 r2 r3 r4
bz L1 bz CRO, L1 s rz r3 r4
mov  %ebx,4(eax) th + mern(tS + 4) 5 t6 r3 r4
mul  %ebx,10 t7 « t6 * 10 15 t7 r3 r4
add %ebx,l t8 « t7 + 1 t5 t8 ri rd
add %ecx,l t9 « r3 + 1, set (RO 15 18 t9 r4
bz L2 bz CRO, L2 5 t8 t5 r4
add  %ebx,¥eax tl0+ t8 + t5 t5 10  t9 r4
b L3 b L3 t§ t10 t9 rd

Step 3: Reorder Code

The instructions in the intermediate form are reordered. As the
code is reordered, the rows of the RMAP are reordered along with
the corresponding instructions. Here, the instructions are denoted
with labels a:, b:, ¢, etc. to make their identification in the resched-
uled code easier. In this example, the load instruction, ¢, is moved
up above branch b to give the load a longer time to complete before
its output value is needed. Similarly, the add instruction, ¢, which
depends on the multiply, 4, is moved downward, below the branch

that follows it. As explained earlier, the movement of the add in-
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struction below the branch requires compensation code to be added
at exit label L2.

FRegister Map (RMAP)
Before Scheduling After Scheduling oax ahx ocy otz
a: t5 + 0+ tl,ser CRO a: t5 + rl + r2,set (RO 15 2 r3 rd
b: bz CRO, L1 € tE o~ memits + 4) 5 t6 ri rd4
c: t6 + mem{15 + 4) b: bz CRO, L1 5 r2 r3 r4
d: t7 + 16 * 10 d: t7 +~ th * 1 t5 7 r3 r
e B o+ 7 4+ 1 f: t9 + r} + 1l.set CRO t5 A 9 ré
f: 19 « t3 +« 1,set (RO g: bz CRO, L2 t5 t8 ] ré
g: bz CRO, L2 e: th = t? + 1 t5 38 r3 ré
h: 110 « t3 + t5 h: t1¢ « t§ + t3 t5 tl0 t9 r4
it b L3 i: b L3 t5 110 t9 ré
| Compensation: i

L2: t8 « 17 + 1 '

Step 4: Determine Checkpoints

Instruction checkpoints are determined. These are used when an in-
struction traps or there is an early exit branch from the superblock.
When a trap occurs, it must be possible to back up to some earlier
point where a precise state can be recovered so that interpretation
can proceed forward. These checkpoints are places where all in-
structions in the original sequence have been completed up to that
point. To find these points, we consider an instruction to be “cor-
mitted” if all preceding instructions in the original sequence have
been completed. The points at which instructions commit are listed
here. Then, for each instruction, the checkpoint (in other words, the
backup point if it traps) is the closest instruction that has been com-
mitted. These are shown in the checkpoint column in the example.
When the superblock is entered, the initial register mapping is the

checkpoint, denoted as @.

Register Map (RMAP) Commit Checkpoint

After Scheduling eax ebx acx ocix

a: t5 « rl + r2,set CRO t5 r2 r3 rd a a
c: th « mem(rs + 4) t5 th r3 rd a
b: bz CRO, L1 ts r2 r3 rd b,e¢ a
d: t7 « 16 * 10 5 7 r3 rd d C
f: 19 « r3 + 1l,set CRO t5 t8 t9 rd d
g: bz RO, L2 t5 t8 t9 r4 d
e: 18 « 7 + 1 t5 t8 r3 rd4 e f.g d
h: t10« t3 + 15 t5 tl0  t9 r4 h 9
i: b L3 t5 tl0 9 r4 i h

Step 5: Assign Registers
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Registers are assigned in a more or less conventional way, except for
the way live ranges are determined. For determining live ranges, we
need to consider the normal live ranges in the rescheduled instruc-
tion sequence and extended live ranges that are necessary for pre-
cise state recovery if there is a trap. The extended live ranges are
based on the checkpoints. For each instruction that is a checkpoint,
the live ranges of registers in its register mapping must be extended
to the last point where it 1 used as a checkpoint. For example, in-
struction d serves as a checkpoint until instruction e appears in the
reordered sequence. Registers t5, t7, r3, and r4 arce in the register
map for instruction d. Consequently, these registers must be kept
live until instruction e appears in the reordered sequence. This
means that if instruction e should trap, say, due to an overflow, then
the register values at instruction d will be available and can be re-

stored.

Actually, live range extension can be relaxed somewhat. We need to
maintain checkpoints only for instructions that can trap or branch
out of the superblock, because these are the only points where it is
necessary that correct source state be available. In our example, the

places where live ranges have been extended are marked with an

(1T ”»

X.
n?mor After Aasignment Regiater Map (RMAP}
rlr2 r3 r4 t5 t6 t? th t9 tl0 eaxr obx  acx edx
11 1 1 a: re « rlyr2,set (RO ré r2 r3 r4
y x 1| c: r5 « mem(ré + 4) rG rs r3 r4
y X [ I b: bz  CRO, L1 b r2 r3 4
I I d: r2 « r5 * 10 ré r2 r3 ré4
[ ! l f: r$ « r3+l,set (RO ré r2 r5 r4
wo || | | 9: bz CRO, L2 ré r2 rs r4
x| | I e:r2+r2+1 ré r r3 ré4
1 T h: r2 « r2 + ré ré r2 rs ré4
H | | 1 it b L3 6 re r$ r4

After live ranges are determined, then registers are assigned as
shown. Because the PowerPC has many more registers than the
IA-32, there are plenty of registers available for the assignment.
During assignment, it should be an objective for the consistent regis-

ter mapping to be in place when the trace or superblock is exited.
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Thus, the RMAP of the last instruction should, as much as possible,
reflect the consistent register mapping. Copy instructions, if needed,
are then added to force the consistent mapping. Similarly, if a side
exit should be taken, it may be necessary to add compensation code
in order to restore the RMAP.

Step 6: Add Compensation Code

Compensation code is added. In the example, compensation code is
needed because instruction e was moved below branch g.
Consequently, the same operation (r2 — r2 + 1) must be added at the
target of branch g In addition, register r5 must be copied to register
r3 in order to restore the consistent register mapping. The final

translated and reordered PowerPC code is shown hereon e right.

FPowerPC Code
add, rl,rl,r2
Twz r5, 4(rl)
beq CRO, L1
muli r2,r5,10
addic, r5,r3,1
beq  CRO, L2'
addi  r2,r2,1

rg +=rz+rl add r2,rz,rl

b L3 b L3

r3i < rs -r r3,rs

After Assigrwrant
rl + rlsr2,set (RO
ri  « men(rl + 4)
bz RO, L1

rZ2 < r5 * 10

rs r3+l,ser CRO
bz RO, L2

rzZ «rz+1

rz = r2+rl

b L3

Compensation Cacle Addiad
:rl o+« prlir2,set (RO
rS  « mem{rl + 4)
-} CRGO, L1

r2 rs > 10

rs ri+l,set CRO
bz CRD, L2°

re +r2+1

+

- X HE hoOTn N
t

T Al hooTnE
t

AT A LT AN

L27:r3 +« rs
rz «r2+1

-
L)

ar r3, rs
adds rz,r2,1

Precise State Recovery

Continuing with our example, when a trap occurs, the runtime first
finds the trapping superblock and corresponding source basic
blocks (possibly with the aid of side tables). It then reconstructs the
RMAP at the checkpoint for the trapping instruction. It does this by
retranslating the original source basic blocks and then performing
rescheduling and register assignment. At that point, the runtime can
use the reconstructed RMAP to reset the register values correspond-
ing to the trapping instruction’s checkpoint. The checkpoint algo-
rithm guarantees that this can be done. Then the runtime can hegin

interpreting the original source code at the checkpoint.
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erands are used by the runtime’s trap/interrupt routine to material-

ize the condition codes.

In the foregoing code-reordering algorithm, “condition code check-
points,” similar to the regular checkpoints, are maintained. The only
difference is that these checkpoints are restricted to the committed
condition code-setting instructions. Then the condition code check-
points extend the live ranges of the operands that feed into a condi-
tion code-setting instruction. In the example, instructions a, d, f e,
and h correspond to IA-32 source code operations that set condition
codes. In the example, the condition code checkpoints are similar to
the regular checkpoints, except the condition code checkpoint for
Instruction d is a (not ¢, because ¢ does not change condition codes).
Consequently, the live ranges of the mapped registers at instruction
a must be extended through instruction d in the reordered code.
Taking this into account, the initial value of r1 must have its live
range extended (denoted with a “y” in the following table). This fur-
ther affects the register assignment because the original value in
register r1 must be kept beyond instruction a4, in case instruction d
should trap and condition codes (generated by instruction a) must
be materialized. In this example, the PowerPC versions of the condi-
tion codes happen to be generated by instruction a. However, these
are not adequate for generating all the needed IA-32 condition
codes. Extending the live range of register r1 means that register ré
must be used for holding the result of instruction a. This will even-
tually result in an additional register copy (r1 — r6) when the trans-

lation block is exited, in order to maintain the consistent register
mapping.

Step 5a: Assign Register with Condition Codes

After Assignment Register Map (RMAP}
rlr2 r3r tS t6 t? t3 t9 tl0 aax  obx gcx odx
| I | a: r6 « rl+r2,set CRQ rb r2 ri rd
¥y X | | [ c: r§ + mem(ré + 4) rG rs r3 rd
Yy X | | b: bz CRO, L1 ré r2 r3 réd

| I | d: rz2 « r5 * 10 ré r2 r3 r4
| 1 i | | f: rS « r3+l,set CRO rb r2 r5 ré
x | | | | g9: bz (RO, L2 ré r2 rs r4
x | | e: r2 = r2 +1 ré r2 r3 r4
1 1 1 1 3 h 23 &= =) . wE ik =7 nE el
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Now, if instruction d happens to trap, the register state can be
backed up to instruction ¢ (as before), and the operands that pro-
duce the condition codes (registers r1 and r2 at the time the transla-
tion block is entered) can also be restored for condition code evalua-
tion. Interpretation is then used for materializing the correct regis-

ter state and condition code state at instruction d.

4.5.3 Superblocks Versus Taces

As mentioned earlier, most dynamic translation systems use su-
perblocks rather than the more general traces. To understand why,
we need to examine a number of issues. First, we consider instruc-
tion cache and branch prediction performance, and then we con-
sider issues that come into play when dynamic superblock/trace for-

mation and optimization are implemented.

An obvious consideration with respect to instruction caching is that
a superblock may add replicated code due to tail duplication, which
can increase the working set size and decrease instruction cache ef-
ficiency. Mitigating this effect is that only heavily used regions of
code are converted to superblocks. Also, superblocks lead to more
straight-line code fetches, which will enhance the cache-fetch effi-
ciency. If code expansion due to tail duplication becomes excessive
(and the runtime can keep track of this as it forms superblocks),
then additional constraints can be put on superblock formation,
such as restricting their length.

With respect to hranch predictors, as with instruction caches, there
is a working set size disadvantage; e.g., ir 1 block G is
triplicated so the branch at its end will have three different entries
in a branch predictor table. On the other hand, superblocks may
also be beneficial because, in effect, a superblock encodes some

global branch historv information. For examnble. the three branches
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(@) {b)

Toisting a Loop Invariant Expression Out of a Loop. (@) The computation of
com wren « wpewe Iy inside the loop is (b) moved outside the loop and done only once.

This completes our survey of common optimizations: redundant
branch removal, constant propagation, copy propagation, constant
folding, code sinking, strength reduction, dead-assignment elimina-
tion, and hoisting of invariant expressions. Although any of these
optimizations, as well as others, can be applied, the different opti-
mizations have different effects on compatibility, and this is often a

critical factor in deciding whether they should be applied.

4.6.2 Compatibility Issues

An optimization is safe with respect to traps if, after the optimiza-
tion is performed, every trap in the original source ISA code is de-
tected in the translated target code and either traps to a handler in
the runtime or branches directly to the runtime. Furthermore, the
precise architected state at that point must be recoverable. There
are no hard-and-fast rules for determining exactly which optimiza-
tions are safe, but optimizations that do not remove trapping opera-
tions tend typically to be safe. For example, copy-propagation,
constant-propagation, and constant-folding optimizations are usu-
ally safe. There may be some end cases where compatibility be-
comes an issue, for example, if constant folding happens to result in
overflow. This case can be determined at optimization time and can

be disabled in those rare cases where it occurs.

On the other hand, a number of optimizations may not always be
safe. Dead-assignment elimination, if it removes a potentially trap-
ping instruction, is not safe because it may break trap compatibility
—e.g., the original source code might trap if an instruction perform-
ing a dead assignment is executed. If the dead-assignment elimina-
tion removes a nontrapping instruction then it is likely to he safe.

However, if such nontrapping dead-assignment code is removed,
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slow, so an alternative is to use the normal aligned load or store for
those accesses that have very high probability of being aligned and
using an inlined multi-instruction sequence for those cases that
have some significant probability of being unaligned. Of course, the
static compiler for such an instruction set strives to align data as
much as possible. The compiler also knows when data may be un-
aligned and inserts the multi-instruction sequences. However, when
a source [SA that features unaligned accesses is emulated by a target
ISA that does not, handling unaligned accesses leads to a dynamic
optimization opportunity.

Epliog side table Superblock 1

rl r2 r3 rd ... rn | pointers rZ e rf/

Superblock 1 Br L1 if rdes0
F2 e« rl+2
0 1 1. 0 |

Prolog side table s 011...0

ARD
rirzrird ... rn y010...1
010...0

Supertlock 2 .
I 01 0... 1 ﬂ

register r2 is dead along path from
superblock 1 to superblock 2; instruction
r2 « r?7insuperbiock 1 can be removed

‘pilog and Prolog Side Tables. Epilog and Prolog side tables detect dead reg-
rerblock bounduries.

If the source ISA allows unaligned accesses, then as part of dynamic
profiling, the load and store instructions with unaligned addresses
can be identified. That is, at the early emulation stage when profil-
ing is enabled, all loads and stores with unaligned addresses are
recorded in a table. Then the binary translator consults this table of
profile data. If a load or store has never had an unaligned address,

then the translator assumes this will always be the case, and the

1223

BEE09_.

-, 2:39 PM






























Cha

860l 91

4

Mami

inary timizé t Virtu  vachines ps:lem gorei comv arysn v/ u ines/9 7

isters, there is none left over for other operations. 'or example, soft-
ware jump prediction, as it requires an extra register
for comparisons against an indirect jump’s source register. Also,
most operations that involve code motion result in extended regis-
ter live ranges, and, consequently, the need to hold more register
values at the same time. Finally, when there is a switch from the
code cache to the runtime software, at least some registers must be

saved so that the runtime can use them for its execution.

In conventional systems, the solution is to spill registers to a save
area. However, in the HP ISA (and many other ISAs), a register
pointer (to the register save area) is required in order to save the
registers (in other words, a register must be freed in order to free
registers); this leads to a quandary. The Dynamo solution is to per-
form a second register allocation pass after an optimized superblock
has been formed. During this second pass, it looks for registers con-
taining dead values within a superblock and uses one of them for
the register save area pointer. If such a dead register cannot be
found, then it temporarily spills a live register to memory in order
to maintain the save area pointer. This general approach raises a
couple of questions that are not directly addressed in the Dynamo
report. The first is the matter of strict register state compatibility fol-
lowing a trap; i.e,, reusing an apparently dead register destroys its
contents, which might lead to register state incompatibility in a trap
handler. The second is the issue of protecting the register save area
(Section 3.4.3). A “rogue” load or store that happens to access the
register save area could lead to incompatible, erroneous results.
These problems indicate that it is difficult to achieve intrinsic com-
patibility in a dynamic optimizer. If there is some (external) assur-
ance that applications being optimized are free of these problems
(and many debugged applications would not exhibit these prob-
lems), then the dead-register approach would work well.

In order to integrate the Dynamo process VM into the host platform,
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the-fact” solution to the application portability problem. It is after
the fact in the sense that neither the guest program nor the host
platform were designed with the thought that the guest program
would be run on the host platform. In contrast, by taking a step
back, one can design a special guest-ISA/system interface, with VM-
based portability to a variety of host platforms as a primary goal.
Therefore, to a large extent, the new ISA is designed to be free of
quirks and requirements for implementation-specific computational
resources. Also, the system interface supported by the VM is raised
to a higher level of abstraction than that found in a typical OS inter-
face by consolidating common OS features and defining an abstract
interface (a set of libraries) that can be supported by all conven-

tional operating systems.

Just as important as portability, the guest ISA can be designed so
that it reflects important features of a specific high-level language
(HLL) or a class of & Ls (e.g., object-oriented languages). This leads
to efficient implementations of the targeted HLL(s), and it simplifies
the compilation process by separating machine-independent and
machine-dependent portions of the compiler. Because efficient sup-
port for specific HLLs is one of the goals of these VMs, we refer to
them as high-level language virtual machines (HLL VMs).

An HLL VM is similar to a conventional process VM, but the ISA is
usually defined for user-mode programs only and is generally not
designed for a real hardware processor—it will only be executed on
a virtual processor  Zonsequently, we refer to it as a virtual ISA, or
V-ISA. The system interface is a set of standardized libraries (called
“APIs”) that can access files, perform network operations, and per-
form graphics operations, for example. The HLL VM is designed to
be supported on a number of operating systems and hardware plat-
forms (ideally, all of them—Dbut at least the commonly used ones).

Here it is important to interject that a virtual instruction set archi-

tecture usuallv contains much more than iust instructions. In a
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modern V-ISA, the data aspects are at least ag important as the in-
structions. Consequently, the specification for a modern V-ISA in-
cludes lengthy definitions of metadata, and it is the metadata that
often dominates the overall specification. In contrast, the instruc-
tion definitions are quite simple, by design. In fact, one could rea-
sonably argue that the terin data set architecture would be more fit-
ting than instruction set architecture. In any event, we will use the
acronym V-ISA because it is the counterpart of the ISA in a conven-

tional computer system.

HLL program HLL program
Compiter frontend Compiler
3
rl ntermediate code Portable code
(Virtual ISA)
Compiler backend
Y
VM loade
Object code ¥ d
(ISA) Vi, mem. image
Loader VM interpreterfransiator
¥
Mearnory image Host instructions
(a) (b)

telationship Between (a) a Conventicnal Compiler and Loader and (b) a
~oader in an HLL VM.

e — e

One can view HLL VMs from a languages/compiler perspective; see

The conventional steps in getting from a high-level lan-
guage program to a binary executing on hardware is shown in

. The compiler frontend first parses the program and
converts it to an intermediate form. Then a compiler backend takes
the intermediate form, perhaps performs optimizations on it, and
generates object code. The object code is in an ISA-like format, ex-
cept for some symbolic information that must be resolved at load
time. Finally, a loader converts the object code into a memory image
that is executed by the underlying hardware processor. The pro-
gram is generally distributed in the object code (“binary”) form, and,

because this code is specific to an ISA and OS, it can be run only on
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widely used and has been the focus of a large amount of well-
documented study. The Microsoft CLI is also discussed, primarily to
highlight the differences with the JVM as well as the features that
are more clearly delineated in the CLI than in the JVM.

This chapter concentrates on HLL VM architecture, i.e., the func-
tional specification and a description of important properties. The
next chapter concentrates on HLL VM implementation; i.e., the ways
that one actually constructs an HLL VM, including techniques for
enhancing performance of HLL implementations. In some cases,
this division is rather arbitrary—it is difficult to discuss pure archi-
tecture without delving into some aspects of implementation. In
these two chapters, we heavily emphasize HLL VM support for
object-oriented languages. However, it is not practical for us to dis-
cuss object-oriented programming languages and concepts in any
significant detail. We provide only a brief overview of the more im-
portant Java language features in this chapter. Consequently, for a
good understanding of this material, it is essential that the reader
have some familiarity with an object-oriented language such as Java
or C#. There are a number of good books that can be consulted for
learning or reviewing this material; for example, the Java and C# “in
a nutshell” books

contain fairly concise descriptions.

Before describing the important object-oriented HLL VMs, we first
describe an important historical HLL VM—which will also provide
an opportunity to illustrate important platform-independence prop-
erties of many HLL VMs. As we shall see, however, platform inde-
pendence is only the tip of the iceberg when it comes to the features

of modern component-based, network-oriented HLL VMs.

5.1 The Pascal P-Code Virtual
Machine
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The Pascal P-code virtual machine was one of the
keys to the widespread popularity of the Pascal high-level program-
ming language because it greatly simplified the porting of a Pascal
compiler. Because of its historical importance and its simplicity, a
brief case study of the P-code virtual machine is a good way to intro-
duce some of the important HLL VM concepts dlustrates
the basic idea. A compiler frontend parses a Pascal program and
generates a P-code program. P-code is a simple, stack-oriented in-
struction set, summarized shortly. The combination of the Pascal
compiler and the P-code virtual machine yields a complete Pascal
compiler and execution system for the given host platform. Only
one compiler has to be developed (distributed as P-code), and port-
ing Pascal to a new host platform is reduced to implementing the
virtual machine, which is much easier than writing a complete
Pascal compiler from scratch.

There are actually two major parts of a P-code virtual machine; one
is the P-code emulator (often an interpreter), and the other is a set
of standard library routines that interface with the host operating
system to implement [/O. For example, the library routines readln()
and writeln() read a line of input and write a line of output. These
routines can be called via P-code but may themselves be written in
(or compiled to) the host platform’s native assembly code. Writing
these standard library routines in native code is part of the VM de-
velopment process, along with writing an interpreter.

5.1.1 Memory Architecture

The P-code V-ISA uses a memory model that consists of a program
memory area and a constant area, a stack, and a memory heap for
data. A program counter (PC) fetches instructions from the program
area; otherwise, program memory cannot be read or written.

llustrates the data areas of memory. All the data areas

are divided intn relle and earh rell fan hnld a cingle vvaliie The ar-

7of 77 1223 5240 1

(%]
ot






Cha, ' 5: High-Lev [anpuape Virtua [achine Architec N - ps:lea goret comv aryn v/ u ¢ ines/97; 158609

the NP is adjusted upward, it is checked against the EP to make sure
there is enough memory remaining; otherwise there is an excep-
tion.

When a procedure is called, it is given a new stack frame. The stack
is divided into several sections as shown on the right side o:

The return function value, static link, dynamic link, previous EP,
and return address are a {ixed-size region at the beginning of the
stack frame, collectively called the mark stack. The MP points to the

base of the mark stack (as well as the base of the entire frame).

The function value returns a result value from the function (if there
is any},; the static link is used for linking together statically nested
procedures and for accessing local variables within the scope of the
active procedure. The Pascal language supports nested procedures,
with the scope of local variables determined by the static procedure
nesting. That is, the local variables declared within a given source
code procedure can be accessed by any procedures nested within
that procedure. The dynamic link 1s the MP value for the previous
frame, and ita >ws the stack to be popped back to the previous
frame. The previous EP is similarly used to establish the EP value
when the active procedure returns. The return address is the PC

value to which the active procedure should return.

Following the mark stack on a stack frame are parameters passed to
the procedure and the local variable declared within the given pro-
cedure. Finally, the operand stack is used for holding operands and
intermediate values when stack instructions are executed. The stack
pointer, SP, points to the current top of the operand stack and moves
up and down as computation proceeds (unlike the EP, which marks
the farthest extent of SP).

5.1.2 Instruction Se
The basic instruction set includes instructions that push or pop
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load an untrusted application and run it in a managed, secure fash-

ion is a much bigger challenge than mere platform independence.

Robustness—The advantages of robust software are not restricted to
the network computing environment, of course, but robust software
becormes critical when dealing with the complexities of a platform-
independent network environment. For developing large-scale soft-
ware systems, the object-oriented programming model has a num-
ber of advantages and is widely used. Furthermore, the object
mode] fits very well with distributed computing and dynamic link-
ing. It also fits well with component-based programming, which can
enhance programmer productivity considerably. Consequently, the
object-oriented paradigm has become the model of choice for mod-
ern HLL VMs. Both Java and the CLI are designed to support object-
oriented software. Other features that contribute significantly to ro-
bustness are VM support for strong type-checking and garbage col-
lection.

Networking—In some environments, available networking hardware
may only provide limited bandwidth. This limitation favors soft-
ware that uses network bandwidth sparingly and efficiently.
Consequently, application software should be loaded incrementally,
on demand, via dynamic linking. This can save bandwidth by load-
ing only software that is used, by spreading bandwidth usage over
time, and by improving program start-up time because execution
can begin as soon as the first software routines are loaded. There
are also advantages to using dense instruction set encodings, both to
reduce the bandwidth required for moving a program across a net-
work and to reduce memory requirements on the local platform

(which may also be limited in some applications).

Performance—While offering all the features just listed, it is also de-
sirable to provide good performance. In general, one might be will-

ing to sacrifice some performance—nothing comes for free after all
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Microsoft. The Microsoft shared-source CLI, despite the name, is an-
other example of a CLI implementation (shared-source CLR would
be more appropriate). Sometimes, it is useful to discuss only the in-
struction set portion of a VM architecture. In the case of Java, it is
generally referred to as Java bytecodes because, as we shall see, the
instructions can be viewed as a stream of bytes. The instruction part
of the CLI is known variously as the Microsoft intermediate language
(MSIL), the common intermediate language (CIL), or simply the IL.
The combination of a JVM implementation and a set of standard
Java libraries (APIs) is called a fava platform. Finally, a CLI imple-
mentation, along with a set of standard libraries, implements the
Microsoft .NET framework.

5.2.1 Security and Protection

A given application running on a local platform should have access
to certain specified files (program and data) on both its local system
and on remote systems. Meanwhile, there must be the ability to pre-
vent the guest application from accessing other files on both the re-
mote and local systems. In addition, the VM implementation soft-
ware that is running the application should be protected from the
application itself, even though both are running on the host plat-
form as part of the same process. Therefore, the type of protection
that must be provided is different from that supported by a conven-
tional operating system, where users are protected from one an-
other, but a given user’s programs have access to all of that user’s
resources. In the HLL environment, untrusted programs are invited
into the user’s domain but must have strictly limited access within
that domain. That is, a guest program is treated as managed code
that can only operate within its protection sandbox. In modern HLL
VMs such as Java, the VM implementation provides much of this ad-
ditional protection “above” the operating system. As we shall see, a
fundamental aspect of the popular HLL VMs is that the high-level
languages (e.g., Java or C#) are strongly typed and legal programs
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control flow. This information is then conveyed to the VM through
the V-ISA.

There are three main aspects to the overall security/protection sand-
box. The first is gaining access to public data, e.g., stored in files that
are on remote systems, while being prevented from accessing any
other data on the remote system. Here, we include locating public
files as part of the overall process. The second aspect is that similar
properties must hold for local files. And the third aspect is that the
managed application must be prevented from accessing memory or
executing code that is outside the sandbox, even though it shares
the process memory space with the VM runtime software. To sim-
plify explanation of the basic principles, the following discussion is
based on the original Java sandbox model. The original sandbox is
relatively inflexible and was primarily targeted at applets—small
application programs accessed via the Internet; it remains the de-
fault security model. The more recent security model (used in Java
2) provides greater flexibility, including finer-grained access control
and significantly less reliance on trusted code. This model will re-
ceive more discussion ir

Remote files are found via agreed-upon naming conventions. A spe-
cific convention is not part of a standard per se, but most current
operating systems, including Linux and Windows, use hierarchical
file systems based on directories. Consequently, naming conventions
typically rely on this hierarchical structure. Furthermore, the
Internet connects these systems and also uses a hierarchical naming
system. Hence, as part of an overall framework—whether a Java
platform or the .NET framework—there is normally a naming con-
vention based on a combination of Internet addresses and local file
structure addresses. For example, in the Java platform a particular
method might be denoted as

edu.wisc.ece.jes.testpackage.shape.area
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which is formed as a concatenation of an Internet address (in re-
verse order)- -and a pathname—-~jes/testpackage/
shape/area. The critical thing is that a local system, given a name
that follows the convention, must be able to find the stored repre-

sentation of the requested item.

Protection of resources within the remote system’s domain is not re-
ally a responsibility of the HLL VM running on the local system,
even though data on the remote system may be part of an overall
network computing framework. It is up to the user(s) of the remote
system to determine which data files and/or directories should be
made accessible over the network and which permissions (read or
write) should be granted. Hence, even if the local system gives a cor-
rect path, if the file is not publicly accessible, then an attempt to ac-
cess it will be denied permission. As noted earlier, this simple pro-
tection method is only the Java default. By using security, authenti-
cation, and cryptography APIs, a much more flexible security infra-
structure can be built and supported by HLL VM platforms; for ex-
ample, the Java 2 Standard Edition platform contains a number of
APIs to support network-based security

However, such VM platform security involves a
number of higher-level issues that are well beyond our scope, al-
though there is some additional discussion in the next chapter.

file
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grams written in other languages to draw on the rich set of APIs im-
plemented in Java, The HLL methods and native methods can inter-
act by following established conventions at their respective inter-
faces; the Java/native interface (JNI) defines a convention for Java.
Native methods are often incorporated as parts of trusted libraries,
but a user may also write and install native methods (at his or her
own risk because they are not subject to the same security checks as

conventional methods).

The emulation engine, another trusted component, emulates the V-
ISA code embodied in methods using techniques similar to those de-
scribed ir chrougl  That is, it may use interpretation
or may execute code that has been translated (compiled) to native
instructions. If a managed application program needs to access a lo-
cal file or any other local resource, it can only do so through a secu-
rity manager within which the user has either directly or indirectly
provided permissions . Whenever the managed appli-
cation requests access to a local file, for example, the request is
made through a method belonging to a standard library. The stan-
dard library method consults the security manager to see if permis-
sions should be granted. If so, the file access proceeds.

The managed application code includes software in the form of ac-
tual binary classes and methods they contain. This untrusted appli-
cation soltware and the VM soltware share the same address space
and run at the same privilege level within the host system; conse-
quently, the VM software must be protected from the application as
it executes. For example, arbitrary access to the VM tables via appli-
cation program load and store instructions must be prohibited.
Similarly, the application code should not be allowed to jump to ar-

bitrary locations in the VM code.

A combination of static and run-time checks implement address
space protection. As the emulation engine executes a managed guest
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store, or jump instruction that static (load-time) code analysis can-
not guarantee to be safe. These checks ensure that the guest only ac-
cesses its portion of the address space; i.e,, it stays within the sand-
box. Today’s more popular HLL VMSs, including both the JVM and
CLI, are targeted at strongly typed HLLs and rely to a high degree on
static (load-time) checking for protection, with minimal run-time
checking. Because the strongly typed HLL approach is widely used,
it is the one we focus on. In contrast, with conventional binaries, as
would be generated by C or C++, static binary code analysis is rather
limited, and many loads, stores, and jumps would require dynamic
run-time checking. An especially efficient implementation of this
full dynamic-checking approach simply forces all accesses to be
within predefined, easily checked guest memory segments

. This technique allows virtually any HLL to be used for
generating guest programs. Such an approach is taken in the

Omniware systern

We provide more detail in the next chapter when discussing Java
virtual machine implementation, but the hasic approach to checking
is first to restrict the virtual ISA so that all the data structures are
defined as part of the metadata and all memory accesses are to
fixed fields within typed structures. The metadata, of course, re-
flects the object structure defined in the high-level language pro-
gram. Similarly, all branch instructions are to fixed offsets within
the code region. The only indirection allowed for control transfers is
through explicit call and return instructions. As part of the loading
process, the load and store instructions in the machine-independent
code are checked for consistency with respect to the metadata speci-
fications. The loader also checks all control flow (branch and jump)
instructions for consistency. These load-time static checks provide
most of the protection against out-of-bounds loads, stores, and con-
trol transfers. Exceptions are for those accesses that use a computed
index value into a data structure, e.g., arrays. These accesses are

checked dynamically at run time, along with checks for accesses us-
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ing null pointers (actually references, in Java terminology).

In summary, we see that the sandbox around a managed execution
environment consists of a number of interacting components. The
files and other resources on a remote systermn are protected by e
remote system itself, based on its conventional protection mecha-
nisms. The files and o er resources on the local machine are pro-
tected by trusted Iibraries and a security manager. Finally, the VM
runtime software is protected from untrusted application software
by a combination of static checking performed by a trusted loader

and dynamic checks performed by a trusted emulation engine.

5.2.2 Robustness—Object-Oriented
Programming

As noted earlier, the two most widely used HLL VMs are both based
on an object-oriented model. We can’t possibly cover all the aspects
of object-oriented programming here. Rather, we provide a quick
overview to introduce terminology and to make the following dis-
cussion of HLL VM implementations easier to understand.

In an object-oriented programming environment, the data-carrying
entities are objects. The data contained in each object can only be
accessed and mantpulated via methods, or procedures, that are de-
fined for that type of object. A class defines a type of object and its
associated methods. At run time, objects may be created as instances
of the class. In essence, the objects are a complex programmer-
defined data type, and the methods are specific to the particular
type for which they are defined. Objects can only be accessed via
managed pointers, or references, that are generated at the time the
object is created. In Java and CLI, arrays are defined as part of the

language and are essentially an intrinsic form of object.

The data portion of an object consists of a number of fields. These
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other objects and arrays. The data portion of an object can be either
static or dynamic. If it is static, then only one copy of the associated
data is created, and it is shared by all objects of the given type. If
data is dynamic, then a new copy of the data is generated for each

object that is created.

Through inheritance, new classes can be defined by extending an ex-
isting class. A derived class has the same members (e.g., fields) as
the base class from which it is inheriting. When a class is extended,
the function of an existing method for the base class can be overrid-
den, by defining a new method having the same name and signa-
ture. A method’s signature is an ordered list of its argument and re-
turn types. The new, overriding method is the one applied to the
subclass. Furthermore, a subclass can have other members and
methods that do not exist in the base class.

Inheritance, as just described, is a way of achieving polymorphism
among subclasses. With inheritance and polymorphism, the exact
code executed when a method is called depends on the specific type
of the object given as an argument. Finally, an interface is similar to
a class but has no associated object; it only contains method signa-
tures. However, if a class (which does have an associated object) im-
plements an interface, then the methods identified by the interface’s
signatures operate on the class’s object. A subclass can only extend
one class, but it can implement multiple interfaces.

Invoking a method that operates on an object is often likened to
“sending a message” to the object, where the message indicates
what should be done and may return a response value, The actual
details of the object’s implementation, for example, the way it is laid
out in memory, are hidden and can therefore be implementation de-
pendent. What is important is that methods always produce the
same results regardless of the implementation.
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can be accessed by other parts of a prograin. In Java, for example, a
class may be declared to be public, private, or protected. These desig-
nations indicate the visibility (and ability to use) an object outside of
a given library of objects. The public and private designations are
more or less self-explanatory: If a class is public, it can be used by
code outside the library; if it is private, it can only be used by other
classes inside the same library. Protected classes are similar to pri-

vate ones, except any inheriting class is given access.

Example

s a Java program that defines a Rectangle class via two
methods, one that finds the area and one that finds the perimeter of
the Rectangle. The program also extends the Rectangle class with a
Square class. The Square class has a somewhat simplified perimeter
method that will override the Rectangle’s perimeter method. The
main program reads pairs of integers from the command line. These
integers represent a rectangle’s length and width. If the sides are the
same, a Square object is instantiated; otherwise, a Rectangle is in-
stantiated. Then the area and perimeter methods are called, with a
reference to the Square or Rectangle as the argument. The particu-
lar perimeter method used depends on the type of object to which
the reference points. That is, the specific perimeter method is dy-
namically dispatched at run time. This program is admittedly con-
trived—the sides array is somewhat superfluous—but it allows us to

illustrate a number of [VM features in a small example.

Garbage Collection

One of the nice features of the object-oriented model is that, from
the programmer’s perspective, memory is a large, virtually un-
bounded space populated with ohjects. These objects essentially
“float” in the memory space, with references tethering them to exe-
cuting programs. Objects can be created dynamically, used for a
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while, and then abandoned by overwriting or deleting all reterences
to the object. For example, in the code given ir when the
reference a is reassigned to a new Rectangle or Square, the previous
Rectangle/Square object is no longer referenced and becomes
garbage.

public class Shapes {
public static void main (5tring args (1) {
Rectangle a;
int length, width;

for (int i =0; 1 <4 ; i++4) {

Tength = Integer.parselnt (args [2%*i]);
width = Integer.parselnt (args [2%*i+1]);
if (Qength==width)

a = new Sguare (length):
else

a = new Rectangle (length, width);
System.out.printin{a.area());
System.out.printin{a.perimeter());

}
}

class Rectangle {
protected int sides [];
public Rectangle (int length, int width) {
sides = new int [2] ;
sides [0] = length;
cides [1] = width:
}

public int perimeter ( ) {
return 2*(sides[0) +sides [1]);
}

public int area () {
return (sides [0]*sides[1]);
}

}

class Square extends Rectangle {
public Square (int length) {
super (length. length);

public int perimeter ( ) {
return 4*sides [0];
}

1

Java Program That Computes the Area and Perimeter of a Sequence of
ctangles.

While this model of an unbounded memory space is nice from the
programiner’s perspective, in a real implementation the memory

cannot be unbounded, of course. Consequently, there must be some

250177 12723
318

58609

240 1



Cha, 5: High-Lev [anguape Virtua [achine Architec N - ps:lean gorei comv aryn v/ ou ¢ ines/97; 58609

way of recycling the mermory resources used by objects that are no
longer needed. In some object-oriented languages, C++, for example,
it is expected that the programmer will explicitly release an un-
needed object so that memory management software can reuse its
memory. This places a burden on the programmer, however, and if
object memory is not properly released, a “memory leak” can de-
velop where unused objects grow in number until the processor’s
mernory resources are exhausted. On the other hand, if a program
bug allows the same memory to be freed twice (a double-free), then a

security hole may be created.

To avoid memory leaks and double-free bugs as well as to enhance
program robustness, the modern HLL VMs relieve the programmer
of the burden of keeping track of unneeded, garbage objects. In par-
ticular, the VMs automatically collect garbage in a manner that is
hidden from the application program. The VM implementation is
able to find objects for which references no longer exist and to col-
lect these objects on behalf of the user. The programruer is not bur-
dened with explicitly returning unused objects to memory 1nanage-
ment software, and the possibility of programmer memory manage-

rent bugs is eliminated.

5.2.3 Networ ing

In the network computing environment, network bandwidth is
sornetimes a lirnited resource. In an HLL VM there are at least two
ways that network bandwidth usage can be reduced. The first is by
reducing the size of a program (or dynamically linked library rou-
tines) that must be moved over the network. This leads to program
encodings (i.e., instruction sets) that can specify a program in a
dense manner. A Key point is that with a VM performing emulation,
the information transported over the network is a specification of
the program to be executed, not necessarily the actual instructions
that will eventually be executed. Translation converts the specifica-

"~
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aon Into real nauve IMSIructionsS—INIeErpretanon aoes me same, 1or

that matter, albeit much less efficienty.

Using a stack-oriented instruction set with variable-length instruc-
tions leads to a fairly compact program specification, especially
when compared with the relatively sparse encoding found in a typi-
cal RISC ISA, which uses lots of registers and fixed-length instruc-
tions. With an operand stack, it is not uncommon for an instruction
to require only one byte, i.e., to specify the opcode; the operands are

implied by their positions on the stack.

Although the stack instruction sets used in most modern HLL VMs
may save some network bandwidth, the addition of metadata adds
to network bandwidth requirements. Overall, it is probably a wash,
with modest savings of network bandwidth (at best). However, as
described earlier, the presence of the metadata brings some addi-
tional advantages that a conventional program binary does not of-
fer. The bigger win with respect to network bandwidth savings
comes from dynamic loading of program (class) files. That is, a VM
implementation generally loads only binary classes that it antici-
pates it will need, thereby not wasting network handwidth on hi-

nary classes that are never used.

5.2.4 Performance

An object-oriented language provides a number of significant ad-
vantages when compared with a language such as C, which is really
only a step above assembly language. However, the object-oriented
model also makes it significantly more difficult to achieve high per-
formance on conventional hardware. Hence, for many (but not all)
applications there is heavy emphasis on improving HLL VM perfor-
mance. Most of the emulation techniques described ir

can be used [or enhancing HLL VM perflormance. The execution en-
gine of an HLL VM implementation can use interpretation, binary

translation to native code, or some combination.
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The Java instruction set is designed for straightforward interpreta-
tion. On the other hand, the Microsoft intermediate language is not
intended to be interpreted (however, it could be, albeit very slowly).
Both the Java instruction set and MSIL use rather constrained, well-
specified control flow instructions (branches and method calls), so
the code-discovery problem is very simple. As soon as a method is
entered, all the code belonging to the method can be immediately
discovered. This leads to just-in-time (JIT) compilation, where a
method, when first entered, is compile:  n its entirety. Often, JIT
compilation generates nonoptimized or lightly optimized code.
Beyond the two basic methods of interpretation and JIT compilation
lies a range of more advanced staged emulation strategies. For ex-
arple, an implementation can begin interpreting, with profiling
added. Then hot methods can be compiled (or sections of hot meth-
ods). Finally, the compiled methods that are very frequently used
¢an be much more highly optimized *ontains further
discussion of higher-performance HLL VM implementation tech-
nigques.

5.3 The Java Virtu: 1l Machine
Architecture

To look at HLL VMs in more detail, we focus on the Java virtual ma-
chine (JVM) . The JVM came hefore the
Microsoft CLI and is in some sense a purer form of HLL VM. The CLI,
on the other hand, is part of the more general .NET framework,
where both managed and unmanaged applications can easily inter-
operate, if the user wishes. Following the discussion of the Java VM
in this section, we overview the CLI in the next section.

5.3.1 Data Types
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Java CONns1sts oI priminve aata types ana rererences, along witn op-

jects, which are composed of the primitive types and references.
Primitive Data Types

The Java HLL VM supports a number of primitive data types from
which objects are composed. The types are int (integer), char, byte,
short, float, double, and returnAddress. A boolean value is imple-
mented in the JVM as a primitive type int or byte. It is important to
note that the primitive types are defined according to the values
they can take, not the number of bits of storage they will consume in
the implementation; for example, an integer data type is defined to
represent any integer in the range —23! to +231—1. Nor are the ac-
tual bit patterns explicitly specified. This allows the primitive types
to be held in an implementation-dependent fashion on any given
host platform. Of course, many implementations will represent inte-
gers with 32-bit words and a two’s complement representation, but
other implementations could use more storage bits and/or other
representations. The returnAddress type, by the way, is a rather ob-
scure type not present in the Java HLL but present in the Java ISA. It
is used by “miniature subroutines” implemented with jsr and ret in-
structions (these are typically used in implemnenting the java HLL fi-

nally clauses, and we don’t discuss them any further).
References

In addition to the foregoing primitive types, the JVM includes a ref-
erence type, which can hold reference values. A reference value
points to an object stored in memory (discussed next). A reference
can also have a null (undefined) value if it has not been assigned. As
is the case with primitive types, a reference has an implementation-
dependent internal representation; the number of bits necessary for
holding a reference is not defined as part of the Java [SA.

Objects and Arrays
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As described earlier, objects carry data held in logical structures de-
clared by the programmer. As such, objects are composed of primi-
tive data types and references that may point to other objects. An ar-
ray obhject is a special, intrinsic type of object, with explicit instruc-
tion set support. Each array is defined, at the time it is declared, to
have a fixed number of elements that do not change during the pro-
gram’s execution. The elements of an array must all be of the same
primitive type or must all be references. If they are references, then
they must all point to objects of the same type. In their basic form,
arrays have a single dimension, but multidimensional arrays can he

built using arrays of references.

5.3.2 Data Storage

In the JVM, there are three general types of data storage—global, lo-
cal, and operand. Global storage is main memory, where globally de-
clared variables reside. Local storage is temporary storage for vari-
ables that are local to a method. Operand storage holds variables
while they are being operated on by the functional instructions
(arithmetic, logical, shifts). All storage is divided into cells or slots,
where a cell or slot can usually hold a single data item (the excep-
tions are double-precision floating-point numbers and long integers,
which consume two slots). The actual amount of space required by a
cell or slot is implementation dependent, but all addressing is in
terms of the logical memory cells.

The Stack

Local and operand storage are allocated on the stack, and procedure
arguments are passed on the stack as well. Instructions can never
place arrays and objects on the stack; only references and individ-
ual array elements can be placed on the stack. As each method is
called, a stack frame is allocated , with arguments, local

storage, and operand storage heing allocated in that order. Local

" s » o 1 . 1 . n
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storage 10r a given metnod 1s ol nxed size; the proper amount ot
stack space required for local storage can be determined at compile
time. As noted earlier, the stack holds data in slots. In many conven-
tional ISAs, operand storage is a register file; but just as in P-code,
both Java bytecodes and MSIL use the stack for operands.
Depending on the actual instruction sequence, a stack often has ad-
vantages with the respect to instruction set encoding density (no in-
struction fields are needed for specifying registers), and a stack 1s
amenable to platform independence (the host platform can have
any nurnber of registers in its ISA).

Locals
Operands

k
Arguments

Locals

Operands

Arguments

Locals
Operands

ava Stack Structure.

Global Memory

The logical main memory architecture in Java contains a method
area for holding code and a global storage area for holding arrays
and objects. The global memory area is managed as a heap of un-
specified size with respect to the JVM architecture; i.e., its total size
is an implementation-dependent feature. The heap can hold both
static and dynamic objects, including arrays; these ohjects are cre-
ated on the heap at run time, When an object is dynamically created
on the heap, a reference is generated to point to it at that time.

Objects in the heap can only be accessed via a reference having a
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type that matches the type of the object. For example, ir

the reference ais declared to be of type Rectangle, and it can only be
used for pointing to objects of type Rectangle (or a subclass of
Rectangle).

Constant Pool

Instructions often use constant values, as integer operands or as ad-
dresses in local memory, for example. The ISA allows some constant
values to be placed in the instruction stream as immediate oper-
ands. But in general the constants have a range of lengths, and some
of them are used by a number of different instructions. So to make
the Java ISA a little more compact and uniform, constant data asso-
ciated with a program is placed in a block known as the constant
pool. Any instructions that need constant values can then index into
the constant pool to retrieve them. Note that although the exact rep-
resentations of integers and references when held in global memory
or the stack are not defined part of the ISA, their representations
when held in the constant pool are defined as part of the ISA. For ex-
ample, an integer in the constant pool is represented as a 32-bit
two’s complement number. It is important to keep in mind that the
constant pool is a part of a program’s specification, just as much as
the actual instructions are, and it does not change as a program exe-

cutes.
Memory Hierarchy

llustrates the memory hierarchy in Java. In the figure,
an array has been allocated on the heap, and a reference to the ar-
ray is included as part of another object. Also note that in the lower
left corner is an object with no references pointing to it. This is an
object ready to be garbage collected. A specific field within a refer-
enced object is accessed via an offset contained in the constant pool.
That is, there is no indirection when identifying a field (other than

the indirection provided by the reference itself).

32of77 1223 240 1
325






Cha

34ol77

*5: High-Lev

[.anguage Virtua [achine Architec

sets for PC-relative branch instructions. Because the instructions ap-
pear as a stream of bytes—either opcodes, indices, or data—an in-
struction set of this type is commonly referred to as a bytecode in-
struction set or simply as bytecodes. Using a single opcode byte im-
plies there are 256 or fewer total opcodes; but a special wide op-
code, when appended to a regular opcode, essentially creates a new
instruction that performs the same operation as the regular opcode
but with additional index bytes. And a bytecode instruction set can
always be expanded by adding “escape code” bytes similar to the
ones used for extending conventional instruction sets when all op-

codes have been used up.

(a)

(b)

()

{d

{e)

1%

e g mmm ey a- -

ps:lear

opcode

opcode| index

opcode [indexl|index2
opcode| data

opcode| datal | data2

‘ypical Bytecode Instruction Formats.

A basic property of the Java instruction set is that each of the primi-
tive types has specific bytecode instructions that can operate on
them. For example, the iadd opcode (integer add) is defined to oper-
ate only on integer operands on the stack. In a legal Java bytecode
program, the operand types must match those required by the op-
code. In the following instruction descriptions, we will typically use

the integer forms of instructions as examples; the ISA defines simi-

lar instructions for the other primitive types.

The following subsections will overview the various types of in-

structions. A complete list of instructions can be found in a book fo-

cused on the Java virtual machine (e.g.

327
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Instruction descriptions include the instruction for-
mat (opcode first), followed by operand byte(s), if any. All operand
bytes are shown separately, even if they only have meaning when
concatenated. For example, a 16-bit data item is represented as two
bytes: datal and dataZ2.

Data-Movement Instructions

llustrates the basic flow of data movement. All loads and
stores from global or local memory must be to the operand stack,
and all functional instructions operate on operands held on the
stack.

One set of data-movement instructions push constant values onto
the stack. There is some redundancy in these stack instructions; i.e.,
some constants can be pushed onto the stack via more than one type
of instruction. For example, any of five different instructions can
push the constant 1 onto the stack. The advantage of having this re-
dundancy is that it can improve code density and/or interpretation
speed. The most common constants (e.g., small integers} are each
given their own opcode, so a one-byte instruction is sufficient. For
example, iconst1 is a single-byte instruction that pushes the integer
constant 1 onto the stack. Other short constants can be pushed via
the bipush data or sipush datal data2 instructions—these require
two or three instruction bytes, respectively. Any arbitrary constant
can be pushed via the ldc index instruction (two bytes total), pro-
vided it is in one of the first 256 slots in the constant pool. (Of
course, the constant pool entry itself contains additional data bytes.)
Finally, the ldc_w index1 index2 instruction uses three bytes and
can load a constant from any of 16K slots in the constant pool. The
main difference between the ldc instructions and the push instruc-
tions is that the former requires a level of indirection when being
interpreted. If translated (compiled) code is used, there is no practi-
cal difference between the two types of instructions.

350077 1223 5240 1
328



Cha, ' 5: High-Lev [anguape Virtua [achine Architec N - ps:lean goret comv aryn v/ u ¢ ines/97; 58609

CONSTANT GLOBAL
POOL MEMORY
\ STACK FRAME
{ocels
Instruction stream “
opcode|operand|operand| , /
opcode operand
opcode |operand| stack
A
y 4
e
ALU

ata Movement Supported by the Java ISA.

A second set of data-movement instructions manipulate the stack
entries. For example, the pop instruction pops the top element from
the stack and discards it. The swap instruction swaps the positions
of the top two stack elements, and dup duplicates the top stack ele-

ment to form the top two stack elements.

The third set of data-movement instructions moves values between
the local storage area of the current stack frame and the operand
stack. These instructions specify the local storage address via a con-
stant—either directly in the instruction or via an index to the con-
stant pool. Also, the type of the data being moved is explicitly given
in the opcode. This information is used for type checking when the
program is initially loaded (to be discussed later). For example, the
1load_1 instruction takes the integer from local storage slot 1 and
pushes it onto the stack. The iload index instruction specifies the lo-
cal storage slot number via a constant pool entry pointed to by the
index. Similarly, istore_1 and istore index instructions move data

from the stack to local storage in e current stack frame.

The final set of data-movement instructions deal with global mem-
ory data, either objects or arrays. An object is created via the new

index1 index2 instruction that concatenates two bytes to form an in-
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dex into the constant pool. The constant pool entry essentially speci-
fies the object, and a new instance of the object is created on the
heap and initialized. A reference to the object is pushed onto the
stack. Similarly, the newarray type instruction creates an array con-

taining elements of a specified primitive type.

For accessing data held in objects, the primary data-movement in-
structions are the getfield index1 index2 and putfield index1 index2
instructions, which point to a constant field entry containing infor-
mation regarding the field, e.g., its type, size, and offset into the ob-
ject that contains it. As with all data-movement instructions, these
move data between the addressed data item and the operand stack.
The getstatic and putstatic instructions are similar, except they deal
with static rather than dynamic objects. There are similar instruc-

tions that move data to and from arrays.

In addition to instructions that create and access objects and arrays,
there are instructions that can perform run-time checks to see what
type of object is being pointed to by a reference. For example, the
checkcast index1 index2 instruction indexes into the constant pool
to find the specification for a specific class or interface. Then the ob-
ject pointed to by a reference on the top of the stack is checked to
see if it is an instance of the type specified by the constant pool en-
try. If not, a CheckCastException is thrown. This instruction is used
for checking whether a run-time cast (conversion of an object refer-
ence) is safe (e.g., the reference being cast is to a member of the
same class or a subclass of the object to which it currently points).
This instruction allows a program to test for a potentially unsafe
cast and to handle it in a graceful way via the exception mechanism
(described later),

Type Conversion

Some instructions convert one type of data item on the stack to an-

other. An example conversion instruction is 12f, which pops an inte-
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ger from the stack, converts it to a float, and pushes the float back
onto the stack. Not every possible pair of primitive types is sup-
ported directly by a conversion instruction, however. In some cases

a combined pair of instructions performs a conversion.
Functional Instructions: Arithmetic, Logicals, Shifts

There are a number of instructions that take input operands, per-
form operations on them, and produce a result, For the most part,
these instructions consist of a single byte. Operands are always
taken from the stack and results are placed on the stack. Three ex-
amples follow. The iadd instruction pops two integers from the
stack, adds them, and pushes the sum onto the stack. The iand in-
struction pops two integers from the stack, performs a logical AND
on them, and pushes the result onto the stack. The ishfl instruction
pops two integers from the stack, shifts the top element left by an
amount specified by the second element, and pushes the resuit onto
the stack.

Because the internal representations are implementation depen-
dent, what the shift and logical instruction do, strictly speaking, is to
convert the integer value to a standard two’s complement form be-
fore performing the operation and then convert it back to the inter-
nal representation hefore pushing it on the stack; i.e., the logicals
and shifts operate as if the values are stored as 32-bit two’s comple-
ment numbers, regardless of whether they are actually stored that

way or not.
Control Flow Instructions

The control flow instructions (e.g., branches and jumps) are de-
signed to expose all control flow paths within a method. This feature
enables both complete discovery of all code within a method at the
time it is first entered and load-time tracking of all variable types

held in local storage (as explained shortly).
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One set of conditional branches compares the top stack element
with zero. For example, the ifeq datal data2 instruction pops an in-
teger [rom the stack and compares it with zero. Il it is equal to zero,
then there is a PC relative branch to an offset found by concatenat-
ing the two data bytes. Other conditional branch instructions com-
pare two data items with each other. For example, the if icmpeq
datal data2 instruction pops two integer values from the stack and
compares the first with the second. If they are equal, then there is a
PC relative branch to an offset found by concatenating the two data
bytes. Finally, there are conditional branches to check for null/non-
null references. For example, ifnull datal data2 pops a reference
from the stack and checks it for null.

There are also more complex control flow instructions. The lookup-
switch instruction, given here, is typically used to implement a

switch statement:

lookupswitch defaulrl default? defaultd defaultd
npairsl mpairs2 npairs3 npairs4
matchl_1 matchl_2 matchl_3 matchl 4

offsetl_1 offsetl 2 offsetl_3 offsetl_d
matchZ_1 match2_2 match2_3 match2_4

offset2_1 offset2_2 offset2_3 offset2_4
additional n-2 match/offset pairs

This is all one instruction, laid out in a way to make it more read-
able. In this instruction, the four default bytes are concatenated to
yield a PC relative branch offset if none of the cases match. The four
npairs bytes indicate the number of match/offset pairs included in
the switch statement. The integer at the top of the stack is popped
and is compared with each of the match values (four bytes each). If
a match is found, then there is a PC relative branch to the corre-
sponding offset value (four bytes). If there is no match, the branch is
to the default location.
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Methods are called via one of the invoke instructions, which take a
statically defined set of arguments. The return instructions are de-
fined to return either no value or a single value. There are four
types of invoke instructions. One of the more commonly used is in-
vokevirtual index1 indexZ, which begins by indexing into a constant
pool location that contains a description of the called method. This
description includes the address of the method, the number and
types of arguments it takes, the number of locals it uses, and its
maximuin operand stack depth. Arguments on the stack are checked
to make sure they match the specified argument types. If they do, a
stack frame of the appropriate size is allocated, and the arguments
are pushed as locals onto the stack. Then there is a jump to the
called method. The return PC is saved on a stack, but the return PC
value is not accessible, other than indirectly through a return in-

struction.

The other types of invoke instructions are: invokeinterface, which is
used for invoking an interface method; invokespecial, which pro-
vides special operations for certain types of methods, initialization
methods, for example; and invokestatic, which is used for static
methods.

A typical return instruction is ireturn, which begins by popping an
integer from the current stack frame before removing the current
stack frame. The integer is then pushed back onto the stack (for use
by the calling method). Finally, there is a return jump to the calling
method. The simple return instruction is used when there is a void

return value.

As pointed out earlier, we see that an important property of control
flow instructions is that all control paths can be easily tracked. All
branches (including the switches) are to fixed, compile-time PC off-
sets, so they are known at load time. Furthermore, the method calls
and returns can be tracked as well, because they jump directly to a
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through a pointer.

Operand Stack Tracking

Besides the individual instruction specifications, the Java bytecode
ISA also defines some overall properties that must hold in order for
a sequence of instructions to be part of a valid program. These over-
all properties represent an important difference between HL V-ISAs
and conventional ISAs. One such property is that at any given point
in the program, the operand stack must have the same number and
types of operands, and in the same order, regardless of the path that
was followed to get to that point. This allows the 1oader to analyze
the program prior to execution in order to check the types that are
being moved to or from memory (either global or local). That is, the
types of the values on the operand stack can be tracked through
static program analysis; it is not necessary to look at the actual types
dynamically as the program is executed in order to make sure the
proper types are being used. This property also means that the max-
imum depth of the operand stack can be determined for each
method at the time it is compiled.

jresents three exarmples to illustrate the static stack-
tracking property. All three examples have control flow paths that
diverge (due to conditional branches) and then reconverge. Hence,
there are multiple paths at will lead to the reconvergence point.

is a legal code sequence. It first pushes an integer A
onto the stack. Then it tests B; if B is equal to zero, it pushes a second
integer, C, onto the stack. Otherwise, it pushes the integer F onto the
stack. At that point the two control paths reconverge and the top
two stack elements are added and then stored to D. The key point is
that when the two control paths reconverge, the operand stack has
two integers regardless of the path taken.

iload A //push int. A from local mem,
iload B //push int. B from local mem.
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If_cmpne Q elsel //branch if B ne 0

jload € //push int. € from local mem.
goto endelsel
elsel iload F //push F
endelsel add //add from stack: result to stack
jstore D //pop sum to D
{a)
iload B //push int. B from local mem.

If_cmpne Q skipl //branch if B ne 0

iload C //push int. C from local mem.
skipl iload D //push b

iload E //push E

if_cmpne Q skip2 //branch if E ne 0

add //add stack; result to stack
skip2 istore F //pop to F

{b)

iload A //push int. A from local mem.

If_cmpne Q elsel //branch if A ne 0

aload B //push reference B from local mem.

goto endelsel
elsel iload C //push integer C from Tocal mem.
endelsel iload D //push int. D from local mem.

If_cmpne O else?

astore E //pop reference to local mem.

goto endelse2
else? istore F //pop integer to Jocal mem.

endelse?l ..

(c)

:xamples of Code Sequences with Reconverging Control Flow. (a} A valid se-
e valid sequence where converging paths have different numbers of operands
dependmg on the path followed; {c} an invalid sequence where reconverging paths have dif-
ferent types of operands depending on the path fellowed.

The second code sequence ) is not a legal one. If B is
equal to zero, the integer C is pushed onto the operand stack; then
integer D is pushed onto the stack regardless of the value of B. Next,
the code sequence tests E. IT E is zero, the top two stack elements are
added; otherwise nothing is done. Finally, the top of the stack is
stored to local memory location F. This code has the property that if
B is equal to zero, then the stack has two elements when the branch
on the value of E is performed; otherwise the stack has only one ele-
ment at the same point in the code. Now, it may be the case that E is
zero whenever B is zero, and vice versa. However, it may not be

possible to determine this fact by static analysis of the code, so the
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The third code example ) is also illegal. It pushes a ref-
erence onto the stack if A is zero; otherwise it pushes an integer.
Then it pops a reference if D is zero; otherwise it pops an integer.
Here, the stack contents are different, depending on the path taken
to reach the compare with D. If it happens that D is zero whenever A
is zero, and vice versa, then the data types will “work out” at run
time. However, as in the earlier case, it may not be possible to deter-

mine this through static analysis.

Because of the way the V-ISA specifies control flow (branches and
procedure call/returns), a relatively simple analysis can determine if
the proper stack discipline is followed. Because all branches are to
constant locations within the same method, all paths in the method
can be determined statically. At a method invocation, it is known
that anything on the operand stack will not be touched by the in-
voked method, so the operand stack will have the same values when
the method returns (with the possible addition of a return value
whose type is given by the invoke opcode). Hence, the analysis algo-
rithm simply traces all the static control flow paths and simulates a
stack symbolically. If the symbolic stack contents ever differ at a

control flow convergence point, then the program is not valid.
Example Program

s a bytecode compilation of the Java Rectangle perime-
ter method given in The numbers in the leftmost column
are the PC values (as byte addresses) corresponding to the given in-
structions. The first instruction pushes a constant 2 onto the oper-
ands stack, and the second instruction pushes local variable 0 onto
the stack (by convention, local variable 0 is the argument being
passed to perimeter(); in this case it is a reference to the rectangle
object). The getfield instruction then gets the reference to the sides
array from the Rectangle object. The object reference is on the stack,
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and constant pool entry 2 contains a description ot the tield that is
being accessed, i.e., that it is a reference. The getfield instruction
pushes the reference to the sides array on the stack. Then the next
two instructions (iconst_0 and iaload) push index number 0 onto the
stack (on top of the reference to array sides) and load element 0
from the array sides (via the reference and index number taken
from the stack). The next four instructions are similar to the preced-
ing four, and they load the value of sides[1] onto the stack. At that
point, the bottom of the stack is a constant 2, the next stack value is
sidesi0], and the top of the stack is sides{1]. Then the iadd, imul se-
quence forms 27(sides[0] + sides[1]). Finally, the last instruction re-

turns, with the integer result on top of the stack.

public int perimeter () ;

0: iconst_2

1: aload.0

2: getfield#2; //Field: sides reference
5: dconst_0

6: djaload

7: aload_0

8: getfield#Z:; //Field: sides reference
11: iconst_1

1Z2: iaload
13: tadd
14: dmul

15: ireturn
ava Bytecodes for the perimeter Method Defined for the Rectangle Class (in

5.3.4 Exceptions and Errors

In the Java architecture, some exceptions (or errors) are defined as
part of the ISA and may be thrown as a result of program execution.
Other exceptions can be user defined and are explicitly thrown by

executing a throw instruction (described later).

A key property of the JVM is that all exceptions must be hanc :d
somewhere. That is, there is no global way to turn them off, as is the
case with most conventional ISAs, where there is usually a mask hit

corresponding to each trap condition. The rationale for dealing with
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exceptions this way is not really specific to high-level VMs; rather, it
is an overall program robustness consideration. If an exception is
not handled by the method that throws the exception, then the cur-
rent stack frame is popped and - e calling method takes over re-
sponsibility; if the calling method doesn’t have a handler, then an-
other stack frame is popped, etc., until eventually the main program
is reached. At that point if there is no handler, a standard handler
takes over (and likely terminates the program). In a way, this ap-
proach forces the programmer to think about all exceptions in order
to deal with them actively rather than just turning them off and for-
getting about them.

In Java there is a distinction made between errors and exceptions.
Errors are not necessarily caused by behavior that is inherent to the
application program; rather, they may be caused by limitations of
the VM implementation or VM bugs. Exceptions, on the other hand,
are caused by program behavior that occurs dynamically—as the
program executes. Static checking catches many programming mis-
takes and oversights, but some types of behavior cannot be caught
until run time. An example of an error is StackOverflowError,
which indicates that the available stack space is exhausted. There is
no architected stack size in the V-ISA, and some VM implementa-
tions may run out of stack space before others. Hence, when this er-
ror occurs, it is not necessarily due to a program bug; it may just be
an indication that the host platform does not have enough memory
for the application’s needs. On the other hand, it could also result
from a program bug, such as runaway recursion. As another exam-
ple, the InternalError indicates that the VM has encountered some
type of internal bug. Just as with any well-designed program, the VM
implementation software itself should contain internal error check-
ing. If the VM should catch such an internal bug, it throws this error.

The Java ISA defines a number of exceptions. These are the program
exceptions that must be checked for dynamically. Two cornmon ex-

ceptions are the NullPointerException and the
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ArrayIndexOutOfBoundsException, which are clearly described by
their names. All references (“pointers™) must be checked to make
sure they are not null at the time they are used (although some ex-
plicit checks may be removed by optimizations). Also, all array in-
dices must be checked. Array indices are the only way of indirectly
accessing a Java data structure. There are a number of exceptions
related to type checking and object accesses. For example, an
IncompatibleClassChangeError occurs when a getfield instruction is
applied to a static field; even though the name indicates an “error,”

itis in fact an exception.

In the Java ISA, it is possible to specify an exception handler, de-
pending on where an exception occurs. To accomplish this, eJVM
associates a table with each method, the exception table. Here is an

example entry in an exception table:

From To  Target Type

8 12 96 Arithmetic Exception

This table entry indicates that if an arithmetic exception occurs any-
where between instructions at locations 8 and 12, then there should
be a jump to a handler at location 96. The table is built from infor-
mation encoded in the high-level language program, for example,
with Java try and catch regions. If a From/To region encloses a
method call, then unless the method has a handler of its own, the
handler in the calling method is used.

At the time an exception is thrown, the operand stack is immedi-
ately flushed. The JVM then looks up the exception type in the ex-
ception table. If the exception type and the PC at the time of an ex-
ception match a table entry From/To range, then there is a jump to
the target PC specified in the table. Otherwise, the current stack

frame ix remnved. the PC at the time of the rall i reinstated. and the
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table is checked again. This continues until either there is a table

match or the outermost procedure (main) is reached.

Besides the exception table, JVM support for exceptions includes the
instruction athrow index1 indexZ. This instruction explicitly throws
an exception. The values index1 and index2 form an index into the
constant pool. The constant pool location contains a description of
the exception being thrown.

5.3.5 Binary Classes

When an HLL VM prograrn is distributed, not only is the code in-
cluded, but so is a detailed specification of the data structures and
their relationships, i.e., the metadata. In Java terminology, the corm-
bination of code plus metadata is a binary class that is typically in-
cluded in a class file (in the Microsoft CLI it is called a module). The
format of the binary class is, in effect, the “official” interface sup-
ported by the underlying virtual machine—the binary class format
plays the same specification role as in a conventional ISA. Thus far,
we have described the components of a binary class in a general
way. In the remainder of this section we describe the overall struc-

ture of a Java binary class.

All the Java binary classes that form a complete program do not
have to be loaded when a program is started (although they could
be). Rather, the binary classes can be loaded on demand, at the time
they are needed by the program. Among other things, this saves
bandwidth for loading binary classes that are never used, and it al-
lows a Java program to start up quickly, using only some initial bi-
nary classes. For efficiency, the first time a binary class is used, it is
parsed and placed into method memory, a part of the VM implemen-
tation. Then on suhbsequent calls, it is much more efficient to consult
the preprocessed method information in the method memory.

T4l ne nmn T o . < T [ o s = [y s
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is explicitly given immediately before the component contents. In
this manner, the loader can parse the entire binary class from be-
ginning to end, with each of the components being easily recognized

and delineated. Within each component, the same principle is used.

sives the layout of a binary class. It consists first of
some header information, beginning with a magic number that iden-
tifies this block of data as a binary class. The magic number is sim-
ply a character sequence that is the same for all Java binary classes.
When presented with a file purported to contain a binary class the
loader can use the magic number as a quick, initial check to gain
some assurance that it does in fact contain a binary class. The
header also contains version information for the binary class. Over
time, it is expected that there will be extensions to the va VM, and
the version number can be used by the loader to restrict its checks
and operations to the correct version.

Magic Number

Version [nformation
Constart Pool Size

Constant Poo!

Access Flags

This Class
Super Class

Interface Count

Interfaces

Field Count

Field Information

Methods Count

Methods

Astribo tae Mo uat
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‘ormat of a Java Binary Class.

Following the header information is a sequence of large structures,
each preceded by a size indication or the number of contained ele-
ments. The major structures are the Constant Pool, a table describ-
ing method Interfaces, a table describing object Fields, a table con-
taining the Methods, and a table of Attributes that contains much of
the detailed information for the other tables. The following subsec-
tions describe each of these major structures as well as some of the

minor ones.

Constant Pool

The constant pool essentially holds all the constant values and refer-
ences used by the methods that are to follow. Each of the constants
is appended with type information so that type checking can be per-
formed when the constant is used. Many of the constants are in
symbolic form, i.e., the names of classes, interfaces, methods, and
fields.

Access Flags

As the name suggests, these flags provide access information, for ex-
ample, whether this particular type (class) is public, whether it is an
interface rather than a class, whether it is final (i.e., it can never be

dynamically overridden).
This_Class and Super_Class

This region contains the names of this class and the superclass of
this class. Both are given as indexes into the constant pool. The
names themselves are in the constant pool. All classes except for the

Obiject class (set have a super class. For the Chiject
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class, the super_class is zero.
Interfaces

This region contains a number of references to the superinterfaces
of this class, i.e., the interfaces through which this class can be di-
rectly accessed. These are given as indices into the constant pool.

The constant pool entries are references to the interfaces.

Fields

This component contains the specification of the fields declared for
this class, This information is included in a small table for each
field; the table includes access information (public, private, pro-
tected), a name index (an offset into a constant pool entry that con-
tains the name of this field), a descriptor index (which contains an
index into the constant pool where the descriptor for this field can

be found), and attributes information,
Methods

This component contains information regarding each method, e.g.,
the name and descriptor, as well as the method itself, encoded as a
bytecode instruction stream. Each method can also have attribute
tables, for example, giving the maximum operand stack depth for
the method and the number of locals. The code itself appears as part
of an attribute table. Also included is the exception table, described
earlier, which give types of exceptions to be checked and the PC
ranges over which they should be checked.

Attributes

The attributes region contains the detailed information regarding
the other components hsted earlier. In general, an HLL VM would
have a fairly large number of attribute types.

ol 77 1223 5240 1
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53.3.6 The Java Native Interface

The Java native interface (JNI) allows java code and native compiled
code to interoperate. For exarple, it allows Java code to call a rou-
tine compiled from C, and vice versa, although we will emphasize
the former situation in this discussion. By using the JNI, a C program

can even invoke a Java virtual machine.

On

the left-hand side of the figure, the “Java side,” we see the Java ar-

An overview of the JNI and its operation is given it

chitecture as described in the preceding sections. Code (and data)
compiled to the native platform ISA resides on the right-hand side of
the figure, i.e., the “native side.” It is important to note, however,
that the Java side can be compiled from any language where there is
a compiler that can produce standard binary classes; for example,
C# could be used. The native side can be compiled from C or from
any other language for which JNI support exists, including assembly
language. Each side o compiles to its own binary for-
mat. On the Java side, these are standard binary classes; on the na-
tive side, they are program binaries in the native platform’s ma-
chine code. Data on the Java side exists as objects and arrays on the
heap and variables on the stack. On the native side, data 1s orga-
nized in whatever way the compiler happens to lay it out; i.e,, it is

compiler dependent.

Java Side E MNative Side
Java HLL Program C Program
4 {} Y E ' {} Y
Complle E Compile
and Load ; and Load
\. A : . v,

{} invoke {}

Bytecod native method | - native Machine
Methods D Code

1

ines/971 58609
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ava Native Interface. The fava native interface aliows fava software and na-
[ftware to interoperate.

The [NI provides an interface for a Java method to call a native
method (as shown in the figure). To do this, the native method must
be declared as native by the calling Java class. After compiling the
Java class that declares the native method call, it can be given to a
program javah, which will produce a header file for the native
method. Then the header and native method code can be compiled
to form the callable native method.

The JNI specification allows control to be transferred back and forth
between Java code and native methods; arguments can be passed
and values can be returned. Furthermore, exceptions can be caught
and thrown in the native code for handling in the Java application.
In order for code on the native side to access data from the Java side
(or for that matter to create objects on the Java side), the JNI pro-
vides a number of native methods—for example, GetArrayLength
will obtain the length of a Java array, and GetlntArrayElements al-
lows the native code to obtain a pointer to a Java array’s elements.
Similarly, code on the native side can get and put object field data
through JNI methods.

5.4 Completing the Platform: APIs

Ir ~ve stated that a Java platform is a combination of a
JVM and a set of standard libraries, or APIs. The JVM is at the core of

tha rnlatfarrm hat it e tha ADTe that mrvmandn vmnct AF thn Faatiivae that
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are visible to users and software developers. These include support
for secure network computing and component-based software, as
well as many traditional tfunctions, such as support for graphical
user interfaces (GUIs). Similarly, the NET framework is built around
the CLI, but it is also includes a very large number of APIs that im-
plement its rich set of features. Although the focus of this book is on
the virtual machine, not the APIs, we would be remiss in not dis-
cussing some of the capabilities they provide. Furthermore, some of
the APIs directly interact with the virtual machine and objects at a
low level; these are of particular interest to us and will be discussed
further.

5.4.1 Java Platforms

A number of computer companies provide Java platforms. To sup-
port interoperable application software, these platforms must con-
form to a standard specification and contain the same APIs. The cur-
rent Java specification is for the Java 2 platform

Also specified are editions, which are targeted more at gen-
eral categories of applications and users. Each of the editions is dis-
tinguished from the others by the packages of APIs it incorporates.

J2SE—Standard Edition: As the name suggests, this edition is tar-
geted at probably the largest number of Java users and developers.
The standard edition platform supports typical PC users and client-
side applications within an entérprise computing environment. It
also incorporates APIs to support reusable component-hased soft-

ware development based on JavaBeans {discussed briefly later).

J2EE—Enterprise Edition: This edition is directed at development of
large enterprise software infrastructure, including server-side appii-
cations. It includes the Enterprise JavaBeans API, which supports

component-based development of distributed server applications.

—— —— - — [ —_— an s 4 = = P - -~
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JZME—Micro Edition: 1'his edition detines a hghter-weight plattorm
for consumer-based embedded systems, which are often resource
limited. Consequently, it contains a smaller set of targeted APIs.
Examples of emmbedded systems that may be based on the Micro
Edition range from set-top boxes to pagers and smart cards.

5.4.2 Java APIs

There is a long list of Java APIs, too many to present and discuss
here. Rather, we give some of the more important “core” API pack-
ages that exemplity the variety available, and then we single out
some specific, particularly important low-level functions for addi-

tional discussion in subsequent subsections.

Java.lang

This is the core Java programming language API package; it contains
classes that are at the heart of the Java programming language.
These begin with the Object class—the superclass of all the Java
classes. It also contains “wrapper” classes that contain primitive
data types, such as Character and Integer when stored in the heap
as individual items. In addition, java.lang contains low-level run-
time and system static methods as well as floating-point math sup-
port. Other selected rnembers of java.lang that are of special interest

to us follow.

The Class class maintains descriptions of Java classes. Each class
that is loaded has a Class object associated with it. Among other
things, a class’s Class object allows a program to extract information
regarding the classes it 1s using, via a process known as reflection,

described in the next subsection.

The Process object serves as a platform-independent interface to na-
tive processes external to the [VM, and the Thread class supports
multithreading within the JVM. Use of the Thread class is discussed

-~
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nrther ir

The SecurityManager is the class that defines the methods that im-
plement a security policy. These methods are called in order to de-
termine if a requested operation (e.g., to read or write a file) should
be permitted. The security manager’s overall role is described
briefly ir and it is discussed further ir

java.util

This package contains a number of classes that perform fundamen-
tal data structure operations as well as maintaining date and time
facilities. For example, the Vector class supports arrays of objects
that may grow as objects are added; the Enumeration interface is
very commonly used for looping through the elements of a data
structure. The Hashtable class supports associative arrays (typically
implemented as hash tables). java.util.zip contains classes with
methods for compressing and decompressing zip files, and

java.util.jar contains classes for file archiving.
java.awt

The java.awt (abstract windowing toolkit) contains classes for con-
structing GUIs from components and graphics shapes. Layout man-
ager classes control graphics components held in container objects.

java.io and java.net

The java.lo API package contains classes for performing input/out-
put operations. These classes manage data streams and file system 1/
0, and they are the counterparts of the [/O libraries supported by
conventional high-level languages and operating systems. The
java.net API package contains classes for networking support. For
example, the socket class allows a program to connect to a port and

read and write data through the port.
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We now consider two general functions where the core API part of
the Java platform interacts very closely with the lower-level opera-
tion of the JVM. These are by no means the only situations where
such close interaction is required, however; they are singled out be-
cause they are fundamental to many applications that run on Java

platforms.

5.4.3 Se1 alizability and Reflection

One of the basic concepts of object-oriented programming is con-
cealing internal features of an object. However, there are situations
where itis important to discover features of objects. Serializability
and reflection involve exposing the features of an object to pro-
grams operating on the object and to the world outside a given VM.
For example, one may want to communicate an object from one
Java program to another; perhaps the two programs are running on
different platforms connected by a network. This is commonly done
as part of remote method invocation (I II), where, for example, a
client may want to invoke a method on a remote server and an ob-
ject may be passed as an argument or return value. Each of the plat-
forms may have a different way of storing objects in memory, so
simply copying the internal data structures that implement an ob-
ject will not work. Instead, an object to be communicated must be
converted into an implementation-independent form. Then the re-
ceiving program can convert the implementation-independent form
into its own internal implementation-dependent form (see

).
Platform-
independent
Representation Object
Plattorm B-
=D>——
Network
(a}
560177 12/323 2240 I

349



Cha, 5: High-Lev [anguape Virtua [achine Architec N - ps:lean gorei comv aryn v/ ou ¢ ines/97; 58609

Chbject
Platform A-
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Persistent Storage

(b)
erialization. Serialization converts an object into an implementation-

, . nthat can be (a) passed over to a network to a different platform or (b)
stored persistently for later use.

As another example, objects created by a program only live as long
as the program exists; when the program terminates, the objects go
away. However, there are many situations where it is desirable for
objects to persist between program executions, stored on a disk, for
example. Here, again, the solution is to convert objects into an
implementation-independent form for storage and later retrieval
(sec ). These two situations are similar: In the network
example an object is passed from one program to another through

space, and in the other it is passed through time.

The process of converting an object into an implementation-
independent form is called serialization. In order to serialize an ob-
ject it must be declared to be serializable, which means that it im-
plements the Serializable interface. This interface then allows an ob-
ject to be written as a byte stream in a canonical form. Serialization
serializes not only a given object but all the objects for which the
original object contains references, all the objects for which those
objects contain references, etc. The serialization process involves re-
flection, that is, the ability to look inside an object to find all of its
members. Then once found, they can be organized as a standard-
ized byte stream.

Besides serialization, a number of other interesting applications re-
quire reflection in order to determine class information at run time.
In a typical program development environment, the compiler can

access information rerarding classes used bv a nrogram at comnile
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time, so the compiler can incorporate this class information as it
generates new binary classes. However, there are situations where
class information is not known at compile time, that is, where a run-
ning program may be given a reference to an object whose type is
unknown. In these situations, information concerning the object
must be retrieved at run time. This is done through reflection. In
Java, the java.lang.reflect API is an interface to a class’s Class object,
which exists for every class used by a program and contains a de-
scription of the class. The Class objects are constructed by the JVM

when an object type is loaded.

Reflection is a key enabler for component-based programming. In
Java, basic program components are called favaBeans. To facilitate
component-based program design, JavaBeans must conform to a set
of specified design patterns or coding conventions. For example, all
readable properties of a JavaBean must have an accessory method
of the form getproperty_name. Then if a program invokes an acces-
sory method on an object, with, for example, the getFields() method,
it will be given an array containing Field objects reflecting all the ac-
cessible public fields of the class or interface represented by this

Class object.

A visual component-based program design tool allows a program-
mer to work at a high level by manipulating JavaBeans. Under pro-
grammer direction, the tool canload a vaBean and analyze the
bean’s interface using the Reflection API and the JavaBean design
patterns. With the information collected via the Reflection API, the
developer’s tool presents a graphical representation of the JavaBean
that the developer can then use to modify the properties of the bean
and enable communication between components by connecting an

event source in one bean to an event listener in another.

5.4.4 Java Threads
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In a typlcal VM implementation, much oI the mullithreading sup-
port is provided by Java libraries that are part of the java.lang. This
makes sense, because support for multiple threads must ultimately
be provided through the OS on the underlying platform, and the
way to communicate with the underlying OS is through libraries.

As noted earlier, the java.lang API includes a Thread class. Threads
can be defined by extending this class (and inheriting its methods).
Methods defined for the Threads class, include: run(), which starts a
thread, stop(}, which stops a thread, and suspend() and resume(},
which, as their names imply, allow the suspension and resumption
of a thread. Calling run() for an object of type Class will initiate a
new thread. The [VM gives each Java thread its own stack, and the

threads synchronize through mechanisms called monitors.

Monitors are supported at the lowest level by architected locks and
two Java bytecode instructions. There is a lock associated with each
object and each class (the Class object for a given class contains its
lock). Only one thread at a time can own a particular lock. A lock ac-
tually operates as a counter rather than as a single bit flag (as one
might expect). The bytecode instruction monitorenter acquires the
lock for the object pointed to by the reference on the top of the oper-
and stack. If the lock is already held by another thread, then the re-
questing thread simply blocks and waits. If the lock is not held by
another thread, then the lock is incremented and the requesting
thread continues execution. Note that the acquiring thread may al-
ready hold the lock, in which case it does the increment and goes
on. The monitorexit instruction decrements the lock for the object
pointed to by the reference on top of the operand stack. If the lock
hecomes zero as a result of the decrement, then it is released and

can be acquired by a waiting thread (if there is one).

The basic lock mechanism can be used for implementing monitors
that guard critical sections or for locking individual objects. A criti-

cal section is a code region that only one thread can execute at a
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given time. Critical sections typically manipulate shared data struc-
tures that require exclusive access, usually when they are updated.
The synchronize keyword in the high-level Java language compiles

down to monitorenter and monitorexit instructions.

Besides the bytecode instructions, the class Object declares a num-

ber of methods that support additional synchronization.

walit()—releases the lock and enters the wait set for the given lock. It
remains there until it is notified (see later). The wait set is essentially
a VM-supported pool of threads waiting for a notification regarding
the lock.

wait(long timeout, int nanos)—releases the lock and enters the “wait
set” for the given lock. It remains there either until it is notified or

until timeout milliseconds plus nanos nanoseconds have elapsed.
notify()—wakes up one thread in the lock’s wait set.
notifyAll()}—wakes up all threads in the lock’s wait set.

The wait and notify mechanisms are typically used for supporting
rmonitors that manage cooperation among threads typified by
producer—consumer interaction, where, for example, one thread
might produce data items and place them in a shared buffer to be
consurned by a different thread. The producer thread notifies the
consuming thread when data is in the buffer. The consuming
thread, after emptying the buffer, waits until it is again notified.

5.5 The Microsoft Common
Language Infrastructure: A Flexible
High-Level Lang\ age Virtual
Machine
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The common language infrastructure {CLI) is a virtual machine ar-
chitecture that is part of Microsoft’s NET framework

The common language runtime (CLR) is Microsoft’s implementation
of the CLI Although it supports object-oriented network-based com-
putation, just as Java does, the CLI objectives are ostensibly broader

than those for Java.

5.5.1 The Common Language Interface

The aspect of the CLI that is most similar to the Java environment is
that it can support object-oriented programs within a managed run-
time environment that includes features such as built-in protection
checking and garbage collection. Although a number of high-level
languages (some with extensions) can be compiled to Java binary
classes, the JVM was designed specifically to support the Java HLL.
In contrast, the CLI is designed to support multiple, interoperating
high-level languages, and it also can support programs that do not
have to be (or cannot be) verified by a loader. Hence, an essential
feature that separates the CLI from the Java virtual machine is that
the CLI strives for HLL independence as well as platform indepen-

dence. This is illustrated ir

The common language runtime (CLR) is an implementation of the
CLL and is part of the overall .NET framework. The modules are of a
standard format and contain both metadata and code in the
Microsoft intermediate language (MSIL). In the figure, modules (the
analog of Java binary classes) can be generated from a number of
languages, including, but not restricted to, C# (an object-oriented
version of C that provides a garbage-collected heap), Java, Visual
Basic .NET, and Managed C++. Managed C++ programs can run in the
managed runtime environment provided by the CLR, but not all
Managed C++ modules must be verifiable.
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ner similar to Java binary classes, and verifiability is a desirable
property to have. The managed C++ compiler has a flag that forces
all code to be verifiable (and generates errors when the C++ pro-
grammer uses unsafe constructs). Verification helps establish a run-
time protection domain that allows untrusted code to execute safely.
Nevertheless, unverifiable (unsafe) programs are allowed as part of
the managed program environment. A programmer may choose to
generate unverifiable code that can still interoperate with verifiable
code. In order to use unverifiable code, however, the user must per-
mit it through a security manager.

C# program Java Program Visual Basic.NET Managed C program
Y L L 4
Compile Compiie Compile Compile
Verifiable Verifiable Verifiable Unverifiable
Module Module Module Module
Common Common
Languagé Runtime Language Runtime
|A-32 Platdorm IPF Platform

"he Common Language Interface Supports Language Interoperability. The
e oo .- ___.. platform independence and a high degree of high-level language indepen-
dence.

Regardless of whether they are verifiable, all programs must be
valid. Some programs may be constructed in an illogical manner;
for example, a program may have a stack underflow that is de-
tectable by inspecting the code at load time. A program such as this
is invalid (as well as being unverifiable) and should not be allowed

to run. Hence, there are three categories of application programs:
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those that are verifiable and valid, those that are unverifiable and
valid, and those that are invalid. This is in contrast to Java, which
only allows two types (verifiable and unverifiable). Furthermore,
verifiable and unverifiable programs may be mixed (at the pro-
grammer’s discretion), so, for example, a verified program can call
an unverifiable hibrary routine. Because multiple languages and
both verifiable and unverifiable programs are supported in an inte-
grated way, the CLI provides a more complete, all-purpose applica-
tion program environment than the JVM. This feature may be more
significant in the short term as unsafe legacy code is mixed with
newly developed verifiable code. In the long term, one would expect
that unsafe legacy code will eventually be replaced with safe, verifi-
able code.

PE/COFF
Headers

CLR
Header

CLI Data

Data
{optianal)

verall Structure of a CLI Module.

CLI modules are organized into assemblies, just as Java binary
classes are organized into packages shows an overview
of a typical CLI module. It is contained in a standard Microsoft
Portable Executable and Common Object File Format (PE/COFF), fur-
ther highlighting interoperability; the OS handles it just like any
other executable file. The module contains header information and
CLI metadata and code, and it may also contain native code and
data. The metadata consists of a number of regions that contain,

amone other things. obiect definitions and constants (called streams
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in the CLI). In general the concepts are similar to those in a Java bi-

nary class.

It is interesting to compare language interoperability in the CLI with
that provided in Java (as illustrate . An anal-
ogous figure for the CLI is given ir rograms
compile onto the MSIL bytecodes, including C programs, for exam-
ple. The data structures are all in the common metadata format.
However, as described in the next section, the metadata format in-
cludes blocks of data and unmanaged pointers, which an MSIL pro-
gram can manipulate in any manner (as in C). This code is unverifi-

able, but it can still execute within the managed environment.

Hence, in the CLI, interoperability is not implemented at the method
call level (as in Java), but interoperability is supported in a more in-
tegrated way that also extends to data: a type defined in one lan-
guage can be used across languages. This more highly integrated ap-
proach does not come without a cost, however. It may require sig-
nificant changes to existing language implementations (as was the
case with Visual Basic, whose object model had to be changed to the
C# model). Achieving interoperability may also require standardiza-
tion in programming conventions. For example, if one language has
case-sensitive variable names and the other does not, then for inter-
operability they should probably stick to a common denominator
and not rely on case sensitivity. The Common Language
Specification (CLS) contains a set of standard rules intended to en-
sure interoperability among high-level languages.

C# Side Native Side
Ci# HLL Program C Program
a Compile a Compile N
\ WJLLoad ) _ andJLIjad .
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Bytecode Bylecode Methods
Methods (some unverifiable)

A

, gelput via
i unmanaged
¥ pointers

Memory
Block

ferfiable and Unverifiable Code Interoperate in the CLI. MSIL byrecode pro-
o+ were v wreems wpe - (b€ Vi common metadata, including memory block data, that may be ac-
cessed via unmanaged pointers.

5.5.2 Attributes

The CLI supports attributes to allow the programmer to pass infor-
mation at run time via compiled metadata that is part of a package.
This information may be directed at the runtime software or the ex-
ecuting program. Some attributes are built in; i.e., they are intrinsic
to the CLI. Custom attributes are also supported as a way of en-
abling user-defined extensions. The programmer can assign an at-
tribute to virtually any item held in a module, including fields,
classes, methods, or parameters. Then a running program can ac-
cess the attribute via reflection, implemented with the
GetCustomAttribute method. Based on the attribute, e program
can then take some action. For example, consider a situation where
a number of different companies are working together on a large in-
ternational engineering design product. Some of the engineers may
be working in units of inches and others in centimeters, and each is
writing software based on one unit or the other. Traditionally, this
type information is conveyed by comments placed in the code or via
other external documentation, including word of mouth. However,
this places the burden on the user to carefully check for such docu-
mentation to avoid mistakes. By assigning an atiribute of either
[inches] or [centimeters] to an object’s data field, the unit being used

is automatically conveyed to other programs as part of the meta-
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data. A method accessing a data field can use reflection to check the
unit attribute and convert the value in the field, if necessary.

Attributes can also pass information to the runtime software—for
example, that an object has to have its fields laid out in a specific
way (so that it can be accessed via native code, perhaps). A built-in
attribute [serializable] is passed to the runtime to indicate than an
object may be serialized and should therefore be implemented in a
particular way.

5.5.3 Microsoft Intermediate Language

The instructions contained in the intermediate language MSIL

are similar in concept to Java bytecodes. The MSIL is
stack oriented, with all operations taking place via an operand (or
evaluation) stack. Rather than provide the same level of detail as we
did for Java bytecodes, we instead focus on the significant ways in
which the MSIL differs from Java bytecodes.

1lustrates the MSIL memory architecture. For a given
method, a local data area and an argument area are defined, but
they are not defined as part of a stack frame as in Java. In an imple-
mentation they would probably be held on an implementation-
specific stack, but there are no instructions in the MSIL that assume
they are part of the same stack. That is, they are simply regions of
memory accessible when a method is executing. Rather than having
a constant pool, MSIL supports a number of metadata tables, re-
ferred to as streams, which contain information similar to that held
in the Java constant pool. Furthermore, instructions can push con-
stant values, either long (four bytes) or short (one byte), onto the op-
erand stack. The metadata tables are accessed via tokens that are
supported by the MSIL. A token contains four bytes: One byteis a
metadata table (stream) identifier, and the other three bytes point to
a particular entry in the table. One of the constant streams holds

program-referenced character strings, and there is a special MSIL
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instruction that can retrieve a string.

Metadata
Streams

Local Argument
Variables Table
7 GLOBAL
STORAGE

aan

Instruction stream
opcode|operand{operand| ¥ , /
opcode avaluation
opcode|operand] stack

ASIL Memory Architecture.

The instruction set depends on the same stack-tracking feature as
Java to enable static type checking. Also, as with Java bytecodes, all
verifiable control flow instructions either have constant PC relative
offsets or are method call/returns. Both arrays and vectors are in-
trinsic data types, but there are explicit MSIL instructions only for
vectors, which are similar to the one-dimensional Java arrays. The
multidimensional MSIL arrays are accessed via standard API rou-
tines. It is also possible to create a managed pointer to a particular
array element, to avoid repeated address arithmetic and range

checking.

A small example of MSIL code, and its Java counterpart, are given in
In this example, the instructions match one to one. One
ISA difference is that MSIL has more flexibility in specifying data
widths; for example, the .i4 indicates an integer of four bytes. Other
possibilities (depending on the instruction} are i1, 12, and i8 (inte-
gers) and ul, u2, u4, and u8 (unsigned). Another evident difference

is that when performing arithmetic, the Java bytecodes explicitly
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specity the type of operation to be performed. For example, in Java
there are separate add-integer and add-float instructions. In con-
trast, in MSIL there is a single generic add instruction, and the par-
ticular type can be inferred from the types of operands at the top of
the stack. In a sense, putting the type of operation in the opcode as
in Java is redundant, because stack tracking permits the inference
of the type of operation required. However, implementing this infer-
ence as part of an interpreter would slow down interpretation. It is
apparently the intention (although not an absolute requirement)
that MSIL will not be interpreted but will always be compiled before
being executed, e.g., by a JIT compiler. Finally, in Java, items such as
field descriptors are all in the constant pool, whereas MSIL uses
metadata tokens, and the tokens point to items in one of the several

streams contained in a program module.

58609

iconst_2
aload_0
getfield
iconst_0
ialead

#2

ldc,i4.2
ldarg.0
Tdobj
tdc.i4.0
Tdelem.i4

<token>

aload_0
getfield
: dconst_1
: iaload

: jadd
:odimyl

: ldarg.0

¢ ldobj

11: ldc.i4.1
12: ldelem.i4
13: add

14: mul

: ireturn 15: ret

(a) (b)
xample of (a) Java Code and (b} Corresponding MSIL Code,

@~ = O

#2 <token»

If they are not specifically designed to do so, conventional program-
ming languages such as C and C++ do not run as verified code in CLIL
In C and C++ programs, memory can be allocated and accessed with-
out the restrictions of Java or C# programs. Blocks of memory of un-
specified type can be allocated, and pointers can be manipulated as
data; i.e., arbitrary arithmetic, logical, and shift instructions can be
performed on pointers, and they can be freely copied. To support C-
like memory operations (and control flow), MSIL contains a number
of unverifiable instructions.
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Unmanaged pointers are simply represented as 32-bit integers on
the native platform. With unverifiable code, it is possible to allocate
and access C-style blocks of memory. The local block-allocate in-
struction (localloc) creates a block of untyped memory; a copy-block
instruction (cpblk) copies a block of memory from a location indi-
cated by one unmanaged pointer to an area indicated by a second
unmanaged pointer. The initialize-block (initblk) instruction initial-
izes all the elements of a memory block to a specified value. Because
the pointers to the blocks of memory are unmanaged, they can be
used in much the same way as in C,

With regard to control flow, the managed code branch instructions
are adequate for both verifiable and unverifiable code. For proce-
dures calls, there is a call-indirect {(ca ) instruction that uses an un-

managed pointer for identifying the called procedure.

5.5.4 Isolation and AppDomains

A final feature of the CLI of interest is its support for isolated, inde-
pendent applications running on the same VM. This feature is prob-
ably most useful for increasing overall system efficiency when mul-
tiple application programs are running at the same time; this would
be the common mode of operation in a server, for example. As a
matter of security, these application programs should be isolated
from each other, because they typically perform{ 1ctions for a
number of different users. A straightforward way of implementing
isolation is to give each program its own virtual machine, which, in
turn is supported as a user-level process by the host platform’s oper-
ating system. This method is illustrated ir . It is a rather
heavy-weight resource-intensive approach, however, with lots of
unneeded replication at both the VM level and the host process

level.

A possible solution in Java is to implement isolation via the class

loader svstem. bv giving each application a different namespace
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ISA on a host platform that has a smaller logical memory size. There
can also be fit problems even if the memory sizes are the same be-
cause in most process VMs, the VM software must share an address

space with a guest application process.

Furthermore, in a conventional memory architecture, the ISA
makes specific addresses visible to the user program. For example,
if a shrk() system call is performed in a UNIX system (to get more
memory), a specific user-readable address pointer is returned.
Furthermore, a user process can change the protections on the basis
of specific memory addresses, at page-size granularity, for example,
with the mmap{) system call. This page-size granularity leads to
process VM implementation problems, for example, if the guest

page size is smaller than the host page size.

These problems do not occur in the common virtual ISAs because
memory architecture is more abstract and is of indefinite size. The
basic approach is to allocate memory regions (e.g., objects or stack
frames) based on a process’s logical requirements and to provide a
reference to the base of the memory region when it is allocated. The
stack and heap are of undefined size, and the actual contents of the
stack pointer or an object reference are not made available to a user
process because the V-ISA has no provisions for doing so. Memory
accesses can be made relative to the stack pointer and object refer-
ences, but the actual values they contain cannot be explicitly read or
written. This restricts the V-ISA-level process to having only a logical

view of memory, and real memory locations are irrelevant.

Although the architected memory space (for stack or heap) is of in-
definite size, the actual implementation resources must be finite.
Consequently, it is possible for a process to ask for more memory
space resources an are available. When this happens, there is an
exception that informs the user process this has occurred, and the
process can, perhaps, take corrective action. This is not a large limi-
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languages that work with stacks and heap objects have this limita-
tion anyway. What is being done here is that the idea of a memory
space of indefinite size is being moved down to the V-ISA level; e.g.,
even a V-ISA “assembly language” programmer must deal with an

indefinite memory space.

5.6.3 Memory Address Formation

In a conventional ISA, address computation is essentially unre-
stricted. That is, addresses can be generated using any of the avail-
able instructions, so arbitrary addresses to any part of memory can
be generated for use by virtually any load or store. This leads to a
number of problems with respect to process VM implementations.
One problem is that the regions of memory used by the VM software
(the runtime) are difficult to protect from the emulated guest pro-
gram (see Section 3.4.3). This becomes especially problematic if

guest registers are memory mapped.

The solution used in the common V-ISAs is to prevent arbitrary ad-
dress arithmetic for loads and stores. The first part of this solution is
to force all a Iressing to take place via explicit memory pointers
(references). In addition, performing arbitrary arithmetic on refer-
ences is prohibited. This is done by having a special reference type
and by restricting the operations that can be performed on a refer-
ence. Finally, if a reference is known to access only a given structure
(an object), then the declared structure and properties of the object
can be used to validate an address. Depending on the availability of
information, the check can be performed statically at compile

(translation) time or at run time.

5.6.4 Precise Exceptions

With a conventional ISA, the entire process state at the time of a

trap or interrupt must be precise, and many instructions may trap.
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Furthermore, it is often the case that global mask bits can enable or
disable traps and interrupts, and these mask bits potentially can
change over the course of a program’s execution. As we saw in

inc  the requirement for precise traps can lead to

complications and/or performance loss when a VM is implemented.

In the case of V-ISAs, there are typically fewer instructions that can
cause exceptions, and the requirement to test for exceptions is en-
coded into the program and cannot be changed via mask bits.
Hence, the decision about whether an exception must be checked
can be based on locally available information; it does not depend on
global mask bits. Furthermore, the requirements for precise excep-
tions are somewhat relaxed. For example, in Java the state of the op-
erand stack does not have to be precise (in fact the operand stack is
discarded when an exception is thrown). Furthermore, if an excep-
tion handler is not local to a method, then none of the local vari-
ables held in the frame must be precise after an exception is thrown
and the method’s frame is discarded.

5.6.5 Instruction Set Features

With regard to conventional ISA features that can facilitate (or com-
plicate) emulation, the two major ones are the register set and con-
dition codes. It is awkward to emulate a guest register set having
more registers than the host register set. To binary translate such a
guest instruction set, a register context area has to be defined in the
host memory, and register load/stores have to be performed to move
data between the host registers and the register context area.
Besides the data-movement overhead involved, protecting the regis-

ter context area becomes a problem, as noted earlier.

Of course, the smallest possible register set has no registers at all; lo-
cal values and operands can be maintained on a stack rather then
being held in registers. It is for this reason (as well as code density)

that most of the common V-ISAs are stack oriented. With respect to
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condition codes, the bigger problems occur when emulating an ISA
with condition codes on a host platform that does not support condi-
tion codes. Hence, it is preferable to avoid condition codes in ISAs,

as in current V-ISAs.

5.6.6 Instruction Discovery

With arbitrary ISAs, code discovery is problematic (see

The root cause is indirect jumps to potentially arbitrary locations.
When combined with variable-length instructions and embedded
data, it is hard (or impossible) to discover code that goes beyond an
indirect jump. Clearly, the solution is to restrict indirect jumps. In
particular, in V-ISAs they are restricted to be explicit procedure (or
method) calls and returns where the return addresses are protected
from modifications. Then, because all conditional branches are to
PC-relative addresses where the offset is a constant, control flow is
statically discoverable. V-ISAs also separate data from code, al-
though they do permit variable-length instructions. However, be-
cause all control flow is exposed and explicit and there is no embed-
ded data, variable-length instructions by themselves do not pose a
problem. The net result is that the virtual ISAs are explicitly de-
signed so that at the time a method is first invoked, all the code con-
tained in the method can be discovered immediately.

5.6.7 Sell-Modifying and Self-Referencing Code

For most user applications, self-modifying and self-referencing code
are not essential; in fact they are typically discouraged.
Consequently, self-modifying and self-referencing code are most
easily dealt with by simply making them impossible to do; such op-
erations are not embodied in the commonly used V-ISAs,
Interestingly, and somewhat ironically, the emulation engine run-
ning on the host platform may rely heavily on self-modifying code

in order to give good performance. For example, writing translated
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High-Level Language Virtual
Machine Implementation

he collection of hinary classes or modules that make up a pro-
Tgram specify its operation in terms of the HLL VM architecture.
It is up to the HLL VM implementation to carry out the specified op-
erations. This chapter discusses HLL VM implementations, primarily
by describing the Java VM, the best known of the HLL VMs. A CLI
implementation is similar in many respects. We describe the major
implementation components and then look at ways of improving
performance in HLL VM implementations. We complete the chapter
with a case study of a specific high-performance JVM, the Jikes re-
search VM.

The organization of a typical JVM implementation is
shown ir The three major components are the class
loader subsystem, the memory system, including a garbage-
collected heap, and the emulation engine (sometimes referred to as
the execution engine). These major components are, in turn, imple-
mented with lower-level components. We first describe the major

components briefly and then provide greater detail.
Memory and State Registers

The memory consists of an area for program code, a global memory
area, and stacks for hoth the architected Java code and for native li-
brary code. The program area is implicitly defined for the most part;
corarmon sense tells us there must be some region for holding the
program. However, program memory can only be accessed via the

program counter; it is never explicitly accessed with load and store
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instructions. Furthermore, the program counter contents can never

be directly inspected.

, Class Loader
binary classes ———— Subsystem

Memory !

: : Garbage

: i o

v 1 method java native | . Callector

: area heap stacks method | |

. stacks | |

o data &
adorasses instructions
PCs & | native :
implied Emulation Engine le«—s method e native maethod
rags E intertace libraries
. Java Virtual Machine Implementation.
The Java stack area was described ir and needs no fur-

ther explanation. The native stack and its interaction with the Java
stack are described subsequently as part of the native method inter-
face. Associated with the stack is an irmplied register, the stack
pointer. Just as with the program counter, the stack pointer is used
by instructions for accessing memory, but it is not explicitly accessi-
ble; i.e., there is no way for a program to inspect the contents of the
stack pointer. The exact size of the stack is not architected; that is, it
is implementation dependent. If its size is ever exceeded by a run-

ning program, the StackOverflowError exception is thrown.

The global memory is a dynamically allocated heap. When a new
object instance is created, its memory is allocated from the heap. As
with the stack, the heap is of unspecified size. If the heap runs out of
space, an CutCiMemoryError is thrown. To reduce the likelihood
that this will happen, a garbage collector can be used to reclaim
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Garbage Collector

Many Java objects are created, used, and then are no longer needed
by the program. This occurs when the last (or only) reference to an
object 1s destroyed or is overwritten. At that point, the object be-
comes garbage, because it is no longer useful to the running pro-
gram. Because any real JVM implementation will have a limited
amount of memory, it is advantageous to reclaim, or collect, the
memory space used by the garbage objects so that the physical
memory resources can be reused. Consequently, most JVM imple-
mentations have a garbage collector, which is responsible for find-
ing those objects no longer needed in order to make room for other,
new objects.

Emulation Engine

The emulation engine, supported by the native method interface
and implied registers (i.e, the program counter and the stack
pointer), is responsible for emulating the Java bytecode instructions.
It can be a simple interpreter, or it can perform a full or partial
translation (compilation} to native host instructions. Higher-
performance implementations may use profiling and staged emula-
tion techniques to first detect hotspots and then translate to native
instructions held in a code cache, as discussed in earlier chapters.
Even if a simple interpreter is used, some pretranslation of the pro-
gram file is performed. For example, some of the indirection in the
program file (such as the use of the constant pool) would likely be
removed, with immediate values being embedded directly in in-

structions.
Native Method Interface

To access operating system-managed functions, the JVM uses a set

of standard lihraries. These libraries can nerform file I/ and ¢ranh-
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ics operations, for example. Many of the libraries are written in
Java, and their associated binary classes are loaded and emulated in
essentially the same way as the application-specific methods.
However, in practice, at least some of the library code is written in
the host’s native code in order to bridge the gap between the
platform-independent and platform-dependent parts of the overall
system. Many calls to the host OS are made through native methods,
for example. Providing these native methods (along with other stan-
dard library methods) is part of the overall JVM implementation

process.
Class Loader Subsystem

The class loader subsystem performs a number of vital functions for
supporting a networked computing environment. Of course, it con-
verts the class file containing metadata and instructions into an
implementation-dependent memory image. It is also responsible for
finding the binary classes in the first place, often dynamically and
on demand, either from the system or from other systems in a net-
work. The loader subsystem is responsible for verifying correctness
and consistency of binary classes and is an integral part of main-
taining overall security within the network environment. We dis-
cuss class loading in more detail in the next section.

6.1 Dynamic Class Loading

When a method is called for the first time by a program, the class
loader locates the requested binary class; typically it is held in a file.
Then it checks the integrity of the binary class and performs any
translation of code and metadata in order to make the requested
method ready to run.

An important aspect of the network environment is that it must be

possible to identify (name) variables, methods, and other data items
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As just noted, there can be multiple user-defined class loaders, but
each one defines a separate namespace. Aloaded class is “tagged”
with the name of the loader that loaded it, so if two classes loaded
by different loaders happen to have the same name, they are in dif-
ferent namespaces and can be kept separate. Classes loaded into one
namespace cannot interact with classes in other namespaces; in-
deed they cannot even become aware of the presence of the other
namespaces. Hence, in effect, there is a barrier between the differ-
ent namespaces. Different class loaders are typically used to load
classes from different origins; hence, the namespace becomes iden-

tified with the origin.

Unlike the primordial class loader, which must be designed to be
trustworthy, the user-supplied class loaders are only as trusted as
the user who supplies them. This issue can be simplified somewhat
because a user-supplied loader can be designed so that it relies on
the primordial class loader for assistance in loading binary classes,

for example, as a means for ensuring security.

After it locates a binary class, the loader parses it and translates it
into internal data structures for emulation by the execution engine.
This involves converting the metadata contained in the binary class
into an implementation-dependent form that is more amenable to
emulation. As part of this process the loader performs some consis-
tency checks. It first checks the magic number at the beginning of
the binary class to make sure the given data is at least claimed to be
a binary class (this check will mostly turn up simple errors where
the VM is being invoked for a “wrong” file). More importantly, the
loader checks to make sure all the components are of the sizes indi-
cated in the binary class and that proper formats are used in the
various metadata structures. It can also check to make sure the
numbers and types of arguments match between calling and called
methods. Within the binary class, fully qualified references are re-

solved. This is often done on demand. The fullv cmalified references
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are symbolic. After being resolved, the fully qualified (symbolic) ref-
erence is replaced with a direct reference.

Another important function of the loader is to verify the integrity of
the bytecode program. That is, it checks to make sure the stack val-
ues can be tracked statically, as required of all well-formed pro-
grams. Then it performs all the static type checking to make sure
there are no program errors and that the protection boundaries will
be respected by the program. This process is described in more de-
tail in the next subsection. The loader checks to make sure all refer-
ences in the constant pool are within the bounds of the programs,
and it checks to make sure all branch instructions are to addresses
within the procedure where they reside. Finally, after the program
is verified as being properly formed, memory is initialized and con-

trol passed to the emulation engine.

6.2 Implementil g Security

The basic protection sandbox was described in general terms in

This is the default security model used in Java, al-
though the model has been greatly enhanced in the Java 2 specifica-
tion. In this section we first elaborate on the basic security model
and then describe the Java 2 enhancements.

In the sandbox 1nodel, the overall objective is to form a barrier
around the Java execution environment so that a user application is
confined to operate within the bounds of the sandbox and cannot
affect any other system or network resources, whether unintention-
ally or maliciously. As discussed ir there are three

main parts to the sandbox.

First, remote files must be protected. As pointed out earlier, the pro-
tection of remote files is within the province of the remote system.

Any files on the remote system are given access privileges by the
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owner of the file, and, ultimately, these are maintained by the re-
mote OS, whether Windows, Linux, or any other OS. These are the
same privileges as for any type of remote access, whether inside or

outside the Java execution framework.

Second, local files must be protected from a running Java program.
That is, the owner of the local files, typically the user running the
Java program, must control access to the files. This part of the pro-
tection sandbox is implemented via the security manager, described

in more detail ir

Third, the JVM code and data must be protected from the running
Java program. That is, the Java program should not be allowed to
read or write data associated with the Java VM side tables, for exam-
ple. Furthermore, the program should not be allowed to branch or
jump to arbitrary locations in the JVM. This third part of the protec-
tion sandbox is implemented via a combination of static and dy-
namic checking, with static checking performed by the loader play-
ing a key role in this process. The next subsection discusses this in-
traprocess protection part of the sandbox, and this is followed by

the discussion of the security manager.

6.2.1 Intraprocess Protection

One of the more challenging aspects of building a modern network-
oriented HLL VM is the ability to take untrusted program code from
the network, combine it with trusted VM code to form a single host-
supported user process, and then execute the untrusted program ef-
ficiently. A basic objective is to make sure the application code only
accesses its own memory locations and can interact with the JVM
(and the rest of the host platform) only via method calls to libraries

containing locally trusted code.

It is the ability to construct a protection sandbox that most clearly

epnaratec the mndern HIT. VMc fram the earlier P.endedilke VMe Tn
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understand this, consider the typical P-code environment. Here, the
compiler is a trusted element; i.e., it is assumed by the user to be
correctly implemented. The Pascal language is designed so that the
compiler can check data-type information at compile time, based on
the data declarations made by the programmer. After this checking
is complete, the P-code is generated. Then the static data-type infor-
mation is no longer needed; rather, it is built into the code that ac-
cesses the data, and the user can be assured that the P-code will only
access data in the correct way. The P-code alone can be passed to
other users to run on their computer systems, thereby achieving
platform independence. It is up to the individual users to trust the
provider of the P-code program.

The earlier scenario would be fine if other users were always will-
ing to trust the source of their programs, but of course this level of
trust is often not present in the networked computing environment.
Yet a user would like to be able to execute programs that are made
widely available for network-based computing. A solution to the
problern of untrusted code is to transmit not only the application
code but also a checkable description of the data structures on
which the code will operate, i.e., the metadata. Then when the pro-
gram is loaded by the end user, the (trusted) loader will perform
static checks of the program with the declared metadata informa-
tion. If the program code is consistent with the metadata, then the
user can be assured that the program will only access its data in a
proper (protected) way. Furthermore, the loader can check the con-
trol flow information of the program to make sure it branches only
to locations within the program itself or performs procedure calls
using proper protocols. This is the reason that HLL ISAs stress static
type checking and statically traceable control flow information.
And, of course, the ability to perform this high degree of static
checking derives from the strong typing features incorporated in
the high-level language in which the program was written in the

first place (e.g., Java or C#).
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static tracking in local storage and static field definitions; hence the
value stored to memory will be consistent with the static field infor-
mation. By a similar argument, and to complete the induction step,
if all data types can be determined from static information prior to a
memory access i; then the next memory access, i + 1, must also yield

statically trackable type information.

An important exception to the argument just given involves array
accesses. All loads or stores to arrays must use an array reference;
these can also be statically checked for type information. However,
arrays differ from other objects in that the exact element being ac-
cessed may be computed at run time. This means that the actual in-
dex into an array must be checked dynamically to make sure it is
within the bounds of the array. l'urthermore, all references,
whether for an array or for a general object, must be checked for
null values, in the event that they have not been assigned to an ob-

ject when they are first used.

Another important place where dynamic checking is required oc-
curs with dynamic casting or conversion of an ohject reference to a
different type. Allowing arbitrary casting of references can break
that part of the protection sandbox enabled by static checking, be-
cause static checking depends on knowledge of object types.
However, casting can be done 1n situations where the reference 1s
being cast to a superclass (upcasting) or a subclass (downcasting).
The safety of upcasting can be checked at compile time; however,
downcasting requires a run-time check to make sure the reference
being cast is to a subclass (or the same class) as the object type to

which it currently refers.

To summarize, a program, even if it is from an untrusted source,
can be checked to make sure it makes no unallowed memory ac-
cesses. This is done by a combination of static (load-time) and dy-

namic (run-time) checks. In Java, much of the checking is done stati-
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cally. By relying on static type checking, dynamic checking 1s mostly
confined to null pointer checking, bounds checking for array ac-
cesses, and dynamic casts to make sure they are being properly
done within the class hierarchy. In the high-performance Java dis-
cussion to be presented later, we will include analysis methods and
optimizations that are able to remove some of these dynamic
checks.

Finally, consider the protection praovided for control transfers, i.e.,
the constraint that there never be a branch or jump that leaves the
program’s valid code region. Control transfers are only through
branches, switch statements, and method calls. All the branches and
switch statements are to PC relative constant values. Therefore, all
the branches and jumps can be statically checked to make sure they
branch to instructions only within the given procedure. The only
way to exit a method is through a method call/return (or when the
program terminates). Therefore, if all methods are internally

checked, the overall program is checked.

6.2.2 Security Enforcement

In a Java implementation, the security manager is a class belonging
to the java.lang API that contains a number of methods for checking
to make sure potentially unsafe operations cannot be performed.
These operations include reading a specified file, writing a specified
file, opening a socket connection to a specified host and port num-
ber, and creating a new process, among many others. Such opera-
tions are made available to untrusted user programs via methods in
(trusted) Java libraries, e.g., the java.io API, that interact directly
with the host OS. Before performing a requested action involving an
OS call, the trusted library methods first check with the security
manager, via the appropriate method call, to make sure it should be

allowed.

A security manager check method simply checks the requested op-
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eration to see if it is permitted and either throws a security excep-
tion if it is not permitted or returns if it is. The security manager is
attached when a Java application is initiated and cannot be
changed, deleted, or replaced with another thereafter. Hence, an in-
dividual user can specify the checks made via the security manager,
i.e., which files should be accessed and how, which network ports
can be used, etc. Then whenever a Java application is started, these
checks will be in effect as long as the application runs.

If the user chooses to use no security manager, then the application
has unrestricted access to the user’s resources. Of course, the Java
application cannot exceed the privileges of the user, because the
JVM runs as a user process, Any atterapt to go outside the user’s re-
sources will be caught by the underlying OS on the host platform.

The security manager cannot protect against everything, overallo-
cating memory or spawning too many threads, for example. In situ-
ations like this, it is difficult or impossible to discern the difference
between an erroneous or malicious program and one that has large
resource requirements. For example, how could one determine the
difference between runaway recursion and recursion that is simply
very deep? In effect, detecting the difference would be equivalent to
solving the classic Turing Machine halting problem. Consequently,
some denial of-service attacks are possible, despite the presence of a

security manager.

The security manager can be written to implement relatively com-
plex policies. The loaders and security manager may he customized
by a software developer or user. For example, the security manager
can check to see if a request is made from a locally provided method
or from one loaded over the network and can allow different re-

source accesses depending on which is the case.

6.2.3 Enhanced Security Model
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down to a smaller size (for reasons of overall efficiency) and then
encrypts the hashed version with the private key. The hashed, en-
crypted version is a signature appended to the binary class and is
sent across a network to someone who wishes to execute it. At the
receiving end, the received binary class is again hashed (with the
same hash function as before), and the signature is decrypted. The
two versions of the hashed code are then compared. If they are the
same, then the user is assured that the owner (sender) of the binary
class is as claimed. The security manager can then grant access to lo-
cal resources in accordance with a policy established by the local

user.

Because the identity of a program’s source can be securely identi-
fied, the application of the all-or-nothing sandbox for all program
sources is no longer necessary. Fine-grained, configurable security
policies can be implemented. For example, programs from one out-
side source may be allowed to open network connections, while oth-
ers cannot. One program may be given access only to file A, while
another may be given access only to file B.

This flexible approach does pose some potential problems when bi-
nary classes from different sources are allowed to interoperate as
part of the same program. For example, what if a method belonging
to a binary class from a source not having access privileges to a
given file calls a method from a source that does have access privi-
leges to the file and then performs a file access indirectly through
the called method? The security manager can solve this problem by
inspecting the method call stack to check on access privileges not
only of a method making a request but of all earlier methods in the

call sequence

Stack inspection is illustrated i Each stack frame is ap-
pended with principal information indicating whether the method
came from a trusted system source or an untrusted source. Also,

there is information regarding the access privileges that reside with
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the source of the method. After a sequence of method calls, the re-
sulting stack frames are shown in the figure. Untrusted method 2
had permissions to write file A but is restricted from accessing other
files. On the other hand, method 4 does have permission to write to
file B. Now, when method 4 attempts a write to file B, it will do so
via the I/O API method 5 that first calls a security manager check
method. The security manager walks the stack in reverse order,
checking access permissions of all the methods that it finds on the
stack. When it comes to method 2, it finds that permission to write

file B should not be granted and throws an exception.

principal  permissions

Mathod 1 System Full
x Cperation
Method 2 Untrusted | e A prohibited
only
Method 3 Systemn Full
Method 4 Untrusted W;:EE‘ Inspect
Stack
Method 5
{in VO AP} System Full
Check Method Systemn Full

Aethod Call Stack Extended with Resource Access Permissions. The security
... -cis the stack to enforce protection.

PR

6.3 Garbage Collection

In an object-oriented programming environment, objects can be
freely created, used, and later discarded when they are no longer
needed. The programmer is given the illusion of an unbounded
memory space and does not have to worry about explicitly allocat-

ing and managing a fixed-size memaory. Of course, in reality, mem-
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tradeoffs to be considered involve garbage-collection time, object-
allocation time, object-access time, and the efficiency with which

the heap space is used.

Although there have heen garbage collectors that keep a count of
the number of references to each object on the heap and consider as
garbage any object whose reference count goes to zero

such reference counting collectors are relatively uncommon
in JVMs. Most JVMs use the general method suggested earlier, that
is, to start with a set of root references and then trace through
chains of references in the heap to find all the objects that are
reachable or are “live.” Then all the unreachable objects are consid-
ered garbage and are recycled. The following discussion of garbage

collectors will focus on tracing collectors.

6.3.1 Mark-and-Sweep Collectors

The mark-and-sweep collector is a basic collector that starts with the
root references and traces through all the reachable objects, mark-
ing each one as it is reached. Marking may consist of setting a flag
bit contained as part of the object implementation or in a separate
bitmap, where each entry in the map is associated with an object. If
an already-marked object is reached, then tracing down that partic-
ular path stops. After all live objects have been found and marked,
there is a sweep stage, where all the objects are inspected and the
unmarked ones are determined to be garbage and can be reused. As
garbage objects are found during the sweep stage, they can be com-
bined into a linked list of free objects.

Overall, this is a relatively fast way of identifying and collecting
garbage. However, the free objects are of varying size and are scat-
tered around the heap space, interspersed with the live objects.
Simply linking together free objects leads to a memory fragmenta-
tion problem that in turn leads to a significant inefficiency when a

new nhiect i€ ereated and a suiitahlv cized free enare mnist he foiind
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programming practice. Second, objects that do not have short life-
times tend to have very long lifetimes. Consequently, generational
garbage collectors attempt to group objects according to their age in

order to avoid repeated copying of the long-lived objects.

In a basic generational collector, the heap is divided into subheaps.
For simplicity, we describe the implementation with two subheaps,
but generalization to more than two subheaps is straightforward. Of
the two subheaps, one is intended to hold the older, or tenured, ob-
jects. Meanwhile, the other subheap serves as a nursery for newly
created objects. The nursery is garbage-collected much more fre-
quently than the tenured subheap. If an object survives a certain
(usually small) number of collections in the nursery, it is moved to
the tenured subheap. Consequently, the longer-lived objects eventu-
ally are placed in the tenured section of the heap, where the
garbage collections are infrequent, thus avoiding unnecessary ob-

ject movement.

Not only is the total overhead for collecting reduced, but a smaller
portion of the heap is collected each time the collector is invoked.
This means that if the running process is stopped while collection
takes place, the “pause” time is much reduced. With a large heap
and a conventional compacting or copying collector, the time that a
program is stopped for collection can be noticeable to the user.

The two subheaps of a generational collector do not necessarily
have to be managed the same way. In fact, they can be managed dif-
ferently to take advantage of performance tradeoffs. A specific hy-
brid algorithm studied as part of the Jikes JVM project

uses a copying collector for the nursery, which yields fast
allocation of new objects, and a mark-and-sweep collector for the
tenured objects, which reduces collection time by eliminating

pointer updates.

A 2R Incremental and Conenrrent Callactoare
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to an object that has not yet been marked. An example is ir

In this example, the objects A and B have been marked (as indi-
cated by the bold boxes). The other objects have not yet been
marked. Then before they can be marked, the pointer to object B is
replaced with a pointer to object D. If this is the only pointer to D,
then D may never be marked and will be incorrectly discarded as
garbage. The object B may also be incorrectly retained, but this is
not a problem; it will be collected on the next garbage-collection

pass.

There are a number of solutions to this problem,; they all provide
some form of synchronization between the running application
(which may change the contents of the heap) and the collector. One
of the common solutions is to provide write barriers for references
to objects that have already been marked. These write barriers basi-
cally check for the case where a pointer in an already-marked object
is overwritten. When this occurs, the object pointed to is marked
(and put on the queue of objects whose pointers should be followed

as marking proceeds).

6.3.6 Discovering the Root Set

As stated at the beginning of this section, before beginning garbage
collection it is necessary to identify the root pointers. The root set
for Java programs (and similarly for CLI) consists of references held
in the stack, the constant pool, and contained in static objects.
However, this is what one might call the “architected” root set. In a
particular VM implementation, the actual pointers may reside in
registers and various implementation-specific runtime memory lo-
cations. For example, the architected stack elements may he as-
signed to registers by the dynamic compiler, and some of these
could be spilled to memory.

Therefore, at the time garbage collection is invoked, it is necessary
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to construct the architected root set from the implementation stor-
age locations that may potentially hold root set pointers. The basic
solution for finding the root set is for the compilation/optimization
system to keep side tables, or maps, that indicate where the archi-
tected root set elements may be found, if needed for garbage collec-
tion. This solution requires that the VM runtime and compilers keep
track of the architected root values as dynamic compilation and op-

timization are performed

The foregoing approach is referred to as type dccurate or exact be-
cause it uses the exact root set as a starting point. A less conserva-
tive solution is to take all the implementation registers and memory
locations that can passibly hold root pointers and assume they do
hold root pointers These will form a su-
perset of the true root set. Some of these may be eliminated from
consideration (e.g., if they hold small integer values that are clearly
not memory addresses). Then the garbage collector begins with this
root superset. This approach trees the compilation/optimization sys-
tem from keeping track of root set references and saves runtime
side table space for keeping track of the mappings at all potential
garbage-collection points. A problem with this superset approach,
however, is that a garbage collector that moves objects, e.g., a com-
pacting collector, cannot be used, hecause a region of memory may
be identified as an object of a given type when it is not really an ob-
ject. Then if such an apparent “object” is moved, it will damage any
real objects that contain the apparent object as part of their memory

region.
6.3.7 Garbage-Collection Summary

No one collector works best across all programs because programs
vary in working set size, object sizes, heap sizes, and the rate at
which objects are created (and freed). Hence, we cannot arrive at
hard-and-fast conclusions regarding the “best” collector (as the hun-

dreds of papers on the topic attest). We can summarize the impor-
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A native method can be given access to objects and arrays via the
JNI. However, once the native method has an array or object refer-
ence, the array or object must be protected from garbage collection.
That is, the native method assumes the object to be at a particular
memory location, and an object-moving garbage collector would vi-
olate this assumption. Even with a nonmoving collector, if the na-
tive method should happen to have the only reference at some
point, then the garbage collector may attempt to collect it (because
the reference will not be in the garbage collector’s normal root set).
To prevent this from happening, the JNI method that passes the na-
tive method a reference also “pins” the referenced object so that it
will not be moved or collected, With a non-moving collector, the
JVM could also add the reference to the root set.

6.5 Basic Emulation

The emulation engine in a JVM can be implemented in a number of
ways, with different complexities and performance levels. The sim-
plest method uses straightforward interpretation of bytecode in-
structions. In general, this is no different than interpretation of a
conventional ISA as desc¢ribed in detail ir A more ad-
vanced, and commonly used, emulation method performs just-in-
time (JIT) compilation With a
JIT compiler, methods are compiled at the time they are first in-
voked, i.e., “just in time” for execution. This compilation essentially
performs a translation from the bytecode instructions to native host
instructions. Method-at-a-time JIT compilation is enabled because,
in contrast to a conventional ISA, the Java ISA is designed so that all
the instructions in a method can easily be discovered at the time the

method is first entered.

A JIT compiler bears a very close relationship to the binary transla-

tors discussed earlier in this book and could just as easily be called a
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JIT “translator.” In fact, it seems that the reason one is called a “com-
piler” and the other is a “translator” is that two different groups of
people came up with the names. A JIT compiler differs from a con-
ventional compiler in that it doesn’t have a frontend that parses a
high-level language program and performs syntax checking before
converting it to an intermediate form. The bytecode program, hav-
ing passed through the loader, is assumed to be syntactically cor-
rect. The bytecode instructions are essentially an intermediate rep-
resentation themselves, although most JIT compilers will transform
the bytecode instructions into a different intermediate form before
performing optimizations.

A dynamic, run-time compiler can perform most (if not all) of the
optimizations performed by a classical static compiler as well as
others that are more specific to Java programs. Many optimizations
are time consuming, however, and this adds to the run-time over-
head of executing a Java program. Consequently, a JIT compiler may
include multiple optimization levels, with more sophisticated opti-
mizations being applied to methods that are more frequently exe-
cuted. This leads to a form of staged optimization applied at the
method level. An even more efficient strategy is to apply optimiza-
tions selectively only to code regions that are heavily used rather

than to the entire method that may contain such a region.

A typical high-performance emulation engine begins with mterpre-
tation, supplemented with profiling to locate frequently used meth-
ods. Then when a usage threshold is reached for a given method, the
method is compiled with minimal optimization, Later, depending on
the level of use, selected code sections within hot methods may be
further optimized. The Sun Hot€

and the IBM DK
overall strategy. Some systems skip the initial interpretation step in
favor of a simple compilation; this approach is taken in the Jikes
RVM (to be described in more detail later), for example. A more

complete discussion of dynamic optimization in HLL VMs is given in
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Method inlining is referred to as procedure inlining ir

With inlining, a method call is replaced with the actual code con-
tained in the method; i.e., the method code is placed “inline” with
the calling code . The over-
heads of passing parameters, managing a stack frame, and the ac-
tual control transfers {e.g., ajump and return) are saved, at the pos-
sible expense of a larger binary program image. Object-oriented
programrning tends to encourage many small methods, so perfor-
mance can often be improved significantly by avoiding all the over-
head code, i.e., the calling sequence that is associated with a method
call. Another significant benefit of inlining is that it increases the
scope over which later code analysis and optimizations can take
place; e.g., analysis can make less conservative assumptions regard-
ing potential data accesses outside the method being optimized.
Inlining very small methods, where the code size of the method is
less than the code size of the method’s calling sequence, is almost al-
ways a win. When inlined, such a small method will not only exe-
cute faster, but it will also consume less instruction space than the
original (noninlined) code, resulting in improved instruction cache

behavior (or at least no degradation).

With larger methods, the benefits of inlining are reduced because
the calling sequence takes a smaller percentage of the overall execu-
tion time and because there is an increase in total code size (and in-
struction cache requirements). If not applied selectively, the inlining
of larger methods, especially those called from a number of differ-
ent sites, can lead to code explosion, resulting in poor cache behav-
ior and performance losses. Therefore, to apply inlining on medium-
to-large methods, some kind of cost-benefit analysis is required, and
the cost-benefit relationship can be rather complex. The cost in
terms of code expansion can be estimated relatively easily, but how
this translates to performance cost is more complex and would typi-
cally be a programmed-in function derived from off-line experimen-
tation. The benefit is primarily a function of the size of the method
and the frequencv with which a method is called: that is. the most
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frequently called methods will lead to the greatest benefit and are

the primary candidates for inlining.

To determine the frequency of method calls, a common technique is
to instrument the method call sites with counters to collect profiles
of caller-callee pairs. At certain intervals (perhaps fixed time inter-
vals or when some profile counter exceeds a threshold), the optimiz-
ing system can construct a call graph, with edges annotated with call
(method invocation) frequencies. An example call graph is given in

. In the figure, the main method calls methods A and X;
method A calls methods B and C, and method X calls methods C and
Y. The edges of the call graph are annotated with the nuraber of calls
during the sampling interval. For example, ir method C
has been called 1500 times by method A and 25 times by method X.
After constructing and maintaining such an annotated graph, the
dynamic optimization system can analyze the graph to determine

which methods should be inlined.

Then, for example, one might define a “start” threshold for trigger-
ing inlining analysis as 1500; that is, when an edge in the call graph
is traversed for the 1500th time, the dynamic optirnization system is
invoked. During the analysis, other methods besides the one that
triggers the analysis may be inlined, depending on the cost-benefit
analysis; e.g., a small method is more likely to be inlined than a
larger one, even if they both have the same invocation counts in the
call graph. In this example, it may be decided that method C should
be inlined in A and that A should then be inlined in main, so main,
A, and C are all merged together. Also, it may be decided that
method Y should be inlined in X.

MAIN
MAIN
900 100 900
A X A
1800
snn /. \1500 / \1000 -
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On-Stack Replacement

The stack is at the center of instruction execution in most HLL VMs,
including both Java and the Microsoft CLIL. Consequently, the stack is
also an important consideration when optimizations are performed.
To understand the relationship between the stack and program opti-
mizations, a distinction should be drawn between the architected
stack, i.e., the stack as specified by a Java or MSIL program, and the
implementation stack, which is actually used during program execu-
tion (after compilation and/or optimization). For example, after
ruethod inlining, the actual implementation stack will not contain
frames for inlined methods; the frame for the calling and the inlined
method are merged. Furthermore, the implementation stack con-
tents may differ from e architected stack contents after some
types of optimizations, such as specialization. That the implemented
stack differs from the architected stack makes no difference as long
as the results are correct. The architected stack is a means for speci-
fying the function to be performed by a program; it does not neces-
sarily reflect the exact manner in which the function is irnple-
rnented.

for (int 1 = 0; i < 1000; i++) {

for (int i = 0; i < 1000; 4+) { If CA[T] == 0

if (A[i] < 0) B[i] = -A[i]*C[]: :{> |\

else B(i] = A[i]*C[i); geemeempeees : Jump to dyn
u #] anmic

B['i]" O;i compiler for deferred
“esssseeseeos | compilation

Jeferred Compilation. With deferred compilation, code is not generated for
e e e LaS€ URLHT I actually occurs.

An important corollary to the foregoing is that at a given point in a
program’s execution, the irnplementation stack contents (including
both the number of frames and the number of elements in each
frame)} may depend on the optimizations that have been performed

on the program. Furthermore, there are situations where dynamic
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Low-Level Optimizations

Besides the optimizations given earlier, which tend to be especially
effective when applied to object-oriented programs, many conven-
tional optimizations, discussed earlier, ir can also be ap-
plied. These include dead-code removal, branch optimization, copy
and constant propagation, strength reduction, and code reschedul-
ing, among others. Because they have already been covered we will
not go into further detail here. However, we do cover some exten-
sions and other considerations that are more specific to the object-

oriented conteXxt.

One potentially significant overhead found in object-oriented HLL
VMs is the need to perform array range and null reference checking.
In theory, every time an array is accessed or a reference is used,
these checks must be performed; perhaps just as important, an ex-
ception may be thrown. This means there are two potential causes
of performance loss. One is the need to perform range/null check it-
self, and the other is the inhibition of other optimizations because of
a potential thrown exception if the check should fail. In the latter
case, the architected process state must be precise at the time of an
exception, and, just as with binary optimizers, some optimizations

may be inhibited if a precise state must potentially be materialized.

The overhead of null pointer checking can be largely eliminated by
using an “illegal” out-of-range address to represent the null pointer
value, i.e.,, a memory address for which the Java process does not
have read or write privileges. Then an attempt to use a null pointer
will result in a trap, which, via an OS-supported signal mechanism,
can be reported back to the JVM runtime system. However, the po-
tential for an exception (and the need to restore a precise state) re-
mains, 50 some code optimizations, for example, involving code mo-
tion, may still be inhibited.

A common way to deal with range/null check operations is to treat
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Virtual Machine

The Jikes research virtual machine (RVM) was developed at IBM
Research and has been made available to the general VM research
community Jikes is based on an earlier re-
search effort, Jalapeno, and was initially described in research pa-
pers using that name. The discussion here is based on descriptions
of both the Jalapeno and the Jikes systems.

The overall optimization strategy is to compile only; there is no in-
terpretation step. First, there is a baseline compiler that translates
bytecodes directly into native code. This compiler performs no reg-
ister allocation per se; rather, the generated code simply emulates
the Java stack. Then for optimization, there is a dynamic compiler

that supports three levels of optimization, invoked in stages, de-

pending on an estimate of cost-benefit.

New code
Recompdiation
; Subsystern
. Instrumentation/
Compilation Plan
: Compilation ™ Optimizing :
: Thread  |. Compiler | ;
: Instrumented/ :
. Oplimized Code :
; Hot Method |/ : : :
\ Organizar ' R R e e e e LR R R LRt
i
- +  Controter
Everi queve Compliation gueus

“he Jikes Adaptive Optimization System (AOS).

Jikes is a multithreaded implementation, with threads responsihle
for optimization running concurrently with executing program
threads. Jikes multiplexes Java application and runtime threads
onto threads supported by the underlying host platform, e.g., AIX
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pthreads. To allow preemptive thread scheduling, the compiler
places yield points, typically at method prologs, epilogs, and loop
back edges. At a yield point, the code tests a control big; if the thread
scheduler wants to preempt a thread, it will set the thread’s control
bit. At the next yield point, the thread will call the thread scheduler.

The overall architecture of the Jikes adaptive optimization system
(AOS) is shown ir The major subsystems are the run-
time measurement system, the recompilation system, and the con-
troller. These subsystems all interact with the AOS database, which

contains profiling data and a history of optimization decisions.

The runtime measurement subsystem gathers raw performance
data by sampling at yield points. That is, when a thread switches, a
back-edge yield point increments an activity count for the method
containing the edge. If it is at a method prolog, the activity count for
the calling method is incremented; if it is at a method epilog, the ac-
tivity count for the called inethod is incrementec  The system can
also support other types of compiler-inserted instrumentation to
perform edge profiles, basic block profiles, or value profiles, de-
pending on the optimizations that are under consideration.
Performance data is initially kept in raw form. Periodically, the raw
method samples are analyzed by a separate thread, the hot method
organizer, which summarizes and puts the profile data in a form

more easily used by the rest of the optimization system.

The controller is responsible for coordinating the activities of the
runtime measurement and the recompilation subsystems. It in-
structs the measurement subsystem to initiate, continue, or change
profiling activities. When a method is sampled, that is, found to be
active during a thread switch, the hot method organizer places it on
the event queue for the controller to consider for recompilation. The
controller then makes decisions regarding the recompilation, e.g.,
whether recompilation of the method should be performed and, if

so, at what optimization level.
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An important part of the controller’s function is to determine
whether a method should be recompiled at a higher optimization
level. To do this, Jikes uses an analytical cost-benefit model. Say that
a given method m is currently compiled at optimization level i < N,
where level N is the highest optimization level. Then the controller
estimates (1) Ti, the expected time the program will spend executing
method m if it is not recompiled; (2) €, the cost (time required) of
recompiling method m at level j > i; (3) T}, the expected execution
time the program will spend in m after recorapilation. Note that a
recompilation at the same level, i, is considered because there may
be more profiling data available than what was available the previ-
ous tirme m was compiled at level i; this additional profiling data
may change the particular optimizations performed at level i Then
the controller determines the optimal level j, where Cj + T is mini-
mized. Recompilation is performed at level j, unless, of course, {j +

Tj > Ti and no recompilation is done.

Although this cost-henefit analysis seems very straightforward, the
real difficulty comes in estimating the C and T values. Consequently
Jikes uses a combination of heuristics and experimentally derived
parameters. To arrive at an estimate of the T values, the controller
assumes that at its current optimization level, the method will con-
sume as much execution time in the future as it already consumed;
i.e, that Ti = Tcurrent. The Tj values are determined by first estimat-
ing the speedups of the different optimization levels using off-line
benchmarks. The speedup of optimization level k versus level 0 1s
Sk. Then Tj = Ti © Si/S]. Finally, the recompilation cost CJ is estimated
to be a linear function of the size of the method to be recompiled.
The multiplying constant is again determined by off-line bench-
marking. If the controller decides that recompilation should he
done, it places the pertinent information into the recompilation

queue, to be serviced by one of the compilation threads.

The recomnilation suthsvstem consists of a numher of threads that
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pasellne compuer NOWS STart-up results I0r eacn oI tme
benchmarks and the harmonic mean speedup for all seven. For the
JIT compilers, the lower the optimization level, the better the perfor-
mance (compress is the only notable counterexample where JIT 1
outperforrus JIT 0). For the start-up benchmarks, the extra time re-
quired for optimizations cannot he amortized, due to the relatively
short run times (with the exception of compress, where code quality
is more important than in the other benchmarks). All the JIT corpil-
ers are below the baseline, because they provide at least level-0 opti-
rization for all methods, even those executed only once. The AOS
and AOS + FDO dynamic compilation methods perform best, giving
a speedup of about 1.75, because they only take the time to perform
compilation beyond baseline, possibly followed by additional opti-
mizations, where there is good likelihood of performance benefit.

shows results for the steady-state benchmarks. Here,
the results are quite different than for the start-up case. Now, the
higher the optimization level for the JIT compilers, the better the
performance. Using level 0 as a JIT gives a speedup of 1.9 over the
baseline, and going up to level 2 yields a speedup of about 2.25.
Interestingly, using the AOS staged optimization typically falls
slightly short of the level-2 JIT. Because the same code is executed
during each iteration, the JIT performance runs can complete com-
pilation during the first iteration and then execute four iterations
with no profiling or corpilation overhead. On the other hand, the
AQS performance runs profile and recompile through all five itera-
tions. For two benchmarks, AOS without FDO actually beats JIT2,
however, because AOS sometimes recompiles a method at a later
time (in program execution) than JIT2 does. This later compilation
allows more class loading to take place, eliminating some unre-
solved references, and thus the code generated by AOS is more
highly optimized. Finally, because the AOS + FDO is able to perform
additional profile-guided optimizations, for some benchmarks it
provides significant speedup over the method-granularity optimiza-

tions used by the AOS implementation.
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relatively slow. This is a misleading notion. Some of the early Java
VMs were slow. A heavy reliance on interpretation is naturally slow
during steady-state emulation, and dynamic optimizing methods
that are not selective, i.e., simple JIT compilation, will have high
start-up times. However, modern HLL VM implementations rely on
compiled code and are much more selective regarding when to ap-
ply optimizations and where. This leads not only to less overhead
but to better optimizations in the steady state. Furthermore, slow-
down due to the dynamic VM paradigm should not be confused with
slowdown due to support for object-oriented programming. Object-
oriented programming leads to more robust programs and a high
level of code reusability (among other advantages), but sometimes
there is a performance cost for these important software engineer-
ing advantages. Inherent in object-oriented code are additional lev-
els of indirection that may not be found in conventional C-type code,
for example. But this is usually caused by the object-oriented nature

of the software, not the fact that it is running on a VM.

With the development of the Java platform and the more recent
Microsoft .NET framework, HLL VMs already have achieved a “criti-
cal mass.” At some point in the (not-too-distant) future, virtually all
application programs are likely to be developed for a platform-
independent HLL VM. This will change common programming prac-
tice (programming in C will be viewed in much the same way as
programming in assembly language is viewed today), and it will
likely change the way that hardware platforms are implemented. If
all software is developed for a platform-independent HLI. VM, the
level of standardization is raised and the underlying hardware ISA

becomes much less relevant.

t is not clear, however, that this type of behavior happens often enough in real
programs to make such a technique worthwhile. This type of behavior is sometimes

observed in kernel benchmarks (also known as microbenchmarks), and this may in

fart ha tha nrima mativatian far cancidaring enech an Aantimmisatinn mathad in tha
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competitive benchmark-oriented environment in which high-performance VMs are

often developed.

(hese yield points and profiling heuristics reflect the current Jikes implementa-
tion, not the one in the paper describing Jikes (Jalapeno)
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ones in which huge software and infrastructure investments have
been made. Compatibility has also become the largest obstacle to
implementing new ISAs that are better suited to today’s technology.
Fortunately, virtual machine technologies permit new ISAs by en-
abling a different approach to general-purpose processor design.
Virtual machine technologies can turn processor development into
a codesign effort, where the host architecture (the target ISA in par-
ticular) is designed concurrently with the VM software that runs on
it. Because the host hardware is developed as an integral part of the
VM, it is not necessary to use an existing host platform or target ISA.
Taken together, however, the codesigned hardware and software
support a conventional source ISA (and all the software developed
for it).

Func.,
Unit
CIsC RISC-ike
instructions MICTo-0ps
Func.

. Cache Translkation Processor .
Main Memory [ > Hierarchy > Unit > Pipsline Unit

Func.
Unit
ISC-to-RISC Conversion. Conventional high-performance micrearchitectures
Jur w waon e LCHOR SOt USE hardware to transiate CISC instructions into RISC-like micro-
ops.

These codesigned virtual machines open new avenues for architec-
tural innovation. Because software becomes part of the “hardware”
platform, the interface between hardware and conventional soft-
ware is shifted upward, and there are new opportunities for divid-
ing the implementation between hardware and software in an opti-
mal way. Because codesigned VMs support an entire system, OS plus
applications, they are a form of system virtual machine. However,
unlike most other system virtual machines, codesigned VMs are not
intended to virtualize hardware resources other than the processor,
nor are they intended to support multiple VM environments.

Rather, the goals include performance, power efficiency, and design
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source ——» larget source —» target
micro-op a

instr. ¥ /" micro-op b instr. 1 instr. A

instr, 2 micro-op ¢ instr, 2 instr. B

instr. 3 micro-op d instr. 3 instr. G

/ micro-op p
instr.n / micro-op q instr. n

micro-op r instr. M

(a} {b)

ode Translation Methods. {a} Context-free translation, where each individual
e ee e —-lON i translated to target instructionds) (micro-ops); (b) caontext-sensitive
translation, where blocks of source instructions are transiated to blocks of source Instruc
tions.

In the remainder of this chapter, we describe the implementation of
codesigned VMs. This includes features that make the emulation
process in codesigned VMs more efficient as well as specific perfor-
mance and/or efficiency features that are enabled by the codesigned
VM paradigm. The bulk of the chapter focuses on codesigned VMs
intended to implement conventional ISAs; e.g., the Transmeta
Crusoe implements the IA-32 ISA, It is this type of codesigned VM
that has received the most attention in recent years, especially from
researchers. Consequently, many of the techniques described in this
chapter are centered on fast emulation of conventional ISAs. The
IBM AS/400, in contrast, uses a source ISA that is at a higher level
than most conventional ISAs and therefore relies more on innova-
tive software an innovative hardware techniques to achieve its
goals. The techniques used in the AS/400 are discussed primarily as

part of the case study ir

7.1 Memory and Register State
Maoping
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State mapping is easier with a codesigned VM than with many con-
ventional VMs. Because the target ISA is designed specifically for the
source ISA, the host register file(s) can be made large enough to ac-
commodate the guest’s requirements, with extra scratch registers
left over to enhance performance and/or simplify the translation
process. An example of PowerPC state mapping for integer registers,
as used in the IBM Daisy processor is illus-
trated ir Here, the PowerPC integer registers r0-r31 are
mapped directly to host registers RO—R31. Then the branch unit
counter and link register are mapped to registers R32 and R33. The
PowerPC MQ register was originally used for multiplication and di-
vision but is now obsolete; in the original Daisy system it was
mapped to host register R34. The constant value of 0 is placed in R35
to allow fast emulation of those cases where r0 is defined to be 0 in
the PowerPC ISA. Finally, host registers R36-R63 are scratch regis-
ters to be used by the VMM emulator for such things as holding
speculative values produced during code optimization, for con-
stants, and for pointers to VMM tables.

PowerPC Dalsy host
-3 |«— RO-AM
counter |«—» R
linkreg |«— R33
MO > R34
const. 0 |«—> R3s
R36—RB63
Scratch
Speculative results
Constants
Poirters

Tlapping of Guest PowerPC Integer Registers to the Host Platform Register
ety mo e« the IBM Daisy System.
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corne in Rj. This instruction is followed by a conditional jump on the
value in Rj; if there is a miss, control transfers to the map_lookup
routine. This routine will place the correct code cache mapping in
the JTLB (if the code has been translated); otherwise, the VMM will
begin interpretation or will translate the accessed code. A second,
simpler way to integrate the JTLB into the ISA is to combine the
lookup with the conditional jump, i.e., a Lookup_Jump RK instruc-
tion that performs the jump to the TPC if there is a hit, otherwise it
falls through.

JTLB_Lookup Ri, Rj, Rk ; TPC to Ri, hit/miss to Rj
Jump Ri, Rj==0 ; conditional indirect jump
Jume map_Tookup ; do 7t the siow way

in Instruction Sequence That Accesses the JTLE.

This method still requires that when a jump is encountered, instruc-
tion fetching must stall until the JTLB is accessed and the jump is ex-
ecuted. An additional enhancement is to predict the TPC value im-
mediately after a Lookup_Jump instruction is fetched, using a more
or less conventional branch target buffer (BTB) (see

Then the predicted instruction stream is accessed from the code
cache immediately. Meanwhile, the Lookup_Jump proceeds up the
pipeline (along with the predicted TPC). When the Lookup_Jump in-
struction issues and accesses the JTLB, the prediction is checked. A
misprediction causes a pipeline flush, with fetching being redirected
to the correct TPC. A miss in the JTLB causes a flush and a fall-
through in the original code sequence (which would then jump to

the map_lookup routine).

7.3.2 Dual-Address Return Address Stack

Either the software prediction approach or the J[TLB approach,
when supplemented with a BTB prediction, can be very effective, as
long as the BTB prediction is correct a high percentage of the time.
For many indirect jumps this will be the case, but for procedure re-

turn jumps it is often not the case. The problem is that a procedure
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An advantage of the hardware-supported checkpoint method is that
the code inside a translation block can be reordered by software in
any fashion (subject to true data dependences, of course), even
when the block includes store instructions. Hence, the restrictions
on code motion given ir ire relaxed. The only limita-
tion is the fixed size of the store buffer, and this can constrain the
translation block size in some cases (the number of stores in the

block cannot exceed the store buffer size).

On the other hand, software reordering of loads and stores can lead
to violation of memory ordering compatibility. In a shared-memory
multiprocessor there are hazards associated with reordering loads
and stores as observed by other processors (see Appendix Section
A.7.3), which means that reordering may he limited in shared-
mermory multiprocessor implementations. The reason is that after
the software reorders the instructions, the original order is lost; yet
correct operation in parallel programs may depend on the original
ordering. A method for dealing with multiprocessor memory order-
ing is described in a patent by members of the IBM Daisy project
This method is based on acquiring exclusive
access to cache lines as stores enter the store buffer and then flush-
ing the buffer and restarting if a different processor should attempt

access to the line before the stores in the buffer are released.

7.4.2 Page Fault Compatibility

Thus far, we have not considered the recovery of the precise guest
state when page faults occur, In most process VMs, page faults are
not an issue because they are manifestations of OS policies, are han-
dled by the OS, and are hidden from the process. A codesigned VM is
a system VM, not a process VM, which means that the guest OS must
ohserve exactly the same page faults as it would if it were running
on a native platform. If the guest OS has mapped a logical page to a
conventional real page, then it must not trigger a page fault; simi-

larly, if the guest OS has not mapped a page and it is accessed, then
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it must page fault. Implementing page fault compatibility is rela-
tively simple for the data region of the guest’s memory. If the host
implements the same memory mapping as the guest

and lets the guest OS manage conventional memory, then page
faults to the data region will be detected naturally by the host sys-
tem. These faults will return control first to the VMM, which can use
techniques as described ir '0 determine if the fault is
spurious {due to optimizations and/or code reordering) and to pro-
duce the correct, precise state before control is handed over to the

guest OS.

Likewise, when interpreting instructions, the interpreter loads in-
structions from the conventional region of memory, so page faults
for instruction fetches will occur naturally. For executing translated
instructions from the code cache, however, the problem is more dif-
ficult because the guest instructions are not actually fetched; rather,
translated instructions are fetched from concealed memory. The
codesigned VM must therefore implement some mechanism that
will trigger a page fault when a translated instruction is fetched
from the code cache and the corresponding guest instruction would
have caused a page fault had it been fetched on a native source plat-
form. There are a number of possible approaches to solving this
problem. One approach is active, another is lazy. Both approaches
are discussed In the following paragraphs. Note that in this discus-
sion we assume an architected page table and page faults. Special
considerations for an architected TLB and TLB faults will be dis-

cussed in a separate subsection.
Active Page Fault Detection

The active approach to instruction page fault detection is to monitor
potential page replacements by the guest operating system. When a
source instruction page is replaced by the OS, all the translation

blocks based on the replaced source page should be flushed from
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To determine when an instruction page is potentially being replaced
by the guest OS, the VMM monitors the guest OS's modifications to
the architected page table. This can be done by marking memory
that holds the page tahle as “write-protected.” Assuming the page ta-
ble is architected, the region of memory that holds the page table
can be identified by the VMM. Write-protecting pages is most easily
done if VMM software manages the TLB. Then the write-protection
information is added to the implementation of the TLB and does not
require any changes to the architected page table in main memory.
The VMM should also monitor any other operations that may
change a virtual to real page mapping. e.g., changes to the page table

pointer.

In addition, the VMM Kkeeps a table of virtual page numbers for each
page containing source instructions. At the time a block of source in-
structions is translated, an entry is made in the table (if it is not al-
ready in the table}. Then whenever the page table mapping is modi-
fied, there is a trap (or jump) to the VMM, and the VMM determines
if the page table entry for a source instruction page is being modi-
fied. If so, the VMM flushes all the translations in the code cache de-
rived from that page. This requires a pair of side tables. One side ta-
ble tracks all the translation blocks derived from each page; these
are the translation blocks that must be flushed. The second table (or
an extension to the first), keeps track of any link backpointers (see
The link pointers are changed so that they point into
the VMM emulation manager. After this is done, an attempt to trans-
fer control into the removed page will instead jump to the emula-
tion manager. Subsequently, the emulation process will detect the
instruction page fault when it attempts to emulate an instruction
from the code page and it misses in the page table. Finally, if hard-
ware structures containing SPC-to-TPC address translations are im-
plemented, such as the JTLB and DRAS then these

structures should be flushed of any entries corresponding to flushed
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A proposal for a different style of codesigned VM has a similar goal
—to simplify instruction issue logic—but it does this by exposing
chains of dependent instructions to the hardware (rather than inde-
pendent ones as with a VLIW) . Then multiple
in-order instruction issue units can be given the dependent chains
of instructions. Each issue unit processes instructions in order,
which simplifies hardware, but the multiple issue units can issue in-
structions out of order with respect to each other. A research project
at the University of Illinois provides a number
of interesting codesigned hardware cormponents targeted primarily
at profiling and optimization, rather than ISA innovation.

The goal of the IBM AS/400 implementation is to pro-
vide a high-level object-oriented source ISA. Besides being well
suited for efficient support of object-oriented system and applica-
tion software, this approach allows many of the hardware resource
management mechanisms, e.g., page management, to be placed in
the implementation-dependent VMM. Another advantage of the
codesigned approach was demonstrated by the AS/400 designers
when they successfully replaced the original host ISA (a proprietary
CISC) with an extended PowerPC ISA and migrated users in a com-

pletely transparent way.

At the micro level, codesigned VMs permit the implementation of
specific performance enhancements (which may be related to the
selected host ISA). For example, in a VLIW platform, all code sched-
uling is performed by the software translation system, so the ability
to reorder instructions is crucial to the success of a VLIW-based
computer. Consequently, in the codesigned VMs that use VLIW tar-
get ISAs, there 1s special support to enable reordering of instruc-
tions, especially load and store instructions, because dependences
among load and store instructions are difficult to determine stati-

cally (i.e., to disambiguate them).
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The VMM soft-
ware is held in compressed form in a 512KB boot ROM. At the begin-

The memory hierarchy is illustrated ir

ning of the boot process, this software is decompressed into a 2MB
region of concealed memory. In the implementation shown, the
code cache and various side tables consume 14MB. There are con-
ventional 64KB level-1 instruction and data caches, but, in addition,
there are two smaller memories dedicated to the VMM. These are
for critical VMM code and data that the designer relies upon for

low-latency access.

FPRs -
BFPRs | —

L1 I-cache FPU

648 Unes g T
B-way
64 KB

Gated Store
Bufter L1 O-Cache ’

Locel Program

! L2 Cache
328 Lines
| ] 16-way >  512XB

8 KB St 84 KB 4-way

ALUY [

ALUO —‘

ransmeta Crusoe TM5800 Microarchitecture.

(<>

64 GPRs

The big optimization challenges in the Crusoe involve breaking the
complex IA-32 instructions into RISC-like micro-ops and then find-
ing parallelism and scheduling them into VLIWSs. Because an in-
order VLIW microarchitecture is used, code reordering is a key part
of the optimization process. To provide support for reordering, the
Crusoe designers built some special features into the implementa-

tinn TG A
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Being able to move load instructions is perhaps the most important

type of reordering, because load instructions take longer to execute

than most other instructions, especially if there is a cache miss. That

is, it is desirable to reorder a load instruction higher up in the in-

struction stream so that it executes earlier and can therefore elimi-

nate or reduce the wait time of subsequent dependent instructions.

For example, consider the code ir

, which contains two

loads and two stores with an add instruction that consumes the two

loaded values. It would be desirable to move the load instructions

higher in the code sequence, as is shown ir

. Then

there are other intervening instructions that can overlap with the

execution time of the loads. Consequently, the time the add instruc-

tion might have to wait for its input operands is reduced, especially

if one or both of the load instructions should miss in the data cache.

However, moving the load instructions up may be unsafe, because

the store
decomprass
512KB
2MB 8KB Local
compressed »
VMM VMM Inst. Mem,
_ _| BKB Local
Prog. Mem.
14MB
Crusos _ S4KB
Data & | -Cache
Translations
_ 64KB
N D-Cache
ransmeta {rusoe Memory Hierarchy.
Rescheduled Rescheduled
Driginal code (unsafe) (protected)
st 0(rl),r2 1d r3,0(r4) T1dp r3,0(r4) =x
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peatedly traps, then the VMM can reorder the code more conserva-
tively, taking care to leave the overlapping load and store in their
original sequence.

The 1dp/stam pair is an excellent example that illustrates the inter-
play between the codesigned hardware and software in a code-
signed VM. In this case, where a VLIW is used, the ability to reorder
code is very important, and the 1dp/stam instructions, in conjunc-

tion with the dynamic optimization code, facilitate code reordering.

7.8 Case Study: IBM AS/400

The architecture of the IBM AS/400 (derived from the earlier
System/38) is perhaps not as widely known as other “textbook” com-
puter architectures, but it is both highly innovative and commer-
cially successful The AS/400 includes a codesigned VM
—in fact, the whole system, including system software, was de-
signed from scratch using a fully integrated approach, so one could
say the entire system was codesigned from top to bottora. Unlike the
other codesigned VMs discussed in this chapter, however, the
System/38 was not designed to support an existing, conventional
ISA. Rather, the original Systern/38 designers invented a new, high-
level ISA with the goals of software simplicity and machine (hard-

ware) independence.

Liser applications; User applications;
0s os
Ml X LIC Ml & LIC
Translator; Translator;
Implememation-cependent OS5 implemenrtation-depandent OS
IMPI PowerPC
Proprietary platform PowerPC plattormn
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The AS/400 uses an object-based ISA (the MI). So in this way it also
follows a similar philosophy to the Java VM and the CLI

However, in the AS/400, the MI itself is object based, in the sense
that there are architected object types and type-specific instructions
built into the MI. The programs that run above the Mi do not neces-
sarily have to be object based, however. In contrast, with Java and
the CLI systems, the V-ISA includes architected primitives that are
then capable of supporting the ohject-oriented programs that run
above the V-ISA level; the only architected objects with their own in-

structions are arrays.

7.8.1 Memory Architecture

The MI has a memory architecture composed of objects. The objects
are completely isolated from one another and can only be accessed
via pointers; see There are a number of object types
supported and used by MI instructions. The simplest type of object is
simply called a space, which, as the name suggests, consists of a
space for data. Other objects contain object-specific information, i.e,,
a “functional part” as well as space for constants and other object-
related data. An object can be accessed only through a pointer cre-
ated specifically for at object. To access a location inside a space, a
space pointer or data pointer (for typed data) must be used. The
functional part of an object is implementation dependent and is ma-
nipulated only by MI instructions specific to that type of object; the
contents of the functional part are not otherwise visible above the
MI. The MI-supported objects can he created, destroyed, and modi-
fied by programes.

Actual address values contained in pointers are not made visible to
software above the MI level. Pointers can be used only for accessing
data, and pointers cannot be modified with ordinary instructions. If
an attempt is made to write to a memory location containing a

pointer, then its ability to be used as a pointer is immediately de-
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stroyed. The implementation of this feature is described shortly.

Context (library) object

name - {space)

name

name

.

name
<

name N / é T ooeat

posp nma'ca 4 {temporary)

object oblect

Al Memaory Architecture. Memory consists of objects, which may be either
vt e e SiSEERL) OF temporary. A typical object contains a functional portion, accessi-
ble only via instructions specific to that type of object, and a space portion that can be mod!-
fied with conventional instructions. The simplest object consists only of a space.

Protecting the integrity of pointers is an essential part of any object-
based system. It is interesting to contrast this method of pointer pro-
tection with the one used in the Java VM, where references are pro-

tected by carefully tracking their type so that illegal operations on

references simply never occur in a properly verified program.

Although the MI cbject-based memory architecture is reminiscent of
the heap used in Java and MSIL, a fundamental difference is that the
AS/400 implements a system VM, so objects must persist over the
lifetime of the system rather than just the lifetime of a process.
There are no conventional files, from the perspective of the OS and
applications. All storage, both in DRAM and disk, is one large object-
based memory managed heneath the MI level. All long-term storage
is done via permanent objects. Each of these permanent objects has
a narue that is contained in an MI object called a context (or a library
in the operating system, 05/400). To get a pointer to an object, a pro-
gram can specify a context and an object name; if the program is au-
thorized to access the object, it is then given the correct pointer. This
is sim 1r to opening a file in a conventional system. Permanent ob-

jects persist in the system until they are explicitly destroyed.
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In addition to permanent objects, a process can create temporary
objects for its use as it runs. These temporary objects do not neces-
sarily have a pointer held in & context, and they remain in the sys-
tem until the system is rebooted. This ensures that there are no ac-
tive programs that have a pointer to a temporary object at the time
it is removed. There is no garbage collection in the AS/400, so this is

the mechanism by which temporary space is returned to the system,

The implementation of the object-based memory, including all of
memory management, is done entirely below the MI level. Main
memory is based on the conventional PowerPC segment/page-
mapping structure, as described in Appendix Section A.8.1. The ob-
ject pointers are encoded in 128 bits, but the upper 64 bits contain
type information and in some cases authorization information, and

the lower 64 bits are essentially a 64-bit PowerPC virtual address.

The only significant extension to the PowerPC memory architecture
is the adding of protection for object pointers, i.e., to prevent a pro-
gram from overwriting a pointer in memory with an arbitrary
value, and then later using it for an unauthorized memory access.
This is accomplished by adding special instructions for loading and
storing pointers and adding a “65th” bit to each memory double-
word. This 65th bit indicates whether the location contains a pointer
(actually half of a 128-bit pointer). A load-pointer instruction checks
this pointer bit; if set, it sets a condition flag that can be checked to
verify that a valid pointer was loaded. A store-pointer instruction
stores a pointer and sets the pointer bit(s). Every conventional (non-
pointer) store always clears the pointer bit. Hence, any attempt to
overwrite a pointer with a regular store results in what will be rec-
ognized as a nonpointer if it is ever accessed via a load-pointer in-

struction.

7.8.2 Instruction Set
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The MI instructions are not intended to be executed directly, nor are
they intended to be interpreted (although, in theory, they could be).
They are essentially in a form that must be further compiled (trans-
lated) to the host platform’s ISA before they can be directly exe-
cuted. In the original System/38 this was the IMPI; in the more re-
cent systems, it is an extended PowerPC ISA. The MI ISA performs
fairly conventional operations that can operate on normal data
types held in a space. It also has instructions that operate on MI-

defined objects.

The MI instruction format, shown ir , consists of an op-
code and operand fields. The opcode is two bytes; the opcode exten-
der (described shortly) is also two bytes. There are zero to n operand
fields, each three bytes long (in the original System/38, two bytes).
For basic arithmetic and logical instructions there is a long format
and a short format. The long format is operand1 «— operand2 op op-
erand3, where “op” is the operation being performed. The short
form is operandl « operandl op operandZ, i.e., the first operand is
both a source and a destination.

2 bytea 2 bytes 3 bytes 3 bytes 3 bytes 3 bytes
opcode e:tp:::::r operand 1 - cperand n |destinationl| ... |destination4
{optional) {optional) {optional) {optional) {optional)

(a)

addn & br'anchleq Dlgt 0] 1] l DI sum ] addendl | addend2 ldes:inaticml destination2

(b}

5/400 Instructions. (@) The general instruction format; (b) an example in-
et mmem e e FfOrMS an addition and a multiway conditional branch.

An interesting feature of the MI is that every instruction can include
a four-way conditional branch or can evaluate up to four predicate
values (called indicators in AS/400). These are implemented via the
extended opcodes. If there is an opcode extender, then the instruc-
tion also has up to four branch destinations {or addresses for indica-

tor values). The 16-bit extended oncode is divided into four 4-hit
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fields. Each of the 4-bit fields encodes a condition, such as greater
than zero, equal to zero, less than or equal to zero, etc. If the opcode
extension is for a branch and the result of the instruction matches
the first test condition, then there is a branch to the first branch des-
tination; if it matches the second condition, it branches to the sec-
ond destination, etc. A condition of zero indicates no test (and no
destination is given). Similarly, for an indicator-setting instruction,
the four destination fields correspond to up to four locations in

merory where true/false predicate flags are stored.

For exaruple, the instruction ir does the following—it
performs an addition on addendl and addendZ, and the result is
placed in sum. Then if the sum is zero, it branches to destination1; if
the sum is greater than zero, it branches to destinationZ; otherwise,
there is no branch, and the next instruction is executed. This in-
struction takes a total of 19 bytes, but it is important to keep in mind
that this is the architected representation for the instruction. Before
it is actually executed, it is translated to an implementation-
dependent form that will be more compact, and it does the work of
rmultiple RISC instructions. This instruction, for example, would
likely compile to three PowerPC instructions, an add followed by
two conditional branches.

The next matter is the way the operands are specified. The operand
fields point into a two-level table that contains descriptors of the op-
erands; this is called the object definition table, or ODT. As used here,
the term object is being overloaded; these so-called objects are dif-
ferent from the true architected objects to be discussed later. The
ODT, along with an instruction referencing it, is illustrated ir

The first-level table is the ODT direction vector (or ODV). This
table consists of up to 16 million fixed-length fields that are directly
addressed by the 3-byte instruction operand fields. The entries in
the ODV contain a description of an operand type along with an op-
tional pointer to the second-level table, the QDT entry string (OES).
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The OES is used tor those operand descriptors that don’t fit in the
fixed-length ODV entry.

Program Sl'instr'uct'innl addnl 34 | 32 ] 3 [mulnl 36 l 34 | 37 ['instruct*ionl?

B 1 3 x» 0 x 35 36 37
QoT
Direclionl |---lconstant|b1‘nary(2)l ]binary(Z)l Fn' nary(4)|constantl---]
Object | Veclor %
Definition 5
Table | o 3
Entry V[ aa23 | | 130F | {¢
Sting
pecifying AS/400 Operands. AS400 operands are specified by an object defi-
T
In the example shown ir two Instructions in a program

are shown along the top. The first instruction is an addn {(add nu-
meric). Its first operand is specified in ODT entry 32 and the other is
in ODT entry 31. These operands are 2-byte binary (two’s comple-
ment) numbers. The second operand is a constant (x4A23), and the
pointer in ODT entry 31 points to the OES entry that holds the con-
stant value. The result is also a 2-byte number (as indicated by entry
34). The second instruction takes the result of the first as one oper-
and and a second constant (x13DF) as the second and multiplies
them to form a 4-byte binary result. In these arithmetic instructions
the opcodes, add numeric and multiply numeric, are generic; the ac-
tual type of operation (two’s complement, decimal, or floating point)

1s determined from the types of the operands given in the ODT.

Note that the entries in the QDT indicate the types of operands and
the data flow (e.g., that the result of the addn is an input to the
muln). The actual storage locations for operands are assigned only
after the MI is translated to the implementation instructions. At that
time the specified operands may be assigned to registers, to a VMM-
managed region of memory, or hoth. The constant operands would
likely be translated into immediate fields of implementation instruc-
tions. This is very much like the register assignment process ordi-

narily performed in a compiler backend; here, it is deferred to the
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VMM translator.

As pointed out earlier, all logical memory resides within objects;
therefore accessing operands in memory must be done through
pointers. Pointers are another operand type that can appear in the
ODT. A pointer is returned when an object is created or when a sym-

bolic pointer (e.g., as would be held in a context) is resolved.

As noted earlier, some instructions are object specific. The list of MI-
supported objects is given below. Note that because the AS/400 was
targeted at commercial applications, it has a number of objects in-
tended to support databases. The operating system can use these ob-
jects directly for its purposes (the OS is also object based), or it can

use these objects as primitives to build OS-defined objects.

Access group, Context—objects used for object management

Authorization list, User profile—objects used for supporting secu-

rity

Byte string space, Data space, Dump space, Space—objects whose

primary use is to hold data

Commit block, Cursor, Data space index, Dictionary, Index,
Journal port, Journal space—objects whose primary use is to sup-

port database operations

Class-of-service description, Mode descriptor, Process control
space, Queue, User profile—objects for process management, used
by the OS

Controller description, Logical unit descriptor, Network descrip-
tion—objects used to support 1/O

Module, Program—abijects that contain translated code
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7.8.3 Input/Output

Because of the focus on commercial applications, the I/O system in
the AS/400 is a very elaborate one, based on I/O processors (I0Ps),
separate from the central processor. Consistent with the overall
AS/400 philosophy, I/O is divided into implementation-independent
and implementation-dependent parts, with the MI separating the
two. The presence of I0Ps simplifies the task of pushing the device-
dependent aspects out of the central processor (and well below the
MI layer).

At the level of the MI there is no secondary (disk) storage; rather, it
is part of the unified memory architecture. In other words, disks are
not considered to be part of the I/O system, and they have no pres-
ence above the MI level. All disk management software, drivers, etc.
exist in the implementation-dependent part of the system. It should
be pointed out that taking this approach is simplified in an environ-
ment where a single company is designing the entire system, i.e.,
where there is a high degree of vertical integration. The I/O devices
visible above the MI layer are divided into generic types, for exam-
ple, printers, keyboards, graphics displays. The logical characteris-
tics of each of these general types are characterized by MI-level sys-
tem objects called logical unit descriptors. Similarly, device con-
trollers that may be present in the system can each control multiple
devices. Two other MI-level objects, the controller descriptor object
and network descriptor object, contain the logical characteristics of
device controllers and network interfaces. The operating system in-
teracts with software below the MI level (and, in effect, with the I/O
devices) through instructions that operate on the MI-level objects.

7.8.4 The Processor Resource

Above the MI leve], the operating system establishes overall usage

policies, for example, what the priorities the processes should be

and urhat rmiantac af rrariniice racanireac chinld ha 'I'ha artiial inanla
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does not have to recreate the program object for the new host plat-
form. Rather, when the user attempts to execute the program object
on the new platform, the software below the MI layer will recognize
that the translated code is for a different platform and use the origi-
nal program template to produce a translation for the new host plat-
form and place it in the program object.

Finally, it is interesting to compare this overall approach to
implementation-dependent concealment with that used by the other
codesigned VMs discussed in this chapter. The other codesigned
VMs perform both translation and caching of translated code in a
concealed manner. This means that each time a program is exe-
cuted, it must be translated from scratch and then held in a code
cache until the program terminates, at which time the code cache
contents are discarded. In the AS/400, the fact that programs must
be translated is not concealed, yet the actual translated code is con-
cealed (within an object). Because the translation process is not con-
cealed, the system can maintain translated programs in a persistent

way, by treating them like any other persistent objects.

7.9 Summary

To some extent, modern codesigned VMs, as exemplified by the
Transmeta Crusoe, should still be considered a somewhat experi-
mental approach to computer design. This approach is based heav-
iy on dynamic translation to a concealed code cache. Translations
do not persist between successive program runs, so translation
overhead is a major concern. On the other hand, it takes tens of mil-
liseconds to access the disk when loading a conventional program
or when performing other loading and linking tasks, possibly in-
cluding additional dynamic loading and linking, as the program
runs. When viewed from this perspective, the time required for dy-

namic translation does not appear so great, and, in a sense, it could
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just-in-time compilation for HLL VMs will tend to make this ap-
proach appear more conventional as time passes.

The earlier AS/400 object-based approach, although successful and
still used in the IBM iSeries machines, has not been copied in other
commercial products. It is based on an unconventional separation
of hardware and software functionality that probably works best in
a completely vertically integrated system development environ-
ment. This design environment is much less common today than it
was when the AS/400 (System/38) was first developed. A recent re-
search project at the University of Illinois advo-
cates a new V-ISA that is in some respects similar to the AS/400 MI; it
uses object-based memory architecture and a register-intensive in-
struction set. A primary goal is passing performance-critical infor-
mation down to the hardware, where it can be more readily used. In
other related work, the DELI project (Desoli 2002), builds on the ear-
lier HP Dynamo project, and provides a callable interface into the
emulation layer, thereby allowing application or system software

the ability to interact with the emulation process.

Thus far the only real example of a modern codesigned VM is the
Transmeta Crusoe, although the IBM Daisy/BOA project was carried
far into software development and simulation. Both of these sys-
tems use a target ISA based on VLIW, and the suitability of VLIW for
general-purpose computing remains a topic for debate. The
Transmeta processors are targeted at power efficiency; their perfor-
mance is not at the same level as the high-end superscalar proces-
sors that dynamically reorder instructions. Because most contempo-
rary processors use out-of-order superscalar designs, when evaluat-
ing performance it is difficult to separate the codesigned aspect
from the VLIW aspect to reach any conclusions regarding the over-
all suitability of the codesigned VM approach. The bottom line is
that the codesigned VM approach remains a very interesting tech-

nology whose full potential remains to be fully determined.
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System Virtual Jachines

t was observed very early that many of the hardware resources in
Ia typical computer system are underutilized. The concept of time
sharing was developed to improve resource utilization by allowing
multiple users to access a single computer system simultaneously,
with each user heing given the illusion of having access to a full set
of system resources. In order to create this illusion, a multiprogram-
ming operating system essentially implements a process virtual ma-
chine for each application-level program and switches resources

among the programs on a time-shared basis.

System virtual machines take this concept one step further by pro-
viding a similar illusion for cornplete systerns. A system VM environ-
ment is capable of supporting multiple system images simultane-
ously, each running its own operating system and associated appli-
cation programs. Each operating system controls and manages a set
of virtualized hardware resources, as illustrated ir The
virtual resources include a processor (or processors), storage re-
sources, and peripheral devices needed to perform input and output
(I/0) for the system.

In a system VM environment, real resources of the host platform are
shared among the guest system VMs, with a layer of software, the
virtual machine monitor (VMM), managing the allocation of, and ac-
cess to, the hardware resources of the host platform. The VMM owns
the real system resources and makes them availahle to one or more
guest operating systems that alternately execute on the same hard-
ware. Thus, a guest operating system in a virtual machine environ-
ment is given the illusion of owning the resources it subsequently
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sumes, then the virtualization process may need to take special
steps to ensure compatibility. We discuss considerations that are

specific to multiprocessor virtualization ir

When the guest and host ISAs are different, software in the VMM
can emulate the virtual ISA using the techniques described in

will address some of the system VM issues
that arise where the ISA of the guest is different from that of the
host.

8.1 Key Concepts

In this section we provide an introduction to the various parts of a
hardware platform, with a view to understanding how virtualiza-
tion can be achieved.

To
‘|‘ network
Disk Memory Natwork
Controlier Printer
CPU
Terminal
Controller I ’_2’:::::3
| — R T Bl fo
user 1 | I I [ u user 2
I I L L |
Speakers Keyboard CD-Drive Speakers Keyboard CD-Drive
Display I Mouse Display Mouse

lardware Replication for a Two-User Virtual Machine System. The terminal

'cts and tags the requests from multiple users. If such a piece of hardware is
not available, the computer backplane must have enough slots to accommodate the adapters
for both sets of personal devices.

8.1.1 Outward A )pearance
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The illusion of multiple machines is an important part of many VM
systems. This illusion can be accomplished purely by software
means or, in some cases, through a replication of a subset of the
hardware resources. For example, there may be cases where the
physical resources used directly by individual users—namely, the
keyboard, display, and personal peripheral devices, such as a CD
ROM drive—are replicated, with one dedicated set for each user,
while the rest of the hardware is shared via virtualization software.
This situation is shown ir

Alternatively, when a single user wishes to run two operating sys-
tems on the same hardware, there is no need to replicate any of the
physical devices. Yet the user can be provided with the illusion of
running both operating systems simultaneously. By using a hard-
ware switch or, more typically, by entering a special key sequence
on the keyboard, all the personal devices can be switched from one

virtual machine to the other.

In some system VM environments, one of the operating systems may
be considered more important than the other. The user interface of
the first provides a window displaying the full user interface of the
second. Interactions with applications running on the second oper-
ating system take place within this window. In a hosted virtual ma-
chine, for example, if the host operating system were Windows, a
graphical window could be established on the desktop interface to
interact with a virtual machine on the same platform. This sclution
1s similar to the DOS window that may be brought up within the
windows desktop interface to run legacy DOS applications.

8.1.2 State Management

The architected state of a computer is contained in and maintained
by the hardware resources of the machine. From a performance
point of view, all state-holding hardware resources are not equiva-

lent. There is usually an architected hierarchy of state resources,
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ranging from registers at the top of the hierarchy to secondary stor-
age (e.g., disks) at the lower end of the hierarchy. In a VM system,
each virtual machine has its own architected state information, and
there may or may not be adequate resources in a host hardware
platform to map each element of a guest’s state to its natural level in
the host’s memory hierarchy. For example, a guest’s register state
may actui y be held in the main memory of the host platform as
part of a register context block.

In normal operation, the VMM periodically switches control among
the guest VMs. Regardless of where the state is actually held, as op-
erations on the guest’s state are performed (e.g., via instruction exe-
cution)}, the state maintained on the host machine should be modi-
fied just as it would be on the guest’s native platform. This is essen-
tially the VM isomorphism discussed in the book’s introduction and
illustrated ir There are two basic ways of managing
guest state so that this is accomplished.

One way is to employ a level of indirection, by holding the state for
each guest in fixed locations in the host’s memory hierarchy with a
VMM-managed pointer indicating the guest state that is currently
active. As the VMM switches among guest systems, it changes the
pointer to match the current guest. This is illustrated ir )
where the pointer actually points to the register context block of the
currently active guest virtual machine. This is analogous to the situ-
ation in virtual memory systems, where the page table pointer is
used by the operating system to point to the address space of the
currently active process.

The approach of using indirection can be relatively inefficient if the
memory resource that holds state in the guest VM has characteris-
tics that are different from those on the native platform, as in the
example o] , where the register state is actually held in
memory. In such a case, in order to perform a copy operation from

register A of virtual machine 2 to rerister B of the same virtual ma-
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), the VI M copies the entire guest register contents into the
host’s register file at the time virtual machine 2 is activated by the
VMM (after saving the registers of the previous guest). With this ap-
proach, the operation of moving a value from register A to register B
is achieved by directly executing a native register-move instruction.
In many system VM implementations, the goal is to execute guest
code natively (i.e., without emulation) on the host platform. Thus, in
the register example, after the one-time overhead of switching out
the old virtual machine registers and switching in the registers of
virtual machine 2, execution can proceed at the same rate ason a
rmachine running the guest natively.

The choice between indirection and copying depends on the fre-
quency of use and whether the guest state being managed by the
VMM is held in a different type of hardware resource than on a na-
tive platform. For frequently used state information, such as the
general-purpose registers, it is usually preferable to swap the state
of the virtual machine to the corresponding real resource each time

the virtual machine is activated.

8.1.3 Resource Control

Within a system VM environment, hardware resources, including
the processor resource, are assigned to a VM at the time it is created
according to configuration specifications. Once resources are given
to a guest VM, it is important that there be a way for the VMM to get
them back so that they can be assigned to a different VM. Thus, the
VMM must maintain overall control of all the hardware resources,
even though they are temporarily being used by the guest VM cur-
rently running. This section examines ways in which this can be
achieved.

First note that a similar issue arises in the case of conventional time-
sharing systems—multiple jobs are concurrently being executed on

the machine, with each job having full access to its resources at any
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INg system caled e CONvVersarional Monor Systermn (Livld), mainly
to demonstrate the advantages of modularization for system evolu-
tion. The CP/CMS design separated the function of resource manage-
ment from the function of providing services to the user. The suc-
cess of the project was in large measure due to the design of the
System/370 architecture, which allowed an elegantly simple imple-

mentation of the virtual machine concept.

Even though CP and CMS are often referred to as a pair, one can ex-
1st without the other. In fact, CMS was developed on the bare ma-
chine before CP existed, and CP has hosted many operating systems
in its life, including, most recently, Linux. As its importance and
popularity grew, special hardware features were added to the
System/370, primarily to reduce virtualization overhead. Some of
these enhancements will be discussed ir

8.2 Resource Virtualization—
Processors

The key aspect of virtualizing a processor lies in the execution of the
guest instructions, including both system-level and user-level in-
structions. There are two ways this can be done. The first is through
emulation. As described ir emulation can be performed
through either interpretation or binary translation. Emulation in-
volves examining each guest instruction in turn, either repeatedly
when interpreting or once when performing binary translation, and
emulating on virtualized resources the exact actions that would
have been performed on real resources. Emulation is the only pro-
cessor virtualization mechanism available when the ISA of the guest
is different from the ISA of the host. As we shall see presently, how-
ever, an emulation-like process may be necessary at times even
when the two ISAs are identical. Such a situation occurs when in-

structions that interact with hardware resources need to operate

differentiv nn a virtnalized nrarecenr than an a real nrare<gar
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The second processor virtualization method uses direct native execu-
tion on the host machine. This method is possible only if the ISA of
the host is identical to the ISA of the guest, and even then only un-
der certain conditions. It is always possible to build a virtual ma-
chine by using emulation. However, even with sophisticated tech-
niques such as binary translation, the performance of a program on
the virtual machine will rarely be as good as its performance on na-
tive hardware. Therefore, a basic design goal for system VMs with
identical guest and host ISAs is that a significant fraction of the in-
structions execute directly on the native hardware. If this 1s possi-
ble, a program will often run on a virtual machine at about the
same speed as on native hardware, unless there are memory or I/O
resource limitations. The overhead of emulating any remaining in-
structions depends on several factors, including the actual nurmmber
of instructions that must be emulated, the complexity of discovering
these instructions, and the data structures and algorithms used for

emulation.

The following three subsections characterize those instructions in
an ISA that must be emulated in order for a VMM to be successfully
constructed. The techniques used for emulating the special instrue-
tions depend on the characteristics of the ISA. We will see that for a
well-behaved, efficiently virtualizable ISA, a trap occurs naturally
when an instruction needs to be emulated, the trap handler jumps
to an appropriate interpreter routine, interprets the single instruc-
tion, and returns control back to the original program. In other, less
well-behaved ISAs, the difficulty of isolating the instructions that
need to be emulated raay force a larger number of other instruc-
tions to be emulated 1ddresses the problem of discov-
ering such instructions. In these cases, emulation performance can
be improved by translating a group consisting of several instruc-
tions at a time using techniques similar to those described in
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the relocation bounds register or on the mode of operation. If an in-
struction is neither control sensitive nor behavior sensitive, it is

termed innocuous (sec

The LPSW and SPT instructions mentioned earlier are examples of
control-sensitive instructions. Their use allows an operating system
to change some basic resource of the system, such as the mode of
operation or the CPU timer. Examples of behavior-sensitive instruc-

tions follow.

B Load Re: Ad ‘ess (LRA, Systemn/370): T s nstructiont. esa- tual address,
trar 1tes it, and saves the corresponding real address in a specified general-
purpose register. The behavior of this instruction (i.e.. the result value stored in
the register) depends on the state (mapping) of the real memory resource.

B Pop Stac into Flags Register (PC F, Intel 1A-32): This instruction pops the
flag registers from a stack he | in memory. One of the flag registers is the
interrupt-e ble flag, which can be modified only in prnivileged mode. In user
mode, this instruction overwrites all flags except the interrupt-enabie flag. For
the 1 rrupt-enable flag, the instruction acts as a no-op when executed in user
mode. The behavior of this instr  tion therefore depends on the mode of

operation.

Instruction
trap occurs

Dispatcher Privileged

Thesae instructions s
instruction

desire to change

maching resources, Interpreter
e.g., load relocation Routine 1
bounds register ..
‘ 9 Privileged
Allocator Instruction
Interpreter
Routine 2

These instructions do not

change machine resources interpreter
but access privileged Routine n
resources, e.g., iN, OUT,
Write TLB
220192 12/23/2024, 2:45 PM
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‘omponents of a Virtual Machine Monitor.

The functions of the VMM can be divided into three parts, a dis-

patcher, an allocator, and a set of inferpreter routines. These compo-
nents of the VMM are depicted ir
top-level control module of the VMM, which decides the next mod-

The dispatcher is the

ule to be invoked; it is invoked by the interrupt handler when the
hardware traps. The allocator decides how system resources are to
be allocated, e.g., how to allocate memory resources in a noncon-
flicting manner. The allocator is invoked by the dispatcher when-
ever there is a need to change machine resources associated with

some virtual machine.

As we shall see, in a well-constructed VMM, any instructions that at-
tempt to change resource assignments or whose behavior is affected
by the assignment of resources will trap to the VMM dispatcher. The
trapping instructions that attempt to change resource assignments
are then directed by the dispatcher to the allocator. The dispatcher
directs all remaining traps to the interpreter routines. The inter-
preter routines, one per privileged instruction, emulate the effects
of the instructions when operating on virtual resources. After an in-
terpreter routine finishes, control is passed back to the guest virtual
machine at the instruction immediately following the one that

caused the trap.

According to Popek and Goldberg, a potential virtual machine moni-
tor must satisfy three properties before qualifying as a true virtual
machine monitor: efficiency, resource control, and equivalence.
Efficiency implies that all instructions that are innocuous must be
executed natively on the hardware, with no intervention or emula-
tion by the VMM. Resource control implies that it should not be pos-
sible for guest software to directly change the configuration of any
system resources available to it, e.g., real memory. The allocator
must be invoked if the guest software makes any such attempt,

Equivalence implies that any program executing on a virtual ma-
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chine must behave in a manner identical to the way it would have
behaved when running directly on the native hardware, with only a
few exceptions. The allowed exceptions are that (1) performance
can be slower due to the emulation (e.g., interpretation) of certain
instructions, (2) there may be a limitation on the extent of resources
available, e.g., disk space, because of sharing among virtual ma-
chines, and (3) there may be differences in performance due to
changed timing relationships, e.g., between the I/O and the proces-

SOr.

Here, the reader should note that this formulation of a VMM is
somewhat at odds with the common definition and the definition
used elsewhere in this book. It is intuitively clear that the resource
control and equivalence properties should hold for a VMM.
Furthermore, it should always be possible to construct a VMM with
these properties, however inefficient, by employing emulation tech-
niques whenever necessary. In effect, it is these two properties that
we (and others) typically assume when defining a VMM. In the
Popek and Goldberg formulation, a VMM must also be “efficient” in
order to be considered a true VMM. And it is the efficiency condition
that most heavily depends on the condition stated shortly ahead in

Theorem 1.

An alternative formulation would define a VMM to have only the
properties of resource control and equivalence and then to define
an efficient VMM to be a VMM that also satisfies the efficiency prop-
erty. With the exception of the Popek and Goldberg theorems, we
use these alternative definitions of VMMSs and efficient VMMs in this
book. Here, then, is the key theorem regarding (efficient) VMMs.

Theorem 1: For any conventional third-generation computer, a vir-
tual machine monitor may be constructed if the set of sensitive in-
structions for that computer is a subset of the set of privileged in-

structions.
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There are two effects that usually restrict the ability to create an ef-
ficient recursively virtualizable system. First, if the VMM itself has
timing dependences, then its performance could be affected ad-
versely when it runs in user mode within another virtual machine.
In fact, the presence of timing dependences in a program could end
up violating one of the conditions of Popek and Goldberg—the
equivalence property. Thus a strong requirement for a recursively
virtualizable system is that a VMM without any timing dependences
be constructible for the system.

The second effect comes from the fact that each VMM layer uses up
its own resources, particularly system rermory resources needed to
keep the state of the various virtual machines running on the sys-
tem. If recursive virtualization is repeatedly performed, then these
resources keep shrinking to a point where little is left for allocation
to the virtual machines. As a result, the number of programs that
run with identical effect on the real and virtual machines shrinks as

the number of levels of virtualization increases.

Neither of these is a problem, in practice, however. Seldorm does the
required number of levels of virtualization go beyond two. At this
level of recursion, the overhead is still contained; moreover, the
user is usually willing to accept the drop in performance resulting
from the recursive virtualization.

Popek and Goldberg formalized the conditions for recursive virtual-

izability in a second theorem.

Theorem 2: A conventional third-generation computer is recur-
sively virtualizable if (a) it is virtualizable and (b) a VMM without
any timing dependences can be constructed for it.

8.2.3 Handling Problem Instructions
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leged instructions must be emulated as a hybrid virtual machine sys-
tem. Scanning and patching is a pragmatic attempt by a hybrid vir-

tual machine system to execute rmnost nonprivileged instructions na-
tively. Guest VM software containing few critical instructions should

not see a significant degradation in performance.

Original Program Patched Program
«canning and Patching Code in a Hybrid Virtual Machine System,

8.2.4 Patching of Critical nstructions

As noted earlier, the problem of discovering critical instructions has
a lot in common with the general problem of dynamic binary trans-
lation discussed ir The hasic idea in both cases is to lo-
cate sections of code about to be executed and perform transforma-
tions on them. A major difference is that in binary translation, both
the target code and the runtime execute in user mode, and hence a
switch between them can be done via a jump. In the VM context,
there is an actual change of privilege mode, which means that the
jumps to the runtime are replaced with system calls (traps) to the
VMM.

One way to discover critical instructions is for the VMM to take con-

trol at the head of each guest basic block and scan instructions in se-
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quence unui tme enda oI Ne paslc DIOCK 1S reacneaq, II a cruical -
struction is found during this scan, it is replaced with a trap (system
call) to the VMM, and the critical instruction at the location is saved
in a VMM side table, along with its original address. Another trap
back to the VMM is placed at the end of the basicl jckin order to
allow the VMM to regain control when the block completes execu-
tion so that it can scan and patch the next basic block to be exe-
cuted. If the next block has already been patched, the VMM simply
jumps to the next block. This method ensures that every basic block
to be executed is patched first.

To reduce overhead, the trap at the end of a scanned basic block can
be replaced by the original branch or jump instruction after all pos-
sible successor basic blocks have been patched; this is analogous to
chaining basic blocks in a code cache For example, if
the basic block ends with a conditional branch that has heen re-
placed with a trap, the basic blocks located at both the taken and the
fall-through addresses can be scanned the first time the trap is en-
countered. After patching any critical instructions contained in the
successor blocks, the trap is replaced with the original conditional
branch. This technique is relatively simple with direct branches, iL.e.,
branches that have a target specified as an offset relative to the ad-
dress of the branch instruction itself. For indirect jurnps and
branches where the destination address is located in a register, the
trap typically cannot be replaced, because of the difficulty in pre-

dicting all possible target addresses.

In order to further reduce overhead, instead of scanning single bha-
sic blocks at a time, the VMM can scan through all branches that al-
low target computation. Thus for a conditional branch, both the fall-
through as well as the taken branch paths are fc owed during the
initial scan, and this process is repeated until a control-transfer in-
struction is encountered for which it is not possible to determine all
targets. In order to avoid memory paging caused by scanning possi-

bly unused paths, the scanning should be limited to those cade
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cache, which is therefore always protected from the user applica-
tion. On the other hand, self-modifying code remains a problem,
and mechanisms are needed to intercept modifications of the origi-
nal code—such modifications may necessitate invalidations of parts

of the code cache.

8.2.6 Efficient Virtualizability of Common
Instruction Sets

The System/370 architecture provides two modes of operation, a
user mode and a privileged mode (what we have been referring to
generaliy as system mode). The operating system is expected to run
in the privileged mode. Some of the instructions in the instruction
set are privileged; they perform the specified action only when the
processor is in privileged mode. These privileged instructions typi-
cally manage protected resources in the processors. In order to pre-
vent either malicious or accidental modification of these resources,

the privileged instructions trap when executed in the user state.

The VMM for System/370 (called the control program, or CP) has to
run in the privileged mode in order to be able to allocate resources
to different virtual machines at different times. The virtual machine
1s created 1n the privileged mode, but it executes in the user mode.
This ensures that each virtual machine is isolated from other virtual

machines and from the CP itself.

All sensitive instructions on the System/370, in the Popek-Goldberg
sense, are also privileged. VM/370 is an example of a virtual ma-
chine employing direct native execution.

As noted earlier, an interesting aspect of the System/370 VM project
was the development of a single-user operating system that pro-
ceeded in parallel with CP development. This operating system,

called the Conversational Monitor System (CMS), took advantage of
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the CP environment by allowing all applications to run in the
“pseudo-supervisor,” state with the user being allowed to use any in-
struction, whether privileged or not. This is safe because CMS and
applications execute on a virtual machine protected by the CP from
wantonly affecting the real resources of the computer. The ability to
use privileged instructions in their code allows users to experiment
in many ways, e.g., to add input/output devices not allowed by the
standard system hows a comparison of the handling of
privileged instructions at various levels in various schemes. This

feature of the CP/CMS system is highlighted ir

Application Application
Priviteged instructions Privileged instructions
irap to VMM and trap o VMM and
reflected to in VMM
Application ed to OS emulated ;
os CMS
Priviieged msg;ctmns Privileged instructions | | Privileged instructions
rep fo 1rap to VMM and 1rap to VMM and
0S emulated in VMM emulated in VMM
VMM cp
Privileged instructions
directly executed Priviteged instructions Prvileged instructions
directly executed directly executed
Hardware Hardware System/370

(a} {b) (c)

‘omparison of the Execution of Privileged Mode Instructions on a VM/370
erau wa wae w aeatiVe System and Other Virtual Machine Systems. (a} A standard system; (b}
a virtual machine system, (c} the CP/CMS system.

Despite the fact that most of the concepts in this chapter have been
known for at least 30 years, many ISAs developed during those 30
years do not satisfy the sufficient conditions of Theorem 1. For ex-
ample, the most commonly used ISA today is the Intel IA-32, and the
[A-32 contains 17 critical instructions The
likely reason for this is that system VMs have not been considered
important because of the tremendous decrease in the cost of com-
puter systems, which makes it easier for each user to have his/her

own machine. However, in recent years there has been resurgence
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of interest in VMs because of the importance of security in a net-
worked environment and the desire to provide cross-platform com-
patibility of major software packages. Furthermore, large, expen-

sive server systems are shared among many groups of users, and so

several of the original VM motivations remain.

8.3 Resource Virtualization—
Memory

In some respects, a virtual machine can be considered a generaliza-
tion of the concept of virtual memory that preceded it. Virtual mmem-
ory makes a distinction between the logical view of memory as seen
by an application programmer and the actual hardware memory re-
source as managed by the operating system. Appendix A presents a
discussion of the basic concepts underlying virtual memory. Also in-
cluded is a discussion of the structures, e.g., page tahles, needed to
support virtual memory. It turns out that this hardware support is
also sufficient for providing each guest virtual machine in a virtual
machine system, with the view of having (and managing) its own
“real” memory, which, in fact, is an illusion created by the underly-
ing VMM.

8.3.1 Virtual Memory Support in a System
Virtual Machine Environment

In a system VM environment, each of the guest VMs has its own set
of virtual memory tables. Address translation in each of the guest
VMs transforms addresses in its virtual address space to locations in
real memory—this real memory would correspond to the physical
mernory on a native platform; in a VM platform, however, this is not
the case. Rather, in a system VM environment, a guest’s real mem-
ory address must undergo a further mapping to determine the ad-
dress in physical memory of the host hardware. Note that here we
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unaware of the page table structure. With this approach, when a
TLB miss occurs, there is immediately a trap to the operating sys-
tem; the operating system then uses its page table information to
perform the appropriate action.

Most of the older ISAs, including the Intel IA-32 and IBM System/370,
use architected page tables; some of the more recent RISC ISAs use
architected TLBs. Memory resource virtualization in a VM environ-
ment is done somewhat differently, depending on whether the page
table or the TLB is architected. Because the most common system
VMs in use today run on the Intel TIA-32 or the IBM zSeries that
evolved from Systermn/370, we first consider virtualization with an
architected page table. More information about virtual storage con-

cepts in IBM VMs can be found ir

8.3.2 Virtualizing Architected Page Tables

The OS in each guest VM maintains its own page tables. These tables
reflect the virtual-to-real memory mapping that the guest OS man-
ages. As opposed to this virtual-to-real mapping, the virtual-to-
physical mapping is kept by the VMM in shadow page tables, one for
each of the guest VMs lustrates the shadow page ta-
bles for the example ¢ These tables are the ones actu-
ally used by hardware to translate virtual addresses and to keep the
TLB up-to-date. The entries in these shadow page tables essentially

eliminate one level of indirection in the virtual-to-real-to-physical

mapping.

To make this method work, the page table pointer register is virtual-
ized, The VMM manages the real page table pointer and has access
to the virtual version of the register associated with each guest VM.
At the time the VMM activates a guest VM, it updates the page table
pointer so that it indicates the correct shadow version of the guest’s
current page table. If a guest attempts to access the page table

pointer, either to read it or write it, the read or write instruction
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traps to the VMM. The trap occurs either automatically because

these instructions are privileged, or because code patching has re-

placed them with a trap. If the attempt to access the page table

pointer by the guest is a read attempt, the VMM returns the guest’s
virtual page table pointer; whereas if it is a write attempt, the VMM
updates the virtual version and then updates

e real page table

pointer to point to the corresponding shadow table.

Program 1 on VM1 is
currantly active

|  PageTable Pointer / |

Shadow Page Tables
Maintained by VMM

ary.s

Virtual Page

| Physical Page

1000

1000

2000

300

Shadow Page Tabie for
Program 1 on VM1

Virtual Page

Physical Page

1000

Not mapped

4000

Not mapped

Shadow Page Table for
Program 2 on VM1

Virtual Page

Physical Page

1000

3000

4000

Not mapped

Shadow Page Table for

Program 3 on VM2
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_re used by hardware in performing address translation. _.__ . _.___..__.14ges
the shadow tables and is respensible for setting the page table pointer reglster

The true mapping of virtual to physical pages may differ from the
virtual to real view that the guest operating systems have, and page
fault handling must take this into account, First note that the VMM
should not have a virtual-to-physical page mapping in a shadow ta-
ble if the guest OS does not have the same virtual page mapped to
real memory in its corresponding virtual table. Otherwise, an access
that should page fault from the guest’s perspective w not cause a
page faultin the VM environment, thereby hreaking the equiva-
lence property (compatibility). Therefore, when a page fault does oc-
cur, the page may or may not be mapped in the virtual table of the
guest OS. IT it is mapped, this page fault should be handled entirely
by the Vi 1. This is a case where the VMM has moved the accessed
real page to its own swap space. Consequently, the VMM brings the
real page back into physical memory and then updates the real map
table and the affected shadow table(s) appropriately to reflect the
new mapping. The guest OS is not informed of the page fault be-
cause such a page fault would not have occurred if the guest OS

were running natively.

On the other hand, if the page is not mapped in the guest, the VMM
transfers control to the trap handler of the guest, indicating a page
fault. The guest OS then issues I/O requests to effect a page-in opera-
tion (possibly with a swap out of a dirty page). The guest OS then is-
sues instructions to modify its page table. These requests are inter-
cepted by the VMM, either because they are privileged instructions
or because the VMM write-protects the area of memory holding the
page table of the guest. At that point the VMM updates the page ta-
ble and also updates the mapping in the appropriate shadow page
table hefore returning control back to the guest virtual machine.

As we indicated earlier, the real map table contains a mapping of

the real pages of each virtual machine to the physical pages of the
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system. When performing I/O with real addresses (as many systems
do, particularly for paging operations), the VMM converts the real
addresses presented by a virtual machine to physical addresses us-
ing the real map table. Input/output address mapping turns out to
be somewhat tricky because contiguous real pages may not be con-
tiguous in physical memory. Thus, the VMM may need to convert an
I/O request that spans multiple pages into multiple I/O requests,
each referring to a contiguous block of physical memory. It may also
be the case that I/O is to a real address that the VMM has swapped
out of physical memory into its own swap space. In this case, the
VMM must read it back into physical memory before the I/O opera-

tion can proceed.

The simultaneous operation of several virtual machines, along with
the operation of the VMM itself, can degrade the performance of the
system. In practice, therefore, additional considerations apply in or-
der to enhance the performance of a program running on a virtual
machine. An example of this is a policy in the VM/370 CP, which,
when ready to activate a new VM, gives priority to the virtual ma-
chine likely to have most of its active pages already mapped to phys-
ical pages. Another example, used when the same OS is shared by
several guest machines, is to employ a common mapping of the 0S
readonly pages. As VM/370 became popular, hardware features
were added that allowed the performance of virtual machines to be
comparable to that of native hardware. These will be described in

more detail in

8.3.3 Virtualizing an Architected TLB

When an ISA provides a software-managed TLB, then it is the TLB
that must be virtualized by the VMM. To virtualize the LB, the
VMM maintains a copy of each guest’s TLB contents and also man-
ages the real TLB. Any instructions that modify the architected TLB
are sensitive and are intercepted by the VMM so that it can keep the

virlual conies un-lo-date.
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A simple way to manage the real TLB is for the VMM to rewrite the
TLB whenever a guest VM is activated. That is, the VMM copies the
VM’s virtual TLB entries into the physical TLB, after appropriately
translating the real addresses in the virtual TLB to physical ad-
dresses in the physical TLB. This is essentially the same as the
shadow mapping in architected page tables. A problem with this
scheme is that all the TLB entries must be rewritten each time con-
trol transfers from one guest VM to another (or to the VMM). This

TLB rewrite incurs a fairly high overhead, especially for large TLBs.

An alternative method is to leverage the address space identifiers
(ASIDs) that are normally included in each entry of an architected,
software-managed TLB. These are intended to allow multiple pro-
cesses to have address space mappings in the TLB simultaneously.
There is an architected ASID register, and whenever the TLB is ac-
cessed as part of address translation, the current ASID register value
must match the ASID value in a TLB entry in order for the TLB entry

to be considered valid for the active process.

The ASID mechanism can be virtualized to allow the VMM to man-
age the TLB in a globally efficient manner. With this approach, each
guest VM has a virtual ASID register, and the VMM maintains the
real ASID register. At any given time, the VMM maps certain guest
ASID values to real ASID values for entries that are present in the
real TLB. Hence, some cormbination of guest address spaces from
different guest VMs may be simultaneously present in the real TLB,
under control and management of the VMM. If the VMM decides to
put an entry in the TLB and a real ASID has not been assigned to the
a lress space used by the entry, then the VMM must assign a real
ASID to the new address space. This may involve deassigning the
ASID from some other virtual address space and invalidating any
TLB entries using the ASID. If a guest writes to its virtual ASID regis-
ter, the write is a sensitive instruction that is intercepted by the

rm orm ox el B T .1 LRI
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Output

Virtualization of the input/output subsystem is one of the more diffi-
cult parts of immplementing a system virtual machine environment.
Each I/O device type has its own characteristics and needs to be con-
trolled in its own special way. The difficulty of virtualizing I/O de-
vices is compounded by the fact that the number of devices of a
given type is often very large and continues to grow. Moreover, the
nurnber of I/O device types is also increasing. Virtualization of such
a large number of devices is a challenge {or any new VMM.

On the other hand, techniques to share I/O devices have been devel-
oped since the early days of time sharing. The proliferation of I/O
devices is also a problem for conventional operating systems, which
have developed abstractions to support a wide variety of devices
and device types. It is possible to adapt many of these abstraction
techniques for use in virtual machine systems.

The virtualization strategy for a given I/O device type consists of
constructing a virtual version of the device and then virtualizing the
I/O activity directed at the device. A virtual device given to a guest
VM is typically (but not necessarily) supported by a similar, underly-
ing physical device. When a guest VM makes a request to use the
virtual device, the request is intercepted by the VMM. The VMM con-
verts the request to the equivalent request for the underlying physi-
cal device and it is carried out. The next two subsections discuss
techniques for virtualizing devices and carrying out virtual IO ac-
tivity.

8.4.1 Virtua zing Devices

A number of techniques can be used for virtualizing I/O devices, and
the specific technique for virtualizing a given device depends on

whether it is shared and, if so, the ways in which it can be shared.
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Following are the commeon categories of devices.

Dedicated Devices

Some [/0O devices, by their very nature, must be dedicated to a par-
ticular guest VM or at least are switched from one guest to another
on a very long time scale. Exaraples of dedicated I/O devices are the
display, keyboard, mouse, and speakers of a virtual machine user, as
shown ir In this case, the device itself does not necessar-
ily have zed. Requests to and from the device could the-
oretically bypass the VMM and go directly to the guest operating sys-
tem. However, in practice, the requests are usually routed through
the VMM because the guest OS is running in the nonprivileged user
mode. Interrupts from the device are first handled hy the VMM,
which determines that it came from a device dedicated to a particu-
lar guest VM and queues up the interrupt to be handled by the VM
when it is activated by the VMM.

Partitioned Devices

For some devices, such as the disk, it is convenient to partition the
available resources among the virtual machines. A very large disk,
for example, can be partitioned into several smaller virtual disks
that are then made available to the virtual machine as dedicated de-
vices. A virtual disk is treated by a virtual machine exactly as a
physical disk, except with a smaller capacity.

To emulate an IfO request for the virtual device such as a disk, the
VMM must translate the parameters (e.g., the track and sector loca-
tions) into corresponding parameters for the underlying physical
device(s), using a map maintained for this purpose, and then reissue
the request to the physical device (e.g.. the disk controller).

Sim rly, status information coming hack from the physical device
1s used to update status information in the map and is transformed

into appropriate parameters for the virtual device before being de-
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livered to the guest VM.
Shared Devices

Some devices, such as a network adapter, can be shared among a
number of guest VMs at a fine time granularity. Each guest may
have its own virtual state related to usage of the device, e.g., a vir-
tual network address. This state information is maintained by the
VMM for each guest VM. A request by a guest VM to use the device is
translated by the VMM to a request for the physical device through a
virtual device driver. For a network, the VMM’s virtualization rou-
tine will translate a request from some virtual machine to a request
on a network port using its own physical network address. Similarly,
the incoming requests through various ports will be translated into
requests for virtual network addresses associated with the different

virtual machines.
Spooled Devices

A spooled device is shared, but at a much higher granularity than a
device such as a network adapter. An example of a device that is of-
ten spooled is a printer. Conceptually, the printer is solely under the
control of the program that is printing until the completion of the
printing task. This must be the case even if the program is swapped
in and out several times during the printing process. Spooling allows
this to be accomplished In the case
of a printer, spooling involves the buffering of the lines to be
printed from each program in an area of memory dedicated to that
program. A buffer is closed only when the program that owns it
sends a special signal to the printer. The operating system schedules
the printing of the spool buffers as they close, ensuring that the out-
put of each program is printed completely before the printer is allo-

cated to the next program.

Virtualization of spooled devices can be performed by using a two-
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pends on the ability of the VMM to detect such allocation of buffers,
and on the ability of the guest operating system(s) to invoke services
provided by the VMM.

The virtualization of printers of this kind was more appropriate to
the older line printers, which were generally expensive and at-
tached closely to the main computer. Today it is more common to
find multiple printers accessible over a network. These printers al-
ready have the software to buffer and spool jobs from various nodes
in the network. Virtualization of the printer is simple in such an en-
vironment as long as the virtual machine is connected to the net-
work and has it own distinct network ID. The printer software in
this case is unable to distinguish between requests from real ma-

chines and requests from virtual machines.
Nonexistent Physical Devices

Virtualization makes it possible to provide support for virtual de-
vices “attached” to a virtual machine for which there is no corre-
sponding physical device. For example, each virtual machine could
be associated with a network adapter that is used for communicat-
ing with other virtual machines on the same platform, without re-
quiring an actual network adapter to be available on the platform.
In such a situation the virtual machine monitor can simply intercept
the I/O requests coming from the device drivers and emulate the
transmission of the network packet, buffering the packet at the de-
vice driver of the appropriate destination virtual machine and caus-
ing an interrupt to be handled by that virtual machine.

8.4.2 Virtualizing /O Activity

The overall IfO process is illustrated ir As discussed in
Appendix Section A.4.3, an operating system abstracts most of the
peculiarities of hardware devices and makes these I/O devices acces-
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face. Then at a level even lower is the actual operation-level inter-
face, where individual instructions interact with the I/0 system, typ-
ically by placing device-specific addresses and data on an I/O hus.
An application program makes device-independent I/O requests
such as open() and read() through the system call interface. The op-
erating system converts the device-independent requests into calls
to device driver routines. A device driver operates in system mode
and takes care of device-specific aspects of performing an I/O trans-
action. For example, when a file system uses a block device interface
to write to a disk, the device driver converts a device-independent
request to operations specific to the type of disk controller chip

physically attached to the system.

Openrating System

driver calis

11O Drivers

physical memory and VO operations
|| | |
Y v Y ¥
Hardware

Iajor Interfaces in Performing an Input/Qutput Action,

When an I/O action is to be performed, part of the action is carried
out by guest software and part by the VMM. In general, the VMM
can intercept a guest’s [/Q action and convert it from a virtual device
action to a real device action at any of the three interfaces: the sys-

tem call interfnre the device driver inferfaore or the nneratinn-louel
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interface. We will discuss all three possibilities, in reverse order, be-
ginning with the operation-level interface. Note that it is the VMM
that finally interacts directly with the hardware device. Hence it is
the VMM that either invokes the device driver or controls access to

the device driver.

Virtualizing at the I/O Operation Level

Appendix Section A.3.5 contains a discussion of various types of I/O
devices differentiated by the way the processor communicates with
each device. With memory-mapped [/O, common in many RISC pro-
cessors, the effect of sending a command to an I/O controller occurs
by writing to or reading from special locations in the memory ad-
dress space. These memory locations are protected by the operatmg
system by making them inaccessible in user mode. On the other
hand, processors such as the IBM System/360 and its successors as
well as the Intel IA-32 provide special I/O instructions to signal the
device controllers. User programs do not utilize these instructions
directly; they invoke system routines that use privileged I/O instruc-

tions to complete the request.

The privileged (or protected) nature of the I/O operations makes
them easy for the VMM to intercept because they trap in user mode.
IHowever, once intercepted, it may be difficult for the VMM to deter-
mine exactly what I/O action is being requested. A complete I/O ac-
tion (e.g., a disk read) usually involves the device driver’s issuing
several I/O instructions or memory-mapped loads and stores of
small granularity. These individual I/O operations work in concert—
for the VMM to determine the higher-level I/O action to be per-
formed, it must be able to “reverse engineer” the individual opera-
tions and deduce the complete I/O action. This could be extremely
difficult in practice.

V tualizing at the Device Driver Level
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In a typical I/O request, as shown ir a system call such
as readQ is converted by the OS into another call (or calls) to the de-
vice driver interface. If the VMM can intercept the call to the virtual
device driver, it can convert the virtual device information to the
corresponding physical device and redirect the call to a driver pro-
gram for the physical device. This scheme is straightforward and al-
lows virtualization at a natural point, but it requires that the VMM
developer have some knowledge of the guest operating system and
its internal device driver interfaces. This would be difficult if the
VMM is called on to virtualize an arbitrary OS, with no knowledge

of its internals.

In many practical situations, however, the VMM developer may be
targeting specific guest operating systerns. Today, for example, these
might be Windows and Linux. In this case, special virtual device
drivers (one per device type) can be developed for each of the guest
operating systems. These drivers are part of the overall VMM pack-
age distributed to users. Then when a guest OS is installed, the virtu-

alized drivers are installed at the same time.

This approach, when applied to a native VM system (se¢

also requires that the VMM have real device drivers for each of the
devices attached to the system. This problem can be simplified by
“borrowing” the drivers (and the driver interface) from an existing
operating system. For example, one could use the Linux drivers. In a
hosted VM environment, the drivers in the host OS are used; such

an approach is described in the next section.
V tualizing at the System Call Level

In theory, the visualization process could be made more efficient by
intercepting the initial I/O request at the 0S interface, the ABIL Then
the entire I/O action could be done by the VMM. To accomplish this,
however, the VMM would need ABI routines that shadow the ABI

rantinac atrailahla tn tho 11ear Thaen rantinoae arnnld ha Aiffarant far
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each type of guest OS. Writing the ARI emulation routines would
have to be part of the VMM development task and would require
much hroader knowledge of the guest OS internals than writing
drivers (as in the previous subsection). Furthermore, all interactions
between the ABI emulation routines and other parts of the guest 0S
would have to be faithfully emulated. In general, this rather daunt-
ing task could be done only if the guest OS is well structured and un-
derstood intimately by the VMM developer.

Example: Network Virtuallzation

resents an example of the overall visualization process

on a system having a host network adapter, with the virtual ma-
chines themselves implementing virtual network adapters similar
to what was described ix

Two cases are shown. In the first case, we assume that the
virtual network interface card (NIC) is of the same type as the physi-
cal NIC in the host system. A request to send a 1nessage to an exter-
nal computer system typically consists of a number of I/O opera-
tions, here assurmned to be OUT or OUTS instructions in the IA-32 ISA.
Associated with an OUT or OUTS instruction is a port number, say,
0x{0, which is a number in the range of IDs designated for the NIC in
the guest system. Also associated with each port is a state hit that in-
dicates whether the system should trap in response to an I/O request
for that port.

As part of the state of the virtual machine, the VMM saves the per-
mission map for all ports of the guest machine. The OUTS instruc-
tion is a privileged instruction, so when an OUTS instruction is exe-
cuted, the system traps to the VMM, which examines the permission
bitmap of the current guest. If the permission is set, the VMM con-
verts the request to a new OUTS instruction for port 0x280, corre-
sponding to the NIC port on the real machine. It also converts the
virtual address pointing to the string of data to he moved to a virtual
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address in the VMM space pointing to the same string of data or a

copy. The VMM ensures that port 0x280 is enabled in its own per-

mission map and issues the new OUTS instruction. When executed,

now in the VMM’s privileged mode, this OUTS instruction traps to

the device driver installed on the VMM for the NIC, which then per-

forms the desired transfer.

Uner on VM1 OS on VM1 Ml Device Driver
Scenario 1
User sends 08 convarts into VMM sends packet NIC dewic difver
message o G instructions for oh virtual bridge to launches packet
extornal machine, virual NIC, e.g., davice driver of on network using
©.0., using send) QUTS oxfll.... physical NIC, a.g.. wirg gignals
OUTS Ox280,...
Scenario 2
Usar sands OS comvearts into VMM sanxts packet
massage 1o local VO instructions, on virtual bridge to
virtual machine, eg.. device driver of
.., using sondf) ouTS 0nc0,... physical NIC, a.9.,
NIC device driver
converis send
message to a
receive message
User an VM2 08 on VM2 for recatving VM;
ne wire signals
ane penerated
Interrupt handler d
Receiver gats in OS generataa VMM raises interrupt
packet VO insiructions te [* ] i receiver's 05
recoive packet
Usar mode Privileged moda

firtualization of Network Interface Adapter.

The second case is where the VMM takes the original request and

converts it into a different form, either because the physical NIC

available on the system 1is different from the real NIC or because

there is possibly a more efficient means of satisfying the request.

When the physical NIC is not of the same type as the virtual NIC, the

VMM implements a device driver for the virtual NIC that translates

I/O operations directed to it (e.g., OUTS instructions) into other I/0

operations directed toward the physical

C. It is not always possi-

ble to perform such translations on the original sequence of I/O op-
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erations one at a time. In these cases, it is necessary for the VMM to
incorporate a device model of the virtual NIC, which first gathers
enough information from a sequence of incoming I/O operations to
generate the correct sequence of outgoing I/O Instructions for the
physical NIC.

In some cases, 1t is easier to modify the device driver for the physi-
cal NIC in order to handle the I/O operations directly. The second
half o: ;hows a case where the desired communication
is between two virtual machines on the same platform. In this case,
the host device driver, invoked due to the trap of a translated OUTS
instruction as described earlier, determines that the destination ad-
dress of the message is another virtual machine running on the
same platform and does not transmit the message on the physical
wires connected to the NIC, Rather, it internally reroutes the mes-
sage as a received message destined for the receiver’s virtual ma-

chine and schedules an I/O interrupt for the destination guest.

It would also have been possible to do the rerouting in the kernel of
the VMM without involving the device driver; such a solution is
more efficient when implementable. This is the case with the mini-
disk cache (MDC) facility implemented on the z/VM, the current in-
carnation of the VM/370. The minidisk cache attempts to reduce disk
I[/O by caching data in processor storage. In many cascs, cspecially
those where the data is referenced by several virtual machines, the
decrease in disk I/O more than makes up for the possible increase in
the paging I/O. The VMM invokes a routine in the MDC layer that de-
termines whether a disk request can be satisfied from the cache. If

so, then the call to the physical device driver is completely avoided.

8.4.3 Input/Output Virtualization and Hosted
Virtual Machines

As described ir a hosted virtual machine system is
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The I/O organization on the System/370 uses an IOP-based model, as
shown in Appendix Figure A.5d. The IOP gets commands from the
processar, initiates I/0 requests on behalf of the processor, controls
the transfer of data directly between the [/O device and memory,
and informs the processor by means of an interrupt when the 1/0 is
completed. The System/370 10Ps are called channels, and communi-
cation between the OS and the channels occurs through a program
built from special instructions called channel command words
(CCWs). Each CCW includes an address in memory, the length of
data to be transferred, and a command to an IfO device. The process
of making a request to the channel involves building in memory a
sequence of CCWs and then issuing a privileged start I/O (SIO) com-
mand that includes a pointer to the CCW. As far as the processor is
concerned, execution of the SIO is completed once the device is de-
tected and the I/O operation is actually started. On completion of the

[/O operation, the issuing processor is served with an IO interrupt.

In a virtual machine, an I/O request to a device takes a similar path,
provided the device is physically implemented. The virtual machine
sets up the CCW in its virtual address space. The SIO instruction is
privileged and hence trapped. The CP (VMM) refers to the shadow
page table to map the virtual address of the CCW to a physical ad-
dress. Based on this CCW 1t builds a new CCW, translating the device
address specified by the virtual machine to the address of the physi-
cal device to which it is mapped. The CP also indicates the translated
physical storage location for the data to be interchanged with the I/
O device and ensures that these pages are physically in memory.
The use of paging complicates this translation process, because I/O
commands that span more than a page may need to be broken up
into multiple CCWs. The CP then sends an SIO command targeting
the real I/O device. Since the CP works in privileged mode, this SIO
gets transmitted to the channel and does not generate a trap.

Onlv when the CP returns from its SI0 instruction does it unblock
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the SIO instruction generated by the virtual machine. If there are
delays in accepting the command due to, say, an /O device’s being
busy, the CP could still schedule other virtual machines to run on
the processor. When the I/O operation completes, the IOP generates
an I/O interrupt. The CP intercepts this interrupt, reports the rele-
vant information in the status table of the processor that generated
the request, and reflects the interrupt to the operating system on the
appropriate virtual machine, which then handles the interrupt in

the usual manner.

A different scheme is adopted for slower I/O devices, such as print-
ers and card readers. In these cases, the CP emulates these devices
and generates software interrupts to the virtual machine while
buffering the information on a disk. This spooling technique (dis-
cussed ir allows more efficient utilization of the re-
sources when several virtual machines attempt to access them si-

multaneously.

Finally, VM/370 provides for I/O devices for which there are no
physical counterparts. The representative device of this type was
the minidisk, which allowed for virtual disks with far fewer than the
203 cylinders that disks provided in those days. This enabled an eco-
nomical pooling of what was then an expensive resource among

multiple virtual machine users.

8.5 Perforn ance Enhancement of
System Virtu: | Machines

Virtual machines can improve the utilization of hardware by shar-
ing resources among multiple users, each provided with the illusion
of owning all the resources in the machine. Unfortunately, this also
raises the expectations of users, who now want perforrmance on

their workload similar to that provided by a complete machine.
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An example on the System/370 is the assist for the Joad PSW (LPSW)
instruction. As mentioned ir this instruction traps in
user mode in order to prevent the manipulation of privileged re-
sources such as the problem state bit by the user. With the assist, the
hardware (via microcode) performs the entire action of checking
the state of the virtual machine, determining which action to take
and performing either the full action if the virtual machine is in sys-
tem mode or the restricted action if in user mode. The physical re-
sources in the machine are modified by a hardware-assisted instruc-
tion if they hold the corresponding virtual machine resource, as in
the case of the general-purpose registers. Otherwise, the corre-
sponding location in the state table held in memory is modified.
These actions are identical to those that would have been per-
formed by emulation of the instruction in the VMM. Hence the hard-
ware assist depends on knowledge of the implementation of the vir-
tual machine system. In fact, the VM assist implementation provides
an additional bit, bit 1 of control register 6, to supply information on
whether the guest virtual machine is operating in privileged mode

Or user mode.

The LPSW st remains a privileged instruction, and because the vir-
tual machine is running in user mode, the overhead due to the trap
itself is not eliminated. However, the LPSW hardware assist not only
reduces the time taken in emulating the instruction, but also elimi-
nates the overhead due to switching context from the virtual ma-
chine to the VMM and back again. Hardware assists of this kind im-
prove the total performance of the system by reducing the number

of instructions actually emulated by the VMM.

8.5.3 Virtual Machine Monitor Assists

Another way of improving the performance of a virtual machine en-

vironment is to use assists for improving performance of the VMM.
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mentation by examining the contents of control register 6. Various
bits of this register denote which assists are available on the ma-
chine. If some specific assist instruction is not present, the machine
ignores the instruction and executes the normal software routine it
would have executed in the absence of such assists.

8.5.4 Improving Performance of the Guest
System

The classical concept of virtualization postulates that a guest system
in the virtual machine environment should not be aware of the fact
that it is working in such an environment. It is the job of the VMM to
ensure that privileged instructions and interrupts are handled in
the same way as in a native environment. This is a requirement if
nothing can be changed in software running on a real machine in

order to make it operate on a virtual machine.

On the other hand, it is possible to get an improvement in perfor-
mance if a guest OS knows whether it is currently executing na-
tively or in a virtual machine environment. When there is a choice,
an OS executing fewer privileged instructions will observe a smaller
degradation in performance when executed on a virtual machine.
Alternatively, an OS aware of the presence of a VMM could enjoy a
performance benefit by relegating some functions to the VMM or by
providing the VMM with additional information to carry out its ac-
tions. Such an exchange of information is referred to as handshak-
ing . Handshaking is a programming technique
that works in conjunction with hardware assists. A key feature of
the System/370 that makes handshaking effective is the ability of the
guest operating system to send a message to the VMM. The principal
technique to achieve this is by the use of the DIAGNOSE instruction.
Different forms of the instruction are defined to send different types
of messages between the operating system and the VMM. Variants of

the DIAGNOSE instruction are generally nonarchitected—they are
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mation in guest OS-accessible data structures revealing to the guest
OS that it is running in a virtualized mode rather than natively. This,
in itself, is usually not a cause for concern, but it does compromise
the original principle that any software running on a virtual ma-
chine should not know, and hence should not exploit the fact, that it
is not running natively.

8.5.6 Generalized Support for Virtual
Machines

With the success of the virtual machine philosophy, IBM looked into
ways to formally include features in the ISA that improved the per-
formance of virtual machine systems in general. This led to the idea
of an interpretive execution facility (IEF), which provides a way for
the processor to directly execute most of the functions of the virtual
machine in hardware. Thus, In a sense, interpretive execution is an
extreme case of a VM assist, where almost all instructions are as-
sisted. Besides further improving the performance of the virtual ma-
chine, interpretive execution benefits virtual machines running all
types of guest operating systems and also makes the behavior of vir-
tual machine programs more predictable across a range of architec-

tures and implementations.

An IEF can be viewed as a transparent integration of the various
techniques used to assist the performance of virtual machines. The
function of the VMM is distributed more cleanly over hardware and
software. In fact, the traditional software part of the VMM gives up
control to the hardware IEF part through an instruction called start
interpretive execution (SIE). Before it does so, it takes care of any
pending interrupts, determines the virtual machine to be dis-
patched next, sets a pointer to a table containing the architected
state of the virtual machine, and loads some of the resources (such
as the general-purpose registers) with corresponding values from
the table.
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tion stream being executed and detects the presence of the popfd in-
struction in the stream. The monitor then substitutes this instruc-
tion with another set of instructions that takes the processor into
the privileged state and emulates the action of the original code. The
emulation would include a check for the current mode of operation
and execute one of two actions for popfd, depending on the mode.
Specifically, if the virtual machine itself was supposed to be execut-
ing in the system mode, the emulation of the popfd instruction must
include the lpading of the EFLAGS register or, more accurately, the
virtual EFLAGS register belonging to the executing virtual machine.
On the other hand, if the virtual machine is not in system mode, the
emulation must ensure that certain bits, such as the IF bit, are not
modified in the virtual EFLAGS.

The setting of the IF should always be in control of the VMM, so that
when a virtual machine is swapped out and another one brought in,
the IF is not swapped. For each virtual machine there is a location in
memory that corresponds to the EFLAGS register, and the emulation
of activity on the EFLAGS register is carried out through instruc-
tions operating on the virtual flags in memory, rather than by load-
ing the EFLAGS register and performing the action directly.
Emulation of the IF in the EFLAGS register implies that any instruc-
tion that reads or modifies this bit must also be emulated. The cli in-
struction in the example o which clears the interrupt

flag, therefore, is also emulated hy VMMonitor.

8.6.2 Input/Output V rtualization

The difficulty of virtualizing I/O in popular [A-32-based platforms
was a primary reason that VMware developers chose to implerment
the monitor in a dual-mode hosted VM style. The PC platform sup-
ports many more devices and many more different types of devices
than any other platform. This has resulted in a massive number of

device drivers written by all segments of the industry, including de-
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vice hardware vendors, operating system developers, sottware de-
velopers, and even users. VMware takes a multifaceted approach to

solving the I/O virtualization problem

Virtual Device Interface,
eg. IDE

l

YO Device Simulator in
VMMonitor

Hardware Device
Interface, 6.g., IDE, SCSI

Adapping a Virtual Device Interface 1o a Hardware Device Interface in the
crime - ewwwa Platform.

Emulation In VMMonitor

The first way to virtualize an I/O device is to emulate the device in
the VMMonitor. If the device to be virtualized already has a physical
counterpart on the host, the job of emulating it is simply one of con-
verting the parameters in some virtual device interface (VDI) into
parameters of the actual hardware device interface (HDI). Thus, the
i n and out I/O instructions are intercepted by the VMMonitor and
converted to appropriate i n and out instructions for some actual
physical device A situation where such a scheme
would be used is that of converting a command to read a block from
an IDE drive to one that reads a block from a SCSI drive.
Unfortunately, such conversion requires some knowledge of the
ports and memory map locations associated not only with the SCSI
drive, but ¢ .0 with the IDE drive supported in the guest operating
system,.

Using the Services of the Host Operating System

The VMware developers discovered that while some interfaces, such
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8.g., Linux, Windows

l

Hardware Device
Interface, e.q., IDE, SVGA

Jse of the Operating System Library Function Interface to Map a Viriual
: to a Hardware Device Interface.

Host Operating System, ‘

This abstraction layer can also provide a way to reduce perfor-
mance losses due to virtualization. For example, a virtual Ethernet
switch is provided in VMware between a virtual NIC (network inter-
face controller) and a physical NIC to allow multiple virtual ma-
chines to share a physical NIC, similar to what was described in con-
nection witk Different IP addresses can be given to
each of the virtual machines. The virtual machines sharing the
physical NIC can communicate with each other through this virtual
LAN, exactly in the manner of a more traditional LAN interconnec-
tion between physical machines. The latency of communication be-
tween these virtual machines can actually be made lower than that
encountered in a physical system because the [.LAN is emulated us-
ing special communication paths that are local and more efficient
than the standard Ethernet path.

A different type of abstraction is exemplified by the provision in
VMware for an alternative user interface. In general, user interface
controls such as the video card, the keyboard, and the mouse are
physical resources that are virtualized in a manner similar to other
physical resources, such as general-purpose registers. A user on a
virtual machine takes direct control of these devices just as he/she
would on a real machine. Thus the entire screen of the monitor can
be under the control of the virtual machine. In addition, VMware
also provides the capability to make the user-interface display ap-
pear as a window on the user interface of the host operating system,
e.g., as one of the windows of a Windows desktop. This capability al-
lows the user to access applications on hoth platforms in a conve-

niant aratrr TTeinm emnarial rammninidicatinm nothe hatuwrooan VMM Anitar
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and the host operating system, it is even possible to cut and paste
between a window on the host and an application on a virtual ma-
chine.

8.6.3 Memory Virtualization

VMMonitor virtualizes the physical memory of a virtual machine by
using the host operating system to allocate or release the real ma-
chine’s physical memory. The guest operating system does standard
demand paging, though physical memory pages for the virtual ma-
chine are assigned by the host operating system. Paging requests are
not directly intercepted by the VMM. They are converted into disk
read/writes by the guest OS exactly as they would be on a real ma-
chine. These disk read/writes are translated by VMMonitor to re-
quests on the host operating system through VMApp. The reqguests
are actually made to appear by VMDriver as large DMA requests on
the host operating system. The activity of applications on the host
determines whether or not such a DMA request is satisfied from the
memory of the host or results in paging on the host. The standard
replacement policies of the host could end up replacing critical
pages, thereby degrading performance of the virtual machine sys-
tem in the presence of other host applications. In order to alleviate
this problem, VMDriver pins some of the critical pages of the virtual
memory system in physical memory, especially those pages belong-

ing to the VMMonitor’s active working set.

8.7 Case Study: The Intel VT-x
(Vanderpool) Technology

In describing the VMware Virtual Platform ir we indi-
cated several of the problems in virtualizing the Intel IA-32 architec-
ture. We also saw how the VMware GSX server tackled the virtualiz-

abilitv nroblem to provide virtual machine capabilitv on this popu-
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lar platform using a hosted VM system. However, the various tech-
niques used to finally achieve virtualization come at a cost—com-
plexity of code and performance overhead. Some of the overhead,
particularly that of scanning and patching the code to get around
the presence of critical instructions in the instruction set, will also
be present in native virtual machine implementations like the
VMware ESX server. This was the motivation behind the current
trend towards paravirtualization, where the interface presented by
the virtual machine is not identical to that of the architecture of the
underlying processor, but rather simplified to eliminate the effect of

critical instructions as much as possible.

The performance overhead of handling the sensitive instructions in
the VMM still remains, even with paravirtualhization. Ir

we described various ways to speed up virtualization through hard-
ware enhancements of the processor. VM Assists and the
Interpretive Execution (IE) capability went a long way in improving
the performance of the z/VM system on the IBM zSeries mainframes.
Intel recently developed a capability, the VT-x, or Vanderpool, tech-
nology for 1A-32 processors, that is conceptually similar to the IBM’s
[E capability, and promises to enhance the performance of 1A-32 vir-
tual machine implementations.

The main feature of VT-x is the inclusion of the new VMX mode of
operation. When in VMX mode, the processor can be in either VMX
root operation or VMX non-root operation. In both cases, all four
IA-32 privilege levels (rings) are available for use by software. VT-x,
in effect, provides four new less privileged rings of protection for
execution of guest software, in addition to the usual four rings for
use by the VMM. The behavior of the processor in VMX root opera-
tion is largely sim 1r to its function in a normal processor not incor-
porating the VT-x technology, the main difference being the inclu-
sion of a set of new instructions called the VMX instructions. The be-

havior of the processor in non-root operation is limited in some re-
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spects trom its behavior on a normal processor in order to support
virtualization. The limitations are such that critical shared re-
sources are kept under the control of a monitor running in VMX
root operation. This limitation of control of resources extends also
to non-root operation in ring 0, which, in normal processors, is the
most privileged level. Thus the intention is for the VMM of a virtual
machine system to work in VMX root operation, while the virtual
machine itself, including the guest operating system and applica-
tions, works in VMX non-root operation. Because VMX non-root op-
eration includes all four 1A-32 privilege levels (rings), guest software
can run in the rings in which it was originally intended to be run
(i.e., the guest operating system kernel can run in ring ¢ and guest

applications can run in ring 3).

8.7.1 Technology Overview

The typical sequence of operations in a virtual machine system is
shown ir A processor which has been turned onin a
normal mode can be made to enter VMX root operation by issuing a
vmxon instruction. The virtual machine monitor running in root op-
eration sets up the environment for each virtual machine and initi-
ates the virtual machine by issuing a special instruction, vmlaunch.
Various situations, especially attempts to reconfigure critical re-
sources shared with other virtual machines or with the VMM, cause
the processor to relinquish control to the VMM in root operation.
The processor may also exit from the virtual machine explicitly
through a vmcall instruction. Re-entering a previously launched vir-
tual machine is accomplished through the lower-cost vinresume in-
struction, which puts the processor back in non-root operation.
Thus, in the steady state, the processor should be working largely in
VMX non-root operation with occasional short excursions to 1e
VMM. Finally, when the processor wishes to leave VMX operation, it
will bring down each of the virtual machines in turn and return to

the normal mode by issuing a vmxoff instruction.
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The other major source of overhead in a software-based solution is
the maintenance of state information. Various tricks in the software,
especially mapping the frequently used registers to hardware regis-
ter elements, reduce the overhead of maintaining and changing
state, VT-x technology provides hardware that allows almost all of
the state-holding data elements to be mapped directly to their native
structures during virtual machine execution. Moreover, the technol-
ogy provides a formal data structure called the VMCS (virtual ma-
chine control structure) that encapsulates all the information
needed to capture the state of a virtual machine or to resume a vir-
tual machine. The hardware implementation can take over the tasks
of loadimg and unloading the state from their physical locations,
without requiring the VMM to perform expensive Joad and store op-
erations on large quantities of data.

The VT-x hardware is thus able to reduce the overhead in a classic
native VM system considerably. It also eliminates the need for par-
avirtuahzation, therehy allowing more standard versions of operat-
ing systems to be used in virtual machine systems. The vincall in-
struction, which can be used by a VMX non-root guest to commurni-
cate with the root mode VMM, can be used as a mechanism to pass
hints and data that can help the VMM to perform more intelligent

allocation of resources.

VT-x can be adapted also to construct a hosted VM system. Since
VMX root operation has been designed to be as close as possible to
the normal operation of a processor, it 1s possible to take a standard
implementation of a host 0S and make it run in VMX root operation.
The VMM, also running in VMX root operation, is then in the same
environment as the host OS, and has the same privileges as the host

(S, just as in a typical hosted-VM implementation like VMware’s.

An important reason for the choice of a hosted system for the
VMware GSX server was the need to virtualize e large number of

existing devices and device drivers that exist in the 1A-32 PC world.
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This need still remains; the VT-x technology does not address 1/0 vir-
tualization. It must be noted also that the VMX root operation is not
exactly identical to normal operation of the processor. There are re-
strictions imposed in VMX operation, such as e inability to reset
the CRO.PE and CRO.PG bits to 0, which prevent a host OS in VMX
operation from running in unpaged protected mode or in real-
address mode. Modern applications will not suffer because of this
limitation; however, on legacy systems these modes may have to be
supported either through emulation in the VMM, or by executing in
the normal mode after leaving VMX operation through a vmxoff in-

struction.

8.7.3 Maintenance of State information

We now turn our attention to the mechanics of state maintenance in
the VT-x technology. As mentioned hefore, the state of a virtual ma-
chine is maintained in the VMCS data structure. This structure is
fully specified, with the various fields precisely defined. The VMCS
can be manipulated only by hardware, or by software running in
root operation. The VMCS corresponding to the currently executing
VM is identified by a pointer, the VMPTR, which contains the 4KB-
aligned physical address of the VMCS. Multiple VMCS structures cor-
responding to different virtual machines can be active, though only
one can be executing at a time on a given logical processor. {There
may be more than one “logical” processor in a multithreaded sys-
tem.) The VMPTR can be modified using the vimptrld instruction in
root operation. Similarly, the contents of the VMCS can be accessed
only in root operation, and only through vmread and vimwrite in-
structions. Regular memory load and store operations may not be
used to access data in the VMCS because the format used to store the
VMCS is not architected, and may change from one implementation

to the next.

The different types of information stored in the VMCS are shown in

— . -~ . Y . . .
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I'he state Intormation that 1s stored tor the guest and the
host goes beyond the conventional architected state and includes
items like the architecturally hidden part of each segment register.
This is needed to maintain a behavior of a virtual machine similar
to its behavior on a normal machine. The various control fields de-
termine the conditions under which control leaves the virtual ma-
chine (VM exit) and returns to the VMM, and define the actions that
need to be performed during VM entry and VM exit. For example,
since the MSRs on a processor are implementation-dependent, one
of the control fields determines how many model-specific registers
(MSRs) must be saved on VM exit, and another field determines the
physical address where these registers must be saved.

TARLE 8.2 Information Stored in the Virtual Machine Control Structure (VMCS)

State Area Guest State Register State
Interruptibility State
Host State Register State

Pin-based Execution Controls
Processor-based Execution Controls
Bitrmap Fields
glc.
Control Area . Control Bitmap
VM Exit Controls MER Controls
Control Bitmap
VM Entry Controls MSR Controls
Controls for Event Injection
Basic Information VM Exit Information
VM Exit Vectoring Event Information
Information . . Due to Event Delivery
Other Exit Information Dus 1o Instruction Exacution

VM Execution Controls

An important part of the VMCS area is the VM-exit information area.
This area contains fields that inform the VMM the reason for an
exit, as well as other information needed to service the event that
caused the exit,

Instructions may cause exits, either unconditionally, e.g., instruc-
tions disallowed in non-root mode, or conditionally, e.g., a rdtsc in-
struction, which causes an exit only if a special control bit “RDTSC

Exiting” has been set. There are several such control bits described
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in the specification document , that essentially allow the

VMM to set up virtual machines with different kinds of behaviors.

8.7.4 An Example: The rdtsc Instruction

We conclude this section by demonstrating how the hardware sup-
ports a virtual machine executing the “Read Time-Stamp Counter”
instruction, rdtsc. According to the [A-32 architecture, the time-
stamp counter is maintained in an MSR called the

[A32 TIME_STAMP_COUNTER. Execution of the rdtsc instruction
causes the 64-bit value in this counter to be transferred to a speci-
fied pair of general-purpose registers. However, if the TSD (Time-
Stamp Disable) bit of control register CR4 is set and the privilege
level is not 0, a protection-mode exception will result and the

counter will not be read.

A flow chart showing the various conditions that arise is shown in
The first thing the hardware checks is the TSD bit in the
physical CR4 register that is mapped to the CR4 of the currently ac-
tive VM. If the TSD bit in this register is set and the privilege level is
not level 0, the operation must cause a protection-mode exception in
the guest. The hardware directly examines a bitmap, called the
Exception Bitmap, in the Processor-Based VM-Execution Controls
area of the VMCS for the currently executing VM. This bitmap is a
32-bit vector that contains one hit for each 1A-32 exception. If the bit
corresponding to the mentioned protection-mode exception is set,
the hardware forces a VM exit to allow the VMM to take appropriate
action. Otherwise, the exception is directly delivered to the guest as
in a processor operating in the normal mode. Thus the hardware
avoids the need for the VMM to intercept the exception, inspect it,
and reflect it back to the guest OS, as typically done in software VM

implementations.

ratse
instruction
ancoumtarad
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¢ ‘  J
Daliver exception Return control Return sum Return time-
to guest to VMM stamp counter
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ictions Taken by Hardware When a Read Time-5tamp Counter (rdtsc)
wcountered.

If the TSD bit is not set or if the privilege level is 0, the hardware
checks the “RDTSC Exiting” bit in another field of the Processor-
based VM-Execution Control area of the VMCS. If this bit is set, a VM-
eXit occurs and control returns to the VMM, which can then emulate

the desired behavior of the instruction.

If the “RDTSC exiting” bit is 0, the processor checks another bit, the
“Use TSC Offsetting” bit, in the same area of the VMCS. If this bit is 0,
the value returned is the actual value contained in the physical
IA32 TIME STAMP_COUNTER. When this bit is 1, it is not directly
the physical counter value that is returned, but rather the value ob-

tained by performing a signed addition of this value with a value
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contained in the “TSC Offset” field of the Processor-based VM-
Execution Control area of the VMCS. This mode allows the VMM to
approximate different behaviors for a virtual machine. For exam-
ple, the VMM could use the value in the physical counter at VM-
entry and VM-exit to store a TSC offset value such that the processor
reports to a virtual machine only the number of cycles elapsed

while the virtual machine was active.

This example demonstrates the flexibility provided by the control
bits that allows virtual machines with different behavior to be in-
stantiated without incurring a software penalty. And yet, if a more
elaborate behavior is needed, a VM-exit can be forced and the de-

sired behavior implemented in the VMM.

8.8 Summary

System virtual machines enjoyed a fair amount of popularity in the
1970s and 1980s, but they appeared to go out of favor in the 1990s as
single-user coraputer systems became affordable. Recently there has
been a resurgence of interest in system virtual machines, especially
in the Web services area, with the need for massive numbers of sim-
ple single-thread systems that seldom have to communicate with
each other but that share storage resources. For these applications,
virtual machines tend to utilize processor resocurces better than
large clusters of uniprocessors. They also reduce administrative
costs by making the process of starting up or shutting down a vir-
tual machine trivial, compared to what would be needed to install
or remove a real machine.

While the original popularity of virtual machines was due to the
ability for multiple users to use a sophisticated system as though it
were their own, the future pervasiveness of virtual machines is
likely to arise from other factors. As we will see ir there

are emerging issues, such as security and system encapsulation, and
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emerging models, such as the Grid, that are likely to increase the use
of virtual machine technology.

Previous chapter Next chapter
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Multiprocessor Virtualization
Many systems today, particularly servers and high-end desktop

systems, contain multiple processors. Server systems typically
incorporate 1nany processors that share large amounts of memory
and I/O devices. Web servers manage huge databases and need to
service a multitude of simultaneous requests coming from large
numbers of network ports. Computational servers used for large sci-
entific calculations have thousands of processors connected to ter-
abytes of memory and petabytes of disk capacity. Moreover, as lev-
els of integration continue to increase, multiprocessor architectures
will soon find their way into laptops and inexpensive desktop sys-

tems.

The increasing availability of multiprocessor systems has led to the
examination of techniques that can help utilize them more effec-
tively. Often there is a mismatch hetween the ideal number of pro-
cessors an application needs and the actual number of physical pro-
cessors available. With increases in the sizes of multiprocessor sys-
tems, it is more often the case that applications cannot exploit more
than a fraction of the processors actually available. This may be
caused by limitations in the parall¢ sm available in the programs or
by limitations in the scalability of applications due to the overhead
of communication between processors. This has led to the develop-
ment of ways in which the multiprocessor system can be partitioned
so that multiple applications can simultaneously exploit the avail-

able resources of the system.

9.1 Partitioning of Multiprocessor

Qurzeremec
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In this chapter, we discuss general techniques to virtualize multi-
processor systems. As with other virtualization methods, a virtual-
ized multiprocessor gives the appearance of a system that may or
may not reflect the exact configuration of the underlying physical
system. The term partitioning suggests that each virtual multipro-
cessor system is given a subset of the resources available on the sys-
tem. The system virtual machine techniques described in
essentially perform partitioning, in time, of the processor resource.
Multiprocessor systems provide a new dimension, that of partition-
ing of processors in space. Moreover, as we will see, the two can be
combined so that a virtual system may have even more processors

than the physical number of processors available on the system.

Multiprocessor systems can be configured in a variety of ways, as
discussed in Appendix Section A.7. One way is as a cluster system,
typically consisting of a number of single-processor (or small multi-
processor) systems communicating with each other through high-
speed network interfaces. Another way is as a large shared-memory
processing (SMP) platform providing a large number of processors
that communicate through shared memory. While there may be rea-
sons to virtualize any of the multiprocessor architectures on any of
the platforms, our discussion here will be largely restricted to con-
struction of virtual clustered multiprocessor systems on a host SMP
platform, with each node in the cluster being an SMP system.
Typically the number of processors needed by a guest SMP system
node is small. This is important, because many of the partitioning
techniques we discuss assume that the number of processors
needed in the guest is not more than the number of available pro-
cessors on the host. Partitioning therefore provides an illusion of
several virtual shared-memory systems operating simultaneously

on a single shared-memory host system, as shown ir

9.1.1 Motivation
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Beyond efficiency, there are a number of reasons for virtualizing
multiprocessor systems. Some are extensions of the traditional rea-
sons outlined ir However, with multiprocessors becom-
ing more common, users are finding additional ways to take advan-
tage of the capabilities offered by virtualization. We outline next the
expanded benefits typically provided by virtualizing multiprocessor
systems.

Workload Consolidation

The shared-memory multiprocessing paradigm has been used for
several years in high-end database servers. This paradigm combines
the technological advances made in supporting cache coherence
across a large number of processors with the ease of programming
afforded by a single namespace. Today, large database servers al-
most exclusively use shared-memory multiprocessors. The large
amounts of memory, the large number of disks, the requirement for
high reliahility, and the need for special environments driven pri-
marily by cooling and security make these systems very expensive.
Yet, for every unit of computation consumed by these large database
servers, several more are consumed in other computational layers
commonly used in large enterprises. In a three-tier model, for exam-
ple, there are large numbers of workstations or PCs that feed re-
quests to a first level of servers, commonly referred to as application
servers, as shown ir The application servers are respon-
sible for running the business process logic but also make accesses

to large database servers.

¢ Virtual Machine 1 ' Vinual Machine 2 ' Virtual Machine 3 :
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Cluster-Based Programming Model

Large SMP servers provide high performance in many scientific and
commercial applications, particularly database applications. On the
other hand, ere has been a recent proliferation of low-cost cluster
platforms, including blade servers. With the rapid increase in pro-
gramming tools and applications heing developed for such plat-
forms, there is increasing pressure to provide the al ity to run
cluster-based applications on high-end shared-memory systems.
Partitioning provides the user of a large shared-memory system
with multiple operating system images on multiple smaller virtual
multiprocessors that can run such clustered applications. A program
written for a cluster using the Message Passing Interface (MPI)

. for example, can then work unchanged on such a
partitioned system. Moreover, the efficiency of execution may be
improved by tuning the message-passing libraries to exploit the

shared-memory hardware mechanisms available on such a system.
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System Migration

Rapid improvements in technology have led to the introduction of
new systems with new capabilities at a breathtaking pace. To re-
main competitive, businesses are often forced to use the latest tech-
nology for their computation and server needs. Yet the process of
migrating to a new system is arduous. New versions of a given ap-
plication must be thoroughly tested before they can replace older
versions. Similarly, new versions of the operating system or middle-
ware can be used in a production mode only when all applications
either have a new version that runs on the new system or when
these applications are found to run without problems on the new
system. The introduction of a new system is therefore a very disrup-

tive process.

A partitioned system goes a long way toward reducing the pain of
moving to a new system, by allowing the testing and verification of
the various components to proceed in partitions of the system sepa-
rated from other partitions that execute production processes. The
isolation provided by a partition ensures that any problems discov-
ered during testing do not disrupt production applications by crash-

ing the entire system.
Reduction of System Downtime

Just as with migration to a new system, an upgrade of an existing
operating system often involves several installation and configura-
tion steps, which usually can be done only by bringing the system
down, i.e., by purging the system of all jobs and users. Having a par-
titioned system allows system administrators to perform many of
the normal downtime activities in a separate partition even when
the rest of the systern is continuing with production jobs. Thus an
upgraded operating system can be completely checked out on a new

partition before the rest of the system is brought down and mi-
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grated.

Heterogeneous Systems

It is not uncommon for enterprises wishing to change to a new oper-
ating system to be forced to continue running some of their older
applications on the old operating system. For example, an organiza-
tion wishing to switch from, say, a proprietary Unix environment to
a Linux environment may still need to keep its old environment to
run some critical database applications. A platform that supports
virtualization would allow both environments to be run on a single
server by partitioning the server and running the two operating sys-

tems in different partitions.
Improving System tilization

Most systems are designed to meet peak workloads. Yet the average
workload on a typical system is only a fraction of the peak for which
it is designed. The ability to partition the system and run a variable
number of operating system images allows the system to be config-
ured to changing needs. For peak workloads that need the single
system image of a large shared-memory system, for example, the
system can be configured to run as a single partition. At other times,
the system can be configured for multiple partitions and can he
used as a cluster of smaller systems running several applications si-
multaneously, each on a separate operating system. Such a solution
both improves the utilization of the large server and reduces the
cost for an enterprise, especially compared to the alternative of buy-

ing and operating several servers.

Capacity planning, the process of estimating how much compute
power is needed by various workleads in an organization, can help
in determining whether partitioning is viahle for the organization.
Flexibility in scheduling of operations can help in keeping the com-
pute requirements closer to the average workload rather than the

~ T L]
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Resources such as tape drives, optical storage, and high-
performance communications adapters are needed by many appli-
cations, but typically only for short time intervals. A system might
provide as many of these devices as required by the virtual system
running in each partition—in fact, this may be a requirement im-
posed by the operating system running in the partitions, especially
when security is a consideration. However, in a large majority of the
cases, it is acceptable for the resources to be available only when
they are needed by a system—these resources can be “loaned” to
other partitions at other times. Common partitioning techniques al-
low for the allocation of resources in this manner. Dynamic migra-
tion of resources from one partition to another goes a long way to-
ward improving the utilization of resources in a system and hence

toward reducing the cost of ownership of the system.
Multiple Time-Zone Requirements

It is customary for geographically distributed parts of the same in-
ternational company to run different operating systems for the dif-
ferent geographical regions, each with its own date-and-time setting.
The main reason for this is the need to bring down the system for
maintenance or upgrade in each region at a convenient local time,
for example, at night, when there are few users loading the system.
Server consolidation often finds all parts of the company using the
same physical server for their computing needs. By running the
workload for each region in a partition isolated from that of the
other regions, each region can make decisions independent of the

other regions about scheduling its hatch workload or its downtime.

Failure 1solation

One of the most important reasons partitioning is becoming popular

1s its ability to isolate failures. It is not uncommon for today’s sys-
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tional software malfunctions of programs, or hardware failures in
some part of the system. Thus, a process in a multiuser system can
terminate due to a failure, even if the failure does not occur while
that process is running or if it occurs in a part of the hardware the
application never uses. Operating systems are often able to isolate
software failures within applications. However, as operating sys-
tems get larger and more complex, there are more situations where
the operating system itself is affected by a failure and brings down
all applications running on it. Partitioning helps isolate the effects of
failures to the partition where the failure occurs. Thus an event that
causes a crash in a guest operating system will bring down only that
operating system and its applications. To restore the system, only
the operating systems running on the affected partitions need to be
rebooted. Other operating system images running on the machine

continue without being affected by the failure.

Faults may occur in either software or hardware. An example of a
software fault is a bug in system software that produces a pointer to
an invahd memory region. Most partitioning techniques isolate soft-
ware fal 5, Hardware faults, on the other hand, may or may not be
local to a partition. If there is a hardware fault that causes an arith-
metic unit to produce wrong results, the effect of the fault wi de-
pend on the nature of partitioning. In partitioning schemes where
the same processor is time multiplexed between several partitions,
a failure can affect more than just the partition that manifests the
fault. On the other hand, when the system is physically partitioned, a
processor is assigned to no more than one partition, and hence only
that partition will be affected by the failure. Physical partitioning,
where each partition uses hardware resources distinct from other

partitions, is the closest one can get to isolating hardware faults.

Of course, the reliability of the partitioned system also depends on
the reliability of the VMM itself. The VMM typically consists of a pro-
gram, either in software or in microcode, assisted by special hard-
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9.1.3 Types of Partitioning Techniques

As described earlier, the spectrum of possible implementations for a
large multiprocessing system with n processors has two extreme
points. At one end is a simple cluster of n nodes, each consisting of a
single processor. The natural number of system irnages (operating
systems) in such a system is n, each operating system running na-
tively on a dedicated processor node. At the other extreme is an n-
way shared-memory system with n processors, all sharing the same
main memory. Here, a single operating system runs across the en-
tire system so that any application on the system can use all the pro-
cessors while taking advantage of the large shared memory.

lepicts the various partitioning techniques that have
been either implemented or proposed in the literature. As men-
tioned in the previous section, the implementation of the VMM plays
an important role in partitioning, and we have divided the class of
partitioning techniques into those that use special hardware for the
VMM and those that do not.

On the left-hand side o: ire techniques that take advan-
tage of special hardware to provide efficient virtual machines.
These fall under two categories, physical partitioning and logical
partitioning. In physical partitioning, each image uses resources,
processors in particular, that are physically distinct from the re-
sources used by the other operating syster images. Thus, the num-
ber of partitions that can be supported in such a system is limited to
the number of processors, though other considerations may limit

this to an even lower number.

Partitioning
Techniques
With hardware Without hardware
support support
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balancing is also difficult in physical partitioning because of the
physical constraints placed by fault isolation requirements. Logical
partitioning sacrifices such physical isolation of partitions in ex-

change for greater flexibility in ¢ ocating resources to partitions.

9.3 Logical Partitioning

Logical partitioning, like physical partitioning, is a way of providing
the illusion of several shared-memory systems on a single large
shared-memory system. Unlike physical partitioning, however, the
partitioning is “logical,” in the sense that a partition has no distinct,
time-invariant physical boundaries. In logical partitioning the state
of two virtual machines may be completely intertwined, not just in
memory, but even in the processors. As we noted at the end of the
last section, workload balancing is an important goal of logical par-
titioning, and this is often best accomplished by sharing resources,
especially processors, among the multiple partitions in a time-
multiplexed manner.

Logical partitioning was introduced on mainframe computers by
Amdahl in 1984, IBM in 1988, and Hitachi in 1989. Even though the
VM/370 concepts were well established and users had been running
several operating systems simultaneously on a single machine, it
was felt that an approach was needed that (a) did not require the
guest operating system to run in user mode, (b) incurred a lower
penalty when running an application on a virtual machine as com-
pared to the native execution, and (c) did not require a complex vir-
tual machine monitor, which, in those days, had almost the same
complexity as an operating system. These goals were achieved in
Amdahl’s multiple dom.

ical partitioning (LPAR)

using the processor resource/systems manager (PR/SM) feature, and
in Hitachi’s multiple logical partition feature (MLPF). All three sys-

tems nsed low-level hardware and microcoded firmware to achieve
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he LPAR Mechanism. {a) A snapshot in time of the various active layers on
v wpurena s DaSe hardware has additional instructions and microcode as compared to a
standard processor. This hardware enables switching between different partitions. (b} A sys-
temn view of LPAR. The physical processors may eack be either dedicated to a single partition
or shared among multiple partitions of potentiaily different sizes. Allocation of logical proces-
sors of a partition to physical processors is done dyhamically using dispatchers and job
schedulers in the LPAR software.

Contiguous regions of physical main memory are allocated to each
partition at 1MB granularity. All references to real memory in a par-
tition are remapped to the appropriate region of physical memory. A
check is made to ensure that retferences are within the range speci-
fied for the partition.

Each partition is given its own logical I/O subsystem. A given device
is associated with multiple channel paths to allow the device to be
shared among different applications. These channel paths are di-
vided among the various partitions and hence provide the desired
isolation.

The number of processors used by a single partition cannot exceed
the number of physical processors available on the system. The user
of a partition can determine whether a partition should be dedi-
cated or shared. A dedicated partition has exclusive use of the physi-
cal processors allocated to it and is probably the most appropriate
choice for a partition that has a steady demand for the computing
resources it uses. Most workloads tend to have demand variations
from a peak at certain times to light use at others; in these cases it
may be more cost effective to use a shared partition and allow the
sharing of processors with other partitions on the system, as illus-
trated ir Each processor allocated to a shared partition
15 associated with a user-defined weight that is an indicator of the
partition’s priority for use of that processor in relation to other par-

titions that also use the processor.

Partitinms nn the TRM Svtem /{290 are defined hv the 11eer whn eneri-
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failure of only the partition that caused the error. Other partitions
cannot be affected by such a fault. Whenever possible, the effect of
hardware faults is also limited to the partition that was executing
when the fault occurred. A detected fault causes an exception that is
transmitted to the partition that was executing. The operating sys-
tem in this partition then attempts to recover from the fault exactly
the way it would have attempted on a native machine. The effect of
a hardware fault is localized to a single partition, especially in the
case of dedicated partitions. However, unlike physical partitioning,
there still are several cases where the failure of a shared component

could bring down several partitions or even the whole system.

Today, there are few systems, other than IBM’s mainframes, that of-
fer logical partitioning through microcode. With the advent of RISC
instruction sets and the resulting move away from firmware iraple-
mentations, it is more common to find systems that implement the
microcode functions in a software layer similar to codesigned vir-
tual machines. This software layer, called the hypervisor, is the sub-

ject of the next section.

9.3.3 Logical Partitioning with Hypervisors

Logical partitioning has been introduced on several systems that do
not have microcoded processor implementations. Examples include
the current IBM’s iSeries servers based on the AS/400

HP-Compaq’s Superdome servers (HP 2002), and IBM’s
pSeries AIX servers. The complex microcoded instructions that sup-
port logical partitioning on the IBM System/390 are replaced by pro-
grams that use the basic ISA of the host platform and run in a spe-
cial mode that is more privileged than all other software on the sys-
tem. Thus the definition of a new mode of operation is what distin-
guishes this class of partitioning. This new mode is used by the hard-
ware vendors to provide partitioning capability. If the mode is not

exposed in the ISA, then the software that runs in this mode can be
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viewed essenti¢ y as an extension of the hardware itself, very much
like the VMM software in a codesigned virtual machine. The com-

mon name given to this piece of software is the hypervisor.

In order to limit the vulnerability of the system to software failures,
an important characteristic of any hypervisor is its small size. Like
operating systems in nonpartitioned systems, hypervisors have ulti-
mate control of all resources on a machine. Unlike operating sys-
tems though, hypervisors tend to be unobtrusive—their main func-
tion is to configure the system and then get out of the way, allowing
the hardware that has been allocated to the partition to work di-
rectly with the operating system in the partition.

9.3.4 Comparison with System Virtual
Machines

Hypervisors and conventional system VMMSs are similar, in that
both run in the highest-privilege mode. However, the principal dif-
ference hetween the two Is that hypervisors need hardware support
and work in a special mode, while system virtual machines may be
implemented on standard unmodified hardware. The guest operat-
ing system in a logically partitioned system works in the privileged
mode, just as it would on native hardware, whereas in a conven-
tional system VM, the guest operating system works in user mode.
Applications running on partitioned systems tend to work more or
less at native speed, especially with dedicated partitions, which

have exclusive use of the processors allocated to them.

Today’s system VMs on the IBM zSeries (System/370 descendents)
can support very large numbers of virtual machines, often several
times the number of processors on the system. In comparison, be-
cause of the high-performance requirements and the fault-tolerance
requirements of the markets to which they are targeted, partitioned
systems restrict the number of partitions on a system to much

smaller numhers. A 84-wav HP Sunerdome svsfem. for examnle.
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supports no more than 64 partitions.

Whether logical partitioning is better than a conventional software-
based VM is likely to be debated for a long time. There is a certain
elegance to the software VM approach that aims to provide a virtual
system on unmodified hardware, i.e., on any implementation of the
original, untouched architecture. Also, adding special hardware fea-
tures to allow the coexistence of multiple operating systems on the
machine virtually eliminates the possibility of running the virtual
machine monitor on a copy of itself. However, at least within IBM,
the software only nature of the VM approach had already been com-
promised soon after its introduction by the incorporation of special
performance-enhancing hardware assists for VM. In fact, when IBM
designed the PR/SM hardware/microcode feature, it not only in-
cluded in the design special mechanisms to support logical parti-
tioning, but also leveraged these mechanisms to further improve

performance for conventional system VMs.

9.3.5 Hardware Support for Logical Partitions

Even if most of the monitor functions can be incorporated into the
hypervisor software, there are hardware implementation changes

that need to be made to support logical partitioning.

Hypervisor state registers: The hypervisor state may have its own
set of registers that are not accessible to software in any other
mode. For example, as we will see shortly, there are special registers
that isolate the real memory of one partition from the real memory
of other partitions and also from the real memory used by the hy-

pervisor itself.

Replicated registers: Some of the common architected registers may
be replicated, depending on how often the hypervisor is invoked.

Amdahl’s MDF , for example, replicated the general-
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registers, which were not used in the hypervisor mode. Registers
that are replicated need not be saved on a mode switch and do not
occupy space in memory—this was an important consideration
when real memory was much smaller than it is today. Another rea-
son for the replication was the extra level of protection provided by
physical separation of the registers, especially against bugs in hyper-

visor software.

Hypervisor memory: The hypervisor needs to access memory, espe-
cially to save information about the various partitions as well as to
save the relevant state of each partition on a mode switch. Thus, the
physical memory of a system, which in nonpartitioned systems is
owned by the operating system, must be under the control of the hy-
pervisor in a logically partitioned system.

One way to do this is to partition the physical memory into disjoint
regions. One of these regions is allocated to the hypervisor itself,
while each of the other regions is allocated to each of the logical par-
titions currently active on the system, as shown ir

Corresponding to each partition is a partition memory base register
(PMBR) and a partition memory limit register (PMLR), which deter-
mine the bounds of the physical memory accessible only to the par-

tition.

If the hypervisor is allocated an appropriately sized contiguous
chunk of the low address space of physical memory, it is possible to
bypass translation for memory accesses in the hypervisor mode—
the effective address computed in an instruction becomes identical
to the physical address. Addresses in a partition, however, must be

relocated.

The virtual address generated by a partition is converted to a real
address via normal address translation mechanisms (see Section

A.3.4). This real address must then be added to the value contained
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able to examine the contents of the tables to determine the parti-
tions affected and reboot these partitions. On the other hand, if the
hypervisor itself has not been affected due to the machine check,
the hypervisor emulates a machine check for the partition that was
running at the time of the interrupt and jumps to a special routine

registered by the guest operating system.

This is a general technique that can be used for hardware interrupts
meant for a guest operating system. As in the case of the VMM of a
system virtual machine, the hypervisor is the first point at which in-
terrupts are handled. The hypervisor determines whether the inter-
rupt is meant for it or for one of the partitions on the system. If the
interrupt is for a partition that is not the one currently executing, it
may be queued for a later time, e.g., immediately after the partition
is reactivated. In special cases, that partition can be reactivated im-
mediately to enable it to handle the interrupt. After an interrupt is
handled, control can remain with the partition that handled the in-
terrupt or it can be transferred back to the partition that was exe-

cuting at the time of the interrupt.

The case of software interrupts (or traps) is considerably easier. The
trap can be handied by the guest operating system in privileged

mode without the hypervisor’s entering the picture.

9.3.6 Hypervisor Services interface

We have assumed thus far that an operating system that works on a
native system should work unchanged in a partitioned system.
Hardware support for the hypervisor can go a long way in improv-
ing the performance of such a system. But it should be clear that the
performance can be made even better if a guest operating system is
made aware of the fact that it is operating in a hypervisor environ-
ment. It may be recalled that, in discussing VM assists ir

we also noted that the performance of a virtual machine system can
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the guest operating system.

The communication between the hypervisor and the guest OS is car-
ried out using calls from the OS to the hypervisor. Thus, beyond the
ISA of the virtual machine is another interface, called the hypervisor
services interface. A typical call to this interface involves a request
for management of a resource that would normally have been un-
der the control of the OS but that would be managed better if han-
dled by the VMM. An exarnple is the hardware page table manage-
rment on the IBM PowerPC

The PowerPC has an architected page table with an inverted page
table structure. When a TLB miss occurs, the hardware accesses the
inverted page table, also referred to as the hardware page table
(HPT) of the processor. When running in the native mode, if no en-
try is found in the HPT, a page fault interrupt is delivered to the op-
erating system, which determines an appropriate page for replace-
ment and then creates a new entry in the HPT. The situation is
slightly different in the partitioned case. The guest operating system
now has its real addresses mapped to physical addresses, and hence
the mapping in the HPT indicates the virtual-to-physical mapping of
the pages in memory. For security reasons, this map must not be ac-
cessible to the guest operating system. Instead, it is the hypervisor
that has sole control of this table. On a page fault, the guest OS does
not directly modify the HPT. Rather, it invokes the hypervisor, using
calls from the hypervisor systems interface to establish an entry in
the table.

shows some of the calls in the hypervisor interface re-

lated to page table management in the IBM PowerPC.

Cail Action
Find any valid entry for a

mivan virkial arddrace

find_valid()
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The first type of change is already accommodated on most iogical
partitioning systems. In order to shut down a partition, the hypervi-
sor must first recover all the resources owned by the partition that
is shutting down. For security purposes, it may need to erase (or oth-
erwise make unreadable) information that may be contained in the
memory and on the disks being vacated by the partition. It may also
need to perform other tests to ensure that the operation of all freed
hardware will be identical to that needed by a system that is being
booted up. The freed resources will be placed in a pool of resources

from which a new partition gets its allocation.

When the request comes to configure a new partition, the hypervi-
sor examines the resource requirements of the partition and deter-
mines whether they can be completely satisfied from the pool of
available resources. If the request cannot be satisfied, for example,
because of insufficient processors or memory, the hypervisor re-
turns a failed-request message, also possibly indicating the reasons
for the failure. If the request can be satisfied, the desired resources
are removed from the free pool and a new partition is created. At
this point the partition can be loaded with the desired guest operat-

ing system.

Note that this technique can be used to migrate a partition from its
current form to a new form. The need for such a migration may
come in two ways. First, an unrecoverable hardware failure may
have occurred in one of its components. In this case, the hypervisor
can attempt to configure an identical partition using resources from
the free pool and then migrate the state of the partition to the new
partition before shutting down the old partition.

The need to migrate partitions can also come from unexpected
hardware demands of some partition. If, for example, the paging re-
quirements of a partition have grown to a point where its perfor-
mance is severely degraded, it may be possible to create a new parti-

tion with an identical configuration, except with a larger memory,
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and migrate the state of the old partition to the new. Of course, such
a migration is useful only if the operating system on the partition
can also accommodate changes to its memory size in a dynamic

manner.

Ir ~e saw how reconfiguration of I/O resources of a
partition could be accomplished in a dynamic manner on the IBM
System/390 LPAR. A similar technique can be used to increase the al-
location of processor resources of a partition. However, reallocation
of memory poses a problem. The prohlem is similar to that faced
during dynamic memory allocation—the requirement that the real
memory of a partition be mapped as a contiguous physical chunk
must be relaxed. Thus, support must be provided in the hypervisor
to stitch together several pieces of physical memory to create the il-

lusion of a contiguous real memory.

The way segmentation and paging helps with the problem of dy-
namic memory allocation on a processor is discussed in Appendix
Section A.3.4. Similar schemes can be adopted for memory alloca-
tion in partitions. In order to take advantage of paging hardware al-
ready available in most systems, allocation of memory between par-
titions should be made at page granularity. This is feasible, except
the failure of a memory module can affect a large number of parti-
tions. Moreover, the number of physical pages on typical systems
will be so large that the hypervisor may need a lot of space simply
for bookkeeping. Whenever a partition is shut down, for example,
the hypervisor would need to go through a large number of entries
to ensure that every page belonging to the partition is invalidated
and then freed. This problem can be alleviated by choosing a granu-
larity of allocation that is much larger than a page though still con-
siderably smaller than the size of typical main memory allocations,
for example, 256MB.

L SRR S | Chuna 1

36¢ 35 1223 240 M
605
























Cha, 3 Multiprecessor Vir  lizat Virt M :chines ps:lem goret comv aryn v/ u ¢ ines/97¢  158609..

Cellular Disco provides functions to an application beyond those
normally available to the application through the operating system
interface. An example 1s the ability to split large applications into
multiple processes working in separate virtual machines that none-
theless share global regions of memory. System calls are provided to
allow processes within an application to register such shared re-
gions. The process of registration can bypass the guest operating sys-
tem because all system calls have to be intercepted by the VMM.
shows two virtual machines sharing code pages as well
as a buffer cache while still keeping their application data regions
separate. No additional overhead is incurred in writing to a shared
location because the underlying platform is a shared-memory multi-
processor, and cache coherence guarantees that other processors

will see the write in the shared region in a timely manner.

This system is a convenient and efficient alternative to the conver-
sion of a large shared-memory application to a cluster application
that communicates using messaging and network protocols. The
only overhead for the application is the need to relink the applica-
tion with a different shared-memory library. Cellular Disco handles
the paging of the shared regions to its paging disk, attaching infor-
mation about all virtual machines sharing the page along with the
contents of any page being written out to disk. For efficiency;, it
places this information in a sector contiguous to the paged-out data,
thus avoiding the penalty of an additional seek of a disk sector.

9.4.3 Fault Contal ment

One important aspect that differentiates Cellular Disco from con-
venttonal system virtual machines is its support for hardware fault
containment. Hardware fault containment is an important charac-
teristic of clustered systems—the effects of a hardware fault in one
part of the system are usually contained within the node of the clus-

ter containing the fault. Operating systems and applications running
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on other nodes usually can continue to operate unaffected.
Unfortunately there are a few critical faults that could potentially
bring down the entire system. For example the VMM itself, which
manages all the resources of the system, is vulnerable to failure of
the hardware components it uses. It is important therefore to keep
such critical parts to a minimum in order to increase the mean time

between failures (MTBF) of the system as a whole.

Cellular Disco treats the hardware as a set of cells, with each cell
running its own VMM and managing the physical memory it con-
tains, as shown ir A failure in a hardware component
within a cell does not affect virtual machines on the system that do
not use that cell. Cellular Disco increases the MTBF of e system by
keeping the monitor code compact (less than 50K lines of code) and
by restricting access of the VMM in one cell to only those physical
memory locations belonging to that cell. Communication with other
cells is achieved through the use of a carefully designed and fast re-
mote procedure call, which serves as an efficient and trusted inter-

processor communication primitive.

One way for such a system to manage fault containment is to limit
each virtual machine to operate on a fixed set of cells. The main
problem with this is that it can lead to underutilization of the sys-
tem because of the inability of the VMM to move the workload to-
ward idle processors in other cells. Thus, there is a tension between
the requirements of load balancing and hardware fault contain-
rment. Cellular Disco attempts to get around this problem by associ-
ating each processor with a fixed list of virtual CPUs (VCPUs) and by
allowing migration, over time, of a virtual CPU from one processor
to another, even across cell boundaries. The establishment of a
VCPU list for each processor simplifies the scheduling of processors
and eliminates a source of contention and lock complexity in con-
ventional systems. The ability to migrate VCPUs, although at coarser
time intervals than conventional systems, permits better load bal-
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ware running on : processors to communicate with each other
and keep track of shared locations. Most solutions to this problem
require several instructions and several cycles for each coherence
request. Hence, when there is a modest amount of sharing in a sys-
tem, the emulation performance begins to degrade considerably.
The next section examines some ways to handle such cases and dis-
cusses the potential degradation of performance. Only a cursory

treatment is provided here to this rather complex problem.

9.5.1 Memory Model Emulation

As described in Appendix A, the ISA of most processors includes spe-
cial conventions for the access of shared-memory locations. As with
all aspects of an ISA, these conventions represent a contract be-
tween the programmer and an implementation of the ISA. A pro-
grammer writes a program assuming that accesses to variables
shared among processors obey certain rules, while the hardware
designer (the processor designer or the system designer) ensures
that the rules used by the programmer are indeed guaranteed by
the implementation. We note two main aspects of the memory
model, the memory coherence and the memory consistency models,
that determine how results appear in different shared-memory sys-
tems. These are the two aspects that need to be given special consid-
eration when a multiprocessor system is virtualized—the differ-
ences in these models hetween the host and the guest ISAs can pro-
duce undesirable results during virtualization, unless special ac-

tions are taken by the emulation software.
Memory Coherence Emulation

Recall that memory coherence is said to be implemented on a multi-
processor system if the order of writes to a given location by one
processor is maintained when observed by any other processor in

the system. Appendix Section A.7.3 describes the difference in be-
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writes must be such that it could have been produced on a native im-
plementation of the virtual machine. Thus the emulation software
should account for differences between the memory consistency
models of the host and guest and ensure that the ordering of mem-

ory operations is consistent with what the ISA of the guest specifies.

As noted in Appendix Section A.7.3, four hazards have to be consid-
ered in a consistency model: the read-read (RR) hazard, the read-
write (RW) hazard, the write-read (WR) hazard, and the write-write
(WW) hazard. In a strong consistency model, an implementation
must ensure that none of these hazards is present. When this re-
quirement is relaxed, we get one of the many relaxed consistency
models. Such relaxed models are referred to as being weaker than

the strong consistency model.

We could encode the consistency model using four bits, each bit in-
dicating whether ordering is imposed for the corresponding hazard
pair. So, for example, a (1111) will indicate strong ordering, while a
(1101) will indicate that the WR ordering is relaxed from strong or-
dering, as in the processor consistency model used on the Intel IA-32
or the IBM System/390. The weakest consistency model (0000) im-
poses no ordering between any pair of read-write operations. Note
that reads and writes to the same location by a processor must be
ordered according to program order in all cases (refer to Appendix
Section A.7.3).

Strong consistency
1111

lub (0001,0110)

0011 0101 1001 {0110 1010 1100
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¢ 0001 0010 0100 1000

0000
Woeak consistency

.attice of Cons.lstenLy Models. Euch 4-tuple represents the four huzurds RR,
vean wien < WA Y17 iR @ position indicates that the corresponding hazard is not toler-
ated, while @ “0" indicates that the hazard is ignored by the consistency model The 4-tuple
{0000) represents weak consistency, (1111) represent!s strong consistency, and (1101} repre-
Sents processor consistency.

For purposes of comparing two consistency models, it is convenient
to draw a lattice, as shown ir where each node in the
lattice corresponds to a consistency model. The least element on the
lattice (0000) represents the weakest consistency model, while the
greatest element (1111) corresponds to the strongest consistency
model. When comparing two consistency models, we determine
whether the least upper bound (fub) of the pair is itself one of the
pair. If it is, then this lub of the pair is defined as being stronger
than the other. Thus between (1101) and (1001), the lub is (1101}, im-
plying that (1101) is stronger than (1001). The model represented by
(1111) 1s stronger than any other consistency model, because it is
the greatest element in the set.

As seen from the nodes (0001) and (0110) are not com-
parable. One model is stronger in some respects and the other
stronger in other respects. There are two models that are stronger
than both these models, (0111) and (1111). The lub of the pair is
(0111). Any ordering that satisfies the lub (0111) therefore will also
be consistent with the ordering specified by the models in the pair
(0001) and {0110).

When emulating a consistency model of a guest using a different

consistency model for the host, we can divide the space of possibili-
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tant that any RR, RW, and WW hazards not permitted in the proces-

sor consistency model also not be permitted on the virtual machine.

Most ISAs that implement relaxed forms of consistency also provide
special memory barrier instructions that permit the programmer to
specify the points at which ordering needs to be maintained, hence
essentially raising the level of granularity at which consistency is
implemented. For purposes of illustration, let us define a membar
instruction, which, when inserted into the code, ensures that there
are no hazards between any pair of instructions across the barrier.
Obviously then, a trivial solution for any consistency emulation is
for the virtual machine emulator to place a membar instruction af-
ter every access to memory, as shown ir -and b. This
ensures that for every pair of memory accesses on any given proces-
sor in the host, there is an intervening membar instruction that pre-
vents a hazard between the pair. Notice that the same effect could
have been obtained by placing a membar operation before each

mMemaory access.

Unfortunately, the membar instruction is an expensive instruction
in terms of its execution latency. This can be appreciated better if
one understands that the effect of the membar instruction is to en-
sure that all processors in the system have been informed and have
acknowledged that some processor wishes to impose such an order-
ing. Each processor then takes appropriate action to ensure that the
request is honored. Since loads and stores form roughly a third of
all instructions in an instruction stream, the performance of the vir-
tual machine can be degraded quite significantly because of the in-
sertion of these barrier instructions. It is therefore important for the
monitor to restrict the number of membar instructions whenever

possible.

Notice that the trivial solution just demonstrated works for any con-

sistency model on the guest and, in particular, for the strong model.

59¢ 35 1223 240 M
628






Cha, 3 Multiprecessor Vir  lizat Virk M :hines ps:lem gorei comv caryn v/ u ¢ ines/97¢ 158609

TRSLAALL JULAF P TIL D LLCALLLIUTL LWL LI RT3,

This example shows that it is difficult to reduce the overhead of in-
serting memory barrier instructions when a guest has a stronger
consistency model than the host. However, there is another way to
reduce the overhead of such emulation. Even in a multiprocessing
system there are many occasions when a processor executes a single
threaded application or a portion of a multithreaded application
that does not share memory with other threads. Since the hazards
we are trying to avoid are multiprocessor hazards, there is no need
to add barrier instructions if there is some way for the virtual ma-
chine monitor to know that a thread does not share memory with
an active thread on another processor. The translator in such sys-
tems is free to move memory accesses relative to each other, as long
as it provides a way to recover the state of the virtual machine pro-

cessor whenever it is needed.

Accesses In guest Location of membare in host Location of membars In host
{procassor conslstency) {Location B i» not shared) (Locations A end B ame not shared)
Read A Read A Read A
Write A Wiite A Write A
Read B Read B Read B
membar
Raead C Read C
Read C
Write C Write C
Write C
Wiite B membar Write B
membar
Write B
meambar
tal (b) (c}

.educing the Number of Memory Barrier Instructions Using Knowledge
-— -—-_..—__., -haracteristics of Access Locations. We leave the last membar in the segment,
because at this point we have no knowledge of the sharing pattern of the code that follows the
sample segment.

A more Interesting situation arises when an application 1s written in
such a way that the threads comprising the application are largely
independent and only occasionally share memory, perhaps as a
form of communication. In these cases, it may be more efficient to
restrict the insertion of memory barriers to keep the required or-

dering of memory access to only the shared locations, as shown in
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The figure shows that when location B is not shared, we can remove
the barriers between Read A and Read B because any reordering of
access to location B will not be visible to any other processor. If nei-
ther location A nor location B is shared, then the only ordering visi-
ble to other processors is the Read C-Write C ordering. No membar
is needed between this pair because of program order require-
ments. Hence it is unnecessary to place a membar anywhere in the

code.

Thus the principal ohstacle to good performance is the problem of
determining efficiently during translation whether an accessis to a
shared location or not. This is a difficult problem because, although
the history of accesses by an instruction can provide some measure
of confidence about whether or not that access is to a shared loca-
tion, there is a lot of bookkeeping involved in determining whether
locations are shared, and extra overhead involved in ensuring that a
trap is generated when a previously unshared location becomes
shared.

Another problem is that of false sharing. False sharing occurs, for
example, when the emulation software detects an access to a loca-
tion by two different virtual processors but does not know that the
guest operating system has migrated the thread from one processor
to another for load-balancing purposes. False sharing could there-
fore lead to the elimination of fewer memory barriers than what
would be possible.

Real ISAs often allow other relaxations or impose other orderings
beyond the ones mentioned here. For example, on the System/390, a
distinction is made between instruction reads and data reads. The
[SA does not require that instructions be fetched in the order they
are eventually executed. It also allows instruction fetches to occur

bhefore the reading of operands of previous instructions. Such relax-
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ations, which obviously arise from a desire to make hardware more

efficient, also help in reducing the overhead of emulation.

We have seen in this section that creating a virtual machine system
with an ISA different from the ISA of the native host is certainly pos-
sible, though the efficiency of such virtualization depends a lot on
the mismatch between the memory models of the two ISAs. In par-
ticular, when the memory model of the host is more relaxed, due ei-
ther to a weaker coherence model or a weaker consistency model,
the potential performance degradation is high, unless the emulation
software performs more work in localizing the coherence and syn-
chronization mismatches. As with VM assists mentioned ir
hardware could be added to assist the emulation software in this
task. An extreme example of this is for the processor to provide a
mode in which it supports the stronger memory models required by
the guests. There are processor ISAs, such as the PowerPC ISA, that
provide both a coherence mode and a mode in which coherence
may not be required. There are also processor ISAs, such as Sun’s

SPARC ISA, that support multiple consistency models.

9.6 Summary

Large companies and other organizations are continually grappling
with the problemn of reducing the number and types of computer
systems they must maintain without depriving their important
users of the flexibility of maintaining and operating their own sys-
tem. This has led to an array of systems claimed to enable such con-
solidation, basically by decoupling the view of the hardware as seen
by the operating system from the actual hardware that the system
runs on. Virtual platforms on large servers provide users with char-
acteristics similar to those they would have enjoyed on their own

private physical systems.

This chapter examined various ways in which large multiprocessor
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servers can be adapted to provide multiple virtual multiprocessor
platforms to various users. We have seen how different forms of vir-
tualization handle the task of isolating virtual machines from each
other while still providing the benefits of sharing resources. Some of
these solutions, such as physical partitioning, are superior at isolat-
ing virtual machines from hardware failures, while others, espe-
cially the codesigned hardware-software approaches, excel in the
degree of flexihility they provide in the allocation of resources to

the virtual machines.

The biggest impediment to the adoption of new instruction set ar-
chitectures is the existence of large bodies of application programs
in binary form for the existing ISAs. Large multiprocessor systems
of today are usually homogeneous—they incorporate processors
that all execute the same ISA in their native mode. For most organi-
zations, consolidating to a large multiprocessing system with one
ISA will still leave a significant number of important applications in
platforms of other ISAs that need to be supported, at least until they
are ported to the native ISA. Hence virtualization of these other plat-
forms will remain an important subject, at least until a more wide-
spread adoption of platform-independent languages, such as Java,
and platform-independent operating systems, such as Linux. We
have seen that efficiently emulating applications of one ISA on an-
other, while already difficult for uniprocessor platforms, is quite
daunting in the case of multiprocessor systems, especially when
there are incompatibilities in the memory consistency model. It is
likely that new techniques will be developed, particularly exploiting
thread-level parallelism, to improve the performance of emulating

one ISA on another.

Same-]SA virtualization, on the other hand, appears to be here to
stay. While the advantages of virtualization listed in the introduc-
tion to this chapter are compelling for enterprise servers, it is likely

that smaller servers, such as those of Internet service providers, will
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To illustrate the importance of virtual machine technologies to fu-
ture systems and paradigms, in this chapter we describe three ex-
amples of emerging virtual machine applications that can make a
fundamental difference in the future of computing. The first of
these is the application of virtual machines to computer security, an
area receiving increasing attention. Modern computing systems are
some of the most complex structures ever created. With the com-
moditization of both hardware and software and with widespread
use of network computing, it has become easier for intruders to
cause damage on a large scale by taking advantage of the nearly in-
evitable loopholes and flaws in such complex, constantly evolving
systems. Eventually, systems will mature and become more immune
to attack, and it is likely that integrated mechanisms will be devel-
oped specifically aimed at thwarting such attacks. The virtual ma-
chine intrusion-detection mechanisms described in this chapter
promise to be useful tools in the development of such attack-

Immune systems.

The second application we consider, the migration of complete com-
puting environments, is also motivated by the commoditization and
networking of computing systems. A growing number of computer
users depend on having their full environment, including all data,
programs, and system personalization, readily available at multiple
locations (e.g., at work, at home, and while traveling). In order to do
this, however, these users must carry their environment with them
on a portable machine. It is more desirable, however, both for con-
venience as well as for security, to allow a user to log in to any com-
puter and immediately reproduce the user’s environment on that
specific computer. Virtual machine technology, which provides the
ability to capture the entire state of a computer system, facilitates
migration of a full computing environment. Eventually, users may
become accustomed to having their data and computing environ-

ment on large, remote computer farms. While such a paradigm may
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obviate the need for having an entire computer at each location to
which the user travels, it will not eliminate the need for migrating
entire user environments from one system to ancther. Load-
balancing, system-utilization, and system-latency issues will require
means for capturing the state of the user environment and making

it portable.

The notion of computing as a service or as a utility is beginning to
gain acceptance. The scientific community has been actively pro-
moting this paradigm for some time, and it also appears to be a con-
cept that will be useful for businesses. The concept of a computa-
tional grid promises a seamless way through which computing re-
sources can be shared by multitudes of users. The grid virtualizes
computing resources in a way that is philosophically similar to the
virtualization of resources in system virtual machines, though tech-
nically it achieves virtualization by redefining the way applications
are written. In a sense, the grid concept represents the ultimate evo-

lution of virtual machines.

Just as the Java platform fundamentally embodies virtualization,
portability, and safety in its definition, the grid fundamentally em-
bodies these same characteristics at the system and application lev-
els. Virtualization is not optional on the grid—applications running
on the grid must accept the notion that the physical characteristics
of the real resources they are using are unknown to them. The hard-
ware and operating system of the individual machines have the re-
sponsibility for providing this implementation-independent view.
Although today this is done by loading extensions on existing sys-
tems, it is likely that, as in the case of security features mentioned
earlier, support for operation on a grid will be integrated with the
design of machine hardware and basic system software. This inte-
gration will likely include many of the virtual machine concepts de-

scribed in this book.

We begin our survey of emerging VM apnplications in
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tacker gains access to the system, he or she can tamper with the op-
erating system to gain confidential information or even to destroy
data. Often, during the initial entry into a system, an intruder sim-
ply modifies the system to ease entry into the system in the future.

Another common type of attack exploits inherent weaknesses in sys-
tem software. The size and complexity of modern system software,
especially the operating system, makes it very difficult to ensure
that every security hole is eliminated before the system is shipped
to customers. Programs written in languages such as C, which are
considered “unsafe,” often exhibit bugs (or possess security holes re-
sulting from poor programming practices) that can be exploited to
gain access and hence control the system. One common type of secu-
rity hole involves unchecked accesses to C arrays. When such an ar-
ray is used as a buffer for user data, the user can fill the buffer with
a block of data that is bigger than the array size and cause memory
areas adjacent to the buffer to be overwritten. If one of these over-
written areas happens to be an address to which the program
jumps, an attacker, through clever calculation, can cause that ad-
dress to point to a routine, e.g., a shell program, by which the at-
tacker gains control of the system. This is illustrated ir

It is generally not likely for an innocent user inadvertently to do
harm to the system in this manner because the probability that arbi-
trary user data will cause a jump to a sensitive location is low.
However, such security holes can be exploited maliciously and

cause havoc in systems.

10.1.1 Intrusion-Detection Systems

In practice, security holes due to bugs or poor programming, as de-
scribed in the previous section, eventually get fixed. However, as
new code is introduced to a system, new holes appear. Clearly the
most effective measure one can take to ensure the safety of a system

is to isolate the system from all potential attackers (which is often
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the same as isolating it from all other systems). This is not a practi-
cal solution for most systems—users are dependent on communica-
tion with other systems either over local-area networks or over the
Internet, and this makes them vulnerable to malicious attacks of the
kind mentioned earlier. Using object-oriented programming with
built-in type and range checking as is done in Java and MSIL will
also provide a high level of security, but only for those programs
running within the HLL VM framework. A significant amount of sys-
tem code and a number of native libraries are likely to remain out-

side the secure framework for quite some time.

Usor Moda Supervisor Mode User Mode Supervisor Mode
User invokes ' :
system program | :
with nomal input | ! '
System program
| performs funciion Maiicious user |
. | and rslums to user invokes system |
: program with |k}
User performs : tailored input that
subsequent task | . causes buffer : Return address in stack
overflow in stack | . 1 changad due to overfiow;
(a) i ] winerable system program
a : performs function and
: retums to user-specified
. address, 0.9)., acdress
E of shell program
Usor Mode Supervisor Mode l
User invokes : } 1 Usergets full control of |
system program | !+ gystem through shell
waith fautty input that |\ ¢ )t program running in
causes butfer ' P supervisor mode '
overfiow in stack . Vol :
Retum addressa in stack -
: clobbered due to /A
: overflow; vulnerable '
¢ | system program performs
. tunction and retums 1o
ilegal address .
: [ i
: System :

' exception! :.

(b} {c)

iploiting Buffer Overflow in a Program Stack. /n the normal course of

r parameter fits in the buffer. The return address on a stack is that of a loca-
tion 1n the user’s program. If the user inadvertently causes an overflow of the buffer (b), the
return address may be clobbered (overwritten} but typically not with a legal instruction ad-
dress. In this case, the return causes an exception. A malicious program (c) can manipulate

7 of’ 1223 5250 1
640




























































Cha 10 g iiom A 1 vla  es ps:lem goret comv aryn v/ u ¢ ines/97; 58609

Ihe second case occurs when code and data are shared on the same
page—this case poses an interesting problem. Since data areas
should not be write-protected, it is necessary to have two copies of
such pages, one of which is write-protected and is the source of in-
structions, while the other serves as the target for data reads and
writes and is not write-protected. This solution is adequate for most
common situations. It does not handle the situation where the code
itself is changed by the program, however—the case of self-
modifying code. Such writes into the code area must be intercepted
by the runtime monitor in order to ensure they are being performed
legally. It is necessary for the system to monitor all writes into write-
protected regions and to authenticate the source of such writes. If it
is a legal self-modifying code situation, the runtime monitor makes
the page writable, allows the write to proceed, and then write-
protects the code page again, after ensuring that the basic block
cache and the code cache are purged of all the affected regions. This
is clearly a case that could significantly degrade the performance of
the system. Fortunately, it is not a common occurrence in modern

programs.

TABLE 10.1 Page Access Privileges in the RI0O System

Page Type RIO Mode Application Mode
Application Code R R
Application Data RW RW

RIO Code Cache RwW R (E}

RIO Code R (E) R

RIO Data RW R

R — read only, RW — read/write, R (E) — executable

Protecting the Runtime Monitor

The RIO system designers protected the RIO system code itself from
attack by using different page protections during the RIO mode of
operation and the application mode. The RIO mode has slightly

higher nage access nrivileges than the annlication mode. even
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The ISR scheme uses a “pull” model, with the destination computer
reading in the environment state file on demand, for example, when
the user logs in to the destination machine. This could result in a
long latency between the time the user logs in and the time when a
sufficient amount of state is available on the destination to allow it
to resume the environment. The authors suggest that there may be
usage patterns that could be learned by a system in order to hide
the latency of the resumption by proactively copying in the state to
the local machine even before the user requests it. For example, the
systern could learn the pattern of travel between work and home for
a particular user and bring in a part of the state of the system at the
destination before the expected time at which the user arrives at the

destination.

The amount of information that is part of the state of a virtual ma-
chine is considerably large. Copying the state, compressing it, trans-
mitting it, uncompressing it, and then loading it back on another
machine w Dbe time consuming as well as bandwidth consuming.
Techniques are needed to limit the amount of information that has
to be transmitted in a burst, without compromising the ability to
transmit the full state information from one host to another. For ex-
ample, when a user frequently travels between two sites, the sus-
pension of the environment at a site need not completely eliminate
the environment at the site. It may be possible to keep information
in some structured way so that when the environment is resumed at
the site at a later time, only the changes to the environment need be
loaded. Another possibility is to reuse portions of the environment
from the environment of other users already on the system.
Candidates for such reuse include files associated with the operating

system, only a few of which are user specific.

The eventual adoption of such a scheme will depend on the security
of information guaranteed by the migration system. Users would

not want anv information in their virtual machine to be accessible
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enable tunneling of network packets travelling to and from the cap-

sule’s old network over a virtual private network (VPN).

The Collective system developers performed extensive tuning of

their systern to be able to suspend a virtual machine and transmit it
to a destination machine in about 20 minutes (a period they consid-
ered a typical commute time) using standard 384 kbps DSL lines.

The system attempts to be oblivious of the details of the guest oper-
ating system. Hence many of the techniques they employ are appli-
cable more generally than the ISR scheme described in the last sub-

section. Some of these are listed next.
Reducing Memory State Before Migration

Most physical machines today contain hundreds of megabytes of
memory, and it is reasonable to expect virtual machines tc have
main memories that are similarly large. At any given instant, how-
ever, the part of main memory that is critical for good performance
is relatively small. There is typically a large part of main memory
that could be paged out to disk without noticeable difference in the
systern’s response time. Unfortunately it is not possible to determine
which pages do or do not belong to the current working set at sus-
pend time without intruding into the guest operating system. The
Collective system works around this by starting a balloon program
on the virtual machine that requests a large number of pages. This
program causes pages to be released from the other active processes
on the system by the guest operating system—the expectation is that
these pages are released from the currently inactive processes that
do not need to respond instantaneously on a resume at the destina-
tion. The size of the memory state is now reduced by zeroing out the
pages requested by the balloon program, thus enabling better cor-

paction of the capsule.

There are several subtle policy issues associated with ballooning.

While transmission of the state of the memory is more effective
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when more of the pages are recovered through the balloon pro-
gram, the response of the system during the resume operation be-
comes more sluggish unless the right number and type of pages be-
longing to the active processes remain mapped in memory. Pages
holding cached data or those that are part of dirty buffers are ide-
ally left untouched. On the other hand, active pages that are easily
compressible need not be released to the balloon program,; there is
less benefit in their being zeroed out for compression and possibly

greater overhead in their being restored during the resume process.

Note that the balloon program is a process running within the envi-
ronment of the virtual machine, though it is triggered by the VMM
when it receives a suspend request. The fact that this program runs
on the guest operating system allows the program to be specialized
for the characteristics of the operating system. Operating systems
such as Microsoft Windows limit the size of the maximum working
set for each process—the balloon program cannot recover more
pages than the specified maximum number of pages that may be
used by the balloon program itself. On the other hand, Linux does
not set a limit to the size of the working set for a process—the
Collective system monitors the swap space, while the balloon pro-
gram keeps allocating and zeroing out new pages, until the free

swap space reduces by a preset maximum.
Reducing the Size of the Transmitted Packet

The balloon-program approach just mentioned goes a long way to-
ward reducing the bandwidth required to transmit the information
associated with a capsule. However, with very large disks becoming
common, the state represented by the disk is rather formidable.
Moreover, disks already hold many types of data, such as pictures
and video, as compressed files, and additional compression is sel-
dom effective. On the other hand, typical user migration involves
just a few platforms, and the required disk image is usually not a big

change from the image that was left on a platform when last visited.
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processors and a tew types of systems rather than to spend the enor-
mous amount of money needed to develop a wide variety of micro-
processors, to manufacture them at different locations, and to de-
velop different operating systems for each type of system. The result
is the wide availability of fairly high-powered general-purpose com-
puting engines that sit on the desks of millions of people around the
world or are being carried by millions of people virtually every-

where they go.

Yet the nature of tasks that most users perform on their computers
is such that only a tiny fraction of the available compute power is
actually used. Whether it is browsing the Internet to shop for an ap-
pliance or editing a term paper for a history class, the typical user
does not exploit anywhere close to the full capabilities of the com-
puter he or she is working on. The immediate impact of this is an
environmental one—there is some energy consumed by a system as
long as it is turned on—even when it is not performing any useful
cornputation. This impact is being addressed in many ways, espe-
cially through the use of automatic power-management techniques.
However, as computation and storage keep getting cheaper and as
these computers get faster, there is more energy consumed by each
of them. Thus, despite the incorporation of sophisticated power-
management techniques, there is a sharp increase worldwide in the

energy used by computers.

Ironically, there are occasions when users would like even more
computation power than what they have available on their own sys-
tems. Scientists working with real-time data often do not have the
processing capability to manipulate the large volumes of data they
gather. They may need such processing capability either simply for
visualization or for actually making decisions based on the data in
real time. Their ability to perform such computation may be re-
stricted due to the lack of compute capability, but it could also be
due to the sophisticated software needed for the computation. Such

users may not be willing to spend the large sums of money needed
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A computational resource on a grid may be a workstation, a main-
frame, a supercomputer, or virtually any other type of computer. A
shared storage resource may be a part of a disk on a personal work-
station, a portion of a file system, or an entire network-attached
storage. One important characteristic of a grid is that the systems
comprising a grid need not be homogeneous—there can be a variety
of processors and a variety of operating systems running on the
grid.

Dependability of Service

A desirable characteristic of a grid that follows from its utility na-
ture is that it be dependable. A true grid utility must be designed in
such a way that all users of the grid either have equal access to its
resources or can be guaranteed a quality of service specified in a
contract with the service provider. This is sharply in contrast with
most existing grids, which usually comprise a loose collection of re-
sources provided by willing individuals or collaborating groups
with a loose understanding of what is provided and what is ex-
pected. A grid participant who has volunteered the idle cycles on a
workstation may not have any obligation today to provide the cycles
that are pledged. As the concept of a grid evolves to that of a service,
users will start to depend on the services of the grid for their day-to-
day activities, and such informal understanding between partici-
pants will inevitably have to be replaced by more formal specifica-
tions and contracts. There are already efforts of this nature under
way, especially with the establishment of the World Wide Grid
Forum and the work being carried out in the Open Grid Services
Architecture (OGSA).

Dependability of the grid system also implies fault tolerance—when
a computational node in a system fails, the system must be able to
recover from the failure and reallocate the resources in a manner

transparent to the end user. Dependability also implies guarantee of

eornritv—iteenre nf the evetam miier he oniaranteed that their acents
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are not accessible to others and that others cannot maliciously pre-

vent their access to resources.

Note that dependability and guarantee of quality of service are im-
portant in other forms of virtualization we have already seen. In the
system virtual machines ol many VMs access a single
complex of hardware, and it is important for the virtual machine
monitor to allocate resources in a fair way among the various vir-
tual machines. Similarly, the different forms of partitioning we en-
countered ir nust ensure that resource allocation among
the partitions is done both in a fair way and in a way that maxi-

mizes the performance of the system.
Consistency of Service

The behavior of the service provided by a grid must be predictable
and consistent. A grid may contain several types of machines and
systems, each of which may be able to satisfy the requirements of a
particular task. While it would be impossible to ensure that the re-
sponse time of a task is exactly the same each time it is executed,
users will expect consistent results each time a task is executed.

They may also expect some reasonable bound on the response time.

Pervasive Access

An important aspect of any utility is that it be accessible from virtu-
ally anywhere. Most current grids, as well as those that are being
proposed, use the Internet as their communication medium. Thus,
as long as the Internet is accessible frcm some part of the world, a
user in that part of the world should have access to all resources

made available by the grid.
Inexpensive Access
A utility service becomes popular only when the cost of a task to the

540170 12/23/2024, 2:50 PM
687



Cha 10 g o A 1 vla  es ps:lem gorei comv caryn v/ u ¢ ines/97 58609

end user is attractive as compared to the alternative of performing
the task on resources owned by the user. Like a utility, a grid should
satisfy the needs of both the large organization wishing to perform
data-mining tasks on a massive database as well as the individual

who would like to have a video rendered.
Coordinated Resource Sharing

All the attributes of a grid mentioned so far view the grid as a utility.
A grid is envisioned to be more than just a utility, however. Users of
a utility inay not have much in common with each other—they form
a community only in the sense that they happen to be using the
same service. In its role as a virtual organization, however, the grid
1s expected to allow diverse groups to pool their resources and work
collaboratively toward a common goal. This view of the grid re-
quires the development of conventions for access privileges to vari-
ous resources, including not only hardware but also content and
programs. It also requires the development of protocols for commu-
nication between various clusters or even various grids.
Coordinated resource sharing requires the precise identification of
which resources are shared, who is allowed to share these re-
sources, and in what manner they may be shared. Moreover, the un-
derlying infrastructure must provide the ability to discover appro-
priate resources that a task may need anywhere on the grid.
Development of protocols that address these sharing and communi-
cation issues, called intergrid protocols, are key to the widespread
adoption of the grid model, just as Internet protocols were key to the
widespread adoption of the Internet.

Dynamic Communities

As the grid model evolves, it is likely that a single grid will support
not just one community but, rather, several ditfferent communities.
An example of a community is a group of researchers collaborating

to design a new drug. The resources needed by this community may
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be similar to those needed by another community that is collaborat-
ing on a high-energy physics problem. Both these communities
should be able to coexist on the same grid. Once again the infra-
structure of the grid must ensure that adequate means are provided
to identify, monitor, and control the needs of each community and

to isolate one community from another.

Communities need not be static. Communities may spring up for the
purpose of solving a problem and dissolve soon after this goal is
achieved. A user may enter a community at some point during the
lifetiine of the community and exit at some later point. A user may
even be a member of two different communities at the same time.
All these scenarios require that adequate provision be made in the

architecture and the interfaces while designing a grid.

Whether or not the grid concept evolves to embrace one unified
standard protocol, such as the Internet, remains to be seen. Today
there are several different grids, each with its own protocols and
each having its own suite of tools and management software. It is
quite possible that the model that eventually emerges will be that of
multiple grids, one for each community, working on a larger physi-
cal grid that pools an appropriate fraction of its resources for each
of the community grids. Each community grid, with its own set of
protocols, may actually be viewed as a virtual grid, much the way
virtual machines with different operating systems coexist on a vir-

tual machine system.

10.3.2 Evolution of the Grid Computing Mode
The Globus Toolkit

A computing grid can take on several different forms, ranging from
a simple network of workstations taking advantage of idle cycles on
user machines to a complex commercial server that satisfies the re-

quirements of users who may wish to contract out a single applica-
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Lrass rurpose MaKes st ol woneerms

End users Solve problems Applications Transparency, performance

Application developers  Develop applications Frogramming models,  Ease of use, performance

tools
Tool developers Develop tools, Grid services Adaptivity, exposure of
programming models performance, security

Grid developers Provide basic grid services  Local system services Local simplicity, connectivity,
secunity

System administrators ~ Manage grid rescurces Management tools Balancing local and global
CONCens

10.3.3 Comparison with Convention: Virtual
Machines

In this section we try to highlight the similarities and differences be-

tween the concept of a grid and that of other virtual machines we

have been describing in this book.
Efficient Utilization of Resources

The eventual goal for the first grid systems was the desire to put to
use the idle cycles available on the hundreds of millions of comput-
ers in the world today. There are many fundamental problems that
require a lot of computation power but whose solutions do not need
the large, expensive supercomputers commonly employed for such
problems. Harnessing the unused resources toward solving such
large problems would be an efficient use of the world’s computa-
tional resources. This is similar to the motivation that led to the de-
velopment of system virtual machines and to multiprocessor virtual

machines, including logical partitioning.
Sharing of Resources

System virtual machines for both uniprocessors and multiproces-
sors support sharing of resources. However, unlike grid computing,
the sharing in a conventional system VM is usually limited to the
physical hardware resources—the VMM in such systems is typically

not concerned with the sharing of content, for example.
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A central concept in grid computing is the sharing of resources of
disparate systems by a community of users working toward a com-
mon goal. The discovery of resources needed to solve a problem and
the negotiation for use of such resources with their owners play a

big role on a grid.
Distributed Versus Centralized Control

Compared to traditional virtual machines, the grid has a global
scope, with resources spread over large areas, perhaps across the
world. Control of shared resources therefore cannot be done in any
centralized manner. As with the Internet, users of a grid may collab-
orate with each other to determine appropriate sharing and use of
resources. This is quite unlike a conventional virtual machine moni-
tor, which must have a centralized view of resources and must
maintain strict control over the use of resources in order not to

compromise the privacy and security of users.
Heteroge eous Nodes

Like operating systems, virtual machine monitors and hypervisors
generally do not span nodes of a cluster. A VMM works best when it
has the flexibility to reallocate virtual machines among a set of simi-
lar real processors. The components in a node may be somewhat
dissimilar in terms of their sizes and perhaps in the nature of de-
vices attached to them, but they are simiiar in terms of the ISA sup-

ported by the processors.

On a grid, the expected degree of heterogeneity in the types of com-
ponents available is much higher. Each cluster could have a proces-
sor, memory, and I/O configuration quite different from other clus-
ters on the grid. Moreover, the processors in a cluster could be run-
ning a different type of operating system or even a different ISA

from those in other clusters. The set of programs that can be run on

one cluster may be considerably different from the set that can be
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*wone thati  oted up, or it may ¢ an existing virtual machine, whi s
just being resumed  nasaved image. The vi 1 machine instance J7 may
also be assigned a dynamic 1P address at this time, for example, using DHCP
(DHCP). An interesting technique has recen ' been developed
that allows a virtual machine to keep its [P
when 1t migrates from host to host.

5. Once VM instance 7 is running and connected to the network, additional data
sessions may be established to connect the guest op 1ting system within #7 to
application server A and to user data server IJ. As before, 2se sessions can be
realized with transfers, such as Gric TP, or implicit transfers through a
distributed fi  system.

6. The application now begins executing under the guest operating system in virtual
machine Vi. If it is a stand-alone batc application, the application runs
unattended and may inform the user only at ¢ 1pletion. If 1t is an interactive
application, the user interacts with the application
window or through a virtual display, such as VNC

In the foregoing, it was assumed that the user needs to interact only
with the application. A more sophisticated user may bhe presented
with a console for the operating system or even for the virtual ma-
chine itself. The user, rather than the grid scheduler, can then make
decisions about when to shut down, hibernate, restore, or migrate
the virtual machine. The mechanisms needed to perform these tasks
are similar to those mentioned earlier, namely, file transfer mecha-
nisms for efficient transfer between machines, distributed virtual

file systems, and virtual networks.

The virtual machine, like a real machine, may persist even alter
completion of the application that initiated it. If it remains inactive
for a sufficiently long period of time, the grid management system
can place it in hibernation, saving its image on the shared file sys-
tem, or in some other globally accessible space. When its services
are required, the virtual machine is reawakened at any one of sev-
eral possible computation servers, and appropriate changes are
made to the handles used to communicate with the image servers
and user display sessions that may be open. The virtual machine

session ends only when there is no image of the virtual machine
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present on any of the 1mage servers or 1In permanent storage any-

where on the system.

The importance of executing legacy applications should not be un-
derestimated. The world is full of such applications, critical for busi-
nesses, either hecause it is difficult to migrate the applications to
newer platforms or because the environments on which they run
provide a capability not matched by the newer platforms. The high
reliability and availability of the original IBM mainframes has been
maintained through its evolution into the zSeries, which remains
the workhorse of large commercial organizations. The VM-based
grid computing system aims to serve a similar role for critical appli-
cations being designed today on a variety of platforms. Moreover,
the system VM—based model has inherently attractive features,
even for the deployment of new applications, as observed earlier.
The techniques described in earlier chapters to ensure the correct-
ness and efficiency of virtual machines may eventually find use in

such grid implementations.

10.3.5 Concluding Remarks

Many of the scenarios mentioned in this section are also relevant
for businesses, especially large corporations. Business-specific re-
search and development often involve the use of massive amounts
of data, large groups of internal and external collaborators distrib-
uted across a geographically wide region, and massive computa-
tional resources to perform analysis and mining spread across the
globe. There is a feeling in some quarters that just as the Internet
developed from a medium for collaboration among scientific re-
searchers to a powerful medium for everyone, particularly for busi-
nesses, the grid concept is about to take off and become a vehicle
that transcends the scientific community and embraces the business

community and the world at large.
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any virtual machines present an interface essentially identical
Mto that of some desired real machine. Furthermore, all virtual
machines are implemented on top of some real machine; virtual re-
sources are ultimately realized with real resources. In order to fully
understand virtual machines, therefore, it is important to under-
stand the major components of a typical computer system, including
their interfaces and the corresponding resources that are managed
through the interfaces. This appendix outlines the major computer
system components, with emphasis on the ones most relevant to vir-

tual machine implementations.

The discussion will begin with an overview of the three primary
computer system hardware components: processors, memory, and 1/
0. Then we will discuss instruction set architecture (ISA) features
and the ways in which the ISA can be used both to perform compu-
tation and to manage the hardware resources. Next, the organiza-
tion of an operating system is described, with emphasis on manag-
ing system resources. We follow this with a discussion of the impor-
tant aspects of multiprocessor systems. Finally, two specific ISAs, the
PowerPC ISA and the intel IA-32 ISA, are summarized; these two

ISAs are used in examples throughout the book.

Over the years, many different computer architectures have been
defined. As they have evolved, they have tended to take on similar
characteristics, although there are still some significant variations
among the architectures prevalent today. It is not practical to dis-
cuss all these variations here (or to cover them all in the book). We
instead consider only typical architecture features that are relevant
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miliarity with operating systems and the general concept of instruc-
tion set architectures (ISAs).

A.1 Co1 puter System Hardware

Figure A.1 illustrates a computer system typical of what one would
find in a desktop system. Multiprocessor server organizations are
overviewed in Section A.7. Both types of systems are composed of
processor(s), memory, and I/O subsystems containing both high- and
low-speed buses. The following subsections describe each of the

three major components.
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ystem Organization.

A.1.1 Processors

Processors fetch and execute instructions held in memory. The vari-
ous types of instructions and their operation are described in
Section A.2. In this section, we briefly outline the more important
types of processor microarchitectures.

Figure A.2a illustrates a sirnple in-order pipeline, where instructions
pass through a series of stages as they are executed. The pipeline es-
sentially performs its operations in assembly-line fashion. This al-
lows multiple instructions to be in the pipeline at the same time,
though at most one instruction is in each pipeline stage at any given
time. In Figure A.2a instructions pass through the pipeline in their
natural, architected program sequence (i.e., “in order”). They are
first fetched and decoded. Then, when the input operands of in-
structions are ready, they are read either from registers or from
memory, and the instructions are executed. Finally, instruction re-

sults are written to registers or stored in memory.

Some instructions depend on the results of preceding instructions; if
the results are not ready as inputs when an instruction needs them,
the pipeline must “stall” the instruction until the preceding instruc-
tion produces the result. If an instruction takes several cycles to pro-
duce its results, e.g., if it loads data from memory, then a following
dependent instruction may suffer a nurnber of stall cycles. It should
be apparent that the sequence in which instructions appear and
their data dependences influence the number of stalls and, there-

fore, overall pipeline performance.

Many high-performance processors use a superscalar microarchi-
tecture, as shown in Figure A.2b. In a superscalar processor, more

than one instruction can be fetched and decoded in the same clock

12723 -, 2:51
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cycle. Thus, the peak instruction throughput is increased when com-
pared with the simple pipeline. After decoding, instructions are dis-
patched into an instruction issue buffer. From the issue buffer, in-
structions can issue and begin execution when their input operands
are ready, without regard to the original program sequence; i.e. they
can issue “out of order.” This avoids many of the aforementioned

pipeline stalls when instructions depend on preceding instructions.

A third class of processors, illustrated in Figure A.2¢, can execute
multiple instructions per cycle but only in the original compiled se-
quence. It is up to the compiler to arrange and combine multiple
parallel (independent) instructions into a very long instruction
word (VLIW). All the instructions in one VLIW issue before the next
VLIW is considered for issuing. The in-order-VLIW approach simpli-
fies the instruction issue logic, compared to an out-of-order super-
scalar processor, but it puts the burden of finding and reordering
groups of independent instructions on the compiler rather than the

hardware as in superscalar out-of-order machines,
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‘hree Processor Microarchitectures. {a) Simple pipeline; (b) superscalar pro-
V processor.

A.1.2 Memory Systems

The memory system of a modern computer consists of a combina-
tion of main memory and cache memories. The main memory 1s ex-
plicitly managed by the operating system, while cache memories are
generally managed by hardware and hidden from software.

Main Memory

Memory systems are built primarily from random-access memory
(RAM) chips, organized so that multiple bits can be accessed in par-
allel. Usually, at least a word (four bytes) is accessed, but often itis a
larger quantity, i.e. a line of 32 to 128 bytes. In most modern proces-
sors, the smallest quantity of main memory that can be uniquely ad-
dressed is the byte, and if there are n real memory address bits, then
the 2" bytes form the real address space. Processor load and store in-
structions generate real addresses in a manner to be described in
Section A.2.2. However, as seen in Figure A.3, all locations in the real
address space do not necessarily correspond to RAM—some of the

locations may correspond to addresses in a read-only memory

FL LW A AN k] a1 . 1. 1
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at all. Of the addresses that do not correspond to memory locations,
some may be reserved for I/O devices, as we will see later, and some
may be unused, with no memory chips populating that region of the

a lIress space.

iy ROM

s to YO Devices

naddress lines

teal Address Space. A Real address space is often used for addressing RAM or
, hereal address space may also be used for addressing I/O devices, or they may
be unused.

Cache Memories

The amount of main memory needed in modern processors is quite
large, and, including the delay in the memory controller and buses,
accessing a location in such large memories takes many tens or even
a few hundreds of processor cycles. In order to reduce the observed
latency of accessing main memory, smaller, faster memories, called
cache memories, are employed for holding both instructions and
data likely to be accessed in the near future. Cache memories are de-
signed around the principle of locality. This principle states that
data or instructions that have been used recently are likely to be

used again in the near future (temporal locality) or that data or in-
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structions in locations close to locations currently being accessed

are likely to be accessed themselves in the near future (spatial local-

ity).

A cache memory holds blocks (or lines) of data and instructions that
correspond to recently accessed main memory locations. At any
given time, the cache memory holds a small subset of all main mem-
ory lines. In order to determine which main memory lines are lo-
cated in a cache, the cache is designed to be associatively accessed—
each cache line has an associated tag that indicates the main mem-
ory locations {addresses) from which the cache line came. Figure A.4
illustrates a fully associative cache, which is one of the easier cache
implementations to understand (although not necessarily the easiest
to build). In the fully associative cache, a memory address is first
compared with all the cache tags to see if the contents of the ad-
dressed memory location are present in the cache. If there is a cache
hit, the data or instructions are read from the cache and are imme-
diately available to the processor. If there is a cache miss, then the
contents of the line must be fetched from memory and placed in the
cache. To make room for the new line, some other line must be re-
placed, according to a replacement algorithm. Two commonly used
replacement policies are least recently used (LRU) and first-in-first-
out (FIFO). Temporal locality is exploited by using such a replace-
ment algorithm, while spatial locality is exploited by the fact that a
cache line typically holds more data items (e.g., words or bytes) than
the one requested; that is, it contains data iterns  at are in a block

of contiguous locations adjoining or surrounding the accessed item.

address
[ tag | offset |

tags data

rmatch
{select «—» MEMORY
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user Logical Registers
Memory
Program counter
Condition codes
General-Purpoae Floating-Polnt
Registers Reglisters
Reg 0 FPreg0
Reg 1 FP reg 1
Reg n-1 FP reg n-1

ey Architected User State of a Typical ISA. This includes a logical (virtual)
e v, @ SpECiQl-purpose register, general-purpose registers, and floating-point regis-
ters.

A.2 The T ser ISA: Computation

The architecture of a processor, in its basic form, typically defines a
set of storage resources, e.g., registers and memory, and a set of in-
structions that transform data held in the registers and memory.
The definition of the storage respurces and the instructions that ma-
nipulate data are documented in the instruction set architecture
(ISA) of the processor. In order to ensure software compatibility be-
tween various implementations of the ISA, it is necessary that the
description of an instruction be detailed enough to specify the exact
operations that must occur as a result of executing the instruction.
The key elements of the architected storage visible to a user pro-
gram are illustrated in Figure A.6. The user memory is the bulk of
storage, yet it is the registers that are important for performing
computation. The register state is more varied, both in format and
function, than the memory.

A.2.1 Register Architecture

of 72 1223 »2:50 1
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In typlical appilcauons tne registers tnat are primaruy usea are tne
general-purpose registers and a few of the special-purpose registers.
The use of other special-purpose registers ar specially typed regis-
ters, such as the floating-point registers, varies with the nature of

the application.
General-Purpose Registers

These registers are often referred to as “working” registers. They
are commonly used to hold operands for instructions. They are also
used as temporary storage for intermediate values of complex oper-
ations and for frequently used constants or addresses. General-
purpose registers often hold different types of values. For example,
the contents of a general-purpose register may be a Boolean vari-
able, a character variable, a string of characters, a halfword, a 32-hit
integer, a 64-bit integer, or an address in memory. Occasionally a
general-purpose register may have a special function, for example,

as a stack pointer.

Typed Registers

It is oiten conventent to provide separate registers for special types
of operations. For example, the PowerPC provides separate registers
used as operands only for floating-point operations and are hence
called floating-point registers. The [A-32 ISA provides a register type
for holding pointers to segments of mnemory. Using multiple register
types allows the hardware to be implemented more cleanly, with op-
erands being located close to the functional units that perform the
operation. However, in some cases, it can make the compiler
writer’s job more difficult because it requires keeping track of the
register types that hold certain data items, and it mmay occasionally
require movement of a data item to get it into the right register type.

Special-Purpose Registers

The mnst imnartant nf these is the nrogram connter (PCY Other
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An example of a linear address space is the user-mode address
space (kuseg), as defined in the MIPS 32-bit ISA and shown in Figure
A.7a. The 2GB (231bytes) user space starts at address zero, 0x0000
0000, and extends to address OX7FFF FFFF. An address will typically
be contained in a 32-bit register. The contents of such a register will
be a valid address only if the high-order bit is 0. Any attempt to ac-
cess memory with any other address causes an Address Error excep-
tion.

The PowerPC, on the other hand, divides the user address space into
segments that each contain 256MB (228 bytes), as shown in Figure
A.7b. The architecture allows an application to address a large num-
ber of segments, even though at any one time only a small number
are directly accessible. In the 32-bit addressing mode, only 16 seg-
ments are visible to the program. These 16 segments are pointed to
by segrent registers SR0—SR15. The segments that are currently
visible form a contiguous 32-bit effective address space, with the
high-order 4 bits of an address indicating the segrnent register asso-
ciated with the address. Each segment register points to a 256MB
segment contained in a very large 2°%-byte address space called the

virtual address space.

For management and protection, memory can be divided into re-
gions. Typically, the granularity of a management/protection region
is a page, containing a power-of-2 number of bytes; 4KB, for exam-
ple. Within a user’s address space, different pages may be marked
as having different access privileges, e.g., some combination of read,
write, and execute privileges. The application program is usually
not concerned about the exact page size, however; it becormes aware
of the page size only, for example, when a sequence of accesses
crosses from a page where accesses are valid to one that disallows

such an access.

A.2.3 User Instructions

12723 - 2:51
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Instructions are the means for transforming data held in registers
and memory. Table A.1 gives examples of various types of inst1  c-
tions. Instructions are usually classified according to the resources,
specifically the storage elements and functional units, involved in
their operation. Thus integer and logical operations generally in-
volve the manipulation of general-purpose registers using integer
arithmetic and logical units (ALUs); memory instructions involve
main memory; and floating-point instructions involve floating-point
registers and floating-point units. Besides these, there is a class of in-
structions that affect the flow of control of the program rather than

the contents of data resources: the branch and jump instructions.

TABLE A.1 Example User Instructions

Memory Lnstructions

Integer Instructions

Floating-Point Instructions

Branch Instructions

load byte

load word

store biyte

store multiple
load double

add

compare logical
exclusive-OR

count leading zeros
rotate left with carry

add single

multiply double
multiply-add double
convert to integer
compare double

branch

branch if negative
branch and link
jump to subroutine
return

Memory Load and Memory Store Instructions

These instructions cause the movement of data from a register to
memory (a store operation) or from memory to a register (a load op-
eration). The memory location involved is specified in the instruc-
tion by means of its address. The address itself is a value derived
from adding the contents of one or more registers specified in the
instruction. Sometimes an immediate field (constant) in the instruc-
tion may be used in addition to register operands. The value thus
computed is the address as seen by the user, often referred to as the
virtual address, the logical address, or the effective address. An ad-
dress in a segmented memory may be split into a portion that speci-
fies the desired segment and a portion that specifies the desired off-

set within that segment.
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Integer Arithmetic, Logical, and Shift Instructions

These instructions perform basic operations on integer or general-
purpose registers. In some of the older CIS¢  SAs, an arithmetic,
logical, or shift instruction may use a memory location as one (or
more) of its operands. In this case the processor needs to perform an
implicit memory load before performing e specified integer oper-
ation and/or an implicit memory store afterward. Most modern
ISAs, especially RISt SAs, separate the process of loading an oper-
and from memory from the process of performing the actual arith-
metic, logical, or shift operation.

Floating-Point Instructions

These instructions perform floating-point operations. The operands
of the instructions are generally, but not necessarily, held in typed
registers called floating-point registers. In the Intel IA-32 instruction
set, the floating-point registers are arranged as a stack, and most
floating-point instructions refer to the registers only implicitly via
the floating-point stack pointer. The principal difference from inte-
ger instructions is that the values in the registers are interpreted to
be in a specified floating-point format. The standard format is the
IEEE floating-point format, which specifies not only the encoding of
floating-point data but also the acceptable results of operations per-
formed on floating-point data.

Branch and Jjump Instructions

While the previous categories of instructions change the contents of
the data-holding resources within the processor, branch and jump
instructions simply change the flow of control. In stored-program
machines, this change is accomplished by changing the PC, thereby
changing the memory location from where the next instruction is to

be fetched. Conditional branches test values in registers and branch

12723 -, 2:51
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based on the outcome. The register to be checked can be a general-
purpose register or a special condition code register set as a side ef-
fect of executing other instructions, ISAs also include jump instruc-
tions, which are similar to branches, except they transfer control
unconditionall ind are often used for transferring control to a log-
ically different piece of code from the current one (e.g., to a subrou-
tine or procedure). The targets of jump instructions are sometimes
not known at compile time; hence jumps can take place indirectly
through the contents of a register. Some jumps have the side effect
of saving the location (PC value) of the instruction immediately fol-
lowing the jump in a link register. If a procedure is invoked using
one of these jump and link instructions, a procedure return can be
implemented as an indirect jump to the PC value saved in the link

register.

A.3 The System ISA: esource
Management

While the user portion of the ISA is primar  for getting computa-
tional work done, the system part of the ISA is for management of
system resources. The operating system receives requests for access-
ing or altering resources and services them according to its own
well-defined resource-management polices. The system ISA contains
the actual mechanisms by which the OS communicates with the un-
derlying hardware in order to carry out its requested services and

resource-management decisions.

A.3.1 Privile_ > Levels

A modern processor can simultaneously support multiple applica-
tions or processes, each of which has access to system resources, in-
cluding real main memory, secondary memory, and other parts of

the I/O system. Even though many user programs may be operating

~
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\a, \w

rivilege Rings in a System. (a) Simple systems have twao levels of privilege. (b)
sws four rings, with the operating system kernel executing in the innermost
level, level 0, and user applications executing in leve! 3.

At any point in time the mode of operation is part of the system
state, stored in a small special register or as part of a larger special
register. When there are only two privilege levels in a system, the
encoding of the mode requires just one bit, Modification of the
mode bit(s) must be tightly controlled so that a user process cannot
arbitrarily change the mode and thereby extend its privileges at
will. A controlled change of the privilege level, for example, to per-
form I/O, is typically effected either explicitly via a system call in-
struction or implicitly through a trap. A system call instruction
transfers control (changes the PC) to a special location specified by
the ISA, and the OS is designed so that this location is part of the 08’s
code region. In addition to the control transfer, the privilege is auto-

matically changed to system mode.

Some [SAs include instructions that behave differently depending
on the current privilege level. For example, an instruction that mod-
ifies a privileged resource could be designed to perform no opera-
tion (act as a no-op instruction)} if the processor is in the user mode.
Thus a prohibited operation cannot be performed by the user. As de-
scribed ir however, such instructions are problematic
from the point of view of implementation of virtual machines; it is
preferable for the hardware to transfer control of such illegal in-
structions to the operating system via a trap so that the OS can then
take appropriate action.

In the following sections we briefly describe those parts of the archi-
tected state visible only to the more highly privileged operating sys-
temn and then provide more detailed discussion of the way instruc-
tions in the system ISA are used for managing privileged hardware

resources.
A NN ihnee TV mrndnmm A mmn e S e
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Most ISAs include special registers to assist with the task of manag-
ing hardware resources. These registers are sometirmes given only

secondary importance because they are not exposed to the applica-
tion and because the compiler usually does not use them. However,
they are very important in system-level virtual machine implemen-
tations, because they often are the source of some of the thorniest

problems that arise in the implementation of such VMs. Some of the

more important registers are shown in Table A.2.
System Clock Register

This register records the number of clock ticks that have elapsed
fromn the last time the register was reset to zero. A clock tick may be

measured either in time (milliseconds) or in processor clock cycles.

TABLE A.2 Typical System Registers

System Registers Examples in: PowerPC Examples in [A-32
Swstem clock register Time base register Model specific; time-stamp counter in
newer models: clock in /O system in
oldet models
Trap and interrupt register Data storage interrupt register | MNone, indirect through interrupt
Interrupt save/restore register table
Trap and interrupt mask register | Machine state register Interrupt enable flag in EFLAGS register
Translation 1able pointers Storage description register Page directory base address {control
Address space register register 3}

Trap and Interrupt Registers

These registers record information about the occurrence of traps
and interrupts so that trap or interrupt-handling code can take the
appropriate action. Typically, for each trap or interrupt condition,
there is a corresponding bit in the register that is set when the trap
or interrupt occurs.

Trap and Interrupt Mask Registers

22
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There are situations when the processor should not be interrupted,
for example, when another interrupt is already being handled.
Interrupts are typically categorized into ordered classes, an inter-
rupt belonging to a higher class having priority over an interrupt
belonging to a lower class. At any given point in an execution the
mask register specifies those classes of interrupts that will be ig-
nored. Similarly, software may wish to ignore certain trap condi-
tions, and the trap mask register indicates which should be masked
off.

Translation Table Pointers

The mappings of logical pages and memory segments to real mem-
ory are usually kept in memory resident tables, and the locations of
these tables are pointed to by page and/or segment table pointer
registers. Because the page/segment table pointer registers are used
for managing hardware resources, access to them must be con-
trolled. While in all cases the writing of these registers must be lim-
ited to the OS, in many cases user-privilege processes must be pre-
vented from reading these registers as well. For example, reading a
page table pointer register may reveal properties of other processes,
and this can potentially contribute to security leaks. Also, as dis-
cussed ir reading resource-related registers in user

mode is problematic when constructing system virtual machines.

A.3.3 ISA Supp rt for Managing the Processc
Resource

The processor is perhaps the most important system resource, and,
like the other hardware resources, its use is managed by the operat-
ing system. The ISA support required for doing this, however, is
minimal. First, the operating system must be able to give control to
a user process. This is done via a system-return instruction that

causes the transfer of control (a jump) to the desired point in the
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user program and a privilege-mode change to user mode. Second, to
make sure that it will eventually get back control from the proces-
sor, the operating system can set an interval timer so that when the
time interval elapses, there will be an interrupt that returns control
to the OS (interrupts are described in more detail in Section A.3.6).
The interval timer may be an architected counter, i.e,, one of the
system registers that can be read or written in systermn mode. Or it
may be built into the I/O system and can be read or written in a
manner similar to the way an I/O device would be accessed (Section
A.3.5). Control is also given back to the operating system when a
user process executes a system-call instruction or when there is a

trap or interrupt.

Hence, the only ISA features needed for managing the processor re-
source are system-call and return instructions and an interrupting
interval timer, along with a mechanism for setting it. Other traps
and interrupts are not necessary for managing the processor re-
source; rather, they are mechanisms by which the operating system
can be put into a privileged state where it can deal with other

resource-management conditions.

A.3.4 ISA Support for Managing the Memory
Resource

By far, the most extensive part of the system ISA is memory related.
The memory architecture includes relatively elaborate data struc-
tures (page and/or segment tables) for keeping track of the usage of
memory, along with mechanisms for manipulating the data struc-
tures. The key issue is that there is a limited amount of real memory
that must be allocated to a number of programs, each of which has
an (often larger) architected amount of logical memory. In general,
this means that the real memory must be shared, and most of the
time a given process cannot be given as much real memory as the

size of its logical address space would allow.
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to them, and other portions do not. Some of the portions of logical
memory that are not assigned real memory have their contents held
in a backing store, usually a disk. Other portions of the logical mem-
ory may be unused. The operating system keeps track of the por-
tions of the logical memory space in main memory and in a backing
store. The OS moves memory contents back and forth between real
memory and the backing store based on its own internal memory-
management pelicies. Thus, a particular real memory location could
represent different logical memory locations at different points in

time.

With this approach, program memory has become a virtualized re-
source. The user process can directly address memory resources
that are defined by its own logical address space. However, this logi-
cal address space represents only a virtual view of memory. The ac-
tual real memory resources are assigned in a very different manner.
It is for this reason that such a system is called a virtual memory sys-
tem and that logical addresses are often referred to as virtual ad-

dresses.

For assigning logical memory to real memory, the respective mem-
ory address spaces are normally divided into blocks. There are two
general approaches for doing this. In one, the blocks are of arbitrary
size and are called segments. In the other, the blocks are all of fixed
size and are called pages. Managing the real memory is simplified if
the basic elements for management have the same fixed size, so just
about all ISAs today use paging. However, as we saw in Figure A.7b,
some ISAs add segments on top of paging. When this is done, each

segment is composed of some number of pages.

When pages are used, a logical address can be interpreted as having
two parts, a page number and an offset within the page. For exam-
ple, if 32-bit addresses and 4KB pages are used, then the low-order
12 bits identify an offset within a page, and the upper 20 bits form
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the page number.
Page Tables

To support logical-to-real memory mapping, a data structure known
as the page table is used. An example page table that maps logical
pages to real pages is shown in Figure A.10, with the page number
of the virtual address used as an index into the table. Page table
structures can get more complex, but the one shown is adequate for
understanding the basic operations. Each entry in the table contains
information about the real memory location of an accessed virtual
page. When the virtual memory space is larger than the real mem-
ory space, as it often is, some of the virtual pages may not be
mapped to real memory. Hence there is also a valid bit associated
with each page entry to indicate whether or not the page is mapped.
Note that the page table can also be used for data that is shared
among multiple programs if the same real page is mapped into the

virtual address spaces of the sharing programs.

As suggested earlier, in Section A.2.2, it is usually possible to restrict
the type of access to a location in memory given to an application
program. The granularity at which such access protection is speci-
fied is generally the page, and hence each entry in the page table
also stores access-protection information. These are the “prot” fields
in the page table of Figure A.10. The types of operations that can be
performed on a page may be determined by a program’s privilege
level, e.g., whether it is in supervisor or user mode. The three types
of accesses that are commonly controlled are read, write, and exe-
cute. Read and write accesses are checked during execution of load
and store instructions, while execute accesses are checked when in-
structions are fetched for execution. One way of specifying the ac-
cess protection of a page is to provide three bits, each corresponding
to the read, write, execute (R, W, E) privileges. Note that the access
protection given to a page is not static. The same real page could

have one set of protections when the machine is operating in the
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user mode and a different set when operating in the system mode.

virtual eddress
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réal eddress

v | prot redl page no.
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‘age Table for Mapping a Linear Address Space.

Translation Lookaside Buffers

The page table is a relatively large structure and is generally held in
main memory. In theory, the page table is consulted for every load,
store, or instruction fetch. Actually doing so, however, would he
very slow. To make memory accesses much faster, a small associa-
tive memory structure called a translation lookaside buffer (TLB) is
used for caching recent address translations, as depicted in Figure
A.11. The TLB is very much like the cache memory described in
Section A.1.2 and similarly relies on the principle of locality. When
an address needs to be translated, the TLB is accessed by associa-
tively indexing it using the virtual page number of the logical ad-
dress. On a match, the table returns the real page number for the
referenced logical page. As the principle of locality suggests, the
number of distinct pages referenced is typically small and changes
slowly during the execution of the program. Thus the size of the TLB
need not be large, and access to the TLB can be relatively fast. Each

entry in the TLB also contains the page-protection hits copied from
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TLB entry format Debned in 1SA Left to hardware implementarion
TLB configuration Defined in ISA Left to hardware implementation
Page table entry formar | Left to OS implementation Defined in 1SA

Page table configuration | Left to OS implementation Defined in I15A

Missin TLE Causes TLB fault to OS5 Hardware accesses page table
Miss in page table Detected by TLB fault-handling software | Causes page fault

New entry in TLB Made by O5 Made by hardware

New entry in page table | Made by OS Made by 0§

With an architected TLB, the ISA defines the specific method format
for TLB entries as well as the size and access method. The page table
is part of the OS implementation. The hardware implementation is
unaware of the page table’s presence. There are special instructions
in the ISA that allow the operating system to read and write TLB en-
tries. If an address is not in the TLB, then the hardware undertakes
an action similar to a page fault; i.e., it saves the faulting address in
a special control register and traps to an ISA-defined memory loca-
tion. The operating system checks its page table, accesses the page
from secondary storage if necessary, and, when the page is present
in real memory, updates the TLB with relevant information.

For a more detailed description of address translation issues, the in-
terested reader is referred to an article by

A.3.5 Managing Input/Output Resources

Typically, the part of an ISA dealing with /O is relatively small.
Because of the wide variety of I/O devices and relatively infrequent
[/O management operations, it is more appropriate to deal with the
specifics of I/O in software, particularly in the OS software. The ISA
needs to provide only a mechanism for addressing I/O devices and

to transfer information to and from the devices.

Some ISAs have explicit /O instructions. These instructions usually
have a form similar to load and store instructions, but the addresses

are completely separate from main memory addresses. The address
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indicates a specific device (or a register that is part of the device
controller). The execution of an I/O instruction causes signals leav-
ing the processor to be activated in a pattern that corresponds to the
a lress and/or data values of the I/O instruction. The system de-
signer is responsible for using these signals to connect I/O devices
(e.g., through a bus) and to inform an OS programmer of the I/O sig-
naling conventions. The IBM System/360 and its successors, as well
as the Intel IA-32, are examples of computers that provide such I/O

instructions in their ISAs.

Many recent processors incorporate another form of I/O, called
memory-mapped /0, sometimes in addition to I/O instructions. With
memory-mapped I/O, a specific region of the real memory address
space is reserved for accessing I/O devices (see Figure A.3). These ad-
dresses do not correspond to real memory locations; rather, loads
and stores directed to these addresses are interpreted by the mem-
ory controller as commands sent to an I/O device. Different
memory-mapped locations are used for sending commands to dif-

ferent devices and for different types of requests to the same device.

In order to protect I/O resources in general-purpose computer sys-
tems, [/O instructions are usually privileged and can only be in-
voked by the operating system. Similarly, with memory-mapped 1/0,
the real memory addresses used for I/O are never mapped to user-
accessible pages, so only the OS has access to them. Because I/O op-
erations are only available to the 0OS, user programs invoke 0OS calls
that first check to make sure the user program should be able to
make the requested access and then use I/OQ instructions to complete

the request.

Finally, interrupts are a part of most I/O architectures. They are
used by the [/O system to get e attention of the OS by forcing a
transfer of control into OS interrupt handler code. The I/O system
may interrupt the OS when it is finished with some requested I/O

e ok e 2 2 T . s L L T ) T e T S B

12723 -, 2:51
32



Ap

Jof72

A Re

ichines | Virth lachines ps:/learning.orei com  ary.view/s u nes/97t  158609...

UlJt'LdLLUIl UL ¥WWILCLL LIIELE 1d HULLIE CULIULLIULL, dULLL dd a ueviLE E11ul,
that requires attention. Interrupts are discussed in more detail in

the next subsection.

A.3.6 Traps and Interrupts

Traps and interrupts are an important mechanism for transferring
control to the operating system when events needing special atten-
tion occur. Because they often involve changing the privilege mode
and crossing protection boundaries, they are an important consider-

ation in virtual machine implementations.

A trap is a transfer of control that occurs as a side effect of an in-
struction’s execution. Traps are generally triggered by an exception
condition, which is typically an unusual condition detected during
the execution of an instruction. Examples of exception conditions
include arithmetic overflows, page faults, violations of memory-
access privileges, and illegal or unimplemented opcodes. The ISA
usually specifies the exception conditions associated with each in-

struction.

Interrupts occur due to conditions unrelated to the execution of a
specific instruction. interrupts are caused by events occurring exter-
nal to the process currently executing. Examples of such external
events include I/O interrupts, which occur due to events outside the
processor, and timer interrupts, which signal the end of a time in-

terval specified by the operating system.

As described in Section A.3.2, the ISA generally provides a mecha-
nism for disabling certain traps or classes of traps. The usual way to
accomplish this is through the use of bits held in a mask register.
Not all traps can be disabled, however. For example, it makes little
logical sense to disable a page fault, and hence there is usually no
mask bit associated with a page fat . Also, some traps may be dis-

abled in user mode. For example, an application may not want any
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interrupt condition. Such a situation arises, for example, when an-
other interrupt has just occurred and software is still in the process
of handling it. Masks can also be used to help establish priorities of
interrupt conditions; lower-priority interrupts can then be masked
off by high-priority interrupts. As in the case of traps, certain inter-
rupts related to the real environment of the processor, such as a
“power fail” interrupt or a “high-temperature” interrupt, are not
maskable, for they need immediate attention. Most other interrupts

related to I/O are maskable.

A.4 Operating System Organization

Operating systems are complex pieces of software that are responsi-
ble for managing system resources and for handling requests from
programs for services utilizing the resources. A typical OS is divided
into major components that handle processor scheduling, memory
management, and I/0. Figure A.12 shows the major blocks of the
Linux operating system with its various interfaces, including the
system-call interface and the device-driver interface. The following
subsections describe the ways an OS manages the major system re-

sources.

A.4.1 Processor Management

The operating system time-multiplexes a computer system'’s proces-
sor(s) among several processes that may be active in the system. It
does this using a scheduling algorithm, often based on priorities,
that determines which processes should run and for how long. The
scheduler maintains a ready queue that holds information regard-
ing processes that are ready to run. When a processor becomes
available, the scheduler selects a process from the ready queue, sets
the interval timer according to the amount of time the scheduler de-

cides it should have, and jumps to the process.
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If the application process generates an enabled trap condition or
performs a system-call instruction, control is given back to the OS.
Otherwise, the interval timer will expire, and there will be an inter-
rupt to the OS. In the event of a trap, the OS will invoke the appro-
priate trap handler (or may terminate the process). If there is a sys-
tem call or some other condition that requires service from the 0OS,
e.g.,, an I/O request or a page fault, the OS will set up the needed [/O
operation and remove the process from the ready queue. When the
service completes, e.g., when an I/O device completes its operation,

an interrupt is generated, and the OS puts the process back on the

ready queue.
User Programa
| Libraries l
UserLevet | T
Kermnel Lovel .
System-Call Interface |
~ g
|
. ¥
r File Subsystem ]d—r Procass Control Subsystam
F 3
Memory Interprocess
3 Scheduler | panagement | Communication
I Buffer Cache I 7
Character Block
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| Hardware l
Jinux Architecture.
A.4.2 Memory Management

Memory management involves the sharing of real memory among
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the processes running on the system. The memory manager inter-
acts between the hardware and the user process via the page table
and/or TLB, as described earlier, in Section A.3.4. When a process
generates a page or TLB fault, the OS takes over and either updates
the TLB from the page table if the TLB is architected or handles the
fault by scheduling a disk I/O operation to the backing store in order
to retrieve the page. In many cases, the OS also prefetches a number
of adjacent pages and keeps them in a buifer cache in anticipation
of their immediate need.

The OS relies on the locality principle and attempts to give each run-
ning process those pages that are actively being used, also referred
to as its working set. Good page-replacement algorithms, for exam-
ple variations of the least-recently-used (LRU) algorithm, help to
control the number of page faults incurred by a process.

A.4.3 Input/Output Management

As noted earlier, an operating system abstracts most of the details of
hardware devices and makes these [/O devices accessible through
well-defined interfaces. As shown in Figure A.13, there are really
two major interfaces that come into play when an application in-
vokes an I/0 service. The service is invoked using a system call,
which transfers control to the operating system. The operating sys-
tem itself uses an interface to a set of software routines that convert
generic hardware requests into specific commands to hardware de-
vices. This layer is referred to as the device driver layer, and the in-

terface to this layer is through device driver calls.

Application

l I ] |
v v v v
system calls
| f | I
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The device driver approach is the common technique for conduct-
ing interactions between the operating system and a hardware de-
vice. The device driver takes care of device-specific aspects of per-
forming an I/O transaction. For example, when a file system uses a
block-device interface to write to a disk, the device driver converts a
device-independent request to appropriate requests specific to the
type of disk controller chip that is physically attached to the system.
These specific requests are then conveyed to the I/O device via [/O

instructions or memory-mapped loads and stores.

There are two types of device drivers in Linux, character device
drivers and block device drivers. Character device drivers commu-
nicate directly with the user program, with no buffering in between.
A terminal is an example of a character device driver; communica-
tion between the device driver and the hardware is performed a
character at a time. In contrast, the cornmunication between the
driver and the hardware is at a much higher granularity in the case
of block device drivers, like those for disks. In this case, user pro-
grams access information through an area reserved for the transfer
of a block of data.

A.5 The Opera ing System Interface

ITol72 12/23 S 2:50 1
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We now consider ways in which running processes request service
or management functions from the operating system. To do this, we
focus our attention on interfaces 2 and 3 depicted ir

Combined with the user-mode portion of the ISA, these two inter-
faces form the ABI and the API. The ABI is of most interest because
it is the direct interface into the 0S. However, the API is also of in-
terest because most user programs access the ABI only through calls

to the libraries that make up an APL

Many of the functions specified in an ABI involve the management
of hardware resources by the operating system. As discussed earlier,
entry into the operating system can occur either through traps and
interrupts or through a system-call instruction. The abstraction of
traps and interrupts in the ABI is commonly referred to as a signal,
to be described in Section A.5.4. An example of a system call in the
Linux operating system as it is invoked through an API is shown

here:

# include <syscall.h>

extern int syscali(int, ...):
int file_close(int filedescriptor)
{

return syscallt{5Y5_close, filedescriptor);

The first argument in a system call is a unique identifying number.
The Linux kernel uses this number as an indeX into a table of
systerm-call entry points. Each entry in the table points to the loca-
tion where the specified system call resides in memory, along with
the number of arguments that should be passed to it. The number of
arguments supported by a system call in the ABI often depends on
the ISA. On Intel’s IA-32 architecture, for example, the number of
hardware registers available limits the number of arguments to

five, in addition to the first argument, which is the system-call num-
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ber. However, a register can point to data structures in main mem-
ory that hold additional argument-related information. Different
system calls can be categorized by the nature of the hardware re-
source they manage. We next describe these categories along with

some examples from the Linux operating system.

A.5.1 Process-Management System Calls

This class of system calls either helps create new processes, termi-
nate processes, Or manage various aspects of processes running on
the system. A Linux fork() system call, for example, creates a new
process, called a child process, that is an exact copy of the parent
process except for its identifying process ID number. An exec(} sys-
tem call (or one of its several variations) is used to load and execute
a program in the current virtual address space. So starting a new
process generally involves a fork immediately followed by an exec.
A process continues execution until it terminates either voluntarily,
through an exit() system call, or involuntarily, by receiving a signal
(to be discussed later). The parent process can determine whether a
child process has terminated using the wait(} system call. Other
process-related system calls include sleep(}, which can be used by a
process to voluntarily relinquish use of the processor for a specified
time, or wakeup(), which supplies a signal to wake up a sleeping
process. There are other system calls, such as setpriority(} and
getrusage()}, that either set parameters of a process or provide in-

formation about the resources being used by the process.

A.5.2 Memory-Management System Calls

Each process is provided with its own virtual address space, which
the OS manages. Even though the virtual address space belongs to
the user process, the management of the space is largely controlled
through the operating system. The user may request a block of

memory, for example, by using the malloc(} API routine, which em-

nlmire ennhictiratad alanrithme tn malra aintimmarmnm aitilizatinn nf thao

12/23. L 251
41



Ap

ol 72

A Re

ichines | Virth lachines ps:/learning.orei com  ary. view/s u nes/97t  158609...

AV Y 3 SUMLLGLILHAG M MIEUL ALY W4 ALIGLAS WL LWL WALLLAMLAVAL Wl LI
a lress space. The malloc() call actually invokes a system call,
shrk(), to ensure that the size of the data region, also referred to as
the heap, is sufficiently large to perform the allocation successfully.
The user invokes another library routine, free(), which frees the re-
gion pointed to by an argument in the call. The user can also change
the protections of a set of pages in its space using the mprotect()
system call. For example, an application that wishes to protect itself
from writing over a region of data could invoke mprotect() on the

page containing the data and designate that page RO (read-only).

Multiple processes that need to communicate with each other often
do so by sharing sections of memory. Systern calls such as shmget()
allow a memory segment in the virtual address space of one process
to be mapped in the virtual address space of another process. That
is, both processes map the same memory regions in their page ta-
bles.

A.5.3 Input/Output System Calls

A program running under the control of an OS does not invoke the
routines in the device driver directly; rather, it makes a device-
independent request such as open() or read() through a system-call
interface. The separation of the responsibilities of the operating sys-
tem from the device driver, as shown in Figure A.13, enables the ad-
dition of new devices to a computer system without changing the

operating system.

User programs in Linux communicate with the kernel using generic
file-system commands such as open(), read(), write(), and close().
The open() command associates a file descriptor with a device that
has been installed in the system with a file-system name like /dev/
abc. A program called the Virtual Filesystem Switch registers the de-
vice and enables the mapping of the read() request, for example,

with the appropriate routine in the device driver associated with /
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Thus there is a performance degradation of a process due to this
sharing of resources with other processes, though this degradation
can be reduced by scheduling the context switch at points in the
computation where the process would have to wait for some exter-
nal event such as I/0. Figure A.15a shows the multiplexing of pro-
cesses in a conventional uniprocessor multiprogrammed systern
with a single hardware processor and operating system. The multi-
ple user processes run on the same OS, which time-multiplexes the

processor and other hardware resources among these processes.

Multiprocessors, on the other hand, employ multiple processors to
achieve parallel execution of processes. The multiphcity of program
counters, hardware registers, execution units, caches, and some-
times even memory are used to handle multiple processes. If each
process is designed to run on a single processor, there is no degrada-
tion of performance of the process as a result of executing other
processes on the other processors. However, there are programs
that are designed in such a way that the multiple processes running
on the different processors need to communicate with each other,
for example, to share data values or to signal events. The perfor-
mance of the program is often determined by the efficiency of irn-

plementation of this communication,
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‘omparison of Activity over Time in a Multiprogrammed System and a
Cauuies v anaaan JTOCESSING System. {aj In multiprogramming, several tasks or processes run-
ning under a single operating system are muitiplexed in time. (b) In multiprocessing, the pro-
cesses are distributed among multiple processors; however, the number of operating systems
cannot exceed the number of processors.

Further parallelism in execution can be obtained by implementing
multiprogramming on each of the processors of a multiprocessor
system, as shown in Figure A.15b. The figure illustrates the case
where an operating system and its application processes are dedi-
cated to a specific processor in the multiprocessing system. It is also
possible to design the multiprocessor with just one operating syster
that controls the allocation of processes to processors. In this case, a
process may run on one processor at one time and on another at an-

other time.

Historically, many systems have been designed around a single pro-
cessor, and such uniprocessor systems remain an important system
class. Today, however, multiprocessors are in widespread use as
servers and are well on their way to becoming commonplace for
high-end desktop computing. For server implementations, multipro-
cessor systerns with large main memories, disk systems, and high-
bandwidth network facilities provide important economies of scale
as well as improved opportunities for balancing resources among a
large number of simultaneously active application programs.
System software employs systemwide data structures for managing
processor, memory, and communication resources. When an appli-
cation thread is initiated, system software assigns it resources from
the pool of available processors, and, as it runs, system software

provides it with memory, disk, and communication resources.

A.7.1 Types of multiprocessing
There are two main paradigms for supporting multiprocessing: clus-
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tered computing and shared-memory multiprocessing. In many
server environments, e.g., Web or database servers, the individual
application processes are often independent of each other. This type
of workload works well on clustered systems, where the hardware
associated with each processor, including the memory and some-
times the disks, is separated from the hardware of other processors
on the system. System software in this case typically consists of dif-
ferent copies of an operating system running on each processor, as

shown in Figure A.15b.

There are other multiprocessor applications where a single program
actually consists of a number of closely cooperating parallel pro-
cesses. Many scientific and engineering applications are multi-
threaded in this way, as are compute-intensive commercial applica-
tions such as data mining. Many other commercial database applica-
tions also are structured with multiple processes sharing data, and
they are best implemented on a multiprocessor system with a single
operating system. The operating system manages the memory in the
system as one large structure shared symmetrically among all the
processors and hence the name shared-memory processing, or SMP.
The shared memory acts like a bulletin board and may be used ei-
ther to pass data values from one process in the system to another
or to signal the occurrence of an event to other processors that may
be waiting for that event to occur. Reliable management of this com-
munication of data and events needs special synchronization primi-
tives to be supported by the ISA. The two types of multiprocessor
systems are illustrated in Figure A.16.

There also are systems that are hybrids of the clustered and shared-
memory forms of multiprocessing. For example, distributed shared
memory (DSM) systems are implemented like clustered systems but
are capable of supporting a single operating system image across
the multiple processors. It is hard to achieve as low a latency of
communication on such a system as on a shared-memory system. A
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ent hardware and software techniques have been proposed to im-
prove or hide the communication latency. But this form of comput-
ing did not gain popularity, possibly because of the high sensitivity
of the performance of applications to the way the algorithms are

written and data structures are laid out in memory.

P P P P P P
[ l M o M Vo | l
M Vo
Network connection M o
for passing messages
M e M o
P P
ta) (b) {c)
:omparison of Uniprocessor and Two Common Multiprocessor Systems. (@)
cp- = ~emm e . =) MESSAge-passing multiprocessor system; (¢} shared-memory multiprocessor

gjsrem (P = processor, M = memory).

On the other hand, a different type of hybrid appears to be emerg-
ing as an important player—SMP clusters. Many server systems to-
day are clusters of nodes, where each node itself is a small shared-
memory multiprocessor. Communication between processors in a
node is through shared memory, while cormnmunication between
nodes is through messages. Unlike the distributed shared-memory
paradigm, there 1s no effort made in hardware to improve the com-
munication latency between nodes; consequently, operating systerms
are not expected to span multiple nodes in an SMP cluster.

A.7.2 Clustered Systems

The most common form of cluster is simply a network of computers.
Users access the cluster through terminals. Terminals may be simply
devices that allow the user to type in requests and receive informa-

tion to be disnlaved on a screen., More commonlv. terminals are
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complete workstations or PCS comprising processors, memaory,
disks, and peripherals. When connected to a network, the terminal
can access data located at other nodes in the network. The network
itself may be spread over a large area or may be quite compact, with
high-speed interconnections. A degree of isolation is achieved on a
cluster by the fact that applications generally run on the processor
at a local node and cannot easily be affected by applications run-
ning on other nodes in the network.

Besides e termin: nodes just described, the network in a cluster
typically also has various types of servers attached to it. We have al-
ready seen the need for file servers that are repositories of data for
users of a cluster. There can also be Web servers, which are nodes
that serve as access points to the World Wide Web, mail servers,
which are nodes that provide mail services, acting as a repository
for new and old mail, and print servers, which service printing jobs

from other nodes.

Clustering is also common in very large server systemns. Here each
node in a cluster may be a large shared-memory multiprocessing
system, for example, a 32-way (processor) or 64-way system.
Multiple nodes of this type are interconnected by a fast, high-
bandwidth, optical network, as shown in Figure A.17. In the largest
of such systems, the high-handwidth interconnection may be a
switch rather than a bus. Examples of such clusters are the IBM
Parallel Sysplex system for the ms or the
HP Superdome Hyperplex system lese
systerns provided a solution to expand beyond the capabilities of a
single box. Their attractive features include a suite of software sys-
tem management tools that allow workload balancing and graceful
degradation from failures. Additionally, communication routines
are provided to enable an application to use resources associated

with multiple nodes in a cluster.
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1Ty NeTWOrKS SUCn as 1UuMp/sec Linernet and running an inexpen-
sive (or free) operating system such as Linux (see Figure A.18). A
denser form of the Beowulf cluster, called the blade server, is rapidly
gaining popularity. Blade servers essentially sacrifice I/O expand-
ability, eliminate the monitor, keyboard, case, and power supply of
desktop boxes, and put the uniprocessor or SMP subsystem in a thin
package called a blade. These blades are then slid into standard
racks, where a backplane provides the Ethernet connection and
other wiring as well as power.

From a programming point of view, the distinction between shared-
memory and clustered types of multiprocessor systems arises from
the way processes communicate with each other. In shared-memory
systems, two processes communicate by writing to or reading from
memory locations accessible to both. In clustered systems, processes
communicate by sending messages, and hence they are also re-
ferred to as message-passing multiprocessor systems, Unlike a
shared-memory system, a clustered system presents more of a chal-
lenge to an application programmer. In both cases, the programmer
is required to organize and partition a program into threads of com-
putation, each to be executed on a different processor. In the cluster
case, the programmer is also responsible for the task of synchroniz-
ing the computation using messages passed between the threads.
Clustered systems would not have gained as much popularity as
they have were it not for the software tools and libraries that have
been introduced to help develop applications for such systems.
Message passing has been recognized as a technique applicable to
both closely coupled clusters and more loosely coupled distributed
multiprocessor systems. This has led to the development of standard
interfaces that allow a programmer to abstract the communication
between processors in both types of environments. One of the more
widely used interfaces of this type is the message-passing interface
(MPI) which specifies a set of library routines that
enable processes to communicate with each other and to exchange

data. Portability of applications between systerns that implement
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MPI is one of the biggest strengths of the interface.

A.7.3 Evolution of Shared-Memory Systems

Many commercial applications benefit from having a shared-
memory paradigm rather than a clustered design. The shared-
memory paradigm is more convenient to reason with and to write
programs for, but the hardware needed to support these systems is
more complex and specialized as compared to those for message-
passing systems. The complexity in hardware arises from the need
to maintain coherence in memory locations, especially in modern
memory hierarchies, where memory elements can reside at various
levels of cache. Message-passing systems avoid this complexity by
shifting this responsibility to the application programmer or to li-

brary routines.

The ease of programming shared-memory systems, along with inno-
vative hardware techniques, has led to the development of larger
and larger SMP systems over the last decade. Today, we find large
shared-memory multiprocessor systems having 128 or more proces-

S0rs.

The ISA of most processors today includes special conventions for
the access of shared-memory locations. As with all aspects of an IS4,
these conventions represent a contract between the programmer
and an implementation of the ISA. A programmer writes a program
assuming that accesses to variables shared among processors cbey
certain rules, while the hardware designer (the processor designer
or the system designer) ensures that the rules used by the program-

mer are indeed guaranteed by the implementation.
Memory Coherence Models

Memory coherence refers to the visil ity of a write to a given mem-

ory location by all other processors in the system. Ideally, one would
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like the value written to a memory location to be instantaneously
visible to a other processors, meaning that a subsequent read to
that location by any other processar should see the new value. This
“instantaneous” solution is impractical, however, because of the
several layers in the memory hierarchy of most modern systems. So
a more practical definition of coherence is adopted—memory coher-
ence is said to be implemented on a multiprocessor system if the or-
der of writes to a given location by one processor is maintained
when observed by any other processor in the system. Notice that
this definition gives flexibility to a hardware designer to delay the
observation of changes made by one processor on the other proces-
sars. Over the years, there have been several implementation proto-
cols developed to facilitate coherence. These protocols are largely
implementation alternatives and are typically not part of an ISA

specification.

Consider the example of Figure A.19. Assume that processors 1 and
2 both have write-through caches. When each processor writes to lo-
cation 50, it does so to a cached version of location 50. As a result, a
read following a write will reflect the value in the cached version of
location 50. Because the caches are write-through, the value gets
written out to memory, though it takes longer for processor 2’s write
request to reach the memory. In the meantime, the cached value in
processor 2 i$ evicted. When the value of location 50 is requested
the next time, both processors get value 1. After a sufficiently long
time, when processor 2’s write reaches memory and neither proces-
sor has a cached copy of location 50, both processors read value 2
from memory. Thus, assuming a starting value of 0, processor 1 sees
a transition from 0 to 1 to 2 in location 50, while processor 2 sees the
transition from 0 to 2 to 1 to 2 for the same location. This is a viola-
tion of the memory coherence rule because it would never be possi-
ble for processor 1 to see the 0-2-1-2 order of values observed for
processor 2. We note here that such a situation would not have oc-

curred either on a inultiprogrammed system or on a multiprocessor
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harder it is for a hardware designer to produce a high-performance
implementation of the processor. An implementation that forces all
processors to wait until a written value is visible to all processors in
the system provides a maximum level of consistency but is uninter-
esting because of its high overhead. The frequent, and long, waits

would negate a lot of the parallelism benefits expected from execut-

ing the application on such a multiprocessor system.

The sequential consistency model, described first by Leslic

is an elegant and natural model. A multiprocessor system
maintains sequential consistency if the set of observable memory
access orderings made by a multithreaded program is a subset of
the observable orderings when the program is run on a multipro-
grammed uniprocessor system. It is a natural definition, and it is re-
strictive but still flexible enough to allow the exploitation of most of
the benefits from multiprocessing. Even in a multiprogrammed exe-
cution of a multithreaded program, the set of observable access or-
derings is large, with the variation in ordering arising from the vari-
ation of points in time that context switches occur and the variation
in allocation of waiting threads to the processor. This is illustrated
1n Figure A.20.

We will simply state here, without proof, that a sufficient condition
for sequential consistency in a multiprocessor system is the follow-
ing: For every pair of accesses to memory by any one processor, the
first access in program order is observed by all other processors be-
fore the second access is ohserved. Any implementation that satis-
fies this condition guarantees sequential consistency in the system,

Processor designers are always looking for ways to improve the
single-thread performance in their implementations. Modern super-
scalar implementations attempt to increase throughput by perform-
ing independent operations in the instruction stream in an order
that may be different from the original program order. Sequential

consistency can get in the way of designing fast uniprocessor imple-
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mediately preceding instructions.

Figure A.21 illustrates how a multiprocessor system implementing a
processor consistency model can produce results that are not possi-
ble if the system followed the sequential consistency model. The
program example is taken from Figure A.20. In the example, if both
processors perform the reads before the writes, then it is possible
for both processors to see old values simultaneously at the end of
the program segment. On the other hand, as Figures A.20b through e
llustrate, at least one of the processors must see a new value if the

system implemented sequential consistency.

With the advent of superscalar processors that decouple memory
access from instruction execution, memory models began to specify
even weaker consistency rules. For example, release consistency

which 1s now supported by many mod-
ern architectures, relaxes all memory-ordering requirements except
for explicit synchronization operations. The responsibility for cor-
rectness in the execution of a multithreaded program is thus shifted
completely to the programmer. Special instructions, called memory
barrier instructions, are provided to allow the programmer or the
compiler to impose ordering relationships wherever desired.
Examples of memory barrier instructions include the MEMBAR in-
struction in Sun’s SPARC architecture and SYNC in the PowerPC ar-
chitecture. Both of these ensure that the results of operations after
the memory barrier are not seen before the results of operations
that occur earlier than the memory barrier have been recorded.
Thus, if a strict ordering is desired in the example in Figure A.21a, a
memory barrier placed between the writes and the reads would
prevent the load instructions from being completed before the re-
sults of the store instructions have been recorded.

Initial state:r A=0, B =0
Processor 1 Processor 2

Write A = 1 Write B = ]

12723 -, 2:51
59









Ap

ol 72

A Re

wchines | Virth lachines ps:/learning.orei com  ary.view/s u nes/97t  158609...

ABBIm AT TAR ALAGARAL TARATA AL Aram AYAT WA ARTAALALIED 4 WAMALI LA ) VA4 T AMAL LA ASALSS wApmALL

independently addressable fields, one of which is set as a side effect
of executing certain instructions. The fixed-point exception register
contains fields set or used by fixed-point instructions, while the bits
in floating-point status and control register allow the monitoring of
certain conditions resulting from the execution of floating-point in-
structions. Both these registers contain “summary” bits that can be
set implicitly by the execution of an instruction but must be reset
explicitly. These bits provide summary information about whether a

certain event occurred since they were last reset.

The remaining registers are generally not used during the compila-
tion of a user program. These include a machine state register, MSR,
which provides information about the current state of the machine,
for example, whether it is in 32-bit mode or 64-bit mode, whether it
is in privileged state, and whether address translation is on. There
are two registers, SRR0O and SRR1, the machine state status and re-
store registers, respectively, that are used to save and restore infor-
mation on interrupts. Other special-purpose registers include the
data storage interrupt status register, DSISR, which provides infor-
mation about the cause of storage and alignment interrupts, and a
set of software-use registers SPGR0O—3, specially designated for use

by the operating system.
Memory Architecture

The address used by a PowerPC application is generally called the ef-
fective address. The term virtual address refers to a larger flat ad-
dress space that includes the effective address spaces of all pro-
cesses active on the system. Finally, the term real address is used in

the conventional way to mean locations in real memory.

The PowerPC memory architecture implements segmentation, with
segments that contain up to 228 bytes (256MB). Pages are 212 bytes
(4KB) in size. The effective address space is 232 bytes in 32-bit mode

and 16 hartace in £4 Rit rmmndn Tha ranl nddvnce ennnn ie alen Timmitnd

1223 -, 2:51



Ap

ol 72

A Re

ichines | Virth lachines ps:/learning.orei com  ary.view/s u nes/97t  158609...

QUL & UYLTS 111 USIIL LIUUE, 111C 1Ca1 AUUL T35 SPALt 13 asyU L e
to either 232 bytes in 32-bit mode or 2% bytes in 64-bit mode. The
virtual address space is much larger, up to 2%¢ bytes in 32-bit mode
or 280 bytes in 64-bit mode.

4 16 12
- a2-bit
SA Page index Byte offset eftactive address
16 Segment
Registers *
SR0-SRA15
VSID| 24
. 40 | 12
" 52-bit
Virtual Page Number Byta offest virtual address
F
Page Table [« B
" 20 12
az2-bit
Real Page Number Byle offset real address

\ddress Translation in the 32-bit PowerPC ISA.

In the 32-bit mode, there are 16 segment registers, SR0—15, that
hold the locations in virtual memory of the 16 segments available in
the effective address space. The top four bits of a 32-hit effective ad-
dress point to one of the segment registers, which contains the top
24 bits of the segment address (refer to Figure A.23). This 24-bit vir-
tual segment ID (VSID) along with the 16-bit page index from the ef-
fective address forms a 40-bit virtual page number (VPN). The VPN
is then converted to a real page number (RPN) by referring to the
page table whose location in real memory is determined using the

storage descriptor register, SDR1.

The PowerPC has an architected page table; that is, the format of en-
tries in the page table i1s defined in the ISA. In order to make refer-
ences to the page table more efficient, the table is accessed associa-

tively via hashing. The VPN is hashed in two different ways to arrive
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at two pointers, each of which points to an entry group (PTEG) con-

sisting of eight page table entries. A page fault occurs only if the re-

quired page cannot be found in either page table group. The proba-

bility of a page fault depends on various factors, including the hash-
ing function used, the number of PTEGs irnplemented, and refer-

ence characteristics of the application.

The PowerPC architecture does not rmandate the use of a translation
lookaside buffer. However, it does provide instructions to maintain
a TLB if one is implemented (as it always will be, practically speak-
ing). Tor example, the tlbie instruction can be used to invalidate an
entry in the page table when an entry is replaced in the hashed page
table. All entries in the TLB can be invalidated (flushed) simultane-

ously using a tlbia instruction.

In 64-bit mode, the effective number of segments supported is 236
instead of 16. The mapping of an effective segment ID to a virtual
segment ID is done by means of a segment table pointed to by a spe-
cial register called the address space register (ASR). Once again, in
order to make accesses to this table more efficient, two hashed
pointers are used to access two sets of segment table entry groups
(STEGs), each set having eight segment table entries. A miss here
causes a segment fault. A segment lookaside buffer (SLB) is used for
avoiding a translation on each reference. Instructions (slbhie and
slbia) are provided to invalidate a single SLB entry or the entire
SLB.

Instruction Set Summary

PowerPC uses a RISC instruction set that has fixed 32-bit-width in-
structions. All storage operations are conducted through load and
store instructions. Thus there are no instructions that perform arith-
metic or logical operations on the contents of memory. Any such op-
eration requires that the operand be brought in from memory into

one of the registers before being manipulated.
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The PowerPC divides the user instruction set into three groups: the
branch processor instructions, the fixed-point processor instruc-

tions, and the floating-point processor instructions.

The branch processor handles instructions that set or use the condi-
tion register, CR, or that change the flow of control modifying the
program counter to deviate from the sequential execution of in-
structions. These latter instructions, the branch instructions, have

one of the two following formats.

b target Branch to target address obtained by adding the address of the current
instruction with the 24-bit offset specified in the instruction.

bc  cond, target Branch conditionally to target obtained by adding the address of the
current instruction with the 14-bit offset specified in the instruction.
The condition for branching is determined by condition register bit
B{ and field BO in the instruction,

A useful variant of the branch instruction is the branch-and-link in-
struction. When the LK bit in the branch instruction is set, it indi-
cates that a side effect of executing either the b or the bc instruction
is to place the address of the immediately following instruction into
LR, the link register. This is a useful way of saving the return ad-

dress while branching to subroutines.

bi target Branch to target and save return address in link register.
bel target Conditionally branch and link to target.

The branch processor includes instructions that allow various logi-
cal and transfer operations on individual bits or fields of the CR in-
struction. Another important instruction in the branch processor is

the system-call instruction.

5¢ Branch to a special location determined by the contents of the MSR, and
save state information in SRRO and SRR 1. The processor enters system
mode after executing this instruction.

1223 -, 2:51



Ap

640l72

A Re

ichines | Virth lachines ps:/learning.orei com  ary.view/s u nes/97t  158609...

The fixed-point processor executes instructions that involve use of
the general-purpose registers, GPR0—31. Load and store instruc-
tions use the general-purpose registers to specify the address of the
memory location involved and hence also involve the fixed-point

processor. Here are examples of load and store instructions.

Id rt, d(ra} Load register rt with the contents of memory addressed by (ra) + d.
The d held is treated as a signed quantity.

ldx rt,ra,tb  Load register rt with the contents of memory addressed by (ra) + (rb).

fwz t,d(ra)  Load lower 32 bits of register rt from contents of memory addressed by
(ra) + d; zero out the upper 32 bits of register rt.

lwzx  rt,ra, b Load lower 32 bits of register rt from contents of memory addressed by
(ra) + (rb); zere out the upper 32 bits of register rt.

stw rt.d{ra})  Store the 32 low-order bits of register rt in the memory location addressed
by {ra) + d. The d field is treated as a signed quantity.

stwx  rt,ra,tb  Store the 32 low-order bits of register rt in the memory location addressed
by (ra) + (tb).

The remaining fixed-point instructions are largely similar to  ose
found in most RISC ISAs. The arithmetic and logical instructions op-
erate on operands, both of which may be in general-purpose regis-
ters, or one of which may be a constant defined in the instruction.
Instructions are nondestructive—the result register may be differ-

ent from both operand registers. Examples follow.

add i, ra, b Add the contents of ra and rb and put the result in 1.

subf. 1t,ra, b Subtract the contents of ra from rb and put the result in rt. The dot in the
muemonic indicates that as a side effect of the insiruction, bits in field 0
(first four bits) of the condition register must be set according to whether
the result is negative, zero, or overflowed. This is called a record-form
instruction, because it sets the record bit in the instructon.

Because hranches are taken conditionally on the contents of the
condition register, the compiler must either use a record form in-
struction or set any of the fields in the CR explicitly using a compare

instruction. Here’s an example.
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cmpl  3,1a, T Compare the contents ol registers ra and b, Ureating therm as unsigned
integers, and set field 3 (bits 12-15) of the condition register according
to whether ra is less than b, rb is less than ra, or both are identical.

The PowerPC also has a rich set of rotate and shift instructions.
These instructions optionally perform a mask operation during the
shift process, which ¢ ows a wide variety of common operations in
compilers and interpreters to be performed in a single instruction.

An example is the following instruction.

riwimti ra, rs,sh,  Rotate the contents of rs lef: by the amount specified in sh, and merge
mb, me the masked part into register ra. The part of ra that is changed is
determined by a mask of 1's extending from the mb position
to the me position.

riwinm  m,rts,sh,  Rotate the contents of rs left by the amount specified in sh, and use

mb, me mask to extract a part of the otated value to be transferred to ra.
A.8.2 The Intel IA-32 ISA
The 1A-32 ISA informally known as the x86, descended

from the Intel 8086 through the 286, 386, 486, and Pentium series.
The 8086 started as a 16-bit microcontroller chip, primarily for use
in embedded systems. An 8086 derivative, the 8088, was selected by
IBM for the first PCs in 1981, and soon the x86 ISA evolved to a 32-
bit general-purpose architecture. Recently, it has been further ex-
tended to 64 bits. Currently the IA-32 is probably the most widely
used general-purpose architecture, with applications ranging from

laptops to desktops to servers.

The IA-32 ISA is an example of a CISC ISA. The instruction set is
more “cluttered” than “complex,” there having heen several instruc-
tions sets that are fundamentally more complex. The clutter comes
from its evolutionary history and extensions, coupled with the need
to maintain backward compatibility at each step. In this book we
feature the 32-bit IA-32 architecture; the earlier 16-bit version of the
I[SA and the newer 64-bit version are not used in this book. Just as

vava AliA rimieh $laa Thaviraw T AanAavivmtian vira varill]l lhhacie rureh A AdanAanis
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tion of the state (registers and memory architecture) and then sum-

marize the actual instruction set.

Registers

The IA-32 register set is illustrated in Figure A.24. There are eight
general-purpose registers, six segment registers, and a floating-point
stack with eight elements. The general-purpose registers are 32 bits
wide, the segment registers are 16 bits wide, and the elements of the
floating-point stack are 80 bits wide. For executing 16-bit instruc-
tions, the low-order 16 bits of the general-purpose registers are
used. Some of the general-purpose registers have the special uses

for certain instructions, some of which are listed below.
eax—Accumulator for operands and results

ebx—Pointer to data held in the DS segment

General-Purpose Registers Segment Reglsters Special Registers
eax cs i il wmsw [[[jiff cro
abx DS unused CR1
acx S8S page fault linear address CR2
edx ES page direclory base | CR3
ebp FS reserved HI cra
esl @S
edi
esp [ flags EFLAGS
irernupt descriptor pointer | IDTR
EIP
Floating-Polnt Stwck

STO)

ST(1)

ST(2)

ST{3)

ET{4)

8T(5)

ST(5)

ST

A-32 Register Set. Registers shown are for 32-bit protected-mode operation.

ecx—Counter for string operations and loops

edx—I/O pointer
0oy Dnintar +n Aata hald in tha TiC cammbant cnlirra naintar fAar ctrinm
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operations

edi—Pointer to data held in e ES segment; destination pointer for

string operations
esp—Stack pointer in the SS segment
ebp—Pointer to data held in the stack

The special-purpose registers consist of five control registers, CRO—
4, that contain a number of status and enable bits. For example,
when a page fault occurs, CR2 is specified to hold the address caus-
ing the fault, while CR3 points to the page table, There are three
other special-purpose registers, the EFLAGS, EIP, and IDTR registers.
The EFLAGS register contains a number of status flags, including
condition codes used by conditional branch instructions. The EIP is
the program counter (referred to as the instruction pointer in Intel
terminology). The IDTR, or the interrupt descriptor table register,
points to a table in memory that holds interrupt vectors.

Memory Architecture

The [A-32 memory architecture (Figure A.25) is based on segments,
somewhat similar to the PowerPC, but it is often used in a special
configuration that presents a flat, linear model to software. The
[A-32 ISA supports up to 64K segments, each of which can be up to
4GB. The segments map into a single, contiguous 32-bit linear ad-
dress space (4GB), though at any given time only six of the segments
can be addressed via six segment registers.

Like the PowerPC, a logical load or store address specifies one of the
segment registers and an offset of up to 32 bits. Some instruction en-
codings can only specify one of the first four segments. The logical
address points to a location in the linear 4GB address space. When

the offset value is computed, typically by adding the contents of a
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general-purpose register to a displacement value, the segment regis-
ter is not changed. This is in contrast to PowerPC, where the seg-
rment pointer is in the upper bits of the effective address and can be

affected by address arithmetic.

When used in its most general form, a segmented memory model
can be constructed as shown in Figure A.25a. However, by setting all
the segment registers to point to the base of the 32-bit linear address
space, a simpler linear memory model can be constructed, as in
Figure A.25b. It is this model that is used by most UNIX systems.

32-bht linsar 32-bit hneer
address apace addreas space

Code
Segment

Data
Sagmeni Reglsters Segment Segment Ragisters
cs Stack CS5 —

DS DS —
S8 Segment 85

ES ES
FS — Fs -
GS—| Dala GS —

Segment

Data
Segment

! Segment

»

(@) (b}

firtnal memory Models Supported by IA-32. (a) Segmented memory model;
s gremn -enen e -n0Odel The T1A-32 also supports a real address model which is not shown,

The linear address space is divided into 4KB pages, irrespective of
the segments. The flat linear address space is then mapped onto a
real memory that may have up to 4GB. As with the PowerPC, the
Intel IA-32 has an architected page table, and hence the format of
entries in the page table is defined in the [SA. The page table is simi-

lar tn tha nna chnuwm in Ficnira A 10 hut it eantainc trn lavrale rathaor
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than one. The 20-bit page number field of a virtual address is di-
vided into an upper 10-bit directory pointer and a lower 10-bit page
pointer. The directory pointer points to an entry in a 1K page direc-
tory. Each directory pointer points to a separate 1K entry page table,
which is accessed using the lower 10-bit page pointer. The page di-
rectory is located at an address specified in CR3, which acts as the

page directory base pointer.

Prefixes | Opoode | Opcode | ModRM | SIB | Displacement | Immediate

1 to 4 optional optional optional 01,24 bytes  0,1,2.4 byles

reneral Format for [A-32 Instructions.

Instruction Set Summary

The IA-32 ISA has variable-length instructions, from one to fifteen
bytes, although most of the commonly used instructions are rela-
tively short. Instruction operands, including instructions that per-
form common arithmetic, logical, or shift operations, may come
from either registers or memory. This is in contrast to RISC instruc-
tion sets, where the only instructions that take operands from mem-

ory are the load and store instructions.

Figure A.26 illustrates the general form of an IA-32 instruction. It
consists of from zero to four prefix bytes. The prefix bytes indicate
various special cases, for example, if there is repetition for string in-
structions and/or if there are overrides for addressing segments, ad-
dress sizes, and operand sizes. Following the prefix byte(s) (if any) is
an opcode byte, which may be followed by a second opcode byte, de-
pending on the value of the first. Next comes an optional
addressing-form specifier, ModR/M. It is present only for certain op-
codes and generally indicates an addressing mode and register. The
SIB byte is present only for certain ModR/M encodings and indicates
a base register, an index register, and a scale factor for the indexing.

The variable-length displacement field is present only when certain
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addressing modes are specified. The last field is a variable-length
immediate operand, present only if required by the opcode. When
needed, a segment register can he specified with some of the opcode
bits or by the ModR/M byte.

The IA-32 ISA divides the user instruction set into three major cate-
gories: integer instructions, floating-poimt instructions, and MMX
(multimedia instructions). In this brief overview and in examples
used in s book, we restrict gurselves primarily to the integer in-
structions. Within the category of integer instructions are jumps
(both conditional and unconditional), load/store instructions, and a
wide variety of ALU instructions. However, as we noted earlier, the
ALU instructions can specify one or more memory operands, 5o, in
effect, many of thein also perform load/store operations.

Jump instructions include all control transfer instructions, regard-
less of whether they are conditional or unconditional. The condi-
tional jumps test condition code bits that are held in the EFLAGS
register. These hits are set as a side effect of many instructions.

jmp reg Jump indirect to the memory location held in reg.

jz target Jump conditionally to target if the zero-condition code bit in the
EFLAGS register is set to 1.

jmp target jump unconditionally to target.

Procedure calls and returns are performed using instructions that

push and pop the return address to/from the stack, pointed to by

esp.

call target Push the program counter of the next instruction onto the stack
and jump to the target address.

ref Pop the return address from the stack and jump.

Load and store operations, when not combined with arithmetic or

logical operations, are performed by move instructions.
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mov regl, disp{reg2) Load register regl with the contents of memory addressed by
{reg2} + disp. The disp field is treated as a signed quantity.

mov disp{regl), reg2 Store register reg2 into memory addressed by (regl) + disp.
The disp field is treated as a signed quantity.

Most of the ALU operations can take operands from a combination
of registers and mernory locations. Sorme representative examples

follow.

addl  regl.disp{reg2)  Add the contents of regl and the memocy operand at address
reg2 + disp. The result is placed in regl. Condition codes in the
EFLAGS register are set according to the result,

sub  regl, immed Subtract the contents of the immediate value immed from regl and
place the resuit in regl. Condition codes in the EFLAGS register
are set according to the result.

xorl  regl, reg2 Exclusive-OR the contents of regl and reg2 and place the result

in regl. Condition codes in the EFLAGS register are set according
to the result.

‘amplex-instruction-set computer.

teduced-instruction-set computer.

(his distin¢tion between branch and jump instructions is not universal. Spome

ISAs use only one of the two terms, and others interchange their meanings.

Previous chapter Next chapter
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