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LISTING OF CLAIMS 

Claim 1 

[1.pre] A method for access to one or more virtualization system resources 

over a network, the method comprising: 

[1.1] implementing a virtualization system that has a control computer and 

one or more physical resources and virtual assets connected to the 

control computer, 

[1.2] wherein each of the one or more physical resources execute at least 

two virtual assets that comprise software instantiations of computer 

systems, and 

[1.3] the virtual assets are managed by virtualization layer instances 

running on each of the physical resources; 

[1.4] connecting an end user to the control computer; and 

[1.5] accessing, through the control computer connection, the virtual assets 

by the end user. 

Claim 2 

[2] The method of claim 1, wherein connecting the end user to the control 

computer further comprises connecting the end user to the control 

computer over one of a network, a wide area network or the Internet. 

Claim 3 
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[3] The method of claim 2, wherein connecting the end user to the control 

computer further comprises providing the end user, a desktop, a 

laptop or a personal digital assistant (PDA) and client resources. 

Claim 4 

[4] The method of claim 3, wherein accessing the virtual assets further 

comprising accessing an application server by the end user. 

Claim 5 

[5] The method of claim 1, wherein the virtual asset is providing end user 

access to one of an application server, to a middleware server and to a 

database. 

Claim 6 

[6] The method of claim 1, wherein the virtual asset is providing a virtual 

storage resource. 

Claim 7 

[7] The method of claim 6, wherein the virtual storage resource further 

comprises mapping a logical storage unit to a physical storage disk. 

Claim 8 
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[8] The method of claim 7, wherein providing the virtual storage resource 

further comprises mapping a logical storage unit to a physical storage 

disk. 

Claim 9 

[9] The method of claim 1, wherein providing the virtual assets further 

comprise providing a logical network unit to a physical storage disk. 

Claim 10 

[10] The method of claim 9, wherein providing the logical network 

resource further comprises mapping a logical network unit to a 

physical network device. 

Claim 11 

[11.pre] A method, comprising: 

[11.1] communicating, by a user, over a network to access one or more 

virtual assets running in a virtualization system, 

[11.2] wherein the virtualization system includes a control computer and one 

or more physical resources, 

[11.3] wherein each of the one or more physical resources execute at least 

two virtual assets that comprise software instantiations of computer 

systems and  
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[11.4] the virtual assets are managed by virtualization layer instances 

running on each of the one or more physical resources; 

[11.5] requesting, by the user, provisioning of a virtual asset of the one or 

more virtual assets in the virtualization system; and 

[11.6] wherein the provisioned virtual asset is a virtual storage and the 

virtual storage comprises one or more logical storage units mapped to 

one or more physical storage drives. 

Claim 12 

[12] The method of claim 11 further comprising requesting, by a 

management application programming interface (API) of the 

virtualization system, the provisioning of the virtual storage. 

Claim 13 

[13] The method of claim 12 further comprising configuring, by the user, 

the virtual storage. 

Claim 14 

[14] The method of claim 13 further comprising receiving, by the user, an 

inventory of the virtual storage. 

Claim 1 

[1.pre] A method for access to one or more virtualization system resources 
over a network, the method comprising: 
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[1.1] implementing a virtualization system that has a control computer and 
one or more physical resources and virtual assets connected to the 
control computer, 

[1.2] wherein each of the one or more physical resources execute at least 
two virtual assets that comprise software instantiations of computer 
systems, and 

[1.3] the virtual assets are managed by virtualization layer instances 
running on each of the physical resources; 

[1.4] connecting an end user to the control computer; and 

[1.5] accessing, through the control computer connection, the virtual assets 
by the end user. 

Claim 2 

[2] The method of claim 1, wherein connecting the end user to the control 
computer further comprises connecting the end user to the control 
computer over one of a network, a wide area network or the Internet. 

Claim 3 

[3] The method of claim 2, wherein connecting the end user to the control 
computer further comprises providing the end user, a desktop, a 
laptop or a personal digital assistant (PDA) and client resources. 

Claim 4 

[4] The method of claim 3, wherein accessing the virtual assets further 
comprising accessing an application server by the end user. 

Claim 5 

[5] The method of claim 1, wherein the virtual asset is providing end user 
access to one of an application server, to a middleware server and to a 
database. 

Claim 6 
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[6] The method of claim 1, wherein the virtual asset is providing a virtual 
storage resource. 

Claim 7 

[7] The method of claim 6, wherein the virtual storage resource further 
comprises mapping a logical storage unit to a physical storage disk. 

Claim 8 

[8] The method of claim 7, wherein providing the virtual storage resource 
further comprises mapping a logical storage unit to a physical storage 
disk. 

Claim 9 

[9] The method of claim 1, wherein providing the virtual assets further 
comprise providing a logical network unit to a physical storage disk. 

Claim 10 

[10] The method of claim 9, wherein providing the logical network 
resource further comprises mapping a logical network unit to a 
physical network device. 

Claim 11 

[11.pre] A method, comprising: 

[11.1] communicating, by a user, over a network to access one or more 
virtual assets running in a virtualization system, 

[11.2] wherein the virtualization system includes a control computer and one 
or more physical resources, 

[11.3] wherein each of the one or more physical resources execute at least 
two virtual assets that comprise software instantiations of computer 
systems and  

[11.4] the virtual assets are managed by virtualization layer instances 
running on each of the one or more physical resources; 
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[11.5] requesting, by the user, provisioning of a virtual asset of the one or 
more virtual assets in the virtualization system; and 

[11.6] wherein the provisioned virtual asset is a virtual storage and the 
virtual storage comprises one or more logical storage units mapped to 
one or more physical storage drives. 

Claim 12 

[12] The method of claim 11 further comprising requesting, by a 
management application programming interface (API) of the 
virtualization system, the provisioning of the virtual storage. 

Claim 13 

[13] The method of claim 12 further comprising configuring, by the user, 
the virtual storage. 

Claim 14 

[14] The method of claim 13 further comprising receiving, by the user, an 
inventory of the virtual storage. 
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I. ASSIGNMENT 

1. I have been retained on behalf of Microsoft Corporation (“Microsoft”) 

to offer technical opinions related to 11,656,915 (“the ‘915 patent”). MS-1001. I 

understand that Microsoft is requesting that the Patent Trial and Appeal Board 

(“PTAB” or “Board”) to institute an inter partes review (“IPR”) proceeding of the 

‘915 patent. 

2. I have been asked to provide my independent analysis of the ‘915 

patent based on the prior art publications cited in this declaration. 

3. I received no compensation for this declaration beyond my normal 

hourly compensation based on my time actually spent analyzing the ‘915 patent, 

the prior art publications cited below, and issues related thereto, and I will not 

receive any added compensation based on the outcome of any IPR or other 

proceeding involving the ‘915 patent. 

II. QUALIFICATIONS AND BACKGROUND INFORMATION 

4. I am over the age of 18 and am competent to write this declaration. I 

have personal knowledge, or have developed knowledge of these technologies 

based upon education, training, or experience, of the matters set forth herein.  My 

qualifications are summarized here and explained in more detail in my curriculum 

vitae, which is attached as Appendix A to this report. Appendix A also includes a 

list of my publications and the cases in which I have testified at deposition, 
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hearing, or trial within the past four years. 

5. I am currently employed as a Professor of Computer Science at 

Harvard University. Specifically, I am the Thomas J. Watson, Sr. Professor of 

Computer Science in the School of Engineering and Applied Sciences. I joined the 

faculty at  Harvard as an Assistant Professor in January 1999. I was promoted to 

Associate Professor in 2002 and to Professor in 2005. In 2010, I began a three-year 

term as Area Dean—equivalent to what other schools call Department Chair—of 

Computer Science and held that position through June 2013. I also served as Area 

Co-Chair of Computer Science for the 2018-2019 academic year. From August 

1996 to January 1999, I was employed as a Research Scientist at Digital Systems 

Research Center in Palo Alto, where my work included projects on algorithms for 

the Internet, including information retrieval on the Web, erasure codes, error-

correcting codes, on-line algorithms, and load balancing. 

6. I teach courses on various computer science topics to undergraduate 

and graduate students at Harvard. I have regularly taught the undergraduate class 

on algorithms and data structures. I have also regularly taught graduate level 

classes involving algorithms and data structures, that include topics related to 

machine learning. For example, in both courses I have covered the area of 

learning-augmented algorithms, where algorithms use predictions to improve their 

performance. 
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7. I earned my undergraduate degree in Mathematics and Computer 

Science from Harvard College in 1991, a Certificate of Advanced Study in 

Mathematics from Cambridge University in 1992, and a Ph.D. in Computer 

Science from the University of California at Berkeley in 1996. 

8. I have published over 250 research papers in computer science 

conferences and journals. I am listed as an inventor or co-inventor on 19 issued 

patents covering computer technology, and I am the co-author of a textbook 

entitled “Probability and Computing: Randomized Algorithms and Probabilistic 

Analysis” published by Cambridge University Press. In addition, I have consulted 

for several companies as a professor, such as Microsoft, Mitsubishi, Akamai, ITA 

Software, Adverplex, Fluent Mobile, and e-Harmony. 

9. I have received numerous professional recognitions from my peers. I 

am a Fellow of the Association for Computing Machinery (“ACM”) and a Fellow 

of the Institute of Electrical and Electronics Engineers (“IEEE”), both of which are 

the two primary professional organizations for computer scientists. ACM Fellows, 

for example, are described as follows: “ACM’s most prestigious member grade 

recognizes the top 1% of ACM members for their outstanding accomplishments in 

computing and information technology and/or outstanding service to ACM and the 

larger computing community.” See https://awards.acm.org/fellows (“About ACM 

Fellows”). My citation for my induction as an ACM Fellow is: “For contributions 
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to coding theory, hashing algorithms and data structures, and networking 

algorithms.” Among my awards, I shared in receiving the 2020 ACM Paris 

Kanellakis Theory and Practice Award for the discovery and analysis of balanced 

allocations, known as the power of two choices, and their extensive applications to 

practice. 

10. As mentioned, I am the co-author of a textbook entitled “Probability 

and Computing: Randomized Algorithms and Probabilistic Analysis,” which was 

published by Cambridge University Press. This textbook is used in advanced 

undergraduate or beginning graduate courses at Brown University, Harvard 

University, the University of California at Berkeley, the University of Victoria, 

Tufts University, the University of Massachusetts at Amherst, Purdue University, 

the University of Pennsylvania, and several other universities. The second edition 

added additional sections related to topics in machine learning. 

11. I have worked for many years on the foundations and applications of 

Artificial Intelligence, with recent research examining the ways to improve the 

efficiency, reliability, and security of modern AI computing systems, including 

using AI predictions to improve algorithms and data structures. My experience 

spans large language models (LLMs), distributed and federated learning, security 

issues, and specific applications such as AI systems and models for biological 

analyses. 
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12. My curriculum vitae, included as an appendix to this declaration, 

includes a list of publications on which I am a named author. It contains further 

details regarding my experience, education, publications, and other qualifications 

to render an expert opinion in connection with this proceeding. 

13. In writing this Declaration, I have considered the following: my own 

knowledge and experience, including my work experience in the fields of 

computer network virtualization, automated deployment of virtual machines, and 

distributed systems administration; my experience in teaching those subjects; and 

my experience in working with others involved in those fields. In addition, I have 

analyzed the following publications and materials, in addition to other materials I 

cite in my declaration: 

14. I have reviewed the ‘915 patent (MICROSOFT-1001), and relevant 

excerpts of the prosecution history (MICROSOFT-1002) of the ‘915 patent. 

Among various textbooks, documents, and publications, I have also reviewed the 

following prior art references: 

 U.S. Pat. No. 7,577,722 (“Khandaker”) (MS-1004) 

 U.S. Pat. App. No. 2005/0044301 (“Vasilevsky”) (MS-1005) 

 U.S. Pat. No. 6,880,002 (“Hirschfeld”) (MS-1006) 

 U.S. Pat. App. No. 2002/0049803 (“Bandhole”) (MS-1007) 

 U.S. Pat. No. 7,457,925 (“Fujino”) (MS-1008) 
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 Int. Pat. Pub. No. WO 02/03220 (“Tremain”) (MS-1009) 

 Smith, James E. & Ravi Nair, “Virtual Machines: Versatile 

Platforms for Systems and Processes,” Morgan Kaufmann, 2005, 

ScienceDirect (“Smith”) (MS-1010) 

15. Counsel (Fish & Richardson) has informed me that I should consider 

these materials through the lens of one of ordinary skill in the art related to the 

‘915 patent at the time of the earliest possible priority date of the ‘915 patent, and I 

have done so during my review of these materials. I have been informed by 

Counsel to use the date of 8/15/2005 as the Priority Date. 

16. I have no financial interest in the outcome of this proceeding. I am 

being compensated for my work as an expert on an hourly basis. My compensation 

is not dependent on the outcome of these proceedings or the content of my 

opinions. 

17. My opinions, as explained below, are based on my education, 

experience, and expertise in the fields relating to the ‘915 Patent. Unless otherwise 

stated, my testimony below refers to the knowledge of one of ordinary skill in the 

art as of the earliest possible priority date. Any figures that appear within this 

document have been prepared with the assistance of Counsel and reflect my 

understanding of the ‘915 Patent and the prior art discussed below. 
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III. OVERVIEW OF CONCLUSIONS FORMED 

18. This declaration explains the conclusions that I have formed based on 

my analysis of all of the considered materials and my personal experience. To 

summarize those conclusions, based upon my knowledge and experience and my 

review of the prior art references listed above, I believe that: 

 Ground 1A/1B: Claims 1 and 2 are anticipated and/or rendered 

obvious over Khandekar  

 Ground 1C: Claims 3-5 are obvious over the combination of 

Khandekar and Bandhole  

 Ground 1D: Claims 6-8 and 11-14 are obvious over the 

combination of Khandekar and Vasilevsky 

 Ground 1E: Claims 9 and 10 are obvious over the combination 

of Khandekar and Fujino  

 Ground 2A: Claims 1 and 2 rendered obvious over the 

combination of Hirschfeld and Smith  

 Ground 2B: Claims 3-5 are obvious over the combination of 

Hirschfeld, Smith, and Bandhole  

 Ground 2C: Claims 6-8 and 11-14 are obvious over the 

combination of Hirschfeld, Smith, and Vasilevsky 
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 Ground 2D: Claims 9 and 10 are obvious over the combination 

of Hirschfeld, Smith, and Fujino  

19. In support of these conclusions, I provide an overview of the 

references in Section IX and more detailed comments regarding the obviousness of 

claims 1-14 (“the Challenged Claims”) of the ‘915 patent in Section X. 

IV. LEVEL OF ORDINARY SKILL IN THE ART 

20. I have been informed that a person of ordinary skill in the art 

(“POSITA”) is a hypothetical person who is presumed to have the skill and 

experience of an ordinary worker in the field at the time of the alleged invention. 

Because I do not know at what date the invention as claimed was made, if ever, I 

have used the Critical Date of the ’915 patent as the point in time for claim 

interpretation purposes. My opinion does not change if the invention date is earlier. 

21. Based on my knowledge and experience in the field and my review of 

the ’915 patent and file history, I believe that a person of ordinary skill in the art in 

this matter would have had (1) a bachelor’s degree in computer science, computer 

engineering, electrical engineering, or a related field, and (2) two years of industry 

experience relating to virtual computing systems. A greater amount of education, 

i.e., a doctorate in an academic area or a related technical field, would compensate 

for fewer years of work experience. 

22. Based on my experiences, I have a good understanding of the 
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capabilities of a POSITA. Indeed, I have taught, participated in organizations, and 

worked closely with many such persons over the course of my career. Based on my 

knowledge, skill, and experience, I have an understanding of the capabilities of a 

POSITA. For example, from my industry experience, I am familiar with what a 

POSITA would have known and found predictable in the art. From teaching and 

supervising my post-graduate students, I also have an understanding of the 

knowledge that a person with this academic experience possesses. Furthermore, I 

possess those capabilities myself. 

V. LEGAL STANDARDS 

 Terminology 

23. I have been informed by Counsel and understand that the best 

indicator of claim meaning is its usage in the context of the patent specification as 

understood by one of ordinary skill. I further understand that the words of the 

claims should be given their plain meaning unless that meaning is inconsistent with 

the patent specification or the patent’s history of examination before the Patent 

Office. Counsel has also informed me, and I understand that, the words of the 

claims should be interpreted as they would have been interpreted by one of 

ordinary skill at the time of the invention was made (not today). The ‘915 patent 

was filed 10/19/2020, and claims priority to 8/15/2005, which I refer to as the 

“Critical Date” in this proceeding. Because I do not know at what date the 
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invention as claimed was made, if ever, I have used the Critical Date of the ‘915 

patent as the point in time for claim interpretation purposes. My opinion does not 

change if the invention date is earlier. 

 Legal Standards  

24. I have been informed by Counsel and understand that documents and 

materials that qualify as prior art can render a patent claim unpatentable as being 

anticipated or obvious. 

25. I am informed by Counsel and understand that all prior art references 

are to be looked at from the viewpoint of a person of ordinary skill in the art at the 

time of the invention, and that this viewpoint prevents one from using his or her 

own insight or hindsight in deciding whether a claim is anticipated or rendered 

obvious. 

 Anticipation 

26. I understand that patents or printed publications that qualify as prior 

art can be used to invalidate a patent claim as anticipated or as obvious. 

27. I understand that, once the claims of a patent have been properly 

construed, the second step in determining anticipation of a patent claim requires a 

comparison of the properly construed claim language to the prior art on a 

limitation-by-limitation basis. 

28. I understand that a prior art reference “anticipates” an asserted claim, 
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and thus renders the claim invalid, if all limitations of the claim are disclosed in 

that prior art reference, either explicitly or inherently (i.e., necessarily present). 

 Obviousness 

29. I understand that even if a patent is not anticipated, it is still invalid if 

the differences between the claimed subject matter and the prior art are such that 

the subject matter as a whole would have been obvious at the time the invention 

was made to a POSITA. 

30. I have been informed by Counsel and understand that a claim is 

unpatentable for obviousness and that obviousness may be based upon a 

combination of references. I am informed by Counsel and understand that the 

combination of familiar elements according to known methods is likely to be 

obvious when it does no more than yield predictable results. However, I am 

informed by Counsel and understand that a patent claim composed of several 

elements is not proved obvious merely by demonstrating that each of its elements 

was, independently, known in the prior art. 

31. I am informed by Counsel and understand that when a patented 

invention is a combination of known elements, a court determines whether there 

was an apparent reason to combine the known elements in the fashion claimed by 

the patent at issue by considering the teachings of prior art references, the effects 

of demands known to people working in the field or present in the marketplace, 
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and the background knowledge possessed by a person having ordinary skill in the 

art. 

32. I am informed by Counsel and understand that a patent claim 

composed of several limitations is not proved obvious merely by demonstrating 

that each of its limitations was independently known in the prior art. I am informed 

by Counsel and understand that identifying a reason those elements would be 

combined can be important because inventions in many instances rely upon 

building blocks long since uncovered, and claimed discoveries almost of necessity 

will be combinations of what, in some sense, is already known. I am informed by 

Counsel and understand that it is improper to use hindsight in an obviousness 

analysis, and that a patent’s claims should not be used as a “roadmap.” 

33. I am informed by Counsel and understand that an obviousness inquiry 

requires consideration of the following factors: (1) the scope and content of the 

prior art, (2) the differences between the prior art and the claims, (3) the level of 

ordinary skill in the art, and  (4) any so called “secondary considerations” of non-

obviousness, which include: (i) “long felt need” for the claimed invention, (ii) 

commercial success attributable to the claimed invention, (iii) unexpected results 

of the claimed invention, and (iv) “copying” of the claimed invention by others. 

34. I have been informed by Counsel and understand that an obviousness 

evaluation can be based on a single reference or a combination of multiple prior art 
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references. I understand that the prior art references themselves may provide a 

suggestion, motivation, or reason to combine, but that the nexus linking two or 

more prior art references is sometimes simple common sense. I have been 

informed by Counsel and understand that obviousness analysis recognizes that 

market demand, rather than scientific literature, often drives innovation, and that a 

motivation to combine references may be supplied by the direction of the 

marketplace. 

35. I have been informed by Counsel and understand that if a technique 

has been used to improve one device, and a person of ordinary skill at the time of 

invention would have recognized that it would improve similar devices in the same 

way, using the technique is obvious unless its actual application is beyond his or 

her skill. 

36. I have been informed by Counsel and understand that practical and 

common sense considerations should guide a proper obviousness analysis, because 

familiar items may have obvious uses beyond their primary purposes. I have been 

informed by Counsel and understand that a person of ordinary skill looking to 

overcome a problem will often be able to fit together the teachings of multiple 

prior art references. I have been informed by Counsel and understand that 

obviousness analysis therefore takes into account the inferences and creative steps 

that a person of ordinary skill would have employed at the time of invention. 
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37. I have been informed by Counsel and understand that a proper 

obviousness analysis focuses on what was known or obvious to a person of 

ordinary skill at the time of invention, not just the patentee. Accordingly, I 

understand that any need or problem known in the field of endeavor at the time of 

invention and addressed by the patent can provide a reason for combining the 

elements in the manner claimed. 

38. I have been informed by Counsel and understand that a claim can be 

obvious in light of a single reference, without the need to combine references, if 

the elements of the claim that are not found explicitly or inherently in the reference 

can be supplied by the common sense of one of skill in the art. 

39. In sum, my understanding is that prior art teachings are properly 

combined where one of ordinary skill having the understanding and knowledge 

reflected in the prior art and motivated by the general problem facing the inventor, 

would have been led to make the combination of elements recited in the claims. 

Under this analysis, the prior art references themselves, or any need or problem 

known in the field of endeavor at the time of the invention, can provide a reason 

for combining the elements of multiple prior art references in the claimed manner. 

40. I have been informed by Counsel and understand that in an inter 

partes review, “the petitioner shall have the burden of proving a proposition of 

unpatentability,” including a proposition of obviousness, “by a preponderance of 
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the evidence.” 35 U.S.C. §316(e). 

VI. MATERIALS CONSIDERED  

41. My analysis and conclusions set forth in this declaration are based on 

my educational background and experiences in the field (see Section II). Based on 

my knowledge and experience, I believe that I am considered to be an expert in the 

field. Also, based on my knowledge and experience, I understand and know of the 

capabilities of persons of ordinary skill in the field around the Critical Date. 

42. As part of my independent analysis for this declaration, I have 

considered the following: the background knowledge/technologies that were 

commonly known to persons of ordinary skill in this art during the time before the 

Critical Date; my own knowledge and experiences gained from my work 

experience in the field of the ‘915 patent and related disciplines; and my 

experience in working with others involved in this field and related disciplines. 

43. In addition, I have analyzed the publications and materials listed 

above. 

44. My analysis and conclusions set forth in this declaration are based on 

the perspective of a POSITA.  

VII. THE ‘915 PATENT 

 Overview of the ‘915 Patent 

45. The ’915 patent describes a “Control Center” that provides 

“automated management of network-based virtual environments.” MS-1001, 6:42-
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63. The Control Center computers “manages multiple resources” (e.g., blade 

servers and other network-based equipment) that “can be configured to support a 

variety of virtual assets, including desktop computer environments, data storage, 

application servers, routers, and the like.” Id., 7:5-35. The Control Center also 

includes modular application components, including an “Asset Manager” and a 

“Provisioning Manager,” and also includes a “Virtual Mapping engine” that is 

“programmed to discover the physical resources” and “also the virtual resources, 

such as virtual servers, storage, desktops, and the like with which the Control 

Center has access.” Id., 4:4-15, 7:36-59. The Asset Manager provides “visibility 

and management of all global virtual assets,” including “a global topology view 

and an inventory of virtual infrastructure from a central console,” and it supports 

“inventory reports at local, remote, and global context.” Id., 8:7-20.  

46. A Provisioning Manager facilitates provisioning through an 

automated workflow driven by user requests and informed by system inventory. 

MS-1001, 8:21-45. This includes “an on-demand solution for provisioning of 

virtual assets for an automated workflow management,” including “allowing users 

to request and schedule their individual virtual asset needs” and to “prioritize and 

provision the required assets on demand.” Id. Provisioning may also be provided in 

a portal-driven workflow, for instance, through a “portal for users’ virtual asset 

requests showing available virtual assets,” and enabling approval of provisioning 
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processes while “keeping track of used and available assets.” Id. 

47. The ’915 patent specification’s disclosure is largely focused on an 

end-to-end, management-plane provisioning workflow within a “control center” 

rather than as a solution uniquely directed to post-provisioning access. As 

explained above, the ’915 patent specification includes techniques relating to “a 

virtual asset provisioning request” and associated sequencing for addressing this 

request. This sequencing is reinforced by the description of the “Provisioning 

Manager” as “an on-demand solution for provisioning of virtual assets for an 

automated workflow management.” Id., 8:21-45. 

 Prosecution History of the ’915 Patent 

48. The ’915 patent issued on May 23, 2023 from U.S. Patent App. No. 

17/074,500 (“the ’500 Application”). The ’500 Application was filed on October 

19, 2020 as a continuation of App. No. 15/201,087, which issued as U.S. Patent 

No. 10,810,050, which is itself a continuation of App. No. 14/450,765, which 

issued as U.S. Patent No. 9,444,762. Both of these applications were filed as 

continuations of App. No. 11/503,090, filed August 10, 2006, and issuing as U.S. 

Patent No. 8,799,431. The ’500 Application also claims priority to U.S. Provisional 

Application No. 60/708,473, filed on August 15, 2005. MS-1001, Cover. 

49. The prosecution of the ’500 Application included three Office 

Actions, all of which presented rejections based on Vasilevsky (US 2005/0044301) 
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(“Vasilevsky”). MS-1002, 106-23, 173-86, 230-42, 317-24. Claims 15-19 were 

withdrawn from consideration throughout prosecution. Claims 1-14 were examined 

and ultimately allowed. 

50. The Examiner issued a first Non-final Office Action on January 18, 

2022. MS-1002, 106-23. The Office Action included prior art rejections of claims 

1-14 based on Vasilevsky: 

 

 

MS-1002, 118-19 
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51. The Applicant filed a Response to Non-Final Office Action on April 

18, 2022. MS-1002, 162-72. Applicant amended original claims 1 and 11 to 

address rejections cited in the first Non-Final Office Action:  

 

MS-1002, 163 

 

MS-1002, 164 

The Response also included arguments seeking to distinguish claims 1 and 11 from 
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the prior art of record:  

 

 

MS-1002, 169-70 
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MS-1002, 170-71 

 

MS-1002, 171 

52. The Examiner issued a second non-final Office Action on May 12, 

2022. This Office Action also included prior art rejections based on Vasilevsky: 
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MS-1002, 180 

53. The Applicant filed a Response to Office Action on January 7, 2019. 

MS-1002, 185-91. Applicant further amended each of claims 1 and 11: 
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MS-1002, 213 

 

MS-1002, 214 

The Response also included arguments seeking to distinguish claims 1 and 11 from 

the prior art of record: 
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MS-1002, 216-17 
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MS-1002, 217-18 

54. Following this response, the Examiner issued another Office Action 

on September 9, 2022. MS-1002, 230-42. In this Office Action, the Examiner 

issued similar prior art rejections of claims 1-14 based on Vasilevsky and U.S. Pat. 

App. Pub. No. 2006/0069761 (“Singh”): 
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MS-1002, 235-36 

55. Applicant then submitted another Response on December 9, 2022. In 

this Response, Applicant did not amend any claims but included the following 

remarks attempting to distinguish the prior art of record:  
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MS-1002, 280-81 
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MS-1002, 281-82 

56. The Applicant also requested a telephonic interview on December 7, 

2022 and no agreement was reached. MS-1002, 291. Following this interview and 

Applicant’s response, the Examiner issued a Notice of Allowance on January 23, 

2023. Id., 317-23. The Examiner identified the following reasons for allowance in 

the Notice of Allowance: 
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MS-1002, 322 

 Claim Interpretation 

57. In my opinion, the grounds discussed in Section X render the 

Challenged Claims obvious under any reasonable interpretation of the claim 

language, including plain and ordinary meaning. The analysis set forth in this 

declaration applies the following constructions, which are consistent with 

disclosure found in the ’915 patent, and therefore, demonstrate subject matter that 

falls within the meaning of these terms.  The prior art analysis included below in 

Section X are not inconsistent with these constructions.    
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Claim Term(s) Proposed Construction 

“control computer” “A computing device that is separate and 
distinct from the physical host machines 
being managed and is not itself deployed as 
a virtual asset.”  

MS-1001, 5:66-6:35, 7:5-17. 

“virtual assets” “Software instantiations of equipment 
objects that exist only within a virtual 
environment” 

MS-1001, 6:36-41. 

“resources” “Physical devices on the network, such as 
computers, printers, routers, and other 
tangible hardware” 

MS-1001, 6:36-41. 

“physical resources”  “Physical devices on the network, such as 
computers, printers, routers, and other 
tangible hardware” 

MS-1001, 6:36-41. 

“network resource” “Physical network infrastructure devices, 
including routers, switches, bridges, 
infiniband, wireless, radio, optical, and fiber 
channel equipment” 

MS-1001, 2:14-30. 

“software instantiations 
of computer systems” 

“Software that can virtually perform 
functions of physical devices that can 
connect to computers” 
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MS-1001, 3:13-24, 10:1-23. 

“provisioning” / 
“provisioned” 

“Associating a virtual asset to a particular 
physical computer resource” 

MS-1001, 20:19-39. 

“control computer 
connection” 

“A communication pathway where the 
control computer acts as an intermediary or 
gateway in the data path, such that the end 
user’s access to the virtual assets must be 
routed directly through the control computer 
itself” 

MS-1001, 5:66-6:35, 6:64-7:4, 22:10-28 

“logical” “A software-defined abstraction that 
requires direct mapping to underlying 
physical hardware” 

MS-1001, 20:45-21:3. 

“physical storage 
drives” 

“Specific, individual hardware components 
(e.g., a specific hard disk or a physical 
router) that are directly addressed and 
mapped to by the virtualization layer” 

MS-1001, 20:45-21:3. 

VIII. OVERVIEW OF THE PRIOR ART  

 Khandekar (MS-1004) 

58. Khandekar is focused on a VM provisioning architecture in which a 

user requests a computer having desired configuration characteristics through a 

centralized provisioning server. MS-1004, 9:65-10:4. Specifically, Khandekar 
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describes that “the user console is preferably a web server,” and the user “interacts 

with [it] with any conventional web browser,” where the user can “custom-

provision a VM" or select a “pre-configured, instantly deployable VM.” MS-1004, 

13:66-14:3. Khandekar describes that a user submits configuration selections (e.g., 

OS configuration such as “hostname, IP address, MAC address”) and selects 

desired applications, and then “submits the request to the provisioning server,” 

which applies heuristics/rules to select an appropriate staged VM and an 

appropriate host on which to deploy that VM. MS-1004, 9:65-10:42. 

59. Figure 2 shows an example of a system 800 used for provisioning:  
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MS-1004, FIG. 2 

60. As shown above, Khandekar's centralized VM provisioning 

environment allows one or more users 900 to communicate with the provisioning 

server 800 via a network 700. MS-1004, 9:46-64. The VM provisioning server 

(e.g., 800) includes a front-end “user console 801” used to “present the various 

options to the user and to submit the selected options,” and may also include an 

“administration console 802” for “monitor[ing] the operational state” and 

“maintain[ing] the database.” Id., 9:46-64, 10:15-26. The provisioning server 



Declaration of Michael Mitzenmacher  
MS-1003 

46 

receives user input identifying desired configuration characteristics (e.g., operating 

system selections, application selections, and “OS configuration, for example, 

hostname, [and] IP address”) and applies a rules/heuristics component (e.g., 

heuristics engine 880) to “select the most appropriate VM from a library 830 of 

staged VMs” and to “select[] which host machine 1000, 1001 is most appropriate 

to provision and deploy the VM on.” Id., 9:65-10:42. 

61. Khandekar's host systems provide an execution platform for deployed 

VMs (e.g., VMx and VMy). Khandekar further describes that "any number of VMs 

may be deployed and loaded on a single host," with VMs also capable of being 

migrated or copied between hosts (e.g., "virtual machine VMy is shown as having 

been migrated (or copied) from host 1000 to host 1001"). MS-1004, 10:50-60, 

12:57-13:8. Workflow components also support provisioning sessions, including a 

temporary usage area 860 that "holds the user input as well as the various 

temporary data needed while the provisioning task is in progress." MS-1004, 

10:61-67, 11:1-10. A task manager 820 also initiates a “transaction” and “returns a 

task identifier” that can be used to "find out the progress of the task.” Id. 

62. Once the provisioning server provisions a VM on the selected host, 

Khandekar describes that “the user can then access the newly created VM via any 

known remote access software,” including VMware remote console software. MS-

1004, 14:4-18. Khandekar also contemplates provisioning requests submitted 
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programmatically, explaining that “software applications acting as a user interact 

with the provisioning server using a well-defined programmatic interface (API).” 

Id., 9:46-64. 

63. Khandekar is analogous prior art to the ’915 patent because it is in the 

same general field of endeavor, e.g., management of computer network 

virtualization environments. The ’915 patent describes centralized management 

through a Control Center providing functions, such as building an inventory of 

physical resources and virtual assets, provisioning virtual assets, and managing the 

virtualization environment across platforms. Khandekar also addresses centralized 

VM provisioning in which users interact with a provisioning server via a user 

console and provision VMs (including “instantly deployable” VMs). See MS-1004, 

9:65-10:14, 13:66-14:3. Khandekar also describes monitoring deployed VMs and 

taking management actions, such as migrating VMs based on host load, which 

reflects similar operational management concerns that would have been important 

to a POSITA working on the problems addressed in the ’915 patent. See id., 13:44-

56. 

 Hirschfeld (MS-1006) 

64. Hirschfeld describes a “virtualized logical server cloud” in which 

users access logical servers through a portal-like user interface without needing to 

know the access information of the underlying physical servers. MS-1006, 4:37-52, 
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6:64-7:30, 17:25-39. Although virtualization allows “multiple logical servers to 

override a physical server's attributes and share its resources” (id., 2:1-7) users 

historically “had to be aware of and have specific information about the underlying 

physical server to access the logical servers” (id., 2:8-35), such as the physical 

server's IP address/server name and port number, and incorrect access inputs could 

result in access being denied. MS-1006, 4:37-52, 6:64-7:30, 17:25-39. 

65. Hirschfeld identifies a desire “to completely separate logical servers 

from physical servers so that there is no permanent tie between physical and 

logical resources,” which enables physical servers to function as a resource pool 

that supports logical servers and allowing a logical server to be reallocated to a 

different physical server “without users experiencing any change in access 

approach.” MS-1006, 2:50-59. 

66. Hirschfeld also describes a server cloud manager (SCM) that provides 

a “web page portal or other access mechanism” for remote terminals to 

communicate with the logical server cloud, such that “a user of any remote 

terminal” may “login to and access any of the logical servers” via the user interface 

and SCM. MS-1006, 6:28-63. A user may employ a “local browser to access a web 

page” associated with the user interface, and the interface provides a “portal or 

other interface” through which the user may access one or more logical servers 

based on permission (e.g., by “point and click” selection of a logical server 
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graphic). Id., 6:64-7:30. 

67. Figure 1 shows an overview of a virtualized logical server cloud 

implemented with a server cloud manager: 

 

MS-1006, FIG. 1 

68. As shown above, Hirschfeld’s virtualized logical server cloud 101 

allows remote terminals 105 to access the system via an intermediate network 

system 103. MS-1006, 6:28-63. The environment includes one or more “logical 

servers 106” and a “bank of physical servers 108,” where each logical server “is 

linked to and implemented on a corresponding one of the physical servers 108.” Id. 

This architecture includes a server cloud manager (SCM) 102, which “interfaces 
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and controls each of the logical servers 106 and the bank of physical servers 108.” 

Id. The SCM 102 includes a “user interface (I/F) 104” that provides a “web page 

portal or other access mechanism” allowing a user to “login to and access any of 

the logical servers 106.” Id.  

69. To manage the separation of logical and physical resources, the SCM 

102 utilizes a “user database 110” that “incorporates a mapping of users, the 

logical servers 106 and the physical servers 108.” Id., 7:32-48. This database 

maintains the “link information that maps each logical server 106 with one of the 

physical servers 108,” enabling the SCM to automatically access the appropriate 

physical server without the user needing to supply or be aware of physical server 

information. Id., 7:32-62. 

70. Hirschfeld also describes a user database that “incorporates a mapping 

of users, the logical servers and the physical servers,” including “link information 

that maps each logical server” with a corresponding physical server, such that the 

SCM “automatically accesses the appropriate physical server corresponding to the 

selected logical server,” and the user “does not have to supply physical server 

information” and “does not even need to be aware of” physical-server 

access/location information. MS-1006, 7:32-62. Hirschfeld emphasizes that its 

virtualization “enables a logical Server to exist independent of a specific physical 

server,” with logical attributes “non-deterministically allocated to physical 
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resources,” which creates a cloud of logical servers over one or more physical 

servers. Id., 17:9-24. 

71. Figure 2 illustrates the relationships between the logical servers 

forming a logical server cloud, the underlying bank of physical servers, and the 

server cloud manager. 

 

EX-1006, FIG. 2 

72. As shown above, Hirschfeld depicts a “logical server cloud 201” 

containing multiple “logical servers 106” that operate above a “bank of physical 

servers 108.” MS-1006, 7:63-8:10. These layers are decoupled, such that “each of 

the logical servers 106 is non-deterministically linked to a corresponding physical 
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server 108 as illustrated by a corresponding links 205 (illustrated by dashed lines).” 

Id., 8:1-10. This allows a logical server to be moved to a different physical server 

“without destroying the identity of the moved logical server 106 as determined by 

its ‘persistent attributes’.” Id., 8:11-38. The underlying physical servers 108 

provide the physical resources, including a “hardware layer 210” (which 

incorporates a “memory resource ‘M’ 223” and a “processor resource ‘P’ 225”) 

and an “operating system (OS) layer 212.” Id., 8:39-64. By maintaining the logical 

servers 106 in a separate cloud 201 connected only by the dashed links 205, Figure 

2 visually demonstrates how the system manages logical servers independently 

from the specific hardware and operating systems of the underlying physical 

servers. Id., 7:49-62, FIG. 2. 

73. Hirschfeld is analogous prior art to the ’915 patent because it is in the 

same general field of endeavor, e.g., virtualization technology and centralized 

management of virtualized servers. The ’915 patent generally relates to 

management of computer network virtualization environments. Hirschfeld 

similarly describes a server cloud manager (SCM) for a virtualized logical server 

cloud. See MS-1006, 11:45-57, 11:58-12:19. Hirschfeld also addresses problems 

aligned with scalable virtualization management (e.g., ensuring user access is 

substantially unchanged when a logical server is reallocated to different physical 

servers) and describes SCM functionality to match demand. See MS-1006, 17:41-
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49, 18:1-17. 

 Bandhole (MS-1007) 

74. Bandhole describes a remotely administered “dynamic computing 

environment” (DCE) framework that is focused on “configuring, provisioning, 

accessing and managing” such environments through user-facing and 

programmatic interfaces. MS-1007, [0032]. Bandhole explains that its 

administrative interfaces “can be used interactively through a graphical user 

interface such as a web page or non-interactively through a program script,” and 

that the framework permits “‘virtual’ hosting” in which users can “remotely 

configure, provision, access, and manage DCEs” from “any geographic location.” 

Id., [0032], [0033]. 

75. Figure 3 shows the component architecture of a system configured to 

host and administer these dynamic computing environments: 
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MS-1007, FIG. 3 
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76. As shown above, Bandhole’s client/server architecture allows a client 

(e.g., client 301) to communicate with the system over a network such as the 

Internet (e.g., Internet 307). MS-1007, [0047]. The environment accommodates 

client computing devices that “can be made in many dimensions and styles (e.g., 

laptop, palmtop, server, workstation, mainframe),” enabling users to interact with 

the system using known hardware platforms. Id., [0035]. 

77. Within this architecture, the web server 309 uses “Java Servlets and 

JSP” to “receive requests from any web client, such as a browser,” and “forward 

such requests to the application server 311.” Id., [0048]. To manage the dynamic 

computing environment, the application server 311 operates to present the user 

with “methods to create a DCE,” “methods to allocate physical resources required 

for a DCE,” and methods to “manage and to interact with a DCE as well as its 

components.” Id., [0051]. 

78. Bandhole is analogous prior art to the ’915 patent because it is in the 

same general field of endeavor, e.g., remotely administered virtual computing 

environments implemented using physical resources and managed through 

centralized software services. Bandhole similarly describes a framework for 

configuring, provisioning, accessing, and managing dynamic computing 

environments (DCEs) remotely. See MS-1007, [0015], [0016], [0032], [0033]. 

Bandhole also recognizes that conventional infrastructures impose undue costs and 
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efforts to  provision or maintain resources and that the burden increases non-

linearly with complexity. See id. 

 Vasilevsky (MS-1005) 

79. Vasilevsky describes approaches to virtualization management 

directed to dynamic (i.e., runtime) provisioning and reconfiguration of compute 

resources in a virtual computing system. MS-1005, [0150], [0179]. In particular, 

Vasilevsky replaces static resource allocation with a “capability for dynamically 

reconfiguring resources” such that “resources may be allocated (or deallocated) 

transparently to the applications.” Id., [0179].  

80. To enable runtime control, Vasilevsky describes a management 

architecture that allows configuration changes among “multiple entities 

(administrators, programs, etc.)” and provides “capability for dynamically 

reconfiguring resources” such that “resources may be allocated (or deallocated) 

transparently to the applications.” MS-1005, [0084], [0179]. The management 

agent maintains a “mapping database that defines mapping of virtual resources to 

physical hardware,” including mapping a “virtual processor” to a “physical 

processor,” and, in some implementations, virtual processors and partitions that 

can span physical nodes. Id., [0091], [0094], [0150], [0179]. 

81. Vasilevsky further explains that such capabilities may be implemented 

via a management server/agent arrangement in which the management server 
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writes configuration information (e.g., indicating how each node should be 

configured) to a data store that management agents read to configure distributed 

server/virtual server execution. MS-1005, [0085], [0088], [0155]. For resource 

assignment, a manager may be adapted to perform an association between 

"unallocated actual resources" and virtual servers. Id., Cl. 84. The system 

maintains a "mapping database that defines mapping of virtual resources to 

physical hardware" and defines virtual resources backed by assigned actual 

resources (e.g., mapping a "virtual network interface" to an "actual network 

interface"). Id., [0150]. 

82. Figure 2 illustrates an exemplary system architecture for providing 

virtual services, including a manager that monitors system performance.        

 

MS-1005, FIG. 2 
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83. As shown above, Vasilevsky's system 201 includes an upper layer 202 

with virtual servers 208A-208C, an abstraction layer provided by a distributed 

virtual machine monitor (DVMM) 203, and an underlying hardware layer 204. 

MS-1005, [0063]-[0066]. To oversee this environment, the system includes a 

“manager 212 that manages the configuration of system 201.” Id., [0070]. Manager 

212 communicates with a management agent executing on the virtual servers "for 

the purpose of performing configuration changes, monitoring performance, and 

performing other administrative functions.” Id., [0070]. 

84. Vasilevsky is analogous prior art to the ’915 patent because it is in the 

same general field of endeavor, e.g., networked computer systems used to provide 

resources in a data center using virtualization and management infrastructure. The 

’915 patent is directed to management of computer network virtualization 

environments. Vasilevsky addresses similar technical problems identified in the 

’915 patent specification, including that conventional data center configuration 

changes are often performed manually and can require interruption or reboot. See 

MS-1005, [0004], [0075]-[0079]. Vasilevsky also describes a management 

architecture employing a manager and management agents (including use of a data 

store) to control configuration of virtual/distributed servers, which is the same type 

of virtualization-environment management infrastructure a POSITA would have 

consulted when addressing the ’915 patent’s centralized management 
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objectives. See id., [0071]-[0074], [0080]. 

 Fujino (MS-1008)  

85. Fujino describes virtual computer instantiation and resource pool 

allocation/monitoring in a storage-control context, including agent-driven 

creation/deletion of virtual computers and tracking how pooled resources are 

allocated. Specifically, a “storage agent processing portion” is “capable of 

monitoring the state of the resource pool,” e.g., “the usage proportion of the CPUs, 

the usable capacity of the memory” and the number of existing “storage virtual 

computers.” MS-1008, 8:47-9:3. Based on the monitoring result, this causes the 

“virtual computer processing portion” to “generate or delete” the storage virtual 

computer. Id.  

86. The virtual computer processing portion is also capable of generating 

or deleting a virtual computer “allocated all or a part of” the resource pool, and 

further includes “an allocated CPU resource” as a “virtual CPU” and an “allocated 

memory resource” as a “virtual memory.” Id., 9:4-29. It also includes queueing 

structures (e.g., port queue, which is “capable of storing information elements”). 

Id. Fujino also discloses resource-management operations performed upon 

receiving requests (e.g., copy/move/modify logical volumes, including 

“modify[ing] the storage capacity of the logical volume”). See id., 26:56-27:12. 

87. Fujino describes virtual computer instantiation, storage virtualization, 
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and resource pool monitoring in a storage-control context. MS-1008, 8:47-9:29. 

Figure 3 illustrates the architecture of a storage control device providing these 

capabilities: 

MS-1008, FIG. 3 

88. As shown above, Fujino provides a storage virtualization architecture 

in which a storage control device 27 controls physical hardware, including 

“storages (hard disk drives, for example) 39” and physical network connections 

such as “ports 31.” MS-1008, 6:40-49, 9:4-29. To manage these resources, Fujino 

utilizes a “storage agent processing portion 282” that is “capable of monitoring the 
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state of the resource pool 26,” including tracking “which part of the resource pool 

26 is allocated to which virtual computer.” Id., 8:47-9:3. Based on these 

monitoring results, the agent can cause a “virtual computer processing portion 93” 

to “generate or delete” a “storage virtual computer 61.” Id. 

89. When generated, the storage virtual computer 61 is “allocated all or a 

part of” the resource pool, including “an allocated CPU resource” (virtual CPU 63) 

and "an allocated memory resource" (virtual memory 65). Id., 9:4-29. Importantly, 

the storage virtual computer 61 is configured with logical, port-side interface 

constructs, such as a “virtual port queue 51” that is “capable of storing information 

elements” to be “input or output into/from the port 31.” Id. Through this interface 

architecture, the storage virtual computer 61 performs I/O by receiving data 

through the physical port 31 and “writ[ing] the write subject data” into a “logical 

volume 41” backed by the underlying hard disk drive storages 39. Id., 14:15-48.  

90. Fujino is analogous prior art to the ’915 patent because it is in the 

same general field of endeavor, e.g., centralized management of virtualized 

computing resources in networked enterprise environments. The ’915 patent 

generally relates to the management of computer network virtualization 

environments. Fujino similarly describes a management device that monitors 

hardware resource usage across storage control devices and configures a storage 

virtual computer using unused resources to handle access requests. See MS-1008, 
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1:30-44. Fujino also addresses similar technical problems to those identified in the 

’915 patent specification, such effective control and management of complex, 

resource-constrained infrastructure. See MS-1008, 1:57-2:32. 

 Smith (MS-1010) 

91. Smith is a book published in June 2005 that describes virtual machine 

technology and explains that such technology “enable[s] new capabilities and to 

solve a variety of problems in interfacing major computer system components.” 

MS-1010, xi. Smith explains that virtualization allows a real system to appear as a 

different virtual system or as multiple virtual systems, thereby providing a 

framework in which multiple execution environments may coexist on shared 

underlying hardware. Id., 3, 9. 

92. Smith describes a “system VM environment” in which the real 

resources of a host platform are shared among guest system virtual machines 

through a layer of software called a virtual machine monitor, or VMM. MS-1010, 

369. Smith explains that the VMM “manag[es] the allocation of, and access to, the 

hardware resources of the host platform,” that the VMM “owns the real system 

resources and makes them available to one or more guest operating systems that 

alternately execute on the same hardware,” and that each guest operating system is 

given the illusion of owning the resources it allocates to its user programs. Id. 

Smith also explains that a VM is implemented by adding a layer of software to a 
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real machine to support the desired virtual-machine architecture, and that such 

virtualizing software is often referred to as the VMM. Id., 4, 11. 

 

MS-1010, FIG. 1.7 

93. Smith further describes that “[m]ultiple, replicated virtual machines 

can be implemented on a single hardware platform to provide individuals or user 

groups with their own operating system environments.” MS-1010, 5. Smith 

illustrates examples in which separate VMs on the same hardware platform may 

run the same operating system or different operating systems, while supporting 

different application sets in those separate VM environments. Id., Figures 1.8(b)-

(c). A POSITA would have understood from these teachings that Smith describes a 

conventional virtualization architecture in which multiple software-implemented 

VM environments operate concurrently on shared host hardware under VMM 

control. 
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MS-1010, Figures 1.8 (b)-(c) 

94. Smith also describes that virtualization provides isolation, security, 

and robustness benefits. MS-1010, 5, 18, 370-371. Smith explains that a system 

VM provides a sandbox that isolates one system environment from others, that 

different system environments can provide isolation and enhanced security, and 

that major software systems running concurrently on the same hardware platform 

may be securely partitioned from one another. Id. Smith further explains that 

running applications in separate virtual machines improves robustness because 

erratic behavior, compromise, or failure in one guest system is less likely to affect 

software running on another guest system. Id. These teachings indicate why 

system-VM architectures were a well-known and practical approach for 

implementing multiple isolated operating-system environments on a shared 

hardware platform. 
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IX. OVERVIEW OF THE PRIOR ART COMBINATIONS  

 The Combination Of Khandekar And Bandhole  

95. A POSITA implementing Khandekar’s provisioning workflows would 

have sought techniques enabling remote, web-based interaction with the 

provisioning system from a variety of client devices. A POSITA also would have 

been interested in an administrable client/server framework that supports remote 

creation, operation, and management of allocated computing environments through 

a web interface and a supporting application-server tier. These interests follow 

from Khandekar’s description that its provisioning workflows rely on a browser-

accessed, network-facing user interface for initiating and managing provisioning 

tasks. Specifically, “[t]he user console is preferably a web server, with which the 

user interacts with any conventional web browser,” and through this console, the 

user can select a “pre-configured, instantly deployable VM” or “custom-provision 

a VM” by submitting configuration selections to the provisioning server. MS-1004, 

9:46-64, 13:66-14:3. 

96. Khandekar also describes continued remote interaction after 

submission of a provisioning request: the task manager returns a task identifier, 

and the user can use the same browser-based console to check task status (and in 

some implementations, abort the task). MS-1004, 20:61-21:16. A POSITA would 

have understood these disclosures as describing a web-initiated, remotely operated 
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management workflow, which in turn implies a need for a concrete and scalable 

web-access architecture that works across common client devices. Put differently, 

once the control loop (submit → track/abort) is intended to run through a browser 

over a network, a POSITA would naturally look for standard web-tier patterns and 

backend integration approaches that make that remote workflow robust at scale. In 

that context, Bandhole’s descriptions of remotely creating and operating a 

computing environment through “a web page on the Internet” provide compatible 

implementation teachings that fit directly into Khandekar’s browser-based console 

approach. MS-1007, [0029], [0035], [0048], 16:35-39. Bandhole thereby supplies 

architectural detail for how browser requests can be handled and connected to 

server-side resource-management functions. 

97. With that background, a POSITA working with Khandekar’s VM 

provisioning system would have been motivated to incorporate Bandhole’s web-

based interaction and web-tier architecture as a straightforward way to strengthen 

the user-facing access path for provisioning and managing allocated environments 

at scale. Bandhole addresses the practical mechanics that a browser-driven console 

typically requires, such as receiving requests at a web server and relaying those 

requests to an application server that performs or coordinates the underlying 

management functions, implementation approaches that align with Khandekar’s 

design premise of a network-facing, browser-accessed console. A POSITA 
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therefore would have treated Bandhole’s remote UI and web-tier teachings as 

directly usable building blocks for implementing (and scaling) Khandekar’s 

browser-based provisioning workflow. 

 The Combination Of Khandekar And Vasilevsky 

98. The Khandekar-Vasilevsky System would have combined (i) 

Khandekar’s VM provisioning workflow with (ii) Vasilevsky’s approach for 

managing mappings between virtual storage constructs and underlying physical 

storage. Khandekar describes a provisioning environment where a provisioning 

server takes user requests through a console, selects an appropriate host using 

dynamically maintained host-state information, and then interacts with the chosen 

host through an API—for example, it can “query[] the host via an API” and 

“request the host (using the API) to reserve the amount of memory and disk space 

required” for the VM being provisioned. MS-1004, 12:57-13:8, 20:54-60. 

Vasilevsky, in turn, describes management functionality including a management 

agent (e.g., management agent 815) that maintains a “mapping database” defining 

mappings between virtual resources and physical hardware. MS-1005, [0150], Cl. 

80. In the combined system, that storage mapping functionality would be 

integrated into the provisioning server environment so that, when storage capacity 

is reserved and allocated as part of provisioning, the system also records and 

maintains mapping information tying the storage-related virtual resources 
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associated with each provisioned instance to the physical storage resources used to 

satisfy those reservations. MS-1004, 20:54-21:24; MS-1005, [0150], Cl. 80. 

99. In larger-scale or more dynamic virtualized deployments, a POSITA 

working from Khandekar would have recognized two practical needs. First, 

making the relationships between virtual resources and physical resources explicit 

(so they can be inspected and managed), and second, supporting flexible allocation 

and reallocation over time using common management interfaces (UI/CLI/API). 

Khandekar already emphasizes dynamic state tracking and API-driven resource 

actions during provisioning. It explains that “[i]nformation about the current state 

of the different hosts is preferably input dynamically into a database” used by the 

heuristics engine, and that the heuristics engine can “query[] the host via an API” 

and “[r]equest the host (using the API) to reserve the amount of memory and disk 

space required.” MS-1004, 12:57-13:8, 20:54-60. When a system is designed 

around continually changing host state and programmatic reservation of 

disk/memory, a POSITA would expect that the next engineering step is a clearer 

and more administrable representation of how virtual allocations correspond to 

physical capacity as conditions change during operation and across many 

provisioned assets. Teachings from Vasilevsky address that need, including by 

describing provisioning in real-time without restarting a virtual computing system. 

MS-1005, [0076]. 
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100. A POSITA implementing Khandekar’s provisioning workflow would 

have been motivated to incorporate known virtualization-management techniques 

that make resource consumption easier to see and control, i.e., techniques that 

explicitly capture how requested virtual resources map onto and draw from 

underlying physical resources in a multi-host environment. MS-1004, 10:27-42, 

21:26-31. That motivation follows naturally from Khandekar’s own design: 

provisioning choices are driven by resource availability (e.g., the heuristics engine 

“determine[s] the [host] with enough memory and disk space,” and “request[s] the 

host (using the API) to reserve the amount of memory and disk space required”), 

and the provisioning server treats provisioning as an orchestrated workflow whose 

progress can be monitored and controlled through its management plane. MS-

1004, 20:54-21:24. 

101. A POSITA therefore would have looked for established mechanisms 

that fit within the same management model Khandekar already uses (namely 

programmatic interfaces to hosts and management-console-driven control) and that 

provide a structured way to represent virtual-to-physical allocation relationships. 

Vasilevsky is technically pertinent in that respect because it describes a 

management agent that maintains a mapping database for virtual resources and 

physical hardware. MS-1005, [0084], [0150]. Incorporating that mapping approach 

into the Khandekar System would have been a compatible refinement with 
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predictable results and benefits for Khandekar’s API-driven provisioning server: it 

supplies an established way to track and manage the resource-allocation 

relationships (including disk/memory reservations and assignments) that 

Khandekar already treats as core inputs and outputs of provisioning. MS-1004, 

9:46-64, 20:54-60, 22:53-67. 

102. In one example of the Khandekar-Vasilevsky combination, a 

provisioning server environment (e.g., Khandekar’s provisioning server 800 and/or 

an associated management component) would have been configured to implement 

management functionality described in Vasilevsky (e.g., for management agent 

815). This includes maintaining mapping information between storage-related 

virtual resources (e.g., a virtual storage entity) and the corresponding physical 

hardware (e.g., an actual storage device). MS-1004, 12:57-13:8, 20:54-60; MS-

1005, [0150], Cl. 80. Operationally, when a user submits a provisioning request 

through the user console, Khandekar’s heuristics engine uses dynamically 

maintained host-state information to select a host and can “query[] the host via an 

API” and “[r]equest the host (using the API) to reserve the amount of memory and 

disk space required” for the requested VM. MS-1004, 12:57-13:8, 20:54-60. As 

part of executing that reservation and allocation, the provisioning server 

environment would also generate or update mapping records for the provisioned 

instance so that the storage-related virtual resource allocated to that instance is 
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associated with the physical storage resource that actually provides the reserved 

disk capacity, consistent with Vasilevsky’s disclosure that a management agent 

may maintain a “mapping database” defining mappings of virtual resources to 

physical hardware. MS-1005, [0150]; MS-1004, 20:54-60. The combined system 

would maintain a resulting storage mapping that records how the provisioned 

virtual storage construct corresponds to the actual storage device, allowing the 

system to track those virtual-to-physical storage relationships across provisioned 

assets. MS-1004, 20:54-21:24; MS-1005, [0150], Cl. 80. 

 

MS-1004, FIG. 2 (modified to incorporate Vasilevsky’s teachings) 
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103. Incorporating Vasilevsky’s teachings would have provided a 

straightforward way for representing and controlling the relationship between 

virtualized constructs and underlying physical resources (including during 

execution) while keeping Khandekar’s provisioning-server control plane and 

provisioning-task flow intact. A POSITA also would have reasonably expected the 

integration to be successful because it applies well-known virtualization-

management techniques (explicit physical-to-virtual mapping and on-the-fly 

allocation through programmatic and/or UI-driven management) to enhance a 

provisioning workflow that already relies on defined host interfaces and an agreed 

protocol/API for provisioning requests and resource reservations.  

 The Combination Of Khandekar And Fujino  

104. The Khandekar-Fujino System would have combined Khandekar’s 

VM provisioning environment with Fujino’s Storage Area Network (SAN) 

architecture in which storage network connectivity is represented in software (e.g., 

as SAN configuration information) by identifying the physical devices along a 

communication path (e.g., fiber channel switches and endpoint ports). More 

specifically, in the combined system, Khandekar’s centralized provisioning server 

environment would be configured to maintain and use Fujino-style SAN 

configuration information as part of its inventory/state information for VM 

deployments that rely on shared storage accessible over a storage network. The 
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SAN configuration information would provide a software-defined representation of 

the storage communication paths between servers/hosts and shared storage by 

identifying the ports and intermediate fiber channel switches along each path, 

enabling the provisioning environment to define and track how provisioned VMs 

reach shared storage through the SAN.  

105. A POSITA implementing Khandekar’s provisioning workflow would 

have been motivated to incorporate Fujino’s SAN connectivity management 

techniques to support implementations in which provisioned VMs rely on shared 

storage accessible over a storage network (e.g., a SAN). Khandekar contemplates 

such implementations through disclosure of a configuration in which “a shared 

storage area” is accessible by “a staging server as well as the host servers where 

the VMs are deployed.”  MS-1004, 16:64-17:13. Khandekar thereby suggests VM 

data may be maintained in shared storage accessible by multiple machines 

participating in provisioning and deployment. See id., 16:64-17:13; see MS-1004, 

9:26-32, 10:50-60. A POSITA would have therefore perceived Fujino’s SAN 

architecture to be pertinent, since Fujino provides an implementation for network-

accessible shared storage in which connectivity between endpoint devices is 

represented and maintained as configuration information. MS-1008, 5:31-45, 6:27-

36, 10:16-30. A POSITA would have recognized these teachings as 

complementing Khandekar’s VM deployments by supplying a way to define and 
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track the storage network connectivity used to reach shared storage from multiple 

computers/servers. 

106. In the combined system, this SAN configuration information would be 

maintained as part of the provisioning server environment’s inventory/state 

information (e.g., within, or in conjunction with, Khandekar’s database 890), so 

that the system defines and tracks storage connectivity for deployments relying on 

a shared storage implemented via a storage network (e.g., SAN). MS-1004, 9:26-

32, 10:50-60; MS-1008, 10:16-30. This would have enabled Khandekar’s 

provisioned VMs (deployed on selected hosts) to utilize a software-defined 

representation of SAN connectivity that specifies the underlying physical ports and 

fiber channel switches implementing the storage communication path used for 

storage access. MS-1008, 6:27-36, 6:40-49, 10:16-30. In this manner, the 

combined system would provide a new mechanism defining and tracking storage 

within the provisioning server’s inventory for use in coordinating VM 

deployments. MS-1004, 18:2-5, 20:54-60.  

107. A POSITA would have understood that when VM deployments rely 

on shared storage accessible from multiple servers, provisioning benefits from 

maintaining a software representation of the storage-network connectivity used to 

reach that shared storage. This allows connectivity to be defined, tracked, and 

referenced as part of provisioning and deployment coordination. MS-1008, 10:16-
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30. This would have also motivated a POSITA to incorporate Fujino’s SAN 

configuration information (identifying the physical ports, switches, and path 

elements) into inventory/state information maintained by Khandekar’s 

provisioning environment to support deployments using SAN-accessible shared 

storage. 

108. A POSITA would have reasonably expected to succeed in combining 

the teachings of Khandekar and Fujino because the combination incorporates 

Fujino’s SAN connectivity representation (as configuration information identifying 

physical ports and switches) as inventory/state information used for VM 

provisioning, yielding predictable results in how storage network connectivity is 

specified and maintained. 

 The Combination of Hirschfeld And Smith  

109. The Hirschfeld-Smith System would have predictably combined 

Hirschfeld’s virtualization environment with Smith’s well-known teachings 

regarding implementation of virtualization software using a VMM to manage 

multiple virtual machines on a host platform.  

110. Hirschfeld describes configurations in which a physical server 

supports multiple logical servers. For example, Hirschfeld explains that “logical 

servers 106 form[] a logical server cloud 201,” and more specifically that “the 

logical servers LS 1-4 are linked to the [physical server (PS) A], the logical servers 
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LS 5-8 are linked to the PS B, and the logical servers LS 9-N are linked to the PS 

C.” MS-1006, 7:63-8:10. Hirschfeld further describes that each logical server 

executes its own operating system, which may be “any desired OS,” such as 

operating systems “from Microsoft or based on UNIX, Linux, etc.” Id., 10:9-31. In 

the combined system, Hirschfeld’s logical-server-cloud architecture would be 

implemented using Smith’s VMM-based virtualization approach so that the 

multiple logical server operating systems contemplated by Hirschfeld are managed 

through a software layer that controls allocation of and access to the host 

platform’s hardware resources. MS-1010, 4, 11, 369. 

111. A POSITA working from Hirschfeld would have recognized that 

Hirschfeld describes the high-level virtualization architecture and the existence of 

multiple logical servers on shared physical hardware, while leaving the precise 

software mechanism for managing those multiple logical servers on a single 

physical server as an implementation detail. MS-1006, 9:47-57.  

112. A POSITA would have therefore looked to well-known virtualization 

mechanisms used in similar environments as of the Critical Date to implement that 

management functionality. Smith is technically pertinent in that respect because 

Smith describes a “system VM environment” in which “real resources of the host 

platform are shared among the guest system VMs, with a layer of software, the 

virtual machine monitor (VMM), managing the allocation of, and access to, the 
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hardware resources of the host platform.” MS-1010, 369. Smith also explains that 

“[a] virtual machine (VM) is implemented by adding a layer of software to a real 

machine to support the desired virtual machine’s architecture,” and that such 

“virtualizing software is often referred to as the virtual machine monitor (VMM).” 

Id., 4, 11. A POSITA would have understood Smith’s VMM teachings as 

providing a known and compatible mechanism for implementing the kind of 

shared-host, multiple-virtual-instance environment Hirschfeld contemplates. 

113. A POSITA would have been motivated to incorporate Smith’s VMM 

teachings into Hirschfeld because Hirschfeld’s architecture presupposes multiple 

independent logical server operating systems running on the same physical server 

hardware. MS-1006, 7:63-8:10, 10:9-31. When a system is designed so that 

multiple logical servers share one physical server while each maintains its own 

operating system environment, there is a practical need for a software layer that 

mediates use of the host’s processor, memory, storage, and other physical 

resources among those separate virtualized instances. Smith addresses exactly that 

need by describing a VMM that manages allocation of, and access to, host 

hardware resources among multiple guest operating systems on the same hardware 

platform. MS-1010, 369. A POSITA would have therefore understood Smith’s 

VMM disclosures as supplying an implementation mechanism for Hirschfeld’s 

contemplated multi-logical-server configurations rather than changing Hirschfeld’s 



Declaration of Michael Mitzenmacher  
MS-1003 

78 

basic architecture. 

114. In one example of the Hirschfeld-Smith combination, Hirschfeld’s 

virtualized logical server cloud would be implemented with its SCM-based control 

framework and bank of physical servers as described by Hirschfeld, while each 

physical server would execute a Smith-like VMM to support and manage multiple 

logical operating systems corresponding to Hirschfeld’s logical servers. MS-1006, 

Fig. 1, 7:63-8:10, 8:39-64; MS-1010, 369. In that combined system, the Smith-like 

VMM would provide functionality of the type Smith describes, including 

“manag[ing] the allocation of, and access to, the hardware resources of the host 

platform.” MS-1010, 369. The VMM would also make the real system resources 

available to one or more guest operating systems executing on the same hardware 

such that each guest operating system is given the appearance of owning the 

resources it allocates to its user programs. Id. This is technically consistent with 

Hirschfeld’s disclosure that multiple logical servers operate on shared physical-

server resources while maintaining logical separation and independent operating-

system environments. MS-1006, 2:1-7, 10:9-31. 

115. A POSITA would have reasonably expected success in combining 

Hirschfeld and Smith in this manner. The combination applies a well-known 

software element of virtualization systems, namely Smith’s VMM, within a well-

known virtualization environment, namely Hirschfeld’s SCM-controlled logical-
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server cloud operating across one or more physical servers. MS-1006, 7:63-8:10, 

10:9-31; MS-1010, 4, 11, 369. Smith’s teachings do not require reworking 

Hirschfeld’s logical-server-cloud concept. Instead, they provide a known way to 

implement the host-side virtualization management needed for Hirschfeld’s 

multiple-logical-server-per-host configurations. A POSITA would have understood 

this combination as a predictable use of known virtualization technology to 

implement a known virtualization architecture, with predictable results in 

supporting configurations where a physical server hosts multiple logical servers 

under centralized management. 

 The Combination of Hirschfeld, Smith, And Bandhole  

116. The Hirschfeld-Smith-Bandhole System would have predictably 

combined Hirschfeld’s virtualization environment with well-known client device 

types for accessing remotely managed virtualized resources. Hirschfeld describes a 

virtualization environment in which users access logical servers under control of an 

SCM through remote “terminals,” and explains that those terminals may be 

implemented as “simple terminals,” “thin client computers,” and “low end PCs.” 

MS-1006, 6:28-63. Bandhole, in turn, confirms that client-side access of this kind 

was well-known by the Critical Date and describes computing devices that “can be 

made in many dimensions and styles,” including “workstation,” “laptop,” and 

“palmtop” form factors. MS-1007, [0035], [0040]. In the combined system, 
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Hirschfeld’s remote-terminal access model would therefore be implemented using 

known client-device form factors of the type Bandhole describes, while preserving 

Hirschfeld’s SCM-based management and logical-server access architecture. 

117. A POSITA implementing Hirschfeld’s terminal-based user access to 

the SCM and logical servers would have been motivated to enable use of the 

terminals from these known client device types because Hirschfeld’s approach 

presupposes remote client communication over a network and expressly 

contemplates modest client endpoints rather than specialized hardware. MS-1006, 

6:28-63. Hirschfeld’s disclosure of “simple terminals,” “thin client computers,” 

and “low end PCs” indicates that the client side of the system is intended to be 

flexible and lightweight, with the principal management and virtualization 

functionality residing in the server-side environment. Id. A POSITA would have 

understood from that architecture that the particular client-device form factor was 

not critical so long as the device could support the remote communication needed 

to reach the SCM and user interface. Bandhole’s teachings are technically pertinent 

in that respect because they provide concrete examples of well-known endpoint 

devices suitable for remote interaction with server-side computing environments, 

including workstation, laptop, and palmtop/PDA form factors. MS-1007, [0029], 

[0035], [0040], [0048]. 

118. A POSITA would have further recognized that Bandhole’s device-
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form-factor teachings are complementary to Hirschfeld’s terminal model rather 

than changing it. Hirschfeld already contemplates networked client devices of 

varying capability levels for reaching the SCM and logical servers. MS-1006, 6:28-

63. Bandhole simply confirms that such client access could be carried out from a 

range of known computing-device form factors used for remote interaction with 

managed computing environments. MS-1007, [0035], [0048]. A POSITA would 

have understood that implementing Hirschfeld’s terminal-based SCM access on 

workstation, laptop, or palmtop/PDA devices would not require changes to 

Hirschfeld’s underlying virtualization and control sequence for managing logical 

servers on physical resources, because those teachings affect the type of client 

endpoint used to reach the management interface, not the server-side mechanisms 

by which the SCM controls the logical server cloud. MS-1006, 6:28-7:30. 

119. In one example of the Hirschfeld-Smith-Bandhole combination, a user 

would access Hirschfeld’s SCM and logical servers from a client device 

implemented as a workstation, laptop, or palmtop/PDA, each communicating over 

the network with the SCM’s user interface to log in and obtain access to logical 

servers within the cloud. MS-1006, 6:28-63; MS-1007, [0035], [0048]. In that 

combined system, the client device form factor would be a predictable 

implementation choice for Hirschfeld’s disclosed terminal while the server-side 

logical-server-cloud and SCM-control architecture would remain as Hirschfeld 
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describes it. This would allow the same remote management and access model to 

be used from a broader set of conventional client devices without altering the 

logical-server virtualization environment itself. 

120. A POSITA would have reasonably expected success in combining 

Hirschfeld and Bandhole in this manner. The combination applies well-known 

client device form factors to a known remote-access virtualization environment 

that already contemplates lightweight, network-connected client endpoints. MS-

1006, 6:28-63; MS-1007, [0035], [0048]. Because the combination concerns the 

predictable use of known endpoint-device implementations for accessing an 

existing SCM-based remote management interface, a POSITA would have 

understood it as a straightforward application of known client-side access 

technology to Hirschfeld’s existing virtualization framework, with predictable 

results in enabling access from workstation, laptop, and palmtop/PDA devices. 

 The Combination of Hirschfeld, Smith, And Vasilevsky 

121. The Hirschfeld-Smith-Vasilevsky System would have predictably 

combined Hirschfeld’s virtualized logical-server environment with Vasilevsky’s 

well-known techniques for mapping and dynamically allocating virtual resources, 

including storage resources, to underlying physical hardware. Hirschfeld describes 

a virtualized environment in which storage resources “may be divided into multiple 

physical and logical devices (e.g., File Transfer Protocol (FTP) and Network 
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Attached Storage (NAS) or the like),” and further explains that “[a]ccess to the 

network and storage resources is preferably logical rather than physical so that they 

act like resource clouds....” MS-1006, 8:66-9:20. Those teachings indicate that 

Hirschfeld already contemplates a virtualization architecture in which storage is 

presented and used as a logical resource rather than as a directly exposed physical 

device. In the combined system, Vasilevsky’s resource-mapping and management 

techniques would be incorporated into Hirschfeld’s SCM-controlled environment 

so that logically accessed storage resources associated with logical servers are 

managed through explicit virtual-to-physical mapping and dynamic resource-

allocation mechanisms. 

122. A POSITA would have been motivated to combine these teachings 

because Hirschfeld’s storage-resource-cloud model naturally gives rise to a 

practical need for management mechanisms that make storage assignment more 

visible, controllable, and administrable within the virtualized environment. 

Hirschfeld’s disclosure that storage resources are divided into logical and physical 

devices and accessed logically rather than physically would have suggested to a 

POSITA that the environment benefits from a structured way to define how those 

logical storage resources correspond to the underlying physical storage hardware. 

MS-1006, 8:66-9:20. That would have prompted a POSITA to look for well-known 

virtualization-management techniques for implementing logical storage 
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capabilities, including configurations in which a logical server provides NAS-like 

storage services backed by underlying physical storage. Vasilevsky is technically 

pertinent in that respect because it describes management of virtualized resources 

through management interfaces and mapping structures that associate virtual 

resources with actual physical hardware. MS-1005, Abstract, [0009], [0014], 

[0074]-[0079], [0150]. 

123. A POSITA implementing Hirschfeld’s SCM-based control of logical 

servers would have further recognized that Vasilevsky’s storage-related teachings 

address the same general technical problem presented by Hirschfeld’s logical-

storage model. Hirschfeld describes logical access to storage resources within a 

managed virtualized environment, while Vasilevsky describes management 

frameworks that improve transparency and controllability of virtual-resource 

assignment by using management-side interfaces, allocation controls, and 

mappings between virtual resources and physical hardware. MS-1006, 8:66-9:20; 

MS-1005, [0077]-[0083], [0150], [0166]. A POSITA would have understood that 

incorporating Vasilevsky’s teachings into Hirschfeld’s environment would provide 

a more explicit and administrable way to control how virtualized storage resources 

are assigned to, and used by, logical servers. That is, Vasilevsky would supply a 

known mechanism for making Hirschfeld’s logically accessed storage resources 

easier to configure, allocate, and track within the SCM-controlled virtualization 
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environment. 

124. In one example of the Hirschfeld-Smith-Vasilevsky combination, 

Hirschfeld’s logical server cloud would continue to operate with logical servers 

under SCM control, while Vasilevsky-like management functionality would be 

used to maintain and control mappings between storage-related virtual resources 

associated with those logical servers and the underlying physical storage hardware 

that supports them. MS-1006, 8:66-9:20; MS-1005, [0074]-[0079], [0150]. In that 

combined system, when storage is allocated to a logical server or when a logical 

server is configured to provide storage-oriented services, the management 

framework would maintain a representation of the virtual storage resource and its 

association with the underlying actual storage device or devices. This is technically 

compatible with Hirschfeld’s disclosure because Hirschfeld already describes 

storage as a logically accessed cloud-like resource, and Vasilevsky provides a 

known way to implement and manage that kind of logical storage abstraction 

through management interfaces and virtual-to-physical mapping structures. 

125. A POSITA would have reasonably expected success in combining 

Hirschfeld and Vasilevsky in this manner. Vasilevsky’s storage-related teachings 

are complementary to Hirschfeld’s SCM-controlled virtualization paradigm and do 

not require altering Hirschfeld’s basic concept of running isolated logical servers 

on shared physical infrastructure. MS-1006, 8:66-9:20; MS-1005, [0074]-[0079], 
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[0150]. Instead, the combination applies well-known virtualization-management 

mechanisms, including mapping databases, management interfaces, and dynamic 

allocation or deallocation of resources, to a virtualization environment that already 

contemplates logical, cloud-like access to storage resources. A POSITA would 

therefore have understood the combination as a predictable use of known 

virtualization-management techniques to implement and manage virtual storage 

capabilities within Hirschfeld’s existing logical-server-cloud architecture. 

 The Combination of Hirschfeld, Smith, And Fujino  

126. The Hirschfeld-Smith-Fujino System would have predictably 

combined Hirschfeld’s virtualization environment with Fujino’s well-known 

Storage Area Network (SAN) configuration and management techniques for 

logically representing network connectivity. Hirschfeld describes a virtualized 

environment in which the shared network “may be segmented into multiple 

network fabrics” and further explains that, when logical servers are moved, 

“network configuration changes may be required to maintain connectivity,” 

including that “network hardware mappings (e.g., port mappings) are modified as 

necessary to maintain the logical net configuration.” MS-1006, 8:39-64, 15:10-17. 

Those teachings indicate that Hirschfeld already contemplates a virtualization 

environment in which logical network connectivity must be maintained across 

reconfiguration events and in which underlying network-hardware relationships 
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matter to preserving the logical network view presented to the logical servers. In 

the combined system, Fujino’s SAN configuration techniques would be used to 

represent and manage those network-connectivity relationships in maintained 

software information that identifies the physical devices along the relevant 

communication paths. 

127. A POSITA would have been motivated to combine these teachings 

because Hirschfeld’s disclosure of segmented network fabrics and modified port 

mappings naturally gives rise to a practical need for a more structured way to 

define, track, and preserve network connectivity as the system changes. MS-1006, 

8:39-64, 15:10-17. When a virtualization environment depends on maintaining a 

“logical net configuration” while logical servers are moved or otherwise 

reconfigured, a POSITA would have looked for known techniques that represent 

the relevant connectivity relationships in a form that can be managed and updated 

through the control architecture rather than inferred each time from the underlying 

hardware layout. Fujino is technically pertinent in that respect because Fujino 

describes SAN management using maintained configuration information and 

related management information identifying the physical network devices, such as 

Fibre Channel switches and endpoint ports, along communication paths between 

host devices and storage control devices. MS-1008, 5:31-45, 6:27-36, 6:40-49, 

7:35-43. 
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128. A POSITA implementing Hirschfeld’s SCM-based control of logical 

servers would have further recognized that Fujino’s SAN configuration teachings 

address the same general technical problem implicated by Hirschfeld’s disclosure 

of maintaining logical network connectivity through hardware mappings. 

Hirschfeld describes a managed virtualized environment in which network 

hardware mappings may be modified as necessary to preserve logical connectivity 

during reconfiguration. MS-1006, 15:10-17. Fujino, in turn, describes 

configuration information that identifies the ports, switches, and communication-

path elements that implement storage-network connectivity and uses that 

information as part of SAN management. MS-1008, 7:24-34, 15:21-35, 27:27-41. 

A POSITA would have understood that incorporating Fujino’s teachings into 

Hirschfeld’s environment would improve predictability and controllability of 

network connectivity for storage access and related communications because the 

environment would have a maintained software representation of how the relevant 

physical network devices implement the communication paths needed by the 

system. 

129. In one example of the Hirschfeld-Smith-Fujino combination, 

Hirschfeld’s logical server cloud would continue to operate under SCM control, 

while Fujino-style SAN configuration information would be maintained to 

represent the communication paths used for storage-network connectivity between 
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physical servers hosting logical servers and storage-side devices. MS-1006, 15:10-

17; MS-1008, 6:27-36, 7:35-43, 27:27-41. In that combined system, the relevant 

port topology and communication-path information would be represented in 

maintained configuration information that identifies the physical ports and 

switches implementing the path. This would provide the SCM-controlled 

virtualization environment with a structured way to preserve, update, and reason 

about network connectivity as logical servers are moved or otherwise reconfigured. 

That is technically compatible with Hirschfeld because Hirschfeld already 

contemplates maintaining logical network configuration through changes to 

network hardware mappings, and Fujino provides a known way to represent and 

manage those hardware-level connectivity relationships in software. 

130. A POSITA would have reasonably expected success in combining 

Hirschfeld and Fujino in this manner. Fujino’s SAN configuration teachings 

complement Hirschfeld’s SCM-controlled virtualization paradigm and do not 

require changing Hirschfeld’s fundamental concept of running isolated logical 

servers on shared physical infrastructure. MS-1006, 15:10-17; MS-1008, 6:27-36, 

7:35-43, 27:27-41. Instead, the combination applies well-known SAN management 

mechanisms, including maintained configuration information describing port 

topology and communication paths, to a virtualized and networked environment 

that already contemplates preserving logical network connectivity through port-
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mapping changes during reconfiguration. A POSITA would therefore have 

understood the combination as a predictable use of known SAN-management 

techniques to implement and manage the network-connectivity relationships 

already implicated by Hirschfeld’s logical network configuration model. 

X. THE PRIOR ART MAKES THE CHALLENGED CLAIMS OBVIOUS  

 Grounds 1A/1B: Claims 1 And 2 Are Anticipated And/Or 
Rendered Obvious By Khandekar 

1. Claim 1  

[1.pre] A method for access to one or more virtualization system resources over a 
network, the method comprising: 

131. The Khandekar System satisfies the requirements of [1.pre]. In 

Khandekar, a user interacts with a browser-based user console to request and 

access virtual machines deployed on host servers within a virtualized environment. 

MS-1004, 9:46-64, 13:66-14:3, 14:4-8. The Khandekar system enables access to 

one or more VM resources (e.g., resources of VMx, VMy) (one or more 

virtualization system resources) over a network (e.g., 700) (network). 
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MS-1004, FIG. 21 

[1.1] implementing a virtualization system that has a control computer and one 
or more physical resources and virtual assets connected to the control 
computer, 

132. The Khandekar System (virtualized system) includes a provisioning 

server 800 (control computer) that communicates over a network with one or more 

host computers/servers (e.g., 1000, 1001) that supply the underlying hardware 

 
1 Annotations to figures throughout this petition are shown in colored markings and text.  
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compute resources (one or more physical resources) and execute VMs deployed 

by the provisioning server (virtual assets). MS-1004, 6:1-63, 7:7-27, 9:26-64, 

10:27-42, 13:17-35, 17:25-39, 19:33-45, 21:50-52, 21:26-52. 

133. As I discussed for [1.pre], Khandekar explains that the “VM 

provisioning server 800” manages a plurality of “Host” computers—i.e., the 

hardware machines on which virtual machines are deployed. MS-1004, 9:26-32, 

10:27-42. Each host runs a virtual machine monitor (VMM), and the VMM 

“virtualizes all, or at least some of, the resources of the machine.” Id., 7:7-27, 

13:17-35. Khandekar further describes the VMM as “usually a thin piece of 

software that runs directly on top of the host,” i.e., executed on the physical host 

hardware. Id. In that arrangement, the host servers provide the underlying compute 

infrastructure and correspond to the recited physical resources, while the deployed 

“virtual machines (VMs)” instantiated on those hosts under the direction of 

provisioning server 800 correspond to the recited virtual assets. 

134. Khandekar also describes that provisioning server 800 communicates 

with the host machines over a network (e.g., 700) and deploys VMs to selected 

hosts in response to user requests. MS-1004, 6:1-12, 9:46-64, 10:27-42. For 

instance, during provisioning, the provisioning engine "deploys a VM on a host" 

and invokes a host API to register the new VM, which associates the VM instance 

with the selected physical host. Id., 19:33-45, 21:50-52, 21:26-52. Because 
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provisioning server 800 initiates and coordinates VM deployment, configuration, 

and lifecycle actions on the hosts, a POSITA would have understood the VMs to 

be connected to, and subject to control by, the provisioning server. The Khandekar 

System reflects a virtualization system in which a centralized control computer 

manages and communicates with multiple physical servers executing virtual assets. 

135. A POSITA would have implemented the Khandekar System using 

Khandekar’s dedicated network server hardware. MS-1004, 9:39-45. A POSITA 

would have avoided deploying the control computer as a virtual asset so that 

management functions remain available as dedicated, out-of-band resources and do 

not compete with tenant VMs for host compute cycles. 

[1.2] wherein each of the one or more physical resources execute at least two 
virtual assets that comprise software instantiations of computer systems, 
and 

136. The Khandekar System includes host servers (e.g., Khandekar’s host 

servers 1000, 1001) (physical resources) that each execute at least two VMs (at 

least two virtual assets) that include software that can virtually perform functions 

of physical devices (software instantiations of computer systems). MS-1004, 6:24-

61, 7:44-47. 

137. As discussed for [1.1], Khandekar explains that a “virtual machine 

(VM)” is a “software abstraction” of a “physical computer system.” MS-1004, 

6:24-42. Consistent with that description, Khandekar explains that a VM can 
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include software constructs that emulate physical hardware, such as “optional 

virtual peripheral devices 340 (VDEVICES)” that are “implemented in software to 

emulate the corresponding components of an actual computer.” Id. As another 

example, the Khandekar System includes “device emulators 540 that emulate the 

characteristics of respective physical devices.” Id., 7:48-55. In technical terms, 

these disclosures describe VM software modules that model and reproduce device 

behavior in software, such that the VMs in the Khandekar System include software 

that can virtually perform functions of physical devices (software instantiations of 

computer systems). 

138. A POSITA also would have found it straightforward to configure the 

Khandekar System so that each host server executes at least two VMs. For 

example, if host server 1000 is the “one or more physical resources,” then its 

execution of VMx and VMy (“at least two virtual assets that comprise software 

instantiations of computer systems”). In another example, when identifying a prior 

art configuration in Figure 1, Khandekar discloses “a plurality of virtual machines 

(VMs)” 300-1 to 300-n that run on the system software 200, thereby revealing that 

configurations in which multiple VMs are run on a single host server were known 

as of the Critical Date. MS-1004, 5:52-57. 

139. A POSITA would have also understood that running multiple VMs on 

a single host server was not an unusual or specialized edge case, but one of the 
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basic design purposes of virtualization systems. Khandekar describes VMs as 

software abstractions of physical computer systems running on shared host 

resources. The point of that architecture is to permit the host’s processor, memory, 

storage, and other resources to be shared among multiple independently operating 

VM instances rather than dedicating the full machine to only one software 

environment. MS-1004, 5:52-57, 6:24-42, 7:7-27. In that context, a POSITA would 

have understood that there would be many ordinary deployment scenarios in which 

a host server would, as a matter of course, execute at least two VMs, because that 

is how virtualization systems achieve consolidation, flexibility, and more efficient 

use of physical hardware. 
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MS-1004, FIG. 1 

[1.3] the virtual assets are managed by virtualization layer instances running on 
each of the physical resources; 

140. The Khandekar System would have provided host servers (e.g., 1000, 
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1001) (physical resources) that execute respective VMMs (virtualization layer 

instance) that manage the virtual machines or logical servers (virtual assets) 

executing on that host. MS-1004, 6:63-7:6, 7:7-27, 13:17-35. 

141. As I discussed for [1.1] and [1.2], Khandekar describes that a “virtual 

machine monitor (VMM)” is “pre-installed on each host” within a “plurality of 

hardware hosts.” MS-1004, 6:63-7:6, 13:17-35. The VMM “virtualizes all, or at 

least some of, the resources of the machine,” and is “usually a thin piece of 

software that runs directly on top of the host.” Id., 7:7-27. In this architecture, the 

VMM running on a given host represents a software layer that manages the virtual 

machines executing on that host, including supporting VM execution and VM 

lifecycle operations on that physical resource. A POSITA would have understood 

that supporting VM execution and related VM operations on the host involves 

management of those VMs, because the VMM enables the VM to run, coordinates 

its access to host resources, and maintains the virtualized operating environment on 

which the VM depends. In this architecture, the VMM running on a given host 

therefore represents a software layer that manages the virtual machines executing 

on that host, including by supporting VM execution and other VM operations on 

that physical resource. 

[1.4] connecting an end user to the control computer; and 

142. The Khandekar System connects a user (e.g., end user) (via a web 
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browser) to the provisioning server 800 (control computer) through a user console 

801. That console serves as the network-accessible interface through which the 

user submits requests to, and otherwise interacts with, the provisioning server, 

thereby providing a networked connection between the user and the provisioning 

server. MS-1004, 1:44-63, 9:46-64, 13:66-14:3. 

143. As I discussed for [1.pre], Khandekar describes that an end user uses 

the user console to interact with the provisioning system, and that the user console 

is “preferably a web server, with which the user interacts with any conventional 

web browser.” MS-1004, 13:66-14:3. Through that browser-based interface, the 

user “logs in to the provisioning server” and then either selects a pre-configured 

virtual machine or provides configuration selections for a custom-provisioned VM. 

Id. This browser-based interaction establishes a network connection between the 

user and the provisioning server established through the user console, which 

connects the user to the provisioning server for submitting requests and receiving 

responses. Id., 1:44-63, 9:46-64. 
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MS-1004, FIG. 2 

[1.5] accessing, through the control computer connection, the virtual assets by 
the end user. 

144. The Khandekar System enables the end user, through the user's 

connection to the provisioning server 800 (control computer) via the user console 

801, to access the VMs (virtual assets) deployed on and executed by the host 

servers (physical resources). MS-1004, 9:65-10:14, 13:66-14:18, 15:29-39, 20:64-
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21:8, 21:9-15.  

145. As I discussed for [1.4], Khandekar describes that the user connects to 

the provisioning server through the user console, which is “preferably a web 

server…” MS-1004, 13:66-14:3. In the Khandekar System, the user console 

supports access to VMs through a connection provided by the provisioning server 

800 (e.g., by logging into server directly). Put another way, the provisioning server 

800 can provide the network-facing access point used for VM access, such that 

communications to reach the VMs are handled through the provisioning server as 

an intermediary or gateway in the data path, and the user’s access to the VMs is 

routed directly through the provisioning server.  

146. For example, through this connection, the user can may access VM-

related resources by selecting a pre-configured VM (e.g., an “instantly deployable” 

VM) or submitting configuration selections (e.g., OS configurations such as 

hostname, IP address, and virtual hardware parameters) for a custom-provisioned 

VM. Id.; see id., 9:65-10:14, 14:4-18. 

147. Khandekar describes continued use of the same console/browser 

connection after a provisioning request is submitted: the system returns a task 

identifier, and the user can use the console to query the task status and, in some 

cases, abort the task before completion. Id., 15:29-39, 20:64-21:8, 21:9-15. 

Khandekar also explains that, once the VM is created, the user is informed (e.g., 
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“via the browser from which he submitted the request”). Id., 15:29-39. After 

deployment, Khandekar notes that “[t]he user can then access the newly created 

VM via any known remote access software,” e.g., “…software available from 

VMware.” Id., 14:4-18. Accordingly, the user’s connection to the provisioning 

server is an example of a control computer connection that enables the user to 

access the provisioned VM (virtual asset). 

 

MS-1004, FIG. 2 
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2. Claim 2 

[2] The method of claim 1, wherein connecting the end user to the control 
computer further comprises connecting the end user to the control 
computer over one of a network, a wide area network or the Internet. 

148. The Khandekar System connects a user 900 (end user) to the 

provisioning server 800 (control computer) through a network 700, including 

implementations where the network is the Internet. MS-1004, 9:46-64. Khandekar 

describes that “[o]ne or more users 900 communicate with the provisioning server 

800 via…a network 700, such as the Internet, or over any other known channel.” 

MS-1004, 9:46-64. 

 Ground 1C: Claims 3-5 Are Obvious Over The Combination of 
Khandekar And Bandhole  

1. Claim 3 

[3] The method of claim 2, wherein connecting the end user to the control 
computer further comprises providing the end user, a desktop, a laptop or 
a personal digital assistant (PDA) and client resources. 

149. The Khandekar-Bandhole System would have permitted a user to 

leverage a connection to a provisioning server (e.g., 800) (connecting the end user 

to the control computer) through a “conventional web browser,” which a POSITA 

would have understood to be accessible from known device types (e.g., 

“workstation” (desktop, client), “laptop” (laptop), “palmtop” (personal digital 

assistant (PDA))). MS-1004, 9:46-64, 13:66-14:3; MS-1007, [0035]. 

150. Khandekar describes that its user console 801 can be accessed using 
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“any conventional web browser.” MS-1004, 13:66-14:3. Although Khandekar does 

not list particular device categories, to a POSITA the technical implication of using 

a browser to reach a remote, network-facing console is that the client device can be 

any standard platform capable of running such a browser. Bandhole makes that 

point explicit in describing a client/server system where a client computer 

communicates over a network (e.g., the Internet) with server-side components 

(e.g., a web server and/or application server) to access remotely allocable resources 

and services. MS-1007, [0004], [0047], [0048]. Bandhole further explains that 

computing devices can come in many “dimensions and styles,” including 

“workstation,” “laptop,” and “palmtop” form factors. Id., [0035]. In the 

Khandekar-Bandhole System, the end user's browser-based access to a user 

console (e.g., 801) would therefore have been implemented using a client device of 

a known form factor, such as a “workstation” (desktop, client), “laptop” (laptop), 

or “palmtop” (personal digital assistant (PDA)). 

2. Claim 4 

[4] The method of claim 3, wherein accessing the virtual assets further 
comprising accessing an application server by the end user. 

151. The Khandekar-Bandhole System would have enabled a user to access 

a VM (virtual asset) through a connection to a provisioning server (e.g., 800), and 

a POSITA would have understood that the accessed VM can provide application 

server functionality when they are configured with application software. MS-1004, 
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9:46-64, 14:4-18, 23:11-20. As I discussed for [1.5], Khandekar gives concrete 

examples of user access through that connection, such as supplying configuration 

selections for a VM and checking (via the console) the status of a provisioning 

task. MS-1004, 9:65-10:14, 11:1-10, 15:29-39, 20:64-21:8. 

152. As I discussed for [1.5], Khandekar describes that a user connects to 

provisioning server 800 through user console 801 using, for example, a web 

browser, and through this connection, the user may access VM-related resources 

(e.g., select a pre-configured VM, submit configuration selections, query 

provisioning task status) and is informed upon completion. MS-1004, 9:46-64, 

11:1-10, 13:66-14:3, 15:29-39. After deployment, Khandekar explains that “the 

user can then access the newly created VM via any known remote access software, 

such as the remote console software…” Id., 14:4-18. From an implementation 

perspective, the console-to-provisioning-server connection is the management-

plane path that the user uses to request provisioning and obtain access information 

(or initiate access), and the user then reaches the deployed virtual asset using the 

access mechanism the system makes available. Id., 13:66-14:18. 

153. Khandekar also describes a VM representing an application server 

when describing a web application that uses “an application server on another 

[computer].” MS-1004, 23:11-20. In the Khandekar-Bandhole System, the server-

cloud architecture would have enabled logical server instances to be accessed by 
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users through, for instance, Khandekar’s user portal, and such accessed instances 

may include application-server functionality by virtue of being configured with 

application software. Id. 

3. Claim 5  

[5]2 The method of claim 1, wherein the virtual asset is providing end user 
access to one of an application server, to a middleware server and to a 
database. 

154. The Khandekar-Bandhole System would have enabled a user to access 

a VM (virtual asset) through a connection to the provisioning server and, in some 

implementations, that VM provides end user access to an application server or to a 

database. MS-1004, 11:50-58, 23:11-20. Khandekar describes a web application 

that uses “an application server on another [computer],” which is consistent with a 

VM configured to provide or support application server functionality. Id., 23:11-

20. Khandekar also describes that a VM may run an application representing a 

“database server,” thereby providing end user access to a database when the VM 

runs that server application. Id., 11:50-58. 

155. As discussed for [4], Khandekar describes a provisioning environment 

in which a user accesses a provisioned VM through the provisioning workflow and 

 
2 Because of the phrase “one of,” satisfaction of claim 5 does not mandate 

providing end user access to each of the enumerated elements recited in the claim. 
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then accesses the resulting VM through remote access software. MS-1004, 14:4-

18, 23:11-20. Khandekar also describes that users may select application software 

as part of the VM provisioning process. Id., 9:65-10:14, 11:50-58. A POSITA 

would have understood from that architecture that the functionality made available 

through the VM depends on the software role assigned to that VM during 

provisioning. A VM configured with application software may provide application 

server functionality, and that a VM configured with database-server software may 

provide access to a database, because those are ordinary software roles for a virtual 

machine in the type of provisioning environment Khandekar describes. Id., 11:50-

58, 23:11-20. 

156. Bandhole is consistent with that understanding because Bandhole 

describes remotely accessible computing environments that include application 

servers, middleware-tier functionality, and database-related components. MS-1007, 

[0042]-[0045], [0048], [0051]-[0054]. Bandhole describes a multi-tier architecture 

in which server-side components receive requests from web clients and perform 

processing associated with application-server and middleware-type roles. Id. A 

POSITA would have understood from Bandhole that application server and 

database-oriented functions were well-known roles for remotely accessed 

virtualized or server-side resources. 
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 Ground 1D: Claims 6-8 Are Obvious Over The Combination of 
Khandekar And Vasilevsky 

1. Claim 6 

[6] The method of claim 1, wherein the virtual asset is providing a virtual 
storage resource. 

157. The Khandekar-Vasilevsky System would have provided a VM 

(virtual asset) configured to include, utilize, or present a virtualized storage 

construct (e.g., “virtual storage entity”), which provides an example of a virtual 

storage resource. MS-1004, 6:24-42; MS-1005, [0150], [0156], [0172]. 

158. As I discussed in Ground 1, Khandekar’s VM includes a “virtual disk” 

(e.g., 314) that stores the VM’s operating system and other installed software. A 

POSITA would have recognized and/or found obvious that the VM may be 

implemented to utilize advanced virtual storage configurations, such as the 

virtualized resources described in Vasilevsky. In Vasilevsky, a virtual resource 

includes a “virtual storage entity” that is distinct from an “actual storage device” 

(e.g., Vasilevsky's “disks 914”). MS-1005, [0166], Cl. 80. In the Khandekar-

Vasilevsky System, the VM (virtual asset) provides a “virtual storage entity” as a 

virtualized storage resource presented as part of, or to support, the virtualized 

server instance.  
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2. Claim 7 

[7] The method of claim 6, wherein the virtual storage resource further 
comprises mapping a logical storage unit to a physical storage disk. 

159. As I discussed for [6], the Khandekar-Vasilevsky System would have 

provided a VM (virtual asset) that includes a virtualized storage construct, such as 

a “virtual storage entity” corresponding to physical storage. Consistent with 

Vasilevsky, in the combination, the virtual storage construct includes a mapping 

between (i) a storage abstraction presented logically to a virtualized system 

(logical storage unit) and (ii) a hardware component (physical storage disk). MS-

1005, Cls. 78, 84, 85. 

160. Vasilevsky describes maintaining a “mapping” between a “virtual 

resource” and “actual resources” to enable allocation and management of resources 

for virtualized computing instances. MS-1005, Cl. 78. The actual resources include 

hardware components, such as “one or more storage devices (e.g., disks 914).” Id., 

[0166]. The system also includes a “mapping database that defines mapping of 

virtual resources to physical hardware.” Id., [0150]. A POSITA would have 

understood that, for storage resources, the mapping database provides the 

association between the logical storage abstraction exposed at the virtual layer and 

the particular underlying hardware disk(s) used to implement that abstraction. The 

’915 patent specification likewise describes mapping a logical storage construct 

(e.g., a logical storage unit) onto underlying storage hardware (e.g., disk drives or 
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storage devices). See MS-1001, 20:45-21:3.  

3. Claim 8 

[8] The method of claim 7, wherein providing the virtual storage resource 
further comprises mapping a logical storage unit to a physical storage 
disk. 

161. See [7], supra. 

4. Claim 11 

[11.pre] A method, comprising: 

162. See my discussion of [1.pre], above.  

[11.1] communicating, by a user, over a network to access one or more virtual 
assets running in a virtualization system, 

163. See my discussion of [1.pre], above. The Khandekar-Vasilevsky 

System would have enabled a user (e.g., 900) to communicat[e] over a network 

(e.g., network 700) (network) with the provisioning server and portal interface to 

access one or more VMs (e.g., VMx, VMy) (virtual assets) operating on host 

servers in the virtualization environment (virtualization system). MS-1004, 9:46-

64, 13:66-14:3, 14:4-18. 

[11.2] wherein the virtualization system includes a control computer and one or 
more physical resources, 

164. The Khandekar-Vasilevsky System would have provided a 

virtualization system including a centralized provisioning server with a Hirshfeld-

like SCM (control computer) that is coupled over a network to one or more host 

servers (e.g., 1000, 1001) that provide underlying hardware infrastructure (one or 
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more physical resources). MS-1004, 9:26-32, 9:33-45, 9:46-64, 10:27-42. 

165. Khandekar explains that a provisioning server (e.g., 800) manages a 

plurality of host computers on which virtual machines are deployed. MS-1004, 

9:26-32, 10:27-42. Khandekar further describes that a virtual machine monitor 

(VMM) is pre-installed on each host and virtualizes resources of the host machine 

while running directly on top of the host hardware. Id., 6:63-7:6, 7:7-27, 13:17-35. 

In this configuration, the hardware infrastructure of the host servers correspond to 

physical resources because they supply resources that are virtualized and used to 

execute virtualized instances under centralized control. Id., 7:7-27, 10:27-42. 

166. Additionally, Khandekar describes that the provisioning server 

communicates with the host machines via a network and coordinates provisioning 

operations on selected hosts, reflecting that the control computer manages and 

communicates with the one or more physical resources in the virtualization system. 

MS-1004, 9:46-64, 10:27-42, 21:51-52.  

[11.3] wherein each of the one or more physical resources execute at least two 
virtual assets that comprise software instantiations of computer systems 
and  

167. The Khandekar-Vasilevsky System would have provided host servers 

(e.g., 1000, 1001) (physical resources) that each execute at least two VMs (virtual 

assets), where each VM represents an example of a software instantiation[] of 

computer systems. MS-1004, 5:37-49, 6:24-42. 
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168. Khandekar explains that a VM is a “software abstraction” of a 

“physical computer system,” and further describes software constructs 

implemented within the VM to emulate components of an actual computer, 

including virtual peripheral devices implemented in software and device emulators 

that emulate characteristics of physical devices. MS-1004, 6:24-42, 7:48-55. 

Khandekar also states that “more than one virtual machine can normally be 

installed on a single host server,” which a POSITA would understand as satisfying 

(at minimum) the requirement that each physical host execute at least two virtual 

assets. MS-1004, 5:37-49.  

[11.4] the virtual assets are managed by virtualization layer instances running on 
each of the one or more physical resources; 

169. The Khandekar-Vasilevsky System would have provided host servers 

(e.g., 1000, 1001) (one or more physical resources) that each execute a respective 

virtual machine monitor (VMM) as a virtualization layer instance, where that 

VMM manages the virtual machines (virtual assets) executing on that host. MS-

1004, 6:63-7:6, 7:7-27, 13:17-35. 

170. Khandekar describes that a VMM is “pre-installed on each host” 

within a plurality of hardware hosts, and that the VMM “virtualizes all, or at least 

some of, the resources of the machine” while running “directly on top of the host.” 

MS-1004, 6:63-7:6, 7:7-27, 13:17-35. A POSITA would understand that because 

each host executes its own VMM instance to virtualize the host’s resources for the 
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VMs running on that host, the VMM on each physical resource is a virtualization 

layer instance that manages execution of the virtual assets on that physical resource 

by providing the virtualized view of underlying host resources. MS-1004, 7:7-27.  

[11.5] requesting, by the user, provisioning of a virtual asset of the one or more 
virtual assets in the virtualization system; and 

171. The Khandekar-Vasilevsky System would have received, from a user 

communicating via a console (e.g., 801) (requesting, by the user), a request to 

provision a selected VM (e.g., VMx) (provisioning of a virtual asset) within the 

system (virtualization system). MS-1004, 9:46-64, 13:66-14:3, 19:63-20:2, 20:64-

21:8. 

172. As I discussed for [1.4] and [1.5], Khandekar describes that an end 

user interacts with provisioning server 800 through user console 801 using “any 

conventional web browser.” MS-1004, 9:46-64, 13:66-14:3. Khandekar then 

describes what happens when a provisioning request is submitted: “[w]hen the user 

submits a request to provision a new VM, the provisioning engine requests that a 

new task be created,” and the task manager returns a task identifier for the 

requested provisioning operation. Id., 20:64-21:8. The user request can be for a 

pre-configured VM or can include user-supplied configuration inputs (e.g., 

“computer hostname, IP address, etc.”) submitted through the console connection. 

Id., 13:66-14:3, 19:63-20:2. Thus, in the Khandekar-Vasilevsky System, the user 

may submit (and the system receives) a request to provision a virtual asset (a new 
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VM) in the virtualization system. 

[11.6] wherein the provisioned virtual asset is a virtual storage and the virtual 
storage comprises one or more logical storage units mapped to one or 
more physical storage drives. 

173. In the Khandekar-Vasilevsky System, a selected VM provisioned 

based on a user provisioning request (provisioned virtual asset) may be configured 

to function as a storage server for the network. This allows the VM to act as an 

example of a virtual storage resource.  

174. A POSITA would have understood that VMs are commonly 

provisioned specifically to deliver storage services. Vasilevsky, for example, 

describes replacing specialized storage hardware with a “software-only application 

that is executed on a virtual server,” including by providing “Network Attached 

Storage (NAS) functions.” MS-1005, [0011]. Consistent with that teaching, in 

some implementations of the Khandekar-Vasilevsky System, the provisioned VM 

functions as a virtual storage. 

175. To provide storage capabilities, the provisioned VM may also utilize 

underlying virtualized storage constructs. Consistent with Vasilevsky, the system 

manages these constructs by maintaining a mapping between (i) a storage 

abstraction presented logically to the virtualized system (e.g., Vasilevsky’s “virtual 

storage entity”) (one or more logical storage units) and (ii) underlying hardware 

storage devices (e.g., Vasilevsky’s “disks 914”) (one or more physical storage 
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drives). MS-1005, [0150], [0166], Cls. 78, 80. In such configurations, the 

provisioned VM operates as an example of virtual storage in that it maps logical 

storage to physical storage drives.  

5. Claim 12 

[12] The method of claim 11 further comprising requesting, by a management 
application programming interface (API) of the virtualization system, the 
provisioning of the virtual storage. 

176. The Khandekar-Vasilevsky System would have enabled a user to 

request provisioning operations through a programmatic interface of the 

provisioning server (e.g., 800) (application programming interface (API) of the 

virtualization system). This includes provisioning operations directed to storage 

components of a provisioned VM (provisioning of the virtual storage). MS-1004, 

9:46-64, 22:53-67. 

177. Khandekar describes that provisioning requests may be submitted not 

only by a human user, but also by “a software application or tool.” MS-1004, 9:46-

64. In such implementations, “[s]oftware applications acting as a user interact with 

the provisioning server using a well-defined programmatic interface (API)…” Id. 

Thus, in implementations of the Khandekar-Vasilevsky System, provisioning 

requests are issued via an API that forms part of the provisioning server's control-

plane interface for provisioning operations. Id., 9:46-64, 22:53-67.  

178. As I discussed for [11.6], the Khandekar-Vasilevsky System would 
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have enabled provisioning of a selected VM that includes a virtualized storage 

construct, such as a “virtual storage entity” corresponding to physical storage 

(virtual storage). 

6. Claim 13 

[13] The method of claim 12 further comprising configuring, by the user, the 
virtual storage. 

179. As I discussed above for [6], in the Khandekar-Vasilevsky System, 

user-selected configuration inputs would have included selections for the VM’s 

virtualized storage construct. Consistent with Vasilevsky, a POSITA would have 

understood that these inputs may be used to configure a VM’s virtual storage, 

including configuring a virtual storage entity and its associated mapping to 

underlying actual storage devices as part of the system’s management and 

provisioning operations. MS-1005, [0040], [0150], [0166]. In implementations 

where the user specifies storage parameters (e.g., virtual disk capacity or related 

storage settings) during VM provisioning, this involves the user 

configuringtheconfiguring the virtual storage, and the Khandekar-Vasilevsky 

System implements that configuration using Vasilevsky’s virtual storage 

management framework. MS-1005, [0040], [0150]. 

7. Claim 14 

[14] The method of claim 13 further comprising receiving, by the user, an 
inventory of the virtual storage. 

180. The Khandekar-Vasilevsky System would have enabled a user (via a 
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management-plane interaction used for requesting provisioning) to receiv[e] a 

listing of available virtual storage resources (inventory of the virtual storage) 

presented for selection/assignment in connection with provisioning operations. 

MS-1004, 10:15-26, 11:1-10, 13:66-14:3, 15:29-39; MS-1005, [0084], [0150]. 

181. As I discussed for [13], Khandekar provides a user-facing 

management pathway (e.g., a user console accessed via a web browser) through 

which a user submits requests and receives system-provided information (e.g., 

selectable options and task-related feedback). MS-1004, 10:15-26, 11:1-10, 13:66-

14:3, 15:29-39. Vasilevsky describes that a manager may “perform an association” 

between “unallocated resources” and virtual servers, and that this configuration 

access can be performed by “multiple entities (administrators, programs, etc.).” 

MS-1005, [0084], Cl. 84. In the context of Vasilevsky's virtualization management, 

this association of unallocated resources would include storage-related virtual 

resources (e.g., virtual storage entities) corresponding to underlying physical 

storage devices under the system's mapping/assignment framework. Id., [0150], 

Cls. 78, 80. In the Khandekar-Vasilevsky System, when the user (or a management 

interface acting on the user's behalf) requests provisioning of virtual storage, the 

system would present and the user would receive an inventory of available virtual 

storage resources (e.g., available virtual storage entities/logical storage units 

available for assignment) to support the requested provisioning. 
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 Ground 1E: Claims 9 And 10 Are Obvious Over The 
Combination of Khandekar And Fujino 

1. Claim 9 

[9] The method of claim 1, wherein providing the virtual assets further 
comprise providing a logical network resource. 

182. The Khandekar-Fujino System would have provided a provisioned 

VM (virtual asset) configured to utilize a software-defined representation of 

network connectivity (e.g., SAN configuration information) (logical network 

resource) that specifies connectivity between host computers and storage systems 

by identifying physical devices along the communication path (e.g., fiber channel 

switches and endpoint ports). MS-1004, 9:26-32, 10:50-60; MS-1008, 6:27-36, 

10:16-30. 

183. As I discussed for [1.1]-[1.5], Khandekar describes provisioning and 

providing user access to VMs (e.g., VMx, VMy) deployed on host servers (e.g., 

1000, 1001) under control of a provisioning server. MS-1004, 9:26-32, 10:50-60. 

In the Khandekar-Fujino System, the combination would have further incorporated 

Fujino’s Storage Area Network (SAN) architecture to provide network 

connectivity between these host servers and underlying storage devices. MS-1008, 

5:31-45. Fujino describes that “[t]he SAN 19 may be constituted by a plurality of 

fiber channel switches (FC-SW hereafter) 71,” which are physical devices on the 

network used to route communications. Id., 6:27-36.  

184. Fujino also describes maintaining SAN configuration information that 
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includes, for example, “an ID for the port of the storage control device 27, and one 

or more IDs corresponding respectively to the one or more FC-SWs existing 

between these ports.” MS-1008, 10:16-30. A POSITA would have understood 

and/or found it obvious that this SAN configuration information is a logical 

(software-defined) abstraction that identifies underlying physical network devices 

(ports, switches) to define the communication path used by the system, and thus, 

represents an example of a logical network resource. MS-1008, 10:16-30. 

2. Claim 10  

[10] The method of claim 9, wherein providing the logical network resource 
further comprises mapping a logical network unit to a physical network 
device. 

185. The Khandekar-Fujino System would have provided a software-

defined network path representation (e.g., maintained in the SAN configuration 

information) (logical network unit) that is associated with (mapp[ed] to) the 

underlying network hardware (physical network device), such as the physical ports 

of the storage control device and the intervening fiber channel switch hardware 

used to implement the communication path. MS-1008, 6:27-36, 6:40-49, 7:35-43, 

10:16-30. 

186. As I discussed for [9], Fujino describes maintaining SAN 

configuration information that defines connectivity between endpoints by 

identifying physical devices along the path, including “an ID for the port of the 
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storage control device 27, and one or more IDs corresponding respectively to the 

one or more FC-SWs existing between these ports.”  MS-1008, 10:16-30; see also 

id., 7:35-43. Fujino also describes that the storage control device includes “one or 

more” physical “ports” for connecting to the SAN, which are tangible network 

hardware devices. MS-1008, 6:40-49. The SAN configuration information is an 

example of the  logical network unit because it represents network connectivity as 

a software-defined abstraction that identifies (and thereby maps to) underlying 

physical network devices (ports, switches). For instance, the information specifies 

identifiers that correspond to (and thereby specify) the particular physical port(s) 

and fiber channel switch(es) that implement the communication path. MS-1008, 

6:27-36, 6:40-49, 10:16-30. 

 Ground 2A: Claims 1 And 2 Are Obvious Over The Combination 
of Hirschfeld And Smith  

1. Claim 1  

[1.pre] A method for access to one or more virtualization system resources over a 
network, the method comprising: 

187. The Hirschfeld-Smith System would have satisfied the requirements 

of [1.pre]. Hirschfeld describes a “method of virtualizing a plurality of logical 

servers into a logical server cloud linked to a plurality of physical servers.” MS-

1006, 4:54-5:3. In Hirschfeld, “a user of any remote terminal 105 may login to and 

access any of the logical servers 106 of the virtualized logical server cloud 101 via 

the user interface 104 and SCM 102 as though logging into a server directly or via 
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a local area network (LAN).” MS-1006, 6:54-63.  

188. The remote terminals 105 communicate with the SCM and logical 

servers through an “intermediate network system 103,” which “may be of any 

known type, both publicly accessible networks such as the Internet and proprietary 

networks.” MS-1006, 6:28-42. The Hirschfeld-Smith System would have enabled 

access to one or more logical server resources (e.g., resources of logical servers 

106 of the virtualized logical server cloud) (one or more virtualization system 

resources) over an intermediate network (e.g., 103) (network). 

 

MS-1006, FIG. 1 
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[1.1] implementing a virtualization system that has a control computer and one 
or more physical resources and virtual assets connected to the control 
computer, 

189. The Hirschfeld-Smith System (virtualization system) would have 

provided an SCM (control computer) that interfaces with and controls a bank of 

physical servers (one or more physical resources) hosting logical servers (virtual 

assets), where the physical resources and virtual assets are connected to the SCM. 

MS-1006, 5:66-6:27, 6:34-7:5, 7:24-30. 

190. As I discussed for [1.pre], Hirschfeld describes a “virtualized logical 

server cloud” that includes an SCM representing “cloud management 

infrastructure.” MS-1006, 5:66-6:27. The SCM “has the authority to allocate 

physical resources to maintain the logical server cloud" and thereby defines 

"physical resources under management control.” Id., 6:7-15. Moreover, “the 

physical servers controlled by the SCM determine a logical server cloud's 

boundary.” Id. The SCM functions as a centralized management component that 

controls resource allocation for the virtualized logical server cloud. Because the 

SCM has authority over resource allocation and defines the boundary of the logical 

server cloud through the physical servers it controls, a POSITA would understand 

the SCM to be an example of a control computer as recited in the claim. 

191. The virtualized logical server cloud includes “one or more logical 

servers 106” (virtual assets). MS-1006, 6:34-38. These logical servers are 



Declaration of Michael Mitzenmacher  
MS-1003 

122 

connected to the SCM because, for example, the “SCM 102 provides KVM 

redirection either by providing a KVM interface or by mapping the KVM client 

107 to allow direct KVM access to the selected logical server 106.” MS-1006, 

6:64-7:5. The KVM redirection establishes a communication pathway between the 

SCM and each logical server, which reflects a connection between the virtual 

assets and the control computer. 

192. The virtualized logical server cloud also includes “a bank of physical 

servers 108” (one or more physical resources). MS-1006, 6:38-42. The SCM is 

connected to the bank of physical servers because, for example, the user interface 

associated with the SCM “also provides interfaces to provide SCM control of the 

physical server to enable other functions including copy, move, start, shutdown, 

reset and any other functions enabled by control over the physical server and 

virtualization software.” Id., 7:24-30. These interfaces establish a control 

relationship between the SCM and each physical server, which reflects a 

connection between the physical resources and the control computer. 

193. In the Hirschfeld-Smith System, the SCM (control computer) is 

connected to and controls each of the bank of physical servers (physical resources) 

and the logical servers (virtual assets) instantiated on those physical servers. MS-

1006, 6:48-54. 
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MS-1006, FIG. 1 

[1.2] wherein each of the one or more physical resources execute at least two 
virtual assets that comprise software instantiations of computer systems, 
and 

194. The Hirschfeld-Smith System would have provided physical servers 

(physical resources) that each execute multiple logical servers (at least two virtual 

assets), where the logical servers are provided using virtualization technology and 

therefore are examples of software instantiations of computer systems. MS-1006, 

1:63-2:7, 6:34-46, 8:1-10, 10:22-27, FIGS. 2, 3. 

195. As I discussed for [1.1], Hirschfeld describes a virtualized logical 

server cloud that includes “one or more logical servers 106” and a “bank of 

physical servers 108,” where the number of physical servers (“M”) “may be a 
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smaller number" than the number of logical servers (“N”). MS-1006, 6:28-63, 8:1-

10. When “M” is smaller than “N,” at least one physical server necessarily 

executes multiple logical servers. This follows because if there are fewer physical 

servers than logical servers and each logical server is linked to a physical server, 

then at least one physical server must host more than one logical server (at least 

two virtual assets). 

196. Hirschfeld confirms this understanding with specific examples. In 

Figure 2, a “logical server cloud” is formed with multiple logical servers linked to 

physical servers, e.g., “logical servers LS 1-4 are linked to the PS A, the logical 

servers LS 5-8 are linked to the PS B, and the logical servers LS 9-N are linked to 

the PS C.” MS-1006, 6:28-63, 8:1-10. In this configuration, each physical server 

(PS A, PS B, PS C) executes multiple logical servers (e.g., PS A executes four 

logical servers (LS 1-4)). 

197. Hirschfeld’s Figure 3 provides another example, portraying multiple 

logical servers running on a single physical server. In this configuration, each 

logical server operating system “is executed independently from every other LS 

OS 326, or otherwise gives every appearance of independent operation from the 

user's perspective.” MS-1006, 10:9-31. This independent execution on shared 

physical hardware is characteristic of virtualization technology in which each 

logical server operates as a self-contained software construct on the underlying 
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physical server. 

198. Hirschfeld also describes that virtualization “allow[s] multiple logical 

servers to override a physical server's attributes and share its resources.” MS-1006, 

2:1-7. A POSITA would have implemented the Hirschfeld-Smith System to 

leverage these techniques such that its physical servers (one or more physical 

resources) each execute at least two logical servers (virtual assets), e.g., physical 

server PS A running logical servers LS 1-4 and physical server PS B running 

logical servers LS 5-8. MS-1006, 8:1-10. 

199. Hirschfeld’s logical servers are also examples of software 

instantiations of computer systems. Hirschfeld describes “the use of virtualization 

technology that enables multiple logical servers to operate on a single physical 

computer.” MS-1006, 1:63-2:7. Because virtualization technology creates logical 

servers as software constructs that override and share the physical server’s 

resources, each logical server is implemented in software as a virtualized computer 

system (software instantiation of a computer system). In the Hirschfeld-Smith 

System, each physical server (physical resource) executes at least two logical 

servers (virtual assets) that are software instantiations of computer systems. MS-

1006, 1:63-2:7, 8:1-10. 
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MS-1006, FIG. 3 

[1.3] the virtual assets are managed by virtualization layer instances running on 
each of the physical resources; 

200. The Hirschfeld-Smith System would have provided physical servers 

(physical resources) that each execute virtualization software (e.g., a virtual 

machine monitor (VMM)) (virtualization layer instances) to manage logical 

servers (virtual assets) linked to and executing on that physical server. MS-1006, 

9:35-57; MS-1010, 369. 
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201. As I discussed for [1.1] and [1.2], each physical server in Hirschfeld's 

bank of physical servers executes virtualization software. For example, “[e]ach 

physical server 108 executes virtualization software 229,” where “virtualization 

software 229 manages physical resources of the logical servers 106 linked thereto.” 

MS-1006, 9:35-57. The virtualization software 229 running on a given physical 

server manages the logical servers linked to that physical server (i.e., it is 

responsible for virtualizing the physical resources that the logical servers use). In 

this configuration, the virtualization software 229 running on a given physical 

server is an example of a virtualization layer instance running on that physical 

resource that manages the corresponding logical servers (virtual assets). 

202. Although Hirschfeld describes virtualization software 229 as 

managing the physical resources of linked logical servers, Hirschfeld does not 

describe in detail the specific mechanisms by which the virtualization software 

performs this management. Smith provides relevant context on this point. In Smith, 

a VMM “manag[es] the allocation of, and access to, the hardware resources of the 

host platform,” “[t]he VMM owns the real system resources and makes them 

available to one or more guest operating systems that alternately execute on the 

same hardware,” and “a guest operating system in a virtual machine environment is 

given the illusion of owning the resources it subsequently allocates to its various 

user programs.” MS-1010, 369. A POSITA would have understood Smith’s 



Declaration of Michael Mitzenmacher  
MS-1003 

128 

description of VMM functionality to be consistent with and illustrative of the type 

of virtualization management performed by Hirschfeld’s virtualization software 

229. This includes managing the allocation of physical server resources to logical 

servers such that each logical server operates as though it has its own dedicated 

resources. 

203. As discussed above, in the Hirschfeld-Smith System, each physical 

server runs virtualization software implemented as a VMM (virtualization layer 

instance) that manages the logical servers (virtual assets) by managing allocation 

of and access to the physical server's hardware resources. MS-1006, 9:35-57; MS-

1010, 369.  This is consistent with Hirschfeld, which explains that “at least one 

physical server executes virtualization software that virtualizes physical resources 

for logical servers.” MS-1006, Abst. Hirschfeld further explains that this 

virtualization “allow[s] multiple logical servers to override a physical server's 

attributes and share its resources.” MS-1006, 2:1-7. 

[1.4] connecting an end user to the control computer; and 

204. The Hirschfeld-Smith System would have connected a user (end user) 

to the SCM (control computer) through a user interface (e.g., user interface 104), 

thereby providing a networked connection to the SCM for logging in and 

interacting with the virtualized logical server cloud. MS-1006, 6:28-63. 

205. As I discussed for [1.pre], Hirschfeld describes that “a user of any 
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remote terminal” may “login to and access” logical servers via a user interface of 

the SCM “as though logging into a server directly or via a local area network 

(LAN).” MS-1006, 6:28-63. The user’s login and access to logical servers is 

mediated through the SCM. In other words, the user communicates with the 

SCM’s user interface, and the SCM provides access to the logical servers. This 

interaction establishes a network connection between the end user and the SCM 

(control computer), because the user must first connect to the SCM in order to 

reach the logical servers behind it. The Hirschfeld-Smith System would have 

therefore connected the user (end user) to the SCM (control computer). 

 

MS-1006, FIG. 1 



Declaration of Michael Mitzenmacher  
MS-1003 

130 

[1.5] accessing, through the control computer connection, the virtual assets by 
the end user. 

206. The Hirschfeld-Smith System would have enabled the user to access 

the logical servers (virtual assets) implemented in the virtualized logical server 

cloud through the user's connection to the SCM (control computer) via a user 

interface. MS-1006, 6:28-63, 14:39-61. 

207. As I discussed for [1.4], Hirschfeld describes that a user “may login to 

and access any of the logical servers” via a user interface of the SCM, e.g., “as 

though logging into a server directly or via a local area network (LAN).” MS-1006, 

6:28-63. In this configuration, the user first connects to the SCM (as I discussed for 

[1.4]), and then accesses the logical servers (virtual assets) through that 

connection. The SCM thereby serves as the intermediary through which the user 

reaches the logical servers, such that the user's access to the logical servers is 

routed through the SCM (control computer connection). 

208. Hirschfeld provides a specific mechanism by which this access is 

implemented. In particular, Hirschfeld describes the SCM providing KVM 

redirection such that “KVM requests to and from [a logical server] are handled via 

the KVM client 519 of the SCM 102.” MS-1006, 14:39-61. In this architecture, the 

SCM acts as a proxy that routes the user’s keyboard, video, and mouse 

communications to and from the target logical server. A POSITA would 

understand this KVM redirection as an example of the SCM providing a 
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communication pathway through which the user accesses the logical server, with 

the SCM functioning as the network-facing access point in the data path between 

the user and the logical server. 

209. For example, when accessing a newly deployed VM, a POSITA 

would use Hirschfeld’s proxy-style approach so that the remote-access session is 

routed through the provisioning server rather than requiring the user to connect 

directly to the underlying host. One example implementation Hirschfeld describes 

is Keyboard/Video/Mouse (KVM) redirection, where “KVM requests to and from 

[logical server (or VM)] are handled via the KVM client 519 of the SCM 102.” 

MS-1006, 14:39-61. This type of proxy routing means the user’s connection to the 

provisioning server serves as the pathway for accessing the provisioned VM, i.e., 

an example of a control computer connection enabling the user to access the 

provisioned VM. 
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MS-1006, FIG. 1 

2. Claim 2 

[2] The method of claim 1, wherein connecting the end user to the control 
computer further comprises connecting the end user to the control 
computer over one of a network, a wide area network or the Internet. 

210. The Hirschfeld-Smith System would have connected a user (end user) 

to the SCM (control computer) over a network, including implementations where 

the network is the Internet. MS-1006, 6:28-63. 

211. As I discussed for [1.4], the user connects to the SCM through a user 

interface to access logical servers. Hirschfeld describes that the virtualized logical 
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server cloud is “accessible to one or more remote terminals” via an “intermediate 

network system,” such as “the globally-accessible Internet, although any type of 

network is contemplated.” MS-1006, 6:28-63. The SCM includes a user interface 

that “provides a web page portal or other access mechanism to facilitate 

communication with the remote terminals” via that network system. Id. Because 

the user accesses the SCM’s user interface through the intermediate network 

system (which may be the Internet), the user’s connection to the SCM (control 

computer) is established over a network, a wide area network, or the Internet. 

 Ground 2B: Claims 3-5 Are Obvious Over The Combination of 
Hirschfeld, Smith, And Bandhole 

1. Claim 3 

[3] The method of claim 2, wherein connecting the end user to the control 
computer further comprises providing the end user, a desktop, a laptop or 
a personal digital assistant (PDA) and client resources. 

212.  The Hirschfeld-Smith-Bandhole System would have permitted a user 

to access logical servers (virtual assets) through a connection established using a 

user interface of the SCM (control computer) (connecting the end user to the 

control computer), and a POSITA would have understood that the user device used 

for that access may be one of several well-known device types, including a 

“workstation” (desktop, client), “laptop” (laptop), and “palmtop” (personal digital 

assistant (PDA)). MS-1006, 6:28-63, 7:32-48; MS-1007, [0035]. 

213. As discussed for [1.5], Hirschfeld describes that a user accesses 
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logical servers through the SCM’s user interface, including by logging in from a 

remote terminal and accessing logical servers for which the user has permission. 

MS-1006, 6:28-63, 7:32-48. Hirschfeld also describes that the user-side terminals 

may be configured with different levels of capability, including “simple terminals, 

thin client computers, low end PCs, etc.” Id., 6:28-63. A POSITA would have 

understood from that disclosure that Hirschfeld is not limited to any single 

specialized endpoint device, but instead contemplates a range of client-side devices 

that can communicate with the SCM over the network. A POSITA would have also 

understood that such devices necessarily include client-side resources, such as 

local computing resources and network-interface resources, because those are the 

resources that allow the device to run the client-side access mechanism and 

communicate with the SCM’s user interface. 

214. Bandhole is consistent with that understanding because Bandhole 

describes remotely accessible computing environments in which client devices 

communicate over a network with server-side components and explains that such 

computing devices may come in many “dimensions and styles,” including 

“workstation,” “laptop,” and “palmtop” form factors. MS-1007, [0015], [0035], 

[0048]. A POSITA would have understood Bandhole to confirm that these form 

factors were well-known and suitable implementations for accessing and managing 

remote virtual computing environments through network-facing interfaces. A 
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POSITA would have also understood that Bandhole’s listed form factors map 

naturally onto the claim language reciting a desktop, a laptop, or a PDA because a 

workstation is a desktop-class client device, a laptop is expressly identified, and a 

palmtop is a handheld client device corresponding to a PDA-style platform. Id., 

[0035]. 

2. Claim 4 

[4] The method of claim 3, wherein accessing the virtual assets further 
comprising accessing an application server by the end user. 

215.  The Hirschfeld-Smith-Bandhole System would have permitted a user 

to access logical servers (virtual assets) through a connection established using a 

user interface of the SCM (accessing the virtual assets), and a POSITA would have 

understood that, in some implementations, the accessed logical server provides 

application server functionality. MS-1006, 10:9-31; MS-1007, [0005], [0009], 

[0044], [0048], [0051]-[0054]. 

216. As discussed for [2] and [1.5], Hirschfeld describes a virtualization 

environment in which a user accesses logical servers through the SCM and 

associated user interface, and those logical servers operate as virtualized 

computing systems with their own operating-system environments. MS-1006, 

6:28-63, 10:9-31. Hirschfeld explains that each logical server operating system is 

executed independently from every other logical server operating system, or 

otherwise gives the appearance of independent operation from the user’s 
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perspective. Id., 10:9-31. A POSITA would have understood from that description 

that Hirschfeld’s logical servers are not limited to a narrow predefined function, 

but instead are virtualized server instances capable of executing software in the 

same general way as independently operated server systems. A POSITA would 

have also understood that such logical servers could be configured to perform 

conventional server roles, including application-serving roles, depending on the 

software deployed in the logical server environment. 

217. Bandhole is consistent with that understanding because Bandhole 

describes remotely accessible computing environments that include multi-tier 

architectures with expressly identified “application servers,” such as application 

server 311 and application servers 221 and 223. MS-1007, [0005], [0009], [0044], 

[0048], [0051]-[0054]. Bandhole explains that those application servers receive 

requests from web clients, such as browsers, and return results to the client through 

the server-side computing environment. Id. A POSITA would have understood 

from Bandhole that application-server functionality was a well-known and 

expected role for remotely accessed server-side computing resources in networked 

environments of this kind. A POSITA would have also understood that applying 

that known application-server role to Hirschfeld’s logical servers would have been 

technically straightforward because Hirschfeld already provides isolated logical 

server instances capable of executing software while being accessed through a 
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centralized management interface. 

3. Claim 5  

[5]3 The method of claim 1, wherein the virtual asset is providing end user 
access to one of an application server, to a middleware server and to a 
database. 

218.  The Hirschfeld-Smith-Bandhole System would have enabled a user to 

access a logical server (virtual asset) through a connection to the SCM (control 

computer), and in some implementations that logical server would provide end 

user access to an application server, a middleware-type server function, or a 

database. MS-1006, 6:28-63, 10:9-31; MS-1007, [0042]-[0045], [0044], [0048], 

[0051]-[0054]. 

219. As discussed for [4], Hirschfeld describes logical servers as 

virtualized computing systems that execute software while maintaining virtual 

independence from one another. MS-1006, 10:9-31. Hirschfeld also describes that 

users access those logical servers through the SCM and associated user interface. 

Id., 6:28-63. A POSITA would have understood from that architecture that the 

functionality presented to the user through a logical server depends on the software 

role assigned to that logical server, because Hirschfeld’s logical servers are 

 
3 Because of the phrase “one of,” satisfaction of claim 5 does not mandate 

providing end user access to each of the enumerated elements recited in the claim. 
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software-executing virtualized server environments rather than fixed-function 

hardware appliances. A POSITA would have also understood that a logical server 

configured with application-serving software may provide application-server 

functionality to the end user, which is consistent with the same application-server 

reasoning discussed in [4]. Id., 10:9-31. 

220. Bandhole is consistent with that understanding because Bandhole 

describes remotely administered computing environments that include application 

servers receiving requests from web clients and returning results to those clients. 

MS-1007, [0044], [0048], [0051]-[0054]. A POSITA would have understood from 

Bandhole that application-server functionality was a known and expected role for 

remotely accessed server-side computing resources in environments of this kind. A 

POSITA would have also understood that, when a Hirschfeld logical server is 

configured to perform that role, the virtual asset provides end user access to an 

application server through the user’s connection to the SCM and the logical server 

environment. 

221. Bandhole also describes a multi-tier architecture that includes a 

middleware tier containing one or more application servers and performing 

delegation of requests to services responsible for actions such as accessing a 

database, storage, or computing devices. MS-1007, [0042]-[0045]. A POSITA 

would have understood that this is an example of middleware-server functionality 
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because the disclosed tier sits between client-side requests and backend resources, 

coordinates request handling, and delegates operations to other services or 

resources in the system. A POSITA would have also understood that a logical 

server in the Hirschfeld-Smith-Bandhole System could be configured to provide 

that same kind of middleware function, given Hirschfeld’s disclosure of software-

executing logical server instances and Bandhole’s disclosure of middleware-tier 

operations in remotely accessed server environments. 

222. Bandhole further describes database-related functionality, including a 

data repository and database access within a three-tier architecture. MS-1007, 

[0009], [0051]-[0054]. A POSITA would have understood from that disclosure 

that, in some implementations, user access to the virtual asset may involve end user 

access to a database, including through application-server or middleware-server 

components that access and interact with the database on the user’s behalf. A 

POSITA would have also understood that the claim is satisfied where the virtual 

asset provides end user access to any one of the recited alternatives. In the 

Hirschfeld-Smith-Bandhole System, that requirement is met at least in 

implementations where the logical server provides access to an application server, 

middleware-server functionality, or a database. 
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 Ground 2C: Claims 6-8 And 11-14 Are Obvious Over The 
Combination of Hirschfeld, Smith, And Vasilevsky 

1. Claim 6 

[6] The method of claim 1, wherein the virtual asset is providing a virtual 
storage resource. 

223. The Hirschfeld-Smith-Vasilevsky System would have provided a 

logical server (virtual asset) that further provides a virtualized storage construct 

(virtual storage resource), such as a virtualized storage resource of the logical 

server that is virtualized to an underlying physical server storage resource. MS-

1006, 8:66-9:20; MS-1005, [0166], Cl. 80. 

224. In Hirschfeld, each logical server includes a “storage resource” that is 

virtualized to the corresponding storage resource of the physical server. MS-1006, 

8:66-9:20. Rather than having direct access to a physical disk device, the logical 

server’s storage resource is a virtualized construct that maps to the underlying 

physical storage through the virtualization software. A POSITA would understand 

that this virtualized storage resource (which presents a storage interface to the 

logical server while the actual storage resides on the physical server) is an example 

of a virtual storage resource. 

225. Vasilevsky provides additional context confirming that virtual storage 

resources were a well-known aspect of virtualized environments. Vasilevsky 

describes a virtual resource that includes a “virtual storage entity” that is distinct 

from an “actual storage device” (e.g., “disks 914”). MS-1005, [0166], Cl. 80. A 



Declaration of Michael Mitzenmacher  
MS-1003 

141 

POSITA would recognize that Vasilevsky’s “virtual storage entity” and 

Hirschfeld's virtualized storage resource of a logical server describe the same 

concept (e.g., a storage resource presented to a virtualized server instance that is 

backed by, but distinct from, the underlying physical storage hardware). 

2. Claim 7 

[7] The method of claim 6, wherein the virtual storage resource further 
comprises mapping a logical storage unit to a physical storage disk. 

226. As I discussed for [6], the Hirschfeld-Smith-Vasilevsky System would 

have provided a logical server (virtual asset) that includes a virtualized storage 

construct (virtual storage resource), such as a storage resource of the logical 

server that is virtualized to an underlying physical server storage resource. MS-

1006, 10:32-56. 

227. In Hirschfeld, the virtualization of a logical server's storage resource 

involves a mapping between the logical server's storage and the physical server's 

storage. Specifically, “the storage resource 303 of every logical server 106 is 

virtualized to the corresponding storage resource 219 of the underlying physical 

server.” MS-1006, 10:32-56. This virtualization establishes a relationship between 

a storage abstraction presented to the logical server (logical storage unit) and the 

physical storage hardware of the underlying physical server (physical storage 

disk). 

228. Vasilevsky confirms that such mappings between logical and physical 
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storage were a well-known aspect of virtualized environments. Vasilevsky 

describes a management agent that “may maintain a mapping database that defines 

mapping of virtual resources to physical hardware.” MS-1005, [0150]. Vasilevsky 

further describes that “the virtual resource is a virtual storage entity, and the actual 

resource includes an actual storage device.” MS-1005, Cl. 80. In this architecture, 

the manager “is adapted to perform a mapping between the virtual resource and the 

one or more actual resources,” including performing “an association between the 

one or more actual resources and at least one of the distributed server and virtual 

server.” MS-1005, Cls. 78, 84, 85. A POSITA would understand that these 

disclosed mappings between virtual storage entities and actual storage devices 

describe the same type of logical-to-physical storage mapping that Hirschfeld's 

virtualized storage resources implement. 

3. Claim 8 

[8] The method of claim 7, wherein providing the virtual storage resource 
further comprises mapping a logical storage unit to a physical storage 
disk. 

229. The Hirschfeld-Smith-Vasilevsky System would have satisfied the 

requirements of [8] based on the same teachings I discussed for [7]. In particular, 

the virtualized storage construct in the Hirschfeld-Smith-Vasilevsky System 

includes a mapping between a logical server's virtualized storage resource (logical 

storage unit) and the physical server's storage resource (physical storage disk), as I 
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described for [7]. 

4. Claim 11 

[11.pre] A method, comprising: 

230. The Hirschfeld-Smith-Vasilevsky System satisfies the requirements of 

[11.pre]. Hirschfeld describes a virtualized logical server cloud in which a user at a 

remote terminal communicates over a network to log in to, access, and interact 

with logical servers through the SCM and associated user interface. MS-1006, 

6:28-63. The combined system would have provided a user with network-based 

interaction with the virtualization environment to access one or more virtual assets. 

[11.1] communicating, by a user, over a network to access one or more virtual 
assets running in a virtualization system,  

231. The Hirschfeld-Smith-Vasilevsky System would have enabled a user 

to communicate over a network (network) with the SCM 102 to access one or 

more logical servers 106 (virtual assets) operating on physical servers 108 in the 

virtualized logical server cloud (virtualization system). MS-1006, 6:28-63. 

Hirschfeld describes that “a user of any remote terminal 105 may login to and 

access any of the logical servers 106 of the virtualized logical server cloud 101 via 

the user interface 104 and SCM 102,” thereby disclosing user communication over 

a network to access virtual assets running in the virtualization system. Id. 

232. As discussed for [11.pre], Hirschfeld describes a virtualized 

computing arrangement in which remote terminals communicate with the SCM 
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and user interface through an intermediate network to reach logical servers in the 

logical server cloud. MS-1006, 6:28-63. Hirschfeld also describes that the 

intermediate network may be the Internet and that the user accesses the logical 

servers through the SCM “as though logging into a server directly or via a local 

area network (LAN).” Id. A POSITA would have understood from that architecture 

that the user’s communication path is network-based because the remote terminal, 

intermediate network, user interface, and SCM collectively provide the 

communication framework through which the user reaches the logical servers 

hosted in the virtualized environment. A POSITA would have further understood 

that the logical servers are the resources being accessed through that network 

communication because Hirschfeld describes the user as logging in to and 

accessing logical servers rather than merely accessing an abstract management 

screen. Id. 

233. Vasilevsky is consistent with that understanding. MS-1005, Abstract, 

[0016]-[0017], [0074]-[0079]. Vasilevsky describes a virtualized data-center 

environment in which virtual servers execute on underlying physical nodes and are 

managed through a management infrastructure and interface. Id. A POSITA would 

have understood that such a management interface permits user communication 

over a network to access and manage virtual assets running in the virtualization 

system because the disclosed management infrastructure is used to allocate 
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resources to virtual servers, to control those virtual servers, and to provide 

interfaces through which administrators or programs interact with the system. Id. A 

POSITA would also have understood that this is the same general type of network-

based access model reflected in Hirschfeld, where a user communicates with 

management-side components to reach virtualized server instances executing on 

physical hardware. 

[11.2] wherein the virtualization system includes a control computer and one or 
more physical resources, 

234. The Hirschfeld-Smith-Vasilevsky System includes a SCM 102 

(control computer) and one or more physical servers 108 (one or more physical 

resources) within the virtualized logical server cloud. MS-1006, 5:66-6:27, 6:34-

42. Hirschfeld describes that the SCM provides the cloud management 

infrastructure for the virtualized logical server cloud and that the cloud includes a 

bank of physical servers. Id. 

235. As discussed for [1.1], Hirschfeld describes that the SCM “has the 

authority to allocate physical resources to maintain the logical server cloud” and 

that the “physical servers controlled by the SCM determine a logical server cloud’s 

boundary.” MS-1006, 6:7-15. A POSITA would have understood from that 

description that the SCM is an example of the control computer because it 

performs centralized control functions for the virtualized environment. This 

includes allocation and management of the physical resources used to support the 
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logical server cloud. A POSITA would also have understood that the bank of 

physical servers is an example of one or more physical resources because those 

servers provide the underlying hardware on which the logical servers operate. Id., 

6:34-42. 

236. Hirschfeld also describes that the SCM is connected to, and interacts 

with, both the logical servers and the physical servers through the cloud-

management architecture. MS-1006, 6:48-54, 6:64-7:5, 7:24-30. That architecture 

reinforces that the virtualization system includes both the centralized control 

component and the underlying physical hardware resources as part of the same 

managed environment. A POSITA would have understood that this is a 

virtualization system in which a control computer manages one or more physical 

resources that host the virtualized assets. 

[11.3] wherein each of the one or more physical resources execute at least two 
virtual assets that comprise software instantiations of computer systems 
and  

237. The Hirschfeld-Smith-Vasilevsky System provides physical servers 

108 (physical resources) that each execute multiple logical servers 106 (at least 

two virtual assets), where the logical servers are software-based virtualized 

computing instances and therefore are software instantiations of computer systems. 

MS-1006, 1:63-2:7, 6:34-46, 7:63-8:10, 10:9-31. Hirschfeld describes that 

virtualization technology enables multiple logical servers to operate on a single 
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physical computer and that multiple logical servers may be linked to a given 

physical server. Id. 

238. As discussed for [1.2], Hirschfeld describes a virtualized logical 

server cloud that includes a bank of physical servers and a larger set of logical 

servers, with the number of logical servers capable of exceeding the number of 

physical servers. MS-1006, 6:28-63, 7:63-8:10. Hirschfeld also describes specific 

configurations in which “the logical servers LS 1-4 are linked to the PS A, the 

logical servers LS 5-8 are linked to the PS B, and the logical servers LS 9-N are 

linked to the PS C.” Id., 7:63-8:10. A POSITA would have understood from those 

disclosed configurations that each illustrated physical server executes at least two 

logical servers because each identified physical server is shown supporting 

multiple separately identified logical servers. The logical servers each operate 

virtualized server instances running on the underlying hardware because Hirschfeld 

describes them as logical servers within a virtualization environment that share 

physical-server resources while remaining logically separate. Id., 1:63-2:7, 10:9-

31. 

239. Hirschfeld further describes that the operating system of each logical 

server “is executed independently from every other LS OS 326, or otherwise gives 

every appearance of independent operation from the user’s perspective.” MS-1006, 

10:9-31. A POSITA would have understood that description to mean that each 
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logical server is an example of a software instantiation of a computer system 

because it has its own operating system environment, executes independently from 

other logical servers, and presents itself as an independent server environment to 

the user. This is the kind of virtualization-based software implementation that 

makes a logical server function as a computer system instance even though it 

shares underlying hardware with other logical servers on the same physical server. 

Id., 1:63-2:7, 10:9-31. 

240. Smith’s disclosure is consistent with the understanding discussed 

above. MS-1010, 4-5, 11, 369. In Smith, a virtual machine is implemented by 

adding a layer of software to a real machine, that such virtualizing software is often 

referred to as a VMM, and that multiple virtual machines can be implemented on a 

single hardware platform. Id. A POSITA would have understood from Smith that 

virtualized server instances of the type contemplated by Hirschfeld are software-

implemented computer-system instances running on shared hardware through 

virtualization software. A POSITA would also have understood that when 

Hirschfeld describes multiple logical servers operating independently on a single 

physical server, that configuration are examples of multiple software 

instantiations of computer systems executing on the same physical resource in a 

virtualization environment. 
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[11.4] the virtual assets are managed by virtualization layer instances running on 
each of the one or more physical resources; 

241. The Hirschfeld-Smith-Vasilevsky System provides physical servers 

108 (one or more physical resources) that each execute virtualization software 229 

or a Smith-like VMM (virtualization layer instances) to manage the logical 

servers 106 (virtual assets) linked to and executing on those physical servers. MS-

1006, 9:35-57; MS-1010, 369. Hirschfeld describes that each physical server 

executes virtualization software and that the virtualization software manages the 

physical resources of the logical servers linked thereto. MS-1006, 9:35-57. 

242. As discussed for [1.3], Hirschfeld describes a configuration in which 

“[e]ach physical server 108 executes virtualization software 229,” and that 

virtualization software 229 “manages physical resources of the logical servers 106 

linked thereto.” MS-1006, 9:35-57. A POSITA would have understood that 

virtualization software 229 is an example of a virtualization layer instance running 

on each physical server because Hirschfeld places that software on the physical 

server itself and assigns it the function of managing the resources used by the 

linked logical servers. The logical servers are managed by that software layer 

because Hirschfeld ties the management function directly to the logical servers 

linked to the particular physical server on which the virtualization software is 

running. Id. That is consistent with a virtualization architecture in which each host 

executes a local software layer that mediates and manages the operation of the 
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virtualized server instances running on that host. 

243. Hirschfeld further describes that each logical server includes 

virtualized resources, including network, storage, memory, processor, and KVM 

resources, and that those logical-server resources are virtualized to the 

corresponding physical resources of the physical server. MS-1006, 8:66-9:20, 

10:32-56. The virtualization software is a layer through which the logical servers 

obtain and use underlying host resources. This resource virtualization function is a 

management function of the virtualization layer because it is what allows multiple 

logical servers to operate as separate virtualized systems while sharing the same 

underlying physical hardware. Id. The described virtualization of logical-server 

resources to physical-server resources therefore supports the understanding that the 

virtual assets are managed by virtualization layer instances running on each 

physical resource. 

244. Smith’s disclosure is consistent with the understanding discussed 

above and helps explain how a POSITA would have implemented Hirschfeld’s 

virtualization software. MS-1010, 4, 11, 369. Smith describes that a virtual 

machine is implemented by adding a layer of software to a real machine, that such 

virtualizing software is often referred to as a VMM, and that the VMM manages 

the allocation of, and access to, the hardware resources of the host platform. Id. A 

POSITA would have understood that a Smith-like VMM is a well-known example 
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of the type of virtualization layer Hirschfeld contemplates because it runs on the 

physical host and manages how multiple guest or logical systems use the host’s 

hardware resources. A POSITA would also have understood that Hirschfeld’s 

virtualization software 229 and Smith’s VMM perform the same relevant role for 

this limitation: each is a software layer running on the physical resource that 

manages the virtualized server instances executing on that resource. 

[11.5] requesting, by the user, provisioning of a virtual asset of the one or more 
virtual assets in the virtualization system; and 

245. The Hirschfeld-Smith-Vasilevsky System receives, from a user 

interacting with the SCM 102 through a user interface 104 (requesting, by the 

user), a request to provision a selected logical server 106 (virtual asset) within the 

virtualized logical server cloud (virtualization system). MS-1006, 4:15-28, 6:28-

7:30. Hirschfeld describes a user-facing SCM environment in which a remote user 

accesses the logical server cloud through the user interface and SCM and selects 

logical servers for use within that managed virtualized environment. Id. 

246. As discussed for [1.4] and [1.5], Hirschfeld describes that a user of a 

remote terminal may log in through the user interface and SCM to access logical 

servers in the virtualized logical server cloud. MS-1006, 6:28-7:30. Hirschfeld also 

describes a system in which logical servers may be created, maintained, replicated, 

moved, or otherwise made available within the cloud under SCM control. Id., 4:15-

28, 7:24-30. A POSITA would have understood that when a user interacts with the 
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SCM to select and obtain a logical server for use, that interaction is an example of 

a request for provisioning of a virtual asset within the virtualization system 

because the SCM is the centralized management component that controls the 

availability and assignment of logical servers in the cloud. A POSITA would also 

have understood that, in a managed virtualization environment of this type, making 

a selected logical server available for the user necessarily involves management-

side actions to instantiate, activate, allocate, or otherwise prepare that logical 

server on physical-server resources. Id., 6:7-15, 7:24-30. 

247. Hirschfeld’s user-driven interaction with the SCM is a type of 

provisioning request because Hirschfeld separates logical-server access from fixed 

physical-server identity and instead places server availability under centralized 

SCM control. MS-1006, 2:50-59, 7:32-62, 17:9-24. That architecture means the 

user interacts with the management layer that determines which logical server is 

presented and how it is associated with underlying physical resources. Id. This 

kind of management-mediated selection and enablement of a logical server is 

functionally similar to provisioning in a virtualization context because the 

requested virtual asset is made available through centralized control, mapping, and 

resource allocation rather than through a static one-to-one server assignment. Id. 

Hirschfeld’s disclosure that logical servers exist independently of specific physical 

servers and may be non-deterministically allocated to physical resources further 
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supports that understanding because it indicates that the system must perform 

management actions to provide the selected logical server instance in response to 

the user’s interaction. Id., 17:9-24. 

248. Vasilevsky’s disclosure is consistent with the understanding discussed 

above. MS-1005, [0074]-[0079]. Vasilevsky describes management functionality 

through which virtualized computing instances are controlled and resources are 

allocated or deallocated through an interface available to administrators or 

programs. Id. A POSITA would have understood from Vasilevsky that, in 

virtualized environments, provisioning of a virtualized computing instance is 

performed through management plane interactions responsive to a user or 

administrator request. A POSITA would also have understood that Hirschfeld’s 

workflow fits comfortably within that same technical model, with the user’s 

request to obtain a logical server corresponding to a request to provision a virtual 

asset in the virtualization system. 

[11.6] wherein the provisioned virtual asset is a virtual storage and the virtual 
storage comprises one or more logical storage units mapped to one or 
more physical storage drives. 

249. The Hirschfeld-Smith-Vasilevsky System provides a selected logical 

server 106 that, once provisioned in response to a user request (provisioned virtual 

asset), may be configured to function as a storage server for the network and thus 

as a virtual storage. MS-1006, 8:66-9:20; MS-1005, [0011]. Hirschfeld describes 
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that storage resources may be divided into multiple physical and logical devices, 

including FTP and NAS, and that access to storage resources is preferably logical 

rather than physical so that they act like resource clouds. MS-1006, 8:66-9:20. 

Vasilevsky describes that specialized storage hardware functions may be replaced 

by a “software-only application that is executed on a virtual server,” including 

“Network Attached Storage (NAS) functions.” MS-1005, [0011]. 

250. Hirschfeld’s storage resource disclosure provides the technical context 

for understanding how a provisioned logical server may function as a virtual 

storage. MS-1006, 8:66-9:20. Hirschfeld describes that each logical server includes 

a storage resource and that storage resources may be implemented using logical 

rather than physical access models so they behave as resource clouds. Id. A 

POSITA would have understood from that description that Hirschfeld’s logical 

servers are not limited to generic compute roles, but may be configured to provide 

storage-oriented services within the virtualized environment because Hirschfeld 

treats storage as one of the virtualized resources associated with the logical server. 

A POSITA would also have understood that a logical server configured to provide 

NAS-like or similar storage functionality is acting as an example of a virtual 

storage in the sense that the storage capability is presented through a software-

defined, logical server instance. Id. 

251. Vasilevsky’s disclosure reinforces the understanding discussed above 
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by describing a virtualized environment in which storage functionality is 

implemented on a virtual server rather than on specialized dedicated hardware. 

MS-1005, [0011], [0150], [0166]. Vasilevsky describes that NAS functions may be 

provided by a software-only application executing on a virtual server and also 

describes a mapping database that defines mappings between virtual resources and 

physical hardware. Id. A POSITA would have understood from those teachings 

that a provisioned virtualized server instance may serve as the virtual-storage 

component of the system when it is configured to provide storage services using 

underlying mapped storage resources. This is technically compatible with 

Hirschfeld’s logical-server-cloud architecture because Hirschfeld already 

contemplates logical access to storage resources and virtualized storage-related 

server roles within the managed environment. MS-1006, 8:66-9:20; MS-1005, 

[0011]. 

5. Claim 12 

[12] The method of claim 11 further comprising requesting, by a management 
application programming interface (API) of the virtualization system, the 
provisioning of the virtual storage. 

252. The Hirschfeld-Smith-Vasilevsky System enables provisioning 

operations to be requested through a management interface that includes a 

programmatic interface (application programming interface (API) of the 

virtualization system). This includes provisioning operations directed to storage 
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resources allocated to a provisioned logical server or virtual server (provisioning 

of the virtual storage). MS-1005, [0014], [0074]-[0079]. Vasilevsky describes 

management-side control of resource allocation in a virtual computing system 

through interfaces that include programmatic access paths. Id. 

253. Vasilevsky describes that control of allocating and deallocating 

resources to a virtual computing system may be provided “through an interface 

(e.g., via a CLI, or GUI) or to other programs (e.g., via a programmatic interface).” 

MS-1005, [0078]. This programmatic interface is an example of a management 

API because it is part of the virtualization system’s management plane and is used 

to control resource-allocation operations for virtualized computing instances. 

Provisioning is one type of such management operation because bringing a 

virtualized instance into service requires management-side allocation of the 

resources that instance will use. Id., [0074]-[0079]. Vasilevsky’s description of 

management functionality available not only to administrators through UI-based 

interfaces but also to other programs through a programmatic interface further 

supports the understanding that the virtualization system includes an API-based 

mechanism for requesting provisioning operations. Id., [0078]. 

254. The Hirschfeld-Smith-Vasilevsky System would have provided a 

similar type of provisioning of virtual storage. MS-1005, [0011], [0150], [0166]; 

MS-1006, 10:32-56. As discussed for [11.6], the combined system would have 
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provided a selected logical server that may function as a virtual storage and that 

utilizes virtualized storage constructs mapped to underlying physical storage 

devices. MS-1005, [0011], [0150], [0166]. A POSITA would have understood that 

when the system provisions such a storage-capable logical server, the associated 

storage allocation and mapping operations are part of the same management-

controlled provisioning workflow addressed by Vasilevsky’s programmatic 

interface. Requesting provisioning of the virtual storage through the API does not 

require a separate storage-only interface, because the management API governs 

allocation of virtualized resources generally, including storage-related resources 

assigned to the virtualized server instance. Id., [0074]-[0079], [0150]. 

6. Claim 13 

[13] The method of claim 12 further comprising configuring, by the user, the 
virtual storage. 

255. The Hirschfeld-Smith-Vasilevsky System enables a user to configure 

the virtual storage provided by a provisioned logical server that functions as a 

storage-oriented virtual asset. MS-1006, 8:66-9:20; MS-1005, [0074]-[0079], 

[0084], [0150]. Hirschfeld describes a virtualized environment in which storage 

resources are provided logically rather than physically, and Vasilevsky describes 

management functionality through which virtualized resources are allocated, 

associated, and controlled through user-facing and programmatic interfaces. MS-

1006, 8:66-9:20; MS-1005, [0074]-[0079], [0084], [0150]. 
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256. As discussed for [6] and [11.6], Hirschfeld describes logical servers 

that include storage resources and describes storage access as logical rather than 

physical so that the storage resources act like resource clouds. MS-1006, 8:66-

9:20. Vasilevsky describes a management framework in which resources for virtual 

servers are configured through a management infrastructure that permits 

interaction by administrators, programs, and management-side components, and 

also maintains a mapping database defining mappings between virtual resources 

and physical hardware. MS-1005, [0074]-[0079], [0084], [0150]. Configuring the 

virtual storage in such a system includes selecting, allocating, associating, or 

otherwise defining the storage-related virtual resources that will be presented 

through the provisioned logical server. This is a type of user-side configuration 

because the management framework is disclosed as operating through interfaces by 

which a user or administrator requests and controls resource assignments for the 

virtualized instance. Id., [0078], [0084]. 

257. A POSITA would have also understood that, in a virtualized storage 

context, “configuring” the virtual storage does not require low-level physical disk 

manipulation by the user. MS-1005, [0150], [0166]. The user-facing configuration 

occurs at the virtualized level by defining the storage-related virtual resources and 

the manner in which they are assigned to the virtual server, while the system 

maintains the corresponding mappings to underlying physical storage devices. Id. 
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That understanding is consistent with Hirschfeld’s logical resource model because 

Hirschfeld describes storage resources as logically accessed cloud-like resources 

rather than as user-managed physical drives. MS-1006, 8:66-9:20. It is also 

consistent with Vasilevsky’s management model because Vasilevsky describes 

virtual-resource allocation and control through management interfaces while 

separately maintaining the virtual-to-physical relationships in the mapping 

database. MS-1005, [0074]-[0079], [0150]. 

7. Claim 14 

[14] The method of claim 13 further comprising receiving, by the user, an 
inventory of the virtual storage. 

258. The Hirschfeld-Smith-Vasilevsky System enables a user, through a 

management plane interaction used for requesting provisioning, to receive a listing 

of available virtual storage resources (inventory of the virtual storage) presented 

for selection or assignment in connection with provisioning operations. MS-1006, 

6:28-63, 7:32-48; MS-1005, [0077]-[0079], [0082]-[0084], [0150]. Hirschfeld 

describes a user-facing SCM pathway through which a user submits requests and 

receives system-provided information associated with accessing and managing 

logical servers, and Vasilevsky describes presentation of unassigned resources as 

available for assignment within the virtualization-management framework. MS-

1006, 6:28-63, 7:32-48; MS-1005, [0082]. 

259. As discussed for [13], Hirschfeld describes that a user interacts with 
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the virtualization environment through the SCM and associated user interface, 

which provides the pathway for management-side interaction with logical servers 

in the cloud. MS-1006, 6:28-63, 7:32-48. A POSITA would have understood from 

that architecture that Hirschfeld supplies the user-facing mechanism through which 

information relevant to selection, access, and management of virtualized resources 

is communicated to the user because the SCM is the centralized point through 

which the user logs in, selects logical servers, and initiates management-related 

actions. Id. A POSITA would also have understood that, in a combined system 

using Vasilevsky’s resource-assignment framework, the same management-side 

pathway would be used to present available storage-related virtual resources to the 

user in connection with provisioning because that is the interface through which 

the user interacts with the managed virtualized environment. Id. 

260. Vasilevsky describes that unassigned resources may be “grouped into 

a ‘pool’ of unassigned resources and presented to an administrator or program as 

being available for assignment.” MS-1005, [0082]. A POSITA would have 

understood that this presentation of available resources is an example of an 

inventory because it is a system-provided listing or presentation of resources 

available to be selected and assigned within the virtualization system.  

261. A POSITA would have also understood that the presented inventory 

includes storage-related virtual resources in the combined system. MS-1005, 
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[0072], [0150], [0166]. Vasilevsky includes storage among the resources allocated 

and deallocated to virtual servers and describes a mapping database that defines 

mappings of virtual resources to physical hardware, including physical storage 

devices such as disks. Id. That disclosure indicates that storage-related resources 

are part of the same managed resource universe from which unassigned resources 

are pooled and presented for assignment. A POSITA would also have understood 

that, when the user requests provisioning of virtual storage in the Hirschfeld-

Smith-Vasilevsky System, the system would present available storage-related 

virtual resources, such as virtual storage entities or logical storage units available 

for assignment, through the management pathway provided by the SCM and user 

interface. MS-1006, 6:28-63, 7:32-48; MS-1005, [0082], [0150], [0166]. In that 

way, the user receives an inventory of the virtual storage to support the requested 

provisioning. 

 Ground 2D: Claims 9 And 10 Are Obvious Over The 
Combination of Hirschfeld, Smith, And Fujuno  

1. Claim 9 

[9] The method of claim 1, wherein providing the virtual assets further 
comprise providing a logical network resource. 

262. The Hirschfeld-Smith-Fujino System would have provided a 

provisioned logical server (virtual asset) configured to utilize a software-defined 

representation of network connectivity. The SAN configuration information 

(logical network resource) specifies connectivity between host computers and 
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storage systems by identifying physical devices along the communication path, 

such as fiber channel switches and endpoint ports. MS-1006, 6:28-63, 10:32-56; 

MS-1008, 6:27-36, 7:35-43, 17:40-54. 

263. As I discussed for [1.1]-[1.5], Hirschfeld describes a virtualization 

environment in which logical servers are provided on physical servers under 

control of the SCM and are accessed as virtualized server instances within the 

managed logical server cloud. MS-1006, 6:28-63, 10:32-56. Hirschfeld also 

describes that logical server resources include network resources virtualized 

relative to the underlying physical-server resources. Id., 10:32-56. A POSITA 

would have understood from that architecture that providing the logical servers 

includes providing the network-side resources those logical servers use to 

communicate within the managed environment. This is because the logical servers 

are described as virtualized computing instances with their own virtualized 

resource sets. Network connectivity is part of the resource framework supporting 

those virtual assets because Hirschfeld treats network resources as among the 

resources virtualized for the logical servers so they can operate with virtual 

independence on shared infrastructure. Id. 

264. In the Hirschfeld-Smith-Fujino System, Fujino provides an example 

of a technique for representing network connectivity as a logical network 

resource. MS-1008, 5:31-45, 6:27-36, 7:35-43, 17:40-54. Fujino describes a SAN 
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architecture in which host-side computers communicate with storage systems 

through SAN infrastructure including fiber channel switches and ports. Id. The 

system maintains SAN configuration information identifying the physical devices 

along the communication path. Id. This SAN configuration information is a logical 

(or software-defined) representation of network connectivity because it captures 

the connectivity relationship in maintained information rather than requiring a user 

or administrator to work directly from the physical hardware layout itself. The 

represented communication path is still a network resource even though it is 

storage-oriented, because it defines how the provisioned logical server reaches 

storage over the networked SAN infrastructure. Id. 

265. A POSITA would have further understood that this software-defined 

SAN connectivity is provided as part of providing the virtual asset in the combined 

system. MS-1006, 10:32-56; MS-1008, 6:27-36, 7:35-43. Hirschfeld’s logical 

servers operate using virtualized resource sets (including network resources) while 

Fujino describes maintained SAN configuration information that specifies the 

underlying connectivity path used to reach storage resources. MS-1006, 10:32-56; 

MS-1008, 6:27-36, 7:35-43. In the combined system, the logical server’s ability to 

use storage network connectivity would therefore be supported by the software-

defined SAN connectivity information described by Fujino. This maintained 

connectivity information is an example of a logical network resource because it 
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provides the virtualized server environment with a defined network path in logical 

form while identifying the physical devices that implement that path. 

2. Claim 10 

[10] The method of claim 9, wherein providing the logical network resource 
further comprises mapping a logical network unit to a physical network 
device. 

266. The Hirschfeld-Smith-Fujino System provides a software-defined 

network path representation, such as information maintained in the SAN 

configuration information and related communication-path information (logical 

network unit). This information is associated with the underlying network 

hardware (physical network device), such as physical ports of the storage control 

device and intervening fiber channel switch hardware used to implement the 

communication path. MS-1006, 15:10-17; MS-1008, 6:27-36, 6:40-49, 7:35-43, 

27:27-41. 

267. As discussed for [9], Fujino describes maintaining SAN configuration 

information that defines connectivity between endpoints by identifying the 

physical devices along the path. MS-1008, 6:27-36, 7:35-43. Fujino also describes 

that the SAN may be constituted by a plurality of fiber channel switches and that 

the storage control device includes one or more physical ports for connecting to the 

SAN. Id., 6:27-49. A POSITA would have understood that the maintained path 

information is a logical network unit because it represents the communication path 
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in software or management information rather than as the bare physical hardware 

itself. This logical representation maps to physical network devices because the 

maintained information identifies the actual switches and ports that realize the 

represented path. Id., 7:35-43. 

268. Fujino further describes SAN configuration information that includes 

“an ID for the port of the storage control device 27, and one or more IDs 

corresponding respectively to the one or more FC-SWs existing between these 

ports.” MS-1008, 27:27-41. This is a mapping relationship because the logical path 

representation is defined by identifiers corresponding to the specific underlying 

physical devices used in that path. This is n association between the path as 

represented in the system’s management information and the particular physical 

network devices that implement it. The use of port IDs and FC-switch IDs ties the 

logical representation directly to the physical network hardware. Id. That is the 

type of relationship a POSITA would have recognized as mapping a logical 

network unit to a physical network device. 

269. Hirschfeld is consistent with the understanding discussed above 

because it describes that, when logical servers are moved or reconfigured, 

“network hardware mappings (e.g., port mappings) are modified as necessary to 

maintain the logical net configuration.” MS-1006, 15:10-17. A POSITA would 

have understood from Hirschfeld that the virtualization environment already 
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contemplates a relationship between logical network configuration and underlying 

physical network hardware. Fujino also provides an example of an implementation 

of this relationship by representing the communication path in maintained SAN 

configuration information tied to identified ports and switches.  

XI. CONCLUSION

270. For all the reasons I have noted in the foregoing paragraphs, claims 1-

14 of the ’915 patent are obvious in view of the references discussed above. 

271. I currently hold the opinions set expressed in this declaration. But my

analysis may continue, and I may acquire additional information and/or attain 

supplemental insights that may result in added observations. 
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