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CVE-2009-4849

4% Potential exploit

Multiple cross-site request forgery (CSRF) vulnerabilities in ToutVirtual VirtuallQ Pro 3.2 build 7882 and 3.5
build 8691 allow remote attackers to hijack the authentication of administrators for requests that (1) create a
new user account via a save action to tvserver/user/user.do, (2) shutdown a virtual machine, (3) start a virtual

machine, (4) restart a virtual machine, or (5) schedule an activity.
Source: MITRE
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CVE-2009-4848

4% Potential exploit

Multiple cross-site scripting (XSS) vulnerabilities in ToutVirtual VirtuallQ Pro 3.2 build 7882 and 3.5 build 8691
allow remote attackers to inject arbitrary web script or HTML via the (1) userld parameter to
tvserver/server/user/setPermissions.jsp, (2) deptName parameter to tvserver/server/user/addDepartment.jsp,
(3) ID parameter to tvserver/server/inventory/inventoryTabs.jsp, (4) reportName parameter to

tvserver/reports/virtuallQAdminReports.do, or (5) middleName parameter in a save action to
Source: MITRE
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