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LISTING OF CLAIMS 

Claim 1 

[1.pre] A method for on demand provisioning of virtual asset via a self-

service portal in a virtualization system, the method comprising: 

[1.1] providing a virtualization system that has an inventory that includes 

physical resources and virtual assets managed by a virtualization layer 

running on the physical resources;  

[1.2] wherein virtual assets are software instantiations of computer 

systems; 

[1.3] receiving a virtual asset provisioning request that specifies parameters 

to be considered for the virtual asset provisioning request; 

[1.4] receiving data on inventory available in the virtualization system; 

[1.5] automatically provisioning of a particular virtual asset to a particular 

physical resource in the virtualization system that matches the 

parameters in the virtual asset provisioning request; 

[1.6] assigning the provisioned virtual asset to the virtual asset provisioning 

request; and 

[1.7] providing user access to the provisioned virtual asset. 

Claim 2 
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[2] The method of claim 1 further comprising determining one or more 

performance metrics of the provisioned virtual asset. 

Claim 3 

[3] The method of claim 1 further comprising providing a user interface 

for submitting the virtual asset provisioning request. 

Claim 4 

[4] The method of claim 3, wherein providing the user interface further 

comprises providing a user interface to access one or more images in 

a virtual asset image repository. 

Claim 5 

[5] The method of claim 2, wherein determining the one or more 

performance metrics further comprises determining one or more real 

time performance metrics. 

Claim 6 

[6] The method of claim 1, wherein the inventory further comprises one 

or more application programs. 

Claim 7 
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[7] The method of claim 6, wherein one of the application programs 

comprises one of a network load balancer, a router, a firewall and a 

storage server. 

Claim 8 

[8] The method of claim 6, wherein one of the application programs 

comprises a network server. 

Claim 9 

[9.pre] An apparatus that performs automatic management of a virtualization 

environment in a computer network comprising: 

[9.1] a virtualization environment having a computer device with a 

processor and memory and a control center computer coupled to the 

computer device, 

[9.2] the virtualization environment having an inventory that includes 

network resources and virtual assets being software instantiations of 

computer systems hosted on the computer device and a virtualization 

layer executed by the computer device that manages the virtual assets; 

[9.3] the control center computer executing a virtual mapping layer that 

determines an inventory of network resources and virtual assets 

available to the virtualization environment, 
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[9.4] wherein the virtual mapping layer determines the inventory without 

regard to processors, operating systems, virtualization platforms, and 

application software of the virtualization environment; and 

[9.5] the control center computer executing a provisioning manager that 

communicates with the virtual mapping layer, 

[9.6] the processor being configured to receive a virtual asset provisioning 

request that specifies parameters to be considered for the virtual asset 

provisioning request, 

[9.7] automatically provision a particular virtual asset to a particular 

physical resource in the virtualization system that matches the 

parameters in the virtual asset provisioning request, 

[9.8] assign the provisioned virtual asset to the virtual asset provisioning 

request and provide user access to the provisioned virtual asset. 

Claim 10 

[10] The apparatus of claim 9, wherein the virtualization environment 

determines one or more performance metrics of the provisioned 

virtual asset. 

Claim 11 
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[11] The apparatus of claim 9, wherein the provisioning manager provides 

a user interface for submitting the virtual asset provisioning request. 

Claim 12 

[12] The apparatus of claim 11, wherein the provisioning manager 

provides a user interface to access one or more images in a virtual 

asset image repository. 

Claim 13 

[13] The apparatus of claim 10, wherein the virtualization environment 

determines one or more real time performance metrics. 

Claim 14 

[14] The apparatus of claim 9, wherein the inventory further comprises 

one or more application programs. 

Claim 15  

[15] The apparatus of claim 14, wherein one of the application programs 

comprises one of a network load balancer, a router, a firewall and a 

storage server. 

Claim 16 

[16] The apparatus of claim 14, wherein one of the application programs 

comprises a network server. 
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I. ASSIGNMENT 

1. I have been retained on behalf of Microsoft Corporation (“Microsoft”) 

to offer technical opinions related to 10,810,050 (“the ’050 patent”) (MS-1001). I 

understand that Microsoft is requesting that the Patent Trial and Appeal Board 

(“PTAB” or “Board”) to institute an inter partes review (“IPR”) proceeding of the 

’050 patent. 

2. I have been asked to provide my independent analysis of the ’050 

patent based on the prior art publications cited in this declaration. 

3. I received no compensation for this declaration beyond my normal 

hourly compensation based on my time actually spent analyzing the ‘050 patent, 

the prior art publications cited below, and issues related thereto, and I will not 

receive any added compensation based on the outcome of any IPR or other 

proceeding involving the ’050 patent. 

II. QUALIFICATIONS AND BACKGROUND INFORMATION 

4. I am over the age of 18 and am competent to write this declaration. I 

have personal knowledge, or have developed knowledge of these technologies 

based upon education, training, or experience, of the matters set forth herein. 

5. My qualifications are summarized here and explained in more detail 

in my curriculum vitae, which is attached as Appendix A to this report. Appendix 

A also includes a list of my publications and the cases in which I have testified at 
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deposition, hearing, or trial within the past four years. 

6. I am currently employed as a Professor of Computer Science at 

Harvard University. Specifically, I am the Thomas J. Watson, Sr. Professor of 

Computer Science in the School of Engineering and Applied Sciences. I joined the 

faculty at Harvard as an Assistant Professor in January 1999. I was promoted to 

Associate Professor in 2002 and to Professor in 2005. In 2010, I began a three-year 

term as Area Dean—equivalent to what other schools call Department Chair—of 

Computer Science and held that position through June 2013. I also served as Area 

Co-Chair of Computer Science for the 2018-2019 academic year. From August 

1996 to January 1999, I was employed as a Research Scientist at Digital Systems 

Research Center in Palo Alto, where my work included projects on algorithms for 

the Internet, including information retrieval on the Web, erasure codes, error-

correcting codes, on-line algorithms, and load balancing. 

7. I teach courses on various computer science topics to undergraduate 

and graduate students at Harvard. I have regularly taught the undergraduate class 

on algorithms and data structures. I have also regularly taught graduate level 

classes involving algorithms and data structures, that include topics related to 

machine learning. For example, in both courses I have covered the area of 

learning-augmented algorithms, where algorithms use predictions to improve their 

performance. 
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8. I earned my undergraduate degree in Mathematics and Computer 

Science from Harvard College in 1991, a Certificate of Advanced Study in 

Mathematics from Cambridge University in 1992, and a Ph.D. in Computer 

Science from the University of California at Berkeley in 1996. 

9. I have published over 250 research papers in computer science 

conferences and journals. I am listed as an inventor or co-inventor on 19 issued 

patents covering computer technology, and I am the co-author of a textbook 

entitled “Probability and Computing: Randomized Algorithms and Probabilistic 

Analysis” published by Cambridge University Press. In addition, I have consulted 

for several companies as a professor, such as Microsoft, Mitsubishi, Akamai, ITA 

Software, Adverplex, Fluent Mobile, and e-Harmony. 

10. I have received numerous professional recognitions from my peers. I 

am a Fellow of the Association for Computing Machinery (“ACM”) and a Fellow 

of the Institute of Electrical and Electronics Engineers (“IEEE”), both of which are 

the two primary professional organizations for computer scientists. ACM Fellows, 

for example, are described as follows: “ACM’s most prestigious member grade 

recognizes the top 1% of ACM members for their outstanding accomplishments in 

computing and information technology and/or outstanding service to ACM and the 

larger computing community.” See https://awards.acm.org/fellows (“About ACM 

Fellows”). My citation for my induction as an ACM Fellow is: “For contributions 
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to coding theory, hashing algorithms and data structures, and networking 

algorithms.” Among my awards, I shared in receiving the 2020 ACM Paris 

Kanellakis Theory and Practice Award for the discovery and analysis of balanced 

allocations, known as the power of two choices, and their extensive applications to 

practice. 

11. As mentioned, I am the co-author of a textbook entitled “Probability 

and Computing: Randomized Algorithms and Probabilistic Analysis,” which was 

published by Cambridge University Press. This textbook is used in advanced 

undergraduate or beginning graduate courses at Brown University, Harvard 

University, the University of California at Berkeley, the University of Victoria, 

Tufts University, the University of Massachusetts at Amherst, Purdue University, 

the University of Pennsylvania, and several other universities. The second edition 

added additional sections related to topics in machine learning. 

12. I have worked for many years on the foundations and applications of 

Artificial Intelligence, with recent research examining the ways to improve the 

efficiency, reliability, and security of modern AI computing systems, including 

using AI predictions to improve algorithms and data structures. My experience 

spans large language models (LLMs), distributed and federated learning, security 

issues, and specific applications such as AI systems and models for biological 

analyses. 



Declaration of Michael Mitzenmacher 

MS-1003 

13 

13. My curriculum vitae, included as an appendix to this declaration, 

includes a list of publications on which I am a named author. It contains further 

details regarding my experience, education, publications, and other qualifications 

to render an expert opinion in connection with this proceeding. 

14. In writing this Declaration, I have considered the following: my own 

knowledge and experience, including my work experience in the fields of 

computer network virtualization, automated deployment of virtual machines, and 

distributed systems administration; my experience in teaching those subjects; and 

my experience in working with others involved in those fields. In addition, I have 

analyzed the following publications and materials, in addition to other materials I 

cite in my declaration: 

15. I have reviewed the ‘050 patent (MS-1001), and excerpts of the 

prosecution history (MS-1002) of the ’050 patent. Among various textbooks, 

documents, and publications, I have also reviewed the following prior art 

references: 

 U.S. Pat. No. 7,577,722 (“Khandekar”) (MS-1004) 

 U.S. Pat. App. No. 2005/0044301 (“Vasilevsky”) (MS-1005) 

 U.S. Pat. No. 6,880,002 (“Hirschfeld”) (MS-1006) 

 U.S. Pat. App. No. 2002/0049803 (“Bandhole”) (MS-1007) 

 U.S. Pat. No. 7,457,925 (“Fujino”) (MS-1008) 
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 Int. Pat. Pub. No. WO 02/03220 (“Tremain”) (MS-1009) 

 U.S. Pat. App. Pub. No. 2014/0344462 (“Pabari”) (MS-1012) 

 U.S. Pat. App. Pub. No. 2015/0347167 (“Bonazzola”) (MS-1013) 

 U.S. Provisional App. No. 60/708,473 (MS-1014) 

 U.S. Pat. App. No. 15/201,087 (MS-1015) 

16. Counsel (Fish & Richardson) has informed me that I should consider 

these materials through the lens of one of ordinary skill in the art related to the 

‘050 patent at the time of the earliest possible priority date of the ‘050 patent, and I 

have done so during my review of these materials. I have been informed by 

Counsel to use the date of 8/15/2005 as the Priority Date. 

17. I have no financial interest in the outcome of this proceeding. I am 

being compensated for my work as an expert on an hourly basis. My compensation 

is not dependent on the outcome of these proceedings or the content of my 

opinions. 

18. My opinions, as explained below, are based on my education, 

experience, and expertise in the fields relating to the ‘050 Patent. Unless otherwise 

stated, my testimony below refers to the knowledge of one of ordinary skill in the 

art as of the earliest possible priority date. Any figures that appear within this 

document have been prepared with the assistance of Counsel and reflect my 

understanding of the ‘050 Patent and the prior art discussed below. 
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III. OVERVIEW OF CONCLUSIONS FORMED 

19. This declaration explains the conclusions that I have formed based on 

my analysis of all of the considered materials and my personal experience. To 

summarize those conclusions, based upon my knowledge and experience and my 

review of the prior art references listed above, I believe that: 

 Ground 1A: Claims 1, 3, 4, and 6-8 are anticipated by 

Khandekar  

 Ground 1B: Claims 9, 11, 12, 14, and 16 are obvious over 

Khandekar  

 Ground 1C: Claims 2, 5, 10, and 13 are obvious over the 

combination of Khandekar and Vasilevsky 

 Ground 1D: Claims 7 and 15 are obvious over the combination 

of Khandekar and Tremain  

 Ground 2A: Claims 1 and 3 are obvious over Hirschfeld  

 Ground 2B: Claims 2 and 5 are obvious over the combination 

of Hirschfeld and Vasilevsky 

 Ground 2C: Claims 6 and 7 are obvious over the combination 

of Hirschfeld and Tremain  

 Ground 3: Claims 9-16 are obvious over the combination of 

Pabari and Bonazzola 
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20. In support of these conclusions, I provide an overview of the 

references in Section X and more detailed comments regarding the anticipation and 

obviousness of claims 1-16 (“the Challenged Claims”) of the ’050 patent in 

Section XI. 

IV. LEVEL OF ORDINARY SKILL IN THE ART 

21. I have been informed that a person of ordinary skill in the art 

(“POSITA”) is a hypothetical person who is presumed to have the skill and 

experience of an ordinary worker in the field at the time of the alleged invention. 

Because I do not know at what date the invention as claimed was made, if ever, I 

have used the Critical Date of the ’050 patent as the point in time for claim 

interpretation purposes. My opinion does not change if the invention date is earlier. 

22. Based on my knowledge and experience in the field and my review of 

the ’050 patent and file history, I believe that a person of ordinary skill in the art in 

this matter would have had (1) a bachelor’s degree in computer science, computer 

engineering, electrical engineering, or a related field, and (2) two years of industry 

experience relating to virtual computing systems. A greater amount of education, 

i.e., a doctorate in an academic area or a related technical field, would compensate 

for fewer years of work experience. 

23. Based on my experiences, I have a good understanding of the 

capabilities of a POSITA. Indeed, I have taught, participated in organizations, and 
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worked closely with many such persons over the course of my career. Based on my 

knowledge, skill, and experience, I have an understanding of the capabilities of a 

POSITA. For example, from my industry experience, I am familiar with what a 

POSITA would have known and found predictable in the art. From teaching and 

supervising my post-graduate students, I also have an understanding of the 

knowledge that a person with this academic experience possesses. Furthermore, I 

possess those capabilities myself. 

V. LEGAL STANDARDS 

 Terminology 

24. I have been informed by Counsel and understand that the best 

indicator of claim meaning is its usage in the context of the patent specification as 

understood by one of ordinary skill. I further understand that the words of the 

claims should be given their plain meaning unless that meaning is inconsistent with 

the patent specification or the patent’s history of examination before the Patent 

Office. Counsel has also informed me, and I understand that, the words of the 

claims should be interpreted as they would have been interpreted by one of 

ordinary skill at the time of the invention was made (not today). The ‘050 patent 

was filed July 1, 2016, and claims priority to August 15, 2005, which I refer to as 

the “Critical Date” in this proceeding. Because I do not know at what date the 

invention as claimed was made, if ever, I have used the Critical Date of the ‘050 
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patent as the point in time for claim interpretation purposes. My opinion does not 

change if the invention date is earlier. 

 Legal Standards  

25. I have been informed by Counsel and understand that documents and 

materials that qualify as prior art can render a patent claim unpatentable as being 

anticipated or obvious. 

26. I am informed by Counsel and understand that all prior art references 

are to be looked at from the viewpoint of a person of ordinary skill in the art at the 

time of the invention, and that this viewpoint prevents one from using his or her 

own insight or hindsight in deciding whether a claim is anticipated or rendered 

obvious. 

 Anticipation 

27. I understand that patents or printed publications that qualify as prior 

art can be used to invalidate a patent claim as anticipated or as obvious. 

28. I understand that, once the claims of a patent have been properly 

construed, the second step in determining anticipation of a patent claim requires a 

comparison of the properly construed claim language to the prior art on a 

limitation-by-limitation basis. 

29. I understand that a prior art reference “anticipates” an asserted claim, 

and thus renders the claim invalid, if all limitations of the claim are disclosed in 
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that prior art reference, either explicitly or inherently (i.e., necessarily present). 

 Obviousness 

30. I understand that even if a patent is not anticipated, it is still invalid if 

the differences between the claimed subject matter and the prior art are such that 

the subject matter as a whole would have been obvious at the time the invention 

was made to a POSITA. 

31. I have been informed by Counsel and understand that a claim is 

unpatentable for obviousness and that obviousness may be based upon a 

combination of references. I am informed by Counsel and understand that the 

combination of familiar elements according to known methods is likely to be 

obvious when it does no more than yield predictable results. However, I am 

informed by Counsel and understand that a patent claim composed of several 

elements is not proved obvious merely by demonstrating that each of its elements 

was, independently, known in the prior art. 

32. I am informed by Counsel and understand that when a patented 

invention is a combination of known elements, a court determines whether there 

was an apparent reason to combine the known elements in the fashion claimed by 

the patent at issue by considering the teachings of prior art references, the effects 

of demands known to people working in the field or present in the marketplace, 

and the background knowledge possessed by a person having ordinary skill in the 
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art. 

33. I am informed by Counsel and understand that a patent claim 

composed of several limitations is not proved obvious merely by demonstrating 

that each of its limitations was independently known in the prior art. I am informed 

by Counsel and understand that identifying a reason those elements would be 

combined can be important because inventions in many instances rely upon 

building blocks long since uncovered, and claimed discoveries almost of necessity 

will be combinations of what, in some sense, is already known. I am informed by 

Counsel and understand that it is improper to use hindsight in an obviousness 

analysis, and that a patent’s claims should not be used as a “roadmap.” 

34. I am informed by Counsel and understand that an obviousness inquiry 

requires consideration of the following factors: (1) the scope and content of the 

prior art, (2) the differences between the prior art and the claims, (3) the level of 

ordinary skill in the art, and (4) any so called “secondary considerations” of non-

obviousness, which include: (i) “long felt need” for the claimed invention, (ii) 

commercial success attributable to the claimed invention, (iii) unexpected results 

of the claimed invention, and (iv) “copying” of the claimed invention by others. 

35. I have been informed by Counsel and understand that an obviousness 

evaluation can be based on a single reference or a combination of multiple prior art 

references. I understand that the prior art references themselves may provide a 
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suggestion, motivation, or reason to combine, but that the nexus linking two or 

more prior art references is sometimes simple common sense. I have been 

informed by Counsel and understand that obviousness analysis recognizes that 

market demand, rather than scientific literature, often drives innovation, and that a 

motivation to combine references may be supplied by the direction of the 

marketplace. 

36. I have been informed by Counsel and understand that if a technique 

has been used to improve one device, and a person of ordinary skill at the time of 

invention would have recognized that it would improve similar devices in the same 

way, using the technique is obvious unless its actual application is beyond his or 

her skill. 

37. I have been informed by Counsel and understand that practical and 

common sense considerations should guide a proper obviousness analysis, because 

familiar items may have obvious uses beyond their primary purposes. I have been 

informed by Counsel and understand that a person of ordinary skill looking to 

overcome a problem will often be able to fit together the teachings of multiple 

prior art references. I have been informed by Counsel and understand that 

obviousness analysis therefore takes into account the inferences and creative steps 

that a person of ordinary skill would have employed at the time of invention. 

38. I have been informed by Counsel and understand that a proper 
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obviousness analysis focuses on what was known or obvious to a person of 

ordinary skill at the time of invention, not just the patentee. Accordingly, I 

understand that any need or problem known in the field of endeavor at the time of 

invention and addressed by the patent can provide a reason for combining the 

elements in the manner claimed. 

39. I have been informed by Counsel and understand that a claim can be 

obvious in light of a single reference, without the need to combine references, if 

the elements of the claim that are not found explicitly or inherently in the reference 

can be supplied by the common sense of one of skill in the art. 

40. In sum, my understanding is that prior art teachings are properly 

combined where one of ordinary skill having the understanding and knowledge 

reflected in the prior art and motivated by the general problem facing the inventor, 

would have been led to make the combination of elements recited in the claims. 

Under this analysis, the prior art references themselves, or any need or problem 

known in the field of endeavor at the time of the invention, can provide a reason 

for combining the elements of multiple prior art references in the claimed manner. 

41. I have been informed by Counsel and understand that in an inter 

partes review, “the petitioner shall have the burden of proving a proposition of 

unpatentability,” including a proposition of obviousness, “by a preponderance of 

the evidence.” 35 U.S.C. §316(e). 
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 Enablement 

42. I have been informed by Counsel and understand that a patent 

specification must contain a written description of the invention and must enable a 

person of ordinary skill in the art to make and use the invention. I understand that 

enablement requires the specification to teach a POSITA how to make and use the 

full scope of the claimed invention without undue experimentation. 

43. I have been informed by Counsel and understand that the enablement 

requirement applies to the claims as they are written. That is, the specification must 

enable the scope of what the claims actually recite, not merely a preferred 

embodiment or a subset of the claimed subject matter. 

44. I have been informed by Counsel and understand that when evaluating 

whether a claim is entitled to the benefit of an earlier filing date in a priority chain, 

the specification of the earlier-filed application must provide written description 

and enablement support for the claims as they appear in the later-filed application. 

If the earlier specification does not provide such support for a particular claim 

limitation, I understand that the claim is not entitled to the benefit of the earlier 

filing date with respect to that limitation. 

 Priority Date  

45. Counsel has explained to me that in order for a claim of a patent to 

receive the benefit of a claimed priority date, a person of ordinary skill in the art, 
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reading the original disclosure associated with the claimed priority date, must 

immediately discern that the patentee possessed all features described in the claim. 

46. Counsel has also explained to me that entitlement to a filing date 

extends only to the subject matter that is disclosed; not to that which is obvious. 

The original disclosure must actually or inherently disclose the elements of the 

claim. 

VI. MATERIALS CONSIDERED  

47. My analysis and conclusions set forth in this declaration are based on 

my educational background and experiences in the field (see Section II). Based on 

my knowledge and experience, I am considered to be an expert in the field. Also, 

based on my knowledge and experience, I understand and know of the capabilities 

of persons of ordinary skill in the field around the Critical Date. 

48. As part of my independent analysis for this declaration, I have 

considered the following: the background knowledge/technologies that were 

commonly known to persons of ordinary skill in this art during the time before the 

Critical Date; my own knowledge and experiences gained from my work 

experience in the field of the ’050 patent and related disciplines; and my 

experience in working with others involved in this field and related disciplines. 

49. In addition, I have analyzed the publications and materials listed 

above. 
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50. My analysis and conclusions set forth in this declaration are based on 

the perspective of a POSITA.  

VII. THE ‘050 PATENT 

 Overview of the ‘050 Patent 

51. The ’050 patent describes a “Control Center” that provides 

“automated management of network-based virtual environments.” MS-1001, 6:38-

40. The Control Center computers “manages multiple resources” (e.g., blade 

servers and other network-based equipment) that “can be configured to support a 

variety of virtual assets, including desktop computer environments, data storage, 

application servers, routers, and the like.” Id., 7:2-3, 7:19-24. The Control Center 

also includes modular application components, including an “Asset Manager” and 

a “Provisioning Manager,” and also includes a “Virtual Mapping engine” that is 

“programmed to discover the physical resources” and “also the virtual resources, 

such as virtual servers, storage, desktops, and the like with which the Control 

Center has access.” Id., 7:38-52. The Asset Manager provides “visibility and 

management of all global virtual assets,” including “a global topology view and an 

inventory of virtual infrastructure from a central console,” and it supports 

“inventory reports at local, remote, and global context.” Id., 8:4-15.  

52. A Provisioning Manager facilitates provisioning through an 

automated workflow driven by user requests and informed by system inventory. 
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MS-1001, 8:17-26. This includes “an on-demand solution for provisioning of 

virtual assets for an automated workflow management,” including “allowing users 

to request and schedule their individual virtual asset needs” and to “prioritize and 

provision the required assets on demand.” Id., 8:17-22. Provisioning may also be 

provided in a portal-driven workflow, for instance, through a “portal for users’ 

virtual asset requests showing available virtual assets,” and enabling approval of 

provisioning processes while “keeping track of used and available assets.” Id., 

8:22-26. 

53. The ’050 patent specification’s disclosure is largely focused on an 

end-to-end, management-plane provisioning workflow within a “Control Center” 

rather than as a solution uniquely directed to post-provisioning access. MS-1001, 

3:45-67. As explained above, the ’050 patent specification includes techniques 

relating to “a virtual asset provisioning request” and associated sequencing for 

addressing this request. Id., Abstract, 23:44-45. This sequencing is reinforced by 

the description of the “Provisioning Manager” as “an on-demand solution for 

provisioning of virtual assets for an automated workflow management.” Id., 8:17-

19. 

 Prosecution History of the ‘050 Patent 

54. The ’050 patent issued on October 20, 2020 from U.S. Patent App. 

No. 15/201,087 (“the ’087 Application”). The ’087 Application was filed on July 
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1, 2016 as a continuation of U.S. App. No. 14/450,765 (issued as U.S. Pat. No. 

9,444,762), which is itself a continuation of U.S. App. No. 11/503,090 (issued as 

U.S. Pat. No. 8,799,431), and claimed priority to U.S. Provisional Application No. 

60/708,473, filed August 15, 2005. MS-1001; Cover. The filing history of the ’050 

patent is visually shown below: 

 

As shown above, U.S. Pat. No. 9,444,762 (which is a parent patent of the ’050 

patent) was published as a pre-issuance publication as U.S. Pat. No. 2014/0344462 

(“Pabari”; MS-1012).  

55. The prosecution of the ’087 Application included three Office 

Actions, all of which presented rejections based U.S. Pat. App. No. 2005/0044301 

(“Vasilevsky”) and U.S. Pat. App. No. 2003/0236882) (“Yan”).  

56. The Examiner issued a first Non-final Office Action on April 4, 2017. 
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MS-1002, 97-109. The Office Action included prior art rejections of claims 1-16 

based on Vasilevsky and Yan. 

 

MS-1002, 103 

57. The patentee filed a Response to Non-Final Office Action on October 

2, 2017. The patentee also amended claim 9 to address rejections cited in the first 

Non-Final Office Action:  
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MS-1002, 131 

The Response also included arguments seeking to distinguish claims 1 and 9 from 

the prior art of record:  
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MS-1002, 133-34 
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MS-1002, 134 

58. The Examiner issued a second Office Action on December 21, 2017. 

MS-1002, 14157. This Office Action also included prior art rejections based on 

Vasilevsky and Yan: 
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MS-1002, 148 

59. The patentee filed a Response to Office Action on January 7, 2019. 

MS-1002, 185-91. While no claims were amended in this response, the patentee 

submitted similar remarks seeking to distinguish the claims from the prior art of 

record:  
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MS-1002, 189-90 

60. Following this response, the Examiner issued a third Office Action on 

February 26, 2019. MS-1002, 193-208. Claims 1-16 were similarly rejected over 

Vasilevsky and Yan:  
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MS-1002, 200 

61. Following the third Office Action, the patentee submitted an Appeal 

Brief on March 26, 2020. MS-1002, 231-42. The patentee included similar remarks 

regarding purported distinctions from the prior art of record:  

 

MS-1002, 237 
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MS-1002, 238 

62. Following an Examiner Interview on May 29, 2020, the Examiner 

then issued a Notice of Allowance on June 18, 2020. MS-1002, 263-268. The 

Examiner identified the following reasons for allowance in the Notice of 

Allowance:  
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MS-1002, 268 

 Claim Interpretation 

63. In my opinion, the grounds discussed in Sections X and XI render the 

Challenged Claims obvious under any reasonable interpretation of the claim 

language, including plain and ordinary meaning. The analysis set forth in this 

declaration applies the following constructions discussed with Counsel. The 

constructions below are consistent with disclosure found in the ’050 patent, and 

demonstrate subject matter that falls within the meaning of these terms. The prior 

art analysis included below in Sections X and XI are consistent with these 

constructions. 
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Claim Term(s) Proposed Construction 

“control center 

computer” 

A computing device that is separate and 

distinct from the physical host machines 

being managed and is not itself deployed as 

a virtual asset 

See MS-1001, 5:62-6:31, 7:1-14 

“automatically 

provisioning” / 

“automatically 

provision” 

Determining without human intervention 

See, e.g., MS-1001, 4:16-39, 8:21-45 

“without regard to…” Irrespective of any 

See, e.g., MS-1001, 4:11-36, 6:42-63 

“virtual assets” Software instantiations of equipment objects 

that exist only within a virtual environment 

See, e.g., MS-1001, 6:32-37 

“physical resources”  Physical devices on the network, such as 

computers, printers, routers, and other 

tangible hardware 

See, e.g., MS-1001, 6:32-37 

“apparatus” A system with two or more devices 

See, e.g., MS-1001, 3:50-4:3, 9:45-67 

“network resources” Physical network infrastructure devices, 

including routers, switches, bridges, 

infiniband, wireless, radio, optical, and fiber 

channel equipment 
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See MS-1001, 2:10-26 

“software instantiations 

of computer systems” 

Software that can virtually perform 

functions of physical devices that can 

connect to computers 

See, e.g., MS-1001, 3:9-19, 9:62-10:17 

“real time performance 

metrics” 

Measurements regarding usage of virtual 

assets obtained on-demand 

See, e.g., MS-1001, 14:12-27 

“provisioning” / 

“provisioned” 

Associating a virtual asset to a particular 

physical computer resource 

See, e.g., MS-1001, 20:12-32 

“managed” / 

“manages” 

“A manages B” means A does B’s resource 

planning through one or more of (1) 

identification and management of network 

resources and virtual assets, (2) provisioning 

of virtual assets in response to network 

workflow demands, (3) dynamic 

deployment of virtual assets across the 

computer network, (4) performance 

measurement and reporting of resources and 

virtual assets, and (5) planning and 

forecasting of resource demands and asset 

utilization of the virtualization environment, 

such that the functions are carried out 

without regard to processors, operating 

systems, virtualization platforms, and 

application software of the virtualization 

environment. 

See, e.g., MS-1001, 4:16-39 
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“matches” Equating to an exact match, not meeting a 

minimum threshold 

See, e.g., MS-1001, 18:22-37 

 Priority Date Of Claim 9 

64. Based on the understanding specified in Section V.F, claim 9 of the 

’050 patent is not entitled to a priority date of August 15, 2005 (the filing date of 

U.S. Provisional Application No. 60/708,473, or MS-1014). The actual priority 

date of claim 9 is on October 2, 2017, when the patentee amended the original 

claim 9 that was originally filed with the ’087 Application on July 1, 2016, with 

the amended claim later issuing as claim 9. As discussed in more detail below, this 

amendment added a “processor” configuration that is now included in claim 9 (in 

its issued form). This “processor” configuration was not described or suggested in 

either of MS-1014 (August 15, 2005 Provisional Application) or MS-1015 (July 1, 

2016 Utility Application). 

65. I have reviewed (1) MS-1014 (August 15, 2005 Provisional 

Application) and (2) MS-1015 (July 1, 2016 Utility Application). I have also 

reviewed MS-1012 (November 20, 2014 publication of U.S. Application No. 

14/450,765, a prior-filed utility application included in the priority chain of the 

’050 patent). Based on this review, each document seems to be substantially 

similar in terms of their written description and their figures. For example, each of 
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MS-1014, MS-1002, and MS-1012 include the same 18 figures. See MS-1012, pp. 

2-19; MS-1014, 63-80; MS-1015, 40-57.  

66. I have also reviewed MS-1014, MS-1002, and MS-1012 as to how 

their disclosures specifically relate original claim 9 and amended claim 9 (which 

later issued as issued claim 9 of the ’050 patent).  

67. The final issued claim 9 was amended from original claim 9 that was 

filed with MS-1015 (July 1, 2016 Utility Application). Original claim 9 is 

reproduced below:  

 

MS-1002, 38 

68. As shown above, original claim 9 specified an “apparatus that 
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performs automatic management of a virtualization environment in a computer 

network.” The “apparatus” included various elements/limitations, including a 

“provisioning manager executed by a processor that communicates with the virtual 

mapping layer.” The same limitation also specifies that “the processor” is 

configured to (1) “receive a virtual asset provisioning request that specifies 

parameters to be considered for the virtual asset provisioning request,” (2) 

“automatically provision a particular virtual asset to a particular physical resource 

in the virtualization system that matches the parameters in the virtual asset 

provisioning request,” (3) “assign the provisioned virtual asset to the virtual asset 

provisioning request,” and (4) “provide a user access to the provisioned virtual 

asset.” These four operations are substantially similar to the operations recited in 

[9.6], [9.7], and [9.8] of issued claim 9.  

69. As noted in the image above, original claim 9 described the 

“processor” and used the transitional phrase “comprising” to include limitations 

that further included a “processor.” Based on this structure, a POSITA reading 

original claim 9 would have understood that the “processor” is an element of 

“apparatus,” and by logical extension, the “processor” is located within the 

“apparatus.”  

70. To understand the scope of “apparatus” recited in original claim 9, a 

POSITA would have looked to the textual descriptions of MS-1014 (August 15, 
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2005 Provisional Application) and MS-1015 (July 1, 2016 Utility Application). 

Based on these documents, a POSITA would have understood that the “apparatus” 

of claim 9 includes a centralized server that performs provisioning-related 

operations. This is because MS-1014 (August 15, 2005 Provisional Application) 

and MS-1015 (July 1, 2016 Utility Application) describe provisioning and 

management of virtual environments as being performed “through a Control 

Center application that provides an interface to virtualization environments in 

communication with the Control Center computer.” MS-1014, 7:7-20; see MS-

1014, 6:7-20. The Control Center computer includes components such as a 

“Provisioning Manager 206” and a “Virtual Mapping engine 216,” both of which 

correspond to elements of the “apparatus” recited in original claim 9 (i.e., the 

“provisioning manager” and “virtual mapping layer”).  

71. Based on the understanding discussed above, a POSITA would have 

also understood that the patentee claimed the four operations recited in original 

claim 9 (“receive…,” “automatically provision…,” “assign…” “provide…”) as 

being performed by a centralized server. This is because MS-1014 (August 15, 

2005 Provisional Application) and MS-1015 (July 1, 2016 Utility Application) 

each describe a system in which provisioning and management operations are 

performed by a centralized Control Center computer (e.g., Control Center A 110, 

Control Center B 112) that “executes application software and thereby manages 
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one or more virtual environments regardless of any underlying central processing 

unit (CPU) and regardless of any underlying operating system (OS) or 

virtualization platform software.” MS-1014, 11:10-12:14; see MS-1015, 8:8-9:2.  

72. The Control Center includes modular components such as a 

Provisioning Manager 206, which “provides an on-demand solution for 

provisioning of virtual assets for an automated workflow management” and 

provides “a portal for users’ virtual asset requests showing available virtual 

assets.” MS-1014, 16:15-17:9; see MS-1015, 11:19-12:4. The Control Center also 

includes a Virtual Mapping engine 216 “for determining the physical resources and 

virtual assets with which the Control Center will communicate.” MS-1014, 14:21-

15:15; see MS-1015, 10:16-30. These components are described as residing on and 

executing from the Control Center computer.  

73. MS-1014 (August 15, 2005 Provisional Application) and MS-1015 

(July 1, 2016 Utility Application) do not appear to describe any other apparatus 

that performs these provisioning and management operations. The host machines 

(computer devices 300) are described as physical resources managed by the 

Control Center, each hosting a virtualization layer and a Control Agent that 

“facilitates communication between the external Control Center components 204-

214 (FIG. 2) and the Virtualization Layer 322 of the host machine.” MS-1014, 

20:4-21; see MS-1015, 14:18-15:3. A POSITA would therefore have understood 
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the “apparatus” of original claim 9 to correspond to the Control Center computer, 

and the “processor” to be an element of the Control Center computer.  

74. As I previously discussed, the features included in issued claim 9 

(including those included in [9.1], [9.6], [9.7], and [9.8] were added via 

amendment in a Response filed on October 2, 2017. The amendment to claim 9 is 

reproduced below:  

 

MS-1002, 131 
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As shown above, the amendment to claim 9 introduced several changes relevant to 

the “processor” configuration. First, the amendment added the phrase “having a 

computer device with a processor and memory and a control center computer 

coupled to the computer device” to what is now [9.1]. This introduced both the 

“computer device with a processor” and the “control center computer” as distinct 

elements.  

75. The amendment also changed the provisioning manager limitation 

from “a provisioning manager executed by a processor that communicates with the 

virtual mapping layer” to “the control center computer executing a provisioning 

manager…that communicates with the virtual mapping layer.”  This change (a) 

deleted the phrase “executed by a processor” and (b) specified that the control 

center computer executes the provisioning manager. As a result of these changes, 

the only remaining antecedent for “the processor” in the provisioning manager 

limitation is “a processor” introduced in [9.1] as part of the “computer device” (not 

the “control center computer”). 

76. Based on my review of MS-1014 (August 15, 2005 Provisional 

Application) and MS-1015 (July 1, 2016 Utility Application), I did not identify any 

specific description corresponding to the specific amendments to claim 9 discussed 

above. As I discussed in paragraphs 70-73, MS-1014 (August 15, 2005 Provisional 

Application) and MS-1015 (July 1, 2016 Utility Application) attribute all four 
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provisioning operations to the Control Center computer and its modular 

components (e.g., Provisioning Manager 206, Asset Manager 204, Virtual 

Mapping engine 216), and does not describe any other apparatus that performs 

these operations. Users access the system “through Control Center computers,” 

which manage virtualization environments “regardless of any underlying central 

processing unit (CPU) and regardless of any underlying operating system (OS) or 

virtualization platform software.” MS-1014, 11:10-11:14; MS-1015, 8:8-9:2. 

77. Also as I discussed in Paragraph 70-73, the host machines (computer 

devices 300) are described as physical resources managed by the Control Center, 

with a Control Agent that performs local tasks at the Control Center's direction 

(e.g., “the Server makes the decisions and the request is sent to the Control Agent 

324 to perform the operation”). MS-1014, 26:4-5; MS-1015, 17:26-27. I did not 

identify any description within MS-1014 (August 15, 2005 Provisional 

Application) or MS-1015 (July 1, 2016 Utility Application) of the host machine’s 

processor receiving provisioning requests from users, selecting which virtual asset 

to provision to which physical resource, tracking the assignment of provisioned 

assets to requests, or providing user access to provisioned assets. Each of these 

operations is attributed to the Control Center computer and its components, not to 

the host machine or its processor. I was also unable to identify a description or 

suggestion of a configuration in which the host machine’s processor is configured 
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to independently and exclusively perform all four provisioning operations. 

78. Based on Counsel’s explanation regarding priority entitlement, I 

understand that this results in claim 9 lacking entitlement to the August 15, 2005 

priority date of MS-1014. If there is no entitlement to priority to August 15, 2005, 

the actual priority date of claim 9 is October 2, 2017 (when the patentee amended 

claim 9 to include the “processor” configuration similarly present in issued claim 

9). As a result, Pabari (MS-1012, which published on November 20, 2014) is 

available as prior art to claim 9 if its actual priority date is October 2, 2017. This is 

visually depicted in the chart below:  

 

As I discuss below in Section XI.A.1 (in addressing [9.6-[9.8]) and Section XI.G.1 

(addressing entitlement to priority), earlier applications may describe an 

architecture from which a POSITA could derive or find obvious a host-side 
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implementation of provisioning-related functions in a coupled system. But this 

does not mean those applications demonstrate possession of the later-claimed 

configuration for priority purposes. For priority entitlement, my understanding is 

that the question is whether the earlier disclosure itself would have conveyed to a 

POSITA that the patentee possessed the specific “processor” configuration recited 

in claim 9. For the reasons discussed above, MS-1014 (August 15, 2005 

Provisional Application) and MS-1015 (July 1, 2016 Utility Application) 

demonstrate that it did not. 

VIII. OVERVIEW OF THE PRIOR ART  

 Khandekar (MS-1004) 

79. Khandekar is focused on a VM provisioning architecture in which a 

user requests a computer having desired configuration characteristics through a 

centralized provisioning server. MS-1004, 9:65-10:4. Specifically, Khandekar 

describes that “the user console is preferably a web server,” and the user “interacts 

with [it] with any conventional web browser,” where the user can “custom-

provision a VM" or select a “pre-configured, instantly deployable VM.” MS-1004, 

13:66-14:3. Khandekar describes that a user submits configuration selections (e.g., 

OS configuration such as “hostname, IP address, MAC address”) and selects 

desired applications, and then “submits the request to the provisioning server,” 

which applies heuristics/rules to select an appropriate staged VM and an 
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appropriate host on which to deploy that VM. MS-1004, 9:65-10:42. 

80. Figure 2 shows an example of a system 800 used for provisioning:  

 

MS-1004, FIG. 2 

81. As shown above, Khandekar's VM provisioning environment allows 

one or more users 900 to communicate with the provisioning server 800 via a 

network 700. MS-1004, 9:46-64. The VM provisioning server (e.g., 800) includes 

a “user console 801” used to “present the various options to the user and to submit 

the selected options,” and may also include an “administration console 802” for 
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“monitor[ing] the operational state” and “maintain[ing] the database.” Id., 9:46-64, 

10:15-26. The provisioning server receives user input identifying desired 

configuration characteristics (e.g., operating system selections, application 

selections, and “OS configuration, for example, hostname, [and] IP address”) and 

applies a rules/heuristics component (e.g., heuristics engine 880) to “select the 

most appropriate VM from a library 830 of staged VMs” and to “select[] which 

host machine 1000, 1001 is most appropriate to provision and deploy the VM on.” 

Id., 9:65-10:42. 

82. Khandekar's host systems provide an execution platform for deployed 

VMs (e.g., VMx and VMy). Khandekar further describes that “any number of VMs 

may be deployed and loaded on a single host,” with VMs also capable of being 

migrated or copied between hosts (e.g., “virtual machine VMy is shown as having 

been migrated (or copied) from host 1000 to host 1001”). MS-1004, 10:50-60, 

12:57-13:8. Workflow components also support provisioning sessions, including a 

temporary usage area 860 that “holds the user input as well as the various 

temporary data needed while the provisioning task is in progress.” MS-1004, 

10:61-67, 11:1-10. A task manager 820 also initiates a “transaction” and “returns a 

task identifier” that can be used to "find out the progress of the task.” Id. 

83. Once the provisioning server provisions a VM on the selected host, 

Khandekar describes that “the user can then access the newly created VM via any 
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known remote access software,” including VMware remote console software. MS-

1004, 14:4-18. Khandekar also contemplates provisioning requests submitted 

programmatically, explaining that “software applications acting as a user interact 

with the provisioning server using a well-defined programmatic interface (API).” 

Id., 9:46-64. 

84. Khandekar is analogous prior art to the ’050 patent because it is in the 

same general field of endeavor, e.g., management of computer network 

virtualization environments. The ’050 patent describes centralized management 

through a Control Center providing functions, such as building an inventory of 

physical resources and virtual assets, provisioning virtual assets, and managing the 

virtualization environment across platforms. Khandekar also addresses centralized 

VM provisioning in which users interact with a provisioning server via a user 

console and provision VMs (including “instantly deployable” VMs). See MS-1004, 

9:65-10:14, 13:66-14:3. Khandekar also describes monitoring deployed VMs and 

taking management actions, such as migrating VMs based on host load, which 

reflects similar operational management concerns that would have been important 

to a POSITA working on the problems addressed in the ’050 patent. See id., 13:44-

56. 

 Hirschfeld (MS-1006) 

85. Hirschfeld describes a “virtualized logical server cloud” in which 
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users access logical servers through a portal-like user interface without needing to 

know the access information of the underlying physical servers. MS-1006, 4:37-52, 

6:64-7:30, 17:25-39. Although virtualization allows “multiple logical servers to 

override a physical server's attributes and share its resources” (id., 2:1-7) users 

historically “had to be aware of and have specific information about the underlying 

physical server to access the logical servers” (id., 2:8-35), such as the physical 

server's IP address/server name and port number, and incorrect access inputs could 

result in access being denied. MS-1006, 4:37-52, 6:64-7:30, 17:25-39. 

86. Hirschfeld identifies a desire “to completely separate logical servers 

from physical servers so that there is no permanent tie between physical and 

logical resources,” which enables physical servers to function as a resource pool 

that supports logical servers and allowing a logical server to be reallocated to a 

different physical server “without users experiencing any change in access 

approach.” MS-1006, 2:50-59. 

87. Hirschfeld also describes a server cloud manager (SCM) that provides 

a “web page portal or other access mechanism” for remote terminals to 

communicate with the logical server cloud, such that “a user of any remote 

terminal” may “login to and access any of the logical servers” via the user interface 

and SCM. MS-1006, 6:28-63. A user may employ a “local browser to access a web 

page” associated with the user interface, and the interface provides a “portal or 
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other interface” through which the user may access one or more logical servers 

based on permission (e.g., by “point and click” selection of a logical server 

graphic). Id., 6:64-7:30. 

88. Figure 1 shows an overview of a virtualized logical server cloud 

implemented with a server cloud manager: 

 

MS-1006, FIG. 1 

89. As shown above, Hirschfeld’s virtualized logical server cloud 101 

allows remote terminals 105 to access the system via an intermediate network 

system 103. MS-1006, 6:28-63. The environment includes one or more “logical 

servers 106” and a “bank of physical servers 108,” where each logical server “is 
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linked to and implemented on a corresponding one of the physical servers 108.” 

Id., 6:28-63. This architecture includes a server cloud manager (SCM) 102, which 

“interfaces and controls each of the logical servers 106 and the bank of physical 

servers 108.” Id., 6:28-63. The SCM 102 includes a “user interface (I/F) 104” that 

provides a “web page portal or other access mechanism” allowing a user to “login 

to and access any of the logical servers 106.” Id., 6:28-63. 

90. To manage the separation of logical and physical resources, the SCM 

102 utilizes a “user database 110” that “incorporates a mapping of users, the 

logical servers 106 and the physical servers 108.” Id., 7:32-48. This database 

maintains the “link information that maps each logical server 106 with one of the 

physical servers 108,” enabling the SCM to automatically access the appropriate 

physical server without the user needing to supply or be aware of physical server 

information. Id., 7:32-48; 7:49-62. 

91. Hirschfeld also describes a user database that “incorporates a mapping 

of users, the logical servers and the physical servers,” including “link information 

that maps each logical server” with a corresponding physical server, such that the 

SCM “automatically accesses the appropriate physical server corresponding to the 

selected logical server,” and the user “does not have to supply physical server 

information” and “does not even need to be aware of” physical-server 

access/location information. MS-1006, 7:32-62. Hirschfeld emphasizes that its 
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virtualization “enables a logical server to exist independent of a specific physical 

server,” with logical attributes “non-deterministically allocated to physical 

resources,” which creates a cloud of logical servers over one or more physical 

servers. Id., 17:9-24. 

92. Figure 2 illustrates the relationships between the logical servers 

forming a logical server cloud, the underlying bank of physical servers, and the 

server cloud manager. 

 

93. EX-1006, FIG. 2 

94. As shown above, Hirschfeld depicts a “logical server cloud 201” 

containing multiple “logical servers 106” that operate above a “bank of physical 
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servers 108.” MS-1006, 7:63-8:10. These layers are decoupled, such that “each of 

the logical servers 106 is non-deterministically linked to a corresponding physical 

server 108 as illustrated by a corresponding links 205 (illustrated by dashed lines).” 

Id., 8:1-10. This allows a logical server to be moved to a different physical server 

“without destroying the identity of the moved logical server 106 as determined by 

its ‘persistent attributes’.” Id., 8:11-38. The underlying physical servers 108 

provide the physical resources, including a “hardware layer 210” (which 

incorporates a “memory resource ‘M’ 223” and a “processor resource ‘P’ 225”) 

and an “operating system (OS) layer 212.” Id., 8:39-64. By maintaining the logical 

servers 106 in a separate cloud 201 connected only by the dashed links 205, Figure 

2 visually demonstrates how the system manages logical servers independently 

from the specific hardware and operating systems of the underlying physical 

servers. Id., 8:11-38; 8:39-64.  

95. Hirschfeld is analogous prior art to the ’050 patent because it is in the 

same general field of endeavor, e.g., virtualization technology and centralized 

management of virtualized servers. The ’050 patent generally relates to 

management of computer network virtualization environments. Hirschfeld 

similarly describes a server cloud manager (SCM) for a virtualized logical server 

cloud. See MS-1006, 11:45-57, 11:58-12:19. Hirschfeld also addresses problems 

aligned with scalable virtualization management (e.g., ensuring user access is 
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substantially unchanged when a logical server is reallocated to different physical 

servers) and describes SCM functionality to match demand. See MS-1006, 17:41-

49, 18:1-17. 

 Vasilevsky (MS-1005) 

96. Vasilevsky describes a virtualization architecture that allows for 

dynamic resource allocation and management in relation to executing virtual 

computing systems. MS-1005, [0070], [0072], FIG. 2. Figure 2 shows an example 

of a system for providing virtual services:  

 

MS-1005, FIG. 2 

97. As shown above, system 201 includes a manager 212 that manages 

the configuration of the system. MS-1005, [0070]. The manager 212 includes an 
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associated management database 213 that “stores information relating to the 

configuration of system 201.” Id. Manager 212 communicates with “management 

agent” (not shown) that is “executed by one or more virtual servers” for “the 

purpose of performing configuration changes, monitoring performance, and 

performing other administrative functions associated with system 201.” Id. This 

management architecture (including manager 212, management database 213, 

management agent) enables, for instance, dynamic resource management for 

virtual servers, including “changing the amount and allocation of resources, both 

actual and virtual…” Id., [0072]. 

98. Vasilevsky is analogous prior art to the ’050 patent because it is in the 

same general field of endeavor, e.g., networked computer systems used to provide 

resources in a data center using virtualization and management infrastructure. The 

’050 patent is directed to management of computer network virtualization 

environments. Vasilevsky addresses similar technical problems identified in the 

’050 patent specification, including that conventional data center configuration 

changes are often performed manually and can require interruption or reboot. See 

MS-1005, [0004], [0075]-[0079]. Vasilevsky also describes a management 

architecture employing a manager and management agents (including use of a data 

store) to control configuration of virtual/distributed servers, which is the same type 

of virtualization-environment management infrastructure a POSITA would have 
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consulted when addressing the ’050 patent’s centralized management 

objectives. See id., [0071]-[0074], [0080]. 

 Tremain (MS-1009)  

99. Tremain generally focuses on providing computer services to multiple 

customers using isolated virtual machines hosted on shared physical computers. 

MS-1009, Abst. Its disclosure recognizes that hosting multiple organizations on a 

single real server creates “security, manageability and availability issues,” which 

creates a need for “enhanced security isolation” to ensure that virtual servers and 

their data are “held isolated from each other.” Id., 4:6-19, 27:1-26. To address 

these vulnerabilities, Tremain describes deploying “[e]mbedded ‘virtual security 

firewalls’” to provide protection to the virtual servers and networks. Id., 32:7-11. 

These virtual security firewalls also consist of a “special firewall software 

application” and are “preferably implemented by a virtual machine on the real 

computer… running firewall software.” Id., 32:13-33:10. 

100. Figure 4 illustrates an example of a virtual apparatus arrangement 

utilizing a virtual security firewall to isolate and protect a customer's virtual 

network. 
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MS-1009, FIG. 4 

101. As shown above, Tremain describes creating a virtual server 32 that 

bridges a customer’s virtual network VNA to a virtual “super” network 35. MS-

1009, 67:1-26. To secure this environment, “[f]irewall operating systems and 

software are installed on the virtual server 32 and software is programmed with 

required access and logging rules.” Id. This reflects Tremain’s technique of 

deploying a special firewall software application onto a virtual machine to provide 

enhanced security isolation. 

102. Tremain is analogous prior art to the ’050 patent because it is in the 
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same general field of endeavor, e.g., providing and managing virtualized computer 

services over a network using virtual machines. The ’050 patent generally relates 

to management of computer network virtualization environments. Tremain 

similarly describes providing computer services to multiple customers by setting 

up at least one virtual machine for each customer on a real computer. See MS-

1009, Abst. Tremain also recognizes that conventional approaches to procuring 

and setting up new equipment and hosting infrastructures involves various 

challenges, which aligns with the enterprise-scale management challenges that 

would have been important to a POSITA working on the problems addressed in the 

’050 patent.  

 Pabari (MS-1012) 

103. Pabari is a patent application publication associated with US Patent 

No. 9,444,762, which is the parent of the ’050 patent. I understand that Pabari 

shares the same disclosure as the ’050 patent. 

 Bonazzola (MS-1013) 

104. Bonazzola describes a virtualization system in which a setup 

component 130 executes on a host machine’s processor to configure the host 

machine and locally provision a virtual machine without relying on a separate, 

dedicated management server. MS-1013, [0011]-[0013], FIGS. 1-3. The setup 

component 130 performs a configuration process in which a user provides storage, 
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network, VM, and management system configuration information, and performs an 

install process in which it uses the resulting installation settings to set up network 

connectivity, prepare storage, create and start a VM, install an operating system. 

Id., [0022]-[0026], [0030]-[0033]. These operations may be performed 

“automatically and without user involvement.” Id., [0024].  

IX. OVERVIEW OF THE PRIOR ART COMBINATIONS  

 The Combination Of Khandekar And Vasilevsky  

105. The Khandekar-Vasilevsky System would have combined 

Khandekar’s VM provisioning environment with Vasilevsky’s techniques for 

dynamic resource monitoring and allocation for virtualized resources. In the 

combined system, Khandekar’s provisioning server environment would be 

configured to incorporate (or operate alongside) a Vasilevsky-compatible manager 

and associated management database that communicate with management agents 

executing on provisioned VMs for performing configuration changes, monitoring 

performance, and performing other administrative functions. This management 

architecture would enable the provisioning environment to collect and maintain 

dynamic performance and loading information for executing virtualized instances 

(and/or their supporting hosts). The monitored information would be used as part 

of resource allocation and provisioning decisions in environments where host state 

information is maintained dynamically and resource reservations are performed via 
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APIs. See MS-1004, 12:57-13:8, 20:54-60; MS-1005, [0070], [0072], [0150].  

106. Khandekar provides a provisioning environment in which a 

provisioning server receives user requests through a console and uses dynamically 

maintained host state information to select an appropriate host. MS-1004, 12:57-

13:8, 20:54-60. Vasilevsky describes a manager (e.g., manager 212) that 

communicates with management agents “for the purpose of performing 

configuration changes, monitoring performance, and performing other 

administrative functions.” MS-1005, [0070]. In the combination, Khandekar’s 

provisioning server environment would have been configured to incorporate 

capabilities described Vasilevsky (e.g., for manager 212) so that performance-

related state information may be collected and used as part coordinating the 

provisioning of VM instances. MS-1004, 12:57-13:8, 20:54-60; MS-1005, [0070], 

[0072]. 

107. A POSITA implementing Khandekar’s provisioning workflows in 

larger-scale or more dynamic virtualized environments would have been motivated 

to look for techniques that (i) make physical-to-virtual resource relationships 

explicit, (ii) monitor real-time performance metrics, and (iii) permit flexible 

allocation/reallocation of resources during operation, including through 

UI/CLI/API-driven management. This is because Khandekar makes clear that its 

provisioning workflows rely on dynamically-maintained resource state 
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information. Specifically, “[i]nformation about the current state of the different 

hosts is preferably input dynamically into a database” used by its heuristics engine 

and the heuristics engine can “query[] the host via an API” and “[r]equest the host 

(using the API) to reserve the amount of memory and disk space required.” MS-

1004, 12:57-13:8, 20:54-60. 

108. A POSITA would have understood that these disclosures (which 

emphasize dynamic state tracking and API-driven resource reservation during 

provisioning) create a predictable need for administrable mechanisms for 

monitoring resource allocation as conditions change (e.g., during operation and 

across many provisioned assets). This would have led the POSITA to Vasilevsky, 

which identifies a limitation of conventional approaches and teaches provisioning 

in real-time without a restart of a virtual computing system. MS-1005, [0076]. 

109. A POSITA implementing Khandekar’s provisioning workflow would 

have been motivated to incorporate known virtualization management techniques 

that provide clearer visibility in how resources are consumed by virtual computing 

systems. MS-1004, 10:27-42, 21:26-31. Khandekar states provisioning decisions 

are resource-driven (e.g., a heuristics engine “determine[s] the [host] with enough 

memory and disk space,” and “request[s] the host (using the API) to reserve the 

amount of memory and disk space required”), and that provisioning is treated as an 

orchestrated, transaction-like workflow whose progress is monitored and 
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controlled through the provisioning server’s management plane. MS-1004, 20:54-

21:24. 

110. A POSITA would have been motivated to look for established 

approaches that improve resource monitoring for provisioned VMs. A POSITA 

would have found Vasilevsky (which describes a management agent that monitors 

performance metrics and maintains a mapping database) to be pertinent to the 

Khandekar System. MS-1005, [0084], [0150]. Incorporating those teachings into 

the system would have been a predictable, compatible refinement to Khandekar’s 

provisioning server (e.g., by incorporating functionality provided by Vasilevsky’s 

manager 212 and management database 213), because it supplies a well-known 

architecture for monitoring and managing resource allocations (e.g., disk/memory 

reservation and assignment)—allocations that Khandekar already leverages for its 

provisioning decisions and provisioning-related tasks. MS-1004, 9:46-64, 20:54-

60, 22:53-67. Moreover, to enable monitoring capabilities, each VM provisioned 

through Khandekar’s provisioning environment would similarly incorporate 

functionality associated with Vasilevsky’s management agent, thereby enabling 

communication with a manager within the provisioning server. 

111. In one example implementation, Khandekar’s provisioning server 

(e.g., 800) is configured to include (or operate in conjunction with) a Vasilevsky-

compatible manager (e.g., manager 212) and associated management database 
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(e.g., management database 213). In this example, management database stores and 

manages configuration and monitoring information for virtualized instances. MS-

1004, 9:26-32; MS-1005, [0070]. One or more management agents (executed by 

provisioned VMs) communicate with the manager “for the purpose of performing 

configuration changes, [and] monitoring performance,” thereby enabling the 

collection of performance and loading information associated with provisioned 

VMs. MS-1005, [0070], [0072]. 

112. In operation, a user would continue to submit a provisioning request 

through Khandekar’s user console 801 (e.g., by selecting an “instantly deployable” 

VM). MS-1004, 9:65-10:14, 13:66-14:3. The provisioning server would select an 

appropriate host and deploy the requested VM on that host (as described in 

Khandekar), including using the types of information described in Vasilevsky (e.g., 

dynamic resource allocation). MS-1004, 10:27-42, 12:57-13:8, 20:54-60; MS-

1005, [0072]. After deployment, deployed VMs and hosts “can be monitored,” 

including monitoring hosts for “load,” and the combined system would use the 

Vasilevsky-compatible management (and communications with management 

agents) to receive monitored “performance” and “loading” information for the 

executing VMs and/or their supporting hosts. MS-1004, 13:44-56; MS-1005, 

[0070], [0072].  
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MS-1004, FIG. 2 (modified to incorporate Vasilevsky’s teachings) 

113. Incorporating Vasilevsky’s teachings would have reflected an 

implementation for representing and controlling how virtualized constructs 

correspond to underlying physical resources (including during execution), while 

preserving Khandekar’s provisioning-server control plane and provisioning tasks. 

A POSITA would have also reasonably expected success in doing so because the 

combination amounts to using known virtualization-management techniques 

(physical-to-virtual mapping, programmatic allocation) to enhance a known VM 
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provisioning workflow that already operates through well-defined management 

interfaces to hosts and already contemplates computer-generated provisioning 

requests. 

 The Combination Of Khandekar And Tremain  

114. As discussed above, Khandekar teaches a provisioning workflow in 

which a user, through a browser-accessed console, selects (or customizes) a desired 

VM configuration and submits a provisioning request to a provisioning server. 

MS-1004, 9:65-10:14, 13:66-14:3. This customization allows the user to select 

specific software from an “Applications Library 850” to be installed unattended on 

the newly provisioned VM. Id., 18:57-19:2. Khandekar thereby provides 

provisioning techniques in which (i) virtual machines act as isolated, 

“selfcontained” computer systems, and (ii) a control-plane component manages the 

automated deployment of the user's selected operating systems and application 

software onto those VMs. Id., 5:25-36, 8:20-35. 

115. A POSITA seeking to implement Khandekar’s provisioning 

techniques would have recognized the benefits of enhancing security and network 

isolation of the deployed VMs, particularly in environments where multiple users 

or organizations share the underlying physical hosts over a network. Indeed, 

Khandekar explicitly contemplates these shared multi-user environments since 

“more than one virtual machine can normally be installed on a single host server.” 
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MS-1004, 5:37-49. In doing so, Khandekar emphasizes the importance of isolation 

and access control because shared VMs must be “fully isolated from other virtual 

machines installed on the same host” to ensure “there will be no loss of security.” 

Id. Khandekar also seeks to control network exposure, noting the ability to dictate 

whether a provisioned VM “can be reached from any other machine in the LAN” 

or if it “is not accessible on the LAN, so other machines in the LAN cannot get to 

it.” Id., 15:1-14. These disclosures would have thereby led a POSITA to seek 

modifications beyond Khandekar to ensure “no loss of security” and controlling 

network accessibility for shared hosts. 

116. In this respect, Tremain expressly identifies that, in conventional 

hosting deployments, having “multiple organisations sharing a single applications 

instance running on a single real server” or “multiple organisations, each with their 

own applications instance running on a single real server” “has associated security, 

manageability and availability issues.” MS-1009, 4:6-19. Tremain further describes 

that it is highly desirable to provide “enhanced security isolation” to ensure that 

virtual servers and their data are “held isolated from each other.” Id., 27:1-26. 

117. In seeking techniques that address these security and isolation issues 

in a virtualized environment, a POSITA would have found Tremain, which, like 

Khandekar, also focuses on hosting deployments having “multiple organisations 

sharing a single applications instance running on a single real server.” MS-1009, 
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4:6-19. Tremain further describes security features for these configurations by 

providing “embedded ‘virtual security firewalls’” designed to “provide protection 

to virtual servers and virtual networks.” Id., 32:7-11. These virtual security 

firewalls “consist of a special firewall software application which runs on a host 

operating system on a computer” and are “preferably implemented by a virtual 

machine on the real computer… running firewall software.” Id., 17:16-19. 

118. A POSITA would have viewed Tremain’s software-based virtual 

firewalls as a compatible enhancement to Khandekar’s application provisioning 

workflow because both references contemplate deploying software applications 

onto virtual machines to provide specific functional services to users over a 

network. Compare MS-1004, 9:20-21, 18:57-19:2 (provisioning VMs with 

customized application software), and MS-1009, 17:16-19, 69:22-70:2 (providing 

computer services by setting up virtual machines running specific software 

applications, including firewalls).  

119. To leverage Tremain’s software-based virtual firewalls within 

Khandekar’s provisioning framework, a POSITA would have modified the 

Khandekar System to include the firewall software as an available application 

program within Khandekar’s Applications Library 850. See MS-1004, 11:50-58, 

18:57-19:2; MS-1009, 15:16-16:9. This configuration advances Tremain’s stated 

objective of providing enhanced security isolation and protecting virtual networks 
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from unauthorized access, while remaining consistent with Khandekar’s 

architecture in which users submit provisioning selections to a centralized server to 

automatically install and configure desired software applications on their VMs. 

MS-1004, 5:25-36, 9:65-10:14, 18:57-19:2; MS-1009, 32:13-33:10, 45:7-23. 

120. Finally, a POSITA would have reasonably expected to succeed in 

combining the teachings of Khandekar and Tremain in the manner discussed 

above. Both references address virtualized computing environments in which 

software applications are deployed onto virtual machines hosted on physical 

servers. MS-1004, 5:25-36, 10:27-42; MS-1009, Abst. The combination simply 

involves applying Tremain’s teaching of a software-based virtual firewall to 

Khandekar’s existing Applications Library workflow, which already contemplates 

storing and automatically deploying a myriad of software applications (e.g., web 

servers, databases) onto provisioned VMs. MS-1009, 16:20-17:19, 20:15-21:10, 

22:15-23:9; MS-1004, 11:50-58, 18:57-19:2. A POSITA would have understood 

this as combining known elements (virtual machines, application libraries, and 

firewall software) according to known methods (automated software installation) 

to yield predictable results (a securely provisioned VM). 

 The Combination Of Hirschfeld And Vasilevsky 

121. The Hirschfeld-Vasilevsky combination would have integrated 

Hirschfeld's SCM-managed logical server cloud with Vasilevsky’s techniques for 
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dynamic resource monitoring and allocation for virtualized resources. In the 

combined system, Hirschfeld’s SCM framework would be configured to 

incorporate (or operate alongside) a Vasilevsky-compatible manager and 

associated management database that communicate with management agents 

executing on provisioned logical servers for performing configuration changes, 

monitoring performance, and performing other administrative functions. This 

management architecture would have enabled the SCM to collect and maintain 

dynamic performance and loading information for executing logical server 

instances (and/or their supporting physical servers). The monitored information 

would be used as part of resource allocation and redistribution decisions in 

environments where the SCM already tracks resource allocation data and 

redistributes resources based on demand and usage. See MS-1006, 2:63-3:11, 

12:21-43; MS-1005, [0070], [0072], [0150]. 

122. Hirschfeld provides a virtualization environment in which the SCM 

maintains status/instance information for logical servers, tracks resource allocation 

data (e.g., “the percentage of CPU time allocated to a particular logical server” and 

“the amount of memory available to a logical server”), and “may redistribute 

processor resources based on demand and usage.” MS-1006, 2:63-3:11, 12:21-43. 

123. Vasilevsky describes a manager (e.g., manager 212) that 

communicates with management agents “for the purpose of performing 
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configuration changes, [and] monitoring performance,” where resources are 

evaluated and adjusted based on the changing requirements of applications or 

operating systems, including “performance, loading, etc.” MS-1005, [0070], 

[0072]. In the combination, Hirschfeld's SCM would be configured to incorporate 

capabilities described in Vasilevsky (e.g., for manager 212) so that performance-

related state information may be collected and used as part of coordinating the 

management and provisioning of logical server instances. MS-1006, 2:63-3:11, 

12:21-43; MS-1005, [0070], [0072]. 

124. A POSITA implementing Hirschfeld’s SCM-managed logical server 

cloud would have been motivated to incorporate known virtualization management 

techniques that provide clearer visibility into how resources are consumed by 

logical servers executing on physical servers. Hirschfeld’s SCM already tracks 

resource allocation information (e.g., CPU cycles, memory) and redistributes 

resources based on demand and usage, but does not specifically describe dedicated 

mechanisms for collecting and evaluating runtime performance data from 

executing logical servers. MS-1006, 12:21-43. These disclosures (which emphasize 

resource tracking and demand-based redistribution) create a predictable need for 

administrable mechanisms for monitoring resource performance as conditions 

change (e.g., during operation and across many provisioned logical servers). This 

would have led a POSITA to Vasilevsky, which identifies a limitation of 



Declaration of Michael Mitzenmacher 

MS-1003 

75 

conventional approaches and teaches provisioning of computing resources in real-

time without a restart of a virtual computing system. MS-1005, [0076]. 

125. A POSITA would have found Vasilevsky (which describes a 

management agent that monitors performance metrics and maintains a mapping 

database) to be pertinent to the Hirschfeld System. MS-1005, [0084], [0150]. 

Incorporating those teachings into the system would have been a predictable, 

compatible refinement to Hirschfeld’s SCM framework (e.g., by incorporating 

functionality provided by Vasilevsky's manager 212 and management database 

213), because it supplies a well-known architecture for monitoring and managing 

resource allocations (e.g., allocations that Hirschfeld’s SCM already leverages for 

its resource tracking and redistribution functions). MS-1006, 12:21-43; MS-1005, 

[0070], [0072]. Hirschfeld’s existing agent-based architecture (in which PSAs and 

LSAs already communicate with the SCM to manage physical and logical 

attributes of logical servers) also provides a natural integration point for 

Vasilevsky’s management agents, because each logical server provisioned through 

Hirschfeld’s SCM framework would similarly incorporate functionality associated 

with Vasilevsky’s management agent, thereby enabling communication with a 

manager within the SCM. MS-1006, 3:50-65, 11:4-25, 11:27-43, 11:45-57. 

126. In one example implementation, Hirschfeld’s SCM is configured to 

include (or operate in conjunction with) a Vasilevsky-compatible manager (e.g., 
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manager 212) and associated management database (e.g., management database 

213). In this example, the management database stores and manages configuration 

and monitoring information for logical server instances. MS-1006, 2:63-3:11; MS-

1005, [0070]. One or more management agents (executed by provisioned logical 

servers) communicate with the manager “for the purpose of performing 

configuration changes, [and] monitoring performance,” which enables the 

collection of performance and loading information associated with provisioned 

logical servers. MS-1005, [0070], [0072]. 

127. In operation, a user would continue to interact with the SCM through 

a web page portal to initiate instancing functions (e.g., copy, move) for logical 

servers. MS-1006, 6:28-63, 7:22-30. The SCM would select a compatible physical 

server and associate the logical server with that host (as described in Hirschfeld), 

including using the types of information described in Vasilevsky (e.g., dynamic 

resource allocation). MS-1006, 8:11-38; MS-1005, [0072]. After provisioning, the 

SCM would use the Vasilevsky-compatible management architecture (and 

communications with management agents) to receive monitored “performance” 

and “loading” information for the executing logical servers and/or their supporting 

physical servers. MS-1006, 12:21-43; MS-1005, [0070], [0072]. 

128. Incorporating Vasilevsky's teachings would have reflected an 

implementation for representing and controlling how virtualized constructs 
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correspond to underlying physical resources (including during execution), while 

preserving Hirschfeld's SCM control plane and management functions. A POSITA 

would have also reasonably expected success in doing so because the combination 

amounts to using known virtualization-management techniques (performance 

monitoring, dynamic resource allocation) to enhance a known SCM management 

framework that already operates through well-defined agent-based interfaces to 

physical and logical servers and already contemplates resource tracking and 

redistribution. 

 The Combination Of Hirschfeld And Tremain  

129. The Hirschfeld-Tremain combination would have integrated 

Hirschfeld’s SCM-managed logical server cloud with Tremain's teaching of a 

software-based firewall implemented within a virtual machine. In the combined 

system, Tremain’s virtual firewall software would be made available as an 

application program within Hirschfeld’s logical server cloud, so that logical servers 

may be provisioned with firewall functionality to enhance the security and 

isolation of multi-tenant deployments in which multiple logical servers share 

underlying physical servers. See MS-1006, 2:1-7, 8:39-64, 10:9-31; MS-1009, 

17:16-19, 32:7-11, 32:13-33:10. 

130. Hirschfeld provides a virtualization environment in which multiple 

logical servers are hosted on shared physical servers, where each logical server 
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“operates substantially independent of other logical servers and provides virtual 

isolation among users.” MS-1006, 2:1-7. Hirschfeld also recognizes that the shared 

network “may include a firewall or the like associated with a particular network 

fabric, which provides an interface to the network system.” MS-1006, 8:39-64. 

Hirschfeld provides a multi-tenant virtualization architecture that contemplates 

both virtual isolation among logical servers and network-level security through 

firewalls, but does not specifically describe implementing firewall functionality as 

a software application running within a logical server. MS-1006, 2:1-7, 8:39-64. 

131. A POSITA seeking to implement Hirschfeld’s multi-tenant logical 

server cloud would have recognized the benefits of enhancing security and network 

isolation of the provisioned logical servers, particularly in environments where 

multiple users or organizations share the underlying physical servers over a 

network. Hirschfeld explicitly contemplates these shared multi-tenant 

environments and emphasizes the importance of virtual isolation among logical 

servers. MS-1006, 2:1-7. Tremain identifies that, in conventional hosting 

deployments, having “multiple organisations sharing a single applications instance 

running on a single real server” or “multiple organisations, each with their own 

applications instance running on a single real server” “has associated security, 

manageability and availability issues.” MS-1009, 4:6-19. Tremain further describes 

that it is highly desirable to provide "enhanced security isolation" to ensure that 
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virtual servers and their data are "held isolated from each other." MS-1009, 27:1-

26. 

132. In seeking techniques that address these security and isolation issues 

in a virtualized environment, a POSITA would have found Tremain, which, like 

Hirschfeld, focuses on hosting deployments in which multiple customers share 

physical server resources. MS-1009, 4:6-19. Tremain describes security features 

for these configurations by providing “embedded ‘virtual security firewalls’” 

designed to “provide protection to virtual servers and virtual networks.” MS-1009, 

32:7-11. These virtual security firewalls “consist of a special firewall software 

application which runs on a host operating system on a computer” and are 

“preferably implemented by a virtual machine on the real computer… running 

firewall software.” MS-1009, 32:13-33:10, 17:16-19. 

133. A POSITA would have viewed Tremain’s software-based virtual 

firewalls as a compatible enhancement to Hirschfeld's logical server cloud because 

both references contemplate hosting multiple virtual machines with independent 

operating systems and software applications on shared physical servers to provide 

services to users over a network. Compare MS-1006, 10:9-31 (logical servers with 

independent operating systems and software layers hosted on shared physical 

servers), and MS-1009, 17:16-19 (providing computer services by setting up 

virtual machines running specific software applications, including firewalls).  
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134. To incorporate Tremain’s software-based virtual firewalls within 

Hirschfeld’s system, a POSITA would have made the firewall software available 

as an application program within Hirschfeld's logical server cloud, so that logical 

servers may be provisioned with firewall functionality through the SCM’s existing 

management and instancing procedures. See MS-1006, 10:9-31, 15:23-67; MS-

1009, 32:13-33:10. This configuration advances Tremain’s stated objective of 

providing enhanced security isolation and protecting virtual networks from 

unauthorized access, while remaining consistent with Hirschfeld’s architecture in 

which the SCM manages the provisioning and association of logical servers (each 

executing independent operating systems and desired software applications) to 

physical servers. MS-1006, 2:1-7, 10:9-31; MS-1009, 32:13-33:10. 

135. A POSITA would have also reasonably expected to succeed in 

combining the teachings of Hirschfeld and Tremain in the manner discussed above. 

Both references address virtualized computing environments in which software 

applications are deployed onto virtual machines hosted on physical servers. MS-

1006, 10:9-31; MS-1009, Abst. The combination involves applying Tremain’s 

teaching of a software-based virtual firewall as a predictable application program 

within Hirschfeld’s logical server cloud, which already supports logical servers 

executing independent operating systems and desired software applications. MS-

1006, 10:9-31; MS-1009, 32:13-33:10. A POSITA would have understood this as 
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combining known elements (virtual machines, application software, and firewall 

software) according to known methods (provisioning logical servers with specific 

software applications) to yield predictable results (a securely provisioned logical 

server). 

 The Combination Of Pabari And Bonazzola  

136. The Pabari-Bonazzola System would have combined Pabari’s 

virtualization management architecture with Bonazzola’s techniques for local 

provisioning of virtual machines on host machines. In the combined system, 

Pabari’s computer device (e.g., computer device 300) would be configured to 

execute a local provisioning component similar to Bonazzola’s setup component 

130. The Bonazzola-compatible setup component within computer device 300 

would have been configured to receive user-specified configuration parameters 

(MS-1013, [0022], [0023]), configure storage and networking (id., [0024]), create 

and deploy a VM on the host machine (id., [0024], [0025]), and register the 

provisioned VM with a management system (id., [0026]). This local provisioning 

component would execute on the processor of the computer device (e.g., CPU 306) 

alongside Pabari’s Control Agent 324 and virtualization layer 322. This 

configuration would have provided provisioning-related operations being 

performed locally by the host device’s processor, rather than exclusively by the 

Control Center. See MS-1001, 9:39-61, 10:18-42, FIG. 3; MS-1013, [0011], 
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[0021]-[0026], FIGS. 2-3.1  

137. Pabari describes a Control Center application that manages 

provisioning of virtual assets across host machines through a Provisioning 

Manager 206 and other functional components (elements of the Control Agent 324 

separate from the computer device 300). MS-1001, 8:17-40, FIG. 2. However, 

Pabari does not describe or suggest how the processor of the computer device (e.g., 

CPU 306 of computer device 300) is itself configured to receive provisioning 

requests specifying configuration parameters, locally execute a provisioning 

workflow to deploy a virtual asset matching those parameters, associate the 

provisioned asset with the originating request, or independently provide user 

access to the provisioned asset. See MS-1001, 8:17-40, 10:18-42, FIG. 3. In 

Pabari’s architecture, these provisioning operations are attributable to the Control 

Agent 324 (not to the CPU 306 of computer device 300). 

138. Bonazzola describes a virtualization system in which a setup 

 

1 For simplicity, my analysis cites to MS-1001 (the ’050 patent specification) when 

addressing the disclosure of Pabari because the two share substantively identical 

disclosure contents. Pabari is a publication in the priority chain of the ’050 patent 

and contains the same specification text. Citations to MS-1001 in the context of 

this section therefore correspond to the same disclosure as would appear in Pabari. 
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component 130, executing on a host machine’s processor (e.g., processing device 

402), locally performs provisioning operations. MS-1013, [0011], [0021]-[0026], 

FIGS. 2-3. The setup component 130 receives configuration information from a 

user. This configuration information includes storage configuration (e.g., shared 

storage connection path, storage domain, datacenter name), network configuration 

(e.g., NIC information), VM configuration (e.g., memory size, number of virtual 

CPUs), and management system configuration (e.g., hostname, password). The 

setup component 130 uses this information to locally set up network connectivity, 

prepare storage locations for virtual disks, create and start a VM on the host 

machine, install an operating system, and register the host machine with a 

management system. Id., [0022]-[0026]. The setup component 130 also “performs 

the noted activities automatically and without user involvement.” Id., [0024]. 

Beyond this specific use case, a POSITA would have understood these local 

provisioning techniques to be applicable to provisioning of virtual assets generally, 

because Bonazzola’s management system 140 is described as capable of 

“provisioning new VMs” and “creat[ing] virtual machines” using “VM templates 

that are used for creating new VMs with predefined settings and preinstalled disk 

images.” Id., [0020]. 

139. A POSITA implementing Pabari’s virtualization management 

architecture would have been motivated to incorporate local provisioning 
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capabilities that enable the processor of a host device to locally execute 

provisioning operations that Pabari attributes to the Control Center. This is because 

Pabari's architecture already contemplates host devices with processors, 

virtualization layers, and Control Agents that facilitate communication between the 

host and the Control Center. See MS-1001, 9:39-61, 10:18-42). This creates an 

integration point for a local provisioning component. Bonazzola also identifies a 

benefit of local provisioning on host devices, as its approach “improve[s] 

virtualization systems by allowing the management system to be deployed using 

less hardware than previous implementations (as the management system is not 

utilizing a separate machine to execute).” MS-1013, [0013]. This configuration 

would have also reduced reliance on the Control Center for provisioning 

workflows, improved provisioning latency by enabling local execution on the host, 

and enabled provisioning in environments where connectivity to the Control 

Center is intermittent or unavailable. 

140. A POSITA would have found Bonazzola’s setup component 130 

(which receives configuration parameters and locally provisions a VM on the host 

machine’s processor) to be relevant to Pabari’s architecture. Incorporating those 

teachings into the system would have been a predictable, compatible refinement to 

Pabari's computer device, because it supplies a known mechanism for performing 

provisioning operations locally on a host device (operations that Pabari’s Control 
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Center already orchestrates remotely). MS-1001, 8:17-40; MS-1013, [0021]-

[0026]. Pabari’s agent-based architecture (in which the Control Agent 324 already 

communicates with the Control Center to manage the host’s virtualization layer) 

also supports Bonazzola’s local provisioning component, because the computer 

device’s processor already executes software that interfaces with both the 

virtualization layer and the Control Center. MS-1001, 10:18-42. 

141. In one example implementation, Pabari’s computer device 300 is 

configured to execute a Bonazzola-compatible setup component (e.g., setup 

component 130) on its processor (e.g., CPU 306). In this example, the setup 

component receives configuration parameters specifying how a VM should be 

provisioned on the host, generates installation settings based on those parameters, 

and locally provisions the VM by configuring storage, networking, and compute 

resources on the host machine. MS-1013, [0022]-[0024], [0030], FIGS. 2-3. After 

provisioning, the setup component registers the provisioned VM with the 

management infrastructure (e.g., by sending a command to add the host to a list of 

managed hosts and waiting for confirmation) and provides the user a temporary 

password for direct access to the VM. Id., [0025], [0026]. The Control Center 

would continue to provide centralized management functions (e.g., virtual 

mapping, capacity planning, performance management) as described in Pabari, 

while the host device’s processor would additionally be capable of locally 
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executing provisioning workflows. MS-1001, 7:33-56, 8:17-40. 

142. Incorporating Bonazzola’s teachings would have reflected an 

implementation for enabling host-local execution of provisioning operations within 

Pabari's existing virtualization management architecture, while preserving Pabari's 

Control Center management functions and overall system design. By enabling the 

processor of the computer device to locally perform the provisioning-related 

operations, the combination would have advanced Pabari's overall objective of 

providing automated management of virtualization environments across computer 

networks. See MS-1001, 3:45-65. A POSITA would have also reasonably expected 

success in doing so because the combination amounts to applying a known host-

level provisioning technique (Bonazzola’s setup component executing on the host 

machine’s processor) to a known virtualization management architecture (Pabari’s 

Control Center and host device arrangement) that already operates through well-

defined agent-based interfaces and already contemplates host devices with 

processors executing virtualization software. 

X. THE PRIOR ART ANTICIPATES CERTAIN CLAIMS  

 Ground 1A: Claims 1, 3, 4, 6-8 Are Anticipated By Khandekar  

1. Claim 1  

[1.pre] A method for on demand provisioning of virtual asset via a self-service 

portal in a virtualization system, the method comprising: 

143. If the preamble is treated as limiting, Khandekar describes an on-
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demand workflow where a user requests a virtual machine that exists only in a 

virtualization environment through a browser-accessed console and the system 

provisions that VM automatically. I refer to the general system described in 

Khandekar as the “Khandekar System” when convenient in what follows. In 

Khandekar, the “virtual asset” is a VM that is configured and deployed by the 

provisioning components without manual administrator steps once the request is 

made. The user makes the request through the user console (e.g., 801), which 

Khandekar describes as preferably operating as a web server accessed using a 

conventional web browser—i.e., a self-service portal. The provisioning occurs in 

the disclosed provisioning server/host environment (e.g., provisioning server 800 

interacting with hosts 1000/1001), which is a virtualization-based provisioning 

system of the type addressed by the claim. MS-1004, 1:12-14, 1:64-2:14, 5:25-28, 

9:20-25, 9:46-64, 11:20-35, 13:66-14:6, 15:29-39, 21:26-31, 22:35-51; see MS-

1001, 8:17-40. 

144. Khandekar’s stated objective is to reduce the manual effort associated 

with configuring a new computer and to enable deployment quickly through 

automation. From a POSITA’s perspective, that is an “on demand” provisioning 

model because the provisioning engine begins execution as a direct response to the 

user’s request and then carries the steps through to completion without requiring a 

human operator to perform the intermediate configuration tasks. MS-1004, 1:12-
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14, 1:64-2:14, 5:25-28, 9:20-25, 11:20-35, 15:29-39, 21:26-31. Specifically, 

Khandekar's technical disclosures focus on mitigating the manual “frustrations 

involved in configuring a new computer.” It describes overcoming prior art 

processes that are “difficult to automate completely” by offering a provisioning 

mechanism that “takes only a few seconds and the user can start using it almost 

instantaneously.” MS-1004, 1:12-14, 1:64-2:14, 11:20-35. A POSITA would 

recognize this automated workflow as on demand provisioning because the 

Khandekar System is designed to operate “with no need for human intervention.” 

Id., 5:25-28. These automated workflows, including Khandekar's “instant-deploy” 

and automated “custom-built” routines, represent examples of on demand 

operations. Id., 9:20-25, 15:29-39, 21:26-31. 

145. With respect to the “self-service portal” aspect, Khandekar explains 

that the user interacts with the provisioning server via the user console using a 

conventional web browser, and that through this interface the user can select a pre-

configured VM or initiate custom provisioning. A POSITA would understand this 

as a self-service web portal because it is the mechanism that exposes provisioning 

capabilities directly to the user in a controlled way, while the server-side system 

performs the provisioning actions across the host environment. Khandekar explains 

that the user interface is accessed through a user console (e.g., 801), which is 

“preferably a web server, with which the user interacts with any conventional web 
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browser.” MS-1004, 13:66-14:6. Through this interface a user “logs in to the 

provisioning server” and subsequently “can select any pre-configured” VM or 

choose to “custom-provision” a VM, which initiates provisioning operations. Id. A 

POSITA would understand that this type of user portal allows users to self-serve 

their own computing resource needs while working in the networked provisioning 

server and host environment. Id., 9:46-10:3, 22:35-51. The annotated version of 

Figure 2 below illustrates this architectural arrangement. 

 

MS-1004, FIG. 2 (annotated) 
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[1.1] providing a virtualization system that has an inventory that includes 

physical resources and virtual assets managed by a virtualization layer 

running on the physical resources;  

146. Khandekar discloses a system providing a hosted computing 

architecture in which a provisioning server 800 interacts with multiple host 

machines (e.g., 1000 and 1001) to deploy and manage virtual machines. This 

corresponds to the recited virtualization system, a virtualization-based provisioning 

environment of the type described in claim 1. The system includes a database (e.g., 

890) tracks resources of hosts (physical resources) and VMs (e.g., “Instantly 

deployable VMs” or “Staging VMs”) (virtual assets) that collectively represent 

inventory. Khandekar further explains that these resources are controlled through a 

virtual machine monitor (“VMM”), which a POSITA would understand as the 

virtualization layer executing on the hosts (which serve as the physical resources). 

MS-1004, 7:7-10, 7:28-38, 8:20-35, 9:26-32, 10:27-42, 13:17-29, 18:2-35. 

147. A POSITA would have understood that the term “inventory” includes 

“resources and assets in the virtualization system and information thereof.” For 

example, the ’050 patent specification describes “building an inventory of 

available physical resources and virtual assets” as the first step in the process of 

managing the virtual environment. MS-1001, 4:1-10. This description indicates 

examples of “inventory” involves a process of collecting and organizing 

information about resources and assets. Additionally, “an inventory of resources 
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and assets available at a network virtualization environment is determined” and 

that “prioritization is assigned to an inventory of available resources and assets.” 

Id., 4:11-35. Determining an inventory and assigning prioritization to it are 

operations performed on information about the resources and assets. 

148. Khandekar explains that a provisioning server (e.g., 800) coordinates 

provisioning across multiple hosts. MS-1004, 9:26-32, 10:27-42. Khandekar also 

describes a database (e.g., 890) that serves as a “central repository of data required 

by the various components.” Id., 18:2-5.The repository includes data structures 

identifying the available both hosts (representing physical resources) and “Staging 

VMs” or “Instantly deployable VMs” (representing virtual assets). Id., 18:6-42. In 

addition, Khandekar states that the database also keeps “information about the 

hosts available” and indexes the “VM configuration” for virtual assets. Id. 

149. Khandekar further describes that a “virtual machine monitor (VMM), 

is installed on each of a plurality of hardware hosts.” Id., 4:66-5:2. Khandekar 

explains that the VMM “virtualizes all, or at least some of, the resources of the 

machine” which is how a POSITA would understand the virtualization layer to 

operate in a virtualized hosting environment Id., 7:7-10. The VMM manages VMs 

by performing resource planning through the identification and management of 

network resources and virtual assets, e.g., by “schedul[ing] and handl[ing] all 

requests by its VM for machine resources.” Id., 7:24-38. 
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150. Khandekar also describes the VMM as carrying out these 

management functions in a way without regard to processors, operating systems, 

virtualization platforms, and application software. In particular, Khandekar 

explains that the VMM’s resource mapping “can be accomplished in a manner that 

is transparent to the VM, and that does not require modifications to either the guest 

OS…or to the underlying host operating system.” Id., 8:23-36. This allows VMs to 

migrate freely “even to other hardware and software platforms.” Id. Khandekar 

further notes that the VMM is executed on hardware since it is “usually a thin 

piece of software that runs directly on top of the host.” Id. In this disclosed 

architecture, the hosts (physical resources) run a VMM (virtualization layer) to 

support the virtual machines (virtual assets) that are tracked and maintained in the 

system’s database (inventory). 

[1.2]  wherein virtual assets are software instantiations of computer systems; 

151. In the Khandekar system, “Virtual Machines” or “VMs” (which are 

virtual assets) include software that can virtually perform functions of physical 

devices that can connect to computers (e.g., “software abstractions” or “software 

constructs”) (software instantiations of computer systems). MS-1004, 6:24-61, 

7:44-47. 

152. As I discussed for limitation [1.1], Khandekar describes a “virtual 

machine (VM)” as “a software abstraction—a ‘virtualization’—of an actual 
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physical computer system.” MS-1004, 6:24-27. In Khandekar, VMs include 

software constructs that emulate connected physical hardware, such as “optional 

virtual peripheral devices 340 (VDEVICES)” that are “implemented in software to 

emulate the corresponding components of an actual computer.” Id., 6:32-40.  

153. As another example, the system includes “device emulators 540 that 

emulate the characteristics of respective physical devices.” Id., 7:48-55. A 

POSITA would understand these “device emulators” as software components that 

replicate, in software, the behavior of corresponding physical devices. Because 

these emulators provide software-based implementations of device characteristics 

and functions that would otherwise be provided by physical computer hardware, 

they show the Khandekar VMs being implemented as software constructs. The 

VMs provided by the Khandekar System therefore include software that are 

examples of software instantiations of computer systems. 
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MS-1004, FIG. 2 (annotated) 

[1.3] receiving a virtual asset provisioning request that specifies parameters to 

be considered for the virtual asset provisioning request; 

154. In Khandekar, a user submits a provisioning request through the user 

console (e.g., 801). That submission initiates the process of provisioning a VM and 

therefore is an example of a virtual-asset provisioning request. The request can 

include user-selected hardware characteristics (e.g., memory and disk selections) 

as well as operating-system configuration information (e.g., hostname and IP 
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address), which Khandekar identifies as inputs, or parameters, used in provisioning 

the VM. MS-1004, 9:46-10:14, 14:31-64, 20:64-67. 

155. As I discussed for limitation [1.pre], in the Khandekar System, a user 

interacts with the user console 801 to initiate provisioning. MS-1004, 9:46-64. For 

example, Khandekar states that “[w]hen the user submits a request to provision a 

new VM, the provisioning engine requests that a new task be created.” Id., 20:64-

67. This request includes specific configuration details explicitly identified in 

Khandekar as parameters. For example, for custom-built VMs, the “user specifies 

the various (virtual) hardware components” and “[t]he various parameters that the 

user will normally need to specify” include “[t]he main memory (RAM),” the 

“number of disks,” and the “size of each disk.” Id., 14:31-64. Additionally, the user 

specifies the “desired OS configuration, for example, hostname, IP address.” Id., 

9:65-10:14. A POSITA would have understood that these user-selected hardware 

and OS inputs constitute “parameters to be considered” because they are the 

specific configuration details the provisioning engine uses to determine how the 

VM will be built, configured, and deployed. 

[1.4] receiving data on inventory available in the virtualization system; 

156. The Khandekar System receives “information about the current state” 

of hosts and VMs (which serves as data on inventory) available in the provisioning 

server environment (representing availability in the virtualization system). MS-
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1004, 13:1-4, 18:33-39, 20:54-62. 

157. As I discussed for limitation [1.1], in Khandekar, the system 

maintains inventory information in a database (e.g., Database 890). This includes 

“[i]nformation about the current state of the different hosts is preferably input 

dynamically into a database or other data structure in the heuristics engine 880.” 

MS-1004, 12:67-13:3. Khandekar also describes maintaining “information about 

the hosts available to deploy VMs on,” such as “[h]ardware configuration of the 

host (memory size, disk space, etc.).” Id., 18:33-39. 

158. Khandekar further describes how the system obtains this inventory 

information from the hosts. For example, the heuristics engine 880 can “[s]can the 

list of available host machines 1000, 1001, etc.,” and “determine the one with 

enough memory and disk space” by “querying the host via an API provided to 

manage VMs.” Id., 20:54-58. The host then responds by “[r]eturn[ing] the 

configuration of the host” back to the provisioning server. Id., 20:61-62. This 

exchange—querying hosts through a VM-management API and receiving each 

host’s current configuration in response—demonstrates the Khandekar System 

(and specifically the provisioning server) receiving up-to-date data about the 

available inventory in the provisioning environment. 

[1.5] automatically provisioning of a particular virtual asset to a particular 

physical resource in the virtualization system that matches the parameters 

in the virtual asset provisioning request; 
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159. The Khandekar System automatically configures and deploys a 

specific VM instance (e.g., VMx) (particular virtual asset) to a selected host (e.g., 

1000) (particular physical resource) in the provisioning environment 

(virtualization system) without human intervention (automatically provisioning). 

In doing so, the system can take into account requirements specified by the user in 

the provisioning request (e.g., operating system, desired RAM) (parameters in the 

virtual asset provisioning request), and the system can provision the VM to match 

the specified parameters (match[ed]) (e.g., VM having a specific OS with the 

amount of RAM as the desired RAM). MS-1004, 14:26-49. 

160. As I discussed for limitations [1.3], Khandekar explains that, for 

custom-built VMs, the user provides information about the “various (virtual) 

hardware components of a VM in order for the provisioning server to be able to 

create the VM.” MS-1004, 14:31-36. Khandekar gives examples of such request 

parameters, including “OS selection” (id., 14:26-29) and a desired amount of 

“main memory (RAM)” (id., 14:31-49). The Khandekar System uses those user-

specified inputs when constructing the VM image/instance, so that the provisioned 

VM matches the requested configuration, e.g., the same OS and the “desired 

amount of memory.” Id. This requires provisioning the VM to a suitable physical 

resource. In this way, the Khandekar System match[es], for example, the OS and 

RAM amount of the VM to the specific types specified in the provisioning request 
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(e.g., selected OS, desired amount of RAM). 

[1.6] assigning the provisioned virtual asset to the virtual asset provisioning 

request; and 

161. The Khandekar System associates (assign[s]) a deployed VM 

(provisioned virtual asset) to a specific transaction task and temporary usage area 

generated for a user-submitted request (virtual asset provisioning request). This 

reflects an example of assigning the provisional virtual asset to the virtual asset 

provisioning request. MS-1004, 10:61-67, 15:29-39, 19:20-25, 20:64-21:8, 21:39-

42, 21:50. 

162. As I discussed for limitation [1.3], the provisioning process in the 

Khandekar System is initiated by a user request. Once the request is received, “a 

new transaction is started in the task manager 820 and the user is returned a task 

ID.” MS-1004, 15:29-39; see 10:61-67. Khandekar further indicates that this task 

ID “identifies the task” associated with the specific provisioning request. Id., 

20:64-21:1-8. To carry out the request, Khandekar also describes creating “a 

temporary usage area 860 for the provisioning request that holds the user input as 

well as the various temporary data needed while the provisioning task is in 

progress.” Id., 10:61-67. 

163. Khandekar adds that “[f]or each VM in the process of being 

provisioned, a corresponding storage space 866 is preferably provided” within this 

temporary usage area. Id., 19:20-25. Khandekar also describes steps that the 
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provisioning server performs to map the requested VM to this, such as “[c]reat[ing] 

a new temporary usage area 860 for this task,” storing the user’s configuration 

choices, and creating the necessary files to “[c]opy the VM’s config file and the 

disk files to the host.” Id., 21:39-42, 21:50. Accordingly, by linking the creation 

and deployment of the specific VM to the dedicated temporary usage area and task 

ID generated for the user's submission, the Khandekar System assigns the 

provisioned VM (the provisioned virtual asset) to the user-submitted request (the 

virtual asset provisioning request). 

[1.7] providing user access to the provisioned virtual asset. 

164. The Khandekar System enables a user to access provisioned VMs 

(representing provisioned virtual assets) deployed on and running on the hosts 

through the interfaces disclosed for user interaction, including the user console and 

remote-access mechanisms. This is an example of providing user access to the 

provisioned virtual assets. MS-1004, 9:65-10:14, 13:66-14:18, 15:29-39, 20:64-

21:8, 21:9-15. For example, a user may use “remote access software” or “remote 

console software” to connect to a provisioned VM. MS-1004, 9:65-10:14, 13:66-

14:18, 15:29-39, 20:64-21:8, 21:9-15. 

165. Khandekar explains that the user connects to the provisioning server 

via the user console, which it describes as “preferably a web server…” MS-1004, 

13:66-14:3. Through this connection, the user can, for example, access VM-related 
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resources by selecting a pre-configured VM (e.g., an “instantly deployable” VM) 

or submitting configuration selections (e.g., OS configurations such as hostname, 

IP address, and virtual hardware parameters) for a custom-provisioned VM. Id.; 

see id., 9:65-10:14, 14:4-18. Khandekar further explains that after the request is 

submitted the system returns a task identifier, and the user can use the 

console/browser connection to check task status and, in some cases, abort the 

provisioning task before it completes. Id., 15:29-39, 20:64-21:8, 21:9-15. 

166. Khandekar also describes how the user is notified when provisioning 

is complete (e.g., “via the browser from which he submitted the request”). Id., 

15:29-39. And, once the VM is deployed, Khandekar explains that “[t]he user can 

then access the newly created VM via any known remote access software,” e.g., 

“…software available from VMware.” Id., 14:4-18. A POSITA would understand 

these disclosures as providing the user who submitted the request with the practical 

ability to connect to and use the provisioned VM, which is an example of 

providing user access to the provisioned virtual asset. 

2. Claim 3 

[3] The method of claim 1 further comprising providing a user interface for 

submitting the virtual asset provisioning request. 

167. The Khandekar System provides a user console (e.g., 801) that 

presents “dialogs” or web pages (which function as a user interface) to the user for 

“submit[ting] the selected options” to a provisioning server (corresponding to 
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submitting the virtual asset provisioning request). MS-1004, 10:15-26, 13:66-14:3, 

14:26-29, 15:16-28. 

168. As I discussed for limitation [1.3], the user console that is used to 

provide provisioning requests “is preferably a web server, with which the user 

interacts with any conventional web browser.” MS-1004, 13:66-14:3. To facilitate 

the request, Khandekar explains that “[a]ny conventional interface may be used in 

the user console 801 to present the various options to the user and to submit the 

selected options to the provisioning server.” Id., 10:15-26. Furthermore, “the 

console 801 preferably presents three primary dialogs for the user,” including a 

“Hardware Selection Dialog,” “OS Selection Dialog,” and “Application Selection 

Dialog.” Id., 14:26-29, 15:16-28. A POSITA would recognize these web-based, 

browser-accessed dialogs as standard examples of a user interface used to gather 

selections and submit a provisioning request to the server. 

3. Claim 4 

[4] The method of claim 3, wherein providing the user interface further 

comprises providing a user interface to access one or more images in a 

virtual asset image repository. 

169. The Khandekar System includes a user console 801 (user interface) 

that can present the user with a list of “staged VMs” or “instantly deployable 

VMs” whose underlying configurations are associated with image files (e.g., “disk 

image,” “ISO image,” “suspend-to-disk image file”) (corresponding to one or more 
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images). Khandekar also describes storing such VM resources and images in 

designated repositories or libraries (e.g., repository 840, “library of disk drive 

images”) (representing a virtual asset image repository) for user selection (which 

corresponds to access). MS-1004, 10:15-42, 13:66-14:3, 15:55-65, 17:31-59, 18:2-

15. 

170. As I discussed for claim 3, Khandekar explains that the user console 

used to provide provisioning requests “is preferably a web server, with which the 

user interacts with any conventional web browser.” MS-1004, 13:66-14:3. Through 

this interface, Khandekar explains that “a list of available staged VMs” can be 

presented for display” and that “the user may then select one of the VMs from the 

list.” Id., 10:15-26. These VMs are stored in designated repositories, such as a 

“library 830 of staged VMs” or an “instantly-deployable VMs repository 840.” Id., 

10:27-42, 18:14-15. Khandekar also associates deployable VM configurations to 

image files. For example, instant-deploy VMs stored in repository 840 include a 

“suspend-to-disk image file 844.” Id., 17:31-49. Users may also create a model 

VM from a “library of disk drive images” or install an OS from an “ISO image.” 

Id., 15:55-67. A POSITA would understand that presenting these selectable VM 

options through the browser-accessed console, where the underlying images are 

stored in the disclosed repositories/libraries, is an example of providing a user 

interface to access one or more images in a virtual asset image repository. 
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4. Claim 6 

[6] The method of claim 1, wherein the inventory further comprises one or 

more application programs. 

171. The Khandekar System maintains information within database 890 

(e.g., state information) (inventory) that tracks and includes data structures for 

“Applications” available for installation from a library (corresponding to one or 

more application programs). MS-1004, 18:24-26, 15:23-28, 18:57-19:2. A 

POSITA would understand that this is an example of an inventory that includes 

one or more application programs. 

172. As I discussed for limitation [1.1], the Khandekar System maintains 

an inventory using a database (e.g., 890). This database includes information, such 

as “Applications,” which is a “data structure [that] keeps information about the 

applications available for installation in a custom-built VM.” MS-1004, 18:24-26. 

This inventory data structure indexes an “Applications Library 850,” which is “a 

repository of the software and data needed to install an application 856 in a VM.” 

Id., 18:57-19:2. Khandekar also describes presenting an “Application Selection 

Dialog” through the user console 801, where the user “selects the applications he 

wants installed in the VM.” Id., 15:23-28. A POSITA would understand that in this 

arrangement, the system’s inventory database tracks available application software 

(programs), and additionally includes examples of one or more application 

programs. 
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5. Claim 7 

[7] The method of claim 6, wherein one of the application programs 

comprises one of a network load balancer, a router, a firewall and a 

storage server. 

173. The Khandekar System includes an “Applications Library” 

(application programs) with code for “database servers” (storage server). MS-

1004, 11:50-58, 23:11-20. Khandekar describes that a VM may run an application 

representing an “database server” thereby enabling access to a storage server. MS-

1004, 11:50-58; see id., 23:11-20. Because of the phrase “one of,” satisfaction of 

claim 5 does not mandate providing end user access to each of the enumerated 

elements recited in claim 7. 

6. Claim 8 

[8] The method of claim 6, wherein one of the application programs 

comprises a network server. 

174. The Khandekar System includes an “Applications Library” 

(representing application programs) with code for “web servers” or “database 

servers,” which are applications that serve data over a network (corresponding to a 

network server). MS-1004, 11:50-58, 23:11-20. In particular, a POSITA would 

understand those types of applications as network-facing server software that 

receives requests and provides data or services over a network, i.e., examples of a 

network server. 

175. As I discussed for claim 6, the system inventory includes an 
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“Applications Library 850” containing various software applications. Khandekar 

explains that this library “could contain code for any collection of the myriad of 

existing applications, from web servers, database servers, spreadsheets and word-

processing programs, to games and browsers.” MS-1004, 11:50-58. Additionally, a 

network of computers may be provisioned where “a developer wants to test his 

web application, which uses a web server on one computer, an application server 

on another, and a database server on yet another.” Id., 23:11-20. A POSITA would 

have understood that “web servers” and “database servers” are applications 

designed to process requests and deliver data across a network (e.g., providing web 

content or database query results to other machines), and thus represent examples 

of a network server under its plain and ordinary meaning. 

XI. THE PRIOR ART MAKES CERTAIN CLAIMS OBVIOUS  

 Ground 1B: Claims 9, 11, 12, 14, And 16 Are Obvious Over 

Khandekar  

176. A POSITA would have found it obvious that Khandekar’s 

provisioning server 800 is configured to operate as a centralized management 

apparatus in which the heuristics engine 880 and database 890 collectively function 

as a virtual mapping layer by supporting the orchestration of VM provisioning. 

This is supported by Khandekar’s disclosure, which explains that “[t]he 

provisioning engine is the component that ties together the various components 

described above.” MS-1004, 21:26-31. Khandekar also states that “[t]he database 
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890...is a central repository of data required by the various components of the 

provisioning server.” Id., 18:2-5. Additionally, “the provisioning server passes this 

information to the heuristics/rules engine 880, which then matches the information 

against the database 890 to select the appropriate host and the VM hardware 

configuration.” Id., 20:32-42. These descriptions collectively suggest that the 

configuration of the provisioning server 800 operating as a centralized 

management apparatus (and in which the heuristics engine 880 and database 890 

collectively support the orchestration of VM provisioning) is consistent with 

improvements provided by the invention disclosed in Khandekar. 

177. A POSITA would have also recognized that the integrated, centralized 

configuration discussed above (provisioning server 800 operating with 

provisioning engine 810, heuristics engine 880, and database 890 as coordinated 

components) is an available implementation reflected in Khandekar. See MS-1004, 

9:26-45, 21:26-34. This is consistent with Khandekar, which describes that the 

provisioning engine 810 “call[s] the heuristics engine 880, to determine the VM's 

hardware configuration and the host to deploy on,” and that the provisioning server 

passes user information to the heuristics/rules engine 880, which matches that 

information “against the database 890” to select the appropriate host and VM 

hardware configuration. Id., 20:32-42, 21:26-34. A POSITA would have 

understood these interactions among provisioning engine 810, heuristics engine 
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880, and database 890 as reflecting a coordinated provisioning workflow within 

provisioning server 800 for determining where and how VMs are allocated to 

available host resources. 

178. A POSITA would have also found it obvious that, when configured to 

operate as discussed above, the heuristics engine 880 and database 890 determine 

inventory irrespective of any specific processors, operating systems, virtualization 

platforms, or application software. Khandekar’s database 890 catalogs VMs across 

multiple operating systems (e.g., “Linux Red Hat, Windows 2000, Windows Me”) 

and a broad range of applications, e.g., “web servers, database servers, 

spreadsheets and word-processing programs, to games and browsers.” MS-1004, 

11:36-58. A POSITA would have understood that by cataloging VMs with diverse 

operating systems and application configurations as available options within the 

same system, Khandekar’s provisioning framework accommodates and supports 

provisioning across these different platforms. The provisioning environment is also 

designed to maintain inventory across heterogeneous operating system 

environments and heterogeneous application stacks. When the database is 

structured to track VMs and applications across that breadth of configurations, the 

inventory function operates at the management level across differing software 

environments rather than being constrained by any particular one of them. 

179. Khandekar also describes host selection in terms of generalized 
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resource availability rather than platform-specific identity. Khandekar explains that 

the heuristics engine scans “the list of available host machines” and determines 

“the one with enough memory and disk space to host the VM about to be created.” 

MS-1004, 20:54-58. This selection logic is directed to whether a host has sufficient 

available resources to satisfy the provisioning request, not whether the host 

corresponds to a particular processor family, operating system, or virtualization 

product label. When a management component chooses among candidate hosts by 

evaluating available memory and disk capacity, it is operating at an abstracted 

resource allocation level (rather than at the level of machine-specific 

implementation details). This supports the understanding that the inventory and 

selection functions of heuristics engine 880 and database 890 are applied 

irrespective of any particular processors, operating systems, virtualization 

platforms, or application software. 

180. Khandekar also reinforces that understanding by describing VM 

deployment as “substantially independent of the actual physical hardware 

configuration” so long as the VMM on each host “exports a known hardware 

interface to the VM deployed on it.” MS-1004, 13:17-35. The resource mapping 

can be performed transparently to the VM, without modification to the guest OS or 

underlying host operating system, such that VMs may “migrate freely, even to 

other hardware and software platforms.” Id., 8:20-35. This reflects a provisioning 
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architecture in which the management-side functions operate through a 

virtualization abstraction that masks underlying hardware and platform variation. 

In such an architecture, provisioning server 800 can determine available inventory 

and make allocation decisions irrespective of any (e.g., without being constrained) 

by the specific processors, operating systems, virtualization platforms, or 

application software on any given host. This is because the relevant management 

decision is made against abstracted resource and configuration information rather 

than against platform-specific implementation details. 

1. Claim 9 

[9.pre] An apparatus that performs automatic management of a virtualization 

environment in a computer network comprising: 

181. The Khandekar System (apparatus) would have included a 

provisioning server 800 configured to “automatically configure[] and deploy[]” 

virtual machines (perform[] automatic management) and hosts 1000, 1001 

connected via a network 700 (virtualization environment in a computer network). 

MS-1004, 5:25-36, 9:26-32, 10:50-60. The Khandekar System is an example of a 

system that includes two or more devices (e.g., server 800, host 1000).  

182. As I discussed for limitation [1.pre] in Ground 1A, the Khandekar 

System enables the “provisioning of computer systems using virtual machines.” 

MS-1004. The system includes, for example, a “VM provisioning server 800” that 

is “configured as a network server” and implemented using “conventional network 
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server technology.” Id., 9:26-32. This server automatically manages the 

environment by creating and deploying virtual machines “with no need for human 

intervention.” Id., 5:25-36. As shown in the annotated FIG. 2 below, provisioning 

server 800 is connected via a “network 700” to multiple “host” computers (e.g., 

1000, 1001). Id., 10:50-60. A POSITA would have understood that the Khandekar 

System provides a similar networked arrangement of a management server and 

hosts that support virtual machines, where the networked management server 

coordinates deployment of VMs onto host machine, as an example of a 

virtualization environment in a computer network. 

[9.1]  a virtualization environment having a computer device with a processor 

and memory and a control center computer coupled to the computer 

device, 

183. The Khandekar System would have provided a provisioning 

environment (virtualization environment) having hosts 1000, 1001 that include a 

CPU and RAM (computer device with a processor and memory), and a 

provisioning server 800 (control center computer) connected to the hosts via 

network 700 (coupled to the computer device). MS-1004, 5:59-67, 10:50-60. 

184. Khandekar describes deploying VMs onto “host” computers, such as 

hosts 1000 and 1001. MS-1004, 10:50-60. Khandekar further describes that the 

underlying hardware platform for such hosts includes “one or more central 

processors CPU(s) 110” and “system memory 112, typically implemented using 
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any of the various RAM technologies.” Id., 5:59-67. Based on this description, 

each host is an example of a computer device with a processor and memory 

because Khandekar identifies the host as the hardware platform on which the VM 

is deployed and describes the host hardware as including CPU and RAM 

components. Id. These hosts are part of the virtualization environment because 

they are the machines on which the virtual machines are instantiated and run. Id., 

10:50-60. 

185. Khandekar also describes that the provisioning server is “configured 

as a network server” and communicates with the hosts over the network. MS-1004, 

9:33-45, 10:50-60. Khandekar further describes that the provisioning server selects 

“which host machine 1000, 1001 is most appropriate to provision and deploy the 

VM on” and coordinates deployment of the VM to that selected host. Id., 10:27-42. 

From these descriptions, a POSITA would have understood that provisioning 

server 800 is an example of a control center computer because it performs 

centralized management and selection functions for the virtualization environment 

(rather than acting merely as a passive communication node). The provisioning 

server 800 is coupled to the host because it communicates with them over network 

700 and uses that connection to carry out provisioning and deployment operations 

directed to those host machines. Id., 9:33-45, 10:27-42. 

186. The coupling discussed above is also used for the provisioning 
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architecture described in Khandekar. MS-1004, 10:27-42, 19:33-45, 21:50-52. 

Khandekar describes a centrally managed workflow in which the provisioning 

server identifies a host, deploys a VM on that host, and invokes host-side interfaces 

to register the VM. Id. This architecture reflects a management relationship in 

which the control center computer is connected to the computer devices in a 

manner that allows it to direct provisioning actions within the virtualization 

environment.  

187. A POSITA would have understood that Khandekar’s provisioning 

server 800 is an example of the control center computer because, like the “Control 

Center” computers described in the ’050 patent, it is the centralized computer in 

the virtualization environment that performs the management-side functions 

recited in claim 9 (e.g., provisioning). The ’050 patent specification describes 

“Control Center computer” (e.g., 110) as having a “Virtual Mapping engine” for 

“determining the physical resources and virtual assets with which the Control 

Center will communicate.” MS-1001, 7:33-56. Additionally, a “Provisioning 

Manager” provides “an on-demand solution for provisioning of virtual assets for an 

automated workflow management,” including central management of available and 

used assets. Id., 8:17-40. Khandekar’s provisioning server 800 performs similarly 

types of functions, since its heuristics engine 880 selects “the most appropriate 

VM” and also “selects which host machine 1000, 1001 is most appropriate to 
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provision and deploy the VM on” (MS-1004, 10:27-42) while also coordinates the 

provisioning workflow and the deployed VMs are “installed for running” on the 

selected host (id., 10:50-60).  

188. Khandekar, the provisioning server 800 and hosts 1000, 1001 operate 

as a cooperating system connected via network 700, where provisioning operations 

involve coordinated activity between the two. MS-1004, 21:26-64, 20:54-62. For 

example, the provisioning engine 810 on the provisioning server calls APIs on the 

host to register a newly created VM, copies VM configuration and disk files to the 

host, and issues commands to power on the VM. Id., 21:50-55. The host executes 

the VM under the VMM and runs configuration scripts that configure the operating 

system parameters and install applications. Id., 21:55-60. In this way, both the 

provisioning server 800 and the host contributes processing steps to the 

provisioning workflow. 

189. The cooperative arrangement discussed above in Khandekar’s system 

is consistent with the architecture described in the ’050 patent specification. Figure 

3 of the specification depicts a computer device 300 that includes a CPU 306 and 

memory 308, alongside a virtualization layer 322 and a Control Agent 324. MS-

1001, 9:39-61, FIG. 3. The Control Agent 324 is described as facilitating 

“communication between the external Control Center components 204-214 (FIG. 

2) and the Virtualization Layer 322 of the host machine" and providing "a common 
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interface to the variety of virtualization software that might be available on the host 

machine.” MS-1001, 10:18-42. The specification also describes an embodiment in 

which “the Control Agent 324 can be integrated into the Control Center itself, such 

that the Control Center can communicate directly with the Virtualization Layer 322 

of the host machine.” MS-1001, 10:43-11:4. These disclosures reflect an 

architecture in which provisioning-related processing is not confined to a single 

device but is distributed across the control center computer and the computer 

device in a cooperative arrangement. This is the same type of cooperative 

architecture that Khandekar describes between provisioning server 800 and hosts 

1000, 1001. 

[9.2]  the virtualization environment having an inventory that includes network 

resources and virtual assets being software instantiations of computer 

systems hosted on the computer device and a virtualization layer executed 

by the computer device that manages the virtual assets; 

190. The Khandekar System would have provided a virtualization 

environment having an inventory in the form of database 890 that includes 

information identifying network resources and VMs (virtual assets being software 

instantiations of computer systems) hosted on hosts (computer devices), with a 

VMM (virtualization layer) executed by the hosts that manage the VMs. MS-1004, 

6:1-12, 7:7-27, 14:65-15:14, 18:2-41. 

191. As discussed for [1.1] and [1.2], Khandekar describes that the 

provisioning environment maintains information about hosts and VMs in a 
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database (e.g., database 890) and uses the information in connection with 

provisioning operations. MS-1004, 18:2-41. Khandekar also describes that a VM is 

a “software abstraction” of a physical computer system and that such VMs are 

deployed on hosts. Id., 6:24-42, 18:2-41. Based on this architecture, Khandekar’s 

virtualization environment includes an example of an inventory of the virtual 

assets because the system maintains tracked information about the available hosts 

and VMs as part of the provisioning environment’s managed state. The hosted 

VMs are examples of software instantiations of computer systems because 

Khandekar describes them as software abstractions of physical computer systems 

that run on the host. Id., 6:24-42. 

192. Khandekar further describes that a VMM is installed on each host and 

that the VMM “virtualizes all, or at least some of, the resources of the machine.” 

MS-1004, 7:7-27. The VMM is an example of the virtualization layer because it 

runs on the host and provides the software layer through which the host supports 

the VMs. The VMM manages the virtual assets because Khandekar describes the 

VMM as the component that virtualizes host resources for use by the VMs and 

thereby enables those VMs to operate on the computer device. Id. 

193. The Khandekar System also includes examples of network resources 

as part of the virtualization environment. MS-1004, 6:1-12, 14:65-15:14. 

Khandekar describes that the host hardware may include “any conventional 
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network interface device such as one or more cards 150” to enable communication 

and data transfer with external systems via network 700. Id., 6:1-12. Khandekar 

also describes that each provisioned VM is provided with one network card in a 

bridged mode so that the VM becomes available on the LAN.  

194. Additionally, the user may request configuration of additional 

network cards or host-only networking. Id., 14:65-15:14. The physical and virtual 

network-interface components are examples of network resources within the 

virtualization environment because they are network-capable resources used by the 

hosts and VMs to communicate within and beyond the virtualized system. They are 

also part of the environment’s inventory because Khandekar describes them as 

configurable and provisioned resources associated with the managed hosts and 

VMs. Id. For example, the system provides a default network card configuration, 

allows additional network card configuration, and supports alternative networking 

modes, which reinforces that these network interface resources are tracked and 

managed components of the virtualization environment.  

[9.3] the control center computer executing a virtual mapping layer that 

determines an inventory of network resources and virtual assets available 

to the virtualization environment, 

195. The Khandekar System would have provided a provisioning server 

800 (control center computer) that executes a heuristics engine 880 and maintains 

a database 890 (collectively virtual mapping layer) that determine, from tracked 
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information, available hosts, VMs, and network configurations in the virtualization 

environment (inventory of network resources and virtual assets available to the 

virtualization environment). MS-1004, 10:27-42, 13:1-8, 18:2-41, 20:32-62. 

196. As discussed for [1.1] and [1.4], Khandekar describes that database 

890 serves as a “central repository of data required by the various components” of 

the provisioning environment. MS-1004, 18:2-5. Khandekar further describes that 

the database includes tracked information for hosts, including hardware 

configuration such as memory size and disk space, as well as tracked information 

for staged VMs, instantly deployable VMs, and applications. Id., 18:6-41. This 

database information is an example of an inventory of virtual assets available to 

the virtualization environment because it identifies and maintains the host-side 

and VM-side information the provisioning server uses to determine what assets are 

available for provisioning and deployment. The inventory is a type of operational 

data structure used by the provisioning system to evaluate and select available 

resources within the virtualization environment. Id., 18:2-41. 

197. Khandekar also describes that the heuristics engine 880 “takes this 

user input and applies heuristics/rules to select the most appropriate VM from a 

library 830 of staged VMs” and “also selects which host machine 1000, 1001 is 

most appropriate to provision and deploy the VM on.” MS-1004, 10:27-42. 

Khandekar further describes that the heuristics engine scans “the list of available 
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host machines” and determines the one with enough memory and disk space to 

host the VM to be created by querying the host through an API. Id., 20:54-58. 

Based on these descriptions, a POSITA would have understood from those 

disclosures that the provisioning server 800 executes management logic that 

determines which virtual assets and supporting resources are available for use in 

the virtualization environment. Id., 10:27-42, 20:54-58. 

198. Khandekar additionally describes that “[i]nformation about the current 

state of the different hosts is preferably input dynamically into a database or other 

data structure in the heuristics engine 880.” MS-1004, 13:1-8. This host-state 

information is used to suggest components and VM properties that match user 

requests. Id. This dynamic host-state tracking reinforces that the heuristics engine 

880 and database 890 collectively determine the currently available inventory of 

resources in the environment because the system continually updates and consults 

current resource conditions in deciding which VMs and host resources are 

available for provisioning. This determination includes network resources because 

Khandekar describes configurable network-card settings for provisioned VMs and 

host-side network-interface hardware as part of the environment’s managed 

resources. Id., 6:1-12, 14:65-15:14. The combined operation of database 890 and 

heuristics engine 880 therefore represents an example of a virtual mapping layer 

executed by the provisioning server 800 (control center computer) that determines 
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the inventory of network resources and virtual assets available to the 

virtualization environment. 

[9.4]  wherein the virtual mapping layer determines the inventory without regard 

to processors, operating systems, virtualization platforms, and application 

software of the virtualization environment; and 

199. The Khandekar System would have provided a heuristics engine 880 

and database 890 (collectively virtual mapping layer) that determine the inventory 

of available hosts, VMs, and applications in a manner that is independent of 

specific processors, operating systems, virtualization platforms, and application 

software. MS-1004, 8:20-35, 11:36-58, 13:17-35, 18:2-41, 20:32-62. Khandekar 

describes a provisioning environment in which the database catalogs hosts, VMs, 

and applications across differing configurations and the heuristics engine 880 

selects among those available resources based on suitability for the requested 

deployment. Id. 

200. As discussed for [9.3], Khandekar describes that database 890 tracks 

hosts, staged VMs, instantly deployable VMs, and applications across a range of 

system configurations. MS-1004, 18:2-41. Khandekar also describes that the 

database catalogs VMs with “different operating systems such as Linux Red Hat, 

Windows 2000, Windows Me, etc., and/or different versions or releases of a single 

operating system.” Id., 11:36-49. The applications library also contains code for a 

wide range of applications, including web servers, database servers, spreadsheets, 
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word-processing programs, games, and browsers. Id., 11:50-58. A POSITA would 

have understood from those disclosures that the inventory is determined across 

multiple operating system and application software variants (rather than being tied 

to any one particular operating system or software package). This means that the 

heuristics engine 880 and database 890 (virtual mapping layer) determines what is 

available in the environment independently of (without regard to) any single 

specific operating system or application type. Id., 11:36-58, 18:2-41. The database 

890 is also organized to track heterogeneous VM and application options. 

201. Khandekar also describes that the heuristics engine 880 selects hosts 

by scanning “the list of available host machines” and determining the one with 

enough memory and disk space for the VM to be created. MS-1004, 20:54-58. This 

host selection logic is driven by resource availability (rather than by commitment 

to a particular processor architecture, operating-system identity, virtualization 

platform label, or application-software stack). When a system evaluates available 

hosts and deployable VMs based on resource sufficiency and requested 

characteristics, it is determining inventory availability at an abstracted 

management level rather than by requiring identity-specific matching to a single 

platform instance. Id., 10:27-42, 20:32-62. This is consistent with the concept of 

determining inventory without regard to processors, operating systems, 

virtualization platforms, and application software of the virtualization 
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environment. 

202. Khandekar also describes that “as long as the VMM on each host 

exports a known hardware interface to the VM deployed on it, then VM 

deployment will be substantially independent of the actual physical hardware 

configuration.” MS-1004, 13:17-35. Khandekar further describes that resource 

mapping may be accomplished transparently to the VM and without modification 

to either the guest OS or the underlying host operating system, allowing VMs to 

migrate freely even to other hardware and software platforms. Id., 8:20-35. This 

reflects an architecture designed to abstract provisioning and deployment away 

from particular processor and platform details because the VMM exposes a 

standardized interface to the VM while masking variation in the underlying 

physical and software environment. In such a system, the management side 

determination of available inventory operates without regard to those underlying 

processor, operating-system, and virtualization-platform differences in the sense 

that the system can evaluate and allocate available resources across heterogeneous 

platforms through the abstraction provided by the VMM. Id., 8:20-35, 13:17-35. 

203. A POSITA would have also understood that the a similar type of 

abstraction extends to application software. MS-1004, 11:50-58, 18:2-41, 20:32-

62. Khandekar’s database tracks applications as selectable inventory items and 

supports deployment of VMs with different software combinations. Id., 11:50-58, 
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18:2-41. Because the virtual mapping layer determines available inventory across 

many possible application configurations rather than being limited to one specific 

application environment, a POSITA would have understood that the inventory 

determination is made without regard to any particular application software of the 

virtualization environment. In that way, the heuristics engine 880 and database 890 

determine the inventory at the virtualization-management level across 

heterogeneous processors, operating systems, virtualization platforms, and 

application software. 

[9.5]  the control center computer executing a provisioning manager that 

communicates with the virtual mapping layer, 

204. The Khandekar System would have provided a provisioning server 

800 (control center computer) that executes a provisioning engine 810 

(provisioning manager) that interfaces and exchanges data (communicates) with 

the heuristics engine 880 and database 890 (collectively virtual mapping layer). 

MS-1004, 10:27-42, 20:32-42, 21:26-34. Khandekar describes that the 

provisioning engine 810 is a component that ties together the various components 

of the system and runs each user request as a separate provisioning process. Id., 

21:26-31. 

205. As discussed for [9.3], the heuristics engine 880 and database 890 

together determine the inventory of available hosts, VMs, and applications used in 

provisioning decisions. MS-1004, 10:27-42, 18:2-41, 20:32-42. Khandekar also 
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describes that, as part of the provisioning workflow, the provisioning engine 810 

“[c]all[s] the heuristics engine 880, to determine the VM’s hardware configuration 

and the host to deploy on.” Id., 21:33-34. A POSITA would have understood from 

that disclosure that the provisioning engine 810 communicates with the heuristics 

engine 880 because the provisioning engine 810 invokes the heuristics engine 880 

to obtain the information needed to carry out the provisioning operation. This 

communication is operational because the provisioning engine 810 depends on the 

heuristics engine’s output to determine how the requested VM should be 

configured and where it should be deployed. Id., 10:27-42, 21:26-34. 

206. Khandekar further describes that the heuristics engine 880 accepts 

user input and applies heuristics and rules to select the most appropriate VM and 

the most appropriate host by matching the user input against information in 

database 890. MS-1004, 10:27-42, 20:32-42. The provisioning engine 810 

therefore also communicates (directly or functionally) with database 890 through a 

provisioning workflow because the provisioning result returned to the provisioning 

engine 810 is derived from inventory and state information maintained in the 

database 890.  

207. The provisioning manager 810’s communication with the heuristics 

engine 880 and database 890 also need not require a separate standalone messaging 

component. The provisioning engine 810 calls the heuristics engine 880 and relies 
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on database-backed determinations through ordinary exchange of inputs, queries, 

and returned provisioning decisions. MS-1004, 10:27-42, 20:32-42. The 

provisioning engine 810 ties together the system components and runs each 

provisioning request as a coordinated process reinforces that understanding. Id., 

21:26-31. 

208. A POSITA would have further understood that this communication is 

part of a control center architecture because provisioning engine 810, heuristics 

engine 880, and database 890 are each described as components of the 

provisioning server environment that cooperate to execute provisioning requests. 

MS-1004, 10:27-42, 18:2-41, 21:26-34. In this arrangement, the provisioning 

manager 810 communicates with the heuristics engine 880 and database 890 by 

obtaining the host selection, VM selection, and configuration information needed 

to process each request.  

209. The provisioning engine 810 also coordinates with the hosts (e.g., 

1000, 1001) in executing each provisioning operation. MS-1004, 21:26-64. As 

described in the provisioning algorithm, after consulting the heuristics engine 880 

to determine the appropriate host and VM configuration, the provisioning engine 

810 proceeds to copy the VM’s configuration and disk files to the host, call the 

API on the host to register the new VM, connect the VM configuration floppy 

image to the VM, and call the API on the host to power on the VM. Id., 21:50-55. 
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Upon powering on, the configuration script in the VM executes on the host to 

configure operating system parameters and install applications. Id., 21:55-60. If 

any error occurs during this process, the provisioning engine calls the task manager 

to abort the task; when the configuration step successfully completes, the 

provisioning engine calls the API on the host to power the VM down and cleans up 

the temporary usage area. Id., 21:61-64. 

210. The provisioning workflow discussed above is an example where 

provisioning engine 810 orchestrates a sequence of operations that spans both the 

provisioning server 800 and the hosts (e.g., 1000, 1001), with each contributing 

distinct processing steps necessary to complete the provisioning workflow. The 

provisioning server contributes the steps of consulting the heuristics engine, 

selecting the host, creating the temporary usage area, and copying files to the host. 

The host contributes the steps of registering the VM through its API, executing the 

VM, running the configuration scripts that finalize the operating system and 

application settings, and returning status information that the provisioning engine 

uses for error handling and task completion. This is a cooperative processing 

arrangement in which the provisioning server and the computer collectively 

perform the provisioning workflow as participants whose processing contributions 

are coordinated through the provisioning engine’s orchestration. 
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[9.6] the processor being configured to receive a virtual asset provisioning 

request that specifies parameters to be considered for the virtual asset 

provisioning request, 

211. In the Khandekar System, the provisioning server 800 would have 

been configured to receive a user-submitted request via a user console (receive a 

virtual asset provisioning request). The request specifies information, such as 

operating system selection, memory, disk, hostname, and IP configuration used in 

provisioning the VM to host resources (parameters to be considered for the 

virtual asset provisioning request). MS-1004, 9:46-10:14, 14:31-64, 20:64-67. 

212. The “processor” configuration described in [9.6] (and the 

corresponding operations in [9.6], [9.7], and [9.8]) would have been understood to 

encompass a complement of processing capabilities distributed across the 

computer device and the control center computer. This includes a coordinated 

processor configuration distributed across the computer device and the control 

center computer. This is because, as I discussed in Section VII.D, the language 

used in original claim 9 in view of MS-1014 (August 15, 2005 Provisional 

Application) and MS-1015 (July 1, 2016 Utility Application) suggests that patentee 

originally wanted to claim a processor of a Control Center computer (i.e., a 

centralized server) as perform the operations recited in [9.6], [9.7], and [9.8]. 

However, patentee’s amendment to claim 9 changed this so that the “processor” is 

of the “computer device” and not the “control center computer.” To reconcile this 
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divergence in scope, a POSITA would have looked to the disclosures of MS-1014 

(August 15, 2005 Provisional Application) and MS-1015 (July 1, 2016 Utility 

Application) and in doing so, would have found teachings rendering obvious a 

complement of processing capabilities distributed across the computer device and 

the control center computer. 

213. More specifically, MS-1014 (August 15, 2005 Provisional 

Application) and MS-1015 (July 1, 2016 Utility Application) describe a host 

machine’s processor as executing complementary local operations (e.g., registering 

VMs, executing configuration scripts, installing applications) at the Control 

Center’s direction. From these disclosures, a POSITA would have understood that 

the operative steps recited in [9.6]-[9.8] are drafted with sufficient breadth that 

they would have been obvious at each of the host and provisioning processors, as 

those coupled processors operate in coordination with one another.  

214. As I explained in Section V.E, I understand that a patent specification 

must enable a POSITA to make and use the full scope of the claimed invention, 

and that this enablement requirement applies to the claims as they are written. As I 

noted above, MS-1014 (August 15, 2005 Provisional Application) and MS-1015 

(July 1, 2016 Utility Application) do not themselves attribute the four provisioning 

operations to the host machine’s processor. Those operations are described only as 

functions of the Control Center computer. Despite this, the patentee chose to 
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amend the original claim 9 to attribute those operations to “the processor” of the 

“computer device” (host machine) and advanced the amended claim on the basis of 

MS-1014 (August 15, 2005 Provisional Application) and MS-1015 (July 1, 2016 

Utility Application). 

215. From this, patentee’s amendment reflects its view that the disclosures 

of MS-1014 (August 15, 2005 Provisional Application) and MS-1015 (July 1, 2016 

Utility Application) were sufficient to enable a POSITA to make and use a system 

in which the host’s processor is configured to perform the four provisioning 

operations even though MS-1014 (August 15, 2005 Provisional Application) and 

MS-1015 (July 1, 2016 Utility Application) attribute those same operations to a 

central management computer. If that is the case (that is, if disclosure attributing 

provisioning functions to a central computer is sufficient to teach a POSITA how 

to implement those functions at a coupled host processor), then Khandekar’s 

disclosure, which similarly describes a centralized provisioning server performing 

provisioning operations in coordination with host computers, would likewise be 

sufficient to teach a POSITA how to make and use the “processor” configuration 

recited in [9.6]-[9.8]. A POSITA would have therefore found the “processor” 

configuration recited in [9.6]-[9.8] obvious in view of Khandekar, because 

Khandekar provides the same type of disclosure that the patentee itself regarded as 

sufficient to enable the claimed subject matter. 
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216. For the reasons discussed above, a POSITA reading the claim 

language of [9.6], [9.7], and [9.8] would understand that, in a coordinated 

provisioning workflow, the host’s processor may satisfy those limitations by 

performing its own corresponding local provisioning acts within the broader 

workflow, even where initiation, selection, or higher-level orchestration is 

performed by the provisioning server.  The claim language reasonably 

encompasses host-side processor participation of the type described in 

Khandekar’s distributed provisioning workflow. 

217. A POSITA would have understood that Khandekar describes a 

provisioning server 800 and host computers (e.g., 1000, 1001) that operate as part 

of a distributed computing system in which provisioning operations involve 

coordinated activity between both components. After the provisioning server 

selects a host and determines the VM configuration, the provisioning server 

transmits provisioning-related data (e.g., VM configuration files, disk files) to the 

selected host and invokes host-side APIs to complete deployment operations. MS-

1004, 21:50-60. The host is configured to execute complementary operations of 

those orchestrated by the provisioning server, including registering the VM 

through a local API, executing configuration scripts that finalize OS parameters, 

and installing user-selected applications. Id. This means that the host’s processor 

performs provisioning-related operations that are initiated by and coordinated 
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through the provisioning server, rather than operating independently of it. 

218. Khandekar's distributed provisioning architecture also reflects a well-

known pattern in virtualization environments by the Critical Date. For example, 

Vasilevsky describes a management architecture in which “commands originate 

with the management server and are sent to the management agent.” MS-1005, 

[0088]. These commands include “distributed server operations, instructions to add 

or remove a node, processor, memory and/or I/O device, instructions to define or 

delete one or more virtual servers, a node configuration request, virtual server 

operations, status and logging instructions, heartbeat messages, alert messages, and 

other miscellaneous operations.” Id. In Vasilevsky's architecture, the management 

server specifies the operations to be performed, and the management agent 

(executing locally on the host node) implements those operations at the host level. 

This is the same type of server-initiated, host-executed coordination that 

Khandekar describes for its provisioning workflows, in which the provisioning 

server orchestrates deployment and the host's processing resources carry out local 

complementary steps (e.g., VM registration, configuration script execution, 

application installation). 

219. Vasilevsky’s disclosure confirms that a POSITA encountering 

Khandekar’s provisioning architecture would have recognized it as an instance of 

this well-known pattern (where a centralized server initiates a process and a local 
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agent on the host implements the process by performing related operations). A 

POSITA would therefore have understood that Khandekar’s host processors 

(which execute complementary operations coordinated through the provisioning 

server) are configured to perform provisioning-related operations within the 

meaning of [9.6]-[9.8]. The allocation of specific processing steps between the 

server and the host in such architectures was a recognized design variable, not a 

novel configuration. 

220. Khandekar’s implementation of provisioning workflow operations on 

a provisioning server also reflects one of a limited number of recognized 

architectural choices for where those operations may be executed. By the Critical 

Date, the allocation of processing responsibilities between a centralized 

management server and managed host nodes was a well-understood design 

variable in virtualization environments. For example, Hirschfeld (MS-1006) 

describes a server cloud management architecture in which the SCM directs PSAs 

and LSAs executing on physical servers to perform provisioning-related operations 

locally. During a replication procedure, the PSA on the target physical server 

“retriev[es] and locally stor[es] a logical server template,” “creat[es] logical server 

configuration information from the logical server template,” and “activat[es] a 

logical server from the logical server configuration information.” MS-1006, 4:15-

28. During a move procedure, the PSAs on both the original and target physical 
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servers “manage the changes at the direction of the SCM.” MS-1006, 13:5-23. In 

each case, the SCM initiates and orchestrates the provisioning operation, and the 

host-local agents (PSAs, LSAs) execute the corresponding steps on the physical 

server.  

221. Bandhole similarly describes a dynamic computing environment 

architecture in which a centralized application server 311 orchestrates provisioning 

and delegates execution-level operations to managers that interact directly with 

physical machines. The device manager 337 “is configured to receive instructions 

from device services manager 333” and “operates to install the proper operating 

system on one or more physical machines when the device service manager 333 

requests the particular physical machine with a particular operating system.” MS-

1007, [0068]-[0069]. The boot manager (339) similarly “is configured to receive 

instructions from device service manager 333" and “allocates an IP address for a 

physical machine before it is started up (i.e., booted up).” MS-1007, [0070]. 

Hirschfeld and Bandhole each demonstrate the known pattern in which a 

centralized management server initiates provisioning operations and host-local 

processing elements execute corresponding steps on the physical machines. 

222. A similar pattern is reflected in Khandekar’s provisioning 

architecture. Khandekar’s provisioning server already distributes selected 

provisioning steps to the host. For example, after the provisioning server copies 
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VM configuration and disk files to the host, the host’s processing resources register 

the VM through a local API, execute configuration scripts that finalize OS 

parameters, and install applications. MS-1004, 21:50-60. These host-side 

operations (VM registration, OS configuration, application installation) are similar 

types of operations that Hirschfeld’s PSAs and Bandhole’s device manager and 

boot manager perform locally on physical machines at the direction of a 

centralized server. They each reflect the notion that the boundary between what is 

executed at the provisioning server versus at the host is a design choice, not a fixed 

architectural constraint. A POSITA familiar with the architectures described in 

Hirschfeld and Bandhole would have recognized Khandekar’s provisioning server-

to-host delegation as an instance of this well-known pattern and would have found 

it obvious to configure the host’s processor to perform provisioning-related 

operations within the coordinated workflow described in Khandekar. 

223. Khandekar’s disclosure also makes the operation of receiv[ing] a 

virtual asset provisioning request that specifies parameters to be considered for 

the virtual asset provisioning request obvious. As discussed above, in Khandekar, 

the provisioning server 800 and hosts 1000, 1001 operate as a cooperating system 

in which provisioning operations involve coordinated activity between both 

components. With this architecture, the user console 801 receives provisioning 

requests from users and transmits them to the provisioning engine 810 on the 
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provisioning server 800. MS-1004, 13:66-14:3, 15:29-39. Through the user 

console, the user “specifies the hardware characteristics of the desired machine, 

such as memory size, number, type and size of disks, number of network cards, 

etc.” as well as the “desired OS configuration, for example, hostname, IP address.” 

Id., 9:65-10:14. These user-specified inputs define the configuration characteristics 

of the VM to be provisioned, including its virtual hardware resources, operating 

system, and network settings. 

224. User-specified inputs are examples of parameters to be considered for 

a virtual asset provisioning request. This is because each input (e.g., memory size, 

disk type and size, number of network cards, hostname, IP address) specifies a 

characteristic that the provisioning system uses to determine how to configure and 

deploy the requested VM. Khandekar confirms this understanding by describing 

that the provisioning engine passes the user’s selections to the heuristics engine 

880, which then “matches the information against the database 890 to select the 

appropriate host and the VM hardware configuration.” MS-1004, 20:32-42.  

225. The user’s inputs drive the provisioning decisions that follow. 

Khandekar describes that after the provisioning server selects a host and 

determines the VM configuration, it transmits provisioning-related information to 

as selected host (e.g., VM configuration files, disk files) by invoking host-side 

APIs to complete deployment operations (e.g., VM registration, application 
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installation). Id., 21:50-60. This represents user-specified inputs reaching the host 

as part of the provisioning workflow because the host uses the information 

received from the provisioning server to, for example, register the VM, finalize OS 

parameters (e.g., hostname, IP address), or install the user-selected applications 

originated in the user’s provisioning request. The receipt of these inputs by the 

provisioning server is therefore an example of a processor being configured to 

receive a virtual asset provisioning request that specifies parameters to be 

considered for the virtual asset provisioning request.  

[9.7]  automatically provision a particular virtual asset to a particular physical 

resource in the virtualization system that matches the parameters in the 

virtual asset provisioning request, 

226. The Khandekar System receives a request with specific parameters 

(e.g., memory, disk size) and maintains data on the available host inventory. To 

determine where to deploy the VM, the Khandekar System employs a 

“heuristics/rules engine 880” which “matches the information [user parameters] 

against the database 890 to select the appropriate host.” MS-1004, 20:32-42. 

Specifically, Khandekar explains that the engine operates to “[s]can the list of 

available host machines 1000, 1001” and “determine the one with enough memory 

and disk space to host the VM about to be created.” Id., 20:54-58. Once the match 

is identified, the provisioning engine 810 “deploys a VM on a host” (id., 19:33-34) 

by copying the necessary files and registering the VM (id., 21:50-52). 
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227. This automatic provisioning is carried out through coordinated 

processing between the provisioning server and the host computer. The 

provisioning server’s heuristics engine 880 ensures that the selected host has 

sufficient resources to satisfy the user-specified parameters, and the provisioning 

engine 810 configures the VM to match the requested OS and application 

selections. MS-1004, 14:26-49, 20:43-58. The host computer’s processor in turn 

executes the configuration scripts that finalize the VM’s operating system 

parameters and install the requested applications. MS-1004, 21:55-60. This 

coordinated workflow is an example of the processor being configured to 

automatically provision a particular virtual asset to a particular physical resource in 

the virtualization system that matches the parameters in the virtual asset 

provisioning request.  

[9.8]  assign the provisioned virtual asset to the virtual asset provisioning request 

and provide user access to the provisioned virtual asset. 

228. In the Khandekar System, the complement of processing capabilities 

distributed across the provisioning server 800 and the host computers (as discussed 

in my analysis of [9.1] and [9.6]) would have been configured to link a deployed 

VM to a specific transaction task and temporary usage area generated for the user-

submitted request (assign the provisioned virtual asset to the virtual asset 

provisioning request) and enable the user to connect to the deployed VM via 

remote access software (provide user access to the provisioned virtual asset). MS-
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1004, 9:65-10:14, 10:61-67, 13:66-14:18, 15:29-39, 19:20-25, 20:64-21:8, 21:39-

42, 21:50. 

229. As I discussed for limitation [1.6], the provisioning process in the 

Khandekar System is initiated by a user request, prompting the system to start a 

new transaction and return a task ID that uniquely “identifies the task.” MS-1004, 

15:29-39, 20:64-21:8. To process this request, Khandekar explains that the 

provisioning server maps the requested VM to this task by “creat[ing] a temporary 

usage area 860 for the provisioning request that holds the user input as well as the 

various temporary data needed,” storing the user's configuration choices, and 

creating the necessary files to copy to the host. Id., 10:61-67, 21:39-42, 21:50. 

230. This assignment operation engages both the provisioning server and 

the host computer. The provisioning server creates the task ID, maintains the 

temporary usage area, and tracks the association between the request and the 

resulting VM throughout the provisioning lifecycle. MS-1004, 10:61-67, 19:20-25, 

20:64-21:8. The host computer contributes to the assignment by registering the 

VM through its API and confirming operational status, which is information that 

the provisioning server uses to determine whether the provisioning task has 

completed successfully or requires error handling. MS-1004, 21:55-64. This 

process links the creation and deployment of the specific VM to the task ID 

generated for the user’s submission. This linkage is maintained through 
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coordinated processing so that the provisioning server manages the association, 

and the host computer provides the operational confirmation that enables the 

provisioning server to close the loop between the provisioned asset and the request. 

231. As I discussed for limitation [1.7], once the VM is successfully 

created and deployed, the user is informed (e.g., “via the browser from which he 

submitted the request”). MS-1004, 15:29-39. At that point, Khandekar details that 

“[t]he user can then access the newly created VM via any known remote access 

software,” such as “software available from VMware.” Id., 14:4-18. 

232. Providing user access similarly involves coordinated processing. The 

provisioning server manages the task lifecycle, informs the user of completion, and 

provides the interface through which the user initiates a remote connection. The 

host computer executes the deployed VM and serves as the endpoint to which the 

user’s remote access software connects. In my opinion, both the provisioning 

server's processing (task management, user notification, and connection brokering) 

and the host's processing (VM execution and remote session hosting) contribute to 

providing user access to the provisioned virtual asset. This coordinated workflow 

is an example of the processor being configured to assign the provisioned virtual 

asset to the virtual asset provisioning request and provide user access to the 

provisioned virtual asset. 
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2. Claim 11 

[11] The apparatus of claim 9, wherein the provisioning manager provides a 

user interface for submitting the virtual asset provisioning request. 

233. The Khandekar System would have provided a provisioning engine 

810 (provisioning manager) with a browser-based user console/portal (user 

interface) for submitting provisioning requests. MS-1004, 9:46-64, 13:66-14:3, 

14:26-29. 

234. As I discussed for limitations [3] and [9.5], in Khandekar, a 

provisioning server (which executes the provisioning manager) provides a “user 

console 801” that is “preferably a web server” presenting dialogs for submitting 

configuration options. MS-1004, 9:46-64, 13:66-14:3, 14:26-29. A POSITA would 

have understood that, in the Khandekar System, the provisioning manager 810 

would have provided a type of browser-based portal/user interface for submitting 

provisioning requests. 

3. Claim 12 

[12] The apparatus of claim 11, wherein the provisioning manager provides a 

user interface to access one or more images in a virtual asset image 

repository. 

235. The Khandekar System would have provided a provisioning engine 

810 with a user interface that presents available VM images or templates (one or 

more images) stored in a library or database (virtual asset image repository) for 

user selection (corresponding to access). MS-1004, 14:4-18, 15:62-67, 17:31-49, 
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18:14-15. 

236. As I discussed for limitation [4], Khandekar explains that the user 

console 801 presents a list of available staged VMs and instantly deployable VMs, 

which include image files (e.g., “suspend-to-disk image file”) stored in a repository 

(e.g., “repository 840” or “library of disk drive images”). MS-1004, 10:15-26, 

14:4-18, 15:62-67, 17:31-49, 18:14-15. A POSITA would recognize that the 

Khandekar System would have thereby provided a user interface that presents 

available VM images or templates (one or more images) stored in a library or 

database (virtual asset image repository) for user selection (access). 

4. Claim 14 

[14] The apparatus of claim 9, wherein the inventory further comprises one or 

more application programs. 

237. In the Khandekar System, the management-layer inventory 

information, such as available VMs and network resources (inventory), would 

have further included data structures for tracking available software applications 

(one or more application programs). MS-1004, 18:24-26, 18:57-19:2. 

238. As I discussed for limitations [6] and [9.4], in the Khandekar System, 

inventory is maintained by the heuristics engine 880 and database 890. This 

inventory includes data structures for “Applications” that index an “Applications 

Library 850,” which is “a repository of the software and data needed to install an 

application 856 in a VM.” MS-1004, 18:24-26, 18:57-19:2. A POSITA would 
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understand that the inventory and mapping would track this application-availability 

information alongside the logical/virtual resource pool, such that the tracked 

inventory data includes one or more application programs available for selection 

and installation during provisioning. 

5. Claim 16 

[16] The apparatus of claim 14, wherein one of the application programs 

comprises a network server. 

239. In the Khandekar System, tracked data structures for available 

software applications (application programs) would have included code for “web 

servers” or “database servers” (network server). MS-1004, 8:24-26, 18:57-19:2. 

240. As I discussed for limitations [8] and [14], the Khandekar System’s 

inventory (maintained by the heuristics engine 880 and database 890) tracks an 

Applications Library 850 containing various software applications. MS-1004, 

18:24-26, 18:57-19:2. In Khandekar, this library “contain[s] code for any 

collection of the myriad of existing applications, from web servers, database 

servers, spreadsheets…” Id., 11:50-58. Khandekar also describes provisioning a 

network of computers where “a developer wants to test his web application, which 

uses a web server on one computer, an application server on another…” Id., 23:11-

20. By utilizing the heuristics engine 880 and database 890 to track these specific 

server applications as part of the overall resource pool, a POSITA would have 

understood that a tracked “web server” or “database server” represents a classic 
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example of a network server, because they are designed to service requests and 

provide data or functionality over a network. 

 Ground 1C: Claims 2, 5, 10, And 13 Are Obvious Over The 

Combination Of Khandekar And Vasilevsky  

1. Claim 2  

[2] The method of claim 1 further comprising determining one or more 

performance metrics of the provisioned virtual asset.  

241. The Khandekar-Vasilevsky System would have monitored 

(determine[ed]) data such as “performance” and “loading” (corresponding to one 

or more performance metrics) of the executing VMs (provisioned virtual asset) via 

a management architecture. MS-1004, 13:44-56; MS-1005, [0070], [0072]. 

242. Khandekar explains that, after provisioning based on a user’s request, 

“[t]he deployed VMs can be monitored regularly” and that “[h]osts can be 

monitored for load.” MS-1004, 13:44-56. The Khandekar-Vasilevsky System 

would also incorporate Vasilevsky’s management-agent architecture as part of the 

runtime management of those provisioned VMs to enhance Khandekar’s 

provisioning workflow by providing clearer visibility and runtime control over 

how these virtual resources consume physical resources. In particular, Vasilevsky 

describes management communications with an agent executing on the system “for 

the purpose of performing configuration changes, [and] monitoring performance.” 

MS-1005, [0070]. Resources are evaluated and adjusted based on the changing 

requirements of the applications or operating systems, including “performance, 
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loading, etc.” Id., [0072]. A POSITA would understand that, in this combined 

system, actively monitoring VM performance and load (or other metrics) provides 

that the system determines measured runtime information for determining one or 

more performance metrics associated with the provisioned VMs.  

2. Claim 5 

[5] The method of claim 2, wherein determining the one or more performance 

metrics further comprises determining one or more real time performance 

metrics. 

243. The Khandekar-Vasilevsky System would have evaluated 

(determine[ed]) the performance-related data (including “performance” and 

“loading”) for the VMs “dynamically in real time” or “in real-time” (one or more 

real time performance metrics). MS-1005, [0014], [0077]. 

244. As discussed above for claim 2, the Khandekar-Vasilevsky System 

would have actively monitored performance and loading conditions for the 

provisioned VMs. To enable runtime adjustments, Vasilevsky’s system responds to 

these changing requirements by resizing the virtual server “automatically (e.g., 

dynamically in real time).” MS-1005, [0014]. The management architecture also 

enables provisioning of computing resources “in real-time (‘on-the-fly’) without a 

restart of a virtual computing system.” Id., [0077]. A POSITA would understand 

that to perform these “on-the-fly” resizing/provisioning actions based on 

performance and loading conditions, the management system necessarily evaluates 
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the underlying performance/loading measurements in real time as well. 

Accordingly, by monitoring and using performance/loading information to drive 

“dynamically in real time” adjustments, the Khandekar–Vasilevsky system would 

be configured to determine one or more real-time performance metrics. 

3. Claim 10 

[10]  The apparatus of claim 9, wherein the virtualization environment 

determines one or more performance metrics of the provisioned virtual 

asset. 

245. In the Khandekar-Vasilevsky System, the provisioning and 

management architecture (functioning as a virtualization environment) would have 

monitored data such as “performance” and “loading” (which determines one or 

more performance metrics) of the executing VMs (representing the provisioned 

virtual asset). MS-1004, 13:44-56; MS-1005, [0070], [0072]. 

246. As I discussed for claim 2, in Khandekar, VMs are deployed based on 

a user’s provisioning request. Once deployed, Khandekar explains that “[t]he 

deployed VMs can be monitored regularly” and that “[h]osts can be monitored for 

load.” MS-1004, 13:44-56. The Khandekar-Vasilevsky System would have further 

incorporated Vasilevsky’s management agent architecture to enhance Khandekar’s 

provisioning workflow by providing clearer visibility and runtime control over 

how these virtual resources consume physical resources within the environment. 

Vasilevsky’s management architecture communicates with a management agent 
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executing on the system “for the purpose of performing configuration changes, 

[and] monitoring performance.” MS-1005, [0070]. Resources are evaluated and 

adjusted based on the changing requirements of the applications or operating 

systems, including “performance, loading, etc.” Id., [0072]. A POSITA would 

understand that, in this combined environment, monitoring “performance” and 

“loading” provides measured runtime information, so that the Khandekar-

Vasilevsky System’s virtualization environment would have operated to determine 

one or more performance metrics of the provisioned virtual asset. 

4. Claim 13 

[13] The apparatus of claim 10, wherein the virtualization environment 

determines one or more real time performance metrics. 

247. In the Khandekar-Vasilevsky System, the virtualization environment 

would have evaluated (which functions to determine[s]) the performance and 

loading data of the VMs “dynamically in real time” or “in real-time” 

(corresponding to one or more real time performance metrics). MS-1005, [0014], 

[0077]. 

248. As I discussed for limitations [5] and [10], the virtualization 

environment of the Khandekar-Vasilevsky System would have actively monitored 

performance and loading data for the provisioned VMs. To enable runtime 

adjustments, Vasilevsky’s system responds to these changing requirements by 

resizing the virtual server “automatically (e.g., dynamically in real time).” MS-
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1005, [0014]. The management architecture also enables provisioning of 

computing resources “in real-time (‘on-the-fly’) without a restart of a virtual 

computing system.” Id., [0077]. A POSITA would have understood that in order to 

resize virtual servers dynamically in real time based on changing loading and 

performance conditions, the virtualization environment must also evaluate those 

underlying metrics in real time. Thus, by monitoring and utilizing performance 

data to execute “on-the-fly” resource adjustments, the Khandekar-Vasilevsky 

System’s virtualization environment would have determined one or more real time 

performance metrics. 

 Ground 1D: Claims 7 And 15 Are Obvious Over The 

Combination of Khandekar and Tremain  

1. Claim 7 

[7] The method of claim 6, wherein one of the application programs 

comprises one of a network load balancer, a router, a firewall and a 

storage server. 

249. In the Khandekar-Tremain System, tracked data structures for 

available software applications (representing application programs) would have 

included code for a software-based virtual security firewall (corresponding to a 

firewall). MS-1004, 11:50-58, 18:24-30, 18:57-19:2; MS-1009, 17:16-19, 32:13-

33:10. 

250. As I discussed in Ground 1 for claim 6, Khandekar explains that the 

system maintains application information in the database (e.g., 890), including an 
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Applications Library 850 that identifies software available for installation. MS-

1004, 18:24-30, 18:57-19:2. Khandekar further explains that this library can 

“contain code for any collection of the myriad of existing applications” that can be 

selected and installed onto a provisioned VM. Id., 11:50-58. Khandekar also 

describes that a VM may run an application representing an “database server,” 

which enables access to a storage server. MS-1004, 11:50-58; see id., 23:11-20. 

251. A POSITA would have found it obvious to implement Khandekar’s 

Applications Library to include firewall software in view of Tremain’s teachings 

regarding software-based virtual firewalls. Doing so would provide an additional 

security and isolation option for VMs provisioned using Khandekar’s provisioning 

workflow. Tremain explains that “virtual security firewalls operate similarly to 

conventional firewalls in that they consist of a special firewall software application 

which runs on a host operating system on a computer.” MS-1009, 32:13-33:10. 

Tremain further explains that such a firewall “is preferably implemented by a 

virtual machine on the real computer… running firewall software.” Id., 17:16-19. 

A POSITA would therefore understand that, in the combined Khandekar–Tremain 

system, the tracked application information (i.e., the available application software 

reflected in the Applications Library) would include code for a software-based 

virtual security firewall, which functions as a firewall.  
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2.  Claim 15 

[15] The apparatus of claim 14, wherein one of the application programs 

comprises one of a network load balancer, a router, a firewall and a 

storage server. 

252. In the Khandekar-Tremain System, the tracked data structures for 

available software applications (functioning as application programs) would have 

included code for a software-based virtual security firewall (corresponding to one 

of a network load balancer, a router, a firewall and a storage server). MS-1004, 

11:50-58, 18:24-30, 18:57-19:2; MS-1009, 17:16-19, 32:13-33:10. 

253. As I discussed for limitation [14], in the Khandekar-Tremain System, 

the inventory (maintained by the heuristics engine 880 and database 890) includes 

an Applications Library 850 containing various software applications. MS-1004, 

18:24-30, 18:57-19:2. This library “contain[s] code for any collection of the 

myriad of existing applications” that can be selected and installed onto a 

provisioned VM. Id., 11:50-58. 

254. A POSITA would have implemented the applications library of the 

Khandekar System based on the teachings of Tremain to, for instance, include 

firewall software within the applications library. Such a configuration would have 

enhanced the security and isolation of VMs provisioned using the system’s 

automated provisioning techniques. Tremain describes that “virtual security 

firewalls operate similarly to conventional firewalls in that they consist of a special 
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firewall software application which runs on a host operating system on a 

computer.” MS-1009, 32:13-33:10. Such a firewall “is preferably implemented by 

a virtual machine on the real computer… running firewall software.” Id., 17:16-19. 

A POSITA would therefore have understood that, in the combined Khandekar-

Tremain System, the tracked application information for available software 

applications (application programs) includes code for a software-based virtual 

security firewall (firewall). 

 Ground 2A: Claims 1 And 3 Are Obvious Over Hirschfeld  

1. Claim 1  

[1.pre] A method for on demand provisioning of virtual asset via a self-service 

portal in a virtualization system, the method comprising: 

255. If the preamble is treated as limiting, Hirschfeld would have rendered 

the requirements of [1.pre] obvious. Hirschfeld describes a virtualization 

environment in which the SCM manages a virtualized logical server cloud linked 

to multiple physical servers, and in which users access logical servers through a 

web-based portal interface. This corresponds to a virtualization system in which a 

user may, through a self-service portal, access and initiate operations relating to 

logical servers that function as the relevant virtual assets. MS-1006, 4:54-5:3, 6:28-

63, 6:64-7:30. 

256. Hirschfeld describes a “method of virtualizing a plurality of logical 

servers into a logical server cloud linked to a plurality of physical servers.” MS-
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1006, 4:54-5:3. A POSITA would understand this to describe a virtualization 

system because Hirschfeld’s disclosure is directed to creating and managing 

logical server instances on underlying physical server resources through 

centralized cloud-management infrastructure. Hirschfeld further explains that the 

SCM manages the logical server cloud and the physical servers associated with 

that cloud. Id., 5:66-6:27. 

257. Hirschfeld also describes the user-facing portal aspect of that 

environment. Specifically, Hirschfeld explains that the SCM provides a “web page 

portal or other access mechanism” through which “a user of any remote terminal” 

may “login to and access any of the logical servers” of the virtualized logical 

server cloud via the user interface and the SCM. MS-1006, 6:28-63, 6:64-7:30. The 

web page portal is an example of the self-service portal because it allows the user 

to access server instances through a browser-accessed interface (rather than 

requiring the user to manually interact with the underlying physical servers or rely 

on a separate administrator to expose those functions). 

258. A POSITA would have also understood that Hirschfeld’s portal is 

configured as a self-service portal. Hirschfeld explains that the user may log in 

from a remote terminal and access logical servers through the portal interface 

itself, which indicates that the portal is the user-facing mechanism for obtaining 

and managing access. MS-1006, 6:28-63, 6:64-7:30. Hirschfeld also emphasizes 
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that the SCM and user database relieve the user from needing to know the 

underlying physical-server access information, which is consistent with a self-

service abstraction layer that exposes logical-server operations directly to the user. 

Id., 7:32-62. Hirschfeld also explains that the user interface also provides 

interfaces enabling SCM control of physical-server and virtualization functions, 

showing that the portal is not merely informational, but is instead an operational 

interface through which server-related actions may be invoked. Id., 7:22-30. 

259. Hirschfeld also describes the user interface as “provid[ing] interfaces 

to provide SCM control of the physical server to enable other functions including 

copy, move, start, shutdown, reset and any other functions enabled by control over 

the physical server and virtualization software.” MS-1006, 7:22-30. These 

described functions are the types of operations a POSITA would associate with 

provisioning or making a virtual asset available within a virtualization system. 

They show that the portal is used not only for passive access, but also for initiating 

operational changes affecting logical-server instances under SCM control. 

260. Hirschfeld also describes instancing procedures that a POSITA would 

have understood as examples of provisioning. For example, Hirschfeld explains 

that a logical server may be replicated or instantiated on a physical server by 

retrieving a logical-server template, generating resulting configuration information, 

and activating the logical server from that information. MS-1006, 4:15-28. This 
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process represents a type of provisioning operation because it involves creating or 

making available a logical server instance on selected underlying physical server 

resources through centrally managed control logic. That is, the logical server is not 

merely being viewed conceptually. It is being instantiated for operation in the 

managed environment. 

261. A POSITA would have also understood that these instancing 

procedures represent examples of on-demand provisioning of a virtual asset. The 

procedures involve associating a logical server with particular physical server 

resources through the SCM-controlled management process, which is the 

functional substance of provisioning in a virtualized environment. MS-1006, 4:15-

28, 5:66-6:27. Hirschfeld’s portal and control architecture allow a user to interact 

with logical servers and invoke copy, move, start, and related functions through the 

user interface, which would indicate to a POSITA that instancing-related 

operations may be initiated responsively through that same portal framework. MS-

1006, 6:64-7:30, 7:22-30. Hirschfeld’s emphasis on centralized SCM control and 

logical server abstraction would have led a POSITA to recognize that the system is 

designed so that users interact with logical assets on demand through the SCM 

rather than by manually configuring underlying physical-server details. MS-1006, 

2:8-35, 2:50-59, 7:32-62. 

262. A POSITA would also have understood the “on demand” aspect from 
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the way Hirschfeld’s portal and SCM architecture are structured. The portal allows 

a user at a remote terminal to log in and access logical servers through the SCM, 

while the SCM provides the control layer for server-management and virtualization 

functions. MS-1006, 6:28-63, 7:22-30. In this type of system, logical server 

operations can be initiated responsively through the portal as needed by the user, 

i.e., on demand, rather than only through separate offline administrative 

intervention. 

 

MS-1006, FIG. 1 (annotated) 
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[1.1] providing a virtualization system that has an inventory that includes 

physical resources and virtual assets managed by a virtualization layer 

running on the physical resources;  

263. The Hirschfeld System would have provided a virtualized logical 

server cloud (virtualization system) including physical servers and associated 

processor, storage, and network resources (physical resources), logical servers 

(virtual assets), virtualization software executed on the physical servers that 

manages the logical servers (virtualization layer running on the physical 

resources), and SCM-maintained status, instance, and tracked information for the 

logical servers and physical servers (inventory). MS-1006, 2:63-3:11, 4:37-52, 

8:39-64, 9:35-57, 11:45-57. 

264. As I discussed for [1.pre], Hirschfeld describes a “virtualized logical 

server cloud” that includes logical servers, physical servers, and a server cloud 

manager. MS-1006, 2:63-3:11. Hirschfeld explains that each physical server is 

coupled to physical resources including a “network resource,” a “data storage 

resource” and a “processor resource.” Id. A POSITA would have understood these 

disclosed server-side resources to be examples of the claimed physical resources 

because they are the underlying hardware-backed resources used to support 

operation of the virtualized environment and the logical servers instantiated within 

that environment. 

265. Hirschfeld explains that logical servers are created and maintained in 
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the virtualized logical server cloud and are linked to physical servers while 

remaining logically distinct from them. MS-1006, 2:63-3:11, 4:37-52. A POSITA 

would have understood these logical servers to be examples of virtual assets 

because they are server instances provided through virtualization technology rather 

than standalone physical machines, and because Hirschfeld describes them as 

existing in a managed logical server cloud over underlying physical-server 

infrastructure. Id. 

266. Hirschfeld also describes that each physical server executes 

virtualization software that virtualizes physical resources for logical servers linked 

to that physical server. MS-1006, 2:63-3:11; id., 9:35-57. A POSITA would have 

understood this virtualization software to represent an example of the 

virtualization layer running on the physical resources because Hirschfeld 

describes it as the software executing on the physical server that enables the 

physical server’s resources to be virtualized and used by the logical servers 

associated with that server. In this arrangement, the virtualization software is not 

separate from the physical server. Rather, it is executed on the physical server and 

manages the virtualized operation of the logical servers supported by that server. 

267. The logical servers are managed by that virtualization layer. 

Hirschfeld describes virtualization software 229 as executing on each physical 

server and as managing the physical resources of the logical servers linked thereto. 
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MS-1006, 9:35-57. That disclosure reflects that the virtualization software 

mediates the relationship between the logical servers and the underlying physical 

resources on the server.  

268. Hirschfeld also describes the SCM as maintaining information 

regarding the logical servers and their associations with physical servers. 

Hirschfeld explains that the SCM establishes and maintains “status and instance 

information” for logical servers, including attributes that link each logical server 

with a physical server. MS-1006, 2:63-3:20. Hirschfeld also describes a user 

database that includes “mapping information between users, the logical servers and 

the physical servers.” Id. A POSITA would have understood this maintained status, 

instance, and mapping information to provide an example of an inventory because 

it is structured information maintained by the management infrastructure 

identifying the relevant server instances, the physical resources supporting them, 

and the relationships among those components. 

269. Hirschfeld also describes that tracked information (e.g., resource 

allocation information) is maintained for logical servers, including non-persistent 

attributes such as processor resources and memory resources. MS-1006, 12:21-43. 

Hirschfeld gives examples including “the percentage of CPU time allocated to a 

particular logical server” and “the amount of memory available to a logical server.” 

Id. Hirschfeld also explains that the SCM may “redistribute processor resources 
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based on demand and usage.” Id. A POSITA would have understood that 

maintained information about resource allocation and resource availability forms 

part of the system’s inventory because it reflects what physical resource capacity is 

assigned, available, or adjustable within the virtualization environment for the 

benefit of the logical servers. 

270. A POSITA would have further understood that this tracked 

information is an example of inventory of both physical resources and virtual 

assets available within the virtualization system and their associations. Hirschfeld 

describes maintained records linking logical servers to physical servers, maintained 

mapping information between users, logical servers, and physical servers, and 

maintained resource allocation information describing processor and memory 

availability. MS-1006, 2:63-3:20, 11:45-57, 12:21-43. These are the types of 

records a POSITA would have recognized as inventory-like information in a 

managed virtualization environment because they identify the relevant managed 

components, their attributes, and their current associations within the system. 
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MS-1006, FIG. 1 (annotated) 

[1.2]  wherein virtual assets are software instantiations of computer systems; 

271. The Hirschfeld System would have provided logical servers that 

virtually perform the functions of physical devices that connect to computers 

(virtual assets) that include virtualized hardware, operating system, and software 

layers, and therefore are examples of software instantiations of computer systems. 

MS-1006, 1:63-2:7, 10:9-27, 10:32-56. 

272. As discussed for [1.1], Hirschfeld describes the use of “virtualization 

technology that enables multiple logical servers to operate on a single physical 

computer,” including that virtualization allows multiple logical servers to “override 
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a physical server’s attributes and share its resources.” MS-1006, 1:63-2:7. A 

POSITA would have understood from this disclosure that the logical servers are 

not separate physical machines, but are instead virtualized server instances 

implemented through software using the resources of the underlying physical 

server. 

273. Hirschfeld also describes the internal structure of each logical server. 

Hirschfeld explains that each logical server includes a “hardware” layer, an 

operating system layer, and a software layer. MS-1006, 10:9-27, 10:32-56. 

Hirschfeld further describes that the logical server “hardware” layer provides 

virtualized resources, including virtualized network, storage, memory, and 

processor resources, corresponding to physical resources of the underlying 

physical server. Id. A POSITA would have understood that this arrangement 

reflects a computer system instance implemented in software because the logical 

server presents the functional components of a computer system while relying on 

virtualization rather than dedicated standalone hardware. 

274. A POSITA would have also understood that Hirschfeld’s logical 

servers are examples of software instantiations of computer systems because 

Hirschfeld describes them as server instances that are created through 

virtualization technology and supported by virtualized hardware resources. MS-

1006, 1:63-2:7, 10:9-27, 10:32-56. Hirschfeld’s disclosure that each logical server 
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includes virtualized processor, memory, storage, and network resources would 

have reinforced that understanding, because those are the types of resources that 

define the functional architecture of a computer system. Id. Hirschfeld’s disclosure 

that multiple such logical servers may operate on a single physical computer would 

have further indicated to a POSITA that each logical server is a software-

implemented instance of a computer system rather than a separate physical 

machine. MS-1006, 1:63-2:7. 

[1.3] receiving a virtual asset provisioning request that specifies parameters to 

be considered for the virtual asset provisioning request; 

275. The Hirschfeld System would have received, via the SCM’s user 

interface and web page portal, a user request to associate a logical server (virtual 

asset) with a physical server within the virtualized logical server cloud (virtual 

asset provisioning request). The request would have identified the logical server 

and thereby specified attributes of that logical server for the SCM to consider in 

selecting a compatible physical server (parameters to be considered for the virtual 

asset provisioning request). MS-1006, 3:35-44, 6:28-63, 6:64-7:30, 7:22-30, 8:11-

38, 11:58-12:19. 

276. As discussed for [1.pre], Hirschfeld describes that the SCM provides a 

“web page portal or other access mechanism” and that a user may use a “local 

browser to access a web page” and interact with the SCM through the user 

interface. MS-1006, 6:28-63, 6:64-7:30. Hirschfeld also describes that the user 
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interface “also provides interfaces to provide SCM control of the physical server to 

enable other functions including copy, move, start, shutdown, reset and any other 

functions enabled by control over the physical server and virtualization software.” 

Id., 7:22-30. When a user initiates one of these logical server control functions for 

a selected logical server through the portal, the user is submitting a request that 

causes the SCM to perform a server side operation affecting the availability or 

placement of that logical server in the virtualized environment. 

277. A POSITA would have also understood that such a request is an 

example of a provisioning request in this context because Hirschfeld’s SCM-

controlled operations include instancing, moving, and associating logical servers 

with physical servers in the logical server cloud. MS-1006, 4:15-28, 7:22-30, 8:11-

38. Hirschfeld describes logical server replication and activation procedures that 

result in a logical server being instantiated on a physical server using configuration 

information and template-based control. Id., 4:15-28. Hirschfeld also describes 

move and other control functions invoked through the portal and mediated by the 

SCM. Id., 7:22-30. A POSITA would have therefore understood that a user request 

identifying a logical server for such SCM-controlled action is an example of a 

request to provision that virtual asset within the managed virtualization 

environment. 

278. Hirschfeld also describes that each logical server has persistent 
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attributes that “establish its identity,” including “a media access control (MAC) 

address, a boot disk image, a system identifier, a processor type and access 

credentials.” MS-1006, 3:35-44. Hirschfeld further describes semi-persistent 

attributes including “an internet protocol (IP) address, a logical name, a server 

cloud manager identifier, user account information, a non-boot disk image and 

network connections.” Id.; see also id., 11:58-12:19. These attributes are 

parameters relevant to provisioning because they define the technical identity, 

compatibility requirements, and operating characteristics of the logical server that 

the SCM must preserve or account for when placing or instancing that logical 

server on physical infrastructure. 

279. Hirschfeld also describes that a logical server may be moved to any 

other “compatible” physical server, where compatibility depends on whether the 

target server “provides the physical and logical resources needed to retain the 

persistent attributes of the logical server.” MS-1006, 8:11-38. Hirschfeld explains 

that this includes physical-resource considerations such as “CPU type, storage 

capacity, disk configuration, and network connectivity,” as well as logical 

constraints such as “administrative control” and “software licenses.” Id. When a 

user identifies a particular logical server in a request for instancing, movement, or 

related SCM-controlled action, the request specifies parameters to be considered 

because the SCM evaluates the selected logical server’s defined attributes and 
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constraints in deciding what physical server is compatible for the requested 

association. 

280. A POSITA would have also understood that the parameters need not 

be re-entered manually in field-by-field form in order to be “specified” by the 

provisioning request. Hirschfeld describes a system in which the selected logical 

server carries persistent and semi-persistent attributes maintained by the SCM and 

used in compatibility determinations. MS-1006, 3:35-44, 8:11-38, 11:58-12:19. In 

this type of managed virtualization environment, identifying the logical server in 

the request identifies the attributes associated with that logical server that the SCM 

uses in carrying out the requested instancing or placement operation. 

281. Hirschfeld also describes that reallocation of a logical server may be 

“directed by the user in the form of an upgrade or downgrade or any other 

modification requested by the user.” MS-1006, 17:25-39. A POSITA would have 

understood such user-directed upgrade, downgrade, or modification requests to 

provide an additional example of a provisioning request that specifies parameters 

to be considered, because those requests communicate desired changes in the 

resource profile or operating characteristics of the logical server that the SCM must 

account for in associating that logical server with appropriate physical resources. 

See MS-1006, 12:45-13:3, 17:25-39. 

[1.4] receiving data on inventory available in the virtualization system; 
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282. The Hirschfeld System would have received and maintained status, 

instance, and mapping information for logical servers, physical servers, and user 

associations in the virtualized logical server cloud (data on inventory available in 

the virtualization system). MS-1006, 2:63-3:20, 3:50-65, 11:4-25, 11:45-57, 

12:45-13:3. 

283. As discussed for [1.1], Hirschfeld describes that the SCM “establishes 

and maintains status and instance information” for the logical servers, including 

“the persistent and any non-persistent attributes that link each logical server with a 

physical server.” MS-1006, 2:63-3:20. Hirschfeld also describes that a user 

database is maintained and “includes mapping information between users, the 

logical servers and the physical servers.” Id. A POSITA would have understood 

that this maintained information represents an example of data on the inventory 

available in the virtualization system because it identifies the logical servers 

present in the system, the physical servers associated with them, and the user-to-

server relationships maintained by the SCM. 

284. A POSITA would have also understood that the maintained status, 

instance, and mapping information reflects inventory data because Hirschfeld 

describes those records as identifying the existence, identity, and associations of 

the managed server instances in the cloud. MS-1006, 2:63-3:20, 11:45-57. That 

information indicates which logical servers are present, what attributes they have, 
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and how they are linked to physical servers and users. Id. In a managed 

virtualization system of this type, those are the kinds of records a POSITA would 

have recognized as inventory-related information because they describe the 

components available within the virtualized environment and the relationships 

among those components. 

285. Hirschfeld also describes that the SCM interfaces with and controls 

physical server agents (“PSAs”) and logical server agents (“LSAs”) to manage 

physical and logical attributes of logical servers. MS-1006, 3:50-65, 11:4-25, 

11:45-57, 12:45-13:3. Hirschfeld explains that a PSA runs on the physical server 

and is capable of controlling physical-server functions and associated resources 

through interfaces to the virtualization software. Id., 11:4-25. Hirschfeld further 

describes that the SCM “manages all of the LSAs” and PSAs, “maintains the status 

and instance information for each logical server,” and issues instructions to 

physical servers through corresponding PSAs. Id., 11:45-57, 12:45-13:3. 

286. In this architecture, the SCM receives data on inventory available in 

the virtualization system through its ongoing interaction with the PSAs, LSAs, and 

underlying servers. Hirschfeld describes an arrangement in which the SCM 

manages the agents, maintains current status and instance information, and controls 

logical and physical attributes through those agents. MS-1006, 3:50-65, 11:4-25, 

11:45-57, 12:45-13:3. A POSITA would have understood that maintenance of 
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current status and instance information in such a managed cloud architecture 

necessarily depends on obtaining information from the managed agents and server-

side components regarding the state, attributes, and associations of the logical 

servers and physical servers. Id. 

[1.5] automatically provisioning of a particular virtual asset to a particular 

physical resource in the virtualization system that matches the parameters 

in the virtual asset provisioning request; 

287. The Hirschfeld System would have provisioned, without human 

intervention (automatically provisioning), a particular logical server (particular 

virtual asset) to a selected compatible physical server (particular physical 

resource) under SCM control. The selected physical server satisfies the resource 

and compatibility requirements associated with the identified logical server 

(matches the parameters in the virtual asset provisioning request). MS-1006, 

3:66-4:13, 4:15-28, 8:11-38, 11:45-57, 13:5-23, 15:23-67, 16:1-24. 

288. As I discussed for [1.3], Hirschfeld describes that a logical server may 

be moved to any other “compatible” physical server, and that a compatible 

physical server is one that “provides the physical and logical resources needed to 

retain the persistent attributes of the logical server.” MS-1006, 8:11-38. Hirschfeld 

explains that this includes physical resource considerations, such as “CPU type, 

storage capacity, disk configuration, and network connectivity” as well as logical 

constraints, such as “administrative control” and “software licenses.” Id. When the 
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user’s request identifies a particular logical server, the SCM evaluates those 

compatibility requirements in selecting the target physical server for that logical 

server. 

289. A POSITA would have also understood that this selection of a 

compatible physical server corresponds to provisioning a particular virtual asset to 

a particular physical resource that matches the parameters in the request. 

Hirschfeld describes the compatibility requirements by reference to the persistent 

attributes and associated resource needs of the logical server. MS-1006, 3:35-44, 

8:11-38. As explained for [1.3], identifying the logical server in the request 

identifies the attributes and constraints the SCM must preserve or satisfy in 

carrying out the requested operation. Id. When the SCM selects a compatible 

physical server that strictly meets those requirements, it is selecting a particular 

physical resource that matches the parameters implicated by the provisioning 

request. 

290. Hirschfeld also describes automated SCM-controlled procedures that 

associate logical servers with physical servers. For example, Hirschfeld describes 

move procedures in which the SCM copies a disk image from a first physical 

server to a second physical server, copies logical server configuration information, 

and remaps KVM and network functions to the target physical server. MS-1006, 

3:66-4:13, 13:5-23. Hirschfeld also describes replication procedures in which a 
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physical server agent is instructed to “retrieve[] and locally store[] a logical server 

template,” “creat[e] logical server configuration information from the logical 

server template,” and “activat[e] a logical server from the logical server 

configuration information.” Id., 4:15-28. 

291. Hirschfeld’s move and replication procedures are also examples of 

automatic[] provisioning operations. Hirschfeld describes the SCM as the control 

component that maintains status and instance information for each logical server 

and that issues instructions to physical servers through corresponding PSAs to 

carry out these operations. MS-1006, 11:45-57. This disclosure reflects that the 

relevant server association and instancing steps are carried out by the managed 

system under SCM control, rather than by manual user implementation at the 

physical-server level. Id.  

292. These automated procedures also provision a particular logical server 

to a particular physical server. In the move context, Hirschfeld describes migration 

of the identified logical server from one physical server to a selected target 

physical server with corresponding remapping of its operational connections. MS-

1006, 3:66-4:13, 13:5-23. In the replication context, Hirschfeld describes activation 

of a logical server on a physical server based on template-derived configuration 

information. Id., 4:15-28. In either case, the operation results in a specific logical 

server being instantiated, activated, or associated on a specific physical server 
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chosen within the virtualization environment. 

293. A POSITA would have further understood that the selected physical 

server matches the parameters in the provisioning request because Hirschfeld ties 

logical server movement and instancing to compatibility with the logical server’s 

persistent attributes and required resources. MS-1006, 8:11-38. Hirschfeld’s 

description of compatibility in terms of CPU type, storage capacity, disk 

configuration, network connectivity, administrative control, and software licenses 

would have indicated to a POSITA that the SCM does not select a target server 

arbitrarily. Id. Rather, the SCM selects a target server whose physical and logical 

characteristics satisfy the requirements associated with the requested logical server. 

In that sense, the selected physical resource matches the parameters implicated by 

the provisioning request. 

294. Hirschfeld’s description of user-directed upgrade, downgrade, or other 

modification requests also reinforces this understanding. Hirschfeld explains that 

reallocation of a logical server may be “directed by the user in the form of an 

upgrade or downgrade or any other modification requested by the user.” MS-1006, 

17:25-39. A POSITA would have understood that such user-directed changes 

require the SCM to select and associate the logical server with physical resources 

capable of satisfying the modified requirements. See id., 12:45-13:3, 17:25-39.  

[1.6] assigning the provisioned virtual asset to the virtual asset provisioning 

request; and 
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295. The Hirschfeld System would have assigned the provisioned logical 

server (provisioned virtual asset) to the corresponding user-initiated provisioning 

request (virtual asset provisioning request) by maintaining status, instance, and 

mapping information for that logical server in SCM-managed data structures, 

including updated associations to the selected physical server and the requesting 

user. MS-1006, 2:63-3:20, 7:32-62, 11:45-57, 12:45-13:3, 14:1-17. 

296. As discussed for [1.1] and [1.4], Hirschfeld describes that the SCM 

“establishes and maintains status and instance information for the plurality of 

logical servers including the persistent and any non-persistent attributes that link 

each logical server with a physical server.” MS-1006, 2:63-3:11. Hirschfeld also 

describes that the SCM “maintains the status and instance information for each 

logical server” on an ongoing basis and “issues instructions to each physical server 

via corresponding PSAs.” Id., 11:45-57. A POSITA would have understood that 

this maintained status and instance information reflects the system’s record of 

which logical server instance has been made available, where it is instantiated, and 

how it is currently associated within the virtualization environment. 

297. Hirschfeld also describes that the SCM tracks logical server 

configuration information in a local database when a logical server is moved or 

recreated on a target physical server. MS-1006, 14:1-17. Hirschfeld explains that 

the database tracking the logical-server configuration information “is reconfigured, 
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such as modifying links or references, to track the new LS configuration 

information” on the target physical server. Id. This reconfiguration of links or 

references is an assignment-type operation because it updates the managed records 

so that the provisioned logical server is tied to the specific resulting server instance 

and its new physical server association following the requested provisioning event. 

298. A POSITA would have also understood that this maintained and 

updated SCM-side information assigns the provisioned virtual asset to the 

provisioning request because the provisioning request identifies the logical server 

to be moved, replicated, or otherwise instantiated. The SCM then updates its 

managed records to reflect the resulting instantiated or relocated logical-server 

configuration. MS-1006, 4:15-28, 11:45-57, 14:1-17. In this architecture, the 

request results in an updated managed server state reflected in the SCM’s 

maintained instance and configuration records. The system records the outcome of 

the request by associating the resulting provisioned logical server with the 

requested action in the SCM-managed data structures. 

299. Hirschfeld describes that a user database “incorporates a mapping of 

users, the logical servers and the physical servers,” including “link information that 

maps each logical server” with a corresponding physical server. MS-1006, 7:32-48. 

Hirschfeld also explains that the SCM “automatically accesses the appropriate 

physical server corresponding to the selected logical server.” Id. A POSITA would 
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have understood that this mapping information provides an additional mechanism 

by which the system associates the provisioned logical server with the requesting 

context. This is because the selected logical server remains linked in the database 

both to the appropriate physical server and to the relevant user access relationship. 

300. A POSITA would have also understood that the combination of 

reconfigured logical server records and maintained user/logical-server mappings 

satisfies the claimed “assigning” limitation. Hirschfeld describes updated database 

tracking of the logical server’s new configuration on the target physical server, and 

it separately describes maintained mapping information between users, logical 

servers, and physical servers. MS-1006, 7:32-48, 14:1-17. In a managed 

virtualization system of this type, those maintained records are how the system 

reflects that a requested provisioning action has resulted in a particular logical 

server being made available in a particular instantiated form for the relevant user 

and physical-server context.  

301. The SCM’s agent-based control architecture reinforces that 

understanding. Hirschfeld describes that the SCM manages the relevant status and 

instance information for each logical server and issues instructions to physical 

servers through corresponding PSAs in carrying out the provisioning-related 

operations. MS-1006, 11:45-57, 12:45-13:3. After those operations are carried out, 

the SCM’s maintained records are the authoritative representation of the resulting 
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logical-server assignment within the system. That is how the virtualization 

environment records which logical server has been provisioned, where it resides, 

and how it is associated to the user and physical-server environment following the 

request. 

[1.7] providing user access to the provisioned virtual asset. 

302. The Hirschfeld System would have provided user access to the 

provisioned logical server (virtual asset) through the SCM’s user interface and 

associated access mechanisms, including a web page portal and KVM redirection 

or mapping, thereby enabling a user of a remote terminal to log in and access the 

provisioned logical server. MS-1006, 6:28-63, 6:64-7:30, 7:32-62, 14:39-61. 

303. As discussed for [1.pre], Hirschfeld describes that the SCM provides a 

“web page portal or other access mechanism” through which “a user of any remote 

terminal” may “login to and access any of the logical servers” of the virtualized 

logical server cloud via the user interface and SCM. MS-1006, 6:28-63. A POSITA 

would have understood this disclosure to describe provision of user access to the 

logical server because Hirschfeld identifies the SCM portal as the mechanism 

through which the user reaches and interacts with the logical-server environment 

from a remote terminal. 

304. Hirschfeld also describes that the user database “incorporates a 

mapping of users, the logical servers and the physical servers,” including “link 
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information that maps each logical server with one of the physical servers,” such 

that the SCM “automatically accesses the appropriate physical server 

corresponding to the selected logical server.” MS-1006, 7:32-62. Hirschfeld further 

explains that the user “does not have to supply physical server information and, in 

fact, does not even need to be aware of any specific physical server access or 

location information.” Id. A POSITA would have understood that this mapping-

based access architecture provides user access to the provisioned logical server 

because it allows the system to route the user to the correct server-side instance 

without requiring the user to know or provide the underlying physical server 

details. 

305. Hirschfeld also describes SCM-managed access mechanisms such as 

KVM redirection. Hirschfeld explains that the SCM “provides KVM redirection 

either by providing a KVM interface or by mapping the KVM client to allow direct 

KVM access to the selected logical server.” MS-1006, 6:64-7:30. Hirschfeld 

further describes that the SCM may include a KVM service and KVM client that 

map “KVM functions between the KVM service and the virtual KVM function” of 

the physical server on which the logical server resides. Id., 14:39-61. These KVM-

based functions to be concrete access mechanisms through which the user may 

interact with the logical server after it has been provisioned to the selected physical 

server. 
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306. These KVM redirection and mapping functions provide the operative 

pathway for access to the provisioned logical server. Hirschfeld describes the SCM 

as mediating the connection between the user-facing interface and the logical 

server’s server-side execution environment through KVM mapping and related 

services. MS-1006, 6:64-7:30, 14:39-61. That disclosure shows that access is a 

technical mechanism by which user interaction is directed to the selected logical 

server instance residing on the corresponding physical server. Id. 

307. A POSITA would have further understood that this access is provided 

to the provisioned logical server. Hirschfeld describes a system in which the SCM 

maintains mappings between users, logical servers, and physical servers, 

automatically accesses the appropriate physical server corresponding to the 

selected logical server, and provides KVM-based access to the selected logical 

server. MS-1006, 7:32-62, 14:39-61. When read together with Hirschfeld’s 

provisioning, instancing, and movement disclosures, these access mechanisms 

would have been understood to apply to the resulting provisioned logical-server 

instance made available through the SCM-managed environment. See id., 4:15-28, 

13:5-23. 

2. Claim 3 

[3] The method of claim 1 further comprising providing a user interface for 

submitting the virtual asset provisioning request. 

308. The Hirschfeld System would have provided a web page portal and 
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related SCM user interface (user interface) through which a user may initiate 

instancing and control operations for a logical server (submitting the virtual asset 

provisioning request). MS-1006, 6:28-63, 6:64-7:30, 7:22-30. 

309. As discussed for [1.pre] and [1.3], Hirschfeld describes that the SCM 

provides a “web page portal or other access mechanism” through which “a user of 

any remote terminal” may “login to and access any of the logical servers” of the 

virtualized logical server cloud via the user interface and the SCM. MS-1006, 

6:28-63, 6:64-7:30. A POSITA would have understood this portal to be a user 

interface for submitting requests because Hirschfeld describes it as the mechanism 

through which the user interacts with the SCM to access and control logical servers 

within the managed virtualization environment. 

310. Hirschfeld also describes that the user interface “also provides 

interfaces to provide SCM control of the physical server to enable other functions 

including copy, move, start, shutdown, reset and any other functions enabled by 

control over the physical server and virtualization software.” MS-1006, 7:22-30. A 

POSITA would have understood that these disclosed interfaces support submission 

of provisioning-related requests because the identified functions include operations 

that cause a logical server to be instantiated, moved, started, or otherwise made 

available under SCM control. Id. In a virtualization system of this type, those are 

the kinds of user-initiated functions through which provisioning requests are 
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submitted to the management layer. 

311. A POSITA would have also understood that, when a user initiates one 

of these instancing functions for a particular logical server through the portal, the 

request represents a virtual asset provisioning request. Hirschfeld describes the 

SCM-controlled system as using logical-server templates, configuration 

information, and physical-server selection to replicate, activate, and move logical 

servers. MS-1006, 4:15-28, 7:22-30, 8:11-38. A user’s submission through the 

portal that triggers one of those SCM-controlled operations would therefore have 

been understood as submission of a request to provision that logical server within 

the virtualized logical server cloud. 

312. The portal is a user interface for submitting the provisioning request 

because Hirschfeld’s architecture places the user-facing interaction point at the 

SCM while the SCM performs the underlying control and orchestration functions. 

MS-1006, 6:28-63, 6:64-7:30, 7:22-30. The user interacts with the portal, identifies 

the logical server, and invokes the relevant control function, while the SCM 

handles the associated server-side execution. Id. That is consistent with a user 

interface through which the provisioning request is submitted. 
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 Ground 2B: Claims 2 And 5 Are Obvious Over The Combination 

of Hirschfeld And Vasilevsky  

1. Claim 2 

[2] The method of claim 1 further comprising determining one or more 

performance metrics of the provisioned virtual asset.  

313. The Hirschfeld-Vasilevsky System would have determined data 

relating to “performance” and “loading” (one or more performance metrics) of a 

provisioned logical server (provisioned virtual asset) through the system’s 

management architecture. MS-1006, 12:21-43; MS-1005, [0070], [0072]. 

314. Hirschfeld describes a managed logical-server environment in which 

the SCM maintains information relating to logical-server resource usage and 

allocation, including processor and memory resource information for particular 

logical servers. MS-1006, 12:21-43. Hirschfeld describes examples such as “the 

percentage of CPU time allocated to a particular logical server” and “the amount of 

memory available to a logical server.” Id. A POSITA would have understood that 

these are the types of system operating characteristics that are monitored and 

managed in connection with evaluating the behavior and demands of provisioned 

logical servers. 

315. Vasilevsky describes a management architecture in which a manager 

communicates with management agents “for the purpose of performing 

configuration changes, monitoring performance, and performing other 

administrative functions.” MS-1005, [0070]. Vasilevsky also describes that 
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applications or operating systems may need additional or fewer resources based on 

“performance” and “loading.” Id., [0072]. A POSITA would have understood these 

disclosures to describe determination of performance-related measurements for 

virtualized computing instances because the manager-agent architecture is 

specifically used to observe and act upon operating conditions of those instances. 

316. A POSITA would have understood that incorporating Vasilevsky’s 

performance-monitoring teachings into Hirschfeld’s managed logical-server 

environment results in determining one or more performance metrics of the 

provisioned logical server. Hirschfeld already describes centralized management of 

logical-server resources and attributes through the SCM. MS-1006, 11:45-57, 

12:21-43. Vasilevsky adds a management architecture directed to monitoring 

“performance” and “loading” of virtualized instances. MS-1005, [0070], [0072]. In 

that combined system, the monitored performance and loading data would have 

been understood as performance metrics of the provisioned logical server because 

they quantify how the provisioned virtualized instance is operating and consuming 

resources. 

317. A POSITA would have also understood that the claimed 

“determining” requirement is satisfied by active monitoring of performance and 

loading through the management architecture. Vasilevsky describes manager-agent 

communications for monitoring performance, and Hirschfeld describes centralized 
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management of logical-server resource characteristics and allocations. MS-1005, 

[0070], [0072]; MS-1006, 12:21-43. In a system of this type, obtaining monitored 

performance and loading information for a provisioned logical server is a 

determination of performance metrics for that logical server. A POSITA would 

have therefore understood that the Hirschfeld-Vasilevsky System determines one 

or more performance metrics of the provisioned virtual asset. 

2. Claim 5 

[5] The method of claim 2, wherein determining the one or more performance 

metrics further comprises determining one or more real time performance 

metrics. 

318. The Hirschfeld-Vasilevsky System would have determined 

performance and loading data for logical servers “dynamically in real time” or “in 

real-time” (one or more real time performance metrics) through the system’s 

management architecture. MS-1005, [0014], [0077]. 

319. Vasilevsky describes that control of allocating and deallocating 

resources to a virtual computing system may be provided “dynamically in real 

time” and describes resource management that occurs “in real-time.” MS-1005, 

[0014], [0077]. This refers to a management architecture that evaluates the current 

operational state of virtualized instances while the system is running, rather than 

only through static or offline assessment. In that context, the monitored 

“performance” and “loading” data used to drive those runtime decisions are real-
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time performance metrics. 

320. Vasilevsky describes manager-agent communications for monitoring 

performance and loading, and it ties that monitoring to dynamic resource-

allocation behavior performed in real time. MS-1005, [0070], [0072], [0077]. That 

relationship indicates that the system is determining current performance-related 

measurements that are sufficiently timely to support runtime control of the 

virtualized instance. 

321. In the Hirschfeld-Vasilevsky System, those real-time monitoring 

teachings would have been applied within Hirschfeld’s centrally managed logical 

server environment. Hirschfeld describes an SCM-managed virtualization 

architecture in which logical servers are maintained and managed through 

centralized control of logical-server attributes and resource allocations. MS-1006, 

11:45-57, 12:21-43. Vasilevsky adds real-time monitoring of performance and 

loading to that managed environment. MS-1005, [0014], [0070], [0072], [0077]. A 

POSITA would have understood that, in the combined system, the monitored 

performance and loading information for provisioned logical servers would 

therefore represent examples of one or more real time performance metrics. 

322. A POSITA would have further understood that determining 

performance data in real time is consistent with Vasilevsky’s description of “on-

the-fly” or dynamically performed resource adjustments. MS-1005, [0014], [0077]. 
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A system typically does not make resource allocation decisions dynamically in real 

time based on performance and loading unless it is also determining current 

performance-related information in real time. The real-time nature of the 

adjustment logic therefore supports the understanding that the underlying 

performance and loading inputs are real-time performance metrics. 

 Ground 2C: Claims 6 And 7 Are Obvious Over The Combination 

of Hirschfeld And Tremain  

1. Claim 6 

[6] The method of claim 1, wherein the inventory further comprises one or 

more application programs. 

323. The Hirschfeld-Tremain System would have provided SCM-

maintained status, instance, and mapping information for logical servers and their 

linkage to physical servers (inventory) that further includes information relating to 

software applications configured on or for those logical servers (one or more 

application programs). MS-1006, 10:9-31, 15:23-67; MS-1009, 17:16-19, 32:13-

33:10, 54:4-29, 70:12-28. 

324. As discussed for [1.1], Hirschfeld describes that each logical server 

includes a software layer “for executing desired software applications.” MS-1006, 

10:9-31. Hirschfeld also describes a virtualization environment in which the SCM 

maintains status, instance, and mapping information for logical servers and their 

associations with physical servers. MS-1006, 2:63-3:20, 11:45-57. Logical servers 

in the Hirschfeld environment execute software applications as part of their 
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managed functionality within the logical server cloud. 

325. Tremain describes virtual servers in a multi-tenant virtualized hosting 

environment that are configured with specific application programs to deliver 

services. MS-1009, 54:4-29. In Tremain, “pre-configured virtual servers” that are 

“virtual storage container files and include virtual machine operating systems and 

application and/or server software for the different customers.” Id. Tremain also 

describes virtual servers configured with “operating system and Web server 

software,” virtual servers “loaded with application software,” and virtual servers 

“loaded with database management system software.” Id., 70:12-28. A POSITA 

would have understood these disclosures to show that, in virtualized server 

environments of this type, application programs are part of the server configuration 

information relevant to provisioning, instancing, and management. 

326. A POSITA would have also understood that, in the Hirschfeld-

Tremain System, the inventory maintained by the SCM would further include 

information about application programs available on or for the logical servers. 

Hirschfeld already describes SCM-maintained information for logical servers and 

their associations within the virtualization environment, and Hirschfeld describes 

logical servers as including a software layer for executing applications. MS-1006, 

2:63-3:20, 10:9-31, 11:45-57. Tremain shows that logical or virtual servers in 

comparable virtualized hosting environments are configured with specific 
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application and server software as part of the services delivered to users. MS-1009, 

54:4-29, 70:12-28. A POSITA would have therefore understood that application-

program information would be a natural part of the inventory information 

maintained for such logical servers. 

327. A POSITA would have further understood that application program 

information would be pertinent to the SCM’s management role because 

Hirschfeld’s SCM maintains information about logical-server identity, attributes, 

and associations, while Tremain shows that the software applications loaded onto 

the virtual servers are part of the functional identity and service role of those 

servers. MS-1006, 2:63-3:20, 11:45-57; MS-1009, 17:16-19, 32:13-33:10, 54:4-29, 

70:12-28. In a managed virtualization system where logical servers are provisioned 

and controlled to deliver services, a POSITA would have understood that 

information about the application programs on those logical servers would be part 

of the relevant managed inventory. 

2. Claim 7 

[7] The method of claim 6, wherein one of the application programs 

comprises one of a network load balancer, a router, a firewall and a 

storage server. 

328. The Hirschfeld-Tremain System would have provided inventory 

information for application programs that includes firewall software implemented 

for use with a virtual server or logical server (firewall). MS-1006, 10:9-31; MS-
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1009, 17:16-19, 32:13-33:10. 

329. As discussed for [6], in the Hirschfeld-Tremain System, the inventory 

maintained by the SCM would have included information about application 

programs available on or for the logical servers. MS-1006, 2:63-3:20, 10:9-31; 

MS-1009, 54:4-29, 70:12-28. A POSITA would have also understood that one of 

those application programs could be firewall software based on Tremain’s 

teachings regarding virtual security firewalls in a virtualized hosting environment. 

MS-1009, 17:16-19, 32:13-33:10. 

330. Tremain describes that “virtual security firewalls operate similarly to 

conventional firewalls in that they consist of a special firewall software application 

which runs on a host operating system on a computer.” MS-1009, 32:13-33:10. 

Tremain also describes that such a firewall “is preferably implemented by a virtual 

machine on the real computer” that is “running firewall software.” Id., 17:16-19. A 

POSITA would have understood from these disclosures that Tremain teaches 

firewall functionality implemented as software for deployment in a virtualized 

server environment, rather than as a requirement for separate dedicated firewall 

hardware. 

331. A POSITA would have also understood that firewall software of the 

type described in Tremain would be an example of one of the application programs 

in the Hirschfeld-Tremain System. Hirschfeld describes logical servers with a 
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software layer for executing desired software applications. MS-1006, 10:9-31. 

Tremain describes firewall software running in a virtualized environment as a 

software application associated with a virtual machine or virtual server. MS-1009, 

17:16-19, 32:13-33:10. In a combined virtualized logical-server environment, a 

POSITA would have understood that firewall software is a type of application 

program that could be tracked as part of the application inventory for logical 

servers. 

332. A POSITA would have further understood that including firewall 

software among the application programs available within Hirschfeld’s logical 

server cloud would have been consistent with Hirschfeld’s managed virtualization 

framework. Hirschfeld describes centralized SCM management of logical servers 

and their associated information, while Tremain describes virtual security firewalls 

used to enhance security and isolation in multi-tenant virtualized hosting 

environments. MS-1006, 2:63-3:20, 11:45-57; MS-1009, 32:13-33:10. A POSITA 

would have understood that application-program information concerning firewall 

software would be pertinent to management of logical servers that provide 

networked services in such an environment. 

 Ground 3: Claims 9-16 Are Obvious Over The Combination Of 

Khandekar And Bonazzola 

1. Overview  

333. As I discussed in at least Paragraphs 70-73 and 212-215, MS-1014 
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(August 15, 2005 Provisional Application) and MS-1015 (July 1, 2016 Utility 

Application) each describe a distributed architecture that renders the “processor” 

configuration of claim 9 obvious. But, as explained in Section V.F, obviousness is 

insufficient to establish the patentee’s possession of the claimed subject matter for 

purposes of priority entitlement. 

334. More specifically, counsel has explained to me that in order for a 

claim of the ’050 patent to get the benefit of a claimed priority date, a POSITA, 

reading MS-1014 (August 15, 2005 Provisional Application) and MS-1015 (July 1, 

2016 Utility Application) must have immediately discerned that the patentee 

possessed the features described in the claim.  

335. Counsel has also explained that the ’050 patent asserts a priority date 

of August 15, 2005 based on the contents of MS-1014. If claim 9 is not entitled to 

this date, then a publication of an earlier-filed application to which the ’050 patent 

claims priority (such as U.S. Patent Application Publication No. 2014/0344462 to 

Pabari (MS-1012)) is available as prior art.  

336. As I discussed in Section VII.D based on the understanding in Section 

V.F, claim 9 is not entitled to the proclaimed priority date of August 15, 2005 and 

instead has an actual priority date of October 2, 2017. My analysis below of claim 

9 in relation to Pabari-Bonazzola within this section applies this understanding. 

Specifically, I provide my opinions regarding how the combination of Pabari and 
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Bonazzola renders claim 9 obvious (both of which are prior art if the actual priority 

date of claim 9 is October 2, 2017).  

2. Claim 9 

[9.pre] An apparatus that performs automatic management of a virtualization 

environment in a computer network comprising: 

[9.1]  a virtualization environment having a computer device with a processor 

and memory and a control center computer coupled to the computer 

device, 

[9.2]  the virtualization environment having an inventory that includes network 

resources and virtual assets being software instantiations of computer 

systems hosted on the computer device and a virtualization layer executed 

by the computer device that manages the virtual assets; 

[9.3] the control center computer executing a virtual mapping layer that 

determines an inventory of network resources and virtual assets available 

to the virtualization environment, 

[9.4]  wherein the virtual mapping layer determines the inventory without regard 

to processors, operating systems, virtualization platforms, and application 

software of the virtualization environment; and 

[9.5]  the control center computer executing a provisioning manager that 

communicates with the virtual mapping layer, 

337. The Pabari-Bonazzola System renders limitations [9.pre], [9.1], [9.2], 

[9.3], [9.4], and [9.5] obvious because Pabari’s disclosure, when combined with 

Bonazzola, satisfies the requirements of the claim elements recited within them. 

See, e.g., MS-1001, 3:45-65, 6:38-59, 7:33-56, 8:17-40, 9:39-61, FIGS. 1-3. 

338. The following chart identifies elements recited in [9.pre], [9.1]-[9.5] 

and the corresponding disclosure within Pabari that are rendered obvious in 

combination with Bonazzola. I also cite to corresponding sections of the ’050 
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patent specification for reference.  

Limitation Element Pabari (MS-1012)  

[9.pre] An apparatus that performs 

automatic management of a 

virtualization environment 

in a computer network 

MS-1012, [0018], [0045] 

MS-1001, 3:45-65, 6:38-59 

 

[9.1] A computer device with a 

processor and memory 

 

A control center computer 

coupled to the computer 

device 

 

An inventory that includes 

network resources and 

virtual assets being 

software instantiations of 

computer systems hosted 

on the computer device 

MS-1001, 6:60-67, 7:1-13, 9:39-67, 

FIGS. 1-3 

MS-1012, [0045], [0046], [0064], 

FIGS. 1-3 

[9.2] A virtualization layer MS-1001, 9:62-67, FIG. 3 
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executed by the computer 

device that manages the 

virtual assets 

MS-1012, [0064], FIG. 3 

[9.3] The control center 

computer executing a 

virtual mapping layer that 

determines an inventory of 

network resources and 

virtual assets available to 

the virtualization 

environment 

MS-1001, 7:33-56, FIG. 2 

MS-1012, [0049], FIG. 2 

[9.4] The virtual mapping layer 

determines the inventory 

without regard to 

processors, operating 

systems, virtualization 

platforms, and application 

software 

MS-1001, 6:38-59; see also 3:45-65 

MS-1012, [0045]; see also [0018] 

 

[9.5] The control center 

computer executing a 

MS-1001, 7:33-56, 8:17-40, FIG. 2 

MS-1012, [0049], [0045], FIG. 2 
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provisioning manager that 

communicates with the 

virtual mapping layer 

[9.6] the processor being configured to receive a virtual asset provisioning 

request that specifies parameters to be considered for the virtual asset 

provisioning request, 

339.  The Pabari-Bonazzola System would have provided a host machine 

(computer device) whose processing device (e.g., 402) (processor) executes a 

setup component (e.g., setup component 130) that receives configuration 

information (virtual asset provisioning request) specifying parameters for 

provisioning a VM locally on the host (parameters to be considered for the virtual 

asset provisioning request). MS-1013, [0022]-[0023], [0030], FIG. 2 (steps 205-

250). 

340. Bonazzola describes a setup component 130 that, once installed and 

running on a host machine, performs a configuration process in which a user is 

prompted for various pieces of information related to the VM and management 

system to be installed. MS-1013, [0022]. The configuration information includes 

storage configuration (e.g., “shared storage connection path and a storage domain 

and datacenter name”), network configuration (e.g., “Network Interface Card 

(NIC) information”), VM configuration (e.g., “memory size, number of virtual 

CPUs for the VM”), and management system configuration (e.g., “host name and 
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password”). Id., [0023]. The setup component 130 generates installation settings 

based on the received configuration information. Id., [0030]. 

341. The configuration information discussed above includes examples of 

parameters to be considered for a virtual asset provisioning request. This is because 

each category of configuration information (storage, networking, VM resources, 

management system settings) represents a characteristic of the VM that will be 

provisioned on the host. These are the same types of parameters (e.g., memory 

size, number of CPUs, storage paths, network interfaces) that a POSITA would 

have recognized as standard inputs for any VM provisioning operation, as they 

define the virtual hardware, storage, and connectivity characteristics necessary for 

deploying a functional VM on a host machine. Bonazzola also describes that the 

setup component uses this configuration information to “generate installation 

settings” that drive the subsequent provisioning workflow. MS-1013, [0030]. 

342. Bonazzola also describes a setup component that queries the user for 

each category of configuration information and generates installation settings 

based on the received inputs. MS-1013, [0022]-[0023], [0030]. In a system of this 

type, obtaining user-specified configuration parameters and generating installation 

settings for provisioning a VM is a receipt and processing of a virtual asset 

provisioning request that specifies parameters. 
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[9.7]  automatically provision a particular virtual asset to a particular physical 

resource in the virtualization system that matches the parameters in the 

virtual asset provisioning request, 

343.  The Pabari-Bonazzola System would have provided a host machine 

(computer device) whose processing device (e.g., 402) (processor) executes the 

setup component 130 to automatically provision a VM (particular virtual asset) to 

the host machine's physical resources (particular physical resource) matching the 

user-specified parameters (parameters in the virtual asset provisioning request). 

MS-1013, [0024], [0032]-[0033], FIG. 3 (steps 305-330). 

344. Bonazzola describes that after the configuration process ends, the 

setup component 130 uses the obtained installation settings to set up network 

connectivity on the host machine (step 305), prepare a storage location for the 

VM's virtual disks (step 310), and start the VM using the installation settings, 

established network connectivity, and prepared storage (step 315). MS-1013, 

[0032]. The setup component 130 then verifies that the operating system has been 

installed on the VM (step 325) and restarts the VM upon successful verification 

(step 330). Id., [0033]. The setup component 130 “performs the noted activities 

automatically and without user involvement.” Id., [0024]. 

345. The provisioning workflow discussed above results in a VM whose 

configuration matches the user-specified parameters. This is because the 

installation settings used to drive each step of the workflow (network connectivity, 
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storage preparation, VM creation) are generated from the configuration 

information provided by the user during the configuration process described in 

[9.6]. MS-1013, [0023], [0030]. For example, the storage location for virtual disks 

is prepared based on the user’s storage configuration inputs (e.g., shared storage 

connection path, storage domain), and the VM is started with the number of virtual 

CPUs and memory size specified by the user during the VM configuration portion 

of the setup process. Id., [0023], [0032]. There is a correspondence between the 

user-specified parameters and the resulting VM configuration because the 

installation settings are derived from those parameters and are applied at each stage 

of the provisioning workflow. 

346. Bonazzola also states that the setup component performs the 

provisioning activities “automatically and without user involvement.” MS-1013, 

[0024]. Once the user provides configuration information during the configuration 

process, the setup component executes the install portion (from network setup 

through VM creation, OS verification, and restart) without requiring further user 

interaction. In a system of this type, a host machine’s processor executing each 

provisioning step based on pre-generated installation settings is an example of 

automatic provisioning of a VM to the host machine’s physical resources. 

[9.8]  assign the provisioned virtual asset to the virtual asset provisioning request 

and provide user access to the provisioned virtual asset. 

347. The Pabari-Bonazzola System would have provided a host machine 
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(computer device) whose processing device (e.g., 402) (processor) executes the 

setup component 130 to assign the provisioned VM (provisioned virtual asset) to 

the provisioning workflow (virtual asset provisioning request) and provide user 

access to the provisioned VM (provisioned virtual asset). MS-1013, [0020], 

[0025]-[0026], FIG. 3 (steps 335-355). 

348. As to assigning, Bonazzola describes that after the VM is provisioned 

and the management system is verified as responsive, the setup component 130 

sends a command to the management system to add the host machine to a list of 

hosts associated with the management system (step 350) and waits for 

confirmation that the host machine has been added before restarting the VM (step 

355). MS-1013, [0026]. In the Pabari-Bonazzola System, the host’s processor 

would have similarly executed a local provisioning component that, upon 

completing the provisioning of a VM on the host, registers the provisioned VM 

with the Control Center’s management infrastructure (e.g., by communicating with 

the Control Center to add the host and its provisioned VM to the set of managed 

resources) and awaits confirmation of successful registration before finalizing the 

provisioning workflow. 

349. The registration and confirmation process discussed above is an 

example of assigning the provisioned virtual asset to the virtual asset provisioning 

request. This is because the act of adding the host machine to the management 
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system’s list of managed hosts creates a relationship between the provisioned VM 

and the management infrastructure that orchestrated its provisioning. Without this 

registration, the management system would have no awareness of the newly 

provisioned VM and could not manage it going forward. This linkage (and 

confirming it before proceeding) is a mechanism by which the system ensures that 

the provisioned asset is associated with and accountable to the originating 

provisioning workflow. 

350. As to providing user access, Bonazzola describes that the setup 

component 130 provides “the user a temporary password to connect to the VM 

115” during provisioning, enabling direct user access to the provisioned VM on the 

host machine. MS-1013, [0025]. Once the VM is restarted and the management 

system is operational, the management system manages “connection protocols 

between clients 101 and VMs,” which involves ongoing user access to the 

provisioned VM. Id., [0020]. In the Pabari-Bonazzola System, the host machine’s 

processing device would have similarly enabled user access to the provisioned VM 

in two phases. The first phase involves providing temporary credentials (e.g., a 

password) enabling the user to connect directly to the VM during the provisioning 

process. The second phase involves handing over management of user connectivity 

to the Control Center’s management infrastructure (e.g., through the management 

system's connection protocol management) once the VM is fully operational and 
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registered. 

351. The two-phase approach discussed above is an example of providing 

user access to the provisioned virtual asset. During the first phase, the user can 

connect directly to the VM using the temporary password, which gives the user 

immediate access to verify or interact with the provisioned VM while it is being 

finalized. During the second phase, the management system assumes responsibility 

for managing client-to-VM connections, which is a standard mechanism by which 

users access VMs in a managed virtualization environment. Temporary direct 

access during setup is a common practice for initial configuration and verification, 

and management-system-mediated access is the standard operational model for 

production VMs.  

3. Claims 10-16  

352. Pabari-Bonazzola System claims 10-16 obvious because Pabari’s 

disclosure, when combined with Bonazzola, satisfies the requirements of the claim 

elements recited within them. 

353. The following chart identifies elements recited in claims 10-16 and 

the corresponding disclosure within MS-1012 that satisfies the requirements of 

these limitations. I also cite to the ’050 patent specification for reference.  

Claim Element Pabari (MS-1012) / MS-1001 

10 The virtualization MS-1012, [0061], [0176], FIGS. 2, 18 
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environment determines 

one or more performance 

metrics of the provisioned 

virtual asset. 

MS-1001, 9:17-27, 22:49-61, FIGS. 

2, 18 

11 The provisioning manager 

provides a user interface to 

access one or more images 

in a virtual asset image 

repository. 

MS-1012, [0055] 

MS-1001, 8:17-40 

12 The provisioning manager 

provides a user interface to 

access one or more images 

in a virtual asset image 

repository. 

MS-1012, [0055] 

MS-1001, 8:17-40 

13 The virtualization 

environment determines 

one or more real time 

performance metrics. 

MS-1012, [0061], [0176], FIG. 18 

MS-1001, 9:17-27, 22:49-61, FIG. 18 

14 The inventory further 

comprises one or more 

MS-1012, [0048], [0170], FIG. 14 

MS-1001, 7:14-32, 21:24-50, FIG. 14 
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application programs. 

15 One of the application 

programs comprises one of 

a network load balancer, a 

router, a firewall and a 

storage server. 

MS-1012, [0158], [0168], [0169], 

FIGS. 12, 13 

MS-1001, 18:53-62, 20:38-21:23, 

21:51-57, FIGS. 12, 13 

16 One of the application 

programs comprises a 

network server. 

MS-1012, [0166], [0176], FIG. 11 

MS-1001, 20:12-32, 22:49-61, FIG. 

11 

XII. CONCLUSION 

354. For all the reasons I have noted in the foregoing paragraphs, claims 1-

16 of the ‘050 Patent are obvious in view of the references discussed above. 

355. I currently hold the opinions set expressed in this declaration. But my 

analysis may continue, and I may acquire additional information and/or attain 

supplemental insights that may result in added observations. 
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X. Ma, and N. Varnica. In Proceedings of the 39th Annual Allerton Conference on Com-
munication, Control, and Computing, pp. 311-320, 2001.

“Compressed Bloom Filters.” In Proceedings of the 20th Annual ACM Symposium on
Principles of Distributed Computing, pp. 144-150, 2001. Journal version: IEEE/ACM
Transactions on Networks, 10:5, pp. 613-620, October 2002.

“Towards More Completed Models of TCP Throughput,” with R. Rajaraman. Journal of
Supercomputing, 20(2), pp. 137-160, September 2001.

“Deriving Performance Bounds for ISI Channels Using Gallager Codes,” with A. Kavčić,
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30th Annual ACM Symposium on Theory of Computing (STOC-98), pp. 378-388, ACM
Press, May 23-26, 1998.

“Min-Wise Independent Permutations,” with Andrei Broder, Moses Charikar, and Alan
Frieze. In Proceedings of the 30th Annual ACM Symposium on Theory of Computing
(STOC-98), pp. 327-336, ACM Press, May 23-26, 1998. Journal version: Journal of
Computer and System Sciences, 60(3), pp. 630-659, 2000.

“Analysis of Low Density Codes and Improved Designs Using Irregular Graphs,” with
Michael Luby, Amin Shokrollahi, and Dan Spielman. In Proceedings of the 30th Annual
ACM Symposium on Theory of Computing (STOC-98), pp. 249-258, ACM Press, May
23-26, 1998.

“Improved Low Density Parity Check Codes Using Irregular Graphs and Belief Propa-
gation,” with Michael Luby, Amin Shokrollahi, and Dan Spielman. In Proceedings of the
1998 International Symposium on Information Theory. Extended version available as Com-
paq Systems Research Center Technical Note 1998-009. Journal version: “Improved Low
Density Parity Check Codes Using Irregular Graphs,” IEEE Transactions on Information
Theory, 47(2), pp. 585-598, 2001.

“Analysis of Random Processes via And-Or Tree Evaluation,” with Michael Luby and
Amin Shokrollahi. In Proceedings of the 9th Annual ACM-SIAM Symposium on Discrete
Algorithms, pp. 364-373, 1998.

“Average Case Analyses of First Fit and Random Fit Bin Packing,” with Susanne Albers.
In Proceedings of the 9th Annual ACM-SIAM Symposium on Discrete Algorithms, pp.

222



290-299, 1998. Journal version: Random Structures and Algorithms, 16(3), pp. 240-259,
2000.

“How Useful is Old Information?” In Proceedings of the 16th ACM Symposium on Prin-
ciples of Distributed Computing, pp. 83-91, 1997. Journal version: IEEE Transactions on
Parallel and Distributed Systems, 11:1, pp. 6-20, January 2000.

“Revisiting the COUNTER Algorithms for List Update,” with Susanne Albers. Inf. Proc.
Letters, 64, pp. 155-160, 1997.

“Practical Loss-Resilient Codes,” with Michael Luby, Amin Shokrollahi, Dan Spielman, and
Volker Stemann. In Proceedings of the 29th ACM Symposium on the Theory of Computing ,
pp. 150-159, 1997. Journal version: “Efficient Erasure Correcting Codes,” with Michael
Luby, Amin Shokrollahi, and Dan Spielman. IEEE Transactions on Information Theory,
47(2), pp 569-584, 2001.

“On the Analysis of Randomized Load Balancing Schemes.” In Proceedings of the 9th
ACM Symposium on Parallel Algorithms and Architectures, pp. 292-301, 1997. Journal
version: special conference issue of Theory of Computing Systems, vol. 32, pp. 361-386,
1999.

“Load Balancing and Density Dependent Jump Markov Processes.” In Proceedings of the
37th Annual Symposium on Foundations of Computer Science , pp. 213-222, 1996. Journal
version: “The Power of Two Choices in Randomized Load Balancing.” IEEE Transactions
on Parallel and Distributed Computing, 12(10), pp. 1094-1104, 2001.

“Designing Stimulating Programming Assignments for an Algorithms Course: A Collection
of Problems Based on Random Graphs.” In SIGCSE Bulletin, 28:3, pp. 29-36, September
1996.

“Constant Time per Edge is Optimal in Rooted Tree Networks.” In Proceedings of the 8th
ACM Symposium on Parallel Algorithms and Architectures, pp. 162-169, 1996. Journal
version: Distributed Computing vol. 10:4, 1997, pp. 189-197.

“Average Case Analyses of List Update Algorithms, with Applications to Data Compres-
sion,” with Susanne Albers. In Proceedings of the 1996 International Colloquium on Au-
tomata, Languages, and Programming , pp. 514-525. Journal version: Algorithmica, vol.
21:3, 1998, pp. 312-329.

“Pattern-based Compression of Text Images,” with Andrei Broder. In 1996 Data Com-
pression Conference , pp. 300-309.

“Parallel Randomized Load Balancing,” with Micah Adler, Soumen Chakrabarti, and Lars
Rasmussen. In Proceedings of the 27th ACM Symposium on the Theory of Computing , pp.
238-247, 1995. Journal version: Random Structures and Algorithms, vol. 13:2, September
1998, pp. 159-188.

“Bounds on the Greedy Routing Algorithm in Array Networks.” In Proceedings of the 6th
ACM Symposium on Parallel Algorithms and Architectures, pp. 346-353, 1994. Journal
version: special conference issue of the Journal of Computer and System Sciences vol.
53:3, December 1996, pp. 317-327.

“Computational Complexity of Loss Networks,” with Graham Louth and Frank Kelly.
Theoretical Computer Science , vol. 125, May 1994, pp. 45-59.

223



Other
Publications

“Lyra: An Efficient and Expressive Subquadratic Architecture for Modeling Biological Se-
quences,” with Krithik Ramesh, Sameed Siddiqui, Albert Gu, and Pardis Sabeti. Available
at https://arxiv.org/abs/2503.16351.

“Juniper: Reconstructing Transmission Events from Next-Generation Sequencing Data at
Scale,” with Ivan Specht, Gage Moreno, Taylor Brock-Fisher, Lydia Kraslinkova, Brittany
Petros, Jonathan Pekar, Mark Schifferli, Ben Fry, Catherine Brown, Lawrence Madoff,
Megan Burns, Stephen Schaffner, Daniel Park, Bronwn MacInnis, Al Ozonoff, Patrick
Varilly, and Pardis Sabeti. Available at https://www.medrxiv.org/content/10.1101/

2025.03.02.25323192v1.

“Delphy: scalable, near-real-time Bayesian phylogenetics for outbreaks,” with Patrik Var-
illy, Mark Schifferli, Katherine Yang, Tim Burcham, Paul Cronan, Olivia Glennon, Olivia
Jacks, Ellory Laning, Libby Marrs, Kyle Oba, Shannon Yeung, Edyth Parker, Ifeanyi
Omah, Jonathan E. Pekar, Laura Luebbert, Kristian G. Andersen, Daniel J. Park, Stephen
F. Schaffner, Bronwyn L. MacInnis, Christian Happi, Jacob E. Lemieux, Al Ozonoff,
Michael D. Mitzenmacher, Ben Fry, and Pardis C. Sabeti. Available at https://www.

biorxiv.org/content/10.1101/2025.03.25.645253v1.

“Use of popularity information to reduce risk posed by guessing attacks,” with Stuart
Schechter and Cormac Herley. US Patent 08959644. Issued 2/17/2015.

“Method and apparatus providing network coding based flow control,” with Jay Kumar
Sundararajan, Devavrat Shah, Muriel Medard, Joao Barros, and Szymon Jakubczak. US
Patent 08526451. Issued 9/3/2013.

“Method and apparatus providing network coding based flow control,” with Jay Kumar
Sundararajan, Devavrat Shah, Muriel Medard, Joao Barros, and Szymon Jakubczak. US
Patent 08130776. Issued 3/6/2012.

“Method for finding optimal paths using a stochastic network model,” with Evdokia
Nikolova and Matthew Brand. US Patent 07573866. Issued 8/11/2009.

“Ranking search engine results,” with Monika Henzinger. US Patent 07541388. Issued
11/11/2008.

“Distributed, compressed Bloom filter Web cache server.” US Patent 06920477. Issued
7/19/2005.

“Method for packing rectangular strips,” with Neal Lesh and Joe Marks. US Patent
06832129. Issued 12/14/2004.

“System and method for near-uniform sampling of web page addresses,” with Monika
Henzinger, Allan Heydon, and Marc Najork. US Patent 06594694. Issued 7/15/2003.

“On demand encoding with a window,” with Michael Luby, Gavin Horn, Jeffrey Persch,
John Byers, and Armin Haken. US Patent 06486803. Issued 11/26/2002.

“Generating high weight encoding symbols using a basis,” with Armin Haken, Michael
Luby, Gavin Horn, Diane Hernek, and John Byers. US Patent 06411223. Issued 6/25/2002.

“Space-efficient multi-cycle barrel shifter circuit,” with Laurent Moll. US Patent 06314156.
Issued 11/6/2001.

224



“Method for determining a random permutation of variables by applying a test func-
tion,” with Andrei Broder, Laurent Moll, and Mark Shand. US Patent 06292762. Issued
9/18/2001.

“Loss resilient code with double heavy tailed series of redundant layers,” with Michael
Luby. US Patent 06195777. Issued 2/27/2001.

“Message encoding with irregular graphing,” with Michael Luby, Amin Shokrollahi, Dan
Spielman, and Volker Stemann. US Patent 06163870. Issued 12/19/2000.

“Compression of grey scale images of text,” with Andrei Broder. US Patent 06088309.
Issued 7/11/2000.

“Irregularly graphed encoding technique,” with Michael Luby, Amin Shokrollahi, Dan
Spielman, and Volker Stemann. US Patent 06081909. Issued 6/27/2000.

“Loss resilient decoding technique,” with Michael Luby, Amin Shokrollahi, Dan Spielman,
and Volker Stemann. US Patent 06073250. Issued 6/6/2000.

“Task processing optimization in a multiprocessor system,” with Andrei Broder. US Patent
05991808. Issued 11/23/1999.

“Compression protocol with multiple preset dictionaries,” with Andrei Broder and Jeff
Mogul. US Patent 05953503. Issued 9/14/1999.

“When Simple Hash Functions Suffice,” with K. Chung and S. Vadhan. Appears as a chap-
ter in Beyond Worst Case Analysis, edited by Tim Roughgarden, Cambridge University
Press.

“Algorithms with Predictions,” with S. Vassilvitskii. Appears as a chpater in Beyond
Worst Case Analysis, edited by Tim Roughgarden, Cambridge University Press.

“Some Practical Randomized Algorithms and Data Structures,” with E. Upfal. Appears
as a chapter in Computing Handbook, Third Edition: Computer Science and Software
Engineering, edited by T. Gonzalez, J. Diaz-Herrera, and A. Tucker. Chapman and Hall,
2014.

“Building an Efficient Hash Table on the GPU,” with D. Alcantara, V. Volkov, S. Sengupta,
J. Owens, and N. Amenta. Appears as a chapter in GPU Computing Gems: Jade Edition,
edited by Wen-mei W. Hwu. Morgan Kaufmann, 2011.

“Codes – Protecting Data Against Loss and Errors.” Appears as a chapter in Algorithms
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