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AXCVE-2009-4849 Detail
MODIFIED AFTER ENRICHMENT

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data
supplied by the NVD may require amendment due to these changes.

Description

Multiple cross-site request forgery (CSRF) vulnerabilities in ToutVirtual VirtuallQ Pro 3.2 build 7882 and
3.5 build 8691 allow remote attackers to hijack the authentication of administrators for requests that
(1) create a new user account via a save action to tvserver/user/user.do, (2) shutdown a virtual
machine, (3) start a virtual machine, (4) restart a virtual machine, or (5) schedule an activity.
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NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information

contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:

\ad
NIST: NVD

Base Score:

NVD assessment not yet provided.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web
sites because they may have information that would be of interest to you. No inferences should be
drawn on account of other sites being referenced, or not, from this page. There may be other web sites
that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or
concur with the facts presented on these sites. Further, NIST does not endorse any commercial
products that may be mentioned on these sites. Please address comments about this page to
nvd@nist.gov.

URL Source(s) Tag(s)
http://secunia.com/advisories/37359 CVE, MITRE Vendor Advisory
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URL Source(s) Tag(s)
http://www.securenetwork.it/ricerca/advisory/download/SN-2009-02.txt CVE, MITRE Exploit
http://www.securityfocus.com/archive/1/507729/100/0/threaded CVE, MITRE

Weakness Enumeration

CWE-ID CWE Name Source
CWE-352 Cross-Site Request Forgery (CSRF) L NIST

Known Affected Software Configurations switch to cPe2.2

Configuration 1 (hide )

Show Matching CPE(s)»

I Denotes Vulnerable Software X ﬁ m ° N vll

Are we missing a CPE here? Please let us know.
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05/07/2010 Technical Cyber Security Questions:
NVD Last Modified: US-CERT Security‘Operations Center

Email: soc@us-cert.gov
04/28/2026 Phone: 1-888-282-0870
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