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In one embodiment, an apparatus includes one or more inter-
nal interfaces in communication with one or more network
devices in a first network site through a Layer 2 link, an
overlay interface in communication through a Layer 3 link
with a core network connected to one or more other network
sites, and a table mapping addresses for network devices in
the other network sites to addresses of edge devices in the
same network site as the network device. The apparatus fur-
ther includes a processor operable to encapsulate a packet
received at one of the internal interfaces and destined for one
of the network devices in the other network sites, with an IP
header including a destination address of the edge device
mapped to the destination network device, and forward the
encapsulated packet to the core network.
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1
OVERLAY TRANSPORT VIRTUALIZATION

BACKGROUND OF THE INVENTION

The present disclosure relates generally to supporting
Layer 2 (L.2) and Layer 3 (L3) virtual private networks
(VPNs) over a Layer 2 or Layer 3 (L3) infrastructure.

Many applications in a Data Center network require [.2
connectivity between all servers running an application. In
order to provide the required .2 connectivity across an [P
transport, enterprises have had to either dedicate fiber inter-
connects to a [.2 extension or use pseudowire based technolo-
gies such as EoOMPLS (Ethernet over Multiprotocol Label
Switching) or VPLS (Virtual Private LAN Service). Others
have opted for low performance IP based point-to-point solu-
tions such as L2TPv3 (Layer 2 Tunneling Protocol Version 3)
on software switched platforms. These conventional systems
have a number of technical, operational, and cost drawbacks.
For example, all of these systems result in a complex mesh of
logical connections. Furthermore, this mesh usually creates
forwarding and learning loops, which can only be broken by
running Spanning Tree Protocol (STP) over the already com-
plex logical mesh.

An alternative solution to provide Layer 3 VPNs is network
virtualization. However, conventional methods for network
virtualization do not work well in enterprise networks and
typically lack the scalability and functionality for service
provider networks. Many enterprises have considered MPLS
IP-VPNs (IETF RFC 2547, “BGP/MPLS VPNs”, E. Rosen et
al., March 1999) as one tool to implement network virtual-
ization. This requires the introduction of MPLS into enter-
prise networks and relies heavily on tunnels.

Another drawback with conventional network virtualiza-
tion is that the systems require multiple routing and forward-
ing tables to be maintained in every device in a path from a
source node to a destination node. For example, “in-the-
network” virtualization models intrinsic to VNETs (virtual
networks) require all devices in the core to be configured,
managed, and maintain state.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example of a network in which
embodiments described herein may be implemented.

FIG. 2 is a block diagram illustrating additional details of
an edge device of the network of FIG. 1, according to one
embodiment.

FIG. 3 depicts an example of a network device useful in
implementing embodiments described herein.

FIGS. 4A-4F illustrate examples of different edge node
placements in a network utilizing embodiments described
herein.

FIGS. 5A-5D illustrate different examples of redundant
network designs in which the embodiments described herein
may be implemented.

FIG. 6A is a flowchart illustrating a process for overlay
transport virtualization in which packets are forwarded onto
an overlay network, in accordance with one embodiment.

FIG. 6B is a flowchart illustrating a process for overlay
transport virtualization in which packets are received from
the overlay network, in accordance with one embodiment.

FIG. 7 illustrates an example of unicast packet flow
between Layer 2 sites.

FIG. 8 illustrates an example of unicast packet flow
between Layer 3 sites.

FIG. 9 illustrates an example of multicast packet flow
between Layer 2 sites.
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FIG. 10 illustrates an example of multicast packet flow
between Layer 3 sites.

FIG. 11 illustrates an example of multicast packet flow ina
hybrid VPN.

FIG. 12 illustrates an example of MAC mobility.

FIG. 13 illustrates an example of a network merge.

FIG. 14 illustrates a unicast hash example for use in multi-
homing.

FIG. 15 illustrates a broadcast hash example for use in
multi-homing.

Corresponding reference characters indicate correspond-
ing parts throughout the several views of the drawings.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

A method and apparatus for communication between two
or more network sites connected through a core network are
disclosed. In one embodiment, the apparatus generally com-
prises one or more internal interfaces in communication with
one or more network devices in a first network site through a
Layer 2 link, an overlay interface in communication through
aLayer 3 link across a core network connected to one or more
other network sites, and a table mapping destination
addresses for network devices in the other network sites to
destination addresses of edge devices in the same network site
as the network device. The apparatus further includes a pro-
cessor operable to encapsulate a packet received at one of the
internal interfaces and destined for one of the network devices
in the other network sites, with an IP header including a
destination address of the edge device mapped to the desti-
nation network device, and forward the encapsulated packet
to the core network.

In another embodiment, a method generally comprises
receiving at a first edge device located within a first network
site, MAC addresses for network devices located in one or
more other network sites, mapping each of the destination
MAC addresses of the network devices to an address of an
edge device in the same network site as the destination net-
work device, and receiving a packet at the first edge device
from a network device in the first network site. The packet
comprises a destination address of one of the network devices
in the other network sites. The method further includes encap-
sulating the packet with an IP header comprising a destination
address of the edge device mapped to the destination address
of the network device, and forwarding the encapsulated
packet to the core network.

Example Embodiments

The following description is presented to enable one of
ordinary skill in the art to make and use the invention.
Descriptions of specific embodiments and applications are
provided only as examples, and various modifications will be
readily apparent to those skilled in the art. The general prin-
ciples described herein may be applied to other embodiments
and applications without departing from the scope of the
invention. Thus, the present invention is not to be limited to
the embodiments shown, but is to be accorded the widest
scope consistent with the principles and features described
herein. For purpose of clarity, details relating to technical
material that is known in the technical fields related to the
invention have not been described in detail.

Overlay Transport Virtualization Overview

A method and system described herein support Layer 2
(L2) and Layer 3 (LL3) virtual private networks (VPNs) over a
L2 orLayer 3 (L3) infrastructure. The method and system are
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referred to herein as Overlay Transport Virtualization (OTV)
since they provide an “overlay” method of doing virtualiza-
tion versus traditional “in-the-network™ type systems, in
which multiple routing and forwarding tables are maintained
in every device between a source and a destination. With
OTV, state is maintained at the network edges, but is not
required at other devices in a network site or in a core net-
work. OTV operates at edge devices interposed between the
network sites and the core network. The edge devices perform
L2 learning and forwarding functions (similar to a traditional
L2 switch) on their site-facing interfaces (internal interfaces)
and perform IP based virtualization functions on their core-
facing interfaces, for which an overlay network is created.
The dual functionality of the edge device provides the ability
to connect [.2 networks, [.3 networks, or hybrid (.2 and L3)
networks together. OTV can also run at the same time as the
network sites and the core network are operating “in-the-
network” virtualization via VRF (Virtual Routing and For-
warding) or VNET (Virtual Network).

OTV encapsulates L2 traffic with an IP header (“MAC in
1P”), rather than creating stateful tunnels. L2 traffic that
requires traversing the overlay network to reach its destina-
tion is prepended with an IP header which ensures the packet
is delivered to the edge device that provides connectivity to
the L2 destination in the original MAC (Media Access Con-
trol) destination header. Traffic is forwarded natively in the
core network over which OTV is deployed, based on the IP
header. The native IP treatment of the encapsulated packet
allows optimal multi-point connectivity as well as optimal
broadcast and multicast forwarding. OTV is independent of
the technology deployed in the core network and no changes
are required to core devices.

As described in detail below, OTV provides a state to map
a given destination MAC address in a L2 VPN to the IP
address of the OTV edge device behind which that MAC
address is located. OTV forwarding is therefore a function of
mapping a destination MAC address in the VPN site to an
edge device IP address in the overlay network. A control
plane is used to exchange reachability information among the
different OTV edge devices. In one embodiment, the control
plane uses an overlay IGP (Interior Gateway Protocol) to
carry MAC addresses and IP addresses. The MAC addresses
are those of hosts connected to the network and the IP next
hops are the addresses of the edge devices through which the
hosts are reachable through the core.

In one embodiment, the control plane utilizes IS-IS (Inter-
mediate System-to-Intermediate System) as an IGP capable
of carrying a mix of MAC unicast and multicast addresses as
well as IP addresses. The information carried in IS-IS LSPs
(Link State Packets) is MAC unicast and multicast addresses
with their associated VLAN IDs (or VNIDs in the case of L3
VPNs) and IP next hops. Since all MAC addresses on a site
are advertised in IS-IS to all other sites, all edge devices have
knowledge of all MAC addresses for each VLLAN in the VPN.
It is to be understood that routing protocols other than IS-IS
may be used, without departing from the scope of the inven-
tion.

OTV Network

Referring now to the drawings, and first to FIG. 1, an
example of a network in which OTV may be implemented is
shown. Some of the elements in a network that employs OTV
may be routers, switches, gateways, servers, or other network
devices. The network shown in FIG. 1 comprises a virtual
private network (VPN A) including three network sites; site 1
(14), site 2 (16), and site 3 (18) and VPN B including three
network sites; site 4 (20), site 5 (22), site 6 (24). Each VPN is
a collection of sites which are typically controlled by a single
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4

administration or organization. The addressing plan, router,
and switch configuration is consistent as it would be if the
sites were physically at the same location. The sites may be a
single or multi-homed connected network.

The network sites are in communication with other net-
work sites through a core network 10. The core network 10
may be a .2 metro Ethernet core, L3 IP network core, or an
MPLS core, for example. As previously noted, OTV is inde-
pendent ofthe technology deployed in the core network. OTV
may be implemented, for example, on any network capable of
correctly forwarding IP packets.

Site 4, site 5, and site 6 each include an edge device 12,
which is configured to run OTV. OTV defines an overlay
network 26 coupled to each edge device 12 at the customer
sites 20, 22, 24. The sites are thus connected together via the
edge devices 12 that operate in the overlay network 26 and
provide Layer 2 and Layer 3 connectivity among the sites.

In the example shown in FIG. 1, there is one overlay net-
work per VPN. For simplification only one overlay network
26 is shown for VPN B. VPN A also has an overlay network
coupledto edge devices of site 1, site 2, and site 3 (not shown).
There may therefore be multiple overlay networks operating
within a network. In the embodiments described herein, there
is a single IS-IS process for each overlay network 26. How-
ever, there may also be multiple IS-IS processes running
within an overlay network or on a single edge device, with
each serving a different VPN. IS-IS may also be configured so
that it is fault tolerant across VDCs (Virtual Device Contexts).

The network sites 20, 22, 24 may be 1.2 sites, 1.3 sites, or a
combination thereof. Examples of 1.2 and [.3 networks are
described below and shown in FIGS. 7 and 8, respectively.

Each client network 20, 22, 24 may run Spanning Tree. In
the case where Spanning Tree is used by the client, each client
network 20, 22, 24 has its own client Spanning Tree Protocol
(cSTP) and its own STP root bridge. STP is not extended on
the overlay network 26 since there is no need to create one
large STP domain across sites. Each client network also per-
forms its own snooping (Snoop (1)) (e.g., IGMP/MLD (Inter-
net Group Management Protocol/Multicast Listener Discov-
ery) snooping) at [.2. IGMP/MLD reports originated at an
OTV site are not forwarded on the overlay network 26.

Since OTV can work over an 1.2 core transport or an .3
core transport, a transport independent mechanism is pro-
vided to allow peering between edge devices 12. The edge
devices include an IP address on their core facing interface
and preferably join a configured ASM (Any Source Multi-
cast)/Bidir multicast group in the core transport network 10
by sending IGMP reports. The edge devices 12 are therefore
hosts relative to the core, subscribing to multicast groups that
are created in the provider network 10 and which rely on a
provider Unicast/Multicast Routing Protocol (pUMRP).

In order for the OTV edge devices 12 to provide transpar-
ency to any bridged domains connected thereto and eliminate
unnecessary flooding, the edge devices combine data plane
learning on their bridged internal interfaces with control
plane learning on their overlay interfaces. The triggering of
control plane advertisements and learning by data plane
events, along with the interaction of the overlay control plane
with the provider control plane and the customer control
plane is described below.

In one embodiment, data-plane hashing may be used so
that different MAC addresses from the same VL AN can use
different edge devices in an active-active capable matter.

In one embodiment, the OTV network is configured to
provide encryption by the core network 10, client networks
20, 22,24, or edge devices 12. Edge devices 12 may maintain
security associations directly amongst themselves and may
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use an [.2 and .3 encryption scheme. For example, the edge
devices may provide IPsec (IP Security) encryption or Link-
sec encryption.
Control Planes

OTV leverages three control planes which support each
other while operating independently. A provider control plane
enables unicast reachability among the edge devices 12 and
also provides the multicast group that makes the edge devices
adjacent from the overlay control plane perspective. An over-
lay control plane is used to exchange reachability information
among different OTV edge devices 12. A client control plane
may run across the overlay control plane to get the reachabil-
ity necessary between client routers to establish routing adja-
cency in the case of L3 VPNs.

As noted above, the control planes operate independently,
however, in order to optimize multicasting, multicast control
plane events (e.g., reports, joins, leaves) that occur in one
MRP may initiate events in another MRP so that the optimal
tree is always being used to forward traffic. Also, events in the
overlay control plane may be triggered by forwarding events
in the client data plane.

The provider control plane includes the set of routing pro-
tocols which run in the core infrastructure to be able to deliver
packets routed from the site networks 20, 22, 24. The edge
devices 12 are allocated an IP address out of the core block of
addresses. The multicast group that the edge devices join is
referred to herein as the Provider Multicast Group (pMG).
The pMG is used for edge devices to become adjacent with
each other to exchange, for example, IS-IS LSPs, CSNPs, and
Hellos. Thus, by virtue of the pMG, all edge devices see each
other as if they were directly connected to the same multi-
access multicast-capable segment for the purposes of IS-IS
peering. In one embodiment, each VPN uses a unique IS-IS
authentication key and a dedicated ASM/Bidir multicast
group (pMG) allocated by the core network. The pMG also
defines a VPN, therefore, when an edge device joins a pMG,
the site becomes part of a VPN. Multiple pMGs define mul-
tiple VPNs. The pMG may also be used to broadcast data
traffic to all edge devices in the VPN when necessary.

In an alternative embodiment, a full mesh of tunnels can be
substituted for the pMG as a way of connecting the edge
devices for a given VPN in the overlay network. The configu-
ration of these tunnels may be performed manually or through
the use of'a discovery mechanism. Head-end replication at the
edge devices would be provided for control-plane packets and
data-plane packets that need to reach all edge devices in the
VPN.

The overlay control plane is referred to herein as overlay
Unicast/Multicast Routing Protocol (0UMRP). In order to
avoid flooding of unknown unicast packets among edge
devices, OTV does not perform data-plane learning on the
overlay network. Data-plane learning takes place on the inter-
nal interfaces to provide compatibility and transparency
within the L2 sites connecting the OTV overlay network 26.
Regardless of whether OTV is supporting [.2 or L3 VPN, the
edge devices 12 appear to each VPN site to be providing
L2-switched network connectivity amongst those sites.

The L2-switched overlay network 26 transparently trans-
ports the control and data plane traffic for the routed network.
The routed or switched customer network is referred to herein
as the client network, and cIGP (client IGP) and cUMRP
(client Unicast/Multicast Routing Protocol) are used to iden-
tify the client control plane components.

MAC learning across the overlay network 26 is based on
advertisement of unicast and multicast MAC addresses,
which is done by the overlay control plane. The (site-facing)
MAC addresses that are locally connected to an edge device
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12 are advertised in the overlay IGP to other edge devices in
the VPN. The overlay IGP establishes adjacencies only
between edge devices that are in the same VPN. Edge devices
become part of a VPN when they join a multicast group
defined in the core (provider-MRP). The Hellos and updates
between overlay-IGP peers travel over the multicast group
defined in the pMRP. Thus, edge devices peer with each other
as if they were directly connected at 1.2. This peering is
possible as all the traffic for the coUMRP is encapsulated with
the pMRP group address and sent into the core. Thus, all edge
devices in a given VPN receive the oUMRP multicast traffic
as if they were all on the same segment.

The oUMRP control traffic is encapsulated with the pMRP
group address corresponding to the VPN. The o UMRP is used
to inform all edge devices that the subscribers to a particular
group are reachable over the overlay network. In one embodi-
ment, the edge devices 12 snoop IGMP/MLD reports and
then the oUMRP notifies all edge devices in the VPN which
group has been joined by sending a GM-LSP (Group Mem-
bership-Link State Packet) with the group MAC address in it.
The IP multicast group address is also sent. The GM-LSP is
used to store and advertise multicast MAC (mMAC)
addresses learned at a site 20, 22, 24. The information con-
veyed by the oUMRP is used by the edge devices 12 to
populate their oiflist at the source site. Edge devices 12 onthe
receiving sites can join the corresponding (S, GG) group in the
provider plane (pMRP) when they snoop the IGMP/MLD
traffic from the site. Thus, multicast trees are built natively in
the core network 10, and not in the overlay network 26.

The edge device 12 does not participate in the provider IGP
as a router, but as a host. As previously discussed, the edge
device 12 has an IP address which is significant in the core/
provider addressing space and joins multicast groups in the
core network 10 by issuing IGMP/MLD reports. Thus, the
edge device does not have an IGP relationship with the core,
nor does it have any PIM adjacencies with the core. However,
the edge device 12 does participate in the oUMRP and its IP
address is used as a router ID and a next hop address for
unicast traffic by the oUMRP. The edge device 12 does not
build an IP routing table with the information received from
the overlay IGP, but instead builds a hybrid table (described
below) where MAC address destinations are reachable via IP
next hop addresses. The edge devices 12 thus operate as IP
hosts in the provider plane, MAC routers in the overlay plane,
and bridges in the client bridging plane.

The following describes details of the edge device and
OTV operation at the edge device, including address adver-
tisement, forwarding, and encapsulation.

OTV Edge Device

FIG. 2 illustrates additional details of an edge device 12,
according to one embodiment. The term “edge device” as
used herein refers to an 1.2 device that performs OTV func-
tions. The edge device 12 will typically run as a L2 device
(e.g., switch) but can be co-located in a device that performs
L3 routing on other [.3-enabled ports. For example, the
device may perform MAC learning (i.e., site-facing) to learn
the MAC addresses of attached routers and run cIGP to learn
about host reachability. It is to be understood that the refer-
ences herein to an [.2 switch include devices that perform [.3
routing.

The edge device 12 may include, for example, a master
central processing unit (CPU), interfaces, and a bus (e.g., a
PCI bus). When acting under the control of appropriate soft-
ware or firmware, the CPU is responsible for such tasks as
forwarding table computations, network management, and
general processing of packets. It preferably accomplishes all
of these functions under the control of software including an
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operating system and any appropriate applications software.
In one embodiment, the edge device 12 is implemented on a
general purpose network machine as described below with
respect to FIG. 3.

FIG. 3 depicts a network device 50 that may be used to
implement embodiments described herein. In one embodi-
ment, network device 50 is a programmable machine that may
be implemented in hardware, software, or any combination
thereof. A processor 52 executes codes stored in a program
memory 54. Program memory 54 is one example of a com-
puter-readable medium. Program memory 54 can be a vola-
tile memory. Another form of computer-readable medium
storing the same codes would be some type of non-volatile
storage such as floppy disks, CD-ROMs, DVD-ROMs, hard
disks, flash memory, etc. A carrier wave that carries the code
across the network is an example of a transmission medium.

Network device 50 interfaces with physical media via a
plurality of linecards 56. Linecards 56 may incorporate Eth-
ernet interfaces, DSL interfaces, Gigabit Ethernet interfaces,
10-Gigabit Ethernet interfaces, SONET interfaces, etc. As
packets are received, processed, and forwarded by network
device 50, they may be stored in a packet memory 58. To
implement functionality according to the system, linecards
56 may incorporate processing and memory resources similar
to those discussed above in connection with the network
device as a whole. It is to be understood that the network
device shown in FIG. 3 is only one example, and that network
devices having other components or configurations may be
used to implement OTV, without departing from the scope of
the invention.

Referring again to the example shown in FIG. 2, edge
device 12 includes one or more internal interfaces 34, 36 in
communication with network devices at the same network
site as the edge device, and an overlay interface 32 in com-
munication with the overlay network 26. The internal inter-
faces 34, 36 are L2 interfaces connected to site-based
switches or site-based routers and learn the source MAC
addresses of traffic they receive. The internal interfaces 34, 36
are 1.2 interfaces regardless if they connect to a switch or a
router. Traffic received on an internal interface may trigger
oUMRP advertisements or pMRP group joins, as previously
described. Traffic received on the internal interfaces 34, 36 is
forwarded according to a MAC table 30 onto another internal
interface (regular bridging (or routing in the case of L3 edge
device)) or onto the overlay interface (OTV forwarding).

In one embodiment, the forwarding table 30 is a MAC table
of 48-bit MAC addresses. The table 30 may contain unicast
MAC addresses or multicast MAC addresses. The table 30 is
populated by conventional data-plane learning on internal
interfaces 34, 36 and by the IS-IS protocol (or other IGP
protocol) at the control plane on the overlay interface 32.
Arrow 39 illustrates data-plane learning on internal interface
34 and arrow 43 illustrates control-plane learning on the
overlay interface 32. The table 30 allows the same MAC
address to be used in different VLANs and potentially in
different VPNs. The table 30 is described further below with
respect to forwarding.

The overlay interface 32 is a logical multi-access multi-
cast-capable interface and is realized by one or more physical
core facing interfaces. The core facing interface 32 is
assigned an IP address (e.g., IPB in FIG. 2) out of the pro-
vider/core address space. Even though the overlay interface
32 has an IP address, it does not participate in the provider
IGP or UMRP, as noted above. The overlay interface 32
operates as a host connected to the core network 10. The IP
address assigned to the overlay interface 32 is used as a next
hop address by the oUMRP, therefore, table 30 for the overlay
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interface includes a remote IP address as the next hop infor-
mation for remote MAC addresses. As described below, traf-
fic transmitted out of the overlay interface 32 is encapsulated
with an IP header and traffic received on this interface is
decapsulated to produce an [.2 frame.

In the example shown in FIG. 2, there is only one overlay
interface 32. Itis to be understood, however, that there may be
any number of overlay interfaces.

A processor 28 encapsulates L2 (MAC level) packets 38
from the internal interfaces 34, 36 in IP packets (with unicast
or multicast headers) 40 before forwarding the packets to the
core network, and decapsulates IP packets received from the
core network. For example, in one embodiment a unicast
frame is encapsulated in an IP unicast packet; a broadcast
frame is encapsulated in an ASM/Bidir IP multicast packet; a
link-local multicast frame is encapsulated in an ASM/Bidir [P
multicast packet; and a customer multicast frame is encapsu-
lated in a SSM IP multicast packet. The ASM/Bidir multicast
packet is also used for IS-IS peering.

In the embodiment utilizing IS-IS, the protocol is opera-
tional on the logical interface 32 at the overlay network and,
in a constrained fashion, on the internal site network inter-
faces 34, 36. On the overlay network, IS-IS packets are encap-
sulated in IP multicast packets. The full IS-IS protocol runs on
the overlay link 32. The IS-IS process interacts with the 1.2
RIB (Routing Information Base) for adding and deleting
entries (VL AN-id, MAC). On the site link 34, 36, IS-IS sends
IIHs (IS-IS Hellos) for the purpose of detecting reachability
inside the site and to elect a site-id. Each edge device which
resides in an OTV site advertises over the overlay network the
same site-I1D. Site-ID election is dynamically determined by
the IS-IS protocol. No flooding of LSPs or sending of CSNPs
(Complete Sequence Number PDUs) are required, and no
pseudo-node LSP needs to be generated for the site links 34,
36.

An edge device 12 that forwards layer 2 frames in and out
of a site from and to the overlay interface, respectively, is an
authoritative edge device. There is one authoritative edge
device for all MAC unicast and multicast addresses per
VLAN. For other VL ANs, another edge device is authorita-
tive. The authoritative edge device has the responsibility for
forwarding frames from the site network to the overlay net-
work to one or more remote sites, as wells as from the overlay
network into the site network. The authoritative responsibility
can be shared with other edge devices for other VLLANs so
that the traffic load can be balanced across edge devices for all
VLAN:Ss. Therefore, within a VLAN OTV employs an active-
backup procedure and across VLLANSs an active-active proce-
dure.

Authoritative edge device selection may be made, for
example, by using static VL AN-ID range assignments. In one
embodiment, an edge device ordinal is assigned dynamically
by the IS-IS protocol per edge device within a site. The
ordinal value ranges from O to n—1, where n is the number of
edge devices per site. Ordinals are preferably contiguously
assigned across all edge devices based on IS-IS system ID.
When an edge device goes down, which is detected by an
IS-IS adjacency loss on the internal network, the ordinal of
the down edge device is taken over ownership by the numeri-
cally lower ordinal assigned edge device which is still up.

The authoritative edge device may also be selected by
mapping the VLAN-IDs to an edge device ordinal using a
hash function. A hash-based scheme ensures a balanced dis-
tribution of VLLANs across all edge devices, irrespective of
the actual values or ranges in use. Another embodiment for
selecting authoritative edge devices for load balancing across
one VLAN is described below under load balancing and
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ECMP. It is to be understood that the selection methods
described herein are only examples, and that other methods
may be used to select the authoritative device.

Advertising Addresses

As previously discussed, in addition to conveying MAC
address information among the edge devices in a VPN, infor-
mation mapping the MAC addresses to IP addresses of an
advertising edge device is conveyed for the purpose of
“MAC-in-1P” forwarding across the overlay network.

When an edge device is authoritative, it advertises a unicast
MAC address as soon as it learns the MAC on an internal
interface. The MAC address is placed in an IS-IS LSP if the
edge device is authoritative for the VLAN the MAC resides
in. It should be noted that the role of being authoritative has no
effect on multicast MAC addresses.

Forwarding

The following describes details of forwarding between
internal links, from an internal link to an overlay link, and
from an overlay link to an internal link.

When an edge device forwards between internal links 34,
36 within its network site, it operates like a traditional [.2
switch or L3 router (FIG. 2).

The edge device 12 forwards a unicast, multicast, or broad-
cast packet from one of the internal links 34, 36 to the overlay
link 32 when IS-IS has put the logical port of the overlay
interface inthe MAC table 30 for the corresponding unicast or
multicast MAC address. 1.2 traffic which traverses the overlay
network 26 to reach its destination is prepended with an IP
header that ensures the packet is delivered to the edge devices
that provide connectivity to the 1.2 destination in the original
MAC header. In one embodiment, a packet as received from
the internal interface 34, 36 is not changed other than to
remove a preamble and FCS from the frame. The IP header,
outer MAC header, and physical port the packet is to go out is
preferably all cached in hardware. This is so all the informa-
tion required to physically forward the packet is together to
easily prepend and send data at high rates. The IP addresses
and the outer MAC addresses are all preferably provided and
stored for the hardware by the control-plane software.

When a packet 40 is received on the overlay interface 32, it
is decapsulated to reveal the inner MAC header for forward-
ing. The inner MAC SA (source address) and DA (destination
address) are used for the MAC table lookup described below.

FIG. 2 illustrates an example of MAC table 30 for edge
device 12 having a core facing IP address of IPB and in
communication via overlay interface 32 with a core network
connected to another network site comprising an edge device
having an IP address of IPA and a host H1 (not shown). Host
H1 is reachable through edge device IPA via overlay network
O1. The table 30 includes a number of destination/link pairs
(or destination/next-hop pairs in the case of an L3 edge
device) for forwarding between internal links (E1, E2), from
internal links to overlay link 32, and from the overlay link to
the internal links. The MAC table 30 is populated using the
address information received in LSPs and GM-LSPs at the
overlay interface 32 and packets received at internal inter-
faces E1, E2, as previously described with respect to adver-
tising addresses.

The first pair (H2/E1) in table 30 specifies that host H2 is
reachable through link E1. Another host H3 at the network
site is reachable through internal interface 36 (E2). Thus,
another entry in the table is H3/E2. Since host H1 is reachable
via the overlay network O1 through the edge device with IP
address of IPA, the other entry in the table is H1/O1:1PA.

The table 30 provides information used by the edge device
12 in forwarding packets received at its interfaces. For
example, based on a lookup at table 30, packet 38 received at
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interface E1 and destined for host H1 is encapsulated in IP
packet 40 with an IP header having a destination address of
IPA. Packet 40 is transmitted from link 32 to the core network
where it is routed (in the case of a routed core) to edge device
IPA. A packet received at link 32 and destined for host H2, is
stripped ofits overlay IP header and forwarded to interface E1
in generally the same manner as a conventional bridge would
forward a packet at [.2.

It is to be understood that the table 30 shown in FIG. 2 and
described above is only one example of an information base
mapping addresses, and that other configurations may be used
without departing from the scope of the invention.

There may be cases where a VILAN will have some MACs
that will be advertised and forwarded over the overlay net-
work and others that will have their packets forwarded
natively on physical interfaces. This can be controlled by
policy configuration on the edge device. When a VLAN is
enabled, an edge device begins advertising locally learned
MAC addresses in IS-IS. If the MAC needs to be connected
through the core natively, a network administrator can set up
a router-filter based access-list to deny advertising the MAC.
This may be used, for example, in shared services for an
application.

Encapsulation

As previously discussed, OTV encapsulates traffic into an
IP header which is natively handled in the IP or .2 core. Thus,
rather than having logical interfaces at the edge devices rep-
resenting tunnels going to different remote sites, the edge
device encapsulates traffic based on its destination and trans-
mits it from its overlay interface. Once the packet is received
at the core network, core routing (in the case of a routed core)
takes care of the traffic. The following describes actions that
take place at the edge device when an [.2 frame is received
that needs to be encapsulated in IP to be sent on the overlay
network.

If the frame exceeds the MTU (Maximum Transmission
Unit) of the physical outgoing link for the overlay network,
the packet will be IP fragmented on an egress edge device and
reassembled on an ingress edge device.

In one embodiment, the frame is IEEE 802.1Q encapsu-
lated and three priority bits (IEEE 802.1p) in the Ethernet
header are copied to a 3-bit IP-precedence field of the IP
header. The remainder of the DSCP (Differentiated Services
Code Point) field is padded with zeros, thus using Class
Selector Code Points as defined in IETF RFC 2474 (“Defini-
tion of the Differentiated Services Field (DS Field) in the
IPv4 and IPv6 Headers”, K. Nichols et al., December 1998).
Alternatively, a one-way mapping table from IEEE 802.1p to
DSCP may be used instead of a direct copy.

The TTL (time to live) field in the IP header is preferably a
configuration option, with a default value of 128, for example.
The IP total length field is recomputed and the IP header
checksum calculated. An IP option, such as ESP (Encapsu-
lating Security Payload) or AH (Authentication Header)
extension headers may be placed after the IP header so that
IPsec (IP Security) can be used.

One example of encapsulation that may be used at the OTV
edge device is described in IETF RFC 3378 (“EtherIP: Tun-
neling Ethernet Frames in IP Datagrams”, R. Housley et al.,
September 2002). The format includes an IP header, EtherIP
header, and an encapsulated Ethernet frame. The EtherIP
header includes the protocol version.

Other types of encapsulation that may be used at the OTV
edge device are Ether]P, GRE (Generic Routing Encapsula-
tion) and L2RPv3 (Layer 2 Tunneling Protocol Version 3).
Edge Device Placement Examples
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FIGS. 4A-4E illustrate examples of OTV edge device
placement within network site 20 of FIG. 1. In each example,
the network 20 includes an edge device X1 (12) and one or
more routers (R1, R2) and switches (S1, S2, S3). The network
20 also includes hosts H1, H2, H3, connected to switch S1,
switch S2, and router R1, respectively. The link leaving the
network cloud 20 is the physical link to the core infrastruc-
ture. In FIG. 4A, the edge device X1 is a border switch at the
network edge. The network 20 includes hosts H1, H2, H3 and
a router R1 on a switched network which includes switches
S1, S2, and X1 and extends to the edge of the site. The edge
device X1 is attached by the exit link to an [.3 infrastructure
and is inline with the data path. All host MAC addresses and
router MAC addresses are advertised on the overlay network
26. When hosts in the switch network join multicast groups,
the multicast MAC addresses are advertised on the overlay
network 26. When host H3 joins a multicast group, a PIM
(Protocol Independent Multicast) join-prune message is sent
by router R1 to other routers on the extended multi-site switch
network.

FIG. 4B illustrates an edge device X1 one-hop from border
switch S3, which is on path to edge. In this configuration, the
edge device X1 is inline with the data path but the exit device
is a L2 switch connected to an L2 metro Ethernet core. The
advertisement for unicast and multicast MAC addresses is the
same as described above with respect to FIG. 4A.

FIG. 4C illustrates an edge device X1 one-hop from border
switch S3, which is not on path to edge. The configuration is
similar to that described above for FIG. 4B except the edge
device X1 is out of the data path.

FIG. 4D illustrates an edge device X1 one-hop from border
router R2, which is on path to edge. This case is a typical
configuration when two routers are connected together via a
switched network. In this case there are also hosts H1, H2 on
the switched network. The OTV edge device X1 is in the data
path so it hears all packets that are going from hosts H1, H2,
H3 to exitrouter R2, host to host within the site, and router R1
to exit router R2. In this example, the edge device X1 can
prefer intra-VPN traffic to take the overlay path versus the
outside more public path.

FIG. 4E illustrates an edge device X1 thatis a border device
with router R2 one-hop away. In this configuration, exit router
R2 can be connected to either a L2 or L3 core infrastructure
with the edge device X1 in the data path. The only MAC
address that the site 20 will advertise is the MAC address of
the exit router R2.

FIGS. 5A-5D illustrate various redundant network con-
figurations. In each example, network site 20 includes one or
more edge devices X1, X2 and routers R1, R2. FIG. 5A
illustrates an edge device X1 with multiple external connec-
tions. In FIG. 5B a border router R1 has multiple external
connections and edge device X1 has an [.2 link to the border
router. In FIG. 5C, the network includes multiple edge
devices X1, X2, each with an external and overlay connec-
tion. The network shown in FIG. 5D includes multiple border
routers R1, R2, each with external connections. Each edge
device X1, X2 has a L2 link to each border router R1, R2,
respectively, and a link to the overlay network 26.

It is to be understood that the network configurations
shown in FIGS. 4A-4E and SA-5D and described above are
only examples and that an edge device configured for OTV
may be used in other networks having different configura-
tions and devices.

Overlay Transport Virtualization Process and Examples

FIG. 6A is a flowchart illustrating an example of the OTV
process for packets received at the network device 12 from an
internal link. At step 60, a first edge device 12 located within
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a first network site 20 receives MAC addresses for network
devices (e.g., hosts) in one or more other network sites (e.g.,
second network site 22) within its VPN (FIGS. 1 and 6 A). The
edge device 12 maps each of the MAC addresses to an address
of an edge device located in the network site of the other
network device (step 61). The addresses are mapped in a table
which also contains address information (learned either in the
data-plane in the case of an L.2 edge device, or in the cIGP in
the case of an .3 edge device) for network devices in the same
network site as the first edge device. At step 62, the first edge
device 12 receives a Layer 2 packet from one of the network
devices located at the same network site as the first edge
device. The edge device 12 performs a lookup in table 30 for
a link corresponding to the MAC destination address in the
packet (step 63). If the destination is in the same network site
as the edge device, the edge device forwards the packet on an
internal link identified in the table (steps 64 and 65). The
decision as to whether the destination is in the same network
site as the edge device is implicit in the lookup. If the lookup
yields a normal next-hop, the destination is in the same net-
work. If the lookup yields an encapsulation, the packet is in a
different network. If the destination is in another network site,
the packet is encapsulated with the IP header containing a
destination address (DA) of the edge device identified in the
table (steps 64 and 66). The encapsulated packet is then
forwarded to the core network (step 67), where it is forwarded
to the appropriate edge device.

FIG. 6B illustrates a process wherein the packet received at
the edge device 12 is from an overlay interface and destined
for a network device within the same site as the edge device.
At step 68, the edge device 12 receives a packet on overlay
link 32 (FIGS. 2 and 6B). The packet is decapsulated at step
69. The MAC destination address is used to look up the
internal link 34, 36 in table 30 (step 70). The packet is then
forwarded onto the internal link identified in the table (step
71).

The following provides a number of examples describing
unicast and multicast flow between L2 sites, 1.3 sites, and a
combination of .2 and .3 sites. Broadcast packet flow, MAC
mobility between network sites, and the partition and merg-
ing of network sites are also described. In the following
examples the core network is an [.3 network, however, it is to
be understood that the core network may also be an L2 net-
work, as previously discussed.

Unicast Packet Flow between Layer 2 Sites

FIG. 7 illustrates unicast packet flow between two L2 sites.
A Layer 2 site is one that is mostly made up of hosts and
switches. Routers may exist but the majority of the topology
to the edge devices are 1.2 switched. The number of MAC
addresses advertised on the overlay network are all the hosts
and routers connected to the L2 devices at the site.

The network shown in FIG. 7 illustrates any-to-any con-
nectivity at the MAC level between any MAC devices. The
network includes an L3 core network 72 in communication
with two network sites 74, 76 having mostly L2 switches
deployed. Network site 74 includes edge device X71,
switches S71, S72, and router R71. Host 71 is connected to
switch S71, host H72 is connected to switch S72 and host H73
is connected to router R71. Site 76 includes edge device X72,
switches S73, S74, and router R72. Host H74 is connected to
switch S73, H75 is connected to switch S74, and H76 is
connected to router R72. The routers R71, R72 are connected
to their respective hosts with an L3 link and the switches,
routers, and edge devices are connected via .2 links. Since
hosts H73 and H76 are supported by routers, their MAC
addresses are not known to the switched network.
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Overlay network 78 is shown connected to edge devices
X71 and X72. The L3 core network 72 operates provider
unicast/multicast routing protocol (pUMRP), the two cus-
tomer networks 74, 76 run customer unicast/multicast routing
protocols (cUMRP), and the overlay network 78 runs an
overlay unicast routing protocol (0URP). As previously
described, subnets and VLLANs span across all sites. Each site
has its own Spanning Tree and there is no L2 flooding or
learning on the overlay network 78.

Before packet flow begins, edge devices X71 and X72 are
configured with an IP multicast group address and IS-IS
neighbor authentication key. The group address is allocated
by the L3 core network 72 and is used to realize the control-
plane component of the overlay network 78. The IS-IS neigh-
bor authentication key allows for only intended edge devices
to peer with each other. When IS-IS Hello packets are not
accepted due to authentication failure, IS-IS adjacencies are
not established and therefore no MAC routes are computed
through the non-authenticated neighbor.

The following describes a packet flow sequence from host
H71 in site 74 to host H74 in site 76 in the same VPN. Host
H71 wants to send an IP packet to H74’s IP address but does
notknow host H74’s MAC address. H71 sends an ARP packet
(broadcast MAC packet) which is forwarded by the switches
(S71) in the source site 74 on the sites Spanning Tree. This
causes all switches, including edge device X71 to learn about
H71’s MAC address. Edge device X71 encapsulates the
broadcast packet into an IP multicast packet to be transmitted
to all sites of the VPN. The edge device sends a single copy of
the packet and allows the [.3 core network 72 to replicate on
its behalf. Edge device X71 advertises H71’s MAC address in
an IS-IS LSP since it has learned that H71 is local to its site.
When edge device X72 receives the broadcast packet, it for-
wards the packet on the Spanning Tree for its site. This allows
the packet to get to H74 so it can reply to the ARP request.
When edge device X72 receives the IS-IS LSP from X71, it
computes that the H71 MAC address is reachable through the
IP address of X71. This is stored in the MAC table in edge
device X72.

Host H74 replies to the ARP request by sending a unicast
packet to H71’s MAC address. The switches (S73, S74) in
H74’s site know where H71 is since they learned H71’s
address when they saw the broadcast ARP request packet on
the Spanning Tree. Switch S73 forwards H74’s unicast packet
destined for H71 to edge device X72. Edge device X72
receives the ARP reply packet and knows that H71 is reach-
able via the overlay network 78. Edge device X72 encapsu-
lates the frame in an IP unicast packet addressed to edge
device X71’s IP address. The core network 72 delivers the
packet to X71.

When edge device X71 receives the IP packet, it decapsu-
lates the packet and finds that the H71 MAC address is the
destination address in the frame header. Edge device X71
knows that host H71 is reachable via an internal link, so it
forwards the frame out that link. Switch S71 receives the
frame and forwards it directly to H71.

In the above example, if H73 sends packets to H76, R71
and R72’s MAC address are used for forwarding through the
L2 cloud across sites.

Unicast Packet Flow between Layer 3 Sites

A Layer 3 site is one that is mostly made up of routers
connecting to hosts via switches. The majority of the topol-
ogy to the edge devices are L3 routed. The number of MAC
addresses advertised on the overlay network are limited to the
router devices at the site. When a site runs as a L3 site, routers
located in different OTV sites will look like they are adjacent
to each other on the same subnet. Since an OTV edge device
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is a L.2 device, all router protocol traffic and packets directed
by the router to another router’s MAC address for forwarding
data packets, get switched by the edge device over the overlay
network. Inthis case, there is one client IGP running across all
sites within the same VPN.

FIG. 8 illustrates unicast packet flow between two sites 84
which are predominately made up of routers and connected
through a L3 core network 82. There are very few MAC
addresses carried in the switched network and transported on
the overlay network. The topology allows the routers to look
adjacent, as if they were on the same physical subnet. Site 84
includes edge device X81, routers R81, R82, and R85 and
hosts H81, H82, and H83. Site 86 includes edge device X82,
routers R83, R84, R86, switches S81, S82, and hosts H84,
H85, and H86. All routers run a customer routing protocol
(cIGP) to learn about all subnets inside the IGP domain.
Routers R81, R82, R83, and R84 are configured on the same
subnet and packet reception is realized by the inter-site
switched network.

The following describes a packet flow sequence from host
H81 in site 84 to host H84 in site 86. Host H81 first sends a
packet to H84’s IP address. H81 knows H84’s address is off
the subnet, so it sends the packet to its default router, which is
router R81. The packet from host H81 is therefore MAC
addressed to router R81. Router R81 knows via the cIGP that
the next hop to reach the subnet of host H84 is via router R83.
It sends the packet encapsulated with R83’s MAC address as
the destination address in the frame. Edge device X81
receives the frame and based on previous packets sent from
R83 (the routing protocol was sending and receiving packets
to and from this MAC address), edge device X81 knows the
next-hop for R83’s MAC address is via X82’s IP address
through the overlay network 88. The core network 82 delivers
the packet to X82 where it is decapsulated and sent on the
X82-R83 link via MAC learning from a previous packet sent
with R83’s MAC address. Router R83 routes the packet to
router R86 which forwards to host H84 via normal routing
which is unaffected by the edge device or overlay network.

Multicast Packet Flow between Layer 2 Sites

In one embodiment, an ASM/Bidir multicast group is pro-
vided for each VPN the edge device supports. An (S, G) route
in the core uses G as the data group used at the site, with S
being the edge device. The edge device encapsulates a client
multicast packetin a core-deliverable multicast packet. Inone
embodiment, joining either ASM/Bidir or SSM (Source Spe-
cific Multicast) groups is done using IGMPv3/MLDv2 in the
edge devices.

FIG. 9 illustrates multicast packet flow between [.2 sites in
a VPN. The network includes an L3 core network 92 in
communication with three 1.2 sites 94, 96, 97. An overlay
network 98 connects edge devices X91, X92, X93, at sites 94,
96, 97, respectively. Site 94 also includes switches S91, S92,
connected to hosts H91 and H92, respectively, and router R91
supporting host H93. Site 96 includes switches S93 and S94,
connected to hosts H94 and H95, respectively, and router R92
connected to host H96. Site 97 includes switches S95 and S96
connected to hosts H97 and H99, respectively, and router R93
coupled to host H98. The routers are connected to their
respective hosts through [.3 links. The switches and routers
are connected via L2 links. The edge devices are connected to
the L3 core network via L3 links. The sites support IGMP/
MLD-snooping, however, IGMP/MLD snooping and head-
end replication are not performed over the overlay network
98. Packets go only to sites with group members.
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The following describes a multicast source S (host H91) at
network site 94 sending data to two different multicast groups
G1 and G2. G1 members are only in site 97 and G2 members
are in both sites 96 and 97.

Host H99 first sends an IGMP/MLD report for the two
multicast groups it wants to join (G1 and G2) and host H95
sends an IGMP/MLD report for G2. Switch S96 (an IGMP/
MLD snooping switch) forwards the IGMP/MLD report from
H99 to router ports and querier ports. Edge device X93 hears
the IGMP/MLD reports and does not forward them on the
overlay network 98, since STP and IGMP/MLD-snooping
packets do not occur in the overlay network. Edge device X93
advertises the G1 and G1-MAC in its GM-LSP so that edge
devices X91 and X92 can learn what groups are active in the
overlay network 98. If the edge device in a multicast source
site knows the IP group address being joined by a remote site,
it can avoid forwarding packets for another group which maps
to the same MAC address.

Edge device X93 sends an IGMPv3/MLDv2 (X1, G1) and
(X2, G2) report onto its core link so that multicast data is not
encapsulated with the same group address as the IS-IS mes-
sages.

The core network 92 builds SSM trees for group G1. If a
source in X91 or X92’s site starts sending, packets go only to
X93’s site. There is no coordination of group addressing
required between the edge devices and the core because the
(S, G) is unique as long as the source S is unique. The source
S is unique due to the address allocation configured in the
edge devices. In this case, S is the edge device’s IP address
and G is used in the cMRP as well as the pMRP.

Source H91 now sends a packet to group G1. Switch S91
sends a packet on router ports which X91 will be transit for.
Edge device X91 learns host H91’s MAC address on the
X91-S91 link. X91 determines that the packet is being sent to
group G1 and notices that it has a MAC entry, learned via
IS-IS for group G1. The interface in the oif-list for the entry is
the overlay network 98. Therefore, edge device X91 will
encapsulate the packet in an IP multicast packet where the
source address is X91 and the destination address is the same
as the address the source sent the packet to (group G1). Edge
device X91 then sends the packet on the link into the core
network 92.

The core network 92 forwards the multicast packet based
on (X91, G1) which gets the packet to site 97 with the single
receiver. When source S sends to group G2, the same proce-
dure is used except edge device X91 encapsulates the packet
as (X91,G2). The core network 92 will then deliver the packet
on the SSM-based multicast tree for (X91, G2), which deliv-
ers the packet to both sites 96, 97 (where receivers exist in
both sites).

The amount of state that is created in the core network 92
is based on the number of groups the VPN joins times the
number of authoritative edge devices in all sites of a VPN. An
optimization may be implemented to create SSM trees only to
the sites where there are active sources. To achieve this, edge
devices advertise in IS-IS (S, G) pairs which identify an active
source S sending to group G. Then, when a receiver site sends
IGMP/MLD joins for a group G, it does so only for the active
sites sourcing to group G.

In one embodiment, rather than advertising the source
address, the groups which are being sourced can be identified.
This allows receiver sites to build SSM trees to only the
source sites.

Also, the source site can be determined even when (S, G)
pairs for active sources are not advertised, but when a receiver
site [IGMP/MLD joins an (S, G) pair. However, the source’s I[P
route would have to be known by the edge device. The edge
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device does not have this information if it stores only unicast
MAC addresses, multicast MAC addresses, and IP group
addresses. When an edge device is co-located with an IP
router, this information is known locally from the IP routing
table maintained in the edge device for the cIGP. This opti-
mization may also be used to reduce multicast state in the core
network.

Multicast Packet Flow Between Layer 3 Sites

FIG. 10 illustrates multicast packet flow between L3 sites.
As described below, the L3 sites run PIM across the 1.2
overlay network.

An L3 corenetwork 102 is in communication with three .3
sites 104, 106, 107. Site 104 includes edge device X11, rout-
ers R11,R12, R15, and hosts H12 and H13. Site 106 includes
edge device X12, routers R13, R14, R16, switches S11, S12,
and hosts H14, H15, and H16. Site 107 includes edge device
X13, switches S13, S14, router R17, and hosts H17, H18, and
H19. Routers R11, R12, R13, R14, and R17 and hosts H17
and H19 look adjacent to each other on the same common
subnet. These five routers IGP and PIM peer with each other.
Ithosts H17 and H19 join groups, they are treated like directly
connected receivers and if they send multicast packets, they
are treated as directly connected sources. The routers IGP and
PIM peer with each other. If the hosts join groups they are
treated like directly connected receivers and if the hosts send
multicast packets they are treated as directly connected
sources.

The following example starts with host H18 joining groups
G1 and G2 in site 107 and host H14 joining group G2 in site
106. The Rendezvous Point (RP) is placed at router R12 and
the source is at host H11 at site 104. Host H18 sends IGMP/
MLD reports for groups G1 and G2. Router R17 is the PIM
designated router (DR) on the host H18 subnet. Router R17
therefore sends a (*, G1) and (*, G2) PIM join-prune message
to the next-hop router toward the RP. Unicast routing will
identify this as R12 (which happens to be the RP in this
example, but does not need to be).

Edge device X13 then performs PIM-snooping at the site,
but not on the overlay network 108. X13 takes the (*, G1) and
(*, G2) routes from the PIM join-prune packet and sends an
IGMPv3/MLDv2 (X11, G1) and (X11, G2) into the core. In
this case, different than the IGMP/MLD-snooping case, the
edge device knows where the PIM join-prune message is
going, so it does not have to IGMPv3/MLDv2 join to all edge
devices. Edge device X13 translates the upstream router
address in the PIM join-prune message into a MAC address,
and then does a MAC address lookup to see who has adver-
tised it. In this example, router R12°s MAC address is being
advertised by edge device X11, so edge device X13 can
IGMP/MLD join (X11, G1) and (X11, G2). When a source
from X12’s site 106 sends a packet, edge device X13 can later
join those SSM entries. Edge device X13 also advertises G1,
G1-MAC, G2, and G2-MAC in its GM-LSP. When router
R12 receives the PIM join-prune message, it places the link to
router R17 (R12-X11 link) inits L3 oif-list. This is the first oif
that is on the shared-tree for both entries (*, G1) and (*, G2).

Source H11 now sends a multicast packet to group G1.
Router R11 is the PIM DR for the subnet so it will PIM
register encapsulate the packet to router R12. R12 will decap-
sulate the packet and forward it down the shared tree, in this
example, out the X11-R12 link. Edge device X11 knows that
G1-MAC is in the oif-list for the MAC table entry since edge
device X13 advertised it in its GM-LSP, so it will encapsulate
the packet with addresses (X11, G1) which the core is ready
with a SSM-based tree already built.

For the G2 case, edge device X11 encapsulates in (X11,
(G2) and the core delivers the packet to both sites 106, 107.
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The shared-tree has now been built and the first packets
have traveled on the shared-tree. The following describes how
the source tree is setup. Once router R17 receives a packet on
the (*, G1) shared-tree from source host H11, router R17 joins
the source-tree. In this example, router R17 sends an (H11,
G1) PIM join-prune message. The message is sent to router
R11 since it is on the shortest path to the source H11. Edge
device X13 then again PIM snoops on the PIM join-prune
message and interrogates the upstream router address and
realizes the next-hop router R11’s MAC is via X11’s IP
address. Since ithas already IGMP/MLD joined an (X11, G1)
for the site’s (*, G1) entry, it won’t have to for the site’s (H11,
(1) entry. So in this case, both entries (H11, G1) and (*, G1)
can share the same SSM-based state in the core.

Router R17 prunes (H1, G1) off the shared-tree but the
edge device X13 knows there are source trees using (X11,
G1)so it will not IGMP/MLD leave (X11,G1)until all source
tress are left at the PIM level.

Multicast Packet Flow in a Hybrid VPN

FIG. 11 illustrates a hybrid VPN comprising [.2 site 117
and L3 site 114 connected by core network 112. Site 114
includes edge device X21, routers R21, R22, and R25, and
hosts H22, H23. Site 117 includes edge device X23, switches
S23, S24, and hosts H28, H29.

Translation is performed to and from IGMP-snooping and
IS-IS GM-LSP advertisement. For example, ifhost H28in [.2
site 117 joins group G1, IGMP-snooping is performed along
all switches. However, the IGMP report is not sent on the
overlay network 118 by edge device X23. Edge device X21
learns about group G1 from IS-IS, but routers R21 and R22
need to know the group address so they can join the shared-
tree in the source domain. Edge device X21 therefore needs to
originate IGMP reports that it learns from its GM-LSP. Since
the GM-LSP contains both an IP group address and a MAC
group address, the edge device has all the necessary informa-
tion to generate an IGMP report.

If host H28 is a source in the L2 site 117 and host H22 a
group member in the 1.3 site 114, the IGMP-snooping logic in
the 1.2 site would forward all data to router ports so that the
edge device X23 will see such packets. Edge device X23
knows which groups to forward packets based on the GM-
LSP advertisement originated by edge device X21.

Broadcast Packet Flow

A broadcast packet originated at an OTV site needs to be
delivered to all sites of the same VPN. In one embodiment,
this is accomplished with ASM/Bidir group encapsulation.
This is the same group used by IS-IS for the oUMRP.

A broadcast packet sourced in a site, gets to all edge
devices because each edge device is on the spanning tree. In
order to avoid duplicates in the overlay network when there
are multiple edge devices, the authoritative edge device for
the VL AN is the only edge device that forwards the packet on
the overlay network. The authoritative edge device prevents
duplicate packets from going into the site because it is the
only edge device forwarding the packet into the site. Once
sent into the site, the packet gets to all switches on the site
specific Spanning Tree.

Since only the authoritative edge device can forward the
broadcast packet in or out of the site, broadcast loops are
avoided as any non-authoritative edge device receiving a
broadcast packet on its internal interface will not forward the
broadcast packet onto the overlay network.

OTV may reduce the amount of broadcast traffic on the
overlay network. For example, the OTV device 12 can snoop
on ARP requests and cache the IP address to MAC mapping.
If other hosts ARP for the same foreign IP address, the OTV
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device can ARP reply locally rather than send the broadcast
traffic over the overlay network.

Alternatively, the OTV device 12 can put IP_address-to-
MAC_address pairs in the oUMRP. The edge device 12 can
thenrespond when an ARP request arrives for an IP address in
the link state database. In this case, no ARP packets are sent
over the overlay network.

MAC Mobility

In order to support server virtualization in Data Center
networks, applications migrate from one physical server to
another very quickly. Along with the application migration,
the MAC address associated with the application also
migrates. Since there is a single authoritative edge device for
all traffic within a VLAN and IS-IS is explicitly advertising
remote MAC addresses, the edge device knows when the
MAC is remote and when it is no longer remote. If an authori-
tative edge device has a MAC address stored in the MAC
forwarding table which points to the overlay interface, it
means that an edge device in another site has explicitly adver-
tised the MAC as being local to its site. Therefore, any packets
coming from the MAC address will be coming from the
overlay network. Once the MAC address is heard on an inter-
nal interface, it has moved into the site. Since it has moved
into a new site, the authoritative edge device in the new site is
responsible for advertising it in its LSP.

It is the authoritative edge device in the site the MAC
address has moved to that knows immediately that it has
moved from arrival of a data packet from the MAC address on
an internal interface. The authoritative edge device in the site
the MAC has moved from does not know the move happened
and still has the MAC address in its MAC table pointing to an
internal interface. The authoritative edge device in the site
from which the MAC address has moved from, may find out
that the MAC is no longer in its site from in a number of
different ways. For example, the authoritative edge device
can hear packets from the MAC address coming from the
overlay network or it can be told via IS-IS. The second
method is preferred because if there is no traffic coming from
the moved MAC address to the site it moved from, no correc-
tive action would be taken, and other remote sites will still
think the MAC is in the old site.

FIG. 12 illustrates a MAC mobility example in which H1
MAC moves from switch S31 in network site 122 to switch
S32 in network site 124. The sites are connected by L3 core
network 120 and overlay network 126. Site 122 includes edge
devices X31 and X32 and site 124 includes edge devices X33
and X34. When host H1 and H2 have been chatting, the state
in the MAC tables appear as shown by the hosts listed at each
interface in FIG. 12. Changes following the H1 MAC move
are shown in italics and indicated with dashed arrow lines. In
a redundant edge device configuration, local MACs are
advertised with best-cost by one edge device so there is one
way in and out of a site. Support is active-backup for MACs
within a VL AN but active-active across VLANS.

When H1 moves, edge device X33 detects the move since
it hears packets on its X33-S32 link. Edge device X33
changes the MAC table for the H1 MAC and advertises H1 in
IS-IS. Edge device X31 sees H1 MAC advertisement from
X33 and withdraws advertising H1 MAC from its LSP. Site
122 as well as other sites now know H1 is reachable via edge
device X33.

Site Partition/Merging

When a site has two or more edge devices connecting the
site to the overlay network, a site can be partitioned but still
connected to the overlay network and can be reachable as two
independent entities to remote sites in the VPN. When this
happens, each edge device loses its internal site peering adja-
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cency with the other. Each site elects a new site-id and the
side-id is advertised in IS-IS Hello messages on the overlay
network. At the same time, if this site had exactly two edge
devices, each would become authoritative for the entire
VLAN-ID range. This means that there will be new MACs
that need advertising from both partitioned edge devices.
When the site partitions, the MAC table is preferably cleared
and an STP topology change notification sent, if STP is run-
ning at the site, so that unicast and multicast MAC addresses
can be relearned and advertised into IS-IS. Also, since the site
partitioned, there will be two independent Spanning Trees
built, one for each site.

Sites may merge, for example, when a link is inadvertently
connected to two switches or routers that are intentionally
configured to be in different sites. Also, sites may merge
during a rehealing after a partition, as previously described. In
the case where the two sites are L2 sites, two individual
Spanning Trees become one with one new root bridge is
elected. All OTV edge devices will notice each other and
there will be new authoritative edge device election for each
VLAN-ID range. When an edge device was authoritative and
becomes non-authoritative, it needs to remove all MAC
entries that point out the overlay network from its MAC table
and withdraw all unicast and multicast MAC advertisements
from its LSPs.

FIG. 13 illustrates merging of two .2 sites 132 and 134 into
network site 136. Site 132 includes edge device X41,
switches S41 and S42, router R41, and hosts H41, H42, and
H43. Site 134 includes edge device X42, switches S43 and
S44, router R42, and hosts H44, H45, and H46. When the sites
merge at .2 by connecting link 135, two single-home sites
become one multi-homed site and two separate Spanning
Trees become one. In this example, edge devices X41 and
X42 IS-IS peer with each other over both the overlay network
138 and the internal switched network. On the internal peer-
ing, they elect a site-id, which is the system-id of the highest
priority edge device. Both advertise the site-id on the overlay
peering link so they, as well as other edge devices inthe VPN,
detect they are at the same site.

Load Balancing and ECMP

The following describes an example for load balancing and
ECMP (Equal Cost Multipath) across a VLAN. This can be
used to provide optimal multi-homing for OTV sites. FIG. 14
illustrates an example of a network comprising two sites 142,
144 connected by core network 140 and overlay network 146.
Site 142 includes edge devices X51 and X52 and switch S51
(H1). Site 144 includes edge devices X53 and X54 and switch
S52 (H2). Inthis example, edge device X51 is an authoritative
edge (AE) device for forwarding traffic from H1 to H2 and
receiving traffic from H2 destined for H1. Edge device X53 is
an authoritative edge device for receiving traffic from H1
destined for H2 and forwarding traffic from H2 to H1. Deter-
mination of the edge device is described below.

The authoritative edge device handles all traffic for a given
remote MAC address. A non-authoritative edge device is any
edge device that is not the authoritative edge device for a
given MAC address. The authoritative edge device is deter-
mined using a hash algorithm based on remote MAC address
and local ordinals. Each edge device has an ordinal assigned
thereto. Unicast forwarding involves the choice of a local
egress device and a remote ingress device. The local egress
device is determined based on a destination address (DA)
hash. The remote ingress device is determined locally based
on a source address (SA) hash.

Referring again to FIG. 14, the following describes sym-
metric hash decisions for a unicast hash example. Calcula-
tions are first performed at site 142 to determine the local (site
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142) egress authoritative edge device and the remote (site
144) ingress authoritative edge device for use in forwarding
data from H1 (source address (SA)) to H2 (destination
address (DA)). In order to determine the local egress device,
a local hash function (f) is performed on the destination
address (MAC address for H2 at the remote site) and local
ordinal (LO) for site 142 (O1), as follows:

AE(H2) 51 2=f{DA,LO)=f{H2,01)=X51

The remote ingress device is identified by performing a
remote hash function (f) on the source address (MAC address
for H1 at the local site) and remote ordinal (RO) for site 144
(02), as follows:

AEHD) 1 sp=fISA,RO)=AIH1,02)=X53

The following calculations are performed at site 144 to
determine the local egress device and remote ingress device
for use in forwarding data from H2 (source address (SA)) to
H1 (destination address (DA)). A local hash function (f) is
performed on the destination address (MAC address for H1 at
the remote site) and local ordinal for site 144 (02), as follows:

AEHD) s s =fIDA,LOY=(H1,02)=X53

The remote ingress device is identified by performing a
remote hash on the source address using a remote ordinal for
site 144, as follows:

AEH) i sn =fISA,RO)=f{H2,01)=X51

The remote MAC address (DA) may be learned by data or
control plane learning. The local ordinals are elected and
known locally. The local MAC address (SA) is learned by
conventional bridging. The remote ordinals are remotely
defined parameters which are obtained using control plane
learning. All edge devices in a site advertise local MAC
addresses to the overlay to enable ECMP forwarding in the
core network 140. Non-authoritative edge devices wait for the
authoritative edge device to advertise a specific MAC address
before they advertise reachability for the MAC address.

FIG. 15 illustrates an example of broadcast hashing for
multi-homed sites. Network sites 152 and 154 are connected
by core network 150 and overlay network 156. Site 152
includes edge devices X61 and X62 and switch S61 (H1). Site
154 includes edge devices X63 and X 64 and switch S62 (H2).
In this example, edge device X61 is an authoritative edge
device and edge device X62 is a broadcast forwarder (BF) at
site 152. Edge device X63 is both an authoritative edge device
and a broadcast forwarder at site 154. The broadcast for-
warder handles all broadcast traffic for a given source MAC
address. Broadcast forwarding involves the choice of a local
egress device and a remote ingress device. The broadcast
forwarder is determined based on source MAC address for
both origin and destination sites, as described below.

The local egress BF (origin site 152 to core 150) is deter-
mined at the origin site by performing a hash of source MAC
address (local) and local ordinal. The ingress BF (core 150 to
destination site 154) is determined at the destination site by
performing a hash of source MAC address (remote) and local
ordinal. At the destination site, the broadcast forwarder is the
same as the authoritative edge device for the source address
(AE(SA)) to avoid learning flaps of the source address at the
destination site. B-cast traffic received on non-BF edge
devices is not forwarded between core and site interfaces.

Referring again to FIG. 15, the following describes sym-
metric hash decisions for a broadcast hash example. The local
egress BF for forwarding broadcast from H1 (source address
(SA)) at site 152 (local) to H2 at site 154 (remote) is deter-
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mined by performing a hash function (f) on the source address
and local ordinal for site 152 (O1), as follows:

BF(H) 1102 =SA,LO)AH1,01)=X62

The remote ingress BF is calculated using a source address
equal to H1 and the local ordinal of site 154 (O2), as follows:

BF(H) gestinarionSALO)FAHL,02)=X63=AE(H1)

Asnoted above, the broadcast forwarder at the destination site
is equal to the authoritative edge device for the source
address.

As can be observed from the foregoing, the OTV system
and method described herein provide numerous advantages.
For example, the system and method provide loop free con-
nectivity without requiring use of a spanning tree protocol,
and changes are not required to core devices. Furthermore the
system and method allow for optimal multicast replication
and can be supported on enterprise platforms. The system can
also operate seamlessly with DCE (Data Center Ethernet)
networks, which can use a CE (Classical Ethernet) handoffto
interoperate with OTV. Using OTV to interconnect multiple
DCE clouds enhances the scalability of the DCE IS-IS
domain by partitioning the domain into discrete DCE clouds
and reducing the number of DCE IS-IS adjacencies required,
as well as the size of the DCE IS-IS link state databases. Also,
OTV allows edge devices to be added to a VPN or deleted
from a VPN without explicit configuration on the existing
edge devices.

Although the method and system have been described in
accordance with the embodiments shown, one of ordinary
skill in the art will readily recognize that there could be
variations made to the embodiments without departing from
the scope of the present invention. Accordingly, it is intended
that all matter contained in the above description and shown
in the accompanying drawings shall be interpreted as illus-
trative and not in a limiting sense.

What is claimed is:

1. A method comprising:

receiving at a first edge device located within a first net-
work site, Media Access Control (MAC) addresses for
network devices located in one or more other network
sites connected to said first network site through a core
network, each of the network sites comprising an edge
device in communication with the core network;

mapping each of said MAC addresses of the network
devices to an address of the edge device located in the
same network site as the network device;

receiving a packet at said first edge device from a network
device in said first network site, the packet comprising a
destination address of one of the network devices in said
other network sites;

encapsulating the packet with an IP header comprising a
destination address of the edge device mapped to the
destination address of the network device; and
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4. The method of claim 2 wherein the IGP messages are
Intermediate System-to-Intermediate System (IS-IS) pack-
ets.

5. The method of claim 1 further comprising advertising
MAC addresses by the edge device.

6. The method of claim 5 wherein advertising MAC
addresses comprises transmitting a Link State Packet (LSP).

7. The method of claim 5 wherein advertising MAC
addresses comprises transmitting a Group Membership-Link
State Packet (GM-LSP).

8. The method of claim 1 further comprising performing
Internet Group Management Protocol (IGMP)/Multicast Lis-
tener Discovery (MLD) snooping within said first network
site.

9. The method of claim 1 wherein receiving the packet
comprises receiving a Layer 2 packet on a Spanning Tree
within said first network site.

10. The method of claim 1 further comprising receiving
MAC addresses for network devices located in said first net-
work site and mapping said MAC addresses to interfaces at
said first edge device.

11. The method of claim 1 further comprising:

receiving a Layer 3 packet at said first edge device;

decapsulating the Layer 3 packet;

forwarding the decapsulated packet to a destination net-

work device in said first network site.

12. The method of claim 1 wherein said destination address
is a multicast address.

13. The method of claim 1 wherein said two or more
network sites belong to the same Virtual Private Network
(VPN).

14. The method of claim 1 further comprising selecting a
first authoritative edge device for forwarding traffic from a
source at said first network site and a second authoritative
edge device for receiving said traffic at one of said other
network sites.

15. The method of claim 14 wherein the same first and
second authoritative edge devices are selected for a VLAN.

16. The method of claim 14 wherein different first and
second authoritative edge devices are selected for a VLLAN to
load balance traffic within said VLAN.

17. The method of claim 14 wherein selecting said first and
second authoritative edge devices comprises performing hash
functions on source or destination addresses.

18. The method of claim 1 further comprising selecting a
broadcast forwarder for broadcasting traffic from a source at
said first network site, wherein selecting said broadcast for-
warder comprises performing a hash function on an address
of said source.

19. An apparatus comprising:

one or more internal interfaces for communication with

one or more network devices in a first network site
through a Layer 2 link;

forwarding said encapsulated packet to the core network; 55  an overlay interface for communication through a Layer 3
wherein said first network site and said one or more other link with a core network connected to one or more other
network sites are connected together via the edge network sites;
devices operating in an overlay network and wherein a table mapping addresses for network devices in said one
state information for said overlay network is maintained or more other network sites to addresses of edge devices
at the edge devices. 60 in the same network site as the network device; and
2. The method of claim 1 wherein receiving MAC a processor operable to encapsulate a packet received at
addresses comprises exchanging Interior Gateway Protocol one of the internal interfaces and destined for one of the
(IGP) messages with the edge devices in said other network network devices in said other network sites, with an IP
sites in an overlay network. header comprising a destination address of the edge
3. The method of claim 2 wherein exchanging IGP mes- 65 device mapped to the address of the destination network

sages comprises triggering IGP advertisement by a data-
plane event.

device, and forward said encapsulated packet to the core
network;
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wherein said first network site and said one or more other
network sites are connected together via the edge
devices operating in an overlay network and wherein
state information for said overlay network is maintained
at the edge devices.

20. The apparatus of claim 19 wherein the processor is
further operable to exchange IGP messages with the edge
devices in an overlay network.

21. The apparatus of claim 19 wherein the processor is
further operable to advertise MAC addresses to the edge
devices.

22. The apparatus of claim 19 wherein the apparatus is a
Layer 2 switch.

23. The apparatus of claim 19 wherein the processor is
further operable to decapsulate a packet received at the over-
lay interface and forward the decapsulated packet to a desti-
nation network device in said first network site.

24. The apparatus of claim 19 wherein the network sites
belong to the same Virtual Private Network (VPN).

25. An apparatus for communication between two or more
network sites connected through a core network, each of the
network sites comprising an edge device in communication
with the core network, the apparatus comprising:

20

24

a processor for receiving at a first edge device located
within a first network site, MAC addresses for network
devices located in one or more other network sites, map-
ping each of said MAC addresses of the network devices
to an address of an edge device in the same network site
as the network device, receiving a packet at said first
edge device from a network device in said first network
site, the packet comprising a destination address of one
of the network devices in said other network sites,
encapsulating the packet with an IP header comprising a
destination address of the edge device mapped to the
destination address of the network device, and forward-
ing said encapsulated packet to the core network; and

memory for storing said MAC addresses of the network
devices;

wherein said first network site and said one or more other
network sites are connected together via the edge
devices operating in an overlay network and wherein
state information for said overlay network is maintained
at the edge devices.
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