US 20130266019A1

a9 United States

a2y Patent Application Publication o) Pub. No.: US 2013/0266019 A1

Qu et al. 43) Pub. Date: Oct. 10, 2013
(54) L3 GATEWAY FOR VXLAN (52) US.CL

USPC ittt 370/395.53

(75) Inventors: Xiaorong Qu, Cupertino, CA (US); (57) ABSTRACT
Welguo Hao, Shenzhen (CN); Yuanbin In an embodiment, the disclosure includes an apparatus com-
Yin, Shenzhen (CN) prising a host component which comprises a virtual switch
associated with a virtual machine (VM). The host component
(73) Assignee: FUTUREWEI TECHNOLOGIES, is in communication with a routing component which is con-
INC., Plano, TX (US) nected to a network and comprises a network address. The
VM sends a communication packet to the virtual switch. The
91)  Appl. No.: 13/442.312 communications packet comprises address information com-
(1) Appl. No ’ prising a virtual destination address. The virtual switch
_ replaces the virtual destination address of the communica-
(22) Filed: Apr. 9,2012 tions packet with the network address of the routing compo-
nent. The disclosure also includes a network comprising a
Publication Classification plurality of host components each comprising a virtual
switch. The host components are connected to a common
(51) Int.ClL routing component. A first virtual switch is designated to
HO4L 1228 (2006.01) respond to address requests and all non-designated virtual

HO4L 12/56 (2006.01) switches are configured not to respond to address requests.
100

| Virtual Switch |

174

hlno’

v ]

73 # l
]
2

120

Virtual Switch

Virtual Switch

Virtual Switch

120

1 110 110 110 112 116
Host 1 Host 2 Host 3 Host 4
130 130 30 130

Cisco Systems, Inc. v. OptimNet LLC

Exhibit 1

015
001



Patent Application Publication  Oct. 10,2013 Sheet 1 of 9

1

00

US 2013/0266019 A1

Virtual Switch |

Virtual Switch

Virtual Switch

:173" t
v /|
V4
U | TRITON
1 110 110 110 112 110
Host 1 Host 2 Host 3 Host 4
130 130 130 130
FIG.

Cisco Systems, Inc. v. OptimNet LLC
Exhibit 1015
002



Patent Application Publication  Oct. 10,2013 Sheet 2 of 9 US 2013/0266019 A1

200

Virtual Switch
272 220

Virtual Swilch

Virtual Switch

211 210 210 210
Host 1 Host 2 Host 3
230 230 230 230

FI1G. 2

Cisco Systems, Inc. v. OptimNet LLC
Exhibit 1015
003



Patent Application Publication

300

Oct. 10,2013 Sheet 3 of 9

US 2013/0266019 A1

Designated Non-designated Non-designated Designated
Virtual Switch Virtual Switch Virtual Switch Virtual Switch
320 321 321 320
310 310 310 310
Host 1 Host 2 Host 3 Host 4
330 330 330 330

Cisco Systems, Inc. v. OptimNet LLC

Exhibit 1015
004



Patent Application Publication  Oct. 10,2013 Sheet 4 of 9 US 2013/0266019 A1

400

450

Virtual Switch

410

Host Host 2 Host 3

430 430 430
FIG. 4

Cisco Systems, Inc. v. OptimNet LLC
Exhibit 1015
005



Patent Application Publication  Oct. 10,2013 Sheet S of 9 US 2013/0266019 A1

500

Virtual Switch

Virtual Switch

Vistual Switch

520 520
LY
5160
511 510 510 511 510
Host 1 Host 2 Host 3 Host 4
530 530 530 530
FIG. S

Cisco Systems, Inc. v. OptimNet LLC
Exhibit 1015
006



Patent Application Publication

Oct. 10,2013 Sheet 6 of 9 US 2013/0266019 A1

600
)
620 — 621
601 602 604 605
Host 1 Host 2
FIG. 6
700
702

Source Port

macy

vPort?

macd

remote Pl

FIG.7

Cisco Systems, Inc. v. OptimNet LLC

Exhibit 1015

007



Patent Application Publication  Oct. 10,2013 Sheet 7 of 9 US 2013/0266019 A1

800

801 803 805 807 809 811

802 804 806 808 810

FIG. 8

Cisco Systems, Inc. v. OptimNet LLC
Exhibit 1015
008



Patent Application Publication

900

\

F1G.9

Oct. 10,2013 Sheet 8 of 9

901

AN

VM1 assigned a vIP associated
with its IP subnet and sends out
an ARP request for its default
gateway

902

A4

Virtual switch replies with a vVMAC
that is associated with VM1’s IP
subnet as determined by VM1’s
vIP address.

A 4

903

VM1 sends VLAN packet to VM2
using vVMAC as the default
gateway.

A 4

904

Virtaal switch receives VLAN
packet and swaps vMAC with real
MAC of attached routing device for
VMs IP subnet.

\ 4

905

Virtual switch encapsulates VLAN
packet in a VXLAN packet and
forwards packet to attached routing
device.

A 4

906

Attached routing device forwards
VXLAN packet to Virtual switch
associated with VM2,

A 4

907

Virtual switch associated with
VM2 receives VXLAN packet,
converts packet to VLAN packet,
and forwards packet to VM2,

US 2013/0266019 A1

Cisco Systems, Inc. v. OptimNet LLC

Exhibit 1015
009



Patent Application Publication

1002
1004

\

Secondary |
Storage

/

1000

Oct. 10,2013 Sheet 9 of 9 US 2013/0266019 A1
178 —— 1010
A
A
«—» ROM — 1006
Processor
<« RAM +— 1008
A
Y
Network | 1012
FI1G. 10

Cisco Systems, Inc. v. OptimNet LLC

Exhibit 1015
010



US 2013/0266019 Al

L3 GATEWAY FOR VXLAN

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] Not applicable.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

[0003] Not applicable.

BACKGROUND

[0004] Data centers often operate hosting components,
such as data servers, for multiple tenants. The push for elastic
provisioning of resources required by cloud computing sys-
tems and the general push toward virtualization for efficient
use of resources often require that multiple tenants be hosted
on a single hosting component. For security reasons, data
centers use various techniques to isolate network traffic to
ensure that one tenant does not have access to another tenant’s
data. Data centers with layer 2, data link layer, routing sys-
tems often use virtual local area networks (VLLANs) to isolate
network traffic. The VL AN solution may be problematic for
large data centers because current data packet standards only
allow 4094 unique VL AN to operate in a data center system.
Data centers’ use of layer 3, network layer, routing systems
may also be problematic as multiple tenants may share the
same set of layer 3 addresses within their networks, requiring
the data center to employ other forms of isolation.

[0005] As neither layer 2 nor layer 3 systems provide a
completely adequate solution for a large cloud computing
environment, various hybrid layer routing schemes have been
proposed. These schemes are unworkable for various reasons.
One example of such a hybrid layer routing scheme is the
recently proposed virtual extensible local area network (VX-
LAN), which attempts to provide VLAN functionality over a
hybrid layer 2 layer 3 network. Components on a VXLAN
may send a layer 2 VLAN packet to a VXLAN tunnel end-
point (VTEP). The VTEP may encapsulate the VLAN packet
in a VXLAN packet and transmit the resulting VXLAN
packet over a layer 3 network. A VTEP in the destination
network may receive the VXLAN packet, decapsulate the
packet to obtain the original VLLAN packet, and forward the
VLAN packet over the layer 2 network. This system allows
VLAN components in a layer 2 network to reach layer 2
components in a different layer 2 network.

[0006] Despite the potential benefits of the VXLAN sys-
tem, the currently proposed variations are unworkable. One
proposed VXL AN standard would require all data traffic in a
particular network to pass through a single VXL AN server. A
second proposed VXLAN standard would require all data
traffic to pass through a single virtual private network (VPN)
gateway. In either case, the proposed systems would not func-
tion under a heavy data traffic load due to bottlenecks in the
data traffic flow. Additionally, the proposed solutions are not
adequate for virtual machine (VM) mobility as the VPN gate-
way or VXLAN server must be reconfigured each time a VM
moves from one host machine to another in order to find the
VM in the new location. This may be a problem as the elastic
provisioning required by cloud computing encourages VM
mobility.

Oct. 10, 2013

SUMMARY

[0007] Inan embodiment, the disclosure includes an appa-
ratus comprising a host component which comprises a virtual
switch associated with a virtual machine (VM). The host
component is in communication with a routing component
which is connected to a network and comprises a network
address. The VM sends a communication packet to the virtual
switch. The communications packet comprises address infor-
mation comprising a virtual destination address. The virtual
switch replaces the virtual destination address of the commu-
nications packet with the network address of the routing
component.

[0008] In an embodiment, the disclosure includes a net-
work comprising a plurality of host components each com-
prising a virtual switch. The host components are connected
to a common routing component. A first virtual switch is
designated to respond to address requests and all non-desig-
nated virtual switches are configured not to respond to
address requests.

[0009] Inanembodiment, the disclosure includes a method
comprising sending an address request reply, comprising a
virtual media access control (VMAC) address associated with
a virtual internet protocol (IP) address, from a virtual switch
to a virtual machine (VM). The virtual switch is set as the
VM'’s default gateway. A data packet is sent with the vMAC
address from the VM to the virtual switch. The virtual switch
swaps the VMAC address of the data packet with the media
access control (MAC) address of a first routing component.
The data packet is forwarded from the virtual switch to the
first routing component.

[0010] These and other features will be more clearly under-
stood from the following detailed description taken in con-
junction with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] For a more complete understanding of this disclo-
sure, reference is now made to the following brief description,
taken in connection with the accompanying drawings and
detailed description, wherein like reference numerals repre-
sent like parts.

[0012] FIG.1isaconnection diagram of an embodiment of
a hybrid layer 2/layer 3 network.

[0013] FIG. 2 is a connection diagram of an embodiment of
ahybrid layer 2/layer 3 network that employs virtual switches
as default gateways for VM.

[0014] FIG. 3 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network comprising designated vir-
tual switches that reduce unnecessary network address
responses.

[0015] FIG. 4 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network configured to use host for-
warding.

[0016] FIG.5 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network with a mobile VM.

[0017] FIG. 6 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network with hypervisors.

[0018] FIG. 7 is a schematic diagram of an embodiment of
a hypervisor routing table.

[0019] FIG. 8 is a diagram of an embodiment of a VXLLAN
communications packet.

[0020] FIG. 9is a flow chart of an embodiment of a method
of sending a packet between VMs in a hybrid layer 2/layer 3
network.
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[0021] FIG. 10 is a schematic diagram of one embodiment
of a general-purpose computer system.

DETAILED DESCRIPTION

[0022] It should be understood at the outset that, although
an illustrative implementation of one or more embodiments
are provided below, the disclosed systems and/or methods
may be implemented using any number of techniques,
whether currently known or in existence. The disclosure
should in no way be limited to the illustrative implementa-
tions, drawings, and techniques illustrated below, including
the exemplary designs and implementations illustrated and
described herein, but may be modified within the scope of the
appended claims along with their full scope of equivalents.
[0023] Disclosed herein is a system for routing packetsin a
hybrid layer 2/layer 3 network, for example a VXLAN. A
virtual switch on a host component may act as the default
gateway for all VMs on the host component. The virtual
switch may be a VTEP in a VXL AN network. VMs may be
assigned a virtual internet protocol (vIP) address and a vMAC
address. Each virtual switch may be configured with the
physical MAC addresses of an attached routing component
for each internet protocol (IP) subnet associated with the VMs
on the host component. Each VM may send its outgoing
packets to the virtual switch on its host component, using the
virtual switch’s vMAC as the destination address. The virtual
switch may swap the VMAC destination address with the
appropriate physical MAC address for the routing component
and pass the packet on to the routing component for further
routing. This system supports VM mobility because a VM
may be moved from one host component to another without
significant reconfiguration of the VM or other network com-
ponents. The virtual switch may ensure packets get routed to
the attached routing component instead of routing the packets
to the routing component attached to the VMs previous host.
In VXL AN networks, this system may allow packets to be
transferred through any attached routing component instead
of requiring all packets be routed through a single network
element, such as a VXLLAN server or a VPN gateway. Also
disclosed herein is a system for designating a single virtual
switch to respond to address requests when multiple virtual
switches receive the same request. When multiple virtual
switches are attached to the same routing component and are
part of the same address group, a single virtual switch may be
designated to respond to broadcast, multicast, or anycast
address requests and all non-designated virtual switches may
not respond. This system may reduce network traffic and may
help prevent address resolution protocol (ARP) broadcast
storms, i.e. duplicative and unnecessary responses to address
requests that may overburden a network and cause slow-
downs and/or network failures.

[0024] FIG.11is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network 100. The network 100 com-
prises a plurality of host components 130. The host compo-
nent 130 may be any computer that is attached to a network
and offers information resources, services, and/or applica-
tions to users or other nodes. The host components 130 may
each comprise a virtual switch 120 and one or more VMs 110
associated with the virtual switch 120 by a virtual and/or
logical data connection. The virtual switch 120 may be a
VTEP in a VXLAN network. Each host component 130 is
connected with, and may be in communication with, an
attached routing component 140. The routing component 140
may be a Top of Rack (TOR) switch. The routing components
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140 may be interconnected through a second tier of routing
components 150 over a layer 3 IP network. The second tier
routing components 150 may be End of Row (EOR) switches.
The second tier routing components 150 may also be con-
nected to a third tier of routing components 160. The third tier
routing components may be core (COR) switches which con-
nect to the internet, other networks, other data centers, and/or
other data center sections.

[0025] Some VMs 110 may be allowed to communicate
with each other while other VMs 110 may be segregated for
security reasons, because they belong to different tenants, or
for other administrative reasons. For example, VMs 110 may
communicate with each other because they belong to the
same IP subnet, they belong to the same VL AN, they belong
to the same VXL AN, or for other reasons. VMs that may
communicate with each other are hereinafter referred to being
part of an address group. Network 100 comprises VM 111 and
VM 112, which are substantially the same as VM 110 except
both VM 111 and VM 112 are a part of an address group. For
reasons of clarity, VM 111 and VM 112 are presumed to be
part of a VXLAN. In an embodiment of a VXLAN, VM 111
may determine to communicate with VM 112. VM 111 may
send a default gateway request 170 to the associated virtual
switch 120 using a VLLAN packet. The virtual switch 120 may
encapsulate the VLAN packet in a VXLAN packet and for-
ward 171 the packet to the attached routing component 140.
The routing component 140 may reply 172 with its address
information. The reply 172 may be received by the virtual
switch 120, decapsulated from a VXLAN packet into a
VLAN packet, and forwarded 173 to VM 111. VM 111 may
use the routing component’s address information as the
default gateway to communicate with VMs that are not
located on the host component 130. VM 111 may send 174 a
VLAN packet to VM 112 using the routing component 140 as
the default gateway. The virtual switch 120 may receive the
VLAN packet, encapsulate the packet as a VXLAN packet,
and forward 175 the packet to the routing component 140.
The VXL AN packet may be forwarded 176 across the net-
work using typical routing techniques. The packet may be
received by the virtual switch 120 associated with VM 112.
The virtual switch 120 may decapsulate the packet and for-
ward 177 the resulting VLLAN packet to VM 112. The network
100 functions, but does not support VM mobility. VM 111
must be reconfigured if' it is moved to another host component
130, as the routing component 140 attached to Host 1 is still
treated as the default gateway. Routing may still be achieved
without reconfiguring VM 111 by implementing virtual
router redundancy protocol (VRRP). However, this solution
may be sub-optimal as all packets must continue to be routed
through the routing component 140 attached to host 1 instead
of merely requiring the packets to be routed through the
routing component 140 attached to the new host component
130.

[0026] FIG. 2 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network 200 that employs virtual
switches as default gateways for VMs. Network 200 contains
substantially the same components as network 100, but is
configured to accommodate VM 210 mobility. In network
200, VM 211 may send out a request for a default gateway
upon joining the network. The virtual switch 220 on host 1
may respond with a vIP address for the VM’s 211 IP subnet.
The VM 211 may send a request 270 for a gateway MAC
address. The request 270 may be an ARP request. The virtual
switch 220 may receive the request 270 and reply 271 with a
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vMAC associated with the VM’s 211 IP subnet. The VM 211
may need to send a communications packet to VM 212, a
VLAN packet for example. VM 211 may send 272 the com-
munications packet using the vVMAC received from the virtual
switch as the gateway address. The virtual switch 220 on host
1 may receive the communications packet from VM 211. The
virtual switch 220 may be preconfigured with the attached
routing component’s 240 network address information for all
IP subnets carried by the virtual switch 220. The virtual
switch 220 may replace the gateway vVMAC address in the
address information of the communications packet with a
MAC address of the attached routing component 240 that is
associated with the VM’s 211 IP subnet. In a VXLAN, the
virtual switch 220 may also encapsulate the VLLAN commu-
nications packet in a VXLAN communications packet. In
alternate embodiments, the VLAN packet may be encapsu-
lated by the routing component 240. The virtual switch 220
may forward 273 the communications packet out of the host
component 230 to the attached routing component 240. The
routing component 240 may receive the communications
packet and forward 274 the packet to VM 212 using typical
routing procedures. The packet may be forwarded through
second tier 250 and/or third tier 260 routing components
which may be substantially the same as 150 and 160. Network
200 allows for VM mobility because the virtual switches 220
forward packets to the closest default gateway.

[0027] FIG. 3 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network 300 comprising designated
virtual switches that reduce unnecessary network address
responses. The network 300 comprises essentially the same
components as network 200 in a different configuration. In
network 300, multiple host components 330 may be attached
to a common routing component 340. The routing compo-
nents 340 may be connected by a second tier routing compo-
nent 350. All VM’s 310 shown are part of the same address
group. All VMs that are not part of the address group and all
third tier routing components have been omitted for reasons
of clarity. Virtual switches may be part of an address group if
they are connected to VMs 310 that are part of the address
group. Members of an address group may communicate
through multicasts, broadcasts, and/or anycasts. The host
components 330 each comprise either a designated virtual
switch 320 or a non-designated virtual switch 321. A desig-
nated virtual switch 320 is a virtual switch that has been
designated to respond to address requests sent to the address
group. A non-designated virtual switch 321 is configured to
not respond to address requests sent to the address group. A
non-designated virtual switch 321 may drop multicast, broad-
cast, or anycast address request packets. Designated virtual
switches 320 may become non-designated virtual switches
321 and vice versa as the topology of network 300 changes.
The virtual switch of host 4 may send an address request 322
to the address group. The address request 322 may be an ARP
request. The virtual switches on hosts 1, 2, and 3 may all
receive the address request because they are part of the same
address group. The virtual switch on host 1 may send a reply
323 because it is the designated virtual switch 320, and the
virtual switches on host 2 and host 3 may not reply because
they are non-designated virtual switches 321. This configu-
ration may reduce duplicative responses to the address
request 322, which may slow overall network response time
as additional components and address groups are connected
to the network. Many different rules may be implemented to
determine which virtual switch is the designated virtual
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switch 320. For example, the virtual switches may be config-
ured to select the virtual switch with the lowest IP or vIP
address as the designated switch 320. If the designated virtual
switch 320 leaves the address group, for example if all VMs
310 move to another host, the non-designated virtual switch
321 with the lowest IP address of the address group may
become the new designated virtual switch 320. Likewise, if a
new virtual switch in the address group becomes connected to
the routing component 340 and the new virtual switch has an
address that is lower than the address of the designated virtual
switch 320, the designated virtual switch 320 may become a
non-designated virtual switch 321 and the new virtual switch
may become the designated virtual switch 320.

[0028] FIG. 4 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network 400 configured to use host
forwarding. The network 400 comprises essentially the same
components as network 200 in a different configuration. Net-
work 400 comprises host components 430 each comprising a
virtual switch 420 connected to one or more virtual machines
410. The host components 430 are connected to routing com-
ponents 440 which are connected to a second tier routing
component 450. Additional routing components are not
depicted for purposes of clarity. Hybrid layer 2 over layer 3
networks, such as a VXLLAN, may have a sub-optimal routing
case. A routing component 440, based on its routing table,
may see more than one routing component 440 as a path to a
particular virtual machine 410. If the routing component 440
routes a packet to another routing component 440 that is not
connected to the host component 430 that houses the desti-
nation virtual machine 410, the packet must be rerouted once
it reaches a virtual switch 420. Routing path 412 is an
example of a sub-optimal forwarding case. Routing path 411
is an example of the optimal routing path for network 400.
The routing components 440 may use address requests to
determine optimal paths to each host component 430. After
the optimal routes have been determined by each routing
component 440, host routing may be used to ensure that the
optimal routing path 411 is chosen instead of the sub-optimal
routing path 412.

[0029] FIG. 5 is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network 500 with a mobile VM. The
network 500 comprises substantially the same components as
network 200. The network 500 comprises a VM 511 that has
moved from a first host component 530 to a second host
component 530. The dashed VM 511 on Host 1 and the solid
VM 511 on Host 3 indicate that the VM 511 has moved from
Host 1 to Host 3. VM 511 may retain its address information
so that reconfiguration of VM 511 is not necessary. When VM
511 sends additional communication packets, the virtual
switch 520 on Host 3 may swap the vVMAC address used as the
default gateway with the MAC address of the attached routing
component 540, allowing the packet to be routed by the
routing component 540 attached to Host 3 instead of requir-
ing the packet to be routed to the routing component 540
attached to Host 1.

[0030] WhenVM 511 moves from one host component 530
to another, a virtual switch 520 may change its designated or
non-designated status. For example, if the virtual switch 520
on Host 1 was a designated virtual switch, it may be config-
ured to lose its designated status by leaving the address group
when VM 511 moves because the virtual switch 520 on Host
1 no longer carries a VM 510 that is part of the address group.
A new designated virtual switch may be selected from the
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virtual switches 520 on Hosts 3 and 4. The virtual switch 520
with the lowest IP address may become the new designated
virtual switch.

[0031] FIG. 6is a connection diagram of an embodiment of
a hybrid layer 2/layer 3 network 600 with hypervisors. The
network 600 comprises substantially the same components as
network 400 in a different configuration. The network 400
comprises a plurality of host components. Host 1 may further
comprise a hypervisor 620. Hypervisor 620 may be a process
that manages multiple VMs. Hypervisor 620 may perform
routing forits VMs and may have a routing table similar to the
routing table discussed in FIG. 7 below. Hypervisor 620 may
comprise VM 601, VM 602, and a virtual switch. Host com-
ponent 2 may comprise a hypervisor 621, which may be
substantially similar to hypervisor 620, and may comprise
VM 604, VM 605, and a virtual switch. Host 1 may be
connected to an attached routing component 603. Host 1 and
Host 2 may be connected by a network of other components/
nodes.

[0032] FIG. 7 is a schematic diagram of an embodiment of
a hypervisor routing table 700 for hypervisor 620. The rout-
ing table 700 may comprise a column of mac addresses 701
for VMs and non-virtual components known to the hypervi-
sor. The routing table may also comprise a corresponding
column of source ports 702, which may list the communica-
tions ports that the hypervisor 620 used to discover the com-
ponents MAC addresses. VMs 601 and 602 have virtual ports
because they are located on the hypervisor 620. Routing
component 603 is the physical gateway for the VMs on the
hypervisor 620. The MAC address for routing component 603
is discovered using a physical port because it is physically
attached to the host component that runs the hypervisor 620.
A VLAN tag may also be needed to discover the particular
routing component 603 MAC address that is associated with
the VLAN that the VMs belong to. VMs 604 and 605 are
discovered using a remote IP protocol because they are
located on a different host component.

[0033] FIG. 8is a diagram of an embodiment of a VXLLAN
communications packet 800 as used in some of the embodi-
ments discussed herein. The VXLAN packet 800 was dis-
cussed in draft-mahalingam-dutt-dcops-vxlan-00, which is
incorporated by reference as if completely set forth herein.
The VXLAN packet 800 may encapsulate a VLAN packet.
The VXLAN packet 800 may comprise a Virtual Ethernet
Module (VEM) MAC DA field 801 and a VEM MAC SA field
802, which comprise the packet’s outer next hop address and
source hop mac address respectively. Each of these values
may be updated each time the packet 800 makes a hop to a
new node. The VXL AN packet 800 may further comprise a
transport VLAN 802.1 Q tag 803, which may be used to
encode information about the VXLAN the packet 800
belongs to. The VXLLAN packet 800 may further comprise a
VEM IP DA field 804 and a VEM IP SA field 805, which may
comprise the IP addresses of the destination VTEP and the
source VIEP. The VXLAN packet 800 may further comprise
a UDP field 806, which may comprise VIEP port informa-
tion. The VXLAN packet 800 may further comprise a
VXLAN ID field 807, which may indicate the VXL AN net-
work that the packet 800 belongs to. The VXLAN packet 800
may comprise a VM MAC DA field 808 and a VM MAC SA
field 809, which comprise the encapsulated VLLAN destina-
tion and source MAC addresses. The VXLAN packet 800
may comprise a [.3 field 810, which may comprise a VLAN
identification tag and a payload of the information to be
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communicated. The VXLAN packet 800 may comprise a
CRC field 811, which may contain information used for trans-
mission error checking purposes.

[0034] FIG. 9is a flow chart of an embodiment of a method
900 of sending a packet between VMs in a hybrid layer
2/layer 3 network. When a first VM joins a VXL AN, the first
VM may be assigned a vIP address associated with its IP
subnet and a vMAC address. Such address information may
be assigned in whole or in part by the virtual switch, in this
case a VTEP, or another software or hardware portion of the
host component. Such address information may or may not be
obtained through communication with other virtual switches
that are part of the same address group. At step 901, the first
VM may then send out an ARP request to determine its
default gateway. At step 902, the virtual switch may reply to
the ARP request with a vVMAC that is associated with the first
VMs IP subnet as determined by the first VMs vIP. The first
VM may then send a communications packet, in this case a
VLAN packet with a VLLAN tag, to a second VM at step 903.
The first VM may use the vMAC obtained from the virtual
switch as the gateway address in the packet. At step 904, the
virtual switch may receive the communications packet from
the first VM, obtain a list of the real MAC addresses of the
attached routing component, select the real MAC address that
is associated with the VMs IP subnet, and swap the gateway
vMAC address of the packet with the selected real MAC
address. The list of real MAC addresses for the attached
routing component may be predetermined and saved by the
virtual switch for use as needed. At step 905, the virtual
switch may also encapsulate the VL AN packet in a VXLAN
packet and forward the packet to the attached routing device.
At step 906, the attached routing device may then receive the
VXLAN packet and forward the packet using host routing or
other routing techniques. At step 907, the virtual switch asso-
ciated with the second VM may receive the VXL AN packet,
convert the packet into a VLAN packet and forward the
packet to the second VM or broadcast/multicast/anycast the
packet across the second VMs VLLAN.

[0035] At least some of the components and/or processes
described above may be implemented on any general-purpose
network component, such as a computer or network compo-
nent with sufficient processing power, memory resources, and
network throughput capability to handle the necessary work-
load placed upon it. FIG. 10 illustrates a typical, general-
purpose network component suitable for implementing one
or more embodiments of the components and methods dis-
closed herein. The network component 1000 includes a pro-
cessor 1002 (which may be referred to as a central processor
unit or CPU) that is in communication with memory devices
including secondary storage 1004, read only memory (ROM)
1006, random access memory (RAM) 1008, input/output
(I/0) devices 1010, and network connectivity devices 1012.
The processor may be implemented as one or more CPU
chips, or may be part of one or more application specific
integrated circuits (ASICs).

[0036] The secondary storage 1004 is typically comprised
of one or more disk drives or tape drives and is used for
non-volatile storage of data and as an over-flow data storage
device if RAM 1008 is not large enough to hold all working
data. Secondary storage 1004 may be used to store programs
that are loaded into RAM 1008 when such programs are
selected for execution. The ROM 1006 is used to store
instructions and perhaps data that are read during program
execution. ROM 1006 is a non-volatile memory device that
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typically has a small memory capacity relative to the larger
memory capacity of secondary storage 1004. The RAM 1008
is used to store volatile data and perhaps to store instructions.
Access to both ROM 1006 and RAM 1008 is typically faster
than to secondary storage 1004.

[0037] Multiple embodiments are disclosed and variations,
combinations, and/or modifications of the embodiment(s)
and/or features of the embodiment(s) made by a person hav-
ing ordinary skill in the art are within the scope of the disclo-
sure. Alternative embodiments that result from combining,
integrating, and/or omitting features of the embodiment(s)
are also within the scope of the disclosure. Where numerical
ranges or limitations are expressly stated, such express ranges
or limitations may be understood to include iterative ranges or
limitations of like magnitude falling within the expressly
stated ranges or limitations (e.g., from about 1 to about 10
includes, 2, 3, 4, etc.; greater than 0.10 includes 0.11, 0.12,
0.13, etc.). For example, whenever a numerical range with a
lower limit, R, and an upper limit, R, is disclosed, any
number falling within the range is specifically disclosed. In
particular, the following numbers within the range are spe-
cifically disclosed: R=R;+k*-R,), wherein k is a variable
ranging from 1 percent to 100 percent with a 1 percent incre-
ment, i.e., k is 1 percent, 2 percent, 3 percent, 4 percent, 5
percent, . . ., 50 percent, 51 percent, 52 percent, . . ., 95
percent, 96 percent, 97 percent, 98 percent, 99 percent, or 100
percent. Moreover, any numerical range defined by two R
numbers as defined in the above is also specifically disclosed.
Use of the term “optionally” with respect to any element of a
claim means that the element is required, or alternatively, the
element is not required, both alternatives being within the
scope of the claim. Use of broader terms such as comprises,
includes, and having may be understood to provide support
for narrower terms such as consisting of, consisting essen-
tially of, and comprised substantially of. Accordingly, the
scope of protection is not limited by the description set out
above but is defined by the claims that follow, that scope
including all equivalents of the subject matter of the claims.
Each and every claim is incorporated as further disclosure
into the specification and the claims are embodiment(s) of the
present disclosure. The discussion of a reference in the dis-
closure is not an admission that it is prior art, especially any
reference that has a publication date after the priority date of
this application. The disclosure of all patents, patent applica-
tions, and publications cited in the disclosure are hereby
incorporated by reference, to the extent that they provide
exemplary, procedural, or other details supplementary to the
disclosure.

[0038] While several embodiments have been provided in
the present disclosure, it may be understood that the disclosed
systems and methods might be embodied in many other spe-
cific forms without departing from the spirit or scope of the
present disclosure. The present examples are to be considered
as illustrative and not restrictive, and the intention is not to be
limited to the details given herein. For example, the various
elements or components may be combined or integrated in
another system or certain features may be omitted, or not
implemented.

[0039] In addition, techniques, systems, subsystems, and
methods described and illustrated in the various embodi-
ments as discrete or separate may be combined or integrated
with other systems, modules, techniques, or methods without
departing from the scope of the present disclosure. Other
items shown or discussed as coupled or directly coupled or

Oct. 10, 2013

communicating with each other may be indirectly coupled or
communicating through some interface, device, or interme-
diate component whether electrically, mechanically, or oth-
erwise. Other examples of changes, substitutions, and alter-
ations are ascertainable by one skilled in the art and may be
made without departing from the spirit and scope disclosed
herein.

What is claimed is:

1. A method of employing a virtual switch as a default
gateway for a virtual machine (VM) comprising:

sending an address request reply, comprising a virtual

media access control (MAC) address associated with a
virtual internet protocol (IP) address, from a virtual
switch to a VM

setting the virtual switch as the VM’s default gateway;

sending a data packet with the virtual MAC address from

the VM to the virtual switch;

swapping the virtual MAC address of the data packet with

the MAC address of a first routing component; and
forwarding the data packet from the virtual switch to the
first routing component.

2. The method of claim 1, wherein the VM is associated
with a virtual extensible local area network (VXL AN) and the
virtual switch comprises a VXLAN tunnel end point (VTEP)
for the VXLAN.

3. The method of claim 2, wherein the first routing com-
ponent forwards the data packet to a second routing compo-
nent using host routing.

4. The method of claim 1, comprising sending an address
request for a default gateway from the VM to the virtual
switch after moving the VM from a first host component to a
second host component.

5. The method of claim 1, wherein a plurality of virtual
switches are connected to the first routing component; and

wherein only one virtual switch responds to broadcast,

multicast, or anycast address requests.
6. An apparatus for routing a packet from a virtual machine
(VM) to a routing component comprising:
a host component comprising a virtual switch associated
with a VM,

wherein the host component is in communication with a
routing component which is connected to a network and
comprises a network address;
wherein the VM comprises executable memory for sending
a communication packet to the virtual switch;

wherein the communications packet comprises address
information comprising a virtual destination address;
and

wherein the virtual switch comprises executable memory

for replacing the virtual destination address of the com-
munications packet with the network address of the rout-
ing component.

7. The apparatus of claim 6, wherein the network com-
prises executable memory for routing communications pack-
ets with hybrid layer routing.

8. The apparatus of claim 7, wherein hybrid layer routing
comprises data link layer routing overlaying network layer
routing.

9. The apparatus of claim 8, wherein the VM is associated
with a virtual extensible local area network (VXLAN).

10. The apparatus of claim 9, wherein the virtual switch
comprises a VXLAN tunnel endpoint (VTEP).
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11. The apparatus of claim 8, wherein the VM requests the
media access control (MAC) address of a gateway for sending
communications packets.

12. The apparatus of claim 11, wherein the virtual switch
replies to the VM’s gateway MAC address request with a
virtual MAC that is dependent on the virtual internet protocol
(IP) subnet to which the VM belongs.

13. The apparatus of claim 12, wherein replacing the vir-
tual destination address of the communications packet with
the network address of a routing component comprises
replacing the virtual MAC address with the physical MAC
address of the routing component.

14. The apparatus of claim 6, wherein the routing compo-
nent uses host routing.

15. A network that reduces the number of responses to
address requests comprising:

a plurality of host components each comprising a virtual

switch;

wherein the host components are connected to a common

routing component; and
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wherein a first virtual switch is designated to respond to
address requests and all non-designated virtual switches
do not to respond to address requests.

16. The network of claim 15, wherein the virtual switches
are all part of a common address group.

17. The network of claim 16, wherein a second virtual
switch is designated to respond to address requests when the
first virtual switch leaves the common address group.

18. The network of claim 16, wherein the first virtual
switch ceases to be designated to respond to address requests
when a second virtual switch becomes connected to a com-
mon routing component.

19. The network of claim 18, wherein the second virtual
switch has a lower internet protocol (IP) address than the first
virtual switch.

20. The network of claim 15, wherein all virtual switches
are part of a common virtual extensible local area network
(VXLAN).

21. The network of claim 15, wherein each host component
comprises a hypervisor which manages the host components
virtual switches.
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