US 20150127529A1
a9y United States

a2y Patent Application Publication (o) Pub. No.: US 2015/0127529 A1

Makhotin et al. 43) Pub. Date: May 7, 2015
(54) METHODS AND SYSTEMS FOR MOBILE Publication Classification
PAYMENT APPLICATION SELECTION AND 51) Int.Cl
MANAGEMENT USING AN APPLICATION G060 20/08 (2006.01)
LINKER GO6Q 20/32 (2006.01)
52) US.CL
(71)  Applicanis:Oleg Makhofin, Castro Valley, CA (US), ) 'S GO6Q 20/08 (2013.01); GO6Q 20/32
Christian Aabye, Foster City, CA (US); (2013.01)
Kiushan Pirzadeh, Foster City, CA
US) (57) ABSTRACT

An application linker system that manages a plurality of
(72) Inventors: Oleg Makhotin, Castro Valley, CA (US); application identifiers associated with a plurality of payment

Christian Aabye, Foster City, CA (US); applications present on a device is disclosed. The application
Kiushan Pirzadeh, Foster City, CA linker may manage relationships between application identi-
(US) fiers and payment applications that are provisioned for secure

storage on a device. For example, a transaction can be con-

ducted between a portable communication device and an

(21) Appl. No.: 14/534,037 access device. The method includes receiving a request for
available payment applications located on the portable com-

munication device from the access device, determining appli-

(22) Filed: Nov. 5. 2014 cation identifiers associated with payment applications on the
' ’ device, and sending a list of available payment applications

including the application identifiers to the access device. The
payment applications store payment information associated
with one or more consumer accounts. One of the application
(60) Provisional application No. 61/900,339, filed on Nov. identifiers is associated with two or more payment applica-

Related U.S. Application Data

5,2013. tions.
?  Antenna
60\ 618
Processor
604
Display
606

Data Input/Output
608

Communications
610

Applications/Data
Storage/Memory
612

Contactless Element
Interface

614 —]

Contactless Element
Secure Memory/NFC Data
Transfer
616

1 OKTA-1004



May 7,2015 Sheet 1 of 6 US 2015/0127529 A1

Patent Application Publication

061
dJ31LNdNOD
H3INss

. Sm—

08t
J3LNdNOD
HHOMIIN
ONISSI00Hd
LININAVYd

0zl

H3HINOOV

4

H3LNdNOD I ——

09t
HILNdNOD
INVHOH3INW

orl
SNOILYOITddV
INIWAVA JTGON

0el
HIMNIT NOILLVYOIddY

A

[r43
AN3W3T3 34N03S

20iIA30 SS30OV

IA0IA3A

NOILYOINNIWINOD 3719V1H0d

QO
()
=




May 7,2015 Sheet 2 of 6 US 2015/0127529 A1

Patent Application Publication

ori
suoneoddy
JuswiAed a|Iqon

Ll
slqe Bunnoy
uoneol|ddy juswiled

ocl
Jayui uoneoddy

0ocl
JusWa|g 8inoeg

Ell
uoneolddy aiqgow

A
3INPON
UoHEAUNLIWON

vil
Alowspy

bl
10855001

oLt
20IAS(] UOIBOILNWIWOY 8|gelod

< Old

ole

A4

A

|

§Gi
9INPON
UOHBZUOYINY UoljoBSuURl |

152"
uoiBLLIOU|
uonedddy pepoddng

€61
BINPON
uoijoaleg uoneolddy

rASY
BINPOY\ LOYEIIUNWILLOD)

951
Aowapy

1GL
JOSS90044

0gl
9D SS90V




May 7,2015 Sheet 3 of 6 US 2015/0127529 A1

Patent Application Publication

€ '9l4

Yl
uofleuLioju] juswied
A
12743
# voneolddy wswAey
Vel Yoge
uoleLLIOM| JUBWARY | cer
bl ¥# 1oiuap| voyeolddy
o uoneoddy JuswAed |
g0z¢ 1290
Sr4 4% ¢4 1aynuapt uoneoyddy
UONEWIOJU| JUSWARY -
vZrt voce
uoneuuou Wswhed | (g L] eclL
zZvl Cilks Z# Joynuap| uopeoyddy
Z# uonesyddy juswied
q0ie
el
Yivi VOLE L4 Jeunuapt uoneoyddy
uofjewio| JuswiAed
443
1342
L4 uoneolddy JuswAey 8|ge} Buinoy
uoneoyddy JuswAed
)4 0ct
suonesiddy Juswied a|Iqon - Jayur uoneoddy
usWws|3 8indeg
oLt

801AB(] UONBIIUNWWGCY) Bjgelod




May 7,2015 Sheet 4 of 6 US 2015/0127529 A1

Patent Application Publication

¥ 'old
6Ly £
BLY o
Li¥ > i
e
9Ly %
< Giy "
N e 4
A ciy
¥ 4\.4
civ Mf
[ e — g
[¢15 4 -
60¥ »
.q\.n'
80¥ |
Ion‘\.
- 20
90p N\v
iy
-« S0
ol
yO¥ S
£0v >
oo §
< L0¥
T oer | 081 Jelnduwo) orr | [ oont ogt 05} T o9l
| endwio) i NIOMISN Jaindwioy | | luoneayddy JaNur : aomaq | seindwo)
| Jenssy | Buisseooid Jennboy | | uswifey uoneoiddy | $5000Yy | jueyssly
juowheq oLt : '
S01AS(] UOREDILNILIOD |qBMOd /
00y



May 7,2015 Sheet 5 of 6 US 2015/0127529 A1

Patent Application Publication

S Ol
0ig
HOLINOW
A
\ 4
81g 805 = 515 AL
FAOV4HILNI MSid QUYOgAII 140d H31dvayv
TYNAFLX3 aaxid IVIHES AY1dSId
A A A A A
< \4 \ 4 \ 4 A4 \ 4 >
\ H A H h 4
208 508 025 ces 71
HOSSIO0OHd AHOWSAN
HA1LN-—Ed IWHLINTO NTLSAS HIATTOHLNOD O/l




US 2015/0127529 A1

L9Ol4

9 9Old

904
"ON 1UN0%2Y

swieN

c0L
juswa|g

SS9ROBIL0Y

May 7, 2015 Sheet 6 of 6

80L

Patent Application Publication

004

0L

919
Jajsued]

B1eq D4N/AIoWBp 2undeg
JUBWA|F SSB(JOBIUOD

h\ yi9

aoejIelU|

JUSLIB|T SSSNIOBJLOD

¢i9

Alowaip/ebelois
ejeqq/suojesyddy

0L9

SUOIIROIUNWILIOD

809

Indino/indu| eleq

909

Aeldsig

¥09

108$9004d

819
BUURUY

o

R




US 2015/0127529 A1l

METHODS AND SYSTEMS FOR MOBILE
PAYMENT APPLICATION SELECTION AND
MANAGEMENT USING AN APPLICATION
LINKER

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application is a non-provisional of and claims
the benefit of priority to U.S. Provisional Application No.
61/900,339, filed Nov. 5, 2013, which is hereby incorporated
by reference in its entirety for all purposes.

BACKGROUND

[0002] In a payment transaction conducted using an elec-
tronic device such as a mobile phone, a merchant point-of-
sale (POS) system can identify payment routing and process-
ing options associated with a credit card that has been added
to a payment application on the mobile phone. Application
identifiers can indicate to a POS system payment processors,
issuers, product types, and/or other payment capabilities
associated with each payment application installed on a
device. Each of the payment applications and/or accounts
(e.g., credit cards) provisioned to a device include a different
application identifier along with the specific account infor-
mation.

[0003] Some payment applications and/or accounts may be
associated with multiple application identifiers where each
application identifier may have its own application instance
including payment information within a secure domain on a
secure memory. For example, in order to allow for a debit card
issued by one transaction processing network (e.g., Visa-
Net™) to be used to process transactions over other transac-
tion processing networks (e.g., MasterCard™) which did not
issue the debit card, two payment applications may be
installed with two different application identifiers. For
example, the two payment applications may implement a
network-specific application identifier and a network-generic
or multiple-network application identifier that may be pro-
cessed by more than a single payment processing network. As
such, multiple payment applications with multiple applica-
tion identifiers may be associated with the same underlying
account information.

[0004] Asanexample, a mobile phone may have 4 different
payment applications specifically associated with 4 different
payment card accounts. Each could have a different applica-
tion identifier for each of four existing payment networks. In
this case, the mobile phone might then have 64 different
application identifiers associated with 64 different payment
information entries associated with the different card
accounts. It is difficult and resource intensive to provide sepa-
rate application identifier entries for each payment applica-
tion and/or payment account installed through a payment
application stored on a secure memory. Additionally, deter-
mining the available payment applications and conveying the
configuration information to a POS is also time and resource
intensive.

[0005] Further, for each update and/or configuration
change to the various payment applications and/or associated
payment information stored in the payment applications, a
separate update would occur. This leads to extensive use of
resources

[0006] Embodiments of the invention address these and
other problems, individually and collectively.
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BRIEF SUMMARY

[0007] Embodiments of the present invention implement
an application linker system that manages a plurality of appli-
cation identifiers associated with a plurality of applications
present on a portable communication device. For example,
the application linker may manage the relationships between
application identifiers and payment applications that are pro-
visioned or otherwise stored on a secure element or other
secure storage of a portable communication device.

[0008] Embodiments of the present invention allow estab-
lishing multiple payment applications with multiple applica-
tion identifiers (AIDs) pointing to or otherwise associated
with these payment applications. The payment applications
may be present in different form factors, such as plastic cards
or mobile NFC phones. Each instance of the payment appli-
cation can be dynamically (during personalization or after the
application instance has been personalized) assigned with
one or more application identifiers (AIDs) pointing to the
application linker applet.

[0009] As a result, an access device (e.g., POS terminal)
can select a particular application identifier and eventually a
payment application to which it is linked when a contactless
card or mobile NFC device is presented the access device.
The application identifier can be linked to one or multiple
payment applications, so when it points to multiple payment
applications, the payment application that is active or has the
highest priority (if none active or all are active) may be
selected for a transaction.

[0010] Also, when the access device supports multiple
application identifiers that are also supported by the portable
communication device (e.g., card or mobile device), the pay-
ment applications in the portable communication device may
have priorities for selection of only one payment application
or only one payment application may be active at a time to
avoid collision.

[0011] One embodiment is directed at a method for initiat-
ing a transaction between a portable communication device
and an access device, the method comprising a processor
receiving arequest for available payment applications located
on the portable communication device from the access device
and determining application identifiers associated with pay-
ment applications on the portable communication device. The
payment applications store payment information associated
with one or more consumer accounts and at least one of the
application identifiers is associated with two or more of the
payment applications. The method further comprises sending
a list of available payment applications to the access device
where the list of available payment applications includes the
determined application identifiers.

[0012] Another embodiment is directed to a portable com-
munication device comprising a processor and a computer-
readable medium coupled to the processor, the computer-
readable medium comprising code, executable by the
processor, to perform a method. The method comprises
receiving a request for available payment applications located
on the portable communication device from the access device
and determining application identifiers associated with pay-
ment applications on the portable communication device. The
payment applications store payment information associated
with one or more consumer accounts and at least one of the
application identifiers is associated with two or more of the
payment applications. The method further comprises sending
a list of available payment applications to the access device
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where the list of available payment applications includes the
determined application identifiers.

[0013] Another embodiment is directed at a method for
initiating a transaction using a payment application on a por-
table communication device, the method comprising an
access device identifying the presence of a portable commu-
nication device, sending a request for available payment
applications to the portable communication device. The
method further comprises receiving a list of the available
payment applications from the portable communication
device, where the list includes application identifiers, and
where at least one of the application identifiers is associated
with two or more payment applications on the portable com-
munication device. The method further comprises determin-
ing supported application identifiers from the list of the avail-
able payment applications and selecting an application
identifier from the supported payment applications. The
method further comprises sending a selection message
including the selected application identifier to the portable
communication device in order to obtain payment informa-
tion associated with the selected application identifier.

[0014] Another embodiment is directed at an access device
comprising a processor and a computer-readable medium
coupled to the processor, the computer-readable medium
comprising code, executable by the processor, to perform a
method. The method comprising identifying the presence of a
portable communication device and sending a request for
available payment applications to the portable communica-
tion device. The method further comprising receiving a list of
the available payment applications from the portable commu-
nication device, where the list includes application identifiers
and where at least one of the application identifiers is associ-
ated with two or more payment applications on the portable
communication device. The method further comprising
determining supported application identifiers from the list of
the available payment applications, selecting an application
identifier from the supported payment applications, and send-
ing a selection message including the selected application
identifier to the portable communication device in order to
obtain payment information associated with the selected
application identifier.

[0015] These and other embodiments of the invention are
described in further detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 is a block diagram illustrating a system for
conducting a transaction using a portable communication
device with multiple payment applications associated with
multiple application identifiers, according to an embodiment
of the invention.

[0017] FIG. 2 shows a block diagram including an exem-
plary portable communication device and access device,
according to an embodiment of the invention.

[0018] FIG. 3 shows a block diagram including relation-
ships between application identifiers and mobile payment
applications stored by an application linker module present
on a secure element of a portable communication device,
according to an embodiment of the invention.

[0019] FIG. 4 shows an exemplary flow diagram of a
method of initiating a transaction between a portable com-
munication device and an access device, according to an
exemplary embodiment of the invention.
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[0020] FIG. 5 shows a block diagram of an exemplary
computer apparatus, according to an embodiment of the
invention.

[0021] FIG. 6 shows a block diagram of an exemplary
portable communication device, according to an embodiment
of the invention.

[0022] FIG. 7 shows a diagram of a portable consumer
device that may be used to initiate a transaction, according to
an embodiment of the invention.

DETAILED DESCRIPTION

[0023] Embodiments of the present invention are directed
to methods, systems, apparatuses, and computer-readable
mediums for managing, configuring, and facilitating commu-
nication between an access device and a plurality of payment
applications on a portable communication device. For
example, embodiments may manage relationships between
multiple payment applications and multiple application iden-
tifiers on a portable communication device in order to sim-
plify selection and management of multiple payment appli-
cations on a secure or trusted memory.

[0024] Additionally, embodiments allow a mobile payment
application to be associated with multiple applications iden-
tifiers and allow for selection of a supported payment appli-
cation during a transaction according to the preferences and/
or configuration details of an access device, merchant system,
consumer device, and/or any other interested party. For
example, some mobile payment applications may be associ-
ated with payment information associated with or configured
to be processed by multiple payment networks. Accordingly,
merchants may desire to select a payment application that
provides the best fraud protection, most rigorous authentica-
tion processes for users, most reliable transaction processing,
most secure transaction environment, and/or any other con-
figuration details of the payment applications and/or under-
lying payment information associated with the payment
applications (e.g., lowest payment network processing fees,
etc.).

[0025] Embodiments of the present invention are directed
systems and methods implementing an application linker that
manages a plurality of application identifiers associated with
a plurality of payment applications present on a portable
communication device. The application linker may manage
the relationships between application identifiers, the payment
applications, and the corresponding payment information
that is provisioned or otherwise stored on a secure element or
other secure storage trusted execution environment of a por-
table communication device.

[0026] In some embodiments, an application linker applet
may instruct an access device of the application identifiers
associated with payment applications that are available on a
portable communication device, according to priorities and/
or configuration details of the payment applications. The
access device can determine supported application identifi-
ers, select an application identifier and/or payment applica-
tion using the associated application identifier, and use the
selected application identifier to obtain payment information
from the highest priority payment application that the access
device supports.

[0027] For instance, the application linker may inform the
access device that there are five available payment applica-
tions associated with five different payment accounts and
with three different application identifiers. In some embodi-
ments, the access device may provide the list of application
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identifiers and the access device may select a preferred appli-
cation identifier according to configuration details or prefer-
ences of the access device.

[0028] In some embodiments, the application linker may
provide priorities or preferences associated with the list of
application identifiers as well. For example, application iden-
tifier number two is priority number one, application identi-
fier number one is priority number three, etc. The preferences
may be based on default settings associated with the payment
applications (e.g., consumer default selection), authentica-
tion techniques and reliability of particular payment applica-
tions (e.g., payment applications ranked by security and/or
reliability of user authentication technique employed, and/or
consumer preferences (e.g., consumer ranking of payment
applications and/or card data provisioned into the payment
applications),

[0029] The access device may analyze the list of payment
application priorities and may determine if the access device
supports each application identifier, according to priority. For
example, the access device may determine the application
identifier with the first priority and determine that the access
device does not support that payment application. For
example, the payment application may be provisioned with
payment information that the access device is not capable of
processing, may implement an authentication technique that
is not supported by the access device (e.g., signature, online
PIN, etc.), or may use any other features that the access device
may not be capable of supporting. However, the application
identifier with the second priority may be supported. Accord-
ingly, the access device may select the application identifier
associated with the second priority.

[0030] Accordingly, the access device may send a selection
command to the application linker of the portable communi-
cation device requesting payment information from the pay-
ment application associated the application identifier. How-
ever, the application linker may have 2 or more payment
applications associated with the selected application identi-
fier. Therefore, the application linker may select the relevant
payment application based on preferences and/or priority
information stored at the application linker. For example, the
preferences may be based on default settings associated with
the payment applications (e.g., consumer default selection),
authentication techniques and reliability of particular pay-
ment applications (e.g., payment applications ranked by
security and/or reliability of user authentication technique
employed, and/or consumer preferences (e.g., consumer
ranking of payment applications and/or card data provisioned
into the payment applications). Thus, the access device and/or
application linker may select a supported and/or preferred
payment application for any transaction and the application
linker may provide simplified processing, management, and
selection of payment applications that are associated with
multiple application identifiers.

[0031] For instance, there may be three payment applica-
tions provisioned on a mobile phone where each payment
application is associated with a different payment card. For
example, there may be application “A” associated with pay-
ment processing network “A” credit card, application “B”
may be associated with a payment processing network “B”
credit card, and application “C” may be associated with a
payment processing network “C” debit card. Each of the
payment applications may be associated with a different
application identifier (e.g., A000000031010,
A000000049999, and A000000051020). Further, in some
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embodiments, the payment applications may be associated
with more than one application identifier that allows the card
information to be used with more than one particular payment
processing network. For example, application C may have
two different application identifiers associated with the pay-
ment application and one underlying debit card (payment
processing network “C” debit card). For example, one of the
application identifiers may be associated with a network-
generic debit account that may be processed by any payment
processing network (e.g., VisaNet™, MasterCard™, Ameri-
can Express™, etc.) and the other application identifier may
be associated with only payment processing network “C”.
However, an access device (e.g., point of sale (POS) terminal)
may only support payment applications B and C.

[0032] The access device may receive the application iden-
tifiers associated with each application and the priorities for
each application identifier. For example, the application iden-
tifier associated with application A may have a first priority
because a consumer selected the payment information asso-
ciated with payment application A as their default payment
application and/or payment card. Next, the application iden-
tifier associated with application C (which is associated with
a particular payment processing network) may be second
because the application provider for application C may pro-
vide the most robust consumer authentication during account
provisioning and thus the application is more secure than
other applications. Further, the application identifier associ-
ated with application B may be third because it’s authentica-
tion processes are less robust than the other payment appli-
cations (A and C). Finally, the application identifier
associated with application C (which is with a generic pay-
ment processing network application identifier) may be
fourth because it is associated with a lower transaction
amount and/or limit than the other payment applications.
These examples are illustrative only and any other suitable
reasons for the preferences may be implemented.

[0033] Accordingly, some of the application identifiers
may be associated with a same payment application as well as
the same payment information (e.g., three accounts associ-
ated with three different mobile applications but with four
different application identifiers). For example, a payment
application associated with an account at Bank D may have an
application identifier that is associated with one payment
processor network (e.g., payment processing network “C”)
and a generic processor application identifier (i.e., that may
be processed by other payment processors). The payment
processing network “C” application identifier may be
assigned a higher priority and the generic application identi-
fier may be assigned a lower priority based on the preferences
of Bank D. However, if an access device does not support
mobile payments associated with payment processing net-
work “C”, but supports the network-generic processing appli-
cation identifier, the network-generic application identifier
may be selected to process a payment. Alternatively or addi-
tionally, in some embodiments where the access device is
configured to override the application linker preferences, if
the access device supports both application identifiers, the
access device may select the lower priority application iden-
tifier based on overriding preferences of the access device.

[0034] Accordingly, when a payment application is pre-
sented by a portable device, an application linker may provide
a list of available application identifiers provisioned on the
portable communication device to an access device so that the
access device may select a supported payment application.

10
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For example, an access device may have a list of application
identifiers it is configured to support and the access device
may compare the list of supported application identifiers to
those application identifiers provided by the application
linker. For instance, if the merchant supports a generic net-
work debit application identifier, the access device may select
that application identifier, use the selected application iden-
tifier to obtain payment information from a mobile payment
application on the portable device, and initiate a transaction
using an appropriate debit network for processing transac-
tions associated with the type of payment information
received from the portable device.

[0035] Thus, when an access device communicates with a
portable communication device, the access device may
receive the application identifiers stored within a payment
application routing table managed by the application linker.
The payment application routing table may contain the list of
all available application identifiers associated with the pay-
ment applications installed on a secure element or other
secure memory on the device in order of priorities (or with the
priorities indicated). Accordingly, the access device may
search through the list and may determine the highest priority
application identifier which the access device supports.
Accordingly, the access device may then select an application
identifier that is supported by the access device while com-
municating with a single application linking module instead
of various independent payment applications.

[0036] The access device may then send a communication
to the application linker using the selected application iden-
tifier which may forward the request to a particular payment
application associated with the selected application identifier.
The selected application may then be selected for payment
(according to priorities or configuration settings for the pay-
ment application where a selected application identifier is
associated with multiple payment applications) and may pro-
vide the appropriate authentication and payment information
to the access device for initiation of a transaction.

[0037] Accordingly, the application linker provides
dynamic connections for many-to-many solutions with mul-
tiple application identifiers pointing to multiple payment
applications in different combinations and associations
between application identifiers and payment applications.
Furthermore, the application linker may allow for dynamic
storage and update of the relationships between application
identifiers and payment applications without requiring
updates to each specific payment application and/or the pay-
ment information stored within a payment application.
[0038] In some embodiments, an application identifier
(AID) may be standardized to identify a payment system for
a particular payment application associated with a particular
payment card or account. For example, a Visa™ system appli-
cation identifier may include A00000003, and a Master-
Card™ application identifier may include A00000004. The
application identifier may also include additional data includ-
ing a product identifier (e.g., Visa™ debit cards use 1010), an
issuer identifier (e.g., bank identification number (BIN) or
other indicator), and any other relevant information. Further,
the issuer identifier may include an extension to identify the
specific card associated with the issuer as the issuer may issue
more than one card (i.e., product type). Accordingly, the
application identifier may be used to determine the payment
processing network associated with the payment application.
For example, the application identifier may be used to deter-
mine the payment processing network configured to process

11
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the payment information stored in the payment application.
Thus, the application identifier allows the access device to
determine if the access device is configured to process the
payment information associated with the payment applica-
tion.

[0039] Additionally, in some embodiments, a consumer
may set priorities for each individual payment application
and/or payment account. For example, a first issuer card may
be set as the preferred card (e.g., priority number 1), a second
issuer card may be the second priority card (priority number
2), and a third issuer may be the third priority card (priority
number 3). Accordingly, the application identifiers associated
with the various card may then assigned with those priorities.
For example, since the second card has two application iden-
tifiers associated with it, the second priority card may have a
first application identifier with priority number 2 and a second
application identifier with priority number 3. Thus, the third
issuer card would have an application identifier priority num-
ber of 4.

[0040] The multiple application identifiers (AIDs) may be
used for at least two different purposes. First, the terminal can
see the generic application identifier and the processor spe-
cific (e.g., Visa™) application identifier. Accordingly, the
terminal (i.e., the merchant operating the terminal) can decide
whether the terminal wants to route the transaction into the
Visa™ network or an alternate network. Therefore, the mer-
chant has the choice of which network to use. Accordingly, if
a first payment processing network is more or less expensive,
then the merchant can choose the payment processing net-
work they wish to send the transaction through.

[0041] Additionally, if the authentication processing is
more rigorous and/or the fraud risk is lower for a particular
payment application, the merchant may select the preferred
payment application. For example, each application identifier
(AID) may have different authentication methods associated
with the processor for which it is configured to be used with.
For example, some payment processing networks may use
signature authentication, but other payment processing net-
works may capture an online PIN for account holder verifi-
cation. Accordingly, the portable communication device may
prompt the consumer for the particular authentication and/or
validation method associated with the application identifier
that is selected by the access device, not necessarily the pay-
ment application being used. Accordingly, the payment appli-
cation may validate the consumer differently depending on
the application identifier being used for the transaction.
[0042] For example, a particular application identifier may
indicate that these payment applications require specific
authentication methods (e.g., challenge response, password
entry, etc.). Depending on what the network associated with
the application identifier actually supports, the selected appli-
cation may request cardholder authentication.

[0043] Accordingly, embodiments of the present invention
provide an application linker that provides a proxy layer
which allows an access device to select an application with a
corresponding application identifier that it supports. There-
fore, instead of having to communicate with each applet
individually and determining which application identifiers
the particular application supports, the application linker pro-
vides the list of available application identifiers in a single
message that allows the access device to determine the best
supported option for any and all payment applications
installed on the portable device. Accordingly, embodiments
provide more efficient, easier to manage, and more flexible
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system that allows for dynamic linkage changes and manage-
ment of relationships between payment applications and
application identifiers.

[0044] Prior to discussing embodiments of the invention,
description of some terms may be helpful in understanding
embodiments of the invention.

[0045] An “application” may include any software module
or modules configured to perform a specific function or func-
tions when executed by a processor of a computer. For
example, a “payment application” may include any software,
code, application, or any other module that is configured to
store and provide payment information for a transaction when
executed by a processor. For instance, a payment application
may store sensitive payment information (e.g., account iden-
tifier, expiration date, card verification value (CVV), etc.) on
a secure memory or trusted execution environment (e.g.,
secure element). The sensitive payment information may be
accessed by requesting the payment information from the
payment application using an application identifier or other
address information for accessing the correct payment appli-
cation. Any number of communication protocols may be used
to access the payment information from the payment appli-
cation and use the received payment information in a payment
transaction.

[0046] “Payment information” may include any data that
may be used to identify an account and use the account for a
payment transaction. For example, payment information may
include payment credentials (e.g., primary account identifier
(PAN), expiration date, card verification value (CVV), etc.),
personal information associated with a user or a consumer
(e.g., name, billing address, residential address, date of birth,
etc.), account information (e.g., issuer identifier (BIN),
account issuance date, etc.), cardholder verification informa-
tion (e.g., passcode, password, personal identification num-
ber (PIN), etc.), authentication process for transaction pro-
cessing (e.g., online PIN, signature, etc.), and/or any other
suitable or relevant information for performing a transaction.
[0047] An “application identifier” may include any infor-
mation that may identify an application on a device or provide
information about an application on the device. For example,
an application identifier may include an identifier that may be
used by a device to address a particular secure domain within
a trusted execution environment (e.g., a secure element), and
may inform a secure element or a payment application stored
on a secure element as to the secure application from which to
obtain data. Additionally, in some embodiments, an applica-
tion identifier may indicate information about the application.
For instance, an application identifier may indicate a payment
network (e.g., VisaNet™), a type of account or product asso-
ciated with the application (e.g., debit, credit, loyalty, etc.),
account-related information (e.g., platinum level account,
gold level account, etc.), an account issuer (e.g., Bank A),
and/or any other information about an application or under-
lying data associated with the application. For instance, in
some embodiments, the application identifier may be stan-
dardized to identify an application provider (e.g., payment
network) and an application type (e.g., account or product
type, account issuer, etc.) associated with each application.
For instance, the application identifier (A0O00000031010)
may identify a payment network (A00000003) associated
with card data provisioned on a device and the account type
associated with the identified application provider (1010).
Accordingly, the application provider may be identified as
payment network A and the application associated with 1010
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ofapplications from payment network A includes a debit card
type of account. Further, the application identifier 1010 could
also identify an issuer associated with the provisioned
account and/or payment application.

[0048] A “network-generic application identifier” or “mul-
tiple-network application identifier” may identify a payment
application with payment information that may be routed
and/or processed using a variety of different payment net-
works. For example, in some embodiments, a network-ge-
neric application identifier may indicate a payment applica-
tion that includes payment information that may be used by
two or more proprietary networks to process a transaction
initiated by a payment application identified by the applica-
tion identifier.

[0049] A “network-specific application identifier” may
identify a payment application with payment information that
may be routed and/or processed using a specific payment
network. For example, a payment application that is config-
ured to process payments through one of, for example, Visa-
Net™, MasterCard™, or American Express™ payment net-
works may be identified using a network-specific application
identifier.

[0050] A “selection message” may include any data, infor-
mation, or signal that indicates a selection of one or more
options provided to a system. For example, a selection mes-
sage may be sent in response to an access device receiving a
list of available payment applications including the applica-
tion identifiers associated with the payment applications.
Accordingly, in response, a selection message may include an
application identifier for the payment application that is being
selected by the access device. Additionally or alternatively,
the selection message may have enough information to fur-
ther limit the choices available, and the ultimate selection
decision may be left to the receiving entity. For example, in
some embodiments, an access device may select an applica-
tion identifier that the access device supports and send a
selection message including the application identifier to
inform the card or device of the access device’s selection.
However, in some embodiments, there may be multiple pay-
ment applications associated with the application identifier so
the payment device may select a payment application associ-
ated with the selected application identifier. The payment
device may make this selection based on any number of
criteria including the priorities of the payment applications, a
default or status setting (e.g., active, suspended, etc.) associ-
ated each payment application, based on the transaction infor-
mation, etc.

[0051] A “payment application indicator” may include any
information that identifies a particular payment application
and corresponding payment information on a device. For
example, a payment application indicator may include any
alphanumeric characters, symbols, graphics, etc., that are
associated with a particular payment application. For
instance, in some embodiments, the payment application
indicator may include a standard or registered identifier for a
payment application provider such that an access device may
identify the particular payment application. Alternatively or
additionally, the payment application indicator may be set or
designated by an application linker module provider, a pay-
ment application provider, an access device manufacturer,
payment processing network, or any other entity within the
transaction processing system. For example, a payment appli-
cation provider may set an exemplary payment application
indicator associated with a payment application. The pay-
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ment application indicator may be used in conjunction with
an application identifier to identify a specific payment appli-
cation installed on a portable device where the application
identifier associated with the payment application may iden-
tify more than one payment application.

[0052] A “relationship” may include any connection or
correlation between two pieces of data. For example, a rela-
tionship may indicate an association between an application
identifier and a payment application, where the payment
application may be identified by system or device through an
application identifier. Further, relationships are not necessar-
ily exclusive and the pieces of data may have relationships
with other data, systems, identifiers, etc. For example, in
some embodiments, a payment application may have a rela-
tionship with two or more application identifiers and vice
versa. For instance, a payment application may have two
different payment accounts provisioned or stored in the pay-
ment application and the payment application may have two
different application identifiers associated with the two dif-
ferent payment accounts. Additionally or alternatively, an
application identifier may have a relationship with two or
more payment applications. For instance, a network generic
application identifier may be used by multiple different pay-
ment networks, issuers, etc. to process payments across many
different payment networks using a single application iden-
tifier, account identifier, and/or payment network identifier.
Additionally, a payment application and an application iden-
tifier may have a traditional one-to-one relationship as well
where an application identifier identifies a payment applica-
tion, payment network, and/or any other relevant information.

[0053] Furthermore, a relationship may be temporary,
dynamic, and/or alterable. For instance, in some embodi-
ments, a relationship between an application identifier and a
payment application may be dynamically changed or updated
to add an association between a new or an existing payment
application and a new or existing application identifier. For
example, a payment application routing table may be updated
to include an association between a payment application and
an application identifier. Further, the relationships stored in
the payment application routing table may be updated at any
time because the underlying payment information associated
with the payment application may not be altered by the rout-
ing table update. Accordingly, relationships may be altered at
any time before, during, or after a payment application pro-
visioning and/or personalization process. Additionally, rela-
tionships may be stopped or ended. For instance, an associa-
tion between an application identifier and a payment
application in a payment application routing table may be
removed before, during, or after a provisioning and/or per-
sonalization process of a payment application is completed.

[0054] A “routing table” may include any data that allows
for contact or communication with a system, module, com-
ponent, or entity. For example, a routing table may include
relationship information for indicating an association
between two systems, identifiers, or any other data. Addition-
ally or alternatively, the routing table may include address
information for the entities associated with a request such that
the routing table may forward information, requests, updates,
etc., on behalf of a requestor to a destination system, module,
component, or entity. Additionally or alternatively, the rout-
ing table may provide an address to a requestor to allow the
requestor to directly send information, a request, a response,
etc., to an associated system, module, component, or entity
identified by the routing table address information. The
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address information may include any address in a memory,
kernel address, computer component address, network
address, or any other information configured to allow a com-
puter module and/or component to access data and/or forward
information to a module, application, component, and/or sys-
tem. A routing table may be stored in any suitable memory,
database, secure area, etc., that is accessible by an entity
configured to access and use the routing table.

[0055] “Application provisioning” may include any pro-
cess where an application or application information is
installed, delivered, uploaded, or otherwise transferred to a
device. For example, payment application provisioning
includes a process of preparing a secure element (or other
trusted execution environment) to receive a payment applica-
tion configured to securely hold sensitive account informa-
tion and use the sensitive account information to initiate pay-
ment transactions.

[0056] “Application personalization” may include any pro-
cess where a payment application is installed with account or
other personal information associated with a consumer. For
example, a payment application personalization process
includes the delivery, installation, and secure storage of a
consumer’s payment credentials (e.g., account identifier,
expiration date, card verification value (CVV), etc.) and other
payment information that may then be used by a payment
application to initiate a transaction.

[0057] A “module” may include any component or sub-
component of a system. For example, a module may include
a software program configured to perform a particular func-
tion when executed by a processor.

1. Exemplary System for Mobile Payment Application
Selection and Management Using an Application Linker

[0058] Referring now to FIG. 1, a functional block diagram
illustrating the primary functional elements of an exemplary
transaction processing system incorporating a portable com-
munication device 110 with an application linker 130 is
shown. It is to be understood that embodiments of the inven-
tion may include more than one of the components shown
individually in FIG. 1. Additionally, some embodiments of
the invention may include fewer than all of the components
shown in FIG. 1.

[0059] The exemplary transaction processing system may
include a consumer (not shown), a portable communication
device 110 associated with the consumer (or other account
holder), an access device 150, a merchant computer 160, an
acquirer computer 170, a payment processing network com-
puter 180, and an issuer computer 190. The portable commu-
nication device 110 may include a secure element 120 or
other secure and trusted execution environment. The secure
element 120 may include an application linker module 130
and mobile payment applications 140 that may be configured
to provide payment information to an access device 150 dur-
ing a transaction. The various computers may be configured
to communicate in any suitable manner using any suitable
communication network. Although the entities are shown as
coupled to particular entities, the entities may be configured
to communicate through any other suitable interfaces and
some entities may be removed and/or added to the system
depending on the configuration of the system.

[0060] In the following description, an “acquirer” is typi-
cally a business entity (e.g., a commercial bank) that has a
business relationship with a particular merchant. An “issuer”
is typically a business entity (e.g., a bank or credit union)
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which issues a payment device (such as a credit card, debit
card, smart card, prepaid device or contactless device) to an
account owner and which provides administrative and man-
agement functions for the payment account. Some entities
may perform both issuer and acquirer functions. A payment
account may be any account usable in a transaction, such as a
credit, debit or prepaid account.

[0061] The term “computer” can include a system compris-
ing a processor and a computer readable medium, such as
computer memory or other data storage device, coupled to the
processor. The computer readable medium stores code
executable by the processor. The term “server computer” can
include a computer or cluster of computers. For example, the
server computer can be a mainframe, a minicomputer cluster,
or a group of servers functioning as a unit. In one example, a
server computer may be a database server coupled to a Web
server. Data transfer and other communications between
components such as computers may occur via any suitable
wired or wireless network, such as the Internet or private
networks.

[0062] In a typical transaction, a payment device such as a
portable communication device 110 (also referred to as a
mobile device) or portable consumer device, interfaces with
an access device 150 (or, in some embodiments, with mer-
chant computer 160) to initiate a transaction. Typically, the
portable consumer device 110 is hand-held and compact so
that it can fit into a consumer’s wallet or pocket (e.g., pocket
sized). Specific examples of portable consumer devices
include payment cards such as smartcards with chips, debit
devices (e.g., a debit card), credit devices (e.g., a credit card),
or stored value devices (e.g., a stored value card or “prepaid”
card).

[0063] A portable communication device 110, may be, for
example, a mobile device including a cellular or wireless
telephone (e.g., a smartphone), personal digital assistant
(PDA), portable computer (e.g., tablet or laptop computer),
pager, or other portable device carried by the payment
account holder. A portable communication device 110 and a
portable consumer device (not shown) are described further
below with reference to FIGS. 6 and 7, respectively.
Examples of access devices 150 include point of sale (POS)
devices, cellular phones, PDAs, personal computers, tablets,
handheld specialized readers, set-top boxes, electronic cash
registers, automated teller machines (ATMs), virtual cash
registers, kiosks, security systems, access systems, and the
like. Access devices may use means such as radio frequency
(RF) readers to interact with the portable communication
device 110 through contactless communication.

[0064] For example, communication may occur between a
contactless element of portable communication device 110
and an access device 150, such as a merchant device reader or
point of sale terminal, by using a wireless communications
mechanism, such as near field communications (NFC), radio
frequency (RF), infra-red (IR), optical communications, etc.
The account identifier or other payment account information
may be stored on a secure element 120 or other secure
memory of the mobile device 110.

[0065] The secure element 120 may include a secure
memory or other trusted execution environment that provides
a higher level of security than general memory. For example,
the secure element may only be accessed by authorized par-
ties with credentials, keys, or other cryptographic informa-
tion that indicates the entity or client is authorized to access
the secure element. The secure element may include hard-

May 7, 2015

ware, software, or a combination of hardware and software
and the secure element may comprise a separate processor
and/or system to provide a heightened level of security for
data stored therein. Further, the secure element may be imple-
mented by a remote server computer (i.e., in the “cloud”) and
data may be securely stored in the remote server computer
and delivered to the portable communication device before,
during, and/or after a transaction (or other service request).

[0066] The secure element 120 may include an application
linker module 130 and a plurality of mobile payment appli-
cations 140 that are capable of accessing payment informa-
tion (e.g., an account identifier) securely stored on the secure
element 120. The application linker module 130 may gener-
ate a list of application identifiers associated with the avail-
able payment applications on the secure element 120 of the
portable communication device 110. Accordingly, the appli-
cation linker module 130 may send the list of available pay-
ment applications to the access device 150 for selection of one
of the available payment applications. However, certain
access devices may only be configured to receive and process
particular types of information associated with particular
payment applications. For example, if the access device 150
is only configured to process transactions using a certain
payment processing network (e.g., VisaNet™), the access
device 150 may not process transaction information originat-
ing from payment applications that are only configured to
provide information in the format for processing with a dif-
ferent payment processing network (e.g., MasterCard™)
Accordingly, access devices and portable communication
devices may perform a payment application identification
and selection process before a transaction may be initiated.

[0067] The application linker module 130 may manage,
facilitate, and route the appropriate commands, application
identifiers, priorities associated with the application identifi-
ers, and any other information necessary to complete a trans-
action using the payment applications on the mobile commu-
nication device 110. Accordingly, the application linker 130
may provide a list of available application identifiers along
with priority information to an access device 150 during
transaction processing. The access device 150 may select the
highest priority supported application identifier and may
request payment information and/or account information
from a payment application associated with the supported
application identifier. Accordingly, the application linker 130
may determine one or more payment applications associated
with the application identifier, may select a preferred pay-
ment application, and may route the request for the payment
information to the appropriate payment application.

[0068] The mobile payment applications 140 may include
two or more software modules installed or provisioned on the
secure element 120 that are capable of providing payment
information stored on the secure element 120 during a trans-
action. The mobile payment applications 140 may be provi-
sioned on the secure element 120 by any entities within a
mobile communication ecosystem (e.g., mobile network
operator, device manufacturer, payment processing network,
etc.). Further, issuer updates and other maintenance informa-
tion may be sent to the mobile communication device from
the payment processing network (as shown in FIG. 1) or
through any other suitable entity to update the payment
account information, issuer information, application life-
cycle information, or any other suitable information that
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allows the one or more mobile payment applications 140 to
initiate transactions through the transaction processing sys-
tem.

[0069] The mobile payment applications 140 may be asso-
ciated with one or more application identifiers (AIDs) that
identify payment information associated with one or more
accounts provisioned on the mobile payment application 140.
The application identifiers associated with the provisioned
payment information on the secure element 120 may be
reported to the application linker module 130 which may
manage relationships between application identifiers and
mobile payment applications 140 on the portable communi-
cation device 110.

[0070] The access device 150 may communicate with the
portable communication device 110 to obtain application
information (e.g., application identifier, consumer account
information, payment credentials, cardholder verification
results, etc.) from the one or more payment applications. FIG.
2 shows a more detailed view of the access device 150 and
portable communication device 110 according to an exem-
plary embodiment of the present invention.

[0071] The access device 150 may include a processor and
a memory 156 including a communication module, an appli-
cation selection module 153, and a transaction authorization
module 154. Although not shown in FIG. 2, the modules may
be contained on a computer-readable medium coupled to the
processor, the computer-readable medium comprising code,
executable by the processor, for performing the functionality
described herein.

[0072] The communication module 152 of the access
device 150 may include any code, application, or any other
software module configured to interface with an antenna or
other communications hardware of the access device 150 to
communicate with a portable communication device 110. In
some embodiments, the antenna may be configured for prox-
imity, contactless, or other short-range or long-rang commu-
nication protocols.

[0073] The communication module 152 and an associated
data processor may be configured to identify the presence of
a portable communication device 110 when within commu-
nication range. For example, the communication module may
ping (i.e., send a periodic message in an attempt to identify a
device within communication range) or otherwise attempt to
find suitable devices to communicate with periodically. Alter-
natively or additionally, the access device 150 may wait to
receive communications from a device within communica-
tion range. Any suitable communication techniques and
methods may also be used to identify and initiate communi-
cation with a device within communication range.

[0074] The communication module 152 and an associated
data processor may be configured to send and receive a num-
ber of different communications and messages with a por-
table communication device 110. For example, the commu-
nication module and an associated data processor may be
configured to send a request for available payment applica-
tions to the portable communication device 110 which may be
processed by an application linker module 130, mobile appli-
cation 113, a secure element 120, or any module of the por-
table communication device 110 configured to communicate
with the access device 150. Accordingly, the access device
150 may use any suitable communication protocol that is
configured to be processed by a mobile application, secure
element 120, application linker module 130, mobile payment
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application 140, and/or any other relevant application of the
portable communication device 110.

[0075] Further, the communication module 152 and an
associated data processor may be configured to receive com-
munications from the portable communication device 110.
For example, the communication module may receive a list of
the available payment applications from the portable commu-
nication device 110 in response to the request for available
payment applications. The list of available payment applica-
tions may include application identifiers which identify a type
of payment application, a payment network associated with a
payment application, a type of payment information stored
within a payment application, account features (e.g., type of
account, account features, etc.), and any other relevant infor-
mation associated with a payment application and/or account
information provisioned or otherwise associated with the
payment application.

[0076] The application selection module 153 may include
any application, code, and/or any other software configured to
select a supported application on a portable communication
device 110 in which to initiate a transaction. For example, the
application selection module 153 and an associated data pro-
cessor may be configured to obtain the list of available pay-
ment applications from the communication module and may
determine supported applications from the list of available
payment applications.

[0077] The application selection module 153 may deter-
mine supported applications from the list of available pay-
ment applications through any suitable manner. For example,
the application selection module 153 may compare applica-
tion identifiers from the list of available payment applications
to supported application information 153A present on the
access device 150. For instance, in one embodiment, the
application selection module 153 may use supported appli-
cation information 153 A stored in the access device 150. The
supported application information 153A may include appli-
cation identifiers associated with those payment applications,
payment information, and/or account information which the
access device 150 is configured to process. For instance, the
access device 150 may compare the application identifiers
received in the list of available payment applications to appli-
cation identifiers in the supported application information
153 A to determine those application identifiers that are sup-
ported and/or configured to be processed by the access device
150.

[0078] Additionally and/or alternatively, where the access
device 150 supports or matches multiple application identi-
fiers from the list of available payment applications, the
access device 150 may use priority information and/or pref-
erences stored in the supported application information 153 A
to determine a preferred application for use in the transaction.
Accordingly, the access device 150 may determine a pre-
ferred payment application from at least two payment appli-
cations included in the list of available payment applications
according to preferences stored by the access device 150. The
preferences may include any suitable information including
authentication and configuration options of the payment
applications (type of authentication and/or level of authenti-
cation performed), geographical restrictions associated with
the access device 150 (e.g., international vs. domestic trans-
action for the payment application), based on transaction
specific information (e.g., a transaction amount threshold or
limit, time limit, etc.), or based on any other suitable infor-
mation.
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[0079] Once the best match of the payment applications is
determined, the application selection module 153 may select
an application identifier from the supported payment appli-
cations by generating and sending a selection message
including the selected application identifier to the portable
communication device 110 in order to obtain payment infor-
mation associated with the selected application identifier. The
application selection module 153 may interface with the com-
munication module in order to communicate the selection
message including the identified application identifier to the
portable communication device 110.

[0080] The transaction authorization module 154 may
include any application, code, and/or any other software con-
figured to initiate payment transaction processing. For
example, the transaction authorization module 154 may
receive payment information from a portable communication
device 110 and may initiate transaction using payment infor-
mation obtained from the selected payment application. The
transaction authorization module 154 may generate an autho-
rization request message for the transaction or may pass the
payment information to a merchant computer 160 for genera-
tion of an authorization request message for payment network
processing.

[0081] The portable communication device 110 may
include a processor 111, a memory 114 including a commu-
nication module 112 and a mobile application 113, and a
secure element 120. The secure element 120 may include an
application linker module 130 and mobile payment applica-
tions 140 including provisioned payment information asso-
ciated with consumer account information and/or payment
credentials. The application linker module 130 may include a
payment application routing table 131 that stores relation-
ships between application identifiers and the mobile payment
applications 140 stored in the secure element 120.

[0082] The communication module 112 of the portable
communication device 110 may include any code, applica-
tion, or any other software module configured to interface
with an antenna or other communications hardware of the
portable communication device 110 to communicate with an
access device 150. In some embodiments, the antenna may be
configured for proximity, contactless, or other short distance
or proximity communication protocols. Any other suitable
communication networks, protocols, and hardware may be
used as well.

[0083] The communication module 112 and an associated
data processor of the portable communication device 110
may be configured to identify the presence of an access device
150 within communication range. For example, the commu-
nication module 112 may ping or otherwise attempt to find
suitable devices to communicate with periodically. Alterna-
tively or additionally, the portable communication device 110
may wait to receive communications from a device within
communication range. Any suitable communication tech-
niques and methods may also be used to identify and initiate
communication with a device within communication range.
[0084] The communication module 112 and an associated
data processor may be configured to send and receive a num-
ber of different communications and messages with an access
device 150. For example, the communication module 112 and
an associated data processor may be configured to receive a
request for available payment applications from the access
device 150. The request for the available payment applica-
tions may be processed by an application linker module 130,
mobile application 113, a secure element 120, or any module
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of the portable communication device 110. Further, the com-
munication module 112 and an associated data processor may
be configured to send communications to an access device
150. For example, the communication module 112 may send
alist of the available payment applications as well as payment
information associated with a selected payment application to
the access device 150 during a transaction.

[0085] The mobile application 113 may include any appli-
cation, code, or other software module configured to interface
with one or more of the mobile payment applications 140
and/or the application linker module 130. The mobile appli-
cation may allow a consumer to interface with the mobile
payment applications 140, add account information to one or
more mobile payment applications 140, set priorities for the
various payment information and/or payment applications on
the device, determine a default payment application, and/or
provide any other functionality for managing and/or config-
uring the application linker module 130 and/or a mobile pay-
ment application. Further, there may be more than one mobile
application where each mobile application may be configured
to interface with a particular payment application as well as
the application linker module 130.

[0086] The application linker module 130 may include any
application, code, or software module installed on the secure
element 120 that is capable of performing the methods and
functionality described herein. The application linker 130 and
an associated data processor may be configured to manage,
determine, and communicate a list of application identifiers
associated with provisioned or installed payment applications
on a secure element 120 (or other secure memory of the
mobile communication device 110) as well as the correspond-
ing priorities for the application identifiers. In response to a
request for available payment applications on the portable
communication device 110, the application linker module
130 and an associated data processor may be configured to
determine application identifiers associated with mobile pay-
ment applications 140 provisioned on the portable commu-
nication device 110 and provide a list of available payment
applications to an access device 150.

[0087] The application linker module 130 and an associ-
ated data processor may be configured to determine the avail-
able payment applications through any suitable manner. For
example, the application linker module 130 may determine
application identifiers associated with payment applications
on the portable communication device 110 by searching a
payment application routing table 131 for application identi-
fiers associated with mobile payment applications 140 and/or
account information that has been provisioned on the secure
element 120.

[0088] In some embodiments, the application linker mod-
ule 130 may include all of the application identifiers stored in
the payment application routing table 131 in a list of available
payment applications. However, in other embodiments, the
application linker module 130 may filter and/or qualify those
application identifiers provided to in the list of available pay-
ment applications to only include application identifiers asso-
ciated with those payment applications that may be used in a
transaction. For example, the application linker module 130
may determine a status of the mobile payment application
140 or associated account information before including an
associated application identifier.

[0089] In some embodiments, payment applications may
be in an active or inactive state and may be ready for use in a
transaction or may be disabled from use, respectively. The
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payment application may be activated or deactivated by any
entity within the transaction processing system. For example,
a consumer may be capable of setting a mobile payment
application status through the mobile application or an issuer,
merchant, payment processor, payment application provider,
or other entity may activate or deactivate a payment applica-
tion on a device. Further, in some embodiments, a single
payment application may be active at any time and a con-
sumer may select the default or active mobile payment appli-
cation for use in transactions.

[0090] Forexample, a consumer may activate a single pay-
ment application before approaching an access device 150
and the available application identifiers may be those appli-
cation identifiers associated with the active payment applica-
tion. In some embodiments, when one payment application is
activated, the other payment applications may be deactivated
to ensure no collision between communications with the pay-
ment application, application linker module 130, or any other
components in the system. Accordingly, in such embodi-
ments, the application linker module 130 may determine
application identifiers associated with an active payment
application on the portable communication device 110 and
may not report unavailable payment applications to the access
device 150.

[0091] Accordingly, the access device 150 can only select
the active payment application if there is the mutually sup-
ported list of application identifiers associated with the active
payment application. If the supported list of application iden-
tifiers does not match the application identifiers on the por-
table communication device 110, an error may be returned to
the reader and the reader may display, for example, “Sorry, no
application has been selected,” to inform the user that no
active payment application is supported.

[0092] Accordingly, the application linker module 130 may
determine whether the corresponding mobile payment appli-
cation 140 is currently active and/or determine the prefer-
ences associated with the mobile payment application 140
before including the application identifier in a list of available
payment applications. For example, if a payment application
is not in good standing with an issuer, may not qualify as a top
payment application to use (e.g., a consumer sets a limit of the
top 3 payment applications be presented to the access device
150), transaction information may not qualify for a mobile
payment application 140 (e.g., geographic location indicates
that a domestic payment account should be used as opposed to
an international payment account), or for any other suitable
reason a payment application may not be active and ready for
use in a transaction. Accordingly, the payment application
routing table 131 may include a current status (e.g., active vs.
inactive), transaction restrictions (maximum transaction
count, transaction value, etc.), account restrictions or rules
(e.g., geographic restrictions, etc.), or any other suitable
information for determining available mobile payment appli-
cations 140 for a transaction along with the application iden-
tifier and associated mobile payment application identifier
and/or mobile payment application information.

[0093] Additionally, the application linker module 130
may be capable of maintaining, monitoring, updating, and
changing the relationships between the mobile payment
applications 140 installed on the mobile communication
device and the application identifiers (AIDs) associated with
the mobile payment applications 140. Accordingly, the appli-
cation linker module 130 may receive issuer updates, con-
figuration parameters, and any other information from the
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payment processing network, trusted service managers of
issuers, or any other entities within the transaction processing
environment to update such relationships at any time during
the lifecycle of the payment applications 140.

[0094] FIG. 3 shows an exemplary diagram of the relation-
ships stored by the application linker module 130 using the
payment application routing table 131. For example, FIG. 3
shows the relationships between application identifiers 132-
135 of mobile payment applications 141-144 and the multiple
payment applications 141-144 on a secure element 120 of a
portable communication device 110.

[0095] AsshowninFIG. 3, the payment application routing
table 131 associated with the application linker module 130
may include relationships between application identifiers
132-135 and mobile payment applications 141-144 stored on
the secure element 120. The relationships between the appli-
cation identifiers 132-135 and mobile payment applications
141-144 may include one-to-many, many-to-one, and one-to-
one relationships depending on the configuration details asso-
ciated with the payment application 141-144 and the payment
information 141A-144A stored on each mobile payment
application 141-144.

[0096] For example, in some embodiments, a single appli-
cation identifier (e.g., application identifier #1 131) may be
linked or associated with 310A-C multiple payment applica-
tions (e.g., payment application #1 141, payment application
#2 142, and payment application #3 143). This relationship
may arise in a variety of circumstances including, for
example, network-generic or multiple-network debit transac-
tion processing implementations where a generic debit appli-
cation identifier (e.g., application identifier #1 132) may be
linked to multiple mobile payment applications 141-143
(e.g., payment application #1, #2, and #3). Each of the mobile
payment applications 141-143 may include payment infor-
mation 141A-143A associated with a variety of debit
accounts (e.g., each of the payment information may identify
a different debit account) which may be linked to the net-
work-generic application identifier (e.g., application identi-
fier #1 132) in order to be able to route debit transactions
associated with any of the mobile payment applications 141-
143 configured with debit payment information 141A-143A
to alternate networks at the merchant’s or consumer’s choice.
Further, similar implementations may be used where one
application identifier can be shared between payment pro-
cessing systems (e.g., VisaNet™ and MasterCard™) for
country-specific networks like ATM networks. Accordingly,
any payment application including payment information
associated with either of the payment processing systems
country-specific ATM networks would be associated in the
payment application routing table to a single application
identifier that associates both payment applications with the
application identifier that may be shared between the pay-
ment processing systems.

[0097] For instance, the network-generic application iden-
tifier 132 (e.g., application identifier #1 132) may identity a
network-generic debit implementation of the various mobile
payment applications 141-143 (e.g., payment applications
including payment information 141A-143A associated with
network-specific debit accounts and network-generic debit
accounts). In such circumstances, a payment application
(e.g., payment application #2 142) may have one network-
specific application identifier (e.g., payment processing net-
work “A” application identifier #2 133) and one generic or
multiple network debit application identifier 132 (e.g., an
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application identifier that may be processed by any of pay-
ment processing network “A,” “B,” and “C”) to allow mer-
chants and/or any other entity the ability to decide which
network to route transactions over which are initiated using
any of the associated payment applications.

[0098] The application linker module 130 may manage and
facilitate the relationships 310A-C between the application
identifier (e.g., application identifier #1 132) and the multiple
payment applications (e.g., payment applications #1-#3 141-
143) and may configure a list of priorities of the payment
applications 141-143 associated with the single application
identifier 132. For example, the payment application routing
table 131 may include a number of entries associated with the
shared application identifier (e.g., application identifier #1
132) with each entry having a different payment application
141-144 and priority number (e.g., 1-3) associated with it. For
instance, the application linker module 130 may include a
priority number of 1 for the entry associated with the rela-
tionship 310A between the application identifier (e.g., appli-
cation identifier #1 132) and a first payment application (e.g.,
payment application #1 141) because the user or an issuer
associated with the payment information of payment appli-
cation #1 141 may have configured the payment application
141 to be the default or highest priority payment application
associated with the application identifier 132 (e.g., applica-
tion identifier #1 132). Similarly, the payment application
routing table 131 may have priority information associated
with the relationships between the application identifier (e.g.,
application identifier #1 132) and the other mobile payment
applications 141-143 (e.g., payment application #2 142 and
payment application #3 143). Accordingly, the priority infor-
mation may be used to select a preferred payment application
141-143 associated with the application identifier 132 when
the application identifier 132 is selected by an access device
150.

[0099] In some embodiments, the application linker mod-
ule 130 may select a preferred mobile payment application
from the mobile payment applications 141-143 associated
with the received application identifier 132 from an access
device 150 using stored preferences associated with the vari-
ous mobile payment applications 141-143. For example, the
application linker module 130 may receive a selection mes-
sage including an application identifier (e.g., application
identifier #1 132) from the access device, may determine the
payment applications (e.g., payment applications #1-#3 141-
143) associated with the identified application identifier (e.g.,
application identifier #1 132), may determine an active or
preferred (or otherwise having the highest priority) mobile
payment application (e.g., payment application #1 141) asso-
ciated with the application identifier (e.g., application identi-
fier #1 132), and may route the selection message to the
selected payment application (e.g., payment application #1
141) of the mobile payment applications 140.

[0100] Alternatively or additionally, in some embodiments,
the application linker module 130 may provide an access
device 150 with two different entries of the application iden-
tifier (e.g., AID #1 132) on the list of available payment
applications where each application identifier entry may
include a different priority number associated with the differ-
ent payment applications (e.g., payment applications #1-#3
141-143). Accordingly, the access device 150 may determine
which payment applications the access device 150 supports
and select a preferred payment application from the list of
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available payment applications (e.g., application 141-143)
associated with the selected application identifier (e.g., appli-
cation identifier #1 132).

[0101] Accordingly, in some embodiments, the application
linker module 130 may keep priorities of the multiple appli-
cation identifiers in relation to the payment application such
that if the payment application is supported by the access
device 150, the application identifiers may be selected by the
access device 150 according to the priority of application
identifiers associated with the payment application. Typi-
cally, in such embodiments, a payment application indicator
or other identifier of a specific payment application associ-
ated with the shared application identifiers may be passed to
the application linker and used to identify the specific pay-
ment application being selected by the access device. For
example, the access device may pass an application identifier
associated with multiple payment applications and a payment
application indicator in the selection message to inform the
application linker as to the selected payment application pre-
ferred by the access device 150.

[0102] Additionally, as shown by payment application #2
142, in some embodiments, multiple application identifiers
(e.g., application identifier #1 132, application identifier #2
133, and application identifier #3 134) can be linked 310B,
320A, and 320B to a single mobile payment application 142
(payment application #2 142).

[0103] For example, multiple application identifiers (e.g.,
application identifiers 132-134) to single payment applica-
tion (e.g., payment application 142) relationships may be
found for mobile payment applications 142 which include
both a domestic application identifier (for transactions initi-
ated within the geographic region of the accountholder and/or
account issuer) and international application identifier (for
transactions initiated outside the geographic region of the
accountholder and/or account issuer). For instance, issuers
and/or payment processors may use a domestic transaction
network for processing domestic ATM transactions but use a
world-wide payment processor for international ATM trans-
actions. Accordingly, mobile payment applications 140 pro-
vided by the issuer and/or payment processor may include
both domestic ATM application identifiers (e.g., AITM coun-
try A network identified by application identifier #2 133) and
international ATM application identifiers (e.g., payment pro-
cessor “A” network identified by application identifier #3)
associated with a single mobile payment application (e.g.,
payment application #2 142) and corresponding payment
information (e.g., payment information 142A). Any other
suitable situations or configurations where one mobile pay-
ment application may be associated with multiple application
identifiers may be considered as having a many-to-one (appli-
cation identifier to mobile payment application) relationship.
For example, most payment applications implementing the
network-generic application identifier example provided
above in reference to the one-to-many relationship may also
have a payment application with a one-to-many relationship
because the network-generic and network-specific applica-
tion identifiers may point to the same payment application.
[0104] Further, note that payment information 142B shows
an embodiment where multiple cards with corresponding
payment information 142A, 142B may be provisioned onto a
single payment application #2 142. For example, if two credit
cards are processed by the same payment processor, issued by
the same entity, and directed to the same product type, the
same payment application may provision both payment infor-
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mation 142A, 142B into the same payment application 142
and in some embodiments, the payment application routing
table may include the payment information as an additional
variable in the routing table. Additionally, wallets and/or
other payment applications which are configured to collate
and/or combine payment information may store multiple pay-
ment information within a payment application and link the
payment information 142A-B through the payment applica-
tion.

[0105] Finally, in some embodiments, a single application
identifier can be linked 330A to and/or associated with a
single payment application (e.g., application identifier #4 135
and payment application #4 144). This embodiment may
capture configurations where, for example, a mobile payment
application (e.g., payment application #4 144) includes pay-
ment information 144A associated with a credit account
which has only one application identifier (e.g., application
identifier #4 135) assigned to the credit account.

[0106] Additionally, any possible means for linking the
application identifiers and the mobile payment applications
140 may be used. For example, the linkage could be estab-
lished through the internal logic of the application linker
module 130 and/or through a communication protocol asso-
ciated with communicating between secure applications a
mobile device or provisioning scripts (e.g., GlobalPlatform™
defined Amendment C). Furthermore, the linkage can be
established without the need to personalize the application
linker module 130. Accordingly, the payment application
may store all the relationship and address information to be
used by the application linker 130 and the application linker
module 130 may store the relationship between the applica-
tion identifier and payment information associated with the
mobile payment application.

[0107] Additionally, the application linker module 130 and
an associated data processor may be configured to route com-
munications between an access device 150 and a selected
mobile payment application of the mobile payment applica-
tions 140. Accordingly, in some embodiments, the applica-
tion linker module 130 may receive a selection message and
provide the selection message to the selected mobile payment
application and vice versa. However, in other embodiments,
the application linker module 130 may provide a payment
application identifier to an access device 150 or other appli-
cation on the portable communication device 110 and then the
access device 150 may select the appropriate mobile payment
application using an application identifier supplied by the
application linker 130, without passing a selection message or
get data request to the application linker module 130 for
delivery to the selected mobile payment application.

[0108] Furthermore, the application linker 130 allows
dynamic updating of the relationships between application
identifiers and mobile payment applications 140. For
example, an application identifier and a mobile payment
application may dynamically be linked and/or unlinked at any
time by updating the payment application routing table 131.
Accordingly, the application linker module 130 may remove
an association between an application identifier and a mobile
payment application and/or may add an association between
the application identifier and a mobile payment application in
the payment application routing table at any time in response
to a request from an authorized entity (e.g., application pro-
vider, payment network, application linker provider, account
issuer, etc.). Furthermore, in some embodiments, an applica-
tion identifier can be assigned to a mobile payment applica-
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tion after the provisioning process and/or personalization
process associated with a payment application is complete
and can be updated or removed at any time thereatter.
[0109] Forexample, the application linker module 130 may
update the relationship in the payment application routing
table 131 to include the updated relationship information in
response to a request from an authorized entity. The applica-
tion linker may then show the application identifier and the
payment application as having a relationship during future
transactions and may allow an access device 150 to select the
application identifier and/or payment application during a
transaction in the future. The application linker may update
the payment application routing table by determining the
address of the identified payment application to be updated
and including the address information as well as any other
relevant information in the payment application routing table
as being associated with the application identifier. Accord-
ingly, the application linker provides a proxy layer which
allows application identifiers and/or payment applications to
be dynamically linked and updatable at any time.

[0110] Thus, because the application linker module 130
provides a proxy layer to contact mobile payment applica-
tions 140, the updates to the relationships between the appli-
cation identifiers and mobile payment applications 140 may
be completed during payment application provisioning and/
or payment application personalization as well as after pay-
ment application provisioning and payment application per-
sonalization. Additionally, the list of application identifiers
(application identifiers) in the payment application routing
table 131 can be pre-provisioned during secure element
manufacturing and also can be updated during the life of the
secure element 120 by means of secure script updates.
Accordingly, the application linker module 130 provides a
flexible and dynamic management structure for associating
application identifiers and mobile payment applications 140
on a portable communication device 110.

[0111] Returning to FIG. 1, after the access device 150
receives the payment account identifier or the payment device
identifier, the access device 150 or the merchant computer
160 in communication with the access device 150 generates
an authorization request message for the transaction. The data
included in the authorization request message (also referred
to as an “authorization request”) may include data obtained
from a portable communication device 110 as well as other
data related to the transaction, the payment account holder, or
the merchant, such as one or more of a payment account
number, the payment device expiration date, a currency code,
the sale amount, a merchant transaction stamp, the acceptor
city, the acceptor state/country, etc.

[0112] An authorization request message may be protected
using a secure encryption method (e.g., 128-bit SSL or
equivalent) in order to prevent data from being compromised.
In one embodiment, the authorization request message is a
standardized interchange message such as an International
Organization for Standardization (ISO) 8583 message. An
ISO 8583 message includes a message type indicator; one or
more bitmaps indicating which data elements are present in
the message, and data elements of the message. The authori-
zation request message may comprise routing information as
part of or in addition to the interchange message. As part of
generating the authorization request message, merchant com-
puter 160 may communicate with a database which stores
data such as data regarding the account owner, the payment
device, or the account owner’s transaction history with the
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merchant. The merchant computer 160 (or access device 150)
transmits the authorization request message to the acquirer
computer 170. Acquirer computer 170 then transmits the
authorization request to a payment processing network 180.
[0113] A payment processing network 180, also referred to
as a “payment network,” is a system that may comprise one or
more servers, data processing subsystems, networks, and
operations used to support and deliver authorization services,
exception file services, and clearing and settlement services.
A payment processing network may be able to process one or
more of credit card transactions, debit card transactions or
any other type of commercial transaction. An exemplary pay-
ment processing network may include, for example, Visa-
Net™. Although the system of FIG. 1 only shows one pay-
ment processing network, any number of payment processing
networks may be implemented in the transaction eco-system
to allow the merchant computer 160 to determine the payment
processing network 180 that they support and select the
appropriate payment application associated with the one or
more payment processing networks.

[0114] The payment processing network 180 transmits the
authorization request message to an issuer computer 190. The
issuer computer 190 generates an authorization response
message indicating whether the transaction was authorized.
The authorization response message is routed back to the
merchant computer 160. The authorization response may be
displayed by the access device 150 (e.g., a POS terminal),
transferred to the portable communication device 110,
printed on a receipt, or otherwise conveyed to the payment
account holder.

[0115] At the end of the day, a normal clearing and settle-
ment process can be conducted by each of the payment pro-
cessing network. A clearing process is a process of exchang-
ing financial details between an acquirer and an issuer to
facilitate posting to the payment account holder’s account
and reconciliation of the consumer’s settlement position.
Clearing and settlement can occur simultaneously.

1II. Exemplary Methods

[0116] FIG. 4 shows an exemplary flow diagram of a
method of initiating a transaction between a portable com-
munication device 110 and an access device 150, according to
an exemplary embodiment of the invention. Before the
method shown in FIG. 4, a user may initiate a transaction by
presenting a portable communication device 110 to an access
device 150. As described above in reference to FIGS. 2-3, the
portable communication device 110 may comprise multiple
mobile payment applications 140 associated with multiple
application identifiers.

[0117] The portable communication device 110 may com-
prise an application linker module 130 that manages, config-
ures, and communicates the application identifiers to the
access device 150. When the portable communication device
110 is within communication range with the access device
150, the access device 150 may sense the presence of the
portable communication device 110. The access device 150
may identify the presence of the portable communication
device 110 through any suitable method associated with wire-
less communication standards.

[0118] At step 401, the access device 150 may communi-
cate with the application linker module 130 of the portable
communication device 110 to obtain a list of available pay-
ment applications on the portable communication device 110.
For example, the access device 150 may send a request for
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available payment applications stored on the portable com-
munication device 110 to the portable communication device
110. The request may include any relevant information to
allow the portable communication device 110 determine that
the access device 150 is requesting available payment appli-
cations and that an application linker module 130 is config-
ured to respond to the request. Further details regarding
exemplary communication protocols between access devices
150 and applications on the secure element 120 of the mobile
communication device 110 may be found in U.S. patent appli-
cation Ser. No. 13/947,984, filed Jul. 22, 2013, by Rigby, et
al., which is hereby incorporated by reference in its entirety
for all purposes. Additionally, functionality described in the
method below may rely on the description provided above in
reference to FIGS. 2 and 3 and may reference both figures.

[0119] At step 402, the application linker module 130 may
receive the request and may determine available payment
applications on a secure element 120 using one or more
application identifiers stored and associated with the payment
applications. As explained above and shown in FIG. 3, at least
one of the application identifiers 132-135 may be associated
with more than one payment applications 141-144 and one or
more payment applications 141-144 may be associated with
multiple application identifiers 132-135.

[0120] Accordingly, the application linker module 130 may
search a payment application routing table 131 for applica-
tion identifiers associated with payment applications on the
portable communication device 110. For example, as shown
in FIG. 3, the application linker module 130 may determine
that there are 4 different application identifiers (e.g., applica-
tion identifier #1-#4 132-135) associated with 4 different
payment applications (e.g., payment applications #1-#4 141-
144).

[0121] Additionally, the application linker module 130
may determine status information, priority information, and/
or any other configuration details associated with each rela-
tionship between an application identifier and a payment
application stored in the payment application routing table
131 and may use the information when determining a pre-
ferred payment application and/or include the information in
the response to the access device 150. For example, the appli-
cation linker module 130 may determine that payment appli-
cation #4 144 is inactive and thus, the application linker
module 130 may not include the application identifier #4 144
in a list of available application identifiers sent to the access
device 150 because the payment application is not available.

[0122] Atstep 403, the application linker 130 generates and
sends a list of available payment applications to the access
device 150. The list of available payment applications may
include application identifiers associated with the available
payment applications as well as any other relevant informa-
tion to an access device 150 for determining supported pay-
ment applications and selecting a supported payment appli-
cation. Accordingly, the list of available payment applications
may include a variety of information depending on the con-
figuration details of the access device 150. For example, the
list of available payment applications may include applica-
tion identifiers, mobile payment application indicators (e.g.,
issuer information, merchant identifier, etc.) associated with
the application identifiers, priority information associated
with the application identifiers, and any other relevant infor-
mation to an access device 150 for selecting a payment appli-
cation.
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[0123] Atstep 404, the access device 150 receives the list of
available application identifiers and determines whether any
application identifiers provided in the list of application iden-
tifiers are supported by the access device 150. For example, an
application selection module 153 of the access device 150
may compare application identifiers from the received list of
available payment applications to supported application
information 153 A associated with the access device 150. For
instance, if the received application identifiers match any of
the application identifiers in the supported application infor-
mation 153 A, the application selection module 153 may con-
sider the application identifier and corresponding payment
application as supported.

[0124] Forexample, the access device may be configured to
process transaction over payment processing network “A” but
not over payment processing network “B”. Accordingly, if a
portable communication device including only payment
applications (and corresponding application identifiers) asso-
ciated with payment processing network B, the access device
may receive the application identifier associated with pay-
ment processing network B, compare the application identi-
fier to supported application identifiers in the supported appli-
cation information 153, and may determine that there is no
match (since the application identifiers in the supported appli-
cation information identify only those application identifiers
associated with payment processing network A. However, if
the list of available payment applications included applica-
tion identifiers associated with payment applications includ-
ing payment information that is configured to be processed on
either (or both) payment processing network A and B, then
the access device 150 may determine that the application
identifiers associated with the payment application of pay-
ment processing network A, do match the supported applica-
tion information 153, and thus, the selection process may
continue.

[0125] Additionally, if priority information is included in
the list of available payment applications, the application
selection module 153 of the access device 150 may use pri-
ority information associated with the payment application
identifiers from the application linker module 130 to deter-
mine a preferred supported payment application. Accord-
ingly, the application selection module 153 may determine
whether the access device 150 is configured to support or
process transactions from any of the received payment appli-
cation identifiers and where multiple payment applications
are included along with priority information for each appli-
cation identifier, the application selection module 153 of the
access device 150 may determine a preferred payment appli-
cation and/or application identifier based on preferences, pri-
orities, and/or configuration details associated with the access
device 150. As described above in relation to FIGS. 2 and 3,
the preferences may include authentication and configuration
options of the payment applications, transaction limitations,
and/or geographical restrictions associated with the access
device 150.

[0126] Accordingly, the application selection module 153
of the access device 150 may determine the highest priority
supported application identifier provided by the application
linker 130. For example, if at least one of the available pay-
ment application identifiers is associated with more than one
payment application, the access device 150 may determine
whether the highest priority application identifier is sup-
ported before the other lower priority application identifiers.
Therefore, in some embodiments, the application selection
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module 153 of the access device 150 determines supported
application identifiers from the list of the available payment
application identifiers and selects the highest priority appli-
cation identifier on the list of received payment application
identifiers before moving to payment application configura-
tion preferences of the access device 150 and/or portable
consumer device.

[0127] Additionally, in some embodiments, the application
selection module 153 of the access device 150 may select an
application identifier associated with the payment applica-
tions based on the preferences associated with the payment
application as well as the application identifier. For example,
the application selection module 153 of the access device 150
may use authentication processes, configuration details of the
payment applications, and any other relevant information to
identify a preferred payment application from the list of avail-
able payment applications associated with the application
identifiers. In those embodiments where a payment applica-
tion indicator is included in the available payment applica-
tion, the selection message may also include the payment
application indicator to inform the application linker module
130 as to which payment application is the preferred payment
application.

[0128] At step 405, the access device 150 selects an appli-
cation identifier and generates a selection message including
the selected application identifier in order to communicate to
the portable communication device 110 the selected applica-
tion. The selection message is used to obtain payment infor-
mation from the selected and supported payment application
associated with the application identifier in the provided list
of available applications. Thus, the selection message may
include any relevant information to the application linker
module 130 to allow for identification and selection of an
application identifier and/or mobile payment application 140
associated with the selection message. Accordingly, the
access device 150 may send the selection message to the
portable device in order to obtain payment information asso-
ciated with the selected application identifier.

[0129] At step 406, the application linker module 130
receives the selection message identifying a selected applica-
tion identifier from the access device 150. Accordingly, an
application identifier has now been selected by the access
device 150 and the application linker module 130 may deter-
mine the payment applications associated with the selected
application identifier. For example, the selected application
identifier may be associated with at least two of the payment
applications installed on the portable communication device
110.

[0130] Accordingly, the application linker module 130 may
select a payment application from the at least two of the
payment applications associated with the selected application
identifier received in the selection message. The application
linker module 130 may select the payment application asso-
ciated with the payment identifier through any suitable man-
ner. For example, the priorities of each payment application
associated with the application identifier identified in the
payment application routing table 131 may be used to deter-
mine the most appropriate payment application associated
with the selected application identifier.

[0131] At step 407, the application linker module 130 may
obtain the address information associated with the selected
payment application from the payment application routing
table and may route the selection message to the selected
payment application associated with the selected application
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identifier. Accordingly, the application linker module 130
may function as a proxy router identitying the software appli-
cation (e.g., mobile payment application) and the identified
data that is being requested from the identified payment appli-
cation (e.g., payment information). As described above in
reference to FIGS. 2-3, the application linker module 130
may route the selection message directly to the payment
application (as shown in FIG. 4) or may provide an address
(not shown) to the access device 150 (or other application) for
contacting the payment application to obtain the stored pay-
ment credentials.

[0132] At step 408, the payment application obtains pay-
ment information associated with the received application
identifier in the selection message. In some embodiments, the
payment application may store or be associated with multiple
application identifiers. Accordingly, in some embodiments,
the payment application may determine the payment infor-
mation associated with the received application identifier
from the selection message and use the received application
identifier (and any other relevant information contained in the
selection message) to determine the appropriate payment
information associated with the selection message.

[0133] At step 409, the payment application sends the pay-
ment information associated with the selected application
identifier to the application linker module for communication
to the access device 150. In some embodiments, the payment
application may directly communicate the payment informa-
tion to a communication module of the portable communica-
tion device 110 for delivery to the access device 150.

[0134] At step 410, the application linker module 130
receives the payment information from the selected payment
application associated with the selected application identifier
and forwards the payment information to the access device
150.

[0135] At step 411, the communication module of the
access device 150 receives the payment information associ-
ated with the selected payment application and the payment
authorization module of the access device 150 initiates a
transaction using the received payment information. In some
embodiments, the payment information may be directly
passed as part of an authorization request message and in
other embodiments, account information may be obtained
from the received payment information and the account infor-
mation may be used to initiate the transaction.

[0136] The initiation may include any number of functions
including completing a cardholder verification using methods
associated with the particular application identifier, commu-
nicating multiple messages back and forth with the portable
communication device 110 to obtain the correct information,
cardholder approval, etc., or sending messages back and forth
between the other entities within the transaction processing
eco-system and the portable communication device 110 as
necessary or desired for transaction processing.

[0137] At step 412, the merchant computer 160 generates
an authorization request message using the received payment
information from the access device 150 and other transaction
information. Accordingly, the authorization request message
may include some or all of the received payment information
(e.g., payment credentials, application identifier, card verifi-
cation values, etc.) depending on the configuration of the
system and the requirements of the payment processing net-
work. For instance, the authorization request message may
include a transaction amount, date, time, product identifiers,
merchant identifier, and any other relevant information for
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determining an account associated with an account, transac-
tion details, and/or processing of a transaction.

[0138] At step 413, the merchant computer 160 may then
send the authorization request message to an acquirer com-
puter 170 and/or payment processing network for transaction
processing.

[0139] At step 414, the acquirer computer 170 receives the
authorization request message and forwards the authorization
request message to a payment processing network computer
180 associated with the account and/or payment credentials
included in the authorization request message.

[0140] At step 415, the payment processing network com-
puter 180 may receive the authorization request message and
determine an account issuer associated with the authorization
request message. The payment processing network may then
forward the authorization request message to the issuer for
authorization of the transaction. Any number of additional
fraud analysis, authentication, risk analysis, and/or other
actions may be performed by the payment processing net-
work computer 180 (or any of the other computers associated
with the authorization request message).

[0141] At step 416, the issuer computer 190 receives the
authorization request message and determines whether the
transaction should be authorized. The issuer may determine
the account associated with the authorization request mes-
sage, compare a value or credit available in the account to the
transaction amount, perform any number of fraud checks or
risk analysis processes, and/or perform any other relevant
actions to determine an appropriate authorization decision.
[0142] Atstep 417, the issuer computer 190 may determine
an authorization decision and may generate an authorization
response message including the authorization decision. The
issuer computer 190 may send the authorization response
message to the payment processing network computer 180
for completion and processing of the transaction.

[0143] At step 418, the payment processing network com-
puter 180 may receive the authorization response message,
log the authorization decision for settlement and clearance
purposes, and send the authorization response message to the
acquirer computer 170 for reporting to the merchant com-
puter 160 and/or access device 150. In some embodiments,
the payment processing network computer 180 may also send
a notification to the portable communication device 110
including the authorization decision.

[0144] Atstep 419, the merchant computer 160 receives the
authorization response message and completes the transac-
tion based on the authorization decision of the authorization
response message. For example, the merchant may provide a
good or service if the authorization response message
includes an indication of an accepted transaction and may
decline to provide a good or service when receiving a
declined authorization decision. Although not shown, the
merchant computer 160 may provide the authorization
response message to the access device 150 and subsequently
to the portable communication device 110 for reporting to the
payment application and the consumer.

II1. System Devices

[0145] The various participants and elements described
herein with reference to FIGS. 1-3 may operate one or more
computer apparatuses to facilitate the functions described
herein. Any of the elements in FIGS. 1-3, including any
servers or databases, may use any suitable number of sub-
systems to facilitate the functions described herein.
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[0146] Examples of such subsystems or components are
shown in FIG. 5. The subsystems shown in FIG. 5 are inter-
connected via a system bus 602. Additional subsystems such
as a printer 504, keyboard 506, fixed disk 508 (or other
memory comprising computer readable media), monitor 510,
which is coupled to display adapter 512, and others are
shown. Peripherals and input/output (I/O) devices, which
couple to I/O controller 514 (which can be a processor or
other suitable controller), can be connected to the computer
system by any number of means known in the art, such as
serial port 516. For example, serial port 516 or external inter-
face 518 can be used to connect the computer apparatus to a
wide area network such as the Internet, a mouse input device,
or a scanner. The interconnection via system bus allows the
central processor 520 to communicate with each subsystem
and to control the execution of instructions from system
memory 522 or the fixed disk 508, as well as the exchange of
information between subsystems. The system memory 522
and/or the fixed disk 508 may embody a computer readable
medium.

[0147] FIG. 6 is a functional block diagram illustrating a
portable communication device that may be used to perform
mobile banking operations, such as initiating transactions and
receiving and displaying transaction alerts, in accordance
with some embodiments of the present invention. Portable
communication device 602 may include circuitry that is used
to enable certain device functions, such as telephony. The
functional elements responsible for enabling those functions
may include a processor 604 that is programmed to execute
instructions that implement the functions and operations of
the device. Processor 604 may access data storage 612 (or
another suitable memory region or element) to retrieve
instructions or data used in executing the instructions. Data
input/output elements 608 may be used to enable a user to
input data (via a microphone or keyboard, for example) or
receive output data (via a speaker, for example). Display 606
may also be used to output data to a user. Communications
element 610 may be used to enable data transfer between
device 602 and a wireless network (via antenna 618, for
example) to assist in enabling telephony and data transfer
functions. Device 602 may also include contactless element
interface 614 to enable data transfer between contactless ele-
ment 616 and other elements of the device, where contactless
element 616 may include a secure memory and a near field
communications data transfer element (or another form of
short range communications technology). As noted, a mobile
phone or similar device is an example of a portable commu-
nication device that may be used to display alerts as described
with reference to embodiments of the present invention.
However, other forms or types of devices may be used without
departing from the underlying concepts of the invention. Fur-
ther, devices that are used to display alerts may not require the
capability to communicate using a cellular network in order to
be suitable for use with embodiments of the present invention.

[0148] FIG. 7 is a diagram of a portable consumer device
700 in the form of a card that includes a contactless payment
element 702, and that may be used to initiate a transaction, in
accordance with some embodiments of the present invention.
The payment device depicted in FIG. 7 may be a “smart card”
or similar device, such as a credit or debit type card in which
a chip is embedded. One form of such a device is known as an
EMV (Europay™, MasterCard™ and Visa™) card. In the
context of the present invention, EMV refers to a standard for
interoperation of integrated circuit (IC) cards (“chip cards™)
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and IC card capable POS terminals and ATMs, and is used for
authenticating credit and debit card payments. The EMV
standard defines the interactions at the physical, electrical,
data and application levels between IC cards and IC card
processing devices for use in financial transactions.

[0149] FIG. 7 shows a substrate 704 that provides the form
factor for device 700. A contactless element 702 for interfac-
ing with a data access or data transfer device may be present
on, or embedded within, substrate 704. Contactless element
702 may include a chip or other form of data storage element.
Contactless element 702 may include the capability to com-
municate and transfer data using a near field communications
(NFC) technology or other short range communications tech-
nology. Consumer information 706 such as an account num-
ber, expiration date, and consumer name may be printed or
embossed on the card. Although not necessary for operation
as a contactless payment device, device 700 may include a
magnetic stripe 708 on substrate 704, where magnetic stripe
708 permits access to contactless element 702. This may be
used to provide access to data stored in, or the functions of, the
chip that is part of the contactless element by a terminal using
a magnetic stripe reader.

[0150] Embodiments of the invention are not limited to the
above-described embodiments. For example, although sepa-
rate functional blocks are shown for an issuer, payment pro-
cessing network, and acquirer, some entities perform all of
these functions and may be included in embodiments of
invention.

[0151] Specific details regarding some of the above-de-
scribed aspects are provided above. The specific details of the
specific aspects may be combined in any suitable manner
without departing from the spirit and scope of embodiments
of the invention. For example, back end processing, data
analysis, data collection, and other transactions may all be
combined in some embodiments of the invention. However,
other embodiments of the invention may be directed to spe-
cific embodiments relating to each individual aspect, or spe-
cific combinations of these individual aspects.

[0152] TItshould be understood that the present invention as
described above can be implemented in the form of control
logic using computer software (stored in a tangible physical
medium) in a modular or integrated manner. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will know and appreciate other ways
and/or methods to implement the present invention using
hardware and a combination of hardware and software.
[0153] Any of the software components or functions
described in this application, may be implemented as soft-
ware code to be executed by a processor using any suitable
computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented tech-
niques. The software code may be stored as a series of instruc-
tions, or commands on a computer readable medium, such as
a random access memory (RAM), a read only memory
(ROM), a magnetic medium such as a hard-drive or a floppy
disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single
computational apparatus, and may be present on or within
different computational apparatuses within a system or net-
work.

[0154] The above description is illustrative and is not
restrictive. Many variations of the invention will become
apparent to those skilled in the art upon review of the disclo-
sure. The scope of the invention should, therefore, be deter-
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mined not with reference to the above description, but instead
should be determined with reference to the pending claims
along with their full scope or equivalents.

[0155] One or more features from any embodiment may be
combined with one or more features of any other embodiment
without departing from the scope of the invention.

[0156] A recitation of “a”, “an” or “the” is intended to mean
“one or more” unless specifically indicated to the contrary.
[0157] All patents, patent applications, publications, and
descriptions mentioned above are herein incorporated by ret-
erence in their entirety for all purposes. None is admitted to be
prior art.

What is claimed is:

1. A method for initiating a transaction between a portable
communication device and an access device, the method
comprising:

receiving, by a processor, a request for available applica-

tions located on the portable communication device
from the access device;

determining, by the processor, application identifiers asso-

ciated with applications on the portable communication
device, wherein at least one of the application identifiers
is associated with two or more of the applications; and
sending, by the processor, a list of available applications to
the access device, the list of available applications
including the determined application identifiers.

2. The method of claim 1, wherein the applications include
payment applications and wherein the payment applications
store payment information associated with one or more con-
sumer accounts.

3. The method of claim 1, wherein at least one of the
applications is associated with two or more of the application
identifiers.

4. The method of claim 1, further comprising:

receiving, by the processor, a selection message from the

access device, the selection message identifying a
selected application identifier;

determining, by the processor, the applications associated

with the selected application identifier, wherein the
selected application identifier is associated with at least
two of the applications;

selecting, by the processor, an application from the at least

two of the applications associated with the selected
application identifier;

routing, by the processor, the selection message to the

selected application associated with the selected appli-
cation identifier;

receiving, by the processor, information from the selected

application associated with the selected application
identifier; and

sending, by the processor, the received information to the

access device.

5. The method of claim 4, wherein selecting the application
associated with the selected application identifier includes
determining priorities for the at least two of the applications
associated with the selected application identifier and select-
ing the application with a highest priority.

6. The method of claim 4, wherein before sending the list of
available applications to the access device, the method further
comprises determining, by the processor, the applications
associated with the determined application identifiers,
wherein the list of available applications includes application
indicators associated with the determined application identi-
fiers; and
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wherein selecting the application from the at least two of
the applications associated with the selected application
identifier comprises determining the selected applica-
tion from the selection message, wherein the access
device selects the selected application by determining
supported application identifiers from the list of the
available applications and the access device selects the
application from the supported application identifiers
according to preferences stored by the access device.

7. The method of claim 6, wherein the preferences include
authentication and configuration options of the applications
or geographical restrictions associated with the access device.

8. The method of claim 1, further comprising:

receiving, by the processor, a request to update a relation-

ship between an application identifier and an applica-
tion; and

updating, by the processor, an application routing table to

include the updated relationship between the application
and the application identifier.

9. The method of claim 8, wherein the updated relationship
includes removing an association between the application
identifier and the application or adding an association
between the application identifier and the application.

10. The method of claim 8, wherein the request to update
the relationship is received during application provisioning or
application personalization.

11. The method of claim 8, wherein the request to update
the relationship is received after application provisioning and
application personalization.

12. The method of claim 2, wherein the list of available
payment applications includes a network-generic application
identifier and a network-specific application identifier asso-
ciated with a payment application.

13. The method of claim 2, wherein the list of available
payment applications includes a network-generic application
identifier that is associated with two or more payment appli-
cations.

14. The method of claim 1, wherein determining the appli-
cation identifiers associated with the applications stored on
the portable communication device includes determining the
application identifiers associated with an active application
on the portable communication device.

15. A portable communication device comprising:

a processor; and

a computer-readable medium coupled to the processor, the

computer-readable medium comprising code, execut-

able by the processor, to perform a method, the method

comprising:

receiving a request for available applications located on
the portable communication device from the access
device;

determining application identifiers associated with
applications on the portable communication device,
wherein at least one of the application identifiers is
associated with two or more of the applications; and

sending a list of available applications to the access
device, the list of available applications including the
determined application identifiers.

16. A method for initiating a transaction using an applica-
tion on a portable communication device, the method com-
prising:

identifying, by an access device, the presence of a portable

communication device;
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sending, by the access device, a request for available appli-
cations to the portable communication device;

receiving, by the access device, a list of the available appli-
cations from the portable communication device, the list
including application identifiers, wherein at least one of
the application identifiers is associated with two or more
applications on the portable communication device;

determining, by the access device, supported application
identifiers from the list of the available applications;

selecting, by the access device, an application identifier
from the supported applications; and

sending, by the access device, a selection message includ-

ing the selected application identifier to the portable
communication device in order to obtain information
associated with the selected application identifier.

17. The method of claim 16, wherein the applications
include payment applications and wherein the payment appli-
cations store payment information associated with one or
more consumer accounts.

18. The method of claim 16, wherein the list of available
applications includes application indicators associated with
the application identifiers and wherein selecting the applica-
tion identifier from the supported applications further com-
prises:

determining, by the access device, applications associated

with the selected application identifier, wherein the
selected application identifier is associated with at least
two applications;

determining, by the access device, a preferred application

from the at least two applications according to prefer-
ences stored by the access device; and

sending, by the access device, the application indicator

associated with the preferred application to the portable
communication device in the selection message.
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19. The method of claim 18, wherein the preferences
include authentication and configuration options of the appli-
cations.

20. The method of claim 16 further comprising:

receiving, by the access device, the information from the

portable communication device; and

initiating the transaction using the received information

associated with the selected application identifier.

21. An access device comprising:

a processor; and

a computer-readable medium coupled to the processor, the

computer-readable medium comprising code, execut-

able by the processor, to perform a method, the method

comprising:

identifying the presence of a portable communication
device;

sending a request for available applications to the por-
table communication device;

receiving a list of the available applications from the
portable communication device, the list including
application identifiers, wherein at least one of the
application identifiers is associated with two or more
applications on the portable communication device;

determining supported application identifiers from the
list of the available applications;

selecting an application identifier from the supported
application identifiers; and

sending a selection message including the selected
application identifier to the portable communication
device in order to obtain information associated with
the selected application identifier.
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