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PROCESSING A TRANSACTION USING
MULTIPLE APPLICATION IDENTIFIERS

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application is a non-provisional of and claims
the benefit of priority to U.S. Provisional Application No.
61/921,381 filed Dec. 27, 2013, which is hereby incorporated
by reference in its entirety for all purposes.

BACKGROUND

[0002] Consumers are increasingly using their mobile
devices to initiate payment transactions at merchants and
other service providers. For example, a consumer may have
credit card and debit card account information provisioned
onto their mobile phone. The mobile phone may be used to
initiate a transaction at a merchant. For instance, the con-
sumer may be able to use their phone to initiate a transaction
at a point-of-sale (POS) device by passing payment informa-
tion associated with the provisioned credit or debit card
accounts to a contactless reader over a short-range commu-
nication channel.

[0003] Each card account provisioned to the phone may
have a different payment application associated with it. Each
mobile payment application may be stored in a secure
memory and may be identified by an application identifier
(AID) that is passed to the POS during a transaction. The POS
may select an application identifier to obtain the payment
information associated with the selected account from the
phone. For example, a credit card account and a debit card
account that is provisioned to a phone may have a first appli-
cation identifier (AID) and a second application identifier
(AID), respectively. The credit card account information and
the debit card account information may be stored in separate
payment applications in a secure memory of the mobile
device. The application identifier may identify the payment
application where the account information may be obtained
for a selected account. Accordingly, during transaction pro-
cessing, a POS that determines that the transaction should be
initiated using the credit card account may send a selection of
anapplication identifier associated with the application that is
storing the credit card account information.

[0004] Each payment application may include different
authentication options, processing capabilities, and loyalty
and/or cardholder benefit options. Accordingly, consumers
and merchants may have different interests and motivations
for selecting a particular payment application for use in a
transaction. Thus, the application identifier (and provisioned
account information) ultimately used to conduct a payment
transaction may depend on the preferences of the merchant,
user, and/or payment application.

[0005] Furthermore, the amount of time that elapses during
a short range communication interaction between a phone
and a POS is very short. The time of the interaction is short to
ensure the information exchange and/or transaction prepara-
tion is completed before a consumer moves the phone out of
communication range with the POS. Additionally, the short
communication period enhances the consumer experience
since they are not forced to hold their phone within the short
communication range of the POS for a long period of time.
[0006] The amountoftime thata near-field communication
(NFC) interaction may take can include the amount of time
that it takes for a consumer to move their phone to an NFC
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reader of a POS and then away from it. As such, the consumer
is not required to hold their phone to the POS for any period
of time and no partial exchange or transaction preparation
occurs because the interaction is completed before a user can
remove their phone.

[0007] However, because the interaction is so short, the
transaction may not be completed by the time the mobile
device is moved outside of communication range with the
POS. Thus, if a transaction is unsuccessful for any reason,
there is no ability for the POS to obtain additional payment
information from the phone. Accordingly, the transaction
would have to be re-initiated and a consumer would be forced
to place their phone close to the POS again to initiate a
transaction using a different payment application and/or pay-
ment credentials. This can be inconvenient and time consum-
ing for the consumer and merchant. Additionally, a consumer
may have to select a new application for payment through the
phone and/or may have to change settings on their phone
before re-initiating the transaction.

[0008] Accordingly, with the emergence of payment appli-
cations with multiple different processing options, associated
with different entities, providing different benefits, etc., a
more flexible system is required to address the growing
mobile payment application environment. Thus, a need exists
for consumers, merchants, wallet providers, and other inter-
ested parties to a transaction to have multiple options for
transaction processing without requiring additional ineffi-
cient and time-consuming merchant and/or consumer inter-
action.

[0009] Embodiments of the invention address these and
other problems, individually and collectively.

SUMMARY

[0010] Embodiments of the present invention provide for
methods, devices, and systems of selecting multiple payment
applications and preparing multiple transaction payloads for
a transaction during interaction between a mobile device and
an access device. Accordingly, by preparing multiple trans-
action payloads for a single transaction, the merchant may
initiate transactions using each of the prepared transaction
payloads in order of preference and no additional input or
interaction is required by a consumer, mobile device, and/or
access device. For example, if a transaction initiated using
payment credentials associated with a preferred application is
unsuccessful for any reason, a secondary transaction may be
initiated using payment credentials associated with a second-
ary application automatically, and without additional action
by the consumer and/or merchant.

[0011] One embodiment of the invention is directed to a
method for processing a transaction initiated by a mobile
device communicating with an access device. The method
includes an access device receiving a plurality of application
identifiers from the mobile device. The plurality of applica-
tion identifiers may be associated with one or more payment
credentials provisioned on the mobile device. The method
further includes determining a first application identifier and
a second application identifier from the plurality of applica-
tion identifiers for the transaction and preparing a first trans-
action payload including first payment credentials associated
with the first application identifier and a second transaction
payload including second payment credentials associated
with the second application identifier. The method further
comprises initiating a first transaction using the first transac-
tion payload, storing the second transaction payload in a
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temporary memory, determining that the first transaction
should not or cannot be completed and initiating a second
transaction using the stored second transaction payload from
the temporary memory.

[0012] Another embodiment of the invention is directed to
an access device comprising a processor and a computer-
readable medium coupled to the processor. The computer
readable medium may include code, executable by the pro-
cessor, for performing a method for processing a transaction
initiated by a mobile device communicating with the access
device. The method includes receiving a plurality of applica-
tion identifiers from the mobile device. The plurality of appli-
cation identifiers may be associated with one or more pay-
ment credentials provisioned on the mobile device. The
method further includes determining a first application iden-
tifier and a second application identifier from the plurality of
application identifiers for the transaction and preparing a first
transaction payload including first payment credentials asso-
ciated with the first application identifier and a second trans-
action payload including second payment credentials associ-
ated with the second application identifier. The method
further comprises initiating a first transaction using the first
transaction payload, storing the second transaction payload in
a temporary memory, determining that the first transaction
should not or cannot be completed and initiating a second
transaction using the stored second transaction payload from
the temporary memory.

[0013] Another embodiment of the invention is directed to
a system for processing payment transactions initiated by a
mobile device communicating with an access device where
the system includes the mobile device and the access device.
The mobile device being configured to send a plurality of
application identifiers to the access device. The plurality of
application identifiers being associated with two or more
payment credentials stored on the mobile device. The access
device being configured to receive the plurality of application
identifiers from the mobile device, determine a first and a
second application identifier for the transaction, and prepare
a first transaction payload including payment credentials
associated with the first application identifier and a second
transaction payload including payment credentials associated
with the second application identifier. The access device
being further configured to initiate a first transaction using the
first transaction payload, determine that the first transaction
should not or cannot be completed, and initiate the second
transaction using the second transaction payload.

[0014] These and other embodiments of the invention are
described in further detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 shows a block diagram illustrating a system
for conducting a transaction between a mobile device and an
access device, according to an embodiment of the invention.

[0016] FIG. 2 shows a block diagram of a portion of the
system for conducting a transaction between a mobile device
and an access device including a communication interaction
between the mobile device and the access device, according
to one embodiment of the invention.

[0017] FIG. 3 shows an exemplary flow diagram of a data
communication between a mobile device and an access
device during a payment transaction, according to one
embodiment of the invention.
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[0018] FIG. 4 shows a flow diagram of an exemplary
method of performing a payment transaction using multiple
application identifiers, according to an embodiment of the
invention.

[0019] FIG. 5 shows a flow diagram of an exemplary
method of conducting a transaction using multiple applica-
tion identifiers where one of the application identifiers is
associated with a common debit application identifier.
[0020] FIG. 6 shows a flow diagram of an exemplary
method of conducting a transaction using multiple applica-
tion identifiers including the steps for preparing and initiating
atransaction payload associated with an alternate application
identifier (i.e., secondary application identifier).

[0021] FIG. 7 shows a flow diagram of an exemplary
method of performing a payment transaction, according to an
embodiment of the invention.

[0022] FIG. 8 is a block diagram of a computer apparatus
that may be used to implement embodiments disclosed
herein, according to an embodiment of the invention.

[0023] FIG. 9 is a block diagram of a mobile device that
may be used to implement embodiments disclosed herein,
according to an embodiment of the invention.

DETAILED DESCRIPTION

[0024] Embodiments of the present invention provide for
methods, devices, and systems of selecting multiple payment
applications and preparing multiple transaction payloads for
a transaction during interaction between a mobile device and
an access device. Accordingly, by preparing multiple trans-
action payloads for a single transaction, the merchant may
initiate transactions using each of the prepared transaction
payloads in order of preference and no additional input or
interaction is required by a consumer, mobile device, and/or
access device. For example, if a transaction initiated using
payment credentials associated with a preferred application is
unsuccessful for any reason, a secondary transaction may be
initiated using payment credentials associated with a second-
ary application automatically, and without additional action
by the consumer and/or merchant.

[0025] Each ofthe transaction payloads may have different
cardholder verification methods associated with them, may
be processed by different payment networks (and thus may
have different fees, processing speeds, configuration options,
etc.), and may have different levels of security associated with
them. Accordingly, a consumer may determine that they do
not wish to initiate a transaction using a first transaction
payload associated with a first payment application and may
cancel the first transaction. The access device may then ini-
tiate a second transaction using a stored secondary transac-
tion payload that has a lower level of authentication, better
cardholder loyalty benefits associated with it, and/or any
other benefits to the consumer and/or merchant.

[0026] Forexample, a mobile phone may have various card
data (e.g., debit card, credit card, etc.) provisioned into mul-
tiple payment applications which may be identified by appli-
cation identifiers (AIDs). An application identifier (AID)
identifies a payment application installed on the mobile
phone and may also indicate to a POS terminal how a trans-
action conducted using the corresponding payment applica-
tion is processed (e.g., what payment network to use to pro-
cess the transaction (Visa™ vs. MasterCard™, etc.)).
Accordingly, during an NFC transaction, a list of AIDs may
be transmitted to a POS terminal to allow for the POS termi-
nal to identify what applications are available on the phone.
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The POS terminal can select a payment application that the
POS terminal supports and is configured to process transac-
tions with based on the received AIDs. Where multiple AIDs
are supported, the POS terminal may select multiple AIDs
such that multiple transaction payloads can be prepared while
the phone is in communication with the POS terminal. Thus,
if a transaction associated with a preferred application (iden-
tified through the preferred AID) is unsuccessful, a transac-
tion associated with the alternate application (identified
through the secondary or alternate AID) can be completed
without requiring the user to re-initiate a transaction with the
POS terminal (e.g., re-tap or re-engage their phone with a
contactless reader of the POS terminal).

[0027] Accordingly, embodiments allow for the prepara-
tion and initiation of multiple transactions during a single
interaction between a consumer’s payment device and a POS
terminal. Thus, embodiments prepare multiple transaction
payloads in case there are any problems and/or changes dur-
ing transaction processing. Thereby allowing the POS termi-
nal to complete at least one alternate transaction when a first
transaction fails. Accordingly, embodiments eliminate the
need to re-initiate or repeat the mobile device/access device
interaction when a first transaction fails.

[0028] For example, during a transaction at a merchant, a
consumer may use their phone to pay for goods at a merchant
POS. The consumer may open a mobile application (e.g.,
mobile wallet application) on the phone associated with mul-
tiple cards that have been provisioned onto the phone. Each of
the cards may be provisioned as a separate mobile payment
application on the device. The consumer may tap their phone
to an NFC reader at the POS. The POS receives payment
information comprising multiple AIDs from the phone. The
POS determines which AIDs it supports by comparing the list
of AIDs to a list of supported AIDs stored in the POS. If there
is a match between AIDs, the POS determines that the AID is
supported. Where there are multiple supported payment
applications, the POS may determine a preferred application
for processing the transaction based on a priority order of the
supported AIDs and/or relationships between received AIDs.
[0029] For instance, one of the supported AIDs may be a
common debit AID. A “common debit AID” may include any
AID used to indicate that payment credentials associated with
the corresponding payment application may be processed
using multiple payment networks or a particular group of
payment networks. However, the common debit AID may
have a particular cardholder verification method (CVM) asso-
ciated with it that the consumer and/or POS may not desire to
use for the transaction.

[0030] Accordingly if a common debit AID is identified
from the list of AIDs, the POS may determine whether an
alternate AID is supported (that may or may not be associated
with the same debit card information as the payment appli-
cation corresponding to the common debit AID) and that may
be configured to be processed by a specific payment process-
ing network instead of the generic and/or group of payment
processing networks. If so, the POS prepares transaction data
using both AIDs.

[0031] The POS attempts to complete the preferred com-
mon debit transaction first. However, if the transaction fails
because, for example, a consumer does not wish to enter a
PIN (i.e., the CVM associated with the common debit pay-
ment application), the POS completes the transaction using a
transaction payload generated using the alternate AID (e.g.,
the network-specific payment application) which may have a
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different CVM and thus, may not require a PIN entry.
Because the POS has already prepared the second transaction
payload, there is no need for the consumer to re-initiate a
transaction and/or have the phone interact with the POS
again.

[0032] Thus, embodiments of the invention allow a trans-
action to be automatically conducted using payment creden-
tials and/or configuration options associated with an alternate
payment application installed on a mobile device without
requiring the user to re-present the mobile device. Accord-
ingly, embodiments provide a number of advantages includ-
ing providing multiple options for consumers to initiate trans-
actions during a short-range communication transaction
without requiring multiple interactions with a mobile device.
As such, a consumer may be able to interact their device with
a POS once, but can have the option to process the transaction
using multiple applications stored on the mobile device.

[0033] This provides for efficient data communication,
additional consumer choice, and time efficiencies because a
single interaction between a mobile device and an access
device results in multiple transaction payloads that may be
initiated for a transaction. Accordingly, consumers and mer-
chants may be provided with additional choice of initiating
and processing transactions without worrying about the delay
and inconvenience of requiring additional interactions
between devices.

[0034] Before discussing specific embodiments and
examples, some descriptions of terms used herein are pro-
vided below.

[0035] An “application” may include any software module
configured to perform a specific function or functions when
executed by a processor of a computer. For example, a “pay-
ment application” may include any software, code, applica-
tion, or any other module that is configured to store and
provide payment information for a transaction when executed
by a processor. For instance, a payment application may store
sensitive payment information (e.g., account identifier, expi-
ration date, card verification value (CVV), etc.) on a secure
memory or trusted execution environment (e.g., secure ele-
ment). The sensitive payment information may be accessed
by requesting the payment information from the payment
application using an AID or other address information for
accessing the correct payment application. Any number of
communication protocols may be used to access the payment
information from the payment application and use the
received payment information in a payment transaction.

[0036] “Payment information” may include any data that
may be used to identify an account and use the account for a
payment transaction. For example, payment information may
include payment credentials (e.g., primary account identifier
(PAN), expiration date, card verification value (CVV), device
authentication information (e.g., transaction cryptogram),
dynamic authentication information (e.g., a dynamic crypto-
gram), etc.), personal information associated with a user or a
consumer (e.g., name, billing address, residential address,
date of birth, etc.), account information (e.g., issuer identifier
(BIN), account issuance date, etc.), cardholder verification
information (e.g., passcode, password, personal identifica-
tion number (PIN), etc.), an indication of an authentication
process for transaction processing (e.g., online PIN, signa-
ture, etc.) which may also be referred to as a cardholder
verification method (CVM), and/or any other suitable or rel-
evant information for performing a transaction.
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[0037] An “application identifier” (AID) may include any
information that may identify an application installed on a
device. An AID can be in the form of a set of alphanumeric or
numeric characters. In some embodiments, an AID may iden-
tify a payment application, and the AID can be associated
with a set of features and/or services relating to how a trans-
action conducted using the corresponding payment applica-
tion is processed. Furthermore, in some embodiments, the
AID may be associated with account information provisioned
into the payment application corresponding to the AID.
[0038] For instance, an AID may indicate to an access
device which payment processing network (e.g., VisaNet™)
should be used to process a transaction conducted with the
payment application corresponding to the AID; a type of
account or financial credentials associated with the payment
application (e.g., debit, credit, loyalty, etc.); account-related
information (e.g., platinum level account, gold level account,
etc.); an account issuer (e.g., Bank A); and/or any other infor-
mation about a payment application or underlying account
data associated with the payment application.

[0039] In some embodiments, the AID may have a stan-
dardized format to include information about an application
provider (e.g., payment network A, merchant B, etc.) and an
application type (e.g., account or product type, account
issuer, etc.) associated with each payment application. For
example, a first portion of an AID may identify an application
provider associated with card data provisioned on a device
and a second portion may identify an account type associated
with the application provider. For instance, the AID (e.g.,
A000000031010) can have a first portion (e.g., AOO000003)
that identifies an application provider (e.g., payment network
A) and a second portion (e.g., 1010) that identifies a type of
account provisioned into the identified payment application
(e.g., debit or credit account). Further, in some embodiments,
the second portion (or a third portion) could also identify an
issuer associated with the provisioned account and/or pay-
ment application (e.g., Issuer B). Thus, the AID may be used
by the access device to determine if the access device can
support processing a transaction initiated using the payment
application.

[0040] A “first priority application identifier” or “preferred
application identifier” may be an AID that has been deter-
mined to have the highest priority by an access device. The
priority of each AID may be determined through any suitable
method. For example, priority of AIDs may be based on
consumer input (e.g., a consumer chooses their top three
supported payment applications), closest match with con-
figuration options for a device (e.g., applications associated
with a preferred type of processing by the device are given
priority), transaction security (e.g., applications that require a
high level of authentication in order to process a transaction
are given higher priority than other applications, payment
networks with a better security track-record are provided
priority), transaction processing speed (e.g., applications
associated with a particular payment network that is faster
than other payment networks are given higher priority), and/
or any other information or processes may be used to priori-
tize AIDs associated with applications on the mobile device.
[0041] A “network-generic application identifier” or “mul-
tiple-network application identifier” may be an application
identifier that is associated with a payment application with
provisioned payment information that may be routed and/or
processed using a variety of different payment networks. For
example, in some embodiments, a network-generic AID may

Jul. 2, 2015

correspond to a payment application that includes payment
information that may be used by two or more proprietary
networks to process a transaction initiated by a payment
application identified by the AID. The network-generic AID
may identify an application storing network-generic payment
information such that the payment credentials and/or account
credentials may be recognized and/or processed by multiple
payment networks. For instance, a “common debit account
identifier” may identify a payment application including pro-
visioned financial account information associated with a con-
sumer’s debit account. The common debit account identifier
may indicate that the payment information stored in the pay-
ment application identified by the common debit account
identifier may be processed by multiple debit account pro-
cessing networks.

[0042] Accordingly, in some embodiments, when a con-
sumer provisions a debit account to their payment device, two
different payment applications may be installed with pay-
ment information associated with the debit account. A first
payment application may be identified through a common
debit application identifier (AID). The common debit AID
may correspond to a payment application that stores payment
information that is configured to be processed over multiple
payment processors. A second payment application may be
identified through a network-specific application identifier
(e.g., a VisaNet™ specific AID). Payment processing net-
works are configured to process particular data formats and
identify particular information. Thus, information provided
by one network may not be understood by a second network.
Accordingly, although both payment applications are associ-
ated with the same debit card, the payment information stored
by each payment application may be different to allow for the
network-generic application (corresponding to the network-
generic AID) to be processed through multiple payment net-
works and the network-specific application (corresponding to
the network-specific AID) to be processed by a particular
payment network. Thus, the network-generic payment infor-
mation may include a different format than any of the net-
work-specific payment information. Instead, the payment
information may include a format that a group of the payment
processing networks have agreed upon, so that they can all
process the payment information.

[0043] A “network-specific application identifier” may be
an AID that is associated with a payment application with
payment information that may be routed and/or processed
using only a specific payment network. For example, a pay-
ment application that is configured to process payments
through only one of, for example, VisaNet™, MasterCard™,
or American Express™ payment networks may be identified
using a network-specific AID. The network-specific AID may
identify a payment application storing network-specific pay-
ment information such that the payment credentials and/or
account credentials may only be recognized by a specific or
particular payment network.

[0044] A “selection message” may include any data, infor-
mation, or signal that indicates a selection of one or more
options provided to a system. For example, the selection
message may be sent from an access device to a mobile device
and may include an AID associated with a payment applica-
tion installed in the mobile device.

[0045] A “transaction payload” may include any transac-
tion and/or payment information that may be used to process
a transaction. For example, the transaction payload may
include payment credentials and/or account information for
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identifying an account (e.g., account identifier (e.g., PAN),
token, expiration date, etc.) and/or for validating the authen-
ticity of a transaction initiated by a mobile device (e.g., card
verification values (CVV), cardholder verification results
(CVR), validation data, etc.).

[0046] “Preparing a transaction payload” may include any
process or action to prepare a transaction for processing. For
example, preparing a transaction payload may include mul-
tiple steps including multiple communication requests and
responses being sent between a mobile device and an access
device to obtain payment credentials associated with a
selected payment application. The received payment creden-
tials and other payment information associated with the pay-
ment application may then be used in a transaction.

[0047] A “cardholder verification method” (CVM) may
include any process for authenticating and/or validating a
user. For example, a CVM may include a method of authen-
ticating a consumer during a payment transaction to ensure
the consumer is authorized to initiate a transaction using the
corresponding account. For example, a CVM may include
obtaining a signature, validating a PIN, or obtaining an indi-
cation that a mobile device has previously authenticated a
user (e.g., through biometrics, passcodes, etc.). Further, CVM
methods could include challenge response tests, passcode
validation, and/or any other suitable processes for authenti-
cating a consumer.

[0048] A “module” may include any component or sub-
component of a system. For example, a module may include
a software program configured to perform a particular func-
tion when executed by a processor.

1. Exemplary Transaction Processing System

[0049] Referring now to FIG. 1, a functional block diagram
illustrating the primary functional elements of an exemplary
transaction processing system according to one embodiment
of the present invention. It is to be understood that embodi-
ments of the invention may include more than one of the
components shown individually in FIG. 1. Additionally, some
embodiments of the invention may include fewer than all of
the components shown in FIG. 1.

[0050] The exemplary transaction processing system may
include a consumer (not shown), a mobile device 110 asso-
ciated with the consumer (or other account holder), an access
device 150, a merchant computer 160, an acquirer computer
170, a payment processing network computer 180, and an
issuer computer 190. The various computers may be config-
ured to communicate in any suitable manner using any suit-
able communication network. Although the entities are
shown as coupled to particular entities, the entities may be
configured to communicate through any other suitable inter-
faces and some entities may be removed and/or added to the
system depending on the configuration of the system.

[0051] In the following description, an “acquirer” is typi-
cally a business entity (e.g., a commercial bank) that has a
business relationship with a particular merchant. An “issuer”
is typically a business entity (e.g., a bank or credit union)
which issues a payment device (such as a credit card, debit
card, smart card, prepaid device or contactless device) to an
account owner and which provides administrative and man-
agement functions for the payment account. Some entities
may perform both issuer and acquirer functions. A payment
account may be any account usable in a transaction, such as a
credit, debit or prepaid account.
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[0052] The term “computer” can include a system compris-
ing a processor and a computer readable medium, such as
computer memory or other data storage device, coupled to the
processor. The computer readable medium stores code
executable by the processor. The term “server computer” can
include a computer or cluster of computers. For example, the
server computer can be a mainframe, a minicomputer cluster,
or a group of servers functioning as a unit. In one example, a
server computer may be a database server coupled to a Web
server. Data transfer and other communications between
components such as computers may occur via any suitable
wired or wireless network, such as the Internet or private
networks.

[0053] The mobile device 110, may be a mobile communi-
cation device including a cellular or wireless telephone (e.g.,
a smartphone), personal digital assistant (PDA), portable
computer (e.g., tablet or laptop computer), pager, or other
portable device carried by the payment account holder. Addi-
tionally, the mobile device may include a portable consumer
device in the form of a card that includes a contactless pay-
ment element, and that may be used to initiate a transaction, in
accordance with some embodiments of the present invention.
For example, the mobile device may include a “smart card” or
similar device, such as a credit or debit type card in which a
chip is embedded. One form of such a device is known as an
EMV (Europay™, MasterCard™ and Visa™) card. In the
context of the present invention, EMV refers to a standard for
interoperation of IC cards (“chip cards”) and IC card capable
POS terminals and ATMs, and is used for authenticating
credit and debit card payments. The EMV standard defines
the interactions at the physical, electrical, data and applica-
tion levels between IC cards and IC card processing devices
for use in financial transactions.

[0054] The access device 150 may include a device that is
configured to receive payment information from the mobile
device and initiate a transaction. Examples of access devices
150 include point of sale (POS) devices, cellular phones,
PDAs, personal computers, tablets, handheld specialized
readers, set-top boxes, electronic cash registers, automated
teller machines (ATMs), virtual cash registers, kiosks, secu-
rity systems, access systems, and the like.

[0055] The access device 150 may use means such as a
radio frequency (RF) reader to interact with the mobile device
110 through a short range communication channel (also
referred to as contactless communication). For example,
communications may occur between a contactless element of
mobile device 110 and an access device 150, such as a mer-
chant device reader or point of sale terminal, by using a
wireless communications mechanism, such as near field com-
munications (NFC), radio frequency (RF), infra-red (IR),
optical communications, etc.

[0056] In a typical transaction, a payment device such as
the mobile device 110 (also referred to as a portable commu-
nication device) interfaces with the access device 150 (which,
in some embodiments, may be incorporated into merchant
computer 160) to initiate a transaction. Additional informa-
tion regarding the interaction between the access device and
the mobile device is provided below in reference to FIGS. 2-7.
[0057] After the access device 150 communicates with the
mobile device 110, the access device 150 or the merchant
computer 160 in communication with the access device 150
may generate an authorization request message for the trans-
action. The data included in the authorization request mes-
sage (also referred to as an “authorization request”) may
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include data obtained from a mobile device 110 as well as
other data related to the transaction, the payment account
holder, or the merchant, such as one or more of a payment
account number, the payment device expiration date, a cur-
rency code, the sale amount, a merchant transaction stamp,
the acceptor city, the acceptor state/country, etc.

[0058] An authorization request message may be protected
using a secure encryption method (e.g., 128-bit SSL or
equivalent) in order to prevent data from being compromised.
In one embodiment, the authorization request message is a
standardized interchange message such as an International
Organization for Standardization (ISO) 8583 message. An
ISO 8583 message includes a message type indicator; one or
more bitmaps indicating which data elements are present in
the message, and data elements of the message. The authori-
zation request message may comprise routing information as
part of or in addition to the interchange message. As part of
generating the authorization request message, merchant com-
puter 160 may communicate with a database which stores
data such as data regarding the account owner, the payment
device, or the account owner’s transaction history with the
merchant. The merchant computer 160 (or access device 150)
transmits the authorization request message to the acquirer
computer 170. Acquirer computer 170 then transmits the
authorization request to a payment processing network 180.
[0059] A payment processing network 180, also referred to
as a “payment network,” is a system that may comprise one or
more servers, data processing subsystems, networks, and
operations used to support and deliver authorization services,
exception file services, and clearing and settlement services.
A payment processing network may be able to process one or
more of credit card transactions, debit card transactions or
any other type of commercial transaction. An exemplary pay-
ment processing network may include, for example, Visa-
Net™. Although the system of FIG. 1 only shows one pay-
ment processing network, any number of payment processing
networks may be implemented in the transaction eco-system
to allow the merchant computer 160 to determine the payment
processing network 180 that they support and select the
appropriate payment application associated with the one or
more payment processing networks.

[0060] The payment processing network 180 transmits the
authorization request message to an issuer computer 190. The
issuer computer 190 generates an authorization response
message indicating whether the transaction was authorized.
The authorization response message is routed back to the
merchant computer 160. The authorization response may be
displayed by the access device 150 (e.g., a POS terminal),
transferred to the mobile device 110, printed on a receipt, or
otherwise conveyed to the payment account holder.

[0061] At the end of the day, a normal clearing and settle-
ment process can be conducted by each of the payment pro-
cessing network. A clearing process is a process of exchang-
ing financial details between an acquirer and an issuer to
facilitate posting to the payment account holder’s account
and reconciliation of the consumer’s settlement position.
Clearing and settlement can occur simultaneously.

[0062] FIG. 2 shows more detailed block diagrams the
mobile device 110 and the access device 150. The mobile
device 110 and the access device 150 may communicate in
order to pass payment information for initiating and process-
ing a transaction. FIG. 2 shows two of the devices in a system
for processing payment transactions initiated by a mobile
device 110 communicating with an access device 150.
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[0063] Themobile device 110 may include a processor 111,
amemory 114 including a communication module 112 and a
mobile application 113, and a secure element 120. The mobile
application 113 may include an application selection module
130. The secure element 120 may include mobile payment
applications 140A-140N including provisioned payment
information associated with consumer account information
and/or payment credentials.

[0064] The number of mobile payment applications 140A-
140N may depend on the number of provisioned accounts
and/or configuration options of the secure element 120. For
instance, some accounts may provision multiple mobile pay-
ment applications for the same account information (e.g., a
separate payment application with a different AID may be
provisioned on the secure element for the same underlying
account information). For instance, this may be the case
where a debit account is provisioned on a mobile device. Two
different payment applications may be provisioned in
response to a request to provision the debit account on the
device. The mobile device may have two separate payment
applications provisioned on the mobile device for the same
underlying account information. One of the payment appli-
cations may be used for payment credentials associated with
a common debit AID implementation of the debit account
while the other payment application may be used for a net-
work-specific debit AID implementation for the second pay-
ment application.

[0065] The communication module 112 of the mobile
device 110 may include any code, application, or any other
software module configured to interface with an antenna or
other communications hardware of the mobile device 110 to
communicate with an access device 150. In some embodi-
ments, the antenna may be configured for sending and receiv-
ing information using proximity, contactless, or other short-
range communication protocols. Any other suitable
communication networks, protocols, and hardware may be
used. Additional information regarding the hardware (e.g.,
antenna, display, etc.) of the mobile device 110 may be found
in FIG. 9 below.

[0066] The mobile application 113 may include any appli-
cation, code, or other software module configured to interface
with one or more of the mobile payment applications 140A-
140N. The mobile application 113 may allow a consumer to
interface with the mobile payment applications 140A-140N
to perform a transaction, add account information to one or
more of the mobile payment applications 140A-140N, set
priorities for the various payment information and/or pay-
ment applications on the device, determine a default payment
application, and/or provide any other functionality for man-
aging and/or configuring one or more of the mobile payment
applications 140A-140N. The mobile application 113 may
interface with the communication module 112 and subse-
quently a contactless element to interface with an access
device 150 and exchange information with the access device
150 to initiate a transaction.

[0067] Further, there may be more than one mobile appli-
cation 113 where each mobile application 113 may be con-
figured to interface with a particular payment application or
group of payment applications. For example, a mobile wallet
provider, account issuer, payment processing network, mer-
chant, etc. may develop their own mobile applications in
which to interact with the mobile payment applications
140A-140N on the mobile devices.

16



US 2015/0186864 A1

[0068] The application selection module 130 may include
any sub-application, code, or software module installed on
the mobile device 110 that is capable of performing the meth-
ods and functionality described herein. The application selec-
tion module 130 may be implemented as part of a mobile
application 113 (as shown) or may be an independent appli-
cation configured to interface with a mobile application 113.
The application selection module 130 and the processor 111
may be configured to manage, identify, and communicate a
list of AIDs associated with provisioned or installed payment
applications on a secure element 120 (or other memory of the
mobile communication device 110) as well as the correspond-
ing priorities for the AIDs. The application selection module
130 may be configured to interact with mobile payment appli-
cations 140A-140N on the secure element 120. In some
embodiments, the application selection module 130 may
interact with the mobile application 113 and the application
selection module may be implemented in the secure element
120.

[0069] The mobile payment applications 140A-140N may
include software modules installed or provisioned on the
secure element 120 that are capable of providing payment
information stored on the secure element 120 during a trans-
action. The mobile payment applications 140A-140N may be
provisioned on the secure element 120 by any entities within
a mobile communication ecosystem (e.g., mobile network
operator, device manufacturer, payment processing network,
etc.). Further, issuer updates and other maintenance informa-
tion may be sent to the mobile communication device from
the payment processing network (as shown in FIG. 1) or
through any other suitable entity to update the payment
account information (e.g., payment credentials), issuer infor-
mation, application lifecycle information, or any other suit-
able information that allows the mobile payment applications
140A-140N to initiate transactions through the transaction
processing system. The mobile payment applications 140A-
140N may be associated with one or more application iden-
tifiers (AIDs) that identify payment information associated
with one or more accounts provisioned on the mobile pay-
ment application 140.

[0070] The access device 150 may communicate 210 with
the mobile device 110 to obtain application information (e.g.,
AID, account information, payment credentials, cardholder
verification results, etc.) from the one or more mobile pay-
ment applications. The access device 150 may include a pro-
cessor 151 and a memory 156 including a communication
module 152, a multiple application selection module 153, a
transaction preparation module 155, and a transaction initia-
tion module 156. The modules may be contained on a com-
puter-readable memory 157 coupled to the processor 151
where the computer-readable memory (or medium) 157 com-
prises code, executable by the processor, for performing the
functionality described herein.

[0071] The communication module 152 of the access
device 150 may include any code, application, or any other
software module configured to interface with an antenna or
other communications hardware of the access device 150 to
communicate with a mobile device 110. In some embodi-
ments, the antenna may be configured for proximity, contact-
less, or other short-range or long-range communication pro-
tocols. The communication module 152 and the processor
151 may be configured to identify the presence of a mobile
device 110 when it is within the communication range of the
access device 150. The communication module 152 and the
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processor 151 may be configured to send and receive a num-
ber of different communications and messages with a mobile
device 110.

[0072] The multiple application selection module 153 may
include any application, code, and/or any other software con-
figured to select a supported application on a mobile device
110 in which to initiate a transaction. For example, the mul-
tiple application selection module 153 and the processor 151
may be configured to obtain the list of available payment
applications from the communication module 152, determine
supported AIDs from the list of available AIDs, and obtain
payment credentials associated with the selected AlDs.
[0073] The transaction preparation module 155 may
include any application, code, and/or any other software con-
figured to prepare the received payment credentials for trans-
action processing. For example, the transaction preparation
module 155 may prepare a transaction payload for each
selected AID corresponding to a payment application on a
mobile device.

[0074] The transaction initiation module 156 may include
any application, code, and/or any other software configured to
initiate payment transaction processing. For example, the
transaction initiation module 156 may be configured to
authenticate the consumer based on the cardholder verifica-
tion method (e.g., PIN, signature, cardholder device pass-
code, etc.) associated with the selected application, check
restrictions associated with the transaction data (e.g., trans-
action limit, geographical limitations, etc.), obtain consumer
authorization/approval, provide processing options to the
consumer (e.g., indicate available transaction options to con-
sumer), and perform any other validation and/or processing
actions. The transaction initiation module 156 may also per-
form any steps in order to process the transaction using the
transaction payload. For example, the transaction initiation
module 156 may generate and/or send an authorization
request message for the transaction or may pass the transac-
tion payload to a merchant computer 160 for generation of an
authorization request message for payment network process-
ing.

[0075] The communications 201 between the mobile
device 110 and the access device 150 may occur over a short
range communication channel which includes any suitable
communication standard and/or protocol that the mobile
device 110 and the access device 150 share. For example, the
communication may occur between near-field communica-
tion (NFC) components (e.g., antennas) that are configured to
allow the transmission and reception of communication pack-
ets between the mobile device 110 and the access device 150.

1I. Exemplary Communication Protocol Between a Mobile
Device and an Access Device During a Payment Transaction

[0076] FIG. 3 shows an exemplary flow diagram of a short
range communication 201 between a mobile device and an
access device during a payment transaction, according to one
embodiment of the invention. Note that FIG. 3 shows one
exemplary implementation of the concepts described herein
and embodiments are not limited to such communication
protocols, methods, and steps. Accordingly, although FIG. 3
shows one implementation for of communicating payment
information between an access device and a mobile device,
many other protocols and communication techniques could
be implemented.

[0077] The communication module 112 and the processor
111 of the mobile device 110 may be configured to identify
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the presence of an access device 150 within communication
range. For example, the communication module 112 may
ping or otherwise attempt to find suitable devices to commu-
nicate with periodically. When the access device 150 detects
the presence of mobile device 110 in proximity to a contact-
less reader of the access device 150, the multiple application
selection module 153 of the access device 150 may initiate a
transaction by sending an available applications request 302
to the mobile device 110 to request information on which
payment applications (e.g., alist of AIDs) may be available on
the mobile device 110. In some embodiments, the available
applications request 302 may be in the form of a “select
proximity payment system environment (PPSE)” command.
In such embodiments, the available applications request 302
may include a payment environment identifier (e.g., a PPSE
name such as “2PAY.SYS.DDF01”) to identify the payment
environment supported by access device 150.

[0078] Upon receiving the available applications request
302, the application selection module 130 of the mobile
device 110 may identify and process the request by recogniz-
ing the payment environment identifier (e.g., PPSE name)
included in the request, and respond by sending an available
applications response 304 back to access device 150. The
available applications response 304 may include a list of
available AIDs, application configuration options associated
with available AIDs, and may include the payment environ-
ment identifier (e.g., PPSE name) as the dedicated file name.
[0079] In some embodiments, the available applications
response 304 may be in the form of a “select PPSE” response
and may include PPSE file control information (FCI). For
example, the available applications response 304 may include
a directory entry for each available AID on the mobile device
110. Each directory entry may include information such as
the AID, an application label associated with the AID (e.g., a
mnemonic associated with the AID), an application priority
indicator indicating the priority of the AID, a kernel identifier
indicating the application’s kernel preference, and/or addi-
tional information relating to the particular AID. The avail-
able applications response 304 may also include other data
such as FCI issuer discretionary data.

[0080] The access device 150 may determine a supported
application and may send an “application selection” com-
mand 306 with the selected AID to the application selection
module 130 of the mobile device 110.

[0081] Additionally, in some embodiments, upon receiving
the application selection message 306, the application selec-
tion module 130 ofthe mobile device 110 may send a terminal
transaction data request 308 to request transaction data from
access device 150 which may be needed to execute the trans-
action using the selected application associated with the
selected AID. In some embodiments, the terminal transaction
data request 308 may be in the form of a select AID response
and may include AID file control information (FCI) with the
selected AID as the dedicated file name. The terminal trans-
action data request may include a list of transaction data
identifiers to request the appropriate data from access device
150, and the list of transaction data identifiers can be in the
form of a processing options data object list (PDOL). The
transaction data requested by the mobile application 113 for
the transaction may include terminal transaction qualifiers
(TTQ), authorized amount, other amount, terminal country
code, terminal verification results, transaction currency code,
transaction data, transaction type, and/or an unpredictable
number. The terminal transaction data request may also
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include other data such as FCI issuer discretionary data,
application program identifier, and language preference. In
other embodiments, the transaction information may be pro-
vided as part of the application selection message and/or as
part of the available application request message.

[0082] Afterreceiving the terminal transaction data request
308, access device 150 may send, to the mobile application
113 of mobile device 110, the terminal transaction data 310
requested by the mobile application 113. In some embodi-
ments, the terminal transaction data 310 may be sent in the
form of a get processing options (GPO) command, and may
include the requested terminal transaction data 310 in a pro-
cessing options data object list (PDOL). In some embodi-
ments, the terminal transaction data 310 (e.g., terminal trans-
action qualifiers (TTQ)) may include a transaction type
indicator indicating which transaction data types the access
device 150 supports. In some embodiments, the terminal
transaction data 310 (e.g., terminal transaction qualifiers
(TTQ)) may also include a consumer verification method
(CVM) requirement indicator to indicate whether a CVM is
required by access device 150 for the transaction, and also one
or more CVM type indicators indicating the types of CVM
supported by access device 150. Examples of CVMs that may
be supported by access device 150 can include online PIN,
signature, and/or consumer device CVM (CDCVM) such asa
passcode used on mobile device 110 to unlock the screen or
mobile application 113.

[0083] Once the application selection module 130 of the
mobile device 110 receives terminal transaction data 310, the
application selection module 130 may send a set of transac-
tion processing information 312 including the payment cre-
dentials and any other relevant transaction processing infor-
mation to the access device 150. In some embodiments, the
transaction processing information 312 can be sent in the
form of a “get processing options” (GPO) response. In some
embodiments, the transaction processing information may
include one or more application file locators (AFLs) that can
be used as file addresses by access device 150 to read account
data stored on the mobile device 110, and an application
interchange profile (AIP) that can be used to indicate the
capabilities of the mobile payment application.

[0084] For example, the transaction processing informa-
tion may include a transaction cryptogram generated using
transaction information, track-2 equivalent data, and addi-
tional data such as issuer application data (IAD), a form factor
indicator (FFI), card transaction qualifiers (CTQ), crypto-
gram information data (CID), an application transaction
counter (ATC), and/or an application PAN sequence number
(PSN). In some embodiments, the issuer application data
(IAD) may include a length indicator indicating the length of
the TAD, cryptogram version number (CVN) indicating the
version of the transaction cryptogram, a derived key indicator
(DKI) that can be used to identify a master key (e.g. a master
key associated with the issuer), card verification results
(CVR), and/or a wallet provider identifier.

[0085] The card verification results (CVR) may include
information about the CVM verifying entity and the CVM
verified type for the transaction. The CVM verifying entity is
used to indicate which entity is performing the verification of
the CVM for the transaction. The verification entity may be
the access device 150 (or terminal), a co-residing secure
application, a trusted execution environment application, the
mobile application 113 itself, a remote server (e.g., the
cloud), or the mobile operating system. The CVM verified
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type is used to indicate the CVM method used for the trans-
action. The CVM method may be a passcode, biometric (e.g.,
fingerprint), pattern lock (e.g., for a screen lock), signature, or
online PIN. In some embodiments, if the terminal transaction
data 310 received from access device 150 indicates that the
CVM supported by access device 150 is an online PIN or a
signature, the CVM verifying entity in the CVR can be set to
the access device 150 (or terminal) to indicate that access
device 150 is the veritying entity, and the CVM verified type
can be set accordingly (e.g., online PIN or signature).
[0086] If the terminal transaction data 310 received from
access device 150 indicates that the CVM supported by
access device 150 is a CDCVM, the CVM verifying entity
and the CVM verified type can be set according to the con-
figuration parameters of the account. For example, if the
account supports CVM using a passcode that is verified by the
mobile operating system of mobile device 110, the CVM
verifying entity can be set to the mobile operating system, and
the CVM verified type can be set to indicate that the CVM is
a passcode. In some embodiments, a CDCVM performed
indicator can be included in the card transaction qualifiers
(CTQ) to indicate whether the CVM verifying entity has
successfully verified the user using the CDCVM indicated by
the CVM verified type.

[0087] If the terminal transaction data 310 received from
access device 150 indicates that a CVM is not required, the
CVM veritying entity and the CVM verified type can be set to
indicate that no CVM was verified.

[0088] The form factor indicator (FFI) may include infor-
mation about mobile device 110, such as a form factor indi-
cator version number indicating the version of the form factor
indicator being used, a consumer payment device form factor
indicator indicating the device type of mobile device 110, and
consumer payment device features indicators indicating what
payment features are supported by mobile device 110. The
consumer payment device form factor may indicate that
mobile device 110 is a standard card (e.g., ID-1 card type as
specified in ISO 7811), a mini-card, a non-card form factor
(e.g., key fob, watch, wristband, ring, sticker, etc.), or a
mobile phone. The consumer payment device features indi-
cators may indicate whether mobile device 110 is capable of
using a passcode (can be separate from a PIN that is used
during transactions), has a signature panel, has a hologram,
has support for card verification values (e.g., CVV2), is
capable of two-way messaging to exchange identifying infor-
mation between the issuer and the user, and/or any other
relevant information. The form factor indicator (FFI) may
also include a payment transaction technology indicator indi-
cating that mobile device 110 supports contactless transac-
tions (e.g., NFC).

[0089] It should be understood that in some embodiments,
the transaction processing information 312 being sent from
mobile device 110 to access device 150 may include some or
all of the information describe above, and in some embodi-
ments, may include additional information not specifically
described.

[0090] After the access device 150 receives the transaction
processing information 312, the access device 150 may send
an account data request 314 to the application selection mod-
ule 130 of mobile device 110 to read additional account data
316 that may be stored on the mobile device 110. In some
embodiments, the account data request 314 may be in the
form of a “read record” command, and may include an appli-
cation file locator (AFL) indicating the location of the
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account data that access device 150 is attempting to read. The
AFL included in the account data request 314 may corre-
spond to an AFL in the transaction processing information
312 that was provided to access device 150 from mobile
device 110.

[0091] In response to receiving the account data request
314 from the access device 150, the mobile device 110 may
send the account data 316 stored at the location indicated by
the AFL to access device 150. In some embodiments, the
account data 316 may be sent in the form of a “read record”
response. The account data 316 may include, for example,
application usage control that indicates the issuer’s restric-
tions on the usage and services allowed for the application,
the cardholder’s name, customer exclusive data, issuer coun-
try code, and/or other account related data that is accessible at
the AFL location and is stored in the mobile device 110.
[0092] It should be understood that in some embodiments,
the account data 316 being sent from mobile device 110 to
access device 150 may include some or all of the information
describe above, and in some embodiments, may include addi-
tional information not specifically described. Further, any and
all of this information may be provided in response to receiv-
ing a selection message and/or obtaining payment credentials
as will be described in further detail below.

1I1. Exemplary Methods of Conducting Transactions Using
Multiple Application Identifiers

[0093] FIG. 4 shows an exemplary method of processing a
transaction initiated by a mobile device 110 communicating
with an access device 150, according to some embodiments.
In some embodiments, the communications can be in the
form of application protocol data unit (APDU) commands
and responses. However, it should be understood that other
messages, messaging protocols, or message formats can be
used to exchange the relevant information to conduct the
transaction. Thus, although particular commands and
responses are provided as examples in the discussion below,
it should be understood that embodiments are not limited to
such commands and responses.

[0094] At step 401, an access device 150 receives a list of
available AIDs from the mobile device 110 for a transaction.
The list of available AIDs may be requested by the access
device 150 or the mobile device 110 may provide the list of
AlDs without a corresponding request. For example, an appli-
cation selection module 130 and the processor 111 of the
mobile device 110 may determine AIDs associated with
mobile payment applications 140A-140N provisioned on the
mobile device 110 that are configured to be used by the
mobile application 113 and provide a list of available pay-
ment applications to an access device 150.

[0095] In some embodiments, the application selection
module 130 may provide AIDs for only those applications
that are available for performing a transaction through the
mobile application 113. As such, in some embodiments, the
application selection module 130 may determine the status
and configuration information for the mobile payment appli-
cations 140 A-140N before including the associated AID as an
available AID. For example, if a mobile payment application
is not available to the mobile application 113, if the account
associated with the mobile payment application is not in good
standing with an issuer (e.g., delinquent), a mobile payment
application may not qualify as a payment application to use
for a transaction or the priority of the mobile payment appli-
cation may be altered (e.g., a consumer may set a limit of a
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predetermined number of payment applications to be pre-
sented to the access device 150), the transaction information
may not qualify for a mobile payment application 140 (e.g.,
geographic location indicates that a domestic payment
account should be used as opposed to an international pay-
ment account), or for any other suitable reason a mobile
payment application may not be active and ready for use in a
transaction.

[0096] Accordingly, in some embodiments, the application
selection module 130 may maintain and analyze mobile pay-
ment application information including, for example, a cur-
rent status (e.g., active vs. inactive), transaction restrictions
(maximum transaction count, transaction value, etc.),
account restrictions or rules (e.g., geographic restrictions,
etc.), or any other suitable information for determining avail-
able mobile payment applications 140A-140N for a transac-
tion along with the AID.

[0097] Accordingly, the application selection module 130
may provide a list of available AIDs along with priority infor-
mation to an access device 150. The list of available payment
applications may include AIDs which identify a type of pay-
ment application, a payment network associated with a pay-
ment application, a type of payment information stored
within a payment application, account features (e.g., type of
account, account features, etc.), and any other relevant infor-
mation associated with a payment application and/or account
information provisioned or otherwise associated with the
payment application.

[0098] The access device 150 may only be configured to
receive and process particular types of information associated
with particular payment applications. For example, if the
access device 150 is only configured to process transactions
using a certain payment processing network (e.g., Visa-
Net™), the access device 150 may not process transaction
information originating from payment applications that are
only configured to provide information in the format for
processing with a different payment processing network (e.g.,
MasterCard™). Accordingly, the access device 150 and
mobile device 110 may perform a payment application iden-
tification and selection process before a transaction may be
initiated.

[0099] At step 402, the multiple application selection mod-
ule 153 of the access device 150 determines two or more AIDs
for use in processing the transaction. For example, the access
device 150 may determine a first AID and a second AID from
the list of AIDs received from the mobile device 110. The
access device 150 may be configured to initiate a transaction
using the two or more AIDs and the access device 150 may
determine the two or more AIDs through any suitable method.
For example, a pre-selection process may be performed
where the access device 150 determines the first and second
highest priority AID based on the processing capabilities,
configuration options, and processing capabilities associated
with each AID.

[0100] For instance, some AIDs and corresponding pay-
ment information may be configured to only be processed on
a particular network (e.g., network-specific AID) while other
mobile payment applications 140A-140N and corresponding
payment information may be configured to be processed
through other payment networks or a variety of payment
networks (e.g., network-generic AID). Additionally, different
applications may have different cardholder verification meth-
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ods (CVMs) that provide a higher or lower level of verifica-
tion of a consumer’s identity (e.g., PIN validation vs. Signa-
ture).

[0101] The selection or determination process may include
any number of steps and may use supported application infor-
mation 154 stored in the access device 150 to determine two
or more AIDs for a transaction. For example, the application
selection process may include determining which of the AIDs
from the list of AIDs are supported by the access device 150.
Access devices may be configured to process certain appli-
cations and their corresponding payment credentials. Alter-
natively and/or additionally, other information may be used to
determine applications that are supported by the access
device 150. Such information may include application con-
figuration information or any other information that may be
provided with the list of AIDs.

[0102] For example, the access device 150 may receive an
available application response including four different AIDs
(AID 1-4) and configuration information associated with four
different mobile payment applications (MPA 1-4). The mul-
tiple application selection module 153 may then determine
which of the four AIDs are supported by the access device
150. Thus, the multiple application selection module 153 may
compare the received available AIDs to a list of supported
AlDs stored in the access device 150. If the AIDs cannot be
found in the supported AIDs information, the AIDs may be
discarded from further consideration. For instance, if AIDs 2
and 3 are associated with a payment network that the access
device 150 is not configured to process, they may be removed.
Accordingly, after removing unsupported AIDs, the received
AlIDs may only include those applications that the access
device 150 is configured to process (e.g., AID 1 and 4).
[0103] The access device 150 may support multiple AIDs
from the list of available payment applications. Thus, the
multiple application selection module 153 of the access
device 150 may use priority information and/or preferences
stored in the supported application information 154 to deter-
mine the priority of the supported applications for use in the
transaction. Accordingly, the access device 150 may deter-
mine a primary AID (or “preferred AID”) and a secondary
AID (or “alternate AID”) from at least two payment AIDs
included in the list of available payment applications accord-
ing to preferences stored by the access device 150.

[0104] The preferences may be determined using any suit-
able method and using any suitable information including
authentication and configuration options of the payment
applications (e.g., type of authentication and/or level of
authentication performed by the application), geographical
restrictions associated with the access device 150 (e.g., inter-
national vs. domestic transaction for the payment applica-
tion), based on transaction specific information (e.g., a trans-
action amount threshold or limit, time limit, etc.), or based on
any other suitable information associated with the account,
consumer, merchant, mobile device 110, transaction informa-
tion, or any information available. Accordingly, the priority
ranking of each payment application may be based on the
preferences of the access device 150, the mobile application
113 and/or mobile device 110, relationship information
between particular selected AIDs, configuration options of
the applications (e.g., CVMs associated with the AID, restric-
tions associated with the AIDs, etc.), or any other information
available to the access device 150.

[0105] Forexample, AID 1 may identify a mobile payment
application storing provisioned debit card payment informa-
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tion which requires an online PIN as a cardholder verification
method (CVM), which is listed as the third priority applica-
tion by the consumer, and which the supported application
information 154 indicates is supported and is the third ranked
AID for transaction processing. AID 4 may identify a mobile
payment application storing provisioned credit card payment
information which requires a signature CVM method, is
listed as the first priority application by the consumer, and
which the supported application information 154 indicates
that the AID is supported and is the 13th highest ranked AID
for transaction processing. The access device 150 may select
either AID 1 or AID 4 as the highest priority AID depending
on the various embodiments that may be implemented. For
instance, the access device 150 may determine that AID 1 is
the highest priority AID because it is the highest ranked AID
as far as the access device 150 is concerned. However, if the
access device 150 considers the consumer’s ranking, AID 4
may be selected. Further, for transaction security, AID 1 may
be selected as the highest priority AID because it requires an
online PIN to process the transaction and thus has a higher
level of security.

[0106] Furthermore, in some embodiments, the relation-
ship between various AIDs may indicate the priority of the
selected AIDs. For example, if AID 1 were associated with a
network-generic common debit account and AID 4 were
associated with a network-specific debit account implemen-
tation of the same account and AID 1 were selected as a
preferred AID, AID 4 may be given higher priority over
another supported AID based on the relationship between
AID 1 and AID 4.

[0107] However the determination and selection process is
prioritized, the multiple application selection module 153 of
the access device 150 may select a first priority AID as the first
AID and a second priority AID as the second AID. In some
embodiments, additional AIDs may be selected as well (e.g.,
third priority, fourth priority, etc.).

[0108] At step 403, the multiple application selection mod-
ule 153 may obtain payment credentials associated with the
primary AID and the secondary AID stored on the mobile
device 110. Any suitable methods may be implemented for
obtaining the payment credentials and any other transaction
processing information may also be obtained. For example,
obtaining the payment credentials may include sending one
or more of the selected AIDs to the mobile device 110 and
receiving the payment credentials and transaction processing
information associated with the mobile payment application
identified by the AID from the mobile device 110. In some
embodiments, separate selection messages may be sent for
each determined AID. Thus, the selection process may be
repeated for a secondary selected AID and/or any other num-
ber of times for each of the selected AIDs. Alternatively, a
single selection message may be sent that includes all of the
determined AIDs.

[0109] For example, in some embodiments, obtaining pay-
ment credentials may include performing the steps and pro-
tocols described above in reference to FIG. 3. Accordingly,
the access device 150 may obtain more than merely the pay-
ment credentials and may obtain any of the transaction pro-
cessing information 312 described above in reference to FIG.
3.

[0110] Alternatively and/or additionally, any other pro-
cesses may be completed in order to obtain the payment
credentials associated with the AIDs. Accordingly, any num-
ber of requests, commands, or any other communications
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may be sent between the access device 150 and the mobile
device 110 in order to obtain payment credentials associated
with one AID selected by the multiple application selection
module 153. Further, the above series of messages and/or
commands may be repeated by the multiple application selec-
tion module 153 in order to obtain payment credentials asso-
ciated with the secondary AID. As such, the processing and
information described in messages 306-312 of FIG. 3 may be
repeated for multiple selected AIDs instead of a single AID as
described in reference to FIG. 3.

[0111] Alternatively and/or additionally, some embodi-
ments may be configured to obtain the payment credentials
associated with the multiple selected AIDs in a single set of
requests to the mobile device 110. For example, the multiple
application selection module 153 of the access device 150
may include an indicator of the number of AIDs being
selected and the AIDs in which to obtain the payment creden-
tials in the “select AID” command described above. As such,
the application selection module 130 of the mobile device 110
may perform some or all of the processes and requests/re-
sponses described in the steps above in order to process
multiple selection requests by the multiple application selec-
tion module 153 of the access device 150.

[0112] At step 404, the transaction preparation module 155
of the access device 150 prepares a first transaction payload
including first payment credentials associated with the first
AID and a second transaction payload including second pay-
ment credentials associated with the second AID. After the
multiple application selection module 153 receives the pay-
ment credentials and transaction processing information from
the mobile device 110 for one or more of the AIDs, the
transaction preparation module 155 may prepare the payment
credentials and the access device 150 for processing of the
transaction using the payment credentials by preparing a
transaction payload for the received payment credentials.
[0113] The transaction preparation module 155 of the
access device 150 may prepare the transaction payload for the
payment credentials received for each of the applications
associated with the multiple selected applications identifiers
as the payment credentials are received or once the number of
transactions are determined and the communication of the
payment credentials for each of the payment applications is
completed. For instance, the transaction preparation module
155 may use the transaction processing information received
for each of the applications and determine the appropriate
CVM for the transaction, whether any restrictions apply for
the transaction, etc., and may generate a transaction payload
using the payment credentials for each of the multiple pay-
ment applications. For instance, the transaction preparation
module 155 may re-format the received payment credentials
to conform to a predetermined communication protocol (e.g.,
ISO message format) for delivery to a payment processing
network.

[0114] At step 405, the transaction preparation module 155
of the access device 150 stores the prepared transaction pay-
loads and associated transaction processing information in a
temporary memory. The transaction preparation module 155
of the access device 150 may store each of the transaction
payloads by priority in a temporary memory such that the
information associated with each transaction is ready to be
initiated for any of the transaction payloads. For example, the
CVM and/or CVR associated with each of the received pay-
ment credentials may be stored as part of the transaction
payload or may be stored along with the transaction payload
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such that the transaction initiation module 156 of the access
device 150 may obtain all of the relevant information for the
transaction payload as soon as it is needed.

[0115] In some embodiments, all of the transaction pay-
loads may be stored in the memory while in other embodi-
ments, only those transaction payloads that are not associated
with the highest priority AID are stored in the memory. As
such, in some embodiments, if two AIDs were selected and
two different transaction payloads are prepared for a transac-
tion, only the second transaction payload may be stored in the
memory as the transaction initiation module 156 of the access
device 150 is initiating a transaction using the transaction
payload for the highest priority AID.

[0116] Atstep 406, the transaction initiation module 156 of
the access device 150 initiates a first transaction using the first
transaction payload. The transaction initiation module 156
may perform any steps associated with preparing an access
device 150 to initiate a transaction and ensuring a transaction
should be processed. For example, the transaction initiation
module 156 may be configured to authenticate the consumer
based on the cardholder verification method associated with
the selected application (e.g., PIN, signature, cardholder
device passcode, etc.), check restrictions associated with the
transaction data (e.g., transaction limit, geographical limita-
tions, etc.), obtain consumer authorization/approval, provide
processing options to the consumer (e.g., indicate available
transaction options to consumer), and perform any other vali-
dation and/or processing actions.

[0117] Atstep 407, the transaction initiation module 156 of
the access device 150 determines that the first transaction
should not or cannot be completed. The transaction initiation
module 156 may use any suitable information and any suit-
able process for determining that the transaction should not or
cannot be completed.

[0118] For example, the transaction initiation module 156
may determine that the transaction should not or cannot be
completed based on information received from the consumer.
For instance, the transaction initiation module 156 may deter-
mine that a cardholder verification method input is not
received by the access device 150 in a predetermined period
of time. Alternatively and/or additionally, the transaction ini-
tiation module 156 may determine that the received card-
holder verification method input from the consumer is not
correct but the transaction is of such a low level of risk or other
aspects of the transaction inform the access device 150 that
the transaction should continue with an application that has a
cardholder verification method that allows for a lower level of
authentication of the consumer (e.g., signature). Alternatively
and/or additionally, the access device 150 may receive an
input from a consumer indicating a preference for initiating
another transaction using a different account, card, and/or
payment application.

[0119] Additionally, in some embodiments, the transaction
initiation module 156 may determine that the selected mobile
payment application and/or the payment credentials associ-
ated with the selected mobile payment application are not
compatible for the transaction. For example, the payment
network may be down or out of order during transaction
processing. As another example, the transaction amount may
be so large that a particular type of CVM is required that the
application is not compatible with. Any other suitable meth-
ods may be implemented to determine that the transaction
cannot or should not be completed.

Jul. 2, 2015

[0120] Atstep 408, the transaction initiation module 156 of
the access device 150 may initiate a second transaction using
the stored second transaction payload from the temporary
memory. The transaction initiation module 156 of the access
device 150 may determine the next highest priority transac-
tion payload that is stored in the memory for the transaction,
may obtain the transaction payload from the memory, and
may initiate the transaction using similar steps as those
described above in reference to step 406. For example, the
transaction initiation module 156 may determine the CVM
associated with the second mobile payment application,
obtain the requisite cardholder verification method input
from the consumer, verify the accuracy of the CVM input, and
may generate an authorization request message and/or pass
the transaction payload to a merchant computer 160 for gen-
eration of the authorization request message.

[0121] Atstep 409, the transaction initiation module 156 of
the access device 150 completes the processing of the trans-
action using the secondary transaction payload. For example,
the transaction ignition module may send an authorization
request message including the second transaction payload to
an associated merchant computer 160, acquirer computer
170, and/or payment processing network for processing.
Additional details regarding the remaining transaction flow
and processing of the transaction is provided below in refer-
ence to the method shown in FIG. 5.

[0122] A. Exemplary Multiple Application Selection Pro-
cess
[0123] FIG. 5 shows one example of an embodiment of the

multiple application selection process performed by an
access device 150 during payment transaction processing
using a payment application that is associated with a common
debit AID, according to an embodiment of the invention.
[0124] At step 501, the access device 150 receives list of
available AIDs from the mobile device 110. The list of avail-
able AIDs may include one or more AIDs (AIDs) associated
with one or more payment applications provisioned or
installed on the mobile device 110. This process is similar to
step 301 described above.

[0125] At step 502, the access device 150 determines a
preferred AID using the received list. The preferred AID may
be determined in any suitable manner. In some embodiments,
the preferred AID may be the highest priority AID as specified
by the consumer or the mobile device 110. In other embodi-
ments, the preferred AID may be the highest priority AID as
specified by the merchant or the access device 150.

[0126] Inyetotherembodiments, the preferred AID may be
determined using both the mobile device 110 and the access
device 150. For example, the preferred AID may be deter-
mined using a pre-selection method. Pre-selection methods
that may be used in some embodiments of the invention are
described in U.S. patent application Ser. No. 13/947,984,
titled “PAYMENT SYSTEM PRE-SELECTION ENVI-
RONMENT PROCESSING,” filed Jul. 22, 2013, which is
hereby incorporated by reference in its entirety for all pur-
poses.

[0127] At decision step 503, the access device 150 deter-
mines whether the preferred AID is a common debit AID. A
“common debit AID” may include any AID used to indicate
that payment credentials associated with the identified appli-
cation may be processed using multiple payment networks or
a particular group of payment networks. Thus, the common
debit AID may indicate to the access device 150 that a trans-
action initiated using the payment credentials received from
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an application associated with the common debit AID may be
routed through any suitable payment processing network
(rather than any specific network). The common debit AID is
one example of a network-generic AID and such embodi-
ments are not limited to payment applications with debit
account information provisioned for the payment application.
[0128] At step 504, if the preferred AID is not a common
debit AID, the multiple application selection module 153 of
the access device 150 determines that multiple AIDs are not
necessary for the transaction and the access device 150 con-
ducts a transaction using the preferred AID. Note that the
single factor determination is for purposes of an example only
and are not limited to such a determination. For example, in
other embodiments, multiple other criteria may be analyzed
to determine whether additional factors exist that may indi-
cate that multiple application should be selected by the access
device 150. For example, any of the factors and/or criteria
discussed in step 402 of FIG. 4 above could further be ana-
lyzed to determine if another application should be selected
using a different AID from the list of available AIDs.

[0129] At step 505, if the preferred AID is a common debit
AID, the multiple application selection module 153 of the
access device 150 determines whether an alternate AID is
supported. Typically, an alternate or secondary AID may
include any AID other than the common debit AID that is
supported by the payment application. The alternate AID may
be, for example, an AID associated with a specific payment
processing network (i.e., a network-specific AID), so that a
payment transaction conducted using the payment applica-
tion may be routed using a specific payment processing net-
work.

[0130] Atstep 506, if an alternate AID does not exist and/or
if an alternate AID is not supported by the access device 150,
the access device 150 conducts a transaction using the com-
mon debit AID.

[0131] At step 507, if an alternate AID exists for the pay-
ment application, the multiple application selection module
153 of the access device 150 selects both the primary AID and
the alternate AID. Accordingly, the multiple AID selection/
determination process is completed and the multiple applica-
tion selection module 153 of the access device 150 may
perform a multiple transaction preparation and initiation pro-
cess.

[0132] B.Exemplary Multiple Transaction Preparation and
Initiation Process

[0133] FIG. 6 shows a flow diagram of an exemplary
method of processing the transaction associated with the
example provided in FIG. 5 described above. The exemplary
process includes a method of conducting a transaction using
multiple AIDs where one of the AIDs is associated with a
common debit AID. For example, the preferred transaction
payload is prepared using payment credentials associated
with a common debit AID. FIG. 6 shows the steps for prepar-
ing and initiation a transaction payload associated with an
alternate AID (i.e., secondary AID). The method of FIG. 6 is
illustrative only and provides an exemplary transaction pro-
cessing flow where the access device 150 determines that
both a common debit AID and an alternate AID are supported
by the access device 150 and the mobile device 110.

[0134] Atstep 601, the multiple application selection mod-
ule 153 of the access device 150 may obtain payment creden-
tials associated with both the preferred AID and the alternate
AID. As will be described in further detail below in reference
to FIG. 7, the access device 150 may obtain payment infor-
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mation for each of the selected payment applications using a
single request (not shown in FIG. 7) or may send a separate
request for each selected payment application (as shown in
FIG. 7). Additional details regarding obtaining payment cre-
dentials for the selection preferred and/or alternate AID may
be found above in reference to step 302-303 of FIG. 4.
[0135] Atstep 602, the access device 150 prepares transac-
tion payloads for the payment credentials and/or transaction
processing information received for both the preferred AID
and the alternate AID. The access device 150 may store the
alternate transaction payload to use in a future transaction if
the preferred transaction cannot or should be completed.
Additional details regarding the preparation of the preferred
and/or alternate transaction payload may be found above in
reference to steps 403-405 of FIG. 4.

[0136] At step 603, the access device 150 initiates a com-
mon debit transaction using the preferred transaction payload
associated with the common debit AID. Accordingly, the
access device 150 may attempt to complete the common debit
AID transaction. If the common debit transaction is success-
ful, the alternate transaction payload stored in the access
device 150 may be deleted. However, if the common debit
transaction fails for any reason, access device 150 may auto-
matically initiate a transaction using the secondary transac-
tion payload without any additional action from the user or
the mobile device 110. Additional details regarding the ini-
tiation of the preferred transaction may be found above in
reference to step 406 of FIG. 4.

[0137] At step 604, the access device 150 prompts the user
for a PIN associated with the user’s debit account. The access
device 150 may receive the PIN in any suitable manner. For
example, the access device 150 may include a keypad for
manual entry of the PIN. The access device 150 may also
receive the PIN from the mobile device 110 (e.g., through
wireless communication). The user may have the option of
cancelling the transaction or refusing to provide a PIN (e.g., if
the user feels they are being watched or does not want to input
aPIN for the transaction). For example, the user may press the
“Cancel” button on a keypad of the access device 150. Addi-
tionally, in some embodiments, the access device 150 may
display that alternative transactions are available with differ-
ent CVM methods and the consumer may choose one or more
alternative transactions through the access device 150.
[0138] At step 603, the access device 150 determines
whether the PIN was successfully entered. In some embodi-
ments, the PIN may successfully be entered when any input
other than a cancel or alternative processing option is pro-
vided by the consumer. For example, the consumer may not
be able to avoid authenticating themselves after an incorrect
PIN is entered. However, in other embodiments, if an incor-
rect PIN is entered, the access device 150 may still allow the
alternative transaction to be processed. For instance, where
the secondary transaction has a similar CVM method as the
preferred transaction and/or if the CVM is above a certain
threshold, the consumer may be able to initiate the alternate
transaction. Further, in some embodiments, the CVM method
may not be analyzed and the alternate transaction may be
initiated no matter the reason for the first transaction not being
completed.

[0139] Atstep 606, if the PIN was successfully entered, the
access device 150 may complete processing the common
debit transaction using the received PIN. Completing the
transaction may include any traditional transaction process-
ing steps. For example, the entered PIN may be sent to an
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issuer computer 190 associated with the user’s debit account
so that the issuer computer 190 can verify the PIN and autho-
rize the transaction.

[0140] Atstep 607, if the PIN was not successfully entered,
the access device 150 may initiate a transaction using the
alternate transaction payload. Initiating the alternate transac-
tion may involve obtaining the alternate transaction payload
stored in memory. The alternate transaction payload may
include any relevant information for initiating a transaction.
For example, the transaction payload may be stored along
with or may include transaction processing information
including, for instance, payment credentials, cryptogram
data, and cardholder verification method (CVM) data associ-
ated with the alternate transaction. Thus, the access device
150 may obtain the transaction payload from the stored
memory, may determine the CVM for the transaction (e.g.,
passcode, PIN, signature, none, etc.), and may requestaCVM
input (or other authentication input) where appropriate.
[0141] Atstep 608, the transaction initiation module 156 of
the access device 150 determines that the alternate transaction
payload does not require a PIN or other user input for the
CVM (e.g., because there is no CVM for the alternate pay-
ment application). Accordingly, the transaction processing of
the alternate transaction payload continues.

[0142] Atstep 609, the transaction initiation module 156 of
the access device 150 generates and submits an authorization
request message using the alternate transaction payload.
Accordingly, the alternate transaction may be processed and
thus, an alternate transaction was performed by the access
device 150 without requiring additional communication
between the mobile device 110 and the access device 150.
Additionally, a new transaction did not have to be originated
by the merchant and the consumer.

[0143] Accordingly, an exemplary process for selecting,
preparing, and initiating multiple transactions using multiple
AlDs for a single interaction between a mobile device 110
and an access device 150 has been completed. However,
embodiments are not limited to the common debit AID crite-
ria provided above and multiple AIDs may be selected for any
number of reasons which have been discussed herein and
which one or ordinary skill would recognize.

[0144] Additionally, note that although the description pro-
vided herein focuses on selection of a preferred AID and an
alternate AID, embodiments of the invention may include
selection, preparation, and initiation of transactions using any
number of alternate, backup, or fallback AIDs. For example,
if a payment application and access device 150 support five
AlDs, a priority ordering may be determined for the various
AlDs (e.g., AID3,AID 2, AID 4, AID 5, AID 1) and an access
device 150 may initiate a transaction for each of the five AIDs
in order based on the determined priority. If the transaction
associated with the highest priority AID (e.g., AID 3) fails,
then the access device 150 may initiate a transaction using a
transaction payload associated with the next highest priority
AID (e.g., AID 2), and continue to attempt to complete the
next highest priority AID until a transaction is successful.
[0145] C. Exemplary Method of Transaction Processing
Using Multiple AIDs

[0146] Furthermore, FIG. 7 shows an exemplary flowchart
of'a method of performing a payment transaction according to
an embodiment of the invention. Most of the steps shown in
FIG. 7 have been described above in reference to FIGS. 1-5 so
in the interest of brevity the explanation of each step may be
brief. However, the description of the steps provided in FIGS.
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1-5 should be referenced to obtain additional details regard-
ing details for the steps of FIG. 7.

[0147] Atstep 701, the multiple application selection mod-
ule 153 of the access device 150 sends a request for the
available payment applications of the mobile device 110. As
described above, in one embodiment, the available payment
application request may include a request for a PPSE. Addi-
tional information regarding the available AID request mes-
sage may be found above in reference to FIG. 4.

[0148] Atstep 702, the application selection module 130 of
the mobile device 110 receives the request for available AIDs,
determines the available applications and their corresponding
AlDs, and returns a list of available AIDs to the access device
150. As described above, the list of AIDs may include appli-
cations that have an active status and are ready to initiate a
transaction. Accordingly, the application selection module
130 of the mobile device 110 may respond with the list of
available AIDs.

[0149] Further, as explained above in reference to FIG. 4,
the list of available AIDs may include additional application
information including tags (e.g., issuer identifier, payment
processing network identifier, etc.), configuration options of
the associated application (e.g., CVM indicators), and any
other relevant information to a pre-selection or AID selection
process.

[0150] Atstep 703, the application selection module 130 of
the mobile device 110 sends an available applications
response including the list of available AIDs to the access
device 150. The list of available AIDs may be sent in any
suitable manner. For example, as explained above in refer-
ence to FIG. 4, in some embodiments, the list of available
AlIDs may be sent in the form of a “select PPSE” response and
may include PPSE file control information (FCI). For
instance, the available applications response may include a
directory entry for each available AID. Each directory entry
may include information such as the AID, an application label
associated with the AID (e.g., amnemonic associated with the
AID), an application priority indicator indicating the priority
of the AID, a kernel identifier indicating the application’s
kernel preference, and/or additional information relating to
the particular AID. The available applications response may
also include other data such as FCI issuer discretionary data.
[0151] At step 704, the multiple application selection mod-
ule 153 of the access device 150 may perform a pre-selection
and/or any other AID determination processing for determin-
ing one or more supported AIDs from the list of available
payment applications provided by the mobile device 110 for
the transaction. Any number of steps may be performed in
order to obtain two or more AIDs to be used in processing the
transaction and the two or more AIDs may be selected for a
variety of reasons.

[0152] Forexample, the AIDs may be selected because they
are the two highest priority AIDs that are supported, they
provide the highest transaction security, one application pro-
vides higher security than the other but is not the highest
priority application so the consumer will be prompted during
transaction processing to make a decision between applica-
tions, etc. Further, both AIDs may be associated with the same
card, account, and/or payment credentials but will be pro-
cessed differently and thus, the consumer may be given a
choice regarding processing options for the same card infor-
mation. For instance, the consumer may be able to select an
application based on configuration options including pro-
cessing networks (e.g., Visa vs. MasterCard), CVM methods
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(e.g., online PIN vs. Signature), card types (e.g., debit vs.
credit), etc., for processing a transaction using the same net-
work-generic card information (associated with multiple pay-
ment applications but the same underlying account). Addi-
tional information regarding the pre-selection process may be
found above in reference to step 402 of FIG. 4.

[0153] Accordingly, the multiple application selection
module 153 may select and/or determine two or more AIDs
for processing the transaction. In some embodiments, the
multiple application selection module 153 may only select a
single application at a time from the mobile device 110. As
such, in some embodiments, the multiple application selec-
tion module 153 may store and/or cache the selected AIDs
and may select a first AID with the mobile device 110. There-
after, after the mobile device 110 returns the payment creden-
tials and/or transaction processing information associated
with the first selected AID, the multiple application selection
module 153 may repeat the selection process for the second
AID. This process may be repeated for each of the selected
AlDs.

[0154] Although not shown in FIG. 7, in some embodi-
ments, each of the selected AIDs may be provided to the
mobile device 110 in a single application selection message
and the application selection module 130 of the mobile device
110 may manage the generation, storage, and delivery of the
payment credentials and transaction processing information
associated with each of the selected applications to the mul-
tiple application selection module 153 of the access device
150. Furthermore, more than two AIDs may be selected dur-
ing this process and any number of AIDs provided to the
mobile device 110 for selection and obtaining of payment
credentials associated with an application on the mobile
device 110.

[0155] Further, note that additional messages may be sent
back and forth between the access device 150 and the mobile
device 110 before, during, or after application selection
which may not be shown in FIG. 7. For example, as explained
above, in one embodiment, a GPO request message and GPO
response message may be sent to and from the access device
150 in order to obtain transaction information to assist in
generating the correct transaction information, payment cre-
dentials, dynamic verification information, etc. Additionally,
in some embodiments, application data requests and
responses may be sent before and after application selection
to obtain configuration parameters, perform issuer updates of
the mobile device 110, etc. These communications are not
shown in the flow diagram of FIG. 7 but it should be under-
stood that such steps could easily be incorporated into some
embodiments of the invention.

[0156] At step 705, the multiple application selection mod-
ule 153 of the access device 150 sends a first application
selection message to the mobile device 110 including the first
AID (i.e., preferred AID, primary AID, etc.) in order to obtain
transaction processing information and/or payment creden-
tials associated with the first AID. The first application selec-
tion message may include any other information that allows
the application selection module 130 of the mobile device 110
to prepare the transaction processing information or any num-
ber of other messages may be passed between the access
device 150 and the mobile device 110 to obtain any requisite
information. For example, as described above in reference to
step 303 of FIG. 4, anumber of requests and responses may be
sent back and forth at this point to obtain the relevant trans-
action information for generation of a cryptogram, validation
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of restrictions associated with the application, and any other
processing related to using account credentials associated
with a payment application for processing a transaction.
[0157] Atstep 706, the application selection module 130 of
the mobile device 110 receives the application selection mes-
sage, determines the selected mobile payment application
associated with the first AID, and requests the payment cre-
dentials and any other transaction processing information
from the payment application. The application selection mod-
ule 130 may request payment credentials and transaction
processing information from the identified payment applica-
tion using any suitable application programming interfaces
(APIs) and/or commands. Additional information may be
found in step 403 of FIG. 4 above.

[0158] At step 707, the first priority mobile payment appli-
cation 140C receives the request for payment credentials
and/or transaction processing information stored in the pay-
ment application, determines if the mobile application has
access rights to the sensitive information, and generates any
dynamic or transaction-specific information for the transac-
tion. For example, the mobile payment application 140C may
generate a dynamic cryptogram, obtain account information
stored in a secure domain for the payment application, and/or
perform any other processes specific to the payment applica-
tion for processing of a transaction using payment credentials
associated with the payment application 140C.

[0159] At step 708, the first payment application 140C
responds with the payment credentials and/or transaction pro-
cessing information associated with the payment application
to the application selection module 130.

[0160] Atstep 709, the application selection module 130 of
the mobile device 110 forwards the payment credentials and/
or transaction processing information to the access device
150. The information may be provided using any suitable
communication protocol and/or format.

[0161] Insome embodiments, the payment credentials and
transaction processing information may be sent from the
mobile device 110 as a transaction payload such that the
information may be forwarded as an ISO message to the
merchant computer 160 without requiring additional process-
ing. However, typically, the payment credentials and transac-
tion processing information may be in a format specific to the
short-range communication and a transaction payload may be
generated by parsing the payment credentials and transaction
processing information from the payment information and
reformatting as a transaction payload that is configured to be
processed by a payment network.

[0162] At step 710, the multiple application selection mod-
ule 153 of the access device 150 receives payment informa-
tion associated with the first AID (i.e., preferred AID) from
the mobile device 110. The payment information may include
the first payment credentials associated with the first AID.
The transaction preparation module 155 of the access device
150 may prepare a first transaction payload using the received
first payment credentials. In some embodiments, the transac-
tion preparation module 155 may cache or store the first
transaction payload in a memory until all of transaction pay-
loads are prepared. In other embodiments, the transaction
initiation module 156 may begin the transaction processing
steps simultaneously with the selection of the secondary AID
(not shown).

[0163] Atstep 711, the multiple application selection mod-
ule 153 of the access device 150 determines that the payment
information associated with the first AID has been received
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and that the mobile device 110 can process a new application
request. Accordingly, the multiple application selection mod-
ule 153 sends a second application selection message to the
mobile device 110 including the second AID (i.e., secondary
AID, alternate AID) in order to obtain transaction processing
information and/or payment credentials associated with the
first AID.

[0164] At steps 712-715, the application selection module
130 and the secondary mobile payment application 140B of
the mobile device 110 repeat similar processes to steps 706-
710 in relation to the mobile payment application associated
with the second AID.

[0165] At step 716, the multiple application selection mod-
ule 153 of the access device 150 receives payment informa-
tion associated with the second AID from the mobile device
110. The payment information may include payment creden-
tials associated with the secondary AID. The transaction
preparation module 155 of the access device 150 may prepare
a second transaction payload using the received second pay-
ment credentials and other transaction information. The
transaction preparation module 155 may also store the second
transaction payload in a memory for future processing if the
first transaction is not completed.

[0166] Atstep 717, the transaction initiation module 156 of
the access device 150 initiates the first transaction using the
first transaction payload. Initiating the first transaction may
include any number of processes. For example, the transac-
tion initiation module 156 may determine a cardholder veri-
fication method associated with the first payment credentials
and request the determined cardholder verification method
from the user. Additional information regarding this step may
be found above in reference to step 406 of FIG. 4.

[0167] Atstep 718, the transaction initiation module 156 of
the access device 150 may determine that the first transaction
cannot or should not be completed. For example, a consumer
may request to cancel the transaction, the merchant and/or
access device 150 may determine there is a problem and
cancel the transaction, the consumer may not enter a PIN or
other authentication information within a specified period of
time, and/or any other action may occur that indicates that the
first transaction should not or cannot be completed. Addi-
tional information regarding this step may be found above in
reference to step 407 of FIG. 4.

[0168] Atstep 719, the transaction initiation module 156 of
the access device 150 may obtain the second transaction
payload and may initiate the second transaction. Similar steps
to those described above in reference to step 717 may be
performed for the second transaction payload. For example,
the transaction initiation module 156 of the access device 150
may determine a cardholder verification method associated
with the second payment credentials and may requesta CVM
input by the consumer. Additional information regarding this
step may be found above in reference to step 408 of FIG. 4.

[0169] Atstep 720, the transaction initiation module 156 of
the access device 150 determines that the second transaction
can and should continue. For example, the consumer may
provide the correct CVM, may agree to the transaction, may
not cancel the transaction, and/or any other information or
actions may be performed such that the transaction may be
processed. Additional information regarding this step may be
found above in reference to step 409 of FIG. 4.

[0170] Atstep 721, the transaction initiation module 156 of
the access device 150 generates and/or submits an authoriza-
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tion request message including the transaction payload to a
merchant computer 160 for submission to a payment process-
ing network for processing.

[0171] At step 722, the merchant computer 160 may pro-
vide additional information and/or transaction information to
the authorization request message that may be useful or
required for processing the transaction.

[0172] At step 723, the merchant computer 160 may send
the authorization request message to an acquirer computer
170 and/or payment processing network for transaction pro-
cessing.

[0173] At step 724, the acquirer computer 170 receives the
authorization request message and forwards the authorization
request message to a payment processing network computer
180 associated with the account and/or payment credentials
included in the authorization request message.

[0174] At step 725, the payment processing network com-
puter 180 may receive the authorization request message and
may determine an account issuer associated with the autho-
rization request message. The payment processing network
may then forward the authorization request message to the
issuer for authorization of the transaction. Any number of
additional processes including fraud analysis, authentication,
risk analysis, and/or other actions may be performed by the
payment processing network computer 180 (or any of the
other computers associated with the authorization request
message).

[0175] At step 726, the issuer computer 190 receives the
authorization request message and determines whether the
transaction should be authorized. The issuer may determine
the account associated with the authorization request mes-
sage, compare an account value or credit available in the
account to the transaction amount, perform any number of
fraud checks or risk analysis processes, and/or perform any
other relevant actions to determine an appropriate authoriza-
tion decision.

[0176] Atstep 727, the issuer computer 190 may determine
an authorization decision and may generate an authorization
response message including the authorization decision. The
issuer computer 190 may send the authorization response
message to the payment processing network computer 180
for completion and processing of the transaction.

[0177] At step 728, the payment processing network com-
puter 180 may receive the authorization response message,
log the authorization decision for settlement and clearance
purposes, and send the authorization response message to the
acquirer computer 170 for reporting to the merchant com-
puter 160 and/or access device 150. In some embodiments,
the payment processing network computer 180 may also send
a notification to the portable communication device 110
including the authorization decision.

[0178] At step 729, the acquirer computer 170 receives the
authorization response message and forwards the authoriza-
tion response message to the merchant computer 160 for
completion of the transaction. The acquirer computer 170
may log the authorization decision and/or perform any other
functions related to the transaction.

[0179] Atstep 730, the merchant computer 160 receives the
authorization response message and completes the transac-
tion based on the authorization decision of the authorization
response message. For example, the merchant may provide a
good or service if the authorization response message
includes an indication of an accepted transaction and may
decline to provide a good or service when receiving a
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declined authorization decision. Although not shown, the
merchant computer 160 may provide the authorization
response message to the access device 150 and subsequently
to the portable communication device 110 for reporting to the
payment application and the consumer.

IV. System Devices

[0180] The various participants and elements described
herein with reference to FIGS. 1-2 may operate one or more
computer apparatuses to facilitate the functions described
herein. Any of the elements in FIGS. 1-2, including any
servers or databases, may use any suitable number of sub-
systems to facilitate the functions described herein.

[0181] Examples of such subsystems or components are
shown in FIG. 8. The subsystems shown in FIG. 8 are inter-
connected via a system bus 802. Additional subsystems such
as a printer 804, keyboard 806, fixed disk 808 (or other
memory comprising computer readable media), monitor 810,
which is coupled to display adapter 812, and others are
shown. Peripherals and input/output (I/O) devices, which
couple to I/O controller 815 (which can be a processor or
other suitable controller), can be connected to the computer
system by any number of means known in the art, such as
serial port 816. For example, serial port 816 or external inter-
face 818 can be used to connect the computer apparatus to a
wide area network such as the Internet, a mouse input device,
or a scanner. The interconnection via system bus allows the
central processor 820 to communicate with each subsystem
and to control the execution of instructions [rom system
memory 822 or the fixed disk 808, as well as the exchange of
information between subsystems. The system memory 822
and/or the fixed disk 808 may embody a computer readable
medium.

[0182] FIG. 9 is a functional block diagram illustrating a
mobile communication device that may be used to perform
mobile banking operations, such as initiating transactions and
receiving and displaying transaction alerts, in accordance
with some embodiments of the present invention. Mobile
communication device 902 may include circuitry that is used
to enable certain device functions, such as telephony. The
functional elements responsible for enabling those functions
may include a processor 904 that is programmed to execute
instructions that implement the functions and operations of
the device. Processor 904 may access data storage 912 (or
another suitable memory region or element) to retrieve
instructions or data used in executing the instructions. Data
input/output elements 908 may be used to enable a user to
input data (via a microphone or keyboard, for example) or
receive output data (via a speaker, for example). Display 906
may also be used to output data to a user. Communications
element 910 may be used to enable data transfer between
device 902 and a wireless network (via antenna 918, for
example) to assist in enabling telephony and data transfer
functions. Device 902 may also include contactless element
interface 914 to enable data transfer between contactless ele-
ment 916 and other elements of the device, where contactless
element 916 may include a secure memory and a near field
communications data transfer element (or another form of
short range communications technology). As noted, a mobile
phone or similar device is an example of a mobile communi-
cation device that may be used to display alerts as described
with reference to embodiments of the present invention.
However, other forms or types of devices may be used without
departing from the underlying concepts of the invention. Fur-
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ther, devices that are used to display alerts may not require the
capability to communicate using a cellular network in order to
be suitable for use with embodiments of the present invention.
[0183] Embodiments of the invention are not limited to the
above-described embodiments. For example, although sepa-
rate functional blocks are shown for an issuer, payment pro-
cessing network, and acquirer, some entities perform all of
these functions and may be included in embodiments of
invention.

[0184] Specific details regarding some of the above-de-
scribed aspects are provided above. The specific details of the
specific aspects may be combined in any suitable manner
without departing from the spirit and scope of embodiments
of the invention. For example, back end processing, data
analysis, data collection, and other transactions may all be
combined in some embodiments of the invention. However,
other embodiments of the invention may be directed to spe-
cific embodiments relating to each individual aspect, or spe-
cific combinations of these individual aspects.

[0185] It should be understood that the present invention as
described above can be implemented in the form of control
logic using computer software (stored in a tangible physical
medium) in a modular or integrated manner. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will know and appreciate other ways
and/or methods to implement the present invention using
hardware and a combination of hardware and software.
[0186] Any of the software components or functions
described in this application, may be implemented as soft-
ware code to be executed by a processor using any suitable
computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented tech-
niques. The software code may be stored as a series of instruc-
tions, or commands on a computer readable medium, such as
a random access memory (RAM), a read only memory
(ROM), a magnetic medium such as a hard-drive or a floppy
disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single
computational apparatus, and may be present on or within
different computational apparatuses within a system or net-
work.

[0187] The above description is illustrative and is not
restrictive. Many variations of the invention will become
apparent to those skilled in the art upon review of the disclo-
sure. The scope of the invention should, therefore, be deter-
mined not with reference to the above description, but instead
should be determined with reference to the pending claims
along with their full scope or equivalents.

[0188] One or more features from any embodiment may be
combined with one or more features of any other embodiment
without departing from the scope of the invention.

[0189] A recitationof“a”, “an” or “the” is intended to mean
“one or more” unless specifically indicated to the contrary.
[0190] All patents, patent applications, publications, and
descriptions mentioned above are herein incorporated by ref-
erence in their entirety for all purposes. None is admitted to be
prior art.

What is claimed is:

1. A method for processing a transaction initiated by a
mobile device communicating with an access device, the
method comprising:

receiving, by the access device, a plurality of application

identifiers from the mobile device, wherein the plurality
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ofapplication identifiers are associated with one or more
payment credentials provisioned on the mobile device;

determining, by the access device, a first application iden-
tifier and a second application identifier from the plural-
ity of application identifiers for the transaction;

preparing, by the access device, a first transaction payload
including first payment credentials associated with the
first application identifier and a second transaction pay-
load including second payment credentials associated
with the second application identifier;

initiating, by the access device, a first transaction using the

first transaction payload;

storing, by the access device, the second transaction pay-

load in a temporary memory;

determining, by the access device, that the first transaction

should not or cannot be completed; and

initiating, by the access device, a second transaction using

the stored second transaction payload from the tempo-
rary memory.
2. The method of claim 1, wherein preparing the first trans-
action payload and the second transaction payload comprises:
sending, by the access device, a first application selection
message to the mobile device, the first application selec-
tion message including the first application identifier;

receiving, by the access device, payment information asso-
ciated with the first application identifier from the
mobile device, the payment information including the
first payment credentials associated with the first appli-
cation identifier;

sending, by the access device, a second application selec-

tion message to the mobile device, the second applica-
tion selection message including the second application
identifier;

receiving, by the access device, payment information asso-

ciated with the second application identifier from the
mobile device, the payment information including the
second payment credentials associated with the second
application identifier; and

preparing, by the access device, the first transaction pay-

load using the first payment credentials and the second
transaction payload using the second payment creden-
tials.

3. The method of claim 2, wherein the access device com-
municates with the mobile device over a short range commu-
nication channel.

4. The method of claim 1, wherein initiating the first trans-
action using the first application identifier further comprises:

determining, by the access device, a cardholder verification

method associated with the first payment credentials;
and

requesting, by the access device, the determined card-

holder verification method from the user.

5. The method of claim 1, wherein initiating the second
transaction using the second application identifier further
comprises:

determining, by the access device, a cardholder verification

method associated with the second payment credentials,
wherein the cardholder verification method does not
require a user input;

submitting, by the access device, an authorization request

message including the transaction payload to a payment
network.

6. The method of claim 1, wherein the first application
identifier is associated with network-generic payment infor-

Jul. 2, 2015

mation and wherein the second application identifier is asso-
ciated with network-specific payment information.

7. The method of claim 1, wherein the first application
identifier and the second application identifier are associated
with the same payment credentials and wherein the first appli-
cation identifier and the second application identifier are
associated with different cardholder verification methods.

8. The method of claim 1, wherein determining the first
application identifier and the second application identifier
from the plurality of application identifiers for the transaction
comprises:

determining, by the access device, supported application
identifiers from the plurality of application identifiers,

determining, by the access device, a first priority applica-
tion identifier and a second priority application identifier
from the supported application identifiers; and

selecting the first priority application identifier as the first
application identifier and the second priority application
identifier as the second application identifier.
9. The method of claim 1, wherein determining that the first
transaction should not or cannot be completed includes deter-
mining that a cardholder verification method input is not
received by the access device in a predetermined period of
time.
10. The method of claim 1, wherein determining that the
first transaction should not or cannot be completed includes
receiving an input from a consumer indicating a preference
for initiating the second transaction.
11. An access device comprising:
a processor;
a computer-readable medium coupled to the processor, the
computer-readable medium comprising code, execut-
able by the processor, for performing a method of pro-
cessing a transaction initiated by a mobile device, the
method comprising:
receiving a plurality of application identifiers from the
mobile device, wherein the plurality of application
identifiers are associated with one or more payment
credentials provisioned on the mobile device;

determining a first application identifier and a second
application identifier from the plurality of application
identifiers for the transaction;

preparing a first transaction payload including first pay-
ment credentials associated with the first application
identifier and a second transaction payload including
second payment credentials associated with the sec-
ond application identifier;

initiating a first transaction using the first transaction
payload;

storing the second transaction payload in a temporary
memory;

determining that the first transaction should not or can-
not be completed; and

initiating a second transaction using the stored second
transaction payload from the temporary memory.

12. The access device of claim 11, wherein preparing the
first transaction payload and the second transaction payload
comprises:

sending, by the access device, a first application selection
message to the mobile device, the first application selec-
tion message including the first application identifier;

receiving, by the access device, payment information asso-
ciated with the first application identifier from the
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mobile device, the payment information including the
first payment credentials associated with the first appli-
cation identifier;

sending, by the access device, a second application selec-

tion message to the mobile device, the second applica-
tion selection message including the second application
identifier;

receiving, by the access device, payment information asso-

ciated with the second application identifier from the
mobile device, the payment information including the
second payment credentials associated with the second
application identifier; and

preparing, by the access device, the first transaction pay-

load using the first payment credentials and the second
transaction payload using the second payment creden-
tials.

13. The access device of claim 12, wherein the access
device communicates with the mobile device over a short
range communication channel.

14. The access device of claim 11, wherein initiating the
first transaction using the first application identifier further
comprises:

determining, by the access device, a cardholder verification

method associated with the first payment credentials;
and

requesting, by the access device, the determined card-

holder verification method from the user.

15. The access device of claim 11, wherein initiating the
second transaction using the second application identifier
further comprises:

determining, by the access device, a cardholder verification

method associated with the second payment credentials,
wherein the cardholder verification method does not
require a user input;

submitting, by the access device, an authorization request

message including the transaction payload to a payment
network.

16. The access device of claim 11, wherein the first appli-
cation identifier is associated with network-generic payment
information and wherein the second application identifier is
associated with network-specific payment information.

17. The access device of claim 11, wherein the first appli-
cation identifier and the second application identifier are
associated with the same payment credentials and wherein
the first application identifier and the second application iden-
tifier are associated with different cardholder verification
methods.
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18. The access device of claim 11, wherein determining the
first application identifier and the second application identi-
fier from the plurality of application identifiers for the trans-
action comprises:

determining, by the access device, supported application

identifiers from the plurality of application identifiers,
determining, by the access device, a first priority applica-
tion identifier and a second priority application identifier
from the supported application identifiers; and
selecting the first priority application identifier as the first
application identifier and the second priority application
identifier as the second application identifier.

19. The access device of claim 11, wherein determining
that the first transaction should not or cannot be completed
includes determining that a cardholder verification method
input is not received by the access device in a predetermined
period of time.

20. The access device of claim 11, wherein determining
that the first transaction should not or cannot be completed
includes receiving an input from a consumer indicating a
preference for initiating the second transaction.

21. A system for processing payment transactions initiated
by a mobile device communicating with an access device, the
system comprising:

the mobile device configured to:

send a plurality of application identifiers to the access
device, the plurality of application identifiers being
associated with two or more payment credentials
stored on the mobile device; and

the access device configured to:

receive the plurality of application identifiers from the
mobile device;

determine a first and a second application identifier for
the transaction;

prepare a first transaction payload including payment
credentials associated with the first application iden-
tifier and a second transaction payload including pay-
ment credentials associated with the second applica-
tion identifier;

initiate a first transaction using the first transaction pay-
load;

determine that the first transaction should not or cannot
be completed; and

initiate the second transaction using the second transac-
tion payload.
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