DECLARATION OF JUNE ANN MUNFORD

OKTA-1016



1. My name is June Ann Munford. I am over the age of 18, have personal
knowledge of the facts set forth herein, and am competent to testify to the

same.

2. I earned a Master of Library and Information Science (MLIS) from the
University of Wisconsin-Milwaukee in 2009. I have over ten years of
experience in the library/information science field. Beginning in 2004, I
have served in various positions in the public library sector including
Assistant Librarian, Youth Services Librarian and Library Director. I have

attached my Curriculum Vitae as Appendix CV.

3. During my career in the library profession, I have been responsible for
materials acquisition for multiple libraries. In that position, I have cataloged,
purchased and processed incoming library works. That includes purchasing
materials directly from vendors, recording publishing data from the material
in question, creating detailed material records for library catalogs and
physically preparing that material for circulation. In addition to my
experience in acquisitions, I was also responsible for analyzing large

collections of library materials, tailoring library records for optimal catalog



search performance and creating lending agreements between libraries

during my time as a Library Director.

. I'am fully familiar with the catalog record creation process in the library
sector. In preparing a material for public availability, a library catalog record
describing that material would be created. These records are typically
written in Machine Readable Catalog (herein referred to as “MARC”) code
and contain information such as a physical description of the material,
metadata from the material’s publisher, and date of library acquisition. In
particular, the 008 field of the MARC record is reserved for denoting the
date of creation of the library record itself. As this typically occurs during
the process of preparing materials for public access, it is my experience that

an item’s MARC record indicates the date of an item’s public availability.

. Typically, in creating a MARC record, a librarian would gather various bits
of metadata such as book title, publisher and subject headings among others
and assign each value to a relevant numerical field. For example, a book’s
physical description is tracked in field 300 while title/attribution is tracked in
field 245. The 008 field of the MARC record is reserved for denoting the
creation of the library record itself. As this is the only date reflecting the

inclusion of said materials within the library’s collection, it is my experience



that an item’s 008 field accurately indicates the date of an item’s public

availability.

. I'am familiar with the Internet Archive, a digital library accessible to the
general public. Among other services that the Internet Archive makes
available to the general public is the Wayback Machine, an online archive of
the web. The Internet Archive’s Wayback Machine service archives
webpages as of a certain capture date to track changes in the web over time.
The Internet Archive has been in operation as a nonprofit library since 1996
and has hosted the Wayback Machine service since its inception in 2001.
During my time as a librarian, I frequently used the Internet Archive’s
Wayback Machine for research and instruction purposes. This includes
teaching instructional classes on using the Wayback Machine to library
patrons and using the Wayback Machine to research reference inquiries that
require hard-to-find online resources. I consider the Internet Archive’s
recordskeeping to be as rigorous and detailed as other formal library
recordskeeping practices such as MARC records, OCLC records and Dublin

Core.

. I have reviewed Exhibit OKTA-1009, a document entitled Identity

Metasystem Interoperability Version 1.0.



8. Attached hereto as Appendix OASISO1 is a screen capture of the Internet
Archive Wayback Machine entry for http://docs.oasis-
open.org/imi/identity/v1.0/os/identity-1.0-spec-os.doc. I secured these screen
captures myself from
https://web.archive.org/web/20100707094547/http://docs.oasis-
open.org/imi/identity/v1.0/os/identity-1.0-spec-o0s.doc. This record was

captured as of July 7, 2010.

9. Appendix OASISO1 is an Internet Archive capture of a file entitled Identity
Metasystem Interoperability Version 1.0 as hosted on the Oasis website. In
comparing Appendix OASISO1 to Exhibit OKTA-1009, it is my
determination that Exhibit OKTA-1009 is a true and correct copy of Identity
Metasystem Interoperability Version 1.0 as hosted on the Oasis website. As
the Internet Archive first captured this file as of July 7, 2010, it is my
determination that Identity Metasystem Interoperability Version 1.0 was first
made available to the public as of July 7, 2010 via the Internet Archive and

likely earlier via the original Oasis website.

10.Attached hereto as Appendix OASIS02 is a screen capture of the Internet

Archive Wayback Machine entry for http://docs.oasis-



open.org/imi/identity/v1.0/os/identity-1.0-spec-os.pdf. I secured these screen
captures myself from
https://web.archive.org/web/20100707043418/http://docs.oasis-
open.org/imi/identity/v1.0/os/identity-1.0-spec-os.pdf. This record was

captured as of July 7, 2010.

11.Appendix OASIS02 is an Internet Archive capture of a file entitled Identity
Metasystem Interoperability Version 1.0 as hosted on the Oasis website. In
comparing Appendix OASIS02 to Exhibit OKTA-1009, it is my
determination that Exhibit OKTA-1009 is a true and correct copy of Identity
Metasystem Interoperability Version 1.0 as hosted on the Oasis website. As
the Internet Archive first captured this file as of July 7, 2010, it is my
determination that Identity Metasystem Interoperability Version 1.0 was first
made available to the public as of July 7, 2010 via the Internet Archive and

likely earlier via the original Oasis website.

12.Attached hereto as Appendix OASIS03 is a screen capture of the Internet

Archive Wayback Machine entry for http://docs.oasis-
open.org/imi/identity/v1.0/os/identity-1.0-spec-os.html. I secured these
screen captures myself from

https://web.archive.org/web/20090916031534/http://docs.oasis-



open.org/imi/identity/v1.0/os/identity-1.0-spec-os.html. This record was

captured as of September 16, 2009.

13.Appendix OASISO03 is an Internet Archive capture of a web page entitled
Identity Metasystem Interoperability Version 1.0 as hosted on the Oasis
website. Page 2 of Appendix OASISO03 contains a link to download the DOC
and PDF versions of the OASIS Standard presented in Appendices OASISO1
and OASISO02. The page captured in Appendix OASISO03 indicates the Oasis
organization intended to present this standard to visitors to the Oasis

website.

14.Attached hereto as Appendix OASIS04 is a screen capture of a webpage
entitled Information Cards and Affirmative Statements by M. Ivkovic, et al
as hosted on the Semantic Scholar website. I secured these screen captures

myself from https://www.semanticscholar.org/paper/Information-Cards-and-

Affirmative-Statements-Ivkovic-

Centner/ab4936155796199¢t7692{18eb22{fe653e0eb63b.

15.Appendix OASIS04 is a paper entitled Information Cards and Affirmative
Statements by M. Ivkovic, et al as presented on the Semantic Scholar

website. According to page 3 of Appendix OASIS04, Information Cards and



Affirmative Statements by M. Ivkovic, et al was published in 2010 in
Proceedings of the 6 International Conference on Web Information
Systems and Technology. Page 9 of Appendix OASIS04 contains a citation
and link to the Oasis Identity Metasystem Interoperability Version 1.0

standard.

16.Attached hereto as Appendix OASISOS is a screen capture of a webpage
entitled Magentix2: A Privacy-Enhancing Agent Platform by Jose M. Such,
et al as hosted on the ScienceDirect website. I secured these screen captures
myself from

https://www.sciencedirect.com/science/article/abs/pi11/S0952197612001522.

17.Appendix OASISOS is a paper entitled Magentix2: A Privacy-Enhancing
Agent Platform by Jose M. Such, et al as presented on the ScienceDirect
website. According to page 1 of Appendix OASIS05, Magentix2: A Privacy-
Enhancing Agent Platform by Jose M. Such, et al was published in January
2013 in Engineering Applications of Artificial Intelligence. Page 13 of
Appendix OASISO0S5 contains a citation and link to the Oasis Identity

Metasystem Interoperability Version 1.0 standard.



18.Attached hereto as Appendix OASIS06 is a screen capture of a webpage
entitled Formal Analysis of Information Card Federated Identity-
Management Protocol by Juan Wang, et al as hosted on the IEEE Xplore
website. | secured these screen captures myself from

https://ieeexplore.ieee.org/document/10284735.

19. Appendix OASISO06 is a paper entitled Formal Analysis of Information Card
Federated Identity-Management Protocol by Juan Wang, et al as presented
on the IEEE Xplore website. According to page 1 of Appendix OASIS06,
Formal Analysis of Information Card Federated Identity-Management
Protocol by Juan Wang, et al was published in January 2013 in the Chinese
Journal of Electronics. Page 14 of Appendix OASIS06 contains a citation
and link to the Oasis Identity Metasystem Interoperability Version 1.0

standard.

20.Attached hereto as Appendix OASIS07 is a screen capture of a webpage
entitled OASIS Approves Interoperability Standard for Information Cards as
hosted on the Xml.org website. I secured these screen captures myself from

https://idtrust.xml.org/news/oasis-approves-interoperability-standard-for-

information-cards.




21.Appendix OASIS07 is an article entitled Formal Analysis of Information
OASIS Approves Interoperability Standard for Information Cards as
presented on the xml.org website. According to page 1 of Appendix
OASIS07, OASIS Approves Interoperability Standard for Information Cards
was published as of July 16, 2009 on xml.org. This article describes the
Oasis Identity Metasystem Interoperability Version 1.0 standard and
contains the following passage: ‘As with all OASIS projects, archives of the

Committee’s work are accessible to both members and non-members’.

22.Attached hereto as Appendix OASISOS is a screen capture of a document
entitled ITU-T Workshop on Addressing Securing Challenges on a Global
Scale as hosted on the ITU-T website. | secured these screen captures myself

from https://www.itu.int/dms pub/itu-

t/0th/06/35/T063500000200605PDFE.pdf.

23.Appendix OASISOS is a presentation entitled [ITU-T Workshop on
Addressing Securing Challenges on a Global Scale as presented on the ITU-
T website. According to page 1 of Appendix OASIS08, this document was
presented as of December 6-7, 2010. Page 11 of Appendix OASIS08
contains the following passage: ‘Publicly reviewed

specification...Specifications are free’.
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24.Attached hereto as Appendix OASIS09 is a screen capture of a webpage
entitled OASIS Identity Metasystem as hosted on the Internet Identity
Workshop Wiki website. I secured these screen captures myself from

https://iiw.idcommons.net/OASIS Identity Metasystem.

25.Appendix OASIS09 is a web page entitled OASIS Identity Metasystem as
presented on the [TW wiki. According to page 1 of Appendix OASISOS, this
document was last updated as of December 1, 2008. Page 1 of Appendix
OASIS09 contains links to a draft copy of the OASIS Approves

Interoperability Standard for Information Cards.

26.Appendix OASIS03 indicates the OASIS standard was available via the
OASIS website no later than September 16, 2009. Appendices OASIS04 -
OASIS06 each contain a citation to the OASIS standard, indicating the
general availability of the standard to the authors of those works from 2010
—2013. Appendix OASIS07 reports the standard was approved as of July 16,
2009, Appendix OASIS08 indicates OASIS standards are broadly available
to the public and Appendix OASIS09 indicates drafts of this standard were
available to the public prior to being approved in July 2009. Considering

each of the OASIS standards, it is my determination Formal Analysis of

11



Information Card Federated Identity-Management Protocol was available to
the public certainly no later than July 7, 2010 and likely earlier via the

OASIS website.

27.1 have reviewed Exhibit OKTA-1012, a document entitled The TLS Protocol

Version 1.0.

28.Attached hereto as Appendix TLSO1 is a screen capture of the Internet
Archive Wayback Machine entry for http://ftp.isi.edu/in-notes/rfc2246.txt. I
secured these screen captures myself from
https://web.archive.org/web/20011222210559/http://ftp.isi.edu/in-

notes/rfc2246.txt. This record was captured as of December 22, 2001.

29.Appendix TLSO1 is an Internet Archive capture of a file entitled The TLS
Protocol Version 1.0 as hosted on the Network Working Group website. In
comparing Appendix TLSOI to Exhibit OKTA-1012, it is my determination
that Exhibit OKTA-1012 is a true and correct copy of The TLS Protocol
Version 1.0 as hosted on the Network Working Group website. As the
Internet Archive first captured this file as of December 22, 2001, it is my

determination that The TLS Protocol Version 1.0 was first made available to

12



the public as of December 22, 2001 via the Internet Archive and likely

earlier via the original Network Working Group website.

30.1 have been retained on behalf of the Petitioner to provide assistance in the
above-illustrated matter in establishing the authenticity and public
availability of the documents discussed in this declaration. I am being
compensated for my services in this matter at the rate of $200.00 per hour
plus reasonable expenses. My statements are objective, and my

compensation does not depend on the outcome of this matter.

31.1 declare under penalty of perjury that the foregoing is true and correct. I
hereby declare that all statements made herein of my own knowledge are
true and that all statements made on information and belief are believed to
be true; and further that these statements were made the knowledge that
willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States

Code.

Dated: 3/9/2026

June Ann Munford
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June A. Munford
Curriculum Vitae

Education

University of Wisconsin-Milwaukee - MS, Library & Information Science, 2009
Milwaukee, WI

e Coursework included cataloging, metadata, data analysis, library systems,
management strategies and collection development.
e Specialized in library advocacy, cataloging and public administration.

Grand Valley State University - BA, English Language & Literature, 2008
Allendale, M1

e Coursework included linguistics, documentation and literary analysis.
e Minor in political science with a focus in local-level economics and
government.

Professional Experience

Researcher / Expert Witness, October 2017 — present
Freelance e Pittsburgh, Pennsylvania & Grand Rapids, Michigan

e Material authentication and public accessibility determination. Declarations of
authenticity and/or public accessibility provided upon research completion. Experienced
with appeals and deposition process.

® Research provided on topics of public library operations, material
publication history, digital database services and legacy web resources.

e Past clients include Alston & Bird, Arnold & Porter, Baker Botts, Fish & Richardson,
Erise IP, Irell & Manella, O'Melveny & Myers, Perkins-Coie, Pillsbury Winthrop Shaw
Pittman and Slayden Grubert Beard.

Library Director, February 2013 - March 2015
Dowagiac District Library @ Dowagiac, Michigan

e Executive administrator of the Dowagiac District Library. Located in
Southwest Michigan, this library has a service area of 13,000, an annual
operating budget of over $400,000 and total assets of approximately
$1,300,000.
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e Developed careful budgeting guidelines to produce a 15% surplus during the 2013-
2014 & 2014-2015 fiscal years while being audited.

e Using this budget surplus, oversaw significant library investments including the
purchase of property for a future building site, demolition of existing buildings and
building renovation projects on the current facility.

e [ ed the organization and digitization of the library's archival records.

e Served as the public representative for the library, developing business
relationships with local school, museum and tribal government entities.

e Developed an objective-based analysis system for measuring library services -
including a full collection analysis of the library's 50,000+ circulating items and their
records.

November 2010 - January 2013
Librarian & Branch Manager, Anchorage Public Library ® Anchorage, Alaska

e Headed the 2013 Anchorage Reads community reading campaign including event
planning, staging public performances and creating marketing materials for mass
distribution.

® Co-led the social media department of the library's marketing team, drafting social
media guidelines, creating original content and instituting long-term planning via content
calendars.

e Developed business relationships with The Boys & Girls Club, Anchorage
School District and the US Army to establish summer reading programs for
children.

June 2004 - September 2005, September 2006 - October 2013
Library Assistant, Hart Area Public Library
Hart, M1

e Responsible for verifying imported MARC records and original MARC
cataloging for the local-level collection as well as the Michigan Electronic
Library.

e Handled OCLC Worldcat interlibrary loan requests & fulfillment via
ongoing communication with lending libraries.

Professional Involvement

Alaska Library Association - Anchorage Chapter

16



e Treasurer, 2012

Library Of Michigan
e Level VII Certification, 2008
e [evel II Certification, 2013

Michigan Library Association Annual Conference 2014
e New Directors Conference Panel Member

Southwest Michigan Library Cooperative
e Represented the Dowagiac District Library, 2013-2015

Professional Development

Library Of Michigan Beginning Workshop, May 2008

Petoskey, MI
e Received training in cataloging, local history, collection management,
children’s literacy and reference service.

Public Library Association Intensive Library Management Training, October 2011
Nashville, TN
e Attended a five-day workshop focused on strategic planning, staff
management, statistical analysis, collections and cataloging theory.

Alaska Library Association Annual Conference 2012 - Fairbanks, February 2012
Fairbanks, AK
e Attended seminars on EBSCO advanced search methods, budgeting,
cataloging, database usage and marketing.

Depositions

2019 e Fish & Richardson

Apple v. Qualcomm (Case No. [PR2018-001281, 39521-004211P, [IPR2018-01282 and
39521-004211P2)

2019 e Erise IP
Implicit, LLC v. Netscout Systems, Inc (Case No. 2:18-cv-53-JRG)

2019 e Perkins-Coie

Adobe Inc. v. RAH Color Technologies LLC (Case No. IPR2019-00627, IPR2019-
00628, IPR2019-00629 and IPR2019-00646)

17



2020 @ O’Melveny & Myers
Maxell, Ltd. v. Apple Inc. (Case No. 5:19-cv-00036-RWS)

2021 e Pillsbury Winthrop Shaw Pittman LLP
Intel v. SRC (Case No. IPR2020-1449)

2022 e Perkins-Coie

Realtek v. Future Link (Case No. [PR2021-01182)

2023 e Fish & Richardson
Neuroderm Ltd. v. Abbvie, Inc (Case No. PGR2022-00040)

2023 e Fish & Richardson
Nearmap US Inc. v. Pictometry International Corp. (Case No. [IPR2022-00735)

2023 e Fish & Richardson
Samsung Electronics v. MemoryWeb LLC (Case No. 39843-0136PS1)

2023 e Pillsbury Winthrop Shaw Whitman LLP

Gravel Rating Systems v. Costco Wholesale Corp. (Case No.
4:21-cv-149-ALM)

2024 e Willkie-Farr
Netflix, Inc. v. VideoLabs. Inc. (Case No. IPR2023-00628)

2024 e Quinn Emanuel Urquhart & Sullivan
Purdue University v. Wolfspeed (Case No. 1:21-CV-840)

2024 e Fish & Richardson
Dish Network v. Entropic Communications (Case No. IPR2024-00393)
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2025 e Perkins Coie
Amazon.com, Inc. v. Nokia Technologies Oy (Case No. IPR2024-00572)

2025 e Fish & Richardson
Dish Network v. Entropic Communications (Case No. [PR2024-00373)

2025 e Fish & Richardson
SK Nexilis Co., Ltd. v. Solus Advanced Materials (Case No. 2:2023-cv-00539)

2025 e Covington & Burling
Samsung v. Pictiva (Case No. IPR2024-01222)

2026 e Fish & Richardson
Shenzhen & Bambu Labsv. Stratasys (Case No. 2:24-cv-00644-JRG)

2026 e Wilmer, Cutler, Pickering, Hale and Dorr
Shopify v. Lower48 (Case No. 6:22-cv-00997-DAE)

Limited Case and Clientele History

Alston & Bird
e Ericsson

v. Collision Communications (Case No. [PR2022-01233)

e Nokia
v. Neptune Subsea, Xtera (Case No. 1:17-cv-01876)

e Universal Electronics Inc

v. Roku Inc (Case No. [PR2022-00818)
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Alavi & Anaipakos PLLC
e Stingray Group Inc. and Stingray Music USA, Inc.

v. Edwin A. Hernandez-Mondragon and Egla Corp. (Case No. 1:24-cv-
21226-RAR)

Arnold & Porter
e [vantis

v. Glaukos (Case No. 8:18-cv-00620)

e Samsung

v. Jawbone (Case No. 2:21-cv-00186)

Benesch Friedlander Coplan & Aronoff
e Voyis
v. Cathx (Case No. 5:21-cv-00077-RWS)

Buchanan, Ingersoll & Rooney PC

e Google LLC, AT&T Service Inc., T Mobile USA Inc., Cellco Partnership, Ericsson
Inc. & Nokia of America Corp.

v. KT Corp & Pegasus Wireless Innovation LLC (Case No. IPR2025-00293)

e Google LLC
v. K. Mizra LLC (Case No. 1:25-cv-00236)

Covington & Burling
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e First Solar, Inc.

v. JinkoSolar (Case No. 25-cv-223)

e Samsung

v. Pictiva (Case No. [PR2024-01222)

Deschert LLP
e Smaxtec Animal Care

v. ST Reproductive Technologies, LLC (Case No. [PR2024-00885)

Duane Morris
e Kangxi Communication Technologies

v. Skyworks Solutions Inc. (Case No. [IPR2025-00373)

e Microsoft

v. Edge Networking Systems LLC (Case No. 1:24-cv-00215)

Erise I.P.
e Apple

v. Ericsson Inc. (Case No. IPR2022-00715)

v. Future Link Systems (Case No. IPRs 6317804, 6622108, 6807505, and
7917680)

v. INVT (Case No. 20-1881)
v. Navblazer LLC (Case No. [PR2020-01253)

v. Qualcomm (Case No. IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

v. Quest Nettech Corp (Case No. 2:19-cv-00118-JRG)
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v. Telefonaktiebolaget LM Ericsson (Case No. [IPR2022-00275)
v. Theta IP, LLC (Case No. [PR2024-00818)
v. THL Holding Company LLC (Case No. 1:23-cv-00548)

e CrowdStrike

v. Skysong Innovations (Case No. [PR2025-01398)

e Fanduel

v. CGT (Case No. 19-1393)

e Garmin

v. Phillips North America LLC (Case No. 2:19-cv-6301-AB-KS)

e Netscout
v. Longhorn HD LLC (Case No. 2:20-cv-00349)
v. Implicit, LLC (Case No. 2:18-cv-53-JRG)

e Sony Interactive Entertainment LLC
v. Bot M8 LLC (Case No. IPR2020-01288)
v. Infernal Technology LLC (Case No. 2:19-CV-00248-JRG)

e Tesla

v. Charge Fusion Technologies LLC (Case No. [PR2025-00032)

e Unified Patents

v. GE Video Compression (Case No. 2:19-cv-248)

Fish & Richardson
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e Apple
v. AliveCor (Case No. 3:21-cv-03958)
v. LBS Innovations (Case No. 2:19-cv-00119-JRG-RSP)
v. Koss Corporation (Case No. [IPR2021-00305)

v. Masimo (Case No. IPR 50095-00121P1, 50095-00121P2, 50095-00131P1,
50095-00131P2, 50095-0006IP1, 50095-01351P1)

v. Neonode (Case No. 21-cv-08872-EMC)

v. Qualcomm (Case No. [IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

v. Resonant Sys. (Case No. 7:23-cv-00077-ADA)

e AsusTek Computer Inc.
v. Videolabs, Inc. (Case No. 22-CV-00720-ADA)

e Dell
v. Neo Wireless (Case No. IPR2022-00616)

e Dish Network
v. Entropic Communications, LLC (Case No. 2:2023-CV-01043)
v. Entropic Communications LLC (Case No. [PR2024-00393)
v. Realtime Adaptive Streaming (Case No. 1:17-CV-02097-RBJ)
v. TQ Delta LLC (Case No. 18-1798)

e Evapco Dry Cooling
v. SPG Dry Cooling (Case No. IPR2021-00688)

e (Generac

v. PSLC (Case No. 2:24-cv-01270)

e Genetec
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v. Sensormatic Electronics (Case No. 1:20-CV-00760)

e Huawei

v. Bell Northern Research LLC (Case No. IPR2019-01174)

e Kianxis

v. Blue Yonder (Case No. 3:20-cv-03636)

e .G Electronics

v. Bell Northern Research LLC (Case No. 3:18-cv-2864-CAB-BLM)

o MediaTek
v. MOSAID (Case No. IPR2024-00718)

o Metaswitch

v. Sonus Networks (Case No. IPR2018-01719)

® Microsoft

v. Throughputer Inc (Case No. IPR2022-00757)

e Mom Enterprises

v. Ddrops Company (Case No. 1:22-cv-00332)

e MLC Intellectual Property
v. MicronTech (Case No. 3:14-cv-03657-SI)

e Nearmap Inc

v. EagleView Technologies (Case No. [IPR2022-01009)

@ Neuroderm Ltd.

v. Abbvie, Inc (Case No. PGR2022-00040)
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e Par-Kan

v. Unverferth (Case No. 3:23-cv-00653)

e Posco Co Ltd.
v. Pascal Drillet et al. (Case No. IPR2025-00370)

e Realtek Semiconductor

v. Future Link (Case No. [IPR2021-01182)

e Quectel

v. Koninklijke Philips (Case No. 1:20-cv-01710)

e Samsung
v. Aire Technology (Case No. IPR2022-00877)
v. Bell Northern Research (Case No. 2:19-cv-00286-JRG)
v. Communication Technologies Inc (Case No. IPR2022-01221)
v. Jawbone Innovations (Case No. IPR2022-00865)

<

. MemoryWeb LLC (Case No. [PR2022-00885)
v. Dodots Licensing Solutions (Case No. [IPR2023-00701)
v. Telefonaktiebolaget LM Ericsson (Case No. IPR2021-00615)

e Tesla

v. Intellectual Ventures (Case No. 1:24-cv-00390, 6:24-cv-00188)

e Texas Instruments

v. ParkerVision (Case No. [PR2024-00934)
v. Vantage Micro LLC (Case No. [PR2020-01261)
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e Xilinx

v. Sentient Sensors LCC (Case No. 1:22-cv-00173)

Goodwin Proctor
e Intel

v. Proxense, LLC (Case No. 6:24-cv-00283)

e Samsung Electronics

v. Mobile Data Technologies (Case No. 2:24-cv-00435)

e Taiwan Semiconductor Manufacturing Company Ltd.

v. Advanced Integrated Circuit Process LLC (Case No. 2:24-cv-00623)

Groombridge Wu
® Atossa

v. Jina & Intas Pharmaceuticals (Case No. PGR2025-00043)

e Nearmap

v. Eagle View Technologies Inc. and Pictometry International Corp. (Case No.
2:21-cv-00283-TS-DAO)

Holland & Knight
e Wilmington Trust, N.A.

v. Herman Segal & John Hancock Life Insurance Company of New York (Case
No. 1:21-CV-01540-PKC-TAM)
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Irell & Manella

e Curium

Latham & Watkins LLP
e Apple
v. Advanced Coding Research LLC

e Google
v. Advanced Coding Research (Case No. 2:24-cv-0035)

e Western Digital Technologies
MR Technologies GmbH (Case No. 8:24-cv-01848-JVS)

Leydig, Voit & Mayer, Ltd.

e Public Availability Consultancy

O’Melveny & Myers
e Apple
v. Maxell (Case No. 5:19-cv-00036-RWS)

e Disney Media & Entertainment Distribution LLC

v. Digital Media Technology Holdings, LLC (Case No. 2:22-
cv-01642)

27



e Micron Technology Inc.

v. Besang Inc (Case No. [PR2023-00900)

e Samsung

v. Daedalus Prime LLC (1335 Investigation)

Perkins-Coie
e Amazon
v. Nokia (Case No. IPR2024-00847 and IPR2024-00848)
v. Nokia Technologies Oy (Case No. IPR2024-00572)

e Google LLC
v. Clear Imaging Research LLC (Case No. 202510451)

e Heru Industries

v. The UAB Research Foundation (Case No. [PR2022-01148)

e Intel Corporation
v. BeSang Inc. (Case No. IPR2023-00991)
v. BitMICRO (Case No. 5:23-cv-00625)
v. Telefonaktiebolaget L M Ericsson (Case No. IPR2024-00610)

o Microsoft

v. Sandpiper (Case No. 2:25-cv-00664)

e Niantic, Inc.

v. ImagineAR, Inc. (C.A. No. 24-1252-]D)

28



e Realtek Semiconductor

v. Future Link (Case No. [IPR2021-01182)

® r-pac

v. Adasa, Inc. (Case No. 1:2024cv06102)

e Twitter Inc
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An ldentity Selector and the associated identity system components allow users to manage their
Digital Identities from different Identity Providers, and employ them in various contexts to access
online services. In this specification, identities are represented to users as “Information Cards”.
Information Cards can be used both at applications hosted on Web sites accessed through Web
browsers and rich client applications directly employing Web services.

This specification also provides a related mechanism to describe security-verifiable identity for
endpoints by leveraging extensibility of the WS-Addressing specification. This is achieved via
XML [XML 1.0] elements for identity provided as part of WS-Addressing Endpoint References.
This mechanism enables messaging systems to support multiple trust models across networks
that include processing nodes such as endpoint managers, firewalls, and gateways in a transport-
neutral manner.

Status:
This document was last revised or approved by the Identity Metasystem Interoperability TC on
the above date. The level of approval is also listed above. Check the “Latest Version” or “Latest
Approved Version” location noted above for possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at http://www.oasis-
open.org/committees/imi/.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/imi/ipr.php.

The non-normative errata page for this specification is located at http://www.oasis-
open.org/committees/imi/.
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1 Introduction

The Identity Metasystem Interoperability specification prescribes a subset of the mechanisms defined in
[WS-Trust 1.2], [WS-Trust 1.3], [WS-SecurityPolicy 1.1], [WS-SecurityPolicy 1.2], and [WS-
MetadataExchange] to facilitate the integration of Digital Identity into an interoperable token issuance and
consumption framework using the Information Card Model. It documents the Web interfaces utilized by
browsers and Web applications that utilize the Information Card Model. Finally, it extends WS-
Addressing’s endpoint reference by providing identity information about the endpoint that can be verified
through a variety of security means, such as https or the wealth of WS-Security specifications.

This profile constrains the schema elements/extensions used by the Information Card Model, and
behaviors for conforming Relying Parties, Identity Providers, and Identity Selectors.

1.1 Notational Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described
in [RFC 2119].

This specification uses the following syntax to define outlines for assertions:

e The syntax appears as an XML instance, but values in italics indicate data types instead of literal
values.

Characters are appended to elements and attributes to indicate cardinality:
o "?"(Qor1)
o """ (0 ormore)
o "+" (1 or more)

e The character "|" is used to indicate a choice between alternatives.

lllll

e The characters "(" and ")" are used to indicate that contained items are to be treated as a group
with respect to cardinality or choice.

e The characters "[" and "]" are used to call out references and property names.

e Ellipses (i.e., "...") indicate points of extensibility. Additional children and/or attributes MAY be
added at the indicated extension points but MUST NOT contradict the semantics of the parent
and/or owner, respectively. By default, if a receiver does not recognize an extension, the receiver
SHOULD ignore the extension; exceptions to this processing rule, if any, are clearly indicated
below.

e XML namespace prefixes (see Table 2) are used to indicate the namespace of the element being
defined.

Elements and Attributes defined by this specification are referred to in the text of this document using
XPath 1.0 expressions. Extensibility points are referred to using an extended version of this syntax:

e An element extensibility point is referred to using {any} in place of the element name. This
indicates that any element name can be used, from any namespace other than the namespace of
this specification.

e An attribute extensibility point is referred to using @{any} in place of the attribute name. This
indicates that any attribute name can be used, from any namespace other than the namespace of
this specification.

Extensibility points in the exemplar might not be described in the corresponding text.

1.2 Namespaces

Table 1 lists the XML namespaces that are used in this document.
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Prefix

XML Namespace

Specification(s)

ds http://www.w3.0rg/2000/09/xmldsig# XML Digital Signatures
ic http://schemas.xmlsoap.org/ws/2005/05/identity This document
ic07 http://schemas.xmlsoap.org/ws/2007/01/identity Namespace for additional
elements also defined by
this document
ic08 http://docs.oasis-open.org/imi/ns/identity-200810 Namespace for new
elements defined by this
document
S May refer to either http://schemas.xmlsoap.org/soap/envelope or SOAP
http://www.w3.0rg/2003/05/soap-envelope since both may be
used
S11 http://schemas.xmlsoap.org/soap/envelope SOAP 1.1 [SOAP 1.1]
S12 http://www.w3.0rg/2003/05/soap-envelope SOAP 1.2 [SOAP 1.2]
saml urn:oasis:names:tc:SAML:1.0:assertion SAML 1.0
sp May refer to either WS-SecurityPolicy
http://schemas.xmlsoap.org/ws/2005/07/securitypolicy or
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 since
both may be used
sp11 http://schemas.xmlsoap.org/ws/2005/07/securitypolicy WS-SecurityPolicy 1.1
[WS-SecurityPolicy 1.1]
sp12 http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 WS-SecurityPolicy 1.2
[WS-SecurityPolicy 1.2]
wsa http://www.w3.0rg/2005/08/addressing WS-Addressing [WS-
Addressing]
wsai http://schemas.xmlsoap.org/ws/2006/02/addressingidentity Addressing Identity
extension for WS-
Addressing also defined
by this document
wsdl May refer to either http://schemas.xmlsoap.org/wsdl/ or Web Services Description
http://www.w3.org/TR/wsdI20 since both may be used Language
wsdl11 http://schemas.xmlsoap.org/wsdl/ Web Services Description
Language [WSDL 1.1]
wsdl20 http://www.w3.org/TR/wsdI20 Web Services Description
Language [WSDL 2.0]
wsp http://schemas.xmlsoap.org/ws/2004/09/policy WS-Policy [WS-Policy]
wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss- WS-Security Extensions

wssecurity-secext-1.0.xsd

[WS-Security]
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44
45

46

47

48
49
50
51

52

53

54
55
56

57
58
59

60

61
62

63

64
65

66
67

68
69

70

71
72

wst May refer to either http://schemas.xmlsoap.org/ws/2005/02/trust ~ WS-Trust
or http://docs.oasis-open.org/ws-sx/ws-trust/200512 since both
may be used

wst12 http://schemas.xmlsoap.org/ws/2005/02/trust WS-Trust 1.2 [WS-Trust
1.2]

wst13 http://docs.oasis-open.org/ws-sx/ws-trust/200512 WS-Trust 1.3 [WS-Trust
1.3]

wsu http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss- WS-SecurityUtility

wssecurity-utility-1.0.xsd

WSX http://schemas.xmlsoap.org/ws/2004/09/mex WS-MetadataExchange
[WS-MetadataExchange]

XS http://www.w3.0rg/2001/XMLSchema XML Schema [Part 1, 2]

Note that the versions identified in the above table supersede versions identified in referenced
specifications.

1.3 Schema

A copy of the XML Schemas for this document can be found at:

http://docs.ocasis-open.org/imi/identity/200810/identity.xsd
http://docs.oasis-open.org/imi/identity/200810/addr-identity.xsd
http://docs.oasis-open.org/imi/identity/200810/claims.xsd
http://docs.oasis-open.org/imi/identity/200810/identity2007.xsd

1.4 Terminology

The following definitions establish the terminology and usage in this document.

Information Card Model — The “Information Card Model’ refers to the use of Information Cards
containing metadata for obtaining Digital Identity claims from Identity Providers and then conveying them
to Relying Parties under user control.

Information Card — An Information Card provides a visual representation of a Digital Identity for the end
user. Information Cards contain a reference to an IP/STS that issues Security Tokens containing the
Claims for that Digital Identity.

Digital Identity — A “Digital Identity” is a set of Claims made by one party about another party.

Claim — A “Claim” is a piece of information about a Subject that an Identity Provider asserts about that
Subject.

Subject — A “Subject’ is an individual or entity about whom claims are made by an Identity Provider.

Service Requester — The term “Service Requester’ means software acting on behalf of a party who
wants to obtain a service through a digital network.

Relying Party — The term “Relying Party” (RP) means a network entity providing the desired service, and
relying upon Digital Identity.

Identity Provider — The term “Identity Provider” (IP) means a network entity providing the Digital Identity
claims used by a Relying Party.

Security Token Service — The term “Security Token Service” (STS) refers to a WS-Trust endpoint.

Identity Provider Security Token Service — The term “Identity Provider Security Token Service”
(IP/STS) refers to the Security Token Service run by an Identity Provider to issue tokens.
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Relying Party Security Token Service — The term “Relying Party Security Token Service” (RP/STS)
refers to a Security Token Service run by a Relying Party to accept and issue tokens.

Identity Selector — The term “Identity Selector’ (IS) refers to a software component available to the
Service Requester through which the user controls and dispatches her Digital Identities.

Trust Identity — A trust identity is a verifiable claim about a principal (e.g. name, identity, key, group,
privilege, capability, etc).
Security Token — A security token represents a collection of claims.

Signed Security Token — A signed security token is a security token that is asserted and
cryptographically endorsed by a specific authority (e.g. an X.509 certificate, a Kerberos ticket, or a self-
issued Information Card).

Unsigned Security Token — An unsigned security token is a security token that is not cryptographically
endorsed by a specific authority (e.g. a security token backed by shared secrets such as usernames and
passwords).

Proof-of-Possession — The proof-of-possession information is data that is used in a proof process to
demonstrate the sender's knowledge of information that should only be known to the claiming sender of a
security token.

Integrity — Integrity is the process by which it is guaranteed that information is not modified in transit.

Confidentiality — Confidentiality is the process by which data is protected such that only authorized
actors or security token owners can view the data

Digest — A digest is a cryptographic checksum of an octet stream.

Signature - A signature is a cryptographic binding of a proof-of-possession and a digest. This covers
both symmetric key-based and public key-based signatures. Consequently, non-repudiation is not always
achieved.

Certificate — Uses of the term certificate in this specification refer to X.509 certificates unless otherwise
qualified. Usage of certificates is dictated by the underlying protocols, e.g. HTTPS or WS-Security, except
where noted.

1.5 Normative References
[DOM]
“Document Object Model (DOM)”, November 2000. http://www.w3.org/DOM/

[EV Cert]

CA / Browser Forum, “Guidelines for the Issuance and Management of Extended Validation
Certificates, Version 1.1”, April 2008. http://cabforum.org/EV_Certificate_Guidelines_V11.pdf

[HTTP]

R. Fielding et al., “IETF RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1”, June 1999.
http://lwww.ietf.org/rfc/rfc2616.txt

[HTTPS]
E. Rescorla, “RFC 2818: HTTP over TLS”, May 2000. http://www.ietf.org/rfc/rfc2818.ixt

[RFC 1274]

P. Barker and S. Kille, “RFC 1274: The COSINE and Internet X.500 Schema”, November 1991.
http://lwww.ietf.org/rfc/rfc1274 .txt

[RFC 2119]

S. Bradner, “RFC 2119: Key words for use in RFCs to Indicate Requirement Levels”, March 1997.
http://www.ietf.org/rfc/rfc2119.txt
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[RFC 2256]

M. Wahl, “RFC 2256: A Summary of the X.500(96) User Schema for use with LDAPv3”,
December 1997. http://www.ietf.org/rfc/rfc2256.ixt

[RFC 2459]

R. Housley, W. Ford, W. Polk, and D. Solo, “RFC 2459: Internet X.509 Public Key Infrastructure -
Certificate and CRL Profile”, January 1999. http://www.ietf.org/rfc/rfc2459.txt

[RFC 2898]

B. Kaliski, “PKCS #5: Password-Based Cryptography Specification, Version 2.0”, September
2000. http://www.ietf.org/rfc/rfc2898.txt

[RFC 3066]

H. Alvestrand, “Tags for the Identification of Languages”, January 2001.
http://www.fags.org/rfcs/rfc3066.html

[SOAP 1.1]

W3C Note, "SOAP: Simple Object Access Protocol 1.1," 08 May 2000.
http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/

[SOAP 1.2]

M. Gudgin, et al., “SOAP Version 1.2 Part 1: Messaging Framework”, June 2003.
http://www.w3.org/TR/soap12-part1/

[URI]

T. Berners-Lee, R. Fielding, L. Masinter, "Uniform Resource Identifiers (URI): Generic Syntax,"
RFC 2396, MIT/LCS, U.C. Irvine, Xerox Corporation, August 1998.
http://www.ietf.org/rfc/rfc2396.txt

[WS-Addressing]

W3C Recommendation, “Web Service Addressing (WS-Addressing)”, 9 May 2006.
http://www.w3.0rg/TR/2006/REC-ws-addr-core-20060509/

[WS-MetadataExchange]

“Web Services Metadata Exchange (WS-MetadataExchange), Version 1.1”, August 2006.
http://specs.xmlsoap.org/ws/2004/09/mex/WS-MetadataExchange.pdf

[WSDL 1.1]

W3C Note, "Web Services Description Language (WSDL 1.1)," 15 March 2001.
http://www.w3.org/TR/wsdl

[WSDL 2.0]
“Web Services Description Language (WSDL) Version 2.0 Part 1: Core Language”, June 2007.
http://www.w3.org/TR/wsdI20

[WS-Policy]

“Web Services Policy Framework (WS-Policy), Version 1.2”, March 2006.
http://specs.xmlsoap.org/ws/2004/09/policy/ws-policy.pdf

[WS-Security]

A. Nadalin et al., “Web Services Security: SOAP Message Security 1.0”, May 2004.
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf

[WS-SecurityPolicy 1.1]

“Web Services Security Policy Language (WS-SecurityPolicy), Version 1.1”, July 2005.
http://specs.xmlsoap.org/ws/2005/07/securitypolicy/ws-securitypolicy.pdf
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[WS-SecurityPolicy 1.2]

OASIS, “WS-SecurityPolicy 1.2, July 2007. http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/ws-securitypolicy-1.2-spec-os.pdf

[WS-Trust 1.2]

“Web Services Trust Language (WS-Trust)”, February 2005.
http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf

[WS-Trust 1.3]

OASIS, “WS-Trust 1.3”, March 2007. http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-
1.3-0s.pdf

[XML 1.0]

W3C Recommendation, “Extensible Markup Language (XML) 1.0 (Fourth Edition)”, September
2006. http://www.w3.org/TR/xml/

[XMLDSIG]

Eastlake Ill, D., Reagle, J., and Solo, D., “XML-Signature Syntax and Processing”, March 2002.
http://lwww.ietf.org/rfc/rfc3275.txt

[XMLENC]

Imamura, T., Dillaway, B., and Simon, E., “XML Encryption Syntax and Processing”, August
2002. http://www.w3.org/TR/xmlenc-core/

[XML Schema, Part 1]

H. Thompson et al., “XML Schema Part 1: Structures”, May 2001.
http://www.w3.org/TR/xmlschema-1/

[XML Schema, Part 2]
P. Biron et al., “XML Schema Part 2: Datatypes”, May 2001. http://www.w3.org/TR/xmIschema-2/

1.6 Non-Normative References

[Addressing-Ext]

J. Alexander et al., “Application Note: Web Services Addressing Endpoint References and
Identity”, July 2008. http://schemas.xmlsoap.org/ws/2006/02/addressingidentity

[ISIP]

A. Nanda and M. Jones, “Identity Selector Interoperability Profile V1.5, July 2008.
http://www.microsoft.com/downloads/details.aspx?FamilyID=b94817fc-3991-4dd0-8e85-
b73e626f6764&DisplayLang=en

[ISIP Guide]

Microsoft Corporation and Ping Identity Corporation, “An Implementer’s Guide to the Identity
Selector Interoperability Profile V1.5”, July 2008.
http://www.microsoft.com/downloads/details.aspx?FamilyID=b94817fc-3991-4dd0-8e85-
b73e626f6764&DisplayLang=en

[ISIP Web Guide]

M. Jones, “A Guide to Using the Identity Selector Interoperability Profile V1.5 within Web
Applications and Browsers”, July 2008.
http://www.microsoft.com/downloads/details.aspx?FamilylD=b94817fc-3991-4dd0-8e85-
b73e626f6764&DisplayLang=en
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2 Relying Party Interactions

This section defines the constructs used by a Relying Party Web service for specifying and conveying its
Security Token requirements to the Service Requester.

2.1 Expressing Token Requirements of Relying Party

A Relying Party specifies its Security Token requirements as part of its Security Policy using the primitives
and assertions defined in WS-SecurityPolicy. The primary construct in the Security Policy of the Relying
Party used to specify its requirement for a Security Token from an Identity Provider is the
sp:IssuedToken policy assertion. The basic form of the issued token policy assertion as defined in WS-
SecurityPolicy is as follows.

<sp:IssuedToken sp:Usage="xs:anyURI" sp:IncludeToken="xs:anyURI"
xmlns:sp="..." xmlns:wsa="..." xmlns:wsp="..." ...>
<sp:Issuer>
wsa:EndpointReference | xs:any
</sp:Issuer>
<sp:RequestSecurityTokenTemplate>

</sp:RequestSecurityTokenTemplate>
<wsp:Policy>

</wsp:Policy>

</sp:IssuedToken>

The attributes and elements listed in the schema fragment above are described in WS-SecurityPolicy.

The ensuing subsections describe special parameters added by this profile as extensions to the
sp:IssuedToken policy assertion that convey additional instructions to the Identity Selector available to
the Service Requester.

2.1.1 Issuer of Tokens

The sp:IssuedToken/sp: Issuer elementin an issued token policy specifies the issuer for the
requested token. More specifically, it SHOULD contain the endpoint reference of an Identity Provider STS
that can issue the requested token.

A Relying Party MUST specify the issuer for a requested token in one of the following ways:

= Indicate a specific issuer by specifying the issuer’s endpoint as the value of the
sp:Issuer/wsa:Address element.

»= Indicate that the issuer is unspecified by omitting the sp: Issuer element, which means that the
Service Requester should determine the appropriate issuer for the requested token with help from
the user if necessary.

When requiring a specific issuer, a Relying Party MAY specify that it will accept self-issued Security
Tokens by using the special URI below as the value of the wsa: Address element within the endpoint
reference for the issuer.

URI:
http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self

Following is an example of using this URI within an issued token policy.
Example:

<sp:IssuedToken xmlns:sp="..." xmlns:wsa="..." ...>
<sp:Issuer>
<wsa:Address>
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http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self
</wsa:Address>
</sp:Issuer>

</sp:IssuedToken>

A Relying Party MAY specify the value of the sp: Issuer/wsa:Address element in policy as a “logical
name” of the token issuer instead of an actual network address where the token is issued. An Identity
Selector SHOULD resolve the logical name to an appropriate endpoint for the token issuer by matching
the issuer name in Information Cards available to it.

If a Relying Party specifies the token issuer as a network endpoint in policy, then it MUST also specify the
location of issuer metadata from where the issuer’s policy metadata can be obtained. This is done using
the mechanism defined in [WS-Addressing] for embedding metadata within an endpoint reference. The
following example shows a token policy where the issuer endpoint and its corresponding metadata
location are specified.

Example:

<sp:IssuedToken xmlns:sp="..." xmlns:wsa="..." xmlns:wsx="..." ...>
<sp:Issuer>
<wsa:Address>http://contoso.com/sts</wsa:Address>
<wsa:Metadata>
<wsx:Metadata>
<wsx:MetadataSection
Dialect="http://schemas.xmlsoap.org/ws/2004/09/mex">
<wsx:MetadataReference>
<wsa:Address>https://contoso.com/sts/mex</wsa:Address>
</wsx:MetadataReference>
</wsx:MetadataSection>
</wsx:Metadata>
</wsa:Metadata>
</sp:Issuer>

</sp:IssuedToken>

2.1.2 Type of Proof Key in Issued Tokens
If no explicit key type is specified by the Relying Party, then an Identity Selector SHOULD request an
asymmetric key token from the Identity Provider to maximize user privacy and security.

A Relying Party MAY explicitly request the use of an asymmetric or symmetric key in the requested token
by using the wst : KeyType element within its issued token policy assertion. The key type URIs are
defined in [WS-Trust]. The following example illustrates the use of this element in the Relying Party’s
Security Policy to request a symmetric key in the issued token.

Example:

<sp:IssuedToken xmlns:sp="..." xmlns:wst="...">
<sp:RequestSecurityTokenTemplate>
<wst:KeyType>
http://schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey
</wst:KeyType>
</sp:RequestSecurityTokenTemplate>
</sp:IssuedToken>

2.1.3 Claims in Issued Tokens

The claims requirement of a Relying Party can be expressed in its token policy by using the optional
wst:Claims parameter defined in [WS-Trust 1.2] and [WS-Trust 1.3]. However, the wst:Claims
parameter has an open content model. This profile defines the ic:ClaimType element for use as a child
of the wst:Claims element. A Relying Party MAY use this element to specify an individual claim type
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requested. Further, each requested claim MAY be specified as being required or optional. Multiple
ic:ClaimType elements can be included to specify multiple claim types requested.

The outline for the ic:ClaimType element is as follows:
Syntax:

<ic:ClaimType Uri="xs:anyURI" Optional="xs:boolean"? xmlns:ic="..." /> *

The following describes the attributes and elements listed in the schema outlined above:
/ic:ClaimType
Indicates the requested claim type.
/ic:ClaimType/@Uri
The unique identifier of the requested claim type.
/ic:ClaimType/@ Optional
Indicates if the claim can be absent in the Security Token. By default, any requested claim type is
a required claim and MUST be present in the issued Security Token.
Two <ic:ClaimType> elements refer to the same claim type if and only if the values of their XML
attribute named Uri are equal in a case-sensitive string comparison.
When the ic:ClaimType element is used within the wst : Claims parameter in a token policy to specify
claims requirement, the wst : Dialect attribute on the wst:Claims element MUST be qualified with the
URI value below.
Dialect URI:

http://schemas.xmlsoap.org/ws/2005/05/identity

The above dialect URI value indicates that the specified claim elements are to be processed according to
this profile.

Following is an example of using this assertion within an issued token policy to require two claim types
where one claim type is optional.

Example:

<sp:IssuedToken xmlns:sp="..." xmlns:wst="..." xmlns:ic="..." ...>
<sp:RequestSecurityTokenTemplate>

<wst:Claims
Dialect="http://schemas.xmlsoap.org/ws/2005/05/identity">
<ic:ClaimType
Uri="http://.../ws/2005/05/identity/claims/givenname" />
<ic:ClaimType
Uri="http://.../ws/2005/05/identity/claims/surname"
Optional="true" />
</wst:Claims>
</sp:RequestSecurityTokenTemplate>

</sp:IssuedToken>

This profile also defines a standard set of claim types for common personal information about users that
may be requested by Relying Party Web services in Security Tokens and supported by any Identity
Provider. These standard claim types are defined in Section 7.5.

2.2 Expressing Privacy Policy of Relying Party

A Relying Party Web service SHOULD publish its “Privacy Policy”. Users might decide to release tokens
and interact further with that service based on its Privacy Policy. No assumptions are made regarding the
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format and content of the Privacy Policy and an Identity Selector is NOT REQUIRED to parse, interpret or
act on the Privacy Policy programmatically.

To express the location of its privacy statement, a Web service MUST use the optional policy assertion
ic:PrivacyNotice defined below:

Syntax:

<ic:PrivacyNotice Version="xs:unsignedInt"? xmlns:ic="...">
xs:anyURI
</ic:PrivacyNotice>

The following describes the attributes and elements listed in the schema outlined above:
/ic:PrivacyNotice
This element is used to express the location of the privacy statement of a Web service.

/ic:PrivacyNotice/@ Version
This optional attribute provides a version number for the privacy statement allowing changes in its
content to be reflected as a change in the version number. If present, it MUST have a minimum
value of 1.

Following is an example of using this policy element to express the location of the privacy statement of a

Web service.

Example:

<wsp:Policy xmlns:wsp="..." xmlns:ic="...">
<ic:PrivacyNotice Version="1">
http://www.contoso.com/privacy

</ic:PrivacyNotice>

</wsp:Policy>

An Identity Selector MUST be able to accept a privacy statement location specified as an URL using the
[HTTP] scheme (as illustrated above) or the [HTTPS] scheme.

Because the Privacy Policy assertion points to a “privacy statement” that applies to a service endpoint,
the assertion MUST apply to [Endpoint Policy Subject]. In other words, a policy expression containing the
Privacy Policy assertion MUST be attached to a wsdl :binding in the metadata for the service.

Further, when an Identity Selector can only render the privacy statement document in a limited number of
document formats (media types), it MAY use the HTTP request-header field “Accept” in its HTTP GET
request to specify the media-types it can accept. For example, the following request-header specifies that
the client will accept the Privacy Policy only as a plain text or a HTML document.

Accept: text/plain, text/html

Similarly, if an Identity Selector wants to obtain the privacy statement in a specific language, it MAY use
the HTTP request-header field “Accept-Language” in its HTTP GET request to specify the languages it is
willing to accept. For example, the following request-header specifies that the client will accept the
Privacy Policy only in Danish.

Accept-Language: da

A Web service, however, is NOT REQUIRED to be able to fulfill the document format and language
requests of an ldentity Selector. It MAY publish its privacy statement in a fixed set of document formats
and languages.
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2.3 Employing Relying Party STSs

The Security Policy of a Relying Party MAY require that an issued token be obtained from a Relying Party
STS. This can create a chain of STSs. The Identity Selector MUST follow the RP/STS chain, contacting
each referenced STS, resolving its Policy statements and continuing to the STS it refers to.

When following a chain of STSs, when an STS with an
ic:RequireFederatedIdentityProvisioning declaration is encountered as per Section 3.2.1, this
informs the Identity Selector that the STS is an IP/STS and therefore ends the STS chain, rather than a
member of the RP/STS chain. Furthermore, if an RP or RP/STS provides an incomplete Security Policy,
such as no issuer or no required claims, the Identity Selector MUST be invoked so a card and requested
claims can be selected by the user, enabling a Request for Security Token (RST) to be constructed and
sent to the selected IP/STS.

The RP/STS’s Policy is used for card matching. If the RP/STS requests a private personal identifier
(PPID) claim (see Section 7.5.14), the RP/STS’s certificate is used for calculating PPID, Signing Key, and
Client Pseudonym (see Section 3.3.4) values — not the certificate of the Relying Party. This enables a
single RP/STS to service multiple Relying Parties while always receiving the same PPID value for a given
user from the Identity Selector.

Identity Selectors MUST enable users to make Relying Party trust decisions based on the identity of the
Relying Party, possibly including displaying attributes from its certificate. By trusting the RP, the user is
implicitly trusting the chain of RP/STSs that the RP employs.

Each RP/STS endpoint MUST provide a certificate. This certificate MAY be communicated either via
Transport (such as HTTPS) or Message (such as WS-Security) Security. If Message Security is
employed, transports not providing security (such as HTTP) MAY be used.

Like IP/STSs, RP/STSs publish endpoint metadata. This metadata MAY be retrieved via
either WS-MetadataExchange or HTTPS GET in the same manner that IP/STS metadata can
be, as described in Section 3.1.1.2.

Like IP/STSs, no changes to the syntax used to specify metadata locations occurs when
RP/STS metadata is published by the Relying Party STS as a page retrievable using HTTPS
GET. Relying Parties and Identity Providers MAY consequently support either or both
retrieval methods for the same metadata addresses.

3 lIdentity Provider Interactions

This section defines the constructs used by an Identity Selector for interacting with an Identity Provider to
obtain Information Cards, and to request and obtain Security Tokens.

3.1 Information Card

An Information Card represents a Digital Identity of a Subject that can be issued by an Identity Provider. It
is an artifact containing metadata that represents the token issuance relationship between an Identity
Provider and a Subject, and provides a visual representation of the Digital Identity. Multiple Digital
Identities for a Subject from the same Identity Provider are represented by different Information Cards.
Subjects may obtain an Information Card from an Identity Provider, and may have a collection of
Information Cards from various Identity Providers.

3.1.1 Information Card Format

An Information Card is represented as a signed XML document that is issued by an Identity Provider. The
XML schema for an Information Card is defined below:

Syntax:

<ic:InformationCard xml:lang="xs:language"
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xmlns:ic="..." xmlns:icO07="..." ...>
<ic:InformationCardReference> ... </ic:InformationCardReference>
<ic:CardName> xs:string </ic:CardName> ?
<ic:CardImage MimeType="xs:string"> xs:baseé4Binary </ic:CardImage> ?
<ic:Issuer> xs:anyURI </ic:Issuer>
<ic:TimeIssued> xs:dateTime </ic:Timelssued>
<ic:TimeExpires> xs:dateTime </ic:TimeExpires> ?

<ic:TokenServiceList> ... </ic:TokenServiceList>
<ic:SupportedTokenTypelList> ... </ic:SupportedTokenTypeList> ?
<ic:SupportedClaimTypelList> ... </ic:SupportedClaimTypeList> ?
<ic:RequireAppliesTo ...> ... </ic:RequireAppliesTo> ?
<ic:PrivacyNotice ...> ... </ic:PrivacyNotice> ?
<ic07:RequireStrongRecipientIdentity /> ?
<ic07:IssuerInformation> ... </ic07:IssuerInformation> *

</ic:InformationCard>

The following describes the attributes and elements listed in the schema outlined above:

/ic:InformationCard
An Information Card issued by an Identity Provider.

/ic:InformationCard/@xml:lang

A required language identifier, using the language codes specified in [RFC 3066], in which the
content of localizable elements have been localized.

/ic:InformationCard/ic:InformationCardReference

This required element provides a specific reference for the Information Card by which it can be
uniquely identified within the scope of an issuer. This reference MUST be included by an Identity
Selector in all token requests sent to the Identity Provider based on that Information Card. The
detailed schema of this element is defined in Section 3.1.1.1.
/ic:InformationCard/ic:CardName
This optional element provides a friendly textual name for the issued Information Card. The
content of this element MAY be localized in a specific language.
/ic:InformationCard/ic:Cardlmage

This optional element contains a base64 encoded inline image that provides a graphical image
for the issued Information Card. It SHOULD contain an image within the size range of 60 pixels
wide by 40 pixels high and 240 pixels wide by 160 pixels high. It is RECOMMENDED that the

image have an aspect ratio of 3:2 and the image size be 120 by 80 pixels.

/ic:InformationCard/ic:Cardlmage/@MimeType
This required attribute provides a MIME type specifying the format of the included card image.
This value MUST be one of the five image formats: image/jpeg, image/gif, image/bmp,
image/png, Or image/tiff.

/ic:InformationCard/ic:Issuer

This required element provides a logical name for the issuer of the Information Card. If a Relying
Party specifies a token issuer by its logical name, then the content of this element MUST be used
to match the requested token issuer with an Information Card.

/ic:InformationCard/ic: Timelssued
This required element provides the date and time when the Information Card was issued.
/ic:InformationCard/ic: TimeExpires

This optional element provides the date and time after which the Information Card SHOULD be
treated as expired and invalid.

Identity-1.0-spec-os 1 July 2009
Copyright © OASIS® 2008-2009. All Rights Reserved. Page 18 of 80

53



478

479
480
481
482
483

484

485
486

487

488
489
490

491
492

493

494
495
496

497

498
499

500

501
502
503
504
505

506

507
508
509
510
511

512

513
514
515

516
517

518
519
520
521

522

/ic:InformationCard/ic: TokenServiceList

This required element provides an ordered list of Security Token Service (IP/STS) endpoints, and
corresponding credential descriptors (implying the REQUIRED authentication mechanisms),
where tokens can be requested. Each service endpoint MUST be tried in order by the Service
Requester when requesting tokens.

/ic:InformationCard/ic:SupportedTokenTypeList
This optional element contains the list of token types that are offered by the Identity Provider.

/ic:InformationCard/ic:SupportedClaim TypeList
This optional element contains the list of claim types that are offered by the Identity Provider.

/ic:InformationCard/ic:RequireAppliesTo

This optional element indicates that token requests MUST include information identifying the
Relying Party where the issued token will be used. The Relying Party information MUST be
included as the content of a wsp:AppliesTo element in the token request.

/ic:InformationCard/ic:PrivacyNotice
This optional element provides the location of the privacy statement of the Identity Provider.

/ic:InformationCard/ic07:Require StrongRecipientldentity

This optional element informs the Identity Selector that it MUST only allow the card to be used at
a Relying Party that presents a cryptographically protected identity, for example, an X.509v3
certificate.

/ic:InformationCard/ic07:Issuerlnformation
This optional element provides information from the card issuer about the card that can be
displayed by the Identity Selector user interface.

.../ic:InformationCard/@{any}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them in the respective ic: InformationCard element of an
ic:RoamingStore when representing the card in the Information Cards Transfer Format in
Section 6.1.

.../ic:InformationCard/{any}

This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them in the respective ic:InformationCard element of an
ic:RoamingStore when representing the card in the Information Cards Transfer Format in
Section 6.1.

3.1.1.1 Information Card Reference

Every Information Card issued by an Identity Provider MUST have a unique reference by which it can be
identified within the scope of the Identity Provider. This reference is included in all token requests sent to
the ldentity Provider based on that Information Card.

The card reference MUST be expressed using the following schema element within an Information Card.
Syntax:

<ic:InformationCardReference xmlns:ic="...">
<ic:CardId> xs:anyURI </ic:CardId>
<ic:CardVersion> xs:unsignedInt </ic:CardVersion>

</ic:InformationCardReference>

The following describes the attributes and elements listed in the schema outlined above:
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.../ic:InformationCardReference
A specific reference for an Information Card.

.../ic:InformationCardReference/ic:Cardld

This required element provides a unique identifier in the form of a URI for the specific Information
Card. The identifier provider MUST be able to identify the specific Information Card based on this
identifier.

.../ic:InformationCardReference/ic:CardVersion

This required element provides a versioning epoch for the Information Card issuance
infrastructure used by the Identity Provider. The minimum value for this field MUST be 1. Note
that it is possible to include version information in Cardld as it is a URI, and can have hierarchical
content. However, it is specified as a separate value to allow the Identity Provider to change its
issuance infrastructure, and thus its versioning epoch, independently without changing the Cardld
of all issued Information Cards. For example, when an Identity Provider makes a change to the
supported claim types or any other policy pertaining to the issued cards, the version number
allows the ldentity Provider to determine if the Information Card needs to be refreshed. The
version number is assumed to be monotonically increasing. If two Information Cards have the
same Cardld value but different CardVersion values, then the one with a higher numerical
CardVersion value SHOULD be treated as being more up-to-date.

3.1.1.2 Token Service Endpoints and Authentication Mechanisms

Every Information Card issued by an Identity Provider MUST include an ordered list of IP/STS endpoints,
and the corresponding credential type to be used, for requesting tokens. The list MUST be in a
decreasing order of preference. ldentity Selectors SHOULD attempt to use the endpoints in the order
listed, using the first endpoint in the list for which the metadata is retrievable and the endpoint is
reachable. For each endpoint, the credential type implicitly determines the authentication mechanism to
be used. Each credential descriptor is personalized for the user to allow an Identity Selector to
automatically locate the credential once the user has selected an Information Card.

Further, each IP/STS endpoint reference in the Information Card MUST include the Security Policy
metadata for that endpoint. The policy metadata MAY be specified as a metadata location within the
IP/STS endpoint reference. If a metadata location URL is specified, it MUST use the [HTTPS] transport.
An Identity Selector MAY retrieve the Security Policy it will use to communicate with the IP/STS from that
metadata location using the mechanism specified in [WS-MetadataExchange].

The ordered list of token service endpoints MUST be expressed using the following schema element
within an Information Card.

Syntax:
<ic:TokenServicelList xmlns:ic="..." xmlns:wsa="...">
(<ic:TokenService>
<wsa:EndpointReference> ... </wsa:EndpointReference>

<ic:UserCredential>
<ic:DisplayCredentialHint> xs:string </ic:DisplayCredentialHint> ?
(
<ic:UsernamePasswordCredential>...</ic:UsernamePasswordCredential> |
<ic:KerberosV5Credential>...</ic:KerberosV5Credential> |
<ic:X509V3Credential>...</ic:X509V3Credential> |
<ic:SelfIssuedCredential>...</ic:SelfIssuedCredential> |
)
</ic:UserCredential>
</ic:TokenService>) +
</ic:TokenServicelList>

The following describes the attributes and elements listed in the schema outlined above:
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.../ic:TokenServicelList

This required element provides an ordered list of Security Token Service endpoints (in decreasing
order of preference), and the corresponding credential types, for requesting tokens. Each service
endpoint MUST be tried in order by a Service Requester.

.../ic:TokenServicelList/ic: TokenService
This required element describes a single token issuing endpoint.

.../ic:TokenServicelList/ic: TokenService/wsa:EndpointReference

This required element provides the endpoint reference for a single token issuing endpoint. For the
Self-issued Identity Provider, the special address value defined in Section 2.1.1 MAY be used.
The wsai:Identity extension element (see Section 12) for endpoint references MAY be used
to include the protection token for this endpoint to secure communications with it.

.../ic:TokenServicelList/ic: TokenService/ic:UserCredential

This required element indicates the credential type to use to authenticate to the token issuing
endpoint.

.../ic:TokenServicelList/ic: TokenService/ic:UserCredential/ic:DisplayCredentialHint

This optional element provides a hint (string) to be displayed to the user to prompt for the correct
credential (e.g. a hint to insert the right smart card). The content of this element MAY be localized
in a specific language.

.../lic:TokenServicelList/ic: TokenService/ic:UserCredential/<credential descriptor>

This required element provides an unambiguous descriptor for the credential to use for
authenticating to the token issuing endpoint. The schema to describe the credential is specific to
each credential type. This profile defines the schema elements
ic:UsernamePasswordCredential, ic:KerberosV5Credential,

ic:X509V3Credential or ic:SelfIssuedCredential laterin Section 4 corresponding to
username/password, Kerberos v5, X.509v3 certificate and self-issued token based credential
types. Other credential types MAY be introduced via the extensibility point defined in the schema
within this element.

Alternatively, Identity Providers MAY publish metadata for Information Cards as WSDL documents that
can be retrieved by ldentity Selectors via HTTPS GET operations on URLs using the HTTPS scheme. An
endpoint’s metadata URL is communicated to Identity Selectors in a token service
wsx:MetadataReference elementin an Information Card using exactly the same syntax as when WS-
MetadataExchange is employed to retrieve the metadata. No change occurs in the card.

The metadata documents published via HTTPS GET SHOULD contain the WSDL for the endpoint as the
top-level element of the document without any SOAP or WS-MetadataExchange elements enclosing it.

Identity Providers MAY publish endpoint metadata via both the HTTPS GET and WS-MetadataExchange
methods at the same metadata location. If they publish the metadata via multiple mechanisms, the
metadata delivered via both mechanisms SHOULD be the same. Likewise, Identity Selectors MAY
attempt to retrieve metadata via multiple mechanisms, either in sequence or in parallel.

The following example illustrates an Identity Provider with two endpoints for its IP/STS, one requiring
Kerberos (higher priority) and the other requiring username/password (lower priority) as its authentication
mechanism. Further, each endpoint also includes its policy metadata location as a URL using the
[HTTPS] scheme.

Example:

<ic:TokenServicelList xmlns:ic="..." xmlns:wsa="..." xmlns:wsai="..."
xmlns:wsx="...">
<ic:TokenService>
<wsa:EndpointReference>
<wsa:Address>http://contoso.com/sts/kerb</wsa:Address>
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620 <wsai:Identity>

621 <wsai:Spn>host/corp-sts.contoso.com</wsai:Spn>

622 </wsai:Identity>

623 <wsa:Metadata>

624 <wsx:Metadata>

625 <wsx:MetadataSection

626 Dialect="http://schemas.xmlsoap.org/ws/2004/09/mex">
627 <wsx:MetadataReference>

628 <wsa:Address>https://contoso.com/sts/kerb/mex</wsa:Address>
629 </wsx:MetadataReference>

630 </wsx:MetadataSection>

631 </wsx:Metadata>

632 </wsa:Metadata>

633 </wsa:EndpointReference>

634 <ic:UserCredential>

635 <ic:KerberosV5Credential />

636 </ic:UserCredential>

637 </ic:TokenService>

638 <ic:TokenService>

639 <wsa:EndpointReference>

640 <wsa:Address>http://contoso.com/sts/pwd</wsa:Address>

641 <wsa:Metadata>

642 <wsx:Metadata>

643 <wsx:MetadataSection

644 Dialect="http://schemas.xmlsoap.org/ws/2004/09/mex">
645 <wsx:MetadataReference>

646 <wsa:Address>https://contoso.com/sts/pwd/mex</wsa:Address>
647 </wsx:MetadataReference>

648 </wsx:MetadataSection>

649 </wsx:Metadata>

650 </wsa:Metadata>

651 </wsa:EndpointReference>

652 <ic:UserCredential>

653 <ic:UsernamePasswordCredential>

654 <ic:Username>Zoe</ic:Username>

655 </ic:UsernamePasswordCredential>

656 </ic:UserCredential>

657 </ic:TokenService>

658 </ic:TokenServiceList>

659 3.1.1.3 Token Types Offered

660 Every Information Card issued by an Identity Provider SHOULD include an unordered list of token types
661 that can be issued by the Identity Provider. The set of token types offered by the Identity Provider MUST
662 be expressed using the following schema element within an Information Card.

663  Syntax:

664 <ic:SupportedTokenTypeList xmlns:ic="..." xmlns:wst="...">
665 <wst:TokenType> xs:anyURI </wst:TokenType> +

666 </ic:SupportedTokenTypeList>

667  The following describes the attributes and elements listed in the schema outlined above:

668 .../ic:SupportedTokenTypelList

669 This optional element contains the set of token types offered by the Identity Provider.

670 .../ic:SupportedTokenTypeList/wst: TokenType

671 This required element indicates an individual token type that is offered.

672  The following example illustrates an Identity Provider that offers both SAML 1.1 and SAML 2.0 tokens.
673 Example:

674 <ic:SupportedTokenTypelList xmlns:ic="..." xmlns:wst="...">
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<wst:TokenType>urn:oasis:names:tc:SAML:1.0:assertion</wst:TokenType>
<wst:TokenType>urn:oasis:names:tc:SAML:2.0:assertion</wst:TokenType>
</ic:SupportedTokenTypeList>

3.1.1.4 Claim Types Offered

Every Information Card issued by an Identity Provider SHOULD include an unordered list of claim types
that can be issued by the Identity Provider. The set of claim types offered by the Identity Provider MUST
be expressed using the following schema element within an Information Card.

Syntax:

<ic:SupportedClaimTypelList xmlns:ic="...">
(<ic:SupportedClaimType Uri="xs:anyURI">
<ic:DisplayTag> xs:string </ic:DisplayTag> ?
<ic:Description> xs:string </ic:Description> ?
</ic:SupportedClaimType>) +
</ic:SupportedClaimTypeList>

The following describes the attributes and elements listed in the schema outlined above:
.../ic:SupportedClaimTypeList

This optional element contains the set of claim types offered by the Identity Provider.
.../ic:SupportedClaimTypeList/ic:SupportedClaimType

This required element indicates an individual claim type that is offered.
.../ic:SupportedClaimTypeList/ic:SupportedClaimType/@Uri

This required attribute provides the unique identifier (URI) of this individual claim type offered.

.../ic:SupportedClaimTypelList/ic:SupportedClaim Type/ic:Display Tag

This optional element provides a friendly name for this individual claim type. The content of this
element MAY be localized in a specific language.

.../ic:SupportedClaimTypeList/ic:SupportedClaim Type/ic:Description

This optional element provides a description of the semantics for this individual claim type. The
content of this element MAY be localized in a specific language.

The following example illustrates an Identity Provider that offers two claim types.

Example:
<ic:SupportedClaimTypelList xmlns:ic="...">
<ic:SupportedClaimType Uri=".../ws/2005/05/identity/claims/givenname">

<ic:DisplayTag>Given Name</DisplayTag>
</ic:SupportedClaimType>
<ic:SupportedClaimType Uri=".../ws/2005/05/identity/claims/surname">
<ic:DisplayTag>Last Name</DisplayTag>
</ic:SupportedClaimType>
</ic:SupportedClaimTypeList>

3.1.1.5 Requiring Token Scope Information

An ldentity Selector, by default, SHOULD NOT convey information about the Relying Party where an
issued token will be used (i.e., target scope) when requesting Security Tokens. This helps safeguard user
privacy. However, an ldentity Provider MAY override that behavior.

Every Information Card issued by an Identity Provider MAY include a requirement that token requests
include token scope information identifying the Relying Party where the token will be used. The
requirement to submit token scope information MUST be expressed using the following schema element
within an Information Card.

Syntax:
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<ic:RequireAppliesTo Optional="xs:boolean" xmlns:ic="..." /> ?

The following describes the attributes and elements listed in the schema outlined above:

.../ic:RequireAppliesTo

This optional element indicates a requirement for a token requester to submit token scope
information in the request. Absence of this element in an Information Card means that the token
requester MUST NOT submit any token scope information.

.../ic:RequireApplies To/@ Optional

This optional attribute indicates whether the token scope information is required or is optional by
the Identity Provider. An attribute value of “true” indicates that the token scope information is not
required, but will be accepted by the Identity Provider if submitted. An attribute value of “false”
(default) indicates that the token scope information is required.

The following example illustrates the use of this element.
Example:

<ic:RequireAppliesTo Optional="true" xmlns:ic="..." />

If token scope information is required by an Identity Provider, an Identity Selector MUST include the
Relying Party identity as the content of the wsp: AppliesTo element in the token request. The actual

behavior of an Identity Selector vis-a-vis the possible requirements that can be expressed by the above
element is specified in Section 3.3.3.

3.1.1.6 Privacy Policy Location

Every Information Card issued by an Identity Provider SHOULD include a pointer to the privacy statement
of the Identity Provider. The location of the privacy statement MUST be expressed using the following
schema element within an Information Card.

Syntax:

<ic:PrivacyNotice Version="xs:unsignedInt" xmlns:ic="..." /> ?

The following describes the attributes and elements listed in the schema outlined above:
.../ic:PrivacyNotice
This optional element provides the location of the privacy statement of the Identity Provider.

.../ic:PrivacyNotice/@ Version

This optional attribute indicates a version number that tracks changes in the content of the
privacy statement. This field MUST have a minimum value of 1 when present.

The following example illustrates the use of this element.
Example:

<ic:PrivacyNotice Version="1" xmlns:ic="...">
http://www.contoso.com/privacynotice
</ic:PrivacyNotice>

An Identity Selector MUST be able to accept a privacy statement location specified as an URL using the
[HTTP] scheme (as illustrated above) or the [HTTPS] scheme.

3.1.1.7 Prohibiting Use at Relying Parties Not Identified by a Cryptographically
Protected Identity

Information Cards issuers MAY specify that a card MUST NOT be used at Relying Parties that do not

present a cryptographically protected identity, such as an X.509v3 certificate. This would typically be

done when the issuer determines that the use of HTTP without Message Security would not provide a

sufficiently secure environment for the use of the card.
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Syntax:

<ic07:RequireStrongRecipientIdentity xmlns:ic07="..." /> ?

.../ic07:RequireStrongRecipientldentity
This optional element informs the Identity Selector that it MUST only allow the card to be used at
a Relying Party that presents a cryptographically protected identity, such as an X.509v3
certificate.

3.1.1.8 Providing Custom Data to Display with the Card

Card issuers MAY supply a set of information about the card that MAY be displayed by the Identity
Selector user interface.

Syntax:

<ic07:IssuerInformation xmlns:icO07="...">
<ic07:IssuerInformationEntry>
<ic07:EntryName> xs:string </ic07:EntryName>
<ic07:EntryValue> xs:string </ic07:EntryValue>
</ic07:IssuerInformationEntry> +
</ic07:IssuerInformation>

The following describes the attributes and elements listed in the schema outlined above:

.../ic07:1ssuerlnformation

This optional element provides a set of information from the card issuer about the card that can
be displayed by the Identity Selector user interface.

.../ic07:IssuerInformation/IssuerinformationEntry

This required element provides one item of information about the card.
.../ic07:Issuerlnformation/IssuerinformationEntry/EntryName

This required element provides the name of one item of information about the card.
.../ic07:Issuerlnformation/IssuerinformationEntry/EntryValue

This required element provides the value of one item of information about the card.
The following example illustrates the use of this feature.
Example:

<icO07:IssuerInformation xmlns:icO07="...">
<ic07:IssuerInformationEntry>
<ic07:EntryName>Customer Service</ic07:EntryName>
<ic07:EntryValue>+1-800-CONTOSO</ic07:EntryValue>
</ic07:IssuerInformationEntry>
<ic07:IssuerInformationEntry>
<ic07:EntryName>E-mail Contact</ic07:EntryName>
<ic07:EntryValue>cardhelp@contoso.com</ic07:EntryvValue>
</ic07:IssuerInformationEntry>
</ic07:IssuerInformation>

3.1.2 Issuing Information Cards

An Identity Provider can issue Information Cards to its users using any out-of-band mechanism that is
mutually suitable.

In order to provide the assurance that an Information Card is indeed issued by the Identity Provider
expected by the user, the Information Card MUST be carried inside a digitally signed envelope that is

signed by the Identity Provider. For this, the “enveloping signature” construct (see [XMLDSIG]) MUST be
used where the Information Card is included in the ds: Object element. The signature on the digitally
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signed envelope provides data origin authentication assuring the user that it came from the right Identity
Provider.

The specific profile of XML digital signatures [XMLDSIG] that is RECOMMENDED for signing the
envelope carrying the Information Card is as follows. Usage of other algorithms is not described.

e Use enveloping signature format when signing the Information Card XML document.

e Use asingle ds:0bject element within the signature to hold the ic:InformationCard
element that represents the issued Information Card. The ds:0bject/QId attribute provides a
convenient way for referencing the Information Card from the ds:SignedInfo/ds:Reference
element within the signature.

e Use RSA signing and verification with the algorithm identifier given by the URI
http.//www.w3.0rg/2000/09/xmlidsig#rsa-sha.

e Use exclusive canonicalization with the algorithm identifier given by the URI
http.//www.w3.0rg/2001/10/xml-exc-c14n#.

¢ Use SHAT1 digest method for the data elements being signed with the algorithm identifier
http://www.w3.0rg/2000/09/xmlidsig#sha.

e There MUST NOT be any other transforms used in the enveloping signature for the Information
Card other than the ones listed above.

e The ds:KeyInfo element MUST be present in the signature carrying the signing key information
in the form of an X.509 v3 certificate or a X.509 v3 certificate chain specified as one or more
ds:X509Certificate elements within a ds:xXx509Data element.

The following example shows an enveloping signature carrying an Information Card that is signed by the
Identity Provider using the format outlined above. Note that whitespace (newline and space character) is
included in the example only to improve readability; they might not be present in an actual
implementation.

Example:

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<Reference URI="# Object InformationCard">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-clin#" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue> ... </DigestValue>
</Reference>
</SignedInfo>
<SignatureValue> ... </SignatureValue>
<KeyInfo>
<X509Data>
<X509Certificate> ... </X509Certificate>
</X509Data>
</KeyInfo>
<Object Id=" Object InformationCard">
<ic:InformationCard
xmlns:ic="http://schemas.xmlsoap.org/ws/2005/05/identity"
xml:lang="en-us">
[Information Card content]
</ic:InformationCard>

</Object>
</Signature>
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An ldentity Selector MUST verify the enveloping signature. The ic: InformationCard element can
then be extracted and stored in the Information Card collection.

3.2 Identity Provider Policy

This section specifies additional policy elements and requirements introduced by this profile for an IP/STS
policy metadata.

3.2.1 Require Information Card Provisioning

In the Information Card Model, an Identity Provider requires provisioning in the form of an Information
Card issued by it which represents the provisioned identity of the user. In order to enable an Identity
Selector to learn that such pre-provisioning is necessary before token requests can be made, the Identity
Provider MUST provide an indication in its policy.

An Identity Provider issuing Information Cards MUST specify this provisioning requirement in its policy
using the following schema element.

Syntax:

<ic:RequireFederatedIdentityProvisioning xmlns:ic="..." />

The following describes the attributes and elements listed in the schema outlined above:

.../ic:RequireFederatedldentityProvisioning

This element indicates a requirement that one or more Information Cards, representing identities
that can be federated, MUST be pre-provisioned before token requests can be made to the
Identity Provider.

The following example illustrates the use of this policy element.
Example:

<wsp:Policy xmlns:wsp="..." xmlns:ic="..." xmlns:sp="...">

<ic:RequireFederatedIdentityProvisioning />
<sp:SymmetricBinding>

</sp:SymmetricBinding>

</wsp:Policy>

3.2.2 Policy Metadata Location

In the Information Card Model, an Identity Provider MUST make the Security Policy metadata for its
IP/STS endpoints available. If a metadata location is used for this purpose, the location URL MUST use
the [HTTPS] scheme. An Identity Selector MAY retrieve the Security Policy it will use to communicate with
the IP/STS from that metadata location using the mechanism specified in [WS-MetadataExchange].

3.3 Token Request and Response

For any given Information Card, an Identity Selector can obtain a Security Token from the IP/STS for that
Information Card. Tokens MUST be requested using the “Issuance Binding” mechanism described in
[WS-Trust 1.2] and [WS-Trust 1.3]. This section specifies additional constraints and extensions to the
token request and response messages between the Identity Selector and the IP/STS.

The WS-Trust protocol requires that a token request be submitted by using the
wst:RequestSecurityToken elementin the request message, and that a token response be sent
using the wst :RequestSecurityTokenResponse element in the response message. This profile
refers to the “Request Security Token” message as RST and the “Request Security Token Response”
message as RSTR in short.
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The WS-Trust protocol allows for a token response to provide multiple tokens by using the
wst:RequestSecurityTokenResponseCollection elementin the response message. This profile,

however, requires that an Identity Provider MUST NOT use the
wst:RequestSecurityTokenResponseCollection elementin the response. The token response
MUST consist of a single wst :RequestSecurityTokenResponse element.

3.3.1 Information Card Reference

When requesting a Security Token from the IP/STS, an Identity Selector MUST include the Information
Card reference in the body of the RST message as a top-level element information item. The
ic:InformationCardReference elementin the Information Card, including all of its [children],

[attributes] and [in-scope namespaces], MUST be copied as an immediate child of the RST element in the
message as follows.

The following example illustrates the Information Card reference included in a RST message.
Example:

<wst:RequestSecurityToken xmlns:wst="..." xmlns:ic="...">

<ic:InformationCardReference>
<ic:CardId>http://xyz.com/CardId/d795621£fa01d454285£9</ic:CardId>
<ic:CardVersion>1</ic:CardVersion>

</ic:InformationCardReference>

</wst:RequestSecurityToken>

The IP/STS MAY fault with ic:InformationCardRefreshRequired to signal to the Service
Requester that the Information Card needs to be refreshed.

3.3.2 Claims and Other Token Parameters

A Relying Party’s requirements of claims and other token parameters are expressed in its policy using the
sp:RequestSecurityTokenTemplate parameter within the sp: IssuedToken policy assertion (see
Section 2.1). If all token parameters are acceptable to the Identity Selector, it MUST copy the content of
this element (i.e. all of its [children] elements) into the body of the RST message as top-level element
information items. However, if optional claims are requested by the Relying Party, requests for optional
claims not selected by the user MUST NOT be copied into the RST message.

3.3.3 Token Scope

The WS-Trust protocol allows a token requester to indicate the target where the issued token will be used
(i.e., token scope) by using the optional element wsp:AppliesTo in the RST message. By default, an
Identity Selector SHOULD NOT send token scope information to the Identity Provider in token requests to
protect user privacy. In other words, the element wsp: AppliesTo is absent in the RST message.
However, if the Identity Provider requires it (see the modes of the ic:RequireAppliesTo element
described in Section 3.1.1.5), or if the Relying Party’s token policy includes the wsp:AppliesTo element
in the sp:RequestSecurityTokenTemplate parameter, then an Identity Selector MUST include token
scope information in its token request as per the behavior summarized in the following table.

<RequireAppliesTo> mode in <AppliesTo> element Resulting behavior of Identity
Information Card present in RP policy Selector
Mandatory Yes Send <AppliesTo> value from RP

policy in token request to IP.

Mandatory No Send the RP endpoint to which token
will be sent as the value of
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<AppliesTo> in token request to IP.

Optional Yes Send <AppliesTo> value from RP
policy in token request to IP.

Optional No Do not send <AppliesTo> in token
request to IP.

Not present Yes Fail

Not present No Do not send <AppliesTo> in token
request to IP.

The following example illustrates the token scope information included in a RST message when it is sent
to the Identity Provider.

Example:

<wst:RequestSecurityToken xmlns:wst="..." xmlns:wsp="..." xmlns:wsa="..."
xmlns:wsai="..." xmlns:ds="...">
<wsp:AppliesTo>
<wsa:EndpointReference>
<wsa:Address>http://ip.fabrikam.com</wsa:Address>
<wsai:Identity>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</wsai:Identity>
</wsa:EndpointReference>
</wsp:AppliesTo>

</wst:RequestSecurityToken>

3.3.4 Client Pseudonym

A private personal identifier (PPID) claim, defined in Section 7.5.14, identifies a Subject to a Relying Party
in a way such that a Subject’'s PPID at one Relying Party cannot be correlated with the Subject’s PPID at
another Relying Party. If an Identity Provider offers the PPID claim type then it MUST generate values for
the claim that have this prescribed privacy characteristic using data present in the RST request.

When a Relying Party requests a PPID claim, an Identity Selector MUST provide a Client Pseudonym
value via an ic:PPID element in the RST request that can be used by the IP/STS as input when
computing the PPID claim value in the issued token. The Client Pseudonym SHOULD be produced as
described in Section 3.3.4.1. It is RECOMMENDED that the IP/STS combine this Client Pseudonym
value with information specific to the entity to which the card was issued as well as a secret known only
by the IP/STS and pass the combination through a cryptographically non-invertible function, such as a
cryptographic hash function, to generate the PPID claim value sent in the token. Alternatively, when
target scope information is sent in the token request using the wsp: 2AppliesTo element, the IP/STS
MAY instead choose to use that information to generate an appropriate PPID value.

When Client Pseudonym information is included by an Identity Selector in a token request, it MUST be
sent using the following schema element.

Syntax:

<ic:ClientPseudonym xmlns:ic="...">
<ic:PPID> xs:base64Binary </ic:PPID>
</ic:ClientPseudonym>
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984  The following describes the attributes and elements listed in the schema outlined above:

985  .../ic:ClientPseudonym

986 This optional top-level element contains the Client Pseudonym information item.

987 .../ic:ClientPseudonym/ic:PPID

988 This optional element contains the Client Pseudonym value that the client has submitted for use
989 in computing the PPID claim value for the issued token. The IP/STS MAY use this value as the
990 input (a seed) to a custom cryptographically non-invertible function, with the result used as the
991 PPID claim value in the issued token.

992 The following example illustrates the Client Pseudonym information sent in a RST message.
993 Example:

994 <wst:RequestSecurityToken xmlns:wst="..." xmlns:ic="...">
995 <ic:ClientPseudonym>

996 <ic:PPID>MITIEZzCCA9CgAWIBAGIQEMtJIZc0=</ic:PPID>

997 </ic:ClientPseudonym >

998 R

999 </wst:RequestSecurityToken>

1000  When the target scope information is not sent in the token request to an IP/STS, the Identity Provider
1001 MUST NOT record any Client Pseudonym values included in the RST message. It likewise MUST NOT
1002 record the PPID claim value that it generates.

1003  3.3.4.1 PPID

1004  When a token request for a PPID claim is sent to an IP/STS, an Identity Selector SHOULD compute the
1005 Client Pseudonym PPID information it sends in the RST message as follows:

1006 e Construct the RP PPID Seed as described in Section 7.6.1.

1007 e Decode the base64 encoded value of the ic:HashSalt element of the Information Card (see
1008 Section 6.1) to obtain SaltBytes.

1009 e Decode the base64 encoded value of the ic:MasterKey element of the Information Card (see
1010 Section 6.1) to obtain MasterKeyBytes.

1011 e Hash the concatenation of MasterKeyBytes, RP PPID Seed, and SaltBytes using the SHA256
1012 hash function to obtain the Client Pseudonym PPID value.

1013 Client Pseudonym PPID = SHA256 (MasterKeyBytes + RP PPID Seed + SaltBytes)

1014 e Convert Client Pseudonym PPID to a base64 encoded string and send as the value of the

1015 ic:PPID elementin the RST request.

1016 3.3.5 Proof Key for Issued Token

1017 An issued token can have a symmetric proof key (symmetric key token), an asymmetric proof key

1018 (asymmetric key token), or no proof key (bearer token). If no key type is specified in the Relying Party
1019 policy, then an Identity Selector SHOULD request an asymmetric key token from the IP/STS by default.
1020 The optional wst:KeyType elementin the RST request indicates the type of proof key desired in the
1021 issued Security Token. The IP/STS MAY return the proof key and/or entropy towards the proof key in the
1022 RSTR response. This section describes the behaviors for how each proof key type is requested, who
1023 contributes entropy, and how the proof key is computed and returned.

1024  3.3.5.1 Symmetric Proof Key

1025 When requesting a symmetric key token, an Identity Selector MUST submit entropy towards the proof key
1026 by augmenting the RST request message as follows:
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e The RST SHOULD include a wst : KeyType element with one of the two following URI values,
depending upon the version of WS-Trust being used:

http.//schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey
http://docs.oasis-open.org/ws-sx/ws-trust/200512/SymmetricKey
e The RST MUST include a wst :BinarySecret elementinside a wst:Entropy element

containing client-side entropy to be used as partial key material. The entropy is conveyed as raw
base64 encoded bits.

The size of the submitted entropy SHOULD be equal to the key size requested in the Relying Party
policy. If no key size is specified by the Relying Party, then an Identity Selector SHOULD request a key at
least 256-bits in size, and submit an entropy of equal size to the IP/STS.

Following is a sample RST request fragment that illustrates a symmetric key token request.
Example:

<wst:RequestSecurityToken xmlns:wst="...">

<wst:KeyType>
http://schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey
</wst:KeyType>
<wst:KeySize>256</wst:KeySize>
<wst:Entropy>
<wst:BinarySecret>mQlxWxEiKOcUfnHgQpylcD7LYSkJplpE=</wst:BinarySecret>
</wst:Entropy>
</wst:RequestSecurityToken>

When processing the token request, the IP/STS MAY:
a) accept the client entropy as the sole key material for the proof key,

b) accept the client entropy as partial key material and contribute additional server-side entropy as
partial key material to compute the proof key as a function of both partial key materials, or

c) reject the client-side entropy and use server-side entropy as the sole key material for the proof
key.
For each of the cases above, the IP/STS MUST compute and return the proof key by augmenting the
RSTR response message as follows.

For case (a) where IP/STS accepts client entropy as the sole key material:

e The RSTR MUST NOT include a wst :RequestedProofToken element. The proof key is
implied and an Identity Selector MUST use the client-side entropy as the proof key.

For case (b) where IP/STS accepts client entropy and contributes additional server entropy:

e The RSTR MUST include a wst:BinarySecret elementinside a wst :Entropy element
containing the server-side entropy to be used as partial key material. The entropy is conveyed as
raw base64 encoded bits.

e The partial key material from the IP/STS MUST be combined (by each party) with the partial key
material from the client to determine the resulting proof key.

e The RSTR MUST include a wst :RequestedProofToken element containing a
wst : ComputedKey element to indicate how the proof key is to be computed. It is
RECOMMENDED that an Identity Selector support the P_SHA1 computed key mechanism
defined in [WS-Trust 1.2] or [WS-Trust 1.3] with the particulars below. Usage of other algorithms
is not described.

ComputedKey Value Meaning
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http://schemas.xmlsoap.org/ws/2005/ | The key is computed using P_SHA1 from the TLS
02/trust/CK/PSHA1 or specification to generate a bit stream using entropy
http://docs.oasis-open.org/ws-sx/ws- | from both sides. The exact form is:
trust/200512/CK/PSHA1 key = P_SHA1 (Entropyreq, Entropyres)

Following is a sample RSTR response fragment that illustrates a token response with partial key material
from the IP/STS and a computed proof key.

Example:

<wst:RequestSecurityTokenResponse xmlns:wst="...">

<wst:Entropy>
<wst:BinarySecret>mQlxWxEiKOcUfnHgQpylcD7LYSkJplpE=</wst:BinarySecret>

</wst:Entropy>

<wst:RequestedProofToken>
<wst:ComputedKey>

http://schemas.xmlsoap.org/ws/2005/02/trust/CK/PSHAL

</wst:ComputedKey>

</wst:RequestedProofToken>

</wst:RequestSecurityTokenResponse>

For case (c) where IP/STS contributes server entropy as the sole key material:

e The RSTR MUST include a wst:BinarySecret element inside a
wst :RequestedProofToken element containing the specific proof key to be used. The proof
key is conveyed as raw base64 encoded bits.

Following is a sample RSTR response fragment that illustrates a token response with fully specified proof
key from the IP/STS.

Example:

<wst:RequestSecurityTokenResponse xmlns:wst="...">

<wst:RequestedProofToken>
<wst:BinarySecret>
mQ1xWxEiKOcUfnHgQpylcDKOcUfnHg7LYSkJplpE=
</wst:BinarySecret>
</wst:RequestedProofToken>
</wst:RequestSecurityTokenResponse>

The following table summarizes the symmetric proof key computation rules to be used by an Identity
Selector:

Token Requester (Identity Token Issuer (IP/STS) Results

Selector)

Provides entropy Uses requester entropy as No <wst:RequestedProofToken>
proof key element present in RSTR. Proof key

is implied.

Provides entropy Uses requester entropy and | <wst:Entropy> element present in
provides additional entropy | RSTR containing issuer supplied
of its own entropy.

<wst:RequestedProofToken> element
present in RSTR containing computed
key mechanism.

Requestor and Issuer compute proof
key by combining both entropies
using the specified computed key
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mechanism.

Provides entropy Uses own entropy as proof | <wst:RequestedProofToken> element
key (rejects requester present in RSTR containing the proof
entropy) key.

3.3.5.2 Asymmetric Proof Key

When requesting an asymmetric key token, it is RECOMMENDED that an Identity Selector generate an
ephemeral RSA key pair. Usage of other algorithms is not described. The generated RSA key pair
MUST be at least 1024-bits in size for use as the proof key. It MUST submit the public key to the IP/STS
by augmenting the RST request as follows:

e The RST MUST include a wst : KeyType element with one of the two following URI values,
depending upon the version of WS-Trust being used:
http.//schemas.xmlsoap.org/ws/2005/02/trust/PublicKey
http://docs.oasis-open.org/ws-sx/ws-trust/200512/PublicKey

e The RST SOAP body MUST include a wst : UseKey element containing the public key to be used

as proof key in the returned token. The public key is present as a raw RSA key in the form of a
ds:RSAKeyValue element inside a ds:KeyValue element.

e The RST SOAP security header SHOULD include a supporting signature to prove ownership of
the corresponding private key. The ds:KeyInfo element within the signature, if present, MUST
include the same public key as in the wst : UseKey element in the SOAP body.

e The supporting signature, if present, MUST be placed in the SOAP security header where the
signature for an endorsing supporting token would be placed as per the security header layout
specified in WS-SecurityPolicy.

Following is a sample RST request fragment that illustrates an asymmetric key based token request
containing the public key and proof of ownership of the corresponding private key.

Example:

<s:Envelope xmlns:s="..." xmlns:wsse="..." xmlns:ds="..." xmlns:wst="..."
ce. >
<s:Header>

<wsse:Security>

<ds:Signature Id=" proofSignature">
<!-- signature proving possession of submitted proof key -->

<!-- KeyInfo in signature contains the submitted proof key —-->
<ds:KeyInfo>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>...</ds:Modulus>
<ds:Exponent>...</ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyValue>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</s:Header>
<s:Body wsu:Id="reqg">
<wst:RequestSecurityToken>

<wst:KeyType>
http://schemas.xmlsoap.org/ws/2005/02/trust/PublicKey
</wst:KeyType>
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<wst:UseKey Sig="# proofSignature">
<ds:KeyInfo>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>...</ds:Modulus>
<ds:Exponent>...</ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyValue>
</ds:KeyInfo>
</wst:UseKey>
</wst:RequestSecurityToken>
</s:Body>
</s:Envelope>

If a supporting signature for the submitted proof key is not present in the token request, the IP/STS MAY
fail the request. If a supporting signature is present, the IP/STS MUST verify the signature and MUST
ensure that the public key included in the wst : UseKey element and in the supporting signature are the

same. If verification succeeds and the IP/STS accepts the submitted public key for use in the issued
token, then the token response MUST NOT include a wst : RequestedProofToken element. The proof

key is implied and an Identity Selector MUST use the public key it submitted as the proof key.
The following table summarizes the asymmetric proof key rules used by an Identity Selector:

Token Requester (Identity Token Issuer (IP/STS) Results

Selector)

Provides ephemeral public Uses requester supplied No <wst:RequestedProofToken>

key for use as proof key proof key element present in RSTR. Proof key
is implied.

3.3.5.3 No Proof Key
When requesting a token with no proof key, an Identity Selector MUST augment the RST request
message as follows:
e The RST MUST include a wst : KeyType element with the following URI value if [WS-Trust 1.2] is
being used:
http://schemas.xmlsoap.org/ws/2005/05/identity/NoProofKey

or the RST MUST include a wst:KeyType element with the following URI value if [WS-Trust 1.3] is
being used:

http.//docs.oasis-open.org/ws-sx/wstrust/200512/Bearer
Following is a sample RST request fragment that illustrates a bearer token request.
Example:

<wst:RequestSecurityToken xmlns:wst="...">

<wst:KeyType>
http://schemas.xmlsoap.org/ws/2005/05/identity/NoProofKey
</wst:KeyType>
</wst:RequestSecurityToken>

When processing the token request, if the IP/STS issues a SAML v1.1 bearer token then:

e |t MUST specify “urn:oasis:names:tc:SAML:1.0:cm:bearer” as the subject confirmation method in
the token.

e |t SHOULD include a saml :AudienceRestrictionCondition element restricting the token
to the target site URL submitted in the token request.
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3.3.6 Display Token

An Identity Selector MAY request a Display Token — a representation of the claims carried in the issued
Security Token that can be displayed in an user interface — from an IP/STS as part of the token request.
To request a Display Token, the following element MUST be included in the RST message as a top-level
element information item.

Syntax:

<ic:RequestDisplayToken xml:lang="xs:language"? xmlns:ic="..." ... />

The following describes the attributes and elements listed in the schema outlined above:

/ic:RequestDisplayToken

This optional element is used to request an Identity Provider to return a Display Token
corresponding to the issued token.

/ic:RequestDisplay Token/@xml:lang
This optional attribute indicates a language identifier, using the language codes specified in [RFC
3066], in which the Display Token content SHOULD be localized.
An IP/STS MAY respond to a Display Token request. If it does, it MUST use the following element to
return a Display Token for the issued Security Token in the RSTR message.
Syntax:

<ic:RequestedDisplayToken xmlns:ic="..." ...>
<ic:DisplayToken xml:lang="xs:language" ... >
[ <ic:DisplayClaim Uri="xs:anyURI" ...>
<ic:DisplayTag> xs:string </ic:DisplayTag> ?
<ic:Description> xs:string </ic:Description> ?
<ic:DisplayValue> xs:string </ic:DisplayValue> ?
</ic:DisplayClaim> ] +
|
[ <ic:DisplayTokenText MimeType="xs:string">
xS:String
</ic:DisplayTokenText> ]

</ic:DisplayToken>
</ic:RequestedDisplayToken>

The following describes the attributes and elements listed in the schema outlined above:

/ic:RequestedDisplay Token

This optional element is used to return a Display Token for the Security Token returned in the
response.

/ic:RequestedDisplayToken/ic:Display Token
The returned Display Token.
/ic:RequestedDisplay Token/ic:Display Token/@xml:lang

This required attribute indicates a language identifier, using the language codes specified in [RFC
30661, in which the Display Token content is localized.

/ic:RequestedDisplay Token/ic:Display Token/ic:DisplayClaim

This required element indicates an individual claim returned in the Security Token.
/ic:RequestedDisplay Token/ic:Display Token/ic:DisplayClaim/@Uri

This required attribute provides the unique identifier (URI) of the individual claim returned in the

Security Token.
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/ic:RequestedDisplay Token/ic:Display Token/ic:DisplayClaim/ic:Display Tag
This optional element provides a friendly name for the claim returned in the Security Token.
/ic:RequestedDisplay Token/ic:Display Token/ic:DisplayClaim/ic:Description

This optional element provides a description of the semantics for the claim returned in the
Security Token.

/ic:RequestedDisplay Token/ic:Display Token/ic:DisplayClaim/ic:DisplayValue
This optional element provides the displayable value for the claim returned in the Security Token.
/ic:RequestedDisplay Token/ic:Display Token/ic:Display TokenText

This optional element provides an alternative textual representation of the entire token as a whole
when the token content is not suitable for display as individual claims.

/ic:RequestedDisplayToken/ic:Display Token/ic:Display Token Text/@MimeType
This required attribute provides a MIME type specifying the format of the Display Token content
(e.g., “text/plain”).
The following example illustrates a returned Display Token corresponding to a Security Token with two
claims.
Example:

<ic:RequestedDisplayToken xmlns:ic="...">
<ic:DisplayToken xml:lang="en-us">
<ic:DisplayClaim Uri="http://.../ws/2005/05/identity/claims/givenname">
<ic:DisplayTag>Given Name</ic:DisplayTag>
<ic:DisplayValue>John</ic:DisplayValue>
</ic:DisplayClaim>
<ic:DisplayClaim Uri="http://.../ws/2005/05/identity/claims/surname">
<ic:DisplayTag>Last Name</ic:DisplayTag>
<ic:DisplayValue>Doe</ic:DisplayValue>
</ic:DisplayClaim>
<ic:DisplayToken>
</ic:RequestedDisplayToken>

3.3.7 Token References

When an IP/STS returns the token requested by an Identity Selector, it MUST also include an attached
and an un-attached token reference for the issued security token using the
wst:RequestedAttachedReference and wst:RequestedUnattachedReference elements,
respectively, in the RSTR response message.

An Identity Selector is truly a conduit for the security tokens issued by an IP/STS and requested by an
RP, and it should remain agnostic of the type of the security token passing through it. Furthermore, a
security token issued by an IP/STS MAY be encrypted directly for the RP, thus preventing visibility into
the token by the Identity Selector. However, an Identity Selector (or a client application) needs to be able
to use the issued security token to perform security operations (such as signature or encryption) on a
message sent to an RP and thus needs a way to reference the token both when it is attached to a
message and when it is not. The attached and unattached token references returned by an IP/STS in the
RSTR message provide the necessary references that can be used for this purpose.

4 Authenticating to Identity Provider

The Information Card schema includes the element content necessary for an Identity Provider to express
what credential the user must use in order to authenticate to the IP/STS when requesting tokens. This
section defines the schema used to express the credential descriptor for each supported credential type.
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4.1 Username and Password Credential

When the Identity Provider requires a username and password as the credential type, the following
credential descriptor format MUST be used in the Information Card to specify the required credential.

Syntax:

<ic:UserCredential xmlns:ic="...">
<ic:UsernamePasswordCredential>
<ic:Username> xs:string </ic:Username> ?
</ic:UsernamePasswordCredential>
</ic:UserCredential>

The following describes the attributes and elements listed in the schema outlined above:

.../ic:UsernamePasswordCredential
This element indicates that a username/password credential is needed.

.../ic:UsernamePasswordCredential/ic:Username

This optional element provides the username part of the credential for convenience. An Identity
Selector MUST prompt the user for the password. If the username is specified, then its value
MUST be copied into the username token used to authenticate to the IP/STS; else an Identity
Selector MUST prompt the user for the username as well.

Furthermore, the actual Security Policy of the IP/STS (expressed in its WSDL) MUST include the
sp:UsernameToken assertion requiring a username and password value.

4.2 Kerberos v5 Credential

When the Identity Provider requires a Kerberos v5 service ticket for the IP/STS as the credential type, the
following credential descriptor format MUST be used in the Information Card to specify the required
credential.

Syntax:

<ic:UserCredential xmlns:ic="...">
<ic:KerberosV5Credential />
</ic:UserCredential>

The following describes the attributes and elements listed in the schema outlined above:

.../ic:KerberosV5Credential

This element indicates that a Kerberos v5 credential is needed.

To enable the Service Requester to obtain a Kerberos v5 service ticket for the IP/STS, the endpoint
reference of the IP/STS in the Information Card or in the metadata retrieved from it MUST include a
“service principal name” identity claim (i.e. a wsai: Spn element) under the wsai:Identity tag as

defined in Section 12.

Furthermore, the actual Security Policy of the IP/STS (expressed in its WSDL) MUST include the
sp:KerberosToken assertion requiring a Kerberos service ticket.

4.3 X.509v3 Certificate Credential

When the Identity Provider requires an X.509 v3 certificate for the user as the credential type, where the
certificate and keys are in a hardware-based smart card or a software-based certificate, the following
credential descriptor format MUST be used in the Information Card to specify the required credential.

Syntax:

<ic:UserCredential xmlns:ic="..." xmlns:ds="..." xmlns:wsse="...">
<ic:DisplayCredentialHint> xs:string </ic:DisplayCredentialHint>
<ic:X509V3Credential>
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<ds:X509Data>
<wsse:KeyIdentifier
ValueType="http://docs.oasisopen.org/wss/oasiswss—soap-
messagesecurity-1.1#ThumbPrintSHAL1"
EncodingType="http://docs.ocasis-open.org/wss/2004/01/0asis200401-wss—
soap-message-security-1.0#Base64Binary">
xs:base6b4binary
</wsse:KeyIdentifier>
</ds:X509Data>
</ic:X509V3Credential>
</ic:UserCredential>

The following describes the attributes and elements listed in the schema outlined above:

.../ic:DisplayCredentialHint

This optional element provides a user hint string which can be used to prompt the user, for
example, to insert the appropriate smart card into the reader.

.../ic:X5609V3Credential
This element indicates that a X.509 certificate credential is needed.

.../ic:X509V3Credential/ds:X509Data/wsse:Keyldentifier

This element provides a key identifier for the X.509 certificate based on the SHA1 hash of the
entire certificate content expressed as a “thumbprint.” Note that the extensibility point in the
ds:X509Data elementis used to add wsse:KeyIdentifier as a child element.

Furthermore, the actual Security Policy of the IP/STS, expressed in its WSDL, MUST include the
sp:X509Token assertion requiring an X.509v3 certificate.

4.4 Self-issued Token Credential

When the Identity Provider requires a self-issued token as the credential type, the following credential
descriptor format MUST be used in the Information Card to specify the required credential.

Syntax:

<ic:UserCredential xmlns:ic="...">
<ic:SelfIssuedCredential>
<ic:PrivatePersonalldentifier>
xs:base6b4Binary
</ic:PrivatePersonalldentifier>
</ic:SelfIssuedCredential>
</ic:UserCredential>

The following describes the attributes and elements listed in the schema outlined above:
.../ic:SelflssuedCredential

This element indicates that a self-issued token credential is needed.
.../ic:SelflssuedCredential/ic:PrivatePersonalldentifier

This required element provides the value of the PPID claim asserted in the self-issued token
used previously to register with the IP/STS (see Section 7.5.14).

Furthermore, the actual Security Policy of the IP/STS (expressed in its WSDL) MUST include the
sp: IssuedToken assertion requiring a self-issued token with exactly one claim, namely, the PPID.

5 Faults

In addition to the standard faults described in WS-Addressing, WS-Security and WS-Trust, this profile
defines the following additional faults that MAY occur when interacting with an RP or an IP. The binding of
the fault properties (listed below) to a SOAP 1.1 or SOAP 1.2 fault message is described in [WS-
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Addressing]. If the optional [Detail] property for a fault includes any specified content, then the
corresponding schema fragment is included in the listing below.

5.1 Relying Party

The following faults MAY occur when submitting Security Tokens to an RP per its Security Policy.

[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender
[Subcode] | ic:RequiredClaimMissing
[Reason] | A required claim is missing from the Security Token.
[Detail] [URI of missing claim]

<ic:ClaimType Uri="[Claim URI]" />
[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender
[Subcode] | ic:InvalidClaimValue
[Reason] | A claim value asserted in the Security Token is invalid.
[Detail] [URI of invalid claim]

<ic:ClaimType Uri="[Claim URI]" />

5.2 Identity Provider

The following faults MAY occur when requesting Security Tokens from an IP using Information Cards.

[action] http://www.w3.0rg/2005/08/addressing/soap/fault

[Code] S:Sender

[Subcode] | ic:MissingAppliesTo

[Reason] | The request is missing Relying Party identity information.
[Detail] (None defined.)

[action] http://www.w3.0rg/2005/08/addressing/soap/fault

[Code] S:Sender

[Subcode] | ic:InvalidProofKey

[Reason] Invalid proof key specified in request.

[Detail] (None defined.)
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[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender

[Subcode] | ic:UnknownInformationCardReference
[Reason] | Unknown Information Card reference specified in request.

[Detail] [Unknown Information Card reference]

<ic:InformationCardReference>
<ic:CardId>[card ID]</ic:CardId>
<ic:CardVersion>[version]</ic:CardVersion>

</ic:InformationCardReference>

1381
[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender
[Subcode] | ic:FailedRequiredClaims
[Reason] | Could not satisfy required claims in request; construction of
token failed
[Detail] [URIs of claims that could not be satisfied]
<ic:ClaimType Uri="[Claim URI]" />
1382

[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender

[Subcode] | ic:InformationCardRefreshRequired

[Reason] | Stale Information Card reference specified in request;
Information Card SHOULD be refreshed

[Detail] [Information Card reference that needs refreshing]

<ic:InformationCardReference>
<ic:CardId>[card ID]</ic:CardId>
<ic:CardVersion>[version]</ic:CardVersion>

</ic:InformationCardReference>

1383 5.2.1 ldentity Provider Custom Error Messages

1384 Identity Providers MAY return custom error messages to Identity Selectors via SOAP faults that can be
1385  displayed by the Identity Selector user interface. The error message MUST be communicated as an
1386 S:Text element within the S:Reason element of a SOAP fault message. Multiple S: Text elements
1387 MAY be returned with different xm1 : 1ang values and the Identity Selector SHOULD use the one

1388  matching the user’s locale, if possible.

1389 Example:

1390 <s:Envelope xmlns:wsa="http://www.w3.0rg/2005/08/addressing"

1391 xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">

1392 <s:Header>

1393 <wsa:Action s:mustUnderstand="1">
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http://www.w3.0rg/2005/08/addressing/soap/fault
</wsa:Action>
</s:Header>
<s:Body>
<s:Fault>
<s:Code>
<s:Value>s:Sender</s:Value>
</s:Code>
<s:Reason>
<s:Text xml:lang="en">Message in English ...</</s:Text>
<s:Text xml:lang="es-ES">Message in the Spanish of Spain ...</s:Text>
</s:Reason>
</s:Fault>
</s:Body>
</s:Envelope>

6 Information Cards Transfer Format

This section defines how collections of Information Cards are transferred between Identity Selectors. The
cards collection is always transferred after encrypting it with a key derived from a user specified
password. Section 6.1 describes the transfer format of the collection in the clear, whereas Section 6.1.2
describes the transfer format after the necessary encryption is applied.

6.1 Pre-Encryption Transfer Format

Each Information Card in the transfer stream will contain metadata and key material maintained by the
originating Identity Selector in addition to the original Information Card metadata. If an Identity Selector
includes a co-resident Self-issued Identity Provider (described in Section 7), an exported self-issued card
MAY also contain any associated claims information.

The XML schema used for the transfer format is defined below:
Syntax:

<ic:RoamingStore xmlns:ic="...">
<ic:RoamingInformationCard> +
<ic:InformationCardMetaData>
[Information Card]
<ic:IsSelfIssued> xs:boolean </ic:IsSelflIssued>
<ic:PinDigest> xs:base64Binary </ic:PinDigest> ?
<ic:HashSalt> xs:base64Binary </ic:HashSalt>
<ic:TimeLastUpdated> xs:dateTime </ic:TimeLastUpdated>
<ic:IssuerlId> xs:base64Binary </ic:IssuerId>
<ic:IssuerName> xs:string </ic:IssuerName>
<ic:BackgroundColor> xs:int </ic:BackgroundColor>
</ic:InformationCardMetaData>
<ic:InformationCardPrivateData> ?
<ic:MasterKey> xs:base64Binary </ic:MasterKey>
<ic:ClaimValueList> ?
<ic:ClaimValue Uri="xs:anyURI" ...> +
<ic:Value> xs:string </ic:Value>
</ic:ClaimValue>
</ic:ClaimValueList>
</ic:InformationCardPrivateData>

</ic:RoamingInformationCard>

</ic:RoamingStore>

The following describes the attributes and elements listed in the schema outlined above:

/ic:RoamingStore
The collection of Information Cards selected for transfer.
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/ic:RoamingStore/ic:RoaminginformationCard (one or more)

An individual Information Card within the transfer stream.

For brevity, the prefix string “/ic:RoamingStore/ic:RoaminglnformationCard” in the element names below
is shortened to “...”.

.../ic:InformationCardMetaData

This required element contains the metadata for an Information Card.

.../ic:InformationCardMetaData/[Information Card]

The original content of the Information Card as issued by the Identity Provider (described in
Section 3.1.1).

.../ic:InformationCardMetaData/ic:IsSelflssued

This required element indicates if the card is self-issued (“true”) or not (“false”).

.../ic:InformationCardMetaData/ic:PinDigest

This optional element contains a digest of the user-specified PIN information if the card is PIN-
protected. The digest contains the base64 encoded bytes of the SHA1 hash of the bytes of the
user-specified PIN represented using Unicode encoding UTF-16LE with no byte order mark.
Usage of other algorithms is not described.

.../ic:InformationCardMetaData/ic:HashSalt

This optional element contains a random per-card entropy value used for computing the Relying
Party specific PPID claim when the card is used at a Relying Party and for computing the Client
Pseudonym PPID value sent an Identity Provider.

.../ic.InformationCardMetaData/ic: TimeLastUpdated

This required element contains the date and time when the card was last updated.

.../ic:InformationCardMetaData/ic:Issuerld

This required element contains an identifier for the Identity Provider with which a self-issued
credential descriptor in a card issued by that Identity Provider can be resolved to the correct self-
issued card. The element content SHOULD be the empty string for self-issued cards.

.../ic:InformationCardMetaData/ic:IssuerName

This required element contains a friendly name of the card issuer.

.../ic:InformationCardMetaData/ic:BackgroundColor

This required element contains the background color used to display the card image. This value
is a 3-byte RGB color value in the sRGB color space used by HTML.

.../ic:InformationCardMetaData/{any}

This is an extensibility point to allow additional metadata to be included.

.../ic:InformationCardPrivateData

This required element contains the private data for an Information Card.

.../ic:InformationCardPrivateData/ic:MasterKey

This required element contains a base64 encoded 256-bit random number that provides a “secret
key” for the Information Card. This key is used for computing the Relying Party specific PPID
claim when the card is used at a Relying Party and for computing the Client Pseudonym PPID
value sent to an Identity Provider. This element is present both for self-issued and managed
Information Cards.

.../ic:InformationCardPrivateData/ic:ClaimValueList

This optional element is a container for the set of claim types and their corresponding values
embodied by a self-issued card.
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.../ic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue (one or more)

This required element is a container for an individual claim, i.e., a claim type and its
corresponding value.

.../ic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue/@Uri
This required attribute contains a URI that identifies the specific claim type.

.../ic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue/ic:Value
This required element contains the value for an individual claim type.

.../ @fany}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them in the respective
ic:RoamingStore/ic:RoamingInformationCard element when updating information using
the Information Cards Transfer Format.

../{any}

This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them in the respective
ic:RoamingStore/ic:RoamingInformationCard element when updating information using
the Information Cards Transfer Format.

/ic:RoamingStore/@{any}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them in the respective ic:RoamingStore element when updating
information using the Information Cards Transfer Format.

/ic:RoamingStore/{any}

This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them in the respective ic:RoamingStore element when
updating information using the Information Cards Transfer Format.

6.1.1 PIN Protected Card

When an Information Card is PIN protected, in addition to storing a digest of the PIN in the card data, the
master key and claim values associated with the card MUST also be encrypted with a key derived from
the user-specified PIN.

Itis RECOMMENDED that the PKCS-5 based key derivation method be used with the input parameters
summarized in the table below for deriving the encryption key from the PIN. Usage of other algorithms is
not described.
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Key derivation method PBKDF1 per [RFC 2898] (Section 5.1)

Input parameters:

Password UTF-8 encoded octets of PIN

Salt 16-byte random number (actual value stored
along with master key)

Iteration count 1000 (actual value stored along with master
key)

Key length 32 octets

Hash function SHA-256

The encryption method and the corresponding parameters that MUST be used are summarized in the
table below.

Encryption method AES-256
Parameters:
Padding As per PKCS-7 standard
Mode CBC
Block size 16 bytes (as REQUIRED by AES)

In a PIN-protected card, the encrypted content of the master key and the claim value fields are described
below.

.../ic:InformationCardPrivateData/ic:MasterKey

This element MUST contain a base64 encoded byte array comprised of the encryption
parameters and the encrypted master key serialized as per the binary structure summarized in
the table below.

Field Offset Size (bytes)

Version (for internal use) 0 1

Salt used for key-derivation method 1 16

Iteration count used for key-derivation method 17 4

Initialization Vector (IV) used for encryption 21 16

Encrypted master key 37 master key
length

.../ic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue/ic:Value

This element MUST contain a base64 encoded byte array comprised of the encrypted claim
value. The encryption parameters used are taken from those serialized into the master key field
and summarized in the table above.

6.1.2 Computing the ic:lssuerld

The ic:IssuerId value used for a card when representing it in the Information Cards Transfer Format
SHOULD be computed as a function of the ds: KeyInfo field of the envelope digitally signed by the
Identity Provider. Specifically:

e Compute IP PPID Seed in the same manner as RP PPID Seed in Section 7.6.1, except that the
certificate from ds : KeyInfo is used, rather than the Relying Party’s.
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Use the IP PPID Seed as the ic:IssuerId value.
The ic:IssuerId value SHOULD be the empty string for self-issued cards.

6.1.3 Computing the ic:lssuerName

The ic:IssuerName value used for a card when representing it in the Information Cards Transfer
Format SHOULD be computed as a function of the ds : KeyInfo field of the envelope digitally signed by
the ldentity Provider. Specifically, if the certificate from ds:KeyInfo is an extended validation (EV)
certificate [EV Cert], then set ic: IssuerName to the organizationName (O) field value from the
certificate, otherwise set ic: IssuerName to the commonName (CN) field value from the certificate.

6.1.4 Creating the ic:HashSalt

A random ic:HashSalt value for a card SHOULD be created by the Identity Selector when that card is
created from the ic: InformationCard data provided by an Identity Provider.

6.2 Post-Encryption Transfer Format

The transfer stream MUST be encrypted with a key derived from a user specified password. The XML
schema used for the encrypted transfer stream is defined below:

Syntax:

Byte-order-mark
<?xml version="1.0" encoding="utf-8"?>
<ic:EncryptedStore xmlns:ic="..." xmlns:xenc="...">
<ic:StoreSalt> xs:base64Binary </ic:StoreSalt>
<xenc:EncryptedData>
<xenc:CipherData>
<xenc:CipherValue> ... </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>
</ic:EncryptedStore>

The following describes the elements listed in the XML schema outlined above:

Byte-order-mark

The first three bytes in the stream containing the values {OXEF, OxBB, OxBF} constitutes a “byte
order mark”.

/ic:EncryptedStore
The top-level container element for the encrypted transfer stream.

/ic:EncryptedStore/ic:Store Salt
This required element contains the random salt used as a parameter for the key derivation
function to derive the encryption key from a user-specified password.
/ic:EncryptedStore/xenc:EncryptedData/xenc:CipherData/xenc:CipherValue

This element contains a base64 encoded byte array containing the ciphertext corresponding to
the clear text transfer stream described in Section 6.1.

@fany}
This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them when updating information using the Information Cards Transfer

Format.
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This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them when updating information using the Information Cards
Transfer Format.

The remainder of this section describes the element content of the xenc:CipherValue element in the
schema outline above. Specifically, it describes the encryption method used and the format of the
encrypted content.

The following table defines two symbolic constants, namely EncryptionKeySalt and IntegrityKeySalt, and
their corresponding values used by the key derivation and the encryption methods described below to
encrypt the transfer stream.

EncryptionKeySalt { 0xd9, 0x59, 0x7b, 0x26, 0x1e, 0xd8, 0xb3,
0x44, 0x93, 0x23, 0xb3, 0x96, 0x85, Oxde,
0x95, 0xfc }

IntegrityKeySalt { Oxc4, 0x01, Ox7b, 0xf1, Ox6b, Oxad, 0x2f,
0x42, Oxaf, 0xf4, 0x97, 0x7d, 0x4, 0x68, 0x3,
Oxdb }

The transfer stream content is encrypted with a key derived from a user-specified password. It is
RECOMMENDED that the PKCS-5 based key derivation method be used with the input parameters
summarized in the table below for deriving the key from the password. Usage of other algorithms is not
described.

Key derivation method PBKDF1 per [RFC 2898] (Section 5.1)
Input parameters:
Password UTF-8 encoded octets of user-specified
password
Salt 16-byte random number (actual value stored
in the ic:StoreSalt field)
Iteration count 1000
Key length 32 octets
Hash function SHA-256

The PKCS-5 key derived as per the preceding table MUST be further hashed with a 16-byte salt using the
SHA256 hash function, and the resulting value used as the encryption key. The order in which the values
used MUST be hashed is as follows:

Encryption Key = SHA256 (EncryptionKeySalt + PKCS5-derived-key)
Further, to provide an additional integrity check at the time of import, a “hashed integrity code” MUST be
computed as follows and included along with the encrypted transfer stream content.

e The PKCS-5 key derived as per the preceding table MUST be further hashed with a 16-byte salt
using the SHA256 hash function, and the resulting value used as the integrity key. The order in
which the values used MUST be hashed is as follows:

Integrity Key = SHA256 (IntegrityKeySalt + PKCS5-derived-key)
e The last block of the clear text transfer stream MUST be captured and further hashed with the
integrity key (IK) and the initialization vector (IV) using the SHA256 hash function, and the

resulting value used as the hashed integrity code. The order in which the values used MUST be
hashed is as follows:
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1618 Hashed Integrity Code = SHA256 (IV + IK + Last-block-of-clear-text)

1619 The encryption method and the corresponding parameters that MUST be used to encrypt the transfer
1620 stream are summarized in the table below.

Encryption method AES-256
Parameters:
Padding As per PKCS-7 standard
Mode CBC
Block size 16 bytes (as REQUIRED by AES)

1621 The element content of xenc:Ciphervalue MUST be a base64 encoded byte array comprised of the
1622 initialization vector used for encryption, the hashed integrity code (as described above), and the

1623 encrypted transfer stream. It MUST be serialized as per the binary structure summarized in the table
1624 below.

Field Offset Size (bytes)
Initialization Vector (IV) used for encryption 0 16

Hashed integrity code 16 32
Ciphertext of transfer stream 48 Arbitrary

1625 [ Simple Identity Provider Profile

1626 A simple Identity Provider, called the “Self-issued Identity Provider” (SIP), is one which allows users to
1627  self-assert identity in the form of self-issued tokens. An Identity Selector MAY include a co-resident Self-
1628 issued Identity Provider that conforms to the Simple Identity Provider Profile defined in this section. This
1629 profile allows self-issued identities created within one Identity Selector to be used in another Identity
1630 Selector such that users do not have to reregister at a Relying Party when switching Identity Selectors.
1631 Because of the co-location there is data and metadata specific to an Identity Provider that need to be
1632 shareable between Identity Selectors.

1633 7.1 Self-Issued Information Card

1634  The ic:Issuer element within an Information Card provides a logical name for the issuer of the

1635 Information Card. An Information Card issued by a SIP (i.e., a self-issued Information Card) MUST use
1636 the special URI below as the value of the ic:Issuer elementin the Information Card.

1637 URI:
1638 http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self

1639 7.2 Self-Issued Token Characteristics
1640  The self-issued tokens issued by a SIP MUST have the following characteristics:

1641 e The token type of the issued token MUST be SAML 1.1 which MUST be identified by either of the
1642 following token type URIs:
1643 o urn:oasis:names:tc:SAML:1.0:assertion, or
1644 o http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1. 1#SAMLV1.1.
1645 e |tis RECOMMENDED that the signature key used in the issued token be a 2048-bit asymmetric
1646 RSA key which identifies the issuer. Usage of other algorithms is not described.
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e The issuer of the token, indicated by the value of the sam1 : Issuer attribute on the

saml :Assertion root element, MUST be identified by the following URI defined in Section 2.1.1

representing the issuer “self”.

http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self

e The issued token MUST contain the saml : Conditions element specifying:

o the token validity interval using the NotBefore and NotOnOrAfter attributes, and

o the saml:AudienceRestrictionCondition element restricting the token to a

specific target scope (i.e., a specific recipient of the token).

e The saml:NameIdentifier element SHOULD NOT be used to specify the Subject of the

token.

e The subject confirmation method MUST be specified as one of:
o urn:oasis:names:tc:SAML:1.0.cm:holder-of-key, or

o urn:oasis:names:tc:SAML:1.0:cm:bearer (for Browser based applications).

e When the subject confirmation method is “holder of key”, the subject confirmation key (also
referred to as the proof key) MUST be included in the token in the ds:KeyInfo child element
under the saml: SubjectConfirmation element. The proof key MUST be encoded in the

token as follows:

o For symmetric key tokens, the proof key is encrypted to the recipient of the token in the
form of a xenc:EncryptedKey child element. It is RECOMMENDED that an AES key
with a default size of 256 bits be used, but a different size MAY be specified by the

Relying Party. Usage of other algorithms is not described.

o For asymmetric key tokens, it is RECOMMENDED that the proof key be a public RSA
key value specified as a ds: RSAKeyValue child element under the ds:Keyvalue

element. The default size of the key is 2048 bits. Usage of other algorithms is not

described.

e The issued token MUST contain a single attribute statement (i.e., a single

saml:AttributeStatement element) containing the subject confirmation data and the

requested claims (called attributes in a SAML token).

e The claim types supported by the self-issued token SHOULD include those listed in Section7.5.

e The claims asserted in the saml:AttributeStatement element of the issued token MUST be

named as follows using the claim type definitions in the XML schema file referenced in
Section7.5. For each claim represented by a saml :Attribute element,

o the AttributeName attribute is set to the NCname of the corresponding claim type

defined in the XML schema file, and

o the AttributeNamespace attribute is set to the target namespace of the XML schema

file, namely

http://schemas.xmlsoap.org/ws/2005/05/identity/claims
Itis RECOMMENDED that the XML digital signature [XMLDSIG] profile used to sign a self-issued token

be as follows. Usage of other algorithms is not described.

e Uses the enveloped signature format identified by the transform algorithm identifier

“http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”. The token signature contains a single
ds:Reference containing a URI reference to the AssertionID attribute value of the root

element of the SAML token.
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Uses the RSA signature method identified by the algorithm identifier
“http://www.w3.0rg/2000/09/xmldsig#rsa-sha1”.

e Uses the exclusive canonicalization method identified by the algorithm identifier
“http.//www.w3.0rg/2001/10/xml-exc-c14n#’ for canonicalizing the token content as well as the
signature content.

e Uses the SHA1 digest method identified by the algorithm identifier
“http://www.w3.0rg/2000/09/xmldsig#sha1” for digesting the token content being signed.

¢ No other transforms, other than the ones listed above, are used in the enveloped signature.

e The ds:KeyInfo elementis always present in the signature carrying the signing RSA public key
in the form of a ds:RSAKeyValue child element.

Following is an example of a self-issued signed Security Token containing three claims.
Example:

<Assertion xmlns="urn:oasis:names:tc:SAML:1.0:assertion"
AssertionID="urn:uuid:08301dba-d8d5-462f-85db-dec08c5ed4el7"
Issuer="http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self"
IssuelInstant="2004-10-06T16:44:20.00Z"
MajorVersion="1" MinorVersion="1">
<Conditions NotBefore="2004-10-06T16:44:20.00Z2"
NotOnOrAfter="2004-10-06T16:49:20.00Z2">
<AudienceRestrictionCondition>
<Audience>http://www.relying-party.com</Audience>
</AudienceRestrictionCondition>
</Conditions>
<AttributeStatement>
<Subject>
<!-- Content here differs; see examples that follow -->
</Subject>
<Attribute AttributeName="privatepersonalidentifier"
AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims">
<AttributeValue>
£8301dba-d8d5a904-462£f0027-85dbdec0
</AttributeValue>
</Attribute>
<Attribute AttributeName="givenname"
AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims">
<AttributeValue>dasf</AttributeValue>
</Attribute>
<Attribute AttributeName="emailaddress"
AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims">
<AttributeValue>dasf@mail.com</AttributevValue>
</Attribute>
</AttributeStatement>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="urn:uuid:08301dba-d8d5-462f-85db-dec08c5e4el7">
<Transforms>
<Transform
Algorithm="http://.../2000/09/xmldsig#enveloped-signature"/>
<Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>vpnIyEi4R/S4b+1vEH4gwQ9iHsY=</DigestValue>
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1748 </Reference>

1749 </SignedInfo>

1750 <SignatureValue>...</SignaturevValue>
1751 <!-- token signing key -->

1752 <KeyInfo>

1753 <KeyValue>

1754 <RSAKeyValue>

1755 <Modulus>... utnQyEi8R/S4b+1vEH4gwR9ihsV ...</Modulus>
1756 <Exponent>AQAB</Exponent>

1757 </RSAKeyValue>

1758 </KeyValue>

1759 </KeyInfo>

1760 </Signature>

1761 </Assertion>

1762  The content of the sam1 : Subject element in the self-issued token differs based on the subject

1763  confirmation method and the type of proof key used. The following examples illustrate each of the three
1764  variations of the content of this element.

1765  The following example illustrates the content of the saml : Subject element when subject confirmation
1766 method is “holder of key” using a symmetric proof key.

1767 Example:

1768 <Subject xmlns="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:ds="..."
1769 xmlns:wsse="..." xmlns:xenc="...">

1770 <SubjectConfirmation>

1771 <ConfirmationMethod>

1772 urn:oasis:names:tc:SAML:1.0:cm:holder-of-key

1773 </ConfirmationMethod>

1774 <ds:KeyInfo>

1775 <!-- symmetric proof key encrypted to recipient -->

1776 <xenc:EncryptedKey>

1777 <xenc:EncryptionMethod

1778 Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp" />
1779 <ds:KeyInfo>

1780 <ds:X509Data>

1781 <wsse:KeyIdentifier

1782 ValueType="http://docs.oasis-open.org/wss/2004/xx/0asis-2004xx~-
1783 wss—soap-message-security-1.1#ThumbprintSHAL">

1784 EdFoIlaAeja85201XTzjNMVIWy7532jUYtrx=

1785 </wsse:KeyIdentifier>

1786 </ds:X509Data>

1787 </ds:KeyInfo>

1788 <xenc:CipherData>

1789 <xenc:CiphervValue>

1790 AuFhiu72+1lkaJiAuFhiu72+1lkaJi=

1791 </xenc:CiphervValue>

1792 </xenc:CipherData>

1793 </xenc:EncryptedKey>

1794 </ds:KeyInfo>

1795 </SubjectConfirmation>

1796 </Subject>

1797 The following example illustrates the content of the saml : Subject element when subject confirmation
1798 method is “holder of key” using an asymmetric proof key.

1799 Example:

1800 <Subject xmlns="urn:oasis:names:tc:SAML:1.0:assertion” xmlns:ds="...">

1801 <SubjectConfirmation>

1802 <ConfirmationMethod>

1803 urn:oasis:names:tc:SAML:1.0:cm:holder-of-key

1804 </ConfirmationMethod>

1805 <ds:KeyInfo>
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1806 <!-- asymmetric RSA public key as proof key -->

1807 <ds:KeyValue>

1808 <ds:RSAKeyValue>

1809 <ds:Modulus>... FntQyKi6R/E4b+1vDH4gwS5ihsU ...</ds:Modulus>
1810 <ds:Exponent>AQAB</ds:Exponent>

1811 </ds:RSAKeyValue>

1812 </ds:KeyValue>

1813 </ds:KeyInfo>

1814 </SubjectConfirmation>

1815 </Subject>

1816 The following example illustrates the content of the saml : Subject element when subject confirmation
1817 method is “bearer” using no proof key.

1818 Example:

1819 <Subject xmlns="urn:ocasis:names:tc:SAML:1.0:assertion">
1820 <SubjectConfirmation>

1821 <ConfirmationMethod>

1822 urn:oasis:names:tc:SAML:1.0:cm:bearer

1823 </ConfirmationMethod>

1824 </SubjectConfirmation>

1825 </Subject>

1826 7.3 Self-lssued Token Encryption

1827 One of the goals of the Information Card Model is to ensure that any claims are exposed only to the
1828  Relying Party intended by the user. For this reason, the SIP SHOULD encrypt the self-issued token under
1829  the key of the Relying Party. This guarantees that a token intended for one Relying Party cannot be
1830  decoded by nor be meaningful to another Relying Party. As described in Section 8.3, when the Relying
1831 Party is not identified by a certificate, because no key is available for the Relying Party in this case, the
1832  token can not be encrypted, but SHOULD still be signed.

1833 When a self-issued token is encrypted, the XML encryption [XMLENC] standard MUST be used. The
1834  encryption construct MUST use encrypting the self-issued token with a randomly generated symmetric
1835 key which in turn is encrypted to the Relying Party’s public key taken from its X.509 v3 certificate. The
1836 encrypted symmetric key MUST be placed in an xenc:EncryptedKey element within the

1837 xenc:EncryptedData element carrying the encrypted Security Token.

1838 It is RECOMMENDED that the XML encryption [XMLENC] profile that is used for encrypting the key and
1839  the token be as follows. Usage of other algorithms is not described.

1840 e Uses the RSA-OAEP key wrap method identified by the algorithm identifier

1841 “http.//www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgf1p” for encrypting the encryption key.

1842 e Uses the AES256 with CBC encryption method identified by the algorithm

1843 “http://www.w3.0rg/2001/04/xmlenc#aes256-cbc” for encrypting the token. The padding method
1844 used is as per the PKCS-7 standard in which the number of octets remaining in the last block is
1845 used as the padding octet value.

1846 e The ds:KeyInfo elementis presentin the encrypted key specifying the encryption key

1847 information in the form of a Security Token reference.

1848 Following is an illustration of a self-issued token encrypted to a Relying Party using the encryption
1849  structure described above.

1850  Example:

1851 <xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element"

1852 xmlns:xenc="..." xmlns:ds="..." xmlns:wsse="...">

1853 <xenc:EncryptionMethod

1854 Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc" />

1855 <ds:KeyInfo>
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<xenc:EncryptedKey>
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-ocaep-mgflp">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
</xenc:EncryptionMethod
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:KeyIdentifier
ValueType="http://docs.oasis-open.org/wss/2004/xx/0asis-2004xx—
wss—-soap-message-security-1.1l#ThumbprintSHAL1"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis200401-
wss—-soap-message-security-1.0#Base64Binary">
+PYbznDaB/d1lhjIfgCQ458E72wA=
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>...Ukasdj8257Fjwf=</xenc:CiphervValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
<xenc:CipherData>
<!-- Start encrypted Content

End encrypted content -->
<xenc:CipherValue>...aK1lh4817JerpZoDofy90=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>

7.4 Self-lssued Token Signing Key

The key used to sign a self-issued token presented to a Relying Party also represents a unique identifier
for the Subject of the token. In order to prevent the key from becoming a correlation identifier across
relying parties, a SIP SHOULD use a different key to sign a self-issued token for each Relying Party
where the card is used. In other words, the key used to sign the self-issued token is pair-wise unique for a
given Information Card and RP combination. To allow self-issued identities created by a SIP within one
Identity Selector to be used in another, the signing keys used by the two SIPs SHOULD be the same.

It is RECOMMENDED that the signing key be an RSA key. Usage of other algorithms is not described.

This section specifies the “processing rules” that SHOULD be used by a SIP to derive the RSA key used
to sign the self-issued token for a combination of an Information Card and an RP where the card is used.
Each self-issued Information Card contains a 256-bit secret random number, called the “master key” (see
Section 6.1), that is used as the secret entropy in deriving the token signing RSA key. (Managed
Information Cards also have a master key that is used in the Client Pseudonym PPID calculation, as per
Section 3.3.4.1.)

Key derivation is done according to the ANSI X9.31 standard for key generation which starts with
requiring the use of six random values denoted by Xp1, Xp2, Xq1, Xq2, Xp, and Xq. The processing rules
described here enunciate how to transform the master key in an Information Card into the six random
inputs for the X9.31 key generation process. The actual key computation algorithm in the X9.31 standard
is not reproduced here.

The values Xp and Xq are REQUIRED to be at least 512 bits and each independently carries the full
entropy of any Information Card master key of up to 512 bits in length. The values Xp1, Xp2, Xq1, and Xq2
have a length of only 100 to 121 bits and therefore will be shorter than the Information Card master key
and hence cannot each independently carry the full master key entropy. The details of the X9.31 protocol,

Identity-1.0-spec-os 1 July 2009
Copyright © OASIS® 2008-2009. All Rights Reserved. Page 52 of 80

87



1910
1911

1912
1913

1914
1915
1916
1917

1918
1919
1920
1921

1922
1923

1924
1925

1926
1927
1928
1929
1930
1931
1932
1933

1934
1935
1936

1937
1938
1939
1940
1941

1942
1943

1944
1945
1946
1947

however, ensure that for reasonably sized master keys, full entropy will be achieved in the generated
asymmetric key pair.

7.4.1 Processing Rules
This key generation mechanism can be used to generate 1024 or 2048-bit RSA keys.

Notation: If H is an n-bit big-endian value, the convention H[1..p] denotes bits 1 through p in the value of
H where p < n, and bit-1 is the rightmost (least significant) bit whereas bit-n is the leftmost (most
significant) bit in the value of H. Also, the convention X + Y denotes the concatenation of the big-endian
bit value of X followed by the big-endian bit value of Y.

Assume that the master key for the selected Information Card (see Section 6.1) is M and the unique RP
Identifier (derived as per Section 7.6.1) is T. The following processing rules SHOULD be used to derive
the inputs for the X9.31 key generation process.

1. Define 32-bit DWORD constants Cn as follows:
Cn=n, wheren=0,1,2,...,15

2. Compute SHA-1 hash values Hn as follows:

If the requested key size = 1024 bits, compute
Hn=SHA1 (M + T+ Cn) forn=0,1,2,...,9

If the requested key size = 2048 bits, compute
Hn=SHA1 (M + T+ Cn) forn=0,1,2,..,15
3. Extract the random input parameters for the X9.31 protocol as follows:
For all key sizes, compute
Xp1 [112-bits long] = Ho[1..112]
Xp2 [112-bits long] = H1[1..112]
Xq1 [112-bits long] = H2[1..112]
Xq2 [112-bits long] = H3[1..112]

If the requested key size = 1024 bits, compute
Xp [512-bits long] = H4[1..160] + Hs[1..160] + Hs[1..160] + Ho[129..160]
Xq [512-bits long] = H7[1..160] + Hg[1..160] + Ho[1..160] + H1[129..160]

If the requested key size = 2048 bits, compute

Xp [1024-bits long] = H4[1..160] + H5[1..160] + He[1..160] + Ho[129..160] +
H10[1..160] + H11[1..160] + H12[1..160] + H2[129..160]

Xq [1024-bits long] = H7[1..160] + Hg[1..160] + Ho[1..160] + H1[129..160] +
H13[1..160] + H14[1..160] + H15[1..160] + H3[129..160]

4. The X9.31 specification (Section 4.1.2) requires that the input values Xp1, Xp2, Xq1, Xq2 MUST
satisfy the following conditions.

e The large prime factors p1, p2, g1, and gz are the first primes greater than their respective

random Xp1, Xp2, Xq1, Xq2 input values. They are randomly selected from the set of prime
numbers between 2190 and 2720, and each SHALL pass at least 27 iterations of Miller-
Rabin.
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To ensure that the lower bound of 2190 is met, set the 101t bit of Xp1, Xp2, Xq1, Xq2 to ‘1’ (i.e.
Xp1[13™ byte] |= 0x10, Xp2[13" byte] |= 0x10, Xq1[13™ byte] |= 0x10, Xq2[13" byte] |[= 0x10).
5. The X9.31 specification (Section 4.1.2) requires that the input values Xp and Xq MUST satisfy the
following conditions.
e If the requested key size = 1024 bits, then
Xp = (V2)(2511) and Xq = (V2)(25'1)
e If the requested key size = 2048 bits, then
Xp = (V2)(21°23) and Xq = (V2)(21023)
To ensure this condition is met, set the two most significant bits of Xp and Xq to ‘1’ (i.e. Xp[most
significant byte] |= 0xCO, Xq[most significant byte] |= 0xCO0).
6. Compute 1024 or 2048-bit keys as per the X9.31 protocol using {Xp1, Xp2, Xq1, Xq2, Xp, Xq} as
the random input parameters.
7. Use a 32-bit DWORD size public exponent value of 65537 for the generated RSA keys.

There are three conditions as follows in the X9.31 specification which, if not met, require that one or more
of the input parameters MUST be regenerated.

e (Section 4.1.2 of X9.31) |Xp-Xg| = 24'2 (for 1024-bit keys) or |Xp-Xg| = 292* (for 2048-bit keys). If
not true, Xq MUST be regenerated and q recomputed.

e (Section 4.1.2 of X9.31) |p-q| = 242 (for 1024-bit keys) or |p-q| = 2924 (for 2048-bit keys). If not
true, Xq MUST be regenerated and q recomputed.

e (Section 4.1.3 of X9.31) d > 25'2 (for 1024-bit keys) or d > 21924 (for 2048-bit keys). If not true,
Xq1, Xq2, and Xq MUST be regenerated and key generation process repeated.

When it is necessary to regenerate an input parameter as necessitated by one or more of the conditions
above, it is essential that the regeneration of the input parameter be deterministic to guarantee that all
implementations of the key generation mechanism will produce the same results. Furthermore, input
regeneration is a potentially unlimited process. In other words, it is possible that regeneration MUST be
performed more than once. In theory, one MAY need to regenerate input parameters many times before
a key that meets all of the requirements can be generated.

The following processing rules MUST be used for regenerating an input parameter X of length n-bits
when necessary:

a. Pad the input parameter X on the right, assuming a big-endian representation, with m zero-bits
where m is the smallest number which satisfies ((n+m) mod 128 = 0).

b. Encrypt the padded value with the AES-128 (Electronic Code Book mode) algorithm using the 16-
byte constant below as the encryption key:

{ Ox8b, Oxe5, 0x61, 0xf5, Oxbc, 0x3e, 0xO0c,
Encryption Key Ox4e, 0x94, 0x0d, 0x0a, 0x6d, Oxdc, 0x21,
0x9d, 0xfd }

c. Use the leftmost n-bits of the result above as the REQUIRED regenerated parameter.

If a regenerated parameter does not satisfy the necessary conditions, then repeat the 3-step process
above (call it RegenFunction) to generate the parameter again by using the output of one iteration as
input for the next iteration. In other words, if the output of the i iteration of the regeneration function
above for an input parameter X'is given by X; then

Xi+1 = RegenFunction (X;)
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7.5 Claim Types

This section specifies a set of claim (attribute) types and the corresponding URIs that is defined by this
profile for some commonly used personal information. These claim types MAY be used by a SIP, in self-
issued tokens, or by other Identity Providers. Note that, wherever possible, the claims included here
reuse and refer to the attribute semantics defined in other established industry standards that deal with
personal information. A SIP SHOULD support these claim types at a minimum. Other Identity Providers
MAY also support these claim types when appropriate. The URIs defined here MAY be used by a Relying
Party to specify requested claims in its policy.

The base XML namespace URI that is used by the claim types defined here is as follows:

http://schemas.xmlsoap.org/ws/2005/05/identity/claims

For convenience, an XML Schema for the claim types defined here can be found at:

http://schemas.xmlsoap.org/ws/2005/05/identity/claims.xsd

7.5.1 First Name

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

Type: xs:string

Definition: (givenName in [RFC 2256]) Preferred name or first name of a Subject. According to RFC

2256: “This attribute is used to hold the part of a person’s name which is not their surname nor middle
name.”

7.5.2 Last Name

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Type: xs:string

Definition: (snin [RFC 2256]) Surname or family name of a Subject. According to RFC 2256: “This is the
X.500 surname attribute which contains the family name of a person.”

7.5.3 Email Address

URIL: http.//schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

Type: xs:string

Definition: (mail in inetOrgPerson) Preferred address for the “To:” field of email to be sent to the Subject,

usually of the form <user>@<domain>. According to inetOrgPerson using [RFC 1274]: “This attribute type
specifies an electronic mailbox attribute following the syntax specified in RFC 822.”

7.5.4 Street Address

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/streetaddress

Type: xs:string

Definition: (street in [RFC 2256]) Street address component of a Subject’s address information.
According to RFC 2256: “This attribute contains the physical address of the object to which the entry

corresponds, such as an address for package delivery.” Its content is arbitrary, but typically given as a PO
Box number or apartment/house number followed by a street name, e.g. 303 Mulberry St.

7.5.5 Locality Name or City
URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/locality
Type: xs:string
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Definition: (/in [RFC 2256]) Locality component of a Subject’s address information. According to RFC
2256: “This attribute contains the name of a locality, such as a city, county or other geographic region.”
e.g. Redmond.

7.5.6 State or Province

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/stateorprovince

Type: xs:string

Definition: (stin [RFC 2256]) Abbreviation for state or province name of a Subject’s address information.
According to RFC 2256: “This attribute contains the full name of a state or province. The values SHOULD

be coordinated on a national level and if well-known shortcuts exist - like the two-letter state abbreviations
in the US — these abbreviations are preferred over longer full names.” e.g. WA.

7.5.7 Postal Code

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/postalcode

Type: xs:string

Definition: (postalCode in X.500) Postal code or zip code component of a Subject’s address information.
According to X.500(2001): “The postal code attribute type specifies the postal code of the named object.

If this attribute value is present, it will be part of the object’s postal address - zip code in USA, postal code
for other countries.”

7.5.8 Country

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/country

Type: xs:string

Definition: (c in [RFC 2256]) Country of a Subject. According to RFC 2256: “This attribute contains a
two-letter ISO 3166 country code.”

7.5.9 Primary or Home Telephone Number

URI: http.//schemas.xmlsoap.org/ws/2005/05/identity/claims/homephone

Type: xs:string

Definition: (homePhone in inetOrgPerson) Primary or home telephone number of a Subject. According
to inetOrgPerson using [RFC 1274]: “This attribute type specifies a home telephone number associated

with a person.” Attribute values SHOULD follow the agreed format for international telephone numbers,
e.g. +44 71 123 4567.

7.5.10 Secondary or Work Telephone Number

URIL: http://schemas.xmlisoap.org/ws/2005/05/identity/claims/otherphone

Type: xs:string

Definition: (telephoneNumber in X.500 Person) Secondary or work telephone number of a Subject.
According to X.500(2001): “This attribute type specifies an office/campus telephone number associated

with a person.” Attribute values SHOULD follow the agreed format for international telephone numbers,
e.g. +44 71 123 4567.

7.5.11 Mobile Telephone Number

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/mobilephone
Type: xs:string

Definition: (mobile in inetOrgPerson) Mobile telephone number of a Subject. According to
inetOrgPerson using [RFC 1274]: “This attribute type specifies a mobile telephone number associated
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with a person.” Attribute values SHOULD follow the agreed format for international telephone numbers,
e.g. +44 71 123 4567.

7.5.12 Date of Birth

URI: http.//schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirth

Type: xs:date

Definition: The date of birth of a Subject in a form allowed by the xs:date data type.

7.5.13 Gender

URI: http://schemas.xmlisoap.org/ws/2005/05/identity/claims/gender
Type: xs:token

Definition: Gender of a Subject that can have any of these exact string values — ‘0’ (meaning
unspecified), ‘1’ (meaning Male) or ‘2’ (meaning Female). Using these values allows them to be language
neutral.

7.5.14 Private Personal ldentifier
URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersonalidentifier
Type: xs:baseb4binary

Definition: A private personal identifier (PPID) that identifies the Subject to a Relying Party. The word
“private” is used in the sense that the Subject identifier is specific to a given Relying Party and hence
private to that Relying Party. A Subject’'s PPID at one Relying Party cannot be correlated with the
Subject’s PPID at another Relying Party. Typically, the PPID SHOULD be generated by an Identity
Provider as a pair-wise pseudonym for a Subject for a given Relying Party. For a self-issued Information
Card, the Self-issued Identity Provider in an Identity Selector system SHOULD generate a PPID for each
Relying Party as a function of the card identifier and the Relying Party’s identity. The processing rules and
encoding of the PPID claim value is specified in Section 7.6.

Compatibility Note: Some existing Identity Selectors omit listing the PPID claim as an
ic:SupportedClaimType from the ic:SupportedClaimTypelist when saving a self-issued
Information Card in the Information Cards Transfer Format defined in Section 6.1, even though the PPID
claim is supported by the card. This behavior is deprecated, as all supported claims SHOULD be listed.
Nonetheless, Identity Selectors MAY choose to recognize this case and support the PPID claim for self-
issued cards not explicitly listing this claim.

7.5.15 Web Page

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/webpage
Type: xs:string
Definition: The Web page of a Subject expressed as a URL.

7.6 The PPID Claim

The PPID claim for a Subject user represents a unique identifier for that user at a given Relying Party that
is different from all identifiers for that user at any other Relying Party. In other words, the PPID is a pair-
wise unique identifier for a given user identity and Relying Party combination. Since an Information Card
represents a specific user identity and a Relying Party is the organization behind a Web service or site
that the user interacts with, the PPID claim is logically a function of an Information Card and the
organizational identity of the Relying Party.

This section describes the processing rules that SHOULD be used by a SIP to derive a PPID claim value
for a combination of an Information Card and a Relying Party where it is used.
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7.6.1 Relying Party ldentifier and Relying Party PPID Seed

In order to derive the PPID and Signing Key as functions of the RP’s organizational identity, a stable and
unique identifier for the RP, called the RP Identifier, is needed. In the Information Card Model, the identity
of a Relying Party (RP) possessing an X.509v3 certificate is presented in the form of that certificate.
Therefore the organizational identity of the RP is obtained by applying a series of transformations to the
identity information carried in the X.509 certificate. (See Section 8 for the specification of how to compute
these values for Relying Parties not possessing a certificate.)

As specified in [RFC 2459], the subiject field inside an X.509 certificate identifies the entity associated with
the public key stored in the subject public key field. Where it is non-empty, the subject field MUST contain
an X.500 distinguished name (DN). The DN MUST be unique for each subject entity certified by the one
CA as defined by the issuer name field.

The subject field contains a DN of the form shown below:
CNs=string, [OU=string, ...,] O=string, L=string, S=string, C=string
The Object Identifiers for these attributes from the DN are as follows:

Field Abbreviation | Field Name Object Identifier
0] organizationName 2.5.4.10

L localityName 2547

S stateOrProvinceName | 2.5.4.8

C countryName 2546

CN commonName 2543

Note that the field names and abbreviations used in this specification may not correspond to those used
by particular software but the underlying Object Identifiers (OIDs) of the attributes are unambiguous.

For an end-entity certificate, the values of the attribute types O (organizationName), L (localityName), S
(stateOrProvinceName) and C (countryName) together uniquely identify the organization to which the
end-entity identified by the certificate belongs. These attribute types are collectively referred to as the
organizational identifier attributes here. The RP Identifier is constructed using these organizational
identifier attributes as described below.

The RP Identifier value is used as an input to the Signing Key computation. A closely related value called
the Relying Party PPID Seed is also computed, which is used as an input to the PPID claim and Client
Pseudonym PPID computations. In many cases these are the same but in one case they differ.

There are four cases of how the RP Identifier and RP PPID Seed are constructed depending on which
organizational identifier attributes the RP’s certificate contains, if it is an extended validation (EV)
certificate [EV Cert] with respect to the organizational identifier attributes, and if it chains to a trusted root
certificate.

Case 1: RP’s certificate is EV for organizational identifier attributes and chains to a trusted root
certificate authority
e Convert the organizational identifier attributes in the end-entity certificate into a string, call it
OrgldString, of the following form:
|O="string"|L="string"|S="string"|C="string"|

The vertical bar character (ASCII 0x7C) is used as a delimiter at the start and end of the string as
well as between the attribute types. Further, the string values of the individual attribute types are
enclosed within double quote characters (ASCIl 0x22). If an attribute type is absent in the subject
field of the end-entity certificate, then the corresponding string value is the empty string ("").
Following is an example OrgldString per this convention.
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|O="Microsoft"|L="Redmond"|S="Washington"|C="US"|

Encode all the characters in OrgldString into a sequence of bytes, call it OrgldBytes, using
Unicode encoding UTF-16LE with no byte order mark.

Hash OrgldBytes using the SHA256 hash function, and use the resulting value as the RP
Identifier and RP PPID Seed.

RP PPID Seed = RP Identifier = SHA256 (OrgldBytes)

Case 2: RP’s certificate is not EV for organizational identifier attributes, has a non-empty
organizationName (O) value, and chains to a trusted root certificate authority

Convert the organizational identifier attributes in the end-entity certificate into a string, call it
OrgldString, in the same manner as employed for Case 1 above.

Let QualifierString be the string:
|Non-EV

Let QualifiedOrgldString be the concatenation of QualifierString and OrgldString.
QualifiedOrgldString = QualifierString + OrgldString

Encode all the characters in QualifiedOrgldString into a sequence of bytes, call it
QualifiedOrgldBytes, using Unicode encoding UTF-16LE with no byte order mark.

Hash QualifiedOrgldBytes using the SHA256 hash function, and use the resulting value as the
RP Identifier.

RP Identifier = SHA256 (QualifiedOrgldBytes)

Encode all the characters in OrgldString into a sequence of bytes, call it OrgldBytes, using
Unicode encoding UTF-16LE with no byte order mark.

Hash OrgldBytes using the SHA256 hash function, and use the resulting value as the Relying
Party PPID Seed.

RP PPID Seed = SHA256 (OrgldBytes)

Case 3: RP’s certificate has an empty or no organizationName (O) value and has an empty or no
commonName (CN) or does not chain to a trusted root certificate authority

Take the subject public key in the end-entity certificate, call it PublicKey, as a byte array.

Hash PublicKey using the SHA256 hash function, and use the resulting value as the RP Identifier
and RP PPID Seed.

RP PPID Seed = RP Identifier = SHA256 (PublicKey)

Case 4: RP’s certificate has an empty or no organizationName (O) value but has a non-empty
commonName (CN) value and chains to a trusted root certificate authority

Convert the commonName attribute value in the end-entity certificate into a string, call it
CnldString, of the following form:

|CN="string"|
Following is an example CnldString per this convention:
|CN="login.live.com"|

Encode all the characters in CnldString into a sequence of bytes, call it CnldBytes, using Unicode
encoding UTF-16LE with no byte order mark.

Hash CnldBytes using the SHA256 hash function, and use the resulting value as the RP Identifier
and RP PPID Seed.

RP PPID Seed = RP Identifier = SHA256 (CnldBytes)
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7.6.2 PPID

The PPID value SHOULD be produced as follows using the card identifier and the RP PPID Seed
(specified in Section 7.6.1):

Encode the value of the ic:CardId element of the Information Card into a sequence of bytes,
call it CardldBytes, using Unicode encoding UTF-16LE with no byte order mark.

Hash CardldBytes using the SHA256 hash function to obtain the canonical card identifier
CanonicalCardld.

CanonicalCardld = SHA256 (CardldBytes)

Hash the concatenation of RP PPID Seed and CanonicalCardld using the SHA256 hash function
to obtain the PPID.

PPID = SHA256 (RP PPID Seed + CanonicalCardld)

7.6.3 Friendly Identifier

The PPID provides an RP-specific identifier for a Subject that is suitable for programmatic processing, but
is not a user-friendly identifier. The simple transformation rules specified in this section MAY be used by a
SIP, or any other Identity Provider supporting the PPID claim, to create a friendly identifier for use within a
Display Token accompanying a Security Token carrying the PPID claim.

The Friendly Identifier has the following characteristics:

It is encoded as a 10-character alphanumeric string of the form “AAA-AAAA-AAA” grouped into
three groups separated by the ‘hyphen’ character (e.g., the string “6QR-97A4-WR5”). Note that
the hyphens are used for punctuation only.

The encoding alphabet does NOT use the numbers ‘0’ and ‘1’, and the letters ‘O’ and ‘I’ to avoid
confusion stemming from the similar glyphs used for these numbers and characters. This leaves
8 digits and 24 letters — a total of 32 alphanumeric symbols — as the alphabet for the encoding.

The processing rules used for deriving a Friendly Identifier from a PPID are as follows:

The PPID value is conveyed as a base64 encoded string inside tokens. Start with the base64
decoded PPID value as input.

Hash the PPID value using the SHA1 hash function to obtain a hashed identifier.
Hashld = SHA1 (PPID)

Let the Friendly Identifier be the string “Ao A1 A>— A3 A4 As As— A7 As Ag” where each A;is an
alphanumeric character from the encoding alphabet described above.

Fori:=0to 9, each A;is determined as below:
o Take the i octet of Hashld (denoted as Hashld[i])
o Find RawValue = Hashld[i] % 32 (where % is the remainder operation)

o Ai= EncodedSymbol obtained by mapping RawValue to EncodedSymbol using the table

below

Raw

0 1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15
Value
Encoded | o\ | | 2 |3 |4 |5 |6 |7 |8|9|AlB|Cc|D|E|F
Symbol
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Raw | ye 1 47 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
Value
Encoded | '~ | byl gl kI mM[N|IPIR|s|T|lulv iwlx|y]|z
Symbol

8 Relying Parties without Certificates

While Relying Parties are typically identified by presenting a cryptographically protected identity, such as
an X.509v3 certificate, the Information Card Model is also applicable in situations in which no Relying
Party certificate is available. This section specifies how Information Cards are used at Relying Parties
with no certificate: specifically, Web sites using the [HTTP] scheme. Also see
ic07:RequireStrongRecipientIdentity in Section 3.1.1.7 for a means whereby card issuers can
prohibit the use of cards at Relying Parties not identified by a certificate.

8.1 Relying Party Identifier and Relying Party PPID Seed

The Relying Party Identifier and Relying Party PPID Seed values for Relying Parties without certificates
are computed in this manner:

e Set the string OrgldString to be the fully qualified DNS host name in lowercase characters
specified in the URI of the Relying Party, or if a numeric IP address was used, then a string
representation of the IP address of the server. For IPv4 addresses, this string is the standard 4-
byte dotted decimal representation of the address with no leading zeros, such as
131.107.55.210. For IPv6 addresses, this string is the hexadecimal representation of the
address in eight groups of four hex digits each using uppercase for the letters, with each group of
four digits separated by a colon, all enclosed by square brackets, such as
[0000:1234:0000:0000:0000:000A:00BC:0DEF].

e Encode all the characters in OrgldString into a sequence of bytes, call it OrgldBytes, using the
Unicode encoding UTF-16LE with no byte order mark.

e Hash OrgldBytes using the SHA256 hash function, and use the resulting value as both the RP
Identifier and the RP PPID Seed.

The RP Identifier and RP PPID Seed are then used in the same manner as for Relying Parties identified
by certificates when computing PPID claim and Client Pseudonym PPID values.

8.2 AppliesTo Information

Under the circumstances described in Section 3.3.3 that the RP endpoint to which the token will be sent
is supplied as the wsp:AppliesTo value to the IP, when the RP possesses no certificate, the URL of the
RP is supplied as that wsp : AppliesTo value.

Example:

<wst:RequestSecurityToken xmlns:wst="..." xmlns:wsp="..." xmlns:wsa="...">
<wsp:AppliesTo>
<wsa:EndpointReference>
<wsa:Address>http://login.contoso.com</wsa:Address>
</wsa:EndpointReference>
</wsp:AppliesTo>

</wst:RequestSecurityToken>
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8.3 Token Signing and Encryption

When the Relying Party is not identified by a certificate, tokens sent from the Self-issued Identity Provider
are not encrypted, although they are still signed in the manner described in Section 7.2. Tokens
generated by ldentity Providers for Relying Parties not identified by a certificate are also typically not
encrypted, as no encryption key is available. However, the token MAY still be encrypted if the Identity
Provider has a pre-existing relationship with the Relying Party and they have mutually agreed on the use
of a known encryption key. The token SHOULD still typically be signed, even when not encrypted.

9 Using WS-SecurityPolicy 1.2 and WS-Trust 1.3

Software implementing the Information Card Model SHOULD utilize the OASIS standard versions of WS-
SecurityPolicy and WS-Trust — [WS-SecurityPolicy 1.2] and [WS-Trust 1.3] and MAY utilize the previous
draft versions — [WS-SecurityPolicy 1.1] and [WS-Trust 1.2]. This section describes the differences
between the old and standard versions of these protocols that MAY affect software implementing the
Information Card Model.

9.1 Overview of Differences
The following changes between the protocol versions affect software implementing this specification:

e Namespace changes:
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 replaces
http://schemas.xmlsoap.org/ws/2005/07/securitypolicy.
http://docs.oasis-open.org/ws-sx/ws-trust/200512 replaces
http://schemas.xmlsoap.org/ws/2005/02/trust.

e Use of RequestSecurityTokenResponseCollection: A
wst:RequestSecurityTokenResponseCollection element encloses the
wst:RequestSecurityTokenResponse when WS-Trust 1.3 is used.

e Use of SecondaryParameters: An Identity Selector sends some information received from the
Relying Party to the Identity Provider in a wst: SecondaryParameters element.

o Bearer Token Request Syntax: The new wst :KeyType value http://docs.oasis-open.org/ws-
sx/wstrust/200512/Bearer is used to request a bearer token.

9.2 Identity Selector Differences

Identity Selectors MUST determine the WS-Trust versions used by Identity Provider STSs and Relying
Party STSs using their Security Policy.

Identity Selectors supporting WS-Trust 1.3 MUST understand the new WS-Trust 1.3 elements and syntax
such as wst1l3:RequestSecurityTokenResponseCollection and new URIs such as
http://docs.oasis-open.org/ws-sx/wstrust/200512/Bearer. They MUST also understand that typical
properties of an RST like Claims and KeyType MAY be either a direct child of the top level
wstl3:RequestSecurityToken element or contained within a wst13:SecondaryParameters
element in the RST.

When constructing an RST for an Identity Provider using WS-Trust 1.3, the Identity Selector SHOULD
send parameters received from the Relying Party in a wst13:SecondaryParameters element within
the wst13:RequestSecurityToken, with these exceptions:

e The user chooses not to send optional claims. In this scenario, no SecondaryParameters element
is sent in order to hide this user decision.

e Nowsp:AppliesTo is being sentin the RST. In this scenario, no
wstl3:SecondaryParameters element is sent so that the Identity Provider does not obtain
any identifying information about the Relying Party.
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Example:

<wstl3:RequestSecurityToken Context="ProcessRequestSecurityToken"
xmlns:wstl3="..." xmlns:ic="...">
<wstl3:RequestType>http://docs.oasis-open.org/ws—sx/ws—
trust/200512/Issue</wstl3:RequestType>
<ic:InformationCardReference>

</ic:InformationCardReference>
<wstl3:Claims Dialect="http://schemas.xmlsoap.org/ws/2005/05/identity">

</wstl3:Claims>
<wstl3:KeyType>http://docs.oasis-open.org/ws-sx/ws-—
trust/200512/SymmetricKey</wstl3:KeyType>
<wstl3:SecondaryParameters>
<wstl3:RequestType>http://docs.oasis-open.org/ws-sx/ws-—
trust/200512/Issue</wstl3:RequestType>
<wstl3:TokenType>urn:oasis:names:tc:SAML:1.0:assertion</wstl3:TokenType>
<wstl3:KeyType>http://docs.oasis-open.org/ws-sx/ws—
trust/200512/SymmetricKey</wstl3:KeyType>
<wstl3:KeyWrapAlgorithm>http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-
mgflp</wstl3:KeyWrapAlgorithm>

</wstl3:SecondaryParameters>
</wstl3:RequestSecurityToken>

The wst13:RequestSecurityTokenResponse constructed MUST be enclosed within a
wstl3:RequestSecurityTokenResponseCollection element.

Example:

<wstl3:RequestSecurityTokenResponseCollection xmlns:wstl3="...">
<wstl3:RequestSecurityTokenResponse>
<wstl3:TokenType>urn:oasis:names:tc:SAML:1.0:assertion</wstl3:TokenType>
<wstl3:RequestedSecurityToken> ... </wstl3:RequestedSecurityToken>

</wstl3:RequestSecurityTokenResponse>
</wstl3:RequestSecurityTokenResponseCollection>

9.3 Security Token Service Differences

To utilize WS-Trust 1.3, an Identity Provider STS and Relying Party STSs MUST express their Security
Policy using WS-SecurityPolicy 1.2.

STSs using WS-Trust 1.3 MUST understand the new WS-Trust 1.3 elements and syntax such as
wstl3:RequestSecurityTokenResponseCollection and new URIs such as http://docs.oasis-
open.org/ws-sx/wstrust/200512/Bearer. They MUST also understand that typical properties of an RST
like Claims and KeyType MAY be either a direct child of the top level wst13:RequestSecurityToken
element or contained within a wst13:SecondaryParameters elementin the RST.
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10Browser Behavior with Information Cards

This section explains the steps that a Web browser takes when using an Information Card to authenticate
to a Web site. Two cases are described. The basic case is where the Web site provides all the Relying
Party functionality via HTML extensions transported over HTTPS. The second case is where the Relying
Party employs a Relying Party Security Token Service (STS), which it references via HTML extensions
transported over HTTPS.

10.1 Basic Protocol Flow when using an Information Card at a Web
Site

This section explains the protocol flow when using an Information Card to authenticate at a Web site
where no Relying Party STS is employed.

Browser wi ldentity Selector
o -: @ HTTP(S)/GET (Protected Page) = Web Site

: « & Redirect to Login Page

@ HTTPS/GET (Login Page) =
‘mn Page w/ Information Card Tags

Identity Selector lights up
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Ny
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Identity Provider (Managed or Self-lssuad)

Figure 1. Basic protocol flow when using an Information Card to authenticate at a Web site

Figure 1 gives an example of the basic protocol flow when an Information Card is used to authenticate at
a Web site that employs no Relying Party STS. Steps 1, 2, and 5 are essentially the same as a typical
forms-based login today: (1) The user navigates to a protected page that requires authentication. (2)
The site redirects the browser to a login page, which presents a Web form. (5) The browser posts the
Web form that includes the login credentials supplied by the user back to the login page. The site then
validates the contents of the form including the user credentials, typically writes a client-side browser
cookie to the client for the protected page domain, and redirects the browser back to the protected page.
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2370 The key difference between this scenario and today’s site login scenarios is that the login page returned
2371 to the browser in step (2) contains an HTML tag that allows the user to choose to use an Information Card
2372 to authenticate to the site. When the user selects this tag, the browser invokes an Identity Selector,

2373  which implements the Information Card user experience and protocols, and triggers steps (3) through (5).

2374 In Step (3), the browser Information Card support code invokes the Identity Selector, passing it parameter
2375  values supplied by the Information Card HTML tag supplied by the site in Step (2). The user then uses
2376  the Identity Selector to choose an Information Card, which represents a Digital Identity that can be used
2377  to authenticate at that site. Step (4) retrieves a Security Token that represents the Digital Identity

2378  selected by the user from the STS at the Identity Provider for that identity.

2379 In Step (5), the browser posts the token obtained back to the Web site using a HTTPS/POST. The Web
2380  site validates the token, completing the user’s Information Card-based authentication to the Web site.
2381 Following authentication, the Web site typically then writes a client-side browser cookie and redirects the
2382  browser back to the protected page.

2383 It is worth noting that this cookie is likely to be exactly the same cookie as the site would have written
2384 back had the user authenticated via other means, such as a forms-based login using

2385 username/password. This is one of the ways that the goal of “minimal impact on Web sites” is achieved.
2386 Other than its authentication subsystem, the bulk of a Web site’s code can remain completely unaware
2387  that Information Card-based authentication is even utilized. It just uses the same kinds of cookies as
2388 always.

2389  10.2 Protocol Flow with Relying Party STS

2390 In the previous scenario, the Web site communicated with the client Identity Selector using only the HTML
2391 extensions enabling Information Card use, transported over the normal browser HTTPS channel. In this
2392  scenario, the Web site also employs a Relying Party STS to do part of the work of authenticating the user,
2393 passing the result of that authentication on to the login page via HTTPS POST.

2394  There are several reasons that a site might factor its solution this way. One is that the same Relying
2395 Party STS can be used to do the authentication work for both browser-based applications and smart
2396 client applications that are using Web services. Second, it allows the bulk of the authentication work to be
2397  done on servers dedicated to this purpose, rather than on the Web site front-end servers. Finally, this
2398  means that the front-end servers can accept site-specific tokens, rather than the potentially more general
2399  or more complicated authentication tokens issued by the Identity Providers.
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Figure 2. Protocol flow when using an Information Card to authenticate
at a Web site, where the Web site employs a Relying Party STS

This scenario is similar to the previous one, with the addition of steps (3) and (6). The differences start
with the Information Card information supplied to the browser by the Web site in Step (2). In the previous
scenario, the site encoded its WS-SecurityPolicy information using Information Card HTML extensions
and supplied them to the Information Card-extended browser directly. In this scenario, the site uses
different Information Card HTML extensions in the Step (2) reply to specify which Relying Party STS
SHOULD be contacted to obtain the WS-SecurityPolicy information.

In Step (3), the Identity Selector contacts the Relying Party STS specified by the Web site and obtains its
WS-SecurityPolicy information via WS-MetadataExchange. In Step (4) the Identity Selector user interface
is shown and the user selects an Information Card, which represents a Digital Identity to use at the site.

In Step (5), the Identity Provider is contacted to obtain a Security Token for the selected Digital Identity.

In Step (6), the Security Token is sent to the Web site’s Relying Party STS to authenticate the user and a
site-specific authentication token is returned to the Identity Selector. Finally, in Step (7), the browser
posts the token obtained in Step (6) back to the Web site using HTTPS/POST. The Web site validates
the token, completing the user’s Information Card-based authentication to the Web site. Following
authentication, the Web site typically then writes a client-side browser cookie and redirects the browser
back to the protected page.

10.3 User Perspective and Examples

The Information Card user experience at Web sites is intended to be intuitive and natural enough that
users’ perspective on it will simply be “That’s how you log in”. Today, Web sites that require
authentication typically ask the user to supply a username and password at login time. With Information
Cards, they instead ask users to choose an Information Card. Some sites will choose to accept only
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Information Cards whereas others will give users the choice of Information Cards or other forms of
authentication.

A site that accepts Information Cards typically has a login screen that contains button with a label such as
“Sign in with an Information Card” or “Log in using an Information Card”. Upon clicking this button,
the user is presented with a choice of his Information Cards that are accepted at the site, and is asked to
choose one. Once a card is selected and submitted to the site, the user is logged in and continues using
the site, just as they would after submitting a username and password to a site.

Sites that accept both Information Cards and other forms of authentication present users with both an
Information Card login choice and whatever other choices the site supports. For instance, a site login
screen might display both “Sign in with your username and password” and “Sign in with an
Information Card” buttons.

10.4 Browser Perspective

Very little additional support is needed from today’s Web browsers to also support Information Cards.

The main addition is that they MUST recognize special HTML and/or XHTML tags for invoking the Identity
Selector, pass encoded parameters on to the Identity Selector on the platform, and POST back the token
resulting from the user’s choice of an Information Card.

10.5 Web Site Perspective

Web sites that employ Information Card-based authentication MUST support two new pieces of
functionality: adding HTML or XHTML tags to their login page to request an Information Card-based login
and code to log the user into the site using the POSTed credentials. In response to the Information Card-
based login, the Web site typically writes the same client-side browser cookie that it would have if the
login had occurred via username/password authentication or other mechanisms, and issue the same
browser redirects. Thus, other than the code directly involved with user authentication, the bulk of a Web
site can remain unchanged and oblivious to the site’s acceptance of Information Cards as a means of
authentication.
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11Invoking an Identity Selector from a Web Page
11.1 Syntax Alternatives: OBJECT and XHTML tags

HTML extensions are used to signal to the browser when to invoke the Identity Selector. However, not all
HTML extensions are supported by all browsers, and some commonly supported HTML extensions are
disabled in browser high security configurations. For example, while the OBJECT tag is widely
supported, it is also disabled by high security settings on some browsers, including Internet Explorer.

An alternative is to use an XHTML syntax that is not disabled by changing browser security settings.
However, not all browsers provide full support for XHTML.

To address this situation, two HTML extension formats are specified. Browsers MAY support one or both
of the extension formats.

11.1.1 OBJECT Syntax Examples

An example of the OBJECT syntax is as follows:

<html>

<head>
<title>Welcome to Fabrikam</title>

</head>

<body>
<img src='fabrikam.]jpg' alt="Fabrikam Logo" />
<form name="ctl00" id="ctl00" method="post"

action="https://www.fabrikam.com/InfoCard-Browser/Main.aspx">

<center>
<img src='infocard 56x39.png' alt="Information Card Icon"
onClick="ctl00.submit ()" />

<input type="submit" name="InfoCardSignin" value="Log in"
id="InfoCardSignin" />
</center>
<OBJECT type="application/x-informationCard" name="xmlToken">
<PARAM Name="tokenType" Value="urn:ocasis:names:tc:SAML:1.0:assertion">
<PARAM Name="issuer" Value=
"http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self">
<PARAM Name="requiredClaims" Value=
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname">
</OBJECT>
</form>
</body>
</html>

This is an example of a page that requests that the user log in using an Information Card. The key
portion of this page is the OBJECT of type “application/x-informationCard”. Once a card is
selected by the user, the resulting Security Token is included in the resulting POST as the xmIToken
value of the form. Appendix A shows a sample POST resulting from using a login page similar to the
preceding one. If the user cancels the authentication request, the resulting POST contains an empty
xmlToken value.

Parameters of the Information Card OBJECT are used to encode the necessary WS-SecurityPolicy
information in HTML. In this example, the Relying Party is requesting a SAML 1.0 token from a Self-
issued Identity Provider, supplying the requested claims “emailaddress”, “givenname”, and
“surname”. This example uses the basic protocol described in Section 2.1 (without employing a Relying

Party STS).
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2498 A second example of the OBJECT syntax is as follows:

2499 <html>

2500 <body>

2501 <form name="ctl01" method="post"

2502 action="https://www.fabrikam.com/InfoCard-Browser-STS/login.aspx"
2503 id="ctl01" onSubmit="fnGetCard() ;">

2504 <img src='infocard 56x39.png' alt="Information Card Icon"
2505 onClick="'ctl0l.submit ()' />

2506 <input type="submit" name="InfoCardSignin" value="Log in"
2507 id="InfoCardSignin" />

2508 <OBJECT type="application/x-informationCard" name="xmlToken"
2509 ID="oCard" />

2510 </form>

2511 <script type="text/javascript">

2512 <l-=

2513 function fnGetCard () {

2514 oCard.issuer = "http://www.fabrikam.com/sts";

2515 oCard.issuerPolicy = "https://www.fabrikam.com/sts/mex";
2516 oCard.tokenType = "urn:fabricam:custom-token-type";
2517 }

2518 [/==>

2519 </script>

2520 </body>

2521 </html>

2522  This example uses the enhanced protocol described in Section 2.3, which employs a Relying Party STS.
2523 Note that in this case, the “issuer” points to a Relying Party STS. The “issuerPolicy” points to an endpoint
2524  where the Security Policy of the STS (expressed via WS-SecurityPolicy) is to be obtained using WS-
2525 MetadataExchange. Also, note that the “tokenType” parameter requests a custom token type defined by
2526  the site for its own purposes. The “tokenType” parameter could have been omitted as well, provided that
2527  the Web site is capable of understanding all token types issued by the specified STS or if the STS has
2528 prior knowledge about the token type to issue for the Web site.

2529 The object parameters can be set in normal script code. This is equivalent to setting them using the
2530 “PARAM” declarations in the previous example.

2531 11.1.2 XHTML Syntax Example
2532  An example of the XHTML syntax is as follows:

2533 <html xmlns="http://www.w3.0rg/1999/xhtml"

2534 xmlns:ic="http://schemas.xmlsoap.org/ws/2005/05/identity">

2535 <head>

2536 <title>Welcome to Fabrikam</title>

2537 </head>

2538 <body>

2539 <img src='fabrikam.jpg' alt="Fabrikam Logo" />

2540 <form name="ctl00" id="ctl00" method="post"

2541 action="https://www.fabrikam.com/InfoCard-Browser/Main.aspx">

2542 <ic:informationCard name='xmlToken'

2543 style='behavior:url (#default#informationCard) '

2544 issuer="http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/self"

2545 tokenType="urn:oasis:names:tc:SAML:1.0:assertion">

2546 <ic:add claimType=

2547 "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

2548 optional="false" />

2549 <ic:add claimType=

2550 "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname"

2551 optional="false" />

2552 <ic:add claimType=

2553 "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname"

2554 optional="false" />

2555 </ic:informationCard>
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<center>
<input type="submit" name="InfoCardSignin" value="Log in"
id="InfoCardSignin" />
</center>
</form>
</body>
</html>

11.2 Identity Selector Invocation Parameters

The parameters to the OBJECT and XHTML Information Card objects are used to encode information in
HTML that is otherwise supplied as WS-SecurityPolicy information via WS-MetadataExchange when an
Identity Selector is used in a Web services context.

11.2.1 issuer

This optional parameter specifies the URL of the STS from which to obtain a token. If omitted, no specific
STS is requested. The special value
“http://schemas.xmlsoap.org/ws/2005/05/identity/issuer/sel f” specifies that the token

SHOULD come from a Self-issued Identity Provider.

11.2.2 issuerPolicy

This optional parameter specifies the URL of an endpoint from which the STS’s WS-SecurityPolicy can be
retrieved using WS-MetadataExchange. This endpoint MUST use HTTPS.

11.2.3 tokenType

This optional parameter specifies the type of the token to be requested from the STS as a URI. This
parameter can be omitted if the STS and the Web site front-end have a mutual understanding about what
token type will be provided or if the Web site is willing to accept any token type.

11.2.4 requiredClaims

This optional parameter specifies the types of claims that MUST be supplied by the identity. If omitted,
there are no required claims. The value of requiredClaims is a space-separated list of URIs, each

specifying a required claim type.

11.2.5 optionalClaims

This optional parameter specifies the types of optional claims that MAY be supplied by the identity. If
omitted, there are no optional claims. The value of optionalClaims is a space-separated list of URIs,

each specifying a claim type that can MAY be submitted.

11.2.6 privacyUrl

This optional parameter specifies the URL of the human-readable Privacy Policy of the site, if provided.

11.2.7 privacyVersion

This optional parameter specifies the Privacy Policy version. This MUST be a value greater than 0 if a
privacyUrl is specified. If this value changes, the Ul notifies the user and allows them review the change
to the Privacy Policy.

11.3 Data Types for Use with Scripting

The object used in the Information Card HTML extensions has the following type signature, allowing it to
be used by normal scripting code:

interface IInformationCardSigninHelper

{
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string issuer; // URI specifying token issuer

string issuerPolicy; // MetadataExchange endpoint of issuer

string tokenType; // URI specifying type of token to be requested
string [] requiredClaims; // Array of URIs of required claim types

string [] optionalClaims; // Array of URIs of optional claim types

string privacyUrl; // URL of the Privacy Policy of the site

string privacyVersion; // Version number of the Privacy Policy

boolean isInstalled; // True when an Identity Selector is available

// to the browser
}

11.4 Detecting and Utilizing an Information Card-enabled Browser

Web sites MAY choose to detect browser and Identity Selector support for Information Cards and modify
their login page contents depending upon whether Information Card support is present, and which of the
OBJECT and/or XHTML syntaxes are supported by the browser and supported by the Web site. This
allows Information Card capabilities to be shown when available to the user, and to be not displayed
otherwise.

Detecting an Information Card-enabled browser may require detecting specific browser and Identity
Selector versions and being aware of the nature of their Information Card support.

11.5 Behavior within Frames

When the object tag is specified in an embedded frame, the certificate of the frame is compared to that of
the root frame. For this configuration to work, the scheme, domain, and security zone (for example https,
microsoft.com, and Intranet) of the URL of the embedded frame MUST be the same as that of the root
frame. If they do not match, the object tag SHOULD NOT be acted upon. This prevents a form of cross-
site scripting attacks.

11.6 Invocation Using the Document Object Model (DOM)

In addition to being invokable using static HTML tags and script code, Identity Selectors can be invoked
from script injected into the page using the Document Object Model [DOM]. Invocation from dynamically
generated script allows the Web site’s requirements to be set dynamically.

11.7 Auditing, Non-Auditing, and Auditing-Optional Cards

e Auditing Card: When a managed card with an ic:RequireAppliesTo element and no
Optional attribute or Optional=false attribute is used at a Web site, the Request Security
Token (RST) sent to the Identity Provider contains a wsp: AppliesTo element.

¢ Non-Auditing Card: When a managed card with no ic:RequireAppliesTo elementis used
at a Web site, the Request Security Token (RST) sent to the Identity Provider contains no
wsp:AppliesTo element.

e Auditing-Optional Card: When a managed card with an ic:RequireAppliesTo element with
Optional=true attribute is used at a Web site, the Request Security Token (RST) sent to the
Identity Provider contains a wsp:AppliesTo element.
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12Endpoint Reference wsai:ldentity Property

This section adds the wsai : Identity property to an Endpoint Reference [WS-Addressing] and
leverages extensibility of the wsa : EndpointReferenceType schema to include a wsai:Identity
element as described below:

<wsa:EndpointReference xmlns:wsa="..." xmlns:wsai="...">
<wsai:Identity>...identity representation...</wsai:Identity>

</wsa:EndpointReference>

The wsai:Identity elementinside a wsa:EndpointReference can hold any of the identity
representations defined in Section 12.2 below.

12.1 Default Value

If a wsa:EndpointReference does not contain a wsai:Identity element, a DNS Name
representation can be assumed by extracting the hostname from the Address URI.

If the URI does not have a hostname, it does not have an implicit identity value and can not be verified by
the mechanisms defined in this document.

12.2 Identity Representation
12.2.1 DNS Name

The DNS Name representation implies that the remote principal is trusted to speak for that DNS name.
For instance the DNS Name representation could specify “fabrikam.com”. When challenged, the endpoint
contacted MUST be able to prove its right to speak for “fabrikam.com”. The service could prove its right
by proving ownership of a certificate containing a reference to fabrikam.com and signed by a trusted
Certificate Authority. The following element of type xs:string can be used to represent a DNS Name
representation within a wsai: Identity element.

<wsai:Dns xmlns:wsai="...">fabrikam.com</wsai:Dns>

12.2.2 Service Principal Name

The SPN representation implies that the remote principal is trusted to speak for that SPN, a mechanism
common in intranet domains. lIts format is <serviceClass>/<host>. For example, the SPN for a generic
service running on “server1.fabrikam.com” would be “host/server1.fabrikam.com”. The client could
confidentially speak to the service and verify replies back from the service by obtaining a Kerberos ticket
from the realm’s domain controller. The following element of type xs:string can be used to represent
an SPN representation within a wsai: Identity element.

<wsail:Spn xmlns:wsai="...">host/hrweb</wsai:Spn>

12.2.3 User Principal Name

The UPN representation implies that the remote principal is a particular user in a domain. Its format is:
<user>@<domain>. For example, the UPN for a user “someone” at a domain “example.com” would be
“someone@example.com”. A service could prove its UPN by providing the password for the user
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associated with “someone@example.com”. The following element of type xs:string can be used to
represent a UPN representation within a wsai: Identity element.

<wsai:Upn xmlns:wsai="...">someonel@example.com</wsai:Upn>

12.2.4 Keylnfo

This identity value is similar to the previous three, but rather than describing an attribute of the target, this
mechanism describes a reference (embedded or external) to key material associated with the target. This
allows confirmation of the target trust identity through encryption. These values can also be used to
compare authenticated identities similar to the basic trust identity values by comparing the hash of the
specified trust identity value with a hash of the authenticated identity of the service. The ds:KeyInfo
element defined in [XMLDSIG] can be used.

<ds:KeyInfo xmlns:ds="...">...</ds:KeyInfo>

12.2.4.1 Example specifying an RSA Public Key

The PublicKey representation states the public key of the remote principal. A service could prove its
ownership of the key by signing some data with the private key.

<wsal:Identity xmlns:wsai="..." ds:wsai="...">
<ds:KeyInfo>
<ds:RSAKeyValue>
<ds:Modulus>xA7SEU+e0yQH5. . .</ds:Modulus>
<ds:Exponent>AQAB</ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyInfo>
</wsai:Identity>

12.2.4.2 Example specifying an X509 Certificate

This example shows a certificate of the remote principal being used as the identity value.

<wsai:Identity xmlns:wsai="..." xmlns:ds="...">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIICXTCCA...</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</wsai:Identity>

12.2.5 Security Token

A security token can be an identity value representing statements about the identity of an endpoint. E.g.:

<wsai:Identity xmlns:wsai="..." ds:wsse="...">
<wsse:BinarySecurityToken ValueType="...#X509v3">
<!--base64 encoded value of the X509 certificate-->
</wsse:BinarySecurityToken>
</wsai:Identity>
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12.2.6 Security Token Reference

Similarly to ds:KeyInfo, wsse:SecurityTokenReference element can be used within a

wsai:Identity element to reference a token representing a collection of statements about the identity

of an endpoint. E.g.:

<wsai:Identity xmlns:wsai="..." ds:wsse="...

<wsse:SecurityTokenReference>

<wsse:KeyIdentifier ValueType=".

UBN

. . #ThumbprintSHAL">

<!-- thumbprint of the X509 certificate -->

</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</wsai:Identity>
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13 Security Considerations

13.1 Protection of Information Cards by Identity Selectors

Itis RECOMMENDED that Identity Selectors encrypt or otherwise secure the Information Card data held
by them to help protect cards from being stolen and then used by an attacker. This is particularly
important for self-issued Information Cards, where possession of the unencrypted contents of a card
could enable an attacker to gain access to Relying Parties accounts associated with that card.

13.2 Relying Parties Without Certificates

Because claims sent to relying parties without certificates are not encrypted, it is RECOMMENDED that
sensitive claims not be released to these relying parties. Identity Providers holding sensitive user data
that can be released as claim values are encouraged to issue cards containing an
ic07:RequireStrongRecipientIdentity elementto prevent transmission of sensitive claim values

over an unencrypted channel.

13.3 Endpoint References

Itis RECOMMENDED that Endpoint Reference elements be signed to prevent tampering.

An Endpoint Reference SHOULD NOT be accepted unless it is signed and have an associated security
token to specify the signer has the right to “speak for” the endpoint. That is, the relying party SHOULD
NOT use an endpoint reference unless the endpoint reference is signed and presented with sufficient
credentials to pass the relying parties acceptance criteria.

Itis RECOMMENDED that an endpoint reference be encrypted when it contains claims and other
sensitive information.

When included in a SOAP message, endpoint references are RECOMMENDED to be protected using the
mechanisms described in WS-Security [WS-Security]
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2755
2756
2757
2758
2759
2760
2761

2762
2763
2764
2765
2766

2767
2768
2769
2770
2771
2772

2773
2774

14 Conformance

An implementation conforms to this specification if it satisfies all of the MUST or REQUIRED level
requirements defined within this specification for the portions of the specification implemented by that
implementation. Furthermore, when an implementation supports functionality in which there is a
RECOMMENDED algorithm or set of parameter choices, conforming implementations MUST support the
RECOMMENDED algorithm and parameter choices. A SOAP Node MUST NOT use the XML
namespace identifiers for this specification (listed in Section 1.2) within SOAP Envelopes unless it is
compliant with this specification.

This specification references a number of other specifications. In order to comply with this specification,
an implementation MUST implement the portions of referenced specifications necessary to comply with
the required provisions of the portions of this specification that it implements. Additionally, the
implementation of the portions of the referenced specifications that are specifically cited in this
specification MUST comply with the rules for those portions as established in the referenced specification.

Additionally, normative text within this specification takes precedence over normative outlines (as
described in Section 1.1), which in turn take precedence over the XML Schema [XML Schema Part 1,
Part 2] and WSDL [WSDL 1.1] descriptions. That is, the normative text in this specification further
constrains the schemas and/or WSDL that are part of this specification; and this specification contains
further constraints on the elements defined in referenced schemas.

If an OPTIONAL message is not supported, then the implementation SHOULD Fault just as it would for

any other unrecognized/unsupported message. If an OPTIONAL message is supported, then the
implementation MUST satisfy all of the MUST and REQUIRED sections of the message.
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2775 A.HTTPS POST Sample Contents

2776  The contents of an HTTPS POST generated by a page like the first example in Section 4.1.1 follow:

2777 POST /test/s/TokenPage.aspx HTTP/1.1
2778 Cache-Control: no-cache
2779 Connection: Keep-Alive
2780 Content-Length: 6478
2781 Content-Type: application/x-www-form-urlencoded
2782 Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-sh
2783 ockwave-flash, */*
2784 Accept-Encoding: gzip, deflate
2785 Accept-Language: en-us
2786 Host: calebb-tst
2787 Referer: https://localhost/test/s/
2788 User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR
2789 2.0.50727; .NET CLR 3.0.04506.30)
2790 UA-CPU: x86
2791
2792 InfoCardSignin=Log+in&xmlToken=%3Cenc%3AEncryptedData+Type%3D%22http%3A%2F%2F
2793 www.w3.0rg%2F2001%2F04%2Fxmlenc%23Element%22+xmlns%3Aenc%3D%22ht tp%3A%2F%2Fww
2794 w.w3.0rg%2F2001%2F04%2Fxmlenc%23%22%3E%3Cenc%3AEncryptionMethod+Algorithm%3D%
2795 22http%$3A%2F%$2Fwww.w3.0rg%2F2001%2F04%2Fxmlenc%23aes256-cbc%22+%2F%$3E%3CKeyIn
2796 fot+xmlns%3D%22http%3A2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23%22%3E%3Ce%3AEn
2797 cryptedKey+xmlns%3Ae%3D%22http%3A%2F$2Fwww.w3.0rg%2F2001%2F04%2Fxmlenc%23%22%
2798 3E%3Ce%3AEncryptionMethod+Algorithm$3D%22http%3A%2F$2Fwww.w3.0rg%2F2001%2F04%
2799 2Fxmlenc%23rsa-oaep-mgflp%22%3E%3CDigestMethod+Algorithm$3D%22http%$3A%2F%$2Fww
2800 w.w3.0rg%2F2000%2F09%2Fxmldsig%23shal$22+%2F%3E$3C%2Fe%3AEncryptionMethod%3ES
2801 3CKeyInfo%3E%3Co%3ASecurityTokenReference+xmlns$3A0%3D%22http%3A%2F%2Fdocs.oa
2802 sis-open.org%2Fwss%2F2004%2F01%2Foasis-200401-wss-wssecurity-secext-1.0.xsd%2
2803 2%3E%3C0%3AKeyldentifier+ValueType$3D%22http%3A%2F%2Fdocs.oasis—open.org%2Fws
2804 s$2Foasis-wss-soap-message-security-1.1%23ThumbprintSHA1%22+EncodingType%3D%2
2805 2http$3A%2F%2Fdocs.oasis—open.org%2Fwss%2F2004%2F01%2Foasis-200401l-wss—-soap-m
2806 essage-security-1.0%23Base64Binary%22%3E%2BPYbznDaB%2FdlhjIfqCQ458E72wA%3D%3C
2807 %$2F0%3AKeyldentifier$3E$3C%2F0%3ASecurityTokenReference$3E%3C%2FKeyInfo%3E%3C
2808 e$3ACipherData%3E%3Ce%3ACipherValue%3EEqOUhAJ8CIK514Mr3qmgX0XnyL1ChKs2PgMj0Sk
2809 6snw%2FIRNtXqLzmgbj2Vd3vFA4Vx1hileSTyqclkAsskqpgBc4bMHT 61wl £0NxUL0OHDorODINVCVY
2810 Dm%2FAfLcyLgEP$2Boh05B%$2B5ntVIJzL8Ro3typF0eoSm3S6UnINOHI jHaVyg$3D%$3C%2Fe$3AC
2811 ipherValue$%3E$3C%2Fe%3ACipherData%3E$3C%2Fe%3AEncryptedkey$3E$3C%2FKeyInfos3E
2812 $3Cenc%$3ACipherData%3E$3Cenc%3ACipherValue%3ErBvpZydiyDzJtz11%2FjUFX9XAz01mOR
2813 qO0ypPLih%2FBagXcfZeYwWD57v4JvnlQwGajadcDASCisazswnlskdkwgmd4 IUWJpPMRH7es9zY0U
2814 vnS4ccsakgDemscq3pDYTrxbSBfhdvrzjDiHC2XCtowOveoHeB51C5NSUAbEf1 8 IXCNtkWO8y3wLH
2815 VGdvwaDOSakK$2FK$2Fv1UgXIc51%2FtYvjeFGeGbbSNxo8DTqeDnAMO%2B4Y%2B1aUGhI%2FtbSr
2816 EyJECkDgt ztcxhrumbupKO%2BogWKUTTpSt851xjOFxAMiVaPZ%2FAmM8VE8H3ZLsR087sX$2FJ%2Bn
2817 bRgze$2BfbdUwimN5pNoJDAMnF$2BEDLass1dPsvhL4EXzulp5deGBagAIloaOMEUW 7 ssuhlPtwkEM
2818 eqwl0zOhu$2FHtwP1gh3D02U59Mt yOnIMD5UwIwO7sZJ16%2BPg6Zp IHHtKKUMn kguvFmhyXS4BFS
2819 ZVxP1181i%2BOMLO1um5dejEFd4nwG0%2FmNw6yETI8DAGVIXcYOT6JhPz9rHNh9%2F%$2F0)5snJfL6
2820 j25g0EVIYORS%2BhT4sdHZ95tGAiwMWT 6cFOXbAQZULYTr1Z0C6XPs fL2CFwiTM3mI%2Blco4HcS2
2821 F7IakIA8jwAJdtnd2mGuV67ZbY1mzibM1LUAPpixZj59E1831ixctSQbV7iyywQ4IYN2CAGS2BCLMdL
2822 R%2BDHfgEe803IVaGBDUECA2MYimEiA7Yw3NIDrC14SbLzNvU702HpVIMeYvIq6SIxIVGAPSTARSW
2823 REFXyMbkMDp5WIQaJEXon7gLcsZONpdlX9bCcmaiikdpxmCeyS638te%2FhGBLmYJSQ0stf£7BhAGED
2824 kwDRgdwsAa88bODiWHe kOvDhAN4H1XFZ%2BCxp53LI9MmMvy$2FCAOI $2B90kPL2yxS22yjWOxom$2F
2825 yZuawsK98JHVShsIVmmbKvRM6xJwvHDS zuBAO1QKS$2FMHCFZNn8vHZR4 1Mhm5nL3F%$2B% 2BumMKh0
2826 vMuKk6J1iCqGO0Ej996bVIIkLzZESUSZ5vT6I1Kr9Brdx8ckDElipdH3x54WVEaltHITYUS2BsXIRLT
2827 25f19k%$2FOc%2FMX7Q%2B6NSDs4nGgkndrzgqpez 9BUWNZw7caVOrDeao85£f%2FiDCGymt 10A3JaSZ
2828 dTKfzHLGMUfSkCAlVeisdvB6R7TUBWS8tR%S2BZ1gLIGS28wppFlnUYVvSK7DnPrzId%$2BGfHWLEL6WAS
2829 2FEzBMMgppb5Vi%2BauHg%$2BHxpCamlkrcUkzagbwNkGV8TfafkqUvRwWIbXRWNVPIS2F$2Fxs%2Fp
2830 Lculdh6eKemU00%2FNx0zNOScd9XoeEU3zsV78PgvPIBT4EDUgdv4bMR6AEXXVZB1%2F84b1gOMhK
2831 ZRplF8t6EAC4LCct01lht 7VOVNZ25NtP27ct9QPrDJIcS2FoxihT4Df6NV314v1Tnus2B%2BzVBS2BH
2832 JAxNkiO9gx3uLUJMIXEZCDzZKihaBk2y$2F3RhsJpABVNneUd%2B3sCRbOXhgKYNBHZ yRAUGPMDLIL
2833 gpjoF9x%2FNvUujQ5DBLIafxxzNVshG52jRz%2B1ikhCNhIJDDbeA5SMO8Q7QsYcKDCODBFsewtWaA%2
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2834 FsKx13JU6hyTotnFS$2F0S2Ezb0Svn25qZuBERSZ3w%2B5WMkRz £QadyIYOSv2Df1YoljubDKy119

2835 St%2FbCIBgXbVIZKYtQ%2BLyepxxFjrN7cWo2aYFnB6YLurgdUSJwhXzcGevA3%2BR5ART6Fr37U6
2836 OcHc%2Fz2MazZmnlcQWiDGNxHtRVXEvirBclx4 ThWESRIrKzf3orL5LzgMlYce7Iwclw2rbeWljCqOb
2837 oV3d71ez%2FvNzlpxEMi4w8yUAQL8p%2FRCZ%2BpzvsgORU4RWKW Swb17AN0J33iWShyZgDmxd20
2838 DDY f fXjNiuH1mQWnDTkJX1ig88mgjhOYJEalOW6LOErwrRIy29t0iAvXZANC8kAlHexulH0e38x8E
2839 I0aVaJtNz9mgrnmnp4Gdz38txVs2BCUeWHOZaHLF4xkdtRxMAUS2FbzQ03YmMUOhgxgkTENzV6Ymne
2840 v2nv5VsyQGJaQsNib0OM4yOe 6kX2gNTWKBN2%2Bp%2Fz3£1518KuGCgBcfP%2BP9xBizBeo7FbFtyo
2841 2pfFhzBPmZeSOJ6kEDF1yQKHYQAT51Z4SyTI fgqmwGxsQpWMs tx3qJF8aW8WFzU1gXcClLmgClgl9
2842 rx9INYFaQshX4£729B9Ue5MX7gTrMgwAnlXty9BsoP7nzGbr3HSXy8pR$2BimuAFW3c2NaQShjSH5Z
2843 FOr7PZdLHsNVJzFIsaufAwr0CAEtv1PJUt7%$2B%2FE5MQsMsVgMoXFme fgdxbvY1Ue6MX1wtuJYY1l
2844 PAX7MHTyYRUR3REJIDO054E0f1VTWNEL fmocUXUh5rt FFuzy2T$2F2Y6pLAARXzo8us1AuH67VkuXvs
2845 2BEMc7e30gbf5%2BROsgJirzS6qkcYpfEUWQHIQYLNSIP4bt$2BWIS5 1bxs7yzcSCkNZ2rd$2FHWr
2846 A41AyGMfYzgxfGerOaxHsds3JUcByB5Zwl 7W58GBC32Iusga69BFTPagEapM0Fb5ChTgXnWTNNBSJ
2847 t40BVZvLv3u50y%2BBRaMKXZhwnbT2WUTp0Ebsnl 7xvte52B%$2BLMLSWIN96N15thd$2Ft 1D7P1WA
2848 sUvpJAdOUHPizCkY8VIhcXTrsSyEwer2J2I9TQTUosmssFjoP8LxIgMEfXo0eGVmneV8kVBtud J7N1
2849 OMWEV%2B%2FK8vGbCwW3Gm%2FEU1004ZbbK39y0JgNQ7 fshxHr5HAtd%2F6S%2FQkb6NPVDwn7Srh
2850 Y0diWujXz5Q1IYBSN7vDEfMun3yF%2BGbmMExZ8MkOthuYkgMS9qi FoJGUXGYELsJfxbzdcRE91ydn
2851 pP88L4%2BCtc0312JxThMAgx0Zx42RfAiDV1Gbpad f$2F0urmWQ2VK7uz$2F1ViVrGAJ2kpHOEfwYE
2852 Mb2YYT8FFjoggEpDSJIX48BLIh1TE4nMbgQVG1cksCGDcOXyGKaF527 kw4 93Xz0JQ0BZvaf2Kceb?
2853 MUZ1sU1DSHcQQI9X%$2Bxu9RcgUePJEe 9BgCMpZ5Kr6rd3qyk79noBSgrsSkDhT5sg%2Fc2 0RHQBSOX
2854 $2BC4r3XGQFWF2m2j0xTc%2Boyl4xqUmSB2qJtulGOXDIspejDRP1GI fFngDFdgS03%2FkVIAC5Ee
2855 39iJGv8I%2B5nErtQao645bCytndB2bJah8R2 fXLs8Dd4%2BC2ykxVrLxTUmJaGgd2RK$2F6t1E47
2856 1%2B90VP4WEZzCOCFXXt 9XNgdVjo2bZsXbfKQg02zT2q2qCsgwbxVzIF5y39R%$2BrkSkx16uuz3q6w
2857 n3I5RIIM8HN3DCzzv6Ms4rYxYuigxalcb7DgjI2fklbdyiiRjSxzpCHPK6CWIBD8DPQYdkaGr%2Bs
2858 oWeSvHVPLMSDxEPzwlnaxysRXzKphHUeUa2CCqcpagux2mbKkwHSXemX9I3V3AhPePp5XI5eCRiy3
2859 D4%2BcBX0ydie94Nz9DThW749hPiVDICioAgyqgAzFwCXEEUCXKTzu9xXX4DXg9b3CUfGZzwERLY 7x
2860 TGT2y%2F917r5Xs01rKi9ftws4J05v%2Be3WUAELtWVOwS2FVKC11WwTbVIxtx%$2B4RZQ3%2Fewvvs
2861 2F0GQgiiSrhiVBGuCDaQs7stwgfkF3vFgGXmmODGTIkIxvYm2 fzcEfg4A6LRp5SRkYyJyUTF87c56tn
2862 Qa%2Bo3xeiX5WRJIybpabrRou09vyWLAd1khcUaBE1GWB71iYUJ9bC1tByEANZnuDV%2FX1 fnmDARKpPS
2863 RVN028czIk57wQMuizgWrM6S9Ku20noDmLgbT554UBf7FnjRWOb%2FF90JuPpUCARBPrfugqTcOsBg
2864 tZr7AJ13zz%2F53mpyn9rgzwbgBLgkvrdbciabJOAacccTDEBSkEzZCLuprC3S1VedhgY%$2BMQO5%2F
2865 xgN%2Faf3TtJiBKFvb1V37BlbXXGosnPFcoH8I0XbaW5FSsxmenpg48podcB7i5eHq7Y%$2F01RLb4
2866 iMmzNap4$2BFg2F3LrwOI0Wk7ueIjgFd5KJ1iTdalivGU%2Fchr 9aTNpM5H1 Lb2 fDW0pZ$2FFBJICT
2867 XxpT9eNY%2FpV5pnTW2ubpPnBul POQTLCi1EOxb133wnhUIfnGiVWIdrls2j3GWggqOnrYUbP%2FX
2868 tNJgqIucnMYGgPbcGIF2QRUiwD%2F1iTRMVCRCMACSYES2FaXjOMhskX7KYC%2B91G%2FT1wQRbfHSK
2869 WD%2Fpv4500VDs fc1Adg6FCrlLesDNTew$2FF823S1iHniWS760VSNM2SB%2FhMP671u5UNVkb3%2FQ
2870 gCN0aosOPs20QX0XBCZFmMN6p3FhFnXPbAbaGz 9y6KzUiUxC03U0fZcToK14y%2Bw0P4IvxpVt4t8hb
2871 84Q9hiBxd5xul%2BRE973a%2FyIW0%2Fit1MdUSMxWakxWuGxDnQxwkNCN7ekL$2FQ%2B6FItm86b
2872 Ww9CC%2FMiI7q2fK7y7YAzZM3tmamhF1%2FWJINJ11HOvh%2BhNehJ1L1b4Z%2F9ZtxMWVALVTyrFaFl
2873 z2yCEQcKUTk0 c$2FXDwyKZc%2FSVIEOOPk2 fVnmzs3WkA74GBS2BWt JdvQj SmnIYt PkMNs1ikHwS 2B
2874 RyB1hTkYbn3iQ6BUiJ0v97)7MVZHxCalKS3t2gx8H7ts6Tfy51189xVUdiZwfj0w06gl99glAqUMZ
2875 EWxh0%3D%3C%2Fenc%$3ACipherValue$3E%3C%2Fenc%$3ACipherData%$3E$3C%2Fenc$3AEncryp
2876 tedData%3E

2877  An un-escaped and reformatted version of the preceding xmIToken value, with the encrypted value
2878  elided, is as follows:

2879 <enc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element" xmlns:enc=

2880 "http://www.w3.0rg/2001/04/xmlenc#">

2881 <enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"

2882 />

2883 <KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

2884 <e:EncryptedKey xmlns:e="http://www.w3.0rg/2001/04/xmlenc#">

2885 <e:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgfl

2886 p">

2887 <DigestMethod Algorithm="http://www.w3.0rqg/2000/09/xmldsig#shal" />

2888 </e:EncryptionMethod>

2889 <KeyInfo>

2890 <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/0as

2891 is-200401-wss-wssecurity-secext-1.0.xsd">

2892 <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-soap-mes

2893 sage-security-1.1#ThumbprintSHAL" EncodingType="http://docs.oasis-open.org/ws

2894 5/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary">

2895 +PYbznDaB/dlhjIfqCQ458E72wA=

2896 </o:KeyIdentifier>
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2897
2898
2899
2900
2901
2902
2903
2904
2905
2906
2907
2908
2909
2910
2911
2012
2913

</o:SecurityTokenReference>

</KeyInfo>
<e:CipherData>
<e:CipherValue>

EgOUhAJ8COK514Mr3gmgX0XnyL1ChKs2PgMj0Sk6snw/IRNtXgqLzmgbj2Vd3vFA4Vx1lhileSTyqgcl
kAsskgpgBc4bMHT 61wl fONxULO0HDorO0DINVeVDm/AfLcyLgEP+oh05B+5ntVIJzL8Ro3typFOeoSm

3S6UnINOHIjHaViyg=
</e:CipherValue>
</e:CipherData>
</e:EncryptedKey>
</KeyInfo>
<enc:CipherData>
<enc:CipherValue>

</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedData>
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2914

2915
2916

2017
2018
2919
2920
2921
2922
2923
2924
2025
2926
2027
2028

2929
2930
2931
2932
2933
2934
2935
2936
29037
2938
2939
2940
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2042
2943
2944
2945
2946
2047
2948
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Approved Version” location noted above for possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at http://www.oasis-
open.org/committees/imi/.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/imi/ipr.php.

The non-normative errata page for this specification is located at http://www.oasis-
open.org/committees/imi/.
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1 Introduction

The Identity Metasystem Interoperability specification prescribes a subset of the mechanisms defined in
[WS-Trust 1.2], [WS-Trust 1.3], [WS-SecurityPolicy 1.1], [WS-SecurityPolicy 1.2], and [WS-
MetadataExchange] to facilitate the integration of Digital Identity into an interoperable token issuance and
consumption framework using the Information Card Model. It documents the Web interfaces utilized by
browsers and Web applications that utilize the Information Card Model. Finally, it extends WS-
Addressing’s endpoint reference by providing identity information about the endpoint that can be verified
through a variety of security means, such as https or the wealth of WS-Security specifications.

This profile constrains the schema elements/extensions used by the Information Card Model, and
behaviors for conforming Relying Parties, Identity Providers, and Identity Selectors.

1.1 Notational Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described
in [RFC 2119].

This specification uses the following syntax to define outlines for assertions:

e The syntax appears as an XML instance, but values in italics indicate data types instead of literal
values.

e Characters are appended to elements and attributes to indicate cardinality:
o "?"(Oorl)
o " (0 ormore)
o "+" (1 or more)

e The character "|" is used to indicate a choice between alternatives.

e The characters "(" and ")" are used to indicate that contained items are to be treated as a group
with respect to cardinality or choice.

e The characters "[" and "]" are used to call out references and property names.

e Ellipses (i.e., "...") indicate points of extensibility. Additional children and/or attributes MAY be
added at the indicated extension points but MUST NOT contradict the semantics of the parent
and/or owner, respectively. By default, if a receiver does not recognize an extension, the receiver
SHOULD ignore the extension; exceptions to this processing rule, if any, are clearly indicated
below.

e XML namespace prefixes (see Table 2) are used to indicate the namespace of the element being
defined.

Elements and Attributes defined by this specification are referred to in the text of this document using
XPath 1.0 expressions. Extensibility points are referred to using an extended version of this syntax:

e An element extensibility point is referred to using {any} in place of the element name. This
indicates that any element name can be used, from any namespace other than the namespace of
this specification.

e An attribute extensibility point is referred to using @{any} in place of the attribute name. This
indicates that any attribute name can be used, from any nhamespace other than the namespace of
this specification.

Extensibility points in the exemplar might not be described in the corresponding text.

1.2 Namespaces

Table 1 lists the XML namespaces that are used in this document.
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Prefix XML Namespace Specification(s)
ds http://www.w3.0rg/2000/09/xmldsig# XML Digital Signatures
ic http://schemas.xmlsoap.org/ws/2005/05/identity This document
ic07 http://schemas.xmlsoap.org/ws/2007/01/identity Namespace for additional
elements also defined by
this document
ic08 http://docs.oasis-open.org/imi/ns/identity-200810 Namespace for new
elements defined by this
document
S May refer to either http://schemas.xmlsoap.org/soap/envelope or SOAP
http://www.w3.0rg/2003/05/soap-envelope since both may be
used
S11 http://schemas.xmlsoap.org/soap/envelope SOAP 1.1 [SOAP 1.1]
S12 http://www.w3.0rg/2003/05/soap-envelope SOAP 1.2 [SOAP 1.2]
saml urn:oasis:names:tc:SAML:1.0:assertion SAML 1.0
sp May refer to either WS-SecurityPolicy
http://schemas.xmlsoap.org/ws/2005/07/securitypolicy or
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 since
both may be used
spll http://schemas.xmlsoap.org/ws/2005/07/securitypolicy WS-SecurityPolicy 1.1
[WS-SecurityPolicy 1.1]
spl2 http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 WS-SecurityPolicy 1.2
[WS-SecurityPolicy 1.2]
wsa http://www.w3.0rg/2005/08/addressing WS-Addressing [WS-
Addressing]
wsai http://schemas.xmlsoap.org/ws/2006/02/addressingidentity Addressing Identity
extension for WS-
Addressing also defined
by this document
wsdl May refer to either http://schemas.xmlsoap.org/wsdl/ or Web Services Description
http://www.w3.0rg/TR/wsdI20 since both may be used Language
wsdl1l1l http://schemas.xmlsoap.org/wsdl/ Web Services Description
Language [WSDL 1.1]
wsdl20 http://www.w3.0rg/TR/wsdI20 Web Services Description
Language [WSDL 2.0]
wsp http://schemas.xmlsoap.org/ws/2004/09/policy WS-Policy [WS-Policy]
wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss- WS-Security Extensions

wssecurity-secext-1.0.xsd

[WS-Security]

Identity-1.0-spec-o0s
Copyright © OASIS® 2008-2009. All Rights Reserved.

1 July 2009
Page 8 of 80

126



44
45

52

53

54
55
56

57
58
59

60

61
62

63

64
65

66
67

68
69

70

71
72

wst May refer to either http://schemas.xmlsoap.org/ws/2005/02/trust ~ WS-Trust
or http://docs.oasis-open.org/ws-sx/ws-trust/200512 since both

may be used
wst12 http://schemas.xmlsoap.org/ws/2005/02/trust WS-Trust 1.2 [WS-Trust
1.2]
wst13 http://docs.oasis-open.org/ws-sx/ws-trust/200512 WS-Trust 1.3 [WS-Trust
1.3]
wsu http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss- WS-SecurityUtility
wssecurity-utility-1.0.xsd
WSX http://schemas.xmlsoap.org/ws/2004/09/mex WS-MetadataExchange

[WS-MetadataExchange]
XS http://www.w3.0rg/2001/XMLSchema XML Schema [Part 1, 2]

Note that the versions identified in the above table supersede versions identified in referenced
specifications.

1.3 Schema

A copy of the XML Schemas for this document can be found at:

http://docs. oasi s-open. org/im/identity/200810/identity.xsd
http://docs. oasi s-open.org/im/identity/ 200810/ addr-identity.xsd
http://docs. oasi s-open. org/imn/identity/200810/cl ai ns. xsd
http://docs. oasi s-open.org/im/identity/200810/identity2007. xsd

1.4 Terminology

The following definitions establish the terminology and usage in this document.

Information Card Model — The “Information Card Model” refers to the use of Information Cards
containing metadata for obtaining Digital Identity claims from Identity Providers and then conveying them
to Relying Parties under user control.

Information Card — An Information Card provides a visual representation of a Digital Identity for the end
user. Information Cards contain a reference to an IP/STS that issues Security Tokens containing the
Claims for that Digital Identity.

Digital Identity — A “Digital Identity” is a set of Claims made by one party about another party.

Claim — A “Claim” is a piece of information about a Subject that an Identity Provider asserts about that
Subject.

Subject — A “Subject” is an individual or entity about whom claims are made by an Identity Provider.

Service Requester — The term “Service Requester” means software acting on behalf of a party who
wants to obtain a service through a digital network.

Relying Party — The term “Relying Party” (RP) means a network entity providing the desired service, and
relying upon Digital Identity.

Identity Provider — The term “Identity Provider” (IP) means a network entity providing the Digital Identity
claims used by a Relying Party.

Security Token Service — The term “Security Token Service” (STS) refers to a WS-Trust endpoint.

Identity Provider Security Token Service — The term “Identity Provider Security Token Service”
(IP/STS) refers to the Security Token Service run by an ldentity Provider to issue tokens.
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Relying Party Security Token Service — The term “Relying Party Security Token Service” (RP/STS)
refers to a Security Token Service run by a Relying Party to accept and issue tokens.

Identity Selector — The term “ldentity Selector” (I1S) refers to a software component available to the
Service Requester through which the user controls and dispatches her Digital Identities.

Trust Identity — A trust identity is a verifiable claim about a principal (e.g. name, identity, key, group,
privilege, capability, etc).
Security Token — A security token represents a collection of claims.

Signed Security Token — A signed security token is a security token that is asserted and
cryptographically endorsed by a specific authority (e.g. an X.509 certificate, a Kerberos ticket, or a self-
issued Information Card).

Unsigned Security Token — An unsigned security token is a security token that is not cryptographically
endorsed by a specific authority (e.g. a security token backed by shared secrets such as usernames and
passwords).

Proof-of-Possession — The proof-of-possession information is data that is used in a proof process to
demonstrate the sender's knowledge of information that should only be known to the claiming sender of a
security token.

Integrity — Integrity is the process by which it is guaranteed that information is not modified in transit.

Confidentiality — Confidentiality is the process by which data is protected such that only authorized
actors or security token owners can view the data

Digest — A digest is a cryptographic checksum of an octet stream.

Signature - A signature is a cryptographic binding of a proof-of-possession and a digest. This covers
both symmetric key-based and public key-based signatures. Consequently, non-repudiation is not always
achieved.

Certificate — Uses of the term certificate in this specification refer to X.509 certificates unless otherwise
qualified. Usage of certificates is dictated by the underlying protocols, e.g. HTTPS or WS-Security, except
where noted.

1.5 Normative References

[DOM]
“Document Object Model (DOM)”, November 2000. http://www.w3.0rg/DOM/

[EV Cert]

CA / Browser Forum, “Guidelines for the Issuance and Management of Extended Validation
Certificates, Version 1.1”, April 2008. http://cabforum.org/EV_Certificate_Guidelines_V11.pdf

[HTTP]

R. Fielding et al., “IETF RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1”, June 1999.
http://mww.ietf.org/rfc/rfc2616.txt

[HTTPS]
E. Rescorla, “RFC 2818: HTTP over TLS”, May 2000. http://www.ietf.org/rfc/rfc2818.txt

[RFC 1274]

P. Barker and S. Kille, “RFC 1274: The COSINE and Internet X.500 Schema”, November 1991.
http://www.ietf.org/rfc/rfc1274.txt

[RFC 2119]
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2 Relying Party Interactions

This section defines the constructs used by a Relying Party Web service for specifying and conveying its
Security Token requirements to the Service Requester.

2.1 Expressing Token Requirements of Relying Party

A Relying Party specifies its Security Token requirements as part of its Security Policy using the primitives
and assertions defined in WS-SecurityPolicy. The primary construct in the Security Policy of the Relying
Party used to specify its requirement for a Security Token from an Identity Provider is the

sp: | ssuedToken policy assertion. The basic form of the issued token policy assertion as defined in WS-
SecurityPolicy is as follows.

<sp: | ssuedToken sp: Usage="xs: anyURl " sp: | ncl udeToken="xs: anyURl "
xm ns:sp="..." xnmns:wsa="..." xmns:wsp="..." ...>
<sp: | ssuer>
wsa: Endpoi nt Ref erence | xs:any
</ sp: | ssuer >
<sp: Request Securi t yTokenTenpl at e>

</ sp: Request Securi t yTokenTenpl at e>
<wsp: Pol i cy>

</\'I\.Bbi Pol i cy>

</ sp: | ssuedToken>

The attributes and elements listed in the schema fragment above are described in WS-SecurityPolicy.

The ensuing subsections describe special parameters added by this profile as extensions to the
sp: | ssuedToken policy assertion that convey additional instructions to the Identity Selector available to
the Service Requester.

2.1.1 Issuer of Tokens

The sp: | ssuedToken/ sp: | ssuer element in an issued token policy specifies the issuer for the
requested token. More specifically, it SHOULD contain the endpoint reference of an Identity Provider STS
that can issue the requested token.

A Relying Party MUST specify the issuer for a requested token in one of the following ways:

= Indicate a specific issuer by specifying the issuer’s endpoint as the value of the
sp: | ssuer/ wsa: Addr ess element.

= Indicate that the issuer is unspecified by omitting the sp: | ssuer element, which means that the
Service Requester should determine the appropriate issuer for the requested token with help from
the user if necessary.
When requiring a specific issuer, a Relying Party MAY specify that it will accept self-issued Security
Tokens by using the special URI below as the value of the wsa: Addr ess element within the endpoint
reference for the issuer.

URI:
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/i ssuer/ sel f

Following is an example of using this URI within an issued token policy.
Example:

<sp: | ssuedToken xm ns:sp="..." xmns:wsa="..." ...>
<sp: | ssuer>
<wsa: Addr ess>
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http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/i ssuer/ sel f
</ wsa: Addr ess>
</ sp: | ssuer >

</ sp: | ssuedToken>

A Relying Party MAY specify the value of the sp: | ssuer/ wsa: Addr ess element in policy as a “logical
name” of the token issuer instead of an actual network address where the token is issued. An Identity
Selector SHOULD resolve the logical name to an appropriate endpoint for the token issuer by matching
the issuer name in Information Cards available to it.

If a Relying Party specifies the token issuer as a network endpoint in policy, then it MUST also specify the
location of issuer metadata from where the issuer’s policy metadata can be obtained. This is done using
the mechanism defined in [WS-Addressing] for embedding metadata within an endpoint reference. The
following example shows a token policy where the issuer endpoint and its corresponding metadata
location are specified.

Example:

<sp: | ssuedToken xm ns:sp="..." xmns:wsa="..." xmns:wsx="..." ...>
<sp: | ssuer>
<wsa: Addr ess>ht t p: // cont 0so. con st s</ wsa: Addr ess>
<wsa: Met adat a>
<wsx: Met adat a>
<wsx: Met adat aSecti on
Di al ect="http://schemas. xm soap. or g/ ws/ 2004/ 09/ mex" >
<wsx: Met adat aRef er ence>
<wsa: Addr ess>ht t ps: // cont 0so. coni st s/ nex</ wsa: Addr ess>
</ wsx: Met adat aRef er ence>
</ wsx: Met adat aSect i on>
</ wsx: Met adat a>
</ wsa: Met adat a>
</ sp: | ssuer >

</ sp: | ssuedToken>

2.1.2 Type of Proof Key in Issued Tokens
If no explicit key type is specified by the Relying Party, then an Identity Selector SHOULD request an
asymmetric key token from the Identity Provider to maximize user privacy and security.

A Relying Party MAY explicitly request the use of an asymmetric or symmetric key in the requested token
by using the wst : Key Type element within its issued token policy assertion. The key type URIs are
defined in [WS-Trust]. The following example illustrates the use of this element in the Relying Party’s
Security Policy to request a symmetric key in the issued token.

Example:

<sp: | ssuedToken xm ns:sp="..." xmns:wst="...">
<sp: Request SecurityTokenTenpl at e>
wst @ KeyType>
http://schemas. xm soap. or g/ ws/ 2005/ 02/ t r ust / Synmet r i cKey
</ wst : KeyType>
</ sp: Request Securi t yTokenTenpl at e>
</ sp: | ssuedToken>

2.1.3 Claims in Issued Tokens

The claims requirement of a Relying Party can be expressed in its token policy by using the optional

wst : d ai ns parameter defined in [WS-Trust 1.2] and [WS-Trust 1.3]. However, the wst : d ai ns
parameter has an open content model. This profile defines the i c: C ai nType element for use as a child
of the wst : C ai s element. A Relying Party MAY use this element to specify an individual claim type
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requested. Further, each requested claim MAY be specified as being required or optional. Multiple
i c: O ai nType elements can be included to specify multiple claim types requested.

The outline for the i ¢c: C ai nlype element is as follows:
Syntax:

<ic:C ai mlype Ui="xs:anyURI " Optional ="xs: bool ean"? xmns:ic="..." /> *

The following describes the attributes and elements listed in the schema outlined above:
fic:ClaimType
Indicates the requested claim type.
/ic:ClaimType/@Uri
The unique identifier of the requested claim type.
/ic:ClaimType/@Optional
Indicates if the claim can be absent in the Security Token. By default, any requested claim type is
a required claim and MUST be present in the issued Security Token.
Two <i c: Cl ai nType> elements refer to the same claim type if and only if the values of their XML
attribute named Ur i are equal in a case-sensitive string comparison.

When the i c: d ai nifype element is used within the wst : Cl ai s parameter in a token policy to specify
claims requirement, the wst : Di al ect attribute on the wst : Cl ai ms element MUST be qualified with the
URI value below.

Dialect URI:
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity

The above dialect URI value indicates that the specified claim elements are to be processed according to
this profile.

Following is an example of using this assertion within an issued token policy to require two claim types
where one claim type is optional.

Example:

<sp: | ssuedToken xm ns:sp="..." xmns:wst="..." xmns:ic="..." ...>
<sp: Request Secur it yTokenTenpl at e>

<wst : C ai ms
Di al ect ="http://schenas. xm soap. or g/ ws/ 2005/ 05/ i denti ty">
<i c: d ai nType
Ui="http://.../ws/2005/05/identity/clains/givennane"/>
<i c: d ai mnType
Ui="http://.../ws/2005/05/identity/clainms/surnanme"
Optional ="true" />
</wst : Cl ai ns>
</ sp: Request Securi t yTokenTenpl at e>

</ sp | ssuedToken>

This profile also defines a standard set of claim types for common personal information about users that
may be requested by Relying Party Web services in Security Tokens and supported by any Identity
Provider. These standard claim types are defined in Section 7.5.

2.2 Expressing Privacy Policy of Relying Party

A Relying Party Web service SHOULD publish its “Privacy Policy”. Users might decide to release tokens
and interact further with that service based on its Privacy Policy. No assumptions are made regarding the
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format and content of the Privacy Policy and an Identity Selector is NOT REQUIRED to parse, interpret or
act on the Privacy Policy programmatically.

To express the location of its privacy statement, a Web service MUST use the optional policy assertion
i c: PrivacyNoti ce defined below:

Syntax:

<ic:PrivacyNotice Version="xs:unsignedlnt"? xmns:ic="...">
xs: anyURI
</ic:PrivacyNotice>

The following describes the attributes and elements listed in the schema outlined above:
/ic:PrivacyNotice
This element is used to express the location of the privacy statement of a Web service.

/ic:PrivacyNotice/@Version

This optional attribute provides a version number for the privacy statement allowing changes in its
content to be reflected as a change in the version number. If present, it MUST have a minimum
value of 1.

Following is an example of using this policy element to express the location of the privacy statement of a
Web service.

Example:

<wsp: Policy xm ns:wsp="..." xmns:ic="...">

<ic:PrivacyNotice Version="1">
http://ww. cont 0so. conl pri vacy
</ic:PrivacyNotice>

</\.N.Sbi Pol i cy>

An ldentity Selector MUST be able to accept a privacy statement location specified as an URL using the
[HTTP] scheme (as illustrated above) or the [HTTPS] scheme.

Because the Privacy Policy assertion points to a “privacy statement” that applies to a service endpoint,
the assertion MUST apply to [Endpoint Policy Subject]. In other words, a policy expression containing the
Privacy Policy assertion MUST be attached to a wsdl : bi ndi ng in the metadata for the service.

Further, when an Identity Selector can only render the privacy statement document in a limited number of
document formats (media types), it MAY use the HTTP request-header field “Accept” in its HTTP GET
request to specify the media-types it can accept. For example, the following request-header specifies that
the client will accept the Privacy Policy only as a plain text or a HTML document.

Accept: text/plain, text/htmn

Similarly, if an Identity Selector wants to obtain the privacy statement in a specific language, it MAY use
the HTTP request-header field “Accept-Language” in its HTTP GET request to specify the languages it is
willing to accept. For example, the following request-header specifies that the client will accept the
Privacy Policy only in Danish.

Accept - Language: da

A Web service, however, is NOT REQUIRED to be able to fulfill the document format and language
requests of an Identity Selector. It MAY publish its privacy statement in a fixed set of document formats
and languages.
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2.3 Employing Relying Party STSs
The Security Policy of a Relying Party MAY require that an issued token be obtained from a Relying Party

STS. This can create a chain of STSs. The Identity Selector MUST follow the RP/STS chain, contacting
each referenced STS, resolving its Policy statements and continuing to the STS it refers to.

When following a chain of STSs, when an STS with an

i c: Requi r eFeder at edl dent i t yProvi si oni ng declaration is encountered as per Section 3.2.1, this
informs the Identity Selector that the STS is an IP/STS and therefore ends the STS chain, rather than a
member of the RP/STS chain. Furthermore, if an RP or RP/STS provides an incomplete Security Policy,
such as no issuer or no required claims, the Identity Selector MUST be invoked so a card and requested
claims can be selected by the user, enabling a Request for Security Token (RST) to be constructed and
sent to the selected IP/STS.

The RP/STS’s Policy is used for card matching. If the RP/STS requests a private personal identifier
(PPID) claim (see Section 7.5.14), the RP/STS’s certificate is used for calculating PPID, Signing Key, and
Client Pseudonym (see Section 3.3.4) values — not the certificate of the Relying Party. This enables a
single RP/STS to service multiple Relying Parties while always receiving the same PPID value for a given
user from the Identity Selector.

Identity Selectors MUST enable users to make Relying Party trust decisions based on the identity of the
Relying Party, possibly including displaying attributes from its certificate. By trusting the RP, the user is
implicitly trusting the chain of RP/STSs that the RP employs.

Each RP/STS endpoint MUST provide a certificate. This certificate MAY be communicated either via
Transport (such as HTTPS) or Message (such as WS-Security) Security. If Message Security is
employed, transports not providing security (such as HTTP) MAY be used.

Like IP/STSs, RP/STSs publish endpoint metadata. This metadata MAY be retrieved via
either WS-MetadataExchange or HTTPS GET in the same manner that IP/STS metadata can
be, as described in Section 3.1.1.2.

Like IP/STSs, no changes to the syntax used to specify metadata locations occurs when
RP/STS metadata is published by the Relying Party STS as a page retrievable using HTTPS
GET. Relying Parties and Identity Providers MAY consequently support either or both
retrieval methods for the same metadata addresses.

3 Identity Provider Interactions

This section defines the constructs used by an Identity Selector for interacting with an Identity Provider to
obtain Information Cards, and to request and obtain Security Tokens.

3.1 Information Card

An Information Card represents a Digital Identity of a Subject that can be issued by an Identity Provider. It
is an artifact containing metadata that represents the token issuance relationship between an Identity
Provider and a Subject, and provides a visual representation of the Digital Identity. Multiple Digital
Identities for a Subject from the same Identity Provider are represented by different Information Cards.
Subjects may obtain an Information Card from an Identity Provider, and may have a collection of
Information Cards from various Identity Providers.

3.1.1 Information Card Format

An Information Card is represented as a signed XML document that is issued by an Identity Provider. The
XML schema for an Information Card is defined below:

Syntax:

<ic:InformationCard xm : | ang="xs: | anguage"
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xmns:ic="..." xmns:icO7="..." ...>
<ic:InformationCardReference> ... </ic:|nformationCardReference>
<i c: Car dNanme> xs:string </ic: CardName> ?
<i c: Cardl mage M nmeType="xs:string"> xs: base64Bi nary </ic: Cardl nage> ?
<ic:lssuer> xs:anyURl </ic:|ssuer>
<i c: Tinel ssued> xs:dateTime </ic:Tinmelssued>
<i c: Ti meExpi res> xs:dateTine </ic:Ti meExpires> ?

<i c: TokenServicelList> ... </ic:TokenServicelLi st >

<i c: Support edTokenTypelLi st> ... </ic: SupportedTokenTypeLi st> ?
<i c: Support edd ai mlypeLi st> ... </ic: Supportedd ai nilypeLi st> ?
<ic:RequireAppliesTo ...> ... </ic:RequireAppliesTo> ?
<ic:PrivacyNotice ...> ... </ic:PrivacyNotice> ?

<i c07: Requi reStrongReci pi entldentity /> ?

<i c07:1ssuerlnformation> ... </icO07:|ssuerlnformtion> *

</ic:InformtionCard>

The following describes the attributes and elements listed in the schema outlined above:

fic:InformationCard
An Information Card issued by an ldentity Provider.

fic:InformationCard/@xml:lang

A required language identifier, using the language codes specified in [RFC 3066], in which the
content of localizable elements have been localized.

fic:InformationCard/ic:InformationCardReference

This required element provides a specific reference for the Information Card by which it can be
uniquely identified within the scope of an issuer. This reference MUST be included by an Identity
Selector in all token requests sent to the Identity Provider based on that Information Card. The
detailed schema of this element is defined in Section 3.1.1.1.
/ic:InformationCard/ic:CardName
This optional element provides a friendly textual name for the issued Information Card. The
content of this element MAY be localized in a specific language.
fic:InformationCard/ic:Cardimage

This optional element contains a base64 encoded inline image that provides a graphical image
for the issued Information Card. It SHOULD contain an image within the size range of 60 pixels
wide by 40 pixels high and 240 pixels wide by 160 pixels high. It is RECOMMENDED that the
image have an aspect ratio of 3:2 and the image size be 120 by 80 pixels.

fic:InformationCard/ic:Cardimage/@MimeType
This required attribute provides a MIME type specifying the format of the included card image.
This value MUST be one of the five image formats: i mage/ j peg, i nage/ gi f, i nage/ bnp,
i mage/ png, ori mage/tiff.

fic:InformationCard/ic:Issuer

This required element provides a logical name for the issuer of the Information Card. If a Relying
Party specifies a token issuer by its logical name, then the content of this element MUST be used
to match the requested token issuer with an Information Card.

/ic:InformationCard/ic:Timelssued
This required element provides the date and time when the Information Card was issued.
fic:InformationCard/ic: TimeExpires

This optional element provides the date and time after which the Information Card SHOULD be
treated as expired and invalid.
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fic:InformationCard/ic: TokenServiceList

This required element provides an ordered list of Security Token Service (IP/STS) endpoints, and
corresponding credential descriptors (implying the REQUIRED authentication mechanisms),
where tokens can be requested. Each service endpoint MUST be tried in order by the Service
Requester when requesting tokens.

fic:InformationCard/ic:SupportedTokenTypeList

This optional element contains the list of token types that are offered by the Identity Provider.

Jic:InformationCard/ic:SupportedClaimTypeList
This optional element contains the list of claim types that are offered by the Identity Provider.

fic:InformationCard/ic:RequireAppliesTo

This optional element indicates that token requests MUST include information identifying the
Relying Party where the issued token will be used. The Relying Party information MUST be
included as the content of a wsp: Appl i esTo element in the token request.

fic:InformationCard/ic:PrivacyNotice
This optional element provides the location of the privacy statement of the Identity Provider.

fic:InformationCard/icO7:RequireStrongRecipientldentity

This optional element informs the Identity Selector that it MUST only allow the card to be used at
a Relying Party that presents a cryptographically protected identity, for example, an X.509v3
certificate.

fic:InformationCard/icO7:Issuerinformation
This optional element provides information from the card issuer about the card that can be
displayed by the Identity Selector user interface.

.../ic:InformationCard/@{any}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them in the respective i ¢: | nf or mat i onCar d element of an

i ¢c: Roami ngSt or e when representing the card in the Information Cards Transfer Format in
Section 6.1.

.../lic:InformationCard/{any}

This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them in the respective i c: | nf or mat i onCar d element of an

i ¢: Roam ngSt or e when representing the card in the Information Cards Transfer Format in
Section 6.1.

3.1.1.1 Information Card Reference

Every Information Card issued by an Identity Provider MUST have a unique reference by which it can be
identified within the scope of the Identity Provider. This reference is included in all token requests sent to
the ldentity Provider based on that Information Card.

The card reference MUST be expressed using the following schema element within an Information Card.
Syntax:

<ic:|InformationCardReference xmns:ic="...">

<i c: Cardl d> xs:anyURl </ic: Cardld>

<i c: CardVersi on> xs:unsi gnedl nt </ic: CardVersi on>
</ic:|nformationCardReference>

The following describes the attributes and elements listed in the schema outlined above:
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.../[ic:InformationCardReference
A specific reference for an Information Card.

.../lic:iInformationCardReference/ic:Cardld

This required element provides a unique identifier in the form of a URI for the specific Information
Card. The identifier provider MUST be able to identify the specific Information Card based on this
identifier.

.../lic:iInformationCardReference/ic:CardVersion

This required element provides a versioning epoch for the Information Card issuance
infrastructure used by the Identity Provider. The minimum value for this field MUST be 1. Note
that it is possible to include version information in Cardld as it is a URI, and can have hierarchical
content. However, it is specified as a separate value to allow the Identity Provider to change its
issuance infrastructure, and thus its versioning epoch, independently without changing the Cardld
of all issued Information Cards. For example, when an Identity Provider makes a change to the
supported claim types or any other policy pertaining to the issued cards, the version number
allows the Identity Provider to determine if the Information Card needs to be refreshed. The
version number is assumed to be monotonically increasing. If two Information Cards have the
same Cardld value but different CardVersion values, then the one with a higher numerical
CardVersion value SHOULD be treated as being more up-to-date.

3.1.1.2 Token Service Endpoints and Authentication Mechanisms

Every Information Card issued by an Identity Provider MUST include an ordered list of IP/STS endpoints,
and the corresponding credential type to be used, for requesting tokens. The list MUST be in a
decreasing order of preference. Identity Selectors SHOULD attempt to use the endpoints in the order
listed, using the first endpoint in the list for which the metadata is retrievable and the endpoint is
reachable. For each endpoint, the credential type implicitly determines the authentication mechanism to
be used. Each credential descriptor is personalized for the user to allow an Identity Selector to
automatically locate the credential once the user has selected an Information Card.

Further, each IP/STS endpoint reference in the Information Card MUST include the Security Policy
metadata for that endpoint. The policy metadata MAY be specified as a metadata location within the
IP/STS endpoint reference. If a metadata location URL is specified, it MUST use the [HTTPS] transport.
An Identity Selector MAY retrieve the Security Policy it will use to communicate with the IP/STS from that
metadata location using the mechanism specified in [WS-MetadataExchange].

The ordered list of token service endpoints MUST be expressed using the following schema element
within an Information Card.

Syntax:
<i c: TokenServiceLi st xmns:ic="..." xmns:wsa="...">
(<ic: TokenServi ce>
<wsa: Endpoi nt Ref erence> ... </wsa: Endpoi nt Ref er ence>

<i c: User Credenti al >
<ic:DisplayCredential H nt> xs:string </ic:DisplayCredential H nt> ?
(
<i c: User nanmePasswor dCr edenti al >. .. </ic: User nanePasswor dCr edenti al > |
<i c: Ker berosV5Credential >...</ic: KerberosV5Credential > |
<i c: X509V3Credenti al >...</ic: X509V3Cr edenti al > |
<ic:SelflssuedCredential > ..</ic:SelflssuedCredential > |
)
</ic:UserCredential >
</ic: TokenService>) +
</ic: TokenServi ceLi st >

The following describes the attributes and elements listed in the schema outlined above:
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...lic:TokenServiceList

This required element provides an ordered list of Security Token Service endpoints (in decreasing
order of preference), and the corresponding credential types, for requesting tokens. Each service
endpoint MUST be tried in order by a Service Requester.

...lic:TokenServiceList/ic:TokenService
This required element describes a single token issuing endpoint.

...lic:TokenServiceList/ic:TokenService/wsa:EndpointReference

This required element provides the endpoint reference for a single token issuing endpoint. For the
Self-issued Identity Provider, the special address value defined in Section 2.1.1 MAY be used.
The wsai : | denti ty extension element (see Section 12) for endpoint references MAY be used
to include the protection token for this endpoint to secure communications with it.

...lic:TokenServicelList/ic:TokenService/ic:UserCredential

This required element indicates the credential type to use to authenticate to the token issuing
endpoint.

...lic:TokenServiceList/ic:TokenService/ic:UserCredential/ic:DisplayCredentialHint

This optional element provides a hint (string) to be displayed to the user to prompt for the correct
credential (e.g. a hint to insert the right smart card). The content of this element MAY be localized
in a specific language.

...lic:TokenServiceList/ic:TokenService/ic:UserCredential/<credential descriptor>

This required element provides an unambiguous descriptor for the credential to use for
authenticating to the token issuing endpoint. The schema to describe the credential is specific to

each credential type. This profile defines the schema elements
i ¢c: User nanePasswor dCr edenti al , i c: Ker berosV5Credenti al

i c: X609V3Credential oric: Sel fl ssuedCredenti al laterin Section 4 corresponding to
username/password, Kerberos v5, X.509v3 certificate and self-issued token based credential
types. Other credential types MAY be introduced via the extensibility point defined in the schema
within this element.

Alternatively, Identity Providers MAY publish metadata for Information Cards as WSDL documents that
can be retrieved by Identity Selectors via HTTPS GET operations on URLs using the HTTPS scheme. An
endpoint’s metadata URL is communicated to Identity Selectors in a token service

wsx: Met adat aRef er ence element in an Information Card using exactly the same syntax as when WS-
MetadataExchange is employed to retrieve the metadata. No change occurs in the card.

The metadata documents published via HTTPS GET SHOULD contain the WSDL for the endpoint as the
top-level element of the document without any SOAP or WS-MetadataExchange elements enclosing it.

Identity Providers MAY publish endpoint metadata via both the HTTPS GET and WS-MetadataExchange
methods at the same metadata location. If they publish the metadata via multiple mechanisms, the
metadata delivered via both mechanisms SHOULD be the same. Likewise, ldentity Selectors MAY
attempt to retrieve metadata via multiple mechanisms, either in sequence or in parallel.

The following example illustrates an Identity Provider with two endpoints for its IP/STS, one requiring
Kerberos (higher priority) and the other requiring username/password (lower priority) as its authentication
mechanism. Further, each endpoint also includes its policy metadata location as a URL using the
[HTTPS] scheme.

Example:

<i c: TokenServi ceList xmns:ic="..." xmns:wsa="..." xmns:wsai="...
xm ns: wsx="...">

<i c: TokenServi ce>
<wsa: Endpoi nt Ref er ence>

<wsa: Addr ess>ht t p: // cont oso. coni st s/ ker b</ wsa: Addr ess>
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<wsai : ldentity>
<wsai : Spn>host/ cor p- st s. cont 0so. conx/ wsai : Spn>
</wsai : |l dentity>
<wsa: Met adat a>
<wsx: Met adat a>
<wsx: Met adat aSect i on
Di al ect="http://schenmas. xm soap. or g/ ws/ 2004/ 09/ mex" >
<wsx: Met adat aRef er ence>
<wsa: Addr ess>htt ps: // cont 0so. coni st s/ ker b/ nex</ wsa: Addr ess>
</ wsx: Met adat aRef er ence>
</ wsx: Met adat aSect i on>
</ wsx: Met adat a>
</ wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<ic: UserCredenti al >
<i c: KerberosV5Credential />
</ic:UserCredential >
</ic: TokenServi ce>
<i c: TokenServi ce>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>htt p: // cont 0so. cont st s/ pwd</ wsa: Addr ess>
<wsa: Met adat a>
<wsx: Met adat a>
<wsx: Met adat aSect i on
Di al ect="http://schenas. xm soap. or g/ ws/ 2004/ 09/ mex" >
<wsx: Met adat aRef er ence>
<wsa: Addr ess>ht t ps: // cont 0so. coni st s/ pwd/ nex</ wsa: Addr ess>
</ wsx: Met adat aRef er ence>
</ wsx: Met adat aSect i on>
</ wsx: Met adat a>
</ wsa: Met adat a>
</ wsa: Endpoi nt Ref er ence>
<ic: UserCredenti al >
<i c: User nanePasswor dCr edent i al >
<i c: User name>Zoe</ i ¢c: User nane>
</i c: User nanePasswor dCr edent i al >
</ic:UserCredential >
</ic: TokenServi ce>
</ic: TokenServi celLi st >

3.1.1.3 Token Types Offered

Every Information Card issued by an Identity Provider SHOULD include an unordered list of token types
that can be issued by the Identity Provider. The set of token types offered by the Identity Provider MUST
be expressed using the following schema element within an Information Card.

Syntax:

<i c: Support edTokenTypelLi st xmns:ic="..." xmns:wst="...">
<wst : TokenType> xs:anyURl </wst: TokenType> +
</i c: SupportedTokenTypeLi st >

The following describes the attributes and elements listed in the schema outlined above:

...[ic:SupportedTokenTypeList
This optional element contains the set of token types offered by the Identity Provider.

.../ic:SupportedTokenTypelList/wst: TokenType
This required element indicates an individual token type that is offered.

The following example illustrates an Identity Provider that offers both SAML 1.1 and SAML 2.0 tokens.

Example:

<i c: Support edTokenTypelLi st xmns:ic="..." xmns:wst="...">
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675 <wst : TokenType>urn: oasi s: names: tc: SAM.: 1. 0: asserti on</ wst : TokenType>
676 <wst: TokenType>ur n: oasi s: nanmes: tc: SAML: 2. 0: asserti on</wst: TokenType>
677 </i c: Support edTokenTypelLi st >

678 3.1.1.4 Claim Types Offered

679 Every Information Card issued by an Identity Provider SHOULD include an unordered list of claim types
680  that can be issued by the Identity Provider. The set of claim types offered by the Identity Provider MUST
681 be expressed using the following schema element within an Information Card.

682 Syntax:

683 <i c: Support edd ai nTypeLi st xmns:ic="...">

684 (<i c: Supportedd ai mype Uri="xs:anyURI ">

685 <ic:DisplayTag> xs:string </ic:DisplayTag> ?
686 <ic:Description> xs:string </ic:Description> ?
687 </ic: Supportedd ai nifype>) +

688 </i c: Support edd ai nTypeLi st >

689  The following describes the attributes and elements listed in the schema outlined above:

690 .../ic:SupportedClaimTypeList
691 This optional element contains the set of claim types offered by the Identity Provider.

692 .../ic:SupportedClaimTypeList/ic:SupportedClaimType
693 This required element indicates an individual claim type that is offered.

694 .../ic:SupportedClaimTypeList/ic:SupportedClaimType/@Uri

695 This required attribute provides the unique identifier (URI) of this individual claim type offered.
696 .../ic:SupportedClaimTypeList/ic:SupportedClaimType/ic:DisplayTag

697 This optional element provides a friendly name for this individual claim type. The content of this
698 element MAY be localized in a specific language.

699 ...lic:SupportedClaimTypeList/ic:SupportedClaimType/ic:Description

700 This optional element provides a description of the semantics for this individual claim type. The
701 content of this element MAY be localized in a specific language.

702  The following example illustrates an Identity Provider that offers two claim types.
703 Example:

704 <i c: Supportedd ai nTypeLi st xmns:ic="...">

705 <i c: Supportedd ai mfype Uri=".../ws/2005/05/identity/clains/givennane">
706 <i c: Di spl ayTag>G ven Nane</ Di spl ayTag>

707 </i c: Supportedd ai nType>

708 <i c: Supportedd ai nType Uri=".../ws/2005/05/identity/clains/surnane">
709 <i c: Di spl ayTag>Last Nane</ Di spl ayTag>

710 </i c: Support edd ai nType>

711 </ic: SupportedC ai nTypeLi st >

712 3.1.1.5 Requiring Token Scope Information

713  An Ildentity Selector, by default, SHOULD NOT convey information about the Relying Party where an
714 issued token will be used (i.e., target scope) when requesting Security Tokens. This helps safeguard user
715 privacy. However, an Identity Provider MAY override that behavior.

716 Every Information Card issued by an Identity Provider MAY include a requirement that token requests
717  include token scope information identifying the Relying Party where the token will be used. The

718 requirement to submit token scope information MUST be expressed using the following schema element
719  within an Information Card.

720 Syntax:
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<i c: Requi reAppl i esTo Opti onal ="xs: bool ean" xm ns:ic="..." /> ?

The following describes the attributes and elements listed in the schema outlined above:

.../ic:RequireAppliesTo

This optional element indicates a requirement for a token requester to submit token scope
information in the request. Absence of this element in an Information Card means that the token
requester MUST NOT submit any token scope information.

.../ic:RequireAppliesTo/@Optional

This optional attribute indicates whether the token scope information is required or is optional by
the Identity Provider. An attribute value of “true” indicates that the token scope information is not
required, but will be accepted by the Identity Provider if submitted. An attribute value of “false”
(default) indicates that the token scope information is required.

The following example illustrates the use of this element.
Example:

<i c: Requi reAppliesTo Optional ="true" xmns:ic="..." />

If token scope information is required by an Identity Provider, an ldentity Selector MUST include the
Relying Party identity as the content of the wsp: Appl i esTo element in the token request. The actual
behavior of an Identity Selector vis-a-vis the possible requirements that can be expressed by the above
element is specified in Section 3.3.3.

3.1.1.6 Privacy Policy Location

Every Information Card issued by an Identity Provider SHOULD include a pointer to the privacy statement
of the Identity Provider. The location of the privacy statement MUST be expressed using the following
schema element within an Information Card.

Syntax:

<ic:PrivacyNoti ce Version="xs:unsignedlnt" xmns:ic="..." /> ?

The following describes the attributes and elements listed in the schema outlined above:
...lic:PrivacyNotice
This optional element provides the location of the privacy statement of the Identity Provider.

.../ic:PrivacyNotice/@Version

This optional attribute indicates a version number that tracks changes in the content of the
privacy statement. This field MUST have a minimum value of 1 when present.

The following example illustrates the use of this element.
Example:

<ic:PrivacyNotice Version="1" xmns:ic="...">
http://ww. cont oso. coni pri vacynoti ce
</ic:PrivacyNotice>

An Identity Selector MUST be able to accept a privacy statement location specified as an URL using the
[HTTP] scheme (as illustrated above) or the [HTTPS] scheme.

3.1.1.7 Prohibiting Use at Relying Parties Not Identified by a Cryptographically
Protected Identity

Information Cards issuers MAY specify that a card MUST NOT be used at Relying Parties that do not

present a cryptographically protected identity, such as an X.509v3 certificate. This would typically be

done when the issuer determines that the use of HTTP without Message Security would not provide a

sufficiently secure environment for the use of the card.
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Syntax:

<i c07: Requi reStrongReci pi entldentity xmns:ic07="..." /> ?

.../ic07:RequireStrongRecipientldentity
This optional element informs the Identity Selector that it MUST only allow the card to be used at
a Relying Party that presents a cryptographically protected identity, such as an X.509v3
certificate.

3.1.1.8 Providing Custom Data to Display with the Card

Card issuers MAY supply a set of information about the card that MAY be displayed by the Identity
Selector user interface.

Syntax:

<i c07:1ssuerlnformation xm ns:ic07="...">
<i c07: | ssuer | nformati onEntry>
<i c07: EntryNane> xs:string </ic07: EntryNane>
<i c07: EntryVal ue> xs:string </icOQ7: EntryVal ue>
</ic07:1ssuerlnfornmati onEntry> +
</ic07:1ssuerlnformation>

The following describes the attributes and elements listed in the schema outlined above:

...[licO7:Issuerinformation

This optional element provides a set of information from the card issuer about the card that can
be displayed by the Identity Selector user interface.

...lic07:1ssuerInformation/IssuerinformationEntry

This required element provides one item of information about the card.
...lic07:1ssuerlnformation/IssuerinformationEntry/EntryName

This required element provides the name of one item of information about the card.
.../ic07:1ssuerlnformation/IssuerinformationEntry/EntryValue

This required element provides the value of one item of information about the card.
The following example illustrates the use of this feature.
Example:

<i c07:|ssuerlnformation xmns:ic07="...">
<i c07: | ssuer | nfornmati onEntry>
<i c07: Ent r yNane>Cust oner Servi ce</i c07: Ent r yNane>
<i c07: Ent ryVal ue>+1- 800- CONTOSCO</ i c07: Ent r yVal ue>
</ic07:1ssuerlnformationEntry>
<i c07: | ssuer | nfornmati onEntry>
<i c07: EntryNane>E- mai | Contact</ic07: Ent r yNane>
<i c07: Ent ryVal ue>car dhel p@ont oso. conx/ i c07: Ent r yVal ue>
</ic07:1ssuerlnformationEntry>
</ic07:1ssuerlnfornation>

3.1.2 Issuing Information Cards

An Identity Provider can issue Information Cards to its users using any out-of-band mechanism that is
mutually suitable.

In order to provide the assurance that an Information Card is indeed issued by the Identity Provider
expected by the user, the Information Card MUST be carried inside a digitally signed envelope that is
signed by the Identity Provider. For this, the “enveloping signature” construct (see [XMLDSIG]) MUST be
used where the Information Card is included in the ds: Obj ect element. The signature on the digitally
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signed envelope provides data origin authentication assuring the user that it came from the right Identity
Provider.

The specific profile of XML digital signatures [XMLDSIG] that is RECOMMENDED for signing the
envelope carrying the Information Card is as follows. Usage of other algorithms is not described.

e Use enveloping signature format when signing the Information Card XML document.

e Use asingle ds: Obj ect element within the signature to hold the i c: | nf or mati onCard
element that represents the issued Information Card. The ds: Qbj ect/ @ d attribute provides a
convenient way for referencing the Information Card from the ds: Si gnedl nf o/ ds: Ref er ence
element within the signature.

e Use RSA signing and verification with the algorithm identifier given by the URI
http://www.w3.0rg/2000/09/xmldsig#rsa-shal.

e Use exclusive canonicalization with the algorithm identifier given by the URI
http://www.w3.0rg/2001/10/xml-exc-c14n#.

e Use SHAL digest method for the data elements being signed with the algorithm identifier
http://www.w3.0rg/2000/09/xmldsig#shal.

e There MUST NOT be any other transforms used in the enveloping signature for the Information
Card other than the ones listed above.

e The ds: Keyl nf o element MUST be present in the signature carrying the signing key information

in the form of an X.509 v3 certificate or a X.509 v3 certificate chain specified as one or more
ds: X609Certi fi cat e elements within a ds: X509Dat a element.

The following example shows an enveloping signature carrying an Information Card that is signed by the
Identity Provider using the format outlined above. Note that whitespace (newline and space character) is
included in the example only to improve readability; they might not be present in an actual
implementation.

Example:

<Signature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedl nf o>
<Canoni cal i zat i onMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" />
<Si gnat ur eMet hod
Al gorithnm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal" />
<Reference URI ="#_(bj ect | nformati onCard">
<Tr ansf or n>
<Transform Al gorithne"http://ww. w3. or g/ 2001/ 10/ xm - exc-cl4n#" [ >
</ Tr ansf or ms>
<Di gest Met hod Al gorithnme"htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<Di gest Val ue> ... </Di gest Val ue>
</ Ref er ence>
</ Si gnedI| nf 0>

<Si gnat ureVal ue> ... </Si gnatureVal ue>
<Keyl nf 0>
<X509Dat a>
<X509Certificate> ... </ X509Certificate>

</ X509Dat a>
</ Keyl nf 0>
<Cbj ect Id="_0Object_InformationCard">
<ic:InformationCard
xm ns:ic="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty"
xm : | ang="en-us">
[Information Card content]
</ic:InformationCard>
</ vj ect >
</ Si gnat ur e>
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An Identity Selector MUST verify the enveloping signature. The i c: | nf or mat i onCar d element can
then be extracted and stored in the Information Card collection.

3.2 Identity Provider Policy

This section specifies additional policy elements and requirements introduced by this profile for an IP/STS
policy metadata.

3.2.1 Require Information Card Provisioning

In the Information Card Model, an Identity Provider requires provisioning in the form of an Information
Card issued by it which represents the provisioned identity of the user. In order to enable an Identity
Selector to learn that such pre-provisioning is necessary before token requests can be made, the ldentity
Provider MUST provide an indication in its policy.

An Identity Provider issuing Information Cards MUST specify this provisioning requirement in its policy
using the following schema element.

Syntax:

<i c: Requi r eFeder at edl denti tyProvi sioning xmns:ic="..." />

The following describes the attributes and elements listed in the schema outlined above:

...lic:RequireFederatedldentityProvisioning

This element indicates a requirement that one or more Information Cards, representing identities
that can be federated, MUST be pre-provisioned before token requests can be made to the
Identity Provider.

The following example illustrates the use of this policy element.
Example:

<wsp: Policy xm ns:wsp="..." xmns:ic="..." xmns:sp="...">

<i c: Requi r eFeder at edl dent i t yProvi si oning />
<sp: Symmet ri cBi ndi ng>

</sp Symmet ri ¢Bi ndi ng>

</\'N'sb: Pol i cy>

3.2.2 Policy Metadata Location

In the Information Card Model, an Identity Provider MUST make the Security Policy metadata for its
IP/STS endpoints available. If a metadata location is used for this purpose, the location URL MUST use
the [HTTPS] scheme. An Identity Selector MAY retrieve the Security Policy it will use to communicate with
the IP/STS from that metadata location using the mechanism specified in [W S-MetadataExchange].

3.3 Token Request and Response

For any given Information Card, an Identity Selector can obtain a Security Token from the IP/STS for that
Information Card. Tokens MUST be requested using the “Issuance Binding” mechanism described in
[WS-Trust 1.2] and [WS-Trust 1.3]. This section specifies additional constraints and extensions to the
token request and response messages between the Identity Selector and the IP/STS.

The WS-Trust protocol requires that a token request be submitted by using the

wst : Request Secur i t yToken element in the request message, and that a token response be sent
using the wst : Request Securit yTokenResponse element in the response message. This profile
refers to the “Request Security Token” message as RST and the “Request Security Token Response”
message as RSTR in short.
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The WS-Trust protocol allows for a token response to provide multiple tokens by using the

wst : Request Secur it yTokenResponseCol | ecti on element in the response message. This profile,
however, requires that an Identity Provider MUST NOT use the

wst : Request Secur it yTokenResponseCol | ecti on element in the response. The token response
MUST consist of a single wst : Request Securi t yTokenResponse element.

3.3.1 Information Card Reference

When requesting a Security Token from the IP/STS, an Identity Selector MUST include the Information
Card reference in the body of the RST message as a top-level element information item. The

i c: I nformati onCar dRef er ence element in the Information Card, including all of its [children],
[attributes] and [in-scope namespaces], MUST be copied as an immediate child of the RST element in the
message as follows.

The following example illustrates the Information Card reference included in a RST message.

Example:

<wst : Request SecurityToken xm ns:wst="..." xmns:ic="...">

<| c | nf or mat i onCar dRef er ence>
<ic:Cardld>http://xyz.conl Cardl d/ d795621f a01d454285f 9</i c: Car dl d>
<i c: CardVer si on>1</i c: CardVer si on>

</ic:InformtionCar dRef erence>

</ wst : Request Securi t yToken>

The IP/STS MAY fault with i c: | nf or mat i onCar dRef r eshRequi r ed to signal to the Service
Requester that the Information Card needs to be refreshed.

3.3.2 Claims and Other Token Parameters

A Relying Party’s requirements of claims and other token parameters are expressed in its policy using the
sp: Request Securi t yTokenTenpl at e parameter within the sp: | ssuedToken policy assertion (see
Section 2.1). If all token parameters are acceptable to the Identity Selector, it MUST copy the content of
this element (i.e. all of its [children] elements) into the body of the RST message as top-level element
information items. However, if optional claims are requested by the Relying Party, requests for optional
claims not selected by the user MUST NOT be copied into the RST message.

3.3.3 Token Scope

The WS-Trust protocol allows a token requester to indicate the target where the issued token will be used
(i.e., token scope) by using the optional element wsp: Appl i esTo in the RST message. By default, an

Identity Selector SHOULD NOT send token scope information to the Identity Provider in token requests to
protect user privacy. In other words, the element wsp: Appl i esTo is absent in the RST message.

However, if the Identity Provider requires it (see the modes of the i ¢: Requi r eAppl i esTo element
described in Section 3.1.1.5), or if the Relying Party’s token policy includes the wsp: Appl i esTo element
in the sp: Request Securit yTokenTenpl at e parameter, then an Identity Selector MUST include token
scope information in its token request as per the behavior summarized in the following table.

<RequireAppliesTo> mode in <AppliesTo> element Resulting behavior of Identity
Information Card present in RP policy Selector
Mandatory Yes Send <AppliesTo> value from RP

policy in token request to IP.

Mandatory No Send the RP endpoint to which token
will be sent as the value of
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965
966
967
968

969
970
971
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978
979

980

981
982
983

<AppliesTo> in token request to IP.

Optional Yes Send <AppliesTo> value from RP
policy in token request to IP.

Optional No Do not send <AppliesTo> in token
request to IP.

Not present Yes Fail

Not present No Do not send <AppliesTo> in token
request to IP.

The following example illustrates the token scope information included in a RST message when it is sent
to the Identity Provider.

Example:

<wst: Request SecurityToken xm ns:wst="..." xm ns:wsp="..." xmns:wsa="..."
xm ns:wsai ="..." xmns:ds="...">
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Address>http://ip. fabri kam conx/ wsa: Addr ess>
<wsai: ldentity>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>...</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</wsai:ldentity>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>

</ wst : Request Securi tyToken>

3.3.4 Client Pseudonym

A private personal identifier (PPID) claim, defined in Section 7.5.14, identifies a Subject to a Relying Party
in a way such that a Subject’'s PPID at one Relying Party cannot be correlated with the Subject’s PPID at
another Relying Party. If an Identity Provider offers the PPID claim type then it MUST generate values for
the claim that have this prescribed privacy characteristic using data present in the RST request.

When a Relying Party requests a PPID claim, an Identity Selector MUST provide a Client Pseudonym
value via ani c: PPl Delement in the RST request that can be used by the IP/STS as input when
computing the PPID claim value in the issued token. The Client Pseudonym SHOULD be produced as
described in Section 3.3.4.1. Itis RECOMMENDED that the IP/STS combine this Client Pseudonym
value with information specific to the entity to which the card was issued as well as a secret known only
by the IP/STS and pass the combination through a cryptographically non-invertible function, such as a
cryptographic hash function, to generate the PPID claim value sent in the token. Alternatively, when
target scope information is sent in the token request using the wsp: Appl i esTo element, the IP/STS
MAY instead choose to use that information to generate an appropriate PPID value.

When Client Pseudonym information is included by an Identity Selector in a token request, it MUST be
sent using the following schema element.

Syntax:

<ic:dient Pseudonym xm ns:ic="...">
<i c: PPI D> xs: base64Bi nary </i c: PPl D>
</ic:dientPseudonynr
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984  The following describes the attributes and elements listed in the schema outlined above:

985 .../lic:ClientPseudonym

986 This optional top-level element contains the Client Pseudonym information item.

987 .../lic:ClientPseudonym/ic:PPID

988 This optional element contains the Client Pseudonym value that the client has submitted for use
989 in computing the PPID claim value for the issued token. The IP/STS MAY use this value as the
990 input (a seed) to a custom cryptographically non-invertible function, with the result used as the
991 PPID claim value in the issued token.

992  The following example illustrates the Client Pseudonym information sent in a RST message.
993 Example:

994 <wst : Request SecurityToken xm ns:wst="..." xmns:ic="...">
995 <i c:d i ent Pseudonyne

996 <i c: PPI D>M | EZzCCA9CgAW BAgl QEnt JZc0=</i c: PPl D>

997 </ic:dient Pseudonym >

998 S

999 </ wst : Request Securit yToken>

1000  When the target scope information is not sent in the token request to an IP/STS, the Identity Provider
1001 MUST NOT record any Client Pseudonym values included in the RST message. It likewise MUST NOT
1002 record the PPID claim value that it generates.

1003  3.3.4.1 PPID

1004  When a token request for a PPID claim is sent to an IP/STS, an Identity Selector SHOULD compute the
1005  Client Pseudonym PPID information it sends in the RST message as follows:

1006 e Construct the RP PPID Seed as described in Section 7.6.1.

1007 e Decode the base64 encoded value of the i c: HashSal t element of the Information Card (see
1008 Section 6.1) to obtain SaltBytes.

1009 e Decode the base64 encoded value of the i c: Mast er Key element of the Information Card (see
1010 Section 6.1) to obtain MasterKeyBytes.

1011 e Hash the concatenation of MasterKeyBytes, RP PPID Seed, and SaltBytes using the SHA256
1012 hash function to obtain the Client Pseudonym PPID value.

1013 Client Pseudonym PPID = SHA256 (MasterKeyBytes + RP PPID Seed + SaltBytes)

1014 e Convert Client Pseudonym PPID to a base64 encoded string and send as the value of the

1015 i c: PPl Delement in the RST request.

1016  3.3.5 Proof Key for Issued Token

1017  Anissued token can have a symmetric proof key (symmetric key token), an asymmetric proof key

1018 (asymmetric key token), or no proof key (bearer token). If no key type is specified in the Relying Party
1019 policy, then an Identity Selector SHOULD request an asymmetric key token from the IP/STS by default.
1020 The optional wst: KeyType element in the RST request indicates the type of proof key desired in the
1021 issued Security Token. The IP/STS MAY return the proof key and/or entropy towards the proof key in the
1022 RSTR response. This section describes the behaviors for how each proof key type is requested, who
1023 contributes entropy, and how the proof key is computed and returned.

1024  3.3.5.1 Symmetric Proof Key

1025  When requesting a symmetric key token, an Identity Selector MUST submit entropy towards the proof key
1026 by augmenting the RST request message as follows:
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e The RST SHOULD include a wst : KeyType element with one of the two following URI values,
depending upon the version of WS-Trust being used:

http://schemas.xmlsoap.org/ws/2005/02/trust/SymmetricKey
http://docs.oasis-open.org/ws-sx/ws-trust/200512/SymmetricKey
e The RST MUST include a wst : Bi nar ySecr et element inside a wst : Ent r opy element

containing client-side entropy to be used as partial key material. The entropy is conveyed as raw
base64 encoded bits.

The size of the submitted entropy SHOULD be equal to the key size requested in the Relying Party
policy. If no key size is specified by the Relying Party, then an Identity Selector SHOULD request a key at
least 256-bits in size, and submit an entropy of equal size to the IP/STS.

Following is a sample RST request fragment that illustrates a symmetric key token request.
Example:

<wst : Request SecurityToken xm ns:wst="...">

<wst : KeyType>
http://schemas. xm soap. or g/ ws/ 2005/ 02/ t rust / Synmet r i cKey
</ wst : KeyType>
<wst : KeySi ze>256</ wst : KeySi ze>
<wst : Ent r opy>
<wst : Bi narySecr et >mQ xXWEi KOcUf nHgQpy | cD7LYSkJpl pE=</ wst : Bi nar ySecr et >
</ wst: Entropy>
</ wst : Request Securi t yToken>

When processing the token request, the IP/STS MAY:
a) accept the client entropy as the sole key material for the proof key,

b) accept the client entropy as partial key material and contribute additional server-side entropy as
partial key material to compute the proof key as a function of both partial key materials, or

c) reject the client-side entropy and use server-side entropy as the sole key material for the proof
key.
For each of the cases above, the IP/STS MUST compute and return the proof key by augmenting the
RSTR response message as follows.

For case (a) where IP/STS accepts client entropy as the sole key material:

e The RSTR MUST NOT include a wst : Request edPr oof Token element. The proof key is
implied and an Identity Selector MUST use the client-side entropy as the proof key.

For case (b) where IP/STS accepts client entropy and contributes additional server entropy:

e The RSTR MUST include a wst : Bi nar ySecr et element inside a wst : Ent r opy element
containing the server-side entropy to be used as partial key material. The entropy is conveyed as
raw base64 encoded bits.

e The partial key material from the IP/STS MUST be combined (by each party) with the partial key
material from the client to determine the resulting proof key.

e The RSTR MUST include a wst : Request edPr oof Token element containing a
wst : Conput edKey element to indicate how the proof key is to be computed. It is
RECOMMENDED that an Identity Selector support the P_SHA1 computed key mechanism
defined in [WS-Trust 1.2] or [WS-Trust 1.3] with the particulars below. Usage of other algorithms
is not described.

ComputedKey Value Meaning
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http://schemas.xmlsoap.org/ws/2005/ | The key is computed using P_SHAL from the TLS
02/trust/CK/PSHA1 or specification to generate a bit stream using entropy
http://docs.oasis-open.org/ws-sx/ws- | from both sides. The exact form is:
trust/200512/CK/PSHAL key = P SHAL (Entropygeo, Entropyges)

Following is a sample RSTR response fragment that illustrates a token response with partial key material
from the IP/STS and a computed proof key.

Example:

<wst : Request Securi t yTokenResponse xm ns: wst="...">

<wst : Ent r opy>

<wst : Bi nar ySecr et >nmQJ xWKEi KOcUf nHgQpyl cD7LYSkJpl pE=</ wst : Bi nar ySecr et >
</ wst : Ent r opy>
<wst : Request edPr oof Token>

<wst : Conmput edKey>

http://schemas. xm soap. or g/ ws/ 2005/ 02/ t r ust / CK/ PSHAL

</ wst : Conput edKey>

</ wst : Request edPr oof Token>
</ wst : Request Securi t yTokenResponse>

For case (c) where IP/STS contributes server entropy as the sole key material:

e The RSTR MUST include a wst : Bi nar ySecr et element inside a
wst : Request edPr oof Token element containing the specific proof key to be used. The proof
key is conveyed as raw base64 encoded bits.

Following is a sample RSTR response fragment that illustrates a token response with fully specified proof
key from the IP/STS.

Example:

<wst : Request Secur it yTokenResponse xm ns:wst="...">

<wst : Request edPr oof Token>
<wst : Bi nar ySecr et >
n XWKEi KOcUf nHgQpy | ¢DKOcUf nHg7LYSkJpl pE=
</ wst : Bi narySecr et >
</ wst : Request edPr oof Token>
</ wst : Request Securi t yTokenResponse>

The following table summarizes the symmetric proof key computation rules to be used by an Identity
Selector:

Token Requester (Identity Token Issuer (IP/STS) Results

Selector)

Provides entropy Uses requester entropy as No <wst:RequestedProofToken>
proof key element present in RSTR. Proof key

is implied.

Provides entropy Uses requester entropy and | <wst:Entropy> element present in
provides additional entropy | RSTR containing issuer supplied
of its own entropy.

<wst:RequestedProofToken> element
present in RSTR containing computed
key mechanism.

Requestor and Issuer compute proof
key by combining both entropies
using the specified computed key
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mechanism.

Provides entropy Uses own entropy as proof | <wst:RequestedProofToken> element
key (rejects requester present in RSTR containing the proof
entropy) key.

3.3.5.2 Asymmetric Proof Key

When requesting an asymmetric key token, it is RECOMMENDED that an Identity Selector generate an
ephemeral RSA key pair. Usage of other algorithms is not described. The generated RSA key pair
MUST be at least 1024-bits in size for use as the proof key. It MUST submit the public key to the IP/STS
by augmenting the RST request as follows:

e The RST MUST include a wst : KeyType element with one of the two following URI values,
depending upon the version of WS-Trust being used:

http://schemas.xmlsoap.org/ws/2005/02/trust/PublicKey
http://docs.oasis-open.org/ws-sx/ws-trust/200512/PublicKey

e The RST SOAP body MUST include a wst : UseKey element containing the public key to be used
as proof key in the returned token. The public key is present as a raw RSA key in the form of a
ds: RSAKeyVal ue element inside a ds: KeyVal ue element.

e The RST SOAP security header SHOULD include a supporting signature to prove ownership of
the corresponding private key. The ds: Keyl nf o element within the signature, if present, MUST
include the same public key as in the wst : UseKey element in the SOAP body.

e The supporting signature, if present, MUST be placed in the SOAP security header where the
signature for an endorsing supporting token would be placed as per the security header layout
specified in WS-SecurityPolicy.

Following is a sample RST request fragment that illustrates an asymmetric key based token request
containing the public key and proof of ownership of the corresponding private key.

Example:
<s: Envel ope xm ns:s="..." xmns:wsse="..." xmns:ds="..." xmns:wst="..."
<’ Header >
.<\.I\.SS€Z Security>
<ds Si gnature |d="_proof Si gnat ure">
<I-- signature proving possession of submitted proof key -->
;i:- Keylnfo in signature contains the submtted proof key -->

<ds: Keyl nf o>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>. . . </ ds: Mbdul us>
<ds: Exponent >. . . </ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ wsse: Security>
</ s: Header >
<s: Body wsu:ld="req">
<wst : Request Securit yToken>

.<\.N.St2 KeyType>
http://schemas. xm soap. or g/ ws/ 2005/ 02/ t r ust / Publ i cKey
</ wst : KeyType>

Identity-1.0-spec-0s 1 July 2009
Copyright © OASIS® 2008-2009. All Rights Reserved. Page 33 of 80

151



1170
1171
1172
1173
1174
1175
1176
1177
1178
1179
1180

1181
1182
1183
1184
1185
1186

1187

1188
1189

1190
1191

<wst: UseKey Sig="#_proof Si ghature">
<ds: Keyl nf 0>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Modul us>. . . </ ds: Modul us>
<ds: Exponent >. . . </ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ wst : UseKey>
</ wst : Request Securi t yToken>
</ s: Body>
</ s: Envel ope>

If a supporting signature for the submitted proof key is not present in the token request, the IP/STS MAY
fail the request. If a supporting signature is present, the IP/STS MUST verify the signature and MUST
ensure that the public key included in the wst : UseKey element and in the supporting signature are the
same. If verification succeeds and the IP/STS accepts the submitted public key for use in the issued
token, then the token response MUST NOT include a wst : Request edPr oof Token element. The proof
key is implied and an Identity Selector MUST use the public key it submitted as the proof key.

The following table summarizes the asymmetric proof key rules used by an Identity Selector:

Token Requester (Identity Token Issuer (IP/STS) Results

Selector)

Provides ephemeral public Uses requester supplied No <wst:RequestedProofToken>

key for use as proof key proof key element present in RSTR. Proof key
is implied.

3.3.5.3 No Proof Key
When requesting a token with no proof key, an Identity Selector MUST augment the RST request
message as follows:
e The RST MUST include a wst : KeyType element with the following URI value if [WS-Trust 1.2] is
being used:
http://schemas.xmlsoap.org/ws/2005/05/identity/NoProofKey

or the RST MUST include a wst:KeyType element with the following URI value if [WS-Trust 1.3] is
being used:

http://docs.oasis-open.org/ws-sx/wstrust/200512/Bearer
Following is a sample RST request fragment that illustrates a bearer token request.
Example:

<wst : Request Securi tyToken xm ns:wst="...">

<wst : KeyType>
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dent i t y/ NoPr oof Key
</ wst : KeyType>
</ wst : Request SecurityToken>

When processing the token request, if the IP/STS issues a SAML v1.1 bearer token then:

e |t MUST specify “urn:oasis:names:tc:SAML:1.0:cm:bearer” as the subject confirmation method in
the token.

e |t SHOULD include a sam : Audi enceRestri cti onCondi ti on element restricting the token
to the target site URL submitted in the token request.
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3.3.6 Display Token

An Identity Selector MAY request a Display Token — a representation of the claims carried in the issued
Security Token that can be displayed in an user interface — from an IP/STS as part of the token request.
To request a Display Token, the following element MUST be included in the RST message as a top-level
element information item.

Syntax:

<i c: Request Di spl ayToken xml : | ang="xs: | anguage"? xmns:ic="..." ... />

The following describes the attributes and elements listed in the schema outlined above:

fic:RequestDisplayToken

This optional element is used to request an ldentity Provider to return a Display Token
corresponding to the issued token.

fic:RequestDisplayToken/@xml:lang
This optional attribute indicates a language identifier, using the language codes specified in [RFC
3066], in which the Display Token content SHOULD be localized.
An IP/STS MAY respond to a Display Token request. If it does, it MUST use the following element to
return a Display Token for the issued Security Token in the RSTR message.
Syntax:

<i c: Request edDi spl ayToken xm ns:ic="..." ...>
<ic:D splayToken xm : | ang="xs:| anguage" ... >
[ <ic:DisplaydaimUri="xs:anyURI" ...>
<ic:Di splayTag> xs:string </ic:DisplayTag> ?
<i c:Description> xs:string </ic:Description> ?
<ic:D splayVal ue> xs:string </ic:DisplayVal ue> ?
</ic:DisplayCainm ] +

I
[ <ic:DisplayTokenText M neType="xs:string">
xs:string
</ic:Displ ayTokenText > ]

</i c Di spl ayToken>
</i c: Request edDi spl ayToken>

The following describes the attributes and elements listed in the schema outlined above:

/ic:RequestedDisplayToken

This optional element is used to return a Display Token for the Security Token returned in the
response.

/ic:RequestedDisplayToken/ic:DisplayToken
The returned Display Token.

lic:RequestedDisplayToken/ic:DisplayToken/@xml:lang

This required attribute indicates a language identifier, using the language codes specified in [RFC
3066], in which the Display Token content is localized.

fic:RequestedDisplayToken/ic:DisplayToken/ic:DisplayClaim

This required element indicates an individual claim returned in the Security Token.
/ic:RequestedDisplayToken/ic:Display Token/ic:DisplayClaim/@Uri

This required attribute provides the unique identifier (URI) of the individual claim returned in the

Security Token.
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fic:RequestedDisplayToken/ic:Display Token/ic:DisplayClaim/ic:DisplayTag
This optional element provides a friendly name for the claim returned in the Security Token.
fic:RequestedDisplayToken/ic:DisplayToken/ic:DisplayClaim/ic:Description

This optional element provides a description of the semantics for the claim returned in the
Security Token.

fic:RequestedDisplayToken/ic:Display Token/ic:DisplayClaim/ic:DisplayValue
This optional element provides the displayable value for the claim returned in the Security Token.

/ic:RequestedDisplayToken/ic:DisplayToken/ic:DisplayTokenText

This optional element provides an alternative textual representation of the entire token as a whole
when the token content is not suitable for display as individual claims.

fic:RequestedDisplayToken/ic:DisplayToken/ic:DisplayTokenText/ @MimeType
This required attribute provides a MIME type specifying the format of the Display Token content
(e.g., “text/plain”).
The following example illustrates a returned Display Token corresponding to a Security Token with two
claims.
Example:

<i c: Request edDi spl ayToken xm ns:ic="...">
<ic:D splayToken xm : | ang="en-us" >
<ic:DisplayClaimUri="http://.../ws/2005/05/identity/clains/givennang">
<i c: Di spl ayTag>G ven Nane</ic: D spl ayTag>
<i c: Di spl ayVal ue>John</i c: Di spl ayVal ue>
</ic:Displayd ai n»
<ic:DisplayClaimUri="http://.../ws/2005/05/identity/clains/surnane">
<i c: Di spl ayTag>Last Nane</ic: Di spl ayTag>
<i c: Di spl ayVal ue>Doe</ i c: Di spl ayVal ue>
</ic:Displayd ai n»
<i c: D spl ayToken>
</i c: Request edDi spl ayToken>

3.3.7 Token References

When an IP/STS returns the token requested by an Identity Selector, it MUST also include an attached
and an un-attached token reference for the issued security token using the

wst : Request edAt t achedRef er ence and wst : Request edUnat t achedRef er ence elements,
respectively, in the RSTR response message.

An Identity Selector is truly a conduit for the security tokens issued by an IP/STS and requested by an
RP, and it should remain agnostic of the type of the security token passing through it. Furthermore, a
security token issued by an IP/STS MAY be encrypted directly for the RP, thus preventing visibility into
the token by the Identity Selector. However, an Identity Selector (or a client application) needs to be able
to use the issued security token to perform security operations (such as signature or encryption) on a
message sent to an RP and thus needs a way to reference the token both when it is attached to a
message and when it is not. The attached and unattached token references returned by an IP/STS in the
RSTR message provide the necessary references that can be used for this purpose.

4 Authenticating to Identity Provider

The Information Card schema includes the element content necessary for an Identity Provider to express
what credential the user must use in order to authenticate to the IP/STS when requesting tokens. This
section defines the schema used to express the credential descriptor for each supported credential type.
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4.1 Username and Password Credential

When the Identity Provider requires a username and password as the credential type, the following
credential descriptor format MUST be used in the Information Card to specify the required credential.

Syntax:

<ic:UserCredential xmns:ic="...">
<i c: User nanePasswor dCr edent i al >
<i c: Usernanme> xs:string </ic:Usernane> ?
</i c: User nanePasswor dCr edent i al >
</ic:UserCredential >

The following describes the attributes and elements listed in the schema outlined above:

...lic:UsernamePasswordCredential
This element indicates that a username/password credential is needed.

...lic:UsernamePasswordCredential/ic:Username

This optional element provides the username part of the credential for convenience. An Identity
Selector MUST prompt the user for the password. If the username is specified, then its value
MUST be copied into the username token used to authenticate to the IP/STS; else an Identity
Selector MUST prompt the user for the username as well.

Furthermore, the actual Security Policy of the IP/STS (expressed in its WSDL) MUST include the
sp: User naneToken assertion requiring a username and password value.

4.2 Kerberos v5 Credential

When the Identity Provider requires a Kerberos v5 service ticket for the IP/STS as the credential type, the
following credential descriptor format MUST be used in the Information Card to specify the required
credential.

Syntax:

<ic:UserCredential xmns:ic="...">
<i c: Ker ber osV5Credential />
</ic:UserCredential >

The following describes the attributes and elements listed in the schema outlined above:

...lic:KerberosV5Credential
This element indicates that a Kerberos v5 credential is needed.

To enable the Service Requester to obtain a Kerberos v5 service ticket for the IP/STS, the endpoint
reference of the IP/STS in the Information Card or in the metadata retrieved from it MUST include a
“service principal name” identity claim (i.e. a wsai : Spn element) under the wsai : | dentity tag as
defined in Section 12.

Furthermore, the actual Security Policy of the IP/STS (expressed in its WSDL) MUST include the

sp: Ker ber osToken assertion requiring a Kerberos service ticket.

4.3 X.509v3 Certificate Credential

When the Identity Provider requires an X.509 v3 certificate for the user as the credential type, where the
certificate and keys are in a hardware-based smart card or a software-based certificate, the following
credential descriptor format MUST be used in the Information Card to specify the required credential.

Syntax:

<ic:UserCredential xmns:ic="..." xmns:ds="..." xmns:wsse="...">
<ic:Di splayCredential H nt> xs:string </ic:DisplayCredential H nt>
<i c: X509V3Cr edenti al >
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<ds: X509Dat a>
<wsse: Keyl denti fier
Val ueType="htt p:// docs. oasi sopen. or g/ wss/ oasi swss- soap-
messagesecurity-1. 1#ThunbPri nt SHAL"
Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s200401- wss-
soap- nessage-security-1. 0#Base64Bi nary" >
Xs: base64bi nary
</wsse: Keyl dentifier>
</ ds: X509Dat a>
</ic: X509V3Credenti al >
</ic:UserCredential >

The following describes the attributes and elements listed in the schema outlined above:

.../lic:DisplayCredentialHint

This optional element provides a user hint string which can be used to prompt the user, for
example, to insert the appropriate smart card into the reader.

...[ic:X509V3Credential
This element indicates that a X.509 certificate credential is needed.

...[ic:X509V3Credential/ds:X509Data/wsse:Keyldentifier

This element provides a key identifier for the X.509 certificate based on the SHAL hash of the
entire certificate content expressed as a “thumbprint.” Note that the extensibility point in the
ds: X509Dat a element is used to add wsse: Keyl denti fi er as a child element.

Furthermore, the actual Security Policy of the IP/STS, expressed in its WSDL, MUST include the
sp: X509Token assertion requiring an X.509v3 certificate.

4.4 Self-issued Token Credential

When the Identity Provider requires a self-issued token as the credential type, the following credential
descriptor format MUST be used in the Information Card to specify the required credential.

Syntax:

<ic:UserCredential xmns:ic="...">
<ic:Sel fl ssuedCredential >
<ic:PrivatePersonal | dentifier>
XS: base64Bi nary
</ic:PrivatePersonal | dentifier>
</ic:Sel flssuedCredenti al >
</ic:UserCredential >

The following describes the attributes and elements listed in the schema outlined above:

.../lic:SelflssuedCredential
This element indicates that a self-issued token credential is needed.

.../ic:SelflssuedCredential/ic:PrivatePersonalldentifier

This required element provides the value of the PPID claim asserted in the self-issued token
used previously to register with the IP/STS (see Section 7.5.14).

Furthermore, the actual Security Policy of the IP/STS (expressed in its WSDL) MUST include the
sp: | ssuedToken assertion requiring a self-issued token with exactly one claim, namely, the PPID.

5 Faults

In addition to the standard faults described in WS-Addressing, WS-Security and WS-Trust, this profile

defines the following additional faults that MAY occur when interacting with an RP or an IP. The binding of

the fault properties (listed below) to a SOAP 1.1 or SOAP 1.2 fault message is described in [WS-
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1372
1373

1374
1375

1376

1377
1378

1379

1380

5.1 Relying Party

The following faults MAY occur when submitting Security Tokens to an RP per its Security Policy.

[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender
[Subcode] | ic:RequiredClaimMissing
[Reason] | Arequired claim is missing from the Security Token.
[Detail] [URI of missing claim]

<ic:Cainmlype Ui="[ClaimURI]" />
[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender
[Subcode] | ic:InvalidClaimValue
[Reason] | A claim value asserted in the Security Token is invalid.
[Detail] [URI of invalid claim]

<ic:Clainmlype Ui="[ClaimURI]" />

5.2 Identity Provider

The following faults MAY occur when requesting Security Tokens from an IP using Information Cards.

[action] http://www.w3.0rg/2005/08/addressing/soap/fault

[Code] S:Sender

[Subcode] | ic:MissingAppliesTo

[Reason] | The request is missing Relying Party identity information.
[Detail] (None defined.)

[action] http://www.w3.0rg/2005/08/addressing/soap/fault

[Code] S:Sender

[Subcode] | ic:InvalidProofKey

[Reason] | Invalid proof key specified in request.

[Detail] (None defined.)
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[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender

[Subcode] | ic:UnknownInformationCardReference
[Reason] | Unknown Information Card reference specified in request.

[Detail] [Unknown Information Card reference]
<i c: I nformationCardRef erence>
<ic:Cardld>[card I D </ic:Cardld>
<i c: CardVer si on>[ version] </i c: Car dVer si on>
</ic:Informati onCar dRef erence>

1381
[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender
[Subcode] | ic:FailedRequiredClaims
[Reason] | Could not satisfy required claims in request; construction of
token failed
[Detail] [URIs of claims that could not be satisfied]
<ic:Cainfype Ui="[ClaimUR]" />
1382

[action] http://www.w3.0rg/2005/08/addressing/soap/fault
[Code] S:Sender

[Subcode] | ic:InformationCardRefreshRequired

[Reason] | Stale Information Card reference specified in request;
Information Card SHOULD be refreshed

[Detail] [Information Card reference that needs refreshing]
<i c: I nformationCardRef erence>
<ic:Cardld>card ID]</ic:Cardl d>
<i c: CardVer si on>[ versi on] </i c: Car dVer si on>
</ic:Informati onCar dRef erence>

1383  5.2.1 Identity Provider Custom Error Messages

1384 Identity Providers MAY return custom error messages to Identity Selectors via SOAP faults that can be
1385 displayed by the Identity Selector user interface. The error message MUST be communicated as an
1386 S: Text element within the S: Reason element of a SOAP fault message. Multiple S: Text elements
1387 MAY be returned with different xm : | ang values and the Identity Selector SHOULD use the one

1388 matching the user’s locale, if possible.

1389 Example:

1390 <s: Envel ope xm ns:wsa="http://ww. w3. or g/ 2005/ 08/ addr essi ng"

1391 xm ns: s="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >

1392 <s: Header >

1393 <wsa: Action s: nust Under st and="1">
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1394

http://ww. w3. or g/ 2005/ 08/ addr essi ng/ soap/ f aul t
</wsa: Acti on>
</ s: Header >
<s: Body>
<s: Faul t >
<s: Code>
<s: Val ue>s: Sender </ s: Val ue>
</ s: Code>
<s: Reason>
<s: Text xm :|ang="en">Message in English ...</</s:Text>
<s: Text xml:lang="es-ES"'>Message in the Spanish of Spain ...</s:Text>
</ s: Reason>
</ s: Faul t>
</ s: Body>
</ s: Envel ope>

6 Information Cards Transfer Format

This section defines how collections of Information Cards are transferred between Identity Selectors. The
cards collection is always transferred after encrypting it with a key derived from a user specified
password. Section 6.1 describes the transfer format of the collection in the clear, whereas Section 6.1.2
describes the transfer format after the necessary encryption is applied.

6.1 Pre-Encryption Transfer Format

Each Information Card in the transfer stream will contain metadata and key material maintained by the
originating ldentity Selector in addition to the original Information Card metadata. If an Identity Selector
includes a co-resident Self-issued Identity Provider (described in Section 7), an exported self-issued card
MAY also contain any associated claims information.

The XML schema used for the transfer format is defined below:

Syntax:

<i c:Roam ngStore xm ns:ic="...">
<i ¢: Roam ngl nf or mati onCar d> +
<i c: | nformati onCar dMet aDat a>
[Infornation Card]

<ic:lsSelflssued> xs:bool ean </ic:IsSelflssued>

<i c: Pi nDi gest > xs: base64Bi nary </ic: PinDi gest> ?

<i c: HashSal t > xs: base64Bi nary </ic:HashSalt>

<i c: Ti neLast Updat ed> xs: dateTi me </ic: Ti neLast Updat ed>
<ic:lssuerld> xs: base64Bi nary </ic:|ssuerld>
<ic:lssuerNane> xs:string </ic:|ssuer Nanme>

<i c: BackgroundCol or> xs:int </ic:BackgroundCol or>

</ic:|nformtionCardMwet aDat a>
<ic:|nformationCardPrivat eDat a> ?
<i c: Mast er Key> xs: base64Bi nary </ic: Mast er Key>
<i c: d ai nval ueLi st> ?
<ic:Cainmvalue Ui="xs:anyURI" ...> +
<i c:Val ue> xs:string </ic: Val ue>
</ic:d ai nval ue>
</ic:d ai nval uelLi st >
</ic:|InformationCardPrivat eDat a>

</i c: Roam ngl nf or mat i onCar d>

</i c: Roam ngSt or e>

The following describes the attributes and elements listed in the schema outlined above:

f/ic:RoamingStore
The collection of Information Cards selected for transfer.
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1455
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1457
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1459

1460
1461
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1463
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1465
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1468
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1470

1471
1472
1473

1474
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1476

1477
1478

1479
1480

1481
1482

1483

1484
1485
1486
1487
1488

1489

1490
1491

f/ic:RoamingStore/ic:RoaminglnformationCard (one or more)

An individual Information Card within the transfer stream.

For brevity, the prefix string “/ic:RoamingStore/ic:RoaminglnformationCard” in the element names below
is shortened to “...".

.../lic:InformationCardMetaData

This required element contains the metadata for an Information Card.

.../ic:InformationCardMetaData/[Information Card]

The original content of the Information Card as issued by the Identity Provider (described in
Section 3.1.1).

.../lic:InformationCardMetaData/ic:1sSelflssued

This required element indicates if the card is self-issued (“true”) or not (“false”).

.../lic2InformationCardMetaData/ic:PinDigest

This optional element contains a digest of the user-specified PIN information if the card is PIN-
protected. The digest contains the base64 encoded bytes of the SHAL hash of the bytes of the
user-specified PIN represented using Unicode encoding UTF-16LE with no byte order mark.
Usage of other algorithms is not described.

.../lic:InformationCardMetaData/ic:HashSalt

This optional element contains a random per-card entropy value used for computing the Relying
Party specific PPID claim when the card is used at a Relying Party and for computing the Client
Pseudonym PPID value sent an Identity Provider.

.../lic:InformationCardMetaData/ic: TimeLastUpdated

This required element contains the date and time when the card was last updated.

.../lic:InformationCardMetaData/ic:Issuerld

This required element contains an identifier for the Identity Provider with which a self-issued
credential descriptor in a card issued by that Identity Provider can be resolved to the correct self-
issued card. The element content SHOULD be the empty string for self-issued cards.

.../lic:InformationCardMetaData/ic:IssuerName

This required element contains a friendly name of the card issuer.

.../ic:InformationCardMetaData/ic:BackgroundColor

This required element contains the background color used to display the card image. This value
is a 3-byte RGB color value in the SRGB color space used by HTML.

...[ic:InformationCardMetaData/{any}

This is an extensibility point to allow additional metadata to be included.

.../lic:InformationCardPrivateData

This required element contains the private data for an Information Card.

.../ic:InformationCardPrivateData/ic:MasterKey

This required element contains a base64 encoded 256-bit random number that provides a “secret
key” for the Information Card. This key is used for computing the Relying Party specific PPID
claim when the card is used at a Relying Party and for computing the Client Pseudonym PPID
value sent to an Identity Provider. This element is present both for self-issued and managed
Information Cards.

.../lic:InformationCardPrivateData/ic:ClaimValueList

This optional element is a container for the set of claim types and their corresponding values
embodied by a self-issued card.
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1500
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1521

1522
1523
1524

1525
1526
1527

...lic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue (one or more)

This required element is a container for an individual claim, i.e., a claim type and its
corresponding value.

.../lic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue/@Uri
This required attribute contains a URI that identifies the specific claim type.

.../ic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue/ic:Value
This required element contains the value for an individual claim type.

.../@{any}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them in the respective

i c: Roami ngSt or e/ i c: Roani ngl nf or mat i onCar d element when updating information using
the Information Cards Transfer Format.

...[{any}

This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them in the respective

i c: Roami ngSt or e/ i c: Roani ngl nf or mat i onCar d element when updating information using
the Information Cards Transfer Format.

f/ic:RoamingStore/@{any}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them in the respective i ¢c: Roani ngSt or e element when updating
information using the Information Cards Transfer Format.

/ic:RoamingStore/{any}

This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them in the respective i ¢c: Roam ngSt or e element when
updating information using the Information Cards Transfer Format.

6.1.1 PIN Protected Card

When an Information Card is PIN protected, in addition to storing a digest of the PIN in the card data, the
master key and claim values associated with the card MUST also be encrypted with a key derived from
the user-specified PIN.

Itis RECOMMENDED that the PKCS-5 based key derivation method be used with the input parameters
summarized in the table below for deriving the encryption key from the PIN. Usage of other algorithms is
not described.
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1529

1530
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1536

1537
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1540

1541
1542
1543

1544
1545

Key derivation method PBKDF1 per [RFC 2898] (Section 5.1)

Input parameters:

Password UTF-8 encoded octets of PIN

Salt 16-byte random number (actual value stored
along with master key)

Iteration count 1000 (actual value stored along with master
key)

Key length 32 octets

Hash function SHA-256

The encryption method and the corresponding parameters that MUST be used are summarized in the
table below.

Encryption method AES-256
Parameters:
Padding As per PKCS-7 standard
Mode CBC
Block size 16 bytes (as REQUIRED by AES)

In a PIN-protected card, the encrypted content of the master key and the claim value fields are described
below.

.../lic:InformationCardPrivateData/ic:MasterKey

This element MUST contain a base64 encoded byte array comprised of the encryption
parameters and the encrypted master key serialized as per the binary structure summarized in
the table below.

Field Offset Size (bytes)

Version (for internal use) 0 1

Salt used for key-derivation method 1 16

Iteration count used for key-derivation method 17 4

Initialization Vector (IV) used for encryption 21 16

Encrypted master key 37 master key
length

.../lic:InformationCardPrivateData/ic:ClaimValueList/ic:ClaimValue/ic:Value

This element MUST contain a base64 encoded byte array comprised of the encrypted claim
value. The encryption parameters used are taken from those serialized into the master key field
and summarized in the table above.

6.1.2 Computing the ic:lssuerld

Thei c: | ssuer | d value used for a card when representing it in the Information Cards Transfer Format
SHOULD be computed as a function of the ds: Keyl nf o field of the envelope digitally signed by the
Identity Provider. Specifically:

e Compute IP PPID Seed in the same manner as RP PPID Seed in Section 7.6.1, except that the
certificate from ds: Keyl nf o is used, rather than the Relying Party’s.
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Use the IP PPID Seed as the i c: | ssuer | d value.
Thei c: I ssuer | d value SHOULD be the empty string for self-issued cards.

6.1.3 Computing the ic:lssuerName

The i c: | ssuer Name value used for a card when representing it in the Information Cards Transfer
Format SHOULD be computed as a function of the ds: Keyl nf o field of the envelope digitally signed by
the Identity Provider. Specifically, if the certificate from ds: Keyl nf o is an extended validation (EV)
certificate [EV Cert], then set i c: | ssuer Name to the organizationName (O) field value from the
certificate, otherwise set i c: | ssuer Nane to the commonName (CN) field value from the certificate.

6.1.4 Creating the ic:HashSalt

Arandomi c: HashSal t value for a card SHOULD be created by the Identity Selector when that card is
created fromthe i c: I nf or mat i onCar d data provided by an Identity Provider.

6.2 Post-Encryption Transfer Format

The transfer stream MUST be encrypted with a key derived from a user specified password. The XML
schema used for the encrypted transfer stream is defined below:

Syntax:

Byt e- or der - mar k
<?xm version="1.0" encodi ng="utf-8"?>
<ic:EncryptedStore xmns:ic="..." xm ns: xenc="...">
<ic:StoreSalt> xs: base64Bi nary </ic: StoreSalt>
<xenc: Encr ypt edDat a>
<xenc: C pher Dat a>
<xenc: Ci pherVal ue> ... </xenc: G pherVal ue>
</ xenc: G pher Dat a>
</ xenc: Encr ypt edDat a>
</i c: Encrypt edSt or e>

The following describes the elements listed in the XML schema outlined above:

Byte-order-mark

The first three bytes in the stream containing the values {OxEF, OxBB, 0xBF} constitutes a “byte
order mark”.

fic:EncryptedStore
The top-level container element for the encrypted transfer stream.

lic:EncryptedStore/ic:StoreSalt
This required element contains the random salt used as a parameter for the key derivation
function to derive the encryption key from a user-specified password.
fic:EncryptedStore/xenc:EncryptedData/xenc:CipherData/xenc:CipherValue

This element contains a base64 encoded byte array containing the ciphertext corresponding to
the clear text transfer stream described in Section 6.1.

@{any}

This is an extensibility point to allow additional attributes to be specified. While an Identity
Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that it does
not recognize and emit them when updating information using the Information Cards Transfer

Format.
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1590
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1594
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1597
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1601
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1603

1604
1605
1606

1607
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1610
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1613

1614
1615
1616
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{any}
This is an extensibility point to allow additional metadata elements to be specified. While an
Identity Selector MAY ignore any extensions it does not recognize it SHOULD preserve those that
it does not recognize and emit them when updating information using the Information Cards
Transfer Format.

The remainder of this section describes the element content of the xenc:CipherValue element in the
schema outline above. Specifically, it describes the encryption method used and the format of the
encrypted content.

The following table defines two symbolic constants, namely EncryptionKeySalt and IntegrityKeySalt, and
their corresponding values used by the key derivation and the encryption methods described below to
encrypt the transfer stream.

EncryptionKeySalt { 0xd9, 0x59, 0x7b, 0x26, Ox1le, 0xd8, Oxb3,
0x44, 0x93, 0x23, 0xb3, 0x96, 0x85, Oxde,
0x95, Oxfc }

IntegrityKeySalt { Oxc4, 0x01, 0x7b, 0xf1, Ox6b, Oxad, 0x2f,
0x42, Oxaf, 0xf4, 0x97, 0x7d, Ox4, 0x68, 0x3,
Oxdb }

The transfer stream content is encrypted with a key derived from a user-specified password. It is
RECOMMENDED that the PKCS-5 based key derivation method be used with the input parameters
summarized in the table below for deriving the key from the password. Usage of other algorithms is not
described.

Key derivation method PBKDF1 per [RFC 2898] (Section 5.1)
Input parameters:
Password UTF-8 encoded octets of user-specified
password
Salt 16-byte random number (actual value stored
in the ic:StoreSalt field)
Iteration count 1000
Key length 32 octets
Hash function SHA-256

The PKCS-5 key derived as per the preceding table MUST be further hashed with a 16-byte salt using the
SHA256 hash function, and the resulting value used as the encryption key. The order in which the values
used MUST be hashed is as follows:

Encryption Key = SHA256 (EncryptionKeySalt + PKCS5-derived-key)
Further, to provide an additional integrity check at the time of import, a “hashed integrity code” MUST be
computed as follows and included along with the encrypted transfer stream content.

e The PKCS-5 key derived as per the preceding table MUST be further hashed with a 16-byte salt
using the SHA256 hash function, and the resulting value used as the integrity key. The order in
which the values used MUST be hashed is as follows:

Integrity Key = SHA256 (IntegrityKeySalt + PKCS5-derived-key)
e The last block of the clear text transfer stream MUST be captured and further hashed with the
integrity key (IK) and the initialization vector (V) using the SHA256 hash function, and the

resulting value used as the hashed integrity code. The order in which the values used MUST be
hashed is as follows:
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1618 Hashed Integrity Code = SHA256 (IV + IK + Last-block-of-clear-text)

1619  The encryption method and the corresponding parameters that MUST be used to encrypt the transfer
1620  stream are summarized in the table below.

Encryption method AES-256
Parameters:
Padding As per PKCS-7 standard
Mode CBC
Block size 16 bytes (as REQUIRED by AES)

1621  The element content of xenc: G pher Val ue MUST be a base64 encoded byte array comprised of the
1622 initialization vector used for encryption, the hashed integrity code (as described above), and the

1623 encrypted transfer stream. It MUST be serialized as per the binary structure summarized in the table
1624 below.

Field Offset Size (bytes)
Initialization Vector (IV) used for encryption 0 16

Hashed integrity code 16 32
Ciphertext of transfer stream 48 Arbitrary

1625 ( Simple Identity Provider Profile

1626 A simple Identity Provider, called the “Self-issued Identity Provider” (SIP), is one which allows users to
1627  self-assert identity in the form of self-issued tokens. An Identity Selector MAY include a co-resident Self-
1628 issued Identity Provider that conforms to the Simple Identity Provider Profile defined in this section. This
1629 profile allows self-issued identities created within one Identity Selector to be used in another Identity
1630 Selector such that users do not have to reregister at a Relying Party when switching Identity Selectors.
1631 Because of the co-location there is data and metadata specific to an Identity Provider that need to be
1632  shareable between Identity Selectors.

1633 7.1 Self-Issued Information Card

1634  Thei c: | ssuer element within an Information Card provides a logical name for the issuer of the
1635 Information Card. An Information Card issued by a SIP (i.e., a self-issued Information Card) MUST use
1636  the special URI below as the value of the i c: | ssuer element in the Information Card.

1637 URI:
1638 http://schenmas. xm soap. or g/ ws/ 2005/ 05/ i dent i ty/i ssuer/ sel f

1639 7.2 Self-Issued Token Characteristics

1640 The self-issued tokens issued by a SIP MUST have the following characteristics:

1641 e The token type of the issued token MUST be SAML 1.1 which MUST be identified by either of the
1642 following token type URIs:
1643 0 urn:oasis:names:tc:SAML:1.0:assertion, or
1644 0 http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1.
1645 e |tis RECOMMENDED that the signature key used in the issued token be a 2048-bit asymmetric
1646 RSA key which identifies the issuer. Usage of other algorithms is not described.
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e The issuer of the token, indicated by the value of the sani : | ssuer attribute on the
sanl : Asserti on root element, MUST be identified by the following URI defined in Section 2.1.1
representing the issuer “self”.

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/issuer/self
e The issued token MUST contain the san : Condi ti ons element specifying:
o the token validity interval using the Not Bef or e and Not OnOr Af t er attributes, and

o0 the saml : Audi enceRestri cti onCondi ti on element restricting the token to a
specific target scope (i.e., a specific recipient of the token).

e Thesanl : Nanel dentifi er element SHOULD NOT be used to specify the Subject of the
token.

e The subject confirmation method MUST be specified as one of:
0 urn:oasis:names:tc:SAML:1.0:cm:holder-of-key, or
0 urn:oasis:names:tc:SAML:1.0:cm:bearer (for Browser based applications).

e When the subject confirmation method is “holder of key”, the subject confirmation key (also
referred to as the proof key) MUST be included in the token in the ds: Keyl nf o child element
under the sam : Subj ect Conf i r mat i on element. The proof key MUST be encoded in the
token as follows:

o For symmetric key tokens, the proof key is encrypted to the recipient of the token in the
form of a xenc: Encr ypt edKey child element. It is RECOMMENDED that an AES key
with a default size of 256 bits be used, but a different size MAY be specified by the
Relying Party. Usage of other algorithms is not described.

o For asymmetric key tokens, itis RECOMMENDED that the proof key be a public RSA
key value specified as a ds: RSAKeyVal ue child element under the ds: KeyVal ue
element. The default size of the key is 2048 bits. Usage of other algorithms is not
described.

e The issued token MUST contain a single attribute statement (i.e., a single
sam : Attri but eSt at ement element) containing the subject confirmation data and the
requested claims (called attributes in a SAML token).

e The claim types supported by the self-issued token SHOULD include those listed in Section7.5.

e The claims asserted in the sam : At tri but eSt at enent element of the issued token MUST be
named as follows using the claim type definitions in the XML schema file referenced in
Section7.5. For each claim represented by a sam : Attri but e element,

o the Attri but eNane attribute is set to the NCname of the corresponding claim type
defined in the XML schema file, and

o the Attri but eNamespace attribute is set to the target namespace of the XML schema
file, namely
http://schemas. xnm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nms
Itis RECOMMENDED that the XML digital signature [XMLDSIG] profile used to sign a self-issued token
be as follows. Usage of other algorithms is not described.

e Uses the enveloped signature format identified by the transform algorithm identifier
“http://lwww.w3.0rg/2000/09/xmldsig#enveloped-signature”. The token signature contains a single
ds: Ref er ence containing a URI reference to the Asser ti onl D attribute value of the root
element of the SAML token.
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e Uses the RSA signature method identified by the algorithm identifier
“http://www.w3.0rg/2000/09/xmldsig#rsa-shal”.

e Uses the exclusive canonicalization method identified by the algorithm identifier
“http://www.w3.0rg/2001/10/xml-exc-c14n#” for canonicalizing the token content as well as the
signature content.

e Uses the SHA1 digest method identified by the algorithm identifier
“http://mvww.w3.0rg/2000/09/xmldsig#shal” for digesting the token content being signed.

e No other transforms, other than the ones listed above, are used in the enveloped signature.

e The ds: Keyl nf o element is always present in the signature carrying the signing RSA public key
in the form of a ds: RSAKeyVal ue child element.

Following is an example of a self-issued signed Security Token containing three claims.
Example:

<Assertion xm ns="urn:oasi s: nanes:tc: SAM.: 1. 0: assertion"
Assertionl D="urn: uui d: 08301dba- d8d5- 462f - 85db- dec08c5e4el7"
| ssuer="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/i ssuer/sel f"
| ssuel nst ant =" 2004- 10- 06T16: 44: 20. 002"
Maj or Ver si on="1" M nor Ver si on="1">
<Condi ti ons Not Bef or e="2004- 10- 06T16: 44: 20. 00Z"
Not OnOr Af t er =" 2004- 10- 06T16: 49: 20. 00Z" >
<Audi enceRestrictionCondition>
<Audi ence>htt p: // wwv. r el yi ng- party. conx/ Audi ence>
</ Audi enceRest ri cti onConditi on>
</ Condi ti ons>
<Attri but eSt at enent >
<Subj ect >
<I-- Content here differs; see exanples that follow -->
</ Subj ect >
<Attribute AttributeNanme="privatepersonalidentifier"
Attri but eNanespace="http://schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ns" >
<Attri but eval ue>
f 8301dba- d8d5a904- 462f 0027- 85dbdecO
</ AttributeVal ue>
</Attribute>
<Attribute AttributeNanme="gi vennane"
Attri but eNanespace="http://schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ns" >
<Attri buteVal ue>dasf</Attri buteVal ue>
</Attri bute>
<Attribute AttributeNanme="enunil address"
Attri but eNanespace="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns" >
<At tri but eVal ue>dasf @mi | . conx/ Attri but evVal ue>
</Attribute>
</ Attri but eStat enment >
<Signature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedl nf o>
<Canoni cal i zat i onMet hod
Al gorithne"http://ww. w3. or g/ 2001/ 10/ xm - exc- cl4n#"/ >
<Si gnat ur eMet hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<Ref erence URI ="urn: uui d: 08301dba- d8d5- 462f - 85db- dec08c5e4el7" >
<Tr ansf or ns>
<Transform
Al gorithm="http://.../2000/ 09/ xm dsi g#envel oped- si gnat ure"/ >
<Transform
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ Tr ansf or ns>
<Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<Di gest Val ue>vpnl yEi 4R/ S4b+1vEHAgwWRi HsY=</ Di gest Val ue>
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</ Ref er ence>
</ Si gnedl nf o>
<Si gnat ur eVal ue>. . . </ Si gnat ur eVal ue>
<!-- token signing key -->
<Keyl nf 0>
<KeyVal ue>
<RSAKeyVal ue>
<Mbdul us>. .. utnQyE 8R/ S4b+1vEHAgwWRIi hsV ... </ Modul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
</ KeyVal ue>
</ Keyl nf 0>
</ Si gnhat ur e>
</ Assertion>

The content of the sani : Subj ect element in the self-issued token differs based on the subject
confirmation method and the type of proof key used. The following examples illustrate each of the three
variations of the content of this element.

The following example illustrates the content of the sam : Subj ect element when subject confirmation
method is “holder of key” using a symmetric proof key.

Example:

<Subj ect xm ns="urn: oasi s: nanes:tc: SAML: 1. 0: assertion" xm ns:ds="..."
xm ns:wsse="..." xnlns:xenc="...">
<Subj ect Confi rmati on>
<Conf i rmati onMet hod>
urn: oasi s: nanes: tc: SAM.: 1. 0: cm hol der - of - key
</ Conf i rmati onMet hod>
<ds: Keyl nf o>
<I-- symmetric proof key encrypted to recipient -->
<xenc: Encr ypt edKey>
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p"/ >
<ds: Keyl nf 0>
<ds: X509Dat a>
<wsse: Keyl denti fier
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ xx/ oasi s- 2004xx-
WSS- soap- nessage-security-1. 1#Thunbpri nt SHA1" >
EdFol aAej a85201XTzj NWW 7532 UYt r x=
</wsse: Keyl denti fier>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
<xenc: C pher Dat a>
<xenc: Ci pher Val ue>
AuFhi u72+1kadi AuFhi u72+1kadi =
</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
</ Subj ect Confi rmati on>
</ Subj ect >

The following example illustrates the content of the sam : Subj ect element when subject confirmation
method is “holder of key” using an asymmetric proof key.

Example:

<Subj ect xm ns="urn: oasi s: nanes:tc: SAML: 1. 0: asserti on” xm ns:ds="...">
<Subj ect Confi r mati on>
<Confirmati onMet hod>
urn: oasi s: nanes: tc: SAM.: 1. 0: cm hol der - of - key
</ Confi r mat i onMet hod>
<ds: Keyl nf 0>
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<I-- asymetric RSA public key as proof key -->
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Modul us>. .. Fnt Q/Ki 6R/ E4b+1vDHAgwsS5i hsU . .. </ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ Subj ect Confi rmat i on>
</ Subj ect >

The following example illustrates the content of the sam : Subj ect element when subject confirmation
method is “bearer” using no proof key.

Example:

<Subj ect xm ns="urn: oasi s: nanes:tc: SAM.: 1. 0: asserti on">
<Subj ect Confi rmati on>
<Conf i r mat i onMet hod>
urn: oasi s: nanes:tc: SAM.: 1. 0: cm bear er
</ Confi r mat i onMet hod>
</ Subj ect Confi rmat i on>
</ Subj ect >

7.3 Self-Issued Token Encryption

One of the goals of the Information Card Model is to ensure that any claims are exposed only to the
Relying Party intended by the user. For this reason, the SIP SHOULD encrypt the self-issued token under
the key of the Relying Party. This guarantees that a token intended for one Relying Party cannot be
decoded by nor be meaningful to another Relying Party. As described in Section 8.3, when the Relying
Party is not identified by a certificate, because no key is available for the Relying Party in this case, the
token can not be encrypted, but SHOULD still be signed.

When a self-issued token is encrypted, the XML encryption [XMLENC] standard MUST be used. The
encryption construct MUST use encrypting the self-issued token with a randomly generated symmetric
key which in turn is encrypted to the Relying Party’s public key taken from its X.509 v3 certificate. The
encrypted symmetric key MUST be placed in an xenc: Encr ypt edKey element within the

xenc: Encr ypt edDat a element carrying the encrypted Security Token.

Itis RECOMMENDED that the XML encryption [XMLENC] profile that is used for encrypting the key and
the token be as follows. Usage of other algorithms is not described.

e Uses the RSA-OAEP key wrap method identified by the algorithm identifier
“http://lwww.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp” for encrypting the encryption key.

e Uses the AES256 with CBC encryption method identified by the algorithm
“http://www.w3.0rg/2001/04/xmlenc#aes256-chc” for encrypting the token. The padding method
used is as per the PKCS-7 standard in which the number of octets remaining in the last block is
used as the padding octet value.

e The ds: Keyl nf o element is present in the encrypted key specifying the encryption key
information in the form of a Security Token reference.

Following is an illustration of a self-issued token encrypted to a Relying Party using the encryption
structure described above.

Example:

<xenc: Encrypt edDat a Type="htt p://ww. w3. or g/ 2001/ 04/ xm enc#El enment "
xm ns: xenc="..." xmns:ds="..." xmns:wsse="...">
<xenc: Encrypti onMet hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#aes256-chc" />
<ds: Keyl nf 0>
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<xenc: Encr ypt edKey>
<xenc: Encrypt i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod Al gorithm="htt p://ww. w3. or g/ 2000/ 09/ xni dsi g#shal"/ >
</ xenc: Encrypti onMet hod
<ds: Keyl nf o>
<wsse: SecurityTokenRef erence>
<wsse: Keyl dentifier
Val ueType="htt p:// docs. oasi s- open. or g/ wss/ 2004/ xx/ oasi s- 2004xx-
WSS- soap- message- security-1. 1#Thunbpri nt SHAL"
Encodi ngType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s200401-
WSS- soap- message- security-1. O#Base64Bi nary" >
+PYbznDaB/ dl hj | f gCQ458E72wA=
</wsse: Keyl dentifier>
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf 0>
<xenc: C pher Dat a>
<xenc: C pher Val ue>. . . Ukasdj 8257F] wf =</ xenc: Ci pher Val ue>
</ xenc: C pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: C pher Dat a>
<I-- Start encrypted Content

End encrypted content -->
<xenc: Ci pher Val ue>. . . aKl h4817Jer pZoDof y90=</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ xenc: Encr ypt edDat a>

7.4 Self-Issued Token Signing Key

The key used to sign a self-issued token presented to a Relying Party also represents a unique identifier
for the Subject of the token. In order to prevent the key from becoming a correlation identifier across
relying parties, a SIP SHOULD use a different key to sign a self-issued token for each Relying Party
where the card is used. In other words, the key used to sign the self-issued token is pair-wise unique for a
given Information Card and RP combination. To allow self-issued identities created by a SIP within one
Identity Selector to be used in another, the signing keys used by the two SIPs SHOULD be the same.

Itis RECOMMENDED that the signing key be an RSA key. Usage of other algorithms is not described.

This section specifies the “processing rules” that SHOULD be used by a SIP to derive the RSA key used
to sign the self-issued token for a combination of an Information Card and an RP where the card is used.
Each self-issued Information Card contains a 256-bit secret random number, called the “master key” (see
Section 6.1), that is used as the secret entropy in deriving the token signing RSA key. (Managed
Information Cards also have a master key that is used in the Client Pseudonym PPID calculation, as per
Section 3.3.4.1))

Key derivation is done according to the ANSI X9.31 standard for key generation which starts with
requiring the use of six random values denoted by Xp1, Xp2, Xq1, Xq2, Xp, and Xq. The processing rules
described here enunciate how to transform the master key in an Information Card into the six random
inputs for the X9.31 key generation process. The actual key computation algorithm in the X9.31 standard
is not reproduced here.

The values X, and X, are REQUIRED to be at least 512 bits and each independently carries the full
entropy of any Information Card master key of up to 512 bits in length. The values X1, Xp2, Xq1, and Xg,
have a length of only 100 to 121 hits and therefore will be shorter than the Information Card master key
and hence cannot each independently carry the full master key entropy. The details of the X9.31 protocol,
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however, ensure that for reasonably sized master keys, full entropy will be achieved in the generated
asymmetric key pair.

7.4.1 Processing Rules

This key generation mechanism can be used to generate 1024 or 2048-bit RSA keys.

Notation: If H is an n-bit big-endian value, the convention H[1..p] denotes bits 1 through p in the value of
H where p < n, and bit-1 is the rightmost (least significant) bit whereas bit-n is the leftmost (most
significant) bit in the value of H. Also, the convention X + Y denotes the concatenation of the big-endian
bit value of X followed by the big-endian bit value of Y.

Assume that the master key for the selected Information Card (see Section 6.1) is M and the unique RP
Identifier (derived as per Section 7.6.1) is T. The following processing rules SHOULD be used to derive
the inputs for the X9.31 key generation process.

1. Define 32-bit DWORD constants Cp as follows:

Ch=n, wheren=0,1,2,...,15

2. Compute SHA-1 hash values Hy as follows:

If the requested key size = 1024 bits, compute
Hy=SHA1(M+T+Cp) forn=0,1,2,...,9

If the requested key size = 2048 bits, compute
Hy=SHA1(M+T+C,) forn=0,1,2,...,15
3. Extract the random input parameters for the X9.31 protocol as follows:
For all key sizes, compute
Xp1 [112-bits long] = Ho[1..112]
Xp2 [112-bits long] = H1[1..112]
Xg1 [112-bits long] = H2[1..112]
Xgz [112-bits long] = H3[1..112]

If the requested key size = 1024 bits, compute
Xp [512-bits long] = Hy[1..160] + Hs[1..160] + Hg[1..160] + Ho[129..160]
Xq [512-bits long] = H7[1..160] + Hg[1..160] + Hg[1..160] + H1[129..160]

If the requested key size = 2048 bits, compute
Xp [1024-bits long] = Hy[1..160] + Hs[1..160] + Hg[1..160] + Hp[129..160] +
H1o[1..160] + H11[1..160] + H12[1..160] + H>[129..160]
Xq [1024-bits long] = H7[1..160] + Hg[1..160] + Hg[1..160] + H1[129..160] +
H13[1..160] + H14[1..160] + H15[1..160] + H3[129..160]
4. The X9.31 specification (Section 4.1.2) requires that the input values Xp1, Xp2, Xq1, Xq2 MUST
satisfy the following conditions.

e The large prime factors p4, p», g1, and g, are the first primes greater than their respective
random Xp1, Xp2, qul, Xg2 input values. They are randomly selected from the set of prime
numbers between 2'% and 2'?°, and each SHALL pass at least 27 iterations of Miller-
Rabin.
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To ensure that the lower bound of 2 is met, set the 101" bit of Xp1, Xp2, Xq1, Xq2 to ‘1’ (i.e.
Xp1[13" byte] |= 0x10, Xp2[13" byte] |= 0x10, Xq1[13" byte] |= 0x10, Xq2[13" byte] |= 0x10).
5. The X9.31 specification (Section 4.1.2) requires that the input values X, and Xq MUST satisfy the
following conditions.
e If the requested key size = 1024 bits, then
Xp 2 (¥2)(2°) and Xq = (V2)(2°")
e |If the requested key size = 2048 bits, then
Xp 2 (V2)(2'%%) and Xq = (¥2)(2'%)
To ensure this condition is met, set the two most significant bits of X, and Xq to “1" (i.e. Xp[most
significant byte] |= 0xCO, Xg[most significant byte] |= 0xCO).

6. Compute 1024 or 2048-bit keys as per the X9.31 protocol using {Xp1, Xp2, Xq1, Xg2, Xp, Xq} as
the random input parameters.

7. Use a 32-bit DWORD size public exponent value of 65537 for the generated RSA keys.

There are three conditions as follows in the X9.31 specification which, if not met, require that one or more
of the input parameters MUST be regenerated.

o (Section 4.1.2 of X9.31) [Xp-Xq| = 2% (for 1024-bit keys) or [Xp-Xq| = 2%** (for 2048-bit keys). If
not true, Xq MUST be regenerated and ¢ recomputed.

e (Section 4.1.2 of X9.31) |p-q| = 2*'? (for 1024-bit keys) or |p-q| = 2%%* (for 2048-bit keys). If not
true, Xq MUST be regenerated and g recomputed.

e (Section 4.1.3 of X9.31) d > 2°*? (for 1024-bit keys) or d > 2'%%* (for 2048-bit keys). If not true,
Xq1, Xg2, and Xq MUST be regenerated and key generation process repeated.

When it is necessary to regenerate an input parameter as necessitated by one or more of the conditions
above, it is essential that the regeneration of the input parameter be deterministic to guarantee that all
implementations of the key generation mechanism will produce the same results. Furthermore, input
regeneration is a potentially unlimited process. In other words, it is possible that regeneration MUST be
performed more than once. In theory, one MAY need to regenerate input parameters many times before
a key that meets all of the requirements can be generated.

The following processing rules MUST be used for regenerating an input parameter X of length n-bits
when necessary:

a. Pad the input parameter X on the right, assuming a big-endian representation, with m zero-bits
where m is the smallest number which satisfies ((n+m) mod 128 = 0).

b. Encrypt the padded value with the AES-128 (Electronic Code Book mode) algorithm using the 16-
byte constant below as the encryption key:

{ 0x8b, Oxe5, 0x61, 0xf5, Oxbc, 0x3e, 0x0c,
Encryption Key Ox4e, 0x94, 0x0d, 0x0a, 0x6d, Oxdc, 0x21,
0x9d, 0xfd }

c. Use the leftmost n-bits of the result above as the REQUIRED regenerated parameter.

If a regenerated parameter does not satisfy the necessary conditions, then repeat the 3-step process
above (call it RegenFunction) to generate the parameter again by using the output of one iteration as
input for the next iteration. In other words, if the output of the i" iteration of the regeneration function
above for an input parameter X is given by X; then

Xi+1 = RegenFunction (X;)
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7.5 Claim Types

This section specifies a set of claim (attribute) types and the corresponding URIs that is defined by this
profile for some commonly used personal information. These claim types MAY be used by a SIP, in self-
issued tokens, or by other Identity Providers. Note that, wherever possible, the claims included here
reuse and refer to the attribute semantics defined in other established industry standards that deal with
personal information. A SIP SHOULD support these claim types at a minimum. Other Identity Providers
MAY also support these claim types when appropriate. The URIs defined here MAY be used by a Relying
Party to specify requested claims in its policy.

The base XML namespace URI that is used by the claim types defined here is as follows:

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns

For convenience, an XML Schema for the claim types defined here can be found at:

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns. xsd

7.5.1 First Name

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Type: xs:string
Definition: (givenName in [RFC 2256]) Preferred name or first name of a Subject. According to RFC

2256: “This attribute is used to hold the part of a person’s name which is not their surname nor middle
name.”

7.5.2 Last Name

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

Type: xs:string

Definition: (snin [RFC 2256]) Surname or family name of a Subject. According to RFC 2256: “This is the
X.500 surname attribute which contains the family name of a person.”

7.5.3 Email Address

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
Type: xs:string
Definition: (mail in inetOrgPerson) Preferred address for the “To:” field of email to be sent to the Subject,

usually of the form <user>@<domain>. According to inetOrgPerson using [RFC 1274]: “This attribute type
specifies an electronic mailbox attribute following the syntax specified in RFC 822.”

7.5.4 Street Address

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/streetaddress

Type: xs:string

Definition: (streetin [RFC 2256]) Street address component of a Subject’s address information.
According to RFC 2256: “This attribute contains the physical address of the object to which the entry

corresponds, such as an address for package delivery.” Its content is arbitrary, but typically given as a PO
Box number or apartment/house number followed by a street name, e.g. 303 Mulberry St.

7.5.5 Locality Name or City
URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/locality
Type: xs:string
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Definition: (I'in [RFC 2256]) Locality component of a Subject’s address information. According to RFC
2256: “This attribute contains the name of a locality, such as a city, county or other geographic region.”
e.g. Redmond.

7.5.6 State or Province

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/stateorprovince

Type: xs:string

Definition: (stin [RFC 2256]) Abbreviation for state or province name of a Subject’'s address information.
According to RFC 2256: “This attribute contains the full name of a state or province. The values SHOULD

be coordinated on a national level and if well-known shortcuts exist - like the two-letter state abbreviations
in the US — these abbreviations are preferred over longer full names.” e.g. WA.

7.5.7 Postal Code

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/postalcode

Type: xs:string

Definition: (postalCode in X.500) Postal code or zip code component of a Subject’s address information.
According to X.500(2001): “The postal code attribute type specifies the postal code of the named object.

If this attribute value is present, it will be part of the object’s postal address - zip code in USA, postal code
for other countries.”

7.5.8 Country

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/country

Type: xs:string

Definition: (cin [RFC 2256]) Country of a Subject. According to RFC 2256: “This attribute contains a
two-letter ISO 3166 country code.”

7.5.9 Primary or Home Telephone Number

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/homephone

Type: xs:string

Definition: (homePhone in inetOrgPerson) Primary or home telephone number of a Subject. According
to inetOrgPerson using [RFC 1274]: “This attribute type specifies a home telephone number associated

with a person.” Attribute values SHOULD follow the agreed format for international telephone numbers,
e.g. +44 71 123 4567.

7.5.10 Secondary or Work Telephone Number

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/otherphone

Type: xs:string

Definition: (telephoneNumber in X.500 Person) Secondary or work telephone number of a Subject.
According to X.500(2001): “This attribute type specifies an office/campus telephone number associated

with a person.” Attribute values SHOULD follow the agreed format for international telephone numbers,
e.g. +44 71 123 4567.

7.5.11 Mobile Telephone Number

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/mobilephone

Type: xs:string

Definition: (mobile in inetOrgPerson) Mobile telephone number of a Subject. According to
inetOrgPerson using [RFC 1274]: “This attribute type specifies a mobile telephone number associated
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with a person.” Attribute values SHOULD follow the agreed format for international telephone numbers,
e.g. +44 71 123 4567.

7.5.12 Date of Birth

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirth
Type: xs:date
Definition: The date of birth of a Subject in a form allowed by the xs:date data type.

7.5.13 Gender

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/gender
Type: xs:token

Definition: Gender of a Subject that can have any of these exact string values — ‘0’ (meaning
unspecified), ‘1’ (meaning Male) or ‘2’ (meaning Female). Using these values allows them to be language
neutral.

7.5.14 Private Personal Identifier
URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersonalidentifier
Type: xs:base64binary

Definition: A private personal identifier (PPID) that identifies the Subject to a Relying Party. The word
“private” is used in the sense that the Subject identifier is specific to a given Relying Party and hence
private to that Relying Party. A Subject’s PPID at one Relying Party cannot be correlated with the
Subject’s PPID at another Relying Party. Typically, the PPID SHOULD be generated by an Identity
Provider as a pair-wise pseudonym for a Subject for a given Relying Party. For a self-issued Information
Card, the Self-issued Identity Provider in an Identity Selector system SHOULD generate a PPID for each
Relying Party as a function of the card identifier and the Relying Party’s identity. The processing rules and
encoding of the PPID claim value is specified in Section 7.6.

Compatibility Note: Some existing Identity Selectors omit listing the PPID claim as an

i c: Supportedd ai nlype fromthe i c: Supportedd ai nlypelLi st when saving a self-issued
Information Card in the Information Cards Transfer Format defined in Section 6.1, even though the PPID
claim is supported by the card. This behavior is deprecated, as all supported claims SHOULD be listed.
Nonetheless, Identity Selectors MAY choose to recognize this case and support the PPID claim for self-
issued cards not explicitly listing this claim.

7.5.15 Web Page

URI: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/webpage
Type: xs:string
Definition: The Web page of a Subject expressed as a URL.

7.6 The PPID Claim

The PPID claim for a Subject user represents a unique identifier for that user at a given Relying Party that
is different from all identifiers for that user at any other Relying Party. In other words, the PPID is a pair-
wise unique identifier for a given user identity and Relying Party combination. Since an Information Card
represents a specific user identity and a Relying Party is the organization behind a Web service or site
that the user interacts with, the PPID claim is logically a function of an Information Card and the
organizational identity of the Relying Party.

This section describes the processing rules that SHOULD be used by a SIP to derive a PPID claim value
for a combination of an Information Card and a Relying Party where it is used.
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7.6.1 Relying Party Identifier and Relying Party PPID Seed

In order to derive the PPID and Signing Key as functions of the RP’s organizational identity, a stable and
unique identifier for the RP, called the RP Identifier, is needed. In the Information Card Model, the identity
of a Relying Party (RP) possessing an X.509v3 certificate is presented in the form of that certificate.
Therefore the organizational identity of the RP is obtained by applying a series of transformations to the
identity information carried in the X.509 certificate. (See Section 8 for the specification of how to compute
these values for Relying Parties not possessing a certificate.)

As specified in [RFC 2459], the subject field inside an X.509 certificate identifies the entity associated with
the public key stored in the subject public key field. Where it is non-empty, the subject field MUST contain
an X.500 distinguished name (DN). The DN MUST be unique for each subject entity certified by the one
CA as defined by the issuer name field.

The subject field contains a DN of the form shown below:
CN=string, [OU=string, ...,] O=string, L=string, S=string, C=string
The Object Identifiers for these attributes from the DN are as follows:

Field Abbreviation | Field Name Object Identifier
O organizationName 2.5.4.10

L localityName 2.5.4.7

S stateOrProvinceName | 2.5.4.8

C countryName 2546

CN commonName 2543

Note that the field names and abbreviations used in this specification may not correspond to those used
by particular software but the underlying Object Identifiers (OIDs) of the attributes are unambiguous.

For an end-entity certificate, the values of the attribute types O (organizationName), L (localityName), S
(stateOrProvinceName) and C (countryName) together uniquely identify the organization to which the
end-entity identified by the certificate belongs. These attribute types are collectively referred to as the
organizational identifier attributes here. The RP Identifier is constructed using these organizational
identifier attributes as described below.

The RP Identifier value is used as an input to the Signing Key computation. A closely related value called
the Relying Party PPID Seed is also computed, which is used as an input to the PPID claim and Client
Pseudonym PPID computations. In many cases these are the same but in one case they differ.

There are four cases of how the RP Identifier and RP PPID Seed are constructed depending on which
organizational identifier attributes the RP’s certificate contains, if it is an extended validation (EV)
certificate [EV Cert] with respect to the organizational identifier attributes, and if it chains to a trusted root
certificate.

Case 1: RP’s certificate is EV for organizational identifier attributes and chains to a trusted root
certificate authority
e Convert the organizational identifier attributes in the end-entity certificate into a string, call it
OrgldString, of the following form:
|O="string"|L="string"|S="string"|C="string"|
The vertical bar character (ASCII 0x7C) is used as a delimiter at the start and end of the string as
well as between the attribute types. Further, the string values of the individual attribute types are
enclosed within double quote characters (ASCII 0x22). If an attribute type is absent in the subject
field of the end-entity certificate, then the corresponding string value is the empty string (™).
Following is an example OrgldString per this convention.
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|O="Microsoft"|L="Redmond"|S="Washington"|C="US"|

e Encode all the characters in OrgldString into a sequence of bytes, call it OrgldBytes, using
Unicode encoding UTF-16LE with no byte order mark.

e Hash OrgldBytes using the SHA256 hash function, and use the resulting value as the RP
Identifier and RP PPID Seed.

RP PPID Seed = RP Identifier = SHA256 (OrgldBytes)

Case 2: RP’s certificate is not EV for organizational identifier attributes, has a non-empty
organizationName (O) value, and chains to a trusted root certificate authority

e Convert the organizational identifier attributes in the end-entity certificate into a string, call it
OrgldString, in the same manner as employed for Case 1 above.

e Let QualifierString be the string:
[Non-EV

e Let QualifiedOrgldString be the concatenation of QualifierString and OrgldString.
QualifiedOrgldString = QualifierString + OrgldString

e Encode all the characters in QualifiedOrgldString into a sequence of bytes, call it
QualifiedOrgldBytes, using Unicode encoding UTF-16LE with no byte order mark.

e Hash QualifiedOrgldBytes using the SHA256 hash function, and use the resulting value as the
RP Identifier.

RP Identifier = SHA256 (QualifiedOrgldBytes)

e Encode all the characters in OrgldString into a sequence of bytes, call it OrgldBytes, using
Unicode encoding UTF-16LE with no byte order mark.

e Hash OrgldBytes using the SHA256 hash function, and use the resulting value as the Relying
Party PPID Seed.

RP PPID Seed = SHA256 (OrgldBytes)
Case 3: RP’s certificate has an empty or no organizationName (O) value and has an empty or no
commonName (CN) or does not chain to a trusted root certificate authority
e Take the subject public key in the end-entity certificate, call it PublicKey, as a byte array.

o Hash PublicKey using the SHA256 hash function, and use the resulting value as the RP Identifier
and RP PPID Seed.

RP PPID Seed = RP Identifier = SHA256 (PublicKey)

Case 4: RP’s certificate has an empty or no organizationName (O) value but has a non-empty
commonName (CN) value and chains to a trusted root certificate authority

e Convert the commonName attribute value in the end-entity certificate into a string, call it
CnldString, of the following form:

|[CN="string"|
Following is an example CnldString per this convention:
[CN="login.live.com"|

e Encode all the characters in CnldString into a sequence of bytes, call it CnldBytes, using Unicode
encoding UTF-16LE with no byte order mark.

e Hash CnldBytes using the SHA256 hash function, and use the resulting value as the RP Identifier
and RP PPID Seed.

RP PPID Seed = RP Identifier = SHA256 (CnldBytes)
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7.6.2 PPID

The PPID value SHOULD be produced as follows using the card identifier and the RP PPID Seed
(specified in Section 7.6.1):

Encode the value of the i ¢: Car dI d element of the Information Card into a sequence of bytes,
call it CardldBytes, using Unicode encoding UTF-16LE with no byte order mark.

Hash CardldBytes using the SHA256 hash function to obtain the canonical card identifier
CanonicalCardld.

CanonicalCardld = SHA256 (CardldBytes)

Hash the concatenation of RP PPID Seed and CanonicalCardld using the SHA256 hash function
to obtain the PPID.

PPID = SHA256 (RP PPID Seed + CanonicalCardId)

7.6.3 Friendly Identifier

The PPID provides an RP-specific identifier for a Subject that is suitable for programmatic processing, but
is not a user-friendly identifier. The simple transformation rules specified in this section MAY be used by a
SIP, or any other Identity Provider supporting the PPID claim, to create a friendly identifier for use within a
Display Token accompanying a Security Token carrying the PPID claim.

The Friendly Identifier has the following characteristics:

It is encoded as a 10-character alphanumeric string of the form “AAA-AAAA-AAA” grouped into
three groups separated by the ‘hyphen’ character (e.g., the string “6QR-97A4-WR5”). Note that
the hyphens are used for punctuation only.

The encoding alphabet does NOT use the numbers ‘0’ and ‘1’, and the letters ‘O’ and ‘I’ to avoid
confusion stemming from the similar glyphs used for these numbers and characters. This leaves
8 digits and 24 letters — a total of 32 alphanumeric symbols — as the alphabet for the encoding.

The processing rules used for deriving a Friendly Identifier from a PPID are as follows:

The PPID value is conveyed as a base64 encoded string inside tokens. Start with the base64
decoded PPID value as input.

Hash the PPID value using the SHA1 hash function to obtain a hashed identifier.
Hashld = SHA1 (PPID)

Let the Friendly Identifier be the string “Aq A1 Ao— Az Az As Ag— A7 Ag Ag” where each A is an
alphanumeric character from the encoding alphabet described above.

Fori:=0to 9, each A is determined as below:
o Take the i" octet of Hashld (denoted as Hashld][i])
o Find RawValue = Hashld[i] % 32 (where % is the remainder operation)

o0 A = EncodedSymbol obtained by mapping RawValue to EncodedSymbol using the table
below

Raw | v | 1 | 2|3 |a|5|6|7|8|9 10[11]12]13]|14]15
Value
Encoded | |\ | 5 13 4| 5|6 |7 |8|9lAalB|lc|D|E]|F
Symbol
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Raw | ol 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
Value
Encoded | | |y iy INIPIRISs|Tlulviw|x|y]|z
Symbol

8 Relying Parties without Certificates

While Relying Parties are typically identified by presenting a cryptographically protected identity, such as
an X.509v3 certificate, the Information Card Model is also applicable in situations in which no Relying
Party certificate is available. This section specifies how Information Cards are used at Relying Parties
with no certificate: specifically, Web sites using the [HTTP] scheme. Also see

i c07: Requi reSt rongReci pi entl dentity in Section 3.1.1.7 for a means whereby card issuers can
prohibit the use of cards at Relying Parties not identified by a certificate.

8.1 Relying Party Identifier and Relying Party PPID Seed

The Relying Party Identifier and Relying Party PPID Seed values for Relying Parties without certificates
are computed in this manner:

e Set the string OrgldString to be the fully qualified DNS host name in lowercase characters
specified in the URI of the Relying Party, or if a numeric IP address was used, then a string
representation of the IP address of the server. For IPv4 addresses, this string is the standard 4-
byte dotted decimal representation of the address with no leading zeros, such as
131.107. 55. 210. For IPv6 addresses, this string is the hexadecimal representation of the
address in eight groups of four hex digits each using uppercase for the letters, with each group of
four digits separated by a colon, all enclosed by square brackets, such as
[ 0000: 1234: 0000: 0000: 0000: 000A: 00BC: ODEF] .

e Encode all the characters in OrgldString into a sequence of bytes, call it OrgldBytes, using the
Unicode encoding UTF-16LE with no byte order mark.

e Hash OrgldBytes using the SHA256 hash function, and use the resulting value as both the RP
Identifier and the RP PPID Seed.

The RP Identifier and RP PPID Seed are then used in the same manner as for Relying Parties identified
by certificates when computing PPID claim and Client Pseudonym PPID values.

8.2 AppliesTo Information

Under the circumstances described in Section 3.3.3 that the RP endpoint to which the token will be sent
is supplied as the wsp: Appl i esTo value to the IP, when the RP possesses no certificate, the URL of the
RP is supplied as that wsp: Appl i esTo value.

Example:

<wst : Request Securi tyToken xm ns:wst="..." xmns:wsp="..." xm ns:wsa="...">
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Address>http://I| ogi n. cont oso. conx/ wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>

</ wst : Request SecurityToken>
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8.3 Token Signing and Encryption

When the Relying Party is not identified by a certificate, tokens sent from the Self-issued Identity Provider
are not encrypted, although they are still signed in the manner described in Section 7.2. Tokens
generated by Identity Providers for Relying Parties not identified by a certificate are also typically not
encrypted, as no encryption key is available. However, the token MAY still be encrypted if the Identity
Provider has a pre-existing relationship with the Relying Party and they have mutually agreed on the use
of a known encryption key. The token SHOULD still typically be signed, even when not encrypted.

9 Using WS-SecurityPolicy 1.2 and WS-Trust 1.3

Software implementing the Information Card Model SHOULD utilize the OASIS standard versions of WS-
SecurityPolicy and WS-Trust — [WS-SecurityPolicy 1.2] and [WS-Trust 1.3] and MAY utilize the previous
draft versions — [WS-SecurityPolicy 1.1] and [WS-Trust 1.2]. This section describes the differences
between the old and standard versions of these protocols that MAY affect software implementing the
Information Card Model.

9.1 Overview of Differences
The following changes between the protocol versions affect software implementing this specification:

e Namespace changes:
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 replaces
http://schemas.xmlsoap.org/ws/2005/07/securitypolicy.
http://docs.oasis-open.org/ws-sx/ws-trust/200512 replaces
http://schemas.xmlsoap.org/ws/2005/02/trust.

e Use of RequestSecurityTokenResponseCollection: A
wst : Request Secur it yTokenResponseCol | ecti on element encloses the
wst : Request Secur it yTokenResponse when WS-Trust 1.3 is used.

e Use of SecondaryParameters: An ldentity Selector sends some information received from the
Relying Party to the Identity Provider in a wst : Secondar yPar anet er s element.

o Bearer Token Request Syntax: The new wst : KeyType value http://docs.oasis-open.org/ws-
sx/wstrust/200512/Bearer is used to request a bearer token.

9.2 Identity Selector Differences

Identity Selectors MUST determine the WS-Trust versions used by Identity Provider STSs and Relying
Party STSs using their Security Policy.

Identity Selectors supporting WS-Trust 1.3 MUST understand the new WS-Trust 1.3 elements and syntax
such as wst 13: Request Secur i t yTokenResponseCol | ecti on and new URIs such as
http://docs.oasis-open.org/ws-sx/wstrust/200512/Bearer. They MUST also understand that typical
properties of an RST like Claims and KeyType MAY be either a direct child of the top level

wst 13: Request Securi t yToken element or contained within a wst 13: Secondar yPar anet er s
element in the RST.

When constructing an RST for an Identity Provider using WS-Trust 1.3, the Identity Selector SHOULD
send parameters received from the Relying Party in a wst 13: Secondar yPar anet er s element within
the wst 13: Request Secur i t yToken, with these exceptions:

e The user chooses not to send optional claims. In this scenario, no SecondaryParameters element
is sent in order to hide this user decision.

e Nowsp: Appl i esTo is being sent in the RST. In this scenario, no
wst 13: Secondar yPar anet er s element is sent so that the Identity Provider does not obtain
any identifying information about the Relying Party.
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Example:

<wst 13: Request Securi t yToken Cont ext =" ProcessRequest SecurityToken"
xmns:wst13="..." xmns:ic="...">
<wst 13: Request Type>htt p: // docs. oasi s- open. or g/ ws- sx/ ws-
trust/ 200512/ | ssue</wst 13: Request Type>
<i c:|nformationCardRef er ence>

</| c: | nformati onCar dRef er ence>
<wst 13: Clains Dial ect="http://schenmas. xnm soap. or g/ ws/ 2005/ 05/ i denti ty" >

</wst 13: Cl ai ms>
<wst 13: KeyType>htt p: // docs. oasi s- open. or g/ ws- sx/ ws-
trust/ 200512/ Synmet ri cKey</ wst 13: KeyType>
<wst 13: Secondar yPar anet er s>
<wst 13: Request Type>htt p: // docs. oasi s- open. or g/ ws- sx/ ws-
trust/ 200512/ | ssue</wst 13: Request Type>
<wst 13: TokenType>ur n: oasi s: nanes: tc: SAML: 1. 0: asserti on</wst 13: TokenType>
<wst 13: KeyType>htt p: // docs. oasi s- open. or g/ ws- sx/ ws-
trust/ 200512/ Synmet ri cKey</ wst 13: KeyType>
<wst 13: KeyW apAl gori t hnmeht t p: / / www. w3. or g/ 2001/ 04/ xm enc#r sa- oaep-
mgf 1p</ wst 13: KeyW apAl gori t hn>

</ wst 13: Secondar yPar anet er s>
</ wst 13: Request SecurityToken>

The wst 13: Request Secur it yTokenResponse constructed MUST be enclosed within a
wst 13: Request Securit yTokenResponseCol | ecti on element.

Example:

<wst 13: Request Securi t yTokenResponseCol | ecti on xm ns: wst 13="...">
<wst 13: Request Securi t yTokenResponse>
<wst 13: TokenType>ur n: oasi s: nanes: tc: SAML: 1. 0: asserti on</wst 13: TokenType>
<wst 13: Request edSecurityToken> ... </wst13: RequestedSecurityToken>

</ wst 13: Request SecurityTokenResponse>
</ wst 13: Request Securi t yTokenResponseCol | ecti on>

9.3 Security Token Service Differences

To utilize WS-Trust 1.3, an Identity Provider STS and Relying Party STSs MUST express their Security
Policy using WS-SecurityPolicy 1.2.

STSs using WS-Trust 1.3 MUST understand the new WS-Trust 1.3 elements and syntax such as

wst 13: Request Securit yTokenResponseCol | ect i on and new URIs such as http://docs.oasis-
open.org/ws-sx/wstrust/200512/Bearer. They MUST also understand that typical properties of an RST
like Claims and KeyType MAY be either a direct child of the top level wst 13: Request Securi t yToken
element or contained within a wst 13: Secondar yPar anet er s element in the RST.
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10Browser Behavior with Information Cards

This section explains the steps that a Web browser takes when using an Information Card to authenticate
to a Web site. Two cases are described. The basic case is where the Web site provides all the Relying
Party functionality via HTML extensions transported over HTTPS. The second case is where the Relying
Party employs a Relying Party Security Token Service (STS), which it references via HTML extensions
transported over HTTPS.

10.1 Basic Protocol Flow when using an Information Card at a Web
Site
This section explains the protocol flow when using an Information Card to authenticate at a Web site

where no Relying Party STS is employed.
Browser w/ |dentity Selector

. @ HTTP(S)GET (Protected Page) > \eb Site
] < Redirect to Login Page

---------- M @ HTTPS/GET (Login Page) >
‘ﬂ-c:g_in Page w/ Information Card Tags

= TTPSfPOST Token to Tar

< Cookie + Browser Redirect

VWeb Site Front End

Identity Selector lights up
User selects card

Get token via @ Relying Party
WS-MetadataExchange
and WS-Trust

Security Token Server (STS)

Identity Provider (Managed or Self-lssued)
Figure 1. Basic protocol flow when using an Information Card to authenticate at a Web site

Figure 1 gives an example of the basic protocol flow when an Information Card is used to authenticate at
a Web site that employs no Relying Party STS. Steps 1, 2, and 5 are essentially the same as a typical
forms-based login today: (1) The user navigates to a protected page that requires authentication. (2)
The site redirects the browser to a login page, which presents a Web form. (5) The browser posts the
Web form that includes the login credentials supplied by the user back to the login page. The site then
validates the contents of the form including the user credentials, typically writes a client-side browser
cookie to the client for the protected page domain, and redirects the browser back to the protected page.
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The key difference between this scenario and today’s site login scenarios is that the login page returned
to the browser in step (2) contains an HTML tag that allows the user to choose to use an Information Card
to authenticate to the site. When the user selects this tag, the browser invokes an Identity Selector,
which implements the Information Card user experience and protocols, and triggers steps (3) through (5).

In Step (3), the browser Information Card support code invokes the Identity Selector, passing it parameter
values supplied by the Information Card HTML tag supplied by the site in Step (2). The user then uses
the ldentity Selector to choose an Information Card, which represents a Digital Identity that can be used
to authenticate at that site. Step (4) retrieves a Security Token that represents the Digital Identity
selected by the user from the STS at the Identity Provider for that identity.

In Step (5), the browser posts the token obtained back to the Web site using a HTTPS/POST. The Web
site validates the token, completing the user’s Information Card-based authentication to the Web site.
Following authentication, the Web site typically then writes a client-side browser cookie and redirects the
browser back to the protected page.

It is worth noting that this cookie is likely to be exactly the same cookie as the site would have written
back had the user authenticated via other means, such as a forms-based login using
username/password. This is one of the ways that the goal of “minimal impact on Web sites” is achieved.
Other than its authentication subsystem, the bulk of a Web site’s code can remain completely unaware
that Information Card-based authentication is even utilized. It just uses the same kinds of cookies as
always.

10.2 Protocol Flow with Relying Party STS

In the previous scenario, the Web site communicated with the client Identity Selector using only the HTML
extensions enabling Information Card use, transported over the normal browser HTTPS channel. In this
scenario, the Web site also employs a Relying Party STS to do part of the work of authenticating the user,
passing the result of that authentication on to the login page via HTTPS POST.

There are several reasons that a site might factor its solution this way. One is that the same Relying
Party STS can be used to do the authentication work for both browser-based applications and smart
client applications that are using Web services. Second, it allows the bulk of the authentication work to be
done on servers dedicated to this purpose, rather than on the Web site front-end servers. Finally, this
means that the front-end servers can accept site-specific tokens, rather than the potentially more general
or more complicated authentication tokens issued by the Identity Providers.
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g (1) HTTP(S)/GET (Protected Page) > e Site
; < Redirect to Login Page

@ HTTPS/GET (Login Page) =
‘_Z_L_o;_:;_in Page w/ Information Card Tags

. : ..TTPSIPOST Token to Target P

Identity Selector lights up
User selects card

Get token via
WS-MetadataExchange
and WS-Trust

Relying Party

Identity Provider (Managed or Self-lssued)

Figure 2. Protocol flow when using an Information Card to authenticate
at a Web site, where the Web site employs a Relying Party STS

This scenario is similar to the previous one, with the addition of steps (3) and (6). The differences start
with the Information Card information supplied to the browser by the Web site in Step (2). In the previous
scenario, the site encoded its WS-SecurityPolicy information using Information Card HTML extensions
and supplied them to the Information Card-extended browser directly. In this scenario, the site uses
different Information Card HTML extensions in the Step (2) reply to specify which Relying Party STS
SHOULD be contacted to obtain the WS-SecurityPolicy information.

In Step (3), the Identity Selector contacts the Relying Party STS specified by the Web site and obtains its
WS-SecurityPolicy information via WS-MetadataExchange. In Step (4) the Identity Selector user interface
is shown and the user selects an Information Card, which represents a Digital Identity to use at the site.

In Step (5), the Identity Provider is contacted to obtain a Security Token for the selected Digital Identity.

In Step (6), the Security Token is sent to the Web site’s Relying Party STS to authenticate the user and a
site-specific authentication token is returned to the Identity Selector. Finally, in Step (7), the browser
posts the token obtained in Step (6) back to the Web site using HTTPS/POST. The Web site validates
the token, completing the user’s Information Card-based authentication to the Web site. Following
authentication, the Web site typically then writes a client-side browser cookie and redirects the browser
back to the protected page.

10.3 User Perspective and Examples

The Information Card user experience at Web sites is intended to be intuitive and natural enough that
users’ perspective on it will simply be “That’s how you log in”. Today, Web sites that require
authentication typically ask the user to supply a username and password at login time. With Information
Cards, they instead ask users to choose an Information Card. Some sites will choose to accept only
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Information Cards whereas others will give users the choice of Information Cards or other forms of
authentication.

A site that accepts Information Cards typically has a login screen that contains button with a label such as
“Sign in with an Information Card” or “Log in using an Information Card”. Upon clicking this button,
the user is presented with a choice of his Information Cards that are accepted at the site, and is asked to
choose one. Once a card is selected and submitted to the site, the user is logged in and continues using
the site, just as they would after submitting a username and password to a site.

Sites that accept both Information Cards and other forms of authentication present users with both an
Information Card login choice and whatever other choices the site supports. For instance, a site login
screen might display both “Sign in with your username and password” and “Sign in with an
Information Card” buttons.

10.4 Browser Perspective

Very little additional support is needed from today’s Web browsers to also support Information Cards.

The main addition is that they MUST recognize special HTML and/or XHTML tags for invoking the Identity
Selector, pass encoded parameters on to the Identity Selector on the platform, and POST back the token
resulting from the user’s choice of an Information Card.

10.5 Web Site Perspective

Web sites that employ Information Card-based authentication MUST support two new pieces of
functionality: adding HTML or XHTML tags to their login page to request an Information Card-based login
and code to log the user into the site using the POSTed credentials. In response to the Information Card-
based login, the Web site typically writes the same client-side browser cookie that it would have if the
login had occurred via username/password authentication or other mechanisms, and issue the same
browser redirects. Thus, other than the code directly involved with user authentication, the bulk of a Web
site can remain unchanged and oblivious to the site’s acceptance of Information Cards as a means of
authentication.
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11Invoking an Identity Selector from a Web Page
11.1 Syntax Alternatives: OBJECT and XHTML tags

HTML extensions are used to signal to the browser when to invoke the Identity Selector. However, not all
HTML extensions are supported by all browsers, and some commonly supported HTML extensions are
disabled in browser high security configurations. For example, while the OBJECT tag is widely
supported, it is also disabled by high security settings on some browsers, including Internet Explorer.

An alternative is to use an XHTML syntax that is not disabled by changing browser security settings.
However, not all browsers provide full support for XHTML.

To address this situation, two HTML extension formats are specified. Browsers MAY support one or both
of the extension formats.

11.1.1 OBJECT Syntax Examples

An example of the OBJECT syntax is as follows:

<ht ml >
<head>
<title>Wel cone to Fabrikanx/title>
</ head>
<body>
<ing src='fabri kamjpg' alt="Fabrikam Logo" />
<f orm name="ct| 00" id="ctl 00" nethod="post"
action="https://ww. fabri kam coni | nf oCar d- Br owser/ Mai n. aspx" >
<cent er>
<ing src='infocard 56x39.png" alt="Information Card |con"
ond ick="ctl00.submt()"' />
<i nput type="subm t" nanme="I|nfoCardSi gni n" val ue="Log in"
i d="1nfoCardSignin" />
</ cent er >
<OBJECT type="application/x-informationCard" name="xm Token">
<PARAM Nane="t okenType" Val ue="urn: oasi s: nanes:tc: SAML: 1. 0: asserti on">
<PARAM Nane="i ssuer" Val ue=
"http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/i ssuer/sel f">
<PARAM Nane="r equi r edCl ai ns" Val ue=
"http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ enai | addr ess
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ gi vennane
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ sur nane" >
</ OBJECT>
</ fornr
</ body>
</htm >

This is an example of a page that requests that the user log in using an Information Card. The key
portion of this page is the OBJECT of type “appl i cati on/ x-i nf or mati onCar d”. Once a card is
selected by the user, the resulting Security Token is included in the resulting POST as the xmlToken
value of the form. Appendix A shows a sample POST resulting from using a login page similar to the
preceding one. If the user cancels the authentication request, the resulting POST contains an empty
xmiToken value.

Parameters of the Information Card OBJECT are used to encode the necessary WS-SecurityPolicy
information in HTML. In this example, the Relying Party is requesting a SAML 1.0 token from a Self-
issued Identity Provider, supplying the requested claims “enai | addr ess”, “gi vennane”, and

“sur nane”. This example uses the basic protocol described in Section 2.1 (without employing a Relying

Party STS).
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A second example of the OBJECT syntax is as follows:

<htm >
<body>
<f orm nane="ct| 01" net hod="post"
action="https://ww. fabrikam conf | nfoCar d- Browser - STS/ | ogi n. aspx"
id="ctl 01" onSubmt="fnGetCard();">
<ing src='infocard 56x39.png" alt="Information Card |con"
ondick="ctlOl. submt()" />
<i nput type="subnmit" nane="I|nfoCardSi gni n" val ue="Log in"
i d="1nfoCardSi gnin" />
<OBJECT type="application/x-informationCard" nanme="xm Token"
| D="oCard" />

</fornp
<script type="text/javascript">
<l--
function fnGetCard(){
oCard.issuer = "http://ww.fabri kam coni sts";
oCard.issuerPolicy = "https://ww.fabrikam conl sts/ mex"
oCard. t okenType = "urn: fabricam cust omtoken-type"
}
[]-->
</script>
</ body>

</htm >

This example uses the enhanced protocol described in Section 2.3, which employs a Relying Party STS.
Note that in this case, the “issuer” points to a Relying Party STS. The “issuerPolicy” points to an endpoint
where the Security Policy of the STS (expressed via WS-SecurityPolicy) is to be obtained using WS-
MetadataExchange. Also, note that the “tokenType” parameter requests a custom token type defined by
the site for its own purposes. The “tokenType” parameter could have been omitted as well, provided that
the Web site is capable of understanding all token types issued by the specified STS or if the STS has
prior knowledge about the token type to issue for the Web site.

The object parameters can be set in normal script code. This is equivalent to setting them using the
“PARAM” declarations in the previous example.

11.1.2 XHTML Syntax Example

An example of the XHTML syntax is as follows:

<htm xm ns="http://ww.w3. org/ 1999/ xhtm "
xm ns:ic="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty" >
<head>
<title>Wel cone to Fabrikanx/title>
</ head>
<body>
<ing src='fabri kamjpg' alt="Fabrikam Logo" />
<form name="ct| 00" id="ctl 00" nethod="post"
action="https://ww. fabri kam coni | nf oCar d- Br owser/ Mai n. aspx" >
<ic:informationCard name='xm Token'
styl e=' behavi or: url (#def aul t #i nf or mati onCard) "’
i ssuer="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/i ssuer/sel f"
t okenType="urn: oasi s: nanes: tc: SAML.: 1. 0: assertion">
<ic:add cl ai nType=
"http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ emai | addr ess"
opti onal ="fal se" />
<ic:add cl ai mlype=
"http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ gi vennang"
opti onal ="fal se" />
<ic:add cl ai mlype=
"http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ sur nane”
optional ="fal se" />
</ic:informationCard>
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<center>
<i nput type="subm t" name="I|nfoCardSi gni n" val ue="Log in"
i d="1nfoCardSignin" />
</center>
</fornr
</ body>
</htm >

11.2 Identity Selector Invocation Parameters

The parameters to the OBJECT and XHTML Information Card objects are used to encode information in
HTML that is otherwise supplied as WS-SecurityPolicy information via WS-MetadataExchange when an
Identity Selector is used in a Web services context.

11.2.1 issuer

This optional parameter specifies the URL of the STS from which to obtain a token. If omitted, no specific
STS is requested. The special value
“htt p: // schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/i ssuer/ sel f” specifies that the token

SHOULD come from a Self-issued Identity Provider.

11.2.2 issuerPolicy

This optional parameter specifies the URL of an endpoint from which the STS’s WS-SecurityPolicy can be
retrieved using WS-MetadataExchange. This endpoint MUST use HTTPS.

11.2.3 tokenType

This optional parameter specifies the type of the token to be requested from the STS as a URI. This
parameter can be omitted if the STS and the Web site front-end have a mutual understanding about what
token type will be provided or if the Web site is willing to accept any token type.

11.2.4 requiredClaims

This optional parameter specifies the types of claims that MUST be supplied by the identity. If omitted,
there are no required claims. The value of r equi r edd ai ns is a space-separated list of URIs, each

specifying a required claim type.
11.2.5 optionalClaims

This optional parameter specifies the types of optional claims that MAY be supplied by the identity. If
omitted, there are no optional claims. The value of opti onal C ai ns is a space-separated list of URIs,

each specifying a claim type that can MAY be submitted.
11.2.6 privacyUrl

This optional parameter specifies the URL of the human-readable Privacy Policy of the site, if provided.

11.2.7 privacyVersion

This optional parameter specifies the Privacy Policy version. This MUST be a value greater than O if a
privacyUrl is specified. If this value changes, the Ul notifies the user and allows them review the change
to the Privacy Policy.

11.3 Data Types for Use with Scripting

The object used in the Information Card HTML extensions has the following type signature, allowing it to
be used by normal scripting code:

interface |l nformati onCardSi gni nHel per

Identity-1.0-spec-0s 1 July 2009
Copyright © OASIS® 2008-2009. All Rights Reserved. Page 70 of 80

188



{
string issuer; /'l URl specifying token issuer
string issuerPolicy; /| Met adat aExchange endpoi nt of issuer
string tokenType; /'l URI specifying type of token to be requested

string [] requiredC ains; // Array of URIs of required claimtypes
string [] optionalains; // Array of URIs of optional claimtypes

string privacyUrl ; /1 URL of the Privacy Policy of the site
string privacyVersion; /] Version nunber of the Privacy Policy
bool ean islnstall ed; /1 True when an ldentity Selector is avail able

/!l to the browser

}

11.4 Detecting and Utilizing an Information Card-enabled Browser

Web sites MAY choose to detect browser and Identity Selector support for Information Cards and modify
their login page contents depending upon whether Information Card support is present, and which of the
OBJECT and/or XHTML syntaxes are supported by the browser and supported by the Web site. This
allows Information Card capabilities to be shown when available to the user, and to be not displayed
otherwise.

Detecting an Information Card-enabled browser may require detecting specific browser and Identity
Selector versions and being aware of the nature of their Information Card support.

11.5 Behavior within Frames

When the object tag is specified in an embedded frame, the certificate of the frame is compared to that of
the root frame. For this configuration to work, the scheme, domain, and security zone (for example https,
microsoft.com, and Intranet) of the URL of the embedded frame MUST be the same as that of the root
frame. If they do not match, the object tag SHOULD NOT be acted upon. This prevents a form of cross-
site scripting attacks.

11.6 Invocation Using the Document Object Model (DOM)

In addition to being invokable using static HTML tags and script code, Identity Selectors can be invoked
from script injected into the page using the Document Object Model [DOM]. Invocation from dynamically
generated script allows the Web site’s requirements to be set dynamically.

11.7 Auditing, Non-Auditing, and Auditing-Optional Cards

e Auditing Card: When a managed card with an i c: Requi r eAppl i esTo element and no
Opt i onal attribute or Opt i onal =f al se attribute is used at a Web site, the Request Security
Token (RST) sent to the Identity Provider contains a wsp: Appl i esTo element.

e Non-Auditing Card: When a managed card with no i ¢: Requi r eAppl i esTo element is used
at a Web site, the Request Security Token (RST) sent to the Identity Provider contains no
wsp: Appl i esTo element.

e Auditing-Optional Card: When a managed card with an i ¢: Requi r eAppl i esTo element with
Opt i onal =t r ue attribute is used at a Web site, the Request Security Token (RST) sent to the
Identity Provider contains a wsp: Appl i esTo element.
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12Endpoint Reference wsai:ldentity Property

This section adds the wsai : | denti ty property to an Endpoint Reference [WS-Addressing] and
leverages extensibility of the wsa: Endpoi nt Ref er enceType schema to include awsai : I dentity
element as described below:

<wsa: Endpoi nt Ref erence xm ns:wsa="..." xnlns:wsai="...">
<wsai :ldentity>. ..identity representation...</wsai:ldentity>

</ wsa: Endpoi nt Ref er ence>

The wsai : I denti ty element inside a wsa: Endpoi nt Ref er ence can hold any of the identity
representations defined in Section 12.2 below.

12.1 Default Value

If awsa: Endpoi nt Ref er ence does not contain awsai : | denti ty element, a DNS Name
representation can be assumed by extracting the hostname from the Address URI.

If the URI does not have a hostname, it does not have an implicit identity value and can not be verified by
the mechanisms defined in this document.

12.2 Identity Representation
12.2.1 DNS Name

The DNS Name representation implies that the remote principal is trusted to speak for that DNS name.
For instance the DNS Name representation could specify “fabrikam.com”. When challenged, the endpoint
contacted MUST be able to prove its right to speak for “fabrikam.com”. The service could prove its right
by proving ownership of a certificate containing a reference to fabrikam.com and signed by a trusted
Certificate Authority. The following element of type xs: st ri ng can be used to represent a DNS Name
representation within a wsai : | denti ty element.

<wsai : Dns xm ns: wsai ="...">fabri kam conx/ wsai : Dns>

12.2.2 Service Principal Name

The SPN representation implies that the remote principal is trusted to speak for that SPN, a mechanism
common in intranet domains. Its format is <serviceClass>/<host>. For example, the SPN for a generic
service running on “server1.fabrikam.com” would be “host/server1.fabrikam.com”. The client could
confidentially speak to the service and verify replies back from the service by obtaining a Kerberos ticket
from the realm’s domain controller. The following element of type xs: st ri ng can be used to represent
an SPN representation within awsai : | denti ty element.

<wsai : Spn xnl ns: wsai =". .. " >host / hr web</ wsai : Spn>

12.2.3 User Principal Name

The UPN representation implies that the remote principal is a particular user in a domain. Its format is:
<user>@<domain>. For example, the UPN for a user “someone” at a domain “example.com” would be
“someone@example.com”. A service could prove its UPN by providing the password for the user
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associated with “someone@example.com”. The following element of type xs: st ri ng can be used to
represent a UPN representation within a wsai : | denti ty element.

<wsai : Upn xnl ns: wsai ="..." >soneone@xanpl e. conx/ wsai : Upn>

12.2.4 KeylInfo

This identity value is similar to the previous three, but rather than describing an attribute of the target, this
mechanism describes a reference (embedded or external) to key material associated with the target. This
allows confirmation of the target trust identity through encryption. These values can also be used to
compare authenticated identities similar to the basic trust identity values by comparing the hash of the
specified trust identity value with a hash of the authenticated identity of the service. The ds: Keyl nf o
element defined in [XMLDSIG] can be used.

<ds: Keyl nfo xm ns:ds="...">...</ds: Keyl nf 0>

12.2.4.1 Example specifying an RSA Public Key

The PublicKey representation states the public key of the remote principal. A service could prove its
ownership of the key by signing some data with the private key.

<wsai :ldentity xm ns:wsai="..." ds:wsai="...">
<ds: Keyl nf o>
<ds: RSAKeyVal ue>
<ds: Modul us>xA7SEU+e0yQH5. . . </ ds: Mbdul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: Keyl nf 0>
</wsai :ldentity>

12.2.4.2 Example specifying an X509 Certificate

This example shows a certificate of the remote principal being used as the identity value.

<wsai :ldentity xm ns:wsai="..." xnmns:ds="...">
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>M | CXTCCA. . . </ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</wsai:ldentity>

12.2.5 Security Token

A security token can be an identity value representing statements about the identity of an endpoint. E.g.:

<wsai :ldentity xm ns:wsai="..." ds:wsse="...">
<wsse: Bi narySecurityToken Val ueType="...#X509v3" >
<! --base64 encoded val ue of the X509 certificate-->
</ wsse: Bi narySecurityToken>
</wsai :ldentity>
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12.2.6 Security Token Reference

Similarly to ds: Keyl nf o, wsse: Securi t yTokenRef er ence element can be used within a
wsai : I dentity element to reference a token representing a collection of statements about the identity
of an endpoint. E.g.:

<wsai :ldentity xm ns:wsai="..." ds:wsse="...">
<wsse: SecurityTokenRef erence>
<wsse: Keyl denti fier Val ueType="...#Thunbpri nt SHAL" >

<I-- thunmbprint of the X509 certificate -->
</wsse: Keyl denti fier>
</ wsse: SecurityTokenRef erence>
</wsai:ldentity>
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13Security Considerations

13.1 Protection of Information Cards by Identity Selectors

Itis RECOMMENDED that Identity Selectors encrypt or otherwise secure the Information Card data held
by them to help protect cards from being stolen and then used by an attacker. This is particularly
important for self-issued Information Cards, where possession of the unencrypted contents of a card
could enable an attacker to gain access to Relying Parties accounts associated with that card.

13.2 Relying Parties Without Certificates

Because claims sent to relying parties without certificates are not encrypted, itis RECOMMENDED that
sensitive claims not be released to these relying parties. Identity Providers holding sensitive user data
that can be released as claim values are encouraged to issue cards containing an

i c07: Requi reSt rongReci pi ent |l dent ity element to prevent transmission of sensitive claim values
over an unencrypted channel.

13.3 Endpoint References

Itis RECOMMENDED that Endpoint Reference elements be signed to prevent tampering.

An Endpoint Reference SHOULD NOT be accepted unless it is signed and have an associated security
token to specify the signer has the right to “speak for” the endpoint. That is, the relying party SHOULD
NOT use an endpoint reference unless the endpoint reference is signed and presented with sufficient
credentials to pass the relying parties acceptance criteria.

Itis RECOMMENDED that an endpoint reference be encrypted when it contains claims and other
sensitive information.

When included in a SOAP message, endpoint references are RECOMMENDED to be protected using the
mechanisms described in WS-Security [WS-Security]
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1l4Conformance

An implementation conforms to this specification if it satisfies all of the MUST or REQUIRED level
requirements defined within this specification for the portions of the specification implemented by that
implementation. Furthermore, when an implementation supports functionality in which there is a
RECOMMENDED algorithm or set of parameter choices, conforming implementations MUST support the
RECOMMENDED algorithm and parameter choices. A SOAP Node MUST NOT use the XML
namespace identifiers for this specification (listed in Section 1.2) within SOAP Envelopes unless it is
compliant with this specification.

This specification references a number of other specifications. In order to comply with this specification,
an implementation MUST implement the portions of referenced specifications necessary to comply with
the required provisions of the portions of this specification that it implements. Additionally, the
implementation of the portions of the referenced specifications that are specifically cited in this
specification MUST comply with the rules for those portions as established in the referenced specification.

Additionally, normative text within this specification takes precedence over normative outlines (as
described in Section 1.1), which in turn take precedence over the XML Schema [XML Schema Part 1,
Part 2] and WSDL [WSDL 1.1] descriptions. That is, the normative text in this specification further
constrains the schemas and/or WSDL that are part of this specification; and this specification contains
further constraints on the elements defined in referenced schemas.

If an OPTIONAL message is not supported, then the implementation SHOULD Fault just as it would for

any other unrecognized/unsupported message. If an OPTIONAL message is supported, then the
implementation MUST satisfy all of the MUST and REQUIRED sections of the message.
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A.HTTPS POST Sample Contents

The contents of an HTTPS POST generated by a page like the first example in Section 4.1.1 follow:

POST /test/s/ TokenPage. aspx HTTP/ 1.1

Cache-Control : no-cache

Connecti on: Keep-Alive

Cont ent - Lengt h: 6478

Cont ent - Type: application/ x-ww«+ f orm url encoded

Accept: inmage/gif, inmagel/x-xbitmap, inmage/jpeg, inmagel/pjpeg, application/x-sh
ockwave-fl ash, */*

Accept - Encodi ng: gzip, deflate

Accept - Language: en-us

Host: cal ebb-t st

Referer: https://|ocal host/test/s/

User-Agent: Mozilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; .NET CLR
2.0.50727; .NET CLR 3.0.04506. 30)

UA- CPU: x86

I nf oCar dSi gni n=Log+i n&mnm Token=%3Cenc¥3AEncr ypt edDat a+Type¥8D%22ht t p¥8AYRFIR2F
www. W3. or g%2F2001%2F04%2Fxm enc%23El enent %22+xm ns¥%8Aenc¥3D¥22ht t p¥8AYR FY2Fww
w. W3. or g¥%2F2001%2F04%2Fxm enc%23%22%3EY8Cenc ¥8AENncr ypt i onMet hod+Al gor i t hn¥8D%
22ht t pYBAYRFY2Fwww. W3. or g¥2F2001%R2F04%2Fxm enc%23aes256- chc%22+%2FYSEY¥3CKey | n
f o+xm ns¥8D¥22ht t p¥B8AYR2FY2Fwwv. W3. or g¥2F2000%2F09%2Fxm dsi g¥23%22%3EY3Ce¥3AEN
crypt edKey+xm ns%3Ae¥8D%22ht t p¥8AYRFY2 Fwww. W3. or g¥2F2001%2F04%2Fxm enc%23%22%
3EYBCeYBAENcr ypt i onMet hod+Al gori t hn8D¥22ht t p¥8AYRFY@2Fwww. W3. or g%2F20019%2F04%
2Fxm enc%23r sa- oaep- ngf 1p9R22YBEY3CDi gest Met hod+Al gori t hn¥/8D¥22ht t p¥B8AYR FY2 Fww
w. W3. or g¥2F2000%2F09%2Fxm dsi g¥23shal%22+%RFY8EY8CY2Fe¥8AENncr ypt i onMet hod¥8E%
3CKeyl nf 09BEY¥BCo%3ASecur it yTokenRef er ence+xm ns¥%8Ao%3D¥R22ht t p¥8AYRFY2Fdocs. oa
si s- open. or g¥%2Fwss%2F2004%2F01%2Foasi s- 200401- wss- wssecuri ty-secext-1. 0. xsd%R
29Y3EY8Co%3AKey | dent i fi er +Val ueType¥8D%22ht t p¥BAWRFY2Fdocs. oasi s- open. or g%2Fws
sY2Foasi s- Wwss- soap- nessage- security-1. 1923Thunbpri nt SHA1%22+Encodi ngType%3D%R2
2ht t p%BAYRFY2Fdocs. oasi s- open. or g¥2Fwss%2F2004%2F01%2Foasi s- 200401- wss- soap- m
essage-security-1. 09%23Base64Bi nar y%22%3E%2BPYbznDaB%2Fdl hj | f gCQ458E72wAY8DY8C
YR Fo%BAKeyl denti fi er YBE¥YBCY2Fo%BASecur i t yTokenRef er ence¥BEY8CY¥2FKey| nf 0¥8E¥3C
e¥BACi pher Dat a¥BEY8Ce¥8AC pher Val ue¥8EEqOUhAJI8CIK5I 4M 3qngX0XnyL1ChKs2PgM 0Sk
6snwWo@FI RNt XqLznmgbj 2Vd3vFA4Vx1hi | eSTygclkAsskgpgBc4bMHT61wlf ONxULOHDor ODI NveV
Dn?2FAf LcyLgEPY2Boh05B%2B5nt VI JzL8Ro3t ypFOeoSnBS6UnI NOHI j HaVWy g98D¥8CYR2Fe ¥8AC
i pher Val ue¥BEY8CY2Fe¥8ACi pher Dat a¥8EY8CY2Fe¥8AENcr ypt edKey ¥BEYBCY2FKey| nf 0¥%BE
%8Cenc¥B8AC pher Dat a¥8E¥3Cenc¥3ACi pher Val ue¥8Er BvpZydi yDzJt zI| 19%2F] UFX9XAz OLnOR
gOypPLj h92FBagXcf Ze YWAD57v4Jvn1QnGj adc DASCi sazswnlskdkwgnd4l UM pPVRH7es9z YOU
vnS4ccsakgDenscq3pDYTr xbSBf hdvr zj Di HC2XCt owOveoHeB51C5NBUADT f 181 x CNt k\WOBy 3wl H
VGdvwaDOSak K¥%2 FKY2Fv1UgXI c519%2Ft Yvj eFGeGhbSNx08DTqe DnAMPR2B4YY2B1laUChl %2Ft bSr

EyJECKDgt zt cxhr umbupKO¥2BogWKUTTpSt 851xj OFxAM VaPZ%2 FAnBV8H3ZLsR087s X%2FJ%2Bn
bRgze%2Bf bdUwi mN5pNoJDdVhF%2BEDLass1dPsvhL4EXzul p5deGBagAl oaOVEUW ssuh1Pt wk EM
egqwW Oz Chu%2FHt wP1gh3D02U59M ynJMD5UM wWO7sZJ1 692 BPg6Zp9HHE KKUVhkguv Fihy XS4BFS
ZVxPl 18i %2BOM_OLunbdej EFd4nwGO¥2FniNwey El 8DdGVj Xc YOT6JhPz9r HNh9%RFY2FQ 5snJf L6
j 2sgOEv] YoRs%2BhT4sdHZ95t GAI wMnT6c FOXbAQZUbYTr 1ZOC6XPsf L2CFwi TM3m %2Bl co4Hc %2
F71 akl A8j wAJdt nd2nmGuV67ZbYlnezi bMLLUApI xZj 59El 83i xct SQbV7i yyw4l YN2CAqY2BCLMII

RY@BDHf gEe8C3I VaGBDUEcd2MYi nEi A7YW3NI Dr C14SbLzNvU702HpVIMeYv9q6S9xI VGApSr ARsw
RFXy Mok MDp5W QaJEXon7qLcsZONpdl X9bCcmai i kdpxnmCey S638t e %2 FhGBLmYJSQOst f 7BhAGEO
kwDRgdws Aa88bODi WHek Ov DhANAHI XFZ9%2BCx p53L9NMhy %R FCAO %2BIOk PL2yx S22yj WRxonPR2F
yZuaws K98JHVShs| VmrbKv RVBxJw HDSz uBAO QKSY2FMHC FZn8vHZR4| MinbnL3F%2B%2BunmvKhO
vMIKk6Ji Cq@OEj 996bVI | kLzESU5Z5vT6I 1Kr 9Br dx8ckDEl i pdH3x54W/f al t HITYUY2Bsx| RLT
25f i 9kY2FCOc 92 FMX7 Q2 B6NSDs4nGgkn4r zqpez 9BUWNZW7 caVOr Deao85f %2Fi DCGynt | 0A3JaSZ
dTKf zHLGUf SkCAl Vei sdvB6R7uBwW8t RY2BZI gL1 GS28wppFl nUYv SK7DnPr zI d¥2BG HwLf L6WA%
2FEzBMVppb5Vi %2BauHq¥2BHxpCam kr cUkzaghwiNk GV8Tf af kqUvRwd bx RaMNVPI 92 F9R2 Fx s %2 Fp
Lculdh6eKemJO0%2FNx 0z NOScd9XoeEU3zsV78Pgv Pl BT4AEDugdv4bMR6dEXXvZBl %2F84b1gOVhK
ZRpl F8t 6EAc4LCct 01ht 7VOVNz 25Nt P27ct 9QPr DIc%2Foxi hT4Df 6NV3I| 4vl Thu%@2B%2Bz VBY2BH
JAXNKi 09gx3uLUIMBIXEZCDz ZKi haBk2y%2F3RhsJpABVneUd%2B3s CRhQXhgKYNBHZYy RAUGOMDLhL
gpj oF9X%2FNvUuj @6DBLJaf xxzNVshG52] Rz%2Bi khCNhJ DDbe ASMBQ7 Qs Yc KDCODBFs ewt VWAAYR
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Fskxl 3JUBhy Tot nFSY2FoS2EzbOSvn25qZuBERs Z3wy@2B5WWk Rz f Qady| YOSv2Df 1Yol j ubDKy 1l 9
St %2 FbCl BgXbVI ZKYt Q¥2BLyepxxFj r N7cWh2aYFnB6YLur g4USJwhXzc GevA3%2BR5ART6Fr 37 U6
OcHc%2Fz2MaZm1c QW DANxHE RVXEVi r Bc1x47hW SRj r Kzf 3or L5LzgM Yc 71 wel w2r beW j CgCb
0V3d71lez%2FvNz 1pxEM 4w8y UAQL8p Y2 FRCZ%2BpzvsgORu4RVWKW Swbl 7AN0J 3j i Wshy ZgDnxd20
DDYf f Xj Nl uHLmQWDTkJX1i g88nj hOYJEal OWSLOEr wr Rl y29t O AvXZANC8k AlHexul HOe38x8E
I GaVaJt Nz9ngr nnmp4GdZ38t x V92 BCUeWHOZaHLF4xkdt RxMAUYR2Fbz QO3 YmUGChgxgk Tf NzV6Ynme
v2nv5VsyQGlasNj bOMiy Ce6k X2gNTWKBN292Bp %2 Fz 3f 151 8KuGCgBcf PY2BP9XxBi zBeo7FbFt yo
2pf FhzBPnZe SQJ6k EbF1y QKHYQATSi Z4Sy Tl f qgmavGrs QoWvst x3qJF8aVBWFzULgXcClLngCl g19
r x9NYFa@shX4f 729B9Ue5MX7gTr MgwAnl Xt y9BsoP7nz Gor 3HSXy 8pRY2Bi nuAFWBc2NaQShj SH5Z
FOr 7PZdLHsNVJzFI sauf Awr OCAEt vI PIJUt 792B%2FE5MQs Ms VaMoXFref gdxbvY1Ue6MX1wt uJ YY1
PAX7MHTY RUR3Rf JDO054Eof | VTWNELf noc UXUh5r t FFuzy2T9%R2F2Y6pLAARXzo8us| AuH67VKkuXv %
2BEMc7e30gbf 5%2BRCsgJi r ZS6qkc Ypf EUbwgH QYLNnSI P4bt %2BW 5] 1bxs7yzcSCkNZ2r d¥2 FHW

A41AY G Yzaxf Ger CaxHsds3JUcBy B5Zwl 7Ws8 GBC321 usqa69BFTPagEapMIFb5Ch TgXnWINNB5J

t 40BVZvLv3u50y%2BBRaMKXZhwnb T2WUTpOEbsn17xvt e52B%2BLM SWn96N 5t hd%2Ft 1D7Pl WA
sUWpJAdOUHPi zCkY8VI hc XTr sSyEwer 2J21 9TQTUosnssFj oP8Lx9gM Xo0eGvmeV8k VBt u4J7N1
QM V92 BY2 FK8v Gh OMMB G2 FEUl O04ZbbK39y0JgNQ7f shxHr 5Hdt d%2F6SY2 FQkb6NPVDWN7Sr h
YOdi Wij Xz5Q | YBSN7vDf Mun3y F¥2BCGhmVEXZ8MKCt huYkgMBS9qi FoJGUXGyELsJf xbzdcRE9i yJn
p88L4%2BCt cBl 2JIx| hMAgxOZx42Rf Ai DV1Ghpadf Y2 FOur MAQRVK7uZY2Fl Vi Vr GAJ 2k pHOEf wYE
Mo2YYT8FFj oggEpDSIX48BLI h1TEAnNMqQVGLcks CGDcOXy GKaF5271 kw493Xz0JQOBZvaf 2Kceb7
MJZI s ULDSHc QQOX9%2Bxu9RcgUe PJEe 9BgCMpZ5Kr 61 43qyk79n0oBSgr s SkDhT5s g%@2Fc 20RHQB8OX
9%@2BCAr 3IXCQFWF2nRj 0x Tc¥%2Boy 14xqUnSB2gJt uWBOXDJIspej DRP1G f FngDFdqSO3%2Fk VOAC5Ee
39i JGv8I ¥%2B5nEr t Qao645bCyt n4B2bJah8R2f XLs8Dd4%@2BC2ykx Vr LxTUMJaGqd2RKY2F6t 1E47
| 92B90Vp4WEz COCFXXt 9XNgdVj 02bZs Xbf KQgO2zT2q2qCsgwbxVz| F5y39RY2Br k SkX16uuz3q6w
n3l 5RI 9MBHN3DCzzv6NMs4r YxYui gxal cb7Dgj | 2f kibdyi i R SxzpCHpK6CW BD8DPQYdkqG %2Bs
oV SvHvPLMSDxEPzwW naxysRXzKphHUeUa2CCqcpagux2nmbKkwHSXemX91 3V3AhPePp5XI 5eCRi y3
D492BcBXOydi €94Nz9DI hwr49hPi VDICi 0Agy qgAz FwCx EEUCXKTZ u9x XX4DXg9b3CUf GzWERE Y7x
TGT2y%R2F9i 7r 5Xs0l r Ki 9f t ws4J Obv%2Be3WIAEt W/ OW/2FVKCl 1VWThbVIxt x %2 B4 RZ(BY2Few v %
2F0Ggi i Srhi VBGUCDaQs7st wgf kF3vFgGXmODGT | k1 xvYnR2f zc Ef g4A6LRp5Rk Yy JyUTF87c56t n
Qa%2Bo3xei X6\W\RJybpabr Rou09vyW.dl khcUaBEl GAB7i YUJ9bCl t By EANZnuDVY2FXI f nnDARKp8
RVNO28cz! k57wQVui zgW M5S9Ku20noDnlgbT554UBf 7Fnj RWOb %2 FF9QJuPpUc ARBPr f uqTcCsBq
t Zr 7AJ1 3zz%R2F53npyn9r gzwsgBLgkvr dbci abJOAacccTDEBSkEz CLupr C3Sl VedhgY9%2BMXB YR F
xgNoRFaf 3Tt Ji BKFvb1V37BI bXXGosnPFcoH8l 0XbgWsFSsxntnpg48poJcB7j 5eHq7YY2F01RLb4
i MizNap49%2BFg2F3Lr wO OV 7uel j gFd5KJ1i Tdali vGUJY2Fchr 9aTNpMVbHi Lb2f DWpZ%2FFBJIcl

XxpT9eNYY2FpVj 5pnTV2ubpPnBul POQTLCI 1EOxbl 33wnhUl f nG WM dr | s2j 3GAgqOnr YUbPY2FX
t Ndgl ucnMYGgPbc G F2QRui wD¥2Fi TRM CRCd Cs YE92 FaXj Ovhsk X7KYCY2B9i G2 FT1wQRbf HSK
WDYRFpv4500VDsf c1Adq6FCr 1Les DNTewdRFF8Z3Si Hn\W5760Vs NMR SBY2 FhMP67i uS5UWKb39%2FQ
gCNOaos OPs 2QX0XBCZFmMNbp3FhFnXPbAbaGz 9y 6Kz Ui Ux CO3UOf Zc ToKIl 4y%2BwWOP4I vxpj Vit 4t 8b
840hi Bxd5xul%@2BRE973a%2Fy| WO¥2Fi t 1 MdUSmx Wak x WiIGK DnQx Wk NCN7 ek L92 FQ¥2B6FI t nB6b
wWoccY2FM | 7q2f K7y7YAzMBt mamhF19%2FWN 11 HOvh92BhNehJ| LI b4Z%2F9Zt X MWALVTyr FaFl
zy CEqcKUTKOj c %2 FXDwy KZc %2 FSVIECQoPk 2f Vnmez s3SVWKA74GBY2BW j dvQ SrmJ Yt PKIMNsi kHwW/2B
RyB1hTkYbn3i Q6BUI JOvI7] 7MVZHXxCalKS3t 2gx8H7t s6Tf y5i | 89xVUdi Zwf j OW069199ql AqUVEZ
EWch098DY8CY%2Fenc¥8ACi pher Val ue¥BEY3CY2Fenc¥B3ACi pher Dat a¥3EY8CY¥2Fenc¥38AEncr yp
t edDat a¥%BE

An un-escaped and reformatted version of the preceding xmIToken value, with the encrypted value
elided, is as follows:

<enc: Encrypt edDat a Type="http://wwmv. w3. or g/ 2001/ 04/ xm enc#El ement" xml ns: enc=
"http://ww. w3. org/ 2001/ 04/ xm enc#" >

<enc: Encrypti onMet hod Al gorithm="http://ww. W3. or g/ 2001/ 04/ xm enc#aes256- cbc"
/>

<Keyl nfo xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<e: Encrypt edKey xml ns:e="http://ww. w3. org/ 2001/ 04/ xm enc#" >

<e: Encrypti onMet hod Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1
p">

<Di gest Met hod Al gorit hm="htt p: //wwv. w3. or g/ 2000/ 09/ xm dsi g#shal" />

</ e: Encrypti onMet hod>

<Keyl nf 0>

<0: SecurityTokenRef erence xm ns: o="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oas
i s-200401- wss-wssecurity-secext-1.0.xsd">

<o0: Keyl dentifier Val ueType="http://docs. oasi s-open. or g/ wss/ oasi s- wss- soap- nes
sage- security-1. 1#Thunbpri nt SHA1" Encodi ngType="htt p://docs. oasi s-open. or g/ ws
s/ 2004/ 01/ oasi s- 200401- wss- soap- nessage- security-1. 0#Base64Bi nary" >
+PYbznDaB/ dl hj | f gCQ458E72wA=
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</ o0: Keyl dentifier>

</ o: Securit yTokenRef er ence>
</ Keyl nf 0>

<e: G pher Dat a>

<e: G pher Val ue>

Eq9UnAJBCIK5I 4M 3gngX0XnyL1ChKs2PgM 0Sk6snw/ | RNt XqLzngbj 2Vd3vFA4Vx1hi | eSTyqcl
kAsskqpgBc4bMHT61wlf ONxU10HDor 0Dl NVe VD Af LcyLgEP+oh05B+5nt VI JzL8Ro3t ypFOeoSm

3S6Unl NOHI j HaVW g=
</ e: C pher Val ue>
</ e: Ci pher Dat a>

</ e: Encrypt edKey>
</ Keyl nf 0>

<enc: Ci pher Dat a>
<enc: G pher Val ue>

</ enc: C pher Val ue>
</ enc: C pher Dat a>
</ enc: Encr ypt edDat a>
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INFORMATION CARDS AND AFFIRMATIVE STATEMENTS

Mario Ivkovic and Martin Centner
Institute for Applied Information Processing and Communications (IAIK), Graz University of Technology, Austria
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Abstract:
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E-government services require strong methods of identification and authentication in order to protect personal

rights and to comply with corresponding laws. The requirements for the authentication process can be ful-
filled by electronic signatures. Identification in e-government applications often relies on government-issued
identifiers provided by electronic identity (eID) cards. An eID card with signature creation capabilities is
typically called Citizen Card. The Information Cards technology, a recently introduced user-centric identity
management framework, gains more and more importance if the field of eID. Expecting a high importance
of Information Cards in the future, it would be very reasonable to utilize them for e-government services. In
this paper we present an approach to use Citizen Cards together with Information Cards for identification and

authentication in e-government services.

1 INTRODUCTION

The Identity Metasystem concept gains more and
more importance in the field of eID. For several rea-
sons we think that Information Cards and the Identity
Metasystem will play an important role in the near
future. The first reason is that Information Cards is
an open standard which is the basis for a wide distri-
bution. OASIS published version 1.0 of the Identity
Metasystem Interoperability (IMI) standard in July
2009. The second indicator for a possible success is
the increasing number of implementations. Despite
Microsoft’s CardSpace, which was the first available
implementation on the market, several other vendors
released their commercial and non-commercial Iden-
tity Metasystem products (e.g. Novell’s DigitalMe!,
IBM’s Higgins?, Azigo?, etc.). The third important
reason is the industry interest. On the one hand, some
editors of the OASIS standard represent big market
players and on the other hand, the so-called Informa-
tion Card Foundation* including industry leaders with
the aim to advance the use of Information Cards has
been created.

Expecting the wide distribution of the Identity
Metasystem in the future, it would be very reason-

Uhttp://code.bandit-project.org/trac/wiki/DigitalMe
Zhttp://eclipse.org/higgins/
3hitp://www.azigo.com/
“http://informationcard.net/

Ivkovic M. and Centner M.
INFORMATION CARDS AND AFFIRMATIVE STATEMENTS.
DOI: 10.5220/0002804203330339

able to utilize it for e-government services. Iden-
tification and authentication in e-government appli-
cation often relies on government-issued identifiers
provided by elD cards with signature creation capa-
bilities. This combination of eID card and signature
creation device is typically called Citizen Card. The
goal is now to combine identification and authenti-
cation mechanisms provided by Citizen Cards with
the Information Cards technology. Unfortunately, for
several reasons this cannot be done directly. Some
e-government services for example, call for written
statements signed by the user with a qualified elec-
tronic signature which is not supported by the OASIS-
IMI specification. Furthermore, in some countries it
is not intended that providers of government-issued
identifiers are directly involved in the identification
process. In other words, because of several reasons
some countries don’t want to conduct an IdP as de-
fined in OASIS-IMI. OASIS-IMI supports self-issued
identifiers and identifiers issued by an IdP during
the identification process. However, the IMI pro-
tocol does not support the required pre-issued gov-
ernmental identifiers. Additionally, OASIS-IMI only
describes the usage of the RSA signature algorithm.
Many Citizen Cards (e.g. the Austrian Citizen Card)
use other algorithms, which would result in interoper-
ability issues.

In this paper we show how this issues can be
solved by our new introduced Affirmative Statement
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Claim. The Affirmative Statement Claim contains a
statement in natural language signed by the user with
a qualified electronic signature. The signed Claim
also contains the required government-issued identi-
fier. The Affirmative Statement Claim can be added
like any other Claim without the need to change the
existing specification or implementations. To verify
our approach we have extended an existing imple-
mentation and successfully tested with existing ser-
vice providers and a self-written service provider.

Having solved these problems, Information Cards
can help to improve or enhance existing solutions. On
the one hand we consider general aspects of Informa-
tion Cards where existing eID solutions can benefit
from and on the other hand we consider features and
characteristics that could enhance the Austrian elD
landscape in particular.

Same Look&Feel for Users: The Austrian eID so-
lution, like other national eID implementations, is
partly based on specially developed identification
and authentication protocols (see Section 2). If
the Information Card technology could be used
for e-government purposes, people would have
only one means for identification and authenti-
cation. They could then use the same technol-
ogy for Austrian e-government services as well
as for private-sector services already utilizing the
OASIS-IMI protocol.

No Additional Software for Users Required: Not
least because of mobility reasons (e.g. access to
services in internet cafes or at kiosks), it is very
appropriate to avoid the need for specific software
on the client side to access a service. Identity
Metasystem implementations that are already
integrated into the operating system, could help
to clear this hurdle.

Additional Software for Relying Parties
Required: A Relying Party (RP) offering a ser-
vice usually wants to have wide appeal, but do
not want to implement a wealth of identification
and authentication protocols. Moreover, it is
not very likely that global service providers will
implement national solutions. Therefore, the
application of Information Cards could be a way
towards the propagation of national eID solutions.

No

Card Roll-out: In Austria the penetration of cards
that can be used as Citizen Card is very high
(e.g. approximately 8.5 million’ social security
cards and more than 7 million bank cards®). If
the Austrian eID solution could be combined with

3 According to http://www.chipkarte.at
6 According to http://www.bankomatkarte.at
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the OASIS-IMI protocol, service providers would
have a high number of potential users.

The rest of this paper is structured as follows. In the
next section we describe the requirements on elec-
tronic signatures to fulfill the needs for identifica-
tion and authentication in e-government applications
and we briefly explain the Austrian Citizen Card con-
cept. The third section of this paper describes the con-
cept of Information Cards and the underlying Identity
Metasystem. Starting from the idea and the evolution
of the Identity Metasystem, we explain the main con-
cepts behind it and describe the protocol flow of a typ-
ical authentication process. In the fourth section (Af-
firmative Statements), we present how the Austrian
Citizen Card could be used with Information Cards
for identification and authentication in e-government
services. In the last section, we finalize the paper with
some conclusions.

2 E-GOVERNMENT SERVICES
AND THE AUSTRIAN CITIZEN
CARD

E-Government services — such as services that pro-
vide access to personal and sensitive data — usually
require strong methods of identification and authenti-
cation in order to protect personal rights and to com-
ply with corresponding laws.

Electronic signatures provide this means of iden-
tification and authentication in many electronic au-
thentication schemes. The EU Directive on electronic
signatures (Directive 1999/93/EC, 1999) defines a le-
gal framework for electronic signatures. This Direc-
tive has been adopted into national legislation by all
EU Member States. It defines special requirements
for advanced electronic signatures, qualified certifi-
cates and secure signature-creation devices. Ad-
vanced electronic signatures based on a qualified cer-
tificate created with a secure signature-creation device
(hereafter referenced to as qualified signatures) sat-
isfy the same legal requirements as handwritten sig-
natures and are admissible as evidence in legal pro-
ceedings.

The EU Directive on services in the internal mar-
ket (Directive 2006/123/EC, 2006) requires Member
States to ensure that foreign service providers wish-
ing to provide their services in the respective Member
State are able to complete all procedures and formal-
ities at a point of single contact. As the Service Di-
rective calls for providing electronic means for com-
pleting procedures and formalities, the recognition of
qualified signatures by foreign EU Member States is
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of ever-growing importance.

Considering the above mentioned EU Directives
qualified signatures can be a very strong instrument
for identification and authentication with recognition
by foreign EU Member States. They are therefore
very well suited for identification and authentication
in e-government services.

Identification in e-government applications usu-
ally relies on government-issued identifiers. Such an
identifier may be based on the social insurance num-
ber, the tax account number, the number in the register
of residents, etc. — whatever allows to uniquely iden-
tify a citizen or legal entity. The identifier provided
to a particular service may also be a derived identifier
that uniquely identifies a citizen within a specific sec-
tor of public administration but is different from the
identifiers used in other sectors. Such sector specific
identifiers were introduced in some countries (e.g. in
Austria) to prevent systematic correlation of personal
data from different sectors of public administration.

Government-issued identifiers may be provided
by electronic identity cards. Such electronic identity
cards are often implemented as smart cards that also
act as secure signature-creation device for creating
qualified signatures. The combination of electronic
identity card and secure signature-creation device is
often called Citizen Card.

The Austrian E-Government Act (EGov-Act,
2004) defines a Citizen Card as a logical unit, in-
dependent of its technical implementation that com-
bines qualified electronic signatures with an Identity
Link. The Identity Link provides a mechanism for
electronic identification by linking a qualified certifi-
cate to the citizen’s government-issued identifier (the
so-called source PIN derived from the citizen’s num-
ber in the register of residents). The source PIN may
never directly be used as identifier in e-government
services. Instead, a sector-specific personal identifier
has to be derived from the source PIN.

Two major types of Citizen Cards are currently
available in Austria: Citizen Cards based on smart
cards such as the electronic health insurance card,
bank cards and other electronic signature cards and
Citizen Cards based on mobile phones for authoriz-
ing a server generated electronic signature.

All Austrian Citizen Card implementations pro-
vide their functions via a common interface (Security
Layer) specified in the Austrian Citizen Card spec-
ification (Hollosi and Karlinger, 2004). Smart card
based implementations require a software (called Cit-
izen Card Environment) to externally offer the Secu-
rity Layer interface. Such software is available from
different vendors and has to be installed on the citi-
zen’s PC. In addition, one implementation is available

that does not require the installation on the citizen’s
PC but is provided by a server and uses a lightweight
component, executed in the citizen’s browser, to ac-
cess the smart card.

The Security Layer interface is designed to be di-
rectly accessible by applications on the citizen’s PC
or by web applications via the citizen’s web browser.
For this purpose the Security Layer interface provides
a simple XML based protocol over an HTTP inter-
face.

Identification and authentication with the Austrian
Citizen Card involves two steps:

1. Deriving a sector specific identifier, reading and
validating the Identity Link.

2. Creating and validating a qualified signature.

The first step serves as method for electronic iden-
tification based on sector specific identities as dis-
cussed above. The second step provides authentica-
tion, based on a qualified signature.

The Austrian Electronic Signature Act (Sig-G,
1999) demands that the secure signature-creation de-
vice must not prevent the signatory from viewing the
data to-be signed. Therefore, for any data to-be signed
a meaningful way of displaying it to the signatory
must exist. Authentication based on Austrian Citizen
Cards fulfils this requirement by requesting the citi-
zen to sign a text written in natural language. The text
may look like this:

I name and date of birth apply for access to
the service with my electronic signature.
Sector specific personal identifier

Date and time instant

Some e-government services have additional legal re-
quirements that must be fulfilled. Some services for
example call for written statements. As discussed at
the beginning in this section, qualified signatures are
able to fulfil the same legal requirements as hand-
written signatures. Therefore, electronic applica-
tions signed with qualified signatures are able to meet
the requirements of written form. The needs of E-
Government services that require written form for ac-
cess (e.g. services that provide access to personal and
sensitive data) could be met by providing appropriate
text to be signed with a qualified signature.

3 INFORMATION CARDS

The idea to develop a new identity system was born
in order to banish the use of passwords together with
all its disadvantages from the Web. Therefore, Kim
Cameron, nowadays the Chief Architect of Identity
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in the Identity and Security Division at Microsoft,
started a blog’ to publicly discuss the issues and
requirements for a possible solution. Out of this
long and extensive discussion he extracted the widely
known 7 laws of identity and described the concept of
the Identity Metasystem, a user-centric identity man-
agement framework (Cameron, 2005).

From a user’s point of view, the Identity Meta-
system serves as digital equivalent of a wallet which
is filled with various types of documents represent-
ing the user’s identity (e.g. identity card, driving li-
cense, credit card, ...). During an identification pro-
cess the user is able choose which identity document,
and thus, which identity data to disclose. The digital
equivalent of an identity document within the Identity
Metasystem is called Information Card.

The Identity Metasystem has been designed as a
system of systems and it is not based on any specific
technology (Cameron, 2005):

”We need a unifying identity metasystem
that can protect applications from the inter-
nal complexities of specific implementations
and allow digital identity to become loosely
coupled. This metasystem is in effect a sys-
tem of systems that exposes a unified interface
much like a device driver or network socket
does. That allows one-offs to evolve towards
standardized technologies that work within a
metasystem framework without requiring the
whole world to agree a priori.”

The concept of the Identity Metasystem has been then
taken up by OASIS® and the Identity Metasystem
Interoperability (IMI) technical committee has been
formed to develop an open and public standard. Ver-
sion 1.0 of the Identity Metasystem Interoperability
standard has been published in July 2009 (OASIS-
IMI, 2009). All remaining descriptions and deliber-
ations of this paper refer to the OASIS standard.

In the following, the basic concepts and involved
parties that are necessary for the following protocol
description and this paper in general are described.

Subject. A Subject is a person or entity that wants to
use a service offered by an RP. A subject owns a
Digital Identity.

Identity Provider. An Identity Provider (IdP) is an
entity that issues Digital Identities to Subjects.
An IdP could be a government agency that issues
Digital Identities to the citizens, or a credit card
provider for example. It is also possible that a

http://www.identiyblog.com

80ASIS, Organization for the Advancement of Struc-
tured Information Standards, http://www.oasis-open.org/
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Subject issues a Digital Identity to itself, which
is then called a self-issued identity.

Relying Party. An RP is an entity offering a service
to Subjects and relies on Digital Identities.

Information Card. An Information Card is a visual-
ization of a Subject’s Digital Identity.

Claim. A Claim is a specific information about a
Subject asserted by an IdP. Typical Claims are a
person’s given name, last name or date of birth.

Digital Identity. A Digital Identity is a set of Claims
concerning a particular Subject.

Security Token. A Security Token is basically the
representation of an asserted Digital Identity that
contains a set of Claims. Typically, a Security To-
ken is encoded as a SAML v1.1 Assertion®.

Figure 1 shows the basic communication steps of an
authentication process using the OASIS-IMI protocol.
In this example a Subject wants access to a restricted
service offered by an RP'0.

Identity
Provider

‘Ws-P"

3: WS-Mex ~—
Security
Token
pa3

4: WS-Trust

‘WS-P)
1: WS-Mex “——
+————»

—

. Relying

Figure 1: Illustration of the OASIS-IMI identification pro-
tocol flow.

5. WS-Security
Security
Token
2: Select —_—
Card

In Step (1), the Subject and the RP negotiate the pol-
icy that should be applied for this authentication pro-
cess using WS-MetadataExchange (K. Ballinger et

9Security Assertion Markup Lan-
guage (SAML) vl.1, http://www.oasis-
open.org/committees/download.php/3406/0asis-sstc-
saml-core-1.1.pdf

10pjease note that this protocol description relates to the
generic protocol flow using WS-* protocols between all par-
ties. In case a user wants to access a restricted Web site us-
ing a Web browser, which typically doesn’t support WS-*
protocols, the protocol flow differs from this one. In such a
case the communication between browser and RP would be
plain HTTP or HTTPS, respectively (OASIS-IMI, 2009).
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al., 2006). The policy itself is in turn defined using
WS-Policy (S. Bajaj et al., 2006). Based on the re-
ceived policy the Subject selects an Information Card
and thus the Digital Identity that should be disclosed
in Step (2). The component that holds the Informa-
tion Cards and allows to choose which identity should
be disclosed is called Identity Selector or Card Se-
lector. The selected card, in case it is not a per-
sonal card (a card representing a self-issued digital
identity), contains the information that is necessary
to contact the responsible IdP. In Step (3), the Sub-
ject, or to be precise the Identity Selector on behalf
of the Subject, negotiates the policy with the IdP,
again using WS-MetadataExchange and WS-Policy.
The Subject requests a Security Token based on the
previously received policy using WS-Trust (OASIS
WS-Trust, 2007) in Step (4). In order to request
the token, the Subject needs to authenticate to the
IdP. In the OASIS-IMI standard, four different au-
thentication mechanisms are defined. These are user-
name and password, kerberos v5 credential, X.509
certificate credential, and a self-issued Security To-
ken (OASIS-IMI, 2009). A self-issued Security To-
ken is a Security Token issued by the subjects Card
Selector using a personal card and not by an IdP as
in case of a managed card. In Step (5), the Subject
transmits the received Security Token to the RP using
WS-Security (A. Nadalin et al., 2004). After receiv-
ing the Security Token the RP verifies the token and
grants access to the desired service.

4 AFFIRMATIVE STATEMENTS

The previous sections gave an introduction to Infor-
mation Cards, identification and authentication in e-
government and the Austrian Citizen Card. In this
section we will present our approach to use a Citizen
Card together with Information Cards for identifica-
tion and authentication in e-government services.

Our aim is to combine the strong means of au-
thentication attained by qualified electronic signatures
and identification provided by a Citizen Card with
the common user experience of Information Cards.
Therefore, it is desirable to have the user’s Citizen
Card appearing as just another card in the Card Se-
lector, such that the Citizen Card may be used in a
manner similar to the use of any other information
card.

A Citizen Card carries the same information that
is also typically available with Information Cards.
Given name, family name and date of birth are Claims
often required by RPs. In addition the qualified cer-
tificate on the Citizen Card often includes the signa-

tory’s e-mail address — another Claim that is typically
required by RPs. For RPs providing e-government
services, the most important Claim will however be
the government-issued identifier (or an derived iden-
tifier as discussed in section 2).

As already mentioned Citizen Card based identi-
fication relies on pre-issued identities. The only third
party interaction required upon identification and au-
thentication is obtaining revocation status informa-
tion for the qualified certificate. There is no identity
provider involved in the identification and authentica-
tion process.

The Information Card model introduces the con-
cept of self-issued Security Tokens for authentication
without third-party IdP interaction. In the Information
Card model, as defined in OASIS-IMI (OASIS-IMI,
2009), self-issued Security Tokens always base on
self-asserted identities. We are however going to use
self-issued Security Tokens to provide government-
issued, and therefore government-asserted and not
self-asserted, identity to the RP.

Security Tokens are signed by the issuer before
they are used for authentication at the RP. As our aim
is to use qualified electronic signatures for authentica-
tion, at a first glance it seems obvious to apply a qual-
ified electronic signature directly on the self-issued
Security Token. Considering the following issues we
have however chosen to follow a different approach.

e OASIS-IMI does not describe the usage of signa-
ture algorithms other than RSA. However, many
Citizen Cards use different signature algorithms
(e.g. ECDSA). Therefore, using such signature
algorithms would most likely result in interoper-
ability issues with existing RP implementations.

e As discussed in section 2, national implementa-
tions of the Signature Directive require that the
signatory must have the ability to view the data
before signing. However, there is no standard rep-
resentation of a Security Token in a form mean-
ingful for an end user. Transformation of the Se-
curity Token in an end user readable form before
signing would violate the OASIS-IMI specifica-
tion and would therefore again result in incom-
patibility to existing RP implementations.

For the given reasons we have decided to define a
new Affirmative Statement (ASt) Claim. The Claim
includes a statement in natural language similar to the
one shown at the end of section 2 and has to be signed
by the user with a qualified signature for the following
authentication process. The ASt Claim also includes
the government-issued identifier (either the identifier
itself or a derived identifier thereof). This generated
Claim is added to a self-issued Security Token, which
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is then signed as specified in OASIS-IMI (see Figure
2). Therefore, a token-signing key has to be derived
from the secret master key of the corresponding infor-
mation card. If this master key in turn is derived from
a secret property of the Citizen Card, there is no need
to store any information about the Citizen Card in the
Card Selector. Thus, a Citizen Card backed Informa-
tion Card behaves just like a roaming card, which may
be easily used with different Card Selectors without
the need to transfer information.

Self-Issued Security Token
Claims:

E-Mail Address

First Name

| Max Mustermann, born
11/11/1911 apply for l
access to the secured
service with my electronic
signature.

Last Name

Date of Birth

6vr3cMBURN2RTM8M9Y

- R 10/23/2009 11:36
Affirmative Statement /23]

Lt

~

— N
| signed according to IMI |

Qualified electronic
Signature

Figure 2: Self-issued Security Token with an Affirmative
Statement.

Security Tokens with the additional ASt Claim can
be processed as regular tokens by standard RP imple-
mentations.The Affirmative Statement Claim can be
retrieved from the RP implementation like any other
Claim. It is now the responsibility of a Citizen Card
aware service to validate the Affirmative Statement
Claim and extract the government-issued identifier.
Of course this moves some responsibility to the ser-
vice implementation. However, RPs which do not re-
quire this additional Affirmative Statement Claim can
simply ignore it and treat the token like a regular self-
asserted Security Token.

Card Selector implementations must be extended
to support the introduced Affirmative Statement
Claim. They need to be able to retrieve the required
information from the Citizen Card and means for re-
questing the user to sign the Affirmative Statement
with a qualified electronic signature. To verify our
approach and to gain experience we have extended
a Card Selector provided by the Higgins Project.
Higgins offers several Card Selector implementations
(e.g. GTK and Cocoa Selector, Firefox-Embedded
Selector, iPhone Selector, Android Selector, ...). Be-
cause of existing Java libraries for the required Citi-

338

241

zen Card interaction, we have decided to extend the
Higgins Java RCP Card Selector!! implementation.

Figure 3: Citizen Card as Personal Card within the Higgins
Card Selector.

To adapt the Higgins RCP Selector for our needs,
we have implemented an additional Personal Card,
in our case called Citizen Card, (see Figure 3) that
supports the ASt Claim. If an RP requests an ASt
Claim, the extended selector highlights the Citizen
Card Information Card as supported card. In case
the user selects this card, a Security Layer request
(see Section 2 is submitted to retrieve the first name,
last name, and date of birth stored on the user’s Cit-
izen Card. After retrieving this information the user
can decide whether to transmit this card or not. If
the user then decides to transmit this card by pressing
the submit button, a second Security Layer request is
generated and sent to the Citizen Card. With this re-
quest the user creates an Affirmative Statement with
an applied qualified electronic signature as described
above. This Affirmative Statement is then packed into
the Security Token which in turn is signed according
to the OASIS-IMI specification and transmitted to the
RP. Figure 4 illustrates the protocol flow described
above.

3: Create
ASt

WS-P
1: WS-Mex Rebi
: — elying
Subject Party
4: WS-Security

Token
2: Select =
Card

Figure 4: Protocol flow with Affirmative Statements.

http://wiki.eclipse.org/RCP_Selector_1.0
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S CONCLUSIONS

With the presented approach it is possible to use In-
formation Cards for identification and authentication
with a Citizen Card without requiring any changes to
the underlying protocols. RP implementations do not
need to be aware of the Affirmative Statement Claim
but need only to be able to hand it over to the applica-
tion for further processing. Card Selectors however,
must be extended to support Citizen Card backed In-
formation Cards. While such integration is not pro-
vided in standard Card Selectors, the user may de-
cide to install an extended Citizen Card enabled Card
Selector as discussed above. However, it would be
possible to integrate standard support for Affirmative
Statements in Card Selectors on the same bases as sig-
nature creation devices in different operating systems.

Our concept of an Affirmative Statement Claim
that solves the issues with existing e-government ser-
vices has been proposed to the OASIS-IMI techni-
cal committee. OASIS added this Claim to their list
of issues and the need for an Affirmative Statement
Claim has been discussed and perceived in the techni-
cal committee.

The reliability and trustworthiness of an IdP is es-
sential for the security of authentication schemes re-
quiring IdP interaction. The approach we presented
does not involve IdP interaction but uses qualified sig-
natures for authentication. Thus, it relies on a well
established legal framework as well as a system for
accreditation and supervision of certification authori-
ties. Therefore, RPs do not need to establish trust to
any further parties.

The presented approach also provides Information
Cards with a high degree of portability. A Citizen
Card may be used with any supporting Card Selector
without the need of prior information transfer.
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Abstract

Agent Platforms are the software that supports the development and execution of Multi-agent Systems. There
are many Agent Platforms developed by the agent community, but they hardly consider privacy. This leads
to agent-based applications that invade users’ privacy. Privacy can be threatened by two main information
activities: information collection and information processing. Information collection can be prevented using
traditional security mechanisms. Information processing can be prevented by minimizing data identifiability,
i.e., the degree by which personal information can be directly attributed to a particular individual. How-
ever, minimizing data identifiability may directly affect other crucial issues in Multi-agent Systems, such as
accountability, trust, and reputation. In this paper, we present the support that the Magentix2 Agent Plat-
form provides for preserving privacy. Specifically, It provides mechanisms to avoid information collection and
information processing when they are not desired. Moreover, Magentix2 provides these mechanisms without
compromising accountability, trust, and reputation. We also provide in this paper an application built on top
of Magentix2 that exploits its support for preserving privacy. Finally, we provide an extensive evaluation of
the support that Magentix2 provides for preserving privacy based on that application. We specifically test
whether or not privacy loss can be minimized by using the support that Magentix2 provides, whether or not
this support introduces a bearable performance overhead, and whether or not existing trust and reputation
models can be implemented on top of Magentix2.

Keywords: Privacy, Agent Platforms, Multi-agent Systems, Security, Trust, Reputation

1. Introduction produced both methodologies and actual frameworks
to make the implementation of agent-based applica-
tions possible. In particular, Agent Platforms (APs)
are the software that supports the development and
execution of MAS. APs provide all the basic infras-

tructure (for message handling, tracing and monitor-

A Multiagent System (MAS) consists of a number
of agents that interact with one-another [1]. MAS
represents a key issue, especially from the develop-
ment point of view in Distributed Artificial Intelli-

gence (DATI). This is because the MAS community has

*NOTICE: this is the author’s version of a work that was
accepted for publication in Engineering Applications of Arti-
ficial Intelligence. Changes resulting from the publishing pro-
cess, such as peer review, editing, corrections, structural for-
matting, and other quality control mechanisms may not be re-
flected in this document. Changes may have been made to
this work since it was submitted for publication. A defini-
tive version was subsequently published: Jose M. Such, Ana
Garcia-Fornes, Agustin Espinosa and Joan Bellver. Magen-
tix2: a Privacy-enhancing Agent Platform. Engineering Ap-
plications of Artificial Intelligence, Vol. 26 N. 1 pp. 96-109
(2013). http://www.sciencedirect.com/science/article/
pii/S0952197612001522

Preprint submitted to Engineering Applications of Artificial Intelligence

ing, run-time management, and so on) required to
create MAS [1].

There are many APs developed by the MAS com-
munity — for an overview of current APs and the fea-
tures they provide refer to [2]. However, privacy is
seldom considered [3, 4]. This leads to agent-based
applications that invade individuals’ privacy. This
is due to the fact that an agent usually encapsu-
lates personal information describing its principall
[5], such as preferences, names, and other informa-

'In this paper, we use the terms principal and user indis-
tinctly to refer to the user that the agent is acting on behalf

May 8, 2013

250



tion. Moreover, agents carry out interactions on be-
half of their principals so that they exchange personal
information. For instance, agents act on behalf of
their principals in agent-mediated e-commerce [6], as
personal assistants [7], in virtual worlds like Second
Life? [8], as recommenders [9], and so on.

The modern conception of privacy started more
than a hundred years ago, with the seminal work of
Warren & Brandeis [10] The right of privacy. These
two lawyers defined privacy as “the right to be let
alone”. They were pioneers in considering the impli-
cations of technology in privacy. Specifically, they
were very concerned about the implications of in-
stantaneous photographs and portraits in injuring the
feelings of the people in those photographs and por-
traits. Privacy was later recognized as a fundamental
human right by the United Nations Declaration of
Human Rights, the International Covenant on Civil

and Political Rights, the Charter of Fundamental Rights

of the European Union, and many other international
treaties [11].

In the second part of the twentieth century, Alan
Westin defined privacy as “the claim of individuals,
groups, or institutions to determine for themselves
when, how, and to what extent information about
them is communicated” [12]. This is what is currently
known as the informational self-determination right
[13]. The concept of informational self-determination
changed the right to privacy from the right to be
let alone to its current incarnation as a means to
limit the abuse of personal data [14]. Informational
self-determination represents today’s European un-
derstanding and regulation of privacy in the context
of information and communication technology (EU

Directives 95/46/EC, 45/2001/EC, and 2002/58/EC).

Despite all these regulations, as the Internet has
no governing or regulating body, privacy breaches are
still possible. Nowadays, in the era of global connec-
tivity (everything is inter-connected anytime and ev-
erywhere) with more than 2 billion world-wide users
with connection to the Internet as of 20113, privacy
is of great concern. In the real world, everyone de-
cides (at least implicitly) what to tell other people
about themselves. In the digital world, users have
more or less lost effective control over their personal

of. Principals are also called agent owners, or simply users in
the related literature.
’http://secondlife.com/
Shttp://www.internetworldstats.com/stats.htm to con-
sult updated statistics on world Internet users and population.

data. Users are therefore exposed to constant per-
sonal data collection and processing without even be-
ing aware of it [15]. Garfinkel [16] suggests that nowa-
days users have only one option to preserve their pri-
vacy: becoming hermits and not using online social
networks, e-commerce sites, etc. Considering the in-
creasing power and sophistication of computer ap-
plications that offer many advantages to individuals,
becoming a hermit may not really be an option. How-
ever, all of these advantages come at a significant loss
of privacy [17]. Recent studies show that 90% of users
are concerned or very concerned about privacy [18].
Moreover, almost 95% of web users admitted they
have declined to provide personal information to web
sites at one time or another when asked [19].

In this paper, we describe the support that the
Magentix2? AP provides for preserving privacy. The
remainder of this paper is organized as follows. Sec-
tion 2 introduces the main concepts treated in this
article. Section 3 gives a brief overview of the Ma-
gentix2 AP. Section 4 presents the support that Ma-
gentix2 provides for avoiding information processing.
Section 5 presents the support that Magentix2 pro-
vides for avoiding information collection. Section 6
presents an application that takes advantage of the
support for preserving privacy that Magentix2 pro-
vides. Section 7 presents the evaluation we carried
out. Section 8 presents related relevant works. Fi-
nally, Section 9 presents some concluding remarks
and future work.

2. Background

In this paper we consider two information-related
activities that can represent a major threat for pri-
vacy: information collection and information process-
ing [13, 4]. These activities can lead to many privacy
breaches [20]. We now introduce both activities and
outline how these activities can be prevented when
they are not desired. We also detail the implications
that preventing these activities may have in account-
ability, trust, and reputation.

2.1. Information Collection

Information collection refers to the process of gath-
ering and storing data about an individual. Personal
data is transferred on-line even across the Internet.

‘http://magentix2.gti-ia.upv.es
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Without appropriate protection mechanisms a poten-
tial attacker could easily obtain information about
principals without their consent. For instance, an
attacker can be listening to transferred information
over the network (files, messages, e-mails, etc) and
simply gather the information flowing in the network
[21]. Moreover, the attacker could even use the infor-
mation it gathers about an individual to impersonate
her/his, which is known as identity theft [22]. For
instance, in [23] the authors present how to clone an
existing account in an online social network and to
establish a friendship connection with the victim in
order to obtain information about her/him.

In order to avoid undesired information collection,
sensitive personal information must be protected from
access by any other third party that is different from
the agent to which the information is directed to.
Therefore, avoiding information collection requires se-
curity to control the access to personal information
[24]. In particular, confidentiality is a security prop-
erty of a system that ensures the prevention of unau-
thorized reading of information [25]. In distributed
environments, confidentiality usually means that sen-
sitive information is encrypted into a piece of data so
that only parties that can decrypt that piece of data
can access the sensitive information.

Confidentiality can be achieved by using existing
secure data transfer technologies such as Kerberos
[26], SSL [27], and TLS [28]. These technologies al-
low the encryption of messages before transferring
them and the decryption of messages once they are
received. As a result, if an agent A sends a message
to an agent B using these technologies, A is sure that
B will be the only one able to read this message.

Confidentiality is a necessary condition to pre-
serve privacy, but it is not sufficient. It prevents
undesired information collection from unauthorized
third parties. If an agent A sends personal informa-
tion to an agent B in a confidential fashion, exter-
nal third parties will not be able to access it. How-
ever, agent B will obviously receive this personal in-
formation. The point is that agent B can then pro-
cess the received personal information, unless specific
measures for preventing information processing are
adopted before sending this information.

2.2. Information Processing

Information processing refers to the use or trans-
formation of data that has already been collected [29],
even though this information has been collected by

mutual consent between two parties. An example of
information processing is profiling [30]: “the process
of ’“discovering’ patterns in data that can be used to
identify or represent a human or nonhuman subject
(individual or group) and/or the application of pro-
files (sets of correlated data) to individuate and repre-
sent an individual subject or to identify a subject as a
member of a group (which can be an existing commu-
nity or a discovered category) and/or the application
of profiles to individuate and represent individuals or
groups”.

One of the most common types of profiling is
called buyer profiling in e-commerce environments,
in which vendors obtain detailed profiles of their cus-
tomers and tailor their offers regarding customers’
tastes. These profiles can represent a serious threat
to privacy. For instance, these profiles can be used
to perform price discrimination [31]. Vendors could
charge customers different prices for the same good
according to the customers’ profiles, i.e., if a vendor
knows that some good is of great interest to one cus-
tomer, the vendor could charge this customer more
money for this good than other customers for the
same good. For instance, in 2000, Amazon started to
charge customers different prices for the same DVD
titles [32]. When the story became public, Amazon
claimed that this was part of a simple price test and
discontinued this practice. Another example of pri-
vacy threat due to the use of these profiles is what is
known as poor judgment [33]. This is when individ-
uals are judged and subsequently treated according
to decisions made automatically based on incorrect
or partial personal data. For instance, companies
usually divide their potential customers into similar
groups based on customers’ characteristics (known as
customer segmentation). This practice can lead to ex-
clusion of people from services based on potentially
distorted judgments [29].

Most of the work on protecting against the pro-
cessing of information already collected is based on
minimizing data identifiability. Identifiability can be
defined as “the degree to which (personal) data can
be directly linked to an individual” [29]. The de-
gree of privacy of a system is inversely related to the
degree of user data identifiability. The more identifi-
able data that exists about a person, the less she/he
is able to control access to information about her-
self/himself, and the greater the privacy risks. Identi-

fiability ranges from complete identifiability to anonymity.

Pseudonymity [34] is the use of pseudonyms as
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identifiers. A pseudonym is an identifier of a subject
other than one of the subject’s real names. Pseudonyms
have been broadly used by human beings in the real
world. For instance, in the 19th century when writ-
ing was a male-dominated profession, some female
writers used male names for their writings. Nowa-
days, in the digital world, there is a great number
of pseudonyms such as usernames, nicknames, e-mail
addresses, sequence numbers, public keys, etc. [35].

The most important trait of pseudonymity is that
it comprises all degrees of identifiability of a subject
(from identified to anonymous) depending on the na-
ture of the pseudonyms being used. Complete iden-
tification is when the linking between a pseudonym
and its holder is publicly known. Anonymity can
be achieved by using a different pseudonym for each
different interaction. This is known as transaction
pseudonyms [34]. For instance, let us suppose that
two agents A and B act as a buyer and a seller, re-
spectively, in a e-marketplace. Agent A can use a dif-
ferent pseudonym (e.g. a random generated numeric
identifier) for each specific interaction with agent B.
Hence, Agent B collects information about the in-
teractions performed but is unable to relate different
interactions to each other or relate any of these inter-
actions to agent AS.

As we detail later on in this paper (Section 4),
Magentix2 allows agents to use as many pseudonyms
as they need to prevent information processing. We
refer to these pseudonyms as regular pseudonyms.

2.8. Implications in Accountability

Minimizing data identifiability may have a direct
impact on accountability. Accountability refers to
the ability to hold entities responsible for their ac-
tions [38]. Accountability usually requires an unam-
biguous identification of the principal involved [39].

5Even when buyer agents are able to change its pseudonym,
purchases may include information that can be used to relate
different purchases to each other and to the buyer agent, e.g.,
the credit card number to perform the payments and the ship-
ment address may be the same for different transactions. We
assume that payments are carried out using some kind of anony-
mous payment mechanism and deliveries are carried out using
some anonymous delivery system. Hence, credit card numbers
and delivery addresses do not need to be disclosed when an
agent acquires a product. For instance, the untraceable elec-
tronic cash presented by Chaum et al. [36] can be used for
anonymous payments. For anonymous deliveries, the privacy-
preserving physical delivery system presented by Aimeur et al.
[37] can be used.

Then, this principal can be held liable for their acts.
For instance, a buyer agent pays a seller agent for
a good. The seller commits to shipping the good to
the customer agent’s principal. In the event that the
customer agent’s principal does not receive the good,
the seller agent’s principal® may be held liable for
this. Although determining exactly who should be
held liable for this depends on the applicable laws in
the specific country, it usually requires the identifica-
tion of the seller agent’s principal. Then, the seller
agent’s principal can be sued for fraud.

Many systems (such as commercial systems) em-
phasize accountability because, in these environments,
principals can be subject to serious losses such as
money loss. Moreover, the sense of impunity gener-
ated by the lack of accountability could even encour-
age abuse. Thus, accountability is of crucial impor-
tance for agent-based applications because it helps to
promote trust in these applications, which is needed
for principals to be willing to engage with and dele-
gate tasks to agents [42].

Pseudonyms can be utilized to implement account-
ability [43]. However, this implies that there is a
trusted entity that issues pseudonyms and knows the
association between pseudonyms and the real identity
of the principal that is behind an agent. Therefore,
when an agent misbehaves using a given pseudonym,
this pseudonym can be traced back to the principal
behind this agent for law enforcement. One approach
to do this would be that the AP is the one that is-
sues pseudonyms. Therefore, the AP itself can dis-
close the principal behind the pseudonym, removing
pseudonymity and producing identity and account-
ability as a result. The main drawback of this ap-
proach is that the AP itself knows the relation of
pseudonyms to each other and to the principal in-
volved. As APs are usually to be run by the same
company that hosts the specific system (e.g. eBay),
information processing could still be easy. We think
that decoupling the place in which the identities are
issued and the place in which the identities are ef-
fectively used can make this harder. Therefore, we

5Software entities (intelligent agents, virtual organizations,
etc.) cannot have real identities because, until now, they could
not be held liable for their acts in front of the law. However,
this may change in the future if they finally achieve some kind
of legal personhood, as suggested by [40] and [41]. In this case,
software entities may be provided with legal personhood to be
(partially) held liable for their acts. The point is that according
to the law, someone must be liable for frauds like this.
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consider that pseudonyms are issued and validated
by external trusted third parties (as explained later
on in Section 4) that do not participate in any way
in the specific system.

2.4. Implications in Trust and Reputation

There is also the need to equip agents with models
to reason about and assess trust towards other agents
and their reputation in a MAS [5]. These models al-
low agents to select the best and most reliable part-
ners in a specific situation and to avoid partners of
previous unsuccessful interactions. Trust and repu-
tation are even more important in open systems, in
which previously unknown parties may interact. For
instance, if a buyer agent enters into an e-marketplace
for the first time, it will need to choose among all of
the available seller agents. As the buyer agent has no
previous interactions with the seller agent, the rep-
utation of the seller agent in the e-marketplace can
play a crucial role for the buyer agent to choose an
specific seller agent.

The agent community has developed a vast num-
ber of trust and reputation models [44, 45]. How-
ever, current trust and reputation models are based
on the assumption that identities are long-lived, so
that ratings about a particular agent from the past
are related to the same agent in the future. How-
ever, when such models are actually used in real do-
mains this assumption is no longer valid and the so-
called identity-related vulnerabilities emerge. These
vulnerabilities can be exploited by means of white-
washing attacks [46] (also called change of identities
[47]). For instance, an agent that has a low reputation
due to its cheating behavior may be really interested
in changing its identity and restarting its reputation
from scratch. These vulnerabilities can also be ex-
ploited by means of sybil attacks [48]. An example
of this attack could be an agent that holds multiple
identities in a marketplace and attempts to sell the
same product through each of them, increasing the
probability of being chosen by a potential buyer.

Due to the identity-related vulnerabilities of trust
and reputation models, malicious agents may be able
to modify the expected behavior of trust and repu-
tation models. As a result, these reputation models
may become completely useless. For instance, in our
previous example, a seller agent may be able to cheat
the reputation model used by the buyer agent. Thus,
the buyer agent may end up interacting with a ma-
licious agent instead of what it believes a reputable

agent. These has the potential to cause many dam-
ages such as money lose. Therefore, these vulnerabil-
ities have the potential to place the whole system in
jeopardy.

A possible solution for these vulnerabilities is the
use of once-in-a-lifetime pseudonyms [49]. Agents
can only hold one once-in-a-lifetime pseudonym in
each marketplace. Therefore, they cannot get rid of
the trust and reputation ratings they got from other
agents in the marketplace. However, minimizing data
identifiability requires that agents have the ability to
hold and use many pseudonyms. Thus, it could seem
that a system that allows the prevention of informa-
tion processing may have important difficulties to also
prevent identity-related vulnerabilities.

To address this, Magentix2 bases on the agent
identity model proposed in [50], as we explain later
on in Section 4. Agents in Magentix2 can hold two
kinds of pseudonyms: permanent pseudonyms (that
correspond to once-in-a-lifetime pseudonyms), which

avoid identity-related vulnerabilities; and regular pseudonyms

which agents can use without any limitation in num-
ber to obtain their desired degree of privacy.

3. The Magentix2 Agent Platform

Magentix2” is an AP that focuses on providing
support for open MAS. Magentix2 provides support
at three levels, as suggested in [51]: (i) organization
level: technologies and techniques related to agent
societies; (ii) interaction level: technologies and tech-
niques related to communications between agents; and
(iii) agent level: technologies and techniques related
to individual agents (such as reasoning and learning).

In this paper we focus on the technologies that
Magentix2 provides at interaction level to enhance
the privacy of the applications that are developed and
executed on top of it. Firstly, we briefly introduce the
Magentix2 agent communication mechanism in order
for the reader to have a bird’s-eye view of the sys-
tem. Then, we thoroughly describe the support that
Magentix2 provides to avoid information processing
and information collection in Sections 4 and 5 respec-
tively.

"http://users.dsic.upv.es/grupos/ia/sma/tools/
magentix2/index.php
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8.1. Agent Communication

Magentix2 uses AMQP?® [52] as a foundation for
agent communication. This standard facilitates the
interoperability between heterogeneous entities. Ma-
gentix2 allows heterogeneous agents to interact with
each other via messages that are represented following
the FIPA-ACL [53] standard, which are exchanged
using the AMQP standard.

Magentix2 uses the Apache Qpid? open-source im-
plementation of AMQP for Agent Communication.

Apache Qpid provides two AMQP servers, implemented

in C++ (the one we use) and Java. Qpid also pro-
vides AMQP Client APIs that support the following
languages: C++4, Java, C# .NET, Ruby, and Python.
Qpid allows distributed applications made up of dif-
ferent parts written in any of these languages to com-
municate with each other. What is more, any client
that is developed using one of the Qpid Client APIs
is able to communicate with any client that is devel-
oped using any other AMQP-compliant API via any
AMQP server implementation, as long as both server
and clients implement the same version of the AMQP
standard.

Figure 1 shows an overview of the Magentix2 agent
communication architecture. Magentix2 is composed
by one or more (in this case federated) AMQP Servers

(QPid brokers). Magentix2 agents act as AMQP Clients

(using Qpid Client APIs) that connect to the Qpid
broker and are then able to communicate with each
other. Magentix2 agents can be located in any In-
ternet location, they only need to know the host on
which the Qpid broker (or one of the federated Qpid
brokers) is running.

Magentix2 provides a Java library, which is called
the Magentix2 Agent Library (MAL), to facilitate the
development of agents. This API allows agent pro-
grammers to focus on creating FIPA-ACL messages
and sending and receiving them, without dealing di-
rectly with the Qpid Client Java API. Currently, this
API is only written in Java, but the existence of
multiple QPid Client APIs for several programming
languages enables the development of agents written
in different programming languages. Moreover, any
proprietary implementation that follows both AMQP
and FIPA-ACL standards would be interoperable with
Magentix2 agents.

Shttp://www.amqp.org/
%http://qpid.apache.org/

Figure 1: Magentix2 Agent Comunication Architecture

4. Protection against Information Processing

As we detailed in section 2, information process-
ing can be minimized by minimizing data identifi-
ability, i.e., using many pseudonyms (even complete
anonymity can be achieve by using a different pseudonym
for each interaction). However, this introduces prob-
lems regarding accountability, trust and reputation.
We describe in this section the support that Ma-
gentix2 provides for avoiding information processing
but preserving accountability and avoiding identity-
related vulnerabilities of trust and reputation models.

The building block of the Magentix2 support for
avoiding information processing is how it manages the
identities of the agents. In particular,the agent iden-
tity management in Magentix2 is based on the partial
identities model presented in [50]. In a nutshell and
informally speaking, a partial identity can be seen as
a set of attributes that identifies an entity in a given
context. They are composed of a pseudonym that is
unique within a context and other attributes that de-
scribe the entity within that context (roles, location,
preferences, etc.).

Magentix2 considers two kinds of partial identi-
ties:

e Regular Partial Identities (RPIs) A RPI
must contain a regular pseudonym. Agents have
no limitation in the number of regular pseudonyms
that they are able to hold in a given system.
Thus, agents can hold as many as RPIs as they
need to achieve they desired data identifiability
level. For instance, an agent could use a differ-
ent RPI in each interaction to achieve anonymity.

e Permanent Partial Identities (PPIs) must
contain a permanent pseudonym (once-in-a-lifetime
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pseudonym). An agent can only hold one per-
manent pseudonym for a given system. Thus, if
trust and reputation is established trough PPIs,
identity-related vulnerabilities of trust and rep-
utation are avoided. This is because an agent
can only hold one PPI in a given system.

Although both kinds of partial identities enable
trust and reputation relationships, only PPIs guaran-
tee that identity-related vulnerabilities are avoided.
Therefore, agents will choose to establish trust and
reputation through PPIs if they want to avoid identity-
related vulnerabilities. However, if they want to avoid
information processing, they can use as many RPIs
as needed. For instance, in an e-marketplace a seller
agent could be very interested in interacting with
buyer agents using a PPI. This is because buyer agents
would know that the seller agent is not able to per-
form attacks that exploit identity-vulnerabilities, e.g.,
the seller agent is not able to change its PPI. However,
a buyer agent can be very interested in using a differ-
ent RPI each time it interacts with a seller agent, so
that the seller agent is not able to make a profile of
the buyer agent’s tastes and then use this profile to
perform practices such as price discrimination, poor
judgement, etc.

Magentix2 also considers the concept of real iden-
tities. Real identities identify entities that can be li-
able for their acts in front of the law, such as human
beings, companies, etc. Real identities are used for
accountability concerns such as law enforcement. For
this reason, real identities are restricted to only le-
gal persons. A real identity, for example, would be:
Bob Andrew Miller, born in Los Angeles, CA, USA
on July 7, 1975. Agents might also have a real iden-
tity for accountability concerns if they finally achieve
some kind of legal personality, as suggested by [40]
and [41]. In the event of this, the support that Ma-
gentix2 provides would not need any modification.

4.1. Identity Management Architecture

Magentix2 complies with the client part of the
Identity Metasystem Interoperability standard'?. This
standard specifies the interfaces for the secure web
services provided by User-Centric Privacy-Enhancing
Identity Management Systems [54]. These systems

Ohttp://docs.oasis-open.org/imi/identity/v1.0/
identity.html

support the process of management of partial identi-
ties. In particular, they provide the following facili-
ties:

e Identity Providers (IdPs), which issue par-
tial identities and validate these identities to
other Relying Parties.

e Relying Parties, which are a set of APIs for
verifying partial identities against an Identity
Provider.

e Identity Selectors, which provide a simple
way to manage partial identities and choose which
partial identity to use in a given context.

e Attribute Services, which allow the specifi-
cation of access control rights of relying parties
over the attributes in a partial identity.

Figure 2: The Magentix2 agent identity management architec-
ture.

Figure 2 shows an overview of the Magentix2 agent
identity management support. As one can observe,
Magentix2 components act as clients of IdPs. The
Magentix2 Agent Library (MAL) implements clients
for Identity Selectors, Relying Parties, and Attribute
Services. Therefore, agents in Magentix2 can select
the partial identity to use in a given interaction, ver-
ify the partial identities of other agents, and specify
access control for attributes in their partial identities.

We can also see in Figure 2 that there is another
component of Magentix2 that is called the Magentix2
Management Service (MMS). The MMS is a secure
web service that acts as a Relying Party, i.e., it is able
to request IdPs to verify partial identities. The MMS
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is in charge of dynamically signing digital certificates
for agents to communicate to each other in a confiden-
tial fashion, and thus, avoiding information collection
from unauthorized parties (as detailed in section 5).
Agents request the signing of digital certificates to
the MMS using one of their partial identities. The
MMS must verify the partial identity that the agent
used before signing the digital certificate.

IdPs are classified according to the type of par-
tial identities they issue. The Permanent Identity
Provider (PIdP) is an IdP (or a federation of IdPs'!)
that issues PPIs to the agents taking part in the spe-
cific marketplace. Agents must register using a real
identity that the PIdP will not reveal to other agents
or to Magentix2. The PIdP is also in charge of forcing
agents to only hold a single PPI in this specific mar-
ketplace. Moreover, an agent is able to know when it
validates a partial identity of another agent that this
partial identity is effectively a PPI so that the sec-
ond agent cannot change it and is unable to perform
identity-related attacks.

Regular Identity Providers (RIdPs) issue RPIs to
agents. Agents request RPIs by providing either a
real identity, or a PPI that RIdPs will not reveal to
others. There is no limitation in the number of RIdPs
per marketplace or in the number of RPIs per agent
and per marketplace.

4.2. Obtaining Partial Identities

We now detail the dynamics of agent identity man-
agement in Magentix2. Users provide their real iden-
tity when they launch an agent. This real identity is
only used by the local instance of the MAL. There-
fore, it is only in the local computer of the user that
launches the agent. Moreover, the API offered by
the MAL allows the user to choose an identity for
the newly created agent. Then, the MAL calls to a
PIdP/RIdP to obtain a PPI/RPI. From then on, and

"User-Centric Identity Management Systems support
the federation of IdPs that belong to the same and also
different remote security domains across the Internet. There-
fore, a PIdP can be implemented as a federation of IdPs
instead of only one IdP, minimizing the typical draw-
backs of a centralized trusted third party, such as being
a single point of failure (SPOF) and a possible efficiency
bottleneck. Examples of identity federation standards are
the Liberty Alliance Identity Federation Framework http:
//projectliberty.org/resource_center/specifications/
liberty_alliance_id_ff_1_2_specifications/ and WS-
Federation http://www.ibm.com/developerworks/library/
specification/ws-fed/.

as we will explain in section 5, the agent can use this
PPI/RPI to interact with other agents.

The important point is that neither Magentix2
nor the agents running in Magentix2 have access to
the real identity of the user. They are only able to
know the PPT/RPI that the agent is using. In case of
law enforcement, a court could ask IdPs to disclose
the real identity behind a particular PPI/RPI. Thus,
accountability is preserved.

Whenever an agent wants to change its RPI (re-
call that PPIs cannot be changed), it only needs to
call to the MAL API. Then, this API will be in charge
of contacting the appropriate RIdP and obtaining a
new RPL

Figure 3: An example of the Partial Identities of an agent.

Figure 3 shows an example of an agent and its
partial identities. The agent’s principal has a real
identity with an attribute name Adam John Wilkes.
Using this real identity, the agent has obtained a PPI
from the PIdP that includes two attributes: pseudonym
A and role seller. This entity has also obtained N
RPIs from N different RIdPs. Some of the RPIs are
obtained by providing a PPI (such as RPI 1, with
pseudonym agentl and role buyer) and other RPIs
are obtained using a real identity (such as RPI N,
with pseudonym agentN and role buyer).

5. Protection against Information Collection

In this section, we detail the support that Magen-
tix2 provides for avoiding information collection. As
we explained in Section 2, information collection by
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unauthorized parties can be avoided by means of con-
fidentiality. Therefore, we explain in this section how
Magentix2 makes agent communications confidential.
Moreover, we detail how this confidential agent com-
munication integrates with the agent identity man-
agement model presented in the previous section.

Agent communication in Magentix2 is based on
AMQP. The AMQP standard specifies secure com-
munication by tunneling AMQP connections through
SSL [27] (so-called AMQPS). Apache Qpid imple-
ments SSL support for AMQP. SSL authenticates
communicating parties based on digital certificates.
Thus, it needs a configured Public Key Infrastruc-
ture (PKI). The Magentix2 PKI is set during installa-
tion time. Firstly, the Magentix2 certificate authority
(MCA) is created. Secondly, certificates for the Ma-
gentix2 Management Service (MMS) and the Qpid
Broker are created using this certificate authority.
Digital certificates for agents are created automat-
ically by the MAL and dynamically signed by the
MCA through the MMS at execution time (as de-
scribed below).

The MMS is a front-end of the MCA. It is imple-
mented as a secure web service. The MMS is in charge
of dynamically signing digital certificates for agents,
which can use these certificates to communicate se-
curely. The MMS service needs two inputs: the agent
pseudonym and a non-signed digital certificate. The
first input is the pseudonym in the permanent or reg-
ular partial identity (issued by a permanent or regular
IdP) that the agent uses to invoke the MMS. The sec-
ond input is a non-signed certificate that contains the
agent’s public key (this is the certificate that is to be
signed). The agent key pair (private and public key)
and this certificate are created by the MAL locally
for each agent and for each new partial identity.

The MMS produces one output: the digital cer-
tificate signed by the MCA. The MMS produces this
output after: (i) verifying that the pseudonym is the
same as the one in the partial identity used to in-
voke the secure web service; (ii) verifying the partial
identity against the IdP that issued it; (iii) and fi-
nally signing the certificate using the MCA. Agents
can then use this signed certificate to communicate
to other Magentix2 agents.

The AMQP connection of every agent to the Qpid
broker is tunneled through SSL. Hence, the commu-
nication between two Magentix2 agents is provided
with confidentiality and integrity out of the box. To
ensure the authenticity of the sender pseudonym in a

FIPA-ACL message (recall that in Magentix2 FIPA-
ACL messages are encapsulated into AMQP mes-
sages), an agent must verify that the pseudonym of
the sender in the AMQP sender message field is the
same as the pseudonym of the sender in the FIPA-
ACL sender message field upon receiving a new mes-
sage. This is performed automatically by the Magen-
tix2 agent library.

Each time an agent obtains a new partial iden-
tity (RPI or PPI) as described in Section 4, the MAL
repeats the process for obtaining a MCA-signed cer-
tificate. This certificate is for the agent to communi-
cate in a confidential fashion when it uses this par-
tial identity. Moreover, agents can also choose the
partial identity to be used in each communication.
Therefore, the MAL is in charge of using each time
the certificate that corresponds to the partial identity
that the agent intends to use.

Figure 4 shows an example of an agent that holds
a RPI with two attributes: the pseudonym A, and the
role buyer. The MAL automatically creates a certifi-
cate that contains the pseudonym A and calls to the
MMS using the agent’s RPI. The MMS validates the
RPI to the IdP that issued it. Then, it signs the cer-
tificate using the MCA and sends back the signed cer-
tificate to the A agent. From this moment on, when
the A agent sends a message, the MAL automatically
send this message trough an AMQPS connection es-
tablished with the signed certificate received from the
MMS. Thus, agent A can communicate with agent B
in a confidential fashion.

6. Application to an Agent-based E-marketplace
for Wines

In this section, we detail an application built on
top of Magentix2. It is an agent-based e-commerce
application. Agent-mediated e-commerce [42, 6] refers
to electronic commerce in which agent technologies
are applied to provide personalized, continuously run-
ning, semi-autonomous behavior. In agent-mediated
e-commerce, agents can be distributed among dif-
ferent remote locations over the Internet. For in-
stance, buyer agents mostly act as personal assis-
tants that usually run on a local mobile/personal de-
vice/computer and interact with other seller agents
that usually run in remote servers.

Agents partially or fully automate some of the
processes involved in e-commerce, providing one or
more of the following (and also other) facilities [42]:
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Figure 4: Secure Agent Communication (information collection avoidance).

find, recommend and compare products, ven-
dors, or services;

participate in electronic markets and negotiate
the price/terms of transactions or contracts with
other participants;

perform transactions on behalf of their users;

track the user’s interests and offer personalized
services;

monitor conditions and provide notifications;

retrieve, filter, and mine information and knowl-
edge;

produce and deliver e-services, such as informa-
tion gathering, processing and management.

In agent-based e-commerce, agents encapsulate
personal information describing their principals [42].
They usually have a detailed profile of their princi-
pals’ names, preferences, roles in organizations and

institutions, location, transactions performed, and other

personal information. Moreover, agents carry out in-
teractions on behalf of their principals, so they ex-
change this personal information. Therefore, privacy
is of crucial importance in this kind of applications.
In this paper, we consider an electronic market
where seller agents and buyer agents trade wines on
behalf of their users. Seller agents act on behalf of
wine merchants. Buyer agents act on behalf of the

10

users that are willing to buy wines. As shown in Fig-
ure 5, each buyer agent can interact with any of the
seller agents that is available to buy wines. Moreover,
each agent is supposed to be running in a different In-
ternet location.

Agents in the e-marketplace follow the negotia-
tion protocol depicted in Figure 6 for each purchase
of a bottle of wine. A buyer agent makes a request
to buy a bottle of wine with a request message. This
message can be replied by the seller agent with either
a model message (which means that the requested
wine is available and includes its price) or an alterna-
tive message (which means that the requested wine
is not available but there is another one that is very
similar). Then, the buyer agent can reply to both
messages with: an accept message (which means that
the buyer agent accepts the wine offered), a quit mes-
sage (which means that the negotiation was broken by
the buyer agent), or a request message (which means
that the agent request a different bottle of wine).

We based on the wine attributes considered in
the preference modeling approach described in [55].
Thus, we consider the following attributes to describe
wines: color, body, flavor, sugar, and country. The
possible values for each of these attributes are shown
in Table 1.

6.1. Privacy

Privacy can be a great concern in this applica-
tion. This is because agents are subject to informa-
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Figure 5: Wines e-Marketplace

‘ Attribute ‘ Values
Color red, rose, white
Body light, medium, full
Flavor delicate, moderate, strong
Sugar dry, off Dry, sweet
Country | France, Portugal, Spain, Italy, USA,
Germany, Australia, NewZeeland

Table 1: Considered Wine Attributes.

Figure 6: Negotiation Protocol for the Wine e-marketplace sce-
nario.

11

tion collection and processing. Specifically, agents
can exchange personal information when purchasing
bottles of wine. This information must be protected
from unauthorized parties, i.e., the information that
a seller agent and a buyer agent exchange in a pur-
chase should not be accessible for other agents in the
e-marketplace.

Regarding information processing, seller agents
could perform buyer profiling, i.e., seller agents ob-
tain detailed profiles of buyer agents and tailor their
offers regarding buyer agents’s tastes. Seller agents
could even charge buyer agents different prices for the
same wine according to the customers’ profiles (price
discrimination), i.e., if a seller agent knows that some
wine is of great interest to one buyer agent, the seller
agent could charge this customer more money for a
bottle of wine than other buyer agents for the very
same bottle of wine.

We assume that seller agents follow an approach
to build buyer agents’ preference profiles similar to
[56]. Over the course of a negotiation, the seller
agent marks wines that are not accepted by a buyer
agent as a negative instance (class ”-”), while a seller
agent marks the wine that the buyer agent accepts
to buy (i.e., the wine of the last step in the nego-
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tiation protocol) as a positive instance (class ”+7).
The seller agent use all the collected instances about
a buyer agent to train a statistical classifier. The
resulting trained classifier models the buyer agent’s
preferences with a given accuracy. Thus, the seller
agent has a detailed profile on what wines the buyer
agent likes/dislikes. Moreover, the seller agent can
use this profile in future purchases from the buyer
agent, e.g., the seller agent could then perform price
discrimination to a buyer agent with respect to an
item that the seller agent knows that is of great in-
terest for the buyer agent.

6.2. Trust and Reputation

Trust and reputation also play a crucial role in
this application. Buyer agents must be able to choose
among seller agents that sell the same wines. One of
the important dimensions that a buyer will take into
account in its decision is the trust it has in each seller
agent. This trust can be based on successful previous
purchases with the same seller agent. A buyer agent
can trust in a seller agent regarding past interactions
by measuring: whether or not the seller agent pro-
visioned the wine on time, the overall quality of the
wine bought, if there were hidden costs, etc. A buyer
agent can also trust in a seller agent regarding some
attributes of the seller agent’s partial identity in the
electronic market: registration date, corporate title,
skills, etc.

Another important dimension that a buyer agent
will take into account in its decision of buying a bottle
of wine is the reputation of the seller agent. This
is particularly useful when the buyer agent had no
previous transactions with a given seller agent. In
this case, it is not what an agent thinks of a given
seller agent but what it is generally said about the
seller agent in the e-marketplace.

In this scenario, malicious seller agents could take
advantage of the identity-related vulnerabilities of trust
and reputation models. Thus, seller agents should
not be able to get rid of their trust and reputation
assessments. This could cause important money loss.
For instance, a seller agent could ship bottles of wine
not on time. This obviously decreases the trust and
reputation that buyer agents have in this seller agent.
Hence, this seller agent decides to quit the electronic
market and re-entry into it with a new fresh identity,
restarting its trust and reputation assessments from
scratch. Another example would be a seller agent
which sell the same wines under different partial iden-
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tities. In this sense, the probability that a buyer agent
chooses one of their partial identities as the provider
of the wine increases.

6.3. Accountability

As in many other applications, accountability must
be preserved. Moreover, accountability is even more
important in applications that involve commercial trans-
actions, such as the one that we present in this pa-
per. Indeed, the lack of accountability could cause
principals not to be willing to participate in the e-
marketplace. This is because if there is not a guaran-
tee that accountability will be preserved, principals
may be subject to many types of fraud. For instance,
a buyer agent could purchase a bottle of wine from a
seller agent. However, the seller agent may not ship
that bottle of wine. If we consider a great number of
bottles of wine (or a very expensive bottle of wine),
the seller agent’s principal should be sued for fraud.
Although the final punishment may depend on the
applicable laws for such a case, the important point
is that the principal behind the seller agent should be
completely identifiable.

7. Evaluation

In this section, we provide an extensive evaluation
of the support that Magentix2 provides for preserving
privacy based on the application we just presented in
the previous section. In particular, we test whether or
not information processing can be minimized by us-
ing the support that Magentix2 provides, whether or
not this support introduces a bearable performance
overhead, and whether or not existing trust and rep-
utation models can be implemented on top of Magen-
tix2. Finally, we also provide a discussion at the end
of this section in which we argument how Magentix2
complies with all of the stated requirements of the
application presented in Section 6 regarding privacy,
trust and reputation, and accountability.

7.1. Avoiding Information Processing

Our aim in this section is to experimentally demon-
strate that information processing, and thus, its pos-
sible undesired effects, can be minimized by chang-
ing RPIs. To this aim, we designed an experiment
in which 10 different buyer agents purchase bottles of
wine from a seller agent. The primary objective is for
buyer agents to avoid that the seller agent is capable
of obtaining a preference model from them.
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As we explained in the previous section (Section
6), the seller agent trains an statistical classifier that
models buyer agents’ preferences (following the ap-
proach described in [56]). The statistical classifier
is trained considering instances that correspond to
wines that have been offered by the seller agent and
that buyer agents have either accepted or declined
during the negotiation protocol for a given purchase.
The resulting trained classifier models the buyer agents’
preferences with a given accuracy.

The aim of the experiment is to demonstrate that
changing RPIs can significantly reduce the accuracy
of the preference models obtained by the seller agent.
Therefore, the seller agent cannot take advantage of
these models to abuse buyer agents, e.g., perform-
ing price discrimination on buyer agents. In order
to prove that changing RPIs can reduce information
processing, we performed our experiment in which 10
buyer agent repeat 100 purchases of a bottle of wine
with a varying number of RPI changes. That is, buyer
agents start with 100 purchases and without any RPI
change and end up using a different RPI for each of
the 100 purchases. For each number of RPI changes
we calculate the accuracy of the resulting classifier.

For our experiment, we considered the parame-
ters that we sum up in Table 2. Each buyer agent
has different preferences with respect to the wines
that it likes. The specific preferences for each agent
are shown in Table 3. According to that preferences,
each buyer agent performs 100 different purchases of
a bottle of wine. Each purchase involves a negotia-
tion with a seller agent to get the desired wine. We
assume that negotiations are always successful. How-
ever, we consider that negotiations can randomly in-
volve from 1 up to 10 rounds of the protocol. That
is, we simulate negotiations on which a buyer agent
and a seller agent perform a maximum number of
10 rounds of the protocol. Based on this, a seller
agent marks wines that are not accepted by a buyer
agent as a negative instance (class ”-”), while a seller
agent marks the wine of the last step in the protocol
(i.e., the wine that the buyer agent accepts to buy)
as a positive instance (class ”+7). After the 100 pur-
chases, the seller agent use all the collected instances
about a buyer agent to train a classifier. We measure
the accuracy of the resulting trained classifier as the
percent of correctly classified instances from an extra
set of test instances (positive and negative) that we
generate according to the buyer preferences.

We implemented the seller agent so that it uses
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[ Parameter ‘ Description ‘ Value ‘
Ni # of interactions per negotiation 10
Nn # of negotiations 100
Nre # repetitions of the experiment 100
Nbu # of buyer agents 10
Nse # of seller agents 1
Alg Learning algorithms used J48, NNge,
BayesNet

Table 2: Parameters used in the privacy preservation experi-
ments.

Figure 7: Privacy Preservation when changing RPIs

a different classifier to obtain a model of the buyer
agents’ preferences based on the previous negotiations
with them. In this way, we repeat the overall exper-
iment to obtain the results regarding three different
classifiers. Specifically, we consider the same classi-
fiers as in [56]: the J48 decision tree algorithm (an im-
plementation of the C.45 algorithm), the NNge clas-
sification rules algorithm (Nearest neighbor like algo-
rithm using non-nested generalized exemplars) and
the BayesNet classifier that is a classifier based on
Bayesian networks.

Figure 7 shows the results obtained for our ex-
periment. These results are the average of the results
obtained for each individual buyer agent. We can
see that the percent of correctly classified instances
behaves very similar regardless of the learning algo-
rithm used. As expected, the more a buyer agent
changes its RPI, the less the accuracy of the learning
algorithms. In other words, the more a buyer agent
changes its RPI, the less the seller agent is able to
obtain a preference model of the buyer agent. There-
fore, buyer agents can avoid that the seller agent per-
forms information processing. Thus, it cannot make
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[ Agent ‘ Preferences
1 (body = light A flavor = delicate)V
(sugar = dry A country = Portugal)
2 (color = red A body = full \ flavor = strong)V

(color = white A body = light A flavor = moderate)V
(sugar = of f Dry A country = Germany)

3 (sugar = sweet A country = France)V
(sugar = dry A country = Spain)V
(color = rose A flavor = moderate)

4 (color = red A body = medium A flavor = moderate)V
(color = rose A body = light A sugar = dry)V
(color = white A body = full A\ sugar = dry)

5 (color = red A body = medium A flavor = moderate)V
(color = rose A body = full A country = Italy)
6 (sugar = dry A color = red A body = medium A flavor = moderate A country = France)V
(sugar = sweet A color = white A body = light A flavor = delicate A country = USA)
7 (sugar = dry A color = red A body = medium A flavor = moderate A country = France)V

(sugar = sweet A color = white A body = light A flavor = delicate A country = USA)V
(sugar = sweet A color = rose A body = medium A country = Portugal)

8 (sugar = dry A color = red A body = medium A flavor = moderate A country = France)V
(sugar = of f Dry A color = white A body = medium A flavor = delicate A country = Australia)
9 (sugar = dry A color = red A body = medium A flavor = moderate A country = France)V

(sugar = sweet A color = white A body = light A flavor = delicate A country = USA)V
(sugar = sweet A color = rose A body = medium A country = Australia)

10 (sugar = dry A color = red A body = medium A flavor = moderate A country = France)V
(sugar = sweet A color = white A body = light A flavor = delicate A country = USA)V
(sugar = sweet A color = rose A body = medium A country = Portugal)V
(sugar = of f Dry A color = red A\ body = full A\ flavor = strong A country = NewZeeland)

Table 3: Buyer agent’s preferences

any secondary use of the processed data.

Another remarkable phenomenon is that it seems
that there is a threshold in the number of RPI changes
(=~ 90 RPI changes) from which the accuracy of learn-
ing algorithms decreases at a faster rate. This rein-
forces the thesis of some privacy-enhancing technolo-
gies researchers that encourage users to change their
identities as often as possible. Moreover, it is clear
that the maximum privacy preservation is achieved
when buyer agents change their RPI for each new in-
teraction, which is known as transaction pseudonyms
in the privacy-enhancing technologies literature.

7.2. Performance Evaluation

In the previous section, we described an experi-
ment that demonstrates that changing RPIs can min-
imize information processing. However, changing RPIs
could also have costs associated to the change, e.g.,
a temporal cost. If this temporal cost is too high, it
could discourage agents from using the RPI change
capability offered by Magentix2. In this section, we
describe the experiment that we carried out in order
to evaluate the temporal cost of changing RPIs in the
Magentix2 agent platform.

We performed a similar experiment as the one pre-
sented in the previous section, in which agents change
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their RPI a number of times in order to reduce infor-
mation processing. In this case, we only focus on two
agents, one buyer agent and one seller agent. More-
over, we do not calculate the accuracy of the prefer-
ence model that the seller obtains but we calculate
the temporal cost for the buyer to change its RPI
a specific number of times. This is in order to as-
certain whether or not it is temporally feasible for a
buyer agent to change their RPI as many times as
needed to prevent the seller agent from constructing
a detailed model on the buyer agent’s preferences.

We performed a simulation in which the buyer
agent carries out 100 different purchases of a bottle
of wine. Each purchase involves a negotiation with
the seller agent to get the desired wine. We assume
that negotiations are always successful. Moreover,
we consider that negotiations can randomly involve
from 1 up to 10 rounds of the protocol. The buyer
agent repeats the 100 purchases with a varying num-
ber of RPI changes. That is, the buyer agent starts
with 100 purchases and without any RPI change, and
it ends up using a different RPI for each of the 100
purchases (transaction pseudonyms). For each num-
ber of RPI changes we calculate the RTT time of the
messages exchanged between the buyer agent and the
seller agent.
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Figure 8: Location of the different components.
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Figure 9: Performance per number of RPI changes

100

In order for the experiment to be in an absolutely
controlled environment, we do not use any external
IdP but we use the IdP prototype described in [50]
as both the PIdP (the IdP that issues PPIs) and the
RIdP (the IdP that issues RPIs). Moreover, we used
3 PCs Intel(R) Core(TM) 2 Duo CPU @ 2.60GHz,
1GB RAM, Ubuntu 11.04 (x86_64) and Linux Kernel
2.6.38. The computers are connected to each other
via a 100Mb Ethernet switch. The security parame-
ters are the following: certificate keys are 1024 bits
RSA keys, SHA-1 hash function with 96-bit keys to
perform HMAC computations, and the saml2 tokens
to be issued by the IdP contain keys of 256 bits. The
location of the different components is shown in Fig-
ure 8: PC number 1 runs the Qpid Broker, the MMS,
the MCA, and the IdP; PC number 2 runs the buyer
agent; and finally, PC number 3 runs the seller agent.

Figure 9 shows the results obtained. These results
mean that changing a RPI has a temporal cost that is
linear with the number of changes to be made. These
results also mean that the temporal cost of a single
change is constant, and thus, it is not related to the
number of previously performed changes. Therefore,
we can claim that agents developed in Magentix2 can
minimize information processing about their princi-
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pals’ data (as shown in the previous section) without
incurring in a not affordable temporal cost. More-
over, as the cost of one single change is constant, a
buyer agent can predict in advance the temporal cost
of the changes it requires to reduce seller agents from
processing its data, and then, decide if it performs
the required changes or not.

7.3. Building Trust and Reputation

Finally, we also wanted to test whether trust and
reputation models can be implemented using partial
identities. The aim is to validate that agents in Ma-
gentix2 can use the trust and reputation model that
they prefer. Thus, if two agents establish trust or rep-
utation trough permanent partial identities, identity-
related vulnerabilities are avoided because IdPs do
not allow agents to change their permanent partial
identity.

We implemented one seller agent and three buyer
agents. Each buyer agent uses its own trust and repu-
tation machinery to model the trustworthiness of the
seller agent based on the previous interactions and
the personal attributes of the seller agent. The PPIs
issued by the PIdP take values for two attributes:
name and role. Both seller agents and buyer agents
register into the system using the PPI that the PIdP
issued for them — so that the system does not know
the real identity of the legal person that agents are
acting on behalf of. In this way, buyer agents are able
to identify providers from previous interactions and
build their own trust and reputation models, being
sure that the seller agent will not be able to hold any
other PPI.

The seller agent follows a normal distribution with
a mean of 0 and standard deviation of 1 to model
whether it carries out the service requested in the
way that buyer agents expect it. In this sense, when
a buyer agent requests a service to the seller, if the
value returned is in the interval [-1,1], the buyer agent
considers that the seller performed as expected. If the
value returned is out of this interval the buyer agent
considers that the seller agent did not perform as ex-
pected. When the seller agent performs as expected,
the buyer agent rates it with 1. When the seller agent
does not perform as expected, the buyer agent rates
it with 0. These ratings are inputs of the trust and
reputation model each buyer agent has.

Each buyer agent runs a different trust and repu-
tation model that is fed using past interactions with
the seller agent and attributes from the seller agent’s
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Figure 10: Trust values for the seller agent obtained by each
trust model (implemented by each buyer agent).

partial identity. We implemented three models (each
one for each buyer agent), one simply using a mean
of all the previous performances to compute a trust
value, one using the SinAlpha trust model [57] that
considers previous interactions, and finally, one us-
ing the Fire trust and reputation model [58] which
uses, among other information, previous interactions
and the role of the agents to be trusted. Figure 10
presents trust values for each buyer after 100 inter-
actions with the seller agent. These trust values are
the result of each buyer agent’s trust and reputation
model given the results of the interactions with the
seller agent. We can observe that the trust models
perform as expected and the tendency is very similar
in all of the models implemented . This tendency cor-
responds to whether or not the seller agent performs
as buyers expect. Thus, we can conclude that the
trust models considered can be implemented using
partial identities.

7.4. Discussion

The agent-based e-marketplace for wine applica-
tion benefits from the features that Magentix2 pro-
vides for preserving privacy and accountability as well
as avoiding identity-related vulnerabilities of trust
and reputation. Magentix2 provides support for pre-
serving privacy by means of mechanisms that can be
used by agents to avoid information collection and
processing.

Regarding information collection, the information
that a buyer agent and a seller agent exchange is con-
fidential. To this aim, Magentix?2 is in charge of auto-
matically generating a X.509 certificate for each agent
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partial identity so that they can communicate trough
SSL. Therefore, communications are encrypted from
one agent to another so that the information con-
tained in such communications cannot be accessed
by any other unauthorized agent.

Regarding information processing, buyer agents
can hold multiple RPIs. Therefore, they can avoid
information processing as shown in Section 7.1. In-
deed, the most privacy preserving option is for buyer
agents to change their RPIs for each different pur-
chase of a bottle of wine. Moreover, as shown in Sec-
tion 7.2, RPI changes come at a bearable efficiency
cost. Thus, agents can change their RPIs without an
important efficiency penalty.

In Section 7.3, we demonstrate that trust and
reputation models can be implemented using partial
identities. Buyers and sellers are able to authenticate
their partial identities (both PPIs and RPIs). There-
fore, they are allowed to recognize to each other from
interaction to interaction and establish trust and rep-
utation relationships. Moreover, if trust and reputa-
tion is established using PPIs, identity-related vulner-
abilities of trust and reputation models are avoided.
This is due to the fact that there is no chance for a
buyer or a seller to have two different PPIs.

Finally, accountability is preserved. IdPs conceal
real identities. Therefore, both Magentix2 and the
rest of the agents are a priori not able to link a given
partial identity (PPI or RPI) to the corresponding
original real identity. However, if an agent misbe-
haves when using one of its partial identities (PPI or
RPI), a court could require the IdP that issued the
partial identity to disclose the real identity that is
behind the partial identity. For instance, if an agent
performs fraud, the real identity of its principal could
be known so that this principal can be sued for fraud.

8. Related Work

8.1. Privacy-enhancing Agent Platforms

There are many Agent Platforms (APs) developed
by the agent community [2]. However, only a few of
them currently take security concerns into account.
For instance, Jade [59], Magentix'? [60], AgentScape
[61], SECMAP [62], Tryllian ADK [63], Cougaar [64],

12Note that the support we present in this paper is for Ma-
gentix2, which is a completely redesigned version of Magentix
[60].
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SeMoA [65], and Voyager [66] are security-concerned
APs.

Current security-concerned APs provide confiden-
tiality for the messages exchanged by the agents run-
ning on top of them. To this aim, APs use existing se-
cure data transfer technologies such as Kerberos [26],
SSL [27], and TLS [28]. These technologies allow the
encryption of messages before transferring them and
the decryption of messages once they are received. As
a result, if an agent A sends a message to an agent B
using these technologies, A is sure that B will be the
only one able to read this message.

Confidentiality is a necessary condition to pre-
serve privacy, it can prevent information collection
but it is not sufficient to prevent information pro-
cessing. Only a few of the security-concerned APs ex-
plained above implement some kind of support to pre-
vent information processing. Specifically, only Ma-
gentix, Secmap, AgentScape, and Cougaar allow agents
to authenticate each other using their unique agent
identity. With this identity, agents can act pseudony-
mously, i.e., agents can act on behalf of their principal
without using the identity of their principal. How-
ever, agents cannot hold more than one pseudonym,
i.e., principals should use a different agent each time
they want to use a different pseudonym.

Warnier and Brazier [67] also present a mecha-
nism for the AgentScape AP that offers pseudonymity
by means of what they call handles. Handles are
pseudonyms that agents can use to send/receive mes-
sages to/from other agents. At will, agents can re-
quest new handles to the AP. Moreover, the AP is the
only one that knows the association between handles
and GUIDs (global unique identities of the agents).
An agent can also obtain anonymity by simply us-
ing a different handle for each transaction (transac-
tion pseudonyms). AgentScape also offers an auto-
matic anonymity service. Agents can send messages
anonymously without having to manage pseudonyms.
This service is provided by agents called anonymiz-
ers. When an agent wants to send a message anony-
mously, this message is redirected to an anonymizer.
Then, this anonymizer is in charge of removing the
original handle of the sender from the message, re-
placing it with another (possibly new) handle, and
sending the message to the intended recipient. If
the intended recipient replies, this reply is forwarded
to the sender of the original message. The original
sender of the message must notify when a transac-
tion ends. For each new transaction the anonymizer
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generates a new handle.

APs that provide support for pseudonymity (e.g.
by providing APIs to create and manage pseudonyms)
do not consider that pseudonyms can be issued by ex-
ternal third parties. That is, APs themselves are in
charge of issuing the pseudonyms. Thus, the AP itself
(and the anonymizer agents for the case of AgentScape)
knows the relationship of pseudonyms to each other
and to the principal involved. This usually implies
that the organization or company that hosts the spe-
cific system (e.g. eBay in the case of an e-marketplace)
knows the association of pseudonyms to each other
and to principals. Therefore, information processing
could still be easy. In Magentix2 partial identities are
issued by IdPs, and then, these partial identities are
used in Magentix2. Therefore, identity management
is decoupled from the system where the identities are
to be used. Note that this may not completely pre-
vent, information processing. There is still the possi-
bility that an agent running on Magentix2 or Magen-
tix2 itself could collude with some of the IdPs in order
to be able to link a partial identity to its correspond-
ing real identity. However, agents could (partially)
address this by obtaining different partial identities
from different IdPs so as to decrease the probability
of being traced back in case of collusion.

Finally, there are also approaches that have been
implemented on top of APs that by themselves do
not provide support to avoid information collection
and processing. In this way, Lee et al. [68] present
an approach based on P3P for the Jade AP. The
privacy-enhancing agent (PEA) is in charge of auto-
matically retrieving P3P policies of service providers
and evaluates whether or not these policies are com-
pliant with its principal’s policy. When a principal
attempts to access a website, PEA automatically re-
trieves the website P3P policy and compares it to its
principal’s preferences. If PEA detects potential pri-
vacy violations (i.e., the principal’s preferences and
the website’s P3P policy do not match) or is unable to
read the policy of the website, it notifies its principal
so that the principal can decide to desist in accessing
the website. This approach does not consider that a
website may not comply with its announced policy,
and, thus, principals’ privacy breaches are still possi-
ble. Moreover, this approach is not a generic support
from the AP and may not be suitable in other do-

13The Platform for Privacy Preferences 1.0 http://wuw.w3.
org/TR/P3P/
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mains.

8.2. Accountability Preservation

Secure APs that do not provide support for pseudonymity

(such as Jade [59], Tryllian ADK [63], SeMoA [65],
and Voyager [66]) usually preserve accountability. This
is because they base authentication on the the iden-
tity of the agents’ users. Therefore, the identity of
the agents’ users is always available. If an agent mis-
behaves, its users identity can be known.

Accountability is more difficult in secure APs that
provide support for pseudonymity (such as Magen-
tix [60], Secmap [62], AgentScape [61], and Cougaar
[64]). This is because these APs authenticate based
on the identity (pseudonym) of the agents. Thus, the
identity of the corresponding user may not be known.
In order to avoid a lack of accountability that could
cause a sense of impunity and encourage abuse, Ma-
gentix and AgentScape keep track of the association
between principals and pseudonyms.

Magentix2 does not keep track of the associa-
tion between principals and pseudonyms. It relies on
trusted external identity providers to keep this infor-
mation. However, accountability is preserved because
these trusted external identity providers can reveal
the corresponding real identities for law enforcement.

8.8. Identity-related vulnerabilities of Trust and Rep-
utation Models

There have been some different approaches in the
related literature to tackle identity-related vulnera-
bilities of trust and reputation [69]. There is one
approach that bases on adding a monetary cost for
entering a given system [49]. Thus, an potential ma-
licious agent would have a sufficient incentive (if the
fee is high enough compared to the benefit expected)
not to re-entry the system with a new identity. The
main problem of this approach is that if the cost for
entering the particular system is too high, even po-
tentially benevolent agents may choose not to enter
the system because of the high cost associated to it.

Yu et al. [70] present an approach based on so-
cial networks represented as a graph in which nodes
represent pseudonyms and edges represent human-
established trust relationships among them in the
real world. They claim that malicious users can cre-
ate many pseudonyms but few trust relationships.
They exploit this property to bound the number of
pseudonyms to be considered for trust and reputa-
tion. However, this approach is not appropriate for
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open MAS in which agents act on behalf of principals
that may not be known in the real world.

There is another approach that consist of reputa-
tion models specifically designed to meet some math-
ematical properties that are proved to avoid identity-
related vulnerabilities. For instance, Cheng et al.
[71] have demonstrated several conditions using graph
theory that must be satisfied when calculating repu-
tation in order for reputation models to be resilient
to sybil attacks. The only drawback of this kind of
approaches is that they usually need a particular and
specific way to calculate reputation ratings about an
individual. Thus, this approach cannot be applied to
reputation models that follow other approaches for
managing reputation ratings.

Magentix2 follows a different approach, it bases
on completely avoiding the possibility for agents to
change their identity. In this way, agents can only
hold one PPI for a given system. Therefore, when

trust and reputation are established trough PPIs, agents

cannot get rid of the trust and reputation ratings they
got from other agents in the system.

9. Conclusions

In this paper, we present the support that the
Magentix2 AP provides for enhancing privacy in the
applications built on top of it. This support also al-
lows agents to avoid identity-related vulnerabilities of
trust and reputation models. Moreover, this support
avoids the lack of accountability of the principals in-
volved. All these features are crucial for encouraging
principals’ trust in agent-based applications.

We experimentally show that the support that
Magentix2 provides can be used for agents to min-
imize information processing. Moreover, we demon-
strate that the efficiency cost of changing a RPI is ab-
solutely bearable. Finally, we also demonstrate that
current trust and reputation models can be imple-
mented in Magentix2 by implementing some of them.

Agents running on Magentix2 can use the sup-
port it provides to enhance privacy while preserving
accountability and avoiding identity-related vulnera-
bilities of trust and reputation at will depending on
their principals’ needs. An agent can create as many
RPIs as needed to avoid information processing. Oth-
erwise, an agent can use a PPI if it is interested in
building trust and reputation. Thus, other agents
can trust in this agent while being sure that it can-
not perform whitewashing and sibyl attacks because
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PPI cannot be changed.

As future work, we would like to explore the pos-
sibility of agents automatically deciding whether or
not they change their RPI for their next interaction.
This decision may be based on the privacy that is to
be lost if the RPI is not changed (e.g., an estimation
of the model that other agents could have about their
preferences) and the possible benefits of not changing
the RPI. In particular, the decision of whether or not
changing a RPI could be based on disclosure decision
making models that consider a tradeoff between the
privacy that is lost and the benefit of doing so, such
as privacy-utility tradeoff models [72] and privacy-
intimacy tradeoff models [73].
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Abstract — Information Card (InfoCard) is a user-
centric identity management metasystem. It has been ac-
cepted as a standard of OASIS Identity Metasystem Inter-
operability Technical Committee. However, there is cur-
rently a lack of security analysis to InfoCard protocol, es-
pecially, with formal methods. In this paper, we accommo-
date such a requirement by analyzing security properties of
InfoCard protocol adopting a formal protocol analysis tool.
Our analysis result discovers that current InfoCard proto-
col is vulnerable against the session replay attack. Further-
more, we reveal the importance of two optional elements
in InfoCard metasystem, token scope and proof key, and
found that InfoCard protocol will be susceptible to man-
in-the-middle attack and token replay attack if these two
optional elements lack.

Key words — Information card, User-centric, Identity,

Automated validation of Internet security protocols and
applications (AVISPA).

I. Introduction

In open and collaborative Internet, managing the neces-
sary digital identities is a complex hurdle. Traditionally, Ser-
vice providers collect and manage user identity related in-
formation which has led to proven attacks like identity theft
and privacy violation. Recently, user-centric identity manage-
ment approaches have emerged. User-centric identity manage-
ment allows users to control their own digital identities. Users
can select their credentials when responding to an authenti-
cator or attribute requester, giving users more rights and re-
sponsibility over their identity information. Information Card
(InfoCard)' =¥ is a user centric federated identity manage-
ment metasystem for reducing the reliance on passwords and
improving the privacy of personal information.

InfoCard protocol is as the foundation of an InfoCard sys-
tem implementation and its security should be guaranteed.
However, the design of security protocols is highly error-prone.
Security flaws have been found in many protocols¥). For In-
foCard protocol, security issues have not yet been explored
in depth, especially using formal methods. In this paper, we

focus on the formal analysis of InfoCard protocol. We first
provide an informal description about the detailed communi-
cation proceeds and message format of InfoCard protocol and
thoroughly analyze the implementation mechanism of security
goals.
Card protocol and its security goals to a formal specification
based on High level protocol specification language (HLPSL).
Finally, we verify the protocol using an automatic formal anal-
ysis tool, Automated validation of Internet security protocols
and applications (AVISPA)!®6l,

Our contribution is three-fold. First, we model and ana-
lyze the authentication and secrecy goals of InfoCard protocol
using a formal method. Second, we uncover a session replay
attack. Finally, we reveal the importance of two main op-
tional elements, token scope and proof key, in an InfoCard
metasystem. We found that InfoCard protocol is susceptible
to man-in-the-middle attack and token replay attack if these
two optional elements lack in the implementation of InfoCard
protocol. To the best of our knowledge, this is the first time
that above attacks to Infocard protocol are identified.

Then, we translate the informal description of Info-

The remainder of this paper is organized as follows. In
Section II, we describe the detailed communication proceeds
and message format of InfoCard protocol and analyze the im-
plementation mechanism of security goals. In Section III, we
analyze and verify InfoCard protocol by a formal analysis tool,
AVISPA, and discuss the importance of two main optional el-
ements, token scope and proof key. Section IV discusses the
related work. Finally, Section V provides conclusions.

I1. Infocard Protocol

In accordance with the specification of OASIS Identity
Metasystem Interoperability standard, the InfoCard proto-
col involves five components: User (U), Identity selector
(IS), Client application (A), Relying party (RP) and Identity
provider (IP).

The interaction process of the InfoCard system is depicted
in Fig.1.

(1) A user accesses a relying party (a website) which allows

*Manuscript Received Oct. 2011; Accepted Apr. 2012. This work is supported by the National Natural Science Foundation of China
(N0.61003268, No.61173138) the Fundamental Research Funds for the Central Universities (No.211274629).
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the user to log in the relying party with InfoCard.

(2) The relying party returns the requested page and sends
the relying party’s policy.

(3) The client application calls the identity selector and
forwards the relying party’s policy.

(4) In accordance with the relying party’s policy, the iden-
tity selector searches in the user’s information cards collection
and finds the information cards which satisfy the requested
claims in the relying party’s policy. The user then selects one
of these cards to log on the relying party.

(5) The identity selector sends a token request to the cor-
responding identity provider who issued the selected card.

(6) The identity provider authenticates the user by the
provided authentication credential. If the user has passed the
authentication, the identity provider issues a security token to
the identity selector.

(7) The identity selector sends the service request message
and the security token to the relying party.

Fig. 1. Framework of InfoCard

(8) The relying party successfully authenticates the user
and sends desired service or resource to the client.

Although the InfoCard system includes five components
and eight operating steps, but in fact it is a typical three party
authentication protocol. We can combine the user, identity se-
lector and client application as “Client”, and neglect the steps
used to retrieve the policy from the point view of security pro-
tocol analysis, just considering the steps using the mutual au-
thentication process. Moreover, it must be explained that we
just consider the managed card protocol in this paper because
the selfissued card protocol does not have a separate identity
provider and can be regarded as a special case of the managed
card protocol.

On the basis of above considerations, we can give the main
authentication procedure of managed card protocol. The main
authentication procedure and message format are according to
Microsoft’s implementation of InforCard protocoll™® and the
OASIS identity metasystem specification!).

The elements of n1 to ng, nce and nse are random num-
bers. ki, k2 and k; are symmetric keys. PK;p represents the
public key of IP and PK I}} represents the private key of IP.
Cksig is the signature key of client. Ckene is the encryption

key and Clendorse is the endorsing signature key. RPkgig is
the signature key of RP and RPkey. is the encryption key.
M, indicates request message and M,..sp indicates response
message. My, indicates the issued token by identity provider.
SAML is the type of issued token. Mencior Tepresents the
encyphered token. cardld is the unique identity of a card.
typesrp stands for the types of the required claims. claimsy
represents claims with the attribute values for the required
typesrp. Mmac is the message signature. Mp,o0f is the en-
dorsing signing message proving possession of proof key.

The detailed communication proceeds and message format
of managed card protocol are described as following:

(1) C->TP: {{k1}prrc;p,n1,n2, {{Muser, Mrst}ch,,y» Muser,
Mist}Chene }
Muyser = (U, pwd),
M,si = (cardld, typesrp, RP,nc.)
Chsig = PSHAL (K1, m1),
Chene = PSHA1 (K1, n2)
(2) TP->C: {n3,na, {{Mrstr }1Pk,; s Mrstr}1Pkene }
M, str = {kt}prrp, {SAML(M;0or,
{ Mok} pic,p) oo Mise)
Mior = (IP,{PSHA1(nce,nse) } PK g,
claimsy, RP, ppid)
[Pksiy = PSHAL(k1,n3),
[Pkene = PSHAL (1, n4)
(3) C->RP: {{ka}Prpp,ns, 16, N7, Menctok, { Mmac, Mprooy,
Mireq}Cheopes }
Menctor == ({ki} Prpp, {SAML(Mor,
{Miok}pic,p) Yoo )s
Mimae = {Mreq}Chyigns
Mproo = {Mmac}tChepaorse>
Ckenca = PSHAl(k2,ng),
Cksige = PSHA1(k2,ns),
kproof = PSHAl(nce, nse),
Ckendorse = PSHAL(kprooy, n7)
(4) RP->C: {ns,ng, {{Myesp } RPk,; s Mresp} RPEen. }
RPkene = PSHA1(ks, no),
RPkyiy = PSHAL(ks, ns)

ITI. Formal Verification of Infocard
Protocol

In this paper, we use the formal tool-Automated validation
of Internet security protocols and applications (AVISPA)[®:6]
to analyze InfoCard protocol.

1. Modeling InfoCard protocol and security goals

AVISPA is a formal tool for building and analyzing secu-
rity protocols. AVISPA integrates four different formal back-
ends: On-the-fly model-checker (OFMC), CL-based Attack
searcher (CL-AtSe), SAT-based model-checker (SATMC) and
Tree-automata-based protocol analyzer (TA4SP). These back-
ends implement different automated reasoning techniques for

282



Formal Analysis of Information Card Federated Identity-Management Protocol 85

formally analyzing protocol specification. To our knowledge,
no other tool exhibits the same level of scope and robustness
while being with the same performance and scalability.

AVISPA uses a special language called High level proto-
col specification language (HLPSL)[g’IO] to model the analyzed
protocol. A HLPSL specification is composed of three parts:
a list of definitions of basic roles (the principals of protocol),
protocol session, Intruder capabilities and a list of declarations
of goals.

(1) Modeling InfoCard protocol in HLPSL

Specification of protocol basic roles. The specifica-
tion of InfoCard protocol contains three basic roles: client,
Identity provider (IP), and Relying party (RP). Every role
owns a list of global variables, a list of local variables and a
lot of transitions. Global variables represent the public and
share initial knowledge. Messages are exchanged via channels,
Sending channel (SND) and Receiving channel (RCV). dy, the
channel of type, stands for a channel of Dolev-Yaol'!! which
is under complete control of intruder. The following is the
HLPSL specification of client.

role client (C, IP, RP : agent,
Kip, Krp : public_key,
Muser, Cardid : text,
SND, RCV : channel (dy),
PSHA1 : hash_func)

played_by C def=
local State : nat,

N1,N2,N3, N4, N5, N6, N7, N8, N9, Nce, Nse : text,
K1, Kt, K2 : symmetric_key,
Ipksig, Ipkenc, Cksig, Ckenc, Cksigl, Ckencl,

Rpksig, Rpkenc :
hash(symmetric_key.text),
Kproof : text,
Ckendorse : hash(text. text),
Mresp, Mreq: message,
SAMLtoken:agent.{ text} _public_key.text.agent.text.{ age-
nt. {text}_public_key.text.agent.text} _inv(public_key)

The transition section of basic roles describes the proce-
dure of message reception and emission (behavior of princi-
pals). Every transition has the form “precondition =>action”,
which represents that when precondition is satisfied, action
will be executed. For instance, the state transition of the client
is as following:

transition

0. State = 0 A RCV/(start) = | >

State:=2 A N1":=new() A N2":=new()A K1:= new()
A Cksig:=PSHA1(K1 .N1)A Ckenc :=PSHAL1
(KU.N2)A SND({K1'}_.Kip. NI".N2'. {{Muser.Ca-
rdid. typesrp.RP.Nce'}_Cksig’. Muser. Cardid. type-
srp. RP. Nce'}_Ckenc')
2.State=2ARCV (N3 .N4' {{{Kt'}-Krp.{SAM Ltoke-
n'}. Kt'.Nse'}_Ipksig' {Kt'}_Krp.{SAM Ltoken'}_
Kt'.Nse'} _Ipkenc') A Ipksig' = PSHA1(K1.N3')A
Ipkend = PSHAL(K1.N4')=| >

State:=4AK2' := new()AN5 := new()AN6" := new()
ANT := new() ACksigl’ == PSHA1(K2'.N5')/\ Cke-
ncl’ := PSHAL (K2'.N6") AKproof' := PSHA1(Nce.
Nse)A Ckendorse' := PSHA1 (Kproof .N7') ASND
({K2'}_Krp. N5'.N6¢' N7 {Kt'}_Krp. {SAM Ltoken'}

Kt {Mreq.{Mreq} Cksigl’ {{Mreq}_-Cksigl'}_Cke-
ndorse'} _Ckencl’)

4.State=4 A RCV (N8 .N9' . {{Mresp} _Rpksig’. Mre-
sp}-Rpkenc' )A

Rpksig' = PSHAL(K2.N8') A Rpkenc' = PSHAL

(K2.N9') = | >
State’:= 6
end role

Protocol session. A session is used for describing how
to combine roles which is to run roles in parallel. The run of
a basic role is a process. In the session of InfoCard protocol,
the processes of three basic roles (client, IP, RP) run parallel
which is described as following:

Role session(C, IP, RP: agent, Kip, Krp: public_key,
Muser, Cardid: text, PSHAI: hash_func) def=

local SC, RC, SIP, RIP, SRP, RRP: channel (dy)

composition
client(C, IP, RP, Kip, Krp, Muser, Cardid, SC, RC,
PSHAL)
A ip(C, IP, RP, Kip, Krp, Muser, Cardid, SIP, RIP,
PSHA1)
A rp(C, IP, RP, Kip, Krp, SRP, RRP, PSHA1)
end role

Intruder capabilities. Intruder capabilities are defined
in the environment role. This role comprises global constant
and a composition of session, where the intruder may play
some roles as legal users. Composition session includes two
parallel protocol running in which the intruder is participat-
ing. The definition of environment role is as follows:
role environment() def=

const
client, ip, rp : agent,
krp, kip, ki . public_key,
typesrp, muser, cardid, claimsu, ppid : text,
samltoken :protocol_id,
pshal :hash_func

intruder_knowledge = { client, ip, rp, krp, kip, ki, inv(ki),
pshal}
composition
session(client, ip, rp, kip, krp, muser, cardid, pshal)
A session(client, ip, rp, kip, krp, muser, cardid, pshal)
end role
(2) Modeling security goals in HLPSL
Authentication and secrecy are two basic security goals of
InfoCard protocol. We model them as following:
request (IP, C, muser, Muser) witness(C, IP, muser,
Muser)
request (IP, C, cardid, Cardid) witness(C, IP, cardid, Car-
did)
request(RP,C,samltoken,SAMLtoken’)
witness(C,RP,samltoken,SAMLtoken’)
secret (SAMLtoken, samltoken, {IP, C})
request(IP,C, muser, Muser) that 1P  re-
the  message(Muser) the  client(C).
witness(C, I P,muser, Muser) means that the client sends
the message (Muser) to IP. The paired predicates (request
and witness) describe strong authentication!? properties in
HLPSL.

means

ceives from
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secret(SAM Ltoken, samltoken,{IP,C}) represents the
main secrecy goal that SAML type token should be confiden-
tial between the IP and the client. An attacker can not know
the token.

2. Security verification and verification results

Given a HLPSL specification, the next step is to trans-
late it into a lower level specification. This is automatically
done by the translator hlpsl2if, generating a specification in an
intermediate format (IF). In the end, IF specification is veri-
fied by the underlying automated reasoning module.
the verification process of InfoCard protocol, we mainly used
the OFMC (On-the-fly model—checker)[m], which is the most
important and powerful reasoning module of AVISPA.

During

We have found three types of attacks:
tack, man-in-the-middle attack and token replay attack. The
man-in-the-middle attack and token replay attack are found
based on the assumption that two optional elements, token
scope and proof key, lack in InfoCard protocol implementa-

session replay at-

tion.
(1) Session replay attack
This attack is found by authentication goal. An attacker

can intercept the old message from a client to IP and replay

it to IP in a new session. The attack is showed as follows.

i -> (client, 3): start

(client,3)-> 4
{K1(1)}-kip.N1(1).N2(1).{{muser.cardid.typesrp.rp.Nce
(1)}-(pshal(K1(1).N1(1))).muser.cardid.typesrp.rp.Nce
(1)} (pshal(K1(1).N2(1)))

i->(ip,3):
{K1(1)}_kip.N1(1).N2(1).{{muser.cardid.typesrp.rp. Nce

(1)}-(pshal (K1(1).N1(1))).muser.cardid.typesrp.rp. Nce(1) }-
1

(pshal(K1(1).N2(1)))
(ip,3)-> i
N3(2).N4(2) {{{Kt(2)}_-krp.{ip.{pshal(Nce (1).Nse(2))}

_krp.claimsu.rp.ppid.{ip.{pshal(Nce(1).Nse(2))} _krp. claz—
msu.rp.ppid}_inv(kip) }_Kt(2).Nse(2) }-(pshal (K1(1).N
(2)){Kt (2)}-krp.{ip.{pshal(Nce(1).Nse(2 ))}_krp.clm—
msu.rp.ppid.{ip.{pshal(Nce(1).Nse(2))}_krp.claimsu.rp.
ppid}_inv(kip) } Kt (2).Nse(2)}-(pshal (K1(1).N4(2)))
i->(ip,7):
{K1(1)}-kip.N1(1).N2(1).{{muser.cardid.typesrp.rp.Nce
(1)}-(pshal(K1(1).N1(1))).muser.cardid.typesrp.rp.Nce(1) }
(pshal(K1(1).N2(1)))
(ip,7)-> i

N3(3).N4(3) {{{Kt(3)}-krp.{ip-{pshal(Nce(1l).Nse(3))}-

krp.claimsu.rp.ppid.{ip.{pshal(Nce(1).Nse(3))}_krp.claimsu.

rp.ppid}_inv(kip)}-Kt(3).Nse(3)}-(pshal(K1(1).N3(3))).{Kt

(3)}-krp.{ip.{pshal(Nce(1).Nse(3))}-krp.claimsu.rp.ppid.{ip.

{pshal(Nce(1).Nse(3))}_krp.claimsu.rp.ppid}_inv(kip) } Kt
(3).Nse(3)}-(pshal(K1(1).N4(3)))
where ¢ represents an intruder. “(client, 3) -> 4, i-> (ip, 3)
and (ip, 3) -> i” is a round execution of protocol. The intruder
is a man in middle, who can intercept the all of message from
client to identity provider. “i -> (ip, 7) and (ip, 7) -> i” is
another round execution, in which the intruder replay the old
message intercepted from the former round.

Although the intruder can not decrypt the token issued by
IP in the above attack, the attack has breached the authen-

tication property. It also induces DOS attack if the intruder
replays continuously the old authentication request message to
IP.

(2) Man-in-the-middle attack

In the specification of OASIS identity metasystem interop-
erability, two optional elements, token scope and proof key, are
extremely critical. We model and analyze the revised InfoCard
protocol where these two optional elements lack. We found
that InfoCard protocol is susceptible to man-in-the-middle at-
tack if the element of token scope lacks in the implementation
of InfoCard protocol. We also found the attack of replaying
the token without the optional element of proof key.

Token Scope element which represents the identity of RP
in the request token message is optional. An Identity Selector,
by default, should not convey information about the relying
party where an issued token will be used (i.e., target scope)
This helps safeguard user
privacy. However, if token scope lacks in request-token mes-
sage, our analysis can find a man-in-the-middle attack that
allows a dishonest replying party (an intruder) to impersonate
a user at another replying party. The attack is shown as Fig.2.

when requesting security tokens.

Fig. 2. Man-in-the-middle attack. A—{{ki}pkIpP, n1,
nz, {{MuseryMT'st}Cksig7 MuseryM'rst}Ckenc}; B—
{TL3, na, {{MTStT}IPksig7 MrstT}IPkenc}; C—
{{kQ}PKiy ns, ne, N7, Menctok7 {Mmac, Mp7'oof7
Mregtcorencets D—{{k2}px rP, 15, N6, 17, Menctok,
{Mmac, MpT00f7 Mrﬁt]}Ckean}? Ei{”S: ng,
{{Mr'esp}RPksig7 M'resp}RPkenc}

In Fig.2, Pki represents the public key of the intruder.
M _tok does not contain the identifier of RP. Hence when the
intruder receives the token, he can forward directly the signed
token and forge other items of the message to another RP. As
a result, intruder impersonates a legal client at another RP
to get the resource of RP. If token scope is included in issued
token, the dishonest RP can not impersonate a legal user at
another RP, because the dishonest RP can not tamper the
identifier of RP contained in the signed token by private key
of IP. Therefore, the dishonest RP can not abuse the token
issued by IP at another RP.

(3) Token replay attack

Proof key is a subject confirmation key. In identity meta-
system interoperability version 1.0, proof key is an optional
element, but it is very important. Proof key is a credential be-
tween client and IP. Meanwhile it is included in the encyphered
token. In the third step of InfoCard protocol, a client uses the
proof key to produce the endorse key which is used to sign
the MAC of request message. Thus, RP authenticates client
based on the token and the proof key. Although an attacker
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can get the signed token, he can not tamper the signed to-
ken. It means that he can not tamper the proof key included
in signed token. Therefore the attacker can not impersonate
a legal user without the proof key. Consequently, proof keys
provide stronger authentication guarantee.

If the proof key lack in InfoCard protocol, an intruder who
have stolen the token by some attack methods, such as DNS
dynamic pharming attack[lg], can impersonate legal user and
replay the signed token to legal RP. If we add the token to the
knowledge of intruder and delete proof key of exchanged mes-
sages in the formal model of InfoCard protocol, our analysis
can find an attack to authentication goal as follows where an
intruder, represented as ¢, can pass the authentication to RP
by the stolen token.

i >(rp,6):

{K2(1)}_Krp.N5(1).N6(1).N7(1) {Kt(1)} _Krp{IP.
claimsu.RP.ppid.{IP.claimsu.RP.ppid}_inv(Kip)} _Kt(1).{
Mreq{Mreq}_pshal(K2(1).N5(1))}-pshal(K2(1).N6(1))
(rp,6)> i

N8(2).N9(2).{{Mresp}_pshal(K2(1).N8(2)).Mresp}-
pshal(K2(1).N9(2))

IV. Related Work

Gajek et al.l*® analyzed the attacks to InfoCard based
on weak security policy enforcements in commodity browsers.
Hoang et al.1 discussed the problem InfoCard secure Roam-
ing across different terminals. Alrodhan and Mitchell™! ana-
lyzed its privacy property of card space and suggested a zero-
knowledge cryptographic technique to improve privacy pro-
tection. Ahn et al.l'® proposed a user preference expression
language that is crucial to manage user’s privacy in federated
identity management. Ahn et al.'” provided category-based
privacy preference approach to enhance the privacy of user-
centric identity management systems.

The work most closely related to ours is Ref.[18]. In this
paper, Bhargavan et al. formally verified a reference imple-
mentation of InfoCard with ProVerif, a formal tool based on
pi calculus. They found a man-in-the-middle attack where at-
tacks get the unencyphered signature and replace it with own
signature. Their analysis is based on the assumption configu-
ration that signed messages were not encyphered. Without the
assumption, their method can not find any attack. However
in most cases, signed messages should be encrypted when pro-
tocols are designed, because attacks can get the unencyphered
signature and replace it with own signature.
sis, the configuration of InfoCard protocol is encryption after
signature. Therefore, the new attacks found in the paper are
different from Ref.[18].

In our analy-

V. Conclusion

In this paper, we have successfully analyzed the authen-
tication and secrecy properties of Infocard protocol using a
formal analysis tool, AVISPA. Our analysis showed that In-
foCard protocol is easily subjected to a session replay attack
because this protocol is lack of freshness numbers. In addi-
tion, we analyze the importance of token scope and proof key,
the two main optional elements in the specification of OASIS

Identity Metasystem Interoperability. Our analysis indicated
that a man-in-the-middle attack where a dishonest RP can
impersonate a legal user with acquired token to pass authenti-
cation of another RP, and token replay attack where a intruder
can replay the stolen security token, are possible if these two
optional elements lack in InfoCard protocol. We have imple-
mented an InfoCard identity selector using Java on android
platforms. Meanwhile, we are implementing an entire Info-
Card system. In the future, we would like to verify the privacy
properties for federated identity-management protocols based
on our implementation using formal methods.
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