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* document cited by a foreign patent office

D1 discloses a system, method, and apparatus for providing digital identification. 

D2 discloses a system and method for providing secure digital identification in a mobile digital 
wallet. 

D3 discloses functional and administrative requirements for eIDs, in order for them to be used in 
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practical, real-world applications. 

D4 discloses a method for providing digital identification. 

D5 discloses a system and method for partitioning the namespaces of a secure element in 
contactless smart card devices, in order to provide data security. 

Purposive Construction of Claims 1-21 

The subject-matter defined by a claim is determined on the basis of a purposive construction of 
the claim conducted in accordance with the principles set out by the Supreme Court of Canada 
in Free World Trust v Électro Santé Inc., 2000 SCC 66 and Whirlpool Corp. v Camco Inc., 2000 
SCC 67 (for more information please see the Practice Notice titled “March 2026 Patentable 
Subject-Matter under the Patent Act”). 

The purposive construction of a claim is carried out in light of the whole of the specification and 
takes into account what the person skilled in the art would understand from the whole of the 
specification to be the nature of the invention.  

In view of statements in the description (paragraphs 0001-0014, 0023-0029), the person skilled 
in the art to whom the application is directed can be characterized as a policy administrator 
familiar with identity and age verification regulations, including identity documents, and a 
computer programmer. 

The person skilled in the art would possess the following common general knowledge (CGK): 
• conventional mobile electronic devices, including processors;
• identity documents, such as government issued identity cards and private institution

issued identity cards;
• conventional processors well-known in the art for communicating between electronic

devices; and
• conventional processors well-known in the art for hosting electronic wallet applications

and the corresponding programming therefor, based on the limited description of
programming.

Given reference of interest in electronic wallets (paragraphs 0001-0014, 0023-0029) the person 
skilled in the art would understand that how to implement the claimed subject-matter on a 
computer system is CGK. 

It is apparent that the disclosed method is an algorithm that is merely processed by the 
computer system in a conventional manner, and there is no evidence that the processing results 
in any improvement to the functioning of the computer system. 

The skilled person would understand that the nature of the invention in claims 1-21 involves to 
providing data by determining the potential relevance of the data based on its label, and 
requiring the requestor of the data to satisfy a corresponding security policy. 

There is no use of language in the claims indicating that any of the elements are optional, a 
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preferred embodiment or one of a list of alternatives. Therefore, all of the elements are 
considered to be essential according to the intent of the inventor as expressed in the claims. 
 
Response to Applicant’s Correspondence 
 
The applicant’s remarks of 28 July 2025 (28-07-2025) have been considered, but are not 
persuasive. 
 
Regarding subsection 27(8) of the Patent Act, the examiner has been guided by the Office’s 
examination practice as set out in practice notice titled “March 2026 Patentable Subject-Matter 
Under the Patent Act” and the relevant jurisprudence. As purposively construed above, the 
subject-matter defined by claims 1-21 is a computer-implemented abstract algorithm. The 
applicant states that “claims 1 and 15 recite a method in which a specific architecture having a 
combination of components with a physical existence is required to perform the method. The 
actual invention therefore consists of the specific combination of elements defined by the recited 
architecture (mobile device cooperating with reader in claim 1; mobile device cooperating with 
reader and verifier in claim 15 (all the components having their processor) and which cooperate 
together to provide the solution to the problem. In the present case, the actual invention does 
not reside solely in the processing streps performed by a computer, but rather in the specific 
cooperation between the components each performing a specific task”, and “claim 11 is directed 
to a mobile device having a memory for storing instructions executable by the processor and 
including an eID wallet application having instructions to cause the processor to operate in a 
specific architecture having a combination of components with a physical existence and 
required for operation of the claimed mobile device. The actual invention therefore consists of 
the specific combination of elements defined by the recited architecture (mobile device 
cooperating with reader and which cooperate together to provide the solution to the problem. In 
the present case, the actual invention does not reside solely in the processing streps performed 
by the processor of the mobile device, but rather in the mobile device itself and its cooperation 
with the reader, with the mobile device and the reader each performing specific tasks”. 
 
This is not persuasive. The only essential element of the construed claims that has physicality is 
the computer which receives data and provides output information. The claims on file are not 
directed to a physical result, such as an improvement to the functioning of the computer. 
 
Regarding section 28.3 of the Patent Act, the applicant’s arguments against the prior art are not 
persuasive.  
 
The independent claims of the present applications are: 

1. A method for managing security policies for data items stored in an electronic 
identification (eID) wallet on a mobile device having a processor, the method comprising: 

a. associating, by the processor of the mobile device, security policies with each of 
a plurality of supported namespaces on the mobile device, each of the plurality of 
supported namespaces either satisfying or not satisfying a level of security 
(LOS); and 

b. operating a reader having a processor configured for executing a reader module 
to communicate with the mobile device and to select a namespace satisfying a 
required level of security (LOS) to access a data item stored on the mobile 
device based on the security policies associated with the plurality of supported 
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namespaces on the mobile device. 
11. A mobile device comprising: 

a. a processor; and 
b. a memory for storing instructions executable by the processor and for storing 

electronic identity (eID) data, the memory including an eID wallet application 
having instructions to cause the processor to: 

i. receive a request for supported namespaces from a reader; 
ii. transmit a list of supported namespaces to the reader; 
iii. receive a list of selected namespaces satisfying a required level of 

security (LOS) from the reader; and 
iv. in response to receiving the list of selected namespaces from the reader, 
v. transmitting security rules associated with each selected namespace 

according to a defined bytestring template. 
15. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method comprising: 
a. associating, by the processor of the mobile device, a security policy with each of 

a plurality of supported namespaces on the mobile device, each of the plurality of 
supported namespaces either satisfying or not satisfying a level of security 
(LOS); 

b. transmitting, by the processor of the mobile device, a list of supported 
namespaces and the security policy of each of the plurality of supported 
namespaces to a reader having a processor and connected to a verifier having a 
processor; 

c. selecting, by the processor of the verifier, at least one of the namespaces 
satisfying a required level of security (LOS) as candidate namespaces, and 
transmitting from the reader to the mobile device, using the processor of 

d. the reader, a list containing the candidate namespaces; 
e. transmitting to the reader by the processor of the mobile device, the security 

policy associated with each of the selected candidate namespaces; 
f. operating the processor of the verifier to: 

i. determine for which of the candidate namespaces the verifier can satisfy 
corresponding access rules of the security policy of the namespace; 

ii. and 
iii. if the verifier can satisfy the corresponding access rules of the security 

policy of at least one candidate namespace, selecting one of the 
candidate namespaces for which a verifier terminal can satisfy the 
corresponding access rules of the security policy, to access a data item, 
and demonstrating satisfaction of the corresponding access rules of the 
security policy to the mobile device; 

iv. if the verifier cannot satisfy the corresponding access rules of the security 
policy of any of the candidate namespaces, rejecting access to the data 
item; and 

v. upon successful demonstration by the reader to the mobile device of 
satisfaction of the corresponding access rules of the security policy of the 
selected namespace, granting access to the data item by the processor of 
the mobile device to the reader. 

 
The claims, as written, do not define how the reader is aware of the security policies associated 
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with namespaces. It is also not defined what may be the use of security policies (which are 
undefined) beyond the fact that they participate to the namespace selection. Thus, an actual 
technical effect of the differentiating feature is not apparent.  
 
While the language of the claims is to be construed in view of the specification as a whole, 
during examination, the language of the claims is interpreted by giving each term its plain and 
usual meaning in the art to which the invention pertains, unless it is clear from the description 
that a term in the claims is to be given a different meaning. Further, reference to the description 
cannot be used to vary the scope of the claims. Whenever an applicant desires to act as their 
own lexicographer in an application, it is incumbent on them to make this clear from the 
language of the description. In the present case, the applicant appears to rely on narrower 
interpretations of the claim language, by referring to the description. 
 
The claims, as written, encompass the associated policies being generic policies also locally 
known from the requester for predefined kinds of eIDs. This policies may be deemed to be any 
kind of rules which may even be of business nature (paragraphs 0025-0029 of the present 
application provide such examples). It is maintained that selecting a namespace satisfying a 
required level of security (LOS) to access a data item stored on the mobile device based on the 
security policies associated with the plurality of supported namespaces on the mobile device, is 
an obvious design choice, as the LOS and security policies are very broadly defined in the 
claims. The definition of LOS for namespaces is an administrative step which appears merely to 
define, for instance, that a passport may be more trustworthy than a club member card (see 
paragraph 0005 of the present description). 
 
D3, as a white paper, would motivate the person of ordinary skill in the art to use namespaces 
to satisfy an LOS as described in the present application, as the use case in present paragraphs 
0025-0029 is analogous to the example in D3, point 2.6.1. Applicant has taken the definition of a 
“White Paper” from section 1 of D3; the rest of that section states “This document can be 
considered to be a White Paper. That is, this document is by no means the definitive and final 
word on mDL functional requirements. It is fully recognized that this topic will likely see 
significant growth in the months and years to come. Consequently this document intends to 
serve as a basis for further discussion, investigation and research”. One skilled in the art would 
therefore understand that D3 is meant to be read in the context of that state of the art as a 
whole, and would consider its teachings to be incorporated into the art of eIDs and electronic 
wallets. Additionally, the concept of data minimization is considered to be a security policy; 
restricting the data presented to “something about a field rather than the field itself”, as in the D3 
example “the mDL holder should be able to release only the fact that the holder is above a 
certain age, rather than the actual date of birth” is considered to be a policy for securing a 
person’s birthdate information. 
 
Allowable Claims 
 
None of the claims on file are found to be allowable. 
 
Summary of Defects 
 
Claims 1-21 do not comply with section 2 of the Patent Act, and are prohibited by subsection 
27(8) of the Patent Act.  
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Claims 1-21 do not comply with section 28.3 of the Patent Act. 
 
The examiner has identified the following defects in the application: 
 
Subject Matter 
 
Claims 1-21 are directed to subject-matter that that lies outside the definition of “invention” and 
does not comply with section 2 of the Patent Act and is prohibited by subsection 27(8) of the 
Patent Act.  
 
As purposively construed, the subject-matter defined by claims 1-21 is a computer-implemented 
abstract algorithm. The only essential element of the construed claims that has physicality is the 
computer which receives data and provides output information. It is therefore appropriate to ask 
the Schlumberger question, which compares the invention under consideration to Schlumberger 
Canada Ltd. v. Commissioner of Patents, 1981 CanLII 4718 (FCA), [1982] 1 FC 845), wherein a 
mathematical calculation was simply programmed into a computer and was not considered to 
constitute patentable subject-matter, and asks if the situations can be distinguished. 
 
As evident from the purposive construction, the skilled person would understand that the claims 
encompass a well-known computer, which is used in a conventional manner, without imparting 
anything more, such as an improvement to the functioning of the computer. The claims cannot 
be distinguished from Schlumberger where an algorithm was merely programmed into a well-
known computer as a bare practical application. As in Schlumberger, nothing other than an 
algorithm has been discovered and nothing physical results from processing the algorithm.  
 
The subject-matter defined by the claims does not meet the physicality requirement implicit in 
the definition of invention and therefore lies outside the definition of “invention” and does not 
comply with section 2 of the Patent Act and is prohibited by subsection 27(8) of the Patent Act. 
 
Obviousness 
 
The claims on file do not comply with section 28.3 of the Patent Act. These claims are directed 
to subject-matter that does not require any degree of inventiveness and would have been 
obvious at the claim date to a person skilled in the art or science to which it pertains. 
 
In Apotex Inc. v. Sanofi-Synthelabo Canada Inc., 2008 SCC 61 (“Sanofi”), the Supreme Court of 
Canada set forth a four-step approach that provides a framework for objectively assessing 
obviousness. These four steps have been applied to the claims on file as follows: 
 
(1)(a) – Identify the notional “person skilled in the art”. 
The person skilled in the art to whom the application is directed can be characterized as a policy 
administrator familiar with identity and age verification regulations, including identity documents, 
and a computer programmer. 
 
(1)(b) – Identify the relevant common general knowledge of that person. 
The common general knowledge of the person skilled in the art includes mobile communication 
devices, programming on generic computer systems, and electronic identification (eID) wallet 
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applications. 
 
The common general knowledge of the person skilled in the art, as demonstrated in D1-D5, 
includes eIDs, levels of security corresponding to identification documents including eIDs, 
methods for maintaining data security, and  
 
(2) – Identify the inventive concept of the claims in question or if that cannot readily be 
done, construe it. 
The inventive concept of claims 1-14 pertains to a method and device comprising: 

• associating security policies with each of a plurality of supported namespaces on a 
mobile device, each of the plurality of supported namespaces either satisfying or not 
satisfying a level of security (LOS); and 

• operating a reader communicate with the mobile device and to select a namespace 
satisfying a required level of security (LOS) to access a data item stored on the mobile 
device based on the security policies associated with the plurality of supported 
namespaces on the mobile device 

 
The dependent claims also set out further limitations. However, as these limitations do not 
contribute anything substantial to the inventive concept, all of the claims are considered to share 
the same common inventive concept. 
 
The inventive concept of claims 15-21 pertains to a method comprising: 

• associating security policies with each of a plurality of supported namespaces on a 
mobile device, each of the plurality of supported namespaces either satisfying or not 
satisfying a level of security (LOS); 

• transmitting a list of supported namespaces and the security policy of each of the 
plurality of supported namespaces to a reader having a processor and connected to a 
verifier; 

• selecting by the verifier, at least one of the namespaces satisfying a required level of 
security (LOS) as candidate namespaces, and transmitting from the reader to the mobile 
device, a list containing the candidate namespaces; 

• transmitting to the reader by the mobile device, the security policy associated with each 
of the selected candidate namespaces; 

• determining, by the verifier, which of the candidate namespaces the verifier can satisfy 
corresponding access rules of the security policy of the namespace, 

o in the case that the verifier can satisfy the corresponding access rules of the 
security policy of at least one candidate namespace:  
 selecting one of the candidate namespaces for which a verifier terminal 

can satisfy the corresponding access rules of the security policy, to 
access a data item, and demonstrating satisfaction of the corresponding 
access rules of the security policy to the mobile device; 

 granting access to the data item by the processor of the mobile device to 
the reader; and 

o in the case that the verifier cannot satisfy the corresponding access rules of the 
security policy of any of the candidate namespaces: 
 rejecting access to the data item. 
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The dependent claims also set out further limitations. However, as these limitations do not 
contribute anything substantial to the inventive concept, all of the claims are considered to share 
the same common inventive concept. 
 
(3) – Identify what, if any, differences exist between the matter cited as forming part of 
the “state of the art” and the inventive concept of the claims or the claims as construed. 
D3 is considered to be the closest prior art and discloses a mobile driver’s license (mDL) (2.1 
Functional Requirement Summary), which may be stored in an electronic wallet on a mobile 
device (2.13 Wallet Solutions), and electronically secured so that the personally identifiable 
information related to the mDL is only when certain conditions are met (2.6 Data Privacy and 
Protection). D3 also discusses LOS being associated with the mDL (2.3 Trust Establishment, 
2.4 Identity Confirmation, 2.14 Use Case Examples). 
 
(4) – Do those differences constitute steps which would have been obvious to the person 
skilled in the art or do they require any degree of invention? 
The differences would have been obvious to a person skilled in the art. 
 
D3 is a White Paper, outlining requirements for digital identity systems (1. Introduction), and 
forms part of the common general knowledge. One skilled in the art would therefore look to prior 
art documents D1, D2, or D4 for detailed implementation. 
 
D4 discloses a method for managing security policies for data items stored in an electronic 
identification (elD) wallet on a mobile device, comprising: 

• associating security policies (paragraphs 0008-0017, claim 1) with each of a plurality of 
supported namespaces on the mobile device (paragraph 0009), each of the plurality of 
supported namespaces either satisfying or not satisfying a level of security (LOS) 
(implicit to all namespaces representing IDs, as each ID will either satisfy or not the level 
of security set by the authority using the reader; see claim 1, abstract: “plastic id cards, 
such as driver license, health insurance and others”); and 

• operating a reader executing a reader module (claim 7) to communicate with the mobile 
device and to select a namespace satisfying a required level of security (LOS) to access 
a data item stored on the mobile device based on the security policies associated with 
the plurality of supported namespaces on the mobile device (paragraph 0013: “the 
invention may provide a user with the capability of sharing information with other users 
from within their own--MyPIDs---virtual folder. Moreover, a user may have the capability 
to define and individually control other users rights to data contained to be shared. The 
invention will be provided with read only access to prevent remote users affect others 
files placed in--MyPIDs--folder.”). 

 
While D4 does not explicitly disclose selecting a namespace satisfying a required level of 
security (LOS) to access a data item stored on the mobile device based on the security policies 
associated with the plurality of supported namespaces on the mobile device, this is an obvious 
design choice; based on the requirements set in D3, the reader should not select a namespace 
that does not meet its own level of security, as this personal information is not relevant to the 
reader. 
 
D1 discloses a similar method (paragraphs 0005-0008, 0021-0034, fig. 1, 2), as does D2 
(abstract, page 1 line 25-page 3 line 18, page 6 line 28-page 13 line 32, fig. 1, 2, 3A, 3B). D1 
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and D2 do not disclose the use of namespaces, however, D4 demonstrates the use of 
namespaces for representing the stored data in a mobile wallet (paragraph 0009). For the sake 
of completeness, it is noted that D5 discloses the use of namespaces for security purposes in 
mobile wallet applications (abstract, paragraphs 0040-0045). 
 
Regarding the steps of determining, by the verifier, which of the candidate namespaces the 
verifier can satisfy corresponding access rules of the security policy of the namespace, 

• in the case that the verifier can satisfy the corresponding access rules of the security 
policy of at least one candidate namespace:  

o selecting one of the candidate namespaces for which a verifier terminal can 
satisfy the corresponding access rules of the security policy, to access a data 
item, and demonstrating satisfaction of the corresponding access rules of the 
security policy to the mobile device; 

o granting access to the data item by the processor of the mobile device to the 
reader; and 

• in the case that the verifier cannot satisfy the corresponding access rules of the security 
policy of any of the candidate namespaces: 

o rejecting access to the data item, 
these are all obvious design choices. One skilled in the art would consider it to be a requirement 
that the data items stored in an electronic identification (elD) wallet are only released when 1) 
the requestor can determine that the data items are relevant and 2) that the requestor can meet 
data security requirements, as each of documents D1-D5 pertain to personally identifiable 
information. 
 
Conclusion 
 
In view of the above, the claims on file are directed to subject-matter that does not require any 
degree of invention and would have been obvious at the claim date to a person skilled in the art, 
and do not comply with section 28.3 of the Patent Act. In view of the above , the claims on file 
are directed to an abstract algorithm, and do not comply with section 2 of the Patent Act, and 
are prohibited by subsection 27(8) of the Patent Act. 
 
Examiner Requisitions 
 
If the defects referred to in the requisition are not overcome, the application may be rejected in a 
FINAL ACTION. 
 
In view of the foregoing defects, the applicant is requisitioned, under subsection 86(2) of the 
Patent Rules, to amend the application in order to comply with the Patent Act and the Patent 
Rules or to provide arguments as to why the application does comply. 
 
Under section 102 of the Patent Rules, any amendment made in response to this requisition 
must be accompanied by a statement explaining the purpose of the amendment and identifying 
the differences between the new page and the replaced page. 
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Phoenix Bard-Cavers 
Patent Examiner 
819-965-5094 
 
As per CIPO Client Service Standards, a response to a telephone enquiry or voice mail should 
be provided by the end of the next business day. In the event that attempts to reach the 
examiner are unsuccessful, the examiner's Section Head, Chaza Nasrallah, can be reached at 
819-635-4148  
 
For general inquiries: 1-866-997-1936 or for more options see 
http://www.ic.gc.ca/eic/site/cipointernet-internetopic.nsf/eng/wr00006.html. 
3154428D_PBC.docm 
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CANADIAN INTELLECTUAL PROPERTY OFFICE 

 
Inventor(s):  FAHER, Mourad et al. 
Applicant(s):  THALES DIS FRANCE SAS 
Patent application N° :  3,154,428 
Title: SECURITY MECHANISM FOR NAMESPACES USED IN 

ELECTRONIC IDENTIFICATION ON MOBILE DEVICES 
Our file.: 014211-0023 
 
COMMISSIONER OF PATENTS 
GATINEAU, QUEBEC, K1A 0C9 

 
RESPONSE TO A NOTICE UNDER SUBSECTION 86(2) OF THE PATENT RULES  

 

 

Commissioner: 

In response to the Examination Report of March 26, 2025, please amend the above-identified 

patent application as follows. 

IN THE DESCRIPTION: 

Please cancel pages 17-21 presently on file and substitute therefor enclosed new pages 17-22. 

IN THE CLAIMS: 

Please cancel the set of claims presently on file, and substitute therefor the enclosed new set of 

21 claims. 

REMARKS 

Please examine the present patent application in view of the following remarks.  

Modifications to the description 

The description has been amended to reflect the subject matter as claimed. 

Modifications to the claims 

The claims are amended to better define the subject matter of the claims and/or for clarity 

purposes.  
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Date reçue / Received date 2025-07-28
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The Applicant submits that the present amendments are made solely to facilitate prosecution of 

the present application, without any admission regarding the characterization of the claims.  

 

A marked-up copy of the set of claims which details each of the amendments made to the claims 

is enclosed for the Examiner’s convenience. 

Reply to the rejections under subsection 27(8) of the Patent Act 

The Applicant has noted the Examination Report’s objections to former claims 1-21 for allegedly 

defining an actual invention that is excluded subject-matter under subsection 27(8) of the Patent 

Act and not being patentable subject-matter. 

Independent claims 1, 11 and 15 respectively recite:  

Claim 1:  

A method for managing security policies for data items stored in an electronic identification 
(eID) wallet on a mobile device having a processor, the method comprising: 

associating, by the processor of the mobile device, security policies with each of a 
plurality of supported namespaces on the mobile device, each of the plurality of 
supported namespaces either satisfying or not satisfying a level of security (LOS); 
and 

operating a reader having a processor configured for executing a reader module to 
communicate with the mobile device and to select a namespace satisfying a 
required level of security (LOS) to access a data item stored on the mobile device 
based on the security policies associated with the plurality of supported 
namespaces on the mobile device. 

 
Claim 11 :  
 

A mobile device comprising:  

a processor; and  

a memory for storing instructions executable by the processor and for storing electronic 
identity (eID) data, the memory including an eID wallet application having 
instructions to cause the processor to: 

receive a request for supported namespaces from a reader; 

transmit a list of supported namespaces to the reader; 

receive a list of selected namespaces satisfying a required level of security (LOS) 
from the reader; and 

CA 3154428

Date reçue / Received date 2025-07-28
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in response to receiving the list of selected namespaces from the reader, 
transmitting security rules associated with each selected namespace 
according to a defined bytestring template. 

 
Claim 15 : 

A method for managing security policies for data items stored in an electronic 
identification (eID) wallet on a mobile device having a processor, the 
method comprising: 

asssociating, by the processor of the mobile device, a security policy with each of a 
plurality of supported namespaces on the mobile device, each of the plurality of 
supported namespaces either satisfying or not satisfying a level of security (LOS);  

transmitting, by the processor of the mobile device, a list of supported namespaces and 
the security policy of each of the plurality of supported namespaces to a reader 
having a processor and connected to a verifier having a processor; 

selecting, by the processor of the verifier, at least one of the namespaces satisfying a 
required level of security (LOS) as candidate namespaces, and transmitting from 
the reader to the mobile device, using the processor of the reader, a list containing 
the candidate namespaces; 

transmitting to the reader by the processor of the mobile device, the security policy 
associated with each of the selected candidate namespaces;  

operating the processor of the verifier to:  

determine for which of the candidate namespaces the verifier can satisfy 
corresponding access rules of the security policy of the namespace; and 

if the verifier can satisfy the corresponding access rules of the security policy of at 
least one candidate namespace, selecting one of the candidate 
namespaces for which a verifier terminal can satisfy the corresponding 
access rules of the security policy, to access a data item, and 
demonstrating satisfaction of the corresponding access rules of the 
security policy to the mobile device; 

if the verifier cannot satisfy the corresponding access rules of the security policy 
of any of the candidate namespaces, rejecting access to the data item; and 

upon successful demonstration by the reader to the mobile device of satisfaction 
of the corresponding access rules of the security policy of the selected 
namespace, granting access to the data item by the processor of the 
mobile device to the reader. 

 

At least in view of the amendments to above-mentioned features of each one of claims 1, 11 and 

15 provided in the presently submitted set of claims, the Applicant respectfully submits that the 

subject matter of the claims on file is directed to an actual invention that has physical existence.  

Indeed, each one of independent method claims 1 and 15 recite a method in which a specific 

architecture having a combination of components with a physical existence is required to perform 
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the method. The actual invention therefore consists of the specific combination of elements 

defined by the recited architecture (mobile device cooperating with reader in claim 1; mobile 

device cooperating with reader and verifier in claim 15 (all the components having their processor) 

and which cooperate together to provide the solution to the problem. In the present case, the 

actual invention does not reside solely in the processing streps performed by a computer, but 

rather in the specific cooperation between the components each performing a specific task.  

Similarly, independent claim 11 is directed to a mobile device having a memory for storing 

instructions executable by the processor and including an eID wallet application having 

instructions to cause the processor to operate in a specific architecture having a combination of 

components with a physical existence and required for operation of the claimed mobile device. 

The actual invention therefore consists of the specific combination of elements defined by the 

recited architecture (mobile device cooperating with reader and which cooperate together to 

provide the solution to the problem. In the present case, the actual invention does not reside solely 

in the processing streps performed by the processor of the mobile device, but rather in the mobile 

device itself and its cooperation with the reader, with the mobile device and the reader each 

performing specific tasks.  

As indicated in the practice notice of the Canadian Intellectual Property Office (CIPO) titled 

Patentable Subject-Matter under the Patent from 2020, which is still current : Where an actual 

invention consists of a combination of elements cooperating together, all of the elements of the 

combination must be considered as a whole when considering whether there is 

patentable subject-matter and whether the prohibition under subsection 27(8) of the Patent Act is 

applicable.  

Still in accordance with the principles of the practice notice : An actual invention that includes a 

disembodied idea, a scientific principle or an abstract theorem is not patentable unless the 

disembodied idea, scientific principle or abstract theorem is part of a combination of elements that 

cooperate together and that combination has physical existence or manifests a discernible 

physical effect or change and relates to the manual or productive arts. Consequently, even if the 

claimed subject matter was directed to an actual invention including a disembodied idea, a 

scientific principle or an abstract theorem, which the Applicant does not concede, it would be 

considered patentable for being part of a combination of elements which has a physical existence. 

The applicant also notes that in claims 1 and 15, all of the recited elements form part of the actual 
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invention, as they have a material effect on the working of the invention and cooperate with other 

elements of the claimed invention to achieve the desired result. 

Consequently, the Applicant respectfully submits that independent claims 1, 11 and 15 are 

patentable under with subsection 27(8). 

Dependent claims 2-10, 12-14 and 16-21 are dependent claims which depend directly or indirectly 

from one of claims 1, 11 and 15 and are also directed to patentable subject matter at least in view 

of their dependency.  

In view of the above, withdrawal of the rejections under with subsection 27(8) of the Patent Act is 

thus respectfully requested. 

Reply to the rejections under section 28.3 of the Patent Act 

Applicant has taken note of the Examiner’s rejection of former claims 1 -21 for allegedly lacking 

an inventive step having regard to either D1 (US 2016/0294831) or D2 (WO 2015/036957), in 

view of D4 (US 2017/0046809) or D5 WO 2012/083199, and the common general knowledge.  

The Applicant has noted that the Examination describes D3 (NPL document titled "Mobile Driver’s 

License Functional Needs White Paper" from the American Association of Motor Vehicle 

Administrators (AAMVA)) as a White Paper, outlining requirements for digital identity systems, 

and forming part of the common general knowledge and indicates that one skilled in the art would 

look to prior art documents D1, D2, or D4 for implementation. 

Upon a thorough review of the cited prior art documents, the Applicant respectfully submits that 

the subject matter of currently submitted claims 1-21 is novel and inventive in view of the cited 

prior art documents. To that effect, the Applicant would like to offer the following remarks. 

As mentioned in the Examination Report, document D3 is a White Paper of the AAMVA disclosing 

a mobile driver’s license (mDL) that can be stored in a digital wallet, for example residing on a 

smartphone. (See point 2.13 of D3) D3 raises the security, privacy and user interface 

requirements set by the issuing authority (see again point 2.13) and the data privacy issues ( see 

point 2.6). In point 2.6.1 of D3, it is specified that: 

“a consumer should be able to read a mDL only if the mDL holder expressly 

agrees to such use. In addition, when the mDL holder is interacting with a non-
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official mDL consumer (e.g. a private establishment selling alcohol), the mDL 

holder should be able to control what data is released, and should have the 

option to limit the information to something about a field rather than the field 

itself.  For example, the mDL holder should be able to release only the fact that 

the holder is above a certain age, rather than the actual date of birth.  This 

concept is sometimes referred to as data minimization”. 

In short, document D3 thus describes a mDL stored in a digital wallet of a smartphone, with this 

mDL storing private data, and establishes that release of these private data has to be protected. 

As document D3 is a white paper, which by its essence is not intended to propose solutions. 

Indeed, a white paper states requirements and formulates questions (without providing answers) 

on issues that require further investigation, analysis and discussion. The Examination Report 

relies on D1, D2, or D4 as allegedly teaching the implementation details as claimed in each one 

of independent claims 1, 11 and 15.  

The Applicant respectfully disagrees.  

Document D4 provides a description of an invention that was seen in a dream by the inventor 

(see abstract). In D4, the inventor proposes a personal folder (MyPIDs) allowing a user to 

generate and store some of his identification cards. At [0009], D4 discloses: 

“[a mobile phone] with capacity to create a secure separate folder for -MyPIDs- 

with executable instructions that, when executed to perform a method of separating 

data and stored in a namespace, comprised the functions of: 

- creating a personal users folder configured to store ids profiles digital data 

and security certificates for a plurality users;  

- creating a folder with the design menu for this purpose to storing personal 

information to be shared with other users. -- MyPIDs folder being a 

subfolder under users folder category saved by the user. “ 

At [0010] D4 teaches that the documents are created by the user. 

However, upon a close review D4, the Applicant cannot follow the Examination Report's statement 

that document D4 discloses the claimed features of former claim 1. 
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Indeed, the Applicant respectfully submits that the teachings of D4 relating to the function of 

creating a personal users folder configured to store ids profiles digital data and security certificates 

for a plurality users, relative to the method of separating data and stored in a namespace is distinct 

from the claimed feature of associating […] security policies with each of a plurality of supported 

namespaces on the mobile device, as security certificates are distinct from the levels of security 

claimed in claim 1. Hence, D4 is absolutely silent associating namespaces and level of security. 

D4 merely discloses at [0013] that “a user may have the capability to define and individually 

control other users rights to data contained to be shared. The invention will be provided with read 

only access to prevent remote users affect others files placed in MyPIDs-folder”, which is again 

distinct from the claimed feature of associating […] security policies with each of a plurality of 

supported namespaces on the mobile device. 

The Applicant notes that the Examination Report states that “While D4 does not explicitly disclose 

selecting a namespace satisfying a required level of security (LOS) to access a data item stored 

on the mobile device based on the security policies associated with the plurality of supported 

namespaces on the mobile device, this is an obvious design choice; based on the requirements 

set in D3, the reader should not select a namespace that does not meet its own level of security, 

as this personal information is not relevant to the reader.” 

It is respectfully submitted that the consideration that selecting a namespace satisfying a required 

level of security (LOS) to access a data item stored on the mobile device based on the security 

policies associated with the plurality of supported namespaces on the mobile device, is an obvious 

design choice is not based on the teaching of D3 and/or D4, but rather a general statement not 

grounded on the prior art. Indeed, as discussed above, none of the cited prior art discloses 

associating security policies to namespaces and therefore, it cannot follow that it would be an 

obvious design choice to select a namespace satisfying a required level of security. 

Thus, the Applicant stresses that the person of ordinary skills in the art would not find any technical 

solution in D3 and/or D4 for the claimed features of claim 1, encompassing security policies, 

namespaces, the association of security policies to namespaces, nor the selection of a 

namespace satisfying a Level of Security (LOS) based on securities policies. 

The Examination Report also contends that “D1 discloses a similar method”. 
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D1 discloses a method for “comparing the location of a requester of a digital identification to the 

location of an owner of the digital identification. The method also includes providing information 

about the digital identification to the requester based at least in part on determining that the 

requester and the owner are within a predetermined distance.” (See abstract). 

The Examination Report firstly cites [0005] to [0008] of D1. Upon review, the Applicant believes 

that the most relevant paragraph is [0008] which states:  

“Providing information about the digital identification may be further based 

on receiving authorization to share the information from the owner. The 

methods may include the actions of receiving a pre-authorization to share 

the digital identification, and storing the pre-authorization. The pre-

authorization may expire after a predetermined period of time. The location 

of the owner of the digital identification may be obtained without notifying the 

owner. The methods may include the actions of receiving a license plate 

number associated with a vehicle of the owner, identifying the owner based 

on the license plate number, and contacting a user device of the owner 

requesting the digital driver's license.”  

The Examination Report also cites [0021] to [0034] of D1. D1 discloses at these paragraphs a 

digital wallet that can be interrogated by a requester of the age of the digital wallet holder for 

example. The owner of the digital wallet can decide to share the requested information or not. 

Similarly to D3 and D4, The Applicant respectfully submits that, D1 is however silent about 

security policies, namespaces, the association of security policies to namespaces, and the 

selection of a namespace satisfying a Level of Security (LOS) based on securities policies. 

Finally, D2 is a document similar to D3, the disclosure being based on the concept of data 

minimization (see abstract). At page 2 lines 16-18, this concept is named “minimum-required-

subset of the personal ID information” stored in a secure element or in a secured wallet stored at 

a server (see Figure 2). 

Once again, it is respectfully submitted that, In D2, there are no notions of security policies, 

namespaces, association of security policies to namespaces, nor a selection of a namespace 

satisfying a Level of security (LOS) based on securities policies. 
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In view of the above, the Applicant therefore submits that none of the cited documents discloses 

the steps of the method of claim 1 and 15, or the instructions stored in memory and causing the 

processor of the mobile device of claim 11 to perform the claimed steps.  

Consequently, the Applicant respectfully submits that independent claims 1, 11 and 15 are new 

and inventive and conform to section 28.3 of the Patent Act. Dependent claims 2-10. 11-14 and 

15-21 are dependent claims which depend directly or indirectly from one of claims 1, 11 and 15 

and are also new and inventive at least in view of their dependency.  

As a result, withdrawal of the rejections under section 28.3 of the Patent Act is thus respectfully 

requested. 

 

Subsection 63(1) of the Patent Rules 

 

Regarding the objection to claim 15 for allegedly not comply with subsection 63(1) of the Patent 

Rules for having been drafted as an independent claim, the Applicant disagrees with the 

Examination Report contention. 

Indeed, the Applicant respectfully submits that claim 15 at least does not include the recited 

feature of claim 1 relative to a reader having a processor configured for executing a reader module 

to communicate with the mobile device. 

In view of the above, the Applicant submits that claim 15 does not include all the features of claim 

1 and therefore cannot be drafted as a dependent claim in accordance with subsection 63(1) of 

the Patent Rules.  

In view of the above, withdrawal of the rejections under subsection subsection 63(1) of the Patent 

Rules is thus respectfully requested. 

Good standing 

It is believed that the present application is in good standing. If, however, it appears that the 

application is deemed abandoned, or if CIPO considers that this application is deemed 

abandoned, we request that CIPO informs us in writing immediately. 

Should the amount(s) indicated in this letter be insufficient to cover all of the fee(s) for which 

payment(s) is(are) explicitly or implicitly requested by this letter, or if a fee payment cannot be 
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charged to the designated credit card, CIPO is hereby unconditionally, clearly and 

unequivocally authorized to debit any amount required to pay or complete any applicable fee 

from our deposit account 600000233, in order to keep the present application in good standing. 

CONCLUSION 

In view of the above, it is submitted that all rejections and objections raised by the Examiner have 

been addressed and overcome by the present response and that the application now complies 

with the Patent Act and Patent Rules. Allowance of the claims and issuance of a Notice of 

Allowance are therefore respectfully solicited. 

The Examiner is invited to call us if any further amendment will expedite allowance of the 

application or if the Examiner has any suggestions or questions concerning this application. 

Respectfully submitted, 

 
ROBIC AGENCE PI S.E.C. / ROBIC IP AGENCY LP 
Patent and Trademark agents 
 
Patent Agent : Jean-Francois Journault 
+1 418-653-1829 
 
JFJ/mlt 

 
Encl. new pages 17-22 of the description; 
 Amended set of 21 claims; and  
 Marked up version of the amended set of claims.  
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[0074] From the foregoing it will be apparent that an efficient and 

secure mechanism for associating security policy access rules with namespaces 

used in eID wallets is provided. 

[0075] Although specific embodiments of the invention have been 

described and illustrated, the invention is not to be limited to the specific forms or 

arrangements of parts so described and illustrated.  The invention is limited only 

by the claims. 

[0076] The following aspects are also disclosed herein: 

 

1. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method 

comprising: 

associating, by the processor of the mobile device, security policies with 

each of a plurality of supported namespaces on the mobile device, 

each of the plurality of supported namespaces either satisfying or 

not satisfying a level of security (LOS); and 

operating a reader having a processor configured for executing a reader 

module to communicate with the mobile device and to select a 

namespace satisfying a required level of security (LOS) to access a 

data item stored on the mobile device based on the security policies 

associated with the plurality of supported namespaces on the 

mobile device. 

2. The method of aspect 1, comprising: 

transmitting a list of supported namespaces to a verifier module executing 

on a verifier; and 

selecting, by the verifier module, at least one candidate namespace from 

the list of supported namespaces satisfying the required level of 

security (LOS) based on confidence the verifier assigns to the 

namespace, whitelisting or blacklisting of namespaces, or overhead 

associated with satisfying the security policy of a namespace. 
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3. The method of aspect 1, comprising: 

transmitting a list of supported namespaces to a verifier module; and 

selecting, by the verifier module, at least one candidate namespace 

satisfying the required level of security (LOS) by displaying a dialog 

window on a verifier terminal user interface allowing an operator to 

select a namespace. 

4. The method of aspect 1 or 2, further comprising: 

prior to transmitting the list of supported namespaces to a verifier terminal 

via the reader, filtering out any namespaces that a user selects to 

not transmit and only transmitting those namespaces that the user 

has acquiesced to having transmitted to the verifier terminal. 

5. The method of any one of aspects 1 to 4, comprising: 

transmitting the security policy of each of the plurality of supported 

namespaces from the mobile device to the reader. 

6. The method of any one of aspects 1 to 5, wherein the security policy is 

transmitted as a sequence of bytes having bits identifying required 

authentication protocol, bit values denoting required HASH type, bit values 

denoting required signature scheme, or bit values denoting secure messaging 

options. 

7. The method of any one of aspects 1 to 6, wherein a required authentication 

may be selected from one or more of digital signature, reader authentication, 

certificate verification, secure messaging, role authentication, and user 

consent. 

8.  The method of aspect 1, further comprising operating the reader to select a 

namespace to access a data item from the plurality of supported namespaces 

on the mobile device based on confidence a verifier associates with each 

namespace in the plurality of supported namespaces. 
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9. The method of any one of aspects 1 to 8, further comprising operating the 

reader to select a namespace to access a data item from the plurality of 

supported namespaces on the mobile device based on a whitelist of 

namespaces by which the reader selects a namespace based on the 

namespace being in the whitelist of namespaces or a blacklist of namespaces 

by which the reader does not select a namespace based on the namespace 

being in the blacklist. 

10. The method of aspect 1, wherein the data item stored on the mobile device is 

stored in a hardware memory and wherein the association of security policies 

and namespaces is stored in a hardware memory, the method further 

comprising operating a processor of the mobile device to transmit a list of 

supported namespaces and associated security policies to a verifier terminal. 

11. A mobile device comprising:  

a processor; and  

a memory for storing instructions executable by the processor and for 

storing electronic identity (eID) data, the memory including an eID 

wallet application having instructions to cause the processor to: 

receive a request for supported namespaces from a reader; 

transmit a list of supported namespaces to the reader; 

receive a list of selected namespaces satisfying a required level of 

security (LOS) from the reader; and 

in response to receiving the list of selected namespaces from the 

reader, transmitting security rules associated with each 

selected namespace according to a defined bytestring 

template. 

12. The mobile device of aspect 11, wherein the eID wallet application further 

comprises instructions to cause the processor to: 
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prior transmitting the list of supported namespaces to the reader, filter out 

any namespaces that a user selects to not transmit and only 

transmitting those namespaces that the user has acquiesced to 

having transmitted to the reader. 

13. The mobile device of aspect 11 or 12, wherein the eID wallet application further 

comprises instructions to cause the processor to: 

transmit the security policy of each of the plurality of supported 

namespaces to the reader connected to a verifier. 

14. The mobile device of aspect 11, wherein the security policy is transmitted as 

a sequence of bytes having bits identifying required authentication protocol, 

bit values denoting required HASH type, bit values denoting required signature 

scheme, or bit values denoting secure messaging options. 

15. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method 

comprising: 

asssociating, by the processor of the mobile device, a security policy with 

each of a plurality of supported namespaces on the mobile device, 

each of the plurality of supported namespaces either satisfying or 

not satisfying a level of security (LOS);  

transmitting, by the processor of the mobile device, a list of supported 

namespaces and the security policy of each of the plurality of 

supported namespaces to a reader having a processor and 

connected to a verifier having a processor; 

selecting, by the processor of the verifier, at least one of the namespaces 

satisfying a required level of security (LOS) as candidate 

namespaces, and transmitting from the reader to the mobile device, 

using the processor of the reader, a list containing the candidate 

namespaces; 
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transmitting to the reader by the processor of the mobile device, the 

security policy associated with each of the selected candidate 

namespaces;  

operating the processor of the verifier to:  

determine for which of the candidate namespaces the verifier can 

satisfy corresponding access rules of the security policy of the 

namespace; and 

if the verifier can satisfy the corresponding access rules of the 

security policy of at least one candidate namespace, selecting 

one of the candidate namespaces for which a verifier terminal 

can satisfy the corresponding access rules of the security 

policy, to access a data item, and demonstrating satisfaction 

of the corresponding access rules of the security policy to the 

mobile device; 

if the verifier cannot satisfy the corresponding access rules of the 

security policy of any of the candidate namespaces, rejecting 

access to the data item; and 

upon successful demonstration by the reader to the mobile device of 

satisfaction of the corresponding access rules of the security 

policy of the selected namespace, granting access to the data 

item by the processor of the mobile device to the reader. 

16. The method of aspect 15, wherein selecting, by the verifier, at least one of the 

namespaces satisfying a required level of security (LOS) as candidate 

namespaces is performed based on confidence the verifier assigns to the 

namespace, whitelisting or blacklisting of namespaces, or overhead 

associated with satisfying the security policy of a namespace. 

17. The method of aspect 15, wherein selecting, by the verifier, at least one of the 

namespaces satisfying a required level of security (LOS) as candidate 
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namespaces is performed by displaying a dialog window on a verifier terminal 

user interface allowing an operator to select a namespace. 

18. The method of any one of aspects 15 to 17, further comprising: 

prior to transmitting the list of supported namespaces to the reader 

connected to the verifier, filtering out any namespaces that a user 

selects to not transmit and only transmitting those namespaces that 

the user has acquiesced to having transmitted to the reader. 

19. The method of any one of aspects 15 to 18, wherein the security policy is 

transmitted as a sequence of bytes having bits identifying required 

authentication protocol, bit values denoting required HASH type, bit values 

denoting required signature scheme, or bit values denoting secure messaging 

options. 

20. The method of any one of aspects 15 to 19, wherein a required authentication 

may be selected from one or more of digital signature, reader authentication, 

certificate verification, secure messaging, role authentication, and user 

consent. 

21. The method of aspect 15, wherein the data item stored on the mobile device 

is stored in a hardware memory and wherein the association of security 

policies and namespaces is stored in a hardware memory, the method further 

comprising operating a processor of the mobile device to transmit a list of 

supported namespaces and associated security policies to a verifier terminal. 
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CLAIMS 

 

1. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method 

comprising: 

associating, by the processor of the mobile device, security policies with each of a 

plurality of supported namespaces on the mobile device, each of the 

plurality of supported namespaces either satisfying or not satisfying a level 

of security (LOS); and 

operating a reader having a processor configured for executing a reader module to 

communicate with the mobile device and to select a namespace satisfying 

a required level of security (LOS) to access a data item stored on the mobile 

device based on the security policies associated with the plurality of 

supported namespaces on the mobile device. 

 

2. The method of claim 1, comprising: 

transmitting a list of supported namespaces to a verifier module executing on a 

verifier; and 

selecting, by the verifier module, at least one candidate namespace from the list of 

supported namespaces satisfying the required level of security (LOS) based 

on confidence the verifier assigns to the namespace, whitelisting or 

blacklisting of namespaces, or overhead associated with satisfying the 

security policy of a namespace. 
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3. The method of claim 1, comprising: 

transmitting a list of supported namespaces to a verifier module; and 

selecting, by the verifier module, at least one candidate namespace satisfying the 

required level of security (LOS) by displaying a dialog window on a 

verifier terminal user interface allowing an operator to select a namespace. 

 

4. The method of claim 1 or 2, further comprising: 

prior to transmitting the list of supported namespaces to a verifier terminal via the 

reader, filtering out any namespaces that a user selects to not transmit and 

only transmitting those namespaces that the user has acquiesced to having 

transmitted to the verifier terminal. 

 

5. The method of any one of claims 1 to 4, comprising: 

transmitting the security policy of each of the plurality of supported namespaces 

from the mobile device to the reader. 

 

6. The method of any one of claims 1 to 5, wherein the security policy is transmitted as 

a sequence of bytes having bits identifying required authentication protocol, bit values 

denoting required HASH type, bit values denoting required signature scheme, or bit 

values denoting secure messaging options. 
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7. The method of any one of claims 1 to 6, wherein a required authentication may be 

selected from one or more of digital signature, reader authentication, certificate 

verification, secure messaging, role authentication, and user consent. 

 

8.  The method of claim 1, further comprising operating the reader to select a namespace 

to access a data item from the plurality of supported namespaces on the mobile device 

based on confidence a verifier associates with each namespace in the plurality of 

supported namespaces. 

 

9. The method of any one of claims 1 to 8, further comprising operating the reader to 

select a namespace to access a data item from the plurality of supported namespaces 

on the mobile device based on a whitelist of namespaces by which the reader selects 

a namespace based on the namespace being in the whitelist of namespaces or a 

blacklist of namespaces by which the reader does not select a namespace based on the 

namespace being in the blacklist. 

 

10. The method of claim 1, wherein the data item stored on the mobile device is stored in 

a hardware memory and wherein the association of security policies and namespaces 

is stored in a hardware memory, the method further comprising operating a processor 

of the mobile device to transmit a list of supported namespaces and associated security 

policies to a verifier terminal. 
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11. A mobile device comprising:  

a processor; and  

a memory for storing instructions executable by the processor and for storing 

electronic identity (eID) data, the memory including an eID wallet 

application having instructions to cause the processor to: 

receive a request for supported namespaces from a reader; 

transmit a list of supported namespaces to the reader; 

receive a list of selected namespaces satisfying a required level of security 

(LOS) from the reader; and 

in response to receiving the list of selected namespaces from the reader, 

transmitting security rules associated with each selected namespace 

according to a defined bytestring template. 

 

12. The mobile device of claim 11, wherein the eID wallet application further comprises 

instructions to cause the processor to: 

prior transmitting the list of supported namespaces to the reader, filter out any 

namespaces that a user selects to not transmit and only transmitting those 

namespaces that the user has acquiesced to having transmitted to the 

reader. 
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13. The mobile device of claim 11 or 12, wherein the eID wallet application further 

comprises instructions to cause the processor to: 

transmit the security policy of each of the plurality of supported namespaces to the 

reader connected to a verifier. 

 

14. The mobile device of claim 11, wherein the security policy is transmitted as a sequence 

of bytes having bits identifying required authentication protocol, bit values denoting 

required HASH type, bit values denoting required signature scheme, or bit values 

denoting secure messaging options. 

 

15. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method 

comprising: 

asssociating, by the processor of the mobile device, a security policy with each of 

a plurality of supported namespaces on the mobile device, each of the 

plurality of supported namespaces either satisfying or not satisfying a level 

of security (LOS);  

transmitting, by the processor of the mobile device, a list of supported namespaces 

and the security policy of each of the plurality of supported namespaces to 

a reader having a processor and connected to a verifier having a processor; 

selecting, by the processor of the verifier, at least one of the namespaces satisfying 

a required level of security (LOS) as candidate namespaces, and 

CA 3154428

Date reçue / Received date 2025-07-28
33



28 

 

 

 

transmitting from the reader to the mobile device, using the processor of 

the reader, a list containing the candidate namespaces; 

transmitting to the reader by the processor of the mobile device, the security policy 

associated with each of the selected candidate namespaces;  

operating the processor of the verifier to:  

determine for which of the candidate namespaces the verifier can satisfy 

corresponding access rules of the security policy of the namespace; 

and 

if the verifier can satisfy the corresponding access rules of the security 

policy of at least one candidate namespace, selecting one of the 

candidate namespaces for which a verifier terminal can satisfy the 

corresponding access rules of the security policy, to access a data 

item, and demonstrating satisfaction of the corresponding access 

rules of the security policy to the mobile device; 

if the verifier cannot satisfy the corresponding access rules of the security 

policy of any of the candidate namespaces, rejecting access to the 

data item; and 

upon successful demonstration by the reader to the mobile device of 

satisfaction of the corresponding access rules of the security policy 

of the selected namespace, granting access to the data item by the 

processor of the mobile device to the reader. 
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16. The method of claim 15, wherein selecting, by the verifier, at least one of the 

namespaces satisfying a required level of security (LOS) as candidate namespaces is 

performed based on confidence the verifier assigns to the namespace, whitelisting or 

blacklisting of namespaces, or overhead associated with satisfying the security policy 

of a namespace. 

 

17. The method of claim 15, wherein selecting, by the verifier, at least one of the 

namespaces satisfying a required level of security (LOS) as candidate namespaces is 

performed by displaying a dialog window on a verifier terminal user interface allowing 

an operator to select a namespace. 

 

18. The method of any one of claims 15 to 17, further comprising: 

prior to transmitting the list of supported namespaces to the reader connected to 

the verifier, filtering out any namespaces that a user selects to not transmit 

and only transmitting those namespaces that the user has acquiesced to 

having transmitted to the reader. 

 

19. The method of any one of claims 15 to 18, wherein the security policy is transmitted 

as a sequence of bytes having bits identifying required authentication protocol, bit 

values denoting required HASH type, bit values denoting required signature scheme, 

or bit values denoting secure messaging options. 
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20. The method of any one of claims 15 to 19, wherein a required authentication may be 

selected from one or more of digital signature, reader authentication, certificate 

verification, secure messaging, role authentication, and user consent. 

 

21. The method of claim 15, wherein the data item stored on the mobile device is stored 

in a hardware memory and wherein the association of security policies and 

namespaces is stored in a hardware memory, the method further comprising operating 

a processor of the mobile device to transmit a list of supported namespaces and 

associated security policies to a verifier terminal. 
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CLAIMS 

 

1. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method 

comprising: 

associating, by the processor of the mobile device, security policies with each of a 

plurality of supported namespaces on the mobile device, each of the 

plurality of supported namespaces either satisfying or not satisfying a level 

of security (LOS); and 

operating a reader having a processor configured for executing a reader module to 

communicate with the mobile device and to select a namespace satisfying 

a required level of security (LOS) to access a data item stored on the mobile 

device based on the security policies associated with the plurality of 

supported namespaces on the mobile device. 

 

2. The method of claim 1, comprising: 

transmitting a list of supported namespaces to a verifier module executing on a 

verifier; and 

selecting, by the verifier module, at least one candidate namespace from the list of 

supported namespaces satisfying the required level of security (LOS) based 

on confidence the verifier assigns to the namespace, whitelisting or 

blacklisting of namespaces, or overhead associated with satisfying the 

security policy of a namespace. 
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3. The method of claim 1, comprising: 

transmitting a list of supported namespaces to a verifier module; and 

selecting, by the verifier module, at least one candidate namespace satisfying the 

required level of security (LOS) by displaying a dialog window on a 

verifier terminal user interface allowing an operator to select a namespace. 

 

4. The method of claim 1 or 2, further comprising: 

prior to transmitting the list of supported namespaces to a verifier terminal via the 

reader, filtering out any namespaces that a user selects to not transmit and 

only transmitting those namespaces that the user has acquiesced to having 

transmitted to the verifier terminal. 

 

5. The method of any one of claims 1 to 4, comprising: 

transmitting the security policy of each of the plurality of supported namespaces 

from the mobile device to the reader. 

 

6. The method of any one of claims 1 to 5, wherein the security policy is transmitted as 

a sequence of bytes having bits identifying required authentication protocol, bit values 

denoting required HASH type, bit values denoting required signature scheme, or bit 

values denoting secure messaging options. 
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7. The method of any one of claims 1 to 6, wherein a required authentication may be 

selected from one or more of digital signature, reader authentication, certificate 

verification, secure messaging, role authentication, and user consent. 

 

8.  The method of claim 1, further comprising operating the reader to select a namespace 

to access a data item from the plurality of supported namespaces on the mobile device 

based on confidence a verifier associates with each namespace in the plurality of 

supported namespaces. 

 

9. The method of any one of claims 1 to 8, further comprising operating the reader to 

select a namespace to access a data item from the plurality of supported namespaces 

on the mobile device based on a whitelist of namespaces by which the reader selects 

a namespace based on the namespace being in the whitelist of namespaces or a 

blacklist of namespaces by which the reader does not select a namespace based on the 

namespace being in the blacklist. 

 

10. The method of claim 1, wherein the data item stored on the mobile device is stored in 

a hardware memory and wherein the association of security policies and namespaces 

is stored in a hardware memory, the method further comprising operating a processor 

of the mobile device to transmit a list of supported namespaces and associated security 

policies to a verifier terminal. 
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11. A mobile device comprising:  

a processor; and  

a memory for storing instructions executable by the processor and for storing 

electronic identity (eID) data, the memory including an eID wallet 

application having instructions to cause the processor to: 

receive a request for supported namespaces from a reader; 

transmit a list of supported namespaces to the reader; 

receive a list of selected namespaces satisfying a required level of security 

(LOS) from the reader; and 

in response to receiving the list of selected namespaces from the reader, 

transmitting security rules associated with each selected namespace 

according to a defined bytestring template. 

 

12. The mobile device of claim 11, wherein the eID wallet application further comprises 

instructions to cause the processor to: 

prior transmitting the list of supported namespaces to the reader, filter out any 

namespaces that a user selects to not transmit and only transmitting those 

namespaces that the user has acquiesced to having transmitted to the 

reader. 
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13. The mobile device of claim 11 or 12, wherein the eID wallet application further 

comprises instructions to cause the processor to: 

transmit the security policy of each of the plurality of supported namespaces to the 

reader connected to a verifier. 

 

14. The mobile device of claim 11, wherein the security policy is transmitted as a sequence 

of bytes having bits identifying required authentication protocol, bit values denoting 

required HASH type, bit values denoting required signature scheme, or bit values 

denoting secure messaging options. 

 

15. A method for managing security policies for data items stored in an electronic 

identification (eID) wallet on a mobile device having a processor, the method 

comprising: 

asssociating, by the processor of the mobile device, a security policy with each of 

a plurality of supported namespaces on thea mobile device, each of the 

plurality of supported namespaces either satisfying or not satisfying a level 

of security (LOS);  

transmitting, by the processor of the mobile device, a list of supported namespaces 

and the security policy of each of the plurality of supported namespaces to 

a reader having a processor and connected to a verifier having a processor; 

selecting, by the processor of the verifier, at least one of the namespaces satisfying 

a required level of security (LOS) as candidate namespaces, and 

CA 3154428

Date reçue / Received date 2025-07-28
41



 

 

 

 

transmitting from the reader to the mobile device, using the processor of 

the reader, a list containing the candidate namespaces; 

transmitting to the reader by the processor of the mobile device, the security policy 

associated with each of the selected candidate namespaces;  

operating the processor of the verifier to:  

determine for which of the candidate namespaces the verifier can satisfy 

corresponding access rules of the security policy of the namespace; 

and 

if the verifier can satisfy the corresponding access rules of the security 

policy of at least one candidate namespace, selecting one of the 

candidate namespaces for which a verifier terminal can satisfy the 

corresponding access rules of the security policy, to access a data 

item, and demonstrating satisfaction of the corresponding access 

rules of the security policy to the mobile device; 

if the verifier cannot satisfy the corresponding access rules of the security 

policy of any of the candidate namespaces, rejecting access to the 

data item; and 

upon successful demonstration by the reader to the mobile device of 

satisfaction of the corresponding access rules of the security policy 

of the selected namespace, granting access to the data item by the 

processor of the mobile device to the reader. 
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16. The method of claim 15, wherein selecting, by the verifier, at least one of the 

namespaces satisfying a required level of security (LOS) as candidate namespaces is 

performed based on confidence the verifier assigns to the namespace, whitelisting or 

blacklisting of namespaces, or overhead associated with satisfying the security policy 

of a namespace. 

 

17. The method of claim 15, wherein selecting, by the verifier, at least one of the 

namespaces satisfying a required level of security (LOS) as candidate namespaces is 

performed by displaying a dialog window on a verifier terminal user interface allowing 

an operator to select a namespace. 

 

18. The method of any one of claims 15 to 17, further comprising: 

prior to transmitting the list of supported namespaces to the reader connected to 

the verifier, filtering out any namespaces that a user selects to not transmit 

and only transmitting those namespaces that the user has acquiesced to 

having transmitted to the reader. 

 

19. The method of any one of claims 15 to 18, wherein the security policy is transmitted 

as a sequence of bytes having bits identifying required authentication protocol, bit 

values denoting required HASH type, bit values denoting required signature scheme, 

or bit values denoting secure messaging options. 
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20. The method of any one of claims 15 to 19, wherein a required authentication may be 

selected from one or more of digital signature, reader authentication, certificate 

verification, secure messaging, role authentication, and user consent. 

 

21. The method of claim 15, wherein the data item stored on the mobile device is stored 

in a hardware memory and wherein the association of security policies and 

namespaces is stored in a hardware memory, the method further comprising operating 

a processor of the mobile device to transmit a list of supported namespaces and 

associated security policies to a verifier terminal. 
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According to the letter of 11 June 2024 (11-06-2024), the claims were amended to better define 
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the subject matter of the claims and/or for clarity purposes. Applicant submits that the amended 
claims 1,11 and 15 provide the information regarding the relationship between the security 
policies (or the details of the policies), and data items stored on the mobile device, overcoming 
the previously identified defects with regard to section 60 of the Patent Rules, and that the 
arguments regarding novelty and obviousness submitted with the letter of 25 August 2023 (25-
08-2023) are applicable. 
 
In the applicant’s letter of 25 August 2023 (25-08-2023), applicant states: 

In section 2.2.1, the IPRP considers that claim 16 is just a description of a verifier 
(reader) accreditation principle that sorts out the mobile data into categories such as 
“acceptable” or “not acceptable”. 
 
Thus, with respect to the subject matter of instant claim 1 (and consequently also instant 
claim 16), the Applicant considers that it is more than this administrative policy and, 
actually, the claimed subject matter defines the configuration by identification data 
issuers of security rules applying to data, which are determined at the mobile interface 
only by their names or labels. 
 
Namely, the feature so-called LOS (i.e., level of security) is not just an administrative 
accreditation to access data, but it is in practice a specific coding of security conditions 
that cannot be by default bore by labels because labels are not structures or containers 
pre-determined by existing standards, with known (to the skilled person in the art) fields 
or sub-containers dedicated to host security rules with known coding language, etc. So, 
this one aspect is where the claimed subject matter is laid: informing about security 
mechanisms attached to unstructured labels or names that are not files, dedicated files, 
data objects, records, byte strings or so. 
 
They are only names of data with absolutely no hint about actual data structure that can 
be any. The absence of structure does not allow for attachment of security rules to a part 
of the structure, whereby it does not offer either a pre-existing or by-default discovery 
mechanism, thus it requires specific design and this is what the claimed subject matter 
describes; and it describes as well how such design can be exploited to allow: 
 

1. the reader / verifier to discover the security policy assigned by the issuer and 
2. the reader I verifier to ask the mobile for data meeting a given LOS. 

 
Points (1) and (2) are specified nowhere for namespaces. 
 
Therefore, the subject matter of instant claim 1 is not defining mere data stored on a 
database with index and tables and named data with their corresponding security rules 
but, rather, it defines a discoverability mechanism of security policies for non-structured 
data. 
 
Therefore, contrary to the assertions in sections 2.2.2 and 2.2.3 of the IPRP that the only 
alleged features would be the mobile device communicating with the reader, the features 
mentioned above are not ‘‘administrative aspects”, these relate with technical 
discoverability and coding language for security policies. Namely, they implement a (1) 
coding and assignment of security policies to non-structured identification data, (2) 
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discoverability of such policies, and (3) granularity of policies to the level of a 
namespace. 

 
These arguments are not persuasive. Current claim 15 recites: 

A method for managing security policies for data items stored in an electronic 
identification (elD) wallet on a mobile device, the method comprising: 

1. associating a security policy with each of a plurality of supported namespaces on 
a mobile device, each of the plurality of supported namespaces either satisfying 
or not satisfying a level of security (LOS); 

2. transmitting a list of supported namespaces and the security policy of each of the 
plurality of supported namespaces to a reader connected to a verifier; 

3. selecting, by the verifier, at least one of the namespaces satisfying a required 
level of security (LOS) as candidate namespaces, and transmitting from the 
reader to the mobile device, a list containing the candidate namespaces; 

4. transmitting to the reader by the mobile device, the security policy associated 
with each of the selected candidate namespaces; 

5. operating the verifier to: 
a) determine for which of the candidate namespaces the verifier can satisfy 

corresponding access rules of the security policy of the namespace; and 
b) if the verifier can satisfy the corresponding access rules of the security 

policy of at least one candidate namespace, selecting one of the 
candidate namespaces for which a verifier terminal can satisfy the 
corresponding access rules of the security policy, to access a data item, 
and demonstrating satisfaction of the corresponding access rules of the 
security policy to the mobile device; 

c) if the verifier cannot satisfy the corresponding access rules of the security 
policy of any of the candidate namespaces, rejecting access to the data 
item; and 

d) upon successful demonstration by the reader to the mobile device of 
satisfaction of the corresponding access rules of the security policy of the 
selected namespace, granting access to the data item by the mobile 
device to the reader. 

 
The term “level of security” does not have a common meaning. Referring to the description 
(paragraphs 0050-0051), “level of security” refers to an administrative practice; the example 
given in the description is “a bank cashing a check may require an identity assertion associated 
with a national ID whereas for proving entitlement to a student fare, a university ID may be 
sufficient”. The limitation of “each of the plurality of supported namespaces either satisfying or 
not satisfying a level of security (LOS)” in step 1 is therefore, simply a statement that each 
namespace would be considered acceptable or not acceptable under some administrative 
policy. The applicant’s argument that “the feature so-called LOS (i.e., level of security) is not just 
an administrative accreditation to access data, but it is in practice a specific coding of security 
conditions that cannot be by default bore by labels” is not followed; simply stating that the 
namespaces either meet an arbitrary condition or not is not a specific coding (ex. Does the 
namespace correspond to an ID that is accepted for a given policy?). Based on the description 
(paragraphs 0005, 0050-0051), the level of security is not a specific coding of security 
conditions that cannot be by default bore by labels, but an administrative practice to determine 
whether the labels (namespaces) correspond to accepted forms of identification; these “security 
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conditions” do not have any inherent features causing them to not be borne by labels, as a label 
such as “driver’s licence” clearly indicates a “level of security” as defined in the description. 
 
Therefore, a level of security is understood as a required level of accreditation and a 
namespace as a category/kind of user identification information. The security policy associated 
with each namespace is used to control access to an unspecified data item by a verifier. 
Consequently, the level of security is simply used to determine potential relevance of data, 
based on a related namespace. Namespaces are commonly known in the art as a namespace 
is a set of signs (names) that are used to identify and refer to objects of various kinds. 
Therefore, determining whether namespaces satisfy a level of security (ie. whether they refer to 
relevant data) is not inventive. Requiring the verifier to satisfy access rules of the security policy 
of at least one candidate namespace in order to access a data item is also not inventive; it is 
common practice to utilize security policies to protect personal data. 
 
Purposive Construction of Claims 1-21 
 
The subject-matter defined by a claim is determined on the basis of a purposive construction of 
the claim conducted in accordance with the principles set out by the Supreme Court of Canada 
in Free World Trust v Électro Santé Inc., 2000 SCC 66 and Whirlpool Corp. v Camco Inc., 2000 
SCC 67 (for more information please see the Practice Notice published on 3 November 2020 
(03-11-2020) titled “Patentable Subject-Matter under the Patent Act” and the Manual of Patent 
Office Practice section 12.02). 
 
The purposive construction of a claim is carried out in light of the whole of the specification and 
takes into account what the person skilled in the art would understand from the whole of the 
specification to be the nature of the invention. 
 
In view of statements in the description (paragraphs 0001-0010), the person skilled in the art to 
whom the application is directed, which may be a team of people, is skilled in the field of mobile 
devices, mobile applications, and mobile data management. The person skilled in the art is also 
skilled in the art of general purpose computing, cloud based computing, and cyber security. 
 
This person’s common general knowledge (CGK) would include the use of computers, 
networks, computing devices, servers, databases, memories, and processors. Thus, the 
exchange of signals, or, in claim’s language, of “transmitting” and “communicating” within and 
between computer systems, including computers, computing devices, servers, processors, 
memories, databases, networks, and websites, is also part of the CGK. This person’s CGK 
would also include knowledge of administrative practices regarding personal identification. 
 
The originally filed specification does not provide any details regarding the hardware and the 
software platforms used to develop the claimed invention. As such, they are considered 
conventional and part of the CGK. 
 
As there is no indication otherwise in the claims, all elements of claims 1-21 are essential. 
 
The examiner has identified the following defects in the application: 
 
Subject Matter 
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Claims 1-21 define an actual invention that is excluded subject-matter under subsection 27(8) of 
the Patent Act and is not patentable subject-matter. 

As is evident from the specification itself and the CGK, data exchanges within and between 
computer systems including computers, computing devices, memories, and processors in the 
form of signals, called in the claims “transmitting” and “communicating” represent generic 
input/output steps of a computer-implemented process. In such a case, all of the remaining 
essential elements correspond only to the processing of data to provide a scheme for providing 
data by means of a generic computer. It is important to note though that the mere fact that a 
computer is identified to be an essential element of the claimed invention does not necessarily 
mean that the subject-matter defined by the claims is patentable subject-matter and outside of 
the prohibition under subsection 27(8) of the Patent Act. 

It is therefore necessary to ascertain whether the computer forms part of the actual invention. 
There is no evidence in the originally filed specification that the problem that is solved by a 
scheme for providing data is a computer problem. In the present case, the computing device 
processes the instructions for the scheme in a well-known manner. From the specification, it is 
clear that the processing of the instructions for the scheme on the computer does not solve any 
problems in the functioning of the computer. Thus, the computing device and the scheme do not 
form part of a single actual invention that solves a problem related to the manual or productive 
arts. As the disclosure is focused on the scheme for providing data, the actual invention is 
considered to be the scheme per se, which has no physical existence and does not manifest a 
discernible physical effect or change. 

Independent claim 15 represents the scheme, directed to a set of steps for providing data 
comprising: 

1. associating a security policy with each of a plurality of supported namespaces on
a mobile device (storage of data), each of the plurality of supported namespaces
either satisfying or not satisfying a level of security (LOS) (administrative policy);

2. transmitting a list of supported namespaces and the security policy of each of the
plurality of supported namespaces to a reader connected to a verifier (input and
output of data);

3. selecting, by the verifier, at least one of the namespaces satisfying a required
level of security (LOS) as candidate namespaces (analysis of data), and
transmitting from the reader to the mobile device, a list containing the candidate
namespaces (input and output of data);

4. transmitting to the reader by the mobile device, the security policy associated
with each of the selected candidate namespaces (input and output of data);

5. operating the verifier to:
a) determine for which of the candidate namespaces the verifier can satisfy

corresponding access rules of the security policy of the namespace
(analysis of data); and

b) if the verifier can satisfy the corresponding access rules of the security
policy of at least one candidate namespace, selecting one of the
candidate namespaces for which a verifier terminal can satisfy the
corresponding access rules of the security policy, to access a data item,
and demonstrating satisfaction of the corresponding access rules of the
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security policy to the mobile device (input and output of data); 
c) if the verifier cannot satisfy the corresponding access rules of the security 

policy of any of the candidate namespaces, rejecting access to the data 
item (input and output of data); and 

d) upon successful demonstration by the reader to the mobile device of 
satisfaction of the corresponding access rules of the security policy of the 
selected namespace, granting access to the data item by the mobile 
device to the reader (input and output of data). 

As the method is directed to providing data by determining the potential relevance of the data 
based on its label, and requiring the requestor of the data to satisfy a corresponding security 
policy (both well known functions of general computers), there is no evidence that the 
functioning of the computer is being improved by the disclosed method, and no physical steps 
outside of the computer are present. None of the dependent, or other independent, claims add 
physicality to the subject matter. 
 
Obviousness 
 
Claims 1-21 do not comply with section 28.3 of the Patent Act. These claims are directed to 
subject-matter that lacks an inventive step and would have been obvious at the claim date to a 
person skilled in the art or science to which it pertains having regard to either D1 or D2, in view 
of D4 or D5, and the common general knowledge. 
 
Regarding independent claim 1, D3 discloses a mobile driver’s license (mDL) (2.1 Functional 
Requirement Summary), which may be stored in an electronic wallet on a mobile device (2.13 
Wallet Solutions), and electronically secured so that the personally identifiable information 
related to the mDL is only when certain conditions are met (2.6 Data Privacy and Protection). 
D3 is a White Paper, outlining requirements for digital identity systems (1. Introduction), and 
forms part of the common general knowledge. One skilled in the art would therefore look to prior 
art documents D1, D2, or D4 for implementation. D4 discloses a method for managing security 
policies for data items stored in an electronic identification (elD) wallet on a mobile device, 
comprising: 

 associating security policies (paragraphs 0008-0017, claim 1) with each of a plurality of 
supported namespaces on the mobile device (paragraph 0009), each of the plurality of 
supported namespaces either satisfying or not satisfying a level of security (LOS) 
(implicit to all namespaces representing IDs, as each ID will either satisfy or not the level 
of security set by the authority using the reader; see claim 1, abstract: “plastic id cards, 
such as driver license, health insurance and others”); and 

 operating a reader executing a reader module (claim 7) to communicate with the mobile 
device and to select a namespace satisfying a required level of security (LOS) to access 
a data item stored on the mobile device based on the security policies associated with 
the plurality of supported namespaces on the mobile device (paragraph 0013: “the 
invention may provide a user with the capability of sharing information with other users 
from within their own--MyPIDs---virtual folder. Moreover, a user may have the capability 
to define and individually control other users rights to data contained to be shared. The 
invention will be provided with read only access to prevent remote users affect others 
files placed in--MyPIDs--folder.”). 

While D4 does not explicitly disclose selecting a namespace satisfying a required level of 
security (LOS) to access a data item stored on the mobile device based on the security policies 
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associated with the plurality of supported namespaces on the mobile device, this is an obvious 
design choice; based on the requirements set in D3, the reader should not select a namespace 
that does not meet its own level of security, as this personal information is not relevant to the 
reader. 
 
D1 discloses a similar method (paragraphs 0005-0008, 0021-0034, fig. 1, 2), as does D2 
(abstract, page 1 line 25-page 3 line 18, page 6 line 28-page 13 line 32, fig. 1, 2, 3A, 3B). D1 
and D2 do not disclose the use of namespaces, however, D4 demonstrates the use of 
namespaces for representing the stored data in a mobile wallet (paragraph 0009). For the sake 
of completeness, it is noted that D5 discloses the use of namespaces for security purposes in 
mobile wallet applications (abstract, paragraphs 0040-0045). Claim 1 is therefore obvious. 
 
Independent claim 11 recites a mobile device corresponding to the method of claim 1, and is 
obvious for the same reasons. The additional feature of using a defined bytestring template is 
simply a design choice; bytestrings are well known in the art. Claim 11 is therefore obvious. 
 
Regarding independent claim 15, this claim recites the same subject matter as claim 1, which is 
discussed above. The additional features recited in claim 15 are obvious, as the steps of: 

 determining for which of the candidate namespaces the verifier can satisfy 
corresponding access rules of the security policy of the namespace; and 

 if the verifier can satisfy the corresponding access rules of the security policy of at least 
one candidate namespace, selecting one of the candidate namespaces for which a 
verifier terminal can satisfy the corresponding access rules of the security policy, to 
access a data item, and demonstrating satisfaction of the corresponding access rules of 
the security policy to the mobile device; 

 if the verifier cannot satisfy the corresponding access rules of the security policy of any 
of the candidate namespaces, rejecting access to the data item; and 

 upon successful demonstration by the reader to the mobile device of satisfaction of the 
corresponding access rules of the security policy of the selected namespace, granting 
access to the data item by the mobile device to the reader, 

are all obvious design choices. One skilled in the art would consider it to be a requirement that 
the data items stored in an electronic identification (elD) wallet are only released when 1) the 
requestor can determine that the data items are relevant and 2) that the requestor can meet 
data security requirements, as each of documents D1-D5 pertain to personally identifiable 
information. Claim 15 is therefore obvious. 
 
Regarding dependent claims 2-10, 12-14, and 16-21 these claims do not add anything of 
inventive significance to the subject matter of their independent claims because they represent 
further implementation details which would fall within the normal competence of a skilled 
person, or would become apparent to that person following from the teachings of D1 or D2, in 
view of D4 or D5, and the common general knowledge in the art. 
 
Claim Defects 
 
Claim 15 has been drafted as an independent claim and does not comply with subsection 63(1) 
of the Patent Rules. Said claim includes at least all of the features of claim 1, and consequently 
must refer thereto, in consideration of subsection 63(2) of the Patent Rules, and define only the 
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additional features claimed. 
 
Examiner Requisitions 
 
In view of the foregoing defects, the applicant is requisitioned, under subsection 86(2) of the 
Patent Rules, to amend the application in order to comply with the Patent Act and the Patent 
Rules or to provide arguments as to why the application does comply. 
 
Under section 102 of the Patent Rules, any amendment made in response to this requisition 
must be accompanied by a statement explaining the purpose of the amendment and identifying 
the differences between the new page and the replaced page. 
 
 
 
Phoenix Bard-Cavers 
Patent Examiner 
873-354-9901 
 
As per CIPO Client Service Standards, a response to a telephone enquiry or voice mail should 
be provided by the end of the next business day. In the event that attempts to reach the 
examiner are unsuccessful, the examiner's Section Head, Chaza Nasrallah, can be reached at 
819-635-4148. 
 
For general inquiries: 1-866-997-1936 or for more options see 
http://www.ic.gc.ca/eic/site/cipointernet-internetopic.nsf/eng/wr00006.html. 
  
CIPO values your feedback and invites you to complete a short and anonymous ongoing survey 
on patent examination products and services. You can access the survey at the following link: 
https://form.simplesurvey.com/f/s.aspx?s=91e23402-ee27-4868-a230-ab5c819f9d1c. 
3154428C_PBC.docm 
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