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the STB is not ever connected to the same local area network 
as ODl or OD2; or television service (used by the STB) and 
online access (used by ODl and OD2s) are provided by 
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filed Sep. 4, 2020, now U.S. Pat. No. 11,082,753, which is 15 used in the present disclosure. The definitions or descrip­

tions set forth in the present disclosure shall apply herein if a continuation of application Ser. No. 16/556, 782, filed Aug. 
30, 2019, now U.S. Pat. No. 10,771,860, which is a con­
tinuation of application Ser. No. 16/117,611, filed Aug. 30, 
2018, now U.S. Pat. No. 10,405,058, which is a continuation 
of application Ser. No. 15/450,361, filed Mar. 6, 2017, now 20 

U.S. Pat. No. 10,070,200, which is a continuation of appli­
cation Ser. No. 15/047,386, filed Feb. 18, 2016, now U.S. 
Pat. 9,591,380, which is a continuation of application Ser. 
No. 14/790,370, filed Jul. 2, 2015, now U.S. Pat. No. 
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Aug. 3, 2012, now U.S. Pat. No. 8,683,502, which claims 
benefit of provisional application Ser. No. 61/514,840 filed 
Aug. 3, 2011, which provisional application is hereby incor- 30 

porated by reference as if fully set forth herein. 

BACKGROUND 

inconsistent. 
Some of the terms used in the present disclosure are 

defined as follows. 
Television provider (TVP)-an entity that provides tele­

vision service to a subscriber or user via any suitable 
transmission medium, including but not limited to coaxial 
cable, fiber-optical cable, network cable, phone line, satellite 
transmission, cellular transmission, 3G transmission, 4G 
transmission, WiMax transmission, WiFi transmission, other 
IEEE 802 transmission, or VHF or UHF transmission. As is 
common in the art, in some contexts, reference to a TVP may 
refer to the computer systems or other equipment controlled 
by the entity rather than the entity itself. 

Internet service provider (ISP; equivalently, an online 
access provider)-an entity that provides online access to a 
subscriber or user via any suitable transmission medium, 
including but not limited to coaxial cable, fiber-optical 
cable, network cable, phone line, satellite transmission, 

35 wireless transmission (e.g., 3G, 4G, WiMax, WiFi, or other 
IEEE 802 wireless protocols), or VHF or UHF transmission. 
The online access enables the subscriber to access the 
Internet and its myriad online sites, or to access any future 

The field of the present invention relates to correlating or 
targeting actions or activities pertaining to online devices 
(such as desktop computers, portable computers, tablets, 
mobile phones or smartphones; referred to herein as ODs) 
and set-top boxes (referred to herein as STBs ). In particular, 40 
methods are disclosed whereby television advertising deliv­
ered to a specific set-top box can be targeted based on user 
profile information arising from multiple online devices, 
only one of which needs to be directly associated with the 
set-top box. 

Systems or methods disclosed herein may be related to 
subject matter disclosed in: 

U.S. non-provisional application Ser. No. 09/593,993 
filed Jun. 14, 2000 (now U.S. Pat. No. 6,925,440); 

network successor to the Internet. As is common in the art, 
in some contexts, reference to an ISP may refer to the 
computer systems or other equipment controlled by the 
entity rather than the entity itself. 

ISP/TVP-in some instances a single entity ( or providers 
controlled by a single entity) can provide to one or more 

45 subscribers or users both television service and online 
access. Such an entity is referred to herein as an ISP/TVP. 
Although an ISP and a TVP may be represented schemati­
cally in the drawings by separate labeled boxes, the draw-

U.S. non-provisional application Ser. No. 11/099,861 50 

filed Apr. 6, 2005 (now U.S. Pat. No. 7,428,493); 

ings are intended to encompass instances in which the ISP 
and the TVP are independent entities as well as other 
instances in which a common ISP/TVP provides both ser-

U.S. non-provisional application Ser. No. 11/736,544 
filed Apr. 17, 2007 (now U.S. Pat. No. 7,861,260); 

vices. 
Set-top box (STB)-a device that connects a television 

and a signal source. As is recognized by those of skill in the U.S. non-provisional application Ser. No. 11/968,117 filed 
Dec. 31, 2007 (U.S. Patent Pub. 2009/0172728 Al); 55 art, a "television" is any device known in the art or devel­

oped hereafter that is capable of presenting television con­
tent to a viewer or user, e.g., a CRT or flat panel television 
set, a home theater system, a computer monitor, a tablet 

U.S. non-provisional application Ser. No. 12/131,798 
filed Jun. 2, 2008 (U.S. Patent Pub. 2009/0300675 Al); 

U.S. non-provisional application Ser. No. 12/131,824 
filed Jun. 2, 2008 (U.S. Patent Pub. 2009/0299843 Al); 

U.S. non-provisional application Ser. No. 12/186,918 60 

filed Aug. 6, 2008 (U.S. Patent Pub. 2008/0313194 
Al); 

U.S. non-provisional application Ser. No. 12/257,386 
filed Oct. 23, 2008 (U.S. Patent Pub. 2009/0049468 
Al); 

U.S. non-provisional application Ser. No. 12/688,731 
filed Jan. 15, 2010 (now U.S. Pat. No. 7,890,609); 

computing device, or a mobile phone or other handheld 
device. Some examples of STBs include cable boxes ( often 
combined with personal video recorders), online-coupled 
gaming machines, appropriately configured computer sys­
tems that can drive a computer monitor, or modules of a 
mobile phone system allowing content presentation. The 

65 STB receives an incoming signal, extracts content from the 
received signal, and transmits the extracted content to the 
television to be presented to a viewer. 
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Device Identifier (e.g., online device identifier or set-top 
box identifier)-An online device or set-top box typically is 
indicated by one or more device identifiers. Such an iden­
tifier can be of any suitable type; examples can include: an 

The signal source can be one or more of a computer 
network cable ( e.g., an Ethernet or other transmission-speed 
cable), a satellite dish, a coaxial cable connected to a cable 
television system, a telephone line or digital subscriber line 
(DSL), a wireless network connection (e.g., via a cellular 
telephone network, WiFi, or other wireless connection), an 
antenna (VHF, UHF, digital, or other), or another suitable 
signal source. The content can include, but is not limited to, 
video (which often can include an audio portion), audio, 
Internet web pages, interactive games, or other content. An 
STB may or may not include a dedicated television tuner. 

5 IP address assigned according to any suitable IP address 
protocol; a tag or cookie placed or recognized on the device; 
an identifier assigned by a provider of service via the device 
or manufacturer of all or part of the device. Examples of the 
latter can include, e.g.: a STB identifier assigned by a TVP; 

Despite its name, an STB need not be physically located 
on top of a television set literally. Under current technology, 
STBs often are located physically adjacent to the television 

10 a modem or router identifier assigned by an ISP; a MAC 
address or serial number assigned by a device manufacturer; 
or a smartphone identifier such as a mobile phone number 
(MSISDN), service-subscriber key (IMSI or SIM identifier), 
Electronic Serial Number (ESN), Mobile Equipment Iden-

15 tifier (MEID), or International Mobile Equipment Identity 
(IMEI). The device identifier can in some instances be a 
pseudonym assigned to the device and used as a proxy for 
an actual device identifier. A device identifier can be stored 

set, such as in a media cabinet or the like, but it is not even 
necessary that the STB be located in proximity to the 
television. Nor is it necessary that the STB be a box, literally. 
Rather, a STB might be implemented, for example, as a 
circuit board, integrated circuit, set of integrated circuits, or 
software that is physically integrated with another "box," 20 

such as the television, a cable or other connection, a com­
puter, a mobile phone, or a building equipment or junction 
box, which also has other functions, or without being housed 
in any "box" at all. 

Online user interface device ( equivalently, online device 25 

or OD)- any piece of computerized equipment used to 
access a remote network such as the Internet at least inter­
mittently, including but not limited to a smart phone or 
mobile handset, a personal digital assistant (PDA), a game 
console, or a networked computer ( desktop, workstation, 30 

notebook, laptop, or other). 
Online access device-any piece of equipment used to 

connect an online user interface device to a remote network 
such as the Internet, including but not limited to a modem, 
a wired or wireless router, a wireless access point, a wired 35 

network adapter (e.g., Ethernet adapter), a wireless network 
adapter (e.g., WiFi, other IEEE 802.11, WiMax, ED-VO, 
EDGE, HSPA, CDMA, GSM, or other), or an optical fiber 
based network adapter (e.g., a network interface unit or 
optical network terminal). Different types of online access 40 

devices can be and sometimes are combined into a single 
unit ( e.g., a modem that also functions as a router for a 
LAN). An online user interface device and an online access 
device can be, and sometimes are, combined into a single 
unit (e.g., a computer with a built-in Ethernet adapter, 45 

wireless adapter, or modem, or a mobile phone that can be 
used for online access). 

Each online access device typically is identified on the 
Internet by an Internet Protocol address (i.e., an IP address; 
currently, under IPv4, an IP address comprises a sequence of 50 

four numbers each ranging from O to 255, i.e., a 32-bit 
address; under IPv6, an IP address comprises a 128-bit 
address; other, future-developed IP address protocols shall 
fall within the scope of the present disclosure or appended 
claims). Every transmission of data over the Internet 55 

includes a destination IP address to enable the transmitted 

locally on the device, can be stored remotely on a server of 
any interested party, or can be stored both locally and 
remotely. Different identifiers of the same device can be 
linked in a database, typically on a remote server, or in 
cookies or tags place on the device. 

Device Fingerprint-An online device or a set-top box 
can in some instances be identified uniquely by a combina­
tion of parameters characterizing the device or software 
installed on the device. Such a parameter combination can 
be referred to as a device "fingerprint" and can be employed 
as a device identifier. Examples of parameters typically 
employed in a device fingerprint can include one or more of: 
an IP address, device configuration or hardware, device 
display type or resolution, operating system software, 
browser software, browser plug-in or add-on software, other 
installed software, user-selected font(s ), user-selected lan­
guage(s), time zone, or geographic location. Any operating 
system or software can be specified by program identity as 
well as by program version. 

Router-any piece of equipment that acts as a junction 
between networks, to buffer and transfer data between or 
among them. For example, a router can be employed to 
connect a local area network (LAN) to the Internet, thereby 
enabling online user interface devices connected to the LAN 
to share a connection to the Internet through the router. The 
router receives data from devices on the LAN and transmits 
the data to the Internet, directed to the various destinations, 
and receives data from the Internet and directs the data to the 
corresponding devices on the LAN. 

Modem-a piece of equipment that enables online access 
by a user by acting as an interface between the online access 
provider's network transmission system and the user's com­
puter or other online user interface device. Modems vary 
according to the type of provider network transmission 
system. Unless a specific type of modem is specified, the 
term "modem" shall encompass telephone modems, cable 
modems, DSL modems, wireless modems, satellite modems, 
or modems for providing online access to any other suitable 
network transmission system. 

User (equivalently, subscriber, viewer)-the term "user" 
shall be construed as what is thought to be an individual 

data to reach its intended destination. In some instances an 
online access device has a static IP address, while in other, 
more common instances an online access device has an IP 
address that is dynamic and changes from time to time. 
Although IP addresses are referred to herein for enabling 
data transmitted via the Internet to reach its intended desti­
nation, that terminology is intended to encompass any 
functionally equivalent online access device identifier 
employed to route such transmitted data to its intended 
destination through the Internet or through any future suc­
cessor network. 

60 person receiving online access or television service at a 
delivery end-point, which is typically located within a 
household, office, business, or other site or establishment 
served by an online access provider or TVP. A single 
household, office, business, or other location often has 

65 multiple users. In some instances, a business having multiple 
physical locations may be served by separate online or 
television services, but in other instances, a business may 

6
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have an internal LAN or WAN that extends service provided 
to multiple physical locations. Also, some online user inter­
face devices and televisions are portable and can access the 
service from remote locations. Accordingly, the term "user" 
does not require a fixed or single location in such instances. 
Reference to a "user" in some contexts actually refers to 
computer-controlled activity (monitoring, advertisement 
delivery, etc.) done in connection with a device (e.g., tele­
vision, phone, laptop, or fixed-location computer) thought to 
be operated by the individual person called the "user." 
However, it is understood that a given device might be 
operated by multiple persons, such as different members of 
a household or business, at different times. Accordingly, as 
is common in the art, in some contexts, reference to a "user" 
may refer to the computer, device, or other equipment rather 
than the person. 

Behavioral targeting-the delivery of specific advertise­
ments to a user, the advertisements being selected on the 
basis of activity of the user, typically recent activity, includ­
ing but not limited to: online or television-based searches 
conducted by the user; content viewed or otherwise accessed 
by the user online or on television; online or television 
advertisements viewed, clicked on, interacted with, or oth­
erwise accessed by the user; shopping or purchases made by 
the user online or through a television; and any other form 
of previous user online or television activity. 

Central Ad Server (CAS)-a computer server (equip­
ment) that manages delivery of advertisements (television or 
online ). A local ad server can be typically run by a single 
publisher to serve ads to visitors of one or more websites or 
viewers of television programs of that publisher, or by a 
single advertiser to serve ads into ad space acquired by the 
advertiser on various websites or television programs. A 
third-party or remote ad server typically is remotely located 
and delivers advertisements of various advertisers to visitors 
of websites or viewers of programs of multiple publishers. 
The remote ad server acts as a central conduit for delivering 
advertisements, enabling advertisers and publishers to track 
the distribution of their online or television advertisements 

6 
performed, online purchases made, or times and dates of 
such behavior), observed viewing or interaction behavior of 
a television viewer ( e.g., television programs or ads viewed, 
responses to interactive programs or ads, or times and dates 

5 of such behavior), or demographic information collected 
from an Internet user or television viewer. 

Examples of profile providers can include, but are not 
limited to, any entity that owns, controls, or uses: (1) a 
visited Internet site server; (2) a server delivering content, 

10 images, audio, video, text, or any combination directed to an 
online user interface device (such as a computer or other 
online interface device) via an online access device (such as 
a modem or router), either directly or indirectly (e.g., via a 
redirect); (3) a server delivering content, images, audio, 

15 video, text, or any combination directed to a television via 
a STB (indirectly via a TVP; or directly via an STB IP 
address, without necessarily being aware that the IP address 
in question corresponds to a STB); ( 4) a server delivering an 
ad to an online user interface device via an online access 

20 device on behalf of an advertiser or an ad network; (5) a 
server delivering a television ad to a television via a STB 
(indirectly via a TVP; or directly via an STB IP address, 
without necessarily being aware that the IP address in 
question corresponds to a STB) on behalf of an advertiser or 

25 an ad network; (6) a server recording an activity conducted 
from an online user interface device such as a click on an ad 
or a link to an ad, a viewing of an ad, a click on a link to 
particular content, a search, a request for product informa­
tion, receipt of particular content, a product purchase, a 

30 telephone call made, or any other selected and definable user 
activity; or (7) a server facilitating instant messages or any 
other kind of communication on behalf of the user. 

Another example of a profile provider is: (8) a company 
sponsoring and having access to a software program located 

35 on the user's computer or other online user interface device 
that can observe the user's online activity (with the user's 
permission), such as a browser toolbar or desktop search 
software. A profile provider, broadly, can be: (9) any entity 

and to control the rotation and distribution of their adver- 40 

able to collect behavioral profiles ( e.g., observed online 
activity) or demographic profiles (provided by the user), 
typically including a device identifier (e.g., an online user tisements across the Internet or television system from one 

location. Either a local or a remote ad server can be 
considered a CAS. The advertisements can be stored on the 
CAS for later delivery, can be transmitted to the CAS and 
then delivered from the CAS upon receiving an ad request, 
or can be delivered from another source in response to an ad 
request received and routed by the CAS. Examples of 
third-party ad servers include DoubleClick's DART for 
Publishers central ad server (also known as DFP) and 
DoubleClick's DART for Advertisers central ad server (also 
known as D FA). In some cases, a CAS can be owned or used 
by a TVP, an ISP, an STB provider or modem provider, an 
online content provider, a profile aggregator, a profile dis­
tributor, an ad broker, an ad network, an ad exchange, an ad 
agency, an online advertiser, a TV advertiser, a TV ad space 
owner, or a TV content provider, representatives or proxies 
of any of those entities, or other entities. In some instances 
that CAS will operate independently of an ISP or TVP. 

Profile provider (PP)-An entity that has or collects 
profile information that is used to target advertisements. In 
context here, the profile provider controls or cooperates with 
a CAS, which receives all or part of the profile information 
from the profile provider for use in targeting television or 
online advertisements. User profile information derived 
from online or television activity can include, for example, 
observed online behavior of a user accessing the Internet 
(e.g., online content viewed or accessed, online searches 

interface device identifier) used when profile information 
was observed or collected and the date and time that profile 
information was observed or collected, regardless of 

45 whether or not the entity collected the profile information 
directly through contact with the user's computer or indi­
rectly from another entity such as those listed in this 
definition. In some cases, a user's online activity will result 
in direct contact between the online user interface device 

50 (via an online access device) and the profile provider, e.g., 
if the profile provider is an online commerce site, the user 
makes a purchase at the site, and the online commerce site 
generates a profile for that user. In other instances there may 
be no direct contact between the profile provider and the 

55 user, e.g., if the user makes a purchase at an online com­
merce site that in turn reports information pertaining to the 
user to the profile provider. In some situations, also, a profile 
provider might also own or otherwise control a CAS, in 
which case user profiles can be immediately available to the 

60 CAS without need to transmit between entities. 
Profiles or partial profiles provided by a profile provider 

to a CAS can contain any quantity of profile information, 
such as, in one example, just an online access IP address, 
STB IP address (not necessarily identified as such), STB 

65 identifier, or device pseudonym. The profile can include, 
e.g., a profile identifier or profile name, a username, or a 
login ID, or other online user interface device identifier; the 

7



US 11,949,962 B2 
7 

profile can be referenced by or included in a cookie or tag 
placed on a user's online user interface device. The IP 
address can be provided by the profile provider itself or 
might be obtained by the CAS when a user engages in any 
online activity or provides an item of demographic infor- 5 

mation and is redirected by a profile provider to the CAS. In 
another example, a profile can be more extensive and can 
include demographic or online behavioral information, such 
as an extensive browsing history, shopping or purchase 
histories, content or programs viewed online, and other 10 

information concerning the user's characteristics or the 
user's activities. In some instances a profile includes PII 
(typically provided by the user); in other instances it does 
not. 

The profile need not be stored in a single location; profile 15 

information that collectively defines a single user profile can 
be stored in one or more databases on one or more servers, 
in tags or cookies placed on one or more user interfaces 
devices, or at a combination of those locations. Although the 
profile provider is referenced in the previous several para- 20 

graphs as being an entity, many or most of the actions 
attributed to the profile provider are actually performed by 
equipment under the administrative control of the profile 
provider, such as computers, servers, software running on 
those computers or servers, network connection hardware or 25 

software, or other equipment. Such actions may still be 
characterized as being performed "by the profile provider," 
whether performed automatically, semi-automatically, or 
manually. Accordingly, as is common in the art, in some 
contexts, reference to a profile provider may refer to the 30 

computer systems or other equipment controlled by the 
entity rather than the entity itself. 

Personally Identifiable Information (PII)-information 
that can be used to identify a specific person, including but 
not limited to: name, Social Security number (SSN), date of 35 

birth, street address, email address, static IP address (if any), 
phone number (home, work, wireless), financial account 
numbers (bank accounts, credit accounts, or any other 
financial data), driver's license number, vehicle registration 
number, vehicle license number, facial photographs, finger- 40 

prints, handwriting or signature, or any other information 
that can assist in identifying a specific person. 

Non-Personally-Identifiable Information (non-PII)-in­
formation about a person that typically cannot be used to 
specifically identify that person, including but not limited to: 45 

city, state, or country of residence, age, gender, race, eth­
nicity, school or workplace (if sufficiently large), salary or 
income, hobbies, dynamically assigned IP addresses, online 
sites visited, online searches conducted, or other information 
that is useful to know about a person but does not by itself 50 

allow one knowing the information to identify the particular 
person. 

8 
as previous searches conducted at the site, or pages viewed 
or visited at the site, by the computer user. In a second 
example, a cookie can be used to store a username used by 
the user to access a site, customized preferences of the user, 
or various pieces of PII. A cookie file can also be created, 
altered, or deleted by software located on the user's com­
puter. 

Television advertisement (TV ad)-a full screen video ad, 
a partial screen video ad, a banner ad, a text ad, an audio ad, 
or any other form of ad suitable for delivery to and visual or 
audible presentation by a television (as defined above), 
which includes any device for delivering television content. 
TV ads can be spatially juxtaposed with or overlaid on the 
television program (e.g., banner ads) or can be temporally 
interleaved with the television program ( e.g., traditional 15-, 
30-, or 60-second spot ads). 

Redirect ( or URL redirection or URL forwarding)-the 
process of a server instructing a browser or application 
running on a computer to obtain certain requested informa­
tion ( e.g., all or part of a web page) from a different location 
by (1) a first server providing a URL to the browser or 
application and (2) the computer using the received URL to 
electronically contact the URL address. The URL could be 
given to the computer in many ways, for example by 
embedding a pixel (lxl image tag) in an HTML page or 
content, via iFrame or other frame redirects, via JavaScript, 
via a 302 HTTP status code (in HTTP protocol, or via other 
3xx status codes) in response to a request received by the 
first server from the computer, via redirect services, or via 
electronic mail. In one example, the URL could be sent to 
the computer following the computer coming into contact 
with the first server in any way, for example, following the 
computer accessing the first server to receive content. In 
another example, the URL could be given to the computer 
from the first server via HTML electronic mail (in this 
example, the URL is sent without the computer coming into 
contact with the first server). 

Various systems and methods are used currently for 
targeting ads based on user, viewer, or customer behavior. 
Some of those may rely on the collection of PII to enable 
correlation of the person exhibiting the behavior and adver­
tisements targeted at that person; in others, advertisements 
can be targeted without collecting PII. In those latter 
examples it is often the case that the medium of the behavior 
and that of the advertisement are the same. For example, 
many grocery stores hand out so-called "club cards" that 
need not be linked to PII. A shopper presents the card at 
checkout to receive various discounts, thereby allowing the 
store to link the list of purchased items to the card. As the 
system "learns" the shopper's purchasing habits, the system 
begins issuing coupons targeted at purchases that the shop­
per has made previously or that the system predicts the 

Cookie-a text file placed on a user's computer by any 
server that also serves content of any type to the user's 
computer using browser software. That content can include, 
for example, an entire web page, only a portion of a web 
page, one or more images, or even a single pixel; the user 
need not be aware of every server that delivers such content, 
and in many cases is not (e.g., if that server delivers only a 
single-pixel image). The cookie typically can be read or 
altered only by a server operating under the same Internet 
domain as the server that originally placed the cookie. The 
cookie file can be used to identify a computer that has 
already been in contact with the same domain ( e.g., it can act 
as an online user interface device identifier) and can also be 
used to store PII or non-PII pertaining to a user of that 
computer. In a first example, a cookie can store non-PII such 

55 shopper may wish to make based on past purchases. 
In another example, online advertisements are readily 

targeted based on an Internet user's online activities without 
using PII. The use of cookies enables an ad server to 
recognize an Internet site visitor who has been previously 

60 presented with ads by the ad server or who has conducted 
searches or accessed content at sites linked to the ad server; 
the cookies need not include PII to enable that functionality. 
The ad server can target future advertising to the site visitor 
based on that previous activity. A user who has searched for 

65 airline tickets to southern California on an online travel site, 
for instance, can later receive targeted online advertisements 
for Disneyland, delivered perhaps while visiting some other 
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online site, to the user's computer from an ad server that 
collected the user's search information from the online 
travel site. 

Regardless of whether PII is used or not, targeting adver­
tising in one medium based on activity in another, or 
advertising on one device type based on activity on another, 
can be problematic. Various schemes currently are imple­
mented, under development, or being considered wherein 
PII is used, e.g., to target television advertisements based on 
a viewer's online behavior. Some of those schemes involve 
agreements or alliances among TVPs, online access provid­
ers, online search portals, or online sites. The PII has 
typically been required to make the connection between the 
different media, because different devices are typically 
employed to access each one. 

To satisfy various laws, regulations, or policies pertaining 
to user privacy in an online environment, a primary goal is 
to maintain segregation of a user's PII (which may or may 

10 
location of OD! at some point in time (e.g., before, con­
temporaneous with, or after establishing the association with 
the STB) is estimated to be "near" the STB. The OD! 
location at the time it is estimated to be "near" the STB is 

5 used as a proxy for the STB location in later steps. Third, one 
or more secondary online devices (OD2s) are observed to be 
located "near" the STB proxy location (i.e., the location of 
OD! when it was estimated to be "near" the STB) and as a 
result are associated with the STB. Fourth, the system causes 

10 selection of a television advertisement to be directed to the 
STB, which selection is based at least in part on profile 
information linked to one of the associated OD2s. In the 
following sections, each of those activities will be described 
in further detail, including variations and alternatives. The 

15 disclosed methods can be employed with any suitable STB 
having any suitable connections; however, the disclosed 
methods can be particularly advantageous in situations 
wherein: the STB is not connected to any computer network; 
the STB is not ever connected to the same local area network not be used to establish as association between devices of 

differing media) from that user's online behavioral profile 
information (e.g., sites visited, content viewed, searches 
requested, or products purchased). It has also been deemed 
desirable, from a privacy perspective, to maintain similar 
segregation between (i) a user's online profile information 
and (ii) information or data on specific television viewing 25 

habits or profiles linked to a specific STB, even though that 
viewing data may not constitute PII. 

20 as OD! or OD2; or television service (used by the STB) and 
online access (used by OD! and OD2s) are provided by 
different service providers. 

Associating a Primary Online Device (OD!) with a Set­
Top Box (STB) 

A primary online device (OD!) is directly associated (in 
any suitable way) with a set-top box (STB). "Directly" 
merely indicates that the association between the STB and 
OD! can be established explicitly. Various suitable ways for 
establishing or recognizing such an explicit association are 

Several proposed schemes (e.g., as disclosed in one or 
more of the applications listed above) would enable target­
ing of television ads based on observed online behavior 
while maintaining that segregation of PII, or without using 
PII at all. Whether or not PII is used, and regardless of the 
manner of its use, the prevalent use of dynamic device 
addresses, e.g., for enabling online access, creates signifi­
cant technological impediments to cross-media targeting of 
ads. 

Due to privacy reasons, it is desired to avoid reporting 
which TV programs or channels have been viewed using a 
specific S TB. On the other hand, it is desired to generate ( or 
store) STE-originated reports of which selected or default 
TV ads were delivered within which TV programs or on 
which TV channels, so as to report to the advertiser the exact 
number of ads delivered to the target audience through STBs 
and the amount owed by the advertiser as a consequence, 
and to report to TV ad space sellers the amount of inventory 
used in delivering ads and the amount they are owed as a 
consequence. These apparently inconsistent goals create 
technical obstacles to cross-media flexible advertising sys­
tems. 

Recording or tracking user behavior in one medium in 
response to observed behavior in another, and correlating 
those behaviors, are also desirable goals. Such capability can 
enable an advertiser to target future ads more accurately, to 
evaluate the effectiveness of particular ads or ad campaigns, 
or for other purposes. However, the same issues ( e.g., use of 
PII or not, segregation of PII from online behavioral profile 
information, or use of dynamic device addresses) that must 
be addressed for cross-media targeting must also be 
addressed for cross-media tracking or correlating. 

DESCRIPTION 

A method is performed by a profile provider (PP) entity 
using a computer system connected to the Internet and 
comprising one or more servers, and can be summarized as 
follows. First, a primary online device (OD!) is associated 
(in any suitable way) with a set-top box (STB). Second, a 

30 disclosed in the patents and pending applications cited 
above. In some of those examples, a TVP/ISP can provide 
both online access and television service to a given sub­
scriber, typically at a known, single location (e.g., a resi­
dence or business). An online device provided with online 

35 access (by the TVP/ISP) at that service location can be 
associated with the STB as OD!. In other examples, a 
subscriber's OD! and STB can be associated based on both 
being connected to a common LAN (Local Area Network). 
That common connection can be detected in a variety of 

40 ways, e.g., by detecting that Internet traffic is routed to both 
OD! and the STB via a common IP address or portion 
thereof, or by detecting that both OD! and the STB are 
connected to the same router. 

In other examples not disclosed in the cited patents or 
45 applications, a TVP can send an email to a subscriber that 

includes electronic indicia that identify the subscriber or the 
subscriber's STB; such identification can employ a pseud­
onym representing any of the data. The indicia could be 
incorporated, for example, as a lxl pixel redirect in an 

50 HTML email, or in any other suitable manner. When the 
subscriber opens the TVP email, the online device used to 
open the email is redirected to a TVP server or TVP 
computer system along with the STB identifier or a sub­
scriber identifier ( or pseudonym). Instead or in addition, the 

55 TVP server or computer system can gain access to a sub­
scriber's online device and to his or her log-in data when the 
subscriber logs in to a TVP web site or application ( e.g., a 
software application that enables a mobile device or tablet to 
act as a remote control for the STB), or when the subscriber 

60 logs in to a third-party web site or application that directs or 
redirects the online device to the TVP server along with the 
subscriber's PII. The online device used by the subscriber to 
open the email or log-in (referred to hereafter as the initi­
ating online device) may or may not be associated as OD! 

65 with the subscriber's STB, as further described below. The 
TVP server or computer system access to the initiating 
online device following the redirect or log-in enables the 

9
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subscriber's STB identifier or pseudonym, and optionally 
additional information pertaining to the subscriber. 

Alternatively, in the email or barcode examples, the 
initiating online device can be directed or redirected ( di-

TVP system to associate the initiating online device with the 
STB, if it chooses to do so, using the PII provided by the 
initiating online device to pull the subscriber's STB identi­
fier or by using the STB identifier pseudonym provided by 
the initiating online device. The TVP system can associate 
an online device identifier of the initiating online device 
with the subscriber's STB identifier or STB pseudonym. 

In another example, a TVP presents a personalized bar­
code on the TV screen. The barcode is personalized in that 
it encodes instructions to redirect a mobile device with a 
camera that takes a picture of the barcode on the TV screen 
to an online server along with indicia identifying the sub­
scriber's STB. The mobile device can be redirected to a PP 
server, or to a TVP or other server that in turn redirects to the 
PP server ( directly or via one or more intermediary servers). 
The PP can then associate the STB identifier or pseudonym 
with an identifier of the mobile device. Additional informa-

5 rectly or via one or more intermediary servers) to a PP server 
or computer system without also making contact with a TVP 
server or computer system, e.g., if the email redirect or 
barcode includes instructions for the online device to make 
contact with the PP server and to convey indicia of the 

10 subscriber's STB identifier to that PP server. In that sort of 
example, after the TVP transmits to the subscriber the email 
or barcode, subsequent association of the subscriber's STB 
identifier or pseudonym with an identifier of the initiating 
online device can be established without further involve-

15 ment of the TVP. As a result of any of the different 
redirections described above, the PP server can place, 
modify, or recognize a cookie on the initiating online device; 
that cookie can act as an online device identifier. The PP can 
store the received information, including indicia of the STB 
identifier or pseudonym, within the cookie or in a central 
database using the cookie as a record locator. 

In addition or instead, the TVP can place, modify, or 
recognize its own cookie on the initiating online device and 
maintain a log or database of cookies or other initiating 
online device identifiers (such as an online device finger­
print) and associated STB identifiers for a multitude of 
subscribers. Such a log or database can be transmitted 
directly to a PP periodically, intermittently, or on an ongoing 
basis. The PP can use the received log to update its own 

tion pertaining to the subscriber or the STB can be encoded 
into the personalized barcode, e.g., the geographic location 20 

of the STB. In one example a barcode, such as a two­
dimensional QR ("quick response") code, is presented on a 
television screen, and a user is asked to photograph the 
barcode with his or her smartphone (for example to visit a 
television program web site). Barcode reader software on the 25 

smartphone decodes the barcode, which encodes a uniform 
resource locator (URL) usable by the smartphone's browser 
software. That URL indicates an online site and also 
includes an identifier or pseudonym for the television sub­
scriber's STB. When the smartphone visits the online site 
indicated by the encoded URL, the online site server can 
retrieve the STB identifier or pseudonym and include it in a 
redirect to a PP server. The PP places, modifies, or recog­
nizes its own cookie or other identifier on the user's smart­
phone to include or reference the user's STB identifier or 
pseudonym, thereby establishing an electronic association 
between the smartphone (the initiating online device) and 

30 database or in any other suitable fashion. In one example, the 
PP uses received device fingerprints (i) to recognize an 
initiating online device if and when it later encounters that 
online device or (ii) to retrieve location or profile informa­
tion previously collected for a given online device. In 

the STB. In this example, different personalized barcodes 
can be sent to different television service subscribers iden­
tifying their respective STBs. 

35 another example, the PP and TVP use cookie syncing to sync 
their cookies; when the PP receives a TVP log file it can use 
the TVP cookie IDs to find the associated PP cookies IDs 
and associate the STB indicia with the relevant PP cookie ID 
in the PP database and perhaps also store the STB indicia in 

40 the PP cookie. In one example of cookie syncing, a TVP 
redirects subscribers' online devices to a PP server along 
with the corresponding TVP cookie identifiers. The PP 
server associates the TVP cookie identifiers with the corre-

To function as primary online device OD!, an initiating 
online device must be (i) a stationary online device (e.g., a 
desktop computer or workstation) that resides at the STB 
location, or (ii) a mobile online device (e.g., a laptop 
computer, tablet, or smartphone) that is at least transiently 45 

located at the STB location. Determining whether a given 
initiating online device can properly function as a primary 
online device OD! is described below. The TVP typically 
knows the location of the subscriber's STB and can employ 
or provide all or part of that information to perform or 50 

facilitate subsequent steps. 
In the latter examples disclosed above (e.g., wherein a 

TVP email, a TVP site or application login, or a barcode is 
employed), the TVP typically conveys to a profile-provider 
entity (PP), or causes to be conveyed to the PP, information 55 

pertaining to the initiating online device and the subscriber's 
STB. Examples of such PP entities are given above. In some 
of the examples disclosed above, the initiating online device 
is redirected to a PP server or computer system ( directly or 
via one or more intermediary servers), e.g., from a server 60 

hosting the TVP site or communicating with a software 
application, following a URL redirect from the TVP email to 

sponding PP cookie identifiers. The TVP can then provide 
the PP with a file containing TVP cookie identifiers and 
associated profile information (such as the STB indicia or 
geo location); the PP can use the TVP cookie identifiers to 
determine to which PP cookie identifiers to add the received 
profile information (in a central database or in the cookie, as 
desired). 

However the information is conveyed to the PP, that 
information enables the PP to associate online profile infor­
mation pertaining to online activity conducted via the initi­
ating online device with the subscriber's STB identifier, as 
is conventional. 

Estimating that the Initiating or Primary Online Device is 
"Near" the S TB 

In the course of online activity conducted via an online 
device, that online device may occasionally make electronic 
contact with a PP server. During each such contact, the PP 
server can estimate the location of that online device and 
cause that location information to be stored (e.g., in a log, 
history, or database, or in a cookie on the initiating online 
device). At the time the PP computer system receives 

a TVP server or other server that in tum redirects to a PP 
server, or following a barcode-initiated visit to a TVP server 
or other server that in turn redirects to a PP server. Such URL 
redirection typically includes a URL address (or other data­
passing technique) that passes electronic indicia of the 

65 electronic indicia of an initiating online device identifier and 
the subscriber's STB identifier, a PP server can (i) estimate 
whether the initiating online device was "near" the subscrib-

10
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er's STB at some time in the past (e.g., if the PP has any past 
location data for the initiating online device), (ii) estimate 
whether the initiating online device is currently "near" the 
subscriber's STB (e.g., if the PP has received the electronic 
indicia via a redirect of the initiating online device). Alter­
natively, the PP server can (iii) monitor the initiating online 
device's location, even if not continuously, and "notice" 
(estimate) later whether it goes "near" the subscriber's STB 
(e.g., by checking its location when electronic contact is 
later made between the initiating online device and the PP's 
server). 

"Near" can be defined in a variety of ways, and the 
estimate can be made in a variety of ways. The reliability of 
the estimate (i.e., the probability that an improper associa­
tion will be established between an OD! and a subscriber's 
STB) can vary substantially depending on how "near" is 
defined and estimated. In the barcode example described 
above, the smartphone that captures an image of the barcode 
on the television screen can be assumed to be at the location 
of the STB when the image is captured, and therefore can be 
correctly presumed to function as OD!. 

In a first example, information conveyed by the TVP to 
the PP (by example via direct transmission or redirect) 
indicates the location of the subscriber's STB. Privacy 
restrictions may limit the precision of such information ( e.g., 
limited to city, zip code, neighborhood, or street); if permit­
ted, complete address or precise geographic coordinates can 
be provided. Upon encountering the initiating online device, 

14 
mation pertaining to only residential STBs), and if the PP 
identifies an initiating online device location as a residential 
location (e.g., because a reverse look-up of the initiating 
online device IP address from a third-party database iden-

5 tifies the IP address as being a residential IP address), then 
the PP might automatically assume that the initiating online 
device is at the STB residential location, without any loca­
tion information for the STB or online device. In a variation, 
the PP can confirm the initiating online device location as 

10 the subscriber's STB residential location, or cancel its 
previous identification of the STB residential location, based 
on how many times it encounters the initiating online device 
at that location over a certain period of time (e.g., to reduce 
the likelihood of erroneously associating the subscriber's 

15 online device with a friend's residential STB upon detection 
of the subscriber's online device at the friend's residential IP 
address). 

In another example, in instances where it is known that a 
STB is located at a residential location (whether or not the 

20 actual address of the residence is known) but there is no 
database identifying whether an IP address is assigned to a 
business or a residence, an initiating online device might be 
observed to be used at two different IP addresses, and it 
might be presumed that one of the IP addresses likely 

25 corresponds to the subscriber's workplace and the other to 
the subscriber's residence. The workplace and residence 
locations can be distinguished based on the number of online 
devices connected to a common LAN at those locations. For 

the PP can estimate its location and compare it with the STB 
location. The PP can estimate the location of the initiating 30 

online device by using, for example, reverse IP address 
lookup ( e.g., in a database that includes IP addresses and 
geographic locations; the precision of such databases can 
vary from metropolitan area to exact street address, or any 
intermediate level of precision), device GPS coordinates or 35 

coordinate ranges, or relative signal strengths of nearby 
WiFi transmitters or cell towers detected by the device. 
Depending on the precision of the available location data 
(typically, but not always, more precise for the online device 
location than for the STB location), a suitable criterion 40 

(using one or a set of several factors) can be established for 
estimating whether the initiating online device and the 
subscriber's STB are "near" one another. The criterion can 

instance, in an IPv4 architecture, if one of the IP addresses 
is shared by ten different online devices and the other IP 
address is shared by only three different online devices, then 
it is likely that the first IP address is the workplace address 
and the second IP address is the home address because it is 
reasonable to presume that there are more online devices at 
a workplace than at a home. Similarly, in some instances in 
an IPv6 architecture, if the prefix of one IP address is 
identical to the prefix of IP addresses of nine other online 
devices, and if the prefix of the other IP address is identical 
to the prefix ofIP addresses of only two other online devices, 
then it is likely that the first IP address corresponds to a 
workplace and the second IP address corresponds to a home. 
More generally, the number of other online devices con­
nected to a common LAN with a given online device can 
indicate whether that online device is located at a residence be selected to result in a desired level of confidence that the 

association between OD! and the subscriber's STB has been 45 or at a workplace. 
accurately established. If the criterion is satisfied and the 
initiating online device is regarded as the primary online 
device OD!, then its location when it is "near" the subscrib­
er's STB can be used as the proxy STB location in subse­
quent operations. 

In another example, an online device and STB can be 
automatically estimated to be "near" each other without 
checking any location or distance criterion or threshold. For 
example, if a software application on the initiating online 
device is used to control the STB, then the initiating online 
device can be automatically assumed to be "near" the STB 
without checking any location or distance criterion. In 
another example, if the initiating online device is used to 
open an email from a TVP late at night, and if the associated 
STB is known to be a residential STB ( e.g., because the TVP 
provides to the PP information pertaining to only residential 
STBs), it might be automatically assumed, without any 
location information for the STB or online device, that the 
initiating online device is "near" the STB (based on the 
presumption that late at night the subscriber is at his or her 
residence). In another example, if the STB is known to be 
residential ( e.g., because the TVP provides to the PP infor-

In yet another example, if the television subscriber 
receives both television service and online access service 
from the same provider (TVP/ISP), the PP can determine the 
ownership of the IP address used by the initiating online 

50 device to determine whether the initiating online device is at 
the STB location (where the subscriber receives the televi­
sion service). Such an example assumes the television 
subscriber receives online access service at home from a 
provider that is different from the provider of online access 

55 to the subscriber at the workplace or at other locations (such 
as coffee shops or friends' houses); otherwise the subscrib­
er's STB might be erroneously estimated to be located at the 
workplace. The likelihood of such a mistake can be reduced 
by also considering the time of day and day of the week 

60 when the initiating online device communicates with the PP. 
If a weekend, regardless of the time of the day, the sub­
scriber is likely at home if the IP address is owned by the 
subscriber's TVP/ISP. If a weekday (Monday to Friday) and 
during working hours, then the subscriber is likely at the 

65 workplace; if during the work-week and early morning, 
evening, or late at night, then the subscriber is likely at 
home. Time of day could be used independently as well 
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(regardless of the ISP identity). If it is late in the evening, the 
PP might assume with high probability that the initiating 
online device is at home. 

16 
indicia of the specific STB identifier), the PP can neverthe­
less in some instances recognize when OD! is located at a 
residential location (and hence at the STB location) using 
the described methods (for example, time of day, or location 
type). 

Note that there can be instances when the initiating online 
device is never detected "near" the subscriber's STB. That 
situation can arise, for example, if the initiating online 
device is a stationary device that resides at a location remote 
from the subscriber's STB, or if the initiating online device 
is a mobile device that is never located ( or noticed to be 
located) "near" the subscriber's STB. Typically, an initiating 
online device that is never "near" the subscriber's STB will 

More generally, one exemplary solution for reducing 
errors in the identification of an initiating online device 5 

location as a STB location is to check the number of online 
user interface devices sharing a common IP address for 
online access at a given location (i.e., sharing the same 
LAN). If the number is over ten, for example, then it is more 
likely that the initiating online device is being used at a 10 

workplace or a public location such as a coffee shop or an 
airport, and it is less likely that it is being used at home 
(regardless of the time of day). Under such circumstances, 
that location should not be estimated to be the STB location not be regarded as a primary online device OD!, its location 

15 will not be used as the proxy STB location, and subsequent 
steps will not be performed based on the location of that 
initiating online device. 

or used as such in subsequent steps. 
In yet another example, the PP can receive the STB 

geographic location from a third party that has a database of 
television subscribers and their TVPs. In one alternative, 
such a third party that has a television subscriber's person­
ally identifiable information (PII) can redirect the subscrib­
er's online device, e.g., after the subscriber logs in to a 
server of the third party, to a server or computer system 
controlled by the PP; that redirect can convey the geographic 
location of the subscriber's STB (with or without PII, as 
needed or desired). In another alternative the PP can receive 25 

the home or business address of an initiating online device 
from a third-party data provider that can redirect the initi­
ating online device to a PP server along with the home or 
business address ( exact home address if permitted, or less 
accurate address information such as a zip code if required 30 

by privacy policy or regulation). Such a redirect will likely 

In some instances, however, a so-called "two-step" asso­
ciation can be established based on an initiating online 

20 device that is never "near" the subscriber's STB. If a mobile 

not include PII (other than the address information). 
In another example, if the PP learns that the STB is used 

in a residence ( explicitly because informed by the TVP, or 
implicitly because the TVP only redirects residential sub- 35 

scribers' online devices), the PP can assume that the sub­
scriber's residential address (obtained from a third party) is 
the location of the subscriber's STB. In another alternative, 
when a PP server communicates with the initiating online 
device, it can reverse look-up the device IP address to find 40 

its geographic location. 
Regardless of the way the PP gains access to the geo­

graphic location of the online device and the geographic 
location of the STB, it can compare their locations. If they 
match, or are in close enough proximity, then the initiating 45 

online device can be estimated to be at the STB location. 
In various examples (including some of those described 

above), information conveyed by the TVP to the PP (for 
example via direct transmission or redirect) indicates either 

online device is observed to be transiently "near" the initi­
ating online device at various times (or if both of the mobile 
online device and initiating online device are used to log in 
to the same web site or application using the same creden­
tials), and observed to be transiently "near" the subscriber's 
STB at other times, that mobile online device can function 
as a primary online device OD!, and its location (when 
observed "near" the STB) can be used as the proxy STB 
location. An OD! identified using such a two-step associa­
tion with a STB may be less desirable than the more direct 
associations described above, due to a higher probability of 
error in establishing the association. 

Observing Secondary Online Device(s) (OD2s) "Near" 
the STB Proxy Location 

Over time, one or more secondary online devices (OD2s) 
are observed to be located "near" the STB proxy location 
(i.e., the location of OD! at the time it was estimated to be 
"near" the subscriber's STB). As a result, one or more OD2s 
are indirectly associated with the subscriber's STB. "Indi­
rectly" merely indicates that the association between the 
STB and OD2s is established using a STB proxy location 
that was determined using OD!, as described further below. 

This disclosure offers significant advantages over known 
conventional techniques because, e.g., in cases wherein the 
subscriber's STB is not connected to a computer network 
and the TVP does not provide online access to the sub-
scriber, the STB proxy location established by OD! may be 
the only way to establish any connection between the OD2s 
and the subscriber's STB; in known conventional techniques 

50 no connection between OD2s and the STB could be made. a residential or commercial location for the subscriber's 
STB. Over time, an initiating online device that is mobile is 
observed at differing locations. Whether those locations are 
commercial or residential might be inferred based on time of 
day (e.g., daytime locations assumed to be commercial and 
evening/nighttime/early daytime locations assumed to be 55 

residential) or on the type of IP address ( e.g., static IP 
addresses assumed to be commercial and dynamic IP 
addresses assumed to be residential). The initiating online 
device is assumed to be properly regarded as a primary 
online device OD!, and the proxy STB location can be the 60 

OD! location estimated when OD! is encountered at a time 
of day or from an IP address that is consistent with the type 
of subscriber STB location. In various cases (including some 
of those described above), a TVP may only provide the PP 
with information about residential STBs. Without receiving 65 

from the TVP information about the location or type of 
location of a specific STB (and perhaps only receiving 

That is advantageous, as it enables, for example, the delivery 
of targeted television ads to the STB based on the online 
profiles of online devices used by other household members 
(OD2s), in addition to targeted television ads based on the 
online profile of the household member that uses OD!. 

One or more of the online devices (OD! or OD2s) can be 
mobile, so that their locations can vary with time. An 
association between an OD2 and the STB can be established 
based on OD2 being "near" the STB proxy location at a 
point in time before the ODl-STB association is established 
and the STB proxy location is estimated (e.g., looked up in 
a log, history or database, or recorded in a cookie on OD2), 
or at a point in time after the ODl-STB association was 
established and the STB proxy location was estimated (e.g., 
as a result of subsequent contact with a PP server). 

In one example, OD2 being located "near" the STB proxy 
location can be estimated by OD! and OD2 sharing a 
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common LAN (at least transiently). In one case of this 
example, OD! is estimated to be "near" an associated 
residential STB (in any of the ways described above), and 
the IP address ( or part of the IP address, such as an IP address 
prefix) used by OD! at the time of the estimate is used as a 5 

proxy for the STB location. Other online devices (OD2s) for 
which Internet traffic is routed via an identical or partially 
identical IP address are estimated to be connected to the 
same LAN as OD!, to be at the same location (because they 

the STB, and by inference that the OD2 user is present and 
watching television, based on an estimate that OD2 is near 
the STB at a given time/date (as described above) or based 
on a location history of OD2 at specific times/dates (as 
described below). 

In some disclosed exemplary methods, targeted television 
advertisements are selected based on profile information 
associated with OD! or one or more OD2s. The advertise-
ments thus selected can be transmitted in advance to the STB 

are connected to the LAN), and to be at the same location as 10 for storage ( e.g., in a DVR) and presented later, or can be 
the STB. The OD2s thus identified are associated with the transmitted in real time or "on demand" as needed. The 
STB. The estimation that an OD2 is at or near the STB 
location need not occur while OD! is at or near the STB 
location. In another example, GPS coordinates of OD2 can 
be compared to the OD! location when OD! was estimated 15 

to be "near" the STB. If the OD2 GPS coordinates are close 

selected ads can be presented within specific TV programs/ 
channels or on specific times/dates, e.g., according to the 
teachings of U.S. Patent Pub. 2009/0300675, U.S. Patent 
Pub. 2009/0299843, or App. Ser. No. 61/393,834 referenced 
above. The television advertisements can be selected/pre-

enough (based on any suitable criteria), then the OD2 is 
associated with the STB. Again, the estimation that an OD2 
is close enough to the STB location need not occur while 
OD! is near the STB location. 

sented based on an expectation that the user of OD2 is likely 
to be viewing those specific TV programs/channels at those 
dates/times (independently of whether OD2 is presumed to 

20 be "near" the STB at those dates/times). 
In some examples, an association between a STB and an 

online device OD2 can be undone by a PP server under 
certain circumstances. If the PP recognizes that an OD2, that 
was associated with the STB due to the sharing of a common 
LAN with an OD! associated with the STB, does not again 25 

share a common LAN with OD! for more than a week (or 
other suitable period of time), then it can be inferred that the 
STB-OD2 association was not correct (e.g., perhaps OD2 
belonged to an infrequent visitor to the STB location). 

Based on the profile information associated with OD2 
( online or offline profile information), television ads are 
selected (by or at the direction of the PP) to be directed to 
the STB associated with OD2 as described above. When 
selecting ads, additional parameters can be taken into 
account such as which television program or channel is 
being watched or likely watched on the STB and the 
likelihood that the OD2 user is watching that TV program/ 
channel (e.g., based on correlation between the OD2 user's 

TV Ad Selection/Presentation Based on OD2 Profile 
After an online device OD2 is associated with the STB as 

one of a set of one or more OD2s, targeted television 
advertisements can be selected (by or at the direction of the 
PP) based at least in part on profile information associated 
with OD2, e.g., (i) online behavioral profile information 
such as browsing history or search history of a user of OD2, 
(ii) demographic information associated with a user of OD2, 
(iii) offline profile information pertaining to a user of OD! 
or a user ofOD2 and acquired with the assistance of the TVP 
( described further below), or (iv) offline profile information 
pertaining to a user of OD2 and acquired according to the 
teachings of, e.g., U.S. Pat. No. 7,890,609 referenced above. 
The television advertisements thus selected can be directed 
to the STB for presentation. 

The targeted television advertisements can be selected 
based on receiving a notification, wherein the notification: 
(i) includes or references an STB identifier, and (ii) results 
from and signifies a television ad being presented using the 
STB that corresponds to the STB identifier. 

Although the approach is described herein mostly with 
respect to selecting an ad for presentation via the OD2, the 
methods and systems disclosed herein can be used for other 
actions taken with respect to online activity through the OD2 
subsequent to presentation of the television ad, including not 
only causing a selected online ad to be directed to the OD2 
but also causing recording that a select online activity 
occurred subsequent to presentation of the television ad, 
which online activity was tracked from the OD2. 

The time and manner of the television ad presentation can 
be determined in a variety of ways. In various disclosed 
exemplary methods, targeted television advertisements can 
be selected or presented based on the likelihood of the user 
of OD2 viewing specific TV programs/channels or watching 
television at specific times/dates, based on one or both of (i) 
a correlation between the OD2 user's profile information 
and specific programs/channels (as described in several of 
the cited references), or (ii) a presumption that OD2 is near 

30 profile information and the TV program/channel, as dis­
closed, e.g., in U.S. Patent Pub. 2009/0300675, U.S. Patent 
Pub. 2009/0299843, or App. Ser. No. 61/393,834) refer­
enced above. 

In some other exemplary methods, the selected television 
35 advertisement is presented only when OD2 is presumed to 

be "near" the STB. Only at a given point in time when one 
of the OD2s is presumed (in any suitable way) to be located 
"near" the STB proxy location does the system trigger 
presentation of a targeted television advertisement for the 

40 STB, which targeted advertisement is selected based on 
profile information associated with that nearby OD2. In 
other words, a presumption that OD2 is "near" the STB at 
a given point in time is used to infer that the user of OD2 is 
watching television at that time, and that a television adver-

45 tisement targeted at the user of OD2 should be presented. 
Whether the OD2 is "near" the STB proxy location can be 
estimated in any of the various ways described above for 
establishing the association between OD2 and the STB, or 
can be inferred based on a history or log of OD2 being 

50 "near" the STB in the past (described further below). The 
television advertisements can be selected and delivered to 
the STB in any of the ways and at any of the times described 
above (e.g., selected and delivered to the STB ahead of time, 
selected or delivered in real time or on demand, or variations 

55 of those methods). 
Regardless of the manner in which a television ad is 

selected or a program/channel or time/date is determined for 
delivering the selected ad, the ad can be delivered or 
presented in any suitable way. In some examples, the 

60 selected television advertisement ( or an identifier thereof) is 
sent by the PP to the TVP, along with the STB identifier or 
pseudonym (i.e., the STB identifier or pseudonym that was 
received from the TVP as being associated with OD!, and 
later associated with OD2 estimated to be at the STB 

65 location) and an indicator of the program, channel, time, or 
date on or during which the ad is to be presented. The TVP 
can use that information to arrange the presentation of the 
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television advertisement on the STB at a suitable point in 
time. The PP can typically transmit the selected television 
advertisement, or an identifier thereof, to a CAS operated by 
the TVP along with the subscriber's STB identifier. The 
profile information (online or oflline) pertaining to OD2 5 

need not be conveyed to the TVP. In some examples, the PP 
can associate observed online behavior on OD2 with the 
selected targeted television advertisements delivered or pre­
sumed delivered on the STB associated with OD2, for online 
behavior that takes place on OD2 after the expected or 10 

reported presentation of the selected targeted television 
advertisements on the STB (as disclosed, e.g., in U.S. Patent 
Pub. 2009/0172728 or application Ser. No. 12/906,007 ref­
erenced above). 

In various examples, television advertisements can be 15 

selected based on profiles associated with one or more OD2s 
associated with a STB, and then transmitted for storage on 
the STB, on an ad server or other server, or on another 
device; the stored television advertisement is presented only 
at a suitable point in time according to electronic instruc- 20 

tions. In some cases, the stored television advertisement is 
shown only when the correct charmel is being watched or 
during the correct television program. In another case, only 
when one of those OD2s is presumed to be "near" the STB 
(by the STB, PP, TVP, or a third party) is a corresponding 25 

stored television advertisement presented. In various cases, 
instructions stored in the STB cause the STB to present a 
stored ad when the STB detects a "nearby" OD2, or to 
present a stored ad when an OD2 is inferred to be "near" the 
STB based on a location history of that OD2, or to present 30 

a stored ad following detection of a "nearby" OD2 by the PP, 
TVP, or a third party. In another case, a selected television 
advertisement can be presented according to instructions 
stored in or received by an ad server to present an ad stored 
in the ad server. Different television ads can be presented at 35 

different times depending on different OD2s being presumed 
to be located near the STB proxy location at those different 
times. 

20 
for presenting an OD I-targeted advertisement via the ODl­
associated STB at a future time when that OD! is predicted 
to be near that STB. 

The particular temporal pattern described above (Tuesday 
evening after 7 PM) is only exemplary; any discerned 
temporal pattern of an online device estimated to be "near" 
an associated STB can be employed as a basis for predicting 
future nearness of the associated online device and STB. The 
particular criterion for "nearness" described above (use of a 
particular IP address) also is only exemplary. Any suitable 
criterion for nearness, including those already described 
above for establishing associations between OD! and the 
STB or between OD2 and the STB, can be employed as a 
basis for logging or recording an online device's history of 
being near an associated STB and for predicting future 
nearness of the associated online device and STB. In a 
similar marmer, predicting future nearness of an online 
device to its associated STB can be based on geographic 
coordinates, street address, or any other suitable indicator of 
the online device's past locations. 

In many cases IP addresses used by online devices for 
online access are dynamic rather than static. This could 
create a problem when an IP address ( or a portion thereof, 
such as the IP address prefix shared with the router of a 
LAN) is used as a proxy for a STB location. An online 
device in the previous example (an OD2, for example) can 
be estimated to be near an associated STB even if its IP 
address changes from one Tuesday evening to the next. If the 
same group of OD2s ( each recognized by a unique cookie, 
tag, or device fingerprint, for example) were detected con­
nected to a common LAN every Tuesday evening after 7 
PM, then those OD2s could be presumed to be located at the 
same location every Tuesday evening after 7 PM even if the 
IP address via which they receive Internet traffic changes 
from day to day or week to week. If one of those temporary 
IP addresses had been estimated to be "near" a specific STB, 
or if an online device of the group connected to the LAN had 
been associated with a specific STB when that online device 
was connected to that LAN, then the entire group of OD2s 

Additional Features or Embodiments 

In examples wherein the presence of an online device is 
inferred based on a history or log of that online device being 
"near" an associated STB, such a history or log can be 
analyzed to predict future times when the online device will 
be present at the STB location (and therefore times when the 
user of the online device might be inferred to be present and 
watching television). For example, if an online device is 
connected to the Internet via the same IP address every 
Tuesday evening after 7 PM for the past three weeks, it 
might be presumed that the online device will be connected 
to the Internet via that same IP address on the next Tuesday 
evening after 7 PM. If the online device (when accessing the 
Internet via that IP address) was associated with a specific 
STB, then television advertisements targeted based on pro­
file information associated with the online device can be 
transmitted to the STB for presentation on the following 
Tuesday evening after 7 PM. Such a technique for estimat-

40 can be associated with the STB. A LAN to which this group 
ofOD2s is connected in the future can be similarly inferred 
to represent the STB location. A prediction that one of the 
OD2s will be at that STB location on a future Tuesday 
evening can be made despite any change of the IP address 

ing future presence of an online device near a STB can be 
employed for choosing a time for presenting a television 
advertisement targeted based on OD2-associated profile 
information in the context of methods disclosed above, i.e., 
for presenting an OD2-targeted advertisement via the OD2-
associated STB at a future time when that OD2 is predicted 

45 via which Internet traffic is received by the online device. 
Put another way, detection of a recognizable combination of 
multiple online devices connected to a common LAN can 
serve as a proxy for the associated STB location. Further, 
any online device recognized as being connected to the same 

50 LAN as the other online devices of the group could also be 
associated with the same STB. 

The sharing of a LAN by a group of devices ( e.g., multiple 
online devices and/or a STB connected to a common LAN) 
can be recognized using different techniques. In one 

55 example, online devices sharing a LAN in an IPv4 archi­
tecture can be recognized by a web server communicating 
with the online devices as having the same IP address, i.e., 
the IP address of the modem connecting the LAN to the 
Internet. Based on that common IP address, the web server 

60 can infer that the online devices share a LAN. In another 

to be near that STB. That technique can also be employed for 65 

choosing a time for presenting a television advertisement 
targeted based on ODl-associated profile information, i.e., 

example, online devices sharing a LAN in an IPv6 archi­
tecture might be recognized by a web server communicating 
with the online devices as having a partial identical IP 
address ( e.g., due to the online devices sharing a sub-net (the 
LAN), the prefixes of their IP addresses would be the same). 
Based on the sharing of part of an IP address, the web server 
can infer that the online devices share a LAN. In yet another 

14
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example, online devices sharing a LAN (for example in an 
IPv6 architecture) can be recognized as such by a web server 
that has access to the online devices' IP addresses using the 
following method. The server can trace the route through the 
Internet from the server (the origin) to each online device 5 

(the destination), e.g., using a command such as "tracert" in 
a Windows® operating system. The server can recognize 
that the router, one "hop" before the route ends at each 
online device, is the same router for all of the online devices 

22 
Although a PP could be an independent third party, in 

some cases it could be owned by a television provider or 
another entity involved in the sending of ads to STBs. The 
PP can work with a CAS operated by another entity in some 
situations. In other cases, a CAS could be owned or operated 
by a PP. Other combinations are also possible. 

In another example, location information of the STB is 
not shared by the TVP at all. The PP associates the initiating 
online device with different locations where it identifies the 
device ("location" defined in any of the various ways 
described above). For each such associated location, the PP 
further associates with the initiating online device other 
online devices identified by the PP as visiting that location. 
The time and date when each device was identified at a 

of a group. As a consequence, the server can infer that online 10 

devices receiving Internet traffic via that router are con­
nected to a common LAN. (The server can recognize the 
router according to its IP address and optionally can deter­
mine whether the router's IP address is a residential or 
commercial IP address using a third party database.) More 
generally speaking, a LAN can serve as a proxy for a STB 
location. The LAN can be identified in different ways. Some 

15 location can also be recorded. The PP selects different 

of those ways include, but are not limited to: (a) the IP 
address of a modem connecting the LAN to the Internet in 

television ads targeted based on profile information associ­
ated with the different online devices associated with the 
different locations visited by the initiating online device. The 

an IPv4 architecture, (b) the prefix of an IPv6 address of 20 

devices connected to the LAN or of the LAN's router, or (c) 

PP provides the TVP with the television ads targeting the 
different online devices along with indicators of their respec­
tive locations (and possibly the time and date they were 

the IP address of the LAN's router. 
Any suitable criterion can be employed for estimating a 

common location for multiple online devices. For example, 
if three or more of a group of five online devices are often 
detected connected to a common LAN (in any suitable way, 
including those described above), then later detecting three 

identified at that location). The TVP, which has access to 
STB location information, but does not share the informa­
tion, can then compare the different locations with the STB 

25 location and deliver to the STB ads selected based on OD2 
profiles for only those online devices that were detected at 
the STB location. 

of those five online devices connected to a common LAN 
characterized by a different IP address ( or portion thereof) 
within, e.g., two hours or other suitable time interval, might 30 

be a suitable criterion for estimating that the different IP 
address ( or portion thereof) corresponds to the associated 
STB location. In some instances detecting at least two of the 
online devices connected to the same LAN might be suffi­
cient, while in other instances detecting four or more online 35 

devices connected to the same LAN might be necessary for 

Profile information associated with a given OD2 and used 
for selecting television advertisements targeted to a user of 
OD2 can originate from a variety of sources. For example, 
the PP can collect demographic or behavioral profile infor-
mation based on online activity of the user of OD2, e.g., as 
disclosed by U.S. Pat. Nos. 6,925,440, 7,428,493, or U.S. 
Patent Pub. 2008/0313194 referenced above. In another 
example, the PP can obtain ofl.line profile data pertaining to 
a user of OD2 that is a subscriber of an ISP that provides 
online access to the user of OD2, e.g., as disclosed by U.S. 
Pat. No. 7,890,609 referenced above. In another example, 
the PP can obtain ofl.line profile data pertaining to a user of 

a reliable presumption of nearness of the online devices to 
their associated STB. 

Additional examples of ways to determine the location of 
OD2 that is "near" a STB include the recognition of the 
usage of a software application on OD2 to control the 
associated STB, the usage of OD2 to add a movie to an 
instant queue from which that movie is later pulled to be 
watched from the STB (within a pre-determined period of 
time), the taking of a photo of a personalized barcode on the 
TV screen connected to the STB using OD2 (for example for 
the purpose of receiving a phone call to the home phone to 
learn about a product advertised on the television or to be 
able to view the advertised product web site on the smart­
phone screen). Such methods can also be employed to 
estimate that an initiating online device is "near" the STB 
and can be accurately presumed to function as ODl. 

In another example, a portable device location such as a 
mobile phone location can serve as an indication of the user 
location. For example, if a user's laptop (an OD2) is 
associated with the user's mobile phone (another OD2), the 
mobile phone user is at home with the mobile phone, and the 
laptop was left at work, then the home STB can be targeted 
with ads based on online activity on the laptop when the 
mobile phone is recognized to be at home, even if the laptop 
is not. 

In another variation, an online device is considered to be 
"near" the STB or not "near" the STB if its location was 
recorded within a pre-determined time period prior to the 
targeting of an ad to the STB (for example 30 minutes) and 
that recorded location is determined to be "near" or not 
"near" the STB. 

40 OD! (i.e., the television subscriber of the TVP). That ofl.line 
data can be obtained from the TVP or from a third-party 
provider of such ofl.line data (typically facilitated by the 
TVP). The ofl.line data typically is added to a profile for the 
user of ODl. However, providers of such ofl.line profile 

45 information (e.g., credit reporting bureaus or direct-mail 
marketing companies) typically link much of the informa­
tion by household. For example, such ofl.line data for a 
husband and wife residing at the same address typically 
would be linked to one another. Therefore, it can be desir-

50 able for the PP also to link, to the profile associated with 
OD2, ofl.line data obtained for the user of ODl. If the users 
ofODl and OD2 are members of the same household, then 
a significant portion of the ofl.line data obtained for the OD! 
user will be pertinent to the OD2 user. The ofl.line data 

55 associated with OD! (facilitated by the TVP), can be asso­
ciated with OD2 even if OD2 is "near" the STB location 
only transiently. The ofl.line data thus associated with OD2 
can be used to select television ads to be delivered to OD2 
user on the associated STB; in addition, that ofl.line data can 

60 also be used to select online ads to be delivered on OD2. 
The TVP can transmit ofl.line profile information, or 

facilitate transmission from a third-party provider of such 
information, to the PP in any suitable way. For example, in 
several of the methods employed by the TVP to associate a 

65 primary online device OD! with a STB (e.g., wherein a TVP 
email, a TVP site or application log in, or a personalized 
barcode is employed), the TVP can transmit to the PP ofl.line 

15
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profile data pertinent to the television subscriber (i.e., the 
user of OD!). The oflline data can comprise information 
collected by the TVP itself, or can include information 
collected by the TVP from third-party providers. The oflline 
data can be transmitted in any suitable manner, including 
those described above for conveying to the PP the STB 
identifier or pseudonym. The STB identifier or pseudonym 
and the oflline data can be transmitted by the TVP to the PP 
together, or the oflline data can be transmitted later and 
labeled with the STB identifier or pseudonym, to enable the 
PP to link the oflline data to the STB and to any OD! or 
OD2s associated with the STB. In another example, the TVP 
can transmit to a third-party oflline data provider the tele­
vision subscriber name (which is also the OD! user name) 
and the corresponding STB identifier or pseudonym (which 
identifier or pseudonym is also transmitted to the PP to 
associate STB and OD!). The third-party data provider can 
in turn retrieve the pertinent oflline data and transmit it to the 
PP along with the STB identifier or pseudonym, thereby 
enabling the PP to link the transmitted oflline data to the 
OD! profile, and also to any associated OD2 profiles, if 
desired. Use of a STB pseudonym may be preferred in this 
example, to limit the number of entities that become aware 
of the actual STB identifier used by the TVP. To address 
subscriber privacy concerns in any of the foregoing 
examples, it may be desirable that no PII ( or only limited 
PII) be included in the oflline data transmitted to the PP. 

24 
more PP servers can be further programmed and connected 
to receive data pertaining to an initiating online device used 
by a TVP subscriber and that subscriber's STB identifier and 
to store such data in a log, history, tag, or database. One or 

5 more PP servers can be further programmed and connected 
to search, on a batch, on-demand, or ongoing basis such 
logs, histories, or databases to seek online device locations 
that might be "near" an STB location or "near" another 
online device location. Various steps of the methods 

10 described above can be performed in response to finding 
such pairs of nearby device locations. Various steps of the 
methods described above can be performed in response to 
collection of a new piece of data ( e.g., upon encountering of 
an online device, whether following a URL redirection from 

15 a TVP server or another PP server, at a certain time of the 
day, or from a specific location or type of location, and so 
on). 

In any of the examples including delivery of targeted 
online ads or targeted television ads, the ads can be provided 

20 by a wide variety of sources or entities, and revenues can be 
generated and distributed in a wide variety of ways. 
Examples are disclosed in one or more of the applications 
cited above. In various examples, a PP can be compensated 
for enabling targeting of a television advertisement (based 

25 on online profile information) as well as targeting an online 
advertisement (based on actual or presumed viewing of the 
television ad). In another example, a PP could be compen­
sated for providing information that is used in measuring the 
effectiveness of television advertisements. 

In may be desirable, required, or necessary to maintain 
segregation of a subscriber's PII and online behavioral 
information. In the methods described above, the PP need 30 

not convey to the TVP any of the online profile information 
pertaining to online activity conducted via OD! or any OD2. 
Conversely, the TVP (or third-party oflline data provider) 
need not convey to the PP the subscriber's PII, except 
possibly location information for the subscriber's STB. That 35 

location information can be made as precise or imprecise as 
needed or desired to maintain a desired balance between 
maintaining subscriber privacy and establishing STB/ODl/ 
OD2 associations with a necessary or desired level of 
accuracy. 

For example, if following the presumed viewing of a 
Nissan Murano (an SUV) TV ad on a STB, an associated 
online user interface device is used to research the Nissan 
Murano on cars.com (a car review site), if cars.com redirects 
all visitor computers that read reviews of the Nissan Murano 
on cars.com to the CAS, then as a consequence of the 
redirect, the CAS can recognize the visit from the online 
interface device associated with the STB where the Nissan 
Murano television advertisement was presumed viewed. 
Such information can be very valuable for the advertiser. 

40 The advertiser or an advertiser representative (such as an ad 
agency), or an entity providing the advertiser with the 
service of measuring the effectiveness of the advertiser's TV 
ads as reflected by follow-up online behavior, could com­
pensate cars.com for redirecting to the CAS those computers 

None of disclosed methods necessarily require the sub­
scriber's PII to be transmitted to the PP; neither is such 
merging of PII and online profile information necessarily 
precluded. The merging of PII with online behavioral profile 
information would require asking consumers to opt-in and 
agree to the merger of the data. Segregation of PII from 
online behavior information can be opt-out-based and does 
not require asking consumers to agree; they can opt-out if 
they so choose. Because opt-out-based solutions enable 
large scale deployments whereas opt-in-based solutions usu­
ally lead to limited-scale deployments, it may be desirable in 
many instances to implement the methods described herein 
in an opt-out fashion, maintaining segregation of the sub­
scriber's PII from his or her online behavioral profile 
information. 

One or more servers of the PP computer system can be 
programmed and connected to record in a log, history, tag or 
database time, date, and location data for each electronic 
contact with a multitude of online devices. Location data can 
include device GPS coordinates, identifiers of surrounding 
WiFi networks or cells towers and their relative signal 
strengths as recorded by the device, IP address, LAN proxies 
(e.g., the IP address of the modem connecting the LAN to 
the Internet, or the IP address or IP address prefix of the 
LAN's router), physical address, or other data that directly 
or indirectly can enable the computer system to determine, 
estimate, or infer the location of the online device. One or 

45 that visit cars.corn's Nissan Murano review section. 
In another example, a PP is compensated for the usage of 

oflline data in targeting an OD2 with online ads or the usage 
of oflline data in targeting an OD2 user on a STB associated 
with OD2 with television ads, where, in both cases, the 

50 oflline data is received by the PP following the facilitation of 
the TVP. 

The TV ads directed to STBs at the request of a PP can 
come from a variety of sources. Likewise, online ads 
directed to online user interface devices can come from a 

55 variety of sources. In one example, a given PP can request 
that the CAS direct an advertisement to the user's STB or 
online user interface device from ( or on behalf of) the PP 
itself (if, for example, the PP is an online advertiser site 
interested in delivering TV ads to people that visited its 

60 online site) or from another entity that sells ad space to 
advertisers, some of whom may desire to present ads to the 
PP site's presumed audience. In that example, the proprietor 
of the CAS, as the facilitator of the targeted ad delivery, can 
receive a payment from the PP. The CAS proprietor can keep 

65 a share of revenue as a commission and pay the TVP for the 
ad space ( except in the case where the CAS proprietor owns 
the ad space). The TVP can either retain the entire amount 

16
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A third party oflline data provider that provides a PP with 
oflline data following the facilitation of a TVP, could in one 
example receive a payment from the PP or any other entity 
benefiting from the usage of the oflline data in targeting ads 

paid by the CAS proprietor, if the TVP owns the TV ad space 
within which the TV ad was delivered, or the TVP can pay 
some or all of the amount paid by the CAS proprietor to 
another entity such as a TV broadcasting network, if the 
TVP does not own the ad space. 

In another example, the CAS can pay the TVP for 
electronically associating the online user interface device 
and STB, pay a television ad space seller for the TV ad 
space, and pay an online site (or profile aggregator) for the 

5 to an OD2 user, whether those ads are online ads on OD2 or 
television ads on a STB associated with OD2. In another 

use of its profile data in targeting the TV ad (unless the 10 

online site sold the TV ad or requested its delivery). 
In still another example, the CAS can record which entity 

is entitled to what payments, and payments are made directly 
from the television ad space seller or television advertiser to 15 
the various entitled entities, based on the CAS's records. 

In an example wherein the STB is provided by a third 
party other than the TVP (such as a service provider like 
Tivo), the STB provider can arrange with content owners 
(such as a TV broadcasting network) to have the service 20 

provider's STBs replace broadcasted TV ads with targeted 
TV ads, where a targeted TV ad is available, and the service 
provider and the TV broadcasting network can share the 
revenue with the CAS proprietor as discussed above. In 
some cases, the CAS can be owned by a TVP, an ISP, an STB 25 

provider, an online site, an advertiser, an advertising agency, 
an advertiser representative, an online ad space seller, a TV 
ad space owner, or a TV content provider, in which case the 
payments will be divided in accordance to the respective 
roles. In general, a payment from a TV advertiser is used to 30 

pay the TV ad space owner and the entities facilitating the 
delivery of the targeted TV ad. 

In another example, the online site or other PP can request 
that a television ad be directed to the user's STB from 
another advertiser of its own choosing to whom the online 35 

site has sold an amount of television advertising space, or 
that an online ad be directed to the user's online user 
interface device from another advertiser of its own choosing 

example, the oflline data provider pays the PP for associating 
the oflline data with device OD2 thereby enabling usage of 
the oflline data in targeting OD2 with online ads or targeting 
the OD2 user with television ads on a STB associated with 
OD2. The third party oflline data provider could pay the PP 
for the association, when the data is used to target ads, when 
the ads targeted using the data generate any response (in­
cluding sales), any combination of those payment methods, 
or any other compensation method. 

The systems and methods disclosed herein can be used to 
generate revenue in a variety of ways for various of the 
involved entities, not limited to the examples given here, 
that fall within the scope of the present disclosure or 
appended claims. The terms "pay," "collect," "receive," and 
so forth, when referring to revenue amounts, can denote 
actual exchanges of funds or can denote credits or debits to 
electronic accounts, possibly including automatic payment 
implemented with computer tracking and storing of infor­
mation in one or more computer-accessible databases. The 
terms can apply whether the payments are characterized as 
commissions, royalties, referral fees, holdbacks, overrides, 
purchase-resales, or any other compensation arrangements 
giving net results of split advertising revenues as stated 
above. Payment can occur manually or automatically, either 
immediately, such as through micro-payment transfers, peri-
odically, such as daily, weekly, or monthly, or upon accu­
mulation of payments from multiple events totaling above a 
threshold amount. The systems and methods disclosed 
herein can be implemented with any suitable accounting 
modules or subsystems for tracking such payments or 
receipts of funds. 

Various actions or method steps characterized herein as 
being performed by a particular entity typically are per-to whom the PP has sold an amount of online advertising 

space. In that example the PP or online site can collect a 
revenue amount from the site-chosen advertiser while pay­
ing the CAS, ISP, TVP, ISP/TVP, or ad space owner(s) in 
return for assisting to facilitate delivery of the ad( s) provided 
by the site-chosen advertiser. 

40 formed automatically by one or more computers or com­
puter systems under the control of that entity, whether 
owned or rented, and whether at the entity's facility or at a 
remote location. The methods disclosed here are typically 
performed using software of any suitable type running on 

In another example, the PP provides a profile to the CAS 
in return for a payment triggered (1) every time the provided 
profile (whether including behavioral or demographic data) 

45 one or more computers, one or more of which are connected 
to the Internet. The software can be self-contained on a 

is used to deliver a TV ad, (2) when a TV ad that has been 
delivered using the provided profile generates revenues, (3) 
every time the provided profile (whether including behav- 50 

ioral or demographic data) is used to deliver an online ad, ( 4) 
when an online ad that has been delivered using the provided 
profile generates revenues, or (5) simply on account of 
delivery of the profile without regard to whether, how often, 

single computer, duplicated on multiple computers, or dis­
tributed with differing portions or modules on different 
computers. The software can be executed by one or more 
servers, or the software ( or a portion thereof) can be 
executed by an online user interface device used by the 
electronic visitor (e.g., a desktop or portable computer; a 
wireless handset, "smart phone," or other wireless device; a 
personal digital assistant (PDA) or other handheld device; a 

or how effectively it is used. 
The TV or online advertisement itself can be sold by the 

CAS, ISP, TVP, ISP/TVP, STB provider, TV ad space owner, 
or any third party such as a reseller or a firm that represents 
ad space owners or PPs and sells to advertisers. In that 
example the PP can collect a revenue amount from any of the 
entities benefiting from the delivery of the TV or online ad 
based on the profile provided by the PP, including the ad 
space owner, STB provider, CAS, ISP, TVP, ISP/TVP, or a 
third party selling the targeted ad space. The PP, reseller, or 

55 television or STB). Software running on the visitor's online 
user interface device can include, e.g., Java™ client soft­
ware or so-called adware. Some methods can include down­
loading such software to an electronic visitor's online user 
interface device to perform there one or more of the methods 

60 disclosed herein. 

the other advertisers can also pay a revenue amount to the 65 

CAS, ISP, TVP, or ISP/TVP in return for directing the ad to 
the STB. 

The profile information described can be included as a 
portion of the tags or cookies placed on a visitor's device, or 
the tags or cookies can merely include an identifier associ­
ated with the visitor's profile that is stored elsewhere (e.g., 
in a database on a profile owner server, profile supplier 
server, or media property server). The profile information 
need not be stored in a single location or under the control 

17
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of a single entity, nor does control or use of the profile 
information need to be performed at a single location or 
under control of a single entity. 

The systems and methods disclosed herein can be imple­
mented as general or special purpose computers or servers or 5 

other programmable hardware devices programmed through 
software, or as hardware or equipment "prograrmned" 
through hard wiring, or a combination of the two. A "com­
puter" (e.g., a "server" or an online user interface device) 
can comprise a single machine or processor or can comprise 10 

multiple interacting machines or processors (located at a 
single location or at multiple locations remote from one 
another). A computer-readable medium can be encoded with 
a computer program, so that execution of that program by 
one or more computers causes the one or more computers to 15 

perform one or more of the methods disclosed herein. 
Suitable media can include temporary or permanent storage 
or replaceable media, such as network-based or Internet­
based or otherwise distributed storage of software modules 
that operate together, RAM, ROM, CD ROM, CD-R, CD-RI 20 

W, DVD ROM, DVD±R, DVD±R/W, hard drives, thumb 
drives, flash memory, optical media, magnetic media, semi­
conductor media, or any future storage alternatives. Such 
media can also be used for databases recording the infor­
mation described above. 25 

It is intended that equivalents of the disclosed exemplary 
embodiments and methods shall fall within the scope of this 
disclosure or appended claims. It is intended that the dis­
closed exemplary embodiments and methods, and equiva­
lents thereof, may be modified while remaining within the 30 

scope of this disclosure or appended claims. 
In the foregoing Detailed Description, various features 

may be grouped together in several exemplary embodiments 

28 
What is claimed is: 
1. A method comprising: 
(a) with a programmed hardware computer system auto­

matically storing first electronic indicia of an associa­
tion between a first online device (OD!) and a set-top 
box (STB) by matching (i) first personally identifiable 
information (PII) about a user of the OD!, which first 
PII is received by the computer system from a third 
party, with (ii) second personally identifiable informa­
tion about a user of the STB; and 

(b) with the computer system automatically measuring 
effectiveness of an advertisement displayed via the 
STB by tracking user behavior performed on a second 
online device (OD2) following delivery of the adver­
tisement, based on an association between the OD2 and 
the STB, which association has been determined using 
both (i) the first electronic indicia of the association 
between the OD! and the STB stored pursuant to part 
(a), and (ii) stored second electronic indicia of an 
association between the OD2 and the OD!, which have 
been associated based on use by the OD! of a common 
proxy IP address and based on use by the OD2 of the 
common proxy IP address, wherein the common proxy 
IP address is an IP address through which network 
traffic of the OD! and the OD2 was routed, wherein the 
association between the OD! and the OD2 has been 
determined by a computer system located outside a 
local area network (LAN) defined by the common 
proxy IP address. 

2. The method of claim 1 further comprising the computer 
system causing the advertisement to be displayed via the 
STB. 

3. The method of claim 1 wherein the user behavior 
35 performed on the OD2 takes place when the OD! is not 

connected to the LAN. 

or examples for the purpose of streamlining the disclosure. 
However, inventive subject matter may lie in less than all 
features of a single disclosed exemplary embodiment. No 
feature should be considered "essential" or "necessary" 
absent express reference to that effect. The present disclo­
sure shall also be construed as implicitly disclosing any 
embodiment having any suitable combination of disclosed 40 

features or examples (i.e., combinations of features or 
examples that are not incompatible or mutually exclusive) 
that appear in the present disclosure, including those com­
binations of features or examples that may not be explicitly 
disclosed herein in a stated combination. 

4. The method of claim 1 wherein the common proxy IP 
address is a dynamically assigned IP address. 

5. The method of claim 4 further comprising with the 
computer system undoing the association between the OD2 
and the STB based on lack of use of the common proxy IP 
address by the OD2 for a predetermined period of time. 

6. The method of claim 1 further comprising with the 
computer system undoing the association between the OD2 

45 and the STB based on receipt of a user opt-out. 
For purposes here, the conjunction "or" is to be construed 

inclusively ( e.g., "a dog or a cat" would be interpreted as "a 
dog, or a cat, or both"; e.g., "a dog, a cat, or a mouse" would 
be interpreted as "a dog, or a cat, or a mouse, or any two, or 
all three"), unless: (i) it is explicitly stated otherwise, e.g., by 50 

use of "either ... or," "only one of," or similar language; or 

7. The method of claim 1 wherein the stored second 
electronic indicia of an association between the OD2 and the 
OD! is based on the use by the OD2 of the common proxy 
IP address, as recorded in an electronic record, before the use 
by the OD! of the common proxy IP address. 

8. The method of claim 1 wherein the second PII about a 
user of the STB is received from a television provider (TVP) 
that provides television service to the STB. 

9. The method of claim 1 wherein the second PII about a 

(ii) two or more of the listed alternatives are mutually 
exclusive within the particular context, in which case "or" 
would encompass only those combinations involving non­
mutually-exclusive alternatives. For purposes here, the 
words "comprising," "including," "having," and variants 
thereof, wherever they appear, shall be construed as open­
ended terminology, with the same meaning as if the phrase 

55 user of the STB is received from the STB. 

"at least" were appended after each instance thereof. 

10. The method of claim 1 wherein the first PII comprises 
an email address. 

11. The method of claim 1 wherein the first PII comprises 
a user name. 

12. The method of claim 1 wherein the first PII is received 
by the computer system as a result of a redirection of the 
OD! by equipment of a third party. 

13. The method of claim 12 wherein the redirection of the 

If the provisions of 35 USC § 112 iJ6 are desired to be 60 

invoked in any apparatus claim associated herewith, then the 
word "means" will appear in that apparatus claim. If those 
provisions are desired to be invoked in a method claim, the 
words "a step for" will appear in that method claim. Con­
versely, if the words "means" or "a step for" do not appear 

OD! occurs as a result of a user of the OD! logging into a 
65 third-party website. 

in a claim, then the provisions of 35 USC § 112 iJ6 are not 
intended to be invoked for that claim. 

14. The method of claim 12 wherein the OD! is redirected 
directly to the computer system. 

18
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15. The method of claim 12 wherein the ODl is redirected 
indirectly to the computer system via one or more interme­
diary servers. 

16. The method of claim 12 wherein the redirection of the 
ODl occurs as a result of a user of the ODl opening an email 5 

authorized by a television provider (TVP) that provides a 
television service to the STB. 

17. The method of claim 1 wherein the first PII is received 
by the computer system as a result of a redirection of the 
ODl by a third-party website. 

18. The method of claim 1 wherein the first PII is received 
by the computer system as a result of a user of the ODl 
opening an email. 

10 

19. The method of claim 18 wherein the email was 
authorized by a television provider (TVP) that provides a 15 

television service to the STB. 
20. The method of claim 1 wherein the first PII is received 

by the computer system as a result of a user of the ODl 
logging into a third-party website. 

21. The method of claim 20 wherein: (a) the user behavior 20 

performed on the OD2 takes place when the ODl is not 
connected to the LAN; (b) the common proxy IP address is 
a dynamically assigned IP address; and ( c) the first PII 
comprises an email address. 

22. A hardware computer system programmed to perform 25 

a method comprising: 
(a) automatically storing first electronic indicia of an 

association between a first online device (ODl) and a 
~et-t~p box_ (STB) by matching (i) first personally 
identifiable mformation (PII) about a user of the ODl, 30 

which first PII is received by the computer system from 
a third party, with (ii) second personally identifiable 
information about a user of the STB· and 

(b) automatically measuring effectivene~s of an advertise­
ment displayed via the STB by tracking user behavior 35 

performed on a second online device (OD2) following 
delivery of the advertisement, based on an association 
between the OD2 and the STB, which association has 
been determined using both (i) the first electronic 
indicia of the association between the ODl and the 40 

STB stored pursuant to part (a), and (ii) stored second 
electronic indicia of an association between the OD2 
and the ODl, which have been associated based on use 
by the ODl of a common proxy IP address and based 
on us~ by the OD2 of the common proxy IP address, 45 

wherem the common proxy IP address is an IP address 
through which network traffic of the ODl and the OD2 
was routed, wherein the association between the ODl 

30 
when the user behavior performed on the OD2 takes place 
when the ODl is not connected to the LAN. 

25. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform further 
comprises undoing the association between the OD2 and the 
STB based on lack of use of the common proxy IP address 
by the OD2 for a predetermined period of time, wherein the 
common proxy IP address is a dynamically assigned IP 
address. 

26. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform further 
comprises undoing the association between the OD2 and the 
STB based on receipt by the computer system of a user 
opt-out. 

27. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform com­
prises using the second PII about a user of the STB, which 
second PII has been received from a television provider 
(TVP) that provides television service to the STB. 

28. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform com­
prising using the second PII about a user of the STB, which 
second PII has been received from the STB. 

29. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform com­
prises using the first PII that comprises an email address. 

30. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform com­
prises using the first PII that has been received by the 
computer system as a result of a redirection of the ODl by 
equipment of a third party. 

31. The computer system of claim 30 (i) wherein the 
method that the computer system is programmed to perform 
comprises using the first PII that has been received by the 
computer system as a result of the redirection of the ODl 
which redirection has occurred as a result of a user of th~ 
ODl logging into a third-party website; and (ii) wherein the 
computer system can perform the programmed method even 
when the user behavior performed on the OD2 takes place 
when the ODl is not connected to the LAN. 

32. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform com­
prises using the first PII that has been received by the 
computer system as a result of a redirection of the ODl by 
a third-party website. 

33. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform com­
prises using the first PII that has been received by the 
computer system as a result of a user of the ODl opening an 
email. 

and the OD2 has been determined by a computer 
system located outside a local area network (LAN) 50 

defined by the common proxy IP address. 
34. The computer system of claim 22 wherein the method 

that the computer system is programmed to perform com­
prises using the first PII that has been received by the 

55 
computer system as a result of a user of the ODl logging into 
a third-party website. 

23. The computer system of claim 22 wherein the method 
that the computer system is programmed to perform further 
comprises causing the advertisement to be displayed via the 
STB. 

24. The computer system of claim 22 wherein the com­
puter system can perform the programmed method even * * * * * 
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