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Cloud Computing Bible is Wiley’s general introduction to an important topic in large book format. A
Bible is a book that is meant to be read by knowledgeable readers who are not subject matter
experts in a topic but want to have an in-depth introduction to the various individual subjects con-
tained within. It is assumed that the reader of this book may be a generalist, a developer, a system
architect, a programmer, or perhaps something else, and therefore the content in a Bible must con-
tain information for each member of this book’s audience.

Cloud computing is a vast topic that encompasses many different subjects. To adequately describe
what cloud computing offers, we must discuss infrastructure, service-oriented architectures, social
networking, unique protocols, open and standard Application Programming Interfaces (APIs), and
dozens of other topics. Even a large book can address many of these topics in only an introductory
manner. However, this book tries to give you at least the basic information you need on all the
related topics, as well as pointers to additional information sources.

In the last several years, many books have been published on cloud computing. Each book has
attempted to present some element of the topic for a particular audience. In this book, 1 do not
make the assumption that you are a particular type of reader, nor do I assume that you are
approaching the topic with a fresh view. This Bible was written to serve as the introductory course
in the topic at a university level, but it is not a textbook. You can pick up and read this book at any
particular chapter because the material doesn’t build upon itself.

Many topics in this book are unique to this book and are based on published information that is
both current and timely. In researching this book, I attempted to bring into the discussion all the
new trends, experiments, and products that have made cloud computing such a dynamic area.
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n the five months that | have been researching and writing Cloud Computing Bible, it has

become clear to me that most people recognize that cloud computing is a big deal, even if they

are not really clear why that is so. Every day newspaper and magazine articles and radio and
TV stories report on cloud computing. The phrase “in the cloud” has entered into our colloquial
language. You may have heard that the United States government has initiated a “cloud initiative,”
or that nearly 75 percent of the developers at Microsoft are currently working on “cloud-related”
products, or that a phone or service stores its data in the cloud. The cloud is therefore this amor-
phous entity that is supposed to represent the future of modern computing.

In reality, the cloud is something that you have been using for a long time now; it is the Internet,
along with all the associated standards and protocols that provide a set of Web services to you.
When you draw the Internet as a cloud, you are representing one of the essential characteristics of
cloud computing: abstraction. In the cloud, resources are pooled and partitioned as needed, and
communications are standards-based.

The Internet was begun as a network of networks, with an architecture that was redundant and
could survive massive disruption. What the original system architects of the Internet could not
have anticipated is that the size of resources attached to it would become massively scalable, which
is the second characteristic of cloud computing.

Google’s infrastructure, for example, which is described in this book in Chapter 9, spans 30 data-
centers around the world with over a million computers; infrastructure that Google now leases out
to developers upon which applications may be staged. So the third and equally as important char-
acteristic of cloud computing is that the cloud is a “utility” and that services are provided using a
pay-as-you-go model.

A computing uiility has been a dream of computer scientists and industry luminaries for several
decades. With a utility model of computing, an application can start small and grow to be enor-
mous overnight. This democratization of computing means that any application has the potential
to scale, and that even the smallest seed planted in the cloud may be a giant.

Cloud computing will affect your life in the following ways in the next ten years:

® Applications in the cloud will replace applications that are local to your devices.

® Information will become cheaper, more ubiquitous, and easier to find because the cloud
makes it cheaper to scale applications and connections to always-on networks such as
wireless carriers that make the information always available.

XXV

PAN Exhibit 1007



Introduction

xXxvi

® The cloud will enable new social services by connecting users via social networks that are
constructed using multiple cloud services.

® New applications will be easier to create and will be based on standard modular parts.
@ [t will lessen the role that proprietary operating systems have in our daily computing.

® You will be connected through the cloud wherever you are and at all times.

Frankly, it is hard to predict what new capabilities the cloud may enable. The cloud has a trajec-
tory that is hard to plot and a scope that reaches into so many aspects of our daily life thal innova-
tion can occur across a broad range.

Many technologically savvy people have told me they don’t understand what the fuss about cloud
computing is; in fact, they believe there is nothing new about cloud computing, at least from a
technological standpoint. Indeed, they have a point. The technologies that enable cloud comput-
ing—system and resource virtualization, thin clients (browsers, for example), virtual private net-
works and tunneling, and others—are all technologies that existed before anyone ever began to
talk about cloud computing. That is all true. Cloud computing is a revolutionary way of architect-
ing and implementing services based on evolutionary changes. Cloud Computing Bible attempts to
explain how this all came about.

How to Read This Book

Cloud Computing Bible is made up of 21 chapters in five parts. To read this book and get the most
out of it, you should know about basic computer operations and theory. You should be able to
turn a computer on and know what operating system is running, how processing and input/output
is used, and be able to connect with a browser to different Web sites. You should understand the
basic user interface elements used by many browsers, such as Microsoft Internet Explorer, Mozilla
Firefox, Apple Safari, or Google Chrome,

These are basic skills without which it would be hard to effectively maximize the value contained
in this book. If you don’t have these skills, Wiley publishes a number of introductory computer
books that will give them to you.

It doesn’t matter which type of computer operating system you use because most of cloud computing
is operating-system-neutral. Indeed, as time goes by, it may not matter whether you use a computer
at all. Mobile devices such as smartphones and tablets are on their way to displacing computers in
many venues. If you have some familiarity with smartphones, that would be helpful in understanding
the last part of this book on mobile-based cloud applications, but it isn’t a necessity.

Part 1 of the book, called “Examining the Value Proposition,” defines what cloud computing is and
why you should be interested in it, This vocabulary, along with description of cloud architectures
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and types, will allow you to discuss cloud computing in a standard way and serves to give you a
framework over which you can place all the different service types that make cloud computing
such a rich area.

Part 11, called “Using Platforms,” looks at the fundamental features that make a cloud computing
application unique. You get a background in the concepts of abstraction and virtualization, along
with methods for examining how applications are scaled. This part contains several chapters of
vendor-specific services that are illustrative of different cloud computing models. In several chap-
ters, [ discuss vendors that are thought leaders in different fields of cloud computing, For infra-
structure, I've chosen to highlight Amazon Web Services, and for platforms and services, you learn
about the efforts of Google and Microsoft in cloud computing.

Part 111, “Exploring Cloud Infrastructures,” contains two chapters about managing the cloud and
working with the cloud securely. The cloud builds on standard distributed networking technolo-
gies, applied over systems with large resources, often over federated systems and services.

In Part IV, “Understanding Services and Applications,” the first two chapters describe Service
Oriented Architecture and transactions—both of which are important principles in building cloud
applications so they are efficient and interoperable—and moving applications to the cloud. The
remaining chapters in Part IV describe different types of applications in common use in the cloud
today. Those applications are the most highly developed ones in the cloud and have the largest
number of users and services, The examples chosen are online backup and storage, Webmail,
online productivity applications, messaging, and online media, particularly using streaming
technologies.

The book rounds out with two chapters on “Using the Mobile Cloud,” Part V. These chapters
describe the rise of the smartphone and its predecessor, the feature phone. These phones are sup-
ported by a host of Web services. Since 2008, more trattic has been flowing over wireless networks
than wired networks, so it would be hard to underestimate how much impact mobile devices have
on the cloud. For vast portions of the world, the cell phone is the only computer most people will
know. Mobile Web services use different protocols and technologies and can take into account
location and other user profile information that can use the cloud to create a rich user experience.

Please dive into whatever chapter interests you, I hope you enjoy reading about cloud computing
as much as [ enjoyed writing about it.

Icons

The icons in this book offer you a chance to leam a little more about a topic, refer to a discussion
elsewhere in the book, address a problem, or get a little more help. This book ofters the following
icons:
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Caution

A Caution icon alerts you to a potential problem that you should be aware of. B

Note

A Note icon points to a clarification or expansion of the topic being discussed. B

Tip

Tips are shortcuts you can use to get something done more effectively. B

Cross-Ref

A Cross-Ref icon provides a reference to related discussions that take place elsewhere in the book. m

Because this isn't a how-to book, you will find fewer Cautions and Tips in this book than you
might find in other Wiley Bibles. However, there are plenty of Notes and Cross-Refs to help guide
you in these chapters.

Contacting Us

If, after reviewing this publication, you feel some important information was overlooked or you
have any questions concerning cloud computing, you can contact us and let us know your views,
opinions, complaints, or suggestions for the next revision.

You can reach the author, Barrie Sosinsky, at the following e-mail address: bsosinsky@mind
spring.com
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Understanding Cloud

Architecture

loud computing is a natural extension of many of the design princi-
ples, protocols, plumbing, and systems that have been developed
over the past 20 years. However, cloud computing describes some
new capabilities that are architected into an application stack and are respon-
sible for the programmability, scalability, and virtualization of resources.
One property that differentiates cloud computing is referred to as compos-
ability, which is the ability to build applications from component parts.

A platform is a cloud computing service that is both hardware and software.
Platforms are used to create more complex software. Virtual appliances are
an important example of a platform, and they are becoming a very important
standard cloud computing deployment object.

Cloud computing requires some standard protocols with which different lay-
ers of hardware, software, and clients can communicate with one another.
Many of these protocols are standard Internet protocols. Cloud computing
relies on a set of protocols needed to manage interprocess communications
that have been developed over the years. The most commonly used set of
protocols uses XML as the messaging format, the Simple Object Access
Protocol (SOAP) protocol as the object model, and a set of discovery and
description protocols based on the Web Services Description Language
(WSDL) to manage transactions.

Some completely new clients are under development that are specifically
meant to connect to the cloud. These clients have as their focus cloud appli-
cations and services, and are often hardened and more securely connected.
Two examples presented are Jolicloud and Google Chrome OS. They repre-
sent a new client model that is likely to have considerable impact.

45
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IN THIS CHAPTER

Using the cloud computing
stack to describe different
models

Understanding how platforms
and virtual appliances are used

Learning how cloud
communications work

Discovering the new world of
the cloud client
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Exploring the Cloud Computing Stack

Cloud computing builds on the architecture developed for staging large distributed network appli-
cations on the Internet over the last 20 years. To these standard networking protocols, cloud com-
puting adds the advances in system virtualization that became available over the last decade. The
cloud creates a system where resources can be pooled and partitioned as needed. Cloud architec-
ture can couple software running on virtualized hardware in multiple locations to provide an on-
demand service to user-facing hardware and soltware. 1t is this unique combination of abstraction
and metered service that separates the architectural requirements of cloud computing systems from
the general description given for an n-tiered Internet application.

Many descriptions of cloud computing describe it in terms ol two architectural layers:

A client as a [ront end

The “cloud” as a backend

This is a very simplistic description because each of these two components is composed of several
component layers, complementary [unctionalities, and a mixture of standard and proprietary pro-
tocols. Cloud computing may be differentiated from older models by describing an encapsulated
information technology service that is olten controlled through an Application Programming
Interface (API), thus modifying the services that are delivered over the network.

A cloud can be created within an organization’s own infrastructure or outsourced to another data-
center. While resources in a cloud can be real physical resources, more ollen they are virtualized
resources because virtualized resources are easier to modify and optimize. A compute cloud
requires virtualized storage Lo support the staging and storage ol data. From a user’s perspective, it
is important that the resources appear to be inlinitely scalable, that the service be measurable, and
that the pricing be metered.

5 oge
Composability
Applications built in the cloud often have the property of being built from a collection of compo-
nents, a feature referred to as composability. A composable system uses components (o assemble
services that can be tailored [or a specilic purpose using standard parts. A composable component
must be:

® Modular: Tt is a self-contained and independent unit that is cooperative, reusable, and
replaceable.
® Siateless: A transaction is executed without regard to other transactions or requests,
[t isn't an absolute requirement that transactions be stateless, some cloud computing applications
provide managed states through brokers, transaction monitors, and service buses. In rarer cases,

full transactional systems are deployed in the clouds, but these systems are harder to architect in a
distributed architecture.
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Although cloud computing doesn't require that hardware and software be composable, it is a
highly desirable characteristic from a developer or user’s standpoint, because it makes system
design easier to implement and solutions more portable and interoperable.

There is a tendency for cloud computing systems to become less composable for users as the ser-
vices incorporate more of the cloud computing stack. From the standpoint of an laaS (Infrastructure
as a Service) vendor such as Amazon Web Services, GoGrid, or Rackspace, it makes no sense to
offer non-standard machine instances to customers, because those customers are almost certainly
deploying applications built on standard operating systems such as Linux, Windows, Solaris, or
some other well-known operating system.

In the next step up the cloud computing stack, Paa$S (Platform as a Service) vendors such as
Windows Azure or Google AppEngine may narrow the definition of standard parts to standard
parts that work with their own platforms, but at least from the standpoint of the individual plat-
form service provider, the intent is to be modular for their own developers.

When you move to the highest degree of integration in cloud computing, which is SaaS (Software
as a Service), the notion of composability for users may completely disappear. An SaaS vendor
such as Quicken.com or Salesforce.com is delivering an application as a service to a customer, and
there’s no particular benefit from the standpoint of the service provider that the customer be able
to compose its own custom applications, A service provider reselling an SaaS may have the option
to offer one module or another, Lo customize the information contained in the module for a client,
to sell the service under their own brand, or to perform some other limited kind of customization,
but modifications are generally severely limited.

This idea thal composability diminishes going up the cloud computing stack is from the user’s
point of view. If you are a Paa$S or Saa$ service provider and your task is to create the platform or
service presented to the developer, reseller, or user, the notion of working with a composable sys-
tem is still a very powerful one. A PaaS or Saa$ service provider gets the same benefits from a com-
posable system that a user does—these things, atong others:

Easier to assemble systems
Cheaper system development

@

@

@ More reliable operation

® A larger pool of qualified developers
®

A logical design methodology

You encounter the trend toward designing composable systems in cloud computing in the wide-
spread adoption of what has come to be called the Service Criented Architecture (SOA). The
essence of a service oriented design is that services are constructed from a set of modules using
standard communications and service interfaces. An example of a set of widely used standards
describes the services themselves in terms of the Web Services Description Language (WSDL), data
exchange between services using some form of XML, and the communications between the services
using the SOAP protocol, There are, of course, alternative sets of standards.

47
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Cross=-Ref
SOA is described in detail in Chapter 13. B

43

What isn’t specified is the nature of the module itself; it can be written in any programming lan-
guage the developer wants. From the standpotint of the system, the module is a black box, and only
the interface is well specified. This independence of the internal workings of the module or com-
ponent means it can be swapped out for a diflerent model, relocated, or replaced at will, provided
that the interface specilication remains unchanged. That ts a powerful benefit to any system or
application provider as their products evolve,

Infrastructure

Most large Inlrastructure as a Service (laaS) providers rely on virtual machine technology to deliver
servers Lhat can run applications. Virtual servers described in terms ol a machine image or instance
have characteristics that often can be described in terms of real servers delivering a certain number
of microprocessor (CPU) cycles, memory access, and network bandwidth to customers. Virtual
machines are containers that are assigned specific resources. The software that runs in the virtual
machines is what defines the utility of the cloud computing system.

Figure 3.1 shows the portion ol the cloud computing stack that is defined as the “server.” In the
diagram, the APl is shown shaded in gray because it is an oplional component that isn’t always
delivered with the server. The VMM component is the Virtual Machine Monilor, also called a
hypervisor. This is the low-level soltware that allows dillerent operaling systems Lo run in their
own memory space and manages /O for the virtual machines,

The notion of a virtual server presents to an application developer a new way of thinking aboul
and programming applications. For example, when a programmer is creating software that requires
several different tasks to be performed in parallel, he might write an application that creates addi-
tional threads of execution that must be managed by the application. When a developer creates an
application that uses a cloud service, the developer can attach to the appropriate service(s) and
allow the application itsell to scale the program execution, Thus, an application such as a three-
dimensional rendering that might take a long time for a single server Lo accomplish can be scaled
in the cloud to many servers at once {or a short period of time, accomplishing the Lask at a similar
or lower price bul al a much [aster rate.

In future applications, developers will need to balance the architectural needs of their programs so
their applications create new threads when it is appropriate or create new virtual machines.
Applications will also need 1o be mindlul of how they use cloud resources, when it is appropriate
to scale execution to the cloud, how to monitor the instances they are running, and when not to
expand their application’s usage of the cloud. This will require a new way of thinking about appli-
cation development, and the ability to scale correctly is something that will have (o be architected
into applications from the ground up.
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This architectural diagram illustrates the portion of the cloud computing stack that is designated as the

server.

E: APIs Management
i Core connectivity

and delivery TCP/IP
i Gnid/

Hardware Compute
Facilities HVAC

Platforms

A platform in the cloud is a software layer that is used to create higher levels of service. As you
learned in Chapter 1, many different Platform as a Service (PaaS) providers offer services meant to
provide developers with different capabilities. In Chapter 7, PaaS is explored more thoroughly, but
for now it is useful to cite three of the major examples that are provided in this book:

Authentication

-

® Salesforce.com’s Force.com Platform
® Windows Azure Platform

® Google Apps and the Google AppEngine

These three services offer all the hosted hardware and software needed to build and deploy Web
applications or services that are custom built by the developer within the context and range of
capabilities that the platform allows. Platforms represent nearly the full cloud software stack, miss-
ing only the presentation layer that represents the user interface. This is the same portion of the
cloud computing stack that is a virtual appliance and is shown in Figure 3.2. What separates a
platform from a virtual appliance is that the software that is installed is constructed from compo-
nents and services and controlled through the API that the platform provider publishes.

It makes sense for operating system vendors to move their development environments into the
cloud with the same technologies that have been successfully used to create Web applications.
Thus, you might find a platform based on a Sun xVM hypervisor virtual machine that includes
a NetBeans Integrated Development Environment (IDE) and that supports the Sun GlassFish

49
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Web stack programmable using Perl or Ruby. For Windows, Microsoft would be similarly inter-
ested in providing a platform that allowed Windows developers to run on a Hyper-V VM, use the
ASP.NET application framework, support one of its enterprise applications such as SQL Server,
and be programmable within Visual Studio—which is essentially what the Azure Platform does.
This approach allows someone to develop a program in the cloud that can be used by others.

Platforms often come replete with tools and utilities to aid in application design and deployment.
Depending upon the vendor, you may find developer tools [or team collaboration, testing tools,
instrumentation for measuring program performance and attributes, versioning, database and Web
service integration, and storage tools. Most platforms begin by establishing a developer community
to support the work done in the environment.

Note

To see the entire cloud computing stack, refer to Figure 1.5 in Chapter 1. m

FIGURE 3.2

A virtual appliance is software that installs as middleware onto a virtual machine.
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Just as a virtual appliance may expose itself to users through an AP, so too an application built in
the cloud using a platform service would encapsulate the service through its own API. Users would
then interact with the platform, consuming services through that API, leaving the platform to man-
age and scale the service appropriately. Many platforms offer user interface development tools
based on HTML, JavaScript, or some other technology. As the Web becomes more media-oriented,
many developers have chosen to work with rich Internet environments such as Adobe Flash, Flex,
or Air, or alternatives such as Windows Silverlight. A user interface abstracts away the platform
API, making those services managed through the UL Figure 3.3 shows the top portion of the cloud
computing stack, which includes the API and the presentation functionality.

The top of the cloud computing interface includes the user interface and the API for the application layer.

[Embedded][ Mobile ][ PC ]

] n i
er Presentation Prasentation | ; -
imlé,s'face mobility platform . Data Video Voice

| APls Various by vendor
r Applications |

The Application Programming Interface is one of the key differentiators separating cloud computing
from the older models of Internet applications, because it is the means for instantiating resources
needed to support applications, An API can conirol data flow, communications, and other impor-
tant aspects of the cloud application, Unfortunately, each cloud vendor has their own. cloud AP],
none of them are standard, and the best you can hope for is that eventually the major cloud ven-
dor’s APIs will interoperate and exchange data, For now, the use of proprietary APIs results in ven-
dor lock-in, which is why you are advised to choose systems that implement APIs based on open
standards.

Virtual Appliances

Applications such as a Web server or database server that can run on a virtual machine image are
referred to as virtual appliances. The name virtual appliance is a little misleading because it conjures
up the image of a machine that serves a narrow purpose. Virtual appliances are software installed
on virtual servers—application modules that are meant to run a particular machine instance or
image type. A virtual appliance is a platform instance. Therefore, virtual appliances occupy the
middle of the cloud computing stack (refer to Figure 3.2).

A virtual appliance is a common deployment object in the cloud, and it is one area where there is
considerable activity and innovation. One of the major advantages of a virtual appliance is that you
can use the appliances as the basis for assembling more complex services, the appliance being one
of your standardized components. Virtual appliances remove the need for application configura-
tion and maintenance from your list of system management chores.
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You run across virtual appliances in TaaS systems such as Amazon’s Elastic Compute Cloud {(EC2),
which is discussed in detail in Chapter 9. Amazon Machine Images are virtual appliances that have
been packaged to run on the gird of Xen nodes that comprise the Amazon Web Service’s EC2 sys-
tem. Shown in Figure 3.4, the AMI library (http://developer.amazonwebservices . comn/
connect/kbcategory. jspa?categoryID=171) includes a variety of operating systems both
proprietary and open source, a set of enterprise applications such as Oracle BPM, SQL Server, and
even complete application stacks such as LAMP (Linux, Apache, MySQL, and PHP), Amazon has
negotiated licenses [rom these vendors that are part of your per-use pricing when you run these

applications on their serve

TS.

Virtual appliances are far easier Lo install and run than an application that you must set up your-
sell. However, virtual appliances are also much larger than the application themselves would be
because they are usually bundled with the operating system on which they are meant to run. An
application that is 50 or 100MB might require a virtual appliance that is SOOMB to 1GB in size.
Usually, when a virtual appliance is created, the operating system is stripped of all excess function-
ality that isn’t required by the appliance, because the appliance is meant to be used as is.

FIGURE 3.4

Amazon Machine Images are a collection of virtual appliances that you can install on their Xen hypervisor

servers,
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Chapter 3: Understanding Cloud Architecture

virtual appliances have begun to affect the PC industry in much the same way that application
siores have affected the cell phone industry. You can find various Web sites that either sell or dis-
tribute ready-to-use virtual appliances in various forms. Perhaps the best developed of these mar-
ketplaces is VMware’s Virtual Appliances site (http://www.vmware.com/appliances/ )
shown in Figure 3.5. These appliances are certified by VMware to be ready to use in the enterprise.

Among the other places you can find virtual appliances are at the Web sites of the various operating
system vendors, such as Ubuntuy, Xen (http://www.xen.org/), and others, including these:

® Bagvapp (http://bagside.com/bagvapp/) offers virtual appliances, including ones
based on Windows, all of which run on VMware Player,

® HelpdeskLive (http://helpdesklive.info/download/VirtualBox%20
VDI%20free%20images.html) offers various Linux distributions upon which you can
build a virtual machine.

@ Jcinacio (http://www.Jjcinacio.com/) has Ubuntu appliances.

VMware's Virtual Appliance marketplace (http: //www.vmware . com/appliances/) sells virtual
appliances that run on VMware’s hypervisor in cloud computing applications.
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@ Jumpbox (http://www.jumpbox.com) offers open source virtual appliances installed

by them as a managed service. Jumpbox offers virtual appliances [or many applications
including Bugzilla, DokuWiki, Drupal, Joomla!, Nagios, OpenVPN, PostgreSQL, Redmine,
WordPress, and many others, Figure 3.6 shows the Jumpbox home page.

® QEMU (http://www.gemu.org/) isa CPU emulator and virtual machine monitor.

@ Parallels (http://ptn.parallels.com/ptn) hosts a variety of appliances that

includes Linux distros, server software, and other products.

ThoughtPolice (http: //www.thoughtpolice.co.uk/vmware/) offers appliances
based on a variety of Linux distributions.

VirtualBox (http://www.virtualbox.org/) is a virtual machine technology now
owned by Oracle that can run various operaling systems and serves as a host for a variety
of virtual appliances,

Vmachines (http: //www.vmachines.net/) is a site with desktop, server, and security-
related operating systems that run on VMware,

FIGURE 3.6

Jumpbox (http://www.jumpbox .com/) is an open-source virtual appliance installa-
tion and management service.
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Converting a virtual appliance from one platform to another isn't an easy proposition. Efforts are
underway to create file format standards for these types of objects that make this task easier. The best
known of these file formats is the Open Virtualization Format (OVF), the work of the Distributed
Management Task Force (DMTF) group. Nearly all major virtualization platform vendors support
OVF, notably VMware, Microsoft, Oracle, and Citrix.

cross-Ref
Chapter 5 describes virtual appliances in more detail and gives some examples of vendors offering these types
of applications for cloud computing infrastructure development. m

Communication Protocols

Cloud computing arises from services available over the Internet communicating using the stan-
dard Internet protocol suite underpinned by the HTTP and HTTPS transfer protocols. The other
protocols and standards that expose compute and data resources in the cloud either format data or
communications in packets that are sent over these two transport protocols.

In order to engage in interprocess communication (IPC) processes, many client/server protocols
have been applied to distributed networking over the years. Various forms of RPC (Remote
Procedure Call) implementations (including DCOM, Java RMI, and CORBA) attempt to solve the
problem of engaging services and managing transactions over what is essentially a stateless net-
work. The first of the truly Web-centric RPC technologies was XML-RPC, which uses platform-
independent XML data to encode program calls that are transported over HTTP, the networking
transport to which nearly everyone is connected.

Note

You can find a full description of the common Internet protocol standards in Networking Bible by

Barrie Sosinsky, Wiley, 2009. These protocols form the basis for much of the discussion in any good network-
ing textbook. W

As Internet computing became more firmly entrenched over the last decade, several efforts began
to better define methods for describing and discovering services and resources. The most widely
used message-passing standard at the moment is the Simple Object Access Protocol (SOAP),
which essentially replaces XML-RPC, SOAP uses XML for its messages and uses RPC and HTTP for
message passing, SOAP forms the basis for most of the Web services stacks in use today. If you
examine the XML file used in a SOAP transaction, you find that it contains a message and the
instructions on how to use the message. The message has a set of rules that are translated into
application instances and datatypes, and it defines the methods that must be used to initiate proce-
dure calls and then return a response.

Several standards have emerged to allow the discovery and description of Web-based resources.
The most commonly used model for discovery and description used with SOAP messaging is the
Web Services Description Language (WSDL), a World Wide Web Consortium (http://www.
w3.0rg/2002/ws/desc/) Internet standard, WSDL lets a Web service advertise itself in terms
of a collection of endpoints or ports associated with a specific network address (URL) that can be
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addressed using XML messages to provide a service. In WSDL, a service is a container that per-
forms a set of functions that are exposed to Web protocols, Taken together, the protocol and port
are a binding (o which messages are passed and operations are performed. A bound service is one
that responds to any valid HTTP request sent to it. The important thing to remember about WSDL
is that it delines a Web service’s public inter[ace.

Cross=Ref
Chapter 13, which describes Service Oriented Architecture, continues the discussion of these various compo-
nents in building an application in the cloud from a component-based architecture. &
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Using WSDL and SOAP, a number of extensions were created that allow various Web services to
describe additional sets of properties and methods that they could provide. These extensions [all
under the name WS-* | or the “WS-star” specilications. A number of WS-* extensions are in com-
mon use, with the following being the most widely used:

Ws-Addressing
WSs-Discovery
WS-Eventing
WS-Federation
WS-MakeConnection
WS5S-Messaging
WS-MetadataFxchange
WS-Notification
WS-Policy
WS-ResourceFramework
WS-Security
WS-Transfer

WS-Trust

These different specifications provide a standard means of adding meladata to a SOAP message by
modifying the message header while maintaining the message body structure. In this way, a stan-
dard method for metadata exchange is piggybacked onto the WSDL XML message. Each of these
different WS-* specifications is in a dillerent state of development.

You use these various WS-* services in your daily work, For example, the Web Services Dynamic
Discovery specilication {(WS-Discovery) is a specificalion for multicast discovery on a LAN (Local
Area Network) Lhat is extended to Web services, most often as SOAP over UDP (User Datagram
Protocol). When you open the Network Neighborhood in Windows and use the People Near Me
feature, WS-Discovery goes into action and shows you discoverable resources,
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These WS-* services carried over XML messages using the SOAP protocol access remote server appli-
cations in ways that are becoming increasingly complex. Whereas earlier methods for client/server
provided a means through a gateway like CGI to access media content on servers, the current data
communications burden servers with accepting and processing very complex requests or engaging
their clients in sophisticated negotiations that seek to minimize the amount of processing that must
be done and the information that must be exchanged as the response. None of this type of rich media
servicing was ever envisaged in the construction of the Internet, and all of it is essentially a kludge.

Over the years, a variety of platform-specific RPC specifications, such as DCOM (Distributed
Common Object Model) and CORBA (Common Object Response Broker Architecture), were
developed to allow software components that ran on different computers to interoperate with one
another, As SOAP and WS-* were developing, those protocols began to build into their specifica-
tions server application features from these other technologies in a more platform-independent
protocol. What was really needed was a method for standardizing resources on the Web, which is
where the idea of REST comes in.

REST stands for Representational State Transfer, and it owes its original description to the work of
Roy Fielding, who was also a co-developer of the HTTP protocol. REST assigns a global identifier
to a tesource so there is a uniform method for accessing information sources. That identifier is a
URI expressed in HTTP form. Given a resource then at a known address, various network clients
in the form of what are called user agents can then communicate with that resource using HTTP
commands (requests) to exchange information in the form of documents or files. Typical data
transfers might use XML, text, an image file, a JSON document, or some other standard or agreed
upon format to perform the data exchange. A transaction following the rules of REST is therefore
considered to be RESTful, and this is the basis for cloud computing transactions to be initiated,
processed, and completed in most modern implementations,

While REST is heavily used, it is not the only data interchange standard that is used by cloud ser-
vices. Another example of a data exchange standard is the Atom or Atom Publishing Protocol
(APP). Atom is a syndication format that allows for HTTP protocols to create and update informa-
tion. Microsoft’s ADO.NET Data Services Framework is another system for transferring data using
a REST{ul transaction and standard HTTP commands.

Cloud services span the gamut of computer applications: audio and video streaming, instant mes-
saging, and so forth. Each of these areas uses protocols developed for network use and adapted for
use by Web services. The impact of cloud computing on network communication is to encourage
the use of open-network protocols in place of proprietary protocols.

For example, in the area of instant messaging, which is a major cloud service, the SIMPLE protocol
(which stands for the Session Initiated Protocol for Instant Messaging and Presence Leveraging
Extensions) is in widespread use today. SIMPLE is based on the IETF Session Initiation Protocol
(SIP) standard and is an open standard. Although most early IM (Instant Messaging) services used
proprietary standards, many IM services now support SIMPLE because without this support, it
would be hard for the different services to interoperate. Similarly, in the area of VoIP, you find that
the open XMPP or the Extensible Messaging and Presence Protocol is used.

57

PAN Exhibit 1007



Part I: Examining the Value Proposition

58

Applications

Although the cloud computing stack encompasses many details that describe how clouds are con-
structed, it is not a perfect vehicle for expressing all the considerations that one must account for
in any deployment. An important omission arises from the nature of distributed Web applications
and the design of Internet protocols as a slateless service. The Internet was designed Lo reat each
request made 1o a server as an independent transaction, Therefore, the standard HTTP commands
are all alomic in nature; GET to read data, PUT Lo writedala, and so on.

While stateless servers are easier Lo architect and stateless transactions are more resilient and can
survive outages, much of the useful work that computer systems need to accomplish are stateful.
Here’s the classic example. When you go Lo a reservation system to purchase something, you query
inventory, reserve the item, and then pay for it. In a multiuser system, if you don’t have a stateful
systemn, you cannot know whether the item you reserved has already been taken by another user
before you can enter your payment or the item. Should you decide you don't want the item at
some later time, it is much easier to restore the item to inventory and return payments or make
other adjustments if you can roll back all the steps as a transactional unit.

Much of the really hard development ellorts that have gone into making the Web useful in com-
merce have centered around creating mechanisms to change a set of stateless transactions into
statelul ones. The development of transaclion servers, message queuing servers, and other middle-
ware is meant to bridge this problem. Cloud computing is no exception to this problem, and to an
extent it amplifies the problem by not only making transactions stateless but also virtualizing
resources so transactions are always occurring in physically different locations. In cloud comput-
ing, a variety of constructs are brought to bear to solve these tssues, but these are the two most
important concepts:

@ The notion of orchestration—that process flow can be choreographed as a service

@ The use of what is referred to as a service bus that controls cloud components
In time, other methods for establishing transactional integrity may be developed that are better
suited to cloud computing, but these are the standard methods that are now part ol the Service

Oriented Architecture. Chapter 13 takes up this topic in more detail, but it is something you
should certainly keep in mind as you read through the intervening chapters.

Connecting to the Cloud

Clients can connecl to a cloud service in a number of different ways, These are the two most
common means:

® A Web browser

® A proprietary application
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These applications can be running on a server, a PC, a mobile device, or a cell phone. What these
devices have in common with either of these application types is that they are exchanging data
over an inherently insecure and transient medium. There are three basic methods for securely con-
necting over a cornnection:

@ Use a secure protocol to transfer data such as SSL (HTTPS), FTPS, or [Psec, or connect
using a secure shell such as SSH to connect a client to the cloud.

® Create a virtual connection using a virtual private network (VPN), or with a remote data
transfer protocol such as Microsoft RDP or Citrix 1CA, where the data is protected by a
tunneling mechanism.

® Encrypt the data so that even if the data is intercepted or sniffed, the data will not be
meaningful.

The best client connections use two or more of these techniques to communicate with the cloud.
In current browser technology, clients rely on the Web service to make available secure connec-
tions, but in the future, it is Iikely that cloud clients will be hardened so the client itself enforces a
secure connection.

If you've ever logged into a hotel connection and browsed the network, you may find that often
you can access systems on the network that haven’t been protected with a firewall;, an improperly
configured firewall connection to the cloud is even worse. That has led people to drag portable
routers with them, which provide a personal hardware firewall, many of these devices have VPN
built directly into them.

Other solutions include using VPN software; here are three recommended solutions:

@ Hotspot VPN (http://www.hotspotvpn.com/)
@ AnchorFree Hotspot Shield (http://hotspotshield.com/)

® Gbridge (http://www.gbridge.com/), a third-party VPN based on Google’s
GoogleTalk infrastructure

Gbridge is an interesting solution that illustrates the use of VPN over a cloud connection. To use
this product, you need to log into the GoogleTalk (or Gtalk) network and connect to another com-
puter using your Google account. Gbridge allows additional people to join a connection when
invited and supports collaborative features such as desktop sharing using the Virtual Network
Computing (VNC) software, chat, live folder browsing, folder synchronization, and automated
backup. Gbridge also works with applications deployed using Google Apps, allowing you to
securely connect to these applications using a VPN. Figure 3.7 shows browsing a folder over a
VPN connection using Gbridge’s SecureShares feature.
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FIGURE 3.7

Cbridge provides a means for securely connecting one computer to another using Gtalk. Shown here is the
SecureShares folder-browsing feature.
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The Jolicloud Netbook OS

The popularity of ultralight netbooks and mobile phones has greatly expanded the potential audi-
ence of dedicated cloud computing devices, but until recently these devices ran standard operating
syslems such as Windows, Linux, and Macintosh on the PC and Android, 10S, and Windows
Mobile (among others) on cell phones. The primary diflerentiation between these devices is
whether or not they are capable of running video and animation (particularly Adobe Flash).

None of these portable devices has been optimized to connect securely to the cloud by narrowing
the operating system functions to harden these devices, The French firm Jolicloud (http://www.
jolicloud.com/) has recently released a lightweight version of Linux designed specifically to
run connected to the cloud as a dedicated cloud client. Jolicloud 1.0 (“The Anywhere OS”) can be
loaded onto a netbook as the only operating system, or it can be set up as a dual boot system that
shares [iles with a Windows partition.

Jolicloud concentrates on building a social platform with automatic soltware updates and installs.
The application launcher is built in HTML 5 and comes preinstalled with Gmail, Skype, Twitter,
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Firefox, and other applications, Any HTML 5 browser can be used to work with the Jolicloud
interface. Jolicloud maintains a library or App Directory of over 700 applications as part of an app
store. When you click to select an application, the company both installs and updates the applica-

tion going forward, just as the iPhone manages applications on that device. Figure 3.8 shows the
Jolicloud interface.

The Jolicloud cloud client operating system is a social networking platform for netbooks with a dedicated
application store.

When you install Jolicloud on multiple devices, the system autcmatically synchronizes your appli-
cations so you are working with the same content on all your devices. You can manage your
devices from any cloud-connected device. Your files are also unified in a single location, and the

operating system provides access to shared storage cloud services such as box.net, Dropbox, and
drop.io, among other services.

Chromium OS: The Browser as an Operating System

The Google Chrome OS is a Linux open-source operating system designed to be a robust cloud cli-
ent, Unlike many other Linux distributions, Google’s Chrome is not a software installation, but is
shipped installed on validated hardware from Google-approved OEMs (Original Equipment
Manufacturers), just as the Android operating system is shipped on a variety of phones, The intent
is to have a tightly coupled hardware offering that supports features in the Chrome OS and that
would be highly efficient. Early designs have shown Chrome running on tablet designs that would
position it as an Apple iPad competitor running on netbook-type devices in the $300-400 range.
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Note

An OEM or original equipment manufacturer builds systems from components and sells them under a

brand name. &

62

The expectation is that the first versions of Chrome systems will appear in late 2010, perhaps in
both consumer and enterprise offerings. There is also an open-source version of this cloud client
called Chromium (http://www.chromium.org/chromium-os), which shares the same code
base. The Chromium architecture is built as a three-tier system with a hardware layer, the browser
and window manager, and a sel of system software and utilities.

The Chrome OS has been described as a hardened operating system because it incorporales a sand-
box architecture for running applications and also performs automatic updates. Also included in
the system is a version of remote desktop connection software that creates an encrypted connection
like Microsoft’s RDP, Citrix’s ICA, or a VNC client. The Chrome OS hardware specification
includes a Trusted Platform Module, which provides for a “trusted bootpath” along with a hard-
ware switch that can be used to boot the system into a developer model. In that mode, some of the
security features are turned off, allowing the user to reset the system.

Demonstrations of early prototypes of Chrome and Chromium OS systems have shown that they
are capable of nearly instantaneous startup. Chromium Linux kernel has adopted the Upstart
(http://upstart.ubuntu.com/) event-based replacement for the init daemon, which is
used to launch services concurrently, restore stalled jobs, and perlorm delayed system startup.

The fast boot time is possible because the device is devoid of most of the devices in modern PCs.
Chromium has also adopted a set of security routines in firmware that run during startup and store
the information necessary to perform verified system restoration.

Essentially, the Chrome OS looks like the Chrome browser. Chrome is interesting because Google
has essentially stripped down the operating system to run one specific application that connects to
the Tnternel. The user interface is similar to the Chrome Web browser and includes a media player
that plays MP3, views JPEGs, and plays media content both online and offline. Adobe Flash is inte-
grated directly into the Chrome OS, just as it is in the Chrome browser. When you launch
Chrome, you see links Lo the major Google cloud applications such as Gmail, Google Apps, and
YouTube, along with other major sites such as Facebook, Hulu, Pandora, Twitter, and others.
Figure 3.9 shows an early demonstration of the Chrome OS, its multi-tab interface, and its applica-
tion launcher utility. From this same demonstration is shown the Google Reader application with a
page from Alice in Wonderland, displayed in Figure 3.10.
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Google will include on Chromium the Google Cloud Print service that allows an application to
print to any connected printer without accessing a printer driver. This system frees Chromium
from having to develop hardware- and OS-specific print subsystems. Instead, a proxy is installed in
Chrome that registers a printer with the service, and this proxy manages print jobs for the user.

The Chrome OS devices that appear, as well as the competitors such as the Apple iPad and a host
of other similar devices from other system vendors, signal a sea change in the manner in which
users access the cloud, and they represent the cloud’s impact on the manner in which many users
perform their daily work. It's anyone’s guess how impactful these introductions will be, but it is
clear that they are not simply another competitor to Windows and Macintosh desktop-oriented
systems. They represent the move into a cloud-based future where applications run and data is
stored remotely. Their success is likely te be contingent upon how fast consumers and businesses
become comfortable with the idea of outsourcing these functions. In time, the transition is proba-
bly inevitable because the economies of scale and efficiency that cloud computing offers is too
compelling to ignore.

FIGURE 3.9

The Chrome OS operating system’s application launcher from an early demo of the product found at
http://www.youtube.com/watch?v=ANMrzw7JFzA&feature=channel
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From the same source as Figure 3.9, this figure illustrates how the Google Reader appears within the
Chrome OS as a tab.
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Summary

In this chapter, you learned about the various architectural layers that make up the cloud comput-
ing stack. Cloud computing may be seen Lo be an extension of older Internet standards, but it
includes some new architecture. In particular, infrastructure components were described, as were
platform components. Platform services are software-based and can include a class of applications
referred to as virtual appliances.

The focus of the chapter was how all the different parts of cloud computing work together. Many ol
the important standards are aimed at managing transactions in the cloud and making compoenents
work together. This chapter took an initial look at SOAP, XML, and the various WSDL services.

The chapter ended by considering the development of a new class ol cloud-connected clients.
These clients, which are often hardware and soltware solutions like the Google Chrome OS, may
have major impact in changing the model by which people connect o the Internet and get their
work done. They have many advantages, but we will have to wait to see how readily consumers
and businesses are willing to adopt this new computing paradigm.

In the next chapter, each of the different Internet service models is more closely described.
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loud computing deployments must be monitored and managed in

order o be optimized for best performance, To the problems associ-

ated with analyzing distributed network applications, the cloud adds
the complexity of virtual infrastructure. This is one of the most active areas
of product development in the entire cloud computing industry, and this
chapter introduces you to the different products in this nascent area.

Cloud management soltware provides capabilities for managing faults,
configuration, accounting, performance, and security; this is referred to

as FCAPS. Many products address one or more of these areas, and through
network frameworks, you can access all [ive areas. Framework products are
heing repositioned to work with cloud systems.

Your management responsibilities depend on the particular service model for
your cloud deployment. Cloud management includes not only managing
resources in the cloud, but managing resources on-premises. The manage-
ment of resources in the cloud requires new technology, but management of
resources on-premises allows vendors to use well-established network man-
agement technologies.

The lifecycle of a cloud application includes six delined parts, and each must
be managed. In this chapter, the tasks associated with each stage are described.

Efforts are underway to develop cloud management interoperability stan-
dards, One elfort you learn about in this chapter is the DMTF’s (Distributed
Management Task Force) Open Cloud Standards Incubator. The goal of
these efforts is to develop management tools that work with any cloud type.
Another group called the Cloud Commons is developing a technology called
the Service Measurement Index (SMI). SMI aims to deploy methods [or mea-
suring various aspects of cloud performance in a standard way.

231

CHAPTER

IN THIS CHAPTER

Learning about network
management software

Viewing the essential
monitoring features

Using lifecycle management
techniques

Discovering emerging network
management interoperability
standards
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Administrating the Clouds

The explosive growth in cloud computing services has led many vendors o rename their products
and reposition them o get in on the gold rush in the clouds. What was once a network manage-
ment product is now a cloud management product. Nevertheless, this is one area of Lechnology
thal is very actively [unded, comes replete with interesting startups, has been the focus of several

recent strategic acquisitions, and has resulled in some interesting product alliances. Lets join the
party and see what all the [uss is about,

These funcamental leatures are ollered by traditional network management systems:

Administration ol resources
Conliguring resources
Enloreing security
Monitoring operations
Optimizing perlormance
Policy management

Perlo rming maintenance

Provisioning ol resources

Network management systems are olien described in terms of the acronym FCAPS, which stands
for these [eatures:

Faull

Conliguration

Accounting

Perlormance

Security

Most nelwork management packages have one or more of these characteristics: no single package
provides all five elements of FCAPS,

To get the complete set of all live of these management areas [rom a single vendor, you would need
to adopt a network management framework. These large network management frameworks were
industry leaders several years back: BMC PATROL, CA Unicenter, [BM Tivoli, HP OpenView, and
Microsolt system Center, Networlk [ramework products have been sliced and diced in many dilfer-
ent ways over the years, and they are rebranded [rom time to time. Today, (or example, BMC
PATROL is now part of BMC ProactiveNel PPerlormance Management (htto: //www.bmc. com/
products/product-listing/ProactiveNet - Performance-Management . html), FP
OpenView has been split (https: //h10078 . wwwl.hp. com/cda/hpms/display/main/
hpms_content. jsp?zn=bto&cp=1-10"36657_4000_100) into a sel of HP Manager products.
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The impact that cloud computing is having on network frameworks is protound. These five ven-
dors have (or soon will have) products lor cloud management. Computer Associates, [or example,
has completely repositioned its network management portfolio as an IT Management Software as a
Service. Find the cloud products lor these five large cloud vendors at the following URLs:

@ BMC Cloud Computing (http://www.bmc.com/sclutions/esm-initiative/
cloud-computing.html)

® Compuler Associates Cloud Solutions (http://www.ca.com/us/cloud-
computing.aspx)

@ [P Cloud Compuling (http://h20338.www2.hp.com/enterprise/wl/en/
technologies/cloud-computing-overview.html)

® IBM Cloud Computing (thttp://www.ibm.com/ibm/cloud/)
Microsolt Cloud Services (http: //www.microsoft.com/cloud/)

Figure 11.1 shows [BM Tivoli Service Automation Manager, a [ramework tool [or managing cloud
infrastructure.,

Tivoli Service Automation Manager lets you create and stage cloud-based servers.
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Management responsibilities
What separates a network management package from a cloud computing management package is
the “cloudly” characteristics that cloud management service must have:

® Billing is on a pay-as-you-go basis,

® The management service is extremely scalable,
® The management service is ubiquitous,
[

Communication between the cloud and other systems uses cloud networking standards,
Lo monitor an entire cloud computing deployment stacl, you monitor six dillerent categorics:

1. IEnd-user services such as HTP, TCP, POP3/SMTP, and others
2. Browser performance on the ¢lient
3. Application monitoring in the cloud, such as A ache, MySQL., and so on
o
4. Cloud inlrastructure monitoring of services such as Amazon Wely services, GoGridl,
Raclkspace, and others
5. Machine instance monitoring where the service measures processor utilization, memory
usage, disk consumption, queue lengths, and other important paramelers

6. Network monitoring and discovery using standard protocols like the Simple Network
Manageiment Protocol (SNMP), Conliguration Management Database (CMDBR), Windows
Management Instrumentation (WMD), and the like

[Us important to note that there are really two aspects to cloud management:

Managing resources in the cloud
Sl

Using the cloud 1o manage resources on-premises

When you move o a cloud computing architecture from a traditional networked model like client/
server or a three-tier architecture, many of the old management tasks (or processes going on in the
cloud become irrelevant or nearly impossible 1o manage because the 1ols (o ellectively manage
resources of various kinds fall outside of your own purview. In the cloud. the particular service
model you are using directly alfects the type of monitoring you are responsible for,

Consider the case ol an Infrastructure as a Service vendor such as Amazon Web Services or
Rackspace. You can monitor your usage ol resources cither through their native monitorimg, tools
like Amazon CloudWatch or Rackspace Control Panel or (h rough the numerous third-party tools
that work with these sites” APIs. [n laa$, you can alter aspects ol your deployment, such as the
number of machine instances you are running or the amount of storage you have, but you have
very limited control over many important aspects of the operation, For example, your network
bandwidih is locked into the type of instance you deploy. Even il you can provision more band-
width, you likely have no control over how network trallic lows into and out of the system,
whether there is packet prioritization, how routing is done, and other important characteristics,
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The situation—as you move first to Platform as a Service (PaaS) like Windows Azure or Google
App Engine and then onto Software as a Service (SaaS) for which Salesforce.com is a prime exam-
ple—becomes even more restrictive. When you deploy an application on Google’s PaaS App
Engine cloud service, the Administration Console provides you with the following monitoring
capabilities:

Create a new application, and set it up in your domain.

Invite other people to be part of developing your application.

View data and error logs.

Analyze your network traffic.

Browse the application datastore, and manage its indexes.

View the application’s scheduled tasks.

Test the application, and swap out versions.

However, you have almost no operational control. Essentially, Google App Engine lets you deploy
the application and monitor it, and that’s about it. All the management of devices, networks, and
other aspects of the platform are managed by Google. You have even less control when you are
selling software in the cloud, as you would with Salesforce.com.

Figure 11.2 graphically summarizes the management responsibilities by service model type.

The second aspect of cloud management is the role that cloud-based services can play in managing
on-premises resources. From the standpoint of the client, a cloud service provider is no different
than any other networked service. The full range of network management capabilities may be
brought to bear to solve mobile, desktop, and local server issues, and the same sets of tools can be
used for measurement.

Microsoft System Center is an example of how management products are being adapted for the
cloud. System Center provides tools for managing Windows setvers and desktops. The manage-
ment services include an Operations Manager, the Windows Service Update Service (WSUS), a
Configuration Manager for asset management, a Data Protection Manager, and a Virtual Machine
Manager, among other components.

One of these service sets was called the System Center Online Desktop Manager (SCODM).
Microsoft has taken SCODM and repositioned it as a cloud-based service for managing updates,
monitoring PCs for license compliance and health, enforcing security policies, and using Forefront
protect systems from malware, and the company has branded it as Windows Intune (http://
www.microsoft .com/windows/windowsintune/default .aspx). From the client’s
standpoint, it makes little difference whether the service is in the cloud or on a set of servers in a
datacenter. The benefit of a cloud management service accrues to the organization responsible for
managing the desktops or mobile devices. Figure 11.3 shows an Overview screen from the beta ver-
sion of Windows Intune. The product is due to be released in the first or second quarter of 2011.
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Management responsibilities by service model type
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Lifecycle management
Cloud services have a defined lifecycle, just like any other system deployment. A management
program has to touch on each of the six different stages in that lifecycle:

1. The definition of the service as a template for creating instances

Tasks performed in Phase 1 include the creation, updating, and deletion of service
ternplates.

2. Client interactions with the service, usually through an SLA (Service Level Agreement)
contract

This phase manages client relationships and creales and manages service contracls.
3. The deployment of an instance to the cloud and the runtime management ol instances
Tasks performed in Phase 3 include the creation, updating, and deletion of service offerings.

4. The definition of the attributes of the service while in operation and performance ol mod-
ilications of its properties

The chiel task during this management phase is to perform service oplimization and
customization.

5. Management of the operation of instances and routine maintenance

During Phase 5, you must monitor resources, track and respond to events, and perlorm
reporting and billing functions.

6. Retirement ol the service

End of lile tasks include data protection and system migration, archiving, and service
contract termination.

Cloud Management Products

Cloud management soltware and services is a very young industry, and as such, it has a very large
number of companies, some with new products and others with older products competing in this
arca. Table 11.1 shows some of the current players in this market, along with the products they
either are offering or are promising in the very near future, When considering products in cloud
management, you should be aware that—as in all new areas of technology—there is considerable
churn as companies grow, get acquired, or fail along the way. It is entirely possible that if you
return to this list a year or two after this book is published, half ol these products or services will
no longer exist as listed; you should keep this in mind.
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TABLE 11.1

Product

Cloud and Web Monitoring Solutions

URL

Description

AbiCloud

Amazon
CloudWatch

BMC Cloud
Computing
Initiative

CA Cloud
Connected
Management
Suite

Cacti
CloudKick

Dell Scalent

Elastra

_Ganglia

Gomez

HP Cloud
Computing

-Hygeric

[BM Service
Management
and Cloud
Computing

Internetseer

Intune

Keynote
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http://aws.amazon.co

http://www.abiquo.com/

http://www.bmc.com/solutions/
esm-initiative/cloud-computing.
html

http://www.ca.com/us/cloud-

solutions.aspx

http://www.cacti.net/

https://www.cloudkick.com/

http://www.scalent .com/index.php

http://www.elastra.com/

http://ganglia.info/

http://www.gomez. com/

http://h20338.www2 . hp.com/
enterprise/wl/en/technologies/
cloud-computing-overview. html

http://www. hype-:l-fic . com/

http://www-01.ibm.com/software/
tivoli/solutions/cloudcomputing/

http://www.internetseer.com/home/

index.xtp

http://www.microsoft.com/windows/

windowsintune/default.aspx

http://www. ke_yn;te . cc@

Virtual machine conversion and
management

m/c louaa;h/ _AWS dashboard

Cloud planning, lifecycle manage-
ment, optimization, and guidance

CA Cloud Insight, CA Cloud Compose,
CA Cloud Optimize, and CA Cloud
Orchestrate are described below

Network performance graphing solution .

Cloud server monitoring

Virtualization provisioning system that
will be rolled into Dell’s Advanced
Infrastructure Manager (AIM)

Federated hybrid cloud management
software

Distributed network monitoring
software

Web site monitoring and analytics

A variety of management products and
services, both released and under
development

Performance management for virtual-
ized Java Apps with VMware integration

Various [BM Tivoli managers and
monitors

Web site monitoring service

Cloud-based Windows system
management

Web, mobile, streaming, and customer
test and measurement products
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Product

URL

Description

ManageEngine
OpManager

ManagelQ

Managed
Methods
JaxView

Monit

Montis

Morph

Nagios
NetlQ

New Relic RPM

Nimsoft

OpenQRM

Pareto
Networks

Pingdom

RightScale

Sciencelogic

Scout

ServiceUptime
Site24X7

http://www.manageengine .com/
network-performance-management.
html

http://ﬁgw.manageiq.com/

http://managedmethods .com/

http://mmonit.com/monit/

Network and server monitoring, server
desk, event and security management

Enterprise Virtualization Management
Suite (EVM) that provides monitoring,
provisioning, and cloud integration
services

SOA management tool

Unix system monitoring and
management

http://portal .monitis.com/index,
php/home

http://mor.ph/

http://www.nagios.org/
http://www.netiq.com/

http://www.newrelic.com/

http://www.ca.com/us/products/
detail/CA-Nimsoft-Monitoring-
Solution.aspx

http://www.opengrm. com/

http://www.paretonetworks.com/

http://www.pingdom. com/

http://www.rightscale.com/

http://www.sciencelogic.com/

://scoutapp.com/

http://www.serviceuptime.com/

http://site24x7.com/

Solarwinds

http://www.solarwinds.com/

Cloud-based monitoring service

Infrastructure management, provision-
ing, deployment, and monitoring tools

Network monitoring system

Network management, monitoring,
deployment, and security software

Java and Ruby application monitor and
troubleshooting

Cloud monitoring software

Data center management platform

Cloud provisioning and deployment

Web site and server uptime and
performing monitoring

Automated virtual server scaling

Datacenter and cloud management
solutions and appliances

Hosted server management service

Web site manitoring service

Web site monitoring service

Network monitoring and management
software

continuec!
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TABLE 11.1 (continued)

Product URL Description

Tapinsystems http://www.tapinsystems.com/home Provisioning and management service

Univa UD http://univaud.com/index.php Application and infrastructure manage-
ment software for hybrid multi-clouds

VMware http://www.springsource.com/ Performance management for VMware

Hyperic deployed Java applications

Webmetrics http://www.webmetrics.com/ Web performance management, load

testing, and application monitor for
cloud services

WebSitePulse http://www.websitepulse.com/ Server, Web site, and application mon-
itoring service

Whatsup Gold hetp://www.whatsupgold. com/ Network monitoring and management
software

Zenoss http://www.zenoss.com/ IT operations monitoring

Zeus http://www.zeus.com/ Web-based application traffic manager

The core management features offered by most cloud management service products include the
following:

® Support of different cloud types

® Creation and provisioning of different types of cloud resources, such as machine
instances, storage, or staged applications

® Performance reporting including availability and uptime, response time, resource quota
usage, and other characleristics

® The creation of dashboards that can be customized for a particular client’s needs

Automated deployment on laa$ systems represents one class of cloud management services. One
of the more interesting and successful vendors in this area is Rightscale (http://www.right
scale.com/) whose software allows clients to stage and manage applications on AWS (Amazon
Web Service), Eucalyptus, Rackspace, and the Chef Multicloud framework or a combination of
these cloud types. Rightscale creates cloud-ready server templates and provides the automation
and orchestration necessary to deploy them. Fucalyptus and Rackspace both use Amazon EC2 and
53 services, although Fucalyptus is open source and portable, RightScale server templates and the
Rightscript technology are highly configurable and can be run under batch control. The RightScale
user interface also provides real-time measurements of individual server instances,

Cloudkick (https://www.cloudkick.com/) is another infrastructure monitoring solution
that is well regarded. Its service is noted for being agnostic and working with multiple vendor
cloud platforms. The Cloudkick user interface is designed for rapid deployment assessment, and
its at-a-glance-monitoring Insight module is particularly easy to use. Figure 11.4 shows the Insight
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module, and Figure 11.5 shows Cloudkick’s real-time server visualization tool, which is one ol the
more inleresling presentation tools we've seen., In Figure 11.5, the circles are servers with their
location on the dillerent axes based on observed metrics, Powerlul servers are larger circles, and
the colors indicate the current state of the server,

Users have commented on Cloudkick’s instant launching being difficult, and both Cloudkick and
RightScale are known o be easy 1o use with Linux virtual servers and less so with Windows instances,

Cloudkick’s Insight module (https://www.cloudkick.com/site_media/images/graphs?.png)
is powerful and particularly easy to use.
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All of the service models support monitoring solutions, most often through interaction with the
service APL Tapping into a service APl allows management soltware to perlorm command actions
that a user would normally perform. Some ol these APls are themselves scriptable, while in some
cases, scripling is supported in the management soltware.

One key differentiator in monitoring and management software is whether the service needs Lo
install an agent or it performs its service without an agent. The monitoring [unction normally can
be perlormed through direct interaction with a cloud service or client using processes such as an
HTTP GET or a network command like PING. For management [unctions, an agent is helpful in
that it can provide needed hooks Lo manipulate a cloud resource. Agents also, as a general rule, are
useful in helping Lo solve problems associated with (irewall NAT traversal,

ManagelQ (http://www.manageiq.com/) and Service-now.com oller an integrated cloud
stack that combines the ManagelQ Enterprise Virtualizalion Management Suite with Service-Now.
com’s ITSM Saa$ service. The system has offers management, discovery, CMDB synchronization,
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and automated provisioning services. You can integrate these services into your Web applications
using an open API that these companies ofler.

FIGURE 11.5

The Cloudkick visualization demo (https: //www.cloudkick.com/viz/demo/) provides a real-time
graphical illustration of the state of monitored servers.

Distributed network applications often benefit from the deployment of a management appliance.
Because cloud services tend to distribute applications across multiple sites, physical appliances
need to be deployed in different locations—something that only cloud service providers can do.
However, there has been a tendency to create virtual appliances, and those can be deployed as
server instances wherever an application is deployed, Pareto Networks (http://www.pareto
networks.com/) has a cloud computing service that can monitor and manage distributed
network services using a physical or virtual appliance. The system can be used to control and
provision network services. Pareto Networks plans to add an API to this service,

Emerging Cloud Management Standards

As it stands now, different cloud service providers use different technologies for creating and man-
aging cloud resources. As the area matures, cloud providers are going to be under considerable
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pressure [rom large cloud users like the lederal government 1o conflorm to standards and make
their systems interoperable with one another. No entity is likely to want to make a major invest-
menl in a service that is a silo or [rom which data is diflicult to stage or o extract, To this end, a
number ol large industry players such as VMware, 1BM, Microsolt, Citrix, and HP have gotlen
together to create standards that can be used o promote cloud interoperability, In the section that
follows, you learn about the work of the DMTF in this area.

Another elfort just getting underway has been started by CA (the company [ormerly known as
Computer Associales) in association with Carnegie Mellon called the Cloud Commons. This eflort
is aimed al creating an industry communily and working group, and promoting a set ol monitor-
ing standards that were part of CA’s cloud technology portfolio but are now open sourced,

DMTF cloud management standards

The Distributed Management Task Force (DMTFE; see http: //www.dmtf.org/) is an industry
organization that develops industry systetn management standards for platform interoperability. Tts
membership is a “who's who” in computing, and since its founding in 1992, the group has been
responsible {or several industry standards, most notably the Common Information Model (CIM),
The DMTF organizes itsell into a set of working groups that are tasked with specifying standards
for dilferent areas of (echnology.

Arecent standard called the Virtualization Management Initiative (VMAN) was developed (o
extend CIM to virtual computer system management, VMAN has resulled in the creation of the
Open Virtualization Format (OVE), which describes a standard method [or creating, packaging,
and provisioning virtual appliances, OVE is essentially a container and a (ile [ormat that is open
and both hypervisor- and processor-architecture-agnostic. Since OVF was announced in 2009,
vendors such as VirtualBox, AbiCloud, IBM, Red Hat, and VMWare have announced or introduced
products that use QVE.

It was, therelore, a natural extension of the work that DMTE does in virtualization (o solve man-
agement issues in cloud computing. DMTT has created a working group called the Open Cloud
Standards Incubator (OCSI) 1o help develop interoperability standards {or managing interactions
between and in public, private, and hybrid cloud systems, The group is (ocused on describing
resource management and security protocols, packaging methods, and network management tech-
nologies. The Web site of the Cloud Management group (http://dmtf .org/standards/
cloud) is shown in Figure 11.6.

DMTF's cloud management efforts are really in their initial stages, but the group has broad indus-
try support. Part ol the group’s task is to provide industry education, so you can find a number of
while papers and technology briels published on this site. 1Us an elfort that's worth checking back
with over time. Although the OCSI's work has not yet been joned by Amazon or Saleslorce.com, a
set ol open standards that extend the use ol industry standard protocols—such as the Common
[nlormation Model (CIM), the Open Virtualizalion Format (OVE), and WBEM—Lo (he cloud are
going Lo he hard [or vendors to resisL.
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FIGURE 11.6

DMTF (http://dmtf.org/standards/cloud) has a large and important effort underway for develop-
ing cloud interoperability management standards.
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Cloud Commons and SMI

CA Technologies (http://www.ca.com), the company once known as Computer Associates,
has taken some of its technologies in measuring distributed network performance metrics and
repositioned its products as the following:

@ CA Cloud Insight, a cloud meltrics measurement service

® CA Cloud Compose, a deployment service

® CA Cloud Optimize, a cloud oplimization service

® CA Cloud Orchestrate, a workflow control and policy based automation service

Taken together, these products form the basis for CA’s Cloud Connected Management Suite
(http://www.ca.com/us/cloud-solutions.aspx).

CA has lots of experience in this area through its Unicenter management suite and the products
that were spawned from it. The company also has invested in cloud vendors such as 3Tera,
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Oblicore, and Cassalt to create their cloud services. CA acquired Nimsoft in March 2010. Nimsoft
has a monitoring and management package called Nimsoft United Monitoring that creates a
monitoring portal with customizable dashboards. The system can gather information from up o
100 types of data points and can work with both Google and Rackspace cloud deployments.
Among the data points that can be monitored are resource usage and UPS status.

At the heart of CA Cloud Insight is a method for measuring different cloud metrics that creates what
CA calls a Service Measurement Index or SMI. The SMI measures things like SLA compliance, cost,
and other values and rolls them up into a score. To help allow SMI to gain traction in the industry,

- CA has donated the core technology to the Software Engineering Institute at Carmegie Mellon as part
of what is called the SMI Consortium. This same group is responsible for the Capability Maturity
Model Integration (CMMI) process optimization technology and other efforts. The second CA initia-
tive is the funding of an industry online community called the Cloud Commons (http://www.
cloudcommons . com/), the home page of which is shown in Figure 11.7.

FIGURE 11.7

The Cloud Commons (http: //www.cloudcommons . com/web/guest) is a new online community
founded by CA to promote information exchange on cloud services and the SMI standard.
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246

Because the Cloud Commons is brand new, it is hard to tell whether this group will have impact in
the cloud community, but it is an interesting effort. The hope is that not only will this site establish
CA’s performance metrics, but that community users will eventually provide detailed information
and ratings on particular services.

To demonstrate the potential of cloud-based metrics, the Cloud Commons has built a dashboard
called the CloudSensor that monitors the performance of the major cloud-based services in
real time.

This tool measures the performance of the foliowing:

® RackSpace file creation and deletion

® FE-mail availability (system uptime) based on Google Gmail, Windows Live Hotmail, and
Yahoo! Mail

® Amazon Web Services server creation/destruction times at four AWS sites

® Dashboard Response Times for the consoles of AWS.Amazon, Google App Status,
RackSpace Cloud, and Saleforce

® Windows Azure storage benchmarks
® Windows Azure SQL benchmarks
It is meant to demonstrate the value of cloud performance measurements. These melrics are based

on real-time data derived from real transactions. Each chart shows the last two hours of activity.
Figure 11.8 shows the CloudSensor performance dashboard.

The Service Measurement Index (SMI) is based on a set of measurement technologies forming the
SMI Framework that CA donated to the SMI Consortium. It measures cloud-based services in
sIx areas:

Agility
Capability
Cost

Quality
Risk

Security

These form a set of Key Performance Indicators (KPI) that can be used to compare one service to
another. Figure 11.9 shows the different characteristics that make up each of the KPIs of the
Service Measurement Index.
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The CloudSensor (http://dashboard.atgcloud.info:5001/cloudsensor/cloud-sensor.
html) dashboard displays real-time cloud service performance metrics.
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FIGURE 11.9

SMI defined characteristics (Source: “The Details behind the Service Measurement Index” by Keith Allen, 2010)
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1t’s too early to determine whether SMI will gain traction, but the positioning of the technology as
an open industry working group malkes the project very interesting and worthy of note.

Summary

Cloud management is an important and growing area of technology. In this chapter, you leammed
about some of the products being offered or developed to address common management problems.
Among the management tasks are deployment, monitoring, conliguration, optimization, and often
security. Nearly all network management software vendors are repositioning their products to work
with cloud systems. Some network management is available from within the cloud service providers’
platforms. Many of the software systems utilize the service provider’s API to manage, monitor, and
control resources, The use ol virtualization has spawned many new products in this area.

In Chapter 12, you learn about security used in cloud computing. This is an extension of our dis-
cussion on network management, because security is another means of controlling access through

network policies.
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CHAPTER

)
12

Understanding Cloud

Security

loud computing has lots of unique properties that make it very valu-

able. Unfortunately, many of those properties make security a singu-

lar concern. Many of the tools and techniques that you would use to
protect your data, comply with regulations, and maintain the integrity of
your systems are complicated by the fact that you are sharing your systems
with others and many times outsourcing their operations as well. Cloud
computing service providers are well aware of these concerns and have
developed new technologies to address them.

Different types of cloud computing service models provide different levels of
security services, You get the least amount of built in security with an
Infrastructure as a Service provider, and the most with a Software as a
Service provider, This chapter presents the concept of a security boundary
separating the client’s and vendor’s responsibilities.

Adapting your on-premises systems to a cloud model requires that you deter-
mine what security mechanisms are required and mapping those to controls that
exist in your chosen cloud service provider. When you identify missing security
elements in the cloud, you can use that mapping to work (o close the gap.

Storing data in the cloud is of particular concern. Data should be transferred
and stored in an encrypted format. You can use proxy and brokerage services
to separate clients from direct access to shared cloud storage.

Logging, auditing, and regulatory compliance are all features that require
planning in cloud computing systems. They are among the services that need
to be negotiated in Service Level Agreements.

Also in this chapter, you learn about identity and related protocols from a
security standpoint. The concept of presence as it relates to identity is also
introduced.
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Securing the Cloud

The Internet was designed primarily to be resilient; it was not designed to be secure. Any distrib-
uted application has a much greater attack surface than an application that is closely held on a
Local Area Network, Cloud computing has all the vulnerabilities associated with Internet applica-
tions, and additional vulnerabilities arise from pooled, virtualized, and outsourced resources.

In the report “Assessing the Security Risks of Cloud Computing,” Jay Heiser and Mark Nicolett of
the Gartner Group (http://www.gartner.com/DisplayDocument?id=685308) high-
lighted the following areas of cloud computing that they felt were uniquely troublesome:

Auditing

Data integrity

e-Discovery for legal compliance
Privacy

Recovery

Regulatory compliance

Your risks in any cloud deployment are dependent upon the particular cloud service model chosen
and the type of cloud on which you deploy your applications. In order to evaluate your risks, you
need to perform the following analysis:

1.

Determine which resources (data, services, or applications) you are planning to move (o
the cloud.

Determine the sensitivity of the resource 1o risk.

Risks that need to be evaluated are loss of privacy, unauthorized access by others, loss of
data, and interruptions in availability.

Determine the risk associated with the particular cloud type for a resource.

Cloud types include public, private (both external and internal), hybrid, and shared
community types. With each type, you need to consider where data and functionality
will be maintained.

Take into account the particular cloud service model that you will be using.

Different models such as laaS, SaaS, and Paa$ require their customers to be responsible
for security at different levels of the service stack.

If you have selected a particular cloud service provider, you need to evaluate its system to
understand how data is transferred, where it is stored, and how to move data both in and
out of the cloud.

You may want to consider building a flowchart that shows the overall mechanism of the
system you are intending to use or are currently using,

One technique for maintaining security is to have “golden” system image references that you can
return to when needed. The ability to take a system image off-line and analyze the image for
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vulnerabilities or compromise is invaluable. The compromised image is a primary forensics Lool.
Many cloud providers offer a snapshot feature that can create a copy of the client’s entire environ-
ment; this includes not only machine images, but applications and data, network inter(aces, fire-
walls, and switch access. If you [eel that a system has been compromised, you can replace that
image with a known good version and contain the problem,

Many vendors mainlain a security page where they list their various resources, cettifications, and
credentials. One of the more developed oflerings is the AWS Security Center, shown in Figure 12.1,
where you can download some backgrounders, white papers, and case studies related to the
Amazon Web Service’s securily controls and mechanisms.

The AWS Security Center (http://aws.amazon.com/security/)is a good place to start learning
about how Amazon Web Services protects users of its laa$ service.
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The security boundary

In order to concisely discuss security in cloud computing, you need to deline the particular model
of cloud computing that applies. This nomenclature provides a framework [or understanding what
security is already built into the system, who has responsibility (or a particular security mechanism,
and where the boundary between the responsibility of the service provider is separate from the
responsibility of the customer.
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All of Chapter 1 was concerned with defining what cloud computing is and defining the lexicon of
cloud computing, There are many definitions and acronyms in the area of cloud computing that
will probably not survive long. The most commonly used model based on U.S. National Institute
of Standards and Technology (NIST; http://www.csrc.nist.gov/groups/SNS/cloud-
computing/index.html) separates deployment models from service models and assigns those
models a set of service attributes. Deployment models are cloud types: community, hybrid, private,
and public clouds. Service models follow the SPI Model for three forms of service delivery:
Software, Platform, and Infrastructure as a Service. In the NIST model, as you may recall, it was
not required that a cloud use virtualization to pool resources, nor did that model require that a
cloud support multi-tenancy. It is just these factors that make security such a complicated proposi-
tion in cloud computing,

Chapter 1 also presented the Cloud Security Alliance (CSA; http://www.cloudsecurity
alliance.org/) cloud computing stack model, which shows how different functional units in a net-
work stack relate to one another. As you may recall from Chapter 1, this model can be used to separate
the different service models from one another. CSA is an industry working group that studies security
issues in cloud computing and offers recommendations to its members. The work of the group is open
and available, and you can download its guidance from its home page, shown in Figure 12.2.

FIGURE 12.2

The Cloud Security Alliance (CSA) home page at http://www.cloudsecurityalliance.org/ offers

a number of resources to anyone concerned with securing his cloud deployment.
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The CSA partitions its guidance into a set of operational domains:

Governance and enterprise risk management

Legal and clectronic discovery

Compliance and audit

Information lilecycle management

Portability and interoperability

Traditional security, business continuily, and disaster recovery
Datacenter operations

Incidence response, notification, and remediation

Application security

[ncryption and key management

Identity and access management

Virtualization
You can download the group’s current work in these areas [rom the dilferent sections ol its Web site.

One key dillerence between the NIST model and the CSA is that the CSA considers multi-tenancy
to be an essential element in cloud computing. Multi-tenancy adds a number of additional security
concerns to cloud computing that need to be accounted for. In multi-tenancy, different customers
must be isolated, their data segmented, and their service accounted for. To provide these features,
the cloud service provider must provide a policy-based environment that is capable of supporting
dilferent levels and quality of service, usually using different pricing models, Multi-tenancy
expresses itsell in diflerent ways in the dillerent cloud deployment models and imposes security
concerns in dilferent places.

Security service boundary

The CSA functional cloud computing hardware/soltware stack is the Cloud Reference Model, This
model, which was discussed in Chapter 1, is reproduced in Figure 12.3, 1aa$ is the lowest level
service, with PaaS and SaaS the next two services above, As you move upward in the stack, each
service model inherits the capabilities of the model beneath it, as well as all the inherent security
concerns and risk factors. laaS supplies the inlrastructure; Paa$ adds application development
frameworks, transactions, and control structures; and Saa$ is an operating environment with appli-
calions, management, and the user intertace. As you ascend the stack, Iaa$ has the least levels of
integrated functionality and the lowest levels of integrated security, and Saa$s has the most.

The most important lesson [rom this discussion of architecture is that each dillerent type of cloud
service delivery model creates a security boundary at which the cloud service provider's responsi-
bilities end and the customer’s responsibilities begin, Any security mechanism below the security
boundary must be built into the system, and any security mechanism above must be maintained by
the customer, As you move up the stack, it becomes more important to make sure that the type
and level of securily is part of your Service Level Agreement,

253

PAN Exhibit 1007



Part Ill: Exploring Cloud Infrastructures

The CSA Cloud Reference Model with security boundaries shown
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In the SaaS model, the vendor provides security as part of the Service Level Agreement, with the
compliance, governance, and liability levels stipulated under the contract for the entire stack. For
the PaaS model, the security boundary may be defined for the vendor to include the software
framework and middleware layer. In the PaaS model, the customer would be responsible for the
security of the application and Ul at the top of the stack. The model with the least built-in security
is [aaS, where everything that involves software of any kind is the customer’s problem. Numerous
definitions of services tend to muddy this picture by adding or removing elements of the various
functions from any particular offering, thus blurring which party has responsibility for which fea-
tures, but the overall analysis is still useful.
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TABLE 12.1

In thinking about the Cloud Security Reference Model in relationship to security needs, a [unda-
mental distinction may be made between the nature of how services are provided versus where
those services are located. A private cloud may be internal or external (0 an organization, and
although a public cloud is most often external, there is no requirement that this mapping be made
so. Cloud computing has a tendency to blur the location of the deflined security perimeter in such
away that the previous notions of network [irewalls and ecge defenses often no longer apply.

This makes the location of trust boundaries in cloud computing rather ill defined, dynamic, and sub-
Jjecl to change depending upon a number of factors, Establishing trust boundaries and creating a new
perimeter defense that is consistent with your cloud computing network is an important consider-
ation. The key to understanding where to place security mechanisms is to understand where physi-
cally in the cloud resources are deployed and consumed, what those resources are, who manages the
resources, and what mechanisms are used to control them. Those factors help you gauge where sys-
lems are localed and what areas of compliance you need (o build into your system.

Table 12,1 lists some of the dillerent service models and lists the parties responsible lor securily in
the dillerent instances,

Security Responsibilities by Service Model

Infrastructure

Security Infrastructure
Model Type Management Owner Infrastruclure Location Trust Condition
Hybrid Both vendor Both vendor Both on- and off-premises Both trusted and

and customer and customer untrusted
Private/Community ~ Customer Customer On- or off-premises Trusted
Private/Community ~ Customer Vendor Off- or on-premises Trusted
Private/Community  Vendor Customer On- or off-premises Trusted
Private/Community ~ Vendor Vendor Off- or on-premises Trusted
Public Vendor Vendor Off-premises Untrusted

. .
Security mapping

The cloud service model you choose determines where in the proposed deployment the variety of
security [eatures, compliance auditing, and other requirements must be placed. To determine the
particular security rmechanisms you need, you must perform a mapping of the particular cloud ser-
vice model to the particular application you are deploying. These mechanisms must be supported
by the various controls that are provided by your service provider, your organization, or a third
party. [’s unlikely that you will be able to duplicale security routines that are possible on-premises,
but this analysis allows you to determine what coverage you need.
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A security control model includes the security that you normally use for your applications, data,
management, network, and physical hardware. You may also need to account for any compliance
standards that are required for your industry. A compliance standard can be any government regu-
latory framework such as Payment Card Industry Data Security Standards (PCL-DSS), Health
[nsurance Portability and Accountability Act (HIPPA), Gramm-—Leach—Bliley Act (GLBA), or the
Sarbanes—Oxley Act (SOX) that requires you operate in a certain way and keep records.

Essentially, you are looking to identify the missing features that would be required for an on-premises
deployment and seek to find their replacements in the cloud computing model. As you assign
accountability for different aspects of security and contract away the operational responsibility to
others, you want to make sure they remain accountable for the security you need.

Securing Data

Securing data sent to, received from, and stored in the cloud is the single largest security concern
that most organizations should have with cloud computing, As with any WAN traffic, you must
assume that any data can be intercepted and modified. That's why, as a matter of course, traffic to
a cloud service provider and stored off-premises is encrypted. This is as true for general data as it is
for any passwords or account IDs.

These are the key mechanisms for protecting data mechanisms:

® Access control
e Auditing
e Authentication

® Authorization

Whatever service model you choose should have mechanisms operating in all four areas that meet
your security requirements, whether they are operating through the cloud service provider or your
own local infrastructure.

Brokered cloud storage access

The problem with the data you store in the cloud is that it can be located anywhere in the cloud
service provider’s system: in another datacenter, another state or province, and in many cases even
in another country, With other types of system architectures, such as client/server, you could
count on a firewall to serve as your network’s security perimeter; cloud computing has no physical
system that serves this purpose. Therefore, to protect your cloud storage assets, you want to find a
way to isolate data from direct client access,
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One approach to isolating storage in the cloud [rom direct client access is (o create layered access
Lo the data, In one scheme, two services are created: a broker with [ull access Lo storage but no
access o the client, and a proxy with no access to storage but access (o both the client and broker,
The location of the proxy and the broker is not important (they can be local or in the cloud); what
is important is that these two services are in the direct data path between the client and data stored
in the cloud.

Under this system, when a client makes a request for data, here’s what happens:

1. The request goes Lo the external service inter(ace (or endpoint) of the proxy, which has
only a partial trust.

. The proxy, using its inlernal interlace, lorwards the request o the broker.

. The broker requests the data [rom the cloud storage system.

2
3
4. The storage system returns the resulls to the broker,
5. The broker returns the results to the proxy,

6

. The proxy completes the response by sending the data requested to the client.

Figure 12.4 shows this storage “proxy” system graphically.

Note

This discussion is based on a white paper called “Security Best Practices For Developing Windows Azure
Applications,” by Andrew Marshall, Michael Howard, Grant Bugher, and Brian Harden that you can

find at http://download.microsoft . com/download/7/3/E/73E4EE93-559F-4D0F-A6FC-
7FEC5F1542D1/SecurityBestPracticesWindowsAzureApps . docx. In their presentation, the
proxy service is called the Gatekeeper and assigned a Windows Server Web Role, and the broker is calied
the KeyMaster and assigned a Worker Role. B

This design relies on the proxy service to impose some rules that allow it to salely request data that
is appropriate Lo that particular client based on the clients identity and relay that request to the
broker. The broker does not need [ull access Lo the cloud storage, but it may be conligured to grant
READ and QUERY operations, while not allowing APPEND or DELETE. The proxy has a limited
trust role, while the broker can run with higher privileges or even as native code.

The use of multiple encryption keys can [urther separate the proxy service [rom the storage
account. If you use two separate keys to create two diflerent data zones—one [or the untrusted
communication between the proxy and broker services, and another a trusted zone between the
broker and the cloud storage—you create a situation where there is [urther separation between the
diflerent service roles.
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FIGURE 12.4

In this design, direct access to cloud storage is eliminated in favor of a proxy/broker service.,
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Even if the proxy service is compromised, that service does not have access to the trusted key nec-
essary to access the cloud storage account. In the multi-key solution, shown in Figure 12.5, you
have not only eliminated all internal service endpoints, but you also have eliminated the need to
have the proxy service run at a reduced trust level.
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The creation of storage zones with associated encryption keys can further protect cloud storage from
unauthorized access.
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Storage location and tenancy

Some cloud service providers negotiate as patt of their Service Level Agreements to contractually
store and process data in locations that are predetermined by their contract, Not all do. If you can
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get the commitment for specific data site storage, then you also should make sure the cloud vendor
is under contract to conform to local privacy laws.

Because data stored in the cloud is usually stored from multiple tenants, each vendor has its own
unique method for segregating one customer’s data from another, It’s important to have some
understanding of how your specific service provider maintains data segregation,

Another question to ask a cloud storage provider is who is provided privileged access to storage.
The more you know about how the vendor hires its IT staff and the security mechanism put into
place to protect storage, the better.

Most cloud service providers store data in an encrypted form. While encryption is important and
effective, it does present its own set of problems. When there is a problem with encrypted data, the
result is that the data may not be recoverable. It is worth considering what type of encryption the
cloud provider uses and to check that the system has been planned and tested by security experts.

Regardless of where your data is located, you should know what impact a disaster or interruption
will have on your service and your data. Any cloud provider that doesn't offer the ability to repli-
cate data and application infrastructure across multiple sites cannot recover your information in a
timely manner. You should know how disaster recovery affects your data and how long it takes to
do a complete restoration.

Encryption

Strong encryption technology is a core technology for protecting data in transit to and from the
cloud as well as data stored in the cloud. It is or will be required by law. The goal of encrypted
cloud storage is to create a virtual private storage system that maintains confidentiality and data
integrity while maintaining the benefits of cloud storage: ubiquitous, reliable, shared data storage.
Encryption should separate stored data (data at rest) from data in transit,

Depending upon the particular cloud provider, you can create multiple accounts with different
keys as you saw in the example with Windows Azure Platform in the previous section. Microsoft
allows up to five security accounts per client, and you can use these different accounts to create
different zones. On Amazon Web Service, you can create multiple keys and rotate those keys dur-
ing different sessions.

Although encryption protects your data from unauthorized access, it does nothing to prevent data
loss. Indeed, a common means for losing encrypted data is to lose the keys that provide access to
the data. Therefore, you need to approach key management seriously. Keys should have a defined
lifecycle. Among the schemes used to protect keys are the creation of secure key stores that have
restricted role-based access, automated key stores backup, and recovery techniques. It’s a good
idea to separate key management from the cloud provider that hosts your data,

One standard for interoperable cloud-based key management is the OASIS Key Management
Interoperability Protocol (KMIP; http://www.oasis-open. org/committees/kmip/).
IEEE 1619.3 (https://siswg.net/index.php?opt ion=com docman) also covers both
storage encryption and key management for shared storage.
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Auditing and compliance

Logging is the recording of events into a repository; auditing is the ability to monitor the events to
understand performance. Logging and auditing is an important function because it is not only nec-
essary for evaluation performance, but it is also used to investigate security and when illegal activ-
ity has been perpetrated. Logs should record system, application, and security events, at the very
minimum.

Logging and auditing are unfortunately one of the weaker aspects ol early cloud computing service
offerings.

Cloud service providers often have proprietary log formats that you need to be aware of. Whatever
monitoring and analysis tools you use need to be aware of these logs and able to work with them.
Often, providers offer monitoring tools of their own, many in the lorm ol a dashboard with the
potential to customize the information you see through either the interface or programmatically
using the vendor's APL You want to make full use of those built-in services.

Because cloud services are both multitenant and multisite operations, the logging activity and data
for different clients may not only be co-located, they may also be moving across landscape of ditf-
ferent hosts and sites. You can’t simply expect that an investigation will be provided with the nec-
essary information at the time of discovery unless it is part of your Service Level Agreement. Even
an SLA with the appropriate obligations contained in it may not be enough Lo guarantee you will
get the information you need when the time comes. It is wise to determine whether the cloud ser-
vice provider has been able to successfully support investigations in the past.

As it stands now, nearly all regulations were written without keeping cloud computing in mind. A
regulator or auditor isn't likely to be familiar with the nature of running applications and storing
data in the cloud. Even so, laws are written to ensure compliance, and the client is held responsible
for compliance under the laws of the governing bodies that apply to the location where the pro-
cessing or storage takes place.

Therefore, you must understand the following:

Which regulations apply to your use of a particular cloud computing service

Which regulations apply to the cloud service provider and where the demarcation line
falls for responsibilities

@ How your cloud service provider will support your need for information associated with
regulation

@ How to work with the regulator to provide the information necessary regardless of who
had the responsibility to collect the data

Traditional service providers are much more likely to be the subject of security certifications and
external audits of their facilities and procedures than cloud service providers. That makes the will-
ingness for a cloud service provider to subject its service to regulatory compliance scrutiny an
important factor in your selection ol that provider over another. In the case of a cloud service pro-
vider who shows reluctance to or limits the scrutiny of its operations, it is probably wise to use the
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service in ways that limit your exposure to risk. For example, although encrypting stored data is
always a good policy, you also might want to consider not storing any sensitive information on that
provider’s system.

As it stands now, clients must guarantee their own regulatory compliance, even when their data is
in the care of the service provider. You must ensure that your data is secure and that its integrity
has not been compromised. When multiple regulatory entities are involved, as there surely are
between site locations and different countries, then that burden to satisfy the laws of those govern-
ments is also your responsibility.

For any company with clients in multiple countries, the burden of regulatory compliance is oner-
ous. While organizations such as the EEC (European Economic Community) or Common Market
provide some relief for European regulation, countries such as the United States, Japan, China, and
others each have their own sets of requirements. This makes regulatory compliance one of the
most actively developing and important areas of cloud computing technology.

This situation is likely to change. On March 1, 2010, Massachusetts passed a law that requires
companies that provide sensitive personal information on Massachusetts residents to encrypt data
transmitted and stored on their systems, Businesses are required to limit the amount of personal
data collected, monitor data usage, keep a data inventory, and be able to present a security plan on
how they will keep the data safe. The steps require that companies verify that any third-party ser-
vices they use conform to these requirements and that there be language in all SLAs that enforce
these protections. The law takes full effect in March 2012.

Going forward, you want to ensure the following;

® You have contracts reviewed by your legal staff.
® You have a right-to-audit clause in your SLA.

® You review any third parties who are service providers and assess their impact on security
and regulatory compliance.

® You understand the scope of the regulations that apply to your cloud computing applica-
tions and services,

® You consider what steps you must take to comply with the demands of regulations that
apply.

® You consider adjusting your procedures to comply with regulations.

® You collect and maintain the evidence of your compliance with regulations.

® You determine whether your cloud service provider can provide an audit statement that is

SAS 70 Type Il-compliant.

The ISO/IEC 27001/27002 standard for information security management systems has a roadmap
for mission-critical services that you may want to discuss with your cloud service provider.
Amazon Web Services supports SAS70 Type 11 Audits.
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Becoming a cloud service provider requires a large investment, but as we all know, even large com-
panies can [ail. When a cloud service provider fails, it may close or more likely be acquired by
another company. You likely wouldn’'t use a service provider that you suspected ol being in dilli-
culty, but problems develop over years and cloud computing has a certain degree of vendor tock-
in o it. That is, when you have created a cloud-based service, it can be dillicult or often impossible
lo move it to another service provider. You should be aware of what happens Lo your data if the
cloud service provider lails. At the very least, you would want 10 make sure your data could be
obtained in a formac that could be accessed by on-premise applications.

The various attributes of cloud computing make it dilficult 1o respond to incidents, but that
doesn’t mean you should consicer drawing up security incidence response policies. Although
cloud computing creates shared responsibilities, it is olten up to the client to initiate the inquiry
that gets the ball rolling. You should be prepared to provide clear information to your cloud ser-
vice provider about what you consicer Lo be an incident or a breach in security and what are sim-
ply suspicious events.

Establishing Identity and Presence

Chapter 4 introduced the concept of identities, some ol the protocols that support them, and some
of the services that can work with them, Identities also are tied (o the concept ol accounts and can
be used [or contacts or “ID cards.” Identities also are important from a security stancpoint because
they can be used to authenticate client requests for services in a distributed network system such
as the Inlernet or, in this case, for cloud computing services.

Identity management is a primary mechanism [or controlling access to data in the cloud, prevent-
ing unauthorized uses, maintaining user roles, and complying with regulations. The sections that
follow describe some of the dilferent security aspects ol identity and the related concept of “pres-
ence.” For this conversation, you can consider presence to be the mapping of an authenticated
identity Lo a known location. Presence is important in cloud computing because it adds context
that can modily services and service clelivery,

Cloud computing requires the following:

® That you establish an ideniity

@ Thal the identity be authenticated

® That the authentication be portable

® That authentication provide access to cloud resources
When applied to a number of users in a cloud computing system, these requirements describe sys-
tems that must provision identities, provide mechanisims that manage credentials and authentica-
tion, allow identities Lo be federated, and support a variety of user profiles and access policies.

Automating these processes can be a major management task, just as they are [or on-premises
operations,
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Identity protocol standards

The protocols that provide identity services have been and are under active development, and sev-
eral form the basis for efforts to create interoperability among services.

OpenlD 2.0 (http://openid.net/) is the standard associated with creating an identity and
having a third-party service authenticate the use of that digital identity. It is the key to creating
Single Sign-On (SSO) systems. Some cloud service providers have adopted OpeniD as a service,
and its use is growing,

In Chapter 4, you learned how OpenlD is associated with contact cards such as vCards and
InfoCards. In that chapter, I briefly discussed how OpenlID provides access to important Web sites
and how some Web sites allow you to use your logins based on OpenlD from another site to gain
access to their site.

OpenlD doesn’t specify the means for authentication of an identity, and it is up to the particular
system how the authentication process is executed. Authentication can be by a Challenge and
Response Protocol (CHAP), through a physical smart card, or using a {lying finger or evil eye
through a biometric measurement. In OpenlDL, the authentication procedure has the following
steps:

1. The end-user uses a program like a browser that is called a user agent to enter an OpenlD
identifier, which is in the form of a URL or XRI.

An OpenlD might take the form of name . openid.provider.org.
The OpenlD is presented to a service that provides access to the resource that is desired.

An entity called a relaying party queries the OpenlD identity provider to authenticate the
veracity of the OpenlID credentials.

4. The authentication is sent back to the relaying party from the identity provider and access
is either provided or denied.

According Lo a report by one of OpenlD’s directors called “OpenlD 2009 Year in Review” by Brian
Kissel (http://openid.net/2009/12/16/openid-2009-year-in-review/), there were
over 1 billion OpenlD accounts accepted by 9 million sites on the Internet.

The second protocol used to present identity-based claims in cloud computing is a set of authori-
zation markup languages that create files in the form of being XACML and SAML. These protocols
were described in Chapter 4 in detail, so 1 only mention them in passing here. SAML (Security
Assertion Markup Language; http://www.oasis-open.org/committees/tc_home.
php?wg_abbrev=security) is gaining growing acceptance among cloud service providers. It is
a standard of QASIS and an XML standard for passing authentication and authorization between
an identity provider and the service provider. SAML is a complimentary mechanism to OpenlD
and is used to create SSO systems.
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Talken as a unit, OpenlD and SAML. are being positioned to be the standard authenticatien mecha-
nism for clients accessing cloud services. It is particularly important {or services such as mashups
that draw information from two or more data services,

An open standard called OAuth (http://oauth.net/) provides a token service that can be
used to present validated access 1o resources. OAuth is similar (o OpenlD, but provides a different
mechanism [or shared access. The use of OAuth tokens allows clients Lo present credentials that
conlain no account information (userID or password) to a cloud service. The token comes with a
delined period after which it can no longer be used. Several important cloud service providers have
begun to make OAuth APTs available based on the OAuth 2.0 standard, most notably Facebook’s
Graph APL and the Google Data APL

The DataPortability Project (http://dataportability.org/) isan industry working group
that promotes data interoperability between applications, and the group’s work touches on a number
ol the emerging standards mentioned in this section. The group’s Web site is shown in Figure 12.6.

The home page of the DataPortability Project, an industry working group that promotes open identity standards
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A number of vendors have created server products, such as Identity and Access Managers (IAMs),
to support these various standards.

Windows Azure identity standards

The Windows Azure Platform uses a claims-based identity based on open authentication and
access protocols and is a good example of a service implementing the standards described in the
previous section, These standards may be used without modification on a system that is running in
the cloud or on-premises, in keeping with Microsoft’s S+S (software plus services) approach to
cloud computing,

Windows Azure security draws on the following three services:

@ Active Directory Federation Services 2.0
® Windows Azure AppFabric Access Control Service
® Windows Identity Foundation (WIF)

The Windows Identity Foundation offers .NET developers Visual Studio integration of
WS-Federation and WS-Trust open standards. ASP.NET Web applications created with WIF inte-
grate the Windows Communication Foundation SOAP service (WCE-SOAP) into a unified object
model, This allows WIF to have full access to the features of WS-Security and to work with tokens
in the SAML format.

WIF relies on third-party authentication and accepts authentication requests from these services

in the form of a set of claims. Claims are independent of where a user account or application is
located, thus allowing claims to be used in single sign-on systems (SSO). Claims support both sim-
ple resource access and the Role Based Access Control (RBAC) policies that can be enforced by
Windows group policies.

Active Directory Federation Services 2.0 (AD FS) is a Security Token Service (STS) that allows
users to authenticate their access to applications both locally and in the cloud with a claims-based
identity. Anyone who has an account in the local Windows directory can access an application; AD
'S creates and retains trust relationships with federated systems. AD FS uses WS-Federation,
WS-Trust, and SAML, which allows users to access a system based on IBM, Novell, SAP, and many
other vendors.

The final piece of the Windows Azure Platform claims-based identity system is built directly into
the AppFabric Access Control (AC) service. You may recall from Chapter 10 that AppFabric is a
service bus for Azure components that supports REST Web services. Included in AppFabric are
authentication and claims-based authorization access. These can be simple logons or more com-
plex schemes supported by AD FS. AC allows authorization to be located anywhere and allows
developers to separate identity from their application.

The claims-based identity in AC is based on the OAuth Web Resource Authorization Protocol (QAuth
WRAP), which works with various REST APIs. The Oauth 2.0 protocol seems (o be gaining acceptance
in the cloud computing industry, because SAML tokens can be accepted by many vendors.
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Presence

Presence is a fundamental concept in computer science. It is used on networks to indicate the sta-
tus of available parties and their location. Commands like the WHO command in Linux that list
users logged into the network go all the way back to the first network operating systems.

Presence provides not only identity, but status and, as part of status, location, The status is referred
to as the presence state, the identity is the presentity, and the service that manages presence is
called the presence service. Many presence services rely on agents called watchers, which are small
programs that relay a client’s ability to connect. Among the cloud computing services that rely on
presence information are telephony systemns such as VolIP, instant messaging services (IM), and
geo-location-based systems such as GPS. Presence is playing an important role in cell phones, par-
ticularly smart phones,

When you access an application such as AroundMe on the Apple iPhone, which lists businesses,
services, and restaurants in your vicinity, you are using an example of a presence service. Figure 12.7
shows the AroundMe app with some sample results. The presence service is provided by the GPS
locator inside the phone, which provides a location through AT&T (the service provider) to the
application, Presence is an essential and growing component of cloud-based services, and it adds a
tremendous amount of value to the ubiquity that a cloud network offers.

FIGURE 12

The AroundMe iPhone app is an exampie of an application that makes use of a presence service.
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As cloud computing becomes more pervasive and vendors attempt to create federated systems,
emerging presence services will become more important. Microsoft’s Windows Identity Foundation
(described in the previous section) created under the Geneva Framework project is cne example of
an attempt to create a claims-based presence system. WIF allows different systems to interoperate
using a variety of authentication methods, including LDAP and Active Directory, OpenlD, LivelD,
Microsoft CardSpace, and Novell Digital Me.

The Internet Engineering Task Force (IETF) has developed a standard called the Extensible
Messaging and Presence Protocol (XMPP) that can be used with a federation system called the
Jabber Extensible Communications Platform (Jabber XCP) to provide presence information.
Among the services that use Jabber XCP are the Defense Information Systems Agency (DISA),
Google Talk, Earthlink, Facebook, the National Weather Service, Twitter, the U.S. Marine Corps,
and the U.S. Joint Forces Command (USJFCOM),

Jabber XCP is popular because it is an extensible development platform that is platform-independent
and supports several communications protocols, such as the Session Initiation Protocol for Instant
Messaging and Presence Leveraging Extensions (SIMPLE) and Instant Messaging and Presence
Service (IMPS).

The notion of applying presence services over the standard Service Oriented Architecture (SOA)
protocols such as SOAP/REST/HTTP is that in SOA all these protocols support unidirectional data
exchange. You request a service/data, and a response is supplied. SOA architectures don’t scale
well and can't supply high-speed data transfers required by the collaboration services that are
based on presence service technologies. SOA also has the problem of services that have trouble
penetrating firewalls. It was these barriers that Jabber and XMPP were created to solve, and you
will find that protocol incorporated into a number of cloud computing Saa$ services. AOL, Apple,
Google, IBM, and others are using this technology in some of their applications today.

Summary

In this chapter, you learned about many of the issues concerning security and cloud computing.
This is a rapidly changing area of great importance to anyone considering deploying systems or
storing data in the cloud. Security may, in fact, be the single most important area of cloud comput-
ing that you need to plan for. Depending upon the type of service you use, you may find many
security services already built into your system.

An issue you need to consider is how to protect data in transit to and stored in the cloud. Data
encryption, access restrictions, and data protection services were described. Multi-tenancy, system
virtualization, and other factors make monitoring, regulatory compliance, and incidence response
more challenging than on-premises systems are. A key concept for controlling access to cloud
resources is identity management.

In Chapter 13, the standards used to create cloud systems are described. These standards create
what is called the Service Oriented Architecture. You also learn how cloud systems can be built
from many different interoperable modular parts.
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