3/5/26, 12:19 PM Understanding MAC Addresses: A Beginner's Guide

Understanding MAC Addresses:
A Beginner's Guide

Summary

A MAC address is a unique identifier assigned to network devices, ensuring data packets reach the correct
destination on a local network, much like a name tag at a party.

Body

Overview

Imagine you're at a party where everyone must wear a name tag. This tag helps people identify each other
without confusion. In the world of computer networking, a MAC (Media Access Control) address serves a similar
purpose for devices connected to a network. Whether it's your smartphone, laptop, or printer, each device has a
unique MAC address that acts as its name tag when connecting to the Internet or other networks. Below you will
find information about what they are, how they're used, and how to find them.

Detail

How is a MAC Address Formatted?

A MAC address is a sequence of 12 hexadecimal digits (0-9 and A-F). These digits are usually split into pairs and
separated by colons or hyphens, like this: 00:1A:2B:3C:4D:5E.
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What Does a MAC Address Do?

A MAC address helps ensure that the data sent over a network reaches the correct device. Each piece of data
transferred over a network is packed into what we call a "data packet." This packet contains the MAC address of
the destination device (like a delivery address on a postal package) ensuring it arrives at the right place.

Where Do MAC Addresses Come
From?

MAC addresses are hardcoded into a device's Network Interface Controller (NIC) — the hardware component
that connects your device to the network. The first half of a MAC address identifies the manufacturer of the NIC,
while the second half is a unique identifier assigned by the manufacturer. This method keeps MAC addresses
unique worldwide.

Can MAC Addresses Change?

Generally, a MAC address is permanent and doesn't change. However, it can be masked or "spoofed" through
software for privacy reasons or testing. Despite this, the actual MAC address remains fixed.

Why are MAC Addresses Important?

1. Network Management: Network administrators use MAC addresses to configure and manage
networks, set up filters, and assign permissions.

2. Security: MAC addresses can help restrict network access to known devices or identify unauthorized
devices trying to connect to a network.

3. Troubleshooting: When diagnosing network issues, knowing the MAC addresses involved can help
pinpoint where problems are occurring.
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MAC vs. IP Address: What's the
Difference?

While a MAC address works like a permanent name tag for your device on a local network, an IP address is more
like a temporary address that changes depending on where and how you're accessing the internet. Think of it as
the difference between your permanent home address and a vacation rental address. The MAC address ensures
your device is recognized on the local network, while the IP address helps your device communicate effectively
on the broader internet.

Understanding MAC addresses helps demystify one aspect of how our devices interact in the vast world of
networking. By knowing this, even non-technical users can better understand and manage their devices within
their home or work networks.

How to Find Your MAC

Finding Your MAC Address on
Windows

To find the MAC address on a Windows device, follow these simple steps:

1. Press the Windows key + R to open the Run dialog box.

2. Type cmd and press Enter to open the Command Prompt.

3. In the Command Prompt, type ipconfig /all and press Enter.

4. Scroll through the results until you find the network adapter you're using (Wi-Fi or Ethernet). The MAC
address will be listed next to "Physical Address" and will look something like ©@-1A-2B-3C-4D-5E .

Finding Your MAC Address on Apple
Products

On a Mac computer (MacOS):

Qomplx LLC, Exhibit 2012
https://services.pitt.edu/TDClient/33/Portal/KB/PrintArticle?1D=1773# Page 2012 - 3 3/4
IPR2026-00362, Palo Alto Networks, Inc. v. Qomplx LLC



3/5/26, 12:19 PM Understanding MAC Addresses: A Beginner's Guide
1. Click on the Apple icon in the top left corner of the screen and select "System Preferences."
2. Click on "Network" and choose the network connection you want to check on the left side (WiFi, Wired,
etc.).
3. Click on "Advanced" and go to the "Hardware" tab. The MAC address will be listed as the "MAC
Address" at the top of the window.

On an iPhone or iPad:

1. Open the "Settings" app.
2. Tap on "General" and then "About."

3. Scroll down to find "Wi-Fi Address," which is the MAC address of your device.

Finding Your MAC Address on Android
Devices

To locate the MAC address on an Android smartphone or tablet, you can use the following steps:

1. Open the "Settings" app on your Android device.

2. Scroll down and select "About Phone" or "About Device" (the exact wording can vary depending on
the device).

3. Tap on "Status" or "Hardware Information."

4. Look for "Wi-Fi MAC address" or simply "MAC address." This will display the MAC address of your Wi-
Fi network interface.

Keep in mind that the path to find the MAC address might slightly differ based on the manufacturer's custom
Android skin or the version of Android you are using. If you're having trouble, you can also try searching within
the settings by typing "MAC" into the search bar at the top of the Settings menu.
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