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System receives data/code

11

Y

System assigns the
following trustworthiness
tags (t-tags) to data/code.

12

Y

Benign authentic tag is
assigned to data/code
received from sources
trusted to be benign, and
whose authenticity can be
verified.

=13

Y

Benign tag is assigned to
data/code with a reduced
level of trust than benign

authentic. While the

data/code is still believed
to be benign, adequate

authentication hasn't been
performed to verify the

source.

14

y

Unknown tag is assigned
to data/code from sources
about which there is no
information on
trustworthiness. Such data
can sometimes be
malicious.

15

FIG. 1A
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The system assigns the

data/code confidentiality 35

tags (c-tags), to analyze
information stealing attacks.

A4
Secret: Highly sensitive
information, such as login [~ 36
credentials and private keys

Y
Sensitive: Data whose
disclosure canhavea  ~ 37

significant security impact,

(e.g., reveal vulnerabilities in

the system, but does not

provide a direct way for an

attacker to gain access to
the system).

Y
Private: Data whose
disclosure is a privacy | —~_.3g
concern, but does not
necessarily pose a security
threat.

A4
Public: Data that can be
widely available, e.g., on  ~__ 59

public web sites.

FIG. 1B
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The system separates between
t-tags forcode anddata. | 130

Y
A subject (i.e., a processg is
assigned two t-tags: one that | 133

captures its code trustworthiness

(code t-tag) and another for its
data trustworthiness (data t-tag).

Y
Pre-existing objects and subjects
are assigned initial tags using | 134
tag initialization policies.

Y

Objects representing external

entities, such as aremote | 135

network connection, also need to
be assigned initial fags.

A 4
The rest of the objects and
subjects are created during | 136

system execution, and their tags

are determined using tag
propagation policies.

Y
Finally, attacks are detected
using behavior-based policies | ~—137
called detection policies.

v

If no specific policy is provided,
then sources are%ar%jged with 138
unknown trustworthiness.

y

Similarly, in the absence of
specific propagation policies, the| 139
default conservative propagation

policy is used.

FIG. 1C
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Igo{ici?s ag&a] dte_ﬁned for ?tt?th
etection that incorporate the
attacker's objectives and means. | 150

r

Ulvltrustted code exefcutionh This

policy triggers an alarm when a

subject with a higher code ttag | 157

executes (or loads) an object with
a lower t-tag.

A
Modification by subjects with
lower code t-tag: This policy

raises an alarm when a subject 152

with a lower code t-tag modifies
an object with a higher t-tag.

Modification may pertain to the
file content or other atfributes
such as name, permissions, etc.

y

. Conﬁddentigl datatleaf: a‘\n aélarr?
is raised when untrusted subjects
exfiltrate sensitive data. Foreg, | 153
this policy is triggered on network
writes by subjects with a sensitive
c-tag and a code t-tag of
unknown.

Y

Prepatr_atiog r?f untlr.ust‘edt data fo(rj

execution: This policy is triggere

by an operation by a subject with 154
a code t-tag of unknown,

provided this operation makes an
object executable. Such

operations include for eg. chmod

and mprotect

FIG. 1D
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ProvenanceTags
Trustworthiness (t-tag) Confidentiality {c-tag)
Benign Authentic: Data from sources trusted to be Secret: Highly sensitive, e.g.,
benign; authenticity can be verified. [ etc / shadow
Benign: Data from sources believed to be benign; Sensitive: Disclosure can have

significant security impact.

Unknown: No good basis to trust this source.

Private: Loss may not pose a
direct security threat.

Code Vs Data Trustworthiness Public: Widely available, e.g., on

o Processes have two t-tags: code t-tag and data t-tag public web sites
O Separation (a) aids detection and (b) speeds analysis
by focusing on fewer root causes

FIG. 1E

Attack Detection Using Provenance Tags

Approach: Focus on motive and means

Motive: Does an act advance attacker’s high-level objectives?
(3 Deploy and run attacker code
1 Replace/modify important files, e.g., fetc/passwd, ssh keys,...
00 Steal and exfiltrate sensitive data

Means: Can the attacker control the action?
1 Is the process performing the action trustworthy?

FIG. 1F
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20
Receive Audit Streams ., v el
’ /t\llow objlcectzt-eyegt refcords tot
; store a relative index for even
Generate main memory Hhi : .
dependency graph per-host - records within subjects 31
data structure v
] tStore téidigectional times-t
. stamped edges in compac
Graph represents subjects —
and objects o3 format (eg. 4 or 6 bytes) 32
Y
) Represent full information
Use ullra-compact . about important/rare events |
representation (e.g. rename, ;:h)mod, execve,| ™33
etc.

h 4

Store events inside subject

by encoding at user defined | 25

or predetermined level of
resolution

Y
Obijects are referenced
within events using an index| 26
into a per-subject able of
object identifiers

Y
Navigate from subjects to |
object using eventdata | ~—27
stored within subjects

A
Can also navigate from objects
to subjects maintaining event
information within objects
using object-event records

28

A4

Variable length encode object-
event records (for e.g. 16 bits)

29

h 4
Allow object-event records fo
reuse the subject from
predecessor to avoid storing
subject identifiers

l

30

FIG. 2A
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Generate a policy to propagate tags
from input to output —~ begin with built-
in default policy for propagating tags.

This default policy may be chanfged

{customized) to support specific
applications or use scenario cases.

Y

170

_ Three types of policies are
implemented: 1) initial tag assignment
2§ tag propagation and/or 3) attack
etection.

171

h 4

Pre-existing objects and subjects are
assigned inttial tags using tag
initialization policies.

~172

h 4

Object representing external entities
such as remote network connections
are assigned initial tags.

173

Y

Remaining objects and subjects are
created during system execution.

174

h 4

Tags for remaining objects and
subjects are determined using tag
propagation policies.

175

\ 4

Attacks are detected using behavior
based policies for eg. attack detection
policies.

176

Y

If no spegific policy is assigned,
sources are tagged with unknown
trustworthiness.

~177

\ 4

Assign a level of trustworthiness tag

(t-tag) to code/data based on policy

{for eg. benign authentic, benign or
unknown).

~~178

h 4

US 2020/0059481 A1l

Assign a level of confidentiality tags
{c-tags) to code (for eg. secret,
sensitive, private or public)

~-179

Y

Assign a process or subject using two
tags:

1)code trustworthiness (code t-tag);
and

2) data trustworthiness (data t-tag)

~-180

Y

Analyze and assign a level of
trustworthiness to each nth audited
event in order to determine the nth
audited event likelihood of
contributing to an attack.

181

Y

Advance the counter for audited event
n+1 and repeat steps until all audited
events are analyzed and all tags are

assigned to objects and subjects.

162

) 4

Generate a final compact scenario
graph re{yresentatlon including nodes
most relevant to the detected attack
using tag-based root-cause and
impact analysis based on the
assigned tags to all relevant objects
and subjects.

~-183

FIG. 2B
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Assign a level of trustworthiness tag

(t-tag) (examples: benign authentic, |

benign or unknown? and a level of | 785
confidentiality tag (c-tags) (examples:

secret, sensitive, private or public) to
objects and subjects

4

Further subdivide trustworthiness tag
for subjects into two:

1)code trustworthiréess (code t-tag);
an

2) data trustworthiness (data t-tag)

~-186

4
Three t;g;es of policies are
implemented: 1) tag initialization 2) |
tag propagation and/or 3) attack | =787

detection

h 4
Pre-existing objects and subjects, as
well as objects representing external |
entities such as remote network 188
connections, are assigned initial tags
using tag initialization policies

Y

Remaining objects and subjects are

created during system execution. |

Tags for these objects and subjects | 789

are determined using tag propagation
policies

h 4
For ta? propagation, begin with built-
in default propagation policy. This |
default policy may be changed 190
(customized) to support specific
applications or use cases

Y
Attacks are detected using attack
detection policies that take both the |

tags and behavior into account. 191
Example: a process loading an
untrusted file (i.e., an object with t-tag
of “untrusted”) for execution

FIG. 2C
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Attack Detection Policies

50
< 1295533, 33.44:80

i
s
i

. 129 55.33.44:80 .=

-~

‘/home/bob/crt1.o 53

FIG. 3B

50

i
e
e

<7 129.55.33.44:80
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Attack Detection Policies

1 52
53 ~—fihomelboblcrt1.0
%
?0 %z é/t;ash h 54
P
61—} bash“‘ /homelaliceftest.ci 57\F sudq ; &sudoﬂé\55

v*'”'qb/, 'ﬁ"‘{
;’ Sﬁcﬂm 62 58 \z&cp ; (:apt gel P

e
vinsinpiioio

6~3’\r§/home/al:ce/’test 0 59
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Attack Detection Policies 50

T
s
S

12955334480

/60 | (bash )~ 5,

s
. o
61\f/bash jhome/alicetest.c, 97 i:sm 2]8?}\55
\ 7
Tecl— 62

J._._mﬁ"%

63 \%E/home/alrce/test 0
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Tag-based Bi-Directional Analysis 70
Select forward or backward |~ -4 e
analysis
/ \\A

Backwaid analysis selected

Starting point is set by alarms generated

Forward analysis selected
v

Start analysis at entry point and discover

by detection policies N all possible effects of entry point y
Y 72 \ 81
Each alarm is related to entities marked Use distance threshold diy, to exclude
as suspect nodes in graph ) nodes thgrt] tare t%ci)n(tilsntggé from the 5
I 73 APOT 82
Perform backward traversal of graph v
I grap Analyst starts with a small value for dip,
\ 4 74| and refines it successively if needed )
Identife/ pat?s thaé conpr\wect ?uspegt nodes | 83
0 entry nodes. An
correspor?clls toan incc?mnir%%%hzork ( Edges between nodes with high
connection 75| confidentiality tags (e.g. secretyand
nodes assigned low integrity tags (low |t
Y code or low data) are assigned cost= |84
The di{gectiontgf dbepeknde%cy is rer:/ersed low cost. gxstanc_e rlwst defined gsmt the
uring this backward searc same edge weights as used in the
: ?76 backward analys%s step 78, with one
L 4 change to incorporate confidentiality
F?hrmglate ads a shortesrt‘ \%veighted path tin
e dependence graph from a suspect r
ngde to any%nt?y point node P {__[Generate a final compact scenario graph
/7] representation including nodes most 1,
v relevant to the detected attack using ¢
The weight of an edge is based on the tag-based root-cause and impact |89

tags of the two nodes connected by edge.
dges propagatm? unknown code tags
are given very low weight. Edges
propagating unknown data tags are given
medium weight, while edges propagating
benign tags are given a high weight

~J

78

Once these custom edge weights are set,
any standard shortest weighted path
algorithm on graphs can be used. The

to many factors, including simplicity

embodiment uses Dijkstra's algorithm due|/

If the shortest path is deemed
unsatisfactory by the analyst, enumerate
the next shorter path and so on, until the

79

80

analyst is satisfied

analysis based on the assigned tags to
all relevant objects and subjects

FIG. 4
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Backward Analysis

/home/bob/ bashrc i~_ 59

3 {Bf%‘z\

/home/aliceltest.c g SUd @55

) 57 e

AN

53~ Jhome/boblert1.0

61

l

>

bas@m

/home/altce/testo 63 /Itb/crﬂ 0 59

/home/alice/test i~—g5
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Backward Analysis

129 55 33 44 80

g

/home/bob/.bashrc 59

931" home/boblecrt1.0

{ ash
| 61
@ /home/alice/test.c g (sudo {\m

57W

{-
()62 ()gg  Coptget)

lhomefaliceftest.o |~~63 | fliblcrt1.o i~_gg
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Backward Analysis

129 55 33 44 80

/ /home/bob/.bashrc 59
93~ Jhome/bob/crt1 .0 :

{ ash
| 61
@ /home/alice/test.c g (sudo {\m

57W

{-
L6 @ )gy ool

lhomefaliceftest.o |~~63 | fliblcrt1.o i~_gg
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Backward Analysis

/home/bob/.bashrc ~_50

{m

53~ Jhome/boblert1.0

)l
bash ; /home/aliceftest.c g \Sﬁi @55
e - 57 e

et t-get
@52 CID)’\58 @56

“
EY

:| /homefaliceftesto ™63 | fliblert1.0 _sg
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Forward Analysis

/home/bob/.bashrc S50

(Eas g4
sudo @\
mw

53~ /home/boblcrt1.o

{ bash fhome/alice/test.c ~_ 60

~~-63 i /lib/crt1.o ~_59

letc/passwd ~~g6

67

129 55. 33 70 80 ;"':w\%

FIG. 5A
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Forward Analysis

/home/bob/.bashrc ~_ 59

53~ /home/boblcrt1.o

61
Qgiig /homf/alice/test.c ~—50
: @\62
/home/alice/test.o ™63 | /liblcrt1.o
/home/alice/test ~—65 letc/passwd ~—gg

T

< 12955337080 T

g,

""‘"m...r,.,w""’”ww

FIG. 5B
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Forward Analysis

/home/bob/.bashrc 52

93—~ fhome/bobycrt1.o

flib/ert1.0 50

Id e

fhome/alice/test ~~—g5 Jetc/passwd ~—gg

g

m—"“"‘w

=2 129.55.33.7080 T

g,
MM%

FIG. 5C
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Scenario graph reconstructed from Campaign W-2

C:\\dropper

1. receive _v
129.55.12.167:8000—
7. write

C:\WUsers\WUser1\\Downloads\\firefox\\dropper

>

129.55.12.167:4430

13. fork
33.™m 12. read
31.m cmd.exe . C\Wsers\WUsert\\Downloads)
14. fork 22 fork \firefox\burnout.bat
@ 16. fork
A8, fork . 129.55.12.51:9418
28. receive

27. send

21.chmod ) 4
9 20. writg git-receive-pack.exe
19. write

Y 129.55.12.51:80

]

15. write

3 VvV P

Lol C:WUsers\WUsert\\Documents\\Thumbs\

. git-remote-http.exe
\thumbiti\test\\thumbs.db

FIG. 7
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Scenario graph reconstructed from Campaign L-1

fhome/User1/traffic_gen/mozillanightly

4 N
/

/
[

36. rmi\

~ 2 wnte

\
\5 execute
X

\\\/ mozillanightly :
11.send < 7. chmod

|

A’/
\\\\\\ Q

129.55.12.167:
S 12167800

e ,

1. receive

3. fork
~

N
sh

4, fork

5 12 receive~ f \ 6. write ™
/\// / \\ N \A
@5-12-1673‘443 | | /homelUser1ftraffic_gen/mozillaautoup
\
10.read ~ 13, fork! 8. execut;/ b\
_/‘// ,
- 9. write \‘\ 4 zﬂlaautoup\ \ 35
/tmp/netrecon.log \ — 'y m
D \} T ?&lm\‘ O
\ T m
v \\\\\\ 25, fork \ 33. execute -
P " swie
T - /—/ [ letc/sudoers
-~ 16. execute - aia \ ~28. write
/ B IANDS
/ / / 30. write>~._ Sl e
/ / “18, execute/ / \ / y
/ / \ . \\A
/ @ 4 / 24. execute
// / . 52, execut/g/ \ /\\ etcshadon
| 14. send. Is £ 22,execute\q R
{ ‘17 send / i <729, read \
\ \ $19 send/ " cat T “a
\\ \\ ' /21 send \\ 3. read
@ } Jetc/passwd
15. receive\\\g 23 sen d » /32 send
129.55.12.167.4430 ////

FIG. 8
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SYSTEM AND METHOD ASSOCIATED WITH
EXPEDIENT DETECTION AND
RECONSTRUCTION OF CYBER EVENTS IN
A COMPACT SCENARIO REPRESENTATION
USING PROVENANCE TAGS AND
CUSTOMIZABLE POLICY

CROSS-REFERENCE TO RELATED
APPLICATION(S)

[0001] The present non-provisional application claims the
benefit of U.S. Provisional Application No. 62/719,197, filed
on Aug. 17, 2018, the specification of which is incorporated
by reference herein, in its entirety for all purposes.

STATEMENT OF GOVERNMENT LICENSE
RIGHTS

[0002] This invention was made with government support
under grant number DARPA: FA8650-15-C-7561 awarded
by The Defense Advanced Research Projects Agency
(DARPA) of the United States Department of Defense. The
government has certain rights in the invention.

FIELD OF THE DISCLOSURE

[0003] The present disclosure relates to a system and
method associated with expedient detection and reconstruc-
tion of cyber events extracted from audit data in order to
generate a compact scenario representation. Even more
particularly, the present invention relates to a novel system
and method that implements a novel framework for real-
time detection, reconstruction and identification of germane
cyber events using provenance tags and customizable tag-
based security policies. The present system and method
further implements novel attack detection and impact analy-
sis methodologies for creation of compact visual graphs that
assists an analyst in the identification of the most pertinent
events and the source in a targeted cyber-security attack,
with the capability to customize threshold values used in the
analysis of the respective cyber events obtained from audit
data streams in an enterprise.

BACKGROUND

[0004] In the technical field of cyber security, safeguard-
ing computer network infrastructures and platforms, which
are considered even more expansive and complex nowa-
days, and protecting them against malicious activity, has
proven to be quite arduous for experts and analysts in the
field of cyber security.

[0005] A cyberattack is a deliberate exploitation of com-
puter systems, technology-dependent enterprises and net-
works. Cyberattacks often use malicious code to alter com-
puter code, logic or data, resulting in disruptive
consequences that can compromise data and lead to cyber-
crimes, such as information and identity theft. A cyberattack
is also known as a computer network attack (CNA).
[0006] Organizations seeking to safeguard their assets,
trade secrets, other intellectual property, protect their cus-
tomer identities, avoid expensive and any unwanted busi-
ness disruptions, and the like, need to do more than just
monitor logs and network flow data. Many organizations
create millions, or even billions, of events per day, and
distilling that data down to a short list of priority offenses
has proven to be a formidable and unattainable end goal.
[0007] Further, there is currently present in the field of
enterprise hosts, a rapid escalation in targeted cyber-attacks
(“Enterprise Advanced and Persistent Threats (APTs)”) con-
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ducted in many instances by skilled adversaries. By com-
bining social engineering techniques (for example, spear-
phishing) with advanced exploit techniques, these
adversaries routinely by-pass widely-deployed software pro-
tections in place, such as ASLR, DEP and sandboxes. As a
result, enterprises have come to rely increasingly on second-
line defenses, for example, intrusion detection systems
(IDS), security information and event management (SIEM)
tools, identity and access management tools, and application
firewalls. While these tools are generally useful, they typi-
cally generate a vast amount of information, making it
difficult for a security analyst to distinguish truly significant
attacks—as it comes down to the proverbial task of finding
the “needle-in-a-haystack™ from background noise.

[0008] In particular, these known tools provide a set of
platform technologies that for example, can inspect network
flow data to find and classify valid hosts and servers (assets)
on the network, tracking the applications, protocols, services
and ports they use. The product(s) collects, stores and
analyzes this data, and performs real-time event correlation
for use in threat detection and compliance reporting and
auditing, protocols that enterprises may implement to com-
bat this problem. Using these known platform(s), billions of
events and flows can be reduced and prioritized into a
handful of actionable offenses, according to their business
impact. While SIEM-based approaches provide significant
advantages, the rules are either hard coded or parameterized
with a threat feed with concrete indicators of compromise
(IoCs). Thus, typically these solutions are able to detect only
known threats. However, for any unknown threats, e.g.,
detected by means of a behavior based rule, such solutions
are unable to identify root cause and effectively assist the
security analyst. Moreover, these systems can present imple-
mentation challenges, as they often rely on manual curation
of any semi-structured and unstructured threat feeds, i.e.,
natural language text, by means of security professionals
reading threat advisories and extracting IoCs.

[0009] Moreover, in many instances, such analysts exhibit
and/or lack the tools to “connect the dots,” i.e., piece
together fragments of an attack campaign that span multiple
applications or hosts and extend over a long time period.
Instead, significant manual effort and expertise are needed to
piece together numerous alarms emitted by multiple security
tools. Hence, many attack campaigns are missed for weeks
or even months until discovery occurs, and extensive dam-
age is already accomplished by the intruders.

[0010] Security Operations Center (SOC) analysts who
use such systems are confronted with a large number of
offenses every day. The majority of their time is spent to
understand and analyze these offenses, confirm their valid-
ity, find related information, and attempt to determine and
identify appropriate actions to resolve them. Typically, SOC
analysts attempt to find relevant cybersecurity intelligence
reports and/or vulnerability reports for the target offenses
from various data sources. Many of these SOC analysts,
mostly use web search engines to query and manually
browse threat and security intelligence Internet services.
Given the widely-disparate information sources, an analyst
often is faced with many, often conflicting, data sources and
hypotheses to read and process to draw an informed and
accurate conclusion of the history of the intruder in a
particular attack underway or an imminently occurring
attack.

[0011] In order to effectively contain advanced attack
campaigns, there is a need for a new generation of tools that
not only assist with detection, but also produce a compact
summary of the causal chains that summarize an attack.
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Such a summary would enable an analyst to quickly ascer-
tain whether there is a significant intrusion, understand how
the attacker initially breached security, and determine the
projected or actual impact of the attack.

[0012] While the problem of piecing together the causal
chain of events leading to an attack was first explored in
Back-tracker (Samuel T King and Peter M Chen. Backtrack-
ing intrusions, In SOSP. ACM, 200325, 26), subsequent
research improved on the precision of the dependency
chains constructed by Backtracker. However, these works
operate in a purely forensic setting and therefore do not deal
with the above-described challenges of performing the
analysis in real-time.

[0013] Hence, it is desirable to implement a real-time
attack scenario reconstruction system that can alert analysts
in real-time about an ongoing campaign or an imminent
campaign, and provide them with a compact, visual sum-
mary of the activity in minutes or even seconds of the attack.
This would enable a timely response before enormous
damage is inflicted on the subject enterprise, for example,
recent breaches at Target, British Airways®, Captial One®,
Evercore and Neiman Marcus went undetected, in some
cases even for months.

[0014] Hence, it is further desirable to implement a real-
time attack scenario reconstruction system that can alert
analysts in real-time about an ongoing campaign or an
imminent campaign, by tackling the current problem of
event storage and analysis, facing Real-time attack detection
and scenario reconstruction systems. Real-time attack detec-
tion and scenario reconstruction poses the additional chal-
lenges over a purely forensic analysis, such as the mentioned
event storage and analysis. It is problematic in real-time
attack detection and scenario reconstruction, to effectively
sort and process the millions of records from event streams
efficiently and simultaneously have algorithms sift through
this data in a matter of seconds.

[0015] Another problem facing analysts over purely foren-
sic analysis, is the prioritizing of entities for analysis. Hence,
it is desirable to assist the analyst, who is typically over-
whelmed with the volume of colossal audit data, to be able
to prioritize and quickly “zoom in” on the most likely attack
scenario.

[0016] Yet, another problem facing cyber analysts over
purely forensic analysis, is succinctly summarizing the
attack scenario, starting from the attacker’s entry point that
can be effectively identified, and identifying the impact of
the entire campaign on the system. Hence, it is further
desirable to assist the analyst by implementation of a system
associated with succinct real-time attack scenario recon-
struction that can effectively prioritize colossal amounts of
events and quickly “zoom in” on the most likely and/or
realistic attack scenario.

[0017] Yet further, another problem facing cyber analysts
as compared to purely forensic analysis, is dealing with
common usage scenarios. Hence, it is further desirable to
assist the analyst by implementation of a system and method
associated with succinct real-time attack scenario recon-
struction that can cope with normal, benign activities that
may resemble activities commonly observed during attacks,
for example, innocuous software downloads.

[0018] Hence, it is further desirable to assist the cyber
analyst, by implementation of a system and method associ-
ated with real-time attack scenario reconstruction that can
effectively prioritize and quickly “zoom in” on the most
likely attack scenario and determine the point of entry and/or
source of a cyber-attack expediently.
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[0019] Itis yet further desirable to assist the cyber analyst,
by implementation of a system and method associated with
real-time attack scenario reconstruction that can effectively
and efficiently reason through the data, with an alternate
hypothesis as well.

[0020] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction that can effectively contain advanced
attack campaigns, detect well prior to extensive damage
and/or in advance of such damage, and produce a compact
summary of the causal chains that summarize an attack.
Such a novel summary enable an analyst to quickly ascertain
whether there is a significant intrusion, understand how the
attacker initially breached security, and determine the
impact of the attack.

[0021] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction that can eliminate the vast numbers of
false alarms produced by prior systems, and prevent analysts
from failing to flag real attacks resulting from this flurry of
false alarms produced by prior systems.

[0022] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction that not only can detect pieces of an
attack campaign, but can also “connect the dots™ intelli-
gently to aid the analyst in more accurate identifications of
realistic breaches with elimination of large volume of false
positives of prior systems, with a proven much lower rate of
false positives.

[0023] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction that eliminates reliance on manual
analysis, expertise and insight, by implementation of a
tag-based approach for identifying subjects, objects and
events, most likely involved in attacks, including assessment
of trustworthiness and sensitivity of respective data and
processes, with the ability to prioritize and focus the analy-
sis, thereby avoiding tedious, time consuming, and unreli-
able incident investigation(s).

[0024] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction that eliminates reliance on manual
analysis, expertise and insight, by implementation of novel
algorithms that leverage tags for root-cause identification
and impact analysis of major cyber events, providing the
ability to prioritize and focus the analysis for cyber analysts,
thereby avoiding tedious, time consuming, and unreliable
incident investigation(s).

[0025] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction including implementation of novel
algorithms including distance threshold(s), shortest path
analysis and/or edge weight analysis, that leverage tags to
permit analysis of millions of events and produce an attack
scenarios graph with as little as a hundred of events,
representing five orders of magnitude reduction in event
volume and related analysis, thereby avoiding tedious, time
consuming, ineffective and unreliable incident investigation
(s)-

[0026] It is yet further desirable to implement a novel
cyber security system associated with real-time attack sce-
nario reconstruction including a customizable policy frame-
work for tag initialization and propagation in order to enable
fine-tuned detection and cyber analysis techniques that avoid
false positives, and in particular, in cases where benign
applications exhibit similar behaviors that resemble attacks.
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[0027] Hence, it is yet further desirable to implement a
novel cyber security system associated with real-time attack
scenario reconstruction including implementation of com-
pact data structures for objects and subjects as well as events
(which often outnumbers objects and subjects) by storing
events inside subjects using unique data structures, thereby
eliminating the need for subject-to-event pointers, or the
need for event identifiers, which results in enormous
memory usage that strains resources. Even further, such
system and method implements graph data structures, in
which respective dependencies are stored, in order to sup-
port fast detection and real-time analysis for analysts with
the ability to store millions of events using a small amount
of memory (for example, in a few hundred MBs) as com-
pared to enormous usage of memory that strain system
resources used by prior systems.

[0028] Embodiments of the disclosure further described
herein are directed to a novel cyber security system and
method associated with real-time attack scenario reconstruc-
tion that can detect attacks with low false positive rates;
automatically identify the entry point of the attack and its
impact; and present the entire attack in the form of a novel
compact visual representation and related analysis that cap-
tures the key steps involved in the attack thereby eliminating
false positives and effectively containing potential damage
to an enterprise when encountered by such cyber-attacks.

SUMMARY OF THE INVENTION

[0029] In accordance with an embodiment or aspect, the
present technology is directed to a system and method
associated with detecting a cyber-attack and reconstructing
events associated with a cyber-attack campaign. The system
and method comprises a memory configured to store instruc-
tions; and a processing device coupled to the memory. The
processing device executes a real-time attack scenario
reconstruction application with the instructions stored in
memory, wherein the application is configured to perform
various operations.

[0030] In accordance with an embodiment or aspect, dis-
closed is a system and method that includes the various
operations that include receiving an audit data stream asso-
ciated with cyber events. The system and method further
includes identifying trustworthiness values in a portion of
data associated with the cyber events. The system and
method further includes assigning provenance tags to the
portion of the data based on the identified trustworthiness
values. The system and method yet further includes gener-
ating an initial visual representation based on the assigned
provenance tags to the portion of the data. The system and
method yet further includes condensing the initial visual
representation based on a backward traversal of the initial
visual representation in identifying a shortest path from a
suspect node to an entry point node. The system and method
yet further includes generating a scenario visual represen-
tation that specifies nodes most relevant to the cyber events
associated with the cyber-attack based on the identified
shortest path.

[0031] Inaccordance with certain other aspects or embodi-
ments or aspects, the system and method includes further
operations, which are provided hereinbelow respectively.
Accordingly, in certain aspects or embodiments, the system
and method further includes condensing the initial visual
representation based on a forward traversal of the initial
visual representation in identifying the shortest path from
the suspect mode to the entry point node. In yet a further
disclosed embodiment, the system and method further
includes generating a scenario visual representation that
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specifies nodes most relevant to the cyber events associated
with the cyber-attack based on multiple identified shortest
paths. In yet a further disclosed embodiment, the system and
method further includes the provenance tags further com-
prise trustworthiness tags. In yet a further disclosed embodi-
ment, the system and method further includes the prov-
enance tags further comprise confidentiality tags assigned to
the portion of the data based on identified confidentiality
values. In yet a further disclosed embodiment, the system
and method further includes the portion of the data com-
prises one or more of objects and subjects. In yet a further
disclosed embodiment, the system and method further
includes that the objects are referenced within events using
an index into a per-subject table of object identifiers. In yet
a further disclosed embodiment, the system and method
further includes the shortest path in the initial visual repre-
sentation is determined based on a shortest weighted path. In
yet a further disclosed embodiment, the system and method
further includes that the shortest weighted path is deter-
mined based on the weight of an edge that connects two
nodes and their assigned provenance tags. In yet a further
disclosed embodiment, the system and method further
includes that the shortest path is determined based on a
predetermined distance threshold value. In yet a further
disclosed embodiment, the system and method further
includes that the provenance tags are further assigned to the
portion of the data based on identified sensitivity values.

[0032] In accordance with yet another disclosed embodi-
ment, a computer readable medium is disclosed storing
instructions that, when executed by a real-time attack sce-
nario reconstruction processing device, performs various
operations. The various disclosed operations include receiv-
ing an audit data stream associated with cyber events.
Further disclosed operations include identifying trustwor-
thiness values in a portion of data associated with the cyber
events. Yet a further disclosed operation includes assigning
provenance tags to the portion of the data based on the
identified trustworthiness values. Yet a further disclosed
operation includes generating an initial visual representation
based on the assigned provenance tags to the portion of the
data. Yet a further disclosed operation includes condensing
the initial visual representation based on a backward tra-
versal of the initial visual representation in identifying a
shortest path from a suspect node to an entry point node. Yet
a further disclosed operation includes generating a scenario
visual representation that specifies nodes most relevant to
the cyber events associated with the cyber-attack based on
the identified shortest path.

[0033] Yet a further disclosed operation includes condens-
ing the initial visual representation based on a forward
traversal of the initial visual representation in identifying the
shortest path from the suspect mode to the entry point node.
Yet a further disclosed operation includes generating a
scenario visual representation that specifies nodes most
relevant to the cyber events associated with the cyber-attack
based on multiple identified shortest paths.

[0034] In certain aspects or embodiments, the computer
readable medium further includes the provenance tags fur-
ther comprise trustworthiness tags. In certain aspects or
embodiments, further disclosed is the provenance tags fur-
ther comprise confidentiality tags assigned to the portion of
the data based on identified confidentiality values. Yet a
further disclosed embodiment includes the portion of the
data comprising one or more of objects and subjects. Yet a
further disclosed embodiment is that the objects are refer-
enced within events using an index into a per-subject table
of object identifiers. Yet a further disclosed embodiment is
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that the shortest path in the initial visual representation is
determined based on a shortest weighted path. Yet a further
disclosed embodiment includes that the shortest weighted
path is determined based on the weight of an edge that
connects two nodes and their assigned provenance tags. Yet
a further disclosed embodiment includes that the shortest
path is determined based on a predetermined distance
threshold value. Yet a further disclosed embodiment
includes the provenance tags are further assigned to the
portion of the data based on identified sensitivity values.
[0035] These and other purposes, goals and advantages of
the present application will become apparent from the
following detailed description read in connection with the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] The patent or application file contains at least one
drawing executed in color. Copies of this patent or patent
application publication with color drawing(s) will be pro-
vided by the U.S. Patent and Trademark Office upon request
and payment of the necessary fee.

[0037] Some embodiments or aspects are illustrated by
way of example and not limitation in the figures of the
accompanying drawings in which:

[0038] FIG. 1 provides an overview of exemplary com-
ponents of the disclosed system and method associated with
real-time attack scenario reconstruction, in accordance with
an embodiment.

[0039] FIG. 1A provides a flowchart illustration associated
with the assignment of various trustworthiness tags (t-tags)
to audit data/code based on the current policy of the system,
in accordance with an embodiment of the disclosed system
and method.

[0040] FIG. 1B provides a flowchart illustration associated
with the assignment of various confidentiality tags (c-tags)
to audit data/code in order to analyze an attack, in accor-
dance with an embodiment of the disclosed system and
method.

[0041] FIG. 1C provides a flowchart illustration overview
of implementation tag initialization policies, tag propagation
policies, and/or detection policies, as associated with tag and
policy-based attack detection component 5 in FIG. 1, in
accordance with an embodiment of the disclosed system and
method.

[0042] FIG. 1D provides a flowchart overview of attack
detection using provenance tags and the focus on motive
and/or means of the attacker in establishing policies for
attack detection that incorporate the attacker’s objectives
and means, in accordance with certain aspects or embodi-
ments of the disclosed system.

[0043] FIG. 1E provides an overview illustration outlining
exemplary provenance tags implemented in accordance with
certain aspects or embodiments of the disclosed system.
[0044] FIG. 1F provides an overview illustration outlining
the aspects of attack detection as associated with the focus
on motive and/or means of the attacker, in accordance with
certain aspects or embodiments of the disclosed system.
[0045] FIG. 2A provides an overview flowchart illustra-
tion of analysis of audit data by navigation from objects to
subject, creation/maintaining of object-event records and a
relative index, in accordance with certain aspects or embodi-
ments of the disclosed system.

[0046] FIG. 2B provides a flowchart illustration of an
embodiment associated with propagating of tags from input
to output, including usage of objects and analysis of each
audited event in generating a final compact scenario graph
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representation, in accordance with certain aspects or
embodiments of the disclosed system.

[0047] FIG. 2C provides a flowchart illustration of yet
another embodiment associated with the assignment of tags
using tag initialization policies, tags for other objects and
subjects using tag propagation policies and customization of
respective policy used in attack detection, in accordance
with certain aspects or embodiments of the disclosed sys-
tem.

[0048] FIGS. 3A-3E provide illustrations of exemplary
reconstruction scenario representations in graphical format,
as associated with attack detection policies implemented in
step-wise fashion, as outlined in overview FIGS. 1D and 1F.
Each of FIGS. 3A-3E provide respective illustrations of
reconstruction scenarios representations organized in step-
wise sequential fashion, each in accordance with an embodi-
ment of the disclosed system and method.

[0049] FIG. 4 provides a flowchart illustration of tag-
based bi-directional analysis used in generating a scenario
reconstruction of audit data, in accordance with certain
aspects or embodiments of the disclosed system.

[0050] FIGS. 4A-4D provide overview illustrations of
various reconstruction scenario representations in graphical
format, specifically as associated with backward analysis
traversal implemented in step-wise fashion, as outlined in
flowchart illustration in FIG. 4. In particular, each of FIGS.
4A-4D provide respective illustrations of reconstruction
scenario representations implemented incrementally in step-
wise sequential formats, each in accordance with an embodi-
ment of the disclosed system and method.

[0051] FIGS. 5A-5C provide overview illustrations of
various reconstruction scenario representations in graphical
format, specifically as associated with forward analysis
traversal implemented in step-wise fashion, as outlined in
flowchart illustration in FIG. 4. In particular, each of FIGS.
5A-5C provide respective illustrations of reconstruction
scenario representations implemented incrementally in step-
wise sequential formats, each in accordance with an embodi-
ment of the disclosed system and method.

[0052] FIG. 6 provides an illustration of a scenario graph
representation reconstructed from campaign F-3, in accor-
dance with an embodiment of the disclosed system and
method.

[0053] FIG. 7 provides an illustration of a scenario graph
representation reconstructed from campaign W-2, in accor-
dance with an embodiment of the disclosed system and
method.

[0054] FIG. 8 provides an illustration of a scenario graph
representation reconstructed from campaign -1, in accor-
dance with an embodiment of the disclosed system and
method.

[0055] FIG. 9 provides an illustration of a scenario graph
representation reconstructed from campaign F-1, in accor-
dance with an embodiment of the disclosed system and
method.

[0056] FIG. 10 provides an illustration of a scenario graph
representation reconstructed from campaign F-2, in accor-
dance with an embodiment of the disclosed system and
method.

[0057] FIG. 11 provides an illustration of a scenario graph
representation reconstructed from campaign W-1, in accor-
dance with an embodiment of the disclosed system and
method.

[0058] FIG. 12 provides an illustration of a scenario graph
representation reconstructed from campaign 1.-3, in accor-
dance with an embodiment of the disclosed system and
method.
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[0059] FIG. 13 illustrates a system block diagram in
accordance with an embodiment of the real-time attack
scenario reconstruction system, in the form of an example
computing system that performs methods according to one
or more embodiments.

[0060] FIG. 14 illustrates an exemplary block diagram of
a distributed data processing environment in which exem-
plary aspects of the illustrative embodiments may be imple-
mented.

[0061] FIG. 15 illustrates an exemplary block diagram of
a data processing system in which exemplary aspects of the
illustrative embodiments may be implemented.

[0062] FIG. 16 illustrates a system block diagram of an
example computing operating environment, where various
embodiments of the disclosed system and method may be
implemented.

[0063] It should be appreciated that elements in the figures
are illustrated for simplicity and clarity. Common but well-
understood elements, which may be useful or necessary in a
commercially feasible embodiment, are not necessarily
shown in order to facilitate a less hindered view of the
illustrated embodiments.

DETAILED DESCRIPTION

[0064] In the following description, for the purposes of
explanation, numerous specific details are set forth in order
to provide a thorough understanding of example embodi-
ments or aspects. It will be evident, however, to one skilled
in the art, that an example embodiment may be practiced
without all of the disclosed specific details.

[0065] The present disclosure relates to a system and
method associated with expedient detection and reconstruc-
tion of cyber events extracted from audit data in order to
generate a compact scenario representation. Even more
particularly, the present invention relates to a novel system
and method that implements a novel framework for real-
time detection, reconstruction and identification of germane
cyber events using provenance tags and customizable secu-
rity policies. The present system and method further imple-
ments novel attack detection and impact analysis method-
ologies for creation of compact visual graphs that enables an
analyst in the expedient identification of the most pertinent
attack steps and the source in a targeted cyber-security
attack, with the capability to customize threshold values
used in the analysis of the respective cyber events obtained
from audit data streams of an enterprise.

[0066] More particularly, the disclosed system and method
implements real-time detection of attacks and respective
event data, including attack reconstruction from COTS audit
logs. The disclosed system and method implements a novel
main memory graph data model and a rich tag-based policy
framework that facilitates the analysis of a cyber-attack with
both improved efficient and targeted precision in identifying
a source. The disclosed system was evaluated on large
datasets from at least three (3) major OSes under attack by
an independent red team, efficiently re-constructing all the
attacks with very few errors.

[0067] In particular, the disclosed system and method
provides for real-time reconstruction of attack scenarios on
an enterprise host. In order to meet the scalability and
real-time needs of the current above-described problems,
disclosed is a novel platform-neutral, main-memory based,
dependency graph abstraction of audit-log data. Further
disclosed is a system and method associated with real-time
attack scenario reconstructions from COTS audit data by
implementation of efficient, tag-based techniques for attack
detection and reconstruction thereof, including source iden-
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tification and impact analysis. Further disclosed are methods
to reveal the big picture of attacks by construction of
compact, visual graphs of attack steps using a novel graph
data structure, with compact data structures being used for
objects and subjects, and further for events (which more
often outnumbers objects and subjects in data sets), thereby
eliminating subject-to-event pointers or the need for event
identifiers.

[0068] In accordance with an embodiment, it is generally
the case that attacks at least initially originate from outside
the enterprise. For example, an adversary can initiate the
attack by hijacking a web browser through externally sup-
plied malicious input, by plugging in an infected USB
memory stick, or by supplying a zero-day exploit to a
network server running within the enterprise. It is generally
the case that the adversary has not implanted persistent
malware on the host before commencement of monitoring
the system of the enterprise. It is also generally the case that
the OS kernel and audit systems are considered trustworthy
at the outset of usage.

[0069] FIG. 1 provides an overview of exemplary com-
ponents of the disclosed system and method associated with
real-time attack scenario reconstruction, in accordance with
an embodiment. In particular, in certain embodiments or
aspects, the disclosed system and method is OS-neutral, and
currently supports Operating Systems (OS) such as, for
example, Microsoft Windows®, Linux and FreeBSD. Other
contemplated generations of operating systems are also
supported and/or capable of being supported by respective
adaptation of the disclosed system and method thereto. As
shown in FIG. 1, audit data from these Operating System(s)
(for example, audit stream—Linux 8, audit stream—Win-
dows® 9, and/or audit stream—Free BSD 10 is processed
into a platform-neutral graph representation, where vertices
and/or nodes 18 represent subjects (processes) and objects
(files, sockets), and edges 19 (for example, shown as direc-
tional arrows between nodes and/or vertices 18) denote audit
events (e.g., operations such as read, write, execute, and
connect). The scenario graph 7 (also shown in example
scenario graphs in FIGS. 6-12) serves as the basis for attack
detection as well as causality analysis and scenario recon-
struction. The system initially processes the streams (8, 9,
10) and initially generates a tagged dependence graph 3
using dependence graph construction module 2. Customiz-
able policies 4 may be implemented in certain aspects or
embodiments.

[0070] In particular, a customizable policy framework 4
for tag initialization and propagation may be implemented.
A sensible default policy may be used but such policy can
also be overridden to accommodate behaviors specific to a
particular OS or application. This feature enables tuning of
respective detection and analysis techniques in order to
avoid false positives in cases where benign applications
exhibit behaviors that resemble attacks. Policies also enable
an analyst to test “alternate hypotheses” of attacks, by
reclassifying what is considered trustworthy or sensitive and
re-running the analysis in an alternate scenario. If an analyst
suspects that some behavior is the result of an attack,
policies can also be used to capture these behaviors, and the
analysis can then be re-run in order to discover the cause and
impact. Since the disclosed system and method can process
and analyze audit data at a rate of tens of thousands of times
faster than the rate at which it is generated, efficient, parallel,
real-time testing of alternate hypotheses is thus, possible.

[0071] The disclosed system and method addresses the
challenge of efficient event storage and analysis, with the
development of a novel compact main-memory dependence
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graph representation. Graph algorithms on main memory
representation can be orders of magnitude faster than on-
disk representations, which proves to be an important factor
in achieving real-time analysis capabilities. In experiments,
the disclosed system was able to process 79 hours worth of
audit data from a FreeBSD system in 14 seconds, with a
main memory usage of 84 MB. This performance represents
an analysis rate that is 20K times faster than the rate at which
the data was generated, which is a significant improvement
in processing than prior systems. Hence, space-efficient
in-memory dependence graph representations can be gener-
ated using the dependence graph construction component 2
shown in FIG. 1.

[0072] Further disclosed is the implementation of a novel
tag-based approach for identifying subjects, objects and
events that are most likely involved in attacks by generating
a tagged dependence graph component 3 shown in FIG. 1.
Tags enable the system to prioritize and focus the analysis,
thereby addressing the challenge mentioned above to assist
the analyst who is usually overwhelmed with the volume of
data, to prioritize and quickly “zoom in” on the most likely
attach scenario. Tags encode an assessment of trustworthi-
ness and sensitivity of data (i.e., objects) as well as processes
(subjects). This assessment is based on data provenance
derived from audit logs. In this sense, tags derived from
audit data are similar to coarse-grain information flow
labels. The analysis can further support finer-granularity tags
as well, e.g., fine-grained taint tags, if they are available.

[0073] In certain aspects or embodiments, taint detection
checks will highlight specific security risks primarily asso-
ciated with web sites which are attacked using techniques
such as for example, SQL injection or buffer overflow attack
approaches. Generally, a variable that can be modified by an
outside user (for example a variable set by a field in a web
form) poses a potential security risk. If that variable is used
in an expression that sets a second variable, that second
variable is now also suspicious. The taint checking tool
proceeds variable by variable until it has a complete list of
all variables, which are potentially influenced by outside
input. If any of these variables are used to execute dangerous
commands (such as direct commands to a SQL database or
the host computer OS), the taint checker warns that the
program is using a potentially dangerous tainted variable.
The computer programmer may then re-design the software
program to create a safe wall around the dangerous input.

[0074] Tags are described in greater detail hereinbelow
along with their application to attack detection, in accor-
dance with certain aspects or embodiments of the disclosed
system and method.

[0075] Hence, such tag and policy-based attack detection
component 5 can be implemented and accomplished as
shown in FIG. 1. In certain embodiments, novel algorithms
are implemented that leverage tags for root-cause identifi-
cation and impact analysis. Starting from alerts or alarms
generated by the tag and policy-based attack detection
component 5 shown in FIG. 1, a backward analysis algo-
rithm can be implemented in certain embodiments, that
follows the dependencies in the graph to identify the sources
of the attack. Starting from the sources of the attack as
determined during the backward analysis, then a full impact
analysis of the actions of the adversary using a forward
search is performed in order to generate a more refined
sub-graph of the initial provenance graph, that includes
objects and subjects affected by the attack and the analyst
can then review. Essentially, the starting points for the
backward analysis are the alarms generated by the detection
policies in component 5.
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[0076] In certain embodiments, one or more of several
criteria for pruning these searches are implemented in order
to produce a compact graph. Also, a number of transforma-
tions may be implemented in certain embodiments, that can
further simplify the compact graph and produce a graph that
visually captures the attack in a succinct and semantically
meaningful way, for example, the graph generated as shown
in FIG. 6, which is accomplished in certain embodiments
during implementation of the scenario graph component 7 as
shown in FIG. 1.

[0077] Experiments show that the disclosed tag-based
approach is very effective. For example, the system in
certain embodiments can analyze 38.5 M events and pro-
duce an attack scenario graph with for example, just 130
events, representing five orders of magnitude reduction in
event volume. Following such tag and policy-based attack
detection 5, the system generates alarms about potential and
may perform tag-based root-cause and impact analysis as
shown in component 6 of FIG. 1.

[0078] Dependence graphs are used to trace back to the
root causes of intrusions in component 6 (tag-based root-
cause and impact analysis) shown in FIG. 1. These graphs
are built by correlating events collected by a logging system
and by determining the causality among system entities, to
help in forensic analysis after an attack is detected.

[0079] Hence, starting from alerts produced by the attack
detection component 5 shown in FIG. 1, the backward
analysis algorithm follows the dependencies in the graph to
identify the sources of the attack. Starting from the sources,
the system performs a full impact analysis in component 6
of FIG. 1, with respect to the actions of the adversary using
a forward search. Several criteria for pruning these searches
in order to produce a compact graph may be implemented.
The disclosed analysis procedures leverage the results from
principled tag-based detection methods and therefore are
inherently more precise than known systems such as back-
tracker. For example, if an attack deliberately writes into a
well-known log file, Backtracker’s search heuristics may
remove the log file from the final graph, whereas the current
system implements tag-based analysis that will prevent that
node from being pruned away.

[0080] Hence, the system is able to perform real-time
reconstruction of APT (Advanced Persistent Threat) cam-
paign from audit logs and provide compact visual summary
of the campaign. The major challenges remain data volume
with hundreds of millions to billions of events per day to
track. Generally, only a small fraction of these events are
actually attacks, perhaps one in a million so it becomes
finding a “needle in a haystack™ and further avoid being
swamped in false positives. In addition, connecting the dots
in which linking successive steps of an APT campaign also
becomes a challenge. The disclosed system is able to over-
come many of these challenges by applying various novel
techniques described in greater detail hereinbelow. APTs
combine both social engineering (for example, spearphish-
ing) with advanced exploits. Enterprises are often forced to
rely on second-line defenses such as intrusion detection
systems (IDS), security incident and event management
(SIEM) programs, which have proven to result in many APT
campaigns remaining undetected even for months. The
difficulty of spotting the minuscule fraction of real attacks
within vast quantities of data emitted by these systems and
further connecting the dots to stitch isolated steps together to
generate a larger campaign are addressed by the disclosed
system and method.

[0081] A typical attack campaign lifecycle includes an
initial compromise, the malware gaining foothold, some
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lateral movement, and high value asset acquisition. An
initial compromise relies on vulnerability exploitation and/
or social engineering. Attackers may accomplish their
attacks via phishing or malicious website attacks while
exploiting vulnerabilities and/or browsers of the victim.
Next, gaining a foothold requires attackers to deploy and
execute custom malware. Hence, network scans and mal-
ware propagation occurs and essentially, can result in a high
value asset acquisition by infecting code and/or databases.
Often times, the attack steps are linked by information flows
that can be tracked in accordance with one or more embodi-
ments or aspects of the disclosed system and method.

[0082] One of the novel features of the disclosed system
and method that facilitates reconstruction of COTS audit
data and generating of a compact representation is the
implementation of a Main Memory Dependency Graph
shown in components 2 and 3 of FIG. 1 or example graph
shown in FIG. 6. Such main memory dependency graph
eliminates vast amounts of memory usage otherwise
required to achieve compactness of graphing of such events
and is achieved without loss of any important information.

[0083] In fact, during experimental evaluations, the dis-
closed system and method was able to process, in a matter
of seconds, audit logs containing tens of millions of events
generated during the engagement; successfully detect and
reconstruct the details of these attacks, including their entry
points, activities in the system, and exfiltration points; filter
away extraneous events, achieving very high reductions
rates in the data (up to 100K times), thus providing a clear
semantic representation of the attacks containing almost no
noise from other activities in the system; and further achieve
low false positive and false negative rates.

[0084] In order to support such results with fast detection
and real-time analysis, the system stores dependencies in a
graph data structure. One possible option for storing this
graph is a graph database. However, the performance of
popular databases such as Neo4J or Titan is limited during
implementation of several graph algorithms unless main
memory is large enough to hold most of data. Moreover, the
memory use of general graph databases is too high to
achieve the results of the disclosed system and method. Even
STINGER and NetworkX, two graph databases optimized
for main-memory performance, use about 250 bytes and 3
KB, respectively, per graph edge. The number of audit
events reported on enterprise networks can easily range in
billions to tens of billions per day, which will require main
memory in the range of several terabytes. In contrast, the
disclosed system and method provide a much more space-
efficient dependence graph design that uses in certain
aspects or embodiments, only about 10 bytes per edge. In
one experiment, we were able to store 38M events in just
329 MB of main memory.

[0085] In accordance with certain aspects or embodi-
ments, the disclosed dependency graph, for example as
shown in FIG. 6, is a per-host data structure. The depen-
dency graph can reference entities on other hosts, but is
optimized for the common case of intra-host reference. The
graph represents two types of entities: subjects, which
represent processes, and objects, which represent entities
such as files, pipes, and network connections. Subject attri-
butes include process id (pid), command line, owner, and
tags for code and data. Objects attributes include name, type
(file, pipe, socket, etc.), owner, and tags. Events reported in
the audit log are captured using labeled edges between
subjects and objects or between two subjects. For brevity
and illustrative purposes, UNIX names such as read, con-
nect, and execve are used for events.
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[0086] A number of techniques were developed to reduce
storage requirements for the disclosed dependence graph. In
certain aspects or embodiments, whenever possible, 32-bit
identifiers are implemented instead of 64-bit pointers. This
reduction of size of identifiers to 32-bits, permits a single
host’s dependence graph to contain for example, 4 billion
objects and subjects. The number of objects/subjects in one
of the largest data sets used, was a few orders of magnitude
smaller than this number.

[0087] While the disclosed system and method, empha-
sizes compact data structures for objects and subjects, com-
pactness of events is even more important: events generally
outnumber objects and subjects by about two orders of
magnitude in the largest data set. Moreover, in certain
aspects or embodiments, the ratio of events to objects+
subjects increases with time. For this reason, an ultra-
compact representation for events was developed that can
use as little as 6 bytes of storage for many events, and is
further described below in connection with FIG. 2A.

[0088] In certain embodiments, events are stored inside
subjects, thereby eliminating a need for subject-to-event
pointers and/or the need for event identifiers. The represen-
tation of events uses variable-length encoding, so that in the
typical case, they can use just 4 bytes of storage, but when
needed, they can use for example, 8, 12, or 16 bytes. Most
events operate on an object and have a timestamp. Since a
per-subject order of events is maintained, the disclosed
system dispenses with microsecond granularity for time-
stamps, and instead opting for millisecond resolution. In
addition, the system stores only relative time(s) since the last
event on the same subject allows for 16-bits for the time-
stamp in the typical case. It is noted that longer intervals are
supported by recording for example, a special “timegap”
event that can represent millions of years.

[0089] Furthermore, objects are referenced within events
using an index into a per-subject table of object identifiers.
These indices are analogous to file descriptors—they tend to
have small values, since most subjects use a relatively small
number of objects. This enables object references to be
represented using for example, 8 bits or less. In addition,
event names are encoded for frequently occurring events
(e.g., open, close, read and write) using for example, 3 bits
or less. This leaves the system with several bits for storing
a summary of event argument information, while still being
within 32 bits.

[0090] The disclosed system can navigate from subjects to
objects using the event data stored within subjects. However,
forensic analysis also requires the system to navigate from
objects to subjects. For this purpose, the system needs to
maintain event information within objects using object-
event records. Object event records are maintained only for
a subset of events: specifically, events such as read and write
that result in a dataflow. Other events (for example, open)
are not stored within objects. Object-event records are
further reduced or shrunk, by storing a reference to the
corresponding subject-event record, instead of duplicating
information.

[0091] In certain aspects or embodiments, as with subject-
event records, the system implements a variable-length
encoding for object-event records that enables them to be
stored for example, in just 16 bits, in a common case. In
order to illustrate how this is possible during implementa-
tion, objects tend to be operated on by a single subject at a
time. Typically, this subject performs a sequence of opera-
tions on the object, e.g., an open followed by a few reads or
writes, and then a close.
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[0092] By allowing object-event records to reuse the sub-
ject from their respective predecessor, the disclosed system
can avoid the need for storing subject identifiers in most
records. Next, the system permits object-event records to
store a relative index for event records within subjects. Two
successive event records within a subject that operate on the
same object are likely to be relatively close to each other, for
example, with tens or hundreds of events in-between. There-
fore, the relative index stored with the object-event record
can be for example, 12 bits or less in most cases, thus
allowing these records to be, for example, 16 bits or less in
the typical case.

[0093] This design thus allows the system to store bidi-
rectional timestamped edges in as little as 6 bytes (for
example, 4 bytes for a subject-event record and 2 bytes for
an object-event record). In experiments with larger data sets,
the total memory use of the system is within 10 bytes per
event on average.

[0094] The variable length encoding allows the disclosed
system to represent full information about important (but
rare) events, such as rename, chmod, execve, and so on.
Therefore, compactness is achieved without losing any
important information. Although such encoding slows down
access, access times are still typically less than 100 ns,
which is many orders of magnitude faster than disk latencies
that dominate random access on disk-resident data struc-
tures.

[0095] FIG. 2A provides an overview of the encoding and
storage of dependencies in a graph data structure. In par-
ticular, FIG. 2A provides an overview flowchart illustration
of analysis of audit data by navigation from objects to
subject, creation/maintaining of object-event records and a
relative index, in accordance with certain aspects or embodi-
ments of the disclosed system.

[0096] More particularly, the process 20 shown in FIG. 2A
begins at step 21 in which the system receives audit streams,
also as shown in FIG. 1 audit streams 8, 9 or 10 (including
from various operating systems such as Linux, Windows®
FreeBSD. Next, the system generates a main memory
dependency graph per-host data structure in step 22.

[0097] In this regard, the main memory dependency graph
is a per-host data structure that can reference entities on
other hosts but is optimized for the common case of intra-
host reference. The system develops a graph that represents
two types of entities: subjects, which represent processes,
and objects, which represent entities such as files, pipes, and
network connections. Subject attributes include process id
(pid), command line, owner, and tags for code and data.
Objects attributes include name, type (file, pipe, socket,
etc.), owner, and tags. Events reported in the audit log are
captured using labeled edges 19 between nodes 18 (such as
subjects and objects and/or between two subjects).

[0098] Hence, in step 23, the graph represents subject and
objects with events as reported in the audit log being
captured as labeled edges between such subjects and objects
or between two subjects.

[0099] While certain embodiments or aspects emphasizes
compact data structures for objects and subjects, compact-
ness of events is even more important: events outnumber
objects and subjects by about two orders of magnitude in
exemplary data sets of large magnitude. Moreover, the ratio
of events to objects and subjects necessarily increases with
time. For this reason, the disclosed system implements an
ultra-compact representation shown in step 24 for events
that can use for example, as little as 6 bytes of storage for
many events.

Feb. 20, 2020

[0100] Next, the system stores events inside subject struc-
ture by variable length coding (VLC) or other form of
encoding, at a user-defined or pre-determined level of reso-
Iution at step 25. In particular, events are stored inside
subjects, thereby eliminating a need for subject-to-event
pointers, or the need for event identifiers. Their representa-
tion uses variable-length encoding, so that in the typical
case, they can use for example, 4 bytes of storage, but when
needed, they can use 8, 12, or 16 bytes. In certain aspects or
embodiments, events operate on an object and have a
timestamp. Since a per-subject order of events is maintained,
in certain embodiments or aspects the system can dispense
with microsecond granularity for timestamps, instead opting
for millisecond resolution. In addition, the system stores
only the relative time with respect to the time between the
last event occurring on the same subject, which permits
elimination of 16-bits for the timestamp in the typical case.
Next, in step 26, objects are referenced within events using
an index into a per-subject table of object identifiers. These
indices are similar file descriptors—they tend to have small
values, since most subjects use a relatively small number of
objects. This enables object references to be represented
using for example, 8 bits or less.

[0101] Event names are encoded for frequently occurring
events (e.g., open, close, read and write) using 3 bits or less.
This leaves us with several bits for storing a summary of
event argument information, while still being within for
example, 32 bits. The system can also can navigate from
subjects to objects using the event data stored within sub-
jects in step 28. However, forensic analysis also requires us
to navigate from objects to subjects. For this purpose, the
system, in certain embodiments, also maintains event infor-
mation within objects using object-event records in step 28.
Object event records are maintained only for a subset of
events: specifically, events such as read and write that result
in a dataflow. Other events (e.g., open) are not stored within
objects. Object-event records are further compressed or
shrunk by storing a reference to the corresponding subject-
event record, instead of duplicating information.

[0102] As with subject-event records, in step 29, the
system implements a variable-length encoding for object-
event records that enables them to be stored in for example,
just 16 bits in the most common case. In order to determine
how this is possible, by way of background, objects tend to
be operated on by a single subject at a time. Typically, this
subject performs a sequence of operations on the object, e.g.,
an open followed by a few reads or writes, and then a close.
By allowing object-event records to reuse the subject from
their predecessor in step 30, the system can avoid the need
for storing subject identifiers in most records. Next, in step
31, the system allows object-event records to store a relative
index for event records within subjects. Two successive
event records within a subject that operate on the same
object are likely to be relatively close to each other, for
example, with tens or hundreds of events therebetween.
Hence, the relative index stored with object-event record can
be for example, 12 bits or less in most cases, thus allowing
these records to be 16 bits or less in the typical case.

[0103] This embodiment permits the system to store bidi-
rectional timestamped edges in step 32 for example, in 6
bytes (or even 4 bytes for a subject-event record and 2 bytes
for an object-event record). In evaluations conducted using
larger data sets, the total memory use of the system is within
10 bytes per event on average.

[0104] The variable length encoding allows the system to
represent full information about important (but rare) events,
such as rename, chmod, execve, etc. in step 33. Hence,
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compactness is achieved without losing any important infor-
mation. Although such encoding slows down access, access
times are still typically less than 100 ns, which is many
orders of magnitude faster than disk latencies that dominate
random access on disk-resident data structures.

[0105] Referring back to FIG. 1, the tag and attack detec-
tion component 5 as shown in FIG. 1, is used to summarize
the determination and/or assessment of the trust-worthiness
and sensitivity of objects and subjects. This assessment in
certain aspects or embodiments is based on three main
factors: 1) provenance; 2) prior system knowledge; and 3)
behavior.

[0106] The provenance factor is related to the tags on the
immediate predecessors of an object or subject in the
dependence graph. Prior system knowledge is the system
knowledge about the behavior of important applications,
such as remote access servers and software installers, and
important files such as /etc/passwd and /dev/audio. Behavior
is the system observed behavior of subjects, and how they
compare to their expected behavior.

[0107] In particular, the disclosed system and method is
directed to a novel policy framework, as described in greater
detail hereinbelow with respect to at least FIGS. 1D, 2C,
3A-3E and TABLE 1, for initializing and propagating tags
based on these factors. In the absence of specific policies, a
default policy is used that propagates tags from inputs to
outputs. The default policy assigns to an output the lowest
among the trustworthiness tags of the inputs, and the highest
among the confidentiality tags. This policy is conservative in
that it can err on the side of over-tainting, but will not cause
attacks to go undetected, or cause a forward (or backward)
analysis to miss objects, subjects or events, as described in
greater detail hereinbelow with respect to at least FIGS.
4A-4D and 5A-5C.

[0108] Tags play a central role in certain aspects or
embodiments of the disclosed system. Tags provide impor-
tant context for attack detection. Each audited event is
interpreted in the context of these tags to determine its
likelihood of contributing to an attack. In addition, tags are
instrumental for the speed of any forward and backward
analysis as described in FIGS. 4, 4A-4D and 5A-5C here-
inbelow. Finally, tags play a central role in scenario recon-
struction by eliminating vast amounts of audit data that
satisfy the technical definition of dependence but do not
meaningfully contribute to the understanding of an attack.
[0109] Tag design is directed to define the following
trustworthiness tags (t-tags):

[0110] 1) A Benign authentic tag is assigned by the system
to data/code received from sources trusted to be benign, and
whose authenticity can be verified;

[0111] 2) A Benign tag reflects a reduced level of trust than
or as compared to the benign authentic tag. While the
data/code is still determined by the system to be benign,
adequate authentication hasn’t been performed to verify the
source. Hence, the system will assign the data/code a benign
tag in such instances; or

[0112] 3) An Unknown tag is assigned by the system to
data/code from sources about which there is no information
on trustworthiness. Such data/code can sometimes be even
malicious.

[0113] Policies define what sources are benign and what
forms of authentication are sufficient. In the simplest case,
these policies take the form of whitelists, but the system
supports more complex policies as well. If no policy is
applicable to a source, then its t-tag is set to unknown.
[0114] The following confidentiality tags (c-tags) are
defined, to effectively analyze and/or facilitate the analyst in
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reasoning about information associated with stealing
attacks. Such tags are assigned to code as follows:

[0115] 1) Secret: Highly sensitive information, such as
login credentials and private keys are assigned a secret
confidentiality tag;

[0116] 2) Sensitive: Data whose disclosure can have a
significant security impact, e.g., reveal vulnerabilities in the
system, but does not provide a direct way for an attacker to
gain access to the system is assigned a sensitive confiden-
tiality tag;

[0117] 3) Private: Data whose disclosure is a privacy
concern, but does not necessarily pose a security threat is
assigned a private confidentiality tag; or

[0118] 4) Public: Data that can be widely available, e.g.,
on public web sites, is assigned a public confidentiality tag.
[0119] In certain embodiments, an important aspect of the
disclosed system and method is the separation between
t-tags for code and data. Specifically, a subject (i.e., a
process) is given two t-tags: one that captures its code
trustworthiness (code t-tag) and another for its data trust-
worthiness (data t-tag). This separation between t-tags
assigned for code and data significantly improves attack
detection. More importantly, it can significantly speed up
forensic analysis by focusing the analysis on fewer suspi-
cious events, while substantially reducing the size of the
reconstructed scenario. Note that confidentiality tags in
certain embodiments are associated only with data (and not
the code itself).

[0120] Pre-existing objects and subjects are assigned ini-
tial tags using tag initialization policies associated with the
disclosed system and method. Objects representing external
entities, such as a remote network connection, also are
assigned initial tags. The remainder of the objects and
subjects are created during system execution, and their tags
are determined using tag propagation policies. Finally,
attacks are detected using behavior-based policies referred
to as detection policies. If no specific policy is provided,
then sources are tagged with unknown trustworthiness.
Similarly, in the absence of specific propagation policies, the
default propagation policy and/or conservative propagation
policy is used in certain embodiments.

[0121] Tag-based and/or policy-based attack detection
component 5 as shown in FIG. 1, is limited to information
available in audit data, in certain aspects or embodiments.
Hence, the use of provenance reflected in audit data is a
potential basis for detection in such embodiments. Since
tags are a function of provenance, the system uses such tags
for attack detection. Audit data is generally considered
trustworthy, so tags will provide a sound basis for detection.
[0122] Detection methods should not require detailed
application-specific knowledge. In contrast, most existing
intrusion detection and sandboxing techniques interpret each
security-sensitive operation in the context of a specific
application to determine whether it could be malicious. This
requires expert knowledge about the application, or in-the-
field training in a dynamic environment, where applications
may be frequently updated. Hence, instead of focusing on
application behaviors that tend to be variable—as prior
systems do, the disclosed system and method instead
focuses any respective analysis and attack detection tech-
niques on the high-level objectives of most attackers, such
as backdoor insertion and data exfiltration. Specifically, in
certain aspects or embodiments, the disclosed system com-
bines the analysis and/or scenario reconstruction as associ-
ated with an attacker’s motive and means.

[0123] In this regard, if an event in the audit data can help
the attacker achieve his/her key high-level objectives, that
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would provide the motivation and justification for using that
specific event in an attack. But, this is generally not enough
since the attacker also needs the means to cause this event,
or more broadly, influence it. Note that the tags in the
disclosed system and method are designed to capture
means—if a piece and/or portion of data or code bears the
unknown t-tag, then it was derived from (and hence influ-
enced by) untrusted sources.

[0124] As for the high-level objectives of an attacker,
several reports and white papers have identified that the
following steps listed below are typical in most advanced
attack campaigns:

[0125] 1. Deploy and run attacker’s code on victim sys-
tem;
[0126] 2. Replace or modify important files, e.g., /etc/

passwd or ssh keys; and

[0127] 3. Exfiltrate sensitive data.

[0128] While attacks with a transient effect may be able to
avoid the first two steps, for most sophisticated attacks, such
as those used in APT campaigns, generally require the
establishment of a more permanent footprint on the victim
system. In those cases, there does not seem to be a way to
avoid one or both of the first two steps. Even in those cases
where the attacker’s goal could be achieved without estab-
lishing a permanent base, the third step listed above usually
represents an essential attacker goal.

[0129] Unlike prior approaches, the disclosed system
relies on application-independent policies. Policies are
developed by implementation and analysis of provenance
information computed from audit data. In particular, an audit
event is analyzed to determine if it advances an attacker’s
high-level objectives, thereby providing a motive for the
attack; while the provenance and/or provenance tags derived
from the entire audit history is used to determine if the
attacker had the means to influence this event.

[0130] Based on the above reasoning, the following poli-
cies as shown in customizable policies component 4 of FIG.
1 using considerations such as provenance tags outlined in
FIG. 1E, and motive and means outlined in FIG. 1F, are
defined by the disclosed system and method for attack
detection that incorporate the attacker’s objectives and
means, as shown in FIG. 1D.

[0131] Untrusted code execution: This policy triggers an
alarm when a subject with a higher code t-tag executes (or
loads) an object with a lower t-tag3. Customized policies can
also be defined for interpreters—for example, such as bash
so that reads are treated the same as loads.

[0132] Modification by subjects with lower code t-tag:
This policy raises an alarm when a subject with a lower code
t-tag modifies an object with a higher t-tag. Modification
may pertain to the file content or other attributes such as
name, permissions, etc.

[0133] Confidential data leak: An alarm is raised when
untrusted subjects exfiltrate sensitive data. Specifically, this
policy is triggered on network writes by subjects with a
sensitive c-tag and a code t-tag of unknown.

[0134] Preparation of untrusted data for execution: This
policy is triggered by an operation by a subject with a code
t-tag of unknown, provided this operation makes an object
executable. Such operations include for example, chmod and
mprotec. Binary code injection attacks on present day OSes
ultimately involve a call to change the permission of a
writable memory page so that it becomes executable. The
system provides that to the extent that such memory per-
mission change operations are included in the audit data, this
policy can spot those operations. Furthermore, implemen-
tation can identify mprotect operations that occur in con-
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junction with library loading operations. This policy is not
triggered on those mprotect operations.

[0135] It is important to note that “means” in certain
embodiments, is not diluted just because data or code passes
through multiple intermediaries. For instance, the untrusted
code policy does not require a direct load of data from an
unknown web site; instead, the data could be downloaded,
extracted, uncompressed, and possibly compiled, and then
loaded. Regardless of the number of intermediate steps, this
policy will be triggered when the resulting file is loaded or
executed. This is one of the more important reasons for the
effectiveness of the disclosed attack detection system.

[0136] Today’s vulnerability exploits typically do not
involve untrusted code in their first step, and hence won’t be
detected by the untrusted code execution policy. However,
the eventual goal of an attacker is to execute his/her code,
either by downloading and executing a file, or by adding
execute permissions to a memory page containing untrusted
data. In either case, one of the above policies can detect the
attack. A subsequent backward analysis as described here-
inbelow in connection with FIGS. 4A-4D, can help identify
the first step of the exploit.

[0137] Additional detector inputs can also be easily inte-
grated in alternate embodiments of the disclosed system and
method. For instance, if an external detector flags a subject
as a suspect, this can be incorporated by setting the code
t-tag of the subject to unknown. As a result, the remaining
detection policies mentioned above can all benefit from the
information provided by the external detector. Moreover,
setting of unknown t-tag at suspect nodes preserves the
dependency structure between the graph vertices that cause
alarms, a fact that is exploited in forensic analysis.

[0138] The fact that many of the policies are triggered by
untrusted code execution should not be interpreted to mean
that they work in a static environment, in which no new code
is permitted in the system. Indeed, software updates and
upgrades do occur constantly, but in an enterprise setting, the
disclosed system does not generally anticipate end users to
be downloading unknown code from random sites since
system parameters/rules (for example, firewalls and other
security measures) are typically in place in such enterprise
systems that block random system downloads. Accordingly,
the disclosed system also supports standardized software
updating mechanisms such as those used on contemporary
OS(es).

[0139] A flexible policy framework for tag assignment,
propagation, and attack detection is implemented in accor-
dance with an embodiment of the disclosed system and
method. The system expresses policies using a simple rule-
based notation provided hereinbelow, for example:

[0140] exec(s, 0) : o.ttag < benign — alert (“Untrust-
edExec”)
[0141] The example rule is triggered when the subject s

executes a (file) object o with a t-tag less than benign. Its
effect is to raise an alert named UntrustedExec. As illustrated
by this example, rules in the disclosed system are generally
associated with events, and include conditions on the attri-
butes of objects and/or subjects involved in the event.
Attributes of interest include for example:

[0142] name: regular expressions can be used to match
object names and subject command lines. For example, Perl
syntax may be used for regular expressions;

[0143] tags: conditions can be placed on t-tags and c-tags
of objects and/or subjects. For subjects, code and data t-tags
can be independently accessed; and/or
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[0144] ownership and permission: conditions can be
placed on the ownership of objects and subjects, or permis-
sions associated with the object or the event.

[0145] The following policy trigger points are listed in
TABLE 1 hereinbelow:
TABLE 1
Alarm Tag

Event Direction trigger trigger

define init

read O0—=S read propRd

load, execve O0—=S exec propEx

write S—=0 write propW r

Tm, rename S—0 write

chmod, chown S—0 write, modify

setuid S—=S propSu
[0146] In TABLE 1, edges with policy trigger points are

shown. In the direction column, S indicates Subject and O
indicates object. The next two columns indicate trigger
points for detection policies (that may trigger alarms) and/or
tag setting policies.

[0147] The effect of a policy depends on its type. The
effect of a detection policy is to raise an alarm. For tag
initialization and propagation policies, the effect is to modify
tag(s) associated with the object or subject involved in the
event. While the disclosed system implements, a rule-based
notation to specify policies, in an example implementation,
each rule is encoded as a (C++) function.

[0148] In order to provide a finer degree of control over
the order in which different types of policies are checked, the
system associates policies with trigger points instead of
events. In addition, trigger points provide a level of indi-
rection that enables sharing of policies across distinct events
that have a similar purpose.

[0149] Referring back to TABLE 1, shown are the trigger
points currently defined in the example policy framework.
The first column identifies events, the second column speci-
fies the direction of information flow, and the last two
columns define the trigger points associated with these
events.

[0150] It is noted that the system uses a special event
called define to denote audit records that define a new object.
This pseudo-event is assumed to have occurred when a new
object is encountered for the first time, for example, estab-
lishment of a new network connection, the first mention of
a pre-existing file, creation of a new file, etc. The remaining
events in TABLE 1 are generally self-explanatory.

[0151] When an event occurs, all detection policies asso-
ciated with its alarm trigger are executed. Unless specifically
configured, detection policies are checked only when the tag
of the target subject or object is about to change (‘““Target” in
the example, refers to the destination of data flow in an
operation). Following this, policies associated with the
event’s tag triggers are tried or implemented in the order in
which they are specified. Once a matching rule is identified,
the tags specified by this rule are assigned to the target of the
event, and the remaining tag policies are not evaluated.
[0152] Next is described with greater particularity, the tag
initialization and propagation policies in an example system.
[0153] The tag initialization policies are invoked at the init
trigger, and are used to initialize tags for new objects, or
preexisting objects when they are first mentioned in the audit
data. When a subject creates a new object, the object inherits
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the subject’s tags by default; however, this can be overridden
using tag initialization policies in accordance with an
embodiment of the disclosed system and method.
[0154] The example tag initialization policy is explained
further below. In certain embodiments, the use of regular
expressions to conveniently define initial tags for groups of
objects are used.
[0155] init(o): match(o.name, “IP:(10\.01127)7) —
o.ttag = BENIGN_AUTH, o.ctag = PRIVATE
[0156] init(0): match(o.name, ““IP:”) — o.ttag =
UNKNOWN, o.ctag = PRIVATE
[0157] init(o): o.type = = FILE — o.ttag = BENIGN_
AUTH, o.ctag = PUBLIC
[0158] The first rule specifies tags for intranet connec-
tions, identified by address prefixes 10.0 and 127 for the
remote host. It is useful in a context where the disclosed
system isn’t deployed on the remote host. If the disclosed
system is deployed on the remote host, there will be no
define event associated with the establishment of a network
connection, and hence this policy won’t be triggered, in
accordance with an embodiment. Instead, the system will
already have computed a tag for the remote network end-
point, which will then propagate to any local subject that
reads from the connection.

[0159] The second rule states that all other hosts are
untrusted. All preexisting files are assigned the same tags by
the third rule. The disclosed implementation uses two addi-
tional policies that specify c-tags.

[0160] In certain aspects or embodiments, tag propagation
policies can be used to override default tag propagation
semantics. Different tag propagation policies can be defined
for different groups of related event types, as indicated in the
“Tag trigger” column in TABLE 1.

[0161] Tag propagation policies can be used to prevent
“over-tainting” that can result from files such as .bash_
history that are repeatedly read and written by an application
each time it is invoked. As an example, the following listed
policy skips taint propagation for the specific file listed
below:

[0162] propRd(s, 0): match(o.name, ‘“\.bash_history$”)
— skip.
[0163] It is noted that skip as used in the above example

policy, leaves tags unchanged and essentially does nothing
further. Listed below is an example policy that treats files
read by bash, which is an interpreter—as a load, and hence
updates the code t-tag.

[0164] propRd(s, 0): match(s.cmdline, ““\bin\bash$”)

— s.code_ttag = s.data_ttag = o.ttag, s.ctag = o.ctag

[0165] Although trusted servers such as sshd interact with
untrusted sites, they can be expected to protect themselves,
and let only authorized users access the system. Such servers
should not have their data trustworthiness down-graded. A
similar comment applies to programs such as software
updaters and installers that download code from untrusted
sites, but verify the signature of a trusted soft-ware provider
before the install.

[0166] propRd (0,$): match (s.cmdline, “"/sbin/sshd$”)
— skip
[0167] Moreover, when the login phase is complete, typi-

cally identified by execution of a setuid operation, the
process appropriate tags are assigned for example, as listed
below.
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[0168] propSu (s): match (s.cmdline, ““/usr/sbin/
sshd$”) — s.code_ttag = s.data_ttag = BENIGN, s.ctag
= PRIVATE

[0169] Referring back to FIG. 1, the disclosed system and
method provides space-efficient in-memory dependence
graph representation as shown in component 2. It further
provides effective attack detection based on untrustworthi-
ness and confidentiality tags as shown in components 3 and
5. The system includes a customizable policy framework for
tag assignment and propagation in component 4. In turn, the
system generates alarms after components 5, which provides
for effective and efficient tag-based root-cause (either via
backward and/or forward analysis) and/or impact analysis in
component 6. Hence, the embodiment of the disclosed
system shown in FIG. 1 facilitates generating a fast, real-
time, accurate and compact visual representation of APT
campaigns and therefore, can effectively assist an analyst to
spot and/or identify the attacks in advance of any anticipated
and/or actual extensive damage.

[0170] As described below with respect to FIGS. 1A-1D,
the implementation of provenance tags with respect to
component 5 (tag and policy-based attack detection) of FIG.
1, is essential to identify the entry points of an attack
campaign, as will be further described in greater detail
hereinbelow with respect to FIGS. 3A-3E and FIGS. 4,
4A-4D and 5A-5C.

[0171] Regarding the assigned level of trustworthiness
(t-tag) described hereinabove, data derived from sources
believed to be benign are identified by the system as benign
as shown in FIG. 1A. Shown in FIG. 1A is an overview
illustration of example provenance tags that are assigned to
data/code, implemented in certain aspects or embodiments
of the disclosed system. A t-tag or trustworthiness tag can
range from benign—flagged as data from sources believed
to be benign or unknown in which there is no good basis to
trust this source of data.

[0172] Referring to FIG. 1A, the system receives data
and/or code in step 11. Next, the system assigns trustwor-
thiness tags (t-tags) to received data/code in step 12. A
benign authentic tag is assigned to data/code received from
sources to be benign and whose authenticity can be verified
in step 13. In step 14, a benign t-tag is assigned to data/code
with a reduced level of trust than benign authentic. It is noted
that while the data/code is still believed to be benign,
adequate authentication hasn’t been performed to verify the
source. Whereas, in step 15, an unknown t-tag is assigned to
data/code received from sources about which there is no
information on trustworthiness. Such data can sometimes be
malicious data.

[0173] In addition, a confidentiality (c-tag) is assigned to
data/code and can range from secret to public. FIG. 1B
provides a flowchart illustration associated with the assign-
ment of various confidentiality tags (c-tags) to audit data/
code in order to analyze an attack, in accordance with an
embodiment of the disclosed system and method.

[0174] In particular, FIG. 1B shows that system assigns
the data/code a confidentiality tag (c-tags) in order to
analyze information stealing attacks and/or a cyber-attack.
Step 36 provides for assigning a c-tag of secret for data/code
that is indicative of highly sensitive information for
example, a login credential, private keys, or /etc/shadow. In
step 37, a c-tag of sensitive is assigned to data/code whose
disclosure can have a significant security impact, for
example, reveal vulnerabilities in the system, but that does
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not provide a direct way for an attacker to gain access to the
system. Next, in step 38, a c-tag of private is assigned to
data/code whose disclosure is a privacy concern and/or
indicative of loss that may not necessarily pose a direct
security threat. A c-tag of public is assigned in step 39 to data
that is widely available for example, on public web sites.
[0175] In certain embodiments, there are t-tags assigned
for code as well as data. In addition, code such as subjects
or processes can be assigned two t-tags: a code t-tag and
data-tag. The separation of t-tags for such subject or process
facilitates in the detection and/or speeds respective impact
and/or root-cause analysis by focusing on few root causes.
This separation of t-tags helps reduce the size of the recon-
structed scenario.

[0176] FIG. 1C provides a flowchart illustration overview
of implementation tag initialization policies, tag propagation
policies, and/or detection policies, as associated with tag and
policy-based attack detection component 5 in FIG. 1, in
accordance with an embodiment of the disclosed system and
method.

[0177] In step 130, the system separates between t-tags for
code and data, as described above. The system identifies if
the received information is data or code. The system assigns
a confidentiality tag which are associated only with data
(and not code). More particularly, a subject (for example, a
process) is assigned two t-tags: one that captures its code
trustworthiness (code t-tag) and another for its data trust-
worthiness (data t-tag) in step 133. Next, pre-existing
objects and subjects are assigned initial tags using tag
initialization policies in step 134. Objects representing
external entities, such as a remote network connection, also
need to be assigned initial tags in step 135. The rest of the
objects and subjects (for example not pre-existing objects
nor objects representing external entities) are created during
system execution, and their tags are determined using tag
propagation policies in step 136.

[0178] In step 136, such tag propagation policies (as
described hereinabove) can be used to override default tag
propagation semantics. Different tag propagation policies
can be defined for different groups of related event types, as
indicated for example in the “Tag trigger” column shown in
TABLE 1. Tag propagation policies can be used to prevent
“over-tainting” that can result from files such as .bash_
history that are repeatedly read and written by an application
each time it is invoked. Finally, attacks are detected using
behavior-based policies called detection policies in step 137.
Such attack detection policies are also further described in
connection with FIGS. 3A-3E hereinbelow.

[0179] The effect of a detection policy is to raise an alarm.
Whereas, for tag initialization and propagation policies, the
effect is to modify tag(s) associated with the object or
subject involved in the event. In order to provide a finer
degree of control over the order in which different types of
policies are checked, the system associates policies with
trigger points instead of events. In addition, trigger points
provide a level of indirection that enables sharing of policies
across distinct events that have a similar purpose. TABLE 1
indicates how the trigger points are currently defined in an
exemplary policy framework. The first column identifies
events, the second column specifies the direction of infor-
mation flow, and the last two columns define the trigger
points associated with these events.

[0180] A special event called define denotes audit records
that define a new object. This pseudo-event is assumed to
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have occurred when a new object is encountered for the first
time, e.g., establishment of a new network connection, the
first mention of a pre-existing file, creation of a new file, etc.

[0181] In this regard, when an event occurs, all detection
policies associated with its alarm trigger are executed.
Unless specifically configured, detection policies are
checked only when the tag of the target subject or object is
about to change. (“Target” refers to the destination of data
flow in an operation.) Following this, policies associated
with the event’s tag triggers are implemented in the order in
which they are specified. As soon as a matching rule is
identified, the tags specified by this rule are assigned to the
target of the event, and the remaining tag policies are not
evaluated.

[0182] It is noted that the starting points for the backward
analysis described further in FIGS. 4-4D, are the alarms
generated by the detection policies. In particular, each alarm
is related to one or more entities, which are marked as
suspect nodes in the graph. Backward search involves a
backward traversal of the graph to identity paths that con-
nect the suspect nodes to entry nodes. The direction of the
dependency edges is reversed in such a traversal and as
further described hereinbelow.

[0183] As described hereinabove, if no specific policy is
provided, then source(s) are tagged with unknown trustwor-
thiness in step 138 of FIG. 1C. Similarly, in the absence of
specific propagation policies, the default conservative
propagation policy is used in step 139.

[0184] FIG. 1E provides an overview illustration outlining
example provenance tags implemented in accordance with
certain aspects or embodiments of the disclosed system. A
trustworthiness (t-tag) as described hereinabove in FIG. 1A,
defines benign authentic data as data originating from
sources trusted to be benign and the authenticity of which
can be verified; benign data originating from sources
believed to be benign as opposed to unknown data originat-
ing from essentially a source with no good basis to trust or
an unknown source. A confidentiality (c-tag) is assigned as
described hereinabove in FIG. 1B, including those with
greater levels of confidentiality and/or sensitivity such as:
secret c-tag for highly sensitive information; sensitive c-tag
for data the disclosure of which would or can have signifi-
cant security impact; and private c-tag for information in
which a loss thereof may not necessarily pose a direct
security threat. Finally, a public c-tag is assigned to publicly
available information, for example, as found on public
websites. Further outlined in FIG. 1E is the separation of
code and data in the assignment of trustworthiness tags. In
certain aspects or embodiments, processes are essentially
assigned two t-tags: code t-tag and data t-tag. The separation
thereof aids in the detection of entry points or attacks, and
speeds analysis thereof by focusing on fewer root causes.

[0185] FIG. 1F provides an overview illustration of attack
detection using for example, the provenance tags of FIG. 1E,
as well as analysis of the focus on motive and/or means of
the attacker, in accordance with certain aspects or embodi-
ments of the disclosed system.

[0186] In particular when implementing the policy of the
disclosed system and method during the attack detection
component 5 of FIG. 1, part of the consideration of such
implemented policy (and/or customization thereof) is the
motive and/or means of the attacker as further described in
connection with FIGS. 1D and 1F.
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[0187] FIG. 1D provides a flowchart overview of attack
detection using provenance tags and the focus on motive
and/or means of the attacker in establishing policies for
attack detection that incorporate the attacker’s objectives
and means, in accordance with certain aspects or embodi-
ments of the disclosed system.

[0188] The disclosed system relies on application-inde-
pendent policies. Policies are developed by implementation
and analysis of provenance information computed from
audit data. In particular, an audit event is analyzed to
determine if it advances an attacker’s high-level objectives,
thereby providing a motive for the attack; while the prov-
enance derived from the entire audit history is used to
determine if the attacker had the means to influence this
event.

[0189] In particular, beginning with step 150 of FIG. 1D,
it is noted that policies are defined for attack detection that
incorporate the attacker’s objectives and/or means. Step 151
provides for an untrusted code execution (UE). This policy
triggers an alarm when a subject with a higher code t-tag
executes (or loads) an object with a lower t-tag. Customized
policies can be defined for interpreters such as bash so that
for example, reads are treated the same as loads.

[0190] In step 152, a suspicious modification (SM) by
subjects with lower code t-tag policy raises an alarm when
a subject with a lower code t-tag modifies an object with a
higher t-tag. Modification may pertain to the file content or
other attributes such as name, permissions, etc.

[0191] A confidential data leak alarm (DL) in step 153 is
raised when untrusted subjects exfiltrate sensitive data.
Specifically, this policy is triggered on network writes by
subjects with a sensitive c-tag and a code t-tag of unknown.
In step 154, a policy associated with preparation of untrusted
data for execution (UP) is triggered by an operation by a
subject with a code t-tag of unknown, provided this opera-
tion makes an object executable. Such operations include for
example, chmod and mprotect. Binary code injection attacks
on current OS(es) ultimately involve a call to change the
permission of a writable memory page so that it becomes
executable. It is noted that to the extent that such memory
permission change operations are included in the audit data,
this policy can spot them.

[0192] Hence, by focusing the detection techniques on the
high-level objectives of most attackers as outlined in over-
view FIGS. 1D and 1F, the system is able to combine
analysis and hence, reasoning about an attacker’s motive
and means. An event in the audit data can help the attacker
achieve his/her key high-level objectives, that would pro-
vide the motivation and justification for using that event in
an attack. But this has proven to be insufficient since the
attacker also needs the means to cause this event, or more
broadly, influence it. Note that the implementation of the
provenance tags in embodiments of the disclosed system and
method are also designed to capture means of the attacker.
Hence, for example, if a piece of data or code bears the
unknown t-tag, then it was derived from (and hence influ-
enced by) untrusted sources.

[0193] The disclosed system will analyze whether an act
advances the attacker’s high—level objections. The follow-
ing steps are typical such as 1) deploy and run the attacker
code on victim’s system; 2) replace or modify important
files such as for e.g., /etc/passwd or ssh keys; and/or 3)
ex-filtrate sensitive data, as outlined in FIG. 1F.
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[0194] While attacks with a transient effect may be able to
avoid the first two steps, most sophisticated attacks, such as
those used in APT campaigns, require the establishment of
a more permanent footprint on the victim system. In those
cases, there does not seem to be a way to avoid one or both
of the first two steps. Even in those cases where the
attacker’s goal could be achieved without establishing a
permanent base, the third step usually represents an essential
attacker goal. Based on the above reasoning, the disclosed
system defines the policies outlined in steps 150-154 of FIG.
1D for attack detection that incorporate the attacker’s objec-
tives and means in customization of such policies.

[0195] Furthermore as outlined in FIG. 1F, in addition to
focusing on the motive of the attacker and whether the act
advances the attacker’s high-level objections, in certain
embodiments, the system also determines the means of the
attacker. In certain aspects or embodiments, the disclosed
system further analyzes factors such as whether the attacker
can control the action. The system also determines whether
the process performing the action is trustworthy.

[0196] FIG. 2B provides a flowchart illustration of an
embodiment associated with propagating of tags from input
to output, including usage of objects and analysis of each
audited event in generating a final compact scenario graph
representation, in accordance with certain aspects or
embodiments of the disclosed system.

[0197] In step 170 the system generates a policy to propa-
gate tags from input to output. In certain embodiments, the
system commences with a built-in default policy for propa-
gating tags. This default policy may be changed, modified
and/or customized by the user or system to support specific
applications or specific-use scenario cases. In general, the
disclosed system and method is associated with implemen-
tation of one or more kinds of policies that are implemented
in various forms and/or components as shown in FIG. 1. For
example, as shown in FIG. 1, various policies can be
implemented initially in component 2 during dependence
graph construction in which initial tag assignments occur
(for example, using a default policy), customizable policies
component 4 (permitting customization) and during tag and
policy-based attack detection—component 5. The three poli-
cies shown in step 171 of FIG. 2B, include 1) initial tag
assignment; 2) tag propagation and/or 3) attack detection. In
step 172 pre-existing objects and subjects are assigned initial
tags using tag initialization policies. Objects representing
external entities such as remote network connections are
assigned initial tags in step 173. Remaining objects and
subjects are created during system execution in step 174.
Any tags for remaining objects and subjects are determined
using tag propagation policies in step 175. Next, attacks are
detected using behavior based policies for example, using
attack detection policies in step 176. If no specific policy is
assigned then sources are tagged with unknown trustwor-
thiness in step 177. Next, the system in step 178 assigns a
level of trustworthiness tag (t-tag) to code/data based on the
set policy (for example, benign, authentic, benign or
unknown). The system assigns a level of confidentiality tags
(c-tags) to code (for example, secret, sensitive, private or
public) in step 179. The system assigns a process or subject
using a delineation and/or separation using for example, up
to two tags in step 180 (code trustworthiness (code t-tag)
and/or data trustworthiness (data t-tag). Additional contem-
plated tags for assignment to respective processes and/or
subjects may be implemented in alternate embodiments. The
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system in certain embodiments analyzes and assigns a level
of trustworthiness by incrementing the n” audited event
counter in determination of whether the n” audited event has
likelihood of contributing to the attack in step 181. The
system will advance the counter for each audited event n+1
and repeat the steps until all audited events are analyzed and
respective tags are assigned to all objects and subjects in step
182.

[0198] In this regard, the system in certain embodiments
will perform a backward and/or forward analysis as
described in connection with FIGS. 4, 4A-4D and 5A-5C
further herein, in which entry points of an attack campaign
are identified and/or further assess the impact of a campaign,
beginning from one or more identified entry points (identi-
fied during backward analysis) and further identifying all the
possible effects dependent on such determined entry point,
during forward analysis. Forward analysis will implement a
threshold value d,, to exclude nodes that are “too far” from
any suspect nodes. The same cost metric used for backward
analysis may be implemented but further modified to con-
sider confidentiality. Some alarms are related to exfiltration
of confidential data, so the system would decide which edges
represent the flow of confidential that should be included in
the final compact scenario representation. Hence, following
such analysis the system would generate a final compact
scenario graph representation in step 183, in which nodes
most relevant to the detected attack using tag-based root-
cause and impact analysis (shown in component 6 of FIG. 1)
and based on the assigned tags to all relevant subjects and
objects associated with the received audited events during
backward and/or forward analysis (described in FIG. 4
hereinbelow). In certain embodiments, edges between nodes
with high confidentiality tags (e.g., secret) and nodes with
low code integrity tags (e.g., unknown process) or low data
integrity tags (e.g., unknown socket) are assigned a cost of
low or zero (0), while edges to nodes with benign tags are
assigned a high cost. The scenario graphs as described in
FIGS. 6-12, are generally the result of forward analysis and
provide a succinct view of the attack to facilitate analysis by
the cyber and/or security analyst.

[0199] The result of backward and/or forward analysis as
applied in step 183 results in a compact scenario graph
representation with the following characteristics. 1) Pruning
uninteresting nodes—the result of forward analysis may
include many dependencies that are not relevant for the
attack, e.g., subjects writing to cache and log files, or writing
to a temporary file and then removing it. These nodes may
appear in the results of the forward analysis, but no suspect
nodes depend on them, so they can be pruned; 2) Merging
entities with the same name—this simplification merges
subjects that have the same name, disregarding their process
ids and command-line arguments; and/or 3) Repeated event
filtering—this simplification merges into one, those events
that occur multiple times (e.g., multiple writes, multiple
reads) between the same entities. If there are interleaving
events, then two events are shown representing the first and
the last occurrence of an event between the two entities.
[0200] FIG. 2C provides a flowchart illustration of yet
another embodiment associated with the assignment of tags
using tag initialization policies, tags for other objects and
subjects using tag propagation policies and customization of
respective policy used in attack detection, in accordance
with certain aspects or embodiments of the disclosed sys-
tem.
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[0201] In step 185, the system assigns a level of trustwor-
thiness tag (t-tag) such as above-described benign authentic,
benign, unknown and/or other contemplated t-tag(s) associ-
ated with a level of trustworthiness. In addition, a level of
confidentiality tag (c-tag) is assigned for example, secret,
sensitive, private, public and/or other contemplated c-tag(s)
associated with a level of confidentiality. Next, at step 186,
the system further subdivides the trustworthiness tag for
subjects into two: 1) code trustworthiness (code-tag); and 2)
data trustworthiness (data t-tag). Other contemplated subdi-
visions associated with the type of trustworthiness for sub-
jects may be implemented and/or tags assigned. Next, three
types of policies are implemented in step 187, in particular
1) tag initialization; 2) tag propagation and/or 3) attack
detection policies as described hereinabove. Any pre-exist-
ing objects and subjects, as well as objects representing
external entities such as remote network connections, are
assigned initial tags using tag initialization policies in step
188. Remaining objects and subjects are created during
system execution in step 189. Tags for these objects and
subjects are determined using tag propagation policies in
step 189. With respect to tag propagation, the system begins
with a built-in default propagation policy in accordance with
an embodiment in step 190. This default policy may be
changed (and/or customized) to support or adapt to specific
applications or use cases. Next, in step 191 attacks are
detected using attack detection policies that take both the
tags and behavior aspects into account. For example, a
process loading an untrusted file (i.e. an object with t-tag of
“untrusted”) for execution is detected using an attack detec-
tion policy.

[0202] FIGS. 3A-3E provide exemplary reconstruction
scenario representations in graphical format, as associated
with attack detection policies (shown in component 5 of
FIG. 1) implemented in step-wise fashion for an attack, as
outlined in overview FIGS. 1D and 1F. Each of FIGS. 3A-3E
provide respective illustrations of reconstruction scenarios
representations organized in step-wise sequential fashion,
each in accordance with an embodiment of the disclosed
system and method. FIG. 3A, provides the IP address
(129.55.33.44:80) of an untrusted source shown in red
diamond 50. The yellow-orange color node 51 shows that
firefox browser was launched which stems from and/or was
read from a “red” untrusted location which was the IP
address shown in red diamond 50. FIG. 3B shows the next
level of attack detection with the addition of boxes 52 and
53. In particular, shown is red box 52, is the addition of SM,
since the address has been flagged by the system as a
suspicious modification (SM), and reads as SM:/home/bob.
bashrc in box 52. Essentially a subject with a lower code tag
modified a higher t-tag file, and hence, has been flagged or
triggered by the system as an SM, as part of the attack
detection policies component 5 of FIG. 1. The intruder has
written to the file, /home/bob.bashrc in step 53, which is
deemed by the system to be an untrusted file in box 52 since
read from an untrusted source, IP address listed in diamond
50. Once data is propagated from an untrusted source, the
system will flag a policy of a certain level.

[0203] Proceeding to FIG. 3C, new steps or nodes 54-59
are now included. Various processes for example, base 54,
sudo 55 and apt-get 56 are executed and in particular, apt-get
node 56 requires software to install. Sudo 57 commanded
the user to install new software apt-get 56. Node 58, cp
indicates a copy is generated. However, in red box shown 59
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with SM:/lib/crt1.0 flagged as suspicious modification, the
shown attack actually required attacker to obtain adminis-
trative privileges on the machine. The user can not complete
the next step until he/she obtains such administrative privi-
leges to the machine. The file, lib/crtl.0 would have to be
copied into a folder that only the administrator can achieve
and hence, would have to trick the system so that the user
obtains the administrative privileges thereto. A successful
attack shown in FIG. 3C. would hence permit the user to
obtain administrative privileges and gain access to the
system, etc.

[0204] FIG. 3D is the next in the sequence of the attack
scenario representation including steps or nodes 60-65. Step
60 (/home/alice/test.c) illustrates an innocent software
developer using reputable software, ALICE. Alice is a
software developer using source code to produce binary
code and implementing innocuous steps at nodes 60-63.
However, the attacker infects Alice at node 64 as shown in
yellow-orange (which is indicative of an untrusted source).
The Id shown at node 64 is used for applications during
compilation and produces a final binary code that runs. The
attacker code is now included in this test application that
Alice deploys as indicated by flag UP (untrusted execution
preparation) in the filed UP:/home/alice/test shown in red
box 65. It is noted that innocent user “BOB” comprises the
user machine at firefox node 51, with the attack shown as red
box node 52 SM:/home/bob/.bashrc with download of file
:/home/bob/bashre, as well as at red node 59 shown. With
respect to red box with SM:/lib/crt.o, it is noted that Bob
acquired administrative privileges to the machine—occur-
ring at process 1d node 64 at which point node 64 is infected
by node 59.

[0205] FIG. 3E is the final illustration in the sequence of
the attack scenario representations, including new steps or
nodes 66-68. Once node 61 bash seeks to execute a process,
an alarm is triggered for node 67, flagging it as UP or
“untrusted execution preparation” policy in which memory/
file objects with low data trustworthiness are made execut-
able. In addition the final diamond node 68 indicated in red
color includes a data leak (DL) policy designation in which
the untrusted subject, bob, writes confidential data to the
network.

[0206] The attacker’s goal shown in the scenario attack
representations of FIGS. 3A-3E, was to insert his/her mal-
ware into software distributed by a reputed vendor, for
example, ABC software. It is noted that no one will down-
load and run code from the attacker, or anyone that the user
does not trust much. However, users generally won’t think
twice about downloading a new version from a vendor that
they trust. The approach used in the example shown was to
replace a piece of code that is inserted into every binary by
the C-language compiler. Such a piece of code exists within
standard system folders. For the sake of concreteness, we
say it is called /lib/crtl.0.

[0207] The challenge is that it is easy for attackers to use
social engineering to get an ABC employee Bob to visit the
attacker’s web site. The system also assumes that the
attacker has an exploit that can compromise Bob’s web
browser at this point. Unfortunately, this is not enough since
the replacement of /lib/crtl .o requires admin access, but web
browsers are usually run only with user privileges.

[0208] Hence, the solution for the attacker becomes that
the attacker devise a two-step approach. In the first step, they
compromise the web browser, which causes it to run attack-
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er’s code shown in steps 52-59 and 65-68. This code now
modifies a user preference file called .bashrc in Bob’s home
folder in step 52.
[0209] Overwriting this file requires only user privileges,
so the attacker succeeds. In a sense, a payload has been
injected into this preference file that waits until such time
Bob acquires admin privileges in order to install new
software. At this point, this payload is triggered, and over-
writes /lib/crtl.o.
[0210] As described hereinabove, tag assignment and
propagation can be customized using policies. Policies as
shown in connection with FIGS. 3A-3E can be invoked at
trigger points, for example, object creation, removal, read,
write, load, execute, chmod, and chown. The assignment can
refer to subject, object and event attributes.
[0211] Tag initialization examples are provided below as:
[0212] init(o): match(o.name, “"IP:(10\.01127)") —
o.ttag = BENIGN_AUTH init(o): match(o.name, “"IP:
”) — o.ttag = UNKNOWN
[0213] Tag propagation generally include a default initial-
ization to propagate tags from input to output. However,
customized policies can be created in order to capture
exceptions during system implementation, for example to
upgrade a tag after a hash/signature verification.
[0214] Referring back to FIG. 1, component 6 of an
embodiment of the disclosed system and method includes
tag-based root-cause and impact analysis. Such analysis can
be accomplished by implementation of tag-based bi-direc-
tional analysis which in a preferred embodiment includes an
initial backward analysis followed by a forward analysis.
However, embodiments many cover alternate scenarios in
which backward analysis or forward analysis alone is con-
ducted or other variations thereof.
[0215] The general goal of backward analysis is to identify
the entry points of an attack campaign. Entry points are the
nodes in the graph with an in-degree of zero and are marked
untrusted. Typically they represent network connections, but
they can also be of other types, e.g., a file on a USB stick that
was plugged into the victim host.
[0216] The starting points for the backward analysis are
the alarms generated by the detection policies. In particular,
each alarm is related to one or more entities, which are
marked as suspect nodes in the graph. Backward search
involves a backward traversal of the graph to identify paths
that connect the suspect nodes to entry nodes. The direction
of the dependency edges is reversed in such a traversal and
in accordance with the description provided hereinbelow.
[0217] Backward searches can result in several significant
challenges described further hereinbelow.
[0218] Performance: The dependence graph can easily
contain hundreds of millions of edges. Alarms can easily
number in thousands. Running backward searches on such a
large graph is computationally expensive.
[0219] Multiple paths: Typically numerous entry points
are backward reachable from a suspect node. However, in
APT-style attacks, there is often just one real entry point.
Thus, a naive backward search can lead to a large number of
false positives.
[0220] The key insight behind the novel approach of the
disclosed system and method is that tags can be used to
address both challenges. In fact, tag computation and propa-
gation is already an implicit path computation, which can be
re-used. Furthermore, a tag value of unknown on a node
provides an important clue about the likelihood of that node
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being a potential part of an attack. In particular, if an
unknown tag exists for some node A, that means that there
exists at least a path from an untrusted entry node to node A.
Hence, node A is more likely to be part of an attack than
other neighbors with benign tags. Utilizing tags for the
backward search greatly reduces the search space by elimi-
nating many irrelevant nodes and sets the disclosed system
and method apart from other scenario reconstruction
approaches (citing Samuel T. King and Peter M Chen.
Backtracking intrusions; In SOSP. ACM, 2003; Kyu Hyung
Lee, Xiangyu Zhang, and Dongyan Xu. High accuracy
attack provenance via binary-based execution partition. In
NDSS, 2013).

[0221] Based on this insight, backward analysis is
designed as an instance of shortest path problem, where tags
are used to define edge costs. In effect, tags are able to
“guide” the search along relevant paths, and away from
unlikely paths. This factor enables the search to be com-
pleted without necessarily traversing the entire graph, thus
addressing the performance challenge recited hereinabove.
In addition, the shortest path formulation addresses the
multiple paths challenge by preferring the entry point closest
(as measured by path cost) to a suspect node.

[0222] In addition, in the determination of the shortest
path, Dijkstra’s algorithm is applied, as it discovers paths in
increasing order of cost. In particular, each step of this
algorithm adds a node to the shortest path tree, which
consists of the shortest paths computed thus far. This enables
the search to stop as soon as an entry point node is added to
the tree.

[0223] Dijkstra’s Shortest Path First algorithm, (SPF algo-
rithm) is an algorithm for finding the shortest paths between
nodes in a graph, which may represent, for example, road
networks.

[0224] The algorithm exists in many variants. Dijkstra’s
original algorithm found the shortest path between two
given nodes, but a more common variant fixes a single node
as the “source” node and finds shortest paths from the source
to all other nodes in the graph, producing a shortest-path
tree.

[0225] In particular, for a given source node in the graph,
the algorithm finds the shortest path between that node and
every other. It can also be used for finding the shortest paths
from a single node to a single destination node by stopping
the algorithm once the shortest path to the destination node
has been determined. For example, if the nodes of the graph
represent towns or cities and edge path costs represent
driving distances between pairs of respective towns or cities
connected by a direct road (for simplicity, ignore red lights,
stop signs, toll roads and other obstructions), Dijkstra’s
algorithm can be used to find the shortest route between one
city and all other cities. A widely used application of shortest
path algorithm is network routing protocols, most notably
IS-IS (Intermediate System to Intermediate System) and
Open Shortest Path First (OPSF). It is also employed as a
subroutine in other algorithms such as Johnson’s algorithm.

[0226] The Dijkstra algorithm uses labels that are positive
integers or real numbers, which are totally ordered. It can be
generalized to use any labels that are partially ordered,
provided the subsequent labels (a subsequent label is pro-
duced when traversing an edge) are monotonically non-
decreasing. This generalization is called the Generic Dijk-
stra shortest-path algorithm.
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[0227] First, the system will define the node at which the
analysis begins, as the initial node. Next, the distance of
node Y is defined as the distance from the initial node to Y.
Dijkstra’s algorithm will assign some initial distance values
and seeks to improve them step by step.

[0228] Second, the system next marks all nodes unvisited.
It next creates a set of all the unvisited nodes called the
unvisited set. It next will assign to every node a tentative
distance value: set it to zero for the initial node and to
infinity for all other nodes. Next, it will set the initial node
as current.

[0229] Third, for the current node, the system will con-
sider all of its unvisited neighbors and calculate their ten-
tative distances through the current node. Next, it will
compare the newly calculated tentative distance to the
current assigned value and assign the smaller one. For
example, if the current node A is marked with a distance of
6, and the edge connecting it with a neighbor B has length
2, then the distance to B through A will be 6+2=8. If B was
previously marked with a distance greater than 8, then
change it to 8. Otherwise, retain the current value.

[0230] Fourth, when the system has completed consider-
ing all of the unvisited neighbors of the current node, it
marks the current node as visited and removes it from the
unvisited set. A visited node will generally never be checked
again.

[0231] Fifth, if the destination node has been marked
visited (when planning a route between two specific nodes)
or if the smallest tentative distance among the nodes in the
unvisited set is infinity (when planning a complete traversal;
occurs when there is no connection between the initial node
and remaining unvisited nodes), then stop. The algorithm
has completed it shortest path analysis. Otherwise, the
system selects the unvisited node that is marked with the
smallest tentative distance, sets it as the new “current node”,
and returns back to process the third step provided herein-
above.

[0232] In certain aspects or embodiments, when planning
a route, it is actually not necessary to wait until the desti-
nation node is “visited” as above: the algorithm can stop
once the destination node has the smallest tentative distance
among all “unvisited” nodes (and thus could be selected as
the next “current”).

[0233] Cost-function design: In particular, the disclosed
system and method using Dijkstra’s shortest-path algorithm
(or a variant thereof in certain embodiments), assigns low
costs to edges representing dependencies on nodes with
unknown tags, and assigns higher costs to other edges.
Specifically, the costs are computed as follows in certain
aspects or embodiments:

[0234] 1) Edges that introduce a dependency from a node
with unknown code or data t-tag to a node with benign code
or data t-tag are assigned a cost of 0 (and/or low cost);
[0235] 2) Edges introducing a dependency from a node
with benign code and data t-tags are assigned a high cost;
and/or

[0236] 3) Edges introducing dependencies between nodes
already having an unknown tag are assigned a cost of 1.
[0237] The intuition behind the above-described analysis
is as follows. A benign subject or object immediately related
to an unknown subject/object represents the boundary
between the malicious and benign portions of the graph.
Therefore, they must be included in the search, thus the cost
of these edges is 0. Information flows among benign entities
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are not part of the attack, therefore we set their cost to very
high so that they are excluded from the search. Information
flows among untrusted nodes are likely part of an attack, so
we set their cost to a low value. They will be included in the
search result unless alternative paths consisting of fewer
edges are available and/or determined to be available at
some point during the analysis.

[0238] Therefore, in the determination of the shortest path,
Dijkstra’s algorithm is applied, in the backward analysis as
it discovers paths in increasing order of cost. As described
hereinabove, each step of this algorithm adds a node to the
shortest path tree, which consists of the shortest paths
computed thus far. This enables the search to stop as soon as
an entry point node is added to the tree. Furthermore, such
embodiment assigns low costs to edges representing depen-
dencies on nodes with unknown tags and higher costs to
other edges, for the reasons detailed hereinabove.

[0239] Even more particularly, during backward analysis,
the system aims to identify each entry point of an attack. An
entry point is a source (for example, a vertex with in-degree
zero). The starting points become suspect vertices marked
by the attack detectors of the disclosed system. Furthermore,
the system processes each node to find source vertices from
which a suspect vertex is reachable. The analysis can
become quite complex as multiple sources may be identified
by the system as a suspect vertex is reachable more multiple
sources. Multiple suspect nodes can be identified such that
many detectors can sound alarms or identify points of
concern during such attacks, and hence, numerous vertices
may appear suspicious when the system is reconstructing
such COTS audit data.

[0240] FIG. 4 provides a flowchart illustration of tag-
based bi-directional analysis used in generating a scenario
graph reconstruction of audit data, in accordance with cer-
tain aspects or embodiments of the disclosed system. In
particular, the tag-based bi-directional analysis process 70
shown in FIG. 4, begins with selection of forward or
backward analysis in step 71. The selection of backward
analysis in step 72 promulgates processing of at least 72-80
and in certain embodiments, forward analysis in steps 81-84
are next performed. Once backward analysis is selected in
step 71, the starting point for backward analysis is set by
alarms generated by attack detection policies in step 72.

[0241] In particular, in step 73 each alarm is related to one
or more entities, which are marked as suspect nodes in the
graph. A backward search involves a backward traversal of
the graph to identify paths that connect the suspect nodes to
entry nodes. The direction of the dependency edges 19 is
reversed in such a traversal and in accordance with the
below description. The edges 19 denote audit events (e.g.,
operations such as read, write, execute, and connect) and
generally connect nodes 18 (e.g., vertices or nodes represent
subjects (processes) and objects (files, sockets)).

[0242] The system next performs backward traversal of
the graph in step 74, during which tags are used to address
challenges. The dependence graph can easily contain hun-
dreds of millions of edges. Alarms can easily number in the
thousands and higher. Hence, running backward searches on
such a large graph is computationally expensive. Typically
numerous entry points are backward reachable from a sus-
pect node. However, in APT-style attacks, there is often just
one real entry point which the disclosed system is able to
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hone in on. Prior based back searches are naive and can lead
to a large number of false positives, which the currently
disclosed system eliminates.

[0243] Tags as described hereinabove are implemented to
avoid such issues with backward traversal. In fact, tag
computation and propagation is already an implicit path
computation, which can be reused. Furthermore, a tag value
of unknown on a node provides an important clue about the
likelihood of that node being a potential part of an attack. In
particular, if an unknown tag exists for some node A, that
means that there exists at least a path from an untrusted entry
node to node A, therefore node A is more likely to be part
of an attack than other neighbors with benign tags. Utilizing
tags as described hereinabove in example FIGS. 1A-1F for
the backward search, greatly reduces the search space by
eliminating many irrelevant nodes and sets the system apart
from other scenario reconstruction approaches.

[0244] In step 76, the system identifies paths that connect
suspect nodes to entry nodes. An entry node corresponds to
an incoming network connection, for example. The direction
of dependency is reversed during the backward search based
on the identified entry node(s) (for example the search starts
at node 67, tracing backward to node 50, which is the
suspect entry node shown in FIG. 4A).

[0245] The analysis is formulated in step 77 as a shortest
weighted path in the dependence graph from a suspect node
to any entry point node previously identified in steps 72-73.
Based on this insight, backward analysis is performed as an
instance of shortest path problem, where tags are used to
define edge costs. In effect, tags are able to “guide” the
search along relevant paths, and away from unlikely paths.
This factor enables the search to be completed without
necessarily traversing the entire graph, thus addressing the
performance challenge. In addition, the shortest path for-
mulation addresses the multiple paths challenge by prefer-
ring the entry point closest (as measured by path cost and/or
weight) to a suspect node.

[0246] In step 78 the weight of an edge is considered in
such analysis and is based on analysis of the tags of the two
nodes connected by an edge. Edges propagating unknown
code tags are given very low weight. While edges propa-
gating unknown data tags are given medium weight. Edges
propagating benign tags are given a high weight. In step 79,
once these custom edge weights are set, any standard
shortest weighted path algorithm on graphs can be imple-
mented. The current embodiment implements Dijkstra’s
algorithm due to factors such as simplicity, among others.
[0247] In particular, for the shortest weighted path, the
disclosed system implements Dijkstra’s algorithm, as it
discovers paths in increasing order of cost or weight. In
particular, each step of this algorithm adds a node to the
shortest path tree, which consists of the shortest paths
computed so far. This enables the search to stop as soon as
an entry point node is added to this tree.

[0248] If the shortest path is deemed unsatisfactory by the
analysis, the system enumerates the next shorter path and so
on, until the analyst is satisfied in step 80.

[0249] An example implementation of a backward analy-
sis is shown and described in connection with FIGS. 4A-4D
hereinbelow.

[0250] Referring back to FIG. 4, once forward analysis is
selected in step 71 (in certain embodiments, forward analy-
sis is selected following steps 72-80 of a backward analysis),
the system begins analysis at the entry point node and
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discovers or identifies all possible effects of such entry point
in step 81. The system uses the distance threshold value d,,
to exclude any nodes that are too distant from the entry_
point_node in step 82. The analyst may start with a small
value for the d,, and refine it successively if needed or
desired to achieves more refined results in step 83. In certain
embodiments, edges between nodes with high confidential-
ity tags (eg, secret) and nodes assigned low integrity tags
(eg. low code or low data) are assigned a cost value of low
cost.

[0251] The distance is defined using the same edge
weights as in the backward analysis (for example, as deter-
mined in step 78 of FIG. 4) but may be altered in certain
embodiments to incorporate confidentiality as shown in step
84. More particularly, in step 84, edge weights for forward
analysis are assigned using the same criteria as backward
analysis, in certain aspects as defined in step 78 of backward
analysis. For example the weight of an edge is based on the
tags of the two nodes connected by an edge. Edges propa-
gating unknown code tags are given low weight. Edges
propagating unknown data tags are given medium weight,
while edges propagating benign tags are given a high
weight. In certain embodiments, during forward analysis the
confidentiality further may change the weight. It is further
noted that in certain embodiments, edges to nodes with a
benign tag is assigned a high cost.

[0252] Inthis regard, it is noted that the way in which edge
weights are assigned is similar in forward and backward
analysis but there may be variations in some of the specifics
which differ. The weight of a path is defined in certain
aspects or embodiments, as the sum of the weights of the
edges in the path. The threshold value d , sets a limit on this
total weight—it can also be likened to a distance value, in
certain embodiments. Nodes in the graph that are farther
than d,, are omitted during the forward analysis. In other
words, the analysis starts from the entry node, and moves
forward up to the distance value, d,;,.

[0253] In step 85, the system during forward analysis will
generate a final compact scenario graph representation
including nodes most relevant to the detected attack using
tag-based root-cause and impact analysis, which is based on
the tags assigned to all relevant objects and subjects asso-
ciated with received audit events.

[0254] An example implementation of a forward analysis
is shown and described in greater detail herein below in
connection with FIGS. 5A-5C hereinbelow, following the
description of backward analysis in FIGS. 4A-4D.

[0255] FIGS. 4A-4D provide an overview illustration of
reconstruction of scenario representations in graphical for-
mat, specifically as associated with backward analysis tra-
versal implemented in step-wise fashion, as outlined in
flowchart illustration in FIG. 4. Each of FIGS. 4A-4D
provide respective illustrations of reconstruction scenarios
representations in step-wise sequential fashion, each in
accordance with an embodiment of the disclosed system and
method.

[0256] During backward analysis, the system prefers to
analyze shorter paths over longer ones and further favors
paths that avoid redundant edges. In addition, the system
prefers edges corresponding to flow of any untrusted code,
and to a lesser extent, any untrusted data. The system
preference encodes using a custom edge-weight function to
Dijkstra’s shortest path algorithm described hereinabove.
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[0257] Beginning with step 67, shown in red-filled ellipse
67, is the file UE:/home/alice test (flagged as policy UE:
untrusted execution preparation), the system starts the back-
ward analysis tracing backwards to the diamond 50 (outlined
in red color for untrusted source) which shows the IP address
129.55.44.80 of the untrusted source. Node 51 (outlined in
orange-yellow color) represents the launch of the Firefox
application from the untrusted source diamond 50 (or a
“red” location and/or “red” IP address). Similar to the
representation FIG. 3D, but shown with the addition of the
red arrow paths shown are red dotted paths between node(s)
51-56, 52-59 and 53-59 which are analyzed in step-wise
fashion during the backward analysis. The green nodes
60-63 shown with several alternate dotted green pathways
therebetween such nodes 60-63, represent benign/trusted
content which are considered higher cost edges and are
excluded from the search since not part of the attack. The
system considers any information flows among benign enti-
ties as not part of the attack, and therefore the system sets
their cost to very high so that they are excluded from the
search.

[0258] The system hence seeks to determine the shortest
path between node 67 and diamond node 50 which is shown
in red solid arrow lines in FIG. 4B, in particular between
nodes 57, 65, 64, 59, 58 and 53 (now shown with solid
colored red lines or circles). In certain aspects or embodi-
ments, the system sets the costs of any edges (e.g., opera-
tions such as read, write, execute, and connect) according to
a preference encoded using a custom edge-weight function
to Dijkstra’s shortest weight algorithm. In particular, the
weight of an edge is based on the tags of the two nodes
connected by such edge. Edges propagating unknown code
tags are assigned a very low weight. Edges propagating
unknown data tags are assigned a medium weight. Edges
propagating benign tags are assigned a high weight as
described hereinabove in steps 77-79 of FIG. 4.

[0259] FIG. 4C now shows a further solid colored red
arrows between node 51 and node 53. It is noted that nodes
67, 65,59, 58 and 53, which represent edges in the graphical
representation are analyzed in backwards fashion starting
with node 67 backwards in the time sequence of events, to
node 51, in order to track back the operations performed to
the source of the attack, IP address 129.55.44:80 at diamond
node 50.

[0260] FIG. 4D now shows a solid red-filled diamond 50
to highlight or flag the source of the IP address (i.e. 129.
55.33.44:80) of the attack in the platform-neutral graphical
representation that essential tracks the source backwards in
a backwards traversal beginning from node 67, 65, 64, 59,
58, 53, 51 and hence, the source diamond node 50, in the
example embodiment.

[0261] The goal of backward analysis is to identify the
entry points of an attack campaign (shown as node 50 in
FIG. 4D). Entry points are the nodes in the graph with an
in-degree of zero and are marked untrusted. Typically such
nodes represent network connections, but they can also be of
other types, e.g., a file on a USB stick that was plugged into
the victim host.

[0262] The starting points for the backward analysis are
based on the alarms generated by the detection policies. In
particular, each alarm is related to one or more entities,
which are marked as suspect nodes in the graph. The
backward search involves a backward traversal of the graph
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to identify paths that connect the suspect nodes to entry
nodes. The direction of the dependency edges is reversed in
such a traversal.

[0263] It is noted that generally, audit data from these
OS(es) is processed into a platform-neutral graph represen-
tation, where vertices represent subjects (processes) and
objects (files, sockets), and edges denote audit events (e.g.,
operations such as read, write, execute, and connect). This
graph (for example, as shown in FIG. 4D or FIGS. 6-12)
serves as the basis for attack detection as well as causality
analysis and scenario reconstruction.

[0264] FIGS. 5A-5C provide overview illustrations of
various reconstruction scenario representations in graphical
format, specifically as associated with forward analysis
traversal implemented in step-wise fashion, as outlined in
flowchart illustration in FIG. 4. In particular, each of FIGS.
5A-5C provide respective illustrations of reconstruction
scenarios representations implemented incrementally in
step-wise sequential formats, each in accordance with an
embodiment of the disclosed system and method.

[0265] The purpose of forward analysis is to assess the
impact of a campaign, by starting from an entry point and
discovering all the possible effects dependent on the entry
point. Similar to backward analysis, the main challenge is
the size of the graph. A naive approach would identify and
flag all subjects and objects reachable from the entry point(s)
identified by backward analysis. Unfortunately, such an
approach will result in an impact graph that is too large to
be useful to an analyst. For instance, in experimental imple-
mentations, a naive analysis produced impact graphs with
millions of edges, whereas implementation using an
embodiment of the disclosed refined algorithm reduces this
number by for example, 100x to 500x.

[0266] In certain aspects or embodiments, one approach
for reducing the size is to use a distance threshold d,, to
exclude nodes that are “too far” from the suspect nodes.
Threshold d,, can be interactively tuned by an analyst. The
system can use the same cost metric that was used for
backward analysis, but modified to consider confidentiality
aspects as well. Certain alarms are related to exfiltration of
confidential data so the system in such cases would also
consider which edges representing the flow of confidential
information should be included in the scenario. In particular
with respect to implementation of cost metric, edges
between nodes with high confidentiality tags (e.g., secret)
and nodes with low code integrity tags (e.g., unknown
process) or low data integrity tags (e.g., unknown socket) are
assigned a cost of 0, while edges to nodes with benign tags
are assigned a high cost.

[0267] As described in step 84 of FIG. 4, edge weights for
forward analysis are assigned using the same criteria as
backward analysis, in certain aspects as defined in step 78 of
backward analysis. For example the weight of an edge is
based on the tags of the two nodes connected by an edge.
Edges propagating unknown code tags are given low weight.
Edges propagating unknown data tags are given medium
weight, while edges propagating benign tags are given a
high weight. In certain embodiments, during forward analy-
sis the confidentiality further may change the weight. It is
further noted that in certain embodiments, edges to nodes
with a benign tag is assigned a high cost.

[0268] Referring to FIGS. 5A-5C, the goal of the disclosed
system and method is to identify attack impact in terms of
all objects/subjects affected by the attack. The system will
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generate a subgraph of the provenance graph that only
includes objects and subjects that are affected by the attack.
In certain embodiments, the starting point of the forward
analysis identified as the source (node 50), which is based on
and identified during the initial implementation of the back-
ward analysis described hereinabove in connection with
FIGS. 4A-4D.

[0269] The challenge is that straight-forward dependence
analysis may yield a graph with hundreds of thousands or
even millions of edges. Hence, the system will implement a
cost metric to actually prune off distant node, for example,
nodes that lie at a distance greater than d,;, (i.e. distance=d,;,).
In particular determine the initial point of entry of the
attacker using the backward analysis described in FIGS.
4A-4D, and then move forward to perform a forward analy-
sis to assess the impact of the campaign. Hence, the system
will use the cost metric to prune off distant nodes (i.e.
distance=d,;). The cost metrics favor edges with untrusted
code trustworthiness as their cost is set to zero (0) (i.e. cost
for untrusted code=0). Next to a lesser degree, edges with
untrusted data trustworthiness has a cost set to one (1) (i.e.
cost for untrusted code=1).

[0270] The system focuses the initial phase of the analysis
with the red dashed arrows shown in FIG. 5A between nodes
51-56 and nodes 54-58, beginning with identification of the
source of the attack, shown at node 50 as IP address
(129.55.33.44:80) at solid red-filled diamond node 50 and
then tracking to edges indicating instances of untrusted
code. It is noted that dotted pathways between red outlined
nodes 51-56 and nodes 54-58 become relevant and/or inter-
esting in the forward analysis as shown in FIG. 5B, and are
now shown as solid red lines (i.e. shown as solid red lines
between nodes 51-56 and nodes 54-58).

[0271] It is further noted that the system will prune off the
green nodes 60-63, as those are trusted and not relevant or
interesting since they are considered benign. The system will
define further simplifications on output such as prune nodes
lacking “interesting” descendants, merge “similar” entities
and remove any repetitions throughout.

[0272] The greater the distance, the less control the
attacker would have, hence the system finds distance as an
indication of how much influence the attacker has influence
or control on an attack. Hence, in FIG. 5C, the system has
pruned off green outlined nodes 61-63 as they represent
benign influence. It is further noted that the system will
prune off red outlined nodes 54-56 shown in FIG. 5B, as the
pathway represents a broken chain with respect to the
relevant portions of the attack. The result of forward analysis
may include many dependencies that are not relevant for the
attack, e.g., subjects writing to cache and log files, or writing
to a temporary file and then removing it. These nodes may
appear in the results of the forward analysis but no suspect
nodes depend on them, so they can be pruned (for example
nodes 54-56 in FIG. 5B).

[0273] While visually, the shortest path is not always the
shortest path because of cost metrics, the system considers
factors such as relevant based on influence or control on the
attack. In the shown embodiment, the pathway delineated by
nodes 54-59 are considered more relevant, as shown in FIG.
5C, and the pathway defined by nodes 54-56 are not relevant
and are hence, deleted or pruned from the final graphical
representation as shown in FIG. 5C.

[0274] As described in step 85 of FIG. 4, during forward
analysis the system will generate a final compact scenario
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graph representation that includes nodes most relevant to the
detected attack using root-cause and impact analysis based
on the assigned tags to all relevant objects and subjects (as
shown and described in connection with component 6 and 7
of FIG. 1).

[0275] As an example, if a path has 1000 edges, all such
edges if assigned a cost=0 will be included in the graphical
representation (as they likely represent some level of
untrusted code trustworthiness).

[0276] In certain aspects or embodiments of forward
analysis, during reconstruction and presentation, the system
will apply the following simplifications to the output of
forward analysis, in order to provide a more succinct view
of the attack into final compact form as described in step 85
of FIG. 4.

[0277] 1) Pruning uninteresting nodes: The result of for-
ward analysis may include many dependencies that are not
relevant for the attack, e.g., subjects writing to cache and log
files, or writing to a temporary file and then removing it.
These nodes may appear in the results of the forward
analysis but no suspect nodes depend on them, so they can
be pruned.

[0278] 2) Merging entities with the same name: This
simplification merges subjects that have the same name,
disregarding their process ids and command-line arguments.
[0279] 3) Repeated event filtering: This simplification
merges into one those events that happen multiple times
(e.g., multiple writes, multiple reads) between the same
entities. If there are interleaving events, then we show two
events representing the first and the last occurrence of an
event between the two entities.

[0280] FIGS. 6-12 each represent various implementa-
tions of different audit data sets that are processed by the
disclosed system and method, resulting in platform-neutral
graphical scenario representations. Specifically, vertices rep-
resent subjects (processes) and objects (files, sockets), and
edges denote audit events (e.g., operations such as read,
write, execute, and connect). Each of the graphs represen-
tations shown in FIGS. 6-12 serves as the basis for attack
detection as well as causality analysis and scenario recon-
struction. In addition, the events are labeled in sequence
number beginning with 1-45, and represent the sequence of
flow/steps in each of the FIGS. 6-12. In each of the graphs
shown in FIGS. 6-12, edge labels include the event name
and a sequence number that indicates the global order in
which that event was performed. Ovals, diamonds and
rectangles represent processes, sockets and files, respec-
tively.

[0281] FIG. 6 provides an illustration of a scenario graph
representation reconstructed from campaign F-3, in accor-
dance with an embodiment of the disclosed system and
method.

[0282] FIG. 7 provides an illustration of a scenario graph
representation reconstructed from campaign W-2, in accor-
dance with an embodiment of the disclosed system and
method.

[0283] FIG. 8 provides an illustration of a scenario graph
representation reconstructed from campaign -1, in accor-
dance with an embodiment of the disclosed system and
method.

[0284] FIG. 9 provides an illustration of a scenario graph
representation reconstructed from campaign F-1, in accor-
dance with an embodiment of the disclosed system and
method.
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[0285] FIG. 10 provides an illustration of a scenario graph
representation reconstructed from campaign F-2, in accor-
dance with an embodiment of the disclosed system and
method.

[0286] FIG. 11 provides an illustration of a scenario graph
representation reconstructed from campaign W-1, in accor-
dance with an embodiment of the disclosed system and
method.

[0287] FIG. 12 provides an illustration of a scenario graph
representation reconstructed from campaign 1.-3, in accor-
dance with an embodiment of the disclosed system and
method.

[0288] Further detail is provided hereinbelow with respect
to description provided for FIGS. 6-12, respectively.
[0289] Experimental evaluations were conducted with
implementation of the disclosed system and method. Most
components of the disclosed system and method, including
the graph model, policy engine, attack detection and some
parts of the forensic analysis are implemented in various
programming languages, for example, C++, and consist of
about 9.5 KLoC. The remaining components, including that
for reconstruction and presentation, are implemented for
example, in Python, and consist of 1.6 KLoC.

falling back to the data they collected from the built-in
auditing system of Linux. The FreeBSD team built their
capabilities over DTrace. Their data also corresponded to
roughly the same level as Linux audit logs. The Windows
team’s data was roughly at the level of Windows event logs.
All of the teams converted their data into a common repre-
sentation to facilitate analysis.

[0293] The “duration” column in TABLE 2 refers to the
length of time for which audit data was emitted from a host.
Note that this period covers both benign activities and attack
related activities on a host. The next several columns pro-
vide a breakdown of audit log events into different types of
operations. File open and close operations were not included
in W-1 and W-2 data sets. Note that “read” and “write”
columns include not only file reads/writes, but also network
reads and writes on Linux. However, on Windows, only file
reads and writes were reported. Operations to load libraries
were reported on Windows, but memory mapping operations
were not reported. On Linux and FreeBSD, there are no load
operations, but most of the mmap calls are related to loading.
Hence, the mmap count is considered a loose approximation
of the number of loads on these two OSes. The “Others”
column includes all the remaining audit operations, includ-

[0290] Data sets implemented in such experimental evalu- ing rename, link, rm, unlink, chmod, setuid, and so on. The
ations are summarized in TABLE 2 hereinbelow. last column in the table identifies the scenario graph con-
TABLE 2
Duration Connect + Clone + Close + Mmap/ Total # of Scenario
Dataset (hh-mm-ss)  Open Accept Read Write Exec Exit  Loadlib Others Events  Graph
W-1 06:22:42 N/A  22.14% 44.70%  5.12%  3.73%  3.88% 17.40% 3.02% 100K FIG. 11
W-2 19:43:46 N/A  17.40% 47.63%  803%  3.28%  3.26% 15.22% 5.17% 401K FIG. 7
L-1 07:59:26 37%  0.11% 18.01%  1.15%  0.92% 38.76% 3.97% 0.07% 2.68M  FIG. 8
L-2 79:06:39  39.58%  0.08% 12.19% 2%  0.83% 41.28% 3.79% 0.25%  385M = —
L-3 79:05:13  38.88%  0.04% 11.81%  2.35%  095% 40.98% 4.14% 0.84%  193M  FIG. 12
F-1 08:17:30  9.46%  0.40% 24.65% 40.86%  2.10% 12.55% 9.08% 0.89% 701K FIG. 9
F-2 78:56:48  11.78%  0.42%  16.60% 44.52%  2.10% 15.04% 8.54% 1.01% 5.86M  FIG. 10
F-3 79:04:54  11.31%  0.40% 19.46% 4571%  1.64% 1430% 6.16% 1.03% 5.68M  FIG. 6
Benign  329:11:40  11.68%  0.71% 26.22% 30.03%  0.63% 15.42% 14.32% 0.99%  32.83M N/A
[0291] In particular, TABLE 2 summarizes the datasets structed by the disclosed system for each campaign. Due to

used in the evaluations, in particular, the dataset used for
each campaign with duration, distribution of different sys-
tem calls and total number of events. The first eight rows of
TABLE 2 correspond to attack campaigns carried out by a
red team as part of the DARPA Transparent Computing (TC)
program. This set spans a period of 358 hours, and contains
about 73 million events. The last row corresponds to benign
data collected over a period of 3 to 5 days across four Linux
servers in the research laboratory.

[0292] Various attack data sets were collected on Windows
(W-1 and W-2), Linux (L-1 through [.-3) and FreeBSD (F-1
through F-3) by three research teams that are also part of the
DARPA TC program. The goal of these research teams is to
provide fine-grained provenance information that goes far
beyond what is found in typical audit data. However, at the
time of the evaluation, these advanced features had not been
implemented in the Windows and FreeBSD data sets. Linux
data set did incorporate finer-granularity provenance (using
the unit abstraction developed in Kyu Hyung Lee, Xiangyu
Zhang, and Dongyan Xu. High accuracy attack provenance
via binary-based execution partition. In NDSS, 2013). How-
ever, the implementation was not mature enough to provide
consistent results in these tests. For this reason, any fine-
grained provenance included in their dataset was omitted,

space limitations, scenario graphs for campaign [.-2 were
omitted.

[0294] The attack scenarios in the evaluation were set-up
as follows. Five of the campaigns (i.e., W-2, L-2, [.3, F-2,
and F3) ran in parallel for 4 days, while the remaining three
(W-1, L-1, and F-1) were run in parallel for 2 days. During
each campaign, the red team carried out a series of attacks
on the target hosts. The campaigns are aimed at achieving
varying adversarial objectives, which include dropping and
execution of an executable, gathering intelligence about a
target host, backdoor injection, privilege escalation, and data
exfiltration.

[0295] Being an adversarial engagement, there was no
prior knowledge of the attacks planned by the red team. The
only information available was the broad range of attacker
objectives described hereinabove. It is worth noting that,
while the red team was carrying out attacks on the target
hosts, benign background activities were also being carried
out on the hosts. These included activities such as browsing
and downloading files, reading and writing emails, docu-
ment processing, etc. On average, more than 99.9% of the
events corresponded to benign activity. Hence, the disclosed
system and method had to automatically detect and recon-
struct the attacks from a set of events including both benign
and malicious activities.
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[0296] The results were presented in comparison with the
ground truth data released by the red team. Before the
release of ground truth data, a report of the system’s findings
were provided to the red team. The findings reported
matched the findings submitted to the red team. A summary
of the detection and reconstruction results is provided in a
tabular form in TABLE 3 hereinbelow. First presented are
reconstructed scenarios for selected datasets before proceed-
ing to a discussion of these summary results.

[0297] Selected Reconstruction Results:

[0298] Regarding the 8 attack scenarios successfully
reconstructed by the disclosed system and method during
evaluations, in particular, discussed hereinbelow are cam-
paigns W-2 (Windows) and F-3 (FreeBSD) as shown in
FIGS. 6 and 7, with description about the remaining 6 attack
scenarios being provided in greater detail hereinbelow (with
respect to FIGS. 8-12).

[0299] In order to simplify tracking activity in the scenario
graph, a narrative is provided that explains how the attack
un-folded. This narrative requires manual interpretation of
the graph, but the graph generation itself is automated. In the
exemplary scenario graphs shown in FIGS. 6-12, edge or
audit event labels include the event name and a sequence
number that indicates the global order in which that event
was performed (and shown in numerical sequence values
ranging from edge or audit event 1-45 for each graph, as
applicable to indicate the sequence of respective actions). It
is noted that these values 1-45 are not directed to any labels
1-45 as used in remaining figures throughout. It is noted that
ovals, diamonds and rectangles represent processes, sockets
and files, respectively in scenario graphs shown in FIGS.
6-12.

[0300] Campaign W-2: In particular with respect to FIG.
7, illustrated is the scenario graph reconstructed from cam-
paign W-2 by the disclosed system and method based on
system received Windows audit data, in accordance with an
embodiment. The sequences provided as edge or audit event
numbers 1-33 represent the global order of actions during
the attack. Although the actual attack campaign lasted half
an hour, the host was running benign background activities
for 20 hours. These background activities corresponded to
more than 99.8% of the events in the corresponding audit
log.

[0301] Entry: The initial entry point for the attack is
Firefox (near sequence 1), which is compromised on visiting
the web server 129.55.12.167 (shown at audit event 10).
[0302] Backdoor insertion: Once the Firefox application is
compromised, a malicious program called dropper is down-
loaded and executed (sequences 2-4). Dropper seems to
provide a remote interactive shell, connecting to ports 443
and then 4430 on the attack host (at audit event 10 and 29
respectively), and executing received commands using cmd.
exe.

[0303] Intelligence gathering: Dropper then invokes cmd.
exe multiple times, using it to perform various data gather-
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ing tasks. The programs whoami, hostname and netstat are
being used as stand-ins for these data gathering applications.
The collected data is written to
C:\Users\User1\Documents\Thumbs\thumbit\test\thumbs.
db.

[0304] Data exfiltration: The collected intelligence is next
exfiltrated to IP Address 129.55.12.51:9418 using git (at
sequence 27).

[0305] Clean-up: Dropper downloads a batch file called
burnout.bat. This file contains commands to clean up the
attack footprint, which are executed by cmd.exe (see audit
event or edges 11, 12, 31-33).

[0306] Campaign F-3. In particular with respect to FIG. 6,
illustrated is the scenario graph reconstructed from cam-
paign F-3 by the disclosed system and method based on
system received Windows audit data, in accordance with an
embodiment. The sequences provided as edge/sequence
numbers 1-45 represent the global order of actions during
the attack.

[0307] In particular, under the command of an attacker
who uses stolen ssh credentials, sshd forks a bash process.
Note that though there is no direct evidence from the audit
data about the stolen ssh credentials. Because of the subse-
quent events (scp) from this shell, it can be concluded this
is a sign of an attacker that uses stolen ssh credentials.

[0308] Dropbear next starts a shell process, which
executes a series of commands 1s, bash, uname, ps, all of
which write to a file /usr/home/user/procstats. Finally, drop-
bear starts a bash process, which uses scp to download a file
called /usr/home/user/archiver (i.e. audit event 41), and
executes that file. The resulting process, called archiver (i.e.
audit event 43), reads the file/usr/home/user/procstats (i.e.
audit event 44), which contains the data output earlier, and
exfiltrates this information to 128.55.12.167:2525 (i.e. audit
event 45).

[0309] Summary: The above-described graphs shown in
FIGS. 6-7 were constructed automatically by the system
from audit data. They demonstrate how the disclosed system
enables an analyst to obtain compact yet complete attack
scenarios from even just hours of audit data. The disclosed
system is able to hone in on the attack activity with greater
precision and particularity, even when the attack activity is
hidden among benign data that is at least three orders of
magnitude larger.

[0310] Overall Effectiveness: In order to assess the effec-
tiveness of the system in capturing essential stages of an
APT, shown in TABLE 3, are correlated portions of attack
scenarios constructed by the disclosed system with APT
stages documented in postmortem reports of notable APT
campaigns (e.g., the MANDIANT report—Exposing One of
China’s Cyber Espionage Units. hups://www.fireeye.com/
content/dam/fireeye-www/).

TABLE 3
Intelligence Backdoor Privilege Data
Dataset  Drop & Load  Gathering  Insertion Escalation Exfiltration Cleanup
W-1 v v v v
W-2 v v v v v
L-1 v v v v v
L-2 v v v v v v
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TABLE 3-continued
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Intelligence Backdoor Privilege Data
Dataset  Drop & Load  Gathering  Insertion Escalation Exfiltration Cleanup
L-3 v v v v v 4
F-1 v 4
F-2 v v v 4
F-3 v v 4
[0311] TABLE 3 hereinabove provides in tabular format [0316] In addition to the missed entities shown in TABLE

the system results with respect to a typical APT campaign.
In particular, out of the 8 attack scenarios, the system
uncovered the drop & load activity. In all the scenarios, the
disclosed system captured concrete evidence of data exfil-
tration, a key stage in an APT campaign. In 7 of the
exemplary scenarios, commands used by the attacker to
gather information about the target host were captured by the
disclosed system.

[0312] Another distinctive aspect of an APT is the injec-
tion of backdoors to targets and their use for C&C and data
exfiltration. In this regard, 6 of the 8 scenarios reconstructed
by the disclosed system involve backdoor injection. Clean-
ing the attack footprint is a common element of an APT
campaign. In experiments, in 5 of the 8 scenarios, the
disclosed system uncovered attack cleanup activities, e.g.,
removing dropped executables and data files created during
the attack.

4, the red team reported that a few other attacks and entities
were missed. Some of these were in data sets that were not
examined. In particular, campaign W-2 (as shown in FIG. 7)
was run multiple times, and the data set(s) were examined
from only one instance of it. Also, there was a third attack
campaign W-3 on Windows, but the team producing Win-
dows data sets had difficulties during W-3 that caused the
attack activities not to be recorded, so that data set is omitted
from the results in TABLE 7. Similarly, the team responsible
for producing Linux data sets experienced some issues
during campaign [.-3 that caused some attack activities not
to be recorded. In order to account for these anomalies,
TABLE 4 counts only the subset of key entities whose
names are present in the [.-3 data set that was provided.

[0317] According to the ground truth provided by the red
team, the disclosed system incorrectly identified 21 entities
in F-1 (scenarios graph shown in FIG. 9) that were not part

[0313] TABLE 4 provided hereinbelow illustrates a sum- of an attack. Subsequent investigation showed that the
mary of attack scenario reconstruction. auditing system had not been shutdown at the end of the F-1
TABLE 4
Correctly Incorrectly

Entry  Programs Exit  Identified Identified  Missed
Dataset  Entities Executed Key Files Points Entities Entities Entities
W-1 2 8 7 3 20 0 0
W-2 2 8 4 4 18 0 0
L-1 2 10 7 2 20 0 1
L-2 2 20 11 4 37 0 0
L-3 1 6 6 5 18 0 0
F-1 4 13 9 2 13 0 1
F-2 2 10 7 3 22 0 0
F-3 4 14 7 1 26 0 0
Total 19 89 58 24 174 0 2
[0314] In particular, TABLE 4 shows another way of campaign, and all of these false positives correspond to

breaking down the attack scenario reconstruction results,
counting the number of key files, network connections, and
programs involved in the attack. Specifically, the system
counts the number of attack entry entities (including the
entry points and the processes that communicate with those
entry points), attack-related program executions, key files
that were generated and used during the campaign, and the
number of exit points used for exfiltration (e.g., network
sockets). This data was compared with the ground truth,
which was made available after the results were obtained.
The last two columns show the incorrectly reported and
missed entities, respectively.

[0315] The two missed entities were the result of the fact
that there was no effort made in advance in cataloging
sensitive data files and device files. As a result, these entities
were filtered out during the forward analysis and simplifi-
cation steps. Once the system marked the two files correctly,
they were no longer filtered out, and all of the key entities
were able to be identified.

testing/administration steps carried out after the end of the
engagement, when the auditing system should not have been
running.

[0318] False Alarms in a Benign Environment: In order to
study the system’s performance in a benign environment,
audit data was collected from four Ubuntu Linux servers
over a period of 3 to 5 days. One of these is a mail server,
another is a web server, and a third is an NFS/SSH/SVN
server. The focus of the evaluation was on software updates
and upgrades during this period, since these updates can
download code from the network, thereby raising the pos-
sibility of untrusted code execution alarms. There were four
security updates (including kernel updates) performed over
this period. In addition, on a fourth server, data was collected
when a software upgrade was performed, resulting in
changes to 110 packages. Several thousand binary and script
files were updated during this period, and the audit logs
contained over 30M events. All of this information is
summarized in TABLE 5 provided hereinbelow.
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TABLE 5
Binary
Log Size # of Duration Packages Files
Dataset on Disk Events  hh:mm:ss Updated Written
Server 1 1.1G 2.17TM 00:13:06 110 1.8K
Server 2 2.7G 4.67M  105:08:22 4 4.2K
Server 3 12G 20.9M 104:36:43 4 4.3K
Server 4 3.2G 5.09M  119:13:29 4 4.3K
[0319] In particular, TABLE 5 hereinabove provides an

illustration in tabular format of false alarms in a benign
environment with software upgrades and updates. No alerts
were triggered during this period. As noted in the foregoing
description, policies should be configured to permit software
updates and upgrades using standard means approved in an
enterprise. For Ubuntu Linux, one policy rule for this was
implemented: when dpkg was executed by apt-commands,
or by unattended-upgrades, the process is not downgraded
even when reading from files with untrusted labels. This is
because both apt and unattended-upgrades verify and
authenticate the hash on the downloaded packages, and only
after these verifications do they invoke dpkg to extract the
contents and write to various directories containing binaries
and libraries. Because of this policy, all of the 10K +files
downloaded were marked benign. As a result of this, no
alarms were generated from their execution by the disclosed
system.

[0320] Runtime and Memory Use: TABLE 6 hereinbelow
shows in tabular format the runtime and memory used by the
disclosed system for analyzing various scenarios.

TABLE 6
Duration Memory Runtime

Dataset (hh:mm:ss) Usage Time Speed-up
W-1 06:22:42 3 MB 1.19 s 19.3K
W-2 19:43:46 10 MB 213 s 333K
‘W-Mean 6.5 MB 26.3K
L-1 07:59:26 26 MB 8.71 s 33K
L-2 79:06:39 329 MB 114.14 s 25K
L-3 79:05:13 175 MB 74.14 s 39K
L-Mean 177 MB 3.2K

F-1 08:17:30 8 MB 1.86 s 16K
F-2 78:56:48 84 MB 14.02 s 20.2K
F-3 79:04:54 95 MB 1575 s 18.1K
F-Mean 62.3 MB 18.1K

[0321] In particular, TABLE 6 shows memory use and

runtime values for scenario reconstruction. The measure-
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ments were made on a Ubuntu 16.04 server with 2.8 GHz
AMD Opteron 62xx processor and 48 GB main memory.
Only a single core of a single processor was used. The first
column shows the campaign name, while the second shows
the total duration of the data set. The third column shows the
memory used for the dependence graph. As described in
connection with main memory dependency graph in the
foregoing, a main memory representation is generated that is
more compact and/or refined. This compact representation
enables the disclosed system to store data spanning very
long periods of time. As an example, consider campaign [.-2,
whose data was the most dense. The disclosed system used
approximately 329 MB to store 38.5 M events spanning
about 3.5 days. Across all data sets, the disclosed system
required about 8 bytes of memory per event on the larger
data sets, and about 20 bytes per event on the smaller data
sets.

[0322] The fourth column of TABLE 6, shows the total run
time, including the times for consuming the dataset, con-
structing the dependence graph, detecting attacks, and
reconstructing the scenario. This time was measured after
the engagement when all the data sets were available.
During the engagement, the disclosed system was consum-
ing the data as they were being produced. Although the data
typically covers a duration of several hours to a few days, the
analysis itself is very fast as compared to prior systems,
taking just seconds to a couple of minutes. Because of the
system’s implementation of novel tags, most information
required for the analysis is locally available. This is the
principal reason for the performance levels that the system
achieves.

[0323] The “speed-up” column in TABLE 6, illustrates the
performance benefits of the disclosed system. It can be
thought of as the number of simultaneous data streams that
can be handled by the system, if CPU use was the only
constraint. In summary, the disclosed system is able to
consume and analyze audit COTS data from several OSes in
real time, while retaining a small memory footprint.
[0324] Benefit of split tags for code and data: As described
in the foregoing, the system maintains two trustworthiness
tags for each subject, one corresponding to its code, and
another corresponding to its data. By prioritizing detection
and forward analysis on code trustworthiness, the system
minimizes vast numbers of alarms, while greatly decreasing
the size of forward analysis output.

[0325] TABLE 7 hereinbelow shows the difference
between the number of alarms generated by the exemplary
four detection policies with single trustworthiness tag and
with the split trustworthiness (code and integrity) tags. Note
that the split reduces the alarms by a factor of 100 to over
1000 in some cases.

Untrusted
execution

TABLE 7
Modification by Preparation of untrusted Confidential
low code t-tag subject data for execution data leak

Single t-tag  Split t-tags Single t-tags Split t-tags

Single t-tag  Split t-tags

Dataset  Single t-tag Split t-tags
W-1 21 3
W-2 44 2
L-1 60 2
L-2 1.5K 5
L-3 695 5
Average Reduction 45.39x

1.2K 3 0 0 6.1K 11
3.7K 108 0 0 20.2K 18
53 5 1 1 19 6
19.5K 1 280 8 122K 159
26.1K 2 270 0 62.1K 53K
517x 6.24x 112x
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[0326] In particular, TABLE 7 provides reduction in
(false) alarms by maintaining separate code and data trust-
worthiness tags. The average reduction shows the average
factor of reduction obtained for alarms generation when
using split trustworthiness tag over single trustworthiness
tag.

TABLE 8
Initial Final Reduction Factor
# of # of Single Split SYSTEM
Dataset Events Events  t-tag t-tag Simplif. Total
W-1 100K 51 4.4x 1394x 1.4x 1951x
W-2 401K 28 3.6x 552x 26x% 14352x
L-1 2.68M 36 8.9x 15931x 4.7x 74875%
L-2 38.5M 130 7.3x 2971x 100x 297100x
L-3 19.3M 45 7.6% 1208x 356x 430048%
F-1 701K 45 2.3x 376x 41x 15416x
F-2 5.86M 39 1.9x 689x 218x 150202x
F-3 5.68M 45 6.7x 740x 170x 125800x
Average Reduction 4.68x 1305% 41.8x 54517x

[0327] TABLE 8 hereinabove provides a comparison of
selectivity achieved using forward analysis with single trust-
worthiness tags, forward analysis with split code and data
trustworthiness tags, and finally simplifications.

[0328] In particular, TABLE 8 shows the improvement
achieved in forward analysis as a result of this split. In
particular, the increased selectivity reported in column 5 of
this table comes from splitting the tag. Note that often, there
is a 100x to 1000x reduction in the size of the graph.

[0329] Analysis Selectivity:

[0330] TABLE 8 further shows the data reduction pipeline
of the analyses in the disclosed system. The second column
shows the number of original events in each campaign.
These events include all the events in the system (benign and
malicious) over several days with an overwhelming majority
having a benign nature, unrelated to the attack. The third
column shows the final number of events that go into the
attack scenario graph. The fourth column shows the reduc-
tion factor when a naive forward analysis with single
trustworthiness tag (single t-tag) is used from the entry
points identified by the backward analysis. Note that the
graph size is very large in most cases. The fifth column
shows the reduction factor using the forward analysis of the
disclosed system (for example shown in FIG. 4)—which is
based on split (code and data) trustworthiness tags. As can
be seen from the table, the disclosed system achieved two to
three orders of magnitude reduction with respect to single
t-tag based analysis.

[0331] The output of forward analysis is then fed into the
simplification engine. The sixth column shows the reduction
factor achieved by the simplifications over the output of the
forward analysis. The last column shows the overall reduc-
tion we get over original events using split (code and data)
trustworthiness tags and performing the simplification.

[0332] Overall, the combined effect of all of these steps is
very substantial: data sets consisting of tens of millions of
edges are reduced into graphs with perhaps a hundred edges,
representing five orders of magnitude reduction in the case
of L-2 and L-3 data sets, and four orders of magnitude
reduction on other data.

Feb. 20, 2020

[0333] Description of Additional Attacks During Evalua-
tion:
[0334] Scenario graphs are provided that reconstruct

attack campaigns that weren’t discussed in the foregoing.
Specifically, attacks L[-1, F-1, F-2, W-1, and L[-3 are
described in greater detail hereinbelow (as shown in FIGS.
8-12).

[0335] Attack L-1. In this attack (as shown in FIG. 8),
firefox is exploited to drop and execute via a shell the file
mozillanightly. The process mozillanightly first downloads
and executes morzillaautoup, then starts a shell, which
spawns several other processes (referring to audit events
and/or nodes sequence number 1-33). Next, the information
gathered in file netrecon.log is exfiltrated and the file
removed.

[0336] Attack F-1. In this attack (as shown in FIG. 9), the
nginx server is exploited to drop and execute via shell the
file dropper. Upon execution, the dropper process forks a
shell that spawns several processes (referring to audit events
and/or nodes sequence number 1-45), which write to a file
and reads and writes to sensitive files. In addition, dropper
communicates with the IP of the attacker. We report in the
figure the graph related to the restoration and administration
carried out after the engagement, as discussed in Section 6.5.
[0337] Attack F-2. The start of this attack (as shown in
FIG. 10) is similar to F-1. However, upon execution, the
dropper process downloads three files named recon, sysman,
and mailman. Later, these files are executed and used which
are used to exfiltrate data gathered from the system (refer-
ring to audit events and/or nodes sequence number 1-39).
[0338] Attack W-1. In this attack (as shown in FIG. 11),
firefox is exploited twice to drop and execute a file mozil-
lanightly. The first mozillanightly process downloads and
executes the file photosnap.exe, which takes a screenshot of
the victim’s screen and saves it to a png file. Subsequently,
the jpeg file is exfiltrated by mozillanightly. The second
mozillanightly process downloads and executes two files: 1)
burnout.bat, which is read, and later used to issue commands
to cmd.exe to gather data about the system; 2) mnsend.exe,
which is executed by cmd.exe to exfiltrate the data gathered
previously (referring to audit events and/or nodes sequence
number 1-51).

[0339] Attack L-3. In this attack (as shown in FIG. 12), the
file dropbearL. INUX .tar is downloaded and extracted. Next,
the program dropbearkey is executed to create three keys,
which are read by a program dropbear, which subsequently
performs exfiltration (referring to audit events and/or nodes
sequence number 1-45).

[0340] Related Work:

[0341] In the following description, the disclosed system
is compared with efforts from academia and open source
industry tools. Comparison to proprietary products from the
industry was not performed as there is scarce technical
documentation available for an in-depth comparison.
[0342] Provenance tracking and Forensics Several logging
and provenance tracking systems have been built to monitor
the activities of a system and build provenance graphs.
Among these, Backtracker is one of the first works that used
dependence graphs to trace back to the root causes of
intrusions [citing Samuel T King and Peter M Chen. Back-
tracking intrusions. In SOSP. ACM, 2003; Samuel T King,
Zhuoqing Morley Mao, Dominic G Lucchetti, and Peter M
Chen. Enriching intrusion alerts through multi-host causal-
ity. In NDSS, 2005]. These graphs are built by correlating
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events collected by a logging system and by determining the
causality among system entities, to help in forensic analysis
after an attack is detected.

[0343] The disclosed system improves on the techniques
of Backtracker in two important ways. First, Backtracker
was intended to operate in a forensic setting, whereas the
analysis and data representation techniques of the disclosed
system are designed towards real-time detection. Setting
aside hardware comparisons, Backtracker took 3 hours for
analyzing audit data from a 24-hour period, whereas the
disclosed system was able to process 358 hours of logs in a
little less than 3 minutes. Secondly, Backtracker relies on
alarms generated by external tools, therefore its forensic
search and pruning cannot leverage the reasons that gener-
ated those alarms. In contrast, the currently disclosed analy-
sis procedures leverage the results from the principled
tag-based detection methods and therefore are inherently
more precise. For example, if an attack deliberately writes
into a well-known log file, Backtracker’s search heuristics
may remove the log file from the final graph, whereas the
tag-based analysis will prevent that node from being pruned
away.

[0344] In a similar spirit, BEEP [citing Kyu Hyung Lee,
Xiangyu Zhang, and Dongyan Xu. High accuracy attack
provenance via binary-based execution partition. In NDSS,
2013] and its evolution Pro-Tracer [citing Shiqing Ma,
Xiangyu Zhang, and Dongyan Xu. ProTracer: Towards
practical provenance tracing by alternating between logging
and tainting. In NDSS, 2016] build dependence graphs that
are used for forensic analysis.

[0345] In contrast, the disclosed system and method builds
dependence graphs for real-time detection from which sce-
nario sub-graphs are extracted during a forensic analysis.
The forensic analysis of BEEP and Pro-Tracer ensures more
precision than Backtracker by heuristically dividing the
execution of the program into execution units, where each
unit represents one iteration of the main loop in the program.
The instrumentation required to produce units is not always
automated, making the scalability of their approach a chal-
lenge and inefficient. Whereas, the disclosed system can
make use of the additional precision afforded by BEEP in
real-time detection, when such information is or becomes
available.

[0346] While the majority of the aforementioned systems
operate at the system call level, several other systems track
information flows at finer granularities. Such systems typi-
cally instrument applications (for example, using Pin [35])
to track information flows through a program. Such fine-
grained tainting can provide much more precise provenance
information, but at the cost of higher overhead. Whereas the
disclosed approach can take advantage of finer granularity
provenance, when available, to further improve accuracy.
[0347] Attack Detection: A number of recent research
efforts on attack detection/prevention focus on “inline”
techniques that are incorporated into the protected system,
e.g., address space randomization, control-flow integrity,
taint-based defenses and so on. Offline intrusion detection
using logs has also been studied for a much longer period.
In particular, host-based IDS using system-call monitoring
and/or audit logs has been investigated by numerous
research efforts.

[0348] Host-based intrusion detection techniques mainly
fall into three categories: (1) misuse-based, which rely on
specifications of bad behaviors associated with known
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attacks; (2) anomaly-based, which rely on learning a model
of'benign behavior and detecting deviations from this behav-
ior; and (3) specification-based, which rely on specifications
(or policies) specified by an analyst/expert. The main draw-
back of misuse-based techniques is that the signature-based
approach is not amenable to detection of previously unseen
attacks. Anomaly detection techniques avoid this drawback,
but their false positives rates deter widespread deployment.
Specification/policy-based techniques can reduce these false
positives, but would require application-specific policies
that are time-consuming to develop and/or rely on expert
knowledge. Unlike these approaches, the disclosed system
relies on application-independent policies. Policies are
developed by implementation and analysis of provenance
information computed from audit data. In particular, an audit
event is analyzed to determine if it advances an attacker’s
high-level objectives, thereby providing a motive for the
attack; while the provenance derived from the entire audit
history is used to determine if the attacker had the means to
influence this event.

[0349] Information Flow Control (IFC): IFC techniques
assign security labels and propagate them in a manner
similar to the disclosed tags. Early works, such as Bell-
LaPadula and Biba, relied on strict policies. These strict
policies impact usability and hence have not found favor
among contemporary OSes. Although IFC is available in
SELinux, it is not often used, as users prefer its access
control framework based on domain-and-type enforcement.
While most above works centralize IFC, decentralized IFC
(DIFC) techniques emphasize the ability of principals to
define and create new labels. This flexibility comes with the
cost of nontrivial changes to application and/or OS code.

[0350] Although the tags are conceptually similar to those
in IFC systems, the central research challenges faced in
these systems are very different from the disclosed system
and method. In particular, the focus of IFC systems is
enforcement and prevention. A challenge for IFC enforce-
ment is that their policies tend to break applications. Thus,
most recent efforts in this regard focus on refinement and
relaxation of policies so that compatibility can be preserved
without weakening security. In contrast, neither enforcement
nor compatibility pose challenges in the current setting. On
the other hand, IFC systems do not need to address the
question of what occurs when policies are violated. Yet, this
is the central challenge that is faced: how to distinguish
attacks from the vast number of normal activities on the
system; and more importantly, once attacks do take place,
how to tease apart attack actions from the vast amounts of
audit data.

[0351] Alert Correlation Network IDSs often produce
myriad alerts. Alert correlation analyzes relationships
among alerts, to help users deal with the deluge. The main
approaches, often used together, are to cluster similar alerts,
prioritize alerts, and identify causal relationships between
alerts. Furthermore, they require manually supplied expert
knowledge about dependencies between alert types (e.g.,
consequences for each network IDS alert type) to identify
causal relationships. In contrast, the current system is not
directed to clustering/statistical techniques to aggregate
alerts. Instead, the goals of the current system are to use
provenance tracking to determine causal relationships
between different alarms to reconstruct the attack scenario,
and to do so without relying on (application-dependent)
expert knowledge.
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[0352] Hence, the current system and method is associated
with real-time detection of attacks and attack reconstruction
from COTS audit logs. In certain aspects or embodiments,
the disclosed system implements a main memory graph data
model and a rich tag-based policy frame-work that make its
analysis both efficient and precise. The disclosed system and
method was evaluated on large datasets from 3 major OSes
under attack by an independent red team, efficiently recon-
structing all the attacks with very few errors.

[0353] FIG. 13 is a block diagram of an embodiment of a
machine in the form of a computing system 100, within
which a set of instructions 102 is stored, that when executed,
causes the machine to perform any one or more of the
methodologies disclosed herein. In certain embodiments, the
machine operates as a standalone device. In certain embodi-
ments, the machine may be connected (e.g., using a net-
work) to other machines. In a networked implementation,
the machine may operate in the capacity of a server or a
client user machine in a server-client user network environ-
ment. In alternative embodiments, the machine operates as
a standalone device and/or may be connected (e.g., net-
worked) to other machines. In a networked deployment, the
machine may operate in the capacity of either a server or a
client machine in server-client network environments, or it
may act as a peer machine in peer-to-peer (or distributed)
network environments. The machine may comprise a server
computer, a client user computer, a personal computer (PC),
a tablet PC, a personal digital assistant (PDA), a cellular
telephone, a mobile device, a palmtop computer, a laptop
computer, a desktop computer, a communication device, a
personal trusted device, a web appliance, a network router,
a switch or bridge, or any machine capable of executing a set
of instructions (sequential or otherwise) that specify actions
to be taken by that machine. The machine may be an
onboard vehicle system, wearable device, a hybrid tablet, a
mobile telephone, or any machine capable of executing
instructions (sequential or otherwise) that specify actions to
be taken by that machine. Further, while only a single
machine is illustrated, the term “machine” shall also be
taken to include any collection of machines that individually
or jointly execute a set (or multiple sets) of instructions to
perform any one or more of the methodologies discussed
herein. Similarly, the term “processor-based system” shall
be taken to include any set of one or more machines that are
controlled by or operated by a processor (e.g., a computer)
to individually or jointly execute instructions to perform any
one or more of the methodologies discussed herein.

[0354] The computing system 100 may include a process-
ing device(s) 104 (such as a central processing unit (CPU),
a graphics processing unit (GPU), or both), processor cores,
compute node, an engine, etc., program memory device(s)
106, and data memory device(s) 108, including a main
memory and/or a static memory, which communicate with
each other via a bus 110. The computing system 100 may
further include display device(s) 112 (e.g., liquid crystals
display (LCD), a flat panel, a solid state display, or a cathode
ray tube (CRT)). The computing system 100 may further
include an alphanumeric input device 114, a user interface
(UI) navigation device (eg. mouse). In certain embodiments,
a video display unit , input device and Ul navigation device
(and/or other control devices) may be incorporated into a
touch screen display. The computing system 100 may
include input device(s) 114 (e.g., a keyboard), cursor control
device(s) 116 (e.g., a mouse), disk drive unit(s) 118, signal
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generation device(s) 119 (e.g., a speaker or remote control),
and network interface device(s) 124.

[0355] The computer system 100 may additionally include
a storage device 118 (e.g., a drive unit), a signal generation
device 119 (e.g., a speaker), a real-time attack scenario
reconstruction device 127 (for e.g., cyber-attack audit data
analytics processor, module, engine, application, microcon-
troller and/or microprocessor), a network interface device
124, and one or more sensors (not shown), such as a global
positioning system (GPS) sensor, compass, accelerometer,
or other sensor (for e.g., touch or haptic-based sensor).
[0356] The disk drive unit(s) 118 may include machine-
readable medium(s) 120, on which is stored one or more sets
of instructions 102 (e.g., software) embodying any one or
more of the methodologies or functions disclosed herein,
including those methods illustrated herein. The instructions
102 may also reside, completely or at least partially, within
the program memory device(s) 106, the data memory device
(s) 108, main memory, static memory and/or within the
processor, microprocessor, and/or processing device(s) 104
during execution thereof by the computing system 100. The
program memory device(s) 106, main memory, static
memory and/or the processing device(s) 104 may also
constitute machine-readable media. Dedicated hardware
implementations, not limited to application specific inte-
grated circuits, programmable logic arrays, and other hard-
ware devices can likewise be constructed to implement the
methods described herein. Applications that may include the
apparatus and systems of various embodiments broadly
include a variety of electronic and computer systems. Some
embodiments implement functions in two or more specific
interconnected hardware modules or devices with related
control and data signals communicated between and through
the modules, or as portions of an application-specific inte-
grated circuit. Thus, the example system is applicable to
software, firmware, and hardware implementations.

[0357] In accordance with various embodiments of the
present disclosure, the methods described herein are
intended for operation as software programs running on a
computer processor. Furthermore, software implementations
can include, but not limited to, distributed processing or
component/object distributed processing, parallel process-
ing, or virtual machine processing can also be constructed to
implement the methods described herein.

[0358] The present embodiment contemplates a machine-
readable medium or computer-readable medium 120 con-
taining instructions 102, or that which receives and executes
instructions 102 from a propagated signal so that a device
connected to a network environment 122 can send or receive
voice, video or data, and to communicate over the network
122 using the instructions 102. The instructions 102 may
further be transmitted or received over a network 122 via the
network interface device(s) 124. The machine-readable
medium may also contain a data structure for storing data
useful in providing a functional relationship between the
data and a machine or computer in an illustrative embodi-
ment of the disclosed systems and methods.

[0359] While the machine-readable medium 120 is shown
in an example embodiment to be a single medium, the term
“machine-readable medium” should be taken to include a
single medium or multiple media (e.g., a centralized or
distributed database, and/or associated caches and servers)
that store the one or more sets of instructions. The term
“machine-readable medium” shall also be taken to include
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any medium that is capable of storing, encoding, or carrying
a set of instructions for execution by the machine and that
cause the machine to perform any one or more of the
methodologies of the present embodiment or that is capable
of' storing, encoding or carrying data structures utilized by or
associated with such instructions.

[0360] The term “machine-readable medium” shall
accordingly be taken to include, but not be limited to:
solid-state memories such as a memory card or other pack-
age that houses one or more read-only (non-volatile) memo-
ries, random access memories, or other re-writable (volatile)
memories; magneto-optical or optical medium such as a disk
or tape; and/or a digital file attachment to e-mail or other
self-contained information archive or set of archives is
considered a distribution medium equivalent to a tangible
storage medium. Accordingly, the embodiment is considered
to include any one or more of a tangible machine-readable
medium or a tangible distribution medium, as listed herein
and including art-recognized equivalents and successor
media, in which the software implementations herein are
stored. The term “machine-readable medium” shall accord-
ingly be taken to include, but not be limited to, solid-state
memories, and optical and magnetic media.

[0361] Specific examples of machine-readable media
include non-volatile memory, including but not limited to,
by way of example, semiconductor memory devices (e.g.,
electrically programmable read-only memory (EPROM),
electrically erasable programmable read-only memory (EE-
PROM)) and flash memory devices; magnetic disks such as
internal hard disks and removable disks; magneto-optical
disks; and CD-ROM and DVD-ROM disks.

[0362] The instructions 102 may further be transmitted or
received over a communications network 122 using a trans-
mission medium via the network interface device 124 uti-
lizing any one of a number of well-known transfer protocols
(e.g., HTTP). Examples of communication networks include
a local area network (LAN), a wide area network (WAN),
the Internet, mobile telephone networks, plain old telephone
(POTS) networks, and wireless data networks (e.g., Wi-Fi,
3G. and 4G LTE/LTE-A or WiMAX networks). Other com-
munications mediums include, IEEE 802.11 (including any
IEEE 802.11 revisions), Cellular technology (such as GSM,
CDMA, UMTS, EV-DO, WiMAX, or LTE), and/or Zigbee,
Wi-Fi, Bluetooth or Ethernet, among other possibilities. The
term “transmission medium” shall be taken to include any
intangible medium that is capable of storing, encoding, or
carrying instructions for execution by the machine, and
includes digital or analog communications signals or other
intangible medium to facilitate communication of such
software.

[0363] Although the present specification describes com-
ponents and functions implemented in the embodiments
with reference to particular standards and protocols, the
disclosed embodiment are not limited to such standards and
protocols.

[0364] The above-described methods for the disclosed
real-time attack scenario reconstruction system and method
including data analytics, may be implemented on a com-
puter, using well-known computer processors, memory
units, storage devices, computer software, and other com-
ponents.

[0365] In order to provide additional context for various
aspects of the subject invention, FIG. 13 and the following
discussion are intended to provide a brief, general descrip-
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tion of a suitable computing environment 100 in which the
various aspects of the invention can be implemented. While
the disclosure has been described above in the general
context of computer-executable instructions that may run on
one or more computers, those skilled in the art will recog-
nize that the invention also can be implemented in combi-
nation with other program modules and/or as a combination
of hardware and software.

[0366] Generally, program modules include routines, pro-
grams, components, data structures, etc., that perform par-
ticular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the
inventive methods can be practiced with other computer
system configurations, including single-processor or multi-
processor computer systems, minicomputers, mainframe
computers, as well as personal computers, hand-held com-
puting devices, microprocessor-based or programmable con-
sumer electronics, and the like, each of which can be
operatively coupled to one or more associated devices. The
illustrated aspects of the invention may also be practiced in
distributed computing environments where certain tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed com-
puting environment, program modules can be located in
both local and remote memory storage devices. A computer
typically includes a variety of computer-readable media.
Computer-readable media can be any available media that
can be accessed by the computer and includes both volatile
and nonvolatile media, removable and non-removable
media. By way of example, and not limitation, computer-
readable media can comprise computer storage media and
communication media. Computer storage media includes
both volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for storage
of information such as computer-readable instructions, data
structures, program modules or other data. Computer storage
media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, digital video disk (DVD) or other optical disk stor-
age, magnetic cassettes, magnetic tape, magnetic disk stor-
age or other magnetic storage devices, or any other medium
which can be used to store the desired information and
which can be accessed by the computer. Communication
media typically embodies computer-readable instructions,
data structures, program modules or other data in a modu-
lated data signal such as a carrier wave or other transport
mechanism, and includes any information delivery media.
The term “modulated data signal” means a signal that has
one or more of its characteristics set or changed in such a
manner as to encode information in the signal. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired con-
nection, and wireless media such as acoustic, RF, infrared
and other wireless media. Combinations of the any of the
above should also be included within the scope of computer-
readable media.

[0367] With reference now to FIGS. 14-15, exemplary
diagrams of data processing environments are provided in
which illustrative embodiments of the disclosure may be
implemented. It should be appreciated that FIGS. 14-15 are
only exemplary and are not intended to assert or imply any
limitation with regard to the environments in which aspects
or embodiments of the disclosed subject matter may be
implemented. Many modifications to the depicted environ-
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ments may be made without departing from the spirit and
scope of the present invention.

[0368] FIG. 14 depicts a block diagram representation of
an exemplary distributed data processing system in which
aspects of the illustrative embodiments may be imple-
mented. Distributed data processing system 200 may include
a network of computers in which aspects of the illustrative
embodiments may be implemented. The distributed data
processing system 200 contains at least one network 202,
which is the medium used to provide communication links
between various devices and computers connected together
within distributed data processing system 200. The network
202 may include connections, such as wire, wireless com-
munication links, or fiber optic cables.

[0369] In the depicted example, server 204 and server 206
are connected to network 202 along with storage unit 208.
In addition, clients 210, 212, and 214 are also connected to
network 202. These clients 210, 212, and 214 may be, for
example, personal computers, network computers, or the
like. In the depicted example, server 204 provides data, such
as boot files, operating system images, and applications to
clients 210, 212, and 214. Clients 210, 212, and 214 are
clients to server 204 in the depicted example. Distributed
data processing system 200 may include additional servers,
clients, and other devices not shown.

[0370] In the depicted example, distributed data process-
ing system 200 is the Internet with network 202 representing
a worldwide collection of networks and gateways that use
the Transmission Control Protocol/Internet Protocol (TCP/
1P) suite of protocols to communicate with one another. At
the heart of the Internet is a backbone of high-speed data
communication lines between major nodes or host comput-
ers, consisting of thousands of commercial, governmental,
educational and other computer systems that route data and
messages. Of course, the distributed data processing system
200 may also be implemented to include a number of
different types of networks, such as for example, an intranet,
a local area network (LAN), a wide area network (WAN), or
the like. As provide above, FIG. 14 is intended as an
example, not as an architectural limitation for different
embodiments of the disclosed subject matter, and therefore,
the particular elements shown in FIG. 14 should not be
considered limiting with regard to the environments in
which the illustrative embodiments of the present invention
may be implemented.

[0371] With reference now to FIG. 15, a block diagram of
an exemplary data processing system is shown in which
aspects of the illustrative embodiments may be imple-
mented. Data processing system 300 is an example of a
computer, such as client 210 in FIG. 14, in which computer
usable code or instructions implementing the processes for
illustrative embodiments of the disclosure may be located.
[0372] More particularly, with reference FIG. 15, shown is
a block diagram of a data processing system in which
illustrative embodiments may be implemented. Data pro-
cessing system 300 is an example of a computer, such as
server 204 or client 210 in FIG. 14, in which computer-
usable program code or instructions implementing the pro-
cesses may be located for the illustrative embodiments. In
this illustrative example, data processing system 300
includes communications fabric 302, which provides com-
munications between processor unit 304, memory 306,
persistent storage 308, communications unit 310, input/
output (I/O) unit 312, and display 314.

Feb. 20, 2020

[0373] Processor unit 304 serves to execute instructions
for software that may be loaded into memory 306. Processor
unit 304 may be a set of one or more processors or may be
a multi-processor core, depending on the particular imple-
mentation. Further, processor unit 304 may be implemented
using one or more heterogeneous processor systems in
which a main processor is present with secondary processors
on a single chip. As another illustrative example, processor
unit 304 may be a symmetric multi-processor (SMP) system
containing multiple processors of the same type.

[0374] Memory 306 and persistent storage 308 are
examples of storage devices. A storage device is any piece
of hardware that is capable of storing information either on
a temporary basis and/or a permanent basis. Memory 306, in
these examples, may be, for example, a random access
memory or any other suitable volatile or non-volatile storage
device. Persistent storage 308 may take various forms
depending on the particular implementation. For example,
persistent storage 308 may contain one or more components
or devices. For example, persistent storage 308 may be a
hard drive, a flash memory, a rewritable optical disk, a
rewritable magnetic tape, or some combination of the above.
The media used by persistent storage 308 also may be
removable. For example, a removable hard drive may be
used for persistent storage 308.

[0375] Communications unit 310, in these examples, pro-
vides for communications with other data processing sys-
tems or devices. In these examples, communications unit
310 is a network interface card. Communications unit 310
may provide communications through the use of either or
both physical and wireless communications links.

[0376] Input/output unit 312 allows for input and output of
data with other devices that may be connected to data
processing system 300. For example, input/output unit 312
may provide a connection for user input through a keyboard
and mouse. Further, input/output unit 312 may send output
to a printer. Display 314 provides a mechanism to display
information to a user.

[0377] Instructions for the operating system and applica-
tions or programs are located on persistent storage 308.
These instructions may be loaded into memory 306 for
execution by processor unit 304. The processes of the
different embodiments may be performed by processor unit
304 using computer implemented instructions, which may
be located in a memory, such as memory 306. These
instructions are referred to as program code, computer-
usable program code, or computer-readable program code
that may be read and executed by a processor in processor
unit 304. The program code in the different embodiments
may be embodied on different physical or tangible com-
puter-readable media, such as memory 306 or persistent
storage 308.

[0378] Program code 316 is located in a functional form
on computer-readable media 318 that is selectively remov-
able and may be loaded onto or transferred to data process-
ing system 300 for execution by processor unit 304. Program
code 316 and computer-readable media 318 form computer
program product 320 in these examples. In one example,
computer-readable media 318 may be in a tangible form,
such as, for example, an optical or magnetic disc that is
inserted or placed into a drive or other device that is part of
persistent storage 308 for transfer onto a storage device,
such as a hard drive that is part of persistent storage 308. In
a tangible form, computer-readable media 318 also may take
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the form of a persistent storage, such as a hard drive, a thumb
drive, or a flash memory that is connected to data processing
system 200. The tangible form of computer-readable media
318 is also referred to as computer-recordable storage
media. In some instances, computer-recordable media 318
may not be removable.

[0379] Alternatively, program code 316 may be trans-
ferred to data processing system 300 from computer-read-
able media 318 through a communications link to commu-
nications unit 310 and/or through a connection to input/
output unit 312. The communications link and/or the
connection may be physical or wireless in the illustrative
examples. The computer-readable media also may take the
form of non-tangible media, such as communications links
or wireless transmissions containing the program code. The
different components illustrated for data processing system
300 are not meant to provide architectural limitations to the
manner in which different embodiments may be imple-
mented. The different illustrative embodiments may be
implemented in a data processing system including compo-
nents in addition to or in place of those illustrated for data
processing system 300. Other components shown in FIG. 15
can be varied from the illustrative examples shown. As one
example, a storage device in data processing system 300 is
any hardware apparatus that may store data. Memory 306,
persistent storage 308, and computer-readable media 318 are
examples of storage devices in a tangible form.

[0380] In another example, a bus system may be used to
implement communications fabric 302 and may be com-
prised of one or more buses, such as a system bus or an
input/output bus. Of course, the bus system may be imple-
mented using any suitable type of architecture that provides
for a transfer of data between different components or
devices attached to the bus system. Additionally, a commu-
nications unit may include one or more devices used to
transmit and receive data, such as a modem or a network
adapter. Further, a memory may be, for example, memory
306 or a cache such as found in an interface and memory
controller hub that may be present in communications fabric
302.

[0381] Computer program code for carrying out opera-
tions of the present invention may be written in any com-
bination of one or more programming languages, including
an object-oriented programming language such as Java®,
Smalltalk, C++ or the like, and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer, or entirely on the remote computer or server. In
the latter scenario, the remote computer may be connected
to the user’s computer through any type of network, includ-
ing a local area network (LAN) or a wide area network
(WAN), or the connection may be made to an external
computer (for example, through the Internet using an Inter-
net Service Provider).

[0382] Those of ordinary skill in the art will appreciate
that the hardware in FIGS. 14-15 may vary depending on the
implementation. Other internal hardware or peripheral
devices, such as flash memory, equivalent non-volatile
memory, or optical disk drives and the like, may be used in
addition to or in place of the hardware depicted in FIGS.
14-15. Also, the processes of the illustrative embodiments
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may be applied to a multiprocessor data processing system,
other than the SMP system mentioned previously, without
departing from the spirit and scope of the disclosed subject
matter.

[0383] As will be seen, the techniques described herein
may operate in conjunction within the standard client-server
paradigm such as illustrated in FIG. 14 in which client
machines communicate with an Internet-accessible Web-
based portal executing on a set of one or more machines.
End users operate Internet-connectable devices (e.g., desk-
top computers, notebook computers, Internet-enabled
mobile devices, or the like) that are capable of accessing and
interacting with the portal. Typically, each client or server
machine is a data processing system such as illustrated in
FIG. 15 comprising hardware and software, and these enti-
ties communicate with one another over a network, such as
the Internet, an intranet, an extranet, a private network, or
any other communications medium or link. A data process-
ing system typically includes one or more processors, an
operating system, one or more applications, and one or more
utilities. The applications on the data processing system
provide native support for Web services including, without
limitation, support for HTTP, SOAP, XML, WSDL, UDDI,
and WSFL, among others. Information regarding SOAP,
WSDL, UDDI and WSFL is available from the World Wide
Web Consortium (W3C), which is responsible for develop-
ing and maintaining these standards; further information
regarding HTTP and XML is available from Internet Engi-
neering Task Force (IETF). Familiarity with these standards
is presumed.

[0384] FIG. 16 illustrates a system block diagram of an
example computing operating environment, where various
embodiments of the disclosed system and method may be
implemented.

[0385] FIG. 16 and the below description are intended to
provide a brief, general description of a suitable computing
environment in which embodiments may be implemented.
With reference to FIG. 16, a block diagram of an example
computing operating environment for an application accord-
ing to embodiments is illustrated, such as computing device
400. In a basic configuration, computing device 400 may
include at least one processing unit 402 and system memory
404. Computing device 400 may also include a plurality of
processing units that cooperate in executing programs.
Depending on the exact configuration and type of computing
device, the system memory 404 may be volatile (such as
RAM), non-volatile (such as ROM, flash memory, etc.) or
some combination of the two. System memory 404 typically
includes an operating system 405 suitable for controlling the
operation of the platform, such as the Windows® and
Windows Phone® operating systems from Microsoft Cor-
poration, Apple® IPhone, Android based or other contem-
plated operating systems. The system memory 404 may also
include one or more software applications such as program
modules 406, real-time attack scenario reconstruction appli-
cation, module and/or engine 422, and audit data analytics
engine 424.

[0386] A real-time attack scenario reconstruction applica-
tion, module and/or engine 422 may detect a gesture inter-
acting with a displayed visualization. A real-time attack
scenario data and/or audit data analytics engine 424 of the
application may determine the respective tags and/or poli-
cies for respective attack detection and/or creation of a final
compact scenario graph representation that is based on
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root-cause and impact analysis using assigned tags to all
relevant audited events. The disclosed system and method
provides for effective realt-time detection of attacks and
attack reconstruction from COTS audit logs on an enterprise
host. The real-time cyber-attack/event scenario reconstruc-
tion application and/or engine 422 may execute one or more
operations associated with detection, analysis, and recon-
struction of audited events during an attack and generates a
real-time cyber-attack scenario representation. The resulting
representation assists an analyst by providing a refined
graphical representation that permits the analyst to hone in
on the source of the cyber-attack, and provides a respective
mapping of all relevant events, etc. In certain aspects or
embodiments, the system and method uses a main memory
graph data model and a rich tag-based policy framework that
renders its analysis both efficient, precise and targeted. The
efficient, tag-based techniques for attack detection and
reconstruction, include source identification and impact
analysis. Related methods that reveal the big picture of such
attacks by construction of compact, visual graphs of attack
steps are implemented. This basic configuration is illustrated
in FIG. 16 by those components within dashed line 408.

[0387] Computing device 400 may have additional fea-
tures or functionality. For example, the computing device
400 may also include additional data storage devices (re-
movable and/or non-removable) such as, for example, mag-
netic disks, optical disks, or tape. Such additional storage is
illustrated in FIG. 24 by removable storage 409 and non-
removable storage 410. Computer readable storage media
may include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information, such as computer readable
instructions, data structures, program modules, or other data.
Computer readable storage media is a computer readable
memory device. System memory 404, removable storage
409 and non-removable storage 410 are all examples of
computer readable storage media. Computer readable stor-
age media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium which
can be used to store the desired information and which can
be accessed by computing device 400. Any such computer
readable storage media may be part of computing device
400.

[0388] Computing device 400 may also comprise input
device(s) 412 such as keyboard, mouse, pen, voice input
device, touch input device, and comparable input devices.
Output device(s) 414 such as a display, speakers, printer, and
other types of output devices may also be included. These
devices are well known in the art and need not be discussed
at length here.

[0389] Computing device 400 may also contain commu-
nication connections 416 that allow the device to commu-
nicate with other devices 418, such as over a wireless
network in a distributed computing environment, a satellite
link, a cellular link, and comparable mechanisms. Other
devices 418 may include computer device(s) that execute
communication applications, storage servers, and compa-
rable devices. Communication connection(s) 416 is one
example of communication media. Communication media
can include therein computer readable instructions, data
structures, program modules, or other data in a modulated
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data signal, such as a carrier wave or other transport mecha-
nism, and includes any information delivery media. The
term “modulated data signal” means a signal that has one or
more of its characteristics set or changed in such a manner
as to encode information in the signal. By way of example,
and not limitation, communication media includes wired
media such as a wired network or direct-wired connection,
and wireless media such as acoustic, RF, infrared and other
wireless media.

[0390] Example embodiments also include methods.
These methods can be implemented in any number of ways,
including the structures described in this document. One
such way is by machine operations, of devices of the type
described in this document.

[0391] Another optional way is for one or more of the
individual operations of the methods to be performed in
conjunction with one or more human analytics experts
and/or other operators performing same. These human
operators need not be co-located with each other, but each
can be only with a machine that performs a portion of the
program.

[0392] The foregoing Detailed Description is to be under-
stood as being in every respect illustrative and exemplary,
but not restrictive, and the scope of the invention disclosed
herein is not to be determined from the Detailed Description,
but rather from the claims as interpreted according to the full
breadth permitted by the patent laws. It is to be understood
that the embodiments shown and described herein are only
illustrative of the principles of the present invention and that
various modifications may be implemented by those skilled
in the art without departing from the scope and spirit of the
invention. Those skilled in the art could implement various
other feature combinations without departing from the scope
and spirit of the invention.

[0393] In an alternative embodiment or aspect, dedicated
hardware implementations, such as application specific inte-
grated circuits, programmable logic arrays and other hard-
ware devices, can be constructed to implement one or more
of the methods described herein. Applications that may
include the apparatus and systems of various embodiments
or aspects can broadly include a variety of electronic and
computing systems. One or more embodiments or aspects
described herein may implement functions using two or
more specific interconnected hardware modules or devices
with related control and data signals that can be communi-
cated between and through the modules, or as portions of an
application-specific integrated circuit. Accordingly, the pres-
ent system encompasses software, firmware, and hardware
implementations.

[0394] In accordance with various embodiments or
aspects, the methods described herein may be implemented
by software programs tangibly embodied in a processor-
readable medium and may be executed by a processor.
Further, in an exemplary, non-limited embodiment or aspect,
implementations can include distributed processing, com-
ponent/object distributed processing, and parallel process-
ing. Alternatively, virtual computing system processing can
be constructed to implement one or more of the methods or
functionality as described herein.

[0395] It is also contemplated that a computer-readable
medium includes instructions 102 or receives and executes
instructions 102 responsive to a propagated signal, so that a
device connected to a network 122 can communicate voice,
video or data over the network 122. Further, the instructions
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102 may be transmitted or received over the network 122 via
the network interface device 124.

[0396] While the computer-readable medium is shown to
be a single medium, the term “computer-readable medium”
includes a single medium or multiple media, such as a
centralized or distributed database, and/or associated caches
and servers that store one or more sets of instructions. The
term “computer-readable medium” shall also include any
tangible medium that is capable of storing or encoding a set
of instructions for execution by a processor or that cause a
computing system to perform any one or more of the
methods or operations disclosed herein.

[0397] In a particular non-limiting, example embodiment
or aspect, the computer-readable medium can include a
solid-state memory, such as a memory card or other package,
which houses one or more non-volatile read-only memories.
Further, the computer-readable medium can be a random
access memory or other volatile re-writable memory. Addi-
tionally, the computer-readable medium can include a mag-
neto-optical or optical medium, such as a disk or tapes or
other storage device to capture and store carrier wave
signals, such as a signal communicated over a transmission
medium. A digital file attachment to an e-mail or other
self-contained information archive or set of archives may be
considered a distribution medium that is equivalent to a
tangible storage medium. Accordingly, any one or more of
a computer-readable medium or a distribution medium and
other equivalents and successor media, in which data or
instructions may be stored, are included herein.

[0398] In accordance with various embodiments or
aspects, the methods described herein may be implemented
as one or more software programs running on a computer
processor. Dedicated hardware implementations including,
but not limited to, application specific integrated circuits,
programmable logic arrays, and other hardware devices can
likewise be constructed to implement the methods described
herein. Furthermore, alternative software implementations
including, but not limited to, distributed processing or
component/object distributed processing, parallel process-
ing, or virtual machine processing can also be constructed to
implement the methods described herein.

[0399] It should also be noted that software that imple-
ments the disclosed methods may optionally be stored on a
tangible storage medium, such as: a magnetic medium, such
as a disk or tape; a magneto-optical or optical medium, such
as a disk; or a solid state medium, such as a memory card or
other package that houses one or more read-only (non-
volatile) memories, random access memories, or other re-
writable (volatile) memories. The software may also utilize
a signal containing computer instructions. A digital file
attachment to e-mail or other self-contained information
archive or set of archives is considered a distribution
medium equivalent to a tangible storage medium. Accord-
ingly, a tangible storage medium or distribution medium as
listed herein, and other equivalents and successor media, in
which the software implementations herein may be stored,
are included herein.

[0400] Although specific example embodiments or aspects
have been described, it will be evident that various modi-
fications and changes may be made to these embodiments or
aspects without departing from the broader scope of the
invention. Accordingly, the specification and drawings are to
be regarded in an illustrative rather than a restrictive sense.
The accompanying drawings that form a part hereof, show
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by way of illustration, and not of limitation, specific embodi-
ments or aspects in which the subject matter may be prac-
ticed. The embodiments or aspects illustrated are described
in sufficient detail to enable those skilled in the art to
practice the teachings disclosed herein. Other embodiments
or aspects may be utilized and derived therefrom, such that
structural and logical substitutions and changes may be
made without departing from the scope of this disclosure.
This Detailed Description, therefore, is not to be taken in a
limiting sense, and the scope of various embodiments or
aspects is defined only by the appended claims, along with
the full range of equivalents to which such claims are
entitled.

[0401] Such embodiments or aspects of the inventive
subject matter may be referred to herein, individually and/or
collectively, by the term “invention” or “embodiment”
merely for convenience and without intending to voluntarily
limit the scope of this application to any single invention or
inventive concept if more than one is in fact disclosed. Thus,
although specific embodiments or aspects have been illus-
trated and described herein, it should be appreciated that any
arrangement calculated to achieve the same purpose may be
substituted for the specific embodiments or aspects shown.
This disclosure is intended to cover any and all adaptations
or variations of various embodiments or aspects. Combina-
tions of the above embodiments or aspects, and other
embodiments or aspects not specifically described herein,
will be apparent to those of skill in the art upon reviewing
the above description.

[0402] In the foregoing description of the embodiments or
aspects, various features are grouped together in a single
embodiment for the purpose of streamlining the disclosure.
This method of disclosure is not to be interpreted as reflect-
ing that the claimed embodiments or aspects have more
features than are expressly recited in each claim. Rather, as
the following claims reflect, inventive subject matter lies in
less than all features of a single disclosed embodiment or
aspect. Thus, the following claims are hereby incorporated
into the Detailed Description, with each claim standing on
its own as a separate example embodiment or aspect. It is
contemplated that various embodiments or aspects described
herein can be combined or grouped in different combina-
tions that are not expressly noted in the Detailed Descrip-
tion. Moreover, it is further contemplated that claims cov-
ering such different combinations can similarly stand on
their own as separate example embodiments or aspects,
which can be incorporated into the Detailed Description.
[0403] Although the present specification describes com-
ponents and functions implemented in the embodiments
with reference to particular standards and protocols, the
disclosed embodiment are not limited to such standards and
protocols.

[0404] The illustrations of embodiments described herein
are intended to provide a general understanding of the
structure of various embodiments, and they are not intended
to serve as a complete description of all the elements and
features of apparatus and systems that might make use of the
structures described herein. Many other embodiments will
be apparent to those of skill in the art upon reviewing the
above description. Other embodiments may be utilized and
derived there from, such that structural and logical substi-
tutions and changes may be made without departing from
the scope of this disclosure. Figures are also merely repre-
sentational and may not be drawn to scale. Certain propor-
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tions thereof may be exaggerated, while others may be
minimized. Accordingly, the specification and drawings are
to be regarded in an illustrative rather than a restrictive
sense.

[0405] FEach of the non-limiting aspects or examples
described herein may stand on its own, or may be combined
in various permutations or combinations with one or more of
the other examples. The above detailed description includes
references to the accompanying drawings, which form a part
of the detailed description. The drawings show, by way of
illustration, specific embodiments in which the invention
may be practiced. These embodiments are also referred to
herein as “aspects” or “examples.” Such examples may
include elements in addition to those shown or described.
However, the present inventors also contemplate examples
in which only those elements shown or described are pro-
vided. Moreover, the present inventors also contemplate
examples using any combination or permutation of those
elements shown or described (or one or more aspects
thereof), either with respect to a particular example (or one
or more aspects thereof), or with respect to other examples
(or one or more aspects thereof) shown or described herein.
[0406] In the event of inconsistent usages between this
document and any documents so incorporated by reference,
the usage in this document controls.

[0407] In this document, the terms “a” or “an” are used, as
is common in patent documents, to include one or more than
one, independent of any other instances or usages of “at least
one” or “one or more.” In this document, the term “or” is
used to refer to a nonexclusive or, such that “A or B”
includes “A but not B,” “B but not A,” and “A and B,” unless
otherwise indicated. In this document, the terms “including”
and “in which” are used as the plain-English equivalents of
the respective terms “comprising” and “wherein.” Also, in
the following claims, the terms “including” and “compris-
ing” are open-ended, that is, a system, device, article,
composition, formulation, or process that includes elements
in addition to those listed after such a term in a claim are still
deemed to fall within the scope of that claim. Moreover, in
the following claims, the terms “first,” “second,” and
“third.” etc. are used merely as labels, and are not intended
to impose numerical requirements on their objects.

[0408] Method examples described herein may be
machine or computer-implemented at least in part. Some
examples may include a computer-readable medium or
machine-readable medium encoded with instructions oper-
able to configure an electronic device to perform methods as
described in the above examples. An implementation of such
methods may include code, such as microcode, assembly
language code, a higher-level language code, or the like.
Such code may include computer readable instructions for
performing various methods. The code may form portions of
computer program products. Further, in an example, the
code may be tangibly stored on one or more volatile,
non-transitory, or non-volatile tangible computer-readable
media, such as during execution or at other times. Examples
of these tangible computer-readable media may include, but
are not limited to, hard disks, removable magnetic disks,
removable optical disks (e.g., compact discs and digital
video discs), magnetic cassettes, memory cards or sticks,
random access memories (RAMs), read only memories
(ROMs), and the like. The above description is intended to
be illustrative, and not restrictive. For example, the above-
described examples (or one or more aspects thereof) may be
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used in combination with each other. Other embodiments
may be used, such as by one of ordinary skill in the art upon
reviewing the above description.

[0409] The Abstract is provided to comply with 37 C.F.R.
§ 1.72(b), to allow the reader to quickly ascertain the nature
of the technical disclosure. It is submitted with the under-
standing that it will not be used to interpret or limit the scope
or meaning of the claims. Also, in the above Detailed
Description, various features may be grouped together to
streamline the disclosure. This should not be interpreted as
intending that an unclaimed disclosed feature is essential to
any claim. Rather, inventive subject matter may lie in less
than all features of a particular disclosed embodiment. Thus,
the following claims are hereby incorporated into the
Detailed Description as examples or embodiments, with
each claim standing on its own as a separate embodiment,
and it is contemplated that such embodiments may be
combined with each other in various combinations or per-
mutations. The scope of the invention should be determined
with reference to the appended claims, along with the full
scope of equivalents to which such claims are entitled.
[0410] Such embodiments of the inventive subject matter
may be referred to herein, individually and/or collectively,
by the term “embodiment” merely for convenience and
without intending to voluntarily limit the scope of this
application to any single embodiment or inventive concept
if more than one is in fact disclosed. Thus, although specific
embodiments have been illustrated and described herein, it
should be appreciated that any arrangement calculated to
achieve the same purpose may be substituted for the specific
embodiments shown. This disclosure is intended to cover
any and all adaptations or variations of various embodi-
ments. Combinations of the above embodiments, and other
embodiments not specifically described herein, will be
apparent to those of'skill in the art upon reviewing the above
description.

[0411] Those skilled in the relevant art will appreciate that
aspects of the invention can be practiced with other com-
puter system configurations, including Internet appliances,
hand-held devices, cellular or mobile phones, multi-proces-
sor systems, microprocessor-based or programmable con-
sumer electronics, network PCs, client-server environments
including thin clients, mini-computers, mainframe comput-
ers and the like. Aspects of the invention can be embodied
in a special purpose computer or data processor that is
specifically programmed, configured or constructed to per-
form one or more of the computer-executable instructions or
modules explained in detail below. Indeed, the term “com-
puter” as used herein refers to any data processing platform
or device.

[0412] Aspects of the invention can also be practiced in
distributed computing environments, where tasks or mod-
ules are performed by remote processing devices, which are
linked through a communications network. In a distributed
computing environment, program modules or sub-routines
may be located in both local and remote memory storage
devices, such as with respect to a wearable and/or mobile
computer and/or a fixed-location computer. Aspects of the
invention described below may be stored and distributed on
computer-readable media, including magnetic and optically
readable and removable computer disks, as well as distrib-
uted electronically over the Internet or over other networks
(including wireless networks). Those skilled in the relevant
art will recognize that portions of the invention may reside
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on a server computer or server platform, while correspond-
ing portions reside on a client computer. For example, such
a client server architecture may be employed within a single
mobile computing device, among several computers of
several users, and between a mobile computer and a fixed-
location computer. Data structures and transmission of data
particular to aspects of the invention are also encompassed
within the scope of the invention.

[0413] In the foregoing description of the embodiments,
various features are grouped together in a single embodi-
ment for the purpose of streamlining the disclosure. This
method of disclosure is not to be interpreted as reflecting that
the claimed embodiments have more features than are
expressly recited in each claim. Rather, as the following
claims reflect, inventive subject matter lies in less than all
features of a single disclosed embodiment. Thus, the fol-
lowing claims are hereby incorporated into the Detailed
Description, with each claim standing on its own as a
separate example embodiment.

[0414] Although preferred embodiments have been
described herein with reference to the accompanying draw-
ings, it is to be understood that the disclosure is not limited
to those precise embodiments and that various other changes
and modifications may be affected herein by one skilled in
the art without departing from the scope or spirit of the
embodiments, and that it is intended to claim all such
changes and modifications that fall within the scope of this
disclosure.

What is claimed is:

1. A system associated with detecting a cyber-attack and
reconstructing events associated with a cyber-attack cam-
paign, the system comprising:

a memory configured to store instructions; and

a processing device coupled to the memory, the process-

ing device executing a real-time attack scenario recon-

struction application with the instructions stored in

memory, wherein the application is configured to:

receive an audit data stream associated with cyber
events;

identify trustworthiness values in a portion of data
associated with the cyber events;

assign provenance tags to the portion of the data based
on the identified trustworthiness values;

generate an initial visual representation based on the
assigned provenance tags to the portion of the data;

condense the initial visual representation based on a
backward traversal of the initial visual representation
in identifying a shortest path from a suspect node to
an entry point node; and

generate a scenario visual representation that specifies
nodes most relevant to the cyber events associated
with the cyber-attack based on the identified shortest
path.

2. The system as recited in claim 1, wherein the system is
further configured to condense the initial visual representa-
tion based on a forward traversal of the initial visual
representation in identifying the shortest path from the
suspect mode to the entry point node.

3. The system as recited in claim 1, wherein the system is
further configured to generate a scenario visual representa-
tion that specifies nodes most relevant to the cyber events
associated with the cyber-attack based on multiple identified
shortest paths.
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4. The system as recited in claim 1, wherein the prov-
enance tags further comprise trustworthiness tags.
5. The system as recited in claim 1, wherein the prov-
enance tags further comprise confidentiality tags assigned to
the portion of the data based on identified confidentiality
values.
6. The system as recited in claim 1, wherein the portion
of the data comprises one or more of objects and subjects.
7. The system as recited in claim 6, wherein the objects
are referenced within events using an index into a per-
subject table of object identifiers.
8. The system as recited in claim 1, wherein the shortest
path in the initial visual representation is determined based
on a shortest weighted path.
9. The system as recited in claim 8, wherein the shortest
weighted path is determined based on the weight of an edge
that connects two nodes and their assigned provenance tags.
10. The system as recited in claim 1, wherein the shortest
path is determined based on a predetermined distance
threshold value.
11. The system as recited in claim 1, wherein the prov-
enance tags are further assigned to the portion of the data
based on identified sensitivity values.
12. A method associated with detecting a cyber-attack and
reconstructing events associated with a cyber-attack cam-
paign, the method comprising:
a processing device coupled to a memory that stores
instructions, the processing device executing a real-
time attack scenario reconstruction application with the
instructions stored in memory, wherein the application
is configured to perform the following operations:
receiving an audit data stream associated with cyber
events;

identifying trustworthiness values in a portion of data
associated with the cyber events;

assigning provenance tags to the portion of the data
based on the identified trustworthiness values;

generating an initial visual representation based on the
assigned provenance tags to the portion of the data;

condensing the initial visual representation based on a
backward traversal of the initial visual representation
in identifying a shortest path from a suspect node to
an entry point node; and

generating a scenario visual representation that speci-
fies nodes most relevant to the cyber events associ-
ated with the cyber-attack based on the identified
shortest path.

13. The method as recited in claim 12, wherein the
method further comprises condensing the initial visual rep-
resentation based on a forward traversal of the initial visual
representation in identifying the shortest path from the
suspect mode to the entry point node.

14. The method as recited in claim 12, wherein the
method further comprises generating a scenario visual rep-
resentation that specifies nodes most relevant to the cyber
events associated with the cyber-attack based on multiple
identified shortest paths.

15. The method as recited in claim 12, wherein the
provenance tags further comprise trustworthiness tags.

16. The method as recited in claim 12, wherein the
provenance tags further comprise confidentiality tags
assigned to the portion of the data based on identified
confidentiality values.
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17. The method as recited in claim 12, wherein the portion
of the data comprises one or more of objects and subjects.

18. The method as recited in claim 17, wherein the objects
are referenced within events using an index into a per-
subject table of object identifiers.

19. The method as recited in claim 12, wherein the
shortest path in the initial visual representation is determined
based on a shortest weighted path.

20. The method as recited in claim 19, wherein the
shortest weighted path is determined based on the weight of
an edge that connects two nodes and their assigned prov-
enance tags.

21. The method as recited in claim 12, wherein the
shortest path is determined based on a predetermined dis-
tance threshold value.

22. The method as recited in claim 12, wherein the
provenance tags are further assigned to the portion of the
data based on identified sensitivity values.

23. A computer-readable medium storing instructions
that, when executed by a real-time attack scenario recon-
struction processing device, performs operations that
include:

receiving an audit data stream associated with cyber

events;

identifying trustworthiness values in a portion of data

associated with the cyber events;

assigning provenance tags to the portion of the data based

on the identified trustworthiness values;

generating an initial visual representation based on the

assigned provenance tags to the portion of the data;

condensing the initial visual representation based on a

backward traversal of the initial visual representation in
identifying a shortest path from a suspect node to an
entry point node; and

generating a scenario visual representation that specifies

nodes most relevant to the cyber events associated with
the cyber-attack based on the identified shortest path.
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24. The computer readable medium as recited in claim 23,
wherein the operations further comprise condensing the
initial visual representation based on a forward traversal of
the initial visual representation in identifying the shortest
path from the suspect mode to the entry point node.

25. The computer readable medium as recited in claim 23,
wherein the operations further comprise generating a sce-
nario visual representation that specifies nodes most relevant
to the cyber events associated with the cyber-attack based on
multiple identified shortest paths.

26. The computer readable medium as recited in claim 23,
wherein the provenance tags further comprise trustworthi-
ness tags.

27. The computer readable medium as recited in claim 23,
wherein the provenance tags further comprise confidential-
ity tags assigned to the portion of the data based on identified
confidentiality values.

28. The computer readable medium as recited in claim 23,
wherein the portion of the data comprises one or more of
objects and subjects.

29. The computer readable medium as recited in claim 28,
wherein the objects are referenced within events using an
index into a per-subject table of object identifiers.

30. The computer readable medium as recited in claim 23,
wherein the shortest path in the initial visual representation
is determined based on a shortest weighted path.

31. The computer readable medium as recited in claim 30,
wherein the shortest weighted path is determined based on
the weight of an edge that connects two nodes and their
assigned provenance tags.

32. The computer readable medium as recited in claim 23,
wherein the shortest path is determined based on a prede-
termined distance threshold value.

33. The computer readable medium as recited in claim 23,
wherein the provenance tags are further assigned to the
portion of the data based on identified sensitivity values.
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