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1. 

SYSTEMIS AND METHODS FORMANAGING 
MULTICAST DATA TRANSMISSIONS 

FIELD OF THE INVENTION 

The present invention relates generally to networking and 
communications technology and, more particularly, to sys 
tems and methods for multicasting data from a source to one 
or more destinations. 

BACKGROUND OF THE INVENTION 

Digital communications networks, such as local or wide 
area networks (LANs, WANs), the Internet, etc., are well 
known networks for permitting information stored at one 
location to be distributed to one or more users situated at 
geographically different locations. The information (also 
referred to herein as a “message' or “packet’) can take any of 
a number of forms including, but not limited to, text, still 
image, audio, and video information. 
Most digital communications networks operate under the 

principal of point-to-point or connection-oriented communi 
cations (e.g., Such as transmission control protocol over inter 
net protocol (TCP/IP)), wherein information is exchanged 
discretely between one requesting party and one responding 
party. This manner of connectivity ensures reliability by 
establishing a connection between each and every receiving 
system using a connection based protocol. If communication 
with multiple systems is desired, unique connections are 
formed with each system, in turn. Unfortunately, the over 
head associated with creating and managing a connection 
between a sending system and a number of receiving systems 
is prohibitively expensive when there are a large number of 
receiving systems or the transactions are numerous. 

Methods have been developed for reducing the overhead 
associated with connection based protocols, by using connec 
tionless protocols, such as UDP (user datagram protocol) 
over an IP network. These connectionless protocols typically 
rely on a broadcast or “multicast model wherein a single 
message is broadcast to a multiple receiving systems without 
forming a connection with the individual systems. Essen 
tially, multicasting enables a source to transmit messages to a 
plurality of hosts which have been collectively identified by a 
single IP destination address, rather than to each hosts 
unique IP address individually. 

IP multicasting is a receiver-based concept; receivers join a 
particular multicast session group by using a protocol Such as 
the Internet Group Management Protocol (IGMP) to inform a 
multicast-enabled network device or other network device on 
their subnetwork of their intention. Traffic is then delivered to 
all members of that group by the network infrastructure. To 
verify current membership, the local multicast network 
device periodically sends an IGMP host membership query to 
the “all-hosts’ group. 

For delivery of a multicast packet from the source to the 
destination nodes on other networks, multicast network 
devices need to exchange the information they have gathered 
from the group membership of the hosts directly connected to 
them. There are many different algorithms and protocols for 
exchanging this routing information, Such as Distance Vector 
Multicast Routing Protocol (DVMRP), Multicast extension 
to Open Shortest Path First (MOSPF), and Protocol Indepen 
dent Multicast (PIM). Based on the routing information 
obtained through one of these protocols, whenever a multi 
cast packet is sent out to a multicast group, multicast-enabled 
network devices decide whether to forward that packet to 
their network(s) or not. Finally, the network device deter 
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2 
mines whether there is any member of that particular group on 
its physically attached networks based on the IGMP informa 
tion and decides whether to forward the packet. 
The multicast approach eliminates the undesirable over 

head associated with forming connections with each system, 
but suffers from the inability to guarantee receipt of messages 
to all systems. For IP networks, multicast is unreliable by 
design in order to reduce overhead of sending packets to 
multiple destinations. 

Modified messaging protocols have been developed to 
address the problem of high reliability in the context of large 
messages consisting of hundred of thousands or millions of 
packets. Such protocols send data from a sending system to 
multiple receiving systems connected in an IP network using 
IP multicast that reduces sending overhead. Current solutions 
focus on high reliability for relatively few destinations as 
would occur in video conferencing or dynamic whiteboard 
applications or may focus on many destinations for large data 
sets, such as streaming audio or video data, where dropping 
Some packets is not viewed as a serious problem. 

Unfortunately, these solutions to the inherent unreliability 
of IP multicast do not address the need for real-time manage 
ment of the multicast feeds from a monitoring perspective, 
while maintaining low overhead and resource requirements. 
There is therefore a need for a multicast management system 
that will enable efficient multicasting of messages while con 
currently providing management monitoring functionality to 
assist in network administration and troubleshooting. 

SUMMARY OF THE INVENTION 

In accordance with one implementation consistent with the 
principles of the invention, a system enables monitoring and 
management of a multicast data feed. The system includes a 
multicast-enabled network device for transmitting a multicast 
feed from a multicast feed source to a user device via a 
network. A feed agent is operatively coupled to the multicast 
enabled network device for collecting and storing multicast 
feed data from the multicast feed source. A management 
server is operatively connected to the feed agent for receiving 
the multicast feed data collected by the feed agent. 

In another implementation consistent with the principles of 
the invention, a method is provided for monitoring multicast 
feeds transmitted via a computer network. The method may 
include receiving, at a network device, a multicast data feed 
from a dataSource. Data Statistics regarding the multicast data 
feed are logged. The multicast data feed is transmitted to a 
user device and the logged data statistics are transmitted to a 
SeVe. 

In yet another implementation consistent with the prin 
ciples of the invention, a computer-readable medium is pro 
vided that contains instructions for controlling one or more 
processors to perform a method for monitoring multicast 
feeds transmitted via a network. The method may include 
receiving, at a network device, a multicast data feed from a 
data source. Data statistics regarding the multicast data feed 
are logged by a feed agent. The multicast data feed is trans 
mitted to a user device and the logged data statistics are 
transmitted to a management server. The logged data statis 
tics are stored at a database associated with the management 
server. Stored data statistics are retrieved from the database in 
response to a request from a client computing device. 
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Retrieved data statistics are then transmitted to the client 
computer device via a web interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 
5 

The accompanying drawings, which are incorporated in 
and constitute a part of this specification, illustrate an imple 
mentation of the invention and, together with the description, 
explain the invention. In the drawings, 

FIG. 1 is an exemplary diagram of a system in which 10 
methods and systems consistent with the present invention 
may be implemented; 

FIG. 2 is a block diagram illustrating an exemplary con 
figuration of a management server of FIG. 1 in an implemen 
tation consistent with the present invention; 15 

FIG. 3 is a second exemplary diagram showing a multicast 
monitoring system in which systems and methods, consistent 
with the principles of the invention, may be implemented; 

FIG. 4 is an exemplary flow diagram illustrating one 
method for monitoring multicast data streams in accordance 20 
with one implementation consistent with the principles of the 
invention; 

FIG. 5 is an exemplary flow diagram illustrating one 
method for receiving and logging multicast stream data in 
accordance with one implementation consistent with the prin- 25 
ciples of the invention; 

FIG. 6 is an exemplary flow diagram illustrating one 
method for querying an agent in accordance with one imple 
mentation consistent with the principles of the invention; 

FIG. 7 is an exemplary flow diagram illustrating one 30 
method for enabling monitoring of multicast data statistics 
over a computer network in accordance with the principles of 
the invention; 

FIG. 8 is an exemplary graphical user interface of a live 
feed page in an implementation consistent with the principles 35 
of the invention; 

FIG. 9 is an exemplary graphical user interface of a cus 
tomize page 900 in accordance with an implementation con 
sistent with the principles of the invention; and 

FIG. 10 is an exemplary graphical interface for enabling 40 
creation of a new report in accordance with principles of the 
invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 45 

The following detailed description of implementations 
consistent with the present invention refers to the accompa 
nying drawings. The same reference numbers in different 
drawings may identify the same or similar elements. Also, the 50 
following detailed description does not limit the invention. 
Instead, the scope of the invention is defined by the appended 
claims and equivalents. 

Systems and methods consistent with the present invention 
provide techniques for managing and monitoring multicast 55 
user datagram protocol (UDP) packets or messages or other 
Suitable data units for simultaneous receipt by multiple users. 
According to one implementation, a feed agent monitors a 
multicast feed and transmits feed statistics to a management 
server for storage, Subsequent processing or retrieval. 60 

Exemplary System 

FIG. 1 illustrates an exemplary system 100 in which meth 
ods and systems consistent with the present invention may be 65 
implemented. In FIG. 1, system 100 may include a network 
110 that interconnects a multicast feed source 1115, a multi 

4 
cast-enabled network device 120, a management server 130 
and a group of user devices 140. In one implementation 
consistent with principles of the invention, a feed agent 150 is 
operatively coupled to the multicast-enabled network device 
120 for monitoring multicast activity on network device 120. 
It will be appreciated that a typical system may include more 
or fewer devices than illustrated in FIG.1. Moreover, system 
100 may include additional devices (not shown) that aid in the 
transfer, processing, and/or reception of data. 
The network 110 may include, for example, the Internet, an 

intranet, a local area network (LAN), a metropolitan area 
network (MAN), a wide area network (WAN), and/or some 
other similar type of network. In fact, the network 110 may 
include any type of network or combination of networks that 
permits routing of information from a particular source to a 
particular destination. 
The network device 120 may be any suitable multicast 

enabled device for forwarding messages and packets via 
UDP. Examples of suitable network devices include routers, 
switches, hubs, and host systems. User devices 140 may 
include a type of computer system, Such as a mainframe, 
minicomputer, or personal computer, customer premises 
equipment (CPE), and/or some other similar type of device 
that is capable of transmitting and receiving information 
to/from the network 110. The user device 140 may connect to 
the network 110 via any conventional technique, Such as a 
wired, wireless, or optical connection. 

FIG. 2 illustrates an exemplary configuration of a manage 
ment server 130 of FIG. 1 in an implementation consistent 
with the present invention. In FIG. 2, the management server 
130 includes abus 210, a processor 220, a memory 230, a read 
only memory (ROM) 240, a storage device 250, an input 
device 260, an output device 270, and a communication inter 
face 280. The bus 210 may include one or more conventional 
buses that permit communication among the components of 
the management server 130. 
The processor 220 may include any type of conventional 

processor or microprocessor that interprets and executes 
instructions. The memory 230 may include a random access 
memory (RAM) or another type of dynamic storage device 
that stores information and instructions for execution by the 
processor 220. The memory 230 may also be used to store 
temporary variables or other intermediate information during 
execution of instructions by processor 220. 
The ROM 240 may include a conventional ROM device 

and/or another type of static storage device that stores static 
information and instructions for the processor 220. The stor 
age device 250 may include a magnetic disk or optical disk 
and its corresponding drive and/or some other type of mag 
netic or optical recording medium and its corresponding drive 
for storing information and/or instructions. 
The input device 260 may include any conventional 

mechanism that permits an operator to input information to 
the management server 130. Such as a keyboard, a mouse, a 
microphone, a pen, a biometric input device. Such as Voice 
recognition device, etc. The output device 270 may include 
any conventional mechanism that outputs information to the 
operator, including a display, a printer, a speaker, etc. 
The communication interface 280 may include any trans 

ceiver-like mechanism that enables the management server 
130 to communicate with other devices and/or systems, such 
as feed agent 150 or network device 120. For example, the 
communication interface 280 may include a modem or an 
Ethernet interface to a network. Alternatively, communica 
tion interface 280 may include other mechanisms for com 
municating via a data network. 
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Returning to FIG. 1, management server 130 may operate 
to communicate with multicast feed agent 150 to collect 
statistics and data relating to multicast UDP feeds passing 
through network device 120. In one implementation consis 
tent with principles of the invention, network transmissions 
between management server 130 and feed agent 150 occur via 
TCP (transmission control protocol) rather than UDP (user 
datagram protocol). As will be discussed in additional detail 
below, once information has been obtained from feed agent 
150, management server 130 may issue notification traps 
upon the occurrence of predefined events. Additionally, in 
one embodiment, management server 130 may include a web 
server for enabling users to monitor the feed statistics and 
related information and generate reports in Substantially real 
time. In one embodiment, a user may perform these functions 
through a single point of entry using a network accessible web 
interface. 

FIG.3 illustrates a second exemplary multicast monitoring 
system 300 in which systems and methods, consistent with 
the principles of the invention, may be implemented. System 
300 may include a network 310 that interconnects a manage 
ment server 320, a plurality of multicast-enabled network 
devices 330, and a plurality of user devices 350. As discussed 
generally above, each multicast-enabled network device 330 
is operatively coupled to a feed agent 340. As illustrated, 
network 310 may include a plurality of device interconnects 
for enabling exchange of data and other information between 
management server 320, network devices 330 and user 
devices 350. 

In operation, network devices 330 forward multicast feed 
data or other data streams from an upstream source (not 
shown) to user devices 350 via user datagram protocol 
(UDP). In one implementation consistent with principles of 
the invention, the multicast feed data may be financial data 
relating to financial market quotes or transactions. More par 
ticularly, the multicast data may include packets and/or mes 
sages relating to stock market (e.g., NASDAQ, NYSE, etc.) 
financial data. As discussed briefly above, UDP enables effi 
cient packaging and distribution of data without requiring the 
overhead or bandwidth associated with other transmission 
protocols (e.g., TCP). Because UDP multicasting cannot sup 
port quality of service QoS capabilities or guarantee receipt 
or delivery of transmitted messages, management server 320 
operates to poll each feed agent 340 regarding its transmis 
sion state and data flow statistics for its associated network 
device 330. In one implementation consistent with principles 
of the invention, management server 320 is configured to 
reside on a computing device running the Linux operating 
system, although it should be understood that any Suitable 
operating system may be utilized. 

In one implementation consistent with principles of the 
invention, management server 320 includes a data collection 
daemon for polling a predefined listing of agent IP addresses. 
Similarly, feed agents 340 also include an agent daemon for 
listening to the multicastfeed(s)passing through the network 
device 330 to which it is attached. Data relating to the feed(s) 
are then passed to server 320 upon request or automatically 
based upon a predefined schedule. Additional details regard 
ing the collection and exchange of data between agents 340 
and server 320 will be described below. 

In an alternative embodiment consistent with principles of 
the invention, multiple management servers 320 may be 
implemented in system 300. In accordance with this imple 
mentation, agents 340 are periodically queried by each of the 
multiple management servers 320 so as to provide a redun 
dant management system should one or more of the manage 
ment servers 320 fail. 
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6 
Exemplary Processing 

FIG. 4 is an exemplary flow diagram illustrating one 
method for monitoring multicast data streams in accordance 
with one implementation consistent with the principles of the 
invention. Processing may begin with a multicast-enabled 
network device 120 receiving a multicast feed from a data 
server or other source (act 400). As is understood in the art, 
UDP multicasting is enabled by transmitting UDP packets 
from a source to an IP address associated with a class D 
multicast group. Each multicast-enabled network device in 
the group is thenable to transmit received packets to members 
of the defined group. Once received at network device 120, 
feed agent 150 monitors data on a UDP port associated with 
the multicastfeed (act 402). Agent 150 may then periodically 
listen for data on the port (act 404) and log the data for 
subsequent retrieval by management server 130 (act 406). 
Management server 130 may periodically requests the data 

logged in act 406 from the agent 150 (act 408). In one imple 
mentation consistent with principles of the invention, 
requests and data passed between server 130 and agent 150 
are made via TCP. Further, it should be understood that server 
130 may interact simultaneously with a plurality of agents 
150 (as in FIG. 3) with data from each agent being monitored 
and stored independently for Subsequent review and process 
ing. Next, server 130 receives the requested data (act 410) and 
determines whether a local database is available (act 412). If 
available, the received data is stored in the database (act 414) 
for Subsequent processing. However, if it is determined that 
the database is not available, information received from agent 
150 may be stored to a local data file (e.g., a “flat files such 
as a delimited text file) (act 416), thereby ensuring that 
received data is not lost. 

If requested data is not received in act 410, this may be 
because either no data is flowing through the network device 
or because agent 150 is no longer up and running. Regardless 
of the reason, if no data is received, a notification trap is sent 
(e.g., via SNMP (simple network management protocol) or 
any suitable method) to a network administrator for review 
(act 418). In one embodiment, traps of this nature include a 
description of the feed and its problem. In this manner, failure 
of agent 150 or loss of data flow results in a notification being 
sent to a network administrator. 

FIG. 5 is an exemplary flow diagram illustrating one 
method for receiving and logging multicast stream data in 
accordance with one implementation consistent with the prin 
ciples of the invention. Processing may begin with the startup 
of agent 150 (act 500). During start up, a configuration file is 
read into the agent application (act 502). In one embodiment, 
the configuration file includes, for each feed to be monitored, 
a user selection of the feed to be monitored, the UDP port on 
which the feed appears and the multicast IP address associ 
ated with the feed. In addition to elements within a configu 
ration file, agent 150 also reads parameters relating to: 1)alog 
interval (the time period during which entries to the log file 
are made) (act 504), and 2) a TCP port associated with incom 
ing requests from the management server 130 (act 506). 

Next, the agent 150 opens the UDP port defined in the 
configuration file (act 508). Once the UDP port associated 
with the multicast stream is opened, information from the 
stream may be read and captured by agent 150 including any 
payload data associated with the stream. Next, agent 150 
interprets the Multicast data feed specifications and sorts any 
identified data as it is read by the agents interface with the 
selected port (act 510). Accordingly, the existence of indi 
vidual packets and messages are identified as well as payload 
information relating to a messages sequence number and and 
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retransmission flags. Agent 150 then stores the identified data 
in associated holding “buckets' based on the interval defined 
during start up (512). By tracking sequence numbers, the 
agent keeps a running total of the number of packets and 
messages in “buckets, and can then calculate other informa 
tion Such as duplicates, out of sequence, per second rates once 
this information has been identified. 

Once the data has been stored in act 512, agent 150 uses the 
identified sequence number to calculate a number of packets 
and messages received since the agent application has started 
or after reset of a message sequence number (act 514). Alter 
natively, this calculation may be initialized at the start of the 
day or the start of the test cycle. Next, agent 150 calculates a 
number of packets and messages received during a user 
defined time interval (act 516). 

Agent 150 then calculates a number of re-transmitted mes 
sages since the application has started (or, alternatively, after 
reset of the message sequence number, the start of the day or 
the start of the test cycle) (act 518). Next, using any identified 
and stored retransmission flags from the received data feed, 
agent 150 calculates a number of retransmitted messages 
during the user-defined time interval (act 520). Agent 150 
then calculates a number of missing messages since the appli 
cation has started (or, alternatively, after reset of the message 
sequence number, the start of the day or the start of the test 
cycle) using the stored sequence number information (act 
522). Next, agent 150 calculates a number of missing mes 
sages during the user-defined time interval (act 524). Next, 
agent 150 calculates the receiving rates (the number of pack 
ets and messages received per second) since the application 
has started (or, alternatively, after reset of the message 
sequence number, the start of the day or the start of the test 
cycle) (act 526). The agent 150 then calculates the receiving 
rates (number of packets per second, number of messages per 
second) for the user-defined time interval (act 528). Addition 
ally, agent 150 collects a “bucket' of out of sequence mes 
sages (act 530), again using the received multicast stream 
message sequence number information. Similarly, agent 150 
collects a “bucket' of duplicate messages (act 532). 
Once all data for a given interval has been calculated/ 

captured, agent 150 creates a new log file at defined intervals 
(act 534) and writes computed and calculated statistics to the 
log file at the end of each user-defined interval (act 536). 

Referring to the management server 130, FIG. 6 is an 
exemplary flow diagram illustrating one method for querying 
agent 150 in accordance with one implementation consistent 
with the principles of the invention. Processing may begin 
with the start up of management server 130 (act 600). During 
start up, a configuration file is read into the management 
server application (act 602). In one embodiment, the configu 
ration file includes host names and port numbers for each 
agent to be monitored/queried. In an alternative embodiment, 
the configuration file includes a file name associated with a 
file that includes the host names and port numbers rather than 
the names and numbers themselves. 

In addition to elements contained within or referenced by 
the configuration file, server 130 also preferably reads param 
eters relating to: 1) a log interval (the time interval during 
which the server 130 will request data from agent 150) (act 
604); 2) a trap destination file that contains the machine 
names to which the server 130 sends traps either on failing to 
receive data from agent or when the free space on the file 
system falls below the free disk space threshold (act 606); 3) 
a file system directory being monitored for disk space (act 
608); and 4) a minimum free disk space to be monitored (act 
610). 
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8 
Once configuration has been completed, the server 130 

periodically (e.g., at the time interval specified during start 
up) requests data from the agent 150 specified in the configu 
ration file (act 612). Next, server 130 receives the requested 
data (act 614) and determines whether a local database is 
available (act 616). If available, the received data is stored in 
the local database (act 618) for subsequent retrieval/process 
ing. However, if it is determined that the database is not 
available, information received from agent 150 may be stored 
to a local flat data file (e.g., a delimited text file) (act 620), 
thereby ensuring that received data is not lost. 

If requested data is not received in act 614, a notification 
trap is sent via SNMP or any suitable method to the entities/ 
machines identified during configuration for review (act 622). 
In one embodiment, traps of this nature include a description 
of the feed and its problem. In this manner, failure of agent 
150 or loss of data flow results in a notification being sent to 
a network administrator or other network entity. Next, the file 
system identified during configuration is queried regarding its 
available hard disk drive space (act 624). If the available hard 
disk drive space is less than the threshold level established 
during configuration, a trap is sent to notify management of 
this occurrence (act 626). 

FIG. 7 is an exemplary flow diagram illustrating one 
method for enabling monitoring of multicast data statistics 
over a computer network in accordance with the principles of 
the invention. As discussed briefly above, in one implemen 
tation consistent with principles of the invention, manage 
ment server 130 includes a web server application configured 
to distribute information received from feed agents to client 
computer systems, such as user devices 140, over a computer 
network, such as a LAN, WAN or the Internet. 

Initially, the user device 140 requests a web page associ 
ated with the multicast management server 130 by issuing a 
URL request through network 110 to the management server 
130 (act 700). A URL consistent with the present invention 
may be a simple URL of the form: 

<protocol identifiers://<server address>/<web page 
path 

A “protocol identifier of “http' specifies the conven 
tional hyper-text transfer protocol. A URL request for a 
secure network communication session typically utilizes the 
secure protocol identifier “https, assuming that the client 
browser and web server each support and implement the 
secure sockets layer (SSL). The “server address” is typically 
of the form “prefix.domain.” where the prefix is typically 
“www' to designate a web server and the “domain” is the 
standard network sub-domain.top-level-domain of the server 
130. Alternatively, a server's IP address may be substituted. 
The optional “web page path’ is provided to specifically 
identify a particular hyper-text page maintained by the server 
130. 

In response to a received URL identifying an existing web 
page, the server 130 returns the web page, subject to the 
HTTP protocol, to the user device 140 (act 702). This web 
page typically incorporates a web interface including both 
textual and graphical information and having embedded 
hyper-text links, commonly referred to as hyperlinks, that 
permit the user to readily select a next URL. Exemplary 
embodiments of several web pages associated with server 130 
are described in additional detail below. 

Generally speaking, the web interface allows users to 
monitor feed statistics for any/all the agents 150 and to gen 
erate various reports relating to these statistics. Initially, the 
server 130 receives login information (e.g., username?pass 
word) from a user device 140 (act 704). Once authenticated 
(act 706), the server 130 returns alive feed page to user device 
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140 (act 708). In one implementation consistent with prin 
ciples of the present invention, the live feed page includes live 
feed statistics from the selected agents 150. 

FIG. 8 is an exemplary graphical user interface of a live 
feed page 800 in an implementation consistent with the prin 
ciples of the invention. In general, live feed page 800 may be 
broken down into three distinct areas, a management/admin 
istration area 802, a feed/report selection bar 804 and an agent 
portlets area 806. Regarding the management/administration 
area 802, options or hyperlinks 804 are preferably shown that 
enable logged in users to establish page properties and 
account settings. Regarding the feed/report selection bar 804, 
the bar is dynamically configured to include selectable tabs 
808 relating to each agent or pair of agents. In one implemen 
tation consistent with principles of the invention, user devices 
140 simultaneously receive UDP multicast streams from a 
pair of multicast-enabled network devices 120 preferably 
connected to disparate data sources. In this manner, redun 
dant data feeds may be received to help reduce any effects of 
lost packets or messages. Returning to FIG. 8, a reports tab 
810 is provided for enabling users to create and print reports 
relating to multicast data. Lastly, a customize icon 812 is also 
provided. Selection of the customize icon 812 results in the 
display of a customize page which enables user-adjustment of 
the page layout as well as a selection of portlets to display in 
portlets area 806 and tabs 808. 

FIG. 9 is an exemplary graphical user interface of a cus 
tomize page 900 in accordance with an implementation con 
sistent with the principles of the invention. As discussed 
above, customize page 900 is provided to users in response to 
selection of customize icon 812 and enables users to config 
ure the content and layout of the live feed page 800. As with 
page 800, an initial management/administration area is pro 
vided at the top of customize page 900. Next, a customization 
panel 902 is provided with a plurality of options enabling 
users to select the element or content they wish to customize. 
User selection of an edit layout button 904 results in the 
display of a customization panel (not shown) relating to 
graphical layout of the live feed page 800. 

Selection of an edit properties button 906 results in the 
display of a customization panel (not shown) relating to the 
properties of the live feed page. More particularly, the edit 
properties customization panel enables users to change their 
browser view to set such things as the color of the panes, the 
style of the display (Tabular, single row, multiple rows), and 
login preferences. Each user can individually customize the 
agents that they wishes to view or monitor. 

User selection of an add portlet button 908 results in the 
display of a portlet configuration panel (not shown). In one 
implementation, portlet configuration panel enables users to 
select agent or groups of agents for monitoring on the live 
feed page 800. Preferably, a listing of available agent or agent 
groups is provided as well as a listing of available “buckets” 
for display relating to the selected agents. The available 
“buckets' refer to the types of information collected by agent 
from its associated network device. More specifically, the 
available “buckets' may include such values as: 1) packets 
per second, 2) messages per second, 3) duplicates, 4) gaps 
(missed messages). Buckets can be selected or deselected so 
that only the specific information the user wants to view is 
displayed in the browser window. 

User selection of an add pane button 912 results in the 
display of an add pane configuration panel 914. Add pane 
configuration panel 914 includes a listing of all available 
content pane elements 916 with descriptions. Additionally, 
selectable checkboxes 918 enable users to select which panes 
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10 
they would like to add. The panes are then added to the live 
feed page by clicking an apply button 920. 

Returning to FIG. 8, one exemplary agent portlets area 806 
is shown relating to statistics from feed agents 150. Portlet 
814 relates to data received from agent nbw-miss1–e1, while 
portlet 816 relates to data received from agent wor-miss1–e1. 
As shown, each of the illustrated agents concurrently monitor 
three distinct multicast feeds. Additionally, as configured by 
the user, the portlets include the following feed data statistics: 
feed name 818, port number 820, packets received 822, mes 
sages received 824, the number of retransmitted messages 
826, the number of missed messages 828, the rate of packets 
per second 830, the rate of messages per second 832, the 
number of duplicate messages 834, and the number of out of 
sequence messages 836. 

In addition to feed statistics, each portlet 814 and 816 
provide a graphical indication 838 of agent status, with an 
green arrow (shown) indicating that the agent is up and run 
ning and a red square (not shown) indicating that the agent is 
down. Additionally, a time since up or time since down indi 
cation 840 is also provided to aid introubleshooting or system 
analysis. 
As mentioned briefly above, the present web interface may 

also be utilized to generate and present reports relating to 
agent feed statistics. Upon receipt of a user selection of the 
reports tab 810, a listing of various predefined reports may be 
presented for user selection. Selection of any particular report 
results in the display of the actual report for review and/or 
printing. Alternatively, users may establish a new report by 
selecting which data sources, feeds, and statistical buckets to 
include as well as its display type. FIG. 10 is one exemplary 
graphical interface for enabling creation of a new report in 
accordance with principles of the invention. As illustrated, in 
addition to selecting content in content section 1000, a report 
schedule may also be established in section 1010, such as 
generate once, daily, specific times, etc. Additionally, an 
email address text entry block, may also be provided to enable 
the generated report to be emailed to a particular email 
address upon completion. 

Returning to FIG. 7, once server 130 returns the live feed 
page 800 to the user at user device 140, the user configures the 
page contents (act 710) by Submitting customization ele 
ments to the server 130 in the manner described above. Next, 
the server 130 returns a customized live feed page 800 to the 
user device 140 for review by the user (act 712). 

Additionally, as described above, the web interface may 
also provide the user with an option to generate and schedule 
reports. Reports may be based on filters, such as desired data 
centers, desired buckets, desired period (from, to), etc. 
Accordingly, the server 130 receives a user selection of a 
particular report (act 714). The selected report is then dis 
played for review (act 716). 
Upon an initial view to the live feed page 800, the user may 

manage their preferences by selecting agents to monitor, 
selecting the buckets to display, and selecting a web interface 
refresh interval. Once the user sets his preferences, he would 
see the live feed statistics from the selected data centers. 

CONCLUSION 

Implementations consistent with the principles of the 
invention provide multicastfeed administrators with an easy 
to-use resource for monitoring and maintaining Such feeds. 
The foregoing description of exemplary embodiments of 

the present invention provides illustration and description, 
but is not intended to be exhaustive or to limit the invention to 
the precise form disclosed. Modifications and variations are 
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possible in light of the above teachings or may be acquired 
from practice of the invention. For example, one or more of 
the acts described with respect to FIGS. 4-7 may be per 
formed by feed agent 150, or management server 130 or any 
other suitable device (or combination of devices) in system 
100 or various devices in system 300. 

Moreover, while series of acts have been described with 
regard to FIGS. 4-7, the order of the acts may be varied in 
other implementations consistent with the present invention. 
Moreover, non-dependentacts may be implemented in paral 
lel. 

It will also be apparent to one of ordinary skill in the art that 
aspects of the invention, as described above, may be imple 
mented in many different forms of software, firmware, and 
hardware. The actual software code or specialized control 
hardware used to implement aspects consistent with the prin 
ciples of the invention is not limiting of the present invention. 
Thus, the operation and behavior of the aspects of the inven 
tion were described without reference to the specific software 
code it being understood that one of ordinary skill in the art 
would be able to design software and control hardware to 
implement the aspects based on the description herein. 

Further, certain portions of the invention may be imple 
mented as “logic' that performs one or more functions. This 
logic may include hardware. Such as an application specific 
integrated circuit or a field programmable gate array, Soft 
ware, or a combination of hardware and software. 
No element, act, or instruction used in the description of the 

present application should be construed as critical or essential 
to the invention unless explicitly described as Such. Also, as 
used herein, the article 'a' is intended to include one or more 
items. Where only one item is intended, the term “one” or 
similar language is used. 
What is claimed is: 
1. A system for monitoring a multicast feed, comprising 
a multicast-enabled network device for transmitting the 

multicast feed from a multicast feed source to a user 
device via a network; 

a feed agent operatively coupled to the multicast-enabled 
network device for collecting and storing statistical data 
relating to the multicast feed, 

where the feed agent is to: 
execute a configuration file during start up, the configu 

ration file including at least an indication of a user 
datagram protocol (UDP) port on the multicast-en 
abled network device to monitor, and an Internet pro 
tocol (IP) address associated with the multicast feed; 
and 

a management server operatively coupled to the feed agent 
for receiving the statistical data collected by the feed 
agent, where the management server is to: 
execute a configuration file during start up, the configu 

ration file including at least an indication of a host 
name and IP address associated with the feed agent; 

identify a log interval time indicating a frequency with 
which polling of the feed agent is conducted; 

periodically request the statistical data relating to the 
multicast feed from the feed agent; 

determine whether the statistical data relating to the 
multicast feed is received in response to the request; 

send a notification to a trap destination address when the 
statistical data relating to the multicast feed is not 
received; and 

store, in a database, the statistical data relating to the 
multicast feed when the statistical data is received in 
response to the request. 
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12 
2. The system of claim 1, where the multicast feed is 

transmitted from the multicast-enabled network device to the 
user device using a user datagram protocol (UDP). 

3. The system of claim 1, where the multicast-enabled 
network device comprises a multicast-enabled router. 

4. The system of claim 1, where the multicast feed com 
prises financial data, collaborative whiteboard data, or 
streaming media. 

5. The system of claim 1, where the collected statistical 
data relating to the multicastfeed is transmitted from the feed 
agent to the management server using a transmission control 
protocol (TCP). 

6. The system of claim 1, where the feed agent is to: 
monitor the multicast feed received by the multicast-en 

abled network device; and 
transmit the statistical data relating to the multicast feed to 

the management server in response to periodic requests 
from the management server. 

7. The system of claim 6, where the feed agent is further to: 
identify a log interval time indicating the frequency with 

which collections of the statistical data relating to the 
multicast feed are conducted; and 

identify a transmission control protocol (TCP) port asso 
ciated with incoming requests from the management 
Sever. 

8. The system of claim 1, where the statistical data relating 
to the multicast feed includes at least one multicast feed data 
element. 

9. The system of claim 8, where the at least one multicast 
feed data element comprises a sequence number associated 
with received data units. 

10. The system of claim 9, where the at least one multicast 
feed data element comprises a retransmission identification 
associated with received data units. 

11. The system of claim 1, where the feed agent is further 
tO: 

calculate, based on the statistical data relating to the mul 
ticast feed, at least one value from a group comprising: 
a number of packets and messages received since the 

feed agent has started, a number of packets and mes 
sages received during a user-defined time interval, a 
number of re-transmitted messages since the feed 
agent has started, a number of re-transmitted mes 
sages during the user-defined time interval, a number 
of missing messages since the feed agent has started, 
a number of missing messages during the user-de 
fined time interval, a number of out of sequence mes 
sages, a number of duplicate messages, a rate of pack 
ets and messages received per second since the feed 
agent has started, or a rate of packets and messages 
per second for the user-defined time interval. 

12. The system of claim 1, where the management server is 
for periodically polling the feed agent and receiving the avail 
able multicast feed databased on the polling. 

13. The system of claim 1, where the management server is 
further to: 

determine whether the database is available; and 
write the received statistical data relating to the multicast 

feed to a flat data file when the database is not available. 
14. The system of claim 1, where the management server is 

tO: 

identify a hard disk drive threshold during start up; 
periodically determine if available hard disk drive space is 

less than the hard disk drive threshold; and 
send a notification to the trap destination address when the 

available hard disk drive space is less than the hard disk 
drive threshold. 
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15. The system of claim 1, where the management server 
includes a web server for enabling review of the stored sta 
tistical data relating to the multicastfeed by a client computer 
device over the network. 

16. The system of claim 15, where the web server provides 
a customizable interface for retrieving and viewing the stored 
statistical data relating to the multicast feed. 

17. The system of claim 15, where the web server provides 
for dynamic report generating relating to user-defined por 
tions of the stored statistical data relating to the multicast 
feed. 

18. The system of claim 15, where the web server is to: 
receive a request from the client computer device for infor 

mation relating to the stored statistical data relating to 
the multicast feed; 

retrieve the requested Statistical data relating to the multi 
cast feed; and 

present the requested Statistical data relating to the multi 
cast feed to the client computer device for display in 
substantially real time. 

19. A method for monitoring a multicast feed transmitted 
via a network, comprising: 

executing, by a server, a configuration file during start up, 
the configuration file including at least an indication of a 
host name and an Internet protocol (IP) address associ 
ated with a feed agent; 

identifying, by the server, a log interval time indicating a 
frequency with which agent polling is conducted; 

receiving, at a network device connected to the feed agent, 
the multicast feed from a data source: 

logging, at the feed agent, data statistics regarding the 
multicast feed; 

transmitting the multicast feed to a user device; 
periodically requesting, by the server, the logged data sta 

tistics; 
determining whether the logged data statistics are received 
by the server in response to the request; 

sending, by the server, a notification to a trap destination 
address when the logged data statistics are not received; 

storing the logged data statistics in a database associated 
with the server when the logged data statistics are 
received; 

and 
calculating, based on the logged data statistics, at least one 

value from a group comprising: 
a number of packets and messages received since the 

feed agent has started, a number of packets and mes 
sages received during a user-defined time interval, a 
number of re-transmitted messages since the feed 
agent has started, a number of re-transmitted mes 
sages during the user-defined time interval, a number 
of missing messages since the feed agent has started, 
a number of missing messages during the user-de 
fined time interval, a number of out of sequence mes 
sages, a number of duplicate messages, a rate of pack 
ets and messages received per second since the feed 
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14 
agent has started, and a rate of packets and messages 
per second for the user-defined time interval. 

20. The method of claim 19, where the multicast feed 
comprises a user datagram protocol (UDP) data feed. 

21. The method of claim 19, where the logged data statis 
tics are transmitted to the server upon request using a trans 
mission control protocol (TCP). 

22. The method of claim 19, further comprising: 
executing a configuration file during start up of the feed 

agent, the configuration file including at least an indica 
tion of a user datagram protocol (UDP) port on the 
network device to monitor, and an IP address associated 
with the multicast feed; 

identifying, by the feed agent, a log interval time indicating 
the frequency with which data Statistic logging is to be 
conducted; and 

identifying, by the feed agent, a TCP port associated with 
incoming requests from the server. 

23. The method of claim 19, where logging data statistics 
regarding the multicast feed further comprises: 

capturing a sequence number associated with multicast 
data units included in the multicast feed; and 

capturing a retransmission identification associated with 
the multicast data units. 

24. The method of claim 19, further comprising: 
receiving, at a web server associated with the server, a 

request from a client system for information relating to 
the stored logged data statistics; 

retrieving the requested logged data statistics from the 
database; and 

transmitting the requested logged data statistics to the cli 
ent system for display in substantially real time. 

25. A computer-readable memory device containing 
instructions for controlling one or more processors to perform 
a method for monitoring a multicast feed transmitted via a 
network, the method comprising: 

executing, by a server, a configuration file during start up, 
the configuration file including at least an indication of a 
host name and an Internet protocol (IP) address associ 
ated with a feed agent; 

identifying, by the server, a log interval time indicating a 
frequency with which agent polling is conducted; 

receiving, at a network device connected to the feed agent, 
the multicast feed from a data source: 

logging, at the feed agent, data statistics regarding the 
multicast feed; 

transmitting the multicast feed to a user device; 
periodically requesting, by the server, the logged data sta 

tistics; 
determining whether the logged data Statistics are received 
by the server in response to the request; 

sending a notification to a trap destination address when 
the logged data statistics are not received; and 

storing the logged data Statistics in a database associated 
with the server when the logged data statistics are 
received. 
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