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POLICY ENGINE TO CONTROL THE SERVICING
OF REQUESTS RECEIVED BY A STORAGE
SERVER

[0001] This is a continuation-in-part of U.S. patent appli-
cation Ser. No. 10/010,959 of M. Muhlestein, filed on Nov.
30, 2001 and entitled, “Decentralized Virus Scanning for
Stored Data” (hereinafter “Muhlestein”), which is a con-
tinuation-in-part of U.S. patent application Ser. No. 09/728,
701 filed on Dec. 1, 2000 and entitled, “Decentralized
Appliance Virus Scanning,” both of which are incorporated
herein by reference.

FIELD OF THE INVENTION

[0002] At least one embodiment of the present invention
pertains to data storage systems, and more particularly, to a
policy engine to control the servicing of requests received by
a storage server.

BACKGROUND

[0003] Modern computing systems often employ various
types of storage servers. Storage servers are used for a
variety of purposes, such as to provide multiple users with
access to shared data and to back up mission critical data. A
file server, for example, is a type of storage server which
operates on behalf of one or more clients to store and
manage shared files in a set of mass storage devices, such as
magnetic or optical storage based disks or tapes. The mass
storage devices are typically organized into one or more
volumes of Redundant Array of Independent (or Inexpen-
sive) Disks (RAID).

[0004] One configuration in which a file server can be
used is a network attached storage (NAS) configuration. In
a NAS configuration, a file server can be implemented in the
form of an appliance, called a filer, that attaches to a
network, such as a local area network (LAN) or a corporate
intranet. An example of such an appliance is any of the Filer
products made by Network Appliance, Inc. in Sunnyvale,
Calif.

[0005] A storage server can also be employed in a storage
area network (SAN) environment. A SAN is a highly effi-
cient network of interconnected, shared storage devices. One
difference between NAS and SAN is that in a SAN, the
storage server (which may be an appliance) provides a
remote host with block-level access to stored data, whereas
in a NAS configuration, the storage server provides clients
with file-level access to stored data. Some storage servers,
such as certain Filers from Network Appliance, are capable
of operating in either a NAS mode or a SAN mode or even
both modes at the same time. Such dual-use devices are
sometimes referred to as “unified storage” devices.

[0006] Tt is desirable to allow third parties software devel-
opers to develop applications that can access and/or control
processes that run on a filer. Doing so can enhance and add
value to such devices. However, development of such appli-
cations by third parties can be costly and complicated and
risk having an unintended negative impact on other pro-
cesses of the storage server. As a result, relatively few third
party applications are available at present. It is desirable,
therefore, to facilitate the development of such third party
applications, without requiring that all such applications be
developed by one company, while reducing the risk of a
negative impact on the storage server.
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SUMMARY OF THE INVENTION

[0007] The present invention includes a method of oper-
ating a storage server. The storage server receives from a
client a request to perform a storage-related operation relat-
ing to a set of data. If the first request satisfies a defined
criterion, the storage server invokes a policy engine config-
ured to determine a disposition of the request. The storage
server then receives a response from the policy engine
indicating a disposition of the request and responds to the
request in accordance with the response from the policy
engine.

[0008] Another aspect of the invention is a method of
operating a policy engine. The policy engine receives a first
request and information relating to a set of data from a
storage server. The first request is in response to a storage-
related client request received by the storage server from a
client and relating to the set of data. The policy engine
applies a defined policy using the information relating to a
set of data and then sends a first response to the storage
server to indicate a result of applying the defined policy. The
first response is to cause the storage server to send a second
response to the client in accordance with the first response.

[0009] Other aspects of the invention will be apparent
from the accompanying figures and from the detailed
description which follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] One or more embodiments of the present invention
are illustrated by way of example and not limitation in the
figures of the accompanying drawings, in which like refer-
ences indicate similar elements and in which:

[0011] FIG. 1 illustrates an example of a networked
storage system in which the invention can be implemented;

[0012] FIG.2 is a flow diagram of a process performed by
a filer and a policy engine in accordance with the invention;

[0013] FIG. 3 shows multiple policy engines connected to
multiple filers; and

[0014] FIG. 4 is a high-level block-diagram of the hard-
ware architecture of a processing system representative of a
filer or a policy engine.

DETAILED DESCRIPTION

[0015] A method and apparatus for controlling the servic-
ing of requests received by a storage server are described.
Note that in this description, references to “one embodi-
ment” or “an embodiment” mean that the feature being
referred to is included in at least one embodiment of the
present invention. Further, separate references to “one
embodiment” or “an embodiment™ in this description do not
necessarily refer to the same embodiment; however, such
embodiments are also not mutually exclusive unless so
stated, and except as will be readily apparent to those skilled
in the art from the description. For example, a feature,
structure, act, etc. described in one embodiment may also be
included in other embodiments. Thus, the present invention
can include a variety of combinations and/or integrations of
the embodiments described herein.

[0016] Tt is desirable to increase the number and capability
of applications that enhance the functionality of a filer,

Meta Platforms, Inc. and Samsung Electronics Co. Ltd. - Ex. 1045

Page 6



US 2004/0230795 Al

without requiring that all such applications be developed by
one company. To accomplish this, an interface that allows
independent software developers to create applications that
access and control processes that run on a filer are needed.
Such an interface allows isolation of development and
features to reduce any negative impact on the filer, while still
allowing control of significant features in the filer, thus
allowing third parties to add value to the filer.

[0017] In this regard, note that Muhlestein (referenced in
full above) describes a technique for “outsourcing” from a
filer various tasks, such as virus scanning, data compression/
decompression, encryption/detection, database compaction,
data translation, or any of various other CPU intensive tasks.
In particular, Muhlestein describes the use of a “cluster
device” to perform such tasks on behalf of a filer. As
described further below, the technique described in Muh-
lestein can be extended, modified and/or generalized advan-
tageously to achieve the above-noted goal.

[0018] Described herein is a technique for outsourcing
certain tasks from a filer to a policy engine (which can be a
device similar to a cluster device such as described in
Mubhlestein). The policy engine is, in certain embodiments,
a dedicated application server used to implement various
defined policies to control a filer’s servicing of client
requests. For example, the policy engine can be used to
implement policies to control various storage-related opera-
tions relating to data managed by the filer. The controlled
operations may include, for example, creation, deletion,
modification, opening, closing, renaming and/or changing
attributes of files or directories managed by the filer.

[0019] A simple example of a networked storage system is
illustrated in FIG. 1. The storage system includes a filer 2
coupled locally to a set of mass storage devices 4, and to a
set of clients 1 through an interconnect 3. The filer 2 receives
various read and write requests from the clients 1 and
accesses the mass storage devices 4 to service those
requests. Each of the clients 1 may be, for example, a
conventional personal computer (PC), workstation, or the
like. The mass storage devices 4 may be, for example,
conventional magnetic tapes or disks, optical disks such as
CD-ROM or DVD based storage, magneto-optical (MO)
storage, or any other type of non-volatile storage devices
suitable for storing large quantities of data.

[0020] The filer 2 is capable of operating in either a NAS
mode or a SAN mode, or both; that is, the filer to can provide
either file-level access or block-level access to stored data.
The filer 2 implements a number of different storage proto-
cols, such as the common Internet file system (CIFS),
network file system (NFS), hypertext transport protocol
(HTTP), simple network management protocol (SNMP),
etc., and selectively uses these protocols as needed.

[0021] 1In a NAS implementation, the interconnect 3 may
be essentially any type of computer network, such as a local
area network (LAN), a wide area network (WAN), metro-
politan area network (MAN) or the Internet, and may
implement the Internet Protocol (IP). In a SAN implemen-
tation, the interconnect 3 may be, for example, a Fibre
Channel switching fabric which implements the Fibre Chan-
nel Protocol (FCP).

[0022] The storage system also includes a remote policy
engine 6, which is connected to the filer through an inter-
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connect 7 (which can be the same interconnect as intercon-
nect 3). Interconnect 7 may be, for example, a conventional
computer network, such as a LAN or a corporate intranet.
The term “remote”, in this context, means that the policy
engine 6 is external to the filer 2 and is connected to the filer
2 only indirectly, such as through a network. However, the
term “remote” does not imply that the actual physical
separation between the filer 2 and the policy engine 6 must
be large; in fact, the physical separation between these
devices can be quite small. Furthermore, it should be noted
that the operations described herein as being performed by
the policy engine 6 could instead be implemented internally
to the filer.

[0023] In general terms, the role of the policy engine 6 is
to control the servicing of certain requests received by the
filer 2 from clients 1, by implementing various predefined
policies. The operating system in the filer 2 includes an
application programming interface (API) that allows the filer
2 to interface with the policy engine 6, as described further
below. The policy engine 6 and the associated API in the filer
2 allow third party control of various processes of the filer
2. For example, the policy engine 6 can be used to imple-
ment policies to control various storage-related operations
on files by the filer 2, such as creating, opening, closing,
deleting, modifying, renaming and/or changing attributes of
files.

[0024] Each policy can be implemented in the policy
engine 6 in the form of a simple software algorithm. A few
examples of policies that can be implemented in a policy
engine 6 are:

[0025] block creation of files of a particular file type

[0026] deny a particular user access to data stored in a
particular disk or volume

[0027] limit certain users’ access to a particular file, disk
or volume to a specified number of times per day

[0028] apply a load balancing procedure to any data
accessed more than a specified number of times in a speci-
fied period of time.

[0029] The policies may be defined/installed or enabled
within the policy engine 6 by a network administrator during
a configuration process, via a separate management console
(not shown). Similarly, the filer 2 can also be configured/
managed via a separate management console.

[0030] It might be desirable to block the creation of certain
types of files, at least under certain conditions. For example,
MP3 files tend to consume large amounts of storage space,
such that it may be desirable not to give users unlimited
freedom to store such files on the storage system. Conse-
quently, a policy can be defined and implemented in the
policy engine 6 to cause the policy engine 6 to block creation
of MP3 files (or any other specified type of file), either
unconditionally or under specified conditions. A policy may
be applied only to certain users or to certain client machines
or groups of user/clients, for example, or only during certain
times of today, etc.

[0031] Thus, the policy engine 6 can be used to implement
policies to control essentially any storage-related operation
of the filer 2, based on any of various criteria, such as
filename, file type (e.g., file extension), the user or client
which initiated the request, disk usage, specified quotas, etc.,
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or any combination thereof. Further, the policy engine 6 can
be used to collect and maintain summaries of attributes of
data, such as keeping and running track of directory usage.
The summarized data can be used by heuristics which
implement the policies within the policy engine 6.

[0032] At startup, the policy engine 6 gets the name of the
filer(s) 2 it will be serving from a command line interface or
some other invocation interface. The policy engine 6 com-
municates with the filer 2 using a named pipe and registers
itself with the filer 2 as a policy engine 6. The policy engine
6 then tells the filer 2 which communication method it will
be using and which file operation(s) to screen. Separate
named pipes are created for communications from the filer
2 to the policy engine 6 (“screen requests”) and for com-
munications from the policy engine 6 to the filer 2 (“screen
responses”).

[0033] As part of the registration process, the policy
engine 6 causes the filer 2 to store a set of criteria for each
policy the policy engine 6 will implement. The criteria,
when satisfied by a client request, will trigger the filer 2 to
invoke the policy engine 6 with a “screen request”. When a
client-initiated request received by the filer 2 meets any such
set of criteria, the filer 2 defers to the policy engine 6 for
disposition of the request, rather than immediately attempt-
ing to satisfy the request. For example, a set of criteria which
the policy engine 6 registers with the filer 2 might essentially
tell the filer 2, “Notify me (the policy engine 6) before
servicing any request to create an MP3 file.” When the
criteria are met, the filer 2 sends no response to the request-
ing client until the policy engine 6 has provided a response
to the filer 2; hence, the policy engine’s servicing of screen
requests from the filer 2 is synchronous with the filer’s
servicing of client requests. If a negative response is
received from the policy engine 6 or if the response time
exceeds a predefined limit, the request from the client 1 will
be denied.

[0034] In one embodiment, the criteria examined for pur-
poses of generating screen requests are implemented as
filters. In this embodiment, the filer 2 sends a screen request
only if a certain feature of a file is matched (or not matched).
The filer 2 in this embodiment acts to filter out request that
are not relevant to the policy on the policy engine 6,
reducing the communication required between the filer 2 and
policy engine 6. For example, the filer 2 can send screen
requests based on filters on file extensions, metadata
attributes (e.g., an “offline” bit), or file attributes (file size,
file age, etc.).

[0035] FIG. 2 illustrates a process performed by the filer
2 and the policy engine 6 according to certain embodiments
of the invention. Initially, at 201 the filer 2 receives from one
of its clients 1 a request to perform a storage-related opera-
tion relating to a set of data managed (or to be managed) by
the filer 2. The data may be, for example, a file, as now
assumed for the sake of simplicity. The request may be, for
example, a request to create, open, or modify a file. At 202
the filer 2 determines whether the client request satisfies any
of the previously stored criteria of the policy engine 6. If
none of the criteria of the policy engine 6 are satisfied, then
at 207 the filer 2 simply attempts to satisfy the request and
does not invoke the policy engine 6. If any of the criteria of
the policy engine 6 are satisfied, the filer 2 generates a
“screen request” and sends the screen request by Remote
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Procedure Call (RPC) to the policy engine 6 at 203 to invoke
the policy engine 6. The screen request is a notification to the
policy engine 6 that criteria associated with one of the policy
engine’s defined policies have been met by the request.

[0036] With the screen request, the filer 2 also sends to the
policy engine 6 information relating to the file, such as
metadata of the file, e.g., canonical names for the file, the file
extension of the file, the access type, user name of the
requesting user, etc. The policy engine 6 may also set or
modify such metadata of files managed by the filer 2, for
later use. The information sent to the policy engine 6 with a
particular screen request will depend upon which set of
criteria the client request matched, and the criteria depend
upon the policy with which they are associated. For
example, if the matched criteria are based on the underlying
policy of blocking creation of MP3 files, the filer 2 may
include the MP3 file extension in the screen request.

[0037] In another example, the policy engine 6 is used to
provide functionality that dynamically modifies information
that is displayed to a client application based on a user
credential or process ID. The filer 2 transfers to the policy
engine 6, the identity of the client, process ID, or other
user-centric attribute when a file is accessed. The file trans-
formation is then carried out by the policy engine 6 or
systems called by it. This functionality takes advantage of
the synchronous nature of filer-to-policy-engine communi-
cation.

[0038] The policy engine 6 receives the screen request and
the information relating to the file from the filer 2. At 204 the
policy engine 6 applies the appropriate one or more of its
defined policies to the received information. The result of
applying the policy may be a decision by the policy engine
6 to approve or deny the request. To simplify description, it
is generally assumed herein that the result of applying the
policy is either approval or denial of the client request. Note,
however, that the result of applying the policy can be
something other than approval or denial of the request; in
other words, the policy engine 6 can perform, or can cause
the filer 2 or some other device to perform, some other
predetermined action.

[0039] After applying the policy (or multiple policies), the
policy engine 6 sends a screen response by RPC to the filer
2 at 205 to indicate the result. At 206 the filer 2 sends a
response in accordance with the screen response to the client
1 which made the original request. For example, if the screen
response was to approve the client request, the filer 2
satisfies the client request (in the current example, the filer
2 would allow creation of the file per the client request). If
the screen response was to deny the request, the filer 2 sends
the client a message indicating that the request was denied.

[0040] A policy engine 6 such as described herein can be
used to control operations of multiple storage servers (e.g.,
multiple filers 2), as illustrated in FIG. 3. Accordingly, a
policy implemented by the policy engine 6 can be defined to
be specific to a certain filer or filers 2. Similarly, the outcome
of applying a policy in the policy engine 6 for a particular
screen request may depend upon which particular filer 2 sent
the screen request. For example, policies may be defined to
apply a quota to a particular filer or group of filers 2, or users
or clients 1 associated with a particular filer or filers 2. In this
regard the information sent by a filer to a policy engine with
a screen request may include an identifier of the filer. In a
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similar manner, the policy engine 6 can be used to provide
secure access to certain data. For example, certain filers
(and, hence, their associated users) may be permitted to
access certain data while other filers (and, hence, their
associated users) are denied access to the same data.

[0041] A policy engine 6 such as described herein can be
implemented as a cluster device within a cluster, as
described in Mubhlestein, or the policy engine 6 can be
implemented as a cluster. The cluster device or a policy
engine 6 within a cluster can be selected by the filer 2 in a
round robin manner, for example. Also, as illustrated FIG.
3, multiple independent policy engines 6 can be used as
described above to control operations of multiple filers 2. In
some implementations, each filer 2 may be statically
assigned to a particular policy engine 6. In other implemen-
tations, the policy engine 6 which responds to a particular
screen request may be determined dynamically based on any
of various criteria, such as load balancing considerations, or
it may be selected in a round robin manner by the requesting
filer 2.

[0042] In certain embodiments, multiple policies are
implemented in a logic AND fashion to implement an
overall policy. In certain embodiments, policies can be
linked in a more complex policy expression, for example by
ORing or XORing two or more policies to create a more
complex expression.

[0043] The policy engine 6 can be distributed amongst
multiple nodes (e.g., multiple physical machines/platforms).
Accordingly, a particular policy may be distributed amongst
multiple nodes. Each node may implement different policies
and/or each node may implement a portion of a total policy.
Additionally, information from intermediate policy engines
can be used as inputs to systems for evaluation and enforce-
ment
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[0044] In the case of a multiple-node policy engine, for
example, one part of the policy engine can reside in the filer
2, while the other part or parts reside externally to the filer
2. In that case the portion of the policy engine 6 residing in
the filer 2 may still be external to all other processes of the
filer, in that such portion of the policy engine is not linked
into any executables of the filer 2, either statically or
dynamically.

[0045] The distribution of policies is advantageous in that
it can reduce necessary bandwidth between nodes and
reduce the complexity of each node. In certain embodi-
ments, a two-node policy engine is used to distribute imple-
mentation of a policy asymmetrically. The portion of the
policy engine 6 which resides on the filer 2 can be relatively
simple, providing high-performance decisions regarding the
file system and/or filtering “uninteresting” events, while the
off-filer part of the policy engine 6 would deal with more
complex decisions and/or multiple-filer views.

[0046] The above-described communications between a
filer 2 and a policy engine 6 can be implemented with the
help of interface definition language (IDL) files, which are
platform-independent representations of data as exchanged
between two machines. Certain embodiments of the inven-
tion employ two IDLs, referred to as fprequest.idl and
fprequest.idl. Fprequest.idl describes the RPC calls made by
the filer 2 to the policy engine 6, i.e., the screen request
RPCs. Fpcompletion.idl describes the RPC calls made by
the policy engine 6 back to the filer 2, i.e., screen response
(or “screen completion”) RPCs.

[0047] Screen Request RPCs

[0048] In certain embodiments of the invention, the fol-
lowing calls are implemented by the policy engine 6; they
are initiated from a filer 2 at the time screening of the file
operation is requested:

FP_ ScreenRequest( )
[in] handle_t FilerHandle
[in] DWORD FilerID
[in] DWORD RequestID

[in, string] wchar_t* ClientIP
[in, string] wchar_t* UserSid

[in] DWORD ClientOperation

Send data concerning a proposed file access to
the policy engine for filtering.
Opaque RPC binding handle furnished during the
registration process.
Integer ID assigned by policy engine during
registration process
Filer’s request ID
IP address of client attempting to access the file
SID of the client attempting to access the file.
SID uses the notation: S-R-I-S-S ... In this
notation, S identifies the series of digits as an
SID, R is the revision level, I is the identifier-
authority value, S is subauthority value(s).
An SID could be written in this notation as
follows: S-1-5-32-544
In this example, the SID has a revision level of 1,
an identifier-authority value of 5, first subauthority
value of 32, second subauthority value of 544.
Note that the above SID represents the local
Administrators group.
Operation being attempted on file.

Operation
Symbol value Code type

FS_OP_OPEN
FS_OP__CREATE
FS_OP_RENAME

0x0001 File opens
0x0002 File creates
0x0004 File
renames
0x0008 File closes
(CIFS only)
0x0010 File deletes

FS_OP_CLOSE

FS_OP_DELETE

Meta Platforms, Inc. and Samsung Electronics Co. Ltd. - Ex. 1045
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-continued
FS_OP_RMDIR 0x0020 Directory
deletes
FS_OP_RENAME_DIR 0x0040 Directory
renames
FS_OP_ALL_OPS 0x007F  All
operations
[in] DWORD ClientOperation ~ Operation being attempted on file.
Operation
Symbol value Code type
FS_OP_OPEN 0x0001 File opens
FS_OP__CREATE 0x0002 File creates
FS_OP_RENAME 0x0004 File renames
FS_OP__CLOSE 0x0008 File closes
(CIFS only)
FS_OP_DELETE 0x0010 File deletes
FS_OP_RMDIR 0x0020 Directory
deletes
FS_OP_RENAME_DIR 0x0040 Directory
renames
FS_OP_ALL_OPS 0x007F All operations

[in] DWORD UID

[in] DWORD AccessValid
[in] DWORD Desired Access

[in]

DWORD Disposition Valid
[in] DWORD
CreateDisposition

[in, string]
wechar__t* DisplayPath
[in, string]
wchar_ t* AccessPath

[in, string]
wechar_t* RenameDisplayPath

[in, string] wchar_ t*
RenamePath

FP__ServerStatus ()

[in] handle_t FilerHandle
[in] DWORD FilerID
FP__RequestStatus ()

[in] handle_t FilerHandle,
[in] DWORD FilerID,
[in] DWORD RequestID,
[in, string] wchar_t*
AccessPath,

[out]

DWORD* RequestStatus
FP_ ShutdownCP( )

[in] handle_t FilerHandle
[in] DWORD FilerID

This fields sends the process or user ID in it as an aid
to detecting “runaway processes”.

Non-zero if DesiredAccess is filled in.

Requested access mode, as passed into the
CreateFile( ) Win32 API, e.g. GENERIC_READ,
GENERIC_WRITE.

Non-zero if CreateDisposition is filled in.

Requested create mode, as passed into the

CreateFile( ) Win32 API by the originating client, e.g.
CREATE__NEW, OPEN__EXISTING, etc.

UNC path to file (e.g. \\filer\home\sme\docimy.doc).

Path to the file on the filer (e.g.

\\file\ONTAP__ ADMINS$\volivolO\
home\smeidocymy.doc).

Use this path to open the file for inspection or

stat’ing during a screen request.

Proposed new name for file during a rename, suitable
for display to a client, as in DisplayPath. Meaningless
except for rename operations.

Proposed new name for file during a rename, suitable
for opening by server, as in AccessPath. Meaningless
except for rename operations.

Find out whether a policy engine is alive and well. If it
is not, or if there is no reply to this RPC, the filer will
automatically remove the policy engine from the list of
policy engines.

As above.

Get status on an individual request. If the policy
engine is working on it, OK, but otherwise, try sending
the request to another policy engine if one is

available. Otherwise, follow the policy set by

“Fpolicy ™ options required”. If “required” is true,

fail the request, otherwise allow it.

All fields match the values in the original request that
is being checked on. A return value of zero means

that no progress has been made. Anything else

means “still working on it”.

Shut down operations. This RPC is normally issued
before CIFS is terminated.
As above.

Nov. 18, 2004
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[0049] Screen Completion RPCs

[0050] The following APIs are implemented on the filer,
and are called by the policy engine.

Nov. 18, 2004

sending a corresponding notification to the policy engine 6.
In response to this notification, the policy engine 6 obtains
the file from the remote storage (if appropriate after applying

FP__ScreenCompletion( )

[in] handle_t FilerHandle

[in] DWORD RequestID

[in] DWORD Status

[in, string] wchar_t* AccessPath
[in, string] wchar_t* StatusStr

FP__Registration ( )
[in] handle_t FilerHandle

[in] DWORD FilerID

[in] DWORD ServerType

[in] DWORD OpsToScreen

[in] DWORD Reserved
[in, string] wchar_t* PolicyName

[in, string]
wechar_t* OptionalParams
FP__OpsToScreen ()

[in] handle_t FilerHandle,
[in] DWORD OpsToScreen,
[in] DWORD Reserved
FP__ShutdownRQ( )

[in] handle_t FilerHandle
FP_ FilerStatus( )

[in] handle_t FilerHandle

Tell the filer whether or not to allow access to the file.
The policy engine returns status back to the filer.

You should return standard NT error codes, such

as 0x05 for Access Denied, or zero for success.

In the event that the policy engine fails the

request, a human readable explanation, suitable

for the filer logs, of why the access failed should

be returned in the StatusStr field.

Register self with a filer as an available policy engine.
Opaque handle to filer gotten during initial RPC binding
process.

Filer ID, created by policy engine. This allows convenient
identification of which filer is sending the request,

if the policy engine has registered with more than

one filer.

Currently SCANTYPE_ fscreen is the only allowed
value here (see scantype.h)

OR’ed combination of FP__OP__OPEN,
FP__OP__RENAME, etc. (see fpserverh). This

tells the filer which operations the policy engine

wishes to screen. Note that if one policy engine
registers to screen ops A and B, while another

registers to screen C, the filer will select the

appropriate server depending on which operation

comes in from a client.

Currently unused

Whatever policy name is declared on the filer

that the server is going to serve for (“default”, for example)
Currently unused

Tell the filer which operations (e.g., open,

rename and/or create) to screen

Set OpsToScreen to an OR’ed combination of
FP__OP_OPEN, FP_OP_ RENAME, etc. (see
fpserver.h)

Ask for permission to no longer scan for files. If
you simply disconnect without asking permission,
one or more files which the filer has decided your
policy engine should process may not be screened.
Waiting until this RPC completes

means the filer has emptied the queue for this
policy engine and done the right things.

Find out if the filer is alive and well. In the event

of a reboot or takeover event, it is necessary to

register again, so pinging this interface when no interaction
has taken place for some time is prudent.

[0051] In certain situations it may be desirable to store

any applicable policies), and provides the file to the filer 2.

some files (or other data) managed by a filer 2 remotely from
the filer 2, such as in a separate nearline storage device,
instead of in the filer’s local storage. Where a file is stored
may be determined by a separate data backup application. A
policy engine 6 such as described above can be advanta-
geous in situations where files managed by a filer 2 are
stored remotely from the filer 2, as will now be described.

[0052] In certain embodiments, remotely stored files are
replaced in the filer 2 by a “stub” (e.g., a header), and the
inode of such a file includes a flag (e.g., an “offline” bit)
indicating that the file is actually stored remotely. When the
filer 2 receives a request relating to such a file, the filer 2
detects this flag in the inode of the file and responds by

Meta Platforms, Inc. and Samsung Electronics Co. Ltd.

The filer 2 then uses the file as appropriate to satisfy the
client request.

[0053] FIG. 4 shows at a high-level the hardware archi-
tecture of a processing system representative of a filer 2 or
a policy engine 6 such as described above, according to
certain embodiments of the invention. Certain standard and
well-known components which are not germane to the
present invention may not be shown. The processing system
40 includes one or more processors 21 and memory 42,
coupled together by a bus system 43. The bus system 43 is
an abstraction that represents any one or more separate
physical buses and/or point-to-point connections, connected
by appropriate bridges, adapters and/or controllers. The bus

- Ex. 1045
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system 43, therefore, may include, for example, a system
bus, a Peripheral Component Interconnect (PCI) bus, a
HyperTransport or industry standard architecture (ISA) bus,
a small computer system interface (SCSI) bus, a universal
serial bus (USB), or an Institute of Electrical and Electronics
Engineers (IEEE) standard 1394 bus (sometimes referred to
as “Firewire”).

[0054] The processor 41 is the central processing unit
(CPU) of the processing system 40 and, thus, controls the
overall operation of the processing system 40. In certain
embodiments, the processor 41 accomplishes this by execut-
ing software stored in memory 42. The processor 41 may be,
or may include, one or more programmable general-purpose
or special-purpose microprocessors, digital signal proces-
sors (DSPs), programmable controllers, application specific
integrated circuits (ASICs), programmable logic devices
(PLDs), or the like, or a combination of such devices.

[0055] The memory 42 represents any form of random
access memory (RAM), read-only memory (ROM), flash
memory, or a combination thereof. Memory 42 stores,
among other things, the operating system of the processing
system 40, in which techniques of the present invention can
be implemented.

[0056] Also connected to the processor 41 through the bus
system 43 are (optionally) a mass storage device 44, a
network adapter 45 and (at least in the case of a filer) a
storage adapter 46. Mass storage device 44 may be or
include any conventional medium for storing large volumes
of data in a non-volatile manner, such as one or more disks.
The network adapter 45 provides the processing system 40
with the ability to communicate with remote devices, such
as clients and/or a filer, over a network and may be, for
example, an Ethernet adapter. The storage adapter 46 allows
a filer to access external mass storage devices and may be,
for example, a Fibre Channel adapter or SCSI adapter.

[0057] Thus, a method and apparatus for controlling the
servicing of requests received by a storage server have been
described. Although the present invention has been
described with reference to specific exemplary embodi-
ments, it will be recognized that the invention is not limited
to the embodiments described, but can be practiced with
modification and alteration within the spirit and scope of the
appended claims. Accordingly, the specification and draw-
ings are to be regarded in an illustrative sense rather than a
restrictive sense.

What is claimed is:
1. A method of operating a storage server, the method
comprising:

receiving at the storage server, from a client, a first request
to perform a storage-related operation relating to a set
of data;

generating a second request in the storage server if the
first request satisfies a defined criterion;

sending the second request and information relating to the
set of data from the storage server to a policy engine;

receiving at the storage server, from the policy engine, a
first response indicating a result of the policy engine
having implemented a defined policy based on the
information relating to the set of data; and
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sending a second response in accordance with the first

response from the storage server to the client.

2. A method as recited in claim 1, wherein the policy
engine is external to the storage server.

3. A method as recited in claim 1, wherein the storage
server and at least a portion of the policy engine are
implemented in a single physical platform.

4. Amethod as recited in claim 1, wherein the first request
is a request for a file managed by the storage server.

5. Amethod as recited in claim 1, wherein the first request
is a request to create a file.

6. A method as recited in claim 3, wherein the policy
engine approves or denies the request to create the file based
on a file type of the file.

7. Amethod as recited in claim 4, wherein the file type of
the file is indicated in the information relating to the set of
data.

8. A method as recited in claim 1, wherein the defined
criterion has been defined in the storage server by the policy
engine.

9. A method as recited in claim 1, wherein the policy
engine determines whether to approve or deny the second
request based on an identity of the client.

10. A method as recited in claim 1, wherein the policy
engine determines whether to approve or deny the second
request based on an identity of a user of the client.

11. A method as recited in claim 1, wherein the policy
engine determines whether to approve or deny the second
request based on an identity of the storage server.

12. A method as recited in claim 11, wherein the infor-
mation relating to the set of data comprises information
specifically identifying the storage server from among a
plurality of storage servers that are coupled to the policy
engine.

13. A method as recited in claim 1, wherein the policy
engine determines whether to approve or deny the second
request based on a quota.

14. A method as recited in claim 1, wherein the policy
engine determines whether to approve or deny the second
request based on a number of times the set of data has been
accessed during a period of time.

15. A method as recited in claim 1, wherein the storage
server defers sending the client any response to the first
request until the storage server receives the first response
from the policy engine.

16. A method as recited in claim 1, further comprising:

responding to the first request at the storage server by
using metadata in the storage server to determine that
the set of data is stored externally to, and remotely
from, the storage server;

wherein the policy engine responds to the second request
by retrieving the set of data from storage and provides
the set of data to the storage server in conjunction with
the first response.

17. A method as recited in claim 1, further comprising:

using one of a plurality of storage protocols implemented
by the storage server to access the set of data, the
plurality of storage protocols including a block-level
storage protocol and a file-level storage protocol.
18. A method of operating a policy engine, the method
comprising:
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receiving at the policy engine, from a storage server, a first
request and information relating to a set of data, the first
request being in response to a storage-related client
request received by the storage server from a client and
relating to the set of data;

applying a defined policy in the policy engine using the
information relating to a set of data; and

sending a first response from the policy engine to the
storage server to indicate a result of applying the
defined policy, the first response to cause the storage
server to send a second response to the client in
accordance with the first response.

19. A method as recited in claim 18, wherein the policy
engine is external to the storage server.

20. A method as recited in claim 18, wherein the storage
server and at least a portion of the policy engine are
implemented in a single physical platform.

21. A method as recited in claim 18, wherein the client
request is a request for a file managed by the storage server.

22. A method as recited in claim 18, wherein the client
request is a request to create a file.

23. A method as recited in claim 22, wherein applying the
defined policy comprises approving or denying the request
to create the file based on a file type of the file.

24. A method as recited in claim 23, wherein the file type
of the file is indicated in the information relating to the set
of data.

25. A method as recited in claim 18, further comprising
using the policy engine to define a criterion in the storage
server, for use by the storage server to determine when a
subsequent client request is to be referred to the policy
engine for resolution.

26. A method as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on an identity of the client.

27. A method as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on an identity of a user of the client.

28. A method as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on an identity of the storage server.

29. A method as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on a user-based quota.

30. A method as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on a quota applicable to the set of data.

31. Amethod as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on a quota applicable to the storage server.

32. Amethod as recited in claim 18, wherein applying the
defined policy comprises approving or denying the second
request based on a number of times the set of data has been
accessed during a period of time.

33. A method as recited in claim 18, further comprising
the policy engine responding to the second request by
retrieving the set of data from remote storage and providing
the set of data to the storage server in conjunction with the
first response.

34. A storage system comprising:

a storage server to provide a client with access via a
network to data in a mass storage facility, the storage
server configured to receive from the client a first
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request to perform a storage-related operation relating
to a set of data managed or to be managed by the
storage server, and to generate a second request if the
first request satisfies a defined criterion; and

a remote policy engine coupled to the storage server to
receive the second request and information relating to
the set of data from the storage server, the remote
policy engine configured to approve or deny the second
request by implementing a defined policy using the
information relating to the set of data, to send a first
response to the storage server based on a result of
implementing the defined policy, the storage server
further configured to send a second response to the
client in accordance with the first response.

35. A storage system as recited in claim 30, wherein the
first request is a request for a file managed by the storage
server.

36. A storage system as recited in claim 30, wherein the
first request is a request to create a file.

37. A storage system as recited in claim 32, wherein the
remote policy engine approves or denies the request to
create the file based on a file type of the file.

38. A storage system as recited in claim 33, wherein the
file type of the file is indicated in the information relating to
the set of data.

39. A storage system as recited in claim 34, wherein the
remote policy engine determines whether to approve or deny
the second request based on the client.

40. A storage system as recited in claim 34, wherein the
remote policy engine determines whether to approve or deny
the second request based on a user-based quota.

41. A storage system as recited in claim 34, wherein the
remote policy engine determines whether to approve or deny
the second request based on a quota applicable to the set of
data.

42. A storage system as recited in claim 34, wherein the
information relating to the set of data comprises information
specifically identifying the storage server from among a
plurality of storage servers that are coupled to the remote
policy engine.

43. A storage system as recited in claim 34, wherein the
remote policy engine determines whether to approve or deny
the second request based on a number of times the set of data
has been accessed during a period of time.

44. A storage system as recited in claim 34, wherein the
storage server does not send the client any response to the
first request until the storage server receives the first
response from the remote policy engine.

45. A storage system as recited in claim 34, wherein:

the storage server responds to the first request by using
metadata in the storage server to determine that the set
of data is stored externally to, and remotely from, the
storage server; and

wherein the remote policy engine responds to the second
request by retrieving the set of data from remote
storage and provides the set of data to the storage server
in conjunction with the first response.

46. A storage system as recited in claim 34, wherein the
storage server is operable to implement each of a plurality of
storage protocols to access data, the plurality of storage
protocols including a block-level storage protocol and a
file-level storage protocol.
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47. A storage system comprising: 48. A method of operating a storage server, the method
) ) comprising:
a plurality of storage servers, each to provide a set of .. .
. . . . receiving at the storage server, from a client, a request to
clients with access to corresponding stored data; and . .
perform a storage-related operation relating to a set of
a policy engine to receive requests from each of the data;
storage servers, each request being based on a previous if the first request satisfies a defined criterion, then oper-
storage-related request received by one of the storage ating the storage server to invoke a policy engine
servers from a client, the policy engine configured to configured to determine a disposition of the request;
respond to each request by 1mplemenFlr}g one or more receiving at the storage server a response from the policy
of a set of defined storage-related policies and to send engine indicating a disposition of the request; and
a response to a requesting storage server based on a . . .
. - . . responding to the request in accordance with the response
result of implementing the defined policy, wherein one . .
e . . from the policy engine.
or more of the policies are specific to a particular B . . .
. 49. A method as recited in claim 48, wherein the policy
storage server, and wherein the storage servers respond S
. . engine is external to the storage server.
to the storage-related requests from clients in a manner
synchronous with the responses from the policy engine. I T S
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