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POLICY DRIVEN CLOUD STORAGE
MANAGEMENT AND CLOUD STORAGE
POLICY ROUTER

TECHNICAL FIELD

[0001] This disclosure relates generally to networked com-
puting systems.

BACKGROUND

[0002] The data storage requirements faced by many busi-
nesses continue to increase. For example, computer hardware
manufactures frequently use computer database systems to
track service requests from customers. If such a database
allows customers to supply data files (e.g., screenshots, con-
figuration files) related to a particular service request, then the
storage requirements for such a database simply grow over
time. Cloud computing allows users to perform computing
tasks where data, applications, and even complete virtualized
computing systems are accessed over computer networks
(frequently, e.g., the Internet). The network of servers and
connections used to provide a computing service is generally
referred to as “the cloud.” Cloud storage provides an abstrac-
tion for physical storage devices. Cloud storage generally
involves delivering data storage as a service, often billed on a
usage basis. That is, cloud storage allows users to store and
access data files somewhere in “the cloud,” without knowing
the details of where files are stored or having to manage
physical storage devices. In cloud storage, capacity can be
available on demand and files can be made available on a
global basis.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] So that the manner in which the above recited fea-
tures of the present disclosure can be understood in detail, a
more particular description of the disclosure, briefly summa-
rized above, may be had by reference to embodiments, some
of which are illustrated in the appended drawings. It is to be
noted, however, that the appended drawings illustrate only
typical embodiments of this disclosure and are therefore not
to be considered limiting of its scope, for the disclosure may
admit to other equally effective embodiments.

[0004] FIG. 1 illustrates a computing environment which
includes a policy driven cloud storage management broker,
according to one embodiment.

[0005] FIGS. 2A-2B illustrate a computing environment
which includes a cloud storage policy router, according to one
embodiment.

[0006] FIG. 3 illustrates a method for configuring a cloud
storage management broker with a tenant application, accord-
ing to one embodiment.

[0007] FIGS. 4A-4C illustrate example screen interfaces
used to register a tenant application with a cloud storage
management broker or a cloud storage policy router, accord-
ing to one embodiment.

[0008] FIG. 5 illustrates a method for sending a file to a
cloud storage service using a tenant application registered
with a management broker or a cloud storage policy router,
according to one embodiment.
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[0009] FIG. 6 illustrates a method for retrieving a file stored
by a cloud service along with metadata related to the file not
stored by the cloud service, according to one embodiment.

OVERVIEW

[0010] One embodiment described herein includes a com-
puter-implemented method for storing a file. The method may
generally include receiving a request to store the file using a
cloud storage service. The request may be received by a
tenant application hosted on a storage broker. The method
may generally include identifying one or more metadata
attributes to associate with the file, generating a user interface
configured to prompt a user to supply values for the one or
more metadata attributes, and generating a network link con-
figured to allow the user to upload the file to the cloud storage
service. The method may further include transmitting the
network link and the user interface to the user’s computer
system, receiving the metadata

DESCRIPTION

[0011] Certain embodiments described herein provide
techniques for policy driven cloud storage management and
for a cloud storage policy router. As described, the storage
broker may provide real time service negotiation and
dynamic cloud storage management for multiple tenant appli-
cations registered with the broker. A file upload tenant may be
configured to generate a user interface that allows a user to
specify metadata to associate with a file along with a link to a
cloud storage service to which the file is uploaded. A link to
the file and the metadata may be stored in an enterprise
database.

[0012] Inoneembodiment,asoftware application (referred
to as a tenant application) may be registered with the storage
broker. The tenant application may be configured to generate
a user interface with graphical interface components used
specify metadata attributes to associate with a file uploaded to
a cloud storage service. For example, the tenant application
may provide a web service configured to generate the appro-
priate HTML content to render an interface on a web browser.
In such a case, the HTML content may include form elements
used to enter and submit the metadata to associate with a file
stored in cloud storage by a particular tenant application. The
broker may determine, based on the metadata (or the particu-
lar tenant application), an appropriate cloud storage vendor/
location and provide an address for that location. A network
link to the file and the metadata may be stored in an enterprise
database. Thus, the user interface provide by the tenant appli-
cation allows the user to transfer files to a cloud storage
service suitable for the needs of a particular case. As noted,
demand for storage capacity is only part of the problem. In
order for files to be searched, located, retrieved, or intelli-
gently mined for knowledge, meaningful metadata should be
associated with files stored in “the cloud.” Accordingly, in one
embodiment, the broker collects and stores the metadata
attributes (along with a reference to the file stored in the
cloud) in an enterprise database. At the same time, the file
itself may be transmitted to the cloud storage service directly.
[0013] In another embodiment, a cloud storage policy
router (or more simply just router or routing device) may act
as a proxy for multiple cloud storage locations. In such acase,
the cloud storage policy router may receive service level/
capability advertisements from multiple cloud storage ser-
vices, as well as provide a web-services style interface allow-
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ing a client application to upload a file along with requested
storage attributes. When a user uploads a file and a set of
storage requirements, the cloud storage policy router matches
the requirements with the capabilities of different cloud stor-
age providers. Once a cloud storage service is determined, the
routing device then forwards the file to that cloud storage
service. Ifno cloud is available that satisfies the requirements
for a given file or application, the cloud storage policy router
may simply fail the storage request. The routing device may
notify the sender of the selected cloud storage service (as well
as store the metadata attributes associated with the file
uploaded to the cloud storage service). Thus, the cloud stor-
age policy router may provide real time service negotiation
and dynamic cloud storage management.

[0014] As stated, the cloud storage policy router may select
a cloud storage service based on the requirements for storage
submitted with a file. For example, the requirements may
allow an enterprise to specify any geopolitical, business, or
regulatory requirements associated with storing data files
faced by a given enterprise. For instance, the United States
Patriot Act has resulted in some non-US localities to pass
legislation forbidding data storage within the United States.
(See, e.g., British Columbia, Freedom of Information and
Protection of Privacy Act “FOIPPA,” Oct. 21, 2004). In such
a case, the cloud storage policy router may enforce a policy
that prevents data files from being stored in a particular juris-
diction. Alternatively, the cloud storage policy router may
enforce a requirement that data files remain stored within a
particular jurisdiction. Similarly, the policy may allow an
enterprise to specify a variety of other business or regulatory
processes related to where data records are stored and how
they may be accessed. Examples of how files may need to be
stored include encryption requirements, audit, and file stor-
age metadata requirements, etc. Examples of regulatory
requirements include HIPPA (healthcare privacy), PCI (card
transaction security), Gramm-Leach-Bliley (financial con-
sumer privacy). Examples of business processes include
internal information security restrictions (e.g., a requirement
to encrypt files based on a particular data classification) or
data retention requirements (i.e., how long a file should be
stored with the cloud storage service before being purged).

[0015] Further, in one embodiment, the cloud storage
policy router and the broker may be used to complement one
another. For example, a tenant application may not itself
specify acloud storage location, and instead rely on the policy
router. In such a case, the tenant application may collect a set
of attributes or requirements for that tenant application, and
forward this information along with the file to be stored to the
policy router. In turn, the policy router makes a decision of
where to store the file. For example, the cloud storage policy
router may evaluate the attributes against the advertised capa-
bilities of multiple cloud storage routers. That is, the broker
collects the appropriate metadata and the router selects the
cloud storage service. Thus, the broker and storage policy
router effectively operate as an end-to-end file exchange,
where users submit files for storage with a set of requirements
to the broker and the router can then locate those files at the
best available cloud storage.

[0016] The application programs (e.g., the cloud storage
management broker) disclosed herein may be distributed on a
variety of computer-readable storage media. Illustrative com-
puter-readable storage media include, but are not limited to:
(1) non-writable storage media (e.g., read-only memory
devices within a computer such as CD-ROM disks readable
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by a CD-ROM drive) on which information is permanently
stored; (i1) writable storage media (e.g., floppy disks within a
diskette drive or hard-disk drive) on which alterable informa-
tion is stored. The latter embodiment specifically includes
transmitting information to/from the Internet and other net-
works. For example, as described in greater detail herein, one
embodiment includes a computer-readable storage medium
containing a program, which when executed on a processor is
configured to send/retrieve files to/from cloud storage ser-
vices using a tenant application registered with a manage-
ment broker (or a cloud storage policy router).

[0017] Other forms of media include communications
media through which information is conveyed to a computer,
such as through a computer or telephone network, including
wireless communications networks.

[0018] FIG. 1 illustrates a computing environment 100
which includes a policy driven cloud storage management
broker 140, according to one embodiment. As shown, the
computing environment 100 includes a client system 102, a
cloud storage service 130, the storage broker 140, an enter-
prise system 160, a key service 170 and key database 175, and
an enterprise database 180.

[0019] Client system 102 is included to be generally repre-
sentative of a computing system having a processor, a
memory, and storage devices, etc. Alternatively, client system
102 may be a virtualized system accessed using a remote
desktop facility over a network. As shown, the computing
system 102 includes a central processing unit (CPU) 105
connected to storage 110, and memory 120. CPU 105 is
included to be representative of a single CPU, multiple CPUs,
a single CPU having multiple processing cores, and the like.
Storage 110 stores application programs and data for use by
the client system 102. The computing system 100 may be
connected to a data communications network such as a local
area network, which itself may be connected to other net-
works such as the Internet. Of course, client system 105 may
also be other computing platforms having a processor,
memory, and storage for applications and data, e.g., a PDA,
netbook PC, and the like.

[0020] Illustratively, the memory 120 stores an application
122, such as a web browser, and the storage 120 includes a file
112. The file 112 itself is included to be representative of any
object on client system 102 that is to be stored in the stored in
the cloud storage service 130, such as a word processing
document, structured document (e.g., an XML file), spread-
sheets, database records, audio/video files, etc.

[0021] In one embodiment, a user interacts with the appli-
cation 122 to access a tenant application 144 hosted by the
storage broker 140. The storage broker 140 may provide a
software application, e.g., a combination of an application
server, a web server, and a database. As shown, the storage
broker 140 hosts both a file upload tenant 148 and a file
download tenant 150. In this example, assume that the file
upload tenant 148 allows a user to attach the file 112 to a
service request submitted to a computer hardware vendor
(e.g., a configuration file associated with the user’s computer
hardware). And assume that the file download tenant 150
allows a user of the enterprise system 160 to access the file
from the cloud storage service 130 and the associated file
metadata as part of processing the service request. In such a
case, the user may access the file upload tenant 148 to upload
the file 112 to the cloud storage service 130. Once uploaded,
the cloud storage service 130 may store the file 112 on a block
storage device 132 (or some other form of physical storage).
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[0022] Inone embodiment, the file upload tenant 148 may
be configured to generate a user interface (e.g., a web page)
rendered by the application 122 on client system 102. Such an
interface allows the user to specify the file metadata 114 to
associate with the file 112. Further, the file upload tenant 148
may provide a network link (e.g., a URL) used to upload the
file 112 to the cloud storage service 130. The particular cloud
service 130 may be specified as part of the configuration of
the file upload tenant 140. Alternatively, the cloud service 130
may be determined dynamically using policies 142. For
example, the file metadata 114 specified by the user may
indicate a particular file type being uploaded, and the file
upload tenant may select what cloud storage service 130 to
send the file based on the file metadata 114. The application
122 may send the file metadata 114 to the storage broker 140,
which in turn, stores the file metadata 114 in the enterprise
database 180 (shown in FIG. 1 as file metadata 182). Thus, as
shown, the enterprise database 180 includes the file metadata
182 and a file reference 184. The reference 184 provides a
network link to the particular file 112 stored by the cloud
storage service 130.

[0023] Further, the particular policy 142 for the file upload
tenant 148 may require that the file 114 be encrypted prior to
being uploaded to the cloud storage service 130. Accordingly,
in one embodiment, the storage broker 140 and file upload
tenant 148 may be configured to communicate with the key
service 170 to obtain an encryption key to supply with the
user interface provided to the client application 122. The
encryption key may be a symmetric key (i.e., a single key
which both encrypts and decrypts the file 112) or an asym-
metric key (i.e., a public key of a public/private key pair). The
keys used to encrypt such files (or the private key of a key pair)
may be stored in the key database 175. This approach allows
each file updated to the cloud storage service 130 to be
encrypted using a distinct key (or key pair), while allowing
the enterprise to maintain the security of the key service 170
and key database 170.

[0024] Continuing with the example of a service request for
a computer hardware vendor, the enterprise system 160
includes a CPU 162, storage 164, and a memory 165. Further,
the memory 165 includes a ticket response (TR) application
167 used to evaluate service requests submitted by users of
the client system 102. In one embodiment, the TR application
167 may be configured to access the file metadata 182 and the
corresponding file reference 184 from the enterprise database
180. Using this information, the TR application 167 may
retrieve the file 112' from the cloud storage service 130,
allowing the service requested submitted by client system 102
to be processed. Further, if the file 112' is encrypted, the TR
application may retrieve the appropriate encryption from the
key service 170 and the key database 175. In this example, the
TR application 167 retrieves the file 112' from the cloud
service 130 directly.

[0025] Alternatively, however, the TR application 167 may
be configured to interact with one of the tenant applications
144 registered with the storage broker 140. For example, the
TR application may supply the file download tenant 150 with
a request for access to a particular file stored in cloud storage
service 130. In response, the file download tenant 150 may
generate a link to the requested file using, e.g., the file meta-
data 182.

[0026] FIG. 2A illustrates a computing environment 200,
which includes a cloud storage routing device, according to
one embodiment. As shown, the computing environment 200
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includes a cloud storage policy router 240 (or more simply,
just “routing device” 240) configured to interact with the
client system 102 and multiple cloud storage providers 230.
The client system 102 shown in FIG. 2A generally corre-
sponds to the client system 102 described relative to FIG. 1. In
this example, however the memory 120 of the client system
102 includes a set of storage parameters 205. The storage
parameters 250 may be used to specify what characteristics
are desired from a cloud storage provider 230 selected to store
the file 112.

[0027] Illustratively, the routing derive 240 includes a web
services interface 242, a routing application 244, a provider
metadata table 246, and registered storage policies 248. In
one embodiment, the web services interface 242 allows the
client system 102 to connect to the routing device 242 and
provide it the storage parameters 205 indicating preferences
for storing the file 112 with a cloud storage provider 130.
Further, the routing application 244 may be configured to
evaluate the storage parameters 205 received from client sys-
tem 102 using the provider metadata table 246. More specifi-
cally, the routing application 244 may compare the requested
storage parameters 205 with the capabilities advertised by the
different cloud storage providers 230, and optionally, the
registered storage polices 248, to select a particular cloud
storage provider 120 to store the file 112. For example, the
requested storage parameters 205 may indicate a minimum
guaranteed service level availability (SLA) that the selected
cloud storage provider 230 should have to be selected to store
the file 112. Similarly, one of the registered storage policies
248 may indicate whether the file 112 should be encrypted
before being stored by the cloud storage provider 230 or
indicate what locations are allowed (or prohibited) for storing
a file using one of the cloud storage providers 230. The
registered storage policy 248 may be based on the particular
client system 102 making the request to store the file 112 or
the particular storage parameters 205 included with the
request. Further, in one embodiment, the routing device 240
may query multiple cloud storage providers 230 to identify
the capabilities or characteristics of different cloud storage
providers 230. For example, the cloud storage providers 230
may advertise service level and capability metadata 235.

[0028] Once the routing application 244 selects a cloud
storage provider 230, the routing device 240 receives the file
112 and makes a forwarding decision to route the file towards
the selected cloud storage provider 130. Once uploaded, the
cloud storage provider 130 may store the file 112' on a block
storage device 132 (or some other form of physical storage).
Further, the routing application 244 may send a confirmation
back to the client system 102, along with a link used to access
the file at the selected cloud storage provider 240. If no cloud
storage provider 230 satisfies the storage parameters 205,
then the routing application 244 may simply send an indica-
tion to the client system 102 that no adequate cloud storage
provider 230 is available to store the file 112. In one embodi-
ment, the indication may specify what parameters could (or
could not) be satisfied or suggest alternative storage param-
eters that could be satisfied. Alternatively, the routing device
240 may make a forwarding decision to send the file 112to a
non-cloud storage location, e.g., to a physical storage device
managed by the enterprise using the routing device 240.

[0029] FIG. 2B illustrates an additional example of'a cloud
storage policy router being used to make forwarding deci-
sions for file storage based on a set of requirements for a given
file and the advertised capabilities of multiple cloud storage
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service providers, according to one embodiment. As shown, a
computing environment 250 includes a cloud storage policy
router 270, which acts as a proxy for a cloud storage service
“A” 260 and a cloud storage service “B” 280. In this example,
a user interacts with an application executing on computer
272 to specify a file 274 to be stored using a cloud storage
service that satisfies a stated set of storage requirements 276.
In one embodiment, the user may specify the storage require-
ments 276 by interacting with a web service, such as a regis-
tered tenant application. Of course other mechanisms may be
used. The storage requirements 274 allow a user (or an appli-
cation) to specify any geographical, business, regulatory, or
other requirements associated with storing data files faced by
a given enterprise. As noted above, examples of storage
requirements 276 include a requirement that a file be stored at
a particular location (or exclude a particular location),
encryption requirements or capabilities of a cloud storage
service, or service level requirements, such as a minimum
guaranteed availability of a cloud storage service, on in the
case of third party cloud storage service, price.

[0030] Once the policy router 270 receives a storage
request 275, which includes the file 274 and the storage
requirements 276 for that file, it may match the requirements
against capability advertisements 266 and 286 received from
multiple cloud storage providers. In one embodiment, the
cloud storage providers 260 and 280 may be managed by a
common enterprise. For example, an enterprise may operate
multiple data centers at different locations, each providing a
cloud storage service to local clients. Doing so may allow the
enterprise to localize cloud storage near the ultimate consum-
ers of data files stored therein. Alternatively, the policy router
270 may provide a proxy for independently operated cloud
storage providers. For example, a cloud storage service may
be made as a commercial offering by a variety of different
service providers. In such a case, the cloud storage service
may advertise its capabilities to the policy router 270. Thus,
multiple cloud storage services may compete with one
another, e.g., based on price and service levels.

[0031] Inone embodiment, the policy router 270 may store
the capability advertisements 266 and 286 received from the
cloud service providers 260 and 280 in a table (labeled in FIG.
2B as capability table 294). Further, the capability table 294
may be dynamic. That is, the capabilities of a given cloud
storage service may change over time, and the cloud service
may update its advertised capabilities as such changes occur.

[0032] As stated, the policy router 270 may select a cloud
storage provider at which to store file 270 by matching the
storage requirements 276 against the capability table 274. If
no provider can satisfy the storage requirements 276, then the
policy router 270 may simply fail the storage request 275 and
notify the appropriate application executing on computer
272. In the example shown in FIG. 2B, however, assume the
policy router 270 selects to store file 276 at the cloud storage
provider “B” 280 (represented in FIG. 2B as file 276' being
transmitted to storage provider 280). In one embodiment, the
storage policy router 270 may communicate with the selected
cloud storage provider using a web services type interface,
e.g., the policy router 270 may transmit the file 276 using an
HTTP post command to a web service deployed by web
service provider 280 on storage router 284. Once received by
a storage router 284 at cloud service 280, the file 276' may be
stored on whatever underlying physical storage mechanisms
are used by cloud service 280 (e.g., disk array 282).
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[0033] Additionally, in this example, assume the file 276"
has been encrypted using a key from key server 271. In one
embodiment, the key used to encrypt file 276 may be a device
level encryption key used by policy router 270 to encrypt each
file sent to a cloud storage provider. For example, the policy
router 270 may be acting as a proxy for multiple cloud storage
services managed by a common enterprise. In such a case,
policy router 270 and storage routers 264 and 284 at cloud
storage providers 260 and 280 may share a device level
encryption key.

[0034] Inone embodiment, the cloud storage policy router
270 may store an index of what files have been sent for storage
to a given cloud storage location, shown in FIG. 2B as index
table 292. That is, when the policy router 270 sends the file
276' to the storage cloud 280, the policy router 270 may
update the index table 292 to reflect that file 276" was sent to
cloud storage service 280 for storage. More generally, the
index table 292 may include a file ID and a customer ID (or
application ID) for each file sent to a cloud storage provider.
Further, the policy router 270 may send an update of the index
table 292 to the application which sent a given file for storage.
That is, each time a file is written to cloud storage, the policy
router 270 may return a message to the application submitting
the storage request 275. Such a message may be used to
update a list of files sent to cloud storage over the policy router
270.

[0035] Further, this information (i.e., index table 192) may
be shared among multiple storage routers, e.g., for perfor-
mance, scalability, and disaster recovery reasons. For
example, peer routers may restore the index table 192 in the
event that policy router 270 experiences a non-recoverable
error and is rebooted. Further, additional storage policy rout-
ers may be added to an enterprise network topology and
configured (e.g., with a network address) and the addresses of
the available cloud storage services (e.g., IP addresses of
storage routers 264 and 284) to provide scalability and load
balancing services among multiple policy routers 270
deployed for an enterprise network topology. In such a case,
anewly added policy router may replicate an index table from
other peer routers.

[0036] Further still, in one embodiment, the policy router
270 may be configured to perform one or more workflows 296
on files submitted to the policy router 270 for storage. Each
workflow 296 may specify an action to perform on files
included in a storage request (e.g., storage request 276). For
example, a workflow 296 could evaluate a file for any prohib-
ited (or required) content for files to be forwarded to cloud
storage by the policy router 270. In the event that a workflow
296 determined that a file should not be forwarded to cloud
storage by the policy router 270, then the workflow 296 could
fail the cloud storage request and return an error message to
the requesting application. Doing so may help prevent user
mistakes and enforce enterprise policy requirements related
to what files are allowed to be submitted to the cloud storage
policy router 270.

[0037] FIG. 3 illustrates a method 300 for configuring a
cloud storage management broker with a tenant application,
according to one embodiment. As shown, the method 300
begins at step 305 where a user registers a tenant application
with the storage broker. The user may specity a particular
cloud storage service to which files may be uploaded to (or
retrieved from) cloud storage using that tenant application.
[0038] At step 310, the user may register metadata fields to
supply for files uploaded to the cloud storage service identi-
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fied at step 305. For example, FI1G. 4A illustrates an example
interface 400 for specifying a collection of metadata
attributes 405 to associate with files uploaded to cloud storage
using the example service request tenant application
described relative to FIG. 1. As shown, the interface 400
includes a name of “TSRT” for the tenant application being
registered. The interface 400 also includes four attributes 405
for files uploaded using the “TSRT” application. Illustra-
tively, the attributes 405 include a file name attribute, a case
1D attribute, a file size attribute, and a file type attribute. In
addition to a name, each attribute 405 also includes a data
type, and optionally a default value and an indication of
whether a given attribute is required. Further the interface 400
allows the user to add additional attributes using an add
attribute button 406 or remove or edit a selected attribute
using buttons 410. In this example, the metadata attributes
405 are consistent with what metadata would be useful for a
tenant application used to upload files associated with service
requests for computer hardware. Of course, one of ordinary
skill in the art will recognize that the particular metadata
attributes may be tailored to suit the needs ofa particular case.

[0039] Atstep 315, the user may register storage policies to
associate with the tenant application identified at step 305.
For example, as described above, a registered policy may
specify whether files need to be encrypted prior to being
uploaded to the storage service or may specify a retention
policy specifying how long a file should be stored by the cloud
storage service before being deleted. For example, FIG. 4B
illustrates an example interface 415 used to specify what
storage policies to associate with the tenant application being
registered. In this particular example, the policies 420 being
registered using interface 415 include a retention policy and a
file size limit policy. Additionally, like interface 400, the
interface in FIG. 4B allows users to add, remove, and edit
additional storage policies to associate with the tenant appli-
cation being registered.

[0040] At step 320, the user may publish/deploy the tenant
application to the storage broker. For example, the broker
may include an application server, a web server, and a data-
base. In such a case, the user may provide an application
package configured according to the requirements of the
application server. FIG. 4C provides an example interface
425 for registering a tenant application with the cloud storage
broker. As shown, the interface 425 allows the user to specify
the name of the tenant application (“TSRT” in this example)
as well as an application URL (“www.cisco.com/tsrt”) at
which clients may access the registered tenant service. The
interface 425 allows the user to specify a variety of other
attributes, including the particular storage service to which
files are uploaded using this tenant application (“Cisco Stor-
age Connect” in this example). Additionally, the interface 425
includes controls used to manage the properties for the tenant
application being deployed. For example, the user may return
to the interface 400 of FIG. 4A or the interface 15 of FIG. 4B
using buttons 430. The user may cancel, save (or save and
exit) using buttons 435. Once saved, the tenant application
may be deployed to the storage broker.

[0041] FIG. 5 illustrates a method 500 for sending a file to
a cloud storage service using a tenant application registered
with a management broker, according to one embodiment. As
shown, the method 500 begins at step 505, where the storage
broker receives a request to store a file using cloud storage. In
response, the storage broker identifies a tenant application
corresponding to the request.
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[0042] At step 510, the tenant application may identify
what metadata fields are needed for a file uploaded to the
cloud storage service. Additionally, the tenant application
may identify any storage policies associated with the tenant
application (or the user/application making the request). At
step 515, the tenant application may generate a URL linking
to the cloud storage service. The requesting client may use the
URL to upload the file to the cloud storage service. At step
520, the tenant application may interface with akey service to
obtain an encryption key used by the client application to
encrypt a file prior to being uploaded to the cloud storage
service.

[0043] At step 525, the tenant application on the storage
broker generates an interface used to collect the metadata
fields required by the tenant application. For example, the
tenant application may generate a web page with form entries,
dropdown boxes, check boxes, etc., rendered on a web
browser at the client. Once generated, the tenant application
may transmit the interface page to the requesting client,
where it is rendered for display (step 530). As noted, the
interface may include the appropriate constructs for the user
to supply values for the metadata files. Additionally, the inter-
face transmitted to the client may also include a link used to
upload the file to the cloud storage service associated with the
tenant application. The interface may also include an encryp-
tion key used to encrypt the file prior to being uploaded to
cloud storage. If so, the encryption key (or the private key
counterpart to a public key) may be stored in a database.
[0044] After the user supplies values for the metadata
fields, and potentially encrypts the file, the file may be
uploaded to the cloud storage service. Additionally, a confir-
mation may be transmitted to the tenant application that the
file has been stored in “the cloud.”

[0045] At step 535, the tenant application may store the
metadata fields for the file in an enterprise database, along
with a reference to the file in cloud storage. Thus, individuals
within the enterprise have access to the file from the cloud
storage service, without incurring the physical storage or
maintenance requirements for storing the file directly.
[0046] FIG. 6 illustrates a method 600 for retrieving a file
stored by a cloud service along with metadata related to the
file not stored by the cloud service, according to one embodi-
ment. As shown, the method 600 begins at step 605 where a
user requests to access to both a file stored by a cloud service
and metadata associated with the file. Again returning to the
example of the computer hardware vendor, support personnel
may be tasked with resolving service requests submitted by
customers using the file upload tenant described relative to
the FIG. 1 and FIG. 5. In such a case, the support personnel
may be provided with a ticket review application (e.g., the TR
application 167 described relative to FIG. 1). Further, in one
embodiment, the ticket review application may access a file
download tenant registered with the storage broker. Alterna-
tively, the ticket review application may retrieve a service
request, file metadata, and a link to a corresponding file stored
by the cloud service. In either case, at step 610, the ticket
review application (or download tenant) retrieves metadata
associated the requested file, including a link (e.g., a URL)
used to retrieve the file from the cloud storage service. If the
file has been encrypted prior to being stored with the cloud
service, then at step 615, the keys needed to decrypt the file
are retrieved from the key service.

[0047] Atstep 620, the download tenant application (or the
ticket review application) generates an interface presenting
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the metadata and cloud storage link to the requesting client.
At step 625, the file may be retrieved from the cloud storage
provider using the link. Once retrieved, the user may then
access the information stored in the file retrieved from the
cloud storage service.

[0048] Advantageously, embodiments described herein
provide techniques for policy driven cloud storage manage-
ment and for a cloud storage policy router. As described, a
storage broker may provide real time service negotiation and
dynamic cloud storage management for multiple tenant appli-
cations registered with the broker. A file upload tenant may be
configured to generate a user interface that allows a user to
specify metadata to associate with a file along with a link to a
cloud storage service to which the file is uploaded. A link to
the file and the metadata may be stored in an enterprise
database. Thus, the user interface allows the user to transfer
files to a cloud storage service suitable for the needs of a
particular case, as well as allows the enterprise to receive any
number of metadata attributes describing the contents of the
file stored by the cloud service. That is, the tenant application
may collect and store the metadata attributes (along with a
reference to the file stored in the cloud) in an enterprise
database, while the file itself may be transmitted to the cloud
storage service directly.

[0049] While the foregoing is directed to embodiments of
the present disclosure, other and further embodiments of the
disclosure may be devised without departing from the basic
scope thereof, and the scope thereof is determined by the
claims that follow.

1. A computer-implemented method for storing a file, com-
prising:

receiving, by a tenant application hosted on a storage bro-

ker, a request to store the file using a cloud storage
service;

identifying one or more metadata attributes to associate

with the file;

generating a user interface configured to prompt a user to

supply values for the one or more metadata attributes;
generating a network link configured to allow the user to
upload the file to the cloud storage service;
transmitting the network link and the user interface to the
user’s computer system;
receiving the metadata attributes; and
storing the metadata attributes and a reference to the file in
a database system.

2. The method of claim 1, further comprising, prior to
storing the metadata attributes, receiving a confirmation that
the file has been uploaded to the cloud storage service,
wherein the confirmation includes the reference to the file.

3. The method of claim 1, further comprising, transmitting
an encryption key to the user’s computer system, wherein the
file is encrypted using the encryption key prior to being
uploaded to the cloud storage service.

4. The method of claim 1, wherein the reference to the file
stored in the database comprises a reference used to access the
file form the cloud storage service.

5. The method of claim 1, wherein the storage broker is
configured to select the cloud storage service from a plurality
of’cloud storage services based on a policy associated with the
tenant application.

6. The method of claim 5, wherein the policy specifies at
least one of a regulatory requirement, a data retention require-
ment, a location requirement, and a service availability
requirement for the selected could storage service.
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7. A system, comprising,

a processor;

a network interface; and

a memory containing a multi-tenant storage broker, which,

when executed on the processor, performs an operation

for storing a file, the operation comprising:

receiving, over the network interface, a request to store
the file using a cloud storage service,

identifying one or more metadata attributes to associate
with the file,

generating a user interface configured to prompt a user to
supply values for the one or more metadata attributes,

generating a network link configured to allow the user to
upload the file to the cloud storage service,

transmitting the network link and the user interface to
the user’s computer system,

receiving the metadata attributes, and

storing the metadata attributes and a reference to the file
in a database system.

8. The system of claim 7, wherein the operation further
comprises, prior to storing the metadata attributes, receiving
a confirmation that the file has been uploaded to the cloud
storage service, wherein the confirmation includes the refer-
ence to the file.

9. The system of claim 7, wherein the operation further
comprises, transmitting an encryption key to the user’s com-
puter system, wherein the file is encrypted using the encryp-
tion key prior to being uploaded to the cloud storage service.

10. The system of claim 7, wherein the reference to the file
stored in the database comprises a reference used to access the
file form the cloud storage service.

11. The system of claim 7, wherein the storage broker is
configured to select the cloud storage service from a plurality
of'cloud storage services based on a policy associated with the
tenant application.

12. The system of claim 7, wherein the policy specifies at
least one of a regulatory requirement, a data retention require-
ment, a location requirement, and a service availability
requirement for the selected could storage service.

13. A computer-readable storage medium containing a pro-
gram, which, when executed on a processor, performs an
operation for storing a file, the operation comprising:

receiving, over the network interface, a request to store the

file using a cloud storage service;

identifying one or more metadata attributes to associate

with the file;

generating a user interface configured to prompt a user to

supply values for the one or more metadata attributes;
generating a network link configured to allow the user to
upload the file to the cloud storage service;
transmitting the network link and the user interface to the
user’s computer system;
receiving the metadata attributes; and
storing the metadata attributes and a reference to the file in
a database system.

14. The computer-readable storage medium of claim 13,
further comprising, receiving, from the user interface, a con-
firmation that the file has been uploaded to the cloud storage
service.

15. The computer-readable storage medium of claim 13,
further comprising, transmitting an encryption key to the
user’s computer system, wherein the file is encrypted using
the encryption key prior to being uploaded to the cloud stor-
age service.
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16. The computer-readable storage medium of claim 13,
wherein the reference to the file stored in the database com-
prises a reference used to access the file form the cloud
storage service.

17. The computer-readable storage medium of claim 13,
wherein the storage broker is configured to select the cloud
storage service from a plurality of cloud storage services
based on a policy associated with the tenant application.

18. The computer-readable storage medium of claim 13,
wherein the policy specifies at least one of a regulatory
requirement, a data retention requirement, a location require-
ment, and a service availability requirement for the selected
could storage service.

19. A routing device configured to transmit a file to one of
a plurality of cloud storage services, comprising:

a processor; and

a memory storing a routing application, which, when

executed on the processor, performs an operation, com-

prising:

receiving a file to be forwarded to one of the cloud
storage services;
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receiving one or more storage parameters specifying
requirements for a cloud storage service selected to
store the file;

evaluating the storage parameters to identify a cloud
storage service, of the plurality, which satisfies the
specified requirements;

forwarding the file to the selected cloud storage service.

20. The routing device of claim 19, wherein the routing
application is configured to store advertised capabilities
received from the plurality of cloud storage services.

21. The routing device of claim 20, wherein evaluating the
storage parameters comprises matching the specified require-
ments against the advertised capabilities received from the
plurality of cloud storage services.

22. The routing device of claim 19, wherein the storage
parameters specify at least one of a regulatory requirement, a
data retention requirement, a location requirement, and a
service availability requirement for the selected could storage
service.
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