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METHOD, SYSTEM, AND PROGRAM FOR A
POLICY BASED STORAGE MANAGER

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 10/159,494 filed on May 31, 2002,
which application is incorporated herein by reference in its
entirety.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to a method, system,
and program for a policy based storage manager.

[0004] 2. Description of the Related Art

[0005] A policy based storage management framework
specifies how data having certain characteristics is associ-
ated with different pools of storage space that will store such
data, as well as how the data will be managed throughout its
lifecycle. One prior art policy based storage management
framework, described in the commonly assigned U.S. Pat.
No. 5,018,060, which patent is incorporated herein by
reference in its entirety, describes a policy based storage
management framework that provides constructs including
data classes, storage classes, and management classes that
are used to select storage devices for a data file or data set
based on the characteristics of the data file. A data class
specifies data file logical attributes, such as data file type,
record length, logical data storage space requirements, expi-
ration and retention dates for the data, etc. A storage class
defines a set of storage services, such as random access
specifications, sequential access specifications, guaranteed
space, etc. A management class specifies availability and
retention management requirements for data, such as hier-
archical storage management (HSM), expiration, backup
frequency, retention of backup copies, etc.

[0006] An automatic class selection (ACS) routine
receives a request to create or access a data file and then
selects and assigns data, storage, and management classes
that apply to the data file based on characteristics of the data
file, e.g., application that generated data file, file name, date,
owner of file and/or application, etc. The final selection is of
a storage group based on the data, storage, and management
classes assigned to the data. The storage group provides the
allocation of physical storage space for the data file. With the
described prior art policy based storage management frame-
work, data files can be members of one data class, but be
assigned to different storage and/or management classes,
which determine to which storage group the data file is
assigned.

[0007] The above described policy based storage manage-
ment framework was primarily intended for systems in
which a storage subsystem, such as a Direct Access Storage
Device (DASD) is directly attached to a storage controller,
that assigns hosts data to particular storage groups in the
manner described above.

[0008] Notwithstanding, there is a need in the art for
additional policy based storage management frameworks
that may be used with both directly attached storage and
indirectly attached storage, such as in a storage networking
environment.

Oct. 18, 2007

SUMMARY OF THE PREFERRED
EMBODIMENTS

[0009] Provided are a method and data structures for
generating data structures for use in storing data. A plurality
of data structures are defined in a computer readable
medium, wherein each data structure indicates a plurality of
attributes and at least one function of a storage resource to
store data. Policies are defined in the computer readable
medium that associate data characteristics to data structures
based on a correspondence of data characteristics and the
attributes defined in the data structures, wherein each
defined data structure is adapted to provide requirements to
determine a storage resource to store associated data, and
wherein the defined data structure is adapted to provide the
storage resource with requirements for storing the data.

[0010] Provided are a method and article of manufacture
for processing data to be stored. An application attribute is
associated with data based on an application policy. A
determination is made of an application attribute value in a
predetermined data structure, wherein the data structure is
adapted to be received by a data level element and by a
storage resource and to provide the storage resource with
requirements for storing the data.

[0011] Provided are a method, system, and article of
manufacture for storing data. A determination is made of
characteristics of the data. A plurality of data structures are
processed. Each data structure may indicate a plurality of
attributes and at least one function, to determine one data
structure having attributes corresponding to the determined
characteristics of the data. A storage resource is associated
with the determined data structure and the storage resource
associated with the determined data structure implements
the attributes and functions indicated in the data structure.

[0012] The described implementations provide techniques
for implementing a policy based management framework for
associating data with storage resources.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Referring now to the drawings in which like ref-
erence numbers represent corresponding parts throughout:

[0014] FIG. 1 a view of policy based storage management
architecture in accordance with certain implementations of
the invention;

[0015] FIG. 2 illustrates a further view of a policy based
storage management architecture in accordance with certain
implementations of the invention;

[0016] FIG. 3 illustrates a still further view of a policy
based storage management architecture in accordance with
certain implementations of the invention;

[0017] FIG. 4 illustrates a network computing environ-
ment in which aspects of the invention are implemented in
accordance with certain implementations of the invention;

[0018] FIG. 5 illustrates a policy based storage manager
framework in accordance with certain implementations of
the invention;

[0019] FIGS. 6a and 654 illustrates logic to select a storage
resource for a data file using the policy based storage
manager framework in accordance with certain implemen-
tations of the invention;
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[0020] FIG. 7 illustrates a container data structure in
accordance with certain implementations of the invention;
and

[0021] FIG. 8 illustrates a computing architecture that may
be utilized with certain implementations of the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0022] In the following description, reference is made to
the accompanying drawings which form a part hereof and
which illustrate several embodiments of the present inven-
tion. It is understood that other embodiments may be utilized
and structural and operational changes may be made without
departing from the scope of the present invention.

Policy Based Management Framework

[0023] Described implementations concern a comprehen-
sive management platform for an environment that includes
a variety of mission critical applications, large numbers of
servers running different operating systems, storage systems
with differing capabilities, and many network elements that
interconnect servers with storage systems. Storage manage-
ment deals with many levels or layers of the system: i.e. disk
(storage) level, data level, and application level. Storage
management is also multi-faceted: e.g. performance, recov-
erability, capacity planning, security, and installation aspects
and handles transient as well as persistent aspects: e.g. [/O
requests (transient) and data (persistent). The described
implementations may present and utilize the following con-
cepts: multi-level, inter-related policies, based on the layers
of the storage environment, and mechanisms to establish
these relationships; a container concept that allows defining
an arbitrary set of storage, management, and/or service
classes as per the needs of a management solution and/or
installation; a tighter integration between resource manager
and policy manager, allowing for a dynamic behavior; a
connector concept to provide a standard characterization of
managed elements and to provide a semantic mapping from
the standard characterization to the actual. The described
implementations allow the integration of business objec-
tives, specifying resource usage, availability, recoverability
priorities; system model, specifying what changes should be
noticed and how; metrics specifying what and how to
measure the system, and when to raise “alarms”; and service
contract, specifying the monitorable interactions with other
components (e.g. application) of the information infrastruc-
ture.

[0024] A policy is a “condition-action tuple.” The condi-
tion part specifies an event or state that acts as trigger(s) for
the action part to be executed. The condition can reflect a
timer-based value (e.g. midnight, Thursday, “first day of a
new quarter”), an internal or external situation (e.g. error
code raised/exception thrown, job successfully terminates),
or an attribute value (e.g. service level, size, application
name). The action(s) associated with the occurrence of one
or more conditions may involve the execution of specific
procedures or functions, the raising of other conditions,
and/or the setting of other attributes to particular values. In
this last case, an action may thus establish triggers for other
actions.

[0025] FIG. 1 illustrates a conceptual view of how policy
based management can be applied to the storage area. In

Oct. 18, 2007

FIG. 1, the system has three layers—storage 2, data 4, and
the application 6. The storage level 2 relates to physical
aspects of a storage system that deals with “storing and
retrieving” of raw bits, the data level 4 relates to logical
aspects of a storage system, such as providing data access
methods, and the application level 6 relates to users of the
storage system, such as middleware, applications, and busi-
ness processes, and their requirements on data and storage
supported at an aggregate level.

[0026] Each policy level 2, 4, and 6 allows policies to be
defined for that level. Policies at any given level are defined
in terms of attributes 10a, 105, 10¢ and management func-
tions 12a, 125, 12¢. Attributes 10a, 105, 10c represent
properties and characteristics of the managed environment
(e.g. capacity of a disk, throughput rates needed for an
application, most recent modification time on a file). They
are further distinguished as intrinsic (static) and dynamic
(time-varying). Intrinsic attributes do not change with time
and hence they can be referenced but not reset. Dynamic
attributes can be referenced and can be reset. Management
functions 12a, 12b, 12¢ are the basic mechanisms that
perform the administration of the environment (e.g. creating
a logical disk, mounting a file system, quiescing an appli-
cation). Management functions 12a, 126, 12¢ may be
invoked as the action part of a policy execution. Both
policies 10a, 105, 10¢ and management functions 12a, 125,
12¢ may use intrinsic attributes and may reset dynamic
attributes. In certain implementations, each higher-level
policy can influence the next lower level policies through the
attributes and management functions. Attributes at a higher
level can be used in the next lower level policies, and
management functions at a higher level may activate poli-
cies at the next lower level.

[0027] FIG. 1 further shows how business/enterprise poli-
cies 14, such as Service Level Agreements (SLAs) and
service level objectives (SLOs), as well as government
regulations affect the levels 2, 4, 6 and are translated either
automatically or manually into policies at the three levels
described here.

[0028] Application policies 16 may be used to control the
manner in which a particular task accesses or consumes
computational resources, or to prioritize that task relative to
others. Application policies 16 concern an application’s
requirements on the data that it generates or uses—and,
indirectly, the storage on which that data resides. For
instance, an application may have specific requirements for
the speed and format of data access, or for recoverability of
the data in the event of an outage. The speed of access may
be a consequence of needing to achieve a certain transaction
rate, and may potentially vary during application execution.
Hence, different applications may require different access
rates when accessing the same file, or may require different
types of /O (e.g. read vs. write, sequential vs. random).
Additionally, synchronizing the backup of modified files
may vary across applications; this is particularly significant
if different applications have diverse synchronization
requirements and have a file in common.

[0029] To implement the application policies 16, applica-
tion attributes 10c are associated with the file when an
application is accessing that file. The application attributes
10¢ may include initial access delay, sustained access rate,
1/O rate, I/O bandwidth, read/write ratio, sequential/direct
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access, aggregate backup/recovery criteria (e.g. outage time,
currency). Application attributes 10c may be collected into
named sets of service classes. The association of such a set
with an application’s use of a file is one instance of an
application policy 16. For instance, the service criteria may
be used to determine whether data can be moved up and
down the storage hierarchy.

[0030] Data policies 18 are concerned with the data itself
rather than any particular application’s use of the data. These
include criteria for the management of the data’s life cycle,
recoverability, and security. As with application policies,
data policies may be based on data attributes 105. Data
attributes 105 include life cycle attributes and recoverability
attributes. Life cycle attributes specify the length of time the
data needs to be kept and the number of versions of the data
that must be maintained. Life cycle policies prescribe what
actions should (or must) be taken when the time period has
elapsed or the number of versions is exceeded. Recoverabil-
ity attributes indicate the number (and potentially the geo-
graphic location) of backup copies of the data, and the cyclic
nature of the backups. Recoverability attributes are used to
trigger a backup action, delete older backup copies, or
restore data from a backup copy. Data attributes 105 also
include security attributes that define logical and physical
security policies. Logical security is concerned with access
lists (i.e. “‘who’ can access the data) and authorization levels
(i.e. and do ‘what’ with it). Security attributes allow or deny
access based on the requester’s authorizations. Physical
security relates to the placement of data on physically secure
devices (e.g. in a locked room).

[0031] Storage policies 20 govern the partitioning and use
of storage space, the topology of storage within an enter-
prise, and the management of the storage components them-
selves. Storage attributes 10a may provide requirements on
the storage device, or the storage systems (i.e. a number of
storage devices packaged as a system). Storage policies 20
may concern the management of the individual storage
devices are primarily vendor-dependent. Examples of these
are the use of dynamic RAID reconfiguration capability,
specific ‘snapshot’ implementations, dynamic defragmenta-
tion/garbage collection, on-board cache management, per-
formance-based capacity control, etc. Storage attributes 10a
that are device related include capacity, bandwidth, I/O
rates, sequential/direct, reliability/error rates, concurrent
copy capability, physical location, security, lease duration,
cost, etc. The actions or management functions 12a associ-
ated with the storage policies 20 include enabling/disabling
usage, draining, dumping, initiating transfers (e.g. for copy
purposes), hierarchy management, etc.

[0032] The above described policies 16, 18, and 20 are
designed for the management of storage (and data residing
on the storage) and are intended to satisfy business objec-
tives. These policies 16, 18, 20 may be explicitly stated, or
implied by/derived from other policies that reflect business
practices and guidelines (i.e. business policies). Thus, the
application 16, data 18, and storage policies 20 may be
derived from the business policies. Examples of business
policies include: financial transaction data must be kept for
a certain period of time, employees must be paid at a certain
day and time each month, up-to-the-minute copies of all
financial records are to be stored in an off-site vault, etc.

[0033] The first business policy implies a data policy that
any data file containing financial transactions must have a
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minimum retention characteristic of a number of years from
the last update. The second business policy implies an
application policy determining when the payroll application
must be run. The third business policy implies a data policy
for the remote copying of specific data.

[0034] Storage management may involve the following
areas: performance, which involves service delivery rates,
hot spots, latency, resources utilization, etc.; availability,
which includes data protection as well as fault tolerance
aspects; security, which involves access control, authentica-
tion, audit trails, physical security, etc.; space and capacity,
which involves the amount of storage space, [/O bandwidth,
size limits, etc.; and installation and physical entities, which
include leases, housing issues, etc.

[0035] FIG. 2 illustrates an embodiment of the policy
based storage management architecture which includes three
elements, a storage policy manager 50, storage resource
manager 52, and a connector framework 54. As FIG. 2
shows, the storage policy manager 50 and storage resource
manager 52 work with the environment using the connector
framework 54. The commands, controls, measurement,
events, and feedback 56 flow through the connector frame-
work 54 between the environment and the management
infrastructure. In the scenarios where the environment con-
sists of a policy-based tool or a component, the connector
framework 54 may provide the mechanisms to influence
policies of that tool/component.

[0036] FIG. 3 is a detailed view of the policy based storage
management framework. FIG. 3 containers are abstract
constructs and, in certain implementations, may be imple-
mented as object oriented classes having certain associated
properties and functions. Elements added to a container may
inherit functions and properties provided by the container.
Thus, making an element a member of a container makes the
functions and properties included in that container available
to that element. A container is a collection of logical
attributes and associated functions. For example, a storage
container may comprise a collection of logical storage
attributes and management functions. Several physical stor-
age elements may be used to support a storage container
abstraction and hence the logical attributes of the container
represent the physical attributes of the elements in an
individualized as well as in an aggregate form. The attributes
may refer to such aspects as reliability, performance, avail-
ability, and installability aspects of the elements. A specific
container definition consists of a subset of the logical
attributes. All elements supporting the container definition
offer homogeneous attribute values. In embodiments where
containers are implemented as an object oriented class, a
container can be defined using a class definition in object
oriented programming. The number of distinct container
classes depends on the number of logical attributes at a given
level.

[0037] The container maps a specific combination of logi-
cal attributes to a set of specific data and storage elements
that can be used to support service implied by the attributes.
An element may comprise any hardware or software product
or component that provides some form of data or storage
placement, access, or management function depending on
the context. A container defines requirements for a number
of data/storage software and hardware elements or parts/
products that actually house and manage the application in

Meta Platforms, Inc. and Samsung Electronics Co. Ltd. - Ex. 1046

Page 13



US 2007/0244939 Al

a manner that meets the service requirements. Also, the same
level of service defined by attributes and management
functions included in a container may be implemented by
different sets of elements or parts/products. For example,
storage controllers provided by different vendors may satisty
the same level of service specified in a container. This allows
data and storage used by a single business application to be
placed, based on container policy, in more than one vendor’s
controllers (multiple containers) while managing all of the
application’s data/storage through a single instance of an
application policy.

[0038] Management functions define data/storage hard-
ware or software functions implemented by a container. The
management functions defined by a container may map to
element functions provided by a vendor that supplies the
underlying elements or third party software that sits between
the element and the connector layer.

[0039] The connectors 102a, 1025, 102¢ comprise a soft-
ware methodology for bringing together two pieces of
software that were not designed or coded to interface with
one another. For instance, the connectors 1024, 1025, 102¢
may bridge the storage policy manager 106 that provides a
set of policies for specifying data and storage QoS (Qualities
of Service) from a top-down business application perspec-
tive and the storage management products and components.

[0040] FIG. 3 illustrates further details of the relationship
of elements 100a, 1005, 100¢, connectors 102a, 1025, and
102¢ and containers 104a, 1045, 104c. A connector 102a,
1026, 102¢ is a means of bridging across two different
software components, each with its own interfaces and
semantics. A connector may have a policy level and a
management level. A policy level represents software that
accepts or supports the policy interfaces. The policy level
supports policy definition for data and storage management
specified from the top or business application perspective.
The policy level software provides a single interface and
may represent policy specification in the form of XML
documents to the management level connectors.

[0041] A management level represents the software that
supports or invokes the specific management functions
interface of a specific software or hardware product or
component. The management level in conjunction with the
software and hardware defined for the container actually
provides the management of the data and storage resources.
The desired policy based management of the data and
storage resources is achieved by connecting together the
policy and management levels. The management level
implement functions that satisfy the attributes specified in
the policy level. A vendor may supply management level
components to integrate their products into the environment.
The management level connector software uses the interface
to invoke the functions.

[0042] A specific container instance (list of elements
within the container) may be created for each unique com-
bination of elements a customer wants to deploy in the
storage environment. A management level connector is
constructed and deployed to connect each set of unique
management functions to the policy level software.

[0043] The storage policy manager (SPM), shown as
element 50 in FIGS. 2 and 106 in FIG. 3 provides a policy
related infrastructure. The SPM includes a policy adminis-
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tration component, a policy engine, and a meta-information
repository. The SPM may include components such as a
policy specification tool, a policy decision point, a policy
enforcement point, and a policy repository. The policy
administration component provides the policy specification
function of the reference architecture and the vocabulary for
expressing policies. The policy administration further pro-
vides the transformation logic to translate policies specified
in terms of business objectives (e.g. SLAs and SLOs) to
policies at the storage, data, and application levels as shown
in FIG. 1. The policy administration component also pro-
vides analysis functions for validating syntactic and seman-
tic aspects of policies. The policy administration component
may further identify and resolve conflicts between different
policy groups.

[0044] The SPM 50, 106 may further include a policy
engine component that implements the policy decision point
and portions of the policy enforcement point. Some policies
decision points may be driven by events including a timer-
pop (e.g. midnight, Thursday, “first day of a new quarter”),
occurrence of an internal or external state change (e.g. error
code raised/exception thrown, job successfully terminates),
change in an attribute value (e.g. service level, size, appli-
cation name), request for a new service start up, or even an
arrival of a specific service request in the data path. A
repository of policies may specify a response to an event.
Once a relevant policy is determined for an event, then the
action specified by the determined policy is implemented.
The policy engine drives the policy enforcement by invok-
ing management functions provided by the containers in
response to events. The policy engine might also reset
certain attribute values as a result. In this way, containers
also participate in policy enforcement.

[0045] The SPM 50, 106 may further include a meta-
information repository that stores various pieces of infor-
mation needed for the policy infrastructure. This includes
policies represented in some internal form. The repository
may also store information on data assets of (i.e. files and/or
logical volumes used by) an application.

[0046] The storage resource manager (SRM), shown as
elements 52 (FIG. 2) and 108 (FIG. 3) complements the
policy manager in providing storage management automa-
tion. The SRM 52, 108 provides analysis and resource
deployment recommendations for managing storage
resources on a long term as well as short-term basis. Some
of the functions expected of SRM in this architecture may
already be available (or will be available) in existing storage
system elements, and the other functions may have to be
implemented as a new component. SRM 52, 108 activities
may include resource planning for “normal” and “change in
configuration” situations; differentiated service support;
problem identification, analysis, and resolution; and over-
load monitoring and management.

[0047] The SRM 52, 108 further handles changes to the
storage system, which may result from new subsystems
being added or as a result of some subsystems failing. The
SRM 52, 108 may determine a re-allocation of storage to
data to meet committed service objectives. The SRM 52, 108
may identify any changes to the service objects that may be
needed as a result of the system changes as port of static
resource management.

[0048] In certain implementations, the SPM 50, 106 pro-
vides an automated way of classifying or prioritizing the
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workload based on business objectives, whereas the SRM
52, 108 implements a class-based service, giving preferen-
tial treatment to some classes even at the cost of the other
classes when resources are constrained. This requires exist-
ence of service classes and the resource provider’s ability to
service requests for different classes.

Implementation of a Policy Based Management
Framework

[0049] FIG. 4 illustrates a network computing environ-
ment in which aspects of the invention are implemented. A
plurality of application servers 202q . . . 202% may transmit
data to network storage resources 204a, 2045 . . . 204n over
a network 206. Storage servers 208q . . . 2087 include policy
based storage manager programs 210a . . . 210% to route the
data files, created by application server 202a . . . 202»
applications (such as database applications or any other data
processing application known in the art) to network storage
resources 204a, 2045 . . . 204n based on the characteristics
of the data files. FIG. 4 shows that storage resources, such
as 204#n, may be directly attached to a storage server 208a.
The application servers 202a . . . 202z may comprise any
computational device known in the art (e.g., a workstation,
personal computer, mainframe, server, laptop, hand held
computer, telephony device, network appliance, etc.). The
storage resources 204a, 2045 . . . 204z may comprise any
storage device, storage system or storage subsystem known
in the art that directly connects to the network 206 or is
attached to another device, such as the case with storage
resource 204z attached to storage server 208a. The storage
resources 204a, 2045 . . . 204n may comprise a Just a Bunch
of Disks (JBOD), Redundant Array of Independent Disk
(RAID), Network Attached Storage (NAS), a virtualization
device, tape library, optical disk library, etc. The network
206 may comprise any network system known in the art,
such as a Local Area Network (LAN), Storage Area Network
(SAN), Intranet, Wide Area Network (WAN), the Internet,
etc. The storage servers 208a . . . 2087 may comprise any
device capable of managing application access to a storage
resource, such as any server class machine, a storage con-
troller, enterprise server, etc.

[0050] The policy based storage manager 210a . . . 210n
receives requests to create data files from the application
servers 202a . . . 202» and based on the policy based
framework described herein determines a group of storage
resources 204a, 2045 . . . 204z that may be selected to store
the data files. The policy based storage manager may imple-
ment the schema shown in FIG. 3, where each of the
components 100a, 1005, 100c, 102a, 1025, 102¢, 104a,
1045, 104¢, 106, and 108 may be implemented as one or
more program components that execute on one or more
machines. For instance, the program components of the
policy based storage manager 210a . . . 2107 may be entirely
implemented on a storage server 208a . . . 208#n, or the
program components may be implemented in a distributed
computing environment on multiple types of computing
devices running the same or different operating systems and
that communicate and interact over the network 206.

[0051] FIG. 5 illustrates an alternative policy based man-
ager schema to the schema shown in FIG. 3, that may be
implemented in the policy based storage manager 210a . . .
210z (FIG. 4) to assign data files to storage resources 204a,
2045 . . . 204n. The schema of FIG. 5 is defined as having
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three levels, an application level 250, data level 270, and
storage level 290. The application level 250 specifies busi-
ness objectives and goals to relate to the storage resource
management. Service level agreement objects may be speci-
fied at the application level 250, such as the quality or
quantity of the overall service. The data level 270 represents
the application requirements of the data and how the appli-
cation will utilize the data. The storage level 290 represents
the capabilities of the storage environment for storing,
retrieving, and managing the data. An application server
202a . . . 202 (FIG. 4) generated data file may be defined
at these different levels in order to allocate specific storage
resources to the data file.

[0052] Each level 250, 270, and 290 may include
attributes, i.e., application attributes 252, data attributes 272,
and storage attributes 292. These attributes 252, 272, and
282 may comprise industry defined attributes that represent
properties and characteristics of each level of management,
i.e., at an application level, data level, and storage level. The
application attributes 252 are concerned with properties and
characteristics related to the requirements demanded by the
client application for data the application generates or uses,
such as an application data request rate or /O transaction
rate, initial access delay, user response time, read/write ratio,
etc.

[0053] The data attributes 272 concern the properties and
characteristics related to data usage and retention require-
ments, including performance and availability of the data,
such as initial access delay, sustained access rate, sequential
or random access, availability criteria, life cycle manage-
ment and recoverability. Life cycle attributes concern the
length of time data must be maintained, the number of
versions that are maintained, what actions should be taken
when the time period has elapsed or a maximum number of
versions is exceeded, such as archival, deletion, etc. Recov-
erability attributes indicate the number and location of
backup copies of the data, the backup scheduling, etc.
Certain of the data level attributes 272 may be either
dynamic, that is they change over time, or intrinsic, which
do not change. For instance, the performance requirements
are a dynamic data attribute because they may change
depending on the time of day, application usage, etc.,
whereas the expiration policies for a data file are intrinsic in
that they do not change once configured for the data file. The
data policies may also include security policies, including
logical and physical security. Logical security is concerned
with access lists, i.e., who can access the data, authorization
levels, and what users can do with data. The security policies
for data may be defined with attributes in order to control
who has what access to data. Physical security concerns the
location of a data storage resource, such as in a locked or
guarded room.

[0054] Storage level attributes 292 are concerned with the
properties and characteristics related to storage capabilities,
such as capacity, bandwidth, I/O rates, reliability/error rates,
number of paths from the storage server 208a . . . 208» (FIG.
4) to a storage resource 204a, 2045 . . . 204n, physical
location and security, lease duration, cost, server file system
capabilities and limits. The storage attributes may be based
on business reasons, e.g., lease expiration, environmental
reasons, e.g., physical security, functional needs, e.g., reli-
ability for specified time period.
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[0055] Each level also may also include management
functions 254, 274 and 294. The management functions 254,
274, and 294 define program mechanisms through which
storage administration operations are performed. These are
programs that run to properly allocate storage or route data
to the physical storage resource 204a, 2045 . . . 204n that
will store the data. The management functions 254, 274, and
294 can be implemented in the software or hardware of
storage resources 204a, 2045 . . . 204n, and or by other
elements coupled to the storage resources. The storage
attributes may define such aspects as the number of storage
devices, the RAID level, the use of backup or “snapshot”
programs, garbage collection, cache management, etc. Also
included are the management function which comprise
programs that manage movement of the data through a
storage hierarchy, maintain backup copies of the data, and
recover the data in the event of data loss or damage.

[0056] Each level also includes policies, such as applica-
tion policies 256, data policies 276, and storage policies 296.
The polices 256, 276, and 296 map one or more of the
attributes 252, 272, and 292, which as discussed are pre-
defined, and may be defined according to an industry stan-
dard, to separate application containers 258a, 2585 . . . 258n,
data containers 278a, 2785 . . . 278#n, and storage containers
298a, 29856 . . . 298n, respectively. Thus, each of the
application 258a, 2585 . . . 258n, data 278a, 278b . . . 278n,
and storage 298a, 29856 . . . 298# containers define a set of
attributes 260a, 2605 . . . 2607, 280a, 2805 . . . 280x, 3004,
3005 . . . 3007, respectively, that is a subset of the applica-
tion 252, data 272, and storage 292 attributes.

[0057] Policies 252, 272, and 292 for the management of
storage, and data residing on the storage, may be created to
satisfy business objectives. These policies may be derived
from business practices and guidelines that affect the use and
storage of data. For instance, storage policies may be
derived from business policies that specify how long data is
to be maintained, time for payment of employees, and how
often critical data, such as financial transactions, must be
stored off-site. The first example defines a data policy that
specifies the retention characteristics of data. The second
example is an application policy determining how frequently
the payroll application must run to generate payments for
employees. The third example implies a data policy for
remote copying of specific data. Thus, the attributes may
refer to such aspects and requirements as reliability, perfor-
mance, availability, and installability of the storage ele-
ments.

[0058] In certain implementations, the containers of the
present invention may be implemented as object oriented
classes. For instance, the containers may be implemented as
Java classes with logical attributes as static variables. The
management functions may be implemented as class meth-
ods that invoke actual management functions.

[0059] The policies 256, 276, and 296 also define for each
of'the application 2584, 25856 . . . 258, 278a,278b . . . 278n,
and storage 298a, 2985 . . . 298n containers a set of
management functions 262a, 2625 . . . 262n, 282a, 2825 . .
. 282n, 302a, 3025 . . . 302n that is a subset of the
management functions 254, 274, and 294 available for the
different levels. As each container defines a set of attributes,
the management functions defined for that container define
the functions that may be called to implement a storage
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environment and operations that will satisfy the attributes/
requirements defined for that container. For instance, if one
data container 258a, 25856 . . . 258n defines data attributes
260a, 2605 . . . 260 that specify the archival of files after
a certain period of time, then the management functions
262a, 262b . . . 262n defined for that container would
comprise the program calls to perform the archival of files
as specified by the attributes for that container.

[0060] The container construct maps a specific combina-
tion of logical attributes to a set of specific data and storage
element, where an element is any hardware or software
product or component that provides some form of data or
storage placement, access or management function. A stor-
age resource 204a, 2045 . . . 204n comprises one or more
such elements. For instance, one container can define a
specific availability level, performance range, and security
classification. Management functions defined for the con-
tainer may perform operations related to creation, migration,
and extension of logical disks, and copy services. The
container may be implemented with specific storage hard-
ware and software that matches the attributes defined for the
container.

[0061] The schema of FIG. 5 also provides policy man-
agers, such as an application policy manager 264, a data
policy manager 284, and a storage system policy manager
304. The policy managers 264, 284, 304 utilize the map-
pings specified in the policies 256, 276, and 296, respec-
tively, to associate attributes and management functions
with containers. The policy managers 264, 284, and 304
further associate a container determined at a previous level
with a container at the current level. For instance, the
application policy manager 264 associates data characteris-
tics with one application containers 258a, 2586 . . . 258n.
The data policy manager 284 would receive the selected
application container 258a, 2586 . . . 258#n, having defined
attributes and management functions, and associate the
selected application container 258a, 2585 . . . 258% and any
data characteristics with one or more data containers 278a,
278b . . . 278n. Likewise, the storage system policy manager
304 associates the data container 278a, 2785 . . . 278n,
selected at the previous level, and any data characteristics
with one storage container 298a, 2985 . . . 298n. After the
storage container 298a, 2985 . . . 298 is determined for a
data file, the storage system policy manager 304 then
associates the selected storage container 298a, 2985 . . .
298% to one of the storage resources 204a, 2045 . . . 204n,
where each storage resource 204a, 2045 . . . 204r comprises
a combination of storage hardware and software to imple-
ment a storage space capable of satisfying the logical storage
300a, 3005 . . . 3002 attributes and management functions
302a, 3025 . . . 3027 defined in the storage container 298a,
2985 . . . 298n.

[0062] In this way the policy managers 264, 284, and 304
at each level map the attributes/requirements at a given level
into a predetermined container format readable by the next
level. For instance, the data policy manager 284 associates
capabilities defined by the application attributes 260a, 2605
... 2607 specified for the application containers 258a, 2585
.. . 258n with data containers 278a, 2785 . . . 278n that
provide management functions 282a, 2825 . . . 282n capable
of implementing the requirements specified by the applica-
tion attributes 260a, 2605 . . . 260r in the associated
application container 258a, 2586 . . . 258n and the data
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attributes 280a, 2805 . . . 280x defined for the data container
278a, 278b . . . 278n. Likewise, the storage policy manager
304 associates capabilities defined by the data attributes
280a, 2805 . . . 280n specified for the data containers 278a,
278b . . . 278r with storage containers 298a, 2985 . . . 298
that provide management functions 302a, 3026 . . . 302r
capable of implementing the requirements specified by the
data attributes 280a, 2805 . . . 280% in the associated data
container 278a, 278b . . . 278n and any storage attributes
300a, 3005 . . . 3007 defined for the storage container 298a,
2985 . . . 298n. The policy managers 264, 284, and 304 in
addition to considering the container attributes from a pre-
vious level when mapping to the container at the current
level may or may not also consider any other characteristics
of the data file, and/or the attributes at the current level
associated with the determined characteristics, to associate
containers with the containers or resources at the current
level.

[0063] The storage policy manager 304 associates capa-
bilities defined by the storage attributes 300a, 3005 . . . 300
in the storage containers 298a, 2985 . . . 298# to specific
storage resources 204a, 2045 . . . 204n capable of imple-
menting the requirements defined by the storage attributes.
In certain implementations, the resources 204a, 2045 . . .
2047 may comprise storage systems from storage vendors.
The storage vendors may include hardware manufacturers
providing a specific hardware device and software to operate
the device. Additionally, the storage vendors may include
system integrators that integrate a collection of storage
systems and software programs from different manufactur-
ers and vendors to provide an open system storage system,
including hierarchical storage management software,
backup applications, archival programs, etc.

[0064] The storage vendor of each storage resource 204a,
2045 . . . 204n would specify storage attributes 306a, 3065
. .. 306n, respectively, that define the capabilities of the
storage resource 204a, 2045 . . . 204n they are providing.
The storage system policy manager 304 maps the storage
containers 298a, 29856 . . . 298% to storage resources 204a,
2045 . . . 204n whose vendor defined storage attributes 306a,
30656 . . . 306% are capable of satisfying the logical storage
attributes 300a, 3005 . . . 300% required by the storage
containers 298a, 2985 . . . 298#n. In this way, the storage
vendors specify logical storage attributes 306a, 3065 . . .
3067 applicable to their storage resource 204a, 2045 . . .
204n, which may comprise storage attributes defined
according to industry wide standards, such as the storage
attributes 292. The storage system policy manager 304
would query the storage attributes 306a, 3065 . . . 306n
defined by the storage vendor to select a storage resource
204a, 2045 . . . 2047 that can satisty the attributes/require-
ments 300qa, 3005 . . . 3007 specified in the storage con-
tainers 298a, 2985 . . . 298n. Alternatively, the vendor
storage attributes 306a, 3065 . . . 306» may be different than
the storage attributes 300a, 3005 . . . 300% defined for the
containers 298a, 2985 . . . 298z and, in such implementa-
tions, the storage system policy manager 304 would map
vendor storage attributes 306a, 3066 . . . 306n to the
attributes 292 used in the storage level 290. In this way, any
storage vendor storage system may be integrated into a
storage environment because the policy based storage man-
ager 210a, 21056 . . . 210z (FIG. 4) would be able to utilize
the storage system for data files based on the storage
attributes the storage vendor specifies for the storage.
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[0065] Further, application vendors may develop and dis-
tribute application policies 256 and application policy man-
agers 264 for their applications to map application attributes
to specific application containers that then may be used at
another level to provide further mapping. Middleware ven-
dors that develop middleware on which the applications run
may develop and distribute data policies 276 and data policy
managers 284 to map application attributes and containers as
well as other data characteristics to data containers 278a,
278b . . . 278n, which are then passed to the storage system
policy managers 304. In this way, different vendors and
parties may separately provide the components at each level
that will be used to categorize and define the data to
eventually select a storage resource that satisfies the
attributes/requirements specified by each component that
uses the data, from the application, to middleware to the
storage. Middleware comprises the program component that
interfaces between the operating system and the application,
and may be used to allow an application to run on different
operating systems by providing an interface between the
application and operating system. Alternatively, the data
level may be defined by the application or some other
non-middleware component.

[0066] The policy based storage manager 210a . . . 210n
(FIG. 4) may provide a graphical user interface (GUI) tool
to allow system administrators to define the policies 256,
276, and 296 (FIG. 5) to associate the attributes 252, 272,
and 292 and management functions 254, 274, and 294 with
specific application 258a, 2586 . . . 258n, data 2784, 2785 .
. . 278n, and storage 298a, 2985 . . . 298n containers,
respectively. This GUI tool would also allow the system
administrator to define the application policies 256 to asso-
ciate application containers and certain data characteristics
(that may map to data attributes) with storage containers; to
define the data policies 284 to associate data containers and
certain data characteristics (that may map to storage
attributes) with storage containers; and the storage policies
304 to associate storage containers 298a, 2985 . . . 298» and
certain data characteristics with storage resources 204a,
2045 . . . 2047 based on the attributes the storage vendors
provide for the storage resources. Alternatively, the storage
system policy manager 304 may comprise a program that
automatically selects a storage resource 204a, 2045 . . . 204n
having storage vendor defined characteristics/attributes that
are capable of satisfying the storage attributes 300qa, 3005 .
. . 3007 defined for the storage container 298a, 2985 . . .
298n. The storage system policy manager 296 may map each
storage container 298a, 2985 . . . 298 to one or more storage
resources 204a, 2045 . . . 2047 if the storage vendor defined
attributes for multiple storage resources 204a, 2045 . . . 204n
are capable of satisfying the storage attributes 300qa, 3005 .
. . 3007 for the storage containers 298a, 2985 . . . 298n and
any further considered data characteristics.

[0067] An administrator using the GUI tool of the policy
based storage manager 210« . . . 210% (FIG. 4) can configure
the schema shown in FIG. 5, or a particular level of the
schema, or the schema can be preconfigured. The schema
may be executed by the policy based storage manager 210a
... 2107 when deciding how to route data files received from
client applications to storage resources 204a, 2045 . . . 204n.
The schema shown in FIG. 5 may be implemented in a
database system, in data structures and functions defined in
an object oriented programming system, in an Extensible
Markup Language (XML), etc. For instance, each container
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may be defined as an XML element and the attributes and
management functions defined for the container may com-
prise XML attributes of the container element. Further the
schema shown in FIG. 5 may be implemented within the
Distributed Management Task Force (DMTF) Common
Information Model (CIM), which uses a uniform object
oriented modeling formalism that allows for an object-
oriented schema across multiple organizations.

[0068] Moreover, the components at the different levels
250, 270, and 290 may run on different machines. For
instance, the storage level 290 components may run on
storage servers 208a . . . 208% and the application 250 and
data 270 levels may run on the application server 202a . . .
2027. Alternatively, the components for one or more levels
250, 270, and 290 may run on a single machine, such as a
storage server.

[0069] FIGS. 6a and 65 illustrate operations performed by
the policy managers 264, 284, and 304 in accordance with
implementations of the invention to assign a storage
resource 204a, 2045 . . . 204r to a data file. Control begins
at block 400 upon the application policy manager 264
receiving a request to create or access a data file from an
application server 202a . . . 202» system. The application
policy manager 264 performs steps 400 through 408. If (at
block 402) the data file does not have associated metadata
indicating application 258a, 2585 . . . 258n, data 278a, 278b
... 278n, and storage 2984, 2985 . . . 298% containers for the
data file, then the application policy manager 264 deter-
mines (at block 404) the data characteristics, such as file
name, time file generated, source application, user, data
management requirements, business policies, etc., that may
map to application 252, data 272, and storage 292 attributes
From the application policies 256 (FIG. 5), the application
policy manager 264 determines (at block 406) the applica-
tion attributes that correspond to the determined data char-
acteristics gleaned form the data file. One application con-
tainer 258a, 2585 . . . 258n is selected (at block 408) having
application attributes 260a, 2605 . . . 260% that correspond
to the application attributes determined from the data file
characteristics.

[0070] After selecting an application container 258a, 2585
. . . 258n, control proceeds to the data level 270 (FIG. 5)
where the data policy manager 284 determines (at block
410), from the data policies 276 the data attributes corre-
sponding to the determined data characteristics. The data
policy manager 284 then selects (at block 412) a data
container 278a, 2786 . . . 278 that the data policies 276
define to be associated with the selected application con-
tainer 258a, 2585 . . . 258% and any additional determined
data characteristics that map to data attributes (additional
data attributes may or may not be considered in selecting one
data container 278a, 2786 . . . 278r that satisfies the
requirements of the application attributes 260a, 26056 . . .
2607 defined for the selected application container 258a,
258b . . . 258n).

[0071] After selecting a data container 278a, 278b . . .
278n, control proceeds to block 414 in FIG. 65, where the
storage system policy manager 304 uses the storage policies
296 to determine (at block 414) the storage attributes
corresponding to the determined data characteristics. The
storage system policy manager 304 performs the steps 414
through 424 in FIG. 6b. The storage system policy manager
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304 selects (at block 416) a storage container 298a, 2985 .
. . 298n that the storage policies 296 define as associated
with the selected data container 278a, 2785 . . . 278% and any
additional determined storage attributes (additional storage
attributes may or may not be considered in selecting one
storage container 298a, 2985 . . . 298n that satisfies the
requirements of the data attributes 280a, 2805 . . . 280n
defined for the selected data container 278a, 2785 . . . 278n
as well as any possible additional storage attributes deter-
mined from the data characteristics).

[0072] The storage system policy manager 304 stores (at
block 418) information on the selected application, data and
storage containers with metadata for the data file. From
block 418 or the yes branch of block 402 (if the metadata is
already defined for the data file), control proceeds to block
420 where the storage system policy manager 304 deter-
mines (at block 420) from the storage system policy man-
ager 304 the storage resource 204a, 2045 . . . 204n that is
associated with the selected storage container 298a, 2985 .
. . 298n indicated in the data file metadata. In further
implementations, even if metadata is defined for the data
file, a determination may be made of the application, data,
and storage containers for the data file because if certain of
the attributes are dynamic and have changed, then the
containers corresponding to the attributes/requirements for
that data file may also have changed.

[0073] The storage resource 204a, 2045 . . . 204n to which
the data is transmitted will implement and execute the
management functions (at block 424) defined in the appli-
cation, data and storage containers indicated in the metadata
to perform operations to implement the attributes associated
with the data. For instance, if the data attributes identify
certain life cycle attributes for that data, then the appropriate
archival or storage management program is called to per-
form the specified action at expiration time, deletion, archi-
val, migration to a less expensive, slower storage, i.e.,
hierarchical storage management, ectc. In this way, the
attributes corresponding to the data file are implemented by
the execution of the management functions indicated in the
containers identified for the data file as well as selection of
one storage resource 204a, 2045 . . . 204x to store the data
file. The management functions may comprise any applica-
tion program related to the management of data in a storage
system. Moreover, vendors may provide different configu-
rations of their storage resources, or a same product, to
associate with different storage containers to allow their
storage resources to be used to satisfy different application,
data and storage policies associated with the data.

[0074] The above described policy based storage manage-
ment framework may be used to associate data having
certain determined data characteristics with certain levels of
attributes that define requirements for that data. Each higher
level of attributes may be used to determine the container
selected at a lower level. The lowest level container, which
in certain implementations comprises the storage level con-
tainer, is then used to select a storage resource 204a, 2045
. .. 2047 that will be used to satisfy attributes and require-
ments defined for the data file based on the data character-
istics.

[0075] In further implementations, the application level
may define service level agreement attributes that are used
to select the appropriate data and storage containers through
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the application 264 and data 284 connectors capable of
implementing the service level objectives specified in the
service level agreement relevant to the data file.

[0076] FIG. 7 illustrates one implementation of a con-
tainer 600 data structure comprising application container
610, data container 620 and storage container 630 compo-
nents. The container 600 data structure provides a common
data structure to enable attributes and management functions
to be transmitted between application level elements, data
level elements and storage level elements. Each of the
container components 610, 620 and 630 is in turn comprised
of a plurality of attribute value fields 612a . . . 612n, 6224
...622n and 632a . . . 632n, as well as management function
identification fields 614a . . . 614n, 624a . . . 624n and 634a
... 634n. In another embodiment the common container data
structure may comprise a subset of the component contain-
ers 610, 620 and 630 wherein the attribute values and
management function identifiers are transformed by one or
more of the application, data and storage levels to implement
requirements based on the container content and or add to or
modify the content of one or more of the container fields
based on a policy operating at that level. In such an
embodiment a control field may be used to provide addi-
tional information regarding the applicability of the fields at
the application, data or storage level. In a further embodi-
ment attribute fields and or management function fields can
be combined into service level fields.

Additional Implementation Details

[0077] The policy based storage manager described herein
may be implemented as a method, apparatus or article of
manufacture using standard programming and/or engineer-
ing techniques to produce software, firmware, hardware, or
any combination thereof. The term “article of manufacture”
as used herein refers to code or logic implemented in
hardware logic (e.g., an integrated circuit chip, Program-
mable Gate Array (PGA), Application Specific Integrated
Circuit (ASIC), etc.) or a computer readable medium, such
as magnetic storage medium (e.g., hard disk drives, floppy
disks, tape, etc.), optical storage (CD-ROMs, optical disks,
etc.), volatile and non-volatile memory devices (e.g.,
EEPROMs, ROMs, PROMs, RAMs, DRAMs, SRAMs,
firmware, programmable logic, etc.). Code in the computer
readable medium is accessed and executed by a processor.
The code in which preferred embodiments are implemented
may further be accessible through a transmission media or
from a file server over a network. In such cases, the article
of manufacture in which the code is implemented may
comprise a transmission media, such as a network transmis-
sion line, wireless transmission media, signals propagating
through space, radio waves, infrared signals, etc. Of course,
those skilled in the art will recognize that many modifica-
tions may be made to this configuration without departing
from the scope of the present invention, and that the article
of manufacture may comprise any information bearing
medium known in the art.

[0078] FIG. 5 illustrates three levels of classes of
attributes and containers that may be associated with a
received data file. In alternative implementations, there may
be fewer than the three shown levels, e.g., just a data level
and storage level, and additional levels for different classes
of attributes.

[0079] InFIGS. 1,2, 3,5, and 7 a specific data structure
and architectures were described for implementing policy
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based managed storage. In alternative implementations,
alternative data structure arrangements may be used, and
additional information may be provided in the data struc-
tures providing information on the attributes at each of the
considered levels, e.g., application, data, storage, etc.

[0080] The illustrated logic of FIGS. 6a and 65 indicates
certain events occurring in a certain order. In alternative
implementations, certain operations may be performed in a
different order, modified or removed. Moreover, steps may
be added to the above described logic and still conform to
the described implementations. Further, operations
described herein may occur sequentially or certain opera-
tions may be processed in parallel. Yet further, operations
may be performed by a single processing unit or by distrib-
uted processing units.

[0081] FIG. 8 illustrates one implementation of the archi-
tecture of the computer system 202. The system 202 may
implement a computer architecture 700 having a processor
702 (e.g., a microprocessor), a memory 704 (e.g., a volatile
memory device), and storage 706 (e.g., a non-volatile stor-
age, such as magnetic disk drives, optical disk drives, a tape
drive, etc.). The storage 706 may comprise an internal
storage device or an attached or network accessible storage.
Programs in the storage 706 are loaded into the memory 704
and executed by the processor 502 in a manner known in the
art. The architecture further includes a network card 508 to
enable communication with a network. An input device 510
is used to provide user input to the processor 502, and may
include a keyboard, mouse, pen-stylus, microphone, touch
sensitive display screen, or any other activation or input
mechanism known in the art. An output device 512 is
capable of rendering information transmitted from the pro-
cessor 502, or other component, such as a display monitor,
printer, storage, etc.

[0082] The foregoing description of the preferred embodi-
ments of the invention has been presented for the purposes
of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise form
disclosed. Many modifications and variations are possible in
light of the above teaching. It is intended that the scope of
the invention be limited not by this detailed description, but
rather by the claims appended hereto. The above specifica-
tion, examples and data provide a complete description of
the manufacture and use of the composition of the invention.
Since many embodiments of the invention can be made
without departing from the spirit and scope of the invention,
the invention resides in the claims hereinafter appended.

What is claimed is:
1. A computer readable medium including data structures
used for storing data, wherein the data structures comprise:

a plurality of data structures, wherein each data structure
indicates a plurality of attributes and at least one
function of a storage resource to store data, wherein
each defined data structure is adapted to provide
requirements to determine a storage resource to store
data, and wherein the defined data structure is adapted
to provide the storage resource with requirements and
functions for storing the data; and

policies enabled to associate data characteristics of the
data to data structures by enabling operations to be
performed, the operations comprising:
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determining attributes corresponding to data characteris-
tics of data;

determining one of the data structures indicating the
determined attributes; and

using the functions indicated by the determined data
structure to store the data in a manner that satisfies the
attributes and requirements defined by the determined
data structure.

2. The computer readable medium of claim 1, wherein the
policies comprise application policies concerning an appli-
cation requirements with respect to data, wherein an appli-
cation policy manager processes the data structures to deter-
mine the data structure having attributes corresponding to
determined data characteristics.

3. The computer readable medium of claim 2, wherein
different application vendors provide application policies
and data structures to associate storage policies with data
generated by their applications.

4. The computer readable medium of claim 1, wherein the
policies comprises data policies concerning criteria for man-
agement of the data life cycle, recoverability, and security,
and wherein a data policy manager processes the data
structures to determine the data structure having attributes
corresponding to determined characteristics of the data.

5. The computer readable medium of claim 4, wherein
middleware vendors provide data policies, data policy man-
agers, and data structures to associate storage policies with
data generated by their middleware.

6. The computer readable medium of claim 1, wherein the
policies comprise storage policies concerning management
and configuration of a storage space for data, and wherein a
storage policy manager processes the data structures to
determine the data structure having attributes corresponding
to determined characteristics of the data.

7. The computer readable medium of claim 6, wherein
storage vendors provide storage policies, storage policy
managers, and the data structure to associate storage policies
with their storage resources.

8. An article of manufacture for processing data to be
stored, wherein the article of manufacture causes operations
to be performed, the operations comprising:

associating an application attribute with data characteris-
tics of data based on an application policy;

determining an application attribute in a predetermined
data structure that corresponds to the data characteris-
tics of the data, wherein the predetermined data struc-
ture is adapted to be received by a data level program
and by a storage resource and to provide the storage
resource with requirements and functions for storing
the data having the data characteristics; and

using the functions indicated by the predetermined data
structure to store the data in a manner that satisfies the
application attribute and requirements defined by the
predetermined data structure.

9. A system for storing data, comprising:

a computer readable medium including a plurality of data
structures, wherein each data structure indicates a plu-
rality of attributes and at least one function;

10
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a processor;

code in a computer readable storage media executed by
the processor to perform operations, the operations
comprising:

determining attributes corresponding to data character-
istics of the data;

processing the data structures to determine one data
structure having attributes corresponding to the
determined characteristics of the data, wherein one
storage resource is associated with the determined
data structure, and wherein the storage resource
associated with the determined data structure imple-
ments the attributes and functions indicated in the
data structure; and

using the at least one function indicated by the deter-
mined data structure to store the data in a manner that
satisfies the attributes indicated by the determined
data structure.

10. The system of claim 9, wherein the computer readable
medium further includes an application policy that maps the
attributes and at least one function to the data structures,
wherein the application policy concerns an application
requirements with respect to data, and wherein an applica-
tion policy manager processes the data structures to deter-
mine the data structure having attributes corresponding to
the determine characteristics of the data.

11. The system of claim 9, wherein the computer readable
medium further includes a data policy that maps the
attributes and at least one function to the data structures,
wherein the data policy concerns criteria for management of
the data life cycle, recoverability, and security, and wherein
a data policy manager processes the data structures to
determine the data structure having attributes corresponding
to the determine characteristics of the data.

12. The system of claim 9, wherein the computer readable
medium further includes a storage policy that maps the
attributes and at least one function to the data structures,
wherein the storage policy concerns management and con-
figuration of a storage space for data, and wherein a storage
policy manager processes the data structures to determine
the data structure having attributes corresponding to the
determine characteristics of the data.

13. The system of claim 9, wherein the processing of the
plurality of data structures further comprises:

processing a first set of data structures to determine one
data structure in the first set having attributes corre-
sponding to the determined characteristics; and

determining one data structure from a second set of data
structures corresponding to the determined data struc-
ture from the first set, wherein the determined storage
resource is associated with the determined data struc-
ture from the second set.
14. The system of claim 9, wherein the processing of the
plurality of data structures further comprises:

processing a first set of data structures to determine one
data structure in the first set having attributes corre-
sponding to the determined characteristics;

determining one data structure from a second set of data
structures corresponding to the determined data struc-
ture in the first set; and
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determining one data structure for a third set of data
structures corresponding to the determined data struc-
ture in the second set, wherein the determined storage
resource is associated with the determined data struc-
ture from the third set.
15. An article of manufacture for storing data, wherein the
article of manufacture is capable of causing operations, the
operations comprising:

determining attributes corresponding to data characteris-
tics of the data;

processing a plurality of data structures, wherein each
data structure indicates a plurality of attributes and at
least one function, to determine one data structure
having attributes corresponding to the determined char-
acteristics of the data, wherein one storage resource is
associated with the determined data structure, and
wherein the storage resource associated with the deter-
mined data structure implements the attributes and
functions indicated in the data structure; and

using the at least one function indicated by the determined
data structure to store the data in a manner that satisfies
the attributes indicated by the determined data struc-
ture.

16. The article of manufacture of claim 15, wherein an
application policy maps the attributes and at least one
function data to the data structures, wherein the application
policy concerns an application requirements with respect to
data, and wherein an application policy manager processes
the data structures to determine the data structure having
attributes corresponding to the determine characteristics of
the data.

17. The article of manufacture of claim 15, wherein a data
policy maps the attributes and at least one function to the
data structures, wherein the data policy concerns criteria for
management of the data life cycle, recoverability, and secu-
rity, and wherein a data policy manager processes the data
structures to determine the data structure having attributes
corresponding to the determine characteristics of the data.

18. The article of manufacture of claim 15, wherein a
storage policy maps the attributes and at least one function
to the data structures, wherein the storage policy concerns
management and configuration of a storage space for data,
and wherein a storage policy manager processes the data
structures to determine the data structure having attributes
corresponding to the determine characteristics of the data.

19. The article of manufacture of claim 15, wherein
processing the plurality of data structures further comprises:

11
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processing a first set of data structures to determine one
data structure in the first set having attributes corre-
sponding to the determined characteristics; and

determining one data structure from a second set of data
structures corresponding to the determined data struc-
ture from the first set, wherein the determined storage
resource is associated with the determined data struc-
ture from the second set.

20. The article of manufacture of claim 19, wherein the
attributes in the first set of data structures comprise data
attributes concerning properties related to data usage and
retention requirements, and wherein the functions indicated
in the data structures in the first set indicate data manage-
ment operations to implement the data attributes indicated in
the data structures.

21. The article of manufacture of claim 20, wherein the
attributes in the second set of data structures comprise
storage attributes concerning properties related to storage
capabilities, and wherein the functions indicated in the data
structures in the second set indicate storage management
operations to implement the storage attributes indicated in
the data structures.

22. The article of manufacture of claim 19, wherein the
attributes in the second set of data structures comprise
storage attributes concerning properties related to storage
capabilities, and wherein the determined storage resource
associated with the determined data structure satisfies the
storage attributes indicated in the determined data structure
from the second set.

23. The article of manufacture of claim 15, wherein
processing the plurality of data structures further comprises:

processing a first set of data structures to determine one
data structure in the first set having attributes corre-
sponding to the determined characteristics;

determining one data structure from a second set of data
structures corresponding to the determined data struc-
ture in the first set; and

determining one data structure for a third set of data
structures corresponding to the determined data struc-
ture in the second set, wherein the determined storage
resource is associated with the determined data struc-
ture from the third set.
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METHOD, SYSTEM, AND PROGRAM FOR A
POLICY BASED STORAGE MANAGER

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 10/159,494 filed on May 31, 2002,
which application is incorporated herein by reference in its
entirety.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to a method, system,
and program for a policy based storage manager.

[0004] 2. Description of the Related Art

[0005] A policy based storage management framework
specifies how data having certain characteristics is associ-
ated with different pools of storage space that will store such
data, as well as how the data will be managed throughout its
lifecycle. One prior art policy based storage management
framework, described in the commonly assigned U.S. Pat.
No. 5,018,060, which patent is incorporated herein by
reference in its entirety, describes a policy based storage
management framework that provides constructs including
data classes, storage classes, and management classes that
are used to select storage devices for a data file or data set
based on the characteristics of the data file. A data class
specifies data file logical attributes, such as data file type,
record length, logical data storage space requirements, expi-
ration and retention dates for the data, etc. A storage class
defines a set of storage services, such as random access
specifications, sequential access specifications, guaranteed
space, etc. A management class specifies availability and
retention management requirements for data, such as hier-
archical storage management (HSM), expiration, backup
frequency, retention of backup copies, etc.

[0006] An automatic class selection (ACS) routine
receives a request to create or access a data file and then
selects and assigns data, storage, and management classes
that apply to the data file based on characteristics of the data
file, e.g., application that generated data file, file name, date,
owner of file and/or application, etc. The final selection is of
a storage group based on the data, storage, and management
classes assigned to the data. The storage group provides the
allocation of physical storage space for the data file. With the
described prior art policy based storage management frame-
work, data files can be members of one data class, but be
assigned to different storage and/or management classes,
which determine to which storage group the data file is
assigned.

[0007] The above described policy based storage manage-
ment framework was primarily intended for systems in
which a storage subsystem, such as a Direct Access Storage
Device (DASD) is directly attached to a storage controller,
that assigns hosts data to particular storage groups in the
manner described above.

[0008] Notwithstanding, there is a need in the art for
additional policy based storage management frameworks
that may be used with both directly attached storage and
indirectly attached storage, such as in a storage networking
environment.
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SUMMARY OF THE PREFERRED
EMBODIMENTS

[0009] Provided are a method and data structures for
generating data structures for use in storing data. A plurality
of data structures are defined in a computer readable
medium, wherein each data structure indicates a plurality of
attributes and at least one function of a storage resource to
store data. Policies are defined in the computer readable
medium that associate data characteristics to data structures
based on a correspondence of data characteristics and the
attributes defined in the data structures, wherein each
defined data structure is adapted to provide requirements to
determine a storage resource to store associated data, and
wherein the defined data structure is adapted to provide the
storage resource with requirements for storing the data.

[0010] Provided are a method and article of manufacture
for processing data to be stored. An application attribute is
associated with data based on an application policy. A
determination is made of an application attribute value in a
predetermined data structure, wherein the data structure is
adapted to be received by a data level element and by a
storage resource and to provide the storage resource with
requirements for storing the data.

[0011] Provided are a method, system, and article of
manufacture for storing data. A determination is made of
characteristics of the data. A plurality of data structures are
processed. Each data structure may indicate a plurality of
attributes and at least one function, to determine one data
structure having attributes corresponding to the determined
characteristics of the data. A storage resource is associated
with the determined data structure and the storage resource
associated with the determined data structure implements
the attributes and functions indicated in the data structure.

[0012] The described implementations provide techniques
for implementing a policy based management framework for
associating data with storage resources.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Referring now to the drawings in which like ref-
erence numbers represent corresponding parts throughout:

[0014] FIG. 1 a view of policy based storage management
architecture in accordance with certain implementations of
the invention;

[0015] FIG. 2 illustrates a further view of a policy based
storage management architecture in accordance with certain
implementations of the invention;

[0016] FIG. 3 illustrates a still further view of a policy
based storage management architecture in accordance with
certain implementations of the invention;

[0017] FIG. 4 illustrates a network computing environ-
ment in which aspects of the invention are implemented in
accordance with certain implementations of the invention;

[0018] FIG. 5 illustrates a policy based storage manager
framework in accordance with certain implementations of
the invention;

[0019] FIGS. 6a and 654 illustrates logic to select a storage
resource for a data file using the policy based storage
manager framework in accordance with certain implemen-
tations of the invention;
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[0020] FIG. 7 illustrates a container data structure in
accordance with certain implementations of the invention;
and

[0021] FIG. 8 illustrates a computing architecture that may
be utilized with certain implementations of the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0022] In the following description, reference is made to
the accompanying drawings which form a part hereof and
which illustrate several embodiments of the present inven-
tion. It is understood that other embodiments may be utilized
and structural and operational changes may be made without
departing from the scope of the present invention.

Policy Based Management Framework

[0023] Described implementations concern a comprehen-
sive management platform for an environment that includes
a variety of mission critical applications, large numbers of
servers running different operating systems, storage systems
with differing capabilities, and many network elements that
interconnect servers with storage systems. Storage manage-
ment deals with many levels or layers of the system: i.e. disk
(storage) level, data level, and application level. Storage
management is also multi-faceted: e.g. performance, recov-
erability, capacity planning, security, and installation aspects
and handles transient as well as persistent aspects: e.g. [/O
requests (transient) and data (persistent). The described
implementations may present and utilize the following con-
cepts: multi-level, inter-related policies, based on the layers
of the storage environment, and mechanisms to establish
these relationships; a container concept that allows defining
an arbitrary set of storage, management, and/or service
classes as per the needs of a management solution and/or
installation; a tighter integration between resource manager
and policy manager, allowing for a dynamic behavior; a
connector concept to provide a standard characterization of
managed elements and to provide a semantic mapping from
the standard characterization to the actual. The described
implementations allow the integration of business objec-
tives, specifying resource usage, availability, recoverability
priorities; system model, specifying what changes should be
noticed and how; metrics specifying what and how to
measure the system, and when to raise “alarms”; and service
contract, specifying the monitorable interactions with other
components (e.g. application) of the information infrastruc-
ture.

[0024] A policy is a “condition-action tuple.” The condi-
tion part specifies an event or state that acts as trigger(s) for
the action part to be executed. The condition can reflect a
timer-based value (e.g. midnight, Thursday, “first day of a
new quarter”), an internal or external situation (e.g. error
code raised/exception thrown, job successfully terminates),
or an attribute value (e.g. service level, size, application
name). The action(s) associated with the occurrence of one
or more conditions may involve the execution of specific
procedures or functions, the raising of other conditions,
and/or the setting of other attributes to particular values. In
this last case, an action may thus establish triggers for other
actions.

[0025] FIG. 1 illustrates a conceptual view of how policy
based management can be applied to the storage area. In
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FIG. 1, the system has three layers—storage 2, data 4, and
the application 6. The storage level 2 relates to physical
aspects of a storage system that deals with “storing and
retrieving” of raw bits, the data level 4 relates to logical
aspects of a storage system, such as providing data access
methods, and the application level 6 relates to users of the
storage system, such as middleware, applications, and busi-
ness processes, and their requirements on data and storage
supported at an aggregate level.

[0026] Each policy level 2, 4, and 6 allows policies to be
defined for that level. Policies at any given level are defined
in terms of attributes 10a, 105, 10¢ and management func-
tions 12a, 125, 12¢. Attributes 10a, 105, 10c represent
properties and characteristics of the managed environment
(e.g. capacity of a disk, throughput rates needed for an
application, most recent modification time on a file). They
are further distinguished as intrinsic (static) and dynamic
(time-varying). Intrinsic attributes do not change with time
and hence they can be referenced but not reset. Dynamic
attributes can be referenced and can be reset. Management
functions 12a, 12b, 12¢ are the basic mechanisms that
perform the administration of the environment (e.g. creating
a logical disk, mounting a file system, quiescing an appli-
cation). Management functions 12a, 126, 12¢ may be
invoked as the action part of a policy execution. Both
policies 10a, 105, 10¢ and management functions 12a, 125,
12¢ may use intrinsic attributes and may reset dynamic
attributes. In certain implementations, each higher-level
policy can influence the next lower level policies through the
attributes and management functions. Attributes at a higher
level can be used in the next lower level policies, and
management functions at a higher level may activate poli-
cies at the next lower level.

[0027] FIG. 1 further shows how business/enterprise poli-
cies 14, such as Service Level Agreements (SLAs) and
service level objectives (SLOs), as well as government
regulations affect the levels 2, 4, 6 and are translated either
automatically or manually into policies at the three levels
described here.

[0028] Application policies 16 may be used to control the
manner in which a particular task accesses or consumes
computational resources, or to prioritize that task relative to
others. Application policies 16 concern an application’s
requirements on the data that it generates or uses—and,
indirectly, the storage on which that data resides. For
instance, an application may have specific requirements for
the speed and format of data access, or for recoverability of
the data in the event of an outage. The speed of access may
be a consequence of needing to achieve a certain transaction
rate, and may potentially vary during application execution.
Hence, different applications may require different access
rates when accessing the same file, or may require different
types of /O (e.g. read vs. write, sequential vs. random).
Additionally, synchronizing the backup of modified files
may vary across applications; this is particularly significant
if different applications have diverse synchronization
requirements and have a file in common.

[0029] To implement the application policies 16, applica-
tion attributes 10c are associated with the file when an
application is accessing that file. The application attributes
10¢ may include initial access delay, sustained access rate,
1/O rate, I/O bandwidth, read/write ratio, sequential/direct
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access, aggregate backup/recovery criteria (e.g. outage time,
currency). Application attributes 10c may be collected into
named sets of service classes. The association of such a set
with an application’s use of a file is one instance of an
application policy 16. For instance, the service criteria may
be used to determine whether data can be moved up and
down the storage hierarchy.

[0030] Data policies 18 are concerned with the data itself
rather than any particular application’s use of the data. These
include criteria for the management of the data’s life cycle,
recoverability, and security. As with application policies,
data policies may be based on data attributes 105. Data
attributes 105 include life cycle attributes and recoverability
attributes. Life cycle attributes specify the length of time the
data needs to be kept and the number of versions of the data
that must be maintained. Life cycle policies prescribe what
actions should (or must) be taken when the time period has
elapsed or the number of versions is exceeded. Recoverabil-
ity attributes indicate the number (and potentially the geo-
graphic location) of backup copies of the data, and the cyclic
nature of the backups. Recoverability attributes are used to
trigger a backup action, delete older backup copies, or
restore data from a backup copy. Data attributes 105 also
include security attributes that define logical and physical
security policies. Logical security is concerned with access
lists (i.e. “‘who’ can access the data) and authorization levels
(i.e. and do ‘what’ with it). Security attributes allow or deny
access based on the requester’s authorizations. Physical
security relates to the placement of data on physically secure
devices (e.g. in a locked room).

[0031] Storage policies 20 govern the partitioning and use
of storage space, the topology of storage within an enter-
prise, and the management of the storage components them-
selves. Storage attributes 10a may provide requirements on
the storage device, or the storage systems (i.e. a number of
storage devices packaged as a system). Storage policies 20
may concern the management of the individual storage
devices are primarily vendor-dependent. Examples of these
are the use of dynamic RAID reconfiguration capability,
specific ‘snapshot’ implementations, dynamic defragmenta-
tion/garbage collection, on-board cache management, per-
formance-based capacity control, etc. Storage attributes 10a
that are device related include capacity, bandwidth, I/O
rates, sequential/direct, reliability/error rates, concurrent
copy capability, physical location, security, lease duration,
cost, etc. The actions or management functions 12a associ-
ated with the storage policies 20 include enabling/disabling
usage, draining, dumping, initiating transfers (e.g. for copy
purposes), hierarchy management, etc.

[0032] The above described policies 16, 18, and 20 are
designed for the management of storage (and data residing
on the storage) and are intended to satisfy business objec-
tives. These policies 16, 18, 20 may be explicitly stated, or
implied by/derived from other policies that reflect business
practices and guidelines (i.e. business policies). Thus, the
application 16, data 18, and storage policies 20 may be
derived from the business policies. Examples of business
policies include: financial transaction data must be kept for
a certain period of time, employees must be paid at a certain
day and time each month, up-to-the-minute copies of all
financial records are to be stored in an off-site vault, etc.

[0033] The first business policy implies a data policy that
any data file containing financial transactions must have a
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minimum retention characteristic of a number of years from
the last update. The second business policy implies an
application policy determining when the payroll application
must be run. The third business policy implies a data policy
for the remote copying of specific data.

[0034] Storage management may involve the following
areas: performance, which involves service delivery rates,
hot spots, latency, resources utilization, etc.; availability,
which includes data protection as well as fault tolerance
aspects; security, which involves access control, authentica-
tion, audit trails, physical security, etc.; space and capacity,
which involves the amount of storage space, [/O bandwidth,
size limits, etc.; and installation and physical entities, which
include leases, housing issues, etc.

[0035] FIG. 2 illustrates an embodiment of the policy
based storage management architecture which includes three
elements, a storage policy manager 50, storage resource
manager 52, and a connector framework 54. As FIG. 2
shows, the storage policy manager 50 and storage resource
manager 52 work with the environment using the connector
framework 54. The commands, controls, measurement,
events, and feedback 56 flow through the connector frame-
work 54 between the environment and the management
infrastructure. In the scenarios where the environment con-
sists of a policy-based tool or a component, the connector
framework 54 may provide the mechanisms to influence
policies of that tool/component.

[0036] FIG. 3 is a detailed view of the policy based storage
management framework. FIG. 3 containers are abstract
constructs and, in certain implementations, may be imple-
mented as object oriented classes having certain associated
properties and functions. Elements added to a container may
inherit functions and properties provided by the container.
Thus, making an element a member of a container makes the
functions and properties included in that container available
to that element. A container is a collection of logical
attributes and associated functions. For example, a storage
container may comprise a collection of logical storage
attributes and management functions. Several physical stor-
age elements may be used to support a storage container
abstraction and hence the logical attributes of the container
represent the physical attributes of the elements in an
individualized as well as in an aggregate form. The attributes
may refer to such aspects as reliability, performance, avail-
ability, and installability aspects of the elements. A specific
container definition consists of a subset of the logical
attributes. All elements supporting the container definition
offer homogeneous attribute values. In embodiments where
containers are implemented as an object oriented class, a
container can be defined using a class definition in object
oriented programming. The number of distinct container
classes depends on the number of logical attributes at a given
level.

[0037] The container maps a specific combination of logi-
cal attributes to a set of specific data and storage elements
that can be used to support service implied by the attributes.
An element may comprise any hardware or software product
or component that provides some form of data or storage
placement, access, or management function depending on
the context. A container defines requirements for a number
of data/storage software and hardware elements or parts/
products that actually house and manage the application in
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a manner that meets the service requirements. Also, the same
level of service defined by attributes and management
functions included in a container may be implemented by
different sets of elements or parts/products. For example,
storage controllers provided by different vendors may satisty
the same level of service specified in a container. This allows
data and storage used by a single business application to be
placed, based on container policy, in more than one vendor’s
controllers (multiple containers) while managing all of the
application’s data/storage through a single instance of an
application policy.

[0038] Management functions define data/storage hard-
ware or software functions implemented by a container. The
management functions defined by a container may map to
element functions provided by a vendor that supplies the
underlying elements or third party software that sits between
the element and the connector layer.

[0039] The connectors 102a, 1025, 102¢ comprise a soft-
ware methodology for bringing together two pieces of
software that were not designed or coded to interface with
one another. For instance, the connectors 1024, 1025, 102¢
may bridge the storage policy manager 106 that provides a
set of policies for specifying data and storage QoS (Qualities
of Service) from a top-down business application perspec-
tive and the storage management products and components.

[0040] FIG. 3 illustrates further details of the relationship
of elements 100a, 1005, 100¢, connectors 102a, 1025, and
102¢ and containers 104a, 1045, 104c. A connector 102a,
1026, 102¢ is a means of bridging across two different
software components, each with its own interfaces and
semantics. A connector may have a policy level and a
management level. A policy level represents software that
accepts or supports the policy interfaces. The policy level
supports policy definition for data and storage management
specified from the top or business application perspective.
The policy level software provides a single interface and
may represent policy specification in the form of XML
documents to the management level connectors.

[0041] A management level represents the software that
supports or invokes the specific management functions
interface of a specific software or hardware product or
component. The management level in conjunction with the
software and hardware defined for the container actually
provides the management of the data and storage resources.
The desired policy based management of the data and
storage resources is achieved by connecting together the
policy and management levels. The management level
implement functions that satisfy the attributes specified in
the policy level. A vendor may supply management level
components to integrate their products into the environment.
The management level connector software uses the interface
to invoke the functions.

[0042] A specific container instance (list of elements
within the container) may be created for each unique com-
bination of elements a customer wants to deploy in the
storage environment. A management level connector is
constructed and deployed to connect each set of unique
management functions to the policy level software.

[0043] The storage policy manager (SPM), shown as
element 50 in FIGS. 2 and 106 in FIG. 3 provides a policy
related infrastructure. The SPM includes a policy adminis-
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tration component, a policy engine, and a meta-information
repository. The SPM may include components such as a
policy specification tool, a policy decision point, a policy
enforcement point, and a policy repository. The policy
administration component provides the policy specification
function of the reference architecture and the vocabulary for
expressing policies. The policy administration further pro-
vides the transformation logic to translate policies specified
in terms of business objectives (e.g. SLAs and SLOs) to
policies at the storage, data, and application levels as shown
in FIG. 1. The policy administration component also pro-
vides analysis functions for validating syntactic and seman-
tic aspects of policies. The policy administration component
may further identify and resolve conflicts between different
policy groups.

[0044] The SPM 50, 106 may further include a policy
engine component that implements the policy decision point
and portions of the policy enforcement point. Some policies
decision points may be driven by events including a timer-
pop (e.g. midnight, Thursday, “first day of a new quarter”),
occurrence of an internal or external state change (e.g. error
code raised/exception thrown, job successfully terminates),
change in an attribute value (e.g. service level, size, appli-
cation name), request for a new service start up, or even an
arrival of a specific service request in the data path. A
repository of policies may specify a response to an event.
Once a relevant policy is determined for an event, then the
action specified by the determined policy is implemented.
The policy engine drives the policy enforcement by invok-
ing management functions provided by the containers in
response to events. The policy engine might also reset
certain attribute values as a result. In this way, containers
also participate in policy enforcement.

[0045] The SPM 50, 106 may further include a meta-
information repository that stores various pieces of infor-
mation needed for the policy infrastructure. This includes
policies represented in some internal form. The repository
may also store information on data assets of (i.e. files and/or
logical volumes used by) an application.

[0046] The storage resource manager (SRM), shown as
elements 52 (FIG. 2) and 108 (FIG. 3) complements the
policy manager in providing storage management automa-
tion. The SRM 52, 108 provides analysis and resource
deployment recommendations for managing storage
resources on a long term as well as short-term basis. Some
of the functions expected of SRM in this architecture may
already be available (or will be available) in existing storage
system elements, and the other functions may have to be
implemented as a new component. SRM 52, 108 activities
may include resource planning for “normal” and “change in
configuration” situations; differentiated service support;
problem identification, analysis, and resolution; and over-
load monitoring and management.

[0047] The SRM 52, 108 further handles changes to the
storage system, which may result from new subsystems
being added or as a result of some subsystems failing. The
SRM 52, 108 may determine a re-allocation of storage to
data to meet committed service objectives. The SRM 52, 108
may identify any changes to the service objects that may be
needed as a result of the system changes as port of static
resource management.

[0048] In certain implementations, the SPM 50, 106 pro-
vides an automated way of classifying or prioritizing the
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workload based on business objectives, whereas the SRM
52, 108 implements a class-based service, giving preferen-
tial treatment to some classes even at the cost of the other
classes when resources are constrained. This requires exist-
ence of service classes and the resource provider’s ability to
service requests for different classes.

Implementation of a Policy Based Management
Framework

[0049] FIG. 4 illustrates a network computing environ-
ment in which aspects of the invention are implemented. A
plurality of application servers 202q . . . 202% may transmit
data to network storage resources 204a, 2045 . . . 204n over
a network 206. Storage servers 208q . . . 2087 include policy
based storage manager programs 210a . . . 210% to route the
data files, created by application server 202a . . . 202»
applications (such as database applications or any other data
processing application known in the art) to network storage
resources 204a, 2045 . . . 204n based on the characteristics
of the data files. FIG. 4 shows that storage resources, such
as 204#n, may be directly attached to a storage server 208a.
The application servers 202a . . . 202z may comprise any
computational device known in the art (e.g., a workstation,
personal computer, mainframe, server, laptop, hand held
computer, telephony device, network appliance, etc.). The
storage resources 204a, 2045 . . . 204z may comprise any
storage device, storage system or storage subsystem known
in the art that directly connects to the network 206 or is
attached to another device, such as the case with storage
resource 204z attached to storage server 208a. The storage
resources 204a, 2045 . . . 204n may comprise a Just a Bunch
of Disks (JBOD), Redundant Array of Independent Disk
(RAID), Network Attached Storage (NAS), a virtualization
device, tape library, optical disk library, etc. The network
206 may comprise any network system known in the art,
such as a Local Area Network (LAN), Storage Area Network
(SAN), Intranet, Wide Area Network (WAN), the Internet,
etc. The storage servers 208a . . . 2087 may comprise any
device capable of managing application access to a storage
resource, such as any server class machine, a storage con-
troller, enterprise server, etc.

[0050] The policy based storage manager 210a . . . 210n
receives requests to create data files from the application
servers 202a . . . 202» and based on the policy based
framework described herein determines a group of storage
resources 204a, 2045 . . . 204z that may be selected to store
the data files. The policy based storage manager may imple-
ment the schema shown in FIG. 3, where each of the
components 100a, 1005, 100c, 102a, 1025, 102¢, 104a,
1045, 104¢, 106, and 108 may be implemented as one or
more program components that execute on one or more
machines. For instance, the program components of the
policy based storage manager 210a . . . 2107 may be entirely
implemented on a storage server 208a . . . 208#n, or the
program components may be implemented in a distributed
computing environment on multiple types of computing
devices running the same or different operating systems and
that communicate and interact over the network 206.

[0051] FIG. 5 illustrates an alternative policy based man-
ager schema to the schema shown in FIG. 3, that may be
implemented in the policy based storage manager 210a . . .
210z (FIG. 4) to assign data files to storage resources 204a,
2045 . . . 204n. The schema of FIG. 5 is defined as having
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three levels, an application level 250, data level 270, and
storage level 290. The application level 250 specifies busi-
ness objectives and goals to relate to the storage resource
management. Service level agreement objects may be speci-
fied at the application level 250, such as the quality or
quantity of the overall service. The data level 270 represents
the application requirements of the data and how the appli-
cation will utilize the data. The storage level 290 represents
the capabilities of the storage environment for storing,
retrieving, and managing the data. An application server
202a . . . 202 (FIG. 4) generated data file may be defined
at these different levels in order to allocate specific storage
resources to the data file.

[0052] Each level 250, 270, and 290 may include
attributes, i.e., application attributes 252, data attributes 272,
and storage attributes 292. These attributes 252, 272, and
282 may comprise industry defined attributes that represent
properties and characteristics of each level of management,
i.e., at an application level, data level, and storage level. The
application attributes 252 are concerned with properties and
characteristics related to the requirements demanded by the
client application for data the application generates or uses,
such as an application data request rate or /O transaction
rate, initial access delay, user response time, read/write ratio,
etc.

[0053] The data attributes 272 concern the properties and
characteristics related to data usage and retention require-
ments, including performance and availability of the data,
such as initial access delay, sustained access rate, sequential
or random access, availability criteria, life cycle manage-
ment and recoverability. Life cycle attributes concern the
length of time data must be maintained, the number of
versions that are maintained, what actions should be taken
when the time period has elapsed or a maximum number of
versions is exceeded, such as archival, deletion, etc. Recov-
erability attributes indicate the number and location of
backup copies of the data, the backup scheduling, etc.
Certain of the data level attributes 272 may be either
dynamic, that is they change over time, or intrinsic, which
do not change. For instance, the performance requirements
are a dynamic data attribute because they may change
depending on the time of day, application usage, etc.,
whereas the expiration policies for a data file are intrinsic in
that they do not change once configured for the data file. The
data policies may also include security policies, including
logical and physical security. Logical security is concerned
with access lists, i.e., who can access the data, authorization
levels, and what users can do with data. The security policies
for data may be defined with attributes in order to control
who has what access to data. Physical security concerns the
location of a data storage resource, such as in a locked or
guarded room.

[0054] Storage level attributes 292 are concerned with the
properties and characteristics related to storage capabilities,
such as capacity, bandwidth, I/O rates, reliability/error rates,
number of paths from the storage server 208a . . . 208» (FIG.
4) to a storage resource 204a, 2045 . . . 204n, physical
location and security, lease duration, cost, server file system
capabilities and limits. The storage attributes may be based
on business reasons, e.g., lease expiration, environmental
reasons, e.g., physical security, functional needs, e.g., reli-
ability for specified time period.
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[0055] Each level also may also include management
functions 254, 274 and 294. The management functions 254,
274, and 294 define program mechanisms through which
storage administration operations are performed. These are
programs that run to properly allocate storage or route data
to the physical storage resource 204a, 2045 . . . 204n that
will store the data. The management functions 254, 274, and
294 can be implemented in the software or hardware of
storage resources 204a, 2045 . . . 204n, and or by other
elements coupled to the storage resources. The storage
attributes may define such aspects as the number of storage
devices, the RAID level, the use of backup or “snapshot”
programs, garbage collection, cache management, etc. Also
included are the management function which comprise
programs that manage movement of the data through a
storage hierarchy, maintain backup copies of the data, and
recover the data in the event of data loss or damage.

[0056] Each level also includes policies, such as applica-
tion policies 256, data policies 276, and storage policies 296.
The polices 256, 276, and 296 map one or more of the
attributes 252, 272, and 292, which as discussed are pre-
defined, and may be defined according to an industry stan-
dard, to separate application containers 258a, 2585 . . . 258n,
data containers 278a, 2785 . . . 278#n, and storage containers
298a, 29856 . . . 298n, respectively. Thus, each of the
application 258a, 2585 . . . 258n, data 278a, 278b . . . 278n,
and storage 298a, 29856 . . . 298# containers define a set of
attributes 260a, 2605 . . . 2607, 280a, 2805 . . . 280x, 3004,
3005 . . . 3007, respectively, that is a subset of the applica-
tion 252, data 272, and storage 292 attributes.

[0057] Policies 252, 272, and 292 for the management of
storage, and data residing on the storage, may be created to
satisfy business objectives. These policies may be derived
from business practices and guidelines that affect the use and
storage of data. For instance, storage policies may be
derived from business policies that specify how long data is
to be maintained, time for payment of employees, and how
often critical data, such as financial transactions, must be
stored off-site. The first example defines a data policy that
specifies the retention characteristics of data. The second
example is an application policy determining how frequently
the payroll application must run to generate payments for
employees. The third example implies a data policy for
remote copying of specific data. Thus, the attributes may
refer to such aspects and requirements as reliability, perfor-
mance, availability, and installability of the storage ele-
ments.

[0058] In certain implementations, the containers of the
present invention may be implemented as object oriented
classes. For instance, the containers may be implemented as
Java classes with logical attributes as static variables. The
management functions may be implemented as class meth-
ods that invoke actual management functions.

[0059] The policies 256, 276, and 296 also define for each
of'the application 2584, 25856 . . . 258, 278a,278b . . . 278n,
and storage 298a, 2985 . . . 298n containers a set of
management functions 262a, 2625 . . . 262n, 282a, 2825 . .
. 282n, 302a, 3025 . . . 302n that is a subset of the
management functions 254, 274, and 294 available for the
different levels. As each container defines a set of attributes,
the management functions defined for that container define
the functions that may be called to implement a storage
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environment and operations that will satisfy the attributes/
requirements defined for that container. For instance, if one
data container 258a, 25856 . . . 258n defines data attributes
260a, 2605 . . . 260 that specify the archival of files after
a certain period of time, then the management functions
262a, 262b . . . 262n defined for that container would
comprise the program calls to perform the archival of files
as specified by the attributes for that container.

[0060] The container construct maps a specific combina-
tion of logical attributes to a set of specific data and storage
element, where an element is any hardware or software
product or component that provides some form of data or
storage placement, access or management function. A stor-
age resource 204a, 2045 . . . 204n comprises one or more
such elements. For instance, one container can define a
specific availability level, performance range, and security
classification. Management functions defined for the con-
tainer may perform operations related to creation, migration,
and extension of logical disks, and copy services. The
container may be implemented with specific storage hard-
ware and software that matches the attributes defined for the
container.

[0061] The schema of FIG. 5 also provides policy man-
agers, such as an application policy manager 264, a data
policy manager 284, and a storage system policy manager
304. The policy managers 264, 284, 304 utilize the map-
pings specified in the policies 256, 276, and 296, respec-
tively, to associate attributes and management functions
with containers. The policy managers 264, 284, and 304
further associate a container determined at a previous level
with a container at the current level. For instance, the
application policy manager 264 associates data characteris-
tics with one application containers 258a, 2586 . . . 258n.
The data policy manager 284 would receive the selected
application container 258a, 2586 . . . 258#n, having defined
attributes and management functions, and associate the
selected application container 258a, 2585 . . . 258% and any
data characteristics with one or more data containers 278a,
278b . . . 278n. Likewise, the storage system policy manager
304 associates the data container 278a, 2785 . . . 278n,
selected at the previous level, and any data characteristics
with one storage container 298a, 2985 . . . 298n. After the
storage container 298a, 2985 . . . 298 is determined for a
data file, the storage system policy manager 304 then
associates the selected storage container 298a, 2985 . . .
298% to one of the storage resources 204a, 2045 . . . 204n,
where each storage resource 204a, 2045 . . . 204r comprises
a combination of storage hardware and software to imple-
ment a storage space capable of satisfying the logical storage
300a, 3005 . . . 3002 attributes and management functions
302a, 3025 . . . 3027 defined in the storage container 298a,
2985 . . . 298n.

[0062] In this way the policy managers 264, 284, and 304
at each level map the attributes/requirements at a given level
into a predetermined container format readable by the next
level. For instance, the data policy manager 284 associates
capabilities defined by the application attributes 260a, 2605
... 2607 specified for the application containers 258a, 2585
.. . 258n with data containers 278a, 2785 . . . 278n that
provide management functions 282a, 2825 . . . 282n capable
of implementing the requirements specified by the applica-
tion attributes 260a, 2605 . . . 260r in the associated
application container 258a, 2586 . . . 258n and the data

Meta Platforms, Inc. and Samsung Electronics Co. Ltd. - Ex. 1046

Page 37



US 2007/0244940 Al

attributes 280a, 2805 . . . 280x defined for the data container
278a, 278b . . . 278n. Likewise, the storage policy manager
304 associates capabilities defined by the data attributes
280a, 2805 . . . 280n specified for the data containers 278a,
278b . . . 278r with storage containers 298a, 2985 . . . 298
that provide management functions 302a, 3026 . . . 302r
capable of implementing the requirements specified by the
data attributes 280a, 2805 . . . 280% in the associated data
container 278a, 278b . . . 278n and any storage attributes
300a, 3005 . . . 3007 defined for the storage container 298a,
2985 . . . 298n. The policy managers 264, 284, and 304 in
addition to considering the container attributes from a pre-
vious level when mapping to the container at the current
level may or may not also consider any other characteristics
of the data file, and/or the attributes at the current level
associated with the determined characteristics, to associate
containers with the containers or resources at the current
level.

[0063] The storage policy manager 304 associates capa-
bilities defined by the storage attributes 300a, 3005 . . . 300
in the storage containers 298a, 2985 . . . 298# to specific
storage resources 204a, 2045 . . . 204n capable of imple-
menting the requirements defined by the storage attributes.
In certain implementations, the resources 204a, 2045 . . .
2047 may comprise storage systems from storage vendors.
The storage vendors may include hardware manufacturers
providing a specific hardware device and software to operate
the device. Additionally, the storage vendors may include
system integrators that integrate a collection of storage
systems and software programs from different manufactur-
ers and vendors to provide an open system storage system,
including hierarchical storage management software,
backup applications, archival programs, etc.

[0064] The storage vendor of each storage resource 204a,
2045 . . . 204n would specify storage attributes 306a, 3065
. .. 306n, respectively, that define the capabilities of the
storage resource 204a, 2045 . . . 204n they are providing.
The storage system policy manager 304 maps the storage
containers 298a, 29856 . . . 298% to storage resources 204a,
2045 . . . 204n whose vendor defined storage attributes 306a,
30656 . . . 306% are capable of satisfying the logical storage
attributes 300a, 3005 . . . 300% required by the storage
containers 298a, 2985 . . . 298#n. In this way, the storage
vendors specify logical storage attributes 306a, 3065 . . .
3067 applicable to their storage resource 204a, 2045 . . .
204n, which may comprise storage attributes defined
according to industry wide standards, such as the storage
attributes 292. The storage system policy manager 304
would query the storage attributes 306a, 3065 . . . 306n
defined by the storage vendor to select a storage resource
204a, 2045 . . . 2047 that can satisty the attributes/require-
ments 300qa, 3005 . . . 3007 specified in the storage con-
tainers 298a, 2985 . . . 298n. Alternatively, the vendor
storage attributes 306a, 3065 . . . 306» may be different than
the storage attributes 300a, 3005 . . . 300% defined for the
containers 298a, 2985 . . . 298z and, in such implementa-
tions, the storage system policy manager 304 would map
vendor storage attributes 306a, 3066 . . . 306n to the
attributes 292 used in the storage level 290. In this way, any
storage vendor storage system may be integrated into a
storage environment because the policy based storage man-
ager 210a, 21056 . . . 210z (FIG. 4) would be able to utilize
the storage system for data files based on the storage
attributes the storage vendor specifies for the storage.
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[0065] Further, application vendors may develop and dis-
tribute application policies 256 and application policy man-
agers 264 for their applications to map application attributes
to specific application containers that then may be used at
another level to provide further mapping. Middleware ven-
dors that develop middleware on which the applications run
may develop and distribute data policies 276 and data policy
managers 284 to map application attributes and containers as
well as other data characteristics to data containers 278a,
278b . . . 278n, which are then passed to the storage system
policy managers 304. In this way, different vendors and
parties may separately provide the components at each level
that will be used to categorize and define the data to
eventually select a storage resource that satisfies the
attributes/requirements specified by each component that
uses the data, from the application, to middleware to the
storage. Middleware comprises the program component that
interfaces between the operating system and the application,
and may be used to allow an application to run on different
operating systems by providing an interface between the
application and operating system. Alternatively, the data
level may be defined by the application or some other
non-middleware component.

[0066] The policy based storage manager 210a . . . 210n
(FIG. 4) may provide a graphical user interface (GUI) tool
to allow system administrators to define the policies 256,
276, and 296 (FIG. 5) to associate the attributes 252, 272,
and 292 and management functions 254, 274, and 294 with
specific application 258a, 2586 . . . 258n, data 2784, 2785 .
. . 278n, and storage 298a, 2985 . . . 298n containers,
respectively. This GUI tool would also allow the system
administrator to define the application policies 256 to asso-
ciate application containers and certain data characteristics
(that may map to data attributes) with storage containers; to
define the data policies 284 to associate data containers and
certain data characteristics (that may map to storage
attributes) with storage containers; and the storage policies
304 to associate storage containers 298a, 2985 . . . 298» and
certain data characteristics with storage resources 204a,
2045 . . . 2047 based on the attributes the storage vendors
provide for the storage resources. Alternatively, the storage
system policy manager 304 may comprise a program that
automatically selects a storage resource 204a, 2045 . . . 204n
having storage vendor defined characteristics/attributes that
are capable of satisfying the storage attributes 300qa, 3005 .
. . 3007 defined for the storage container 298a, 2985 . . .
298n. The storage system policy manager 296 may map each
storage container 298a, 2985 . . . 298 to one or more storage
resources 204a, 2045 . . . 2047 if the storage vendor defined
attributes for multiple storage resources 204a, 2045 . . . 204n
are capable of satisfying the storage attributes 300qa, 3005 .
. . 3007 for the storage containers 298a, 2985 . . . 298n and
any further considered data characteristics.

[0067] An administrator using the GUI tool of the policy
based storage manager 210« . . . 210% (FIG. 4) can configure
the schema shown in FIG. 5, or a particular level of the
schema, or the schema can be preconfigured. The schema
may be executed by the policy based storage manager 210a
... 2107 when deciding how to route data files received from
client applications to storage resources 204a, 2045 . . . 204n.
The schema shown in FIG. 5 may be implemented in a
database system, in data structures and functions defined in
an object oriented programming system, in an Extensible
Markup Language (XML), etc. For instance, each container
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may be defined as an XML element and the attributes and
management functions defined for the container may com-
prise XML attributes of the container element. Further the
schema shown in FIG. 5 may be implemented within the
Distributed Management Task Force (DMTF) Common
Information Model (CIM), which uses a uniform object
oriented modeling formalism that allows for an object-
oriented schema across multiple organizations.

[0068] Moreover, the components at the different levels
250, 270, and 290 may run on different machines. For
instance, the storage level 290 components may run on
storage servers 208a . . . 208% and the application 250 and
data 270 levels may run on the application server 202a . . .
2027. Alternatively, the components for one or more levels
250, 270, and 290 may run on a single machine, such as a
storage server.

[0069] FIGS. 6a and 65 illustrate operations performed by
the policy managers 264, 284, and 304 in accordance with
implementations of the invention to assign a storage
resource 204a, 2045 . . . 204r to a data file. Control begins
at block 400 upon the application policy manager 264
receiving a request to create or access a data file from an
application server 202a . . . 202» system. The application
policy manager 264 performs steps 400 through 408. If (at
block 402) the data file does not have associated metadata
indicating application 258a, 2585 . . . 258n, data 278a, 278b
... 278n, and storage 2984, 2985 . . . 298% containers for the
data file, then the application policy manager 264 deter-
mines (at block 404) the data characteristics, such as file
name, time file generated, source application, user, data
management requirements, business policies, etc., that may
map to application 252, data 272, and storage 292 attributes
From the application policies 256 (FIG. 5), the application
policy manager 264 determines (at block 406) the applica-
tion attributes that correspond to the determined data char-
acteristics gleaned form the data file. One application con-
tainer 258a, 2585 . . . 258n is selected (at block 408) having
application attributes 260a, 2605 . . . 260% that correspond
to the application attributes determined from the data file
characteristics.

[0070] After selecting an application container 258a, 2585
. . . 258n, control proceeds to the data level 270 (FIG. 5)
where the data policy manager 284 determines (at block
410), from the data policies 276 the data attributes corre-
sponding to the determined data characteristics. The data
policy manager 284 then selects (at block 412) a data
container 278a, 2786 . . . 278 that the data policies 276
define to be associated with the selected application con-
tainer 258a, 2585 . . . 258% and any additional determined
data characteristics that map to data attributes (additional
data attributes may or may not be considered in selecting one
data container 278a, 2786 . . . 278r that satisfies the
requirements of the application attributes 260a, 26056 . . .
2607 defined for the selected application container 258a,
258b . . . 258n).

[0071] After selecting a data container 278a, 278b . . .
278n, control proceeds to block 414 in FIG. 65, where the
storage system policy manager 304 uses the storage policies
296 to determine (at block 414) the storage attributes
corresponding to the determined data characteristics. The
storage system policy manager 304 performs the steps 414
through 424 in FIG. 6b. The storage system policy manager
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304 selects (at block 416) a storage container 298a, 2985 .
. . 298n that the storage policies 296 define as associated
with the selected data container 278a, 2785 . . . 278% and any
additional determined storage attributes (additional storage
attributes may or may not be considered in selecting one
storage container 298a, 2985 . . . 298n that satisfies the
requirements of the data attributes 280a, 2805 . . . 280n
defined for the selected data container 278a, 2785 . . . 278n
as well as any possible additional storage attributes deter-
mined from the data characteristics).

[0072] The storage system policy manager 304 stores (at
block 418) information on the selected application, data and
storage containers with metadata for the data file. From
block 418 or the yes branch of block 402 (if the metadata is
already defined for the data file), control proceeds to block
420 where the storage system policy manager 304 deter-
mines (at block 420) from the storage system policy man-
ager 304 the storage resource 204a, 2045 . . . 204n that is
associated with the selected storage container 298a, 2985 .
. . 298n indicated in the data file metadata. In further
implementations, even if metadata is defined for the data
file, a determination may be made of the application, data,
and storage containers for the data file because if certain of
the attributes are dynamic and have changed, then the
containers corresponding to the attributes/requirements for
that data file may also have changed.

[0073] The storage resource 204a, 2045 . . . 204n to which
the data is transmitted will implement and execute the
management functions (at block 424) defined in the appli-
cation, data and storage containers indicated in the metadata
to perform operations to implement the attributes associated
with the data. For instance, if the data attributes identify
certain life cycle attributes for that data, then the appropriate
archival or storage management program is called to per-
form the specified action at expiration time, deletion, archi-
val, migration to a less expensive, slower storage, i.e.,
hierarchical storage management, ectc. In this way, the
attributes corresponding to the data file are implemented by
the execution of the management functions indicated in the
containers identified for the data file as well as selection of
one storage resource 204a, 2045 . . . 204x to store the data
file. The management functions may comprise any applica-
tion program related to the management of data in a storage
system. Moreover, vendors may provide different configu-
rations of their storage resources, or a same product, to
associate with different storage containers to allow their
storage resources to be used to satisfy different application,
data and storage policies associated with the data.

[0074] The above described policy based storage manage-
ment framework may be used to associate data having
certain determined data characteristics with certain levels of
attributes that define requirements for that data. Each higher
level of attributes may be used to determine the container
selected at a lower level. The lowest level container, which
in certain implementations comprises the storage level con-
tainer, is then used to select a storage resource 204a, 2045
. .. 2047 that will be used to satisfy attributes and require-
ments defined for the data file based on the data character-
istics.

[0075] In further implementations, the application level
may define service level agreement attributes that are used
to select the appropriate data and storage containers through
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the application 264 and data 284 connectors capable of
implementing the service level objectives specified in the
service level agreement relevant to the data file.

[0076] FIG. 7 illustrates one implementation of a con-
tainer 600 data structure comprising application container
610, data container 620 and storage container 630 compo-
nents. The container 600 data structure provides a common
data structure to enable attributes and management functions
to be transmitted between application level elements, data
level elements and storage level elements. Each of the
container components 610, 620 and 630 is in turn comprised
of a plurality of attribute value fields 612a . . . 612n, 6224
...622n and 632a . . . 632n, as well as management function
identification fields 614a . . . 614n, 624a . . . 624n and 634a
... 634n. In another embodiment the common container data
structure may comprise a subset of the component contain-
ers 610, 620 and 630 wherein the attribute values and
management function identifiers are transformed by one or
more of the application, data and storage levels to implement
requirements based on the container content and or add to or
modify the content of one or more of the container fields
based on a policy operating at that level. In such an
embodiment a control field may be used to provide addi-
tional information regarding the applicability of the fields at
the application, data or storage level. In a further embodi-
ment attribute fields and or management function fields can
be combined into service level fields.

Additional Implementation Details

[0077] The policy based storage manager described herein
may be implemented as a method, apparatus or article of
manufacture using standard programming and/or engineer-
ing techniques to produce software, firmware, hardware, or
any combination thereof. The term “article of manufacture”
as used herein refers to code or logic implemented in
hardware logic (e.g., an integrated circuit chip, Program-
mable Gate Array (PGA), Application Specific Integrated
Circuit (ASIC), etc.) or a computer readable medium, such
as magnetic storage medium (e.g., hard disk drives, floppy
disks, tape, etc.), optical storage (CD-ROMs, optical disks,
etc.), volatile and non-volatile memory devices (e.g.,
EEPROMs, ROMs, PROMs, RAMs, DRAMs, SRAMs,
firmware, programmable logic, etc.). Code in the computer
readable medium is accessed and executed by a processor.
The code in which preferred embodiments are implemented
may further be accessible through a transmission media or
from a file server over a network. In such cases, the article
of manufacture in which the code is implemented may
comprise a transmission media, such as a network transmis-
sion line, wireless transmission media, signals propagating
through space, radio waves, infrared signals, etc. Of course,
those skilled in the art will recognize that many modifica-
tions may be made to this configuration without departing
from the scope of the present invention, and that the article
of manufacture may comprise any information bearing
medium known in the art.

[0078] FIG. 5 illustrates three levels of classes of
attributes and containers that may be associated with a
received data file. In alternative implementations, there may
be fewer than the three shown levels, e.g., just a data level
and storage level, and additional levels for different classes
of attributes.

[0079] InFIGS. 1,2, 3,5, and 7 a specific data structure
and architectures were described for implementing policy
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based managed storage. In alternative implementations,
alternative data structure arrangements may be used, and
additional information may be provided in the data struc-
tures providing information on the attributes at each of the
considered levels, e.g., application, data, storage, etc.

[0080] The illustrated logic of FIGS. 6a and 65 indicates
certain events occurring in a certain order. In alternative
implementations, certain operations may be performed in a
different order, modified or removed. Moreover, steps may
be added to the above described logic and still conform to
the described implementations. Further, operations
described herein may occur sequentially or certain opera-
tions may be processed in parallel. Yet further, operations
may be performed by a single processing unit or by distrib-
uted processing units.

[0081] FIG. 8 illustrates one implementation of the archi-
tecture of the computer system 202. The system 202 may
implement a computer architecture 700 having a processor
702 (e.g., a microprocessor), a memory 704 (e.g., a volatile
memory device), and storage 706 (e.g., a non-volatile stor-
age, such as magnetic disk drives, optical disk drives, a tape
drive, etc.). The storage 706 may comprise an internal
storage device or an attached or network accessible storage.
Programs in the storage 706 are loaded into the memory 704
and executed by the processor 502 in a manner known in the
art. The architecture further includes a network card 508 to
enable communication with a network. An input device 510
is used to provide user input to the processor 502, and may
include a keyboard, mouse, pen-stylus, microphone, touch
sensitive display screen, or any other activation or input
mechanism known in the art. An output device 512 is
capable of rendering information transmitted from the pro-
cessor 502, or other component, such as a display monitor,
printer, storage, etc.

[0082] The foregoing description of the preferred embodi-
ments of the invention has been presented for the purposes
of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise form
disclosed. Many modifications and variations are possible in
light of the above teaching. It is intended that the scope of
the invention be limited not by this detailed description, but
rather by the claims appended hereto. The above specifica-
tion, examples and data provide a complete description of
the manufacture and use of the composition of the invention.
Since many embodiments of the invention can be made
without departing from the spirit and scope of the invention,
the invention resides in the claims hereinafter appended.

What is claimed is:
1. A computer implemented method for generating data
structures for use in storing data, comprising:

defining a plurality of data structures in a computer
readable medium, wherein each data structure indicates
a plurality of attributes and at least one function of a
storage resource to store data; and

defining policies in the computer readable medium that
associate data characteristics of data to data structures
by enabling operations to be performed, the operations
comprising:

determining attributes corresponding to data character-
istics of data; and
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determining one of the data structures indicating the
determined attributes, wherein each defined data
structure is adapted to provide requirements to deter-
mine a storage resource to store the data, and
wherein the defined data structure is adapted to
provide the storage resource with requirements func-
tions for storing the data using the functions indi-
cated by the determined data structure to store the
data in a manner that satisfies the attributes and
requirements defined by the determined data struc-
ture.

2. The method of claim 1, wherein the policies comprise
application policies concerning an application requirements

with respect to data, further comprising:

defining an application policy manager in a computer
readable medium that processes the data structures to
determine the data structure having attributes corre-
sponding to determined data characteristics.

3. The method of claim 2, wherein the application policies
further comprise enterprise specific attributes for data asso-
ciated with an application level element.

4. The method of claim 1, wherein the policies comprise
data policies concerning criteria for management of the data
life cycle, recoverability, and security, and further compris-
ing:

generating a data policy manager that processes the data
structures to determine the data structure having
attributes corresponding to determined characteristics
of the associated data.
5. The method of claim 4, wherein the data policies are
adapted to operate as middleware.
6. The method of claim 1, wherein the policies comprise
storage policies concerning management and configuration
of a storage space for data, and further comprising:

generating a storage policy manager that processes the
data structures to determine the data structure having
attributes corresponding to determined characteristics
of the associated data.

7. The method of claim 6, wherein storage vendors
provide storage policies, storage policy managers, and the
data structure to associate storage policies with their storage
resources.

8. The method of claim 6, wherein the storage policy
manager determines the storage resource associated with the
determined data structure and transmits the data to the
determined storage resource.

9. A computer implemented method for storing data,
comprising:

determining attributes corresponding to data characteris-
tics of the data;

processing a plurality of data structures in a computer
readable medium, wherein each data structure indicates
a plurality of attributes and at least one function, to
determine one data structure having attributes corre-
sponding to the determined characteristics of the data,
wherein a storage resource is associated with the deter-
mined data structure, and wherein the storage resource
associated with the determined data structure imple-
ments the attributes and functions indicated in the data
structure; and

10
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using the at least one function indicated by the determined
data structure to store the data in a manner that satisfies
the attributes indicated by the determined data struc-
ture.

10. The method of claim 9, wherein an application policy
maps the attributes and at least one function data to the data
structures, wherein the application policy concerns an appli-
cation requirements with respect to data, and wherein an
application policy manager processes the data structures to
determine the data structure having attributes corresponding
to the determine characteristics of the data.

11. The method of claim 10, wherein different application
vendors provide application policies and application policy
managers to associate storage policies with data generated
by their applications.

12. The method of claim 9, wherein a data policy maps the
attributes and at least one function to the data structures,
wherein the data policy concerns criteria for management of
the data life cycle, recoverability, and security, and wherein
a data policy manager processes the data structures to
determine the data structure having attributes corresponding
to the determine characteristics of the data.

13. The method of claim 12, wherein middleware vendors
provide data policies and data policy managers to associate
storage policies with data generated by their middleware.

14. The method of claim 9, wherein a storage policy maps
the attributes and at least one function to the data structures,
wherein the storage policy concerns management and con-
figuration of a storage space for data, and wherein a storage
policy manager processes the data structures to determine
the data structure having attributes corresponding to the
determine characteristics of the data.

15. The method of claim 14, wherein storage vendors
provide storage policies and storage policy managers to
associate storage policies with their storage resources.

16. The method of claim 14, wherein the storage policy
manager determines the storage resource associated with the
determined data structure and transmits the data to the
determined storage resource.

17. The method of claim 9, wherein the at least one
function is executed by programs in the determined storage
resource.

18. The method of claim 9, wherein the determined data
characteristics concern properties of the file including the
data and characteristics of the application creating the data.

19. The method of claim 9, wherein processing the
plurality of data structures further comprises:

processing a first set of data structures to determine one
data structure in the first set having attributes corre-
sponding to the determined characteristics; and

determining one data structure from a second set of data
structures corresponding to the determined data struc-
ture from the first set, wherein the determined storage
resource is associated with the determined data struc-
ture from the second set.

20. The method of claim 19, wherein determining one
data structure from the second set further comprises deter-
mining one data structure from the second set that corre-
sponds to the determined data structure from the first set and
at least one data characteristic.

21. The method of claim 19, wherein the attributes in the
first set of data structures comprise data attributes concern-
ing properties related to data usage and retention require-
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ments, and wherein the functions indicated in the data
structures in the first set indicate data management opera-
tions to implement the data attributes indicated in the data
structures.

22. The method of claim 21, wherein the data attributes
include at least one member of a set of data attributes
comprising: performance and availability of the data, life
cycle management and recoverability.

23. The method of claim 21, wherein the attributes in the
second set of data structures comprise storage attributes
concerning properties related to storage capabilities, and
wherein the functions indicated in the data structures in the
second set indicate storage management operations to imple-
ment the storage attributes indicated in the data structures.

24. The method of claim 23, wherein the storage attributes
include at least one member of a set of storage attributes
comprising: storage capacity, bandwidth, Input/Output (/O)
rates, reliability/error rates, number of paths to storage
resource, physical location, and security.

25. The method of claim 19, wherein the attributes in the
second set of data structures comprise storage attributes
concerning properties related to storage capabilities, and
wherein the determined storage resource associated with the
determined data structure satisfies the storage attributes
indicated in the determined data structure from the second
set.

26. The method of claim 25, wherein there are a plurality
of storage resources, wherein storage vendor attributes are
provided with each storage resource, and wherein determin-
ing one storage resource associated with the determined data
structure further comprises:

determining the storage resource having storage vendor
attributes that satisfy the storage attributes indicated in
the determined data structure in the second set.
27. The method of claim 26, wherein the storage resources
are provided from different storage vendors.
28. The method of claim 1, wherein processing the
plurality of data structures further comprises:
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processing a first set of data structures to determine one
data structure in the first set having attributes corre-
sponding to the determined characteristics;

determining one data structure from a second set of data
structures corresponding to the determined data struc-
ture in the first set; and

determining one data structure for a third set of data
structures corresponding to the determined data struc-
ture in the second set, wherein the determined storage
resource is associated with the determined data struc-
ture from the third set.

29. The method of claim 28, wherein the attributes in the
data structures in the first set comprise application attributes
related to application usage of the data, wherein the
attributes in the data structures in the second set comprise
data attributes concerning properties related to data usage
and retention requirements, and wherein the attributes in the
data structures in the third set comprise storage attributes
concerning properties related to storage capabilities.

30. A method of processing data to be stored, comprising:

associating an application attribute with data characteris-
tics of data based on an application policy; and

determining an application attribute in a predetermined
data structure that corresponds to the data characteris-
tics of the data, wherein the predetermined data struc-
ture is adapted to be received by a data level element
and by a storage resource and to provide the storage
resource with requirements and functions for storing
the data having the data characteristics; and

using the functions indicated by the predetermined data
structure to store the data in a manner that satisfies the
application attribute and requirements defined by the
predetermined data structure.
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