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(57) ABSTRACT 
Embodiments of the present disclosure provide for a method 
and system for storing content based on one or more attributes 
associated with the content. Specifically, the present disclo 
Sure provides for determining storage capabilities of one or 
more storage devices associated with a computing device and 
also determining a retention policy associated with the con 
tent. In certain embodiments, the retention policy is identified 
by the one or more attributes. When the retention policy and 
the capabilities of the one or more storage devices have been 
determined, the content is written to the one or more storage 
devices based on the retention policy. 
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INTEGRATED DATARETENTION POLICY 
FOR SOLID STATE & ASYMMETRIC ACCESS 

BACKGROUND 

0001. As computing devices become more prevalent and 
more advanced, there is an increasing demand for those com 
puting devices to have greater storage capabilities. In an 
attempt to keep the costs of these computing devices reason 
able, there is a drive to create less costly storage devices by 
using less costly materials. However, because cheaper mate 
rials are used to create these storage devices, the overall life of 
the storage devices decreases which in turn, decreases the life 
of the computing device. It is with respect to these consider 
ations that embodiments of the present disclosure are pre 
sented. Although relatively specific problems have been dis 
cussed, it should be understood that the embodiments 
disclosed herein should not be limited to solving the specific 
problems identified in the background. 

BRIEF SUMMARY 

0002 This summary is provided to introduce a selection of 
concepts in a simplified form that are further described below 
in the Detailed Description section. This summary is not 
intended to identify key features or essential features of the 
claimed Subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed Subject matter. 
0003 Embodiments of the present disclosure provide for a 
method and system for storing content based on one or more 
attributes associated with the content. Specifically, the 
present disclosure provides for determining storage capabili 
ties of one or more storage devices associated with a comput 
ing device and also determining a retention policy associated 
with the content. In certain embodiments, the retention policy 
is identified by the one or more attributes. When the retention 
policy and the capabilities of the one or more storage devices 
have been determined, the content is written to the one or 
more storage devices based on the retention policy. 
0004 Embodiments disclosed herein may be imple 
mented as a computer process, a computing system or as an 
article of manufacture Such as a computer program productor 
computer readable media. The computer program product 
may be computer storage media readable by a computer sys 
tem and encoding a computer program of instructions for 
executing a computer process. The computer program prod 
uct may also be a propagated signal on a carrier readable by a 
computing system and encoding a computer program of 
instructions for executing a computer process. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005. Further features, aspects, and advantages will 
become better understood by reference to the following 
detailed description, appended claims, and accompanying 
figures, wherein elements are not to scale So as to more clearly 
show the details, wherein like reference numbers indicate like 
elements throughout the several views, and wherein: 
0006 FIG. 1 illustrates a system for storing content based 
on a specified retention policy according to one or more 
embodiments; 
0007 FIG. 2 is a block diagram showing the operation 
flow for storing content for a duration of time specified by a 
retention policy according to one or more embodiments; 
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0008 FIG. 3 illustrates a method for changing the reten 
tion policy associated with stored content according to one or 
more embodiments; 
0009 FIG. 4 illustrates a method for writing content to 
different segments when it is determined that the segment on 
which the contentis stored is failing or has failed according to 
one or more embodiments; 
0010 FIG. 5 illustrates a tablet computing device execut 
ing one or more embodiments disclosed herein; 
0011 FIG. 6 illustrates a block diagram of a computing 
environment Suitable for implementing one or more embodi 
ments disclosed herein; 
0012 FIG. 7A illustrates one embodiment of a mobile 
computing device executing one or more embodiments dis 
closed herein; 
0013 FIG. 7B is a simplified block diagram of an exem 
plary mobile computing device Suitable for practicing one or 
more embodiments disclosed herein; and 
0014 FIG. 8 is a simplified block diagram of an exemplary 
distributed computing system Suitable for practicing one or 
more embodiments disclosed herein. 

DETAILED DESCRIPTION 

00.15 Various embodiments are described more fully 
below with reference to the accompanying drawings, which 
form a part hereof, and which show specific exemplary 
embodiments. However, embodiments may be implemented 
in many different forms and should not be construed as lim 
ited to the embodiments set forth herein; rather, these embodi 
ments are provided so that this disclosure will be thorough 
and complete, and will fully convey the scope of the embodi 
ments to those skilled in the art. Embodiments may be prac 
ticed as methods, systems or devices. Accordingly, embodi 
ments may take the form of a hardware implementation, an 
entirely software implementation oran implementation com 
bining software and hardware aspects. The following detailed 
description is, therefore, not to be taken in a limiting sense. 
0016 FIG. 1 illustrates a system 100 that may be used to 
implement various embodiments of the present disclosure. As 
shown in FIG. 1, the system 100 may include a client 110 and 
a remote computer system or server 120. Although FIG. 1 
only shows one server 120, it is contemplated that the server 
120 may be part of a server cluster (not shown). Additionally, 
although only one client 110 is shown in FIG. 1, it is also 
contemplated that multiple clients may access the server 120 
or that multiple clients may access different servers in the 
server cluster. 
0017. In certain embodiments the client 110 may be a 
personal computer, laptop computer, tablet computer, mobile 
phone and the like. The client 110 may also be a digital video 
recorder (DVR), personal music player, and the like or the 
client 110 may have such functionality built in. The client 110 
may include one or more storage devices that may be used to 
store and access various kinds of content 112 including, vid 
eos, music, documents, photos and the like. 
0018. The content 112 may be: (i) streamed to the client 
110 over the network 115 from the server 120 or other source, 
(ii) stored by the client 110, or (iii) sent from the client 110 to 
the server 120 or other external storage device or service over 
the network 115. 
0019. In an embodiment, the content 112 may be stored on 
the client 110 for various durations of time, including perma 
nent storage. In certain embodiments, the duration of time 
may be specified by a user. Still further, the duration of time 
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may vary for different parts of the stored content. In another 
embodiment, the content 112 may be stored for default 
amounts of time based on the type of the content 112 or based 
on the purpose for which the content is to be used. For 
example, temporary files associated with an operating system 
may be stored for a shorter duration of time than operating 
system content. In another example, local content that has a 
corresponding master copy stored in a different location (Such 
as on the server 120) may also be stored for a shorter duration 
of time relative to content that without an accessible master 
copy. 
0020. In yet another example, a user may choose to store 
downloaded content for different durations of time based on 
the type of content that was downloaded. For example, a 
podcast may be stored for a first duration of time (e.g., 48 
hours) while a downloaded movie may be stored for a second 
duration of time (e.g., 1 year). 
0021. It is also contemplated that the type of the usage of 
the client device itself may affect the retention policy associ 
ated with content. For example, if the device is a loaner 
device, or if the device is being used by a visiting user (i.e., a 
user with temporary user credentials), at least a portion, if not 
all, of the content stored by the user may have a retention 
policy that is equivalent to the time period at which the tem 
porary user has access to the device (or the time period at 
which the temporary user's credentials are valid). Once that 
time period expires, the retention policy may also expire. 
However, if the temporary time period is re-upped, the con 
tent, or portions thereof, may be hardened for the new tem 
porary time period such as described below with respect to 
FIG. 3. 

0022. It is also contemplated that the client 110 may store 
content on various storage devices based the type of the 
content, the intended use of the content, and the capabilities of 
the storage device to which the content is to be written to. As 
will be explained below, when content 112 is written to the 
storage devices, care is taken to ensure that the content 112 is 
written to the storage device in a manner that will extend the 
life of the storage device yet also retain the content 112 for at 
least the duration of time specified by the retention policy 
associated with the content 112. 

0023. In certain embodiments, the client 110 may be con 
figured to self-discover its own storage capabilities. This 
includes discovering the properties and attributes of each 
storage device that is local to the client 110. As part of the 
discovery process, the client 110 may query the one or more 
storage devices in order to determine information about its 
storage attributes and capabilities regarding various retention 
policies. The client 110 may also query each storage device as 
to its performance capabilities, such as, for example, whether 
the storage device is able to retain content 112 for various 
amounts of time. The client 110 may also query the storage 
device as to its internal layout as well as the presence of 
non-uniform addressable segments that have differing reten 
tion capabilities based on physical differences of the storage 
device or media backing the segments. 
0024. As will be explained in greater detail below, the 
client 110 may also discover which segments or range of 
segments in a particular storage device are failing or have 
failed. Additionally, the client 110 may discover or track the 
wear (i.e., the number of writes or erase cycles that have 
occurred on various segments or ranges of segments on the 
storage device) in an attempt to perform wear leveling (i.e., 
equally distributing writes to the various segments), thereby 
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extending the life of the storage device. This process may also 
be used to inform the client 110 which segments have a higher 
wear level so that more power may be used, if necessary, 
when content is written to the segments with the higher wear 
level. Information regarding accumulated wear, collected by 
the client 110, may be taken into account when matching the 
data with various retention policies. 
0025. In certain embodiments, the discovery process 
described above may occur at regular or periodic intervals, 
the length of which may be dictated by the physical nature of 
the storage device. In another embodiment, the discovery 
process may occur when new content 112 is received by the 
client 110. In yet another embodiment, the discovery process 
may occur whena retention policy associated with the content 
112 is changed. 
0026. For example, a user may change the retention policy 
of a particular podcast from 48 hours to two weeks. The 
process of changing the retention policy from a first time 
period to a second, longer time period is known as hardening. 
When the hardening process is initiated, the client 110 may 
determine to re-write the content from the stored location to a 
new location. As the duration of the retention of the content 
has increased, the client 110 may dynamically select a power 
level that will cause the content 112 to be stored for at least the 
selected duration when the content 112 is written to the newly 
specified segment or range of segments. Additionally, the 
client 110 may dynamically select a high power level when 
writing the content 112 to the specified segments if it is 
determined that the specified segments have a higher wear 
level (i.e., the identified segments have been written to and/or 
erased a number of times). Still further, the client 110 may 
choose to write the content to the new segment, backed by 
higher retention media if a non-uniform segmentation had 
been discovered as discussed above. For example, the client 
110 may query the storage device as to its internal layout and 
presence of non-uniform addressable segments that have dif 
ferent retention capabilities based on physical differences of 
the storage device backing the segments. 
0027. The discovery process may also be used by the client 
110 to request that each storage device performs an analysis 
of its own capabilities and performance level. For example, 
each storage device may perform a checksum or other error 
detection algorithm on the content stored by a particular 
storage device or on various segments of the storage device. 
Thus each storage device may monitor each segment and 
determine: (i) which segments, if any, are failing, (ii) which 
segments have content that can be erased or overwritten (due 
to the retention policy associated with the content in those 
segments expiring), and (iii) if any content has become cor 
rupted or lost and needs to be retrieved from the original 
Source or from a master copy stored on another storage 
device, client or storage service. Such a monitoring may 
occur periodically, be triggered by individual writes and cal 
culations of the error detection and error correction logic or be 
triggered by the internal device mechanisms via firmware 
signals. 
0028 Ifany of the segments have failed, or if some content 
is lost, the client 110 may be configured to automatically 
attempt to retrieve the content, or the lost portions, and store 
the content in a new location for the amount of time (or the 
remaining amount of time) specified by the retention policy. 
In another embodiment, the client 110 may notify a user about 
the failing segments and/or the lost content once the failure is 
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detected. At that point, the client 110 may automatically 
attempt to restore the lost content or wait to receive explicit 
instructions to do so. 

0029. As discussed above, the client 110 may store content 
112 on a server 120. In such embodiments, the client 110 may 
query the server 120 to determine the properties and attributes 
of each storage device utilized by the server 120. As with the 
self-discovery process of the client 110 discussed above, the 
client 110 may query the server 120 to determine the storage 
attributes and capabilities of the one or more storage devices 
utilized by the server 120. In embodiments, the storage 
attributes and capabilities of the one or more storage devices 
utilized by the server 120 may include retention policies 
supported by the one or more storage devices. The client 110 
may also query the server 120 to determine the performance 
capabilities of each storage device utilized by the server 120. 
This determination may include whether the storage device is 
able to retain the content 112 for the specific amount of time 
associated with the type of content that is to be stored on the 
server 120. The determination may also include whether the 
server 120 can store the content based on user preference. 
0030. In certain embodiments, the client 110 may query 
the server 120 about the performance characteristics and 
attributes of the storage devices utilized by the server 120 
when the client 110 establishes a session with the server 120. 
In embodiments, the session is established with the server 120 
via a series of requests and responses sent between the client 
110 and the server 120. In one embodiment, the session is 
negotiated using a file access protocol such as a version of the 
server message block (SMB) protocol or a version of the 
network fileserver (NFS) protocol. In some embodiments the 
server Software will automatically translate and map reten 
tion capabilities of the physical storage nodes, attached to the 
server 120, to the logical segments of the addressable blocks 
visible by the client 110. 
0031. To establish an authenticated session with the server 
120, the client 110 establishes a connection with the server 
120. As discussed above, the connection between the client 
110 and the server 120 may be established using a network 
115. Once the connection is established, the client 110 sends 
a negotiate request 121 to the server 120. In certain embodi 
ments, the negotiate request 121 is a packet that is used by the 
client 110 to notify the server 120 what dialects of the com 
munication protocol the client 110 understands. In certain 
embodiments, the negotiate request 121 may also include a 
query in which the client 110 requests the server 120 to 
identify the storage attributes and capabilities of the storage 
devices utilized by the server 120. In other embodiments, 
server 120 abstracts the nature of physical storage devices 
from the client 110 by using virtual segments. 
0032. The negotiate request 121 may also include addi 
tional information about the client 110. The additional infor 
mation may include: (i) a security mode that specifies 
whether security signatures are enabled on the client 110, are 
required by the client 110, or both enabled and required; (ii) 
capability information that specifies, among others, whether 
the client 110 supports: (a) a Distributed File System (DFS), 
(b) leasing, (c) multi-credit operations, (d) the establishment 
of multiple channels for a single session, (e) persistent 
handles, (f) directory leasing (g) encryption and the like; and 
(iii) a client identifier generated by the client 110. Although 
specific, additional client-based information has been dis 
closed, it is contemplated and those skilled in the art will 
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recognize that the negotiate request 121 may include addi 
tional information not specifically set forth above. 
0033. When the server 120 receives the negotiate request 
121, the server 120 responds with a negotiate response 122. In 
certain embodiments, the negotiate response 122 is a data 
packet that is sent by the server 120 to notify the client 110 of 
a preferred common dialect of the communication protocol. 
The negotiate response 122 may also include the requested 
information about the storage devices utilized by the server 
120.This information may include the type of storage devices 
utilized as well as the retention policies that each storage 
device supports. Other information may include the perfor 
mance characteristics of each storage device, such as, for 
example, whether a particular storage device has lost content 
or whether particular segments of the storage device have 
failed or are failing. In certain embodiments, once this infor 
mation is received by the client 110, the client may store the 
information so it can later instruct the server 120 how and 
where to the store the content 112. In other embodiments 
client 110 receives and stores retention information about 
virtual segments, mapped by the server 120 to particular 
storage devices based on internal mapping algorithms. 
0034. In certain embodiments, the negotiate response 122 
may also include additional information about the server 120. 
In embodiments, this information may include: (i) a security 
mode that specifies whether security signatures are enabled 
on server 120, required by the server 120, or enabled and 
required by the server 120; (ii) capability information of the 
server 120 that specifies, among others, whether the server 
120 supports: (a) a Distributed File System (DFS), (b) leas 
ing, (c) multi-credit operations, (d) the establishment of mul 
tiple channels for a single session, (e) persistent handles, (f) 
directory leasing, (g) encryption and the like; and (iii) a server 
identifier generated by the server 120 that uniquely identifies 
the server 120. Although specific information has been dis 
closed, it is contemplated that the negotiate request 112 may 
include additional information not specifically set forth 
above. 

0035. Once the negotiate response 122 is received by the 
client 110, the client 110 sends additional requests and 
receives responses to those requests prior the session being 
established. The requests and responses include: (i) a session 
setup request (not shown) that is used by the client 110 to 
request a new authenticated session with the server 120 using 
a negotiated communication protocol or structure, (ii) a ses 
sion setup response (not shown) that is sent from the server 
120 to the client 110 that includes information corresponding 
to whetherasession between the client 110 and the server was 
previously established or whether this session setup response 
must be handled as a new authentication, (iii) a validation 
request (not shown) that is sent from the client 110 to the 
server 120 to verify that the information contained in the 
negotiate request 112 packet was not altered or changed by a 
man in the middle attack, and (iv) a validation response (not 
shown) which is sent from the server 120 to the client 110 
which enables the client 110 to compare the information 
contained in the validation response with information con 
tained in the negotiate response to ensure the established 
session between the client 110 and server 120 is secure. 
0036 Referring back to the client 110 self-discovery pro 
cess, once the client 110 has discovered its storage capabili 
ties, the client may: (i) receive the content 112; (ii) determine 
the retention policy associated with the content 112, or (iii) 
specify the retention policy that is going to be used to store the 
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content 112. As discussed above, the retention policy of the 
content 112 may be specific to the type of content 112 or the 
intended use of the content 112. For example, the content 112 
may be streaming content that is saved in a local cache for 
only a couple of hours. In another example, the content 112 
may be downloaded from a server 120 or other source and as 
Such, may be stored for a longer duration of time. 
0037. In certain embodiments, the retention policy of the 
content 112 is specified by metadata or other such data that 
associated with the content. In other embodiments, the reten 
tion policy of the content 112 may be a default retention 
policy that is specific to the type of content 112 or the intended 
use of the content 112. As previously discussed, temporary 
files may have a default retention policy 130 of two days 
while operating system content may have a default retention 
policy of one year. In certain embodiments, the retention 
policy may be specified by a user. Additionally, although a 
particular type of content may have a default retention policy, 
a user may subsequently harden the content 112 by changing 
the retention policy associated with the content. 
0038. When the client 110 has determined or specified the 
retention policy associated with the content 112, the client 
110 may write the content to a particular storage device. In 
embodiments, the client 110 writes the content to the particu 
lar storage device using a power level associated with the 
retention policy. For example, if the content is going to be 
stored for a short amount of time, the client 110 uses less 
energy than if the content 112 is to be stored for a longer 
amount of time. The required amount of energy to write the 
content in a particular storage device may also be determined 
by the wear level of certain segments in the storage device. 
For example, if particular segments in the storage device have 
been written to a large number of times, the reliability of those 
segments may have diminished. Accordingly, a higher 
amount of power may be required to write the content 112 to 
those segments for the amount of time specified by the reten 
tion policy. In other embodiments, storage devices attached to 
the client 110 may be comprised of a hierarchy of different 
physical tiers, each of which report different retention capa 
bilities as well as different writing parameters to the client 
110. In Such cases, software in the operating system running 
on client 110 may perform optimizations to discover optimal 
placement of databased on retention policies, current power 
policies, and physical attributes of the segments in the storage 
devices. 

0039. In an embodiment, the client 110 may determine or 
track the wear level of each of the segments in each storage 
device. This may include an amount of power used for each 
write or a total amount of power used for all writes. The client 
110 may also determine or track which segments of the stor 
age device have content 112 that can be erased (due to the 
retention policy associated with the content 112 in those 
segments having expired) and re-written to. As such, the 
client 110 may be able to determine which segments of the 
storage device would be best Suited to store the content using 
a minimum amount of energy required for the write. For 
example, if a particular segment of the storage device has 
been written to a large number of times as compared to other 
segments, or is identified as beginning to fail, writes to those 
segments using a lower energy (i.e., writes for content that is 
only going to be stored for a short duration of time) should be 
avoided. 

0040. In embodiments where the content 112 is to be 
stored on the server 120, the client 110 may transmit the 
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content 112 to the server 120 with information corresponding 
to the retention policy 130. In certain embodiments, when the 
content and retention policy have been received, the server 
120 writes the content 112 to one or more storage devices 
associated with the server 120 according to the retention 
policy 130. As with the client 110, the server 120 may deter 
mine or track the wear level of each segment in the one or 
more storage devices utilized by the server 120 as well as the 
various amounts of power that were used to write the content 
112 to the segments. The server 120 may also determine or 
track which segments contain content 112 with an expired 
retention policy so those segments can be re-used. For 
example, client 110 storage devices that are attached to the 
server 120 may be comprised of tiers having different physi 
cal natures. Accordingly, an operating system on the server 
120 may be required to perform mapping algorithms on the 
storage device before placing data in the various segments 
based on retention policies and power profiles of the seg 
mentS. 

0041 FIG. 2 illustrates a method 200 for storing content 
for a duration of time specified by a retention policy accord 
ing to one or more embodiments. In certain embodiments, 
one or more components of a system, such as System 100 
(FIG. 1), may employ the method 200 to store content locally 
or remotely according to a specified or determined retention 
policy. Embodiments disclosed herein enable an operating 
system on the computing device to store content according to 
the retention policy without reprogramming device firmware 
or by using direct hardware protocol. The methods disclosed 
below are handled by the file system and the operating system 
so that the applications used to store the content do not need 
to be changed or altered to Support the various retention 
policies. This is accomplished by extending the application 
programming interface (API) of the operating system so that 
the file system of the operating system handles the retention 
policy for each content item. Operating system components, 
Such as, for example, file systems of block storage device 
stacks running on server 120, take into account: (i) discovered 
capabilities of physical devices, (ii) installed retention poli 
cies, and (iii) Specific retention policies and attributes asso 
ciated with content. 

0042 Method 200 begins at operation 210 in which capa 
bilities of various storage devices are determined. In certain 
embodiments, a client device may determine the properties 
and attributes of each storage device local to the client device. 
This may include determining the storage attributes and capa 
bilities of each storage device as well as the performance 
capabilities of each storage device. For example, a client 
device may determine: (i) which storage device, segments or 
range of segments can store content for certain periods of 
time, (ii) which storage devices, segments or ranges of seg 
ments have content with an expired, or almost expired reten 
tion policy, (iii) which segments or range of segments have 
failed or are failing, (iv) the number of times each segment or 
range of segments have been written to, and (v) which seg 
ments are most capable of performing data erasure to comply 
with retention policy. 
0043. In certain embodiments, process 210 may occur 
over a network connection. For example, during a session 
setup between a client and server, the client may send a 
request to the server for storage device capabilities and per 
formance characteristics of storage devices utilized by the 
SeVe. 
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0044. Once the storage capabilities of the devices have 
been determined, flow proceeds to operation 220 in which a 
determination is made regarding the retention policy associ 
ated with particular content. According to embodiments, the 
determination may be made based on the type of the content 
or the intended use of the content. In another embodiment, 
operation 220 may be used to specify the retention policy 
associated with the content. For example, the content may be 
assigned a retention policy based on user preference. In yet 
another embodiment, a user may specify that all content of a 
particular type are assigned the same retention policy. 
0045. When the retention policy of the content has been 
determined, flow proceeds to operation 230 in which the 
content is written to the storage device based on the specified 
or determined retention policy. As discussed above, the con 
tent is written to the storage device (or segments thereof) 
using varying power levels that are based on the specified 
retention policy. For example, if a retention policy requires 
that the content be saved for a long duration, a high amount of 
power is used to write the content to the storage device. If the 
retention policy requires that the content be saved for a short 
duration, a low amount of power is used to write the content 
to the storage device. Although power level is specifically 
mentioned, it is contemplated that mapping retention policy 
settings to the physical retention capabilities of various stor 
age device may be accomplished by using variable character 
istics other than power, Such as, for example, higher or lower 
temperature. 
0046. In certain embodiments, the content is written to the 
selected Storage device along with other data that indicates: 
(i) when the content was written to the segment or range of 
segments, and (ii) the retention policy of the content. Once the 
retention policy expires, the segments may be erased or writ 
ten over by new content. In another embodiment, the content 
may be available even after the retention policy expires. 
Accordingly, the content may be requested by a user if it has 
not been written over by new content or if all of the content is 
intact. If the content is not all intact, embodiments provide 
that an attempt may be made to retrieve the content from the 
Source or from another location. 

0047. The client may choose to write the content to a 
particular segment or range of segments due to the perfor 
mance capabilities and/or wear level of the particular segment 
or range of segments. For example, ifa determination is made 
that a particular segment has a high wear level (thus requiring 
that a greater amount of power be used to write content to that 
segment), the client would avoid writing content having a low 
retention policy to that segment as the low retention policy 
may require that the content be written to the segment using a 
lower power level. If the content is written to the high wear 
level segment using a low power, the content may be lost prior 
to the expiration of the retention policy. 
0.048. In embodiments where the content is to be stored on 
a server or other remote computing device, the content, along 
with its associated retention policy, is transmitted to the server 
or remote computing device. Once the server or remote com 
puting device receives the content and the retention policy, the 
content is written to a storage device using the specified 
retention policy Such as described above. 
0049 FIG. 3 illustrates a method 300 for changing the 
retention policy associated with stored content according to 
one or more embodiments. The process and examples 
described below with respect to the method 300 may be used 
for example, when content is hardened (i.e., when the reten 
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tion policy associated with the content is changed from a first 
duration of time to a second, longer duration of time). It is 
contemplated that the method 300 described below may be 
used on content that is stored locally as well as content that is 
stored remotely. It is also contemplated that a similar method, 
or portions thereof, may be used when the retention policy 
associated with content is softened or otherwise changed 
from a first duration of time to a second, shorter duration of 
time. For example, shortening or softening a guarantee would 
allow the content to expire after a first, shorter amount of 
rewrites (e.g., 10) as opposed to the original amount of 
rewrites (e.g., 20) it would take to keep it for the original 
length of time. 
0050 Method 300 begins when a request is received to 
harden 310 content. In certain embodiments, the request may 
be received via user input. For example, ifa particular content 
item has a retention policy that specifies that the content item 
is to be stored for 48 hours, user input may be received which 
changes the retention policy from 48 hours to one week. In 
another embodiment, a user may request that all contentitems 
having similar properties (i.e., content items of the same type 
or intended use. Such as movies, podcasts, television shows 
and the like) have their respective retention policies hardened. 
In yet another embodiment, the request may be received when 
user credentials associated with a temporary user are 
extended. In another embodiment, an operating system may 
perform retention policy change based on an authorized 
request from the content owner. 
0051. In response to the request, flow proceeds to opera 
tion 320 in which a determination is made as to how much 
time remains from the original retention policy. For example, 
if the retention policy specifies that the content item is to be 
saved for at least 2 weeks, and 1 week has already passed, 
there would be 1 week left of the retention policy. Based on 
one or more of: (i) the time remaining, (ii) a determination of 
the amount of power used to initially write the content item to 
the storage device, or (iii) remaining checksum capability to 
correct errors, a determination may be made as to whether the 
content item needs to be re-written to another segment or if 
the retention policy associated with the content item only 
needs to be changed without re-writing the content item. 
0052. In another embodiment, the determination in opera 
tion 320 may be based solely on how much power was used to 
initially write the content item to the segment of the storage 
device. If a low power was initially used to write the content 
item to the storage device and the retention policy was 
changed to a longer period of time, the contentitem may need 
to be re-written to a different segment using a higher power. If 
however, the amount of power initially used to write the 
content item would satisfy the longer time period specified by 
the retention policy, the updated retention policy is associated 
with the content item without re-writing the content item in a 
different location. 

0053. In yet another embodiment, a determination may be 
made as to the wear level of the particular segment the content 
item is stored in. If the segment has a high wear level or is 
failing, it may be determined that the particular segment may 
not be suitable to retain the content item for the duration of 
time specified by the new retention policy. Accordingly, the 
content item should be re-written to another location. In 
embodiments, an operating system running on the host may 
determine the specifics of the failure and the level of the 
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media wear based on return code information received from 
the storage device or the results of running periodic diagnos 
tic routines. 
0054. Once the analysis is complete regarding the remain 
ing life of the retention policy, flow proceeds to operation 330 
in which a determination is made as to whether the content 
item needs to be re-written to a different segment on the 
storage device. As discussed above, this determination may 
be based on the amount of time remaining on the retention 
policy and/or the amount of power that was used to originally 
write the content item to the storage device. If it is determined 
that there is sufficient life remaining to support the new reten 
tion policy, or if it is determined that the power level used to 
initially write the content item to the segment will sustain the 
content for the duration of time specified by the new retention 
policy, flow proceeds to operation 340 in which the new 
retention policy is associated and stored with the content item 
without the content item being re-written to a new segment. 
0055. If however, it is determined in operation 330 that 
there is not sufficient life remaining in the retention policy or 
that the initial power level used to write the content item was 
not great enough to support the duration of time specified by 
the new retention policy, flow proceeds to operation 350 in 
which the content item is written to a new segment. In 
embodiments, when a new segment is being selected, consid 
eration of the wear level of the segment is taken into account 
So as to prevent some segments to be written to more fre 
quently than other segments thereby increasing the life of the 
storage device. 
0056 Referring back to operation 350, when the content 
item is written to the newly selected segment, the content item 
may be accessed from a master copy stored in another seg 
ment or storage device. Alternatively, the content may be 
downloaded or streamed from the original source. In yet 
another embodiment, the content item may be copied from its 
current location to the new location. Once the content item is 
written to the new location, the retention policy is saved or 
associated with the content item to ensure that the content is 
accessible for the duration of time specified by the new reten 
tion policy. Retention policy associated with the content may 
be stored on the same storage device or in a separate database, 
maintained by the operating system. 
0057 FIG. 4 illustrates a method 400 for writing content to 
different segments when a determination is made that a par 
ticular segment on which the content is stored has failed or is 
failing according to one or more embodiments. It is contem 
plated that the method 400 described below may be used for 
content stored locally on a client device or remotely on a 
server or other storage service. 
0058. The method 400 begins at operation 410 when a 
determination is made as to the status of a storage device. 
According to one or more embodiments, the client device or 
the server device may initiate checks of stored content and of 
various segments of the storage device. These checks include: 
(i) determining which segments are failing or have failed, (ii) 
determining which retention policies are still inforce or have 
expired, and (iii) determining if any content has degraded. In 
embodiments, this check may occur when new content is 
received. In another embodiment, the check may occur peri 
odically or based on a user request or on user settings. The 
process described herein may be implemented using a check 
Sum or other error detection algorithms. 
0059 Flow then proceeds to operation 420 in which a 
determination is made as to whether the storage device (or 
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one or more segments therein) are failing or have failed. If it 
is determined that no segments have failed or are failing, flow 
returns back to operation 410 and the process repeats accord 
ing to the specified interval. 
0060. Ifhowever, it is determined in operation 420 that one 
or more segments are failing, one embodiment provides that 
flow proceeds directly to operation 440 in which the user is 
immediately notified of the failure of the segment (or notified 
that content has degraded). Once the notification is sent, flow 
may then proceed to operation 430. In embodiments, the 
notification may be sent to the end user, as well as to the 
Software agents running in the background. 
0061. In another embodiment, if it is determined in opera 
tion 420 that one or more segments are failing or have failed, 
flow proceeds directly to operation 430 in which a determi 
nation is made as to whether the retention policy of the con 
tent stored in the failing or failed segments is still in effect. If 
the retention policy is not in effect (i.e., the time duration 
associated with the retention policy has expired), flow pro 
ceeds to operation 440 in which a notification that the seg 
ment is failing or has failed is sent to an end user. 
0062) If there is still time remaining on the retention policy 
associated with the content item, flow proceeds to operation 
450 in which a determination is made as to whether the 
content stored in those segments is complete. That is, a deter 
mination is made (using a checksum or other error detection 
algorithm) as to whether the content is corrupt or has 
degraded or whether the entirety of the content is intact. 
0063. If it is determined that the content is corrupt or not 
complete, flow proceeds to operation 460 and the content is 
retrieved from another location Such as, for example, a server 
or other remote source, or a storage device that has a master 
copy of the content. Once the content is retrieved, flow pro 
ceeds to operation 470 which will be discussed below. 
0064 Referring back to operation 450, if it is determined 
in operation 450 that the content is complete, flow proceeds 
directly to operation 470 in which a determination is made as 
to which storage locations or segments are available to store 
the content. In embodiments, consideration is given to how 
much time remains in the retention policy as well as the wear 
leveling of each potential storage segment. 
0065 For example, if the retention policy of the content 
that is to be moved specifies that one day remains out of the 
original two week retention policy, embodiments provide that 
the content will only be stored for one day, thus satisfying the 
original retention policy. Accordingly, a lower amount of 
power may be used to write the content to the new segment for 
the remaining period of time. Likewise, consideration may be 
given to which segment is best Suited to store the content for 
the remaining duration of time. 
0.066 Flow then proceeds to operation 480 in which the 
content is written to the new storage segment using a power 
level that is associated with the specified or remaining reten 
tion policy. In certain embodiments, when the content is 
written to the new segment, the retention policy, or the 
remaining time duration of the original retention policy, is 
stored or associated with the content. In certain embodiments, 
placement of the content into the new segment is transparent 
to the application Software as the remapping is performed by 
the file system or other storage stack components of the 
operating system. 
0067. While the various embodiments have been 
described in the general context of program modules that 
execute in conjunction with an application program that runs 
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on an operating system on a computer, those skilled in the art 
will recognize that the embodiments disclosed herein may 
also be implemented in combination with other program 
modules. Generally, program modules include routines, pro 
grams, components, data structures, and other types of struc 
tures that perform particular tasks or implement particular 
abstract data types. 
0068. The embodiments and functionalities described 
herein may operate via a multitude of computing systems 
including, without limitation, desktop computer systems, 
wired and wireless computing systems, mobile computing 
systems (e.g., mobile telephones, netbooks, tablet or slate 
type computers, notebook computers, and laptop computers), 
hand-held devices, multiprocessor Systems, microprocessor 
based or programmable consumer electronics, minicomput 
ers, and mainframe computers. FIG. 5 illustrates an exem 
plary tablet computing device 500 executing embodiments 
disclosed herein. For example, the tablet computing device 
may store the content locally or may send the content to a 
remote device or storage location Such as described above. In 
addition, the embodiments and functionalities described 
herein may operate over distributed Systems (e.g., cloud 
based computing systems), where application functionality, 
memory, data storage and retrieval and various processing 
functions may be operated remotely from each other over a 
distributed computing network, Such as the Internet or an 
intranet. User interfaces and information of various types 
may be displayed via on-board computing device displays or 
via remote display units associated with one or more comput 
ing devices. For example user interfaces and information of 
various types may be displayed and interacted with on a wall 
Surface onto which user interfaces and information of various 
types are projected. Interaction with the multitude of comput 
ing systems with which embodiments of the present disclo 
Sure may be practiced include, keystroke entry, touch screen 
entry, Voice or other audio entry, gesture entry where an 
associated computing device is equipped with detection (e.g., 
camera) functionality for capturing and interpreting userges 
tures for controlling the functionality of the computing 
device, and the like. FIGS. 6 through 8 and the associated 
descriptions provide a discussion of a variety of operating 
environments in which embodiments of the present disclo 
Sure may be practiced. However, the devices and systems 
illustrated and discussed with respect to FIGS. 6 through 8 are 
for purposes of example and illustration and are not limiting 
ofa Vast number of computing device configurations that may 
be utilized for practicing embodiments of the present disclo 
sure, described herein. 
0069 FIG. 6 is a block diagram illustrating exemplary 
physical components (i.e., hardware) of a computing device 
600 with which embodiments of the present disclosure may 
be practiced. The computing device components described 
below may be suitable for the computing devices described 
above. In a basic configuration, the computing device 600 
may include at least one processing unit 602 and a system 
memory 604. Depending on the configuration and type of 
computing device, the system memory 604 may comprise, 
but is not limited to, Volatile storage (e.g., random access 
memory), non-volatile storage (e.g., read-only memory), 
flash memory, or any combination of Such memories. The 
system memory 604 may include an operating system 605 
and one or more program modules 606 Suitable for running 
software applications 620. The operating system 605, for 
example, may be suitable for controlling the operation of the 
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computing device 600. Furthermore, embodiments of the 
present disclosure may be practiced in conjunction with a 
graphics library, other operating systems, or any other appli 
cation program and is not limited to any particular application 
or system. This basic configuration is illustrated in FIG. 6 by 
those components within a dashed line 608. The computing 
device 600 may have additional features or functionality. For 
example, the computing device 600 may also include addi 
tional data storage devices (removable and/or non-remov 
able) Such as, for example, magnetic disks, optical disks, or 
tape. Such additional storage is illustrated in FIG. 6 by a 
removable storage device 609 and a non-removable storage 
device 610. 

0070. As stated above, a number of program modules and 
data files may be stored in the system memory 604. While 
executing on the processing unit 602, the program modules 
606 may perform processes including, for example, one or 
more of the stages of the methods described herein. The 
aforementioned process is an example, and the processing 
unit 602 may perform other processes. Other program mod 
ules that may be used in accordance with embodiments of the 
present disclosure may include electronic mail and contacts 
applications, word processing applications, spreadsheet 
applications, database applications, slide presentation appli 
cations, drawing or computer-aided application programs, 
etc. 

0071. Furthermore, embodiments of the present disclo 
Sure may be practiced in an electrical circuit comprising 
discrete electronic elements, packaged or integrated elec 
tronic chips containing logic gates, a circuit utilizing a micro 
processor, or on a single chip containing electronic elements 
or microprocessors. For example, embodiments of the 
present disclosure may be practiced via a system-on-a-chip 
(SOC) where each or many of the components illustrated in 
FIG.6 may be integrated onto a single integrated circuit. Such 
an SOC device may include one or more processing units, 
graphics units, communications units, system virtualization 
units and various application functionality all of which are 
integrated (or “burned') onto the chip Substrate as a single 
integrated circuit. When operating via an SOC, the function 
ality, described herein may be operated via application-spe 
cific logic integrated with other components of the computing 
device 600 on the single integrated circuit (chip). Embodi 
ments of the present disclosure may also be practiced using 
other technologies capable of performing logical operations 
such as, for example, AND, OR, and NOT, including but not 
limited to mechanical, optical, fluidic, and quantum technolo 
gies. In addition, embodiments of the present disclosure may 
be practiced within a general purpose computer or in any 
other circuits or systems. 
0072 The computing device 600 may also have one or 
more input device(s) 612 Such as a keyboard, a mouse, a pen, 
a Sound input device, a touch input device, etc. The output 
device(s) 614 Such as a display, speakers, a printer, etc. may 
also be included. The aforementioned devices are examples 
and others may be used. The computing device 600 may 
include one or more communication connections 616 allow 
ing communications with other computing devices 618. 
Examples of Suitable communication connections 616 
include, but are not limited to, RF transmitter, receiver, and/or 
transceiver circuitry; universal serial bus (USB), parallel, or 
serial ports, and other connections appropriate for use with 
the applicable computer readable media. 
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0073 Embodiments of the present disclosure, for 
example, may be implemented as a computer process 
(method), a computing system, or as an article of manufac 
ture, Such as a computer program product or computer read 
able media. The computer program product may be a com 
puter storage media readable by a computer system and 
encoding a computer program of instructions for executing a 
computer process. 
0074 The term computer readable media as used herein 
may include computer storage media and communication 
media. Computer storage media may include Volatile and 
nonvolatile, removable and non-removable media imple 
mented in any method or technology for storage of informa 
tion, such as computer readable instructions, data structures, 
program modules, or other data. The system memory 604, the 
removable storage device 609, and the non-removable stor 
age device 610 are all computer storage media examples (i.e., 
memory storage.) Computer storage media may include, but 
is not limited to, RAM, ROM, electrically erasable read-only 
memory (EEPROM), flash memory or other memory tech 
nology, CD-ROM, digital versatile disks (DVD) or other opti 
cal storage, magnetic cassettes, magnetic tape, magnetic disk 
storage or other magnetic storage devices, or any other 
medium which can be used to store information and which 
can be accessed by the computing device 600. Any such 
computer storage media may be part of the computing device 
600. 

0075 Communication media may be embodied by com 
puter readable instructions, data structures, program mod 
ules, or other data in a modulated data signal. Such as a carrier 
wave or other transport mechanism, and includes any infor 
mation delivery media. The term “modulated data signal 
may describe a signal that has one or more characteristics set 
or changed in Such a manner as to encode information in the 
signal. By way of example, and not limitation, communica 
tion media may include wired media Such as a wired network 
or direct-wired connection, and wireless media Such as acous 
tic, radio frequency (RF), infrared, and other wireless media. 
0076 FIGS. 7A and 7B illustrate a mobile computing 
device 700, for example, a mobile telephone, a smartphone, 
a tablet personal computer, a laptop computer, and the like, 
with which embodiments of the present disclosure may be 
practiced. With reference to FIG. 7A, an exemplary mobile 
computing device 700 for implementing the embodiments is 
illustrated. In a basic configuration, the mobile computing 
device 700 is a handheld computer having both input ele 
ments and output elements. The mobile computing device 
700 typically includes a display 705 and one or more input 
buttons 710 that allow the user to enter information into the 
mobile computing device 700. The display 705 of the mobile 
computing device 700 may also function as an input device 
(e.g., a touch screen display). If included, an optional side 
input element 715 allows further user input. The side input 
element 715 may be a rotary switch, a button, or any other 
type of manual input element. In alternative embodiments, 
mobile computing device 700 may incorporate more or less 
input elements. For example, the display 705 may not be a 
touchscreen in some embodiments. In yet another alternative 
embodiment, the mobile computing device 700 is a portable 
phone system, such as a cellular phone. The mobile comput 
ing device 700 may also include an optional keypad 735. 
Optional keypad 735 may be a physical keypad or a “soft' 
keypad generated on the touch screen display. In various 
embodiments, the output elements include the display 705 for 
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showing a graphical user interface (GUI), a visual indicator 
720 (e.g., a light emitting diode), and/or an audio transducer 
725 (e.g., a speaker). In some embodiments, the mobile com 
puting device 700 incorporates a vibration transducer for 
providing the user with tactile feedback. In yet another 
embodiment, the mobile computing device 700 incorporates 
input and/or output ports, such as an audio input (e.g., a 
microphone jack), an audio output (e.g., a headphone jack), 
and a video output (e.g., a HDMI port) for sending signals to 
or receiving signals from an external device. 
0077 FIG. 7B is a block diagram illustrating the architec 
ture of one embodiment of a mobile computing device. That 
is, the mobile computing device 700 can incorporate a system 
(i.e., an architecture) 702 to implement some embodiments. 
In one embodiment, the system 702 is implemented as a 
“Smartphone' capable of running one or more applications 
(e.g., browser, e-mail, calendaring, contact managers, mes 
saging clients, games, and media clients/players). In some 
embodiments, the system 702 is integrated as a computing 
device. Such as an integrated personal digital assistant (PDA) 
and wireless phone. 
0078. One or more application programs 766 may be 
loaded into the memory 762 and run on or in association with 
the operating system 764. Examples of the application pro 
grams include phone dialer programs, e-mail programs, per 
Sonal information management (PIM) programs, word pro 
cessing programs, spreadsheet programs, Internet browser 
programs, messaging programs, and so forth. The system 702 
also includes a non-volatile storage area 768 within the 
memory 762. The non-volatile storage area 768 may be used 
to store persistent information that should not be lost if the 
system 702 is powered down. The application programs 766 
may use and store information in the non-volatile storage area 
768, Such as e-mail or other messages used by an e-mail 
application, and the like. A synchronization application (not 
shown) also resides on the system 702 and is programmed to 
interact with a corresponding synchronization application 
resident on a host computer to keep the information stored in 
the non-volatile storage area 768 synchronized with corre 
sponding information stored at the host computer. As should 
be appreciated, other applications may be loaded into the 
memory 762 and run on the mobile computing device 700. 
(0079. The system 702 has a power supply 770, which may 
be implemented as one or more batteries. The power Supply 
770 might further include an external power source, such as 
an AC adapter or a powered docking cradle that Supplements 
or recharges the batteries. 
0080. The system 702 may also include a radio 772 that 
performs the function of transmitting and receiving radio 
frequency communications. The radio 772 facilitates wireless 
connectivity between the system 702 and the “outside world', 
via a communications carrier or service provider. Transmis 
sions to and from the radio 772 are conducted undercontrol of 
the operating system 764. In other words, communications 
received by the radio 772 may be disseminated to the appli 
cation programs 766 via the operating system 764, and vice 
WSa. 

I0081. The radio 772 allows the system 702 to communi 
cate with other computing devices, such as over a network. 
The radio 772 is one example of communication media. Com 
munication media may typically be embodied by computer 
readable instructions, data structures, program modules, or 
other data in a modulated data signal. Such as a carrier wave or 
other transport mechanism, and includes any information 
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delivery media. The term “modulated data signal means a 
signal that has one or more of its characteristics set or changed 
in Such a manner as to encode information in the signal. By 
way of example, and not limitation, communication media 
includes wired media such as a wired network or direct-wired 
connection, and wireless media Such as acoustic, RF, infrared 
and other wireless media. The term computer readable media 
as used herein includes both storage media and communica 
tion media. 

0082. This embodiment of the system 702 provides noti 
fications using the visual indicator 720 that can be used to 
provide visual notifications and/or an audio interface 774 
producing audible notifications via the audio transducer 725. 
In the illustrated embodiment, the visual indicator 720 is a 
light emitting diode (LED) and the audio transducer 725 is a 
speaker. These devices may be directly coupled to the power 
supply 770 so that when activated, they remain on for a 
duration dictated by the notification mechanism even though 
the processor 760 and other components might shut down for 
conserving battery power. The LED may be programmed to 
remain on indefinitely until the user takes action to indicate 
the powered-on status of the device. The audio interface 774 
is used to provide audible signals to and receive audible 
signals from the user. For example, in addition to being 
coupled to the audio transducer 725, the audio interface 774 
may also be coupled to a microphone to receive audible input, 
Such as to facilitate a telephone conversation. In accordance 
with embodiments of the present disclosure, the microphone 
may also serve as an audio sensor to facilitate control of 
notifications, as will be described below. The system 702 may 
further include a video interface 776 that enables an operation 
of an on-board camera 730 to record still images, video 
stream, and the like. 
0083. A mobile computing device 700 implementing the 
system 702 may have additional features or functionality. For 
example, the mobile computing device 700 may also include 
additional data storage devices (removable and/or non-re 
movable) Such as, magnetic disks, optical disks, or tape. Such 
additional storage is illustrated in FIG.7B by the non-volatile 
storage area 768. Computer storage media may include Vola 
tile and nonvolatile, removable and non-removable media 
implemented in any method or technology for storage of 
information, such as computer readable instructions, data 
structures, program modules, or other data. 
0084 Data/information generated or captured by the 
mobile computing device 700 and stored via the system 702 
may be stored locally on the mobile computing device 700, as 
described above, or the data may be stored on any number of 
storage media that may be accessed by the device via the radio 
772 or via a wired connection between the mobile computing 
device 700 and a separate computing device associated with 
the mobile computing device 700, for example, a server com 
puterina distributed computing network, Such as the Internet. 
As should be appreciated Such data/information may be 
accessed via the mobile computing device 700 via the radio 
772 or via a distributed computing network. Similarly, such 
data/information may be readily transferred between comput 
ing devices for storage and use according to well-known 
data/information transfer and storage means, including elec 
tronic mail and collaborative data/information sharing sys 
temS. 

0085 FIG. 8 illustrates one embodiment of the architec 
ture of a system described above. Content that is shared 
between the components of the system may be stored in 
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different communication channels or other storage types. For 
example, content may be stored using a directory service 822, 
a web portal 824, a mailbox service 826, an instant messaging 
store 828, or a social networking site 830. A server 820 may 
provide the content to clients. As one example, the server 820 
may be a web server providing the content over the web. The 
server 820 may provide the content over the web to clients 
through a network 815. By way of example, the client com 
puting device 818 may be implemented as the computing 
device 800 and embodied in a personal computer 818a, a 
tablet computing device 818b and/or a mobile computing 
device 818c (e.g., a smartphone). Any of these embodiments 
of the client computing device 818 may obtain content from 
the store 816. In various embodiments, the types of networks 
used for communication between the computing devices that 
make up the present disclosure include, but are not limited to, 
an internet, an intranet, wide area networks (WAN), local area 
networks (LAN), and virtual private networks (VPN). In the 
present application, the networks include the enterprise net 
work and the network through which the client computing 
device accesses the enterprise network (i.e., the client net 
work). In one embodiment, the client network is part of the 
enterprise network. In another embodiment, the client net 
work is a separate network accessing the enterprise network 
through externally available entry points, such as a gateway, a 
remote access protocol, or a public or private internet address. 
I0086 One skilled in the relevant art may recognize, how 
ever, that the embodiments may be practiced without one or 
more of the specific details, or with other methods, resources, 
materials, etc. In other instances, well known structures, 
resources, or operations have not been shown or described in 
detail merely to avoid obscuring aspects of the embodiments. 
I0087. The description and illustration of one or more 
embodiments provided in this application are not intended to 
limit or restrict the scope of the claims in any way. The 
embodiments, examples, and details provided in this applica 
tion are considered Sufficient to convey possession and enable 
others to make and use the best mode of the claimed subject 
matter. The claimed subject matter should not be construed as 
being limited to any embodiment, example, or detail provided 
in this application. Regardless of whether shown and 
described in combination or separately, the various features 
(both structural and methodological) are intended to be selec 
tively included or omitted to produce an embodiment with a 
particular set of features. Having been provided with the 
description and illustration of the present application, one 
skilled in the art may envision variations, modifications, and 
alternate embodiments falling within the spirit of the broader 
aspects of the general inventive concept embodied in this 
application that do not depart from the broader scope of the 
claims. 

What is claimed is: 

1. A method for storing content based on one or more 
attributes associated with the content, the method compris 
ing: 

determining storage capabilities of one or more storage 
devices associated with a computing device; 

determining a retention policy associated with the content, 
wherein the retention policy is identified by the one or 
more attributes; and 

writing the content to the one or more storage devices 
associated with the computing device based on the reten 
tion policy. 
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2. The method of claim 1, wherein writing the content to 
the computing device based on the retention policy comprises 
writing the content to the computing device using a first 
variable characteristic when a first retention policy is speci 
fied and writing the content to the computing device using a 
second variable characteristic when a second retention policy 
is specified. 

3. The method of claim 1, wherein the retention policy 
defines a set period of time at which the content is to be 
retained. 

4. The method of claim 1, wherein the computing device 
receives storage capabilities of one or more remote comput 
ing devices. 

5. The method of claim 4, wherein the computing device 
receives the storage capabilities of the one or more remote 
computing devices during a session setup with the one or 
more remote computing devices. 

6. The method of claim 1, further comprising tracking 
which segments of the one or more storage devices of the 
computing device the content has been written to. 

7. The method of claim 1, further comprising sending a 
notification when a time period associated with the retention 
policy expires. 

8. The method of claim 1, further comprising: 
receiving a change to the retention policy; and 
altering the retention policy without rewriting the content 

to the one or more storage devices associated with the 
computing device. 

9. A computer-readable storage medium encoding com 
puter executable instructions which, when executed by at 
least one processor, performs a method for storing content 
based on one or more attributes associated with the content, 
the method comprising: 

determining storage capabilities of one or more storage 
devices associated with a computing device; 

determining a retention policy associated with the content, 
wherein the retention policy is identified by the one or 
more attributes; and 

writing the content to the one or more storage devices 
associated with the computing device based on the reten 
tion policy. 

10. The computer-readable storage medium of claim 9. 
wherein writing the content to the computing device based on 
the retention policy comprises writing the content to the com 
puting device using a first variable characteristic when a first 
retention policy is specified and writing the content to the 
computing device using a second variable characteristic when 
a second retention policy is specified. 

11. The computer-readable storage medium of claim 9. 
wherein the retention policy defines a set period of time at 
which the content is to be retained. 

12. The computer-readable storage medium of claim 9. 
wherein the computing device receives storage capabilities of 
one or more remote computing devices. 

13. The computer-readable storage medium of claim 12, 
wherein the computing device receives the storage capabili 

Mar. 27, 2014 

ties of the one or more remote computing devices during a 
session setup with the one or more remote computing devices. 

14. The computer-readable storage medium of claim 9. 
further comprising instructions for tracking which segments 
of the one or more storage devices of the computing device 
the content has been written to 

15. The computer-readable storage medium of claim 9. 
further comprising instructions for sending a notification 
when a time period associated with the retention policy 
expires. 

16. The computer-readable storage medium of claim 9. 
further comprising instructions for: 

receiving a change to the retention policy; and 
altering the retention policy without rewriting the content 

to the one or more storage devices associated with the 
computing device. 

17. A computing device comprising: 
one or more processors; and 
a memory coupled to the one or more processors, the 
memory for storing instructions which, when executed 
by the one or more processors, cause the one or more 
processors to perform a method for storing content 
based on one or more attributes associated with the 
content, the method comprising: 

determining storage capabilities of one or more storage 
devices associated with the computing device; 

determining a retention policy associated with the content, 
wherein the retention policy is identified by the one or 
more attributes; and 

writing the content to the one or more storage devices 
associated with the computing device based on the reten 
tion policy, wherein writing the content to the one or 
more storage devices associated with the computing 
device based on the retention policy comprises writing 
the content to the one or more storage devices using a 
first variable characteristic when a first retention policy 
is specified and writing the content to the one or more 
storage devices using a second variable characteristic 
when a second retention policy is specified. 

18. The system of claim 17, wherein the first variable 
characteristic and the second variable characteristic are 
dynamically selected based on the storage capabilities of the 
one or more storage devices and retention attributes of the one 
or more storage devices. 

19. The system of claim 17, wherein the retention policy 
defines a set period of time for which the content is to be 
retained. 

20. The system of claim 17, further comprising altering the 
retention policy based on a received request, wherein the 
retention policy is altered without re-writing the content. 

k k k k k 
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