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I. INTRODUCTION 

1. I, Paul S. Min, Ph.D., submit this declaration to state my opinions on 

the matter described below. 

2. I have been retained by Petitioner Palo Alto Networks, Inc. 

(“Petitioner”), as an independent expert in this proceeding before the United States 

Patent and Trademark Office. Although I am being compensated at my usual and 

customary rate of $500 per hour, no part of my compensation depends on the 

outcome of this proceeding, and I have no other interest in this proceeding. 

3. I understand that this proceeding involves U.S. Patent No. 12,301,627 

(the “’627 patent”), and I have been asked to consider the validity of certain claims 

of the ’627 patent based on certain prior art references. I have also been asked to 

consider the state of the art and prior art available as of January 30, 2020. Based on 

the prior art discussed in this declaration, it is my opinion that claims 9, 10, 15, 19, 

20, and 21 of the ’627 patent are unpatentable for the reasons provided below. 

4. I understand that Petitioner has filed a separate IPR petition against 

the ’627 patent challenging claims 1-3, 5-6, 11-14, 16-18, 22, 24, and 27-28.  I 

understand that this petition is a “copycat” of a petition filed by Microsoft.  I have 

reviewed the materials from Petitioner’s “copycat” petition, including the 

declaration of Dr. John Black (Exhibit 1024).  Throughout this declaration, I will 

cite to and quote Dr. Black’s declaration. 
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II. QUALIFICATIONS AND BACKGROUND 

5. I believe that I am well qualified to serve as a technical expert in this 

matter based upon my educational and work experience, and specifically, in the 

fields of network analysis and distributed systems. My curriculum vitae (“CV”) is 

submitted as Exhibit 1025.  

6. I received a B.S. degree in Electrical Engineering in 1982, an M.S. 

degree in Electrical Engineering in 1984, and a Ph.D. degree in Electrical 

Engineering in 1987 from the University of Michigan in Ann Arbor. I received 

several academic honors, including my B.S. degree with honors, a best graduate 

student award and a best teaching assistant award during my M.S. study, and a best 

paper award from a major international conference for reporting results from my 

Ph.D. thesis. 

7. After receiving my Ph.D., I worked at Bellcore in New Jersey from 

August 1987 until August 1990. At Bellcore, I was responsible for evolving the 

public switched telephone network (POTS) into a multi-services voice and data 

network that incorporated packet switches, optical technologies, and wireless 

technologies. 

8. In September 1990, I joined the faculty at Washington University in St. 

Louis. In July 1996, I was promoted to an Associate Professor of Electrical 

Engineering with tenure. I am currently a Senior Professor at Washington University 
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of the Electrical and Systems Engineering. I have also served as the Chair of the 

Graduate Curriculum (2000-2002) and the Chair of the Undergraduate Curriculum 

(2011-2014) for the Electrical and Systems Engineering department. 

9. At Washington University, I have conducted research in 

communication, computing, and related electronic hardware and software. My 

research group has pioneered a new paradigm for designing electronic circuits that 

can alleviate the speed and performance mismatch against optical technology. I have 

received several grants from the U.S. Federal Agencies, including the National 

Science Foundation and the Defense Advanced Research Project Agency, and 

numerous contracts from companies and organizations around the world. 

Specifically related to the technology at issue in this matter, I have researched 

various computing paradigms including pipeline architecture, distributed computing 

platform, and peer-to-peer multi-processor architecture.  In addition, I have 

developed various monitoring/inspection techniques for the extremely high-speed 

Internet traffic.  I have an extensive background and experience in each of these 

technologies. 

10. As a faculty member at Washington University, I have taught a number 

of courses in electronics, communication, and computing at both the undergraduate 

and graduate levels. For example, I have taught communication theory (Washington 

University ESE 471), transmission and multiplexing (Washington University ESE 
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571), and signaling and control of communication networks (Washington University 

ESE 572). 

11. I have supervised numerous graduate students, many of whom received 

a doctoral degree under my guidance. A number of doctoral theses that I have 

supervised relate specifically to multi-processor distributed computing technology. 

12. In addition to my responsibilities as a university faculty member, I have 

founded two companies. In May 1997, I founded MinMax Technologies, Inc., a 

fabless semiconductor company that developed switch fabric integrated circuit chips 

for the Internet. In March 1999, I founded Erlang Technology, Inc., a fabless 

semiconductor company that focused on the design and development of integrated 

circuit chips and software for the Internet. One of Erlang’s products received a best 

product of the year award in 2004 from a major trade journal for the electronics 

industry. 

13. Outside my own start-up companies, I have also served in various 

technology and business advisor roles for other companies and organizations around 

the world. I was the main technical author for one of two winning proposals to the 

Korean government for CDMA wireless service licenses (1996). I was responsible 

for designing a commercial scale IS-95 CDMA cellular network, which I understand 

to be one of the earliest such networks deployed in the world. I worked with 

numerous engineers and scientists around the world to implement this commercial-
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scale cellular network before IS-95 CDMA was widely accepted. This provided me 

with extensive insight into various components of CDMA technology, which by and 

large are used in WCDMA network. I have also been involved in a semiconductor 

company that specializes in semiconductor memories such as flash EEPROMs as a 

board member and as a technical advisor (2007-2011). 

14. I am a named inventor on eleven U.S. patents. I have extensively 

published technical papers in international conferences and journals, technical 

memoranda and reports, and given a number of seminars and invited talks. Many of 

these papers are specifically within the context of the distributed computing 

technology. I have organized several international conferences and served as an 

international journal editor. 

15. I am a member of and have been actively involved in a number of 

professional organizations. For example, I have served as the Chair of the Saint 

Louis Section of the IEEE with more than 3,000 members (2014), and a member of 

the Eta Kappa Nu Honor Society for electrical engineers. I have also been an 

Ambassador of the McDonnell International Scholars Academy (2007-2013). 

III. LEGAL STANDARDS 

16. In forming my opinions and considering the subject matter of the ’627 

patent and its claims in light of the prior art, I am relying on certain legal principles 

that counsel in this case explained to me. My understanding of these concepts is 
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summarized below. 

17. I understand that the claims define the invention. I also understand that 

an unpatentability analysis is a two-step process. First, the claims of the patent are 

construed to determine their meaning and scope. Second, after the claims are 

construed, the content of the prior art is compared to the construed claims. 

18. I understand that a claimed invention is only patentable when it is new, 

useful, and non-obvious in light of the “prior art.” That is, the invention, as defined 

by the claims of the patent, must not be anticipated or rendered obvious by the prior 

art.  

A. Claim Construction 

19. I understand that the United States Patent and Trademark Office 

interprets claim terms in an inter-partes review proceeding under the same claim 

construction standard that is used in a United States federal court. I understand that 

under this standard, the meaning of claim terms is considered from the viewpoint of 

one of ordinary skill in the art at the time of the alleged invention. 

20. I understand that claim terms are generally given their ordinary and 

customary meaning as understood by one of ordinary skill in the art in light of the 

specification and the prosecution history pertaining to the patent. I understand, 

however, that claim terms are generally not limited by the embodiments described 

in the specification. 
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21. I understand that in addition to the claims, specification, and 

prosecution history, other evidence may be considered to ascertain the meaning of 

claim terms, including textbooks, encyclopedias, articles, and dictionaries. I have 

been informed that this other evidence is often less significant and less reliable than 

the claims, specification, and prosecution history.  

B. Anticipation Under 35 U.S.C. § 102 

22. I understand that under 35 U.S.C. § 102, a patent claim is invalid if its 

subject matter was patented or described in a printed publication before the effective 

filing date of the claimed invention. I have been told that this is referred to as 

invalidity by anticipation. I have been told that a patent claim is anticipated under 

§ 102 if a single prior art reference discloses all limitations of the claimed invention. 

C. Obviousness Under 35 U.S.C. § 103 

23. I understand that a patent claim is invalid as obvious if the claimed 

invention would have been obvious to a person of ordinary skill in the art 

(“POSITA”) at the time the claimed invention was made. This means that even if all 

of the elements of the claim cannot be found in a single prior art reference that would 

anticipate the claim, a person of ordinary skill in the field who knew about all the 

prior art would have come up with the claimed invention. I understand that in an 

obviousness determination, the person of ordinary skill in the art is presumed to have 

knowledge of all material prior art. I understand that whether a claim is obvious is 



Declaration of Paul S. Min Ph.D. 

U.S. Patent No. 12,301,627 

-13- 
Palo Alto Networks Ex. 1003  

based upon the determination of several factual issues. I understand that obviousness 

is a determination of law based on underlying determinations of fact. I understand 

that these factual determinations include the scope and content of the prior art, the 

level of ordinary skill in the art, the differences between the claimed invention and 

the prior art, and secondary considerations of non-obviousness. 

24. In considering obviousness, I understand that one must determine the 

scope and content of the prior art. I understand that, in order to be considered as prior 

art to a patent being considered, a prior art reference must be reasonably related to 

the claimed invention of that patent. A reference is reasonably related if it is in the 

same field as the claimed invention or is from another field to which a person of 

ordinary skill in the art would look to solve a known problem. 

25. I understand that one must determine what differences, if any, existed 

between the claimed invention and the prior art. 

26. I understand that a patent claim composed of several elements is not 

proved obvious merely by demonstrating that each of its elements was independently 

known in the prior art. In evaluating whether such a claim would have been obvious, 

one may consider whether a reason has been identified that would have prompted a 

person of ordinary skill in the art to combine the elements or concepts from the prior 

art in the same way as in the claimed invention. There is no single way to define the 

line between true inventiveness on the one hand (which is patentable) and the 
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application of common sense and ordinary skill to solve a problem on the other hand 

(which is not patentable). For example, market forces or other design incentives may 

be what precipitated a change, rather than true inventiveness. 

27. I understand that whether a prior art reference renders a patent claim 

unpatentable as obvious is determined from the perspective of a person of ordinary 

skill in the art at the time of the alleged invention. I have been told that there is no 

requirement that the prior art contain an express suggestion to combine known 

elements to achieve the claimed invention, but a suggestion to combine known 

elements to achieve the claimed invention may come from the prior art, as filtered 

through the knowledge of one skilled in the art. In addition, I have been told that the 

inferences and creative steps a person of ordinary skill in the art would employ are 

also relevant to the determination of obviousness. 

28. I understand that there is no rigid rule that a reference or combination 

of references must contain a “teaching, suggestion, or motivation” to combine 

references. But I also understand that the “teaching, suggestion, or motivation” test 

can be a useful guide in establishing a rationale for combining elements of the prior 

art. I have been told that this test poses the question as to whether there is an express 

or implied teaching, suggestion, or motivation to combine prior art elements in a 

way that realizes the claimed invention, and that it seeks to counter impermissible 

hindsight analysis. 
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29. I understand that one may consider, e.g., whether (1) the change was 

merely the predictable result of using prior art elements according to their known 

functions, or whether it was the result of true inventiveness; (2) there is some 

teaching or suggestion in the prior art to make the modification or combination of 

elements claimed in the patent; (3) the claimed innovation applies a known technique 

that had been used to improve a similar device or method in a similar way; (4) the 

claimed invention would have been obvious to try, meaning that the claimed 

innovation was one of a relatively small number of possible approaches to the 

problem with a reasonable expectation of success by those skilled in the art; (5) the 

invention merely substituted one known element for another known element in order 

to obtain predictable results; (6) the invention merely applies a known technique to 

a known device, method, or product to yield predictable results; or (7) known work 

in the field may have prompted variations of use of the same inventions in the same 

or different fields due to market forces or design incentives that would have been 

predictable to a person of ordinary skill in the art.  

30. I understand that any assertion of secondary considerations of non-

obviousness must be accompanied by a nexus between the merits of the invention 

and the evidence offered. 

IV. THE PRIORITY DATE OF THE CHALLENGED CLAIMS 

31. I understand that in its Complaint and preliminary infringement 
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contentions in district court proceedings, Patent Owner has identified the challenged 

claims’ priority date as January 30, 2020, or later. EX1013, 9; EX1020, ¶124.  I 

agree with Patent Owner that the challenged claims have a priority date of January 

30, 2020. 

32. The ’627 patent is a continuation of Application No. 17/237,346 (the 

“’346 application”), filed April 22, 2021.  The ’346 application is a continuation-in-

part of Application No. 16/777,270 (the “’270 application”), filed January 30, 2020.  

While the ’627 patent claims priority to earlier applications, in my opinion, no earlier 

application provides written description support for independent claims 1 and 18. 

33. Thus, in my opinion, the challenged claims have an effective filing date 

of January 30, 2020, the filing date of the ’270 application.  During prosecution of 

the ’627 patent, the Applicant relied in part on limitations [1.10] and [1.11], and their 

corresponding limitations [18.6] and [18.11] to overcome the prior art.  EX1002, 

231-33.  For these limitations, Applicant cited as support for these limitations 

paragraphs 85, 86, and 103, and Figure 31 of the specification.  Id.   

34. However, paragraphs 85, 86, and Figure 31 first appeared in the ’346 

application filed on April 22, 2021.  Compare EX1002, 60 (FIG. 31), 104-105 (¶¶ 

[85]-[86]), with EX1008, FIG. 31, [0101]-[0102] (publication of the ’346 

application).  And paragraph 103 first appeared in the ’270 application filed January 

30, 2020.  Compare EX1002, 113-114 (¶ [103]) with EX1007, [0100] (publication 
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of the ’270 application).  Thus, in my opinion, the challenged claims of the ’627 

patent have an earliest filing date of January 30, 2020. 

V. LEVEL OF SKILL IN THE ART 

A. Person of Ordinary Skill in the Art 

35. As I discussed above, it is my opinion that the effective filing date of 

the challenged claims of the ’627 patent is January 30, 2020. 

36. I understand that Dr. Black has opined that the person of ordinary skill 

in the art (“POSITA”) “would have had a bachelor’s degree in computer science, or 

equivalent, with two to four years’ experience designing, implementing, or 

otherwise working with cybersecurity technologies. More education, e.g., a master’s 

or Ph.D., would compensate for less work experience and vice versa. For purposes 

of this Declaration, the knowledge and skill of a POSITA would not change if the 

relevant priority date were April 22, 2021.”  EX1024, ¶36.  I agree with Dr. Black. 

B. State of the Art 

1. Using Graphs to Represent Computer Networks Was Well-

Known 

37. Dr. Black opined:  

Graph structures have long been used to represent and analyze data, 

including entities and their behaviors. See EX1012, 522 (2013 IEEE 

publication explaining that “[m]uch work has been done using graph-

based representations of data. Using vertices to represent entities such 

as people, places and things, and edges to represent the relationships 

between the entities…, allows for a much richer expression of data than 

is present in the standard textual or tabular representation of 

information.”) (emphasis original). Such techniques have been applied 
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to computer networks since more than a decade before the ‘627 patent’s 

filing date. Id., 521 (explaining that “in the case of computer network 

traffic, a graph representation of the traffic might consist of nodes 

representing computers and edges representing communications 

between the corresponding computers”). 

EX1024, ¶37.  I agree with Dr. Black, as graph structures to represent computing 

resources, including computer networks, have been in use for decades. 

2. Using Graphs to Identify Anomalies in Computer Networks 

Was Well-Known 

38. Dr. Black opined:  

These types of graphical network representations have been commonly 

used to identify anomalies in a computer network, such as by 

identifying deviations from normative behavior patterns. EX1012, 521 

(“In this work, we describe methods for graph-based anomaly detection 

via graph partitioning and windowing, and demonstrate their ability to 

efficiently detect anomalies in data represented as a graph.”), (“In a 

previous approach to graph-based anomaly detection…, we used a 

compression based measure to find normative patterns, and then 

analyzed the close matches to the normative patterns to determine if 

they meet the [] definition of an anomaly.”). See also EX1009, 673-74 

(2014 survey of graph-based methods for identifying “[a]nomalies in 

computer networks”).   

 

EX1024, ¶38.  I agree with Dr. Black, as graph structures were long used to identify 

and depict anomalies in computer networks. 

3. Using Graphs To Predict And Analyze Attack Paths Was 

Well-Known 

39. Dr. Black opined:  

Graph-based techniques have been used to predict, represent, and 

analyze attack paths in computer networks since more than a decade 

before the ‘627 patent’s filing date. See EX1010, 1 (2009 George 
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Mason University publication explaining that “[a]ttack graphs map 

paths of vulnerability, showing how attackers can incrementally 

penetrate a network,” where the authors “match the network 

configuration to known attacker exploits, simulating attack penetration 

through the network and predicting attack paths leading to compromise 

of mission-critical assets,” thereby obtaining a “set of all possible attack 

paths, organized as an attack graph”). See also EX1011, 47-48 (2005 

book chapter entitled “Topological Analysis of Network Attack 

Vulnerability,” describing a tool that “generates a graph of 

dependencies among exploits that represents all possible attack paths” 

and “discovers attack paths (sequences of exploits) leading to specific 

network targets”).   

EX1024, ¶39.  I agree with Dr. Black, as graph structures were long used to serialize 

and algorithmically predict attack paths. 

VI. THE ’627 PATENT 

40. Dr. Black opined:  

The ‘627 patent issued May 13, 2025, from U.S. Patent Application No. 

18/892,283 (the “‘283 application”), filed September 20, 2024, which 

is a continuation of Application No. 17/237,346 (the “‘346 

application”), filed April 22, 2021. The ‘346 application is a 

continuation-in-part of Application No. 16/777,270 (the “‘270 

application”), filed January 30, 2020. EX1001, Cover, 1:9-18. The ‘627 

patent alleges priority through a series of continuation and 

continuation-in-part applications to an application filed October 28, 

2015. However, the Challenged Claims of the ‘627 patent are not 

entitled to priority any earlier than January 30, 2020.   

 

EX1024, ¶40.  I agree with Dr. Black’s description of the ’627 patent. 

41. Dr. Black opined: 

The ‘627 patent relates to “a system and method for… identify[ing] 

attack information, that can identify attack patterns and points of origin 

based on observed anomalies and their relationships to other observed 

network events.” EX1001, 2:52-57. It describes “a cyber-physical 
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system graph (CPG)” comprising “a visualization of hierarchies and 

relationships between devices and resources in a security infrastructure, 

contextualizing security information with physical device relationships 

that are easily understandable for security personnel and users.” Id., 

23:55-61. The CPG “compris[es] nodes representing entities associated 

with the organization and edges representing relationships between 

entities associated with the organization.” Id., 3:10-21. 

EX1024, ¶41.  I agree with Dr. Black’s description of the ’627 patent. 

42. Dr. Black opined: 

The ‘627 patent also discloses receiving time-series information. 

Specifically, time-series data “may be received continuously, passively 

collecting events and monitoring activity over time while feeding [] 

collected information … for use in producing time-series graphs [] of 

states and changes over time”, thereby “providing live monitoring” of 

the state of the network. Id., 23:40-52. The ‘627 patent further discloses 

using that information to produce “a graph visualization of users, 

servers, devices, and other resources correlating physical relationships 

… with logical relationships (such as access privileges or database 

connections), to produce a meaningful and contextualized visualization 

of a security infrastructure that reflects the current state of the internal 

relationships present in the infrastructure.” Id., 23:34-24:13. The ‘627 

patent further describes “updating CPG information as changes occur 

and events are logged.” Id., 24:2-5; see also id., 25:22-39 (explaining 

that when “a new connection is detected [] a CPG may be updated [] 

with the new connection information”).   

EX1024, ¶42.  I agree with Dr. Black’s description of the ’627 patent. 

43. Dr. Black opined: 

The ‘627 patent also discloses that the CPG includes information used 

to evaluate and identify security risks in the network. Specifically, the 

CPG may contain “behavior analytics information” concerning 

behavior patterns in the network that may be analyzed to recognize 

deviations from established behavior patterns. Id., 22:43-23:14, 23:62-

65. The CPG may also contain “impact assessment score[s]” reflecting 

access capabilities of user accounts in a network, “representing the 
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potential risk should that account be compromised.” Id., 23:14-27, 

23:65-24:2. 

EX1024, ¶43.  I agree with Dr. Black’s description of the ’627 patent. 

44. Dr. Black opined: 

The ‘627 patent further explains that “[p]ossible attack paths may be 

analyzed using the [CPG].” Id., 28:46-50. Figure 22, reproduced below, 

shows an example CPG used to analyze and rank three exemplary 

attack paths: 

 
EX1024, ¶44.  I agree with Dr. Black’s description of the ’627 patent. 

45. Dr. Black opined: 

The example CPG 2200 shown in Figure 22 “contains 12 nodes 

(vertices) comprising: seven computers and devices designated by solid 

circles…, two users designated by dashed-line circles…, and three 

functional groups designated by dotted-line circles…,” where “[t]he 
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edges (lines) between the nodes indicate relationships between the 

nodes….” Id., 28:34-65. The ‘627 patent explains that “[p]ossible 

attack paths may be analyzed using the [CPG] by running graph 

analysis algorithms….” Id. As a result of such analysis, “several 

exemplary attack paths are ranked by likelihood.” Id. 

EX1024, ¶45.  I agree with Dr. Black’s description of the ’627 patent. 

VII. CLAIM CONSTRUCTION 

46. For each claim term, I apply its plain and ordinary meaning in view of 

the intrinsic evidence.   

VIII. GROUND 1: STOKES AND CRABTREE RENDER OBVIOUS 

CLAIMS 9, 10, 15, AND 19 

47. In my opinion, Stokes in view of Crabtree render obvious claims 9, 10, 

15, and 19. 

A. Stokes 

48. Stokes was published December 20, 2018.  I understand that Stokes was 

not presented to the examiner during prosecution of the ’627 patent. 

49. Dr. Black opined: 

Stokes describes using a graph to detect malicious activity in computer 

networks. It does so, for example, by identifying potentially malicious 

(or “rare”) paths within a large graph of benign network connections 

and determining which of the rare paths to prioritize for further 

investigation. EX1004, [0003], [0005], [0006], [0044]. Stokes frames 

these teachings in two scenarios: (i) forensic analysis, which starts from 

at least one known compromised computer or user account and 

identifies inbound/outbound lateral movement paths; and (ii) general 

detection, which seeks previously unknown compromised nodes using 

corroborating detections (e.g., remote file execution) combined with 

rare-path scoring. Id., [0005], [0028], [0029], [0048]. Stokes further 

explains that events may be processed “in real-time” and that the system 
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“may be implemented … in a streaming environment.” Id., [0023], 

[0038]. 

EX1024, ¶49.  I agree with Dr. Black’s description of Stokes. 

50. Dr. Black opined: 

The Stokes system constructs a network connection graph in which 

computers and user accounts are modeled as nodes, and computer 

connections and user logon events are modeled as directed edges. 

EX1004, [0024], [0025], [0037]-[0038]. An example network 

connection graph “useful for describing forensic analysis with respect 

to tracking malicious lateral movement across a computer network” is 

shown in Figure 3 of Stokes (reproduced below). Id., FIG. 3, [0063]. 
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EX1024, ¶50.  I agree with Dr. Black’s description of Stokes. 

51. Dr. Black opined: 

Stokes explains that “in FIG. 3, a known compromised node (denoted 

as nod G [sic]) is discovered and the task is to identify the unknown 

compromised computers and user accounts (dashed nodes C, F, I, L, 

and M) along the malicious access path (dashed lines).” Id., [0066]. 

EX1024, ¶51.  I agree with Dr. Black’s description of Stokes. 

52. Dr. Black opined: 
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A “path-rate score module” assigns each directed edge of the graph a 

weight based on the connection’s frequency over an X-day history and 

computes a path-rate score for a path by multiplying the weights of its 

constituent edges. Id., [0044], [0058]. Stokes also describes 

filtering/eliminating paths as part of this scoring/ranking process, 

including eliminating infeasible paths based on timestamp ordering and 

eliminating paths outside a threshold time window. Id., [0045], [0060]. 

Stokes further contemplates that the graph may reflect additional event 

sources and may be “implemented or extended” using security events 

and “improve[d]” using network logon events and NTLM events. Id., 

[0051]. 

EX1024, ¶52.  I agree with Dr. Black’s description of Stokes. 

53. Dr. Black opined: 

A “ranking module” ranks paths in ascending order of path-rate score, 

and Stokes explains that the highest ranked paths (lowest scores) are 

the rarest and “more likely to correspond to malicious lateral 

movement.” Id., [0047]. During forensic analysis, highly ranked paths 

around known compromised nodes may be investigated to identify 

additional compromised nodes (e.g., as in the example shown in Figure 

3). Id., [0047], FIG. 3. General detection focuses on nodes that have 

both highly ranked rare paths and a remote file execution detection. Id. 

EX1024, ¶53.  I agree with Dr. Black’s description of Stokes. 

B. Crabtree 

54. Crabtree was published August 2, 2018. 

55. I understand that Crabtree shares two of the same inventors with 

the ’627 patent.  Crabtree is a publication of Application No. 15/823,363, which is 

an ancestor of the ’627 patent via several continuations-in-part.  But as I opined 

above, the ’627 patent is not entitled to a priority date earlier than January 30, 2020.  

Therefore, the ’627 patent cannot claim priority to Crabtree. 
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56. Dr. Black opined: 

Crabtree shares many of the same disclosures as the ‘627 patent. See 

Section VI, above; EX1019 (redline comparison showing changes 

between Crabtree specification and ‘627 patent specification). Like the 

‘627 patent, Crabtree discloses “a cyber-physical system graph (CPG)” 

that provides “a visualization of hierarchies and relationships between 

devices and resources in a security infrastructure, contextualizing 

security information with physical device relationships that are easily 

understandable for security personnel and users.” EX1005, [0076]. 

Crabtree also describes such a “graph” as a “representation of 

information and relationships, where each primary unit of information 

makes up a ‘node’ or ‘vertex’ of the graph and the relationship between 

two nodes makes up an edge of the graph.” Id., [0044]. 

EX1024, ¶56.  Having reviewed Crabtree and the ’627 patent, and Exhibit 1019, I 

agree with Dr. Black that Crabtree and the ’627 patent share many of the same 

disclosures. 

57. Dr. Black opined: 

Also like the ‘627 patent, Crabtree discloses receiving time-series 

information. Specifically, time-series data “may be received 

continuously, passively collecting events and monitoring activity over 

time while feeding [] collected information … for use in producing 

time-series graphs [] of states and changes over time”, thereby 

“providing live monitoring” of the state of the network. Id., [0075]. 

Crabtree further discloses using that information to produce “a graph 

visualization of users, servers, devices, and other resources correlating 

physical relationships … with logical relationships (such as access 

privileges or database connections), to produce a meaningful and 

contextualized visualization of a security infrastructure that reflects the 

current state of the internal relationships present in the infrastructure.” 

Id., [0076]. Crabtree further describes “updating CPG information as 

changes occur and events are logged.” Id.; see also id., [0081] 

(explaining that when “a new connection is detected [] a CPG may be 

updated [] with the new connection information”). 
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EX1024, ¶57.  I agree with Dr. Black’s description of Crabtree. 

58. Dr. Black opined: 

Crabtree also discloses that the CPG includes information used to 

evaluate and identify security risks in the network. Specifically, the 

CPG may contain “behavior analytics information” concerning 

behavior patterns in the network that may be analyzed to recognize 

deviations from established behavior patterns. Id., [0072], [0076]. The 

CPG may also contain “impact assessment score[s]” reflecting access 

capabilities of user accounts in a network, “representing the potential 

risk should that account be compromised.” Id., [0074], [0076]. 

EX1024, ¶58.  I agree with Dr. Black’s description of Crabtree. 

C. Motivation to Combine Stokes and Crabtree 

59. Dr. Black opined: 

POSITAs would have been motivated with a reasonable expectation of 

success to implement a Stokes-like system—with its graph-based 

attack-path identification and analysis—with Crabtree’s teachings on 

updating a graph to include additional nodes and edges corresponding 

to entities and relationships after receiving additional event data, and 

outputting results of graph analysis. A skilled artisan would have 

combined these respective teachings into an improved design 

(hereinafter “Stokes-Crabtree”) that included benefits from each 

reference. 

EX1024, ¶59. Having reviewed Crabtree and Stokes, I agree with Dr. Black because 

POSITAs would have been motivated with a reasonable expectation of success to 

combine these teachings into an improved design that would have included benefits 

from each reference. 

60. Dr. Black opined: 

A POSITA would have been motivated to combine Stokes and Crabtree 

for several reasons. First, Stokes and Crabtree address closely related 
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problems using similar graph-based cybersecurity analysis and provide 

complementary teachings. Stokes describes processing event-derived 

network-connection data using a graph in which nodes correspond to 

entities such as user accounts and computers and edges correspond to 

relationships among those entities, and then traversing, scoring, and 

ranking paths in that graph to identify suspicious lateral movement or 

attack paths. See Section VIII.A, above; EX1004, [0037]-[0040], 

[0047]-[0048], [0064]-[0071]. Crabtree likewise describes maintaining 

and updating a cyber-physical graph of users, servers, devices, and 

other resources and their relationships, based on time-series and event 

information, and presenting graph analysis results through reports, 

dashboards, and visualizations. See Section VIII.B, above; EX1005, 

[0063]-[0064], [0072], [0076], [0080]-[0081]. Thus, the teachings of 

the two references complement one another: Stokes provides graph-

based attack-path identification techniques, while Crabtree provides 

techniques for updating and enriching graphs and reporting results of 

graph-based analysis. 

EX1024, ¶60.  I agree with Dr. Black because a POSITA would have been motivated 

to combine Stokes and Crabtree. 

61. Dr. Black opined: 

Second, a POSITA implementing Stokes would have understood the 

benefit—if not imperative—of analyzing security issues for the most 

recent state of the network. Thus, a POSITA would have been 

motivated to implement Stokes’s streaming environment teachings 

with the server continually updating the graph to add new nodes and 

edges as they were detected based on incoming event data. A POSITA 

would have understood that Stokes’s attack-path identification 

approach benefits from the completeness and currency of the 

underlying graph due to the criticality in cybersecurity applications of 

identifying and responding to potential anomalies, intrusions, and 

attacks as quickly as possible. EX1021, [0003] (2019 patent publication 

explaining that in computer “security-related applications…, the ability 

to identify [] anomalous data… fairly quickly may be critical”) 

(emphasis added). For example, Stokes describes how network attacks 

exploit an initial vulnerability and then expand “to additional 

computers” (EX1004, [0002]), which illustrates the importance of 
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quickly detecting attacks. See also id., [0019]. Crabtree expressly 

teaches updating CPG information “as changes occur and events are 

logged” and using received time-series and event information to 

produce graph representations of users, servers, devices, and other 

resources and their relationships. EX1005, [0072], [0076]. Crabtree 

also confirms the benefit of continuously updating a network graph, 

explaining that updating “[w]hen a new connection is detected,” allows 

for identification of “potential risk” and can lead to “quick handling” 

of any risky connections. EX1005, [0081]. Crabtree further describes 

the benefits of these updates, as they “continuously reflect the current 

state of the organization, reflecting any recent changes, newly-

discovered or announced vulnerabilities, software or hardware updates, 

newly-added or removed devices or services” EX1005, [0062]. 

Crabtree also notes how rapid detection can beneficially “alert an 

enterprise of ongoing cyberattack early in the attack cycle, possibly 

thwarting it but at least mitigating the damage.” EX1005, [0063]. 

Accordingly, a POSITA would have recognized that a Stokes-like 

system benefited from Crabtree’s teachings on graph-updating and 

reporting because they provided a graph that promptly reflects newly 

observed entities and relationships, thus allowing more prompt 

identification of suspicious paths. 

EX1024, ¶61.  I agree with Dr. Black because a POSITA would have understood the 

benefit of analyzing security issues for the most recent state of the network.  

62. Dr. Black opined: 

Third, combining Crabtree with Stokes would have predictably 

improved the results of Stokes’s attack-path identification system. 

Stokes seeks to identify suspicious or malicious paths by analyzing 

relationships among entities in a network-connection graph. EX1004, 

[0037]-[0040], [0047]-[0048], [0064]-[0071]. Crabtree teaches 

updating graphs with additional entity and relationship information and 

further teaches presenting graph analysis results in reports, dashboards, 

alerts, and visualizations. EX1005, [0063]-[0064], [0076], [0080]-

[0081]. Applying Crabtree’s graph updating and reporting techniques 

to Stokes would enable more informative and useful attack-path 

analysis, because suspicious paths could be identified from a graph that 
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more fully captures current entities and relationships and the resulting 

analysis could be communicated more effectively to security personnel. 

EX1024, ¶62.  I agree with Dr. Black because combining Crabtree with Stokes 

would have predictably improved the results of Stokes’s attack-path identification 

system.  

63. Dr. Black opined: 

Fourth, the teachings of Crabtree follow the same core principles as 

Stokes. Both references model a computer network environment as a 

graph of nodes (representing entities) and edges (representing 

relationships); both use event-derived information to update or analyze 

that graph; and both are directed to identifying and investigating 

suspicious or attack-related activity. EX1004, [0024], [0025], [0037]-

[0038]; EX1005, [0076]. Therefore, a POSITA seeking to improve 

Stokes’s attack-path identification would naturally have looked to 

Crabtree’s teachings regarding graph updating and reporting of graph 

analysis results, and would have found those teachings directly 

applicable to Stokes’s attack path identification techniques. 

EX1024, ¶63.  I agree with Dr. Black because the teachings of Crabtree follow the 

same core principles as Stokes.  

64. Dr. Black opined: 

Fifth, a POSITA would have been motivated to apply Crabtree’s 

teachings regarding performing network reconnaissance using “both 

passive, semi-passive and active scanning and reconnaissance” 

(EX1005, [0057]) in Stokes’s system because Stokes teaches that 

“[o]ther types of detectors may be used, alone or in conjunction with 

the remote file execution detector,” to provide corroborating evidence 

of anomalous behavior involving particular entities. EX1004, [0024]. 

A POSITA would have understood Crabtree’s active reconnaissance 

and passive reconnaissance techniques as different ways of obtaining 

information about network entities, the results of which could be used 

in a Stokes-like system alongside results from other detectors, and that 
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incorporating those results would have predictably improved 

identification of relevant entities and relationships for graph analysis. 

Further, a POSITA would have understood the respective benefits and 

drawbacks of active and passive reconnaissance techniques for 

detection of network entities, and that both passive and active 

reconnaissance techniques could be performed together to maximize 

coverage and obtain the benefits of both techniques. EX1022, 19 (2006 

IEEE publication explaining that “[a]ctive scanning has the benefit of 

proactively contacting all hosts on a network to determine their 

status,”), 26 (explaining that “passive scanning is an important part of 

network situational awareness because it provides completely new 

information about services not seen by the active scans”); 27 

(explaining that “relying on passive and active mapping together is 

better than relying on only active mapping alone”); EX1023, 57 (2007 

Internet Measurement Conference publication explaining that “passive 

monitoring is well suited for quickly finding popular services” whereas 

“[a]ctive scanning is better suited to rapidly finding all servers”), 60 

(explaining that “[i]n cases where completeness is key, a combination 

of both [active and passive] methods is advantageous”), 70 (“passive 

and active service discovery are complimentary methods for 

discovering services on a network”). Accordingly, depending on the 

circumstances, the Stokes-Crabtree system would monitor network 

entities using passive reconnaissance, active reconnaissance, or both 

passive and active reconnaissance together. 

EX1024, ¶64.  I agree with Dr. Black because a POSITA would have been motivated 

to apply Crabtree’s teachings in Stoke’s system. 

65. Dr. Black opined: 

A POSITA would have had a reasonable expectation of success in 

combining Stokes and Crabtree. The two references operate in the same 

technical field of graph-based cybersecurity analysis and rely on 

compatible inputs, structures, and objectives. Stokes already uses 

event-derived graph relationships to identify suspicious paths (e.g., 

EX1004, [0003], [0026], [0038]-[0039], [0063]-[0067]), and Crabtree 

likewise uses event and time-series information to update and analyze 

a graph of users, devices, servers, and other resources (e.g. EX1005, 

[0044], [0075]-[0076]). Because Crabtree’s graph updating and 
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reporting techniques would have been applied to the same type of 

graph-based cybersecurity system already disclosed in Stokes, a 

POSITA would have understood that incorporating Crabtree’s 

teachings into Stokes would involve the predictable use of known 

techniques in a closely related system, with no technological 

incompatibility or undue experimentation required. A POSITA 

therefore would have reasonably expected that combining Crabtree’s 

graph updating and reporting concepts with Stokes’s attack-path 

identification framework would successfully yield a more current and 

informative graph-based cybersecurity system. 

EX1024, ¶65.  I agree with Dr. Black because a POSITA would have had a 

reasonable expectation of success in combining Stokes and Crabtree.  

66. Dr. Black opined: 

So implemented, the combined Stokes-Crabtree system includes the 

following features: 

An environment, including a server with memory storing instructions 

for carrying out attack path identification, as taught by Stokes. EX1004, 

[0022], [0082]-[0083], FIG. 7. Wherein the server performs the 

following functions upon executing instructions stored in tangible 

media, as taught by Stokes (id., [0030], [0081], [0084]-[0085], [0087]): 

Create a directed graph including nodes representing computer and user 

account entities and edges representing relationships between entities, 

and store that graph in memory on the server for analysis, as taught by 

Stokes. Id., [0024]-[0026], [0030], [0037]-[0039], [0047], [0057]-

[0067], [0072], [0081], FIGS. 1-3. 

Receive streaming data comprising time-stamped data about events 

relating to entities represented in the graph, as taught by Stokes (id., 

[0023], [0038]-[0039]). 

Detect new entities and relationships in incoming event data and 

modify the graph by adding nodes and edges corresponding to those 

detected entities and relationships, as taught by Crabtree. EX1005, 

[0050], [0076], [0078]-[0079], [0081]. 
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Identify an attack path based on the modified graph, as taught by 

Stokes. EX1004, [0003], [0029], [0038]-[0039]. 

Output results that identify entities involved in identified attack paths, 

as taught by Stokes (id., [0007], [0027], [0047]), such as in the form of 

a report as taught by Crabtree (EX1005, [0076], [0081]-[0083], FIG. 

11). 

EX1024, ¶66.  I agree with Dr. Black because the Stokes-Crabtree system would 

have included these features.  

67. Dr. Black opined:  

Further motivations to combine Stokes and Crabtree are discussed for 

individual claim elements below. 

EX1024, ¶67.  I agree with Dr. Black’s further motivations to combine Stokes and 

Crabtree.  

D. Claim 1 

1. Element [1.1]1 

[1.1] A computer system comprising: 

68. Dr. Black opined: 

Stokes-Crabtree satisfies the preamble. Stokes discloses a “server” 

(computer system) within its “exemplary environment … for tracking 

malicious lateral movement across a computer network.” E.g., EX1004, 

[0021]. Stokes teaches implementing its server using a “computing 

device” such as that illustrated in FIG. 7. Id., [0022]; see also id., FIG. 

7, [0082]; see generally [0079]-[0086] (describing “computing device 

environment”). 

 
1   Reference numbers have been added throughout, in the format [claim#.element#]. 
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EX1024, ¶68.  I agree with Dr. Black because Stokes-Crabtree satisfies the 

preamble, because Stokes discloses a server, corresponding to the claimed computer 

system, implemented using a computing device. 

2. Element [1.2] 

[1.2] a hardware memory, wherein the computer system is configured to 

execute software instructions stored on nontransitory machine-readable storage 

media comprising software instructions that: 

69. Dr. Black opined: 

Stokes-Crabtree satisfies this element. Stokes teaches implementing its 

server using a computing device that includes “memory” (EX1004, 

[0082]) and “additional storage (removable and/or non-removable) 

including, but not limited to, magnetic or optical disks or tape” (id., 

[0083]). See also id., [0022]. 

EX1024, ¶69.  I agree with Dr. Black because Stokes-Crabtree satisfies this element, 

because Stokes implements its server using a computing device that includes 

memory and additional storage media. 

70. Dr. Black opined: 

Figure 7 shows the “memory 704,” removable storage 708, and non-

removable storage 710 of an exemplary computing device 700: 
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Id., FIG. 7. 

EX1024, ¶70.  I agree with Dr. Black because Figure 7 of Stokes depicts the memory, 

removable storage, and non-removable storage of an exemplary computing device. 

71. Dr. Black opined: 

Stokes also discloses its server 130 comprising several different 

modules that carry out its functionality. E.g., id., [0030]. Stokes further 

discloses that its computing devices (such as its server) execute 

“computer-executable instructions, such as program modules” to 

“perform particular tasks or implement particular abstract data types.” 
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Id., [0081]. These “program modules and other data may be located in 

both local and remote computer storage media including memory 

storage devices.” Id.; see also id., [0084]-[0085]. Stokes teaches that all 

or part of its “methods and apparatus” “may take the form of program 

code (i.e., instructions) embodied in tangible media” such as any 

“machine-readable storage medium.” Id., [0087]. “[W]hen the program 

code is loaded into and executed by a machine, such as a computer, the 

machine becomes an apparatus for practicing the presently disclosed 

subject matter.” Id. Stokes thus teaches configuring its server to execute 

software instructions stored on nontransitory machine-readable storage 

media comprising software instructions, to carry out its disclosed 

operations. As explained in the following paragraphs, this carries out 

the steps recited in the claim. 

EX1024, ¶71.  I agree with Dr. Black because Stokes teaches configuring its server 

to execute software instructions stored on non-transitory machine-readable storage 

media to carry out its disclosed operations. 

3. Element [1.3] 

[1.3] store in the hardware memory a representation of a first graph, 

wherein the representation of the first graph comprises representations of a first 

plurality of nodes corresponding to a first plurality of entities and further 

comprises representations of a first plurality of edges, wherein the first graph is a 

directed graph, 

72. Dr. Black opined: 

Store in the hardware memory a representation of a first graph Stokes-

Crabtree satisfies this element. Stokes discloses its server having “a 

network graph construction module 165.” EX1004, [0030]; see also, 

e.g., id., [0025]-[0027]. The network graph construction module 165 

“uses system and security events to construct a network connection 

graph 173.” Id., [0037]; see also id., FIG. 1. 
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EX1024, ¶72.  I agree with Dr. Black because Stokes discloses a network graph 

construction module that uses system and security events to construct a network 

connection graph. 

73. Dr. Black opined: 

Stokes explains that such graphs can be represented mathematically as 

“G=(V,E),” “where V denotes the set of objects (v1, v2 , . . . ), called 

nodes, and E is the set of connection relationships (e1, e2 , . . . ) between 

pairs of nodes, called edges.” Id., [0026]. A POSITA would understand 

that in a server-based system like Stokes-Crabtree, data defining the 

graph, including data identifying the sets V and E, would be stored and 

maintained in hardware memory for use by the network graph 

construction module 165 and other server components. 

EX1024, ¶73.  I agree with Dr. Black because a POSITA would have understood 

that the data defining Stokes’s graph, including its sets of nodes and edges, is stored 

and maintained in hardware memory for use by the server’s components. 

74. Dr. Black opined: 

Stokes further discloses that its server includes several other modules 

that interact with the graph, including “remote file execution detector 

160, … a general detection module 170, a path-rate score module 175, 

an automatic account disabling module 177, a ranking module 180, and 

a forensic analysis module 185”). Id., [0030]. 

EX1024, ¶74.  I agree with Dr. Black because Stokes discloses that its server 

includes several modules that interact with the graph, including a general detection 

module, a path-rate score module, a ranking module, and a forensic analysis module. 

75. Dr. Black opined: 
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Stokes discloses using the network connection graph 173 for 

subsequent server processing and operations. See, e.g., EX1004, 

[0057]-[0062], FIG. 2, [0047], [0068]-[0071], FIG. 4, [0075]-[0078], 

FIG. 6. A POSITA would understand that the data representing the 

graph is stored in memory both during its creation and during 

subsequent operations involving the graph. E.g., id., [0049] (describing 

implementation having “datasets” with millions of nodes and edges). 

Stokes further discloses that its “memory” and other storage media 

stores information such as “data structures … or other data.” EX1004, 

[0085]; see also id., [0081]. Because the network connection graph 173 

is used in subsequent server processing a POSITA would have 

understood that it is maintained by the server 130 as stored data for use 

in those subsequent operations. 

EX1024, ¶75.  I agree with Dr. Black because a POSITA would have 

understood that Stokes’s network connection graph is maintained in hardware 

memory by the server for use in its subsequent graph-based operations. 

76. Dr. Black opined: 

Wherein the representation of the first graph comprises representations 

of a first plurality of nodes corresponding to a first plurality of entities 

and further comprises representations of a first plurality of edges: 

Stokes discloses that “in [the] network connection graph 173, 

computers and user accounts are modeled as nodes, and computer-to-

computer connections or user logon events are modeled as edges.” Id., 

[0025]; see also id., [0024], [0026], and [0063]-[0067] (further 

describing graphs). Stokes’s Figure 3 (reproduced below) shows an 

example network connection graph comprising a plurality of nodes (A-

M) representing computer and user account entities, as well as a 

plurality of edges shown as arrows between the nodes: 
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Id., FIG. 3. 

EX1024, ¶76.  I agree with Dr. Black because Stokes discloses a graph comprising 

a plurality of nodes representing computer and user account entities and a plurality 

of edges representing relationships between them, as shown in Figure 3. 

77. Dr. Black opined: 

Stokes shows the exemplary Figure 3 graph is a directed graph, with 

arrows indicating the direction of each edge. More generally, Stokes 
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discloses using a directed graph with “order between the connection of 

a pair of nodes” and “directed edges.” Id., [0038]; see also id., [0039] 

(“directed acyclic graphs (DAGs)”) (emphasis added); id., [0027] (“If 

orientations of edges are considered, i.e., order exists between the 

connection of each pair of nodes, such edges are directed edges.”). Id., 

FIG. 3; see also id., [0038], [0063], FIG. 5, [0072]; see also EX1001, 

7:67-8:4 (explaining that a “directed” graph is one where edges 

represent a relationship that flows from one node to another in one 

direction”). 

EX1024, ¶77.  I agree with Dr. Black because Stokes’s graph is a directed graph, 

using directed edges that reflect the order between the connection of each pair of 

nodes. 

4. Element [1.4] 

[1.4] wherein the first plurality of entities comprises a plurality of accounts 

and a plurality of resources, and 

78. Dr. Black opined: 

Stokes-Crabtree satisfies this element. In the Stokes network 

connection graph “computers and user accounts are modeled as nodes.” 

E.g., EX1004, [0025]; see also id., [0006]-[0007], claim 1, claim 12. 

Stokes’s “user accounts [] modeled as nodes” are the claimed plurality 

of accounts of the first plurality of entities. A POSITA would 

understand that the “computers” are resources on the Stokes network 

because they carry out computing functions. 

EX1024, ¶78.  I agree with Dr. Black because Stokes-Crabtree satisfies this element, 

because Stokes’s user accounts modeled as nodes are the claimed plurality of 

accounts and its computers modeled as nodes are the claimed plurality of resources. 

79. Dr. Black opined: 
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Further regarding “resources,” the ‘627 patent characterizes computing 

devices as resources, as it describes its graph visualizing “servers, 

devices, and other resources” and correlating other “resources” such as 

a “personal computer or smartphone.” EX1001, 21:13-14, 21:33-35, 

24:2-14. It also “represents the network devices comprising an 

organization’s network infrastructure as nodes (also called vertices) in 

the graph.” Id., 28:15-23; see also id., 28:34-40 (‘627 patent example 

graph with nodes representing “seven computers”); id. FIG. 22; id., 

21:30-35. 

EX1024, ¶79.  I agree with Dr. Black because the ’627 patent itself characterizes 

computing devices such as servers and personal computers as resources, confirming 

that Stokes’s computers are resources. 

80. Dr. Black opined: 

Thus, the Stokes “computers … modeled as nodes” are the claimed 

plurality of resources of the first plurality of entities. And the 

“computers and user accounts” make up a first plurality of entities. 

EX1004, [0025]. 

EX1024, ¶80.  I agree with Dr. Black because Stokes’s computers modeled as nodes 

are the claimed plurality of resources, and its computers and user accounts together 

make up the first plurality of entities. 

5. Element [1.5] 

[1.5] wherein each edge of the first plurality of edges corresponds to a 

respective relationship between a respective pair of entities; 

81. Dr. Black opined: 

Stokes-Crabtree satisfies this element. Stokes discloses that its graph 

“edges” model “computer-to-computer connections or user logon 

events.” EX1004, [0025]. Stokes more generally teaches, as was known 
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in the art, that in mathematical representations, the set of graph edges 

was denoted by “E” and “E is the set of connection relationships … 

between pairs of nodes, called edges.” EX1004, [0026]; Section VIII.A 

above. Stokes therefore teaches that each edge of the plurality of edges 

in its graph corresponds to a relationship between a respective pair of 

nodes. 

EX1024, ¶81.  I agree with Dr. Black because Stokes-Crabtree satisfies this element, 

because Stokes explicitly teaches that each edge of its graph corresponds to a 

relationship, such as a connection or logon event, between a respective pair of nodes.  

See also EX1004, [0037] (“These connections can be used to generate a graph 173 

that shows the connections between the various nodes (e.g., the accounts and 

computers and their connections and relationships).”).  I further note that the ’627 

patent itself describes that edges can represent connection relationships, including 

“the physical or logical connections” between nodes, as well as a “HasSession” 

relationship.  EX1001, 28:15-19; Fig. 22. 

6. Element [1.6] 

[1.6] receive streaming data comprising time-stamped data about events 

relating to one or more entities of the first plurality of entities, 

82. Dr. Black opined: 

Stokes-Crabtree satisfies this element, as Stokes and Crabtree each 

disclose real-time processing of streaming data for building or revising 

graphs. 
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EX1024, ¶82.  I agree with Dr. Black because Stokes-Crabtree satisfies this element, 

because Stokes and Crabtree each disclose real-time processing of streaming data to 

build and revise their graphs. 

83. Dr. Black opined: 

Stokes teaches processing events “in real-time” (EX1004, [0023]) and 

implementing its graph-based framework “in a streaming environment” 

(id., [0038]). Stokes’s disclosures of real-time event processing in a 

streaming environment teach receiving streaming data because they 

describe event data being received and processed as an ongoing flow. 

EX1018, 499 (computer dictionary defining stream as a “data 

transmission… that occurs in a continuous flow”). 

EX1024, ¶83.  I agree with Dr. Black because Stokes’s disclosure of processing 

events in real time within a streaming environment teaches receiving streaming data, 

because it describes event data received and processed as an ongoing flow. 

84. Dr. Black opined: 

Stokes further discloses that this streaming event data comprises time-

stamped data about events relating to entities represented in a graph. 

E.g., EX1004, [0037]-[0039]. For example, Stokes describes its 

server’s network graph construction module collecting source and 

destination computers and user accounts from Kerberos event logs 

where “[e]ach Kerberos record represents an edge in the graph, with a 

source node, a destination node, and a timestamp indicating when this 

connection occurred.” EX1004, [0038]. These records thus comprise 

time-stamped data about events (e.g., connection events) relating to one 

or more entities of the first plurality of entities (computers and user 

accounts). Id.; see also id., [0037], [0039], [0045] (describing use of 

edge timestamps). Because Stokes teaches implementing its system in 

a streaming environment (id., [0038]) and processing events “in real-

time” (id., [0023]), it follows that the same types of event information 

used by Stokes to build and analyze its graph would be received and 
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processed in real time, instead of being processed from event logs. Id., 

[0023], [0038]. 

EX1024, ¶84.  I agree with Dr. Black because Stokes’s streaming event data, such 

as its time-stamped Kerberos records identifying source and destination nodes, 

comprises time-stamped data about events relating to entities represented in the 

graph. 

85. Dr. Black opined: 

Crabtree likewise discloses receiving a continual data stream, further 

confirming that a POSITA would have implemented Stokes-Crabtree 

with a Stokes-like server that received and processed streaming time-

stamped event data. Crabtree describes “retriev[ing] one or more 

streams of data from a plurality of sources” and “employing 

standardized protocols for converting streams of information into graph 

representations of that data.” EX1005, [0050]. Because Crabtree 

converts streams of event information into graph representations, and 

further teaches producing a cyber-physical graph that includes nodes 

representing infrastructure elements (e.g., users, servers, devices, and 

other resources) and their relationships, Crabtree’s streaming data 

comprises data about events relating to one or more entities represented 

by graph nodes. Id., [0050], [0076]. 

EX1024, ¶85.  I agree with Dr. Black because Crabtree likewise discloses retrieving 

continual streams of data and converting them into graph representations, further 

confirming that the Stokes-Crabtree server would receive and process streaming 

time-stamped event data relating to graphed entities. 

86. Dr. Black opined: 

Crabtree further discloses “live monitoring” of a network by collecting 

and receiving data continuously. EX1005, [0075]. Crabtree explains 

that time-series data “may be received continuously,” with the system 
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“passively collecting events and monitoring activity over time” while 

feeding the collected information into time-series graphs and related 

graph-analysis components. Id. Crabtree further explains that the graph 

information is updated “as changes occur and events are logged,” 

reflecting an ongoing intake of event data rather than a one-time static 

import. Id., [0076]. 

EX1024, ¶86.  I agree with Dr. Black because Crabtree discloses live monitoring 

through the continuous collection of time-series data, reflecting an ongoing intake 

of event data rather than a one-time static import. 

87. Dr. Black opined: 

Crabtree’s disclosure of streaming data matches the disclosures that the 

Applicant of the ‘627 patent relied on during prosecution. In amending 

the pending independent claims to recite “receiv[ing] streaming 

data…,” the Applicant cited support at ¶¶ [93] and [94]. EX1002, 

231/290. With regard to receiving data, those cited paragraphs describe 

receiving “time-series data (as described above, referring to Fig. 10).” 

Id., 108/290. That description of time-series data in the context of 

Figure 10 is found in ¶ [90], which includes the exact same disclosures 

concerning live, continuous data collection as paragraph [0075] of 

Crabtree, relied on above. See EX1002, 106-107; EX1005, [0075]; 

EX1019, 33-35. 

EX1024, ¶87.  I agree with Dr. Black because Crabtree’s disclosure of streaming 

data mirrors the very disclosure the Applicant relied upon during prosecution to 

support the amendment reciting the receipt of streaming data. 

88. Dr. Black opined: 

As for the data about the events being time-stamped data, Crabtree 

further teaches associating timestamps with changes in a time-series 

graph. EX1005, [0061]. For example, Crabtree explains that 

“timestamps may be associated with ongoing changes to reveal these 

updates over time.” Id. Therefore, the Stokes-Crabtree combination 
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includes receiving streaming time-stamped data about events relating 

to one or more entities of the first plurality of entities. 

EX1024, ¶88.  I agree with Dr. Black because Crabtree teaches associating 

timestamps with ongoing changes in its time-series graph, so the Stokes-Crabtree 

combination includes receiving streaming time-stamped data about events relating 

to one or more entities of the first plurality of entities. 

7. Element [1.7] 

[1.7] based on a first portion of the streaming data, identify a first entity 

that does not correspond to any of the first plurality of nodes, wherein the first 

entity is not of the first plurality of entities, 

89. Dr. Black opined: 

In the streaming system taught by Stokes, the server receives and 

processes event data that arrives in portions, one after another, and uses 

this event data “to generate a graph.” EX1004, [0037]-[0038]; supra 

Section VIII.D.6. For example, Stokes describes exemplary Kerberos 

records and how each “record” (portion of event data) “represents an 

edge in the graph, with a source node, a destination node, and a 

timestamp.” EX1004, [0038]. These events are “processed in real-time” 

(id., [0023]) by the server’s network graph construction module, which 

uses them “in the generation of the network connection graph” (id., 

[0037]). Stokes describes ongoing generation of events corresponding 

to Kerberos records, over a period of hours or days, in a streaming 

environment. E.g., EX1004, [0038], [0051], [0023].2 Thus, Stokes 

 
2   Although the “hourly, daily” collection of “event logs” refers to Stokes’s offline 

implementation (id., [0038]), it shows ongoing receipt of events over time and 

Stokes teaches that these same “events may be processed in real-time instead of 

being processed from event logs.” Id., [0023]. 
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teaches its server receiving streaming data made up of time-stamped 

portions (e.g., Kerberos records). EX1004, [0037]-[0038]. 

EX1024, ¶89.  I agree with Dr. Black because Stokes teaches its server receiving 

streaming data made up of time-stamped portions, such as individual Kerberos 

records, that arrive one after another in a streaming environment. 

90. Dr. Black opined: 

Stokes further teaches using this event data “to generate a graph 173 

that shows the connections between the various nodes (e.g., the 

accounts and computers and their connections and relationships).” Id., 

[0037]. Given these teachings, a POSITA would expect the obvious 

case of event data for certain later events arriving after initial graph 

generation, with this later event data indicating a new account or 

computer recently added to the network. Stokes teaches—and thus 

renders obvious (if not inherent)—a server configured to process this 

later portion of streaming event data, identify any newly added accounts 

or computers, and add corresponding nodes to the graph as part of its 

ongoing graph generation. Id., [0037-38]; see also id., [0051] 

(describing scenario when “[t]he graph can be implemented or 

extended”). As these nodes are “new,” they are not of the first plurality 

of nodes previously in the graph and, similarly, the corresponding 

computer or account is a first entity that does not correspond to any of 

the first plurality of nodes and is not of the first plurality of entities. 

EX1024, ¶90.  I agree with Dr. Black because Stokes renders obvious a server 

configured to process a later portion of streaming event data, identify a newly added 

account or computer that is not of the first plurality of entities, and add a 

corresponding node to the graph. 

91. Dr. Black opined: 

While Stokes teaches a server configured to satisfy this claim element, 

it does not expressly describe the obvious scenario of identifying 
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entities not already represented in the graph. To the extent Stokes alone 

does not render this element obvious, Crabtree expressly teaches using 

incoming event data to update its graph to include nodes and edges 

corresponding to entities and relationships not yet represented in the 

existing graph. EX1005, [0075] (“As new events are recorded…, these 

events are automatically incorporated”); [0076] (describing “updating 

CPG [graph] information as changes occur and events are logged”). 

Crabtree also describes identifying changes such as “new users” based 

on analysis of time-series data. Id., [0078]; see also id., [0079-81]. 

EX1024, ¶91.  I agree with Dr. Black because to the extent Stokes alone does not 

render this element obvious, Crabtree expressly teaches using incoming event data 

to update its graph with entities, such as new users, not yet represented in the graph. 

92. Dr. Black opined: 

The graph modifications described by Crabtree would involve 

identifying entities not already represented by an existing node in the 

graph, not least because a POSITA would have understood that 

extending or updating a graph based on incoming event data necessarily 

involves determining whether an entity is already represented by an 

existing node in the graph. This is because a graph structure represents 

entities as unique nodes, and the addition of duplicate nodes for the 

same entity would undermine the integrity and usefulness of the graph 

by fragmenting relationships and preventing accurate traversal and 

analysis; in some instances it could even be an outright error. 

Accordingly, when new event data is received, a system implementing 

graph updates must first evaluate whether the entity referenced in the 

event corresponds to an existing node. If the entity is not already 

represented, a new node must be created to incorporate that entity into 

the graph; if it is already represented, the existing node is used. This 

check-and-add process is inherent in any practical graph-based 

implementation that incrementally incorporates new event data; this 

fundamental series of steps is commonly taught to undergraduate 

Computer Science students usually in the first or second semester of 

their curriculum when learning basic data structures. 
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EX1024, ¶92.  I agree with Dr. Black because updating a graph based on incoming 

event data necessarily involves determining whether an entity is already represented 

by an existing node, so that a new node is added only for an entity not already 

represented, a check-and-add process inherent in any practical graph-based 

implementation. 

93. Dr. Black opined: 

Notably, the alleged support identified by Applicant for the amendment 

adding this claim element during prosecution consisted solely of 

disclosure that appears verbatim in Crabtree. In particular, Applicant 

cited ¶¶ [93]-[94] and [96] of the as-filed specification as support for 

amending claim 1 to incorporate element [1.7], which are identical to 

¶¶ [0078]-[0079] and [0081] of Crabtree. EX1002, 108-109/290, 

231/290; EX1005, [0078]-[0079] and [0081]. Thus, the very disclosure 

Applicant relied upon as written description support for element [1.7] 

was already disclosed in Crabtree before the alleged invention date. 

EX1024, ¶93.  I agree with Dr. Black because the disclosure the Applicant relied 

upon as written description support for element [1.7] was itself already disclosed 

verbatim in Crabtree before the alleged invention date. 

94. Dr. Black opined: 

Thus, based on Stokes alone, or further in view of Crabtree, a POSITA 

would have implemented a Stokes-like system such that the server used 

a first portion of streaming data to identify an entity that is not of the 

first plurality of entities, such as a new user account or other entity not 

previously represented in the graph. See supra Section VIII.C 

(explaining the combination). 

EX1024, ¶94.  I agree with Dr. Black because based on Stokes alone, or in view of 

Crabtree, a POSITA would have implemented a Stokes-like system that used a first 
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portion of streaming data to identify an entity, such as a new user account, not of the 

first plurality of entities. 

8. Element [1.8] 

[1.8] based on a second portion of the streaming data, wherein the second 

portion is not identical to the first portion, identify a first relationship between a 

pair of entities of the first plurality of entities that does not correspond to any of 

the first plurality of edges,  

95. Dr. Black opined: 

As explained above, Stokes teaches its server receiving streaming data 

made up of time-stamped portions (e.g., corresponding to Kerberos 

records). Because those portions are received at different times for 

different events, later portions (e.g., a second portion) are not identical 

to earlier portions (e.g., a first portion). For example, a first portion of 

streaming event data could include data pertaining to a first set of events 

(e.g., one or more time-stamped Kerberos records), whereas a second, 

later-received portion of the streaming event data could include data 

pertaining to a second, different set of events (e.g., one or more 

Kerberos records having time stamps later than those of the first set of 

events). EX1004, [0037]-[0038]. 

EX1024, ¶95.  I agree with Dr. Black because because Stokes's streaming data is 

received in time-stamped portions at different times, a later-received second portion 

is not identical to an earlier-received first portion. 

96. Dr. Black opined: 

Stokes-Crabtree includes a server configured to update its graph based 

on streaming time-series data for events reflecting new entities or 

relationships. Supra Section VIII.D.7. Accordingly, the Stokes-

Crabtree system would identify new relationships between pairs of 
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entities that correspond to nodes already present in the graph, such as a 

first relationship between a pair of entities of the first plurality of 

entities that does not correspond to any of the first plurality of edges. 

This includes updating the graph with “new connection information” 

“[w]hen a new connection is detected,” as taught by Crabtree. EX1005, 

[0081]; FIG. 16. Thus, the Stokes-Crabtree server identifies any new 

connections (i.e., new relationships) in incoming portions of event data, 

including new relationships between pairs of entities already 

represented by nodes in the graph. Crabtree describes its “new 

connection” generically, without limiting it to new devices (EX1005, 

[0081]; FIG. 16) and a POSITA would recognize the obvious use case 

of a new relationship between entities already represented by nodes in 

the graph (i.e., a pair of the first plurality of entities), because a POSITA 

understood that pre-existing network entities would often have new 

connections/relationships with each other. The Stokes-Crabtree server 

is configured to identify such relationships for inclusion in its graph as 

new edges. Figure 3 of Stokes shows that each node in the network may 

connect with multiple other nodes, thus allowing for new edges to 

reflect new relationships, including between previously graphed nodes. 

The following annotated Figure 3 shows a new edge (red arrow) added 

based on a new relationship identified between entities corresponding 

to nodes I and K. 
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EX1004, FIG. 3 (annotated), [0013]. Any newly-identified relationship 

does not correspond to any of the initially graphed (i.e., first) plurality 

of edges, as confirmed by the fact that it results in a new edge. 

EX1024, ¶96.  I agree with Dr. Black because the Stokes-Crabtree server identifies 

new relationships between pairs of entities already represented in the graph, 

including a first relationship that does not correspond to any of the first plurality of 

edges and is added as a new edge. 

97. Dr. Black opined: 

Further, as explained above and for element [1.7], Section VIII.D.7 

above, Crabtree teaches identifying and incorporating into a graph both 

new entities and new connections as new data is received. EX1005, 

[0076], [0078], [0081]. Crabtree likewise explains that graph 
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information is updated “as changes occur and events are logged.” Id., 

[0076]. Accordingly, a POSITA would have recognized the obvious 

use case in the Stokes-Crabtree system in which a first portion of 

streaming data identifies a previously unseen entity not yet represented 

in the graph, and a second, later-received portion of streaming data 

identifies a new relationship between entities already represented in the 

graph, where that relationship is not yet represented by an edge. For 

example, the system could first identify a previously unseen entity 

based on a first portion of streaming data, such as a newly added user 

(see id., [0078]), and later, based on a second portion of streaming data, 

identify a new connection between entities already represented in the 

graph, prompting the graph to be “updated… with the new connection 

information” (id., [0081]). A POSITA would have understood that 

updating a graph based on incoming event data necessarily involves 

determining whether a relationship indicated by that data is already 

represented by an existing edge in the graph. In a graph representation, 

edges encode relationships between entities, and maintaining accurate 

relationships requires avoiding duplicate or inconsistent edges for the 

same interaction. Accordingly, when new event data indicates a 

relationship between entities corresponding to existing nodes, the 

system must determine whether an edge representing that relationship 

is already present. If the relationship is not already represented, a new 

edge must be added to accurately incorporate the newly observed 

interaction; if the edge is already represented, the existing edge is used 

or updated as appropriate. This check-and-add process is inherent in 

any graph-based implementation that incrementally incorporates event 

data, because without such a determination the graph would either omit 

newly observed relationships or redundantly represent the same 

relationship multiple times, undermining subsequent graph traversal 

and analysis. This fundamental series of steps is commonly taught to 

undergraduate Computer Science students usually in the first or second 

semester of their curriculum when learning basic data structures. 

EX1024, ¶97.  I agree with Dr. Black because a POSITA would have recognized the 

obvious use case in which a first portion of streaming data identifies a previously 

unrepresented entity and a second portion identifies a new relationship between 
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entities already represented in the graph, added as a new edge through the same 

inherent check-and-add process. 

98. Dr. Black opined: 

Finally, given that Stokes-Crabtree receives ongoing streaming event 

data, a POSITA would contemplate the server identifying a new entity 

based on one portion of event data (first portion, supra Section 

VIII.D.7) and a new relationship based on a different portion of event 

data (second portion). E.g., EX1005, [0081], FIG. 16. 

EX1024, ¶98.  I agree with Dr. Black because as Stokes-Crabtree receives ongoing 

streaming event data, a POSITA would have contemplated the server identifying a 

new entity based on one portion of that data and a new relationship based on a 

different portion. 

99. Dr. Black opined: 

Furthermore, as with element [1.7], the alleged support identified by 

Applicant for the amendment adding element [1.8] during prosecution 

consisted solely of disclosure that appears verbatim in Crabtree. See 

Section VIII.B above. In particular, Applicant cited ¶¶ [93]-[94] and 

[96] of the as-filed specification as support for amending claim 1 to 

incorporate element [1.8], which are identical to ¶¶ [0078]-[0079] and 

[0081] of Crabtree. EX1002, 108-109/290, 231/290; EX1005, [0078]-

[0079] and [0081]. Thus, here again, the disclosure Applicant relied 

upon as written description support for element [1.8] was already 

disclosed in Crabtree before the alleged invention date. 

EX1024, ¶99.  I agree with Dr. Black because here again, the disclosure the 

Applicant relied upon as written description support for element [1.8] was already 

disclosed in Crabtree before the alleged invention date. 
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9. Element [1.9] 

[1.9] modify, in the hardware memory, the representation of the first graph 

to generate a modified representation of the first graph, wherein the modified 

representation of the first graph comprises a representation of a first node 

corresponding to the first entity and a representation of a first edge corresponding 

to the first relationship, wherein the first node is not of the first plurality of nodes 

and the first edge is not of the first plurality of edges, 

100. Dr. Black opined: 

Stokes-Crabtree satisfies this element. 

EX1024, ¶100.  I agree with Dr. Black because Stokes-Crabtree satisfies this 

element. 

101. Dr. Black opined: 

Modify, in the hardware memory, the representation of the first graph 

to generate a modified representation of the first graph: As discussed 

above for element [1.3], Section VIII.D.3 above, Stokes’s graph would 

be stored in hardware memory of the Stokes system (e.g., its computer 

storage media). Thus, in the Stokes-Crabtree system, any graph 

modifications would be reflected in hardware memory. 

EX1024, ¶101.  I agree with Dr. Black because Stokes’s graph would be stored in 

the hardware memory of the Stokes-Crabtree system and any modification to that 

graph would be reflected in hardware memory. 

102. Dr. Black opined: 
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Crabtree reinforces that graph representations stored in hardware 

memory are modified when new connection information is detected. 

EX1005, [0081]. For example, Crabtree discloses that when “a new 

connection is detected [] a CPG may be updated [] with the new 

connection information.” Id. Crabtree further discloses that a “graph 

stack service module 145 represents data in graphical form” and “stores 

it in a graph-based data store 145b.” Id., [0050]. The graph stack service 

module 145 and the graph-based data store 145b are schematically 

shown in Figure 1 of Crabtree: 

 

Id., FIG. 1. Thus, Crabtree’s graph-based data store would be 

implemented using the underlying physical memory and storage 

hardware of the computer system, and updating the graph would entail 

modifying the stored graph representation in the system’s hardware 

memory. 
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EX1024, ¶102.  I agree with Dr. Black because Crabtree reinforces that its graph 

representation is stored using the system's physical memory and storage hardware, 

so that updating the graph entails modifying the stored representation in hardware 

memory. 

103. Dr. Black opined: 

Wherein the modified representation of the first graph comprises a 

representation of a first node corresponding to the first entity and a 

representation of a first edge corresponding to the first relationship, 

wherein the first node is not of the first plurality of nodes and the first 

edge is not of the first plurality of edges: As discussed above for 

elements [1.7] and [1.8], Sections VIII.D.7 and VIII.D.8 above, the 

combined Stokes-Crabtree system would apply Crabtree’s teachings to 

update the graph of Stokes to reflect newly received data, including not 

previously graphed entities and newly detected relationships. Because 

Stokes’ graph reflects entities as nodes and relationships as edges 

(Section VIII.D.3 above) the Stokes-Crabtree graph would be modified 

to 1) include a new node (i.e. a first node) corresponding to the first 

entity as described for element [1.7] (Section VIII.D.7 supra), and 2) 

include a new edge (i.e., a first edge) corresponding to the first 

relationship as described for element [1.8] (Section VIII.D.8 supra). 

Because the first entity is a newly detected entity, its new node (the first 

node) would not be of the first plurality of nodes; and because the first 

relationship is a newly detected relationship, its edge (the first edge) is 

not of the first plurality of edges. 

EX1024, ¶103.  I agree with Dr. Black because the Stokes-Crabtree system would 

modify its graph to add a first node corresponding to the newly detected first entity 

and a first edge corresponding to the newly detected first relationship, neither of 

which is among the first plurality of nodes or edges. 

104. Dr. Black opined: 
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Crabtree reinforces this understanding by teaching that when “a new 

connection is detected [] a CPG may be updated [] with the new 

connection information.” EX1005, [0081]. Accordingly, when the new 

connection information involves an entity not yet represented among 

the graph’s nodes, updating the graph would include adding a node 

corresponding to that entity, and when the new connection information 

involves a relationship not yet represented among the graph’s edges, 

updating the graph would include adding an edge corresponding to that 

relationship. 

EX1024, ¶104.  I agree with Dr. Black because Crabtree confirms that when a new 

connection is detected the graph is updated with the new connection information, 

adding a node for any entity and an edge for any relationship not yet represented. 

105. Dr. Black opined: 

Further, as with elements [1.7] and [1.8], the alleged support identified 

by Applicant for the amendment adding element [1.9] during 

prosecution consisted solely of disclosure that appears verbatim in 

Crabtree. See Section VIII.B above. In particular, Applicant cited ¶¶ 

[93]-[94] and [96] of the as-filed specification as support for amending 

claim 1 to incorporate element [1.9], which are identical to ¶¶ [0078]-

[0079] and [0081] of Crabtree. EX1002, 108-109/290, 231/290; 

EX1005, [0078]-[0079] and [0081]. Thus, yet again, the disclosure 

Applicant relied upon as written description support for element [1.9] 

was already disclosed in Crabtree before the alleged invention date. 

EX1024, ¶105.  I agree with Dr. Black because as with elements [1.7] and [1.8], the 

disclosure the Applicant relied upon as written description support for element [1.9] 

was already disclosed in Crabtree before the alleged invention date. 
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10. Element [1.10] 

[1.10] identify, based on the modified representation of the first graph, an 

attack path that could be involved in an attack involving the first entity, 

106. Dr. Black opined: 

Stokes-Crabtree satisfies this element. Stokes describes using its graph 

to identify lateral movement paths associated with malicious nodes. For 

example, Stokes explains that, “[w]ith forensic analysis, given a 

malicious node, possible lateral movement leading into or out of the 

node is identified,” and that, “[s]tarting with an infected computer or 

user account, forensic analysis identifies other compromised 

computers.” EX1004, [0028]; see also id., [0038] (explaining that “a 

series of lateral movements can be represented as a path through the 

network connection graph 173”). Thus, Stokes identifies lateral 

movements in a graph by first identifying a malicious node and then 

analyzing the graph’s inbound and outbound paths from that node based 

on their path-rate scores. Id., [0068]-[0071], FIG. 4. Stokes further 

explains that an infected computer “may be the source of the initial 

infection, an intermediate node in the lateral movement path, or the 

final destination in the attack.” Id., [0062]. 

EX1024, ¶106.  I agree with Dr. Black because Stokes-Crabtree satisfies this 

element, because Stokes uses its graph to identify lateral movement paths associated 

with a malicious node through forensic analysis of the graph's inbound and outbound 

paths.  In particular, Stokes explicitly says that it identifies “possible lateral 

movement,” which means identifying an attack path that could be involved in an 

attack involving the first entity.  EX1004, [0028]; see also [0020] (“Graph-based 

detection systems and techniques are provided to identify potential malicious lateral 
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movement paths.”).  In fact, I note that Stokes has a lengthy description of avoiding 

false positives in determining potential lateral movement paths.  Id., [0044]-[0046]. 

107. Dr. Black opined: 

Stokes expressly frames such lateral movement paths as attacker 

activity, explaining that lateral movement “can be viewed as a set of 

malicious paths corresponding to the attacker’s activity.” EX1004, 

[0003]; see also id., [0002] (“Next, the attacker begins to use lateral 

movement techniques to explore the network, i.e., the process an 

attacker uses to move from one computer to the next in a compromised 

network.”). Accordingly, Stokes’s identified malicious paths disclose 

the claimed “attack path that could be involved in an attack.” 

EX1024, ¶107.  I agree with Dr. Black because Stokes expressly frames its malicious 

lateral movement paths as attacker activity, so that those paths disclose the claimed 

attack path that could be involved in an attack. 

108. Dr. Black opined: 

As discussed above for elements [1.7] and [1.9], Sections VIII.D.7 and 

VIII.D.9 supra, the Stokes-Crabtree combination would include a 

modified graph representation that incorporates a newly-identified first 

entity as a first node in the graph. A POSITA would understand that 

after the first node is added to the modified graph, Stokes’s forensic 

analysis techniques would determine whether that node lies along a 

malicious path. For example, when a node representing a computer or 

account not represented in the initial graph is added to the modified 

graph, Stokes’s forensic analysis would identify a malicious path in the 

modified graph that includes that computer or account. EX1004, 

[0038]-[0039], [0047], [0066]. 

EX1024, ¶108.  I agree with Dr. Black because after the newly identified first entity 

is added to the modified graph as a first node, Stokes's forensic analysis would 

identify a malicious path in the modified graph that includes that node. 
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109. Dr. Black opined: 

Stokes’s teachings regarding forensic analysis further reinforce this 

conclusion. Stokes explains that, “[w]ith forensic analysis, given a 

malicious node, possible lateral movement leading into or out of the 

node is identified,” and that, “[s]tarting with an infected computer or 

user account, forensic analysis identifies other compromised 

computers.” EX1004, [0028]. Stokes thereby identifies lateral 

movements in a graph by first identifying a malicious node “on a 

network connection graph” and analyzing the graph’s inbound and 

outbound paths from that node based on their path-rate score. Id., 

[0068]-[0071], FIG. 4. Stokes further explains that an infected 

computer “may be the source of the initial infection, an intermediate 

node in the lateral movement path, or the final destination in the attack.” 

Id., [0062]. 

EX1024, ¶109.  I agree with Dr. Black because Stokes’s forensic analysis reinforces 

this conclusion, because it identifies possible lateral movement into and out of a 

given malicious node by analyzing the graph's inbound and outbound paths 

according to their path-rate scores. 

110. Dr. Black opined: 

Stokes provides an example of identifying attack paths in its Figure 3. 

Figure 3 depicts an example network connection graph including nodes 

A-M; nodes A-M include a known compromised (i.e., infected) node G 

as well as nodes that are one and two hops away from node G along 

inbound and outbound paths. EX1004, FIG. 3, [0063]. Stokes describes 

performing inbound and outbound path analysis for compromised node 

G based on path rate scores using a forensic analysis module. Id., 

[0067]-[0071]. In the example of Figure 3, this analysis identifies “the 

unknown compromised computers and user accounts (dashed nodes C, 

F, I, L, and M) along the malicious access path (dashed lines).” Id., 

[0066] (emphasis added). Figure 3 is reproduced and annotated below. 

In annotated Figure 3, compromised node G is highlighted and 

malicious access paths (shown in Fig. 3 as dashed black dashed arrows) 

are annotated using red dashed arrows to highlight those paths. 
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Id., FIG. 3 (annotated). As explained above for elements [1.7] and [1.9], 

Sections VIII.D.7 and VIII.D.9 above, Stokes-Crabtree teaches 

identifying a new first entity and modifying the graph to include a first 

node corresponding to that first entity. EX1004, [0048], [0066]-[0071]. 

A POSITA would have recognized an obvious use case in which the 

Stokes-Crabtree combination identifies a malicious path (i.e., attack 

path) based on the modified graph, and where the identified attack path 

involves the first entity. For example, a POSITA would have 

recognized an obvious use case in which compromised node G 

(highlighted above) corresponds to an entity not represented in the 

initial graph, and the Stokes-Crabtree system identifies the red dashed 
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paths of annotated Figure 3, above, as attack paths involved in an attack 

involving the entity that corresponds to compromised node G (i.e., the 

first entity). Such use cases include a known malicious entity or a 

computer or account included in Stokes’s “compromised computer and 

account list” newly accessing the network or the known compromised 

node otherwise having been newly added to the graph (for example for 

not having been previously accessed within the relevant time period for 

the graph). EX1004, [0045], [0048]. A POSITA would understand that 

in other obvious use cases, identified attack paths would be involved in 

attacks involving other entities, such as an entity which corresponds to 

another node of Figure 3 and was not represented in the initial graph. 

EX1024, ¶110.  I agree with Dr. Black because Stokes’s Figure 3 provides an 

example of identifying attack paths around a compromised node, and a POSITA 

would have recognized the obvious use case in which the Stokes-Crabtree 

combination identifies such an attack path, based on the modified graph, that 

involves the newly added first entity. 

111. Dr. Black opined: 

Accordingly, Stokes-Crabtree teaches identifying attack paths 

involving a particular entity represented as a node in the graph. 

EX1024, ¶111.  I agree with Dr. Black because Stokes-Crabtree teaches identifying 

attack paths involving a particular entity represented as a node in the graph. 

11. Element [1.11] 

[1.11] wherein identifying the attack path comprises: 

identifying a second entity that can be reached using the first entity, wherein 

the second entity corresponds to a second node, and the second node is related by 
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one or more edges to the first node corresponding to the first entity in the modified 

representation of the first graph; and,  

identifying a third entity that can be reached using the second entity, 

wherein the third entity corresponds to a third node, and the third node is related 

by one or more edges to the second node in the modified representation of the first 

graph; and 

112. Dr. Black opined: 

Stokes-Crabtree satisfies this element. 

EX1024, ¶112.  I agree with Dr. Black because Stokes-Crabtree satisfies this 

element. 

113. Dr. Black opined: 

Wherein identifying the attack path comprises: identifying a second 

entity that can be reached using the first entity, wherein the second 

entity corresponds to a second node, and the second node is related by 

one or more edges to the first node corresponding to the first entity in 

the modified representation of the first graph: As described above for 

element [1.10], Section VIII.D.10 above, Stokes explains that “a series 

of lateral movements can be represented as a path through the network 

connection graph.” EX1004, [0038]. Further, Stokes explains that “one 

input parameter to the system is K, the number of hops in suspicious 

paths which can also be considered the desired subpath length,” where 

“K may be set equal to 2” or “longer subpaths with length K≥3 may be 

used.” Id., [0041]. Thus, Stokes teaches identifying paths through the 

graph comprising sequences of nodes connected by edges, including 

paths in which a second node is one hop away from a first node (i.e., 

related to the first node by at least one edge). 
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EX1024, ¶113.  I agree with Dr. Black because Stokes teaches identifying paths 

through the graph that comprise sequences of nodes connected by edges, including 

a path in which a second node is one hop from, and thus related by at least one edge 

to, the first node. 

114. Dr. Black opined: 

Stokes’s forensic analysis discussion likewise describes “possible 

lateral movement leading into or out of the node,” including direct 

connections that are one hop away from a first node (e.g., such that a 

second node is related by an edge to the first node, and such that an 

entity corresponding to the second node can be reached by an entity 

corresponding to the first node). EX1004, [0005], [0028], [0064]-

[0065]. 

EX1024, ¶114.  I agree with Dr. Black v Stokes’s forensic analysis describes direct, 

one-hop connections in which a second node is related by an edge to the first node 

and the corresponding second entity can be reached using the first entity. 

115. Dr. Black opined: 

Wherein identifying the attack path comprises … identifying a third 

entity that can be reached using the second entity, wherein the third 

entity corresponds to a third node, and the third node is related by one 

or more edges to the second node in the modified representation of the 

first graph: Stokes’s forensic analysis discussion further describes 

indirect connections that are two or more hops away from a first node 

(e.g., such that a third node is related by an edge to the second node, 

and such that an entity corresponding to the third node can be reached 

by the entity corresponding to the second node). EX1004, [0064]-

[0065]. Consistent with Stokes’s disclosure of K-hop paths, these 

indirect connections correspond to paths that traverse from the first 

node to a second node and then to a third node, thereby identifying a 

third entity that can be reached using the second entity, as set forth in 

claim 1. 
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EX1024, ¶115.  I agree with Dr. Black because Stokes’s forensic analysis describes 

indirect connections of two or more hops, consistent with its K-hop paths, that 

traverse from the first node to a second node and then to a third node, thereby 

identifying a third entity that can be reached using the second entity. 

116. Dr. Black opined: 

Stokes’s teaching of element [1.11] is further reflected in Figure 3, 

reproduced and annotated below. 

 

Id., FIG. 3 (annotated). As explained for element [1.10], Section 

VIII.D.10 above, Figure 3 teaches a first node (compromised node G, 

highlighted in yellow) and identifying the malicious access paths (i.e., 

attack paths, annotated as red dashed arrows) flowing through that node 

and the unknown compromised entities (computers and accounts) 

connected by those paths. As shown in Figure 3, above, this includes 
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identifying a second node (node I, highlighted in purple) that 

corresponds to a second entity and is connected (i.e., related) by an edge 

to the first node (compromised node G), as well as identifying a third 

node (node L, highlighted in green) that corresponds to a third entity 

and is connected by an edge to the second node. 

EX1024, ¶116.  I agree with Dr. Black because Figure 3 of Stokes illustrates this 

element, identifying a second node related by an edge to the first node and a third 

node related by an edge to the second node along the annotated attack paths. 

12. Element [1.12] 

[1.12] generate a report comprising an identification of the first entity and 

at least one of the second entity and the third entity. 

117. Dr. Black opined: 

Stokes-Crabtree satisfies this element. 

EX1024, ¶117.  I agree with Dr. Black because Stokes-Crabtree satisfies this 

element. 

118. Dr. Black opined: 

Stokes discloses a ranking module that is “configured to rank the 

plurality of paths… and output results of the ranking,” EX1004, [0007] 

see also id., [0047] (“The results 190 are output”), Fig. 1 (depicting 

results 190 output from the server). Stokes further explains that “[t]he 

ranking module [] may rank the outputs from the general detection 

module [] and/or the forensic analysis module [] to aid in the 

determination of previously unknown compromised nodes,” where 

“[t]he highest ranked paths, with the lowest score, are the most rare and 

are more likely to correspond to malicious lateral movement.” Stokes 

goes on to describe that “[i]n the forensic analysis case, a user (e.g., an 

analyst) can investigate other highly ranked paths to discover additional 

compromised nodes,” and that “[f]or general detection, a user (e.g., an 
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analyst) can focus on nodes with a remote file execution detection and 

highly ranked path-rate scores for manual investigation or additional 

monitoring.” Id., [0047]. Such output allows an “analyst” or “system 

administrator” to then investigate identified suspicious paths manually. 

Id., [0048]. A POSITA would understand such output of results to a 

user to constitute a “report.” See EX1018, 450 (defining a “report” as 

“[t]he presentation of information about a given topic”). Because the 

ranked paths are sequences of edges connecting sequences of nodes, 

and because Stokes teaches that a user can investigate certain paths and 

focus on certain nodes, the output results would identify the entities 

included in each path (e.g., the computers and/or user accounts 

corresponding to the nodes in the path, and thus, for paths with at least 

two hops, the first entity and at least one of the second entity or the third 

entity included in the path). Id., [0027]. 

EX1024, ¶118.  I agree with Dr. Black because Stokes discloses outputting ranked 

path results that a POSITA would understand to constitute a report, and those results 

identify the entities included in each path, including the first entity and at least one 

of the second or third entities. 

119. Dr. Black opined: 

Crabtree reinforces this understanding by teaching that cybersecurity 

analysis results may be presented to users in the form of reports 

providing visualizations identifying relevant entities and resources. For 

example, Crabtree discloses the ability to “format and deliver 

customized reports and dashboards.” EX1005, [0063]-[0064]. Crabtree 

further discloses producing “a graph visualization of users, servers, 

devices, and other resources” and a “recommendation report.” Id., 

[0076], [0080]-[0081]. Such reports, alerts, dashboards, and 

visualizations identify the relevant entities implicated by the underlying 

cybersecurity analysis. 
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EX1024, ¶119.  I agree with Dr. Black because Crabtree reinforces this by teaching 

that cybersecurity analysis results may be presented in customized reports, 

dashboards, and visualizations that identify the relevant entities and resources. 

120. Dr. Black opined: 

While Stokes already teaches one form of reports, a POSITA would 

have been motivated with a reasonable expectation of success to 

enhance the Stokes reporting with the formatted and customized reports 

taught by Crabtree. Supra Section C. This would have involved minor 

changes to include the reporting modules taught by Crabtree. 

Accordingly, Stokes teaches generating output results that identify 

entities involved in suspicious paths, and Crabtree confirms that it was 

well known to present such graph analysis results in a report identifying 

the relevant entities for investigation. A POSITA therefore would have 

been motivated to generate a report including the data Stokes teaches 

outputting, in order to present the results of the graph-based analysis in 

a format that is more useful to an analyst conducting an investigation, 

including the formatted and customized reports taught by Crabtree. 

Further, in view of at least the disclosures of Stokes and Crabtree, 

generating such a report would have been routine and well within the 

ordinary skill of a POSITA. 

EX1024, ¶120.  I agree with Dr. Black because a POSITA would have been 

motivated, with a reasonable expectation of success, to generate the report Stokes 

teaches outputting using the formatted and customized reporting taught by Crabtree, 

which would have required only routine changes. 

121. Dr. Black opined: 

Further, as with elements [1.7]-[1.9], the alleged support identified by 

Applicant for the amendment adding element [1.12] during prosecution 

consisted solely of disclosure that appears verbatim in Crabtree. See 

Section VIII.B above. In particular, Applicant cited ¶¶ [91] and [96]-

[98] and Figure 11 of the as-filed specification as support for amending 
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claim 1 to incorporate element [1.12], which are substantively identical 

to ¶¶ [0076] and [0081]-[0083] and Figure 11 of Crabtree3. EX1002, 

107/290, 109-110/290, 231/290; EX1005, [0076], [0081]-[0083], FIG. 

11. Accordingly, the disclosure Applicant relied upon as written 

description support for element [1.12] was already disclosed in 

Crabtree before the alleged invention date. 

EX1024, ¶121.  I agree with Dr. Black because the disclosure the Applicant relied 

upon as written description support for element [1.12] was already disclosed in 

Crabtree before the alleged invention date. 

E. Claim 9 

 

122. In my opinion, the ’627 patent uses the term “cyber-physical graph” to 

describe a graph “comprising nodes representing entities associated with the 

organization and edges representing relationships between entities associated with 

the organization.” EX1001, 3:16-21. As the ’627 patent explains, one example of 

such a graph “represent[s] the relationships between devices, users, resources, and 

processes in the organization, and contextualiz[es] cybersecurity information with 

physical and logical relationships that represent the flow of data and access to data 

within the organization including, in particular, network security protocols and 

 
3   ¶ [0076] of Crabtree has a typographical error (“method 50966” should be 

“method 1100”), but is otherwise identical to ¶ [91] of the as-filed specification. ¶¶ 

[0081]-[0083] of Crabtree are identical to ¶¶ [96]-[98] of the as-filed specification. 

 
[9] The computer system of claim 1, wherein the first graph is a cyber-physical 

graph. 
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procedures.” EX1001, 19:46-52. Based on my review of the specification, the 

defining characteristics of a cyber-physical graph are therefore that its nodes 

represent organizational entities, its edges represent the relationships among those 

entities, and the graph as a whole associates cybersecurity information with the 

physical and logical relationships through which data flows and is accessed within 

the organization. 

123. As I explained above regarding elements [1.3] through [1.5], Stokes 

discloses a “network connection graph 173” whose “nodes” represent “computers 

and user accounts,” which are entities associated with the organization, and whose 

edges represent “computer-to-computer connections or user logon events,” which 

are relationships between those entities. EX1004, [0025]. In my opinion, Stokes’s 

graph is a cyber-physical graph. It satisfies the first part of the ’627 patent’s 

description because its nodes “represent[] entities associated with the organization 

and edges representing relationships between entities associated with the 

organization.” EX1001, 3:16-21. It also satisfies the second part because it 

“represent[s] the relationships between devices, users, resources, and processes in 

the organization.” EX1001, 19:46-52. As I explained above regarding element [1.6], 

Stokes builds this graph from streamed “real-time” data (EX1004, [0023]), including 

“Kerberos record[s]” of connection events (EX1004, [0038]), so the graph 

“represent[s] the flow of data and access to data within the organization.” EX1001, 
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19:46-52. And as I explained above regarding element [1.10], Stokes uses this graph 

to analyze the “lateral movement[s]” into and out of a “malicious node” (EX1004, 

[0028]), so the graph “contextualiz[es] cybersecurity information with physical and 

logical relationships.” EX1001, 19:46-52. In my opinion, a POSITA would have 

recognized that Stokes’s graph satisfies each of these characteristics because it 

unifies the organization’s entities, their connections, and the security-relevant events 

among them within a single directed graph structure used for attack analysis. 

F. Claim 10 

124. As I explained above regarding element [1.12], Crabtree discloses the 

ability to “finely customize reports and dashboards to specific audiences,” including 

the “issuance of specialized alerts [to] assist in getting the correct mitigating actions 

done.” EX1005, [0064]. In my opinion, these teachings disclose generating the 

reports recited in claim 10, because Crabtree’s reporting is directed to presenting the 

results of graph-based cybersecurity analysis to the personnel responsible for 

responding to a threat and to tailoring both the content and the recipients of that 

output. 

125. As I explained above regarding element [1.12], in my opinion it would 

have been obvious to a POSITA to combine the reporting modules of Stokes and 

Crabtree. Stokes already outputs the ranked results of its path analysis, and Crabtree 

 [10] The computer system of claim 9, wherein the report is an alert. 
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supplies well-known techniques for formatting those results into customized reports, 

dashboards, and alerts. In my opinion, incorporating Crabtree’s reporting into the 

Stokes-Crabtree system would have required only routine implementation and 

would have improved the usefulness of the output by directing the appropriate 

mitigating actions to the appropriate personnel. 

G. Claim 15 

126. Stokes describes that the “client devices” and “server” of its computer 

system can “be implemented using a variety of computing devices.” EX1004, 

[0022]. In my opinion, a POSITA would have understood that this variety of 

computing devices includes virtual computing machines, which were well known as 

of the relevant date. Crabtree confirms this understanding, disclosing that its system 

can be “implemented in one or more virtualized computing environments (e.g., 

network computing clouds, virtual machines hosted on one or more physical 

computing machines, or other appropriate virtual environments).” EX1005, [0085]. 

127. In my opinion, a POSITA would have been motivated to combine this 

teaching with Stokes because of the well-known benefits of using virtual computing 

machines. Virtual computing machines were known to be easier to administer than 

physical computing machines, because new computing resources could be 

provisioned through software within a few minutes, whereas provisioning new 

 
[15] The computer system of claim 1, wherein the computer system comprises 

a plurality of virtual computing machines. 
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physical machines could take days or even weeks and was more costly. In the context 

of securing a network, to which both Stokes and Crabtree are directed, virtual 

computing machines offer the further advantage that a compromised resource can be 

isolated and shut down through software, and an administrator can recover an earlier 

virtual machine snapshot to restore the machine to an uncompromised state. In my 

opinion, a POSITA also would have had a reasonable expectation of success in 

combining Stokes with virtual machines, because the implementation of virtual 

machines was well known and ubiquitous and could be accomplished using off-the-

shelf software such as VMware or Windows. 

H. Claim 18 

1. Elements [18.1]-[18.5], [18.7], and [18.9] 

128. Dr. Black opined: 

Elements [18.1]-[18.5], [18.7], and [18.9] are substantively identical to 

elements [1.1]-[1.5], [1.6] and [1.8], respectively. EX1016, 1-2. Stokes-

Crabtree satisfies those elements for the same reasons explained above 

for elements [1.1]-[1.5] and, [1.6], and [1.8] in Sections VIII.D.1-

VIII.D.5, VIII.D.6 and VIII.D.8, above. 

EX1024, ¶156.  I agree with Dr. Black because elements [18.1]-[18.5], [18.7], and 

[18.9] are substantively identical to elements [1.1]-[1.5], [1.6] and [1.8], 

respectively. Stokes-Crabtree satisfies those elements for the same reasons explained 

above for elements [1.1]-[1.5] and, [1.6], and [1.8]. 
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2. Element [18.6] 

129. Dr. Black opined: 

Stokes-Crabtree satisfies this element. As discussed above for element 

[1.10], Section VIII.D.10 above, Stokes teaches identifying plural paths 

through the graph that correspond to malicious lateral movement and 

thus correspond to the claimed “attack paths.” EX1004, [0003] 

(explaining that lateral movement “can be viewed as a set of malicious 

paths corresponding to the attacker’s activity”), [0029] (“to discover a 

new attack, general detection identifies unknown lateral movement 

across nodes which are not known to be compromised”), [0038]-[0039] 

(“a series of lateral movements can be represented as a path through the 

network connection graph… [m]alicious lateral movement subgraphs 

may be identified in the network connection graph,” and the system 

may “search for malicious subpaths (i.e., rare K‑hop paths), and then 

construct the overall malicious graph by joining these subpaths 

together”). 

EX1024, ¶157.  I agree with Dr. Black because Stokes-Crabtree satisfies this 

element, because Stokes teaches identifying a plurality of paths through the graph 

that correspond to malicious lateral movement and thus to the claimed attack paths. 

130. Dr. Black opined: 

Stokes provides an example of identifying such malicious paths in its 

Figure 3. Stokes explains that “in FIG. 3, a known compromised node 

(denoted as [node] G) is discovered and the task is to identify the 

unknown compromised computers and user accounts (dashed nodes C, 

F, I, L, and M) along the malicious access path (dashed lines).” 

EX1004, [0066]. As an illustrative example, a first modified version of 

[18.6] identify, based on the representation of the first graph, a first plurality of 

attack paths comprising a first entity of the first plurality of entities, wherein each 

attack path of the first plurality of attack paths targets a second entity of the first 

plurality of entities, 
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Stokes’s Figure 3 is provided below with annotations4 (red dashed 

lines) depicting an obvious use case of Stokes graph in a network 

setting. The modified Figure 3 shows a plurality of malicious paths 

identified using Stokes’s techniques, including a first path (including 

nodes C, F, G, J, and M) and a second path (including nodes C, F, G, I, 

and M). In modified Figure 3, node G (representing a first entity 

included in the first and second paths) is highlighted in yellow, and 

node M (representing a second entity at the end of the first and second 

paths) is highlighted in purple. As shown, the first and second paths 

each include the edge between nodes C and F and the edge between 

nodes F and G; the paths then diverge downstream of node G, as 

indicated by the red numeric labels. 

 

As shown above, the first and second paths each comprise a first entity, 

represented by node G, and terminate at a second entity, represented by 

node M. In addition to being the endpoint at which the first and second 

paths terminate, node M is one of the “unknown compromised 

 
4   In the first modified version of Figure 3, for ease of explanation, the edge leading 

from node I to node L has been converted from a dashed line to a solid line, node L 

has been converted from a dashed node to a solid node, node J has been converted 

from a solid node to a dashed node, and the edges leading from node G to node J 

and from node J to node M have been converted from solid lines to dashed lines. 

Further, the bracketed inbound and outbound path labels and time arrow have been 

omitted. 
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computers and user accounts” included in these paths. EX1004, [0066]. 

Accordingly, node M corresponds to the claimed second entity targeted 

by the first plurality of attack paths. This is consistent with the ‘627 

patent, in which the exemplary attack paths shown in Figure 22 

terminate at a target device 2206. EX1001, FIG. 22, 28:4-65. 

EX1024, ¶158.  I agree with Dr. Black because Stokes’s Figure 3 illustrates a 

plurality of malicious paths that each comprise a first entity, represented by node G, 

and terminate at a second entity, represented by node M, which corresponds to the 

claimed second entity targeted by the first plurality of attack paths. 

131. Dr. Black opined: 

Thus, Stokes teaches identifying, based on a representation of a first 

graph, a first plurality of attack paths that each comprise a first entity 

and target a second entity, where the first and second entities are among 

a plurality of entities represented by nodes in the graph. 

EX1024, ¶159.  I agree with Dr. Black because Stokes teaches identifying, based on 

the representation of the first graph, a first plurality of attack paths that each 

comprise a first entity and target a second entity, where both entities are represented 

by nodes in the graph. 

3. Element [18.8] 

132. Dr. Black opined: 

Element [18.8] differs from element [1.7] only in that the former recites 

a “third entity” where the latter recites a “first entity.” EX1016. As 

explained for element [1.7], supra Section VIII.D.7, Crabtree-Stokes 

identifies a newly detected entity, not corresponding to any of the first 

plurality of nodes, in a first portion of streaming data. While such 

disclosure was mapped to a “first entity” for purposes of element [1.7], 

such disclosure equally satisfies the “third entity” for purposes of 

element [18.8] for the same reasons explained for element [1.7]. 
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EX1024, ¶160.  I agree with Dr. Black because element [18.8] differs from element 

[1.7] only in reciting a third entity rather than a first entity, and the newly detected 

entity identified by Crabtree-Stokes satisfies the third entity of element [18.8] for 

the same reasons explained for element [1.7]. 

4. Element [18.10] 

133. Dr. Black opined: 

Element [18.10] differs from element [1.9] in that the former recites a 

“third entity,” a “node corresponding to the third entity,” and “an edge 

corresponding to the first relationship” where the latter recites a “first 

entity,” a “first node corresponding to the first entity,” and “a first edge 

corresponding to the first relationship.” EX1016. As explained for 

element [1.9], supra Section VIII.D.9, Crabtree-Stokes modifies a 

graph to include a new node corresponding to a newly detected entity 

and not of the first plurality of nodes, as well as updating the graph to 

include a new edge corresponding to a newly detected relationship and 

not of the first plurality of edges. While such disclosures were mapped 

to the “first entity,” “first node corresponding to the first entity,” and “a 

first edge corresponding to the first relationship” for purposes of 

element [1.9], such disclosure equally satisfies, respectively, the “third 

entity,” “node corresponding to the third entity,” and “an edge 

corresponding to the first relationship” for purposes of element [18.10] 

for the same reasons explained for element [1.9]. 

EX1024, ¶161.  I agree with Dr. Black because element [18.10] differs from element 

[1.9] only in reciting a third entity, a node corresponding to that third entity, and an 

edge corresponding to the first relationship, and the graph modifications taught by 

Crabtree-Stokes satisfy those recitations for the same reasons explained for element 

[1.9]. 
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5. Element [18.11] 

[18.11] identify, based on the modified representation of the first graph, a second 

plurality of attack paths comprising the first entity, wherein each attack path of 

the second plurality of attack paths targets the second entity, and wherein an attack 

path of the second plurality of attack paths comprises the third entity. 

134. Dr. Black opined: 

Stokes-Crabtree satisfies this element. As discussed above for element 

[18.6], Section VIII.O.2 above, Stokes describes representing a series 

of lateral movements as a path through a network connection graph; the 

example graph shown in Figure 3 includes a plurality of such paths. 

EX1004, FIG. 3, [0003], [0029], [0038]-[0039], [0066]. 

EX1024, ¶162.  I agree with Dr. Black because Stokes-Crabtree satisfies this 

element, because Stokes represents a series of lateral movements as a path through 

the network connection graph and its Figure 3 includes a plurality of such paths. 

135. Dr. Black opined: 

Still further, as discussed above for elements [1.9] and [18.10], Section 

bVIII.D.9 and VIII.O.4 above, the Stokes-Crabtree combination 

teaches a modified graph representation that includes nodes 

corresponding to entities that were not represented by nodes in the 

graph representation before the modification, including the claimed 

third entity. EX1004, [0051]; EX1005, FIG. 1, [0050], [0081]. In an 

example where a newly added node corresponds to an unknown 

compromised computer or user account, the Stokes-Crabtree system 

would identify, based on the modified graph, a malicious path that 

includes the entity corresponding to that node, (i.e., the claimed third 

entity). A POSITA would have understood that malicious lateral 

movements in a network would involve a malicious actor exploring and 

accessing multiple resources throughout the network, including to 

acquire additional credentials enabling access to additional network 

resources, and that the Stokes-Crabtree graph would be updated to 

reflect such exploration and access.. EX1004, [0002] (“Next, the 

attacker begins to use lateral movement techniques to explore the 
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network, i.e., the process an attacker uses to move from one computer 

to the next in a compromised network. This is usually done by logging 

onto additional computers using the user’s compromised credentials, 

exploring or creating network shares to these computers in the 

network.”), [0031] (“Once an attacker has obtained the credentials to a 

privileged account, such as a domain administrator, a remote file 

execution (RFE) can be used to infect other computers on the network 

at will.”); EX1017, 4:10-21 (“Through the attachment the attacker may 

gain access to a host device, and subsequently use that initial access to 

gain further access to a system resource such as stored data or a 

process. Such further access may then be leveraged to acquire 

credentials enabling additional access to system resources. In this way, 

an attacker may explore a computing environment…. Through this 

exploration, the attacker’s access may spread until it is able to gain 

access to a potentially valuable target.”) (emphasis added). 

EX1024, ¶163.  I agree with Dr. Black because the modified Stokes-Crabtree graph 

would include a node corresponding to a newly detected third entity, such as an 

unknown compromised computer or user account, and the system would identify a 

malicious path that includes that third entity, consistent with a POSITA's 

understanding that lateral movement involves an attacker exploring and accessing 

multiple network resources. 

136. Dr. Black opined: 

Such a scenario is depicted in a second modified version of Stokes’s 

Figure 3 provided below with annotations5. The second modified 

 
5   As in the first modified version of Stokes’s Figure 3 provided for element [18.6], 

for ease of explanation, the edge leading from node I to node L has been converted 

from a dashed line to a solid line, node L has been converted from a dashed node to 

a solid node, node J has been converted from a solid node to a dashed node, and the 

edges leading from node G to node J and from node J to node M have been converted 

from solid lines to dashed lines in the second modified version. Further, new black 
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version of Figure 3 includes annotations (red dashed lines) showing a 

second plurality of attack paths including a first path (including nodes 

C, F, G, J, and M) and a second path (including nodes C, F, G, I, and 

M). Node G (corresponding to the first entity) is highlighted in yellow, 

and node M (corresponding to the second entity) is highlighted in 

purple. Further, a new node N added to the modified representation of 

the first graph (corresponding to a third, newly-identified entity) is 

highlighted in blue. Node N is included in a third path of the second 

plurality of attack paths; the third path also includes nodes C, F, G, and 

M. As shown, the first, second, and third paths each include the edge 

between nodes C and F and the edge between nodes F and G; the paths 

then diverge downstream of node G, as indicated by the red numeric 

labels. 

 

When new entities are identified in incoming event data in the Stokes-

Crabtree system, the graph would be modified to include nodes 

corresponding to the newly identified entities; node N represents such 

a node. In the above example, the first, second, and third paths each 

comprise the first entity (i.e., the same first entity included in the first 

 

dashed lines have been added to represent the edge between nodes G and N and the 

edge between nodes N and M, and the bracketed inbound and outbound path labels 

and time arrow have been omitted. 
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plurality of attack paths discussed above for element [18.6], Section 

VIII.O.2 above, represented by node G) and terminate at the second 

entity (i.e., the same second entity at which the first plurality of attack 

paths terminate, represented by node M). Further, as discussed above 

for element [18.6], Section VIII.O.2 above, node M corresponds to an 

entity that is targeted by the first and second plurality of attack paths 

(i.e., the claimed second entity); thus, the third path targets the second 

entity (node M), at which it terminates. Furthermore, as shown, node N 

of the third path corresponds to a newly-identified entity (i.e., the 

claimed third entity); thus, the third path shown in modified Figure 3 is 

an attack path of the second plurality of attack paths that comprises the 

third entity. 

EX1024, ¶164.  I agree with Dr. Black because as illustrated in the second modified 

version of Figure 3, the paths of the second plurality of attack paths each comprise 

the first entity, represented by node G, and terminate at the second entity, represented 

by node M, and the third path further comprises the newly identified third entity, 

represented by node N. 

137. Dr. Black opined: 

A POSITA would recognize the obvious use case (as reflected in the 

second modified version of Figure 3) in which an attacker, after 

unsuccessfully attempting to access the second entity (node M) through 

the entities corresponding to nodes I and J, tries to access a different 

entity in the network (for example one having different access 

credentials), specifically the third entity (node N), in an attempt to reach 

the second entity via the third entity. 

EX1024, ¶165.  I agree with Dr. Black because a POSITA would recognize the 

obvious use case in which an attacker, after unsuccessfully attempting to reach the 

second entity through the entities corresponding to nodes I and J, attempts to reach 

it through a different entity corresponding to the third entity, represented by node N. 
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138. Dr. Black opined: 

A POSITA would also recognize a malicious entity targeting the second 

entity (node M) through additional entities not represented by nodes in 

the second modified version of Figure 3. In such an example, the graph 

would be modified to include additional nodes between nodes G and M 

that correspond to the additional entities (i.e., in addition to node N), 

for use in identifying additional malicious paths including those 

entities. 

EX1024, ¶166.  I agree with Dr. Black because a POSITA would likewise recognize 

an attacker targeting the second entity through additional entities not shown in the 

figure, in which case the graph would be modified to include additional nodes for 

those entities and to identify the further malicious paths that include them. 

139. Dr. Black opined: 

Accordingly, Stokes-Crabtree teaches identifying, based on the 

modified representation of the first graph, a second plurality of attack 

paths comprising the first entity, wherein each attack path of the second 

plurality of attack paths targets the second entity, and wherein an attack 

path of the second plurality of attack paths comprises the third entity. 

EX1024, ¶167.  I agree with Dr. Black because Stokes-Crabtree teaches identifying, 

based on the modified representation of the first graph, a second plurality of attack 

paths comprising the first entity, each of which targets the second entity, and at least 

one of which comprises the third entity. 

6. Claim 19 

140. See Claim 9.   

 
[19] The computer system of claim 18, wherein the first graph is a cyber-

physical graph. 
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IX. GROUND 2: CLAIMS 20 AND 21 ARE OBVIOUS OVER STOKES IN 

VIEW OF CRABTREE AND SEKAR 

141. As explained below, claims 20 and 21 are obvious over Stokes in view 

of Crabtree and Sekar. 

A. Sekar (EX1006) 

142. Dr. Black opined: 

Sekar is a U.S. patent application filed August 19, 2019, and claiming 

priority to a provisional application filed August 17, 2018, and thus 

qualifies as prior art under at least 35 U.S.C. § 102(a)(2). EX1006, 

Cover. Sekar is analogous art to the ‘627 patent because they are both 

in the same field of endeavor of graph-based detection of attack-related 

activity in computer networks. EX1001, Abstract, 2:52-4:13; EX1006, 

[0027]-[0034]. 

EX1024, ¶183.  I agree with Dr. Black because Sekar qualifies as prior art under at 

least 35 U.S.C. § 102(a)(2) and is analogous art to the '627 patent, because both fall 

within the same field of graph-based detection of attack-related activity in computer 

networks. 

143. Dr. Black opined: 

Sekar discloses graph-based backward analysis for identifying the point 

of origin or entry point of an attack based on event flows or 

dependencies in a graph. In particular, Sekar describes processing 

suspect vertices and tracing backward to reachable source vertices to 

identify each entry point of an attack, and further describes determining 

the attacker’s initial point of entry through backward analysis before 

performing forward analysis to assess impact. EX1006, [0239], [0269]. 

EX1024, ¶184.  I agree with Dr. Black because Sekar discloses graph-based 

backward analysis that traces from suspect vertices back to reachable source vertices 
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to identify an attack's point of origin, or entry point, before performing forward 

analysis to assess impact. 

B. Combining Stokes, Crabtree, And Sekar 

144. Dr. Black opined: 

A POSITA would have found it obvious to implement a combination 

of Stokes and Crabtree, as discussed above at Section VIII.C. A 

POSITA further would have been motivated, with a reasonable 

expectation of success, to combine the teachings of Stokes-Crabtree 

with Sekar’s teachings regarding identifying a point of origin of an 

attack (hereinafter “Stokes-Crabtree-Sekar”). 

EX1024, ¶185.  I agree with Dr. Black because a POSITA would have found it 

obvious to combine Stokes and Crabtree and further would have been motivated, 

with a reasonable expectation of success, to combine Stokes-Crabtree with Sekar's 

teachings regarding identifying the point of origin of an attack. 

145. Dr. Black opined: 

First, Sekar, like Stokes and Crabtree, discloses graph-based 

cybersecurity analysis of attack-related activity. Stokes-Crabtree uses 

event-derived information to update and analyze graphs of entities and 

relationships to identify suspicious paths and other attack-related 

information. EX1004, [0037]-[0040], [0047]-[0048], [0064]-[0071]; 

EX1005, [0063]-[0064], [0072], [0076], [0080]-[0081]. Sekar likewise 

discloses graph-based attack analysis, including backward analysis to 

identify each entry point of an attack and forward analysis to assess 

impact. EX1006, [0239], [0269]. Sekar thus complements Stokes-

Crabtree by providing explicit techniques for identifying a point of 

origin of an attack. 

EX1024, ¶186.  I agree with Dr. Black that Sekar, like Stokes and Crabtree, discloses 

graph-based cybersecurity analysis of attack-related activity, and it complements 
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Stokes-Crabtree by providing explicit techniques for identifying an attack's point of 

origin. 

146. Dr. Black opined: 

Second, a POSITA implementing Stokes-Crabtree would have 

recognized the need not only to identify suspicious paths and 

anomalous activity, but also to determine where that activity originated. 

Stokes already performs backward analysis of inbound paths in a graph 

to determine event flows. EX1004, [0048], [0064], [0070]. Sekar 

expressly teaches determining the initial point of entry of an attacker 

through backward analysis of event flows, including source vertices 

from which suspect vertices are reachable. EX1006, [0239], [0269]. A 

POSITA thus would have been motivated to incorporate Sekar’s 

backward origin-identification techniques into Stokes-Crabtree to 

improve identification of the point of origin for anomalous events and 

attack paths. A POSITA would recognize the benefit of identifying the 

point of origin of an anomalous event because it would allow for 

remedial action against such source. See EX1004, [0061] (disclosing 

that “identified malicious computers and/or user accounts can be shut 

down (i.e., disabled)”). 

EX1024, ¶187.  I agree with Dr. Black because a POSITA implementing Stokes-

Crabtree, which already performs backward analysis of inbound paths, would have 

been motivated to incorporate Sekar's backward origin-identification techniques in 

order to determine where anomalous activity originated and to enable remedial 

action against that source. 

147. Dr. Black opined: 

Third, combining Sekar with Stokes-Crabtree would have predictably 

improved the results of the Stokes-Crabtree system. Stokes identifies 

suspicious attack paths, Crabtree updates the graph used in that analysis 

and reports results, and Sekar adds explicit backward analysis of event 

flows to identify an attack entry point. EX1004, [0037]-[0040], [0047]-
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[0048], [0064]-[0071]; EX1005, [0063]-[0064], [0072], [0076], 

[0080]-[0081]; EX1006, [0239], [0269]. Applying Sekar’s teachings 

would allow suspicious paths to be traced back to their point of origin, 

thereby improving investigation of anomalous activity. 

EX1024, ¶188.  I agree with Dr. Black because combining Sekar with Stokes-

Crabtree would predictably improve the system's results, because Sekar's backward 

analysis would allow suspicious paths to be traced back to their point of origin, 

thereby improving investigation of anomalous activity. 

148. Dr. Black opined: 

Finally, a POSITA would have had a reasonable expectation of success 

in combining Stokes, Crabtree, and Sekar. The references operate in the 

same technical field of graph-based cybersecurity analysis and rely on 

compatible inputs, structures, and objectives. EX1004, [0037]-[0040], 

[0047]-[0048], [0064]-[0071]; EX1005, [0063]-[0064], [0072], [0076], 

[0080]-[0081]; EX1006, [0239], [0269]. Because Sekar’s point of 

origin identification techniques would have been applied to the same 

type of graph-based cybersecurity system disclosed in Stokes-Crabtree, 

incorporating Sekar’s teachings would involve the predictable use of 

known techniques in a closely related system, with no technological 

incompatibility or undue experimentation required. A POSITA 

therefore would have reasonably expected that combining Sekar’s 

techniques for identifying an attack point of origin with the Stokes-

Crabtree framework would successfully yield a graph-based 

cybersecurity system capable of more effective root-cause analysis of 

anomalous activity. 

EX1024, ¶189.  I agree with Dr. Black because a POSITA would have had a 

reasonable expectation of success, because the three references operate in the same 

field of graph-based cybersecurity analysis and rely on compatible inputs, structures, 
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and objectives, so that incorporating Sekar's techniques would involve only the 

predictable use of known techniques without undue experimentation. 

C. Claim 20 

1. Element 20.1 

149. See Claim 18.   

2. Element 20.2 

150. Stokes discloses “[g]raph-based detection systems and techniques ... to 

identify potential malicious lateral movement paths,” where “[a] series of lateral 

movements across computers can be seen as paths constructed by a sequence of 

edges in the same direction.” EX1004, [0020], [0025]. Because the edges in Stokes 

represent events, such as “computer connections and user logon events,” in my 

opinion the disclosed “paths constructed by a sequence of edges in the same 

direction” are the claimed “event flows.” Id., [0006], [0025]. This is consistent with 

the ’627 patent’s own description of “possible event flows” and “interaction 

pathways” through a behavior graph, which likewise treats an event flow as a 

directed pathway of events and interactions between affected nodes. EX1001, 21:54-

[20.1] The computer system of claim 18, wherein identifying the second plurality 

of attack paths comprises: 

[20.2] identifying a first plurality of event flows that could involve the first entity, 

and 
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22:42. In my opinion, a POSITA would have understood an ordered sequence of 

directed edges, each corresponding to an event between a pair of nodes, to be a flow 

of the events represented by those edges. 

151. As I explained above regarding element [18.11], Stokes identifies the 

malicious lateral movements involved in a potential attack within a graph, including 

the inbound and outbound paths from a known compromised node, based on path-

rate scores. EX1004, [0067], [0069]. Stokes’s path-rate score module “generates all 

possible paths and calculates the corresponding path-rate score, p, for each path.” 

Id., [0047]. That path-rate score reflects “how rare (i.e., anomalous) a path is in a 

computer network” (id., [0044]), such that the “highest ranked paths ... are the most 

rare and are more likely to correspond to malicious lateral movement” (id., [0047]). 

In my opinion, the malicious lateral movements identified through the first entity 

and its node therefore reflect an anomalous event flow involving the first entity, 

because Stokes selects those paths precisely on the basis of their rarity, which Stokes 

equates with anomaly. 

152. With reference to the graph depicted in modified Figure 3, as discussed 

above regarding element [18.11] and reproduced below, Stokes describes that the 

dashed lines indicate a malicious access path associated with the known 

compromised node G (first entity) and explains that, “given a malicious node, 
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possible lateral movement leading into or out of the node is identified” based on 

path-rate scores. EX1004, [0028], [0044], [0066]-[0067]. 

 

Id., FIG. 3.  

153. As shown above, modified Figure 3 depicts a plurality of event flows 

involving node G (i.e., a first entity and its node), including a first event flow through 

nodes C-F-G-I-L and a second event flow through nodes C-F-G-I-M. In my opinion, 

Stokes therefore teaches identifying a plurality of event flows that include an 

anomalous event associated with a first entity and its node, because each depicted 

flow is an ordered sequence of directed edges through node G that Stokes has 

identified as malicious based on its path-rate score. 
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3. Element 20.3 

154. As I explained above regarding elements [18.11] and [20.2], Stokes 

uses a graph of nodes, including a known compromised node, and edges, and 

performs forensic analysis on that graph to “identify the unknown compromised 

computers and user accounts ... along the malicious access path.” EX1004, [0066]-

[0071]. Stokes further explains that “[s]earching for potentially compromised 

nodes ... considers inbound paths,” which means that Stokes identifies the upstream 

series of edges and nodes, along a malicious access path leading to the compromised 

node. Id., [0066]. In my opinion, identifying that upstream series of edges and nodes 

amounts to identifying a point of origin for an anomalous event, because tracing a 

malicious access path backward along its inbound edges leads to the node from 

which the anomalous activity originated. 

155. As I explained above, Sekar also discloses identifying a point of origin 

of an attack based on event flows. EX1006, [0239]. In particular, Sekar describes a 

backward analysis in which the system aims to identify each entry point of an attack, 

where an entry point is a source vertex, and processes nodes to find the source 

vertices from which a suspect vertex is reachable. Id. Sekar performs this backward 

analysis using an algorithm that assigns costs to edges based on their 

“dependencies,” so as to identify those edges that are likely to be part of the attack 

[20.3] identifying a first plurality of dependencies associated with the first 

plurality of event flows. 



Declaration of Paul S. Min Ph.D. 

U.S. Patent No. 12,301,627 

-92- 
Palo Alto Networks Ex. 1003  

path. EX1006, [0233]-[0239]; see also id., [0078] (“Dependence graphs are used to 

trace back to the root causes of intrusions”). An edge is assigned a low cost if it 

“introduce[s] a dependency from a node with unknown code ... to a node with benign 

code” or if it is between nodes with “unknown” code, and an edge is assigned a high 

cost if it “introduc[es] a dependency from a node with benign code.” EX1006, 

[0234]-[0236]. As Sekar explains, an edge between a benign node and an untrusted 

node “represents the boundary between the malicious and benign portions of the 

graph” and so “must be included in the search” by being given a low weight, whereas 

edges between benign nodes “are not part of the attack” and so are assigned a high 

cost. In my opinion, Sekar thus teaches identifying the dependencies between nodes 

with its cost assignments directing the backward search along the chain of 

dependencies that connects the suspect activity to its point of origin. 

D. Claim 21 

1. Element 21.1 

156. See Claim 20 and Element [18.1]. 

[21.1]  The computer system of claim 20, further configured to execute software 

instructions stored on nontransitory machine-readable storage media comprising 

software instructions that: 
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2. Element 21.2 

157. As I explained above regarding element [20.2], Stokes teaches 

identifying malicious lateral movements through nodes, which are anomalous 

events. EX1004, [0044], [0047]. For example, in the modified Figure 3 reproduced 

below, Stokes describes that the dashed lines indicate a malicious access path 

associated with the known compromised node G (first entity) and explains that, 

“given a malicious node, possible lateral movement leading into or out of the node 

is identified” based on path-rate scores. EX1004, [0028], [0044], [0066]-[0067]. The 

modified Figure 3 depicts a plurality of event flows involving node G (i.e., a first 

entity and its node), including a first event flow through nodes C-F-G-I-L and a 

second event flow through nodes C-F-G-I-M. In my opinion, Stokes therefore 

teaches identifying a plurality of event flows that include an anomalous event 

associated with a first entity and its node. 

[21.2] based on a third portion of the streaming data, identify an anomalous event, 
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158. The data that is used to identify anomalous events are therefore the 

edges of the malicious access path, which are received from ongoing streaming 

event data, as discussed above regarding element [1.6]. 

159. In my opinion, the anomalous events associated with a first entity are 

identified by a third portion of the streaming data.  As I explained above regarding 

elements [18.8] and [18.9], the first and second portions of streaming data do not 

correspond with the nodes and edges of the first graph, which includes the first entity 

and its edges.  Accordingly, the anomalous events associated with the first entity are 

not identified by the first and second portion of the streaming data and therefore is 

identified by a third portion. 
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3. Element 21.3 

160. As I explained above regarding element [20.3], Sekar discloses using 

backward analysis to identify the origin of an anomaly, by using an algorithm that 

assigns costs to edges based on their “dependencies,” with the idea being to identify 

those edges which are likely to be part of the attack path.  EX1006, [0233]-[0239]; 

see also [0078] (“Dependence graphs are used to trace back to the root causes of 

intrusions”). And as previously explained, Sekar would have been obvious to 

combine with Stokes-Crabtree. 

161. Sekar teaches that such dependencies are “store[d] … in a graph data 

structure.”  EX1006, [0084].  When analyzing the dependency graph to determine 

the origin of an anomalous event, a shortest path algorithm is used, where “each step 

of this algorithm adds a node to the shortest path tree,” i.e. a dependency tree.  

EX1006, [0222].  As I explained above regarding element [20.3], the shortest path 

is determined from weights assigned to edges based on their dependencies, and 

therefore the shortest path tree is a dependency tree for the anomalous event.  Id., 

[0233]-[0238]. 

162. Sekar teaches that the dependency graph is stored in “main memory,” 

i.e. hardware memory.  EX1006, [0084].  In my opinion, a POSITA would have 

[21.3] store in the hardware memory a dependency tree for the anomalous event, 

and 
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understood that the dependency tree derived from the dependency graph is likewise 

stored in “main memory.” 

4. Element 21.4 

163. Sekar teaches that the shortest path tree, i.e. dependency tree, is used 

to determine the node of origin of the anomalous event.  Specifically, Sekar teaches 

that when performing backward analysis, each step of the algorithm “adds a node to 

the shortest path tree, which consists of the shortest paths computed thus far.”  

EX1006, [0222].  This “enables the search to stop as soon as an entry point node is 

added to the tree.”  Id.  In my opinion, the “entry point node” is the point of origin 

for the anomalous event.  Id., [0215] (“The general goal of backward analysis is to 

identify the entry points of an attack campaign.”). 

X. SECONDARY CONSIDERATIONS OF NON-OBVIOUSNESS 

164. I am not aware of any secondary considerations, or so-called “objective 

indicia of non-obviousness” for the challenged claims.  

165. Secondary considerations could include things like commercial success 

of a product due to the merits of the claimed invention; a long felt need for the 

solution provided by the claimed invention; unsuccessful attempts by others to find 

the solution provided by the claimed invention; copying of the claimed invention by 

others; unexpected and superior results from the claimed invention; acceptance by 

[21.4] based on the dependency tree, determine a point of origin for the anomalous 

event. 
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others of the claimed invention as shown by praise from others in the field or from 

the licensing of the claimed invention; teaching away from the conventional wisdom 

in the art at the time of the invention; independent invention of the claimed invention 

by others before or at about the same time as the named inventor thought of it; and 

other evidence tending to show obviousness.  

166. As discussed throughout, the claimed features reflect predictable results 

of combining known elements according to their known functions, and thus, there 

are no unexpected and superior results from the claimed invention.  

167. Further, even if Patent Owner were to assert that secondary 

considerations exist, given the strong reasons that the challenged claims are obvious 

in light, including the motivations to combine the references set forth above, I do not 

believe any such secondary considerations would rise to the level of overcoming the 

invalidity opinions I have expressed. 

168. I understand that Patent Owner may address the issue of secondary 

considerations more fully in the future. I reserve the right to respond to any specific 

bases for such secondary considerations that Patent Owner may identify. 

XI. CONCLUSION 

169. For the reasons set forth above, I believe claims 9, 10, 15, 19, 20, and 

21 of the ’627 patent are unpatentable in view of the prior art. In signing this 

declaration, I understand that the declaration will be filed as evidence in a contested 
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case before the Patent Trial and Appeal Board of the United States Patent and 

Trademark Office. I acknowledge that I may be subject to cross-examination in this 

case and that cross-examination will take place within the United States. If cross-

examination is required of me, I will appear for cross-examination within the United 

States during the time allotted for cross-examination. 

170. I declare that all statements made herein of my knowledge are true, that 

all statements made on information and belief are believed to be true, and that these 

statements were made with the knowledge that willful false statements and the like 

so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 

18 of the United States Code. 

   

 

Dated: July 20, 2026 By:    

  Paul S. Min, Ph.D. 

 


