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display an identification name list of sites including the first transmission terminal
and the second transmission terminal which are attending the video communication, based on the

acquire information during the video communication,

wherein the first transmission terminal is configured to display video images from each

transmission terminal attending the video communication simultaneously.

11. (Currently Amended) The system of claim 10, wherein the management apparatus is
configured to:

receive an information request signal from the first transformation terminal when the first
transmission terminal is in video communication with at least the second transmission terminal,
the information request signal indicating a request for information on a transmission terminal,

including the second transmission terminal;-with-which-the first transmission-terminabis-in-videe

12. (Previously Presented) The transmission management apparatus of claim 1, wherein

the transmission management apparatus is composed of one or more computers.

13. (Previously Presented) The method of claim 9, wherein the transmission management

apparatus is composed of one or more computers.

14. (Previously Presented) The system of claim 10, wherein the transmission

management apparatus is COIl‘lpOSEd of one or more computers.
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15. (Currently Amended) The transmission management apparatus of claim 1, wherein
the transmission management apparatus is configured to:

receive an information request signal from the first transmission transformation terminal
when the first transmission terminal is in video communication with at least the second

transmission terminal, the information request signal indicating a request for information on a

transmission terminal, including the second transmission terminal—with-which-the first

16. (Currently Amended) The method of claim 9, further comprising:

receiving, by the transmission management apparatus, an information request signal from
the first transformation terminal when the first transmission terminal is in video communication
with at least the second transmission terminal, the information request signal indicating a request

for information on a transmission terminal, including the second transmission terminal, with

which the first transmission terminal is in video communication—the-attendance-states-associated

17. (New) A non-transitory computer-readable storage medium storing executable
instructions, which when executed by circuitry, cause the circuitry to perform a method

comprising:
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storing first information including a first identification name and a first attendance state
associated with a first transmission terminal, and second information including a second
identification name and a second attendance state associated with a second transmission
terminal;

updating the first attendance state associated with the first transmission terminal to a state
indicating that the first transmission terminal is attending a video communication, based on
attendance request information for video communication received from the first transmission
terminal;

updating when the second transmission terminal attends the video communication, the
second attendance state associated with the second transmission terminal to a state indicating that
the second transmission terminal is attending the video communication;

acquiring information including an identification name associated with a transmission
terminal with which an attendance state is associated and in which the attendance state indicates
that the transmission terminal is attending the video communication; and

transmitting the acquired information to the first transmission terminal, wherein the
acquired information is used for displaying an identification name list of sites including the first
transmission terminal and the second transmission terminal which are attending the video
communication during the video communication,

wherein the first transmission terminal is configured to display video images from each

transmission terminal attending the video communication simultaneously.

18. (New) The method of claim 9, further comprising:

storing a terminal management table that contains the first information.
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19. (New) The method of claim 9, further comprising:
storing a first identifier for identifying the first transmission terminal and a second

identifier for identifying the second transmission terminal.

20. (New) The method of claim 9, wherein the identification name associated with a
particular transmission terminal of the plurality of transmission terminals is information to be

registered or changed in response to a request from the particular transmission terminal.

21. (New) The method of claim 9, wherein other transmission terminals of the plurality of
transmission terminals, which are other than the first transmission terminal and are attending a
same conference, transmit or receive at least one of image data and sound data to or from each

other via a relaying apparatus.

22. (New) The method of claim 9, wherein each of the plurality of transmission terminals

is one of a video conference terminal, a car navigation device, and a cell phone.

23. (New) The method of claim 9, further comprising:

storing the first identification name in association with first identification information;
and

storing the second identification name in association with second identification

information.

10
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24. (New) The method of claim 9, further comprising:
storing a destination list associated with first identification information transmitted from
the first transmission terminal, and the destination list registers at least the second transmission

terminal as a destination candidate.

11
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[NAME OF THE DOCUMENTT SPECIEFICATION

[TITLE ©OF THE INVENTION] DATA PROCESSING APPARATUS

AND PROGRAM
[FTELD OF TEE INVENTION]
[0001]

The presenlt invention relates Lo a data

processing apparatus connected ta a server via

networks and a computer—-readable recording mediunm and

more speciflcally, to a data processing apparatus

capable of providing its function with an

guthentication by a server and a computer-readable

recording medium.
[BACKGROUND ART]
[C002]

There is known a ne

t

wWork system in whidh
terminal aceegsing a server uses a function pr
by the server. In this cagse, Lthe server
authenticates a user by an ID and a password s
the terminal so that only a specified user can
the function of the server (see Patent Documen
for example).

[0003]

a

ovided

ent by
uge

T 1,

It ig disclosed in Patent Document 1 a data

Searching gystem in which, when & person

)

(PC) stores content of a databkase in a memory

1 computer

card,
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the content of the datakase 1s encoded by a DB key
and Tthe DB key is encoded by an encoded password
corresponding to a user. At this time, the encoded
DB key and the encoded password are also stored in
the memory card. In the system, when g mokile
Lerminal accesses the database [rom Lhe menmory cardy,
the system accepts a password from the user, encodes
the accepted password by the password itself,
compares the obtalned encoded password Lo Lhe encoded
password stored in the memory card, and permits
accessing to the database when these passwords match.
[SUMMARY OF THE INVENTION]

[PROBLEM TO BE SOLVED BY THE INVENTION]

[C004]

However, there may be a casge where a TtTerminal
that uses a3 function provided by a server to provide
4 service to a user is a puilt-in type apparatus
which doeg nhot include a user interface (UT) such as
an input unit or a display unit, different from PCs
or mobile fTerminals. Such built-in type apparatuses
are widely uUsed 1n consumer electronics, industrial
electronics or the like to actualize specific
functions.

[0005]

In built-in type apparatuses, when a server
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starts providing a service, 1t may perform device
guthentication to determine whether or not the device
is elligible to provide the service. In the case of
built-in tvpe apparatuses that do not have a UL, it
is difficult for users to enter their IDs and
paggswords, go Lthe builb-in type apparatuses store
some authentication infeormation in nonvolatile memory
and send the information teo the server, which can
then determinge whether or not thée zuthentication isg
successiul.
[D006]

However, such authentication methods for

embedded devices have the problem that 1f a third

party duplicates the programs and data inside the

built—-in type apparatuses wWith their zuthéntication
information and installs them in other apparatuses,
other apparatuses that are originally not allowed to
Feceivé services will be able to recedve services
from the server.

[C007]

To address this problem, the server could
reguest a password from the bullt-in type
apparatuses, and 1f the user enters the correct
passwoid, the server will start providing the

service. However, small built-in type apparatuses,

IPR2026-00435
Zoom Communication, Inc. Ex. 1002
Page 236 of 446



T
(n

3

)

—

ete., may not even reguire the user to enter the

password in the first place, as they may not be

equipped with a numeric keypad or keyvboard necessary
to enter the password, a password reguest message, or
a2 means of displaying the password entered by the
user.

[0008]

The present invention Is made in light of the
above problems, and provides za datbta procegssing
apparatus capable of authentication without
reguegting a user to input a password.

[MEANS TO SOLVE PROBLEMS]
[000¢9]

The present invention has been made based on the
knowWwledge the inventors have obtained and has the
following configurations. According fto an
enbodiment, there is provided a data processing
apparatus providing &4 predetermined function by
executing a program. The data processing apparatus
includes

ah operaticnal input accepting unit that accepts
turning on power;

a first storage unit tLhat encodes executbion
starting data for starting execution of the program

and stores the execution starting data:;
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a start up unit that ebtains an encode-decode
key for decoding the execution starting data and
decdodes ©Lhe execution starting data with the encode-
decode key to start the program when the operational
input accepting unit accepts the turning on the
power; and

an avuthentication unit that sends a reguest for
authentication to an external apparatus after the
start dp unlt has started the program, and that
starts providing the predetermined function when
obtaining an authentication result indicating the
apparatus 1s authenticated from the external
apparatus.

[ADVANTAGEOUS EFFECTS OF THE INVENTION]
[00101]

The present invention provides a data
processing apparatus capable of aguthentleation

without requesting a user to input & password.

(

o

RIEF DESCRIPTION OF THE DRAWINGS]
[0011]

Fig. 1 is a schematic view of an example of a
structure of a terminal asuthentication syvestem;
Fig. 2 18 a wview of an exanmple of a hardware

structure of a terminal;
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Fig. 3 i1s a view of an example of a hardware
gstructure of a server;

Fig. 4 is a wview of ah example of a functional
block diagram of the terminal authentication system;

Fig. BA 1s a drawing showing an example of a
Lerminal authenticatbtion management table;

Fig. 5B is a drawing showing an example of a
terminal management table;

Fig. 5C 18 a drawlihng showlng ah example of a
destination list management table;

Fig. 6 is & seguence view showing an example of
operations from Cturning on power Lo displaving a

destination list;

rh
W

Fig. 7 ig & drawing showing an ¢xample of
destination list generated by a destination list
generating unit in step 834 in Fig. 6;

Fig. 8 1is & kblock diagram of @ part of the
hardwafe strud¢ture of the terminal shown in Fig. Z;

Fig. 9 i1is a view showing an exanple of a method
of encoding or decoding the data stored in the HD;

Fig. 10 18 a wview showing an example of a method
of encoding or decoding the data stored in the HD;

Fig. 11 is a drawing showing an example of a
start-up operation of the terminal;

Fig. 12A 1s a flowchart showing an exanple of a
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procedure fTor an applicatieon program to write data to
the HD:;

Fig. 12B 1s a flowchart showlng an example of a
procedure for an application program to wrlite data to
the HD;

Fig. 13 1s a fLlowchart showing an example of an
aunthentication result confirming operation; and

Fig. 14 is a drawing showing an example of the

error message shown on the display.

[EMBODIMENTS ©OF THE INVENTION]
[0012]

In the feollowing, enmbodiments of the present
invention will be described below with reference to
drawings.

Fig. 1 a view of an example a2 terminal
guthentication system 100 gccording to the present
empbodiment. The terminal authenticatiocon system 100
includes a server 50 and plural terminals connected
via a communication network 2. Although the tTerminal
10 may be any kKinds of devides, a data processing
apparatus including a projector is shown in Fig. 1 as
the terminal 10 for example. A display 120 is

connected to the terminal 10. The server 50 provides

)

various services such as authenticating terminals,
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sending various data, updating programs stored in the
terminals or the like.
[0013]

e3sg81ne

=

#!

The terminals 1 te nn may ke data pro
apparatuses having the game function ag that of the
Lerminal 10, or data processing apparatuses having

10.

-

different functieons frem that of the termina
The terminal 10 and one or more of the terminals 1 to
n are capable of sending and receiving data with each
other through the server 50.
[0014]

The communication network 2 may be an in-house
LAN, a WAN in which LANs are connected through
Ethernet (registered trademark), an IP-VPN or Lhe
like, &an Internet whidh 1s donnected with the LAN or
the WAN through a router or the like. The terminal
10 and the terminals 1 to n are capakble of having
communications with each other within an office, a
company, or between effices or kbranch ceffices of
different countries, or the like. The communications
may be confidentially performed by a secufe socket
layer {88L) or the like.
[0015]

Fig. 2 18 a wview of an exanmple of a hardware

structure of the terminal 10. The tTerminal 10
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includes a central preocessing unit (CPU) 101, a read-
only memory {(ROM) 102, a randon accesgs nemory {(RAM)
103, a hard disk (HD) 122, a hard disk drive (HDD)
121, a flash memory 104, a solid state drive (35D}
105, a media drive 107, an operational pbutton 108, a
power switch 109, a network Interface (I/F) 111, an
internal camera 112, an image sensocr T/F 113, an
internal microphone 114, an internal spegaker 115, =z
volce data input output IT/F 116, a display IT/F 117,
an external device connecting I/F 118, a basic

input/output gsystem (BIOS) ROM 123, and bus line

[ail

[

10.
[0016]

The CPU 101 completely controls the terminal 10.
The ROM 102 stores a program for driving the CPU 101
such as an initial program loader (IPL) or the like.
The RAM 103 iz used as & working area of the CPU 101.
The HD 122 stores wvarious datd such as a program for
the terminal (which is simply referred to as 3
terminal program hereinafter), apparatus
identification data (ID) that uniguely idéntifies the
terminal 10 or the like. The HDD 121 controls reading
and writing of wvarious data from the HD 122 in
accordance with the control of the CPU 101. The flash

memory 104 stores various data such as video data,
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volce data and the like. The S3D 105 controls
reading and writing of various data from the flash
memory 104 In accordance with the control of the CPU
101 . The media drive 107 controls reading and writling
{recording) of data from a recording medium 106 such
ag a flagh memory or the like. The operational button

tTo

|

108 1is operated to select a destination termina
communicate with, which is opposite of the terminal
10. The power switch 109 switches on and off the
power of the terminal 10. The network I/F 111
performs data transmission through the communication

network 2. The BIOS ROM 123 stores a program for

j—

inputting and outputting data at a bhasic leve
between hardware. The Internal camera 112 takes a
photograph 1in adcordance with the control of thée CPU
101 to cobtain image dats. The image sensor I/F 113
controls driving of the internal camera 112. The
intéernal micerophone 114 inputs wvoice data. The
internal speaker 115 outputs veoice data. The wvoice
data input output I/F 116 procesges input and output
of volce gignals between the internal microphonée 1714
and the internal speaker 115 in accordance with the
control of the CPU 101. The display I/F 117 transmits
image data to the display 120 in accordance With the

control of the CPU 101. The external device
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connecting I/F 118 connects various external devices
to the terminal 10. The bus line 110 may be an
address bus, a data bus and the like which
electrically connect the above components.

[0D017]

The display 1Z0 may be a disgplay unit composed
of a liguid crystal display (LCD) or an organic
electroluminescence {(EL) display on which an image of
an obJect, operatlional icons orf the like are shown.
The display 120 may include a touch panel. The
digplay 120 is connected to the display I/EF 117
Lhrough a cable 120c. The cable 120c may be a cable
for analog RGB (VGA)} signals, a cable for a component
video, or a cable for a high=definition multimesdia
interface (HDMI) or & digital wvideco interactiwve
({DVI).

[0018]

The internal camera 112 includes a3 lens, and a
solid-state 1lmage sensing dewvice such as a
conplementary metal oxide semiconductor {(CMOS), a
charge coupled device (CCD) or the like that cenverts
light into charges to form an electronic image of an
object.

[0019]

External devices such as an external camera, an
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external speaker, and the like are capable of being
connected to the external device connecting I/F 118
through universal serial bus (USB) cables or the
like. When the external camesra is connected, tThe
extbternal camera may ke driven in preference to the
internal camera 112 1in accordarnce with the control of
the CPU 101. Similarly, when the external microphone
or the external speaker is connected, the external
microphone or the external speaker may be driven 1in
preference to the internal microphone 114 or the

h the control

[y

internal speaker 115 in accordance wi
of the CPU 101, reéespectivelvy.
[0020]

The recording medium 106 isgs removakble with

n

espect to the terminal 10. Further, an e€lectrically
erasable and programmable RCM (EEPRCM} or the like
may be used instead of the flash memory 104 @s long
ag 1t 18 a nonvolatile memory capable of having data
read and written from in accordance with the control
of the CPU 101.
[0021]

The terminal program may ke stored in a conmputer
readable recording medium such as the recording
medium 106 or the like in & file format to be

distributed which 1s installable and executable by a

IPR2026-00435
Zoom Communication, Inc. Ex. 1002
Page 245 of 446



-
on

3
)

~13-

computer. Alternately, the terminal program may be
stored in the ROM 102 instead of being stored on the

HD 12

P2

[0022]

Fig. 3 is & drawing showing ah example of a
hardware structure of Lhe server 50. The server 50
includes a CPU 201, a ROM 202, a RAM 203, a HD {(Hard
disk) 204, a HDD (Hard disk Drive) 205, a media drive
207, a display 208, a network I/F 209, a keyboard
211, a mouse 212, a CD-ROM drive 214, and a bus line
210, The CPU 201 completely controlg the server 0.
The ROM 202 stores a program for driving the CPU 201
such as an initial program loader {(IPL) or the like.
The RAM 203 is used as a working area of the CPU 201.
The HD 204 stores wvarious data such as a pregram for
the server (which is simply referred to as a server
program hereinafter) or the like. The HDD Z05
controlsg reading and writing of various data from the

HD 204 in accordance with the contrel of the CPU 201.

The media drive 207 controls reading and writing

1}

(recording) of data rom a recording medium 206 such
ags a flash memory or the like. The display 208 shows
various informaticn such asg a cursor, a menud, 4

window, c¢haracéters, i1images or the like. The networlk

I/F 209 performs data transmission through the
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communication network 2. The keybocard 211 includes

plural kesys for inputting characters, numerzls,

varlious Instructions and Lthe like. The mouse Z172
performs a selection or operation of wvarious
instruections, a selection of an object to be
operated, a movement of the cursocr or the like. The
CD-ROM drive Z14 controls reading or writing of
various data from a compact disc read-only memory
(CD-ROM) 213, which is an example of a removable
recording medium. The bus line 210 may be an address
bus, a data bus and the like which electrically
connecht the above components.

[0023]

The server program may be stored in a computer
readable recording medium such as the recording
medium 206, the CDL-RCOM 213, or the like in a file
format installabkle and executakble by a computer Lo be
distributed. The server prograin may be stored in the
ROM 202 instead of being stored on the HD 204.

[0024]
<Funecticnal structure of the terminal>

Fig. 4 is an exanple of a functional block
diagram of the termingl authentication sysgstem 100.
The terfminal 10 includes a sending and recediving unit

11 a login reguesting unit 13, a veice data input
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[

unit Ha, a volece data eutput unit 15b, a destination
list generating unit 20, a start up unit 17, an

operatlional input accepting unit 12, an imaging unit

[

4 and a display control unit 16. These components
are funcktions or units respectively actualized or
acltivated by operating ellther of Lhe conponents shown
in Fig. Zz by instructions from the CPU 101 in
accorddance with the terminal program or other
programs, such as a BIOS program or a start-up
program, which will be explained later in detail. The

programs are developed on the RAM 103 from the HD

[

22.
[0025]

The sending and receiving unit 11 of the
termingl 10 is actualized by an instruction freom the
CPU 101 in accordance with the terminal program and
the network I/F 111. The gending and receilving unit
11 gendg and receives wvaricus data (or information)
between other terminals, apparatuses, or the server
50 through the communication network 2.

[0026]

The cperaticonal input accepting unit 12 is

actualized by an instruction fLrom the CPU 101 in

accordance with the BILOS program or the like, the

operational button 108 and the power switch 109. The
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operational input accepting unit 12 accepts various

|

inputs from a user. When the user switches on the

power swltch 109, for example, Lhte operational d1nput

e

accepting unit 12 accepts such turning on power to
provide an electric power from a scource to each of
Lthe components.

[0027]

The login regquesting unit 13 ig actualized by an
instruction from the CPU 101. The login reguesting
unit 13 automatically sends, upon beling triggered by
the ON coperaticn of power switch 109, login
reguesting data, a regqueskting Lerminal ID, a password
and a current IP address of the terminal {terminal
10aa) to the server 250 from the sending and receiving
unit 11 through the communidation network 2.

[0028]

B

The imaging unit 14 is actualized by an

instruction from the CPU 101 in &ccordance with the
terminal program, the internal camera 112 and the
image sensor I1/F 113. The imaging unit 14 Lakes a
photograph of an objedt to obtain image data, and
outputs the image data.
[0029]

The voice data input unit Tha 1s acetualized by

an dinstruction from the CPUJ 101 in accordance with
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the terminal program and the voice data imput cutput
I/F 116. The voice data input unit 1b5a inputs voice
data after a voice of a user 1s converted by the

internal microphone 114 to a wvolce signal. The wvoilice

cdata cutput unit 1%k is actuallized by an instruction

Q0

from the CPU 101 in accordance with the Terminal
program and the voice data input cutput T/F 116. The
volece data output unit 15k outputs voice signals to
The internal speaker 115 Lo have Lhe volce ocutput
from the internal speaker 115.

[D030]

The display control unit 16 1s actuallzed by an
instruction freom the CPU 101 in accordance with the
terminal program and the display I/F 117. The
display control unit 16 dontrols an operaticn of
sending image data to the display 120.

[0031]

The destinaticn 1igt genetrating unit 20
generates and updates a destination list as shown in
Fig. 7 based on degstination list data and online
status data of dandidates of & destination terminal,
recelived from the server 50, which will be explained
later.

[0032]

The terminal ID of the present embodiment may ke
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identification data for uniguely identifying the
terminal 10 composed of languages, characters,
symbols, other wvariocus harks, or a combination of at

least two of them. The

14}

tart up unit 17 starts a

[¢]

seguence of a start-up program up to starting up =

LCerminal program, upon belng notified by the o
operational input accepting unit 12 that the power is
turned on.
[0033]
<Functicrnal structure of the server>

The server 50 1ncludes a sending and receiwving
unit 51, a terminal authentication unift 52, a status
management unit 53, a terminal extracting unit 54 and
a terminal status cobtalining unit 55. These
components are fundtions or units respectively
actuazlized or activated by operating either of the
components shown in Fig. 2 by instructions from the

CPU

&%)

O

3

in accordance with the server program which
is developed on the RAM Z03 from the HD 204. The HD
204 inecludes a terminal authentication managemnent
database (DB} 500Z, a terminal management DB 5003 and
a degtination list management DB 5LH004.

[0034]

(Te¥rminal zauthentication manageinent table)

Fig. 5A sheows an example of a terminal
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aunthentication management table stored in the
terminal authentication management DB 5002. The

Terminal authentication management table includes

T
‘_l.

erminal IDs of all of the terminals 10 managed by

he server 50 with their corresponding passwords.

T

0

For example, for the terminal authentication

management takble shown in Filig. 2A, the terminal ID of

AN "

“0Olaa” corresponds with the password of “aaaa

[0035]

bt

{Terminal management table)

Fig. 5B shows an example of a terminal
management table stored in the Lerminal managemenht DB
5003. The terminal management table includes
terminal IDs for each of the terminals, & name of the
terminal, an online status of the terminal, a date
when the login reguesting data is receiwved by the
server 50 from the terminal and an IP address of the
terminal corresponding with the terminal ID.

[0036]
{Degtfination list managenment table)

Fig. 5C shows an example of a destination 1list
management table stored in the destinmnatien list
management DB 2004, The destination list management
takble includes the teriminal ID of the terminal that

requests starting of & communication wvia a video
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conference (hereinafter, sinply referred to as a
reguesting terminal ID as well) and terminal IDs of
all ol the terminals that are registered as
candidates of destination terminals, tThe opposite
side 1in ancother word, of the communication
{hereinafter, sinmply referred Lo as a destination
terminal ID as well} with respesct tao the requesting
Terminal ID. For example, as shown in Fig. 5C, the
reguesting terminal ID of M™0lza” 1is corregsponding
with the destirnation terminal IDs of “0lab”, ...,
“0lka”, M0lbkb”, ..., “Olca”, “0lck”, “0lda”, and
“Oldb”, ... of the candidates Lo which the regquesting
terminal can reguest starting communication via the
video conference.

[0037]

The sending and receiving unit 51 is actualized
by an dinstructicon from the CPU 201 in gcecordance wilth
the sgerver program and the nstwork I1/F 209. The
sending and receiving unit 51 sends and receives
various data (or information) between the terminal

10, apparatuse

0]

, Oor systems through the communication

.

network 2.
[0038]
The terminal authentication unit 52 is

actualized by an instructieon from the CPU 201 in
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accordance with the server praogram. The terminal
authentication unit 52 performs terminal

authentication by using a combination of the

[N

reguesting terminal ID and the password included in
the login reguesting data recelived through the
gending and receliving unilk 51, as & gearch key, to
determine whether the same combination of terminal ID
and password 1s stored in the terminal authentication
management DB 5002, The terminal zZuthentication unit
52 determines that the requesting terminal is
authenticated and hag the proper right, when Lhe game
compination of terminal ID and password is stored 1n
the terminal authentication management DB 5002. Tn

guch a case, the terminal authentication unit b2

gends an albfthentication result indicating theée

+

erminal 10 is auvthenticated to the requesting
terminal 10.

[0039]

C

The status management unit 53 is actualized by
an instruction from the CPU 201 in accordance with
the server program. The status management unit 53
stores and manages the terminal ID of the reguesting
terminal, the conline status, the date when the login

Feguesting data 1s received by the server 50, and the

IP address of the requesting terminal corresponding
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with each other in the fTerminal management DB 5003 in
order to manage the online status of the requesting
Terminal that sends the login requesting data.
Further, when a user of the terminal 10 switches tThe
power switech 109 of the terminal 10 from ON to OFL,
The terminal 10 sends online status data of TCurning
off the power to the server 50. The status
management unit 53 changes the online status of the
Terminal management DB 5003 from ON (line) tao OFF
{lime) based onrn the online status data of tursning off
the power sent from the terminal 10.

[0040]

The terminal extracting unit 54 is actualized by
an instruction from the CPU 201 in accordance with
the server program. The terminal extracting unit 54
searcheg the destination list management DB 5004 by
using the terminal ID of the reguesting terminal
which has gent the login reguesting data as a keay,
and extracts the terminal IDs of the candidates of

destination terminals which can communicabte with the

(]
]

o

gquesting terminal, by rezding the terminal IDs from

ins

he destination list management DB 5004. Further, the
terminal extracting unit 54 searches the destination
list management DB 5004 by using the terminzal TD of a

first reguesting terminal which has sent the login
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request as a kev, and extracts the terminal ID of a
gecond reguegsting terminmal for which the terminal ID,
of the Ifirst reguesting terminal, 1s registered as
the destinatiorn terminal.

[0041]

The terminal status obtaining unit 55 searches
the terminal management DB 5003 by using the terminal
IDs of the candidates extracted by the Lterminal
exkbracting unit 54 as search keys,; and reads oulb the
online status for sach ©f the terminal IDs extracted
by the terminal extrgcting unit 54. By thig
operation, the terminal status obtaining udnit 55 can
obtain the online status of the candidates of
destination terminals capable of having communication
With the reguesting terminal which has sent the lcogin
reguesting data. Here, the terminal status cbtalining
unit 55 searches the terminal management DB 5003 by

using the teriiinal ID of the dbove-described second

et

requesting terminal extracted by the termina
extracting unit 54 as the search kev, as well, to
obtain the online status of the aZbove-described
second reguesting terminal.

[0042]

<Opérations from turning on the power to displaving a

destination list>
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Fig. 6 is a seguence view showing an example of
operations from turning on the power Lo displaving a
destination list. Hereinafter, the terminal 10 Lfor
which the gwiteh is turned on and that sends the
login reguesting data teo the server 50 is referred to
ag a Lerminal 10aa (or a regqueskting Lerminal 10aa].
[0043]

When a user switeches on the power switch 109,
Tthe operational iInput accepting unit 12 accepts the

1 f tur

w
9]
o]

sign ing on the power and switches on the

power (st 321 . Thereafter, the start up unit 17

juil

ep
performs the start up operations, which will be
explalned later (step S2Z1-2).
[C044]

When the start up operations are completed,; the
legin reguesting unit 13 sends the login requesting
data that indicates a loglin reguest from the sending
and receiving unit 11 t¢o the server 50 through the

communication network 2 upon the ON operation of the

power switch 109 {step S22). The login reguesting

data includes the terminal ID of the terminal 10za as
the requesting terminal ID, the passweord, and the
current IP address of the terminal 1l0aa. Here, as
will bée degceribed later, the password i1s one stored

in the BIOS ROM 122 so that a user of the terminal
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10aa does not necessarily input a password at this
time.
[0045]

Then, the Terminal authentication unit 52 of the
server 50 performs a terminal authentication by using
Lhe combination of Lhe reguesting terminal ID and Tthe

password included in the login requesting dats

6

received through the sending and receiving unit 5l a
The search key, Lo determine whether the game
combination of terminal ID and password is stored in
the terminal authentication management DB 5002 {(step
S23) . Here, L[Lhe terminal authentication unit &2
determines that the reguesting terminal 10aa is

guthenticated as a terminal having a proper right

|—

ame comkbination of termina

n

Wwhen the ID and passgword

s stored in the terminal asuthentication management

e

DB 500Z.
[0046]

Then, the sending and receliving unit 51 of the
gserver 50 sgends authentication result data including
the result determined by the terminal authentication
unit 52 through the communication network 2 to the
reguesting terminal 10aa {step S25). When the
terminal authentication unit 52 determines that the

requesting terminal 10aa 1s authenticated in step

IPR2026-00435
Zoom Communication, Inc. Ex. 1002
Page 258 of 446



T
(n

3

P h—-

523, the authentication result data includes the
result indicating the terminal 10 is authenticated.
However,; when Tthe terminal authentication unit 52
determines that the reguesting terminal 10aa is not
authenticated in step S23, the authentication regult
data includes the result iIndicalbing Lthe terminhal 10
ig not authenticated. In this embodiment, 1t is
ggsumed that the terminal authenticatien unit 5Z of
Tthe server 50 delLermines Lhalt Tthe regquesting terminal
10aa 1s authenticated in step 323 and the
authentication result data includes the resull
indicating the terminal 10 is authenticated.

[0047]

Subseguently, the login reguesting unit 13
performs the authentidation result determining
operation, which will be explained later {step 325-
2.

[0048]

When the reguesting terminal 10aa receives the
authentication result data including the regsult
indicating the terminal 10 is authenticatéed, the
sending and receliving unit 11 sends destination list
reguesting data for reguesting a degtination list to
the gerver 50 through the colmmunication network 2

(step S826). The sending and receiving unit 51 of the
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gserver 50 recelves the destination list reguesting
data.
[0049]

The terminal extracting unit -4 searches the
destination list management DE 5004 by having the
Lerminal ID Yolaa” of Lhe reguesting terminal 10aszs,
as a search key, and extracts the terminal TID and the
destination name corresponding to the terminal ID of
the candidate of the degstination termitial which is
capable of having a communication with the requesting
terminagl 10az {step S27).

[0050]

The terminal extracting unit 54 of the server 50

reads out a record corresponding with the terminal ID

of the candidate of the degtination terminal from the

+

erminal management table in the terminal management

g

B L5003, and generates “degtination list data”
(including a destination list frame, terminal TDs,
and names )" from the record (step S28). The gending
and receiving unit 51 of the server 50 sends the
destination list data to the reguesting terminal 10za
fstep 829).

[0051]

At the reguegting terminigl 10az, tThe sending and

receiving unit 11 receives the destination list data,
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and stores the destination list data in the RAM 103
{step S30).
[0052]

The terminal status obtaining unit 55 of the
server bQ searches the terminal management DB 5003 by
having the terminal IDs (YOlab™, “0Olba”, M0ldb”, ..}
of the candidates of destination terminals extracted
by the terminal extracting unit 54 as the search
keyvs, anhd obtalns the conline status of ezch of the
terminal IDs of the candidates (10ab, 10ba, 10bb,..)
of the destination terminals extracted by the
Cerminal extracting unit 54 by reading out the
corresponding online statuses (step S831).

[00EB3]

Subseguently, the sending and recdeiving unit 51
of the server 50 sends “online status data” including
the terminal ID such as “Olabkb” used as the search key
in &tep S27 and the corresponding online status such

£

ike to

-

as “ON line (communication capablse) or the
the reguesting terminal 10aa through The
communication network 2 (step S32).
[005B4]

Subseguently, Tthe reguesting terminagl 10aa

stores the online status data received from the

server H0 in the RAM 103 (step S33). Therefore, the
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regquesting terminal 10aa can obtain the current
online statuses of the candidates of destination

Terminals such as a terminal 10ab or the 1like which

[

s capable of having a communicatien with the

terminal 10ag by receiving the online

H

egues ting
gtatus data of each of the terminals.
[0055]

The destination list generating unit 20 of the
reguesting terminal 10aa generalbtes a destination list
based on the destination list data stored in the RAM
103 and controls a timing when the display control
unit 16 digplay the destination 1list on the display
120 (step S34}. At this time, the candidates of
destination terminals which are not activated f{kbeing
off 1line or the 1like) may be removed from the
destination list or may be shown as not being
ackbtlivated in the destingtion list.

[0056]

Fig. 7 i1s a drawing showing an example of the
destination list generated by the destination list
generating unit Z0 in step $S34. The destination list

00 includes “icon for showing online status of tThe

(T

terminal” (Just shown ag Y“icon”), Yonline status data
of the desgtination teriminal” (Just shown as “eonline

status data”), and “destination name / terminal ID”
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for each of the destination terminals.
[C057]
The name and tThe terminal ID of the user’s

rminal are shown at the last line of the

T
[0}

Q.
e}
[

tination list 200 in Fig. 7. Further, image data
502 taken by Lhe imaging unit 14 of Lthe user’s
terminal 1sg shown at the right bottom of the
destination list 500. The destination list
generating unit Z0 displavs a screen data Including
the destination name, the terminal ID and the image
of the uger’s terminal. With such information, users
can adjust and prepare the position of the internsal
camera 112 or the like bhefore calling the destination
terminal.
[00581]
<3tart-up operation>

As shown ags sltep 522 in Fig. 6, although the
terminal 10aa sends the reguesting terminal ID and
the password to the server 50, there may be a case
where the terminal 10 deoes not Include a UL such as
an input unit to receive an input of the password by
a user. Further, even if the terminal 10 includes an
input unit to receive an input of the password by 4a
usefr, functicnality may be reduced by reguesting

input of a password frem a user. Therefore, the
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terminal 10 of the embodiment previcusly stored the
password so that a user is not reguired to input the
password to have Lthe server L0 authenticate the
terminal 10.

[0059]

Fig. 8 18 a block diagram of a part of Lthe
hardware structure of the terminal 10 shown in Fig.
2. The BICS ROM 123 (a second recording medium)
includes a password storage area (a password storadge
unit) that stores a password 401, which will be
included in the login reguesting data to be gent to

the server 50, and a BIOS program storage area Tthat

&S}
=S
4]

includes a BIOS program 402. The BIOS program 40
performed first after power 1s turned on.
[0060]

The HD 122 stores a dedicated boot loader 403,
an encode-decode key 404, a reguesting Lterminal ID
405, a screen data 406, a start-up program 407, and a
terminal program 408. The start-up program 407
performs starting execultion of the terminal program
408. In this embodiment, the terminal 1D 405, the
screen data 406, the start-up program 407 and the
terminal program 408 are stored on the HD 122 of the
terminal 10 in encoded manner capable of kbeding

decoded by the encode-decode keyv 404 so that a thircd
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party cannot read the centents witheout possessing the
encode-decode key 404. Therefore, a person having no
proper rights cannol use Lhis data of the HD 122 by
copying the data or manipulate the data.

& [0061]

However, the HD 122 includeg a master boot
record (MBR) at Track 0, only which is in decoded
gstate {(unencoded state) in order for the CPU 101 to
execukbe Lthe dedicated boolb loader 403 to gstart the

TG terminal 10. Further, the dedicated boot loader 403
and the encode-decode key 404 are stored at Track O
in order for Lhe dedicated boot loader 403 to decode
areas other tThan Track 0 of the HD 122. As the

encode-decode key 404 1s also stored on the HD 122,

-
on

1f the endode—decode key 404 is rnot encodéed, the
encoded data stored on the HD 122 may be relatively
easlily decoded by the encode-decode key 404.
Thefefore, in this embodiment, the enccde-decode key
404 is encoded by the password 401, that is stored in
20 the BIO3S ROM 123, which is & recording medium
physgically different from the HD 1ZZ. Altéernately,
the encode-decode key 404 may be stored on the HD 122
in an encoded manner capaple of being decoded by
anothelr kev, different from the password 401, storsd

25 in the BICS ROM 123. By using another key, different
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from the password 401 that is sent to the server 50,
for decoding the encoded encode-decodes key 404,
secUurlty can be strenglthiened.

[0062]

Although the HD 122 1is described as a boot disk
in thisgs embodiment, the same operations are performed
when the CPU 101 1s iniftiated by the flash memcry 104
through the S35D 10b.

[0063]

Fig. 9 and Fig. 10 are explanatory views showing
an example of a method of enceoding or decoding the
data gstored on the HD 122. The HD 122 includes a
master boot record (MBR) at Track 0. The dedicated
boot loader 403 and the encode-decode key 404 zre

stored t Track 0. In this embodiment, an encode

ar

program and a decode program may also be steored at
Track © of the HD 12Z2. The dedicated boot loader 403
can call the encode program and the encode or decode
program from Track 0. The encode program or the
encode or decode program may be encoded or may nol be
encoded. When each of the encode program or the
encode or decode program 1is not encoded, the encode
or decode program may pbe stored anywhere else guch as
the flasgh memory 104 or the like.

[0064]
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The regquesting terminal 1D, the start-up pragram
407, and the terminal program 408 stored in HD 122
are protected by being encoded with Lthe encode-decode
key 404. In this embodiment, as the encode-decode key
404 necegsary to decode the terminal ID 405, the
gtart-up program 407, and the Lterminal program 408 1s
encoded by the password 401, which is not stored on
the HD 122, even when others remove the HD 122,
ehcoded data cannot be read out.
[0065]

Fig. 11 is a drawing showing an example of the
gtart-up operation of Lhe terminal 10.
[0066]

When a user switeches on power (step 53501), the
CPU 101 starts exedution of the BIOS progfam 402
stored in the BIOS ROM 123 {(step 8S502). Firstly, the
BIOS program 402 performs initializgticons for
periphéeral devices such as the RAM 103 which reguires
an initialization and diagnostics of the peripheral
devices. The BIOS program 402 then determines a
drive or a disk to boot in accordance wWith the
prierity of the boot disks stored in the BIOS ROM
123. For example, the pricority of the boot disks
such as a CD-ROM, a floppy (reglistered trademark)

dislk, a hard disk, a USE memory or the like may be
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set by a user.
[C067]
Then, the BIOS program 402 searches whethier a

recording medium is

with the

finds a

boot disk,

the
starting

the CPBU

assumed that the boot

Then,
after
[C068]

The

jumpe to the dedicated boot loader 403.

the dedicated boot loader 403 is

103, and

loader 403

encugh capacity to store

403, the

the MRR.
[0068]
The

rassword

recordlng

MBR of

the CPU 101

attached to for the boot disk

higher priority,. When the BIOS program 402

medium 1s attached to the searched

the BIOS program 402 coples a code from

the boot disk to the RAM 103, and sets a
address of The code To a program counter of
101 {step 8503}). In this embodiment, it is=s

disk ig the HD 122 hereinafter.

moves TLo control The boot disk

control of the BIOS.

code executed by the CPFU 101 i= a <dommand to

With this,

copled to the RAM

the CPU 101 can execute the dedicated boot

{step S504). When the MBR has a large

the dedicated boot loader

dedicated boot loader 403 may be stored in

dedicated boot lozazder 403 reads out the

401 stored in the BIOCS ROM 123 (step S50L).
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As the password 401 is stored in a specific fixed
address, the dedicated boot loader 403 reads out the
password 401 by setlbing the address 1in a register of
the CPU 101. The password 401 1s then stored in the
RAM 103.

[0070]

Subsequently, the dedicated boot loader 403
reads out the encode-decode key 404 stored in =
previously [ixed address of Track 0 and decodes it by
the password 401. The decoded encode-decode key 404

then stored in the RAM 103.

o8}

i
[0071]

The dedicated boot loader 403 also reads out the
encode or decode program stored at Track 0O and

develops 1t in the RAM 103. The encode progrkam is

the HD 122 to enccode the data by the encode-decode
key 404 and the encoded data is stored in the HD 12Z2.
The encode or decode program is performed by
interrupting the CPU 101 reading data from the HD 122
to decode the data by the encode-decode kéey 404, and
the decoded data is stored in the TD 122.
[D072]

Then, the dedicazted boct loader 403 perforins a

set up operation for encoding or decoding. Fig. 10
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shows an example of the set up operatieon. As the
BIOS ROM 123 provides a uniform interface for
ilnputting and outputting of various peripheral
devices, a software interruption occurs for using the
BIOS ROM 123 every time the CPU 101 accesgses The HD
1zz. Hereinafter, 1nput and output functilions by the
BIOS ROM 123 are referred to as a BIOS function.
[C073]

The BIOS function 4021 18 copled Lo a
predetermined area (640 k byte to 1024 k byte] of the
RAM 103 by the BIOS program 402. The BIOS function
4021 18 capable of being called by a program execulted
by the CPU 101. Concretely, The BTOS function 4021
can be called by setting an argument of the BIOS
function 4021 in a predetermined register of the CPU
101, and executing a command called “INT™. For
example, The CPU 101 executes a command starting with
YINTIZ3” to access a disk. with this, an interrupt

vector of “Ox13% ig instructed and the CPU 101

performs a function corresponding Lo the interrupt

vector by an internal interruption (software
interrupticn).
[0074]

In this éeémbodiment, the dedicated boot lcader

403 wriltes an interrupt vector of encoding or
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decoding at 2“WOx13” te hook an Iinterruptiocon by the
interrupt vector of “0x137. This is Lhe set up
operatlion.

[0075]

The interrupt vector of encoding or decoding ig
an interrupt wvector f[or having Lhe CPU 101 execute
the encode or decode program. By the sst up
operation, the interrupt vector of encoding or
decodlng can hook the software interrupt for reading
cout, by using the BIOS Ifunction 4021 when the CPIJ 101
gaoccesses The HD 122 gso that the decoding operation
can be performed. Here, Lhe operation of the CPUJ 101
when accessing the HD 122 follows the interrupt
vectors set in the set up operation. The processirng
procedure when the CPU 101 zaccesses the HD 122 1s
described below.

[DO076]

Now, the dedicated boot loader 403 reads out an
address where the start-up program 407 is stored on
the HD 122, and starts the execution of Lhe start-up
program 407 (step SLH0OE). Ag described above, the
start—-up program 407 1is encoded and is capable of
being decoded by the encode-decode key 404. It means
that the area on the HD 122 where the address of the

start—-up program 407 is stored may ke encoded. The
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CPU 101 decodes the area where the address of the
start—-up program 407 is stored by using the software
interrupt for reading cut, which 1is rewritten to the
interrupt wvector of encoding or decoding as described
abave.
[0DO077]

When the operations of steps 3501 to 3507 are
normally performed, the start-up progran 407 is

actlivated to decode and activate Lhe terminal program

iy
i
)]
O

408. At this time, the terminal TID 405 is=s

T
98]
=)
i8]
I
3
Q.

€

rt

decoded . Then, the operations moves to s

'
Qr

Lthe terminal 10 sends Lhe login requesting da to
the server 5O.
[C078]

Among operations of steps S501 to 8S5O07, for
example, when the dedicated boot loader 403 fails to
read ocut the password 401 (step 3H05), falls to read
out theée encode-decode kevy 404 (step 3$506), or fails
to decode the encode—-decode key 404 by the password
401 (step 85506}, the dedicated boot loader 403 cannot
decode the area of the HD 1272 where the addréegs of
the start-up program 407 is stored. As a result, the
CPU 101 cannot start the start-up program 407 because
the CPU 101 starts executicon ©of the start-up progranm

407 with setting a wrong address in the program
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counter. In such a case, the dedicated boot locader
stops dg tThe programs are Ifrozen {(step S5509). It
means that the operation 1s terminated without
showing the reason of not activating to a user by an
error message or the like. With this gperation, the
operation is Lerminated wilithout showling that a
prassword 1s necessary for the activation or the like
to @ third party. Therefore, esven when the data
stored on the HD 122 are copled to otbther apparatuses

or recording mediums, a person having no proper

rights cannct use the functions of the terminal 10 or
the server H0.
[007¢9]

[Procedure when CPU accesses HD]

Fig. 12A is a flowchart showing an example of a
procedure by which the terminal program 408 writes
data to the HD 122.

[0080]

First, tThe terminal program 408 executes an
interrupt instruction that specifies an interrupt
vector (S60D1). In other words, the terminal program
408 sets parameters “0x03" (meaning “write”}, the
numkber of sectors to be procegsed, cylinder number,
sector nmunber, head nuniber, and buffer addresgs (the

address of RAM 103 where the data to be encoded is
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stored)} 1in a predetermined register in CPU 101, and
executegs Yint $0x137.
[0081]

The CPU 101 refers to the interrupt vector with
the number “0x13” by an internal interrupt, but the
interrupt wvector for HDl12Z is hooked by the i1nterrupt
vector of enceding or deceding. Therefore, the CPU
101 starts execution of the encode program stored at
the address indicated by Lhe interrupt vector of
encoding or decoding by an internal interrzupt.

[008B2]

The encode program executed by the CPU 101
encodes data using the decoded encode-decode key 404
stored in RAM 103 (3602).

[0083]

The CPU 101 stores the encoded data in HD 122
(8603). S8pecifically, the encode program returns the
disgk interrupt wvector with number “O0x13” to the state
pbefore the setup process, sets the parameter in the
register of the CPU 101 again, and executes “int
$30x137, therebvy executing the body of BIGS function
4021, which writes to HD 122.

[008B4]
This enables the CPU 101 to write the encoded

2

data to a predetermined secter of the HD 122. In this
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manmner, any data that the terminal program 408 writes
outside of Track 0O of the HD 122 can be written in
ehcoded Lorm.

[0085]

Mote that zfter executing “int $0x137, *the
encode program prepares Lfor Lhe next write request by
returning the interrupt vector with number “0x13% to
the gtate after the setup process.

[0086]

FPig. 12B is a flowchart sheowing an example of a
procedure in which the terminal program 408 readsg out
data from the HD 122.

[0087]
First, the terminal program 408 executes an

interrupt instruction that specifies an interkrupt

vector (8701). In other words, the terminal program
408 sets parameters “0x02” (meaning “read out”}), the

nunmber of gectors to be processed, ceylinder number,
sector number, head number, and huffer address {(the
gddress of RAM 103 where the read data ig stored) in
the specified register in CPU 101, and executes “int
S0x137.
[008B8]

The CPU 1701 refers to the interrupt wvector with

the number “0Ox13" by an internal interrupt, which 1s
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hooked by the interrupt vector of encoding or
decoding. Therefore, the CPU 101 starts execution of

Tthe decode program stored at the address indicated by

T

h

iy

interrupt wvector of encoding or decoding by an
internal interrupt.
[008B9]

The decode program executed by the CPU 101
returns the disk access interrupt vector with number
Y0x13” to the state before the sebtup process, sets
the parameters again, and executes “int 50x137,
thereby reading out the data of the sector of HD 122
in RAM 103 (37027%.

[0090]

The decode program then decodes the data using
the encode-decode key 404 gstored in the RAM T03 and
stores the decoded data in the RAM 103 (8703). In
this manner, the encoded data can be read out from
the HD 122 and decode the read out data.

[0091]

Note that after executing “int $0x13”, the
decode program prepares for the next read request by
returrning the interrupt vector with number “0x13" to
the state after the gsebup procesg.

[0092]

Ag desgoribed above, in the terminal 10 of the
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present embodiment, the data in the HD 122 is encoded
except for those stored at Track 0O, and Lhe pagssword
401 for decoding 1ls stored in the BIOS RCOM 123 so
that even 1f a third party removes the contents of
the HD 122 by copying the contents of the HD 122 to
another apparatus, and the like, Lthe third party
cannot use the terminal program 408. This prewvents
unauthorized use by malicilious third parties.

[0093]

When the terminal preogram 408 is started,
writing to and reading from the HD 12Z executed in
gtep 522 and subsequenlt processes, but the datsa
written to the HD 122 is encoded. For example, among
the login reguest data sent to the server 50 by the
terminal program 408 (login reguesting unit T3}, the
reguesting terminal ID 405 is encoded and stored in
the HD 122 in step S22Z. Thus, a third party cannot
decode the data In the HD 122 without the password
401 and cannot be authenticated by the server 50.
[C094]

[Authentidation result confirming cperation]

Further, seven when the termirnal program 408 i1s
normally activated, by performing the authentication
Fesult confirming operation (step Sz25-2), the

security can further be strengthened.
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[0095]

Fig. 13 is a flowchart showing an example of an
authentication result confirming operation.

-When the login requesting unit 13 of the
terminal 10az receives the guthentication result data
in gstep $25, Lhe login reguesting unit 13 determines
whether the authentication result indicates that the
terminal 1l0aa 1is authenticated by the server 50 to
have ©Lhe proper rights f{sLep S2501).

-When the authentication resgult indicates that
the terminal has the proper rights, the operation
proceeds to skep 326.

-When, on the other hand, the authentication
result does not indicate that the LTerminal has the
proper rights, the login requesting unit I3 displavys

an error message on the display 120 and terminates

n

the operaticn {step 2502 ).
[0096]
Fig. 14 i1s a drawing showing an example of the

error message shown on the display 120. As shown 1in

Fig. 13, a message 1401 such as YAuthentication

-
J—

fa ed” and an OCK button 1402 which can be pushed by

)

a4 user are shown. The gocreen data 406 includes
characters and icons for displaying this messages 1401

and the button 1402. The screen data 406 1is stored
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on the HD 122 of the terminal 10, and the login
reguesting unit 13 accesses the HD 122 to have the
display <ohbtrol unit 16 display this message 1401 and
the like. In this embodiment, the screen data 406

may be encoded and stored on the HD 12Z. In such

il

=l

case, when the login regquesting unit 13 reads oudt Tthe
screen data 406, decoding is performed by a software
interrupt.

[0097]

When a user pushes the OK butteon 1402, the login
reguesting unit 13 can delete the dialog box.
Alternatively, theée Lermination operation may be
performed right after the user pushes the OK button
1402 to switch off the power so that others having
bad intentions <dannot use the terminal 10 anymore.
[0098]

As described gbove, according to tThe terminal
authentication system 100 of the embodiment, data in
the HDD 122 of the terminal 10 is stored in an
encoded manner and l1s decoded by the encode-decods
key 404, whidch 1s decoded with the password 401
stored in the BIOS ROM 123. Therefore, even when
others having bad intentions remove the data in the

HD

=

&%)

2 from the terminal 10 having & proper right in

order to use in other devices, the terminal program
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408 cannot be activated. Further, as the
guthentication of the terminal 10 is performed afler
The terminal program 408 1s activated, Lhe security
for the authentication ©of the terminal 10 can be
strengthened,

[0099]

Further, as 1t is not necessary for a user to
input the password 401, security can be maintained
even lor a small size of Lhe terminal 10 which does
not have a UL for inputting the password 401.

[0100]

In addition, sgsince LThe data written tLte HD1Z2 1s
encoded, it ig difficult to view the data seven 1f the
data 1g leaked, making it more robust in terms of
gecurity. The data written to HD1ZZ is encoded,
making it difficult to wview even 1f the data is
leaked. Further, although the server 50 for a video
conferénce and the teriminal 10 which participates in
the video conference are described as an example, the
abowve embodiment can be applied to the server L0 and

the terminal 10 which have other wvaricus functions.

[Description of the Reference Nunmbers])
T0 terminal

11, 51 sending and receiving unit
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operaticomal input
login reguegting unit
start up unit
destination
server

terminal authentication
status management unit
terminal

terminal

terminal authentication

HD

BTOS ROM
password
BIOS Erogram
dedicated boot lcader
encode-decode key
reguesting terminal ID
screen data

start—-up program

terminal program

accepting

list generating

extracting unit

unit

unit

unit

status obtalning unit

system
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[Prieor art document]
[Patent document]
[O0E&8] Patent Document 1l: Japanese

3945088

Patent No.
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[CLATIME]
[CLATIM 1]

A data procegslihg apparatus providing a
predetermined function by executing a program, the
data procegsing apparatus compriging:

an operaticonal input accepting unit Lhalb acdepts
turning on power;

a first storage unit that encodes execution
starting data for starting executiocn of the program
and stores the execution starting data;

a start up unit that obtains an encode-decode
key for decoding fthe execution starting data and
decodes the execution starting data with the encode-—
decode key to start the program when the operational
input accepting unit accepts the turning on the
power; and

an authentication unit that sends a reguest for

authentication to an external apparatus azfter he

t

start up unit has started the pregram, and th

W
it

starts providing the predetermined function when
obtaining an audthentidation result indicating the
apparatus is authenticated from the external

apparatus.

[CLATM 2]
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The data processing apparatus according to claim
1, further comprising:

a password storage unit that stores a password;

tores an encode-

n

a second storage unit Chat
decode key for decoding the program, the encode-
decode key being enceded by the passwornrd,

wherein the first storage unit stores at least a
portion of the encode-decode key by encoding the
portion of the encode-decode key, and

the start up unit reads oulb the encode-decode
key from the second storage unilt and decodes the
program using the decoded encede-decode key to start

the program.

[CLATM 3]

The data processing apparatus according to claim

wherein the first storage unit that stores
dpparatus identification data that uniguely
identifies the apparatus, and

wherein the azuthenticatior unrnit decodes the
apparatus identification data with the encode-decocde
key, the encode-—-decode key being decoded Wwith the

rassword, and sends the decoded apparatus
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identification data together with the password ta an
external server, and determines whether or not the
apparatus 1s authenticated, based o autbthentication
result data that determines whether or not fthe
apparatus has been authenticated with the apparatus

identification data and the password.

[CLATM 4]

The data processing apparatus according to claim
2 or 3,

wherein after starting the program, the program
execultes decodling of the read data with the encode-
decode key, the encede-decode key being decocded with
the password, every tLime the program executes reading

data from the second storage unit.

[CLATIM 5]

The data procesging apparatus zccording to claim

wherein tThe program executeg encoding of data
gubject to writing with the encode-decode key, and
subseguently executes writing of the decoded data in
the second storage unit every time the program
executes writing data te the second storage unit, the

encode~decode key being decoded by the password.
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[CLATM ©]

The data processing apparatus according to any
one of claims 1 to 5, wherein the predetermined
function is to obtalin a terminal list inecluding lists
of terminals capable of having communicatlion with the
apparatus from the external apparatus by sending
dpparatus identification data that uniguely
ldentifies Tthe apparatus Lo Lhe external apparatbtus,
to display the terminal list, and te start a
communicaticon with a terminal which 1s selected ILrom

the terminal list.

[CLATIM 7]

The dat

i\

processing apparatus acdording to any
one of claims 1 to &6, wherein the start up unit
terminates an coperation of starting the program
without digplayving a message when the start up unit

fails to start executing the program.

[CLATIM 8]
The data processing apparatus according to any
one of olaims 3 to &, wherein when the authentication

rFesult information Indicates that the authentication

has not been authenticated, the authentication unit
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displavys an error messade indicating zuthentication

failure on the display unit.

[CLATM 9]
The data procesgsing apparatus according to any
one of claims 1 Lo 6, wherein the password 1s stored

in a BIOCS ROM.

[CLAIM 10]

A program for causing a data processing
apparatus for providing a predetermined function to
execulbe a process comprising:

an operational input accepting step of accepting
turning on power;

a first Storage unit that encodes execution
starting data for starting execution of the program
and stores the execution starting datas;

a start up &tep of réeading out an execution
starting data for starting execution of the program,
obtaining an encode-decode key for decoding the
execution starting data, and decoding the exécuticn
starting data with the encode-decode key to start the
program when the turning on the power is dccepted in

the cpeéerational Input accepting step; and
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an authentication step of sending a request for
authentication to an external apparatus after the
execulblon starting data is decoded to start the
program in the start up step, and starting providing
the predetermined function when obtaining an
authentication result i1ndicatbting Lthe zpparatus 1s

authenticated from the external apparatus.
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[DOCUMENT NAME] ABSTRACT
[ABSTRACT]
[PROBLEM]

To provide a data processing apparatus capable
of being authenticated without reguesting a user &
paggword.

[MEANS T0O SOLVE THE PROBLEM]

A data processing apparatus 20 providing a
predetermihed function by execulLing a program 408.
The data processing apparatus includes an operational
input accepting unit 12 that accepts turning on
power; a L[irskt storage unit 122 that encodes
execution starting data for starting execution of the
program and stores the execution starting data; a
gtart up unit 17 that okbtains an encode-décode kevy
for decoding the execution starting data and decodes
the executicn starting data with the encode-decode
key to sgtart the program when the coperational input
accepting unit accepts the turning on the power; and
an authentication unit 13 that sends a reguest for
authentication to an exXternal apparatus after the
start up unit has started the program, and that
starts providing the predetermined function when
obtaining an authentication result indicating the

apparatus is authenticated from the external
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[Belected Drawing] Fig. 11
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[K4] KRB RTLOWRET O Y VRIO—HITHS,

[K5] WEKZFPAEET—TIL. HEREET—IJI., BEVUR FEBTF—TILO—HBIZRIRTHD,

[K6] WMERDERZRANOGIHE IR FERFTTIFETCOFIEETT O— o AKDO—HITHS,

[K7)] X579 7S 34THEYRMMEREAERT PEU R FO—HIERIETH D,

[K8] MRD/N—FoxF7HEERO—EO—HITHS,

[K9] HD DS - EEHEZOBEEHRBET IHDO—HITHB.

[E10)] HDDIFEEL - BEEAZDOHBRZHRAT IHDO—BITH D,

[E11] imROEHFIEFHBET LD —HITH D,

["12) 7FUsb—2a>7adSLNRHDICTF—422E2HIFIEZRI 720—Fv— FRIO—HIT
Hdo

[K13] RN ELREBO—HIZRIKTHS.

[K14] TA4RTLAIZRRTESNEIS—KRTOBAZETRIRTH D,

[FEBAEEET 5= DHE]

[0012]

LT, REBFEZERTI-OOBEBICODVTHEESBLAENSHET S,
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B 1k, AERBEDOIHEKRIZBIAE X TL1 0 0DHBERKO—HlEZRT, Y—/350&iHERT1 OMEEFERY
Fo—02Z A LTEHKIATWS, HERK10EEDESITHBTEEINS, —HlELTTOD Y5 ZEH
L-ERNBEE KR L=, &8, mEKI10ICIETA AT 1208 EHKEINTLNS, Y—/50(X., I
KI10FFEALZY., BADT—2EEELIY, WHERI10ICEBESNIZTAISLET Y IT— T34 E
DR ITH—ERERMHT S,

[0013]

WER1~nldiHR1 0 LRI CHEEDIEFERLEBEETH L L., B 2EEDOIFRNMEBEE TH XL, kK1
OtImERI~nD1DREIF, Y—/INS0Z N LTEWMIT—EEERETHENTES,

[0014]

BEFRYFTI—U 21X, HROLAN,. LANRLTZEEA—URy b (BEEE) LIP-VPNEZN
LTEHLIE-WAN, XX, IL—2ZNHLTLANDWANEEHRESN-A 82—y FETHD, LS
T. #A. BSEME. BROXHBIZE CiHEK10&HBR 1 ~nAEECHETARETHD, BEXSSL
(Secure Socket Layer) SFTHELINTLND Z EAFFELLY,

[0015])

E2i&. k1 0D/N—FOox7EBRBEIO—HIZTRT, HEK10IE. #HK1O0OEEKOEEEHEHITSCPU
(Central Processing Unit) 10 1. I P L (Initial Program Loader)&mMCP U 10 1DERFIZALNSNE T
O45SL%ESEEL-ROMRead Only Memory) 102, CPU101MDT—4TY7PELTHEASTSNARAM
(Random Access Memory) 1 0 3. kKA TOI S LPERTIHEKI DEFEETHSHD122, CPUT101D
HIENZLf=AA>THD 12 218 d 2/ ET—2DHRAH LIX(TEEZTAHEFHIET SHDD (Hard Disk Drive)
121, BEBET—AARUEBEFRT—25FDRET 2288 TH5I7T392aAEY104, CPU10 1DOHIHE
LA 2TISYIa AT 10411 T 58T —2D5EAHAH LRITEEZAHEHET 5SS SD (Solid
State Drive) 105, IS9P atE)FDRBFEATAFT106ICHTEIT—R2DHFEABLIIEIEEEAH (B8
B) ZHHITE2ATATFTESAT107., K1 0DRBEZTERT IEELEIIBEILDIBEEREZL10
8. HMKX1ODEFEDON"OF FZEYUYMZDT-HODERRXRAvF109, BERY FI—U2ZFZFALT
T—HE%EETBEODERY FT—5 1 - F(Interface) 111, W—KFKY9xFPELDRLELRILOAHEHEZIT
560 TAaTSLAKMEN-BIO0OS ROM123%{HATLS,

[00186])

Ffz. WK1 0(X. CPU 10 10OHENIHE > THEREZREB L CEERBT—2EZR[2ABEEOHAS 11
2. COHAS1120BHEFHHTIREEFI - F113, FEEANTIHAEROTA7114, FF
ZHATHIRNERDORE—H115, CPU1T1O01DHINIZHE>TIAY114RVRE—H115EDMT
EEEEOAHNENESIEZEEAREATI F116, CPU1010Q&IFIZH>THFITOTs AT LA 1
20ICEBET—24EETBETARATLAI F117,. BIEON B EIESET -0/ PSR 1 .~
F118., RULEBEEREZZERAMICEKTZ-ODT FLRANRRADPT—E2/IRRED/IRSA(2110%
A TLNS,

[0 17]

FTARTLA 120K, BEEROEZBROCERIEHA7ZA I VEERTIHIRBOEHELICE > THEREINR
TRETHD, FIVFINRILERBETIIENTES, £z, TARTLA4120i%, ¥—TIL120clzL>
TTAARITLA I F117128HEENnE, CO5—TJIL120cid. 7FO4FRGB (VGA) EEHDY
—JILTHoTELWLL, A R—R2 FEFAFHADS—TILTH-TELLL, HDM (High-Definition
Multimedia Interface)x>DV I (Digital Video Interactive) (2D —TILTH->TH KLY,

[0018]

hAS112iF LOXO, AE2EFICERL CHEARDEIR (BE) 2EFILT IBERKREBERTFEEH.
EAiREEZEFEL LT, CMOS (Complementary Metal Oxide Semiconductor) %>, C CD (Charge Coupled
Device) ARV S,

[0 19])

SR ERRESRIERT ] F 1 1 8(Z1%. US B (Universal Serial Bus) ¥— I EIZ&> T, M+ HAS. BRD
HMIFRE—HFEDONEBEBIIDNENTNIEHFARETH D, IMITHASHEHRIAZBEAICZIE. CPU1T01
DOFNENZFE->T., RNBEDHAS 11 2(CTEELT. MITHASHEST S, RLC L. SMfTIF<1 UL EER
ShBE0, sMIFAE—ANEHREShEB&ICIX. CPU1 0 10HIEIZK>T. FhFhIAREBEEDO~
4911 40ABEDAE—H115(12EELT, MFIT<A 00T TR E—HNERENT 5,

[0020]

HE. BBEATA7106I1E, HmEKR10ICHLTCERBELGEREG>TLNS, £z, CP U1 0 10O
L2 TT—20HEAE LXEEEZAAFTITEREATITHNIE. I59TaAEU104IZRL
3. EEPROM (Electrically Erasable and Programmable ROM) ZZHWL TH KLY,

[0021]
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BI(Z, WERATATSALIE, 41 R P—IILTEEGEAXIIETHARLEEKD I 7 IILT, LERFEATAT
106%M, a2Ea1—4% THRAMY TREGEEKEARICRFL THRBSEDILSICLTHEL, Fi=. E&H
KATOFSLALIX. HD122TIEHE<ROM1 0 2(ZEBESEDLLSIZLTEH XL,

[0022]

E3i&. Y—/I50DN\—FOz7HERERO—HBITHS, H—/\50(F. Y—N2AKDOEIEZFHIHITSHCP
U201, IPLEMOCPU201DEHICAVLLNS IO S LEREELIZROM202, CPU201®
J—OITYF7ELTHERAENRSRAM203, Y—/\ATOJSLEDRET -4 %#%ETSHD204. C
PU20 1OHENZLEA>THD204IZ1T 5K ET—205EAE LXIEZEEAHEHET H5HD D (Hard
Disk Drive) 205, ISV arENEDNREHEATAT206IC/HTET—2DEAHFBLIITEEEZTAH (&8
1B) ZHHTEIATAFTRESAT207,. h—VYI, A=a—, Y12y, XF, RITEELEORTEER
#FRTRTBTARATLAL208, BEFRY FI—V 2%FALCT—E2EEETH-HORY T—Y 1 /F
209. XF. HE. FEBETGLEDANOLOHOBEHDOF—EHEAF—FHR—F21 1, ZFFIETOERY
1T, NEFRZOER. h—VILOBHLEZITSYOR2 12, ERAREGRFEAO—HELTHOCD —
R OM (Compact Disc Read Only Memory) 2 1 SICH T 2FKET — 2 DFHEHE LXIIEZAAEFHIET SCD—
ROMFESA47T7214, RU. EEAERZESHNICERT SO0 T7 FLRANRROT—2/1RED/INRSA
»210FHEATLDS,

[00 23]

BE. U —/\ATOTSALIE, A A F—IAREGEARIEETAGRGERXD I 7L T, LEEHEA T«
7206 CD—ROM213FNaVE1—4% CHcsIUATREAEFEAICEZL THRESESLS(ZLT
L&, Ff=. Y—/HTASSALIE. HD204 TIEHECROM20 2(ZRBEENDELSICLTH KLY,

[o024)]

<ImFRDHERERE R >

4%, WRBIHICRATLIO00DHET OV IRIO—BITHD,

WK1 0k, EZEH11. OFAVERE13. BFEANE15a,. BEFEHAER 15 b, sEE) X MMERKER

20, BB 7. BEALZMHE1 2, HBEH1 4. KU, XRHEAEIH16. 2ZALTLS, ZhDEE
[Z. ASICRENTLEAEEBREROLVThMA, HD1 2225 RAM1 03 LEICEMEh-iHEKAITOY
SLEEATLIEZCPUI1OIMLDMBICL>TEHET S L TERINDBEE. XIIBEMLELEFERTH
%,

[0025]

mE10DEZEH1 11X, CPUTO01AhALOEHR. R, XY FIT—Y 1 /F111IC&k>TEREX
h, BERY FT7—9 22N LTihoink, EBEX(EH—/50¢LEET—42 (F=HIER) OXEZEZET
S

[00286]

BEANZMAE1 21X, CPU1O0 1MhLD&GT. BIERZ22108RUBRRAM YF109IC&K>TER
SN, A—HICKBBREANEZHF TS, BIZAIK, 2—FH, ERRAAYF109%0ONIZTS&. BIEA
HZHER1 2ABREONZZIFHITT, BEISEIICEHZHB TS,

[0027]

OJA4 2 ERE131X. CPUTO01MLDEGRICE>TEREIN, EEXAYF109DONDIRELZE
HELT, EZEIH1ILALBEERY FT—I2FZNALTH—/N50(2A5 A VERIFHR. BERTHRI DR
U, BRTHEK WK1 0aa) OIRBEAD]I P7 FLRAZEHBMNITEIET 5,

[0028]

BIZER1 41%. CPU1 0O 1A LD&E. DAS112RVRERZRFIF113(I2&->TEREh, #E
HEREBELT. ZORBLTELERT—22HHNT 5.

[0029]

BEFEAANE15ald. CPUTO 1MhLO@ME. RU. BEAHRANI - F116(C&k>TEHRSh, ¥4
11 4(1C&>TA—YDBEENEFESICERSIIIZE. COBFESIRIBEEFET—HEANT S, BEFLE
A1 5bik. CPUTO0 1MhLD@HmT. RUE. BEFEABAI /F116IC&k->TERESh, BFET—FI2F
HZBEESEAEF—AHICHAL, AFP—AH115hFmEHAEHES,

[0030]

KrAlEEE 161X, CPU1T1O01AhLODESE. BRUY, TARXRTLA 1 /-F117I12&k>TERIN. 1T
DTARTLA120(CHLTCEBET—2 E:EETH-O0FEEITS,

[0031]

SEEUR MMERREE2 Olk., H—/"\5 0MBSZ{ELz. HiRDEAE) X MEBREUEIEEME L TOIHE 1
O DIREFRICE ST, RI7D&LS3LHWEN X FOERRUEHFEITS,

[0032]
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HE. REREREDIHRI DIZ. ThZFhinXR1 0Z—BICHENT I1=HICHEHLNEEE. XF. 5. X
TREDLD LEDHNERETT, =, WHRI DEUDHEE I DX, EE. XF. 5. RUESEDOL
LS55, Lt 20 AELINH#ANFERTH>TH LKLY,

BEIE 1 7 (X, IREALZMAE1 255 ERBEALNBHSh D L. WKRATOTSLEFRBESELZETTHD—
EOESNEZHIET S,

[0033]

<Y —/\DOHEHERERL >

H—/5 01, E2{EE5 1. WHKRFRSES 2. KEEEES 3. WHRKMEES5 4, RV, WHRIKERSEET
55#BLTW5, Cho&/ifk, EISICRINTLWSEBREZFOVNVTIMAL, HD204M5RAM20
SLICEBRHEh=Y—/\ATOISLICHS=CPU20 1HhLDMNICL>TEHET 2 TERREh 51
BEXIZEMEEFERTHD, F/=. HD 20 412X, WKRFIAEEDBS5002, HEREEDB5003,
RU. SBEUR FEEDBS OO0 4N EEINTILNS,

[0034]

(IR EET—TI)

E5 (a) (£, mERBMEEDBS OO 2ICBESN TV AHKREZBMEET—TILO—HIZRIHTHD,
IR EET—IJILIZE, H—/N\50IC&k>TEEBINDI2TOHEKR1 0DFIHEK [ DIZHEDIFT T, &F/8
27— FHEEM TN TERIND, HIZRIE. B5 (a) ISRSNTWSIHEKRFBAEET—JILTIK, HEK
10aaifkRIDIZT0O1aal T, /\ART—FKiZXTaaaal] THAZEINRIATLS,

[0035]

(HREEF—II)

K5 (b) [XHKEEDBS500IICEBBIATVAHREET—TILO—HZRIKTHD, mEXEET
—JITIE, BimEK10DIHER]I DEIZ. iK1 0ZEZRIENIEELE LE-BEDMEER. Kink 1 0 DIREIR
BB, oo d A DERBERMAY—/\5 0 TRZESN-2EHE. RV, HmEK10D 1 P7 FLXABE&ENIT
LNTEEEIhS,

[0036]

(FEEVR FEET—TI)

E5 (c) . SBEUVR FEEDBS5004(IRRIESNATVLDIAEVR FEBT—TILO—HlIZRIETH
%, BEVR FEEBET—TJILTIX, TLESERICEIT52@E0ORMBEERT 2ERTIHEKRDOHEI D (LT,
ERITWHERI DEWVWSBENDHD) ITHIEDITT, BEWRKRKDEHE L TEHRINTWVDIBERKRDIHR I D
NETEEMITLONTERELS, FIXIE, WERKIDA T01aal THRIERTHEK (HEK10aa) Hhd
FLERBICBIT2BEOMBEERT I ENATEIMAMKRDIFERHA. WERIDICKYBHEINTLS,

[0037]

EREHS5 11X, CPU201hLO@ME. RU. FY FT—U 1 F209I(&>TETEN. BIEFY
FO—52ZALTHERT10, XEXIFICATFLESET—42 (F-FEHR) OEIEEITI.

[0038]

IHRFBEEERS 21F. CPU20 1MWSD@GBICE>»TERSIW, EZEHS 12N LTCRESKEOST A
ERBERICEFNTWDERTIHER I DRUNRDV—FEHERF—EL. HRZFMEEDBS500 2I1CF—®
WK I DERUV/ISRT—RFABEINTWAHNZHMT 2 LIk > THERZBIEZITS,

[0039]

IREEEES 3. CPU20 1MhLDHmFICE>TEEREIN, O 4 EBERL CTELERTIHRDOIREIK
RBEEEIRL, HREEDBS5003IC. COERTHEKDIHRK I D. BREBIKRE, y—/50TOTAVE
RIBHAZESN-ZEAR. R, ERTHEDO I P7 RLRAZEEM T CRIBELTEET S, £, KEE
BIBES 31k, A—FHPIHEK1IODEBERAAYF109FONDIRENSLOFFICT AR LT, mEK10M5
ELNTE, BERZOFFI35DREFMIEINTC, HREEDBS5003NDONSA UERTIFEENK
REBEOFFSAVICERT S,

[0040]

HARHEEES 41X, CPU20 1050OMRBICE>TERESh, AVA VERLE-ERITHERDIHER I DF
F—& LT BEVAINEEDBS5 00428 KRL., BERTHKREBEET 5 2 & DT E BIBILIHKRDIERH D ik
RKIDZEHEAMI LT, K1 DEWMBET S, T, HKRMEIS 41X, 051 DEBRL TELERTIHEK
DHERIDEF—ELT, BEVRAMEEDBS5004%BEL. ERTHERDEHHR 1 DEIREMKDIRE &
LTEHFLTWAthnERTIHEDIHR I DEHLEHT 5,

[0041]

IHRAKEEERIGER S 5 (&, WRHEEE S 4 Ik > THIE ShizMEHRKROEHDIFR | DEFHREF—L LT,
WAREEDBS5003%2BEL., HRMHES 4> THHE IR DECERIINEZSRAHT, Zh
Tk Y., WEKIRERBIH551E. AV VERLTCELERTIHEKREBET A ENTELREHKRDEHD
BRBIKEFIRBTIIENTEDS, Tz, HFRIKEMBEIS 51%. HRBESHS 4 (k> THEH IR KR |
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DEREREF—ELT, HKXREEDBS5003FHEL. OFJ A ERLTCEERTHKROBRIINELTRGET
%,

[0042)]

[(EREBEANSTE )R FFRRET]

Eeix. mkX1O0ODERBANSGIHVEVR FERTTHDETCOFIEZTT O— 2 ARO—BITHS. ER
BASNDIHEKR10%ZIHK10aa T3,

[004 3]

FY., 2—HH, ERRAVYF109%O0ONIZTHE. BEANZMAE 1 2/VERONZZITFIT T, EBiR
ZONIZT B (S21) , ZDk., BEBEFER1 7 (XRRT SEEFNIEEZERITTS (S21—-2) ,

[0044)

FEELEANSETIT DL, AT A VERE 131X, BRAAYF1T09DONDIEELEZHL L., EZES1
1MASRBIERY FT—22ZNLTH—/I50IZ, BF A VERERI O A VERIERZEHIFMIEET S
(322)0_®D74/E*hﬁlu ERITELTOBHRTHDMHER10a aZ#HNT 5-DERT
HWRID., RU., NRAT—FKAEFEA TS, CO/NRXRT—FKIEBIO0OS ROM1 2 3IZRBEEThTLIA/AX
T—RTHY., 2—FDPANTIBHENGZVAIEED 1 DIZHE>TWDS, BH. IHEK10aahdbH—/N5
OANOT A VERERNEE SN IRE. ZEATHLIH—/50(%. XERITHDHEK10aaDIPF7FR
LRZET EENTES,

[0045]

RIZ, —/ 5 O DIHKBEEERS 2 1. EREEHS 12N L TRELEZOAT A CERBRICEFTNTLELE
RITIHEK I DRUNRT—FZREF—L LT, mRFBIAEEDBS500 2(1CRA—DHRK I DRU/NXT—F
DHENEEBEINTWEHIZHT A2 LICE>THRFEEITS (S23)

[0046]

FLT, Y—/ 5 0MEZEERS 11%. WHREES 2 Ik > TE LN ERIHERN RTINS RIER
. O BERYEITI—U2FNLT, BTS2V BERLTCELERTHR WHKR10aa) (TEETS (S2

) o AEMBMETIX, HRZBIIS 2L > CELLGFAERZET SR THI L Ehi=tD LT
%,

[0047])

%, AT A VERE 1 3XERT 5 IFEIHERHENE] #3E795d (8S25—2) ,

[00 48]

ERTIHE (HK10aa) TIEK, ELLGIAERZETI2HEK10THD LHFHINIzHBRNARSINE
FHAERIEHREZIET S E. EZE1 1HABERY FT—I2ZNLTH—/A50~, BEVR FEERT S
ENTREINI=EEY R FERIEHREZIEIET D (S26) , ThizkY, —/N50DEREES5 11%., 5@k
R FERIERERET S,

[0049]

IHRHEER S 41X, AT A VERLUMLERTHREK (HK10aa) OIHKID 01 aal #EF—&L
T, BEVXMEEDBS5004%#REL. ERTIHRK (kK 10aa) EBEITHIIENTEDRERKD
REOImEK I DE., COWMEK I DICHIGT DAL EHRALT LIk >THET S (S27) ,

[0050]

H—/N5 ODIHFRMHELS 4%, HEREFET—ITIUASEREOEHR ]I DICHEIFohi-La— KEEHH
L. La—Fhi, T5EEURMMER GEZELD X M, WK1 D, 58%ER) | 2EmT 5 (8s28) , H—%
50M&EZEERS 11&. JBEVR MEREFERTIHFK (HEK10aa) [TEETDH (S29) ,

[0051]

ChizkY., BRTIHEK (IHEK10aa) Tlk, EZEE1 1%L X MMEHRZEZEL. RAM103~
SEAE ) R MEHRZEERT S (S30) ,

[0052]

Ffz. H—/35 O DIHFIKEERIFER S 5%, LERIHFREHERS 4 (& » THIE SN -FREMERDIEHDOIHR
ID(lT0O1abl]. TO1bal., TO1dbl . ) ZBERF—ELLT. HBKREEDBS5003%EE

~m$%mW54lxoTHméh#ﬁilDﬂk~ﬁmTéﬁﬁﬁ EZRAHT LT, BEGRBELT
DiHKR (10ab, 10ba, 10bb, ) OFBEIKEZWEBTS (RTFVvTFTS31),

[0053]

RIZ, EREES 11X, ATV TS 27 CHEASIEZHRRXF—ELTHDHRID 01abl & TS
JEEIMEK (GHK10ab) ORMIKE TONSA > GESEME) | ENEENT NnROWKEREHR . &6
2y FIT—U2ZNLTCERTIHER HEK10aa) ITEETDH (RFYvFS32) ,

[o054)]

RIT, BRTIHER GHK10aa) (X, IR, H—N\50MS5ZELHEK1 0ODKEFHRERAM103
IZEERT 25 (RTFvTFS383) . £2T. BERETIHR (HFKR10aa) (K, LEBSHEROIKEEFEREZIET S
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CET. BRAOMEK (K1 0aa) CEREFFTAIENATEDIREWMKDRMBTHDUHHEKT10 a bEDRMS
DENFNOBREIREZMBFEILENTES,

[0055]

RIZ, BRTEHRK (HEK10a a) OWEY X MEEER20(X. RAM1 0 3I(ZFEIBEIATLNDIEAEY X +
HEERICE DT, BV R FEERT HEHIC, RRHIEE 1658, T4RTLA120Icx® LT, FEEUR
FERTITZDE2AITEHET S (S34) , O, L TULWHAWREEFEHIEELE) X SRS
CEORBBLTWEVLWEZREY R MIRMEEERIENTES,

[0056]

B7ik. A7v7S34THE)RMEEEE2 0L MERT S5AEV R FO—HIZRIRTCHD. 1 DDIEE
#(Z, TmEROKEZTRITFTa2) . [FEREER) . ks (L) /#mXEKID (FE) 1 ARRINT
W5,

[0057]

BE. I705EVR FOREDITIE. BIHERDEAEL LK | DARTIND, £, REDITORIFIC
X BIHROIRGER 1 4 AN LM EBAKR RTINS, FEkc) X MERER 2 01X, BIET—Z (CBImERDI L
. WK DRUMBERELTERT S, COLSICHEBEERRIETE I ET. BHERSHEFEIFUE
FHIZ, I—FNREUBZARLT, EFLTHELIELTES,

[0058]

<j{ZEhnE>

BemDS 22 RTELSICHEKT10aaldEBRTIHRI DE/RRT—REH—/\50(EET SH. ImK1
ORI —FDANFEZELTLWEWEESH D, Fi=. mEK1 0/ XT—FOANFEFZALTLT
H, A—HITNRRT—FOANFEERT D ELEIEFEENMMET T I ENNHD, £2C. FAERBEHEDHEK1 0
TFTH/IRT—FRFZERBELTHELIET, A—FHRNRRT—FZAALAELTEH, ImK1 0B/ —/N50I(2&
A EZTONBESITHE-TLNDS,

[0059]

E8iX. #iK1 0D/N\— ROz 7HEBRIO—E%ETd. COESIE,. H2hSEENEBIZERASINSTAY
VERBLIZEDOTHS, BIOS ROM1 2 3ITIEFERBRAZORIICEITESNSBIOSTAIS5L40
2RUATA DERFERE L TH—/N5 0IZREIEThB/IXRT—F4 0 1B EIATLS,

[0060]

HD122(ZIZEA7—FO—4403, BEES5X—404, ERTHKRKIDA40S5, BI@T—2 40
6. BEFTOISL407RVIHRTOTSL408MBREINATILNS, =L, WHEKRI10DHD 1 2 2(2F
IR TWAT—REE=ZFEIERTELVLSICHESEBEMCLUBESEIhTWS, COH, BEEDH
2E=FHIFHD1220AHAEFZIE—LTT—2%FALY. HTAT I LIETEAHLY,

[0061]

LAOLENSL, CPUTO1AHR1 0O ZEESHI-ODEHAT—FA—4403FETTESL3IC,
MBR (Master Boot Record) MEFEN S S v o 0 FITIXIESIKE (E3UREE) &ih-TW%, . ERAIT—+
O—%403MAHD122DFSv Y 0N EESTEELSIC. BEEEX—404%EL 5 vV OIZERE
ENTWDS, BE EEXF—4 04N EXDFFLLLEBEMBSICHD 1 2 20T —2 #1EEWHEIICHE DT
O, BEA1EEF—404F/NRT—F401[ICKYUBESEIIhTWS, GH. /8XRT—F40 1T%HL<B1
OS ROM1 2 BIZEEBEINIADF—IZLYBEELELIhTWWTH LU, H—/I\50IZEEINDI/NNRT—F
401¢&,. BB EEX—404%2 8T E5F—2NRICTDIETEFAVTFAREZELLTIHENTE
%,

[0062]

HH. AEEMETIIHD 12 2ZEBET XYV ELTHEAT LA, CPU1T101ASSD105FMLT
TSV AFEY104Hh BT IHFELRETH D,

[006 3]

E9. 10i&. HD 12 2 DS - ESHZOMBEHRPAT IHDO—HITH D, BEEESH TGRS Y
ZO0IZIEFMBRAHY., FSYYOICIFERT—O—4, 5 EE5F—404, HREBESNITLS, &
B. EFRAT—+tO—FE ST 0N ORBEETOTSLEESTTOISLEFURT ZENTED, BEEE
TOUSLEESTATSAEBEEEINTLWEITRIETIS Y2 AT 104 ELEZICEBESATLTE
KLy,

[0064)]

HD122(C8@iBEShi=, ERTIHEKI D, 87055 L407., HERKATOYTSLL08IEE ES
F—404ICKYBBLEEINTWEILTREZINTLS, HD 1 2 20ESICHELKES EE5FX—404
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{Type of Document] Description

{Title of the Invention] TRANSMISSION MANAGEMENT APPARATUS
[{Technical Field}

[0001]

The present invention relates to a transmission
management apparatus, for example, to a transmission
management apparatus that manages transmissicn states of
transmission terminals used in a remote conference system
with which a remote conference is held through a network.
[Background Art]

{0002}

Remote conference systems realize situations similar
to actual conferences as follows. Images and sounds are
collected by imaging attendees and collecting utterances of
the attendees in conference rooms where remote conferences
are held. The collected images and sounds are converted
into digital data and transmitted by transmission terminals
on one side to other transmission terminals on the other
parties' side. The images are displayed on displays such
as video screens and the sounds are cutput from speakers in
conference rooms on the other parties' side.

[0003]

In an example of such remote conference systems, a
remote conference can be realized among a plurality of
sites by a relaying apparatus that is coupled to all of the
transmission terminals attending the conference and
controls delivery of image data and sound data to each
transmission terminal.

{0004}

Generally, in a remote conference held among sites, a
display screen of the transmission terminal is divided into
the number of transmission terminals attending the

conference and images transmitted from cother transmission
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NS

ferminals are displayed in the divided areas on the display
screen so as to know who is attending the conference
through other transmission terminals during the conference
(e.g., refer to Patent Literature 1).

[Disclosure of Invention]

{Problem to be Solved by the Invention]

[0005]

Such a conventional technique, however, has a procblem
in that users who use the respective transmission terminals
cannot grasp which transmission terminal is attending the
conference when the number of transmission terminals
attending the conference increases because the division
number of the display screen is increased and thus a
display area for displaying an image transmitted from each
transmission terminal is reduced.

[0006]

The present invention has been made to solve such a
conventioconal problem, and an object of the invention is to
provide a transmission management apparatus that enables
users who use respective transmission terminals to grasp
which transmission terminal is attending a conference
regardless of the number of transmission terminals
attending the conference.

[Means for Solving Problem]
[0007]

A transmission management apparatus of the present
invention is for managing transmission states of a
plurality of transmission terminals. The transmission
management apparatus includes a terminal management table
storage unit configured to store therein a terminal
management table in which terminal information including an
identifier and an identification name of each of the

transmission terminals is managed; a receiving unit
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98]

configured to receive a terminal information reguest signal
indicating a reguest for information for identifying a
transmission terminal that is in a transmission state with
the transmission terminal; a terminal state acguisition
unit configured to acguire the information for identifying
the transmission terminal that is in a transmission state
with the transmission terminal, from the terminal
management table in response to the terminal information
request signal; and a transmitting unit configured to
transmit the information acguired by the terminal state
acguisition unit to the transmission terminal that is a
source having transmitted the terminal information request
signal.

[0008]

With this cenfiguration, the transmissicon management
apparatus of the present invention transmits the
information for identifying a transmission terminal that is
in a transmission state with the transmission terminal that
is a source having transmitted the terminal information
reguest signal tce the transmission terminal that is the
source having transmitted the terminal information regquest
signal, and thus enables users who use the respective
transmission terminals to grasp which transmission terminal
is attending a conference regardless of the number of
transmission terminals attending the conference.

[0009]

The transmission management apparatus according to the
present invention may further includes a destination list
management table storage unit configured to store therein a
destination list management table in which a destination
list including the identifiers of the transmission
terminals that have been already registered is managed for

each of the transmission terminals. The terminal state
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acquisition unit may acguire, from among the tTransmission
terminals that are in a transmission state with the
transmission terminal that is a source having transmitted
the terminal information regquest signal, an identifier and
an identification name, included in the terminal
information, of a transmission terminal that is registered
in the destination list for the transmission terminal that
is the source having transmitted the terminal information
request signal, and acgquires an identifier, included in the
terminal information, of a transmission terminal that is
not registered in the destination list.

[0010]

With this configuration, the transmission management
apparatus of the present invention does not transmit an
identification name cof a transmission terminal that is not
registered in the destination list, and thus enables the
attendance of an unknown party at the videco conference to
be informed. As a result, the video conference can proceed
with careful attention to discussion contents.

[0011]

A transmission terminal of the present invention
prerforms transmission with at least one transmission
terminal through a network connected to a transmission
management apparatus for managing transmission states of a
plurality of transmission terminals. The transmission
terminal includes a transmitting unit configured to
transmit a terminal information reguest signal indicating a
regquest for information for identifying a transmission
terminal that is in a transmission state with the
transmission terminal, to the transmission management
apparatus; a receiving unit configured to receive
information that is transmitted from the transmission

management apparatus in respcense to the terminal
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information request signal; and a display control unit
configured te cause a display unit te display the
information received by the receiving unit.

fooiz]

With this configuration, the transmission terminal of
the present invention can acguire information for
identifying a transmission tTerminal that is in a
Lransmission state with the transmission terminal, from the
Transmission management apparatus, and thus enables users
who use the respective tTransmission terminals to grasp
which transmission terminal is attending a conference
regardless of the number of transmission terminals
attending the conference.

[0013]

The transmission terminal according to the present
invention may further include an operation input reception
unit configured to receive input from a user. The display
control unit may have two modes of an all-image display
mode causing the display unit to display all images
transmitted from the transmission terminal that is in a
transmission state and an information display mode causing
the display unit to display the information transmitted
from the transmission management apparatus, and the display
control unit may switch between the twoe modes when the
operation input reception unit receives the input, and
transmit the terminal information request signal to the
ftransmission management apparatus after switching the all-
image display mode tco the information display mode.

[oo14]

With this configuration, the transmission terminal of
the present invention can cause the display unit to display
all images transmitted from the transmission terminal that

is in a transmission state or the information on the
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Transmission terminal that is in a transmission state, in
respcnse to a user’s input operation.
[0015]

The transmission tTerminal according to the present
invention may further include an image data input unit to
which image data representing an image taken by an imaging
device is input. The display control unit may cause the
display unit to display an image represented by the image
data that is input to the image data input unit of a major
Lransmission terminal among all the transmission terminals
that are in a transmission state and transmitted, in
addition to the information received by the receiving unit.
[C016

With this configuration, the transmission terminal of
the present invention allow a user tc grasp a situation cof
a major site even when the information on the transmission
terminal that is in a transmission state remains displayed
on the display unit.

[0017]

The transmission terminal according to the present
invention may further include a sound data input unit to
which sound data representing sound obtained by a sound
collector is input. The display control unit may identify
the transmission terminal from which the scund data
representing voices input to the sound data input unit is
transmitted is the major transmission terminal among all
the transmission terminals that are in a transmission state.
[0018]

With this configuration, the transmission terminal of
the present invention can identify the transmission
terminal in the site where participants are taking.

{00C19]

A transmission system of the present invention
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includes a plurality of transmission terminals; and a
Lransmission management apparatus configured to manage
Lransmission states of the transmission terminals. The
Lransmission management apparatus includes a terminal
management table storage unit configured to store therein a
ferminal management table in which terminal information is
managed, the terminal information inciuding an identifier
and an identification name ©of each of the transmission
terminals, a receiving unit configured to receive a
terminal information request signal indicating a reguest
for information for identifying a Transmission terminal
that is in a transmission state with the transmission
terminal, a terminal state acgquisition unit configured to
acqguire the information for identifying the transmission
terminal that is in a transmission state with the
transmission terminal that is a source having transmitted
the terminal information reguest signal, from the terminal
management table in response to the terminal information
request signal, and a transmitting unit configured to
transmit the infermation acguired by the terminal state
acquisition unit to the transmission terminal that is the
source having transmitted the terminal information request

1

signal. FEach transmission terminal includes a transmitting
unit configured to transmit a terminal information request
signal indicating a reguest for information for identifyving
a transmission terminal that is in a transmission state
with the transmission terminal, to the transmission
management apparatus, a receiving unit cenfigured to
receive the information transmitted from the transmission
management apparatus in response to the terminal
information request signal, and a display control unit
configured to cause a display unit to display the

information received by the receiving unit.
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f0020]

With this cenfiguration, the transmissicn system of
the present invention transmits from the transmission
management apparatus the infermation for identifying a
transmission terminal that is in a transmission state with
the transmission terminal that is a source having
transmitted the terminal infermation request signal to the
transmission terminal that is the source having transmitted
the terminal information request signal, and thus enables
users who use the respective transmission tTerminals to
grasp which transmission terminal is attending a conference
regardless of the number of transmission terminals
attending the conference.

[0021]

A transmission management method of the present
invention is for managing transmission states of a
plurality of transmission terminals, wherein a terminal
management table in which terminal information including an
identifier and an identification name of each of the
transmission terminals is managed is stored in a recording
medium in advance. The transmission management method
includes a receiving step of receiving a terminal
information reguest signal indicating a reguest for
information for identifying a transmission terminal that is
in a transmission state with the transmissicn terminal; a
terminal information acquiring step of acguiring the
information for identifying the transmission terminal that
is in a transmission state with the transmission terminal
that is a source having transmitted the terminal
information reguest signal, from the terminal management

table, in response to the terminal information reguest

signal; and a transmitting step of transmitting the

information acguired at the terminal information acquiring
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step to the transmission terminal that is the source having
transmitted the terminal infeormation reguest signal.
[oo22]

According to this method, the information for
identifying a transmission terminal that is in a
Lransmission state with the transmission terminal that is a
source having transmitted the terminal informaticn regquest
signal is transmitted to the transmission terminal that is
the source having transmitted the terminal information
regquest signal, and thus it is possible to enable users who
use the respective transmission terminals to grasp which
Lransmission terminal is attending a conference regardless
of the number of transmission terminals attending the
conference.

[0023]

A transmission terminal control method of the present
invention uses a transmission terminal that performs
transmission with at least one transmission terminal
through a network that is connected to a transmission
management apparatus for managing transmissicn states of a
plurality of transmission terminals. The method includes a
transmitting step of transmitting a terminal information
reguest signal indicating a reguest for information for
identifyving a transmission terminal that is in a
transmission state with the transmission terminal; a
receiving step of receiving information that is transmitted
from the transmission management apparatus in response to
the terminal information request signal; and a display
control step of causing a display unit to display the
information received at the receiving step.

[0024]
According to this method, information for identifying

a transmission terminal that is in a transmission state
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with the transmission terminal can be acguired from the
Lransmission management apparatus, and thus it is possible
Lo enable users who use the respective transmission
ferminals to grasp which transmission terminal is attending
a conference regardless of the number of transmission
fterminals attending the conference.

[0025]

A transmission management program of the present
invention is performed by a computer included in a
Lransmission management apparatus for managing transmission
states of a plurality of transmission terminals, wherein a
terminal management table in which terminal information
including an identifier and an identification name of each
of the transmission terminals is managed is stored in a
recording medium in advance. The transmission management
program includes a receiving step of receiving a terminal
information request signal indicating a request for
information for identifving a transmission terminal that is
in a transmission state with the transmission terminal; a
terminal infermation acquiring step cof acquiring the
information for identifying the transmission terminal that
is in a transmission state with the transmission terminal
that is a source having transmitted the terminal
information request signal, from the terminal management
table, in response to the terminal information request
signal; and a transmitting step of transmitting the
information acquired at the terminal information acgquiring
step to the transmission terminal that is the source having
transmitted the terminal information reguest signal.

{0026]

Lccording to this program, the information for

identifyving a transmission terminal that is in a

transmission state with the transmission terminal that is a
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ot
[

source having transmitted the terminal information request
signal is transmitted to the transmission terminal that is
the source having transmitted the terminal information
reguest signal, and thus it is pessible to enable users who
use the respective transmission terminals to grasp which
Transmission terminal is attending a conference regardless
of the number of transmission terminals attending the
conference.

{0027}

A transmission terminal control program of the present
invention is performed by a computer included in a
Lransmission terminal that performs transmission with at
least one transmission terminal through a network that is
connected to a transmission management apparatus for
managing transmission states of a plurality cof transmission
terminals. The transmission terminal contreol program
includes a transmitting step of transmitting a terminal
information reguest signal indicating a reqguest for
information for identifyving a transmission terminal that is
in a transmission state with the transmission terminal; a
receiving step of receiving information that is transmitted
from the transmission management apparatus in response to
the terminal information reguest signal; and a display
control step of causing a display unit to display the
information received at the receiving step.

[oo28]

According to this program, information for identifying
a transmissicn terminal that is in a transmission state
with the transmission terminal can be acguired from the
transmission management apparatus, and thus it is possible
to enable users who use the respective transmission
fterminals to grasp which transmission terminal is attending

a conference regardiess cof the number of transmission
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fterminals attending the conference.
{0029]
[Effect of the Invention]

The present invention enables users who use the
respective transmission terminals to grasp which
Transmission terminal is attending a conference regardless
of the number of transmission terminals attending the
conference.

{Brief Description of Drawings]
[0030]

tFPig. 11 Fig. 1 is a schematic iliustrating a
structure of a transmission system.

[Fig. 2} Fig. 2 is a conceptual view illustrating a
state of transmitting and receiving of image data, sound
data, and various types cof management information in the
transmission system.

[Fig. 3] Fig. 3 illustrates image guality of the

image data.

b

(Fig. 4] Fig. 4 is an external view of a transmission

terminal.

F]

ig. 51 Fig. 5 is a schematic illustrating a
hardware structure of the transmission terminal.

[Fig. &] Fig. 6 is a schematic illustrating a
hardware structure of a transmissicn management apparatus,
a relaying apparatus, or a program supply apparatus.

[Fig. 71 Fig. 7 is a functional block diagram of the
transmission terminal and the transmission management
system.

[Fig. 8} Fig. 8 is a conceptual view of a terminal
auvuthentication management table.

[Fig. 9] Fig. 9 is a conceptual view of a terminal
management table.

[Fig. 10] Fig. 10 is a conceptual view of a
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destination list management table.
[Fig. 11] Fig. 11 is a seguence diagram illustrating

preparatory stage operation of the transmission system.

F=
i
L2

ig. 12} Fig. 12 is a seguence diagram illustrating
conference attendance operation of the transmission system.

{Fig. 13] Fig. 13 is a sequence diagram illustrating
data transmission operation of the transmission system.

[Fig. 14] Fig. 14 is a conceptual view illustrating a
display screen in an all-image display mode.

[Fig. 15] Fig. 15 is a conceptual view illustrating a
display screen in an informatiocon display mode.

[Fig. 16} Fig. 16 1is a seguence diagram illustrating
terminal information display operation of the transmission
system.

[Best Mode(s) of Carrying Out the Invention]
[0031]

An embodiment of the present invention will be
described below with reference to the accompanyving drawings.
[0032]
<<Overall structure of embodiment>>

Fig. 1 is a schematic of a transmission system 1
according to the embodiment. Fig. 2 1is a conceptual view
illustrating a state of transmitting and receiving of image
data, sound data, and variocus types of management
information in the transmission system 1. FPig. 3
illustrates image guality of the image data.

{0033]

The transmission system includes a data supply system
in which content data is transmitted from a transmission
terminal to a plurality of transmission terminals through a
transmission management apparatus in one direction and a
communication system in which information and feelings, for

example, are mutually transmitted amcong the transmission
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[
iy

Terminals through the transmission management apparatus.
The communication system is a system for transmitting
information and feelings mutually between a plurality of
communication terminals (corresponding to the “transmission
terminals”) through a communication management apparatus
(corresponding to the “transmission management apparatus”).
Examples of the communication system include a video
conference system and a video telephone system.

{0034}

In the embodiment, the transmission system, the
Transmissicon management apparatus, and the transmission
terminal are described on the assumption of the videc
conference system as an example of the communication system,
a video conference management apparatus as an example of
the communication management apparatus, and a video
conference terminal as an example of the communication
terminal. That is, the transmission terminal and the
transmission management apparatus are applicable to not
only the video conference system but also the communication
system or a data transmission system.

[0035]

As illustrated in Fig. 1, the transmission system 1
includes a plurality of transmission terminals 10aa,
10ab, ..., displays 120aa, 120ab, ..., for the respective
transmission terminals 10aa, 10abk, ..., a relaving
apparatus 30, a transmission management apparatus 50, and a
program supply apparatus 90. The transmission terminals
10aa, 10ab, ..., perform transmission by transmitting and
receiving content data, such as image data and sound data.
[0036]

In the following descriptions, an arbitrary
transmission terminal among the transmission terminals 10aa,

n

10ab, ..., 1s expressed as a transmissicon terminal 107,
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and an arbitrary display among the displays 120aa,
120ab, ..., is expressed as a “display 1207. 1In addition,
one of the transmission terminals 10 that reguests a start
of a video conference as a request source is expressed as a
“request source terminal” and anocother transmission terminal
10 that is a destination of the request is expressed as a
“destination terminal”.
[0037]

As illustrated in Fig. 2, in the transmission system 1,
a management information session SEI for transmitting and
receiving varicus types of management information is
established between the reguest source terminal and the
destination terminal through the transmission management
apparatus 50.
[0038]

Between the transmission terminals 10 with the
management information session SEI established, four
sessions are established for transmitting and receiving
four pieces of high resolution image data, medium
rescluticn image data, lcow resolution image data, and sound
data through the relaying apparatus 30. In the embodiment,
the four sessions are collectively expressed as an
“image/sound data session SED”.

[0039]

The image data in the embodiment is scalably encoded.
For example, image data in the embodiment includes low
resolution image data that is composed of 320 pixels
horizontally and 180 pixels vertically as illustrated in
(a) of Fig. 3 and serves as a base image, medium resolutiocn
image data composed of 640 pixels horizontally and 360
pixels vertically as illustrated in (b) of Fig. 3, and high
resolution image data composed of 1280 pixels horizontally

and 720 pixels vertically as illustrated in (c¢) of Fig. 3.
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{00401}

When a bandwidth through which image data 1s
transmitted is narrow, only the low resclution image data
serving as the base image is transmitted and the
fLransmission terminal 10 on a receiving side can display
only a low guality image in accordance with the transmitted
low rescluticon image data.

[0041]

When the bandwidth through which image data is
Lransmitted is relatively wide, the low resolution image
data serving as the base image and the medium resclution
image data are transmitted and the transmission terminal 10
on the receiving side can display a medium quality image in
accordance with the transmitted low resolution image data
and medium resolution image data.

[0042]

When the bandwidth through which image data is
transmitted is very wide, the low resolution image data
serving as the base image, the medium resolution image data,
and the high resclution image data are transmitted and the
transmission terminal 10 on the receiving side can display
a high guality image in accordance with the transmitted low
resolution image data, medium resolution image data, and

high resolution image data.

[0043]
In Fig. 1, the relaying apparatus 30 relays content
data among the transmission terminals 10. The transmission

management apparatus 50 perferms login authentication of
the transmission terminal 10 and manages a transmission
state of the transmission terminal 10, a destination list,
and a transmission state of the relaying apparatus 30, for
example, in an integrated fashion. Images represented by

the image data may be moving images or still images, or
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both moving and still images.
[0044]

A plurality of routers 70a, 70b, 70c, 70d, 70ab, and
70cd select optimal routes for image data and sound data.
In the following descriptions, an arbitrary router among
the routers 70a, 70b, 70c, 70d, 70ab, and 70cd is expressed
as a “router 707.

[0045]

The program supply apparatus 90 includes an HD (Hard
Disk) 204 (refer to Fig. 6), which is described later. A
Transmissicn terminal control program enabling the
transmission terminal 10 to have various functions is
stored in the HD 204. The program supply apparatus 90 can
transmit the transmission terminal control program to the
transmission terminal 10.

[0046]

In addition, the program supply apparatus 90 stores a
relaying apparatus program enabling the relaying apparatus
30 to have wvarious functions in the HD 204 and can transmit
the relaying apparatus program tce the relaying apparatus 30.
[0047]

Furthermore, the program supply apparatus 920 also
stores a transmission management program enabling the
transmission management apparatus 50 to have various
functions in the HD 204 and can transmit the transmission
management program to the transmission management apparatus
50.

[0048]

The transmission terminals 10aa, 10ab, 10ac, ..., and
the router 70a are coupled te each cother with a LAN 2a so
as to enable transmission among them. Transmission
terminals 10ba, 10bb, 10bc, ..., and the router 70b are

coupled to each cther with a LAN 2b so as to enable
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Lransmission among them.
[0049]

The LANs 2a and 2b are coupled to each other with a
dedicated line 2ab including the router 70ab so as to
enable transmission among them, and disposed in a
predetermined region A. For example, the region A is Japan
and the LAN 2a is disposed in a business office in Tokyo
while the LAN 2b is disposed in a business office in Osaka.
[0050]

Transmission terminals 10ca, 10cbkb, 10cc, ..., and the
router 70c are coupled to each other with a LAN Z2c¢ so as teo
enable transmission among them. Transmission terminals
10da, 10db, 10dc, ..., and the router 70d are coupled to
each other with a LAN 2d so as to enable transmission among
them.

[0051]

The LANs 2c¢ and 2d are coupled to each other with a
dedicated line 2c¢d including the router 70cd so as to
enable transmission among them, and disposed in a
predetermined region B. For example, the region B is the
United States of America and the LAN 2c¢ is disposed in a
business office in New York while the LAN 2d is disposed in
a business office in Washington, D.C. The regions A and B
are coupled to each other with the routers 70ab and 70cd
through the Internet 2i so as to enable mutual transmission.
[0052]

The relaying apparatus 30, the transmission management
apparatus 50, and the program supply apparatus 90 are
coupled to each transmission terminal 10 through the
Internet 2i so as to enable the apparatuses to perform
transmission to each transmission terminal 10. The
relaying apparatus 30, the transmission management

apparatus 50, and the program supply apparatus 90 may be
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disposed in the region A or the region B, or in any region
other than the regicons A and B.
[0053]

In the embodiment, a transmission network 2 of the
embodiment includes the LANs 2a and 2b, the dedicated lines
2akb and 2cd, the Internet 2i, and the LANs 2c¢ and 2d. The
Lransmission network 2 may include a unit in which
Cransmission is performed wirelessly such as wireless
fidelity (Wi-Fi, registered trademark) or Bluetooth
(registered trademark) besides the wired transmission.
[0054]

In Fig. 1, four numbers indicated under each
transmission terminal 10, the relaying apparatus 30, the
transmission management apparatus 50, each router 70, and

the program supply apparatus 920 simply represent commonly

used IP addresses in IPv4. For example, the IP address of
the transmission terminal 10aa is “1.2.1.37. 1IPvGé may be
also used instead of IPv4. However, the explanation is

made by using IPv4 for simple explanation.
[0055]

Fach transmission terminal 10 may be used in a video
conference held in the same room, or in a video conference
held between an outdoor site and an indoor site or among
“he outdoor sites, in addition to a video conference held
among a plurality of business offices and a video
conference held among different rooms in the same business
office. When each transmission terminal 10 is used at an
ocutdcor site, transmissicn 1is performed wirelessly such as
a cellular phone transmission network.

{0056]
<<Hardware structure of embodiment>>
As illustrated in Fig. 4, the transmission terminal 10

includes a housing 1021, an arm 1074, and a camera housing
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1075. A front sidewall 1021a of the housing 1021 has a
plurality of air intake holes 1021le on almost the entire
surface thereof. A rear sidewall 1021b of the housing 1021
has a plurality of air exhaust holes (not illustrated) on
almost the entire area therecf. 2As a result, the
transmission terminal 10 can intake external air at the
front of the transmission terminal 10 through the air
intake holes 102le and exhaust air toward the rear of the
Transmission terminal 10 through the air exhaust holes by
driving a cooling fan included in the housing 1021. The
front sidewall 1021a has a sound-ceclilecting hole 1021f at
the central part thereof. The scund-collecting hole 1021f
enables a built-in microphone 114 (refer to Fig. 5), which
is described later, to collect sounds such as voices, other
sounds, and noises.
[0057]

The housing 1021 has an operation panel 1022 on the
left side when viewed from the front thereof. The
operation panel 1022 is provided with operation buttons 108,
a power switch 109, and a plurality cof scund output holes
1022f through which sounds output from a built-in speaker
115 (refer to Fig. 5), which is described later, pass. In
addition, the housing 1021 has a housing unit 1021p formed
in a recess so as to house the arm 1074 and the camera
housing 1075, on the right side when viewed from the front
thereof.

[0058]

The arm 1074 is mounted on the housing 1021 with a
torgque hinge 1073. For example, the arm 1074 is mounted so
as to be rotatable in the up-down and left-right directions
within a range of a pan angle 81 of +180 degrees and within
a range of a tilt angle 62 of 90 degrees when the angle of

the arm 1074 at the front is 0 degrees with respect to the

IPR2026-00435
Zoom Communication, Inc. Ex. 1002
Page 336 of 446



JP APP. No. 2011-042365

N
s

housing 1021. When the tilt angle 62 is approximately 45
degrees, a c¢lick feeling is generated.
[0059]

The camera housing 1075 includes a built-in camera 112
(refer to Fig. 5), which is described later. The camera
112 can be used to image a user and a room, for example.
The camera housing 1075 has a torgue hinge 1075a.

[0060]

The camera housing 1075 is mounted on the arm 1074
with the torgue hinge 1075a. For example, the camera
housing 1075 is mounted on the arm 1074 so as to be
rotatable within a tilt angle 03 of approximately 100
degrees toward the front side of the transmission terminal
10 and approximately 90 degrees toward the rear side of the
transmission terminal 10 when the angle of 0 degrees is
defined as a state in which the camera housing 1075 and the
arm 1074 are arranged in a straight line.

[0061]

As illustrated in Fig. 5, the transmission terminal 10
includes a central processing unit (CPU) 101 that controls
overall operation of the transmission terminal 10, a read
only memory (ROM) 102 that stores therein a program used to
drive the CPU 101 such as an initial program loader (IPL),
a random access memory (RAM) 103 used as a working area of
the CPU 101, a flash memory 104 that stores therein wvarious
types c¢f data such as the transmission terminal control
program, the image data, and the sound data, a solid state
drive (SSD) 105 that controls reading of various types of
data from or writing various types of data intoc the flash
memory 104 under the control of the CPU 101, a media drive
107 that controls reading of data from or writing (storing)
of data into a recording medium 106 such as a flash memory,

the operation button 108 operated when a destination of the
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Transmission terminal 10 is selected, for example, the
power switch 109 that switches ON and OFF of a power supply
of the transmission terminal 10, and a network interface
(I/F) 111 that performs data transmission by utilizing the
transmission network 2.

[0062]

The transmission terminal 10 further includes the
built-in camera 112 that images a subject and acgquires the
image data under the control of the CPU 101, an image
capturing device I/F 113 that controls driving of the
camera 112, the microphone 114 that serves as a built-in
sound collector receiving sounds, the built-in speaker 115
that outputs sounds, a sound input-output I/F 116 that
processes input and output of a sound signal between the
microphone 114 and the speaker 115 under the control of the
CPU 101, a display I/F 117 that transmits image data to the
display 120 externally mounted under the control of the CPU
101, an external device connection I/F 118 that connects
various external devices, and a bus line 110 that
electrically connects the abocve-described components, such
as an address bus or a data bus.

[0063]

The display 120 is a display device including liguid
crystal or organic EL by which images of subjects and
operation icons, for example, are displayed. The display
120 is coupled to the display I/F 117 with a cable 120c.
The cable 120c may be an analog RGR (VGA) signal cable, a
component video cable, an HDMI high-definiticn multimedia
interface (HDMI) signal cable, or a digital video
interactive (DVI) signal cable.

[0064]
The camera 112 includes a lens and a solid state image

capturing device that converts light intce charges so as to
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generate an electrically available image of a subject. As
the seolid state image capturing device, a CMOS or a CCD is
used, for example.

[0065]

The external device connection I/F 118 can couple an
external device such as an external camera, an external
microphone, cr an external speaker with a universal serial
bus (USB) cable, for example.

[0066]

When an external camera is coupled to the external
device connection I/F 118, the CPU 101 drives the external
camera prior to the built-in camera 112. When an external
microphone or an external speaker is coupled to the
external device connection I/F 118, the CPU 101 drives the
external microphcne and the external speaker pricr tce the
built-in microphone 114 and the built-in speaker 115.
[0067]

The recording medium 106 is attachable to and
detachable from the transmission terminal 10. An
electrically erasable and prcocgrammable ROM (EEPROM) may be
used for the transmission terminal 10, for example, as a
non-volatile memory from which data is read or into which
data is written under the control of the CPU 101, instead
of the flash memory 104.

[0068]

The transmission terminal control program may be
recorded into a computer readable recording medium such as
the recording medium 106 in an installable fcormat or an
executable format and distributed. The transmission
terminal control program may be stored in the ROM 102
instead of the flash memory 104.

[0069]

As illustrated in Fig. 6, the transmission management
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apparatus 50 includes a CPU 201 that controls the overall
operation of the transmission management apparatus 50, a
ROM 202 that stores therein a program used to drive the CPU
201 such as an IPL, a RAM 203 that is used as a working
area of the CPU 201, the HD 204 that stores therein various
types of data such as the transmission management program,
an HDD (Hard Disk Drive) 205 that controls reading of
various types of data from or writing of various types of
data into the HD 204 under the control of the CPU 201, a
media drive 207 that controls reading data from or writing
(storing) data intec a recording medium 206 such as a flash
memory, a display 208 that displays various types of
information such as a cursor, menus, windows, characters,
or images, a network I/F 209 that performs data transfer by
utilizing the transmissicon network 2, a kevybecard 211
provided with a plurality of keys for inputting characters,
numerical values, and various instructions, a mouse 212
that is used to select and execute various instructions,
select items to be processed, and move the cursor, a
compact disc read only memory (CD-ROM) drive 214 that
controls reading of various types of data from or writing
of various types of data into a CD-ROM 213 as an example
of an attachable-detachable recording medium, and a bus
l1ine 210 that electrically connects the above-described
components, such as an address bus or a data bus.

[0070]

The transmission management program may be recorded
into a computer readable recording medium such as the
recording medium 206 and the CD-ROM 213 in an installable
format or an executable format and distributed. The
transmission management program may be stored in the ROM
202 instead of the HD 204.

[0071]
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The relaying apparatus 30 has the same hardware
structure as that of the transmission management apparatus
50. The descripticn therecf is, thus, omitted. The HD 204
stores therein the relaying apparatus program that controls
the relaying apparatus 30.

[0072]

Alsc in this case, the relaying apparatus program may
be recorded into a computer readable recording medium such
as the recording medium 206 and the CD-ROM 213 in an
installable format or an executable format and distributed.
The relaying apparatus program may be stored in the ROM 202
instead of the HD 204.

[0G073]

The program supply apparatus 90 has the same hardware
structure as that of the transmission management apparatus
50. The descripticn therecf is, thus, omitted. The HD 204
stores therein a program supply apparatus program that
controls the program supply apparatus 90.

[0074]

Alsc in this case, the program supply apparatus
program may be recorded into a computer readable recording
medium such as the recording medium 206 and the CD-ROM 213
in an installable format or an executable format and
distributed. The program supply apparatus program may be
stored in the ROM 202 instead of the HD 204.

[0075]

As the above-described computer readable recording

medium, a compact disc recordable (CD-R), a digital

versatile disk (DVD), or a Blue-ray disc is applicable, for

<<Functional structure of embodiment>>

As illustrated in Fig. 7, the transmissicn terminal 10,
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the relaying apparatus 30, and the transmission management
apparatus 50 are coupied such that they can transmit data
through the transmission network 2. The program supply
apparatus 90 illustrated in Fig. 1 is omitted in Fig. 7
because the program supply apparatus 20 does not directly
relate to data transmission in a video conference.
[0077]
<Functiocnal structure of transmission terminal>

The transmission tTerminal 10 includes a transmitting-
receiving unit 11, an operation input reception unit 12, a
login reguest unit 13, an image capturing unit 14, a scund
input unit 15a, a sound output unit 15b, a display control
unit 17, and a storage-read processing unit 19. The above-
described components are achieved by the CPU 101 that
executes the transmission terminal centrel program loaded
on the RAM 103 from the flash memory 104. The transmission
terminal 10 includes a storage unit 1000 that is structured
by the RAM 103 and the flash memory 104,
{0078]
Functional structures of transmission terminal

The transmitting-receiving unit 11, which 1s achieved
by the CPU 101 and the network I/F 111, transmits and
receives various types of data and information between
itself and other transmission terminals 10 or the
apparatuses 30, 50, and 90 through the transmission network
2. The transmitting-receiving unit 11 functions as the
transmitting unit and the receiving unit of the
transmission terminal 10.
[0079]

The transmitting-receiving unit 11 starts receiving
state information indicating the states of the transmission
terminals 10 that are candidates of a connecting

destination in a video conference from the transmission
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management apparatus 50 before starting the video
conference with a desired destination terminai.
{0080}

The state information indicates not only an operation
state of whether each transmission terminal 10 is online or
offliine but also a detailed operation state such as whether
each transmission terminal 10 is online and transmission is
enabled or whether each transmission terminal 10 is online
and in a transmission operation.

[0081]

In additicn, the state infeormation indicates not only
the cperation state of each transmission terminal 10 but
also various states in the transmission terminal 10. For
example, a state in which the cable 120c¢ is come off from
the transmission terminal 10, a state in which the
transmission terminal 10 outputs sounds but no images, and
a state in which the transmission terminal 10 ocutputs no
sounds (MUTE). For easy understanding, a case 1s described
in which the state information indicates the operation
state of each transmission terminal 10, in the following
descriptions.

[0082]

The operation input reception unit 12, which is
achieved by the CPU 101, the operation button 108, and the
power switch 109, receives various types of inputs from a
user. For example, once a user turns on the power switch
109, the operation input reception unit 12 receives the
power ON operation and causes the power supply of the
transmission terminal 10 to be turned on.

[0083]

The login reguest unit 13, which is achieved by the

CPU 101, once the power ON operation is received, transmits

login request information indicating a request feor login
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and the current IP address of the transmission terminal 10
to the transmission management apparatus 50 from the
transmitting-receiving unit 11 through the transmission
network 2.
[0084]

When the user switches the power switch 108 from the
ON state to the OFF state, the coperation input reception
unit 12 completely turns off the power supply of the
Transmission terminal 10 after the transmitting-receiving
unit 11 transmits the state information indicating that the
power supply is to be turned off to the transmission
management apparatus 50. As a result, the transmission
management apparatus 50 can grasp the fact that the power
supply of the transmission terminal 10 has been turned off
from the ON state.
[0085]

The image capturing unit 14, which is achieved by the
CPU 101, the camera 112, and the image capturing device I/F
113, images a subject and outputs the resulting image data
to the transmitting-receiving unit 1l1l. The camera 112
functions as an imaging apparatus and the image capturing
device I/F 113 functions as an image data input unit.
[0086]

The scund input unit 15a, which is achieved by the CPU
101 and the sound input-output I/F 116, functions as a
sound data input unit. The sound input unit 15a, to which
a sound signal representing a sound collected by the
microphone 114 is input, converts the received sound signal
into sound data.
[0087]

The sound output unit 15b, which is achieved by the
CPU 101 and the sound input-output I/F 116, converts sound

data intc a sound signal and outputs the converted sound
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signal to the speaker 115 so as to cause the speaker 115 to
cutput a sound.
[0088]

The display control unit 17, which is achieved by the
CPU 101 and the display I/F 117, combines pieces of image
data that have different resolutions and are received by
the transmitting-receiving unit 11, and transmits the
combined image data to the display 120 so as to cause the
display 120 to display an image represented by the image
data thereon.

[0089]

The display control unit 17 transmits information
relating to a destination list received by the
transmitting-receiving unit 11 from the transmission
management apparatus 50 to the display 120 sc as to cause
the display 120 to display the destination l1ist thereon.
[0090]

The storage-read processing unit 19, which is achieved
by the CPU 101 and the SSD 105, stores various types of
data in the storage unit 1000 and reads varicus types of
data stored in the storage unit 1000.

[0091]

The storage unit 1000 stores therein an identifier
(hereinafter referred to as a “terminal ID”) and a password
for identifying the transmission terminal 10, for example.
In addition, the storage unit 1000 is also used as a
receiving buffer for image data and sound data that are
received when a videco conference is held with a destination
terminal.

[0092]

The terminal ID in the embodiment indicates

information used to uniguely identify the transmission

terminal 10, such as languages, characters, symbols, or
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various signs. The terminal ID may be information obtained
by combining at least twoe of the languages, characters,
symbols, and various sindgs.
[0093]
<Functional structure of transmission management apparatus>

The transmission management apparatus 50 includes a
Lransmitting-receiving unit 51, a terminal authentication
unit 52, a state management unit 53, a terminal extraction
unit 54, a terminal state acguisition unit 55, and a
storage-read processing unit 59. The above-described
components are achieved by the CPU 201 that executes the
Lransmission management program lcaded on the RAM 203 from
the HD 204. The transmission management apparatus 50
includes a storage unit 5000 composed of the HD 204.
[0094]
Terminal authentication management table

In the storage unit 5000, a terminal authentication
management DB 5002 having a terminal authentication
management table illustrated in Fig. 8 is structured. In
the terminal authentication management table, passwords are
managed in association with the respective terminal IDs of
all of the transmission terminals 10 managed by the
transmission management apparatus 50. For example, the
terminal authentication management table illustrated in Fig.
8 indicates that the terminal ID of the transmission
terminal 10aa is “0laa” and the password of the
transmission terminal 10aa is “aaaa”.
[0095]
Terminal management table

In the storage unit 5000, a terminal management DB
5003 having a terminal management table illustrated in Fig.
9 is structured. The terminal management DB 5003 functions

as a terminal management table storage unit.
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[D026]

In the terminal management table, an identification
name of the transmissicon terminal 10 (hereinafter referred
to as a “terminal name”), an operaticn state of the
transmission terminal 10, a receiving date at which the
login reguest information to login the transmission system
1 is received by the transmission management apparatus 50,
and the IP address of the transmission terminal 10 are
managed in association with each other for each terminal ID
of the transmission terminals 10.

{0027}

For example, the terminal management table illustrated
in Fig. 9 indicates that the terminal name is “AA terminal,
Tokyo business office, Japan’”, the operation state is
“online (transmission is enabled)”, the data at which the
login reguest information was received by the transmission
management apparatus 50 is “13:40 on November 10, 20097,
and the IP address is “1.2.1.3” for the transmission
terminal 10aa having the terminal ID of “0laa”.

[00398]

The terminal ID of the terminal management table is
uniguely allocated when the transmission terminal 10 is
registered in the transmission system 1. The terminal name
is registered or changed by an administrator of the
transmission management apparatus 50. The terminal name
may be registered or changed in response to a request made
from the transmission terminal 10 to the transmission
management apparatus 50.

[0099]

The operation state of “online (transmission is
enabled)” indicates that the transmission terminal 10 has
logged in the transmission system 1 but is not attending a

videco conference. The operation state of “online (in
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TLransmission)” indicates that the transmission terminal 10
has logged in the transmission system 1 and is attending a
video conference. The operaticn state of “offline”
indicates that the transmission Terminal 10 has not logged
in the transmission system 1.

[0100]

Destination list management table

Furthermore, in the storage unit 5000, a destination
list management DB 5004 having a destination list
management table iliustrated in Fig. 10 is structured. The
destination list management DB 5004 functiocons as a
destination 1list management table storage unit.

[C101]

In the destination list management table, all of the
terminal IDs of the destination terminals registered as the
candidates of the destination terminal are managed in
association with the terminal ID of the regquest source
terminal that requests a start of a video conference.

[0102]

For example, the destination list management table
illustrated in Fig. 10 indicates that the candidates of the
destination terminal to which the transmission terminal
10aa having the terminal ID of “0laa” requests a start of a
video conference are the transmission terminal 10ab having
the terminal ID of “0lab”, the transmission terminal 10ba
having the terminal ID of “0lba”, and the transmission
terminal 10db having the terminal ID of “01db”. The
candidate of the destination terminal is added or deleted
in response to a request made from the transmission
terminal 10 to the transmission management apparatus 50.
[0103]

Functional structures of transmission management apparatus

The transmitting-receiving unit 51, which is achieved
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by the CPU 201 and the network I/F 209, transmits and
receives various types of data and informaticn between
itself and other transmission terminals 10 or the
apparatuses 30 and 90 through the transmission network 2.
[0104]

The terminal authentication unit 52, which is achieved
by the CPU 201, searches the terminal authentication
management DB 5002 of the storage unit 5000 by using the
terminal ID and the password that are included in the login
reguest information received through the transmitting-
receiving unit 51 as searching keys, and performs terminal
authentication by determining whether the same terminal ID
and password are managed in the terminal authentication
management DB 500Z2Z.

[0105]

The state management unit 53, which is achieved by the
CPU 201, stores the operation state, the receiving date at
which the transmission management apparatus 50 has received
the login reguest information, and the IP address in the
terminal management DB 5003 (refer tc Fig. 9) and manages
them in association with the terminal ID of the request
source terminal so as to manage the operation state of the
reguest source terminal that makes the login request.

[0106]

The state management unit 53 changes the operation
state of the transmission terminal 10 in the terminal
management DB 5003 (refer to Fig. 9) from online to offline
in accordance with the state infermation that is sent from
the transmission terminal 10 and indicates that the power
supply 1is to be turned off when a user turns off the power
switch 109 of the transmission terminal 10 from the ON
state.

{0107]
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The terminal extraction unit 54, which is achieved by
the CPU 201, searches the destination list management DB
5004 (refer to Fig. 10) by using the terminal ID of the
reguest source terminal that has made the login reguest as
a searching key, and extracts the terminal IDs of the
candidates of the destination terminal of the reguest
source terminal.

[0108]

In addition, the terminal extraction unit 54 searches
the destination list management DB 5004 (refer to Fig. 10)
by using the terminal ID of the request source terminal
that has made the login reqgquest as a searching key, and
extracts the terminal IDs of the other reguest source
terminals that register the terminal ID of the reguest
source terminal as the candidate of the destination
terminal thereof.

[0109]

The terminal state acguisition unit 55, which is
achieved by the CPU 201, searches the terminal management
DB 5003 (refer tec Fig. 9) by using the terminal IDs of the
candidates of the destination terminal extracted by the
terminal extraction unit 54 as searching keys and reads the
operation state for each detected terminal ID.

[0110]

As a result, the terminal state acguisition unit 55
can acguire the operation states of the candidates of the
destination terminal of the reguest source terminal that
has made the login reguest. Furthermore, the terminal
state acguisition unit 55 searches the terminal management
DB 5003 by using the terminal IDs extracted by the terminal
extraction unit 54 as searching keys and acgquires the
operation state of the request source terminal that has

made the login request.
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{0111}

The storage-read preccessing unit 59, which is achieved
by the CPU 201 and the HDD 205, stores wvarious types of
data in the storage unit 5000 and reads wvarious types of
data stored in the storage unit 5000.

{0112}
<<Processing or operation of embodiment>>

Operation of the transmission system 1 according to
the embodiment is described below. Fig. 11 is a seguence
diagram illustrating preparatory stage operation until the
Transmissicon terminal 10 reaches a preparatory state to
attend a video conference. Fig. 11 illustrates an example
in which the transmission terminal 10aa reaches the
preparatory state. In the preparatory stage operation,
variocus types of information are transmitted and received
in the management information session SEI (refer to Fig. 2).
[0113]

When a user of the transmission terminal 10aa turns on
the power switch 109 of the transmission terminal 10aa, the
cperation input reception unit 12 receives the pcocwer ON
operation and causes the power supply to be turned on (step
S521). The login reguest unit 13, once the power ON
operation is received, transmits the login regquest
information indicating a request for lcocgin to the
transmission management apparatus 50 from the transmitting-
receiving unit 11 of the transmission terminal 10aa through
the transmission network 2 (step S22).

[0114]

The login request information includes the terminal ID
and the password to identify the transmission terminal 10aa
serving as a login regquest source. The terminal ID and the
password are read from the storage unit 1000 by the

storage-read processing unit 19.
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[0115]

Upon receiving the login request information
transmitted from the transmission terminal 10aa, the
Lransmission management apparatus 50 can grasp the IP
address of the transmission terminal 10aa serving as a
Lransmission side.

[011l6]

Then, the terminal authentication unit 52 of the
Lransmission management apparatus 50 searches the terminal
authentication management DB 5002 of the storage unit 5000
(refer to Fig. 8) by using the terminal ID and the password
that are included in the login request information received
through the transmitting-receiving unit 51 as searching
keys, and performs terminal authentication by determining
whether the same terminal ID and password as the searching
keys are managed in the terminal authentication management
DB 5002 (step S23).

[0117]

If the terminal authentication unit 52 determines that
the same terminal ID and password as the searching keys are
not managed, i.e., 1f it is determined that the locgin
request is not transmitted from the transmission terminal
10 having use authority, the transmitting-receiving unit 51
transmits authentication result infeormation indicating the
auvuthentication result obtained by the terminal
authentication unit 52 to the transmission terminal 10aa
that has made the login reqgquest through the transmission
network 2. Thereafter, the operaticon of the preparatory
stage ends.

[o1i8]

On the other hand, if the terminal authentication unit

52 determines that the same terminal ID and password as the

searching keys are managed, i.e., it is determined that the
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login reguest is transmitted from the transmission terminal
10 having use authority, the state management unit 53
stores the terminal ID, the operation state, the receiving
date of the login request information, and the IP address
of the transmission terminal 10aa in the terminal
management DB 5003 (refer to Fig. 9) in association with
one another (step S524).

{0119]

As a result, as illustrated in Fig. 9, the tTerminal
management table manages the terminal ID “0laa”, the
operation state “onliine (transmission is enabled)”, the
receiving date “13:40 on November 10, 2008”7, and the IP
address “1.2.1.3” of the transmission terminal 10aa in
association with one another.

[0120]

Then, the transmitting-receiving unit 51 of the
transmission management apparatus 50 transmits the
authentication result information indicating the
authentication result obtained by the terminal
authentication unit 52 to the transmission terminal 10aa
that has made the login request through the transmission
network 2 (step S25).

[0121]

Then, the terminal extraction unit 54 of the
transmission management apparatus 50 searches the
destination list management DB 5004 (refer to Fig. 10) by
using the terminal ID “0laa” of the transmission terminal
10aa that has made the lcgin request as a searching key,
and extracts the terminal IDs of the candidates of the
destination terminal of the transmission terminal 10aa
(step S26).

{0122}

In this case, the terminal IDs “0lab”, “0lba”, and
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“01ldb” of the transmission terminals 10ab, 10ba, and 10db
that are the destination terminals of the terminal ID
“0laa” of the transmission terminal 10aa are extracted.
[0123]

Then, the terminal state acgquisition unit 55 of the
Transmission management apparatus 50 searches the terminal
management DB 5003 (refer to Fig. 9) by using the terminal
IDs “0lab”, “0lba”, and “01ldb” of the candidates of the
destination terminal extracted by the terminal extraction
unit 54 as searching keys and reads the operaticn states of
The tTerminal IDs extracted by the terminal extraction unit
54 as “offline”, “online (transmission is enabled)”, and
“online (in transmission)”. As a result, the terminal
state acguisition unit 55 acguires the respective operation
states of the transmission terminals 10ab, 10ba, and 10db
(step S27).

[0124]

Then, the transmitting-receiving unit 51 of the
transmission management apparatus 50 transmits, to the
transmission terminal 10aa through the transmission network
2, the terminal IDs “0l1lab”, “0lba”, and “01ldb” used as the
searching keys at step 527, and the destination state
information including the operation states of the
respective transmission terminals 10ab, 10bka, and 10db
corresponding to the respective terminal IDs, which are
“offline”, “online (transmission is enabled)}”, and “online
(in transmission)” (step $S28).

[0125]

As a result, the transmission terminal 10aa can grasp
the current operation states, each of which is “cffline”,
“online (transmission is enabled)”, and “online (in
transmission)”, of the transmission terminals 10ab, 10ba,

and 10db that are the candidates of the destination
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fterminal.
{0126}

Furthermore, the terminal extraction unit 54 of the
Lransmission management apparatus 50 searches the
destination list management DB 5004 (refer to Fig. 10) by
using the terminal ID “0laa” of the transmission terminal
10aa that has made the lcgin request as a searching key,
and extracts the terminal IDs of the other transmission
Tterminals that register the terminal ID “0laa” of the
transmission terminal 10aa as the candidate of the
destination terminal (step 529). For example, in the
destination 1list management table illustrated in Fig. 10,
the terminal IDs “0lab’”, “0lba”, and “0ldb” are extracted.
{0127}

Then, the state management unit 53 cof the transmission
management apparatus 50 searches the terminal management DB
5003 (refer to Fig. 9) by using the terminal ID “0laa” of
the transmission terminal 10aa that has made the login
request as a searching key and acquires the operation state,
which is “online (ftransmissicon is enabled)”, of the
transmission terminal 10aa that has made the login request
(step S30j}.

[0128]

Then, the transmitting-receiving unit 51 of the
transmission management apparatus 50 transmits destination
state information including the terminal ID “0laa” of the
ftransmission terminal 10aa and the operation state “online
(transmission is enabled)” that are acguired at step 330 to
the transmission terminals 10ba and 10db each operation
state of which is “online” in the terminal management DB
5003 (refer to Fig. 9) among the transmission terminals
10ab, 10ba, and 10db that are identified with the terminal
IDs “0lab”, “01lba”, and “01ldb” extracted at step 529 (step
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S531-1 and step S31-2).
{0129}

When transmitting the destination state information to
the transmission terminals 10ba and 10db, the transmitting-
receiving unit 51 refers to the IP addresses of the
TLransmission terminals managed in the terminal management
table illustrated in Fig. 9 using the terminal IDs “0lba”
and “01ldb”.

[0130]

As a result, the terminal ID “0laa” and the operation
state “online (transmission 1s enabled)” of the
Lransmission terminal 10aa that has made the login request
can be transmitted to the transmission terminals 10db and
10ba that can perform transmission to the transmission
terminal 10aa that has made the login request as the
destination.

[0131]

When step S28 of the preparatory stage operation is
complete, the display control unit 17 of the transmission
terminal 10aa highlights, on the display 120, the
information of the terminals attending the video conference,
i.e., the transmission terminal 10db operation state of
which is “online {(in transmission)” or “online
(transmission is enabled)”, from the information of the
destination 1list displayed on the display 120, for example.
As a result, the display control unit 17 allows a user to
recognize the transmission terminal 10 attending or capable
of attending the video conference.

[0132]

Fig. 12 is a sequence diagram illustrating conference
attendance operation until the transmission terminal 10
reaches an attendance state in which the transmission

terminal 10 is attending a video conference. ig. 12
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illustrates an example in which the transmission terminal
10aa reaches the attendance state. In the conference
attendance operation, wvarious types of information are
fLransmitted and received in the management information
session SEI (refer to Fig. 2).

{0133]

Once a user presses the operaticon button 108 to select
an attendance at a video conference, the operation input
reception unit 12 receives a regquest for an attendance at
the video conference held with the transmission terminal
10db (step S541).

[0134]

In response to the request, the transmitting-receiving
unit 11 of the transmission terminal 10aa transmits
attendance request informaticn indicating the attendance at
the video conference and including the terminal ID “0laa”
of the transmission terminal 10aa and the terminal ID
“01db” of the transmission terminal 10db to the
transmission management apparatus 50 (step S42).

[0135]

As a result, the transmitting-receiving unit 51 of the
transmission management apparatus 50 receives the
attendance request information and can confirm the IP
address “1.2.1.3"” of the transmission terminal 10aa serving
as a transmission source.

[0138]

Then, the state management unit 53 of the transmission
management apparatus 50 searches by using the terminal ID
“0laa” of the transmission terminal 10aa included in the
attendance request information as a searching key and sets
“online (in transmission)” as the operation state of the
transmission terminal 10aa that has made the attendance

regquest (step S43).
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{0137}

Then, the transmitting-receiving unit 51 of the
Lransmission management apparatus 50 transmits start
request information including the terminal ID “0laa” of the
transmission terminal 10aa to the transmission terminal
10db though the transmission network 2 (step S44). As a
result, the transmission terminal 10db can grasp which
Lransmission terminal 10 has regquested the attendance at
the video conference.

[0138]

In the terminal management DB 5003 illustrated in Fig.
9, the operation state of the transmission terminal 10cb is
“online (in transmission)”. Accordingly, the transmitting-
receiving unit 51 of the transmission management apparatus
50 transmits the start regquest information including the
terminal ID “0laa” of the transmission terminal 10aa to the
transmission terminal 10cb through the transmission network
2. Detailed description thereof is, however, omitted
herein for easy understanding of the invention.

[0139]

Then, the transmission terminal 10db transmits
receiving completion information indicating the completion
of the receiving of the start request information to the
transmission management apparatus 50 from the transmitting-
receiving unit 11 through the transmission network 2 (step
S45) .

[0140]

Then, the transmitting-receiving unit 51 of the
transmission management apparatus 50 transmits relay start
reguest information indicating a request for starting a
relay to the relaying apparatus 30 through the transmission
network 2 (step S46). The relay start request information

includes the IP address “1.2.1.3” of the transmission
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ferminal 10aa and the IP address “1.3.2.47” of the
Lransmission terminal 10db.
[0141]

As a result, the relaying apparatus 30 establishes a
session for transmitting three pieces of image data of low
resolution, medium resolution, and high resolution and
sound data between the tTransmission terminals 10aa and 10db
(step S47). In this way, the transmission tTerminal 10Caa
can attend the video conference held with the transmission
terminal 10db.

{0142}

Meanwhile, the transmitting-receiving unit 51 of the
transmission management apparatus 50 casts terminal state
change information including the terminal ID “0laa” and the
cperation state “online (in transmission)” of the
transmission terminal 10aa into each transmission terminal
10 registered in the terminal management DB 5003 (refer to
Fig. 9) (step S48). As a result, each transmission
terminal 10 having received the terminal state change
information can store and display the operation state of
the transmission terminal 10aa having the terminal ID
“0laa” if needed.

[0143]

Fig. 13 1is a seguence diagram iliustrating data
transmission operation between the transmission terminals
10. In the data transmission operation illustrated in Fig.
13, image data and sound data are transmitted and received

I

in the image/sound data session SED (refer to Fig. 2).
[0144]

Once the session is established between the
transmission terminals 10aa and 10db as described with

reference to Fig. 12, the transmission terminal 10aa

transmits, to the relaying apparatus 30 through the
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Transmitting-receiving unit 51, the image data taken by the
image capturing unit 14 and sound data into which the sound
input unit 15a converts a received sound signal (step S60).
[0145]

Upon receiving the image data and the sound data from
the transmission terminal 10aa, the relaying apparatus 30
Lransmits the received image data and socund data to each of
the transmission terminals 10aa and 10db that are attending
the video conference (step S61-1 and step S61-2).

[0146]

Upon receiving the image data and the sound data from
the relaying apparatus 30, each of the transmission
terminals 10aa and 10db allows the display control unit 17
to cause the display 120 to display the image represented
by the received image data and allows the sound output unit
15k to cause the speaker 115 to output the sound
represented by the received sound data (step S62-1 and step
362-2) .

{0147}

Then, the transmission terminal 10db transmits, to the
relaying apparatus 30 through the transmitting-receiving
unit 51, image data taken by the image capturing unit 14
and sound data into which the sound input unit 15a converts
a received sound signal (step S$S63).

[0148]

Upon receiving the image data and the sound data from
the transmission terminal 10db, the relaying apparatus 30
transmits the received image data and scund data to each of
the transmission terminals 10aa and 10db that are attending
the video conference (step S64-1 and step S64-2).

[0149]
Upon receiving the image data and the sound data from

the relaving apparatus 30, each cof the transmission
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ferminals 10aa and 10db allows the display control unit 17
to cause the dispiay 120 to display the image represented
by the received image data and allows the sound output unit
15b to cause the speaker 115 to ocutput the scound
represented by the received sound data (step S65-1 and step
565-2) .

[0150]

In this way, the transmission terminals 10aa and 10db
can have a video conference therebetween through the
relaying apparatus 30. Fig. 13 illustrates two
transmissiocon terminals 10, i.e., the transmission terminals
10aa and 10db, attending the video conference for easy
understanding. Even if the number of transmission
terminals 10 attending the video conference is egual to or
more than three, image data and sound data are transmitted
in the same manner as the data transmission operation

illustrated in Fig. 13.

[0151]
An image display of the transmission terminal 10 is
described below. In the embediment, the display control

unit 17 has two display modes of an all-image display mode
and an information display mode. Switching of the display
modes is performed in accordance with operation of the
operation button 108, for example.
[0152]

In the all-image display mode as illustrated in Fig.
14, the display control unit 17 of the transmission
terminal 10 causes the display 120 to display all of the
images transmitted from each transmission terminal 10
attending a video conference.
[0153]

In the display screen illustrated in Fig. 14, a first

image area 500 having a relatively large area and a
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plurality of second image areas 510 each having a
relatively small area are allocated. For example, images
represented by pieces of image data transmitted from the
Lransmission terminals 10 attending the videco conference
are displayed in the second image areas 510 while an image
represented by image data of a main transmission terminal
among the transmission terminals 10 attending the video
conference is displayed in the first image area 500.
{0154}

For example, the display control unit 17 specifies a
Cransmission terminal that is the transmission source of
sound data representing the voice in the received sound
data as a major terminal among the transmission terminals
10 attending the video conference. A voice stream is
detected for each piece cof the received sound data. The
sound data representing the voice is socund data determined
that it has the voice stream. The detection of the voice
stream can be achieved by using known technigques (e.g.,
refer to Non-Patent Literature 1).

[0155]

On the other hand, in the infcocrmation display mode as
illustrated in Fig. 15, the display control unit 17 of the
transmission terminal 10 causes the display 120 to display
terminal informaticn including at least the terminal names
and terminal IDs of the transmission terminals 10 attending
the video conference.

{0156]

i

To the display screen illustrated in Fig. 15, an image
display area 520 for displaying an image and a terminal
information display area 530 for displaying the terminal
information are allocated. For example, in the terminal

information display area 530, pieces of the terminal

information of the transmission terminals 10 attending the
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video conference are displayed as a list.
[0157]

The terminal information having no terminal name
displayved among the pieces of terminal information
displayed in the list represents the transmission terminal
10 that is not registered as the candidate of the
destination terminal of the terminal serving as a
Cransmission terminal in the destination list management DB
5004 (refer to Fig. 10).

[0158]

For example, in the display screen illustrated in Fig.
15, the terminal name of the transmission terminal 10db is
displayed because the transmission terminal 10db is
registered in the destination list management DB 5004 as
the candidate of the destination terminal of the
transmission terminal 10aa while the terminal name of the
transmission terminal 10cb is not displayed because the
transmission terminal 10cb is not registered in the
destination list management DB 5004 as the candidate of the
destination terminal of the transmission terminal 10aa.
[0159]

In the image display area 520, an image represented by
image data of a major transmission terminal is displayed
amcong the transmission terminals 10 attending the video
conference. For example, the display control unit 17
specifies a transmission terminal that is the transmission
source of sound data representing the voice in the received
sound data, as a major terminal among the transmission
terminals 10 attending the video conference.

[0160]

Fig. 16 is a sequence diagram illustrating terminal

information display operation in which terminal information

to be displayed in the terminal information display area
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530 is displayed in the terminal information display area
530 when the display mode is switched to the information
display mode in the transmission terminal 10. In the
ferminal information display operation illustrated in Fig.
16, various types of information are transmitted and
received in the management information session SEI.
[0161]

First, the transmissicn terminal 10 transmits a
terminal information regquest signal indicating a regquest of
the terminal information of the transmission terminal
attending a video conference to the transmission management
apparatus 50 (step S70). Upon receiving the terminal
information request signal, the terminal state acguisition
unit 55 of the transmission management apparatus 50
searches the terminal management DB 5003 (refer to Fig. 9)
of the storage unit 5000 by using the IP address of the
transmission source of the terminal information reguest
signal as a searching key and acguires the terminal ID of
the transmission terminal that transmits the terminal
information reguest signal (step S71).

[0le2]

Then, the terminal state acguisition unit 55 searches
the terminal management DB 5003 for the terminal ID and the
terminal name with the operation condition “online (in
transmission)” (step $72). In the embodiment, the terminal
state acgquisition unit 55 detects the terminal IDs “0laa”,
“O0lcb”, and “01ldb”. The operation state of the
transmission terminal having the terminal ID “0laa” is set
as “online (in transmission)” at step S43.

[0163]

Then, the terminal state acgquisition unit 55 searches

the destination list management DB 5004 (refer to Fig. 10)

of the storage unit 5000 by using the terminal ID detected
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at step S71 (“0laa” in the embodiment) as a searching key
and acguires the terminal IDs of the candidates of the
destination terminal of the transmission source of the
ferminal information request signal (step S73).

[01e4d]

For example, when the terminal ID of the transmission
terminal that transmits the terminal information request
signal is “0laa”, the terminal IDs “0lab”, “0lba”, and
“01ldb” are acqguired by the terminal state acguisition unit
55.

[0165]

Then, the terminal state acquisition unit 55
determines whether each of the terminal IDs acguired at
step S72 is included in the terminal ID of the transmission
source of the terminal information regquest signal or the
terminal IDs acguired at step S73. If it is determined
that the terminal ID is included, the terminal state
acqguisition unit 55 causes the transmitting-receiving unit
51 to reply the included terminal ID and the terminal name
to the transmission source of the terminal information
request signal. If it is determined that the terminal ID
is not included, the terminal state acgquisition unit 55
causes the transmitting-receiving unit 51 to reply only the
terminal ID to the transmission source of the terminal
information reguest signal (step 874).

[01le8]

For example, when the terminal ID of the transmission
terminal that transmits the terminal infermation request
signal is “0laa”, the terminal Ibs “0laa” and “01ldb” and
the terminal names “AA terminal, Tokyo business cffice,
Japan” and “DRBR terminal, Washington, D.C. business office,
USA” of the transmission terminals 10aa and 10db, and the

terminal ID “0lcb” of the transmission terminal 10cb are
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Transmitted to the transmission terminal 10aa that is the
Lransmission source cf the terminal information reguest
signal.

[0167]

The display control unit 17 of the transmission
Terminal 10 having received the reply displays the reply
contents in the terminal infeormation display area 530 as
the display screen illustrated in Fig. 15 (step S75).
{0168]
<<Major effect of embodiment>>

As described above, the transmission system 1
according to the embediment causes the transmission
management apparatus 50 to reply the information of the
transmission terminals 10 attending a video conference. As
a result, a user of each of the transmission terminals 10
can grasp which transmission terminal 10 is attending the
video conference regardless of the number of transmission
terminals 10 attending the video conference.

[0169]

Acccerdingly, the transmissicn system 1 enables a user
to know the other party at a video conference without
requiring the user to ask the other party in conversation.
As a result, time taken for the video conference can be
reduced. In the transmission system 1, the terminal name
of the transmission terminal that is not registered as the
destination is not displayed, enabling the attendance of an
unknown party at the video conference to be informed. As a
result, the videc conference can proceed with careful
attention to discussion contents.

[0170]

In the transmission system 1, image data of a major

ftransmission terminal remains displayed even when terminal

information is displaved on the display 120. 2As a result,
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a user can grasp a situation of a site that currently leads
the videco conference.

[0171]

Supplemental explanation of embodiment

The relaving apparatus 30, the transmission management
apparatus 50, and the program supply apparatus 90 in the
embodiment may be structured by a single computer. The
units (function or means) of them may be divided and the
divided units may be structured by a plurality of computers
each allocated for any unit.

[0172]

When the program supply apparatus 90 is structured by
a single computer, a program transmitted by the program
supply apparatus 90 may be transmitted as a plurality of
divided modules cor transmitted without being divided.

[0173]

When the program supply apparatus 90 is structured by
a plurality of computers, a program may be transmitted from
the computers as a plurality of divided modules.

[0174]

The recording medium, such as CD-ROM, in which the
transmission terminal control program, the relaying
apparatus program, and the transmission management program
of the embodiment are stored, the HD 204 that stores
therein the programs, and the program supply apparatus 90
including the HD 204 are used as program products when the
transmission terminal control program, the relaying
apparatus prcgram, and the transmission management program
are provided to a user and the like domestically or
overseas.

[0175]
As an example of guality of an image represented by

image data relayed by the relaying apparatus 30, attention
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is paid on the resolution of the image represented by the
image data and the resolution is managed. The image
guality is not limited to the resolution. As other
examples of quality, attention may be paid on depth of
image guality of the image represented by the image data, a
sampling freguency of sound in sound data, and a bit length
of scund in sound data and the gquality may be managed.
Sound data may be transmitted and received by being divided
into three pieces of data having different resclutions
({high resolution, medium resolution, and low resoclution).
{0176}

In Fig. 9, the IP address of the transmission terminal
10 is managed. However, the item to be managed is not
limited to the IP address. Any information can be used as
long as it can be used to identify the transmission
terminal 10 on the transmission network 2. For example, a
fully gualified domain name (FQDN) of the transmission
terminal 10 may be managed. In this case, the IP address
corresponding to the FQDN is acguired by a known domain
name system (DNS) server.

[0177]

In the embodiment, the video conference system is
described as an example of the transmission system 1.
However, the transmission system 1 is not limited to be
applied to the video conference system. The transmission
system 1 may be applicable to a telephone system such as an
Internet Protocol (IP) telephone and an Internet telephone.
[0178]

The transmission system 1 may be a car navigation
system. In this case, the transmission terminal 10 on cne
side corresponds to a car navigation system mounted on a
vehicle while the transmission terminal 10 on the other

side corresponds to a management terminal or a management
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server of a management center that manages the car
navigaticn, or another car navigation system mounted on
ancther vehicle. In the transmission system 1, the
Lransmission terminals 10 may be structured with cell
phones.

{0179}

In the embodiment, image data and scund data are
described as examples of the content data. However,
content data is not limited to the image data and the sound
data. Touch data may be applicable. In this case, a sense
of touch obtained by a user at a transmission terminal on
one side is transmitted to another transmission terminal on
the other side.

[0180]

The content data may be olfactory {(smell}) data. In
this case, an aroma (smell) at a transmission terminal on
one side 1is transmitted to another transmission terminal on
the other side. The content data may be at least one piece
of image data, sound data, touch data, and olfactory data.
[0181]

In the embodiment, the video conference is held by
using the transmission system 1. However, the transmission
system 1 is not limited to be used for the video conference.
The transmission system 1 may be used for general
conversations among family members or friends or
information supply in one direction.

[Explanations of Letters or Numerals]

[0182]

1 Transmission system

10 Transmission terminal

11 Transmitting-receiving unit (ftransmitting unit,

receiving unit)

12 Operaticon input reception unit
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iy

15a Sound input unit (sound data input unit)

15b Sound input unit

17 Display control unit

19 Storage-read processing unit

30 Relaying apparatus

50 Transmission management apparatus

51 Transmitting-receiving unit (transmitting unit,

receiving unit)

52 Terminal authentication unit

53 State management unit

54 Terminal extracticn unit

55 Terminal state acguisition unit
59 Storage-read processing unit

70 Router

90 Program supply apparatus

112 Camera (image capturing device)

113 Image capturing device I/F (image data input unit)
114 Microphone (sound collector)

120 Display (display device)

1000 Storage unit

5000 Storage unit

5002 Terminal authentication management DB

5003 Terminal management DB (terminal management table
storage unit)

5004 Destination list management DB (destination list
management table storage unit)
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[{Type of Document] Claim(s)
[Claim 1]

A transmission management apparatus for managing
Lransmission states of a plurality of transmission
terminals, the transmission management apparatus
comprising:

a terminal management table storage unit configured to
store therein a terminal management table in which terminal
information including an identifier and an identification
name of each of the transmission terminals is managed;

a receiving unit configured tc receive a terminal
information reguest signal indicating a reguest for
information for identifving a transmission terminal that is
in a transmission state with the transmission terminal;

a terminal state acgquisition unit ceonfigured to
acquire the information for identifying the transmission
terminal that is in a transmission state with the
transmission terminal, from the terminal management table
in response to the terminal information regquest signal; and

a transmitting unit configured to transmit the
information acquired by the terminal state acguisition unit
to the transmission terminal that is a source having
transmitted the terminal information request signal.

[Claim 2]

The transmission management apparatus according to
claim 1, further comprising a destination list management
table storage unit configured to store therein a
destination list management table in which a destination
list including the identifiers of the transmission
terminals that have been already registered is managed for
each of the transmission terminals, wherein

the terminal state acguisition unit acquires, from

among the transmissicn terminals that are in a transmission
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state with the transmission terminal that is a source
having transmitted the terminal information reguest signal,
an identifier and an identification name, included in the
terminal information, of a transmission terminal that is
registered in the destination list for the transmission
ferminal that is the source having transmitted the terminal
information reguest signal, and acguires an identifier,
included in the terminal information, of a transmission
fterminal that is not registered in the destination list.
[Claim 3]

A transmission terminal that performs transmission
with at least one transmission terminal through a network
connected to a transmission management apparatus for
managing transmission states of a plurality of transmission
terminals, the transmission terminal comprising:

a transmitting unit coeonfigured to transmit a terminal
information request signal indicating a request for
information for identifving a transmission terminal that is
in a transmission state with the transmission terminal, to
the transmission management apparatus;

a receliving unit configured tc receive information
that is transmitted from the transmission management
apparatus in response to the terminal information regquest
signal; and

a display control unit configured to cause a display
unit to display the information received by the receiving
unit.

[Claim 4]

The transmission terminal according to claim 3,
further comprising an operation input reception unit
configured to receive input from a user, wherein

the display control unit has two modes of an all-image

display mode causing the display unit to display all images
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Lransmitted from the transmission terminal that is in a
Lransmission state and an information display mode causing
the display unit to display the information transmitted
from the transmission management apparatus, and

the display control unit switches between the two
modes when the operation input reception unit receives the
input, and transmits the terminal information request
signal to the transmission management apparatus after
switching the all-image display mode to the information
display mode.
fClaim 5]

The transmission tTerminal according to claim 3 or 4,
further comprising an image data input unit to which image
data representing an image taken by an imaging device is
input, wherein

the display control unit causes the display unit to
display an image represented by the image data that is
input to the image data input unit of a major transmission
terminal among all the transmission terminals that are in a
transmission state and transmitted, in addition to the
information received by the receiving unit.

{Claim 6]

The transmission terminal according to claim 5,
further comprising a scund data input unit to which scund
data representing sound obtained by a sound collector is
input, wherein

the display control unit identifies the transmission
terminal from which the sound data representing voices
input to the sound data input unit is transmitted is the
major transmission terminal among all the transmission
terminals that are in a transmission state.

{Claim 7]

A transmission system, comprising:
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a plurality of transmission terminals; and

a transmission management apparatus configured to
manage transmission states of the transmission terminals,
wherein

the transmission management apparatus includes

a terminal management table storage unit
configured to stcocre therein a terminal management table in
which terminal infeormation 1s managed, the terminal
information including an identifier and an identification
name of each of the transmission terminals,

a receiving unit configured to receive a terminal
information reguest signal indicating a reguest for
information for identifving a transmission terminal that is
in a transmission state with the transmission terminal,

a terminal state acguisition unit configured to
acquire the information for identifying the transmission
terminal that is in a transmission state with the
transmission terminal that is a source having transmitted
the terminal information reguest signal, from the terminal
management table in respcnse to the terminal infermation
request signal, and

a transmitting unit configured to transmit the
information acguired by the terminal state acguisition unit
to the transmission terminal that is the source having
transmitted the terminal infermation request signal, and

each transmission terminal includes

a transmitting unit configured to transmit a
terminal infermation request signal indicating a request
for information for identifying a transmission terminal
that 1s in a transmission state with the transmission
terminal, to the transmission management apparatus,

a receiving unit configured to receive the

information transmitted from the transmission management
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apparatus in response to the fterminal information reguest
signal, and

a display control unit configured to cause a
display unit to display the information received by the
receiving unit.
{Claim 8]

A transmission management method for managing
transmission states of a plurality of transmission
terminals, wherein a terminal management table in which
terminal information including an identifier and an
identification name of each of the transmission terminals
is managed is stored in a recording medium in advance, the
transmission management method comprising:

a receiving step of receiving a terminal information
reguest signal indicating a reguest for information for
identifying a transmission terminal that is in a
transmission state with the transmission terminal;

a terminal information acquiring step of acguiring the
information for identifying the transmission terminal that
is in a transmission state with the transmission terminal
that i1s a source having transmitted the terminal
information request signal, from the terminal management
table, in response to the terminal information regquest
signal; and

a transmitting step of transmitting the information
acquired at the terminal information acquiring step to the
transmission terminal that is the source having transmitted
the terminal information request signal.

{Claim 9]}

A transmission terminal control method using a
transmission terminal that performs transmission with at
least one transmission terminal through a network that is

connected to a transmission management apparatus for
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managing transmission states of a plurality of transmission
fterminals, comprising:

a transmitting step of transmitting a terminal
information reguest signal indicating a reguest for
information for identifying a transmission terminal that is
in a transmission state with the transmission terminal;

a receliving step of receiving informaticn that is
transmitted from the transmission management apparatus in
response to the terminal information reguest signal; and

a display control step of causing a display unit to
display the information received at the receiving step.
{Claim 10]

A transmission management program performed by a
computer included in a transmission management apparatus
for managing transmission states of a plurality of
transmission terminals, wherein a terminal management table
in which terminal information including an identifier and
an identification name of each of the transmission
terminals 1is managed 1s stored in a recording medium in
advance, the transmission management program comprising:

a receliving step of receiving a terminal information
request signal indicating a request for information for
identifying a transmission terminal that is in a
transmission state with the transmission terminal;

a terminal information acguiring step of acguiring the
information for identifying the transmission terminal that
is in a transmission state with the transmission terminal
that is a socource having transmitted the terminal
information request signal, from the terminal management
table, in response to the terminal information request
signal; and

a transmitting step of transmitting the information

acguired at the terminal infermation acquiring step to the
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TLransmission terminal that is the source having transmitted
the terminal infermation reguest signal.
{Claim 11]

A transmission terminal control program performed by a
computer included in a transmission terminal that performs
Transmission with at least one transmission Terminal
through a network that is connected to a transmission
management apparatus for managing transmission states of a
plurality of transmission terminals, the transmission
terminal control program comprising:

a transmitting step of transmitting a terminal
information reguest signal indicating a reguest for
information for identifving a transmission terminal that is
in a transmission state with the transmission terminal;

a receiving step of receiving informaticn that is
transmitted from the transmission management apparatus in
response to the terminal information reguest signal; and

a display control step of causing a display unit to

display the information received at the receiving step.
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{Type of Document] Abstract
[Abstract]
[Problem to be solved] To provide a transmission
management apparatus that enables users who use the
respective transmission terminals to grasp which
Transmission terminal is attending a conference regardless
of the number of transmission terminals attending the
conference.
{Soclution] A transmission management apparatus 50 for
managing transmission states of transmission terminals 10
inciudes a terminal management DB 5003 that stocres a
terminal management table in which terminal information
including an identifier and an identification name of the
transmission terminal 10 is managed; a transmitting and
receiving unit 51 configured to receive a terminal
information request signal indicating a request for
information for identifying a transmission terminal that is
in a transmission state with the transmission terminal 10;
and a terminal state acguisition unit 55 configured to
acguire information for identifying the transmission
terminal that is in a transmission state with the
transmission terminal, from the terminal management table
in response to the terminal information reguest signal.
The information acguired by the terminal state acquisition
unit 55 is transmitted to the transmission terminal 10 that
is a source having transmitted the terminal information
request signal through the transmitting and receiving unit
51.

[Chosen Drawing] Fig. 7
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VERIFICATION OF TRANSLATION

I, Kiyoharu ISOBE, of c¢/o SAKAI International Patent Office, 5F, Toranomon
Mitsui Building 8-1, Kasumigaseki 3-chome, Chiyoda-ku, Tokyo 100-0013, hereby
declare that I am a translator of the document attached, and attached document is a

true and correct translation made by me to the best of my knowledge and belief.

Japanese Patent Application No.2011-042365, filed on February 28, 2011

Signature of Translator: %4

Kiyoharu ISOBE

Date: (2-tober 17, 2e/8
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Application No. 16/903,713
Reply to Office Action of April §, 2022

REMARKS/ARGUMENTS

Favorable reconsideration of this application as presently amended, and in light of the
following discussion, is respectfully requested.

Claims 1-24 are pending in this application, claims 1, 3, 7-11, 15, and 16 having been
presently amended; and claims 17-24 having been added. Support for amended claims 1, 3, 7-
11, 15, and 16, and new claims 17-24 can be found in the original claims, drawings, and
specification as filed.! No new matter has been added.

Applicant acknowledges with appreciation the courtesy of Examiner El-Zoobi in granting
an interview in this application with Applicant’s representative on July 11, 2022, during which
time the issues in the outstanding Office Action were discussed as substantially summarized
hereinafter. The Examiner agreed that the proposed amendments that were discussed, which are
substantially similar to those included herein, overcome the current rejections.

In the Office Action, claims 1-4 and 6-16 were rejected under 35 U.S.C. § 102(a) as
anticipated by Volmat (U.S. Patent Publ. No. 2012/0185685). The present application claims
priority to Japanese Patent Application No. 2011-042365, filed February 28, 2011. In
accordance with 37 C.F.R. §1.55(a)(4), enclosed please find an English translation of the
certified copy of this application, along with a statement that the translation is accurate. It is
respectfully submitted that the enclosed document perfects the claim to priority to Japanese
Patent Application No. 2011-042365 under 35 U.S.C. §119. Further, it is respectfully submitted
that the subject matter of pending claims 1-17 are supported by the specification of this priority
document. It is noted that the filing date of Japanese Patent Application No. 2011-042365

(February 28, 201 1) antedates the filing date of January 6, 2012 of Volmat. It is also noted that

! See, e.g., paragraphs [0069] and [0148}-[0152] of the published application; Figs. 14 and 15; and claims 2-8.
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Application No. 16/903,713
Reply to Office Action of April §, 2022

the filing date of Japanese Patent Application No. 2011-042365 (February 28, 2011) antedates

the November 18, 2011 filing date of JP 2011-253177 (one of two priority applications to

Volmat). Thus, in Volmat, only subject matter supported in JP 2011-006934, filed on January
17,2011, can be used in a rejection of the claims.

Further, Applicant respectfully requests that the next communication acknowledge
that the certified copies of the priority documents have been received.

In regard to the rejections, Applicant submits that Volmat fails to teach “display an

identification name list of sites including the first transmission terminal and the second
transmission terminal which are attending the video communication during the video
communication, wherein the first transmission terminal is configured to display video images
from each transmission terminal attending the video communication simultaneously,” as recited
in claim 1. Independent claims 9, 10, and 17, although varying in claim scope and/or statutory
class, recite substantially similar features as claim 1. Thus, the arguments presented below with
respect to claim 1 are also applicable to independent claims 9, 10, and 17.

Figure 7 of Volmat shows an example of displaying a destination list on a terminal
device. However, in Figure 7 of Volmat, this destination list is not a screen to be displayed
during participation of a video conference as described in Figure 6 of Volmat, but rather is a list
to be displayed automatically after the terminal device is activated. In other words, the

destination list in Figure 7 of Volmat is essentially to be displayed when the user's device is not

participating in the meeting. Accordingly, even when a user views the destination list of Figure

7 of Volmat, the user cannot find which site is in the same meeting.
Figure 7 of Volmat shows a camera image 502 on the lower right corner. However, as

described in paragraph [0099] of Volmat, this camera image 502 is not displayed during a

13
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Application No. 16/903,713
Reply to Office Action of April §, 2022

meeting. Instead, the user can use the image to adjust and prepare the position of the camera 112
before calling the destination terminal. In contrast, in claim 1, an identification name list of sites
including the first transmission terminal and the second transmission terminal which are
attending the video communication is displayed during the video communication.

In addition, Volmat describes the one camera image 502 before the meeting, but does not

describe display “video images from each transmission terminal attending the video
communication simultaneously,” as recited in claim 1.

Thus, Applicant respectfully submits that independent claims 1, 9, 10, and 17 (and all
claims depending thereon) patentably distinguish over Volmat.

Accordingly, Applicant respectfully requests that the rejection of claims 1-4 and 6-16
under 35 U.S.C. § 102(a) as anticipated by Volmat be withdrawn.

Claim 5 was rejected under 35 U.S.C. § 103(a) as unpatentable over Volmat in view of
Halavy. Inresponse, Applicant notes that claim 5 is dependent on claim 1, and is believed to be
patentable for at least the reasons discussed above. Further, Applicant respectfully submits that

Halavy fails to cure the above-noted deficiencies of Volmat.

Accordingly, Applicant respectfully requests that the rejection of claim 5 under 35 U.S.C.

§ 103(a) as unpatentable over Volmat in view of Halavy be withdrawn.

Consequently, in view of the present amendment, and in light of the above discussion, the
pending claims as presented herewith are believed to be in condition for formal allowance, and
an early and favorable action to that effect is respectfully requested.

If the Examiner believes, for any reason, that personal communication will expedite
prosecution of this application, the Examiner is invited to telephone the undersigned at the

number provided.

14
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Application No. 16/903,713
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The Commissioner is hereby authorized to charge any additional fees that may be
required for papers being filed herewith and for which no payment is enclosed herewith, or credit
any overpayment to Deposit Account 602325, with the EXCEPTION of deficiencies in fees for
multiple dependent claims in new applications.

Respectfully Submitted,

XSENSUS, L.L.P.

/Derek Benke/

Derek P. Benke
Attorney of Record
Registration No. 56,944
Phone No. (§71) 376-6306
Customer No. 154930
Xsensus LLP
100 Daingerfield Rd, Suite 402
Alexandria, VA 22314
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citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at w»
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under W{PO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English fanguage transiation is attached.
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Application Number 16903713
Filing Date 2020-06-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Yoshinaga KATO

Art Unit | 2652

Examiner Name | EL-Zo0BI, MARIA
Attorney Docket Number | 16408US04CON

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[X] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Derek P. Benke/ Date (YYYY-MM-DD) 2022-08-05

Name/Print Derek P. Benke Registration Number 56,944

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtlic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
{o the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of taw or regulation.
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Doc code: IDS PTO/SB/08a (02-18)
L . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 16903713
Filing Date 2020-06-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Yoshinaga KATO

Art Unit | 2652

Examiner Name | EL-Zo0BI, MARIA
Attorney Docket Number | 16408US04CON

U.S.PATENTS
. . . . Pages,Columns,Lines where
E{(gm*mer Cite Patent Number Kind Issue Date Na’i“e of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.
U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner Cite No Publication Kind | Publication Name of Patentee or Applicant

Initial* Number Code'| Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.
FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages, Columns, Lines
Examiner| Cite | Foreign Document Country Kind | Publication Avplicant of cited where Relevant Ts
Initial* No [ Numberd Codezi Code4| Date pp Passages or Relevant
Document .
Figures Appear
1 []

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner]| Cite o . . :
e g (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), e
Initials No . : .
publisher, city and/or country where published.
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Application Number 16903713
Filing Date 2020-06-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Yoshinaga KATO

Art Unit | 2652

Examiner Name | EL-Zo0BI, MARIA
Attorney Docket Number | 16408US04CON

1 Blackboard Collaborate Essentials, Blackboard Collaborate 11, June 30, 2011, 22 pages. |:|

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /MARIA EL-~ZOOBI/ Date Considered 08/25/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at w»
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under W{PO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English fanguage transiation is attached.
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Application Number 16903713
Filing Date 2020-06-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Yoshinaga KATO

Art Unit | 2652

Examiner Name | EL-Zo0BI, MARIA
Attorney Docket Number | 16408US04CON

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[XI any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Derek P. Benke/ Date (YYYY-MM-DD) 2022-04-29

Name/Print Derek P. Benke Registration Number 56,944

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtlic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
{o the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of taw or regulation.
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Bibliographic Data

Application No: 16/903 ,7 13

Foreign Priority claimed:

35 USC 119 (a-d) conditions met:
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Examiner's Signature Initials
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |s,903 713 KATO et al.
H “ “ ‘l” Examiner Art Unit
MARIA EL-ZOOBI 2652
CPC
Symbol Type Version
HO4N F 2013-01-01
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Total Claims Allowed:
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Primary Examiner, Art Unit 2652 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |s,903 713
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INTERNATIONAL CLASSIFICATION
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(Primary Examiner) (Date) 1 1
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/ssue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination

16/903,713 KATO et al.
Examiner Art Unit
MARIA EL-ZOOBI 2652

Claims renumbered in the same order as presented by applicant [J CPA (O T.D. [J R.1.47

Primary Examiner, Art Unit 2652
(Primary Examiner)

CLAIMS
Final |Original]Final |Original|Final |Original|Final |Original]Final OriginallFinaI OriginallFinaI Original|Final |Original
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8 8 17 17
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Total Claims Allowed:
(Assistant Examiner) (Date) 24
/MARIA EL-ZOOBI/ 25 August 2022

O.G. Print Claim(s) | O.G. Print Figure

(Date) 1 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.\ISPT.O gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
154930 7590 08/31/2022
XSENSUS LLP EL-ZOOBL MARIA
100 Daingerfield Road
Suite 402 | ART UNIT PAPER NUMBER |
Alexandria, VA 22314 2652
DATE MAILED: 08/31/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
16/903,713 06/17/2020 Yoshinaga KATO 16408US04CON 1733

TITLE OF INVENTION: TRANSMISSION MANAGEMENT APPARATUS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 11/30/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION EEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

154930 7590 08/31/2022 Certificate of Mailing or Transmission
XSENSUS LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
. . States Postal Service with sufficient postage for first class mail in an envelope
100 Daingerfield Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 402 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Alexandria, VA 22314 {Typedor printed name)
(Signature)
(Date)
I APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/903,713 06/17/2020 Yoshinaga KATO 16408US04CON 1733
TITLE OF INVENTION: TRANSMISSION MANAGEMENT APPARATUS
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 11/30/2022

| EXAMINER | ART UNIT | CLASS-SUBCLASS |

EL-ZOOBI, MARIA 2652 348-014020
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

| Change of correspondence address (or Change of Correspondence
Address form PTO/AIA/122 or PTO/SB/122) attached.

() "Fee Address" indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

W

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [Jssue Fee [(JPublication Fee (if required) [ Advance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via EFS-Web [d Enclosed check [) Non-electronic payment by credit card (Attach form PTO-2038)

() The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29
| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-8S5 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.\ISPT.O gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. [ CONFIRMATION NO. |
16/903,713 06/17/2020 Yoshinaga KATO 16408US04CON 1733
| EXAMINER |
154930 7590 08/31/2022
XSENSUS LLP EL-ZOOBL MARIA
100 Daingerfield Road
Suite 402 | ART UNIT PAPER NUMBER |
Alexandria, VA 22314 2652

DATE MAILED: 08/31/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

IPR2026-00435
Zoom Communication, Inc. Ex. 1002
Page 429 of 446



Application No. Applicant(s)
3 . 16/903,713 KATO et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
MARIA EL-ZOOBI 2652 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1.4 This communication is responsive to 8/5/2022.

Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.3 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-24 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

44 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) MAIl by (J Some* ¢) [J None of the:
1. Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.[4) Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3.0J Examiner's Comment Regarding Requirement for Deposit 7. O Other .

of Biological Material
4.7 Interview Summary (PTO-413),
Paper No./Mail Date.
/MARIA EL-ZOOBI/ 8/25/2022
Primary Examiner, Art Unit 2652

U.S. Patent and Trademark Office ]
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220825
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Application/Control Number: 16/903,713 Page 2
Art Unit: 2652
Notice of Pre-AlA or AIA Status

The presentapplicationis beingexamined under the pre-AlA first
to invent provisions.

Allowable Subject Matter

Claims 1-24 are allowed.

The followingis an examiner’s statement of reasons for
allowance: none of the cited artsalone or in reasonable combination
teaches{ update, when the second transmission terminal attendsthe
video communication, the second attendance state associated with the
second transmission terminalto a stateindicatingthat the second
transmissionterminal is attending the video communication; acquire
information includinganidentification name associated with a
transmissionterminal with which an attendance stateis associated and
in which the attendance state indicates that the transmission terminal
is attendingthe video communication, from the storage medium;and

transmit the acquired informationto the first transmission terminal,

wherein the acquired informationis usedin order to displayan

IPR2026-00435
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Application/Control Number: 16/903,713 Page 3

Art Unit: 2652
identification name list of sites including the first transmission terminal

and the second transmission terminal which are attendingthevideo
communication duringthe video communication, wherein the first
transmissionterminal is configured to display video images from each
transmissionterminal attending the video communication
simultaneously}.

Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and, to avoid
processing delays, should preferably accompanytheissuefee. Such
submissions should be clearly labeled “Comments on Statement of
Reasons for Allowance.”

Conclusion

Any inquiry concerningthis communicationor earlier
communications fromthe examiner should be directed to MARIAEL-
ZOOBI whose telephone numberis (571)270-3434. The examiner can

normally be reached Monday-Friday 7-4.

IPR2026-00435
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Application/Control Number: 16/903,713 Page 4
Art Unit: 2652

Examinerinterviews are available via telephone, in-person, and
video conferencing usinga USPTO supplied web-based collaboration
tool. To schedule aninterview, applicantis encouraged to use the
USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attemptsto reach the examiner by telephone are unsuccessful,
the examiner’s supervisor, Ahmad Matar can be reached on
5712727488. The fax phone number for the organization where this
application or proceedingis assigned is 571-273-8300.

Information regardingthe status of published or unpublished
applications may be obtained from Patent Center. Unpublished
applicationinformationin Patent Centeris available to registered users.
To file and manage patent submissionsin Patent Center, visit:
https://patentcenter.uspto.gov. Visit
https://www.uspto.gov/patents/apply/patent-center for more

information about Patent Center and

https://www.uspto.gov/patents/docx for information about filingin
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Application/Control Number: 16/903,713 Page 5
Art Unit: 2652

DOCX format. For additional questions, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance
from a USPTO Customer Service Representative, call 800-786-9199 (IN

USA OR CANADA) or 571-272-1000.

/MARIA EL-ZOOBI/
Primary Examiner, Art Unit 2652
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Nofes 16/903,713 KATO ot al.
T s
MARIA EL-ZOOBI 2652
CPC - Searched*
Symbol Date Examiner
H04L65/1509, H04M3/563, H04M3/567, HO4N7/15, HO4N7/152 03/30/2022 M.EL
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
348 14.02,14.08, 14.09 04/15/2021 M.EL

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
inventor and assignee search 03/16/2021 M.EL

us and CPC search 03/16/2021 M.EL

text search 03/16/2021 M.EL
ip.com search 11/30/2021 M.EL
search is updated 11/30/2021 M.EL
search is updated 03/10/2022 M.EL
search is updated 03/30/2022 M.EL

/MARIA EL-ZOOBI/ 8/25/2022
Primary Examiner, Art Unit 2652
U.S. Patent and Trademark Office Part of Paper No.: 20220825
Page 1 of 2
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Noles 16/903,713 KATO et al,
MARIA EL-ZOOBI 2652
Interference Search
US Class/CPC | ;g gypclass/cPC Group Date Examiner
Symbol
709 204 08/25/2022

/MARIA EL-ZOOBI/
Primary Examiner, Art Unit 2652

8/25/2022

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 20220825
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PE2E SEARCH - Search History (Prior Art)

Ref # Hits [Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
L1 1 16/903713 (US-PGPUB; USPAT; |OR OFF OFF 2021/03/15
USOCR; FPRS; EPO; 08:29 AM
JPO; DERWENT;
IBM_TDB)
L2 22202 ((("RICOH") near3 (USPAT) OR OFF OFF 2021/03/15
("COMPANY") near3 08:29 AM
("LTD"))).AS,AANM.
L3 143 ((("KATO") near3 (US-PGPUB) OR OFF OFF 2021/03/15
("Yoshinaga"))).INV. 08:29 AM
L4 33 ((("OKUYAMA" near3 |(US-PGPUB) OR OFF OFF 2021/03/15
("Taro")).INV. 08:29 AM
L5 7 15/442787 13/989665 |(US-PGPUB; USPAT; [OR OFF OFF 2021/03/15
15/041570 USOCR; FPRS; EPO; 08:34 AM
JPO; DERWENT;
IBM_TDB)
L6 22372 L2 L3 L4 L5 (US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
08:35 AM
L7 679 L6 and (management |(US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
near1 table)".cim" and 08:36 AM
(terminal near1
state).clm. and
identifier.clm.
L8 679 L6 and (management |(US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
near1 table)".clm" and 08:37 AM
(terminal near1
state).clm. and
identifier.cim. and
request.clm. and
name.clm.
L9 679 L6 and (management |(US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
near1 table)".clm" and 08:38 AM
(terminal adj state).cim.
and identifier.clm. and
request.cim. and
name.clm.
L10 679 L6 and (management |(US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
near1 table)".cim." and 08:38 AM
(terminal adj state).clm.
and identifier.cim. and
request.cim. and
name.clm.
L11 679 L7 and (management |(US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
near1 table)".clm." and 08:39 AM
(terminal adj state).cim.
and identifier.cim. and
request.clm. and
name.clm.
L12 7 L5 and (management |(US-PGPUB; USPAT) |OR OFF OFF 2021/03/15
near1 table)".clm." and 08:39 AM
08/25/2022 10:34:42 AM Page 1 of 4
Workspace: 16903713-1 ME
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(terminal adj state).cim.
and identifier.cim. and
request.clm. and
name.clm.

L13 3 L5 and ((management [(US-PGPUB; USPAT) [OR OFF OFF 2021/03/15
near1 table)and 08:39 AM
(terminal adj state) and
identifier and request
and name).clm.

L14 2 "20120185685" (US-PGPUB; USPAT) [OR OFF OFF 2021/03/15

08:51 AM

L15 1 "9,307197".pn. (US-PGPUB; USPAT) [OR OFF OFF 2021/03/15

08:53 AM
L16 2 "20120185685" (US-PGPUB; USPAT) [OR OFF OFF 2021/03/15
10:51 AM
L17 11054 348/14.01-14.08.ccls. |(US-PGPUB; USPAT; |OR OFF OFF 2021/03/16
USOCR; FPRS; EPO; 06:58 AM
JPO; DERWENT;
IBM_TDB)

L18 11621 (H04L65/1509 (US-PGPUB; USPAT) [OR OFF OFF 2021/03/16
HO04M3/563 HO4M3/567 07:00 AM
HO04N7/15
HO04N7/152).cpc.

L19 11316 L18 AND ( (HO4N7/15 [(US-PGPUB; USPAT) [OR OFF OFF 2021/03/16
OR H04N7/147 OR 07:04 AM
HO04N7/152 OR
HO04N7/142 OR
HO04N7/157 OR
HO04N2007/145 OR
H04L65/403 OR
H04L12/1822 OR
H04L12/1818 OR
H04M3/567).CPC.)

L20 4 15/442787 (US-PGPUB; USPAT; [OR OFF OFF 2021/11/30
"10,735689".pn. USOCR; FPRS; EPO; 08:15 AM

JPO; DERWENT;
IBM_TDB)

L21 2 "10,735689".pn. (US-PGPUB; USPAT; [OR OFF OFF 2021/11/30
USOCR; FPRS; EPO; 09:07 AM
JPO; DERWENT;
IBM_TDB)

L22 6001 ((terminal devcie) near2 [(US-PGPUB; USPAT; [OR ON ON 2021/11/30
(ID identification identity [USOCR; FPRS; EPO; 10:23 AM
name))and state and JPO; DERWENT;
conferenc$3 IBM_TDB)

L23 12158 (HO04L65/1509 (US-PGPUB; USPAT) [OR OFF OFF 2021/11/30
HO04M3/563 H04M3/567 10:24 AM
HO04N7/15
HO04N7/152).cpc.

L24 636 L22 and L23 (US-PGPUB; USPAT; [OR ON ON 2021/11/30

USOCR; FPRS; EPO; 10:24 AM
JPO; DERWENT;
IBM_TDB)

L25 2273 ((terminal devcie) near2 [(US-PGPUB; USPAT; [OR ON ON 2021/11/30

08/25/2022 10:34:42 AM Page 2 of 4

Workspace: 16903713-1 ME
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(ID identification identity |USOCR; FPRS; EPO; 10:25 AM

name))and (state with |JPO; DERWENT;

(updat$3 modif$4 IBM_TDB)

manag$3 chang$3))

and conferenc$3

L26 377 L25 and L23 (US-PGPUB; USPAT; |OR ON ON 2021/11/30

USOCR; FPRS; EPO; 10:25 AM
JPO; DERWENT;
IBM_TDB)

L27 1612 ((terminal devcie) near2 | (US-PGPUB; USPAT; |OR ON ON 2021/11/30
(ID identification identity |USOCR; FPRS; EPO; 10:26 AM
name))and (state near3 |JPO; DERWENT;

(updat$3 modif$4 IBM_TDB)
manag$3 chang$3))
and conferenc$3
L28 323 L27 and L23 (US-PGPUB; USPAT; |OR ON ON 2021/11/30
USOCR; FPRS; EPO; 10:26 AM
JPO; DERWENT;
IBM_TDB)
L29 31301 234 (US-PGPUB; USPAT) |OR ON ON 2022/03/30
05:29 AM
L30 38 29 AND attend$4.cim. |(US-PGPUB; USPAT) |OR ON ON 2022/03/30
05:30 AM

L31 5 29 AND attend$4.cim. |(US-PGPUB; USPAT) |OR ON ON 2022/03/30
AND state.clm. 05:32 AM

L32 3 "9,307197".pn. (US-PGPUB; USPAT) |OR ON ON 2022/03/30
"9,621848".pn. 05:45 AM
"10,735689".pn.

L33 1 "9,621848".pn. (US-PGPUB; USPAT) |OR ON ON 2022/03/30

05:45 AM

L34 1 "10,735689".pn. (US-PGPUB; USPAT) |OR ON ON 2022/03/30

05:46 AM
L35 3 L34 L33 L32 (US-PGPUB; USPAT) |OR ON ON 2022/03/30

05:47 AM
L36 1 35 AND attend$4.cim. |(US-PGPUB; USPAT) |OR ON ON 2022/03/30

05:47 AM

L37 1 35 AND attend$4.cim. |(US-PGPUB; USPAT) |OR ON ON 2022/03/30
AND state.clm. 05:47 AM

L38 5 "20120185685" (US-PGPUB; USPAT) |OR ON ON 2022/03/30
"20070100944" 05:50 AM
"20100226546"

L39 0 35 AND attend$4.cim. |(US-PGPUB; USPAT) |OR ON ON 2022/03/30
AND updat$3.clm. 06:02 AM

L40 711 (video near1 (US-PGPUB; USPAT) |OR ON ON 2022/03/30
conferenc$3) SAME 11:39 AM
(multiple multi plurality)

WITH MCU

L41 469 (video near1 (US-PGPUB; USPAT) |OR ON ON 2022/03/30
conferenc$3) WITH 11:40 AM
(multiple multi plurality)

WITH MCU
L42 4 (video near1 (US-PGPUB; USPAT) |OR ON ON 2022/03/30
08/25/2022 10:34:42 AM Page 3 of 4
Workspace: 16903713-1 ME
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conferenc$3) WITH 11:40 AM
(multiple multi plurality)
WITH MCU WITH
relay$3 WITH (data
image audio)
L43 11818 709/204 ccls. (US-PGPUB; USPAT) [(OR ON ON 2022/08/25
10:32 AM
L44 47 709/204.ccls. AND 25 [(US-PGPUB; USPAT) |OR ON ON 2022/08/25
10:32 AM
L45 37 709/204.ccls. AND 27 [(US-PGPUB; USPAT) |OR ON ON 2022/08/25
10:32 AM
L46 11 709/204.ccls. AND 28 |(US-PGPUB; USPAT) [(OR ON ON 2022/08/25
10:32 AM
PE2E SEARCH - Search History (Interference)
There are no Interference searches to show.
08/25/2022 10:34:42 AM Page 4 of 4
Workspace: 16903713-1 ME
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

154930 7590 08/31/2022 Certificate of Mailing or Transmission
XSENSUS LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
. . States Postal Service with sufficient postage for first class mail in an envelope
100 Daingerfield Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 402 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Alexandria, VA 22314 {Typedor printed name)
(Signature)
(Date)
I APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/903,713 06/17/2020 Yoshinaga KATO 16408US04CON 1733
TITLE OF INVENTION: TRANSMISSION MANAGEMENT APPARATUS
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 11/30/2022

| EXAMINER | ART UNIT | CLASS-SUBCLASS |

EL-ZOOBI, MARIA 2652 348-014020
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, L XSENSUS LLP
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

| Change of correspondence address (or Change of Correspondence
Address form PTO/AIA/122 or PTO/SB/122) attached.

() "Fee Address" indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

W

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
RICOH COMPANY, LTD. TOKYO, JAPAN

Please check the appropriate assignee category or categories (will not be printed on the patent) : M| Individual Corporation or other private group entity [ Government

4a. Fees submitted: Issue Fee DPuincation Fee (if required) [dAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

Electronic Payment via EFS-Web [ Enclosed check (1 Non-electronic payment by credit card (Attach form PTO-2038
y! pay y
The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. _ 602325

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29
| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signare _ /Derek P. Benke/ Date November 29, 2022
Typed or printed name _ D€Ye€k P. Benke Registration No. 56, 944
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Acknowledgement Receipt

EFS ID: 47107467
Application Number: 16903713
International Application Number:
Confirmation Number: 1733
Title of Invention: TRANSMISSION MANAGEMENT APPARATUS
First Named Inventor/Applicant Name: Yoshinaga KATO
Customer Number: 154930
Filer: Derek P. Benke/Chi Park
Filer Authorized By: Derek P. Benke
Attorney Docket Number: 16408US04CON
Receipt Date: 29-NOV-2022
Filing Date: 17-JUN-2020
Time Stamp: 15:32:18
Application Type: Utility under 35 USC 111(a)

Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1200
RAM confirmation Number E2022ASF32441686
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
273445
1 Issue Fee Payment (PTO-85B) 16408US04CONIF_signed.pdf no 1
3fef34505381a61c3476ca8Bccd9ad 2008a7 |
deca
Warnings:
Information:
37922
2 Fee Worksheet (SB06) fee-info.pdf no 2
dec91513007df6cal6a6263b4dfdas0effas
Warnings:
Information:
Total Files Size (in bytes):l 311367

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Patent Application Fee Transmittal

Application Number:

16903713

Filing Date:

17-Jun-2020

Title of Invention:

TRANSMISSION MANAGEMENT APPARATUS

First Named Inventor/Applicant Name:

Yoshinaga KATO

Filer:

Derek P. Benke/Chi Park

Attorney Docket Number:

16408US04CON

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code

Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE

1501

1 1200

1200

IPR2026-00435

Zoom Communication, Inc. Ex. 1002

Page 444 of 446



Description Fee Code Quantity Amount Sul:j—;l’g(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O0.Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/903,713 01/03/2023 11546548 16408USO4CON 1733
154930 7590 12/1412022
XSENSUS LLP
100 Daingerfield Road
Suite 402

Alexandria, VA 22314

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTOR(s) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Yoshinaga KATO, Kanagawa, JAPAN;
Taro OKUYAMA, Tokyo, JAPAN;

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

RICOH COMPANY, LTD., Tokyo, JAPAN;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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