P.O. Box 1450
HRITED §YATES Alexandria, Virginia 22313-1450

PRVENT AND TRADEMARY OFFILE WWW.uSpto.gov

ACKNOWLEDGEMENT OF LOSS OF ENTITLEMENT TO ENTITY STATUS DISCOUNT

APPLICATION # FILING OR 371(C) DATE  FIRST NAMED APPLICANT ATTORNEY DOCKET # REQUEST ID

16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3C1C1 477709

The entity status change request below filed through Patent Center on 09/22/2025 has been accepted.

I certify, in accordance with 37 CFR 1.4(d)(4), that I am one of the signatories making the entity status change.

Signature Name Registration #

/Farshad Farjami/ Farshad Farjami 41014

GOOGLE EXHIBIT 1002 (Part 1 of 3)

Google v. Headwater
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/421,121 08/17/2021 11096055 RALEP007C11C3C2C3C1C1 3747
106963 7590 07/28/2021
Headwater Research LL.C

1011 Pruitt Place
Tyler, TX 75703

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 95 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Headwater Research LLL.C, Tyler, TX;
Gregory G Raleigh, Woodside, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWww.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3C1C1 3747
106963 7590 07/16/2021 | EXAMINER |
Headwater Research LLC
1011 Pruitt Place RUDY, ANDREW J
Tyler, TX 75703
| ART UNIT | PAPER NUMBER |
3687
| NOTIFICATION DATE | DELIVERY MODE |
07/16/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

patent@headwaterllc.com

PTOL-90A (Rev. 04/07)
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Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

In re Application of

Raleigh, Gregory, G :

Application No. 16/421,121 : DECISION ON PETITION
Filed: 23 May 2019 :

For: AUTOMATED DEVICE PROVISIONING

AND ACTIVATION

This is a decision on the petition under the unintentional provisions of 37 CFR 1.137(a), filed May 19,
2021, to revive the above-identified application.

There is no indication that the petition is signed by a registered patent attorney or patent agent of record.
However, in accordance with 37 CFR 1.34, the signature of James E. Harris appearing on the
correspondence shall constitute a representation to the United States Patent and Trademark Office that
he/she is authorized to represent the particular party in whose behalf he/she acts.

The petition is GRANTED.

This application became abandoned for failure to timely pay the issue fee as required by the Notice of
Allowance and Fee(s) Due mailed January 22, 2021, which set a statutory period for reply of three
months. Accordingly, the application became abandoned on April 23, 2021. A Notice of Abandonment
was mailed on May 11, 2021.

The petition satisfies the requirements of 37 CFR 1.137(a) in that petitioner has supplied (1) the reply in
the form of payment of the issue fee of $600.00, (2) the petition fee of $1,050.00 and (3) a proper
statement of unintentional delay.

This application is being referred to the Office of Data Management for further processing into a patent.
Telephone inquiries concerning this decision should be directed to Jamice Brantley at (571) 272-3814.

Telephone inquiries regarding the status or the processing as a patent should be directed to the Office of
Data Management at (571) 272-4200.

/JAMICE T BRANTLEY/
PARASP, OPET
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United States Patent and Trademark Office

Office of the Clief Finaneial (e

Document Code ' WFEE
User :048472

Sale ltem Reference Number Effective Date

16421121 05/19/2021

Document Number Fee Code Fee Code Description Amount Paid Payment Method

120215JB15261781 2453 PET. REVIVE ABANDON APP, $1,050.00 Deposit Account
DELAY PYMT-RESP

120215JB15261781 2501 UTILITY APPL ISSUE FEE $600.00 Deposit Account
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PTO/SB/64 (01-18)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PETITION FOR REVIVAL OF AN APPLICATION FOR PATENT | Pocket Number (Optional
ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(a) | P007C11C3C2C3C1C1
’ Page 10of 2
First named inventor: GHEGORY RALEIGH
Application No.: 16/421 121 Art Unit: 2414
fileg: MAY 23, 2019 tominer. RUDY, ANDREW

Tite: | AUTOMATED DEVICE PROVISIONING AND ACTIVATION

Attention: Office of Petitions
Mail Stop Petition
Commissioner for Patents
P.0O. Box 1450

Alexandria, VA 22313-1450
FAX (571) 273-8300

NOTE: If information or assistance is needed in completing this form, please contact the Office of Petitions at (571) 272-3282.

The above-identified application became abandoned for failure to file a timely and proper reply to a notice or action by the United States
Patent and Trademark Office. The date of abandonment is the day after the expiration date of the period set for reply in the Office notice or
action plus any extensions of time actually obtained.
APPLICANT HEREBY PETITIONS FOR REVIVAL OF THIS APPLICATION.
NOTE: A grantable petition requires the following items:
(1) Petition fee;
(2) Reply and/or issue fee;
(3) Terminal disclaimer with disclaimer fee — required for all utility and plant applications filed before June 8, 1995, and for all
design applications; and
(4) Statement that the entire delay was unintentional.
1. Petition fee
@ Small entity fee $ 1000.00 (37 CFR 1.17(m)). Applicant asserts small entity status. See 37 CFR 1.27.

Micro entity fee § (37 CFR 1.17({m)). Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

E] Undiscounted fee $ (37 CFR 1.17{m)).

2. Reply and/or fee
A The reply and/or fee to the above-noted Office notice or action in the form of

Issue Fee Transmittal (identify the type of reply):

D has been filed previously on
E] is enclosed herewith.
B Theissue fee and publication fee (if applicable) of $ 600

D has been paid previously on

@ is enclosed herewith.

This collection of information is required by 37 CFR 1.137(b). The informatlon is reqiuired to obtain or retain a benefit by the public which is to file (and by the
USPTO t6 process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 1 hour to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Mail Stop Petition, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Doc Code: PET.OP
Document Description: Petition for Review by the Office of Petitions

PTO/SB/64 (01-18)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PETITION FOR REVIVAL OF AN APPLICATION FOR PATENT
ABANDONED UNINTENTIONALLY UNDER 37 CFR 1.137(a)
Page 2 of 2

3. Terminal disclaimer with disclaimer fee X
Ii] Since this utility/plant application was filed on or after June 8, 1995, no terminal disclaimer is required.

D A terminal disclaimer (and disclaimer fee (37 CFR 1.20(d)) of $ ) disclaiming the required period of time is enclosed
herewith (see PTO/SB/63).

4. STATEMENT: The entire delay in filing the required reply from the due date for the required reply until the filing of a grantable petition
under 37 CFR 1.137(a) was unintentional. [NOTE: The United States Patent and Trademark Office may require additional information if
there is a question as to whether either the abandonment or the delay in filing a petition under 37 CFR 1.137(a) was unintentional
{MPEP 711.03(c), subsections (H1}(C) and (D}).]

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may contribute to
identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers {other than a check or
credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO to support a petition or an
application. If this type of personal information is included in documents submitted to the USPTO, petitioners/applicants should consider
redacting such personal information from the documents before submitting them to the USPTO. Petitioner/applicant is advised that the
record of a patent application is available to the public after publication of the application (unless a non-publication request in compliance
with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned application may also
be available to the public if the application is referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit
card authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly
available.

/James E. Harris/ May 13, 2021
Signature Date
JAMES E. HARRIS 40013
Typed or Printed Name Registration Number, if applicable

1011 PRUITT PLACE 903-201-6212

Address Telephone Number
TYLER, TX 75703

Address

Enclosures:

@ Fee Payment
[E] Reply
D Terminal Disclaimer Form

|:| Additional sheet(s) containing statements establishing unintentional delay
[ other: Issue Fee Transmittal, Response to Notice of Abandonment

 CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]
| hereby certify that this correspondence is being:

M\Deposited with the United States Postal Service on the date shown below with sufficient postage as first class mail in an envelope
addressed to: Mail Stop Petition, Commissioner for Patents, P. O. Box 1450, Alexandria, VA 22313-1450.

D Transmitted by facsimile on the date shown below to the United 3fates Pat, derfrark Office at (571) 273-8300.

57132 > &
&VLVIS\CU/SSMIM

Typed or printed name of person signing certificate
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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PATENT

N THE UNITED STATES PATENT AND TRADEMARK OFFICE

n re Application of: Examiner: Rudy, Andrew
Raleigh, Gregory G.

Serial No.: 16/421,121 Art Unit: 3687
Filed: May 23, 2019 Conf. No.: 3747
Title: Automated Device

Provisioning and Activation

Mail Stop Petition
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE OF ABANDONMENT

In response to the Notice of Abandonment dated May 11, 2021, (the “Notice”), regarding
Applicant’s failure to timely pay the issue fee, Applicant files this Response to Notice of
Abandonment in support of a co-filed Petition for Revival for unintentional Abandonment and

Petition Fee, and states the following:
Applicant filed the instant application (“the ‘121 application) on May 23, 2019.

On May 11, 2021, Applicant received a “Notice of Abandonment” stating, in part, that,
“Applicant failed to timely pay the required issue fee . . . within the statutory period of three
months from the mailing date of the Notice of Allowance (PTOL-85).”

Applicant received a “Notice of Allowance and Fees Due” dated January 22, 2021 (see
document attached hereto). Approximately a month later, on February 23, 2021, Applicant
received a second, reissued and corrected notice also captioned as a “Notice of Allowance and
Fees Due” (see document attached hereto). Applicant’s legal assistant updated the deadline to
pay the issue fee to May 23, 2021, based on the receipt date of the second “Notice of Allowance

and Fees Due.”

App. No. 16/421,121 1 Docket No. RALEP007C11C3C2C3CI1C1
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PATENT

According to 37 CFR § 1.311, an “issue fee and any required publication fee must both
be paid within three months from the date of mailing of the notice of allowance to avoid
abandonment of the application.” Both the January 22 and February 23 documents contained a
Notice of Allowability Form PTOL-37 (page 5 and page 2, respectively), while the January 22
document also contained a Notice of Allowance and Fee(s) Due form PTOL-85. Under these
circumstances, there is confusion as to which mailing date controls, and it was reasonable for
Applicant’s legal assistant to reset the due date based on receipt of a corrected Notice of

Allowability.

For further reference, Applicant also has attached hereto a printout of the “Available

Documents” for this application as shown on PAIR.
The entire delay in paying the issue fee was unintentional.

CONCLUSION

Applicant respectfully requests entry of this Reply, the attached Petition, and
accompanying fee, revival of the Application, and that the Application be allowed to proceed to

issuance.

Applicant is also submitting the required fees and surcharges. Applicant further requests
that the petition fee be refunded, as the Office’s mistake and correction by issuing a second

Notice of Allowability caused confusion resulting in the missed payment deadline.

The Commissioner is authorized to charge any fee deficiency or credit any overpayment

to Deposit Account 50-5876.

App. No. 16/421,121 2 Docket No. RALEP007C11C3C2C3CI1C1
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PATENT

Respectfully submitted,

Date: May 13, 2021 By: __/James E. Harris/

James E. Harris

Reg. No. 40,013

Patent Counsel
Headwater Research LLC
1011 Pruitt Place

Tyler, TX 75703

(903) 201-6212

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this paper (along with any paper referred to as being
attached or enclosed) is being filed electronically via EFS-Web
addressed to the Commissioner for Patents on:

Date: 5-13-21 By:_/Jennifer Smith/
Jennifer Smith

App. No. 16/421,121 3 Docket No. RALEP007C11C3C2C3CIC1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpL0.gov

I APPLICATION NO. I FILING DATE l FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. I CONFIRMATION NO.
16/421,121 05/23/2019 Gregory G Raleigh RALEPQ07C11C3C2C3CIC1 3747
106963 7590 01222021 I v EXAMINER
Headwater Research LLC RUDY, ANDREW }

1011 Pruitt Place
Tyler, TX 75703

I ART UNIT I PAPER NUMBER

3687

DATE MAILED: 01/22/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent

Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial

patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term

adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process

outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) rcquires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Fusther, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
) . 16/421,121 Raleigh, Gregory G
Notice of Allowability Examiner Art Unit AlA (FITF) Status
ANDREW JOSEPH RUDY 3687 No

~ The MAILING DATE of this communication appears on the cover sheet with the corresporndence address~
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4 This communication is responsive to the September 18, 2019 submissioin.
(O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

23 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 2-14 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) JJAN b) O Some  *c) (J None of the:
1. [3 Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ____
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identitying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4 Notice of References Cited (PTO-892) 5. ¥ Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥ Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3.00 Examiner's Comment Regarding Requirement for Deposit 7.3 Other .

of Biological Material _____.
4.3 Interview Summary (PTO-413),
Paper No./Mail Date.

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210114
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Application/Control Number: 16/421,121 Page 2
Art Unit: 3687

DETAILED ACTION
Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Drawings

2. Applicant’'s Drawings submitted May 23, 2019 are acceptable.

Priority

3. No foreign priority has been claimed by Applicant. :

Claims
4. Applicant cancelled claim 1, while adding claims 2-14. Thus, claims 2-14 are
pending.
5. Pertinent references are noted on the attached PTO-892.
6. Applicant’s six (6) Information Disclosure Statements (IDS’s) submitted have

been reviewed. Note the attached IDS’s.

Allowable Subject Matter

7. Pursuant to Applicant’'s September 17, 2020 Amendment, claims 2-14 are

allowed.

Page 15 of 775



Application/Control Number: 16/421,121 Page 3
Art Unit: 3687

8. The following is an examiner’s statement of reasons for allowance: Claims 2-14
are allowed as all the cited prior art, either alone or in combination, does not disclose
Applicant’s inventive claim language.

Claims 2-14 have been reviewed in light of Alice Corporation Pty. Ltd. v. CLtweS
Bank International, et al., 573 U. S. ___ (2014) and are not deemed invalidated by such.

Claims 2-14 are determined to be directed to patent-eligible subject matter and
the Examiner does not consider any of the pending claims to be directed to an abstract
idea. Even if the Examiner were to identify an abstract idea for any claim, then under a
further analysis under Alice all claims would still be found to be patent eligible for the
following reasons. The Examiner finds that when all of the elements of each claim are
considered individually and as an ordered combination, each claim contains an
inventive concept which is directed to an application, a particular application, or a
special application, of the identified abstract idea. Further the Examiner finds that
issuance of a patent for any claim would not preempt the identified abstract idea, or the
field of the identified abstract idea.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

9. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is
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Application/Control Number: 16/421,121 Page 4
Art Unit: 3687

(571)272-6789. The examiner can normally be reached on Monday thru Friday,
Eastern Standard Time.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nathan Uber, can be reached on 571-270-3923. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW JOSEPH RUDY/
Primary Examiner

Art Unit 3687

571-272-6789
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'UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.usplo.gov

[ APPLICATION NO. l FILING DATE | FIRST NAMED INVENTOR 1 ATTORNEY DOCKET NO. ] CONFIRMATION NO. I
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3CIC1 3747
106963 7590 0212372021 I AINER J
Headwater Research LLC
1011 Pruitt Place RUDY, ANDREW I
Tyler, TX 75703
l ART UNIT I PAPER NUMBER |

3687

I NOTIFICATION DATE l DELIVERY MODE I

02/2312021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

patent@headwaterllc.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
. . 16/421,121 Raleigh, Gregory G
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ANDREW JOSEPH RUDY 3687 No

- The MAILING DATE of this communication appears on the cover sheet with the corresponderce address-
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4 This communication is responsive to the September 18, 2019 submission.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

23 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 2-14 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
httpz//www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

47 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) DAl b) D Some  *c¢) (J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Cetrtified copies of the priority documents have been received in Application No. ___
3. (O Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "reptacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.(J Notice of References Cited (PTO-892) 5. (¥} Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. v} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date _____.

3.0J Examiner's Comment Regarding Requirement for Deposit 7. O Other .

of Biological Material
4.(] Interview Summary (PTO-413),
Paper No./Mail Date.

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687

U.S. Patent and Trademark Office -
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210217
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Application/Control Number: 16/421,121 Page 2
Art Unit: 3687

DETAILED ACTION
Notice of Pre-AIA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Drawings

2. Applicant’'s Drawings submitted May 23, 2019 are acceptable.

Priority

3. No foreign priority has been claimed by Applicant.

Claims
4. Applicant cancelled claim 1, while adding claims 2-14. Thus, claims 2-14 are
pending.
5. Pertinent references were noted from the previously attached PTO-892.
6. Applicant’s six (6) Information Disclosure Statements (IDS’s) submitted have

been previously reviewed. However, one IDS was inadvertently not included from the

previous Office Action. This one IDS is attached along with this Office Action.
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Application/Control Number: 16/421,121 Page 3
Art Unit: 3687

Allowable Subject Matter
7. Pursuant to Applicant's September 18, 2019 Amendment, claims 2-14 are
allowed. Examiner Rudy apologizes for the typo regarding the date issue noted from

the previous Office Action.

8. The following is an examiner’s statement of reasons for allowance: Claims 2-14
are allowed as all the cited prior art, either alone or in combination, does not disclose
Applicant’s inventive claim language.

Claims 2-14 have been reviewed in light of Alice Corporation Pty. Ltd. v. CLtweS
Bank International, etal., 573 U. S. ___ (2014) and are not deemed invalidated by such.

Claims 2-14 are determined to be directed to patent-eligible subject matter and
the Examiner does not consider any of the pending claims to be directed to an abstract
idea. Even if the Examiner were to identify an abstract idea for any claim, then under a
further analysis under Alice all claims would still be found to be patent eligible for the
following reasons. The Examiner finds that when all of the elements of each claim are
considered individually and as an ordered combination, each claim contains an
inventive concept which is directed to an application, a particular application, or a
special application, of the identified abstract idea. Further the Examiner finds that
issuance of a patent for any claim would not preempt the identified abstract idea, or the
field of the identified abstract idea.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably
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Application/Control Number: 16/421,121 Page 4
Art Unit: 3687

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is
(571)272-6789. The examiner can normally be reached on Monday thru Friday,
Eastern Standard Time.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nathan Uber, can be reached on 571-270-3923. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW JOSEPH RUDY/
Primary Examiner

Art Unit 3687

571-272-6789

Page 22 of 775



5112021

B

uspto.coy

The Untled Siates Palel

TN AL, S Cooarment af Comn

Home | Patents I

Trademarks |

Other |

mark Office

Private Pair

Sign-Off Authenticated Sesslon as James E. Harris

Patent Application Retrieval

Patent eBusiness

s

4 patent Acolition Information
(BAIR)

4 patent Ownership

*i Foes

R

Palent Information
Eatent Guidance and General Info
Y Codes, Rules B ManuRIS

*I Emolovee 8 Office Directories
+ Eﬁﬁ!lﬂﬁ n FIH-I‘S Nm' !ﬁ

Patent Searches
Patent Offictal Gazette
i Search Patents B Avoiications

*i Search Blolgoteal Seguences
# Cooles, Products 8 Services

Secured Patent Apptication Information Retrieval

o

Download Apolication Biblioaraphic Data@-Qrder Certified Aolication As FiledOrder Certified File Wrapper i View Order List

16/421,121

AUTOMATED DEVICE PROVISIONING AND ACTIVATION

RALEP007C11C3C2C3C1CH E!

This application is officially maintained in electronic form. To View: Click the desired Document Description. To Download and Print:

Check the desired document(s) and click either PDF, XML or DOCX.

Available Documents

1 Oco

o,
Mall Room Date ”

Dot
0 Document Category " Page Count “ @] m m m

Code “ Description ”
05-11-2021 ABN Abandonment
T T ~ Noticé of Allowance and
©02:23:2021 NOA )'
< . Eees Due (PTQL-85)
Issue Information
02-23-2021 WFW luding class] N
examiner. pame. claim.
ren ring. etc,
02-23-2021 SRFW
02-23-2021 1449
02-23-2021 OA.EMAIL
01-23:2021 . .NOA
01-22-2021 892
01-22-2021 nFW
01-22-2021 SRFW
01-22-2021 SRNT
01-22-2021 1449
01-22-2021 SRNT
01-22-2021 1449
01-22-2021 SRNT
ligQr;
01-22-2021 BIB
Sheet
ist of Ref ited
01-22-2021 1449 by applicant and
considered by examiner

hutps://ppair-my.uspto.gov/pair/#/pair/PrivatcPair

Page 23 of 775

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

20

29

38

O e
OppE (XML £DOCX

O poE

O eof

O ot

Oeor
OpepE LxML £DOX

O eoE

Oeoe

O poE

O eoe

O epe

Oeoe

O eoE

O eoF

O eoe

O ot



51172021
01-22-2021

01-22-2021

01-22-2021

08-10-2020

08-10-2020
08-10-2020
08-10-2020

08-10-2020

09-20-2019

09-20-2019

09-20-2019

09-20-2019

09-20-2019

09-20-2019
09-20-2019
09-20-2019
09-18-2019

09-18-2019
09-18-2019

09-18-2019

09-18-2018
09-13-2018
08-12-2019
06-03-2019
06-03-2019
06-03-2019
05-23-2019
05-23-2019
05-23-2019
05-23-2019

05-23-2019

05-23-2019
05-23-2019

05-23-2018

Private Pair

1449 List of References cited
by aoplicant and
considered by examiner
List of References cited

1449 by applicant and
sonsidered by examiner

OAEMAIL  Email Notification
Information Disclosure

10S Statement (1IDS) Form
{SB08)

NPL Nop Patent Literature

NPL Nen Patent Uterature

NPL Non Patent Literature
EES Acknowledgment

N417
Receipt
Information Disclosure

10S Statement (IDS) Form
(5B08)
Information Disclosure

DS Statement (IDS) Form
(5808)
Iaformation Disclosure

DS Statement (105) Form
(9808}
Information Risclosure

DS Statement (105) Form
{5808)
Information Disclosure

DS Statemeat (IDS) Form
(SB08)

WFEE Eee Worksheet (SB06)
£ES Acknowledament

N417
Receipt

TRAN.LET  Transmittal Letter
EES Acknowledament

N417
Beceint

A.PE Prelimipary Amendment

cw Claims
Apnlicant

REM Arquments/Remarks
Made in an Amendment

WFEE Eee Worksheet (SB06)

OAEMAIL  Email Notification

NTC.PUB Netice of Publication

WFEE Fee Worksheet (SBQ6)

APP.FILE.REC Filing Receipt

OA.EMAIL  Emall Notification

SPEC Seeclification

cw Clalms

ABST Abstract

OATH Qath or Declaration filed
PRrawinas-aoly black

DRW
and white lioe drawings

ADS Application Data Sheet

WFEE Eee Worksheet (S806)
EFS Acknowledgment

N417
Recelot

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION
PROSECUTION
PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION

PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION

PROSECUTION
PROSECUTION

PROSECUTION

PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION
PROSECUTION

PROSECUTION

PROSECUTION
PROSECUTION

PROSECUTION

29

32

40

N

31

“- D o s a -

240

Oept

O poE
O poE
O goE

O poe
O eoE
O eoe

Ot

O ot

O eoE

O eDE

O poE

O eoe

O eoe
O pot
O epE
O pDRE

O poe
O epE

Oepe

OeoE
O epE
O eoE
O epE
O poE
O epE
O por
O poE
O poE
O eoE

O eoE

O eoe
O eoE

O epe

seecancearan. (RS S IEED

If you need help:

o Contact the Patent Electronic Business Center at (866) 217-9197 (toll free) or e-mail EBC@®uspto.goy for specific questions

about Patent Application Information Retrieval (PAIR).

https://ppair-my.uspto.gov/pair/#/pais/PrivatePair

Page 24 of 775

213



5/11/2021

Private Pair

« If you experience technical difficulties or problems with PAIR outside normal Patent Electronic Business Center hours (M-F, 6AM
to 12AM ET), please call 1 800-786-9199.
« Send general questions about USPTO programs to the USPTQ Contact Center (UCC) .

https://ppair-my.uspto.gov/pair/#/pair/PrivatcPair

Federal Activities Inventory Reform
{FAIR} At

Notification and Federal Emplovee
Antidiscriminati 1 Retaliati
{NOFEAR) Act

Budget & Performance
Ereedom of information Act (FOIA)

Page 25 of 775

DRepartment of Commerce NoFEAR
Act Report

Regulations.gov
STOPIFakes.gov
Depactment of Commerce
USA.qov

3



4,
47’11

PTO/SB/92 (07-16)

Approved for use through 11/30/2020. OMB 0651-0031

& U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

&e Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB contro! number.
TRADY

R4
®
L

&

Certificate of Mailing or Transmission under 37 CFR 1.8

| hereby certify that this correspondence is being:

1. Deposited with the United States Postal Service with sufficient postage as first class mail in an envelope addressed to:

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

o 05/13/2021

Date

2. [] Facsimile transmitted to the United States Patent and Trademark Office, or

OR
3. [] EFS-Web transmitted to the USPTO.
152
D = ¥ Signature Date
Jennifer Smith 903-201-6211
Typed or printed name Telephone number

Note: Each paper must have its own cettificate of mailing or transmission, or this certificate must identify each submitted paper:

Petition for Revival of an Application for Patent Abandonment Unintentionally Under 37 CFR 1.137(a)

Issue Fee Transmittal

Response to Notice of Abandonment

This collection of information is required by 37 CFR 1.8. The information is required to obtain or retain a benefit by the public, which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1.8 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: C issi for F , P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Best Available Copy

PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571)273-2885

Commissioner for Patents

P.O.Box 1450

Alexandria, VA 22313-1450
INSTRUCTIONS: Thu imn shouldbeuxed for tmmnmng theISSUE FEE and PUBLICA TION FEE (ifrequired). Blocks 1 through 5 shouldbcconplctedwhuc lppmpnne
All farther ing the Patent, ad orders and notification of meintenance fees will be mailed to th t d unless
corrected below or directed otherwise in Block 1, by (8) specifying a ncw correspondence address; and/or (b) indicating a scparate “FBE ADDRESS™ ﬁr neintenance foe
notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change ofaddr Note: A certificatc of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used Br any other accompanying
papers. Each additional paper, such as an assignment or Hrmal drawing, must
haveits owtt certificate of meiling or transmission.

Certificate of Mailing or Transmission

1 hereby certify that this Fee(s) Tt ittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an cavelope
addressed to the Mail Stop ISSUE FEE addressabove, or being transmitied ®© the
USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.

JennifecSmith, (Typed or prinked nanc)
—;ﬁ' d - (Signaturg
=-12-2/] ©xo

Headwater Research LLC
1011Pruitt Place
Tyler, Texas 75703

APPLICATION NO FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
16/421,121 05/23/2019 Gregory G. Raleigh RALEP007C11C3C2C3C1C1 3747
TITLE OF INVENTION: AUTOMATED DEVICE PROVISIONING AND ACTIVATION
APPLN.TYPE ENTITY STATUS TSOETEEDUE | PUBLICATION FEE DUE | g [~ TOTALTEE() DUE | DATEDUE
nonprovisional SMALL $600 $0 $0 $600 4/22/2021
EXAMINER ART UNIT CLASS-SUBCLASS
RUDY, ANDREW J. 3687 455-410000
1. Change of ddress or indication of*“ Fee 2.For printing on the patent font page, list
Address” (37 CFR '353) (1) The names of up o 3 registered patent atomeys 1. JAMES E. HARRIS

[] Chenge of correspondence address (or Change of oragents OR, altcmatively,
Correspondence Address rm PTO/SB/122) attached. (2) The name ofa single firm (having as a member 2.
a registered attorney or agent) and tho names of

[]“ Fee Address™ indication (or “Fee Address” Indication up to 2 registered patent attorneys or agents. If
®rm PTO/SB/47; Rev 03-09 or more recent) no name is listed, no name will be printed.
hed. Useof a C is required.

3. ASSIGNBE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or typc)
PLEASE NOTE: Unless an assignee isidentified below, no assignee data will appearon the patent. Ifan assignec is identified below, the document must have been

previously ded, or filed fr dation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Conpletion ofthis form is NOT a substi Prfling an
(A) NAME OF ASSIGNEE (8) RESIDENCE: (CITY and STATE or COUNTRY)
HEADWATER RESEARCH LLC TYLER, TEXAS
Please check the appropri ignee category or categories (will not be printed on the patent): D Individual Corporation orother private group entity D Govemnment

4a. Fecs Submitted:  [ZllssucFee ] PublicationFec (ifrequired) [ ] Advance Order - # of Copics

4b. Mcthod of Payment (Please first reapply any previously paid fee shown above):
Electronic Payment via EFS-Web O enclosed check D Non-clectronic payment by credit card (Attach orm PTO-2038)

The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpay to Deposit A t No. 505878
S.Change of Entity Status (fomstatus indicated above)
[J Applicant certifying micro entity status. See 37 CFR 1.29. NOTE: Absent & valid Certification ofMicro Entity Status (see i)m's PTO/SBIISA and 15B), issue ¢
paynent in the micro entity amount will not be pted at the risk ofapplication
] Applicant asserting small entity status. See 37 CFR 1.27. NOTE: If the application was previously under micro entity status, checking this box will be taken as
anotification ofloss ofentitiement to micro entity status.
D Applicant changing to regular undiscounted fe status. NOTE: Checking this boxwill be taken as a notification ofloss ofentitlement to syll or micro entity
status, as applicsble.
NOTE: This orm must be signed in accordance with 37 CFR 131 and 1.33.8ec37 CFR 1.4 for si qui and certifi
-
Authorized Signature i ll——%- Date May 1 3, 2021
Typed or printed name{/ JAMES E. HARRIS Registration No. 40013
PTOL-85 Part B (08-18) Approved foruse through 03312023 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Best Available Copy

PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to:  Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for mai e fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address)

106963 7590 01/22/2021 Certificate of Mailing or Transmission
Headwater Research LLC 1 hereby certify that this Fee(s) Transmittal is being deposited with the United
. States Postal Service with sufficient postage for first class mail in an envelope
1011 Pruitt Place addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Tyler, TX 7 5703 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
{Typed or printed name;
(Signature)
(Date;
r APPLICATION NO. I FILING DATE I FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. l CONFIRMATION NO. I
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3CI1C1 3747
TITLE OF INVENTION: AUTOMATED DEVICE PROVISIONING AND ACTIVATION
I APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE ] PUBLICATION FEE DUE l PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE [ DATE DUE I
nonprovisional SMALL $600 $0.00 $0.00 $600 04/22/2021
I EXAMINER I ART UNIT ] CLASS-SUBCLASS ]
RUDY, ANDREW J 3687 455-410000
T. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
Oon ¢ q ddress (or Ch fC 4 or agents OR, alternatively, 1
ange of correspondence address (or (-hange of (-orrespondence (2) The name of a single firm (having as a member a
Address form PTO/SB/122) attached. registered attorney or agent) and the names of upto 2

2 registered patent atto ts. If i

(0 Fee Address” indication (or "Fee Address" Indication form PTO/ u;;%l‘sn% naE:::?illabe I;.?zfegr agen o name is
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 3
Number is required.

ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

w

Please check the appropriate assignee category or categories (will not be printed on the patent) : (3 1ndividuat (3 Corporation or other private group entity O Government

4a. Fees submitted: (issue Fee {(Jpublication Fee (if required) [ Advance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)
(2 Electronic Payment via EFS-Web (O Enclosed check [ Non-etectronic payment by credit card (Attach form PTO-2038)
(O The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

Q Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
. . . NOTE: If the application was previously under micro entity status, checking this box will be taken
(J Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.
. . . : Checking this box will be taken to be a notification of loss of entitlement to small or micro
a Applicant changing to regular undiscounted fee status. El%g%tatus, as agppli cable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alcxandria, Virginia 22313-1450

WWW.USPLO.goV

NOTICE OF ALLOWANCE AND FEE(S) DUE

OPAR
106963 7590 01/22/2021 ‘112’ I EXAMINER I
Headwatcr Rescarch LLC % RUDY, ANDREW J
1011 Pruitt Place MAY 19 2021 &

Tyler, TX 75703 I ART UNIT PAPER NUMBER I

3687

DATE MAILED: 01/22/2021

I APPLICATION NO. I FILING DATE 1 FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. I CONFIRMATION NO. J

16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3CICL 3747

TITLE OF INVENTION: AUTOMATED DEVICE PROVISIONING AND ACTIVATION

| APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE l PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE [ DATE DUE I

nonprovisional SMALL $600 $0.00 $0.00 $600 04/222021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

IL. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3

PTOL-85 (Rev. 02/11)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450
Alexandria, Virginia 22313-1450
wWww, uspln L()V
| APPLICATION NO. | FILING DATE J FIRST NAMED INVENTOR FT’TORNEY DOCKET No.[ CONFIRMATION NO. ]
16/421,121 05/23/2019 Gregory G Raleigh RALEPQO07C11C3C2C3C1C1 3747
7590 05/11/2021 | EXAMINER —I
Headwater Research LLC RUDY, ANDREW J
1011 Pruitt Place
Tyler, TX 75703 | ART UNIT | PAPER NUMBER |
3687

| NOTIFICATION DATE | DELIVERY MODE |
05/11/2021 ELECTRONIC

Notice of Abandonment

This application is abandoned in view of:
1. O The applicant's failure to timely file a proper reply to the Office letter mailed on

(a) A reply was received on (with a Certificate of Mailing or Transmission date ), which is
after the expiration of the period for reply (including a total extension of month(s)) which expired on

(b)d No reply has been received.

2. d Applicant's failure to timely pay the required issue fee and publication fee, if applicable, within the statutory
period of three months from the mailing date of the Notice of Allowance (PTOL-85).

(a)d The issue fee and publication fee, if applicable, was received on (with a Certificate of Mailing or
Transmission date ), which is after the expiration of the statutory period for payment of the issue
fee (and publication fee) set in the Notice of Allowance (PTOL-85).

(b) A The submitted fee of $ is insufficient. A balance of $ is due.

he issue fee required by 37 CFR 1.18is § .
The publication fee, if required by 37 CFR 1.18(d), is $
(c) X The issue fee and publication fee, if applicable, has not been received.

3. 0 Applicant's failure to timely file corrected drawings as required by, and within the three-month period set in, the
Notice of Allowability (PTO-37).

(a)QT Proposed corrected drawings were received on (with a Certificate of Mailing or Transmission
dated ), which is after the expiration of the period for reply.

(b)3 No corrected drawing have been received.

4. Applicant's failure to timely file the inventor's oath or declaration no later than the date on which the issue fee
was paid as required by the Notice Requiring Inventor’s Oath or Declaration (PTO-2306).

(a)d An inventor's oath or declaration was received on (with a Certificate of Mailing or Transmission date
), which is after the date on which the issue fee was paid.

(b)O While an oath or declaration (or substitute statement) for one or more inventors was received, an oath or
declaration (or substitute statement) for at least one other inventor has not been received.

(c) 1 No inventor's oath or declaration has been received.
5. 0 Drawings received on were disapproved by examiner. See examiner's response dated

6. Corrected drawings were received on , which is after the expiration of the one-month period for reply
set in examiner's response dated

7.0 No corrected drawings have been received in reply to one-month period set in examiner's response dated

8. The reason(s) below:
Petitions to revive under 37 CFR 1.137(a) or request to withdraw the holding of abandonment under 37 CFR 1.181,

hpuld be promptly filed to minimize any negative effects on patent term.
(571)-272-4200 or 1(888)-786-0101

Patent Publication Branch
Office of Data Management
FORM PTO-ABNO (Rev. 03/17)
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWww.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3C1C1 3747
106963 7590 02/23/2021 | EXAMINER |
Headwater Research LLC
1011 Pruitt Place RUDY, ANDREW J
Tyler, TX 75703
| ART UNIT | PAPER NUMBER |
3687
| NOTIFICATION DATE | DELIVERY MODE |
02/23/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

patent@headwaterllc.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
. . 16/421,121 Raleigh, Gregory G
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ANDREW JOSEPH RUDY 3687 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to the September 18, 2019 submission.
[3J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 2-14 . As aresult of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAl by (JSome  *c) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material .
4.(] Interview Summary (PTO-413),
Paper No./Mail Date.

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210217

Page 32 of 775




Application/Control Number: 16/421,121 Page 2
Art Unit: 3687

DETAILED ACTION
Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Drawings

2. Applicant’s Drawings submitted May 23, 2019 are acceptable.

Priority

3. No foreign priority has been claimed by Applicant.

Claims
4. Applicant cancelled claim 1, while adding claims 2-14. Thus, claims 2-14 are
pending.
5. Pertinent references were noted from the previously attached PTO-892.
6. Applicant’s six (6) Information Disclosure Statements (IDS’s) submitted have

been previously reviewed. However, one IDS was inadvertently not included from the

previous Office Action. This one IDS is attached along with this Office Action.

Page 33 of 775



Application/Control Number: 16/421,121 Page 3
Art Unit: 3687

Allowable Subject Matter
7. Pursuant to Applicant’'s September 18, 2019 Amendment, claims 2-14 are
allowed. Examiner Rudy apologizes for the typo regarding the date issue noted from

the previous Office Action.

8. The following is an examiner’s statement of reasons for allowance: Claims 2-14
are allowed as all the cited prior art, either alone or in combination, does not disclose
Applicant’s inventive claim language.

Claims 2-14 have been reviewed in light of Alice Corporation Pty. Ltd. v. CLtweS
Bank International, et al., 573 U. S. ___ (2014) and are not deemed invalidated by such.

Claims 2-14 are determined to be directed to patent-eligible subject matter and
the Examiner does not consider any of the pending claims to be directed to an abstract
idea. Even if the Examiner were to identify an abstract idea for any claim, then under a
further analysis under Alice all claims would still be found to be patent eligible for the
following reasons. The Examiner finds that when all of the elements of each claim are
considered individually and as an ordered combination, each claim contains an
inventive concept which is directed to an application, a particular application, or a
special application, of the identified abstract idea. Further the Examiner finds that
issuance of a patent for any claim would not preempt the identified abstract idea, or the
field of the identified abstract idea.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably
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Application/Control Number: 16/421,121 Page 4
Art Unit: 3687

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is
(571)272-6789. The examiner can normally be reached on Monday thru Friday,
Eastern Standard Time.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nathan Uber, can be reached on 571-270-3923. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW JOSEPH RUDY/
Primary Examiner

Art Unit 3687

571-272-6789
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |64 121 Raleigh, Gregory G
H “ ” ““ “‘ Examiner Art Unit
ANDREW JOSEPH RUDY 3687
CPC
Symbol Type Version
HO4W F 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO04M | 2013-01-01
HO4M | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO4AW | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
G06Q | 2013-01-01
HO4W | 2018-02-01
HO4wW | 2021-01-01
HO4L | 2013-01-01
HO4W | 2013-01-01
GO6F | 2013-01-01
G06Q | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO4W | 2013-01-01
HO4L | 2013-01-01
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 14
&%Z?g;gigsisﬂgr%w 17 February 2021 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20
U.S. Patent and Trademark Office Part of Paper No.: 20210217

Page 1 of 5

Page 36 of 775



Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |64 121 Raleigh, Gregory G

H “ ” ““ “‘ Examiner Art Unit
ANDREW JOSEPH RUDY 3687

CPC
Symbol Type Version
HO4L | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4W I 2013-01-01
HO4W | 2013-01-01
HO04M | 2013-01-01
HO4W | 2013-01-01
HO04M | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4L I 2013-01-01
HO4L | 2013-01-01
HO4W I 2013-01-01
HO4AW | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4L | 2013-01-01
HO4W I 2013-01-01
HO4W | 2013-01-01
G06Q | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO04M | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HO4W | 2013-01-01
HO4L | 2013-01-01
NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 14
&%Z?g;gigsisﬂgr%w 17 February 2021 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20
U.S. Patent and Trademark Office Part of Paper No.: 20210217
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |64 121 Raleigh, Gregory G
H “ ” ““ |“ Examiner Art Unit
ANDREW JOSEPH RUDY 3687
CPC
Symbol Type Version
HO4W | 2013-01-01
HO4L A 2013-01-01
HO04M A 2013-01-01
HO4L A 2013-01-01
HO4L A 2013-01-01
HO4wW A 2013-01-01
YO02P A 2015-11-01
HO4W A 2013-01-01
HO4W A 2013-01-01
HO4wW A 2013-01-01
HO4AW A 2013-01-01
HO4L A 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 14

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687

(Primary Examiner)

17 February 2021

(Date)

O.G. Print Claim(s)
1

O.G. Print Figure
20

U.S. Patent and Trademark Office

Page 3 of 5
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

Raleigh, Gregory G

Art Unit

ANDREW JOSEPH RUDY 3687

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4wW

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

455

410

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

| |

NONE

(Assistant Examiner)

(Date)

Total Claims Allowed:

14

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687

(Primary Examiner)

17 February 2021

(Date)

O.G. Print Claim(s) | O.G. Print Figure
1 20

U.S. Patent and Trademark Office

Page 4 of 5

Page 39 of 775

Part of Paper No.: 20210217




Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/421,121 Raleigh, Gregory G
H “ ” ““ |“ Examiner Art Unit
ANDREW JOSEPH RUDY 3687
O Claims renumbered in the same order as presented by applicant (J CPA (O T.D. [ R.1.47
CLAIMS
Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original
1 2 11 11
3 3 12 12
4 4 2 13
5 5 13 14
6 6
7 7
8 8
9 9
10 10
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 14
/ANDREW JOSEPH RUDY/ 17 February 2021 . . -
Primary Examiner, Art Unit 3687 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20
U.S. Patent and Trademark Office Part of Paper No.: 20210217
Page 5 of 5
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Application/Control No.

Search Nofes 16/421 121

Applicant(s)/Patent Under Reexamination

Raleigh, Gregory G

ANDREW J RUDY 3687
CPC - Searched*
Symbol Date Examiner
H04W12/08;28/02;;12/00;4/50;48/16;12/06:72/04;8/18:4/12;12/813; AJR
24/08:88/08;48/14:28/12;4/24:8/20;24/08;28/0268;72/0453;84/04;8/
20;12/0017;84/12;8/18;48/16:88/08;28/12;8/02;84/042;12/06;12/00; 01/13/2021
88/06:4/50;4/18:4/20;28/02:4/12;12/02;28/0215;4/02;12/0027;12/08;
28/02;12/00;48/14
G06Q030/02;10/06;20/10:20/20:20/40:30/04:30/06;40/00;30/0283:40 AJR
/12;30/0241:10/06315;30/0601;40/00;10/06375;30/0207;30/0284:20/ | 01/13/2021
32;20/40;30/04;20/102;30/02
GO06F015/177 01/13/2021 AJR
H04M015/00;2215/0188;15/58;15/88;15/80;15/00;15/61;2215/0188 01/13/2021 AJR
HO04L51/046;67/306:67/2819;63/20;41/0876;67/26:63/08;67/327:63/ AJR
04;41/5054;63/0428;12/14:41/5003;47/20;63/10;41/5025;63/0853;67/ 01/13/2021
145;41/0806;47/2408:67/34;9/32;41/0893;9/3247;63/0236;63/0892;9/
32;29/08;29/06;12/24;12/813;12/58;12/851
Y02P90/80 01/13/2021 AJR
Above reviewed. 02/17/2021 AJR
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
370 252-254 01/13/2021 AJR
455 405,406,414.1,432.1,456.1 01/13/2021 AJR
705 28, 30 01/13/2021 AJR
Above reviewed. 02/17/2021 AJR

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

U.S. Patent and Trademark Office
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Application/Control No.
Search Notes

Applicant(s)/Patent Under Reexamination

16/421,121 Raleigh, Gregory G
H““HH” “”m | ““W — or

ANDREW J RUDY 3687
Search Notes
Search Notes Date Examiner
Continuity data reviewed. 01/04/2021 AJR
Inventor name search conducted. 01/04/2021 AJR
IP.com searched: 01/13/2021 AJR
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

Application Number

16421121

Filing Date

2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH

Art Unit

|3687

Examiner Name

‘ ANDREW J. RUDY

Attorney Docket Number

| RALEPOO7C11C3C2C1C1

Name of Patentee or

Pages,Columns,Lines

Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PP Passages or Relevant
Document .
Figures Appear
1
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite N . . '
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature

/ANDREW JOSEPH RUDY/

Date Considered ‘

01/12/2021

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 3 Applicant is to place a check mark here if|

English language translation is attached.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
106963 7590 01/22/2021
Headwater Research LLC RUDY, ANDREW J
1011 Pruitt Place
Tyler, TX 75703 | ART UNIT PAPER NUMBER |
3687
DATE MAILED: 01/22/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3CIC1 3747

TITLE OF INVENTION: AUTOMATED DEVICE PROVISIONING AND ACTIVATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 04/22/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3

PTOL-85 (Rev. 02/11)

Page 64 of 775



PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

106963 7590 01/22/2021 Certificate of Mailing or Transmission
Headwater Research LLC I hereby certify that this Fee(s) Transmittal is being deposited with the United
. States Postal Service with sufficient postage for first class mail in an envelope
1011 Pruitt Place addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Tyler TX 75703 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
b
(Typed or printed name)
(Signature)
(Date)|
| APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3C1C1 3747
TITLE OF INVENTION: AUTOMATED DEVICE PROVISIONING AND ACTIVATION
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $600 $0.00 $0.00 $600 04/22/2021

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
RUDY, ANDREW J 3687 455-410000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [Jissue Fee [Ipublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Blectronic Payment via EFS-Web [ Enclosed check [) Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
16/421,121 05/23/2019 Gregory G Raleigh RALEP007C11C3C2C3C1C1 3747
| EXAMINER |
106963 7590 01/22/2021
Headwater Research LLC RUDY, ANDREW J
1011 Pruitt Place
Tyler, TX 75703 | ART UNIT PAPER NUMBER |

3687

DATE MAILED: 01/22/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration

of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 16/421,121 Raleigh, Gregory G
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ANDREW JOSEPH RUDY 3687 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to the September 18, 2019 submissioin.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 2-14 . As aresult of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAl by (JSome  *c) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.LJ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (¥} Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material .
4.(] Interview Summary (PTO-413),
Paper No./Mail Date.

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210114

Page 68 of 775




Application/Control Number: 16/421,121 Page 2
Art Unit: 3687

DETAILED ACTION
Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Drawings

2. Applicant’s Drawings submitted May 23, 2019 are acceptable.

Priority

3. No foreign priority has been claimed by Applicant.

Claims
4. Applicant cancelled claim 1, while adding claims 2-14. Thus, claims 2-14 are
pending.
5. Pertinent references are noted on the attached PTO-892.
6. Applicant’s six (6) Information Disclosure Statements (IDS’s) submitted have

been reviewed. Note the attached IDS'’s.

Allowable Subject Matter

7. Pursuant to Applicant's September 17, 2020 Amendment, claims 2-14 are

allowed.
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Application/Control Number: 16/421,121 Page 3
Art Unit: 3687

8. The following is an examiner’s statement of reasons for allowance: Claims 2-14
are allowed as all the cited prior art, either alone or in combination, does not disclose
Applicant’s inventive claim language.

Claims 2-14 have been reviewed in light of Alice Corporation Pty. Ltd. v. CLtweS
Bank International, et al.,, 573 U. S. __ (2014) and are not deemed invalidated by such.

Claims 2-14 are determined to be directed to patent-eligible subject matter and
the Examiner does not consider any of the pending claims to be directed to an abstract
idea. Even if the Examiner were to identify an abstract idea for any claim, then under a
further analysis under Alice all claims would still be found to be patent eligible for the
following reasons. The Examiner finds that when all of the elements of each claim are
considered individually and as an ordered combination, each claim contains an
inventive concept which is directed to an application, a particular application, or a
special application, of the identified abstract idea. Further the Examiner finds that
issuance of a patent for any claim would not preempt the identified abstract idea, or the
field of the identified abstract idea.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

9. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is

Page 70 of 775



Application/Control Number: 16/421,121 Page 4
Art Unit: 3687

(571)272-6789. The examiner can normally be reached on Monday thru Friday,
Eastern Standard Time.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nathan Uber, can be reached on 571-270-3923. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW JOSEPH RUDY/
Primary Examiner

Art Unit 3687

571-272-6789
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Application/Control No. Applicant(s)/Patent Under
16/421,121 Reexamination
MNotice of References Cited . Ralolgh, Gregory @
Examiner Art Unit
ANDREW JOSEPH RUDY 3687 Page 1 of 1
U.S. PATENT DOCUMENTS
* Coumz%gg;%:g;’:z:g Code MMD— ?{ts(YY Name CPC Classification US Classification
* | A | US-7171199-B1 01-2007 Rahman; Mohamed Anisur H04W8/02 455/411
* | B | US-8185127-B1 05-2012 Cai; Zheng H04W28/18 455/452.2
* C | US-9516456-B2 12-2016 Stephens; Spencer H04L29/08846 11
* [ D [Us-10027819-B2 07-2018 Lu; Tingting G06Q10/1091 11
E
F
G
H
|
J
K
L
M
FOREIGN PATENT DOCUMENTS
* COuntIrDyoc(;::dme-el\:Srrl:lbL;TEiiL Code MMD-e\I;\e(YY Country Name CPC Classification
N
6]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20210114
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |64 121 Raleigh, Gregory G
H “ ” ““ “‘ Examiner Art Unit
ANDREW JOSEPH RUDY 3687
CPC
Symbol Type Version
HO4W F 2013-01-01
G06Q | 2013-01-01
G06Q I 2013-01-01
G06Q | 2013-01-01
G06Q I 2013-01-01
G06Q | 2013-01-01
G06Q I 2013:01-01
G06Q | 2013-01-01
G06Q I 2013-01-01
G06Q I 2013-01-01;
G06Q I 2013-01-01
Ho4L | 2013-01-01
Ho4L [ 2013-01-01
HO4M I 2013-01-01
H04M I 2013-04-01
HO4L I 2013-01-01
HO4L [ 2013-01-01
HO4W | 2013-01-01
HO4L I 2013-01-01
HO4L | 2013-01-01
G06Q [ 2013-01-01
HO4W ! 2018-02-01
HO4W [ 2021-01-01
HOAL | 2013-01-01
HO4W I 2013-:01-01
GO6F I 2013-01-01
G06Q | 2013-01-01
HOAL | 2013-01-01
Ho4L I 2013-01-01
HO4W [ 2013-01-01
HO4L | 2013-01-01
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 14
&%Z?g;gigsisﬂgr%w 14 January 2021 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20
U.S. Patent and Trademark Office Part of Paper No.: 20210114

Page 1 of 5
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |64 121 Raleigh, Gregory G

H “ ” ““ “‘ Examiner Art Unit
ANDREW JOSEPH RUDY 3687

CPC
Symbol Type Version
Ho4L | 2013-01:01
HO4W I 2013-01-01
HO4W I 2013-01-01;
HO4W I 2013-01-01
HO4W | 2013-01-01
HO4W [ 2013-01-01
HO4M I 2013-01-01
HO4W I 2013-01-01
HO4M I 20130101
HO4W [ 2013-01-01
HO4W | 20130101
HO4L I 2013-01-01
HO4L | 2013-01-01
HO4W [ 2013-01-01
HO4W | 2013-01-01
HO4W [ 2013-01-01
HO4W | 2013-01-01
Ho4L I 2013:01-01
HO4W I 2013-01-01
HO4W | 2013-01-01
G06Q | 2013-01-01
Ho4L I 2013-01-01
HOAL | 2013-01-01
H04M | 2013-01-01
Ho4L [ 2013-01-01
HO4L I 2013-01-01
Ho4L [ 2013-01-01
Ho4L I 2013:01-01
HO4L [ 2013-01-01
Ho4wW I 2013-01-01
HO4L [ 2013-01:01
NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 14
&%Z?g;gigsisﬂgr%w 14 January 2021 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20
U.S. Patent and Trademark Office Part of Paper No.: 20210114

Page 2 of 5

Page 74 of 775



Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |64 121 Raleigh, Gregory G
H “ ” ““ |“ Examiner Art Unit
ANDREW JOSEPH RUDY 3687
CPC
Symbol Type Version
HO4W 16 | 2013-01:01
Ho4L a1 5025 A 2013-01-01
HO4M 2215 0188 A 2013-01-01
Ho4L 67 34 A 2013-01-01
Ho4L 67 2819 A 2013-01-01
HO4W 8 02 A 2043201-01
YO02P 90 80 A 2015:11-01
HO4W 84 04 A 2013-01-01
HO4W 84 12 A 2013-01-01:
HO4W 88 06 A 2013-01-01
HO4W 84 042 A 2013-01-01
Ho4L 41 0876 A 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 14
/ANDREW JOSEPH RUDY/ 14 January 2021 . . -
Primary Examiner, Art Unit 3687 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20

U.S. Patent and Trademark Office

Page 3 of 5

Page 75 of 775

Part of Paper No.: 20210114



Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/421,121 Raleigh, Gregory G
Examiner Art Unit
ANDREW JOSEPH RUDY 3687

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4wW

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

455

410

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

|

NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 14
/ANDREW JOSEPH RUDY/ 14 January 2021

Primary Examiner, Art Unit 3687
(Primary Examiner)

(Date) 1 20

O.G. Print Claim(s) | O.G. Print Figure

U.S. Patent and Trademark Office

Page 4 of 5

Page 76 of 775

Part of Paper No.: 20210114




Issue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination

16/421,121 Raleigh, Gregory G
Examiner Art Unit
ANDREW JOSEPH RUDY 3687

O Claims renumbered in the s

ame order as presented by applicant [J CPA (O T.D. [ R.1.47

CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original

1 2 11 11

3 3 12 12

4 4 2 13

5 5 13 14

6 6

7 7

8 8

9 9

10 10
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 14
/ANDREW JOSEPH RUDY/ 14 January 2021 . . -
Primary Examiner, Art Unit 3687 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 20

U.S. Patent and Trademark Office

Page 5 of 5

Page 77 of 775

Part of Paper No.: 20210114



Application/Control No.
Search Nofes 16/421 121

Applicant(s)/Patent Under Reexamination

Raleigh, Gregory G

ANDREW JOSEPH RUDY 3687
CPC - Searched*
Symbol Date Examiner
H04W12/08;28/02;;12/00;4/50;48/16;12/06:72/04;8/18:4/12;12/813; AJR
24/08:88/08;48/14:28/12;4/24:8/20;24/08;28/0268;72/0453;84/04;8/
20;12/0017;84/12;8/18;48/16:88/08;28/12;8/02;84/042;12/06;12/00; 01/13/2021
88/06:4/50;4/18:4/20;28/02:4/12;12/02;28/0215;4/02;12/0027;12/08;
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statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
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the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).
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his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 UU.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Examiner: Rudy, Andrew J.
Raleigh, Gregory G.

Serial No.: 16/421,121 Art Unit: 3687
Filed: May 23, 2019 Conf. No.: 3747
Title: Automated Device

Provisioning and Activation

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

The references cited on attached form PTO/SB/08A are being called to the attention of
the Examiner. Copies of the references are not enclosed.

In accordance with 37 CFR §1.98(d), copies of the references can be found in related U.S.
Patent Application No. 15/427,837 filed February 8, 2017, of which the instant application is a
continuation, or in related U.S. Patent Application No. 15/239,398 filed on August 17, 2016, of
which 15/427,837 is a continuation.

It is respectfully requested that the cited references be expressly considered during the
prosecution of this application, and the references be made of record therein and appear among
the “references cited” on any patent to issue therefrom.

As provided for by 37 CFR § 1.97(g) and (h), no inference should be made that the

information and references cited are prior art merely because they are in this statement and no

16/421,121 1 RALEP007C11C3C2C3CI1C1

Page 260 of 775



PATENT

representation is being made that a search has been conducted or that this statement encompasses
all the possible relevant information.

Applicant believes that no fee is required for submission of this statement, but if for any
reason an insufficient fee has been paid, please charge the insufficiency to Deposit Account No.

50-5876.

Respectfully submitted,

Date: September 20, 2019 By: /James E. Harris/
James E. Harris
Reg. No. 40,013
Patent Counsel
Headwater Research LLC
1011 Pruitt Place
Tyler, TX 75703
(903) 201-6212

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this paper (along with any paper referred to as being
attached or enclosed) is being filed electronically via EFS-Web
addressed to the Commissioner for Patents on:

Date: September 20, 2019 By: /Jennifer Smith/
Jennifer Smith
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181 B149748 B2 P012-04-03 Bata et al.
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188 B155666 B2 P012-04-10 lizadeh-Shabdiz, Farshid
189 B155670 P(312-04-10 FFullam, Scott et al.
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200 B175574 B1 P(312-05-08 Panda et al.

201 B180881 B2 P012-05-15 Seo et al.

202 B180886 B2 P012-05-15 Overcash et al.

203 B184530 P012-05-22 SWAN, Tim L. et al.
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210 B190122 B1 P012-05-29 Plexander et al.

211 B190675 P(312-05-29 TRIBBETT, David
212 B191106 B2 P012-05-29 Choyi et al.

213 B191116 P012-05-29 (Gazzard, Daryl

214 B191124 B2 P012-05-29 \Wynn et al.

215 B194549 B2 P012-06-05 Huber et al.

216 B194553 P312-06-05 | IANG, Zhi Yong et al.
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221 B196199 B2 P012-06-05 Hrastar et al.

222 B200163 B2 P(312-06-12 Hoffman, George E.
223 B200200 B1 P012-06-12 Belser et al.

224 B200509 B2 P012-06-12 Kenedy, Andrew Alexander et al.
225 B200775 P012-06-12 JMOORE, James F.
226 B200818 B2 P012-06-12 Freund et al.

227 B204190 B2 P312-06-19 Bang et al.
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232 B213363 P012-07-03 Ying, Wen-Ping et al.
233 B214536 P012-07-03 HAO, Wen

234 B214890 B2 P012-07-03 Kirovski et al.

235 8219134 B2 P012-07-10 Maharajh et al.

236 B223655 B2 P012-07-17 Heinz et al.

237 B224382 P012-07-17 Bultman, Michael J.
238 B224773 P012-07-17 Spiegel, Joel R.

239 p228818 B2 P012-07-24 Chase et al.
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241 B229914 B2 P012-07-24 Ramer et al.

242 P233433 B2 P012-07-31 Kalhan, Amit

243 B233883 P012-07-31 De Froment, Eric

244 B233895 P012-07-31 Tysowski, Piotr Konrad
245 B238287 P012-08-07 [Gopi, Paramesh et al.
246 B239520 P012-08-07 [GRAH, Adrian

247 B242959 B2 P012-08-14 [Mia, Rashidus S. et al.
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252 B255515 P(012-08-28 IMELMAN, David et al.
253 B255534 B2 P012-08-28 \ssadzadeh, Alireza
254 B255689 P012-08-28 KIM, Eun Ah et al.
255 B259692 B2 P012-09-04 Bajko, Gabor

256 B264965 B2 P012-09-11 Polganow et al.

257 B265004 P012-09-11 Toutonghi, Michael J.
258 B266249 B2 P012-09-11 Hu

259 B266681 P012-09-11 PDeshpande, Sumit B. et al.
260 B270955 B2 P012-09-18 Ramer et al.
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264 B271049 P012-09-18 BILVER, Andrew et al.

265 B271992 B2 P012-09-18 Chatley, Scott P. et al.

266 B275415 B2 P012-09-25 Huslak, Nicholas S.

267 B279067 P012-10-02 BERGER, Thomas R. et al.
268 B270864 P012-10-02 MWood, Daniel M.

269 B280354 P012-10-02 Smith, Christopher et al.
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EFS Web 2.1.18

Page 286 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

273 B291238

P012-10-16 GINTER, Karl L. et al.

274 B291439 B2

P012-10-16 Uethi et al.

275 B296404

P012-10-23 McDysan, Dave et al.

276 B300575 B2 P012-10-30 Willars, Per

277 B307067 B2 P012-11-06 Ryan, Nicholas M.
278 8310943 B2 P012-11-13 Mehta et al.

279 B315198 B2 P012-11-20 Corneille et al.

280 B315593 B2 P012-11-20 Gallant et al.

281 8315999 B2 P012-11-20 Chatley, Scott P. et al.
282 B320244 B2 P012-11-27 Mugattash et al.

283 0320949

P012-11-27 Matta, Sudheer Pooma Chandra

EFS Web 2.1.18

Page 287 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

284 B325638 P012-12-04 Jin, Haipeng et al.
285 B325906 B2 P012-12-04 FFullarton et al.

286 B326319 B2 P012-12-04 Davis, Richard W.
287 B326828 B2 P012-12-04 Zhou et al.

288 B331223 B2 P312-12-11 Hill et al.

289 B331293 P012-12-11 Sood, Kapil

290 B332375 P012-12-11 Chatley, Scott P. et al.
291 B339991 B2 P012-12-25 Biswas et al.

292 B340625 B1 P012-12-25 Uohnson et al.

293 B340678 B1 P012-12-25 Pandey, Vinod

294 B340718 P012-12-25 [Colonna, Massimo et al.

EFS Web 2.1.18

Page 288 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number

16421121

Filing Date

2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH

Art Unit

|3687

Examiner Name

‘ ANDREW J. RUDY

Attorney Docket Number

| RALEPO07C11C3C2C3C1C1

295 8346210 B2 P013-01-01 Balsan et al.

296 B346923 B2 P013-01-01 Rowles et al.

297 B347104 B2 P013-01-01 Pathiyal, Krishna K.
208 B347378 B2 P013-01-01 Merkin et al.

299 B350700 P013-01-08 Fast, Raymond D. et al.
300 B351592 B2 P013-01-08 Freeny Jr et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner|
Initial®

Cite No

Publication
Number

Kind
Code?

Publication
Date

Name of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Examiner|
Initial*

Cite
No

Foreign Document
Number3

Kind
Code#

Country
Code2j

Publication

Date Applicant of cited

Document

Name of Patentee or

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

EFS Web 2.1.18

Page 289 of 775




Application Number 16421121

Filing Date 2019-05-23
INFORMATION DISCLOSURE First Named Inventor ‘ GREGORY G. RALEIGH
STATEMENT BY APPLICANT At Uni
L nit | 3687
( Not for submissicn under 37 CFR 1.99)
Examiner Name ‘ ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Ts

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered ‘

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible.  Applicant is to place a check mark here if

English language translation is attached.

EFS Web 2.1.18

Page 290 of 775



Application Number 16421121

Filing Date 2019-05-23

INFORMATION DISCLOSURE First Named Inventor ‘ GREGORY G. RALEIGH

STATEMENT BY APPLICANT | 3687

( Not for submissicn under 37 CFR 1.99)
Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /James E. Harris/ Date (YYYY-MM-DD) 2019-09-20

Name/Print James E. Harris Registration Number )40013

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.§.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
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A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 UU.S.C. 2904 and
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A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.18

Page 292 of 775




Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (02-18}

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademal

rk Cffice; U.S. DEPARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.98)

Application Number 16421121

Filing Date P019-05-23

First Named Inventor ‘ [GREGORY G. RALEIGH
Art Unit 3687

Examiner Name ‘ ANDREW J. RUDY

Attorney Docket Number | RALEPOG7C11C3

C2C3C1C1

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
1k Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 965872 P005-11-15 (Grdina, Jerome M.
2 967958 P005-11-22 [ONO, Yoshiyuki et al.
3 970692 B2 P005-11-29 Tysor, Arthur James
4 970927 B1 P005-11-29 Stewart et al.
5 982733 B1 P006-01-03 McNally et al.
6 F983370 B2 P006-01-03 Faton et al.
7 996062 B1 P006-02-07 Freed et al.
8 996076 P006-02-07 FORBES et al.

EFS Web 2.1.18

Page 293 of 775



INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

9 996393 P006-02-07 Pyhalammi, Seppo et al.
10 998985 P006-02-14 REISMAN et al.

11 7002920 P006-02-21 Pyyagari, Deepak et al.
12 7007295 B1 P006-02-28 Rose et al.

13 7013469 B2 P006-03-14 Smith et al.

14 7017189 B1 P006-03-21 DeMello et al.

15 7024200 P006-04-04 IMcKENNA et al.

16 7024460 B2 P006-04-04 KKoopmas et al.

17 7027055 B2 P006-04-11 inderson et al.

18 7027408 P006-04-11 NABKEL et al.

19 7031733 B2 P006-04-18 Alminana et al.

EFS Web 2.1.18

Page 294 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

20 7032072 B1 P006-04-18 [Quinn et al.

21 7039027 B2 P006-05-02 Bridgelall, Raj

22 7039037 P006-05-02 \Wang, Jiwei R. et al.
23 7039403 P006-05-02 Wong, Gregory A.
24 7039713 B1 P006-05-02 Van Gunter, David et al.
25 7042988 P006-05-09 UUITT et al.

26 7043225 B1 P006-05-09 Patel et al.

27 7043226 P006-05-09 Y amauchi, Toshiaki
28 7043268 B2 P006-05-09 Yukie et al.

29 7047276 B2 P006-05-16 |iu et al.

30 7058022 B1 P006-06-06 Carolan et al.

EFS Web 2.1.18

Page 295 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

31 7058968 P006-06-06 ROWLAND et al.

32 7068600 P006-06-27 [CAIN, Joseph Bibb

33 7069248 P006-06-27 HUBER, Adrianc

34 7082422 B1 P006-07-25 Zirngibl et al.

35 7084775 B1 P006-08-01 Smith, Michael R.

36 7092696 P006-08-15 HOSAIN et al.

37 7095754 B2 P006-08-22 Benveniste, Mathilde
38 7102620 B2 P006-09-05 Harries, Andrew Stanely Guy et al.
39 7110753 B2 P006-09-19 [Campen, Kenneth Brian
40 7113780 B2 P006-09-26 Mckenna Daniel et al.
41 7113997 P012-09-26 Jayapalan, Jay et al.

EFS Web 2.1.18

Page 296 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

42 7120133 B1 P006-10-10 oo et al.

43 7133386 B2 P006-11-07 Holur et al.

44 7133695 B2 P006-11-07 Beyda, William J.
45 7136361 B2 P006-11-14 Benveniste, Mathilde
46 7139569 B2 P006-11-21 Kato, Akira

47 7142876 P006-11-28 TROSSEN et al.
48 7149229 B1 P006-12-12 | eung, Kent K.
49 7149521 B2 P006-12-12 Sundar et al.

50 7151764 B1 P006-12-19 Heinonen et al.
51 7158792 P007-01-02 COOK et al.

52 7162237 B1 P007-01-09 Bilver et al.

EFS Web 2.1.18

Page 297 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

53 7165040 B2 P007-01-16 Fhrman et al.

54 7167078 P007-01-23 POURCHOT, Shawn C.
55 7174156 B1 P007-02-06 Mangal, Manish

56 7174174 P007-02-06 BORIS et al.

57 7177919 B1 P007-02-13 Truong et al.

58 7180855 P007-02-20 LIN , Wei

59 7181017 P007-02-20 Nagel, Robert H. et al.
60 7191248 B2 P007-03-13 Chattopadhyay et al.
61 7197321 P007-03-27 FERSKINE et al.

62 7200112 B2 P007-04-03 Sundar et al.

63 7200551 B1 P007-04-03 Senez

EFS Web 2.1.18

Page 298 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

64 7203169 B1 P007-04-10 [Okholm, Jon et al.
65 7203721 B1 P007-04-10 Ben-Efraim et al.
66 7203752 B2 P007-04-10 Rice et al.

67 7212491 pPo07-05-01 Koga, Takahiro

68 7219123 B1 P007-05-15 Fiechter et al.

69 7222190 B2 P007-05-22 Klinker et al.

70 7222304 B2 P007-05-22 Beaton et al.

71 7224968 B2 P007-05-29 Dobson et al.

72 7228354 P007-06-05 CHAMBLISS, David Darden et al.
73 7236780 P007-06-26 Benco, David S.
74 7242668 B2 PO07-07-10 Kan et al.

EFS Web 2.1.18

Page 299 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

75 7242920

PO07-07-10 JMORRIS, Robert P.

76 7245901

POO7-07-17 McGREGOR et al.

77 7248570 B2 PO07-07-24 Bahl et al.

78 7251218 PO07-07-31 Jorgensen, Jacob W.
79 7260382 B1 P007-08-21 | amb et al.

80 7266371 B1 P007-09-04 Amin et al.

81 7269157 B2 P007-09-11 Klinker et al.

82 7271765 B2 PO07-09-18 Stilp et al.

83 7272660 B1 P007-09-18 Powers et al.

84 7280816

P007-10-09 FRATTI et al.

85 7280818

P007-10-09 CLAYTON, Steve

EFS Web 2.1.18

Page 300 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

86 7283561 P007-10-16 Picher-Dempsey, Heidi

87 7283963 PO07-10-16 FITZPATRICK, John E. et al.
88 7286834 B2 P007-10-23 Walter

89 7286848 B2 P007-10-23 \Mireday, Richard P. et al.

90 7289489 P007-10-30 KUNG et al.

91 7290283 P007-10-30 [COPELAND I, John A.

92 7310424 P007-12-18 [Gehring, Stephan Wallter et al.
93 7313237 B2 PO07-12-25 Bahl, Paramvir et al.

94 7315892 B2 P008-01-01 FFreimuth et al.

95 7317699 P008-01-08 [GODFREY et al.

96 7318111 B2 P008-01-08 ’hao, Wen

EFS Web 2.1.18

Page 301 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

97 7320029 B2 P008-01-15 Rinne et al.

98 7322044 P008-01-22 HRASTAR, Scott E.

99 7324447 P008-01-29 JMORFORD, Michael Robert
100 7325037 P008-01-29 | AWSON, Karen L.

101 7336960 P008-02-26 VAVALKOVSKY et al.

102 7340772 B2 P008-03-04 Panasyuk et al.

103 7346410 P008-03-18 JUCHIYAMA, Keniji

104 7349695 P008-03-25 [OOMMEN et al.

105 7353533 p008-04-01 WRIGHT et al.

106 7356011 P008-04-08 \Waters, Christopher J.F. et al.
107 7356337 P008-04-08 FLORENCE, Shahar

EFS Web 2.1.18

Page 302 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number

16421121

Filing Date

2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH

Art Unit

3687

Examiner Name

‘ ANDREW J. RUDY

Attorney Docket Number |

RALEPO07C11C3C2C3C1C1

108 7366497 P008-04-29 NAGATA, Hideaki
109 7366654 B2 P008-04-29 Moore, Robert C.
110 7369648 B2 P008-05-06 Uiang, Yue Jun
11 7360856 B2 P008-05-06 Ovadia, Shlomo
112 7373136 P008-05-13 WATLER et al.
113 7373179 P008-05-13 Stine, Ted et al.
114 7379731 B2 P008-05-27 Natsuno et al.
115 7388950 P008-06-17 FLSEY et al.

116 7388412 B2 P008-06-17 Sharma et al.
17 7391724 B2 P008-06-24 Alakoski et al.
118 7395244 B1 po08-07-01 Kingsford, Bryan

EFS Web 2.1.18

Page 303 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

119 7401338 P008-07-15 BOWEN et al.

120 7403763 P008-07-22 MAES, Stephane H.
121 7409447 B P008-08-05 \ssadzadeh, Alireza
122 7409569 B2 P008-08-05 fllowsky et al.

123 7411930 B2 P008-08-12 Montojo et al.

124 7418253 P008-08-26 KAVANAH, Alan
125 7418257 P008-08-26 Kim, Myong-Ju

126 7421004 P008-09-02 FEHER, Kamilo

127 7423971 B1 P008-09-09 Mohaban et al.

128 7428750 B1 P008-09-23 PDunn et al.

129 7433362 B2 P008-10-07 Mallya et al.

EFS Web 2.1.18

Page 304 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number

16421121

Filing Date

2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH

Art Unit

3687

Examiner Name

‘ ANDREW J. RUDY

Attorney Docket Number |

RALEPO07C11C3C2C3C1C1

130 7436816 B2 P008-10-14 Mehta et al.

131 7440433 B2 P008-10-21 Rink et al.

132 7444669 B1 P008-10-28 Bahl, Paramvir et al.
133 7450591 P008-11-11 KKORLING et al.
134 7450927 P008-11-11 [CRESWELL et al.
135 7454191 B2 P008-11-18 Dawson et al.

136 7457265 P008-11-25 Uulka, Vibhor et al.
137 7457870 B1 P008-11-25 | ownsbrough et al.
138 7460837 B2 P008-12-02 Diener, Neil R.

139 7466652 B2 P008-12-16 | au et al.

140 7467160 B2 P008-12-16 Mclintyre

EFS Web 2.1.18

Page 305 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

141 7472189 P008-12-30 Mallya, Arvind R. et al.
142 7478420 B2 P009-01-13 \Wright, Michael et al.
143 7486185 P009-02-03 CULPEPPER et al.
144 7486658 B2 P009-02-03 Kumar, Rajneesh

145 7493659 B1 P009-02-17 \Wu, Handong et al.
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156 7515926 B2 P009-04-07 Bu et al.

157 7516219 P009-04-07 MOGHADDAM et al.
158 7522549 B2 P009-04-21 Karaoguz et al.
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162 7535880 P009-05-19 Hinman, Brian L. et al.
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163 7536695 B2 P009-05-19 Alam et al.

164 7539132 B2 P009-05-26 Werner et al.
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166 7540408 B2 P009-06-02 | evine et al.

167 7545782 P009-06-09 Rayment, Stephen G._ et al.
168 7546460 P009-06-09 [Maes, Stephane H.

169 7546629 P009-06-09 ALBERT, Anthony et al.
170 7548875 B2 P009-06-16 Mikkelsen et al.

171 7548976 B2 P009-06-16 Bahl, Paramvir et al.
172 7551921 B2 P009-06-23 Petermann

173 7551922 P009-06-23 Roskowski, Steve et al.
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178 7564799 B2 P009-07-21 Holland et al.

179 7565141 P009-07-21 Macaluso, Anthony G.
180 7574509 B2 P009-08-11 Nixon et al.
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183 7580356 B1 P009-08-25 Mishra et al.
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189 7593730 B2 P009-09-22 Khandelwal, Deepak et al.
190 7596373 B2 P009-09-29 Mcgregor, Christopher et al.
191 7599288 PC09-10-06 [COLE, Raymond E. et al.
192 7599714 B2 P009-10-06 Kuzminskiy, Alexandr
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194 7606918 B2 P009-10-20 Holzman et al.

195 7607041 B2 P009-10-20 Kraemer et al.
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197 7609700 P009-10-27 Ying, Wen-Ping et al.
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199 7610057 B2 P009-10-27 Bahl et al.

200 7610328 P009-10-27 HAASE et al.

201 7610396 B2 P009-10-27 Taglienti et al.

202 7614051 B P009-11-03 [Glaum et al.

203 7616962 B2 P009-11-10 Oswal, Anand K. et al.
204 7617516 P009-11-10 HUSLAK et al.

205 7620041 P009-11-17 Dunn, Jeffrey H. et al.
206 7620065 P009-11-17 FALARDEAU, Eric
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210 7627600 B2 P009-12-01 Citron et al.

211 7627767 B2 P009-12-01 Sherman et al.

212 7627872 B2 P009-12-01 Hebeler et al.

213 7633438 P009-12-15 Tysowski, Piotr Konrad
214 7634388 P009-12-15 Archer, Charles J. et al. Entire Document
215 7636574 P009-12-22 Poosala, Viswanath
216 7636626 B2 P009-12-22 Desterling et al.

217 7643411 B2 P010-01-05 Aindreasen et al.
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219 7644267 P010-01-05 Y LIKOSKI, Martti et al.
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2 7647047 P010-01-12 MOGHADDAM et al.
222 7650137 P010-01-19 JOBS et al.

223 7653394 B2 P010-01-26 McMillin, Brian K.
224 7656271 B2 P010-02-02 Fhrman et al.

225 7657920 B2 P010-02-02 Arseneau et al.

226 7660419 B1 P010-02-09 Ho, Jin-Meng

227 7661124 B2 P010-02-09 Ramanathan et al.
228 7664494 B2 P010-02-16 iang, Yue Jun
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229 7668176 P010-02-23 Chuah, Mooci Choo

230 7668612 B P010-02-23 [Okkonen, Harri

231 7668903 P010-02-23 FEDWARDS et al.

232 7668966 B2 P010-02-23 Klinker et al.

233 7676673 B2 P(310-03-09 Weller et al.

234 7680086 B2 P010-03-16 Eglin

235 7681226 B2 P010-03-16 Kraemer et al.

236 7684370 B2 P010-03-23 Kezys, Vytautas Robertas
237 7685131 P010-03-23 Batra, Vishal Singh et al.
238 7685254 P010-03-23 Pandya, Ashish A.

239 7685530 B2 P010-03-23 Sherrard et al.
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240 7688792 B2 P010-03-30 Babbar et al.

241 7693107 B2 P(010-04-06 De Froment, Eric
242 7693720 P010-04-06 KENNEWICK et al.
243 7697540 B2 P010-04-13 Haddad et al.

244 7707320 B2 P010-04-27 Singhai et al.

245 7710932 P010-05-04 MUTHUSWAMY, Sivakumar et al.
246 7711848 P010-05-04 MAES, Stephane H.
247 7719966 B2 P010-05-18 | uft et al.

248 7720206 B2 P010-05-18 Pevolites et al.

249 7720464 B2 P010-05-18 Batta, Puneet

250 7720505 P010-05-18 (GOPI et al.
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255 7729326 P(310-06-01 Sekhar, Ramesh

256 7730123 P010-06-01 ERICKSON, Richard R. et al.
257 7734784 P010-06-08 ARAUJO et al.

258 7742406 B1 P010-06-22 Muppala, Suresh

259 7746854 P010-06-29 AMBE, Shekhar et al.

260 7747240 P310-06-29 BRISCOE et al.

261 7747699 P010-06-29 PRUEITT et al.
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266 7756757 B1 P010-07-13 Dakes I, Charles Lee
267 7760137 B2 P010-07-20 Martucci et al.

268 7760711 B1 P010-07-20 Kung et al.

269 7760861 P010-07-20 Croak, Marian et al.
270 7765294 B2 P010-07-27 Fdwards et al.

271 7769397 B2 P010-08-03 Funato et al.

272 7770785 B2 P010-08-10 ha et al.

EFS Web 2.1.18

Page 317 of 775




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 16421121

Filing Date 2019-05-23

First Named Inventor ‘ GREGORY G. RALEIGH
Art Unit | 3687

Examiner Name | ANDREW J. RUDY

Attorney Docket Number |RALEPOOYC11C302CBC1C1

273 7774323 B2 P010-08-10 Helfman, Nadav
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276 7778176 P010-08-17 Morford, Michael Robert
277 7778643 P310-08-17 | aroia, Rajiv et al.

278 7792257 B1 P010-09-07 \anier et al.

279 7792538 P010-09-07 Kozisek, Steven E.

280 7792708 P010-09-07 ALVA, Jessi

281 7797019 B2 P010-09-14 Friedmann

282 7 797060 B2 P010-09-14 Grgic et al.

283 7797204 P010-09-14 BALENT, Bruce F.
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284 7797401 P010-09-14 STEWART et al.
285 7801523 P(310-09-21 Kenderov, Stoyan
286 7801783 B2 P010-09-21 Kende et al.

287 7801985 B1 P010-09-21 Pitkow, Jim et al.
288 7802724 P(310-09-28 Nohr, Steven Paul
289 7805140 B2 P010-09-28 Friday et al.

290 7805522 B2 P010-09-28 Schltter et al.

291 7805606 B2 P010-09-28 Birger et al.

292 7809351 B1 P010-10-05 Panda et al.

293 7809372 B2 P010-10-05 Rajaniemi, Jaakko
294 7813746 B2 P010-10-12 Rajkotia, Purva R
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295 7817615 B1 P010-10-19 Breau et al.

296 7817983 B2 P310-10-19 Cassett et al.

297 7822837 P010-10-26 JJRBAN et al.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /James E. Harris/ Date (YYYY-MM-DD) 2019-09-20

Name/Print James E. Harris Registration Number )40013

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.§.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: {1) the general authority for the collection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U_S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552} and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 UU.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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AMENDMENTS TO THE CLAIMS

1. (Canceled).

2. (New) A wireless end-user device comprising:
a Wireless Wide-Area Network (WWAN) modem;
a secure memory to store
a first service profile associated with a first service plan and a first
wireless network accessible through the WWAN modem, the first service
profile comprising a first set of network service policies, and
a second service profile associated with a second service plan and a
second wireless network accessible through the WWAN modem, the
second service profile comprising a second set of network service policies;
a connection manager to select an access network connection for the WWAN
modem, based on a selected one of the first and second service profiles;
at least one adaptive service policy control agent to enforce network service
policies associated with the selected one of the first and second service profiles,
the enforced network service policies including policies enforced at an application
service interface on network data connections for selected applications resident on
the device.

[98]

(New) The wireless end-user device of claim 2, further comprising a service monitor
agent to record network service usage categorized by sub-account for different wireless
networks, including separate service usage counts associated with each of the first service
plan and the second service plan.

4. (New) The wireless end-user device of claim 3, wherein for at least one of the first and
second service plans, the wireless end-user device synchronizes a local service usage
count with a network-based service count.

5. (New) The wireless end-user device of claim 2, wherein the first service plan is
associated with a central provider that operates a WWAN access network, and the second
service plan is associated with a virtual network operator.

6. (New) The wireless end-user device of claim 2, further comprising a user service
interface to allow a user to make a user selection between the first and second service

profiles, the connection manager to, responsive to the user selection, select an access
network connection for the WWAN modem.
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7. (New) The wireless end-user device of claim 2, further comprising a service notification
and billing interface to display service usage options for each of the first and second
service profiles.

8. (New) The wireless end-user device of claim 2, wherein the at least one adaptive service
policy control agent applies network service policies from a superset profile that provides
capabilities from each of the first and second service profiles.

9. (New) The wireless end-user device of claim 2, wherein the at least one adaptive service
policy control agent detects network connection changes from the first wireless network
to the second wireless network, and in response enforces the second set of network
service policies.

10. (New) The wireless end-user device of claim 2, wherein the connection manager further
comprises a modem selection and control layer that routes certain types of data traffic to
the first wireless network and other types of data traffic to the second wireless network.

11. (New) The wireless end-user device of claim 2, further comprising a Subscriber Identity
Module (SIM), the adaptive service policy control agent located at least in part on the
SIM.

12. (New) The wireless end-user device of claim 2, the connection manager configured to
prompt the WWAN modem to connect to a selected access network and send credentials
associated with the selected one of the first and second service profiles to the selected
access network.

13. (New) The wireless end-user device of claim 2, the first service profile further
comprising first device credentials and the second service profile further comprising
second device credentials, the wireless end-user device further comprising a device
master agent credential that is independent of the first and second device credentials.

14. (New) The wireless end-user device of claim 13, configured to, when the second service
plan is inactive, suspend the second device credentials, and when the second service plan
is reactivated, reactivate the second device credentials.
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REMARKS

Claim 1 has been canceled, and new claims 2-14 been added. No new matter has been

added. Applicant respectfully requests the entry of the amendments herein.

The Commissioner is authorized to charge any fee deficiency or credit any overpayment

to Deposit Account 50-5876.

Respectfully submitted,

Date: September 18, 2019 By: __ /James E. Harris/

James E. Harris

Reg. No. 40,013

Patent Counsel
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1011 Pruitt Place

Tyler, TX 75703

(903) 201-6212
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AUTOMATED DEVICE PROVISIONING AND ACTIVATION

BACKGROUND OF THE INVENTION

[0001] With the advent of mass market digital communications and content distribution,
many access networks such as wireless networks, cable networks and DSL (Digital Subscriber
Line) networks are pressed for user capacity, with, for example, EVDO (Evolution-Data
Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax
(Worldwide Interoperability for Microwave Access), and Wi-Fi (Wireless Fidelity) wireless
networks increasingly becoming user capacity constrained. Although wireless network capacity
will increase with new higher capacity wireless radio access technologies, such as MIMO
(Multiple-Input Multiple-Output), and with more frequency spectrum being deployed in the
future, these capacity gains are likely to be less than what is required to meet growing digital

networking demand.

[0002] Similarly, although wire line access networks, such as cable and DSL, can have
higher average capacity per user, wire line user service consumption habits are trending toward
very high bandwidth applications that can quickly consume the available capacity and degrade
overall network service experience. Because some components of service provider costs go up

with increasing bandwidth, this trend will also negatively impact service provider profits.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0004] FIG. 1 illustrates a simplified (e.g., “flattened”) network architecture in

accordance with some embodiments.

[0005] FIG. 2 illustrates another simplified (e.g., “flattened”) network architecture
including an MVNO (Mobile Virtual Network Operator) relationship in accordance with some

embodiments.

[0006] FIG. 3 illustrates another simplified (e.g., “flattened”) network architecture

including two central providers in accordance with some embodiments.

[0007] FIG. 4 illustrates a network architecture including a Universal Mobile
Telecommunications System (UMTS) overlay configuration in accordance with some

embodiments.

[0008] FIG. 5 illustrates a network architecture including an Evolution Data Optimized

(EVDO) overlay configuration in accordance with some embodiments.

[0009] FIG. 6 illustrates a network architecture including a 4G LTE and Wi-Fi overlay

configuration in accordance with some embodiments.

[0010] FIG. 7 illustrates a network architecture including a WiMax and Wi-Fi overlay

configuration in accordance with some embodiments.

[0011] FIG. 8 illustrates another simplified (e.g., “flattened”) network architecture
including multiple wireless access networks (e.g., 3G and 4G Wireless Wide Area Networks
(WWANS)) and multiple wire line networks (e.g., Data Over Cable Service Interface
Specification (DOCSIS) and Digital Subscriber Line Access Multiplexer (DSLAM) wire line

networks) in accordance with some embodiments.
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[0012] FIG. 9 illustrates a hardware diagram of a device that includes a service processor

in accordance with some embodiments.

[0013] FIG. 10 illustrates another hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0014] FIG. 11 illustrates another hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0015] FIG. 12 illustrates another hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0016] FIG. 13 illustrates another hardware diagram of a device that includes a service
processor implemented in external memory of a System On Chip (SOC) in accordance with

some embodiments.

[0017] FIG. 14 illustrates another hardware diagram of a device that includes a service
processor implemented in external memory of a System On Chip (SOC) in accordance with

some embodiments.

[0018] FIGS. 15A through 15F illustrate hardware diagrams of a device that include a
service processor and a bus structure extension using intermediate modem or networking device

combinations in accordance with various embodiments.

[0019] FIG. 16 is a functional diagram illustrating a device based service processor and a

service controller in accordance with some embodiments.

[0020] FIG. 17 is another functional diagram illustrating the device based service

processor and the service controller in accordance with some embodiments.

[0021] FIG. 18 is another functional diagram illustrating the device based service
processor and the service controller in which the service processor controls the policy
implementation for multiple access network modems and technologies in accordance with some

embodiments.
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[0022] FIG. 19 is another functional diagram illustrating the service processor and the

service controller in accordance with some embodiments.

[0023] FIG. 20 is another functional diagram illustrating the service processor and the

service controller in accordance with some embodiments.

[0024] FIG. 21 is another functional diagram illustrating the service processor and the

service controller in accordance with some embodiments.

[0025] FIGS. 22A and 22B provide tables summarizing various service processor agents
(and/or components/functions implemented in software and/or hardware) in accordance with

some embodiments.

[0026] FIG. 23 provides a table summarizing various service controller server elements
(and/or components/functions implemented in software and/or hardware) in accordance with

some embodiments.

[0027] FIG. 24 is a functional diagram illustrating the service control device link of the
service processor and the service control service link of the service controller in accordance with

some embodiments.

[0028] FIG. 25 is a functional diagram illustrating framing structure of a service
processor communication frame and a service controller communication frame in accordance

with some embodiments.

[0029] FIGS. 26A through 26H provide tables summarizing various service processor

heartbeat functions and parameters in accordance with some embodiments.

[0030] FIGS. 27A through 27P provide tables summarizing various device based service

policy implementation verification techniques in accordance with some embodiments.

[0031] FIGS. 28 A through 28E provide tables summarizing various techniques for
protecting the device based service policy from compromise in accordance with some

embodiments.
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[0032] FIG. 29 is a functional diagram illustrating a device communications stack that
allows for implementing verifiable traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0033] FIG. 30 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0034] FIG. 31 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0035] FIG. 32 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0036] FIG. 33 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0037] FIG. 34 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0038] FIG. 35 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0039] FIG. 36 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0040] FIG. 37 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.
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[0041] FIG. 38 is a functional diagram illustrating a device service processor packet

processing flow in accordance with some embodiments.

[0042] FIG. 39 is another functional diagram illustrating the device service processor

packet processing flow in accordance with some embodiments.

[0043] FIG. 40 is another functional diagram illustrating the device service processor

packet processing flow in accordance with some embodiments.

[0044] FIG. 41 provides a table summarizing various privacy levels for service history

reporting in accordance with some embodiments.

[0045] FIGS. 42A through 42] provide tables summarizing various service policy control

commands in accordance with some embodiments.

[0046] FIGS. 43 A through 43B are flow diagrams illustrating a flow diagram for a
service processor authorization sequence as shown in FIG. 43A and a flow diagram for a service

controller authorization sequence as shown in FIG. 43B in accordance with some embodiments.

[0047] FIGS. 44A through 44B are flow diagrams illustrating a flow diagram for a
service processor activation sequence as shown in FIG. 44A and a flow diagram for a service

controller activation sequence as shown in FIG. 44B in accordance with some embodiments.

[0048] FIGS. 45A through 45B are flow diagrams illustrating a flow diagram for a
service processor access control sequence as shown in FIG. 45A and a flow diagram for a service

controller access control sequence as shown in FIG. 45B in accordance with some embodiments.

[0049] FIG. 46 is a functional diagram illustrating open, decentralized, device based

mobile commerce transactions in accordance with some embodiments.

[0050] FIGS. 47A through 47B are transactional diagrams illustrating open,
decentralized, device based mobile commerce transactions in accordance with some

embodiments.
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[0051] FIG. 48 illustrates a network architecture including a service controller device
control system and a service controller analysis and management system in accordance with

some embodiments.

[0052] FIG. 49 illustrates a network architecture for an open developer platform for

virtual service provider (VSP) partitioning in accordance with some embodiments.

[0053] FIG. 50 illustrates a network architecture including a billing to service controller
interface for accommodating minimum changes in existing central billing, AAA and/or other

network components in accordance with some embodiments.

[0054] FIG. 51 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage functions in accordance with some

embodiments.

[0055] FIG. 52 illustrates a network architecture for locating service controller device

control functions in the access transport network in accordance with some embodiments.

[0056] FIG. 53 illustrates a network architecture for locating service controller device

control functions in the radio access network in accordance with some embodiments.

[0057] FIG. 54 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage including deep packet inspection

functions in accordance with some embodiments.

[0058] FIG. 55 illustrates another network architecture for locating service controller
device control functions with AAA and network service usage including deep packet inspection

functions in accordance with some embodiments.

[0059] FIG. 56 illustrates a 4G/3G/2G DPI/DPC enabled gateway in accordance with

some embodiments.

[0060] FIG. 57 illustrates a network architecture including the VSP workstation server in

communication with the 4G/3G/2G DPI/DPC gateways in accordance with some embodiments.
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[0061] FIG. 58 illustrates another 4G/3G/2G DPI/DPC enabled gateway in accordance

with some embodiments.

[0062] FIG. 59 illustrates another network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

[0063] FIG. 60 illustrates a 4G/3G/2G DPI/DPC enabled gateway and service controller

device control system in accordance with some embodiments.

[0064] FIG. 61 illustrates another network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

[0065] FIG. 62 illustrates another 4G/3G/2G DPI/DPC enabled gateway and service

controller device control system in accordance with some embodiments.

[0066] FIG. 63 illustrates another network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

[0067] FIG. 64 illustrates another network architecture including a system located in the
manufacturing or distribution chain for the device that provides the device provisioning or partial
provisioning, and any pre-activation required for the device to later activate on the network in

accordance with some embodiments.
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DETAILED DESCRIPTION

[0068] The invention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be altered
within the scope of the invention. Unless stated otherwise, a component such as a processor or a
memory described as being configured to perform a task may be implemented as a general
component that is temporarily configured to perform the task at a given time or a specific
component that is manufactured to perform the task. As used herein, the term “processor” refers
to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0069] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to
any embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details
are set forth in the following description in order to provide a thorough understanding of the
invention. These details are provided for the purpose of example and the invention may be
practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0070] With the development and increasing proliferation of mass market digital
communications and content distribution, communication network capacity gains are being
outpaced by growing digital networking demand. For example, some industry experts project
average wireless device usage of four devices per subscriber, with a mixture of general purpose
devices like smart phones and computers along with special purpose devices like music players,

electronic readers, connected (e.g., networked) cameras and connected gaming devices. In
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addition, wire line user service consumption habits are trending toward very high bandwidth
applications that can quickly consume the available capacity and degrade overall network service
experience if not efficiently managed. Because some components of service provider costs go

up with increasing bandwidth, this trend will also negatively impact service provider profits.

[0071] There is a need for a communication system and method that provides for flexible
service plans and management of user network services to provide consumer choice of more

refined service plan offerings and efficient management of network capacity.

[0072] Also, it is becoming increasingly important to more deeply manage the level of
services delivered to networked devices to provide cost effective services that match growing
digital networking usage patterns. For example, access providers can move away from only
billing for basic access and move toward billing for higher level service delivery with example
services including rich Internet access and email, application based billing, content distribution,
entertainment activities, information or content subscription or gaming. In addition, a growing
number of new special purpose and general purpose networked devices are fueling demand for
new service plans, for example, tailored to the new device usage models (e.g., a special service

plan for an e-book reader device).

[0073] As network capabilities grow and new networked device offerings grow, access
network service providers will realize increasing value in opening up their networks to allow
innovation and expanded offerings for network service consumers. However, opening up the
networks to provide efficient third party definition of alternative service and billing models
requires more flexible service and billing policy management solutions. For example, machine
to machine applications such as telemetry, surveillance, shipment tracking and two way power
control systems are example new applications that would require new offerings to make such
available to network service customers. The need to customize service offerings for these new
applications requires more efficient methods for defining, testing and launching new services
with more refined control of service functions and service costs. In some embodiments, this
means billing for different types of service elements, such as total traffic, content downloads,
application usage, information or content subscription services, people or asset tracking services,

real time machine to machine information or electronic commerce transactions.
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[0074] In some embodiments, network user capacity is increased and user service costs
are reduced by managing and billing for service consumption in a more refined manner (e.g., to
satisfy network neutrality requirements). By managing service consumption in a user friendly
manner, the overall service capacity required to satisfy the user device needs can be tailored
more closely to the needs of a given user thereby reducing user service costs and increasing
service provider profits. For example, managing service usage while maintaining user
satisfaction includes service usage policy implementation and policy management to identify,
manage and bill for service usage categories, such as total traffic consumption, content
downloads, application usage, information or content subscription services, electronic commerce
transactions, people or asset tracking services or machine to machine networking services. As
described herein, service activity is used to refer to any service usage or traffic usage that can be
associated with, for example, an application; a network communication end point, such as an
address, uniform resource locator (URL) or other identifier with which the device is
communicating; a traffic content type; a transaction where content or other material, information
or goods are transacted, purchased, reserved, ordered or exchanged; a download, upload or file
transfer; email, text, SMS, IMS or other messaging activity or usage; VOIP services; video
services; a device usage event that generates a billing event; service usage associated with a bill
by account activity (also referred to as billing by account) as described herein; device location;
device service usage patterns, device user interface (UI) discovery patterns, content usage
patterns or other characterizations of device usage; or other categories of user or device activity
that can be identified, monitored, recorded, reported, controlled or processed in accordance with
a set of verifiable service control policies. As will be apparent to one of ordinary skill in the art
in view of the embodiments described herein, some embodiments identify various service
activities for the purpose of decomposing overall service usage into finer sub-categories of
activities that can be verifiably monitored, categorized, cataloged, reported, controlled,
monetized and used for end user notification in a manner that results in superior optimization of
the service capabilities for various levels of service cost or for various types of devices or
groups. In some embodiments, it will be apparent to one of ordinary skill in the art that the terms
service activity or service usage are associated with categorizing and possibly monitoring or
controlling data traffic, application usage, communication with certain network end points, or

transactions, and it will also be apparent that in some embodiments the term service activity is
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intended to include one or more of the broader aspects listed above. The shortened term service
usage can be used interchangeably with service activity, but neither term is intended in general to
exclude any aspect of the other. In some cases, where the terms service usage or service activity
are used, more specific descriptors such as traffic usage, application usage, website usage, and
other service usage examples are also used to provide more specific examples or focus in on a

particular element of the more encompassing terms.

[0075] In some embodiments, employing this level of service categorization and control
is accomplished in a manner that satisfies user preferences. In some embodiments, employing
this level of service categorization and control is accomplished in a manner that also satisfies
government rules or regulations regarding open access, for example, network neutrality
requirements. In some embodiments, service management solutions that also collect and/or
report user or device service usage or service activity behavior to determine how best to meet the
user’s simultaneous desires for service quality and lower service costs are disclosed. For
example, such monitoring and reporting are accomplished in a manner that includes approval by
the user and in a manner that also protects the privacy of user information and service usage

behavior or service activity history.

[0076] In some embodiments, a system and method is disclosed for increasing network
user capacity for wireless networks in the face of increasing service demand per user by
providing for a greater number of base stations, also sometimes referred to as access points, base
terminals, terminal nodes or other well known acronyms, to be more easily and/or more cost
effectively deployed. For example, to simplify the process of deploying base stations, the
installation complexity and the network infrastructure required for the base station to obtain

backhaul service to the various networks that users desire to connect with are reduced.

[0077] In some embodiments, dense base station deployments are simplified by reducing
the requirement to aggregate or concentrate the base station traffic through a specific dedicated
core network infrastructure, so that the base stations connect to the desired user networks
through a more diverse set of local loop, back bone and core routing options. This approach also
reduces network infrastructure equipment, installation and maintenance costs. In some

embodiments, this is accomplished by distributing the network traftic policy implementation and
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control away from the core network by providing for more control for service policy
implementation and management on the end user device and, in some embodiments, in the end
user device with respect to certain service policies and the network (e.g., control plane servers)
with respect to other service policies. For example, this approach facilitates connecting the base
stations directly to the local loop Internet with a minimum of specific dedicated networking

infrastructure.

[0078] In some embodiments, service and transaction billing event capture and logging
are distributed to the device. For example, providing service and transaction billing event
capture and logging at the device provides a greater capability to monitor, classify and control
deeper aspects of service usage or service activity at the device as compared to the relatively less
capability for the same in the network infrastructure (e.g., for certain traffic flows, such as
encrypted traffic flows). Furthermore, billing at the device provides for very specialized with
many different billing and service plans for different device and service usage or service activity
scenario combinations without the problem of attempting to propagate and manage many
different deep packet inspection (DPI) and traffic shaping profiles in the networking equipment
infrastructure. For example, service billing at the device can provide for more sophisticated,

more specialized and more scalable billing and service plans.

[0079] Another form of billing that needs improvement is electronic commerce
transaction billing with device assisted central billing. Today, most central billing and content
distribution models require either centralized content distribution maintained by the central
service provider or central billing authority, or a centralized ecommerce website or portal traffic
aggregation system controlled by the central service provider or central billing provider, or both.
In such systems, content and transaction providers such as media providers, application
developers, entertainment providers, transaction website providers and others must adapt their
mainstream electronic offering and commerce systems, such as shopping experience websites, to
fit within the various proprietary customized infrastructure and content storage solutions for
ecommerce markets, such as BREW® (Binary Runtime Environment for Wireless from
Qualcomm® Inc.), Symbian OS (from Symbian Software Ltd) and Apple iPhone 3G App Store
(from Apple Inc.). This approach requires a large amount of unnecessary custom interface

development and stifles open market creativity for HTTP, WAP or portal/widget based shopping
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destinations and experiences. As disclosed below, a superior approach includes device based
transaction billing for an open ecosystem in which a central billing provider provides users and
ecommerce transaction providers with a central billing solution and experience that does not

require extensive custom development or ecommerce infrastructure interfacing.

[0080] In some embodiments, products that incorporate device assisted service policy
implementation, network services and service profiles (e.g., a service profile includes a set of one
or more service policy settings for the device for a service on the network) are disclosed, as
described below. For example, aspects of the service policy (e.g., a set of policies/policy settings
for the device for network services, typically referring to lower level settings, such as access
control settings, traffic control settings, billing system settings, user notification settings, user
privacy settings, user preference settings, authentication settings and admission control settings)
that are moved out of the core network and into the end user device include, for example, certain
lower level service policy implementations, service usage or service activity monitoring and
reporting including, for example, privacy filtering, customer resource management monitoring
and reporting including, for example, privacy filtering, adaptive service policy control, service
network access control services, service network authentication services, service network
admission control services, service billing, transaction billing, simplified service activation and
sign up, user service usage or service activity notification and service preference feedback and

other service capabilities.

[0081] As discussed below, product designs that move certain aspects of one or more of
these service profile or service policy implementation elements into the device provide several
advantageous solutions to the needs described above. For example, benefits of certain
embodiments include the ability to manage or bill for a richer and more varied set of network
services, better manage overall network capacity, better manage end user access costs, simplify
user or new device service activation, simplify development and deployment of new devices with
new service plans (e.g., service profile and billing/costs information associated with that service
profile), equip central service providers with more effective open access networks for new third
party solutions, simplify the equipment and processes necessary to deploy wireless base stations

and simplify the core networking equipment required to deploy certain access networks.
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[0082] As discussed below, there are two network types that are discussed: a central
provider network and a service provider network. The central provider network generally refers
to the access network required to connect the device to other networks. The central provider
network generally includes the physical layer, the Media Access Control (MAC) and the various
networking functions that can be implemented to perform authentication, authorization and
access control, and to route traffic to a network that connects to the control plane servers, as
discussed below. The service provider network generally refers to the network that includes the
control plane servers. In some embodiments, a central provider network and a service provider
network are the same, and in some embodiments, they are different. In some embodiments, the
owner or manager of the central provider network and the owner or manager of the service

provider network are the same, and in some embodiments, they are different.

[0083] In some embodiments, control of the device service policies is accomplished with
a set of service control plane servers that reside in the access network or any network that can be
reached by the device. This server based control plane architecture provides for a highly
efficient means of enabling third party control of services and billing, such as for central carrier
open development programs or Mobile Virtual Network Operator (MVNO) relationships. As
device processing and memory capacity expands, moving to this distributed service policy
processing architecture also becomes more efficient and economical. In some embodiments,
several aspects of user privacy and desired network neutrality are provided by enabling user
control of certain aspects of device based service usage or service activity reporting, traffic

reporting, service policy control and customer resource management (CRM) reporting.

[0084] In many access networks, such as wireless access networks, bandwidth capacity is
a valuable resource in the face of the increasing popularity of devices, applications and content
types that consume more bandwidth. To maintain reasonable service profit margins, a typical
present service provider practice is to charge enough per user for access to make service plans
profitable for the higher bandwidth users. However, this is not an optimal situation for users

who desire to pay less for lower bandwidth service usage or service activity scenarios.

[0085] Accordingly, in some embodiments, a range of service plan pricing can be

enabled that also maintains service profitability for the service provider, for example, by
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providing a more refined set of management and control capabilities for service profiles. For
example, this approach generally leads to service management or traffic shaping where certain
aspects of a service are controlled down based on service policies to lower levels of quality of
service. Generally, there are three problems that arise when these techniques are implemented.
The first problem is maintaining user privacy preferences in the reporting of service usage or
service activity required to set, manage or verify service policy implementation. This problem is
solved in a variety of ways by the embodiments described below with a combination of user
notification, preference feedback and approval for the level of traffic information the user is
comfortable or approves and the ability to filter service usage or service activity, in some
embodiments, specifically traffic usage or CRM reports so that only the level of information the
user prefers to share is communicated. The second problem is satisfying network neutrality
requirements in the way that traffic is shaped or services are managed. This problem is solved in
a variety of ways as described in the embodiments described below by empowering the user to
make the choices on how service usage, service activity, traffic usage or CRM data is managed
down to control costs, including embodiments on user notification and service policy preference
feedback. By allowing the user to decide how they want to spend and manage their service
allowance or resources, a more neutral or completely neutral approach to network usage can be
maintained by the service provider. The third problem is to help the user have an acceptable and
enjoyable service experience for the lower cost plans that will result in much wider scale
adoption of connected devices and applications but are more constrained on service activity
usage or options or bandwidth or traffic usage. As lower cost service plans are offered, including
plans where the basic connection service may be free, these service plans will require service
provider cost controls to maintain profitability or preserve network capacity that result in lower
limits on service usage or service activity. These lower service usage or service activity limit
plans will result in more users who are likely run over service usage limits and either experience
service shutdown or service cost overages unless they are provided with more capable means for
assistance on how to use and control usage for the lower cost services. This problem is solved in
a variety of ways with a rich collection of embodiments on user notification, service usage and
cost projection, user notification policy feedback, user service policy preference feedback, and
adaptive traffic shaping or service policy implementation. As described herein, some

embodiments allow a wide range of flexible and verifiable service plan and service profile
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implementations ranging from examples such as free ambient services that are perhaps sponsored
by transaction revenues and/or bill by account sponsored service partner revenues, to
intermediately priced plans for basic access services for mass market user devices or machine to
machine communication devices, to more expensive plans with very high levels of service usage
or service activity limits or no limits at all. Several bill by account embodiments also provide for
the cataloging of service usage that is not a direct benefit to end users but is needed for basic
maintenance of the device control channels and access network connection, so that the
maintenance traffic service cost can be removed from the user billing or billed to non-user
accounts used to track or account for such service costs. These embodiments and others result in
a service usage or service activity control capability that provides more attractive device and
service alternatives to end users while maintaining profitability for service providers and their

partners.

[0086] In some embodiments, the above described various embodiments for device based
service policy and/or service profile communications control are implemented using network
based service control, for example, for satisfying various network neutrality and/or privacy
requirements, based on indication(s) received from the device (e.g., user input provided using the
device Ul using the service processor) and network based service control (e.g., using a DPI

service monitor or DPC policy implementation and/or other network elements).

[0087] In some embodiments, a virtual network overlay includes a device service
processor, a network service controller and a control plane communication link to manage
various aspects of device based network service policy implementation. In some embodiments,
the virtual network overlay networking solution is applied to an existing hierarchical network
(e.g., for wireless services), and in some embodiments, is applied to simplify or flatten the
network architecture as will be further described below. In some embodiments, the large
majority of the complex data path network processing required to implement the richer service
management objectives of existing hierarchical networks (e.g., for wireless services) are moved
into the device, leaving less data path processing required in the edge network and in some cases
even less in the core network. Because the control plane traffic between the service control
servers and the device agents that implement service policies can be several orders of magnitude

slower than the data plane traffic, service control server network placement and back-haul
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infrastructure is much less performance sensitive than the data plane network. In some
embodiments, as described further below, this architecture can be overlaid onto all the important
existing access network architectures used today. In some embodiments, this architecture can be
employed to greatly simplify core access network routing and data plane traffic forwarding and
management. For example, in the case of wireless networks, the incorporation of device assisted
service policy implementation architectures can result in base stations that directly connect to the
Internet local loop and the data traffic does not need to be concentrated into a dedicated core
network. This results, for example, in a large reduction in backhaul cost, core network cost and
maintenance cost. These cost savings can be re-deployed to purchase and install more base
stations with smaller cells, which results in higher data capacity for the access network leading to
better user experience, more useful applications and lower service costs. This flattened
networking architecture also results in latency reduction as fewer routes are needed to move
traffic through the Internet. In some embodiments, the present invention provides the necessary
teaching to enable this powerful transformation of centralized network service architectures to a

more distributed device based service architectures.

[0088] Device based billing can be compromised, hacked and/or spoofed in many
different ways. Merely determining that billing reports are being received from the device, that
the device agent software is present and properly configured (e.g., the billing agent is present and
properly configured) is insufficient and easily spoofed (e.g., by spoofing the agent itself,
providing spoofed billing reports using a spoofed billing agent or providing spoofed agent
configurations). Accordingly, in some embodiments, verifiable device assisted and/or network
based service policy implementation is provided. For example, verifiable service usage and/or

service usage billing can be provided as described herein with respect to various embodiments.

[0089] While much of the below discussion and embodiments described below focus on
paid service networks, those of ordinary skill in the art will appreciate that many of the
embodiments also apply to other networks, such as enterprise networks. For example, the same
device assisted network services that create access control services, ambient activation services
and other service profiles can be used by corporate IT managers to create a controlled cost
service policy network for corporate mobile devices. As another example, embodiments

described below for providing end user service control can also allow a service provider to offer
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parental controls by providing parents with access to a website with a web page that controls the

policy settings for the access control networking service for a child’s device.

Network Architecture for Device Assisted/Based Service Control

[0090] FIG. 1 illustrates a simplified (e.g., “flattened”) network architecture in
accordance with some embodiments. As shown, this provides for a simplified service
infrastructure that exemplifies a simplified and “flattened” network architecture in accordance
with some embodiments that is advantageous for wireless network architectures. This also
reduces the need for complex data path protocol interaction between the base station and network
infrastructure. For example, in contrast to a complex edge and core network infrastructure
connecting base stations to the central service provider network, as shown the base stations 125
are connected directly to the Internet 120 via firewalls 124 (in some embodiments, the base
stations 125 include the firewall functionality 124). Accordingly, in some embodiments, a
central provider network is no longer required to route, forward, inspect or manipulate data plane
traffic, because data plane traffic policy implementation is conducted in the device 100 by the
service processor 115. However, it is still an option, in some embodiments, to bring data plane
traffic in from the base stations 125 to a central provider network using either open or secure
Internet routing if desired. Base station control plane communication for access network AAA
(Authentication, Authorization, and Accounting) server 121, DNS/DHCP (Domain Name
System/Dynamic Host Configuration Protocol) server 126, mobile wireless center 132
(sometimes referenced to in part as a home location register (HLR) or other acronym) or other
necessary functions are accomplished, for example, with a secure IP tunnel or TCP connection
between the central provider network and the base stations. The base station 125 is used to refer
to multiple base station embodiments where the base station itself is directly connected to the
RAN, or where the base station connects to a base station controller or base station aggregator
function that in turn connects to the RAN, and all such configurations are collectively referred to
herein as base station 125 in FIG. 1 and most figures that follow that reference base station 125

as described below.

[0091] As shown, the central provider access network is both 3G and 4G capable, the
devices 100 can be either 3G, 4G or multi-mode 3G and 4G. Those of ordinary skill in the art
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will also appreciate that in the more general case, the network could be 2G, 3G and 4G capable,
or the device could be 2G, 3G and 4G capable with all or a subset of Global System for Mobile
(GSM), General Packet Radio Service (GPRS), Code Division Multiple Access (CDMA) 1X,
High Speed Packet Access (HSPA), Evolution Data Optimized (EVDO), Long Term Evolution
(LTE) and WiMax modem capability. If the devices are single mode, then the 3G devices 100
will be activated with a service profile applied to service processor 115 that is consistent with the
3G network capacity and speed, and the 4G devices will be activated with service profiles
applied to service processor 115 that are consistent with 4G network capacity and speed. In both
cases, the same service controller 122 manages services for both sets of devices in accordance
with some embodiments. If the devices are multimode, then the service processor 115 can be
activated with a dual mode service profile capability in which the service profile for 3G offers a
similar rich set of services as the service profile for 4G but with, for example, scaled back
bandwidth. For example, this approach is allows central providers to offer a richer set of service
offerings with 3G and then migrate the same set of service offerings to 4G but with higher
performance. In particular, this approach allows 3G to 4G rich service migration to occur, for
example, with the only change being the increased bandwidth settings in the service profiles that

will be available in 4G at the same cost as 3G with lower service profile bandwidth settings.

[0092] In some embodiments, if the devices are multimode, a network selection policy
implementation within service processor 115 is provided, or in some embodiments, a network
selection policy is driven by policy decisions made in service controller 122 based on service
availability reports received from service processor 115. The network selection policy allows the
selection of the network that corresponds to the most desirable service profile to meet the user’s
service preferences. For example, if the user specifies, within the framework of the service
notification and user preference feedback embodiments described below, that maximum
performance is the most important factor in selecting which access network to connect to, then
the best profile is likely to be the 4G network as 4G is typically faster, except perhaps, for
example, if the device 100 is closer to the 3G base station so that there is a much stronger signal
or if the 4G network is much more heavily loaded than the 3G network. On the other hand, if the
user preference set specifies cost as the most important factor, then depending on the central

provider service costs the 3G network may prove to be the most desirable service profile. This is
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a simple example and many other selection criteria are possible in the network selection

embodiment as discussed further below.

Network Based Service Usage Monitoring for Verification and Other Purposes

[0093] In some embodiments, if the base station data plane traffic is transmitted via the
Internet 120 as discussed above, then IPDRs (Internet Protocol Detail Records, also sometimes
and interchangeably referred to herein as Charging Data Records or CDRs, which as used herein
refer to any network measure of service usage or service activity for voice and/or data traffic
(e.g., IPDRs can include a time stamp, a device ID, and various levels of network measures of
service usage for the device associated with that device ID, such as perhaps total traffic usage,
network destination, time of day or device location)) are generated by and collected from the
access network equipment. Depending on the specific network configuration, as discussed
herein, for a WWAN network the IPDRs can be generated by one or more of the following: base
station 125, RAN or transport gateways and AAA 121. In some access network embodiments,
the IPDRs are transmitted to equipment functions that aggregated the IPDRs for the purpose of
service billing and other functions. Aggregation can occur in the AAA, the transport gateways
or other functions including the billing system 123. As discussed below, it is often the case that
the IPDRs is assumed to be obtained from the AAA server 121 and/or a service usage data store
118 (e.g., a real-time service usage collection stored in a database or a delayed feed service usage
collection stored in a database), or some other network function. However, this does not imply
that the IPDRs may not be obtained from a variety of other network functions, and in some
embodiments, the IPDRs are obtained from other network functions as disclosed herein. In some
embodiments, existing IPDR sources are utilized to obtain network based service usage measures
for multiple purposes including but not limited to service policy or profile implementation
verification, triggering service verification error responds actions, and service notification
synchronization. Certain types of IPDRs can be based on, or based in part on, what are
sometimes referred to as CDRs (Charging Data Records, which can track charges for voice and
data usage) or modifications of CDRs. Although the capability to monitor, categorize, catalog,
report and control service usage or service activity is in general higher on the device than it is in
the network, and, as described herein, device based service monitoring or control assistance is in

some ways desirable as compared to network based implementations, as described herein many
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embodiments take advantage of network based service monitoring or control to augment device
assisted service monitoring or control and vice versa. For example, even though many
embodiments work very well with minimal IPDR service usage or service activity information
that is already available in a network, deeper levels of IPDR packet inspection information in
general enable deeper levels of service monitoring or service control verification, which can be
desirable in some embodiments. As another example, deeper levels of network capability to
control service usage or service activity can provide for more sophisticated error handling in
some embodiments, for example, providing for more options of the Switched Port Analyzer
(SPAN) and network quarantine embodiments as described herein. As another example, in some
embodiments it is advantageous to take advantage of network based service monitoring or
control for those service aspects the network is capable of supporting, while using device
assisted service monitoring or control for the service aspects advantageously implemented on the

device.

[0094] In some embodiments, where base station data plane traffic is backhauled and
concentrated in a central provider core network 110, then the IPDRs can originate in the base
stations or a router or gateway in the central provider network 110, and the IPDRs are collected
at the AAA server 121 and stored in the service usage data store 118. In some embodiments, the
central billing system 123 collects the IPDRs from the AAA server 121 for service billing
accounting purposes. In some embodiments, a central billing system 123 collects the IPDRs
directly from the initial IPDR source or some other aggregator. In some embodiments, outside
partners like MVNOs gain access to the IPDRs from the central billing system 123. As
discussed below, it is assumed that the IPDRs are obtained from the AAA server 121, and it is

understood that the source of the IPDRs is interchangeable in the embodiments.

[0095] In some embodiments, the IPDR information is used by the service processor 115,
the service controller 122 and/or other network apparatus or device apparatus to implement
service control verification is provided as described below. In some embodiments, an IPDR
feed (e.g., also referred to as a charging data record (CDR)) flows between network elements.
For example, an IPDR feed can flow from the RAN gateway 410 (e.g., SGSN 410, BSC packet
control 510 or RNC 512) and the transport gateway 420 (e.g., GGSN or PDSN). In other

embodiments, the IPDRs originate and flow from the base station 125 or some other
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component/element in the network. In some embodiments, one or more of these IPDR feeds is
transmitted to an IPDR aggregation function (e.g., also referred to as a charging gateway). For
example, this aggregation function can be located in the AAA 121, in the mobile wireless center
132 (and/or in the home location register (HLR) or other similar function referred to by other
common industry names), in the transport gateway 420, or in some other network element. This
aggregation function collects the IPDR feeds into a database with an entry for each device 100.
In some embodiments, an intermediate aggregation function is provided that feeds a higher level
aggregation function, for example, the transport gateway 420 can receive IPDR feeds from the
RAN gateway 410 or the base station 125 before sending them to another aggregation function.
At some point in time (e.g., at the end of a specified time period, at the end of a device network
connection session and/or at a specified time of day), the IPDR aggregation function sends
summary information or detailed information of the IPDRs for a given device or group of
devices to the billing system for billing and/or reconciliation. In some embodiments, in which
the IPDR aggregation feed to the billing system is frequent enough for one or more of the IPDR
information purposes described herein, the IPDR feed for the service controller 122 is derived
from the aggregated feed, either by having the billing system 123 transmit it to the service
controller 122, or by copying it from the IPDR aggregation function.

[0096] In some embodiments, the IPDR feed is obtained from the network function that
is generating or aggregating the IPDR feed as described herein. In some embodiments, the IPDR
feed is copied from the aggregation function in a manner that does not interrupt the operation of
the network. For example, a switch based port analysis function can be used to copy the traffic
to a traffic analysis or server element that filters out the IPDR traffic and records it to a data base
that is then either pushed to the service controller 122 (or any other network element that uses
IPDR information as described herein), or is queried by the service controller 122 (or any other
function that uses the IPDR information as described herein). In some embodiments, if the
aggregated IPDR information transmitted to the billing system is delayed from real-time traffic
usage events by an amount of time that is, for example, too long for desired operation, or for any
other reason that makes it less desirable to obtain the IPDR information from the same
aggregated feed used for the billing system 123, the IPDR information can be collected from one
or more of the sources discussed above including, for example, from another aggregation point

(e.g., the feed to the charging gateway, AAA server and/or mobile wireless center/HLR), one or
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more of the gateways 410, 420, 508, 512, 520, 608, 612, 620, 708, 712, 720 the base station 125
and/or another network element. In some embodiments, the IPDR feeds from these or other
network functions are copied to a database as described above, which is either pushed or queried
to get the information to the service controller 122 or other network elements that request the

IPDR information.

[0097] In some embodiments, the service processor 115 includes various components,
such as device agents, that perform service policy implementation or management functions. In
some embodiments, these functions include service policy or implementation verification,
service policy implementation tamper prevention, service allowance or denial, application access
control, traffic control, network access control services, various network authentication services,
service control plane communication, device heartbeat services, service billing, transaction
billing, simplified activation services and/or other service implementations or service policy
implementations. It will be apparent to those of ordinary skill in the art that the division in
functionality between one device agent and another is a design choice, that the functional lines
can be re-drawn in any technically feasible way that the product designers see fit, and that the
placing divisions on the naming and functional breakouts for device agents aids in
understanding, although in more complex embodiments, for example, it can make sense to the
product designer to break out device agent functionality specifications in some other manner in

order to manage development specification and testing complexity and workflow.

[0098] In some embodiments, network control of the service policy settings and services
as discussed above is accomplished with the service controller 122 which in various
embodiments includes one or more server functions. As with the service processor 115 agent
naming and functional break out, it is understood that service controller 122 server naming and
functional breakout is also a design choice and is provided mainly to aid in the discussion. It
will be apparent to those of ordinary skill in the art that the server names and functional
breakouts do not imply that each name is an individual server, and, for example, a single named
function in the various embodiments can be implemented on multiple servers, or multiple named

functions in the various embodiments can be implemented on a single server.
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[0099] As shown, there are multiple open content transaction partner sites 134 (e.g., open
content transaction servers), which represent the websites or experience portals offered by
content partners or ecommerce transaction partners of the service provider. For example,
transaction servers 134 can provide an electronic commerce offering and transaction platform to
the device. In some embodiments, the central provider has ownership and management of the
service controller 122, so the central provider and the service provider are the same, but as
discussed below the service provider that uses the service controller 122 to manage the device
services by way of service processor 115 is not always the same as the central provider who

provides the access network services.

[00100] In some embodiments, further distribution of central provider access networking
functions such as access network AAA server 121, DNS/DHCP server 126, and other functions
are provided in the base stations 125. In some embodiments, network based device service
suspend/resume control are also provided in the base stations 125 (or in some embodiments, for
hierarchical or overlay networks, this function is provided by one or more of the following:

RAN gateways, transport gateways, AAA 121 or some other network function). As shown, the
following are connected (e.g., in network communication with) the central provider network 110:
central provider billing system 123, dedicated leased lines 128 (e.g., for other
services/providers), central provider service controller 122, a content management (e.g., content
switching, content billing, and content catching) system 130, central provider DNS/DHCP server
126, access network AAA server 121, service usage data store 118 and central provider mobile
wireless center 132. These embodiments may be advantageous particularly for flat networks as

that shown in FIG. 1 that are provided by the present invention.

[00101] In some embodiments, the base stations 125 implement a firewall function via
tirewall 124 and are placed directly onto the local loop Internet for backhaul. Voice traffic
transport is provided with a secure protocol with Voice Over IP (VOIP) framing running over a
secure IP session, for example, Virtual Private Network (VPN), IP Security (IPSEC) or another
secure tunneling protocol. In some embodiments, the VOIP channel employs another layer of
application level security on the aggregated VOIP traffic trunk before it is placed on the secure
IP transport layer. Base station control traffic and other central provider traffic can be provided

in a number of ways with secure transport protocols running over Transmission Control Protocol
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(TCP), Internet Protocol (IP) or User Datagram Protocol (UDP), although TCP provides a more
reliable delivery channel for control traffic that is not as sensitive to delay or jitter. One example
embodiment for the control channel is a control link buffering, framing, encryption and secure
transport protocol similar to that described below for the service control link between a device
and the network. In some embodiments, a service control heartbeat function is provided to the
base stations 125 similar to that implemented between the service controller 122 and the service
processor 115 as described below. If the need to maintain a bandwidth efficient control plane
channel between the base stations and the central provider base station control network is not as
critical as it is in the case of access network connection to the device, then there are many other
approaches for implementing a secure control channel over the Internet including, for example,
one or more of various packet encryption protocols running at or just below the application layer,

running TCP Transport Layer Security (TLS), and running IP level security or secure tunnels.

[00102] In some embodiments, the device based services control plane traffic channel
between the service processor 115 and the service controller 122 is implemented over the same
control plane channel used for the flat base station control architecture, or in some embodiments,
over the Internet. As discussed below, it is assumed that the device bases services control plane
channel for service processor 115 to service controller 122 communications is established
through the Internet 120 or through the access network using IP protocols as this is the more
general case and applies to overlay network applications for various embodiments as well as

applications where various embodiments are used to enable flattened access networks.

[00103] In some embodiments, by enabling the device to verifiably implement a rich set of
service features as described herein, and by enabling the base station 125 to connect directly to
the Internet 120 with a local firewall for device data traffic, tunnel the voice to a voice network
with VOIP and secure Internet protocols, and control the base station 125 over a secure control
plane channel using base station control servers located in a central provider network, base
stations 125 can be more efficiently provisioned and installed, because, for example, the base
station 125 can accommodate a greater variety of local loop backhaul options. In such
embodiments, it is advantageous to perform certain basic network functions in the base station

125 rather than the central provider network.
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[00104] In some embodiments, a basic device suspend/resume function for allowing or
disallowing the device Internet access is provided by the base stations 125 (or in some
embodiments, for hierarchical or overlay networks in some embodiments this function is
provided by one or more of the following: RAN gateways, transport gateways, AAA 121 or
some other network function). This functionality, as will be discussed below, is important for
certain embodiments involving taking action to resolve, for example, service policy verification
errors. In some embodiments, this function is performed at the base station (e.g., base stations
125) thereby eliminating the need for a more complex networking equipment hierarchy and
traffic concentration required to perform the suspend/resume function deeper in the network.
Access network base stations control media access and are therefore designed with awareness of
which device identification number a given traffic packet, group of packets, packet flow, voice
connection or other traffic flow originates from and terminates to. In some embodiments, the
suspend/resume function is implemented in the base station 125 by placing an access control
function in the traffic path of each device traffic flow. The suspend resume function can be used
by various network elements, and in the context of the present embodiment can be used by the
service controller 122 (e.g., in some embodiments, access control integrity server 1654 (FIG. 16)
of service controller 122 or other service controller elements) to suspend and resume device
service based on the assessment of the service policy implementation verification status as

described below.

[00105] In some embodiments, at least a basic traffic monitoring or service monitoring
function is performed at the base station (e.g., base stations 125) similar to the service history
records or IPDRs collected deeper in the network in more conventional hierarchical access
network infrastructure architectures. For example, the service or traffic monitoring history
records are advantageous for tracking device network service usage or service activity behavior
and for certain verification methods for device based service policy implementation or higher
device based services as discussed below. In some embodiments, a traffic monitoring function is
provided in the base station 125 in which the traffic for each device is at least counted for total
traffic usage and recorded. In some embodiments, traffic inspection beyond simply counting
total traffic usage is provided. For example, the base station traffic monitor can record and
report IP addresses or include a DNS lookup function to report IP addresses or IP addresses and

associated Uniform Resource Locators (URLs). Another example allows the base station 125 to
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attach location data to the IPDR to provide device location data in the records. In some

embodiments, traffic inspection includes recording deeper levels of traffic or service monitoring,

[00106] In some embodiments, device traffic associated with service verification
conditions indicating service usage is out of policy or profile limits or allowances is routed to a
quarantine network rather than or as an initial alternative to a suspending service. For example,
the advantages for this approach and a more detailed description of the quarantine network are
discussed below. In some embodiments, the quarantine network capability is provided for in
which rather than simply suspending device traffic completely from the network as described
above, the base station 125 includes a firewall function (e.g., firewall 124) that is capable of
passing device access traffic with the quarantine network destinations and blocking device access
to all other destinations. In some embodiments, when it is discovered that service verification
conditions indicate that service usage is out of policy or profile limits or allowances, then one or
more of the following actions are taken: the user is notified of the overage condition, the user is
required to acknowledge the overage condition, the user account is billed for the overage
condition, and the device is flagged for further analysis by a network device analysis function or

a network manager.

[00107] In some embodiments, network complexity is reduced using the device without
moving completely to a flat base station network as described above. Device participation in the
core network services implementation provides for numerous measures for simplifying or
improving network architecture, functionality or performance. For example, two approaches are
discussed below ranging from a simple overlay of the service processor 115 onto devices and the
service controller 122 in a conventional hierarchical access network as illustrated in FIGS. 4
through 7, to a completely flat network as illustrated in FIGS. 1 through 3 and 8. Those of
ordinary skill in the art will appreciate that the disclosed embodiments provided herein can be
combined with the above embodiments and other embodiments involving flat network base
stations to provide several advantages including, for example, richer service capability, less
access network complexity, lower access network expenses, more flexible base station
deployments, or less complex or less expensive base station back haul provisioning and service

Costs.
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[00108] In most of the discussion that follows, the network based service history records
and the network based suspend-resume functionality used in certain embodiments involving
service implementation verification are assumed to be derived from the device service history
1618 (as shown in FIG. 16) central provider network element and the AAA server 121 central
provider network element, and in some embodiments, working in conjunction with other central
provider network elements. It is understood that these functions provided by the network can be
rearranged to be provided by other networking equipment, including the base station as discussed
above. Itis also understood that the network based device traffic monitoring, recording and
reporting to the device service history 1618 element can be accomplished at the base stations.
Furthermore, it is understood that while the AAA server 121 is assumed to provide the
suspend/resume functionality, quarantine network routing or limited network access called for in
some embodiments, the AAA server 121 can be a management device in which the actual
implementation of the traffic suspend/resume, firewall, routing, re-direction forwarding or traffic
limiting mechanisms discussed in certain embodiments can be implemented in the base stations

as discussed above or in another network element.

[00109] In some embodiments, an activation server 160 (or other activation sequencing
apparatus) provides for provisioning, as described below, of the devices 100 and/or network
elements in the central provider network so that, for example, the device credentials can be
recognized for activation and/or service by the network. In some embodiments, the activation
server 160 provides activation functions, as described below, so that, for example, the devices
can be recognized by the network, gain access to the network, be provided with a service profile,
be associated with a service account and/or be associated with a service plan. As shown in FIG.
1, the activation server 160 is connected to the central provider core network 110. In this
configuration, the activation server 160 acts as, an over the network or over the air, activation
function. In some embodiments, the activation server 160, or variations of the activation server
160 as described below, is connected to apparatus in the manufacturing or distribution channel,
or over the Internet 120, or as part of the service controller 122 to service provisioning or
activation functions. In some embodiments, the activation server 160 is connected to the central
provider core network 110. In some embodiments, the activation server 160 is connected to
other network extensions such as an MVNO network or the Internet 120 if, for example, the

routers in the service gateways or base stations have the capability to direct traffic from devices

Attorney Docket No. RALEP007C11C3C2C3C1C1 29

Page 441 of 775



that are not fully activated or provisioned to an Internet destination, or if the service processor
115 is used for such direction. In some embodiments, the activation server 160 is included in the

service controller 122.

[00110] FIG. 2 illustrates another simplified (e.g., “flattened”) network architecture
including an MVYNO (Mobile Virtual Network Operator) relationship in accordance with some
embodiments. As shown, an open MVNO configuration is provided in a simplified network as
similarly described above with respect to FIG. 1. In some embodiments, the service provider
(e.g., service owner) is defined by the entity that maintains and/or manages the service controller
122 associated with and controlling the service processors 115 that are inside the devices 100
using the service. In some embodiments, the service controller 122 requires only a non-real time
relatively low data rate secure control plane communication link to the service processors 115.
Accordingly, in some embodiments, the service controller 122 servers can reside in any network
that can connect to (e.g., be in network communication with) the Internet 120. For example, this
approach provides for a more efficient provisioning of the equipment used to set up an MVYNO
partnership between the central provider and the service provider, and as shown in FIG. 2, an
MVNO network 210 is in network communication with the Internet 120 just as with the central
provider network 110 is in network communication with the Internet 120. As shown, the
following are connected to (e.g., in network communication with) the MVNO core network 210:
MVNO billing system 123, MVNO service controller 122, MVNO content management system
130, MVNO DNS/DHCP server 126, MVNO AAA server 121, and MVNO mobile wireless

center 132.

[00111] By showing two service controllers 122, one connected to (e.g., in network
communication with) the MVNO network 210 and one connected to the central provider network
110, FIG. 2 also illustrates that some embodiments allow two entities on the same access
network to each use the service controller 122 and service processor 115 to control different
devices and offer different or similar services. As described below, the unique secure
communication link pairing that exists between the two ends of the service control link, 1691 and
1638 (as shown in FIG. 16), ensure that the two service controllers 122 can only control the

devices associated with the correct service provider service profiles.
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[00112] FIG. 3 illustrates another simplified (e.g., “flattened”) network architecture
including two central providers in accordance with some embodiments. For example, this
provides for roaming agreements while maintaining rich services across different networks with
completely different access layers. As shown, the mobile devices 100 are assumed to have a
dual mode wireless modem that will operate on both a 4G network, for example LTE or WiMax,
and a 3G network, for example HSPA or EVDO. One example roaming condition would be both
Central Provider #1 and Central Provider #2 providing 3G and 4G network resources. In this
example, the mobile devices 100 can connect to both 3G and 4G base stations 125 owned and
operated by the central provider with whom they have signed up for service, or when neither is
available from the central provider the user signed up with the device can roam onto the other
central provider access network and still potentially offer the same rich service set using the
same service profiles provided, for example, the roaming service costs are reasonable. In some
embodiments, if roaming service costs are significantly more expensive than home network
service costs, then the service processor 115 is configured with a roaming service profile that
reduces or tailors service usage or service activity through a combination of one or more of user
notification, user preference feedback regarding traffic shaping or service policy management
preference collected and acted on by service processor 115, adaptive policy control in service
processor 115 that tracks increasing roaming service costs and scales back service, or recognition
of the change in network that causes the service controller 122 to configure service processor
115 of device 100 with a roaming service profile. In some embodiments, in roaming situations,
network selection can be based on an automatic network selection with network selection being
determined, for example, by a combination of user service profile preferences, service provider
roaming deals and/or available roaming network capabilities and cost, as discussed further

below.

[00113] In some embodiments, the devices 100 are again assumed to be multimode 3G
and 4G devices (e.g., the mobile devices 100 are assumed to have a dual mode wireless modem
that will operate on both a 4G network, for example LTE, and a 3G network, for example HSPA
or EVDO), with the devices 100 being billed for service by Central Provider #1 being, for
example, EVDO and LTE capable, and the devices 100 being billed for service by Central
Provider #2 being, for example, HSPA and LTE capable. For example, the devices 100 can
roam using the 4G LTE network of the roaming central provider when neither the 3G nor 4G
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networks are available with the home central provider. As similarly discussed above with
respect to the above described roaming embodiments, the service processors 115 and service
controllers 122 are capable of providing similar services on the 4G roaming network and the 3G
home network as on the 4G home network, however, the varying costs and available network
capacity and speed differences of 3G home, 4G roaming and 4G home may also encourage the
use of different, such as three different, service profiles to allow for the most effective and

efficient selection and control of services based on the current network.

[00114] FIG. 4 illustrates a network architecture including a Universal Mobile
Telecommunications System (UMTS) overlay configuration in accordance with some
embodiments. As shown, FIG. 4 includes a 4G/3G/2G HSPA/Transport access network operated
by a central provider and two MVNO networks 210 operated by two MVNQO partners. In some
embodiments, the central provider can offer improved service capabilities using a conventional
UMTS network. As shown, the base stations 125 do not connect directly to the Internet 120, and
instead the base stations 125 connect to the conventional UMTS network. However, as in
various previous embodiments, the service processor 115 still connects through the secure
control plane link to service controller 122. In some embodiments, the data plane traffic is
backhauled across the various UMTS network routers and gateways as is the control plane
traffic, and the IPDRs are obtained from the access network AAA server 121. Referring now to
the 4G/3G/2G HSPA/Transport access network as shown in FIG. 4, the LTE/HSPA and
HSPA/GPRS base stations/nodes 125 are in communication with 4G/3G/2G Service/Serving
GPRS Support Nodes (SGSNs) cluster 410 via a radio access network 405, which are in
communication with 4G/3G/2G Gateway GPRS Support Nodes (GGSNs) cluster 420 via an
access transport network 415 (e.g., a GPRS-IP network), which are then in communication with

central provider core network 110.

[00115] As shown in FIG. 4, as discussed elsewhere, service usage data store 118 is a
functional descriptor for a network level service usage information collection and reporting
function located in one or more of the networking equipment boxes attached to one or more of
the sub-networks in the figure (e.g., RAN, transport and/or core networks). As shown in FIG. 4,
service usage 118 is shown as an isolated function connected to the central provider core

network 110 and the intention of this depiction is to facilitate all the possible embodiments for
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locating the service usage 118 function. In some UMTS network embodiments, the service
usage 118 function is located or partially located in the GGSN gateway (or gateway cluster) 420.
In some embodiments, service usage 118 functionality is located or partially located in the SGSN
gateway (or gateway cluster) 410. In some embodiments, service usage 118 functionality is
located or partially located in the equipment cluster that includes the AAA 121 and/or the mobile
wireless center 132. In some embodiments, service usage 118 functionality is located or partially
located in the base station, base station controller and/or base station aggregator, collectively
referred to as base station 125 in FIG. 4 and many other figures described herein. In some
embodiments, service usage 118 functionality is located or partially located in a networking
component in the transport network 415, a networking component in the core network 110, the
billing system 123 and/or in another network component or function. This discussion on the
possible locations for the network based service usage history logging and reporting function can
be easily generalized to all the other figures described herein by one of ordinary skill in the art
(e.g., RAN Gateway 410 and/or Transport Gateway 420), and this background will be assumed

even if not directly stated in all discussion above and below.

[00116] In some embodiments, a central provider provides open development services to
MVNO, Master Value Added Reseller (MVAR) and/or Original Equipment Manufacturer
(OEM) partners. In some embodiments, all three service providers, central provider service
provider, MVNO #1 service provider and MVNO #2 service provider have service control and
billing control of their own respective devices 100 through the unique pairing of the service
processors 115 and service controllers 122. For example, MVNO #1 and MVNO #2 can each
have open development billing agreements with the central provider and each can own their
respective billing systems 123. As shown in FIG. 4, MVNO #1 core network 210 is in
communication with the central provider core network 110 via the Internet 120, and MVNO #2
core network 210 is in communication with the central provider core network 110 via an
alternate landline(LL)/VPN connection 425. In some embodiments, the two MVNOs each offer
completely different devices and/or services, and the devices and/or services also differ
significantly from those offered by the central provider, and the service profiles are adapted as
required to service the different devices and respective service offerings. In addition, the central
billing system 123 allows all three service provider user populations to access ecommerce

experiences from transaction provider partners operating transaction servers 134, to choose
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central provider billing options that combine their third party transaction bills on their service
provider bill, and each subscriber population can experience a service provider specified look
and feel that is unique to the respective service provider even though the different user
populations are interfacing to the same transaction servers and the transaction partners do not
need to require significant custom development to provide the unique central billing and unique

consistent user experience look and feel.

[00117] In some embodiments, a central provider offers open network device and service
developer services using one service controller server 122 (e.g., a service controller server farm)
and allows the open development partners to lease server time and server tools to build their own
service profiles. The central provider also provides service billing on behalf of services to the
open development partners. For example, this reduces costs associated with setting up an
MYVNO network for the open development partners and does not require the partners to give up

significant control or flexibility in device and/or service control.

[00118] FIG. 5 illustrates a network architecture including an Evolution Data Optimized
(EVDO) overlay configuration in accordance with some embodiments. This figure is similar to
FIG. 4 except for the various particular variations of the EVDO network architecture as
compared to the HSPA/GPRS wireless access network architecture as will be apparent to one of
ordinary skill in the art. As shown, FIG. 5 includes an EVDO access network operated by a
central provider and two MVNO networks 210 operated by two MVNO partners. The EVDO
access network includes LTE/EVDO and EVDO/1xRTT base stations 125 in communication
with Base Station Controller (BSC) packet control 508 and radio network controller 512 via a
radio access network (RAN) 505, which are in communication with packet data service node 520
via an access transport network 515, which is in communication with central provider core
network 110. As shown, a RAN AAA server 521 is also in communication with the access

transport network 515,

[00119] In some embodiments, the central provider can offer improved service capabilities
using a wireless access network. As shown, the base stations 125 do not connect directly to the
Internet 120, and instead the base stations 125 connect to the wireless access network. However,

as in various previous embodiments, the service processor 115 still connects through the secure
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control plane link to service controller 122. In some embodiments, the data plane traffic is
backhauled as shown across the various network routers and gateways as is the control plane

traffic, and the IPDRs are obtained from the access network AAA server 121.

[00120] FIG. 6 illustrates a network architecture including a 4G LTE and Wi-Fi overlay
configuration in accordance with some embodiments. This figure is also similar to FIG. 4 except
for the various particular variations of the 4G LTE/Wi-Fi network architecture as compared to
the HSPA/GPRS wireless access network architecture as will be apparent to one of ordinary
skill. As shown, FIG. 6 includes a 4G LTE and Wi-Fi access network operated by a central
provider and two MVNO networks 210 operated by two MVNO partners. The 4G LTE/Wi-Fi
access network as shown includes LTE eNodeB and HSPA/EVDO base stations 125 in
communication with Base Station Controller (BSC) packet control (EVDO & 1xRTT) 608 and
SGSN (HSPA & GPRS) 612 via a radio access network (RAN) 605, which are in
communication with System Architecture Evolution (SAE) Gateway (GW) 620 via an access
transport network 615, which is then in communication with central provider (core) network 110.
As shown, a Mobile Management Entity (MME) server 619 is also in communication with the
access transport network 615. Also as shown, a Wi-Fi Access Point (AP) 602 is also in
communication with the access transport network 615 via Wi-Fi Access Customer Premises
Equipment (CPE) 604. As will be apparent to those of ordinary skill in the art, the embodiments
of network architectures shown, for example, in FIGS. 1-8 are exemplary network architecture
embodiments in which one or more of the shown network elements may not be required or
included, alternative network elements included, and/or additional network elements included
based on network design choices, network standards and/or other functional/design

considerations and choices.

[00121] In some embodiments, the central provider can offer improved service capabilities
using the wireless access network as depicted in FIG. 6. As shown, the base stations 125 do not
connect directly to the Internet 120, and instead the base stations 125 connect to the wireless
access network. However, as in various previous embodiments, the service processor 115 still
connects through the secure control plane link to service controller 122. In some embodiments,
the data plane traffic is backhauled as shown across the various network routers and gateways as

is the control plane traffic, and the IPDRs are obtained from the access network AAA server 121.
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Accordingly, as shown in FIGS. 4 through 6, various embodiments can be implemented
independent of the wireless access network technology, and for example, can be implemented in

3G, 4G and any other wireless access network technology.

[00122] FIG. 7 illustrates a network architecture including a WiMax and Wi-Fi overlay
configuration in accordance with some embodiments. This figure is also similar to FIG. 4 except
for the various particular variations of a combined WiMax/Wi-Fi network as compared to the
HSPA/GPRS wireless access network architecture as will be apparent to one of ordinary skill in
the art. As shown, FIG. 7 includes both a WiMax and Wi-Fi network (e.g., a combined
WiMax/Wi-Fi network) operated by a central provider and two MVNO networks 210 operated
by two MVNO partners. Although the Wi-Fi and WiMax access technologies are different
wireless access networking technologies, with WiMax providing a wide area networking
technology and Wi-Fi providing a local area networking technology, which efficiently operates
using the two wireless access networking capabilities. As similarly discussed above with respect
to the switching between 3G and 4G networks, some embodiments employ the automatic
network selection capability as described above to choose the best available network service
profile, and, for example, the user can force the decision or the service controller can make the
decision. For example, if free Wi-Fi services have adequate coverage, in most cases, the
decision criteria programmed into the automatic network selection algorithm will select Wi-Fi as
long as the Wi-Fi access points are associated with a known and trusted provider. In some
embodiments, transaction billing from central provider billing system 123 or MVNO #1 or
MVNO #2 billing systems 123 will work with the transaction servers when connected over Wi-
Fi just as when connected over any other access technology (including wire line based
connections). The WiMax/Wi-Fi access network as shown includes WiMax base stations 125,
Wi-Fi access points/hotspots 702 and/or Wi-Fi mesh access networks 702 (in some
embodiments, femto cells can be used in addition to and/or as an alternative to Wi-Fi), and Wi-Fi
access customer-premises equipment (CPE) 704 in communication with WiMax service
controller 708 and Wi-Fi service controller 712 via a radio access network 705, which are in
communication with WiMax core gateway 720 via an access transport network 715, which is

then in communication with central provider (core) network 110.
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[00123] In some embodiments, the central provider can offer improved service capabilities
using the wireless access network as depicted in FIG. 7. As shown, the base stations 125 do not
connect directly to the Internet 120, and instead the base stations 125 connect to the wireless
access network. However, as in various previous embodiments, the service processor 115 still
connects through the secure control plane link to service controller 122. In some embodiments,
the data plane traffic is backhauled as shown across the various network routers and gateways as

is the control plane traffic, and the IPDRs are obtained from the access network AAA server 121.

[00124] Referring to FIG. 7, the Wi-Fi connection can be replaced with a femto cell (and
the Wi-Fi modem shown in FIGS. 15D and 15E can be replaced with a femto cell modem (base
station side functionality)). In some embodiments, the service processor 115 is provided on the
femto cell to control subscriber access in a verifiable manner as similarly described herein with
respect to various embodiments (e.g., the Wi-Fi related embodiments). For example, the femto
cell service provider (e.g., the entity that owns the spectrum the femto cell is using) can operate
the femto cell as a local access mechanism for the home subscriber (or other who purchased or
installed the femto cell), and then also use it to provide pay-for-service or additional free
services, with controlled access and/or traffic control and/or service control and/or billing control
performed locally or in combination with network equipment as described herein. In some
embodiments, the WWAN devices being used at home or work with the femto cell include a
portion of the service processor functionality. For example, this allows the service provider for
femto cells to provide service and monetize service in a controlled way even though the femto
cell is not connected to the service provider network the way conventional base stations are
connected to the service provider network, but is connected through the Internet 120. For
example, the secure heartbeat function can be extended to include data traffic so that it is
encrypted and secured along with the control plane traffic. The decision of whether or not to
admit a device onto the femto cell can be made through the service processor 115 connection to
the service controller 122 and subsequent look up of the credentials for the device and the
associated service plan and service profile that is then programmed into the service processor on
the femto cell and/or the device itself. The femto cell can also offer a landing page to devices
through the service processor so that devices that do not belong to the network can gain access to
the network by signing up over the femto cell. For example, the intermediate device

embodiments for Wi-Fi on one end and WW AN on the other can be accomplished by using the
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Wi-Fi connection in the cell phone in AP mode so that it becomes the intermediate device. The
service processor 115 on the cell phone can then act in the same manner as described for the

intermediate device as described herein.

[00125] FIG. 8 illustrates another simplified (e.g., “flattened”) network architecture
including multiple wireless access networks (e.g., 3G and 4G Wireless Wide Area Networks
(WW ANSs)) and multiple wire line networks (e.g., Data Over Cable Service Interface
Specification (DOCSIS) and Digital Subscriber Line Access Multiplexer (DSLAM) wire line
networks) in accordance with some embodiments. It is a common network architecture for
multi-access central providers to have one or more wired access networks and one or more
wireless access networks. As shown, FIG. 8 includes both 3G and 4G wireless access networks,
including a 4G base station 125 and a 3G base station 125, and both DOCSIS and DSLAM wire
line networks (e.g., a combined WW AN/wire line network), including DOCSIS Head End 125
and DSLAM 125, operated by a central provider via central provider (core) network 110 and an

MVNO partner via MVNO network 210 via the Internet 120.

[00126] As shown, the service processor 115 can reside on a number of different types of
devices 100 that work on 3G or 4G wireless, DSL or DOCSIS, and the service controller 122 is
capable of controlling each of these types of devices with a consistent service experience, for
example, using different service profiles, service capabilities and service profile cost options
depending on which network the device is connected to and/or other criteria. For example, a
download of a High Definition (HD) movie can be allowed when the service controller 122 is
managing service profile policies for a service processor 115 residing on a DOCSIS device 100
(e.g., a computer or laptop connected to a cable modem), but not when the same service
controller 122 is managing service profile policies for a service processor 115 residing on a 3G

device 100 (e.g., a smart phone connected to a mobile 3G network).

[00127] As will now be apparent to one of ordinary skill in the art in view of the above
description of FIGS. 1 through 8, the present invention can be provided across any access
network and a set of service profiles can be defined in a variety of ways including, for example,
to user preference feedback, access network performance, access network cost, access network

central provider partnership status with the service provider central provider and roaming deals
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and costs. For example, as discussed below, various embodiments allow for users to have
superior service experiences based on the ability to control certain of their service settings, and
service providers can also more efficiently deploy a greater variety of services/service plans to

users.

[00128] In some embodiments, the service processor 115 and the service controller 122
provide an overlay for existing networks without significantly changing the billing system 123,
gateways/routers or other network components/elements, and also provide verifiable service
monitoring to control services and/or service usage/costs without involving, for example, a
service provider or MVNO (e.g., for smart phone devices and/or laptops or netbooks (or any
other network accessible device) with an unlimited data plan or any other service plan). For
example, applications that are deployed by device owners or service subscribers (e.g., an IT
manager) and do not involve a service provider include roaming services provided as an after-
market product without carrier/service provider involvement. In this example, device activity is
recorded by the service processor 115 and transmitted to the service controller 122 (e.g., the IT
manager controls the service controller 122). In another example, a third party after-market
product is provided in which the service controller 122 is hosted by the third party and the device
management entity (e.g., the IT manager or parents of the device user for parental controls) uses
a secure Virtual Service Provider (VSP) website to control the devices that belong to that
management entity’s device partition (e.g., VSP partitions and techniques are described below
with respect to FIG. 49). The VSP secure website techniques described herein can also be
applied to service provider owned servers with device partitions for the purpose of controlling,
for example, Deep Packet Inspection (DPI) controllers (e.g., DPC policy implementation 5402 as
shown in FIG. 54) to provide similar or substantially equivalent service usage/control
capabilities using network based service control techniques, as similarly described in detail
below with respect to FIGS. 49 and 54 (e.g., IT manager VSP control of a group partition and/or
MVNO VSP control of a group partition).

Service Processor Configurations for Devices

[00129] FIG. 9 illustrates a hardware diagram of a device 100 that includes a service

processor 115 in accordance with some embodiments. As shown in FIG. 9, the service processor
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115 is stored in a non volatile memory 910 and a memory 920 of the device 100. As will be
appreciated by those of ordinary skill in the art, the present invention can operate with virtually
any device architecture, and the device architectures discussed herein (e.g., with respect to FIGS.
9-14 and 15A-15F) are examples of various implementations on certain devices (e.g., of

different representations of device 100).

[00130] As shown in FIG. 9, device 100 also includes a processor 930, sometimes referred
to as a CPU or central processor unit, an APU or application processor unit, a core processor, a
computing device, or many other well known terms. In some embodiments, device 100 includes
one or more processors and/or a multicore processor. As shown, processor 930 includes a sub-
processor 935. In some embodiments, processor 930 and/or sub-processor 935 are based on an
architecture sometimes referred to as a complex instruction set computer or CISC, a reduced
instruction set computer or RISC, a parallel processor, a combination of two or more
architectures or any other processor architecture. In some embodiments, processor 930 has a
design that is based on logic and circuitry from one or more standard design library or published
architecture, or includes specialized logic and circuitry designed for a given device 100 or
collection of such devices. In some embodiments, a device includes more than one processor
and/or sub-processor, and in such a device, one processor and/or sub-processor can have one
architecture while another may have a somewhat different or completely different architecture.
In some embodiments, one or more of the processors and/or sub-processors can have a general
purpose architecture or instruction set, can have an architecture or instruction set that is partially
general or partially specialized, or can have an instruction set or architecture that is entirely
specialized. In some embodiments, a device includes more than one processor and/or sub-
processor, and in such a device, there can be a division of the functionality for one or more
processors and/or sub-processors. For example, one or more processors and/or sub-processors
can perform general operating system or application program execution functions, while one or
more others can perform communication modem functions, input/output functions, user interface
functions, graphics or multimedia functions, communication stack functions, security functions,
memory management or direct memory access functions, computing functions, and/or can share
in these or other specialized or partially specialized functions. In some embodiments, any
processor 930 and/or any sub-processor 935 can run a low level operating system, a high level

operating system, a combination of low level and high level operating systems, or can include
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logic implemented in hardware and/or software that does not depend on the divisions of

functionality or hierarchy of processing functionality common to operating systems.

[00131] As shown in FIG. 9, device 100 also includes non-volatile memory 910, memory
920, graphics memory 950 and/or other memory used for general and/or specialized purposes.
As shown, device 100 also includes a graphics processor 938 (e.g., for graphics processing
functions). In some embodiments, graphics processing functions are performed by processor 930
and/or sub-processor 935, and a separate graphics process 938 is not included in device 100. As
shown in FIG. 9, device 100 includes the following modems: wire line modem 940, WWAN
modem 942, USB modem 944, Wi-Fi modem 946, Bluetooth modem 948, and Ethernet modem
949. In some embodiments, device 100 includes one or more of these modems and/or other
modems (e.g., for other networking/access technologies). In some embodiments, some or all of
the functions performed by one or more of these modems are performed by the processor 930
and/or sub processor 935. For example, processor 930 can implement some or all of certain
WWAN functional aspects, such as the modem management, modem physical layer and/or MAC
layer DSP, modem I/0O, modem radio circuit interface, or other aspects of modem operation. In
some embodiments, processor 930 as functionality discussed above is provided in a separate
specialized processor as similarly shown with respect to the graphics and/or multimedia

processor 938.

[00132] As also shown in FIG. 9, device 100 includes an internal (or external)
communication bus structure 960. The internal communication bus structure 960 generally
connects the components in the device 100 to one another (e.g., allows for intercommunication).
In some embodiments, the internal communication bus structure 960 is based on one or more
general purpose buses, such as AMBA, AHP, USB, PCle, GPIO, UART, SPI, I’C, Fire wire,
DisplayPort, Ethernet, Wi-Fi, Bluetooth, Zigbee, IRDA, and/or any other bus and/or I/O
standards (open or proprietary). In some embodiments, the bus structure is constructed with one
or more custom serial or parallel interconnect logic or protocol schemes. As will be apparent to
one of ordinary skill in the art, any of these or other bus schemes can be used in isolation and/or

in combination for various interconnections between device 100 components.
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[00133] In some embodiments, all or a portion of the service processor 115 functions
disclosed herein are implemented in software. In some embodiments, all or a portion of the
service processor 115 functions are implemented in hardware. In some embodiments, all or
substantially all of the service processor 115 functionality (as discussed herein) is implemented
and stored in software that can be performed on (e.g., executed by) various components in device
100. FIG. 9 illustrates an embodiment in which service processor 115 is stored in device
memory, as shown, in memory 920 and/or non-volatile memory 910, or a combination of both.
In some embodiments, it is advantageous to store or implement certain portions or all of service
processor 115 in protected or secure memory so that other undesired programs (and/or
unauthorized users) have difficulty accessing the functions or software in service processor 115.
In some embodiments, service processor 115, at least in part, is implemented in and/or stored on
secure non-volatile memory (e.g., non volatile memory 930 can be secure non-volatile memory)
that is not accessible without pass keys and/or other security mechanisms. In some
embodiments, the ability to load at least a portion of service processor 115 software into
protected non-volatile memory also requires a secure key and/or signature and/or requires that
the service processor 115 software components being loaded into non-volatile memory are also
securely encrypted and appropriately signed by an authority that is trusted by a secure software
downloader function, such as service downloader 1663 as discussed below (and as shown in FIG.
16). In some embodiments, a secure software download embodiment also uses a secure non-
volatile memory. Those of ordinary skill in the art will also appreciate that all memory can be
on-chip, off-chip, on-board and/or off-board. In some embodiments, the service processor 115
which as shown in FIG. 9 is stored or implemented in non volatile memory 910 and memory

920, can be implemented in part on other components in device 100.

[00134] As shown, device 100 also includes a user interfaces device component 980 for
communicating with user interface devices (e.g., keyboards, displays and/or other interface
devices) and other I/O devices component 985 for communicating with other I/O devices. User
interface devices, such as keyboards, display screens, touch screens, specialized buttons or
switches, speakers, and/or other user interface devices provide various interfaces for allowing

one or more users to use the device 100.
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[00135] FIG. 10 illustrates another hardware diagram of a device 100 that includes a
service processor 115 in accordance with some embodiments. As shown in FIG. 10, the service
processor 115 is implemented on the processor 930 of the device 100. In some embodiments,
this implementation can be in part or whole accomplished in software stored, implemented
and/or executed on the processor 930. In some embodiments, the implementation and/or
execution can be in part or whole accomplished in hardware that is on the processor 930. While
the service processor 115 is shown in FIG. 10 as stored, implemented and/or executed on the
processor 930, in other embodiments, the service processor 115 is implemented in part on other

components in device 100, for example, as discussed below.

Service Processor Implemented on a Communications Modem

[00136] FIG. 11 illustrates another hardware diagram of a device 100 that includes a
service processor 115 in accordance with some embodiments. As shown in FIG. 11, the service
processor 115 is implemented on the WWAN modem 942 of the device 100. In some
embodiments, this implementation can be in part or whole accomplished in software stored,
implemented and/or executed on the WWAN modem 942. In some embodiments, the
implementation and/or execution can be in part or whole accomplished in hardware that is on the
WWAN modem 942. In some embodiments, service process 115 is implemented on another

modem component of device 100 and/or one or more of the modem components of device 100.

[00137] In some embodiments, the service processor 115 is implemented on a modem
processor (e.g., WWAN modem 942 or WWAN/Wi-Fi modem), and the service processor 115
can be installed and/or executed in protected and/or secure memory or processor hardware on the
modem. The modem memory can be made robust to hacking or tampering and, in some
embodiments, is only accessible from a secure network management channel or secure device
management port and not by most end users. In some embodiments, a portion of the service
processor 115 is implemented on a modem processor (e.g., WWAN modem 942 hardware or
software), and a portion of the service processor 115 is implemented on another device 100
processor 930. For example, the device service monitor agent 1696 and one or more service
usage measurement points (see discussion associated with FIG. 21) can be implemented on a

modem processor, and other service processor 115 elements can be implemented in the main
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device operating system processor 930. As another example, a second (or first) service monitor
agent 1696 and one or more service usage measurement points can be implemented on a modem
processor, and a first (or second) service monitor 1696 with one or more service measurement
points can be implemented on the main operating system processor 930 for device 100. For
example, such embodiments can be configured to provide a service usage measurement and
reporting system that offers a diversified countermeasure to protect against hacking, tampering
or other errors for device based service usage measurements that can be made harder to hack or
tamper with than certain software embodiments on the processor 930. For example, such
embodiments can be employed when one or more of the following capabilities are not available:
network based service usage measures, network based service profile or policy implementation
verification measures, and network based service usage verification error response action

capabilities.

[00138] In some embodiments, certain portions of the service processor 115 that deal with
application layer service monitoring or traffic flow identification (e.g., tagging or traffic flow
shaping as disclosed elsewhere) are implemented on a main processor 930, and other portions of

the service processor 115 are implemented on a modem processor (e.g., WWAN modem 942).

[00139] In some embodiments, the WWAN modem is a wide area access technology
modem such as 2G, 2.5G, 3G or 4G. As discussed above and below, the connection to the
WWAN modem 942 can be a connection internal to device 100, for example a USB, GPIO,
AMBA or other bus, or can be a connection that extends external to the device such as for
example a USB, Ethernet, Wi-Fi, Bluetooth or other LAN or PAN connection. Three example
embodiments in which the bus is internal to the device are as follows: a PCle modem card
running over USB or PCle, a GPIO connection running from a processor 930 chipset to a modem
chipset inside a mobile device, or a Wi-Fi connection running from a Wi-Fi modem inside of
device 100 to an intermediate modem or networking device combination that forwards the access
network traffic between the access network connection and the device via the Wi-Fi connection.
In some embodiments, in addition to the service processor 115 being implemented on the
WWAN modem 942 either internal or external to the device 100, similarly service processor 115
can be implemented on a wire line modem 940, such as DSL, Cable or fiber, another wireless

LAN or PAN modem, such as Wi-Fi, Zigbee, Bluetooth modem 948, White Space, or some other
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modem, connected internal to device 100 or external to device 100 via a LAN or PAN extension

of internal or external communications bus structure 960.

[00140] In some embodiments, a complete turn-key reference design product for the
device modem (one or more of 942, 946, 948, 949, 944, 940) combined with a built-in service
processor 115, possibly with a well defined and documented application interface and a well
defined and documented service processor developers kit (SPDK) provides for a powerful
product embodiment for the purpose of achieving mass market distribution and usage for the
modem with service processor 115 and associated service controller 122 features. For example,
embodiments that include the WWAN modem 942, possibly in combination with one or more
additional modems including Wi-Fi modem 946, bluetooth modem 948, USB modem 944 and
Ethernet modem 949, can be combined with a pre-tested or pre-certified integrated embodiment
of the service processor 115, possibly in combination with a well defined API for writing
software applications that interface to, reside on or communicate with this turn-key modem
embodiment. As disclosed herein, the advantageous capabilities of the service processor 115,
possibly in conjunction with the service controller 122, to assist in monitoring, control, billing
and verification for services is made more available for device 100 manufacturers in such a form,
because the manufacturers do not need to spend as much time and resources to develop a custom
modem only for a subset of devices that the turn-key modem can be used to support. In some
embodiments, the service processor 115, as discussed herein, can be configured to provide
device assisted service monitoring, control, billing and/or verification across not just when
connected to the WWAN network via the WWAN modem, but also when connected to the other
networks corresponding to the other access modems included in the turn-key combined module
plus service processor 115 (or SPDK or chipset plus service processor 115) design. The pre-
integrated service processor 115 and API possibly in combination with testing and certification
can be packaged in a small form factor that may have standardized interfaces such as USB, PCle,
firewire, Display Port, GPIO, or other interface. The form factor may be miniaturized into
standard configurations such as minicard, half minicard or even smaller form factors, or it can be
designed into a non-standard or proprietary form factor. The module form factor can be well
documented to simplify integration into various device 100 designs. The SPDK embodiments
can be designed to contain one or more of the following: hardware integration and use

documentation, software integration documentation, software programming documentation,
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application interface documentation, service controller documentation, overall testing guidelines
and overall use guidelines. In some embodiments, the modem module can be integrated with
the service processor 115 functionality as a combined chipset, firmware and/or software product,
with other SPDK features very similar to those listed above. The service controller
programming guide for these turn-key embodiments can also be documented for the SPDK
service processor 115 software, turn-key module with service processor 115 or integrated chipset
with service processor 115. Accordingly, these embodiments provide various solutions to
simplify the OEM task of integrating, developing, testing and shipping device 100 products (or
integrated networking device products) with any of the device assisted service monitoring,

control, billing or verification capabilities disclosed herein.

[00141] FIG. 12 illustrates another hardware diagram of a device 100 that includes a
service processor 115 in accordance with some embodiments. As shown in FIG. 12, the service
processor 115 is implemented on the other I/O devices component 980 of the device 100. In
some embodiments, this implementation can be in part or whole accomplished in software
stored, implemented and/or executed on the other I/O devices component 980 (e.g., a SIM/USIM
card or other secure hardware I/O device). In some embodiments, the implementation and/or
execution can be in part or whole accomplished in hardware that is on the other I/O devices

component 980.

[00142] As discussed above, various embodiments include product designs in which the
service processor 115 resides on device volatile or non-volatile memory (see FIG. 9), the device
application processor or CPU (see FIG. 10), the wireless access modem (see FIG. 11) (or any
other modem), or another I/O device (see FIG. 12). While these are just a few of the example
service processor 115 placement embodiments, these embodiments show that the placement of
where the software or hardware for implementing the service processor 115 can reside in the
device 100 is very flexible and can be implemented in a myriad of places and ways depending on

the device and/or other technical design choices.

[00143] FIG. 13 illustrates another hardware diagram of a device 100 that includes a
service processor 115 implemented in external memory of a System On Chip (SOC) 1310 in

accordance with some embodiments. As shown in FIG. 13, the service processor 115 is

Attorney Docket No. RALEP007C11C3C2C3C1C1 46

Page 458 of 775



implemented on the external memory 1320 of the device 100. In some embodiments, this
implementation can be in part or whole accomplished in software stored, implemented and/or
executed on the external memory 1320. In some embodiments, the implementation and/or
execution can be in part or whole accomplished in hardware that is on the external memory
1320. In some embodiments, SOC chipset 1310 and external memory 1320 provide a portion or

all of the hardware of device 100.

[00144] FIG. 14 illustrates another hardware diagram of a device 100 that includes a
service processor 115 implemented in external memory of a System On Chip (SOC) 1310 in
accordance with some embodiments. As shown, the service processor 115 is stored in a non
volatile memory 910 and a memory 920 of the SOC chipset 1310, as similarly discussed above
with respect to FIG. 9. In some embodiments, SOC chipset 1310 and external memory 1320

provide a portion or all of the hardware of device 100.

[00145] As similarly discussed above with respect to FIGS. 9 through 12, various
embodiments include product designs including the SOC chipset 1310 in which the service
processor 115 resides on internal volatile or non-volatile memory 910 of the SOC chipset 1310
(see FIG. 14), the device application processor or CPU 930 and/or sub processor 935, the
modems 940, 942, 944, 946, 948, and/or 949 (or any other modem), another I/O device 985,
and/or external memory 1320 (see FIG. 13) (and/or any combinations thereof). While these are
just a few of the example service processor 115 placement embodiments, these embodiments
show that the placement of where the software or hardware for implementing the service
processor 115 can reside in the SOC chipset 1310 and/or the external memory 1320 of the device
100 is very flexible and can be implemented in a myriad of places and ways depending on the

device and/or other technical design choices.

[00146] The above discussion with respect to FIGS. 9 through 14 illustrating various
internal hardware embodiments for device 100 applies equally to this partitioning of device
functionality or any other partitioning of how the components in device 100 are configured,
whether they are all separate components, some of the components are combined into a single
chipset but there are still multiple chipsets, or all of the components are combined into a chipset.

For example, FIGS. 9 through 14 illustrating various internal hardware embodiments for device
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100 show several access modem components including the wire line modem 940, wireless wide
area network (WWAN) modem 942, USB modem 944, Wi-Fi modem 946, Bluetooth modem
948, and Ethernet modem 949. In some embodiments, wire line modem 940 is a DSL or cable
modem such as DOCSIS, or some other modem with a hard connection such as fiber. In some
embodiments, as discussed above and below, connection to the wire line or wireless access
network is accomplished through an extension of the internal or external communications bus
structure 960. For example, such an extension is accomplished using one or the other modem:s,
such as Wi-Fi modem 946 or Ethernet modem 949, connecting to a local area network that in
turn connects to the access network via a device that bridges the local area network to the access
network. One of ordinary skill in the art will appreciate that when discussing device connection
to any access network the connection can be via a direct connection to the network, such as a 3G
or 4G WWAN modem 942 connection to a 3G or 4G WWAN network, or can be a connection to
the access network through an intermediate connection, such as a Wi-Fi modem 946 connection
to a modem or networking device combination that has a Wi-Fi LAN connection and a 3G or 4G
network access network connection. Another example of an extended modem connection
embodiment includes a Wi-Fi modem 946 device connection to a modem or networking device
combination that includes a Wi-Fi LAN connection and a DOCSIS or DSL network access
connection. Other examples of such combinations will be readily apparent to one of ordinary

skill in the art.

Service Processor Configurations for Intermediate Networking Devices

[00147] FIGS. 15A through 15F illustrate hardware diagrams of a device 100 that include
a service processor 115 and a bus structure extension 1510 using intermediate modem or
networking device combinations in accordance with various embodiments . For example, FIGS.
15A through 15E illustrate various extended modem alternatives for access network connection
through an intermediate modem or networking device combination that has a connection (e.g.,

LAN connection) to one or more devices 100.

[00148] In some embodiments, device 100 includes a 3G and/or 4G network access
connection in combination with the Wi-Fi LAN connection to the device 100. For example, the

intermediate device or networking device combination can be a device that simply translates the
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Wi-Fi data to the WWAN access network without implementing any portion of the service
processor 115 as shown in FIG. 15B. In some embodiments, an intermediate device or
networking device combination includes a more sophisticated implementation including a
networking stack and some embodiments a processor, as is the case for example if the
intermediate networking device or networking device combination includes a router function, in
which case the service processor 115 can be implemented in part or entirely on the intermediate
modem or networking device combination. The intermediate modem or networking device
combination can also be a multi-user device in which more than one user is gaining access to the
3G or 4G access network via the Wi-Fi LAN connection. In the case of such a multi-user
network, the access network connection can include several managed service links using
multiple instantiations of service processor 115, each instantiation, for example, being
implemented in whole or in part on device 100 with the intermediate modem or networking
device combination only providing the translation services from the Wi-Fi LAN to the WWAN

access network.

[00149] Referring now to FIGS. 15A, 15C, 15D, and 15E, in some embodiments, the
service processors 115 are implemented in part or in whole on the intermediate modem or
networking device combination. In the case where the service processor 115 is implemented in
part or in whole on the intermediate modem or networking device combination, the service
processor 115 can be implemented for each device or each user in the network so that there are
multiple managed service provider accounts all gaining access through the same intermediate
modem or networking device combination. In some embodiments, the functions of service
processor 115 are implemented on an aggregate account that includes the WWAN access
network traffic for all of the users or devices connected to the Wi-Fi LAN serviced by the
intermediate modem or networking device combination. In some embodiments, the central
provider can also provide an aggregated account service plan, such as a family plan, a corporate
user group plan and/or an instant hotspot plan. In the case where there is one account for the
intermediate modem or networking device combination, the intermediate modem or networking
device combination can implement a local division of services to one or more devices 100 or
users in which the services are controlled or managed by the intermediate modem or networking
device combination or the device 100, but the management is not subject to service provider

control and is auxiliary to the service management or service policy implementation performed
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by service processors 115. In some embodiments, another service model can also be supported
in which there is an aggregate service provider plan associated with one intermediate modem or
networking device combination, or a group of intermediate modems or networking device
combinations but where each user or device still has its own service plan that is a sub-plan under
the aggregate plan so that each user or device has independent service policy implementation
with a unique instantiation of service processor 115 rather than aggregate service policy
implementation across multiple users in the group with a single instantiation of service processor

115.

[00150] As shown in FIGS. 15A and 15C, in some embodiments, device 100 includes a
Wi-Fi modem 946, a Wi-Fi modem 946 combined with a 3G and/or 4G WWAN modem 1530 on
intermediate modem or networking device combination 1510, and the intermediate modem or
networking device combination forwards WWAN access network traffic to and from device 100
via the Wi-Fi link. For example, the service processor 115 can be implemented in its entirety on
device 100 and the service provider account can be associated exclusively with one device. This
is an embodiment associated with one or more of FIGS. 29, 31, 32 or 34 discussed below, in
which the modem bus represents the Wi-Fi LAN connection via the Wi-Fi modem 946.
Similarly, as shown in FIGS. 15A and 15D, such an implementation can be provided using a
different access modem and access network, such as a 2G and/or 3G WWAN, DSL wire line,
cable DOCSIS wire line or fiber wire line configuration in place of the 3G and/or 4G access
network connection to the intermediate modem or networking device combination 1510. In
addition, various other embodiments similarly use DSL as shown in FIGS. 15A and 15E, USB,
Ethernet, Bluetooth, or another LAN or point to point connection from device 100 to the

intermediate modem or networking device combination 1510.

[00151] In some embodiments, a portion of the service processor 115 is implemented on
the device 100, such as the application interface agent 1693 and other supporting agents (see
FIG. 16), and another portion of the service provider 115 is implemented on the intermediate
modem or networking device combination, such as policy implementation agent 1690 or
possibly modem firewall 1655 as well as other agents (see FIG. 16). This is an embodiment
associated with one or more of FIGS. 30 or 36 discussed below, in which the modem bus in the

figure represents the Wi-Fi LAN connection via the Wi-Fi modem 946. In this example, the
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service provider 115 can still offer individual service plans associated exclusively with one
device, or can offer an aggregate plan in which the portion of the service processor 115 located
on the intermediate modem or networking device combination 1510 aggregates service plans into
one WWAN connection but each individual device 100 has a unique service interface via the
application interface agents and associated agents located on device 100. Similarly, such an
implementation can be provided using a different access modem and access network, for
example a 2G and/or 3G WWAN, DSL wire line, cable DOCSIS wire line or fiber wire line
configuration in place of the 3G and/or 4G access network connection to the intermediate
modem or networking device combination 1510. In addition, various other embodiments
similarly use USB, Ethernet, Bluetooth, or another LAN or point to point connection from device

100 to the intermediate modem or networking device combination 1510.

[00152] In some embodiments, all of the service processor 115 is implemented on the
intermediate modem or networking device combination 1510 and the aggregate device or user
traffic demand from the LAN port is serviced through one service provider service plan account.
This is an embodiment associated with FIG. 35 in which as discussed below the modem bus in
the figure represents the Wi-Fi LAN connection via the Wi-Fi modem 946. Similarly, such an
implementation can be provided using a different access modem and access network, for
example a 2G and/or 3G WWAN, DSL wire line, cable DOCSIS wire line or fiber wire line
configuration in place of the 3G and/or 4G access network connection to the intermediate
modem or networking device combination 1510. In addition, various other embodiments
similarly use USB, Ethernet, Bluetooth, or another LAN or point to point connection from device

100 to the intermediate modem or networking device combination 1510.

[00153] In some embodiments, the device 100 uses the on-board WWAN modem 942
when it is outside of Wi-Fi LAN coverage area for one or more trusted access networks for the
device, and when the device comes within range of a Wi-Fi network associated with a
intermediate modem or networking device combination connected to a trusted wire line access
network, the device can switch to the Wi-Fi link service to connect service processor 115 to the
trusted wire line access network. In some embodiments, the decision to switch to the Wi-Fi
LAN associated with a trusted wire line access network can be made automatically by the device

based on the policy implementation rules settings for the modem selection and control 1811
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and/or the policy control agent 1692, can be made by the user, or can be made by the service
controller 122 (see FIG. 18). In addition, various other embodiments similarly use USB,
Ethernet, Bluetooth, or another LAN or point to point connection from device 100 to the

intermediate modem or networking device combination 1510.

[00154] FIG. 15F illustrates another hardware diagram of a device 100 that includes a
service processor 115 and a bus structure extension 1510 using intermediate modem or
networking device combinations in accordance with various embodiments . In some
embodiments, more than one access network connection is implemented in the intermediate
modem or networking device combination 1510. This allows the device 100 to potentially
connect through the intermediate modem or networking device combination with a choice of
access network services. An example of such an embodiment is illustrated in FIG. 15F in which
an access network router (e.g., an enterprise router) connected to a LAN with a wire line primary
backhaul connection and a back up WWAN connection, for example 3G or 4G, to provide access
services when the primary wire line connection fails. As discussed above, the service provider
service profile for service processor 115 and the service plan account can be set up as an
aggregate account with multiple users connected to the LAN. The service provider can elect to
use an embodiment that includes a portion of the service processor 115 on each device 100 so
that the account can be managed for each user or each device, or the service provider can elect to
implement all of the necessary features in the service processor 115 on the intermediate modem
or networking device combination so that there is no visibility to the individual devices 100 or

users.

[00155] As described herein, various embodiments provide many service policy
implementation options that can enhance the service provider control of the service experience
and cost, or enhance the user control of the service experience and cost by providing a verifiable
or compromise resistant solutions to manage service policy implementation on the intermediate
modem or networking device combination, for one or both of the WWAN or wire line access
networks, when the WWAN access network is active, or when the WWAN access network is
inactive. The level of service control, user preference feedback and service policy
implementation verification or compromise resistance enabled by these embodiments improves

the offered back up services and primary wire line services. One of ordinary skill in the art will
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also now appreciate that any number of wire line and/or wireless network access connections can
be supported by the various embodiments as described herein, with any number of device
architectures and architectures for intermediate modem or networking device combinations
bridging the device to the access network of choice. Accordingly, various embodiments provide
a verifiable managed service architecture, design and implementation for any number of single
access and/or multi-access networks in which the service account can be consistent across
multiple networks, and the service policies can be changed from network to network as deemed
appropriate by the service provider with service notification, service cost control and privacy

preference inputs from the user.

[00156] In various embodiments, the verification embodiments discussed herein for
service policy implementation verification or service policy implementation compromise
protection can be applied. In some embodiments, rather than attaching a service provider service
plan account to a single device, it is attached to (e.g., associated with) a user. For example, when
the user logs onto an access network with a service controller controlled by a service provider,
regardless of what device the user logs onto with the user’s service plan profile can be
automatically looked up in the central billing system 123 and dynamically loaded (e.g.,
downloaded) onto the device 100 from the service controller 122 (e.g., a service profile provided
on demand based on the user’s identity). In some embodiments, in addition to dynamically
loading the user’s service policy implementation and control settings, one or more of the user’s
preferences including notification, service control, traffic monitor reporting privacy and
Customer Relationship Management (CRM) reporting privacy are also dynamically loaded. For
example, this allows the user to have the same service settings, performance and experience
regardless of the device the user is logged into and using on the network. In addition, as
discussed herein, in the various embodiments that call for roaming from one type of access
network to another, the user service plan profile, that includes all of the above in addition to the
service plan profile changes that take effect between different types of access network, can be
used on any device and on any network, providing the user with a verifiable or compromise

resistant, consistent service experience regardless of network or device.

[00157] Many of the embodiments described herein refer to a user using device 100. Itis

understood that there are also applications for these various embodiments that do not involve
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user interfaces. Examples of such applications include equipment, apparatus or devices for
automation, telemetry, sensors, security or surveillance, appliance control, remote machine to
machine data connections, certain remote access configurations, two way power metering or
control, asset tracking, people tracking or other applications in which a human user interface is

not required for device 100.

[00158] Various embodiments of the device 100 described above include other I/O
devices 985. In some embodiments, these other devices include other modems, other special
purpose hardware components, and/or other I/O devices or drivers or modems to connect to other
I/0 devices. In some embodiments, these other devices include a Subscriber Identity Module
(SIM) or Universal Subscriber Identity Module (USIM) device. In some embodiments, it is
advantageous to implement some or all of the service processor 115 functions on an embodiment
of device 100 that includes a SIM and/or a USIM. In some embodiments, the other I/O devices
985 include a hardware device designed to implement a portion or all of the service processor
115 functions. For example, this is advantageous in cases in which the original device 100 was
not manufactured with the service processor 115; in cases in which dedicated hardware is desired
to improve one or more aspects of service processor 115 performance; allowing users, for
example, to have the same service settings, performance and experience regardless of the device
the user is using on the network by using such a SIM and/or USIM (e.g., or implemented as a
type of dongle); and/or in cases in which a separate component is desired to assist in compromise

protection for one or more aspects of service processor 115.

[00159] As discussed above, some embodiments described herein provide for billing of
certain access services. In some embodiments, various applications do not require or involve
billing of certain services. For example, applications like enterprise IT (Information
Technology) group management of enterprise workforce access policy implementation or access
cost control or access security policy, privacy control, parental control, network quality of
service control or enhancement, private network services, free access services, publicly funded
access services, flat rate no-options service and other services, or other examples that will be
apparent to one of ordinary skill in the art do not require billing functionality but benefit from

many other aspects of various embodiments.
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Service Processor and Service Controller for Verifiable Service Monitoring, Notification

and Control

[00160] FIG. 16 is a functional diagram illustrating a device based service processor 115
and a service controller 122 in accordance with some embodiments. For example, this provides
relatively full featured device based service processor implementation and service controller
implementation. As shown, this corresponds to a networking configuration in which the service
controller 122 is connected to the Internet 120 and not directly to the access network 1610. As
shown, a data plane (e.g., service traffic plane) communication path is shown in solid line
connections and control plane (e.g., service control plane) communication path is shown in
dashed line connections. As previously discussed, it is understood that the division in
functionality between one device agent and another is based on, for example, design choices,
networking environments, devices and/or services/applications, and various different
combinations can be used in various different implementations. For example, the functional
lines can be re-drawn in any way that the product designers see fit. As shown, this includes
certain divisions and functional breakouts for device agents as an illustrative implementation,
although other, potentially more complex, embodiments can include different divisions and
functional breakouts for device agent functionality specifications, for example, in order to
manage development specification and testing complexity and workflow. In addition, the
placement of the agents that operate, interact with or monitor the data path can be moved or re-
ordered in various embodiments. For example, as discussed below in some embodiments, one or
more of the policy implementation or service monitoring functions can be placed on one of the
access modems located below the modem driver and modem bus in the communication stack as
illustrated in certain figures and described herein. As discussed below, some simplified
embodiment figures illustrate that not all the functions illustrated in all the figures are necessary
for many designs, so a product/service designer can choose to implement those functions
believed to be most advantageous or sufficient for the desired purposes and/or environment. The

functional elements shown in FIG. 16 are described below.

[00161] As shown, service processor 115 includes a service control device link 1691. For
example, as device based service control techniques involving supervision across a network

become more sophisticated, it becomes increasingly important to have an efficient and flexible
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control plane communication link between the device agents and the network elements
communicating with, controlling, monitoring, or verifying service policy. In some embodiments,
the service control device link 1691 provides the device side of a system for transmission and
reception of service agent to/from network element functions. In some embodiments, the traffic
efficiency of this link is enhanced by buffering and framing multiple agent messages in the
transmissions. In some embodiments, the traffic efficiency is further improved by controlling
the transmission frequency or linking the transmission frequency to the rate of service usage or
traffic usage. In some embodiments, one or more levels of security or encryption are used to
make the link robust to discovery, eavesdropping or compromise. In some embodiments, the
service control device link 1691 also provides the communications link and heartbeat timing for
the agent heartbeat function. As discussed below, various embodiments disclosed herein for the
service control device link 1691 provide an efficient and secure solution for transmitting and
receiving service policy implementation, control, monitoring and verification information with

other network elements.

[00162] In some embodiments, the service control device link 1691 agent messages are
transmitted asynchronously as they are generated by one or more of the service agents. In some
embodiments, the service control device link 1691 performs collection or buffering of agent
messages between transmissions. In some embodiments, the service control device link 1691
determines when to transmit based potentially on several parameters including, for example, one
or more of the following parameters: periodic timer trigger, waiting until a certain amount of
service usage or traffic usage has occurred, responding to a service controller message,
responding to a service controller request, initiated by one or more agents, initiated by a
verification error condition, initiated by some other error or status condition. In some
embodiments, once a transmission trigger has occurred, the service control device link 1691

assembles all buffered agent communications and frames the communications.

[00163] In some embodiments, the transmission trigger is controlled by waiting for an
amount of service usage, such as waiting until a certain amount of data traffic has passed, which
reduces the control plane communication channel traffic usage to a fraction of the data plane
traffic. For example, this approach preserves network capacity and reduces service cost even in

traffic scenarios in which data traffic is light.
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[00164] In some embodiments, the transmission trigger is based on waiting for an amount
of service usage, and also including a minimum transmission rate that triggers a transmission
according to one or more of the following parameters: a maximum time between transmissions
clock to keep the service processor 115 in communication with the service controller 122 when
little or no service usage is occurring, a polling request of some kind from the service controller
122, a response to a service controller heartbeat, a transmission generated by a service
verification error event, or a transmission generated by some other asynchronous event with time
critical service processor 115 (or service controller 122) messaging needs, such as a transaction
or service billing event or a user request. For example, service control plane traffic down is
reduced to a relatively inexpensive and capacity conserving trickle when device 100 data traffic
is not significant. At the same time, this approach also provides an effective flow of real time or
near real-time service control plane traffic that is both cost and capacity efficient, because the
service control plane traffic is a relatively small percentage of the data plane traffic when data
plane traffic usage is heavy. For example, when data plane traffic usage is heavy is generally the
time when close monitoring of service policy implementation verification or compromise
prevention can be particularly important and by keeping the control plane overhead to a fraction
of data plane traffic close monitoring and control of services are maintained at a reasonable cost
in terms of percentage of both bandwidth used and network capacity. In some embodiments, the
service usage or service activity trigger occurs based on some other measure than traffic usage,
such as a number of messages transacted, one or more billing events, number of files
downloaded, number of applications run or time that an application has been running, usage of
one or more specified applications, GPS coordinate changes, roaming event, an event related to

another network connection to the device and/or other service related measures.

[00165] In some embodiments, the service control device link 1691 provides for securing,
signing, encrypting or otherwise protecting communications before sending. For example, the
service control device link 1691 can send to the transport layer or directly to the link layer for
transmission. In some embodiments, the communications are further secured with transport
layer encryption, such as TCP TLS (Transport Control Protocol Transport Layer Security) or
another secure transport layer protocol. In some embodiments, communications are encrypted at

the link layer, such as IPSEC (Internet Protocol Security), various VPN (Virtual Private
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Network) services, other forms of IP layer encryption and/or another link layer encryption

technique.

[00166] In some embodiments, the service control link 1691 includes the above discussed
agent heartbeat function in which the agents provide certain required reports to the service
controller 122 for the purpose of service policy implementation verification (e.g., verification
related reports on certain aspects of the service processor 115) or for other purposes. For
example, such agent heartbeat messages can be in the open/clear (unencrypted) or encrypted,
signed and/or otherwise secured. In some embodiments, these messages include one or more of
the below described types of messages: an agent information message, an agent check-in

message and/or agent cross check message.

[00167] In some embodiments, an agent information message is included in the agent
heartbeat service policy implementation verification message, which includes, for example, any
information the agent needs to communicate to the service controller 122 as part of the operation
of the service policy implementation system. For example, an agent response to a service
controller challenge, as described below, can be included in the agent heartbeat service policy

implementation verification message.

[00168] In some embodiments, an agent check-in message is included in an agent
heartbeat service policy implementation verification message, which includes, for example, a
transmission of a unique agent identifier, secure unique identifier, and/or hashed encrypted and
signed message beginning with some shared secret or state variable for the hash. For example,
an agent self-check can be included in the agent heartbeat service policy implementation
verification message, which includes reporting on agent configuration, agent operation, agent
code status, agent communication log, agent error flags, and/or other agent associated
information potentially hashed, encrypted, signed or otherwise secured in the message (e.g.,

using a shared secret unique to that agent).

[00169] In some embodiments, an agent cross-check message is included in the agent
heartbeat service policy implementation verification message, which includes, for example,
reports on the status, configuration, operation observations, communication log or other aspects

of another agent. For example, agent environment reports can be included in the agent heartbeat
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service policy implementation verification message, which includes, for example, reports on
certain aspects of the service processor 115 operating environment, such as software presence
(e.g., installation status of certain operating system and/or application software and/or
components thereof), observed communication with agents or communication attempts, memory
accesses or access attempts, network accesses or access attempts, software downloads or
attempted downloads, software removal or download blocking, service policy implementation
verification or compromise event error conditions with respect to the operating environment for
the service processor 115, and/or other messages regarding the verification or possibility of

compromise associated with the service processor 115 operating environment or agents.

[00170] In some embodiments, the agent heartbeat function also provides regular updates
for information important to user service notification services. For example, the network based
elements can provide regular synchronization updates for the device based service usage or
service activity counters in which service usage or service activity measures available from one
or more network service history elements is transmitted to the device 100. This allows the
service usage counter errors between the device service counter and the counters used for central
billing to be minimized. A common service usage or service activity measure is total traffic
usage measured to date within a time frame over which a service limit is applicable. Other

service usage or service activity measures can also be tracked and reconciled in a similar manner.

[00171] In some embodiments for the heartbeat function, the service controller 122
verifies that the scheduled agent reports are being received and that the reports are within
expected parameters. In some embodiments, the access control integrity server 1654 issues
signed challenge/response sequences to the policy implementation agent 1690. For example, the
challenges can be asynchronous, issued when an event or error condition occurs, issued on a
schedule or issued when a certain amount of data has passed. This approach, for example,
provides a second layer of service policy implementation verification that strengthens the service
usage or service activity measurement verification. For example, a challenge/response can be
sent over the heartbeat link for the purpose of verifying device agent integrity. Various

challenge/response related verification embodiments are described below.
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[00172] In some embodiments, the challenge/response heartbeat message can include
sending any kind of command or query, secure or transmitted in the open, receiving a response
from the agent and then evaluating the response to determine if the response is within a range of
parameters expected for a correctly configured agent, an agent that is operating properly, an
agent that is not partially compromised or an agent that is not entirely compromised. In some
embodiments, the agent is only required to respond with a simple acknowledgement of the
challenge. In some embodiments, the agent is required to respond with a message or piece of
information that is known by the agent. In some embodiments, the agent is required to respond
with a message or piece of information that is difficult for the agent to respond correctly with if it
were to be partially or entirely compromised. In some embodiments, the agent is required to
respond back with information regarding the operation or configuration of the agent that is
difficult for the agent to respond properly with if the agent is not properly configured, not
operating properly, is partially compromised or is entirely compromised. In some embodiments,
the first agent is required to respond back with information regarding the operation,
configuration, status or behavior of a second agent that is difficult for the first or second agent to
respond properly with if the first or second agent is not properly configured, not operating
properly, is partially compromised or is entirely compromised. In some embodiments, the agent
is required to respond with a response that includes a shared secret. In some embodiments, the
agent is required to respond with information regarding the presence, configuration, operating
characteristics or other information regarding other programs in the operating environment of the
agent. In some embodiments, the agent is required to respond with hashed information to be
portions of code or a code sample (e.g., the code portion or code sample can be specified by the

service controller 122).

[00173] In some embodiments, the information the agent responds with is a response to a
signed or encrypted message from the service controller 122 in which the agent must know how
to decode the encrypted controller message in order to respond correctly or it would be difficult
for the agent to respond properly if the agent is not configured properly, is not operating within
appropriate limits, is partially compromised or is entirely compromised. In some embodiments,
the agent signs or encrypts information in such a manner that it is difficult to respond correctly
when the message is decoded by the service controller 122 unless the agent is configured

propetly, is operating within appropriate limits, is not partially compromised and is not entirely
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compromised. In some embodiments, the agent is required to respond with a signed or encrypted
hash of information that is difficult for the agent to generate unless the agent is configured
properly, is operating within appropriate limits, is not partially compromised and is not entirely
compromised. For example, the hashed information can be local device configuration
information, portions of code or all of the code, and/or the code portion to be used in the
response can be specified by the service controller. In another example, the hashed information
the agent responds with can include a shared secret, and/or the hashed information can be
information regarding the presence, configuration, operating characteristics or other information

regarding other programs in the operating environment of the agent.

[00174] Accordingly, as described above, the agent heartbeat function provides an
important and efficient system in some embodiments for verifying the service policy
implementation or protecting against compromise events. For example, there are many other
functions the agent heartbeat service can perform and some are described herein while others
will be apparent to one of ordinary skill in the art given the principles, design background and

various embodiments provided herein.

[00175] In some embodiments, the service control device link 1691 facilitates another
important function, which is the download of new service processor software elements, revisions
of service processor software elements, and/or dynamic refreshes of service processor software
elements. There are many embodiments for such operations. In some embodiments, the
software is received as a single file over the service control device link 1691. For example, the
file can have encryption or signed encryption beyond any provided by the communication link
protocol itself. In some embodiments, the software files are segmented into smaller packets that
are communicated in multiple messages sent over the service control device link 1691. In some
embodiments, once the file(s) are received, or the segmented portions of the file(s) are received,
they are communicated to a service downloader 1663 for file aggregation and installation, which,
in some embodiments, is performed after further measures to verify the service processor
software are completed. In some embodiments, the files are sent using other delivery means,
such a direct TCP socket connection to the service downloader 1663 or some other software

installer, which can also involve secure transport and additional levels of encryption.
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[00176] As shown in FIG. 16, an agent communication bus 1630 represents a functional
description for providing communication for the various service processor 115 agents and
functions. In some embodiments, as represented in the functional diagram illustrated in FIG. 16,
the architecture of the bus is generally multipoint to multipoint so that any agent can
communicate with any other agent, the service controller or in some cases other components of
the device, such user interface 1697 and/or modem components. As described below, the
architecture can also be point to point for certain agents or communication transactions, or point
to multipoint within the agent framework so that all agent communication can be concentrated,
or secured, or controlled, or restricted, or logged or reported. In some embodiments, the agent
communication bus is secured, signed, encrypted, hidden, partitioned and/or otherwise protected

from unauthorized monitoring or usage.

[00177] In some embodiments, as described below, there are multiple layers of security
applied to the agent communication bus 1630 communication protocols, such as including one or
more of the following: point to point message exchange encryption using one or more keys that
are partially shared or shared within the service processor 115 agent group and/or the service
controller 122, point to point message exchange that using one or more keys that are private to
the two endpoints of the communication, a bus-level message exchange encryption that can be in
place of or in addition to other encryption or security, or using one or more keys that are partially
shared or shared within the service processor 115 agent group and/or the service controller 122, a
set of secure messages that can only be decoded or observed by the agents they are intended for,
a set of secure messages that allow communication between certain agents or service processor
functions and entities outside of the service processor operating environment. In some
embodiments, and as described herein, the service control device link 1691 is assumed to be
equivalent to an agent for communication purposes, and, in the case of the service control device
link 1691, the communication is not restricted to the agent communication bus 1630 but also
extends to the service control communications link 1653. In some embodiments, the system has
the capability to replace keys or signatures on occasion or on a regular basis to further secure

against monitoring, eavesdropping or compromise of the agent communication system.

[00178] For example, various forms of message encryption and security framework

techniques can be applied to encrypt and/or secure the agent communication bus 1630, including
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one or more of the following: agent bus encryption using shared key for all agents provided and
updated by the secure server; agent bus encryption using point to point keys in which the secure
server informs the bus and agents of keys and updates as appropriate; agent level encryption
using agent to agent shared keys in which the secure server informs agents of the key and
updates the key as appropriate; agent level encryption using agent to agent point to point key in
which the secure server informs agent of the point to point keys that are required and updates the
keys as appropriate; agent level access authorization, which only allows access to the agents that
are on the secure authorization list and in which the list is provided by the secure server and
signatures are provided by the secure server; Ul messages are only analyzed and passed, in
which the UI cannot have access to configuration information and cannot issue challenges; agent
level heartbeat encryption, which can be point to point or shared key for that agent; control link
level heartbeat encryption; TLS (Transport Layer Security) communication protocols; server
level heartbeat encryption, which can be point to point or shared key for that secure server;
and/or the access control integrity agent 1694 or heartbeat function can become point to

multipoint secure communications hubs.

[00179] In some embodiments of the agent communication bus 1630, the design of the
agent communication bus depends on the nature of the design embodiments for the agents and/or
other functions. For example, if the agents are implemented largely or entirely in software, then
the agent communication bus can be implemented as an inter-process software communication
bus. In some embodiments, such an inter-process software communication bus is a variant of D-
bus (e.g., a message bus system for inter-process software communication that, for example,
helps applications/agents to talk to one another), or another inter-process communication
protocol or system, running a session bus in which all communications over the session bus can
be secured, signed, encrypted or otherwise protected. For example, the session bus can be
further protected by storing all software (e.g., software components, applications and/or agents)
in secure memory, storing all software in encrypted form in secure memory, and/or executing all
software and communications within a secure execution environment, hardware environment
and/or protected memory space. In some embodiments, if the agents and other functions are
designed with a mixture of software and hardware, or primarily with hardware, then the

implementation of the bus design will vary, and the principles and embodiments described herein
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will enable one of ordinary skill in the art to design the specifics of the agent communication bus

1630 to meet a particular set of product and desired functional requirements.

[00180] As shown in FIG. 16, an access control integrity agent 1694 collects device
information on service policy, service usage or service activity, agent configuration and agent
behavior. In some embodiments, the access control integrity agent 1694 also cross checks this
information to identify integrity breaches in the service policy implementation and control
system. In some embodiments, the access control integrity agent 1694 also initiates action when
a service policy violation or a system integrity breach is suspected. In some embodiments, the
access control integrity agent 1694 also performs asynchronous or periodic agent checks to
verify presence, configuration or proper operation of other agents. In some embodiments, the
access control integrity agent 1694 also performs challenge-response sequence verification of

other agents.

[00181] In some embodiments, the access control integrity agent 1694 obtains service
usage or service activity measures from a service monitor agent 1696 and compares one or more
first service usage measurement points against one or more second service usage measurement
points to verify service policy implementation. For example, as shown in FIG. 21, if the service
usage at measurement point IV is inconsistent with measurement point III, which, for example,
can indicate, for example, that an unauthorized or unmonitored usage of the access modem (e.g.,
modems 2122, 2123, 2124, 2125 or 2141) is taking place. As another example, as also shown in
FIG. 21, if one or more aspects of upstream traffic usage measurement point II, which represents
the upstream demand side of policy implementation agent 1690, is inconsistent with upstream
traffic measurement point III, which represents delivered traffic from the policy implementation
agent 1690, then the policy implementation agent 1690 may not be operating properly. As
another example, as also shown in FIG. 21, if service measurement point III and IV indicate that
firewall agent 1655 is passing traffic to URLs or IP addresses that are in the blocked policy
settings, then a verification error condition can be set for the access control policy. As another
example, if the policy controller reports traffic usage statistics that are inconsistent with traffic
usage policy settings, then a traffic usage policy verification error may have occurred. As
another example, if the service usage counter synchronization information received from the

service controller 122, the device service history 1618 and/or the central billing system 1619, is
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compared to the service usage history reported by the service monitor agent and the two are
found to be outside of acceptable tolerance limits for the comparison, then there may be a
verification error in the service monitor service usage or service activity accounting. There are
numerous additional embodiments of such comparisons as described herein and others as will be
readily apparent to one of ordinary skill in the art given the principles, design background and

specific examples and various embodiments described herein.

[00182] In some embodiments, device service policy implementations are verified by
comparing various service usage measures used at the device against expected service usage or
service activity behavior given the policies (e.g., one or more service policy settings, service
profile or service profile settings for network based access/services, and/or service plan or
service plan for network based access/services). For example, verification is performed based on
a measure of total data passed at the device as compared to the service policy for total data
usage. For example, verification is performed based on a measure of data passed in a period of
time at the device as compared to the service policy for data passed in such a period of time. For
example, verification is performed based on a monitoring of communications from the device
based on IP addresses as compared to the policy for permissible IP addresses. For example,
verification is performed based on a measure of total data passed from the device per IP address
as compared to the policy for total data usage per IP address. Other examples include such
actual versus policy comparisons based on other measures at/from/to the device, such as
location, downloads, email accessed, URLs, and/or any other data, location, application, time or
other criteria or any combination of criteria that can be measured for comparing with various

policy settings and/or restrictions.

[00183] In some embodiments, the access control integrity agent 1694 monitors agent self-
check reports to verify that agents are properly configured. In some embodiments, the access
control integrity agent 1694 reports the agent self check reports to the service controller 122. In
some embodiments, the access control integrity agent 1694 performs a role in service usage test
transmission, reception and/or monitoring, with the usage test being tailored to test monitoring or
control aspects for any subset of service activities. In some embodiments, the access control
integrity agent 1694 performs a role in billing test event generation and/or monitoring. In some

embodiments, the access control integrity agent 1694 checks and reports the result of service
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usage monitoring verification tests, service usage billing verification tests and/or transaction

billing verification tests.

[00184] In some embodiments, the access control integrity agent 1694 receives agent
access attempt reports to determine if unauthorized agent access attempts are occurring. In some
embodiments, the access control integrity agent 1694 acts as a central secure communications
hub for agent to agent or service controller 122 to agent communication. For example, the
access control integrity agent 1694 can be used so that no other software or function can access
other agents or so that agents cannot access other agents except through the secure point to
multipoint communications hub. In some embodiments, this approach further enhances
compromise resistance for the agents. In some embodiments, some or all of the agent
communications, including agent to agent or service controller 122 to agent communications,
and possibly including unauthorized attempts to communication with agents, are monitored and
logged so that a trace log of some or all agent communications can be maintained. For example,
the agent communication trace log can be summarized and/or compressed for transmission
efficiency or regularly reported, such as through the heartbeat function, or the agent
communication trace log can be reported only when the service controller 122 requests the agent
communication trace log or when there is a verification error event. As similarly described
above, the partitioning of agent functions and server functions is provided herein mainly to aid in
disclosing various embodiments but those of ordinary skill in the art will appreciate that other
partitioning of agent functions and server functions can be used based on different design
choices. For example, the central agent communication hub function is performed in some
embodiments by the access control integrity agent 1694, however, in other embodiments that
function is performed by the service control device link 1691. For example, when the central
agent communication hub function is located in the service control device link 1691, then
architecturally the device link can be a single point to multipoint secure communications hub for
all agent to agent and service controller 122 to agent communications. In some embodiments,
this approach has certain advantages from a service policy implementation verification or
compromise protection robustness perspective, or has certain advantages from a communications
protocol efficiency perspective, or simply can be more efficient to implement. It should be noted
that in other embodiments described herein the agent to agent and agent to service controller 122

communications can be multipoint to multipoint, with each agent having the capability to
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communicate with other agents or the service controller, this communication can be secure,
signed or otherwise encrypted or protected in some embodiments and in the open/clear in others.
Also, as discussed in some embodiments, the agents can maintain their own communications or
attempted communications log, which can then be reported to the service controller 122. In
some embodiments, the agents implement restrictions on which device components or agents the
agents will conduct communications with so that only agents that need to communicate with one

another can do so.

[00185] In some embodiments, the service control device link 1691 reviews local billing
event history and compares such history to billing event reports to verify that a billing agent
1695 is functioning properly (e.g., has not been tampered with or compromised). In some
embodiments, the service control device link 1691cross-checks service usage or service activity
against billing event reports from the billing agent 1695 to verify that billing events are properly
billing for service usage or service activity. In some embodiments, the service control device
link 1691cross-checks transaction billing process or records against transaction billing reports to
ensure that transaction billing events are being properly reported by the billing agent 1695. In
some embodiments, the service control device link 1691 determines if one or more agents have
been compromised, and if so, initiates a dynamic agent download process to replace any such

potentially compromised agent.

[00186] In some embodiments, the access control integrity agent 1694 verifies that the
service usage counter is reporting service usage or service cost to the user within acceptable
limits of accuracy when compared to the service usage reports obtained from the service monitor
agent 1696, the service controller 122, the device service history 1618 and/or the central billing
system 1619. In some embodiments, the access control integrity agent 1694 checks to verify that
user privacy filter preferences are being properly implemented. In some embodiments, the
access control integrity agent 1694 checks to verify that the user is properly receiving UI

warnings regarding service usage or roaming service usage conditions.

[00187] In some embodiments, the access control integrity agent 1694 checks to verify
that the device is not beginning service usage until it has been authenticated, authorized or

granted access to the network. In some embodiments, access control integrity agent 1694 checks

Attorney Docket No. RALEP007C11C3C2C3C1C1 67

Page 479 of 775



with the service controller 122 or the billing system 1619 to verify that the user or device has a

valid service standing and should be admitted to access on the network.

[00188] In some embodiments, an Activation Tracking Service (ATS) is provided in
which the service monitoring function (e.g., performed by the service monitor agent 1696 and/or
some other agent/component or combinations thereof on the device) is used in part to determine
which access networks are being connected to and to record and/or report this information. In
some embodiments, the ATS is only enabled if the device user approves reporting of access
networks connected to by the user device. In some embodiments, the ATS is protected from
tampering. For example, the ATS can be hardened, that is, to be more tamper resistant, using a
variety of techniques, including any of the following: the ATS can be located (e.g., stored) in
secure memory and/or secure hardware; the ATS can be implemented in the system BIOS, the
access modem and/or another hard to access portion of the device; a second device agent can
confirm the presence of the ATS with a report to a network based server; the second agent or the
network server can initiate a reinstall of the ATS if it is missing or is found to be operating
improperly; and/or the ATS can be placed in a secure area of the OS so that it cannot be removed
or if removed must be replaced for proper device operation to resume. A variety of other tamper
resistance techniques can also be used to protect the ATS from tampering as similarly described

herein with respect to other device based functions/software components/agents.

[00189] In some embodiments, the access control integrity agent 1694 verifies that ATS
software or hardware is present, properly configured or operating properly. In some
embodiments, the access control integrity agent 1694 reviews network connection or activity
history and compares such to ATS reports to verify activation tracking service reports are
occurring properly. In some embodiments, the access control integrity agent 1694 replaces ATS
software if it has been removed. In some embodiments, the access control integrity agent 1694
monitors access or compromise of ATS software to determine if it may have been compromised.

In some embodiments, the access control integrity agent 1694 reports status of ATS functions.

[00190] In some embodiments, the access control integrity agent 1694 scans the local
agent execution environment to determine if there are unauthorized accesses to service processor
functions, settings or code. In some embodiments, the access control integrity agent 1694
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monitors software loading activity, protected memory access or communication with service
processor 115 agents to detect unauthorized changes to service processor software or
configuration. For example, the access control integrity agent 1694 can have a local database of
potentially malicious elements and compare entries in the database against the elements detected
locally. As another example, the access control integrity agent 1694 can communicate a list of
some or all of the elements detected locally to the service controller 122 to augment or take the
place of the database comparison function that may be performed locally. In some embodiments,
the access control integrity agent 1694 detects new software downloads, installs or invocations
and immediately issues an error flag report when potentially malicious software is downloaded,
installed or invoked. In some embodiments, the access control integrity agent 1694 scans the
local software loading and invocation activity along with a log of other software runtime events
and regularly reports this trace so that when an error or compromise event occurs the trace
preceding the event can be analyzed to determine the offending software or activity trace that
took place to cause the compromise or error. Once the software or activity that caused the
compromise is known, it can be entered into a refreshed version of the database that the device
and other devices use to detect potentially malicious pre-cursor conditions. Examples of such
pre-cursor events include software invocations, software downloads, attempts to uninstall certain
agent and/or application software/components or OS components, a sequence of memory I/O
events, a sequence of software access events, a sequence of network address or URL
communications or downloads or a sequence of access modem I/O activity. In various other
embodiments of the access control integrity agent 1694, the agent performs or (securely)
communicates with other software/hardware device/network components that perform other well
known signature, behavior blocking and/or intrusion detection identification/detection and/or
blocking techniques based on the presence of potentially unwanted and/or potentially or known
malicious software and/or intrusion attempts by unauthorized software and/or unauthorized

users, using, for example, real-time, on access, periodic, and/or on demand scanning.

[00191] In some embodiments, the access control integrity agent 1694 detects or blocks
potentially compromising behavior of other software programs/users attempting unauthorized
behavior in the service processor 115 operating environment. In some embodiments, the access
control integrity agent 1694 detects software that is being loaded that has the same or similar

name, identification, memory location or function as one or more of the service processor 115
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agents. In some embodiments, the access control integrity agent 1694 blocks operation or
loading of such software. In some embodiments, the access control integrity agent 1694 detects
or blocks unauthorized access of service processor 115 protected memory. In some
embodiments, the access control integrity agent 1694 verifies configuration and operation of
secure service downloader 1663. In some embodiments, the access control integrity agent 1694
monitors network and I/O activity to detect potentially compromising events, such as a program
that is downloaded from known detrimental or potentially suspect IP addresses or URLs or a
program that accesses certain IP addresses or URLs. In some embodiments, the access control
integrity agent 1694 scans of the service processor operating environment are recorded and kept
for a period of time, and if a service policy verification error occurs, then the scans immediately
prior to the error are analyzed or reported to the service controller 122 for analysis. In some
embodiments, such scans are regularly reported to the service controller 122 without the

presence of service policy verification error conditions.

[00192] In some embodiments, the access control integrity agent 1694 requests a dynamic
agent download of certain critical service processor functions, including in some cases the access
control integrity agent 1694 on a periodic basis, or on a periodic basis when network access

activity is not required or minimal.

[00193] In some embodiments, the access control integrity agent 1694 determines if a
threshold has been surpassed for a max usage trigger for ambient and/or other services that
should not be using significant amounts of data (e.g., based on the type of device and/or service

profile settings).

[00194] In some embodiments, the access control integrity agent 1694 determines if
verification errors exist in one or more of the verification process embodiments and, in some
embodiments, reports errors immediately or in the next agent heartbeat to the service controller
122. In some embodiments, any number of results from the above checks, monitoring activities,

reports or tests are reported to the service controller 122.

[00195] In some embodiments, a policy control agent 1692 receives policy instructions
from the service controller 122 and/or the user via the billing agent 1695 and adapts device

service policy settings (e.g., instantaneous device service policy settings) in one or more of the
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following agents/components: a policy implementation agent 1690, the modem firewall 1655
and/or an application interface agent 1693. As shown in FIG. 16, the modem firewall 1655 is in
communication with a modem driver 1640, which is in communication with the agent
communication bus 1630 and access network 1610. As shown with respect to access network
1610, a central billing server 1619, an access network AAA server 1621 and device server
history 1618 are also provided. As shown, the Internet 120 is accessible via the access network

1610 and firewall 124, from which device 100 can then access various Internet services 1615.

[00196] In some embodiments, the policy control agent 1692 adapts low level service
policy rules/settings to perform one or more of the following objectives: achieve higher level
service usage or cost objectives, reduce network control channel capacity drain, reduce network
control plane server processing bandwidth, and/or provide a higher level of user privacy or
network neutrality while satisfying service usage or service activity objectives. In some
embodiments, the policy control agent 1692 performs a policy control function to adapt
instantaneous service policies to achieve a service usage objective. In some embodiments, the
policy control agent 1692 receives service usage information from the service monitor agent
1696 to evaluate service usage history as compared to service usage goals. In some
embodiments, the policy control agent 1692 uses service monitor 1696 service usage or service
activity history and various possible algorithm embodiments to create an estimate of the future
projected service usage. In some embodiments, the policy control agent 1692 uses a future
projection of service usage to determine what service usage or service activity controls need to
be changed to maintain service usage goals. In some embodiments, the policy control agent
1692 uses service usage history to perform a service usage or service activity analysis to
determine the distribution of service usage across service usage elements within categories, such
as usage by application, usage by URL, usage by address, usage by content type, usage by time
of day, usage by access network, usage by location, and/or any other categories for classifying
service usage. In some embodiments, the policy control agent 1692 uses the service usage
distribution analysis to determine which service usage elements or service activities are creating
the largest service usage (e.g., if e-mail, social networking, or multimedia/online video

application categories are creating the largest service usage).
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[00197] In some embodiments, the policy control agent 1692 is instructed, for example, by
the user, through billing agent 1695 to perform a service control algorithm, such as traffic
shaping or download management, to manage service usage or service activities to assist the user
in controlling service costs. As a basic example of such a traffic shaping algorithm, the traffic
shaping algorithm can simply reduce traffic speed for all applications and traffic types
successively until the service usage projections are within service usage limits for the present
service billing period. To illustrate an algorithm that is more sophisticated and provides the
advantage of leaving many service usage elements or service activities unaffected while only
controlling down usage on the most aggressive service usage elements or service activities, the
traffic shaping algorithm can identify the highest traffic usage applications and/or websites and
successively reduce traffic speed just for the highest usage applications and/or websites until the
service usage projections are within service usage limits for the present service billing period.
These examples thereby reduce network traffic for the user in accordance with the user’s service
usage objectives while maintaining overall satisfactory service usage experience for the user in a
manner that satisfies various net neutrality requirements (e.g., the traffic throttling of certain
applications/websites based on user input in which categories based on service usage history are
selected by the user, for example, a certain application may be using 90% of the aggregate traffic
usage). For example, adaptive throttling algorithms can be used to throttle application traffic that
the user requests throttling, such as recursively throttling of the specified application traffic (e.g.,
to denigrate the traffic usage associated with that application and thereby reduce overall service

data usage).

[00198] In some embodiments, the policy control agent 1692 adjusts service policy based
on time of day. In some embodiments, the policy control agent 1692 obtains a measure of
network availability and adjusts traffic shaping policy settings based on available network
capacity. In some embodiments, the policy control agent 1692 automatically and dynamically
adjusts service policy based on one or more other service policy settings, the service profile

and/or the service plan associated with the device and/or user of the device.

[00199] In some embodiments, various lower level service policy implementation

embodiments are combined with a higher level set of service policy supervision functions to
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provide device assisted verifiable network access control, authentication and authorization

services.

[00200] In some embodiments, device based access control services are extended and
combined with other policy design techniques to create a simplified device activation process
and connected user experience referred to herein as ambient activation. In some embodiments,
ambient access generally refers to an initial service access in which such service access is in
some manner limited, such as where service options are significantly limited (e.g., low
bandwidth network browsing and/or access to a specific transactional service), limited
bandwidth, limited duration access before which a service plan must be purchased to maintain
service or have service suspended/disabled or throttled or otherwise
limited/reduced/downgraded, and/or any other time based, quality based, scope of service limited
initial access for the network enabled device. In some embodiments, ambient activation is
provided by setting access control to a fixed destination (e.g., providing access to a portal, such
as a web page (e.g., for a hotspot) or WAP (Wireless Application Protocol) page, that provides
the user with service plan options for obtaining a service plan for the user desired access, such as
the service plan options for data usage, service types, time period for access (e.g., a day pass, a
week pass or some other duration), and costs of service plan(s)). In some embodiments, service
data usage of the ambient activated device is verified using IPDRs (e.g., using the device
ID/device number for the device 100 to determine if the device has been used in a manner that is
out of plan for the service plan associated with the device 100, such as based on the amount of
data usage exceeding the service plan’s service data usage limits, out of plan/unauthorized access
to certain websites, and/or out of plan/unauthorized transactions). In some embodiments, service
data usage of the ambient activated device is verified by setting a maximum data rate in the
policy control agent 1692 and if/when it is determined that the device is exceeding a specified
data rate/data usage, then the service data usage is throttled accordingly. In some embodiments,

various other verification approaches are used for ambient activation purposes.

[00201] In some embodiments, the policy control agent 1692 (and/or another
agent/component of the service processor 115 and/or service controller 122) performs a service
control algorithm to assist in managing overall network capacity or application QoS (Quality of

Service). In some embodiments, the policy control agent 1692 (and/or another agent/component
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of the service processor 115) performs an access network selection algorithm to determine which
access network to connect to based on connection options and determined strengths of available
wireless networks, network preference or security settings, service usage cost based network

preferences, and/or any other criteria.

[00202] Accordingly, as described herein with respect to various embodiments, service
usage or service activities can be measured by various agents at various different measurement
points, which provides for a more robust verification and integrity of device based services
communication. For example, it is much less likely and more difficult to compromise and/or
spoof multiple agents. As described herein, various verification and integrity checks are
performed, including, for example, network based service usage measurement (e.g., using
IPDRs); heartbeat monitoring; agent based heartbeat (e.g., challenge/response queries); agent
operating environment protection; monitoring agent communications; agent cross-checks;
comparing device based and network based measures (e.g., service usage measures); dynamic
software/agent download; and/or any combination of these and various other
verification/integrity check techniques described herein and/or apparent from the various

embodiments described herein.

[00203] In some embodiments, the device 100 is capable of connecting to more than one
network and device service policies are potentially changed based on which network the device
is connected to at the time. In some embodiments, the network control plane servers detect a
network connection change and initiate the service policy implementation established for the
second network. In some embodiments, the device based adaptive policy control agent, as
described herein (e.g., policy control agent 1692), detects network connection changes and

implements the service policies established for the second network.

[00204] In some embodiments, when more than one access network is available, the
network is chosen based on which network is most preferred according to a network preference
list or according to which network that optimizes a network cost function. For example, the
network preference list can be pre-established by the service provide and/or the user and/or later
modified/adjusted by either the service provider and/or the user. For example, the cost function

can be based on determining a minimum service cost, maximum network performance, whether
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or not the user or device has access to the network, maximizing service provider connection
benefit, reducing connections to alternative paid service providers, and/or any other cost related

criteria for network selection purposes.

[00205] In some embodiments, the device 100 detects when one or more preferred
networks are not available, implements a network selection function or intercepts other network
selection functions, and offers a connection to the available service network that is highest on a
preference list. For example, the preference list can be set by the service provider, the user
and/or the service subscriber. In some embodiments, a notification is provided to the device/user
when the device is not connected to a network (e.g., indicating in a pop-up/bubble or other UI
based display a notification, such as “You are not connected to the network. Click here to learn
more, get free trial, use a session, sign-up for service”). In some embodiments, the notification
content can be determined based on usage service patterns, locally stored and/or programmable
logic on the device and/or a server (e.g., device reports that user is not connected and WWAN is

available). Decisions on what bubble to present when may be in pre-stored logic on device.

[00206] In some embodiments, service policies are automatically adapted based on the
network to which device 100 is connected. For example, the device can be a cellular
communication based device connected to a macrocell, a microcell, a picocell, or a femtocell
(e.g., femto cells generally provide a low power, small area cellular network used, for example,
in homes or offices, which, for example, can be used as an alternative to Wi-Fi access). In some
embodiments, service monitoring agent 1696 and/or billing agent 1695 modify service usage
counting and/or billing based on whether the device is connected to a macrocell, microcell,
picocell or femtocell. In some embodiments, the device recognizes which type of network it is
currently connecting to (e.g., looking up in a local or network table for the current base station
connected to, and/or the information is broadcast to the device upon the connection with the base
station), that is, whether it is a macrocell, microcell, picocell or femtocell. In other
embodiments, the device does not recognize which type of network it is currently connected to,
but reports its current base station, and the network uses a network lookup function to determine
which type of network it is connected to. In some embodiments, the device adjusts the billing
based on the type of network it is connected to, or in other embodiments, the device calculates an

offset to such billing based on the type of network it is connected to, and/or in other
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embodiments, the device records such service usage associated with the type of network it is
connected to and the network billing can adjust the billing accordingly. For example, the billing
can be lower for service data usage over a femtocell versus a macrocell. In some embodiments,
service policies are adjusted based on the type of network that the device is connected, such as
billing, user notification, data usage/bandwidth, throttling, time of day, who owns the cellular
network connection (e.g., user’s home femtocell, or user’s work femtocell, or a commercial
business’s femtocell like a coffee shop or any other common area like an airport) and/or any
other service policy can be different for a femtocell connection (or for any other type of
connection, such as a macrocell, microcell, or picocell). In some embodiments, the local service
usage counter is adjusted based on the type of network (and/or based on the time of day of such
service activity) that the device is connected, such as billing, user notification, data
usage/bandwidth, and/or any other service policy can be different for a femtocell connection (or
for any other type of connection, such as a macrocell, microcell, or picocell). In some
embodiments, the service policies and/or billing policies are adjusted based on network

congestion.

[00207] In some embodiments, if adaptive service policy control is not required, then the
policy control agent 1692 can simply pass instantaneous service policy settings directly to the

agents responsible for implementing instantaneous service policies.

[00208] In some embodiments, a policy implementation agent 1690 implements traffic
shaping and QoS policy rules for the device 100. In some embodiments, the policy
implementation agent 1690 provides a firewall function. In some embodiments, the policy
implementation agent 1690 performs traffic inspection and characterization. In some
embodiments, packet inspection is aided by literal or virtual application layer tagging while in
other embodiments packet inspection is performed entirely in/by the policy implementation
agent 1690. In some embodiments, the policy implementation agent 1690 accepts service policy
implementation settings from the policy control agent 1692 or directly from the service
controller 122. More detail on specific embodiments for the policy implementation agent 1690
is provided below with respect to the figures associated with communication stack and

communication protocol flow.
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[00209] In some embodiments, the burst size, buffer delay, acknowledgement delay and
drop rate used in upstream and downstream traffic shaping are optimized with the goal of
reducing access network traffic overhead, and excess capacity usage that can result from
mismatches in traffic transmission parameters with the access network MAC and PHY or from
excess network level packet delivery protocol re-transmissions. In some embodiments, the
application interface agent 1693 is used to literally tag or virtually tag application layer traffic so
that the policy implementation agent(s) 1690 has the necessary information to implement
selected traffic shaping solutions. As shown in FIG. 16, the application interface agent 1693 is
in communication with various applications, including a TCP application 1604, an IP application

1605, and a voice application 1602.

[00210] In some embodiments, downstream literal or virtual application tagging are
delayed until a traffic flow passes through the service policy implementation functions and to the
application interface function where the service flow is then identified and associated with the
underlying traffic and application parameters, and the literal or virtual tag is then communicated
to the first policy implementation function or service monitoring function in the downstream
traffic processing stack. In some embodiments, prior to being associated with a literal or virtual
tag, the traffic flow is allowed to pass with no traffic shaping, and once the traffic flow is
identified and tagged, the appropriate traffic shaping is applied. In some embodiments, a set of
traffic shaping policy parameters are applied to the unidentified traftic flow before the flow is
identified, and then the traffic shaping policy for the flow is updated when the flow is tagged. In
some embodiments, the traffic flow can be blocked at the application interface agent even before
the tag is passed to the policy implementation functions if it is found to be associated with traffic
parameters that are blocked by policy once packet processing, framing and encryption are

removed.

[00211] In some embodiments, a service monitor agent 1696 records and reports device
service usage or service activities of device 100. In some embodiments, service usage history is
verified by a number of techniques including verifying against network based service usage
history (e.g., device service history 1618) and the various service policy implementation

techniques as described herein.
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[00212] In some embodiments, the service monitor agent 1696 includes the capability to
filter service usage history reporting with the decision on which aspects of service history to
report being determined by policies including possibly privacy policies defined by the device
user or control plane servers in the network. In some embodiments, the service monitor agent
1696 monitors and possibly records or reports Customer Resource Management (CRM)
information such as websites visited, time spent per website, interest indications based on
website viewing, advertisements served to the device, advertisements opened by the user,
location of the user, searches conducted by the user, application usage profile, device user
interface usage history, electronic commerce transactions, music or video files played,
applications on device, and/or when the user is actively working or playing or inactive. In some
embodiments, to protect the privacy of this user CRM information, the user is provided with
options on how much of the information to share and the user’s response to the options are
recorded and used to determine the filtering policy for how much of the CRM data to report (e.g.,
CRM filter level options selected by the user via the device Ul and/or via various service plan or
service profile or service policy options) and how much to suppress or to not even
monitor/record/store in the first place. In some embodiments, to protect the privacy of this user’s
GPS/location tracking related information, the user is provided with options on how much of the
information to share and the user’s response to the options are recorded and used to determine
the filtering policy for how much of the GPS/location tracking related data to report (e.g.,
GPS/location tracking filter level options) and how much to suppress or to not even
monitor/record/store in the first place. In some embodiments, the service processor 115 allows
the user to provide feedback on the user’s preferences, such as for privacy/CRM data to report.
In some embodiments, the user can also specify their preference(s) for notification (e.g., related
to service usage/cost, traffic reporting and other service usage/monitored information) and/or
service controls. In some embodiments, the service monitor agent 1696 observes and possibly
records or reports service usage categorized by network possibly including roaming networks,
paid service networks or free service networks. In some embodiments, the service monitor agent
1696 observes and possibly records or reports service usage categorized by sub-accounts for

various types of traffic or various types of network.

[00213] For example, service monitor reports can be provided to the service controller

122. Service is monitored through various embodiments that can involve service usage logging
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or traffic inspection and usage logging at the application level, various levels in the networking
communication stack or the access modem. Some embodiments involve multiple levels of
service or traffic measurement at various levels in the communications stack as described further

below.

[00214] In some embodiments, service or traffic monitoring includes monitoring one or
more of the following: traffic associated with one or more users; traffic downstream and/or
upstream data rate; total traffic received and/or transmitted over a period of time; traffic
transmitted and/or received by IP addresses, domain names, URLs or other network address
identifiers; traffic transmitted and/or received by email downloads or uploads; traffic transmitted
and/or received by an application; traffic transmitted and/or received by network file transfers;
traffic transmitted and/or received by file download or upload content types; traffic transmitted
and/or received by mobile commerce transactions; traffic transmitted and/or received by one or
more time periods; traffic transmitted and/or received by differing levels of network activity and
network capacity availability; traffic transmitted and/or received by one or more delivered levels
of quality of service; traffic transmitted and/or received by software downloads; traffic
transmitted and/or received by application downloads; traffic transmitted and/or received by one
or more activities associated with the service control plane link or other network related
functions, or traffic that may not directly result in service usage or service activity that the user
values or desires; traffic transmitted and/or received to support one or more service provider
third party service partner offerings; software usage history; application usage history; device
discovery history for Ul components, applications, settings, tutorials; ads served history; ads

visited history; and/or device location history.

[00215] In some embodiments, some or all of the service usage monitoring occurs at the
application layer. In some embodiments, the service monitor agent 1696 implements traffic
inspection points between the applications and the networking stack application interface, such
as the sockets API. In other embodiments, the application interface agent 1693 performs traffic
inspection and reports the results to the service monitor agent 1696. Traffic inspection can be
accomplished in several ways, including, for example, implementing a T-buffer at each socket
connection and feeding the side traffic into a traffic flow analyzer, which in combination with a

mapping of application to socket provides much of the information listed above. In cases in
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which it is necessary to obtain traffic information from the application itself, some embodiments
call for the application to be adapted to provide the information to either the application interface
agent 1693 or the service monitor agent 1696. As an example, the application interface agent
1693 or the service monitor agent 1696 can monitor and decode advertisements downloaded via
HTTP, but if the browser and HTTP server employ security above the sockets protocol stack
layer then the application interface agent can communicate with the browser via a java applet or
some other inter-process communication method. In some embodiments, the service monitor
agent 1696, the billing agent 1695 and/or the policy control agent 1692 (or some other software
or hardware function on the device) can monitor and/or control (e.g., allow, block and/or replace)
advertisement traffic flow into the device. In some embodiments, the monitoring and control of
advertisement traffic flow into the device is also used for bill by account purposes (e.g., charges,
such as service charges, billed to the advertiser, sponsor, and/or service or transactional service

provider).

[00216] In some embodiments, some or all of the service usage monitoring occurs below
the application interface for the networking stack. In this case, some portion of the information
listed above may not always be available due to encryption applied at the higher layers and/or the

computational costs associated with performing deep packet inspection on mobile devices.

[00217] In some embodiments, the service monitor agent 1696 is also monitors the
operating software install or loading systems, and/or otherwise monitors software installs or

loads and/or software uninstalls/deinstallations.

[00218] Some of the information above may be considered by some users, advocacy
groups or agencies as customer sensitive personal information. Simply sending the above
information to the network for unspecified purposes may not, therefore, be acceptable for some
service providers. However, if the user provides specific approval (e.g., informed consent) for
the device, network or service provider to use some or all of the information that may be
sensitive for specified purposes, then the user can control the level of information that is used
and the purpose the information is used for. Accordingly, various embodiments described herein
provide the user with control of what information is used and the purposes it is used for thereby

allowing the user adequate control of any such sensitive information. In some embodiments,
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information that is thought to perhaps be sensitive and is reported to the network must first
receive user approval for the reporting. Some basic information is generally not considered
sensitive and is necessary for certain basic service provider needs. For example, total data
transmitted and/or received, traffic downstream and/or upstream speed, overall traffic usage by
time of day are generally not considered private from the service provider’s perspective and are
necessary in many basic service policy implementations. As additional examples, perhaps other
service usage history, such as total traffic email downloads and uploads but not the type of files
or any specifics about the email traffic, the total web browsing traffic but nothing specific about
the sites visited or content viewed, total file transfer traffic but not the type of files transferred or
the addresses involved in the transfer, and other examples may not be viewed as private and, in
some embodiments, provide valuable information for the service provider to manage services.
Conversely, information such as websites visited, content viewed, mobile commerce transactions
completed, advertisements visited, GPS location history and other service usage history the
service monitor is capable of recording may be sensitive or private for some users and would
thereby benefit from the various embodiments that provide enhanced user control of the
reporting of such potentially sensitive or private data. It should also be appreciated that there is
an inherent advantage to implementing traffic monitoring, traffic, service monitoring or service
control on a device, because it is not necessary to report sensitive information to the network to

accomplish many of these service policy implementation objectives.

[00219] In some embodiments, the service monitor agent 1696 assists in virtual
application tagging of traffic flows through the networking stack policy implementation by
tracking the virtually tagged packets through the stack processing and communicating the flow
tags to the service policy implementation agent(s) 1690. In some embodiments, the service
monitor agent 1696 maintains a history and provides reports or summary reports of which
networks in addition to the networks controlled by the service controller 122 to which the device
has connected. In some embodiments, this network activity summary includes a summary of the
networks accessed, activity versus time per connection, and/or traffic versus time per connection.
In some embodiments, the traffic reports that go to the network, possibly to service controller
122, billing system 1619 and/or device service history 1618, are first filtered according to rules
defined by user preference selection at the time of service activation (e.g., service plan/service

plan option selection), time of first device use, at a time the user selected the option on the
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service Ul or at a time the user chose to change the option on the service Ul or some other

time/mechanism allowing for user preference selection.

[00220] In some embodiments, the service monitor agent 1696 monitors application usage
(e.g., which application the user executes on the device 100, such as e-mail applications, web
browsing applications and/or media content streaming applications). In some embodiments, the
service monitor agent 1696 monitors multimedia file usage (e.g., based on multimedia file type
and/or based on specific multimedia files, such as specific movies and/or songs). In some
embodiments, the service monitor agent 1696 monitors the device user interface, application, and
content discovery history (e.g., monitoring which applications/content the user accesses from the
device, including monitoring the pattern by which the user accesses such applications/content,
such as how the user navigates the user interface on the device to access such
applications/content and maintaining such patterns and history, such as which icons the user
access on a home page, secondary or other portion/mechanism on the device for accessing
various applications/content). In some embodiments, the service monitor agent 1696 monitors
advertisements provided to the user on the device 100. In some embodiments, the service
monitor agent 1696 monitors advertisements viewed (e.g., accessed, such as by clicking on a
web advertisement) by the user on the device 100. In some embodiments, the service monitor
agent 1696 monitors GPS/location information for the device 100. As will be appreciated by
those of ordinary skill in the art, the service monitor agent 1696 can monitor a wide variety of
activities performed by the device/user of the device and/or based on other information related to
the device 100 such as GPS/location information. As described herein, in some embodiments,
the user of the device 100 can also specify which activities that the user authorizes for such

monitoring (e.g., the user may prefer to not allow for such GPS/location monitoring).

[00221] In some embodiments, the application interface agent 1693 provides an interface
for device application programs. In some embodiments, the application interface agent 1693
identifies application level traffic, reports virtual service identification tags or appends literal
service identification tags to assist service policy implementation, such as access control, traffic
shaping QoS control, service type dependent billing or other service control or implementation
functions. In some embodiments, the application interface agent 1693 assists with application

layer service usage monitoring by, for example, passively inspecting and logging traffic or
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service characteristics at a point in the software stack between the applications and the standard
networking stack application interface, such as the sockets API. In some embodiments, the
application interface agent 1693 intercepts traffic between the applications and the standard
network stack interface API in order to more deeply inspect the traffic, modify the traffic or
shape the traffic (e.g., thereby not requiring any modification of the device
networking/communication stack of the device OS). In some embodiments, the application
interface agent 1693 implements certain aspects of service policies, such as application level
access control, application associated billing, application layer service monitoring or reporting,
application layer based traffic shaping, service type dependent billing, or other service control or

implementation functions.

[00222] In some embodiments, application layer based traffic monitoring and shaping can
be performed as described below. The traffic from each application can be divided into one or
more traffic flows that each flow through a traffic queue, with each queue being associated with
one or more additional classifications for that application (e.g., the application can be a browser
that is associated with multiple queues representing different destinations or groups of
destinations it is connected to, with each destination or group of destinations having potentially
different access control or traffic control policies, or the application can be associated with
different content types or groups of content types with each content type having different queues,
the application might be an email program with email text traffic going to one queue and
downloads going to another with different policies for each). In some embodiments, queues are
formed for all applications or groups of applications that are associated with one or more traffic
parameters such as destination, content type, time of day or groups of applications can be
similarly assigned to different queues. The functions performed by the application layer queues
can be similar to the functions described for the policy implementation agent, such as pass,
block, buffer, delay, burst in order to control the traffic or network access associated with the
queue. The drop function can also be implemented, such as for application layer protocols that
include reliable transmission methods, but if the application layer protocol does not involve
reliable retransmission of lost information this can result in lost data or unreliable
communication which may be acceptable in some cases. The manner in which the queues are
controlled can be constructed to result in a similar approach for controlling services or

implementing service activity control similar to the other embodiments described herein,
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including, for example, the policy control agent 1692 implementing an higher layer of service

control to achieve a higher level objective as discussed herein.

[00223] In some embodiments, the application interface agent 1693 interacts with
application programs to arrange application settings to aid in implementing application level
service policy implementation or billing, such as email file transfer options, peer to peer
networking file transfer options, media content resolution or compression settings and/or
inserting or modifying browser headers. In some embodiments, the application interface agent
1693 intercepts certain application traffic to modify traffic application layer parameters, such as
email file transfer options or browser headers. In some embodiments, the application interface
agent 1693 transmits or receives a service usage test element to aid in verifying service policy
implementation, service monitoring or service billing. In some embodiments, the application
interface agent 1693 performs a transaction billing intercept function to aid the billing agent
1695 in transaction billing. In some embodiments, the application interface agent 1693 transmits

or receives a billing test element to aid in verifying transaction billing or service billing.

[00224] In some embodiments, a modem firewall 1655 blocks or passes traffic based on
service policies and traffic attributes. In some embodiments, the modem firewall 1655 assists in
virtual or literal upstream traffic flow tagging. Although not shown in FIG. 16, in some
embodiments, the modem firewall 1655 is located on either side of the modem bus and in some

embodiments it is advantageous to locate it on the modem itself.

[00225] In some embodiments, the billing agent 1695 detects and reports service billing
events. In some embodiments, the billing agent 1695 plays a key role in transaction billing. In
some embodiments, the billing agent 1695 performs one or more of the following functions:
provides the user with service plan options, accepts service plan selections, provides options on
service usage notification policies, accepts user preference specifications on service usage
notification policies, provides notification on service usage levels, provides alerts when service
usage threatens to go over plan limits or to generate excess cost, provides options on service
usage control policy, accepts choices on service usage control policy, informs policy control
agent 1692 of user preference on service usage control policy, provides billing transaction

options and/or accepts billing transaction choices. In some embodiments, the billing agent 1695
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interacts with transaction servers (e.g., open content transaction partner sites 134) to conduct

ecommerce transactions with central billing 1619.

[00226] In some embodiments, service processor 115 includes one or more service usage
or service activity counters. For example, the service monitor agent 1696, billing agent 1695 or
a combination of these agents and/or other agents/components of service processor 115 can
include such a local service usage counter(s) for the device 100. In some embodiments, a service
usage counter monitors service usage including data usage to/from the device 100 with the
access network 1610. In some embodiments, the service usage counter periodically, in response
to a user request, in response to a service processor 115 agent’s request (e.g., the billing agent
1695, the policy control agent 1692, or another agent of service processor 115), in response to
the service controller 122, and/or in response to the central billing 1619 (e.g., for billing purposes
and/or for storing in the device service history 1618), provides a service usage report, including
monitored service usage for the device 100. In some embodiments, the service usage counter
periodically, or in response to a request, synchronizes the service usage counter on the device
100 with a network (and/or billing) service usage counter, such as that maintained potentially at
central billing 1619. In some embodiments, service processor 115 utilizes the service usage
counter to provide a service usage projection. In some embodiments, service processor 115
utilizes the service usage counter to provide a service usage cost estimate. In some
embodiments, service usage projections from policy control agent 1692 are used to estimate the
projected future service usage if user service usage behavior remains consistent. In some
embodiments, service processor 115 utilizes the service usage counter to provide a cost of
service usage, and the service processor 115 then periodically, or in response to a request,
synchronizes the cost of service usage with, for example, the central billing 1619. In some
embodiments, the service processor 115 utilizes the service usage counter to determine whether
the user is exceeding and/or is projected to exceed their current service plan for data usage, and
then various actions can be performed as similarly described herein to allow the user to modify
their service plan and/or modify (e.g., throttle) their network data usage. In some embodiments,
the service usage counter can support providing to the user the following service usage related
data/reports: service usage, known usage and estimated usage, projected usage, present costs,
projected costs, cost to roam, cost to roam options, and/or projected roaming costs. For example,

including a local service data usage counter on the device 100 allows the service processor 115

Attorney Docket No. RALEP007C11C3C2C3C1C1 85

Page 497 of 775



to more accurately monitor service data usage, because, for example, network (and/or billing)
service usage counters may not accurately also include, for example, control plane data traffic

sent to/from the device 100 in their monitored service data usage count.

[00227] In some embodiments, verifiable device based service billing solutions are
provided. For example, as described herein, various device based service billing solutions can
include a wide range of verification techniques to ensure that the device is properly reporting
service billing events (e.g., to verify/ensure that the service billing is not malfunctioning and/or
has not been tampered with/compromised such that it is not accurately or timely providing
service billing information). As described herein, service billing generally refers the billing for
one or more services for a device, such as device 100 (e.g., email service billing for data usage
associated with received/sent email related data over the access network 1610, web browsing
service billing for data usage associated with received/sent web browsing related data over the
access network 1610 and/or any other network based service, and/or any transactional based

services, such as for multimedia content purchases or other transactions).

[00228] In some embodiments, verifiable device based service billing is provided by
sending dummy(/test) billing events, such as having an access control integrity server 1654 of
the service controller 122 instruct the access control integrity agent 1694 to send a dummy(/test)
billing event to the billing agent 1695. If the billing agent does not then send the expected
report, which should reflect the dummy(/test) (or fails to timely send any report), then the system
can verify whether the billing process is working properly. In addition, a dummy (/test)
transaction can be used to verify transaction based billing through a variety of approaches (e.g.,
the access control integrity agent 1694 can similarly send a dummy(/test) transactional billing
event to the billing agent 1695 as a test to determine whether the billing agent 1695 then
provides the expected report reflecting that dummy(/test) transaction). For example, the test
billing events can be trapped by a device assisted billing mediation server and removed from the

user account billing.

[00229] In some embodiments, verifiable device based service billing is provided by
sending one or more data bursts to the device to confirm that data was received and to confirm

that the service monitor agent 1696 properly logged the data burst(s) in the local service usage or
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