
Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
1 

24
7 

41
1

B
1

��&���
��������
(11) EP 1 247 411 B1

(12) EUROPEAN PATENT SPECIFICATION

(45) Date of publication and mention
of the grant of the patent:
02.11.2011 Bulletin 2011/44

(21) Application number: 01911500.5

(22) Date of filing: 15.01.2001

(51) Int Cl.:
H04W 12/00 (2009.01)

(86) International application number:
PCT/EP2001/000563

(87) International publication number:
WO 2001/052495 (19.07.2001 Gazette 2001/29)

(54) METHOD AND APPARATUS IN A TELECOMMUNICATIONS SYSTEM

VERFAHREN UND VORRICHTUNG IN EINEM TELEKOMMUNIKATIONSSYSTEM

PROCEDE ET DISPOSITIF DANS UN SYSTEME DE TELECOMMUNICATIONS

(84) Designated Contracting States:
AT BE CH CY DE DK ES FI FR GB GR IE IT LI LU
MC NL PT SE TR

(30) Priority: 15.01.2000 EP 00850007

(43) Date of publication of application:
09.10.2002 Bulletin 2002/41

(73) Proprietor: Telefonaktiebolaget L M Ericsson
(publ)
164 83 Stockholm (SE)

(72) Inventor: CHARAS, Philippe
S-194 78 Upplands Väsby (SE)

(74) Representative: Tonscheidt, Andreas et al
Ericsson GmbH
Ericsson Allee 1
52134 Herzogenrath (DE)

(56) References cited:
EP-A- 0 852 448 WO-A-97/33443
WO-A-99/57863 US-A- 5 796 727
US-A- 5 862 480

• JOKELA P: "Wireless Internet access using
anonymous access methods" 1999 IEEE
INTERNATIONAL WORKSHOP ON MOBILE
MULTIMEDIA COMMUNICATIONS, 15 - 17
November 1999, pages 194-197, XP002140308
San Diego, CA, USA

GOOGLE EXHIBIT 1027
Google v. Headwater
IPR2026-00439



EP 1 247 411 B1

2

5

10

15

20

25

30

35

40

45

50

55

Description

Technical field of the invention

[0001] The present invention relates generally to a
method for use in communications systems, and more
particularly, the invention relates to a method of access
independent global roaming. The Invention further re-
lates to a system and apparatus for carrying out the meth-
ods.

Background of the invention

[0002] A large number of fixed and mobile access
standards are now available, such as Wideband-Code
Division Multiple Access (W-CDMA), Universal Mobile
Telephone System-Time Division Duplex (UMTS-TDD),
CDMA 2000, Wireless-Local Area Network (W-LAN),
EDGE etc, all of which belong to the 3rd generation wire-
less standards. Each type of access standard has its own
particular network concept; where Mobile Internet Proto-
col (Mobile IP) and the General Packet Radio Service
(GPRS) tunnelling protocol are the main two concepts.
The invention, however, is not limited to the above men-
tioned concepts.
[0003] United States patent 5,862,480 discloses a
method for authorizing a subscriber unit to communicate
using one or more radio frequency networks. In this meth-
od, an access server receives a network access request
from a requesting network whether the subscriber unit is
permitted to access the network. The access server de-
termines whether a group to which the subscriber unit
belongs is authorized to access the network or an other
network based on the subscriber unit location. The ac-
cess server permits or denies access of the subscriber
unit to the requested network.
[0004] Using methods presently available, interopera-
bility between different network concepts is not guaran-
teed. This is mainly due to three obstacles. First, there
is a lack of common subscriber profiles, service stand-
ards and authentication mechanisms, preventing en-
forcement of policies relating, but not limited to, access
and service authorization, and accounting and mobility
in different networks. Second, there is a lack of common
Quality of Service (QoS) versus resource allocation par-
adigm in the access networks, due to a bottom up instead
of a top down approach in designing the data link layers
with respect to QoS requirements. Third, there is a lack
of common higher layer standards in the terminals, pre-
venting service transparency when user terminals, i. e.
clients, roam between different networks that carry spe-
cific services.
[0005] Thus, there is a problem with interoperability
between heterogeneous networks mainly because of
problems with authentication and service transparency
in and between different networks. It is, of course, theo-
retically possible to harmonise disparate networks at all
of the above levels and thus creating interoperability.

There is, however, a need for an organic way of integrat-
ing heterogeneous networks and thus providing access
independent global roaming.

Summary of the invention

[0006] The present invention therefore provides a so-
lution to the problems of integrating heterogeneous net-
works, providing for access independent global roaming
and access to services via heterogeneous networks,
without a need for harmonising disparate networks.
[0007] An object of the invention is to provide access
independent global roaming in heterogeneous networks.
[0008] Another object of the invention is to provide pol-
icy enforcement and service transparency when termi-
nals roam between different heterogeneous networks.
[0009] The invention achieves the above mentioned
objects in embodiments thereof by:

moving at least essential or all service related func-
tions out of the network into the periphery, i.e. clients
or user terminals and servers, by separating service
and access functions,
conceiving the transport mechanism between clients
or terminals and servers as a packet pipe, not nec-
essarily adding extra value except transport and
Quality of Service (QoS) classification thereof,
separating the charging of transport from the charg-
ing of services and introducing real-time payment of
transport,
defining policies, basically a set of rights and obliga-
tions, in a policy definition point, e.g. operator serv-
ers, enforcing policies in a policy enforcement point
residing in the client, e.g. the user terminal, and
standardising and modularising a client or terminal
architecture that supports the above entities.

[0010] More specifically, the policies defined in the pol-
icy definition point are enforced locally in the user terminal
in a local policy enforcement point instead of, as usual,
in the network. By policies in this context is meant, among
others, a set of rights and obligations pertaining to au-
thentication of users, authorization to access and serv-
ices as well as purchasing and brokering of transport
resources and security. Accounting policies may govern
the charging functions for access charging and service
charging. By the separation of service and access func-
tions, transport can be paid for separately, e.g. in real-
time via a credit card, pre-paid card, cash card or the like
and services can be paid for as usual e.g. as per invoice
from a service provider, for example.
[0011] The client or terminal thus acts more as a per-
sonal profile manager, enforcing policies, hence manag-
ing rights to services and access. Services and access
are controlled in the terminal by the local policy enforce-
ment point and the terminal/profile manager is access
independent, since access can be purchased in real-
time. Thus, the subscriber can access any network at
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any time, considered the right modem or layer 1 and layer
2 access module is provided. Reference is made to the
Open Systems Interconnect (OSI) model.
[0012] By adopting the proposed solution, as de-
scribed in the embodiments of the invention, global roam-
ing is possible between heterogeneous networks such
as, CDMA 2000, W-LAN, EDGE and UMTS. The ability,
with the present invention, to purchase access also
opens the possibility for the terminal to act as an e-com-
merce platform; i.e. the terminal can be used to purchase
anything, not just access.
[0013] The term transport used in this specification
may identify an access network such as CDMA 2000, W-
CDMA etc. or e.g. both an access network and a core
IP-network. The term access is used synonymous to the
term transport.
[0014] Although the invention has been summarised
above, the method and arrangement according to the
appended independent claims define the scope of the
invention. Various embodiments are further defined in
the dependent claims.

Brief description of the drawings

[0015] The objects and advantages of the invention
will be understood by reading the following detailed de-
scription in conjunction with the drawings, in which:

Figure 1 shows a schematic picture of the architec-
ture for global roaming in accordance with the
present invention;
Figure 2 shows an embodiment of an anonymous
payment method in accordance with the present in-
vention;
Figure 3 shows a detailed view of an embodiment of
a local policy enforcement point in accordance with
the present invention;
Figure 4 shows a detailed view of an embodiment of
a secure mobile portal in accordance with the
present invention;
Figure 5 is an exemplary signalling diagram illustrat-
ing the signalling involved in a session set up in ac-
cordance with the present invention;
Figure 6 is a detailed view of an exemplary embod-
iment of the terminal in accordance with the present
invention;
Figure 7 shows schematically a Policy Domain (PD)
in accordance with the present invention; and
Figure 8 shows a mixed access scenario in accord-
ance with the present invention.

Detailed description

[0016] The various features of the invention will now
be described with reference to the figures, in which like
parts are identified with the same reference characters.
In the following description, for purpose of explanation
and not limitation, specific details are set forth, such as

particular circuits, components, techniques, etc. in order
to provide a thorough understanding of the present in-
vention. However, it will be apparent to one skilled in the
art that the present invention may be practised in other
embodiments that depart from these specific details. In
other instances, detailed descriptions of well-known
methods, devices and circuits are omitted so as not to
obscure the description of the present invention.
[0017] The present invention describes a method of
and a system for providing access independent global
roaming between heterogeneous networks and solves
the problem with policy enforcement and service trans-
parency in and between different networks. The solution
contains a number of salient features.

1) A client-server relationship.
2) A transparent "packet pipe", interconnecting serv-
ers and clients on a Quality of Service basis, trans-
porting packets.
3) A Policy Definition Point (PDP) associated with or
residing within a server or server cluster defining pol-
icies pertaining to services, authentication, authori-
zation accounting, and
4) A Policy Enforcement Point (PEP), associated
with or residing in the client, enforcing policies de-
fined in the policy definition point, at the terminal (cli-
ent).
5) Separate charging mechanisms for access and
services, i.e. client-server based transactions.
6) A transformation of the access node into a point
of sale for access, offering transparent IP transport.
7) Removable and interchangeable layer 1 and layer
2 access modules (modems) for the clients (termi-
nals) for accessing different fixed and mobile stand-
ards.

[0018] The solution according to the invention will now
be further described in more detail with references to
figures 1-7.
[0019] Figure 1 shows a schematic picture of an archi-
tecture for global roaming according to the invention. The
architecture can be divided into a service domain (non-
shaded), and a transport domain 140 (shaded).
[0020] The service domain, which covers the higher
layers, e.g. OSI-model, consists of a server cluster called
Secure Mobile Portal (SMP) 100 and a client, governed
by a Local Policy Enforcement Point (LPEP) 110 residing
in the client or terminal 120. A secure encrypted packet
transportation tunnel 130 connects the SMP 100 and the
LPEP 110 in a Client-Server relationship. This tunnel is
enabled by the establishment of shared secrets between
the SMP 100 and the LPEP 110, contained in a policy,
which is used to generate encryption keys for the packets,
e.g. IP (Internet Protocol) packets. Since each IP packet
is encrypted with a unique key, i.e. a shared secret be-
tween the service provider and the service buyer, each
packet received by the SMP 100 will be seen as a de
facto authentication of the service buyer or subscriber by
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the service provider.
[0021] The SMP 100 acts as a Policy Definition Point
(PDP) for the LPEP 110 defining policies with respect to
services, authentication of subscribers, authorization to
access and services, accounting, mobility and security
for the subscriber. The LPEP 110 residing in the client
120 enforces the policies defined in the SMP 100. A fea-
ture of the architecture is that charging for transport and
services can be separated. Transport can be paid for in
real-time using, for example, a pre-paid card, credit card,
a cash card or the like. Transactions in the service domain
can be paid for as usual e.g. as per invoice, for example.
[0022] The transport domain, consisting of an IP based
core network 140 and IP based access networks such
as designated by the acronyms CDMA 2000-, EDGE-,
W-LAN-, W-CDMA- or fixed or cable networks, transports
packets from the SMP 100 to the LPEP 110. The layer
1 and layer 2 part 150 of the client or terminal 120 also
belongs to the transport domain and is preferably imple-
mented as interchangeable modules (modems) for dif-
ferent access standards such as W-CDMA, EDGE, CD-
MA 2000, W-LAN etc. The transport domain not neces-
sarily adds value to the packets, except that it classifies
the packets according to Quality of Service and trans-
ports the packets to the end destination, guaranteeing
access to physical resources where this is appropriate.
[0023] The different access networks in the transport
domain must have the appropriate interfaces and support
agreed on Quality of Service definitions, a so-called pack-
et pipe 130. The packet pipe 130 provides layer 1 and
layer 2 functions to convey packet data traffic across ra-
dio air interfaces, for example. As part of the transport
domain, the access networks must also be able to proc-
ess charging information in the embodiment of the inven-
tion wherein transport charging is independent of service
charging. That is, wherein access charging is independ-
ent from any other charging, and is seen as a separate
entity. The transport domain thus involves means for
charging a subscriber for transport used, e.g. via a pre-
paid card, credit card, cash card or other means. It is not
necessary that a subscriber is authenticated or author-
ised by a service provider before transport charging takes
place. It is only necessary to validate the pre-paid card,
credit card, cash card or the like, i.e. it is possible to im-
plement anonymous payment methods for transport. Ac-
cess providers can accept different types of payment
methods for payment of transport; e.g. some access pro-
viders may accept all major credit cards and their own
special cash card for paying for access to their networks.
This can be compared to when stores have a sticker on
the entrance informing what credit cards they accept, for
example.
[0024] In figure 2 is an exemplifying embodiment of an
anonymous payment method shown. The terminal 120
transmits a random access channel (in GSM typically the
RACCH) including payment information 200 to an access
node 210. The payment information identifies the Cre-
dential Verifier (CV) 220 e.g. the issuer of a credit card

or an access subscription, the identity of the subscriber
in an encrypted form and the credit verification in an en-
crypted form, e.g. a credit card number. This information
is received in the access node 210 which reads out the
address to the CV 220 adds a transaction number to the
user identity and credit verification and transmits that in-
formation 230 to the identified CV 220 e.g. a Master-
Card™ server. The CV 220 decrypts the packets sent
from the access node 210 with unique keys for that par-
ticular subscriber and checks whether the user identity
and the credit verification number are correct. In this way
the subscriber can be uniquely identified and thus au-
thenticated. If the relationship between the user identity
and the credit verification is correct the CV 220 transmits
a message with the same transaction number and a pos-
itive acknowledgement 240 back to the access node 210.
The access node then returns a message 250 to a mo-
dem/router interface contained in the terminal 120 con-
taining an IP-address and a positive acknowledgement,
granting access. The IP-address is stored in the modem/
router interface and in the LPEP 110 and is associated
with a service requested by the subscriber in the service
layers 260.
[0025] The structure and operation of an exemplary
embodiment of the LPEP 110 resident in the client or
terminal 120 will now be described in more detail with
reference to figure 3 of the drawings. As discussed
above, the LPEP 110 enforces policies with respect to
authentication of subscribers, authorization to access
and services, accounting, mobility and security for the
subscriber(s) that the LPEP 110 serves. These policies
are defined in the SMP 100 that acts as a PDP for the
LPEP 110. Each LPEP 110 has a set of policies associ-
ated with it and the relationship between the PDP and
the LPEP 110 i.e. between the SMP 100 and the sub-
scriber is uniquely defined by these policies in the LPEP
authorization database 300.
[0026] Each relation that the subscriber has with
SMP’s 100 or CV’s 220 is defined with a number of pa-
rameters 310. In the embodiment shown at least four
parameters have been defined. These are obligations,
rights, and a shared secret, i.e. a unique identity and an
encryption key, and an IP-address to the SMP 100 or the
CV 220. These relations are negotiated either in real time
using public key infrastructure or by signing up for a serv-
ice and receiving the obligations, rights, shared secret
and IP-address 310 to the SMP 100 or CV 220 by mail,
for example.
[0027] The LPEP 110 is also responsible for authenti-
cating the subscriber via e.g. a PIN-code or a fingerprint
reader. If the subscriber is authorised he gains access
to the LPEP 110. It is possible that the LPEP 110 serves
more than one subscriber, then the authentication data-
base 320 stores several subscribers A, B, ... 330 and
their corresponding identification keys key 1, key 2, ...
340. The LPEP key 350 on the other hand is used for
identifying the LPEP 110 to the SMP 100 and for encrypt-
ing the traffic between the LPEP 110 and the SMP 100
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or CV 220.
[0028] During a communication session the LPEP 110
maintains an accounting log 360 containing accounting
information 370 pertaining to the session, such as start
time, stop time and service utilised. This accounting log
360 can be used by the SMP 100 for billing and auditing
purposes. At completion of the session the LPEP 110
can forward the accounting log 360 to the SMP 100 and
the SMP 100 replies in agreement or disagreement, i.e.
compare the accounting log in the SMP 100 with the one
generated in the LPEP 110. Alternatively the accounting
log 360 is transmitted from the LPEP 110 to the SMP 100
at regular intervals, such as at the end of the day.
[0029] With reference now to figure 4 of the drawings,
the structure and operation of an exemplary embodiment
of the SMP 100 will be described in more detail. As dis-
cussed above, the SMP 100 defines policies with respect
to authentication of subscribers, authorization to access
and services, accounting, mobility and security for the
subscribers that the SMP 100 serves. Thus, the SMP
100 contains an Encrypted Subscriber Register (ESR)
400 carrying subscriber IP addresses or network address
identifiers (NAI), e.g. n.n@telia.mob, as well as encryp-
tion keys for each individual subscriber and service that
the SMP 100 serves. This, to provide encryption, authen-
tication and authorization to the services provided. The
SMP 100 also contains a Global Location Register (GLR)
410 indicating which access networks the subscriber
presently is residing (visiting) in. To be able to provide
voice services the SMP 100 also contain a voice server
420 for providing e.g. voice over IP. The SMP 100 can
be seen as a server cluster providing both secure and
non-secure services to the subscriber; secure services
like e-commerce 430, security alarms, health care serv-
ices, etc. and non-secure services like web browsing 440
and catalogue/information services 450, for example.
The SMP 100 also contains a secure accounting server
460 for accounting and auditing of records. The SMP 100
can also update the policies in the LPEP 110. For exam-
ple if the subscriber does not pay the invoices for a par-
ticular service, that service can be barred.
[0030] With reference now to the exemplary signalling
diagram shown in figure 5 of the drawings, the initiation
of a session will be described in more detail. To initiate
a session a subscriber 580 transmits an authentication
request 500 including subscriber identity and a corre-
sponding key e.g. a personal identification number (PIN)
or a fingerprint, to gain access to the terminal and the
rights of the LPEP 110. When the subscriber 580 receives
an authentication reply 505 indicating that the subscriber
580 is authenticated to use the terminal, a service request
510 is transmitted to the LPEP 110. The LPEP 110 de-
cides on a suitable access depending on the service re-
quested by the subscriber and transmits an access re-
quest 515 identifying the subscriber and corresponding
payment information 520, everything but the address to
the CV encrypted by the LPEP key, to the chosen access
network 585. The access network 585 reads the payment

information and identifies the address to the Credential
Verifier (CV) 220, generates a transaction number and
adds the payment information, i.e. the user identity in an
encrypted form and credit verification in an encrypted
form, e.g. a credit card number, and transmits the mes-
sage 525 to the CV 220. The CV 220 decrypts the mes-
sage and if the relationship between the user identity and
the credit verification is correct the CV transmits a mes-
sage with the same transaction number and verifies the
subscriber’s credentials 530. The access network 585
transmits access OK 535 together with an IP-address to
the LPEP 110 and at the same time the access network
585 transmits a message 540 to the SMP 100 indicating
in what network the subscriber 580 is residing in. The
LPEP 110 then enacts 545 the requested service 510 in
the SMP 100 and the subscriber 580 and the SMP con-
ducts a session 550. The LPEP 110 and the SMP 100
monitors 555 all transactions between the LPEP 110 and
the SMP 100 for accounting purposes. To end the ses-
sion the subscriber 580 transmits an end session mes-
sage 560 to the LPEP 110 that transmits an end session
message 565 to the SMP 100. When the session has
ended the LPEP 110 sends accounting information 570
to the SMP 100 that compares it with the accounting in-
formation generated in the SMP 100 and sends a positive
or negative accounting confirmation 575 back to the
LPEP 110.
[0031] With reference now to figure 6, embodiments
and functions of the client or terminal will be described
in more detail. The terminal is basically separated into
three parts, an access part, a control part and a service
part. The access part contains a number of access op-
tions (modems) 600a-c. These access options can phys-
ically be located in the terminal itself or in someone else’s
terminal, or be a Bluetooth™ interface connecting to re-
mote modems e.g. in the subscriber’s briefcase. The
service part contains a user interface and applicable ap-
plication programming interfaces (API’s) for the services.
The control part contains a policy enforcement engine
610 and a policy repository 620.
[0032] The terminal also contains a layer 2 IP switch
630 and a layer 3 IP router 640 between the modems
600a-c and the applications interface 650. This enables
the user 660 the possibility to have several information
flows between applications 670 and modems 600a-c ac-
tive at the same time. For example can a voice over IP
data flow be maintained through a W-CDMA network, at
the same time as a multimedia flow is maintained through
a W-LAN network, while the terminal at the same time is
receiving a best effort flow from another terminal, through
a Bluetooth™ modem. This possibility to route a plurality
of data flows from a plurality of modems 600a-c is pos-
sible because of the included layer 2 IP switch 630, and
layer 3 IP routing 640. This embodiment also makes it
possible for the terminal to hand over a communication
session from one communications network to another,
by re-routing the data flow from one modem port to an-
other.
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[0033] The access discovery function 680 of the ter-
minal is continuously active, scanning the surroundings
for access possibilities and generates a record of all avail-
able access possibilities. The access selection function
690 is responsible for requesting access and presenting
credentials to the desired access network depending on
the service requested from the service layers and also
for preparing to interconnect with the chosen access net-
work.
[0034] The policy enforcement engine 610 and the pol-
icy repository 620 in the control part connect the modems
600a-c in the access part with the user 660 and the API’s
in the service part. More specifically the policy enforce-
ment engine 610 in the control part has the responsibility
for a variety of tasks such as authenticating the user 660
to the terminal, authorising the user 660 to services and
collecting accounting data. These and other tasks will be
further described in relation to figure 8.
[0035] The policy repository 620 of the terminal can be
seen as a database containing the subscribers relation-
ship to access providers, service providers as well as
individual clients, i.e. the obligations, rights, shared se-
crets and addresses to credential verifiers or SMP’s.
These relationships can be varying and sometimes ex-
tremely complex. Also these relationships may need to
be updated at any time.
[0036] Some service providers may e.g. have a hier-
archical relation between different aspects of its service.
For example a special access network or a special gate-
way might need to be used or passed before a particular
service can be executed and perhaps a trusted relation-
ship will have to be enacted for a particular session. Other
service provider might be non-hierarchical, which means
that the different services are open and enacted at the
same level, e.g. in that any access network may be used.
[0037] A subscriber may have a relationship to many
different structures, hierarchical and flat. For example,
subscriber A has a private subscription with provider X
for voice and web browsing. Under the voice service,
subscriber A communicates following a specific policy
with subscriber B. Subscriber A also has a specific busi-
ness relationship to subscriber C, such that all packets
to subscriber C will be encrypted and directly transferred
to subscriber C. In addition to his private subscription
with provider X and his occupational relationship with
subscriber C, subscriber A may also be a member of an
exclusive business club that operates a club server. His
club membership fee provides subscriber A encrypted
voice and data traffic services to all other members of
the business club. The bank at which subscriber A has
an account, may also operate a server of their own, and
may have deployed a policy in the terminal of subscriber
A, such that he always can access his bank account,
even at midnights. Both the bank and the business club
need to purchase the service of some MSP, in order to
know the whereabouts of subscriber A, that is unless the
bank or business club operates an MSP themselves. All
these relationships are reflected in the policy repository

620.
[0038] Each relationship a user 660 or subscriber
would like to enter into is defined using a number of at
least three or four parameters. These are rights, obliga-
tions, shared secret, and address to a credential verifier
or SMP, thus creating a policy block. The policy repository
620 contains several policy blocks defining the relation-
ships that exists between the user 660 and different serv-
ice providers as well as individuals.
[0039] The policy repository 620 can be accessed from
outside 695 of the terminal providing the user has opened
the policy repository 620 by e.g. a personal identification
code, a fingerprint reading or other means. Then a serv-
ice provider can update their policy block and relevant
coupling coefficients. Once the service provider has en-
tered its policies into the policy repository 620 these can
be updated at will by the service provider providing such
an agreement exists. If no such agreement exists the
subscriber must open the policy repository 620 every
time before changes can be made.
[0040] The policy enforcement engine 610 thus enforc-
es policies defined in policy repositories 620. This implies
e.g. that rental cars, hotel rooms etc. can be provided
with policy enforcement engines 610 executing the pol-
icies in a user’s or visitor’s policy repository 620. Both
the policy enforcement engine 610 and the policy repos-
itory 620 is preferably implemented as computer pro-
grams on a suitable media, e.g. smart cards together with
a suitable wireless access product such as Bluetooth™.
Other implementations are of course possible, e.g. inte-
grated circuits, a circuit board in the terminal or as a sep-
arate circuit board that can be inserted into any appro-
priate terminal.
[0041] Figure 7 shows a so-called Policy Domain (PD)
and sub-domain. The policy domain contains multiple
policy blocks 625 which contain all the specific relation-
ships existing between the user and service providers,
as well as individuals. Each policy domain may contain
sub-domains 635 defining a reserved domain space for
a particular application.
[0042] A coupling matrix is defined between the pol icy
blocks, defining their hierarchical relationship. Relation-
ships between policy blocks xi, yj and policy blocks xk,
yl are determined by a coupling coefficient K, ij, kl. If the
coupling coefficient is 0, than there is no relationship. If
the coupling coefficient is +1, than block k,l is dependent
on block i,j implying that block i,j has a higher position in
the hierarchy than block k,l and that block i,j must be
enacted before block k, l.
[0043] If the coupling coefficient is -1, than block k,l
supersedes block i,j, implying that block i,j has a lower
position in the hierarchy than block k, l.
[0044] With reference now to both figure 6 and 8 the
tasks of the control part of the terminal will be described
in more detail together with a mixed access scenario.
Suppose that the access possibilities consists of several
different networks, such as W-CDMA 700, EDGE 705,
GPRS 710, CDMA-2000 715, W-LAN 720 or Fixed or
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Cable 725 and that the transport network is an IP based
core network 730. To gain access to the functions of the
terminal and the policy enforcement engine 610 and pol-
icy repository 620 the user 660 must be authenticated.
Thus an authentication request is transmitted to the pol-
icy enforcement engine 610 that checks the authentica-
tion with the relevant policy blocks in the policy repository
620. When the user 660 is authenticated all the rights
and obligations associated with the user in the policy re-
pository 620 are open.
[0045] The access discovery function 680, which is
continuously active, has scanned all available access
networks and found the above mentioned access possi-
bilities 700-725 and made a record of what is available.
The user 660 now e.g. wants to initiate a web-service
and thus via the applications interface 650 agree on pa-
rameters, i.e. some Quality of Service value for the ses-
sion, e.g. the transmission rate. The applications inter-
face 650 thereafter asks the policy enforcement engine
610 to enact the requested web-service. The policy en-
forcement engine 610 then collects data from the policy
repository 620 and the access selection function 690 to
set up a channel that complies with the agreed parame-
ters and the requested service and thereafter activates
the connection.
[0046] If the user 660 does not have a subscription to
the requested network, the policy enforcement engine
610 presents credentials to the appropriate access sup-
plier. The credentials can e.g. be a credit card accepted
by the access supplier. The policy enforcement engine
610 then launches the requested web-service according
to the policies in the policy repository 620. The policy
enforcement engine 610 tracks data exchanged during
the executed web-service according to policies for ac-
counting and verification purposes. Then the policy en-
forcement engine 610 disconnects the application 670
and assembles the accounting data.
[0047] Another possibility occurs if the terminal does
not have the appropriate modem 600a-c for the best ac-
cess network. Imagine for example that the GPRS net-
work 710 is most suitable for the requested web-service
but the user terminal only has a W-COMA interface. The
solution is the Bluetooth™ modem 740 a-b attached to
the terminal, which makes it possible to use the modems
600a-c of a neighbouring terminal. The Bluetooth™ mo-
dem 740a-b in the neighbouring terminal then acts as an
access point or bridge to access the GPRS modem of
the other terminal.
[0048] The user or subscriber physical owns the PEP.
The content of the PEP can be the ownership of many
parties. The subscriber controls access to the PEP, and
can delegate these rights to another party, for example
an operator, or other service provider. The PD and its
sub-domains can be accessed from outside, providing
the user initially opens the PD (by a card opening PIN or
by other means). The service provider can enter its policy
blocks, as well as the relevant coupling factors that define
the relationship between the policies of the service op-

erator. Ones the service provider has entered its policies
into the PEP, these can be updated at will by the service
provider, providing such an agreement exists. If there is
no such agreement, then the PD must be opened each
time by default, for example.
[0049] The LPEP can be realized physically in many
different ways. It can be on board in a mobile terminal, it
can be part of a network termination equipment in the
residence, it can be a separate board which can be in-
serted into any appropriate terminal when the user wish-
es to make a call, or it can be a separate PEP board
encapsulated together with a suitable wireless access
product (such as Bluetooth™). The PEP may communi-
cate with the client that the subscriber wishes to use for
communication according to the principles defmed
above.

Claims

1. A communication system for providing access inde-
pendent roaming including at least two communica-
tion networks being mutually heterogeneous, at least
one terminal (120) for exchanging information with
at least two communication networks being mutually
heterogeneous, at least one policy definition point
(100) forming a client-server relationship with said
at least one terminal (120), at least one policy en-
forcement point (110) enforcing policies defined in
said policy definition point (100), characterised in
that said at least one policy enforcement point (110)
is located in said at least one terminal (120) and in
that said policies pertain to services, authentication,
authorization and accounting.

2. A communication system according to claim 1, char-
acterised in that said policy definition point (100)
includes means for defining said policies.

3. A communication system according to claim 1, char-
acterised in that said policy enforcement point
(110) includes means (610, 620) for enforcing said
policies.

4. A communication system according to claim 1, char-
acterised in that said client-server relationship is
realised by a transparent packet pipe (130) trans-
porting and classifying packets according to Quality
of Service.

5. A communication system according to claim 1, char-
acterised in that said at least one terminal (120)
supports simultaneously ongoing independent cli-
ent-server relationships.

6. A communication system according to claim 1, char-
acterised in that said policy definition point (100)
includes means for defining policies in other service
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clusters than its own.

7. A communication system according to claim 1, char-
acterised in that said policy enforcement point
(110) includes means (610, 620) for enforcing a plu-
rality of policies emanating from a plurality of net-
works and service providers.

8. A communication system according to claim 1, char-
acterised in that said policy definition point (100) is
implemented by software code means.

9. A communication system according to claim 1, char-
acterised in that said policy enforcement point
(110) is implemented by software code means.

10. A communication system according to claim 1, char-
acterised in that said policy definition point (100)
includes a global location register (410) indicating in
what access network said at least one terminal (120)
is residing in.

11. A communication system according to claim 1, char-
acterised in that said policy definition point (100)
further includes a subscriber database (400) includ-
ing means for storing subscriber IP addresses and
encryption keys for each of said subscribers.

12. A communication system according to claim 1, char-
acterised in that said communication system in-
cludes a credentials verifier providing means for
anonymous payment of access for at least one of
said mutually heterogeneous networks.

13. A method for global roaming in a communication sys-
tem including at least two communication networks
being mutually heterogeneous, at least one terminal
(120) for exchanging information with at least two
communication networks being mutually heteroge-
neous, at least one policy definition point (100) form-
ing a client-server relationship with said at least one
terminal (120), the method being characterised by
enforcing policies defined in said policy definition
point (100) in a policy enforcement point (110) in said
at least one terminal(120) and said policies pertain-
ing to services, authentication, authorization and ac-
counting,

14. The method of claim 13, characterised by defining
said policies in the policy definition point (100).

15. The method of claim 13, characterised by enforcing
said policies in said policy enforcement point (110)
defined in said policy definition point (100).

16. The method of claim 13, further characterised in
that said client-server relationship is provided by
transporting and classifying packets according to

Quality of Service.

17. The method of claim 13, further characterised in
that the policy definition point (100) is defining poli-
cies in other server clusters than its own.

18. The method of claim 13, characterised by storing
in said policy definition point (100) in a global location
register in what access network said at least one
terminal (120) is residing in.

19. The method of claim 13, characterised by storing
in said policy definition point (100) subscriber IP ad-
dresses and encryption keys for each of said sub-
scribers.

20. A mobile terminal (120) being adapted to perform
access independent roaming to at least two commu-
nication networks being mutually heterogeneous,
characterised in said mobile terminal (120) com-
prising:

- means for receiving a policy from a policy def-
inition point (100) in a client-server relationship,
- a policy enforcement point (110) enforcing pol-
icies defined in said policy definition point (100),
- said policies pertaining to services, authenti-
cation, authorization and accounting.

21. The mobile terminal (120) according to claim 20, said
mobile terminal (120) including means (610, 620) for
enforcing said policies,

22. The mobile terminal (120) according to claim 20 or
21, characterised in that said client-server relation-
ship is realised by a transparent packet pipe (130)
transporting and classifying packets according to
Quality of Service,

23. The mobile terminal (120) according to claim 20, 21
or 22, characterised in that said terminal (120) sup-
ports simultaneously ongoing independent client-
server relationships.

24. The mobile terminal (120) according to anyone of
claims 20 to 23, characterised in that said policy
enforcement point (110) includes means (610, 620)
for enforcing a plurality of policies emanating from a
plurality of networks and service providers.

Patentansprüche

1. Kommunikationssystem zur Bereitstellung Von zu-
gangsunabhängigem Roaming, umfassend minde-
stens zwei Kommunikationsnetze, die zueinander
heterogen sind, mindestens ein Endgerät (120) zum
Austausch von Informationen mit mindestens zwei
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Netzen, die zueinander heterogen sind, mindestens
einen Richtliniendefinitionspunkt (100), der eine Cli-
ent-Server-Beziehung mit dem mindestens einen
Endgerät (120) bildet, mindestens einen Richtlinien-
durchsetzungspunkt (110), der Richtlinien durch-
setzt, die im Richtliniendefinitionspunkt (100) defi-
niert sind, dadurch gekennzeichnet, dass der min-
destens eine Richtliniendurchsetzungspunkt (110)
in dem mindestens einen Endgerät (120) angeord-
net ist und dass die Richtlinien Dienste, Authentifi-
zierung, Autorisierung und Abrechnung betreffen.

2. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendefinitions-
punkt (100) Mittel zum Definieren der Richtlinien um-
fasst.

3. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendefinitions-
punkt (110) Mittel (610, 620) zum Durchsetzen der
Richtlinien umfasst.

4. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass die Client-Server-Bezie-
hung durch eine transparente Paketleitung (130)
realisiert ist, die Pakete gemäß der Dienstgüte trans-
portiert und klassifiziert.

5. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass das mindestens eine End-
gerät (120) gleichzeitig laufende unabhängige Cli-
ent-Server-Beziehungen unterstützt.

6. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendefinitions-
punkt (100) Mittel zum Definieren der Richtlinien in
anderen Dienst-Clustern als seinem eigenen um-
fasst.

7. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendurchset-
zungspunkt (110) Mittel (610, 620) zum Durchsetzen
einer Mehrzahl von Richtlinien umfasst, die von einer
Mehrzahl von Netzen und Diensteanbietern stam-
men.

8. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendefinitions-
punkt (100) durch Software-Codemittel implemen-
tiert ist.

9. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendurchset-
zungspunkt (110) durch Software-Codemittel imple-
mentiert ist.

10. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendefinitions-

punkt (100) ein globales Lokalisierungsregister
(410) umfasst, das anzeigt, in welchem Zugangs-
netz sich das mindestens eine Endgerät (120) be-
findet.

11. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass der Richtliniendefinitions-
punkt (100) ferner eine Teilnehmerdatenbank (400)
umfasst, die Mittel zum Speichern von Teilnehmer-
IP-Adressen und Geheimschlüssel für jeden der
Teilnehmer umfasst.

12. Kommunikationssystem nach Anspruch 1, dadurch
gekennzeichnet, dass das Kommunikationssy-
stem einen Berechtigungsnachweisprüfer umfasst,
der Mittel zur anonymen Zahlung von Zugang für
mindestens eines der zueinander heterogenen Net-
ze bereitstellt.

13. Verfahren für globales Roaming in einem Kommu-
nikationssystem, umfassend mindestens zwei Kom-
munikationsnetze, die zueinander heterogen sind,
mindestens ein Endgerät (120) zum Austausch von
Informationen mit mindestens zwei Netzen, die zu-
einander heterogen sind, mindestens einen Richtli-
niendefinitionspunkt (100), der eine Client-Server-
Beziehung mit dem mindestens einen Endgerät
(120) bildet, wobei das Verfahren durch Durchset-
zen von im Richtliniendefinitionspunkt (100) definier-
ten Richtlinien in einem Richtliniendurchsetzungs-
punkt (110) in dem mindestens einen Endgerät (120)
gekennzeichnet ist, und die Richtlinien Dienste, Au-
thentifizierung, Autorisierung und Abrechnung be-
treffen.

14. Verfahren nach Anspruch 13, gekennzeichnet
durch Definieren der Richtlinien im Richtliniendefi-
nitionspunkt (100).

15. Verfahren nach Anspruch 13, gekennzeichnet
durch Durchsetzen der im Richtliniendefinitions-
punkt (100) def inierten Richtlinien im Richtlinien-
durchsetzungspunkt (110).

16. Verfahren nach Anspruch 13, ferner dadurch ge-
kennzeichnet, dass die Client-Server-Beziehung
durch Transportieren und Klassifizieren von Paketen
gemäß der Dienstgüte bereitgestellt wird.

17. Verfahren nach Anspruch 13, ferner dadurch ge-
kennzeichnet, dass der Richtliniendefinitionspunkt
(100) Richtlinien in anderen Dienst-Clustern als sei-
nem eigenen definiert.

18. Verfahren nach Anspruch 13, gekennzeichnet
durch Speichern im Richtliniendefinitionspunkt
(100) in einem globalen Lokalisierungsregister, in
welchem Zugangsnetz sich das mindestens ein End-
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gerät (120) befindet.

19. Verfahren nach Anspruch 13, gekennzeichnet
durch Speichern im Richtliniendefinitionspunkt
(100) Teilnehmer-IP-Adressen und Geheimschlüs-
seln für jeden der Teilnehmer.

20. Mobiles Endgerät (120), das so ausgelegt ist, dass
es zugangsunabhängiges Roaming zu mindestens
zwei Kommunikationsnetzen durchführt, die zuein-
ander heterogen sind, dadurch gekennzeichnet,
dass das mobile Endgerät (120) umfasst:

- Mittel zum Empfangen einer Richtlinie von ei-
nem Richtliniendefinitionspunkt (100) in einer
Client-Server-Beziehung,
- einen Richtliniendurchsetzungspunkt (110),
der im Richtliniendefinitionspunkt (100) definier-
te Richtlinien durchsetzt,
- wobei die Richtlinien Dienste, Authentifizie-
rung, Autorisierung und Abrechnung betreffen.

21. Mobiles Endgerät (120) nach Anspruch 20, wobei
das mobile Endgerät (120) Mittel (610, 620) zum
Durchsetzen der Richtlinien umfasst.

22. Mobiles Endgerät (120) nach Anspruch 20 oder 21,
dadurch gekennzeichnet, dass die Client-Server-
Beziehung durch eine transparente Paketleitung
(130) realisiert ist, die Pakete gemäß der Dienstgüte
transportiert und klassifiziert.

23. Mobiles Endgerät (120) ach Anspruch 20, 21 oder
22, dadurch gekennzeichnet, dass das Endgerät
(120) gleichzeitig laufende unabhängige Client-Ser-
ver-Beziehungen unterstützt.

24. Mobiles Endgerät (120) nach einem der Ansprüche
20 bis 23, dadurch gekennzeichnet, dass der
Richtliniendurchsetzungspunkt (110) Mittel (610,
620) zum Durchsetzen einer Mehrzahl von Richtli-
nien umfasst, die von einer Mehrzahl von Netzen
und Diensteanbietern stammen.

Revendications

1. Système de communication pour assurer une itiné-
rance indépendante de l’accès, comprenant au
moins deux réseaux de communication mutuelle-
ment hétérogènes, au moins un terminal (120) pour
échanger des informations avec au moins deux ré-
seaux de communication mutuellement hétérogè-
nes, au moins un point de définition de politiques
(100) formant une relation client-serveur avec ledit
au moins un terminal (120), au moins un point d’ap-
plication de politiques (110) appliquant les politiques
définies dans ledit point de définition de politiques

(100), caractérisé en ce que ledit au moins un point
d’application de politiques (110) est situé dans ledit
au moins un terminal (120) et en ce que lesdites
politiques concernent les services, l’authentification,
l’autorisation et la comptabilité.

2. Système de communication selon la revendication
1, caractérisé en ce que ledit point de définition de
politiques (100) comprend un moyen pour définir les-
dites politiques.

3. Système de communication selon la revendication
1, caractérisé en ce que ledit point d’application de
politiques (110) comprend un moyen (610, 620) pour
appliquer lesdites politiques.

4. Système de communication selon la revendication
1, caractérisé en ce que ladite relation client-ser-
veur est réalisée par un tuyau de paquet transparent
(130) transportant et classifiant les paquets en fonc-
tion de la qualité de service.

5. Système de communication selon la revendication
1, caractérisé en ce que ledit au moins un terminal
(120) prend en charge des relations client-serveur
indépendantes se déroulant simultanément.

6. Système de communication selon la revendication
1, caractérisé en ce que ledit point de définition de
politiques (100) comprend un moyen pour définir des
politiques dans des grappes de services autres que
la sienne.

7. Système de communication selon la revendication
1, caractérisé en ce que ledit point d’application de
politiques (110) comprend un moyen (610, 620) pour
appliquer une pluralité de politiques émanant d’une
pluralité de réseaux et de prestataires de services.

8. Système de communication selon la revendication
1, caractérisé en ce que ledit point de définition de
politiques (100) est mis en oeuvre par un moyen de
code logiciel.

9. Système de communication selon la revendication
1, caractérisé en ce que ledit point d’application de
politiques (110) est mis en oeuvre par un moyen de
code logiciel.

10. Système de communication selon la revendication
1, caractérisé en ce que ledit point de définition de
politiques (100) comprend un registre d’emplace-
ment mondial (410) indiquant le réseau d’accès dans
lequel ledit au moins un terminal (120) réside.

11. Système de communication selon la revendication
1, caractérisé en ce que ledit point de définition de
politiques (100) comprend en outre une base de don-
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nées d’abonnés (400) comprenant un moyen pour
stocker des adresses IP d’abonnés et des clés de
cryptage pour chacun desdits abonnés.

12. Système de communication selon la revendication
1, caractérisé en ce que ledit système de commu-
nication comprend un vérificateur de justificatif
d’identité fournissant un moyen pour un paiement
antonyme d’accès à au moins l’un desdits réseaux
mutuellement hétérogènes.

13. Procédé d’itinérance mondiale dans un système de
communication comprenant au moins deux réseaux
de communication mutuellement hétérogènes, au
moins un terminal (120) pour échanger des informa-
tions avec au moins deux réseaux de communication
mutuellement hétérogènes, au moins un point de dé-
finition de politiques (100) formant une relation client-
serveur avec ledit au moins un terminal (120), le pro-
cédé étant caractérisé par l’application des politi-
ques définies dans ledit point de définition de politi-
ques (100) dans un point d’application de politiques
(110) dans ledit au moins un terminal (120) et lesdi-
tes politiques concernent les services, l’authentifica-
tion, l’autorisation et la comptabilité.

14. Procédé selon la revendication 13, caractérisé par
la définition desdites politiques dans ledit point de
définition de politiques (100).

15. Procédé selon la revendication 13, caractérisé par
l’application, dans ledit point d’application de politi-
ques (110), desdites politiques définies dans ledit
point de définition de politiques (100).

16. Procédé selon la revendication 13, caractérisé en
outre en ce que ladite relation client-serveur est
assurée en transportant et classifiant les paquets en
fonction de la qualité de service.

17. Procédé selon la revendication 13, caractérisé en
outre en ce que ledit point de définition de politiques
(100) définit des politiques dans des grappes de ser-
veurs autres que la sienne.

18. Procédé selon la revendication 13, caractérisé par
le stockage dans ledit point de définition de politiques
(100) d’un registre d’emplacement mondial (410) in-
diquant le réseau d’accès dans lequel ledit au moins
un terminal (120) réside.

19. Procédé selon la revendication 13, caractérisé par
le stockage dans ledit point de définition de politiques
(100) des adresses IP d’abonnés et des clés de cryp-
tage pour chacun desdits abonnés.

20. Terminal mobile (120) apte à effectuer une itinérance
indépendante de l’accès dans au moins deux ré-

seaux de communication mutuellement hétérogè-
nes, caractérisé en ce que ledit terminal mobile
(120) comprend :

- un moyen pour recevoir une politique d’un point
de définition de politiques (100) dans une rela-
tion client-serveur,
- un point d’application de politiques (110) ap-
pliquant les politiques définies dans ledit point
de définition de politiques (100),
- lesdites politiques concernant les services,
l’authentification, l’autorisation et la comptabili-
té.

21. Terminal mobile (120) selon la revendication 20, ledit
terminal mobile (120) comprenant un moyen (610,
620) pour appliquer lesdites politiques.

22. Terminal mobile (120) selon la revendication 20 ou
21, caractérisé en ce que ladite relation client-ser-
veur est réalisée par un tuyau de paquet transparent
(130) transportant et classifiant les paquets en fonc-
tion de la qualité de service.

23. Terminal mobile (120) selon la revendication 20, 21
ou 22, caractérisé en ce que ledit terminal (120)
prend en charge des relations client-serveur indé-
pendantes se déroulant simultanément.

24. Terminal mobile (120) selon l’une quelconque des
revendications 20 à 23, caractérisé en ce que ledit
point d’application de politiques (110) comprend un
moyen (610, 620) pour appliquer une pluralité de
politiques émanant d’une pluralité de réseaux et de
prestataires de services.
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