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I. INTRODUCTION

Google LLC respectfully requests inter partes review of Claims 1-12
(“Challenged Claims™) of U.S. Patent No. 11,405,429 (“°429 Patent”) (EX1001)
under 35 U.S.C. §§311-319 and 37 C.F.R. §42.100 et seq.

The ’429 Patent discloses security techniques for wireless networks. EX1001,
Abstract. The Challenged Claims are directed to the use of well-known security
components (secure execution environment, secure memory partition, and secure
control channels) performing well-known functions (receiving, storing, and
enforcing network service profiles and settings for wireless network access). See id.,
19:26-48, 20:1-3, 20:33-47.

The Challenged Claims should never have been allowed. The Khosravi, Xu,
and Frank references cited herein were never applied during prosecution yet
identified and solved the same problem addressed in the ’429 Patent. These
references unequivocally disclose a “secure modem subsystem” and a ‘“‘secure
memory partition accessible only from the secure execution environment” as recited
in Claim 1 and as indicated by the Examiner as bases for allowance. These references
also unequivocally disclose an additional claim 3 feature regarding a “modem
control link™ cited as a basis for allowance although not recited in Challenged Claim
1. The Office should review the ’429 Patent in view of these clear, material

prosecution errors.
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II. MANDATORY NOTICES PURSUANT TO 37 C.F.R. §42.8(a)(1)
A. Real Parties-In-Interest

Google LLC! is a real party-in-interest.

Out of an abundance of caution, Google identifies Apple Inc. (“Apple”) as a
real party-in-interest. Apple and Headwater entered into “a worldwide settlement
whereby Headwater licensed its patents to Apple.” Patent Owner’s Request for
Discretionary Denial of Institution, Google LLC v. Headwater Research LLC,
[PR2026-00048, Paper 8, 2 (PTAB Jan. 7, 2026).

As identified in the related matters below, the *429 Patent is being asserted
against multiple Carriers in E.D. Tex. Case Nos. 2:25-cv-00901, 2:25-cv-00902,
2:25-cv-00903, with Case No. 2:25-cv-00902 serving as the lead consolidated case
for all pretrial issues. On December 1, 2025, the Carriers in those cases filed a joint
opposed motion to stay the litigations under, among other things, the customer-suit
exception. See Defendants’ Joint Opposed Motion to Stay, Headwater Res. LLC v.
Dish Network Corp. et al., Civ. Action No. 2:25-cv-00902 (Dec. 1, 2025), ECF No.
55. On December 8, 2025, a redacted version of that motion was made publicly

available. See id. ECF No. 64. On December 19, 2025, Headwater filed a sealed

"' Google LLC is a subsidiary of XXVI Holdings Inc., which is a subsidiary of

Alphabet Inc.
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response to the motion. See id. ECF No. 75. On January 9, 2026, the Carriers filed a

sealed reply. See id. ECF No. 84. Given these filings, Google names the following

Carriers (the named defendants in these cases) as real parties-in-interest to this

proceeding:

DISH Network Corporation f/k/a EchoStar Communications
Corporation

DISH Network LLC

Dish Wireless, LLC d/b/a Boost Mobile

Charter Communications, Inc.

Charter Communications, LL.C

Charter Communications Operating, LLC

Comcast Cable Communications, LLC d/b/a Xfinity
Comcast Cable Communications Management, LLC
Comcast Corporation

Comcast of Houston, LLC d/b/a Xfinity

Spectrum Gulf Coast, LLC

Spectrum Management Holding Company, LLC

Charter Communications, Inc., Charter Communications, LLC, Charter

Communications

Operating, LLC, Spectrum Gulf Coast, LLC, Spectrum

Management Holding Company, LLC and Headwater Research LLC filed a Joint

Motion to Stay All Deadlines and Notice of Settlement on August 5, 2026.
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Headwater Res. LLC v. Dish Network Corp. et al., Civ. Action No. 2:25-cv-00902
(E.D. Tex.), ECF No. 114 (Aug. 5, 2026).

Comcast Cable Communications, LLC d/b/a Xfinity, Comcast Cable
Communications Management, LLC, Comcast of Houston, LLC, and Headwater
Research LLC filed a Joint Motion to Stay All Deadlines and Notice of Settlement
on August 7, 2026. See Headwater Res. LLC v. Dish Network Corp. et al., Civ.
Action No. 2:25-¢v-00902 (E.D. Tex.), ECF No. 117 (Aug. 7, 2025).

To be clear, none of these Carriers funded, directed, or controlled the filing or
preparation of this petition, nor did Google prepare or file the petition at the Carriers’
behest. Instead, Google makes this identification out of an abundance of caution and
in the interest of over-disclosure.

B. Identification of Related Matters Under 37 C.F.R. §42.8(b)(2)

The following is a list of any judicial or administrative matters that would
affect, or be affected by, a decision in this proceeding:

Related District Court Matters

Headwater Research LLC v. Google LLC, Civ. Action No. 5:26-cv-07551
(N.D. Cal.) (*“°7551 Litigation”) transferred from Civ. Action No. 7:25-cv-00369
(W.D. Tex.) (“’369 Litigation”) — Complaint filed Aug. 27, 2025 and ordered related

to Civ. Action 5:26-cv-01460 (N.D. Cal.) Aug. 7, 2026;
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Headwater Research LLC v. Apple Inc., Civ. Action No. 7:25-cv-00370 (W.D.
Tex.) — Complaint filed Aug. 27, 2025, Dismissed Oct. 31,2025 (“’370 Litigation”);

Headwater Research LLC v. Charter Communications, Inc. et al., Civ. Action
No. 2:25-cv-00901 (E.D. Tex.) — Complaint filed Aug. 27, 2025, Notice of
Settlement and Motion to Stay Aug. 5, 2026, Stay granted Aug. 6 — Consolidated
with 25-cv-00902 (E.D. Tex.) for all pre-trial issues;

Headwater Research LLC v. Dish Network Corp. et al., Civ. Action No. 2:25-
cv-00902 (E.D. Tex.) — Complaint filed Aug. 27, 2025, Stayed July 6, 2026 due to
Defendants’ bankruptcy filings;

Headwater Research LLC v. Comcast Cable Communications, LLC d/b/a
Xfinity et al., Civ. Action No. 2:25-cv-00903 (E.D. Tex.) — Complaint filed Aug. 27,
2025, Notice of Settlement and Motion to Stay Aug. 7, 2026, Stay granted Aug. 11,
2026 — Consolidated with 25-cv-00902 (E.D. Tex.) for all pre-trial issues; and

Headwater Research LLC v. Samsung Electronics Co., Ltd. et al., Civ. Action
No. 2:24-cv-00228 (E.D. Tex.), Dismissed Sep. 29, 2025.

Related PTAB Matters

Samsung Electronics Co., Ltd. v. Headwater Research LLC, IPR2025-00482
— Petition filed Jan. 28, 2025 — Institution Discretionarily Denied July 24, 2025.
IPR2026-00441 (petition filed on August 27, 2026) Challenging U.S. Patent

No. 11,966,464.
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Related Applications

U.S. Patent No. 11,405,429 issued from U.S. Patent Application No.
16/907,887, which is a continuation of U.S. Patent Application No. 16/034,362, filed
July 13, 2018 (US Pat 10,694,385), which is a continuation of U.S. Patent
Application No. 14/948,065, filed November 20, 2015 (US Pat 10,028,144), which
is a continuation of U.S. Patent Application No. 13/737,748, filed January 9, 2013
(US Pat 9,198,042), which is continuation of U.S. Patent Application No.
12/694,445, filed January 27, 2010 (US Pat 8,391,834), which is a continuation-in-
part of U.S. Patent Application No. 12/380,780, filed March 2, 2009 (US Pat
8,839,388), and claims priority to U.S. Provisional Application No. 61/252,151, filed
October 15, 2009; U.S. Provisional Application No. 61/207,739, filed February 13,
2009; U.S. Provisional Application No. 61/207,393, filed February 10, 2009; U.S.
Provisional Application No. 61/206,944, filed February 4, 2009; and U.S.
Provisional Application No. 61/206,354, filed January 28, 2009.

U.S. Patent Application No. 19/305,071, filed on August 20, 2025 is a
continuation of U.S. Patent Application No. 18/604,106, filed on March 13, 2024
(US Patent 12,488,090), which is a continuation of U.S. Patent Application No.
17/867,585, filed on July 18, 2022 (US Patent 11,966,464) (EX1028, EX1029),

which is a continuation of the 429 Patent.
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C. Lead and Backup Counsel

Pursuant to 37 C.F.R. §42.8(b)(3) and §42.10(a), Petitioner hereby identifies

lead and backup counsel as follows:

Lead Counsel

Patrick C. Keane (Reg. No. 32,858)
BUCHANAN INGERSOLL & ROONEY PC
1700 K Street, N.W., Suite 300
Washington, DC 20006

Telephone (703) 838-6522

Facsimile (202) 452-7989
patrick.keane@bipc.com

Backup Counsel

Roger H. Lee (Reg. No. 46,317)
BUCHANAN INGERSOLL & ROONEY PC
1700 K Street, N.W., Suite 300
Washington, DC 20006

Telephone (703) 838-6545

Facsimile (202) 452-7989
roger.lee@bipc.com

Backup Counsel

Andrew J. Koopman (Reg. No. 65,537)
BUCHANAN INGERSOLL & ROONEY PC
2200 Renaissance Blvd., Suite 350
King of Prussia, PA 19406

Telephone (610) 993-4217

Facsimile (610) 407-0701
andrew.koopman@bipc.com

Backup Counsel

Samuel Harrod (Reg. No. 79,148)
BUCHANAN INGERSOLL & ROONEY PC
Union Trust Building

501 Grant Street Suite 200
Pittsburgh, PA 15219

Telephone (412) 562-8805

Facsimile (412) 562-1041
samuel.harrod@bipc.com

A Power of Attorney is being filed concurrently herewith in accordance with

37 C.F.R. §42.10(b).

D.  Service Information Under 37 C.F.R. §42.8(b)(4)

Petitioner consents to electronic service at the email addresses listed above.

III. FEES

The Office is authorized to charge required fees to Deposit Account 02-4800.
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IV. REQUIREMENTS UNDER 37 C.F.R. §42.104
A. Grounds for Standing

Petitioner certifies that the *429 Patent is available for IPR and Petitioner is
not barred or estopped from requesting an IPR of the Challenged Claims on the
grounds identified herein. 37 C.F.R. §42.104(a).

B. Identification of Challenges and Precise Relief Requested

Petitioner challenges Claims 1-12 of the 429 Patent and requests that these

claims be found unpatentable for the reasons set forth in Petitioner’s Grounds as

follows:
Ground Reference(s) Basis Claims
1 Khosravi (US 2007/0234402) §103 1,3, 8-12

(EX1004) alone and/or in view of Xu
(US 2007/0061535) (EX1005)

2 Khosravi and Xu in view of Frank (US §103 2,4-7
2006/0165005) (EX1022)

Petitioner also relies upon the evidence listed in the Exhibit List (Appendix
A), including the Declaration and Curriculum Vitae of David Williams (EX1006,
191-324; EX1007).

C.  Prior Art Qualification of Asserted References

For this Petition, Petitioner assumes the earliest effective filing date of

the *429 Patent is January 28, 2009 — the filing date of U.S. Provisional Application
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No. 61/206,354.% This is the earliest filing date claimed by the *429 Patent. Thus,
the *429 Patent is subject to pre-AIA 35 U.S.C. §§102/103.

U.S. Patent Application Publication No. 2007/0234402 (EX1004) to Khosravi,
published on October 4, 2007 and filed on March 31, 2006 is prior art at least under
35 U.S.C. §§102(a), (b), and (e).

U.S. Patent Application Publication No. 2007/0061535 (EX1005) to Xu,
published on March 15, 2007 and filed on September 12, 2005 is prior art at least
under 35 U.S.C. §§102(a), (b), and (e).

U.S. Patent Application Publication No. 2006/0165005 (EX1022) to Frank,
published on July 27, 2006 and filed on December 8, 2004 is prior art at least under
35 U.S.C. §§102(a), (b), and (e).

V. BACKGROUND
A. The ’429 Patent

The *429 Patent discloses security techniques for device assisted services
(DAS) that include operating a wireless device 100 to control network access using
policy settings. These settings are enforced using a “secure execution environment”

114 that communicates with a “wireless cellular network” via a “secure modem

2 Petitioner does not concede that any challenged claim is entitled to an effective

filing date of January 28, 2009.
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subsystem” 125. EX1001, Title, Abstract, Claim 1, 1:5-30, 3:9-26, Fig. 1. A “first
secure control channel” connects the secure modem subsystem through the wireless
cellular network to a network service controller 122 (e.g., via modem secure channel
132, 232 (Figs. 1-2), or via modem local channel 330 Fig. 3). A “second secure
control channel” connects the secure execution environment (e.g., 114, 214, 314)
with the secure modem subsystem to allow for communication over the first secure
control channel to the network service controller. /d., Fig. 1, Claim 1, 6:61-7:31.
Secure communication can be achieved using “encrypted communications”. /d.,
10:41-43. EX1006, 9927-28.

Secure execution environment 114 includes DAS agents 110 within a secure
memory partition to monitor service measurements, provide usage reporting, service
policy enforcement, and communication with the network and a network service
controller 122. EX1001, 2:41-67, 3:1-67,4:1-67. The network service controller 122
implements the “service policy” based on monitored service usage/verification of
the wireless device. EX1001, 3:9-4:51, 8:8-13. EX1006, 929.

The “first” and “second secure control channels”, and the components they
connect, are recited in Claim 1:

“connecting a first secure control channel from the secure modem

subsystem through the wireless cellular network to a network service controller;

10
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connecting a second secure control channel from a secure execution
environment, separately secure from the secure modem subsystem, through the
secure modem subsystem and the wireless cellular network to the network service
controller.” EX1006, 930.

An exemplary “first secure control channel” of Figure 1 connects the secure
modem subsystem 125 to network service controller 122. This first secure control
channel connects the “modem service secure link” to the “network service control
link” directly as shown in Figure 1, or through the “host service control link” shown
in Figure 3. EX1001, 13:54-14:7 (stating that as an “alternative to the direct
connection from the modem service control link” to the service controller, the
modem service control link can connect through the host service control link and the
host secure channel to the service controller 152). An exemplary “second secure
control channel” connects the secure execution environment through the secure
modem subsystem 125 and the wireless cellular network to the network service
controller (e.g., via the “first secure control channel”). See, e.g., Figures 1-3.
EX1006, 431.

B. Examination History

The ’429 Patent Application No. 16/907,887 was a continuation of

Application No. 16/034,362 that issued as U.S. Patent No. 10,694,385 (EX1008).

11



Petition for Inter Partes Review of U.S. Patent No. 11,405,429

No prior art rejection was made during prosecution of the 429 Patent. Only a
non-statutory double patenting rejection was raised over the parent *385 Patent.
Applicant did not distinguish the Challenged Claims from the ’385 Patent and
instead filed a terminal disclaimer. EX1002, pp.125-129, pp.114-115.

The Examiner allowed the 429 Patent for reasons similar to the 385 Patent.
EX1002, pp.22-31; EX1009, pp.9-14. The reasons for allowance identified three
limitations: (1) a “secure modem subsystem connecting to the secure execution
environment,” (2) a “secure memory partition accessible only from the secure
execution environment,” and (3) a “modem control link.” Id. The Examiner
mistakenly overlooked Claim 1°s failure to recite a “modem control link”. EX1002,
p.30; EX1009, p.13.

The list of References Cited (EX1001, pp.1-14) includes over 1,000
references submitted by Headwater. The Examiner did not address the listed
Khosravi document. Xu and Frank were not cited. The Examiner therefore failed to
properly consider Khosravi, Xu, and Frank.

C. Prior Art
1. Khosravi (EX1004)

Khosravi discloses operating a wireless device to control cellular network
access by interpreting a policy-based “indication” received from a “policy decision

point” 182 (“PDP”) to set a policy enforcement configuration following a network

12
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access request. EX1004, Title, Abstract, §9[0025], [0066]-[0070], Figs. 1-2. A
secure execution environment (e.g., a service operating system (SOS) 125) of the
device is associated with a dedicated, partitioned memory resource. /d., {[0020]-
[0021], [0033]. Khosravi’s method is concerned with policy-based device security
stating: “a high amount of trust is needed for computing devices that couple to the
network™ and the “level of trust” determines “what access the computing device
and/or its elements may obtain to the network and or what remediation actions are
needed if access is denied.” Id., §4[0012], [0017], [0023]. EX1006, q945-47.

Khosravi discloses comparing “posture” information which includes policy-
relevant settings, integrity measurements and configuration states of the wireless
device against a network administrative/service policy profile to provide the
“indication” of the device’s access rights and remediation actions.
EX1004, 99[0027]-[0029],[0046],[0058]-[0059],[0067]-[0068],[0071]-[0072]. The
“indication” can include information on actions such as updating anti-virus software,
and downloading patches. Id. EX1006, 948.

Figure 2 illustrates Khosravi’s system which includes a first secure control
channel (orange highlighting) for connecting a secure modem subsystem 240/250
through a wireless network 280 to a network service controller 282. A second secure

control channel (blue highlighting) connects a secure execution environment SOS

13
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225 through the secure modem subsystem 240/250 and the wireless cellular network

280 to the network service controller 282:

second secure secure execution
control channel environment
Resources 260
Resources 260A Resources 260B
[cos 215 NAG
Agent(s) | Péoimcl:(ul
| ac
_‘:mt%_ =
[ —
Virtual Virtual Driver Driver| | Driver |
Driver Driver 222A 222C 222D 222E
Partition 210 glﬁ 21,—23 Partition 220
| | — 221
[ Interface 205D
[ Interface 205C ilters! | 243 |Manageability
| Interface 2058 Engine
Interface 2054
Platform 201
.

secure modem subsystem
network service

first secure control channel
controller

200

Network 280
wireless cellular network —7

FIG. 2

EX1004, Fig. 2 (Annotated)

See also id., Fig. 1 (and corresponding elements). EX1006, 949.

A network access request is sent from the secure execution environment SOS

125 (e.g., SOS is a secure “intermediary” for a capability operating system (COS)

115/215 request) with “posture” information to a network service controller (i.e.,

“policy decision point” 182/282). EX1004, Abstract, §[0014], §[0017], 99[0022]-

14
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[0024], Figs. 1-2. Policy enforcement is provided by establishing a secure control
channel that connects the secure execution environment SOS 125/225 with the
modem to communicate “posture” information to the modem. The policy decision
point configures a policy enforcement point to control network access (i.e., filters
142/242). Id. EX1006, 950.

To support SOS security, Khosravi “partitions” memory resources of the SOS.
EX1004, q9[0021],[0033], Figs. 1-2. The SOS and associated memory “operate
separately and independently to other operating systems.” Id., §[0033]. The secure
memory partition is accessible only from the SOS’s secure execution environment.
1d. EX1006, q51.

The “indication” provided in response to the access request is produced at the
network’s policy decision point using the posture information. The device platform
then secures and encodes the indication with a cryptographic key. EX1004,
14[0062],[]0067]-[0068]. The manageability engine authenticates/decodes the
indication. /d., [0063],99[0067]-[0068]. A policy enforcement agent interprets the
“indication” and configures the filters for policy enforcement. Id., q[0068],
910070]-[0072]. Network traffic is blocked by circuit breaker filters “if certain
criterion associated with the network administrative policies are not met.” /d.,

9100391, [0070]. EX1006, 952-55.
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2. Xu (EX1005)

Xu discloses a device for wireless connection to a network. EX1005, [0013];
Figs. 2-3. A “secure memory” contains “policy data” associated with subsystem
functions such as “policy management” and “policy enforcement.” Id., Abstract.
Computer 302 includes a secure execution environment 314 having a secure memory
partition 318 that stores service policy settings. /d., §9[0022]-[0023]. EX1006, q956-
58.

Network administrative policy data is stored in a secure memory within the
secure execution environment. EX1005, q[0003] (“secure storage” allows for “a
processing unit that is not reliant on any outside components” to operate “in
compliance to a usage policy.”), 4[0023] (improves tamper resistance). EX1006,
9159.

3. Frank (EX1022)

Frank discloses a system for provisioning/metering a pay-as-you-go service
for a computing device such as a cell phone. EX1022, [0017]. A local provisioning
module (LPM) architecture having a metering module labelled 454 is shown in Fig.
5. EX1006, 960-61.

Metering module 454 includes a balance manager 466 and a configuration
manager 468. EX1022, 9[0028]. The metering module monitors the use of

computing device 400, and measures “input/output (network connectivity)”. Id.,
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4[0028], [0036]. The resulting data is stored in a secure storage accessible only to
the LPM. Id., 9q9[0028], [0033]-[0036]. The metering includes
techniques/measurements referenced by Xu, which cites Frank (as Application No.
11/006,837) for this exact purpose. EX1005, 4[0025]. EX1006, 9962-65.

D. Person of Ordinary SKkill in the Art (“POSITA”)

A person of ordinary skill in the art (“POSITA”) as of the earliest possible
priority date of the *429 Patent (January 28, 2009) would have been knowledgeable
and familiar with wireless device design and architecture. Such a POSITA would
have had a bachelor’s degree in electrical engineering, computer science, or a related
field, and at least 2 years of experience relating to wireless devices and associated
communications. Lack of professional experience may be remedied by additional
education, and vice versa. EX1006, 4938-40.

VI. CLAIM CONSTRUCTION

Claim terms in an IPR are construed according to their “ordinary and
customary meaning” to those of skill in the art. 37 C.F.R. §42.100(b). Petitioner
submits that, for the purposes of this proceeding and the grounds presented herein,

no claim term requires express construction. Nidec Motor Corp. v. Zhongshan Broad
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Ocean Motor Co., 868 F.3d 1013, 1017 (Fed. Cir. 2017).3 Petitioner and Patent
Owner have not proposed any express claim construction of any term of the
Challenged Claims in the Related Litigation. See EX1023, EX1024, EX1025,
EX1026, and EX1027. EX1006, 9943-44.

VII. THE CHALLENGED CLAIMS ARE UNPATENTABLE

The Challenged Claims are unpatentable over the prior art. EX1006, 966.

A. Claims 1, 3, and 8-12 are Rendered Obvious Over Khosravi (EX1004)
Alone and/or in View of Xu (EX1005) (Ground 1)

The following sections reference where elements of Claims 1, 3, and 8-12 are
disclosed and suggested by the prior art. EX1006, 67.

1. Claim 1 (Preamble): “A method of operating a wireless end-
user device, the method comprising:”

To the extent the Preamble is limiting, Khosravi alone and/or in view of Xu
discloses and suggests the Preamble. See EX1004, EX1005, EX1006 in their
entireties. EX1006, 968.

Khosravi discloses “[a] method that includes initiating a network access

request from an access requester on a platform that couples to a network.” EX1004,

3 Petitioner does not concede that any term in the Challenged Claims meets the
statutory requirements of 35 U.S.C. §112, or that the Challenged Claims recite

patentable subject matter under 35 U.S.C. §101.
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Abstract (emphasis added). Khosravi’s “platform” is a “computing device” of a
wireless end-user device (e.g., “digital broadband telephony device™). Id., 9[0014]-
[0015], 9[0020]. See also id., §[0004] (“mobile computing devices”); id., §[0020]
(“a cellular or a wireless broadband telephony network™) (emphasis added). EX1006,
91969-70.

a. [1.1]: “connecting from a secure modem subsystem to a
wireless cellular network;”

Khosravi alone and/or in view of Xu discloses and suggests Element [1.1].
EX1006, q71.

Khosravi discloses connecting (“coupling”) via “communication link”
141/241 from a secure modem subsystem (i.e., “network interface” 140/240 and
“manageability engine” 150/250) of the platform 101/201 to the wireless cellular
network 180/280 (e.g., “cellular or a wireless broadband telephony network™).
EX1004, 99[0025]-[0026],94[[0018]-[0020],9[0044], Figs. 1-2. EX1006, 972.

Khosravi’s “network interface” 140/240 includes “software, hardware and/or
firmware to couple platform 101 to a network via wired or wireless pathways.”
EX1004, 9[0025] (emphasis added). See also id. (“wired or wireless...wide area
network (WAN/WWAN)”). When a requester initiates a network access request,
Khosravi’s manageability engine 150/250 forwards “posture information associated

with the access requester” to determine network access “based on a comparison of
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the posture information to one or more network administrative policies.” Id., §[0017].
EX1006, 473.

A POSITA would have understood that a “modem” (i.e.,
MOdulator/DEModulator), modulates and demodulates data. EX1006 474 (citing
EX1011, 7:1-4; EX1012, §16; EX1013, 2:32-36; EX1014, 3:34-39; EX1015, 5:4-8).
A POSITA would have understood Khosravi’s network interface in connection with
the manageability engine is, and functions as, a part of the secure modem subsystem
because it includes “the software, hardware and/or firmware to couple platform 101
to a network via wired or wireless pathways” (i.e., a “wireless transceiver”; “wired
or wireless...wide area network (WAN/WWAN)”). EX1004, q[0004], 99[0014]-
[0015], 9[0025], q9[0018]-[0020], 9[0049] (“input/output (I/O) interfaces 3407),
[0054]. See also, e.g., §VII.A.2. (claim 3); EX1016, 94 (Cellular devices “typically
include modem circuitry.”); EX1017,94; EX1018, 458; EX1019, 917, 911; EX1020,
925; EX1021, 9326; EX1005, 9[0020]. EX1006, §75.

The ’429 Patent in Figure 1 illustrates a modem subsystem 125 comprising
modem 128, bus driver 121, encryption 225, modem agent 226, and modem service

control link 130. See also EX1001, 2:58-59, 10:31-33, claims 3-4. Khosravi’s Figure

1 modem subsystem (annotated below) similarly includes network interface 140,
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added filters 142, manageability engine 150, and I/O interfaces 340 of manageability

engine 150, which function like the ‘429 modem subsystem.*

secure modem
subsystem \ gﬂ [ 151

141

i . ol
| Policy Decision
Point
18

wireless
cellular —
nefwork

EX1004, Fig. 1 (Annotated excerpt)
EX1006, §76.
Khosravi’s Figure 1 (shown above) and Figure 2 both depict the secure
modem subsystem connection to a wireless cellular network. Khosravi’s modem
subsystem connects the platform to an access network. EX1004, 4[0025] (“couple

platform 101 to a network™), [0026]; c¢f. EX1001, 5:14-16. EX1006, §77.

4 Khosravi’s I/O interfaces in the manageability engine correspond to the modem

service control link. See §VII.A.2. (claim 3).
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Khosravi’s modem subsystem provides a secure execution partition for access
control, security, and service usage. EX1004, 4[0075] (Manageability engine 150
blocks unauthorized network access requests); c¢f. EX1001, 3:39-47 (DAS agents
perform “network authorization, network authentication, network admission, access,
control” etc.); see also, EX1001, 5:27-30 (“modem execution partition”); and 10:49-
58. EX1006, 978.

Khosravi’s modem subsystem establishes a separate secure control link with
a network element. EX1004 [0047] (manageability engine “establishes a secure
communication channel with policy decision point 2827), 4[0053]; ¢f. EX1001,
11:1-4 (“separate secure modem control channel”). EX1006, 979.

Khosravi’s modem subsystem is also secure because the manageability engine
employs security logic 310 in connection with its memory 330. EX1004, 99[0049]-
[0053], Figure 3. “[A]t least a portion of memory 330 is exclusively accessible to
security logic 310 or control logic 320 to temporarily store information.” /d., §[0053]
(emphasis added). See also id. (“secret key used to cryptographically sign”
information). Khosravi’s manageability engine 150/250 establishes “a secure
communication channel ... with a policy enforcement agent”. 1d., §[0026]; see also
id. §[0044] (“Communication link 243 is “an exclusive communication link
accessible only to manageability engine 150 to enforce default network

administrative policies for platform 201.”). EX1006, q480-81.
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Khosravi’s “filters” 142/242 of the modem subsystem facilitate policy
enforcement and security via hierarchical trust layers established to access the
network. EX1004, 4[0025]. These filters are configured, and can only be modified,
by secure logic such as the manageability engine via exclusive link 243. Id., §[0044].
These filters “control the flow of data traffic to and from platform 101 via
communication link 141.” Id., §[0025]; see also id., §[0048] (“access is restricted or
limited by manageability engine 150 (e.g., via filters 242)”). EX1006, 982.

b. [1.2]: “connecting a first secure control channel from the

secure modem subsystem through the wireless cellular
network to a network service controller;”

Khosravi alone and/or in view of Xu discloses and suggests Element [1.2].
Each of Khosravi’s (1) ME-PDP channel, also called an “out-of-band” connection
in Khosravi, and (2) ME-SOS-PDP channel satisfies the claimed first secure control
channel as discussed below. EX1006, 9983-84.

(1) Khosravi’s ME-PDP channel satisfies Element [1.2]

Khosravi discloses connecting the manageability engine (ME) and policy
decision point (PDP) via “a secure communication channel... via communication
links 243 and 241.” EX1004, 4[0047]. As shown in annotated Figure 2, this secure
channel is from the secure modem subsystem (shown in red as the “network interface”
140/240 and “manageability engine” 150/250) through the wireless cellular network

180/280 (shown in purple) to a network service controller (“policy decision point”
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182/282 shown in grey). EX1004, q9[0018]-[0020], 9[0024]-[0027], 9[0029],

Figures 1-2.
Resources 260
Resources 260A Resources 260B
[cos 215 | 508 228 e
rotoCoi
_‘:ﬁ_ i 22
‘ 3 3 { I ! L -
Virtual Virtual Driver| |Driver| |Driver Driver Driver |
Driver Driver 222A 2228 2220 222D 222E
Partition 210 glﬁ 21’—23 Partition 220
| | —— 221
[ Interface 205D
__Interface 205C : Manageability
| Interface 2058 242 Engine
250
Interface 205A i \
Platform 201 240
241 . )
secure modem subsystem first secure
network service control channel
controller
Network 280

wireless cellular network
FIG. 2

Khosravi’s ME-PDP Channel
EX1004, Fig. 2 (Annotated)

EX1006, 985-86.

The ME-PDP channel is a control channel, for example, because Khosravi
discloses that the out-of-band, secure communication channel can be used for
“remediation” when, for example, the SOS does not meet default network policies.

The ME-PDP channel “has no data traffic from entities on platform 201 other than
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manageability engine 150 and is therefore a control channel. EX1004, §[0047].
EX1006, 9987-88.

“through the wireless cellular network”

Khosravi’s first secure control channel connects through the wireless cellular
network 180/280 to the policy decision point (PDP) 182/282, with communication
link 141/241 providing a “wireless pathway” from the platform’s “network
interface” 140/240 to the wireless cellular network. EX1004, §[0062], 9[0020], Figs.
1-2. The PDP 182/282 is a “network entity” located in “a network switch” or “a
network server”. EX1004, q[0016] (emphasis added). A POSITA would have
understood Khosravi to disclose and suggest link 141/241 as connecting to the PDP
“through the wireless cellular network.” Id. See also EX1004, 4[0043]-[0047]
(“secure communication channel with policy decision point 282 on network 280”),
[0004], 9[0016], 4[0062] (secure channel maintained “in accordance with one or
more wireless and/or wired NAC communication protocols included in, for example,
NAC protocol stack 262”). EX1006, q989-91.

“network service controller”

Khosravi’s “policy decision point” (PDP) 182/282 constitutes a “network
service controller”. EX1004, 49[0016]-[0017], 9[0047], Figs. 1-2. EX1006, 992.

The ’429 Patent’s “network service controller” is implemented on a server

and performs verification techniques (e.g., “modify[ing] the operation or service
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policy settings” (EX1001, 7:21-31); “access control verifications checks to ensure
that the device assisted service agents have not been compromised” (EX1001, 7:42-
46)). See also EX1001, 8:8-13, 18:4-54; 17:25-18:64, Figs. 1-2. EX1006, 993.

Khosravi’s PDP performs these same functions using a corresponding server
structure. EX1004, 9[0016]. Khosravi’s PDP 182/282 authenticates the
manageability engine 150 using a “PKI private key signature” and provides access
policy information back to the manageability engine. /d., §[0045]. The PDP controls
access by deciding “whether to grant network access rights to an access requester
based, for example, on a network administrative policy [which] may include one or
more access control policies to determine who or what has access to the network.”
1d., q[0016]. EX1006, 9994-96.

(2) Khosravi’s ME-SOS-PDP channel satisfies Element [1.2]

Alternatively, Khosravi discloses a first secure control channel (highlighted
in orange below) that extends from the ME 250 (part of the “secure modem
subsystem”) through a communication link 221 to the SOS 225 (secure execution
environment) and then on to the PDP 282 (network service controller). Posture
information is forwarded from the ME to the SOS “on the secure communication
channel via communication link 221.” EX1004, 4[0042]. The channel from the ME
to the PDP through the SOS is secure. 1d.; see also id., [0041] (SOS “establishes a

secure communication channel with policy decision point 282 via communication
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link 241”). The posture information obtained by the ME is sent to the PDP via the

secure policy enforcement agent 225A of the SOS. Id., 9[0042]-[0043], §[0051],

q[0067]. Figures 1-2. This “ME-SOS-PDP” (i.e., manageability engine-to-service

operating system-to-policy decision point) channel is shown in orange below:

first secure control channel

Resources 260

Resources 260A | Resources 2608

[ cos 215 | 508 22 NAC
Agent(s) Protocol
215A | | 225A Stack

Virtual Virtual
Driver Driver

Parttion 210 | 222 a8 | Partition 220

l | 221

[ Interface 205D

f

__Interface 205C | 243 |Manageability|

| Interface 2058 | 2l

Interface 205A | A
Platform 201

secure modem subsystem network service

00 controller

Network 280

wireless cellular network —
FIG. 2

Khosravi’s ME-SOS-PDP
Channel, EX1004, Fig. 2
(Annotated)

EX1006, 1997-98.

The ME-SOS-PDP channel is a “control” channel because it conveys “posture

information” associated with Khosravi’s technique for controlling network access
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rights to an access requester based on “access control policies.” See, e.g., EX1004,
1[0016] (“network administrative policies may include one or more access control
policies”), 4[0029]. See also id., [0013], 4[0044], 9[0057]. The ME-SOS-PDP
channel also connects through the wireless cellular network for the same reasons as
the ME-PDP channel. EX1006, 999.

The claim 1 “first secure control channel” connects the secure modem
subsystem through the wireless cellular network to the network service controller.
To the extent it is argued that this channel includes the second secure control channel,
channels of the 429 Patent may overlap or make use of each other. See, e.g., claim
3 (first secure control channel passes “through the modem local channel”). Claim 3
encompasses an embodiment wherein the first secure control channel connects to
the secure execution environment through the modem local channel and the host
secure control link. EX1006, 9100-102.

Thus, Khosravi satisfies Element [1.2] in at least two different ways. EX1006,
q1103.

¢. [1.3]: “connecting a second secure control channel from a
secure execution environment, separately secure from the
secure modem subsystem, through the secure modem

subsystem and the wireless cellular network to the
network service controller;”

Khosravi alone and/or in view of Xu discloses and suggests Element [1.3].

EX1006, 9104.
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“second secure control channel”

Khosravi discloses “SOS 125 establishes a secure communication channel
... with policy decision point” to convey “posture” information sent from the SOS
through the modem subsystem and the first secure control channel to the PDP.
EX1004, q[0030] (emphasis added), Figs. 1-2. “The policy enforcement agent ...
225A ... establishes a secure communication channel over communication link 241
with policy decision point 282.” Id., §4[0062]-[0063] (emphasis added). Khosravi’s
driver 222B allows SOS 225 access to network interface 240 to communicate with
PDP 182/282. Id., 9[0038]-[0039]. This second secure control channel is depicted

in the annotated Figure 2, below:
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EX1004, Fig. 2 (Annotated)

EX1006, 94105-106.

Khosravi therefore discloses connecting a second secure control channel from
a secure execution environment through the secure modem subsystem (e.g.,
“network interface” 140/240) and the wireless cellular network 180/280 to the
network service controller (e.g., PDP 182/282). EX1004, §9[0062]-[0066], Figs. 1-

2. EX1006, 9107.
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This secure channel utilizes “XML signatures and/or PKI certifications.”
EX1004, q9[0062]-[0063]). The policy enforcement agent 225A “forwards the
cryptographically signed posture information to policy decision point 282.” Id.,
19[0064]-[0065]. (emphasis added). EX1006, §9108-109.

Khosravi’s secure communication channel is a “control” channel because it
conveys posture information associated with Khosravi’s technique for controlling
network access rights to an access requester based on “access control policies.”
EX1004, q[0016], 9[0030]. See also id., §[0013], §[0044], q[0057], §V.C.1. This
channel is a control channel for “control data traffic” between SOS 225 and PDP.
1d., 4[0044], 9[0066]. The PDP 282 compares the posture information to network
administrative policies which include access control policies for network access. /d.
EX1006, 99110-112.

“secure execution environment”

Khosravi’s SOS 125/225 “provides a secure execution environment ... for
network access control (NAC) communication protocols (e.g., [IEEE 802.1X and/or
RFC 3748).” EX1004, 9[0023] (emphasis added). The SOS “implement[s]
authentication procedures to protect platform 101 elements” and to establish
“hierarchical trust layers to access a network.” Id. Khosravi’s second secure control
channel communicates securely from the secure execution environment of the SOS

to the PDP 282. Id., 9[0062]-[0066], Fig. 2. EX1006, §9113-114.
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“separately secure from the secure modem subsystem”

Khosravi’s SOS 125/225 is “separately secure” from Khosravi’s secure
modem subsystem (“network interface” 140/240 and “manageability engine”
150/250). EX1006, q115.

Figures 1-2 illustrate the secure modem subsystem outside of the Resources
160/260 used by the SOS, each with its own security protections. See §VIL.A.1.a.
EX1004, 4[0023]. The manageability engine employs security logic 310 with a
memory 330 which is only accessible to the security logic. EX1004, 9[0049]-[0053],
Fig. 3. See also id., [0053] (“memory 330 is exclusively accessible to security logic
310 or control logic 3207, “secret key” to cryptographically sign information). The
network interface filters facilitate policy enforcement and hierarchical trust layers.
Id., q[0025]. See also EX1001, 11:4-10. EX1006, qq116-118. Like the ‘429 Patent,
Khosravi’s secure modem subsystem and secure execution environment are
“separately secure” yet can share a communication path in their channels to the PDP.
Claim 1 recites that both the first and second secure control channels connect to the
network service controller “through the secure modem subsystem.” The ’429
Patent’s secure execution environment (e.g., the Figure 3 DAS execution partition
314) is separately secure from the modem execution partition 324, yet
communication occurs between them (e.g., via bus driver 121 and via the modem

local channel 330). See also EX1001, 13:64-14:7 (stating that as an “alternative to
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the direct connection from the modem service control link” to the service controller,
the modem service control link can connect through the host service control link and
the host secure channel to the service controller 152). Khosravi’s use of a secure link
221 between the secure execution environment and manageability engine further
demonstrates that the secure execution environment and secure modem subsystem
are separately secure. EX1004, 49[0026], [0045]. EX1006, 99119-122.
d. [1.4]: “receiving at the secure execution environment, via
the second secure control channel, one or more messages

from the network service controller, the one or more
messages comprising one or more service policy settings;”

Khosravi alone and/or in view of Xu discloses and suggests Element [1.4].
EX1006, 9123.

Khosravi discloses receiving at the secure execution environment (Khosravi’s
SOS 125/225), via the second secure control channel between SOS 125/225 and
policy decision point 282, one or more messages from the network service controller
(Khosravi’s “policy decision point” 282), the one or more messages comprising one
or more service policy settings (Khosravi’s “indication reflect[ing] network
administrative policies”). EX1006, §124.

Khosravi’s manageability engine 150/250 obtains “posture information” from
capability operating system (COS) 115/215 and “forward[s]” this information “to
the policy enforcement agent” in the SOS. EX1004, §9[0064]-[0065], [0042]. The
SOS forwards “cryptographically signed posture information to policy decision
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point 282 over the second “secure communication channel.” 1d., §9[0065], [0043].
EX1006, q9125-126.

The “policy decision point 282 indicates what access COS 215 can have to
network 280.” EX1004, 9[0066], [0043]. EX1006, 127.

The policy decision point 282 then creates and sends an “indication” (i.e.,
“one or more messages”’) via the second secure control channel which is received by
the policy enforcement agent in the SOS (“secure execution environment”), which
then forwards the indication to the manageability engine 150. See EX1004,
1900037]-[0038] (via drivers, e.g., driver 222B), §[0067], §[0083]. The SOS 125/225
includes agent(s) 225A including a “policy enforcement agent that enables SOS 225
to act as a policy enforcement point on behalf of a network administrator for network
280.” Id., §[0037]. See also id., 4[0024], [0041]. EX1006, 99127-128.

“one or more messages comprising one or more service policy settings”

Khosravi’s “indication” constitutes the claimed “one or more messages
comprising one or more service policy settings.” See, e.g., EX1004, 9q[0070]
(“indication reflects network administrative policies™). Khosravi’s indication is used
to set/enforce network administrative policies. For example, these messages are used
to perform traffic shaping like the 429 Patent. EX1001, 14:54-56. EX1006, 9129-

130.
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Khosravi’s SOS “interprets the indication and configures the data traffic
filters on platform 201 based on that interpretation.” EX1004, 9[0070], 9[0023],
1[0046]. The filters control traffic and “the level of network access.” EX1004,
4[0070]. Khosravi’s indication is used by the policy enforcement agent to configure
the data traffic filters, i.e., to enforce the service policy settings. See EX1004,
9110039]. EX1006, qq131-133.

Dependent Claim 8 of the *429 Patent specifies that the service policy setting
can include “an access control setting, a traffic control setting, and/or an admission
control setting,” and Khosravi’s “indication” provides such service policy settings.
EX1004, 910016] (“network administrative policies may include one or more access
control policies to determine who or what may access the network.”); 4[0025] (“data
traffic filters ... control the flow of data traffic ... to facilitate the enforcement of
network administrative policies.”) (emphasis added). See also §VII.A.3. Khosravi’s
“indication” “reflects network administrative policies” and is used to configure
filters that enforce the policies. EX1004, [0070]. EX1006, 134.

Khosravi similarly discloses that its network administrative policies
“determine who or what may access the network.” EX1004, q[0016]. Khosravi’s

b N Y

policies include “outbreak containing policies,” “intrusion detection policies,”

b

“monitoring policies,” and more. /d. Khosravi’s indication includes information

concerning “updating anti-virus software or downloading patches from specified
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internal or external servers ... or implementing an access control policy ... that may
result in reconfiguring the data traffic filters.” Id., [0071]. EX1006, §4135-136.

“from the network service controller”

Khosravi’s SOS receives the indication from the policy decision point
(“network service controller”). See, e.g., EX1004, §9[0066]-[0067]. EX1006, §137.

This matches the reception of service policy settings from the network service
controller in the *429 Patent. Data collected at the wireless device is forwarded to
the network service controller for “compar[ing] the [collected data] versus the
policy.” EX1001, 8:8-13. “[T]he service controller 122 may modify operation or
service policy settings for the agents located in the ... service control execution
partition.” Id., 7:25-31. Khosravi’s “posture information” is also collected at the
device and forwarded to the policy decision point. Khosravi’s policy decision point
sends the “indication” to its policy enforcement agent to enforce its network
administrative policies. EX1004, §[0067]. EX1006, 94138-139.

The manageability engine forwards a decoded indication to the policy
enforcement agent which “interprets whether the decoded indication forwarded from
manageability engine 150 grants access requested by the access requester” (e.g.,

COS 215 via SOS). EX1004, 49[0067]-[0068]. EX1006, 140.
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e. [1.5]: “storing the one or more service policy settings in a
secure memory partition accessible only from the secure
execution environment;”

Khosravi alone and/or in view of Xu discloses and suggests Element [1.5].
EX1006, q141.

Khosravi

Khosravi discloses a “secure memory partition accessible only from the
secure execution environment.” EX1004, 9[0033].° Secure resources 160/260
include “memory ... that [is] dedicated to or used independently by’ partition
120/220. Id., 94[0021], Figs. 1-2. The memory is “storage” to “support[] one or more
functions” or “tasks”. Id., 99[0021]-[0023]. The memory is partitioned so that the
secure execution environment (SOS) “can operate separately and independently to
other operating systems.” Id., 4[0033]. The memory can be “partitioned” into
“memory slots” dedicated to a given OS. Id., §[0036]. Because SOS 125/225 is
contained in a partition, the memory “dedicated” for that partition is “used
independently by”—and accessible only from—the SOS 125/225. The memory that
1s “dedicated to or used independently by a “partition” is accessible only from that

partition. EX1006, 99142-144.

> Khosravi’s Figure 1 partitions can be part of the Figure 2 virtualization technology

enabled platform described in paragraph [0033]. EX1004, 4[0021].
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bl (13

Khosravi’s memory is “secure” because it is “dedicated” to the SOS’s “secure
execution environment.” See §VIL.A.1.c. (Element [1.4]). See also EX1004, q[0023],
110021], 4[0036]. EX1006, q145.

Given that SOS 125/225 is contained in a partition 120/220 (see Figs. 1-2),
the memory “dedicated” for that partition would be “used independently by”—and
be accessible only from—the SOS 125/225. EX1006, 4146.

Network traffic is blocked by circuit breaker filters “if certain criterion
associated with the network administrative policies are not met.” EX1004, §9[0039],
[0070]. Khosravi’s stored indication constitutes storage of service policy settings for
the “circuit breaker filters” located in the partition that use resources “resident on
[the] platform”. EX1004, q[0039]. The policy enforcement agent configures the
circuit breaker filters using a criterion “based on... the indication.” EX1004, §[0039].
See supra, §VII.A.1.d. Being implemented on the partition 120/220 comprising
Khosravi’s SOS, such storage is in the “dedicated” memory that is accessible only
to the SOS. EX1004, §[0021]. EX1006, q9147-150.

Alternatively, it would have been obvious to a POSITA based on Khosravi’s
disclosure to store the service policy settings of the “indication” in the SOS’s
memory partition, with a reasonable expectation of success. EX1004, q[0070].

Khosravi’s secure memory partition supports the SOS in its handling and use of the
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received indication to perform assigned functions/tasks. See, e.g., EX1004,
1900021]-[0023], §[0068]- [0070]. EX1006, 99151-152.

Khosravi motivates storage of settings related to the network administrative
policies in secure memory by disclosing such storage in similar contexts, e.g.,
retrieving “default network administrative policies” from memory 330. EX1004,
[0057], q[0053] (memory 330 is “exclusively accessible to security logic 310 or
control logic 310”). At power-up, the manageability engine performs the
configuration until the SOS is online. /d. It would have been obvious to a POSITA
for the SOS to store in its secure memory an indication of new or updated network
administrative policies, once the SOS is online and communicating with the policy
decision point, just as the manageability engine stores default policies to use at
power-up. Id., §[0057], [0061], §[0070]. EX1006, qq153-155.

Additionally, the received indication is secured in various ways; e.g., signed
with a cryptographic key, and communicated over secure communication channels.
EX1004, q[0062], q[0063], 99[0067]-[0068]. It would have been obvious to a
POSITA to store such sensitive information as is contained in Khosravi’s “indication”
in the secure memory dedicated to the SOS. In contrast, a potentially compromised
indication is discarded. EX1004, 4[0069]. Were the indication accessible to other
components, such as the COS, that component could manipulate its own policies and

settings which would compromise Khosravi’s entire system. EX1006, §156-158.
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Storing the decoded indication “supports” the SOS applying of the indication.
EX1004, 9q[0021]. 9[0068], 9qq0070]-[0072]. Khosravi contemplates the
implementation of multiple remedial actions and, after their completion, obtaining
updated posture information. EX1004, q[0072]. Storing the decoded indication
“supports” remedial action implementation (e.g., by allowing the SOS to “interpret”
the indication, read it multiple times, and consider appropriate times to implement
remedial actions, resource availability, etc.). A POSITA would have been motivated
to safeguard the indication by storing it in a secure memory. EX1006, §J159-162.

Khosravi in view of Xu

Even if Khosravi were construed as somehow failing to teach/suggest storing
policy settings from the indication in a secure memory partition accessible only from
the secure execution environment, this would have been obvious in view of Xu.
EX1006, 9163.

Xu discloses that “enforcement functions 328 may be loaded into a reserved
execution memory 316 and executed when it is determined that the computer 300 is
not in compliance with one or more elements of the policy 322.” EX1005, 4[0024];
see also id. q[0031]. Xu discloses the importance of keeping the policy stored in
secure memory “[bJecause the policy and enforcement functions are maintained
within the processing unit 302, some typical attacks on the system are difficult or

impossible.” EX1005, 4[0032]. For example, “the policy may not be ‘spoofed’ by
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replacing a policy memory section of external memory.” EX1005, §[0032]. EX1006,
19164-166.

Xu teaches that it was well-known to store service policy settings in a secure
memory when implementing network policies in a secure execution environment.
See, e.g., EX1005, q9[0022]-[0023], 4[0003]. Xu is analogous art to Khosravi and
the ’429 Patent because Xu provides “a secure base for enforcing security and/or
operating policies” on a device, and employs a “secure execution environment 314”.
Id., q[0003], 9[0022]. EX1006, 9167-168.

Xu’s secure execution environment 314 includes a “secure memory 318 to
store, “in a tamper-resistant manner, code and data related to the secure operation of
the computer 302.” EX1005, 9[0023]. For example, “[d]ata in the secure memory
318 may include an identification indicia or hardware identifier 320 and policy data
322 that may specify policy related operational directives such as metering,
reporting, update requirements, etc.” Id., 9[0023] (emphasis added). The secure
memory 318 includes code or data required to implement “enforcement functions
328, metering 330, policy management 332.” Id. EX1006, 44169-170.

Like Khosravi, policy data in Xu is used to determine and enforce when a
device “is not in compliance with one or more elements of the policy 322” (EX1005,

[0024]). Xu’s reserved execution memory 316 provides “a highly secure location
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for the execution of instructions having an elevated privilege level within the

processing unit.” Id., §[0022].
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EX1005, Fig. 2 (Annotated)

EX1006, 9171-172.
Referencing Figure 2, Xu’s “secure memory 318” and “reserved execution

memory 316 are accessible only to the secure execution environment. Xu’s secure
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execution environment is a part of the processing unit (see EX1005, §[0014]), and
Xu discloses that data elements contained “within the secure memory are not
accessible from outside the processing unit.” Id., abstract (emphasis added). See
also id., q[0003] (“processing unit ... is not reliant on any outside components ... to
establish the basis for computer capable of being operated in compliance to a usage
policy”); 4[0022] (“the processing unit 302 acts as a full subsystem and does not
require any external assets ... to build a secure processing environment.”). Thus,
Xu’s processing unit (which includes Xu’s secure execution environment) is also
itself a secure execution environment. EX1006, q173.

Xu provides implementation details to securely store policy data and to
support enforcing such policies via operational directives such as metering, reporting,
updating and for remediation. EX1005, 4[0023]. EX1006, q174.

Xu’s metering, based on the service policy settings (“whether to meter and
what specific items to measure”), is “implemented by the policy management
function 332.” EX1005, 4[0023]. Xu demonstrates that it was well-known to store
network administrative policy data in a secure memory accessible only to the secure
execution environment to support the functions/tasks including metering. EX1005,
[0003], 4[0022], 4[0023] (improves tamper resistance); [0025] (citing EX1022 for
disclosing well-known techniques for metering usage for policy management). See

also EX1022, 19[0025]-[0028]. EX1006, §9175-176.
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It would have been obvious to a POSITA to modify Khosravi in view of Xu
to store policy settings from the indication of network administrative policies
(corresponding to “one or more service policy settings™) in its secure memory
partition accessible only from the secure execution environment.® First, a POSITA
would have been motivated to do so to support the use and protection of the policy
data as taught by Xu and Khosravi. EX1005, 9[0003] (“secure storage” allows for
“a processing unit that is not reliant on any outside components.”) (emphasis
added); q[0023] (improves tamper resistance); abstract (data elements “within the
secure memory are not accessible from outside the processing unit.””); EX1004,
[0021] (“support” functions and tasks). EX1006, §9177-178.

Second, such modification would have constituted combining prior art
elements (Xu’s secure storage of policy data with storing of Khosravi’s “indication”
in a secure memory partition) to yield predictable results (e.g., promoting device
security, regarding policy setting and enforcement without reliance on outside

components, and improved tamper resistance). EX1006, §179.

6 The subject matter would have been obvious in view of Khosravi alone as noted

above.
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Third, such modification would have merely involved simple substitution of
one known element (Khosravi’s memory) for another (Xu’s technique of storing
policy data in secure memory) to obtain predictable results. EX1006, 4180.

Fourth, such modification would have involved the use of a known technique
(Xu’s technique of storing policy data in secure memory) to improve similar
devices/methods (Khosravi’s devices/methods) in the same way (e.g., avoiding
reliance on outside components and improving tamper resistance). EX1006, q181.

Fifth, such modification would have merely involved applying a known
technique (Xu’s technique of storing policy data in secure memory) to the known
device of Khosravi ready for improvement (e.g., promoting device security, avoiding
reliance on outside components and improving tamper resistance) to yield
predictable results. EX1006, q182.

Khosravi and Xu address the same security goals and operate in compatible
architectures. Storing service policy settings in a secure memory of Khosravi
according to Xu’s teaching would have been straightforward, with a predictable and

reasonable expectation of success. EX1006, §183.
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f. [1.6]: “enforcing, at least in part from the secure
execution environment, a network service profile
comprising the one or more service policy settings, to
control the wireless end-user device use of a service on the
wireless cellular network.”

Khosravi alone and/or in view of Xu discloses and suggests Element [1.6].
EX1006, q184.

“enforcing, at least in part from the secure execution environment, a
network service profile comprising the one or more service policy settings”

Khosravi’s enforcement is conducted from the “policy enforcement agent
included in agent(s) 225A” of SOS 125/225 (i.e., Khosravi’s secure execution
environment). EX1004, 4[0041] (emphasis added), Figs. 1-2. Khosravi’s “policy
enforcement agent ... enforc[es] network administrative policies when it interprets
the indication and configures the data traffic filters on platform 201 based on that
interpretation.” /d., 9[0070] (emphasis added). EX1006, 99185-186.

Based on Khosravi’s indication, the policy enforcement agent configures the
circuit breaker filters to block traffic “if certain criterion associated with the network
administrative policies are not met.” EX1004, 4[0039]. Configuring device filters
and blocking traffic to the device constitutes controlling device use of network
service. This policy enforcement is performed by Khosravi’s secure execution
environment as claimed. EX1006, 9187-188.

Khosravi’s remediation actions using the indication at the policy enforcement

agent also demonstrate enforcement of its network administrative policies. After the
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agent 225A receives the indication from the policy decision point 282, it
“complete[s] the remediation actions.” EX1004, 9[0072]. The “network
administrative policies” that are enforced based on the “indication” constitute a
“network service profile comprising the one or more service policy settings.” The
“indication reflects network administrative policies” and “the policy enforcement
agent ... enforc[es|] network administrative policies when it interprets the
indication”. Id., §[0070]. EX1006, q9189-190.

Khosravi’s “network administration policies” constitute a “network service
profile” at least because the “indication” based on these policies is used to enforce
service policy settings. See, Element [1.4]. These policies are requester-specific in
Khosravi because they are based on posture information collected at the device. See,
e.g., EX1004, 4[0017], 99[0026]-[0028]. Enforcement of the network administrative
policies constitutes enforcement of a “profile” at least because the indication is
specific to the device in which the policies are being implemented. /d. EX1006,
19191-192.

The service policy settings configured by Khosravi’s policy enforcement
agent also constitute a “network service profile” as claimed. See Element [1.4].
Element [1.6] does not require that the network service profile comprises anything
beyond the one or more service policy settings. Therefore the network service profile

and the one or more service policy settings can be one and the same. Nor can
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“network service profile” be read to require more because dependent Claim 2
expressly requires an association with a service plan that provides for access to the
service on the wireless cellular network. EX1006, 4193.

“to control the wireless end-user device use of a service on the wireless
cellular network”

Khosravi enforces its network administrative policies to “control the wireless
end-user device use of a service on the wireless cellular network™” as claimed.
Khosravi’s enforcement involves “configur[ing] the data traffic filters”. EX1004,
[0070]; see also id., [0039] (“circuit breaker filters” block traffic “if certain
criterion associated with the network administrative policies are not met.”). The
enforcement can include remediation actions and configuring the data traffic filters
to enforce the access control policy. /d., §[0072]. These actions control the device’s

“use of a service on the wireless cellular network™ as claimed. EX1006, 99194-196.

2. Claim 3

Khosravi alone and/or in view of Xu discloses and suggests Claim 3. See
Claim 1, supra. Claim 3 introduces three new components of the first secure control
channel: (1) a modem control link, (2) a host service control link, and (3) a modem
local channel. The following discussion addresses the claimed relation of these three
components, and then discusses the claimed relation to the first and second secure

control channels of claim 1. EX1006, 49197-199.
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a. [3.1], [3.3] and [3.5]: “The method of claim 1, [3.1]
wherein the secure modem subsystem comprises a modem
control link and a modem local channel, and... [3.3]
wherein the secure execution environment comprises a
host service control link, ... [3.5] the modem local channel
providing secure communication between the modem
control link and the host service control link”

In claim 3, the secure modem subsystem comprises a “modem control link”
and a “modem local channel” (Element [3.1]), and the secure execution
environment comprises a “host service control link” (Element [3.3]). The “modem
local channel” provides secure communication between the two control links
(Element [3.5]). Figure 3 of the 429 Patent shows exemplary “links” 118, 130 as
components connected by a modem local channel 330. EX1006, §200-202.

First, Khosravi discloses a modem control link. Khosravi’s “I/O Interfaces”
of the manageability engine 150/250 satisfy the claimed “modem control link.”
EX1004, Figure 3 (“1/O Interfaces 340), 9[0054] (“I/O interfaces 340 may provide
an interface via a communication medium or link between manageability engine 150

and elements resident on a platform (e.g., platform 201)”).
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FIG. 3

EX1004, Fig. 3 (Annotated)
Khosravi’s I/O Interfaces 340 are sub-components of the modem subsystem which
includes manageability engine 150. These interfaces are connected to other
interfaces by communication channels for modem control. See EX1004. EX1006,
9203.

Second, Khosravi discloses ‘“the secure execution environment comprises a
host service control link” (Element [3.3]). Khosravi discloses drivers 222A-222E
and associated sub-components interfacing SOS/policy enforcement agent, modem
subsystem, and NAC protocol stack; e.g., Figure 2 shows SOS 225 and drivers
222 A-222E in the same partition 220. Khosravi’s agent(s) 225A controls the drivers
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such that channels coupled to the driver are also coupled to the agent(s). EX1004,
1M0063] (“[S]ince communication link 221 couples to driver 222D, the policy
enforcement agent couples to communication link 221.”). The *429 Patent discloses
that the host service control link provides a connecting function, i.e., it connects the
DAS partition (secure execution environment) to the network service controller and
modem subsystem to enable communication therebetween. EX1001, 8:14-19 (“send
and receive secure messages”), 13:64-14:1, Fig. 3. Khosravi’s drivers 222A-222E
perform the same function. Khosravi’s drivers 222A-222E enable communication
between SOS 225 and the modem subsystem for enforcing network administrative
policies, and for communicating posture/indications with the manageability engine
and the policy decision point for service control. /d., [0038]-[0039], 49[0042]-
[0043]. EX1006, 99204-208.

Third, Khosravi discloses “the secure execution environment comprises ... a
modem local channel ... providing secure communication between the modem
control link and the host service control link” (Elements [3.1] and [3.5]). Figures 1
and 2 of Khosravi both illustrate modem local channels providing communication
between the manageability engine (including the I/O Interfaces 340) and the
SOS/policy enforcement agent—and specifically between the interfaces of those two
components. Khosravi discloses that “the policy enforcement agent couples to

communication link 221”7 (EX1004, 9[0063]) which in turn connects to
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manageability engine via I/O Interfaces 340 (id., §[0054]). For example, Figure 1
shows channel 121 for secure communication. See EX1004, 4[0026] (“secure
communication channel ... via communication link 121). Figure 2 (annotated
below with modem local channel in orange highlighting) illustrates channel 221 for
secure communication between the modem control link and the host service control
link (“manageability engine 150 includes logic and memory to establish a secure
communication channel (e.g., using XML signatures and/or PKI certifications) via

communication link 221.” EX1004, 9[0042] (emphasis added).

secure execution modem local
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EX1004, Fig. 2 (Annotated)
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EX1006, 99209-212.

Finally, as with the modem local channel of the ’429 Patent, Khosravi’s
manageability engine “includes logic and memory to establish” the secure channel
(EX1004, q9[0026], [0042]), to provide communication for the manageability
engine. EX1006, §213.

b. [3.2] and [3.4] “and the first secure control channel
connects the modem control link to the network service
controller through the modem local channel... the second

secure control channel coupled to the host service control
link”

Khosravi teaches and suggests these same relations among its local modem
channel and its first and second secure control channels. EX1006, 9214.

The claim 1 “first secure control channel” connects the secure modem
subsystem through the wireless cellular network to the network service controller.
Claim 3 encompasses an embodiment where this channel connects from the modem
control link, through the modem local channel to the host service control link (which
is part of the secure execution environment), before connecting to the wireless
cellular network and the network service controller. In other words, in claim 3, the
first secure control channel passes through the secure execution environment. See,
e.g., EX1001, 13:64-14:7 (describing an “alternative to the direct connection from
the modem service control link to the network service control link”), Fig. 3 and claim

3. See also §§V.A, VIL.A.1. EX1006, 4215.
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Khosravi’s ME-SOS-PDP discussed in Element
[1.2] (see §VIIL.A.1.b.) (highlighted in orange below) extends from the secure
modem subsystem (which includes the “modem control link,” i.e., the I/O Interfaces
of the manageability engine 250) through a modem local channel 221 to SOS 225

and then on to the network service controller (i.e., the PDP), shown below:
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EX1006, 9q216.
Khosravi’s ME-SOS-PDP through SOS/policy
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enforcement agent 225 (see Element [1.2]) connects the modem control link (the
“I/O Interfaces” of the manageability engine 150/250) through the modem local
channel (e.g., 121/221) to the network service controller (PDP 182/282). EX1004,
910026], [0027], [0042], [0054] (“I/O interfaces 340 may provide an interface via
a communication medium or link between manageability engine 150 and elements
resident on a platform” including the SOS). EX1006, 9217.

Khosravi also discloses [3.4] (“the second secure control channel coupled to
the host service control link™). The second secure control channel (shown in [1.3] as
Khosravi’s “secure communication channel” communicated through network
interface 140/240 and “communication link” 141/241) is coupled to the host service
control link (drivers 222A-E). See EX1004, q9[0038]-[0039] (drivers 222A-222D
allow agents to access various components of modem subsystem), §[0041] (driver
222E enables agent(s) to establish a secure channel with PDP 282); see also id.
1[0062] (describing the “portion” of the second secure control channel “between
SOS 225 and network interface 240”), §[0063] (“[S]ince communication link 221
couples to driver 222D, the policy enforcement agent couples to communication link
221.”). Khosravi’s driver 222B allows SOS 225 access to network interface 240 to
communicate with PDP 182/282 via the second secure control channel. 1d.,

q9[0038]-[0039]. EX1006, 9218.
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Khosravi’s ME-SOS-PDP first secure control channel passes through the
secure execution environment and has a partially overlapping path with the second
secure control channel, just like claim 3 and Figure 3 of the *429 patent. Figure 3 of
the 429 Patent (annotated below) shows that the communication from the modem
control link of the secure modem subsystem (shown in red) to the host service
control link (shown in blue), then on to the wireless cellular network and the network
service controller occurs via the “host secure channel” corresponding to a second

secure control channel.
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EX1006, 99219-220.
Thus, Khosravi alone and/or in combination with Xu renders obvious claim 3.
See supra, Element [1.3]. EX1006, §221.
3. Claim 8: “The method of claim 1, wherein the one or more

service policy settings include an access control setting, a
traffic control setting, and/or an admission control setting.”

Khosravi alone and/or in view of Xu discloses and suggests Claim 8. See
Claim 1, supra. Khosravi discloses that the one or more service policy settings
(Khosravi’s “indication” that reflects “network administrative policies”) include an
access control setting, a traffic control setting, and/or an admission control setting.
EX1004, q[0048], 9[0016]. Khosravi discloses that its “network administrative
policies may include one or more access control policies to determine who or what
may access the network.” Id., [0016]. EX1006, 99222-224.

Khosravi also discloses use of “data traffic filters that are used to control the
flow of data traffic to and from platform ... to facilitate the enforcement of network
administrative policies.” EX1004, §[0025]. Thus, Khosravi’s network administrative
policies include “traffic control settings” given that Khosravi’s platform configures
the data traffic filters to control the flow of data traffic based on the network
administrative policies. Id. EX1006, q9225-226.

Khosravi’s network administrative policies may include one or more

“monitoring policies, and the like” (EX1004, [0016]) such as the monitoring policy
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settings taught by Xu which also satisty the claimed service policy settings. EX1005,
1100031,94[0024]-[0028],9[0030]. EX1006, 4227.
4. Claim 9: “The method of claim 1, wherein the one or more

service policy settings include a network or device
management communication setting.”

Khosravi alone and/or in view of Xu discloses and suggests Claim 9. See
Claim 1, supra. Khosravi discloses that the one or more service policy settings
(Khosravi’s “indication” that reflects “network administrative policies”) include a
network or device management communication setting. EX1004, 4[0048], q[0016].
Khosravi discloses that its “network administrative policies may include one or more
access control policies to determine who or what may access the network.” Id.,
[0016]. Khosravi discloses that circuit breaker filters that “filter the flow of data
traffic to or from platform™ (i.e., manage network or device communication) are
configured based on network administrative policies, i.e., Khosravi’s network
administrative policies relate to network or device management communication
settings. Id., §[0039]. EX1006, 99228-231.

Khosravi’s network administrative policies may include one or more
“monitoring policies, and the like” (EX1004, [0016]) such as the monitoring policy
settings taught by Xu which also satisfy the claimed service policy settings. EX1005,

€1[0003].99[0024]-[00281,9[0030]. EX1006, q232.
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5. Claim 10: “The method of claim 1, wherein the secure
execution environment is implemented at least in part as a
hardware partition.”

Khosravi alone and/or in view of Xu discloses and suggests Claim 10. See
Claim 1, supra. Khosravi discloses that the policy enforcement point (one of agent(s)
225A which is a part of Khosravi’s secure execution environment) may be
implemented at least in part as a hardware partition. EX1004, 4[0015]. Khosravi
discloses that elements of its system can be implemented via “software, hardware,
and/or firmware” and elements of the secure execution environment (including SOS
125/225) are contained in “partition” 120/220 as shown in Figures 1 and 2. /d.,
q[0021]. Khosravi discloses that the partitioned “resources 160A and 160B” in
Figure 1 “represent memory and processing elements that are dedicated to or used
independently by partitions 110 and 120, respectively.” EX1004, 4[0021]. By
dedicating memory and processing elements to the different partitions, Khosravi
discloses that the SOS (secure execution environment) is implemented at least in
part in a hardware partition. Khosravi’s SOS includes a secure memory partition
which constitutes a hardware partition. See §VII.A.1.e. EX1006, §9233-238.

6. Claim 11: “The method of claim 1, wherein the secure

execution environment is implemented at least in part as a
software partition.”

Khosravi alone and/or in view of Xu discloses and suggests Claim 11. See

Claim 1, supra. The 429 Patent discloses virtual execution partitions as an example
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software-based approach to creating partitions. EX1001, 8:38-42. Khosravi
discloses that the COS and SOS can be partitioned using virtualization (i.e., a
software partition). Khosravi discloses an exemplary system “including a
virtualization technology enabled platform” involving a “virtualization technology
scheme” which “partitions the resources to support a plurality of operation systems.”
EX1004, 99[0032]-[0033], Fig. 2. This “virtualization scheme ... partitions these
resources in such a way that an operating system can operate separately and
independently to other operating systems.” Id. A POSITA would therefore
understand that Khosravi’s virtualization scheme would implement the Service
Operating System, constituting the “secure execution environment,” at least in part
in a software partition. /d.; see also id. §9[0033]-[0036] (discussing virtualization
technology scheme for partitioning resources). EX1006, 99239-243.

Khosravi discloses that the policy enforcement point (one of agent(s) 225A
which is a part of Khosravi’s secure execution environment) may be implemented at
least in part as a software partition. EX1004, 9[0015]. Khosravi discloses that
elements of its system can be implemented via “software, hardware, and/or firmware”
and elements of the secure execution environment (including SOS 125/225) are
contained in “partition” 120/220 as shown in Figures 1 and 2. /d., §[0021]. EX1006,

9244-245.
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7. Claim 12: “The method of claim 1, wherein the secure
execution environment is implemented at least in part in a
virtual machine executed on a processor.”

Khosravi alone and/or in view of Xu discloses and suggests Claim 12. See
Claim 1, supra. Khosravi discloses an exemplary system “including a virtualization
technology enabled platform” involving a “virtualization technology scheme”
which “partitions the resources to support a plurality of operation systems” into
partitions 210 and 220 which include elements of the secure execution environment.
EX1004, 9[0032]-[0033], Fig. 2. This “virtualization scheme ... partitions these
resources in such a way that an operating system can operate separately and
independently to other operating systems.” Id. See also id., §[0021]. Khosravi
discloses that the platform includes the “software, hardware, and/or firmware” to
support “general processing tasks” including executing Khosravi’s “virtualization
technology enabled platform.” Id. A POSITA would therefore understand that
Khosravi’s virtualization scheme would implement the Service Operating System,
constituting the “secure execution environment,” at least in part in a virtual machine
executed on a processor. See also id., §[0015]. EX1006, 9246-250.

B. Claims 2 and 4-7 are Rendered Obvious over Khosravi in view of
Xu and Frank (Ground 2)

The following sections reference where elements of Claims 2 and 4-7 are

disclosed and suggested by the prior art. EX1006, 4251.
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1. Claim 2: “The method of claim 1, wherein the network
service profile is associated with a service plan that provides
for access to the service on the wireless cellular network.”

Khosravi in view of Xu and Frank discloses and suggests Claim 2. See Claim
1, supra. Khosravi’s “network administrative policies” indicated by the policy
decision point and enforced by the policy enforcement agent (EX1004, 4[0070]))
satisfies the claimed “network service profile.” See §VII.A.1.f (Element [1.6]). For
example, Khosravi expressly discloses that the received “indication reflects network
administrative policies” and the “policy enforcement agent... is enforcing network
administrative policies when it interprets the indication and configures the data
traffic filters”. EX1004, §[0070]. EX1006, 99252-254.

Khosravi discloses that its policy decision point “indicates what access the
access requester can obtain to the network based on a comparison of the posture
information to one or more network administrative policies.” EX1004, 4[0017]
(emphasis added). Thus, Khosravi’s indication (reflecting network administrative
policies) is associated with access to the service on the wireless cellular network.
EX1006, 9255.

Khosravi does not expressly disclose that its network administrative policies
are associated with a “service plan”. However, Xu discloses service plans for device
usage (e.g., “pay-per-use”, “pay-as-you-go” plans). EX1005, q[0003], q9[0024]-

[0028], [0030]. Xu discloses policies associated with such plans, such as policies
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for metering. EX1005, 4[0025] (discussing policies such as “[w]hether to meter and
what specific items to measure”). For example, Xu discloses that policy data 322
“may specify policy related operational directives such as metering, reporting,
update requirements, etc.” EX1005, 4[0023]. EX1006, §9256-258.

Xu expressly refers to Frank for “techniques and measurements” relating to
metering. EX1005, §[0025].7 Thus, Xu explicitly motivates combination with Frank.
See Norian Corp. v. Stryker Corp., 363 F.3d 1321, 1328 (Fed. Cir. 2004). Frank
discloses that “usage plans™ are “[c]losely related to metering.” EX1022, 4[0036].
Similar to Xu’s “pay-as-you-go” plans, Frank’s usage plans “may include both
actual use, 1.e. time of operation or activations of a resource.” Id. Frank discloses
that “usage plans may include unlimited use for a period of calendar time, use for a
number of hours, use by application.. ., use by input/output (network connectivity),”
or combinations of the above. Id. In other words, Frank discloses service plans that
provide for access to the service on the wireless cellular network. The “service

provider 210” provides the usage plan “for determining operation of the computer.”

" Frank is the publication corresponding to Application No. 11/006,837 referenced

at EX1005, [0025].
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EX1022, 4[0044]; see also id., Fig. 6 (access to service denied at 520 based on lack
of funds). EX1006, 4259-263.

Frank is analogous art to Khosravi, Xu, and the *429 Patent, as it relates to
enforcement and security of policies on a computing device. EX1022, §[0004],
[0023] (local provisioning module provides security); §[0029]. It would have been
obvious to implement Frank’s techniques (including the ‘“usage plan” that is
“[c]losely related to metering”) disclosed by Frank with a reasonable expectation of
success in Khosravi-Xu given Xu’s express teaching to use Frank for details about
metering. Xu discloses that metering “may include a variety of techniques and
measurements” (EX1005, §[0025]) including monitoring user usage of the device as
disclosed by Frank (EX1022, 4[0028]). EX1006, 99264-265.

It would have been obvious to associate Khosravi’s network administration
policies with a service plan as disclosed in Xu and Frank. Khosravi teaches that its
network administrative policies may include one or more “monitoring policies, and
the like” (EX1004, q[0016]) and a POSITA would have recognized that Xu’s and
Frank’s metering/measuring policies are types of monitoring policy. EX1005,
[0025] (“Whether to meter and what specific items to measure may be a function
of the policy....”). For example, Xu motivates associating Khosravi’s network
administrative policies with usage-based service plans, e.g., policies associated with

“paying for time on a pay-per-use computer” and where “usage is charged per period
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or by activity”. EX1005, 9[0028], 4[0030]. Frank refers to specific types of plans,
including pay-as-you-go plans for accessing a network. EX1022, q[0036]. EX1006,
19266-268.

A POSITA would have several additional reasons to combine Frank with
Khosravi and Xu. EX1006, 9269.

First, a POSITA would have been motivated to do so to enforce business
policies (as in Xu and Frank) in addition to security policies (as in Khosravi and Xu)
when granting access to a network. Khosravi establishes trust to ensure that a device
has the required posture before being given access to a network. EX1004, 4[0077].
Frank and Xu disclose that business policies, including usage plans, need to be
enforced in a secure manner. EX1022, 4[0029],9[0033],9[0036]; EX1005, 9[0023].
Such business policies, supplied by the service provider (EX1022, 4[0044] (“service
provider 210 may typically provide... at least one usage plan”)), constitute an
important policy that a POSITA would have been motivated to enforce in the secure
manner provided by Khosravi. EX1006, q9270-272.

For example, Xu discloses that a “stored value function 340 is implemented
“for use in paying for time on a pay-per-use computer’. EX1005, 9[0027]. Xu
discloses that “when usage is charged per period or by activity, a stored value
balance may be maintained using the stored value function 340.” Id., §[0030]. Xu’s

stored value function 340 includes a balance associated with “pay-per-use” plans
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and plans where “usage is charged per period or by activity”) and thus are associated
“with a service plan that provides for access to the service” as claimed. EX1006,
919273-275. In combination with Khosravi, it would have been obvious to implement
Khosravi’s system to enforce security to maintain and monitor the stored value
balance associated with the service plan as taught by Xu. Khosravi discloses that its
network administrative policies may include one or more “monitoring policies, and
the like” (EX1004, §[0016]), and monitoring usage as taught by Xu would have been
one obvious implementation. EX1006, 4276.

Additionally, Xu expresses a need to “establish[] trust” in a multi-operating
system environment (EX1005, 99[0001]-[0002]), and Khosravi’s system establishes
“hierarchical trust” for “posture reporting and policy enforcement” in relation to
network access using multiple operating systems (EX1004, Title, 99[0022]-[0023]).
EX1006, 9277.

Second, such modification would have constituted mere combination of prior
art elements (Khosravi’s network administration policies associating with Xu and
Frank’s pay-as-you-go service plans) according to known methods (e.g., Xu’s
technique of storing stored value function in secure memory and Khosravi and
Frank’s technique of the service provider providing the policies/plans) to yield
predictable results (e.g., providing means to securely implement policies associated

with the service plan). EX1006, 4278.
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Third, such modification would have involved the use of a known technique
(Xu and Frank’s enforcing business policies in a secure environment) to improve
similar devices/methods (Khosravi’s enforcing of network access based on network
policies) in the same way (e.g., maintaining and monitoring a stored value balance
associated with the service plan based on policies provided by a service
controller/provider). EX1006, 4279.

Fourth, such modification would have involved mere application of a known
technique (Xu and Frank’s technique of metering to enforce a service plan) to the
known device of Khosravi ready for improvement to yield predictable results.
Khosravi, Xu, and Frank express the same security goals and operate in compatible
architectures. Implementing Xu and Frank’s teachings in Khosravi would have been
straightforward and predictable and a POSITA would have had a reasonable
expectation of success. EX1006, 4280.

2. Claim 4: “The method of claim 1, wherein the secure modem
subsystem further comprises a modem agent accessible only

by the network service controller through the first secure
control channel.”

Khosravi in view of Xu and Frank discloses and suggests Claim 4. See Claim
1, supra. EX1006, 281.
“the secure modem subsystem further comprises a modem agent”

As discussed above for Claim 2, it would have been obvious to implement
Khosravi’s techniques to enforce network administrative policies associated with
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service plans in view of Xu and Frank. See §VII.B.1. Khosravi discloses that its
network administrative policies may include one or more “monitoring policies, and
the like” (EX1004, 4[0016]) and it would have been obvious to apply the monitoring
of service usage of Xu and Frank to Khosravi’s system, detailed below (EX1005,
19000031,[0025],[0028],[0030],[0038]; EX1022, 94[0025]-[0028],[0036]). EX1006,
99282-283.

Xu discloses techniques for enforcing policies based on monitored usage of
the device, e.g., where “usage is charged per period or by activity” such as “paying
for time on a pay-per-use computer.” EX1005, §[0028], q[0030]. See also id.,
[0003] (“pay-per-use, pay-as-you-go, or other metered operation[s]”), 4[0025],
[0038]. Xu teaches using monitoring techniques as described in Frank that involve
a “metering module.” EX1005, 4[0025]; EX1022, q9[0025]-[0028] (“metering
module ... for monitoring how often, how much, or over what period the computing
device ... or components thereof, are used.”). See also EX1022, 4[0028] (“metering
module may ... count application starts ... when metering usage by application....”);
1[0036] (“metering or usage data created or used by the metering module”). EX1006,
19284-285.

Xu/Frank’s metering module as applied to Khosravi’s platform constitutes the
claimed “modem agent.” For example, the metering module is a service

measurement point, just like the modem agent in the *429 Patent. EX1001, 12:26-37

68



Petition for Inter Partes Review of U.S. Patent No. 11,405,429

(“modem agent ... provides a service measurement point ... for measuring service
usage by the device”); see also id., 12:37-38 (“the service measure provided by the
modem agent™), 14:26-31; EX1022, 9[0025]-[0028] (device “monitor[s] how often,
how much, or over what period the computing device ... or components thereof, are
used”), [0036]. EX1006, 9286.

It would have been obvious to apply Xu/Frank’s teachings concerning its
metering module to Khosravi’s secure modem subsystem to arrive at the claimed
modem agent. For example, it would have been obvious to employ the metering
module (i.e., the part of the metering module which monitors and reports user device
usage, discussed herein) as part of Khosravi’s manageability engine because that
engine “monitors platform 101 and meets the security requirements of metering
noted by Frank. See §VII.A.1.a. See also EX1004, q[0078], Fig. 6; EX1022, q[0036].
A POSITA also would have been motivated to include the metering module in the
modem subsystem because it monitors “input/output (network connectivity),” which
takes place in the modem subsystem and is therefore monitored in that subsystem.
EX1022, 9[0036] (disclosing metering use of “input/output (network connectivity)”),
[0017] (computing device may be “a cell phone” or “PDA”), q[0048] (service
provider can be “a telephone company” that provides “an Internet connection”),
[0016] (account types include a “prepaid account” as well as “a telephone postpaid

account”); see also id. §[0028] (“The metering module 454 may provide the
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mechanism for monitoring how often, how much, or over what period the computing
device 400, or components thereof, are used.”). EX1006, 99287-288.

Additionally, Frank discloses that the metering module includes components
(e.g., balance manager) that are “very sensitive and important to the secure operation
of the” local provisioning module (LPM) and “therefore they are likely to be under
various security attacks during the operation of the LPM.” EX1022, 4[0029]. Frank
discloses that “[m]etering or usage data created or used by the metering module 454
may need” to be stored in secure memory. EX1022, 4[0036]. A POSITA would have
been motivated to protect the metering module and related data, e.g., by executing it
as part of the manageability engine’s security logic in Khosravi and storing its data
in secure memory. See EX1004, q[0053] (“at least a portion of memory 330 is
memory that is exclusively accessible to security logic 3107); EX1022, 9[0033]
(LPM “store[s] balance data in a secured manner so that it cannot be tampered with
by a user and so that it is accessible only by the LPM”). EX1006, 49289-291.

Frank’s “local provisioning module (LPM)”, like Khosravi’s manageability
engine, “may perform the function of enforcing a particular state on the computing
device”. EX1022, q[0025]. Frank’s LPM includes a communication module that
“allows the LPM [] to communicate with the network™. EX1022, 4[0039], 4[0024]
(“the LPM [] is communicatively coupled to the service provider”). These

similarities would have reinforced to a POSITA the motivation and reasonable
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likelihood of success in implementing the metering module as part of the modem
subsystem. EX1006, §9292-293.

«
.o

. accessible only by the network service controller through the first secure
control channel”

It would have been obvious for the modem agent (Xu/Frank’s “metering
module”) to be “accessible only by the network service controller through the first
secure control channel” as claimed. Khosravi’s ME-PDP channel provides
communication from the secure modem subsystem to the network service controller
(Khosravi’s “policy decision point” 182/282). See §VII.A.1.b (Element [1.2]). See
also EX1004, 9[0047] (“manageability engine 150 establishes a secure
communication channel with policy decision point 282 on network 280 (e.g., via
communication links 243 and 241).” EX1006, 9294.

Frank motivates accessing the metering module by the service provider at
least through the use of “provisioning packets” that can be used to “update a balance
in the balance manager” of the metering module. EX1022, q[0030]. Given that the
modem agent (Xu/Frank’s “metering module”) would constitute a part of the secure
modem subsystem, a POSITA would have looked to the direct ME-PDP channel—
the first secure communication channel—as an obvious choice to accommodate the
service provider’s access to the metering module in the secure modem subsystem.

Frank describes that the service provider uses such a link 212 “to send provisioning
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packets to add value to the computer”. EX1022, [0016]; See §§VII.A.1.a.-VII.A.1.b.
See also EX1004, q[0016]-[0017], [0047], Figures 1-2. EX1006, §9295-296.

In the combined system, the metering module would have been “accessible
only by the network service controller through the first secure control channel.” For
example, in the combined system, the metering data itself would not be accessible
to any part of the device outside of the manageability engine (EX1004, §[0053];
EX1022, 9[0033] (metering data “accessible only by the LPM”)). To ensure security
and control of communication between the metering agent and the network service
controller, a POSITA would have been motivated to use the direct channel between
the manageability engine (over links 243-241) and the policy decision point, which
is the first secure control channel. EX1006, 4297.

The only other channel with the manageability engine—the ME-SOS-PDP
channel-—would unnecessarily route information through other components like the
SOS 225, thereby potentially increasing risk of exposure to potentially untrusted
entities, despite the ME-SOS-PDP channel being secure. See EX1004, q9[0046],
[0057]-[0058], Fig. 6 (ME monitoring is first Trust Layer exclusive of SOS). To
avoid unnecessary exposure, Khosravi’s dedicated, “out-of-band” channel is suited
specifically for this purpose: sending data securely from the manageability engine

to the policy decision point, without traversing or trusting other components.

EX1004, 9[0047] (out-of-band connection using links 241-243 “has no data traffic
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from entities on platform 201 other than manageability engine 150”). A POSITA
would have utilized this dedicated channel between the metering module (modem
agent) and PDP (network service controller) as an obvious choice to accommodate
the PDP’s access to the metering module with a reasonable expectation of success.
Khosravi expressly discloses that the out-of-band channel is a “secure” channel
between the ME and PDP. EX1004, q[0047]. It is a “control” channel because the
metering/usage data is for controlling the user’s usage of device service plans.
EX1005, q[0003], 99[0024]-[0028], q[0030], 9[0036]. See also EX1022, 4[0033]
(data related to “controls for pay-per-use or pre-pay operation”). The out-of-band
channel is conveyed via link 141/241 which passes through the wireless network,
explained above. Id., §[0062], §[0020]. Thus, Khosravi’s out-of-band channel
satisfies the claimed “first secure control channel.” EX1006, 49298-302.

In addition, a POSITA would have recognized that there is no need for
multiple channels to communicate between the metering module and the network
service controller, and as such using only one channel between the PDP and ME
would have been an obvious implementation. EX1006, 4303.

3. Claim 5: “The method of claim 4, wherein the modem agent
comprises a service measurement point for use of the service.”

Khosravi in view of Xu and Frank discloses and suggests Claim 5. See Claim

4, supra. EX1006, 9304.
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Khosravi in view of Xu and Frank renders obvious the use of a modem agent
(Xu/Frank’s “metering module”) comprising a service measurement point for use of
the service. See §§VIL.B.1.-VIL.B.2. Xu/Frank’s metering module comprises a
service measurement point for measuring use of the service, as claimed. /d. See, e.g.,
EX1022, 99[0025]-[0028]. The *429 Patent specifies that the “modem agent” can be
the “service measurement point.” EX1001, 12:26-38. EX1006, §9305-307.

4. Claim 6: “The method of claim 5, further comprising the
modem agent communicating a first report of the use of the

service to the network service controller through the first
secure control channel.”

Khosravi in view of Xu and Frank discloses and suggests Claim 6. See Claim
5, supra. EX1006, 4308.

Xu/Frank’s metering module as applied to Khosravi’s platform would satisfy
the claimed modem agent. In the obvious combination, the modem agent
(Xu/Frank’s metering module) communicates through the first secure control
channel, a first report (user device usage data collected by the metering module) of
the use of the service to the network service controller. See §§VIL.B.1.-VIL.B.3.
EX1006, 9309.

Khosravi’s manageability engine reports “posture information” which
“includes integrity measurements that refer to empirical data collected from the
hardware, software, and/or firmware of” the platform. EX1004, 4[0027]. See also
id., 4[0029] (posture information is conveyed from ME to PDP via the first secure
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control channel). For example, integrity measurements can include “empirical data”
and “log/trace files.” Id. §[0028]. See also id., 4[0047] (ME sends a request to PDP),
[0053], [0059]. In the combined system, such log files and “empirical data” collected
from the modem subsystem would have included Frank’s “[m]etering or usage data
created or used by the metering module”. EX1022, §[0036]. This information would
have been sent via Khosravi’s first secure control channel (‘“out-of-band network
connection”) which provides for communication between Khosravi’s secure modem
subsystem and Khosravi’s policy decision point. In particular, this direct ME-PDP
path would have been obvious for this report in the combined system because
Frank’s metering or usage data are not needed or accessible from other components
of the device, such as the SOS. EX1022, 4[0033]. See also §§VII.B.1.-VIL.B.3. The
metering/usage data (“first report”) conveyed from the metering module to the PDP
via the first secure control channel is distinct from the posture information sent from
the SOS (“second report”), e.g., associated with operation of the COS (see
§VIL.A.l.c. (Element [1.3]) and §VIL.B.5. (claim 7)) to the PDP via the second
secure control channel. The obvious combination employs repeated instances of a
report, thereby satisfying “first” and “second” reports. See Free Motion Fitness, Inc.
v. Cybex Intern., Inc., 423 F.3d 1343, 1348 (Fed. Cir. 2005) (“[t]he use of the terms
‘first’ and ‘second’ is a common patent-law convention to distinguish between

repeated instances of an element or limitation.”) (quoting 3M Innovative Props. Co.
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v. Avery Dennison Corp., 350 F.3d 1365, 1371 (Fed. Cir. 2003)). The information
communicated from the metering module to the policy decision point in Khosravi
comprises a first report of the use of the service in the combined system. EX1006,
19310-314.

Xu further motivates such reporting with its disclosure of a “reporting”
operation. EX1005, 4[0023] (“policy related operational directives such as metering,
reporting” etc.). EX1006, §315.

By saving this metering or usage data in secure memory (e.g., in a log file),
thereby allowing the manageability engine to include it in the reported posture
information, the metering module communicates the usage data to the service
controller. Thus, in the obvious combination, the modem agent (Xu/Frank’s
“metering module”) communicates a first report of the use of the service (“metering
or usage data created ... by the metering module,” see EX1022, 4[0036]) to the
network service controller (Khosravi’s policy decision point) through the first secure
control channel. See §VII.A.1.d. and §VII.A.1.e. EX1006, §316.

5. Claim 7: “The method of claim 6, further comprising the
secure execution environment separately communicating a

second report of the monitored use of the service through the
second secure control channel.”

Khosravi in view of Xu and Frank discloses and suggests Claim 7. See Claim

6, supra. EX1006, 4317.
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Khosravi discloses that the secure execution environment (SOS 225 which
includes agent(s) 225A) separately communicates a second report (“posture
information”) of the monitored use of the service through the second secure control
channel (communicated via “communication link™ 141/241). For example, the SOS
“monitors communications between [policy decision point] 182 for network 180 and
COS 115” in order to “enforce the policies and protect the COS.” EX1004, §[0080].
See also id., [0030] (posture information is conveyed from SOS to PDP via the
second secure control channel). Posture information related to such monitoring
(constituting a “second report™) is sent to the network service controller (i.e., PDP)
by the SOS. EX1004, 4[0082] (“[PJosture information may be provided by
manageability engine 150 and/or SOS 125.”). EX1004, 49[0030],[0043]-[0044]
(“the posture information obtained and forwarded by manageability engine 150
and/or agent(s) 225 is also forwarded to policy decision point 282 over a secure
communication channel that is established via communication link 241.”). The
second report is communicated “separately” given that (1) the second report is sent
from the SOS whereas the first report is sent from the secure modem subsystem, and
(2) the first and second secure control channels are distinct channels. See §VII.A.1.b.

and §VIL.A.1.c. EX1006, 99318-320.
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VIII. OTHER CONSIDERATIONS

Petitioner is not aware of any secondary considerations evidence bearing any
nexus to the purported claimed invention. Any purported evidence of secondary
considerations that Patent Owner may present in this proceeding would be
insufficient to overcome the strong evidence of obviousness of the Challenged
Claims. EX1006, 94321-323.

IX. CONCLUSION

Petitioner has shown a reasonable likelihood of success. This Petition should
be granted and the Board should institute trial.

Respectfully submitted,

Date: August 27, 2026 /Patrick C. Keane/
Patrick C. Keane, Esq.
Registration No. 32,858
BUCHANAN INGERSOLL & ROONEY PC
1700 K Street, N.W., Suite 300
Washington, DC 20006-3807
Telephone (703) 838-6522
Facsimile (202) 452-7989
patrick.keane@bipc.com
Counsel for Petitioner
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APPENDIX A - LIST OF EXHIBITS

Exhibit No. Description

1001 U.S. Patent No. 11,405,429, issued August 2, 2022 to G.
Raleigh (“’429 Patent™)

1002 File History of U.S. Patent Application No. 16/907,887 through
September 22, 2025

1003 U.S. Provisional Application No. 61/206,354, filed January 28,
2009

1004 U.S. Patent Application Publication No. 2007/0234402,
published October 4, 2007 to H. Khosravi ef al. (“Khosravi”)

1005 U.S. Patent Application Publication No. 2007/0061535,
published March 15, 2007 to Z. Xu et al. (“Xu”)

1006 Declaration of David Williams

1007 Curriculum Vitae of David Williams

1008 U.S. Patent No. 10,694,385, issued June 23, 2020 to G. Raleigh

1009 File History of U.S. Patent Application No. 16/034,362

1010 Not assigned

1011 U.S. Patent No. 6,075,784, issued June 13, 2000 to Frankel et
al. (“Frankel”)

1012 U.S. Patent Publication No. 2001/0053210, published
December 20, 2001 to H. Kwon (“Kwon”)

1013 U.S. Patent No. 5,999,826, issued December 7, 1999 to N.
Whinnett (“Whinnett”)

1014 U.S. Patent No. 5,828,663, issued October 27, 1998 to Y.

Ikegami (“Ikegami”)
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Exhibit No. Description

1015 U.S. Patent No. 6,931,659, issued August 16, 2005 to H.
Kinemura (“Kinemura”)

1016 U.S. Patent Publication No. 2007/0123172, published May 31,
2007 to C. Khawand et al. (“Khawand”)

1017 U.S. Patent Publication No. 2005/0079889, published April 14,
2005 to J. Vaglica et al. (*“Vaglica™)

1018 U.S. Patent Publication No. 2007/0269041, published
November 22, 2007 to R. Bhatnagar et al. (“Bhatnagar”)

1019 U.S. Patent Publication No. 2002/0071477, published June 13,
2002 to P. Orava (“Orava”)

1020 U.S. Patent Publication No. 2002/0187780, published
December 12, 2002 to S. Souissi (“Souissi”)

1021 U.S. Patent Publication No. 2005/0123025, published June 9,
2005 to D. Sorrells et al. (“Sorrells™)

1022 U.S. Patent Publication No. 2006/0165005, published July 27,
2006 to A. Frank et al. (“Frank™)

1023 Defendant Google LLC’s Opening Claim Construction Brief,
filed May 13, 2026 in Headwater Research LLC v. Google
LLC, Civ. Action No. 7:25-cv-00369 (W.D. Tex.)

1024 Plaintiff Headwater Research LLC’s Responsive Claim
Construction Brief, filed June 8, 2026 in Headwater Research
LLCv. Google LLC, Civ. Action No. 7:25-cv-00369 (W.D.
Tex.)

1025 Defendant Google LLC’s Reply to Plaintiff’s Responsive

Claim Construction Brief, filed June 22, 2026 in Headwater
Research LLC v. Google LLC, Civ. Action No. 7:25-cv-00369
(W.D. Tex.)
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Exhibit No. Description

1026 Plaintiff Headwater Research LLC’s Sur-Reply to Defendant’s
Reply to Plaintiff’s Responsive Claim Construction Brief, filed
July 7, 2026 in Headwater Research LLC v. Google LLC, Civ.
Action No. 7:25-cv-00369 (W.D. Tex.)

1027 Joint Claim Construction Statement, filed July 10, 2026 in
Headwater Research LLC v. Google LLC, Civ. Action No.
7:25-cv-00369 (W.D. Tex.)

1028 U.S. Patent No. 11,966,464, issued April 23, 2024 to G.
Raleigh (‘°464 Patent”)

1029 File History of U.S. Patent Application No. 17/867,585 through

September 22, 2025
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CERTIFICATE OF COMPLIANCE WITH 37 C.F.R. §42.24

The undersigned hereby certifies that the foregoing Petition totals 13,985
words, excluding the parts which are exempted by 37 C.F.R. §42.24(a)(1).

Date: August 27, 2026 /Patrick C. Keane/
Patrick C. Keane, Esq.
Registration No. 32,858
BUCHANAN INGERSOLL & ROONEY PC
1700 K Street, N.W., Suite 300
Washington, DC 20006-3807
Telephone (703) 838-6522
Facsimile (202) 452-7989
patrick.keane@bipc.com
Counsel for Petitioner
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