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Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1 
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PATENT APPLICATION COVER SHEET 

MAIL STOP PATENT APPLICATION 
COMMISSIONER FOR PATENTS 
P.O. BOX 1450; ALEXANDRIA, VA 22313-1450 

Transmitted herewith is the patent application of: 

ASSIGNEE{S): Headwater Research LLC 

Inventor(s): Gregory G. Raleigh 

For: "Security Techniques for Device Assisted Services" 

This application is a IRl Continuation 
No.: 16/907,887 

□ Divisional D Continuation-in-part (CIP) of prior application 

Enclosed are: 

IRl Eleven ( 11) Sheets of drawings 

D Request for Non-Publication (Form PTO/SB/35 (11-00)) 

□ Separate Payment Form PTO-2038 for $40.00 is Attached for Assignment of the invention to: 

D The enclosed payment includes $ ___ for the recording of the assignment 

IRl Applicant Claims Small Entity Status 

□ Information Disclosure Statement 

IRl Application Data Sheet PTO/ AIA/14 

IRl One (1) Declaration 

IRl The filing fee has been calculated as shown below: 

(Col. 1) (Col. 2) 

FOR: No. Filed No. Extra 
BASIC FEE 

SEARCH FEE 
EXAMINATION FEE 
APPLICATION SIZE FEE 0 
(Total Number of Sheets) 38/50= 
TOT AL CLAIMS 1 -20 = 0 
INDEPENDENT CLAIMS l -3 = 0 
SURCHARGE FOR LATE FILING OF DECLARATION 

If the difference in Col. 1 is less than zero, 
enter "O" in Col. 2 

1 

SMALL ENTITY 

RATE FEE 
$80.00 

$350.00 
$400.00 

X $210.00= $ 

X $50.00= $ 
X $240.00= $ 
+ $80.00 $ 

TOTAL $830.00 

I 
I 
I 

OTHER THAN A 
SMALL ENTITY 

RATE I FEE 

I $320.00 

I $700.00 
$800.00 

X $420.00= $ 

X $100.00= $ 
X $480.00 = $ 
+ $160.00 = $ 

TOTAL $ 

I 
I 
I 
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IRl Enclosed is a payment in the amount of $830.00 by Credit Card. 

D Please charge Deposit Account No. 50-0731 in the amount of $0.00. 

IRl The Commissioner is hereby authorized to charge payment of any additional fees associated with this 
communication, or credit any overpayment to Deposit Account No. 50-0731. 

Date: July 18 2022 

Customer No.: 106963 

Farshad Farjami, Esq. 
FARJAMI & FARJAMI LLP 

/Far5had Fariamil 

FARSHAD FARJAMI, ESQ. 

Reg. No.: 41,014 

CERTIFICATE OF ELECTRONIC TRANSMISSION 

2 

I hereby certify that this correspondence is being filed via EFS in United States 
Patent and Trademark Office, on the date stated below. 

July 18 2022 
Date 

Evan C. Gunderman 
Name 

/evan c. gunderman/ 
Signature 
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Under tile Paperwork Reduction Act of 1995, no persons are required to respond to a r,ollection of information unless it contains a valid 01\/18 control number 

Attorney Docket Number RALEP025C·1 C1 C1 C1 C1 
Application Data Sheet 37 CFR 1 "76 

Application Number 

Title of Invention 
I 

Security Techniques for Device Assisted Services 

The application data sheet is p;irt of the provisional or nonprovisimrnl application for wt1ich it is being sutJmitted The following form contains tt1e 
bitJliogrnptlic data arranged in a format specified tJy the United States P;itent and Trademark Office as outlined in 37 CFR 1.76 
This document may tJe completed electronically and sutJmitted to the Office in electronic fommt using the Electronic Filing System (EFS) or tt1e 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

! D Portions or all of tile application associated with tllis Application Data Sheet may fall under a Secrecy Order pursuant to 
! • 37 CFR 5.2 (Paper filers only. Applications tt1at fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 !J ~foM@f tl 
Legal Name 

Prefix Given Name Middle Name Family Name 

Gregory G. Raleigh 

Residence Information (Select One) @ US Residency n Non US Residency 0 Active US Military Service '-,I 

City Incline Village I State/Province I NV I Country of Residencd I us 

Mailing Address of Inventor: 

Address 1 110 North College Avenue 

Address 2 Suite 1116 

City I Tyler I State/Province I TX 

Postal Code I 75702 I Countryi I us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be ! J@ij 
generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 106953 

Email Address patent@headwaterllc.com 

Application Information: 

Title of the Invention Security Techniques for Device Assisted Services 

Attorney Docket Number RALEP025C1C1C1C1C1 I Small Entity Status Claimed ~ 
Application Type Non provisional 

Subject Matter Utiiity 

ti 

Total Number of Drawing Sheets {if any) I 11 I Suggested Figure for Publication (if any) I 

EFS V\leb 2.2. i 2 

Suffix 
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UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a collection of information unless il contains a valid O1\11B control nurnt;er. 

Attorney Docket Number RALEP025C1C1C1C1C1 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

Filing By Reference: 
Only c:ornplet,~ this section whE,n filing an appiication by n,ference undE;r 35 U.SL 1 ·11 (c) and 37 CFR 1.57(a). Do nol compl,,tE, this s,,ction if 
application papers including a specification and any drawings are being flied. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For thE, purpose:s of a filin~J datE, und!:r 37 CFR 1.53(b), thE, dE,scription and any drawings of thE, present application an, rE;plac.~d by l his 
reference to the previously filed application, subject to conditions and requirements of 37 CFR ·1 .57(a). 

Application nurnb,,r of th,, previously Filin;J date: (YYYY-MM-DD) lntelle:ctual Property Authority or Counl ry 
filed application 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1 .219) 

Request Not to Publish. I t1ereby request that the attached application not be published under 

□ 35 U.S.C. 122(b) and certify U1at Hie invention disclosed in the attact1ed application has not and wm not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at ei~1hieen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 

i--

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: @ Customer Number 10 US Patent Practitioner I 0 Limited Recognition (37 CFR ·11.9) 

Custorner Nurnber 106963 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Sta~1e entry from a PCT application. Providin~i benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to tt1e current application, please leave the "Application Number" field blank. 

Prior Application Status Pending !RMt@@I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

thisapplication Continuation of 16907887 2020-06-22 

EFS \Neb 22:12 
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Attorney Docket Number RALEP025C1C1C1C1C1 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

Prior Application Status Patented !Rt@NWI 
Application Prior Application Fiiing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD) 

16907887 Continuation of 16034362 2018-07-13 10694385 2020-06-03 

Prior Application Status Patented !Rr:MM!WI 
Application Prior Application Fiiing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD) 

16034362 Continuation of 14948065 2015-11-20 10028144 2018-07-17 

Prior Application Status Patented !Rr:MM!@I 
Application Prior Application Fiiing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

14948065 Continuation of 13737748 2013-01-09 9198042 2015-11-24 

Prior Application Status Patented !BM@iMI 
Application Prior Application Fiiin~i Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

13737748 Continuation of 12694445 2010-01-27 8391834 2013-03-05 

Prior Application Status Patented !BM@iMI 
Application Prior Application Fiiin~i Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

12694445 Continuation in part of 12380780 2009-03-02 8839388 2014-09-16 

Prior Application Status Expired !MijfuM@I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

12694445 Claims benefit of provisionai 5·1252151 2009- ·1 0-15 

Prior Application Status Expired !RfmMWI 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Nurnber (YYYY-MM-DD) 

12380780 Claims benefit of provisional 61206354 2009-01-28 

Prior Application Status Expired k@Wt@1f::i 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

12380780 Claims benefit of provisional 61206944 2009-02-04 

Prior Application Status Expired ! R1ffi~ii I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

12380780 Claims benefit of provisional 61207393 2009-02-10 

EFS \Neb 22:12 
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Attorney Docket Number RALEP025C1C1C1C1C1 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

Prior Application Status Expired !Rt@NWI 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

12380780 Claims benefit of provisionai 61207739 2009-02-13 

Adclitional Dornestic Benefit/National Stage Data may be generated within this form 
by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes tile claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1 .55. When priority is claimed to a foreign application 

that is eligibie for retrieval under the priority document exchange program (PDX)i the information wiii be used by the Office to 

automatically attempt retrievai pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program. applicant bears the uitirnate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period :specified in 37 CFR 1 55(g)(1), 

!Rr:MM!WI 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Code1 (if applicable) 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention tt1at has an effective filing date on or after Marcil 

0 16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, t!1is application, with a filing date on or alter March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 

EFS \Neb 22:12 
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Attorney Docket Number RALEP025C1C1C1C1C1 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sl1eet is properly signed and filed with the application, applicant has provided written 
authority to permit a pmticipating foreign intellectual property (IP) office access to tt1e instant application-as-filed (see 
paragrapl1 A in subsection 1 below) and the European Patent Office (EPO) access to any search results from tl1e instant 
application (see paragraph 8 in subsection 1 below). 

Should applicant choose not to provide an auU1orization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or 8 or both in subsection 2 below. 

~_Q_IE: This section of the Application Data Sl1eet is QMLY reviewed and processed witl1 the INITIAL filing of an 
application. After the initial filing of an application, an Application Data st1eet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange _(PDXJ ~ Unless box A in subsection 2 (opt-out of authorization) is cl1ecked, the 
undersigned t1erebv grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
Ct1ina (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual propeity office 
participating witl1 the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to U1e instant patent application is filed, access to: (1) Hie instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related biblio~)rapt1ic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(t1) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, 
the undersigned t1ereby grants the USPTO authority to provide U1e EPO access to the bibliograpt1ic data and seard1 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that U1e EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
tt1e instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. lftt1is box is checked, U1e USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

8. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1. ·14_ 

EFS \Neb 22:12 
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Attorney Docket Number RALEP025C1C1C1C1C1 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1 .45), this section should not be completed. 
Tile information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
143; or tile name and address of tile assignee, person to whom tile inventor is under an obligation to assign the invention, or person 
who otherwise :shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whorn the inventor is obligated to assign, or person who otherwise shows :sufficient 
proprietary interest) together with one or more joint inventors, tllen the joint inventor or inventors who are also the applicant should be 
identified in this section. 

ft @iM rl 
® Assignee 

I 0 Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

r--. Person to whom the inventor is obligated to assign" lo Person who shows sufficient proprietary interest u 
I 

If applicant is the legal representative, indicate the authority to file the patent application, tl1e inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor: I I 
lfttie Applicant is an Organization ct1eck here. [8J 

Organization Name 
I Headwater Research LLC 

Mailing Address information For Applicant: 

Address 1 110 No1ill Co!iege Avenue 

Adclress 2 Suite 1116 

City Tyler State/Province TX 

Country I us Postal Code 75702 

Phone Number 903-201-62·11 Fax Number 

Email Address patent@headwaterllc.corn 

!Additional Applicant Data may be generated within this form by selecting the Add button. 
I 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 

EFS \Neb 22:12 
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Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be inciuded on the patent 
application publication. An assignee-applicant identified in tile "Applicant information" section wili appear on the patent application 
pubiication as an applicant. For an assignee-appiicant, compiete tllis section only if identification as an assignee is also desired 011 the 
patent application publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. ~ 
Organization Name 

I Headwater Research LLC 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 1·10 North College Avenue 

Address 2 Suite 1116 

City I Tyler State/Province TX 

Countryi I us Postal Code 75702 

Pt10ne Number 903-201-6211 Fax Number 

Email Address patent@headwaterllc.com 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting tt1e Add button. 

Signature: 
NOTE: Tt1is Application Data St1eet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet mM~i be signed by a patent practitioner if one or more of tt1e applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, tl1is form must be signed by a 
patent practitioner, ijJJ.joint inventors wt10 are the applicant, or one or more joint inventor-applicants wt10 t1ave been given 
power of attorney (e.g., see USPTO Form PTO/AIA/8•i) on behalf of a!! joint inventor-applicants. 

See 37 CFR 1 .4(d) for U1e manner of making signatures and certifications. 

Signature /Farshad Fai-jami/ Date (YYYY-MM-DD) 2022-07-18 

First Name Farstiad I Last Name I Farjami Registration Number 41014 

Additional Signature may be generateci within this form by selecting the Add button. 

EFS \Neb 22:12 
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Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention Security Techniques for Device Assisted Services 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to fiie (and by tile USPTO to process) an appiication. Confidentiality is governed by 35 U.S.C. ·122 and 37 CFR 1.14 This 
collection is estimated to take 23 minutes to complete, including ~iathering, preparing, and submitting the completed appiication data 
sheet form to tile USPTO. Time wili vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Cllief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

EFS \Neb 22:12 
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES 
Invention 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: 

The attached application, or [I] 

□ United States application or PCT international application number ________ _ 

filed on ______________ , 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may contribute to identity theft .. Personal information such as social security numbers, bank account numbers, or credit card numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the public if the application is referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

Inventor: Gregory~~~ ./1 
'--/~I// I 

Signature: ---- ~ ' -r-L / -
........._ II I\ ./ "'-,,. I 

V '--"' " 

Date (Optional) : _________ _ 

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have been previously filed. Use an additional PTO/AIA/01 form for each additional inventor. 

This collection of information Is required by 35 U.S.C. 115 and 37 CFR 1.63. The information Is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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[0001] 

SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES 

BACKGROUND OF THE INVENTION 

With the advent of mass market digital communications, applications and content 

distribution, many access networks such as wireless networks, cable networks and DSL (Digital 

Subscriber Line) networks are pressed for user capacity, with, for example, EVDO (Evolution­

Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax 

(Worldwide Interoperability for Microwave Access), DOCSIS, DSL, and Wi-Fi (Wireless 

Fidelity) becoming user capacity constrained. In the wireless case, although network capacity 

will increase with new higher capacity wireless radio access technologies, such as MIMO 

(Multiple-Input Multiple-Output), and with more frequency spectrum and cell splitting being 

deployed in the future, these capacity gains are likely to be less than what is required to meet 

growing digital networking demand. 

[0002] Similarly, although wire line access networks, such as cable and DSL, can have 

higher average capacity per user compared to wireless, wire line user service consumption habits 

are trending toward very high bandwidth applications and content that can quickly consume the 

available capacity and degrade overall network service experience. Because some components 

of service provider costs go up with increasing bandwidth, this trend will also negatively impact 

service provider profits. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0003] Various embodiments of the invention are disclosed in the following detailed 

description and the accompanying drawings. 

[0004] FIG. I illustrates a secure execution environment for device assisted services in 

accordance with some embodiments. 

[0005] FIG. 2 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0006] FIG. 3 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0007] FIG. 4 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0008] FIG. 5 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0009] FIG. 6 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0010] FIG. 7 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0011] FIG. 8 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0012] FIG. 9 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 

[0013] FIG. IO illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 
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[0014] FIG. 11 illustrates another secure execution environment for device assisted 

services in accordance with some embodiments. 
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DETAILED DESCRIPTION 

[0015] The invention can be implemented in numerous ways, including as a process; an 

apparatus; a system; a composition of matter; a computer program product embodied on a 

computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the invention. Unless stated otherwise, a component such as a processor or a 

memory described as being configured to perform a task may be implemented as a general 

component that is temporarily configured to perform the task at a given time or a specific 

component that is manufactured to perform the task. As used herein, the term 'processor' refers 

to one or more devices, circuits, and/or processing cores configured to process data, such as 

computer program instructions. 

[0016] A detailed description of one or more embodiments of the invention is provided 

below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to 

any embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details 

are set forth in the following description in order to provide a thorough understanding of the 

invention. These details are provided for the purpose of example and the invention may be 

practiced according to the claims without some or all of these specific details. For the purpose of 

clarity, technical material that is known in the technical fields related to the invention has not 

been described in detail so that the invention is not unnecessarily obscured. 

[0017] In some embodiments, security techniques for device assisted services are 

provided. In some embodiments, secure service measurement and/or control execution partition 

techniques for device assisted services are provided. In some embodiments, a secure execution 

environment for device assisted services is provided. In some embodiments, a secure stack for 

device assisted services is provided. In some embodiments, a secure memory for device assisted 

services is provided. In some embodiments, a secure modem for device assisted services is 
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provided ( e.g., providing a secure communication link between the modem/modem driver and a 

service processor and/or agent on the device, such as a communications device or an 

intermediate networking device). In some embodiments, one or more secure monitoring points 

for device assisted services are provided. In some embodiments, one or more secure monitoring 

points with verification for device assisted services are provided ( e.g., a secured monitoring point 

can be provided in a modem, which communicates securely to a secured execution environment 

in a CPU/processor, which can then verify such service usage measures). In some embodiments, 

a secure bus for device assisted services is provided. In some embodiments, a secure execution 

environment in the CPU/processor for device assisted services is provided. In some 

embodiments, secure access to a secure execution environment(s) for device assisted services is 

provided (e.g., securing communication from a bottom of the stack, such as modem drivers, 

which require credentials to access the bus as controlled by a service processor or secure agent 

on the device, and in which the traffic on the bus is encrypted). In some embodiments, various 

secure execution environments for device assisted services are provided using various hardware 

partition techniques (e.g., secure memory, secure modems, secure memory partition(s) in the 

CPU/processor), as described herein. 

[0018] In some embodiments, device assisted services (DAS) provide for one or more of 

device based service usage measurements, service usage policy implementation, service usage 

accounting, service usage control, and any of the other functions described in various 

embodiments that assist, replace, and/or augment network based functions. For example, various 

DAS embodiments perform one or more of the following: facilitate and control activation to one 

or more access service networks; measure access and/or service usage on one or more access 

networks; control access and/or service usage on one or more access networks; account for 

different types of service usage on one or more access networks; implement quality of service 

(QOS) controls, collect and report QOS traffic demand, aggregate multiple device QOS demand 

reports to asses a measure of overall network QOS demand, and/or facilitate QOS resource 

allocation; and/or facilitate roaming between access networks. There are many more functions 

and embodiments for DAS as described with respect to various embodiments. 

[0019] In some embodiments, various program/functional elements that perform the 

functions to implement various DAS embodiments are referred to herein as DAS agents or 
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device assisted service agents, or in some embodiments, more specific terms are used to be more 

descriptive in specific examples. In some embodiments, device assisted service agent functions 

include service measurements and/or service measure recording and/or service measure reporting 

(e.g., to the service controller, the device, the user, or other device agents) and/or service 

measure synchronization (e.g., between device and network). In some embodiments, device 

assisted service agent functions include service usage controls and/or service usage control 

policy settings. In some embodiments, service usage controls include one or more of network 

authorization, network authentication, network admission, access control, service usage activity 

classification, allowing or disallowing one or more service usage activity and traffic shaping for 

one or more service usage activity. 

[0020] In some embodiments, device assisted service agent functions include one or 

more of the following: reporting service usage to QOS control elements in the network, 

receiving QOS assignment from the network, reporting QOS assignments to the network, and/or 

communicating with QOS service reservation elements in the network. In some embodiments, 

device assisted service agent functions include one or more of implementing QOS service 

controls on the device based on one or more of the following criteria: fair queuing of service 

usage activities, differentiated QOS based on an assigned QOS hierarchy of service usage 

activities, service usage activity QOS assignments from the network for one or more service 

usage activities, service usage activity policy directives from the network for one or more service 

usage activities. 

[0021] In some embodiments, a service control link is used for communication between 

the device assisted service agents and the service controller. In some embodiments, the service 

control link is a secure link ( e.g., an encrypted communication link). 

[0022] In some embodiments, the device assisted service agent functions include device 

assisted service system communication, measuring and/or recording and/or reporting and/or 

synchronizing service measures, observing communicating information for service control 

integrity, communicating information for service control policy instructions and/or settings, or 

updating device assisted software and/or agent settings. 
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[0023] In some embodiments, device assisted service on the device includes the 

following: service measurements, service controls, user interface and usage reporting, user 

policy options, accept policy instructions, protected execution partition provided to prevent 

hacking, malware, errors, and other security techniques. In some embodiments, device assisted 

service on the server includes one or more of the following: set policy, set configurations, 

install/update agents, check usage versus policy, check proper operation of agents, synchronize 

usage from network to device, and other verification techniques. For example, when errors in 

policy enforcement are detected, servers can perform actions to either further observe, 

quarantine, or suspend the device. 

[0024] In some embodiments, a control server/control service network element receives 

service measures from the device. In some embodiments, the control server/control service 

network element receives service measures from the network. In some embodiments, the control 

server/control service network element sets policies and manages service across multiple 

networks (e.g., while one modem is shown in various figures, multiple modems can be employed 

for multiple networks with consistent service usage measures, service controls, QOS controls, UI 

(User Interface), user preferences, user usage reporting, and/or other settings/controls across 

different networks). 

[0025] In some embodiments, traffic type refers to one or more of the following: best 

effort network traffic, real-time traffic (e.g., live voice such as VOiP, live video, etc.), streaming 

traffic, multi-cast traffic, uni-cast traffic, point to point traffic, file types, traffic associated with 

an application, real time traffic, traffic with an assigned priority, traffic without an assigned 

priority, and traffic for a certain network. 

[0026] In some embodiments, service usage activity refers to a usage of service by a 

device. In some embodiments, service usage activity can be one or more of connection to an 

access network, connection to certain destinations, URLs or addresses on a network, connection 

to the network by one or more applications, transmission of certain types of traffic, a type of 

transaction based service, a type of advertising based services, or a combination of one or more 

of the following: an application type, a network destination/address/URL, a traffic type, and a 

transaction type. 
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[0027] In some embodiments, protection of the device assisted service agents/functional 

elements to protect the functions that perform the device assisted functions is provided with a 

protected execution partition on the CPU (Central Processor Unit), APU (Auxiliary Processor 

Unit), or another hardware based processor. For example, such hardware protected execution 

capabilities in the CPU, APU, or other processor can be combined in some embodiments with 

either OS software functions or other native mode software functions to create secure program 

execution partitions as described herein. In some embodiments, the term host is used to refer to 

the hardware and firmware and/or software system that executes the device applications and 

networking stack. In some embodiments, some of the device assisted service agents/functions 

are implemented in a modem execution partition environment. 

[0028] FIG. 1 illustrates a secure execution environment 100 ( e.g., for a communications 

device) for device assisted services in accordance with some embodiments. As shown in FIG. 1, 

the device execution environments include program/functional elements for a communications 

(e.g., a communications device can be an intermediate networking device, such as 3G/4G 

WW AN to WLAN bridges/routers/gateways, femto cells, DOCSIS modems, DSL modems, 

remote access/backup routers, and other intermediate network devices, or a mobile 

communications device, such as a mobile phone, a PDA, an eBook reader, a music device, an 

entertainment/gaming device, a computer, laptop, a netbook, a tablet, a home networking system, 

and/or any other mobile communications device) device that utilizes the modem subsystems #1 

(125) through #N (127) to connect to one or more of the access networks #1 (136) through #N 

(138). In some embodiments, a communications device includes multiple program execution 

partitions. As shown in FIG. 1, four execution partitions are provided: an application execution 

partition 102 in which, for example, application programs execute, a kernel execution partition 

112 in which, for example, the lower level drivers and basic low level OS programs execute, a 

protected device assisted service (DAS) execution partition 114 (also referred to as protected 

DAS partition) in which, in some embodiments, some or all of the device assisted service agents 

and/or functions execute, and a modem execution partition 124 in which, for example, the 

modem program elements execute and, in some embodiments, some or all of the device assisted 

service agents and/or functions execute. In some embodiments, each of these execution 

partitions are optimized for different software functions, each providing programs with the basic 

physical memory, data memory, CPU or APU or modem processor execution resources, high 
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level and/or low level OS, memory management, file storage, 1/0 device resources ( e.g., user 

interface (UI), peripherals, etc.), network communications stack, other device resources, and/or 

other resources that are required or used for operation of the programs. The collection of these 

hardware and software resources for the CPU or APU is sometimes referred to herein with the 

term host. 

[0029] As shown, FIG. 1 illustrates an application execution partition 102 and a kernel 

execution partition 112, which are shown as separate partitions within the device execution 

environments. For example, this separation is based on the manner in which "kernel programs" 

(e.g., drivers and network stack, etc.) are commonly supported as compared to "application 

programs" ( e.g., browsers, word processors, user interfaces, etc.) within the context of several 

different popular operating systems (OS) (e.g., Windows, UNIX, Linux, MAC OS, certain 

mobile device OSs, certain embedded device OSs, etc.). In some embodiments, this functional 

separation is not required, and, in some embodiments, other functional separations are supported. 

[0030] As shown in FIG. 1, protected device assisted service agents, such as the 

protected DAS partition device assisted service agents 110, execute in the protected DAS 

partition 114 while unprotected device assisted service agents and/or OS networking stack 

elements and applications (e.g., applications 106A through 106C) execute outside of the secure 

device assisted service execution partition 114, such as the application partition device assisted 

service agents 104 and the OS networking stack and/or kernel partition device assisted service 

agents 108. For example, the protected DAS partition 114 can make it more difficult for a 

hacker, malware or system errors to compromise, attack or modify the device assisted service 

measurements, service policy implementation or service usage control operations on the device 

(e.g., communications device). In some embodiments, the protected DAS partition 114 need not 

support open access to all programs and OS elements so that it can be easier to protect. Also, as 

shown, a bus driver 116 in the application execution partition 102 provides for communication 

with a modem bus 120, which is in communication with a bus driver 121 in the modem 

execution partition 124. The protected DAS partition also includes a host service control link 

118, which facilitates communication with a host secure channel 150 as shown. 
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[0031] In some embodiments, the protected DAS partition 114 is a protected execution 

partition on the main device that is supported by certain configurations in the host ( e.g., a secure 

virtual execution environment or a separate hardware security function). For example, this 

protected execution partition can be used to provide added service measurement integrity and/or 

service control integrity for a device assisted service enabled device. In some embodiments, as 

described herein, the operating system (OS) also performs a role in establishing the protected 

execution partition for secure operation of device assisted services, and, in some embodiments, 

this role is performed by native software or firmware operating on secure hardware elements. 

[0032] In some embodiments, the DAS agents responsible for maintaining service 

control integrity execute in the protected DAS partition 114. For example, the protected DAS 

partition device assisted service agents 110 can include one or more of the following: one or 

more service usage measurement functions; some or all of the device networking stack functions 

that are monitored and/or controlled by the device assisted services system; device drivers that 

interface to an OS networking stack to observe or manipulate stack traffic; access control 

integrity functions; service policy control functions; service UI functions; application 

identification functions, and/or functions to classify service usage activities by combinations of 

application, address/URL and/or traffic type; modem bus driver functions; and/or modem data 

encryption functions to prevent other unauthorized programs from bypassing the device assisted 

service measurements and/or controls by directly accessing the modem around the stack. In 

some embodiments, the system designer or a given set of design criteria determine which of the 

various described device assisted agent functions should be executed in protected DAS partition 

114 to strengthen the service control integrity for the system. 

[0033] In some embodiments, the device operating system provides for the protected 

DAS partition 114 in addition to conventional security features available in the operating system. 

In some embodiments, the protected DAS partition 114 provides an execution partition with 

increased program execution protection in which, for example, service measurement and/or 

service control programs (agents) can execute in a mode that provides for higher access control 

integrity (e.g., proper service usage reporting and/or service measurement and/or service control 

system operation with increased protection from attacks, errors, malware, etc.). In some 
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embodiments, a hardware assisted secure execution partition provides for increased program 

execution protection for device assisted service agent functions. 

[0034] In some embodiments, a service control link (e.g., host service control link 118 

via host secure channel 150 to network service control link 152) is used for communication 

between the device assisted service agents and a service controller 122. In some embodiments, 

the service control link is a secure link (e.g., an encrypted communications link). In some 

embodiments, an encrypted secure control link can be implemented over the higher layers of the 

network stack (e.g., TCP, HTTP, TLS, etc.), and, in some embodiments, the encrypted link can 

be implemented over lower layers in the network stack, such as the IP layer or the access 

network layers (e.g., the WWAN device management channels or signaling layers). In some 

embodiments, service control link security is provided at least in part by encrypting link traffic 

between the device and the service controller 122. In some embodiments, service control link 

security is provided at least in part by running the service control link device side program agents 

in the protected DAS partition 114. In some embodiments, service control link security is 

achieved at least in part by restricting access to the service control link to certain device assisted 

service agents that are allowed to communicate with the service controller 122. In some 

embodiments, the agents that are allowed to communicate with the service control link perform 

such communications using encrypted communications. In some embodiments, the encrypted 

communications is accomplished with a secure inter-agent communication bus on the device. In 

some embodiments, the only mechanism for modifying the configuration of the operation, 

execution code, execution instructions and/or settings of certain device assisted service processor 

agents executing in the protected DAS partition 114 is through the service control link. In some 

embodiments, the only mechanism for modifying any program elements executing inside the 

protected DAS partition 114 is through the service control link so that only the service controller 

122 may modify the operation or service policy settings for the agents located in the service 

measurement and/or service control execution partition. 

[0035] As shown in FIG. 1, various server functions within the service controller 122 are 

provided. In some embodiments, a service history server 158 collects service usage measures 

from one or more of the device DAS agents and/or from various sources of potential network 

based service usage databases, such as the access network service usage 142 (e.g., carrier 
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charging data record (CDR) systems), private network service usage 144 (e.g., MVNO or 

enterprise network service usage accounting system), and/or billing, mediation service usage log, 

reconciliation 148 (e.g., service provider billing or mediation system). In some embodiments, an 

access control integrity server 156 is used to compare various access control verification checks 

to ensure that the device assisted service agents have not been compromised. The various 

embodiments used in the access control integrity server 156 to perform these integrity checks are 

described with respect to various embodiments. Some embodiments include comparing device 

based service usage measures versus the service usage that should result if the desired service 

policy were properly implemented, comparing device based service usage measures versus the 

service usage that should result if the desired service policy were properly implemented with 

device based service usage measures that are executing in the protected DAS partition 114 and/or 

the modem execution partition 124, comparing network based service usage measures versus the 

service usage that should result if the desired service policy were properly implemented, and 

comparing network based service usage measures with device based service usage measures. In 

some embodiments, a policy control server 154 stores policy settings for the various service 

plans that can be implemented on the device, and communicates the appropriate policy settings 

to the appropriate device DAS agents. 

[0036] In some embodiments, the service controller 122 has secure access to service 

measures, service control settings, software images, software security state(s), and/or other 

settings/functions, for example, by virtue of the hardware enhanced execution partition and the 

secure channel into the protected DAS partition 114. For example, the host secure channel 150 

can be encrypted employing keys that are public/private or point to point private. Also, other 

link security, for example, can be implemented as described herein. For example, servers can 

ensure that the link remains authenticated and information is validated. For example, the service 

controller can perform one or more of the following verification techniques: compare the 

monitored service usage versus the policy, compare the monitored service usage versus other 

service usage measures and/or combined with various other network service usage measures. 

[0037] In some embodiments, the protected DAS partition 114 includes a host service 

control link 118 as shown in FIG. 1 that works in combination, that is, in communication with a 

network service control link 152 to send and receive secure messages between the service 
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controller and the host via a host secure channel 150. In some embodiments, the protected DAS 

partition 114 only accepts new program images from the service controller 122 and not from 

local programs or disks. In some embodiments, the protected DAS partition 114 cannot 

communicate with other applications and/or kernel programs. In some embodiments, the 

protected DAS partition 114 can also communicate with other applications and/or kernel 

programs but only to gather information or to set settings. In some embodiments, the protected 

DAS partition 114 can also communicate with other applications and/or kernel programs but 

only through a restricted encrypted communication bus that restricts outside program access to 

protected programs or agent functions, and can also restrict the agents inside of the protected 

partition from accepting unauthorized information or code modifications from programs outside 

the protected partition. Various other security techniques can be provided for the DAS execution 

environments as will be apparent to one of ordinary skill in the art in view of the embodiments 

described herein. 

[0038] In some embodiments, the protected DAS partition 114 is created by employing 

CPU or APU hardware security features in addition to or in alternative to other software security 

features (e.g., virtual execution partitions) that can be provided by the operating system and/or 

other software. In some embodiments, the host hardware security features are provided with the 

operating system secure kernel operating modes. In some embodiments, the host hardware 

security features used for secure device assisted service execution partition operation are 

independent of the operating system kernel (e.g., implemented in secure program partitions in a 

separate secure program area not directly controlled by the OS and/or software that does not 

have access to the partitions). 

[0039] In some embodiments, the hardware security features that support the protected 

DAS partition 114 include preventing other elements on the device from writing and/or reading 

certain memory areas reserved for device assisted service agents and/or control link functions. 

In some embodiments, this memory protection function is accomplished by locating the memory 

in a secure hardware partition that cannot be accessed by unauthorized device program elements 

(e.g., a separate bank of isolated memory space within the host CPU). In some embodiments, 

this memory protection function includes encrypting traffic to and from memory so that only 

authorized device program elements posses the counterpart encryption capability to access the 
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memory. In some embodiments, the mechanism to access device assisted service agent memory 

and/or certain data elements is restricted to authorized device assisted service agents and/or the 

service controller via the service control link so that unauthorized program elements on the 

device cannot alter the device assisted service agent code and/or operation. 

[0040] In some embodiments, the hardware security features that support the protected 

DAS partition 114 includes preventing unauthorized elements on the device from accessing the 

protected storage and/or file storage ( e.g., "protected storage," such as disk storage, non-volatile 

memory, embedded non-volatile memory, such as NVRAM, flash or NVROM, securely 

embedded non-volatile memory, and/or other types of storage) that is used to store the device 

assisted service agent programs. In some embodiments, this protected storage is maintained 

within the secure hardware partitions that also execute one or more of the device assisted service 

agents so that only authorized device assisted service agents have access to the storage locations. 

In some embodiments, the images that are stored in such protected file storage must be properly 

encrypted and signed for a boot loader to authorize loading the device assisted service agent 

programs into execution memory, and in some embodiments, if the images are not properly 

signed then an access control integrity error is generated and/or the program is not loaded. In 

some embodiments, such properly signed DAS images can only be obtained from the service 

controller. In some embodiments, such DAS images can only be loaded into protected file 

storage by the service controller. In some embodiments, the hardware security features that 

prevent unauthorized elements on the device from accessing the protected file storage include 

encrypting all traffic to and from the secure storage so that only authorized device program 

elements possess the counterpart encryption capability to access the storage. In some 

embodiments, access or access rights to re-program a device assisted service agent program store 

is restricted to the service controller via the service control link so that unauthorized program 

elements on the device are not authorized to alter the device assisted service agent code and/or 

operation. 

[0041] In some embodiments, the hardware security features that protect device assisted 

service agent storage include a protected DAS partition in which an access control integrity agent 

function is isolated from other device program elements, and a secure service control link is also 

isolated in a similar manner, and the access control integrity agent scans the execution memory, 
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data memory and/or file storage used by one or more device assisted services agents to measure 

and/or control services. In some embodiments, the purpose of the scan is to detect changes to the 

device assisted service agent code and/or data. In some embodiments, the purpose of the scan is 

to detect other unauthorized program elements or data that may be present in reserved or 

protected areas used for device assisted service agent execution. In some embodiments, reports 

of such scan audits are reported over the service control link to the service controller for further 

processing by use of cloud based resources to identify access control integrity violations. In 

some embodiments, the access control integrity agent functions include one or more of hashing 

other device assisted security agents, querying other device assisted security agents, observing 

the operation of other device assisted security agents or monitoring service measures and then 

either evaluating the results locally on the device to determine if they are within pre-defined 

allowable parameters or sending at least some of the results to the service controller for further 

analysis via the service control link. In some embodiments, the scan audits are compared with 

earlier versions of the scans to compare code configuration or operational characteristics. In 

some embodiments, the scan audits are compared against known databases for the code or 

operational characteristics that should be present in the DAS agents. 

[0042] In some embodiments, an access control integrity agent, or a new version of the 

access control integrity agent can be downloaded by the service controller over the secure service 

control link. For example, this technique provides for a real time assessment of device service 

control security state as described above in the event that corruption or compromise of the secure 

device assisted service agent(s) has occurred. In some embodiments, the access control integrity 

agent that is downloaded can have a different configuration and/or operation than any agent 

previously loaded onto the device so that it is difficult or impossible for a hacker or malware to 

spoof the operation of the agent in a short period of time. For example, by requiring the agent to 

report security assessments back to the server in a period of time that is typically less than what 

is required to spoof the agent, the agent will either report back an accurate assessment of device 

status or will be blocked by a hacker or malware, and both of these conditions can provide the 

information required to take action if the device assisted services system has been corrupted or 

compromised. 
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[0043] In some embodiments, the protected DAS partition and/or the modem execution 

partition can be used to securely store some or all of the device credentials that are used for one 

or more of device group association, activation, authorization to the access network and/or the 

DAS network, service level, and service usage accounting and/or billing. 

[0044] In some embodiments, the modem subsystem also includes DAS elements that 

strengthen the access control integrity of the DAS system. As shown in FIG. 1, one or more 

modems can include, in some embodiments, DAS agent functions labeled modem partition DAS 

agents 126. The modem execution partition 124 of the modem sub system #1 (125) of the 

modem execution partition 124 includes modem partition DAS agents 126 in communication 

(e.g., secure communication, such as using encrypted communications) with a modem 128 and a 

modem service control link 130, which is in communication with the network service control 

link 152 via the modem secure channel #1 (132), as shown. Also, the modem 128 is in 

communication (e.g., secure communication, such as using encrypted communications) with the 

access network #1 (136), which is in communication with the access network service usage 142 

and the Internet 140, which is in communication with a private network 146, which is in 

communication with the private network service usage 144, as shown. 

[0045] Example embodiments for DAS agent functions that execute in the modem 

execution partition include modem encryption and modem service usage measures. In other 

embodiments, the modem execution partition can also include higher level DAS agent functions, 

such as stack traffic classification, stack manipulation, access control, and/or traffic control. For 

example, the modem execution partition can also include a full service processor that is fully 

capable of managing all aspects of service usage measurement and/or service control. It will 

now be apparent to one of ordinary skill in the art that the modem execution partition can employ 

a number of the service security embodiments described in the context of the protected DAS 

partition, for example, to enhance the service integrity of the DAS system. For example, the 

DAS agents on the modem can be stored in an encrypted and signed format on non-volatile (NV) 

memory on the modem that is only accessible by the network service control link or by a local 

secure control link from the protected DAS partition to the modem execution partition. As 

shown in FIG. 1, a separate secure modem control channel (e.g., modem secure channel #1 (132) 

through modem secure channel #N (134)) that is distinct from the host secure control channel 
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150 is provided. This separate modem control channel can either be implemented over the 

higher network layers of the device or over the lower access network layer so that special access 

to access network resources is required to even connect to the modem DAS agents 126 thereby 

further enhancing service control related security. 

[0046] In some embodiments, the protected DAS partition provides for performing the 

DAS agent functions required for parental controls, enterprise WWAN management controls or 

roaming controls, and/or usage reporting in the protected execution space. In view of the DAS 

embodiments described herein, it will now be apparent to one of ordinary skill in the art how to 

implement such protected controls for these various and other application scenarios. 

[0047] In some embodiments, a protected DAS partition provides for performing a 

virtual machine (VM) on top of a secure machine. The device application OS that is accessible 

by software that can be installed without special permissions can be isolated from the secure 

hardware and/or OS that is running under the VM. Using these techniques, malware can be 

"cocooned in" on the VM OS rather than "walled out" as discussed with respect to various 

embodiments described herein. 

[0048] In some embodiments, communication between program/functional elements 

outside of the protected DAS partition to DAS agents inside the protected DAS partition is 

controlled by a secure encrypted channel. In some embodiments, only programs/functions that 

have access to communicate with DAS agents are allowed to do so, and, in some embodiments, 

even these outside programs are not allowed to modify the DAS agent configuration, only to 

report information and/or receive information. 

[0049] For example, various embodiments can be used to connect to multiple access 

networks through multiple modems, with each modem potentially being associated with a 

different set of DAS service policies corresponding to the different types of access networks 

supported. In some embodiments, such as for 3G/4G modems, WW AN/WLAN modems, and 

various other multiple modem embodiments, the multiple modems can also be provided on the 

same multi-mode modem subsystem rather than on different modem subsystems. 
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[0050] In some embodiments, the various techniques and embodiments described herein 

can be readily applied to intermediate networking devices as will now be apparent to one of 

ordinary skill in the art. For example, an intermediate networking device can includes some or 

all of the DAS agents for managing, controlling, and/or measuring service usage for one or more 

devices in communication with a wireless network via the intermediate networking device, in 

which the DAS agents can be executed in secure execution environments or secure execution 

partitions using the various techniques described herein. In some embodiments, intermediate 

networking devices include, for example, WW AN/WLAN bridges, routers and gateways, cell 

phones with WW AN/WLAN or WW AN/Bluetooth, WW AN/LAN or WW AN/WP AN 

capabilities, femto cells, back up cards for wired access routers, and other forms/types of 

intermediate networking devices. 

[0051] FIG. 2 illustrates another secure execution environment 200 for device assisted 

services in accordance with some embodiments. In particular, FIG. 2 illustrates an embodiment 

in which DAS agents do not actually replace the OS network stack elements, but instead one or 

more DAS agents include device driver programs that interface into the network stack and pass 

(e.g., securely communicate) traffic information or actual traffic back and forth with the stack. 

These device driver interface constructs are labeled OS driver framework and interface 208 as 

shown in FIG. 2. Example OS system constructs that provide for this type of architecture for 

DAS agents include Windows NDIS and/or TDI drivers, Windows Filter Platform (WFP), 

Berkeley Packet Filter, ipfw (e.g., a BSD packet filter that can be used for various OSs, such as 

Unix, Linux, MAC OS), and/or other platforms/programs performing these or similar functions. 

While these OS stack options are not secure in themselves, if the drivers that interface with them 

are secured as illustrated in FIG. 2 by executing the drivers in the protected DAS partition 214, 

then higher overall access control integrity/security levels can be achieved. 

[0052] As shown in FIG. 2, the service measurement and/or policy control drivers 210 

executed in the protected DAS partition 214 represent the DAS drivers that interface to the OS 

stack device driver interface constructs labeled OS driver framework and interface 208 executed 

in the kernel execution partition 212, which are in communication with/interface with OS Stack 

API(s) 207. As also shown, applications, such as applications 106A through 106C execute in the 

application execution partition 202. In some embodiments, service access control integrity is 

Attorney Docket No. RALEP025ClC1ClC1Cl 18 PATENT 



Page 682 of 710

further enhanced by placing additional measurement points outside of the network stack, so that, 

for example, if the network stack service usage reporting is hacked, corrupted, and/or 

compromised, there is a secure additional or back-up service measure located on the device 

and/or in the network (e.g., modem agent 226 as shown in FIG. 2, which provides a service 

measurement point in the modem for measuring service usage by the device, and as shown also 

provides for secure communication with the modem agent 226 using modem encryption 225). 

For example, the service measure provided by the modem agent 226, modem encryption 225, 

and/or modem bus 120 functions shown in FIG. 2 can be executed in a protected partition (e.g., 

modem execution partition 124 as shown in FIG. 2 can be implemented as a secure or protected 

partition using the various techniques described herein). 

[0053] FIG. 3 illustrates another secure execution environment 300 for device assisted 

services in accordance with some embodiments. As shown, some stack elements are executed in 

the kernel execution partition 312 and some stack elements are executed in the protected DAS 

execution partition 314. In some embodiments, the DAS agents 104 executed in the application 

execution partition 302 are directly monitoring and/or controlling stack traffic by intercepting it 

and imposing additional traffic measurement and/or filtering. Examples of such techniques are 

described herein with respect to various embodiments. As shown in FIG. 3, the network stack 

elements 308 are the OS stack elements that reside in the kernel execution partition 312 and the 

protected DAS network stack elements 310 are the stack elements that reside in protected DAS 

execution partition 314. For example, as some or potentially all of the stack network traffic 

processing resides in the protected DAS execution partition 314, a high level of service control 

integrity can be maintained using these techniques. For example, the modem bus driver 121 can 

be executed in a secure execution partition, such as modem execution partition 324, which can 

be implemented as a secure execution partition using the various techniques described herein, or 

the modem bus driver 121 can be executed in the protected DAS execution partition 314, so that 

unauthorized programs can be blocked from accessing the access network through the modem. 

[0054] In some embodiments, the entire stack is executed in the protected DAS execution 

partition 314 with only a stack API executing in kernel execution partition 312. Various other 

embodiments involve implementing a minimum (e.g., in terms of a number of agents and/or 

functionality) in the protected DAS execution partition 314 required to secure a service measure 
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that can be used to confirm the integrity of the service policy implementation ( e.g., as described 

with respect to various other embodiments disclosed herein). As will now be apparent to one of 

ordinary skill in the art, various combinations of stack processing functions can be implemented 

in a secure host execution partition to strengthen the service measurement and/or service control 

integrity of the DAS system using the techniques and/or similar techniques to the various 

techniques described herein. 

[0055] In some embodiments, the stack elements implemented in the protected DAS 

execution partition can include stack API, sockets layer, TCP, UDP, service measurements at 

one or more points in the stack, IP layer processing, VPN/IPSEC, PPP, access control, traffic 

classification, traffic queuing, traffic routing, traffic QOS, traffic demand reporting to QOS 

allocation servers, traffic statistics reporting to the QOS servers, traffic QOS reservation requests 

including by traffic type or app type or service priority to the servers, traffic throttling, traffic 

statistics gathering, traffic QOS priority identification, modem drivers, modem data encryption, 

and/or other stack element functionality or features. 

[0056] In some embodiments, the above discussed service control mechanisms are 

controlled by policy commands received over the service control link from the servers or other 

authorized network elements. In some embodiments, the device also reports usage measures to 

servers or other authorized network elements. In some embodiments, the device also reports 

QOS demand to the servers or other authorized network elements and/or accepts QOS 

instructions from the servers or other authorized network elements. In some embodiments, the 

device reports traffic statistics, projected traffic demand, application usage, projected QOS 

demand can all be reported to the servers or other authorized network elements for the purpose of 

provisioning the right amount of data bandwidth and traffic priority to the device, and the servers 

or other authorized network elements aggregate such reports from many different devices to 

project needed allocations across the entire network and make global bearer channel level or base 

station level decisions bearer channel allocation and bearer channel QOS allocation decisions, 

which can also be tied into a bearer channel provisioning, or bearer channel QOS provisioning 

apparatus or other authorized network elements located in the access network. 

Attorney Docket No. RALEP025ClC1ClC1Cl 20 PATENT 



Page 684 of 710

[0057] For example, as will now be apparent to one of ordinary skill in the art in view of 

the various embodiments described herein, additional security measures, can be added in some 

embodiments to augment the secure service partitioning, including, for example, access control 

integrity checks. For example, in addition to the service control policy instructions that can be 

received from the servers or other authorized network elements, an intermediate policy control 

agent can be present to make additional higher level decisions on how instantaneous policy 

should be implemented. 

[0058] As shown in FIG. 3, the modem control link, shown as modem local channel 330, 

provides a link from local connection to the host service control link 118, which in turn connects 

through the host secure channel 150 to the service controller 152. This communication channel 

can also be implemented or configured to provide for encrypted communication and, in some 

embodiments, can be used as an alternative to the direct connection from the modem service 

control link to the network service control link as disclosed with respect to other figures and 

various embodiments as described herein. 

[0059] As shown in FIG. 3, the final stack elements that feed or communicate with the 

modem bus driver 121 are the protected DAS network stack elements 310 located in the 

protected DAS execution partition 314 (illustrated as a solid line in FIG. 3), or, in some 

embodiments, can be the network stack elements 308 located in the kernel execution partition 

312 (illustrated as a dashed line in FIG. 3). In some embodiments, these final stack elements 

feed or communicate with the modem subsystem 125. In some embodiments, the modem 

subsystem 125 includes an encrypted link so that the stack elements 310 in the protected DAS 

execution partition 314 can communicate with the modem 128 but other software programs or 

hardware elements cannot, for example, thereby preventing the service measures and/or controls 

from being inappropriately bypassed or otherwise comprised. For example and as similarly 

discussed above, the modem subsystem 125, for example, can include its own the protected 

execution partition using various techniques described herein. The modem protected execution 

partition, for example, can also include a service measure (e.g., modem agent 226 can provide 

such a service measurement point in the modem subsystem 125, as similarly described above 

with respect to FIG. 2) to increase service control integrity verification as depicted by service 

measure. The modem service measure can be included in protected execution partition that can 
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only be accessed by the service controller 122 by way of the modem local channel 330, or the 

modem service measure can only be accessed by another DAS agent 310 in protected execution 

partition 314. In some embodiments, the modem local channel 330 is implemented as a secure 

channel (e.g., an encrypted communication channel between the modem service control link 130 

and the host service control link 118). As described herein, the modem driver can reside in 

protected service execution environment, or the modem traffic can be encrypted within service 

execution environment. For example, the encryption settings can be controlled by various secure 

control servers. 

[0060] FIG. 4 illustrates another secure execution environment 400 for device assisted 

services in accordance with some embodiments. In particular, FIG. 4 illustrates a direct stack 

manipulation option performed by the DAS agents executed in the protected DAS execution 

partition 414, including, as shown, an app(lication) identify agent 420, an access control integrity 

agent 422, a policy control agent 424, a policy implementation agent 426, a service 

measure/service monitoring agent 428, a modem encryption agent 430, and a bus driver 432. For 

example, the policy implementation agent 426 performs access control and/or traffic shaping 

according a set of service control policies. The service control policies, for example, can be set 

by the service controller 122 or by the service controller 122 in coordination with the policy 

control agent 422. As shown the app identify agent 420 is in communication with the various 

applications 106A through 106C executed in the application execution partition 402. As also 

shown, the various applications 106A through 106C executed in the application execution 

partition 402 are in communication with the OS stack and/or stack API(s) 408 executed in the 

kernel execution partition 412. 

[0061] In some embodiments, the protected service measure agent 428, the modem 

encryption agent 430, the modem driver agent 432, the application identifier agent 420, the 

access control integrity agent 422, and the policy control agent 424 are all implemented in 

protected DAS partition 414, as shown. In some embodiments, as will now be apparent to one of 

ordinary skill in the art, a subset of these functions can be implemented in a protected execution 

partition, such as the protected DAS partition, in various circumstances. 
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[0062] FIG. 4 also similarly shows various embodiments that are available for network 

based service usage measures and interfacing to the mediation and billing systems, and it should 

be understood that any or all of the embodiments and figures can be employed in the context of 

carrier networks, MVNOs, private networks, or open networks supporting enterprise IT manger 

controls, parental controls, multi-network controls, and/or roaming controls. 

[0063] FIG. 5 illustrates another secure execution environment 500 for device assisted 

services in accordance with some embodiments. In particular, FIG. 5 is similar to that FIG. 4 

except that FIG. 5 illustrates a modem service control link 132 that is connected directly to the 

service controller 122 via the network service control link 152 (e.g., via a modem secure 

channel). In some embodiments, a modem control link for DAS is established locally on the 

device or through an entirely different control channel, which, in some embodiments, provides 

enhanced security as discussed herein (e.g., it is very difficult to hack a service usage measure or 

service control that cannot be accessed on the device). 

[0064] FIG. 6 illustrates another secure execution environment 600 for device assisted 

services in accordance with some embodiments. In particular, FIG. 6 illustrates a policy 

implementation agent 616 that includes the entire networking stack running in protected 

execution partition 614 and an OS stack API 608 that includes an application identifying 

function 620 in the kernel execution partition 612. 

[0065] FIG. 7 illustrates another secure execution environment 700 for device assisted 

services in accordance with some embodiments. In particular, FIG. 7 illustrates DAS agents that 

do not replace the OS network stack elements, but instead one or more DAS agents are 

comprised of device driver programs that interface into the network stack and pass traffic 

information or actual traffic back and forth with the stack. These device driver interface 

constructs are labeled OS driver framework and interface 722 in FIG. 7 as similarly shown in 

and described with respect to FIG. 2, along with OS stack API 708, which includes application 

identifier function 720 as similarly discussed above with respect to FIG. 6, and are executed in 

kernel execution partition 712. Also, as shown, application partition DAS agents 104 are 

executed in application execution partition 702. The main difference between the embodiment in 

FIG. 7 and that shown in and described with respect to FIG. 2 is that the service measure agent 
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428, modem encryption agent 430, and modem driver agent 432 are executed in the protected 

DAS partition 714, as shown in FIG. 7. For example, this provides for enhanced service control 

security as described herein with respect to various embodiments. 

[0066] FIG. 8 illustrates another secure execution environment 800 for device assisted 

services in accordance with some embodiments. In particular, FIG. 8 illustrates a more 

simplified embodiment that is similar to that of FIG. 7. In FIG. 8, only an access control 

integrity agent 422 and a service measure 428 are executed in protected DAS partition 814, and 

the bus driver 432 and the service measurement and/or policy control drivers 210 are executed in 

the kernel execution partition 712. This embodiment illustrates that provided that at least one 

protected service measure is provided on the device, then the DAS service control integrity can 

be very high. For example, if it is not possible to access the program code or control traffic for 

the service measure agent 428, and the host service control link 118 except through the encrypted 

control channel from the service controller 122, then this simplified configuration can be almost 

as secure as that possible with network based service measures. It will now be apparent to one of 

ordinary skill in the art that this technique similarly applies to a service measure and control link 

similarly implemented in a protected modem execution partition 324. In some embodiments, the 

access control integrity agent 422 provides additional security, for example, in the event that the 

protected DAS partition 814 is breached or compromised. 

[0067] FIG. 9 illustrates another secure execution environment 900 for device assisted 

services in accordance with some embodiments. In particular, FIG. 9 illustrates an embodiment 

similar to that of FIG. 8 except that, in particular, in addition to the service measure being 

executed in protected DAS partition 914, the modem encryption agent 430 is also implemented 

in/executed in the protected DAS partition 914. For example, this prevents unauthorized 

software from defeating the service measurements and/or service controls by going around the 

network stack directly to the modem. 

[0068] FIG. 10 illustrates another secure execution environment 1000 for device assisted 

services in accordance with some embodiments. In particular, FIG. 10 illustrates an embodiment 

similar to that of FIG. 9 except that, in particular, there are additional app partition DAS agents 

104 executing in the application execution partition 702. For example, this illustrates that some 
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DAS agents can be implemented in application space ( e.g., UI agent, policy control agent, and 

various other DAS agents as described herein) while still maintaining a high level of service 

measurement and/or control security as long as there are a few key measures and/or controls 

implemented in protected execution partitions using the various techniques described herein. 

[0069] FIG. 11 illustrates another secure execution environment 1100 for device assisted 

services in accordance with some embodiments. In particular, FIG. 11 illustrates how the server 

cloud can be assisted by the on board access control integrity agent to detect tampering with 

other service measurement(s) and/or control agent(s), or to protect the service measurement 

and/or control system from being attacked by malware and/or otherwise comprised. As shown, 

the access control integrity agent 422 executes inside the protected DAS partition 1114 and is in 

communication with file storage 1130 (e.g., for persistently maintaining device status and/or 

other settings or status or monitoring information). The access control integrity agent 422 

performs the various access control integrity check functions as, for example, described herein 

with respect to various embodiments, and, in some embodiments, in coordination with the 

servers over the secure control channel ( e.g., host secure channel 150). In some embodiments, 

the access control integrity agent 422 can send the service controller 122 information about the 

other service measurements and/or control agents so that the service controller 122 can 

determine if the agents are working properly or have been tampered with or otherwise 

compromised. For example, such information can include sections of code, hashes, code 

segments, code variations from a previous image, code variations from a historical image, 

responses to queries, checksums, observations of operating behavior or patterns, service usage, 

policy implementation behavior, and/or other information that may be indicative of tampering, 

corruption, and/or a compromise of any of the device agents/measures. In some embodiments, 

the access control integrity agent 422 checks the operating environment for signs of malware 

signatures, or sends application and/or driver information or other information about the 

operating environments to the servers for further processing to detect malware. In some 

embodiments, the access control integrity agent 422 performs basic operations on protected DAS 

partition memory, kernel execution partition memory areas, application execution partition 

memory areas, on disk storage areas or on other file storage areas to detect known malware 

hashes or signatures, etc., or the access control integrity agent 422 can send the hashes to the 
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servers for comparison against malware databases ( e.g., to compare against signatures for known 

malware or for further behavioral based or other security/malware detection techniques). 

[0070] In some embodiments, the DAS system is implemented in a manner that is robust 

to losses in service control link (e.g., coverage outages on a WWAN link or loss of connection 

on a wired link). In some embodiments, the DAS system to be implemented in a manner that is 

robust to one or more server elements in the service controller going offline or failing for any 

reason. The following embodiments facilitate these techniques, as described below. 

[0071] In some embodiments, it is advantageous for one or more of the device assisted 

service agents to maintain a record of the service usage reports and/or other reporting that is 

provided to the service controller regarding device service control state ( e.g., present service plan 

settings, current service usage policy settings, current user preference settings, current DAS 

settings, current encrypted control channel and/or local encrypted communication channel key 

information, current DAS agent status reports, current DAS agent security state reports, current 

ambient service usage and/or transaction records, current service control integrity threat reports, 

user status information, device status information, application status information, device 

location, device QOS state, and/or other state and/or settings information). In addition to such 

information that exists on the device and is reported to the service controller, additional service 

information can be derived and recorded in the service controller, such as information received 

from outside the device and/or analysis of the device reported information (e.g., network based 

service usage measures, analysis of device service usage, comparison of device reports with 

other information, analysis of access control integrity agent reports, information received from 

roaming networks, information input to the service controller from parental control terminals, 

enterprise control terminals, virtual service provider control terminals, access network 

authorization information, service integrity violation level, and many other types of information 

used to properly measure and/or control the device services). For example, the information 

reported from the device and received or derived outside the device that is required to adequately 

define the actions needed from the service controller to maintain proper DAS system operation is 

sometimes referred to herein as the "device service state." 
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[0072] In some embodiments, the service controller functions are highly scalable and can 

be executed on a number of hardware and software platforms ( e.g., different virtual machines in 

a server, different servers in a data center, or different servers located in different data centers). 

For example, in such embodiments the service controller can be designed so that the programs 

that execute the various service controller server functions can derive all of the information 

necessary to properly manage the device at any moment in time by knowing past device service 

state and current service state that adequately define the next set of actions the service controller 

needs to implement to properly maintain the DAS system operation. By designing the system in 

this way, if the server that is running the service controller server functions for any given device 

in question were to go down or become disconnected from the device, then another server could 

later resume proper operation of the DAS system by assigning another service controller server 

function to the device and recovering or restoring the necessary past device service state and the 

necessary current device service state. 

[0073] For example, this can be accomplished in some embodiments as described below. 

The service controller saves the current device service state into a common database (e.g., which 

can be centralized or distributed) that is available to all service controller server functions. The 

device service state is saved each time the device communicates with the service controller, or at 

regular time intervals, or a combination of both. The device retains its current and past service 

state reports even after they are reported at least until the service controller sends the device a 

message confirming that the service controller has saved a given device service state. Once the 

device receives this save confirmation for a given device state report then it is no longer required 

to retain that particular device state report once the device has no further use for it. In this 

manner, if a service controller server function goes down then a save confirmation for one or 

more reported device states is not transmitted to the device by the service controller, and the 

device can retain that report. A server load balancer detects that a given service controller server 

function has gone down, looks up the devices that were being controlled by that service 

controller server function, finds that the device in question was one of those devices and re­

assigns a new service controller server function ( either in the same data center or in another data 

center) to control the device in question. The newly assigned service controller server function 

then recovers all past device states that were recorded in the service controller database and are 

required to properly manage the DAS system, and then asks the device to transmit or re-transmit 
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all device state reports that were not saved in the service controller database. Once the device 

transmits or re-transmits the requested information, the newly assigned service controller 

function then has the information it needs to properly manage the DAS system, it saves all the 

reported device state information, and then sends save confirmations to the device so that the 

device need no longer retain the older service state reports. The newly assigned service 

controller server function can then resume the DAS system operation with a set of actions that 

are identical or very similar to the actions that would have been taken by the original service 

controller server function if it had not gone down. One of ordinary skill in the art will now 

appreciate that the above techniques can also be used to accommodate temporary losses in the 

connection between the device and the service controller. For example, such techniques provide 

for a highly scalable and robust approach to implement a distributed service controller across 

multiple data centers for reliable service redundancy. In some embodiments, the past device 

service state information is saved in the protected DAS execution partition and/or the modem 

execution partition, for example, so that it is protected from corruption. 

[0074] Although the foregoing embodiments have been described in some detail for 

purposes of clarity of understanding, the invention is not limited to the details provided. There 

are many alternative ways of implementing the invention. The disclosed embodiments are 

illustrative and not restrictive. 

INCORPORATION BY REFERENCE 

[0075] This application incorporates the following provisional and nonprovisional U.S. 

patent applications by reference: Application No. 12/694,445, filed January 27, 2010, entitled 

SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES; Application No. 

12/380,780, filed March 2, 2009, entitled AUTOMATED DEVICE PROVISIONING AND 

ACTIVATION; Application No. 61/206,354, filed January 28, 2009, entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD; provisional Application No. 

61/206,944, filed February 4, 2009, entitled SERVICES POLICY COMMUNICATION 

SYSTEM AND METHOD; provisional Application No. 61/207,393, filed February 10, 2009, 

entitled SERVICES POLICY COMMUNICATION SYSTEM AND METHOD; provisional 

Application No. 61/207,739, filed February 13, 2009, entitled SERVICES POLICY 
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COMMUNICATION SYSTEM AND METHOD; and provisional Application No. 61/252,151, 

filed on October 15, 2009, entitled SECURITY TECHNIQUES FOR DEVICE ASSISTED 

SERVICES. 

[0076] WHAT IS CLAIMED IS: 
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CLAIMS 

1. A system, comprising: 

a processor of a communications device configured to: 

implement a service profile executed at least in part in a secure execution 

environment for assisting control of the communications device use of a service 

on a wireless network, wherein the service profile includes a plurality of service 

policy settings, and wherein the service profile is associated with a service plan 

that provides for access to the service on the wireless network; 

monitor use of the service based on the service profile; and 

verify the use of the service based on the monitored use of the service; 

a memory of the communications device coupled to the processor and configured to 

provide the processor with instructions. 

Attorney Docket No. RALEP02SC1C1C1C1C1 30 PATENT 



Page 694 of 710

ABSTRACT 

Security techniques for device assisted services are provided. In some embodiments, 

secure service measurement and/or control execution partition is provided. In some 

embodiments, implementing a service profile executed at least in part in a secure execution 

environment of a processor of a communications device for assisting control of the 

communications device use of a service on a wireless network, in which the service profile 

includes a plurality of service policy settings, and wherein the service profile is associated with a 

service plan that provides for access to the service on the wireless network; monitoring use of the 

service based on the service profile; and verifying the use of the service based on the monitored 

use of the service. 
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