11985155

Page 328 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

18088450

Filing Date

2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit

Examiner Name

| not yet assigned

Attorney Docket Number |

RALEP038D1C1C1C1C1

/E.M.8/| 75 | 8350630 2013-01-08 | Hart, Justin Scott
274 | 8352080 2013-01-08 | Howcroft, Jerald Robert
275 | 8353001 2013-01-08 | Herrod, Allan
276 | 8355570 B2  [2013-01-15 |Karsanbhai et al.
277 | 8355696 B1  [2013-01-15 | Olding et al.
278 | 8356336 B2 [2013-01-15 | Johnston, Keith et al.
279 8358638 B2 2013-01-22 Scherzer, Tamir et al.
280 |8358975 B2 [2013-01-22 |Bahletal
281 |8363658 20130120 | Delker, Jason R. et al.
282 |8363799 B2 [2013-01-29 | Gruchala et al.

v 283 |8364089 20130129 | PHILLIPS, Derek

EFS Web 2.1.18

Page 328 of 878

GOOGLE EXHIBIT 1002 (Part 2 of 3)
Google v. Headwater
IPR2026-00442



11985155

Page 329 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

/E.M.8/| 284 8364806 2013-01-29 Short, Joel E. et al.
285 8369274 B2 2013-02-05 Sawai, Ryo
286 8370477 2013-02-05 Short, Joel E. et al.
287 8370483 B 2013-02-05 Choong Jason et al.
288 8374090 2013-02-12 Morrill, Robert J. et al.
289 8374102 B2 2013-02-12 Luft et al.
290 8374592 2013-02-12 Proctor, Jr. James A. et al.
291 8375128 B2 2013-02-12 Tofighbakhsh et al.
292 8375136 B2 2013-02-12 Roman et al.
293 8379847 2013-02-19 Bell, Robert H. et al.

¥ 294 8380247 B2 2013-02-19 Engstrom

EFS Web 2.1.18

Page 329 of 878




11985155

Page 330 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

18088450

Filing Date

2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit

Examiner Name

| not yet assigned

Attorney Docket Number

| RALEP038D1C1C1C1C1

E.M.8/|295 8380804 B2 2013-02-19 JAIN et al.
296 8385199 B1 2013-02-26 Coward et al.
297 8385896 2013-02-26 Proctor Jr., James A. et al.
298 8385964 B2 2013-02-26 Haney, Richard D.
299 8385975 B2 2013-02-26 Forutanpour et al.
‘@f 300 8386386 2013-02-26 Zhu, Kevin

If you wish to add additional U.S. Paten

t citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner
Initial*

Cite No

Publication
Number

Kind
Codet

Publication
Date

Name of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages, Columns, Lines
Examiner| Cite | Foreign Document Country Kind | Publication Aoplicant of cited where Relevant Ts
Initial* No | Number3 Code?j Code#4| Date PP Passages or Relevant
Document .
Figures Appear
EFS Web 2.1.18

Page 330 of 878




11985155 Page 331 of 878

Application Number 18088450

Filing Date 2022-12-23
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT A Unt |
( Not for submission under 37 CFR 1.99)

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /EL HADJI M SALL/ Date Considered 01/27/2024

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 3 Applicant is to place a check mark here iff
English language translation is attached.

EFS Web 2.1.18

Page 331 of 878



11985155 Page 332 of 878

Application Number 18088450

Filing Date 2022-12-23
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT A Unt |
( Not for submission under 37 CFR 1.99)

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] A certification statement is not submitted herewith.

SIGNATURE
A sighature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Farshad Farjami/ Date (YYYY-MM-DD) 2023-05-24

Name/Print Farshad Farjami Registration Number 41014

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
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is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
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The information on this form will be treated confidentially to the extent allowed under the Freedom of information Act
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.
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court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, o the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibiity to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used {o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, o the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, arecord
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, 1o a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of faw or regulation.
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That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
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1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.18

Page 338 of 878




11985155 Page 339 of 878

Electronic Acknowledgement Receipt

EFS ID: 48819448
Application Number: 18088450
International Application Number:
Confirmation Number: 4358
Title of Invention: Communications Device with Secure Data Path Processing Agents
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 106963
Filer: Michael Farjami/Evan Gunderman
Filer Authorized By: Michael Farjami
Attorney Docket Number: RALEP038D1C1C1C1C1
Receipt Date: 10-NOV-2023
Filing Date: 23-DEC-2022
Time Stamp: 18:20:12
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:

Document s . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

59039

RALEP038D1C1C1C1CT_Pre_A

es 7
mendment_Nov_10_23.pdf y

8439115f61edfa734d78180556283522195

Page 339 of 878



11985155 Page 340 of 878

Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Preliminary Amendment 2 7
Warnings:
Information:
Total Files Size (in bytes){ 59039

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
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fax: (949) 282-1002

ELECTRONIC TRANSMISSION COVER SHEET

Date: November 10, 2023

To: United States Patent and Trademark Office
Examiner: Unknown; Art Unit;: Unknown

Re: Application Serial No.: 18/088,450
Filing Date: 12/23/2022; First-Named Inventor: Raleigh
Attorney Docket No.: RALEPO38D1C1CICIC1

From: Farjami & Farjami LLP

Number of pages including the cover sheet: 7

Message:

Enclosed, please find the Preliminary Amendment.

Authorization is hereby given to the Commissioner to charge any fees associated with this
communication or credit any overpayment to Deposit Account No. 50-0731.

Thank you.

The documents accompanying this electronic transmission contain PRIVILEGED AND CONFIDENTIAL information intended only
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service.
We will reimburse you for all expenses incurred.
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Application Serial No.: 18/088,450
Attorney Docket No.: RALEP038D1C1C1CI1Cl1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Raleigh et al. Group Art Unit: Not Assigned
Application Serial No.: 18/088,450 Examiner: Not Assigned
Filed: 12/23/2022

Title: Communications Device with Secure Data
Path Processing Agents

PRELIMINARY AMENDMENT

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

Dear Sir/Madam:

Please enter the following amendments and remarks in the above-captioned application.
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In the Claims:

Claim 1 (Cancelled)

Claim 2 (New): A communications device comprising:

a wide area network port configured to connect the communications device to a wide area
network;

a secure memory;

a secure execution environment configured to be inaccessible to a user application
software; and

a secure data path processing agent configured to:

execute in the secure execution environment;

generate a unique identifier for communication to a network element in the wide
area network;

store the unique identifier in the secure memorys;

generate a data record;

associate the unique identifier with the data record; and

send the unique identifier to the network element over a trusted communication
link between the secure data path processing agent and the network element.

Claim 3 (New): The communications device of claim 2, wherein the secure data path
processing agent includes a device data record mailbox, wherein the device data record mailbox
is configured to relay the data record to an agent outside of the secure execution environment for
transmission to the network element.

Claim 4 (New): The communications device of claim 2, further comprising:
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a subscriber identity module (SIM), wherein at least a portion of the SIM is within the
secure execution environment.

Claim 5 (New): The communications device of claim 4, wherein the secure data path
processing agent resides on the SIM.

Claim 6 (New): The communications device of claim 5, wherein the secure data path
processing agent includes a data path security verifier.

Claim 7 (New): The communications device of claim 2, further comprising:

an applications processor unit within the secure execution environment.

Claim 8 (New): The communications device of claim 7, wherein the secure data path
processing agent resides within the applications processor unit.

Claim 9 (New): The communications device of claim 8, wherein the secure data path
processing agent includes a data path security verifier in a wireless modem chipset of the
communications device.

Claim 10 (New): The communications device of claim 9, wherein the data path security
verifier restricts network access to allow only monitored device data communications activity.

Claim 11 (New): A method for use by a communications device including a wide area
network port configured to connect the communications device to a wide area network, and
further including a secure memory, a secure execution environment configured to be inaccessible
to a user application software, and a secure data path processing agent, the method comprising:

executing, by the secure data path processing agent, in the secure execution environment;

generating, by the secure data path processing agent, a unique identifier for

communication to a network element in the wide area network;
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storing, by the secure data path processing agent, the unique identifier in the
secure memory;

generating, by the secure data path processing agent, a data record;

associating, by the secure data path processing agent, the unique identifier with
the data record; and

sending, by the secure data path processing agent, the unique identifier to the
network element over a trusted communication link between the secure data path
processing agent and the network element.

Claim 12 (New): The method of claim 11, wherein the secure data path processing agent
includes a device data record mailbox, and wherein the method further comprises:

relaying, using the device data record mailbox, the data record to an agent outside of the
secure execution environment for transmission to the network element.

Claim 13 (New): The method of claim 11, the communications device further includes a
subscriber identity module (SIM), and wherein at least a portion of the SIM is within the secure
execution environment.

Claim 14 (New): The method of claim 13, wherein the secure data path processing agent
resides on the SIM.

Claim 15 (New): The method of claim 14, wherein the secure data path processing agent
includes a data path security verifier.

Claim 16 (New): The method of claim 11, wherein the communications device further
includes an applications processor unit within the secure execution environment.

Claim 17 (New): The method of claim 16, wherein the secure data path processing agent

resides within the applications processor unit.
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Claim 18 (New): The method of claim 17, wherein the secure data path processing agent
includes a data path security verifier in a wireless modem chipset of the communications device.

Claim 19 (New): The method of claim 18, further comprising:

restricting, using the data path security verifier, network access to allow only monitored

device data communications activity.
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REMARKS
By this preliminary amendment, Applicant cancels claim 1, and adds new claims 2-19.
After the present amendment, claim 2-19 will be pending in the present application. No new

matter is added. Applicant respectfully requests allowance of claims 2-19.

Respectfully Submitted;
FARJAMI & FARJAMI LLP

[Farshad Farjami/
Farshad Farjami, Esq.
Reg. No. 41,014

FARJAMI & FARJAMI LLP CERTIFICATE OF ELECTRONIC TRANSMISSION
26522 La Alameda Ave., Suite 360 I hereby certify that this correspondence is being filed via EFS in United States
Mission Vle]O, California 92691 Patent and Trademark Office, on the date stated below.
Tel: (949) 282-1000 November 10, 2023
Fax: (949) 282-1002 Date

Evan C. Gunderman /evan c. gunderman/

Name Signature
6
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APPLICATION AS FILED - PART |
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of paper, the application size fee due is $310 ($155
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FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE (3)
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(] EXAMINATION FEE
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If the specification and drawings exceed 100 sheets
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D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
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/CARMEN D WILLIAMS/

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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INFORMATION DISCLOSURE First Named inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT  —— |
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Examiner Name ]

Attorney Docket Number |RALEP038D1C1C1C‘&C1
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Arai, Masato, et al; "A Proposal for an Effective Information Flow Control Model for Sharing and Protecting Sensitive D
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If you wish to add additional non-patent iterature document citation information please click the Add bution
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Application Number 18088480
Filing Date 20224223
First Named nventor | RALEIGH, GREGORY
Art Unit |

Examiner Name ]

Attorney Docket Number |RALEP038D1C1C1C‘&C1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 {0 make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[1 from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure slatement. See 37 CFR 1.97(g}{1).

OR

That no tem of information contained in the information disclosure siatemant was cited in a communication from a
foreign patent office in a counterpan foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
[} any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure

statement. Sea 37 CFR 1.97{e){(2}.

D See attached certification statement.

[1 Thefee setforth in 37 CFR 1.17 (p) has been submitted harewith.
B4 A certification statement is not submitted herewith.

SIGNATURE

Asignaturs of the applicant or representalive is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4{d) for the

form of the signature.

Signature {Farshad Farjamy/
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Registration Number

41014
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public which is to file (and by the USPTQ {0 process) an application. Confidentiality is govemned by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated {o take 1 hour t6 complete, induding gathering, preparing and submitting the completed
application form 1o the USPTO. Time will vary depending upon the individual case. Any comments an the amount of time you
require to complete this form andfor suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, U.S. Departmeant of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,

VA 22313-1450.

EFS Wb 2118

Page 357 of 878




11985155 Page 358 of 878

Electronic Acknowledgement Receipt

EFS ID: 48812337
Application Number: 18088450
International Application Number:
Confirmation Number: 4358
Title of Invention: Communications Device with Secure Data Path Processing Agents
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 106963
Filer: Michael Farjami/Evan Gunderman
Filer Authorized By: Michael Farjami
Attorney Docket Number: RALEP038D1C1C1C1C1
Receipt Date: 08-NOV-2023
Filing Date: 23-DEC-2022
Time Stamp: 18:49:39
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:

Document s . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

3378482

RALEP038D1C1C1C1CT_IDS_N

ov_8_23.pdf yes 13

bcd5c61299b49c23d69bc6793617897a187]

Page 358 of 878



11985155 Page 359 of 878

Multipart Description/PDF files in .zip description
Document Description Start End
Information Disclosure Statement (IDS) Form (SB08) 1 3
Non Patent Literature 4 13
Warnings:
Information:
Total Files Size (in bytes){ 3378482

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
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* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
- 10/25/2023 ;{E?"EAF'{N'NG ;‘ggﬁg’;sw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * f *x - —
E (37 CFR 1.15(0) 9 Minus 9 =0 x $40 = 0
Z1 * . Ak
% (;d&%eﬁg?h?)t 3 Minus 3 =0 x $192 = 0
< OJ Application Size Fee (37 CFR 1.16(s))
[:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
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(] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
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This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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1 2006012018 WO Sadowsky ]
If you wish to add additional Foreign Patent Document citation information please click the Add button
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1 A. Freier, et al., The Secure Sockets Layer {SSL) Protocol Version 3.0, Internet Engineering Task Force (IETF), I:l
Request for Comments: 6101, ISSN: 2070-1721, August 2011, available at htips://datatracker.ietf.org/doc/htmi/rfc6101
M. V. Pedersen, F. H. P. Fitzek, and T. Larsen, “Implementation and Performance Evaluation of Network Coding for
2 Cooperative Mobile Devices,” ICC Workshops - 2008 IEEE International Conference on Communications Workshops, |:|
Beijing, China: IEEE, May 2008, pp. 91-96. doi: 10.1109/ICCW.2008.22
3 W. R. Stevens, “TCP/IP lHustrated, Volume 1,” 2003, ISBN: 0-13-141155-1 (“Stevens”) ]
4 Bajaj, et al., IETF RFC 3198, Web Services Policy 1.2 - Framework (WS-Palicy), April 25, 2006, downloaded from the I:l
internet at hitps://www.w3.org/Submission/WS-Policy/ on August 29, 2023
5 Sloman, et. al., "Security and management policy specification.” IEEE Network, March/April 2002 pp. 10-19 ]
6 Lu, et. al., "Comparing system level power management policies." IEEE Design & Test of Computers, March/April 2001 I:l
pp. 10-19
7 Davie, et al., IETF RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), March 2002, downloaded from the |:|
internet at htips://datatracker ietf.org/dochimi/ric3246 on September 5, 2023
8 Excerpts, The New Penguin Dictionary of Computing, by Dick Pountain, 2001 |:|
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Filing Date 2022-12-23
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT A Unt |
( Not for submission under 37 CFR 1.99)

Examiner Name | Unknown

Attorney Docket Number | RALEP038D1C1C1C1C1

9 Westerinen, et al., IETF RFC 3198, Terminology for Policy-Based Management, November 2001, downloaded from M
the internet at https://www.ietf.org/rfc/rfc3198.1xt on August 15, 2023.

10 Yavatkar, IETF RFC 2753, A Framework for Policy-Based Admission Control, January 2000, downloaded from the |:|
internet at htips://datatracker ietf.org/dochitml/ric2753 on September 5, 2023

" {PR2023-01360; Petition for inter Partes Review of United States Patent No. 9,609,544, filed on September 11, 2023 |:|

12 IPR2023-01361; Petition for Inter Partes Review of United States Patent No. 9,271,184, filted on September 8, 2023 |:|

13 IPR2023-01362; Petition for Inter Partes Review of United States Patent No. 9,271,184, filed on September 8, 2023 |:|

14 IPR2023-01336; Petition for Inter Partes Review of United States Patent No. 9,137,701, filed on August 25, 2023 |:|

15 IPR2023-01337; Petition for Inter Partes Review of United States Patent No. 9,521,578, filed on August 25, 2023 |:|

16 IPR2023-01462; Petition for inter Partes Review of United States Patent No. 9,277,445, filed on September 28, 2023 |:|

17 D. P. Bovet, “Understanding the Linux Kernel,” 2000, ISBN: 0-596-00002-2 |:|

If you wish to add additional non-patent literature document citation information please click the Add button
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1 See Kind Codes of USPTO Patent Documents at www QG
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.

4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here iff
English language transiation is attached.

EFS Web 2.1.18

Page 364 of 878



11985155 Page 365 of 878

Application Number 18088450

Filing Date 2022-12-23
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT A Unt |
( Not for submission under 37 CFR 1.99)

Examiner Name | Unknown

Attorney Docket Number | RALEP038D1C1C1C1C1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] A certification statement is not submitted herewith.

SIGNATURE
A sighature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Farshad Farjami/ Date (YYYY-MM-DD) 2023-10-19

Name/Print Farshad Farjami Registration Number 41014

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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(43) International Publication Date
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(10) International Publication Number
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(51) International Patent Classification : HO4L 12/28,
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(21) International Application Number:
PCT/US2005/021162
(22) International Filing Date: 14 June 2005 (14.06.2005)
(25) Filing Language: English
(26) Publication Language: Inglish

(30) Priority Data:
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(72) Inventors; and
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AIR INTERFACE COOPERATION BETWEEN WWAN AND WLAN

BACKGROUND OF THE INVENTION.

[0001] Due to the increasing use of wireless networks for media
applications, it is becoming more important to be able to provide service with greater
efficiency while still maintaining low power consumption for mobile devices. Currently,
there are several types of wireless networks each having unique aspects. For
example, there are various types of air interfaces for wireless wide area networks
(WWANSs) and wireless local area networks (WLANSs). Air interfaces for these types of
networks may have various advantageous and disadvantages.

[0002] Accordingly, it would be desirable for wireless networks to utilize at
least two different air interfaces in a manner to increase efficiency of wireless

communications.

BRIEF DESCRIPTION OF THE DRAWING.
[0003] Aspects, features and advantages of the embodiments of the
present invention will become apparent from the following description of the invention
in reference to the appended drawing in which like numerals denote like elements and
in which:
[0004] Fig. 1 is a block diagram of a wireless network according to one
example embodiment of the present invention;
[0005] Fig. 2 is a functional block diagram showing an example wireless
network communicating using a first air interface of a mulitiple air interface system
according to one embodiment of the present invention;
[0006] Fig. 3 is a functional block diagram showing an example wireless
network communicating using a first and second air interface of the multiple air

interface system according to one embodiment of the present invention;
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[0007] Fig. 4 is a flow diagram of an example method for content based
switching of air interfaces in a wireless network according to various embodiments of
the present invention; and

[0008] Fig. 5 is a functional block diagram of an example embodiment for a
wireless apparatus adapted to perform one or more of the methods of the present

invention.

DETAILED DESCRIPTION OF THE INVENTION.

[0009] While the following detailed description may describe example
embodiments of the present invention in relation to air interfaces for wireless local area
networks (WLANSs) and wireless wide area networks (WWANSs), the invention is not
limited thereto and can be applied to other types of wireless networks or air interfaces
where advantages could be obtained. Such air interfaces specifically include, but are
not limited to, those associated with wireless metropolitan area networks (WMANS),
such as wireless broadband solutions colloquially referred to as wireless to the max
(WIMAX) air interfaces and wireless personal area networks (WPANSs) and the like.

[0010] The following inventive embodiments may be used in a variety of
applications including transmitters and receivers of a radio system, although the
present invention is not limited in this respect. Radio systems specifically included
within the scope of the present invention include, but are not limited to, network
interface cards (NICs), network adaptors, mobile stations, base stations, access points
(APs), gateways, bridges, hubs and radiotelephones. Further, the radio systems within
the scope of the invention may include cellular radiotelephone systems, satellite
systems, personal communication systems (PCS), two-way radio systems, two-way
pagers, personal computers (PCs) and related peripherals, personal digital assistanté

(PDAs), personal computing accessories and all existing and future arising systems
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which may be related in nature and to which the principles of the inventive
embodiments could be suitably applied.

[0011] As used herein, WWANs may include but are not limited to packet
data cellular networks such as general packet radio service (GPRS), enhanced GPRS
(EGPRS), wideband code division multiple access (WCDMA), cdma2000, or other
similar systems or air interfaces which may cover metropolitan-size or broader
geographic areas. Certain advantages of WWANS include a relatively broad area of
coverage coupled with relatively low power consumption. The low power consumption
often results from using highly scheduled transmission protocols. For example, packet
data services may be managed in a WWAN using a paging system. Paging channels
may be scheduled for each mobile user using a low duty cycle. This allows a mobile
receiver to essentially “sleep” between paging channels. When data traffic arrives, the
system may move from the paging mode to an active mode to receive dedicated data
packets. A disadvantage of many WWANSs is a relatively low data throughput on the
order of 150 kps.

[0012] By contrast, WLANSs have a relatively large data throughput and can
sustain bursty transmissions on the order of 11-54 Mbps. However, since many
WLANSs use carrier sense multiple access (CSMA) or similar traffic delivery protocols, a
WLAN receiver ‘may constantly monitor the channel and demodulate at least part of all
transmissions in order to detect which transmissions are addressed specifically to the
receiver. This constant monitoring may result in higher power consumption as
compared with WWANs. The table below illustrates some advantages and

disadvantages of these systems:
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WLAN WWAN

Coverage Highly limited — (home, Metropolitan area or
business + hotspots). By broader coverage.
area, WLAN coverage is
insignificant in comparison
to WWAN.

Throughput Extremely high. WiFi Limited. In reality, one can
(Institute for Electrical and | rely on rates on the order
Electronics Engineers of 144 kbps. These
(IEEE) 802.11a standard systems will support higher
for WLAN) bursts at 11 rates, but with limited
Mbps. IEEE 802.11g coverage. Systems like
bursts at 54 Mbps. high speed downlink

packet access (HSDPA)
will provide up to 10 Mbps
burst rates, but only for
limited coverage and these
services are not available
yet.

Scheduling Essentially none. CSMA Highly scheduled. Packet
(carrier sense multiple data services are managed
access) is essentially an using a paging system.
“Ethernet on the air.” Paging channels are

scheduled per user with a
very low duty factor. This
allows the mobile receiver
to “sleep” between paging
systems. When data traffic
arrives, the system moves
from the paging mode to an
active mode to receive
dedicated data packets.

Power High. CSMA requires that | Very low. The paging

Consumption | the receiver constantly system allows very low
monitor the channel and power sleep periods
demodulate at least part of | between traffic bursts. In
all transmission to detect active mode, the mobile
which transmission are fully demodulates only
addressed to the specific packets addressed to that
user. mobile.

[0013]

TABLE 1

Turning to Fig. 1, a wireless communication system 100 according to

one embodiment of the invention may include one or more user stations 110, 112, 114,

116 and one or more network access stations 120. System 100 may be capable of

facilitating two or more different types of air interfaces such as an air interface for
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WLAN networks, an air interface for WWAN networks and an air interface for WMAN
networks. One or more user stations 110-116 may communicate with one or more
network access stations 120 via the different air interfaces based on bandwidth
requirements or power efficiencies for various communications.

[0014] System 100 may further inciude one or more other wired or wireless
network devices as desired. In certain embodiments system 100 may use an adaptive
orthogonal frequency division multiplexing (OFDM) air interface aithough the
embodiments of the invention are not limited in this respect. OFDM is the modulation
currently used in many wireless applications including the Institute of Electrical and
Electronic Engineers (IEEE) 802.11(a) and (g) standards for WLANSs.

[0015] Peers in a wireless network such as user stations 110, 112, 114 and
116 may have varying needs for supporting traffic streams or data transfers.
Accordingly in one example implementation, user stations 110-116 and network access
station 120 may utilize a WWAN air interface and a WLAN air interface in combination
to achieve enhanced data transfers and/or greater power efficiency. In another
example implementation, the peers may utilize a WWAN air interface and a WMAN air
interface in combination.

[0016] Turning to Figs. 2 and 3, an example architecture for a network 200
adapted for usage based switching of multiple air interfaces generally includes a server
system 205, one or more distribution stations 220 and one or more clients 240.

[0017] ¢ Server system 205 may be any component or combination of
components adapted to provide information to, and/or facilitate communications with,
one or more clients (e.g., client 240; user stations 110-116, Fig. 1). In certain example
implementations, server system 205 may provide functionality of an application
program server 207 as well as a WWAN mobile switching center (MSC) 210, although

the inventive embodiments are not limited in this respect.
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[0018] Distribution station 220 may be any individual station or combination
_ of stations adapted to support one or more air interfaces. In certain embodiments,
distribution station 220 may include functionality for supporting a WLAN air interface
(e.g., WLAN access point (AP) 225) and a WWAN air interface (e.g., base station 227).
Distribution station 220 may be separate from or included with server system 205 as
suitably desired.
[0019] Client 240 may be any mobile or stationary device or combination of
devices configured to receive data from server station 205 via an air interface. Client
240 may include any radio frequency (RF), physical (PHY) link layer and/or data link
layer components adapted to support multiple air interfaces. In one example
embodiment, client 240 may support connection via a WWAN air interface as well as a
WLAN air interface. Client 240 may include respective functional components
generally depicted as WWAN modem 244 and WLAN modem 246. Client 240 may
also include one or more processors 248 and/or memories (not shown) for supporting
various application programs on client 240.
[0020] In one embodiment, there may be at least two modes of data
transmission; for example, a WWAN mode (shown enabled in the illustrative
embodiment of Fig. 2) and a WLAN mode (shown enabled in the illustrative
embodiment of Fig. 3). According to one possible implementation, application server
207 may dynamically switch between WWAN mode and WLAN mode operations based
on the content or amount of data to be transferred to/from client 240. Additionally or
alternatively, switching between various modes may be based on a quality of service
(QoS) requirement or desire so that switching between various air interfaces may be
performed, for example, based on cost, link error, latency, synchronized path or

isochronous path preferences.

Page 373 of 878



11985155 Page 374 of 878

WO 2006/012018 PCT/US2005/021162

[0021] Application server 207 and/or application processor 248 may utilize
respective data paths 208, 245 to select the desired air interface (e.g., WWAN air
interface 232 or WLAN air interface 332) for primary data transfers. Figs. 2 and 3 show
that the logical pipe of packet communications between WWAN mode and WLAN
mode may be established by holding emphasis on the WWAN modem 244 to base
station 227 interface for WWAN mode (Fig. 2) and holding emphasis on the WLAN
modem 246 and AP 225 interface for WLAN mode (Fig. 3). The main packet
throughput may be moved between WWAN modem 244 andl WLAN modem 246 based
on operational desires. In preferred embodiments, regardless of which data path 208,
245 (Fig. 2; Fig. 3) or corresponding air interface 232, 332 is used for primary packet
throughput, a radio control link 234 with the WWAN is maintained.

[0022] ‘Radio control link 234 may be a paging channel used for tracking
WWAN connections with base stations. WWAN paging channels are used by base
stations to periodically send low bandwidth messages to generally inform mobile
stations of network activity (e.g., they can wake up mobile stations or allow them to
continue in a sleep mode). Mobile stations may also respond via the paging channel
so that a base station may monitor which mobile stations are in its area of coverage.
Accordingly, in various embodiments of the present invention, switching between
WWAN mode and WLAN mode for data transfers is not a hard handoff to the WLAN
AP 220 because the paging channel for the WWAN air interface is not released even
when in WLAN mode.

[0023] Turning now to Fig. 4, an example method 400 for content-based or
usage-based switching between an air interfface (e.g. a WWAN) and a higher
throughput air interface (e.g., a WLAN or WMAN) generally may include transmitting or

receiving 405, 420 first information using a first air interface and transmitting or
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receiving 425 second information using a second air interface different than the first
interface while maintaining connection with the first air interface. '

[0024] In certain embodiments, a wireless device (e.g., client 240; Figs. 2
and 3) may transmit and/or receive 405 one or more messages over a paging channel
with a network station (e.g., 227; Fig. 2 and 3) via a WWAN air interface. Such
interface may include, for example, an (E)GPRS, WCDMA, CDMA 2000 or other type
of packet data cellular air interface. If 410 there is data to be transferred to or from the
wireless device, characteristics of the data to be transferred and/or network may be
evaluated 415.

[0025] . One or more criteria may be used for determining which type of air
interface should be used for data transfer. These criteria may include, but are not
limited to: (i) whether more than one type of air interface is possible (e.g., whether the
client device has access to multiple air interfaces in its present location); (ii) what type
of data is to be transferred (e.g., time-sensitive or integrity sensitive data); (iii) available
power for the client device; (iv) a volume and/or suitable data rate of the data to be
transferred; (v) a quality of service (QoS) required or desired; or (vi) any combination of
the foregoing criteria. Decisions based on the criteria may be made by the client
device (e.g., application processor 245), a network management entity (e.g.,
application server 207) and/or a combination of both.

[0026] If 415 the predetermined criteria for using a higher throughput air
interface are not met, data may be transferred 420 to or from the wireless device using
the lower throughput air i‘nten‘ace (e.g., WWAN interface). If 415 however, one or more
of the criteria for using the higher throughput air interface are met, data may be
transferred 425 t6 or from the wireless device using the higher throughput air interface
(e.g., WLAN air interface or WiMAX air interface) while the paging channel with the

lower throughput network is maintained.
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[0027] When 430, the higher throughput data transfer is completed, the
wireless device and/or network station may revert to communications via the lower
throughput air interface (e.g., 405 and/or 420). The various embodiments of the
present invention are ideally suited for applications which often involve bursty data
transfers such as web browsing, file transfer protocol (FTP) transfers, distribution of
digital images (e.g., digital camera photos), emails or similar applications.

[0028] For example, traffic flow for web applications may include lots of
short messages (e.9., transfer control protocol/internet protocol (TCP/IP)
acknowledgements (ACKs), keystroke messages and the like). Consequently, with a
fairly low duty factor a wireless device can transmit or receive fairly large files.
However, there are likewise, many long idle periods for these types of applications
which make constant monitoring, e.g., with a carrier sense multiple access (CSMA) air
interface, inefficient for power consumption purposes.

[0029] In one example implementation, consider a mobile device (e.g.,
client 240; Figs. 2 and 3) communicating with a network via a WWAN air interface such
as used by a general packet radio system (GPRS). In this example, the mobile device
may be running a web browser application which needs to download a new web page.
To do this, the mobile device may first initiate a GPRS transfer block flow (TBF) via the
WWAN interface that sends data, which may include a web address of the desire web
page, to a network server (e.g., application server 207; Fig. 2).

[0030] The mobile device and/or the network access station may determine
that the requested download would be best served via a higher throughput air interface
(e.g., a WLAN link). Negotiations for the higher throughput air interface may be
communicated via the GPRS TBF and subsequently result in the mobile device
connecting via the higher throughput air interface (e.g., the mobile device connects to

the local AP via the WLAN to establish the WLAN link with the application server).
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Similarly, a high bandwidth transmit might utilize the WLAN link if, for example the
mobile device is attempting to upload a large file (e.g., digital image) to the network.
Other varying bandwidth applications may also be possible and the embodiments of
the present invention are not limited to any particular air interface or application.

[0031] Turning to Fig. 5, an example wireless network apparatus 500 which
may be used to implement various embodiments of the present invention may
generally include a host processing circuit 510, a WLAN or WMAN medium access
controller (MAC) 530, a WWAN MAC 540 and, if desired, a baseband processor and
radio frequency (RF) interface 550.

[0032] In one example embodiment, host processing circuit 510 may be any
component or combination of components and/or machine readable code adapted to
process application programs and control or negotiate selection of multiple air
interfaces. Circuit 510 may include one or more memories and/or processors (not
shown) operative to store and execute application programs 512 such as web
browsers, email clients, digital photo applications, personal calendars and the like.
Host circuit 510 preferably includes software or a firmware module for controlling or
negotiating the data path and/or the active air interface via the respective WLAN MAC
530 or WWAN MAC 540. This functionality is depicted in Fig. 5 as a mobility
connection services module 515 which may be a reconfigurable radio architecture
programmed to adapt the radio interface as desired.

[0033] Baseband/RF portion 550 may include any hardware, software
and/or firmware components necessary for physical (PHY) link layer processing and/or
RF processing of respective receive/transmit signals for supporting the various air
interfaces.

[0034] Apparatus 500 may be a wireless mobile station (STA) such as a cell

phone, personal digital assistant, computer, personal entertainment device, wireless
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router or other equipment and/or wireless network adaptor therefore. Accordingly, the
functions and/or specific configurations of apparatus 500 could be varied as suitably
desired.

[0035] The components and features of apparatus 500 rﬁay be
implemented using any combination of discrete circuitry, application specific integrated
circuits (ASICs), logic gates and/or single chip architectures. Further, the features of
apparatus 500 may be implemented using microcontrollers, programmable logic arrays
and/or microprocessors or any combination of the foregoing where suitably
appropriate.

[0036] It should be appreciated that apparatus 500 shown in the block
diagram of Fig. 5 is only one functionally descriptive example of many potential
implementations.  Accordingly, division, omission or inclusion of block functions
depicted in the accompanying figures does not infer that the hardware components,
circuits, software and/or elements for implementing these functions would necessarily
be combined, divided, omitted, or included in embodiments of the present invention.
[0037] Embodiments of the present invention may be implemented using
single input single output (SISO) systems. However, certain alternative
implementations may use multiple input multiple output (MIMO) architectures having
multiple antennas.

[0038] The embodiments of the present invention may result in issues of
possible simultaneous radio use (i.e., paging messages transferred via the WWAN air
interface while transferring data using the WLAN air interface). One option to handie
potential simultaneous radio issues is to have both WLAN and WWAN radios operating
simultaneously in the mobile device when in WLAN mode. However, this may be
difficult due to interference and other RF implementation issues. In addition, in a

reconfigurable radio, resources for both WLAN and WWAN modems (e.g., 246, 244;
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Figs. 2 and 3) may not be available for use at the same time. Accordingly, it may be
desirable to prevent transmission or reception via the WLAN air interface during
WWAN pages.

[0039] Additionally or alternatively, when in WLAN mode, the network
access station and/or mobile device could refrain from sending or receiving any WWAN
traffic. Thus WWAN paging messages (e.g., wake up messages) might not be sent
while the mobile device is in WLAN mode or the mobile device could temporarily ignore
the WWAN paging channel.

[0040] In some instances, the radio resource control (RRC) of a WWAN
may send messages to mobile devices even when there is no traffic flow on the
WWAN. It is possible if these RRC messages are ignored (e.g., while the mobile
device is in WLAN mode), the WWAN link could be incidentally dropped. Potential
solutions to address this possibility may be to update the service provider RRC
protocols to prevent dropping of the WWAN link or to send the RRC messages over the
WLAN link instead. Various solutions to implementation issues may be addressed, in
most instances, by updating the existing service provider software.

[0041] Unless contrary to physical possibility, the inventors envision the
methods described herein: (i) may be performed in any sequence and/or in any
combination; and (ii) the components of respective embodiments may be combined in
any manner.

[0042] Although there have been described example embodiments of this
novel invention, many variations and modifications are possible without departing from
the scope of the invention. Accordingly the inventive embodiments are not limited by
the specific disclosure above, but rather should be limited only by the scope of the

appended claims and their legal equivalents.
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CLAIMS

The invention claimed is:

1. A method of communicating with a wireless device using two air interfaces,
the method comprising:

transmitting or receiving first information at the wireless device using a
first air interface; and

transmitting or receiving second information at the wireless device using
a second air interface different than the first interface while maintaining connection with
the first air interface.

2. The method of claim 1 further comprising selecting the first or second air
interface based on an amount of information to be transmitted or received.

3. The method of claim 1 wherein the first air interface comprises a wireless
wide area network (WWAN) air interface and wherein the second interface comprises a
wireless local area network (WLAN) air interface.

" 4. The method of claim 1 wherein the first information comprises one or more
cellular paging messages and wherein the second information comprises a plurality of

packet data units.

5. The method of claim 2 wherein the first air interface is selected for data
requiring relatively low bandwidth in transmitting or receiving and wherein the second
air interface is selected for data requiring a higher bandwidth in transmitting or

receiving.

6. The method of claim 1 wherein the first air interface comprises a code
division multiple access (CDMA) air interface and wherein the second air interface
comprises an orthogonal frequency division multiplex (OFDM) air interface.

7. The method of claim 2 wherein selecting the first or second air interface is
controlled, at least in part, by an application server associated with a network access
station.

8. An apparatus for use in a wireless network, the apparatus comprising:

a processing circuit adapted to enable the apparatus to transmit or
receive first information using a first air interface and transmit or receive second

13
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information using a second air interface different than the first interface while
maintaining connection with the first air interface.

9. The apparatus of claim 8 further comprising:
at least one radio frequency (RF) interface coupled to the processing
circuit.

10. The apparatus of claim 8 wherein the apparatus comprises at least a
portion of a mobile station.

11. The apparatus of claim 8 wherein the apparatus comprises at least a
portion of a network access station.

12. The apparatus of claim 8 wherein the processing circuit is further adapted
to select the first or second air interface based on an amount of information to be

transmitted or received.

13. The apparatus of claim 8 wherein the first air interface comprises a wireless
wide area network (WWAN) air interface and wherein the second interface comprises a
wireless local area network (WLAN) air interface.

14. The apparatus of claim 8 wherein the first information comprises one or
more cellular paging messages and wherein the second information comprises a
plurality of packet data units.

15. The apparatus of claim 8 wherein the first air interface is selected for
transmitting or receiving a first volume of data and wherein the second air interface is

selected for transmitting or receiving a second, higher volume of data.

16. The apparatus of claim 8 wherein the first air interface comprises a spread
spectrum air interface and wherein the second air interface comprises an orthogonal
frequency division multiplex (OFDM) air interface.

17. The apparatus of claim 8 wherein the first or second air interface is
selected based on an application server associated with a network access station.

18. The apparatus of claim 9 further comprising at least two antennas coupled
to the RF interface to provide multiple input multiple output (MIMO) capability.

19. The apparatus of claim 8 further comprising a memory in communication
with the processing circuit and operative to store an application program for web

browsing.

14
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20. A system comprising:

a processing circuit configured to transmit or receive first information
using a first air interface and transmit or receive second information using a second air
interface different than the first interface while maintaining a link through the first air
interface; and

a memory in communicaton to the processing circuit, the memory
storing a web browser application program adapted to use the second information for
displaying or updating a web page.

21. The system of claim 20 wherein the system comprises a mobile station.

22. The system of claim 21 wherein use of the first and second air interfaces is

selected by a server associated with a network access station.

23. The system of claim 22 wherein use of the first and second air interfaces is

selected based on an amount of information to be transmitted or received.

24. The system of claim 20 wherein the first air interface comprises a wireless
wide area network (WWAN) air interface and wherein the second interface comprises a

wireless local area network (WLAN) air interface.

25. The system of claim 20 wherein the first information comprises one or more
cellular paging messages and wherein the second information comprises a plurality of
packet data units.

26. The system of claim 20 wherein the first air interface comprises a spread
spectrum air interface and wherein the second air interface comprises an orthogonal
frequency division multiplex (OFDM) air interface.

15
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SHCURE MOBILE WIRELESS DEVICE

FIELD OF THE INVENTION
This invention relates to a secure mobile witeless device; in particular it relates 10 a new
5 approach to platform security for mohile wireless devices which protecis key opetating

systern resources from harmfud access.

DESCRIPTION OF THE PRIOR ARY

Platform security covers the philosophy, srchitecture and implementation of platform
10 defence mechanisms against malicious or badly written code, These defence mechanisms
prevent such code from causing harm. Malicious code generally has two components: 2
payload mechanism that does the damage and a propagation mechanisi to help it spread.

They are usually classified as follows:

Trojan horse: poses as 2 legitimate application that appears benign and attracdve to
i3 the usex.

Worm: can repheate and spread without further mamial action by their perpetrators

O users.

Virus: Infilerates legitimate programs and alters or destroys data.

20 Security threats encompass (8) a potential breach of confidentality, integrity or availability of
services or data in the value chain and integrity of services and (b) compromise of service
furiction. Threats are classified in the following categories:

1. Threats to confidentiality and integeity of data. Bxamples: Get user’s password; corrupt
files,

25 2. Threats to confidentiality and integrity of services. Hzamples: Use bandwidih from

phone netwotk subscriber without paying for ity repudiate transaction with network

service provider.
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3. Threats to availability of service (also called denial of service). Examples: Prevent the

user from sending a text message; prevent the user from accepting » telephione call

Henee, mobile wireless devices offer very considerable challenges to the designer of a
security architecture. A conventional approach typically operates by first of all determining
whether the code (e.g. an applicaton) is sufficiently trustworthy to be installed and then

subsequently protecting the platform from errant behaviour once it is instalied. In terms of

determining trust, third party applications can be categorised according to the degree of tnust

associated with their authors. Hence, it is known to allow applications to be automatically
installed on & device only if they can present # valid digital certificate issued by an acceptable

Certificate Authority (CA).

Digital certficates are however only just becoming widespread; prior to their adoption, a
primary platform security mechanism was to grant privileges to 2 user rather than to'an

application. At run time, the code being executed by the user is granted afl his prvileges. At

L=}
install tirne, only designated users could install sensitive software, This meant that potentially

harmful code could be vetted by an expert administrator prior to installation. Many well

~

known operating systems adopt this approach to platform security — e.g. Unix-based

operating systems,

Platform security based on giving different users different access privileges is not relevant
however for mobile wireless devices for the simple reason that this category of product is
single sser. ¥t is a personal device, typically a ‘smartphone’, enhanced mobile telephone, PDA
or other personal, portable computing device. Purthermore, the single nsex is very likely not
1o be expert in computing and hence cannot reliably assess the risk of installing and nunping
code. With mobile wireless devices, the key threats that 2 platform security model tries to
address are unauthorised access to user data and to system services, in particular the phone
stack. 'The phone stack is especially irﬁpormnt because it controls a permanent data
connection to the phone network; mobile commesce, mobile banking ete. will be performed
using the phone stack and (as noted above) losing control over it to malicious or badly

wiitten code exposes the device owner to potentially very significant financial damage.
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To date, there have been no effective proposals for platform secutity for mobile wireless

devices,
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SUMMARY OF THE PRESENT INVENTION

In & first aspect of the present lnvention, there Is a secure mobile wireless device in which
native executable code to be installed on the device is assigned a set of capahilities which
define the protected resource(s) on the device which it can access. Native code is composed

of instructions directly executed by a CPU on 2 device.

In 2 second aspect, there is z software application adapted to runt on a secure mobile wireless
device and written in native code in which the application is assigned a set of capabilities

which define the protected tesource(s) on the device which it can access.

In & third aspect, there is an operating system adapted to run on 2 secute mobile wireless
device in which the operating system requires executable code requiring access to sensitive
resoutces to be assigned a set of capabilities which define the protected resource(s) which it

Cafl 4CCess,

Hence, the present invention takes the idea of capabiliies (known in the context of defining
the capabilities or access privileges of different asers in 2 muld-user systern) and applies it to
7 7

defining the capabilities or access privileges of different madive exerntably sods for secure, single-
2 | : & ¢ :

user mobile witeless devices,

An implementation of the present invention can be thought of as firewall protection of key

‘operating syster servers through the use of capability-based access control as appied to

native executable code. Fach capability may grant access to a specific APY (or range of
APIs), a file or any other applicable resource(s). Each executable (e.g. program (EXEHg), o
shared, static ot dynamic libraties (DLLs)) contains the capabilities it bas been granted at
installation time. Fach executable is permanenily stored in a location only aceessible to the
Trusted Compudng Base (kernel, loader, file server and software installer; see Detailed
Description section 1.1) to preserve the integrity of the capabilities assigned to the

executable, Once an executable is invoked, the loader will load the executable either to cyeate
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a new process ot to load the Hbrary code into an existng process. When creating a new
process, the capabilities of this process are equal to the capabilites granted to the program.
Based on this set of capabilities, the loader controls which libraries can be loaded into n
process, Fot each client-server coramunication, the kernel will pass the client capabilities to
5 the server. Therefore, the server can fully trust the client capabilities, as they are not
passed/approved by it but by a process pact of the Trusted Computing Base, €.g: the kesnel,

The server can decide either to process the call or to reject it

Preferably, the capebility model is defiberately limited to 4 small nuteber of capabilitiss.
10 System capebilities are mandatory and control access to the operating system kernel, file
system and system data. They guarantee the integrity of the “Trusted Computing
Brvironment’ (or TCE — see Detailed Deseription at 1.2). The way they are conirolled
cannot be modified by the user of the device and they are never exposed to them. Other

kinds of capability are discretionary, as they are meaningful enough to average users to let

15 them decide whether ot not to grant some of them to code they have installed. These
capabilities are categodsed are follow:
Root (mandaiory) "Full ascess fo oll filss - Can modify capabilities assoiiated with
executablos”
20 UIsed by the Trusted Cormputing Base only.
Systesy  capabilities (mandatory)
As examples, we may define:
WriteSystemData allows a process to modify configuration system data.
CommDD grants aceess o all communication and ethernet card device drivers.
25 User-sxcposed capabilities (diseretionary)
As examples, we may define:
PhoneNetwor, "Can access phone network seevices (and potentially spend aser
money)"
ReadUserData. "Can read thie device user’s ptivate inforroation”
30
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BRIEF DESCRIPTION OF THE DRAWINGS

The present inventonwill be described with reference to the accompanying drawings, in

which
5
Figure 1 shows the Run time processes, system capability rings and user visible capability
groupings fot an implementation; and
Figure 2 illustrates a possible process of installation.
10
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DETAILED DESCRIPTION

The present invention will be described with reference to the secuity architectuze of the
Symbian OS object otlented operating systern, designed for single user wireless devices, The
. Symbian operating system has been developed for mobile wizeless devices by Symbian Lid,

5  of London, Usited Kingdom.

The basie outiine of the Symbian OB secusity architecture is anzlogous 1o & medieval castle

defences. In 2 similar fashion it employs simple and staggered layers of security above and

beyond the installation petimeter. The key threats that the model is trying to address are
10 those that are linked with unauthodsed access to user data and to system services, in

particular the phone stack. The phone stack is especially importaut in the context of a smart

phone because it will be controlling a permanent data connection to the phone netwotk.

There are two key design drivers lying behind the modek

s Firewall protection of key system tesoutces through the use of capability-based
15 access control,

»  Data partitioning which creates 4 protected patt of the file systern which standard

software is not able to access.

The main concept of the capability model described below is to control what a prosess can do
50 rather than what & user can do. This approach is quite different to weli-known opetating
systems a3 Windows NT and Usix. The main reasons are:
- 'The very nature of Symbian OS5 s to be mono-user.
- Symbian O$ provides services through independent server processes. They
always run and ate not attached to a user session. As long as power is supplied,
25 Symbian OS is atways on even if no user is logged on.
- Symbian OS is aimed to be used in devices used by a large public with no
technology knowledge. When installing software, the user may not have the skills

to decide what permissions to grant to an application. Furthermore, with always-
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connected devices, the consequences of a wrong or malevolent decision may

fmpact a domain much Jarger than the device iwselfl
A remarkable point of this invention is that the use of cryptography has been deliberately
excluded from the kernel and the loader; executables are not signed, capabilities are not
stored encrypted or signed. That has been possible because data partitioning provides a
secutre storage area for executables. It allows the system to treat executables from ROM
(built in the device} the same way as code from RAM {nstalled by the vser) without
compromising either on secutity ot performance. Therefore any misuse or exploit of device

manufacturer code is restricted o the capabilities assigned to this code.

1 Trasted Computing Platform

11 Trasted Computing Base

A wusted computing hase (TUB) is a basie architectural requirement for robust platform
security. The trusted computing base consists of 2 number of architectural elements that
cannot be subverted and that guarantee the integrity of the device, It is important to keep
this base as small as possible and to apply the principle of least privilege to ensuxe systern
servers and applications do not have to be given privileges they do not need to functon. On
closed devices, the TCB consists of the kernel, loader and file server; on open devices the
software installer is also required. All these processes are system-wide trusted and have
therefore full access to the device. This trusted core would run with a “root” capability not

available to othey platform code (see section 2.1).

There i5 one other important element o maintain the Integrity of the wrusted computing base
that is out of the scope of this invention, namely the hardware. In particular, with devices
that hold trusted computing base functonality in flash ROM, it is necessary to provide a
sccure boot loader to ensure that it is not possible 1o subvert the trusted computing base

with 2 malicious ROM image.
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1.2 Trosted Computing Envivonment

Beyond the core, other system components would be granted restrictad orthogonal systern
capabilities and would constitute the Trusted Comp uting Bavironment (TCE); they would
inclode system servers such as phone and window servers... For instance the window servet
would not be granted the capability of phone stack access and the phone server would not
be granted the capability of direct access 10 keyboard events. It is strongly recommended to
give as few system capabilities as possible to software component o limit potential damage

by any misuse of these privileges.

The TCB ensures the integrity of the foll system as each element of the TCE ensures the
integrity of one service. The TCE cannot exist without a TCB but the TCB can exist by

itself to guarantee 3 safe “sand box” for each process.

2 Process Capabilities

A capability ¢an be thought of as an access token that corresponds to a permission 1o
undertake a sensitive action. 'The purpose of the capability model is to control access to
sensitive system gesources. The most important resource that requires aceess control s the
kernel sxecutive itself and a syrfom capability (see section 2.1) is required by 2 client to access
certain functionality through the kernel APL All other resources reside in user-side servers
accessed via IPC [Inter Process Comynunication]. A small set of basic capabilities would be
defined to police specific client actions on the servers. For ezample, possession of 2 make
sadle eapability would allow a client 1o use the phone server. It wor uld be the responsibility of
the cortesponding server to police client access to the resources that the capability
represents, Capabilities would also be associated with each library (OLL) and program
(BXF) and combined by the loader at run time to produce net process capabilifies that
would be held by the kernel. For open devices, third party software would be assigned
capabilities either during software installation based on the certificate used to sign their

installation packages or post software installation by the user, as detailed in section 3. The

10
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policing of capabilities would be managed between the loader, the kernel and affected

servers but would be kernel-mediated through the IPC mechanism.

The key features of the process capability model are:

* It is primarily focused around system servers and client-server IPC interactions berween
these entites,

*  Capabilities are associated with ptocesses and not threads. Threads in the same process
share the same address space and memoty access permissions. This means that any data
being used by one thread can be read and modified by all other threads in the same
Process.

« The policing of the capabilities is managed by the loader and kernel and through
capability policing at the target servers. The bernel IPC mechanism is invelved in the
latter.

¢ When the code is not running, capabilitics are stored inside of libraries and programs.
Capabilities stored in libraties and programs are not modifiable, as they would be stored
during installation in a location that is only accessible by the Trosted Computing Base.

¢ Not all servers would have to handle client capabilitics. Servers would be responsible for
interpreting capabilities as they wish.

» The only cryptography involved in this scheme might be at the software installation stage
where cettificates would be checked off against a sultable root certificate (vefer to sub-

section 3)
21 System capabiliies: Protecting the integrity of the device

Root. "Faull access io all files - Can modify capabilities assaciated with exwntables 7
“Root” capability — Used by the Trusted Computing Base only, it gives full access to
all files in the device. '

Systens  capabilities
Some system servers require some specific access to the Trusted Computing Base.
Because of the object-oriented implementation of Symbian OS, the kind of resources

sequited by a system server is most of the time exclusive to it. Therefore, one system

11
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server would be granted some system capability that would be orthogonal to those
tequired by another. For instance, the window server would be granted access to
kevboard and pen events issued by the kernel but it would not have permission o
access the phone stack, In the same way, the phone server would be granted aceess

5 to the phone stack but would not have permiission to collect events frosm the keenel,
As examples, we can name:

WriteSystemData  Allows modification of configuration system data

Coronn3D Geants aceess o all communication and Eihetnet card device
, deivers.
10 DrskAdinin Can perforro administration task on the dish (reforma,

rename a deive,. ).

2.2 User-exposed capabilities: Mapping real-wotld permissions

The process of generating capabilities can be difficolt. One has first to identify those
accesses that require policing and then to map those requirements inte something that is
15 meaningful for a user. In addition, mote capabilitles means greater complexity ;;mi,
complexity is widely recognised 2s belng the chief enemy of security. A solution based on
capabilities should therefore seek to minimise the overall number deployed. The following
capabilities map faitly broadly onto the main threats which are unauthorised access o system
services (eg. the phone stack) and preserving the confidentiality/integrity of user data.
20
PhoneMNetwork, "Can access phone network services and potentially spend user
rooney”
“Make telephone calls”
“Send short text messages”,

25 WriteUserData. "Can read and modify users private information”

“Add a contact”.
“Dielete an appointment”.

ReadUserData. "Can read users private information”

12
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“Access contacts data”.
“Access agenda data”.
LocalNetwork, "Can aceess local network™
“Send Bluetooth messages™.
“Tstablish an IR connecton”
“Fstablish an USB connection”
Location. * Can access the current jocation of the device®
“Locate the device on a map”

1

ispiay closest restaurants and cinema”

Tt is necessaty to make a distinction between PhonelNetwork and LocalNetwork because it is
possible to transmit information across a nerwork without spending any money (eg.
Bluetooth piconet). This kind of access may be a very useful third party software eoabler
but nonetheless represents a local way of leaking sensitive information via 2 trojan borse so it
must be protected with a capability, albeit LocalNetwotk. PhonelNetwork, if granted by the
user, would allow trojans secking to use the phone network as their exit route; that is
potentally much more damaging and henee the blunt warning in its description.

Root and systern capabilities are mandatory; if not granted to an executable, the user of the
device cannot decide to do it Their strict conttol ensures the integrity of the Trusted
Computing Platfnrm. However the way servers check user-exposed capabilitles or interpret

themn may be fuily flexible and even user-discretionary.

Figure 1 shows the Run time processes, system capability rings and uset visible capability

groupings.

2.3 Assigning capabilities to a process

The association of a mn-time capability with a process invelves the loader. In essence, it

transforms the static capability settings associated with individual ibraties and programs into

13
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& run-time capability that the kernel holds and can be queried through a kernel user fibraxy
API. The loader applies the following rules:

Ruie 1. When creating a process from a program, the loader assigns the same set of
capabilities as its program’s.

Rule 2. When loading & library within an executable, the Hbrary capability set must be greader
than or equal fo the capability set of the Joading executable. I not true, the library is not loaded
into the executable.

Rule 3. An executable can load a library with higher capabilities, but does not gain
capabilites by doing so.

Rule 4. The loader refuses to load any esecutable not in the data caged part of the file system

reserved to the TCE.

Tt has 1o be noted that 1 _

»  Tibsarics’ capabiliies ate checked at load ime only. Beyond that, all code contained in
libratdes is run freely and is assigned the same capability set as the program it ruos into
when initiating some IPC calls.

»  For ROM images with execution in place, the ROM build tool resolves all symbols doing
the same task as the loader at runtime, Therefore the ROM build tool must enforce the
game rules as the loader when building 2 ROM image.

These rules ‘

»  Prevent malware from being loaded in sensitive processes, for example, 2 plug-inin a
system server

e Encourage encapsulation of sensitive code inside processes with no possible bypass

The examples helow show how these rules are applied in the cases of statically and

dynamically loaded libraties respectively.
2.31 Examples for knked DLLs

The program P.EXE is linked to the library L1DLL.
The library L1.DLL is linked to the lbragy LODLL.
Case 1:

14
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P.EXE holds Capl & Cap2

L1.DLY bolds Capl & Cap? & Cap3

101 holds Capt & Cap2.

Process P cannot be created, the loader fails it becanse L1.DLL cannot load
LODLL. Since LODLL does not have 2 capability set greater than oy equal
to L1.DLL, Rule 2 applies.

PEXE holds Capl & Cap2

L1DLL holds Capl & Cap2 & Cap3

L0.DLL holds Capl & Cap2 & Cap3 & Capd

Process P is created, the loader suceseds it and the new process is assigned
Capl & Cap2. The capability of the new process is determined by applying
Rule 1; L1.DLL cannot acquire the Cap4 capability held by LO.DLL, and
P1L.EXE cannot acquire the Cap3 capability beld by L1DLL as defined by

Rule 3.

2.3.2 Examples for dynamically loaded DLLs

The program F.EXE dynamically loads the library L1LDLL.

The Hbrary L1.DLL then dyoamically loads the library LO.DLL,

Case 1s

Case 2:

FEXE holds Capl & Cap2

Li.DLL holds Capt & Cap2 & Cap3

L0IDLL bolds Capt & Cap2

Process P is successfully created and assigned Capl & CapZ.

When P requests the Joader to load L1DLL & LO.DLL, the loader suceeeds
it because P can load L1.DLL and LODLL. Rule 2 does apply here the
loading executable being the process P not the library L1DLL: the IPC load
request that the loader processes Is sent by the process P. The fact that the
call is within LLDEL is here irrelevant. Rule 1 & 3 apply as before and P

does not acquire Capd by loading L1.DLL

15
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PEXE holds Capl & Cap?

L1DLL holds Capt&Cap28:Cap3

LODLL holds Capl&{Cap2&Cap4

Pracess P is successfolly created and assigned Capl & CapZ2. When P
requests the loader to load L1 DIL & LO.DLL, the loader succeeds it
because P can load L1.DLL and LO.DLL. Once again, Rule 2 does apply with
P as the loading executable rather than LUDLL, while Rule 3 eosures P

acquires neither CapJ nor Cap4.

24 Protecting syste SEIVers names

To prevent impersonation of critical servers, a specific system capability ProtServ has been
created. When a process is granted this capability, it can register as a “Protected Server’ to the
kernel under 2 specific name format, for instance starting by 1. The ternel will reject any
name tegistration starting by T if the calling process does not bave ProtServ. However all
servers from the protected server community must be trusted not to impersonate anothet
sexver of this commumity. Tt is believed this simple mechanism will achieve a good enough
level of security providing that ProtServ is granied only to & small set of services. If two
server domains were proven not to be enough, nothing would prevent in the future adding a

new domain linked to 2 niew capability and name format.

2.5  Firewall-ing Symbian OB system setvers

2.5.1 Capability Permission lifedime

With a kernel-mediated process capability model in place, specific policy decisions are
delegated to the servers themselves, Bach server would have to police irself and would do so
differently - some would he more paranoid than others and may decide to check client
capability settings per access or tmay refuse o allow access at all without the requisite
capability bit set. Devolving securdty policy to a local decision at servers represents good

Jhstraction as it means that security policy can be interpreted locally as desired. In addition,

16
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interpretation of the presence of the capability bit could be done in one of four ways, namely

blanket permission, process permission, session permission and selective access permission.

From 2 user point of view, it has become more and more difficult to identify the lifetime of 2

rocess or a session. For instance, in most smart phones, when the user accesses her

-

Agenda, she does not know if 2 new Agenda process has been created or if an existing ove is
being re-used. In the same way, she does not have any idea, when making a telephone call, if
the telephone application has created 2 new session e the phone server or re-use the
previous one. It is our belief that users can understand only two ways of granting capabilities:

the blariket and the selective access permission.

1n line with this, there would be two possible alternatives for interpretation of the presence

of a user-exposed capabliity bit at capability-aware servers:

Blanket permissiom Capability is granted as a one off act. If the capability is not present
when the process is created, the request fails. All access requiring system capability will be
policed this way.

Single action permission: Capability is checked upon each sensitive AFI call 1o the setver.
This means that on each access to the sensitive AP call, a dialog box created by the server
asks the user if they wish to grant that capability. However the capability oaly lasts for the
duration of the corresponding sensitive AP call,

"The user perception of this kind of permission nwst not be confused with when 2 server will
check o required capability. For instance, an application may be granted PhoncNetwork as
blanket permission but the phone server will check PhoneNetwork capability at each
relevant call made by this application as the kernel will send the client capability set at each
IPC eall anyway. But as the user will got be asked to make a decision (to grant ot not to

grant PhoneNetwork for this call), this security check is transparent to the user.

The advantages of this design are

17
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To take immediately into account any modification of the process blanket set of
permission

- To maintain the time of check 28 close to the time of vse as possibie (to avoid
any TOCTOU{ time of check - time of use faws) .

5 - Toavoid the server storing capability-related inforroation for 2 process,

3 Software Lostaller ~ Enhancing perimeter security

The software installer has to support the process capability model to determine what
capabilities can genuinely be granted to a piece of code to he installed after manufacture
10 time. There are many ways to do it and this invention does not mandate any. In the
following secdons, we explote different scenarios based on the existence of a Public Key
Infrastructare to lustrate how someone may choose o do it and which issues should be

considered.

15 The software installer may supportt three main scenarios:
®  The [unlinstaliation/revocation of trusted (signed) applicadons
*  The [unlinstallation/revocation of untrusted (signed) applications

¢ The [un}installadon/ revocation of unsigned applications

20 The trust distinction here is a funcdon of the presence of a root certificate in the signing
chain that corresponds to one of the root certificates stored on the device. In the next

subsections, we esamine these alternatives from a user perspective,

i

3.1 Installation of trusted {signed) software

In this case, apptoved client appﬁcaiﬁéns would be checked by 2 recognised authority.
25 Software would then be signed, along with a list of the capsbilities it required, into
installation packages. Capabilities that could be signed for would be system and user-
exposed capabilities. The chain of cerdficates included with the software is terminated by 2

root CA known by the software installer, in which case the user can install the sofitware safe

18
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in the knowledge that the root CA vouches for it. At install time, the software would be
instafled on the device without any user feedback, though on some devices it would bhe
possible to examine the details of the signing cestificate. Note that any thitd panty software

that sought system capability would he forced to go via this ronte,

(5]

3.2 Installation of votrested (signed) sofiware

In this case, the third party software would not check out against any of the root cestificates.
The softwate is sighed by an unknown toot CA in which case the user would be presented
with & watning but could just go abead and install the software anyway after viewing the
contents of the certificate. The software installer would throw up a user dialog ar install
10 time, which would offer the user the option of installing the application plus a Hst of the
capabilities the application wished to request, Capabilities that could be granted via this
route would be in the range of user-exposed capabilities. In other words, it would not be
possible for users to grant system capability to signed software that did not check out against

one of the root certificates on the device,

t

3.3 Iostallation of unsigoned software-

The scenario here would be similar to 3.2, Third pattics would have to request eapabilities
with thelr instaliation package. Again, only user-exposed capabilities would be available via
this route - it would not be possible for users to grant system capability to unsigned

20 software,

Figure 2 illustrates a possible process of installation when it Is wished to let the user make
discretionary decisions about the policy to apply to either an unsigned application or 2 signed
application the toot-signing certificate of which didn't match against any of the device root

certificates.

s
A
ot
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3.4 Control Panel for revoking capabilities
Tn case it is wished to let the usex make disceetionary security policy decisions after install

time, a software installer control panel dislog would be required to provide access to the

capability settings currently granted to vatious installed third party applcations. The uset

would be able to view and optionally grant or revoke nser-exposed capabilites for installed

third party code. In addidon, it would be possible to view 2 corresponding code signing

certificate (if necessary). The following table illusteates what the control panel dialog might

look like:

Installed

PhoneNetwork

ReadUserData

WriteUserData

LocaiNetwork

Certificate

Good.exe

Mot granted

Granted

Not granted

Granted

Checked
Ok —
clisk  to
view root
signing

cetrt

Bad.exe

Mot granted

Not granted

Not granted

Not granted

Unsigned

20
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CLAIMS

=3

A secure mobile wireless device for a single user in which native executable code to be
installed on the device is assigned a set of capabilites which define the protected

resource(s) on the device which it can access.

The device of Claim 1 in which a capability grants access to a specific AP (or range of

APIs), file or other operating aystem protected resougce(d).
s f Y 83 &

The device of Claim 1 in which the executable code contains the capabilities it has

been granted at install time.

The device of Claim 3 in which the executable code is petmanently stored in a location
in memory of the device which s ouly accessible w the trusted computing base to

preserve the integrity of the capabilitics assigned to the executable code.
The device of Claim 4 in which the loader refuses to load executables not permanently
stored in a location in memory of the device which is only accessible to the trusted

computing base, to presetve the integrity of the systero.

The device of Claim 1 in which there are system capabilities which are mandatory and

control access to the operating system kernel, file system and system data.

The device of Claim 1 in which for each client-sexver communication within the

device, the device kernel will pass the client capabilitics to the server,
The device of Claim 1 in which, for each library to be loaded in an executable, the

foades verifies that this library is assigned a superset of the capabilities granted to the

requesting executable.

21
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9, The device of Claim 1 in which the capability is selected from a list of capabilities

which comprise root capabilities, system capabilities and user ~exposed capabilities.

5 10. The device of Claim 9 in which the user — exposed capabilities allow the following
functions: .
(a) Can spend scbscribers money by using the phone network
(1) Can read uvsers private information

(¢ Can modify usexs private information

10 (@) Can send information to a local network without spending subscribers
money.

{e) Can know the device location.

11, A softwate application adapted to ran on a secure mobile witeless device in which the
15 application is assigned some capabilities which define the protected resource(s) on the

device which it can access,
12, An operating sysiem adapted o run on a secure mobile wireless device in which the
operating systern requires native executable code requiting access to sensitive

20 resources to be assigned some capabilities which define the protected resource(s)

which it can access,

22
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(54) Apparatus, method and software program product for quality of service management in a
mobile device
(57) A controller module (19) for coordinating data troller module is adapted for receiving information about

flow in a mobile device is described. The mobile device
comprises at least one application (mail (25), games
(26), video (27), Push2Talk (28), JVM, Instant Messag-
ing (IM) and MMS) adapted for exchanging data with at
least one protocol stack (2,3); said protocol stacks being
adapted for transferring data between at least one of
said applications and a wireless connection. The con-

the respective QoS requirements of at least one of said
applications, and at least one of actual parameters and
predicted parameters within the mobile device that indi-
cate at least one of an actual state and a future state of
said data flow. The controller module is adapted for de-
riving, from said inputs, control settings for the mobile
device in a way that said QoS requirements are fulfilled

as far as possible.
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Description
BACKGROUND OF THE INVENTION

[0001] The present invention relates to a controller
module for a mobile device, to a mobile device, and to
a method for coordinating data flow in a mobile device.
[0002] Mobile devices, e.g. handsets or PDAs (Per-
sonal Digital Assistants), comprise a plurality of different
applications that are supplied by different companies.
Some of said applications include their own protocols,
while others might e.g. use transport protocols such as
UDP/IP or TCP/IP. Data is transferred from said trans-
port protocol layers to the mobile device's transmission
protocol stack, e.g. to a GPRS/GSM or a GPRS/EDGE
stack, and then, said data is transmitted via a wireless
connection. Data that has beenreceived via the wireless
connection is transferred from the transmission protocol
stack to the respective transport protocol stack.

[0003] The transmission protocol stack receives data
traffic from different kinds of applications and takes care
of said data streams. The specific requirements of the
different types of data traffic are not always considered.

SUMMARY OF THE INVENTION

[0004] It is an object of the invention to improve the
data flow within a mobile device. The object of the in-
vention is solved by the independent claims. Preferred
embodiments are shown by the dependent claims.
[0005] According to the presentinvention, a controller
module for coordinating data flow in a mobile device is
provided. The mobile device comprises at least one ap-
plication that is adapted for exchanging data with at least
one protocol stack, whereby said protocol stacks are
adapted for transferring data between at least one of
said applications and a wireless connection. The con-
troller module is adapted for receiving information about
the respective quality-of-service (QoS) requirements of
at least one of said applications, and at least one of ac-
tual parameters and predicted parameters within the
mobile device thatindicate at least one of an actual state
and a future state of said data flow. The controller mod-
ule is adapted for deriving, from said inputs, control set-
tings for the mobile device in a way that said quality-of
service requirements are fulfilled as far as possible.
[0006] The controller module according to embodi-
ments of the present invention provides a link between
the applications that are implemented on the mobile de-
vice and the protocol stacks, whereby said protocol
stacks might e.g. comprise transport protocol stacks
such as UDP/IP or TCP/IP as well as transmission pro-
tocol stacks, e.g. of the GPRS type. The controller mod-
ule is informed about the needs of the applications, in
particular about the quality-of-service requirements of
said applications, because the quality-of-service re-
quirements imposed by a Video data stream differ con-
siderably from those of a background application such

10

15

20

25

30

35

40

45

50

55

as e.g. mail. Besides that, the controller module is in-
formed about the state of the data flow in the system.
The controller module might e.g. receive parameters in-
dicating the workload of the various protocol stacks, like
e.g. the fill levels of buffers. The controller module might
e.g. also be informed about the signal strength and the
available bandwidth of the wireless connection. Alterna-
tively or additionally, the controller module might receive
predicted data indicating a future state of the system's
data flow. Said predicted data might e.g. comprise infor-
mation related to the timing of cell reselections.

[0007] Based on this input data, the controller module
can calculate optimum setting parameters for the sys-
tem. Said setting parameters might e.g. comprise set-
ting parameters for the transport protocol stacks, for the
transmission protocol stack, for the applications, for the
radio resource management, etc. The controller module
might e.g. select a transmission mode that is best suited
for the respective traffic, it might prioritise the different
data streams, postpone cell reselections, etc. The deci-
sions of the controller module might be based on pre-
defined rules, or on statistics, or on the validated results
of a trial-and-error strategy, just to name a few exam-
ples. The controller module sets the system's arbitrary
parameters in a way that the respective quality-of-serv-
ice requirements of the different kinds of data traffic are
fulfilled as far as possible.

[0008] The interplay between the applications, the
various protocol stacks supplied by different companies
and the wireless link is improved. As a result, the avail-
able resources in terms of bandwidth and transmission
capacities can be exploited more efficiently. The total
throughput might increase, and the properties of a re-
spective data transmission will be better adapted to the
requirements imposed by the type of the data stream
that is transmitted. A smooth and efficient transmission
is provided for all sorts of data traffic.

[0009] Preferably, said controller module receives
said actual parameters from at least one of: the appli-
cations, the protocol stacks, the wireless connection.
According to a preferred embodiment of the invention,
said actual parameters comprise at least one of: work-
load of at least one of the protocol stacks, fill level of
buffers, available bandwidth, signal strength on the
wireless link. Further preferably, said control settings
comprise control settings for at least one of: the protocol
stacks, the applications and the wireless connection.
The settings within the whole mobile device may be dy-
namically adapted to one another, and to the respective
needs of the applications.

[0010] According to another preferred embodiment of
the invention, said controller module is adapted for at
least one of validating whether the derived control set-
tings have been well-suited for fulfilling said quality-of-
service requirements and whether the predicted param-
eters have been correct. The controller module might e.
g. evaluate whether the previous control settings have
improved the data flow within the mobile device. Be-
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sides that, the controller module might e.g. draw up sta-
tistics in order to continuously improve the strategies for
generating said control settings.

[0011] A mobile device according to the invention
comprises at least one application adapted for exchang-
ing data with at least one protocol stack, and at least
one protocol stack adapted for transferring data be-
tween at least one of said applications and a wireless
connection. Furthermore, the mobile device comprises
a controller module adapted for coordinating data flow
in the mobile device. Said controller module is adapted
for receiving information about the respective quality-of-
service requirements of at least one of said applications,
and at least one of actual parameters and predicted pa-
rameters within the mobile device that indicate at least
one of an actual state and a future state of said data
flow. The controller module is adapted for deriving, from
said inputs, control settings for the mobile device in a
way that said quality-of-service requirements are ful-
filled substantially in the best possible way.

[0012] Preferably, said protocol stacks comprise at
least one transport protocol stack adapted for transfer-
ring data between at least one of said applications and
a transmission control stack, and the transmission pro-
tocol stack, which is adapted for transferring data be-
tween at least one of said transport protocol stacks and
the wireless connection. Usually, the various protocol
stacks within the system are developed according to dif-
ferent standards that have been specified by different
standard bodies. Furthermore, the transport protocol
stacks (like e.g. UDP/IP or TCP/IP) and the transmission
protocol stack (as e.g. a GPRS stack) are often supplied
by different companies. Therefore, these protocol
stacks are not very well adjusted to each other. To some
extent, it is possible to adapt the respective protocol
stacks to the needs of the user, though. The protocol
stacks might comprise arbitrary parameters that can be
defined by the user. By adjusting these settings, itis pos-
sible to improve the interaction between the transport
protocol stacks and the transmission protocol stack,
whereby the interactions induced by the controller mod-
ule are not limited by the commonly used layered ap-
proach. The control exerted by the controller module
might cover layers from the applications down to the
physical layer.

[0013] Preferably, the transport protocols comprise at
least one of the protocols WAP, TCP, WTCP, UDP, UDP
lite, RTP/RTCP. According to a preferred embodiment
of the invention, said transmission protocol stack is a
stack for at least one of: GPRS/GSM, GPRS/EDGE,
CDMA, UMTS, wireless LAN, Bluetooth. Further prefer-
ably, the transmission protocol stack comprises at least
one of a SNDCP, LLC, RLC, MAC, L1 layer.

[0014] Preferably, the mobile device comprises a col-
lector module adapted for collecting at least one of said
actual parameters within the mobile device that indicate
the actual state of the data flow. This module is respon-
sible for gathering parameters from all parts of the mo-
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bile device, e.g. from the protocol stacks, from the mo-
bility/radio resource management, from the applica-
tions, etc. In case any system components are modified,
the collector module will have to be adapted as well, but
all the other modules of the quality-of-service manage-
ment system (e.g. the controller module) don't have to
be modified, because they receive data from the collec-
tor module.

[0015] Further preferably, the mobile device compris-
es a state predictor module adapted for deriving, from
at least one of said actual parameters, predicted param-
eters within the mobile device that indicate a future state
of the data flow. This provides an opportunity to look
ahead and anticipate the future behaviour of the system.
The data flow can be smoothly adapted to the future
properties. In particular, it is useful to know in advance
that a cell reselection will occur.

[0016] Preferably, said state predictor module pro-
vides predictions for at least one of round trip time,
throughput, coding scheme, bit error rate, and cell rese-
lections. For different kinds of data traffic, different kinds
of predictions might be used. For example, for an appli-
cation such as Video, predictions related to throughput
might be considered more important than predictions
that relate to the bit error rate, because for this kind of
traffic, the bit error rate might not be considered as being
important. The controller module might therefore con-
sider the predictions in accordance with the respective
type of data traffic.

[0017] According to a preferred embodiment of the in-
vention, the mobile device comprises at least one pro-
tocol optimiser module adapted for accessing the pa-
rameters of corresponding transport protocol stacks,
preferably in accordance with control settings provided
by the controller module. The transport protocol stacks
might offer a possibility for adapting their configurations
to the quality-of-service requirements of applications
that use the respective transport protocol. The corre-
sponding protocol optimiser module will then optimise
the configuration of the transport protocol stack. There
might exist arbitrary parameters of the transport protocol
stack that may be modified by the protocol optimisers in
accordance with the respective needs. By doing this, it
is possible to optimise overall data flow and throughput.
[0018] According to another preferred embodiment of
the invention, the mobile device comprises a stack man-
ager module adapted for accessing the settings of the
transmission protocol stack, preferably in accordance
with control settings provided by the controller module.
Transmission protocol stacks provide a variety of fea-
tures that can be adapted dynamically to the require-
ments of the kind of data stream that is actually trans-
mitted, in particular to the requirements related to relia-
bility, priority, delay and required bandwidth of the data
traffic. For example, the transmission protocol stack
might e.g. provide different options concerning the
transmission mode. For a real-time application, an un-
acknowledged mode might be more suitable than an ac-
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knowledged mode. Besides that, the transmission pro-
tocol stack might e.g. comprise buffers that can be used
for optimising the data flow. Though a transmission pro-
tocol stack of the GPRS type is used in most mobile de-
vices today, the presentapplication also relates to future
transmission protocol stacks. Future transmission pro-
tocol stacks will most likely also comprise possibilities
for adjusting the transmission properties to the quality-
of-service requirements.

[0019] Preferably, said stack manager module is
adapted for at least one of: modifying the timing of a cell
reselection, interacting with the RLC layer of the trans-
mission protocol stack, indicating to the transmission
protocol stack that a certain quality-of-service class is
required, managing PDP contexts of the transmission
protocol stack in accordance with quality-of-service re-
quirements, setting or modifying GGSN filter rules.
[0020] According to a preferred embodiment of the in-
vention, the mobile device might comprise a quality-of-
service packet processor module adapted for at least
one of monitoring and modifying the data flow between
said at least one transport protocol stack and the trans-
mission protocol stack. The quality-of-service packet
processor module keeps track of the different kinds of
data traffic that are forwarded to the transmission pro-
tocol stack. The information obtained by monitoring the
data traffic might be used for drawing up statistics, and
said statistics might be helpful for determining future
system settings. Besides that, the quality-of-service
packet processor module might be used for actively con-
trolling and modifying the data flow. Instead of passing
all the data packets to the transmission protocol stack,
the quality-of-service packet processor module might
delete or buffer some of the data packets. Additionally,
the quality-of-service packet processor module mighte.
g. fragment arriving data packets.

[0021] Preferably, said quality-of-service packet proc-
essor module is adapted for buffering data packets in
order to optimise the data flow. For example, it might be
advantageous to buffer data packets of a background
application during the transmission of a real-time data
stream. Thus, the requirements of different kinds of data
traffic, and in particular the requirements of real-time
traffic can be fulfilled while data packets of other appli-
cations do not necessarily get lost.

[0022] According to another preferred embodiment of
the invention, the mobile device comprises a RLC man-
ager module adapted for accessing the RLC layer. Usu-
ally, the RLC layer of a GPRS transmission stack com-
prises a RLC buffer adapted for buffering data packets.
The fill level of said RLC buffer is an important param-
eter that can be used for optimising data traffic within
the transmission protocol stack.

[0023] Preferably, said RLC manager module estab-
lishes a feedback channel to the quality-of-service pack-
et processor module in order to provide the quality-of-
service packet processor module with information about
the RLC layer. Based on this information, the quality-of-

10

15

20

25

30

35

40

45

50

55

service packet processor module can decide whether
further data packets are forwarded to the transmission
protocol stack, or whether said data packets have to be
buffered, or even deleted. By means of said feedback
channel, a kind of closed-loop control circuit for control-
ling the data flow is established. Congestion of the trans-
mission protocol stack is avoided.

[0024] Preferably, the mobile device comprises an ap-
plication manager module adapted for collecting infor-
mation about the applications and their respective qual-
ity-of-service requirements. Said application manager
module is responsible for collecting data from said ap-
plications. In case the set of applications is modified, the
application manager module might have to be modified
as well, but the other modules do not necessarily have
to be changed.

[0025] Further preferably, the mobile device compris-
es a protocol manager module adapted for initialising
said protocol optimisers in accordance with at least one
of: the required transport protocols and the quality-of-
service requirements of the applications. The protocol
manager module is informed about the applications and
their data traffic. In case the transmission of a new kind
of data traffic is started, the protocol manager module
might reinitialise the corresponding protocol optimisers.
[0026] The modules according to embodiments of the
present invention can be partly or entirely embodied or
supported by suitable software, which can be stored on
or otherwise provided by any kind of data carrier, and
which might be executed in or by any suitable data
processing unit.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] Other objects and many of the attendant ad-
vantages of the present invention will be readily appre-
ciated and become better understood by reference to
the following detailed description when considering in
connection with the accompanied drawings.

Fig. 1 shows the set-up of a mobile device; and

Fig. 2 depicts the set-up of a mobile device compris-
ing a QoS management system.

DETAILED DESCRIPTION OF EMBODIMENTS OF
THE INVENTION

[0028] Fig. 1 gives an overview of the data flow in a
mobile device. The mobile device comprises a plurality
of applications 1 that exchange data packets of different
transport protocols 2 with a transmission protocol stack
3. The applications 1 might comprise applications such
as mail 4, games 5, Video 6, Push2talk 7, JVM (Java
Virtual Machine), IM (Instant Messaging), MMS (Multi-
media Messaging Service). Applications like mail 4 or
JVM generate data that has to be transmitted securely.
For this kind of data, transport protocols like e.g. TCP/
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IP (Transmission Control Protocol/Internet Protocol)
and WTCP/IP (Wireless TCP) are well-suited. Other ap-
plications like e.g. Video 6 or Push2talk 7 generate real-
time data streams according to the standards RTP (Re-
al-Time Transport Protocol) and RTCP (Real-Time
Transport Control Protocol). Games 5 might generate
real-time data streams. Usually, the protocol UDP/IP
(User Datagram Protocol/Internet Protocol) is employed
for the transport of real-time data streams, because
UDP/IP allows for afast transmission ("Fire and Forget")
that is not impaired by security features and error han-
dling. For the transport of data that is provided by appli-
cations such as JVM, IM or MMS, the transport protocol
WAP (Wireless Application Protocol) 8 is used. As can
be seen from Fig. 1, the protocol WAP 8 represents a
plurality of different protocols.

[0029] Data packets that have been generated by an
application are provided to the transmission protocol
stack 3, in order to transmit said data via a wireless con-
nection. Data that has been received via the wireless
link is routed to a corresponding transport protocol
stack. In addition to the IP-based transport protocols,
also the point-to-point protocol (PPP) might be utilized,
e.g. for exchanging date with a PDA (Personal Digital
Assistant) 9 that is connected to the mobile device.
[0030] The transmission protocol stack 3 might e.g.
be a GPRS/GSM stack or a GPRS/EDGE stack. In the
future, other transmission protocol stacks that relate to
future transmission protocols might be employed.
[0031] In the lower part of Fig. 1, layers of a transmis-
sion protocol stack of the GPRS type are shown. The
uppermost layer of said stack is the SNDCP (Sub-Net-
work Dependent Convergence Protocol). The subse-
quent layer, the LLC (Logical Link Control) is responsi-
ble for segmenting IP-packets into data blocks that are
forwarded to the RLC (Radio Link Control). The RLC
comprises a RLC buffer 10 adapted for storing said data
blocks until they are transmitted. For the transmission
of the data packets via the wireless link, either an ac-
knowledged mode or an unacknowledged mode may be
used. The data packets are provided to the MAC (Me-
dium Access Control) and to the physical layer L1, which
is the lowest layer of the GPRS/GSM/EDGE stack. The
physical layer L1 provides data to and receives data
from a modulation unit. The physical layer L1 is connect-
ed with the Radio Resource Management 11. The Radio
Resource Management 11 is responsible for monitoring
and adjusting the available bandwidth of the wireless
connection.

[0032] In Fig. 2, the structure of a QoS management
system according to embodiments of the present inven-
tion is shown. The QoS management system is a col-
lection of different modules and has to be seen as a ba-
sis for further architectural designs. Due to the modular
approach, it can be adapted easily to different needs of
various systems and/or customers. The QoS manage-
ment system might e.g. fulfill the tasks of optimising the
data flow within the mobile device in accordance with
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the QoS (Quality of Service) requirements of the appli-
cations, and in accordance with the behavior of the net-
work and the air link, whereby dynamic methods and
predictive flow control (PFC) are utilized. The QoS man-
agement system controls and coordinates the QoS re-
lated settings within the mobile device.

[0033] The QoS management system shown in Fig. 2
comprises an application manager 12, a protocol man-
ager 13, a set of protocol optimisers 14-18, a main con-
troller 19, a QoS packet processor 20, a stack manager
21, a RLC manager 22, a collector 23 and a state pre-
dictor 24. It has to be pointed out that a QoS manage-
ment system according to an embodiment of the present
invention doesn't have to comprise every single one of
said modules. A QoS management system according to
an embodiment of the present invention might as well
comprise a subset of the above-mentioned modules. In
the following, the functionality and the interplay of said
modules will be described in more detail.

[0034] The application manager 12 keeps track of the
various applications that are implemented on the mobile
device, and of the QoS requirements of said applica-
tions. In the example of Fig. 2, the mobile device com-
prises the applications mail 25, games 26, Video 27,
Push2talk 28, JVM, IM, and MMS. It has to be pointed
out that besides the above-mentioned applications, the
mobile device might comprise further applications that
are not aware of the application manager 12.

[0035] During the QoS assignment 29, the application
manager 12 is informed about the respective QoS re-
quirements of the various applications. The protocol
manager 13, which is initialised (30) by the application
manager 12, is also informed about the applications and
their QoS requirements. In case the system set-up is
changed, a re-initialisation of the application manager
12 might either be induced by the applications or by the
main controller 19.

[0036] QoS classes are assigned to the various appli-
cations in order to differentiate the traffic in accordance
with the needs of said applications. This differentiation
might be based upon the required reliability, priority, de-
lay and the required bandwidth. In general, the respec-
tive QoS requirements are specified in terms of four ba-
sic QoS classes that have been defined by 3GPP (31d
Generation Partnership Project), though other classifi-
cations might be used as well.

Conversational class

[0037] Traffic of the conversational class is very delay
sensitive, and transfer delay and time variance between
packets must stay below a certain value so that the hu-
man perception will accept the quality of the link. For
traffic of the conversational class, it is most important
that data is delivered in time. The bit error rate (BER) of
the data traffic is not that critical. Examples for traffic of
the conversational class comprise IP telephony and vid-
eo telephony. In the example of Fig. 2, data traffic of the
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application Video 27 belongs to the conversational
class.

Streaming class

[0038] Traffic of the streaming class comprises one
way real-time traffic. For traffic of the streaming class, a
low transfer delay is not necessarily required, but the
delay variation of the real-time data stream should be
limited. In Fig. 2, data traffic of the application Push2talk
28 belongs to the streaming class.

Interactive class

[0039] Traffic of this class might for example emerge
from an application where a user exchanges data inter-
actively with an opposite party, which might either be
another user or a computer system. The response to a
request is generally expected within a certain time limit.
Although the transfer delay may be higher than in case
of traffic of the conversational class, the round trip time
(RTT) is a key parameter. Traffic of the interactive class
should show a low BER. Examples for this kind of traffic
comprise web browsing or Telnet. In the example of Fig.
2, data traffic of the applications IM and JVM belongs to
the interactive class.

Background class

[0040] For data traffic of the background class, low
delay or a short delivery time is not an issue, but the bit
error rate (BER) has to be low. Data traffic of this class
is usually received by a computer. Email traffic is a typ-
ical example for this kind of traffic. Accordingly, data traf-
fic of the application mail 25 in Fig. 2 belongs to the back-
ground class.

[0041] Each one of the basic QoS classes may be fur-
ther split into subclasses. For example, within the inter-
active class, Telnet traffic might be found in a different
QoS subclass than http traffic.

[0042] The applications for the mobile device may be
provided by different third-party companies. Based on
the same reference platform, a lot of different mobile ter-
minals comprising different applications might be devel-
oped. If different handsets are built that are based on
one reference design, the application manager 12 will
usually be the only instance that will have to be adapted.
All the other modules of the QoS management system
will usually not have to be modified.

[0043] The protocol manager 13 is aware of the ap-
plications and of the QoS classes that have been as-
signed to said applications. Besides that, the protocol
manager 13 has to be aware of the available set of pro-
tocol optimisers. The protocol optimisers 14-18 shown
in Fig. 2 are respectively responsible for optimising the
protocols RTP/RTCP/UDRP lite, for optimising the set of
WAP-protocols 31, and for optimising the protocols TCP,
WTCP, and UDP. The protocol manager 13 initialises
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(32) the protocol optimisers 14-18. During the initialisa-
tion, the parameters of a protocol optimiser are set in
accordance with the QoS class of the application that
utilizes the respective protocol. After the protocol opti-
misers have been initialised, they adapt their corre-
sponding protocols in accordance with the QoS class
assignment and/or the properties of the link layer. The
parameters of the corresponding transport protocol
stacks are modified in a way that the overall data flow
is optimised with respect to the applications' QoS re-
quirements.

[0044] The protocol manager 13 is also responsible
for initialising (33) the QoS packet processor 20. The
QoS packet processor 20 is informed about the proto-
cols and the protocol parameters (for example the ports)
the applications are using. After the protocol manager
13 has performed the initialisations, it transfers (34) the
control of the protocol optimisers 14-18 to the main con-
troller 19. The control of the QoS packet processor 20
is also transferred to the main controller 19. Besides
that, the protocol manager 13 is responsible for carrying
out re-initialisations of the protocol optimisers and/or of
the QoS packet processor. Said re-initialisations might
be induced by the application manager 12 and/or by the
main controller 19.

[0045] The main controller 19 is responsible for coor-
dinating the overall data flow within the mobile device.
For this purpose, the main controller 19 acquires data
from all parts of the system. First of all, the main con-
troller 19 initialises (35, 36) the stack manager 21, the
collector 23 and the state predictor 24. After said units
have been initialised, the main controller 19 receives,
via the collector 23, measured data from all parts of the
system, e.g. from the transmission protocol stack. Be-
sides that, the main controller 19 receives predicted da-
ta indicating the future system state from the state pre-
dictor 24. Based on this information, the main controller
19 decides how the parameters within the system, in
particular the QoS parameters, have to be set, whereby
the QoS requirements of the various applications are
considered. The main controller 19 controls (37) the pro-
tocol optimisers 14-18 and the QoS packet processor
20. The main controller 19 also controls (38) the stack
manager 21. All these functional units are provided with
the current set of optimised parameters. If the main con-
troller 19 becomes aware of an event like a cell reselec-
tion, it will inform the protocol optimisers, the QoS pack-
et processor and the stack manager about said event.
Thus, the data traffic can be adapted to the new situa-
tion. If it becomes necessary, the main controller will in-
duce (39) a re-initialisation of the application manager
12 and/or of the protocol manager 13.

[0046] In addition to line status control, feedback con-
trol and decision making, the main controller 19 is also
responsible for validating the decisions that have been
taken in the past. In particular, the main controller 19
has to prevent that different protocol optimisers work
against each other. In case they do, a re-initialisation of
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the protocol optimisers has to be initiated. Feedback
channels from the protocol optimisers to the main con-
troller 19 are used for collecting additional status infor-
mation on the protocol optimisation procedures.
[0047] The Mobility/Radio Resource Management 41
is responsible for the mobility management, for author-
ization, and for establishing and terminating a wireless
connection. The Mobility/Radio Resource Management
41 is also responsible for performing cell reselections,
i.e. for switching from one base station to an adjacent
base station.

[0048] The stack manager 21 is responsible for dy-
namically adapting (40) the GPRS GSM/EDGE stack
shown in Fig. 2. There exist a variety of possibilities how
the stack manager 21 can do that: It might for example
influence the Mobility/Radio Resource Management 41
in a way that a cell reselection is either initiated or de-
layed. Furthermore, it mightreset the RLC buffer 42 and/
or delete selected PDUs (Packet Data Units) in the RLC
buffer 42. It might as well exert a TBF (Temporary Block
Flow) control by using at least one of the RLC manager
22 and the Mobility/Radio Resource Management 41.
Besides that, the stack manager 21 might define and
administrate different PDP contexts for different service
classes. In this respect, it might make use of the prede-
fined GPRS QoS classes by signalling to the GPRS
stack that a certain QoS class shall be selected, either
for one or for all the PDP contexts. Furthermore, the
stack manager 21 might set the filter rules on the part
of the GGSN (Gateway GPRS Serving Note) in accord-
ance with the QoS requirements of the respective traffic.
In addition, class marks and watermarks might be set in
accordance with the QoS profile. Furthermore, by set-
ting the RLC mode, the stack manager 21 might specify
whether an acknowledged or an unacknowledged mode
shall be used for the data transmission, and how the de-
livery of defective RLC blocks shall be handled.

[0049] The state predictor 24 is responsible for pre-
dicting the future behaviour of the system parameters
or for predicting special events like for example cell re-
selections. The predictions are based on measurement
or statistics from the GPRS stack or higher layer proto-
cols that are received (43) from the collector 23. The
state predictor 24 forwards (44) its predictions to the
main controller 19. The state predictor 24 might com-
prise a multitude of different state predictor modules.
For example, the state predictor 24 might comprise a
state predictor module 45 adapted for predicting round
trip time (RTT) and throughput. Furthermore, the state
predictor 24 might comprise a state predictor module 46
adapted for predicting cell reselections. During a cell re-
selection, data transmission is interrupted for a period
of time in the order of several seconds. For this reason,
predicting cell reselections is an important task. Addi-
tionally, the state predictor 24 might comprise a state
predictor module 47 adapted for predicting the coding
scheme and the BER (Bit Error Rate), which is particu-
larly relevant for GSM CS3 (Coding Scheme 3) and CS4
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(Coding Scheme 4) and for EDGE. Additional state pre-
dictor modules for different networks or different net-
work parameters may be added to the state predictor
24. In order to incorporate new strategies, the algo-
rithms used by the state predictor modules may be up-
dated dynamically, whereby the updating may either be
controlled by the user or by a network component. The
main rules for the optimisation can either be set by the
user, by the operator, or by the network.

[0050] The collector 23 is responsible for collecting
measured data from all parts of the system. For exam-
ple, the collector 23 receives RLC buffer information 48
from the RLC layer, radio resource management infor-
mation 49 from the Mobility/Radio Resource Manage-
ment 41, status information 50 from the QoS packet
processor 20, bit error rates 51 from the layer L1, as well
as the used coding scheme, and feedback information
52 from the RTP/RTCP, UDP lite protocol stack. The col-
lector 23 provides (43) the measured data to the state
predictor 24. Besides that, the measured data is also
provided to the main controller 19. If any one of the pro-
tocol stacks is modified, or if different versions of a pro-
tocol stack are used for different handsets, in most cas-
es only the collector 23 will have to be modified.
[0051] The protocol optimisers 14-18 adapt the prop-
erties of their corresponding protocol stacks in accord-
ance with the measured or predicted properties of the
link layer, and in accordance with the desired QoS class
of a corresponding application, whereby the respective
settings for the protocol stacks are provided (37) by the
main controller 19. Protocol optimisers may control third
party protocol stacks (as e.g. the WAP stack) as well as
protocol stacks developed by the applicant (as e.g. RTP/
RTCP/UDRP lite). For some of the applications, a direct
control channel between the application and the corre-
sponding protocol optimiser might be required. For ex-
ample, the applications Video 27 and Push2talk 28 need
a direct link 53 to the UDP lite protocol optimiser 14. In
addition to the optimisation of transport protocols, an op-
timisation of built-in protocols (games) or modules
(voice or video codec) might be desired for some of the
applications. For this purpose, the application itself
might request measurements and predictions from the
application manager 12 that are delivered (54) by the
main controller 19.

[0052] The RLC manager 22 is an entity provided by
the applicant that is part of the QoS management sys-
tem. The RLC manager 22 may set various parameters
of the RLC, delete RLC blocks or reorder RLC blocks.
In addition to the feedback channel from the RLC man-
ager 22 to the stack manager 21, there exists a further
feedback channel 55 from the RLC manager 22 to the
QoS packet processor 20. By using this feedback chan-
nel 55, the QoS packet processor 20 may quickly access
the RLC buffer status information in order to decide
whether to hold back more packets or to deliver the next
packets to the lower layers.

[0053] The QoS packet processor 20 provides for an
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additional adaptation of the data flow within the system.
It is especially useful if more than one application is run-
ning at the same time (for example mail 25 and a real-
time application such as Video 27) and/or if a PDA 56
or a laptop uses the handset as a modem while appli-
cations are running. It has to be avoided that the packet
flow of a real-time application is slowed down by the
packets of a typical background application such as
mail. In this example, if the mail packets slow down
throughput of the video packets, the QoS packet proc-
essor 20 will start holding back the mail packets. In ad-
dition to that, the QoS packet processor 20 is able to
monitor the packet flow. Packets from applications or
protocols that are not aware of the QoS management
system and that are therefore not optimised can be de-
tected dynamically by means of protocol type port and
service description in the header. Then, the packet flow
of the respective application can be optimised.

[0054] The QoS packet processor 20 closely cooper-
ates with the RLC manager 22. Based on the informa-
tion obtained via the feedback channel 55, the QoS
packet processor 20 decides whether to hold back the
next packets or to send them to the lower layers. If the
available bandwidth is not sufficient to transfer all the
packets and some packets have minor importance,
these packets may be dropped by the QoS packet proc-
essor 20. In this case, re-initialisation may be necessary.
Information about the packet flow is sent (57) from the
QoS packet processor 20 to the main controller 19. The
main controller 19 draws up packet flow statistics that is
used for validating the actual QoS parameters. The QoS
packet processor 20 might also be prepared for addi-
tional packet manipulation and optimising techniques,
e.g. with respect to data compression or header com-
pression. For example, it might fragment large data
packets that are e.g. issued by third party applications.
[0055] From the modules that have been described
so far, the application manager 12, the protocol manag-
er 13 and the collector 23 comprise external interfaces
that are realized by means of APIs (Application Pro-
grammer Interfaces). These well-defined interfaces
simplify the adaptation of the application manager 12,
the protocol manager 13 and the collector 23 to new ap-
plications, protocol stacks and layers. All the other in-
terfaces of the QoS management system's modules are
realized as internal interfaces. In fact, the application
manager 12, the protocol manager 13, and the collector
23 are the only modules that have to be adapted to the
respective handset and to the software running on said
handset.

[0056] In the following, several examples will be dis-
cussed in order to illustrate how the QoS management
system works. As a first example, a mail/message ap-
plication and a real-time application like Voice over IP
or Video are considered that are running at the same
time. First, the mail/message application indicates to the
application manager 12 that it intends to send and re-
ceive messages. The QoS class "background”, which
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has the lowest priority, is assigned to the mail/message
application, which will use the protocol WTCP. The ap-
plication manager 12 informs the protocol manager 13.
The protocol manager 13 initialises the WTCP protocol
optimiser 17 and the QoS packet processor 20 and
passes the control to the main controller 19. The main
controller 19 initialises the stack manager 21, the col-
lector 23 and the state predictor 24. The state predictor
module 46 adapted for predicting cell reselections is
started. The collector 23 starts to collect messages from
the Mobility/Radio Resource Management 41 and
sends them (43) to the state predictor module 46. The
stack manager 21 sets the right GPRS parameters and
RLC parameters in order to build up a GPRS connection
with suitable QoS settings. The mail/message applica-
tion starts to send messages. Data packets that are
queued in the QoS packet processor 20 are passed to
the RLC buffer 42 in a way that the RLC buffer 42 con-
tains an optimum amount of data.

[0057] Now, the real-time application (Video or Voice
over IP) is started. It indicates to the application man-
ager 12 that the highest QoS class "conversational”,
non-acknowledged mode is requested. It also indicates
the required bandwidth. The real-time application uses
the protocols RTP/RTCP and UDP lite. The application
manager 12 informs the protocol manager 13. The pro-
tocol manager 13 initialises the RTP/RTCP/UDP lite
protocol optimiser 14 and reinitialises the QoS packet
processor 20. Then, the control is passed to the main
controller 19. The main controller 19 re-initialises the
stack manager 21, the collector 23 and the state predic-
tor 24. The state predictor module 45 adapted for pre-
dicting roundtrip time (RTT) is started. The collector 23
starts to collect (48) RLC buffer status messages and
forwards them to the main controller 19. The stack man-
ager 21 sets the right GPRS parameters and RLC pa-
rameters. The main controller 19 starts to monitor the
bandwidth. Both applications start to send data. The re-
al-time packets are given to the lower layer directly with-
outqueuing. The WTCP packets are queued in the QoS
packet processor 20. If the allocated bandwidth is more
than required by the real-time application, the QoS
packet processor 20 will forward these packets to the
lower layers. Additionally, the data packets of the back-
ground class may be intermittently transmitted between
the data packets of the real-time data stream.

[0058] As a second example, a real-time video appli-
cation will be discussed that comprises two RTP
streams, one for the voice, and one for the pictures. The
initialisation is carried out as described above. From the
user's point of view, the voice data stream is more im-
portant than the video data stream. The user can rather
accept some missing pictures than missing or delayed
voice data. For this reason, the QoS subclass of the
voice RTP stream is higher than that of the video RTP
stream. If the allocated bandwidth is not sufficient for
transferring both streams, the RLC manager 22 will in-
form the QoS packet processor 20 via the feedback
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channel 55. In this situation, the QoS packet processor
20 will drop as many RTP packets of the video stream
as necessary to fit both streams into the allocated band-
width. The packets of the voice RTP stream are not
dropped, they are transferred as fast as possible.
[0059] As a third example, a re-initialisation of QoS
settings is carried out for a real-time Voice over IP ap-
plication. Again, the initialisation is done as described
in connection with the first example. For the Voice over
IP application, the best codec mode (highest quality, big-
gest data payload) is employed. The main controller 19
monitors the allocated bandwidth. If it can be seen that
the allocated bandwidth is not sufficient for transferring
the RTP packets in time, the main controller 19 will send
a re-initialisation command to the application manager
12. The application manager 12 informs the VolP appli-
cation about the amount of allocated bandwidth. The
VolIP application re-initialises and starts to use another
codec mode (less quality, less data payload). The pro-
tocol manager 13 re-initialises the corresponding proto-
col optimisers and passes the control back to the main
controller 19.

Claims

1. A controller module (19) for coordinating data flow
in @ mobile device that comprises at least one ap-
plication (25-28, JVM, IM, MMS) adapted for ex-
changing data with at least one protocol stack (2,
3); said protocol stacks (2, 3) being adapted for
transferring data between at least one of said appli-
cations and a wireless connection;
characterized in that

- said controller module (19) is adapted for re-
ceiving information about the respective quali-
ty-of-service requirements of at least one of
said applications, and at least one of actual pa-
rameters and predicted parameters within the
mobile device that indicate at least one of an
actual state and a future state of said data flow;
and

- said controller module (19) is adapted for de-
riving, from said inputs, control settings for the
mobile device in a way that said quality-of-serv-
ice requirements are fulfilled as far as possible.

2. The controller module of claim 1, characterized in
that said controller module (19) receives said actual
parameters from at least one of: the applications,
the protocol stacks (2, 3), the wireless connection.

3. The controller module of claim 1 or any one of the
above claims, characterized in that said actual pa-
rameters comprise at least one of: workload of at
least one of the protocol stacks, fill level of buffers,
available bandwidth, signal strength on the wireless
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link.

The controller module of claim 1 or any one of the
above claims, characterized in that said control
settings comprise control settings for at least one
of: the protocol stacks, the applications, and the
wireless connection.

The controller module mobile device of claim 1 or
any one of the above claims, characterized in that
said protocol stacks comprise:

- atleast one transport protocol stack (2) adapt-
ed for transferring data between at least one of
the applications and a transmission control
stack (3);

- the transmission protocol stack (3), which is
adapted for transferring data between at least
one of said transport protocol stacks (2) and the
wireless connection.

The controller module mobile device of claim 1 or
any one of the above claims, characterized in that
said controller module (19) is adapted for at least
one of validating whether the derived control set-
tings have been well-suited for fulfilling said quality-
of-service requirements and whether the predicted
parameters have been correct.

A mobile device comprising

- atleastone application (25-28, JVM, IM, MMS)
adapted for exchanging data with at least one
protocol stack (2, 3);

- at least one protocol stack (2, 3) adapted for
transferring data between at least one of said
applications and a wireless connection;

characterized by

- acontroller module (19) adapted for coordinat-
ing data flow in the mobile device,

- wherein said controller module (19) is adapted
for receiving information about the respective
quality-of-service requirements of at least one
of said applications, and at least one of actual
parameters and predicted parameters within
the mobile device that indicate at least one of
an actual state and a future state of said data
flow; and

- wherein said controller module (19) is adapted
for deriving, from said inputs, control settings
for the mobile device in a way that said quality-
of-service requirements are fulfilled substan-
tially in the best possible way.

The mobile device of claim 7 or any one of the above
claims, characterized in that said controller mod-
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11.
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13.

14.

15.

16.
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ule (19) receives said actual parameters from at
least one of: the applications, the protocol stacks,
the wireless connection.

The mobile device of claim 7, characterized in that
said actual parameters comprise at least one of:
workload of at least one of the protocol stacks, fill
level of buffers, available bandwidth, signal strength
on the wireless link.

The mobile device of claim 7 or any one of the above
claims, characterized in that said control settings
comprise control settings for at least one of: the pro-
tocol stacks, the applications and the wireless con-
nection.

The mobile device of claim 7 or any one of the above
claims, characterized in that said protocol stacks
comprise:

- atleast one transport protocol stack (2) adapt-
ed for transferring data between at least one of
the applications and a transmission control
stack (3);

- the transmission protocol stack (3), which is
adapted for transferring data between at least
one of said transport protocol stacks (2) and the
wireless connection.

The mobile device of claim 11, characterized in
that the transport protocols comprise at least one
of the protocols WAP, TCP, WTCP, UDP, UDP lite,
RTP/ RTCP.

The mobile device of claim 11 or any one of the
above claims, characterized in that said transmis-
sion protocol stack (3) is a stack for at least one of:
GPRS/GSM, GPRS/EDGE, CDMA, UMTS, wire-
less LAN, Bluetooth.

The mobile device of claim 11 or any one of the
above claims, characterized in that said transmis-
sion protocol stack (3) comprises at least one of a
SNDCP, LLC, RLC, MAC, L1 layer.

The mobile device of claim 7 or any one of the above
claims, characterized by a collector module (23)
adapted for collecting at least one of said actual pa-
rameters within the mobile device that indicate the
actual state of the data flow.

The mobile device of claim 7 or any one of the above
claims, characterized by a state predictor module
(24) adapted for deriving, from at least one of said
actual parameters, predicted parameters within the
mobile device that indicate a future state of the data
flow.
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The mobile device of claim 16, characterized in
that said state predictor module (24) provides pre-
dictions for at least one of: round trip time, through-
put, coding scheme, bit error rate, cell reselections.

The mobile device of claim 7 or any one of the above
claims, characterized by at least one protocol op-
timiser module (14-18) adapted for accessing the
settings of corresponding transport protocol stacks,
preferably in accordance with control settings pro-
vided by the controller module (19).

The mobile device of claim 7 or any one of the above
claims, characterized by a stack manager module
(21) adapted for accessing the settings of the trans-
mission protocol stack, preferably in accordance
with control settings provided by the controller mod-
ule (19).

The mobile device of claim 19, characterized in
that said stack manager module (21) is adapted for
at least one of:

- modifying the timing of a cell reselection;

- interacting with the RLC layer of the transmis-
sion protocol stack;

- indicating to the transmission protocol stack
that a certain quality-of-service class is re-
quired;

- managing PDP contexts of the transmission
protocol stack in accordance with quality-of-
service requirements;

- setting or modifying GGSN filter rules.

The mobile device of claim 7 or any one of the above
claims, characterized by a quality-of-service pack-
et processor module (20) adapted for at least one
of monitoring and modifying the data flow between
said at least one transport protocol stack and the
transmission protocol stack.

The mobile device of claim 21, characterized in
that said quality-of-service packet processor mod-
ule (20) is adapted for buffering data packets in or-
der to optimise the data flow.

The mobile device of claim 7 or any one of the above
claims, characterized by a RLC manager module
(22) adapted for accessing the RLC layer.

The mobile device of claim 23, characterized in
that said RLC manager module (22) establishes a
feedback channel to the quality-of-service packet
processor module (20) in order to provide the qual-
ity-of-service packet processor module (20) with in-
formation about the RLC layer.

The mobile device of claim 7 or any one of the above
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claims, characterized by an application manager
module (12) adapted for collecting information
about the applications and their respective quality-
of-service requirements.

The mobile device of claim 7 or any one of the above
claims, characterized by a protocol manager mod-
ule (13) adapted for initialising said protocol opti-
misers (14-18) in accordance with at least one of:
the required transport protocols and the quality-of-
service requirements of the applications.

A method for coordinating data flow in a mobile de-
vice, said mobile device comprising at least one ap-
plication (25-28, JVM, IM, MMS) adapted for ex-
changing data with at least one protocol stack (2,
3); said protocol stacks (2, 3) being adapted for
transferring data between at least one of said appli-
cations and awireless connection; with said method
comprising the following steps:

- collecting information about the respective
quality-of-service requirements of at least one
of said applications;

- collecting at least one of actual parameters and
predicted parameters within the mobile device
that indicate at least one of an actual state and
a future state of said data flow;

- deriving, from the collected data, control set-
tings for the mobile device in a way that said
quality-of-service requirements are fulfilled as
far as possible.

Computer program product, comprising computer
program means adapted to embody the features of
the controller module as defined in any one of
claims 1 to 6 when said computer program product
is executed on a mobile device, processing system,
digital signal processor, or the like.

Computer program product, comprising computer
program means adapted to perform the method
steps as defined in claim 27 when said computer
program product is executed on a mobile device,
processing system, digital signal processor, or the
like.
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Method for updating mobile terminal software and mobile terminal

Abstract

The invention discloses an updating method and a mobile terminal of mobile terminal software.
The method comprises the following steps: the mobile terminal software and/or tool software for
updating the mobile terminal software shake hands according to the enciphered hand-shaking
data sent by the counterpart; and under the condition of successful hand-shaking, the mobile
terminal software or tool software carries out verification for new mobile terminal software
according to pre-enciphered characterization identifiers of the mobile terminal software and
characterization identifiers of the new mobile terminal software, and determines whether to
allow updating according to verification result. Through introducing two authentications of hand-
shaking data and characterization identifiers, the method greatly eliminates possibility that the
terminal is modified by software, avoids terminal unlock and machine-locking phenomena in
relevant technology, overcomes the disadvantages of the prior unlocking and machine-locking
technology, ensures terminal safety to the utmost extent, and effectively maintains benefit of an
operator.

Technical field

The present invention relates to the communications field, and especially, relate to a kind of
update method and portable terminal of mobile terminal software.

Background technology

At present, the development in global mobile communication market is very fast, and the
competition between each operator is also very fierce.Especially in end product market, each
operator releases a series of sales promotion policies one after another in order to attract the user,
with terminal with the very big preferential user that sells, some operator even free terminal
given to the user.

But for the consideration to interests own, operator can take a series of restrictions
usually.Wherein, more common ways to restrain is exactly a control terminal, make terminal
only can use under the network of its preferential operator, the card that perhaps must insert
certain regulation just can make terminal be in spendable state, this class ways to restrain can be
called lock net or pintle hook lock usually.

Although operator can limit the use of its terminal, but lock net or pintle hook lock terminal still
can be changed by some modes by some lawless persons, make the terminal that is modified lose
lock net or locking and blocking, removed the restriction of operator, and then can or can use
terminal in other operators or other uses off the net by the card that inserts outside the regulation,
even the interface of terminal can be modified to other languages and then in the use off the net
of other languages operator, this obviously understands the grievous injury benefits of operators.
Therefore, protection lock network and card terminal how prevents that it from being changed by
software and become release terminal (that is, preventing release), prevent that the A languages
of terminal from being changed to B languages (that is, preventing the cover machine) by
software, and the protection benefits of operators just becomes an important topic.
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At present, field of mobile terminals has proposed to prevent on a small quantity that mobile
terminal device from illegally being changed the scheme of software, wherein a kind of is at the
memory area that can only carry out one-time programming, write down international mobile
equipment identification number (International Mobile Equipment Identity simultaneously,
abbreviate IMEI as) etc. the value of necessary data and PAF-ROM storage, when software
changes, these values are compared as the basic data that whether is improper change software,
whether carried out illegally altering the procedure thereby judge.This mode has problems and is:
must divide one in the terminal and can only carry out the memory block of one-time
programming or add a programmable read only memory (Programmable Read Only Memory
separately, abbreviate PROM as) chip, realization cost height, and the judgement of this mode
focuses on the result who is changed, need just be continued to use after illegally being altered
the procedure judging with further stoping by the change terminal, there is hysteresis quality, can
not be changed by software from truly preventing terminal.

At present, do not propose as yet effectively to prevent the technical scheme that terminal is
changed by software.

Summary of the invention

Consider can't prevent terminal in the correlation technique by software change problem and
make the present invention, for this reason, main purpose of the present invention is to provide a
kind of update method and portable terminal of mobile terminal software.

A kind of update method of mobile terminal software is provided according to an aspect of the
present invention.

Update method according to mobile terminal software of the present invention comprises: mobile
terminal software and/or the tool software that is used for mobile terminal software is upgraded
are shaken hands according to the cryptographic handshake data that the other side sends; Under
the case of successful of shaking hands, mobile terminal software or tool software are verified
the new software of portable terminal according to the identifier of encrypted feature in advance
and the new Characteristic of Software identifier of portable terminal of mobile terminal
software, and are determined whether to allow to upgrade according to the checking result.
Wherein, above-mentioned shaking hands specifically can comprise following processing: the
side in mobile terminal software and/or the tool software is decrypted the cryptographic
handshake data from the opposing party, and judges whether the handshake data after the
deciphering is identical with default handshake data; In judged result is under the situation that is,
mobile terminal software is determined to shake hands successfully, otherwise the failure of
shaking hands.

On the one hand, under the case of successful that determines whether to shake hands by mobile
terminal software, the processing of shaking hands specifically comprises: mobile terminal
software utilizes pre-defined algorithm that predefined parameter is calculated predetermined
handshake data, and receives from the handshake data after the encryption of tool software;
Mobile terminal software is to being decrypted from the handshake data after the encryption of
tool software, and the handshake data after will deciphering and predetermined handshake data
compare.

On the other hand, under the case of successful that determines whether to shake hands by
mobile terminal software, the processing of shaking hands specifically comprises: mobile
terminal software utilizes pre-defined algorithm that predefined parameter is calculated
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predetermined handshake data, and receives the special parameter of being encrypted
transmission by tool software as handshake data; Mobile terminal software obtains special
parameter to being decrypted from the handshake data after the encryption of tool software, and
according to pre-defined algorithm special parameter is calculated, and will the result of
calculation and the predetermined handshake data of special parameter be compared.

In addition, the processing that the new software of portable terminal is verified of mobile
terminal software or tool software specifically can comprise: mobile terminal software or tool
software are decrypted the identifier of encrypted feature in advance of mobile terminal software;
Mobile terminal software or tool software compare the characteristic identifier and the new
Characteristic of Software identifier of portable terminal of the mobile terminal software of
deciphering; Under the characteristic identifier of the mobile terminal software situation identical,
determine that the new software of portable terminal is by checking with the new Characteristic
of Software identifier of portable terminal; Under the characteristic identifier of mobile terminal
software and the new Characteristic of Software identifier of portable terminal situation
inequality, determine that the new software of portable terminal is by checking.

Wherein, the result determines whether that the processing that allows to upgrade specifically
can comprise according to checking: under the situation of the new software of portable terminal
by checking, tool software utilizes portable terminal latest software update mobile terminal
software; Do not pass through under the situation of checking at the new software of portable
terminal, stop to upgrade and handle.

Preferably, the new Characteristic of Software identifier of the characteristic identifier of mobile
terminal software and portable terminal can comprise following one of at least: operator's sign,
locking network and card sign, languages sign.

According to a further aspect in the invention, provide a kind of portable terminal.

Portable terminal according to the present invention comprises: the handshake data module, be
used to generate handshake data, according to determining from the handshake data of tool
software and the handshake data of generation whether mobile terminal software and tool
software shake hands successfully, and will determine that the result returns to tool software;
The characteristic identifier module is used to store the predetermined characteristic identifier
through encrypting, and uses the characteristic identifier of storage that the new software of
portable terminal that upgrades mobile terminal software is verified for mobile terminal software
or tool software; Encrypting module is used for handshake data and unencrypted characteristic
identifier that the handshake data module generates are encrypted; The communication command
module, the handshake data that is used for encrypting through encrypting module is sent to tool
software, and receives from the handshake data after the encryption of tool software.

Wherein, the handshake data module is used for and will compares from the handshake data of
tool software and the handshake data of generation, under the situation identical with the
handshake data of generation, determine to shake hands successfully the failure of under the
situation inequality, determining to shake hands from the handshake data of the handshake data
of tool software and generation from the handshake data of tool software.

Preferably, the new Characteristic of Software identifier of the characteristic identifier of mobile
terminal software and portable terminal comprise following one of at least: operator's sign,
locking network and card sign, languages sign.

By means of technique scheme of the present invention, by introducing the double probate of
handshake data and characteristic identifier, greatly eliminated terminal by the possibility of
software modification, terminal release that occurs in the correlation technique and the
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phenomenon of overlapping machine have been avoided, overcome the existing deficiency that
prevents on release and the cover machine technology, guarantee the fail safe of terminal to
greatest extent, effectively safeguarded benefits of operators.

Description of drawings

Accompanying drawing described herein is used to provide further understanding of the present
invention, constitutes the application's a part, and illustrative examples of the present invention
and explanation thereof are used to explain the present invention, do not constitute improper
qualification of the present invention.In the accompanying drawings:

Fig. 1 is the flow chart according to the update method of the mobile terminal software of the
inventive method embodiment;

Fig. 2 is the flow chart according to the processing example of the update method of the mobile
terminal software of the inventive method embodiment;

Fig. 3 is the portable terminal block diagram according to apparatus of the present invention
embodiment.

Embodiment
Functional overview

The problem of being changed by software easily at terminal in the correlation technique; the
present invention is directed to the software change needs through data wire; the characteristics
of the data wire that the data-interface that portable terminal is built-in and this interface connect;
carrying out one-way/two-way by implementation tool software (being used to carry out the
software of renewal) and mobile terminal software (software to be updated) shakes hands; and
mobile terminal software is to the checking of the new software of portable terminal (software
that need replace mobile terminal software); from illegal change procedure rather than the result
of illegal change eliminated that mobile terminal software illegally upgraded may, thereby can
protect portable terminal in nondestructive mode to greatest extent.

Method embodiment

In the present embodiment, provide a kind of update method of mobile terminal software, be
used to prevent that the mobile terminal software of portable terminal from illegally being
upgraded.

As shown in Figure 1, the update method according to the mobile terminal software of present
embodiment comprises:

Step S102, mobile terminal software and/or the tool software that is used for mobile terminal
software is upgraded are shaken hands according to the handshake data of the encryption of the
other side's transmission, that is to say that the handshake data of the encryption that mobile
terminal software and a root that is used for tool software that mobile terminal software is
upgraded send according to the opposing party is carried out both sides unidirectionally shakes
hands or carry out both sides’ two-way handshake by the handshake data of mutual transmission
encryption separately;

Step S104, under the case of successful of shaking hands, (this characteristic identifier can be an
identified group according to the identifier of encrypted feature in advance of mobile terminal
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software for mobile terminal software or tool software, its composition is independent
assortment and adjustment according to the actual requirements, for example, can comprise
operator's sign, the locking network and card sign, with or its combination in the languages sign,
also may further include information such as version number) with the new Characteristic of
Software identifier of portable terminal that needs to upgrade mobile terminal software the new
software of portable terminal is verified, and according to verifying that the result determines
whether to allow to upgrade, that is, determine whether to allow to utilize portable terminal latest
software update mobile terminal software.

Wherein, in step S102, carry out unidirectional shake hands or the processing of two-way
handshake specifically comprises: no matter be unidirectional shaking hands or two-way
handshake, side in mobile terminal software and the tool software all needs the handshake data
from the opposing party's encryption is decrypted, and judges that the handshake data after the
deciphering is whether identical with predetermined handshake data; In judged result is under the
situation that is, determine to shake hands successfully, otherwise the failure of shaking hands.
And in step S102, handshake data can be that mobile terminal software generates at random
according to some information, and mobile terminal software and legal tool software are all
known the content of handshake data.By introducing handshake data, guaranteed that illegal tool
software can't the carrying out shake communication success; Simultaneously, by handshake
data is encrypted, guaranteed and to have listened to correct handshake data from transmission
package.Encryption method to handshake data can adopt mobile terminal software and tool
software to consult the same set of cryptographic algorithm of sharing.

And, carrying out under the unidirectional situation of shaking hands, the handshake data of
encrypting can send command transfer to mobile terminal software as master control side by tool
software, receive handshake data and deciphering as recipient's mobile terminal software after,
calculate relatively with the handshake data of self solidifying; The handshake data of encrypting
also can be crossed certain command response bag as the master control square tube by mobile
terminal software and be transferred to tool software, receive handshake data and deciphering as
recipient’s tool software after, the handshake data of solidifying with self is calculated
relatively.Preferably, no matter handshake data in mobile terminal software or in the tool
software, all is set to read only attribute, can not rewrite this handshake data by any external
mode.

In above-mentioned processing, handshake data can be to calculate according to predefined
parameter (for example, the terminal serial number that mobile terminal software and tool
software can both be known etc.), also parameter directly can be carried out encrypted
transmission as handshake data.Usually, these predefined parameters can be kept in tool software
and/or the mobile terminal software.The initiator who shakes hands can be in end software and
the tool software either party.

But, preferably, final result can be judged that being placed on the mobile terminal software side
carries out, skip the determining step of the success of shaking hands to avoid some pirate
instruments, further guarantee the fail safe of upgrading.

In the end side success judgment mode of shaking hands can be a kind of in the following mode:
{mode one) mobile terminal software utilizes pre-defined algorithm that predefined parameter is
calculated predetermined handshake data, and receives from the handshake data after the
encryption of tool software; Mobile terminal software is to being decrypted from the handshake
data after the encryption of tool software, and the handshake data after will deciphering and
predetermined handshake data compare.
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(mode two) mobile terminal software utilizes pre-defined algorithm that predefined parameter is
calculated predetermined handshake data, and receives the special parameter of being encrypted
transmission by tool software as handshake data; Mobile terminal software obtains special
parameter to being decrypted from the handshake data after the encryption of tool software, and
according to pre-defined algorithm special parameter is calculated, and will the result of
calculation and the predetermined handshake data of special parameter be compared.

Should be noted that in aforesaid way two, special parameter as handshake data, and will be
placed on end side and carry out to the processing of the calculating of special parameter.

In addition, in step S104, the processing that mobile terminal software or tool software are
verified the new software of portable terminal specifically comprises: mobile terminal software
or tool software are decrypted the identifier of encrypted feature in advance of mobile terminal
software; Mobile terminal software or tool software compare the characteristic identifier and the
new Characteristic of Software identifier of portable terminal of the mobile terminal software of
deciphering; Under the characteristic identifier of the mobile terminal software situation identical
with the new Characteristic of Software identifier of portable terminal, determine the new
software of portable terminal by checking, allow to upgrade; Under the characteristic identifier
of mobile terminal software and the new Characteristic of Software identifier of portable
terminal situation inequality, determine the new software of portable terminal by checking, and
stop to upgrade handling process.

Wherein, under by the tool software situation that new software is verified to portable terminal,
tool software need send the order of the characteristic identifier of obtaining mobile terminal
software to mobile terminal software, and, its characteristic identifier is sent in the process of
tool software at mobile terminal software, can carry out encrypted transmission to characteristic
identifier, and then strengthen the fail safe of renewal process.

On the other hand, under by the mobile terminal software situation that new software is verified
to portable terminal, need to receive the new Characteristic of Software identifier of portable
terminal from tool software, and can carry out encrypted transmission to the new Characteristic
of Software identifier of portable terminal, and then strengthen the fail safe of renewal process.
Situation about will verify the new software of portable terminal with tool software is that
example is described below.

As shown in Figure 2, in the middle of practical application, under by the tool software situation
that new software is verified to portable terminal, specifically can comprise following processing
according to the update method of the mobile terminal software of present embodiment:

Be connected by data wire between the step 201, personal computer (Personal Computer
abbreviates PC as) that can running tool software and terminal, and the beginning
communication;

Step 202, the handshake data that terminal self software and tool software transmission were
encrypted;

Step 203 judges whether to shake hands successfully; Wherein, under unidirectional situation of
shaking hands, if tool software is the handshake data that encryption is sent out by master control
side in the step 202, then do whether right judgement work of handshake data by mobile terminal
software, judged result is encrypted and return to tool software by the command response bag; If
mobile terminal software is the handshake data that encryption is sent out by master control side
in the step 202, then does whether right judgement work of handshake data, and return the
judged result of encryption by tool software; If two-way handshake, then both sides need all to
judge whether the other side's handshake data is correct, and return the judged result of
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encryption to the other side; (step 202 and step 203 are corresponding to above-mentioned steps
S5102)

Step 204 according to the judged result in the step 203, can determine whether to shake hands
successfully, if if determine to shake hands unsuccessful, the tool software process ends; If shake
hands successfully, then tool software sends special command to mobile terminal software, to
obtain mobile terminal software through the encrypted feature identifier, this special command is
by consulting with ad hoc base between tool software and the mobile terminal software, the
cryptographic algorithm of characteristic identifier can be decided by mobile terminal software
and common negotiation of tool software, and the algorithm that characteristic identifier is
encrypted can be identical with the algorithm that handshake data is encrypted, the encrypted
transmission of characteristic identifier has guaranteed that True Data is not listened in
transmission course, further strengthen the protection to terminal security;

Step 205 judges whether the characteristic identifier in characteristic identifier deciphering back
that gets access to and the mobile terminal software (that is the new software of above-
mentioned portable terminal) that will upgrade is in full accord; (step 204 and step 205 are
corresponding to above-mentioned steps S104)

Step 206 is if the comparative result in the step 205 is unanimity then can begins mobile terminal
software and upgrade (renewal process can be that tool software utilizes the new software of
portable terminal to change mobile terminal software), otherwise process ends.

Device embodiment

In the present embodiment, provide a kind of portable terminal, this terminal can prevent that the
terminal software on it from illegally being upgraded.

As shown in Figure 3, the portable terminal according to present embodiment comprises:
Handshake data module 10, be used to generate handshake data, read handshake data, according
to determining from the handshake data of tool software and the handshake data of generation
whether mobile terminal software and tool software shake hands successfully, and will determine
that the result returns to tool software from tool software;

Characteristic identifier module 20 is used to store the predetermined characteristic identifier
through encrypting, and uses the characteristic identifier of storage that the new software of
portable terminal of changing mobile terminal software is verified for mobile terminal software
or tool software;

Encrypting module (also can be called enciphering algorithm module) 30, be used for handshake
data and unencrypted characteristic identifier that handshake data module 10 generates are
encrypted, prevent to listen in the communication process handshake data of transmission and
the characteristic identifier of mobile terminal software;

Communication command module 40, be used for and be sent to tool software through the
handshake data that encrypting module 30 is encrypted, and receive from the handshake data
after the encryption of tool software, and can also be used for the characteristic identifier of
mobile terminal software being encoded and organizing bag, and transmit.Preferably, when
enforcement is of the present invention, can order and other generic command of the
transmission of communication command module is separated from each other, can further
guarantee the fail safe of terminal like this.

Wherein, handshake data module 10 can will compare from the handshake data of tool software
and the handshake data of generation, under the situation identical with the handshake data of
generation, determine to shake hands successfully from the handshake data of tool software,
otherwise the failure of determining to shake hands.Here, the handshake data of generation can
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be the handshake data that calculates according to predefined parameter (for example, sequence
number of terminal etc.), it also can be the predefined parameter that extracts, and when shaking
hands, concrete processing procedure can be with reference to the processing described in above-
mentioned mode one and the mode two.

The handshake data that 30 pairs of handshake data modules of encrypting module 10 generate
carries out method of encrypting and the unencrypted characteristic identifier is carried out
method of encrypting can be the same or different.

Preferably, characteristic identifier be following one of at least: operator's sign, locking network
and card sign, langunages sign.Here said characteristic identifier can be an identified group, and
its composition can be adjusted and change according to actual needs, enumerates no longer one
by one here.

As can be seen, in technical scheme of the present invention, the cryptographic algorithm that all
has a cover to consult in terminal self software and the tool software, when carrying out the
mobile terminal software replacing by data wire, can only change the locking network and card
software of this operator and the mobile terminal software of this operator languages, the illegal
software that has effectively prevented terminal upgrades, and has guaranteed the safety of
terminal.

In sum, the present invention is by introducing the double probate of handshake data and
characteristic identifier, greatly eliminated terminal by the possibility of software modification,
terminal release that occurs in the correlation technique and the phenomenon of overlapping
machine have been avoided, overcome the existing deficiency that prevents on release and the
cover machine technology, guarantee the fail safe of terminal to greatest extent, effectively
safeguarded benefits of operators; In addition, therefore the present invention realizes simple and
reliable only by increasing the safety assurance that a small amount of processing just can realize.
The above is the preferred embodiments of the present invention only, is not limited to the
present invention, and for a person skilled in the art, the present invention can have various
changes and variation. Within the spirit and principles in the present invention all, any
modification of being done, be equal to replacement, improvement etc., all should be included
within protection scope of the present invention.

Claims (10)

Hide Dependent

1. the update method of a mobile terminal software is characterized in that, described method
comprises:

Described mobile terminal software and/or the tool software that is used for described mobile
terminal software is upgraded are shaken hands according to the cryptographic handshake data
that the other side sends;

Under the case of successful of shaking hands, described mobile terminal software or described
tool software are verified the new software of described portable terminal according to the
identifier of encrypted feature in advance and the new Characteristic of Software identifier of
portable terminal of described mobile terminal software, and are determined whether to allow to
upgrade according to the checking result.
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2. the update method of mobile terminal software according to claim 1 is characterized in that,
described shaking hands specifically comprises:

Side in described mobile terminal software and/or the described tool software is decrypted the
cryptographic handshake data from the opposing party, and judges whether the handshake data
after the deciphering is identical with default handshake data;

In judged result is under the situation that is, described mobile terminal software is determined to
shake hands successfully, otherwise the failure of shaking hands.

3. the update method of mobile terminal software according to claim 2 is characterized in that,
under the case of successful that determined whether to shake hands by described mobile
terminal software, the processing of shaking hands specifically comprises:

Described mobile terminal software utilizes pre-defined algorithm that predefined parameter is
calculated described predetermined handshake data, and receives from the handshake data after
the encryption of described tool software;

Described mobile terminal software is to being decrypted from the described handshake data
after the encryption of described tool software, and the described handshake data after will
deciphering and described predetermined handshake data compare.

4. the update method of mobile terminal software according to claim 2 is characterized in that,
under the case of successful that determined whether to shake hands by described mobile
terminal software, the processing of shaking hands specifically comprises:

Described mobile terminal software utilizes pre-defined algorithm that predefined parameter is
calculated described predetermined handshake data, and receives the special parameter of being
encrypted transmission by described tool software as handshake data;

Described mobile terminal software obtains described special parameter to being decrypted from
the described handshake data after the encryption of described tool software, and described
special parameter is calculated, and will the result of calculation and the described predetermined
handshake data of described special parameter be compared according to described pre-defined
algorithm.

5. the update method of mobile terminal software according to claim 1 is characterized in that,
the processing that described mobile terminal software or described tool software are verified the
new software of described portable terminal specifically comprises:

Described mobile terminal software or described tool software are decrypted the described
characteristic identifier of encrypting in advance of described mobile terminal software;

The new Characteristic of Software identifier of the characteristic identifier of the described
mobile terminal software that described mobile terminal software or described tool software will
be deciphered and described portable terminal compares;

Under the characteristic identifier of the described mobile terminal software situation identical,
determine that the new software of described portable terminal is by checking with the new
Characteristic of Software identifier of described portable terminal;

Under the characteristic identifier of described mobile terminal software and the new
Characteristic of Software identifier of described portable terminal situation inequality,
determine that the new software of described portable terminal is by checking.

6. the update method of mobile terminal software according to claim 5 is characterized in that,
and is described according to verifying that the result determines whether that the processing that
allows to upgrade specifically comprises:
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Under the situation of the new software of described portable terminal by checking, described
tool software utilizes the described mobile terminal software of described portable terminal latest
software update;

Do not pass through under the situation of checking at the new software of described portable
terminal, stop to upgrade and handle.

7. according to the update method of each described mobile terminal software in the claim 1 to 6,
it is characterized in that, the new Characteristic of Software identifier of the characteristic
identifier of described mobile terminal software and described portable terminal comprise
following one of at least: operator's sign, locking network and card sign, languages sign.

8. a portable terminal is characterized in that, described portable terminal comprises:

The handshake data module is used to generate handshake data, according to determining from
the handshake data of tool software and the described handshake data of generation whether
described mobile terminal software and described tool software shake hands successfully, and
will determine that the result returns to described tool software;

The characteristic identifier module is used to store the predetermined characteristic identifier
through encrypting, and uses the described characteristic identifier of storage that the new
software of portable terminal that upgrades described mobile terminal software is verified for
described mobile terminal software or described tool software;

Encrypting module is used for described handshake data and the described characteristic
identifier of unencrypted that described handshake data module generates are encrypted;

The communication command module, the described handshake data that is used for encrypting
through described encrypting module is sent to described tool software, and receives from the
handshake data after the encryption of described tool software.

9. portable terminal according to claim 8, it is characterized in that, described handshake data
module is used for and will compares from the handshake data of described tool software and the
described handshake data of generation, under the situation identical with the described
handshake data of generation, determine to shake hands successfully the failure of under the
situation inequality, determining to shake hands from the described handshake data of the
handshake data of described tool software and generation from the handshake data of described
tool software.

10. according to Claim 8 or 9 described portable terminals, it is characterized in that, the new
Characteristic of Software identifier of the characteristic identifier of described mobile terminal
software and described portable terminal comprise following one of at least: operator's sign,
locking network and card sign, languages sign.
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updating the mobile terminal software perform hand-shaking
according to encrypted hand-shaking data sent by the other party
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if said hand-shaking is successful, the mobile terminal software or the
tool software carries out verification of new mobile terminal software
according to the pre-encrypted feature identifier of the mobile terminal
software and the feature identifier of the new mobile terminal software S104
necessary for updating the mobile terminal software, and determines
whether update is allowable according to the verification result
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Description
Field of the Invention

[0001] The present invention relates to the communi-
cation field, and more particularly, to a method for updat-
ing mobile terminal software and a mobile terminal.

Background of the Invention

[0002] At present, along with the rapid development of
global mobile communication market, the competitions
among various operators are also intense. Especially in
the terminal product market, operators release various
series of promotion policies one after another to attract
users, and sell terminals to users with great preferential
benefit; and some operators even give terminals to users
for free.

[0003] However, considering of theirs own benefits,
operators generally adopt a series of restrictive meas-
ures. The common restrictive manner is to restrict a ter-
minal, sothatthe terminal can only be used in the network
of the operator giving the user with preferential benefit,
or it is required to insert a specified card to enable the
terminal into the usable state. Such restrictive manner is
usually called as network-locking or card-locking.
[0004] Though operators can restrict the usage of their
terminals, it is still possible that the terminals of network-
locking or card-locking may be modified by some law-
breakers via some methods, so that the modified termi-
nals lose the function of network-locking or card-locking,
which releases the restriction of operators and makes
the terminals capable of being used by other operators
or other networks; or makes the terminals used by insert-
ing cards apart from the specified card, and it is even
possible to change the interface of the terminal to other
languages and further causes the changed terminal to
be used in the network of the operators with other lan-
guages, which obviously damages the benefits of oper-
ators seriously.

[0005] Therefore, animportantissue is how to prevent
network-locking and card-locking terminal from being
changed to an unlocked terminal by software (i.e. avoid-
ing the unlocking), and to preventlanguage A of terminals
from being changed to language B by software (i.e. avoid
modification of language), so as to protect the benefits
of operators.

[0006] At present, there are a few methods provided
in the mobile terminal field, for preventing the software
of the mobile terminal device from being modified
illegally , wherein one method is to record the value
stored in PAF-ROM and necessary data such as inter-
national mobile equipment identity (IMEI) simultaneously
in a memory area that can only be programmed once,
and with such values as the basic data, a comparison is
made to determine whether it is abnormal changed soft-
ware, when being changed by the software, so as to de-
termine whether the software is illegally changed. The
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problem of the above method is that a portion of the ter-
minal must be divided as a memory that can only be
programmed once, or a programmable read only memory
(PROM) chip must be added independently, so that the
cost of implementation is high; moreover, the determina-
tion of the above method is focused on the changed re-
sult, and it is necessary to prevent the changed terminal
from being used continuously after determining that the
software of terminal is illegally changed, which has lag
and is unable to prevent the terminal from being changed
by software in fact.

[0007] There is no effective solution provided in the
related art to solve the problem that it is impossible for
preventing the terminal from being changed by software.

Summary of the Invention

[0008] The present invention is provided to solve the
problem that it is impossible for preventing the terminal
from being changed by software in the related art; and
the major objective of the present invention is to provide
a method for updating mobile terminal software and mo-
bile terminal to solve the above problem.

[0009] To achieve the above objectives, according to
one aspect of the present invention, a method for updat-
ing mobile terminal software is provided.

[0010] The method for updating mobile terminal soft-
ware comprises the following steps:mobile terminal soft-
ware and/or tool software used for updating the mobile
terminal software performing hand-shaking according to
encrypted hand-shaking data sent by the other party; if
the hand-shaking is successful, the mobile terminal soft-
ware or the tool software carrying out verification of new
mobile terminal software according to a pre-encrypted
feature identifier of the mobile terminal software and a
feature identifier of the new mobile terminal software, and
determining whether the update is allowable according
to the verification result.

[0011] The above hand-shaking comprises the follow-
ing steps: one party of the mobile terminal software
and/or the tool software decrypting the encrypted hand-
shaking data from the other party, and determining
whether the decrypted hand-shaking data is identical to
preset hand-shaking data; if the determining resultis yes,
the mobile terminal software determining that the hand-
shaking is successful, otherwise, the mobile terminal
software determining that the hand-shaking is failed.
[0012] On the one hand, in the case of determining
whether the hand-shaking is successful by the mobile
terminal software, the processing for performing the
hand-shaking comprises: the mobile terminal software
performing the calculation on preset parameter(s) by us-
ing a preset algorithm to obtain the preset hand-shaking
data, and receiving the encrypted hand-shaking data
from the tool software; and the mobile terminal software
decrypting the encrypted hand-shaking data from the tool
software, and comparing the decrypted hand-shaking
data with the preset hand-shaking data.
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[0013] On the other hand, in the case of determining
whether the hand-shaking is successful by the mobile
terminal software, the processing for performing the
hand-shaking comprises: the mobile terminal software
performing the calculation on preset parameter(s) by us-
ing a preset algorithm to obtain the preset hand-shaking
data, and receiving the specific parameters served as
the hand-shaking data encrypted and sent by the tool
software; and the mobile terminal software decrypting
the encrypted hand-shaking data from the tool software
to obtain the specific parameters, performing the calcu-
lation on the specific parameters according to the preset
algorithm, and comparing the calculated result of the spe-
cific parameters with the preset hand-shaking data.
[0014] In addition, the processing for verifying the new
mobile terminal software by the mobile terminal software
or the tool software comprises: the mobile terminal soft-
ware or the tool software decrypting the pre-encrypted
feature identifier of the mobile terminal software; the mo-
bile terminal software or the tool software comparing the
decrypted feature identifier of the mobile terminal soft-
ware with the feature identifier of the new mobile terminal
software; if the feature identifier of the mobile terminal
software is identical to the feature identifier of the new
mobile terminal software, determining that the new mo-
bile terminal software passes the verification; and if the
feature identifier of the mobile terminal software is differ-
ent from the feature identifier of the new mobile terminal
software, determining that the new mobile terminal soft-
ware does not pass the verification.

[0015] The processing for determining whether the up-
date is allowable according to the verification result com-
prises:. if the new mobile terminal software passes the
verification, the tool software updating the mobile termi-
nal software by using the new mobile terminal software;
and if the new mobile terminal software does not pass
the verification, stopping the update processing.

[0016] Preferably, the feature identifier of the mobile
terminal software and the feature identifier of the new
mobile terminal software comprise at least one of the
following: an operator identifier, a network-locking card-
locking identifier, and a language identifier.

[0017] To achieve the above objectives, according to
another aspectofthe presentinvention, a mobile terminal
device is provided.

[0018] The mobile terminal comprises: a hand-shaking
data module, configured to generate hand-shaking data,
determine whether the hand-shaking between mobile
terminal software and tool software is successful accord-
ing to hand-shaking data from the tool software and the
generated hand-shaking data, and return the determina-
tion result to the tool software; a feature identifier module,
configured to store the encrypted preset feature identifier
which is used for the mobile terminal software or the tool
software to carry out the verification of the new mobile
terminal software for updating the mobile terminal soft-
ware; an encryption module, configured to encrypt the
hand-shaking data generated by the hand-shaking data
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module and the unencrypted feature identifier; and a
communication command module, configured to send
the hand-shaking data encrypted by the encryption mod-
ule to the tool software, and receive the encrypted hand-
shaking data from the tool software.

[0019] The hand-shaking data module is configured to
compare the hand-shaking data from the tool software
with the generated hand-shaking data, determine the
hand-shaking is successful if the hand-shaking data from
the tool software is identical to the generated hand-shak-
ing data, and determine the hand-shaking is failed if the
hand-shaking data from the tool software is different from
the generated hand-shaking data.

[0020] Preferably, the feature identifier of the mobile
terminal software and the feature identifier of the new
mobile terminal software comprise at least one of the
following: an operator identifier, a network-locking card-
locking identifier, and a language identifier.

[0021] By means of the above technical solution of the
present invention, by introducing the two authentications
of both the handshaking data and the feature identifier,
this invention greatly eliminates the possibility that the
terminal may be modified by a software, avoids terminal
unlocking and modification of language in the relevant
technology, overcomes the deficiencies of the technolo-
gy of preventing such unlocking and language modifica-
tion in the prior art, ensures maximum terminal security,
and effectively protects the interests of providers.

Brief Description of the Drawings

[0022] The accompanying drawings described herein
are used for further illustrating the present invention and
constitute a part of the application. The illustrative em-
bodiments of the present invention and the description
thereof are used for further explaining the present inven-
tion and are not used for limiting unduly the protection
scope thereof, in which:

Fig. 1 is a flowchart illustrating the method for updat-
ing mobile terminal software according to method
embodiment of the present invention;

Fig. 2 is a flowchart illustrating a processing example
of the method for updating mobile terminal software
according to method embodiment of the present in-
vention;and

Fig. 3 is a block diagram illustrating the mobile ter-
minal according to device embodiment of the present
invention.

Detailed Description of the Preferred Embodiments

Function Summary

[0023] To solve the problem that the terminal can eas-
ily be changed by software in the related art, the present
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invention implements the unidirectional/bidirectional
hand-shaking of the tool software (software for perform-
ing the update) and the mobile terminal software (he soft-
ware to be updated) and the verification of the new soft-
ware of the mobile terminal (the software that will replace
the mobile terminal software) performed by the mobile
terminal software by taking into account the feature that
the changing of software needs pass through a data line,
a built-in data interface of mobile terminal and the data
line connected to the interface, so as to eliminate the
possibility of illegally updating the mobile terminal soft-
ware during the illegal changing process rather than
based on the illegally-changed result, thereby protecting
to the largest extend the mobile terminal in the nonde-
structive manner.

Method Embodiment

[0024] In accordance with the embodiment of the
present invention, a method for updating mobile terminal
software is provided for preventing the mobile terminal
software of the mobile terminal from being illegally up-
dated.

[0025] Fig. 1 is a flowchart illustrating the method for
updating mobile terminal software according to method
embodiment of the present invention. As shown in fig. 1,
the method comprises the following steps S102-S104.
[0026] Step S102, mobile terminal software and/or tool
software used for updating the mobile terminal software
perform hand-shaking according to encrypted hand-
shaking data sent by the other part, that is to say, one
party ofthe mobile terminal software and the tool software
used for updating the mobile terminal software performs
an unidirectional hand-shaking of both parties according
to the encrypted hand-shaking data sent by the other
party, or the mobile terminal software and the tool soft-
ware used for updating the mobile terminal software per-
form the bidirectional hand-shaking of both parties ac-
cording to the encrypted hand-shaking data that both par-
ties send to each other

[0027] Step S104, if said hand-shaking is successful,
the mobile terminal software or the tool software carries
out verification of new mobile terminal software according
to a pre-encrypted feature identifier of the mobile terminal
software (the feature identifier may be a identification
group, of which the composition may be combined and
adjusted freely according to the practical requirement,
for example, it may include one or the combination of an
operator identifier, a network-locking card-locking iden-
tifier and a language identifier, and further include infor-
mation such as a version number) and a feature identifier
of the new mobile terminal software required for updating
the mobile terminal software, and determines whether
the update is allowable according to the verification re-
sult, i.e. determines whether it is allowable that the new
mobile terminal software is used to update the mobile
terminal software.

[0028] Instep S102, The processing for performing the
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unidirectional or bidirectional hand-shaking specifically
comprises the following steps: no matter it is unidirec-
tional hand-shaking or bidirectional hand-shaking, one
party of the mobile terminal software and the tool software
needs to decrypt the encrypted hand-shaking data from
the other party, and determines whether the decrypted
hand-shaking data are identical to the preset hand-shak-
ing data, wherein if said determining result is yes, the
hand-shaking is determined to be successful; otherwise,
the hand-shaking is determined to be failed.

[0029] Moreover, in step S102, the hand-shaking data
may be generated randomly by the mobile terminal soft-
ware according to some information; the mobile terminal
software and the legal tool software both know the con-
tent of hand-shaking data. By introducing the hand-shak-
ing data, itis guaranteed that the illegal tool software can
not implement successfully the hand-shaking communi-
cation; at the same time, by encrypting the hand-shaking
data, it is guaranteed that the correct hand-shaking data
can not be monitored from the transmission packet. The
method for encrypting the hand-shaking data may adopt
asame setofencryption algorithm negotiated and shared
by the mobile terminal software and the tool software.
[0030] Additionally, if the unidirectional hand-shaking
is performed, the encrypted hand-shaking data may be
transmitted as a command by the tool software served
as the master control side to the mobile terminal software.
After receiving and decrypting the hand-shaking data,
the mobile terminal software served as the receiving side
compares the hand-shaking data with its hand-shaking
data firmly stored (in read only memory). The encrypted
hand-shaking data may also be transmitted to the tool
software by the mobile terminal software served as the
master control side via a command response packet. Af-
ter receiving and decrypting the hand-shaking data, the
tool software served as the receiving side compares the
hand-shaking data with its hand-shaking data firmly
stored (in read only memory). Preferably, no matter the
hand-shaking data is in the mobile terminal software or
in the tool software, the hand-shaking data is set as read
only attribute, so that the hand-shaking data can not be
changed through any external manner.

[0031] Intheabove processing, the hand-shaking data
may be calculated according to the preset parameters
(for example, the terminal serial number that canbe ac-
quired by the mobile terminal software and the tool soft-
ware); and the parameters can also be directly served
as the hand-shaking data for encrypted transmission. In
general, such preset parameters may be stored in the
tool software and/or the mobile terminal software. The
initiating side of hand-shaking may be any one of the
terminal software and the tool software.

[0032] However, preferably, the final result determina-
tion may be performed at the mobile terminal software
side to prevent some pirated tools from skipping the step
for determining whether the hand-shaking is successful,
which further guarantees the security of update.

[0033] The manner for performing the hand-shaking
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success determination at the terminal side may be one
of the following manners.

[0034] (Manner 1) the mobile terminal software per-
forms calculation on preset parameters by using preset
algorithm(s) to obtain preset hand-shaking data, and re-
ceives the encrypted hand-shaking data from the tool
software; and the mobile terminal software decrypts the
encrypted hand-shaking data from the tool software, and
compares the decrypted hand-shaking data with preset
hand-shaking data.

[0035] (Manner 2) the mobile terminal software per-
forms calculation on preset parameters by using preset
algorithm(s) to obtain preset hand-shaking data, and re-
ceives the specific parameters served as the hand-shak-
ing data encrypted and sent by the tool software; the
mobile terminal software decrypts the encrypted hand-
shaking data from the tool software to obtain the specific
parameters, performs calculation on the specific param-
eters according to the preset algorithm(s), and compares
the calculation result of the specific parameters with the
preset hand-shaking data.

[0036] Itshould be noted that, in the above Manner 2,
the specific parameters are severed as the hand-shaking
data, and the processing for the calculation of the specific
parameters is performed at the terminal side.

[0037] In addition, in step 104, the processing of veri-
fying new mobile terminal software performed by the mo-
bile terminal software or tool software comprises follow-
ing steps: the mobile terminal software or the tool soft-
ware decrypts the pre-encrypted feature identifier of the
mobile terminal software; and the mobile terminal soft-
ware or the tool software compares the decrypted feature
identifier of the mobile terminal software with the feature
identifier of the new mobile terminal software wherein if
the feature identifier of the mobile terminal software is
identical to the feature identifier of the new mobile termi-
nal software, itis determined that the new mobile terminal
software passes the verification and the update is al-
lowed; and if the feature identifier of the mobile terminal
software is different from the feature identifier of the new
mobile terminal software, it is determined that the new
mobile terminal software does not pass the verification
and the update processing is stopped.

[0038] In the case of verifying the new mobile terminal
software by the tool software, the tool software needs to
send a command for acquiring the feature identifier of
mobile terminal software to the mobile terminal software;
moreover, in the process of the mobile terminal software
sending its feature identifier to the tool software, the fea-
ture identifier may be encrypted and then be transmitted,
which enhances the security of the update process.
[0039] On the other hand, in the case of verifying the
new mobile terminal software by the mobile terminal soft-
ware, it is necessary for receiving the feature identifier
of the new mobile terminal software from the tool soft-
ware; and the feature identifier of the new mobile terminal
software may be encrypted and then be transmitted,
which enhances the security of the update process.
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[0040] The verification of the new mobile terminal soft-
ware performed by the tool software is described as ex-
ample.

[0041] Fig. 2 is a flowchart illustrating an example of
the method for updating mobile terminal software accord-
ing to the method embodiment of the present invention
As shown in fig. 2, in practical application, in the case of
verifying the new mobile terminal software by the tool
software, the method for updating mobile terminal soft-
ware according to the present embodiment may com-
prise the following steps 201-206.

[0042] Step 201, a personal computer (PC) capable of
executing tool software is connected to a terminal via a
data line, and starts to communicate with the terminal.
[0043] Step 202, the software of the terminal itself and
the tool software transmit encrypted hand-shaking data
[0044] Step 203, it is determined whether the hand-
shaking is successful, wherein in the case of the unidi-
rectional hand-shaking, if the tool software served as the
master control side sends the encrypted hand-shaking
datain step 202, the mobile terminal software determines
whether the hand-shaking data are correct, encrypts the
determination result and returns it to the tool software via
a command response packet, and if the mobile terminal
software served as the master control side sends the
encrypted hand-shaking data in step 202, the tool soft-
ware determines whether the hand-shaking data are cor-
rect, and returns the encrypted determination result; and
in the case of the bidirectional hand-shaking, each of the
two sides needs to determine whether the hand-shaking
data of the other side is correct, and returns the encrypted
determination result to the other side ( steps 202 and 203
correspond to the above step S 1 02).

[0045] Step 204, it can be determined whether the
hand-shaking is successful according to the determina-
tion result of step 203, wherein if the hand-shaking is
failed, the tool software terminates the procedure; and if
the hand-shaking is successful, the tool software sends
a specific command to the mobile terminal software to
acquire the encrypted feature identifier of mobile terminal
software, wherein the specific command is negotiated
between the tool software and the mobile terminal soft-
ware in a special manner the algorithm for encrypting the
feature identifier may be negotiated by the mobile termi-
nal software and the tool software together, and the al-
gorithm for encrypting the feature identifier may be the
same as the algorithm for encrypting the hand-shaking
data; and the encryption transmission of the feature iden-
tifier guarantees that the real data can not be monitored
during transmission, which enhances the protection of
terminal security

[0046] Step 205, itis determined whether the acquired
decrypted feature identifier isidentical to the feature iden-
tifier of the mobile terminal software to be updated (i.e.
the above new mobile terminal software) (steps 204 and
205 correspond to the above step S104).

[0047] Step 206, if the comparing result of step 205 is
"beingidentical", itis started to update the mobile terminal
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software (which can have the update procedure in which
the tool software replaces the mobile terminal software
with the new mobile terminal software), otherwise, the
procedure is terminated.

Device Embodiment

[0048] In the present embodiment, a mobile terminal
is provided for implementing the above method for up-
dating mobile terminal software and the mobile terminal
can avoid the illegal update of its terminal software.
[0049] Fig. 3 is a block diagram illustrating the mobile
terminal according to the device embodiment of the
present invention. As shown in fig. 3, the mobile terminal
according to the presentembodiment comprises: a hand-
shaking data module 10, a feature identifier module 20,
an encryption module 30, a communication command
module 40, of which the above structure is described
hereinafter.

[0050] The hand-shaking data module 10 is used for
generating the hand-shaking data, reading the hand-
shaking data from the tool software, determining whether
the hand-shaking of the mobile terminal software and the
tool software is successful according to the handshaking
data from the tool software and the generated hand-shak-
ing data, and returning the determination result to the
tool software.

[0051] The feature identifier module 20 is used for stor-
ing the encrypted preset feature identifier, so that the
mobile terminal software or the tool software carries out
the verification of the new mobile terminal software for
replacing the mobile terminal software, by using the
stored feature identifier;

[0052] The encryption module (may also be referred
to as encryption algorithm module) 30 is used for encrypt-
ing the hand-shaking data generated by the hand-shak-
ing data module 10 and the unencrypted feature identi-
fier, so asto avoid that the transmitted hand-shaking data
and the feature identifier of the mobile terminal software
are monitored in the process of communication.

[0053] The communication command module 40 is
used for sending the hand-shaking data encrypted by the
encryption module 30 to the tool software, receiving the
encrypted hand-shaking data from the tool software, and
encoding, packing and transmitting the feature identifier
of the mobile terminal software. Preferably, during the
implementation of the present invention, the command
transmitted by the communication command module can
be separated from other general commands, so as to
further guarantee the security of terminal.

[0054] The hand-shaking data module 10 may com-
pare the hand-shaking data from the tool software with
the generated hand-shaking data, determine the hand-
shaking is successful if the hand-shaking data from the
tool software are the same as the generated hand-shak-
ing data, otherwise, determine the hand-shakingis failed.
Herein, the generated hand-shaking data may be the
hand-shaking data which calculated according preset pa-

10

15

20

25

30

35

40

45

50

55

rameters (for example the serial number of terminal), or
may be the extracted preset parameters; moreover, dur-
ing the hand-shaking, the processing described in the
above Manner 1 and Manner 2 can be referred to for the
detailed processing.

[0055] The method of the encryption module 30 for en-
crypting the hand-shaking data generated by the hand-
shaking data module 10 may be the same as or different
from the method for encrypting the unencrypted feature
identifier

[0056] Preferably, the feature identifier is at least one
of the following: an operator identifier, a network-locking
card-locking identifier, a language identifier. The feature
identifier herein may be an identification group, of which
the composition may be adjusted and changed according
to the practical requirements, which is not listed herein
one by one any more.

[0057] It can be seen from the above that, in the tech-
nical solution of the present invention, the software of the
terminal itself and the tool software both have a set of
negotiated encryption algorithm. When the mobile termi-
nal software is changed through the data line, it is only
possible to replace the mobile terminal software with the
network-locking card-locking software of the local oper-
ator and the mobile terminal software of the local operator
language, which effectively avoids the illegal software
update of terminal and guarantees the security of termi-
nal.

[0058] To sum up, by introducing the two authentica-
tions of both the handshaking data and the feature iden-
tifier, this invention greatly eliminates the possibility that
the terminal may be modified by software, avoids terminal
unlocking and modification of language in the relevant
technology, overcomes the deficiencies of the prior art
in preventing such unlocking and language modification,
ensures to the largest extent the terminal security, and
effectively protects the interests of operators; in addition,
the security may be ensured only by adding a little
processing, which is implemented simply and reliably
[0059] The foregoing is only preferred embodiments
of the present invention and is not for use in limiting the
protection scope thereof, and for those skilled in the art,
there may be various modifications and changes to the
present invention. Any modification, equivalent replace-
ment and improvement made under the spirit and prin-
ciple of the present invention should be included in the
protection scope thereof.

Claims

1. A method for updating mobile terminal software,
characterized by comprising:

mobile terminal software and/or tool software
used for updating the mobile terminal software
performing hand-shaking according to encrypt-
ed hand-shaking data sent by the other party;
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and

if the hand-shaking is successful, the mobile ter-
minal software or the tool software carrying out
verification of new mobile terminal software ac-
cording toa pre-encrypted feature identifier of
the mobile terminal software and a feature iden-
tifier of the new mobile terminal software, and
determining whether the update is allowable ac-
cording to the verification result.

2. The method for updating mobile terminal software

according to claim 1, characterized in that the
hand-shaking comprises:

one party of the mobile terminal software and/or
the tool software decrypting the encrypted hand-
shaking data from the other party, and determin-
ing whether the decrypted hand-shaking data is
identical to preset hand-shaking data; and

if the determining result is yes, the mobile ter-
minal software determining that the hand-shak-
ing is successful, otherwise, the mobile terminal
software determining that the hand-shaking is
failed.

The method for updating mobile terminal software
according to claim 2, characterized in that in the
case of determining whether the hand-shaking is
successful by the mobile terminal software, the
processing for performing the hand-shaking com-
prises:

the mobile terminal software performing the cal-
culation on preset parameter(s) by using a pre-
set algorithm to obtain the preset hand-shaking
data, and receiving the encrypted hand-shaking
data from the tool software; and

the mobile terminal software decrypting the en-
crypted hand-shaking data from the tool soft-
ware, and comparing the decrypted hand-shak-
ing data with the preset hand-shaking data.

The method for updating mobile terminal software
according to claim 2, characterized in that in the
case of determining whether the hand-shaking is
successful by the mobile terminal software, the
processing for performing the hand-shaking com-
prises:

the mobile terminal software performing the cal-
culation on preset parameter(s) by using a pre-
set algorithm to obtain the preset hand-shaking
data, and receiving the specific parameters
served as the hand-shaking data encrypted and
sent by the tool software; and

the mobile terminal software decrypting the en-
crypted hand-shaking data from the tool soft-
ware to obtain the specific parameters, perform-
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ing the calculation on the specific parameters
according to the preset algorithm, and compar-
ing the calculated result of the specific parame-
ters with the preset hand-shaking data.

The method for updating mobile terminal software
according to claim 1, characterized in that the
processing for verifying the new mobile terminal soft-
ware by the mobile terminal software or the tool soft-
ware comprises:

the mobile terminal software or the tool software
decrypting the pre-encrypted feature identifier
of the mobile terminal software;

the mobile terminal software or the tool software
comparing the decrypted feature identifier of the
mobile terminal software with the feature iden-
tifier of the new mobile terminal software;

if the feature identifier of the mobile terminal soft-
ware is identical to the feature identifier of the
new mobile terminal software, determining that
the new mobile terminal software passes the
verification; and

if the feature identifier of the mobile terminal soft-
ware is different from the feature identifier of the
new mobile terminal software, determining that
the new mobile terminal software does not pass
the verification.

The method for updating mobile terminal software
according to claim 5, characterized in that the
processing for determining whether the update is al-
lowable according to the verification result compris-
es:

if the new mobile terminal software passes the
verification, the tool software updating the mo-
bile terminal software by using the new mobile
terminal software; and

if the new mobile terminal software does not
pass the verification, stopping the update
processing.

The method for updating mobile terminal software
according to any of claims 1-6, characterized in
that the feature identifier of the mobile terminal soft-
ware and the feature identifier of the new mobile ter-
minal software comprise at least one of the following:
an operator identifier, a network-locking card-locking
identifier, and a language identifier.

A mobile terminal, characterized by comprising:

a hand-shaking data module, configured to gen-
erate hand-shaking data, determine whether the
hand-shaking between mobile terminal software
and tool software is successful according to
hand-shaking data from the tool software and
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the generated hand-shaking data, and return the
determination result to the tool software;

a feature identifier module, configured to store
the encrypted preset feature identifier which is
used for the mobile terminal software or the tool
software to carry out the verification of the new
mobile terminal software for updating the mobile
terminal software;

an encryption module, configured to encrypt the
hand-shaking data generated by the hand-shak-
ing data module and the unencrypted feature
identifier; and

a communication command module, configured
to send the hand-shaking data encrypted by the
encryption module to the tool software, and re-
ceive the encrypted hand-shaking data from the
tool software.

The mobile terminal according to claim 8, charac-
terized in that the hand-shaking data module is con-
figured to compare the hand-shaking data from the
tool software with the generated hand-shaking data,
determine the hand-shaking is successful if the
hand-shaking data from the tool software is identical
to the generated hand-shaking data, and determine
the hand-shaking is failed if the hand-shaking data
from the tool software is different from the generated
hand-shaking data.

The mobile terminal according to claim 8 or 9, char-
acterized in that the feature identifier of the mobile
terminal software and the feature identifier of the new
mobile terminal software comprise at least one of
the following: an operator identifier, a network-lock-
ing card-locking identifier, and a language identifier.
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( Start )

A

the mobile terminal software and/or the tool software used for
updating the mobile terminal software perform hand-shaking
according to encrypted hand-shaking data sent by the other party

—S102

y

if said hand-shaking is successful, the mobile terminal software or the
tool software carries out verification of new mobile terminal software
according to the pre-encrypted feature identifier of the mobile terminal __
software and the feature identifier of the new mobile terminal software S104
necessary for updating the mobile terminal software, and determines
whether update is allowable according to the verification result

End

Fig. 1
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a PC capable of executing tool software
changing the mobile terminal software
connects to a terminal via a data line, and
communicates with the terminal

v

202 the encrypted hand-shaking data are
—_— transmitted between the mobile
terminal software and the tool software

201

whether the hand-shaking no

1s successful

the tool software sends a specific
204 command to the mobile terminal software
to acquire the encrypted feature identifier end
of mobile terminal software

whether the acquired
decrypted feature identifier is identical to
the feature identifier of the mobile terminal
software to be updated

205

206 it 1s started to update the mobile
terminal software

Fig. 2
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31 8447324 2013-05-21 Shuman, Mochammed Ataur et al.
32 8447607 B2 2013-05-21 Weider, Chris et al.

33 8447980 2013-05-21 Godfrey, James A. et al.
34 8448015 B2 2013-05-21 Gerhart, David

35 8452858 B2 2013-05-28 Wu et al.

36 8457603 B2 2013-06-04 EL-KADRI et al.

37 8457609 B2 2013-06-04 Tyhurst et al.

38 8461958 B2 2013-06-11 Saenz et al.

39 8463194 B2 2013-06-11 Erlenback et al.

40 8463232 B2 2013-06-11 Tuli et al.

41 8468337 B2 2013-06-18 Gaur, Santosh P. et al.
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Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

42 8472371 2013-06-25 Bari, Farooq et al.

43 8477778 2013-07-02 Lehmann Jr., L. Curtis et al.
44 8478840 B2 2013-07-02 Skutela et al.

45 8483057 B2 2013-07-09 Cuervo

46 8483135 2013-07-09 Cali, Yigang et al.

47 8483694 B2 2013-07-09 Lewis et al.

48 8484327 B2 2013-07-09 Werner et al.

49 8484568 B2 2013-07-09 Rados et al.

50 8488597 B2 2013-07-16 Nie et al.

51 8489110 B2 2013-07-16 Frank et al.

52 8489720 B1 2013-07-16 Morford, Michael et al.
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Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

53 8494559 B1 2013-07-23 Malmi

54 8495181 B2 2013-07-23 Venkatraman et al.
55 8495207 B2 2013-07-23 Lee

56 8495227 2013-07-23 Kaminsky, David L. et al.
57 8495360 2013-07-23 Falk, Rainer et al.
58 8495700 B2 2013-07-23 Shahbazi

59 8495743 B2 2013-07-23 Kraemer et al.

60 8499087 B2 2013-07-30 Hu, Qingmin

61 8500533 B2 2013-08-06 Lutnick et al.

62 8503358 B2 2013-08-06 Hanson et al.

63 8503455 B2 2013-08-06 Heikens, Heico
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Attorney Docket Number |RALEP038D1C1C1C1C1

64 8504032 B2 2013-08-06 Lott et al.

65 8504574 B2 2013-08-06 Dvorak et al.

66 8504687 B2 2013-08-06 Maffione et al.

67 8504690 B2 2013-08-06 Shah et al.

68 8504729 2013-08-06 Pezzutti, David A.
69 8505073 B2 2013-08-06 Taglienti et al.

70 8509082 B2 2013-08-13 Heinz, John M. et al.
71 8510743 B2 2013-08-13 Hackborn et al.

72 8510804 B1 2013-08-13 Bonn et al.

73 8514927 B2 2013-08-20 Sundararajan et al.
74 8516552 B2 2013-08-20 Raleigh
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75 8520589 2013-08-27 Bhatt, Yogesh et al.

76 8520595 B2 2013-08-27 Yadav et al.

77 8521110 2013-08-27 Rofougaran, Ahmadreza
78 8521775 B1 2013-08-27 Poh et al.

79 8522039 B2 2013-08-27 Hyndman et al.

80 8522249 B2 2013-08-27 Beaule, Stephane

81 8522337 B2 2013-08-27 Adusumilli et al.

82 8523547 B2 2013-09-03 Pekrul, Merton W.

83 8526329 B2 2013-09-03 Mahany, Ronald L. et al.
84 8526350 B2 2013-09-03 Xue, Qietal.

85 8527013 B2 2013-09-03 Guba et al.
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Attorney Docket Number | RALEP038D1C1C1C1C1

86 8527410 B2 2013-09-03 Markki et al.

87 8527662 B2 2013-09-03 Biswas et al.

88 8528068 B1 2013-09-03 Weglein et al.

89 8531954 B2 2013-09-10 McNaughton et al.
90 8531995 B2 2013-09-10 Khan et al.

91 8532610 B2 2013-09-10 Manning Cassett et al.
92 8533341 B2 2013-09-10 Aguirre et al.

93 8533775 B2 2013-09-10 Alcorn et al.

94 8535160 B2 2013-09-17 Lutnick et al.

95 8538394 B2 2013-09-17 Zimmerman et al.
96 8538421 B2 2013-09-17 Brisebois et al.
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97 8538458 B2 2013-09-17 Haney, Richard D.
98 8539544 B2 2013-09-17 Garimella et al.

99 8539561 B2 2013-09-17 Gupta et al.

100 8543265 B2 2013-09-24 Ekhaguere et al.
101 8543814 B2 2013-09-24 Laitinen et al.

102 8544105 B2 2013-09-24 Mclean et al.

103 8548427 B2 2013-10-01 Chow et al.

104 8548428 B2 2013-10-01 Raleigh, Gregory G.
105 8549173 B1 2013-10-01 Wu et al.

106 8549588 B2 2013-10-01 Wynn et al.

107 8554876 B2 2013-10-08 Winsor, Gerald W.
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Attorney Docket Number | RALEP038D1C1C1C1C1

108 8559369 B2 2013-10-15 Barkan

109 8561138 B2 2013-10-15 Rothman, Michael M. et al.
110 8565746 B2 2013-10-22 Hoffman, George E.

111 8566236 B2 2013-10-22 Busch, James David

112 8571474 B2 2013-10-29 Chavez et al.

113 8571501 B2 2013-10-29 Miller et al.

114 8571598 B2 2013-10-29 Valavi, John J.

115 8571993 B2 2013-10-29 Kocher et al.

116 8572117 B2 2013-10-29 Rappaport, Theodore S.
117 8572256 B2 2013-10-29 Babbar, Uppinder Singh
118 8583499 2013-11-12 De Judicibus, Dario et al.
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Attorney Docket Number | RALEP038D1C1C1C1C1

119 8584226 B2 2013-11-12 Kudla et al.

120 85688240 B2 2013-11-19 Ramankutty et al.
121 8589541 B2 2013-11-19 Raleigh et al.

122 8589955 B2 2013-11-19 Roundiree et al.
123 8504626 B1 2013-11-26 Woodson et al.
124 8594665 B2 2013-11-26 Anschutz, Thomas
125 8595186 B1 2013-11-26 Mandyam et al.
126 8600850 B2 2013-12-03 Zabawskyj et al.
127 8600895 B2 2013-12-03 Felsher, David Paul
128 8601125 B2 2013-12-03 Huang et al.

129 8605691 B2 2013-12-10 Soomro et al.

EFS Web 2.1.18

Page 515 of 878




11985155

Page 516 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |
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Attorney Docket Number | RALEP038D1C1C1C1C1

130 8609911 B1 2013-12-17 Nichotlas et al.

131 8611919 B2 2013-12-17 Barnes Jr.

132 8615507 B2 2013-12-24 VARADARAJULU et al.
133 8619735 B2 2013-12-31 Montemurro et al.
134 8620257 B2 2013-12-31 Qiu et al.

135 8620281 B2 2013-12-31 Gosselin et al.

136 8621056 B2 2013-12-31 Coussemaeker et al.
137 8630314 B2 2014-01-14 York, Frederick John
138 8630630 B2 2014-01-14 Raleigh

139 8630925 B2 2014-01-14 Bystrom et al.

140 8631428 B2 2014-01-14 Scott et al.
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141 8634425 B2 2014-01-21 Gorti et al.

142 8635164 B2 2014-01-21 Rosenhatt et al.
143 8635335 B2 2014-01-21 Raleigh et al.
144 8639215 B2 2014-01-28 McGregor et al.
145 8644702 B1 2014-02-04 Kalajan, Kevin E.
146 8644813 B1 2014-02-04 Gailloux et al.
147 8645518 B 2014-02-04 David, Scott L.
148 8654952 B2 2014-02-18 Wang et al.
149 8655357 B1 2014-02-18 Gazzard et al.
150 8656472 B2 2014-02-18 McMurtry et al.
151 8660853 B2 2014-02-25 Robb et al.
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Attorney Docket Number | RALEP038D1C1C1C1C1

152 8666395 B2 2014-03-04 Sitver, Andrew

153 8667542 B1 2014-03-04 Bertz et al.

154 8670334 B 2014-03-11 Keohane et al.

155 8670752 B2 2014-03-11 Fan et al.

156 8675507 B2 2014-03-18 Raleigh

157 8675852 B2 2014-03-18 Maes, Stephane H.
158 8676682 B2 2014-03-18 Kalliota, Janne

159 8676925 B 2014-03-18 Liu et al.

160 8688671 B2 2014-04-01 Ramer et al.

161 8688784 B2 2014-04-01 Zabawskyj et al.
162 8693323 2014-04-08 McDysan, David E.
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Attorney Docket Number | RALEP038D1C1C1C1C1

163 8694772 B2 2014-04-08 Kao et al.

164 8699355 B2 2014-04-15 Macias

165 8700729 B2 2014-04-15 Dua, Robin

166 8701015 B2 2014-04-15 Bonnat, Pierre
167 8701080 B2 2014-04-15 TRIPATHI

168 8705361 B2 2014-04-22 Venkataraman et al.
169 8706863 2014-04-22 Fadell, Anthony
170 8713535 B2 2014-04-29 Mathotra et al.
171 8713641 B1 2014-04-29 Pagan et al.
172 8719397 B2 2014-05-06 Levi et al.

173 8719423 B2 2014-05-06 Wyld
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Attorney Docket Number | RALEP038D1C1C1C1C1

174 8724486 B2 2014-05-13 Seto et al.

175 8725700 B2 2014-05-13 Rappaport

176 8725899 B 2014-05-13 Short et al.

177 8730842 B2 2014-05-20 Collins et al.
178 8731519 B2 2014-05-20 Flynn et al.

179 8732808 B2 2014-05-20 Sewall et al.
180 8738860 B1 2014-05-27 Griffin et al.
181 8739035 B2 2014-05-27 Trethewey, Jim
182 8742694 B2 2014-06-03 Bora et al.

183 8744339 B2 2014-06-03 Halfmann et al.
184 8761711 B2 2014-06-24 Grignani et al.
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Attorney Docket Number | RALEP038D1C1C1C1C1

185 8761809 B2 2014-06-24 Faith et al.

186 8768312 B2 2014-07-01 Deuel et al.

187 8775233 B1 2014-07-08 Lybrook et al.

188 8780857 B2 2014-07-15 Balasubramanian et al.
189 8787249 B2 2014-07-22 Giaretta et al.

190 8792857 B2 2014-07-29 Cai et al.

191 8793304 B2 2014-07-29 Lu et al.

192 8793758 B2 2014-07-29 Rateigh et al.

193 8798610 B2 2014-08-05 Prakash et al.

194 8799440 B2 2014-08-05 Zhou et al.

195 8804517 B2 2014-08-12 Oerton, Kevin John
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Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

196 8804695 B2 2014-08-12 Branam

197 8811338 B2 2014-08-19 Jinet al.

198 8811991 B2 2014-08-19 Jain et al.

199 8812525 B1 2014-08-19 Tayior i, Buford Leonard
200 8818394 B2 2014-08-26 Bienas et al.

201 8819253 B2 2014-08-26 Simeloff et al.

202 8825109 B2 2014-09-02 Montemurro et al.

203 8826411 B2 2014-09-02 Moen et al.

204 8831561 B2 2014-09-09 Sutaria et al.

205 8837322 B2 2014-09-16 Venkataramanan et al.
206 8838686 B2 2014-09-16 Getchius, Jeffery M.
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Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

207 8838752 B2 2014-09-16 Lor et al.

208 8839388 B2 2014-09-16 Raleigh

209 8843849 B2 2014-09-23 Neil et al.

210 8845415 B2 2014-09-30 Lutnick et al.

211 8849262 B2 2014-09-30 Desai et al.

212 8849297 B2 2014-09-30 Balasubramanian
213 8855620 B2 2014-10-07 Sievers et al.

214 8856015 B2 2014-10-07 Mesaros

215 8862751 B2 2014-10-14 Faccin et al.

216 8863111 B2 2014-10-14 Selitser et al.
217 8868725 B2 2014-10-21 Samba, Augustine S.
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Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

218 8868727 B2 2014-10-21 Yumerefendi et al.
219 8875042 B2 2014-10-28 LeJeune et al.
220 8880047 B2 2014-11-04 Konicek et al.

221 8891483 B2 2014-11-18 Connelly et al.
222 8891524 B2 2014-11-18 Chandrapal

223 8898748 B2 2014-11-25 Burks et al.

224 8908516 B2 2014-12-09 Tzamaloukas et al.
225 8924469 B2 2014-12-30 Raleigh et al.

226 8929374 B2 2015-01-06 Toénsing et al.

227 8930238 B2 2015-01-06 Coffman et al.
228 8930551 B2 2015-01-06 Pandya et al.
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Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

229 8943551 B2 2015-01-27 Ganapathy et al.
230 8948198 B2 2015-02-03 Nee et al.

231 8948726 B2 2015-02-03 Smith et al.

232 8949382 B2 2015-02-03 Cornett et al.
233 8949591 B2 2015-02-03 Ovsiannikov
234 8949597 B1 2015-02-03 Reeves et al.
235 8955038 B2 2015-02-10 Nicodemus et al.
236 8966018 B2 2015-02-24 Bugwadia et al.
237 8971841 B2 2015-03-03 Menezes et al.
238 8971912 B2 2015-03-03 Chou et al.

239 8977284 B2 2015-03-10 Reed, Mark J.
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Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

240 8995952 B1 2015-03-31 Baker et al.

241 9002342 B2 2015-04-07 Tenhunen et al.
242 9008653 B2 2015-04-14 Sparks et al.
243 9009309 B2 2015-04-14 Krzanowski et al.
244 9014059 B2 2015-04-21 Richardson et al.
245 9014973 B2 2015-04-21 Ruckart, John
246 90156331 B2 2015-04-21 Lai et al.

247 9020467 B2 2015-04-28 Zhang et al.

248 9026100 B2 2015-05-05 Castro et al.

249 9030934 B2 2015-05-12 Shah et al.

250 9032427 B2 2015-05-12 Gallant et al.
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Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

251 9049010 2015-06-02 Jueneman et al.
252 9064275 B1 2015-06-23 Luetal.

253 9105031 B2 2015-08-11 Shen et al.

254 9106414 B2 2015-08-11 Laves

255 9107053 B2 2015-08-11 Davis et al.

256 9111088 B2 2015-08-18 Ghai et al.

257 9135037 B1 2015-09-15 Petrescu-Prahova et al.
258 9137286 B1 2015-09-15 Yuan

259 9143933 B2 2015-09-22 lkeda et al.

260 9158579 B1 2015-10-13 Robles

261 9172553 B2 2015-10-27 Dawes et al.
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Attorney Docket Number |RALEP038D1C1C1C1C1

262 9173090 B2 2015-10-27 Tuchman et al.
263 9177455 B2 2015-11-03 Remer, David M.
264 9183524 B2 2015-11-10 Carter

265 9204282 B2 2015-12-01 Raleigh

266 9225847 B2 2015-12-29 Daymond et al.
267 9252977 B2 2016-02-02 Levi et al.

268 9262370 B2 2016-02-16 Hofstaedter et al.
269 9265003 B2 2016-02-16 Zhao et al.

270 9277433 B2 2016-03-01 Raleigh et al.
271 9282460 B2 2016-03-08 Souissi, Slim Salah
272 9286469 B2 2016-03-15 Kraemer et al.
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Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

273 9286604 B2 2016-03-15 Aabye et al.
274 9288276 B2 2016-03-15 Adamczyk et al.
275 9313196 B2 2016-04-12 Pritchard JR.
276 9313708 B2 2016-04-12 Nam et al.

277 9325737 B2 2016-04-26 Gutowski et al.
278 9326173 B2 2016-04-26 Luft, Achim

279 9344557 B2 2016-05-17 Gruchala et al.
280 9350842 B2 2016-05-24 Swanburg et al.
281 9363285 B2 2016-06-07 Kitamura

282 9367680 B2 2016-06-14 Mahaffey et al.
283 9402254 B2 2016-07-26 Kneckt et al.
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First Named Inventor | RALEIGH, GREGORY
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Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

284 9413546 B2 2016-08-09 Meier et al.
285 9418381 B2 2016-08-16 Ahuja et al.
286 9419867 B2 2016-08-16 Okholm et al.
287 9436805 B1 2016-09-06 Kravets

288 9438642 B2 2016-09-06 Alberth Jr. et al.
289 9479917 B1 2016-10-25 Gota et al.

290 9491199 B2 2016-11-08 Raleigh et al.
291 9497563 B2 2016-11-15 Hornung et al.
292 9501803 B2 2016-11-22 Bilac et al.
293 9516456 B2 2016-12-06 Stephens et al.
294 95625992 B2 2016-12-20 Rao et al.
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Filing Date

2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit

Examiner Name

| not yet assigned

Attorney Docket Number

| RALEP038D1C1C1C1C1

205 9534861 B1 2017-01-03 Kellgren

296 9544397 B2 2017-01-10 Raleigh et al.
297 9557889 B2 2017-01-31 Raleigh et al.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] A certification statement is not submitted herewith.
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Name/Print Farshad Farjami Registration Number 41014

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, o the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibiity to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used {o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, o the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, arecord
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, 1o a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of faw or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
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Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, o the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibiity to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used {o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, o the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, arecord
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, 1o a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of faw or regulation.
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104 8140690 B2 2012-03-20 Ly et al.

105 8144591 2012-03-27 GHAI et al.

106 8144853 B1 2012-03-27 Aboujacude et al.

107 8145194 B2 2012-03-27 Yoshikawa et al.
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108 8146142 B2 2012-03-27 Lortz et al.
109 8149748 B2 2012-04-03 Bata et al.
110 8149771 B2 2012-04-03 Khivesara et al.

111 8149823

2012-04-03 Turcan, Diane Brown et al.

112 8150394 B2

2012-04-03 Bianconi et al.

113 8150431

2012-04-03 Wolovitz, Lionel et al.

114 8151205 B2

2012-04-03 Folimann et al.

115 8152246 B2

2012-04-10 Miller et al.

116 8155155

2012-04-10 Chow, Albert T. et al.

117 8155620

2012-04-10 Wang, Jun et al.

118 8155666 B2

2012-04-10 Alizadeh-Shabdiz, Farshid
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119 8155670 2012-04-10 Fullam, Scott et al.

120 8156206 2012-04-10 KILEY, Kevin J. et al.
121 8159520 B1 2012-04-17 Dhanoa et al.

122 8160015 2012-04-17 RASHID, Mohammed H. et al.
123 8160056 B2 2012-04-17 Van der Merwe et al.
124 8160554 B2 2012-04-17 Gosselin et al.

125 8160555 B2 2012-04-17 Gosselin et al.

126 8160556 B2 2012-04-17 Gosselin et al.

127 8160598 B2 2012-04-17 Savoor, Raghvendra
128 8165576 2012-04-24 Raju, Vishwanath et al.
129 8166040 B2 2012-04-24 Brindisi, Richard G. et al.
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130 8166554 B2 2012-04-24 John, Pramod

131 8170553 2012-05-01 BENNETT, James D.
132 8174378 B2 2012-05-08 Richman et al.

133 8174970 B2 2012-05-12 Adamczyk, Maria et al.
134 8175574 B1 2012-05-08 Panda et al.

135 8175966 B2 2012-05-08 Steinberg et al.

136 8180028 B1 2012-05-15 Falcone et al.

137 8180333 B1 2012-05-15 Wells et al.

138 8180881 B2 2012-05-15 Seo et al.

139 8180886 B2 2012-05-15 Overcash et al.

140 8184530 2012-05-22 SWAN, Tim L. et al.
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141 8184590 2012-05-22 Rosenblatt, Ariel

142 8185088 B2 2012-05-22 Klein et al.

143 8185093 2012-05-22 Jheng, Yu-Syuan et al.
144 8185127 B1 2012-05-22 Cai et al.

145 8185152 2012-05-22 GOLDNER, Alla

146 8185158 2012-05-22 Tamura, Motoshi et al.
147 8190087 B2 2012-05-29 Fisher et al.

148 8190122 B1 2012-05-29 Alexander et al.

149 8190675 2012-05-29 TRIBBETT, David

150 8191106 B2 2012-05-29 Choyi et al.

151 8191116 2012-05-29 Gazzard, Dary!
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152 8191124 B2 2012-05-29 Wynn et al.

153 8194549 B2 2012-06-05 Huber et al.

154 8194553 2012-06-05 LIANG, Zhi Yong et al.
155 8194572 B2 2012-06-05 Horvath et al.

156 8194581 B1 2012-06-05 Schroeder et al.

157 8195093 B2 2012-06-05 Garrett et al.

158 8195153 B1 2012-06-05 Frencel et al.

159 8195163 B2 2012-06-05 Gisby, Doug et al.
160 8195661 B2 2012-06-05 Kalavade, Asawaree
161 8196182 B2 2012-06-05 Sussland et al.

162 8196199 B2 2012-06-05 Hrastar et al.
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163 8200163 B2 2012-06-12 Hoffman, George E.

164 8200200 B1 2012-06-12 Belser et al.

165 8200509 B2 2012-06-12 Kenedy, Andrew Alexander et al.
166 8200775 2012-06-12 MOORE, James F.

167 8200818 B2 2012-06-12 Freund et al.

168 8204190 B2 2012-06-19 Bang et al.

169 8204505 B2 2012-06-19 Jinet al.

170 8204794 2012-06-19 Peng, Shih-Ta et al.

171 8208788 B2 2012-06-26 Ando et al.

172 8208919 2012-06-26 KOTECHA, Lalit Ratilal
173 8213296 2012-07-03 SHANNON, Frank M. et al.
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174 8213363 2012-07-03 Ying, Wen-Ping et al.
175 8214536 2012-07-03 ZHAO, Wen

176 8214890 B2 2012-07-03 Kirovski et al.

177 8219134 B2 2012-07-10 Maharajh et al.

178 8219821 B2 2012-07-10 Zimmels et al.

179 8223655 B2 2012-07-17 Heinz et al.

180 8223741 B 2012-07-17 Bartlett et al.

181 8224382 2012-07-17 Bultman, Michael J.
182 8224773 2012-07-17 Spiegel, Joel R.
183 8228818 B2 2012-07-24 Chase et al.

184 8229394 B2 2012-07-24 Karlberg, Johan
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185 8229914 B2

2012-07-24 Ramer et al.

186 8230061

2012-07-24 Hassan, Amer A. et al.

187 8233433 B2

2012-07-31 Kathan, Amit

188 8233878 B2

2012-07-31 Gosnell et al.

189 8233883

2012-07-31 De Froment, Eric

190 8233895

2012-07-31 Tysowski, Piotr Konrad

191 8234583 B2

2012-07-31 Sloo et al.

192 8238287

2012-08-07 Gopi, Paramesh et al.

193 8238913 B1

2012-08-07 Bhattacharyya et al.

194 8239520

2012-08-07 GRAH, Adrian

195 8242959 B2

2012-08-14 Mia, Rashidus S. et al.
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196 8244241 2012-08-14 Montemurro, Michael
197 8249601 B2 2012-08-21 Emberson et al.

198 8254880 B2 2012-08-28 Aaltonen et al.

199 8254915 2012-08-28 Kozisek, Steven E.
200 8255515 2012-08-28 MELMAN, David et al.
201 8255534 B2 2012-08-28 Assadzadeh, Alireza
202 8255689 2012-08-28 KIM, Eun Ah et al.
203 8259692 B2 2012-09-04 Bajko, Gabor

204 8260252 B2 2012-09-04 Agarwal

205 8264965 B2 2012-09-11 Dolganow et al.

206 8265004 2012-09-11 Toutonghi, Michael J.
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207 8266249 B2

2012-09-11 Hu

208 8266269 B2

2012-09-11 Short et al.

209 8266681

2012-09-11 Deshpande, Sumit B. et al.

210 8270955 B2 2012-09-18 Ramer et al.
211 8270972 B2 2012-09-18 Otting, Marcia J. et al.
212 8271025 B2 2012-09-18 Brisebois et al.

213 8271045

2012-09-18 Paroikar, Satish et al.

214 8271049

2012-09-18 SILVER, Andrew et al.

215 8271992 B2 2012-09-18 Chatley, Scott P. et al.
216 8275415 B2 2012-09-25 Huslak, Nicholas S.
217 8275830 B2 2012-09-25 Raleigh
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218 8279067 2012-10-02 BERGER, Thomas R. et al.
219 8279864 2012-10-02 Wood, Daniel M.

220 8280351 2012-10-02 Ahmed, Shahid et al.

221 8280354 2012-10-02 Smith, Christopher et al.
222 8284740 2012-10-09 O'CONNOR, Dennis M.
223 8285197 B2 2012-10-09 Preiss et al.

224 8285249 B2 2012-10-09 Baker, Matthew Donald et al.
225 8285992 B2 2012-10-09 Mathur et al.

226 8290820 B2 2012-10-16 Plastina et al.

227 8291238 2012-10-16 GINTER, Karl L. et al.

228 8291439 B2 2012-10-16 Jethi et al.
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229 8296404 2012-10-23 McDysan, Dave et al.
230 8300575 B2 2012-10-30 Willars, Per

231 8301513 2012-10-30 Peng, Shih-Ta et al.
232 8306505 B2 2012-11-06 Bennett

233 8306518 2012-11-06 GAILLOUX, Michael A.
234 8306741 B2 2012-11-06 Tu, lhung

235 8307067 B2 2012-11-06 Ryan, Nicholas M.
236 8307095 B2 2012-11-06 Clark et al.

237 8310943 B2 2012-11-13 Mehta et al.

238 8315198 B2 2012-11-20 Corneille et al.

239 8315593 B2 2012-11-20 Gallant et al.
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240 8315594 2012-11-20 Mauser, Edward Ronald et al.
241 8315718 2012-11-20 Caffrey, Paul Oliver et al.

242 8315999 B2 2012-11-20 Chatley, Scott P. et al.

243 8320244 B2 2012-11-27 Mugattash et al.

244 8320902 B2 2012-11-27 Moring et al.

245 8320949 2012-11-27 Matta, Sudheer Poorna Chandra
246 8325638 2012-12-04 dJin, Haipeng et al.

247 8325906 B2 2012-12-04 Fultarton et al.

248 8326319 B2 2012-12-04 Davis, Richard W.

249 8326359 2012-12-04 Kauffman, Donald C.

250 8326828 B2 2012-12-04 Zhou et al.
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251 8331223 B2 2012-12-11 Hill et al.

252 8331293 2012-12-11 Sood, Kapit

253 8332375 2012-12-11 Chatley, Scott P. et al.
254 8332517 2012-12-11 Russell, Jesse E.

255 8335161 2012-12-18 Foottit, Tom et al.

256 8339991 B2 2012-12-25 Biswas et al.

257 8340625 B1 2012-12-25 Johnson et al.

258 8340628 B2 2012-12-25 Taylor et al.

259 8340644 B2 2012-12-25 Sigmund et al.

260 8340678 B1 2012-12-25 Pandey, Vinod

261 8340718 2012-12-25 Colonna, Massimo et al.
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262 8346023 B2 2013-01-01 Lin

263 8346210 B2 2013-01-01 Balsan et al.

264 8346225 B2 2013-01-01 Raleigh

265 8346923 B2 2013-01-01 Rowles et al.

266 8347104 B2 2013-01-01 Pathiyal, Krishna K.
267 8347362 2013-01-01 Cai, Yigang et al.
268 8347378 B2 2013-01-01 Merkin et al.

269 8350700 2013-01-08 Fast, Raymond D. et al.
270 8351592 B2 2013-01-08 Freeny Jret al.

271 8351898 B2 2013-01-08 Raleigh

272 8352360 B2 2013-01-08 De Judicibus et al.

EFS Web 2.1.18

Page 645 of 878




11985155

Page 646 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450
Filing Date 2022-12-23
First Named Inventor | RALEIGH, GREGORY
Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

273 8352630 2013-01-08 Hart, Justin Scott

274 8352980 2013-01-08 Howcroft, Jerald Robert
275 8353001 2013-01-08 Herrod, Allan

276 8355570 B2 2013-01-15 Karsanbhai et al.

277 8355696 B1 2013-01-15 Olding et al.

278 8356336 B2 2013-01-15 Johnston, Keith et al.
279 8358638 B2 2013-01-22 Scherzer, Tamir et al.
280 8358975 B2 2013-01-22 Bahl et al.

281 8363658 2013-01-29 Delker, Jason R. et al.
282 8363799 B2 2013-01-29 Gruchala et al.

283 8364089 2013-01-29 PHILLIPS, Derek
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284 8364806 2013-01-29 Short, Joel E. et al.
285 8369274 B2 2013-02-05 Sawai, Ryo

286 8370477 2013-02-05 Short, Joel E. et al.
287 8370483 B 2013-02-05 Choong Jason et al.
288 8374090 2013-02-12 Morrill, Robert J. et al.
289 8374102 B2 2013-02-12 Luft et al.

290 8374592 2013-02-12 Proctor, Jr. James A. et al.
291 8375128 B2 2013-02-12 Tofighbakhsh et al.
292 8375136 B2 2013-02-12 Roman et al.

293 8379847 2013-02-19 Bell, Robert H. et al.
294 8380247 B2 2013-02-19 Engstrom
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295 8380804 B2 2013-02-19 JAIN et al.

296 8385199 B1 2013-02-26 Coward et al.

297 8385896 2013-02-26 Proctor Jr., James A. et al.
298 8385964 B2 2013-02-26 Haney, Richard D.

299 8385975 B2 2013-02-26 Forutanpour et al.

300 8386386 2013-02-26 Zhu, Kevin
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] A certification statement is not submitted herewith.

SIGNATURE
A sighature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Farshad Farjami/ Date (YYYY-MM-DD) 2023-05-24

Name/Print Farshad Farjami Registration Number 41014

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, o the International Bureau of the World Intellectual Property Organization, pursuant
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1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application Number 18088450
Filing Date 2022-12-23
First Named Inventor | RALEIGH, GREGORY
Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number

| RALEP038D1C1C1C1C1

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns Lines where
P Patent Number Issue Date . Relevant Passages or Relevant
Initial No Codet of cited Document }
Figures Appear

1 7389412 B2 2008-06-17 Sharma et al.

2 7391724 B2 2008-06-24 Alakoski et al.

3 7395056 B2 2008-07-01 Petermann

4 7395244 B1 2008-07-01 Kingsford, Bryan

5 7401338 2008-07-15 BOWEN et al.

6 7403763 2008-07-22 MAES, Stephane H.

7 7409447 B 2008-08-05 Assadzadeh, Alireza

8 7409569 B2 2008-08-05 Hiowsky et al.
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9 7411930 B2 2008-08-12 Montojo et al.

10 7418253 2008-08-26 KAVANAH, Alan
11 7418257 2008-08-26 Kim, Myong-Ju
12 7421004 2008-09-02 FEHER, Kamilo
13 7423971 B1 2008-09-09 Mohaban et al.
14 7428750 B1 2008-09-23 Dunn et al.

15 7433362 B2 2008-10-07 Matlya et al.

16 7436816 B2 2008-10-14 Mehta et al.

17 7440433 B2 2008-10-21 Rink et al.

18 7444669 B1 2008-10-28 Bahl, Paramvir et al.
19 7450591 2008-11-11 KORLING et al.
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20 7450927 2008-11-11 CRESWELL et al.

21 7454191 B2 2008-11-18 Dawson et al.

22 7457265 2008-11-25 Jutka, Vibhor et al.
23 7457870 B1 2008-11-25 Lownsbrough et al.
24 7460837 B2 2008-12-02 Diener, Neit R.

25 7466652 B2 2008-12-16 Lau et al.

26 7467160 B2 2008-12-16 Mcintyre

27 7472189 2008-12-30 Mallya, Arvind R. et al.
28 7478420 B2 2009-01-13 Wright, Michael et al.
29 7486185 2009-02-03 CULPEPPER et al.
30 7486658 B2 2009-02-03 Kumar, Rajneesh
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31 7489918 B2 2009-02-10 Zhou et al.

32 7493659 B1 2009-02-17 Wu, Handong et al.
33 7496652 2009-02-24 Pezzutti, David

34 7499438 2009-03-03 Hinman, Brian L. et al.
35 7499537 2009-03-03 ELSEY etal.

36 7502672 B1 2009-03-10 Kolls, H. Brock

37 7505756 B2 2009-03-17 Bahl

38 7505795 B1 2009-03-17 Lim et al.

39 7508794 B2 2009-03-24 Feather et al.

40 7508799 B2 2009-03-24 Sumner et al.

41 7512128 B2 2009-03-31 DiMambro et al.
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42 7512131 B2 2009-03-31 Svensson et al.

43 7515608 2009-04-07 Yuan, Yuan et al.

44 7515926 B2 2009-04-07 Bu et al.

45 7516219 2009-04-07 MOGHADDAM et al.
46 7522549 B2 2009-04-21 Karaoguz et al.

47 7522576 B2 2009-04-21 Du et al.

48 7526541 B2 2009-04-28 Roese et al.

49 7529204 B2 2009-05-05 Bourlas, Yair et al.
50 7533158 B2 2009-05-12 Grannan et al.

51 7535880 2009-05-19 Hinman, Brian L. et al.
52 7536695 B2 2009-05-19 Alam et al.
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53 7539132 B2 2009-05-26 Wemer et al.

54 7539862 B2 2009-05-26 Edgett et al.

55 7540408 B2 2009-06-02 Levine et al.

56 7545782 2009-06-09 Rayment, Stephen G. et al.
57 7546460 2009-06-09 Maes, Stephane H.

58 7546629 2009-06-09 ALBERT, Anthony et al.
59 7548875 B2 2009-06-16 Mikkelsen et al.

60 7548976 B2 2009-06-16 Bahl, Paramvir et al.

61 7551921 B2 2009-06-23 Petermann

62 7551922 2009-06-23 Roskowski, Steve et al.
63 7554983 B1 2009-06-30 Muppala, Suresh
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64 7555757 B2 2009-06-30 Smith et al.

65 7561899 B2 2009-07-14 Lee, Changseok

66 7562213 B1 2009-07-14 Timms, Natalie

67 7564799 B2 2009-07-21 Holland et al.

68 7565141 2009-07-21 Macaluso, Anthony G.
69 7565328 B1 2009-07-21 Donner

70 7574509 B2 2009-08-11 Nixon et al.

71 7574731 2009-08-11 FASCENDA, Anthony C.
72 7577431 B2 2009-08-18 Jiang, Yue Jun

73 7580356 B1 2009-08-25 Mishra et al.

74 7580857 2009-08-25 VanFLEET et al.
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75 7583964 B2 2009-09-01 Wong, Gregory A.

76 7584298 B2 2009-09-01 Klinker et al.

77 7585217 B2 2009-09-08 Lutnick et al.

78 7586871 B2 2009-09-08 Hamilton et al.

79 7593417 2009-09-22 Wang, James et al.

80 7593730 B2 2009-09-22 Khandelwal, Deepak et al.
81 7596373 B2 2009-09-29 Mcgregor, Christopher et al.
82 7599288 2009-10-06 COLE, Raymond E. et al.
83 7599714 B2 2009-10-06 Kuzminskiy, Alexandr

84 7602746 B2 2009-10-13 Cathoun et al.

85 7603710 B2 2009-10-13 Harvey et al.
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86 7606357 B2 2009-10-20 Daigle
87 7606918 B2 2009-10-20 Holzman et al.
88 7607041 B2 2009-10-20 Kraemer et al.

89 7609650

2009-10-27 ROSKOWSKI, Steve et al.

90 7609700

2009-10-27 Ying, Wen-Ping et al.

91 7610047 B2

2009-10-27 Hicks Il et al.

92 7610057 B2

2009-10-27 Bahl et al.

93 7610328

2009-10-27 HAASE et al.

94 7610396 B2 2009-10-27 Taglienti et al.
95 7612712 B2 2009-11-03 LaMance et al.
96 7613444 B2 2009-11-03 Lindqvist et al.
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97 7614051 B 2009-11-03 Glaum et al.

98 7616962 B2 2009-11-10 Oswal, Anand K. et al.
99 7617516 2009-11-10 HUSLAK et al.

100 7620041 2009-11-17 Dunn, Jeffrey H. et al.
101 7620065 2009-11-17 FALARDEAU, Eric
102 7620162 2009-11-17 AARON et al.

103 7620383 B2 2009-11-17 Taglienti et al.

104 7627314 2009-12-01 Carlson, Steven |. et al.
105 7627600 B2 2009-12-01 Citron et al.

106 7627767 B2 2009-12-01 Sherman et al.

107 7627872 B2 2009-12-01 Hebeler et al.
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First Named Inventor | RALEIGH, GREGORY

Art Unit

Examiner Name

| not yet assigned

Attorney Docket Number

| RALEP038D1C1C1C1C1

108 7633438 2009-12-15 Tysowski, Piotr Konrad
109 7634253 B2 2009-12-15 Plestid et al.

110 7634388 2009-12-15 Archer, Charles J. et al. Entire Document
111 7636574 2009-12-22 Poosala, Viswanath
112 7636626 B2 2009-12-22 Oesterling et al.

113 7643411 B2 2010-01-05 Andreasen et al.

114 7644151 2010-01-05 JERRIM, John et al.
115 7644267 2010-01-05 YLIKOSKI, Martti et al.
116 7644414 B2 2010-01-05 Smith et al.

117 7647047 2010-01-12 MOGHADDAM et al.
118 7650137 2010-01-19 JOBS et al.
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Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

119 7653394 B2 2010-01-26 McMittin, Brian K.
120 7656271 B2 2010-02-02 Ehrman et al.

121 7657920 B2 2010-02-02 Arseneau et al.
122 7660419 B1 2010-02-09 Ho, Jin-Meng

123 7661124 B2 2010-02-09 Ramanathan et al.
124 7664494 B2 2010-02-16 Jiang, Yue Jun

125 7668176

2010-02-23 Chuah, Mooi Choo

126 7668612 B

2010-02-23 Okkonen, Harri

127 7668903

2010-02-23 EDWARDS et al.

128 7668966 B2

2010-02-23 Klinker et al.

129 7676673 B2

2010-03-09 Weller et al.
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First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

130 7680086 B2 2010-03-16 Eglin
131 7681226 B2 2010-03-16 Kraemer et al.
132 7684370 B2 2010-03-23 Kezys, Vytautas Robertas

133 7685131

2010-03-23 Batra, Vishat Singh et al.

134 7685254

2010-03-23 Pandya, Ashish A.

135 7685530 B2 2010-03-23 Sherrard et al.
136 7688792 B2 2010-03-30 Babbar et al.
137 7693107 B2 2010-04-06 De Froment, Eric

138 7693720

2010-04-06 KENNEWICK et al.

139 7697540 B2

2010-04-13 Haddad et al.

140 7707320 B2

2010-04-27 Singhai et al.
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Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

141 7710932 2010-05-04 MUTHUSWAMY, Sivakumar et al.
142 7711848 2010-05-04 MAES, Stephane H.

143 7719966 B2 2010-05-18 Luft et al.

144 7720206 B2 2010-05-18 Devolites et al.

145 7720464 B2 2010-05-18 Batta, Puneet

146 7720505 2010-05-18 GOP et al.

147 7720960 B2 2010-05-18 Pruss, Richard Manfred et al.
148 7721296 B2 2010-05-18 Ricagni, Giuseppe

149 7724716 B2 2010-05-25 Fadell, Anthony M.

150 7725570 2010-05-25 Lewis, Lundy

151 7729326 2010-06-01 Sekhar, Ramesh
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Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

152 7729484 B1

2010-06-01 Coppage

153 7730123

2010-06-01 ERICKSON, Richard R. et al.

154 7734784

2010-06-08 ARAUJO et al.

155 7742406 B1 2010-06-22 Muppata, Suresh
156 7742961 B2 2010-06-22 Aaron et al.
157 7743119 B2 2010-06-22 Friend et al.

158 7746854

2010-06-29 AMBE, Shekhar et al.

159 7747240

2010-06-29 BRISCOE et al.

160 7747699

2010-06-29 PRUEITT et al.

161 7747730

2010-06-29 HARLOW, James D.

162 7752330 B2

2010-07-06 Olsen et al.
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Application Number 18088450
Filing Date 2022-12-23
First Named Inventor | RALEIGH, GREGORY
Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

163 7756056 B2 2010-07-13 Kim et al.

164 7756509 B2 2010-07-13 Rajagopalan et al.
165 7756534 2010-07-13 Anupam, Vinod et al.
166 7756757 B1 2010-07-13 Oakes i, Charles Lee
167 7760137 B2 2010-07-20 Martucci et al.

168 7760711 B1 2010-07-20 Kung et al.

169 7760861 2010-07-20 Croak, Marian et al.
170 7765294 B2 2010-07-27 Edwards et al.

171 7769397 B2 2010-08-03 Funato et al.

172 7770785 B2 2010-08-10 Jha et al.

173 7774323 B2 2010-08-10 Helfman, Nadav
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Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

174 7774412 B1

2010-08-10 Schnepel, Soenke

175 7774456 B1

2010-08-10 Lownsbrough, Derek Leigh et al.

176 7778176

2010-08-17 Morford, Michael Robert

177 7778643

2010-08-17 Laroia, Rajiv et al.

178 7783754 B2 2010-08-24 Morford et al.
179 7788386 B2 2010-08-31 Svensson
180 7788700 B1 2010-08-31 Feezel et al.
181 7792257 B1 2010-09-07 Vanier et al.

182 7792538

2010-09-07 Kozisek, Steven E.

183 7792708

2010-09-07 ALVA, Jessi

184 7797019 B2

2010-09-14 Friedmann
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Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

185 7797060 B2

2010-09-14 Grgic et al.

186 7797204

2010-09-14 BALENT, Bruce F.

187 7797401

2010-09-14 STEWART et al.

188 7801523

2010-09-21 Kenderov, Stoyan

189 7801783 B2

2010-09-21 Kende et al.

190 7801985 B1

2010-09-21 Pitkow, Jim et al.

191 7802724

2010-09-28 Nohr, Steven Paul

192 7805140 B2 2010-09-28 Friday et al.
193 7805522 B2 2010-09-28 Schiuter et al.
194 7805606 B2 2010-09-28 Birger et al.
195 7809351 B1 2010-10-05 Panda et al.
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Filing Date 2022-12-23
First Named Inventor | RALEIGH, GREGORY
Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

196 7809372 B2 2010-10-05 Rajaniemi, Jaakko
197 7813746 B2 2010-10-12 Rajkotia, Purva R.
198 7817615 B1 2010-10-19 Breau et al.

199 7817983 B2 2010-10-19 Cassett et al.

200 7822837 2010-10-26 URBAN et al.

201 7822849 B2 2010-10-26 Titus

202 7826427 B2 2010-11-02 Sood et al.

203 7826607 B1 2010-11-02 De Carvalho Resende et al.
204 7835275 B1 2010-11-16 Swan et al.

205 7843831 B2 2010-11-30 Morrill et al.

206 7843843 B1 2010-11-30 Papp i1l et al.
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Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

207 7844034 B1 2010-11-30 Oh et al.

208 7844728 B2 2010-11-30 Anderson et al.
209 7848768 2010-12-07 OMORI et al.
210 7849161 B2 2010-12-07 Kach et al.

211 7849170 B1 2010-12-07 Hargens et al.
212 7849477 B2 2010-12-07 Cristofalo et al.
213 7853250 B2 2010-12-14 Harvey et al.
214 7853255 B2 2010-12-14 Karaoguz et al.
215 7853656 B2 2010-12-14 Yach et al.

216 7856226 2010-12-21 WONG, Ellis L. et al.
217 7860088 B2 2010-12-28 Lioy, Marcello
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Filing Date 2022-12-23
First Named Inventor | RALEIGH, GREGORY
Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

218 7865182 2011-01-04 Macaluso, Anthony G.
219 7865187 B2 2011-01-04 Ramer et al.

220 7868778 2011-01-11 KENWRIGHT, David Norris
221 7868814 B1 2011-01-11 Bergman

222 7873001 B2 2011-01-18 Silver, Andrew

223 7873344 2011-01-18 BOWSER, Robert et al.
224 7873346 B2 2011-01-18 Petersson et al.

225 7873540 B2 2011-01-18 Arumugam, Avin

226 7873705 2011-01-18 KALISH, Dan

227 7873985 B2 2011-01-18 Baum

228 7877090 2011-01-25 Maes, Stephane H.
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Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

229 7881199 2011-02-01 KRSTULICH, Zlatko

230 7881697 B2 2011-02-01 Baker, Matthew Donald et al.
231 7882029 2011-02-01 WHITE, Craig R.

232 7882247 B2 2011-02-01 Sturniolo et al.

233 7882560 B2 2011-02-01 Kraemer et al.

234 7885644 B2 2011-02-08 Gallagher et al.

235 7886047 2011-02-08 POTLURI, Dora

236 7889384 B2 2011-02-15 Armentrout et al.

237 7890084 2011-02-15 Dudziak, Thaddeus Jude et al.
238 7890111 2011-02-15 Bugenhagen, Michael K.
239 7890581 B2 2011-02-15 Rao et al.
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Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

240 7894431 B2 2011-02-22 Goring et al.
241 7899039 B2 2011-03-01 Andreasen et al.
242 7899438 B2 2011-03-01 Baker, Matthew Donald et al.

243 7903553

2011-03-08 Liu, Enhui

244 7907970

2011-03-15 Park, Vincent D. et al.

245 7908358 B1

2011-03-15 Prasad et al.

246 7911975

2011-03-22 DROZ, Patrick et al.

247 7912025

2011-03-22 Pattenden, Christopher E. S. et al.

248 7912056

2011-03-22 BRASSEM, Wayne

249 7916707 B2

2011-03-29 Fontaine

250 7917130 B1

2011-03-29 Christensen et al.

EFS Web 2.1.18

Page 715 of 878




11985155

Page 716 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450
Filing Date 2022-12-23
First Named Inventor | RALEIGH, GREGORY
Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number |RALEP038D1C1C1C1C1

251 7920529 2011-04-05 MAHLER, Roger et af.
252 7921463 2011-04-05 Sood, Kapil et al.

253 7925740 B2 2011-04-12 Nath et al.

254 7925778 B1 2011-04-12 Wijnands et al.

255 7929446 B2 2011-04-19 Bozarth et al.

256 7929959 B2 2011-04-19 DeAtley, Dallas et al.
257 7929960 2011-04-19 MARTIN et al.

258 7929973 2011-04-19 Zavalkovsky, Arthur et al.
259 7930327 B2 2011-04-19 Craft David et al.

260 7930446 B2 2011-04-19 Kesselman, Alex et al.
261 7930553 B2 2011-04-19 Satarasinghe et al.

EFS Web 2.1.18

Page 716 of 878




11985155

Page 717 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

262 7933274 B2

2011-04-26 Verma et al.

263 7936736 B2

2011-05-03 Proctor Jr. et al.

264 7937069

2011-05-03 RASSAM, Frederic

265 7937450 B2 2011-05-03 Janik, Craig M.
266 7937470 B2 2011-05-03 Curley et al.
267 7940685 B1 2011-05-10 Breslau, Lee et al.

268 7940751

2011-05-10 Hansen, Christopher J.

269 7941184

2011-05-10 PRENDERGAST et al.

270 7944948

2011-05-17 Chow, Albert T. et al.

271 7945238 B2

2011-05-17 Baker, Matthew Donald et al.

272 7945240

2011-05-17 KLOCK, Jacqueline et al.

EFS Web 2.1.18

Page 717 of 878




11985155

Page 718 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

273 7945470 B1

2011-05-17 Cohen et al.

274 7945045

2011-05-17 Graham, Richard et al.

275 7948952

2011-05-24 HURTTA, Tuija et al.

276 7948953 B2

2011-05-24 Melkote, Keerti G. et al.

277 7948968

2011-05-24 Voit, Eric A. et al.

278 7949529

2011-05-24 WEIDER et al.

279 7953808

2011-05-31 SHARP et al.

280 7953877 B2

2011-05-31 Vemula et al.

281 7957020

2011-06-07 MINE, Ryuta et al.

282 7957381 B2

2011-06-07 Clermidy et al.

283 7957511

2011-06-07 DRUDIS et al.

EFS Web 2.1.18

Page 718 of 878




11985155

Page 719 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 18088450

Filing Date 2022-12-23

First Named Inventor | RALEIGH, GREGORY

Art Unit |

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

284 7958029 B1

2011-06-07 Bobich et al.

285 7962622

2011-06-14 Friend, John et af.

286 7965983

2011-06-21 SWAN, Tim et al.

287 7966405 B2 2011-06-21 Sundaresan et al.
288 7967682 B2 2011-06-28 Huizinga
289 7969950 B2 2011-06-28 lyer et al.

290 7970350

2011-06-28 SHEYNMAN, Arnold

291 7970426

2011-06-28 Poe, Brian R. et al.

292 7974624

2011-07-05 Gallagher, Michael D. et al.

293 7975184

2011-07-05 GOFF et al.

294 7978627

2011-07-12 TAYLOR, William Scott et al.

EFS Web 2.1.18

Page 719 of 878




11985155

Page 720 of 878

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

18088450

Filing Date

2022-12-23
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Examiner Name
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205 7978686 B2 2011-07-12 Goyal et al.
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Application Number 18088450

Filing Date 2022-12-23
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT A Unt |
( Not for submission under 37 CFR 1.99)

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 3 Applicant is to place a check mark here iff
English language translation is attached.
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Application Number 18088450

Filing Date 2022-12-23
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT A Unt |
( Not for submission under 37 CFR 1.99)

Examiner Name | not yet assigned

Attorney Docket Number | RALEP038D1C1C1C1C1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[X] A certification statement is not submitted herewith.

SIGNATURE
A sighature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Farshad Farjami/ Date (YYYY-MM-DD) 2023-05-25

Name/Print Farshad Farjami Registration Number 41014

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
pubtic which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, o the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibiity to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used {o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, o the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, arecord
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, 1o a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of faw or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 48060479
Application Number: 18088450
International Application Number:
Confirmation Number: 4358
Title of Invention: Communications Device with Secure Data Path Processing Agents
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 106963
Filer: Michael Farjami/Evan Gunderman
Filer Authorized By: Michael Farjami
Attorney Docket Number: RALEP038D1C1C1C1C1
Receipt Date: 25-MAY-2023
Filing Date: 23-DEC-2022
Time Stamp: 17:17:58
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:

Document s . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

4485351

Information Disclosure Statement (IDS) | P038D1C1C1C1CT_IDS4_May_

Form (SB08) 25 _23.pdf no 3

70627a733880e9701eb9a45c678c7f64639
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Information:

This is not an USPTO supplied IDS fillable form

Total Files Size (in bytes)1 4485351

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
18/088,450 12/23/2022 Gregory G. Raleigh RALEPO38D1C1C1C1C1
CONFIRMATION NO. 4358
106963 PUBLICATION NOTICE

Headwater Research LLC

C/O Farjami & Farjami LLP 0 D A0 0L A0 A0
LA

Mission Viejo, CA 92691

Title:Communications Device with Secure Data Path Processing Agents

Publication No.US-2023-0125134-A1
Publication Date:04/27/2023

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Attorney Docket No.: RALEPO38D1C1C1CIC1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Raleigh
Application Serial No.: 18/088,450
Filed: 12/23/2022

Title: Communications Device with

Secure Data Path Processing Agents

Group Art Unit: Unknwon

Examiner: Unknown

REQUEST FOR CORRECTION TO FILING RECEIPT

Commissioner For Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir/Madam:

Enclosed, please find a copy of the Filing Receipt, dated January 18, 2023, with

correction noted thereon. As shown on the revised copy of the Filing Receipt, please correct

the first inventor’s state of residence from “CA” to --N'V--. Also enclosed, please find a copy of

the revised Application Data Sheet with the first inventor’s state of residence as--NV--.

Farshad Farjami

FARJAMI & FARJAMI LLP
26522 La Alameda Ave., Ste. 360
Mission Viejo, CA 92691

Tel: (949) 282-1000

Fax: (949) 282-1002

Respectfully submitted,
Farjami & Farjami LLP

By:  /Farshad Farjami/
Farshad Farjami
Reg. No. 41,014

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this correspondence is being filed via EFS in United States
Patent and Trademark Office, on the date stated below.

January 18, 2023

Date
Evan C. Gunderman levan c¢. gunderman/
Name Signature
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450

‘www.uspto.gov
APIEII-‘JIISIQE{QON | 35111(::1)1\I]SA(¥E | Gl;[l)\l‘?'ll}’r | FIL FEE REC'D ATTY.DOCKET.NO |TOT CLAIMS | IND CLAIMS |
18/088,450 12/23/2022 830 RALEP0O38DIC1CICIC1 1 1
CONFIRMATION NO. 4358
106963 FILING RECEIPT

ot s LG I

26522 La Alameda Ave., Suite 360
Mission Viejo, CA 92691

Date Mailed: 01/18/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and undetrlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
James Lavine, Denver, NC;
Alireza Raissinia, Monte Sereno, CA;
Michael J. Sabin, Sunnyvale, CA;
Applicant(s)
Headwater Research LLC, Tyler, TX;
Assignment For Published Patent Application
Headwater Research LLC, Tyler, TX

Power of Attorney: None

Domestic Priority data as claimed by applicant

This application is a CON of 17/008,031 08/31/2020
which is a CON of 15/977,731 05/11/2018 PAT 10,771,980
which is a CON of 15/158,522 05/18/2016 PAT 9,980,146
which is a CON of 14/272,274 05/07/2014 ABN
which is a DIV of 13/247,998 09/28/2011 PAT 8,725,123
which claims benefit of 61/389,547 10/04/2010

and claims benefit of 61/387,243 09/28/2010

and claims benefit of 61/387,247 09/28/2010

and claims benefit of 61/407,358 10/27/2010

and claims benefit of 61/418,507 12/01/2010

and claims benefit of 61/418,509 12/01/2010

page 1 of 4
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and claims benefit of 61/420,727 12/07/2010
and claims benefit of 61/422,565 12/13/2010
and claims benefit of 61/422,572 12/13/2010
and claims benefit of 61/422,574 12/13/2010
and claims benefit of 61/435,564 01/24/2011
and claims benefit of 61/472,606 04/06/2011
and is a CIP of 13/134,028 05/25/2011 PAT 8,589,541
which claims benefit of 61/348,022 05/25/2010
and claims benefit of 61/381,159 09/09/2010
and claims benefit of 61/381,162 09/09/2010
and claims benefit of 61/384,456 09/20/2010
and claims benefit of 61/385,020 09/21/2010
and is a CIP of 12/695,019 01/27/2010 PAT 8,275,830
and is a CIP of 12/695,020 01/27/2010 PAT 8,406,748
and is a CIP of 12/694,455 01/27/2010 PAT 8,402,111
and is a CIP of 13/134,005 05/25/2011 PAT 8,635,335
and is a CIP of 12/695,021 01/27/2010 PAT 8,346,225

and said 12/695,019 01/27/2010 claims benefit of 61/264,126 11/24/2009

and claims benefit of 61/270,353 07/06/2009

and said 12/695,020 01/27/2010 claims benefit of 61/275,208 08/25/2009

and claims benefit of 61/237,753 08/28/2009

and said 12/694,455 01/27/2010 claims benefit of 61/264,120 11/24/2009
and said 12/695,021 01/27/2010 claims benefit of 61/252,151 10/15/2009

and claims benefit of 61/252,153 10/15/2009

and is a CIP of 12/380,780 03/02/2009 PAT 8,839,388
which claims benefit of 61/206,354 01/28/2009

and claims benefit of 61/206,944 02/04/2009

and claims benefit of 61/207,393 02/10/2009

and claims benefit of 61/207,739 02/13/2009

Page 729 of 878

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution

Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as

appropriate.

If Required, Foreign Filing License Granted: 01/17/2023
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 18/088,450
Projected Publication Date: 04/27/2023
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title
Communications Device with Secure Data Path Processing Agents

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent™ and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitied "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:// www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PTOMIAMA (11-15)

Approved for use through 04/30/2017. OMEB 0651-0032

U8, Patent and Trademark Cffice; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1998, no persons are required to respond 1o a collection of information uniess i contains 3 valid OMB control number,

. . Attorney Docket Number | RALEPO38DICICICICH
Application Data Sheet 37 CFR 1.78

Application Number

Title of invention | Communications Device with Secure Data Path Processing Agents

The apglication data sheet is part of the provisional or nonprovisional application for which # is being submitted. The following form contains the
bibliographic data aranged in a format specified by the United States Patent and Trademark Office as cutined in 37 CFR 176

This document may be completed slectronically and submitted to the Office in electronio format using the Electronic Flling System (EFS) or the
document may be printed and included in 3 paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Datla Sheet may fall under a Secrecy Order pursuant {o
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

inventor Information:

inventor 1
iegal Name
Prefix| Given Name Middie Nams Family Nams Suffix
Gregoy. & Raleigh.
Residence Information {Select One) (8 US Residency (O Non US Residency () Active US Military Service
City | INGUNE VILLAGE State/Province | SANV| Country of Residencd | US.
Mailing Address of Inventor:
Address 1 140 N. COLLEGE AVENUE
Address 2 SUITE 1118
City Tyler, State/Province JX
Postal Code 5702, | Country 8
inventor 2
Legal Name
Prefix| Given Nams Middie Name Family Name Suffix
James Lavine

Residence Information {Select One) (8 US Residency () NonUS Residency () Active US Military Service
City DENVER State/Provinee i NC Country of Residencé us

Mailing Address of Inventor:

Address 1 110 N. COLLEGE AVENUE

Address 2 SUITE 1118

City Tyler State/Province ™

Postal Code 75702 Countryi us

inventor 3

Legal Nams

Prafix| Given Name Middie Name Family Name Suyffix
Alireza Raissinia

Residence Information {Select One) (& USResidency (O NonUS Residensy () Active US Military Service

EFS Web 2.2142
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PTOMAIAMA (11-15)
Approved for use through 04/30/2017. OMEB 0651-0032
U8, Patent and Trademark Cffice; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

L Attorney Docket Number
Application Data Shest 37 CFR 1.76

RALEPOSBDICICICICH

Application Nummber

Title of Invention

Communications Device with Secure Data Path Processing Agenis

City | Monte Sereno

State/Provincs CA Country of Residencd H us

Mailing Address of Inventon:

Address 1 110 N, COLLEGE AVENUE
Address 2 SUITE 11186
City Tyler State/Province l TX
Postal Code 75702 | Countryi us
fnventor 4
Legal Name
Prefix| Given Name Middie Name Family Name Suffix
Michael J. Sabin
Residence Information {Select One} (@) US Residency (O Non US Residency () Active US Military Service
City | Sunnyvale State/Province | CA Country of Residencd | US
Mailing Address of Inventor:
Address 1 110 N. COLLEGE AVENUE
Address 2 SUITE 1118
City Tyler State/Province ™
Postal Code I 75702 Country i us

Al Inventors Must Be Listed - Additional inventor Information blocks may be
generated within this form by selecting the Add bulton.

Correspondence Information:

Enter either Customer Number or compiete the Correspondence information section below.
For further information see 37 CFR 1.33{a}).

[ An Address is being provided for the correspondence Information of this application.

Customer Number

108963

Email Addrass

patent@headwateriic.com

Application Information:

Title of the Invention

Communications Device with Secure Data Path Processing Agenis

Attorney Docket Number

RALEPO38D1C1C1C1CH

Small Entity Status Claimed [

Application Type

Nonprovisional

Subject Matter

Utitity

Total Number of Drawing Sheets {if any) 16

Suggested Figure for Publication {if any)
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PTOMAIAMA (11-15)

Approved for use through 04/30/2017. OMB 0651-0052

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

Attorney Dockel Number | RALEPO3SDICICICICH

Application Nummber

Application Data Shest 37 CFR 1.76

Title of Invention | Communications Device with Secure Data Path Processing Agents

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C 111 and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section{(s} below {i.e., “Domestic Benefit/National Stage information” and “Foreign Priority information”).

For the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this
reference to the previcusly filed application, subject to conditions and reguirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-CD) Intelfectual Property Authority or Country
filed application

Publication Information:
[1 Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Requesi Not to Publish. 1 nereby request that the attached application ot be published under
35 U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
" subject of an application filed in another country, or under a multilatera! international agreement, that requires

publication at eighieen months after filing.

Representative information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (sea 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. [f both seclions are completed the customer
Numbpear will be used for the Reprasentative information during processing.

Please Select One: (@ Customer Number l (O USs Patent Praciitioner () Limited Recognition (37 CFR 11.8)

Customer Number 106682

Domestic Benefit/National Stage Information:

This section aliows for the applicant to either claim benefit under 35 U.S.C. 118(e)}, 120, 121, 3865(c), or 388(c} or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Dala Sheet constitutes
the specific reference required by 35 U.S.C. 118(g) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending

Flling or 371(c) Dale
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
thisapplication Continuation of 17008031 2020-03-31

EFSWeb 22,12
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PTOMAIAMA (11-15)

Approved for use through 04/30/2017. OMEB 0851-0032

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

Attorney Dockel Number | RALEPO3SDICICICICH

Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Prior Application Status ! Patented 1

Apghication — Prior Application Filing Date ) . Issue Date
Number Continuity Type Number YYYY-MM-DD) Patent Numbaear (YYYY-MM-DD)
17008031 Continuation of 18877731 2018-05-11 10771980 2020-08-18

Prior Application Status 1 Patented 1

Apptication oo Prior Application Filing Date . Issue Date
Number Continuity Typa Number YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15877731 Continuation of 16158522 2016-05-18 8980146 2018-05-02

Prior Application Status | Abandoned

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)
15158522 Continuation of 14272274 2014-05-07

Prior Application Status | Patenied

Application - Frior Appiication Fiily 5 . Issue Date
Number Continuity Type Nurmher YYYY-MM-DD) FPatent Number (YYYY-MM-DD)
14272274 Division of 13247998 2011-08-28 8725123 2014-05-13

Prior Application Status | Expired

Filing or 371(c) Date
Appiication Number Continuity Type Prior Application Number YYYY-MM-DD}

13247298 Claims beneiit of provisional 51389547 2010-10-04

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD}

13247998 Claims benefit of provisional 81387243 2010-03-28

Prior Application Status | Expired

Filing or 371(c) Dale
Application Numbser Continuity Type Prior Application Number (YYYY-MM-DD)

13247998 Claims benefit of provisional 61387247 2010-08-28

Prior Applicalion Status | Expired

Filing or 371(c) Dale
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

13247598 Clairns benefit of provisionai 81407358 2010-10-27

Prior Application Status | Expired

Filing or 371(c) Date
Appilication Number Continuity Type Prior Application Number (OYYY-MM-DD)

13247998 Claims benefit of provisionai 81418507 2010-12-01
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Approved for use through 04/30/2017. OMEB 0851-0032

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

Attorney Dockel Number | RALEPO3SDICICICICH

Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuily Type Prior Application Number (YYYY-MM-DD)

13247993 Claims benefit of provisional 61418509 2010-12-01

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

132479288 Claims penefit of provisional 51420727 2010-12-07

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

132479288 Claims penefit of provisional 51422565 2010-12-13

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Frior Application Number (YYYY-MM-DD}

13247998 Claims benefit of provisional 81422572 2010-12-13

Prior Application Status | Expired

Filing or 371(c) Dale
Application Number Conlinuity Type Prior Application Number YYYY-MM-DD)

13247998 Claims benefit of provisional 81422574 2010-1213

Prior Applicalion Status | Expired

FHing or 371(c) Dale
Application Numbser Continuity Type Prior Application Number (YYYY-MM-DD)

13247998 Claims benefit of provisional 81435564 2011-01-24

Prior Application Status | Expired

Fiing or 371(c) Date

Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
132479898 Claims benefit of provisionai 81472608 2011-04-06
Prior Application Status | Patented
Application I Prior Application Filing Date atent Numbar lssue Date
Number Continuity Type Number YYYY-MM-DD) Patent Number (YYYY-RM-DD)
13247988 Continuation in part of 13134028 2011-08-25 3588541 2013-11-18
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuily Type Prior Application Number (YYYY-MM-DD)
131340238 Claims benefit of provisional 61348022 2010-05-25
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U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

RALEPOSBDICICICICH

L Attorney Docket Number
Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention

Communications Device with Secure Data Path Processing Agenis

Prior Application Status

Expired

Application Number

Continuily Type

Prior Application Number

Filing or 371(c) Date
YYYY-MM-DD)

13134023 Claims benefit of provisional 61381159 2010-08-09
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)
13134028 Claims penefit of provisional 51381162 2010-09-08
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)
13134028 Claims penefit of provisional 51384458 2010-08-20
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Frior Application Number (YYYY-MM-DD}

13134028

Claims benefit of provisional

81385020

2010-08-21

Prior Application Status | Patented
Application e Prior Apglication Filing Date . Issue Dale
Number Continuity Type Number (YYY-MM-DD) Patent Number COYYY-MM-DD)
13134023 Continuation in part of 126985019 2010-01-27 8275330 2012-08-25
Prior Applicalion Status | Patented
Application _— Prior Application Filing Date et N i lssue Date
Number Continuity Type Number (YYY-MM-DD) Patent Number COYYY-MM-DD)
13134028 Continuation in part of 12685020 2010-01-27 8408748 2013-03-28
Prior Application Status 1 Patented
Application _— Prior Apglication Fiting Date \ ; 3 Issue Date
Number Continuity Type Number CYYYY-MM-DD) Patent NUMBer | vy iv-DD)
13134028 Continuation in part of 12684455 2010-01-27 8402111 2013-03-1¢
Prior Applicalion Status | Palented
Application — Prior Apglication Filing Date i i Issue Date
Number Continuity Type NUMber CPYYY-MM-DD) Patent Number | vy vim-0D)
13134028 Continuation in pari of 13134005 2011-05-25 8835335 2014-01-21
Prior Application Status 1 Patented 1
Application R Prior Application Fiting Date ; i lssue Date
Number Continuity Type Number CrYYY-MM-DD) | entNumber | vy vm-nm)
13134028 Continuation in pard of 126885021 2010-01-27 8348225 2013-01-01
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U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

Attorney Dockel Number | RALEPO3SDICICICICH

Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuily Type Prior Application Number (YYYY-MM-DD)

12805019 Claims benefit of provisional 61264126 2009-11-24

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

12695019 Claims penefit of provisional 51270353 2009-07-08

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

12685020 Claims penefit of provisional 81275208 2009-08-25

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Frior Application Number (YYYY-MM-DD}

12685020 Claims benefit of provisional 81237753 2009-03-28

Prior Application Status | Expired

Filing or 371(c) Dale
Application Number Conlinuity Type Prior Application Number YYYY-MM-DD)

12654455 Claims benefit of provisional 812684120 2009-11-24

Prior Applicalion Status | Expired

FHing or 371(c) Dale
Application Numbser Continuity Type Prior Application Number (YYYY-MM-DD)

126985021 Claims benefit of provisional 81252151 2008-10-15

Prior Application Status | Expired

Fiing or 371(c) Date

Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12885021 Claims benefit of provisionai 81252153 2008-10-15
Prior Application Status | Patented
Application I Prior Application Filing Date atent Numbar lssue Date
Number Continuity Type Number YYYY-MM-DD) Patent Number (YYYY-RM-DD)
12685021 Continuation in part of 12380780 2008-03-02 3838388 2014-09-18
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuily Type Prior Application Number (YYYY-MM-DD)
123807480 Claims benefit of provisional 61208354 2008-01-28

EFSWeb 22,12

Page 738 of 878



11985155 Page 739 of 878

PTOQAIAMA (11-15)
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. . Attorney Dockel Number | RALEPO3SDICICICICH
Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuily Type Prior Application Number (YYYY-MM-DD)

12380780 Claims benefit of provisional 612068944 2009-02-04

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

12380780 Claims penefit of provisional 51207393 2009-02-10

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

12380780 Claims penefit of provisional 81207738 2009-02-13

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add butlton.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for pricrity as reguired by 35 U.8.C. 118(0) and 37 CFR 1.85. When priority is claimed to a foreign application
that is eligible for retrisval under the pricrity document exchange program (PDX)' the information will be used by the Office to
automatically attempt refrieval pursuant 1o 37 CFR 1.55(3(1) and (2). Under the PDIX program, applicant bears the ullimaie
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.85(g)}{1).

Application Number Ccun‘iryi Filing Date (YYYY-MM-DD) Access Code' (if applicable)

Additional Foreign Prionity Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This apptication (1) claims priority 10 or the benefit of an application filed before March 18, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[ 18, 2013

NOTE: By providing this stalement under 37 CFR 1.55 or 1.78, this application, with a filing date on or afier March

18, 2013, will be examined under the first inventor {o file provisions of the AlA.
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U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
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Attorney Dockel Number | RALEPO3SDICICICICH

Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided writien
authority to permit a participating foreign intellectual property (IF) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search resuits from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not {o provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

application. After the initial filing of an application, an Application Data Sheet cannot be used 1o provide or rescind
authorization for access by a foreign 1P office(s). Instead, Form PTO/SB/38 or PTO/SEBSS must be used as appropriate.

1. Authorization to Permit Access by a Foreign intelleciual Property Office(s)

A. Priority Document Exchange (PDX] - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority fo provide the European Patent Office (EPQ), the Japan Patent Office
(JPO), the Korean Intellactual Property Office (KIPO]}, the State Intellectual Property Office of the Paople’s Republic of
China (SIPQ), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTQ in a bilateral or multilateral priority document exchange agreement in which a forsign
application claiming priority to the instant patent application is filed, access {o: (1) the instant patent application-as-filed
and iis related biblingraphic data, {2} any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
{1}.

the undersigned hereby grants the USPTO authority 1o provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14((2).

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants fo submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO {o permit a participating foreign P office access o the instant
[} application-as-filed. I this box is chacked, the USPTO will not be providing & participating foraign 1P office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO {o transmit to the EPQ any search resulis from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search resuils from the instant
application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access io the
application in accordance with 37 CFR 1.14.
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Attorney Dockel Number | RALEPO3SDICICICICH

Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 4
If the applicant is the inventor {or the rernaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information 1o be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary inferest in the matter who is the applicant under 37 CFR 1.48. ifthe applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated 1o assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

® Assignes (") Legai Representative under 35 U.S.C. 117 (O Joint Inverttor
O Person to whom the inventor is obligated to assign. Q Person who shows sufficient proprietary interest

if applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

if the Applicant is an Organization check here. X

Organization Name Headwater Research LLC

Mailing Address Information For Applicant:

Address 1 110N, COLLEGE AVENUE

Address 2 SUITE 1116

City Tyler State/Province ™
Countryﬁ | s Postal Code 75702
Phone Number 903-201-6212 Fax Number

Email Address patent@headwaterlic.com

Additional Applicant Data may be generated within this form by selecting the Add bution.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Titie
37 of CFR to have an assignment recorded by the Office.
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PTOQAIAMA (11-15)

Approved for use through 04/30/2017. OMEB 0851-0032

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

. . Attorney Dockel Number | RALEPO3SDICICICICH
Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

Assignes 1

Complete this section if assignes information, including non-applicant assignee information, is desired to be included on the patent
appiication publication. An assignee-applicant identified in the "Applicant information” section will appear on the patent application
publication as an applicant. For an assignee-appiicant, compiete this section only if identification as an assignee is aiso desired on the
patent application publication.

if the Assignee or Non-Applicant Assignee is an Organization check here. N
Organization Name

Headwater Research LLC

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 110 N. COLLEGE AVENUE

Address 2 SUITE 1116

City Tyler State/Provincs TX
Country | us Postal Cade 75702
Phone Nurnber 903-201-6212 Fax Number

Emaill Address patent@headwaterlic.com

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add bution.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checkad in

subsection 2 of the “Authorization or Opt-Qut of Authorization to Permit Access”™ section, then this form must
aiso be signed in accordance with 37 CFR 1.14{c}.

power of attorney {8.q., ses USPTO Form PTO/AIA/S1) on behalf of all joint inventor-applicants.
See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Farshad Farjami/ Date (YYYY-MM-DD)| 2022-12-23

First Name | FARSHAD Last Name EFARJAM! Registration Number | 41,014

Additional Signature may be generated within this form by selecting the Add button.
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Approved for use through 04/30/2017. OMB 0651-0052
U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless i contains a valid OMB control number.

Attorney Dockel Number | RALEPO3SDICICICICH

Application Data Shest 37 CFR 1.76

Application Nummber

Title of Invention | Communications Device with Secure Data Path Processing Agents

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is 1o file (and by the USPTO {o process) an application. Confidentiality is governed by 35 US.C. 122 and 37 CFR 1.14. This
collaction is estimated {0 take 23 minutes o complete, including gathering, preparing, and submitiing the completaed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of tirhe you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Depardment of Commarce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1480, Alexandria, VA 22313-1450.
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Electronic Acknowledgement Receipt

EFS ID: 47392355
Application Number: 18088450
International Application Number:
Confirmation Number: 4358
Title of Invention: Communications Device with Secure Data Path Processing Agents
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 106963
Filer: Michael Farjami/Evan Gunderman
Filer Authorized By: Michael Farjami
Attorney Docket Number: RALEP038D1C1C1C1C1
Receipt Date: 18-JAN-2023
Filing Date: 23-DEC-2022
Time Stamp: 20:12:04
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
507687
RALEP038D1C1C1C1C1_Req_F
1 or_Corrected_Filing_Receipt_J yes 18
an_18_23 _pdf 433d2fa349cb2079af80ededddofa7dd2co
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Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Request for Corrected Filing Receipt 2 6
Application Data Sheet 7 18
Warnings:
Information:
Total Files Size (in bytes):l 507687

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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FARJAMI & FARJAMI rLpr

AN INTELLECTUAL PROPERTY LAW FIRM

www.farjami.com

26522 La Alameda Avenue, Suite 360
Mission Viejo, California 92691

tel: (949) 282-1000

fax: (949) 282-1002

ELECTRONIC TRANSMISSION COVER SHEET

Date: January 18, 2023
To: United States Patent and Trademark Office

Office of Initial Patent Examination
Examiner: Unknown; Art Unit: Unknown

Re: Application Serial No.: 18/088,450
Filing Date: 12/23/2022; First-Named Inventor: Raleigh
Attorney Docket No.: RALEP038D1C1CICI1IC1

From: Farjami & Farjami LLP

Number of pages including the cover sheet: 18

Message:

Enclosed, please find:

1. Request for Correction to Filing Receipt;
2. Revised Application Data Sheet; and
3. Copy of USPTO Filing Receipt dated January 18, 2023.

Authorization is hereby given to the Commissioner to charge any fees associated with this
communication or credit any overpayment to Deposit Account 50-0731.

Thank you.

The documents accompanying this electronic transmission contain PRIVILEGED AND CONFIDENTIAL information intended only
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service.
We will reimburse you for all expenses incurred.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 18/088,450
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(2), (b) or (<)) N/A N/A N/A 80 N/A
SEARCH FEE
(37 GFR 1.16(K, {1 or (m) N/A N/A N/A 350 N/A
EXAMINATION FEE
(37 CFR 1.16(0). ¢), or (@) N/A N/A N/A 400 N/A
TOTAL CLAIMS . *
(37 GFR 1.16()) 1 minus 20 = 0 X 0 OR
INDEPENDENT CLAIMS . *
(37 GFR 1.16(h)) 1 minus 3 = X 0
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())) 0
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 830 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE($) FEE($)
E AMENDMENT PAID FOR
w Total * inus ** =
= (37 CFg?m(u)) M X = OR |x =
[m] - =
E (Slg%eszF? B .?S(T)) s x = OR [x =
<§E Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE($) FEE($)
E AMENDMENT PAID FOR
w Total * Minus | ** = -
= (37 GF?Ham(i)) X OR |x =
% Independent * Minus | *** = M _ OR |« _
w (37 GFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
R
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j) ©
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
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