US 20050246282A1

a2 Patent Application Publication o) Pub. No.: US 2005/0246282 A1l

a9 United States

Naslund et al.

43) Pub. Date: Nov. 3, 2005

(549) MONITORING OF DIGITAL CONTENT
PROVIDED FROM A CONTENT PROVIDER
OVER A NETWORK

(76) Tnventors: Mats Naslund, Vallingby (SE); Goran
Selander, Stockholm (SE); Ulf
Vjorkengren, Bjarred (SE)

Correspondence Address:
ERICSSON INC.

6300 LEGACY DRIVE

M/S EVR C11

PLANO, TX 75024 (US)

(21) Appl. No.: 10/524,423

(22) PCTFiled:  Apr. 25, 2003

(86) PCT No.: PCT/SE03/00664
(30) Foreign Application Priority Data
Aug. 15,2002 (SE) .ccvvmveencrerrerccrecrvecseirenes 0202450-3

Publication Classification

(51) It CL7 oo HO4K 1/00

START

(52) US.ClL oo 705/52

(7) ABSTRACT

The invention refers to monitoring usage of digital content
provided from a content provider (30) over a network (40)
to a client system (10). In the client system (10), a logging
agent (150) generates and stores information concerning
usage of the digital content individually for each usage to be
monitored. The generated information is entered in a usage
log (1705 175), either stored in the client system (10) or at
a trusted party. The logged usage information is also authen-
ticated allowing identification of the client using the asso-
ciated digital content. The entries (172) of the log (1705 175)
may include a representation (172-1) of the content, infor-
mation about usage quality (172-2) and/or usage time (172-
N). The logging agent (150) is preferably implemented in a
portable tamper-resistant module (400), ¢.g. a network sub-
scriber identity module. The module (400) may be pre-
manufactured with the logging agent (150), or the agent
(150) can be downloaded thereto.
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MONITORING OF DIGITAL CONTENT
PROVIDED FROM A CONTENT PROVIDER OVER
A NETWORK

TECHNICAL FIELD

[0001] The present invention generally relates to digital
rights management (DRM) for managing digital content
provided over networks, and more particular to monitoring
usage of digital content by a client in a DRM system.

BACKGROUND

[0002] The distribution of digital content or media data
using modern digital communication technologies is con-
stantly growing, increasingly replacing the more traditional
distribution methods. In particular, there is an increasing
trend of downloading or streaming digital content from a
content provider to a client or user, which then typically
renders the content using a rendering device according to
some user rights, or usage rules specified in a license
associated with the digital content. Due to the advantages of
this form of content distribution, including being inexpen-
sive, fast and easy to perform, applications can now be found
for distribution of all types of media, such as audio, video,
images, electronic books and software.

[0003] However, with this new way of distributing digital
media content comes the need for protecting the content
provider’s digital assets against unauthorized usage and
illegal copying. Copyright holders and creators of digital
content naturally have a strong economic interest of pro-
tecting their rights, and this has lead to an increasing demand
for digital rights management (DRM). DRM is generally a
technology for protecting the content provider’s assets in a
digital content distribution system, including protecting,
monitoring and restricting the usage of the digital content as
well as handling payment. A DRM system thus normally
includes components for encryption, authentication, key
management, usage rule management and charging.

[0004] The most basic threats to a DRM system include
eavesdropping, illegal copying, modification of usage rules,
and repudiation of order or delivery of content. Most of
these basic security problems are solved by standard cryp-
tographic techniques, including encryption, authentication
and key management. However, what basically distin-
guishes the security problems of a DRM system from other
general security problems is that not even the other end-part
of the communication (the user) is completely trusted. In
fact, the end-user might want to try to fraudulently extend
his usage rights, for example rendering the media content
more times than he has paid for or illegally copying the
digital content to another rendering device. Therefore, some
form of rule-enforcement is required in the user’s rendering
device. To this end, a DRM agent implemented as tamper-
resistant circuit in the rendering device and some formal
language expressing the usage rules are commonly used
together with the basic cryptographic techniques mentioned
above.

[0005] However, while the DRM agent (at least theoreti-
cally) enforces the usage rules and keeps the usage accord-
ing to the license, it per se does not guarantee that the user
will not repudiate the usage of the digital content. For
example, the user may have paid to watch a downloaded
movie three times, but claims that due to some malfunctions
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he was only able to watch it twice. The user then disagrees
with the content provider about the number of renderings he
has consumed. This can easily escalate into a legal process,
especially if it regards a high valued digital content, for
which the user has paid a large sum of money for the usage
rights.

[0006] The prior art DRM systems and rendering devices
incorporating DRM agents do not provide any mechanisms
to minimize the risk of disagreement between the user and
DRM agent, discussed above, or in the case it has happened,
any mechanisms to support the defense of the DRM agent
and thereby support the defense of the content provider,
device manufacturer and the DRM system manufacturer.

SUMMARY

[0007] The present invention overcomes these and other
drawbacks of the prior art arrangements.

[0008] It is a general object of the present invention to
provide a digital-content-usage monitoring functionality in a
DRM system.

[0009] 1t is another object of the invention to deter users
from repudiating usage of digital content received from a
content provider over a network.

[0010] Yet another object of the invention is to provide a
client system incorporating a logging agent for logging
information of usage of received digital content.

[0011] A further object of the invention is to provide
effective and flexible downloading and implementation of
logging agents in client systems.

[0012] Tt is also an object of the invention to provide a
digital-content-usage monitoring functionality that is useful
as basis for charging of usage of digital content.

[0013] These and other objects are met by the invention as
defined by the accompanying patent claims.

[0014] Briefly, the present invention involves arranging or
implementing a logging agent in a client system or module
employed for using digital content ordered and received
from a content provider over a network, e.g. Internet or a
wireless network for mobile communication. This logging
agent monitors the usage of the content, performed by the
client, by logging information concerning the usage indi-
vidually for each usage to be monitored. The generated
usage information is then linked or associated with the client
or user, enabling identification from which client (user) the
usage information originates.

[0015] This linking is preferably obtained by performing a
security operation, such as performing, at least a part of an
authentication of the usage information. The now generated
and authenticated usage information is then stored as a log
entry in a log, either arranged in the client system or
provided externally by a trusted party, e.g. a network opera-
tor.

[0016] The usage performable by the client includes ren-
dering or playing, saving, forwarding, copying, executing,
deleting and/or modifying the digital content. Usage rights
or rules of the relevant methods of client-usage to be
monitored are preferably specified in a license or ticket
associated with the digital content.
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[0017] The security operation of the invention for enabling
identification of the client by linking the logged usage
information thereto can be performed in a number of dif-
ferent ways. Firstly, as was mentioned above, at least part of
an authentication of the usage information can be performed
by the client. This authentication could be a signing of the
usage information using a private signing key of an asym-
metric key pair, where the associated public verification key
together with a certificate on the public key is certified by a
trusted party, e.g. the network operator. Alternatively, an
authentication tag based on symmetric keys can be appended
to the logged usage information, allowing identification
from whom the information is derived by involving a trusted
third party knowing the symmetric key. The origin of the
usage information could also, at least implicitly, be identi-
fied by encrypting or cryptographically protecting the usage
information with a protected key. Alternatively, the client
could send the generated usage information to a trusted third
party, which performs the actual security operation. Another
possible security operation is to store the logged usage
information in an environment that is inaccessibly for the
user, but associated thereto or to the client system. A typical
example is the environment of a subscriber identity module
(SIM). For activating the SIM environment the user typi-
cally enters a pin code or personal security code. However,
although the environment is activated and the logging agent
can store the logged usage information on this secure area,
the user actually has no physical access thereto, i.e. is not
able to modify or delete the log from the SIM. Since the SIM
is issued by a (network) service provider and is associated
with a service agreement (subscription) between the user
and the service provider, it is, thus, subsequently possible to
associate the SIM and consequently the log stored thereon
with the user.

[0018] By logging or recording information of client
usage, the logging agent according to the invention has a
repudiation deterring effect on users, lowering the risk that
the users violate usage rules of ordered digital content. The
generated usage log can also be used if a disagreement
between the user and the content provider (through a DRM
agent implemented in the client system for enforcing usage
according to the usage rules) is present. By simply investi-
gating the log, information about the actual number of
usages performed by the client, when they were performed,
the usage quality obtained during the rendering session
(depending on what is included in the usage information)
can be retrieved and used to help solve any disputes.

[0019] The logged usage information of the invention can
also be used as a basis for charging of the usage of the digital
content. The information then specifies either the amount to
be charged or some other information, e.g. the total time of
usage and an identifier of the digital content, allowing
calculation of the amount to be charged. In such a case, the
logged usage information is preferably transmitted to the
network operator or a billing institute managing charges of
order digital content. Due to the security operation discussed
above the operator or institute can identify the user to be
charged or an account to be charged.

[0020] The usage information includes elements, which
concern the actual usage of the digital content. The elements
may comprise a representation of the digital content e.g. the
associated file name or a fingerprint of the content, including
the content itself or a hash function value thereof. In
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addition, information of usage quality may be included, e.g.
specifying the bandwidth and/or resolution of the content
and/or the obtained sample rate if the content is delivered as
streaming data. The usage time of the content is preferably
also found in the information.

[0021] The logging agent is preferably implemented in
software, hardware or a combination thereof in a DRM agent
of the client system or module, or in connection with a usage
device, which performs the actual usage of the digital
content, associated with the module. In order to prevent an
attacker from illegally accessing and modifying the gener-
ated usage information, the information is preferably cryp-
tographically protected using an encryption/authentication
key. The associated decryption/verification key can then be
stored at a trusted party. However, if symmetric crypto-
graphic keys or public keys are used, the decryption/verifi-
cation key is typically merely certified by that trusted party
and stored elsewhere.

[0022] The security of the logging agent is also increased
by implementing it in a tamper-resistant device, which can
be removably arranged in the client system for allowing the
device, including the logging agent, to be moved between
different client systems. In such a case, the client system, or
the usage device of the client system, is preferably config-
ured for not allowing usage of digital content without the
removable temper-resistantly implemented logging agent
being present. A preferred tamper-resistant module is a
network subscriber identity module (SIM) issued by a
(network) service provider, e.g. standard SIM cards used in
GSM (Global System for Mobile Communications) mobile
telephones but also UMTS (Universal Mobile Telecommu-
nications System) SIM (USIM), WIM (Wireless Identity
Module), ISIM (Internet Multimedia Services Identity Mod-
ule) cards, and UICC (Universal Integrated Circuit Card)
modules can be used. When implemented on a SIM, the
logging agent can use the authentication and cryptographic
functions of the SIM for use on the usage information. In
addition, keys associated with the SIM subscription can be
used for performing usage information authentication and
encryption and for billing purposes.

[0023] In addition, the logging agent can be implemented
in an application environment provided by an application
toolkit associated with the SIM, e.g. SAT (SIM Application
Toolkit) or USAT (UMTS SAT). The SIM may be pre-
manufactured with the logging agent or the logging agent
may be securely (preferably authenticated and encrypted)
downloaded from a network node, associated with the
network operator or service provider associated with the
SIM. Commands, associated with the SIM—client module
interface, are used for downloading and implementing the
logging agent in the application environment. The same
commands can also be used for subsequently receive and
implement upgrades of the logging agent and to transfer the
actual log information to a trusted party.

[0024] The logging agent according to the present inven-
tion may be arranged in any client system adapted for
receiving digital content over a network, including personal
computers, mobile units, e.g. mobile telephones, personal
digital assistants, communicators, Mp3 players, etc.

[0025] The invention offers the following advantages:

[0026] Provides strengthened defense for equipment
manufacturer, network operator and content provider
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(and rights issuer) in a situation where a dispute is
present, on whether usage of digital content by a
client system actually has been performed or not;

[0027] Deters users from repudiating usage of the
digital content according to usage rules associated
with the content or by trying to violate the rules;

[0028] Provides information that can be used for
charging a client for usage of ordered and down-
loaded or streamed digital content;

[0029] From the end-user point of view, the invention
can provide flexible and upgradable implementation
of logging agents, as well as “portability” between
different client systems;

[0030] Strengthens the end-user’s possibility to get
refunded in cases where he/she does not receive the
service or quality paid for;

[0031] A network operator can efficiently manage
and upgrade logging agents connected to the net-
work, and the invention also opens up new business
possibilities for the operator acting as a trusted center
for content distribution;

[0032] Provides useful information of usage of digi-
tal content, performed by clients, which information
can be used by content providers when deciding
business models or as robust basis for statistics of
downloaded and streamed digital content.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The invention together with further objects and
advantages thereof, may best be understood by making
reference to the following description taken together with
the accompanying drawings, in which:

[0034] FIG. 1 is an overview of an example of a digital
content ordering and distribution system incorporating the
relevant parties and their mutual relationships;

[0035] FIG. 2 is a block diagram schematically illustrat-
ing an embodiment of a client system or module according
to the present invention;

[0036] FIG. 3 is an overview of the digital content order-
ing and distribution system of FIG. 1, illustrating the
relevant parties in more detail;

[0037] FIG. 4 is a block diagram schematically illustrat-
ing another embodiment of a client system according to the
present invention;

[0038] FIG. 5 is a block diagram illustrating a logging
agent according to the present invention with security opera-
tion functionality;

[0039] FIG. 6 is an overview of a log storing log entries
with usage information of client-usage of digital content;

[0040] FIG. 7 is a block diagram schematically illustrat-
ing yet another embodiment of a client system or module
according to the present invention;

[0041] FIG. 8 is a block diagram illustrating a tamper-
resistant device comprising a logging agent according to the
present invention;
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[0042] FIG. 9 is a block diagram schematically illustrat-
ing a further embodiment of a client system according to the
present invention;

[0043] FIG. 10 is a flow diagram illustrating the steps of
a monitoring method according to the present invention;

[0044] FIG. 11 is a flow diagram illustrating the logging
step of FIG. 10 in more detail;

[0045] FIG. 12 is a flow diagram illustrating the security-
operation performing step of FIG. 10 in more detail;

[0046] FIG. 13 is a flow diagram illustrating additional
steps of the monitoring method according to the invention;
and

[0047] FIG. 14 is a flow diagram illustrating the steps of
a digital rights management method according to the present
invention.

DETAILED DESCRIPTION

[0048] The present invention is generally applicable to
digital rights management (DRM) used in a digital content
ordering and distribution system. In such an ordering and
distribution system, digital content or media is provided,
directly or indirectly, from a content provider to a client over
a network, e.g. Internet or a wireless network for mobile
communication, managed by a network operator. In order to
facilitate understanding of the invention, a brief discussion
of the general functionalities of DRM follows. As was
mentioned in the background section, DRM is used for
protecting the copyright holders’ assets in a digital content
ordering and distribution system. In this system, DRM
typically regards authentication and key management, usage
rights management and charging. These DRM functional-
ities are implemented in DRM modules arranged in the
relevant parties, i.e. for example in a client system or
module, in a server of the network operator and in a media
or content server of the content provider.

[0049] Starting with authentication and key management,
authentication is used to identify the parties in the digital
content ordering and distribution process. Techniques well
known in the art, such as user authentication and digital
signatures using cryptographic keys [1], may be employed
for authentication. In addition, techniques for marking or
stamping digital content so that it can be tracked during the
delivery process and the subsequent usage may be used.
Watermarking and fingerprinting are two techniques that
usually are employed for content marking. The DRM mod-
ules in the system also transport, store and generate, in a
secure way, cryptographic keys for use in the digital content
ordering and distribution process. The keys are employed for
cryptographically protecting messages, including the actual
digital content, during the delivery over the network.

[0050] The DRM modules also perform usage rule man-
agement and enforcement. The ordered digital content is
associated with a ticket, license or digital permit specifying
the client’s usage rules and rights of the obtained digital
media. This form of management is about the digital content
itself and deals with issues such as, who gets it, how it is
delivered, how may it be used (rendered, saved, forwarded,
copied, executed, deleted and/or modified), how many times
may it be used, how long does the rights last, who gets paid,
how much they get paid and how. Some or all of these issues
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are specified in the license or ticket, which may be delivered
together with the digital content. In order to describe the
usage rules, special languages called rights languages have
been developed. Two of the most prevalent rights languages
used today are eXtensible Rights Markup Language (XrML)
and Open Digital Rights Language (ODRL). In the client’s
usage device, the DRM module is implemented to ensure
that the usage, most often the rendering, follows what is
described in the usage rules and to prevent repudiation of the
digital content usage.

[0051] Finally, charging generally refers to the procedure
of the actual payment for usage of the digital content.
Several different techniques are used, such as credit card
techniques for payment over Internet, payment through a
subscription or debiting an account.

[0052] A digital content ordering and distribution system
1 incorporating DRM functionalities is schematically
depicted in FIG. 1, which illustrates the relevant parties and
their mutual relationships. The system 1 typically includes a
client 10 having access to a network through an agreement,
e.g. a subscription, with a network operator 20. This client-
operator trust relation is usually manifested in a crypto-
graphic relationship, i.e. sharing symmetric keys or use
public keys, certified by a common trusted party, if asym-
metric cryptography is used. A trust relationship is also
present between the network operator 20 and a content
provider 30, but in the form of a business agreement. This
agreement could be manifested by a similar key sharing
and/or key access as described for the client 10 and network
operator 20 above. However, between the client 10 and the
content provider 30, an induced trust relationship is estab-
lished each time the client 10 obtains digital content from the
content provider 30. This induced trust is manifested in a
session key used for cryptographically protecting the digital
content as it is transmitted to the client 10 over the network.

[0053] In a typical content ordering and distribution pro-
cess, the client 10 firstly connects to the network operator
20. The operator 20 then authenticates the client 10 and
possibly verifies that the client 10 has a valid DRM agent for
managing DRM metadata, such as usage rules, encrypted
data and keys, associated with the digital content. The client
10 chooses digital content or media and specifies some
client-selectable usage rules to be valid for the media, for
example rendering the media a selected number of times or
during a given period of time. In the present description,
digital content refers to digital data that can be downloaded
or streamed over a network for usage in a client system or
module, and thus includes for example audio, video, images,
electronic books and other electronic text material as well as
software.

[0054] An order is then placed to the operator 20, which
writes and encrypts a ticket specifying the ordered content
and the usage rules. The ticket is sent to the client 10, where
the DRM agent decrypts the ticket and extracts a session key
from the received ticket. The ticket can be decrypted by
conventional cryptographic means, e.g. using a key of a
symmetric or asymmetric key pair associated with the client
10 and the network operator 20. This decryption key is
preferably the client-operator subscription key, a special
DRM key associated with the DRM agent, or a key derived
from any of these keys. The extracted session key will
eventually be used for decrypting the digital media from the
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content provider 30. The client 10 also receives a copy of the
ticket encrypted with the operator-content provider agree-
ment key (or a key derived therefrom). This ticket copy is
forwarded to the content provider 30, where the session key
is extracted. Thereafter, the content provider 30 delivers the
ordered digital content cryptographically protected by the
session key to the client 10, either as downloaded data or
streaming data. Finally, the DRM agent in the client 10
decrypts the digital content by the previously extracted
session key. The digital content can be used, e.g. rendered,
in the client module or an associated device according to the
usage rules. Further information regarding DRM systems
and ordering and distribution of digital content can be found
in [2, 3].

[0055] The overall content ordering and distribution pro-
cess discussed above is merely given as a simplified
example for conveying a general image of such processes. In
order to increase the security, more authentication and
cryptographic steps may be introduced. In addition, the
client should pay for the ordered content, so billing and
charging steps are most often present in the ordering pro-
cess. Such a charging may be performed by a subscription to
the network operator, debiting an account of the client (user)
with the network operator or content provider, by sending
the user’s credit card number to the network operator or a
dedicated billing institute, managing the charging of digital
content, or by some other means. In addition, the network
operator may provide both the network and the digital
content and hence acts as both operator and provider at the
same time. However, the operator then typically has a
dedicated content server and a dedicated operator server, so
that the parties illustrated in FIG. 1 are present although the
network operator also manages the content providing ser-
vices.

[0056] The present invention is also applicable to other
content (and license) ordering and distribution systems than
the system of FIG. 1. For example, a system has been
proposed where the digital content and license information
is pre-packed by a content provider and then stored at a
rights issuer. It is, thus, to this rights issuer the client is
turning for purchase and retrieval of digital content and
licenses. In such a system, an induced trust relationship is
established directly between the client and the rights issuer,
on behalf of the content provider. The content provider and
rights issuer has previously established a business agree-
ment, i.e. there is a trust relationship therebetween. Such an
agreement may state which of the content provider’s content
the rights issuer is allowed to distribute to clients, under
what conditions such distribution may take place, the prices
for the content, any bundling constraints, what category of
clients (users) the content may be delivered to, etc. Thus, in
such a system, the content provider is not directly involved
in the interaction with the client, i.e. does not authenticate
clients nor manage transactions of payment and digital
content from and to clients, respectively. Instead, such client
interaction is delegated to the rights issuer. This separation
in tasks is attractive both from a content provider’s and
rights issuer’s point of view. The content provider gets a
distribution channel for digital content without being
directly involved. In a typical implementation, a network
operator often fills the roll of the rights issuer. In such a case,
the task separation may be very attractive for the network
operator (rights issuer), allowing the operator to deliver
content on customer basis and being able to offer interesting
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services and content. At the same time, the operator gets
revenue from content services and not just the traditional
transport services. The present invention can thus also be
employed in such a content ordering and distribution sys-
tem. Actually, the teaching of the present invention is not
dependent on the actual system or mechanisms for content
ordering and distribution and can thus be used in connection
with any such system.

[0057] 1Insome applications it is also possible that another
client may act as a content provider. However, the usage
rules are then preferably pushed to the content-receiving
client from the network operator or the content provider.

[0058] An aspect of the present invention is generally
directed towards preventing or deterring the user from
repudiating usage of the ordered digital content according to
the usage rules associated with the content or by trying to
violate the rules. For example, the user may have been
allowed, according to the license, to render a specific digital
content twice, but disagrees with the DRM agent in the
client system or module that two renderings actually have
been performed. The present invention reduces this risk by
monitoring the usage of the digital content and logging
information concerning the usage individually for each
usage to be monitored. The logged usage information is
linked to the user/client, enabling an identification from
which user/client the usage information originates. This
linking is preferably obtained by performing a security
operation, such as performing at least a part of authentica-
tion of the usage information, which is discussed in more
detail below. By logging or recording information of client
usage and establishing a connection or relation between the
client and the information or otherwise associating the usage
information with the client, the invention has a usage
repudiation deterring effect on users, lowering the risk that
users will violate usage rules of ordered digital content. The
generated usage information can also be used if a disagree-
ment between the user and the content provider (DRM
agent) is present. By simply investigating the log, informa-
tion about the actual number of usages performed by the
client, when they were performed, the quality obtained
during usage sessions (depending on what is included in the
usage information) can be identified and retrieved, and used
to resolve disputes.

[0059] In addition, the logging of usage information
according to the present invention can also be employed as
a basis for charging ordered and provided digital content, in
particular if post-payment is used. In such a case, the
information in the log is used by the network operator,
content provider or some billing institute to determine the
amount to charge an account of the user for usage of the
ordered digital content. This account could be a bank
account of the user or a dedicated account of the user
established with the network operator or the content pro-
vider. Also, an account associated with a credit card number
of the user is chargeable according to the invention. In either
case, the account is typically associated with an individual,
which could be the person ordering and using digital con-
tent. Alternatively, the individual is a group of clients or
users, including companies and other associations. By
appropriately performing the security operation according to
the invention it will be possible to enable identification of an
account and linking the account to the logged usage infor-
mation. In other words, due to the security operation it is
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possible to identify the logged usage information as being
associated with an account, including user/client associated
payment identifier, instead of, or in addition to, a client or an
individual.

[0060] The security operation of the invention for enabling
identification of an account or individual (client) by linking
the logged usage information thereto can be performed in a
number of different ways. Firstly, at least part of an authen-
tication of the usage information can be performed by the
client. This authentication could be a signing of the usage
information using a private signing key of an asymmetric
key pair, where the associated public verification key
together with a certificate on the public key is certified by a
trusted party, e.g. the network operator. Alternatively, an
authentication tag based on symmetric keys can be appended
to the logged usage information, allowing identification
from whom the information is derived by involving a trusted
third party knowing the symmetric key. The origin of the
usage information could also, at least implicitly, be identi-
fied by encrypting or cryptographically protecting the usage
information with a protected key. A copy of the key, together
with or associated with information identifying an account
or client/user, is stored at a trusted party. However, such an
encryption basically only gives implicit authentication, rely-
ing on sufficient redundancy in the logged information. In
any case, encryption might still be desirable e.g. to protect
users’ privacy, not revealing what content the user con-
sumes.

[0061] Alternatively, the client could send the generated
usage information to a trusted third party that performs the
actual security operation.

[0062] Another possible security operation is to store the
logged usage information in an environment that is inacces-
sible for the user, but associated thereto or to the client
system. A typical example is the environment of a subscriber
identity module (SIM). For activating the SIM environment
the user typically enters a pin code or personal security code.
However, although the environment is activated and the
logging agent can store the logged usage information on this
secure area, the user actually has no physical access thereto,
i.e. is not able to modify or delete the log from the SIM.
Since the SIM is issued by a (network) service provider and
is associated with a service agreement (subscription)
between the user and the service provider, it is, thus,
subsequently possible to associate the SIM and consequently
the log stored thereon with the user.

[0063] The above identified security operations are merely
given as illustrative examples, and other operations that
enables identification of the account and/or individual asso-
ciated with the usage information is also within the scope of
the invention. For example security operations and non-
repudiation methods, or variants thereof, mentioned in ref-
erences [4-6] could be employed according to the invention.

[0064] 1t is anticipated by the invention that the actual
person that uses the ordered digital content may be different
from the individual ordering and paying for the digital
content. However, from DRM point of views it is the actual
ordering individual, or the actual payer, acknowledging the
usage rules in the license or ticket associated with the digital
content that is to be responsible to the content provider, if
there is a disagreement or dispute about the usage of the
digital content.
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[0065] In the present invention, usage of provided digital
content is directed towards methods of using the content by
the client. This usage could include: rendering the content by
the client, for example play audio or video, display images
or text and/or print the digital content; saving the content on
the client system or some other suitable media; forwarding
the digital content, for example to another client or client
system; making copies of the content; deleting the obtained
content; executing the code elements of the digital content
(being in form of software) and/or modifying the digital
content. In a preferred application, the usage rights or rules
of the relevant methods of usage are specified in the ticket
and/or license associated with the digital content.

[0066] In the following, the embodiments of the present
invention are described with usage of digital content in the
form of rendering of the content. A client system then
incorporates or is associated, e.g. directly or indirectly
connected, with a rendering device or player for rendering
the digital content. Furthermore, the security operation
according to the invention for identifying the account or
individual associated with the generated usage information
is, in the following, exemplified as authentication of the
usage information. However, as the skilled in the art under-
stands, the invention is not limited to rendering and/or
authentication embodiments, but comprise any other method
of usage of the content by a client and any security operation
allowing identification of the user/client, including the usage
and security operations described above. In such a case, the
rendering device is changed correspondingly to the relevant
usage means, function or device, and the usage information
authentication unit is changed accordingly. It is also possible
to have a usage device that can perform some or all of the
above uses, e.g. is able to both render, copy, save, delete and
forward digital content. The client system can also, or
instead, include several stand-alone usage devices, such as
one rendering device, one forwarding device, etc.

[0067] A client system or module 10 according to the
present invention is illustrated in FIG. 2. The client module
10 can be any form of appliance, which may order and
obtain digital content over a network, for example a personal
computer (PC) or a mobile unit, including mobile tele-
phones, personal digital assistants or communicators. The
module 10 comprises an input/output (I/O) communication
unit 110 for managing communication between the client
module 10 and external units, including the content provider.
Furthermore, the I/O unit 110 includes functionality for
downloading or streaming the digital content from a content
provider to the module 10, where a rendering device 300 or
player renders the content. The rendering device 300 could
be implemented in software, hardware or a combination
thereof. Preferably, the rendering device 300 includes a
media processor 340, which may be software-implemented,
for rendering the digital content using e.g. a screen 342
and/or a loudspeaker 344, depending on the type of digital
content. The rendering device 340 may be integrated into the
mobile unit or PC 10, as is illustrated in FIG. 2, but can also
be provided as a stand-alone device, directly or indirectly
connected thereto.

[0068] The client module 10 is also provided with a DRM
agent 130 for managing the DRM metadata associated with
the digital content. This DRM agent 130 is implemented for
decrypting digital content obtained from the content pro-
vider using session keys and enforcing rendering only
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according to usage rules. A portion of this DRM function-
ality 330 may be implemented in the rendering device 300,
where the actual content rendering is performed. This ren-
dering device associated DRM functionality 330 could be
managing for example rule-enforcement and typically also
decryption of the protected digital content prior to render-
ings thereof.

[0069] According to the present invention, a logging agent
150 is provided in the client module 10, preferably in the
DRM agent 130, for monitoring usage, in this embodiment
rendering, of the downloaded, broadcast or streamed digital
content. This logging agent 150 generates and logs usage
information concerning renderings of the digital content
individually for each rendering to be monitored. An authen-
tication unit 160 is also provided in the client module 10,
such as in the DRM agent 130, for performing at least a part
of authentication of the generated usage information from
the logging agent 150. The authentication unit 160 prefer-
ably uses a key associated with the client module 10 and/or
the DRM agent 130 for the authentication purposes. The
authentication, such as signing, of the usage information
with the key enables identification of the individual owning
the client module 10, or otherwise is associated therewith.
The authentication unit 160 can be configured for authenti-
cating the usage information once it is generated by the
logging agent 150. The generated and authenticated infor-
mation is then sent to storing means for storing as a log entry
in a log 170, 175. This usage log 170, 175 may be arranged
locally in the client module 10 or externally. In the former
case, the log 175 is preferably stored in such a way that it is
hard for an attacker to modify or delete the usage informa-
tion in the log 175. This could be accomplished by storing
the log 175 in a tamper-resistant device, thereby being
harder to access and modify. Another solution could be to
store the log 175 somewhere in the client module 10, where
it is hard to locate for an attacker, and/or using a format of
the log 175, which gives no information or clue about its
content. The locally stored log 175 may be arranged in the
logging agent 150, in the DRM agent 130 and/or somewhere
else in the client module 10. However, the usage information
is preferably forwarded from the logging agent 150 and
authentication unit 160 in the client module 10 to an external
log 170 provided by a trusted party, e.g. in a network node.
This trusted party could be the network operator or some
other party, which the client and the content provider both
trust.

[0070] Alternatively, the generated usage information
from the logging agent 150 can, at least temporarily, be sent
to the client local log 175 for storage therein, without first
being authenticated. However, if the usage information
subsequently is to be transmitted to the external log 170 at
(a network node of) the trusted party, it is preferably first
authenticated by the authentication unit 160 prior to trans-
mission.

[0071] If the usage information is sent to the external log
170, the information may be forwarded as it is generated and
authenticated. Usage information may instead be stored
temporarily in the logging agent 150 or the local log 175 and
then forwarded intermittently to the external log 170. The
information could also be sent once all renderings associated
with a digital content have been consumed, i.e. when the
number of renderings specified in the usage rules have been
consumed or when the allowed rendering time has elapsed.
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In addition, the generated usage information may be sent
upon a request from the content provider and/or the network
operator. The generated and authenticated usage information
may initially be stored in the local log 175 and is only
transmitted to the external log 170, when the memory of the
client log 175 is full, or almost full.

[0072] Two logs 170, 175 may also be used, one local log
175 stored in the client module 10 and one external log 170
stored at the trusted party.

[0073] The logging agent 150 and/or the authentication
unit 160 can be implemented in the client module 10 in
software, hardware or a combination thereof. The client
module 10 may be pre-manufactured with the logging agent
150, or the logging agent 150 can be downloaded over the
network from e.g. the network operator and implemented in
the client module 10, which is discussed in more detail
below.

[0074] FIG. 3 schematically illustrated the ordering and
distribution system 1 of FIG. 1 and the relevant parties in
more detail. The client system or module 10 comprises, as
was discussed above, an input/output communication unit
110 for downloading or streaming digital content from a
content provider 30 over a network 40 managed by a
network operator 20. The content provider 30 includes a
server 34 or database with digital content to be provided to
clients. Correspondingly to the client system 10, the content
provider 30 comprises means 32 for downloading, broad-
casting or streaming the content to the client, where it is
rendered by a rendering device 300. Usage information
concerning the rendering is generated in a logging agent 150
and authenticated 160 before being transmitted to an exter-
nal party. This external party is represented in FIG. 3 by the
network operator 20, which receives, by means of its asso-
ciated input/output communication unit 22, the authenti-
cated usage information and stores it as a log entry in a usage
log 170 provided in a storage location 180.

[0075] As was mentioned in the foregoing, the rendering
device may be integrated into the client module, i.e. for
example personal computer (PC) or mobile unit. However,
the client system can alternatively comprise two separate
units, one unit for performing the reception (e.g. download-
ing or streaming) of digital content and one unit that actually
renders the digital content, i.e. the rendering device. In such
a case, the receiving unit is physically separated from the
stand-alone unit that actually renders the digital content.
This stand-alone rendering device is however directly (via
suitable communication port) or indirectly connected to the
receiving unit. The receiving unit may e.g. be a PC or mobile
unit with suitable hardware/software for receiving the digital
content. The content is then preferably transmitted to the
rendering device via ordinary cables or by wireless com-
munication with or without involving a network. Alterna-
tively, the PC or mobile unit can store the received digital
content in or on some suitable portable media, including
floppy disks, hard disks, MD disks, CD-ROM disks DVD
disks, compact flash cards, smart cards, etc. The user may
then move the portable media with the digital content to the
rendering device for rendering the content. Typical stand-
alone rendering devices include Mp3 players, MD players,
CD players, DVD players, other mobile units or PCs.

[0076] Referring to FIG. 4, the client system 10 comprises
a receiving device 200 for downloading and/or streaming

Nov. 3, 2005

digital content from a content provider, and/or providing the
content as broadcasted data. In addition, a stand-alone
rendering device 300 including media processor 340 and
user interacting means, ¢.g. screen 342 and/or loudspeaker
344, is provided in the client system 10. The receiving
device 200 includes an input/output (I/0) communication
unit 210 for managing communication on one hand with the
content provider over a network, e.g. download or stream
digital content therefrom, and for providing the received
digital content to the rendering device 300. The I/O unit 210
may transmit the digital content through a cable to a corre-
sponding [/O unit 310 in the rendering device 300. Alter-
natively, the content could be transmitted over a network to
the I/O unit 310 or recorded on a suitable media and then
manually transferred to the rendering device 300, where the
I/O unit 310 reads the digital content. Furthermore, a DRM
agent 230 is preferably arranged in the receiving device 200
for managing the DRM metadata associated with the digital
content.

[0077] The rendering device 300 in FIG. 4 is likewise
provided with a DRM agent 330 managing decryption of the
digital content and enforcing the associated usage rules. In
the present embodiment, a logging agent 150 according to
the present invention is implemented in the rendering device
300, preferably in the DRM agent 330 of the rendering
device 300. This logging agent 150 generates usage infor-
mation concerning renderings of the digital content indi-
vidually. The generated usage information may then be
stored as a log entry in a usage log 175-1 provided in the
rendering device 300. In such a case, the usage information
may be stored without first being authenticated. Alterna-
tively, or in addition, the usage information is transmitted to
the receiving device 200 using the I/O units 210 and 310,
respectively. Once received, the usage information can be
stored in a local log 175-2. However, the usage information
is preferably authenticated using an authentication unit 160
implemented in the receiving device 200, such as in the
associated DRM agent 230. The now authenticated usage
information may be stored in the log 175-2 and/or transmit-
ted to a trusted party for storing in an external log 170.

[0078] Although, the authentication unit 160 is imple-
mented in the receiving device 200 of the client system 10
in FIG. 4, it is anticipated by the invention to instead
implement the authentication unit 160, or in addition imple-
ment a corresponding authentication unit, in the rendering
device 300, preferably in the DRM agent 330 of the ren-
dering device 300. In such a case, the usage information
from the logging agent 150 can be authenticated in connec-
tion with generation thereof.

[0079] A typical implementation of a logging agent 150
and a security operation unit 160, illustrating their including
elements, are shown in FIG. 5. The logging agent 150
comprises a generator 152 for generating usage information
concerning usage of digital content individually for each
usage. This generator 152 receives input data from different
external means, depending on which usage information to be
generated and logged. In a typical case, the generator 152
receives the input data from e.g. the usage means, or more
precisely from the DRM agent managing the usage of the
digital content, the license or ticket associated with the
received digital content, etc. From this input, the informa-
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tion generator 152 creates relevant usage information, more
of which below, and stores it temporarily in a cache 154 or
similar temporary memory.

[0080] The usage information is then preferably for-
warded, preferably in a secure manner, e.g. by using encryp-
tion/authentication or a secure channel, to the security
operation unit 160 for being connected or associated with an
account or individual, typically the owner of the client
system or the subscriber to the network operator, allowing
identification from whom the usage information originates.

[0081] In this embodiment, an encryption engine 164 for
cryptographically preventing unauthorized access to the
generated usage information from the logging agent 150 is
provided in the security operation unit 160. This encryption
engine 164 is arranged for encrypting the usage information
using an encryption key 166. The encryption key 166 may
be a shared symmetric key, a copy of which is stored at a
trusted party, e.g. the network operator, content provider or
some other trusted party. Alternatively, an asymmetric key
pair may be used for encrypting the usage information
encryption. The security operation unit 160 then comprises
a public key 166 of a trusted party together with a certificate
on the public key. The encrypted usage information can then
only be read by the trusted party using its private key for
decryption of the cryptographically protected information.

[0082] In addition to cryptographically protecting the gen-
erated usage information from the logging agent 150, the
usage information may also be authenticated allowing iden-
tification from whom the information is derived. Thus, an
authenticating unit 162 for authenticating the usage infor-
mation is provided in the security operation unit 160. The
authenticating unit 162 may append an authentication tag to
the usage information. The tag could be a digital signature
added to the information using a private signing key 166 of
an asymmetric key pair. The associated public verification
key together with a certificate on the public key is stored at
a trusted party. Also message authentication, e.g. using
symmetric keys 166, may be used to authenticate and
identify the origin of the usage information.

[0083] One way to do this log authentication of the usage
information according to the invention is by letting the DRM
agent in the client system display a request on the user
interface of the client system when the usage device asso-
ciated with the client system has used the digital content.
This request urges the user (or possible the client itself) to
confirm that a usage has been performed. In this case, in
order to avoid the situation of getting no response at all, the
DRM agent may be implemented to prohibit further usage of
the digital content until a response, whether positive or
negative, to the authentication request is given. If a positive
response is given, the usage information is authenticated and
stored as a log entry in the usage log. However, a negative
response, i.e. the user does not accept the usage as being
successfully performed nor that usage information should be
entered in the log, may initiate different activities of the
DRM agent. The strategy for the DRM agent to follow could
be fixed or could be specified in the license or ticket
associated with the digital content. In the latter case, the
content provider has the possibility to adjust the strategy to
match the content and client system properties. For example,
for low value digital content, one or more extra usages could
be acceptable for a negative logging authentication
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response, while for a high value digital content the DRM
agent sends an automatic message to the content provider,
for the content provider to resolve the issue. Thus, in case
this strategy is part of the license or ticket, the strategy will
have to be protected from being accessible to the user, as
he/she otherwise could adopt his/her response strategy
accordingly, e.g. always respond negatively and thereby
obtain extra (free of charge) usages if such strategy is
employed. Encryption of the strategy containing part of the
license could give this protection.

[0084] The generated usage information from the logging
agent 150, may, thus, be encrypted, authenticated or
encrypted and authenticated. The key(s) used for crypto-
graphically protecting and/or authenticating the usage infor-
mation could be subscription key(s) associated with a sub-
scription between the client and the network operator, or
key(s) derived therefrom. For example, the client may have
a network subscription identification module, issued by the
network operator, arranged in the client system. This net-
work subscription identification module in turn comprises a
key used for authenticating the client to the operator. Such
a subscription key could also be used for cryptographic
protection and/or authentication of usage information. Spe-
cific keys associated with the DRM agent in the client
system and used in the DRM system can also be used for
encryption and/or authentication purposes regarding the
usage information. In addition, specific keys associated with
the client system as such, including device keys, can be used
for encryption and/or authentication of the digital content.
Also, subscription associated usernames and passwords may
be used in this context. If the client has one, or several IP
addresses associated thereto, such address(es) can, in some
cases also, be used for information authentication.

[0085] The generated and possibly encrypted/authenti-
cated or encrypted and authenticated usage information is
then sent from the temporary cache memory 154 either to a
log stored in the client system or through a forwarder 156
adapted for forwarding usage information to an external log
at a trusted party.

[0086] Although the security operation unit 160 in FIG. 5
has been illustrated as a stand-alone unit connected to the
logging agent 150, its functionality, in particular the authen-
tication functionality of the security operation unit 160,
could be implemented in the logging agent 150. In case of
a distributed implementation, i.e. stand-alone security opera-
tion unit 160, the communication between the unit 160 and
the logging agent 150 is preferably secured.

[0087] FIG. 6 illustrates a log 170 and examples of usage
information that can be found in a log entry 172. As was
mentioned in the foregoing, the log 170 is stored either
locally in the client system or module and/or externally at a
trusted party in some storage means 180 or memory. If
stored at a trusted party, each log 170 may be associated with
a specific client, containing only usage information from
that client. It may, however, be possible to store usage
information from several different clients in one log 170.
The information is then authenticated, identifying from
which client the information is derived.

[0088] The log entries 172 in the log 170 comprise usage
information associated with usage, e.g. renderings, of digital
content by a client system. The usage information may
include a representation 172-1 or description of the used
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digital content, e.g. a fingerprint identifying the content or
the file name associated with the content. Typically finger-
prints could be the content itself, a copy or portion thereof.
Also a hash function value of the digital content or a portion
thereof can be used to get a content representation. Another
possible content representation is a URI (Universal
Resource Identifier) or URL (Uniform Resource Locator),
which specifies the address (and possible the name of the
content) of the digital content, e.g. the address in the content
provider’s server, from which the content can be fetched.

[0089] The usage information could also comprise infor-
mation concerning the quality 172-2 of the content or usage
of the content. This form of information can be used to check
if the usage has been performed according to the usage
quality specified in the usage rules of the license, i.e. the
usage should have the quality the client actually has paid for.
Different quantities can be used to define and express
rendering quality. Typical examples are the bandwidth or the
resolution of the digital content. Also the sample rate of the
digital content, the data compression rate, etc. can be used
as a quality quantity. The digital content itself, or a repre-
sentation thereof, could also constitute a quality quantity.
For example, if the client orders and receives digital content
specifying the share price of a company, for the purpose of
acquiring stocks in that company, it is very important that
the received content (share price) is correct and updated. In
such a case, the content, a representation thereof and/or the
time of reception of the content can be included as usage
quality in the usage information. If the client subsequently
claims that he/she has received an incorrect or heavily
delayed share price, the content provider can simply retrieve
the share price, obtained by the client, from the log. Also,
information of any disruptions occurring during the usage of
the digital content is a quality quantity according to the
invention. This disruption information could state how many
disruptions there were during the usage, when the disrup-
tions occurred, for how long the disruptions lasted, etc.

[0090] Also information about usage quantity may be
entered in the usage information. Such quantity could
specify how many usages of the digital content that have
been performed by the client andlor how many usages
remain according to the usage rules.

[0091] The form of usage, i.e. identifying which type of
usage that is performed, including rendering, forwarding,
copying, executing, modifying, deleting, etc, may be found
in the usage information.

[0092] The usage information preferably comprises infor-
mation about the usage time 172-N. Such time preferably
specifies the time when the usage is completed, but could
also or instead specify the start time of the download or
reception of the content, the start time of the usage or some
other time, during which the usage is ongoing. In particular
for rendering applications, but also for other methods of
usage, the total time that the usage (rendering) has carried on
or proceeded could constitute valuable usage information
and can therefore be entered in the log. This total usage time
is easily measured or estimated using the DRM agent,
enabling usage of the digital content in the client system.

[0093] In addition, the usage information according to the
present invention is well adapted for use with location-based
service. Such services are provided by e.g. network opera-
tors, which then also acts as content providers. Typically
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location-based service includes finding the nearest pub,
restaurant, cinema, cash point, hospital, police station, etc.
Also the current distance and/or direction to the relevant
requested location could be given. In such applications, the
usage information may include a representation of the
location of the client when ordering the location-based
service, possibly together with the received digital content
(direction, distance). It should be noted that location-based
services might conflict with the users’ privacy interest and it
preferably should be possible for the user to give consent to
the inclusion of location data in the usage information.

[0094] For games and other similar software digital con-
tent, the score or level obtained by the user when he/she
renders the game can be included in the usage information.
This may be especially important in situations where the
client, according to the usage rule, is allowed to render the
game a fixed number of times, but obtains one or several
additional free renderings if the user achieves a certain score
or level associated with the game. This game score or level
is then preferably entered in the usage log. The present
invention is especially attractive for use in combination with
games associated with a price award.

[0095] Furthermore, the entry in the usage log could
comprise a record of information about the DRM agent
implemented in the client system. Such DRM record pref-
erably gives information that, and possible how, the DRM
agent is involved in the usage of the digital content. Typical
DRM relevant information could be a version number,
representation of a key associated with the DRM agent, or
a key derived therefrom. From the DRM information it is
then possible to control and verify that the client system
really includes a correct and certified DRM agent. Thus, the
usage information can provide a valuable source for con-
tinuously controlling clients” DRM agents to detect any
security flaws as early as possible.

[0096] As was briefly discussed in connection to FIG. 1,
when a client orders digital content, he typically receives a
ticket comprising session keys used to decrypt the actual
digital content. Information associated with the ticket, such
as the ticket itself, a hash function value of the ticket or an
identification code or number of the ticket may be included
in the usage information. In addition, once the client has
received the ticket it is possible that the user wishes to give
away one or several of the usages of the digital content
specified in the ticket to a friend. In such a case, the client
either transmits the ticket to the friend’s client system, or
generates a new ticket, which is signed and transmitted to
the friend, e.g. as a SMS (Short Message Service), MMS
(Multimedia Messaging Service) or email. Furthermore, the
client’s ticket is updated accordingly, i.e. subtracting the
usages forwarded to the friend from the total number of
usages specified in the original ticket. The usage information
preferably then includes an identifier of the friend receiving
the usages and information of the usages given away, e.g.
how many usages, what type of usages. A corresponding log
of the friend’s client system then includes an identifier of the
client from whom he received the ticket or license.

[0097] When the content provided is to transmit the digital
content to a client it can include time information in the
transmittal of the content. Such time information states or
enables identification of a time when transmission of the
digital content was started or ended. In addition, the content
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provider preferably stores the transmission time in a data
base or register or provides it to a third party for storage
therein. This information could be a time-marked number,
sequence or another time stamp. The sequence can be
generated using a function or algorithm with the transmittal
time as input. Additional inputs, can be an identifier of the
client receiving the digital content, including version num-
ber, representation of a key associated with the client, and an
identifier of the digital content. Once, received the time
information is included in the usage information. This
time-marked information can be used to investigate whether
the user has manipulated the usage information. Once the
logged usage information is provided to the content pro-
vider, or a trusted party, the time of transmission of the
digital content is extracted or otherwise calculated from the
time-marked information. The content provider (or third
party) then compares this extracted time information with
the stored counterpart, discussed above. If it is concluded
that this extracted transmittal time is different from the
actual transmittal time as stored at the content provided, then
the user probably has manipulated the usage information.

[0098] Further useful usage information according to the
invention is an identifier of the payment of the digital
content. Such an identifier could state that the user already
has paid for the digital content (pre-payment) or that the user
is to pay for the content (post-payment). Such payment
identifiers could be the identifier of the ticket associated with
the digital content but also other identifiers, such as an
account of the user, credit card number (possibly crypto-
graphically protected), or payment transaction identifier, can
be used. This payment information may then be obtained
from the DRM agent as a part of the charging mechanism of
the DRM functionality.

[0099] Also some information associated with the usage
device, including an identifier code/version or number of the
usage device can be included in the usage information.

[0100] Such usage device information includes an associ-
ated device key, or a key derived therefrom. This informa-
tion can be used to later verify that the usage of the ordered
digital content actually has been performed with an
approved usage device.

[0101] The ticket that is received prior downloading or
streaming the digital content typically includes a SDP (Ses-
sion Description Protocol), or other streaming set-up proto-
col, e.g. RTSP (Real-Tirne Streaming Protocol), SMIL (Syn-
chronized Multimedia Integration Language), etc.,
description. Such a SDP description is a textual description
for describing the content providing session and identifies,
among others, URI specifying the address of the digital
content, address information of the client (email address,
International Mobile Subscriber Identity (IMSI), Mobile
Station International Integrated Services Digital Network
Number (MSISDN) or phone number), connection informa-
tion, bandwidth information and (possibly protected)
encryption key(s). This SDP description generally specifies
what the user actually has paid for and can later be used to
compare with what actually has been received/used. For
example, SDP could specify the paid quality, e.g. bandwidth
or sample rate, of the digital content. If the actual quality is
also stored in the usage quality field 172-2 of the usage
information, it is possible to later verify whether the actual
bandwidth corresponded to what the user has paid for. Thus,
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the SDP description, a portion thereof or a hash function of
the description or a portion thereof, is preferably included in
the usage information.

[0102] The logentries can also comprise other information
concerning usage of digital content, such as specifying how
the client has used the usage rights associated with the
digital content and how many and which usages of the
content that remains according to the usage rules.

[0103] In some applications it could be possible for the
user of the client system or module to specify some of the
information to be included in the log. For example, the user
could enter the credit card number or account number or
identifier to be charged for usage of the digital content.
Furthermore, if the user has received one or more tickets that
can be used for charging usage of ordered content, the client
system could list any such available charging tickets. The
user can then select one or several tickets for payment of the
content and their corresponding identifiers are then entered
as usage information in the log.

[0104] Tt could also be possible for the client system, via
a user interface, to present a summary or overview of the
logged usage information, or a portion thereof, for the user.
Furthermore, the client system could be implemented to
display a request on the user interface. Such request then
urges the user to confirm the logged usage information.
Similar consequences as were discussed above in connection
with log authentication could be employed if the user does
not confirm the logged usage information.

[0105] The usage information can include all or some of
the elements discussed above, or some other information
associated with content usage.

[0106] As was mentioned above, the usage information is
preferably authenticated, allowing identification of the client
or user, especially when the log is stored externally. In a
typical implementation, an authentication tag 174 can be
appended to the usage information, as is illustrated in FIG.
6. This authentication tag 174 may be e.g. a digital signature
or a message authentication code, computed by the client
specific key discussed in connection to FIG. §. Instead of,
or as a complement to, using a dedicated authentication tag
174, the whole usage information may be authenticated
and/or encrypted using an encryption and signing key, both
cryptographically protecting and authenticating (in case of
encryption only, the authentication is implicit) the usage
information. If the log is stored locally in the client system,
the need for an authentication tag or some other form of
identifying information could be somewhat relaxed.

[0107] The logging agent arranged in the client system
could be implemented for generating usage information
individually for each usage of digital content that is per-
formed by the client. In such a situation, each usage is
monitored and information thereof is logged and can be
retrieved later for resolving disagreements of the user and
content provider. However, instead of monitoring and log-
ging each usage, the logging agent can be configured to
monitor and log usage information for randomly selected
usages. The logging could also be performed intermittently
for the usages, e.g. every second usage. The most important
issue here is that monitoring and logging of usage of digital
content should deter the user from repudiating usage of the
content. By logging information intermittently or randomly,
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the user is not aware of which usage that is logged and
therefore is deterred to repudiate the usage rules. If not every
usage is logged, the user preferably should not be allowed to
know which usage that actually is logged and which is not.
In addition, the strategy used for logging usage information,
for example which usage actually should be logged and/or
when it should be logged, can be specified in the license or
ticket associated with the received digital content.

[0108] However, if the logged usage information is used
as a basis for charging, usage information concerning each
usage is preferably generated, authenticated and provided to
the charging institute.

[0109] Usage information originating from clients can of
course provide a high value source of information about the
actual usage of digital content. Such information may have
a potential high value for content providers, when deciding
business models, price of digital content, etc. Since usage
information from several clients may be stored together in
one or several logs at a trusted party, the content provider
can then access the logs and use the information stored
therein as a statistical information source in the provider’s
work. In such a case, the information used for statistics
gathering is first preferably “depersonalized” to protect the
users’ privacy.

[0110] If the digital content is provided as streaming data,
the content provider is on-line, communicating with the
client’s rendering device during the rendering. In this “on-
the-fly” rendering, the transport of the content is typically
made with an unreliable protocol, such as UDP (User
Datagram Protocol) [7]. Streaming data include digital con-
tent being rendered in real time as it is received over a
network. The data can also, at least temporarily, have been
buffered before the actual rendering takes place, which is
well known to a person skilled in the art. The monitoring of
renderings and logging of information thereof are in this
case preferably made during the actual rendering. Thus,
during rendering of digital content, the logging agent in the
client system intermittently generates information concern-
ing the ongoing rendering. For example, the logging agent
could be implemented to generate usage information every
30 seconds, every second minute or some other time inter-
val, periodically or not. The generated usage information is
then stored in a usage log, as discussed above. However, the
usage information may preferably also be sent, typically
after being authenticated, to the content provider for con-
firming reception and rendering of the streaming data. The
content provider may be equipped with a DRM functionality
that receives this client usage information and only contin-
ues to stream data if usage information is received within a
predetermined period of time. Thus, the content provider
could terminate the streaming flow of digital content if no
information is sent from the client during the predetermined
period of time.

[0111] In some streaming applications, the content pro-
vider intermittently sends transmittal reports to the client.
These reports may include information of the hitherto deliv-
ered digital content. Such information may be the amount of
data packages sent to the client and/or the quality of the
delivered content. When the client receives these transmittal
reports, the user. could respond by sending a receive report,
e.g. confirming, accepting or rejecting that what is included
in the information actually has been fulfilled, e.g. that the
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specified number of data packages actually have been
received with the correct content quality. The logging agent
can then be implemented to include the generated usage
information in the receive reports. If no usage information is
received by the content provider together with the receive
reports, the streaming flow of digital content could be
terminated, as in above.

[0112] Instead of, or as a complement to, terminating the
stream flow of data, the logging agent could include a
notification in the usage information that the user refuses
transmission of, or has not sent, the usage information
together with the receive reports to the content provider.

[0113] In addition, protocols used specifically for stream-
ing digital data, such as the Real-Time Transport Protocol
(RTP) and the Secure Real-Time Transport Protocol (SRTP),
typically have a report mechanism, where the receiver of
streaming data, i.e. the client, intermittently or periodically
sends a receive report of the accompanying RTP protocol to
the transmitter of the data, i.e. the content provider [8, 9].
The usage information generated by the logging agent can
then be included in and sent together with the receive reports
to the content provider. In addition, SRTP provides a general
framework for cryptographically protecting the reports. This
SRTP encryption could be used also for protecting the usage
information as it is sent over the network. In SRTP it is also
mandatory to authenticate the feedback reports, and this
authentication could be extended by e.g. digital signatures
for logging purposes.

[0114] In order to increase the security of the logging
functionality in the client system, the logging agent may be
implemented in a tamper-resistant device, see FIG. 7. Such
a device makes it much harder for an attacker to access and
modify the logging agent and thereby modify the generated
usage information. Also, the usage log can be stored in the
tamper-resistant device, thereby preventing easy access,
modification and deletion by the user thereof. The tamper-
resistant device is preferably portable and removably
arranged in the client system or module. Such a device can
then be moved between and used in connection with differ-
ent client modules. In such a case, the client module pref-
erably includes means for receiving and storing a license
associated with received digital content. In addition, an
appender for appending the usage log to the license is
preferably arranged in the client module. This appender
appends the log to the license so that when the tamper-
resistant module is moved to another client module, both the
license and the log accompany the device to the new client
module. However, the appender preferably should leave the
license unchanged except appending the log thereto.

[0115] FIG. 7 illustrates an embodiment of a client mod-
ule 10 incorporating an input/output (I/O) communication
unit 510, a rendering device 300 and a tamper-resistant
device 400. The I/O unit 110 typically implements a network
communication protocol stack, thus enables downloading or
streaming of digital content from a content provider. As for
the embodiments above, the rendering device 300 comprises
a media processor 340, screen 342 and/or loudspeaker 344
for rendering digital content and, preferably, a DRM agent
330. A DRM agent 430 is also preferably arranged in the
tamper-resistant device 400. In such a case, the logging
agent 150 can be implemented in the DRM agent 430
associated with the tamper-resistant device 400. An authen-
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tication unit 160 for authenticating the usage information
from the logging agent 150 is provided in the client module
10, preferably in the tamper resistant device 400 or in its
DRM agent 430.

[0116] The embodiment of the client module 10 in FIG. 7,
could be a mobile unit, e.g. a mobile telephone. This offers
an advantage compared to if the logging agent of the
invention is arranged in a computer. This advantage is
manifested in a potentially increased security against hack-
ing, due to that the operating system platforms of computers,
e.g. Windows and Linux, are much more well known by the
public than corresponding platforms of mobile units, which
thereby becomes harder to attack and modify. Therefore, a
logging agent according to the present invention is well
suited for implementation in a mobile unit.

[0117] A particularly attractive solution is when the log-
ging agent is implemented in a tamper-resistant device
issued by a party trusted both by the client and the content
provider. This trusted party could for example be the net-
work operator, having a contractual agreement with the
content provider to provide its subscribers with client mod-
ules. Such an operator provided tamper-resistant device
could be and identity module, including network subscriber
identity modules (SIM). This network SIM can be a smart
card read by a card reader connected to the client module.
Another solution is to use standard SIM cards used in GSM
(Global System for Mobile Communications) mobile units
or any other network SIM known to the art, including also
UMTS (Universal Mobile Telecommunications System)
SIM (USIM), WIM (Wireless Identity Module) ISIM (Inter-
net Multimedia Services Identity Module), and more gen-
erally UICC (Universal Integrated Circuit Card) modules.
However, also other also other cards having similar func-
tionalities as standard SIM cards, e.g. smart cards used for
banking transactions, could be provided with a logging
agent according to the present invention. For example, the
tamper-resistant identity module may be a smart card asso-
ciated with a set-top box for satellite TV or a tamper-
resistant identity module for a general digital home enter-
tainment center.

[0118] FIG. 8 illustrates a tamper-resistant device 400 in
form of a network subscriber identity module incorporating
a logging agent 150 of the invention. The SIM 400 of FIG.
8 is also provided with an Authentication and Key Agree-
ment (AKA) module 460, comprising algorithms, ¢.g. the
GSM A3/A8 AKA algorithms, for operating on data sent/
received by the mobile unit, thereby authenticating the client
in the network. These AKA algorithms typically uses a SIM
specific key 466, e.g. the subscription key associated with
the user-operator subscription, a key associated with a DRM
agent 430 implemented in the SIM, or a key derived from
these keys. It is also possible to use asymmetric cryptogra-
phy for authentication purposes. The SIM 400 could also
comprise a usage information authenticator 160 for perform-
ing the security operation (authentication) of the invention.
Alternatively, or as complement, it might be possible to
configure the algorithms of the AKA module 460 for cryp-
tographically protecting and/or authenticating the usage
information generated by the logging agent 150 in the
mobile unit. The SIM 400 is also provided with a conven-
tional input/output unit 410 that parses commands sent to the
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SIM 400 and handles communication with the internal
functions. For more information on SIM modules, reference
is made to [10, 11]

[0119] The logging agent 150 can be implemented in the
SIM 400 in software, hardware or a combination thercof.
The client module, or the SIM 400, could be provided with
the logging agent 150 at or during manufacturing. Instead of
using client module or SIM 400 pre-fabricated with a
logging agent 150, the logging agent 150 can be downloaded
over the network from a network node associated with e.g.
the network operator or the content provider, and be imple-
mented in the client module or SIM 400. This downloading
solution is especially advantageous for implementing the
logging agent 150 on the SIM 400. As the SIM—mobile unit
interface typically is associated with commands intended to
send more or less arbitrary data to the SIM 400 for use
therein, e.g. the “ENVELOPE” command for GSM SIM
cards, the code for implementing the logging agent 150 on
the SIM 400, e.g. as a general Java Applet application, could
be sent using such commands. The applet can be given
various degrees of authorization to access resident GSM/
UMTS-related files, one possibility being to give it “full
GSMIJUMTS access”. The logging agent application sent by
the command is implemented in an application environment
490 provided by an application toolkit associated with the
SIM 400. For a GSM SIM the application environment is
provided by SIM Application Toolkit (SAT), whereas the
analogue of USIM is provided by UMTS SAT (USAT).
Thus, the SIM application toolkit enables the manufacturer,
operator or content provider to either “hardcode” (manufac-
turer), or download (operator or content provider, via the
network operator), over the air, a logging agent application
into the SIM 400. If the logging agent 150 is downloaded to
the SIM application environment 490, it is preferred to
authenticate the application (logging agent) as coming from
the right operator. Thus, this gives protection against down-
loading “viruses” or incorrect logging agents form a mali-
cious server. The downloaded logging application can also
be encrypted, e.g. with a SIM associated key, so that the
content thereof is not available outside the SIM. Further
information of SAT and USAT is found in reference [12-14]
and [15], respectively.

[0120] If using a tamper-resistant device or SIM card,
other than standard SIM cards for mobile communication,
its corresponding download commands and application
environment can be used for implementing a logging agent
application therein.

[0121] Using an application environment implemented
solution for the logging agent 150, or a similar implemen-
tation solution, it is possible to upgrade the functions of the
logging agent 150. This upgrade may e.g. concern a new
storage location of the usage log 170, 175, new information
included in the logging entries, etc. Such upgrades are then
simply downloaded using download commands, e.g. the
ENVELOPE command, associated with the client module
and implemented in the client module. This is an advanta-
geous solution if the logging agent 150 is broken or
“hacked”, so that its code and/or secret keys become pub-
licly known, e.g. on the Internet. Then, instead of changing
all logging agent containing client modules or tamper-
resistant devices, including network SIM cards 400, the
logging agent 150 can simple be updated by downloading
and implementing new upgrades, ¢.g. new keys.
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[0122] As is illustrated in FIG. 8, not only the logging
agent 150 but also the DRM agent 430 can be implemented
in the application environment 490. This means that also
other DRM functions and applications can be upgraded
through downloading.

[0123] Referring to FIG. 3, the network operator 20 can
include logging agent applications 24 to be downloaded to
its subscribing clients 10. Such applications 24 could also
include upgrading of the logging agent which are transmit-
ted by means of the /O communication unit 22 over the
network 40 to the client module 10 for implementation
therein.

[0124] Returning anew to FIG. 8, the logging agent 150 in
the application environment generates the usage information
and the generated usage information is preferably authenti-
cated using e.g. the authenticator 160 or the AKA module
460 with the SIM associated key 466. The authenticated
usage information is then stored in a usage log 170, 175.
This log could, as was discussed above, be stored externally
(reference number 170 in FIG. 8) at a trusted party, on the
SIM 400 (reference number 175 in FIG. 8) and/or in the
client module cooperating with the SIM 400. On the SIM
400 of FIG. 8, the log 175 may be arranged in the appli-
cation environment 490, e.g. in the DRM 490 or logging
agent 150, or somewhere else on the SIM 400.

[0125] As was briefly discussed in the foregoing, the
usage information of the invention can be stored in a secure
environment as a part of the security operation, instead of
being authenticated. If sufficient memory capacity is avail-
able, a suitable solution is to store the log 175 in a subscriber
identity module 400, as is illustrated in FIG. 8. In order for
a client to activate the SIM environment he first has to enter
a pin code. This code is a personal code associated with the
actual client having a subscription to the network operator.
Once activated, generated usage information can be stored in
the log 175 in the SIM 400. By storing the generated usage
information on the SIM implemented log 175 it is possible
to associate the usage information with the individual own-
ing the SIM 400, i.e. having a subscription manifested in a
SIM with the network operator. However, if the logged
usage information subsequently is to be transmitted to a
trusted party, e.g. for being basis for charging or evidence of
usages, the usage information is first authenticated, e.g.
using the authenticator 160 or AKA module 460 of the SIM
400, before transmission.

[0126] The SIM 400 could also be used as a base for a
charging mechanism that can be used for payment of digital
content in the DRM system. In such a case, the usage
information from the logging agent 150 is authenticated by
means of for example, the key 466 associated with the
subscription with the network operator. The authenticator
160 or AKA module 460 can sign the usage information,
cryptographically protect and/or message authenticate it,
allowing identification from which SIM 400 (subscriber) the
usage information originates. The authenticated usage infor-
mation is then transferred to the network operator or to a
dedicated billing institute (charging server) managing the
actual charging of the digital content. In such a case, the
usage information specifies the amount to be charged from
the client, or some information, e.g. an identifier of used
digital content and total usage time, allowing the billing
institute to calculate the total chargeable amount. This
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amount is then charged from an account associated with the
client, from the client’s subscription (mobile telephone bill),
or by some other means.

[0127] FIG. 9 illustrates a portion of a client system 10
incorporating a subscriber identity module 400. Similar to
FIG. 4, this client system 10 includes a stand-alone render-
ing device 300 with media processor 340 and screen 342 for
rendering ordered digital content. The rendering device 300
further includes a DRM agent 330 incorporating a logging
agent 150 and usage information authenticator 160 accord-
ing to the invention. In FIG. 9, only the SIM 400 of the
receiving device is illustrated. However, during operation
this SIM 400 is cooperating with/arranged in the receiving
device with an I[/O communication unit for enabling order-
ing and reception of digital content.

[0128] The client system of FIG. 9 (and FIG. 4) has a
distributed DRM functionality, with one DRM agent 430
associated with the SIM 400 (receiving device) and one
DRM agent 330 associated with the rendering device 300.
During operation, the receiving device typically orders a
digital content and receives a ticket from a network operator.
A copy of the ticket is transmitted to a content provider,
which downloads or streams the digital content to the
receiving device. This digital content is then forwarded,
possible after decryption, to the rendering device, where the
actual rendering takes place. The logging agent 150 in the
DRM agent 330 then generates usage information about the
rendering of the content. This usage information is prefer-
ably authenticated by the authenticator 160 and is transmit-
ted through an input/output (I/O) unit 310 to the SIM 400,
where a corresponding I/O unit 410 receives the information
and forwards it to a log, e.g. an external log 170 for storage.
Alternatively, or in addition, the usage information is stored
in a log 175 of the SIM 400. If the AKA module 460 has
algorithms for performing authentication and possible
encryption of the generated usage information, the authen-
ticator 160 of the DRM agent 330 could be omitted. In such
a case, upon reception of the usage information from the
rendering device 300, the I/O unit 410 typically forwards the
information to the AKA module 460. As was mentioned
above, the AKA module 460 authenticates the usage infor-
mation preferably by using a subscription key 466 associ-
ated with the SIM 400, before the information is forwarded
to the log.

[0129] With such an arrangement it might be advisable to
tampqr-resistantly configure the SIM 400 and rendering
device 300 with rendering-device specific key information
for allowing secure communication between the two DRM
agents 330 and 430. The device key information may be a
shared secret key, or an asymmetric key pair, allowing
authentication and/or protection of information, including
the usage information, communicated between the DRM
agents 330, 430. The device key, y, is normally tamper-
resistantly stored 365 in the rendering device 300. The
infrastructure of the network operator and/or trusted certi-
fication party can be used for securely transferring corre-
sponding device key information for storage 465 in the SIM
400, as will be described in more detail below.

[0130] In the particular example of FIG. 9, which relates
to a symmetric device key, both the SIM 400 and the
rendering device 300 are configured with the shared secret
rendering-device specific key, y, or a representation thereof.
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The shared device key is implemented in the DRM agents
330, 430 of the involved entities. This is a perfectly valid
solution, for example when the DRM agent 330 of the
rendering device 300 is implemented as a hardware circuit.
However, it may be beneficial to tamper-resistantly imple-
ment the device key, y, outside of the DRM agent 330 in the
rendering device 300, especially when the DRM agent 330
is a software-based application. In such a case, the device
key, v, (or its representation) is preferably stored within a
special tamper-resistant environment, such as a dedicated
security circuit, in the rendering device 300.

[0131] During operation, the logging agent 150 in DRM
agent 330 compiles the usage information as the rendering
device 300 consumes the digital content, and sends the
information to the DRM agent 430 of the SIM 400, prefer-
ably using the authenticated and/or secure device-key based
communication. For example, it is beneficial to use the
device key to integrity protect the compiled usage informa-
tion. The DRM agent 430 authenticates and/or decrypts the
usage information based on corresponding device key infor-
mation and stores the information in the log 175 and/or
forwards the usage information to the AKA module 460 for
authentication thercof. Thereafter, the authenticated infor-
mation can be sent to an external trusted party for logging
170, if desirable.

[0132] In a more elaborate communication protocol, the
DRM agent 430 and the DRM agent 330 exchange control
signals for controlling the rendering process. For example,
the DRM agent 330 in the rendering device 300 intermit-
tently generates an acknowledgement ACK signal indicating
that the process of using received digital content proceeds
without disturbances. The ACK signal is preferably accom-
panied by usage information from the logging agent 150,
e.g. related to the amount of rendering time, amount of
successfully rendered data, rendering quality, time delays,
buffer overflows, and other data concerning the rendering
process. The DRM agent 430 includes functionality for
processing this signal information and for sending a so-
called forward proceed signal FPS to the DRM agent 330 in
response thereto. The FPS signal is required in order for the
rendering process to continue, whereas a missing FPS signal
causes the rendering process to stop or to proceed according
to predetermined limitations, e.g. limited QoS (Quality of
Service). The FPS signal may include information, such as
a DAC (Device Access Code) extracted from the corre-
sponding ticket by the DRM agent 430 or information
obtained by analyzing the log data received from the logging
agent 150, that can be used for controlling the rendering
process. The DRM agent 330 is thus configured for receiv-
ing the FPS signal and for controlling the rendering process
in dependence on data associated with the FPS signal. This
type of communication protocol may be particularly useful
in so-called broadcast applications, where the usage infor-
mation from the logging agent 150 serves as a basis for
charging. If the DRM agent 430 does not receive such usage
information, the DRM agent 430 is capable of controlling
the continued rendering process by means of the FPS signal.

[0133] The DRM agent 430 may also be capable of
extracting the usage rules associated with the digital content
from the ticket and forward these rules to the rendering
device 300 for enforcement by its DRM agent 330. Alter-
natively, however, the usage rules are sent directly, prefer-
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ably together with the encrypted digital content, to the
rendering device 300 and the DRM agent 330 therein.

[0134] This communication protocol preferably utilizes
the device-key based communication described above, in
which authentication and/or encryption based on usage-
device specific key information is performed.

[0135] Herebelow, follows a brief description of how a
device-key based communication between distributed DRM
agents of a client system can be established.

[0136] During manufacturing, the rendering device is
tamper-resistantly configured with a usage-device specific
key y. Note that it is not secure to simply write “y” on the
outside of the rendering device, as it could be copied and a
cloned, non-secure device could easily be created. Instead,
identification information, such as the result of applying
some cryptographic function h to the key y may be attached
to a “label” on the rendering device when it is sold, or
transferred from the rendering device to the associated
receiving device of the client system when interconnected,
thus making a cryptographic representation of the device
key available to a user/the receiving device. When the client
wishes to activate the device, he sends the (open) crypto-
graphic representation h(y), or similar identification infor-
mation, to the operator (or another trusted certification party)
who checks that h(y) is assigned to a valid device, retrieves
the device key or suitable key information, such as y',
derived from the device key, and finally updates the DRM
application in the receiving device (or SIM of receiving
device) with the device key y or key information derived
therefrom.

[0137] 1t is assumed that the operator or another trusted
certification party (in some business models, the trusted
party may be the device manufacturer) has some key that
enables him to invert the function h or otherwise is capable
of retrieving suitable device key information, e.g. by using
look-up tables, typically known only to the operator. For
example, it may be the case that the device key itself should
never be available outside of the rendering device, not even
explicitly known by the trusted party. In this case, the trusted
party is capable of retrieving key information, such as y', that
is based on the actual device key y and perhaps additional
input data.

[0138] 1t is also assumed that the device key information
is securely transferred from the certification party to the SIM
in the receiving device based on some SIM specific key.
Once properly configured in the DRM agent of the SIM, the
device key information, i.e. the device key or some other key
derived from the device key, may be used for establishing
communication (secure and/or authenticated) with the DRM
agent in the rendering device. Apparently, if a key derived
from the actual device key y is transferred to and imple-
mented in the SIM, the rendering device has to implement
some function that based on the device key generates the
same key derivative as in the SIM.

[0139] Although the present invention in the foregoing
mainly has been discussed with reference to embodiments of
a content provider providing digital content to a client
system over a network, it is also anticipated to employ the
logging functionality of the invention in other content and
service distribution systems. For example, a service provider
may provide a service to a user’s client system. When the
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user subsequently uses the service, logging information
about the usage is generated, preferably authenticated and
stored. A typical example is payment for utilizing a parking
place, e.g. in a multistory car park. A service provider may
then provide services for payment of the parking fee using
a mobile unit or telephone (client system), controlling a gate
or door allowing entrance to and exit from the car park, etc.
The generated usage information could then include an
identifier of the car park and/or parking place and entrance
and exit time (and/or the total time when the parking service
is utilized). The generated usage information could then be
used for debiting the user associated with the client system.

[0140] FIG. 10 schematically summarizes the usage
monitoring method according to the present invention. In
step Si the client system or module uses, e.g. renders, saves,
forwards, copies, executes, deletes and/or modifies, digital
content received from a content provider over a network.
Step S1 logs usage information concerning the usage of the
digital content individually for each usage to be monitored.
A security operation enabling identification from whom
(client, individual or account) the usage information origi-
nates is performed in step S3. The method then ends. FIG.
11 illustrates the logging step S2 of FIG. 10 in more detail.
In step S4, a logging agent arranged in the client system
generates information regarding the usage. This usage infor-
mation generation is preferably performed tamper resis-
tantly, e.g. by implementing the logging agent in a tamper-
resistant environment, reducing the risk of user
manipulating or deleting the generated usage information.
The method continues to step S3. The security-performing
step of FIG. 10 is illustrated in more detail in FIG. 12. In
the optional step S5, the usage information is cryptographi-
cally protected, e.g. by a symmetric key or a public key,
where the associated private decryption key is securely kept
at a trusted location. Step S6 performs at least a part of an
authentication of the usage information. Such authentication
uses a signing key, protected key or some other crypto-
graphic information associated with the client to authenti-
cate the usage information as being associated with the
client. The method is then ended. Further optional steps of
the monitoring method of the invention are illustrated in
FIG. 13. In step S7, the usage information is forwarded from
the client system to a trusted party, e.g. a network operator,
a charging server or a billing institute. The forwarded usage
information is then stored as a log entry in the log in step S8.
The logged usage information may then be used as basis for
charging for the digital content, as evidence of actually
performed usage if a dispute later arises between the client
and the content provider, for non-repudiation purposes and/
or as basis for statistics of client usages of digital content.
The method is then completed.

[0141] A DRM method according to the present invention
is schematically illustrated in the flow diagram of FIG. 14.
Step S10 provides digital content from a content server to a
client system over a network. In the client system the
received digital content is used and a logging agent accord-
ing to the invention generates information concerning the
usage individually for each one of a set of client-usages. In
addition, security operation (authentication) is performed on
the usage information enabling identification of the client
that has used the digital content. The generated and origin-
identifiable usage information is then received and stored as
a log entry in a log in step S11. The DRM method is then
ended.
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[0142] The embodiments described above are merely
given as examples, and it should be understood that the
present invention is not limited thereto. Further modifica-
tions, changes and improvements, which retain the basic
underlying principles disclosed and claimed herein are
within the scope of the invention.
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1-45. (canceled)

46. A method of monitoring client-usage of digital content
provided by a content provider to a client system over a
network, said method including the steps of:

receiving a particular digital content from said content
provider by said client system;

monitoring the rendering of said digital content by said
client system;

logging usage information concerning the actual render-
ing of said digital content individually; and

performing a security operation to store said logged usage
information, wherein said logged usage information
includes identification data individually correlating
said rendered digital content with a particular user
account.

47. The method according to claim 46, further comprising
the step of decrypting said digital content prior to the
rendering of said digital content.

48. The method according to claim 46, wherein said step
of performing said security operation comprises additional
step of performing at least part of an authentication of said
usage information.

49. The method according to claim 46, wherein said usage
information is maintained in a log, and said step of perform-
ing said security operation further comprises the step of
storing said log in a tamper-resistant environment associated
with said client system.

50. The method according to claim 46, wherein said usage
information comprises a representation of said rendered
digital content and rendering quality information.

51. The method according to claim 50, wherein said
quality information comprises at least one of:

bandwidth of said digital content;
sample rate said digital content;

data compression of said digital content;
resolution of said digital content;

time information related to rendering of said digital
content; and

information of any disruptions during the rendering of
said digital content.
52. The method according to claim 46, wherein said usage
information comprises at least one of:

identification of a content-usage device rendering said
digital content;

information on payment of said digital content;

time information related to rendering of said digital
content;
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time information related to transmittal of said digital
content from said content provider to said client sys-
tem; and

time information related to reception of said digital con-

tent by said client system.

53. The method according to claim 46, further comprising
the step of forwarding said information from said client
system to an external trusted party for storage therein as log
entry in a usage log.

54. Client system capable of using digital content pro-
vided by a content provider over a network, said content-
using client system comprising:

receiving agent for receiving certain digital content from
said content provider;

rendering device for rendering said received digital con-
tent;

logging agent for monitoring usage information concern-
ing the actual rendering of said digital content by said
rendering agent; and

means for performing a security operation to store said
usage information, wherein said usage information
includes identification data individually correlating
said rendered digital content with a particular user
account.

55. The client system according to claim 54, further
comprising means for decrypting said digital content prior to
the rendering of said digital content.

56. The client system according to claim 54, wherein said
security operation performing means is configured for per-
forming at least part of an authentication of said usage
information.

57. The client system according to claim 54, wherein said
usage information comprises a representation of said client-
rendered digital content and rendering quality information.

58. The client system according to claim 54, wherein said
usage information is maintained in a log in said client system
and said security operation performing means is configured
for storing said log in a tamper-resistant environment asso-
ciated with said client system.

59. The client system according to claim 54, wherein said
logging agent comprises:

means for tamper-resistantly generating said information;
and

means for storing said information as a log entry in a log.

60. The client system according to claim 54, wherein said
logging agent further comprises means for forwarding said
logged usage information to an external trusted party for
storage therein as a log entry in a log.

61. The client system according to claim 54, further
comprising:

a first digital rights management (DRM) agent, at least
partly implemented in said rendering device, having
functionality for enabling rendering of said digital
content.

62. The client system according to claim 61, further

comprising:

a second DRM agent implemented in said client system,
having functionality for enabling reception of said
digital content from said content provider; and
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means for communication between said first DRM agent
and said second DRM agent, said first DRM agent
comprising means for transferring a first control signal
associated with said information to said second DRM
agent and said second DRM agent comprises means for
processing signal data associated with said first control
signal to generate a second control signal, and means
for sending said second control signal to said first DRM
agent for controlling the digital-content usage process.
63. The client system according to claim 54, wherein said
usage information is stored in a subscriber identity module.
64. Adigital rights management system for assisting in the
management of digital content provided to a client system
over a network, said management system comprising:

means for receiving usage information over said network
from said client system, said usage information con-
cerning the rendering of a particular digital content by
said client system; and

means for storing said usage information in a log, said
information being subjected to at least part of an
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authentication procedure to enable identification of a
particular account with said received usage information
for said particular digital content.

65. The system according to claim 64, further comprising
means for downloading a logging agent into said client
system, said logging agent being operable, when executed in
said client system, for generating, for each said rendering,
information concerning the rendering of said digital content
and forwarding said information to said storing means.

66. The system according to claim 64, wherein said
system further includes means for providing said digital

content to said client system as streaming data, said system
further comprising:

means for terminating the flow of streaming data to said
client system if no usage information has been received
during a predetermined period of time.





