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I, David H. Williams, hereby state as follows:

I. INTRODUCTION

1. I have been retained by Google LLC (“Petitioner”) as an independent
expert consultant in this inter partes review (“IPR”) proceeding before the United
States Patent and Trademark Office (“PTO”).

2. I have been asked by Counsel for Petitioners (“Counsel”) to consider
whether certain references teach or suggest the features recited in Claims 1, 2, 10,
and 11 (“the Challenged Claims™) of U.S. Patent No. 11,985,155 (“the *155 Patent™)
(EX1001). My opinions and the bases for my opinions are set forth below.

3. I am being compensated at my ordinary and customary consulting rate
for my work, which is $485 per hour. My compensation is in no way contingent on
the nature of my findings, the presentation of my findings in testimony, or the
outcome of this or any other proceeding. I have no other financial interest in this
proceeding.

II. BACKGROUND AND QUALIFICATIONS

4. All of my opinions stated in this declaration are based on my own
personal knowledge and professional judgment. In forming my opinions, I have
relied on my knowledge and experience in designing, developing, researching, and

teaching the technology referenced in this declaration.
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5. I am over 18 years of age and, if [ am called upon to do so, I would be
competent to testify as to the matters set forth herein. I understand that a copy of my
current curriculum vitae, which details my education and professional and academic
experience, is being submitted as EX1012. The following provides a brief overview
of some of my experience that is relevant to the matters set forth in this declaration.

6. I have over 30 years of experience in wireless location services,
including experience implementing Wireless 911 (E911) systems and designing,
implementing, and managing numerous location-based service (LBS) applications
such as family tracking and fleet and asset management. [ am currently the President
of the company E911-LBS Consulting, and I have been with the company since
2002. As the President of E911-LBS Consulting, I provide services across the entire
wireless value chain, particularly with respect to technology and business strategic
planning and product design and development associated with LBS, Global
Positioning Satellite (GPS) systems, E911, Real-Time Location Systems (RTLS),
Radio Frequency Identification (RFID), beacon, and other location determination
and sensing technologies and services.

7. I have extensive expertise in all aspects of LBS delivery across the
wireless location ecosystem including enabling network, map data, geospatial

platform, chipset, data management, device, and location determination
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infrastructure and integration providers. I am an expert in all related aspects of LBS,
including data privacy and security management.

8. For example, I managed the development and launch of several
consumer-oriented LBS applications including mobile social networking, family
tracking and local search for a major wireless carrier (AT&T). This work included
the development of corporate-wide location data privacy policies and their systemic
implementation for all LBS customers. My work in both data privacy and mobile
social networking resulted in my co-inventing a patent in this field. I also have
several other patents related to mobile location and associated applications and
architectures.

0. I also have significant experience related to E911 systems. For
example, in 2003-2004, I consulted with AT&T Wireless on their implementation
of E911 systems. Specifically, I led the development of implementation and
monitoring of systems in AT&T Wireless Western Region as part of their
deployment of TDOA (Time Difference of Arrival) non-GPS E911 network location
infrastructure to meet the wireless E911 location requirements mandated by the
FCC. In 2004-2005, I worked with NAVTEQ, a key provider of LBS and E911
location map data, in developing their application developer ecosystem and website,

providing developers with access to all of NAVTEQ’s product and technical
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resources for developing location-related applications, including data products
involving 911 GIS (Geographical Information Systems).

10. I have extensive experience in the design of various wireline and
wireless communications networks and associated architectures, systems, processes,
protocols, and associated design issues (e.g. bandwidth/capacity, privacy/security,
standards/compatibility, etc.), including for carriers AGT (Alberta General
Telephone), AT&T, AT&T Mobility, Bell Atlantic/Verizon, Bell Canada, Bell
South, GTE, and Nextel/Sprint, as well as various private/hybrid communications
networks across a variety of industries, utilizing/interfacing with a wide range of
devices and form factors. These designs often included various security capabilities
across the OSI stack as well as for end user devices.

11. Talso have extensive experience in the design of microprocessor-based
systems, going back to the early-to-mid-1980s working on the digitization of the F-
15 Radar system. This work included designing (from individual components such
off-the-shelf microprocessors, individual memory chips, and specialty-designed
semi-conductors) specialty computers and subsystems for various functions. This
work included incorporating various DoD security requirements for protecting

various components, subsystems, and data from external parties.
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12. T also have extensive experience in the privacy and security design of
applications and other systems, especially in the areas of identification,
authentication, authorization, and verification, and including opining in numerous
cases on privacy and security dimensions. Three of my twelve (12) patents are
specifically on various forms of wireless systems privacy and security.

13. T have authored multiple books on wireless location, including:

° The Definitive Guide to GPS, RFID, Wi-Fi, and Other Wireless
Location-Based Services (2005 and 2009 versions);

° The Definitive Guide to Wireless E911; and

° The Definitive Guide to Mobile Positioning and Location
Management (coauthor).

14. I received a B.S. degree, in Electrical Engineering, from Purdue
University in 1983. I received an MBA degree, in Information Systems
Management, from The University of Texas at Austin in 1987.

IHII. INFORMATION CONSIDERED

15. In preparation for this declaration, I have considered the materials
discussed in this declaration, including, for example, the *155 Patent, the references
cited by the 155 Patent, the prosecution histories of the *155 Patent and applications
from which it derives (including the references cited therein), various background

articles and materials referenced in this declaration, and the prior art references
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identified in this declaration. In addition, my opinions are further based on my
education, training, experience, and knowledge in the relevant field.

IV. RELEVANT LEGAL STANDARDS

16. I am not an attorney and offer no legal opinions. For the purposes of
this Declaration, I have been informed about certain aspects of the law that are
relevant to my analysis, as summarized below.

A.  Claim Interpretation

17. I have been informed that during an inter partes review proceeding,
claims are to be construed in light of the specification as would be read by a person
of ordinary skill in the relevant art at the time the application was filed. I have been
informed that claim terms are given their ordinary and customary meaning as would
be understood by a person of ordinary skill in the relevant art in the context of the
entire disclosure. A claim term, however, will not receive its ordinary meaning if the
patentee acted as his own lexicographer and clearly set forth a definition of the claim
term in the specification. In that case, the claim term will receive the definition set
forth in the patent.

18. Ihave been informed that certain patent claim terms may be interpreted
as “means-plus-function” claim terms. [ have been informed that terminology is part
of the U.S. Patent Law in 35 USC §112, paragraph 6 (pre-AIA) / 35 USC §112(%)

(post-AIA), which states the following: “An element in a claim for a combination
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may be expressed as a means or step for performing a specified function without the
recital of structure, material, or acts in support thereof, and such claim shall be
construed to cover the corresponding structure, material, or acts described in the
specification and equivalents thereof.”

B.  Perspective of One of Ordinary Skill in the Art

19. I have been informed that a patent is to be understood from the
perspective of a hypothetical “person of ordinary skill in the art” (“POSITA”). Such
an individual is considered to possess normal skills and knowledge in a particular
technical field (as opposed to being a genius). I have been informed that in
considering what the claims of a patent require, what was known prior to that patent,
what a prior art reference discloses, and whether an invention is obvious or not, one
must use the perspective of such a POSITA.

C. Anticipation

20. I'have been informed that a claim is not patentable if it is anticipated. |
have been informed that anticipation of a claim requires that every element of a claim
is disclosed expressly or inherently in a prior art reference, arranged as in the claim,
when considered from the perspective of a person of ordinary skill in the relevant
art. I have been informed that when the structure recited in a reference is
substantially identical to that of the claims, claimed properties or functions are

presumed to be inherent. I have been informed that extrinsic evidence may be used
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to explain but not expand the meaning of terms and phrases used in the reference
relied upon as anticipatory of the claimed subject matter.

D. Obviousness

21. I have been informed that a patent claim is obvious under 35 U.S.C.
§103, and therefore invalid, if the claimed subject matter, as a whole, would have
been obvious to a POSITA as of the priority date of the patent based on one or more
prior art references and/or the knowledge of a POSITA.

22. Thave been informed that an obviousness analysis must consider (1) the
scope and content of the prior art, (2) the differences between the claims and the
prior art, (3) the level of ordinary skill in the pertinent art, and (4) secondary
considerations, if any, of non-obviousness (such as unexpected results, commercial
success, long- felt but unmet need, failure of others, copying by others, and
skepticism of experts).

23. I have been informed that a prior art reference may be combined with
other references to disclose each element of the invention under 35 U.S.C. §103. I
have been informed that a reference may also be combined with the knowledge of a
POSITA, and that this knowledge may be used to combine multiple references. |

have been informed that a POSITA is presumed to know the relevant prior art. [ have
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been informed that the obviousness analysis may take into account the inferences

and creative steps that a POSITA would employ.

24.  Indetermining whether a prior art reference would have been combined

with other prior art or other information known to a POSITA, I have been informed

that the following principles may be considered:

whether the references to be combined involve non-analogous
art;

whether the references to be combined are in different fields of
endeavor than the alleged invention in the Patent;

whether the references to be combined are reasonably pertinent
to the problems to which the inventions of the Patent are
directed;

whether the combination is of familiar elements according to
known methods that yields predictable results;

whether a combination involves the substitution of one known
element for another that yields predictable results;

whether the combination involves the use of a known technique
to improve similar items or methods in the same way that yields
predictable results;

whether the combination involves the application of a known
technique to a prior art reference that is ready for improvement,
to yield predictable results;

whether the combination is “obvious to try”;

whether the combination involves the known work in one field
of endeavor prompting variations of it for use in either the same
field or a different one based on design incentives or other
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market forces, where the variations are predictable to a
POSITA;

° whether there is some teaching, suggestion, or motivation in the
prior art that would have led one of ordinary skill in the art to
modify the prior art reference or to combine prior art reference
teachings to arrive atthe claimed invention;

° whether the combination requires modifications that render the
prior art unsatisfactory for its intended use;

° whether the combination requires modifications that change the
principle of operation of the reference;

° whether the combination is reasonably expected to be a success;
and
° whether the combination possesses the requisite degree of

predictability at the time the invention was made.

25. I have been informed that in determining whether a combination of
prior art references renders a claim obvious, it is helpful to consider whether there is
some teaching, suggestion, or motivation to combine the references and a reasonable
expectation of success in doing so. I have been informed, however, that a teaching,

suggestion, or motivation to combine is not required.

10
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V. SUMMARY OF OPINIONS

26. It is my opinion that the Challenged Claims of the ’155 Patent are

unpatentable under 35 U.S.C. §103 on the following grounds:

Ground Reference(s) Basis Claims
1 U.S. Patent Application Publication No. §102/103 | 1,2, 10,
2007/0266256 to Shah et al. (“Shah™) 11

(EX1006) alone and/or in view of U.S. Patent
Application Publication No. 2005/0246282 to
Naslund et al. (“Naslund”) (EX1007)

V. TECHNOLOGY BACKGROUND

27. The ’155 Patent is directed to a communications device with a secure
execution environment for executing a secure data path processing agent configured
to generate a unique identifier to secure each device data record (DDR) of monitored
service usage. See EX1001, Abs., 2:57-3:38.

28.  Figure 9 shows an exemplary embodiment of a communications device

for generating unique identifiers and DDRs.

11
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EX1001, Fig. 9 (Annotated)

29.  Each “unique identifier” generated by the secure data path processing
agent can be used to detect tampering or errors in the monitored service usage.
EX1001, 5:41-6:7.

30. Examples of the “unique identifier” include a “time stamp”, “time
stamp information”, and/or “sequence count”. Id., 5:55-64. (See also id., 7:62-67,;

“the unique sequence identifier includes one or more of the following: sequence

12
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count, time stamp, start time indicator, stop time indicator, contiguous time interval
identifier, and aggregate usage count at the beginning or end of the record, reference
time, or elapsed time at the beginning or end of the record.”). The communications
device sends the DDRs with unique identifiers to a network element over a trusted
communication link. /d., 9:23-41. For example, a sequence of DDRs in combination
with the unique identifiers provide traceability to identify if DDRs have been
tampered with or omitted. /d., 7:53-67. The communications device sends the DDRs
to a service controller at the network element using a signed or encrypted
communication channel so the service controller can determine compliance with a
network access policy. 1d., 4:17-67.

VII. THE CHALLENGED ’155 PATENT

31. The ’155 Patent contains 18 claims. I have been asked to opine on the
validity of Claims 1, 2, 10, and 11.

VIII. THE ’155 PATENT PROSECUTION HISTORY

32. Thave reviewed the file history of the 155 Patent.

33. The only rejection made during prosecution of the 155 Patent was a
non-statutory double patenting rejection based on U.S. Patent 10,771,980 (the “’980
Patent”, EX1022) and U.S. Patent 11,665,186 (the “’186 Patent”, EX1023). Patent
Owner addressed this rejection by filing a terminal disclaimer and the Examiner

allowed all claims. EX1002, pp.62-120.

13



Declaration of David H. Williams In Support of
Petition for Inter Partes Review of U.S. Patent No. 11,985,155

34. The Examiner’s reasons for allowance stated that the prior art generally
failed to teach independent Claim 1. Id., p.67.

35. In comparison with the 980 and 186 Patent claims, the *155 Patent
adds the claimed concept of associating a “unique identifier” (e.g., “time stamp”)
with a device data record. See EX1004, EX1005. However, all limitations of the
Challenged Claims, including the “unique identifier,” are disclosed in the prior art
cited in this Petition. For example, the prior art cited herein discloses and suggests
associating a unique identifier (e.g., time stamp) with a device data record for
monitoring service usage and preventing device data record tampering during
network communication in exactly the same way as is disclosed in the 155 Patent.

IX. LEVEL OF ORDINARY SKILL IN THE ART

36. A person of ordinary skill in the art (“POSITA”) pertinent to the *155
Patent at the time of the invention would have at least a bachelor’s degree in
computer science, computer engineering, or a similar field, and approximately two
years of industry or academic experience in a field related to wireless
communications and/or networking. Work experience can substitute for education,

and additional education can substitute for work experience.

X. PRIORITY DATE

37. Thave been informed that the “priority date” or “earliest effective filing

date” of a patent is the date on which it is filed, or the date on which an earlier-filed

14
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U.S. or international patent application was filed if the patentee claims the benefit of
priority to that earlier-filed U.S. or international patent application.

38.  For purposes of this declaration, I have assumed that the *155 Patent is
entitled to a priority date of January 28, 2009, and I have not evaluated or formed an
opinion on whether the claims of the *155 Patent are actually entitled to that date.

XI. CLAIM CONSTRUCTION

39. For purposes of my analysis in this IPR proceeding, 1 have been
informed that terms that appear in the claims of the 155 Patent should be interpreted
according to their plain and ordinary meaning under the Phillips standard. In
determining the ordinary and customary meaning, I have been informed that the
words of a claim are first given their plain meaning that those words would have had
to a POSITA at the time of the alleged invention. I also have been informed that the
claims, specification, and file history may be used to better construe a claim insofar
as the plain meaning of the claims cannot be understood. I have been informed that
even treatises and dictionaries may be used under limited circumstances to determine
the meaning attributed by a POSITA to a claim term at the time of filing.

40. I understand that Petitioner and Patent Owner have not proposed any
express claim construction of any term of the Challenged Claims in the Related

Litigation. See EX1013, EX1014, EX1015, EX1016, and EX1017.

15
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41. 1 also understand that, for terms that evoke a means plus function
construction, “the construction of the claim must identify the specific portions of the
specification that describe the structure, material, or acts corresponding to each
claimed function.” 37 C.F.R. §42.104(b)(3). I understand from counsel that
construing a means-plus-function claim term is a two-step process that includes (1)
identifying the claimed function and (2) then determining what structure, if any,
disclosed in the specification corresponds to the claimed function.

XII. OVERVIEW OF THE PRIOR ART REFERENCES
A.  Shah (EX1006)

42. Shah illustrates a communications device (e.g., wireless
transmit/receive unit (WTRU)) as an exemplary Fig. 9 digital rights management
(DRM) device with advanced security functions. EX1006, Abs, §[0026], Fig. 9.

43. The DRM device includes a secure time component (STC) (i.e., secure
execution environment (SEE)) for generating a unique identifier (e.g., secure time
certificate) and a trusted platform module (TPM) with secure memory (i.e., protected
memory) for executing trusted computing operations. /d., 49[0024], [0041], Figs. 5
and 9. The secure time certificate includes current date and time (i.e., “time stamp”)
associated with a device data record (e.g., an audit log). See id., Abs., {Y[0008]-

[0010], [0013].
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44. The STC communicates the secure time certificate to a requesting
network element for verification. /d., §9[0008]-[0011]. See also id., Y[0073]-[0075]
(Tables 2, 3, 4). An exemplary STC for generation of a unique identifier (i.e.,

“Encrypted DRM Time”) is illustrated in Shah’s annotated Figures 5 and 9 below:

Secure data path

500

WAN port 525 515 520 H
r=---- ‘\‘ """ 'z """"""""""""""" fz ''''''''''''''' (Z ----- -:
EXTERNAL COMMUNICATION DEVICE DRM MEMORY FOR | !
DRM DATA PROCESSOR + SW W DEVICE DRM |
1o ; PROCESSING | !
530 _ ! (OPTIONAL) SW ' pRw TIME ENCRYPTED |
"~ CONTROLLING TIME | REQUEST "DRM TIME" i
85— 1 L RESWGH E
(opnonhis ] = 3
EXTERNAL / o _________ Y —| SECURE TME | 505 !

S COMPONENT

TIME SYNC .
FIG.D  sources e \

Secure execution
environment (SEE)

EX1006, Fig. S (Annotated)
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Secure data path
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[ N —
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TIME SYNC .~ I , TIME COMPONENT |
SOURCES ! « OPTIONAL . 903 SW & PUB KEY ;
: _—} SECURE TIME . USING SEALING ;
! 905 . _COMPONENT I :

S FI6.9 ""\"éé;ﬁr;"é;;dt};}{""

environment (SEE)

EX1006, Fig. 9 (Annotated)
EX1006, Figs. 5, 9; see also EX1006, Fig. 1 infra (§XII1.A.1.c.)

B. Naslund (EX1007)

45. Naslund discloses a communications device as a client device for
accessing a network. The client device has a logging agent for logging information
and monitoring usage of received digital content. EX1007, 49[0010], [0052], [0069].

46. The logging agent is implemented in a secure execution environment

for generating secure usage information. /d., §4[0114]-[0115], Figs. 7, 8.
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47. The logging agent allows traceability of content usage and provides
usage repudiation deterring effects to lower the risk of tampering or violation of
usage rules of digital content. /d., §[0058].

48. The client device includes time information (e.g., a time stamp,
sequence number, etc.) in the usage information for assessing whether tampering of
the usage information occurred. /d., §[0097].

49. The client device transmits the usage information in a secure channel
from a secure environment to an external network element for analysis. /d., §)[0074],
[0080].

XIII. DETAILED EXPLANATION OF THE UNPATENTABILITY
GROUNDS

50. In my opinion, the Challenged Claims are unpatentable over the prior
art.
A. Claims 1, 2, 10, and 11 are Anticipated by and/or Rendered

Obvious over Shah (EX1006) alone and/or in view of Naslund
(Ground 1)

51. The following sections reference where elements of Claims 1, 2, 10,
and 11 are anticipated by/obvious over the prior art.

1. Claim 1 (Preamble): “A communications device
comprising:”

52.  To the extent the Preamble is limiting, Shah discloses/suggests the

Preamble.
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53. The ’155 Patent discloses that its communications device encompasses
a wireless communications device. EX1001, 2:57-67.

54.  Shah “relate[s] to wireless communications systems’ and “secured time
functionality on a wireless device.” EX1006, q[0002]. See also id., Y[0003]
(“wireless communications devices”).

55. Shah discloses a communications device (i.e., a wireless
transmit/receive unit (WTRU)) “capable of operating in a wired or wireless
connected environment.” Id., [0037]. See also id., [0113].

56. Shah’s WTRU includes a digital rights management (DRM) device. See
id., 9[0003], [0017], [0026], Figs. 5 and 9 (§XIL.A., supra.).

a. [1.1]: “a wide area network port configured to connect the
communications device to a wide area network;”

57.  Shah discloses/suggests Element [1.1].

58. Shah discloses that the communication device (i.e., DRM device)
includes a wide area network (WAN) port configured to connect the
communications device to a WAN. See, e.g., EX1006, q9[0003], [0037], [0046],
[0113].

59.  Shah’s “DRM device 900” includes a “communication processor 915”
that connects to a network and communicates with external data input/output (I/0).

See EX1006, Figs. 5, 9, §XIL.A, supra. (Fig. 9 DRM device 900 includes
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“communication processor 915” the functions of which are also discussed in relation
to the Fig. 2 “communication processor 215”).

60. Shah’s WTRU establishes “a secure channel between the WTRU and
the network.” EX1006, 4[0040].

61. Shah’s WTRU connects to various WANs such as mobile wireless
networks and/or the “Internet.” EX1006, §[0003] (“connectivity to internet based
services”, “content is delivered over a wireless network™), 4[0037] (device connects
to “an access point (AP), or any other type of network™). See also id., §9[0046],
[0113]. A WAN includes a mobile network such as a 2G, 3G, or 4G network, and
so forth. See EX1001, 3:21-25.

62. A POSITA would have understood that a cellular or mobile network
(e.g., a 3G network implementing 3GPP standards) disclosed by Shah is an example
“wide area network”™ because such networks covered wide areas such as cities. See
EX1006, 9[0016].

63. Such networks conforming to the 3GPP standards (a 3G mobile
network or other cellular voice/data network, e.g., 1G, 2G) were widely known as
WANS, and methods/systems for connecting to such networks were well known in

the art prior to the filing date of the 155 Patent. See, e.g., EX1009, q[0012]

(“international standards collaboration project for wireless wide area networks, the
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3™ Generation Partnership Project (3GPP)”), 9[0038]-[0044]. See also EX1007,
[0153] (referencing “3GPP”’), EX1008, 4[0004].

64. Shah’s “communication processor” and communication path thereof
for connection with a WAN constitutes the claim 1 “WAN port” because it is
“configured to connect the communications device to a wide area network.”

65. Shah does not explicitly use the term “wide area network port” but
discloses a WTRU (i.e., DRM device) having a 3G network connection (i.e., a WAN
port) for network connectivity.

66. A POSITA would have recognized that components (such as Shah’s
communication processor) providing network connectivity via a ‘“network
connection” (e.g., to the Internet or a cellular network such as 3G) for a device
(Shah’s DRM device) constitute a WAN port—Ilogical and/or physical. See EX1006,
[0016] (referencing “3GPP” compliant devices). See also id. §[0037] (“network
interfacing device capable of operating in a wired or wireless connected
environment.”).

67. Shah’s network connection constitutes a WAN port configured to
connect the DRM device to a WAN (e.g., a 3GPP compliant network).

68. A POSITA would have understood Shah’s 3G network connection to

be a WAN port because documents demonstrating the state-of-the-art prior to the
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filing date of the *155 Patent used the term “WAN port” to describe 3G network
connections of Shah. See EX1010, 4[0030].

69. State-of-the-art references such as Lu (EX1009) and Rada (EX1010)
make clear that a 3G network is a WAN and that a WAN connection is synonymous
with a “WAN port”. See, e.g., EX1009, q[0042] (“third generation (3G) wireless
wide area networks”), EX1010, 99[0005], [0029]-[0030] (“wireless WAN port™),
Fig. 1A. The only claimed function of the WAN port in claim 1 is “to connect the
communications device to a wide area network.”

70. For example, Lu references “latest generation wireless wide area
networks” (EX1009, 4[0005]) and confirms that a “wireless wide area network
(WWAN)” is synonymous with a “cellular network”. Id., §[0039]. See id., §9[0010],
[0012] (““One international standards collaboration project for wireless wide area
networks, the 3™ Generation Partnership Project (3GPP)”), [0042] (referring to the
“third generation (3G) wireless wide area networks”).

71.  Rada explains that a device uses a “wireless WAN port” to connect to
an interface to provide “wireless access” to a client device. EX1010, §[0030]. Thus,
a POSITA would have understood that a “WAN port” is synonymous with a network
connection to a WAN, such as a 3G wireless network. See EX1006, §[0016]. See

also EX1009, 4[0012]. Thus, a POSITA would have understood that a WAN port is
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used for a network connection to a wireless network, such as a wireless network
conforming to 3GPP standards (e.g., a 3G network).

72.  The 155 patent “port” functions as a wireless network connection and
the 155 Patent describes exemplary embodiments where the port is a wireless
network connection. See EX1001, 2:66-3:1 (“a wireless connection and other
input/output (I/O) connections or ports™), 3:24-29 (“a wide area wireless network
(e.g., 2G, 3G, 4G, etc.) ... or another I/O connection or port™). See also id., 3:43-53,
25:43-54, 43:58-61.

73.  Shah teaches a WAN port configured to connect the communications
device (i.e., DRM device) to a WAN. EX1006, [0113]. See EX1001, 4:5-10.

74.  To the extent it is argued that Shah does not expressly disclose a “WAN
port,” a POSITA would have understood Shah’s network connection to function
identically as a WAN port (e.g., a 3GPP compliant device). See EX1006, §9[0016],
[0037]-[0040].

75.  Use of a WAN port to connect Shah’s DRM device to a WAN would
have been an obvious implementation of Shah for the same reasons discussed above.

b. [1.2]: “a secure memory;”

76.  Shah discloses/suggests Element [1.2].
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77. Shah discloses that the communication device (“DRM device”)
includes a secure memory. The DRM device includes a secure memory (“protected
memory”’, “RAM under TPM-protection”, or “TPM-controlled memory”) inside of
or external to a Trusted Platform Module (TPM) within the DRM device. EX1006,
1900045], [0091], [0095], Fig. 9 (including “TPM 910 the functions of which are
also discussed in relation to “TPM 250” and “TPM 330" of Figures 2 and 3,
respectively).

78.  Even in embodiments where the memory is outside of the TPM, it is
“protected with encryption by TPM” and therefore still secure. See id., §[0095]
(“DRM time [is] restored from the TPM-controlled memory’). A POSITA would
have further understood Shah’s memory to be secure due to Shah’s techniques and
systems providing for “secure time functionality for a wireless device” (see title)
and doing so by use of, inter alia, the secure (“protected”) memory. Id. at §[0045].
See also id., §[0041] (STC “is configured to provide a secure record of the time of

certain events, or data entries.”).

c. [1.3]: “a secure execution environment configured to be
inaccessible to a user application software; and”

79.  Shah discloses/suggests Element [1.3].
80.  Shah discloses a secure execution environment (SEE) (e.g., the secure

time component (STC) of Fig. 9 that generates time certificates) configured to be
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inaccessible to “a user application software.” See, EX1006, Abs., 11.4-6, 99[0008]-
[0010], [0024], [0045], Fig. 1; see also id., Figs. 5, 9 including “STC 505 and “STC
905, respectively, the functions of which are also discussed in relation to “STC
230” and “STC 340 of Figures 2 and 3, respectively.

81. Shah’s Figure 1 shows a secure execution environment including
executable functions of the STC to generate the secure time certificates, including
the secure real-time clock (e.g., the RTC), cryptographic hashing, time stamp
certificate generation, and audit logging. Id., qY[0008]-[0010], [0012], [0024],

[0041], Fig. 1.
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82.  The SEE of the STC (outlined in red above) used to generate the secure
time certificates is included within a secure physical chip (i.e., “PROTECTION
DUE TO PHYSICAL CHIP PACKAGING”). /d.

83. Shah’s Figure 5/9 embodiments include “digital rights management
(DRM)” devices implementing secure DRM software. See EX1006, §9[[0003],
[0017]-[0023], [0026]. DRM “imposes additional requirements ... to ensure that the
content stored on the device is accessed by authorized users” and “that the content

is being accessed in a trusted manner”. EX1006, §[0003]. See id., Y[0026], [0032],
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[0036]. Shah’s DRM device embodiments are shown in Figures 5 and 9 (annotated

below) implementing a DRM software layer.

DRM software layer
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DRM software layer
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EX1006, Figs. 5 and 9.

84.  Shah’s DRM software (i.e., “Device DRM SW 515” and “Device DRM
Processor and SW 920) is a secure component providing an additional layer of
security to the SEE (i.e., STC 505/STC 905), making the SEE further inaccessible
to all user application software.

85. STC 505/905 (of Shah’s Figures 5/9) can “optionally” use “External
Time Sync Sources 535/935” to “re-synchronize its internal clock.” EX1006,

4[0062], [0085]. External Time Sync Sources 535/935 of Shah are not required to

interact with STC 505/905 in order to generate the secure time certificate (i.e.,
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unique identifier). Even in embodiments where External Time Sync Sources
535/935 do interact with STC 505/905 for time re-synchronization, External Time
Sync Sources 535/935 are “dependable and unalterable external source[s]” such as
“secure time server[s]” that do not include user applications. /d., §[0090]; see also
id., J[0015] (A secure time server is defined herein as a network based server that,
upon request by a client on the network, securely provides a reference time to the
requesting client over the network”™).

86. These secure time servers perform secure re-synchronization of the
STC’s internal clock which is then used to generate the secure time certificates upon
request from a separate requesting entity (e.g., rights issuer (RI) of Figs. 7 and 8).
EX1006, 9[0041] (“The STC 230 is configured to provide a secure record of the time
of certain events, or data entries, in the form of a time certificate or signatures of
time related data, as outputs to a requesting entity.”), Figs. 7 and 8.

87. A POSITA would have understood that secure time servers do not
include user applications as they are reference points for the generation of secure
time certificates (i.e., unique identifiers), as opposed to requesting entities using the
certificates for authentication of user applications.

88.  “Software (SW) Controlling Time Re-Synch 530/930” is also optional

and does not include user applications as it is secure software (i.e., instructions)
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solely for controlling time re-synchronization. See EX1006, 9[0062] (“SW
controlling the time re-synch function 530 may be used to control the re-
synchronizing process so long as it is secure and isolated from the device DRM SW
515.7).

89. A POSITA would have understood that secure software used solely for
re-synching an internal clock to generate a secure time certificate would not include
user applications.

90. Because both Software (SW) Controlling Time Re-Synch 530/930 and
External Time Sync Sources 535/935 are “optional,” to the extent that Patent Owner
contends that these components somehow demonstrate that the STC is accessible to
a user application software, Petitioner relies on Shah without these “optional”
components. Disclosure of an alternative embodiment (i.e., one with optional
components) in a prior art reference does not preclude reliance upon other
embodiments (i.e., ones without optional components).

91. The ’155 Patent specification does not expressly recite the phrase
“inaccessible to a user application software” outside of the express claim language.
In exemplary embodiments, the *155 Patent specification refers to “user application

software”, “user application programs 130”7, and “application programs 130.”
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EX1001, 26:55-56. Fig. 1 (“application programs 130”), Fig. 3 (“user application
programs 1307).

92. The 155 Patent’s “user application programs 130 do not directly
access the SEE and are shown to reside outside of the SEE. See id., Figs. 3, 16. The
’155 Patent does not describe the “user application programs 130 or “application
programs” as having access to the SEE. See EX1006, [0008]-[0014], [0044].

93. Shah’s SEE is similarly “inaccessible to a user application software”
because: (1) the STC is inaccessible to all “external attempts” for access; 1.e., the
STC is “configured to resist external attempts to compromise the device’s internal
operations, internal records, or the signed time certificate outputs” (EX1006,
q1[0008]); (2) Shah’s SEE of the STC is “tamper-resistant” (id., §[0010]); i.e., it
prevents “hardware and software level tampering” (id., 4[0044]); (3) the STC
presents “an unequivocal, non-alterable and non-repudiatable certificate of the
current time—also known as a signed time certificate” (id., [0008]; see also id.,
4[0012]-[0014]); and (4) any communication to/from the SEE is via a secure
channel (id., §[0061]).

94. The STC of Shah receives “a request for a signed time certificate” as
“data input”. EX1006, §[0010], Fig. 1. The STC then reads the current date and time

from the RTC (*(1) secure real-time clock”) (id., Fig. 1) “securely (i.e., In a tamper-
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evident and/or tamper-resistant way)” and “a certificate is generated (“(5) time
stamp certificate generator”) (id., Fig. 1) containing the “current date and time ...
and any other audit logs” (“(6) secure audit logs™). Id., 4[0010], Fig. 1. The STC
appends a signature to the certificate and presents the time certificate “as combined
output.” Id.

95.  The ’155 Patent describes that the SEE can receive secure messages
from network elements outside of the SEE and generate data records that are then
sent outside the SEE. The *155 Patent’s “DDR processor located in the secure
execution environment is configured to send the device data records to a network
element (e.g., storage function located in the network).” EX1001, 9:23-26. See id.,
9:23-65.

96. The network elements (e.g., storage functions) that receive the device
data records from the SEE have a “secure communication channel” established with
the SEE. Id., 9:42-45. The *155 Patent does not describe any secure communication
channels between the SEE and “user application programs 130”. Thus, the SEE is
inaccessible to “user application software.”

97.  Shah’s unique time certificates are similarly transmitted from the SEE
(e.g., components of the STC 505 or STC 905) to external elements (e.g., Device

DRM Software (SW) 515 or Device DRM Processor and SW 920) via a secure
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communication channel. See EX1006, 9[0061] (“Reports containing the DRM time
may be sent in UTC format and may include a digital signature signed by a private
key of a public key pair.”).

98.  The STC 505 exclusively sends its unique time certificates to the DRM
software (i.e., no user application software access) along this secure communication
channel.

99.  Similarly, the STC 905 only sends the time certificates to the DRM
processor and software and to the TPM to “further strengthen the time-information
security provided”. EX1006, 99[0097]. Shah’s SEE is therefore inaccessible to user
application software to the same extent as the SEE of the ‘155 Patent.

d. [1.4]: “a secure data path processing agent configured to:”

100. Shah discloses/suggests Element [1.4].

101. Shah’s communication device (i.e., DRM device) includes a secure data
path processing agent (i.e., STC and TPM). See Element [1.3], supra. EX1006,
4[0039], [0045]; see also id., Fig. 9 including “TPM 910 the functions of which
are also discussed in relation to “TPM 250” and “TPM 330 of Figures 2 and 3,

respectively. See id., 1[0039]-[0047].
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102. Shah’s STC and TPM are “configured to provide a secure record of the
time of certain events, or data entries” (i.e., device data records) for monitoring and
reporting to a requesting entity. EX1006, §[0041].

103. The STC is a secure agent for monitoring and reporting secure time
components of the DRM device’s communication activity (e.g., data, messages,
events). Id., [0059]. See id., Y[0086]-[0087].

104. Shah’s STC processes data with secure time records as the data
traverses the DRM device’s data path (e.g., inputs/outputs), constituting a secure
“data path” processing agent. See id., 9[0006]-[0011], Figs. 5, 9.

105. Shah’s TPM secures the data path by providing protected memory for
securing time records from tampering. SeeEX1006, 9[0005]-[0010]. For example,
the TPM can “perform privacy-protected authentication and attestation of the
platform” and “secure binding, sealing and signing of data to secure keys protected
by the TPM itself.” Id. [0006].

106. The TPM is “used to provide many useful ‘secure’ applications.” Id.,
[0007]. See also id., [0005].

107. Shah’s STC and TPM constitute a secure data path processing agent
because together these components “provide many useful ‘secure’ applications” that

“resist external attempts to compromise the device’s internal operations, internal
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records, or the signed time certificate outputs.” Id., 4[0007]-[0008]. “The STC and
the TPM are integrated to provide accurate trusted time information for applications
internal and external to the WTRU?” (i.e., DRM device). Id., §[0024].

108. Because the protected memory on the DRM device is “protected with
encryption” by the STC and TPM regardless of where the protected memory is
located (see id., §[0045]), the data path traversed by the time records from storage
in the protected memory to an external network is secured by the STC and TPM.

109. Shah’s STC and TPM further secure the data path traversed by time
records by cryptographically protecting “the public key that can decrypt the DRM
[t]ime information,” such that the time records are secure from malicious
processes/actors. Id., [0100].

110. The TPM provides an additional layer of security by performing “time-
requester authentication and [an] integrity-check of the STC on a DRM device 900.”
1d., 4[0098]; see also id. (“The security of an STC 905 as described above can be
further strengthened, in the context of a device DRM application, by using the
functionality that a TPM 910 can provide.”).

111. The ’155 Patent explains that a “data path” is secure where, for

example, the data path “cannot be accessed by device user application software.”
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EX1001, 56:63-66. The data path “is secured by signing or encrypting with a shared
key.” Id., 58:66-67.

112. Shah’s “data path” traversing the TPM is secure because it is “protected
with encryption” using a public key and is “under cryptographic protection by the
TPM 910 using a TPM Sealing command”. EX1006, §9[0045], [0100]. See id.,
[0005] (“local protection of data are thereby made much more secure with the
TPM.”), 9[0007] (“A platform that has a TPM bound on it can be used to provide
many useful ‘secure’ applications.”), Figs. 5 and 9 (“Encrypted ‘DRM Time’”).
Processing the “data path” with the STC and TPM allows the DRM device to process
and monitor user data transmitted over the network. See id., [0007], [0020]-
[0024], [0041], (“The STC 230 is configured to provide a secure record of the time
of certain events, or data entries, in the form of a time certificate or signatures of
time related data, as outputs to a requesting entity”), [0048].

113. Shah’s Fig. 9 shows an exemplary secure data path through which time
records are transmitted with protection from the STC and TPM. See EX1006, Fig.
9,8V.C.1., supra.

114. Shah’s STC and TPM are configured to perform secure data path

processing for the DRM device by monitoring and reporting communication activity
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within the DRM device with a secure source of time. EX1006, [0054]. See also id.,
110059].

115. TPM security prevents external software, such as user application
software, from accessing the TPM and the STC (the secure source of time) of the
SEE. Id., 9[0005], [0040], [0100].

e. [1.5]: “execute in the secure execution environment;”

116. Shah discloses/suggests Element [1.5].

117. Shah’s secure data path processing agent (STC and TPM) is configured
to execute in the secure execution environment (i.e., SEE within the STC). Shah’s
STC and TPM execute secure operations within the SEE of the STC to monitor usage
and generate secure time certificates. EX1006, q[0008], [0025], [0039]-[0042],
[0045], [0091], [0095], Figs. 1, 5, and 9. See Elements [1.6]-[1.10]. See also Element
[1.3], supra.

118. Shah’s STC components are configured to execute functions in the SEE
of the STC to generate secure time certificates. /d., [0008], [0010], [0012], [0013],
[0024]. See Element [1.3], supra.

f. [1.6]: “generate a unique identifier for communication to a
network element in the wide area network;”

119. Shah discloses/suggests Element [1.6].
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120. Shah discloses that the secure data path processing agent (i.e., STC and
TPM) is configured to generate a unique identifier as a secure time stamp for data
(including a current date and time). See, e.g., EX1006, §9[0008]-[0010], [0025],
[0041], [0048], [0059]. This time stamp forms a unique identifier in the same manner
as the “sequence count and/or time stamp information” constituting unique
1dentifiers in the *155 Patent. EX1001, 5:55-59.

121. The secure time stamp is part of a signed time certificate for
communication to a network element in the WAN. Shah’s STC (e.g., via a time
report and sync controller as a component of the STC, see EX1006, §[0041]) is
configured to generate the signed time certificate including a “hash, current date and
time [time stamp] ... and any other audit logs”. Id., §[0008]-[0010], [0025], Fig. 1
((5) time stamp certificate generator), Fig. 9 (DRM device 900 including STC 905
and TPM 910).

122. Each of the time stamp and/or hash are used for non-repudiation and
identification of a secure time for the signed time certificate. /d., §[0008] (The STC
presents “an unequivocal, non-alterable and non-repudiatable certificate of the
current time—also known as a signed time certificate™), §[0013].

123. Shah discloses that the STC generates the signed time certificate

including the secure time stamp. EX1006, q4[0009]-[0010] (“The generation of a
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valid signed time certificate by an STC is a two step process.”) (emphasis added).
See id., Fig. 1 ((5) time stamp certificate generator).

124. The unique identifier (i.e., secure time stamp) of the signed time
certificate is for communication to a network element (e.g., a “Rights Issuer” (RI)
platform, or verifier) in a wide area network for verification. See id., §[0009] (‘“an
outside source must verify the validity of the signed -certificate”), 4[0011]
(verification by an “outside ‘verifier’”), 4[0016] (“It would be desirable to improve
the 3GPP authentication protocols to include time information and hence provide an
opportunity for the local time to be verified or synchronized with the network
time.”). See e.g., Fig. 7 (DRM device transmitting “request time”), Fig. 8, (DRM
device transmitting “ROLE (rights object last examined) parameter”), Tables 5-8,
1900078]-[0080].

125. Shah’s DRM device is a WTRU implementing an STC and TPM for
Digital Rights Management (DRM). EX1006, q[0026]. See id., 44[0003], [0017]-
[0018]. Shah’s WTRU (i.e., DRM device) sends a unique identifier (i.e., time stamp)
as a Time an RO (rights object) was last examined (T-ROLE) as part of the RO last
examined (ROLE) parameter to the network element (e.g., rights issuer or “RI”) in
a Rights Object Acquisition Protocol (ROAP) request messages to provide a secure

record of the time. See id., {[0078]-[0079], Fig. 8.

40



Declaration of David H. Williams In Support of
Petition for Inter Partes Review of U.S. Patent No. 11,985,155

126. The STC and TPM generate a unique identifier for communication to a
network element (e.g., rights issuer (RI) in Shah’s DRM device) in the wide area
network.

127. Shah’s DRM device is connected to a WAN (see Element [1.1], supra)
and communicates with an “outside” (i.e., network) element that verifies the
certificate, which Shah refers to as an “outside source” (EX1006, §[0009]), “outside
verifier” (id., [0011]), “requesting entity” (id., §[0041]), and rights issuer (“RI”)
(id., Fig. 8).

128. Shah seeks to improve “network” protocols for trusted monitoring of
service and/or content usage of content provided over the “network.” Id., §4[0003],
[0016]-[0019].

129. A POSITA would have therefore understood that Shah discloses and
teaches that the verifier/RI i1s in the “network” (WAN). Alternately, such a
configuration would have been an obvious implementation given Shah’s teachings
that the verifier/RI is “outside” the DRM device and the DRM device is connected
to the network/WAN. /d., §9[0009], [0011], [0016], [0040]-[0041], Fig. 8. See also
id., [0072] (Table 1, RI sends server-specific info); Element [1.10], infra.

130. A POSITA would have understood that Shah’s “rights issuer” (“RI”) is

a separate entity in the network (WAN) outside of the user device. See EX1007,
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4[0056] (“In a typical implementation, a network operator often fills the roll of the
rights issuer.”), [0048] (“DRM functionalities are implemented ... in a server of the
network operator...”), [0055].

g. [1.7]: “store the unique identifier in the secure memory;”

131. Shah discloses/suggests Element [1.7].

132. Shah discloses that the secure data path processing agent is configured
to store the unique identifier in the secure memory. Shah’s TPM (of the secure data
path processing agent—in combination with the STC) stores secure time stamps (i.e.,
the “unique identifier” in the signed time certificates) in the secure memory (i.e.,
protected memory) through interaction with the STC (i.e., SEE). EX1006, §4[0039],
[0045] (“the time records produced by the RTC 240 and associated time reporting
and re-synch controller 235 are stored in protected memory.”), [0091] (“DRM
device 903 is first configured to store a protected value T-Period pre-stored either in
secured ROM or in the RAM under TPM-protection... DRM device runs an RTIC
(run-time integrity check) of the RTC 903, then measures the current time from the
RTC 903, and stores that time value under a TPM Bind or Seal command.”), [0095],
[0096] (“DRM time [is] restored from the TPM-controlled memory”). In the DRM

device embodiment of Fig. 9, for example, Shah’s TPM “securely store[s] a current
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DRM time” produced by and received “from the RTC” included in the STC. 1d.,
[0095] (emphasis added).

133. Because Shah’s time certificate is stored in the “TPM-controlled
memory”’, the “current date and time” and/or “secure time stamps” included in the
signed time certificate are therefore also stored in the “TPM-controlled memory.”
1d., §[0095], Fig. 1. See Element [1.6], supra.

134. A POSITA would have understood Shah’s signed time certificate to
include the unique identifier. See EX1006, q[0041] (“STC 230 is configured to
provide a secure record of the time of certain events, or data entries, in the form of
a time certificate”), [0045] (“The presence of a TPM 250 also can ensure that the
time records produced by the RTC 240 and associated time reporting and re-synch
controller 235 are stored in protected memory.”), §[0053].

135. The TPM of Shah’s DRM device stores the unique identifiers (i.e., time
stamps of signed time certificates) in protected memory to also maintain the
disclosed integrity and non-repudiation features. /d., Y[0008]-[0014], [0040]. See
also id., Y[0055], [0057]-[0058], [0091], [0095]-[0096].

136. Shah’s protected memory “may be located either inside the non-volatile
memory in the TPM itself, or in memory external to the TPM but protected with

encryption by TPM.” Id., §[0045].
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137. Shah’s TPM therefore manages and protects secure time stamps stored
in the protected memory by “performing trusted computing operations”. Id.,
100024].

h. [1.8]: “generate a data record;”

138. Shah alone and/or in view of Naslund disclose(s)/suggest(s) Element
[1.8].

139. Shah discloses that the secure data path processing agent is configured
to generate a data record, because Shah’s certificate includes an “audit log” which
is a data record. EX1006, q[0010] (“any other audit logs™), Fig. 1 (“device audits”,
(6) secure audit logs), [0006] (“stored memory logs (SMLs)”).

140. Shah discloses that “[tlhe STC is also configured to resist external
attempts to compromise ... internal records, or the signed time certificate” including
the audit log. /d., [0008].

141. Shah’s audit log is generated by the STC as part of the time certificate
within the secure environment. See id., §[0025] (Shah’s STC will “save information
relating to the RTC ... in an audit log.”); Id. §[0010]. See also id., Fig. 1 (the audit
log is “secure”).

142. Shah discloses that the STC “produce[s]” the signed time certificate

which includes the “secure time stamp”. Id.
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143. Shah’s STC is also configured to provide a secure time stamp of
“certain events, or data entries, in the form of a time certificate or signatures of time
related data, as outputs to a requesting entity.” EX1006, §[0041].

144. Examples of data records include “phone book applications and data,
mobile payment or ticketing applications and related data, authentication and key
management functions, or data related to mobile communication protocol stacks.”
1d., 4[0048]. See also id., [0011] (describing a “data file”), [0013] (A signed time
certificate is understood to be an undeniable proof of the date and time that the data
was notarized”).

145. Shah discloses that its “secure time stamping” is for data records
including “messages, events, or data ... and other related log data”, id., §[0059]. See
also id., [0012] (STC outputs “the time of the event”), §[0041] (STC provides “a
secure record of the time of certain events, or data entries, in the form of a time
certificate or signatures of time related data”).

146. Shah’s notarized events or data entries constitute an “audit log.” Where
the WTRU is a DRM device (see Element [1.6], supra), the “data record” is an event
with a time record (e.g., a log) associated with usage of ROs. EX1006, q9[0078]-

[0079]. See also id., J[0041], [0096].
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147. Shah’s signed time certificates (including the secure time stamps, 1.e.,
unique identifiers) are used to notarize data records generated by the STC. See id.,
19[0008]-[0013].

148. To the extent it is argued that Shah’s audit log is not expressly disclosed
as being a data record, a POSITA would have understood an audit log to constitute
a data record, as disclosed by Naslund.

Naslund (EX1007)

149. Naslund demonstrates that generating data records was well known in
the art. Naslund discloses a logging agent on a client device (e.g., a wireless device)
that “generates and logs usage information” where usage information “can be found
in a log entry 172.” EX1007, q9[0069], [0087].

150. Usage information includes “a representation 172-1 or description of
the used digital content, e.g. a fingerprint identifying the content or the file name
associated with the content.” Id., §[0088]. See id., Fig. 6 (logged data record
including “representation of digital content”). See also id., Y[0105], [0107].

151. Naslund discloses embodiments including “a DRM agent 330
incorporating a logging agent” to generate usage information for logging. /d.,

1900127]-[0128].
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152. Naslund demonstrates that it would have been obvious to implement a
“logging agent” or similar component in Shah’s STC to generate usage information
for Shah’s “audit logs”, including at least a representation or description of digital
content used. EX1007, 4[0088].

153. A POSITA would have recognized that Naslund’s logging agent would
have been useful for a DRM agent as disclosed in Shah because Naslund expressly
includes a logging agent in a DRM agent. See EX1007, Figs. 2, 7, 8 (on a SIM).

154. Shah expressly recognizes the need for secure time and TPM
capabilities on DRM devices to enable more reliable and secure DRM processing.
EX1006, 4[0017]. See id., 11[0017]-[0020], [0109]-[0110].

155. Implementing Naslund’s logging agent would have improved Shah’s
audit log by generating data records (e.g., usage information for audit logs) in Shah’s
SEE (e.g., within its DRM device) to provide additional information such as content
descriptions, usage quality, and/or content tags as disclosed by Naslund. See
EX1007, 94[0087]-[0093], Fig. 6.

156. Including Naslund’s logging agent on Shah’s STC would have been a
straightforward implementation since Naslund expressly discloses use of its logging
agent in a DRM agent and Shah expressly contemplates use of an “audit log”

(EX1006.99[0010], [0025]).
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157. A POSITA would have had a reasonable expectation of success in using
Naslund’s logging agent in combination with Shah’s secure time certificate
generation and audit logging given their closely related technical subject matter.

158. A POSITA would have been motivated to use Shah’s secure time
certificate in place of or as a supplement to Naslund’s “usage time” in the usage
information to promote more secure time stamping of usage information for
purposes of monitoring usage of content in a DRM context. Shah’s time certificate
with Naslund’s logging agent in the WTRU would have improved content delivery
and/or content monitoring in the DRM context, for example, for purposes of accurate
billing for content usage or improved tamper detection. See EX1006, §4[0007],
[0044], [0048], [0109]. See EX1007, 94[0003], [0019], [0126], [0140].

i. [1.9]: “associate the unique identifier with the data record;
and”

159. Shah alone and/or in view of Naslund discloses/suggests Element [1.9].
160. Shah discloses that the secure data path processing agent is configured
to associate the unique identifier (i.e., the “secure time stamp” of Shah’s signed time
certificate) with the data record (i.e., the “audit log™). Shah’s “secure time stamp”
and “‘audit log” are contained in the same signed time certificate and thus are
associated with each other. EX1006, q[0010]. See id., Fig. 1 (“signed time stamp

certificates” and “device audits”).
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161. Shah discloses that the STC is configured to associate the unique
identifier with the data record to the same extent as described in exemplary
embodiments of the *155 Patent.

162. Shah’s STC generates the signed time certificate and associates the
secure time stamp (unique identifier) with data (data record, e.g., audit logs,
messages, and so forth) to associate the unique identifier with the data record when
the signed time certificate is generated. /d., §[0010].

163. Shah discloses that the certificate constitutes “an unequivocal, non-
alterable and non-repudiatable certificate of the current time—also known as a
signed time certificate” of a logged event. EX1006, [0008]. See also id., Y[0013],
[0041], [0059].

164. Shah’s STC generates a data record (i.e. data entry, audit log) that is
associated with a time certificate containing a secure time stamp. EX1006, §[0010].

165. The time stamp is associated with and unique to each individual time
certificate. See id., §4[0010]-[0013].

166. Shah’s time certificates are associated with data entries (e.g., for Shah’s
audit log) and generated by the STC to provide time records of logged events on the

DRM device. EX1006, [0041]. See also id., J[0008]-[0013], [0048].
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167. To the extent it is argued that Shah lacks express disclosure of
associating the unique identifier with the data record, Naslund teaches that it was
well known in the art to generate a data record and a unique identifier and associate
the data record and unique identifier to track and monitor data usage on a mobile
device (e.g., a DRM device, as a disclosed embodiment in Shah). See, e.g., EX1007,
[0069], [0097], Fig. 6 (showing “representation of digital content 172-17
associated with “usage time 172-N” in log entry 172).

168. It would have been obvious to implement Naslund’s technique of
capturing and associating data records (i.e., usage information) with time stamps
(i.e., unique identifiers) in Shah’s audit logs to similarly associate usage information
with Shah’s secure time stamp.

169. In Shah’s system incorporating Naslund’s logging agent (see Element
[1.8], supra), it would have been obvious to associate usage information with Shah’s
secure time stamp and/or time certificate to produce log information expressly
disclosed by Naslund for Shah’s audit log. See EX1007, Fig. 6 (showing log entry
172 including “representation of digital content 172-1 and “usage quality 172-2”
associated with “usage time 172-N”).

170. A POSITA would have had a reasonable expectation of success in

associating usage information disclosed by Naslund with Shah’s secure time stamp
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(either by associating the usage information with the secure time certificate or with
the time stamp within the secure time certificate) given that Naslund expressly
discloses associating usage information (data records) with a usage time.
Associating the usage information with Shah’s secure time stamp in Shah’s STC
would have been a predictable extension of using Naslund’s logging agent to log
usage information to generate audit logs using Shah’s secure time stamp. See
Element [1.8], supra.
171. Shah and Naslund disclose associating the unique identifier with the
data record to the same extent as described in exemplary embodiments of the *155
Patent.
j- [1.10]: “send the unique identifier to the network element over

a trusted communication link between the secure data path
processing agent and the network element.”

172. Shah alone and/or in view of Naslund discloses/suggests Element
[1.10].

173. Shah discloses that the secure data path processing agent (i.e., STC and
TPM) is configured to send the unique identifier (time stamp included in the signed
time certificate) to the network element (i.e., the same network element referenced

in Element [1.6]) over a trusted communication link (e.g., Shah’s secure channel)
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between the secure data path processing agent (i.e., STC and TPM) and the network
element (e.g., requesting entity/application, rights issuer (RI)).

174. Figure 9 of Shah shows the data path from the STC to the
communications processor (i.e., for transmitting the secure time certificate to the
network element, or RI). See id., Fig. 9. The data path is secured by the TPM.

EX1006, §9[0090-91], [0095-0105].
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EX1006, Fig. 9 (Annotated)
175. The trusted communication link can include intermediate components
between the secure data path processing agent (i.e., Shah’s STC) and the network

element (i.e., Shah’s RI). See, e.g., Claim 2, infra.

52



Declaration of David H. Williams In Support of
Petition for Inter Partes Review of U.S. Patent No. 11,985,155

176. The ’155 Patent similarly describes exemplary embodiments that can
include intermediate components between the secure data path processing agent and
the network element. EX1001, 27:30-36. For example, the 155 Patent discloses a
“Service Processor Application Program 112” between the “Secure DDR Processor
Programs 326” of the SEE and the network. See EX1001, 33-36 (“In some
embodiments, the service processor application program 112 communicates the
secure DDRs to a network element/function, such as the service controller 122.”).
See id., 27:23-34:56.

177. The *155 Patent describes in exemplary embodiments that a “trusted”
communication link “is trusted because data sent over it is signed.” EX1001, 54:11-
12.

178. The trusted communication link can be “configured to secure
communications by encryption.” Id., 54:12-15.

179. The ’155 Patent indicates that a ‘“secure communication channel”
functions to provide a security protocol to “avoid tampering” with the data records
using “an authentication sequence or process with a network element”. Id., 9:28-36.
See id., 9:23-65.

180. Shah uses authentication services and/or encryption in the same way to

secure the communication channel for transmission of signed time certificates. See
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EX1006, q9[0012], [0014], [0066] (“the time could be sent in encrypted format),
[0100] (““Additionally, the public key that can decrypt the DRM Time information
encrypted by the STC 905 is under cryptographic protection by the TPM 910 using
a TPM Sealing command.”. See also id., {[0041], [0047].

181. Shah’s DRM device and its STC and TPM (i.e., the secure data path
processing agent) are configured for “supporting the establishment of a secure
channel between the WTRU [(i.e., DRM device)] and the network.” EX1006,
[0040]; see also id., §[0090] wherein the DRM device “obtains the secure time
update from the network” (emphasis added).

182. Shah forms the secure channel and binds communication for
transmitting the secure time certificates with the TPM (of the secure data path
processing agent). Id., §4[0040], [0045], [0058]. Thus, Shah uses the secure data
path processing agent (i.e., STC and TPM combination) to secure the
communication link over which secure time certificates are sent to the network.

183. Shah teaches the DRM device transmitting the secure time certificates
(including the unique identifiers) over the secure channel between the STC and the
network element, supported by “authentication services” of the TPM. Id., §[0040].
See id., 1Y[0046] (DRM “provide[s] a measure of the current time to an external

requesting application” and “an external network™), [0050], [0058].
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184. Shah’s time certificate (which contains the unique identifiers) is sent as
an output to a requesting entity on the network for verification. /d., Y[0010] (“re-
synching signals can be distributed and processed over an IP-based network™),
[0011] (“Verification... by an outside ‘verifier’”), [0041], [0046]. See id., §[0095]-
[0096].

185. Shah discloses communicating the unique identifier (i.e., secure time
stamp discussed with regard to Fig. 9) of the signed time certificate to a network
element (e.g., a separate RI platform, see annotated Fig. 9, supra and annotated Fig.
8 below), i.e., a verifier in a wide area network for verification. See id., Y[0009]
(“an outside source must verify the validity of the signed certificate™), [0011],
[0016]. See also id., Fig. 7 (DRM device transmitting “updated DRM time” such as
that of Fig. 9), Fig. 8, (DRM device transmitting “ROLE parameter”), Tables 5-8,
4[0078]-[0080]. For example, Shah transmits a ROLE parameter to the RI platform
where the ROLE parameter includes a secure time certificate (as generated in Fig.
9) associated with when the device examined an RO (i.e., “DRM time” RO last
examined “T-ROLE”). Id., 99[0078]-[0080] (“The DRM device 810 stores these
values as elements of a newly proposed parameter ROLE (RO Last Examined)”),
(“The DRM device 810 also reports the newly proposed ROLE parameter to the

RI”). Shah’s Figure 8 shows the DRM device communicating the secure time
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certificate in the ROLE parameter over a secure channel to the RI entity on the

network for verification.
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EX1006, Fig. 8 (Annotated)

186. The unique identifiers (i.e., secure time stamps) are sent to the RI

(“Rights Issuer”, i.e., the same network element for which the unique identifiers

were generated in Element [1.6])) in the ROLE parameter included in a rights object

acquisition protocol (ROAP) request message for verification. See id., Y9[0078]-
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[0084] (“ROLE information may be used by the RI 820 that receives it in the
proposed modified ROAP Request messages to help determine if a DRM device’s
time is incorrect, as well as to determine if a DRM device 810 might have violated
usage rights”), Tables 6-8.

187. To the extent it is argued that Shah lacks express disclosure of a trusted
communication link between the secure data path processing agent and the network
element, Naslund teaches that it was well known in the art to send a unique identifier
over a trusted communication link.

188. Naslund discloses sending usage information (including a unique
identifier, see Element [1.9], supra) “in a secure manner, e.g., by using
encryption/authentication or a secure channel” to an external log at a trusted party.
EX1007, 99[0080], [0085]. See id., q[0015], [0017], [0069]-[0070].

189. Naslund teaches that the usage information (including a unique
identifier) is transmitted over a secure and/or trusted channel. Naslund also teaches
that the logging agent includes a security operation unit for
encryption/authentication and securely transmitting the usage information. /d.,
110086].

190. It would have been obvious to apply Naslund’s secure channel to

Shah’s transmission of the secure time certificate to the RI to connect or associate
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the time certificate and audit log information to a particular account or individual
(e.g., an owner or user of the DRM device) to provide secure identification of the
time certificate information. /d., [0080].

191. A POSITA would have had a reasonable expectation of success given
that Naslund expressly discloses transmitting usage information over a secure
channel. Applying Naslund’s secure channel for sending Shah’s time certificates
would have been use of a known technique (secure communication) to improve
similar devices (e.g., mobile devices, such as DRM devices) in the same way.

2. Claim 2: “The communications device of claim 1, wherein
the secure data path processing agent includes a device data
record mailbox, wherein the device data record mailbox is
configured to relay the data record to an agent outside of

the secure execution environment for transmission to the
network element.”

192. Shah discloses/suggests Claim 2. See Claim 1, supra.

193. Shah discloses that the secure data path processing agent (i.e., the STC
and TPM) includes a device data record mailbox (e.g., Fig. 9 “Device DRM
processor and SW 920 and “Memory for Device DRM Processing 925, see
annotated Fig. 9, §XII.A., supra). Shah’s device data record mailbox is configured
to relay the data record (signed time certificate including the audit log) to an agent

(e.g., communication processor and SW 915) outside of the SEE (components of
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Shah’s STC) for transmission to the network element (e.g., requesting entity, RI
820).

194. Shah’s STC executes functions to generate and output the secure time
certificate. EX1006, §[0010]. See id., 9[0041], [0046]. See Element [1.3], supra.

195. According to the 155 Patent, “the DDR mailbox function can be
implemented in a variety of ways.” EX1001, 28:35-36.

196. Shah implements a device data record mailbox as a “Device DRM
Processor and SW 9207 (i.e., “Device DRM SW 515 in Figure 5) and a “Memory
for Device DRM Processing 925” (i.e., “Memory for Device DRM Processing 520”
in Figure 5), which receives secure time certificates from the STC 905 and TPM 910
for protected storage.

197. Device DRM processor and SW 920 and the memory for device DRM
processing 925 store and relay encrypted DRM time (i.e., secure time certificates)
generated in the STC to the communication processor and SW 915. See id., 99[0024],
Fig. 9.

198. The communication processor and SW 915 (i.e., agent outside the SEE)
can then transmit the data record (i.e., signed time certificate including the audit log)
to a network element (i.e., requesting entity/application, RI). See id., §[0041] (Shah’s

STC 905, via the communication processor and SW 915, sends “time certificate or
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signatures of time related data, as outputs to a requesting entity” on the network),

Fig. 7 (DRM device transmitting “updated DRM time”), Fig. 8, (DRM device

transmitting “ROLE parameter”), Fig. 9, Tables 5-8, §4[0078]-[0080].).

L COMPONENT j

Agent outside of SEE || pevice data record
mailbox 900
915 925 H
ToRI }-----n--- / ---------------- / ------------------------- .
EXTERNAL - DEVICE DRM n !
COMMUNICATION MEMORY FOR ,
DRM DATA Oﬁ— PROCESSOR + SW PROCSE:’SOR DEVICE DRM !
110 ‘ ¥ PROCESSING !
e H D'R'Ml'ﬂm: y § = :
930 \‘_—’_4 | (OPTIONAL) SW ; REQUEST REQUEST /RESTORE :
: + CONTROLLING TIME . vpTep TIME DEVICE PUB KEY, o0 !
935 ; RE-SYNCH . RTC__ :
: """""""" N P !
(OPTIONAL) )._ l — E_rﬁ_ :
EXTERNAL ¢ Nwooooo loo oo __ | PROTECTS THE SECURE| 1
TIME SYNC .’ i TIME COMPONENT | !
SOURCES ! { OPTIONAL . g3 SW & PUB KEY ;
SECURE TIVE | USING SEALING :

Secure execution
environment (SEE)

EX1006, Fig. 9 (Annotated)

199. Shah’s DRM processor and SW 920 and memory for device DRM
processing 925 relay the signed time certificates to an agent outside of the SEE to
the same extent as described in exemplary embodiments of the *155 Patent. EX1001,
23:53-63 (“Example techniques for providing the DDR mailbox include shared
memory”), 27:31-35 (“DDR mailbox function is used to communicate secure DDRs

.. to the service processor application program 112 [which] ... communicates the
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secure DDRs to a network element/function”). Figure 4 of the 155 Patent shows an
exemplary embodiment of the device data record mailbox for “passing DDR
mailbox data 320 between secure DDR SEE 420 and unsecure Service Processor
application 112.” EX1001, 2:7-10. See id., 28:30-33.

200. Shah’s DRM processor and SW 920 and memory for device DRM
processing 925 likewise communicate encrypted DRM time between the STC and
the unsecure communication processor 915 interfacing with external,
unauthenticated network elements.

3. Claim 10 (Preamble): “A method for use by a
communications device”

201. To the extent “A method for use by a communications device” is
limiting, Shah discloses/suggests such subject matter. See Claim 1 (Preamble),
supra.

202. Shah discloses a method for use by a communication device for
providing secured time functionality to the WTRU. EX1006, 9[0023].

a. [10.1]: “including a wide area network port configured to

connect the communications device to a wide area network,
and”

203. Shah discloses/suggests Element [10.1]. See Element [1.1], supra.

b. [10.2]: “further including a secure memory,”

204. Shah discloses/suggests Element [10.2]. See Element [1.2], supra.
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c. [10.3]: “a secure execution environment configured to be
inaccessible to a user application software, and”

Shah discloses/suggests Element [10.3]. See Element [1.3], supra.

d. [10.4]: “a secure data path processing agent,”

Shah discloses/suggests Element [10.4]. See Element [1.4], supra.

e. [10.5]: “the method comprising:”

Shah discloses/suggests Element [10.5]. See Elements [10.1] and [1.4],

f. [10.6]: “executing the secure data path processing agent in the
secure execution environment;”

Shah discloses/suggests Element [10.6]. See Elements [1.3]-[1.5],

g. [10.7]: “generating, by the secure data path processing agent, a
unique identifier for communication to a network element in
the wide area network;”

Shah discloses/suggests Element [10.7]. See Element [1.6], supra.

h. [10.8]: “storing, by the secure data path processing agent, the
unique identifier in the secure memory;”

Shah discloses/suggests Element [10.8]. See Element [1.7], supra.

i. [10.9]: “generating, by the secure data path processing agent, a
data record;”

Shah alone and/or in view of Naslund disclose(s)/suggest(s) Element

[10.9]. See Element [1.8], supra.
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j- [10.10]: “associating, by the secure data path processing agent,
the unique identifier with the data record; and”

212. Shah alone and/or in view of Naslund discloses/suggests Element

[10.10]. See Element [1.9], supra.

k. [10.11]: “sending, by the secure data path processing agent, the
unique identifier to the network element over a trusted
communication link between the secure data path processing
agent and the network element.”

213. Shah alone and/or in view of Naslund discloses/suggests Element

[10.10]. See Element [1.10], supra.

4. Claim 11: “The method of claim 10, wherein the secure data
path processing agent includes a device data record
mailbox, and wherein the method further comprises:
relaying, using the device data record mailbox, the data
record to an agent outside of the secure execution
environment for transmission to the network element.”

214. Shah discloses/suggests Claim 11. See Claims 10, 2, supra.
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XIV. SECONDARY CONSIDERATIONS

215. Asdiscussed herein, all elements of the Challenged Claims were known
in the art, and any differences would have been obvious to a POSITA based on the
disclosures of the applied references and the knowledge in the art.

216. I am not aware of any secondary considerations that would alter my
opinion.

217. Any purported evidence of secondary considerations that Patent Owner
may present in this proceeding would be insufficient to overcome the strong

evidence that the Challenged Claims are obvious.

64



Declaration of David H. Williams In Support of
Petition for Inter Partes Review of U.S. Patent No. 11,985,155

XV. CONCLUSION

218. For the reasons set forth above, it is my opinion that all elements of the
Challenged Claims of the *155 Patent are disclosed or suggested by the prior art. In
my opinion, the Challenged Claims of the *155 Patent would have been obvious over
the prior art.

219. In signing this Declaration, I understand that the Declaration will be
filed as evidence in a contested case before the Patent Trial and Appeal Board of the
United States Patent and Trademark Office. I acknowledge that I may be subject to
cross-examination in the case and that cross-examination will take place within the
United States. If cross-examination is required of me, I will appear for cross-
examination within the United States during the time allotted for cross-examination.

220. I hereby declare that all statements made herein of my own knowledge
are true and that all statements made on information and belief are believed to be
true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisonment, or

both, under Section 1001 of Title 18 of the United States Code.

David H. Williams

Date: August 26, 2026
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