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Abstract— The advance of ISM-band radio-based tracking sys- (2) we provided a solution—silent period—to defeat this attack.
tems (for example, wireless LAN-based tracking system) extends The remainder of the paper is organized as follows. Section

the application of location-based services (LBS), but it also | ,qyvides background and prior arts in the field of location
threatens to allow the movement of users to be tracked whenever

they are transmitting frames. Several protection methods based trgcklng and privacy proteptlon. In Sec..lll, we first define a
on periodical address updates have already been proposed'ereleSS LAN communication and traCkIng framework to be
However, new correlation attacks, which utilize the correlation used throughout this paper, and then evaluate the location
between the old and new addresses of the same node, can defegsrivacy risks in it. In Sec. IV, we propose our privacy
current protection methods. To combat such attacks, we propose ygtection algorithm silent period and its effect to alleviate
the concept of a silent period. A silent period is defined as a \ - - . .

transition period between the use of new and old pseudonyms, address’s temporal and spatlgl relathns. The simulation rgsults
when a node is not allowed to disclose either the old or the are presented in Sec. V. Section VI discusses some open issues
new address. Through analysis, we find that a silent period in wireless location privacy. Finally, we conclude the paper in

should contain a constant period and a variable period. The Sec.VII with a discussion of proposed future work.
effect of the constant period is to mix the spatial relation

between the node’s disappearing points and emerging points. The II. BACKGROUND AND PRIOR ARTS
variable period mixes the temporal relation between the node’s . . . .
disappearing times and emerging times. In addition, we evaluate ~ There are various approaches for estimating the location

the performance of silent period through simulation. Simulation of a mobile nodes. Those methods can be classified by
results show that silent period proposal significantly reduces the signal metric as AOA(angle of Arrival), RSS(Received Signal
duration of time a node can be tracked continuously. Finally, we Strength), TOA(Time of Arrival), or by metric processing as
denote that there are stl_II many open research pr_oblems befc_Jre triangulation and pattern matching. TOA and triangulation-
random address can be implemented to protect wireless location ; A X
privacy. Silent period protocol is the first step for us to realize based system developed by Hitachi Ltd. achieves accuracy of
random address in wireless location privacy protection. about 1 meter, while RSS and pattern match based method
developed by Guvenc[4] achieves an accuracy of about 3
meters. Such high precision tracking system may harm user’s
Recent technological advances in wireless location-trackif@eation privacy in the future. To protect user from potential
present unprecedented opportunities for monitoring the movbreat, there are several research results in Bluetooth and
ments of individuals. While such technology can support maiWireless LAN respectively.
useful location-based services (LBSs), which tailor their func- In Bluetooth, there is a need to prevent location tracking
tionality to a user’s current location, privacy concerns mightsing Bluetooth MAC address, channel access code (CAC),
seriously hamper user acceptance. Within those technologigsyice access code (DAC), or a hopping sequence. Since all
the positioning technologies using short-range radio such these parameters are determined by the device address, they
Bluetooth and Wireless LAN receives great attention recentlsan be used to perform different types of location tracking.
Due to the short range characteristics of those radios and Blaetooth SIG proposednonymity modeto combat such
advance of tracking technology, tracking system based on thattack in its latest draft[5]. A Bluetooth unit in anonymity
[1], [2], [3] achieves very high accuracy up to one metemode combats location tracking by regularly updating its
However, some of short-range radio based tracking systeawive device address. The active device address is used in all
track users’ movement by eavesdropping their communicati@mommunications. After the standard authentication procedure,
and do not need any cooperation or approval from users. Wenode can show its own permanent (private) address to its
believe that such eavesdropping-based tracking system naaghenticated pair.
cause serious location privacy problem. Similar approach are also proposed in Wireless LAN. Re-
Our motivation of this research is to provide better protecently, Gruteser and Grunwald have worked extensively on
tion on user’s location privacy to those eavesdropping-basgibtecting location privacy in wireless LANs. They presented a
location tracking attack. Our major contributions in this papeniddleware architecture and algorithm to adjust the resolution
are (1) we identified a new wireless location privacy attackef location information along spatial and temporal dimensions
correlation attack—in the context of wireless LAN system, ar{@], and enhanced location privacy by frequently disposing of

I. INTRODUCTION
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a client’s interface identifier [7], [8]. They propose updatindJnlike an application provider, an eavesdropper tracks user’s
the node’s interface identifier whenever a station associatesriovement by locating where a user transmits a frame, instead
a new access point. From their experiment, a node associatbseading the location information contained inside the frame.
with a new access point once every approximately 30 minutésom an eavesdropper’s point of view, location information
They assume that an attacker may comprise some of ibBedisclosed continuously whenever the user is transmitting
access points, and may track a user's movements basedframes. If the eavesdropper is instead considered the adversary
the information with which the access point user is associated. the mix zone, the mix zone now only includes areas
Location-tracking methods that measure the RSSI and/or tivbere no node sends any frames. In wireless communication,
TOA of frames are not considered attacking methods this requirement means it is necessary to deploy anechoic
their paper. However, RSSI/TOA-based tracking methods hasleambers to restrict users’ communication with external nodes.
much higher tracking accuracy than those that only analylteis infeasible to deploy as many chambers as required to
association logs in the access point (AP), and are strongeovide location privacy protection.
threats to location privacy. We should not ignore such an attack
when providing location privacy protection.

In the other hands, the provision of anonymity ané. System Model
pseudonymity has been studied extensively in the context ofThe system described in this paper is composed of four
anonymous communication. In the 1980s, Chaum [9] workeghes of node: authentication server (AS), access point (AP),
extensively to develop techniques for secure, untraceable elegition (STA), and eavesdropper (E). Access point, station and
tronic transactions over fixed networks. They introduced tf@vesdropper nodes are incorporated with wireless LAN radio
novel mix network, which is a set of servers that serialljrterfaces operating at identical frequencies. In commercial
decrypt or encrypt lists of incoming messages. These are sgétspot wireless LAN services, users of STA nodes always
out in a random order, in such a way that an attacker can@ntract with one service provider. This service provider
correlate output message with input messages without the aéshtrols at least one AS. The area around users may be
of mixer nodes (when several messages are passed sim@tivered by other APs not controlled by the station’s contracted
neously). Other important proposals to establish such anorgrvice provider. The eavesdropper is capable of working in
mous communication channel include Onion Routing[10§niff mode, where it can capture all frames transmitted in the
Crowds[11], and Anonymizer [12]. Most of these try to prochannel within its proximity. In addition, it is assumed that
vide either sender/receiver anonymity, or unlinkability betweefe wireless LAN interface in the eavesdropper is capable of
sender and receiver. providing a radio signal strength indication (RSSI) or time of

To protect location privacy, Beresford and Stajano have prarrival (TOA) for the eavesdropper's upper layer to estimate
posed the concept of the mix zone [13] based on Chaum’s ke STA's current position. We also assume that all regions that
network. They assumed LBS application providers are hostiige STA may visit are covered by at least three eavesdroppers.
adversaries, and suggested that application users hide theive illustrate the system architecture in Fig. 1. Before data
own identifier from providers. A mix zone for a group of usergommunication, STA1 first authenticates with AP1 by utilizing
is defined as the largest connected spatial region in which nqRe authentication information stored in AS. After authen-
of the users in the area have registered an application callbagkation, the STA communicates with the external network
Because application providers do not receive any locatigia AP1. When STA1 moves to the area covered by AP2,
information when users are in a mix zone, their identities areshould reauthenticate with AP2 using AS. STA1 is then
"mixed”. Beresford and Stajano also point out a problem witfyithin the proximity of three eavesdroppers (E1, E2, and E3).
the frequent pseudonym update method when the spatial @,esdroppers monitor the movement of the STA continuously
temporal resolution of the location-tracking system is higlby measuring the RSSI and/or the TOA information of each
They claim that it will be possible to find a strong correlatioframe sent by STAL.
between a trail left by an old address and that left by a new ) )
address, as a device can now be positioned accurately. TheBidPrivacy Risks for Wireless LANs
and new address can therefore be linked to defeat the frequereenerally, a location privacy threat occurs when an un-
pseudonym update approach. They propose using the mix ztnusted party can locate a transmitting device and identify the
when a pseudonym is updated. Assuming users change tlseibject using the device. A wireless LAN network poses very
identity to a new and unused pseudonym whenever they ergerious location privacy threats for the following reasons.
a mix zone, applications that see a user emerging from theShared Channel Radid’he MAC layer of 802.11 is based
mix zone cannot distinguish that user from another who was CSMCA/CD, which requires all stations in its proximity
in the mix zone at the same time. Therefore, the applicatibtm share the same communication channel. Any node can
provider cannot link people going into the mix zone witloverhear all frames sent by others within its proximity.
those coming out of it. The mix zone works well to protect a Unsecured Frame Headehe format of the 802.11 MAC
user’s location from an application provider, but it is doubtfulrame is shown in Table I. The encryption algorithms of 802.11
whether this technique is also effective when the attack€kES and WEP) provide data confidentiality only for the frame
is a malicious eavesdropper of the communication channkebdy field of the frame; header and tail fields are sent in plain

IIl. FRAMEWORK AND PRIVACY ANALYSIS
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TABLE Il
NOTATIONS AND TERMINOLOGY

e AS P Terminology | Explanation
£~ DT, Latesttime when the tracking system monitored
AP1 AP2

node n with its old pseudonym

DP, Last location where the tracking system moni-
tored node n with its old pseudonym
v/ ETy, Earliesttime when the tracking system monitored
node n with its new pseudonym
EP, First location where the tracking system monij-
E:l STA1 tored node n with its new pseudonym
[ be within a typical range of the AP (say, 100 meters). As
discussed in Sec.ll, tracking accuracy can be further improved
Fig. 1. System Architecture to the order of 1 meter by triangulation or pattern matching
TABLE | methods. _ o _ _ _
802.11 MAC FRAME FORMAT Low-cost W|rele§s LAN radidt is relatively inexpensive to
> 5 5 5 3 > 5 o 7] deploy enough wireless LAN nodes to cover large areas for
2312 location tracking, compared with covering the same area with
Frame Dur. | A1 | A2 | A3 | Seq. | A4 | Frame FCS a cell-based tracking system. This non-technical reason also
ggln' o t?gl”' Body greatly increases the risk to location privacy in wireless LANS.

text. Considering the shared channel characteristics of 802.¢1 Correlation Attack
radios, it is obvious that the station understands the sender
address (field A1) and receiver address (field A2) of all framesWe assume that the clocks of eavesdroppers are synchro-
sent by nodes within its proximity. This opens the possibilitpized. Eavesdroppers measure the RSSI/TOA of frames re-
for an adversary to monitor the movement of a station withogeived from a specified STA to estimate its position. Frequent
its cooperation. broadcasts of the MAC address provide adequate temporal

Frequent broadcast of MAC addres&n eavesdropper canand spatial tracking accuracy. STA uses the same periodical
capture the MAC address of all frames sent in its proximitpseudonym update approach as that specified in the Blue-
If the sender transmits frames continuously, an eavesdropp@th anonymity mode. With enough temporal and spatial
can obtain the identity of the sender regularly. Continuougecision, it may be possible for an adversary to correlate
reception of the frame identity improves the accuracy of tH&wo pseudonyms that are sent separately from the same
tracking system. Maximum MAC address broadcast frequendgvice moving through space. Temporal correlation may be
can be derived by calculating the time to transmit one IP franté€d because the period with which stations change their
(containing only an IP header) from one station to the AP. Thgeudonym may be small. Spatial correlation may be used
operation rate of 802.11 used here is 11Mbps DSSS/CCKifnt is assumed that a station will generally continue in the
short-preamble mode. The procedure of frame transmissiors&mne direction, with the same speed as it traveled in the past.
as follows. STA first sends an IP frame wifh,,, js, and the Such correlation attacks become easier as the distance between
AP sends back an acknowledgment with,, 1s, after waiting devices increases, as the speed of a device decreases, and as
for the SIFS (short inter-frame space) to avoid frame collisiothe accuracy with which a device may be located increases.
The station then waits for the SIFS again before being readyAn example is shown in Fig.2. The definitions of disap-
for the next transmission. SIFS is 1@ in 802.11b. The round pearing time (DT), disappearing place (DP), emerging time
trip time(RTT) of transmitting one frame is shown in Eq. 1(ET), and emerging place (EP) can be found in Table II.
Therefore, the eavesdropper will receive the identity of send&éssuming that the system provides enough temporal and
at a frequency up to 5KHz. In general, more frequent identigpatial precision, a node coming from the right with identity
broadcasting improves the location-tracking accuracy. A updates its identity tod’ at some time withif DTy, ET;].

The last trail monitored by the system for A is recorded at

RIT = Taata + SIFS + Tack + STFS time DT, and positionDP;; the first trail monitored by the
= (96us + 54 x 8/11us) + 10us system for4’ is recorded at timé T, and EP;. The objective
+(96us + 14 x 8/11us) + 10us of an adversary is to link A wittd’ with high probability by

>~ 262us 1) using knowledge such as the tracking history for A, a user

movement model, or a building layout. From the similarity
High tracking accuracy The radio signal properties of abetween both the times and locations of the two records, the
WLAN system allow relatively precise determination of dracking system can infer that node A changed its address
client’s position. When an access point receives a signal fram A' sometime betweerlDT;, ET;] and near the position
a client, it is highly probable that the client's position will[DP;, EP,].
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Silent Period A
>

(DT4,

(ETy

Fig. 2. The correlation attack on periodical pseudonym updates / ,EPY) B
A

IV. SILENT PERIOD

. . . . Fig. 3. lllustration of the movement of two stations, node 1 and node 2,
To combat the correlation attack discussed in the prewowgich both use a silent period

section, we propose the new concept of a silent period. The
silent period is defined as a transition period between usistent period introduced during the moving time. This method
new and old pseudonyms in which a station is not allowesbscures the temporal and spatial correlation between new and
to disclose either the old or the new pseudonym. As a resudtd pseudonyms by "mixing” the pseudonyms of nodes.
the silent period introduces ambiguity into the determinations The discussion above assumes that nodes 1 and 2 switch
of the time and/or place at which a change of anonymotseir addresses at the same time for the sake of simplicity. The
address occurred. This makes it more difficult to associdtagth of the silent period is assumed implicitly constant and
two separately received pseudonyms with the same stati@tentical for all nodes. However, when the address update time
because the silent period disrupts the temporal and/or spaigahot synchronized between nodes, the constant length of the
correlation between two separately received pseudonyms aildnt period may not effectively mix the pseudonyms of nodes.
obscures the time and place where a pseudonym changedThis is because when the length of the silent period is constant,
When multiple stations within the same region follow thé¢he tracking system can link the old and new pseudonyms to
rule of the silent period by ceasing transmission after updatitfte same node. It does this by comparing the order of the
their MAC address (pseudonym), the effect is the same @asierging times of the two nodes (with their new pseudonyms)
if those nodes had entered a mix zone in which no usewith the disappearing time of those with the old pseudonyms.
movement could be monitored by the system. Therefore, ths shown in Fig. 3, if the tracking system knows that node 1
silent period can be seen as an extension or implementatiwith identity A enters the silent period at a tinde7; (earlier
of the mix zone concept. It creates virtual mix zones bghan node 2), it can infer that the emerging time of node 1
controlling the transmission of frames. is earlier than that of node 2. When the system detects that a
An example using the silent period is shown in Fig. 3. In theode with identity A" emerges earlier than another node with
figure, node 1 moves along a path from the upper right corriéentity B’, the system can easily infer that node 1 updates its
to the lower left corner. Meanwhile, node 2 moves along address to A.
path from the lower right corner to the upper left corner. Both To solve this problem, we propose the use of a variable
nodes update their addresses and then enter the silent pefliegth silent period. If the range of the emerging time of a
The effects of the proposal are illustrated near the intersectionde overlaps with that of another node, the tracking system
of the path of both nodes. The silent period is illustrated asnnot link the detected pseudonym to the correct node. We
a rectangle in the center of this graph. Node 1 arrives at tii@istrate the idea of a variable-length silent period in Fig. 4.
border of the silent period at timBT; and positionDP;, and The silent period is determined by a random variable varying
node 2 arrives at tim®7, and positionD P,. Here we assume within the range[T2,,in, T2maz]). When the ranges of the
that two nodes arrive at the border simultaneously {I¥I" emerging times of two nodes overlap, the temporal relation
DT3). Both node 1 and node 2 disable frame transmissi®@tween the emerging time and the disappearing time of the
for a silent period. After the silent period, nodes 1 and ®vo nodes is obscured. The tracking system cannot correctly
restart frame transmission. The tracking system monitorslisk the new pseudonym of a node to its old pseudonym.
new trail with address A" emerging at positidiiP; and time This approach is motivated by the CSMA/CD medium-access
ET,, and another new trail with address B’ emerging at timeontrol algorithm used in collision-avoidance schemes.
ET, and positionE' P,. The tracking system knows that node In summary, the silent period should contain constant and
1 changed its address within the silent period. However, asvériable periods. The effect of the constant period is to mix
detects that two new address A’ and B’ emerge after the sileht spatial relation between a node’s disappearing points and
period, the tracking system cannot determine whether nodétsl emerging points, while the effect of the variable period is
changed its address to A or B’, because both position EP1 atadmix the temporal relation between the node’s disappearing
EP2 are reachable by node 1 from positib@;, due to the times and its emerging times.
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the node may start communication at any time before first
Yddress update, The maximum time that a node may be tracked
continuously can be derived by the equation below.

MTT = (MTR+ 1) x Lifetime (2)

Fig. 4. Synchronization issues in silent networks. Anonymity is guarante
when the variable periods of Silent Period overlap

V. SIMULATION RESULT ANALYSIS

We have conducted preliminary simulations to evaluate the

performance of our proposal. In the simulation, some nOdﬁASI'R is plotted as a normalized cumulative distribution func-

are put n a207_n x 20m 2—d|mensu_)nal area. All nodes MOV€Sion with a logarithmic x-axis; that curve indicates the fraction
within simulation area by following random walk mobility : "

: . : : of, the sample population (y-axis) that can be observed for
model. Adversaries track users with a simple tracking meth%% more than a specified duration (x-axis). The '0s’ curve
as,&iicrgaedtr?:tlot\:\;ckin svstem knows the lenath of nodedescribes an unprotected system, where no silent period occur
silent erio%T . an% ti/le maximum velocitg of nodesgfter each address update. In this case, the adversary can track

F\)/Ve cla;g?g/oihat all nodes involved in tr>1/e Iocation?bom half of all nodes for more than 6 rounds. In other words,
Umaz- WV . : if nodes update their address every 10 minutes, it means that
information protection system into two types, target an

. . ) . alf of nodes is tracked continuously for more than one 70
mixer. Target is defined as a node whose privacy system 5

measurina. All other nodes that involved in this svstem a inutes. Only 7% of nodes are traced less than one round. In
9- Y {Re other hand, silent period proposal significantly reduces the

defined as mixers. Mixers contribute to the privacy of targ?rtlaximum tracking round. The "2s’ curve describes a system

by restricting frame transmlssm_n for S|I_ent period of tlm_e t(\?vgere nodes have two seconds silent period after each address
obscure the temporal and spatial relation between their an

) : update. In this system, less than half the nodes are tracked for
target's pseudonyms. Here, we use the terminolBgw;, ¢;) o
. " X more than 3 rounds, and about 28% of nodes are stalked less
to represent a trail of nodé/; at position P taken at time

L . o han one round.
t;. From target’s the last trail with old identifier T trackedI
at timet; P(T,t;), tracking system derive an area—which is V1. DISCUSSION ABOUTOPEN ISSUES

called reachable areain this paper— that target may appear |t js a relatively new research approach to protect wireless

after the silent period. The reachable area is a circle cente[ggation privacy by using randomized address. In this paper,

at Pr(t1), and with radiusvine, X Tsperioa- AAVErsaries e proposed silent period to control the interval between

associates one unobserved identifier in that area to the taxget yse of new and old pseudonyms. This proposal alleviates

randomly. Consequently. if there anenodes in the reachablethe threat from correlation attack. We noticed that there are

area, the probability that target's old and new identifier can || some other unsolved issues before random address can

associated correctly is/n. be integrated into wireless communication protocols such as
In the simulation, we measure how long a node can lg®2 11. Silent period protocol is the first step for us to realize

tracked continuously. When all nodes update their addressyjfteless location privacy protection by random address.

a synchronized way, nodes’ privacy level is independent to the ) ]

length of address lifetime. In the other hand, address lifetimefls Duplicate Address Detection

linearly proportional to node’s maximum tracking time(MTT). The first problem of random MAC is that node may

As a result, we use a new terminology Maximum Trackingelect an address that is used by other nodes in the same

Round(MTR) as measure to evaluate the performance of sileatlio coverage. Current wireless and wired LAN use 48-

period. MTR is defined as the number of rounds that a nobé extended unique identifier(EUI-48) defined by IEEE to

is tracked continuously after ifirst address update. Becauseavoid such address duplication[14]. EUI-48 is a concatenation

Figure 5 shows how long an adversary can track nodes.
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of a 24-bit Organizationally Unique ldentifier (OUI) valuedemonstrated the effectiveness of our proposal. Finally, we
administered by the IEEE Registration Authority, and a 24so discussed some open issues in location privacy research
bit extension identifier assigned by individual organizationsrea. In the future, we plan to study the effect of many
Current 802.11 wireless LAN, Bluetooth, and Ethernet usésctors such as node density, address lifetime, tracking system
this EUC-48 address hierarchy to avoid same address be uaeduracy on user’s location privacy. We will also focus on the
by multiple nodes. When a random address is used, itapen issues raised in this paper.

difficult to avoid the possibility of such address duplication. As
a result, duplicate address detection (DAD) is a very important
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