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Figure 4 — 802.15.1-2002 (Bluetooth V1.2) Device Discovery
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l.igurc l ] — Example lndtvi&lual Account Record associated with an Entity Stored in the Server
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Figure l 2 Use of common time reference for intermittent detection intervals
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Figure 13 — Management of Device Identifiers by Identifier Manager in the Server
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1

EFFICIENT AND SECIJRE
COMMUNICATION USING WIRELESS

SERVI('E IDENTIFIERS

BA(JK(iR01JND

This patent apphcatlon relates to wireless conununication,
and more particularly to efiicient and secure conuminication
using wireless service identtfiers. such as Bluetooth or WiF1
beacon sets ice identtlicrs. 1 I 1

Most mobile phones on thc market today support al least
two ivireless standards: one for the cellular wireless v ide
area network connection (WWAN) aod one for a wireless
personal or local area networl (WPAN. WLAN). The cel-
lular connection or WWAN is utilized for voice and data and
can adhere to many different standards such as ('DMA
(IS-2000). GSM, W-CDIVLA, 1xEV-DO, HSDPA. EDGE,
GPRS. WiMax, ctc Thc WPAN or WLAN coiuicction is
typically tiir short range communications and is often used
for ivireless hands free devices. such as headsets. penpher- zo

als, or hi/ter speed internet connections. The typical smn-
dards used for the sort range wireless conununications
include Bluetooth. Wi-Fi. Bnd in some cases IJltra-Wlde-
Band (UWB).

In another approach to mobile networkmg some services
have attempted to utilize short range wireless capabilities
often available on phones such as I)ill)1802 11 (Wi-Fi) or
Bluetooth to facilitate peer to peer conmtunications. These
are also referred to a MANETs or Mobile Ad-hoc Networks.
These services typically consist of a software application so

operalmg on a mobile phone using peer lo peer networks lo
lactlildlc coiuillUtucdltott bctwccll wtrclcss dcviccs.
lixamples of such existing applications include Mobile-
('heddar Peer-2-Me. and ltlobbi Published US Patent appli-
cation J.JS 2(X)8/0182591 Al filed Dec 13, 2002 describes is
one such peer to peer approach.

One issue with these approaches is that all information to
bc exchanged must bc stored locally on each of lhc peer
dcviccs ds lhc commutucatton occurs dtrcclly bclwccn thc
two devices and any policy fbr the delivery of locally stored do

content is difficult to enforce without the potential for fraud
such as spoohng identities betweett the peers Such fraud
may lead to concerns of personal saibty or privacy Bllov.ing
the identity of an individual to be detemiined when it is not
dcsllcxl.

SUMMdtRY

Prcli:rrcd embodiments Brc generally concerned with
facilildiing llu:exchmigc of uifonuanon benicmi two cnttltcs O

associated with two wtrelcss devices. In one emboduncnl,
this can be accontplished by a first device using a first short
ran e wireless capability to detect an identifier transntitted
from a second device, ideally using existin short range
radio conununication stantLsrd capabilities such as Blu- s.
ctoolh (IEEE802.18 1-2002) or Wi-Fi (IEEE802.11). Thc
dcicxled idcnlilicr, being assocuilcd with lhc dcvwe, is also
associated with mi enuty. Rather thtm direclly cxchan ing
application data flow between the nvo devices using the
short rmtge wireless capability, a second wireless capability io
then allows for one or more of the devices to conmtunicate
with a central server via the internet. and perfomt an
exchange oi apphcdtiou data (low. By usmg a cmilral scrvcr
to draw on stored uiionnauon and content assocmlcd wtlh
thc mtiily or cntitics, lhc sets cr can manage lhe subsequent Ss

exchmtge of mforntation between the entities and the
devices In a preferred embodiment, this exchange may be

,971 B2

CoillprtStx! Of tilfol111dltoli S(OICd Oil lllc SCrVCI tISSOClalixl
with a dclcctcd enuly, and it may bc compnsix! Ui'nforma-
tion received from the detected device via the second
v ireless capabiiity and facilitated by the server.

In addition, the server can also allow fbr a brokering
service, ideally independent of the entities, to enable the
application ofpolicy based on lhc identity oi lhe lwo cntilics
for lhc disclosure ol siored inionnatton assoctatcxl with lhc
entities, the flow in infomiation betv, een the devices and the
entities, and the enablement of pmcedures such as security
verification between the entities

In one embodiment. a ntethod is provided for reducing
conunutucations bc(ween one or morc scrvcrs and a wirclcss
dcvicc. Bs well as providuig enlrdnccd sixunty aud pnvacy
to wireless beacon services.

The method involves transmitting. by at least one beacon
transmitter using a short mnge wireless radio. a first beacon
transniission in a lirst tinie period I he beacon, which tnay
bc a short range wirclcss protocol such a Bluelooth or WiFi
service beacon, comprises a first MA('ddress, a first
unique identifier, and a beacon service identiher

Using a second radio, the one or more servers also
transmit stored infomtation reLating to an entity or object
associated with the first unique identifier.

A itrsl plUItthlv of bcdctut lrallslulssloits Blc Icccivcd bv
thc wirclcss device dunng Ihc lira( umc pcnod.

'I'he wireless device then selects one or ntore unique
identifiers from the first phirahty of beacon transmissions,
by filtering (that is, selecting) only those beacon transmis-
sions ivhich inciude the beacon service identifier.

The wireless device then takes further action. if the first
utuquc tdcntiiicr is prcscnl among thc sclectcd onc or more
itiuqtlc tdciltiiicrs, Ustilg lhc slorixl itlfortintlioll. which
includes at least the identity of the entity or object associated
with the first unique identifier.

Other embodiments may transmit, by the same beacon
transmitter using the short range v,ireless radio. a second
beacon transmission in a second time period. The second
beacon trmismission also includes B second MAC Address.
a second unique tdcnlilicr, and thc same beacon service
identifier. In this emlxidintent, the ivireless device also
receives, using the short ran e wireless radio, a second
plunsiity of beacon transmissions during the second titne
period, as weil as second stored information relating to the
entity or object associated with the second unique identifier,
from the onc or morc scrvcrs using a second radio.

Ill those ctllboditllcllm. B sccolld scl ofotic or inure ttiliqttc
identifiers are selected from the second plurality of beacon
transmissions, by filtering the second plurality of beacon
transmissions v,hich include the same beacon service iden-
tifier. Further action taken is taken related to the second
stored information. if the second unique identifier is present
among thc sclectmi second set oi'ue or more utuquc
idcntiiicrs.

In some embodiments, the further action ntay include
preventing the sendin of the tirst or second unique identifier
by the first wireless device to the one or ntore servers

In some embodiments. the MAC address is a randomly
generated 48 bit number matching a format of a Bluetooth
BD ADDR.

Ill SOIUC Cillbodtiiicnls, lhC fUrlhCr Bcltott Iiulv htCRUIC

determining that at least one beacon transmitter is a broad-
cast device having a predetermined location

BRIEF DESCRIPTION OF THE DRAWINGS

I'he foregoing will be apparent from the following more
particuLsr description of exantple entbodiments. as illus-
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tra (cd in the accompanyuig drawings ui w luch hkc rcfermicc
characters refer to the same parts throuttdtout the difi'erent
I icw s. The drit wings are not ntmcssarily to scale. emphasis
instead bein placed upon illustrating the embodiments

FIG. 1 is a block diagram of two mobile devices utilizing
a preferred embodinient

FIG. 2 is a blocl diagram of a fixed broadcast device and
a mobile device

FI(i. 3 is a fiow diagmm of the operation ofan application
111

on the mobile devices.
FIG. 4 is a message sequence chart showing the Bluetooth

discovery process using In one embodiment.
Fl(i 5 is a message sequence chart showing the 13luetooth

Remote Name RtxNcst Process.
lq(i 6 is a message sequence chart shou ina the 113S)

beacon process.
FI(i 7 is a message sequence chart showing the interac-

tion between the server and tvvo devices perfomiing a
dcitmlion and cntenug a chat application. Io

FI(i. 8A is a message sequence el)art showin an E-com-
ntcrct: cxaniplts

lq(i gl3 is a continued example Inessage sequence chart
showmg an E-conunercc example.

FI(i 9 is a message sequence chart shotving, ail example
ol a mobile device aud a lixed broadcast dcvwe uiteraction.

lq(i 10 is a tloiv diagram ftir the server processing
associated with the detection process.

Fl(i 11 is an example Individual account record stored in
the server associated with an Entity. IO

FIG. 12 illustrates a timuig reli:rance fiir intcmutImit
active and dormant times.

FIG. 13 shows a diagram of fiuictiondl blocks associated
with management of dynaimcaliy assigned device identifi-
crs.

DETAILED DESCRIPTION

A description of example embodiments follows.
1he teachings of all patents. published applications and

references cited herein are incorpomsted by reference in their
I:n(11'CI vs

FI(i. 1 is a block diagram of two mobile devices utilizing
a prclbrred emboduuent.

Referriim to ltl(i I, a centnsl server 100 is connected to
devices 106 and 108 by an internet protocol (IP) based
network„camed over a series of connections. at least one of
winch Is a w irelcss corumction. For extunple. Ihc server 100
has a connection allowing IP based conunumcations to a o

ctllular network 102 using connection 101. The cellular
netivork is connected to devices 106 and 108 by wide area
wireless links ll)4 and 103 respectively, allowing for JP
based communications between the devices (106 and 108)
and the server 100. 11

Deticcs 106, 108 cau be comidered '*chcnt(s)" of thc
scrvcr 100 Thc chcnts 106, 108 and server 100 provide
proctwsulg, sti1IBgt) anil lnpUI/UU(piu tlcviccs for cxccUtulg
wireless system protocols, interfaces, and application level
pmgrams according to several embodiments ('lient devices io
106. 108 can also be linked tlmtugh various conuminications
networks to other computing devices. including, other client
devices/processes and other server computer(s). Conumuu-
cduons network(s) providuig thc connection 101 ctm typi-
cally be part ol' rmuote access network, a global network ss
(e a., the Internet). a worldwide collection of computers,
I ocal area or Wide area networks, and gateways that cur-

rmitly usc rcspectivc protocols (TCP/IP, 3G Wireless, Blu-
etooth, etc ) Other electronic device/coniputer nenvork
architectures are suitable

'I'he internal structure of devices 106. 108 or server lt)t)
includes one or more data processors (not shown in detail)
that are well knoivn in the art to include a system bus for data
)Iialsfcl Bnlong Ihe otht:I Bitt:nlill conlponcnm of B conlpUtt:I
system (c.g., processor, disk storage, mmnory, uipugoutput
ports, network ports. etc.). Attached to the bus are other
input/output devices (e.. keyboard, mouse, displays, print-
ers. speakers. network interface~. etc ) Network Interfaces
allow the computer to connect to various other devices
attached to a netivork. Memory provides volatile stora e for
computer soltwarc mstruclions and data used to uuplemcn1
an embodiment (c.g.. applications programs and the hke).
Disk stonsge can provide non-volatile storage ftir computer
software instnictions and data used to implement the
embodiments.

One embodiment may include a computer program prod-
uct including a computer readable medium (e.g . a remov-
able storage medium such as one or morc DVD-ROM's,
CD-ROM's, diskettes. tapes. etc.) that provides at least a
portimi of the software instructions for the system. Com-
puter program pmduct can be installed by any suitable
sofnvare installation procedure, as is well known In the art
ln another embodiment, at least a pot(ion of the sofiware
instructions may also be downloaded over a cable. commu-
nication mid/or wireless connection. Iu other embodiments.
thc piogranls Brc a ct1mpU(cr pri1graul propagatctl slgndl
pmduct 107 embodied on a props ated signal tm a propa-
gation niedium (e g., a radio v ave, an infrared wave. a hsser
v ave, a sound wave, or an electrical wave propagated over
a global netivork such as the Internet. or other network(s)).
Such carrier medium or signals provide at least a portion of
the sofiwarc instructiom.

More particularly. a go co device 106, 108 uses a short
range wirelcss link 107 such as a Bluetooth (IEEE802.1S. I )

or Wi-lti (Il/EI1802 11) link to detect the presence of other
devices such as device 108, and uses the ivide area wireless
network connections 103, 104 such as IS-2000. WCDMA,
CiPRS„EDCiE, LTE, Wi-Max (IEEE802.16), or the like to
pcrfomi conunumcauons to central scrvcr 100, and to per-
form thc actual substantive conmiunicduons between thc
wirelcss devices 106 and 108. Device 108 iypically uses thc
short range wireless link 107 and wide area wireless link lt)3
in a siniihsr manner to locate and initiate conimunicate tvith
device 106. One distinction relative to prior art is that the
short rm e ivireless 107 is only used for the detection
process, or to txlvcruse a device's prcscncc. In tlus embodi-
nlcn1, spccific alfonndtlon cd)it:il wu'clt:ss Itlcnnfict'l
sunply *'xlcntil'y" (described ui more detail below) is passcxJ
between devices 106 and 108 over the short range link 107

13y trmismitting a ivireless identifier using the short range
Wi-Fi. Bluetooth or other short range wireless link 107 and
receiving ivireiess identitiers from other devices. this short
range wireless hnk 107 will allow for a proxunity dc(ection
PIOCCSS.

Thc support for IP based nctworkuig I ~ suuidard lbr
WWAN or 3(i connections such as I xl tVIDO or I l)PA. and
as a result, conununication between one device to another
using the WWAN is currently supported in many devices
v ith no modihcation. The use of simple detection of one or
more idcntilicrs rcquircs signilicantly less resources ui a

phone than pcrfornnng d complctc peer to peer bascxJ
conumuucanon network protocol. wluch acconunodatcs
dynamic configuration of nodes being added and dropped
cmitinuously It is noted tlmt the lp address on the WWAN
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interface is not location dcpcndcnt ui die present embod&-
ment, bul is addressing approaches are location dependent
when true Veer to Peer topologies are used 'I'he present
embodiment 1ms the advantage that communication between
nvo devices may continue afier the devices have lefr prox-
imity ofeach other, but in the same manner as they had been
commumcaung prcv&ously. As a result. d user wlx& dclccts a
short rmigc trm&sm&ssion of mi &dmitdicr, dieu be &ns a
conversation or annie other mteraction with that device via
the wireless &vide area network may continue that conver- lii

sation even in the case where the two devices naive out of
the proximity of the each other. and are no longer w:ithin the
reception range of the short range wireless conuminicarion
protocol. Further, s&ncc &1 m contemp)a&cd lhal lhe w&rclcss
idenliliers transm&ucd ou thc short ran c w&rclcss hnk from
the devices ivould occasionally change, for security reasons,
the present embodiment has the advantage that ongoing
communications between mob&le devices will not be inter-
rupted despite a change in one of the device's identiTier In
the case where the ident&fier is a MAG address of the short zc

rangew&relcss ueuvork adapter for onc of lhc dev&ces, il &s

nol othem&se pose&blc lo change tlus address and cas&ly
ni;ihllmn on goulg conlttlU&i&cat&0&ls i&1 a t&'ue pcc&'o pec&'opolo

1

Referrin to Itl(i 2, central server I(H) is connected to the
cellular network 101, and is able to communicate infom&a-
tion to and from w&reless device 202 usia a wide area
wireless link such m IS-2000, WCDMA, GERS, EDGE,
LTE. W&-Max (IEEES02.)6). or thc hkc w&thin structure
205 Device 204 does not have a wide area v ireless or ic
cellular link, but transmits identifying information using
short ran e wireless link 203 Device 202 i ~ capable of
receiving the identifying information and requesting infor-
mation reLsted to that device from server 100.

An cxamplc ol an application usuig this infrastructure is
follows. The dcv&cc 204 w&11 simply broadcast an &dent&lier,

with no WWAN cotu&ccrc&on but nuiy facilitate adverusing or
local information I&or instance, an account associated v ith
one or more identifiers may belong to a museum. As a
museum patron walks to an exhibit. the patron's device 202 do

ivill receive an ident&fier sent from nniseum broadcast dev&ce
204 opcratnl by thc museum. The pairon dev&cc 202 passes
the idcnuiier or museum device 204 to lhc central server
100. w h&ch &n-turn rccogmzcs it as bcuig associated w&th that
exhibit within that n&useum and passes relevant inforniation
back to the user's device 202. A distinguishing, feature of tlus
approach reLstive to poor art &s that the patron device 202 in
this example may move out ofproximity of broadcast dev&ce
204. yct continue to view the content being provided by the
server 100 rclatixl to lhe dctcctcd broadcasl dcv&ce 204. O

Content may include text, p&cturcs, web pages, application
software such as game~. informative dispLsy applicationw or
other content such as audio or video to be offered to the
user's device as well. Other examples might include elec-
tronic coupons (such as &n a rocery store), menus or spec&al s.
oficrs ul il n:s&BU&aul.

FIG. 3 is a block ihagrimi with Iu&thor detail ol'lus
opera&&on. A dev&cc 106, 108, or 202 dficr performing a
search (l&I(i. 3, step 3UI) fiir identifiers on the WPAN or
WI.AN, will subsequently use the WWAN link to conimu- tc
nicate with the centmsl server 100. If the device does not find
identifiers 302 it will either continue to search. or search at
a later tune 301. II'lenufiers are Ii&und m 302, thc dev&ce
&titty'a&plus'ii i&enon fU&&cion 303. which woiikl Bct ds &I

Iiltcr lhal dc&con&ncs whwh ol lhc dcleclcd &dcnl&liars should ss
be passed to the server. 'I h&s function may instead be oniitted
and all identifiers passed to the server 100. 'Ihe idealized

cffi:ct of the action function would bc to rcducc thc number
of requests tn the server by not re-requestuig recently
requested identifiers ivhich have already been passed to the
server, for some period of lime. In step 304, if no identifiers
require server infomiation, searching is contim&ed in step
301

Assunung &herc arc &dcntiiiers wluch are ncw to lhe
dcvicc. &hc dcv&ce will pass along a 1&sl of currently detcctcx)
identifiers and request 305 that the server return information
related to any other local device 1'he server will return the
informatinn related to any identifier that meets certain policy
requirements. For instance. infomiation is returned which is
I) relevant to that device, and 2) that the device is authorized
to tcce&vc.

As an example of thc overall process, a dctectcd &dcntdicr
may be relevant to the receiving device if the user associated
v ith the detected identifier is listed &n a "friends hst" for the
owner of the receiving device. If the ident&fiers for the
indiv&duels within the friends list have been passed to the
device. the action function 303 may make this determina-
t&on. In thc prclbrrcd cmbodnnent, thc scrvcr would dcier-
nunc lhc &dcnl&ly a&xl lhe relevance of thc dctcctixi idcnli-
fiers, and the action hinction 303 would work to reduce
frequency nf re-requests to the server )1G 7 describes an
exaniple ofhoiv to use this for messaging associated ivith the
device and server interaction dunng the detect&on and iden-
tifier inquiry process. with a more deta&led explanation to
folio~

To cnablc server 100 to assoc&atc au &dcnnlicr w&th an
entity, each device or entity (such as the museum) associated
v ith mi identifier has an account on server 100 or a related
server as is common in information tecluiology. 'I'he account
is associated with the entity and the device and the current
identifier.

As used herein, an "cnuty" may bc a )cga) entity. such as
an iudiv&dual person or a bus&ness.

Au '*object" &s uilended to uiclude a phys&cal thing, such
as a product that is being offered fiir sale, and may include
a tang&ble article or intan ible such as an electronic music or
video file or

photograph.

There is various information assoc&ated with each
dccoUU&. An ixa&i&pic ilutii &icord for aii dccoU&il ls shown hi
FIG. 11. When the account is assoc&atcd w&th m& indiv&dual
or (olhcr entity). &herc may bc personal &nl'ormat&on such as
die mdividual's name. contact inforniation. information
regmding allnived communication. such as chat or IM links
to their other social nenvorkin serv&ces, and the like. When
the account is associated with a broadcast device 204 the
account may con&au& con&cut lo be displayed to lhc delccluig
dcvicc 202. By u(i)izing the central scrvcr 100, broadcast
dcviccs may bc tied lo a locauon or product thereby pro-
viding relevant infomiation about the location such as in the
nn&scum tour example previously discussed In this situa-
tion. the content delivered to dev&ce 202 may be informative
information about an exhibit including pictures. text. audio,
or v&dco mid the hkc. In the case ol'a broadcast dcv&cc bcuig
iu a supcrmarkel aiui near a specific product, advcrlisemcnl
or d&scounts w&th elccuo&uc coupons my be stored ui thc
account and pmvided to device 2U2

'I'here can also be policy based penniss&ons associated
v ith each account and applied to any information associated
v ith that account. The stored policy permissions can be used
to dctcmunc what information and under wluch s&luations
iufi&rmat&on may bc d&sc)osis) to another dcv&cc or user
assoc&a&cd with miolhcr account For cxnmplc, lhe cnuty
(person in this case) associated ivith device 202 may have set
a pohcy in their account to not receive any unsolicited
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information from a broadcast dcvicc so as Io not be dis-
turbed. I Iowever. the person associated with 202 may see the
bmadcast device and a sign stating a discount is available,
and provide input to their device to request any broadcast
information on a one time exception basis. The messaging
associated ivith an example mobile and broadcast dev&ce
process will bc dcscnbcd &n morc dciail to follow associated
witt& FIG. 9.

As already mentioned above, in step 301 of I&I(i 3, each
device performs a search function looking for identifiers sent I o

fmm other devices utilizing a short range wireless capab&1&ty.

The fi&llowmg describes the process of devices detecting
identifiers from other devices in more detail.

11&c identdicrs thcmsclvcs may be a hardware address
such as Ihc MAC address of thc wireless device. or they may
be another label such as the SSII) ti&r a IEI'.F802.11 device,
or the device name fi&r a I iluetooth device Referring to 11CI.

4. in the case where a 131uetooth wireless personal area
network device is utilized. a first device 401 transmits an
inquiry tID Packet) message 404. and any proximal Blu- io
ctooth dcviccs 402, 403 respond w&Q& messages identifying
thc MAC address, called BD ADDR in IEEE802.15.1 of
each device using a message referred to as an "Inquiry
Response" I&I L) message 405 containing the 131) ADDR or
13luetooth dev&ce address of the detected device In the
Bluetooth standard all devices 402. 403 are required to
respond in this mmmer assuming they are enabled to be
discoverable. To enable Ilus, an apphcation on thc mobile
dcvicc ensures Ihc Bluetooth device is sct to discoverable
mode l)evice I 1401) will attempt to k&cate Devices on io
different channels by scanning the channels and transnutting
multiple Inquiry (II) Packet) messages Such an exantple &s

shown with inquiry exchange 406 and 407 to discover
Device N (403)

In one embodunm&I the BD ADDR or MAC address of &i

thc Bluctooth dev&cc can bc used as thc Idm&flier and mi
further Bluctooth u&teracuon is requirix! unul Ihc next scan
pmcess is performed

In another embodiment. the 131uetooth "l)evice Nanie'* &s

used as the identifier. FICI. 5 shows the process of a hrst to
device "Device I'* 1501) determining another Bluetooth
miablcd dcv&ce's 1502) Bluctooth Dev&cc Nmue. Following
the dcv&ce discovery process complet&on Irom FIG. 4,
Dcv&ce I 501 scuds B Page message 503 Io snot&er device
tl)evice I 502) Message 504 is sent in response to create a
teniporary Asyncl&ronous ('onnectionless I.ink (A('I,) to be
established between Device I 501 and Device L 502, w&th-

out an explicit connection request. Not having an explicit
connection request &nd&cations the Enlity associated w&lh

Dcvicc L would not have to prov&dc cxphcit approval Ibr a o

connection from thc&r user input on Ihc dev&cc, as would be
the case if other services were requested fn&m the dev&ce
such as might be the case with a wireless headset or reniotely
connected GPS receiver to a phone. An ACL connection
allows link management packets to be exchan ed. and 1.

followuig interchanges of messages 505 imd 506 to deter-
&&uric Ilail &I&&'s Of Illc dCV&CCB, Biol&&pole&V Coll&&CC&1011 Is
established between Ihc two devices. A name request mes-
sage f507) is then sent by l)evice I to l)evice I „and Dev&ce
I responiis ivith at least one I.MS name res message 508 io
containing the Bluetooth device name of Device L 502. If
the name is lon er than that allowed within the LMS na-
me res message, add&uonal messages follow Io allow for the
cntirc nmnc to bc delivered. Fuially thc connection &s cndcd
with mcssagc 509, LMP detach. si

1'he transmitted identifiers associated with any g&ven
device are only known to the centmtl server and the dev&ce

trilllsililuillg (hC idC&ltlf&Crs. Tt&OBC ldC&ltlf&C&s ll&BV Cllilll C

from tmie to time, makin a user's or a device's identity
anonynious over time 1 he central server and aiiy particular
device niust be coordinated such that the identifier and any
device transmitting it, remains identifiable by the central
server This process is coordinated between the wireless
dcvicc. and the central server ut&liz&ng thc WWAN or
cellular data lu&k, carrying mcssag&ng betwem& them and
usiag an identifier manager 13U3 to ma&ntain a list of device
identifiers 1302 in a central but secure location 'Ibis is
shown in more detail in I'IG 13

Referring to FIG. 6, an example of us&ng on IEEE802.11
link as the short ran e wireless capab&lity is discussed.
Generally, W&-Fi devicis operat&on in a so-caltcdt uit'rastnic-
turc mode wluch uuhzcs a BSS or bas&c scrv&cc sct. Onc
component of a infrastmcture network based wireless I,AN
is the use of a central access point or AP. In a niobile nenvork
the use of a central AP is not pract&cal. as only the AP
trmismits an identifier, which does not meet the requirements
of the preferred embodiment. The second topology for Wi-Fi
networks is thc so-called Ad-Hoc mode of opcranons,
referred to as an indcl&endear basic scrv&cc sct or IBSS. In an
113SS all devices participatina or advertising their interest in
participating in an ad-hoc network transmit &dentifiers called
beacons I'hese beacons contain the MA('ddress of the
transmitting network aihtpter, the basic serv&ce set identifier
(BSSID). and ad-hoc network name or service set identity
tSSID). The BSSID m a typical ad-hoc network is generated
by Ihc Iirst station Io enter the BSSID and is locally
administered, typically a randomly genemsted 48 bit number
matching the forniat of a MA('ddress In an ad-hoc
network, each device 601. 602. 6U3 partic&pating or desiring,
to participate transmits a beacon. There are several embodi-
ments related using the IBSS beacons and the identifiers.
F&rst Ilm identdicr may bc used as thc MAC address ol'he
stat&on device or network adapter, m&d onc or both Ihe
BSSID and the SSID may be used to &nd&cate these parucular
beacons are associated with a service In other embodiments,
one or more of the 13)SII) and the SSII) may be used as the
identifier. In any of the embodunents for delivery of the
identifier in an IBSS beacon. it is possible to coordinate the
change ol'hose identiliers w ith Ihc server 100 As thc MAC
address is always broadcnst u& any opcrat&on of a Bluetooth
or Wi-FI 1&nk. thc usc of a MAC address as an &dcntfiicr
pmvides for an additional level of security for the device
6U I, 602, 603, &chen identifier is changed front tm&e to tiine
as devices may be detected and identities tmtcked using a
constant MAC address. In the preferred embodiment, where
the MAC address is used for thc ident&tier, all the dcviccs
part&cipatu&g would lilely hai c the same network name and
SSID to aid in Ihe &dcntdicat&on of thc device as beu&g
enabled, although not necessarily required lixamples using
an 802 11 network in ad-hoc mode transni&tting beacons are
showed as messages 604. 605. and 606.

Chat Example Between Two Mobile Devices
FICi 7 shows an cxamplc of a mcssagc liow diagrimi Ibr

an mnbodimcnt where mi individual &s ui a 1&brary Ibr
CxillllplC, Blld a Ir&C&ld arl&Vcs. ThC 11&dividual ls 1&OI&lied bV

their device receiving an identifier that their fnend is present
and they enter a chat session I tach person has a device
tFIC&S. I, 106 and 108 respectively) that implements the
preferred embodiments described above. The first individual
assoc&atcd with Dcv&ce I 1'702) rel'crrcd to as Entity I tEH )

pcrfi&nns a dc&act&on process as doser&bcdt &n FIGS. 4, 5, and
6 prcv&ously tstcp 704). Thc devwe &dent&tier assoc&atcd w&Q&

Device 2 (703), DI2 is thereby detected Device I (702) then
transmits an inquiry niessage 705 using the WWAN (cellular
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data link such as GPRS, EDGE. IxEV-DO, IS-2000, Wr-
Max, 1 lit, or the like) to the server 701 inquiriag if
information related to the account and entity associated v ith
l)12 is relevant, and available to the entity I'.l l associated
with Device I (702). The server 701 retrieves rhe account
information related to EH and detemlines that E12 is hated
in a fwends list rn thc account associated with EH and (liat
EH should be notified when EI2 is detcctciL Next thc scrvcr
retrieves rhe account information associated with lii2 and
detemrines that Ill I is on a list of entities which are aflowed ra
to be notitied of EI2 being present and personal infornlation
such a the name of the individual, their phone number and
the like. The server bavin determined that EH wants to be
notified;md is allowed to bc notdicd responds m Step 706
to Dciice I (702) with a message uldrcatulg thc DI2 rs
relevant to I:Il and including information such as Eintity
identifier I:12 and associated details A user application on
l)evice I (702) notifies the user that the entity associated
with Device 2 is inpmximity m step 707. The user ofDevice
I provides input to the device directing it to request a cimt lo
session with thc mrtrty associated with Device 2 (703), and
a message 708 rs sent tlm sets cr 701 commanduig "scud
'i lelio'o 1112*' he server acknov:ledges reception of the
nlessage with a "A('IC'lesslge 709, in return Next server
7(11 sends "Request Ghat 'I lello'rom I:Il" to Device 2
703. The user of Device 2 accepts the chat and returns a
message "I'm by the front door*'ith message 711, sending
it to thc seri cr to bc relayed to device I ('702).

E-Commcrce Between Two Mobile Dcvwcs
11(ig 8A and 8B show a message flow diagram for an lo

embodiment ivhere two individuals are performing a finan-
cial transaction on the street (for example, a customer and a
street vendor). Each has a device (FIGS. I, 106 ond 108
respectively) enabled with the preferred embodiments
descnbcd above. In this example. Bn individual's device ls
would sew a vendor and thc vendor*s device (enabled with
iarious cmboduncnts) would notify them fllat flle vendor
was also enabled with a device supporting the identifier
search and other protocols described above, as well as beiag
capable of electronic payments. These steps are performed do

in the folloiiin way. In step 804 the customer's device 802
(Device I) performs an ulenuiier search process as previ-
ously described, and detects a dcvicc ulenuticr 2 (D12) smlt
from Device 2 (803) bclouguig to the merchmit. Device I

will send a message to the server 801 (also represented by
1()0 in I'l(i. I) using the WWAN (cellular data link such as
GPRS, EDCiE. IxEsruDO, IS-2000. Wi-Mox. LTE, or the
like) 104 requesting information related to DI2 and its
relevance to thc entity rclatcd to device I 802. The scrvcr
801 then detennincs thc rclcvancc of D12 basixl on the o

account propcrtrcs stored ui the accounl assocrdtcd with the
consruuer l)evrce I In this case. the account settings only
allolv messages front or notifications of entities on a fnends
list stored in the account record (represented in FRI. 10)
associated lvith the consumer Server 801 responds to device ss
802 with "no" rndrcaung that D12 rs not relevant to thc
Consumer.

lilt: CUS(orllCr, 11Bvlllg till BCCorrllt i:llabli:i! With i:li:CtIUIllC

payments, and wanting an item the vendor has, would press
a button or make other input to his phone (or other device) io
which lvould indicate they would like to make a purchase
and poy using their device (808). In this case the input
sclccuon would bc "search Rir mcrchan(s." lllc customer'
device would thmr send a mcssagc (809) to flle central scrvcr
illrcctlllg thc si:rvi:r to pclforlll d orle tllllc scBlch fol incr- Ss

chants, despite the current account settings In one embodi-
nlent, the server would then direct the consumer's device

802 to initiate another search (809). Other mnbodrmcnts
may not include the server commanding Device I (8()2) to
perfornl the search, but rather the search may be performed
automatically, or use results fmm a recent search In )tep
811, Device I (802) perfomls another search and detects the
identifier from Device 2 (803). DI2. Device I then sends o
message 812 to the server again rcqucsturg rnfonuatron lor
all rclcvant devices dc(ected, wluch will include at least DI2.
In Step 813 the server. having received the request and list
including DI2, looks up account information associated rvith
DI2 and determines thar the associated entity is a merchant
As the settings of the account associated Device I now allow
for the notification of the user when a mercltont is detected
iu proxrmrty, DI2 is dctenmncd to bc relevant to Device I

and thc Entity I (EII) should bc notified. Tlm scrvcr then
sends a message 814 to l)evice I (802) stating merclmnt
services are available in proximity with a list of available
merchant's information including information related to the
entity (EI2). The user of device l. Entity I (EH) then
provides input in step 815. (Pressing a soft key on a touch
screen filr instance), selecting the specific merchant E12 to
engage with rn a trmisnctron. Dei rcc I (802) will then send
a nlessage (816) to the server requesting a transaction rvith
E12 associated with l)evice 2 (803) I'he server (8()l) will
then respond in this embodiment with a message 817 to
Device I confirming receipt of the requested transaction and
providin information to alloii the EH associated with
Device I to rndepcndcntly conlinu thc identity of EI2
associated with Dcvicc 2 (803) in tlus embodiment thc
identifymg infilrmation can include the name of the rner-
chant, the merchmlt's logo. a picture of the vendor, or their
mobile shopping cart In other embodiments, the picture
may be of a specific unattended vending maciune in the
location it is currently operatin . It may also include other
llllorllldtloli sllCh dS (11C diiilriBS Ol tilC llli:rCllallt ill CBSCS

whcrc rr flxeil stoic locdtloll rs provlilixl. As lllis partlcUlal
merclrant ui this cxamplc rs a succt vendor, an address may
not be used. (IPS information stored in the account associ-
ated v ith l)evice 2 may be used as further confirmation in
some uistances. However. in this example„ fiPS coordinates
are not be available on Device 2 due to lack of capability. or
Device 2 being uuloors and without suflicrcnt signal to
dctcrnunc a location. Furlhcr GPS information from Device
I (802) may be used to provide further confirmation uilbr-
matron In this embodiment the photograph sent m message
817 shows a picture of the particular merchant and also his
city issued business license in text and as a picture of where
it is displayed onthe cart. The consumer entity EH provides
input to Dcvicc I in step 818 conlinnrng thc rdmrtrty of EI2,
the merchant entity assocratcil with Device 2 (803). Device
I thmr scuds a message 819 to thc server 801 conlimung the
identity of the merchant

Server 801 then sends a message 820 to the merclmnt's
device 803 notifying them of the request for a transaction
with Ei1. Device 2 (803) then indicates to the merchant that
a customer wrth thc cdpabrliiy and desirc to pay chwtroru-
cally is in proximity. In step 821 the customer associated
with Dcvicc I (802) places an order with thc merchant
associated with l)evice 2 (803) and a list of products to be
purchased is generated and rhe merchant provides input to
Device 2 (803) to proceed with a electronic transaction. In
step 822 Device 2 performs o scan of identifiers and DH
associated with dcvicc I (802) and the Consumer is dc(ected.
A rcqucst rs sent to thc server 801 with a list of rdcntrficrs
which were dc(ected to dctenninc il any of them arc rcicvmit
to the nlerchant Note that lvhile the merchant device 803,
(and the merchant) have now been notified of the desire tilr
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EII io cuter a Iransacl&on, &hey do not necessarily klx&m thc
identifier for III I yet In other emlx&diments„ the identitier
associated v ith I:Il and Device I (802) mav be sent in
message 819. and a confirmation that this identifier &s

detected during the scan process 821 may be perfomied at
the device. In the preferred emlx&diment, further security
may bc prov&ded by the having lhe scrvcr pcrfonn tlus
funcuon uidcpcndcntly. Thc server perfonus tlus confimia-
tion in step 824 nlay nlatching the device I identifier Dll
with the information stored in the account associated v ith &n

linlity I (l&11) also referred to as the ( onsumer
The server than enerates a message 825 to Dev&ce 2

(803) indicating that EII is relevant, and the transacrion
parucipant is prcscnt. The mcsxage ui thc prcihrred embod&-
ment c;m also include a p&cturc ol'he Consumer. Aililition-
ally, lhe message could also include other pictures of other
individuals allowed to use this device for purchases. Ifnmre
than one identifier was detected in step 822 and matched in
step 824 to entities hav&ng requested transactions previously
which are pending for that merchant. a list of informarion for Io
each enuty involved w&th a penduig trmiwact&on request can
be prov&dcd ui mcssagc 825. The merchant then selects the
correct consumer using the picture of that consumer, con-
firming the identity of the part to the transaction in step 826.
'I'he consumer &nfornlation pn&vided in message 825 in
another embodiment may simply be the name of the cus-
tonler and the merchant may either ask their name, or
r&xpicsl idenlilicauon such as a driver's license. In thc
preferred embodnum&1, whcrc a picture &s passed in message
825. it is not necessary that the individual's name be passed &o

to the merchant for the nierchant to be able to pmvide
confimlation of the identity of the ( onsumer thus providing
a level of anonymity to the transaction such as may be
present when cash is used.

Following thc conlirmat&on by the merchant of Ihc &dmi- ls
tily ol the Consumer perl&c&puting ui Ihc currenl lransacl&on
in step 826. Dcv&cc 2 scuds a mesuagc 822 to lhc scrvcr
confirming the identity of the ('onsumer as Eintity I (I'.I),
and with inti&unation required for the transaction including
the list of products to be purchased, their prices, the total so

price, and a request to charge El this total amounr. Server
801 then conlinns rccmpt of tlus message m step 828 Thc
scrvcr then sends a mcssagc 829 to Dev&cc I requesung thc
Consumer lo confirm lhe hst of goods lo be purchased and
the total pnce to be pa&d In step 830, the ('onsumer (Eintity
I) reviews the list and anlount to be paid and provides input
to device I confirm&ng the accuracy of the infomlation and
they the authorizing the server to pay. In step 832 the server
cluirgcs El ut&liz&ng stored preferred charge car&1 &nlbmia-
uon. stored crcd&h or other payment method simh as a o

PSIPal™ user name (PayPai &s a irademark of Ebay, Inc.)
and password stored in the account associated v ith Ill. and
charges the consumer In the case where a stored credit &s

used, the Consumer's account can be debited. Snd the credits
not applied to the merchants account until a later step. In the s.
case ol a crcd&l card, or PalPal transaclion, lhe server
provides paynx:nl to E2 (thc merchant) ut&hzuig mfi&multion
stored ui thc account assoc&atcd with Device 2. The server
then indicates payment is made to the merchant, and
instructin the merchant to deliver the goods with message ro
833. E2 (the Merchant) then provides the goods and pro-
vides input to Device 2 that the goods have been delivered
in step 834. Mcssagc 835 is gcncralcd by Dcv&ce 2 (803) to
thc scrvcr confirm&ng product delivery, anil acknowledging
thc rcce&pt of the paymm&t continnation mcsuagc 833. The ss
server can then send nlessage 836 requesting, the Consumer
to confirm &hey received the goods If a confirmation is not

rcccivcd in response lo ibis r&xNcst, th&s u&ibm&ation may
later be used to settle any dispute tliat m&ght arise In step
837 the consluner confirms receipt of the products. and
messtge 838 is genemted to the server confirming the
rece&pt of goods by the consumer. In Step 839 the server
concludes the transaction by completing any steps required
to cred&t thc IVfcrchant milh ihe payment amount from lhe
Consumer. &f required. Thc seri cr then sends a message 840
to the Merchant indication the transaction &s complete,
which is acknolvledges in message 841 'I he Consumer is
notified of the completed transact&on with nlessage 842,
which &s acknowled ed &lith message 843.

Finally, the transaction details may be stored by the
si:Ivcn ol scil& lo &I lhuillv'a&tv scrvcr for tl'i&ckulg spouting
hab&ts of that account holder, or customers of that merchant
allowing the merchant to &rack that spec&fic customer*s
behavior and cater to them in the future with various specials
delivered via email, or durin their next visit via their device
in the form of an electronic coupon. This process can be
perfomled with a oal to help the merchant expose the
customer lo other producis or scrv&ces thc merchant bclievcs
the customer nught Iind Ilcsirable

I'he apparatus, svstems and methods can be extended to
facilitate other types of transact&ons as well In one specific
application, consider use of the invention to facilitate a
transaction such as the rental of an automobile. A well
known business called ZipCar™, presently opemtting in
si:vcral Iliaiol alba&i are&is ul flli: Unitcxf States, makes
available a tkml of velucles for shared usc by their club
men&hers who pay a monthly fee plus a per use charge
I)sing the embodiments herein. the club member would have
a w&reless device that serves as the "('onsumer device'*
(Device I) and the ZipCar vehicle would be equipped with
a wireless device serving as the "Merchant** device (Device
2). Thc coruumcr mould walk up to an ava&fable ZipCar
vchiclc and. us&ng their wirclcss dev&cc. start an uuual
exchange of alen& ifiers w&th the des&red Mcrclrant device, lor
exanlple, using the short range local wireless network The
('onsumer device and&or Merchant device mould send a
messa e to an application nmning on the Server requesting
that a person associated with an account for the Consumer
bc grm&lcd access lo a specilic veh&clc (c.g., an "oblccl**) flat
is in lhc v&cu&ity ol'and associated m &lh the Merchant device.
A sct of conlirmalory messages (such as to exchange access
codes, to confirm the location of the vehicle, the per-use fee
due, and payment for the same, etc.), are then typically also
exchan ed between the Consumer and the Merchant device
v ith the assistance of the Server and the long mtnge wireless
network. Upon conlinnalion of thc n&xcssary Irmisacl&on
infi&rmat&on, thc Scrlcr senile a message to thc Merci&ant
dcvicc lo unlock lhe & elucle rcqucstcxf (which may be sent
over the second long, range wireless network or a yet another
network, such as a satellite net&vork)

Example of a Mobile Device and a Broadcast Device.
FICi 9 sho&vs a message flow Chagram for an embodiment

where an indivulual &s in thc presence ol'a broadcast device.
such as I'or thc museum cxiunple of FICI 2. As with FIG. 2.
thc indivulual dcv&ce 202 and the broadcast dcv&cc 204 arc
present and enabled In this example. an individual 902 is in
a grocery store and their device 902 (Device I) performs a
scan for identihers in step 904. as described previously. DI2
is detected having been transmitted from device 2 (903).
Dcv&cc I (902) sends a message to scrvcr 901 inquiring if
DI2 &s relevant lo thc enuly associated w&th Device I and if
the ulfonnal&on assoc&atcxf with that dcv&cc identifier (DI2)
is ava&fable to be returned In step 906. the server retrieves
the accounts associated with both DI2 and Dev&ce I (Ei I)
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Thc seri cr dctccts tha( thc entity associated w&th DI2 is an
advertisenlent company, and that this device is a broadcast
device only, and that there is an electronic coupon available
for download to Device I, and nn&ltimedia content available
to be played if desired. Additionally. the account settings
associated with Ell allow for the notification of broadcast
devices ui prox&mity.

Scn cr 901 then trdnsnuts a Response message 907 uid&-

cated the presence of the detected device and the content
available. '(he device 902 requests input from the entity &o

associated &vith the device 901 tilr permission to download
the coupon. and the availability to play content such os v&deo

about how to prepare a recipe using the vendors product. In
th&s case the uld&v&dual assoc&a(cd w nb Dcvicc I accepts thc
con(enn and a message 909 is sent to thc server mccptm thc
content Response message 910 begins the delivery of the
content

As previously mentioned, several key distinctions of tlus
embodiment include that the user of device 902 may walk
away out of msnge form the broadcast device 903 and zo

Col&Ill&UC Io rcce&VC tile COIIICI&1 ilsillg tllCII'CIIUIBI i&ilk, Or

lntiy choose 10 pltiv Ihc coillcnt BI II IBIC'I nnlc hiiv Big Biol cii
the detected like &n a favontes list Additionally, the content
stored in the account associated lvith the broadcast device 2
(903) is relevant to the placement of the device and the
products near it Further. as the content is stored in the server
901 rather tlmn in the broadcast device 903. the content moy
bc updatixl, mod&fied, or dcictcxf a(any(&mc. For example thc
scrvcr 901 knowu&g tha( the consumer has never been
detected prev&ously, may customize the electmnic coupon to lo
pmvide a deeper discount than a regularly detected con-
sunler In the case where the devices are used for electronic
commerce as &n FICi g. knowledge of the user's post
purclmses nioy be used to induce the consumer to try o nev
produc(. Altcrllatlvclv If tile colts&111&cl Is d rcgUIBI plllclldscr ls
d 10)zllty proglalll 11&BV plovidc'. a CO&lpi&11 iipo&1 II pills&CI&lar

number of rcpeatixl purchases.
FIG 10 &s a processing flow: chart perforined by the server

receiving a request froni a device inquiring about the rel-
evant and avoilab&lity of information associated v.ith do

detected device &dentifiers. In step 1001 the server is wairing
for a request I'rom a dev&cc. Wlicn a rcqucst is rccc&ved &n

dim&s&on 1002, s(cp 1003 is perfonmx!. In Ih&s step thc
dccoun( ulformauon assoc&a(cd w &Ih thc requesung dei wc is
retrieved In step IUU4 the infornmtion associated with the
accounts for each of the detected device identi(iers &s

retrieved. In step 1005 the server perfilnns o matching
process between the policies of the requesting account and
CBC11 Ol tl&C pill&C&cs fol I BCI& BCCOII&11 BSSOC&BICil wl(ll CIICII

detix(cd dev&cc &dent&lier. In s(cp& 2006 Ihe mfi&nna(ion o

rela(CVI to the matched policics I'or thc assocuitcd cnt«ws w &ll

be sent to the requesting mobile device
.lust as in the previous example of an identifier beiag

deemed relevant to a user based on a friends list. permission
for disclosing a device*s presence may require being on a s.
fnends 1&st as well For cxamplc, when a server rcccnas an
inquiry from a dcv&cc w&th a hs( ol'lenu(icrs, &t may Only
respond w&th u&l'onnauon for users associated vv&th thc
identi(iers that are on that device's friends list. and on each
of the individual's friend lists as well. 1 hase friends'ists io
and policies can be stored within a user account which
allows for disclosure of a user*a presence only to individuals
on this list, such as dcscnbcd ui FIG. 11 (Io bc descnbcd
below.)

Ii &s contemplated Ihat Ihc pcnniss&ons nol be an '*all or ss
nothin " decis&on. but that different classes of inforniation
nlay be assigned different permissions and mechanisms. An

cxiunplc Of tlus might bc a user's prcscnce, &dm&t&(y, and cart
services beino made available to only one set of other
accounts (or users), &vhile the presence of an anonymous
individual being made available to anyone. but w&th other
classes services available such as mult&-player games bein
treated differentiy. Additionally mult&pie contacts may be
included ui the accounc each gii mi cus(om&zed perm&ss&ons.
An example cdn be tlni( any user may bc notilicd of an
anonymous user or other information based on additional
policies

As only the server contains personal information, and
perfomls the association of an account w&th a particular
identifier. it can inherently enforce the security of the
pollclcs iis ii distiller odvollnigc rcldtlvc to IIUO peel 10 peel
sel vices. Ill (ills &I Bv, Ihc cell(ral scrvcl colltlols 11&c ploccss
of passing information related to an account to a particular
requesting device

I&i(i 11 shows an example account record to be associated
v ith on entity and at least one device. The columns of the
account record can consist of a Record Index which will be
used to dcscribcd (he dccounc a Fn:ld wluch &s a dcscnptive
name for Ihe contcn(s s(orcxl &n thc record, and a Field
Information Group l)isclosure Policy Assignment l,ist
(PAI,) 'I'he PAI, pmvides ndes for the d&sclosure of the
information in the associated row in the liield column The
follow&n list are possible PAL entries:

ALL may be disclosed to any requesting entity
EXPLICIT APPROVAL: thc Ennty associa(cd w&(h Illc

account must prov&dc &npu( approv&ng thc d&sclosure of thc
Info&'&Bat&oil

NONE l)0 not disclose this information to any other
entity

M ~here M is a integer from I to N indicating a
Information Group Disclosure Policy which may consist of
a l&s( of con(acts. friends. groups, charac(cnstics, imd Ihe
like

Mos( ol'hc liclds in FIG. 11 arc self cxplana(ory and
typical in the industry such as the account number however
a few fields are worth a clarifying d&scuss&on 'I'he Device
identifier is in record index 2. with a Identifier type in record
4. The identifier type can define what type of identifier the
dcv&ce associated wi(h tins account would usc. Record index
10 &s thc Entity T)pe F&cld. Tlus dcscnbcs & ~ thc entity is a
Merchant. Ind&vnlual, or if thc device associa(cd wi(h ilus
account is a bmadcast only device

Referring now to i&l(i 12 a timing niap reference for
scanning times and domiant times for dev&ces is shown. In
one embodiment. it is desired that the power consumption
and scan tinung Ibr thc de&&ccs in a cellular network be
reduced. Since the scrvcr and tin: WWAN m involved w&(h

all mobile devices, coordumtion ol'hc broadcasnng periods
and the searching periods tier the short range radios is
possible. '(1&is can be based on a comnion reference time
such as that provided by most cellular systems, any the time
of day clocks inherently within mobile devices. This allows
fol ICUUCCd po&sci Co&lour&&pl&oil alai 0(hcl n:Soi&ICC Ci&11-

sumption in thc dcviccs. If no coord&nat&on m aclucvcd, then
thc short range rcce&vers in each dcv&cc must bc scdnnuig lbr
transnlitted identifiers nnich more often and fbr longer
durations. Utilizing a common timing base, and the centmsl
server to nofif) the devices of a coord&nation approach for
"active times" and 'non-sctive tnnes'* and u ill allow for the
iICV&CCS 10 Ill&&illa&SC 11&C powCI co&ISU&lip(loll ill Ihc'. nd&IS-

nuss&on ol'nd scaruung lbr identifiers. Tlus approach also
allows for Svl&Cllrolllzlllg Ille UpdaIC Ol Cacll dcv&CC S ldC&l-

tifier (as described previously) to enhance anonymity and
security, coordinated &vith the central server qhe "non-
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dean c umes" may bc used as '*boundsrms" over winch thc
changing identiiiers may be updated 'I'his update may be
based on either direct conlmunication with the server, or nde
and algorithm based updates previously coordinated with the
central server so as to minimize server messaging. but
allowing the updates to remain synchronized to the server
sUch thai lhc dcvlcc iuul lhc serve'I BIL'lwavs sssociBnug lhc
same idenliiicr bclmixu llmm.

As will be recognized by an individual skilled in the area
of infonuation technology, the concept of a central server IB

nlay ivell be implemented as a collection of servers to allow
for load balancing„redundancy, Bnd the like in a manor
conlnlon to the information teclutology industry.

FIG. 13 shows a diagram of I'unciiondl blocks associated
m ilh ihe nuulagmncnt of dyuimucally assigned device ulcn-
tifiers 1 he Server 1301 has an application agent called an
identifier Manager (1303) which has access to a pool of
device identifiers (1302) 'I'he Identifier Manager monitors
timing information and determines when it is time to update
a particuLsr device's identifier. This time may be B re uLsr 10

inlcri dl, or a random generated time pcnod by an algoullun
such as a pseudo-random scqucnce generator, or a comb&-
nation of both. When it is time to update a device identifier,
Manager 1303 retrieves a new identifier forin the pool 1302.
'I'he pool of identiiiers nlay be a list or range of identifiers,
or genemsted algontlunically. The new identifier is stored in
the account associated with the entity determined to require
updalulg and a mcssagc sent lo ihe device 1305 associated
m ilh thai account conmlanding il to update Its device ulcn-
tifier ivith the new one 'I'his message is sent over the 10

WWAN Data network 1304 such as IS-2000. I )SPA, (iPRS,
IS 05. I idge, Wi-Max. and the like All devices 1305 to 1307
will eventually all be updated in a similar manner. Tlus
update process does not disrupt ongoing conununication and
interaction betmccn dcviccs despite thc llpdalc ils lhc coul- ls
mulucanons arc prcformixl based on thc nlenuty of the
cnliilcs following thc detection of Ihe device ldmllilicrs
which are no longer utilized 'I'his unique capability allows
for the upiLlting process to be implemented and ULlt impact
the applications being utilized concurrently. do

Other example applications utilizing still other embodi-
ments follow below.

Requiring ihc brokcring of thc conunulucatlon via a
cculrdl sclvcr cau dlso ill)0m B ulobllc dcvlcc ill ILcclvc
information associated with a "bmadcast only" device, such
as in the museum example discussed previously. 1)us Is
important. as such broadcast devices can enable B vast set of
new applications built upon the infrastructure developed in
tins application, beyond llm museum application. Some of
thcsc dppllcallous univ ulvolvc Bu ckecti'Oulc couuuclcc
aspect. Ibr cxamplc.

I ilectronic ('ommerce Applications
liconlmerce benveen a fixed broadcast device and a

mobile device
Football Stadium Example s.
An embodiment oi' trimsaction model, enabled by thc

infrdslnicture dcscnbcd above can be im event such as a
concern or sportulg cvmll (panicularly when lt is an uldoor
venue where no (iPS is available) A nmnber of the broad-
cast only devices are placed through out the seating areas. Io
The devices are very short range, and only transmit inter-
mittently Bnd as a result may be battery porn:ered and to
renuiin active over a very long time period. Each device can
be placed ul a known location, ul a prcdicablc m amer

An attendee at thc cvcnl lrds lus or her dcvwe mlabled wilh ss
the identifier protocol and other embodiments descnbed
above 1 he device detects a broadcast device, and intenscts
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over lhc intcmcl m 1th ihe server via thc WWAN connection
(as already described above) I he server receives an indi-
cation of the broadcast device's identifier and the identifier
of the account associated with the device which detected the
broadcast device. The server retneves content associated
v ith the service provider*s account and provide that content
to thc apphcation on thc rcqucsiiug mobile dcvicc. The
content may indicate that lhc vcnuc has B product delivery
service. I'he user may then press an indication on their
device that they ivould like to see a menu or list of items for
sale from the merchant(s) in the venue 1 he apphcation on
the user's device would then allow them to see a menu. for
instance, and select items to purchase. The user then would
bc asked to coniirm the purChase. Thc server mould then
iudicalc lo Ihc merchant lllsi a user located near a specilic
bmadcast device has ordered sonlething In this case. it is
expected that a delivery fee could also be charged for the
einhanced service. 1'he server v ould facilitate the purchasing
of the goods or services from the merchant and payment
from customer's account, and pmvide confimlation to each.
Such confirmation cml include an electroruc receipt provided
to thc cUsloulcn for Uscl Upon Blrlvdl of lhc dchvcry pc'rsou
of the good or service 'I'he customer can then select an
indication on their device confirming receipt of the good or
service via the mobile device. thereby completing the trans-
fer of funds and the transition. Optionally. the delivery
person of the good or service may have an enabled mobile
device as mell. In Ibis case lhc identiiiers may bc detected by
thc customer's dcvicc and reported lo thc scrvcr to coniinn
that the provider*s delivery person mas present llurther, the
delivery person's device can be able to detect the broadcast
device's identifier and reported to the server confirming the
delivery person was in the correct area independently. Even
further proximity confirmation may be aclfieved by the
customer's dcvicc's transnnucd idmltiiier being dciccled by
the dchvcry person's device and reported lo Ihe central
set vcl fUrlhcl couilnuulg Ihc phy'su Bl proxuuily'1 lhc
parties involved in the transaction Upon arrival of the
delivery person. the customer may be notified that the
delivery person is looking for them. and has arrived. These
cross confimlations can allow for the central server evidence
to )ustify paymenls both ul completed trausacnons and in
disputed or failed umlsactions. Further, thc dchvcry person
ul Iy'ccclvc B plclUrc of(bc ILVIUcslliig I Ustouu I ilsslslulg lo
identify the customer to whom the food is to be delivered
Once the customer is found, the delivery person can confirm
the delivery of the good or service to the customer via the
user ulput on their mobile device„and that confirmation
being rcporlcd to Ihe cmludl server. Thc customer can llsve
the option to rcport conlinnalion or denial of lhc rcccpnon
of lhc product or seri ice ds well, as In the last example.

In another embodiment, the nlerchant device may be
fixed, but have an internet connection (wireless or other-
wise). Further, in some embodiments. the merchant may be
an automated device such as a vendin machine. In such a
model, a customer may use thmr enabled cell phone to
pUrchasc Bu i(cul sUc11 Bs d bcvcragc front lhc ulachiuc
wilhoul thc nccd to ulsert currency ulto thc machine. 11us
can be accoinplished by the customer's cell phone detecting,
the vending machine transnlission of the identifier or visa-
versa. Follov,in the detection of either the customer*s
identifier by the vending machine, or the customer detectin
the vending machule ldentiiier, the rcspccnvc device not ilies
lhc scrvcr, milch lu LUnl plovuh s uotllli dtlou (Bssilnuug lhc
dccouut scuhlgs allow for uollilcdllou) to lhc po leans l

customer via their device Assumillg the customer selects to
purchase an item front the vending machine using their
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account associated with their device. Ihc mistomcr may bc
presented a menu Bs in the example above. The customer
may further bc presented ullormauon lo ensure Ihe idcnlily
ol thc 1 cudlug IIIBchuum sUcll ds d ik:scllptlon of lhc
nlachine, a machine identitication number, or a (most likelyi
a picture of the machine where it is located 'I he customer
can then confirm this is the machine they are interfacing
ivith, and select to pay via their account. The customer may
in one model select the item to dispense by inpnt to their
phone. or they may simply sclcct lo provule paymcn! Io thc Ilt

machine allowing them to make thc selection manually as is
the tjqucal mode of operatiim today. I'he vending machine
c;ul Ihcll llltct lct ivrth thc scrvcl'ia Its owil hllcl'Ilct con-
nection. and participate in the transaction in a manner
similar to the mode described above allowiiig for step by
step confimtation Bs previously described.

Elccuoiuc Opuuon Pollulg, Tied lo d Known Location.
In a much sunplcr example, such a capablhly nughl be

used to tie a survey to a I oov:u location in such a way as to
pmvide an e-coupon to the survey taker on their device in lo
return for completion of the survey. Alternatively. Ibis type
of interaction can enable a very large crowd to interact v. ith
a Junlbo-Tron like display to provide input to polls or to
parucipdic in group activities. Users al ditli:rent locations in
d audimlcc may I'onn toms and interact w lib other Ic uns for
gn1Up activities

Other Prcli:rrcd Embudnnenls

Applications nlnning on a device may also interact v ith io
the server to perforni various functions. for example retnev-
ing intbrmation associated with an entity or device, by
utilizing a detected identifier. Such information may include
stored content associated with the entity's account record
such as music, pictures. Iulks to social networkm sites, ls
insianl mcssaging addresses, advertising content, Imd even
cxcculablc scnpts or application such as ui AJAX. An
example 0 f such an application may include the detection of
a device's identifier in a fixed location allowing for tour
guide like information to be provided for tlmt location. So

As the server may be nuining applications which perfomt
morc function than just thc retrieval ofconienl, a pre-detined
inleracuon process may also bc applied by the server tu thc
dcviccs such Bs allowing the appmval 10 sharc private
content with the entity associated with the detected device.
'I'his process niay eventually el lov: or disallow the sharing of
information and to facilitate the intemsctin with another
Clltity,

As a morc complex example, in other cmbodimcnls. the
devices may utilize thc scrvcr as a llurd party lo provide for 0

new capabilities such as a secure llucc way c-conunercc
transaction between two entities In this more complex
pmcess. the server may require coofirination of each party'
identity with visual cross verification of the parties using
pictures or other unique identifiers. The server may use tlus 11

1 isual cross vcnlicution ul conjunction with dctecling lhal
the uldlviduals are ui proxunlly with ouch other. The server
may 1 crify Ihc proximily using OPS or using Ihc peer lo pour
detection process in another enibodiment. I'ulther, the server
may facilitate a process Iequiring each palsy to perfornl a io
step by step confirmation durin the transaction including
the stages of: the request for purchase, the payment. the
rcmcipl Ol goods and services, Bud Ihe provlduig of payment
Iccclpn

llus difibrs from the approaches employed by pmor art ss
location mvare mobile social neuvorking techniques in that
no (iPS is needed to determine when one device is in

proxllllllv 10 dnolhcr. Minty'lick'ss dcvlci's ul Usc dlc uol
(ipg-capable, and even ivhen they are. (ipg will often not
opemste indoors or ivhere Ihe (ipg signal is weak Using a
peer to peer detection proce~s to locate nearby devices
allows for the operation of proximity detection indoors.

Preferred embodiments can also differ from known peer
to pccr basixl social nonworking in that thc informauon fiow
bclwimn Ihe dcviccs running the appliculions arc over Ihc
wide area network via a central server, mother than carried
over the peer to peer network itself An exanlple of this is a
service called lilobbi, as discussed previously, where com-
munity members can identify each other via Bluetooth
transmissions, then interact with chat. The messaging in this
case is carried over Bluelooth itself. A distulcuon I'rom such
pccr 10 pccl dpplollchcs Is lite usc of B cculrBI scrvcr 10

"broker" the transactions between peers, enhancing the
ability to inanage security and information disclosure Such
use allows tbr the opportunity to custoniize dehvered con-
tent to include elements such as odvertisin or other content
customized to the recipient based on additional information
slick Bs kuowll pclsolull purchaslug hlstorv, or llllclcsls.

A further distinction of Ihc prcfi:rrcd embodiment ls Ihc
use of a central server to deteunine identities of detected
peer devices, ivhich additionally allows for secure and fmsud

resistant application of policies for the disclosure of intbr-
matlon and content. An issue with the existing pure peer to
peer approaches is that they are not capable of enforcing
policy associated with Ihc disclosure of information 10

unknown culltlcs ul il secure iuul fraUd rcslstBlll ltlallol; Otic
reason for this is that infounation related to a user's device
must be disclosed in the pmcess of detection in the form of
a static identifier By the nanire of the identifier, it must be
static or peers would not be able to directly determine the
identity of a friend over time with the information stored on
their device. By usmg a cenudl scrvcr, Ihc system may
coordinate thc change ol lhe idenlitiers Irom lime lo time
such that the disclosure of an idcntilier by Onc device Io
another does not compromise the identity of the device In
tlus case the identifier nlay be assi~ed fmm a central server
and such server coordinate the identifier's change from time
to thuc.

Rclrdncc On a central server also allows Ihc simurc and
frmid resistant applicauon of disclosure policy. Such policy
might include Ihe vcnticalion of Ihc idmllity of the pany 10

v hich information (identity and presence for instance) or
content (pictures of the account ownerj is to be provided
Such verification is performed in an anonymous way such
that in the process of verifying information associated with
each party. Bo personal inionnalion is disclosed between Ihc
parties pilot 10 sBtlsfaclloll of soluc pl'c-sct pohcv BUch tis
inclusion on a friend hst or belonging to a specitic group or
organization Another important policy required for such
services would be the deteunination of any past negative
feed back ratings by other past peers for behavior for the
particular user to ivhich the information ls to be provided.
An indivulual with significant poor ratulgs havuig dctcctod
a pccr, may bc denied access to personul ullbnuauon or cvcn
IIOIIIICdlloli Of Blrlvdl Of IIIC dCICCtcil peer bBScil On lhC
server policy setting by the detected peer or the server in
general

A further distinction is to enable electronic payments for
individuals who are in close proximity to each other. The
cclllral scrvcr call Bcl as d thud Irllslixl pdl1v to llclp Iaclhitilc
the electronic transaction bctw con thc individuals Simondly,
lhc st lvcl allows lol d colts culcum clcclronu:dllv sccluc,
personally secure and anonymous method for each of the
individuals to specify the party with which they wish to
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20
mlgdge in a transaction. Tlurdly, participants m a lrmlsaclion
can cross validate the identities of the individuals engc ed in
thc uansaction. Finally, because tlus method is proxunity
based it v ill also work indoors or in other situations where
OPS location information is nol available.

Feature Summary of Pret'orred Embodimmlts

1. In a first embodiment:
One device is transmitting a wireless identitier using a

ivireless protocol capable of peer to peer conununico-
11011.

The wireless identifier being associated with o specihc
account on a scrvcr conncctcd lo thc ullemet,

I
A second device receiving the wireless identitier
lilt: St:Ci111tl ilCVICI: I apablC Of Ct11nlllillliCalill With thC

server over an mternet connection;
The second device requesting information from the ser-

vice associated with the first identifier
The second device having a second identifier associated

0 ilh o second account on Ihc server: mid/or
The server providing dlfierent amountc of infomlation

rcloltxl lo the first account basixi on lhc parmuclcrs assom-
ated with one or both of the first and second accounts

The identifiers associated with the accounts bein updated
such tlmt the identitiers wnuid no longer be recognized as
being associated with spccdic occounls v;iihoul pasl or
currmll ulleracuon with thc server:

Usina one nr niore of ('ellular network timing infonna- io
tion, and information form the centmol server to coordinate
the broadcast and search times amongst the devices fto
reduce poii er and resource consumption): and/or

Data necessary to engage m an E-conunerce transaction
may bc exchangtxl as well such as Ihe ideality venlicalion ic
such ds via a picture nnd/or muuial idenlilicr dcteclion.

2. In a second cmboduncnt,
A device is capable of operating two wireless protocols

simultaneously. utilizing a first wireless pnitocol in the
device to detect the proximity ofanother Vvireless device and do

using the second wireless protocol to conununicale v ith a
It:luolc scrvcr, wilt:rt:

One or morc of thc dcviccs are mobile devices.
Whcrc lhc first wireless protocol is a local, or personal

area network wireless protocol such as S02.11, Bluetooth,
UVIII or other local connectivity protocol:

Where the hrst wireless capability uced for deteclin the
presence of another device. or adverticing the presence or a
tlcvielm

Utilizing a wireless wide area dais luik from onc or more o

ol Iht: wirclcss ilt:vict:s 10, oplioilallv.
('onnect to a centmcl server:
Ferfiirm user mithorizatiim functions;
Perfoml download of information associated with account

identifiers utilizing the short range wireless capability: Ss

Request forwarding of messages/packets 10 Ihc other
dCtit t: dCI:Oolll,

Utilizing the massaging with o mobile proxirmty based
social networking capability: and optionally,

'flic ntessagntg being perftirmed via the VIV/AN: and/or io
The server providin a centrally ascigned user identity,

with relationship brokerin or identification capability
3. In mlotlu:r cmbodimcnt,
A central servulg capabihty is provided to mobile devices

uulizulg a wireless WAN conntmtion to provide and sc

exchmige information between one or more application on
one or mnre wireless devices and the central server v here

thc information passctl to the central scrvcr is collected by
one lvireless device from another wireless device via a
separate local wirclcss reception lrom Ihe other wireless
device;

lhc scpamtc local wireless rccepuou from llm scmond
wireless device contains infnnnation directly assigned by,
derived from. or intown to the central server assnclated with
the identity of the second v ireless device;

this identity is related to certain infounation and prefer-
ences of an account holder associated with an apphcalion
operating on the second wireless device:

lhc application is opcralulg on both wireless dcviccs:
the application npemoling on the first device also pmvides

ils ovvn identifying infonndiion lo the cmilral scrvcr as well
as detected identifiers fmm devices with applications on
them:

I'he central server contains account inforniation regis-
tered to the applications running on each wireless device;

Thc prcfcrcnces associated with thc uccounl information
also contain policies related to the disclosure of one
account's stored ulfomuinon lo other accounts and hence lo
their application nn their devices:

Thcsc pohcics ulcludulg a classdicutiou of other accounts
each classificatinn bavin difierent policies some of these
policms bculg onc of:

no nnt allow nntificalion of my presence
allo~ notification of my presence
disclose my name,'do not disclnse my nanie
disclose age/do not disclose a e
disclose personal details.
Where an application ninning on each device can option-

dlly'Cllollll poilll Ol Salt: lrdllsitiollS Coorthlldltxl Vill dlC

central server, nver the WV1'AN. utihzing user mput on each
device as conlirmauon ol'successive stops in thc Iransiuon.

I urther, where at least one of the confirnlatitm steps
additionally involves displaying an identifymg picture
related to one of the devices, nn the other device,

Additionally the server performing an authorization for
the lransition lo a Ihird party:

Or, optionally. a device is intemocting with o point of sale
device to associate ml ilcmizcd list of items with a dctectcd
st:colltl tlcvicc:

'I'he service perftirmina a continnation with the applica-
tion on the second device requirin user input that the hill of
goods list is correct: and/or

The server storin the infi&rnlotion related to the second
ilcviccs ilclccletl accoulll itlclility'lltl illvt:lllory ill a IIBIB-

base for later usc
4 In still other cmbodimcnts. a device has a wireless

capability with nn Vi'Vi'AN capability, but only with the
ability to brnadcast a unique identifier. and

A central server stores havmg the broadcast device's
details,

Aud when thc lirsl device provides these dctml lo thc
server, authonzcd and current ulfomlntiou about thc broad-
cast device arc provided to thc Iirst wireless device,

Where this infnrmation optionally includes advertising,
inforniation or intiirmation related to "e-coupons" ftir spe-
cial offers for products or services, and/or

Where the content of the e-coupons mi ht be customized
based on thc idmilily of ihe rtxNcsting device or account
holder,

Wlmre the content is further customizcxt based on other
informatinn known by the server related to the user's
account, nr
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Whcrc the other ullhmlauon is rcldtcd to lhc user's past
purchasing practices or previous requests; and/or

A mobile device, upon dctcctin a broadcast device and if
cruiblml to do so, will report tlml broadcast Id Io thc scrvcr
over a WWAN, and rctncvc thc current content from the
server associated with that device and

Display It to thc user on their device, or

Execute instnictions associated with the infomtation
retrieved from the server.

5 In still further embodiments, a good or service delivery
model utilizing the above described broadcast device. Is
placed in a kaolin location. and further

A mobile device is for detecting the fixed device's iden-
tifier via the WPAlvVWLAN; I

1'he mobile device reporting this identifier and passing an
identifier associated with itself, or the account associated
lvith the user utilizing the device:

'tile server determining that the detected broadcast device
is associated with the broadcast device with a known loca-
tion;

1'he server fiirther determining that the identifier is asso-
ciated with a service, and further associated lvith an account
or that service,

lllc server rctncvulg content associated with Ihc service
pmvider's account and providing that content to the
application on the mquesting inobile device;

Where llm1 content may bc a hst of items for sale, services
lu

for sale. a opinion pole, food menu. or other memi style
content lvhich allows for user selection of items, which can
be implemented in lava code. xml, simple text. or other for
example optionally including active code elements:

'tile apphcation on the mobile device displaying the 3(
content to the user display with the itemized list of goods,
services. or other selection items:

A user providing selection of one or more of the itenls,
and confirming they wish to purchase said items. and take
delivery at or near the location of the fixed broadcast device, do

'tile server facilitating the purchasing of the Boods or
services from the merchant's account and the customer'
account. and providin confirmation to each. Such confir-
mation including an electronic receipt provided to the cus-
tomer. Iilr user upon arnval of thc dclivcrcr of tlm good to
or scil icc;

The customer confirming receipt of the good or service
via the mobile device. thereby completing the transfer of
funds mid tlm transition, aixl/or

o
lllc ih:llvcrcr ol lhc good or sclvlcc ilpllollsllly''Ivlug II

mobile dcvicc and optionally:

such thai Idcntilicrs from tlmt device may bc dclectcsl by
the customers device and reported to the server to contirni
that the provider's delivery person ives present: s.

such that the broadcast devices identifier is detected by
the delivery person's niobile device and reported to the
server confimling the deliver person vvas in the correct Brea

such that the customer's device's transmitted identitier is sl,
detected by the deliivery persons device and reported to the
central scrvcr further conlirmulg Ihe physical proxinuly of
ihC ptirl B:s IBVOIVCd ltl lhC ltduSdC11011, aud/Ol

lite dclivcry person conlinuulg Ihe delivery of the ood
or service Io thc customer via thc user ulput on their mobile Ss

device. and that conhnnation beino reported to the central
server

6 In another cmbodmlenn a software program is arranged
to operate at the application layer on a mobile device, which
interfaces to a device driver interface

Using wi-fi 802 11 to perform a WI,AN local connection
protocol; or

Using Bluetooth to perform the WLAN local connection;
Where the device driver interface is an NDIS driver or the

like,
Using NEVDO, HSDPA. GPRS, EDGE or thc like Ihr d

wale arcaWWAN inlcrfdcc,
Thc apphcalion then prox iding the rcportcd Idenuliers Io

a server, which will make decisions regarding a users
interest in these detected identifiers. and pohcy regard
privacy other identifiers;

The decision process optionally based on priority of the
identifier. the class an identifier belongs to, a list the iden-
tilicr is, or is not includixt on,

Based on Ihc result of Ihc action function.
Sending at least one dcu:cled idcnlilicr to llm network,

pol nil i ally with add in one I information Irom the Iw lion ltmc-
tion, and retrieving infornlation back fmm the server related
to that identifiers'ccount information stored on that server;

'I'he server then receiving a request from a device*s
application. v, ith a detected identifier

The server examining both the requesting and the
requested identifier*s identity and malun B policy decision
rcgardiug Ihc release of thc requested Identilicrs illfonua lion
related lo their accounL

Thc scrvcr ul some cases provnling a continuously or
periodically cllanging account or device identifier to a
specific application on a device to enhance the privacy of the
identity of that device:

The changing of the identitier may be efi'ected by a rule
based eneration local to the application. or may be down-
loadcd from Ihc scrvcr directly, and/or

Thc update ol'he idenulicr being synchronized to such
that 11 is coordinated with predetcnnuled scdnnulg and
bmadcasting periods allowing for a known update boundary;

7 ln still another embodiment, a nlethod uses the mobile
device's tiine of day derived from the network or other
reference for

synchronizing a PAN/WLAN discovery and advertise-
meul times lo save baucry lifo:

doing lhc Baltic lu d sy'llchrolllzixl vvay'luloug Iuiillipli:
dcviccs;

while coordinatin the timing information utilizing the
WWAN and a central server available conunonly to the
devices. such as by

Synduonizing Identifier udnsmissiou timing to save
power from WWAN nenvork parameters obtained for the
server;

Coordinating any identifier updates to tlus same timing
solircc, BluVor

Using a pool of identifiers available to the central server
to assign identifiers to devices changing the identifiers at
some time interval derived for the cotmnon time reference

8 In another embodunmlt,
A central server uses an identity manager to Bssig/I

identifiers to devices using a WWAN celluhsr data link,
and wherein

idmltilicm Brc occdslouiillv ch'Iugcd

identifiers are assigned front a pool of identifiers available
to the servers:
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ulcnulicrs are used as 48 bit mcxfrd access control (MAC)

addresses of the short mange w:ireless network adapter
identifiers are optionally used as
mi SSID in a 113SS in IEJII ii802.11 network beacons
a BSSID of the IEEE802.11 network adapter:
in a IEEE802.15.1 Inquiry Response Message as the

BD ADDR
a dei icc name &n a Bluctooth name response packet; or
listed in a services list as provided in a I,MP features req

nlessage or I,MP features req ext inessage filr a 131uetooth io

device
While this invention Ims been particularly shown and

described with references to example embodiments thereof,
ii will bc understood by Ihosc skilled in Ihc ari thai venous
clrdnges in lonn and dc&alla may bc made therein wiilx&ui
departin from the scope of the invention encompassed by
the appended claims

'Ilie invention claimed is:
1. A metlmd comprising:
receivin „at a wireless device, via a short range wireless Io

protocol. a first plurahty of beacon trmismissions, each
beacon Iransm&salon compnsing tluec lields (a) a M4C
addres~, (b) a unique identifier. wherein the unique
identitier of each respective beacon transmission does
not directly identify a location of a beacon transmitter,
and (c) a beacon service identifier, wherein the beacon
service identifier of each respective beacon tronsmis-
S&011 &doll&if&CS illa& tl&C iilllipic nlc'llllf&CI IS &CJCV&ill& io
stored information associated with a wireless beacon
Be&a ice. wherein the stored infbnliation is not othe&Boise io
scca~sible to the wireless device utilizing the short
ran e wireless protocol:

receivin „at the wireless device via a second wireless
protocol. the stored information fbom one or more
servers, thc stored &nlonnat&on rclaimg 10 a part&euler ls
miiity or oblcct assoclatixl w&ih d lira& uiuque idcntilicr,
dnd wherein tlm second wirelcss protocol is difii:rent
from the short mange wireless protocol:

cmising selection of one or more of the unique identihers
front the first plurality of beacon transmissions. by do

filtering the beacon transmissions which include a
particular beacon serv&cc ulenutier uid&cating &lait a
pB&aiculal rix'.Clvcd bi Bool& Irallsllllssioll Is Bssiiciau:il
with a particular w&relcss beacon service. mid

taking first further action relating to the stored informa-
tion. if the hrst unique identifier is present among the
selected one or more unique identifiers.

2. The method of claim 1, wherein the receiving, ot the
wllelcss ih'&ice. via a sllolt I'tillgc wllclcss plotocol, of flic
lirst plurality ol'beacon trdnsnuss&ons occurs ul a lira& time o

pCrlod, dlld
ivherein the method further comprises, during a second

tinle period
receiving. at the wireless device. via a short range

wireless protocol. a second plurality of beacon tmns- ss
missions, each of thc second plural&iy of beacon
uansnussions compnmng tluee fields (a) a MAC
odilrcss, (b) B 1111&qUc ldclliiflcn wllclclll lllc iilllqUc
identifier of each respective beacon transnlission
does not directly identify a klcation of a beacon io
transmitter„ond (c) a beacon service identifier,
wherein the beacon service identifier of each respec-
live beacon transnnsmon &dani&lies llmi ihe unique
ident&lier is rclcvant to stored information associated
&s&th a &sirclcss beacon service, wherein ihe slurcd ss
information is not accessible to the wireless device
utilizing the short range wireless protocok

cdllS&llg SCJCC&1011 Of 0&IC Or I&IOIC Of flic UlllifUC'dC&lii-
fiers from the second plurality of beacon transmis-
sions, by filtering the beacon transmissions which
include the same particular beacon service identifier
indicating that the particuLar received beacon trans-
mission is associated with the same particular wire-
lcss beacon seri ice, and

taking sixond further action relet&ng to the storcxf
information, if a second unique identifier is present
among the one or more unique identifiers selected
from the second plurality of beacon transmissions,
wherein the first unique identifier and the second
unique identifier are both associated v ith the same
particular entity or oblcct. and whereul thc sixond
un&quc ulcnidicr is not equal io the lira& uiuquc
identifier. mid funher &vherein the received beacon
transmissions includin the first and second unique
identifiers are received from a sanie transmitting,
device.

3 The method of claim 2 wherein the MAC address
recclvcd 111 B bcacoll tltillslllission includlllg tile sccolld
uiuquc ulcntifier is diflcrcni from thc MAC address rcccivcxf
in a beacon transnlission including the first unique identifier,
but each such beacon tmnsmission includes the same par-
ticular beacon service identifier, and &vherein a plurality of
beacon transmissions including the particular service iden-
tifier and the first unique identifier are received in the tirst
till&C pe&iud, Slid llo bC&&Coll &Id&IS&11&ss&01&S 11&CJUdlllg tile Sa&IIC

particular scrv&ce &dcnidicr and thc second un&quc &dcntfiicr
are received in the first time period.

4 I'he method of clainl 3 wherein the second further
action is based upon a function currently being performed on
a device associated with the wireless beacon service.

5 The method of claim 4 ivherein the function is related
io

a current phone call,
music being played,
a video being played.
a multi-player game. or
a shored application.
6 The method of claim 2 &vherein the first or the second

fillillCI dC&loll IS ICJB&Cd io ICCCIVlllg tidVCrilslllg llllorllld&1011

for prcscntation to a user ol'he wirclcss device, based upon
thc first or the second unique idenulicr, or infonnat&on
derived from the first or second unique identifier.

7 Tile method of claim 2 wherein one or niore of the first
further action and the second hirther action includes receiv-
in content from a server based upon information derived
from cithcr thc first umquc ulmitilicr or thc second unique
ldC&1111&CI.

8 Thc method of clmm 2, &&herein thc lira& or sixond
further action includes sending a nlessage to another device
associated ivith an account related to the first and the second
unique identihers.

9 The method of claim 2 &vherein following the taking of
thc lirst or second I'urthcr action. a scrvcr associated w&ih an
account for a user of thc w&rcless dcv&cc pcrfomm a step of
Selldlllg Bll Cilia&1 11&cssogC iii till Clrlti&I address t&SSOCIB&IX!

v ith the account for the user, the email message relating to
the particular entity or object

10. The method of claim 2 wherein the second further
action includes preventing sending of the second unique
ldC&1111&CI Or lllforlllil&1011 ih:f&VCd fro&11 tl&C SCCOI&d iilllqi&C

ident&lier by the &I irclcss device io at least onc of thc onc or
more scrvcrs.

11. I'he method of claim I v herein the first further action
cmnprises detemiinin, based upon at least a portion of the
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stored ufihrmatiou, that at least one beacon transmitter is
associated with a predetermined location.

12. The method of claun 1 whereui Ihe ldkulg first further
action further mcludes causuig the ivireless device. to

SCIld Illc llrSI UillqiiC BICllllflcl ill llllomlatliill diYIVed
from the first unique identifier to at least one of the one
or more servers. and

receive the stored infilrniation in response.
13. The method of cLaim 1 wherein the stored infomtation

I i 1

is rixeivcd at thc w Irelcss device from at least One Of thc Oue
or more servers prior to the taking of the first further action.

14. The method of claun 2 wherem thc stored mfilmiation
is received at the wireless device froin at least one of the one
or morc scrvcrs poor to pcrfonning Onc or morc 01 the lirsl
and the second further action

15. The niethod of claim 1 further comprising;.
using the stored information to determine if the hrst

unique identifier is present among the first selected one
or more umque idcntilicrs. 20

16. The niethod of claim 2 v.herein all beacon transmitter
dCVICCS paittClpdllllg ill lllc ptiltlCidtil Witch:ss bixicoll SCI-

vice have the same particular beacon service identitier
17. 'I'he method of claim 2 ivherein the second further

action
colupl'1808'etermininv.

based upon at least a portion of the stored
information„ that the beacon

trdnsmiucr is associated with a predctenuuled locauon
18. The method ol'claim 2 whereui Ihe steps perfomied al

the wireless device are performed as a result of an applica- lo
tion progrmn executing on the wireless device.

19. 'I'he method of claim 2 wherein the second further
action is reLlted to either a product tied to a location or an
advertisement tied to a location.

20. Thc method of clmm 1 wherein the tirst I'unher imlion ls
includes dctemluiing au address or localion associated wilh
thc wirelcss device based al least In part upon lhc firsl unique
identifier being associated w:ith a pre-deternfined location,
and wherein the wireless device is located indoors where a
CIPS signal may not be available. do

21. The method of claim 2 wherein the second further
dcsion includes delcnnuuug an address or location assoc&-
dred with the wirelcss device based al leasl ui part upon thc
second umque idmitilicr being associated with a prc-deter-
mined location. wherein the wireless device is located
indoors where a (ip) Signal may not be available

22. The method of claim 2 wherein the second further
action includes allowing 0 user associated with the wireless
dcvtcc lii bc plovulcd Bccimsio till iiblccl 01 ilcvtcc Bssocl-
almi with Ihc wireless beacon scrvwc. 0

23. Thc method of claim 2 wherein thc taking almond
further action additionally comprises

controilisg further comniunications between the wireless
device and at least one device or server associated v.ith
an entity or object in proximity to the wireless device. s.

24. Thc nu:thod of claim 3 furtlmr composing.
ICCClvlllg, Ill l lie w Itch:ss ih:V ICC, llllllllg llotllica I ion

informa-

tionon for coordination ol acuve limes lor beacon
trmismissions

25. The method of claini 24 wherein the receiving. at the io
wireless device of the timing notification information is not
directly from the beacon transmitter.

26. Thc method of claim 2 further composing.
using Ihc stored uiformation lo delcnnine il Ihc second

iilllqiic ldCllllflCI IS plcsClll Bliliillg lhC Sch:CtCd 0110 Or ss
more of the unique identifiers from the second plurality
ot beacoli tran8ilii8sions

27. Thc method of clmm 1 win:rmn thc MAC address is
a randomly generated 48 bit nunlber matching a format of a
131uetooth 131) Al)DIL

28 Tile method of claim 3 wherein the short range
protocol is derived from Bluetooth.

29. The method of claim 1 wherein the first fiirther action
IS ICIBICxi lii ICCCivillg ddi Crt&lllg lllforlllatloil fol prCSE'illa-

tion to a user of the wireless dcvicc, based upon lhe first
unique identifier, or information derived from the tirst
unique identifier.

3II. 'I'he inethod of claim I ivherein the first further action
includes receiving content from a server based upon infor-
mation derived from the first unique identifier

31. Thc method ol'claim 1 w hcrcin following the taiung
of the lirsl further action, a server associated with mi accounl
for a user of the wireless device performs a step of sending,
an email message to an entail address associated with the
account for the user as a result of the hrst fiirther action

32. The method of claim 1 wherein the first fiirther action
comprises: determining tint at least one beacon transmitter
is associated with a prcdctcnnincd location.

33. Thc method of claim 2 wherein thc second further
action colllpilscs:

deternlining that the beacon transmitter is associated ivith
a predetemlined location

34. The method of cLlim 1 wherein the first father action
is related to either a product tied to a location or an
advcrliscment tied lo 0 locauon.

35. The method of claim 3 whereui the takuig almond
further action additionally conlprises

controlling further conlnnmications benveen the wireless
device and at least one device or server associated ivith
an entity or object in proximity to the wireless device.

36. The method of claim 1 huther comprising;
usuig lhe stored information lo dctcrmine if Ihe first

unique Idcnlilicr is present among thc sclcctcd one or
morc of thc unique idmllifiers from thc first pluraliiy of
beacon transmissions.

37. A mobile ivireless device comprising
one or more radios for providing reception and transmis-

sion for each of a Bluetooth v,ireless protocol and a
second wirclcss protocol;

one or morc processors. mid
otic 01 lllorc Illclllorv'lcvtcim coupled to thc otic or 111010

processors, the one or more memory devices storing a
set of instructions that v hen executed by the one or
more processors cause the one or more processors to
perform operations including:

rcccivuig fiom a beacon umlsmitter, using thc Bluctooth
wirclcss protocol, a lirsl plurality ol beacon trmlsnus-
sions dunng a lirst umc pcnod. each of thc beacon
transinissions including fa) a MA('ddress, (b) a

unique identifier. the unique identifier does not directly
identify a location of the beacon transmitter, and (c) a
beacon service identifier. wherein the beacon service
idcnulicr of each respective beacon Irdnsnussion iikn-
tifics that thc umquc identilier Is relevant lo storod
inlhrmation associated with a wireless beacon service.
wherein the stored intilrmation is not othenvise acces-
sible to the wireless device utilixing the 131uetooth
wireless protocol:

receiving from one or more servers. using the second
wirclcss pmlocol. stored information rclatixi to a entity
or object assoctatcxl with a lirst unique Idcntfiicr,

SCICCtlllg 011C OI 111010 ulltqilC 14Cllllflcrs holll lllc flrSI

plunliity of beacon transmissions, by filtenng the bea-
con transmissions ivhich include a particular beacon
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scrvlcc ldcnfificr uullcalulg thai B paltu:Ulal 0:cclvi'.d
beacon transmission Is associated with the particular
w lrclcss bcii con sclvlcc,

taking first further action relating to the stored informa-
tion. If Ihc first uruquc identifier is prcscnl unong thc
selected one or nlore unique identifiers;

receivin „by the wireless device, using Ihe Biuetooth
wireless pmtocol. during a second time period, a sie-
ond plumshty of beacon transmissions, each of the

I I I

second plurahty of beacon tmnsnusslons comprising
tluee fields (a) a MAC addres~. (b) a unique identifier,
w hcrcln thc unique Ident ilier ol'each rcspcctn e beacon
transmission does not directly identify a location of a
beacon transnnucr, and (c) Ihc beacon service ulenu-
fier, Ivherein the beacon service identifier of each
respective beacon tmsnsmission identifies that the
unique identifier is relevant to stored infilnnation asso-
ciated with a wireless beacon service, wherein the
siored ullbnuauou ls nol accessible Io Ihc wlrclcss
device utilizing the Bluetooth wireless protocol:

selecting onc or more ol'hc unique idcnlifiers lbom the
second plurality of beacon transmissions, by filtering
thc bcaciul 11Bnsmlssions which ulclUdc Ihc wane plu-
ticular beacon service Identifier indicating that a par-
uculdr received beacon transmission ls associated wllh
Ihe same particular wireless beacon service;

taking second further action relating to the stored infor-
mation. if a second unique identifier is present amoag
the one or more unique identifiers selected from the ul

scconi! plUrahlv ol bLIIcon ndnsnllssions, uhcrchi thc
second unique identifier is associated lvith the same
minty or obtect, and whcrcul ihc second umque Iden-
tifie Is not equal to the first unique identifier. and
further wherein thc riwmvexl beacon Iransmisslons
inciudin the first and second unique identifiers are
received from a same transmitting device: and

wherein the MA(: address received in a beacon transnus-
sion including the second unique identifier is difi'erent dc
from the MAC address rccelvcd in a bwicon transmis-
sion including the first unique identifier, but each such
beacon transmission Includes thc same particular bea-
con service Idcntllicr.

38. 'I'he mobile wireless device of cLsim 37 Ivherein the
operations further conlprise

using the stored information to detemline if the second
unique identifier is present among the selected one or
Biol 0 of Ihc unique ah:nllliL'rs Ironl Ihc BLcond plilrdhly
of beacon transmlsslons. 0

39. Thc mobile wireless device ol'claim 37 whcrem each
MA('ddress or a respective beacon transmission is a
randomly enerated 48 bit number matching a format of a
Bluetooth BD ADDR.

40. The nlobile wireless device of claim 37 wherein the ss
second further Bcnon ls bdscd UpLUI B Iiulcnon ciurcntlv
being pcrfbnncd on a device associated with the wlrclcss
beacon sets ice

41. 'I'he mobile wireless device of cLsim 40 Ivherein the
function is related to sc

B cUIrcnt phLutc caiL
nuisic being played.
d vulco bculg pliivcil,
a multi-player game, or
d Shin ixl Bpphi BIIOIL Ss

41L 'I he mobile wireless device of claim 37 v herein one
or more of the first further action and the second further

action includes rcceivulg con(cut from a server based upon
information derived from either the first unique identifier or
the siwond unique iden(ilier.

43 I he mobile Ivireless device of claim 37. wherein the
first or second further acnon Includes sending a massa c or
causing a server to send a message to another device
associated with an account related to the first and the second
unique identifiers

44. The mobile ivireless device of claim 37 wherein the
second further action mcludes prcvmltlng sending ol'hc
second unique identifier or infilnnation derived fbom the
second unique Blcnlifier by thc mobdc wirclcss device io at
least one of the one or more sellers

45. Thc mobile v,lrclcss des ice ol'laim 37 whcrcin al
least one of the first further action or the second further
action comprises: detenninin that at least one beacon
transmitter is associated Ivith a predetermined location

46. The mobile wireless device of claim 37 wherein the
operations lurlhcr compnsc.

usulg the stored infomlation to determine if the first
unique ulenuficr ls present among thc first sclcctcxi one
or nlore unique identifiers.

47. 111e mobile wireless device of clainl 37 wherein one
of the first further action mid second further action addition-
ally includes

detemlinin an address or location associated with the
wlrclcss device based dl least ln part upon thc Iirsi or
second unique identifier or Information derived I'rom
the first or second unique identifier being associated
with a pre-determined location, and wherein the mobile
wireless device may be located indoors where a (iPB
signai may not be available.

48. The mobile wireless device of claim 37 wherein the
second fiirlhcr scion ulcludcs allowing a user associated
with thc mobile wireless dcvwe to bc provided access Io an
obtect or device associated with thc wlrelcss beacon service.

49. 1'he mobile Ivireless device of claim 37 wherein the
first or second further action additionally comprises

controlling further communications betv een the mobile
v ireless device and at least one device or server
associated with an mltiiy or obtect ln proxlmlly to thc
wlrclcss device based upon information dcnved I'rom

thc Iirst or siwond umquc idenufier.
50 A coinputer progranl product for InstalLstion in a

non-volatile Inemory in a wireless device, the computer
program product comprising computer program instructions
that. Vvhen read front the non-volatile memory, and then
executed by onc or morc processors ln the wlrelcss device,
cmise Ihc wirelcss dcvicc lo.

process a Iirsl plurahty of beacon Iransmisslons, rccctvcxf
at the wireless device via a Biuetooth wireless pnltocol,
each beacon transmission compnsing three fields (a) a
MAC address. (b) a unique identifier. wherein the
unique identifier of each respective beacon transmis-
sion does not dirccily Identify a locanon of a beacon
transmitter, and (c) a beacon service ldcutllicr. wherein
thc beacon scrvicc iden(ilier ol'ach respective beacon
transmission identities that the unique identifier is
relevmlt to stored infomlation associated with a wire-
less beacon service, wherein the stored Information is
not otherwise accessible to the wireless device utilizin
thc Bluctoolh wirclcss protocol,
process stored infonndiion transfi:rrcd I'rom onc or

morc scrscrs to thc wlrelcss device via a siwond
wireless protocol, Ivherein the stored information
relates to an entity or obtect associated with a first
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Unique Uh:ntlficr, and whL'rchl thc sLcond wuclcss
protocol &s difi'erent from the Bluetooth wireless
protocol,

select one or nlore of the unique identitiers front the
lira& plurahty of beacon transnuss&ons, by filtenng
the beacon transnussions which include a part&euler
beacon service identifier indicating that a particuLar
received beacon transmission is associated w&th a
particular wireless beacon service: and

I I Ipcrfonn a first further Schon. Ihe firsl lurther (muon
relating to the stored infomlation, if the first unique
identifier &s prcsn&t among Ihe selcctcd onc or morc
unique &dentifiers

51. Thc computer program product of clmm 50 where&n
the computer program instructions. when executed by the
one or more processors in the wireless device. cause the
wireless device to

during a first time penod;
proc(:ss thc lirst plurality of beacon (ransm&ssions in thc Io

first time period. and
during a second tune penod.

pmcess a second plurahty of beacon transmissions,
rcccivixl at thc w&lcfcss ih:vlcc'ia Ihc Bliu:IL&(uh

lvireless protocol. each beacon transmission con&-

prising tlucc fields (ai a MAC address, (bi a unique
identifier, wherein the unique identitier of each
respective beacon transmission does not directly
identify a location of a beacon transmitter, and (ci a

&Obeacon service identifier. wherein the beacon serv&ce

identifier ol'ach respect&ve beacon transmission
identifies that the unique identifier is relevant to
stored u&lhnuauon assoc&a&ed w &th a wireless beacon
service. wherein the stored information i ~ not other-
wise access&blc to thc w&relcss device utilixin thc
l3luetooth w&reless protocol:

select one or more of the unique identifiers from the
second plurality of beacon transmissiicos, by tiltering
the beacon tmnsmlssions which include the same sc
parlicular beacon service &dnltdicr uldmatulg &liat

the particular received beacon transmission is asso-
ciated w &th thc same parucular wirelcss beacon scr-
vlcc, and

perform a second fi&rther action relating to the stored
information, if a second unique identifier is present
among the one or more unique identifiers selected
from the second plurality of beacon transmissions,
wherein thc first un&quc identifier and thc almond
unique &dcnhficr arc both associaln! with Ihc same o

particular entity or oblect, mid wherein Ihc second
unique identifier &s not equal to the first un&que
identifier, and further wherein the received beacon
transmissions &ncludin the first and second un&que
identifiers are received from a same trmlsmitting &1

dev&cc.
52. Thc computer program product of clmm 51 whcrc&n

the fvLS,C address race&ved u& a beacon Irmlsnusslon ulclud-
ing the second unique identifier is different fmm the MA(:
address received in a beacon tnansmission including the hrst (c
unique identifier, but each such beacon transmission
includes the same pa&ticuhar beacon service identifier. and
whcrcul a plural&ty of beacon Iransm&ss&ons ulcluding the
particular beacon scrv&cc alcnhlicr and Ihc first unique
idcntificr are race&ved in thc first hmc penod, and no beacon ss
tnansmissions including the seine service identitier and the
second unique ident&fier are received in the first time period.

53. Thc computer progrtun product ol'ia&m 52 wherein
the second further action is based upon a function currently
be&ng performed on a device assoc&ated with the wireless
beacon service

54. The computer program product ol'ia&m 53 wherein
the function is related to a current phone call,

annie being played.
a video bein plaved
a multi-player game. or

a shared application.

55. The computer program product of claim 51 wherein
the lira& or Ihc second further action n adihhonally rclatcd Io
race&ving advcrtisulg information for prcsentauon Io a user
of thc wirelcss device, based upon thc first or thc almond
unique identifiers, or based upon information derived from
the first or second lulique identitier

56. Thc computer progrtun product ol'ia&m 50 wherein
the hrst further action is additionally related to receiving
advertising information for presentat&on to a user of the
v ireless del ice. based upon the unique identifier. or based
upon information derived from the first unique identifier.

57. The coinputer program product of cia&m 51 lvherein
one or more of the first fiirther action and the second further
act&on additionally includes causin the v ireless device to
rece&ve content fnlm a server based upon infomlation
dcnvcd from cithcr thc lira& unique &dent&lier or thc almond
uluquc &dcnhlicr.

50. The computer program product of claim 52 wherein
the lira& liirther act&on additionally &ncludcs causing Ihe
w&rclcss dcvicc Io rimcn e content from a server based upon
i&lorn&ation dcrlvcd front lhc fust UnlqUO Ulcnnf&cr.

59. The computer progmm product of claim 51, wherein
thc lira& or second lurthcr action add&t&onally ulcludcs caus-
ing the wirelcss device to send a nu:ssagc Io (mother device
associated ivith an account related to the first or the second
unique identifiers, or information derived fmm the first or
the second unique identifiers.

60. The computer progrmn product of clainl 51, lvherein
the computer program instructions, when executed by the
one or more processors in the v ireless device. further cause
the wireless device to:

after the first or second further action

send u&fomlat&on to a server assoc&atcxf with an account
for a user of Ihe w &rclcss dei icc, to nlablc Ihe scrvcr Io
send a message to an email address associated with the
account for the user

61. Thc computer progrmn product of clmm 50, wherein
the hrst further action additionally includes causing the
v ireless device to send information to a server associated
v ith an account for a user of the wireless device. and
enabling the server to send a message to an email address
associated with the account for the user as a result of the first
fiirthcr act&on.

62. The computer program product of cia&m 51 wherein
the second further action additionally includes causing the
wirelcss device Io prevent send&ng thc second uluquc iden-
t&i let ol a&lcm&at&on dcnvcil friun lhc second tuuqUO Klc'n-

tifier by the wireless device Io at least one of the one or more
servers.

63. The computer program product ol'ia&m 50 wherein
the lira& liirther act&on additionally &ncludcs causing Ihe
wireless device to detemline that at least one beacon trans-
nutter is associated with a predetermined location
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64. Thc computer program product of clmm 50 whcrc&n
the first further act&on additionally includes causing the
wireless device to:

send the first unique identifier or inti&nnation demed
from the hrst unique identifier to at least one of the one
or more servers. and

subsequently race&ve the stored ufiomiat&on in response
&herc&0

65. 'I'he computer pmgram product of claim 50 v herein
the con&puler progra&n instructions. when executed bv the Io

one or more pmcessors in the wireless device, h&rther cause
the wireless device to

receive stored infonnat&on at the wireless device from at
least onc ol thc one or morc scrvcrs pnor 10 perfbnning
thc firsl fiirlhcr Bct&on. I

66. 'I'he computer pmgram product of clai&n 51 wherein
the computer program instructions. when executed by the
one or n&ore pmcessors in the wireless device. h&rther cause
the wireless device to:

receive stored Information at the wireless device from at lo
least onc ol lhc Onc 01 nlolc sc&vers poor Io pc&fonuhlg
onc or morc of thc lira& and thc second I'unher action.

67. 'I'he computer pmgrarn product of claim 50 v herein
the con&puler progrmn instructions. when executed bv the
one or more pmcessors in the wireless device, h&rther cause
the wireless device to:

use the stored infonnat&on to determine if the first un&que
idcnlilicr &s prcscnt among lhc lira& selected one or
nxuc UniqUc ldcnulicrs

68. 'I'he computer pmgram product of clai&n 51 wherein &o

all beacon transnutter devices participating in the part&cular
wireless beacon serv&ce have the same particular beacon
service identifier.

69. The computer pro ram product of claim 51 wherein
thc second further action add&tionally uicludes caus&ng the &s

wireless dcvicc to dctermu&c, be&cd upon at liaisl a ponion
ol'he stored uitbnuaUOU, that thc beacon Iransnutlcr &s

associated &vith a predetermined location
70. 'I'he computer pmgram product of claim 50 v herein

the first further action additionally includes causing the so
&tireless device to dispLay a current location. based at least
in part upon a predetcrnuned location assoc&atwl with thc
fust &UIlqUC nh:ntificn 01 bBB&x! til least u& pB&l Upon hifor-
mauon dcnvcd from thc first unique nlennticr.

71. 'I'he computer pmgram product of claim 51 wherein
the second further action additionally includes causing the
wireless device to display a current location on the wireless
device. based at least in part upon a predetermined location
associated with tlm second unique idemilier, or based at least
in part upon informat&on dcrivcd from thc scmond unique 0

idcntilicr.
7Z. 'I'he computer pmgrarn product of claim 51 v herein

the second further act&on is additionally related to either a
product tied to a location or to an advertisement tied to a
location. &s

'73. Thc computer program product of clmm 50 whcrc&n
the lira& further acuon additionally includes causui thc
wireless dcvicc Io detcnn&ne an address or locanon assom-

sled &vilh thc w&rclcss dcv&cc bas&xt at least ui part upon thc
first unique identifier being associated w ith a pre-determined
location, when thc v,&rcless dc&ice is located indoors where
a (IPS signal may not be available.

74. Thc computer progrtun product ol'ia&m 51 wherein
the second further action additionally includes causing the
v ireless device to determine an address or location associ-
ated with the v, ireless device based at least in part upon the
second unique identifier being associated w&th a pre-deter-
nuncd locat&on. Chen thc wireless device is located indoors
v here a (IPS signal may not be available.

75. Thc computer progrtun product ol'ia&m 51 wherein
the second further action additionally includes causing the
wireless device to allow a user associated w&th the wireless
device to access to an object or device associated with the
wirelcss beacon scrvicc.

76. Thc computer progrtun product ol'ia&m 51 wherein
thc second lurlher action addit&onally includes causin thc
v ireless device to control fiuther communications between
the w&reless device and at least one other device or server
associated with an entity or object in proximity to the
v ireless device.

77. The computer program product ol'laun 52 wherein
the computer progrmn instructions, when executed by Ihe
w&rclcss dcv&ce. further cause Ihc w&rcless dcv&cc lo:

receive, at the wireless device. t&ming notificat&on inti&r-

mation for coordination of active t&mes for beacon
tl&ulsnfisslons.

78. The computer program product of cia&m 77 wherein
thc liming nonficat&on uiformal&on &s nol race&ved directly
from lhc beacon Irmismillcr.

79. Thc computer progrtun product ol'ia&m 51 wherein
the computer program instructions, when executed by the
v ireless device, further cmise the wireless device to:

use the stored information to determine if the second
unique identifier is present among the selected one or
morc ol'Ihc unique &dcntiliers from thc second plural&ly
of beacon tiiinsnuss&ons.

80. 11&c computer program product ol'lmm 50 further
cmnprising program instn&ctions that, when executed by the
one or more processors. cause the wireless device to

use the stored information to determine if the first unique
identifier is present among the selected one or more of
thc unique idenliliers Ibom thc lirst plurahly of beacon
n 'insnlissions.

81. Thc computer progrtun product ol'ia&m 50 wherein
the MA('ddress is a randomly enerated 48 bit number
matching a fonna& of a liluetooth III) Al)I3l(

8Z. The mobile wireless device of claim 37 wherein the
operations further con&prise:

rcccivuig, at thc mobile w&rclcss dev&cc, tinung notilica-
t&on a&firn&ation Io& cousin&ation ol Bcnvc hales lol
beacon transmiss&ons.

83. 1'he coinputer program product of cia&m 53 &vherein
the receiving, at the wireless device of the timing notifica-
tion Information is not directlv from the beacon transmitter.

t t t

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen


	Abstract
	Biblio
	Claims
	Descriptions
	Drawings



