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401 

Device 1 

402 

Device 2 

, "Inquiry Response" 
-~"""" FHS (BD_ADDR) """""""' 

II 
II 
II 
II 

405 

Discovery Process Completed 

403 

Device N 

407 

Figure 4- 802.15.1-2002 (Bluetooth Vl.2) Device Discovery 
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501 

Device 1 

502 

Device L 1 <L <N 

503 """""""""""""""'"'"Page" (ID _Packet)""""""""""""""""~' r _'Sia~ l~~i:,::poose"_ 

505 """""""""""""""""'" F HS ( BD _ADD R )"""""""""""""""""~' 

t~"""""""""""'""""" FH S-Ack" ID _Pa eke!"""""""""""""'"""" 

507 """""""""""""""' LM P _name_ req ( offset}""""""""""""""~' 

,,~""""""""' ( offset, na ~~e_nng~~en;~se fragment)"""""""'""" 

509 
"""""""""""""""" LM P _detach (reason)"""""""""""""""~' 

Completion of temporary connection for device L name retrieval 

504 

506 

508 

Figure 5- 802.15.1-2002 (Bluetooth Vl.2) Remote Name Request 
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601 602 603 

Device 1 Device 2 Device N 

604 ""'""" Beacon 1 ""'~J""""" Beacon 1 """~' 
(MAC Address, BSSID) ' '\IIAC Address, BSSID) ' 

605 
'~"" Beacon 2 """'""~ """'"' Beacon 2 """~ 

(MAC Address, BSSID) (MAC Address, BSSID) • 

I 
I 
I 
I 

I 
I 
I 
I 

~""" Beacon N """"" ''~""' Beacon N """""" 606 
(MAC Address, BSSID) (MAC Address, BSSID) 

802.11 IBSS Scan Process Continues 

Figure 6 - 802.11 IBSS Beacon Process 

I 
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701 

Server 

702 

Device 1 

703 

Device 2 

Devices Perform Identifier Search Process, 
704 Device 1 detects Device 2 identifier (D12) 

706 

,~------,Inquiry: Dl2 relevant?""""'"' 

Response: Yes, 
.,Device 2 Entity Identifier (El2),~ 

Entity details (name, etc.) 

705 

Notify Device 1 entity that 
707 Device 2 entity is in proximity 

709 

,.c,mmaod,_ ~~:·hello" to E:i 708 

710 """"""""""""""""'Request Ch at: "h el Io" from E 11 """"""""""""""""~ 
I 

'~"""""'"'Response: Chat Accepted: "I'm by the front door."""""""""" 

• I 

• I 

I 

• I 
I 

Figure 7 - Process of Detection and entering a Chat Session 

711 
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813 

801 802 803 

Server Device 1 (Consumer) Device 2 (Merchant) 

Devices Perform Identifier Search Process. 
Device 1 cletects Device 2 identifier (P 12) 

4------·lnquiry: Dl2 relevant?---------­

Account associated with Entity 
806 Identifier (SI 1) i$ set to only allow 

messages from entities on friends list 

807 ------------Response: No-------------~ 

805 

Consumer decides to purchase from merchant and 
notices wireless payment enabled, consumer selects 

''search /or merchant$'' input on device 1 . 

Command: Enable 
,~.._ ...................... Qne time search for, ............................... ... 

merchants 
809 

810 
, ...................... command: Search._ ................ ~, 

I 

Device 1 performs Identifier Search Process, 
Device 1 detects Device 2 identifier (Pl2) 

~------Inquiry: Dl2 relevant?-----------

Account associated with E:ntity Identifier (El 1) is set lo 
temporarily allow Mtlfication that merchants are in proximity. 

I 
Server detects that account associated with entity 2 with Dl2 is 

a Merchant Account and that the El1 should be notified. 

814 

Response: Yes, 
Device 2 Entity Identifier (El2), 

Entity details (name, etc.) ,,_, 
Command: Notify El1 of Merchant 

Services Available 

812 

E 11 selects Input on Device 1 

I 
to engage in a transaction with El2 

4 ------- Command: Request-----------­
Transact,on With El2 

Command: Display 
817 ,---------Merchant Information--------~ 

(A Photograph) 

816 

E 11 selects input on Device 1 
Confirming Identity of El2 

,~-Response: Identity Confirmed-----
819 

815 

818 

808 

811 

804 

--------------------------- Command: Notify El2 of ------------------------- ss, 
820 l Transaction Request w~ith_E_1 _______ ' ~---------~ 

824 

821 

822 

EI1 place$ order with El2 and a list of products to be 
purchased is generated 

Device 2 performs ldeJltifier Search Pro◊e$$, 
Device 2 detects Device 1 identifier (DI 1) 

,~-----------------------------Inquiry: DI 1 relevant?.---------------------------------

__ S_e_r-ve_r_M-al_c_lie_s_D_l 1_t_o_E_l~1-, r-e-q-ue_s_l_in_g_T_r-an_s_a_ct_io_n_~ I 823 

825 

Response: Yes. Device 2 Entity Identifier (El2), 
----Entity details (name, etc.), Transaction Participant E1 is present,,§>, 

Command: Display Customer Information (Photograph) 

El2 selects input on Device 2 
Confirming Identify of El1 

Figure 8A - E Commerce Process 

826 
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801 

Figure SB - E Commerce Process Continued 
802 803 

Server Device 1 (Consumer) Device 2 (Merchant) 

"~ ------ Response: El1 Identity Confirmed 
~ Command: Charge El1, List of Products, and Prices 

828 """""""" ACK•-- ,., .. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

829 
Command: Dis 
Request: Con 

play Invoice·---~ 
firm Invoice ~ 

,~-Response: lnvo 

Server charges Preferred Account 
Information Stored in account associated 

with E11, to temp escrow 

El 1 Confirms Product List, 
Prices and Payment by 
Selecting input on 011 

ice Confirmed------ 831 

832 

Command: Display: Payment Confirmed, 

830 

833 ·------------------ Deliver Product ·------------------~ 

827 

Request Conform when delivered 

I E12 provides Productto El 1, then 

~-ee,,.,se e<oO,ct Mw,e--=::2to Co::""""" 

836 ------------ Request: Confirm----------~ 
Receipt of Product • 

837 
El1 Confirms Receipt of 

Product by 
Selecting input on DI 1 

-~•Response: Receipt Confirmed----, I 838 

Server Proceeds With Transaction, 
Releases Funds to El2 839 

840 
----------------------- Command: Display ------------------------~ 

Transaction Complete Information ' 

842 Command: Display ~ 
Transaction Complete Information· 

f ~ -----------------Ack ·----------------------- 843 

841 

834 
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903 901 

Server 

902 

Device 1 Device 2 (Broadcast only device) 

I 

Devices Perform Identifier Search Process, 
Device 1 detects Device 2 identifier (DI2) 

905 

I 

server detects that account associated I 
906 with entity 2 with DI2 requests content 

to be sent to devices in proximity. 

907 

909 

910 

Response: Yes, 
"'Device 2 Entity Identifier (El2),~, 

Entity details (name, etc.) ' 
Request Display: content 

Request permission from Device 1 entity I 
I to play content from Device 2 entity. 

908 

! 
'~"""'"Response: accepted""""" 

1 

""""""' Response: ~"""'~ 
content to be played ' 

I 

• I 
I 

I 

• I 
I 

Figure 9 Broadcast and mobile device interaction 

I 
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1001 Sever waiting for 
request from a 

.----•-i mobile device via 
the internet via the 

WJVAN 

1002 

.Y 

N 

Retrieve account information 
associated with the requesting account 

Retrieve Information associated with 
each account identifier detected via the 
short range wireless (WLAN or WPAN) 

Select accounts which: 
1) Match the policies of interest to 

requestors account 
2) Detected Account policies allow 

disclosure of required information to the 
Requesting Account 

Retrieve matched account information, 
and send to requesting mobile device 

1003 

1004 

1005 

1006 

Figure 10 - Server Processing Example for Detected Device 
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Figure 11 - Example Individual Account Record associated with an Entity Stored in the Server 

Record Field Field Information Group 

Index Disclosure Policy 

Assignments List 

1 Account Number [All, Explicit Approval, 

NONE, 1..N] 

2 Identifier 

3 Identifier Type 

[Fixed MAC Address, Dynamic MAC Address, BSSID, Device Name] 

4 Number of Fields 

5 Field List 

6 Account User Name NONE 

7 Account Password NONE 

8 Entity Name 

9 Entity Address 

10 Entity Type 

[Individual, Merchant, Broadcast Entity] 

11 Billing Information 

12 Device Type 

13 Device IP Address 

14 Device SMS 

Phone Number 

15 Device Capabilities 

16 Entity AutoPlay Script 1 

17 Entity AutoPlay Script 2 

18 Detected AutoPlay Script 1 

19 Detected AutoPlay Script 2 

20 Entity Instant Message Address List 

21 Information Group Disclosure Policy 1 (IGDP#) 

[Characteristic 1 (C1), C2,,, CN, Friend List 1 (FL 1), FL2, ,, FLN, etc] 

22 Information Group Disclosure Policy 2 

23 Information Group Disclosure Policy 3 

24 Information Group Disclosure Policy 4 

25 Additional Personal Information Field 1 (APIF#) 

[Content Type/Content] 

(Picture, mp3, xml/AJAX, Text, Contact List, URL (MySpace, Facebook, Loop!), Login 

Credentials (MySpace, Facebook, Loop!, !tunes, etc,), Payment Information (Credit Card 

Information, PayPal Information, etc,), IM Credentials List (Username/Password)) 

26 Additional Personal Information Field 2 

27 Additional Personal Information Field 3 

'" 
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Device 1 

Device 2 

Device 3 

• • 
Device N 

I --------/ Common Time Reference 

I 
I 

Figure 12 Use of common time reference for intermittent detection intervals 
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1301 1304 

1302 
1305 

1306 
1303 

I 
I 

1307 

Figure 13 - Management of Device Identifiers by Identifier Manager in the Server 
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Application Prior Application Filing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD) 

113212723 pontinuation of B 112364828 ~009-02-03 ~090359 ~011-01-03 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 111054-0001 U8 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Prior Application Status t=xpired . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

~2364828 Claims benefit of provisional . 61095359 ~008-09-09 

Prior Application Status ~xpired . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

~2364828 J:laims benefit of provisional . 61095001 ~008-09-08 

Additional Domestic Benefit/National Stage Data may be generated within this form 
I Add I by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (Poxi the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1 ). 

I Remove I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

I I I 
Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

□ 16,2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

111054-0001 U8 Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDXl - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 111054-0001 U8 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Tille 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 11 I Remove I 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 
Assignee 

I 
Legal Representative under 35 U.S.C. 117 

I 
Joint Inventor 

Person to whom the inventor is obligated to assign. I Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

1~1 
Name of the Deceased or Legally Incapacitated Inventor: I 

If the Applicant is an Organization check here. ~ 
Organization Name I troxicom Wireless LLC 

Mailing Address Information For Applicant: 

Address 1 1580 N. Riverside Drive 

Address 2 

City ndialantic State/Province FL 

Country I 1-Js Postal Code 32903 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. I Add I 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 111054-0001 U8 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Assignee 11 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

I Remove I 
If the Assignee or Non-Applicant Assignee is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 

I B I I I I B 
Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City 11 State/Province 

Countryi 11 Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. I Add I 

Signature: Remove 

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b ). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see US PTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature liDavid J Thibodeau Jr Reg No 31671/ Date (YYYY-MM-DD) 12022-09-12 

First Name pavid I Last Name I ~hibodeau Registration Number P1671 

Additional Signature may be generated within this form by selecting the Add button. I Add I 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 111054-0001 U8 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the PatentCooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1. 14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or regulation. 
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Doc code: PET.OP.AGE 
Description: Petition to make special based on age/health 

PTO/SB/130 (01-19) 
Approved for use through 11/30/2020. OMB0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COM MER CE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond toa collection of information unless it contains a valid 0MB control number 

PETITION TO MAKE SPECIAL BASED ON AGE 
FOR ADVANCEMENT OF EXAMINATION UNDER 37 CFR 1.102{c){l) 

Application Information 

Application Confirmation Filing 

Number Number Date 

Attorney Docket 
111054-0001 U8 Art Unit Examiner 

Number (optiona I) 

First Named 
James A. Proctor, Jr. Inventor 

Title of Invention EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Attention: Office of Petitions 
An application may be made special for advancement of examination upon filing of a petition showing that the applicant is 

65 years of age, or more. No fee is required with such a petition. See 37 CFR 1.102(c)(l) and MPEP 708.02 (II). 

APPLICANT HEREBY PETITIONS TO MAKE SPECIAL FOR ADVANCEMENT OF EXAMINATION IN THIS APPLICATION UNDER 

37 CFR 1.102(c)(l)and MPEP 708.02 (II) ON THE BASIS OF THE APPLICANT'S AGE. 

Agra nta ble petition requires one of the fol lowing items: 

(1) Statement by one named inventor in the application that he/she is 65 yea rs of age, or more; or 

(2) Certification by a registered attorney/agent having evidence such as a birth certificate, passport, driver's license, 

etc. showing one named inventor in the application is 65 years of age, or more. 

Name of inventor who is 65 years of age, or older 

Given Name Middle Name Family Name Suffix 

James Arthur Proctor Ill 
A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 11.18. Please see 37 CFR 1.4(d) 

for the format of the signature. 

Select (1) or (2): 

□ (1) I am an inventor in this application and I am 65 yea rs of age, or more. 

Iii (2) I am an attorney or agent registered to practice before the Patent and Trademark Office, and I certify that I am in 
possess ion of evidence, and wi II retain such in the application file record, showing thatthe inventor listed above is 

65 yea rs of age, or more. 

Signature /David J Thibodeau Jr/ Date 2022-09-12 (YYYY-MM-DD) 

Name David J. Thibodeau, Jr. Registration 31671 Number 

This collection of information is required by 37 CFR 1.102(c)(l). The information is required to obtain or retain a benefit by the public, which is to file (and by the 
USPTO to process) a petition to make special based on age for advancement of examination. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 2 hours to complete, including gathering, preparing, and submitting the completed form to the USPTO. Time will vary depending 
upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to 
the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
COMPLETED FORMS TO THE CHIEF INFORMATION OFFICER. Submit completed forms electronically over EFS-Web, or mail to: Commissioner for Patents, P.O. Box 
1450, Alexandria, VA22313-1450. 

If you need assistance in completing the form, cal/ 1-/'IJO-PT0-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission 
of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please 

be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the 
informations olicited is vo I untary; and (3) the principal purpose for which the information is used byth e U.S. Patent and 

Trade mark Office is to process and/a r examine yours ubmission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Pa tent and Trademark Office may not be able to process and/or examine your 

sub mission, which may result in termination of proceedings or abandonment ofth e application or expiration of the patent. 

The information provided by you in th is form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a ). Records from th is system of records may be 

dis dosed to the Department of Justice to determine whether disclosure of these re cords is required by the 
Freedom of Information Act. 

2. A record from this system of records may bed isclosed, as a routine use, in the course of presenting evidence to 
a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 

settlement negotiations. 
3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 

request involving an individual, to whom the re cord pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in th is system of records may be disclosed, as a routine use, to a contractor ofth e Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a (m). 
5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 

records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in th is system of re cords may bed isclosed, as a routine use, to another federal a gencyfo r purposes of 
Na ti anal Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from th is system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, d uringa n inspection of records con ducted by GSA as part of that agency's responsibility to 

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 
and 2906. Su ch d isdosu re shall be made in accordance with the GSA regulations governing inspection of records 

for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to 
make determinations a bout individuals. 

8. A record from th is system of records may bed isclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a re cord 

may be disclosed, subject to the I imitations of 37 CFR 1.14, as a routine use, to the public if the re cord was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 

is referenced bye ither a published application, an application open to public inspection or an issued patent. 
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 

enforcement agency, if the US PTO becomes aware of a violation or potential violation of lawo r regulation. 
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PTO/AIA/01 (06-12) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title ot EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
Invention IDENTIFIERS 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: 

The attached application, or [i] 

□ United States application or PCT international application number __________ _ 

filed on ---------------

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

Inventor: James Arthur Proctor, Ill Date (Optional) : _________ _ 

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have 
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor. 

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Electronic Acknowledgement Receipt 

EFSID: 46592011 

Application Number: 17942197 

International Application Number: 

Confirmation Number: 2459 

Title of Invention: 
EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
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[0001] 

Docket No.: ll 1054-0001U8 

EFFICIENT AND SECURE COMMUNICATION 
USING WIRELESS SERVICE IDENTIFIERS 

BACKGROUND 

This patent application relates to wireless communication, and more particularly to 

efficient and secure communication using wireless service identifiers, such as Bluetooth or WiFi 

beacon service identifiers. 

[0002] Most mobile phones on the market today support at least two wireless standards; one 

for the cellular wireless wide area network connection (WW AN) and one for a wireless personal 

or local area network (WP AN, WLAN). The cellular connection or WW AN is utilized for voice 

and data and can adhere to many different standards such as CDMA (IS-2000), GSM, W-CDMA, 

lxEV-DO, HSDPA, EDGE, GPRS, WiMax, etc. The WPAN or WLAN connection is typically 

for short range communications and is often used for wireless hands free devices, such as headsets, 

peripherals, or higher speed internet connections. The typical standards used for the sort range 

wireless communications include Bluetooth, Wi-Fi, and in some cases Ultra-Wide-Band (UWB). 

[0003] In another approach to mobile networking some services have attempted to utilize short 

range wireless capabilities often available on phones such as IEEE802. l l (Wi-Fi) or Bluetooth to 

facilitate peer to peer communications. These are also referred to a MANETs or Mobile Ad-hoc 

Networks. These services typically consist of a software application operating on a mobile phone 

using peer to peer networks to facilitate communication between wireless devices. Examples of 

such existing applications include Mobile-Cheddar, Peer-2-Me, and Flobbi. Published US Patent 

application US 2008/0182591 Al filed December 13, 2007 describes one such peer to peer 

approach. 

[0004] One issue with these approaches is that all information to be exchanged must be stored 

locally on each of the peer devices as the communication occurs directly between the two devices 

and any policy for the delivery oflocally stored content is difficult to enforce without the potential 

for fraud such as spoofing identities between the peers. Such fraud may lead to concerns of 

personal safety or privacy allowing the identity of an individual to be determined when it is not 

desired. 
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SUMMARY 

[0005] Preferred embodiments are generally concerned with facilitating the exchange of 

information between two entities associated with two wireless devices. In one embodiment, this 

can be accomplished by a first device using a first short range wireless capability to detect an 

identifier transmitted from a second device, ideally using existing short range radio communication 

standard capabilities such as Bluetooth (IEEE802.15. l-2002) or Wi-Fi (IEEE802.11). The 

detected identifier, being associated with the device, is also associated with an entity. Rather than 

directly exchanging application data flow between the two devices using the short range wireless 

capability, a second wireless capability then allows for one or more of the devices to communicate 

with a central server via the internet, and perform an exchange of application data flow. By using 

a central server to draw on stored information and content associated with the entity or entities, 

the server can manage the subsequent exchange of information between the entities and the 

devices. In a preferred embodiment, this exchange may be comprised of information stored on 

the server associated with a detected entity, and it may be comprised of information received from 

the detected device via the second wireless capability and facilitated by the server. 

[0006] In addition, the server can also allow for a brokering service, ideally independent of the 

entities, to enable the application of policy based on the identity of the two entities for the 

disclosure of stored information associated with the entities, the flow in information between the 

devices and the entities, and the enablement of procedures such as security verification between 

the entities. 

[0007] In one embodiment, a method is provided for reducing communications between one 

or more servers and a wireless device, as well as providing enhanced security and privacy to 

wireless beacon services. 

[0008] The method involves transmitting, by at least one beacon transmitter using a short range 

wireless radio, a first beacon transmission in a first time period. The beacon, which may be a short 

range wireless protocol such a Bluetooth or WiFi service beacon, comprises a first MAC address, 

a first unique identifier, and a beacon service identifier. 
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[0009] Using a second radio, the one or more servers also transmit stored information relating 

to an entity or object associated with the first unique identifier. 

[0010] A first plurality of beacon transmissions are received by the wireless device during the 

first time period. 

[0011] The wireless device then selects one or more unique identifiers from the first plurality 

of beacon transmissions, by filtering (that is, selecting) only those beacon transmissions which 

include the beacon service identifier. 

[0012] The wireless device then takes further action, if the first unique identifier is present 

among the selected one or more unique identifiers, using the stored information, which includes at 

least the identity of the entity or object associated with the first unique identifier. 

[0013] Other embodiments may transmit, by the same beacon transmitter using the short range 

wireless radio, a second beacon transmission in a second time period. The second beacon 

transmission also includes a second MAC Address, a second unique identifier, and the same 

beacon service identifier. In this embodiment, the wireless device also receives, using the short 

range wireless radio, a second plurality of beacon transmissions during the second time period, as 

well as second stored information relating to the entity or object associated with the second unique 

identifier, from the one or more servers using a second radio. 

[0014] In those embodiments, a second set of one or more unique identifiers are selected from 

the second plurality of beacon transmissions, by filtering the second plurality of beacon 

transmissions which include the same beacon service identifier. Further action taken is taken 

related to the second stored information, if the second unique identifier is present among the 

selected second set of one or more unique identifiers. 

[0015] In some embodiments, the further action may include preventing the sending of the 

first or second unique identifier by the first wireless device to the one or more servers. 

[0016] In some embodiments, the MAC address is a randomly generated 48 bit number 

matching a format of a Bluetooth BD _ ADDR. 

[0017] In some embodiments, the further action may include determining that at least one 

beacon transmitter is a broadcast device having a predetermined location. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] The foregoing will be apparent from the following more particular description of 

example embodiments, as illustrated in the accompanying drawings in which like reference 

characters refer to the same parts throughout the different views. The drawings are not necessarily 

to scale, emphasis instead being placed upon illustrating the embodiments. 

[0019] 

[0020] 

[0021] 

[0022] 

Figure 1 is a block diagram of two mobile devices utilizing a preferred embodiment. 

Figure 2 is a block diagram of a fixed broadcast device and a mobile device. 

Figure 3 is a flow diagram of the operation of an application on the mobile devices. 

Figure 4 is a message sequence chart showing the Bluetooth discovery process using 

in one embodiment. 

[0023] 

Process. 

[0024] 

[0025] 

Figure 5 is a message sequence chart showing the Bluetooth Remote Name Request 

Figure 6 is a message sequence chart showing the IBSS beacon process. 

Figure 7 is a message sequence chart showing the interaction between the server and 

two devices performing a detection and entering a chat application. 

[0026] 

[0027] 

example. 

[0028] 

Figure 8A is a message sequence chart showing an E-commerce example. 

Figure 8B is a continued example message sequence chart showing an E-commerce 

Figure 9 is a message sequence chart showing an example of a mobile device and a 

fixed broadcast device interaction. 

[0029] Figure 10 is a flow diagram for the server processing associated with the detection 

process. 

[0030] Figure 11 is an example individual account record stored in the server associated with 

an Entity. 

[0031] Figure 12 illustrates a timing reference for intermittent active and dormant times. 
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[0032] Figure 13 shows a diagram of functional blocks associated with management of 

dynamically assigned device identifiers. 

[0033] 

[0034] 

DETAILED DESCRIPTION 

A description of example embodiments follows. 

The teachings of all patents, published applications and references cited herein are 

incorporated by reference in their entirety. 

[0035] 

[0036] 

Figure 1 is a block diagram of two mobile devices utilizing a preferred embodiment. 

Referring to Figure 1, a central server 100 is connected to devices 106 and 108 by an 

internet protocol (IP) based network, carried over a series of connections, at least one of which is 

a wireless connection. For example, the server 100 has a connection allowing IP based 

communications to a cellular network 102 using connection 101. The cellular network is 

connected to devices 106 and 108 by wide area wireless links 104 and 103 respectively, allowing 

for IP based communications between the devices (106 and 108) and the server 100. 

[0037] Devices 106, 108 can be considered "client(s )" of the server 100. The clients 106, 108 

and server 100 provide processing, storage, and input/output devices for executing wireless system 

protocols, interfaces, and application level programs according to several embodiments. Client 

devices 106, 108 can also be linked through various communications networks to other computing 

devices, including other client devices/processes and other server computer(s). Communications 

network(s) providing the connection 101 can typically be part of a remote access network, a global 

network (e.g., the Internet), a worldwide collection of computers, Local area or Wide area 

networks, and gateways that currently use respective protocols (TCP/IP, 3G Wireless, Bluetooth, 

etc.). Other electronic device/computer network architectures are suitable. 

[0038] The internal structure of devices 106, 108 or server 100 includes one or more data 

processors (not shown in detail) that are well known in the art to include a system bus for data 

transfer among the other internal components of a computer system ( e.g., processor, disk storage, 

memory, input/output ports, network ports, etc.). Attached to the bus are other input/output 

devices (e.g., keyboard, mouse, displays, printers, speakers, network interfaces, etc.). Network 
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interfaces allow the computer to connect to various other devices attached to a network. Memory 

provides volatile storage for computer software instructions and data used to implement an 

embodiment (e.g., applications programs and the like). Disk storage can provide non-volatile 

storage for computer software instructions and data used to implement the embodiments. 

[0039] One embodiment may include a computer program product including a computer 

readable medium (e.g., a removable storage medium such as one or more DVD-ROM's, CD­

ROM's, diskettes, tapes, etc.) that provides at least a portion of the software instructions for the 

system. Computer program product can be installed by any suitable software installation 

procedure, as is well known in the art. In another embodiment, at least a portion of the software 

instructions may also be downloaded over a cable, communication and/or wireless connection. In 

other embodiments, the programs are a computer program propagated signal product 107 

embodied on a propagated signal on a propagation medium ( e.g., a radio wave, an infrared wave, 

a laser wave, a sound wave, or an electrical wave propagated over a global network such as the 

Internet, or other network(s)). Such carrier medium or signals provide at least a portion of the 

software instructions. 

[0040] More particularly, a given device 106, 108 uses a short range wireless link 107 such as 

a Bluetooth (IEEE802. l 5 .1) or Wi-Fi (IEEE802. l l) link to detect the presence of other devices 

such as device 108, and uses the wide area wireless network connections 103, 104 such as IS-2000, 

WCDMA, GPRS, EDGE, L TE, Wi-Max (IEEE802. l 6), or the like to perform communications to 

central server 100, and to perform the actual substantive communications between the wireless 

devices 106 and 108. Device 108 typically uses the short range wireless link 107 and wide area 

wireless link 103 in a similar manner to locate and initiate communicate with device 106. One 

distinction relative to prior art is that the short range wireless 107 is only used for the detection 

process, or to advertise a device's presence. In this embodiment, specific information called 

"wireless identifier" or simply "identify" ( described in more detail below) is passed between 

devices 106 and 108 over the short range link 107. By transmitting a wireless identifier using the 

short range Wi-Fi, Bluetooth or other short range wireless link 107 and receiving wireless 

identifiers from other devices, this short range wireless link 107 will allow for a proximity 

detection process. 

6 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Docket No.: ll 1054-0001U7 

[0041] The support for IP based networking is standard for WW AN or 3G connections such 

as lxEV-DO or HSPA, and as a result, communication between one device to another using the 

WWAN is currently supported in many devices with no modification. The use of simple detection 

of one or more identifiers requires significantly less resources in a phone than performing a 

complete peer to peer based communication network protocol, which accommodates dynamic 

configuration of nodes being added and dropped continuously. It is noted that the IP address on 

the WW AN interface is not location dependent in the present embodiment, but is addressing 

approaches are location dependent when true Peer to Peer topologies are used. The present 

embodiment has the advantage that communication between two devices may continue after the 

devices have left proximity of each other, but in the same manner as they had been communicating 

previously. As a result, a user who detects a short range transmission of an identifier, then begins 

a conversation or some other interaction with that device via the wireless wide area network may 

continue that conversation even in the case where the two devices move out of the proximity of 

the each other, and are no longer within the reception range of the short range wireless 

communication protocol. Further, since it is contemplated that the wireless identifiers transmitted 

on the short range wireless link from the devices would occasionally change, for security reasons, 

the present embodiment has the advantage that ongoing communications between mobile devices 

will not be interrupted despite a change in one of the device's identifier. In the case where the 

identifier is a MAC address of the short range wireless network adapter for one of the devices, it 

is not otherwise possible to change this address and easily maintain on going communications in 

a true peer to peer topology. 

[0042] Referring to Figure 2, central server 100 is connected to the cellular network 101, and 

is able to communicate information to and from wireless device 202 using a wide area wireless 

link such as IS-2000, WCDMA, GPRS, EDGE, LTE, Wi-Max (IEEE802.16), or the like within 

structure 205. Device 204 does not have a wide area wireless or cellular link, but transmits 

identifying information using short range wireless link 203. Device 202 is capable of receiving 

the indentifying information and requesting information related to that device from server 100. 

[0043] An example of an application using this infrastructure follows. The device 204 will 

simply broadcast an identifier, with no WW AN connection but may facilitate advertising or local 

information. For instance, an account associated with one or more identifiers may belong to a 
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museum. As a museum patron walks to an exhibit, the patron's device 202 will receive an 

identifier sent from museum broadcast device 204 operated by the museum. The patron device 

202 passes the identifier or museum device 204 to the central server 100, which in-turn recognizes 

it as being associated with that exhibit within that museum and passes relevant information back 

to the user's device 202. A distinguishing feature of this approach relative to prior art is that the 

patron device 202 in this example may move out of proximity of broadcast device 204, yet continue 

to view the content being provided by the server 100 related to the detected broadcast device 204. 

Content may include text, pictures, web pages, application software such as games, informative 

display applications, or other content such as audio or video to be offered to the user's device as 

well. Other examples might include electronic coupons (such as in a grocery store), menus or 

special offers in a restaurant. 

[0044] Figure 3 is a block diagram with further detail of this operation. A device 106, 108, or 

202 after performing a search (Fig 3, step 301) for identifiers on the WPAN or WLAN, will 

subsequently use the WWAN link to communicate with the central server 100. If the device does 

not find identifiers 302 it will either continue to search, or search at a later time 301. If identifiers 

are found in 302, the device may employ an action function 303, which would act as a filter that 

determines which of the detected identifiers should be passed to the server. This function may 

instead be omitted and all identifiers passed to the server 100. The idealized effect of the action 

function would be to reduce the number of requests to the server by not re-requesting recently 

requested identifiers which have already been passed to the server, for some period of time. In 

step 304, if no identifiers require server information, searching is continued in step 301. 

[0045] Assuming there are identifiers which are new to the device, the device will pass along 

a list of currently detected identifiers and request 305 that the server return information related to 

any other local device. The server will return the information related to any identifier that meets 

certain policy requirements. For instance, information is returned which is 1) relevant to that 

device, and 2) that the device is authorized to receive. 

[0046] As an example of the overall process, a detected identifier may be relevant to the 

receiving device if the user associated with the detected identifier is listed in a "friends list" for 

the owner of the receiving device. If the identifiers for the individuals within the friends list have 
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been passed to the device, the action function 303 may make this determination. In the preferred 

embodiment, the server would determine the identity and the relevance of the detected identifiers, 

and the action function 303 would work to reduce frequency of re-requests to the server. Figure 

7 describes an example of how to use this for messaging associated with the device and server 

interaction during the detection and identifier inquiry process, with a more detailed explanation to 

follow. 

[0047] To enable server 100 to associate an identifier with an entity, each device or entity 

(such as the museum) associated with an identifier has an account on server 100 or a related server 

as is common in information technology. The account is associated with the entity and the device 

and the current identifier. 

[0048] 

business. 

[0049] 

As used herein, an "entity" may be a legal entity, such as an individual person or a 

An "object" is intended to include a physical thing, such as a product that is being 

offered for sale, and may include a tangible article or intangible such as an electronic music or 

video file or photograph. 

[0050] There is various information associated with each account. An example data record for 

an account is shown in Figure 11. When the account is associated with an individual or ( other 

entity), there may be personal information such as the individual's name, contact information, 

information regarding allowed communication, such as chat or IM, links to their other social 

networking services, and the like. When the account is associated with a broadcast device 204 the 

account may contain content to be displayed to the detecting device 202. By utilizing the central 

server 100, broadcast devices may be tied to a location or product thereby providing relevant 

information about the location such as in the museum tour example previously discussed. In this 

situation, the content delivered to device 202 may be informative information about an exhibit 

including pictures, text, audio, or video and the like. In the case of a broadcast device being in a 

supermarket and near a specific product, advertisement or discounts with electronic coupons my 

be stored in the account and provided to device 202. 

[0051] There can also be policy based permissions associated with each account and applied 

to any information associated with that account. The stored policy permissions can be used to 
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determine what information and under which situations information may be disclosed to another 

device or user associated with another account. For example, the entity (person in this case) 

associated with device 202 may have set a policy in their account to not receive any unsolicited 

information from a broadcast device so as to not be disturbed. However, the person associated 

with 202 may see the broadcast device and a sign stating a discount is available, and provide input 

to their device to request any broadcast information on a one time exception basis. The messaging 

associated with an example mobile and broadcast device process will be described in more detail 

to follow associated with Figure 9. 

[0052] As already mentioned above, in step 301 of Figure 3, each device performs a search 

function looking for identifiers sent from other devices utilizing a short range wireless capability. 

The following describes the process of devices detecting identifiers from other devices in more 

detail. 

[0053] The identifiers themselves may be a hardware address such as the MAC address of the 

wireless device, or they may be another label such as the SSID for a IEEE802. l l device, or the 

device name for a Bluetooth device. Referring to Figure 4, in the case where a Bluetooth wireless 

personal area network device is utilized, a first device 401 transmits an inquiry (ID _Packet) 

message 404, and any proximal Bluetooth devices 402, 403 respond with messages identifying the 

MAC address, called BD _ ADDR in IEEE802. l 5 .1 of each device using a message referred to as 

an "Inquiry Response" FHS message 405 containing the BD _ ADDR or Bluetooth device address 

of the detected device. In the Bluetooth standard all devices 402, 403 are required to respond in 

this manner assuming they are enabled to be discoverable. To enable this, an application on the 

mobile device ensures the Bluetooth device is set to discoverable mode. Device 1 (401) will 

attempt to locate Devices on different channels by scanning the channels and transmitting multiple 

Inquiry (ID _Packet) messages. Such an example is shown with inquiry exchange 406 and 407 

to discover Device N (403). 

[0054] In one embodiment the BD ADDR or MAC address of the Bluetooth device can be 

used as the Identifier and no further Bluetooth interaction is required until the next scan process is 

performed. 
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[0055] In another embodiment, the Bluetooth "Device Name" is used as the identifier. Figure 

5 shows the process of a first device "Device l" (501) determining another Bluetooth enabled 

device's (502) Bluetooth Device Name. Following the device discovery process completion from 

Figure 4, Device 1 501 sends a Page message 503 to another device (Device L 502). Message 504 

is sent in response to create a temporary Asynchronous Connectionless Link (ACL) to be 

established between Device 1 501 and Device L 502, without an explicit connection request. Not 

having an explicit connection request indications the Entity associated with Device L would not 

have to provide explicit approval for a connection from their user input on the device, as would be 

the case if other services were requested from the device such as might be the case with a wireless 

headset or remotely connected GPS receiver to a phone. An ACL connection allows link 

management packets to be exchanged, and following interchanges of messages 505 and 506 to 

determine features of the devices, a temporary connection is established between the two devices. 

A name request message (507) is then sent by Device 1 to Device L, and Device L responds with 

at least one LMS _ name _res message 508 containing the Bluetooth device name of Device L 502. 

If the name is longer than that allowed within the LMS _ name _res message, additional messages 

follow to allow for the entire name to be delivered. Finally the connection is ended with message 

509, LMP _detach. 

[0056] The transmitted identifiers associated with any given device are only known to the 

central server and the device transmitting the identifiers. These identifiers may change from time 

to time, making a user's or a device's identity anonymous over time. The central server and any 

particular device must be coordinated such that the identifier and any device transmitting it, 

remains identifiable by the central server. This process is coordinated between the wireless device, 

and the central server utilizing the WW AN or cellular data link, carrying messaging between them 

and using an identifier manager 1303 to maintain a list of device identifiers 1302 in a central but 

secure location. This is shown in more detail in Figure 13. 

[0057] Referring to Figure 6, an example of using on IEEE802. l l link as the short range 

wireless capability is discussed. Generally, Wi-Fi devices operation in a so-called infrastructure 

mode which utilizes a BSS or basic service set. One component of a infrastructure network based 

wireless LAN is the use of a central access point or AP. In a mobile network the use of a central 

AP is not practical, as only the AP transmits an identifier, which does not meet the requirements 
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of the preferred embodiment. The second topology for Wi-Fi networks is the so-called Ad-Hoc 

mode of operations, referred to as an independent basic service set or IBSS. In an IBSS all devices 

participating or advertising their interest in participating in an ad-hoc network transmit identifiers 

called beacons. These beacons contain the MAC address of the transmitting network adapter, the 

basic service set identifier (BSSID), and ad-hoc network name or service set identity (SSID). The 

BS SID in a typical ad-hoc network is generated by the first station to enter the BS SID and is locally 

administered, typically a randomly generated 48 bit number matching the format of a MAC 

address. In an ad-hoc network, each device 601, 602, 603 participating or desiring to participate 

transmits a beacon. There are several embodiments related using the IBSS beacons and the 

identifiers. First the identifier may be used as the MAC address of the station device or network 

adapter, and one or both the BS SID and the SSID may be used to indicate these particular beacons 

are associated with a service. In other embodiments, one or more of the BSSID and the SSID may 

be used as the identifier. In any of the embodiments for delivery of the identifier in an IBSS 

beacon, it is possible to coordinate the change of those identifiers with the server 100. As the 

MAC address is always broadcast in any operation of a Bluetooth or Wi-FI link, the use of a MAC 

address as an identifier provides for an additional level of security for the device 601, 602, 603, 

when identifier is changed from time to time as devices may be detected and identities tracked 

using a constant MAC address. In the preferred embodiment, where the MAC address is used for 

the identifier, all the devices participating would likely have the same network name and SSID to 

aid in the identification of the device as being enabled, although not necessarily required. 

Examples using an 802.11 network in ad-hoc mode transmitting beacons are showed as messages 

604, 605, and 606. 

[0058] 

[0059] 

Chat Example between two mobile devices 

Figure 7 shows an example of a message flow diagram for an embodiment where an 

individual is in a library for example, and a friend arrives. The individual is notified by their device 

receiving an identifier that their friend is present and they enter a chat session. Each person has a 

device (Figure 1, 106 and 108 respectively) that implements the preferred embodiments described 

above. The first individual associated with Device 1 (702) referred to as Entity 1 (Ell) performs 

a detection process as described in Figure 4, 5, and 6 previously (step 704). The device identifier 

associated with Device 2 (703), DI2 is thereby detected. Device 1 (702) then transmits an inquiry 
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message 705 using the WWAN (cellular data link such as GPRS, EDGE, lxEV-DO, IS-2000, Wi­

Max, L TE, or the like) to the server 701 inquiring if information related to the account and entity 

associated with DI2 is relevant, and available to the entity Ell associated with Device 1 (702). 

The server 701 retrieves the account information related to Ell and determines that EI2 is listed in 

a friends list in the account associated with Ell and that Ell should be notified when EI2 is 

detected. Next the server retrieves the account information associated with EI2 and determines 

that Ell is on a list of entities which are allowed to be notified of EI2 being present and personal 

information such a the name of the individual, their phone number and the like. The server having 

determined that Ell wants to be notified and is allowed to be notified responds in Step 706 to 

Device 1 (702) with a message indicating the DI2 is relevant to Ell and including information 

such as Entity Identifier EI2 and associated details. A user application on Device 1 (702) notifies 

the user that the entity associated with Device 2 is in proximity in step 707. The user of Device 1 

provides input to the device directing it to request a chat session with the entity associated with 

Device 2 (703), and a message 708 is sent the server 701 commanding "send 'Hello' to EI2". The 

server acknowledges reception of the message with a "ACK" message 709, in return. Next server 

701 sends "Request Chat: 'Hello' from Ell" to Device 2 703. The user of Device 2 accepts the 

chat and returns a message "I'm by the front door" with message 711, sending it to the server to 

be relayed to device 1 (702). 

[0060] 

[0061] 

E-commerce between two mobile devices 

Figures 8A and 8B show a message flow diagram for an embodiment where two 

individuals are performing a financial transaction on the street (for example, a customer and a 

street vendor). Each has a device (Figure 1, 106 and 108 respectively) enabled with the preferred 

embodiments described above. In this example, an individual's device would see a vendor and 

the vendor's device ( enabled with various embodiments) would notify them that the vendor was 

also enabled with a device supporting the identifier search and other protocols described above, as 

well as being capable of electronic payments. These steps are performed in the following way. 

In step 804 the customer's device 802 (Device 1) performs an identifier search process as 

previously described, and detects a device identifier 2 (DI2) sent from Device 2 (803) belonging 

to the merchant. Device 1 will send a message to the server 801 ( also represented by 100 in Figure 

1) using the WWAN (cellular data link such as GPRS, EDGE, lxEV-DO, IS-2000, Wi-Max, LTE, 
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or the like) 104 requesting information related to DI2 and its relevance to the entity related to 

device 1 802. The server 801 then determines the relevance ofDI2 based on the account properties 

stored in the account associated with the consumer Device 1. In this case, the account settings 

only allow messages from or notifications of entities on a friends list stored in the account record 

(represented in Figure 10) associated with the consumer. Server 801 responds to device 802 with 

"no" indicating that DI2 is not relevant to the Consumer. 

[0062] The customer, having an account enabled with electronic payments, and wanting an 

item the vendor has, would press a button or make other input to his phone ( or other device) which 

would indicate they would like to make a purchase and pay using their device (808). In this case 

the input selection would be "search for merchants." The customer's device would then send a 

message (809) to the central server directing the server to perform a one time search for merchants, 

despite the current account settings. In one embodiment, the server would then direct the 

consumer's device 802 to initiate another search (809). Other embodiments may not include the 

server commanding Device 1 (802) to perform the search, but rather the search may be performed 

automatically, or use results from a recent search. In Step 811, Device 1 (802) performs another 

search and detects the identifier from Device 2 (803), DI2. Device 1 then sends a message 812 to 

the server again requesting information for all relevant devices detected, which will include at least 

DI2. In Step 813 the server, having received the request and list including DI2, looks up account 

information associated with DI2 and determines that the associated entity is a merchant. As the 

settings of the account associated Device 1 now allow for the notification of the user when a 

merchant is detected in proximity, DI2 is determined to be relevant to Device 1 and the Entity 1 

(Ell) should be notified. The server then sends a message 814 to Device 1 (802) stating merchant 

services are available in proximity with a list of available merchant's information including 

information related to the entity (EI2). The user of device 1, Entity 1 (Ell) then provides input in 

step 815, (pressing a soft key on a touch screen for instance), selecting the specific merchant EI2 

to engage with in a transaction. Device 1 (802) will then send a message (816) to the server 

requesting a transaction with EI2 associated with Device 2 (803). The server (801) will then 

respond in this embodiment with a message 817 to Device 1 confirming receipt of the requested 

transaction and providing information to allow the Ell associated with Device 1 to independently 

confirm the identity of EI2 associated with Device 2 (803). In this embodiment the identifying 
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information can include the name of the merchant, the merchant's logo, a picture of the vendor, or 

their mobile shopping cart. In other embodiments, the picture may be of a specific unattended 

vending machine in the location it is currently operating. It may also include other information 

such as the address of the merchant in cases where a fixed store location is provided. As this 

particular merchant in this example is a street vendor, an address may not be used. GPS 

information stored in the account associated with Device 2 may be used as further confirmation in 

some instances. However, in this example, GPS coordinates are not be available on Device 2 due 

to lack of capability, or Device 2 being indoors and without sufficient signal to determine a 

location. Further GPS information from Device 1 (802) may be used to provide further 

confirmation information. In this embodiment the photograph sent in message 817 shows a picture 

of the particular merchant and also his city issued business license in text and as a picture of where 

it is displayed on the cart. The consumer entity Ell provides input to Device 1 in step 818 

confirming the identity of EI2, the merchant entity associated with Device 2 (803). Device 1 then 

sends a message 819 to the server 801 confirming the identity of the merchant. 

[0063] Server 801 then sends a message 820 to the merchant's device 803 notifying them of 

the request for a transaction with Ell. Device 2 (803) then indicates to the merchant that a 

customer with the capability and desire to pay electronically is in proximity. In step 821 the 

customer associated with Device 1 (802) places an order with the merchant associated with Device 

2 (803) and a list of products to be purchased is generated and the merchant provides input to 

Device 2 (803) to proceed with a electronic transaction. In step 822 Device 2 performs a scan of 

identifiers and Dll associated with device 1 (802) and the Consumer is detected. A request is sent 

to the server 801 with a list of identifiers which were detected to determine if any of them are 

relevant to the merchant. Note that while the merchant device 803, (and the merchant) have now 

been notified of the desire for Ell to enter a transaction, they do not necessarily know the identifier 

for Ell yet. In other embodiments, the identifier associated with Ell and Device 1 (802) may be 

sent in message 819, and a confirmation that this identifier is detected during the scan process 821 

may be performed at the device. In the preferred embodiment, further security may be provided 

by the having the server perform this function independently. The server performs this 

confirmation in step 824 may matching the device 1 identifier Dll with the information stored in 

the account associated with Entity 1 (Ell) also referred to as the Consumer. 
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[0064] The server than generates a message 825 to Device 2 (803) indicating that Ell is 

relevant, and the transaction participant is present. The message in the preferred embodiment can 

also include a picture of the Consumer. Additionally, the message could also include other pictures 

of other individuals allowed to use this device for purchases. If more than one identifier was 

detected in step 822 and matched in step 824 to entities having requested transactions previously 

which are pending for that merchant, a list of information for each entity involved with a pending 

transaction request can be provided in message 825. The merchant then selects the correct 

consumer using the picture of that consumer, confirming the identity of the part to the transaction 

in step 826. The consumer information provided in message 825 in another embodiment may 

simply be the name of the customer and the merchant may either ask their name, or request 

identification such as a driver's license. In the preferred embodiment, where a picture is passed 

in message 825, it is not necessary that the individual's name be passed to the merchant for the 

merchant to be able to provide confirmation of the identity of the Consumer thus providing a level 

of anonymity to the transaction such as may be present when cash is used. 

[0065] Following the confirmation by the merchant of the identity of the Consumer 

participating in the current transaction in step 826, Device 2 sends a message 827 to the server 

confirming the identity of the Consumer as Entity I (El), and with information required for the 

transaction including the list of products to be purchased, their prices, the total price, and a request 

to charge El this total amount. Server 801 then confirms receipt of this message in step 828. The 

server then sends a message 829 to Device I requesting the Consumer to confirm the list of goods 

to be purchased and the total price to be paid. In step 830, the Consumer (Entity 1) reviews the 

list and amount to be paid and provides input to device I confirming the accuracy of the 

information and they the authorizing the server to pay. In step 832 the server charges El utilizing 

stored preferred charge card information, stored credit, or other payment methiod such as a 

PalPalTM user name (Pay Pal is a trademark of Ebay, Inc.) and password stored in the account 

associated with El, and charges the consumer. In the case where a stored credit is used, the 

Consumer's account can be debited, and the credits not applied to the merchants account until a 

later step. In the case of a credit card, or PalPalTM transaction, the server provides payment to E2 

(the merchant) utilizing information stored in the account associated with Device 2. The server 

then indicates payment is made to the merchant, and instructing the merchant to deliver the goods 
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with message 833. E2 (the Merchant) then provides the goods and provides input to Device 2 that 

the goods have been delivered in step 834. Message 835 is generated by Device 2 (803) to the 

server confirming product delivery, and acknowledging the receipt of the payment confirmation 

message 833. The server can then send message 836 requesting the Consumer to confirm they 

received the goods. If a confirmation is not received in response to this request, this information 

may later be used to settle any dispute that might arise. In step 837 the consumer confirms receipt 

of the products, and message 83 8 is generated to the server confirming the receipt of goods by the 

consumer. In Step 839 the server concludes the transaction by completing any steps required to 

credit the Merchant with the payment amount from the Consumer, if required. The server then 

sends a message 840 to the Merchant indication the transaction is complete, which is acknowledges 

in message 841. The Consumer is notified of the completed transaction with message 842, which 

is acknowledged with message 843. 

[0066] Finally, the transaction details may be stored by the server, or sent to a thirdly party 

server for tracking spending habits of that account holder, or customers of that merchant allowing 

the merchant to track that specific customer's behavior and cater to them in the future with various 

specials delivered via email, or during their next visit via their device in the form of an electronic 

coupon. This process can be performed with a goal to help the merchant expose the customer to 

other products or services the merchant believes the customer might find desirable. 

[0067] The apparatus, systems and methods can be extended to facilitate other types of 

transactions as well. In one specific application, consider use of the invention to facilitate a 

transaction such as the rental of an automobile. A well known business called ZipCar TM, 

presently operating in several major urban areas in the United States, makes available a fleet of 

vehicles for shared use by their club members who pay a monthly fee plus a per use charge. Using 

the embodiments herein, the club member would have a wireless device that serves as the 

"Consumer device" (Device 1) and the ZipCar vehicle would be equipped with a wireless device 

serving as the "Merchant" device (Device 2). The consumer would walk up to an available ZipCar 

vehicle and, using their wireless device, start an initial exchange of identifiers with the desired 

Merchant device, for example, using the short range local wireless network. The Consumer device 

and/or Merchant device would send a message to an application running on the Server requesting 

that a person associated with an account for the Consumer be granted access to a specific vehicle 
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(e.g., an "object") that is in the vicinity of and associated with the Merchant device. A set of 

confirmatory messages (such as to exchange access codes, to confirm the location of the vehicle, 

the per-use fee due, and payment for the same, etc.), are then typically also exchanged between 

the Consumer and the Merchant device with the assistance of the Server and the long range 

wireless network. Upon confirmation of the necessary transaction information, the Server sends a 

message to the Merchant device to unlock the vehicle requested (which may be sent over the 

second long range wireless network or a yet another network, such as a satellite network). 

[0068] 

[0069] 

Example of a Mobile Device and a Broadcast Device. 

Figure 9 shows a message flow diagram for an embodiment where an individual is in 

the presence of a broadcast device, such as for the museum example of Figure 2. As with Figure 

2, the individual device 202 and the broadcast device 204 are present and enabled. In this 

example, an individual 902 is in a grocery store and their device 902 (Device 1) performs a scan 

for identifiers in step 904, as described previously. DI2 is detected having been transmitted from 

device 2 (903). Device 1 (902) sends a message to server 901 inquiring if DI2 is relevant to the 

entity associated with Device 1 and if the information associated with that device identifier (DI2) 

is available to be returned. In step 906, the server retrieves the accounts associated with both DI2 

and Device 1 (Ell). The server detects that the entity associated with DI2 is an advertisement 

company, and that this device is a broadcast device only, and that there is an electronic coupon 

available for download to Device 1, and multimedia content available to be played if desired. 

Additionally, the account settings associated with Ell allow for the notification of broadcast 

devices in proximity. 

[0070] Server 901 then transmits a Response message 907 indicated the presence of the 

detected device and the content available. The device 902 requests input from the entity associated 

with the device 901 for permission to download the coupon, and the availability to play content 

such as video about how to prepare a recipe using the vendors product. In this case the individual 

associated with Device 1 accepts the content, and a message 909 is sent to the server accepting 

the content. Response message 910 begins the delivery of the content. 

[0071] As previously mentioned, several key distinctions of this embodiment include that the 

user of device 902 may walk away out of range form the broadcast device 903 and continue to 
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receive the content using their cellular link, or may choose to play the content at a later time having 

stored the detected like in a favorites list. Additionally, the content stored in the account associated 

with the broadcast device 2 (903) is relevant to the placement of the device and the products near 

it. Further, as the content is stored in the server 901 rather than in the broadcast device 903, the 

content may be updated, modified, or deleted at anytime. For example the server 901 knowing 

that the consumer has never been detected previously, may customize the electronic coupon to 

provide a deeper discount than a regularly detected consumer. In the case where the devices are 

used for electronic commerce as in Figure 8, knowledge of the user's past purchases may be used 

to induce the consumer to try a new product. Alternatively if the consumer is a regular purchaser 

a loyalty program may provide a coupon upon a particular number of repeated purchases. 

[0072] Figure 10 is a processing flow chart performed by the server receiving a request from 

a device inquiring about the relevant and availability of information associated with detected 

device identifiers. In step 1001 the server is waiting for a request from a device. When a request 

is received in decision 1002, step 1003 is performed. In this step the account information 

associated with the requesting device is retrieved. In step 1004 the information associated with 

the accounts for each of the detected device identifiers is retrieved. In step 1005 the server 

performs a matching process between the policies of the requesting account and each of the 

policies for each account associated with each detected device identifier. In step 1006 the 

information related to the matched policies for the associated entities will be sent to the requesting 

mobile device. 

[0073] Just as in the previous example of an identifier being deemed relevant to a user based 

on a friends list, permission for disclosing a device's presence may require being on a friends list 

as well. For example, when a server receives an inquiry from a device with a list of identifiers, it 

may only respond with information for users associated with the identifiers that are on that device's 

friends list, and on each of the individual's friend lists as well. These friends' lists and policies 

can be stored within a user account which allows for disclosure of a user's presence only to 

individuals on this list, such as described in Figure 11 (to be described below.) 

[0074] It is contemplated that the permissions not be an "all or nothing" decision, but that 

different classes of information may be assigned different permissions and mechanisms. An 
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example of this might be a user's presence, identity, and cart services being made available to 

only one set of other accounts ( or users), while the presence of an anonymous individual being 

made available to anyone, but with other classes services available such as multi-player games 

being treated differently. Additionally multiple contacts may be included in the account, each 

given customized permissions. An example can be that any user may be notified of an anonymous 

user or other information based on additional policies. 

[0075] As only the server contains personal information, and performs the association of an 

account with a particular identifier, it can inherently enforce the security of the policies as a distinct 

advantage relative to true peer to peer services. In this way, the central server controls the process 

of passing information related to an account to a particular requesting device. 

[0076] Figure 11 shows an example account record to be associated with an entity and at least 

one device. The columns of the account record can consist of a Record Index which will be used 

to described the account, a Field which is a descriptive name for the contents stored in the record, 

and a Field Information Group Disclosure Policy Assignment List (PAL). The PAL provides 

rules for the disclosure of the information in the associated row in the Field column. The following 

list are possible PAL entries: 

[0077] 

[0078] 

ALL: may be disclosed to any requesting entity 

EXPLICIT APPROVAL: the Entity associated with the account must provide input 

approving the disclosure of the information 

[0079] 

[0080] 

NONE: Do not disclose this information to any other entity 

M: where Mis a integer from 1 to N indicating a Information Group Disclosure Policy 

which may consist of a list of contacts, friends, groups, characteristics, and the like. 

[0081] Most of the fields in Figure 11 are self explanatory and typical in the industry such as 

the account number, however a few fields are worth a clarifying discussion. The Device identifier 

is in record index 2, with a Identifier type in record 4. The identifier type can define what type of 

identifier the device associated with this account would use. Record index 10 is the Entity Type 

Field. This describes is the entity is a Merchant, Individual, or if the device associated with this 

account is a broadcast only device. 
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[0082] Referring now to Figure 12 a timing map reference for scanning times and dormant 

times for devices is shown. In one embodiment, it is desired that the power consumption and scan 

timing for the devices in a cellular network be reduced. Since the server and the WW AN is 

involved with all mobile devices, coordination of the broadcasting periods and the searching 

periods for the short range radios is possible. This can be based on a common reference time such 

as that provided by most cellular systems, any the time of day clocks inherently within mobile 

devices. This allows for reduced power consumption and other resource consumption in the 

devices. If no coordination is achieved, then the short range receivers in each device must be 

scanning for transmitted identifiers much more often and for longer durations. Utilizing a common 

timing base, and the central server to notify the devices of a coordination approach for "active 

times" and "non-active times" and will allow for the devices to minimize the power consumption 

in the transmission of and scanning for identifiers. This approach also allows for synchronizing 

the update of each device's identifier (as described previously) to enhance anonymity and security, 

coordinated with the central server. The "non-active times" may be used as "boundaries" over 

which the changing identifiers may be updated. This update may be based on either direct 

communication with the server, or rule and algorithm based updates previously coordinated with 

the central server so as to minimize server messaging, but allowing the updates to remain 

synchronized to the server such that the device and the server are always associating the same 

identifier between them. 

[0083] As will be recognized by an individual skilled in the area of information technology, 

the concept of a central server may well be implemented as a collection of servers to allow for load 

balancing, redundancy, and the like in a manor common to the information technology industry. 

[0084] Figure 13 shows a diagram of functional blocks associated with the management of 

dynamically assigned device identifiers. The Server 1301 has an application agent called an 

Identifier Manager (1303) which has access to a pool of device identifiers (1302). The Identifier 

Manager monitors timing information and determines when it is time to update a particular 

device's identifier. This time may be a regular interval, or a random generated time period by an 

algorithm such as a pseudo-random sequence generator, or a combination of both. When it is time 

to update a device identifier, Manager 1303 retrieves a new identifier form the pool 1302. The 

pool of identifiers may be a list or range of identifiers, or generated algorithmically. The new 
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identifier is stored in the account associated with the entity determined to require updating and a 

message sent to the device 1305 associated with that account commanding it to update its device 

identifier with the new one. This messge is sent over the WWAN Data network 1304 such as IS-

2000, HSPA, GPRS, IS-95, Edge, Wi-Max, and the like. All devices 1305 to 1307 will eventually 

all be updated in a similar manner. This update process does not disrupt ongoing communication 

and interaction between devices despite the update as the communications are preformed based on 

the identity of the entities following the detection of the device identifiers which are no longer 

utilized. This unique capability allows for the updating process to be implemented and not impact 

the applications being utilized concurrently. 

[0085] 

[0086] 

Other example applications utilizing still other embodiments follow below. 

Requiring the brokering of the communication via a central server can also allow a 

mobile device to receive information associated with a "broadcast only" device, such as in the 

museum example discussed previously. This is important, as such broadcast devices can enable 

a vast set of new applications built upon the infrastructure developed in this application, beyond 

the museum application. Some of these applications may involve an electronic commerce aspect, 

for example. 

[0087] 

[0088] 

[0089] 

[0090] 

Electronic Commerce Applications 

Ecommerce between a fixed broadcast device and a mobile device 

Football stadium example 

An embodiment of a transaction model, enabled by the infrastructure described above 

can be an event such as a concert, or sporting event (particularly when it is an indoor venue where 

no GPS is available). A number of the broadcast only devices are placed through out the seating 

areas. The devices are very short range, and only transmit intermittently and as a result may be 

battery powered and to remain active over a very long time period. Each device can be placed in 

a known location, in a predicable manner. 

[0091] An attendee at the event has his or her device enabled with the identifier protocol and 

other embodiments described above. The device detects a broadcast device, and interacts over the 

internet with the server via the WWAN connection (as already described above). The server 
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receives an indication of the broadcast device's identifier and the identifier of the account 

associated with the device which detected the broadcast device. The server retrieves content 

associated with the service provider's account and provide that content to the application on the 

requesting mobile device. The content may indicate that the venue has a product delivery service. 

The user may then press an indication on their device that they would like to see a menu or list of 

items for sale from the merchant(s) in the venue. The application on the user's device would then 

allow them to see a menu, for instance, and select items to purchase. The user then would be asked 

to confirm the purchase. The server would then indicate to the merchant that a user located near a 

specific broadcast device has ordered something. In this case, it is expected that a delivery fee 

could also be charged for the enhanced service. The server would facilitate the purchasing of the 

goods or services from the merchant and payment from customer's account, and provide 

confirmation to each. Such confirmation can include an electronic receipt provided to the 

customer, for user upon arrival of the delivery person of the good or service. The customer can 

then select an indication on their device confirming receipt of the good or service via the mobile 

device, thereby completing the transfer of funds and the transition. Optionally, the delivery person 

of the good or service may have an enabled mobile device as well. In this case the identifiers may 

be detected by the customer's device and reported to the server to confirm that the provider's 

delivery person was present. Further, the delivery person's device can be able to detect the 

broadcast device's identifier and reported to the server confirming the delivery person was in the 

correct area independently. Even further proximity confirmation may be achieved by the 

customer's device's transmitted identifier being detected by the delivery person's device and 

reported to the central server further confirming the physical proximity of the parties involved in 

the transaction. Upon arrival of the delivery person, the customer may be notified that the delivery 

person is looking for them, and has arrived. These cross confirmations can allow for the central 

server evidence to justify payments both in completed transactions and in disputed or failed 

transactions. Further, the delivery person may receive a picture of the requesting customer 

assisting to identify the customer to whom the food is to be delivered. Once the customer is found, 

the delivery person can confirm the delivery of the good or service to the customer via the user 

input on their mobile device, and that confirmation being reported to the central server. The 
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customer can have the option to report confirmation or denial of the reception of the product or 

service as well, as in the last example. 

[0092] In another embodiment, the merchant device may be fixed, but have an internet 

connection (wireless or otherwise). Further, in some embodiments, the merchant may be an 

automated device such as a vending machine. In such a model, a customer may use their enabled 

cell phone to purchase an item such as a beverage from the machine without the need to insert 

currency into the machine. This can be accomplished by the customer's cell phone detecting the 

vending machine transmission of the identifier or visa-versa. Following the detection of either the 

customer's identifier by the vending machine, or the customer detecting the vending machine 

identifier, the respective device notifies the server, which in turn provides notification (assuming 

the account settings allow for notification) to the potential customer via their device. Assuming 

the customer selects to purchase an item from the vending machine using their account associated 

with their device, the customer may be presented a menu as in the example above. The customer 

may further be presented information to ensure the identity of the vending machine, such as a 

description of the machine, a machine identification number, or a (most likely) a picture of the 

machine where it is located. The customer can then confirm this is the machine they are interfacing 

with, and select to pay via their account. The customer may in one model select the item to 

dispense by input to their phone, or they may simply select to provide payment to the machine 

allowing them to make the selection manually as is the typical mode of operation today. The 

vending machine can then interact with the server via its own internet connection, and participate 

in the transaction in a manner similar to the mode described above allowing for step by step 

confirmation as previously described. 

[0093] 

[0094] 

Electronic opinion polling, tied to a known location. 

In a much simpler example, such a capability might be used to tie a survey to a known 

location in such a way as to provide an e-coupon to the survey taker on their device in return for 

completion of the survey. Alternatively, this type of interaction can enable a very large crowd to 

interact with a Jumbo-Tron like display to provide input to polls or to participate in group activities. 

Users at different locations in a audience may form teams and interact with other teams for group 

activities. 
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Other Preferred Embodiments 

Applications running on a device may also interact with the server to perform various 

functions, for example retrieving information associated with an entity or device, by utilizing a 

detected identifier. Such information may include stored content associated with the entity's 

account record such as music, pictures, links to social networking sites, instant messaging 

addresses, advertising content, and even executable scripts or application such as in AJAX. An 

example of such an application may include the detection of a device's identifier in a fixed location 

allowing for tour guide like information to be provided for that location. 

[0097] As the server may be running applications which perform more function than just the 

retrieval of content, a pre-defined interaction process may also be applied by the server to the 

devices such as allowing the approval to share private content with the entity associated with the 

detected device. This process may eventually allow or disallow the sharing of information and to 

facilitate the interacting with another entity. 

[0098] As a more complex example, in other embodiments, the devices may utilize the server 

as a third party to provide for new capabilities such as a secure three way e-commerce transaction 

between two entities. In this more complex process, the server may require confirmation of each 

party's identity with visual cross verification of the parties using pictures or other unique 

identifiers. The server may use this visual cross verification in conjunction with detecting that the 

individuals are in proximity with each other. The server may verify the proximity using GPS or 

using the peer to peer detection process in another embodiment. Further, the server may facilitate 

a process requiring each party to perform a step by step confirmation during the transaction 

including the stages of: the request for purchase, the payment, the receipt of goods and services, 

and the providing of payment receipt. 

[0099] This differs from the approaches employed by prior art location aware mobile social 

networking techniques in that no GPS is needed to determine when one device is in proximity to 

another. Many wireless devices in use are not GPS-capable, and even when they are, GPS will 

often not operate indoors or where the GPS signal is weak. Using a peer to peer detection process 

to locate nearby devices allows for the operation of proximity detection indoors. 
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[0100] Preferred embodiments can also differ from known peer to peer based social 

networking in that the information flow between the devices running the applications are over the 

wide area network via a central server, rather than carried over the peer to peer network itself An 

example of this is a service called Flobbi, as discussed previously, where community members can 

identify each other via Bluetooth transmissions, then interact with chat. The messaging in this 

case is carried over Bluetooth itself A distinction from such peer to peer approaches is the use 

of a central server to "broker" the transactions between peers, enhancing the ability to manage 

security and information disclosure. Such use allows for the opportunity to customize delivered 

content to include elements such as advertising or other content customized to the recipient based 

on additional information such as known personal purchasing history, or interests. 

[0101] A further distinction of the preferred embodiment is the use of a central server to 

determine identities of detected peer devices, which additionally allows for secure and fraud 

resistant application of policies for the disclosure of information and content. An issue with the 

existing pure peer to peer approaches is that they are not capable of enforcing policy associated 

with the disclosure of information to unknown entities in a secure and fraud resistant manor. One 

reason for this is that information related to a user's device must be disclosed in the process of 

detection in the form of a static identifier. By the nature of the identifier, it must be static or peers 

would not be able to directly determine the identity of a friend over time with the information 

stored on their device. By using a central server, the system may coordinate the change of the 

identifiers from time to time such that the disclosure of an identifier by one device to another does 

not compromise the identity of the device. In this case the identifier may be assigned from a central 

server and such server coordinate the identifier's change from time to time. 

[0102] Reliance on a central server also allows the secure and fraud resistant application of 

disclosure policy. Such policy might include the verification of the identity of the party to which 

information (identity and presence for instance) or content (pictures of the account owner) is to be 

provided. Such verification is performed in an anonymous way such that in the process of 

verifying information associated with each party, no personal information is disclosed between the 

parties prior to satisfaction of some pre-set policy such as inclusion on a friend list or belonging to 

a specific group or organization. Another important policy required for such services would be 

the determination of any past negative feed back ratings by other past peers for behavior for the 
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particular user to which the information is to be provided. An individual with significant poor 

ratings having detected a peer, may be denied access to personal information or even notification 

of arrival of the detected peer based on the server policy setting by the detected peer or the server 

in general. 

[0103] A further distinction is to enable electronic payments for individuals who are in close 

proximity to each other. The central server can act as a third trusted party to help facilitate the 

electronic transaction between the individuals. Secondly, the server allows for a convenient, 

electronically secure, personally secure and anonymous method for each of the individuals to 

specify the party with which they wish to engage in a transaction. Thirdly, participants in a 

transaction can cross validate the identities of the individuals engaged in the transaction. Finally, 

because this method is proximity based it will also work indoors or in other situations where GPS 

location information is not available. 

[0104] 

[0105] 

Feature Summary of Preferred Embodiments 

1. In a first embodiment: 

[0106] One device is transmitting a wireless identifier using a wireless protocol 

capable of peer to peer communication; 

[0107] The wireless identifier being associated with a specific account on a server 

connected to the internet; 

[0108] 

[0109] 

internet connection; 

[0110] 

the first identifier 

A second device receiving the wireless identifier 

The second device capable of communicating with the server over an 

The second device requesting information from the service associated with 

[0111] The second device having a second identifier associated with a second account on 

the server; and/ or 
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[0112] The server providing different amounts of information related to the first account 

based on the parameters associated with one or both of the first and second accounts 

[0113] The identifiers associated with the accounts being updated such that the identifiers 

would no longer be recognized as being associated with specific accounts without past or current 

interaction with the server; 

[0114] Using one or more of Cellular network timing information, and information form 

the central server to coordinate the broadcast and search times amongst the devices. (to reduce 

power and resource consumption); and/or 

[0115] Data necessary to engage in an E-commerce transaction may be exchanged as well 

such as the identity verification such as via a picture and/or mutual identifier detection. 

[0116] 

[0117] 

2. In a second embodiment, 

A device is capable of operating two wireless protocols simultaneously, utilizing a 

first wireless protocol in the device to detect the proximity of another wireless device and using 

the second wireless protocol to communicate with a remote server, where: 

[0118] One or more of the devices are mobile devices; 

[0119] Where the first wireless protocol is a local, or personal area network wireless 

protocol such as 802.11, Bluetooth, UWB or other local connectivity protocol; 

[0120] Where the first wireless capability used for detecting the presence of another device, 

or advertising the presence or a device; 

[0121] 

optionally: 

[0122] 

[0123] 

[0124] 

Utilizing a wireless wide area data link from one or more of the wireless devices to, 

Connect to a central server; 

Perform user authorization functions; 

Perform download of information associated with account identifiers utilizing the 

short range wireless capability; 

[0125] Request forwarding of messages / packets to the other active account; 
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[0126] Utilizing the messaging with a mobile proximity based social networking capability; 

and optionally, 

[0127] The messaging being performed via the WWAN; and/or 

[0128] The server providing a centrally assigned user identity, with relationship brokering 

or identification capability. 

[0129] 

[0130] 

3. In another embodiment, 

A central serving capability is provided to mobile devices utilizing a wireless WAN 

connection to provide and exchange information between one or more application on one or more 

wireless devices and the central server where 

[0131] the information passed to the central server is collected by one wireless device from 

another wireless device via a separate local wireless reception from the other wireless device; 

[0132] the separate local wireless reception from the second wireless device contains 

information directly assigned by, derived from, or known to the central server associated with the 

identity of the second wireless device; 

[0133] this identity is related to certain information and preferences of an account holder 

associated with an application operating on the second wireless device; 

[0134] 

[0135] 

the application is operating on both wireless devices; 

the application operating on the first device also provides its own identifying 

information to the central server as well as detected identifiers from devices with applications on 

them; 

[0136] The central server contains account information registered to the applications running 

on each wireless device; 

[0137] The preferences associated with the account information also contain policies related 

to the disclosure of one account's stored information to other accounts and hence to their 

application on their devices; 

[0138] These policies including a classification of other accounts each classification having 

different policies some of these policies being one of: 
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[0139] 

[0140] 

[0141] 

[0142] 

[0143] 

[0144] 

no not allow notification of my presence 

allow notification of my presence 

disclose my name/ do not disclose my name 

disclose age/ do not disclose age 

disclose personal details; 

Docket No.: ll 1054-0001U7 

Where an application running on each device can optionally perform point of sale 

transitions coordinated via the central server, over the WW AN, utilizing user input on each device 

as confirmation of successive steps in the transition; 

[0145] Further, where at least one of the confirmation steps additionally involves displaying 

an identifying picture related to one of the devices, on the other device; 

[0146] 

[0147] 

Additionally the server performing an authorization for the transition to a third party; 

Or, optionally, a device is interacting with a point of sale device to associate an 

itemized list of items with a detected second device; 

[0148] The service performing a confirmation with the application on the second device 

requiring user input that the bill of goods list is correct; and/or 

[0149] The server storing the information related to the second devices detected account 

identity and inventory in a database for later use 

[0150] 4. In still other embodiments, a device has a wireless capability with no 

WW AN capability, but only with the ability to broadcast a unique identifier, and 

[0151] 

[0152] 

A central server stores having the broadcast device's details; 

And when the first device provides these detail to the server, authorized and current 

information about the broadcast device are provided to the first wireless device; 

[0153] Where this information optionally includes advertising information or information 

related to "e-coupons" for special offers for products or services; and/or 

[0154] Where the content of the e-coupons might be customized based on the identity of 

the requesting device or account holder; 
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[0155] Where the content is further customized based on other information known by the 

server related to the user's account ; or 

[0156] Where the other information is related to the user's past purchasing practices or 

previous requests; and/or 

[0157] A mobile device, upon detecting a broadcast device and if enabled to do so, will 

report that broadcast Id to the server over a WWAN, and retrieve the current content from the 

server associated with that device and: 

[0158] 

[0159] 

[0160] 

Display it to the user on their device; or 

Execute instructions associated with the information retrieved from the server. 

5. In still further embodiments, a good or service delivery model utilizing the 

above described broadcast device, is placed in a known location, and further 

[0161] A mobile device is for detecting the fixed device's identifier via the 

WPAM/WLAN; 

[0162] The mobile device reporting this identifier and passing an identifier associated with 

itself, or the account associated with the user utilizing the device; 

[0163] The server determining that the detected broadcast device is associated with the 

broadcast device with a known location; 

[0164] The server further determining that the identifier is associated with a service, and 

further associated with an account or that service; 

[0165] The server retrieving content associated with the service 

provider's account and providing that content to the application on the requesting mobile device; 

[0166] Where that content may be a list of items for sale, services for sale, a opinion pole, 

food menu, or other menu style content which allows for user selection of items, which can be 

implemented injava code, xml, simple text, or other for example optionally including active code 

elements; 

[0167] The application on the mobile device displaying the content to the user display with 

the itemized list of goods, services, or other selection items; 
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[0168] A user providing selection of one or more of the items, and confirming they wish to 

purchase said items, and take delivery at or near the location of the fixed broadcast device; 

[0169] The server facilitating the purchasing of the goods or services from the merchant's 

account and the customer's account, and providing confirmation to each. Such confirmation 

including an electronic receipt provided to the customer, for user upon arrival of the deliverer of 

the good to or service; 

[0170] The customer confirming receipt of the good or service via the mobile device, thereby 

completing the transfer of funds and the transition; and/or 

[0171] 

[0172] 

The deliverer of the good or service optionally having a mobile device and optionally: 

such that identifiers from that device may be detected by the customers device and 

reported to the server to confirm that the provider's delivery person was present; 

[0173] such that the broadcast devices identifier is detected by the delivery person's mobile 

device and reported to the server confirming the deliver person was in the correct area 

[0174] such that the customer's device's transmitted identifier is detected by the delivery 

persons device and reported to the central server further confirming the physical proximity of the 

parties involved in the transaction; and/or 

[0175] The delivery person confirming the delivery of the good or service to the customer via 

the user input on their mobile device, and that confirmation being reported to the central server. 

[0176] 6. In another embodiment, a software program is arranged to operate at the 

application layer on a mobile device, which interfaces to a device driver interface: 

[0177] 

[0178] 

[0179] 

[0180] 

Using wi-fi 802.11 to perform a WLAN local connection protocol; or 

Using Bluetooth to perform the WLAN local connection; 

Where the device driver interface is an NDIS driver or the like; 

Using lxEVDO, HSDPA, GPRS, EDGE or the like for a wide area WWAN interface; 
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[0181] The application then providing the reported identifiers to a server, which will make 

decisions regarding a users interest in these detected identifiers, and policy regard privacy other 

identifiers; 

[0182] The decision process optionally based on priority of the identifier, the class an 

identifier belongs to, a list the identifier is, or is not included on; 

[0183] 

[0184] 

Based on the result of the action function, 

Sending at least one detected identifier to the network, potentially with additional 

information from the action function, and retrieving information back from the server related to 

that identifiers' account information stored on that server; 

[0185] 

identifier 

[0186] 

The server then receiving a request from a device's application, with a detected 

The server examining both the requesting and the requested identifier's identity and 

making a policy decision regarding the release of the requested identifiers information related to 

their account; 

[0187] The server in some cases providing a continuously or periodically changing account 

or device identifier to a specific application on a device to enhance the privacy of the identity of 

that device; 

[0188] The changing of the identifier may be effected by a rule based generation local to the 

application, or may be downloaded from the server directly; and/or 

[0189] The update of the identifier being synchronized to such that it is coordinated with 

predetermined scanning and broadcasting periods allowing for a known update boundary; 

[0190] 7. In still another embodiment, a method uses the mobile device's time of day 

derived from the network or other reference for 

[0191] 

life; 

[0192] 

synchronizing a P AN/WLAN discovery and advertisement times to save battery 

doing the same in a synchronized way among multiple devices; 
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[0193] while coordinating the timing information utilizing the WWAN and a central 

server available commonly to the devices, such as by 

[0194] Synchronizing identifier transmission timing to save power from WWAN 

network parameters obtained for the server; 

[0195] 

[0196] 

Coordinating any identifier updates to this same timing source; and/or 

Using a pool of identifiers available to the central server to assign identifiers to 

devices changing the identifiers at some time interval derived for the common time reference 

[0197] 8. In another embodiment, 

[0198] A central server uses an identity manager to assign identifiers to devices 

using a WW AN cellular data link, and wherein 

[0199] 

[0200] 

[0201] 

identifiers are occasionally changed 

identifiers are assigned from a pool of identifiers available to the servers; 

identifiers are used as 48 bit media access control (MAC) addresses of the short 

range wireless network adapter 

[0202] 

[0203] 

[0204] 

[0205] 

[0206] 

[0207] 

identifiers are optionally used as 

an SSID in a IBSS in IEEE-802.11 network beacons 

a BS SID of the IEEE802. l l network adapter; 

in a IEEE802. l 5 .1 Inquiry Response Message as the BD _ ADDR 

a device name in a Bluetooth name response packet ; or 

listed in a services list as provided m a LMP features _req message or 

LMP _features _req_ ext message for a Bluetooth device 

[0208] While this invention has been particularly shown and described with references to 

example embodiments thereof, it will be understood by those skilled in the art that various changes 

in form and details may be made therein without departing from the scope of the invention 

encompassed by the appended claims. 
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CLAIMS 

1. A method comprising: 

receiving, by a wireless device, using a short range wireless protocol, a first plurality of 

beacon transmissions associated with a wireless beacon service, each beacon transmission 

comprising three fields (a) a MAC address, (b) a unique identifier, wherein the unique identifier 

of each respective beacon transmission does not directly identify a location of a beacon 

transmitter, and ( c) a beacon service identifier, wherein the beacon service identifier of each 

respective beacon transmission is a number; 

receiving, by the wireless device using a second wireless protocol, stored information 

from one or more servers, relating to an entity or object associated with a first unique identifier; 

selecting one or more of the unique identifiers from the first plurality of beacon 

transmissions, by filtering the beacon transmissions which include a beacon service identifier 

indicating that a particular received beacon transmission is associated with the wireless beacon 

service; and 

taking first further action relating to the stored information, if the first unique identifier is 

present among the selected one or more unique identifiers. 

2. The method of claim 1, wherein the receiving, by the wireless device, using a short 

range wireless protocol, of the first plurality of beacon transmissions occurs in a first time 

period, and 

wherein the method further comprises, during a second time period: 

receiving, by the wireless device, using a short range wireless protocol, a second plurality 

of beacon transmissions, each of the second plurality of beacon transmissions comprising three 

fields (a) a MAC address, (b) a unique identifier, wherein the unique identifier of each respective 

beacon transmission does not directly identify a location of a beacon transmitter, and ( c) a 

beacon service identifier, wherein the beacon service identifier of each respective beacon 

transmission is a number; 

selecting one or more of the unique identifiers from the second plurality of beacon 

transmissions, by filtering the beacon transmissions which include the same beacon service 
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identifier indicating that a particular received beacon transmission is associated with the same 

wireless beacon service; and 

taking second further action relating to the stored information, if a second unique 

identifier is present among the selected one or more unique identifiers, wherein the second 

unique identifier is associated with the same entity or object, and wherein the second unique 

identifier is not equal to the first unique identifier. 

3. The method of claim 2 wherein the MAC address received in a beacon transmission 

including the second unique identifier is different from the MAC address received in a beacon 

transmission including the first unique identifier, but each such beacon transmission includes the 

same beacon service identifier. 

4. The method of claim 3 wherein the second further action is based upon a function 

currently being performed on a device associated with the wireless beacon service. 

5. The method of claim 4 wherein the function is related to 

a current phone call, 

music being played, 

a video being played, 

a multi-player game, or 

a shared application. 

6. The method of claim 2 wherein the first or the second further action is related to 

rece1vmg advertising information for presentation to a user of the wireless device, based upon 

the first or the second unique identifiers, or information derived from the first of second unique 

identifiers. 
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7. The method of claim 2 wherein the first further action includes retrieving content from 

a server based upon information derived from either the first unique identifier or the second 

unique identifier. 

8. The method of claim 2, wherein the first or second further action includes sending a 

message to another device associated with an account related to the first and the second unique 

identifiers. 

9. The method of claim 2 wherein following the performance of the first or second further 

action, a server associated with the an account for the user of the wireless device performs a step 

of sending a message to an email address associated with the account for the user relating to the 

entity or object associated with the first or second unique identifiers. 

10. The method of claim 2 wherein the second further action includes preventing sending 

of the second unique identifier or information derived from the second unique identifier by the 

wireless device to one or more servers. 

11. The method of claim 1 wherein the first further action comprises: 

determining, based upon at least a portion of the stored information, that at least one 

beacon transmitter is associated with a predetermined location. 

12. The method of claim 2 wherein the step of taking first further action further includes, 

by the wireless device, 

sending of the first unique identifier or information derived from the first unique 

identifier to at least one of the one or more servers, and 

receiving the stored information in response. 

13. The method of claim 1 further comprising: 

wherein the stored information is received by the wireless device from at least one of the 

one or more servers prior to the performing of the first further action. 
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14. The method of claim 2 further comprising: 

wherein the stored information is received by the wireless device from at least one of the 

one or more servers prior to the performing of the first further action. 

15. The method of claim 1 further comprising: 

wherein the stored information is used to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 

16. The method of claim 2 wherein all beacon transmitter devices participating in the 

wireless beacon service have the same beacon service identifier for identifying the beacon 

transmitters as being enabled with the wireless beacon service. 

17. The method of claim 2 wherein the second further action comprises: 

determining, based upon at least a portion of the stored information, that the beacon 

transmitter is associated with a predetermined location. 

18. The method of claim 2 wherein one or more of the steps performed by the wireless 

device are performed as a result of an application program executing on the wireless device 

utilizing a software interface. 

19. The claim of 2 wherein the second further action is related to a product tied to a 

location. 

20. The claim of 2 wherein the second further action is related to an advertisement tied to 

a location. 
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21. The method of claim I wherein the first further action includes determining an 

address or location associated with the wireless device based at least in part upon the first 

unique identifier being associated with a pre-determined location, and wherein the wireless 

device is located indoors where a GPS signal may not be available. 

22. The method of claim 2 wherein the second further action includes determining an 

address or location associated with the wireless device based at least in part upon the second 

unique identifier being associated with a pre-determined location, wherein the wireless device is 

located indoors where a GPS signal may not be available. 

23. The method of claim 2 wherein the second further action includes steps to allow for a 

user associated with the wireless device to be provided access to an object or device associated 

with the wireless beacon service. 

24. The method of claim 2 wherein the step of taking second further action additionally 

compnses: 

controlling further communications between the wireless device and at least one device 

or server associated with an entity or object in proximity to the wireless device. 

25. The method of claim 3 further comprising: 

receiving, by the wireless device, timing notification information for coordination of 

active times for beacon transmissions. 

26. The method of claim 25 wherein the receiving, by the wireless device of the timing 

notification information is not directly from the beacon transmitter. 

27. The method of claim 2 wherein the stored information is used to determine if the 

second unique identifier is present among the second selected one or more unique identifiers. 
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28. The method of claim I wherein the MAC address is a randomly generated 48 bit 

number matching a format of a Bluetooth BD _ ADDR. 

29. The method of claim 3 wherein the short range protocol is derived from Bluetooth. 

30. A mobile wireless device comprising: 

one or more radios for providing reception and transmission for each of a Bluetooth 

wireless protocol and a second wireless protocol; 

one or more processors; and 

one or more non-transitory memory devices coupled to the one or more processors, the 

one or more non-transitory memory devices storing a set of instructions that when executed by 

the one or more processors cause the one or more processors to perform operations including: 

receiving from a beacon transmitter, using the Bluetooth wireless protocol, a first 

plurality of beacon transmissions during a first time period, each of the beacon transmissions 

including (a) a MAC address, (b) a unique identifier, wherein the first unique identifier does not 

directly identify a location of the beacon transmitter, and ( c) a beacon service identifier, wherein 

the beacon service identifier is a number indicating that each beacon transmission is associated 

with a wireless beacon service; 

receiving from one or more servers, using the second wireless protocol, stored 

information related to an entity or object associated with the first unique; 

selecting one or more unique identifiers from the first plurality of beacon transmissions, 

by filtering the beacon transmissions which include the beacon service identifier indicating that a 

particular received beacon transmission is associated with the wireless beacon service; 

taking first further action relating to the stored information, if the first unique identifier is 

present among the selected one or more unique identifiers; and 

and the operations further including: 

receiving, by the wireless device, using the Bluetooth wireless protocol wireless, during 

a second time period, a second plurality of beacon transmissions, each of the second plurality of 

beacon transmissions comprising three fields (a) a MAC address, (b) a unique identifier, wherein 

the unique identifier of each respective beacon transmission does not directly identify a location 
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of a beacon transmitter, and ( c) a beacon service identifier, wherein the beacon service identifier 

of each respective beacon transmission is a number; 

selecting one or more of the unique identifiers from the second plurality of beacon 

transmissions, by filtering the beacon transmissions which include the same beacon service 

identifier indicating that a particular received beacon transmission is associated with the same 

wireless beacon service; 

taking second further action relating to the stored information, if a second unique 

identifier is present among the selected one or more unique identifiers, wherein the second 

unique identifier is associated with the same entity or object, and wherein the second unique 

identifier is not equal to the first unique identifier; and 

wherein the MAC address received in a beacon transmission including the second unique 

identifier is different from the MAC address received in a beacon transmission including the first 

unique identifier, but each such beacon transmission includes the same beacon service identifier. 
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ABSTRACT 

[0209] Systems and methods are provided for reducing communications between servers 

and a mobile device and providing enhanced security and privacy to wireless beacon services. This 

can involve a broadcast device transmitting a beacon transmission using a short range wireless 

radio, such a Bluetooth or WiFi, and including a MAC address, a first unique identifier, and a 

beacon service identifier. The mobile device then selects one or more unique identifiers from 

received beacon transmissions, by filtering (that is, selecting) those beacon transmissions which 

include the beacon service identifier. The wireless device then takes further action, if the first 

unique identifier is present among the selected one or more unique identifiers, using stored 

information from the server. The stored information may be delivered to the wireless device in 

response to the wireless device sending the first unique identifier to a server, or the stored 

information may have been previously downloaded. 
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Amendments to the Claims: 

Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

This listing of claims replaces all prior versions of the claims: 

1-30. (Cancelled) 

31. (New) A method comprising: 

receiving, at a wireless device, via a short range wireless protocol, a first plurality 

of beacon transmissions, each beacon transmission comprising three fields (a) a MAC 

address, (b) a unique identifier, wherein the unique identifier of each respective beacon 

transmission does not directly identify a location of a beacon transmitter, and ( c) a beacon 

service identifier, wherein the beacon service identifier of each respective beacon 

transmission identifies that the unique identifier is relevant to stored information associated 

with a wireless beacon service, wherein the stored information is not otherwise accessible to 

the wireless device utilizing the short range wireless protocol; 

receiving, at the wireless device via a second wireless protocol, the stored 

information from one or more servers, the stored information relating to a particular entity or 

object associated with a first unique identifier, and wherein the second wireless protocol is 

different from the short range wireless protocol; 

causing selection of one or more of the unique identifiers from the first plurality 

of beacon transmissions, by filtering the beacon transmissions which include a particular 

beacon service identifier indicating that a particular received beacon transmission is 

associated with a particular wireless beacon service; and 

taking first further action relating to the stored information, if the first unique 

identifier is present among the selected one or more unique identifiers. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

32. (New) The method of claim 31, wherein the receiving, at the wireless device, via 

a short range wireless protocol, of the first plurality of beacon transmissions occurs in a first 

time period, and 

wherein the method further comprises, during a second time period: 

receiving, at the wireless device, via a short range wireless protocol, a second 

plurality of beacon transmissions, each of the second plurality of beacon transmissions 

comprising three fields (a) a MAC address, (b) a unique identifier, wherein the unique 

identifier of each respective beacon transmission does not directly identify a location of a 

beacon transmitter, and ( c) a beacon service identifier, wherein the beacon service identifier 

of each respective beacon transmission identifies that the unique identifier is relevant to 

stored information associated with a wireless beacon service, wherein the stored information 

is not accessible to the wireless device utilizing the short range wireless protocol; 

causing selection of one or more of the unique identifiers from the second 

plurality of beacon transmissions, by filtering the beacon transmissions which include the 

same particular beacon service identifier indicating that the particular received beacon 

transmission is associated with the same particular wireless beacon service; and 

taking second further action relating to the stored information, if a second unique 

identifier is present among the one or more unique identifiers selected from the second 

plurality of beacon transmissions, wherein the first unique identifier and the second unique 

identifier are both associated with the same particular entity or object, and wherein the 

second unique identifier is not equal to the first unique identifier, and further wherein the 

received beacon transmissions including the first and second unique identifiers are received 

from a same transmitting device. 

33. (New) The method of claim 32 wherein the MAC address received in a beacon 

transmission including the second unique identifier is different from the MAC address 

received in a beacon transmission including the first unique identifier, but each such beacon 

transmission includes the same particular beacon service identifier, and wherein a plurality of 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

beacon transmissions including the particular service identifier and the first unique identifier 

are received in the first time period, and no beacon transmissions including the same 

particular service identifier and the second unique identifier are received in the first time 

period. 

34. (New) The method of claim 33 wherein the second further action is based upon a 

function currently being performed on a device associated with the wireless beacon service. 

35. (New) The method of claim 34 wherein the function is related to 

a current phone call, 

music being played, 

a video being played, 

a multi-player game, or 

a shared application. 

36. (New) The method of claim 32 wherein the first or the second further action is 

related to receiving advertising information for presentation to a user of the wireless device, 

based upon the first or the second unique identifier, or information derived from the first or 

second unique identifier. 

37. (New) The method of claim 32 wherein one or more of the first further action and 

the second further action includes receiving content from a server based upon information 

derived from either the first unique identifier or the second unique identifier. 

38. (New) The method of claim 32, wherein the first or second further action 

includes sending a message to another device associated with an account related to the first 

and the second unique identifiers. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

39. (New) The method of claim 32 wherein following the performance of the first or 

second further action, a server associated with an account for a user of the wireless device 

performs a step of sending an email message to an email address associated with the account 

for the user, the email message relating to the particular entity or object. 

40. (New) The method of claim 32 wherein the second further action includes 

preventing sending of the second unique identifier or inform a ti on derived from the second 

unique identifier by the wireless device to at least one of the one or more servers. 

41. (New) The method of claim 31 wherein the first further action comprises: 

determining, based upon at least a portion of the stored information, that at least one beacon 

transmitter is associated with a predetermined location. 

42. (New) The method of claim 31 wherein the step of taking first further action 

further includes causing the wireless device, to: 

send the first unique identifier or information derived from the first unique identifier 

to at least one of the one or more servers, and 

receive the stored information in response. 

43. (New) The method of claim 31 wherein the stored information is received at the 

wireless device from at least one of the one or more servers prior to the performing of the 

first further action. 

44. (New) The method of claim 32 wherein the stored information is received at the 

wireless device from at least one of the one or more servers prior to performing one or more 

of the first and the second further action. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

45. (New) The method of claim 31 further comprising: 

using the stored information to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 

46. (New) The method of claim 32 wherein all beacon transmitter devices 

participating in the particular wireless beacon service have the same particular beacon service 

identifier. 

47. (New) The method of claim 32 wherein the second further action comprises: 

determining, based upon at least a portion of the stored information, that the beacon 

transmitter is associated with a predetermined location. 

48. (New) The method of claim 32 wherein the steps performed at the wireless device 

are performed as a result of an application program executing on the wireless device. 

49. (New) The method of claim 32 wherein the second further action is related to 

either a product tied to a location or an advertisement tied to a location. 

50. (New) The method of claim 31 wherein the first further action includes 

determining an address or location associated with the wireless device based at least in part 

upon the first unique identifier being associated with a pre-determined location, and wherein 

the wireless device is located indoors where a GPS signal may not be available. 

51. (New) The method of claim 32 wherein the second further action includes 

determining an address or location associated with the wireless device based at least in part 

upon the second unique identifier being associated with a pre-determined location, wherein 

the wireless device is located indoors where a GPS signal may not be available. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

52. (New) The method of claim 32 wherein the second further action includes 

allowing a user associated with the wireless device to be provided access to an object or 

device associated with the wireless beacon service. 

53. (New) The method of claim 32 wherein the step of taking second further action 

additionally comprises: 

controlling further communications between the wireless device and at least one 

device or server associated with an entity or object in proximity to the wireless device. 

54. (New) The method of claim 33 further comprising: 

receiving, at the wireless device, timing notification information for coordination 

of active times for beacon transmissions. 

55. (New) The method of claim 54 wherein the receiving, at the wireless device of 

the timing notification information is not directly from the beacon transmitter. 

56. (New) The method of claim 32 further comprising: 

using the stored information to determine if the second unique identifier is present 

among the selected one or more of the unique identifiers from the second plurality of beacon 

transmissions. 

57. (New) The method of claim 31 wherein the MAC address is a randomly generated 

48 bit number matching a format of a Bluetooth BD _ ADDR. 

58. (New) The method of claim 33 wherein the short range protocol is derived from 

Bluetooth. 
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59. (New) A mobile wireless device comprising: 

Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

one or more radios for providing reception and transmission for each of a 

Bluetooth wireless protocol and a second wireless protocol; 

one or more processors; and 

one or more memory devices coupled to the one or more processors, the one or 

more memory devices storing a set of instructions that when executed by the one or more 

processors cause the one or more processors to perform operations including: 

receiving from a beacon transmitter, using the Bluetooth wireless protocol, a first 

plurality of beacon transmissions during a first time period, each of the beacon transmissions 

including (a) a MAC address, (b) a unique identifier, the unique identifier does not directly 

identify a location of the beacon transmitter, and ( c) a beacon service identifier, wherein the 

beacon service identifier of each respective beacon transmission identifies that the unique 

identifier is relevant to stored information associated with a wireless beacon service, wherein 

the stored information is not otherwise accessible to the wireless device utilizing the 

Bluetooth wireless protocol; 

receiving from one or more servers, using the second wireless protocol, stored 

information related to a entity or object associated with a first unique identifier; 

selecting one or more unique identifiers from the first plurality of beacon 

transmissions, by filtering the beacon transmissions which include a particular beacon service 

identifier indicating that a particular received beacon transmission is associated with the 

particular wireless beacon service; 

taking first further action relating to the stored information, if the first unique 

identifier is present among the selected one or more unique identifiers; 

receiving, by the wireless device, using the Bluetooth wireless protocol, during a 

second time period, a second plurality of beacon transmissions, each of the second plurality 

of beacon transmissions comprising three fields (a) a MAC address, (b) a unique identifier, 

wherein the unique identifier of each respective beacon transmission does not directly 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

identify a location of a beacon transmitter, and ( c) the beacon service identifier, wherein the 

beacon service identifier of each respective beacon transmission identifies that the unique 

identifier is relevant to stored information associated with a wireless beacon service, wherein 

the stored information is not accessible to the wireless device utilizing the Bluetooth wireless 

protocol; 

selecting one or more of the unique identifiers from the second plurality of beacon 

transmissions, by filtering the beacon transmissions which include the same particular beacon 

service identifier indicating that a particular received beacon transmission is associated with 

the same particular wireless beacon service; 

taking second further action relating to the stored information, if a second unique 

identifier is present among the one or more unique identifiers selected from the second 

plurality of beacon transmissions, wherein the second unique identifier is associated with the 

same entity or object, and wherein the second unique identifier is not equal to the first unique 

identifier, and further wherein the received beacon transmissions including the first and 

second unique identifiers are received from a same transmitting device; and 

wherein the MAC address received in a beacon transmission including the second 

unique identifier is different from the MAC address received in a beacon transmission 

including the first unique identifier, but each such beacon transmission includes the same 

particular beacon service identifier. 

60. (New) A computer program product for installation in a memory in a wireless 

device, the computer program product comprising computer program instructions that, when 

executed by one or more processors in the wireless device, cause the wireless device to: 

process a first plurality of beacon transmissions, received at the wireless device via a 

Bluetooth protocol, each beacon transmission comprising three fields (a) a MAC address, (b) 

a unique identifier, wherein the unique identifier of each respective beacon transmission does 

not directly identify a location of a beacon transmitter, and ( c) a beacon service identifier, 

wherein the beacon service identifier of each respective beacon transmission identifies that 
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the unique identifier is relevant to stored information associated with a wireless beacon 

service, wherein the stored information is not otherwise accessible to the wireless device 

utilizing the Bluetooth wireless protocol; 

process stored information transferred from one or more servers to the wireless 

device via a second wireless protocol, wherein the stored information relates to an entity or 

object associated with a first unique identifier, and wherein the second wireless protocol is 

different from the Bluetooth wireless protocol; 

select one or more of the unique identifiers from the first plurality of beacon 

transmissions, by filtering the beacon transmissions which include a particular beacon 

service identifier indicating that a particular received beacon transmission is associated with 

a particular wireless beacon service; and 

perform a first further action, the first further action relating to the stored 

information, if the first unique identifier is present among the selected one or more unique 

identifiers. 

61. (New) The computer program product of claim 60 wherein the computer 

program instructions, when executed by the one or more processors in the wireless device, 

cause the wireless device to: 

during a first time period: 

process the first plurality of beacon transmissions in the first time period, and 

during a second time period: 

process a second plurality of beacon transmissions, received at the wireless device 

via the Bluetooth protocol, each beacon transmission comprising three fields (a) a MAC 

address, (b) a unique identifier, wherein the unique identifier of each respective beacon 

transmission does not directly identify a location of a beacon transmitter, and ( c) a beacon 

service identifier, wherein the beacon service identifier of each respective beacon 

transmission identifies that the unique identifier is relevant to stored information associated 
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with a wireless beacon service, wherein the stored information is not otherwise accessible to 

the wireless device utilizing the Bluetooth wireless protocol; 

select one or more of the unique identifiers from the second plurality of beacon 

transmissions, by filtering the beacon transmissions which include the same particular beacon 

service identifier indicating that the particular received beacon transmission is associated 

with the same particular wireless beacon service; and 

perform a second further action relating to the stored information, if a second 

unique identifier is present among the one or more unique identifiers selected from the 

second plurality of beacon transmissions, wherein the first unique identifier and the second 

unique identifier are both associated with the same particular entity or object, and wherein 

the second unique identifier is not equal to the first unique identifier, and further wherein the 

received beacon transmissions including the first and second unique identifiers are received 

from a same transmitting device. 

62. (New) The computer program product of claim 61 wherein the MAC address 

received in a beacon transmission including the second unique identifier is different from the 

MAC address received in a beacon transmission including the first unique identifier, but each 

such beacon transmission includes the same particular beacon service identifier, and wherein 

a plurality of beacon transmissions including the particular beacon service identifier and the 

first unique identifier are received in the first time period, and no beacon transmissions 

including the same service identifier and the second unique identifier are received in the first 

time period. 

63. (New) The computer program product of claim 62 wherein the second further 

action is based upon a function currently being performed on a device associated with the 

wireless beacon service. 
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64. (New) The computer program product of claim 63 wherein the function is related 

to a current phone call, 

music being played, 

a video being played, 

a multi-player game, or 

a shared application. 

65. (New) The computer program product of claim 61 wherein the first or the second 

further action is additionally related to receiving advertising information for presentation to a 

user of the wireless device, based upon the first or the second unique identifiers, or based 

upon information derived from the first or second unique identifier. 

66. (New) The computer program product of claim 60 wherein the first further action 

is additionally related to receiving advertising information for presentation to a user of the 

wireless device, based upon the unique identifier, or based upon information derived from 

the first unique identifier. 

67. (New) The computer program product of claim 61 wherein one or more of the 

first further action and the second further action additionally includes causing the wireless 

device to receive content from a server based upon information derived from either the first 

unique identifier or the second unique identifier. 

68. (New) The computer program product of claim 62 wherein the first further action 

additionally includes causing the wireless device to receive content from a server based upon 

information derived from the first unique identifier. 
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69. (New) The computer program product of claim 61, wherein the first or second 

further action additionally includes causing the wireless device to send a message to another 

device associated with an account related to the first or the second unique identifiers, or 

information derived from the first or the second unique identifiers. 

70. (New) The computer program product of claim 61, wherein the computer program 

instructions, when executed by the one or more processors in the wireless device, further 

cause the wireless device to: 

after the first or second further action: 

send information to a server associated with an account for a user of the wireless 

device, to enable the server to send a message to an email address associated with the 

account for the user. 

71. (New) The computer program product of claim 60, wherein the first further action 

additionally includes causing the wireless device to send information to a server associated 

with an account for a user of the wireless device, and enabling the server to send a message 

to an email address associated with the account for the user as a result of the first further 

action. 

72. (New) The computer program product of claim 61 wherein the second further 

action additionally includes causing the wireless device to prevent sending the second unique 

identifier or information derived from the second unique identifier by the wireless device to 

at least one of the one or more servers. 

73. (New) The computer program product of claim 60 wherein the first further action 

additionally includes causing the wireless device to determine that at least one beacon 

transmitter is associated with a predetermined location. 
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74. (New) The computer program product of claim 60 wherein the first further action 

additionally includes causing the wireless device to: 

send the first unique identifier or information derived from the first unique identifier 

to at least one of the one or more servers, and 

subsequently receive the stored information in response thereto. 

75. (New) The computer program product of claim 60 wherein the computer program 

instructions, when executed by the one or more processors in the wireless device, further 

cause the wireless device to 

receive stored information at the wireless device from at least one of the one or more 

servers prior to performing the first further action. 

76. (New) The computer program product of claim 61 wherein the computer program 

instructions, when executed by the one or more processors in the wireless device, further 

cause the wireless device to: 

receive stored information at the wireless device from at least one of the one or more 

servers prior to performing one or more of the first and the second further action. 

77. (New) The computer program product of claim 60 wherein the computer program 

instructions, when executed by the one or more processors in the wireless device, further 

cause the wireless device to: 

use the stored information to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 

78. (New) The computer program product of claim 61 wherein all beacon transmitter 

devices participating in the particular wireless beacon service have the same particular 

beacon service identifier. 
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79. (New) The computer program product of claim 61 wherein the second further 

action additionally includes causing the wireless device to determine, based upon at least a 

portion of the stored information, that the beacon transmitter is associated with a 

predetermined location. 

80. (New) The computer program product of claim 60 wherein the first further action 

additionally includes causing the wireless device to display a current location, based at least 

in part upon a predetermined location associated with the first unique identifier, or based at 

least in part upon information derived from the first unique identifier. 

81. (New) The computer program product of claim 61 wherein the second further 

action additionally includes causing the wireless device to display a current location on the 

wireless device, based at least in part upon a predetermined location associated with the 

second unique identifier, or based at least in part upon information derived from the second 

unique identifier. 

82. (New) The computer program product of claim 61 wherein the second further 

action is additionally related to either a product tied to a location or to an advertisement tied 

to a location 

83. (New) The computer program product of claim 60 wherein the first further action 

additionally includes causing the wireless device to determine an address or location 

associated with the wireless device based at least in part upon the first unique identifier being 

associated with a pre-determined location, when the wireless device is located indoors where 

a GPS signal may not be available. 
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84. (New) The computer program product of claim 61 wherein the second further 

action additionally includes causing the wireless device to determine an address or location 

associated with the wireless device based at least in part upon the second unique identifier 

being associated with a pre-determined location, when the wireless device is located indoors 

where a GPS signal may not be available. 

85. (New) The computer program product of claim 61 wherein the second further 

action additionally includes causing the wireless device to allow a user associated with the 

wireless device to access to an object or device associated with the wireless beacon service. 

86. (New) The computer program product of claim 61 wherein the second further 

action additionally includes causing the wireless device to control further communications 

between the wireless device and at least one other device or server associated with an entity 

or object in proximity to the wireless device. 

87. (New) The computer program product of claim 62 wherein the computer program 

instructions, when executed by the wireless device, further cause the wireless device to: 

receive, at the wireless device, timing notification information for coordination of 

active times for beacon transmissions. 

88. (New) The computer program product of claim 87 wherein the timing notification 

information is not received directly from the beacon transmitter. 

89. (New) The computer program product of claim 61 wherein the computer program 

instructions, when executed by the wireless device, further cause the wireless device to: 
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use the stored information to determine if the second unique identifier is present 

among the selected one or more of the unique identifiers from the second plurality of beacon 

transmissions. 

90. (New) The computer program product of claim 60 further comprising program 

instructions that, when executed by the one or more processors, cause the wireless device to: 

use the stored information to determine if the first unique identifier is present among 

the selected one or more of the unique identifiers from the first plurality of beacon 

transmissions. 

91. (New) The computer program product of claim 60 wherein the MAC address is a 

randomly generated 48 bit number matching a format of a Bluetooth BD _ ADDR. 

92. (New) The mobile wireless device of claim 59 wherein the operations further 

compnse: 

receiving, at the mobile wireless device, timing notification information for 

coordination of active times for beacon transmissions. 

93. (New) The computer program product of claim 63 wherein the receiving, at the 

wireless device of the timing notification information is not directly from the beacon 

transmitter. 

94. (New) The mobile wireless device of claim 59 wherein the operations further 

compnse: 

using the stored information to determine if the second unique identifier is present 

among the selected one or more of the unique identifiers from the second plurality of beacon 

transmissions. 
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95. (New) The mobile wireless device of claim 59 wherein each MAC address or a 

respective beacon transmission is a randomly generated 48 bit number matching a format of a 

Bluetooth BD ADDR. 

96. (New) The mobile wireless device of claim 59 wherein the second further action 

is based upon a function currently being performed on a device associated with the wireless 

beacon service. 

97. (New) The mobile wireless device of claim 96 wherein the function is related to 

a current phone call, 

music being played, 

a video being played, 

a multi-player game, or 

a shared application. 

98. (New) The mobile wireless device of claim 59 wherein one or more of the first 

further action and the second further action includes receiving content from a server based 

upon information derived from either the first unique identifier or the second unique 

identifier. 

99. (New) The mobile wireless device of claim 59, wherein the first or second further 

action includes sending a message or causing a server to send a message to another device 

associated with an account related to the first and the second unique identifiers. 

100. (New) The mobile wireless device of claim 59 wherein the second further action 

includes preventing sending of the second unique identifier or information derived from the 

f8 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

second unique identifier by the mobile wireless device to at least one of the one or more 

servers. 

101. (New) The mobile wireless device of claim 59 wherein at least one of the first 

further action or the second further action comprises: determining that at least one beacon 

transmitter is associated with a predetermined location. 

102. (New) The mobile wireless device of claim 59 wherein the operations further 

compnse: 

using the stored information to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 

103. (New) The mobile wireless device of claim 59 wherein one of the first further 

action and second further action additionally includes 

determining an address or location associated with the wireless device based at least 

in part upon the first or second unique identifier or information derived from the first or 

second unique identifier being associated with a pre-determined location, and wherein the 

mobile wireless device may be located indoors where a GPS signal may not be available. 

104. (New) The mobile wireless device of claim 59 wherein the second further action 

includes allowing a user associated with the mobile wireless device to be provided access to 

an object or device associated with the wireless beacon service. 

105. (New) The mobile wireless device of claim 59 wherein the first or second 

further action additionally comprises: 

controlling further communications between the mobile wireless device and at 

least one device or server associated with an entity or object in proximity to the wireless 

device based upon information derived from the first or second unique identifier. 
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106. (New) The method of claim 31 wherein the first further action is related to 

receiving advertising information for presentation to a user of the wireless device, based 

upon the first unique identifier, or information derived from the first unique identifier. 

107. (New) The method of claim 31 wherein the first further action includes receiving 

content from a server based upon information derived from the first unique identifier. 

108. (New) The method of claim 31 ?? wherein following the performance of the 

first further action, a server associated with an account for a user of the wireless device 

performs a step of sending an email message to an email address associated with the account 

for the user as a result of the first further action. 

109. (New) The method of claim 31 wherein the first further action comprises: 

determining that at least one beacon transmitter is associated with a predetermined location. 

110. (New) The method of claim 32 wherein the second further action comprises: 

determining that the beacon transmitter is associated with a predetermined location. 

111. (New) The method of claim 31 wherein the first further action is related to either 

a product tied to a location or an advertisement tied to a location. 

112. (New) The method of claim 33 wherein the step of taking second further action 

additionally comprises: 

controlling further communications between the wireless device and at least one 

device or server associated with an entity or object in proximity to the wireless device. 
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113. (New) The method of claim 31 further comprising: 

using the stored information to determine if the first unique identifier is present 

among the selected one or more of the unique identifiers from the first plurality of beacon 

transmissions. 
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REMARKS/ARGUMENTS 

Status of the Claims 

With entry of the foregoing amendments, claims 31-113 are now presented for examination. 

Explanation of Claim Amendments 

The claims presented here are similar to those that were allowed in U.S. Patent Application 

17/366,826 (now issued as US Patent 11,443,344) to which this application claims priority. 

The difference with the claims in the present case is in the recitation of the "unique 

identifier". In this case the "unique identifier" is both "relevant to stored information 

associated with a wireless beacon service" and "not otherwise accessible to the wireless 

device using the short range wireless protocol" 

Support for the unique identifier being "relevant to the stored information associated with a 

wireless beacon service" is found in the specification. 

See at least Par [0050] which explains "By utilizing the central server 100, broadcast devices 

may be tied to a location or product thereby providing relevant information about the location 

such as in the museum tour example previously discussed. In this situation, the content 

delivered to device 202 may be informative information about an exhibit including pictures, 

text, audio, or video and the like. 

And see also Par [0057] which further explains "First the identifier may be used as the MAC 

address of the station device or network adapter, and one or both the BS SID and the SSID 
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may be used to indicate these particular beacons are associated with a service." 

Example embodiments also describe that the "stored information" is not accessible using the 

short range wireless protocol, and instead being provided via the broadcast only beacon 

transmitters: 

Par [0069] describes one example where it is explained that "The server detects that the 

entity associated with DI2 is an advertisement company, and that this device is a broadcast 

device only, and that there is an electronic coupon available for download to Device I" 

Seen also Par [0086] which describes how the mobile device receives stored information 

from the server: "Requiring the brokering of the communication via a central server can 

also allow a mobile device to receive information associated with a "broadcast only" 

device ... " 
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With entry of the foregoing amendments, all of the claims presented should be in condition 

for allowance. 

Payment for the added claims is being submitted herewith in full. Therefore no additional 

fee is believed due but please charge U.S. Patent Office Deposit Account Number 50-4929 

as may be necessary. 

November 16, 2022 
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Respectfully submitted, 

/David J Thibodeau/ 
David J Thibodeau 
USPTO Reg. No 31671 
1(617)925-5520 
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PRELIMINARY AMENDMENT 

MAIL STOP AMENDMENT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

Please enter the enclosed amendments to the application prior to first examination. 

Amendments to the Claims are reflected in the claim listing beginning on page 2. 

Our Remarks begin on page 22. 
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application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
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Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
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37 CFR 5.13 or 5.14. 
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license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
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community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 17/942, 197 
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Publication info: IEEE Transactions on Wireless Communications 18.5: 2777-93. IEEE. (May 2019) 

Databases: lnspec® ( 1898 - current) 

09 December 2022 Page 7 of 16 ProQuest 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Document 25 of 54 

Improving both energy and time efficiency of depth-based routing for underwater sensor networks 
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Hunan Univ., Changsha, Hunan University, College of Computer Science and Electronics Engineering, 
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Author: Yuan Gao 1 ; Peng Xue 2 ; Yi Li 1 ; Hongyi Yu 3 ; Xianfeng Wang 3 ; Shihai Gao 3 1 State Key Lab. on 

Microwave & Digital Commun., Tsinghua Univ., Beijing, Tsinghua University, State Key Laboratory on 
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Science and Technology Institute, Zhengzhou, 450002, China maxyucn@sohu.com; nuaa001@126.com; 
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Wan 6 1 Sch. of Comput. & Software, Nanjing Univ. of Inf. Sci. & Technol., Nanjing, Nanjing University of 
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Michigan State Univ., East Lansing, Ml, Michigan State University, Department of Computer Science and 
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Large capacity multiplex-port brouter for regional PC communication network system 

Author: Irie, K. 1 ; Ohta, N. 1 ; Suto, K. 1 ; Morisaki, M. 1 ; Tsuji, H. 1 1 Multimedia Network Lab., NTT, 
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Notice of Pre-A/A or A/A Status 

1. The present application is being examined under the pre-AIA first to invent 

provisions. 

Double Patenting 

2. The nonstatutory double patenting rejection is based on a judicially created 

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 

unjustified or improper timewise extension of the "right to exclude" granted by a patent 

and to prevent possible harassment by multiple assignees. A nonstatutory double 

patenting rejection is appropriate where the conflicting claims are not identical, but at 

least one examined application claim is not patentably distinct from the reference 

claim(s) because the examined application claim is either anticipated by, or would have 

been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 

USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. 

Cir. 1993); In re Langi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Omum, 

686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 

(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321 (d) 

may be used to overcome an actual or provisional rejection based on nonstatutory 

double patenting provided the reference application or patent either is shown to be 

commonly owned with the examined application, or claims an invention made as a 
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result of activities undertaken within the scope of a joint research agreement. See 

MPEP § 717.02 for applications subject to examination under the first inventor to file 

provisions of the AIA as explained in MPEP § 2159. See MPEP § 2146 et seq. tor 

applications not subject to examination under the first inventor to file provisions of the 

AIA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321 (b). 

The USPTO Internet website contains terminal disclaimer forms which may be 

used. Please visit www.uspto.gov/patenVpatents-forms. The filing date of the application 

in which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, 

PTO/AIN25, or PTO/AIN26) should be used. A web-based eTerminal Disclaimer may 

be filled out completely online using web-screens. An eTerminal Disclaimer that meets 

all requirements is auto-processed and approved immediately upon submission. For 

more information about eTerminal Disclaimers, refer to 

www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp. 

Instant Application Patent No. 11 ,443,344 

31. (New) A method comprising: 1. A method comprising: receiving, at a 

receiving, at a wireless device, via a short wireless device, via a short range 

range wireless protocol, a first plurality of wireless protocol, a first plurality of 

beacon transmissions, each beacon beacon transmissions, each beacon 

transmission comprising three fields (a) a transmission comprising three fields (a) a 

MAC address, (b) a unique identifier, MAC address, (b) a unique identifier, 

wherein the unique identifier of each wherein the unique identifier of each 

respective beacon transmission does not respective beacon transmission does not 
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directly identify a location of a beacon directly identify a location of a beacon 

transmitter, and (c) a beacon service transmitter, and (c) a beacon service 

identifier, wherein the beacon service identifier, wherein the beacon service 

identifier of each respective beacon identifier of each respective beacon 

transmission identifies that the unique transmission identifies a wireless beacon 

identifier is relevant to stored information service as opposed to identifying a 

associated with a wireless beacon communication network or a device 

service, wherein the stored information is accessible using the short range wireless 

not otherwise accessible to the wireless protocol; receiving, at the wireless device 

device utilizing the short range wireless via a second wireless protocol, stored 

protocol; receiving, at the wireless device information from one or more servers, the 

via a second wireless protocol, the stored stored information relating to a particular 

information from one or more servers, the entity or object associated with a first 

stored information relating to a particular unique identifier, and wherein the second 

entity or object associated with a first wireless protocol is different from the 

unique identifier, and wherein the second short range wireless protocol; causing 

wireless protocol is different from the selection of one or more of the unique 

short range wireless protocol; causing identifiers from the first plurality of beacon 

selection of one or more of the unique transmissions, by filtering the beacon 

identifiers from the first plurality of beacon transmissions which include a particular 

transmissions, by filtering the beacon beacon service identifier indicating that a 

transmissions which include a particular particular received beacon transmission 

beacon service identifier indicating that a is associated with a particular wireless 
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particular received beacon transmission beacon service; and taking first further 

1 s associated with a particular wireless action relating to the stored information, if 

beacon service; and taking first further the first unique identifier is present among 

action relating to the stored information, if the selected one or more unique 

the first unique identifier is present among identifiers. 

the selected one or more unique 

identifiers. 

59. (New) A mobile wireless device 29. A mobile wireless device comprising: 

comprising: one or more radios for one or more radios for providing reception 

providing reception and transmission for and transmission for each of a Bluetooth 

each of a Bluetooth wireless protocol and wireless protocol and a second wireless 

a second wireless protocol; one or more protocol; one or more processors; and 

processors; and one or more memory one or more memory devices coupled to 

devices coupled to the one or more the one or more processors, the one or 

processors, the one or more memory more non-transitory memory devices 

devices storing a set of instructions that storing a set of instructions that when 

when executed by the one or more executed by the one or more processors 

processors cause the one or more cause the one or more processors to 

processors to perform operations perform operations including: receiving 

including: receiving from a beacon from a beacon transmitter, using the 

transmitter, using the Bluetooth wireless Bluetooth wireless protocol, a first 

protocol, a first plurality of beacon plurality of beacon transmissions during a 

transmissions during a first time period, first time period, each of the beacon 
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each of the beacon transmissions transmissions including (a) a MAC 

including (a) a MAC address, (b) a unique address, (b) a unique identifier, wherein 

identifier, the unique identifier does not the first unique identifier does not directly 

directly identify a location of the beacon identify a location of the beacon 

transmitter, and (c) a beacon service transmitter, and (c) a beacon service 

identifier, wherein the beacon service identifier, wherein the beacon service 

identifier of each respective beacon identifier of each respective beacon 

transmission identifies that the unique transmission identifies a wireless beacon 

identifier is relevant to stored information service as opposed to identifying a 

associated with a wireless beacon communication network or a device 

service, wherein the stored information is accessible using the Bluetooth wireless 

not otherwise accessible to the wireless protocol; receiving from one or more 

device utilizing the Bluetooth wireless servers, using the second wireless 

protocol; receiving from one or more protocol, stored information related to a 

servers, using the second wireless entity or object associated with a first 

protocol, stored information related to a unique identifier; selecting one or more 

entity or object associated with a first unique identifiers from the first plurality of 

unique identifier; selecting one or more beacon transmissions, by filtering the 

unique identifiers from the first plurality of beacon transmissions which include a 

beacon transmissions, by filtering the particular beacon service identifier 

beacon transmissions which include a indicating that a particular received 

particular beacon service identifier beacon transmission is associated with 

indicating that a particular received the particular wireless beacon service; 
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beacon transmission is associated with taking first further action relating to the 

the particular wireless beacon service; stored information, if the first unique 

taking first further action relating to the identifier is present among the selected 

stored information, if the first unique one or more unique identifiers; receiving, 

identifier is present among the selected by the wireless device, using the 

one or more unique identifiers; receiving, Bluetooth wireless protocol, during a 

by the wireless device, using the second time period, a second plurality of 

Bluetooth wireless protocol, during a beacon transmissions, each of the 

second time period, a second plurality of second plurality of beacon transmissions 

beacon transmissions, each of the comprising three fields (a) a MAC 

second plurality of beacon transmissions address, (b) a unique identifier, wherein 

comprising three fields (a) a MAC the unique identifier of each respective 

address, (b) a unique identifier, wherein beacon transmission does not directly 

the unique identifier of each respective identify a location of a beacon transmitter, 

beacon transmission does not directly and (c) the beacon service identifier, 

identify a location of a beacon transmitter, wherein the beacon service identifier of 

and (c) the beacon service identifier, each respective beacon transmission 

wherein the beacon service identifier of identifies a wireless beacon service as 

each respective beacon transmission opposed to identifying a communication 

identifies that the unique identifier is network or a device accessible using the 

relevant to stored information associated Bluetooth wireless protocol; selecting one 

with a wireless beacon service, wherein or more of the unique identifiers from the 

the stored information is not accessible to second plurality of beacon transmissions, 
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the wireless device utilizing the Bluetooth by filtering the beacon transmissions 

wireless protocol; selecting one or more which include the same particular beacon 

of the unique identifiers from the second service identifier indicating that a 

plurality of beacon transmissions, by particular received beacon transmission 

filtering the beacon transmissions which is associated with the same particular 

include the same particular beacon wireless beacon service; taking second 

service identifier indicating that a further action relating to the stored 

particular received beacon transmission information, if a second unique identifier 

is associated with the same particular is present among the one or more unique 

wireless beacon service; taking second identifiers selected from the second 

further action relating to the stored plurality of beacon transmissions, wherein 

information, if a second unique identifier the second unique identifier is associated 

is present among the one or more unique with the same entity or object, and 

identifiers selected from the second wherein the second unique identifier is 

plurality of beacon transmissions, wherein not equal to the first unique identifier, and 

the second unique identifier is associated further wherein the received beacon 

with the same entity or object, and transmissions including the first and 

wherein the second unique identifier is second unique identifiers are received 

not equal to the first unique identifier, and from a same transmitting device; and 

further wherein the received beacon wherein the MAC address received in a 

transmissions including the first and beacon transmission including the second 

second unique identifiers are received unique identifier is different from the MAC 

from a same transmitting device; and address received in a beacon 
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wherein the MAC address received in a 

beacon transmission including the second 

unique identifier is different from the MAC 

address received in a beacon 

transmission including the first unique 

identifier, but each such beacon 

transmission includes the same particular 

beacon service identifier. 

60. (New) A computer program product 

for installation in a memory in a wireless 

device, the computer program product 

comprising computer program 

instructions that, when executed by one 

or more processors in the wireless 

device, cause the wireless device to: 

process a first plurality of beacon 

transmissions, received at the wireless 

device via a Bluetooth protocol, each 

beacon transmission comprising three 

fields (a) a MAC address, (b) a unique 

Page 9 

transmission including the first unique 

identifier, but each such beacon 

transmission includes the same particular 

beacon service identifier. 

30. A computer program product for 

installation in a non-transitory medium in 

a wireless device, the computer program 

product comprising computer program 

instructions that, when executed by one 

or more processors in the wireless 

device, cause the wireless device to: 

process a first plurality of beacon 

transmissions, received at the mobile 

wireless device via a Bluetooth protocol, 

each beacon transmission comprising 

three fields (a) a MAC address, (b) a 
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identifier, wherein the unique identifier of unique identifier, wherein the unique 

each respective beacon transmission identifier of each respective beacon 

does not directly identify a location of a transmission does not directly identify a 

beacon transmitter, and (c) a beacon location of a beacon transmitter, and (c) a 

service identifier, wherein the beacon beacon service identifier, wherein the 

service identifier of each respective beacon service identifier of each 

beacon transmission identifies that respective beacon transmission identifies 

the unique identifier is relevant to stored a wireless beacon service as opposed to 

information associated with a wireless identifying a communication network or a 

beacon service, wherein the stored device accessible using the Bluetooth 

information is not otherwise accessible to wireless protocol; process stored 

the wireless device utilizing the Bluetooth information transferred from one or more 

wireless protocol; process stored servers to the mobile wireless device via 

information transferred from one or more a second wireless protocol, wherein the 

servers to the wireless device via a stored information relates to an entity or 

second wireless protocol, wherein the object associated with a first unique 

stored information relates to an entity or identifier, and wherein the second 

object associated with a first unique wireless protocol is different from the 

identifier, and wherein the second Bluetooth wireless protocol; select one or 

wireless protocol is different from the more of the unique identifiers from the 

Bluetooth wireless protocol; select one or first plurality of beacon transmissions, by 

more of the unique identifiers from the filtering the beacon transmissions which 

first plurality of beacon transmissions, by include a particular beacon service 
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filtering the beacon transmissions which 

include a particular beacon service 

identifier indicating that a particular 

received beacon transmission is 

associated with a particular wireless 

Page 11 

identifier indicating that a particular 

received beacon transmission is 

associated with the a particular wireless 

beacon service; and perform a further 

action, the further action relating to the 

beacon service; and perform a first further stored information, if the first unique 

action, the first further action relating to 

the stored information, if the first unique 

identifier is present among the selected 

one or more unique identifiers. 

identifier is present among the selected 

one or more unique identifiers. 

3. Claims 31-36, 59, 60 rejected on the ground of nonstatutory double patenting as 

being unpatentable over claims 1-6, 29, 30 of U.S. Patent No. 11,443,344 in view of the 

claims are not identical but are not patentably distinct from each other each features 

beacon transmission comprising three fields (a) a MAC address, (b) a unique identifier, 

wherein the unique identifier of each respective beacon transmission does not directly 

identify a location of a beacon transmitter, and (c) a beacon service identifier and 

filtering the beacon transmissions which include a particular beacon service identifier 

indicating that a particular received beacon transmission is associated with a particular 

wireless beacon service. 
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Claim Objections 

Page 12 

2. Claims 37-58, 61-113 are objected to as being dependent upon a rejected base 

claim, but would be allowable if rewritten in independent form including all of the 

limitations of the base claim and any intervening claims. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture,or 
composition of matter, or any new and useful improvementthereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

Claim 60 is rejected under 35 U.S.C. 101 because the claim is directed toward a 

computer program, according to the applicant's specification paragraphs 0039, 0176 the 

program is software arranged to operate at the application layer on a mobile device 

stored on a computer readable medium. 

To possibly overcome the rejection, it's recommend that applicant's amend the 

claim to include non-transitory computer-readable medium. 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to JASON A HARLEY whose telephone number is 

(571 )270-5435. The examiner can normally be reached 7:30-300 6:30-8:30. 
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Examiner interviews are available via telephone, in-person, and video 

Page 13 

conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Asad M Nawaz can be reached on (571) 272-3988. The fax phone number 

for the organization where this application or proceeding is assigned is 571 -273-8300. 

Information regarding the status of published or unpublished applications may be 

obtained from Patent Center. Unpublished application information in Patent Center is 

available to registered users. To file and manage patent submissions in Patent Center, 

visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent­

center for more information about Patent Center and 

https://www.uspto.gov/patents/docx for information about filing in DOCX format. For 
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2021/08/06 
01 :34 PM 

2021/08/06 
01 :34 PM 

2021/08/06 
01 :34 PM 

2021/08/06 
01 :36 PM 

2021/08/06 
01 :51 PM 

2021/08/06 
01 :52 PM 

2021/08/06 

Page 10 of 21 
JH 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



L29 488 
12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

20090197681-$ US-
20090219132-$ US-
20090270120-$ US-
20090271211-$ US-
20090281904-$ US-
20090282130-$ US-
20090285119-$ US-
20090287827-$ US-
20090288012-$ US-
20090291909-$ US-
20090303250-$ US-
20090303926-$ US-
20090307132-$ US-
20090307133-$ US-
20090310517-$ US-
20090311963-$ US-
20090313105-$ US-
2009032364 7-$ US-
20090323648-$ US-
20090325601-$ US-
201 00020 7 46-$ US-
201 00030638-$ US-
201 00030651-$ US-
20100041402-$ US-
20100049615-$ US-
20100051685-$ US-
20100062758-$ US-
20100063867-$ US-
201 00096450-$ US-
20100124196-$ US-
20100138481-$ US-
20100141437-$ US-
20100201536-$ US-
20100250673-$ US-
2010027 4859-$ US-
201 0028444 7 -$ US-
20110039592-$ US-
20110119733-$ US-
20120066043-$ US-
20120066199-$ US-
20130217332-$ US-
20150249637-$ US-
20150281939-$ US-
20160025837-$ US-
20160093184-$ US-
20170011425-$ US-
20170131994-$ US-
20190250239-$ I US-
8090359-$ I US-
8369842-$ I US-
8370955-$ I US-
8374592-$ I US-
8385896-$ I US-
8385913-$ I US-
8849698-$ I US-
9038129-$1 US-
9161164-$).DID. 

(beacon (US-PGPUB; USPAT) OR OFF OFF 

02:09 PM 

2021/08/06 
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L30 49 

L31 45 

L32 2 

L33 1 

L34 1 

L35 4841 

L36 43189 

L37 202 

L38 1414 

L39 30 

L40 700 

L41 8 

L42 70185 

L43 25 

L44 94136 

L45 240 

L46 2 

L47 58023 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(picture or photo 
or jpeg) 

L29 and L21 and L22 

(bluetooth or (wifi)) and 
L30 

"20050136845" 

"2006005028" 

"20060050728" 

(advertis$4) 
same(presentation or 
display) 
same(identifier$2) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 

L35 and L36 

(advertis$4) 
same(presentation or 
display) 
same(identifier$2) 
same(ue or terminal or 
wtru or phone or 
computer) 

L38 and L36 

email and L38 

L40 and L36 

beacon 
same(transmission or 
transfer$4 or 
transmit$5) 

L40 and L42 

(account or profile) 
near7 (identifier$2) 

L40 and L44 

"20080195621" 

(advertis$4) 
same(location) 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

02:22 PM 

2021/08/06 
02:22 PM 

2021/08/06 
02:23 PM 

2021/08/08 
12:49 PM 

2021/08/09 
09:42 AM 

2021/08/09 
09:42 AM 

2021/08/09 
09:45 AM 

2021/08/09 
09:46 AM 

2021/08/09 
09:46 AM 

2021/08/09 
09:49 AM 

2021/08/09 
09:49 AM 

2021/08/09 
10:10 AM 

2021/08/09 
10:10 AM 

2021/08/09 
10:22 AM 

2021/08/09 
10:22 AM 

2021/08/09 
10:24 AM 

2021/08/09 
10:24 AM 

2021/08/09 
11 :34 AM 

2021/08/09 
08:03 PM 
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L48 13391 

L49 58065 

LSD 13399 

L51 326 

L52 70245 

L53 89 

L54 351 

LSS 97 

L56 2 

L57 1 

L58 284 

L59 34 

L60 1 

L61 1 

L62 0 

L63 319526 

L64 177597 

L65 319522 

L66 177387 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

(mu or ue or terminal or 
wtru or phone or 
apparatus) 
near7(indoor) 

(advertis$4) 
same(location) 

(mu or ue or terminal or 
wtru or phone or 
apparatus) 
near7(indoor) 

L49 and LSD 

beacon 
same(transmission or 
transfer$4 or 
transmit$5) 

L51 and L52 

(time or timing) 
near7(notification) same 
(beacon) 
same(transmission or 
transfer$4 or 
transmit$5) 

(timing) 
near7(notification) same 
(beacon) 
same(transmission or 
transfer$4 or 
transmit$5) 

"20070201417" 

"20070043828" 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

L58 and beacon 

"16/817896" 

"15271410" 

"15/27141 0" 

h04I67/306 

h04w 4/80 

h04I 61/6022 

h04w 4/029 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

2021/08/09 
08:13 PM 

2021/08/10 
09:01 AM 

2021/08/10 
09:01 AM 

2021/08/10 
09:01 AM 

2021/08/10 
09:03 AM 

2021/08/10 
09:03 AM 

2021/08/10 
10:26 AM 

2021/08/10 
10:43 AM 

2021/08/10 
11 :57 AM 

2021/08/10 
11 :57 AM 

2021/08/10 
12:02 PM 

2021/08/10 
12:03 PM 

2021/08/10 
12:06 PM 

2021/08/10 
12:10 PM 

2021/08/10 
12:10 PM 

2021/08/10 
07:07 PM 

2021/08/10 
07:07 PM 

2021/08/10 
07:07 PM 

2021/08/10 
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L67 3 

L68 3160 

L69 829 

L70 343 

L71 0 

L73 2 

L74 829 

L75 343 

L76 4 

L77 9 

L78 582 

L79 65 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

"16/247626" 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(field$2) 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L69 and (mac adj 
address) 

(service adj idenifier) 
and L70 

"20040023640" 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L74 and (mac adj 
address) 

(service adj identifier) 
and L75 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

(US-0156856-$ I US-
0702686-$ I US-
10984 77-$ I US-
1207654-$ I US-
1296155-$ I US-
17366826-$ I US-
1759620-$ I US-
1908235-$ I US-
20050114654-$ I US-
20050124359-$ I US-
20050131837-$1 US-

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(USPAT) OR OFF 

(US-PG PUB; USPAT; OR OFF 
USOCR) 

(US-PGPUB; USPAT) OR OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

07:08 PM 

2021/08/10 
09:59 PM 

2021/12/02 
08:48 PM 

2021/12/02 
08:49 PM 

2021/12/02 
08:50 PM 

2021/12/02 
08:52 PM 

2021/12/03 
10:32 AM 

2021/12/03 
01 :45 PM 

2021/12/03 
01 :45 PM 

2021/12/03 
01 :45 PM 

2021/12/03 
01 :53 PM 

2021/12/03 
01 :53 PM 

2021/12/03 
01 :54 PM 
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L80 79 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

20050136845-$ US-
20050136891-$ US-
20050156026-$ US-
20050165667-$ US-
2005017 4975-$ US-
20050180367-$ US-
20050185615-$ US-
20050187873-$ US-
20050187959-$ US-
20050188062-$ US-
20050213553-$ US-
20050243737-$ US-
20050243 781-$ US-
20050250552-$ US-
20050266868-$ US-
20050273440-$ US-
20060003 785-$ US-
20060022038-$ US-
20060029024-$ US-
20060030335-$ US-
20060032901-$ US-
20060045042-$ US-
20060046709-$ US-
2006004 7835-$ US-
20060050728-$ US-
20060069922-$ US-
20060079284-$ US-
20060085419-$ US-
20060089134-$ US-
20060089876-$ US-
2006009444 7-$ US-
20060095348-$ US-
20060095349-$ US-
20060099966-$ US-
20060104200-$ US-
20060104243-$ US-
20060106850-$ US-
20060111045-$ I US-
2218268-$ US-
2235002-$ US-
2506121-$ US-
2564287-$ US-
2688189-$ US-
2752347-$ US-
2766024-$ US-
2766184-$ US-
27987 49-$ US-
7936736-$ US-
8090359-$ US-
8116749-$ US-
8369842-$ US-
8385896-$ US-
8385913-$ US-
9038129-$ US-
9161164-$).DID. 

(US-7 492254-$ I US-
7502933-$ I US-
7509131-$1 US-

(US-PGPUB; USPAT) OR OFF OFF 2021/12/03 
01 :54 PM 
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12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

7515914-$ 
7522058-$ 
7545784-$ 
7546141-$ 
7580699-$ 
7590246-$ 
7620026-$ 
7630986-$ 
7647024-$ 
7647055-$ 
7661132-$ 
7702108-$ 
7711100-$ 
7711620-$ 
7714712-$ 
7716484-$ 
7729326-$ 
7756467-$ 
7773995-$ 
7774231-$ 
7775430-$ 
7822000-$ 
7826425-$ 
7836512-$ 
7848765-$ 
7876701-$ 
7877082-$ 
7886962-$ 
7904952-$ 
7936736-$ 
7942337-$ 
7952481-$ 
7962369-$ 
7963441-$ 
7965983-$ 
7991644-$ 
7991664-$ 
8014755-$ 
8024272-$ 
8073795-$ 
8089405-$ 
8090359-$ 
8112794-$ 
8116749-$ 
8121917-$ 
8160495-$ 
8185133-$ 
8204039-$ 
8205240-$ 
8229458-$ 
8233841-$ 
8254338-$ 
8275359-$ 
8295819-$ 
8321913-$ 
8332521-$ 
8364171-$ 
8369842-$ 

US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
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L81 399008 

L82 395522 

L83 651491 

L84 650389 

L85 829 

L86 343 

L87 6 

L88 26 

L89 1274 

L90 127 

L91 538 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

8374592-$ US-
8385896-$ US-
8385913-$ US-
8478300-$ US-
8543500-$ US-
8559968-$ US-
8576846-$ US-
8688570-$ US-
8787575-$ US-
8825538-$ US-
9038129-$ US-
9137012-$ US-
9161164-$ US-
9373091-$ US-
9646319-$ US-
9659285-$ US-
9734198-$ US-
9805347-$).DID. 

h04w 4/02 

h04w 8/26 

h04I41/12 

h04I67/18 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L85 and (mac adj 
address) 

(service adj (identifier or 
id)) and L86 

((service or beacon) adj 
(identifier or id)) and 
L86 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7(field$2 or 
parameter$2) 

((service or beacon) adj 
(identifier or id)) and 
L89 

L89 and (mac adj 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PG PUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

2021/12/03 
02:40 PM 

2021/12/03 
02:40 PM 

2021/12/03 
02:40 PM 

2021/12/03 
02:40 PM 

2021/12/05 
01 :03 PM 

2021/12/05 
01 :03 PM 

2021/12/05 
01 :03 PM 

2021/12/05 
01 :10 PM 

2021/12/05 
01 :14 PM 

2021/12/05 
01 :15 PM 

2021/12/05 
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L92 37 

L93 5104 

L94 1800 

L95 200 

L96 962 

L97 2967 

L98 4384 

L99 98 

L100 2 

L 101 1 

L102 9 

L103 586 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

address) 

((service or beacon) adj 
(identifier or id)) and 
L91 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(field$2 or 
parameter$2) 

L93 and (mac adj 
address) 

((service or beacon) adj 
(identifier or id)) and 
L94 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) same(mac 
adj address$2) 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(service) 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(number) 

L98 and L97 and L96 

"20180234959" 

"20180167883" 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(USPAT) OR OFF 

(US-PG PUB; USPAT; OR OFF 
USOCR) 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

01 :18 PM 

2021/12/05 
01 :18 PM 

2021/12/05 
01 :24 PM 

2021/12/05 
01 :24 PM 

2021/12/05 
01 :25 PM 

2021/12/05 
01 :27 PM 

2021/12/05 
01 :28 PM 

2021/12/05 
01 :28 PM 

2021/12/05 
01 :29 PM 

2021/12/06 
10:39 AM 

2021/12/06 
10:48 AM 

2022/04/17 
09:08 PM 

2022/04/17 
09:08 PM 
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L104 598 

L105 598 

L106 1950 

L107 11 

L108 105525 

L109 20366 

L 110 258 

L111 20366 

L 112 47582 

L113 62714 

L 114 371 

L115 29 

L 116 572 

L117 117 

L118 685038 

L119 1239579 

L120 1237235 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

L93 and (mac adj 
address) 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

(account or profile) 
near7 (identifier$2) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service or 
number) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 
same(picture or photo 
or jpeg) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service or 
number) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 

(advertis$4) 
same(location) 

L74 and (mac adj 
address) 

((service or beacon) adj 
(identifier or id)) and 
L86 

L89 and (mac adj 
address) 

L98 and L97 and L96 

h04w 4/02 

h04I41/12 

h04I67/18 

(US-PG PUB; USPAT; OR 
USOCR) 

(US-PG PUB; USPAT; OR 
USOCR) 

(US-PGPUB; USPAT) OR 

(USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:19 AM 
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L121 646433 h04I67/306 (USPAT) 

L122 646429 h04I 61/6022 (USPAT) 

L123 4 "16/247626" (US-PGPUB; USPAT) 

L124 105525 (account or profile) (US-PGPUB; USPAT) 
near7 (identifier$2) 

PE2E SEARCH - Search History {Interference) 

Ref# Hits 

N1 254 

N2 19507 

N3 45 

N4 60436 

NS 340 

N6 71 

N7 4926 

N8 28 

N9 5344 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

Search Query DBs 

(beacon (US-PGPUB; USPAT) 
near3(transmission OR 
transfer$4 OR 
transmit$5)) SAME 
(picture OR photo OR 
jpeg) 

(beacon (US-PGPUB; USPAT) 
near3(transmission OR 
transfer$4 OR 
transmit$5 OR 
signal$2)) SAME 
(service OR number) 

(bluetooth OR (wifi)) (US-PGPUB; USPAT) 
AND L30 

(advertis$4) SAME (US-PGPUB; USPAT) 
(location) 

(time OR timing) (US-PGPUB; USPAT) 
near7(notification) 
SAME (beacon) SAME 
(transmission OR 
transfer$4 OR 
transmit$5) 

L58 AND beacon (US-PGPUB; USPAT) 

(beacon near2 (US-PGPUB; USPAT) 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) SAME 
(contain$4 OR includ$4 
OR hav$4 OR 
compris$5) SAME 
(number) 

((service OR beacon) (US-PGPUB; USPAT) 
ADJ (identifier OR id)) 
AND L86 

(beacon near2 (US-PGPUB; USPAT) 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) SAME 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

Default Plurals 
Operator 
OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OFF 2022/12/09 
10:19 AM 

OFF 2022/12/09 
10:19 AM 

OFF 2022/12/09 
10:19 AM 

OFF 2022/12/09 
10:19 AM 

British Time Stamp 
Equivalents 
OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

2022/04/17 
09:09 PM 

2022/04/17 
09:09 PM 

2022/04/17 
09:09 PM 

2022/04/17 
09:09 PM 

2022/04/17 
09:10 PM 

2022/04/17 
09:10 PM 

2022/04/17 
09:10 PM 

2022/04/17 
09:14 PM 

2022/04/17 
09:14 PM 
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N10 45 

N11 6 

N12 28 

N13 3085 

N14 94 

N15 128 

12/09/202210:47:27 AM 
Workspace: 17366826 beacon 

(contain$4 OR includ$4 
OR hav$4 OR 
compris$5) SAME 
(field$2 OR 
parameter$2) 

(bluetooth OR (wifi)) 
AND L30 

(service ADJ (identifier 
OR id)) AND L86 

((service OR beacon) 
ADJ (identifier OR id)) 
AND L91 

(beacon near2 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) SAME 
(contain$4 OR includ$4 
OR hav$4 OR 
compris$5) SAME 
(service) 

(timing) 
near7(notification) 
SAME (beacon) SAME 
(transmission OR 
transfer$4 OR 
transmit$5) 

L 13 AND L 17 AND L 15 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

2022/04/17 
09:14 PM 

2022/04/17 
09:14 PM 

2022/04/17 
09:15 PM 

2022/04/17 
09:15 PM 

2022/04/17 
09:17 PM 

2022/04/17 
09:29 PM 
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Application Number 17942197 

Filing Date 2022-09-12 
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Art Unit I 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 1111054-0001 UB 
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Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

~ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /David Thibodeau/ Date (YYYY-MM-DD) 2023-02-15 

Name/Print David Thibodeau Registration Number ~1671 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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34 Non-Final Office Action received for U.S. Patent Application No. 14/861,563, mailed on May 09, 2016, 16 pages. 

35 Non-Final Office Action received for U.S. Patent Application No. 16/817,896, mailed on Jun 09, 2020, 22 pages. 

36 Non-Final Office Action received for U.S. Patent Application No. 16/817,896, mailed on Nov 24, 2020, 34 pages. 
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

~ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /David Thibodeau/ Date (YYYY-MM-DD) 2023-02-15 

Name/Print David Thibodeau Registration Number ~1671 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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42 
lflode, L., et al., "Smart Phone: An Embedded System for Universal Interactions," Rutgers University Dept. of 
computer Sciences, pp. 1-12 (2004) 
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44 
Ismail Guvenc, et al., Enhancements to RSS Based Indoor Tracking Systems Using Kalman Filters, Global Signal 
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48 
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49 
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( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 UB 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

~ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /David Thibodeau/ Date (YYYY-MM-DD) 2023-02-15 

Name/Print David Thibodeau Registration Number ~1671 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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38 Personal Area Networks {WPANs)", IEEE Standards Board, Approved 12 June 2003, The Institute of Electrical and 

Electronics Engineers, Inc. {New York); pp. 5, 25, 118 and 203 

39 
Patent Owner Proxicom Wireless, LLC's Preliminary Response Pursuant to 37 C.F.R. 42.107; dated 8/13/2020, Case 
No. IPR2020-00903, Target Corporation vs. Proxicom Wireless, L.L.C.; pp. 1-50 
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Patent Owner Proxicom Wireless, LLC's Preliminary Response Pursuant to 37 C.F.R. 42.107; dated 8/19/2020, Case 
No. IPR2020-00933, Target Corporation vs. Proxicom Wireless, L.L.C.; pp. 1-48 

44 
Patent Owner Proxicom Wireless, LLC's Preliminary Response Pursuant to 37 C.F.R. 42.107; dated 9/8/2020, Case 
No. IPR2020-00934, Target Corporation vs. Proxicom Wireless, L.L.C.; pp. 1-49 
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

~ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

A certification statement is not submitted herewith. 
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Name/Print David Thibodeau Registration Number ~1671 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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After receiving the live ping, transmission of a new ping 
may be delayed for a delay duration. The new pings may be 
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WO 2010/028182 

H&K Docket No.: 
Assignee: 
Inventor: 

ll5788.00019 
SNIF Labs, Inc., Boston, MA 

Gips, et al. 

DISCOVERY PROTOCOL 

RELATED APPLICATIONS 

PCT /US2009/055938 

Holland & Knight LLP 
10 St. James Avenue 

Boston, MA 02116 

[0001] This application claims the benefit of U.S. Provisional Patent Application 

Number 61/093,909 filed on 03 September 2008, the entire contents of which are 

herein incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] This disclosure relates to a discovery protocol and, more particularly, to a 

system and method for discovedng devices. 

[0003] Some devices, such as wireless sensors including active radio frequency 

identification (RFID) tags may be capable of discovedng other devices. To receive 

signals and, in turn, discover devices which may have sent those signals, the devices 

may need to have a receiver that may be powered on and off. Further, in order to be 

discovered by other devices, these same devices may need to transmit one or more 

signals. 

[0004] Additionally, while transmitting and receiving signals, these devices may 

require additional power. The device's receiver may be continuously powered on for a 

relatively long time before a signal is received, and in turn, before another device is 

discovered. Further, the device may transmit many signals before another device 

receives one of those signals, and, in turn, discovers that device. 

BRIEF SUMMARY OF THE INVENTION 

[0005] In a first implementation, a method may compdse transmitting, via a 

transmitter, a plurality of transmit pings at a transmit interval, the transmit interval 

corresponding to a time between transmission of each transmit ping. TI1e method may 

further comprise listening, via a receiver, for a live ping, the receiver configured to be 

turned on at a beginning of an assess interval, and off at an end of a detect duration. 
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The assess interval may correspond to a time each packet in the live ping is spaced 

apart multiplied by an amount of packets in the live ping. Further, the detect duration 

may correspond to the time each packet in the live ping is spaced apart plus a transmit 

time. Furthermore, the transmit time may correspond to a time required for a packet 

to travel from one device to another. The method may further comprise receiving, via 

the receiver, at least one packet from the live ping. Additionally, the method may 

comprise delaying, after receiving the live ping, transmission of a new ping for a 

delay duration. The delay duration may correspond to an amount of time determined, 

at least in part, by a counter value of a packet of the live ping. The method may 

further comprise transmitting, via the transmitter, the new ping at the transmit 

interval. 

[0006] One or more of the following features may be included. At least one of 

the transmit ping, the live ping, and the new ping may comprise a plurality of packets, 

each transmitted at a burst interval. The burst interval may correspond to a time each 

packet in the plurality of packets is spaced apart. Further, at least one packet of the 

plurality of packets may be received in the transmit time. Moreover, the transmit time 

may be less than one burst interval. Furthermore, the detect duration may correspond 

to the transmit time plus one burst interval. Also, each packet may comprise at least 

one of a device identifier, status information, and a counter value. 

[0007] In some embodiments, the transmit interval may be between about 3 

seconds and about 12 seconds. Further, the burst interval may be between about 1 

millisecond and about 2 milliseconds. Moreover, at least one of the transmit ping, the 

live ping, and the new ping may comprise between about 96 packets and about 320 

packets. Additionally, the packets may be RF packets. The method may further 

comprise delaying, after receiving the live ping, transmission of a new ping for an 

additional backoff duration. The backoff duration may correspond to an amount of 

time configured to prevent pings from colliding. 

[0008] In a second implementation, a method may comprise transmitting, via a 

transmitter, a plurality of transmit pings at a transmit interval. The transmit interval 
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may correspond to a time between transmission of each transmit ping. Each transmit 

ping may include a number of packets. The method may further comprise listening, 

via a receiver, for a live ping, each live ping including a number of packets. The 

receiver may be configured to be turned on at a beginning of an assess interval, and 

off at an end of a detect duration. The assess interval may cmrespond to a time each 

packet in the live ping is spaced apart multiplied by an amount of packets in the live 

ping. The detect duration may correspond to the time each packet in the Ii ve ping is 

spaced apart plus a transmit time. The transmit time may correspond to a time 

required for a packet to travel from one device to another. The method may further 

comprise receiving, via the receiver, at least one packet of the live ping. Additionally, 

the method may comprise delaying, after receiving the live ping, transmission of a 

new ping for a delay duration plus a backoff duration. The delay duration may 

correspond to an amount of time determined, at least in part, by a counter value of the 

received packet of the live ping. The counter value may designate which packet in the 

live ping was received by the receiver. The backoff duration may correspond to an 

amount of time configured to prevent pings from colliding. The method may further 

comprise transmitting, via the transmitter, the new ping at the transmit interval. The 

new ping may include a plurality of packets. 

[0009] One or more of the following features may be included. The assess 

interval may be B * M. B may correspond to the time each packet in the live ping is 

spaced apart. M may correspond to the number of packets in the live ping. Fmther, 

the detect duration may be B + P. P may correspond to the amount of time each 

packet of the live ping is in transmission. Moreover, the backoff duration may be 

configured to prevent pings from colliding for up to N I (B * M) devices. N may 

correspond to the transmit interval. The transmit interval may correspond to a time 

between transmission of each ping. Furthermore, the method may comprise duty 

cycling the receiver based upon, at least in part, the assess interval. Additionally, the 

method may comprise duty cycling the receiver based upon, at least in part, the detect 

duration. 
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[0010] In a third implementation, a method may comprise transmitting, via a 

transmitter, a plurality of transmit pings at a transmit interval. The transmit interval 

may correspond to a time between transmission of each transmit ping. Each transmit 

ping may include a number of packets. The method may further comprise listening, 

via a receiver, for a live ping. Additionally, the method may comprise receiving, via 

the receiver, at least one packet of the live ping. The method may further comprise 

delaying, after receiving the live ping, transmission of a new ping for a delay 

duration. The delay duration may correspond to an amount of time determined, at 

least in part, by a counter value of a packet of the live ping. Also, the method may 

comprise transmitting, via the transmitter, the new ping at the transmit interval. The 

new ping may include a plurality of packets. 

[0011] One or more of the following features may be included. A monitoring 

device having the transmitter may be in communication with a remote device having a 

second receiver, without network synchronization. The method may further comprise 

duty cycling the receiver. 

[0012] In a fourth implementation, a device may comprise a transmitter. The 

transmitter may be configured to transmit a plurality of transmit pings at a transmit 

interval. The transmit interval may correspond to a time between transmission of 

each transmit ping. Each transmit ping may include a number of packets. The device 

may also comprise a receiver. The receiver may be configured to listen for a live ping 

and to receive at least one packet of the live ping. The transmitter may be further 

configured to delay transmission of a new ping for a delay duration, and to transmit a 

new ping at the transmit interval. The delay duration may correspond to an amount of 

time determined, at least in part, by a counter value of the at least one packet of the 

live ping. 

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE 

DRAWINGS 
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[0013] FIG 1 is a diagrammatic view of a monitoring system; 

[0014] FIG 2 is a diagrammatic view of a transmitter and receiver; 

[0015] FIG 3 is a flowchart of a discovery process implemented by the 

monitoring system of FIG 1; 

[0016] FIG 4 is a timing diagram of signals transmitted and received by the 

monitoring system of FIG 1. 

[0017] FIG 5 is a flowchart of an activity state classification process 

implemented by a monitoring device; 

[0018] FIG 6 is a diagrammatic view of the monitoring device worn by a 

human; and 

[0019] FIG 7 is a table showing parameters used by the monitoring device. 

DETAILED DESCRIPTION OF THE INVENTION 

[0020] Referring to FIGs. 1 and 2, there is shown a monitoring system 10. 

Monitoring system 10 is merely an example of a system and/or device which may be 

configured to operate in accordance with the discovery protocol of the subject 

application. Monitoring system 10 may include RF module 102. Monitoring system 

10 may be a monitoring device or electronic tag which may be attached to an object or 

worn by a person or animal. In one embodiment, as shown in FIG 2, an RF module 

(e.g., RF module 200) may include transmitter 202 and receiver 204. Monitoring 

system 10 may comprise several components housed in an enclosure 100. Enclosure 

100 may be of a compact fom1 that may be attached to an object. For example, 

enclosure 100 may be worn by an animal such as a dog. The enclosure 100 may be 

fixed to a collar or other device. In such a case, enclosure 100 may take the form of a 

conventional tag, such as a dog tag, or an ID tag worn by an employee at a workplace, 

such as a hospital. Monitoring system 10 may include an integrated microcontroller 

(IMC) and radio frequency (RF) module 102, flash memory storage 104, a plurality of 

sensors 106, soft switch 108, light emitting diode (LED) controller 110 which may 
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control an LED 112, battery 114, power management circuitry 116 and docking port 

118. 

[0021] Additionally, plurality of sensors 106 may include temperature sensor 

106a and accelerometer 106b, which may measure environmental conditions relative 

to monitoring device 10. One or more of plurality of sensors 106 may measure one or 

more characteristics of an object that monitoring device 10 may be attached to. For 

example, temperature sensor 106a may receive environmental input 120, and may be 

adapted to detect the ambient air temperature of the environment or the temperature of 

a nearby surface, such as the surface of the object attached to monitoring system 10. 

Again by example, accelerometer 106b may be a 3-axis accelerometer which may 

detect acceleration, deceleration and other movements of the monitoring system 10 

and/or the object it may be attached to. Accelerometer 106b may utilize three analog 

outputs to provide measurements in real time to IMC module 102. Alternatively, 

other sensors may be substituted for or added to plurality of sensors 106, thereby 

providing other measurements relating to the environment or the object. For example, 

alternative sensors may measure ambient light, humidity, altitude, or heart rate of the 

object (e.g., a person, animal, etc.). 

[0022] IMC module 102 may perform a number of functions as determined by 

the mode of operation of monitoring device 10. IMC 102 may receive analog signals 

from plurality of sensors 106, and may convert the signals to digital signals with an 

analog-to-digital converter (ADC). Further, IMC 102 may capture and process the 

signals according to one or more software or firmware programs stored at IMC 102 or 

flash memory 104. The signals may be processed at IMC 102, for example, by 

sampling the signals at variable intervals, deriving a conditioned selection of signals, 

detecting an event based on the signals, or producing data relating to a set of signals. 

The processed event data may be stored to flash memory 104 through a serial 

peripheral interface (SPI). The event data may also be sent to the radio (RF) module 

(at IMC 102) with antenna 120, where it may be transmitted via wireless 

communication 122 to base station 124 or remote device 126. Base station 124 may 
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be a stand alone base station, a computer, or both. In some embodiments base station 

124 may be in communication with a computer which may allow the base station to 

be bridged to a network. Remote device 126 may be similar system and/or device to 

monitoring system 10, and may include any of the features of monitoring system 10. 

The RF module at IMC 102 may also receive wireless signals from base station 124 

or remote device 126, enabling data transfer or other communication. 

[0023] For example, one mode of operation of monitoring device 10 may be 

discovery mode and/or ping mode. While in discovery mode and/or ping mode, 

monitoring device 10 may be configured to operate in accordance with the discovery 

protocol of the subject application. 

[0024] In some embodiments, base station 124 may connect to a computer via a 

universal serial bus (USB) connection or similar connection. The base station may be 

USB or wall powered and may be capable of communicating to the tag (e.g., 

monitoring system 10). The base station may typically reside in a user's home, or any 

other suitable location. The base station may also serve as a charging dock for the tag 

(e.g., monitoring system 10). In other embodiments, base station 124 may be a 

network connected base station, i.e., an integrated transceiver and network (e.g., 

Ethernet) module. The transceiver may include a transmitter and receiver such as 

those described herein. 

[0025] IMC 102 may be programmed to detect a particular reading or signal 

("event"), which may be received from one or more of the plurality of sensors 106 or 

communication with base station 124 or remote device 126. In response to the event, 

IMC 102 may send a signal to LED controller 110, which may indicate to activate one 

or more LED lights 112. LED lights 112 may turn on or enter a blinking pattern to 

indicate the occurrence of the event. For example, One or more LED lights 112 may 

flash to indicate that battery 114 is low on power, the ambient temperature has 

reached a threshold, or another remote device 126 is nearby. 

[0026] Further, soft switch 108 may connect to IMC 102 and may be configured 

to toggle modes of operation of monitoring system 10, such as power on, power off 
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and low power operation. IMC 102 may also interface with docking port 118, which 

may be connected to a port of a base station. Through this link, IMC 120 may transfer 

data stored at flash memory 104, as well as information about monitoring device 10 

such as hardware and software settings, storage capacity, and firmware version. IMC 

102 may also receive commands and data from the base station, such as a command to 

update firmware of IMC 102, accompanied by updated firmware. 

[0027] In one embodiment, monitoring device 10 may be a tag worn by a pet 

animal such as a dog. The pet animal may be the object and/or agent monitored by 

monitoring device 10. One or more of the plurality of sensors 106 may detect or 

measure the temperature and/or acceleration, for example, of the pet animal, and a 

radio receiver at IMC 120 and/or the RF module may receive signals from a second 

tag (e.g., a tag including remote device 126). The second tag may be worn by a 

second pet animal. This data may be processed by IMC 102 to produce event data. 

The event data may relate to the environment and the behavior of the pet animal, such 

as its activities (e.g., whether it is walking, running or at rest) and its interaction with 

other animals as evidenced by signals received by the second tag (e.g., remote device 

126). The event data may be transferred to base station 124 in real time, or may be 

stored to flash memory 104 for transfer at a later time. Base station 124 may 

communicate with monitoring device 10 by receiving the event data and sending 

commands and other signals to monitoring device 10. Further base station 124 may 

report the event data or transfer the data to a server on a computer network. A pet 

owner may access base station 124 or the network in order to monitor the behavior of 

his or her pet animal. 

[0028] In another embodiment, monitoring device 10 may be a tag, badge, strip, 

insert, etc. (e.g., an ID tag) worn by a human (e.g., a worker in a building or a nurse in 

a hospital). For example, if monitoring device 10 is an ID tag worn by a nurse in a 

hospital, monitoring device 10 may be in communication with a base station located 

in the hospital. Monitoring device 10 may relay information describing the nurse's 

movement in around the hospital to the base station. Further, monitoring device 10 
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may be in communication with other devices in the hospital (e.g., remote device 126), 

and may discover such devices in accordance with the discovery protocol of the 

subject application. Monitoring device 10 may provide various alerts based upon, at 

least in part, the nurse's movement around the hospital or in relation to the other 

devices. 

[0029] Various client electronic devices may be directly or indirectly coupled to 

the network. For example, personal computers may be directly coupled to the 

network via a hardwired network connection. Notebook computers may be directly 

coupled to the network via a hardwired network connection. Laptop computers may 

be wirelessly coupled to the network via a wireless communication channel 

established between the laptop computer and a wireless access point (i.e., WAP), 

which may be directly coupled to the network. The WAP may be, for example, an 

IEEE 802.lla, 802.llb, 802.llg, Wi-Fi, and/or Bluetooth device that is capable of 

establishing wireless communication channel between a laptop computer and the 

WAP. A personal digital assistant may be wirelessly coupled the network via wireless 

communication channel established between the personal digital assistant and a 

cellular network/ bridge, which may be directly coupled the network. 

[0030] As is known in the art, all of the IEEE 802.1 lx specifications may use 

Ethernet protocol and carrier sense multiple access with collision avoidance (i.e., 

CSMA/CA) for path sha1ing. The various 802. llx specifications may use phase-shift 

keying (i.e., PSK) modulation or complementary code keying (i.e., CCK) modulation, 

for example. As is known in the art, Bluetootl1 is a telecommunications industry 

specification that allows e.g., mobile phones, computers, and personal digital 

assistants to be interconnected using a short-range wireless connection. 

THE DISCOVERY PROTOCOL 

[0031] As discussed above monitoring device 10 may include IMC 102, which 

may include an RF module. In other embodiments, the RF module may be separate 
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from IMC 102. Referring now to FIGS. 2-4, RF module 200 may include a 

transmitter 202 and a receiver 204, both of which may be included in monitoring 

device 10. Transmitter 202 and receiver 204 may also be separate devices. As shown 

in FIG 3, transmitter 202 and receiver 204 may, either alone or in conjunction with 

other devices described above, perform discovery process 300 in accordance with a 

discovery protocol described herein. For illustrative purposes, transmitter 202 and 

receiver 204 are discussed throughout this disclosure as being configured to transmit 

and receive RF signals, however they may operate with any other type of 

communication signal. For example transmitter 202 and receiver 204 may transmit 

and receive infrared signals, visible light signals, acoustic signals, or data modulated 

in other mediums. 

[0032] For illustrative purposes only, transmitter 202 and receiver 204 will be 

discussed throughout this disclosure as being associated with monitoring device 10. 

When transmitting and receiving RF signals, monitoring device 10 may be in RF 

mode. In RF mode, transmitter 202 and receiver 204 may be configured to transmit 

and receive RF signals. However monitoring device 10 may switch to other modes in 

order to communicate (i.e., transmit and receive) using Bluetooth, Zigbee, WiFi 

(802.11), and/or infrared (IR) signals. 

[0033] Transmitter 202 may transmit 302 a plurality of transmit pings 206 at 

transmit interval 208. Transmit interval 208 may cotTespond to the time (e.g., N 

seconds) between the transmission of each ping. In some embodiments, N may be 

between 3 and 12 seconds, or any other number which may be used in each particular 

monitoring system. Each transmit ping may be a burst ( e.g., a number M) of short RF 

packets. In some embodiments, M may be between 96 and 320, or any other number 

which may be used in each particular monitoring system. Calibration of different 

monitoring systems using different signal types, etc., may yield other optimal values 

for N and M. Each packet (e.g., an RF packet) may include, inter alia, a device 

identifier, status information, and/or a counter value. Different counter values may 

correspond to different positions of packets in each burst. Further, each RF packet 
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may be spaced apart at a burst interval (e.g., B milliseconds). In other words, each RF 

packet in each transmit ping may be B milliseconds apart. 

[0034] Receiver 204 may listen 304 for a live ping (e.g., live ping 210). Live 

ping 210 may have been transmitted by a different transmitter associated with a 

different monitoring device (e.g., remote device 126), for the purposes of detection 

and/or discovery. For the purposes of this disclosure, listening means that the receiver 

(e.g., receiver 204) is "on", receiving, or otherwise able to detect signals. Referring 

now to FIGS. 2 and 4, receiver 204 may be configured to be turned on at a beginning 

of assess interval 402, and off at an end of detect duration 404. When "off", the 

receiver may be asleep, or otherwise using substantially less power than when "on". 

As shown in FIG 4, assess interval 402 may correspond to an amount of time each 

packet in a ping (e.g., live ping 210) is spaced apart (e.g., B), multiplied an amount of 

packets (e.g., M) in live ping 210 (e.g., B * M). The plurality of packets in a ping 

(e.g. live ping 210) may be referred to herein as a burst. 

[0035] Further, detect duration 404 may correspond to the amount of time each 

packet in a ping (e.g., live ping 210) is spaced apart (e.g., B) plus an amount of time 

each packet is in the air. B may also be referred to herein as a "burst interval". Each 

packet may be on the air and in progress for a transmit time (e.g., P milliseconds). 

The transmit time may correspond to a time required for a packet to travel from one 

device to another. Accordingly, detect duration 404 may be B + P = R milliseconds 

long. In other words, at least one packet in a transmit ping may be received in R 

milliseconds. B, M, and P may be calculated and calibrated such that as long as each 

packet in a ping (e.g., live ping 210) has a transmit time (e.g., transmit time 408 of P 

milliseconds or less), another device (e.g., remote device 126) will receive the at least 

one packet of the ping. In some embodiments, transmit time may also include the 

time required for a packet to be received in its entirety, including processing time at 

the receiving device. In some situations, a portion of a packet may be received and 

may be rejected, however an entire packet may still be received in the transmit time. 

It follows that in some embodiments, transmit time P must be less than the amount of 
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time B (e.g., one burst interval) that each packet in a ping (e.g., live ping 210) is 

spaced apart. 

[0036] As discussed above, receiver 204 may be configured to be turned on at 

the beginning of assess interval 402, and off at an end of detect duration 404. This 

process, wherein receiver 204 is powered on/off, or is otherwise inactive for a period 

of time, may be referred to herein as "duty cycling" the receiver. A "duty cycle" may 

be a percentage of time that the receiver is in an "on" state. For example, if the 

receiver (e.g., receiver 204) is "on" (i.e., active, or listening) for 25 seconds, and "off" 

for 75 seconds, its duty cycle may be 25/100, or 25%. Monitoring device 10 may be 

configured such that receiver 204 is duty cycled to minimize its power usage, while 

maximizing its discoverability when in discovery or ping mode. Accordingly, 

receiver 204 may be duty cycled based upon, at least in part, either the assess interval, 

the detect duration, or both. In some embodiments, the receiver may be duty cycled 

based upon, at least in part, information in at least one packet of the live ping. 

[0037] Further, receiver 204 may receive 306 live ping 210. Receiving live ping 

210 may include receiving one or more packets of the total number of packets (e.g., 

M) in live ping 210. As discussed above, live ping 210 may have been sent by 

another monitoring device, (e.g., remote device 210). For illustrative purposes, 

assume that each system/device (e.g., monitoring system 10 and/or remote device 

126) listens for R milliseconds (e.g., detect duration 404 of B + P milliseconds) to 

detect any pings which may be in progress (e.g., live ping 210). Further, assume each 

packet of a ping (e.g., live ping 210) may include a device identifier, status 

infonnation, and a counter value. The counter value may correspond to different 

positions of packets in each burst. If one of the devices receives a packet (e.g., from 

live ping 210), it can use a counter value of the packet to determine delay duration 

212. In other words the device (e.g., monitoring system 10) may calculate (via, e.g., 

IMC 102) delay duration 212 in order to delay transmitting a new ping (e.g., new 

pings 214). 

[0038] Accordingly, transmitter 202 may delay 308, after live ping 210 is 
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received, transmission of a new ping (e.g., new pings 214) for delay duration 212. 

Once a new ping has been delayed in time, the transmitter may transmit 310 the new 

ping (e.g., new pings 214) at transmit interval 208. In other words, the transmitter 

may resume pinging at a base value of N (e.g., transmit interval 208). In this way, the 

new ping may be received by the device which sent live ping 210 (e.g., remote device 

126), and other systems and/or devices in the environment may eventually receive the 

new ping after each one has performed a discovery process similar to discovery 

process 300. 

[0039] In some embodiments, at least one of the transmit ping, the live ping, and 

the new ping includes a plurality of packets, each transmitted at a burst interval (e.g., 

burst interval 406). The burst interval may correspond to a time each packet in the 

plurality of packets is spaced apart. In some systems, the burst interval may typically 

be between 1 and 2 milliseconds. As shown in FIG. 4, burst interval 406 may refer to 

"t-burst" in some systems, and to "t-packet", in other systems. Burst interval 406 may 

be measured in a variety of ways, including along a rising edge from one packet to the 

next (i.e., t-burst). In other embodiments, all pings are transmitted at burst interval 

406. Some systems may include a transmit time (i.e., t-packet) and at least one 

transmitted packet may be received in the transmit time. In one embodiment, the 

transmit time is less than one burst interval. It should be noted that different 

applications may have different maximum size packets. As such, t-burst may be set 

according to the maximum size packet that may be sent. Also, in some applications, 

each packet in the burst may be the same size, however in other applications, packets 

within a burst may be sized differently. 

[0040] In another implementation, transmitter 202 may delay, after live ping 210 

is received, transmission of a new ping (e.g., new pings 214) for an additional backoff 

duration (e.g., backoff duration 216). Backoff duration 216 may be a random 

duration. If the number of devices in the environment is large enough that the channel 

on which the devices are communicating cannot be shared at the desired ping rate 

without collisions, applying the delay duration may effectively reduce the ping rate 
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(i.e., increase N) by spacing out the transmissions. However, in this situation, 

transmitting devices may constantly be in contention. Random backoff duration 216 

may help ensure that contending devices still discover other devices equally. In other 

words, delay duration and backoff duration 216 may be configured to prevent pings 

from colliding for up to N / (B * M) devices, where N is a transmit interval (e.g., 

transmit interval 208), B is the burst interval, and M is the number of packets in the 

ping (e.g., live ping 210). 

[0041] In another embodiment, and for example, both monitoring system 10 

(which may also be a monitoring device) and remote device 126, the radio (e.g., RF 

module which may include a transmitter and/or receiver) may be configured to 

operate within the 2.4GHz industrial, scientific, and medical (ISM) band. Further, the 

radio may use 2FSK (frequency-shift keying) with no Manchester encoding, a 

frequency deviation of 140kHz, and a data rate of 250 kbps. The tag (e.g., monitoring 

system 10) may be capable of a max output power of ldBm, while the base station 

(e.g.,base station 124) may be capable of up to 0dBm. A four byte preamble, four 

byte sync word, and 16 bit CRC ( cyclic redundancy check) may be included in each 

packet. 

[0042] Channel sharing may be limited to time division schemes based on the 

assessment and backoff described above. Based on typical usage, transmitter duty 

cycle for a single device (e.g., monitoring system 10) may be less than 6% in ping 

mode. While in file transfer mode, the transmitter uses as much of the channel as 

possible, with carrier sense before each transmission to avoid collisions. 

[0043] Further, in ping mode, there may be no opportunity for frequency 

diversity because it may be desired that devices discover each other quickly and with 

minimal power. Therefore, all devices may ping on one default channel. However, in 

file transfer mode, both devices may have an opportunity to synchronize with one 

another for the duration of the file transfer. At this point, some frequency agility may 

be possible to avoid channels with heavy traffic and increase the reliability of the 

protocol. When it is time to initiate a file transfer, the base station may send out 
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notification of its preferred file transfer channel in the file transfer request ping. Then, 

it may begin operating in file transfer mode on this new channel. The tag addressed 

by the file transfer request may also switch to the new channel and enter file transfer 

mode. On failure or completion of the file transfer, both devices may revert to ping 

mode on the default channel. Failure also may result in the base station moving the 

preferred file transfer channel to the next in a rotating list. 

ACTIVITY STATE CLASSIFICATION 

[0044] Ping mode may allow each device (e.g., monitoring device 10 and/or 

remote device 126) in an environment to maintain up-to-date knowledge about the 

presence of other devices. The environment may be an area in which there are 

multiple devices (e.g. monitoring device 10 and/or remote device 126) that are 

discoverable to one another. The environment may also be referred to as a network. 

Further, ping mode may be optimized such that real-time activity classification may 

be used to dynamically adjust ping periods, such that the average ping period for each 

discoverable device in the network is maximized, while reliable device discovery is 

maintained. In other words, shorter ping periods (i.e., faster ping rates) may be 

necessary when devices are in a state of motion. This may cause frequent changes to 

the network structure (i.e., ping periods of each device) in the environment 

[0045] For example, if two devices, or tags, (e.g., monitoring device 10 and/or 

remote device 126) are passing by each other, then at least one of the devices must 

broadcast its ping during the limited time period when the devices are proximate in 

order for the devices to discover each other and for the encounter to be registered. On 

the other hand, if the two tags are stationary, the network structure is unlikely to 

change and the ping periods may be increased (i.e., the ping rates decreased). In other 

words, ping rates may be increased with increased movement to enhance 

discoverability. Maximization of the average ping period of each device in the system 

may result in saving power as the transmitter may be duty cycled for longer periods of 
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time when devices are moving slowly, or are stationary. 

[0046] Referring now to FIGS. 5-7 there is shown an activity state classification 

process 500. Monitoring device 600 may be similar to monitoring system and/or 

device 10, may include any of the features thereof, and may be a tag worn by a 

human. Monitoring device 600 may be worn as a bracelet around the wrist, as a 

necklace around the neck, or may be otherwise attached to a human. For exemplary 

purposes, monitoring device 600 is shown as being worn by a human (e.g., human 

614), however other configurations are possible. Similarly, monitoring device 600 

may be worn by a pet animal, such as a dog. Similar to monitoring system 10, 

monitoring device 600 may include one or more sensors (e.g., sensor 602), a receiver 

(e.g. receiver 604), a transmitter (e.g., transmitter 606), a controller (e.g., controller 

608) and a battery (e.g., battery 610). Controller 608 may be similar to IMC 102 of 

monitoring system 10. In some embodiments, controller 608 may be any type of 

microcontroller, microprocessor, or processor configured to perform the operations 

described herein. Further receiver 604 and transmitter 606 may be included in a 

single module, such as a transceiver or RF module. Similarly, receiver 604, 

transmitter 606, and controller 608 may be part of the same module, such as IMC/RF 

module 102 of monitoring system 10. 

[0047] Controller 608 may receive 502 signal 612 from sensor 602. Sensor 602 

may be attached to an object (e.g., human 614, an animal, a gurney, a hospital bed, a 

wheelchair, an intravenous pump machine, a cleaning cart, a car, etc.) via monitoring 

device 600. In some embodiments, sensor 602 may be attached to the object by itself, 

independent of monitoring device 600. In such systems, sensor 602 may 

communicate with a controller (e.g., controller 608) wirelessly in order for the 

controller to receive the signal. Sensor 602 may also simply travel with the object, or 

may otherwise be configured to sense a characteristic of the object. Signal 612 may 

represent a characteristic of the object. For example, signal 612 may represent an 

acceleration, a deceleration, a velocity, an orientation, a feature derived from image 

processing, a feature derived from RF signal processing, a feature derived from a 
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GPS, a feature derived from a cell tower triangulation, a vibration, a tilt, a feature 

derived from an acoustic signal, a feature of a dead reckoning system, a switch, a 

feature of a visible light detector, and a feature of a received infrared signal. 

[0048] Further, controller 608 may classify 504 activity state 702 of the object 

(e.g., human 614) based upon, at least in part, the characteristic. Activity state 702 

may be indicative of a movement of the object (e.g., human 614). For example, and 

as shown in FIG. 7, activity state 702 of human 614 may be classified as inactive (S1), 

low activity (SL), walking (Sw), jogging (SJ), or running (SR)- If the object were a 

dog, the activity state of the dog may additionally be classified as trotting (ST) or 

galloping (S0 ). Other states may include sprinting, biking, rolling, driving, sliding or 

being carried. Activity states may have different classifications for a number of 

different objects such as different animals, hospital equipment, cars, planes, etc., 

based upon the types of movement these objects may undertake. Activity states may 

be defined by observing movements of each object and classifying them. When 

classifying activity state 702, based upon the characteristic, controller 608 may do so 

by using values of the characteristic, which may be derived from signal 612. 

[0049] Additionally, controller 608 may determine 506 locomotive rate 704. 

Locomotive rate 704 (L) may correspond to activity state 702 of the object (e.g. 

human 614). Locomotive rate 704 may be used to calculate locomotion (LO), or the 

total (i.e., integral) amount of motion (i.e., movement) of the object (e.g., human 614) 

over a period of time (i.e., a sample interval, D). In other words, the total movement 

of an object from timel (tl) to time2 (t2) (e.g., Dn.t2 ) may be LOt1,t2• Locomotion 

may not depend on the path of the movement of the object. Since locomotion may be 

the total movement of the object, LOn.t2 may be greater than or equal to Dn.t2. 

Several methods may be used to calculate L from the sensor signal and/or other 

measurements. For example, accelerometer readings may be integrated to 

approximate velocity over a period of time (i.e., a sample interval). Another method 

may take advantage of the activity state classification described above. For example, 

given an activity state (e.g., activity state 702, S), locomotive rate 704 of that state, 
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Ls, may be defined by looking up a value in a table (e.g., FIG. 7) indexed by S. 

Controller 608 may look up locomotive rate 704, corresponding to activity state 702, 

or any other values in the table of FIG. 7, and may use those values to make further 

calculations. A table such as that in FIG. 7 may be stored in flash memory which may 

be included in monitoring device 600. 

[0050] As shown in FIG. 7, each activity state 702 may have corresponding 

locomotive rate 704. Where the activity state is "inactive" (Si), the locomotive rate 

(~)maybe approximated at .0001 mis. It should be noted that all values in FIG. 7 are 

shown for exemplary purposes only. Values for locomotive rate 704 may be 

calculated through research and empirical methods, measured, averaged, or 

experimentally found, for any type of object. For example, if a human (e.g., human 

614) has an activity state of "walking", the locomotive rate (Lw) may have been 

approximated, or statistically calculated to be on average 1 mis. 

[0051] The table in FIG. 7 may include values for other parameters including but 

not limited to those shown in FIG 7. One such parameter may be device range 706. 

In some systems, each device in the environment may have the same device range. In 

other systems, the device range of each device may be different. Device range 706 

may be a maximum distance that a device's (e.g., monitoring device 600) pings may 

travel while still being receivable at a receiver of another device. In other words, 

device range 706 may be a maximum distance away from another device, at which the 

device (e.g., monitoring device 600) is still discoverable to the other device. 

[0052] Controller 608 may calculate 508 a ping period ( e.g., ping period 708) 

based upon, a least in part, locomotive rate 704. Ping period 708 (N) may be a 

number of seconds per ping period unit. As shown in FIG. 7, ping period 708 may be 

defined in terms of unit time over ping period unit (i.e., s/ping period unit). Given 

activity state 702, locomotive rate 704, and device range 706, controller 608 may 

calculate ping period 708 (N) using Formula 1 (below). 

Formula 1: N (s / ping period unit)= R (m / ping period unit)/ L (m / s) 
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[0053] In some embodiments, controller 608 may calculate ping rate. Further, in 

some systems, it may be necessary to bound the formula. To bound the formula, 

constants, Cl, and/or C2 may be used. Cl may be a lower limit, and may ensure that 

ping period 708 (N) is not shorter than the time it takes to burst the ping itself (e.g., 

B*M, as discussed above). C2 may be an upper limit, and may ensure that devices 

(e.g., monitoring device 600) that may leave the network (i.e., environment) for 

reasons other than movement may be detected. For example if a device (e.g., 

monitoring device 600) loses power, it may lead to a time between pings that is 

greater than the maximum period. The values C 1 and C2 may be specific to each 

particular application or each particular object (e.g., human 614, a dog, a car, etc.). 

When using the two constants C 1 and C2, controller 608 may calculate ping period 

708 (N) using Formula 2 (below). 

Formula 2: N (s / ping period unit)= min(max(R (m / ping period unit) / L (m / s), 

[0054] In some embodiments controller 608 may calculate ping period 708 (N) 

using only C 1 or only C2. Moreover, controller 608 may duty cycle a transmitter 

(e.g., transmitter 606) based upon, at least in part, ping period 708. In other words 

controller 608 may turn transmitter 606 "on" and "off" based on ping period 708. If 

locomotive rate 704 is relatively low (i.e., the activity state is inactive) and in tum 

Fornmla 2 yields a high ping period (N), controller 608 may turn transmitter 606 to an 

"off" (or otherwise inactive, asleep, or using less power) mode for longer periods of 

time. Conversely, if locomotive rate 704 is relatively high (i.e., the activity state is 

jogging or running) and in turn Formula 2 yields a low ping period (N), controller 608 

may tum transmitter 606 to an "on" (or otherwise active, awake, or using more power) 

mode for longer periods of time. In this way, controller 608 may be configured to 

efficiently use transmitter 606 to be discovered by other devices in the environment 
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[0055] Moreover controller 608 may be configured to cause transmitter 606 to 

transmit 512 pings based upon, at least in part, ping period 708. For example, if 

locomotive rate 704 is increased (i.e., the object is moving faster), controller 608 may 

decrease the amount of time between each ping (i.e., decrease the ping period) 

transmitted. In other words, controller 608 may increase the ping rate of transmitter 

606. If locomotive rate 704 is decreased (i.e., the object is moving slower), controller 

608 may increase the amount of time between each ping (i.e., increase the ping 

period). In other words, controller 608 may decrease the ping rate of transmitter 606. 

In one embodiment, at least one packet of at least one of the pings transmitted by 

transmitter 606 may include infomrntion representing the activity state (e.g., activity 

state 702) of the object (e.g., human 614). 

[0056] In this way, controller 608 may be configured to use transmitter power 

efficiently, while still allowing other devices in the environment to discover it. As 

such, controller 608 may maximize discoverability by increasing ping rates during 

high periods of locomotion while minimizing power consumption through reducing 

transmissions of pings during low states of locomotion. 

[0057] In another embodiment, controller 608 may decrease the ping period of 

pings transmitted by transmitter 606 based upon, at least in part, a change in the 

activity state of the object. Further, controller 608 may increase the ping period of 

pings transmitted by transmitter 606 based upon, at least in part, a change in the 

activity state of the object. In this situation, controller 608 may control the ping 

period of pings transmitted by transmitter 606 without use of the locomotive rate. 

[0058] In one implementation, controller 608 may dynamically adjust the ping 

period of the transmitter based upon, at least in part, a real-time activity state 

classification of the object. The real-time activity state classification may be based 

upon, at least in part, the characteristic. As discussed above controller 608 may 

classify 504 activity state 702 of the object (e.g., human 614) based upon, at least in 

part, the characteristic. If controller 608 continuously runs an activity state classifier 
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(i.e., continuously classifies the activity state of the object), it may continuously use 

locomotive rate 704 to calculate the ping period. In this way, controller 608 may 

dynamically adjust the ping period or ping rate of transmitter 606. 

[0059] Various operations and features have been described above, however 

some embodiments may not require each operation and/or feature. For example, 

controller 608 may duty cycle transmitter 606 based upon, at least in part, the 

characteristic which is represented by signal 612, without using locomotive rate 704. 

Controller 608 may also use signal 612 to directly control the duty cycling of 

transmitter 606. In other embodiments, ping period 708 may be calculated based 

upon, at least in part, the characteristic. Controller 608 may calculate ping period 708 

without using locomotive rate 704. 

[0060] In one implementation controller 608 may regulate power drawn from a 

battery (e.g., battery 610) based upon, at least in part, the characteristic, or signal 612. 

For example, controller 608 may regulate the power that transmitter 606 draws from 

battery 610 by duty cycling transmitter 606 and/or controlling the transmission of 

pings transmitted by transmitter 606 based upon the characteristic, or signal 612. 

Further a voltage regulator, which may be part of power management circuitry 116 

may be used to regulate power drawn from the battery based upon the characteristic, 

or signal 612. Additionally, controller 608 may be configured to regulate power 

drawn from the battery 610 based upon, at least in part, activity state 702. 

[0061] Some of the embodiments described above may be implemented as 

software modules executed by a processor of a computing system, and/or in a 

computer program product that may be stored on a storage device, storage medium, or 

computer readable medium having instructions that when executed by a processor 

perform portions of the discovery process above. TI1e storage device, storage 

medium, or computer readable medium may include, but is not limited to, any type of 

disk including floppy disks, optical disks, compact disk read only memories (CD­

ROMS), compact disk rewritables (CD-RWs), magneto-optical disks, semiconductor 

devices such as read-only memories (ROMs), random access memories (RAMs) such 
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as dynamic and static RAMs, electronically erasable programmable read-only 

memories (EEPROMs), flash memories, magnetic or optical cards, or any type of 

media suitable for storing electronic instructions. Other embodiments may be 

implemented as software modules executed by a programmable control device. 

[0062] A number of implementations have been described. Nevertheless, it will 

be understood that various modifications may be made. 

implementations are within the scope of the following claims. 
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What is claimed is: 

1) A method compdsing: 
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transmitting, via a transmitter, a plurality of transmit pings at a transmit 

interval, the transmit interval con-esponding to a time between transmission of each 

transmit ping; 

listening, via a receiver, for a live ping, the receiver configured to be turned on 

at a beginning of an assess interval, and off at an end of a detect duration, the assess 

interval con-esponding to a time each packet in the live ping is spaced apart multiplied 

by an amount of packets in the Ii ve ping, the detect duration con-esponding to the time 

each packet in the live ping is spaced apart plus a transmit time, the transmit time 

con-esponding to a time required for a packet to travel from one device to another; 

receiving, via the receiver, at least one packet from the live ping; 

delaying, after receiving the live ping, transmission of a new ping for a delay 

duration, the delay duration corresponding to an amount of time determined, at least 

in part, by a counter value of a packet of the live ping; and 

transmitting, via the transmitter, new pings at the transmit interval. 

2) The method of claim 1 wherein at least one of the transmit ping, the live ping, and 

the new ping compdses a plurality of packets, each transmitted at a burst interval, the 

burst interval con-esponding to a time each packet in the plurality of packets is spaced 

apart. 
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3) The method of claim 2 wherein at least one packet of the plurality of packets is 

received in the transmit time. 

4) The method of claim 3 wherein the transmit time is less than one burst interval. 

5) The method of claim 4 wherein the detect duration coffesponds to the transmit time 

plus one burst interval. 

6) The method of claim 2 wherein each packet comprises at least one of a device 

identifier, status information, and a counter value. 

7) The method of claim 1 wherein the transmit interval is between about 3 seconds 

and about 12 seconds. 

8) The method of claim 2 wherein the burst interval is between about 1 millisecond 

and about 2 milliseconds. 

9) The method of claim 2 wherein at least one of the transmit ping, the live ping, and 

the new ping comprises between about 96 packets and about 320 packets. 

10) The method of claim 2 wherein the packets are RF packets. 
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11) The method of claim 1 further comprising 
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delaying, after receiving the live ping, transmission of a new ping for an 

additional backoff duration, the backoff duration corresponding to an amount of time 

configured to prevent pings from colliding. 
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12) A method comprising: 
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transmitting, via a transmitter, a plurality of transmit pings at a transmit 

interval, the transmit interval corresponding to a time between transmission of each 

transmit ping, each transmit ping including a number of packets; 

listening, via a receiver, for a live ping, each live ping including a number of 

packets, the receiver configured to be turned on at a beginning of an assess interval, 

and off at an end of a detect duration, the assess interval corresponding to a time each 

packet in the live ping is spaced apa1t multiplied by an amount of packets in the live 

ping, the detect duration corresponding to the time each packet in the live ping is 

spaced apart plus a transmit time, the transmit time corresponding a time required for 

a packet to travel from one device to another; 

receiving, via the receiver, at least one packet of the live ping; 

delaying, after receiving the live ping, transmission of a new ping for a delay 

duration plus a backoff duration, the delay duration corresponding to an amount of 

time determined, at least in part, by a counter value of the received packet of the Ii ve 

ping, the counter value designating which packet in the live ping was received by the 

receiver, the backoff duration corresponding to an amount of time configured to 

prevent pings from colliding; and 

transmitting, via the transmitter, the new ping at the transmit interval, the new 

ping including a plurality of packets. 

13) The method of claim 12 wherein the assess interval is B * M, wherein B 
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corresponds to the time each packet in the live ping is spaced apart, and M 

corresponds to the amount of packets in the live ping. 

14) The method of claim 12 wherein the detect duration is B + P, wherein P 

corresponds to the amount of time each packet of the live ping is in transmission. 

15) The method of claim 12 wherein the backoff duration is configured to prevent 

pings from colliding for up to N / (B * M) devices, wherein N corresponds to the 

transmit interval, the transmit interval corresponding to a time between transmission 

of each ping. 

16) The method of claim 12 further comprising duty cycling the receiver based upon, 

at least in part, the assess interval. 

17) The method of claim 12 further comprising duty cycling the receiver based upon, 

at least in part, the detect duration. 
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18) A method comprising: 
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transmitting, via a transmitter, a plurality of transmit pings at a transmit 

interval, the transmit interval corresponding to a time between transmission of each 

transmit ping, each transmit ping including a number of packets; 

listening, via a receiver, for a live ping; 

receiving, via the receiver, at least one packet of the live ping; 

delaying, after receiving the live ping, transmission of a new ping for a delay 

duration, the delay duration corresponding to an amount of time detem1ined, at least 

in part, by a counter value of a packet of the live ping; and 

transmitting, via the transmitter, the new ping at the transmit interval, the new 

ping including a plurality of packets. 

19) A method of claim 18 wherein a monitoring device having the transmitter is in 

communication with a remote device having a second receiver, without network 

synchronization. 

20) The method of claim 19 further comprising duty cycling the receiver. 
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21) A device comprising: 
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a transmitter configured to transmit a plurality of transmit pings at a transmit 

interval, the transmit interval corresponding to a time between transmission of each 

transmit ping, each transmit ping including a number of packets; 

a receiver configured to listen for a live ping and to receive at least one packet 

of the live ping; and 

the transmitter further configured to delay transmission of a new ping for a 

delay duration, the delay duration corresponding to an amount of time determined, at 

least in part, by a counter value of the at least one packet of the live ping, and to 

transmit a new ping at the transmit interval. 
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22) A method comprising: 

listening, via a receiver, for a live ping; 
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receiving, via the receiver, at least one packet of the live ping; and 

duty cycling the receiver based upon, at least in part, information in at least 

one packet of the live ping. 
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File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1411600 

1 Foreign Reference EP2332126.pdf no 39 
e7bef8c82bf50350c32634 70d01 a05ba7f0e 
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Information: 

Total Files Size (in bytes)~ 1411600 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Electronic Acknowledgement Receipt 

EFSID: 47577823 

Application Number: 17942197 

International Application Number: 

Confirmation Number: 2459 

Title of Invention: 
EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
IDENTIFIERS 

First Named Inventor/Applicant Name: James A. Proctor 

Customer Number: 86012 

Filer: David J. Thibodeau/Elisabeth Smith 

Filer Authorized By: David J. Thibodeau 

Attorney Docket Number: 111054-0001 us 

Receipt Date: 23-FEB-2023 

Filing Date: 12-SEP-2022 

Time Stamp: 10:24:18 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $104 

RAM confirmation Number E20232MA24577931 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

38158 

1 Fee Worksheet (5B06) fee-info.pdf no 2 
27dc0a9e48358611a650f59c76c6fd103813 

8d70 

Warnings: 

Information: 

Total Files Size (in bytes) 38158 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Electronic Patent Application Fee Transmittal 

Application Number: 17942197 

Filing Date: 12-Sep-2022 

Title of Invention: 
EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
IDENTIFIERS 

First Named Inventor/Applicant Name: James A. Proctor 

Filer: David J. Thibodeau/Elisabeth Smith 

Attorney Docket Number: 111054-0001 us 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous: 

SUBMISSION- INFORMATION DISCLOSURE STMT 2806 1 104 104 

Total in USO($) 104 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

17/942,197 

86012 
VLP Law Group LLP 
555 Bryant Street 
Suite 820 
Palo Alto, CA 94301 

FILING OR 3 71 (C) DATE 

09/12/2022 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO:\IER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

James A. Proctor JR. 111054-0001 us 
CONFIRMATION NO. 2459 

PUBLICATION NOTICE 

1111111111111111111111 ll]~!l]ml!~I! ~i~l!li!lj! lllll lllll 111111111111111111 

Title:EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Publication No.US-2023-0057111-A 1 
Publication Date:02/23/2023 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Doc code: IDS PTO/SB/OBa (01-22) 

Doc description: Information Disclosure Statement (IDS) Filed 
Approved for use through 05/31/2024. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I ~ames A. Proctor 
STATEMENT BY APPLICANT 

Art Unit I 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 1111054-0001 U8 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No Patent Number 
Code1 

Issue Date 
of cited Document 

Relevant Passages or Relevant 
Figures Appear 

1 p541604 B1 h996-07-3o MEIER 

2 p901303 B1 h999-05-04 :;HEW 

3 p767503 B1 h998-06-16 3LOTON 

4 p690773 B1 h997-11-2s rlDALGO et al, 

5 p671525 B1 h997-09-3o rlDALGO et al. 

6 t,043747 B1 ~000-03-28 I\L TENHOFEN 

7 p977877 B1 h999-11-02 MCCULLOCH et al. 

8 p745037 B1 h998-04-28 GUTHRIE et al. 
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Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 U8 

9 6091342 B1 t/000-07-18 JAN ESCH et al. 

10 6151647 B1 Q000-11-21 SARAT 

11 ~768415 B1 t/010-08-03 Blackadar 

12 ~616124 B1 Q009-11-10 Paessel et al. 

13 8005465 B2 t/011-08-23 Salokannel et al. 

14 8959187 B1 t1015-02-17 i et al. 

15 8005465 B1 t/011-08-23 Salokannel et al. 

16 8780945 B1 Q014-07-15 3ips et al. 

17 ~0639552 B1 t/020-05-05 Vock et al. 

If you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

EFSWeb2.1.18 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Application Number 17942197 

Filing Date 2022-09-12 
INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 U8 

1 20080109302 A1 t/008-05-08 Salokannel et al. 

2 20040082343 A1 Q004-04-29 Kim et al. 

3 20090234728 A1 t/009-09-17 Nilluns et al. 

If you wish to add additional U.S. Published Application citation information please click the Add button.I Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
Initial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 )332126 EP A1 2010-03-11 SNIF LABS INC 

If you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

1 

If you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 
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Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 UB 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 
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Application Number 17942197 

Filing Date 2022-09-12 
INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 UB 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /David J Thibodeau Jr/ Date (YYYY-MM-DD) 2023-02-22 

Name/Print David J_ Thibodeau, Jr. Registration Number ~1671 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 47577171 

Application Number: 17942197 

International Application Number: 

Confirmation Number: 2459 

Title of Invention: 
EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
IDENTIFIERS 

First Named Inventor/Applicant Name: James A. Proctor 

Customer Number: 86012 

Filer: David J. Thibodeau/Elisabeth Smith 

Filer Authorized By: David J. Thibodeau 

Attorney Docket Number: 111054-0001 us 

Receipt Date: 23-FEB-2023 

Filing Date: 12-SEP-2022 

Time Stamp: 08:25:53 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1283213 

1 
Information Disclosure Statement (IDS) 20230223_ 111054-0001 us_ TP 

no 6 
Form (SB08) O_IDS_Addl_Refs.pdf 

d263024f59253d7579f4bf2602d266b7225 
2a8a1 
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Information: 

Total Files Size (in bytes)~ 1283213 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIA/26 (04-14) 
Approved for use through 05/31/2024. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING I Docket Number (Optional) 

REJECTION OVER A "PRIOR" PATENT 111054-0001 us 

In re Application of: James A Proctor, Jr. 

Application No.: 17/942,197 

Filed: September 12, 2022 

For: EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

The applicant, Proxicom Wireless LLC , owner of 1 QQ percent interest in the instant application hereby 
disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend 
beyond the expiration date of the full statutory term of prior patent No. 11 443 344 as the term of said prior patent is presently 
shortened by any terminal disclaimer. The applicant hereby agrees that any patent so granted on the instant application shall be enforceable 
only for and during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant 
application and is binding upon the grantee, its successors or assigns. 

In making the above disclaimer, the applicant does not disclaim the terminal part of the term of any patent granted on the instant application 
that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent is presently shortened by 
any terminal disclaimer," in the event that said prior patent later: 

expires for failure to pay a maintenance fee; 
is held unenforceable; 
is found invalid by a court of competent jurisdiction; 
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321; 
has all claims canceled by a reexamination certificate; 
is reissued; or 
is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer. 

Check either box 1 or 2 below, if appropriate. 

1. D The undersigned is the applicant. If the applicant is an assignee, the undersigned is authorized to act on behalf of the assignee. 

I hereby acknowledge that any willful false statements made are punishable under 18 U.S.C. 1001 by fine or imprisonment of not more 
than five (5) years, or both. 

2. [2J The undersigned is an attorney or agent of record. Reg. No._3_16_7_1 _____ _ 

/David J Thibodeau Jr./ 21-March-2023 
Signature Date 

David J. Thibodeau, Jr. 
Typed or printed name 

Attorney for Applicant 617.925.5520 
Title Telephone Number 

[2J Terminal disclaimer fee under 37 CFR 1.20(d) included. 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an 
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid 0MB Control 
Number. The 0MB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 12 minutes per response, 
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the 
information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this 
burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email 
lnformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. The United States 
Patent and Trademark Office (USPTO) collects the information in this record under authority of 35 
U.S.C. 2. The USPTO's system of records is used to manage all applicant and owner information 
including name, citizenship, residence, post office address, and other information with respect to 
inventors and their legal representatives pertaining to the applicant's/owner's activities in connection 
with the invention for which a patent is sought or has been granted. The applicable Privacy Act 
System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent 
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https:// 
www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341.pdf 

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the 
event that the system of records indicates a violation or potential violation of law; 2) a Federal, state, 
local, or international agency, in response to its request; 3) a contractor of the USPTO having need 
for the information in order to perform a contract; 4) the Department of Justice for determination of 
whether the Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of 
Congress submitting a request involving an individual to whom the record pertains, when the 
individual has requested the Member's assistance with respect to the subject matter of the record; 6) 
a court, magistrate, or administrative tribunal, in the course of presenting evidence, including 
disclosures to opposing counsel in the course of settlement negotiations; 7) the Administrator, 
General Services Administration (GSA), or their designee, during an inspection of records conducted 
by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any 
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make 
determinations about individuals; 8) another federal agency for purposes of National Security review 
(35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of 
Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management 
and Budget (0MB) for legislative coordination and clearance. 

If you do not furnish the information requested on this form, the USPTO may not be able to process 
and/or examine your submission, which may result in termination of proceedings, abandonment of the 
application, and/or expiration of the patent. 

Additional Uses 

Additional USPTO uses of the information in this record may include disclosure to: 1) the International 
Bureau of the World Intellectual Property Organization, if the record is related to an international 
application filed under the Patent Cooperation Treaty; 2) the public i) after publication of the 
application pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant to 35 U.S.C. 151, iii) if 
the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open 
to public inspections, or an issued patent, or iv) without publication of the application or patent under 
the specific circumstances provided for by 37 CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives 
and Records Administration, for inspection of records. 
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This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

REMARKS/ARGUMENTS 

Status of the Claims 

With entry of the foregoing amendments, claims 31-113 are presented for further 

examination. 

No claim has been allowed. However claims 37-58 and 61-113 were indicated as being 

allowable if rewritten in independent form including all limitations of the base claim and any 

intervening claims. 

Explanation of Amendments 

Claims 39, 42, 43, 53, 108 and 112 are amended to clarify and consistently refer to "taking 

first further action". 

Claim 60 is amended as more fully explained below. 

Claim 61 is amended to consistently refer to "Bluetooth wireless protocol" as recited in the 

independent claim. 

Claim 108 is amended to remove the extraneous question marks. 

Pre-AJA Status 

The Applicant thanks the Examiner for confirming the application is being examined under 

the "first to invent" provisions of the law as it existed prior to adoption of the America 

Invents Act (AIA) in 2012. 

22 
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Double Patenting 

Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

Claims 31-36, 59, and 60 were rejected on the ground of non-statutory double patenting 

over claims 1-6, 29, 30 of issued U.S. Patent No. 11,443,344. Although the claims in this 

application and the issued patent are not identical, they were not considered to be patentably 

distinct from each other. 

A terminal disclaimer in view of U.S. Patent 11,443,344 is being filed herewith. 

Therefore the rejection of all claims on this basis can be withdrawn. 

Claim Rejections - 35 USC 101 

Claim 60 was rejected under 35 U.S.C. 101 as being directed toward a computer program, 

specifically software arranged to operate at the application layer on a mobile device stored on 

a computer readable medium. 

It was suggested that the rejection could be overcome by amending the claim to recite an 

appropriate type of computer readable medium. 

Paragraph [0038] of the application as filed explains that: 

"Disk storage can provide non-volatile storage for computer software 
instructions and data used to implement an embodiment of the present 
invention." ( emphasis added). 

Claim 60 has now been amended to recite "non-volatile" storage. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

Therefore, the rejection of claim 60 on this basis and all claims that depend from claim 60 

should now be withdrawn. 

Claim Objections 

Claims 37-58 and 61-113 were objected to as being dependent upon a rejected base claim. 

Claims 37-58 depend either directly or indirectly from claim 31, which is allowable in light 

of the terminal disclaimer being filed herewith. These dependent claims should therefore be 

allowed. 

Claims 61-113 depend either directly or indirectly from claim 60, which is now allowable in 

view of the amendments and the reasons stated above. These dependent claims should 

therefore also be allowed. 

24 
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Conclusion 

Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

With entry of the foregoing amendments, all of the claims presented should be in condition 

for allowance. 

Although no additional fee is believed due but please charge U.S. Patent Office Deposit 

Account Number 50-4929 as may be necessary. 

March 21, 2023 
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Respectfully submitted, 

/David J Thibodeau Jr./ 
David J Thibodeau, Jr. 
USPTO Reg. No 31671 
1(617)925-5520 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re The Application of: 
Proctor, James et al. 

Serial No.: 17/942,197 

Filed: September 12, 2022 

For: Efficient and Secure Wireless 
Communication Using Wireless Service 
Identifiers 

Examiner: Harley, Jason A. 

Art Unit: 2468 

Confirmation No.: 2459 

AMENDMENT 

MAIL STOP AMENDMENT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In response to the Office Action mailed December 21, 2022 please enter the enclosed 

amendments and consider the remarks that follow. 

Amendments to the Claims are reflected in the claim listing beginning on page 2. 

Our Remarks begin on page 22. 
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Amendments to the Claims: 

Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

This listing of claims replaces all prior versions of the claims: 

1-30. (Cancelled) 

31. (Previously Presented) A method comprising: 

receiving, at a wireless device, via a short range wireless protocol, a first plurality 

of beacon transmissions, each beacon transmission comprising three fields (a) a MAC 

address, (b) a unique identifier, wherein the unique identifier of each respective beacon 

transmission does not directly identify a location of a beacon transmitter, and ( c) a beacon 

service identifier, wherein the beacon service identifier of each respective beacon 

transmission identifies that the unique identifier is relevant to stored information associated 

with a wireless beacon service, wherein the stored information is not otherwise accessible to 

the wireless device utilizing the short range wireless protocol; 

receiving, at the wireless device via a second wireless protocol, the stored 

information from one or more servers, the stored information relating to a particular entity or 

object associated with a first unique identifier, and wherein the second wireless protocol is 

different from the short range wireless protocol; 

causing selection of one or more of the unique identifiers from the first plurality 

of beacon transmissions, by filtering the beacon transmissions which include a particular 

beacon service identifier indicating that a particular received beacon transmission is 

associated with a particular wireless beacon service; and 

taking first further action relating to the stored information, if the first unique 

identifier is present among the selected one or more unique identifiers. 
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Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

32. (Previously Presented) The method of claim 31, wherein the receiving, at the 

wireless device, via a short range wireless protocol, of the first plurality of beacon 

transmissions occurs in a first time period, and 

wherein the method further comprises, during a second time period: 

receiving, at the wireless device, via a short range wireless protocol, a second 

plurality of beacon transmissions, each of the second plurality of beacon transmissions 

comprising three fields (a) a MAC address, (b) a unique identifier, wherein the unique 

identifier of each respective beacon transmission does not directly identify a location of a 

beacon transmitter, and ( c) a beacon service identifier, wherein the beacon service identifier 

of each respective beacon transmission identifies that the unique identifier is relevant to 

stored information associated with a wireless beacon service, wherein the stored information 

is not accessible to the wireless device utilizing the short range wireless protocol; 

causing selection of one or more of the unique identifiers from the second 

plurality of beacon transmissions, by filtering the beacon transmissions which include the 

same particular beacon service identifier indicating that the particular received beacon 

transmission is associated with the same particular wireless beacon service; and 

taking second further action relating to the stored information, if a second unique 

identifier is present among the one or more unique identifiers selected from the second 

plurality of beacon transmissions, wherein the first unique identifier and the second unique 

identifier are both associated with the same particular entity or object, and wherein the 

second unique identifier is not equal to the first unique identifier, and further wherein the 

received beacon transmissions including the first and second unique identifiers are received 

from a same transmitting device. 

33. (Previously Presented) The method of claim 32 wherein the MAC address 

received in a beacon transmission including the second unique identifier is different from the 

MAC address received in a beacon transmission including the first unique identifier, but each 

such beacon transmission includes the same particular beacon service identifier, and wherein 
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a plurality of beacon transmissions including the particular service identifier and the first 

unique identifier are received in the first time period, and no beacon transmissions including 

the same particular service identifier and the second unique identifier are received in the first 

time period. 

34. (Previously Presented) The method of claim 33 wherein the second further action 

is based upon a function currently being performed on a device associated with the wireless 

beacon service. 

35. (Previously Presented) The method of claim 34 wherein the function is related to 

a current phone call, 

music being played, 

a video being played, 

a multi-player game, or 

a shared application. 

36. (Previously Presented) The method of claim 32 wherein the first or the second 

further action is related to receiving advertising information for presentation to a user of the 

wireless device, based upon the first or the second unique identifier, or information derived 

from the first or second unique identifier. 

37. (Previously Presented) The method of claim 32 wherein one or more of the first 

further action and the second further action includes receiving content from a server based 

upon information derived from either the first unique identifier or the second unique 

identifier. 
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38. (Previously Presented) The method of claim 32, wherein the first or second 

further action includes sending a message to another device associated with an account 

related to the first and the second unique identifiers. 

39. (Currently Amended) The method of claim 32 wherein following the 

performance taking of the first or second further action, a server associated with an account 

for a user of the wireless device performs a step of sending an email message to an email 

address associated with the account for the user, the email message relating to the particular 

entity or object. 

40. (Previously Presented) The method of claim 32 wherein the second further 

action includes preventing sending of the second unique identifier or information derived 

from the second unique identifier by the wireless device to at least one of the one or more 

servers. 

41. (Previously Presented) The method of claim 31 wherein the first further action 

comprises: determining, based upon at least a portion of the stored information, that at least 

one beacon transmitter is associated with a predetermined location. 

42. (Currently Amended) The method of claim 31 wherein the step of taking first 

further action further includes causing the wireless device, to: 

send the first unique identifier or information derived from the first unique identifier 

to at least one of the one or more servers, and 

receive the stored information in response. 
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43. (Currently Amended) The method of claim 31 wherein the stored information is 

received at the wireless device from at least one of the one or more servers prior to the 

perform:iHg taking of the first further action. 

44. (Previously Presented) The method of claim 32 wherein the stored information is 

received at the wireless device from at least one of the one or more servers prior to 

performing one or more of the first and the second further action. 

45. (Previously Presented) The method of claim 31 further comprising: 

using the stored information to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 

46. (Previously Presented) The method of claim 32 wherein all beacon transmitter 

devices participating in the particular wireless beacon service have the same particular 

beacon service identifier. 

47. (Previously Presented) The method of claim 32 wherein the second further action 

compnses: 

determining, based upon at least a portion of the stored information, that the beacon 

transmitter is associated with a predetermined location. 

48. (Previously Presented) The method of claim 32 wherein the steps performed at the 

wireless device are performed as a result of an application program executing on the wireless 

device. 

49. (Previously Presented) The method of claim 32 wherein the second further action 

is related to either a product tied to a location or an advertisement tied to a location. 
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50. (Previously Presented) The method of claim 31 wherein the first further action 

includes determining an address or location associated with the wireless device based at least 

in part upon the first unique identifier being associated with a pre-determined location, and 

wherein the wireless device is located indoors where a GPS signal may not be available. 

51. (Previously Presented) The method of claim 32 wherein the second further action 

includes determining an address or location associated with the wireless device based at least 

in part upon the second unique identifier being associated with a pre-determined location, 

wherein the wireless device is located indoors where a GPS signal may not be available. 

52. (Previously Presented) The method of claim 32 wherein the second further action 

includes allowing a user associated with the wireless device to be provided access to an 

object or device associated with the wireless beacon service. 

53. (Currently Amended) The method of claim 32 wherein the step of taking second 

further action additionally comprises: 

controlling further communications between the wireless device and at least one 

device or server associated with an entity or object in proximity to the wireless device. 

54. (Previously Presented) The method of claim 33 further comprising: 

receiving, at the wireless device, timing notification information for coordination 

of active times for beacon transmissions. 

55. (Previously Presented) The method of claim 54 wherein the receiving, at the 

wireless device of the timing notification information is not directly from the beacon 

transmitter. 
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56. (Previously Presented) The method of claim 32 further comprising: 

using the stored information to determine if the second unique identifier is present 

among the selected one or more of the unique identifiers from the second plurality of beacon 

transmissions. 

57. (Previously Presented) The method of claim 31 wherein the MAC address is a 

randomly generated 48 bit number matching a format of a Bluetooth BD _ ADDR. 

58. (Previously Presented) The method of claim 33 wherein the short range protocol 

is derived from Bluetooth. 

59. (Previously Presented) A mobile wireless device comprising: 

one or more radios for providing reception and transmission for each of a 

Bluetooth wireless protocol and a second wireless protocol; 

one or more processors; and 

one or more memory devices coupled to the one or more processors, the one or 

more memory devices storing a set of instructions that when executed by the one or more 

processors cause the one or more processors to perform operations including: 

receiving from a beacon transmitter, using the Bluetooth wireless protocol, a first 

plurality of beacon transmissions during a first time period, each of the beacon transmissions 

including (a) a MAC address, (b) a unique identifier, the unique identifier does not directly 

identify a location of the beacon transmitter, and ( c) a beacon service identifier, wherein the 

beacon service identifier of each respective beacon transmission identifies that the unique 

identifier is relevant to stored information associated with a wireless beacon service, wherein 

the stored information is not otherwise accessible to the wireless device utilizing the 

Bluetooth wireless protocol; 

receiving from one or more servers, using the second wireless protocol, stored 

information related to a entity or object associated with a first unique identifier; 
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selecting one or more unique identifiers from the first plurality of beacon 

transmissions, by filtering the beacon transmissions which include a particular beacon service 

identifier indicating that a particular received beacon transmission is associated with the 

particular wireless beacon service; 

taking first further action relating to the stored information, if the first unique 

identifier is present among the selected one or more unique identifiers; 

receiving, by the wireless device, using the Bluetooth wireless protocol, during a 

second time period, a second plurality of beacon transmissions, each of the second plurality 

of beacon transmissions comprising three fields (a) a MAC address, (b) a unique identifier, 

wherein the unique identifier of each respective beacon transmission does not directly 

identify a location of a beacon transmitter, and ( c) the beacon service identifier, wherein the 

beacon service identifier of each respective beacon transmission identifies that the unique 

identifier is relevant to stored information associated with a wireless beacon service, wherein 

the stored information is not accessible to the wireless device utilizing the Bluetooth wireless 

protocol; 

selecting one or more of the unique identifiers from the second plurality of beacon 

transmissions, by filtering the beacon transmissions which include the same particular beacon 

service identifier indicating that a particular received beacon transmission is associated with 

the same particular wireless beacon service; 

taking second further action relating to the stored information, if a second unique 

identifier is present among the one or more unique identifiers selected from the second 

plurality of beacon transmissions, wherein the second unique identifier is associated with the 

same entity or object, and wherein the second unique identifier is not equal to the first unique 

identifier, and further wherein the received beacon transmissions including the first and 

second unique identifiers are received from a same transmitting device; and 

wherein the MAC address received in a beacon transmission including the second 

unique identifier is different from the MAC address received in a beacon transmission 
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including the first unique identifier, but each such beacon transmission includes the same 

particular beacon service identifier. 

60. (Currently Amended). A computer program product for installation in a non­

volatile memory in a wireless device, the computer program product comprising computer 

program instructions that, when read from the non-volatile memory, and then executed by 

one or more processors in the wireless device, cause the wireless device to: 

process a first plurality of beacon transmissions, received at the wireless device via a 

Bluetooth wireless protocol, each beacon transmission comprising three fields (a) a MAC 

address, (b) a unique identifier, wherein the unique identifier of each respective beacon 

transmission does not directly identify a location of a beacon transmitter, and ( c) a beacon 

service identifier, wherein the beacon service identifier of each respective beacon 

transmission identifies that the unique identifier is relevant to stored information associated 

with a wireless beacon service, wherein the stored information is not otherwise accessible to 

the wireless device utilizing the Bluetooth wireless protocol; 

process stored information transferred from one or more servers to the wireless 

device via a second wireless protocol, wherein the stored information relates to an entity or 

object associated with a first unique identifier, and wherein the second wireless protocol is 

different from the Bluetooth wireless protocol; 

select one or more of the unique identifiers from the first plurality of beacon 

transmissions, by filtering the beacon transmissions which include a particular beacon 

service identifier indicating that a particular received beacon transmission is associated with 

a particular wireless beacon service; and 

perform a first further action, the first further action relating to the stored 

information, if the first unique identifier is present among the selected one or more unique 

identifiers. 
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61. (Currently Amended) The computer program product of claim 60 wherein the 

computer program instructions, when executed by the one or more processors in the wireless 

device, cause the wireless device to: 

during a first time period: 

process the first plurality of beacon transmissions in the first time period, and 

during a second time period: 

process a second plurality of beacon transmissions, received at the wireless device 

via the Bluetooth wireless protocol, each beacon transmission comprising three fields (a) a 

MAC address, (b) a unique identifier, wherein the unique identifier of each respective beacon 

transmission does not directly identify a location of a beacon transmitter, and ( c) a beacon 

service identifier, wherein the beacon service identifier of each respective beacon 

transmission identifies that the unique identifier is relevant to stored information associated 

with a wireless beacon service, wherein the stored information is not otherwise accessible to 

the wireless device utilizing the Bluetooth wireless protocol; 

select one or more of the unique identifiers from the second plurality of beacon 

transmissions, by filtering the beacon transmissions which include the same particular beacon 

service identifier indicating that the particular received beacon transmission is associated 

with the same particular wireless beacon service; and 

perform a second further action relating to the stored information, if a second 

unique identifier is present among the one or more unique identifiers selected from the 

second plurality of beacon transmissions, wherein the first unique identifier and the second 

unique identifier are both associated with the same particular entity or object, and wherein 

the second unique identifier is not equal to the first unique identifier, and further wherein the 

received beacon transmissions including the first and second unique identifiers are received 

from a same transmitting device. 

62. (Previously Presented) The computer program product of claim 61 wherein the 

MAC address received in a beacon transmission including the second unique identifier is 
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different from the MAC address received in a beacon transmission including the first unique 

identifier, but each such beacon transmission includes the same particular beacon service 

identifier, and wherein a plurality of beacon transmissions including the particular beacon 

service identifier and the first unique identifier are received in the first time period, and no 

beacon transmissions including the same service identifier and the second unique identifier 

are received in the first time period. 

63. (Previously Presented) The computer program product of claim 62 wherein the 

second further action is based upon a function currently being performed on a device 

associated with the wireless beacon service. 

64. (Previously Presented) The computer program product of claim 63 wherein the 

function is related to a current phone call, 

music being played, 

a video being played, 

a multi-player game, or 

a shared application. 

65. (Previously Presented) The computer program product of claim 61 wherein the 

first or the second further action is additionally related to receiving advertising information 

for presentation to a user of the wireless device, based upon the first or the second unique 

identifiers, or based upon information derived from the first or second unique identifier. 

66. (Previously Presented) The computer program product of claim 60 wherein the 

first further action is additionally related to receiving advertising information for presentation 

to a user of the wireless device, based upon the unique identifier, or based upon information 

derived from the first unique identifier. 
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67. (Previously Presented) The computer program product of claim 61 wherein one or 

more of the first further action and the second further action additionally includes causing the 

wireless device to receive content from a server based upon information derived from either 

the first unique identifier or the second unique identifier. 

68. (Previously Presented) The computer program product of claim 62 wherein the 

first further action additionally includes causing the wireless device to receive content from a 

server based upon information derived from the first unique identifier. 

69. (Previously Presented) The computer program product of claim 61, wherein the 

first or second further action additionally includes causing the wireless device to send a 

message to another device associated with an account related to the first or the second unique 

identifiers, or information derived from the first or the second unique identifiers. 

70. (Previously Presented) The computer program product of claim 61, wherein the 

computer program instructions, when executed by the one or more processors in the wireless 

device, further cause the wireless device to: 

after the first or second further action: 

send information to a server associated with an account for a user of the wireless 

device, to enable the server to send a message to an email address associated with the 

account for the user. 

71. (Previously Presented) The computer program product of claim 60, wherein the 

first further action additionally includes causing the wireless device to send information to a 

server associated with an account for a user of the wireless device, and enabling the server to 

send a message to an email address associated with the account for the user as a result of the 

first further action. 

f3 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

72. (Previously Presented) The computer program product of claim 61 wherein the 

second further action additionally includes causing the wireless device to prevent sending the 

second unique identifier or information derived from the second unique identifier by the 

wireless device to at least one of the one or more servers. 

73. (Previously Presented) The computer program product of claim 60 wherein the 

first further action additionally includes causing the wireless device to determine that at least 

one beacon transmitter is associated with a predetermined location. 

74. (Previously Presented) The computer program product of claim 60 wherein the 

first further action additionally includes causing the wireless device to: 

send the first unique identifier or information derived from the first unique identifier 

to at least one of the one or more servers, and 

subsequently receive the stored information in response thereto. 

75. (Previously Presented) The computer program product of claim 60 wherein the 

computer program instructions, when executed by the one or more processors in the wireless 

device, further cause the wireless device to 

receive stored information at the wireless device from at least one of the one or more 

servers prior to performing the first further action. 

76. (Previously Presented) The computer program product of claim 61 wherein the 

computer program instructions, when executed by the one or more processors in the wireless 

device, further cause the wireless device to: 

receive stored information at the wireless device from at least one of the one or more 

servers prior to performing one or more of the first and the second further action. 

1'4 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

77. (Previously Presented) The computer program product of claim 60 wherein the 

computer program instructions, when executed by the one or more processors in the wireless 

device, further cause the wireless device to: 

use the stored information to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 

78. (Previously Presented) The computer program product of claim 61 wherein all 

beacon transmitter devices participating in the particular wireless beacon service have the 

same particular beacon service identifier. 

79. (Previously Presented) The computer program product of claim 61 wherein the 

second further action additionally includes causing the wireless device to determine, based 

upon at least a portion of the stored information, that the beacon transmitter is associated 

with a predetermined location. 

80. (Previously Presented) The computer program product of claim 60 wherein the 

first further action additionally includes causing the wireless device to display a current 

location, based at least in part upon a predetermined location associated with the first unique 

identifier, or based at least in part upon information derived from the first unique identifier. 

81. (Previously Presented) The computer program product of claim 61 wherein the 

second further action additionally includes causing the wireless device to display a current 

location on the wireless device, based at least in part upon a predetermined location 

associated with the second unique identifier, or based at least in part upon information 

derived from the second unique identifier. 
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82. (Previously Presented) The computer program product of claim 61 wherein the 

second further action is additionally related to either a product tied to a location or to an 

advertisement tied to a location 

83. (Previously Presented) The computer program product of claim 60 wherein the 

first further action additionally includes causing the wireless device to determine an address 

or location associated with the wireless device based at least in part upon the first unique 

identifier being associated with a pre-determined location, when the wireless device is 

located indoors where a GPS signal may not be available. 

84. (Previously Presented) The computer program product of claim 61 wherein the 

second further action additionally includes causing the wireless device to determine an 

address or location associated with the wireless device based at least in part upon the second 

unique identifier being associated with a pre-determined location, when the wireless device is 

located indoors where a GPS signal may not be available. 

85. (Previously Presented) The computer program product of claim 61 wherein the 

second further action additionally includes causing the wireless device to allow a user 

associated with the wireless device to access to an object or device associated with the 

wireless beacon service. 

86. (Previously Presented) The computer program product of claim 61 wherein the 

second further action additionally includes causing the wireless device to control further 

communications between the wireless device and at least one other device or server 

associated with an entity or object in proximity to the wireless device. 

1'6 

Bill Flanigen
Sticky Note
None set by Bill Flanigen

Bill Flanigen
Sticky Note
MigrationNone set by Bill Flanigen

Bill Flanigen
Sticky Note
Unmarked set by Bill Flanigen



Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

87. (Previously Presented) The computer program product of claim 62 wherein the 

computer program instructions, when executed by the wireless device, further cause the 

wireless device to: 

receive, at the wireless device, timing notification information for coordination of 

active times for beacon transmissions. 

88. (Previously Presented) The computer program product of claim 87 wherein the 

timing notification information is not received directly from the beacon transmitter. 

89. (Previously Presented) The computer program product of claim 61 wherein the 

computer program instructions, when executed by the wireless device, further cause the 

wireless device to: 

use the stored information to determine if the second unique identifier is present 

among the selected one or more of the unique identifiers from the second plurality of beacon 

transmissions. 

90. (Previously Presented) The computer program product of claim 60 further 

comprising program instructions that, when executed by the one or more processors, cause 

the wireless device to: 

use the stored information to determine if the first unique identifier is present among 

the selected one or more of the unique identifiers from the first plurality of beacon 

transmissions. 

91. (Previously Presented) The computer program product of claim 60 wherein the 

MAC address is a randomly generated 48 bit number matching a format of a Bluetooth 

BD ADDR. 
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92. (Previously Presented) The mobile wireless device of claim 59 wherein the 

operations further comprise: 

receiving, at the mobile wireless device, timing notification information for 

coordination of active times for beacon transmissions. 

93. (Previously Presented) The computer program product of claim 63 wherein the 

receiving, at the wireless device of the timing notification information is not directly from the 

beacon transmitter. 

94. (Previously Presented) The mobile wireless device of claim 59 wherein the 

operations further comprise: 

using the stored information to determine if the second unique identifier is present 

among the selected one or more of the unique identifiers from the second plurality of beacon 

transmissions. 

95. (Previously Presented) The mobile wireless device of claim 59 wherein each 

MAC address or a respective beacon transmission is a randomly generated 48 bit number 

matching a format of a Bluetooth BD _ ADDR. 

96. (Previously Presented) The mobile wireless device of claim 59 wherein the 

second further action is based upon a function currently being performed on a device 

associated with the wireless beacon service. 

97. (Previously Presented) The mobile wireless device of claim 96 wherein the 

function is related to 

a current phone call, 

music being played, 

a video being played, 
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98. (Previously Presented) The mobile wireless device of claim 59 wherein one or 

more of the first further action and the second further action includes receiving content from 

a server based upon information derived from either the first unique identifier or the second 

unique identifier. 

99. (Previously Presented) The mobile wireless device of claim 59, wherein the first 

or second further action includes sending a message or causing a server to send a message to 

another device associated with an account related to the first and the second unique 

identifiers. 

100. (Previously Presented) The mobile wireless device of claim 59 wherein the 

second further action includes preventing sending of the second unique identifier or 

information derived from the second unique identifier by the mobile wireless device to at 

least one of the one or more servers. 

101. (Previously Presented) The mobile wireless device of claim 59 wherein at least 

one of the first further action or the second further action comprises: determining that at least 

one beacon transmitter is associated with a predetermined location. 

102. (Previously Presented) The mobile wireless device of claim 59 wherein the 

operations further comprise: 

using the stored information to determine if the first unique identifier is present 

among the first selected one or more unique identifiers. 
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103. (Previously Presented) The mobile wireless device of claim 59 wherein one of 

the first further action and second further action additionally includes 

determining an address or location associated with the wireless device based at least 

in part upon the first or second unique identifier or information derived from the first or 

second unique identifier being associated with a pre-determined location, and wherein the 

mobile wireless device may be located indoors where a GPS signal may not be available. 

104. (Previously Presented) The mobile wireless device of claim 59 wherein the 

second further action includes allowing a user associated with the mobile wireless device to 

be provided access to an object or device associated with the wireless beacon service. 

105. (Previously Presented) The mobile wireless device of claim 59 wherein the first 

or second further action additionally comprises: 

controlling further communications between the mobile wireless device and at 

least one device or server associated with an entity or object in proximity to the wireless 

device based upon information derived from the first or second unique identifier. 

106. (Previously Presented) The method of claim 31 wherein the first further action 

is related to receiving advertising information for presentation to a user of the wireless 

device, based upon the first unique identifier, or information derived from the first unique 

identifier. 

107. (Previously Presented) The method of claim 31 wherein the first further action 

includes receiving content from a server based upon information derived from the first 

unique identifier. 

108. (Currently Amended) The method of claim 31 [[??]] wherein following the 

performaHee taking of the first further action, a server associated with an account for a user 
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of the wireless device performs a step of sending an email message to an email address 

associated with the account for the user as a result of the first further action. 

109. (Previously Presented) The method of claim 31 wherein the first further action 

comprises: determining that at least one beacon transmitter is associated with a 

predetermined location. 

110. (Previously Presented) The method of claim 32 wherein the second further 

action comprises: 

determining that the beacon transmitter is associated with a predetermined location. 

111. (Previously Presented) The method of claim 31 wherein the first further action is 

related to either a product tied to a location or an advertisement tied to a location. 

112. (Currently Amended) The method of claim 33 wherein the step of taking 

second further action additionally comprises: 

controlling further communications between the wireless device and at least one 

device or server associated with an entity or object in proximity to the wireless device. 

113. (Previously Presented) The method of claim 31 further comprising: 

using the stored information to determine if the first unique identifier is present 

among the selected one or more of the unique identifiers from the first plurality of beacon 

transmissions. 
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(US-PGPUB; USPAT) OR OFF OFF 2021/08/06 
11 :45 AM 
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L6 2 

L7 9 

L8 579 

L9 1982 

L10 254 

L11 6564 

L12 9 

L13 2687 

L14 488 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

20060099966-$ I US-
20060104200-$ I US-
20060104243-$ I US-
20060106850-$ I US-
20060111045-$ I US-
2218268-$ US-
2235002-$ US-
2506121-$ US-
2564287-$ US-
2688189-$ US-
2752347-$ US-
2766024-$ US-
2766184-$ US-
2798749-$ US-
7936736-$ US-
8090359-$ US-
8116749-$ US-
8369842-$ US-
8385896-$ US-
8385913-$ US-
9038129-$ US-
9161164-$).DID. 

("20200304978").PN. 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) same(mac 
adj address) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 
same(picture or photo 
or jpeg) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 
same(service) 

L9 and L 10 and L 11 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) same(mac 
adj address) 

(beacon 
near3(transmission or 

(US-PGPUB; USPAT; OR 
USOCR; DERWENT) 

(USPAT) OR 

(US-PG PUB; USPAT; OR 
USOCR) 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

2021/08/06 
11 :55 AM 

2021/08/06 
11 :55 AM 

2021/08/06 
11 :56 AM 

2021/08/06 
12:13PM 

2021/08/06 
12:14 PM 

2021/08/06 
12:14 PM 

2021/08/06 
12:15PM 

2021/08/06 
12:18PM 

2021/08/06 
12:18PM 
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L15 8928 

L16 14 

L17 3513 

L18 130 

L19 2 

L20 1 

L21 18908 

L22 2687 

L23 8928 

L24 947 

L25 600 

L26 29410 

L27 436 

L28 57 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

transfer$4 or transmit$5 
or signal$2)) 
same(picture or photo 
or jpeg) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service) 

L 13 and L 14 and L 15 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(picture or photo 
or jpeg or content or 
(fingerprint$2)) 

L 13 and L 17 and L 15 

"20050136845" 

"20060050728" 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service or 
number) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) same(mac 
adj address) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service) 

L22 and L21 and L23 

(bluetooth or (wifi)) and 
L24 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(interval$2 or 
period or time) 

L26 and L25 

(US-17366826-$ I US-

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

2021/08/06 
12:18PM 

2021/08/06 
12:19PM 

2021/08/06 
12:25 PM 

2021/08/06 
12:26 PM 

2021/08/06 
12:39 PM 

2021/08/06 
12:39 PM 

2021/08/06 
01 :32 PM 

2021/08/06 
01 :34 PM 

2021/08/06 
01 :34 PM 

2021/08/06 
01 :34 PM 

2021/08/06 
01 :36 PM 

2021/08/06 
01 :51 PM 

2021/08/06 
01 :52 PM 

2021/08/06 
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L29 488 
04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

20090197681-$ US-
20090219132-$ US-
20090270120-$ US-
20090271211-$ US-
20090281904-$ US-
20090282130-$ US-
20090285119-$ US-
20090287827-$ US-
20090288012-$ US-
20090291909-$ US-
20090303250-$ US-
20090303926-$ US-
20090307132-$ US-
20090307133-$ US-
20090310517-$ US-
20090311963-$ US-
20090313105-$ US-
2009032364 7-$ US-
20090323648-$ US-
20090325601-$ US-
201 00020 7 46-$ US-
201 00030638-$ US-
201 00030651-$ US-
20100041402-$ US-
20100049615-$ US-
20100051685-$ US-
20100062758-$ US-
20100063867-$ US-
201 00096450-$ US-
20100124196-$ US-
20100138481-$ US-
20100141437-$ US-
20100201536-$ US-
20100250673-$ US-
2010027 4859-$ US-
201 0028444 7 -$ US-
20110039592-$ US-
20110119733-$ US-
20120066043-$ US-
20120066199-$ US-
20130217332-$ US-
20150249637-$ US-
20150281939-$ US-
20160025837-$ US-
20160093184-$ US-
20170011425-$ US-
20170131994-$ US-
20190250239-$ I US-
8090359-$ I US-
8369842-$ I US-
8370955-$ I US-
8374592-$ I US-
8385896-$ I US-
8385913-$ I US-
8849698-$ I US-
9038129-$1 US-
9161164-$).DID. 

(beacon (US-PGPUB; USPAT) OR OFF OFF 

02:09 PM 

2021/08/06 
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L30 49 

L31 45 

L32 2 

L33 1 

L34 1 

L35 4841 

L36 43189 

L37 202 

L38 1414 

L39 30 

L40 700 

L41 8 

L42 70185 

L43 25 

L44 94136 

L45 240 

L46 2 

L47 58023 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(picture or photo 
or jpeg) 

L29 and L21 and L22 

(bluetooth or (wifi)) and 
L30 

"20050136845" 

"2006005028" 

"20060050728" 

(advertis$4) 
same(presentation or 
display) 
same(identifier$2) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 

L35 and L36 

(advertis$4) 
same(presentation or 
display) 
same(identifier$2) 
same(ue or terminal or 
wtru or phone or 
computer) 

L38 and L36 

email and L38 

L40 and L36 

beacon 
same(transmission or 
transfer$4 or 
transmit$5) 

L40 and L42 

(account or profile) 
near7 (identifier$2) 

L40 and L44 

"20080195621" 

(advertis$4) 
same(location) 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

02:22 PM 

2021/08/06 
02:22 PM 

2021/08/06 
02:23 PM 

2021/08/08 
12:49 PM 

2021/08/09 
09:42 AM 

2021/08/09 
09:42 AM 

2021/08/09 
09:45 AM 

2021/08/09 
09:46 AM 

2021/08/09 
09:46 AM 

2021/08/09 
09:49 AM 

2021/08/09 
09:49 AM 

2021/08/09 
10:10 AM 

2021/08/09 
10:10 AM 

2021/08/09 
10:22 AM 

2021/08/09 
10:22 AM 

2021/08/09 
10:24 AM 

2021/08/09 
10:24 AM 

2021/08/09 
11 :34 AM 

2021/08/09 
08:03 PM 
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L48 13391 

L49 58065 

LSD 13399 

L51 326 

L52 70245 

L53 89 

L54 351 

LSS 97 

L56 2 

L57 1 

L58 284 

L59 34 

L60 1 

L61 1 

L62 0 

L63 319526 

L64 177597 

L65 319522 

L66 177387 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

(mu or ue or terminal or 
wtru or phone or 
apparatus) 
near7(indoor) 

(advertis$4) 
same(location) 

(mu or ue or terminal or 
wtru or phone or 
apparatus) 
near7(indoor) 

L49 and LSD 

beacon 
same(transmission or 
transfer$4 or 
transmit$5) 

L51 and L52 

(time or timing) 
near7(notification) same 
(beacon) 
same(transmission or 
transfer$4 or 
transmit$5) 

(timing) 
near7(notification) same 
(beacon) 
same(transmission or 
transfer$4 or 
transmit$5) 

"20070201417" 

"20070043828" 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

L58 and beacon 

"16/817896" 

"15271410" 

"15/27141 0" 

h04I67/306 

h04w 4/80 

h04I 61/6022 

h04w 4/029 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

(USPAT) OR OFF OFF 

2021/08/09 
08:13 PM 

2021/08/10 
09:01 AM 

2021/08/10 
09:01 AM 

2021/08/10 
09:01 AM 

2021/08/10 
09:03 AM 

2021/08/10 
09:03 AM 

2021/08/10 
10:26 AM 

2021/08/10 
10:43 AM 

2021/08/10 
11 :57 AM 

2021/08/10 
11 :57 AM 

2021/08/10 
12:02 PM 

2021/08/10 
12:03 PM 

2021/08/10 
12:06 PM 

2021/08/10 
12:10 PM 

2021/08/10 
12:10 PM 

2021/08/10 
07:07 PM 

2021/08/10 
07:07 PM 

2021/08/10 
07:07 PM 

2021/08/10 
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L67 3 

L68 3160 

L69 829 

L70 343 

L71 0 

L73 2 

L74 829 

L75 343 

L76 4 

L77 9 

L78 582 

L79 65 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

"16/247626" 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(field$2) 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L69 and (mac adj 
address) 

(service adj idenifier) 
and L70 

"20040023640" 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L74 and (mac adj 
address) 

(service adj identifier) 
and L75 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

(US-0156856-$ I US-
0702686-$ I US-
10984 77-$ I US-
1207654-$ I US-
1296155-$ I US-
17366826-$ I US-
1759620-$ I US-
1908235-$ I US-
20050114654-$ I US-
20050124359-$ I US-
20050131837-$1 US-

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(USPAT) OR OFF 

(US-PG PUB; USPAT; OR OFF 
USOCR) 

(US-PGPUB; USPAT) OR OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

07:08 PM 

2021/08/10 
09:59 PM 

2021/12/02 
08:48 PM 

2021/12/02 
08:49 PM 

2021/12/02 
08:50 PM 

2021/12/02 
08:52 PM 

2021/12/03 
10:32 AM 

2021/12/03 
01 :45 PM 

2021/12/03 
01 :45 PM 

2021/12/03 
01 :45 PM 

2021/12/03 
01 :53 PM 

2021/12/03 
01 :53 PM 

2021/12/03 
01 :54 PM 
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L80 79 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

20050136845-$ US-
20050136891-$ US-
20050156026-$ US-
20050165667-$ US-
2005017 4975-$ US-
20050180367-$ US-
20050185615-$ US-
20050187873-$ US-
20050187959-$ US-
20050188062-$ US-
20050213553-$ US-
20050243737-$ US-
20050243 781-$ US-
20050250552-$ US-
20050266868-$ US-
20050273440-$ US-
20060003 785-$ US-
20060022038-$ US-
20060029024-$ US-
20060030335-$ US-
20060032901-$ US-
20060045042-$ US-
20060046709-$ US-
2006004 7835-$ US-
20060050728-$ US-
20060069922-$ US-
20060079284-$ US-
20060085419-$ US-
20060089134-$ US-
20060089876-$ US-
2006009444 7-$ US-
20060095348-$ US-
20060095349-$ US-
20060099966-$ US-
20060104200-$ US-
20060104243-$ US-
20060106850-$ US-
20060111045-$ I US-
2218268-$ US-
2235002-$ US-
2506121-$ US-
2564287-$ US-
2688189-$ US-
2752347-$ US-
2766024-$ US-
2766184-$ US-
27987 49-$ US-
7936736-$ US-
8090359-$ US-
8116749-$ US-
8369842-$ US-
8385896-$ US-
8385913-$ US-
9038129-$ US-
9161164-$).DID. 

(US-7 492254-$ I US-
7502933-$ I US-
7509131-$1 US-

(US-PGPUB; USPAT) OR OFF OFF 2021/12/03 
01 :54 PM 
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04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

7515914-$ 
7522058-$ 
7545784-$ 
7546141-$ 
7580699-$ 
7590246-$ 
7620026-$ 
7630986-$ 
7647024-$ 
7647055-$ 
7661132-$ 
7702108-$ 
7711100-$ 
7711620-$ 
7714712-$ 
7716484-$ 
7729326-$ 
7756467-$ 
7773995-$ 
7774231-$ 
7775430-$ 
7822000-$ 
7826425-$ 
7836512-$ 
7848765-$ 
7876701-$ 
7877082-$ 
7886962-$ 
7904952-$ 
7936736-$ 
7942337-$ 
7952481-$ 
7962369-$ 
7963441-$ 
7965983-$ 
7991644-$ 
7991664-$ 
8014755-$ 
8024272-$ 
8073795-$ 
8089405-$ 
8090359-$ 
8112794-$ 
8116749-$ 
8121917-$ 
8160495-$ 
8185133-$ 
8204039-$ 
8205240-$ 
8229458-$ 
8233841-$ 
8254338-$ 
8275359-$ 
8295819-$ 
8321913-$ 
8332521-$ 
8364171-$ 
8369842-$ 

US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
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L81 399008 

L82 395522 

L83 651491 

L84 650389 

L85 829 

L86 343 

L87 6 

L88 26 

L89 1274 

L90 127 

L91 538 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

8374592-$ US-
8385896-$ US-
8385913-$ US-
8478300-$ US-
8543500-$ US-
8559968-$ US-
8576846-$ US-
8688570-$ US-
8787575-$ US-
8825538-$ US-
9038129-$ US-
9137012-$ US-
9161164-$ US-
9373091-$ US-
9646319-$ US-
9659285-$ US-
9734198-$ US-
9805347-$).DID. 

h04w 4/02 

h04w 8/26 

h04I41/12 

h04I67/18 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L85 and (mac adj 
address) 

(service adj (identifier or 
id)) and L86 

((service or beacon) adj 
(identifier or id)) and 
L86 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7(field$2 or 
parameter$2) 

((service or beacon) adj 
(identifier or id)) and 
L89 

L89 and (mac adj 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PG PUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

2021/12/03 
02:40 PM 

2021/12/03 
02:40 PM 

2021/12/03 
02:40 PM 

2021/12/03 
02:40 PM 

2021/12/05 
01 :03 PM 

2021/12/05 
01 :03 PM 

2021/12/05 
01 :03 PM 

2021/12/05 
01 :10 PM 

2021/12/05 
01 :14 PM 

2021/12/05 
01 :15 PM 

2021/12/05 
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L92 37 

L93 5104 

L94 1800 

L95 200 

L96 962 

L97 2967 

L98 4384 

L99 98 

L100 2 

L 101 1 

L102 9 

L103 586 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

address) 

((service or beacon) adj 
(identifier or id)) and 
L91 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(field$2 or 
parameter$2) 

L93 and (mac adj 
address) 

((service or beacon) adj 
(identifier or id)) and 
L94 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) same(mac 
adj address$2) 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(service) 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(number) 

L98 and L97 and L96 

"20180234959" 

"20180167883" 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(USPAT) OR OFF 

(US-PG PUB; USPAT; OR OFF 
USOCR) 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

01 :18 PM 

2021/12/05 
01 :18 PM 

2021/12/05 
01 :24 PM 

2021/12/05 
01 :24 PM 

2021/12/05 
01 :25 PM 

2021/12/05 
01 :27 PM 

2021/12/05 
01 :28 PM 

2021/12/05 
01 :28 PM 

2021/12/05 
01 :29 PM 

2021/12/06 
10:39 AM 

2021/12/06 
10:48 AM 

2022/04/17 
09:08 PM 

2022/04/17 
09:08 PM 
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L104 598 

L105 598 

L106 1950 

L107 11 

L108 105525 

L109 20366 

L 110 258 

L111 20366 

L 112 47582 

L113 62714 

L 114 371 

L115 29 

L 116 572 

L117 117 

L118 685038 

L119 1239579 

L120 1237235 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

L93 and (mac adj 
address) 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

(account or profile) 
near7 (identifier$2) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service or 
number) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 
same(picture or photo 
or jpeg) 

(beacon 
near3(transmission or 
transfer$4 or transmit$5 
or signal$2)) 
same(service or 
number) 

(beacon 
near3(transmission or 
transfer$4 or 
transmit$5)) 

(advertis$4) 
same(location) 

L74 and (mac adj 
address) 

((service or beacon) adj 
(identifier or id)) and 
L86 

L89 and (mac adj 
address) 

L98 and L97 and L96 

h04w 4/02 

h04I41/12 

h04I67/18 

(US-PG PUB; USPAT; OR 
USOCR) 

(US-PG PUB; USPAT; OR 
USOCR) 

(US-PGPUB; USPAT) OR 

(USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

OFF OFF 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:08 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:18 AM 

2022/12/09 
10:19 AM 
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L121 646433 

L122 646429 

L123 4 

L124 105525 

L125 11 

L126 599 

L127 133 

L128 45 

L129 335 

L130 3654 

L131 6 

L132 120 

L133 107 

L134 898 

L135 37 

L136 109139 

L137 586 

L138 17 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

h04I67/306 

h04I 61/6022 

"16/247626" 

(account or profile) 
near7 (identifier$2) 

((("PROXICOM") near3 
("WIRELESS") near3 
("LLC"))).AS,AANM. 

((("Proctor") near3 
("James") near3 
("A"))).INV. 

L 13 and L 17 and L 15 

(bluetooth or (wifi)) and 
L30 

L49 and LSD 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
same(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
same(field$2) 

(service adj identifier) 
and L75 

L98 and L97 and L96 

((service or beacon) adj 
(identifier or id)) and 
L89 

(beacon near2 
(transmission or 
transfer$5 or data or 
message or packet$2)) 
near7(contain$4 or 
includ$4 or hav$4 or 
compris$5) 
near7 (field$2) 

L58 and beacon 

(account or profile) 
near7 (identifier$2) 

L89 and (mac adj 
address) 

L31 AND ( (455/457 OR 
455/404.2).ccls. OR 
(H04M1/725 OR 

(USPAT) OR OFF 

(USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(USPAT) OR OFF 

(US-PG PUB; USPAT; OR OFF 
USOCR) 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PGPUB; USPAT) OR OFF 

(US-PG PUB; USPAT) OR OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

2022/12/09 
10:19 AM 

2022/12/09 
10:19 AM 

2022/12/09 
10:19 AM 

2022/12/09 
10:19 AM 

2023/04/11 
09:13 AM 

2023/04/11 
09:13 AM 

2023/04/11 
09:13 AM 

2023/04/11 
09:13 AM 

2023/04/11 
09:14 AM 

2023/04/11 
09:14 AM 

2023/04/11 
09:14 AM 

2023/04/11 
09:15 AM 

2023/04/11 
09:15 AM 

2023/04/11 
09:15 AM 

2023/04/11 
09:16 AM 

2023/04/11 
09:17 AM 

2023/04/11 
09:17 AM 

2023/04/11 
09:47 AM 
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H04W12/06 OR 
H04W12/08 OR 
H04W4/20 OR 
H04L9/06).ipc.) 

PE2E SEARCH - Search History {Interference) 

Ref# Hits 

N1 254 

N2 19507 

N3 45 

N4 60436 

NS 340 

N6 71 

N7 4926 

N8 28 

N9 5344 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

Search Query DBs 

(beacon (US-PGPUB; USPAT) 
near3(transmission OR 
transfer$4 OR 
transmit$5)) SAME 
(picture OR photo OR 
jpeg) 

(beacon (US-PGPUB; USPAT) 
near3(transmission OR 
transfer$4 OR 
transmit$5 OR 
signal$2)) SAME 
(service OR number) 

(bluetooth OR (wifi)) (US-PGPUB; USPAT) 
AND L30 

(advertis$4) SAME (US-PGPUB; USPAT) 
(location) 

(time OR timing) (US-PGPUB; USPAT) 
near7(notification) 
SAME (beacon) SAME 
(transmission OR 
transfer$4 OR 
transmit$5) 

L58 AND beacon (US-PGPUB; USPAT) 

(beacon near2 (US-PGPUB; USPAT) 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) SAME 
(contain$4 OR includ$4 
OR hav$4 OR 
compris$5) SAME 
(number) 

((service OR beacon) (US-PGPUB; USPAT) 
ADJ (identifier OR id)) 
AND L86 

(beacon near2 (US-PGPUB; USPAT) 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) SAME 
(contain$4 OR includ$4 
OR hav$4 OR 
compris$5) SAME 
(field$2 OR 
parameter$2) 

Default Plurals 
Operator 
OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

OR OFF 

British Time Stamp 
Equivalents 
OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

OFF 

2022/04/17 
09:09 PM 

2022/04/17 
09:09 PM 

2022/04/17 
09:09 PM 

2022/04/17 
09:09 PM 

2022/04/17 
09:10 PM 

2022/04/17 
09:10 PM 

2022/04/17 
09:10 PM 

2022/04/17 
09:14 PM 

2022/04/17 
09:14 PM 
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N10 45 

N11 6 

N12 28 

N13 3085 

N14 94 

N15 128 

N16 133 

N17 20798 

N18 63722 

N19 133 

N20 76 

N21 898 

N22 3012 

N23 45 
04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

(bluetooth OR (wifi)) 
AND L30 

(service ADJ (identifier 
OR id)) AND L86 

((service OR beacon) 
ADJ (identifier OR id)) 
AND L91 

(beacon near2 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) SAME 
(contain$4 OR includ$4 
OR hav$4 OR 
compris$5) SAME 
(service) 

(timing) 
near7(notification) 
SAME (beacon) SAME 
(transmission OR 
transfer$4 OR 
transmit$5) 

L 13 AND L 17 AND L 15 

L 13 AND L 17 AND L 15 

(beacon 
near3(transmission OR 
transfer$4 OR 
transmit$5 OR 
signal$2)) SAME 
(service OR number) 

(advertis$4) SAME 
(location) 

L 13 AND L 17 AND L 15 

L58 AND beacon 

(beacon near2 
(transmission OR 
transfer$5 OR data OR 
message OR 
packet$2)) 
near7(contain$4 OR 
includ$4 OR hav$4 OR 
compris$5) 
near7 (field$2) 

(beacon 
near3(transmission OR 
transfer$4 OR 
transmit$5 OR 
signal$2)) SAME (mac 
ADJ address) 

(bluetooth OR (wifi)) 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

2022/04/17 
09:14 PM 

2022/04/17 
09:14 PM 

2022/04/17 
09:15 PM 

2022/04/17 
09:15 PM 

2022/04/17 
09:17 PM 

2022/04/17 
09:29 PM 

2023/04/11 
09:42 AM 

2023/04/11 
09:42 AM 

2023/04/11 
09:42 AM 

2023/04/11 
09:42 AM 

2023/04/11 
09:42 AM 

2023/04/11 
09:43 AM 

2023/04/11 
09:43 AM 

2023/04/11 
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N24 45 

N25 76 

N26 107 

N27 5300 

N28 109139 

N29 373 

N30 193 

N31 193 

04/11/2023 11 :23:49 AM 
Workspace: 17366826 beacon 

AND L30 

(bluetooth OR (wifi)) 
AND L30 

L58 AND beacon 

((service OR beacon) 
ADJ (identifier OR id)) 
AND L89 

(advertis$4) SAME 
(presentation OR 
display) SAME 
(identifier$2) 

(account OR profile) 
near7 (identifier$2) 

(time OR timing) 
near7(notification) 
SAME (beacon) SAME 
(transmission OR 
transfer$4 OR 
transmit$5) 

((service OR beacon) 
ADJ (identifier OR id)) 
AND L94 

((service OR beacon) 
ADJ (identifier OR id)) 
AND L94 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

(US-PGPUB; USPAT) OR OFF OFF 

09:50 AM 

2023/04/11 
11 :20 AM 

2023/04/11 
11 :20 AM 

2023/04/11 
11 :20 AM 

2023/04/11 
11 :21 AM 

2023/04/11 
11 :21 AM 

2023/04/11 
11 :21 AM 

2023/04/11 
11 :21 AM 

2023/04/11 
11 :21 AM 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

86012 7590 

VLP Law Group LLP 
555 Bryant Street 

04/24/2023 
EXAMINER 

HARLEY, JASON A 

Suite 820 ART UNIT PAPER NUMBER 

Palo Alto, CA 94301 2468 

DATE MAILED: 04/24/2023 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

17/942,197 09/12/2022 James A. Proctor JR. 111054-0001U8 2459 

TITLE OF INVENTION: EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $480 $0.00 $0.00 $480 07/24/2023 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of 
undiscounted fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part Bis filed, a request to reapply a previously paid issue fee must be 
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. 
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new 
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue 
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 
Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

86012 7590 

VLP Law Group LLP 
555 Bryant Street 
Suite 820 
Palo Alto, CA 94301 

APPLICATION NO. 

17/942,197 

04/24/2023 

FILING DATE 

09/12/2022 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

James A. Proctor JR. 111054-0001 U8 2459 

TITLE OF INVENTION: EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

HARLEY, JASON A 2468 

1. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/AIA/122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

370-329000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 07/24/2023 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DA TA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: DissueFee □Publication Fee (if required) 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via Patent Center or EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. 

17/942,197 

86012 7590 

VLP Law Group LLP 
555 Bryant Street 
Suite 820 
Palo Alto, CA 94301 

FILING DATE FIRST NAMED INVENTOR 

09/12/2022 James A. Proctor JR. 

04/24/2023 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

111054-0001U8 2459 

EXAMINER 

HARLEY, JASON A 

ART UNIT PAPER NUMBER 

2468 

DATE MAILED: 04/24/2023 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
17/942,197 
Examiner 
JASON A HARLEY 

Applicant(s) 
Proctor et al. 
Art Unit I AIA (FITF) Status 
2468 No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to 3/21/23. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are 31-113 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. 0 Notice of References Cited (PT0-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 2/16/23,2/23/23,3/21/23. 

5. 0 Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. 2. 

/JASON A HARLEY/ 
Examiner, Art Unit 2468 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) 

/KHALED M KASSIM/ 
Primary Examiner, Art Unit 2468 

Notice of Allowability Part of Paper No./Mail Date 20230411 
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Application/Control Number: 17 /942, 197 
Art Unit: 2468 

Notice of Pre-A/A or A/A Status 

1. The present application is being examined under the pre-AIA first to invent 

provisions. 

Allowable Subject Matter 

Page 2 

2. Claims 31-113 are allowed. The prior art disclose receiving at a wireless device 

via a short range wireless protocol, a first plurality of beacon transmissions each beacon 

comprising three fields. The prior art fail to show a beacon service identifier wherein the 

beacon service identifier of each respective beacon transmission identifies that the 

unique identifier is relevant to stored information associated with a wireless beacon 

service, wherein the stored information is not otherwise accessible to the wireless 

device utilizing the short range wireless protocol, in combination with the other 

limitations in the independent claims. 

Conclusion 

2. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to JASON A HARLEY whose telephone number is 

(571 )270-5435. The examiner can normally be reached 7:30-300 6:30-8:30. 

Examiner interviews are available via telephone, in-person, and video 

conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 
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Application/Control Number: 17 /942, 197 
Art Unit: 2468 

Page 3 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Asad M Nawaz can be reached on (571) 272-3988. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of published or unpublished applications may be 

obtained from Patent Center. Unpublished application information in Patent Center is 

available to registered users. To file and manage patent submissions in Patent Center, 

visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent­

center for more information about Patent Center and 

https://www.uspto.gov/patents/docx for information about filing in DOCX format. For 

additional questions, contact the Electronic Business Center (EBC) at 866-217-9197 

(toll-free). If you would like assistance from a USPTO Customer Service 

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/JASON A HARLEY/ 
Examiner, Art Unit 2468 

/KHALED M KASSIM/ 
Primary Examiner, Art Unit 2468 
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Doc code: IDS PTO/SB/0Ba (01-22) 
Doc description: Information Disclosure Statement (IDS) Filed Approved for use through 05/31/2024. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required lo respond lo a collection of information unless it contains a valid 0MB control number. 

Application Number 17942197 

Filing Date )022-09-12 

INFORMATION DISCLOSURE First Named Inventor I ~ames A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 12468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 1111054-0001 UB 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number Code1 Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

If you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

If you wish to add additional U.S. Published Application citation information please click the Add button.I Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
Initial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

If you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

EFSWeb 2.1.18 
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Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 U8 

/JH/ 1 
U.S. Appl. No. 60/758,011, filed Jan. 11, 2006 by Rajiv Laroia for Methods and apparatus for using beacon signals for 
identification, synchronization or acquisition in an ad hoc wireless network, 26 pages. 

/JH/ 2 U.S. Appl. No. 60/758,011, filed Jan. 11, 2006. 

/JH/ 3 
U.S. Appl. No. 60/758,012, filed Jan. 11, 2006 by Rajiv Laroia for Methods and apparatus for using beacon signals in 
a cognitive radio network, 24 pages. 

/JH/ 4 U.S. Appl. No. 60/758,012, filed Jan. 11, 2006. 

/JH/ 5 
U.S. Appl. No. 60/845,051, filed Sep. 15, 2006 by Junyi Li for Beacons in a mixed wireless communication system, 30 
pages. 

/JH/ 6 
U.S. Appl. No. 60/845,052, filed Sep. 15, 2006 by Aleksandar Jovicic for Beacons in a mixed wireless communication 
system, 29 pages. 

/JH/ 7 U.S. Appl. No. 60/845,052, filed Sep. 15, 2006. 

/JH/ 8 U.S. Appl. No. 60/863,304, filed Oct. 27, 2006 by Rajiv Laroia for Power Allocation Scheme, 15 pages. 

/JH/ 9 
U.S. Provisional Application No. 60/758,010 filed on January 11, 2006 by Rajiv Laroia for Methods and apparatus for 
facilitating identification, synchronization or acquisition using beacon signals, 30 pages. 

/JH/ 10 
U.S. Provisional Application No. 60/758,011 filed on January 11, 2006 by Rajiv Laroia for Methods and apparatus for 
using beacon signals for identification, synchronization or acquisition in an ad hoc wireless network, 26 pages. 

/JH/ 11 
U.S. Provisional Application No. 60/758,012 filed on January 11, 2006 by Rajiv Laroia for Methods and apparatus for 
using beacon signals in a cognitive radio network, 24 pages. 
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Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 U8 

/JH/ 12 
U.S. Provisional Application No. 60/845,051 filed on September 15, 2006 by Junyi Li for Beacons in a mixed wireless 
communication system, 30 pages. 

/JH/ 13 
U.S. Provisional Application No. 60/845,052 filed on September 15, 2006 by Aleksandar Jovicic for Beacons in a 
mixed wireless communication system, 29 pages. 

/JH/ 14 
U.S. Provisional Application No. 61/054,162 filed on May 18, 2008 by Mark Braverman for System And Method For 
Electronic Payment 

/JH/ 15 
U.S. Provisional Application No. 61/122,240 filed on December 12, 2008 by Rajiv Patel for System And Method For 
Electronic Payment 

/JH/ 16 Using Blouetooth, MC909X User Guide, Symbol Technologies, Inc., pp. 1-66 (2005) 

/JH/ 17 Using MC9094 Phone, MC909X User Guide, Symbol Technologies, Inc., pp. 1-20 (2005) 

/JH/ 18 
Wang, et al., "Peer2Me - Rapid Application Framework for Mobile Peer-to-Peer Applications", Department of Compute 
and Information Science 

/JH/ 19 
Wang, F., et al., "Bridging Physical and Virtual Worlds: Complex Event Processing for RFID Data Streams," University 
of California, Los Angeles Computer Science Department, Springer-Verlag Berlin Heidelberg 2006, pp_ 588-607 

/JH/ 
20 

Want, R., et al., "Bridging Physical and Virtual Worlds with Electronic Tags," Xerox PARC, CHI '99 15-20 May 1999, 
PP- 370-377 

/JH/ 
Wauters, R., "TC50: Gift Card Auction Site Rackup Aims to Shake Up Market" (online], Sep. 14, 2009. Retrieved from 

21 the Internet URL: http://techcrunch.com/2009/09/14/tc50-gift-card-auction-site-rackup-aims-- to-shake-up-market/, one 
page_ 

/JH/ 22 
WaveWorks Portable Shopping System Integration Guide, Integration Services Group, Pittsburgh, Pennsylvania, pp. 
1-185 
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Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 U8 

/JH/ 23 
Wei, G., et al., "HiPEC: A Hybrid P2P Model for Electronic Commerce," Zhejiang Gongshang University College of 
Computer & Information Engineering, pp 1-5 (2008) 

/JH/ 24 
Weis et al. "Security and privacy aspects of low-cost radio frequency identification systems". In: Security in pervasive 
Computing_ Springer, 201-212 (2004) 

/JH/ 25 
Weis et al., Security and Privacy Aspects of Low-Cost Radio Frequency Identification Systems, International Journal 
of Security and Networks, Volume 5 Issue 213, March 2010, 12 pages. 

/JH/ 26 Wg, Hid, "Device Identification Specification", V12r00, 1-20 (2006) NEED PUBLICATION DETAILS 

/JH/ 27 
Yang, H., et al., "Indoor Localization Systems - Tracking objects and personnel with sensors, wireless networks and 
RFID," Measurement+ Control, Vol. 4211, Feb_ 2009, pp_ 18-23 

/JH/ 28 
Zhang, Y., et al., "Progress in WWW Research and Development," 10th Asia-PacificWeb Conference, APWeb 2008, 
Shenyang, China, April 26-28, 2008 Proceedings, pp_ 331-341 

/JH/ 
29 

Zhou, Y., et al., "A Map Registration Localization Approach based on Mobile Beacons for Wireless Sensor Networks," 
Communications Research Centre Canada, 2011 Crown, 5 pp_ 

If you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /Jason Harley/ I Date Considered 11 
4/11/23 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 
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Enter Jason Harley 4/11/23 

Attorney Docket No.: 111054-0001 U8 
Serial No.:17/942,197 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re The Application of: 
Proctor, James et al. 

Serial No.: 17/942,197 

Filed: September 12, 2022 

For: Efficient and Secure Wireless 
Communication Using Wireless Service 
Identifiers 

Examiner: Harley, Jason A. 

Art Unit: 2468 

Confirmation No.: 2459 

AMENDMENT 

MAIL STOP AMENDMENT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In response to the Office Action mailed December 21, 2022 please enter the enclosed 

amendments and consider the remarks that follow. 

Amendments to the Claims are reflected in the claim listing beginning on page 2. 

Our Remarks begin on page 22. 

l 
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Electronic Acknowledgement Receipt 

EFSID: 47984718 

Application Number: 17942197 

International Application Number: 

Confirmation Number: 2459 

Title of Invention: 
EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
IDENTIFIERS 

First Named Inventor/Applicant Name: James A. Proctor 

Customer Number: 86012 

Filer: David J. Thibodeau/Elisabeth Smith 

Filer Authorized By: David J. Thibodeau 

Attorney Docket Number: 111054-0001 us 

Receipt Date: 11-MAY-2023 

Filing Date: 12-SEP-2022 

Time Stamp: 08:03:38 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $480 

RAM confirmation Number E20235A904567100 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

807731 

1 Issue Fee Payment (PTO-85B) 
20230511 - 111054-0001 us_ TP 

1 
O_lssue_Fee_ Transmittal.pdf 

no 
65a88f4 94 227 ef2 4 b68d ca8f07b 77 42b 1 ee 7 

8f1a 

Warnings: 

Information: 

38131 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
1b053061eeaa10766511054b3ea23ea992C 

d3958 

Warnings: 

Information: 

Total Files Size (in bytes) 845862 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Electronic Patent Application Fee Transmittal 

Application Number: 17942197 

Filing Date: 12-Sep-2022 

Title of Invention: 
EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE 
IDENTIFIERS 

First Named Inventor/Applicant Name: James A. Proctor 

Filer: David J. Thibodeau/Elisabeth Smith 

Attorney Docket Number: 111054-0001 us 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 2501 1 480 480 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 480 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313- 1450 

By fax, send to: ( 571 )-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE !if required). Blocks 1 through 5 should be completed where appropriate. 
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1. by (a) specifying a new 
correspondence address; and/or (b) indicating a separate '"FEE ADDRESS'" for maintenance fee notifications. Because electronic patent issuance may· occur shortly after issue 
fee payment, any desired continuing application should preferably be filed prior to pa~ment of this issue fee in order not to jeopardize copendency. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 
Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper. such as an assignment or fmmal drawing. must 
have its own certificate of rnailing or trans1nission. 

86012 7590 

VLP Law Group LLP 
555 Bryant Street 
Suite 820 
Palo Alto, CA 9430 I 

APPUCAIION NO. 

17/942.197 

0-i,'241202.1 

F1il.'\JG DATE 

09/12/2022 

Certificate of 1\tlailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or bv facsimile to (571) 273-2885. on the date below. 

Elisabeth Smith (Typed or prm1ed name) 

/Elisabeth Smith/ {Slgn.atlffe) 

Mav 11 2023 (Date) 

A TIOR;'\/EY DOCKET NO. CONF!Ri\lAIION NO. 

James A. Proctor JR. 111054-0001 us 2459 

TITLE OF INVENTION: EFFICIENT AND SECURE COlVf\1UNICATION USING WIRELESS SERVICE IDE'-iTIFIERS 

APPL'\/. TYPE ENTITY ST A TUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXA'VlL'\iER 

HARLEY. JASON A 2468 

1. Change oi correspondence address or ind1cat10n ot '"Fee Address" (37 
CPR l.363J. 

0 Change of correspondence address (or Change of Correspondence 
Address form PTO/AIA/122 or PTO/SB/122) attached. 

0 '"Fee Address" indication (or '"Fee Address·• Indication form PTO/ 
AIA/4 7 or PTO/SB/4 7; Rev 03-02 or more recent) attached. llse of a 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSl'E FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

370-329000 

2. For printmg on the patent ront page. hst 
(1) The names of up to 3 registered patent attorneys 
or agents OR. alternatively. 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 07/24/2023 

David J. Thibodeau, Jr 

2 VLP Law Group LLP 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: l:nless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 3 7 CPR 3.11 and 37 CPR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

Proxicom Wireless LLC 
(Bi RESIDENCE: (CITY a.,d STATE OR COUNTRY) 

Indialantic, FL 
Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual !3 Corporation or other private group entity O Government 

4a. Fees submitted: □Publication Fee (if required) 

4b. Method of Payment: (Please fint reapply any previously paid fee shown abore) 

53 Electronic Payment via Patent Center or EFS-Web O Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency. or credit any overpayment to Deposit Account No. 

5. Change in Entit_, .. Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CPR 1.29 

0 Applicant asserting small entity status. See 37 CPR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status. checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature -----~/David J Thibodeau/ _____ _ 

David J. Thibodeau 
ype or pnnte naine ________________ _ 

PTOL-85 Part B (08-18J Approved for use through 01/31/2020 
Page 2 of 3 

0MB 0651-0033 

Date __ l l-May-2023 ___________ _ 

Registration No. _ 
31671 

U.S. Patent a.,d Trademark Office; U.S. DEPARTtvlENT OF COlVll\-1ERCE 
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Application Number 17942197 

Filing Date 2022-09-12 

INFORMATION DISCLOSURE First Named Inventor I James A. Proctor 
STATEMENT BY APPLICANT 

Art Unit 2468 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HARLEY, JASON A 

Attorney Docket Number 111 054-0001 U8 

/JH/ 
94 20080045236 A1 R00B-02-21 NAHON etal. 

/JH/ 
20080051033 R00B-02-28 HYMES CHARLES MARTIN 95 A1 

96 20080051059 A1 R00B-02-28 ~ISHER MICHELLE 

97 20080052109 A1 t2008-02-28 BOYSMARKA 

98 20080056215 A1 R00B-03-06 KOPIKARE et al. 

99 20080070593 A1 R00B-03-20 I\L TMAN et al. 

100 20080071874 A1 R00B-03-20 ROODMAN et al. 

i,ange(s) a p~1ed 20080080397 A1 t2008-04-03 
SAMSUNG ELE~IBQD.llli,&€O 
ffl 

documeni, Niranjan et al. 

.H/ 
2/202) 102 20080089519 A1 R00B-04-17 i::KBERG JAN-ERIK 

103 20080097851 A1 R00B-04-24 BEMMEL etal. 

/JH/ 
104 20080097879 A1 R00B-04-24 SADOWSKI et al. 

EFSWeb 2.1.18 
All References Considered /Jason Harley/ 
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UNITED STATES PA TENT AND TRADEMARK OFFICE 

APPLICATION NO. 

17/942,197 

86012 7590 

VLP Law Group LLP 
555 Bryant Street 
Suite 820 
Palo Alto, CA 94301 

ISSUE DATE 

06/27/2023 

06/07/2023 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PA TENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. 

11687971 111054-0001U8 2459 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. The patent will issue electronically. The 
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed 
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in 
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent, 
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197. 

The USPTO is implementing electronic patent issuance with a transition period, during which period the 
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of 
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the 
USPTO's Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center 
may be reached at (800)972-6382. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571 )-272-7702. Questions relating to issue and publication fee payments should 
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE), 
Stakeholder Support Division (SSD) at (571)-272-4200. 

IR103 (Rev. 10/09) 
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INVENTOR(s) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors): 

James A. Proctor JR., Indialantic, FL; 
James Arthur Proctor III, Indialantic, FL; 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Proxicom Wireless LLC, Indialantic, FL; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. 

17/942,197 

VLP Law Group LLP 
555 Bryant Street Suite 820 
Palo Alto, CA 94301 

ISSUE DATE 

27-JUN-23 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, VA 22313-1450 
www.uspto.gov 

PATENT NO. 

11687971 

EGRANT NOTIFICATION 

Your electronic patent grant ( eGrant) is now available, which can be accessed via Patent Center 
at https://patentcenter.uspto.gov 

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more 
information, please visit https://www.uspto.gov/electronicgrants 
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Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 09/30/2025. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1. 5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 17 /942, 197 

Filing Date 2022-09-12 

First Named Inventor Proctor, James A Jr. 

Title EFFICIENT AND SECURE COMMUNICATION USING WIRELESS 
SERVICE IDENTIFIERS 

Art Unit 2468 
Examiner Name Harley, Jason A 
Attorney Docket Number SCT-016 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Thomas Cecil/ Date (Optional) 

Name Thomas Cecil Registration 
Number 

77,598 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4( d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

D *Total of forms are submitted. 

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an information 
collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid 0MB Control Number. The 0MB 
Control Number for this information collection is 0651-0035. Public burden for this form is estimated to average 3 minutes per response, including the time for reviewing 
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information collection. Send comments 
regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer, United 
States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email lnformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82B (07-13) 

Approved for use through 09/30/2025. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

I 

Application Number 

I 

Filing Date 

I 

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.) 

[Z] I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s ), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter (form PTO/AIA/82A) or identified above: I 
OR 175089 I 

□ I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

[Z] The address associated with the above-mentioned Customer Number 

OR 

□ The address associated with Customer Number: I 
I 

OR 

□ Firm or 
Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Email I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I secure Communication Technologies, LLC 
□ Inventor or Joint Inventor (title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

[Z] Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b )(2) was granted in the 
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 

Signature /Eric Albritton/ I Date (Optional) I 
Name Eric Albritton 

Title Manager, Secure Communication Technologies, LLC 
NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements 
and certifications. If more than one applicant, use multiple forms. 

OTotal of forms are submitted. 
A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an information 
collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid 0MB Control Number. The 0MB Control 
Number for this information collection is 0651-0035. Public burden for this form is estimated to average 3 minutes per response, including the time for reviewing instructions, 
searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information collection. Send comments regarding this burden 
estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer, United States Patent and 
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email lnformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

I 

l 
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PTO/AIA/96 (11-23) 
Approved for use through 05/31/2024. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
First Named Inventor/Patent Owner:Secure Communications Technologies, LLC 

Application No./Patent No.: 11,687,971 Filed/Issue Date: _2_0_2_3_-_0_6_-_2_7 ______ _ 
Titled: EFFICIENT AND SECURE COMMUNICATION USING WIRELESS SERVICE IDENTIFIERS 

Secure Communications Technologies, LLC , a Limited Liability Company 
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached*. 

B. 0 A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: Proxicom Wireless, LLC To: Secure Communication Technologies, LLC 

The document was recorded in the United States Patent and Trademark Office at 

Reel 067063 , Frame 0085 , or for which a copy thereof is attached*. 

2. From: To: -------------------- --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached*. 

[Page 1 of 2] 
A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with 
an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid 0MB 
Control Number. The 0MB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 12 minutes per 
response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and 
reviewing the information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions 
for reducing this burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email 
lnformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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PTO/AIA/96 (11-23) 
Approved for use through 05/31/2024. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel _____ , Frame ______ , or for which a copy thereof is attached*. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached*. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel _____ , Frame ______ , or for which a copy thereof is attached*. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached*. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D *As required by 37 CFR 3.73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Thomas Cecil/ 2024-11-29 
Signature Date 

Thomas Cecil 77,598 
Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. The United States Patent and Trademark 
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO's system of 
records is used to manage all applicant and owner information including name, citizenship, residence, post office 
address, and other information with respect to inventors and their legal representatives pertaining to the 
applicant's/owner's activities in connection with the invention for which a patent is sought or has been granted. The 
applicable Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT­
TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https:// 
www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341. pdf 

Routine uses of the information in this record may include disclosure to: 

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law; 

2) a federal, state, local, or international agency, in response to its request; 

3) a contractor of the USPTO having need for the information in order to perform a contract; 

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires 
disclosure of the record; 

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the 
individual has requested the Member's assistance with respect to the subject matter of the record; 

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to 
opposing counsel in the course of settlement negotiations; 

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records 
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any 
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make determinations 
about individuals; 

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the 
Atomic Energy Act (42 U.S.C. 218(c)); 

9) the Office of Personnel Management (OPM) for personnel research purposes; and 

10) the Office of Management and Budget (0MB) for legislative coordination and clearance. 

If you do not furnish the information requested on this form, the US PTO may not be able to process and/or 
examine your submission, which may result in termination of proceedings, abandonment of the application, and/or 
expiration of the patent. 
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New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d) 
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement 
Receipt will establish the filing date of the application 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C. 
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage 
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for an 
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the 
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security, 
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Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313~1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Eastern District of Texas on the following 

D Trademarks or Gil Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
2:24 CV 484 7/3/2024 Eastern District of Texas 

PLAINTIFF DEFENDANT 

SECURE COMMUNICATION TECHNOLOGIES LLC SAMSUNG ELECTRONICS CO., LTD., 
SAMSUNG ELECTRONICS AMERICA, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK. 

TRADEMARK NO. OR TRADEMARK 

I 11,334,918 5/17/2022 Secure Communication Technologies, LLC 

2 11,443,344 9/13/2022 Secure Communication Technologies, LLC 

3 11,687,971 6/27/2023 Secure Communication Technologies, LLC 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DA TE INCLUDED INCLUDED BY 
D Amendment D Answer D Cross Bill □ Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PA TENT OR TRADEMARK. 

TRADEMARK NO. OR TRADEMARK 

I 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I (BY) DEPUIT CLERK 

Copy I-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4--Case file copy 
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