DECLARATION OF HARVETTA ASAMOAH

I, Harvetta Asamoah, pursuant to 28 U.S.C. § 1746, hereby declare as

follows:
1. I am a Translator at TransPerfect, Inc.
2. I submit this declaration to certify the accuracy of the English

translation of WO 2005/043857 Al.

3. My statements are based on personal knowledge and my review of
WO 2005/043857 A1 and its Spanish to English translation. If called as a witness
about the facts contained in these statements, I could testify competently based on

such personal knowledge and the investigation I have conducted.

4. Attached as Exhibit A is a true and accurate copy of WO
2005/043857 Al.
5. Attached as Exhibit B is a true and accurate copy of an English

translation of WO 2005/043857 A1 (“WO 2005/043857 A1 Translation”) that I
understand was submitted in IPR2025-01356, IPR2025-01326, IPR2026-00277,
and [IPR2026-00279 along with a declaration by Simon Critchley.

6. WO 2005/043857 A1 Translation is a true and accurate translation
of WO 2005/043857 A1 from Spanish to English, although I would make several
minor clerical or technical changes identified below:

. Some information was not fully carried over from the Spanish to
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the English versions of the International Search Report. On the
first “International Search Report” page in the lower section,

. I would change “Name and mailing address of the ISA/”
to “Name and mailing address of the Agency responsible
for the international search”. 1 would change “S.P.T.O.”
to “O.E.P.M. (Oficina Espafiola de Patentes y Marcas)
[Spanish Patents and Trademarks Office]”. I would
change “Facsimile No.” to “C. Panama 1, 28071, Madrid,
Spain Fax No. +34 91 3495304”. I would include in the
“Authorized officer” box “M. Alvarez Moreno” and in
the telephone number box “+34 91 34954 95”. And in
the very bottom left, I would change “July 1992” to “July
1998” on both that page and the next.

On page 2, line 13, I would change ““storage capacity of the
documents” to “capacity to store the documents”.

On page 4, line 6, [ would change “means of emitting data” to
“means of sending data”.

On page 5, line 1, I would change “The method that is the subject-
matter of the present invention” to “The method that is the object

of the present invention”.
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7.

On page 6, line 8 or (g), | would change “Recognizing, verifying,
and electronically treating and processing the information™ to
“Recognizing, verifying, and electronically handling and
processing the information”.

On page 9, line 3, [ would change “the subject-matter of this
invention” to “the object of this invention™.

On page 15, line 8 or (g), I would change “Recognizing, verifying,
and electronically treating and processing the information™ to
“Recognizing, verifying, and electronically handling and
processing the information.”

For clarity, | have attached a complete version of the Garcia

Translation with these changes as Exhibit C. I prepared Exhibit C based on my

personal knowledge of the Spanish and English languages and it is a true and

accurate translation of WO 2005/043857 A1 from Spanish to English.

8.

All statements made herein of my own knowledge are true, and all

statements made on information and belief are believed to be true. Further, I am

aware that these statements are made with the knowledge that willful false

statements and the like so made are punishable by fine or imprisonment, or both,

under 18 U.S.C. § 1001. I declare under penalty of perjury that the foregoing is

true and correct.
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0. I also understand that by submitting this declaration I may be
asked to appear for a deposition asking me questions limited to the material in my
declaration. With my signature below, I agree to make reasonable efforts to make
myself available for such a deposition at a reasonable place and time of my

choosing.

I declare under penalty of perjury under the laws of the United States of
America that the foregoing is true and correct. Executed on May 19, 2026, at

Jacksonville, Florida.

Harvetta deaimsak
Harvetta Asamoah
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(12) SOLICITUD INTERNACIONAL PUBLICADA EN VIRTUD DEL TRATADO DE COOPERACION
EN MATERIA DE PATENTES (PCT)

(19) Organizacion Mundial de la Propiedad
Intelectual
Oficina internacional

(43) Fecha de publicacion internacional
12 de Mayo de 2005 (12.05.2005)

(10) Niimero de Publicacién Internacional

WO 2005/043857 Al

(51) Clasificacién Internacional de Patentes’: HO4L 29/00

(21) Nimero de la solicitud internacional:
PCT/ES2003/000558

(22) Fecha de presentacién internacional:
30 de Octubre de 2003 (30.10.2003)

(25) Idioma de presentacion: espafol
(26) Idioma de publicacion: espafiol

(71) Solicitantes (para todos los Estados designados salvo
US): BANKINTER S.A. [ES/ES]; P°de la Castellana,
29, E-28032 Madrid (ES). RETEVISION MOVIL, S.A.
[ES/ES]; Avda. de Bruselas 26, E-28100 Alcobendas (ES).

(72) Inventores; e
(75) Inventores/Solicitantes (para US solamente): RAMOS

GARCIA-VERDUGO, Macarena [ES/ES]; Castel-
lana, 29, E-28032 Madrid (ES). FERNANDEZ HER-
MOSILLA, Pilar [ES/ES]; Castellana, 29, E-28032
Madrid (ES). OLSON MAICAS, Carlos Alexis
[ES/ES]; Castellana, 29, E-28032 MADRID (ES).
BLANCO BEZANILLA, Olga [ES/ES]; Avda. de
Bruselas, 26, E-28100 Alcobendas (ES). RODRIGUEZ
DIAZ-PAVON, Luis [ES/ES]; Avda. de Bruselas, 26,
E-28100 ALCOBENDAS (ES). MASO BESGA, Alvaro
[ES/ES]; Avda.de Bruselas, 26, E-28100 ALCOBENDAS
(ES).

[Continiia en la pdgina siguiente]

(54) Titlee METHOD FOR THE TRANSMISSION, AUTHENTICATION AND AUTOMATIC PROCESSING OF DIGITISED

DOCUMENTS

(54) Titulo: METODO DE TRANSMISION, AUTENTICACION Y PROCESAMIENTO AUTOMATICO DE DOCUMENTOS

DIGITALIZADOS

(57) Abstract: The invention relates to a
method for the transmission, authentication
and automatic processing of digitised
documents in a single session, using a
mobile device which is provided with the
technological characteristics  necessary
for the aforementioned processes to be
performed. The inventive method also
comprises the recognition, verification and
electronic processing of the information
received by the receiving entity, which is
incorporated automatically into the standard
processing applied to the above-mentioned
document(s). The method is particularly

suitable for authenticating, transmitting
and automatically processing financial and
non-financial documents, such as bank

9

PROCESAMIENTO
FINANCIERO

CLAVES
SEGURIDAD
6
ENTIDAD | 8 1 [=&
RED FINANCIERA - ES
COMUNICACIONES =2
MOVILES —

PROCESO |
AUTENTICACION

cheques.

10 (57) Resumen: Método de transmision,

1PHOTO

2 DATA

3 DIGITISATION PROCESS

4 SECURITY KEYS

5 MOBILE TERMINAL

6 DIGITAL SIGNATURE

7 MOBILE COMMUNICATION NETWORK
8 FINANCIAL INSTITUTION

9 FINANCIAL PROCESSING

10 AUTHENTICATION PROCESS

autenticacién y procesamiento automdtico
de documentos digitalizados, en una sdla
sesion, por medio de un dispositivo mévil
dotado de las caracteristicas tecnoldgicas
necesarias para el desarrollo de los procesos
anteriormente referidos. Este método
incluye asimismo el reconocimiento,
verificacién y tratamiento electrénico de la
informacion recibida por parte de la entidad
receptora a la que se incorpora de manera
automadtica al procesamiento habitual

[Continiia en la pdgina siguiente]
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(74) Mandatario: URIZAR ANASAGASTI, Jesiis, M*; P°de patente euroasidtica (AM, AZ, BY, KG, KZ, MD, RU, TJ,

la Castellana, 72-1°, E-28046 Madrid (ES). TM), patente europea (AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,

(81) Estados designados (nacional): AE, AG, AL, AM, AT, SE, 8L, SK, TR), patente OAPI (B, BJ, CF, CG, CI, CM,
AU, AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

CU, CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, r— in la Regla 4.17:

GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, Declaracion segiin la Regla 4.17: o

KZ 1C. LK. LR. LS. IT. LU. IV. MA. MD. MG. MK. sobre la calidad de inventor (Regla 4.17(iv)) sélo para US

MN, MW, MX, MZ, NI, NO, NZ, OM, PG, PH, PL, PT, Publicada:

RO, RU, SC, SD, SE, SG, SK, SL, SY, T, TM, TN, TR, __ con i;zfoﬂne de busqueda internacional

TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM, ZW.
Para cédigos de dos letras y otras abreviaturas, véase la seccion

(84) Estados designados (regional): patente ARIPO (BW, GH,  "Guidance Notes on Codes and Abbreviations™ que aparece al
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),  principio de cada numero regular de la Gaceta del PCT.

que sea objeto el/los documentos referidos. Este método se aplica particularmente para autenticar, transmitir y procesar automatica-
mente documentos financieros y no financieros, como por ejemplo cheques bancarios.
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1

DESCRIPCION
Método de transmisidn, autenticacién y
procesamiento automatico de documentos

5 digitalizados.

Campo de la invencién.

La presente invencidn, como su propio titulo

10 indica, se refiere a un método para el procesamiento
y la admisidén de documentos, como por ejemplo
cheques bancarios, con garantia de la autenticacidén
del emisor y del propio documento, utilizando para

su desarrollo medios electrdnicos, a través de un

15 dispositivo mévil <capaz de capturar 'y enviar

imégenes a través de una conexidn a Internet.

Antecedentes de la invenciédn.

20 Los procesos de banca electrdédnica conllevan el
empleo de técnicas de transmisidén de datos digitales
por medios electrdénicos y su tratamiento por parte
de la entidad financiera. En algunos casos, como
puede ser la emisidén y cobro de recibos a través de

25 Internet se han establecido estdndares que tipifican

HOJA DE SUSTITUCION (REGLA 26)  k\rTH THIRD EX1003
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2
y normalizan los ficheros a enviar por el usuario a
dicha entidad. No obstante no se ha avanzado en
aquellos supuestos en los gque las remesas son de,
por ejemplo, cheques bancarios, siendo en estos
5 casos necesaria la presencia o el envio de los
documentos fisicos a la oficina bancaria
correspondiente para su proceso, ya sea de forma
manual o a través de terminales lectores dque
capturan ciertos datos de los documentos reales. No
10 se tiene constancia de un sistema de teleproceso que
evite la presencia y guarda del documento en la
entidad receptora, de forma tal que permita acelerar
sustancialmente el proceso de validacién del
documento y también su almacenamiento por medios
15 electrdnicos, con las consiguientes ventajas de
rapidez en el proceso y capacidad de almacenamiento

de los documentos.

La posibilidad de efectuar pagos o cobros u

20 otros movimientos en una cuenta bancaria utilizando
un teléfono u otro terminal mévil como un PDA se ha
descrito en diversos documentos, entre los que
destacamos los siguientes: DE10114237, JP2002197399,
JpP2001297198, W09847116, W09718653, W09613814,

25 WO09302424, EP0785534.

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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También es conocido el documento JP2002140499,
que describe un sistema para ejecutar varias
funciones en tiempo real a través de un teléfono

5 portadtil conectado a Internet, donde despliega ments
y formularios de una entidad para realizar a través
de ellos diversas funciones relacionadas con los

negocios.

10 El documento FR2817107 describe un procedimiento
de firma electrdénica efectuado a través de un
teléfono mévil para permitir asi efectuar
operaciones financieras a su usuario. E1 documento
EP0247788 se refiere a un sistema de almacenamiento

15 y recuperacidén de imégenes de un objeto, basicamente
la cara del usuario, para mostrarlas més tarde en
una pantalla como medio de autenticacidén de tarjetas

de crédito o similares.

20 En el documento W09736254 se describe un sistema
automdtico de tratamiento de cheques que incluye un
dispositivo de entrada de datos relativos a la
cuenta corriente y al importe vy un medio de

captacidén de una imagen digitalizada del anverso del

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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cheque que es enviada electrdénicamente a través de

un ordenador.

En resumen, se han descrito metodologias de

5 tratamiento electrénico de documentos y demés
informacién bancaria, pero en ninguna de ellas se
emplea la imagen digital del documento para su
almacenamiento en sistemas informaticos ni,
conjuntamente con los anteriores, medios de emisidn

10 de datos por parte del usuario y su transmisidén por
medio de un teléfono mévil o un equipo portatil

similar.

Descripcién de la invenciédn.
15
La presente invencidén se aplica a la admisidn de
documentos, por ejemplo documentos bancarios o
financieros vy preferentemente a la validacidén e
ingreso en la cuenta existente en wuna entidad
20 bancaria de <cheques ©por ©parte de un usuario
empleando un dispositivo moévil con cédmara
incorporada, capaz de capturar y transmitir imdgenes
digitales, ademas de realizar las operaciones
habituales de telefonia.

25

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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10

15

20

25

El método objeto de la presente invencidn se
desarrolla en una sesidén interactiva efectuada en
tiempo real, durante la cual el usuario utiliza su
teléfono mdévil como medio de comunicacién vy
transmisién de un documento a la entidad receptora
del mismo, la cual lo almacena, procesa y en su caso
valida de forma automdtica, comunicando al usuario
su conformidad o no con la operacién realizada. En

este proceso se sigue la siguiente metodologia:

a) La identificacién del usuario que abre una sesién
interactiva con la entidad receptora a través del

operador de comunicaciones méviles.

b) La introduccidn de diversos datos de
reconocimiento del usuario, consistentes en claves
de seguridad para su identificacién y
autenticacién, pudiendo éstas ser un numero
secreto, un numero de teléfono asociado y su
matricula (IMEI), asi como datos asociados al
propio documento, como por ejemplo, el importe y/o

numero del documento.

c) La captacién de al menos una imagen digital del

documento.

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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d) E1 cifrado y la certificacién digital de los datos

y/o imdgenes capturadas en los puntos anteriores.

5 e) La transmisién de la imagen digital y de los datos
de reconocimiento, una vez cifrados, a la entidad

gque ha de aceptar el documento.

f) La visualizacidén por parte del wusuario de la

10 imagen digital de forma inmediata.

g) E1 reconocimiento, verificacién y el tratamiento y
procesamiento electrdnico de la informacién
recibida por parte de dicha entidad.

15
Segin una importante caracteristica de 1la
presente invencidén tanto la captacidén de imégenes,

como introduccidén de datos, cifrado de los mismos y

transmisién de datos e im&genes y demds operaciones

20 descritas en los apartados a),b),c), d) y e) se
realizan con un dispositivo mévil con cémara digital
incorporada, capaz de capturar y transmitir im&genes
digitales, ademds de las operaciones habituales de
telefonia.

25

HOJA DE SUSTITUCION (REGLA 26) FII;TH THIRD EX1003
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Los datos empleados para reconocimiento del
usuario, consisten en aquellos gque son propios del
operador de comunicaciones méviles,mcomo pueden ser:
el nuUimero del teléfono mévil, el numero del

5 dispositivo mévil, y opcionalmente un sistema de
geolocalizacidén y los que son propios de la entidad
receptora, como pueden ser, unas claves de
autenticacidén consistentes en un identificativo de
usuario y contrasefia, un  numero secreto en

10 cualesquiera de sus formatos. La unién de todos
estos elementos, 1légicos y fisicos, implementa un
mecanismo de seguridad novedoso por la combinacidn
de elementos de identificacidén y autenticacidn
propios de la entidad receptora y del operador de

15 comunicaciones mdéviles.

Durante todo el proceso existe una comunicacién
constante entre el usuario y la entidad financiera a
través de la operadora de comunicaciones méviles.

20

Con este sistema se logra una mayor sencillez,
rapidez y seguridad en el proceso de admisidén de
documentos y efectos bancarios y particularmente en
el ingreso de cheques, desplazando la tradicional

25 lectora de cheques por un dispositivo mdévil

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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multipropdsito. E1l procesamiento inmediato de la
informacién transmitida por este sistema y su
tratamiento electrénico permite la inmediata
disponibilidad en cuenta por parte del usuario y la
5 eliminacidén de mecanizacidén manual por parte de la
entidad, que ve asi reducida la mano de obra
necesaria vya que el proceso de truncamiento se
efectla por dispositivos remotos ajenos a la entidad
financiera. El1 usuario de este servicio evita
10 desplazamientos innecesarios a la oficina bancaria
para presentacidén de sus documentos al cobro, y la
visualizacidén inmediata de la imagen en su cuenta.
En general este sistema facilitard la implantacién
de la banca electrdénica para efectuar las gestiones

15 a las gue se destine.

Para la mejor comprensién de cuanto queda
Qescrito en la presente memoria se acompafian unos
dibujos en los gue a titulo de ejemplo se representa

20 un caso practico de realizacidén segin el método aqui

preconizado, en dichos planos:

Descripcién de las figuras.

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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La figura 1 muestra esquemdticamente el
desarrollo del método de autenticacidén y transmisidn

de documentos, objeto de esta invencidn.

5 La figura 2 muestra los medios habituales

empleados en este método de autenticacidn.
Realizacién preferente de la invencidn.

10 Tal y como se observa en la figura 1, el método
de admisidén de documentos y efectos bancarios con
garantia de origen, esto ‘es, identificacidén vy
autenticacién del emisor de los documentos requiere
el empleo de un equipo mévil por parte del usuario

15 del servicio, un proveedor de servicios de
comunicaciones méviles y también un equipo
informatico en la entidad suministradora del

serviclo al usuario.

20 El equipo necesario por parte del usuario ha de

permitirle:

a) La identificacidén del usuario a efectos de 1lo
cual, el usuario, abre una aplicacidén informatica

25 en el teléfono mdédvil en la cual se establece una

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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10
sesidén interactiva con 1la entidad receptora a

través del operador de comunicaciones méviles.

b) La introduccidén por parte del usuario de diversos
5 datos para su reconocimiento, consistentes en
usuario y contrasefia y seleccidén de la empresa

beneficiaria.

c) Identificacién del dispositivo en relacidén con el
10 usuario, comprobacidén del nUimero de teléfono

asociado y su matricula (IMEI).

d) La captacidén de la imagen digital del anverso y
del reverso del documento.
15
e) La captacidén de datos asociada al documento, como

por ejemplo, el importe y el ntmero de cheque.

f)El cifrado y la certificacidén digital de los datos

20 y/o imdgenes capturadas en los puntos anteriores.

g) La transmisidén de la imagén digital y de los datos
de reconocimiento, una vez cifrados, a la entidad
que ha de aceptar el documento.

25

HOJA DE SUSTITUCION (REGLA 26) FIFTH THIRD EX1003
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11
El equipo mdévil que efectlla los procesos de
captura, digitalizacién vy procesamiento iniciales
consiste en un terminal mévil telefédnico dotado de
las caracteristicas vy funcionalidades necesarias
5 para tal fin, particularmente un teléfono mévil con

cédmara y capacidad de procesamiento.

Por su parte, en 1la entidad que presta el
servicio son necesarios unos medios de

10 reconocimiento, verificacién \% tratamiento
electrdénico de la informacién enviada por el
usuario. Estos medios son bésicamente un equipo
informadtico conectado a Internet, que dispone de un
sistema de reconocimiento éptico (OCR), un sistema

15 de autenticacién de claves y un medio de transmisidn
de datos al sistema de procesamiento de documentos

de la entidad. La entidad receptora ©pone a
disposicién del wusuario wuna imagen digital del
documento, en su cuenta bancaria y procesa por los

20 medios habituales (sistemas de truncamiento) el

documento que esta tratando.

El nexo de comunicacidén entre cada usuario y la
entidad consiste en una red de telecomunicaciones de

25 telefonia mévil, por ejemplo una red GSM/GPRS o

HOJA DE SUSTITUCION (REGLA 26)  c\ct1i THIRD EX1003
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12
cualquier tecnologia futura con las capacidades
tecnoldégicas adaptadas a las demandas presentes vy

futuras del método de referencia.

5 En una realizacién preferencial este método se
aplica a la autenticacién del beneficiario del
cheque bancario, cuyo documento original es
digitalizado con un dispositivo mévil que incorpora
una camara digital capaz de obtener una fotografia

10 digital del mismo, por una o por ambas caras. A
través del teclado el usuario introduce 1los datos
identificativos anteriormente referidos, como el
importe del cheque y todos aquellos datos y claves
necesarias para la operatividad del sistema,

15 procediendo a su envio. Una vez cifrado el mensaje y
acompafiado de una certificacidén digital, a través de
la red moévil (GSM, GPRS o cualquier tecnologia
futura) de una compafiia operadora de
telecomunicaciones. La entidad receptora del mensaje

20 procede a su validacidén y cifrado, obteniendo
finalmente una fotografia digital del cheque y una
serie de datos que le permiten procesar de forma
automdtica el ingreso del referido cheque en la
cuenta del wusuario del servicio. Finalmente el

25 método prevé la transmisién de un mensaje SMS o

HOJA DE SUSTITUCION (REGLA 26)  c\ct1i THIRD EX1003
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13

cualquier otro método al usuario indicédndole 1la
realizacién de la operacién con éxito o no y en su
caso el estado de la operacidén efectuada, si fue

ingresado, rechazado.

10

15

20

25
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10

15

20

25

14

REIVINDICACIONES
1.- Método de transmisidn, autenticacién y
procesamiento automéatico de documentos

digitalizados, por ejemplo de documentos financieros
y no financieros, caracterizado porque comprende las

siguientes fases o etapas:

a) La identificacidén del usuario gque abre una sesién
interactiva con la entidad receptora a través del

operador de comunicaciones méviles.

b) La introduccidn de diversos datos de
reconocimiento del usuario, consilstentes en claves
de seguridad para su identificacidén y
autenticacidén, como por ejemplo un nUmero secreto;
datos de reconocimiento del dispositivo mévil,
pudiendo éstos ser un numero de teléfono asociado
y su matricula (IMEI); y también datos asociados
al propio documento, como por ejemplo, el importe

y/0 numero del documento.

c) La captacién de al menos una imagen digital del

documento.

HOJA DE SUSTITUCION (REGLA 26)  c\ct1i THIRD EX1003
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15

d) E1 cifrado y la certificacidédn digital de los datos

y/o imé&genes capturadas en los puntos anteriores.

e) La transmisidén de la imagen digital y de los datos
5 de reconocimiento, una vez cifrados, a la entidad

que ha de aceptar el documento.

f) La visualizacidén por parte del wusuario de la

imagen digital de forma inmediata.

10
g) E1 reconocimiento, verificacidén, tratamiento vy
procesamiento electrénico de la informacidn
recibida por parte de dicha entidad.
15 2.- Método, segun la reivindicacidén 1, caracterizado

porque tanto la captacidén de imégenes, como
introduccidén de datos, cifrado de los mismos vy
transmisién de datos e imé&genes y demds operaciones
descritas en los apartados a),b),c),d) y e) de 1la
20 reivindicacién 1, se realizan con un dispositivo
mévil con cémara digital incorporada, capaz de
capturar y transmitir imé&genes digitales, ademds de

las operaciones habituales de telefonia.
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16
3.- Método, segin las reivindicaciones 1 vy 2,
caracterizado porque los datos empleados para
reconocimiento del wusuario, consisten en aquellos
que son propios del operador de comunicaciones
5 méviles, como pueden ser: el numero del teléfono
moévil, el nUmero del dispositivo mévil, %
opcionalmente un sistema de geolocalizacidén y los
gue son propids de la entidad receptora, como pueden
ser, unas claves de autenticacién consistentes en un
10 didentificativo de usuario y contrasefla, un numero
secreto en cualesquiera de sus formatos; de forma
que la unidén de todos estos elementos, légicos vy
fisicos, implementa un mecanismo de seguridad que es
combinacidén de elementos de identificacién y
15 autenticacidén propios de la entidad receptora y del

operador de comunicaciones mébviles.

4.- Método, segln cualquiera de las reivindicaciones
anteriores, caracterizado porque se aplica

20 preferencialmente a la validacién e ingreso en
cuenta de cheques en una entidad bancaria
directamente por parte de wun usuario desde su
teléfono mévil a través de su operador de
comunicaciones mdéviles.

25
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DESCRIPTION
Method for the transmission, authentication

and automatic processing of digitized documents.

Field of the Invention.

The present invention, as its title implies,
relates to a method for processing and accepting
documents, such as, for example, bank checks, with
guarantee of authentication of the issuer and the
document itself, using electronic media for its
implementation through a mobile device capable of
capturing and sending 1images via an Internet
connection.

Background of the Invention.

Electronic banking processes involve the use
of digital data transmission techniques via
electronic means and their processing by the
financial institution. In some cases, such as the
issuance and collection of ©receipts wvia the
Internet, standards have Dbeen established that
define and standardize the slips to be sent by the

user to said institution.

SUBSTITUTION SHEET (RULE 26)
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However, no advances have been made in cases 1in
which remittances are, for example, bank checks,
because in these cases, physical documents must be
present or sent to the respective bank branch for
processing, whether manually or via reader terminals
that capture certain data from the actual documents.
We are not aware of a teleprocessing system that
avoids the presence and custody of the document by
the receiving institution in such a manner that
allows the document wvalidation ©process to be
substantially accelerated, as well as its storage
by electronic means, with the resulting advantages
of speed in the process and storage capacity of the
documents.

The possibility of making payments,
collections, or other activities in a bank account
either by telephone or another mobile terminal, such
as a PDA has been described in wvarious documents,
among which we can highlight the following:
DE10114237, JP2002197399, JP2001297198, W09847116,

WO9718653, WO9613814, W09302424, EP0785534.

SUBSTITUTION SHEET (RULE 26)
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Document JP2002140499 is also known, which
describes a system for performing various functions
in real-time using a mobile telephone connected to
the Internet, which displays an institution’s menus
and forms 1in order to perform various Dbusiness
functions through them.

Document FR2817107 describes an electronic
signature procedure conducted using a mobile
telephone to allow its wuser to perform financial
transactions. Document EP0247788 relates to a system
for storing and retrieving images of an object,
consisting basically of the user's face, 1in order
to display them later on a screen as a means of
authenticating credit cards or similar.

Document W09736254 describes an automatic
check processing system, which includes a device to
input data related to the checking account and the
amount, as well as means to capture a digitized
image of the obverse of the check, which is sent

electronically through a computer.

SUBSTITUTION SHEET (RULE 26)
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In summary, methodologies for electronic
processing of documents and other banking
information have been described, but none of these
use the digital image of the document for storage
in computer systems nor, in conjunction with the
foregoing, means of emitting data by the user and
the transmission thereof via a mobile telephone or

similar portable equipment.

Description of the Invention.

The present invention applies to the acceptance
of documents, for example, banking or financial
documents and preferably to the wvalidation and
deposit into the existing account at a Dbanking
institution of checks by a wuser using a mobile
device that incorporates a camera, capable of
capturing and transmitting digital images, as well

as performing the usual telephony operations.
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The method that is the subject-matter of the
present invention is implemented in an interactive
session conducted in real time, during which the
user uses his mobile phone as a means of
communicating and transmitting a document to the
institution receiving said document, which it
stores, processes, and, 1if applicable, validates
automatically, informing the user of its acceptance
or rejection of the transaction performed. In this
process the following methodology is followed:

a) Identifying the user, which opens an interactive
session with the receiving institution through
the mobile communications operator.

b) Entering various user recognition data,
consisting of security keys for the wuser’s
identification and authentication, which may be
a secret number, an associated telephone number
and code (IMEI), as well as data associated with
the document itself, such as the amount and/or
the document number.

c) Capturing at least one digital image of the

document.

SUBSTITUTION SHEET (RULE 26)

FIFTH THIRD EX1003
Page 36 of 70



10

15

20

WO 2005/043857 PCT/ES2003/000558

d) Digitally encrypting and certifying the data
and/or images captured in the previous points.

e) Transmitting the digital image and the
recognition data, once encrypted, to the
institution that must accept the document.

f) The immediate displaying of the digital image by
the user.

g) Recognizing, verifying, and electronically
treating and processing the information received

by said institution.

According to an important feature of the
present invention, both the capture of images and
the entry of data, the encryption thereof and the
transmission of data and images and the other
operations described in sections a), b), c), d), and
e) are performed with a mobile device with
incorporated digital camera, able to capture and
transmit digital images, as well as the wusual

telephony operations.

SUBSTITUTION SHEET (RULE 26)
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The data used for recognizing the user consist
of those specific to the mobile communications
operator, which may be the mobile telephone number,
the mobile device number, and optionally, a global
positioning system and those that are specific to
the receiving institution, which may be
authentication codes consisting of a username and
password, or a secret number 1in any format. The
compbination of all these logical and physical
elements implements an innovative security
mechanism by combining identification and
authentication elements specific to the receiving
institution and to the mobile communication
operator.

There 1s constant communication between the
user and the financial institution via the mobile
communications operator during the entire process.

This system achieves greater simplicity,
speed, and security in the process of accepting bank
documents and bills, and particularly in depositing
checks, by replacing the traditional check reader

with a multi-purpose mobile device. The immediate
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processing of the information transmitted by this
system and the electronic treatment thereof allows
the immediate availability in the user's account and
the elimination of manual mechanization by the
institution, which thus reduces the labor necessary
because the truncation process 1s performed by
remote devices external to the financial
institution. The user of this service avoids
unnecessary trips to the bank branch to present
documents for collection, and the immediate display
of the image in his account. In general, this system
will facilitate the implementation of electronic
banking in order to perform the transactions for
which it is intended.

For a better understanding of the description
provided 1in this document, certain drawings are
included as examples of one embodiment according to

the method here recommended, in said drawings:

Description of the Figures.
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Figure 1 schematically depicts the
implementation of the method of authentication and
transmission of documents, the subject-matter of

this invention.

Figure 2 depicts the usual means used in this

authentication method.

Preferred embodiment of the Invention.

As can be observed in Figure 1, the method of
accepting banking documents and bills with guarantee
of origin, i.e., identifying and authenticating the
issuer of the documents requires the use of a mobile
device by the wuser of the service, a mobile
communications services provider and also computer
equipment at the institution that provides the
service to the user.

The equipment required by the user must allow:

a) Identifying of the user, for which said user

opens a computer application 1in the mobile

SUBSTITUTION SHEET (RULE 26)
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telephone 1in which an interactive session 1is
established with the receiving institution
through the mobile communications operator.

b) Entering by the user of different recognition data

5 consisting of username and password and selection
of the beneficiary company.

c) Identifying the device in relation to the user,
confirmation of the associated telephone number
and the code (IMEI).

10 d) Capturing the digital image of the obverse and
the reverse side of the document.

e) Capturing the data associated with the document,
such as the amount and the check number.

f) Digitally encrypting and certifying the data

15 and/or images captured in the preceding points.

g) Transmitting the digital image and the

recognition data, once encrypted, to the

institution that must accept the document.
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The mobile equipment that performs the initial
processes of capturing, digitizing, and processing
the image consists of a mobile telephone equipped
with the features and functions necessary for said
purpose, particularly a mobile telephone with camera
and processing capacity.

For its part, the institution that renders the
service must have certain electronic means of
recognizing, verifying and processing the
information sent by the user. These means consist
basically of computer equipment connected to the
Internet that has an optical character recognition
(OCR) system, a code authentication system and means
of transmitting data to the institution's document
processing system. The receiving institution makes
available to the wuser a digital 1image of the
document 1in its bank account and processes the
document in question by the usual means (truncation
systems) .

The communication link between each user and
the institution consists of a mobile telephone

communications network, for example a GSM/GPRS
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network or any future technology with the
technological capabilities adapted to the present
and future demands of the method of reference.

In a preferential embodiment, this method
applies to authenticating the beneficiary of the
bank check, the original document of which is
digitized using a mobile device that incorporates a
digital camera able to take a digital photograph of
one or both sides of said document. Via the keypad
the user enters the aforementioned identification
data, as well as the amount of the check and all the
information and codes necessary for the operability
of the system, proceeding with sending it. Once the
message 1s encrypted and accompanied by a digital
certification through the mobile network (GSM, GPRS,
or any future technology) of a telecommunications
operator company. The institution that receives the
message proceeds to validate and encrypt 1it,
ultimately obtaining a digital photograph of the
check and a data set that allows it to automatically
process the deposit of the check in question into

the service user's account. Finally, the method

SUBSTITUTION SHEET (RULE 26)
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provides for the transmission of an SMS message or
any other method to the user informing him that the
transaction has been completed successfully or not
and, if applicable, the status of the transaction

performed, i.e., if it was deposited or rejected.
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CLAIMS
1- A method for the transmission,
authentication and automatic processing of

digitized documents, for example, financial and non-
financial documents, characterized in that it

comprises the following phases or steps:

a) Identifying the user, which opens an interactive
session with the receiving institution through
the mobile communications operator.

b) Entering various user recognition data,
consisting of security keys for his
identification and authentication, such as for
example a secret number; recognition data of the
mobile device, which may be an associated
telephone number and code (IMEI); as well as data
associated with the document itself, such as the
amount and/or the document number.

c) Capturing at least one digital image of the

document.
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d) Digitally encrypting and certifying the data
and/or images captured in the preceding points.

e) Transmitting the digital image and the
recognition data, once encrypted, to the
institution that must accept the document.

f) The immediate displaying of the digital image by
the user.

g) Recognizing, verifying, and electronically
treating and processing the information received

by said institution.

2.- The method according to claim 1,
characterized in that both the capture of images and
the entry of data, encryption thereof and the
transmission of data and images and the other
operations described in sections a), b), c), d), and
e) of claim 1 are performed with a mobile device
with incorporated digital camera, able to capture
and transmit digital images, as well the wusual

telephony operations.
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3.- The method according to claims 1 and 2,
characterized in that the data used for recognizing
the user consist of those that are specific to the
mobile communications operator, which may be the
mobile telephone number, the mobile device number,
and, optionally, a global positioning system and
those specific to the receiving institution, which
may be authentication codes consisting of a username
and password, a secret number in any format, in such
a manner that the combination of all these logical
and physical elements 1implements a  security
mechanism that is a combination of identification
and authentication elements specific to the
receiving institution and to the mobile

communication operator.

4.- The method according to any of the preceding
claims, characterized in that it 1is applied
preferably to the wvalidation and deposit in a
checking account in a banking institution by a user
directly from his mobile telephone via the mobile

communications operator.

SUBSTITUTION SHEET (RULE 26)
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DESCRIPTION

Method for the transmission, authentication and

automatic processing of digitized documents.

Field of the Invention.

The present invention, as 1its title implies,
relates to a method for processing and accepting
documents, such as, for example, bank checks, with
guarantee of authentication of the issuer and the
document itself, wusing electronic media for its
implementation through a mobile device capable of
capturing and sending 1images via an Internet

connection.

Background of the Invention.

Electronic banking processes involve the use of
digital data transmission techniques via electronic
means and their processing Dby the financial
institution. In some cases, such as the issuance
and collection of receipts via the Internet,
standards have been established that define and
standardize the slips to be sent by the user to

salid institution.
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However, no advances have been made 1in cases in
which remittances are, for example, Dbank checks,
because in these cases, physical documents must be
present or sent to the respective bank branch for
processing, whether manually or via reader
terminals that capture certain data from the actual
documents. We are not aware of a teleprocessing
system that avoids the presence and custody of the
document by the receiving institution in such a
manner that allows the document validation process
to be substantially accelerated, as well as 1its
storage Dby electronic means, with the resulting
advantages of speed in the process and capacity to

store the documents.

The possibility of making payments,
collections, or other activities in a bank account
either Dby telephone or another mobile terminal,
such as a PDA has Dbeen described 1in wvarious
documents, among which we can highlight the
following: DE10114237, JP2002197399, JP2001297198,
w09847116, W09718653, w09613814, w09302424,
EP0785534.
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Document JP2002140499 is also known, which
describes a system for performing various functions
in real-time using a mobile telephone connected to
the Internet, which displays an institution’s menus
and forms 1in order to perform various Dbusiness

functions through them.

Document FR2817107 describes an electronic
signature procedure conducted using a mobile
telephone to allow 1its user to perform financial
transactions. Document EP0247788 relates to a
system for storing and retrieving 1images of an
object, consisting basically of the user's face, in
order to display them later on a screen as a means

of authenticating credit cards or similar.

Document WO9736254 describes an automatic check
processing system, which includes a device to input
data related to the checking account and the
amount, as well as means to capture a digitized
image of the obverse of the check, which 1is sent

electronically through a computer.
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In summary, methodologies for electronic
processing of documents and other banking
information have been described, but none of these
use the digital image of the document for storage
in computer systems nor, 1in conjunction with the
foregoing, means of sending data by the user and
the transmission thereof via a mobile telephone or

similar portable equipment.

Description of the Invention.

The present invention applies to the acceptance
of documents, for example, banking or financial
documents and preferably to the wvalidation and
deposit 1into the existing account at a banking
institution of checks by a user using a mobile
device that incorporates a camera, capable of
capturing and transmitting digital images, as well

as performing the usual telephony operations.
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The method that 1is the object of the present
invention is implemented in an interactive session
conducted in real time, during which the user uses

his mobile phone as a means of communicating and

transmitting a document to the institution
receiving said document, which it stores,
processes, and, if applicable, validates

automatically, informing the user of its acceptance
or rejection of the transaction performed. In this

process the following methodology is followed:

a) Identifying the user, which opens an
interactive session with the receiving
institution through the mobile

communications operator.

b) Entering wvarious wuser recognition data,
consisting of security keys for the user’s
identification and authentication, which
may be a secret number, an associated
telephone number and code (IMEI), as well
as data associated with the document
itself, such as the amount and/or the

document number.

c) Capturing at 1least one digital image of

the document.
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d) Digitally encrypting and certifying the
data and/or images captured in the

previous points.

e) Transmitting the digital 1image and the
recognition data, once encrypted, to the

institution that must accept the document.

f) The 1immediate displaying of the digital

image by the user.

g) Recognizing, verifying, and electronically
handling and processing the information

received by said institution.

According to an important feature of the
present invention, both the capture of images and
the entry of data, the encryption thereof and the
transmission of data and 1images and the other
operations described in sections a), b), c¢), d),
and e) are performed with a mobile device with
incorporated digital camera, able to capture and
transmit digital images, as well as the wusual

telephony operations.
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The data used for recognizing the user consist
of those specific to the mobile communications
operator, which may be the mobile telephone number,
the mobile device number, and optionally, a global
positioning system and those that are specific to
the receiving institution, which may be
authentication codes consisting of a username and
password, or a secret number in any format. The
combination of all these logical and physical
elements implements an innovative security
mechanism by combining identification and
authentication elements specific to the receiving
institution and to the mobile communication

operator.

There 1s constant communication between the
user and the financial institution wvia the mobile

communications operator during the entire process.

This system achieves greater simplicity, speed,
and security 1in the ©process of accepting bank
documents and bills, and particularly in depositing
checks, by replacing the traditional check reader

with a multi-purpose mobile device.
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The immediate processing of the information
transmitted by this system and the electronic
treatment thereof allows the immediate availability
in the user's account and the elimination of manual
mechanization by the institution, which thus
reduces the labor necessary because the truncation
process 1is performed by remote devices external to
the financial institution. The user of this service
avoids unnecessary trips to the bank branch to
present documents for collection, and the immediate
display of the image in his account. In general,
this system will facilitate the implementation of
electronic banking in order to perform the

transactions for which it is intended.

For a better understanding of the description
provided 1n this document, certain drawings are
included as examples of one embodiment according to

the method here recommended, in said drawings:

Description of the Figures.
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Figure 1 schematically depicts the
implementation of the method of authentication and
transmission of documents, the object of this

invention.

Figure 2 depicts the usual means used in this

authentication method.

Preferred embodiment of the Invention.

As can be observed in Figure 1, the method of
accepting banking documents and bills with
guarantee of origin, i.e., identifying and
authenticating the issuer of the documents requires
the use of a mobile device by the user of the
service, a mobile communications services provider
and also computer equipment at the institution that

provides the service to the user.
The equipment required by the user must allow:

a) Identifying of the user, for which said user

opens a computer application in the mobile
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telephone in which an interactive session 1is
established with the receiving institution

through the mobile communications operator.

Entering by the user of different recognition
data consisting of username and password and

selection of the beneficiary company.

Identifying the device in relation to the user,
confirmation of the associated telephone number

and the code (IMEI).

Capturing the digital image of the obverse and

the reverse side of the document.

Capturing the data associated with the
document, such as the amount and the check

number.

Digitally encrypting and certifying the data

and/or images captured in the preceding points.

Transmitting the digital image and the
recognition data, once encrypted, to the

institution that must accept the document.
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The mobile equipment that performs the initial
processes of capturing, digitizing, and processing
the image consists of a mobile telephone equipped
with the features and functions necessary for said
purpose, particularly a mobile telephone with

camera and processing capacity.

For its part, the institution that renders the
service must have certain electronic means of
recognizing, verifying and processing the
information sent by the user. These means consist
basically of computer equipment connected to the
Internet that has an optical character recognition
(OCR) system, a code authentication system and
means of transmitting data to the institution's
document processing system. The receiving
institution makes available to the user a digital
image of the document 1in its Dbank account and
processes the document 1in question by the wusual

means (truncation systems).

The communication link between each wuser and
the institution <consists of a mobile telephone

communications network, for example a GSM/GPRS
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network or any future technology with the
technological capabilities adapted to the present

and future demands of the method of reference.

In a preferential embodiment, this method
applies to authenticating the beneficiary of the
bank check, the original document of which 1is
digitized using a mobile device that incorporates a
digital camera able to take a digital photograph of
one or both sides of said document. Via the keypad
the wuser enters the aforementioned identification
data, as well as the amount of the check and all
the information and codes necessary for the
operability of the system, proceeding with sending
it. Once the message 1is encrypted and accompanied
by a digital certification through the mobile
network (GSM, GPRS, or any future technology) of a
telecommunications operator company. The
institution that receives the message proceeds to
validate and encrypt it, ultimately obtaining a
digital photograph of the check and a data set that
allows it to automatically process the deposit of
the check 1in question into the service user's

account.
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Finally, the method provides for the transmission
of an SMS message or any other method to the user
informing him that the transaction has Dbeen
completed successfully or not and, 1if applicable,
the status of the transaction performed, i.e., if

it was deposited or rejected.
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CLAIMS

1- A method for the transmission,
authentication and automatic processing of
digitized documents, for example, financial and

nonfinancial documents, characterized in that it

comprises the following phases or steps:

a) Identifying the user, which opens an interactive
session with the receiving institution through

the mobile communications operator.

b) Entering various user recognition data,
consisting of security keys for his
identification and authentication, such as for
example a secret number; recognition data of the
mobile device, which may be an associated
telephone number and code (IMEI); as well as
data associated with the document itself, such

as the amount and/or the document number.

c) Capturing at 1least one digital i1image of the

document.
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d) Digitally encrypting and certifying the data

and/or images captured in the preceding points.

e) Transmitting the digital image and the
recognition data, once encrypted, to the

institution that must accept the document.

f) The immediate displaying of the digital image by

the user.

g) Recognizing, verifying, and electronically
handling and processing the information received

by said institution.

2.- The method according to claim 1,
characterized in that both the capture of images
and the entry of data, encryption thereof and the
transmission of data and 1images and the other
operations described in sections a), b), c¢), d),
and e) of claim 1 are performed with a mobile
device with 1incorporated digital camera, able to
capture and transmit digital images, as well the

usual telephony operations.
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3.- The method according to claims 1 and 2,
characterized in that the data used for recognizing
the user consist of those that are specific to the
mobile communications operator, which may be the
mobile telephone number, the mobile device number,
and, optionally, a global positioning system and
those specific to the receiving institution, which
may Dbe authentication codes consisting of a
username and password, a secret number 1in any
format, in such a manner that the combination of
all these logical and physical elements implements
a security mechanism that is a combination of
identification and authentication elements specific
to the receiving institution and to the mobile

communication operator.

4.- The method according to any of the
preceding claims, characterized in that it 1is
applied preferably to the wvalidation and deposit in
a checking account in a banking institution by a
user directly from his mobile telephone wvia the

mobile communications operator.
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