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LAN / WWAN GATEWAY CARRIER
CUSTOMIZATION

PRIORITY CLAIM

[0001] This application claims priority to U.S. provisional
patent application No. 60/735,301, filed on Nov. 10, 2005,
and entitled “LAN/WWAN Gateway Carrier Customiza-
tion;” and to U.S. non-provisional patent application No.
11/392,454, filed on Mar. 29, 2006, and entitled “LAN and
WWAN Gateway.”

FIELD OF THE INVENTION

[0002] Embodiments of the present invention relate to the
field of data communication. More specifically, some
embodiments of the present invention are related to bridging
local area networks (LAN) and wireless wide area networks
(WWAN).

BACKGROUND

[0003] Advances in microprocessor related technology
have lead to widespread development and the adoption of
computing devices. Computing powers that used to be
available only in expensive mainframe computers requiring
special operating environments are now available in many
personal-computing (PC) devices. The form factors vary
from desktop, laptop, palm-sized, and so forth. A number of
these computing devices are packaged as “purpose” devices,
such as set-top boxes, entertainment personal digital assis-
tants (PDA), pagers, text messengers, game devices, smart
appliances and wireless mobile phones.

[0004] Concurrently, advances in networking, telecommu-
nications and related technologies, in particular, in the area
of wireless networking/communications, have led to
increased connectivity between computing devices over
local, private, wide area, and/or public networks. Of par-
ticular notoriety is the Internet.

[0005] Today, local area networks may be wired or wire-
less. Similarly, wide area networks may be wired or wire-
less. Examples of the former include UWB, Ethernet, serial,
WiFi, and Bluetooth. Examples of the latter include cellular,
PCS, or WiMAX wireless networks offered by various
wireless network service providers, such as Cingular, Sprint,
T-Mobile, and Clearwire.

BRIEF DECRIPTION OF THE DRAWINGS

[0006] The present invention will be described by way of
exemplary embodiments but not limitations, illustrated in
the accompanying drawings in which like references denote
similar elements, and in which:

[0007] FIG. 1 illustrates a system view of an example
operating environment suitable for use to practice the
present invention, in accordance with various embodiments;

[0008] FIG. 2 illustrates an architectural view of a device
suitable for use as a LAN-WWAN Gateway, in accordance
with various embodiments;

[0009] FIG. 3 illustrates the operational flow of selected
aspects of a process at the Gateway for maintaining the
WWAN connection;
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[0010] FIG. 4 illustrates the operational flow of selected
aspects of a LAN Receive process at the Gateway for
handling receipt processing of LAN data;

[0011] FIG. 5 illustrates the operational flow of selected
aspects of a LAN Transmit process at the Gateway for
handling transmission processing of LAN data;

[0012] FIG. 6 illustrates the operational flow of selected
aspects of a WWAN Receive process at the Gateway for
handling receipt processing of WWAN data;

[0013] FIG. 7 illustrates the operational flow of selected
aspects of a WWAN Transmit process at the Gateway for
handling transmission processing of WWAN data;

[0014] FIG. 8 illustrates the operational flow of selected
aspects of regulating network access, in accordance with
various embodiments of the invention; and

[0015] FIGS. 9-16 illustrate various graphical user inter-
faces associated with the gateway, in accordance with vari-
ous embodiments of the invention.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

[0016] Illustrative embodiments of the present invention
include but are not limited to methods and apparatuses for
establishing, by a gateway, a connection between itself and
a WWAN, wherein the gateway has a WWAN interface
adapted to receive data from and transmit data to the WWAN
on behalf of one or more devices of a LAN. The gateway
may further determine whether the WWAN interface is
associated with a service agreement that provides for use of
the gateway. If so, the gateway may operate the WWAN
interface in accordance with the service agreement or in
accordance with one or more features of the service agree-
ment.

[0017] Various aspects of the illustrative embodiments
will be described using terms commonly employed by those
skilled in the art to convey the substance of their work to
others skilled in the art. However, it will be apparent to those
skilled in the art that alternate embodiments may be prac-
ticed with only some of the described aspects. For purposes
of explanation, specific numbers, materials, and configura-
tions are set forth in order to provide a thorough understand-
ing of the illustrative embodiments. However, it will be
apparent to one skilled in the art that alternate embodiments
may be practiced without the specific details. In other
instances, well-known features are omitted or simplified in
order not to obscure the illustrative embodiments.

[0018] Further, various operations will be described as
multiple discrete operations, in turn, in a manner that is most
helpful in understanding the illustrative embodiments; how-
ever, the order of description should not be construed as to
imply that these operations are necessarily order dependent.
In particular, these operations need not be performed in the
order of presentation.

[0019] The phrase “in one embodiment” is used repeat-
edly. The phrase generally does not refer to the same
embodiment; however, it may. The terms “comprising-
,>“having,” and “including” are synonymous, unless the
context dictates otherwise. The phrase “A/B” means “A or
B”. The phrase “A and/or B” means “(A), (B), or (A and B)”.
The phrase “at least one of A, B and C” means “(A), (B), (C),
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(Aand B), (Aand C), (B and C) or (A, B and C)”. The phrase
“(A) B” means “(B) or (A B)”, that is, A is optional.

[0020] FIG. 1 illustrates a system view of an example
operating environment suitable for use to practice the
present invention, in accordance with various embodiments.
As illustrated, gateway 108 has one or more local network-
ing interfaces, such as wireless LAN interface 106, adapted
to receive data from, and transmit data to one or more
devices 102 of one or more LANSs, such as the wireless LAN
shown as connected to gateway 108 through local network-
ing interface 106. Gateway 108 further comprises a socket
adapted to removably receive a selected one of a first and a
second WWAN interface, such as WWAN interface 110, the
interface adapted to receive data from, and transmit data to
a recipient gateway device (not shown) through a first and/or
a second WWAN;, such as WWAN 112. Further, gateway
108 includes subscriber determination logic capable of
determining whether WWAN interface 110 is associated
with a service agreement. Additionally, gateway 108 com-
prises a routing engine coupled to a local networking
interface and the socket, and adapted to transmit data
received from one or more devices 102 of a LAN 104 to a
recipient gateway device through a first WWAN 112, and
selectively transmit data received from the recipient gateway
device through the first WWAN 112 to the one or more
devices 102 of the LAN 104, if a first WWAN interface 110
is removably received by a socket of the gateway, and
transmit data received from the one or more devices 102 of
the LAN 104 to a recipient gateway device through a second
WWAN (not shown), and selectively transmit data received
from the recipient gateway device through the second
WWAN to the one or more devices 102 of the LAN 104, if
the second WWAN interface is removably received by the
socket.

[0021] In various embodiments, the one or more devices
102 of one or more LANs may be any sort of computing
device known in the art, such as PCs, workstations, servers,
PDAs, pagers, text messengers, game devices, smart appli-
ances, wireless mobile phones, cameras, and GPS receivers.
The devices may connect to the LAN using any sort of
connection known in the art, such as a TCP/IP connection,
or an ATM virtual connection. Devices 102 may further
receive data from a LAN 104 and may transmit data to the
LAN 104. Data to be transmitted and/or received may
include both content and requests for content, and may
consist of any sequence of zero, one, or more bits.

[0022] As shown, gateway 108 may be connected to either
a wired and/or a wireless LAN. A LAN connected to
gateway 108 may use common standards for data transmis-
sion, such as Ethernet, Bluetooth, and 802.11, although the
LAN may use any standard for data transmission known in
the art. LAN 104 may further comprise a LAN router (not
shown) capable of routing L AN traffic between devices 102
of'the LAN 104, and of routing traffic from any one or more
devices 102 of the LAN 104 that is directed to a WWAN to
gateway 108. In alternate embodiments, gateway 108 may
additionally act as the LAN router, receiving traffic from one
device 102 of LAN 104 and directing traffic back to another
device 102 of the same LAN 104. The one or more devices
102 of LAN 104 may all be located in the same building or
room, as in the case of a wired LAN, or in the same
geographic area, as in the case of a wireless LAN. Because
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of the geographic proximity and limited number of hops for
a given transmission, data may be transferred across a LAN
at a high rate of speed.

[0023] In some embodiments, local networking interfaces
may be of any sort known in the art, including Ethernet
interfaces, Bluetooth interfaces, and 802.11 wireless inter-
faces, such as wireless local networking interface 106. The
local networking interface may thus consist of a PC card to
be received by a PC card port of gateway 108, a miniPCI
wireless interface, an interface embedded into the PCB, or a
radio antenna, the PC Card, miniPCI, embedded interface,
and/or antenna facilitating 802.11 wireless transmission.
The local networking interface may also consist of an
Ethernet port of gateway 108 receiving an Ethernet cable,
the cable further connected to, in some embodiments, a LAN
router.

[0024] As is further shown, gateway 108 may have mul-
tiple local networking interfaces, such as an interface con-
nected to wired LAN 104 and a wireless local networking
interface 106 connected to a wireless LAN. In alternate
embodiments, gateway 108 may comprise multiple wired
LAN interfaces, multiple wireless LAN interfaces, or some
combination of one or more of both. Additionally, the
routing engine of gateway 108 described above may be
further adapted to transmit data received from a device 102
of one LAN 104 to another device 102 of a second LAN.

[0025] Additionally, in various embodiments, gateway
108 may further comprise a configuration/management pro-
cess (not shown) to provide a LAN IP address to all devices
102 of a LAN 104 that may not change if the WWAN 112
is temporarily disconnected. Thus, transmission of LAN-to-
LAN traffic is facilitated even in the absence of a WWAN
connection.

[0026] Further, as is used herein, the term “gateway”
refers to any computing device capable of facilitating trans-
mission of data from one or more LANs to one or more
WWANS, and transmission of data from the one or more
WWANS to the one or more LANs. The interfaces, sockets,
subscriber determination logic, routing engine, other pro-
cesses, and storage comprising the gateway 108 may, in
some embodiments comprise a single enclosure. Addition-
ally, gateway 108 may be provided with LED lights and
display screens on the gateway 108 or on an attached
peripheral device to indicate the status of the gateway 108 as
well as the status of the LAN and/or WWAN connections.

[0027] In some embodiments, gateway 108 may be
adapted to be powered through a wall outlet, a vehicle power
adapter, or an internal or external battery. Inclusion of the
latter power supplies enables the gateway 108 to be used in
portable settings. For example, teams of users may carry the
gateway 108 in a briefcase or bag. Gateway 108 may also be
mounted in a building, vehicle, server rack, or other fixed
location.

[0028] Also, gateway 108 may adjust the power available
to the LAN or WWAN network interfaces 106/110 to
improve performance. For example, more power to either
the LAN or WWAN network interfaces 106/110 may
improve the speed, persistence, and reliability of the inter-
face. Less power to either interface may reduce the power
requirements of the gateway 108 and, when used with a
battery, extend the operating time before the battery power
is drained.
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[0029] In various embodiments, gateway 108 may include
subscriber determination logic adapted to determine whether
a WWAN interface 110 for accessing WWAN 112 is asso-
ciated with a service agreement between a subscriber and the
wireless service provider associated with WWAN 112. Once
a connection is established with WWAN 112 (see below for
further details on establishing the connection), the sub-
scriber determination logic of gateway 108 may determine
whether the WWAN interface 110 being used is associated
with a service agreement having one or more features
specifying the terms for use of gateway 108. If the service
agreement associated with the WWAN interface 110 permits
use of gateway 108, then gateway 108 may operate the
WWAN interface 110 in accordance with the service agree-
ment, which may include providing connectivity to the
applicable network according to the features of the service
agreement and/or the policies of the wireless service pro-
vider. If the service agreement associated with the WWAN
interface 110 does not permit use of the gateway 108, then
gateway 108 may restrict WWAN 112 access. In one
embodiment, more than one WWAN interface 110 may be
available for use by gateway 108 to establish a WWAN 112
connection, and the subscriber determination logic of gate-
way 108 may further be adapted to determine service
agreements, if any, for each WWAN interface 110. In one
embodiment, gateway 108 may have and operate a plurality
of WWAN interfaces 110, may determine service agree-
ments for each interface 110, and, for each interface 110
associated with a service agreement, may operate the inter-
face 110 in accordance with the service agreement.

[0030] Service agreement features and/or wireless service
provider policies may restrict WWAN 112 access in any
number of ways, including limitations on the number of
simultaneous WiFi or Ethernet LAN 104 connections, the
quality of service (e.g., of a suitable level to support Voice-
over-IP), the throughput provided, the cumulative bits per
hour, day or month, port-forwarding, on-board VPN, etc. In
cases where the WWAN interface 110 is not associated with
a service agreement that includes access through gateway
108, gateway 108 may also block all WWAN 112 traffic.

[0031] In various embodiments, the subscriber determina-
tion logic of gateway 108 may facilitate a subscriber in
altering their existing WWAN 112 access ability on attempt-
ing WWAN 112 access via gateway 108. In some such
embodiments, the subscriber may be able to change their
service agreement to one that allows for WWAN 112 access
via gateway 108, or to purchase WWAN 112 access on
another basis, e.g., a certain period of time, a certain quantity
of bytes downloaded, etc. An example of a service agree-
ment that does not permit use of gateway 108 may be a
service agreement that envisions the subscriber only being
able to use a single computer at a time to access the carrier’s
WWAN 112. Another example of a service agreement that
doesn’t permit a gateway 108 is one that’s designed spe-
cifically for a phone. In a subset of such an example, the
service agreement may permit use of gateway 108, but only
in connection with a single computer at a time. Other
examples may vary from the ones provided.

[0032] In some embodiments, the subscriber determina-
tion logic of gateway 108 may determine the existence of a
service agreement and its features by the IP address assigned
to the WWAN interface 110 by the wireless service provider.
When gateway 108 connects to WWAN 112, gateway 108
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may interrogate a server, such as a server of the wireless
service provider, to determine what policies are associated
with the WWAN interface 110’s IP address. IP addresses
may be categorized in any number of ways in relation to
network accessibility. For example, some IP addresses may
permit complete WWAN 112 access, while other IP
addresses may have policies associated with them that may
partially or completely restrict WWAN 112 connectivity.

[0033] In one embodiment, where WWAN 112 is a GSM
network, the subscriber determination logic of gateway 108
may base WWAN 112 connectivity on the Access Point
Name (APN) assigned by the wireless service provider. For
example, gateway 108 may provide unrestricted WWAN
112 access for one set of APNs, while providing restricted
access for another set of APNs. For example, the “proxy”
and “public” APNs on one wireless service provider’s
network may provide restricted WWAN 112 access (with
potentially varying levels of restricted access), but the
custom APNs may provide unrestricted access. In some
embodiments, the unrestricted and restricted APNs may be
configured on gateway 108, or the subscriber determination
logic of gateway 108 may access a server, such as a server
of the wireless service provider, for updated information
about the policies associated with specific APNs. Other
GSM network embodiments may incorporate different net-
work access management methods.

[0034] In some embodiments, the subscriber determina-
tion logic of gateway 108 may determine an SIM, MIN or
ESSID of the WWAN 112 connection and then interrogate
a server associated with the gateway 108, or with the
wireless service provider, to determine one or more features
of the service agreement and/or policies of the wireless
service provider based on the SIM, MIN or ESSID. WWAN
112 access restrictions may then be configured on gateway
108 based on the one or more features of the service
agreement, or based on one or more policies of the wireless
service provider.

[0035] In some embodiments, LAN 104 users may be
authenticated onto gateway 108 through an authentication
system, such as, for example, RADIUS/AAA or other meth-
ods. Access to WWAN 112 and specific policies/service
agreement features for WWAN 112 access may then be
determined by the subscriber determination logic based on
the results of the authentication.

[0036] In some embodiments, if the wireless service pro-
vider provides both landline network access and WWAN
112 access, and gateway 108 is connected to both, the
subscriber determination logic of gateway 108 may coordi-
nate the wired and wireless access. For example, subscriber
determination logic may prefer one access method over the
other. In some such embodiments, such coordination of
wired and wireless access may be a feature of the service
agreement, such as, for example, simultanecous wired and
wireless access to maximize throughput for a premium
service agreement. Another example of a service agreement
may provide for wired access as a preference, unless wired
access is unavailable. In some embodiments, such access
preference may be dynamic, such as, for example, in the
case of a wireless preference, with wireless being used
unless signal conditions are such that better service is
available via wired access.

[0037] Additionally, in various embodiments, gateway
108 may provide customizable components/indicia and an
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overall user experience based on the carrier/wireless service
provider of the WWAN interface 110 being used. In one
embodiment, gateway 108 may download and provide the
customizable components/indicia based on features of the
service agreement and/or based on wireless service provider
policies. For example, for a given wireless service provider,
the use of their WWAN interface 110 may invoke specific
branding/indicia, customizable components, and provider-
centric documentation. As an illustrative embodiment, a user
interface of gateway 108 may be branded with a wireless
service provider’s information and logo. In some embodi-
ments, the wireless service provider may also add or restrict
certain customizable components/indicia to the gateway
108. In some such embodiments, addition or restriction of
customizable components/indicia may be done in connec-
tion with different service agreement features of the wireless
service provider. Gateway 108 may associate customizable
components/indicia with different service agreement fea-
tures in a wide variety of ways, including the operations
described above in regard to associating WWAN 112 access
to different service agreements. Gateway 108 may be con-
figured to be wireless service provider specific to some
degree, including completely configured, on shipment of
gateway 108. In some embodiments, gateway 108 may be
updated by an updating download operation, performed in a
periodic manner or otherwise. Gateway 108 may customize
to a certain wireless service provider on the first use of a
WWAN interface 110 of the wireless service provider,
downloading customization components upon initialization
of a wireless service provider’s WWAN interface 110. In
some embodiments, further customization may be imple-
mented by a wireless service provider for a certain customer,
for example for a large corporate customer of the wireless
service provider.

[0038] In one embodiment, a WWAN interface 110 may
not be specifically tied to a particular wireless service
provider, but may be capable of accessing one or more
wireless service providers. Such a WWAN interface 110
may be sold by a “virtual” wireless service provider that has
arranged for use of the service of one or more WWAN 112
wireless service providers. In some embodiments, gateway
108 may be customized for the virtual wireless service
provider. For example, the features of gateway 108 for the
virtual wireless service provider may vary on the WWAN
112 being accessed, as in the example case of the virtual
wireless service provider having different service agree-
ments with different WWAN 112 wireless service providers.
In some embodiments, a user may select which wireless
service provider’s WWAN 112 they would prefer. The user
may select the wireless service provider’s WWAN 112 in the
context of available network characteristics, including, for
example, throughput and the like. In some embodiments,
pricing may be displayed in the context of selecting a
wireless service provider’s WWAN 112.

[0039] In various embodiments, the routing engine of
gateway 108 may facilitate two-way transmission of data to
and from the one or more LANs and to and from one or more
WWANS. As mentioned above, capabilities of the routing
engine may be affected by the results of the subscriber
determination logic. That is, receipt from and transmission
to a WWAN may be based on a service agreement between
a user and a wireless service provider. Also, transmission of
data from one device 102 of a LAN 104 to another device
102 of a second LAN is described in greater detail above.
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[0040] When receiving data from a device 102 of a LAN
104 destined for a WWAN 112, the routing engine of
gateway 108 may, in some embodiments, determine if the
data received from the device 102 is a request for content
from the WWAN 112, and may further determine if such
content is cached in storage of gateway 108. If the content
is cached, the routing engine may simply retrieve the
requested content from the storage of gateway 108, and
transmit the content to the device 102 of LAN 104 request-
ing the content. In such embodiments, no current connection
to WWAN 112 is required. In one embodiment, if the
subscriber determination logic has determined that the
WWAN interface is not associated with a service agreement,
the routing module may not provide the cached content.

[0041] Ifon the other hand the content is not cached, or the
data received from device 102 of LAN 104 is not a request
for content, the routing engine may, in various embodiments,
compress the received data prior to transmitting it. By
compressing the data, the routing engine may facilitate
transmission of the data at a higher speed than might
otherwise be achieved, especially given the typically low
speeds at which data is transmitted across a WWAN. Such
compression may be achieved through recourse to any
compression algorithm known in the art, such as Huffman,
Lempel-Ziv, or Venturi, or any combination of such algo-
rithms.

[0042] In some embodiments, the routing engine of gate-
way 108 may determine whether the gateway 108 is con-
nected to any gateway of any WWAN 112 before attempting
transmission of data to the WWAN 112. In some embodi-
ments, as mentioned above, the subscriber determination
logic, rather than the routing engine of gateway 108, may
make this determination. The gateway 108 may determine
whether a connection exists by pinging an address of a
WWAN 112 and listening for a reply. If no reply is received,
the gateway 108 may wait some pre-determined time and try
again. After a certain number of attempts have been met
without success, the gateway 108 may, in some embodi-
ments, buffer the data to be transmitted in some sort of data
structure and continue on an intermittent basis to attempt
connection to the WWAN 112. Once a connection has been
achieved, the buffered data may then be transmitted to its
appropriate destination.

[0043] In other embodiments, gateway 108 may also
include a networking interface to receive a wired WAN
connection. Such a connection may be achieved via an
Ethernet plug and cable received into an Ethernet port of the
gateway 108. In such embodiments, the wired WAN con-
nection may serve as a backup that the gateway 108 may
switch to if the WWAN 112 connection is unavailable.
Gateway 108 may then attempt connection with the wired
WAN, in some embodiments by pinging the wired WAN. If
the wired WAN is also unavailable, gateway 108 may buffer
the data in the manner described above. In one embodiment,
the wired WAN connection may be a wired connection to a
wireless device, such as a device having a cellular or satellite
modem.

[0044] Still in other embodiments, a configuration/man-
agement process of gateway 108 such as the one described
above may communicate the status of the WWAN 112 to the
one or more devices 102 of the one or more LANs 104
through a web page. Such status information may include
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availability of (connection to) WWAN 112, WWAN 112
signal strength, the WWAN 112 IP address, and statistics
about the users and data being transmitted through the
WWAN112. Example user interfaces capable of communi-
cating status information are illustrated by FIGS. 9-15 and
are described in greater detail below.

[0045] In various embodiments, a configuration/manage-
ment process of gateway 108 may be adapted to shut down
or otherwise restrict transmission to the LAN 104 or a
second LAN when no WWAN 112 access is available.

[0046] Additionally, in some embodiments, gateway 108
may be adapted to prioritize specific data over the WWAN
112 to manage conflicts between devices 102 of LANs 104
that are sharing limited WWAN 112 capacity.

[0047] Once a connection to WWAN 112 has been deter-
mined to exist, however, the routing engine of gateway 108
may transmit the received data to its destination via the
connected WWAN 112.

[0048] In still other embodiments, the routing engine of
gateway 108 is adapted to transmit data received from a
WWAN 112 to one or more devices 102 of one or more
LANs 104. Upon receiving the data from WWAN 112, the
routing engine may first, in various embodiments, decom-
press the data, if the data is compressed. As mentioned
above, compression of data may result in higher transmis-
sion speeds across a WWAN 112, and may also be used to
lower the connectivity cost to a user or reduce the load for
a carrier. The routing engine may employ any compression
algorithm known in the art to achieve decompression of the
data, such algorithms including Huffman, Lempel-Ziv, Ven-
turi, or any combination of such algorithms.

[0049] Upon decompressing the data, the routing engine
may, in some embodiments, next determine if the data is
content received from a device of a WWAN 112. If the data
is determined to comprise some sort of content, such as a
web page, a PDF, or any other sort of content known in the
art, the routing engine may then determine if the content is
cached in storage of gateway 108. If the received content is
not cached, the routing engine, in various embodiments,
may cache the content received from the WWAN 112 in a
data structure of some type known in the art, and store the
cached content in storage of gateway 108.

[0050] In some embodiments, the routing engine of gate-
way 108 may then transmit the received data to its destina-
tion device 102 via the LAN 104 to which destination device
102 is connected.

[0051] As is further shown, gateway 108 comprises a
socket adapted to receive a WWAN interface 110. The
WWAN interface 110 may be of any sort known in the art,
such as cellular, PCS, and WiMax WWAN interfaces. The
interface may come in the form of a PC Card or Modem, the
PC Card or Modem capable of plugging into the socket of
gateway 108.

[0052] In various embodiments, each WWAN interface
may be adapted for a specific wireless service provider, as
described above, and may be associated with a service
agreement with that service provider. Thus, gateway 108
facilitates the switching of WWAN interfaces in areas where
another provider having a different WWAN interface is
stronger, or where the provider associated with the current
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WWAN interface 110 does not provide service. Accordingly,
the use of multiple WWAN interfaces 110 with the socket of
gateway 108 facilitates the mobility of the gateway 108, as
described above.

[0053] In still other embodiments not illustrated, gateway
108 may support multiple WWAN interfaces removably
received by multiple sockets of gateway 108. By employing
multiple sockets and multiple WWAN interfaces 110, gate-
way 108 may facilitate connection to multiple WWAN
service providers. If WWAN 112 is not available because of
the location of the user, issues with the service provider of
the WWAN 112, or because of the features of a service
agreement, WWAN access may be provided via the other
WWAN connection. However, one or more of the WWAN
interfaces 110 may be built in. Additionally, the gateway 108
may be adapted to support multiple WWAN interfaces 110
connecting simultaneously to the same WWAN 112. The
combination of networking interfaces may increase the
performance, speed, and reliability of the WWAN 112
connection.

[0054] As is shown, WWAN 112 may comprise any sort of
WWAN known in the art, such as a cellular, a PCS, or a
WiMax WWAN. WWAN 112 may consist of a network of
routers and gateways, of which gateway 108 is a part,
working together to transmit data to various devices con-
nected directly or indirectly to a router or gateway of
WWAN 112, such as the devices 102 connected to gateway
108 via LAN 104. The routers and gateways of WWAN 112
may utilize any sort of connection type known in the art,
such as TCP/IP connections or ATM virtual connections.
Additionally, WWAN 112 may provide access to the Internet
through another gateway or set of gateways.

[0055] In further embodiments, the gateway 108 may
provide radio antenna enhancements for the WWAN 112
through either a passive or an active antennas apparatus in
gateway 108. This antenna apparatus may be directional or
omni-directional. The radio antenna enhancements may
improve the reliability, throughput, and performance of the
WWAN 112. The enhancements may also provide improved
performance for other nearby, unrelated devices using a
WWAN, such phones or modems using cellular, PCS,
WiMAX, or other WWAN networks.

[0056] FIG. 2 illustrates an architectural view of a device
suitable for use as a LAN-WWAN Gateway, in accordance
with various embodiments. As shown, gateway 108 may
include one or more processors, such as processor 202 and
persistent storage 208. Additionally, gateway 108 includes a
plurality of networking interfaces, such as wired LAN
interface 204, wireless LAN interface 206, and WWAN
interface 210, and wired WAN interface (not shown). The
LAN interfaces 204 and 206 may include 802.11, Bluetooth,
and Ethernet local networking interfaces, as is described in
greater detail above. Also, the WWAN interface 210 may be
a cellular, a PCS, or a WiMax WWAN interface in the form
of aremovable PC Card, embedded modem, or other modem
to connect to a WWAN 112, the WWAN interface also
described in greater detail above.

[0057] In various embodiments, a card slot (not shown)
may be used to allow users of gateway 108 to install or
upgrade either the LAN or WWAN interfaces with updated
LAN or WWAN interfaces. When new network interfaces
and services are available, users can update the gateway 108
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to support these interfaces and services by inserting a new
interface into the LAN or WWAN card slot.

[0058] Further, the elements are coupled to each other via
system bus 212, which represents one or more buses. In the
case of multiple buses, the buses are bridged by one or more
bus bridges (not shown). Each of these elements performs its
conventional functions known in the art. In particular, per-
sistent storage 208 is employed to store programming mod-
ules adapted to receive and transmit data to and from a LAN
(shown as “LLAN RX/TX Process”), to receive and transmit
data to and from a WWAN (shown as “WWAN RX/TX
Process™), to monitor the WWAN connection, and to deter-
mine whether a WWAN interface is associated with a service
agreement (shown as “Subscriber Determination Logic”™).
Additionally, persistent storage 208 is also employed to store
a WWAN data cache of cached WWAN content, and as well
as data queues/buffers for data received from LAN 104, data
to be transmitted to LAN 104, data received from WWAN
112, and data to be transmitted to WWAN 112. The instruc-
tions implementing the programming modules, the WWAN
data cache, and the queues/buffers may be loaded into
persistent storage 208 in the factory, or in the field, through
a distribution medium (not shown) or through LAN and/or
WWAN interfaces 204, 206, and/or 210.

[0059] FIG. 3 illustrates the operational flow of selected
aspects of a process at the gateway 108 for maintaining the
WWAN 112 connection.

[0060] Insome embodiments, the gateway 108 may deter-
mine whether the gateway 108 is connected to any gateway
of any WWAN 112 before attempting transmission of data to
the WWAN 112. As is shown, the gateway 108 may attempt
to connect to a WWAN 112, block 302, by pinging an
address of a WWAN 112 and listening for a reply. If no reply
is received, block 304, gateway 108 may wait some pre-
determined time, here shown as time T1, block 308, and try
again, block 302. After a certain number of attempts have
been met without success, the gateway 108 may, in some
embodiments, buffer the data to be transmitted in some sort
of data structure and continue on an intermittent basis to
attempt connection to the WWAN 112 (not shown). Once a
connection has been achieved, the buffer data may then be
transmitted to its appropriate destination. In other embodi-
ments, the routing engine may additionally or instead auto-
matically detect a loss of connection through drivers of
gateway 108. The drivers may detect if there is a drop in the
connection, at which point the routing engine determines
that the WWAN 112 connection has failed. The routing
engine may then attempt to reconnect or fail-over.

[0061] If on the other hand an attempt to connect to
WWAN 112 was successtul, block 304, gateway 108 may, in
some embodiments, set a gateway 108 WWAN connection
status variable to “connected,” block 306, or where the
variable is Boolean, to “true.” At some pre-determined time
interval, here shown as time T2, block 310, the gateway 108
may again attempt to connect to WWAN 112 to ensure that
the connection still exists, block 312. This may again be
accomplished by pinging an address of WWAN 112. If the
connection is determined to exist, block 312, the gateway
108 may again wait a predetermined time T2, block 310, and
attempt to connect to WWAN 112 again. On the other hand,
if gateway 108 determines that a WWAN 112 connection no
longer exists, block 312, the gateway 108 may, in some
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embodiments, set a gateway 108 WWAN connection status
variable to “unconnected,” block 314, or where the variable
is Boolean, to “false.” The WWAN connect process illus-
trated by FIG. 3 may then again loop back and attempt to
reestablish a connection to WWAN 112, block 302.

[0062] In various embodiments, not illustrated herein,
facilities may be provided to enable a user of gateway 108
to configure the address of the ping and the interval between
pings, such as time intervals T1 and T2.

[0063] FIG. 4 illustrates the operational flow of selected
aspects of a LAN Receive process at the gateway 108 for
handling receipt processing of LAN data. As is illustrated,
the routing engine implementing the LAN Receive process
may first determine if a LAN Receive Queue of gateway 108
is empty, block 402. The queue may be implemented as any
sort of data structure known in the art capable of organizing
and storing data. Data received from a LAN may, in some
embodiments, first be placed in this receive queue. If empty,
the routing engine may check the queue periodically, on
some basis, until it is not found to be empty. In other
embodiments, received LAN data is processed as it is
received, and is not placed in a receive queue. In yet other
embodiments, the receive queue may contain buffered LAN
data that has been placed in the queue to await transmission
while a connection to a WWAN 112 is unavailable.

[0064] Upon determining that the receive queue is not
empty, the routing engine implementing the LAN Receive
process may next determine whether the received LAN data
is destined for another device 102 of the same LAN 104 or
of a second LAN, or whether the received data is destined
for a device accessible over a WWAN 112, block 404. If
destined for a device 102 of a LAN 104 or a second LAN,
the data may be placed in a LAN Transmit Queue of gateway
108, block 406. The queue may be implemented as any sort
of data structure known in the art capable of organizing and
storing data. In other embodiments, the data may be trans-
mitted immediately to the destination device 102 without
being placed in such a queue.

[0065] As is shown, if on the other hand, the data is
destined for a device accessible over a WWAN 112, the LAN
Receive process of the routing engine may then determine
whether the data is cached, block 408. Such a determination
may be appropriate where the data received from a device
102 of a LAN 104 is a request for content from a device of
a WWAN 112, and the content may be cached in the
persistent storage 208 of gateway 108. If the content is
cached, the routing engine may simply retrieve the requested
content from the storage of gateway 108, block 410, and
transmit the content to the device 102 of LAN 104 request-
ing the content. In alternate embodiments, rather than imme-
diately transmitting the cached content, the LAN Receive
process of the routing engine may place the cached content
on a LAN Transmit Queue of gateway 108, block 406, such
as the one described above. In such embodiments, no current
connection to the WWAN 112 is required.

[0066] Ifon the other hand the content is not cached, or the
data received from device 102 of LAN 104 is not a request
for content, the LAN Receive process implemented by the
routing engine may, in various embodiments, compress the
received data prior to transmitting it, block 412. By com-
pressing the data, the routing engine may facilitate trans-
mission of the data at a higher speed than might otherwise
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be achieved, especially given the typically low speeds at
which data is transmitted across a WWAN, and may also
lower the connectivity cost to a user or reduce the load for
a carrier. Such compression may be achieved through
recourse to any compression algorithm known in the art,
such as Huffman, Lempel-Ziv, or Venturi, or any combina-
tion of such algorithms.

[0067] After compressing the data, the LAN Receive
Process may, in some embodiments, place the data in a
WWAN Transmission Queue of gateway 108, block 414, to
await transmission across WWAN 112. In alternate embodi-
ments, the routing engine may, immediately following com-
pressing, determine if a WWAN 112 connection exists, as is
further illustrated and described above, and if such a con-
nection exists, transmit the data across the WWAN 112 to its
destination.

[0068] FIG. 5 illustrates the operational flow of selected
aspects of a LAN Transmit process at the gateway 108 for
handling transmission processing of LAN data. As is illus-
trated, the routing engine implementing the LAN Transmit
process may first determine if a LAN Transmit Queue of
gateway 108 is empty, block 502. The queue may be
implemented as any sort of data structure known in the art
capable of organizing and storing data. Data to be transmit-
ted to a device 102 of a LAN 104 may, in some embodi-
ments, first be placed in this transmit queue. If empty, the
routing engine may check the queue periodically, on some
basis, until it is not found to be empty. In other embodi-
ments, data to be transmitted to a device 102 of the LAN 104
is transmitted immediately after processing, and is not
placed in a transmit queue.

[0069] As is shown, the LAN Transmit process imple-
mented by the routing engine may next retrieve the data
from the LAN Transmit queue and send the data to its
destination device 102 via the LAN 104 connected to the
gateway 108 via a local networking interface 106, block
504.

[0070] FIG. 6 illustrates the operational flow of selected
aspects of a WWAN Receive process at the gateway 108 for
handling receipt processing of WWAN data. As is illus-
trated, the routing engine implementing the WWAN Receive
process may first determine if a WWAN Receive Queue of
gateway 108 is empty, block 602. The queue may be
implemented as any sort of data structure known in the art
capable of organizing and storing data. Data received from
a WWAN may, in some embodiments, first be placed in this
receive queue. If empty, the routing engine may check the
queue periodically, on some basis, until it is not found to be
empty. In other embodiments, received WWAN data is
processed as it is received, and is not placed in a receive
queue.

[0071] In various embodiments, the WWAN Receive pro-
cess implemented by the routing engine may next retrieve
data from the WWAN receive queue and decompress the
received data, block 604, if the data is compressed. As
mentioned above, compression of data may result in higher
transmission speeds across a WWAN 112, and may also be
used to lower the connectivity cost to a user or reduce the
load for a carrier. The routing engine may employ any
compression algorithm known in the art to achieve decom-
pression of the data, such algorithms including Huffman,
Lempel-Ziv, Venturi, or any combination of such algorithms.
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[0072] Upon decompressing the data, the WWAN Receive
process of the routing engine may, in some embodiments,
next determine if the data is content received from a device
ofa WWAN 112. If the data is determined to comprise some
sort of content, such as a web page, a PDF, or any other sort
of content known in the art, the routing engine may then
determine if the content is cached in persistent storage 208
of gateway 108. If the received content is not cached, the
routing engine, in various embodiments, may cache the
content received from the WWAN 112, block 606, in a data
structure of some type known in the art, and store the cached
content in the persistent storage 208 of gateway 108. Other
caching may be proactive, storing new data at non-peak
hours when the WWAN 112 is underutilized.

[0073] After caching the data, the WWAN Receive Pro-
cess may, in some embodiments, place the data in a LAN
Transmit Queue of gateway 108, block 608, to await trans-
mission to its destination device 102 of LAN 104. In
alternate embodiments, the routing engine may, immediately
following caching, transmit the data across the LAN 104 to
its destination device 102.

[0074] FIG. 7 illustrates the operational flow of selected
aspects of a WWAN Transmit process at the gateway 108 for
handling transmission processing of WWAN data. As is
illustrated, the routing engine implementing the WWAN
Transmit process may first determine if a WWAN 112
connection exists, block 702. The operations for determining
whether such a connection exists are illustrated by FIG. 3
and described in greater detail above.

[0075] As is shown, the routing engine implementing the
WWAN Transmit process may then determine if a WWAN
Transmit Queue of gateway 108 is empty, block 704. The
queue may be implemented as any sort of data structure
known in the art capable of organizing and storing data. Data
to be transmitted to a device connected to a WWAN 112
may, in some embodiments, first be placed in this transmit
queue. If empty, the routing engine may check the queue
periodically, on some basis, until it is not found to be empty.
In other embodiments, data to be transmitted to a device of
the WWAN 112 is transmitted immediately after processing,
and is not placed in a transmit queue.

[0076] As is shown, the WWAN Transmit process imple-
mented by the routing engine may next retrieve the data
from the WWAN Transmit queue and send the data to its
destination device via the WWAN 112 connected to the
gateway 108 via a WWAN interface 110.

[0077] FIG. 8 illustrates the operational flow of selected
aspects of regulating network access, in accordance with
various embodiments of the invention. As illustrated, prior
to determining whether one of its WWAN interfaces is
associated with a service agreement, a gateway may estab-
lish a connection with a WWAN, block 802. In some
embodiments, the WWAN having the resultant connection
to the gateway may be associated with a wireless service
provider, and the wireless service provider may be party to
the service agreement. In other embodiments, prior to estab-
lishing a WWAN connection, the gateway may authenticate
a user accessing the gateway through a LAN connected to
the gateway, block 804. After establishing the connection,
block 802, or authenticating the user, block 804, the gateway
may then perform the other of the operations. In alternate
embodiments, the gateway may only establish the connec-
tion, block 802, but not authenticate the user, block 804.
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[0078] In various embodiments, the gateway may then
determine whether its WWAN interface is associated with a
service agreement with a wireless service provider, block
806, the service agreement having one or more features
outlining gateway usage benefits and restrictions. The gate-
way may determine the existence of the service agreement
and one or more features of any such agreement in a number
of ways. The gateway may inquire of a server, such as a
server associated with the gateway or with a wireless service
provider, as to the existence and features of a service
agreement associated with one of a number of inputs, such
as an IP address associated with a WWAN interface, an
APN, a SIM, a MIN, a SSID, or a LAN user authentication.
Exemplary features include a limitation on a number of
simultaneous WiFi or Ethernet LAN connections of the
gateway, a restriction associated with data ports, a quality of
service, a throughput limitation, and a data transfer rate
limitation. In addition to providing the features of a service
agreement, the server may also return one or more policies
of the wireless service provider. In one embodiment, the
gateway may also facilitate a subscriber in altering the
features of his/her service agreement, block 808.

[0079] Ifthe gateway determines the existence of a service
agreement, the gateway may provide WWAN access in
accordance with either or both the one or more service
agreement features and the one or more wireless service
provider policies, block 810. On the other hand, if the
gateway determines that the WWAN interface is not asso-
ciated with a service agreement, the gateway may deny
access to all WWAN traffic, block 812. In one embodiment,
if the gateway determines that service plans are associated
with multiple WWAN interfaces, the gateway may coordi-
nate access to the WWAN through the multiple interfaces,
block 814. Further, if the WWAN interface provides access
to a plurality of WWANS, the gateway may facilitate a user
in choosing one of multiple WWANS, block 816.

[0080] As is shown, in some embodiments, the gateway
may download customizable components and branding indi-
cia of a wireless service provider from the service provider,
block 818. The gateway may then render the indicia and
components on a user interface to a user, block 820. In
various embodiments, the gateway may also receive data
from LAN and WWAN devices, block 822, and transmit
data to LAN and WWAN devices, block 824, these opera-
tions illustrated in FIGS. 3-7 and described in greater detail
above.

[0081] FIGS. 9-16 illustrate various graphical user inter-
faces associated with the gateway, in accordance with vari-
ous embodiments of the invention. In various embodiments,
portions of selected graphical user interfaces shown in
FIGS. 9-16 may be associated with various discussed func-
tionalities of the gateway. In various other embodiments,
various discussed functionality of the gateway may not be
associated with any of the graphical user interfaces shown

[0082] Although specific embodiments have been illus-
trated and described herein, it will be appreciated by those
of ordinary skill in the art that a wide variety of alternate
and/or equivalent implementations may be substituted for
the specific embodiments shown and described, without
departing from the scope of the present invention. This
application is intended to cover any adaptations or variations
of the embodiments discussed herein. Therefore, it is mani-
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festly intended that this invention be limited only by the
claims and the equivalents thereof.

What is claimed:
1. A method comprising:

establishing a connection between a gateway and a wire-
less wide area network, wherein the gateway has a
wireless wide area networking interface adapted to
receive data from and transmit data to the wireless wide
area network on behalf of a plurality of devices of a
local area network;

determining whether the wireless wide area networking
interface is associated with a service agreement of a
wireless service provider providing for use of the
gateway; and

operating the wireless wide area networking interface to
receive data from and transmit data to the wireless wide
area network on behalf of the plurality of devices of the
local area network if the wireless wide area networking
interface is determined to be associated with a service
agreement, the operating being in accordance with the
associated service agreement.

2. The method of claim 1, wherein operating in accor-
dance with the associated service agreement comprises
operating in accordance with (1) one or more features of the
service agreement and/or (2) a wireless service provider
policy.

3. The method of claim 1, further comprising preventing
or restrictively operating the wireless wide area networking
interface to receive data from and transmit data to the
wireless wide area network on behalf of the plurality of
devices of the local area network if the wireless wide area
networking interface is determined to be not associated with
a service agreement of a wireless service provider.

4. The method of claim 1, further comprising, prior to said
determining, authenticating one or more of the plurality of
devices of the local area network.

5. The method of claim 1, wherein the service agreement
comprises one or more restrictions on wireless wide area
network access, including at least one of a limitation on a
number of simultaneous WiFi or Ethernet LAN connections
of the gateway, a restriction associated with data ports, a
quality of service, a throughput limitation, a data transfer
rate limitation, a port-forwarding limitation, or an on-board
VPN limitation.

6. The method of claim 4, wherein the one or more
restrictions on wireless wide area network access comprises
one or more restricted time periods of a day.

7. The method of claim 1, further comprising facilitating
a user of one of the devices of the local area network in
altering at least one of one or more features of the service
agreement to allow the gateway to operate the wireless
network interface to provide more or less wireless wide area
network access.

8. The method of claim 1, wherein the determining
comprises inquiring of a server whether an IP address or an
APN assigned by the wireless service provider to the wire-
less wide area networking interface belongs to a wireless
wide area networking interface associated with the service
agreement.

9. The method of claim 1, wherein the determining
comprises determining a SIM, a MIN, or an SSID associated
with the wireless wide area network connection and inquir-
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ing of a server associated with the gateway and/or the
wireless service provider to determine whether the wireless
wide area networking interface is associated with the service
agreement.

10. The method of claim 1, wherein the wireless service
provider provides both landline network access and WWAN
access, and the gateway is connected to both, and the method
further comprises coordinating, by the gateway, wired and
wireless access in accordance with one or more features of
the service agreement.

11. The method of claim 1, further comprising rendering,
by the gateway, to a display, wireless-service-provider cus-
tomizable indicia including wireless service provider infor-
mation and a wireless service provider logo.

12. The method of claim 1, further comprising download-
ing, upon initialization of the wireless service provider’s
wireless wide area networking interface, one or more cus-
tomized components and/or indicia from the wireless service
provider.

13. The method of claim 1, wherein the wireless wide area
networking interface is not associated with a specific wire-
less service provider, but is capable of accessing one or more
wireless wide area networks of one or more wireless service
providers, and the method further comprises facilitating a
user, by the gateway, in selecting one of the one or more
capable-of-access wireless wide area networks for access.

14. The method of claim 1, wherein the gateway has a
plurality of wireless wide area networking interfaces, and
the method further comprises determining whether each of
the interfaces is associated with a service agreement and, for
each interface determined to be associated with a service
agreement operating each interface in accordance with the
determined service agreement.

15. A gateway comprising:

a local area networking interface adapted to receive data
from, and transmit data to first one or more devices of
a local area network;

a wireless wide area networking interface adapted to
conditionally receive data from, and conditionally
transmit data to second one or more devices of a
wireless wide area network; and

logic coupled to the wireless wide area networking inter-
face and adapted to

establish a connection between the gateway and the
wireless wide area network,

determine whether the wireless wide area networking
interface is associated with a service agreement of a
wireless service provider providing for use of the
gateway, and

operate the wireless wide area networking interface to

receive data from and transmit data to the wireless

wide area network on behalf of the one or more

devices of the local area network if the wireless wide

area networking interface is determined to be asso-

ciated with a service agreement, the operating being

in accordance with the associated service agreement.

16. The gateway of claim 15, wherein the logic is adapted

to operate in accordance with the associated service agree-

ment, and said operate comprises operating in accordance

with (1) one or more features of the service agreement
and/or (2) a wireless service provider policy.
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17. The gateway of claim 15, wherein the logic is further
adapted to prevent or restrictively operate the wireless wide
area networking interface to receive data from and transmit
data to the wireless wide area network on behalf of the one
or more devices of the local area network if the wireless
wide area networking interface is determined to be not
associated with a service agreement of a wireless service
provider.

18. The gateway of claim 15, wherein the service agree-
ment comprises one or more restrictions on wireless wide
area network access, including at least one of a limitation on
a number of simultaneous WiFi or Ethernet LAN connec-
tions of the gateway, a restriction associated with data ports,
a quality of service, a throughput limitation, a data transfer
rate limitation, a port-forwarding limitation, or an on-board
VPN limitation.

19. The gateway of claim 15, wherein the logic is further
adapted to facilitate a a user of one of the devices of the local
area network in altering at least one of one or more features
of the service agreement to allow the gateway to operate the
wireless wide area networking interface to provide more or
less wireless wide area network access.

20. The gateway of claim 15, wherein said determine
comprises inquire of a server whether an 1P address or an
APN assigned by the wireless service provider to the wire-
less wide area networking interface belongs to a wireless
wide area networking interface associated with the service
agreement.

21. The gateway of claim 15, wherein said determine
comprises determine a SIM, a MIN, or an SSID associated
with the wireless wide area network connection and inquire
of a server associated with the gateway and/or the wireless
service provider to determine whether the wireless wide area
networking interface is associated with the service agree-
ment.

22. The gateway of claim 15, wherein the logic is further
adapted to render, to a display, wireless-service-provider
customizable indicia including wireless service provider
information and a wireless service provider logo.

23. The gateway of claim 15, wherein the logic is further
adapted to download, upon initialization of the wireless
service provider’s wireless wide area networking interface,
one or more customized components and/or indicia from the
wireless service provider.

24. An article of manufacture comprising:

a storage medium; and

a plurality of programming instructions stored on the
storage medium and configured to program a gateway
to

establish a connection between the gateway and a
wireless wide area network, wherein the gateway has
a wireless wide area networking interface adapted to
receive data from and transmit data to the wireless
wide area network on behalf of a plurality of devices
of a local area network,

determine whether the wireless wide area networking
interface is associated with a service agreement of a
wireless service provider providing for use of the
gateway, and

operate the wireless wide area networking interface to
receive data from and transmit data to the wireless
wide area network on behalf of the plurality of
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devices of the local area network if the wireless wide
area networking interface is determined to be asso-
ciated with a service agreement, the operating being
in accordance with the associated service agreement.

25. The article of claim 24, wherein the plurality of
programming instructions is further configured to program
the gateway to operate in accordance with the associated
service agreement, and operating in accordance with the
service agreement comprises operating in accordance with
(1) one or more features of the service agreement and/or (2)
a wireless service provider policy.

26. The article of claim 24, wherein the plurality of
programming instructions is further configured to program
the gateway to prevent or restrictively operate the wireless
wide area networking interface to receive data from and
transmit data to the wireless wide area network on behalf of
the plurality of devices of the local area network if the
wireless wide area networking interface is determined to be
not associated with a service agreement of a wireless service
provider.

27. The article of claim 24, wherein the service agreement
comprises one or more restrictions on wireless wide area
network access, including at least one of a limitation on a
number of simultaneous WiFi or Ethernet LAN connections
of the gateway, a restriction associated with data ports, a

Page 27 of 27

10

May 10, 2007

quality of service, a throughput limitation, a data transfer
rate limitation, a port-forwarding limitation, or an on-board
VPN limitation.

28. The article of claim 24, wherein the plurality of
programming instructions is further configured to program
the gateway to facilitate a user of one of the devices of the
local area network in altering at least one of the one or more
features of the service agreement to allow the gateway to
operate the wireless wide area networking interface to
provide more or less wireless wide area network access.

29. The article of claim 24, wherein said determine
comprises inquire of a server whether an 1P address or an
APN assigned by the wireless service provider to the wire-
less wide area networking interface belongs to a wireless
wide area networking interface associated with the service
agreement.

30. The article of claim 24, wherein said determine
comprises determine a SIM, a MIN, or an SSID associated
with the wireless wide area network connection and inquire
of a server associated with the gateway and/or the wireless
service provider to determine whether the wireless wide area
networking interface is associated with the service agree-
ment.





