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RESPONSE TIME AND RESOURCE 
CONSUMPTION MANAGEMENT INA 

DISTRIBUTED NETWORKENVIRONMENT 

0001 CROSS-REFERENCE TO RELATED APPLICA 
TIONS 

0002 The application is also based upon and claims the 
benefit under 35 U.S.C. S 119 of U.S. provisional patent 
application Serial No. 60/425,164, filed Nov. 8, 2002, which 
is hereby incorporated by reference. 

BACKGROUND 

0.003 Computer and telecommunication networks have 
shifted toward a predominantly distributed model, and have 
grown Steadily in size, power and complexity. This growth 
has been accompanied by a corresponding increase in 
demands placed on information technology to increase 
enterprise-level productivity, operations and customer/user 
Support. To achieve interoperability in increasingly complex 
network systems, TCP/IP and other standardized communi 
cation protocols have been aggressively deployed. Although 
many of these protocols have been effective at achieving 
interoperability, their widespread deployment has not been 
accompanied by a correspondingly aggressive development 
of management Solutions for networks using these protocols. 
0004 Indeed, conventional computer networks provide 

little in the way of Solutions for managing network 
resources, and instead typically provide what is known as 
“best efforts' service to all network traffic. Best efforts 
Service is the default behavior of TCP/IP networks, in which 
network nodes Simply drop packets indiscriminately when 
faced with excessive network congestion. With best efforts 
Service, no mechanism is provided to avoid the congestion 
that leads to dropped packets, and network traffic is not 
categorized to ensure reliable delivery of more important 
data. Also, users are not provided with information about 
network conditions or underperforming resources. This lack 
of management frequently results in repeated, unsuccessful 
network requests, user frustration and diminished produc 
tivity. 

0005 Problems associated with managing network 
resources are intensified by the dramatic increase in the 
demand for these resources. New applications for use in 
distributed networking environments are being developed at 
a rapid pace. These applications have widely varying per 
formance requirements. Multimedia applications, for 
example, have a very high Sensitivity to jitter, loSS and delay. 
By contrast, other types of applications can tolerate signifi 
cant lapses in network performance. Many applications, 
particularly continuous media applications, have very high 
bandwidth requirements, while others have bandwidth 
requirements that are comparatively modest. A further prob 
lem is that many bandwidth-intensive applications are used 
for recreation or other low priority taskS. 
0006. In the absence of effective management tools, the 
result of this increased and varied competition for network 
resources is congestion, application unpredictability, user 
frustration and loss of productivity. When networks are 
unable to distinguish unimportant tasks or requests from 
those that are mission critical, network resources are often 
used in ways that are inconsistent with business objectives. 
Bandwidth may be wasted or consumed by low priority 
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taskS. Customers may experience unsatisfactory network 
performance as a result of internal users placing a high load 
on the network. 

0007 Various solutions have been employed, with lim 
ited Success, to address these network management prob 
lems. For example, to alleviate congestion, network man 
agers often add more bandwidth to congested linkS. This 
Solution is expensive and can be temporary-network usage 
tends to Shift and grow Such that the provisioned link Soon 
becomes congested again. This often happens where the 
underlying cause of the congestion is not addressed. Usually, 
it is desirable to intelligently manage existing resources, as 
opposed to “over-provisioning, i.e. Simply providing more 
resources to reduce Scarcity. 
0008 Abroad, conceptual class of management solutions 
may be thought of as attempts to increase “awareness” in a 
distributed networking environment. The concept is that 
where the network is more aware of applications or other 
tasks running on networked devices, and Vice versa, then 
StepS can be taken to make more efficient use of network 
resources. For example, if network management Software 
becomes aware that a particular user is running a low 
priority application, then the Software could block or limit 
that user's access to network resources. If management 
Software becomes aware that the network population at a 
given instance includes a high percentage of Outside cus 
tomers, bandwidth preferences and priorities could be modi 
fied to ensure that the customerS had a positive experience 
with the network. In the abstract, increasing application and 
network awareness is a desirable goal, however application 
vendors largely ignore these considerations and tend to 
focus not on network infrastructure, but rather on enhancing 
application functionality. 
0009. Some management solutions have been proposed 
which contemplate interactions with the layered protocol 
Stack used by a distributed device in network communica 
tions. A widely-implemented example of Such a layered 
stack is the OSI reference model, depicted in FIG. 1. The 
layers of the OSI model are: application (layer 7), presen 
tation (layer 6), Session (layer 5), transport (layer 4), net 
work (layer 3), data link (layer 2) and physical (layer 1). 
Another model forms the basis for the TCP/IP protocol suite. 
Its layers are application, transport, network, data link and 
hardware, as also depicted in FIG. 1. The TCP/IP layers 
correspond in function to the OSI layers, but without a 
presentation or Session layer. In both models, data is pro 
cessed and changes form as it is Sequentially passed between 
the layers. 
0010 Prior management solutions have been proposed in 
which data flows are monitored at the transport layer and 
below. For example, a common multi-parameter classifier is 
the well known “five-tuple” consisting of (IPsource address, 
IP destination address, IP protocol, TCP/UDP source port 
and TCP/UDP destination port). These parameters are all 
obtained at the transport and network layers of the models. 
Because these methods do not operate at any point higher 
than the transport layer, they cannot leverage the data 
available at the higher layers. The conventional Systems are 
thus limited in their ability to make the network more 
application-aware and Vice versa. 
0011. In addition, the known systems for managing net 
work resources do not effectively address the problem of 
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bandwidth management. Bandwidth is often consumed by 
low priority tasks at the expense of business critical appli 
cations. In Systems that do provide for priority based band 
width allocations, the bandwidth allocations are Static and 
are not adjusted dynamically in response to changing net 
work conditions. 

0012 Furthermore, existing technologies typically do not 
provide effective monitoring or measurement of transaction 
response times. User perceptions of network performance 
are heavily influenced by response times, yet existing tech 
nologies typically do not measure actual response times 
experienced by network users. Instead, as in the examples 
discussed, above, management Software typically is 
deployed at low layers within the protocol Stack. At these 
lower layers, it is often impossible to determine which 
network tasks and processes are associated with a particular 
network transaction. In other prior Systems, response times 
are estimated using Synthetic or Simulated transactions. In 
either case, the prior Systems commonly do not provide 
accurate measurements of the response time for actual user 
transactions. In addition, existing Systems typically are not 
able to correlate transaction response times with the amount 
of network resources (e.g., bandwidth) consumed to perform 
the transaction. 

0013. One response time solution that suffers from sev 
eral of these problems involves measuring the time required 
to receive Layer 4 packet acknowledgments from an indi 
vidual target. Specifically, Some products estimate response 
times by measuring the time elapsed between initiating a 
client transaction and receiving a packet acknowledgment 
from one of the targets involved in the transaction. One 
problem with this is that the actual response time is not 
measured, Since the packet acknowledgment typically 
arrives well before the actual requested data is Supplied from 
the target. The timing of the acknowledgment is used to infer 
the overall response time. Also, client transactions routinely 
involve multiple targets, Such that the acknowledgement 
Speed of one individual target SayS Virtually nothing about 
the response time for the overall transaction. At best, the 
timing of packet acknowledgments can be used to obtain a 
rough estimate of response times experienced by the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.014 FIG. 1 is a conceptual depiction of the OSI and 
TCP/IP layered protocol models. 
0015 FIG. 2 is a view of a distributed network system in 
which the software, systems and methods described herein 
may be deployed. 
0016 FIG. 3 is a schematic view of a computing device 
that may be deployed in the distributed network system of 
FIG. 2. 

0017 FIG. 4 is a block diagram view depicting exem 
plary agent modules and control modules that may be used 
to manage resources in a distributed network Such as that 
depicted in FIG. 2. 
0.018 FIG. 5 is a block diagram view depicting various 
exemplary components that may employed in connection 
with the described Software, Systems and methods. 
0.019 FIG. 6 is a block diagram depicting an exemplary 
deployment of an agent module in relation to a layered 
protocol Stack of a computing device. 
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0020 FIG. 7 is a block diagram depicting another exem 
plary deployment of an agent module in relation to a layered 
protocol Stack of a computing device. 
0021 FIG. 8 is a block diagram depicting yet another 
exemplary deployment of an agent module in relation to a 
layered protocol Stack of a computing device. 
0022 FIG. 9 is a flowchart depicting a method for 
allocating bandwidth among a plurality of computers. 
0023 FIG. 10 is a flowchart depicting another method 
for allocating bandwidth among a plurality of computers. 
0024 FIG. 11 is a flowchart depicting yet another 
method for allocating bandwidth among a plurality of com 
puters. 

0025 FIG. 12 is a flowchart depicting yet another 
method for allocating bandwidth among a plurality of com 
puters. 

0026 FIG. 13 schematically depicts an exemplary agent 
module and associated distributed computing device accord 
ing to the present description, including components con 
figured to measure transaction response times and band 
width consumption. 
0027 FIG. 14 is a flowchart depicting an exemplary 
method of monitoring network response times and correlat 
ing response times with transaction bandwidth consumption. 

DETAILED DESCRIPTION 

0028. The present description provides a system and 
method for managing network resources in a distributed 
networking environment, such as distributed network 10 
depicted in FIG. 2. The software, system and methods 
increase productivity and customer/user Satisfaction, mini 
mize frustration associated with using the network, and 
ultimately ensure that network resources are used in a way 
consistent with underlying busineSS or other objectives. 
0029. The systems and methods may employ two main 
Software components, an agent and a control module, also 
referred to as a control point. The agents and control points 
may be deployed throughout distributed network 10, and 
may interact with each other to manage network resources. 
A plurality of agents may be deployed to intelligently couple 
clients, Servers and other computing devices to the under 
lying network. The deployed agents monitor, analyze and act 
upon network events relating to the networked devices with 
which they are associated. The agents typically are centrally 
coordinated and/or controlled by one or more control points. 
The agents and control points may interact to control and 
monitor network events, track operational and congestion 
Status of network resources, Select optimum targets for 
network requests, dynamically manage bandwidth usage, 
and share information about network conditions with cus 
tomers, users and IT perSonnel. 
0030 AS indicated, distributed network 10 may include a 
local network 12 and a plurality of remote networks 14 
linked by a public network 16 Such as the Internet. The local 
network and remote networks may be connected to the 
public network with network infrastructure devices Such as 
routers 18. 

0031 Local network 12 typically includes servers 20 and 
client devices Such as client computerS 22 interconnected by 
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network link 24. Additionally, local network 12 may include 
any number and variety of devices, including file Servers, 
applications servers, mail servers, WWW servers, databases, 
client computers, remote acceSS devices, Storage devices, 
printers and network infrastructure devices Such as routers, 
bridges, gateways, Switches, hubs and repeaters. Remote 
networkS 14 may similarly include any number and variety 
of networked devices. 

0.032 Indeed, virtually any type of computing device 
may be connected to the networks depicted in FIG. 2, 
including general purpose computers, laptop computers, 
handheld computers, wireleSS computing devices, mobile 
telephones, pagers, pervasive computing devices and Vari 
ous other specialty devices. Typically, many of the con 
nected devices are general purpose computers which have at 
least some of the elements shown in FIG.3, a block diagram 
depiction of a computer system 40. Computer system 40 
includes a processor 42 that processes digital data. The 
processor may be a complex instruction Set computing 
(CISC) microprocessor, a reduced instruction set computing 
(RISC) microprocessor, a very long instruction word 
(VLIW) microprocessor, a processor implementing a com 
bination of instruction Sets, a microcontroller, or virtually 
any other processor/controller device. The processor may be 
a single device or a plurality of devices. 

0033 Referring still to FIG. 3, it will be noted that 
processor 42 is coupled to a bus 44 which transmits signals 
between the processor and other components in the com 
puter System. Those skilled in the art will appreciate that the 
bus may be a single bus or a plurality of buses. A memory 
46 is coupled to bus 44 and comprises a random access 
memory (RAM) device 47 (referred to as main memory) that 
Stores information or other intermediate data during execu 
tion by processor 42. Memory 46 also includes a read only 
memory (ROM) and/or other static storage device 48 
coupled to the bus that Stores information and instructions 
for processor 42. A basic input/output system (BIOS) 49, 
containing the basic routines that help to transfer informa 
tion between elements of the computer System, Such as 
during start-up, is stored in ROM 48. A data storage device 
50 also is coupled to bus 44 and stores information and 
instructions. The data Storage device may be a hard disk 
drive, a floppy disk drive, a CD-ROM device, a flash 
memory device or any other mass Storage device. In the 
depicted computer System, a network interface 52 also is 
coupled to bus 44. The network interface operates to connect 
the computer System to a network (not shown). 
0034 Computer system 40 may also include a display 
device controller 54 coupled to bus 44. The display device 
controller allows coupling of a display device to the com 
puter System and operates to interface the display device to 
the computer system. The display device controller 54 may 
be, for example, a monochrome display adapter (MDA) 
card, a color graphics adapter (CGA) card, or other display 
device controller. The display device (not shown) may be a 
television Set, a computer monitor, a flat panel display or 
other display device. The display device receives informa 
tion and data from processor 42 through display device 
controller 54 and displays the information and data to the 
user of computer system 40. 

0.035 An input device 56, including alphanumeric and 
other keys, typically is coupled to bus 44 for communicating 
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information and command Selections to processor 42. Alter 
natively, input device 56 is not directly coupled to bus 44, 
but interfaces with the computer System via infra-red coded 
Signals transmitted from the input device to an infra-red 
receiver in the computer System (not shown). The input 
device may also be a remote control unit having keys that 
Select characters or command Selections on the display 
device. 

0036) The various computing devices coupled to the 
networks of FIG. 2 typically communicate with each other 
acroSS network links using communications Software 
employing various communications protocols. The commu 
nications Software for each networked device typically con 
Sists of a number of protocol layers, through which data is 
Sequentially transferred as it is exchanged between devices 
across a network link. FIG. 1 respectively depicts the OSI 
layered protocol model and a layered model based on the 
TCP/IP suite of protocols. These two models dominate the 
field of network communications Software. AS Seen in the 
figure, the OSI model has Seven layers, including an appli 
cation layer, a presentation layer, a Session layer, a transport 
layer, a network layer, a data link layer and a physical layer. 
The TCP/IP-based model includes an application layer, a 
transport layer, a network layer, a data link layer and a 
physical layer. 
0037 Each layer in the models plays a different role in 
network communications. Conceptually, all of the protocol 
layerS define and lie within a data transmission path that is 
"between an application program running on the particular 
networked device and the network link, with the application 
layer being closest to the application program. When data is 
transferred from an application program running on one 
computer acroSS the network to an application program 
running on another computer, the data is transferred down 
through the protocol layers of the first computer, acroSS the 
network link, and then up through the protocol layers on the 
Second computer. 
0038. In both of the depicted models, the application 
layer is responsible for interacting with an operating System 
of the networked device and for providing a window for 
application programs running on the device to access the 
network. The transport layer is responsible for providing 
reliable, end-to-end data transmission between two end 
points on a network, Such as between a client device and a 
server computer, or between a web server and a DNS server. 
Depending on the particular transport protocol, transport 
functionality may be realized using either connection-ori 
ented or connectionless data transfer. The network layer 
typically is not concerned with end-to-end delivery, but 
rather with forwarding and routing data to and from nodes 
between endpoints. The layers below the transport and 
network layers perform other functions, with the lowest 
levels addressing the physical and electrical issueS of trans 
mitting raw bits acroSS a network link. 
0039 The systems and methods described herein are 
applicable to a wide variety of network environments 
employing communications protocols adhering to either of 
the layered models depicted in FIG. 1, or to any other 
layered model. Furthermore, the Systems and methods are 
applicable to any type of network topology, and to networks 
using both physical and wireleSS connections. 
0040. The present description provides Software, systems 
and methods for managing the resources of an enterprise 
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network, such as that depicted in FIG. 2. This may be 
accomplished using two interacting Software components, 
an agent and a control point, both of which may be adapted 
to run on, or be associated with, computing devices Such as 
the computing device described with reference to FIG. 3. As 
seen in FIG. 4, a plurality of agents 70 and one or more 
control points 72 may be deployed throughout distributed 
network 74 by loading the agent and control point Software 
modules on networked computing devices Such as clients 22 
and Server 20. AS will be discussed in detail, the agents and 
control points may be adapted and configured to enforce 
System policies, to monitor and analyze network events, and 
take appropriate action based on these events, to provide 
valuable information to users of the network; and ultimately 
to ensure that network resources are efficiently used in a 
manner consistent with underlying business or other goals. 
0041. The described software, systems and methods may 
be configured with a configuration utility or other like 
Software component. Typically, this component is a plat 
form-independent application that provides a graphical user 
interface for centrally managing configuration information 
for the control points and agents. In addition, the configu 
ration utility may be adapted to communicate and interface 
with other management Systems, including management 
platforms Supplied by other vendors. 
0.042 AS indicated in FIG. 4, each control point 72 
typically is associated with multiple agents 70, and the 
asSociated agents are referred to as being within a domain 76 
of the particular control point. The control points coordinate 
and control the activity of the distributed agents within their 
domains. In addition, the control points may monitor the 
Status of network resources, and share this information with 
management and Support Systems and with the agents. 
0043 Control points 72 and agents 70 may be flexibly 
deployed in a variety of configurations. For example, each 
agent may be associated with a primary control point and 
one or more backup control points that will assume primary 
control if necessary. Such a configuration is illustrated in 
FIG. 4, where control points 72 within the dashed lines 
function as primary connections, with the control point 
asSociated with Server device 20 functioning as a backup 
connection for all of the depicted agents. In addition, the 
described exemplary Systems may be configured So that one 
control point coordinates and controls the activity of a Single 
domain, or of multiple domains. Alternatively, one domain 
may be controlled and coordinated by the cooperative activ 
ity of multiple control points. In addition, agents may be 
configured to have embedded control point functionality, 
and may therefore operate without an associated control 
point entity. 
0044) Typically, the agents monitor network resources 
and the activity of the device with which they are associated, 
and communicate this information to the control points. In 
response to monitored network conditions and data reported 
by agents, the control points may alter the behavior of 
particular agents in order to provide the desired network 
Services. The control points and agents may be loaded on a 
wide variety of devices, including general purpose comput 
ers, Servers, routers, hubs, palm computers, pagers, cellular 
telephones, and virtually any other networked device having 
a processor and memory. Agents and control points may 
reside on Separate devices, or Simultaneously on the same 
device. 
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004.5 FIG. 5 illustrates an example of the way in which 
the various components of the described Software, Systems 
and methods may be physically interconnected with a net 
work link 90. The components are all connected to network 
link 90 by means of layered communications protocol 
Software 92. The components communicate with each other 
via the communications Software and network link. AS will 
be appreciated by those skilled in the art, network link 90 
may be a physical or wireleSS connection, or a Series of links 
including physical and wireleSS Segments. More specifically, 
the depicted System includes an agent 70 associated with a 
client computing device 22, including an application pro 
gram 98. Another agent is associated with Server computing 
device 20. The agents monitor the activity of their associated 
computing devices and communicate with control point 72. 
Configuration utility 106 communicates with all of the other 
components, and with other management Systems, to con 
figure the operation of the various components and monitor 
the status of the network. 

0046) The system policies that define how network 
resources are to be used may be centrally defined and 
tailored to most efficiently achieve underlying goals. 
Defined policies are accessed by the control points, which in 
turn communicate various elements and parameters associ 
ated with the policies to the agents within their domain. At 
a very basic level, a policy contains rules about how network 
resources are to be used, with the rules containing conditions 
and actions to be taken when the conditions are Satisfied. The 
agents and control points monitor the network and devices 
connected to the network to determine when various rules 
apply and whether the conditions accompanying those rules 
are Satisfied. Once the agents and/or control points deter 
mine that action is required, they take the necessary action(s) 
to enforce the System policies. 

0047 For example, successful businesses often strive to 
provide excellent customer Services. This underlying busi 
neSS goal can be translated into many different policies 
defining how network resources are to be used. One example 
of Such a policy would be to prevent or limit access to 
non-busineSS critical applications when performance of 
business critical applications is degraded beyond a threshold 
point. Another example would be to use QoS techniques to 
provide a guaranteed or high level of Service to e-commerce 
applications. Yet another example would be to dynamically 
increase the network bandwidth allocated to a networked 
computer whenever it is accessed by a customer. Also, 
bandwidth for various applications might be restricted dur 
ing times when there is heavy use of network resources by 
CuStOmerS. 

0048 Control points 72 would access these policies and 
provide policy data to agents 70. Agents 70 and control 
points 72 would communicate with each other and monitor 
the network to determine how many customers were acceSS 
ing the network, what computers the customer(s) were 
accessing, and what applications were being accessed by the 
customers. Once the triggering conditions were detected, the 
agents and control points would interact to re-allocate band 
width, provide Specified Service levels, block or restrict 
various non-customer activities, etc. 

0049 Another example of policy-based management 
would be to define an optimum specification of network 
resources or Service levels for particular types of network 
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tasks. The particular policies would direct the management 
entities to determine whether the particular task was per 
mitted, and if permitted, the management entities would 
interact to ensure that the desired level of resources was 
provided to accomplish the task. If the optimum resources 
were not available, the applicable policies could further 
Specify that the requested task be blocked, and that the 
requesting user be provided with an informative message 
detailing the reason why the request was denied. Alterna 
tively, the policies could specify that the user be provided 
with various options, Such as proceeding with the requested 
task, but with Sub-optimal resources, or waiting to perform 
the task until a later time. 

0050 For example, continuous media applications such 
as IP telephony have certain bandwidth requirements for 
optimum performance, and are particularly Sensitive to 
network jitter and delay. Policies could be written to specify 
a desired level of Service, including bandwidth requirements 
and threshold levels for jitter and delay, for client computers 
attempting to run IP telephony applications. The policies 
would further direct the agents and control modules to 
attempt to provide the Specified level of Service. Security 
checking could also be included to ensure that the particular 
user or client computer was permitted to run the application. 
In the event that the specified service level could not be 
provided, the requesting user could be provided with a 
message indicating that the resources for the request were 
not available. The user could also be offered various options, 
including proceeding with a Sub-optimal level of Service, 
placing a conventional telephone call, waiting to perform the 
task until a later time, etc. 

0051. The Software, systems and methods of the present 
description may be used to implement a wide variety of 
System policies. The policy rules and conditions may be 
based on any number of parameters, including IP Source 
address, IP destination address, Source port, destination port, 
protocol, application identity, user identity, device identity, 
URL, available device bandwidth, application profile, server 
profile, gateway identity, router identity, time-of-day, net 
work congestion, network load, network population, avail 
able domain bandwidth and resource Status, to name but a 
partial list. The actions taken when the policy conditions are 
Satisfied can include blocking network access, adjusting 
Service levels and/or bandwidth allocations for networked 
devices, blocking requests to particular URLS, diverting 
network requests away from Overloaded or underperforming 
resources, redirecting network requests to alternate 
resources and gathering network Statistics. 

0.052 Some of the parameters listed above may be 
thought of as "client parameters,” because they are normally 
evaluated by an agent monitoring a Single networked client 
device. These include IP source address, IP destination 
address, Source port, destination port, protocol, application 
identity, user identity, available device bandwidth and URL. 
Other parameters, Such as application profile, Server profile, 
gateway identity, router identity, time-of-day, network con 
gestion, networkload, network population, available domain 
bandwidth and resource Status may be though of as “system 
parameters' because they pertain to shared resources, aggre 
gate network conditions or require evaluation of data from 
multiple agent modules. Despite this, there is not a precise 
distinction between client parameters and System param 
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eters. Certain parameters, Such as time-of-day, may be 
considered either a client parameter or a System parameter, 
or both. 

0053 Policy-based network management, QoS imple 
mentation, and the other functions of the agents and control 
points depend on obtaining real-time information about the 
network. As will be discussed, certain described embodi 
ments and implementations provide improvements over 
known policy-based QoS management Solutions because of 
the enhanced ability to obtain detailed information about 
network conditions and the activity of networked devices. 
Many of the policy parameters and conditions discussed 
above are accessible due to the particular way the agent 
module embodiments may be coupled to the communica 
tions Software of their associated devices. Also, as the above 
examples Suggest, managing bandwidth and ensuring its 
availability for core applications is an increasingly important 
consideration in managing networkS. Certain embodiments 
described herein provide for improved dynamic allocation of 
bandwidth and control of resource consumption in response 
to changing network conditions. 
0054 The ability of the systems described herein to 
flexibly deploy policy-based, QoS management Solutions 
based on detailed information about network conditions has 
a number of significant benefits. These benefits include 
reducing frustration associated with using the network, 
reducing help calls to IT perSonnel, increasing productivity, 
lowering business costs associated with managing and main 
taining enterprise networks, and increased customer/user 
loyalty and satisfaction. Ultimately, the Systems and meth 
ods ensure that network resources are used in a way that is 
consistent with underlying goals and objectives. 
0055 Referring now to FIGS. 6-8, illustrative embodi 
ments of the agent module will be more particularly 
described. The agent modules may monitor the Status and 
activities of its associated client, Server, pervasive comput 
ing device or other computing device; communicate this 
information to one or more control points; enforce System 
policies under the direction of the control points, and 
provide messages to network users and administrators con 
cerning network conditions. FIGS. 6-8 are conceptual depic 
tions of networked computing devices, and Show how the 
agent Software may be associated with the networked 
devices relative to layered protocol Software used by the 
devices for network communication. 

0056. As seen in FIG. 6, agent 70 is interposed between 
application program 122 and a communications protocol 
layer for providing end-to-end data transmission, Such as 
transport layer 124 of communications protocol Stack 92. 
Typically, the agent modules described herein may be used 
with network devices that employ layered communications 
Software adhering to either the OSI or TCP/IP-based proto 
col models. Thus, agent 70 is depicted as “interposed,” i.e. 
in a data path, between an application program and a 
transport protocol layer. However, it will be appreciated by 
those skilled in the art that the various agent module 
embodiments may be used with protocol Software not adher 
ing to either the OSI or TCP/IP models, but that nonetheless 
includes a protocol layer providing transport functionality, 
i.e. providing for end-to-end data transmission. 
0057 Because of the depicted position within the data 
path, agent 70 is able to monitor network traffic and obtain 
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information that is not available by hooking into transport 
layer 124 or the layers below the transport layer. At the 
higher layers, the available data is richer and more detailed. 
Hooking into the Stack at higher layerS allows the network 
to become more “application-aware” than is possible when 
monitoring occurs at the transport and lower layers. 

0.058. The agent modules may be interposed at a variety 
of points between application program 122 and transport 
layer 124. Specifically, as shown in FIGS. 7 and 8, agent 70 
may be associated with a client computer So that it is 
adjacent an application programming interface (API) 
adapted to provide a Standardized interface for application 
program 122 to access a local operating System (not shown) 
and communications stack 92. In FIG. 7, agent 70 is 
adjacent a winsock API 128 and interposed between appli 
cation program 122 and the winsock interface. FIG. 8 shows 
an alternate configuration, in which agent 70 again hooks 
into a socket object, such as API 128, but downstream of the 
Socket interface (i.e., between the Socket interface and the 
network). With either configuration, the agent is interposed 
between the application layer and transport layer 124 of 
communications Stack 92, and is adapted to directly monitor 
data received by or Sent from the winsock interface. 
0059) As shown in FIG. 8, agent 70 may be configured 
to hook into lower layers of communications stack 92. This 
allows the agent to accurately monitor network traffic Vol 
umes by providing a correction mechanism to account for 
data compression or encryption occurring at protocol layers 
below transport layer 124. For example, if compression or 
encryption occurs within transport layer 124, monitoring at 
a point above the transport layer would yield an inaccurate 
measure of the network traffic associated with the computing 
device. Hooking into lower layers with agent 70 allows 
network traffic to be accurately measured in the event that 
compression, encryption or other data processing that quali 
tatively or quantitatively affects network traffic occurs at 
lower protocol layers. 

0060. The agent modules of the present description may 
include various components for performing various func 
tions. For example, the agent module may include a redi 
rector module adapted to intercept winsock API calls made 
by applications running on networked devices, Such as the 
client computers depicted in FIGS. 2 and 3. After intercep 
tion, the redirector module may hand the calls to one or more 
other agent components for processing. AS discussed with 
reference to FIGS. 6-8, the redirection mechanism typically 
is positioned So as to allow the agent to conduct monitoring 
at a data transmission point between an application program 
running on the device and the transport layer of the com 
munications Stack. Depending on the configuration of the 
agent and control point, the intercepted winsock calls may 
be rejected, changed, or transparently passed on through the 
network stack by agent 70. 

0061 The agent typically also includes one or more 
components adapted to control network traffic associated 
with the distributed computing device on which the agent is 
running. This component(s) may be configured to imple 
ment QoS and System policies and assist in monitoring 
network conditions. QoS techniques may be implemented, 
for example, by controlling the network traffic flow between 
applications running on the agent device and the network 
link. The traffic flow may be controlled to deliver a specified 
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network Service level, which may include specifications of 
bandwidth, data throughput, jitter, delay and data loSS. 

0062) To provide the specified network service level, the 
traffic control components of the agent module may main 
tain a queue or plurality of queues. When data is Sent from 
the distributed device (e.g., a client computer) out to the 
network, or from the network to the distributed device, that 
data may be intercepted by the agent module, as discussed 
above, and placed into an appropriate queue. The control 
points may be configured to periodically provide traffic 
control commands, which may include the QoS parameters 
and Service Specifications discussed above. In response, the 
agent module controls the passing of data into, through or 
out of the queues in order to provide the Specified Service 
level. 

0063 More specifically, the outgoing traffic rate may be 
controlled using a plurality of priority-based transmission 
queues. When an application or process is invoked by a 
computing device with which agent 70 is associated, a 
priority level is assigned to the application, based on cen 
trally defined policies and priority data Supplied by the 
control point. Specifically, as will be discussed, the control 
points maintain user profiles, applications profiles and net 
work resource profiles. These profiles include priority data 
which is provided to the agents. 
0064. The transmission queues may be configured to 
release data for transmission to the network at regular 
intervals. Using parameterS Specified in traffic control com 
mands issued by a control point, the traffic control mecha 
nism of the agent module calculates how much data can be 
released from the transmission queues in a particular inter 
val. For example, if the specified average traffic rate is 100 
KbpS and the queue release interval is 1 mS, then the total 
amount of data that the queues can release in a given interval 
is 100 bits. The relative priorities of the queues containing 
data to be transmitted determine how much of the allotment 
may be released by each individual queue. For example, 
assuming there are only two queues, Q1 and Q2, that have 
data queued for transmission, Q1 will be permitted to 
transmit 66.66% of the overall allotted interval release if its 
priority is twice that of Q2. Q2 would only be permitted to 
release 33.33% of the allotment. If their priorities were 
equal, each queue would be permitted to release 50% of the 
interval allotment for forwarding to the network link. 
0065. If waiting data is packaged into units that are larger 
than the amount a given queue is permitted to release, the 
queue may be configured to accumulate “credits for inter 
vals in which it does not release any waiting data. When 
enough credits are accumulated, the waiting message is 
released for forwarding to the network. 
0066 Similarly, to control the rate at which network 
traffic is received, a plurality of receive queues may be 
provided within the agent module. In addition to the meth 
ods discussed above, various other methods may be 
employed to control the rate at which network traffic is sent 
and received by the queues. Also, the behavior of the queues 
may be controlled through various methods to control jitter, 
delay, loSS and response time for network connections. 
0067. The queues may also be configured to detect net 
work conditions Such as congestion and Slow responding 
applications or Servers. For example, for each application, 
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transmitted packets or other data units may be time Stamped 
when passed out of a transmit queue. When corresponding 
packets are received for a particular application, the receive 
and Send times may be compared to detect network conges 
tion and/or slow response times for various target resources. 
This information may be reported to the control points and 
shared with other agents within the domain. The response 
time and other performance information obtained by com 
paring transmit and receive times may also be used to 
compile and maintain Statistics regarding various network 
CSOUCCS. 

0068. Using this detection and reporting mechanism, a 
control point may be configured to reduce network loads by 
instructing the traffic control mechanism of each agent 
module to close low priority Sessions and block additional 
Sessions whenever heavy network congestion is reported by 
one of the agents. Messages may also be provided to each 
user explaining why Sessions are being closed. In addition to 
closing the existing Sessions, the control point may be 
configured to instruct the agents to block any further Ses 
Sions. This action may also be accompanied by a user 
message that is provided in response to attempts to launch a 
new application or network process. When the network load 
is reduced, the control point will Send a message to the 
agents allowing Sessions. 
0069. The agent module may also be configured to aid in 
identifying downed or under-performing network resources. 
When a connection to a target resource fails, the agent 
module may initiate launching of an executable to perform 
a root-cause analysis of the problem. Agent 70 may then 
provide the relevant control point with a message identifying 
the resource and its Status, if possible. 
0070. In addition, when a connection fails, a message 
may be provided to the user, and the user may be provided 
with the option to initiate an autoconnect routine targeting 
the unavailable resource. Enabling autoconnect causes the 
agent to periodically retry the unavailable resource. This 
feature may be disabled, if desired, to allow the control point 
to assume responsibility for determining when the resource 
becomes available again. AS will be later discussed, the 
described System may be configured So that the control 
modules assume responsibility for monitoring unavailable 
resources in order to minimize unnecessary network traffic. 
0071. As discussed below, the agents may also be con 
figured to monitor network conditions and resource usage 
for the purpose of compiling Statistics. An additional func 
tion of the previously described traffic control mechanism is 
to aid in performing these functions by providing informa 
tion to other agent components regarding accessed 
resources, including resource performance and frequency of 
CCCSS. 

0.072 The agent modules of the present disclosure may 
also include a popapp or like component adapted to launch 
various application modules to perform various operations 
and enhance the functioning of the described System. These 
application modules are often relatively Small, and may be 
referred to as popappS. PopappS may be designed to: detect 
and diagnose network conditions Such as downed resources, 
provide Specific messages to users and IT perSonnel regard 
ing errors and network conditions, and interface with other 
information management, reporting or operational Support 
Systems, Such as policy managers, Service level managers, 
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and network and System management platforms. Popapps 
may be customized to add features to existing products, to 
tailor products for Specific customer needs, and to integrate 
the Software, Systems and methods with technology Supplied 
by other vendors. 

0073. In typical implementations, the agent module will 
also include an administrator component adapted to: interact 
with various other agent modules, maintain and provide 
network Statistics, and provide a management interface by 
which the agent may be centrally configured. A central 
configuration utility may, for example, be implemented to 
run on a control point responsible for controlling a number 
of agent devices. The utility would access the agent module 
via the management interface provided by the administrator 
component of the agent module. The administrator compo 
nent may also serve as a repository for local reporting and 
Statistics information to be communicated upstream to one 
or more control points operating within the agent's domain. 
Based on information obtained by other agent modules, the 
administrator component may locally maintain information 
regarding accessed Servers, DNS servers, gateways, routers, 
Switches, applications and other resources. This information 
is communicated upstream on request to the control point, 
and may be used for network planning or to dynamically 
alter the behavior of agents. In addition, the administrator 
component may store System policies and provide policy 
data to various agent components as needed to implement 
and enforce the policies. The administrator component may 
also be adapted to Support interfacing the described Software 
and Systems with Standardized network management proto 
cols and platforms. 

0074 The agent module may further be configured to 
provide address resolving services. A local cache of DNS 
information may be provided, for example, in order to 
locally and efficiently resolve address requests. If the request 
cannot be resolved locally, the request may be Submitted 
upstream to a control point, which resolves the address with 
its own cache, provided the address is in the control point 
cache and the user has permission to access the address. If 
the request cannot be resolved with the control point cache, 
the connected control point Submits the request to a DNS 
server for resolution. If the address is still not resolved at this 
point, the control point Sends a message to the agent, and the 
agent then submits the request directly to its own DNS 
Server for resolution. 

0075. The address-resolving mechanism of the agent 
module may also be adapted to share the content of local 
address requests with upstream control points. This may 
provide System administrators with valuable information 
about network usage, and may be used to create dynamically 
updated lists of popular network targets. Such dynamically 
updated lists may be employed to redirect address resolving 
requests and other network requests to alternate targets, if 
neceSSary. 

0076. In addition to the above components and functions, 
the agent will often be provided with various messaging 
features enabling communication between components of 
the agent (internal communications), and between the agent 
and the one or more control points with which the agent 
interacts (external communications). Unicast or multicast 
addressing Schemes may be employed for the communica 
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tions, and encryption, encoding and/or other methods may 
be employed in connection with the internal and external 
messaging. 
0.077 Referring now to the control points, the control 
point may also be provided with various components and/or 
features to provide various functions. In typical implemen 
tations, one function of the control point is to implement 
policy-based, QoS techniques by coordinating the Service 
level enforcement activities of the agents. AS part of this 
function, a traffic control mechanism of the control point 
dynamically allocates bandwidth among the agents in its 
domain by regularly obtaining allocation data from the 
agents (including data pertaining to past and current con 
Sumption), calculating bandwidth allocations for each agent 
based on this data, and communicating the calculated allo 
cations to the agents for enforcement. For example, control 
point 72 can be configured to recalculate bandwidth alloca 
tions at regular intervals, Such as every five Seconds. During 
each cycle, between re-allocation, the agents restrict band 
width usage by their associated devices (e.g., distributed 
client computers) to the allocated amount and monitor the 
amount of bandwidth actually used. At the end of the cycle, 
each agent reports the bandwidth usage and other allocation 
data to the control point to be used in re-allocating band 
width. 

0078. During re-allocation, the traffic control mechanism 
of the control point divides the total bandwidth available for 
the upcoming cycle among the agents within the domain 
according to the data reported by the agents. The result is a 
configured bandwidth CB particular to each individual 
agent, corresponding to that agent's fair share of the avail 
able bandwidth. The priorities and configured bandwidths 
are a function of System policies, and may be based on a 
wide variety of parameters, including application identity, 
user identity, device identity, Source address, destination 
address, Source port, destination port, protocol, URL, time 
of day, network load, network population, and virtually any 
other parameter concerning network resources that can be 
communicated to, or obtained by the control point. The 
detail and Specificity of client-side parameters that may be 
Supplied to the control point is greatly enhanced by the 
position of agent redirector module 130 relative to the 
layered communications protocol Stack. The high position 
within the stack allows bandwidth allocation and, more 
generally, policy implementation, to be performed based on 
very specific triggering criteria. This may greatly enhance 
the flexibility and power of the described software, systems 
and methods. 

0079 The priority data reported by the agents may 
include priority data associated with multiple application 
programs running on a single networked device. In Such a 
Situation, the associated agent may be configured to report 
an “effective application priority,” which is a function of the 
individual application priorities. For example, if device A 
were running two application programs and device B were 
running a single application program, device A's effective 
application priority would be twice that of device B, assum 
ing that the individual priorities of all three applications 
were the same. The reported priority data for a device 
running multiple application programs may be further 
refined by weighting the reported priority based on the 
relative degree of activity for each application program. 
Thus, in the previous example, if one of the applications 
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running on device A was dormant or idle, the contribution of 
that application to the effective priority of device A would be 
discounted Such that, in the end, device A and device B 
would have nearly the same effective priority. To determine 
effective application priority using this weighted method, 
the relative degree of activity for an application may be 
measured in terms of bandwidth usage, transmitted packets, 
or any other activity-indicating criteria. 
0080. In addition to priority data, each agent may be 
configured to report the amount of bandwidth UB used by its 
asSociated device during the prior period, as discussed 
above. Data is also available for each device's allocated 
bandwidth AB for the previous cycle. The control point may 
compare configured bandwidth CB, allocated bandwidth AB 
or utilized bandwidth UB for each device, or any combina 
tion of those three parameters to determine the allocations 
for the upcoming cycle. To Summarize the three parameters, 
UB is the amount the networked device used in the prior 
cycle, AB is the maximum amount they were allowed to use, 
and CB specifies the device’s “fair share” of available 
bandwidth for the upcoming cycle. 
0081. Both utilized bandwidth UB and allocated band 
width AB may be greater than, equal to, or less than 
configured bandwidth CB. This may happen, for example, 
when there are a number of networked devices using leSS 
than their configured share CB. To efficiently utilize the 
available bandwidth, these unused amounts are allocated to 
devices requesting additional bandwidth, with the result 
being that Some devices are allocated amount AB that 
exceeds their configured fair share CB. Though AB and UB 
may exceed CB, utilized bandwidth UB cannot normally 
exceed allocated bandwidth AB, because the agent traffic 
control module enforces the allocation. 

0082) Any number of processing algorithms may be used 
to compare CB, AB and UB for each agent in order to 
calculate a new allocation, however there are Some general 
principles which are often employed. For example, when 
bandwidth is taken away from devices, it is often desirable 
to first reduce allocations for devices that will be least 
affected by the downward adjustment. Thus, the control 
point may be configured to first reduce allocations of clients 
or other devices where the associated agent reports band 
width usage UB below the allocated amount AB. Presum 
ably, these devices will not be affected if their allocation is 
reduced. Generally, allocations will not be reduced until all 
the unused allocations, or portions of allocations, have been 
reduced. The traffic module may be configured to then 
reduce allocations that are particularly high, or make adjust 
ments according to Some other criteria. 
0083. The traffic control mechanism of the control point 
may also be configured So that when bandwidth becomes 
available, the newly-available bandwidth is provisioned 
according to generalized preferences. For example, the 
traffic module can be configured to provide Surplus band 
width first to agents that have low allocations and that are 
requesting additional bandwidth. After these requests are 
Satisfied, Surplus bandwidth may be apportioned according 
to priorities or other criteria. 
0084 FIGS. 9, 10, 11 and 12 depict examples of various 
methods that may be implemented to dynamically allocate 
bandwidth. These methods may be implemented in connec 
tion with or independently of the Specific exemplary 
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embodiments of agents and control points described above. 
Referring first to FIG. 9, the figure depicts a process by 
which it is determined whether any adjustments to band 
width allocations AB are necessary. Allocated bandwidths 
AB for certain agents are adjusted in at least the following 
circumstances. First, as Seen in Steps S4 and S10, certain 
allocated bandwidths AB are modified if the Sum of all the 
allocated bandwidths ABtotal exceeds the Sum of the con 
figured bandwidths CBtotal. This situation may occur 
where, for Some reason, a certain portion of the total 
bandwidth available to the agents in a previous cycle 
becomes unavailable, perhaps because it has been reserved 
for another purpose. In Such a circumstance, it is important 
to reduce certain allocations AB to prevent the total alloca 
tions from exceeding the total bandwidth available during 
the upcoming cycle. 

0085) Second, if there are any agents for which ABCCB 
and UBs AB, the allocation for those agents is modified, as 
seen in steps S6 and S10. The allocations for any such agent 
typically are increased. In this situation, an agent has an 
allocation AB that is less than their configured bandwidth 
CB, i.e. their existing allocation is less than their fair share 
of the bandwidth that will be available in the upcoming 
cycle. Also, the reported usage UB for the prior cycle is at 
or near the enforced allocation AB, and it can thus be 
assumed that more bandwidth would be consumed by the 
asSociated device if its allocation AB were increased. 

0.086 Third, if there are any agents reporting bandwidth 
usage UB that is less than their allocation AB, as determined 
at Step S8, then the allocation AB for Such an agent is 
reduced for the upcoming period to free up the unused 
bandwidth. Steps S4, S6 and S8 may be performed in any 
Suitable order. Collectively, these three Steps ensure that 
certain bandwidth allocations are modified, i.e. increased or 
reduced, if one or more of the following three conditions are 
true: (1) ABtotald-CBtotal, (2) AB<CB and UBs AB for any 
agent, or (3) UB-AB for any agent. If none of these are true, 
the allocations AB from the prior period typically are not 
adjusted. At step S10, allocations AB are modified as 
necessary. After all necessary modifications are made, the 
control point communicates the new allocations to the 
agents for enforcement during the upcoming cycle. 

0087 FIG. 10 depicts re-allocation of bandwidth to 
ensure that total allocations AB do not exceed the total 
bandwidth available for the upcoming cycle. At step S18, it 
has been determined that the Sum of allocations AB from the 
prior period exceed the available bandwidth for the upcom 
ing period, i.e. ABtotal>CBtotal. In this situation, certain 
allocations AB must be reduced. As seen in steps S20 and 
S22, the method may be implemented so that the first 
allocations that are reduced are those of agents that report 
bandwidth usage levels below their allocated amounts (e.g., 
UB-AB for a particular agent). These agents are not using 
a portion of their allocations, and thus are unaffected or only 
minimally affected when the unused portion of the allocation 
is removed. At step S20, the method includes determining 
whether there are any Such agents. At Step S22, the alloca 
tions AB for Some or all of these agents are reduced. These 
reductions may be gradual, or the entire unused portion of 
the allocation may be removed at once. 
0088. After any and all unused allocation portions have 
been removed, it is possible that further reductions may be 
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required to appropriately reduce the overall allocations 
ABtotal. AS Seen in Step S24, further reductions are taken 
from agents with existing allocations AB that are greater 
than configured bandwidth CB, i.e. AB>CB. In contrast to 
Step S22, where allocations were reduced due to unused 
bandwidth, bandwidth is removed at step S24 from devices 
with existing allocations that exceed the calculated “fair 
share' for the upcoming cycle. AS Seen at Step S26, the 
reductions taken at steps S22 and S24 may be performed 
until the total allocations ABtotal are less than or equal to the 
total available bandwidth CBtotal for the upcoming cycle. 

0089 FIG. 11 depicts a method for increasing the allo 
cation of certain agents. AS discussed with reference to FIG. 
9, where ABCCB and UBs.AB for any agent, the allocation 
AB for Such an agent should be increased. The existence of 
this circumstance has been determined at step S40. To 
provide these agents with additional bandwidth, the alloca 
tions for certain other agents typically need to be reduced. 
Similar to steps S20 and S22 of FIG. 10, unutilized band 
width is first identified and removed (steps S42 and S44). 
Again, the control point may be configured to vary the rate 
at which unused allocation portions are removed. If reported 
data does not reflect unutilized bandwidth, the method may 
include reducing allocations for agents having an allocation 
AB higher than their respective configured share CB, as Seen 
in step S46. The bandwidth recovered in steps S44 and S46 
may then be provided to agents requesting additional band 
width. Any number of methods may be used to provision the 
recovered bandwidth. For example, preference may be given 
to agents reporting the largest discrepancy between their 
allocation AB and their configured share CB. Alternatively, 
preferences may be based on application identity, user 
identity, priority data, other client or System parameters, or 
any other Suitable criteria. 
0090 FIG. 12 depicts a general method for reallocating 
unused bandwidth. At step S60, it has been determined that 
certain allocations AB are not being fully used by the 
respective agents, i.e. UB-AB for at least one agent. At Step 
S62, the allocations AB for these agents are reduced. As with 
the reductions and modifications described with reference to 
FIGS. 9, 10 and 11, the rate of the adjustment may be varied 
through configuration changes to the control point. For 
example, it may be desired that only a fraction of unused 
bandwidth be removed during a single reallocation cycle. 
Alternatively, the entire unused portion may be removed and 
reallocated during the reallocation cycle. 

0091. In step S64 of FIG. 12, the recovered amounts are 
provisioned as necessary. The recovered bandwidth may be 
used to eliminate a discrepancy between the total allocations 
ABtotal and the available bandwidth, as in FIG. 10, or to 
increase allocations of agents who are requesting additional 
bandwidth and have relatively low allocations, as in FIG. 
11. In addition, if there is enough bandwidth recovered, 
allocations may be increased for agents requesting addi 
tional bandwidth, i.e. UBs AB, even where the current 
allocation AB for Such an agent is fairly high, e.g. AB>CB. 
As with the methods depicted in FIGS. 10 and 11, the 
recovered bandwidth may be reallocated using a variety of 
methods and according to any Suitable criteria. 

0092. The rate at which allocation adjustments are made 
may be varied as desired and appropriate to a given Setting. 
For example, assume that a particular distributed device is 

Page 18 of 22



US 2004/0103193 A1 

allocated 64 KBps (AB) and reports usage during the prior 
cycle of 62 KBps (UB). In many cases, it may not be readily 
apparent how much additional bandwidth, if any, the device 
would use. If the allocation were dramatically increased, Say 
doubled, it is possible that a significant portion of the 
increase would go unused. However, because the device is 
using an amount roughly equal to the enforced allocation 
AB, it may be assumed that the device would use more if the 
allocation were increased. Thus, it is often preferable to 
provide Small, incremental increases. The amount of these 
incremental adjustments and the rate at which they are made 
may be configured with the previously described central 
configuration utility. If the device consumes the additional 
amounts, Successive increases can be provided if additional 
bandwidth is available. 

0093. In addition, the bandwidth allocations and calcu 
lations may be performed Separately for the transmit and 
receive rates for the networked devices. In other words, the 
methods described with reference to FIGS. 9, 10, 11 and 12 
may be used to calculate a transmit allocation for a particular 
device, as well as a separate receive allocation. Alterna 
tively, the calculations may be combined to yield an overall 
bandwidth allocation. 

0094. It should be appreciated from the above that the 
agent Software may include a component that hooks into the 
network Stack at a relatively high position within the Stack. 
In particular, in typical implementations, the Software inter 
acts with a Socket object, Such as Winsock, that couples an 
application to the lower layers of a network communications 
Stack. This agent component may be referred to as a Layer 
Service Provider, or LSP. As discussed above, one aspect of 
the LSP is concerned with network resource consumption by 
the associated computer. The LSP can be employed to 
passively monitor network data flows to and from the 
asSociated computer, and/or may be actively employed to 
control those data flows. For example, the LSP may be 
employed to encrypt or compress data, to dynamically 
control and/or monitor bandwidth consumption by the asso 
ciated computer, and/or to block access to particular 
CSOUCCS. 

0.095 From the above, it will also be appreciated that the 
nature of the monitoring and control provided by the agent 
may be determined in part by the point within the commu 
nications Stack at which the agent accesses network data 
flows. At each conceptual level in the network communica 
tions Stack, the data is organized Somewhat differently, and 
the form of the data often determines what type of moni 
toring and control may be performed. 
0.096 To provide management functions relative to cer 
tain types of user transactions, the Systems and methods of 
the present disclosure may further include use of an appli 
cation-level component. Typically, this component is con 
figured to reside “above” the LSP for purposes of its 
relationship to network-related activities of the distributed 
computing device. Specifically, the application-level com 
ponent is positioned higher than the LSP relative to the 
layered network protocol Stack. 
0097. Referring to FIG. 13, the figure depicts a further 
embodiment of an agent module 200, along with its asso 
ciated distributed computing device 202. In many respects, 
agent module 200 is similar to the previously described 
embodiments and may be provided with some or all of the 
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features and Sub-components described above. AS in the 
previous discussion, the associated computer 202 includes 
an application program 204 and a Socket object 206 that 
operatively couples the application program to the lower 
layers 208 of a network communications stack 210. As 
indicated, agent module 200 includes not only the LSP 
component (i.e., component 212), but also includes an 
additional application-level component 214. AS will be 
discussed, the application-level component may be adapted 
to aid in determining transaction response time. 
0098. In the depicted example, application 204 is imple 
mented as a browser program, and the additional component 
214 may therefore be referred to as “Browser Helper 
Object,” or BHO. BHO 214 may be implemented as a .dll 
file using the Microsoft COM model, though many other 
alternate implementations are possible. BHO 214 operates at 
the application level (e.g., the application layer of the OSI or 
TCP/IP models), and therefore is able to interact with the 
application to identify transactions and obtain other infor 
mation that is not readily accessible at lower protocol layers. 
BHO 214 typically determines response times by identifying 
the beginning and end times of particular transactions. 
0099. In one exemplary implementation on the Microsoft 
Windows platform, BHO 214 is registered in the Windows 
Registry as an Internet Explorer (IE) browser object. This 
registration causes IE to send event notifications to BHO 
214 for specific events that occur within the browser appli 
cation program. Each time a new IE proceSS is created, IE 
calls the “SetSite()” call for any registered Browser Helper 
Objects. When SetSite() is called in BHO 214, the BHO 
notifies IE that it wants notification for all web browser 
events. These events may include a variety of different types 
of events. Typically, events corresponding to the initiation 
and completion of transactions will be of primary interest. 
For example, BHO 214 may be configured to be responsive 
to browser event notifications such as: (1) Download Begin( 
); (2) DocumentComplete(); (3) DownloadComplete(); and 
(4) NavigateComplete( ). Establishing the interaction 
between BHO 214 and the application program may be 
referred to as hooking into the application, as shown at S80 
in the exemplary monitoring method depicted in FIG. 14. 
0100 Continuing with this example, LSP 212 may be 
configured to create a hidden window (e.g., hidden to the 
end user) when it is loaded for the first time. BHO 214 may 
be configured to find this window using a windows API call 
(e.g., “FindWindow()'). Once BHO 214 has a handle to the 
window, BHO 214 uses another API call, Such as “Post 
Message(), to signal the start and end of a transaction as 
well as passing additional data to LSP 212 in the LPARAM 
argument of the “PostMessage()” API call. Step S82 in FIG. 
14 shows receiving of an event notification corresponding to 
initiation of the transaction. AS discussed above, once this 
event notification is received, BHO 214 typically commu 
nicates to LSP 212 that the transaction has begun. 
0101 When a new page is requested in the “BeforeNavi 
gate2()” call, BHO 214 allocates global memory and sets 
the contents of that global memory to a structure containing 
the Process ID, Current System Time, Current Web Browser 
URL and a unique identifier for the window in case IE has 
multiple windows open for a single process. Once global 
memory has been allocated and set, BHO 214 calls “Post 
Message()” to the window that LSP 212 creates at startup, 
passing the global memory as the LPARAM of the call. 
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0102 Once LSP 212 has received the start message from 
BHO 214, it begins summing all bandwidth sent and 
received for the process with the Process ID sent from BHO 
214 and destroys the global memory from the message that 
was posted to the LSP hidden window. The bandwidth 
measurement is indicated in FIG. 14 at steps S90 and S92, 
and may be performed using the previously discussed com 
ponents and features of the agent module. When the page has 
been completely received in the browser program and the 
page is loaded on screen, the browser notifies BHO 214 by 
calling “DocumentComplete().” When document complete 
is called, BHO 214 again allocates global memory Setting 
the contents of the memory to a structure that contains the 
current time, the Process ID, the page title, the page URL 
and the transaction ID and sends that information to the LSP 
by using the “PostMessage()” Windows API call. Steps S84 
and S86 depict receiving the end-of-transaction notification 
and calculation of response time. 

0103) When LSP 212 receives the page complete mes 
Sage, LSP 212 creates a transaction record containing the 
total bandwidth sent and received by the process that 
matches the Process ID sent in the window message sent by 
BHO 214, and destroys the Global Memory allocated by the 
BHO. LSP 212 adds information to the transaction record 
Such as the IP address of the Source and destination 
machines, the DNS names of the Source and destination 
machines, and the current logged on user. LSP 212 then 
passes that transaction record to the DRTrans.eXe compo 
nent (e.g., component 216) that runs on the local machine. 
This process or application 216 is responsible for maintain 
ing a local Store of the records as well as passing the records 
upstream to other components in the management System 
(e.g., a control point). Storing of the transaction data is 
shown in the depiction of the exemplary method implemen 
tation at S94. 

0104 Those skilled in the art will appreciate that any 
number of methods, protocols, etc. may be used to provide 
for interaction and communication between LSP 212 and 
BHO 214. The above discussion is intended as an example 
only. Alternate methods may be employed in addition to or 
instead of the above examples, including direct API calls, 
memory mapped files, named pipes and the like. 

0105 From the above, it should be understood that the 
Systems and methods of the present disclosure enable cor 
relation of transactions times with bandwidth consumed 
during the transaction. In particular, BHO 214 may be used 
to identify the start time of a transaction initiated by the 
application program, or by a user of the application. BHO 
214 then informs LSP 212 of the pages and processes 
asSociated with the transaction. This is in contrast to prior 
response time measurement Schemes, which typically are 
unable to associate a user transaction with the various 
processes and tasks that must be performed to conduct the 
transaction. 

0106 For example, a user transaction may involve 
obtaining data from multiple target addresses on the net 
work. This commonly occurs with web pages, in which data 
for various portions of the page to be presented is provided 
from different locations. One web server may provide text, 
for example, while other Servers provide advertisements, 
images, audio, etc. Where multiple targets are involved, the 
layered network software on the client device will have a 
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Separate network “conversation' for each target. In prior 
Systems, the response time measurements typically are per 
formed only on the individual network conversations, and 
there typically is no way to group or correlate all the 
conversations with the high-level transaction to which they 
correspond. Accordingly, there is no accurate measurement 
of the actual response time experienced by the user. 
0107 BHO 214 enables correlation of individual pro 
cesses, conversations, tasks, etc. with the transaction to 
which they correspond, in order to obtain accurate measure 
ment of response times experienced by the user. Data flows 
measured by LSP 212 are correlated with the monitored 
transaction to determine bandwidth consumption. Once the 
BHO identifies completion of the transaction (e.g., through 
event notifications as described in the example above), that 
information is passed to LSP 212. Then the agent software 
is able to calculate response time and bandwidth consump 
tion for the monitored transaction. 

0108) A nearly limitless array of management features 
may be predicated on the combination of the response time 
and bandwidth consumption metrics. For example, band 
width may be allocated So that client transactions targeting 
a particular resource meet minimum response-time thresh 
olds. Transaction response times may be monitored and 
Studied for diagnostic purposes. For example, widely dis 
parate response times for Similar transactions can be indica 
tive of a problem within the network. Response time mea 
Surements may be correlated with user feedback to 
empirically determine what response times and bandwidth 
allocations are necessary to maintain a desired level of user 
Satisfaction. Various Systems within the network may be 
configured to ensure that specific users, applications, etc. 
receive minimum response time thresholds. 
0109 Indeed, response time and bandwidth management 
may be implemented in connection with Virtually any prac 
ticable parameter, including application identity, user iden 
tity, device identity, Source address, destination address, 
Source port, destination port, protocol, URL, time of day, 
network load, network population, etc. This provides for a 
very powerful and flexible mechanism through which the 
described System can be used to monitor and control virtu 
ally any type of distributed network. The addition of trans 
action-level monitoring and control provides even more 
power and flexibility. 

0110 Those skilled in the art will further appreciate that 
the above Systems and methods may be implemented in 
various configurations and architectures, including architec 
tures having multiple tiers of management components. In 
many of the examples discussed above, the Systems and 
methods are implemented architecturally in two tiers. The 
first tier may include one or more control modules, Such as 
control points 72. Because the control points control and 
coordinate operation of agent modules 70, the control points 
may be referred to as "upstream” or “overlying compo 
nents, relative to the agent modules that they control. By 
contrast, the agents, which form the Second tier of the 
system, may be referred to as “downstream” or “underlying” 
components, relative to the control points they are controlled 
by. 

0111 Further tiers may be implemented in connection 
with distribution and enforcement of system policies. For 
example, a management System according to the present 

Page 20 of 22



US 2004/0103193 A1 

description may be configured to enable an administrator to 
define enterprise wide policies on a central Server Such as an 
Enterprise Policy Server (EPS). in such an environment, the 
control point modules described herein may be implemented 
in connection with a Controlled Location Policy Server 
(CLPS). A given CLPS would retrieve policies pertinent to 
its location from a controlling EPS. The CLPS would then 
distribute policies to the relevant agent modules within its 
domain. Such a hierarchical tiered arrangement may be 
easily adapted and Scaled to manage widely varying enter 
prise configurations. The distributed policies may, among 
other things, be used to facilitate the bandwidth management 
techniques described herein. 
0112 Hierarchical and/or tiered configurations can also 
be extended to individual agent modules, particularly for 
purposes of monitoring, controlling and otherwise managing 
bandwidth consumption by distributed devices. For 
example, each agent module may be configured to hierar 
chically Subdivide bandwidth allocations among active 
applications and Socket connections. The bandwidth alloca 
tion for a given distributed device may be received by the 
agent module and dynamically divided among all the appli 
cations that are active on the device, according to effective 
application priorities, past allocation consumptions, and/or 
other criteria. For each application on the device, the band 
width allocation for that Specific application may be further 
Sub-allocated to individual Socket connections associated 
with the application, depending on past consumption, effec 
tive priority, etc. Tiered implementations and other examples 
of distributed management Systems and methods are dis 
closed in U.S. patent application Ser. No. 09/532,101, filed 
Mar. 21, 2000 and U.S. patent application Ser. No. 10/369, 
259, filed Feb. 18, 2003, the disclosures of which are 
incorporated herein by this reference, in their entireties and 
for all purposes. 
0113) While the present embodiments and method imple 
mentations have been particularly shown and described, 
those skilled in the art will understand that many variations 
may be made therein without departing from the Spirit and 
Scope defined in the following claims. The description 
should be understood to include all novel and non-obvious 
combinations of elements described herein, and claims may 
be presented in this or a later application to any novel and 
non-obvious combination of these elements. Where the 
claims recite “a” or “a first element or the equivalent 
thereof, Such claims should be understood to include incor 
poration of one or more Such elements, neither requiring nor 
excluding two or more Such elements. 

What is claimed is: 
1. A distributed computer network, comprising: 
a plurality of distributed computing devices intercon 

nected via a network link, where each of the computing 
devices is configured to run an application program and 
network communications Software, and where the net 
work communications Software operatively couples the 
application program and network link, 

a plurality of agent modules, each agent module being 
associated with one of the plurality of distributed 
computing devices Such that the agent modules and 
computing devices are in a one-to-one relationship, 
each agent module being loaded into and operable from 
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a memory location of its associated computing device, 
each agent module including: 

a response time Sub-module configured to monitor the 
application program of its associated computing 
device to determine response times for transactions 
involving data flows over the network link; and 

a resource consumption Sub-module configured to 
monitor data flows within a network communica 
tions data path defined in part through the network 
communications Software, where Such monitoring of 
data flows is performed to determine how much 
bandwidth on the network link is being consumed by 
the computing device with which the agent module 
is associated. 

2. The network of claim 1, where the response time 
Sub-module is configured to receive event notifications from 
a browser application program So as to determine response 
times for transactions initiated by the browser application 
program. 

3. The network of claim 2, where the network is config 
ured to correlate the response time for each transaction with 
bandwidth consumption data obtained by the resource con 
Sumption Sub-module for Such transaction. 

4. Software for monitoring a computing device coupled 
within a distributed network, comprising: 

a transaction monitor configured to determine response 
times for network transactions initiated by a user of the 
computing device, where Such transaction monitor is 
configured to determine response times for transactions 
involving both Single and multiple targets, 

a resource consumption monitor configured to monitor 
data flows associated with transactions monitored by 
the transaction monitor, where the Software is config 
ured to correlate monitoring by the transaction monitor 
and resource consumption monitor So as to determine 
how much network bandwidth is consumed for each 
network transaction. 

5. The Software of claim 4, where the resource consump 
tion monitor is configured to interact with a Socket object 
adapted to operatively couple an application program run 
ning on the computing device with a network link. 

6. The software of claim 4, where the computing device 
includes a layered protocol Stack for effecting network 
communication, including a transport protocol layer, and 
where the resource consumption monitor is configured to 
monitor network data flows of the computing device at a 
transmission point between an application program running 
on the computing device and the transport protocol layer. 

7. The Software of claim 6, where the resource consump 
tion monitor is configured to hook into a Socket object 
interposed between the application program and the trans 
port protocol layer. 

8. The Software of claim 4, where the transaction monitor 
is configured to receive event notifications from a browser 
application program So as to determine response times for 
transactions initiated by the browser application program. 

9. The Software of claim 8, where the event notifications 
include commencement of downloads required for a trans 
action. 

10. The Software of claim 8, where the event notifications 
include completion of downloads required for a transaction. 
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11. The Software of claim 8, where the event notifications 
include completion of document loads required for a trans 
action. 

12. The Software of claim 8, where the event notifications 
include completion of browser navigation tasks required for 
a transaction. 

13. The Software of claim 4, where the Software is 
configured to register the transaction monitor with an oper 
ating System of the computing device, Such registration 
causing the transaction monitor to be classed as an object 
that is to receive event notifications from an application 
program running on the computing device, and where Such 
event notifications correspond to initiation and completion 
of network transactions. 

14. The software of claim 4, where the resource consump 
tion monitor interacts with the transaction monitor to create 
a record for each network transaction, Such record including 
quantification of bytes sent out to the distributed network 
and bytes received in from the distributed network by the 
computing device during the network transaction. 

15. The Software of claim 14, where each record further 
includes identifying data for each remote device involved in 
data flows of the network transaction. 

16. The Software of claim 14, where each record further 
contains data identifying a user of the computing device 
during the network transaction. 

17. The Software of claim 14, where the Software is 
configured to periodically transmit records over the distrib 
uted network for processing at a centralized network man 
agement Software program. 

18. A method of monitoring a distributed computed 
device operatively coupled with other distributed computing 
devices via a network link, comprising: 

determining a start time of a network transaction initiated 
at the distributed computing device; 
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determining a stop time of the network transaction, where 
the Stop time corresponds to completion of the network 
transaction; and 

monitoring data flows on the network link associated with 
the network transaction to determine an amount of 
bandwidth consumed in connection with performance 
of the network transaction. 

19. The method of claim 18, where monitoring data flows 
includes determining a number of bytes sent by the distrib 
uted computing device during performance of the network 
transaction. 

20. The method of claim 18, where monitoring data flows 
includes determining a number of bytes received by the 
distributed computing device during performance of the 
network transaction. 

21. The method of claim 18, where monitoring data flows 
includes determining a number of bytes Sent and received by 
the distributed computing device during performance of the 
network transaction. 

22. The method of claim 18, where the distributed com 
puting device communicates over the network link using a 
layered network communications Stack, and where monitor 
ing data flows includes monitoring the distributed comput 
ing device at a data transmission point between an applica 
tion program running on the distributed computing device 
and a transport protocol layer of the layered network com 
munications Stack. 

23. The method of claim 18, where the network transac 
tion is initiated by an application program running on the 
distributed computing device, and where determining a start 
time and a stop time of the network transaction is performed 
using a Software module configured to hook into the appli 
cation program and receive event notifications from the 
application program corresponding to initiation and comple 
tion of transactions. 
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