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application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuanttothe PatentCooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U5.C. 21 B(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance ofa patent pursuant to 35 U5.C. 151. Further,a record maybe disclosed, subject to the limitations of 37 CFR 1 .14, asa routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or regulation. 
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Background: 

Enterprises are moving to Cloud Service Providers (SPs) like Office365, Box, Salesforce, Slack 
etc. for their productivity, collaboration and business application workloads. Employees are now 
using Mobile Applications to access these Cloud services more than the traditional desktop 
browsers. This exposes sensitive enterprise data to these mobile apps. Unlike traditional desktops 
which are managed and typically owned by the corporate, mobile devices are typically BYOD. 
Even when the mobile device is managed by the Enterprise using an Enterprise Mobility 
Management (EMM) solution like that of Mobileiron, the applications that the employee uses to 
access the Cloud Services may not be a "sanctioned' application. Most of the Cloud Services are 
exposing APis for any developer to develop applications and there is an ecosystem of apps that 
are available with each of these services. Salesforce AppExchange™ is an example. This means 
that in addition to the "official" app from these cloud service providers, one can find a plethora 
of apps developed by any unknown individuals or vendor that are written against one or multiple 
of these cloud service providers in the App Store (iTunes or Google Play). An employee may 
pick any of these apps which help him best for his productivity against the corporate managed 
account on these Cloud Service Providers. The Enterprise has no easy way to determine which 
apps are in use by which user and what data is being downloaded from the cloud service to the 
mobile devices. Further these unsanctioned apps can be exposing corporate data to 3rd party 
cloud services which puts the enterprise at a high risk. 

There are existing solutions for desktop space provided by CASB (Cloud Access Security 
Broker) vendors. These however are targeted in identifying which clouds services are being used 
by the employees in an enterprise. They ignore the end point - specifically the mobile end points 
- in their discovery approach. Their focus is on the cloud service. 

Description: 

Techniques to discover and assess the risk to an enterprise or other data/asset owner of the use of 
cloud services are disclosed. In various embodiments, data about mobile devices and 
applications is collected from EMM logs and then compared and correlated with audit logs from 
Cloud Service Providers. The EMM logs/report in various embodiments carry a list of one or 
more of the following: devices managed by the EMM, the user using each device, the list of 
applications reported by the device, and which of those apps are managed and which are 
unmanaged. An unmanaged application in a managed device may retain corporate data even after 
the device is retired from EMM (like when an employee leaves the company). This is risk for the 
enterprise, just as an application in an unmanaged device can access and retain data. 

Most enterprise class Cloud Service Providers give audit logs which contain information about 
who logged into the service using which application and from where and what time. The 
applications are typically identified by something called an OAuth Identifier. OAuth Identifiers 
are distributed by the SP to the application vendor. This is used by the SP to get "consent" from 
the user to allow the application to access the user's data. In some embodiments, a "knowledge 
database" of how these application identifiers are mapped to mobile (or other) applications 
(bundle-ids, for example) is built. This mapping may be used to correlated which mobile app on 
which device was used by which user to access the SP. In some embodiments, a 3rd party App 
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Reputation vendor may be used to classify the identified mobile apps into various categories to 
assess risk. 

In some embodiments, a dashboard may be presented to the enterprise administrator based on the 
assessed risk (exposure of corporate data to unsanctioned apps/devices) for each of the service 
providers used by the enterprise. 

Components in Various Embodiments 
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A step by step work flow of techniques disclosed herein as implemented in some embodiments is 
explained below: 

1. Admin configures the system to import reports/logs from EMM & Service providers 
1. This can be a manual process where they follow a guide to generate and download 

a report from EMM and the specific SP. Then they will upload these reports to the 
System. 

2. This can be an automated process where the admin sets up a schedule and 
credentials in the system to automatically download reports from EMM and 
specific SPs. The system will download the reports and feed into the "pipeline". 

3. A sample EMM Audit Log is attached as Appendix A for reference. 
4. A sample SP Log is shown below for reference: 

Date/ User's 
User's Email IP Address Action Item/Name 

Time Name 
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2/16/17, 
Vijay 

Add 
5:37 

Pawar 
vpawar@mobileiron.com 198.61.62.10 login Box for iPhone 

PM app 

2/16/17, 
Vijay 

5:37 vpawar@mobileiron.com 198.61.62.10 Login vpawar@mobileiron.com 
PM 

Pawar 

2/16/17, 
Vijay 

5:32 
Pawar 

vpawar@mobileiron.com 198.61.62.10 Login vpawar@mobileiron.com 
PM 

2/16/17, 
Vijay 

Add 
5:32 

Pawar 
vpawar@mobileiron.com 198.61.62.10 login Mac Chrome 

PM app 

2/16/17, 
Vijay Failed 

10:33 vpawar@mobileiron.com 198.61.62.10 vpawar@mobileiron.com 
AM 

Pawar login 

2/21/17, 
Vijay 

1:21 vpawar@mobileiron.com 198.61.62.10 Login vpawar@mobileiron.com 
PM Pawar 

2/21/17, 
Vijay 

Add 
1:21 

Pawar 
vpawar@mobileiron.com 198.61.62.10 login Mac Safari 

PM app 

2. When SP logs are uploaded, the "Mapping & Normalization" component uses the 
"Application Knowledge" data base to determine which application - mobile or desktop -
was granted access to the SP and which user logged in. In some embodiments, this 
normalization is performed since different SPs provide information in non-standard ways 
and has varying content. This step will attempt to create a uniform data schema from the 
raw data. 

1. For example, 
3. The "Ingestion" module uploads the data into some form of data base which can be used 

in a streaming or an offiine query mode by the Correlation module. For this it can use a 
number of off-the-shelf tools like Apache Spark, Hadoop etc. The result of correlation is 
structured data which can be further analyzed. 

4. Correlation modules uses the data ingested from EMM and SPs to link the two based on 
application identity and users. The EMM data may carry user identity, device identity, 
device disposition (managed/unmanaged), app identity and app disposition 
(managed/unmanaged) in addition to timestamps. The EMM data may also carry 
communication related audit logs from apps to service providers. Correlation module 
"joins" the data from these two sources and creates unified information ready for analysis 
and reporting. 
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5. Correlated Data can be analyzed as follows 
1. Derive the number of users who are using the SP using mobile apps vs. desktop 

apps 
2. Determine the leader board (popularity) of mobile apps 
3. By matching against an App Reputation service, determine the reputation score of 

these apps to identify malicious or suspicious apps 
4. Determine Apps which may use multiple SPs (e.g. read email and save attachment 

in a file share service) 
5. Determine Apps which are sanctioned (configured in EMM to be managed) vs. 

unsanctioned for each SP 
6. Determine the percentage of each App which are managed vs. unmanaged 
7. Determine the percentage of Users who are using a managed vs. unmanaged 

device to access an SP using an App 
8. Determine geographic distribution of unmanaged accesses from specific App/SP 
9. Compare across customers (tenants) in the same or different vertical/geography 
10. Compare across customers (tenants) using the same SP/MobileOS 
11. Generate an Alert when any of the above or a combination of the above matches 

certain conditions or exceeds a configured threshold 
12. Generate pre-canned/custom and periodic or on-demand or event-driven reports 

on any of a combination of the above parameters 
13. Provide a visualization of these data in a dashboard 

6. Analyzed data is used in various embodiments to generate a "risk score" for the 
deployment - the score can be generated per SP or for the whole company based on 
following factors in various combinations 

1. Sensitivity of data in the SP that is subject to leak via the mobile App 
2. Reputation of the applications accessing the SP from Mobile devices 
3. Spread of sanctioned vs. unsanctioned apps accessing the SP 
4. Spread of unmanaged sanctioned app accessing the SP 
5. Spread of unmanaged devices (and hence users) accessing the SP 
6. Role of users accessing the SP using unsanctioned/unmanaged apps/devices 
7. Geographic location of the users/devices accessing the SP using unmanaged 

devices/apps 
8. Last access time 
9. Life of tokens issued by SP when granting access to users 
10. Type of device used and/or OS version 
11. Type oflndustry/Vertical (e.g. in Education vs. Automotive may have different 

bias for exposure of information, apps may be different) 
7. Based on the risk score ranges, generic or specific recommendations can be made for 

specific SPs 
1. A one-time risk analysis can be done with a free-trial account. This may or may 

not require an EMM license/report. 
2. Based on the risk score, a paid continuous risk assessment service can be bought 

by the customer 
3. A paid subscription to secure the service from leakage can be bought and risk 

score can be monitored to validate the ROI 

Attorney Docket No. MOIRP068+ 4 PROVISIONAL 

Netskope Ex-1024 
Netskope v. Fortinet IPR2026-00472 

Page 00013



8. The Loop Back Engine subscribes to the Alert events and calibrates itself based on the 
Risk Score on a per-SP basis. This engine can be programmed/configured to take actions 
based on specific Alerts to take remediation or mitigation actions by calling APis into 
EMM or the SPs. For example: 

1. EMM can be configured to add a policy which can strengthen or relax device 
posture checks for specific users or groups or devices or location 

2. SPs can be configured to block users from specific locations, or reduce access 
level (read-only vs. read-write) 

3. Increase awareness by changing "Acceptable Usage Policy" or add/remove 
Notifications to specific users/groups 

An Example Analysis 

Consider an Enterprise with 1000 users, using 1500 mobile devices. They have 1000 devices 
under management across 700 users. They are using Box as a sanctioned SP for file sharing and 
collaboration services. The only sanctioned mobile App for Box is the native Box application. 

Based on the logs collected from EMM, we find that: 

1. 500 users under EMM have the official Box App 
2. 100 users have an unsanctioned Box app "Share Vault" from a 3rd party vendor in 125 

devices 
3. 700 devices have the official Box app as a managed App and 300 have simply 

downloaded it from app store 
4. 800 devices are iOS and 200 are Android (various versions) 
5. There are 4 executive level users using the unsanctioned Share Vault application 

Based on the logs collected from the Box SP logs, we find that: 

1. 150 users not in EMM have used official Box app (most likely from an unmanaged 
mobile device) 

2. 50 users not in EMM have used unsanctioned Box app "Share Vault" app (also most 
likely from an unmanaged mobile device) 

3. 800 users have logged in from Desktop browsers 
4. In the last month, the official Box app was used by North-American source IPs to login 

300 times 
5. In the last month, the official Box app was used by non-North-American source IPs to 

login 70 times 
6. There are 5 executive level users (out of 10) using the unsanctioned Share Vault 

application 

Assessing Risk score can be done based on a well understood model provided by OW ASP. 

Likelihood Impact 
Variable (provided by (provided by Comment 

system) customer) 
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Over 20% of users using 
unsanctioned apps and devices. 
50% of executive level users in that 

User or Group HIGH HIGH 
category. Hence Likelihood is 
HIGH. 

Impact is high due to high 
percentage of exec users. 

Data in SP HIGH HIGH 
High exposure to users and devices. 
Confidential data in Box. 

< 20% access outside NA, medium 
exposure (Ignoring specific high 

User Location LOW LOW risk regions in this example). 
For this corporate, location is not 
important. 

> 20% of devices have official Box 
App as unmanaged - High 

Unmanaged 
HIGH MEDIUM 

Likelihood. 
App The official App is considered 

secure, but it can be misused by 
uneducated user. 

> 15% of devices have 

Unsanctioned 
unsanctioned ShareVault 

App 
HIGH HIGH application - High Likelihood. 

High impact since the App itself is 
considered malicious. 

Consolidated HIGH HIGH 

A HIGH Likelihood and HIGH Impact results in an overall CRITICAL Risk score. 

Existing solutions are very cloud service and user focused assuming that all accesses happen 
through desktops and browsers. The solution disclosed herein is end-point and application 
focused and assesses risk based on multiple factors related to end point and application posture. 
In some embodiments, a loop back system ensures risk can be mitigated and user awareness is 
improved. 

Application and end point focused risk score provides a perspective of how mobile applications 
pose threats to enterprise data in cloud services and also provide mobile specific risk assessment 
and remediation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: 
CORRELATING MOBILE DEVICE AND APP USAGE WITH CLOUD SERVICE 
USAGE TO PROVIDE SECURllY 

First Named Inventor/Applicant Name: Kumara Das Karunakaran 

Filer: William James 

Attorney Docket Number: MOIRP068+ 

Filed as Large Entity 

Filing Fees for Provisional 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

PROVISIONAL APPLICATION FILING 1005 1 260 260 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Electronic Acknowledgement Receipt 

EFSID: 28764738 

Application Number: 62478081 

International Application Number: 

Confirmation Number: 8681 

Title of Invention: CORRELATING MOBILE DEVICE AND APP USAGE WITH CLOUD SERVICE 
USAGE TO PROVIDE SECURITY 

First Named Inventor/Applicant Name: Kumara Das Karunakaran 

Customer Number: 21912 

Filer: William James/Elaine Nguyen 

Filer Authorized By: William James 

Attorney Docket Number: MOIRP068+ 

Receipt Date: 29-MAR-2017 

Filing Date: 

Time Stamp: 10:15:49 

Application Type: Provisional 

Payment information: 

Submitted with Payment yes 

PaymentType DA 

Payment was successfully received in RAM $260 

RAM confirmation Number 032917INTEFSW00008664500685 

Deposit Account 500685 

Authorized User Elaine Nguyen 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 
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37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part/.zip (if appl.) 

1822957 

1 Application Data Sheet MOIRP068Plus_ADS.pdf no 8 
3b 1720ac7Sf06dOfaeaSb061 a90c1 76320c3 

bt7c 

Warnings: 

Information: 

767851 

2 Specification MOIRP068Plus_APP.pdf no 11 
950d28715ae738f181f1480c:9ec:4f24ff852c 

ebb 

Warnings: 

Information: 

29915 

3 Fee Worksheet (SB06) fee-info.pdf no 2 
9eb2f79b636032d089184ea94bdef4d6e23 

9bdd8 

Warnings: 

Information: 

Total Files Size (in bytes) 2620723 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Netskope Ex-1024 
Netskope v. Fortinet IPR2026-00472 

Page 00023



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

62/478,081 

21912 

FILING or 
371(c)DATE 

03/29/2017 

GRPART 
UNIT 

VANPELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

FIL FEE REC'D 

260 

UKITF.D STATF.S DF.PA RTMFNT OF COMMF.RCF. 
United States Patent and Trademark Office 
Addre,., C0MMISSJO)lliR FOR PATENTS 

P.O. Box 1450 
Alexandria, Vuginia 22313-1450 
www.uspto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

MOIRP068+ 
CONFIRMATION NO. 8681 

FILING RECEIPT 

IIIIIIIIIIIIIIIIIIIIIIH~Wll~WH,Jllllllllll 1111111111111 

Date Mailed: 04/12/2017 

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will 
become abandoned not later than twelve months after its filing date. Any correspondence concerning the application 
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF 
APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify 
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit 
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Kumara Das Karunakaran, San Jose, CA; 
Vijay Pawar, Palo Alto, CA; 

Applicant(s) 
MOBILEIRON, INC., Mountain View, CA 

Power of Attorney: 
William James--40661 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 04/10/2017 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 62/478,081 

Projected Publication Date: None, application is not eligible for pre-grant publication 

Non-Publication Request: No 

Early Publication Request: No 
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Title 

CORRELATING MOBILE DEVICE AND APP USAGE WITH CLOUD SERVICE USAGE TO 
PROVIDE SECURITY 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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Correspondence Address/Fee Address Change 

The following fields have been set to Customer Number 181791 on 10/12/2021 
• Correspondence Address 
• Maintenance Fee Address 

The address of record for Customer Number 181791 is: 

181791 
Van Pelt, Yi & James LLP and MOBILEIRON, INC. 
10050 N. Foothill Blvd., Suite 200 
Cupertino, CA 95014 
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