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57 ABSTRACT

Disclosed below are representative embodiments of meth-
ods, apparatus, and systems for managing and classifying
assets in an information technology (“IF”) environment
using a tag-based approach. The disclosed tag-based clas-
sification techniques can be implemented through a graphi-
cal user interface. Embodiments of the disclosed tag-based
classification techniques can be used to allow a user to easily
and quickly select, and perform actions on groups of one or
more assets (e.g., monitor policies, perform upgrades, etc.).
For example, the tag-based classification techniques can
automatically classify assets into “tag sets” (or “tagged
sets”) based on node properties or user-selected criteria or
conditions (e.g., criteria or conditions that are established in
a user-created tagging profile or rule). The tagged assets can
then be further filtered to identify even deeper relationships
between the assets.
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MANAGING AND CLASSIFYING ASSETS IN
AN INFORMATION TECHNOLOGY
ENVIRONMENT USING TAGS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 61/528,679 filed on Aug. 29, 2011,
entitled “MANAGING AND CLASSIFYING ASSETS IN
AN INFORMATION TECHNOLOGY ENVIRONMENT
USING TAGS” and the benefit of U.S. Provisional Appli-
cation No. 61/646,126 filed on May 11, 2012, entitled
“MANAGING AND CLASSIFYING ASSETS IN AN
INFORMATION TECHNOLOGY ENVIRONMENT
USING TAGS,” both of which applications are incorporated
herein by reference in their entirety.

FIELD

[0002] This application relates generally to the field of
information technology (“IT”) compliance and configura-
tion control, asset control, and asset management.

SUMMARY

[0003] Disclosed below are representative embodiments
of methods, apparatus, and systems for managing and clas-
sifying assets in an information technology (“IT”) environ-
ment using a tag-based approach. The disclosed methods,
apparatus, and systems should not be construed as limiting
in any way. Instead, the present disclosure is directed toward
all novel and/or nonobvious features and aspects of the
various disclosed embodiments, alone or in various combi-
nations and subcombinations with one another.

[0004] In some exemplary embodiments, tagging profiles
are created and applied using a computer-implemented
method. For example, in one implementation, a set of
conditions to establish a tagging profile is received. Identi-
fications of one or more tags associated with the tagging
profile are received. The tagging profile is applied to nodes
in an information technology network by determining one or
more nodes in the information technology network that
satisfy one or more conditions of the set of conditions. The
one or more tags re associated, with the nodes that satisfy the
one or more conditions. A list of the one or more tags can
then be displayed. Further, after user selection of a respec-
tive one of the tags, a list of the nodes associated with the
respective one of the tags can be displayed. The method can
be implemented by one or more non-transitory computer-
readable media storing computer-executable instructions
which when executed by a computer cause the computer to
perform the method.

[0005] In certain exemplary embodiments disclosed
herein, one or more tags are automatically assigned to a new
node in a computer network through a computer-imple-
mented method. For example, in one implementation, nodes
in a computer network are monitored. The nodes in this
implementation comprise one or more of a database server,
directory server, file server, or network device. A new node
is detected in the computer network, and, upon detecting the
new node and without user initiation, the new node is
associated with one or more tags. The method can be
implemented by one or more non-transitory computer-read-

Sep. 27,2018

able media storing computer-executable instructions which
when executed by a computer cause the computer to perform
the method.

[0006] In some exemplary embodiments disclosed herein,
tagging information is displayed to the user in a multi-pane
computer interface that also allows for user-selectable filters
to be applied. For instance, in one implementation, a list of
tags is displayed in a first portion of a screen. Each tag of this
implementation is associated with a property of an asset in
an information technology environment. A filter request
specifying a keyword or tag is received. The keyword or tag
is matched to multiple assets in the information technology
environment. A list of assets matching the keyword or tag is
displayed in a second portion of the screen distinct from the
first portion. The method can be implemented by one or
more non-transitory computer-readable media storing com-
puter-executable instructions which when executed by a
computer cause the computer to perform the method.

[0007] In certain exemplary embodiments disclosed
herein, data sets for a hierarchically arranged database or file
system are generated using a tag-based paradigm. For
example, in one implementation, a set of conditions to
establish a tagging profile is received. In this implementa-
tion, the set of conditions specifies a set of one or more
conditions that must be satisfied by a node before the node
is assigned a tag associated with the tagging profile. Iden-
tifications of one or more tags associated with the tagging
profile are received. The tagging profile is applied to nodes
in an information technology network. In this implementa-
tion, the act of applying the tagging profile comprises
assigning the tag associated with the tagging profile to one
or more nodes of the nodes in the information technology
network that satisfy the set of conditions specified in the
tagging profile, thereby generating a tagged set of nodes. A
data set in a hierarchically arranged database or file system
that comprises the tagged set of nodes is then generated. The
method can be implemented by one or More non-transitory
computer-readable media storing computer-executable
instructions which when executed by a computer cause the
computer to perform the method.

[0008] The foregoing and other objects, features, and
advantages of the disclosed technology will become more
apparent from the following, detailed description, which
proceeds with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The patent or application file contains at least one
drawing executed in color. Copies of this patent or patent
application publication with color drawing(s) will be pro-
vided by the Office upon request and payment of the
necessary fee.

[0010] FIG. 1 is a block diagram illustrating a computing
environment in which aspects of the disclosed technology
can be performed.

[0011] FIG. 2 is a block diagram showing a first exemplary
network environment in which aspects of the disclosed
technology can be performed.

[0012] FIG. 3 is a block diagram showing a second
exemplary network environment in which aspects of the
disclosed technology can be performed.

[0013] FIGS. 4-20 are screenshots from example imple-
mentations of the disclosed technology and illustrating
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aspects of the tag-based asset managing and classifying
techniques that can be realized in embodiments of the of the
disclosed technology.

[0014] FIG. 21 is a flow chart illustrating one exemplary
method for performing asset filtering according to an
embodiment of the disclosed technology.

[0015] FIG. 22 is a flow chart illustrating one exemplary
method for performing automatic tag set creation according
to an embodiment of the disclosed technology.

[0016] FIG. 23 is a flow chart illustrating one exemplary
method for creating tag sets and automatically generating
corresponding groups in a hierarchically arranged database
or file system usable by a hierarchical-tree-based compli-
ance and configuration control tool.

[0017] FIG. 24 is a flow chart illustrating one exemplary
method for creating and applying a tagging profile.

[0018] FIGS. 25-26 are screenshots from example imple-
mentations of the disclosed technology and illustrating asset
health monitoring features of the tag-based asset managing
and classifying techniques that can be realized in embodi-
ments of the of the disclosed technology.

DETAILED DESCRIPTION

1. General Considerations

[0019] Disclosed below are representative embodiments
of methods, apparatus, and systems for managing and clas-
sifying assets in an information technology (“IT”) environ-
ment using a tag-based approach. The disclosed methods,
apparatus, and systems should not be construed as limiting
in any way. Instead, the present disclosure is directed toward
all novel and nonobvious features and aspects of the various
disclosed embodiments, alone and in various combinations
and subcombinations with one another. Furthermore, any
features or aspects of the disclosed embodiments can be
used in various combinations and subcombinations with one
another. For example, one or more method acts from one
embodiment can be used with one or more method acts from
another embodiment and vice versa. The disclosed methods,
apparatus, and systems are not limited to any specific aspect
or feature or combination thereof, nor do the disclosed
embodiments require that any one or more specific advan-
tages be present or problems be solved.

[0020] Although the operations of some of the disclosed
methods are described in a particular, sequential order for
convenient presentation, it should be understood that this
manner of description encompasses rearrangement, unless a
particular ordering is required by specific language set forth
below. For example, operations described sequentially may
in some cases be rearranged or performed concurrently.
Moreover, for the sake of simplicity, the attached figures
may not show the various ways in which the disclosed
methods can be used in conjunction with other methods.
Additionally, the description sometimes uses terms like
“determine,” “harvest,” and “select,” to describe the dis-
closed methods. These terms are high-level abstractions of
the actual operations that are performed. The actual opera-
tions that correspond to these terms may vary depending on
the particular implementation and are readily discernible by
one of ordinary skill in the art Additionally, as used herein,
the term “and/or” means any one item or combination of
items in the phrase.

Sep. 27,2018

IL Example Computing Environments for Implementing
Embodiments of the Disclosed Technology

[0021] Any of the disclosed methods can be implemented
as computer-executable instructions stored on one or more
computer-readable media (e.g. non-transitory computer-
readable media, such as one or more optical media discs,
volatile memory components (such as DRAM or SRAM), or
nonvolatile memory components (such as hard drives)) and
executed on a computer (e.g., any commercially available
computer, including desktop computers, servers, smart
phones, tablet computers, netbooks, or other devices that
include computing hardware). Any of the computer-execut-
able instructions for implementing the disclosed techniques
as well as any data created and used during implementation
of the disclosed embodiments can be stored on one or more
computer-readable media (e.g., non-transitory computer-
readable media). The computer-executable instructions can
be part of, for example, a dedicated software application or
a software application that is accessed or downloaded via a
web browser or other software application (such as a remote
computing application). Such software can be executed, for
example, on a single local computer or in a network envi-
ronment (e.g., via the Internet, a wide-area network, a
local-area network, a client-server network (such as a cloud
computing network), or other such network) using one or
more network computers. For clarity, only certain selected
aspects of the software-based implementations are
described. Other details that are well known in the art are
omitted. For example, it should be understood that the
disclosed technology is not limited to any specific computer
language or program For instance, the disclosed technology
can be implemented by software written in C++, Java, Perl,
JavaScript, Adobe Flash, or any other suitable programming
language. Likewise, the disclosed technology is not limited
to any particular computer or type of hardware. Certain
details of suitable computers and hardware are well known
and need not be set forth in detail in this disclosure.
[0022] Furthermore, any of the software-based embodi-
ments (comprising, for example, computer-executable
instructions for causing a computer to perform any of the
disclosed methods) can be uploaded, downloaded, or
remotely accessed through a suitable communication means.
Such suitable communication means include, for example,
the Internet, the World Wide Web, an intranet, software
applications, cable (including, fiber optic cable), magnetic
communications, electromagnetic communications (includ-
ing RF, microwave, and infrared communications), elec-
tronic communications, or other such communication
means.

[0023] The disclosed methods can also be implemented by
specialized computing hardware that is configured to per-
form any of the disclosed methods. For example, the dis-
closed methods can be implemented (entirely or at least in
part) by an integrated circuit (e.g., an application specific
integrated circuit (“ASIC”) or programmable logic device
(“PLD”), such as a field programmable gate array
(“FPGA™)). The integrated circuit can be embedded in or
directly coupled to an electrical device having a suitable
display device.

[0024] FIG. 1 illustrates a generalized example of a suit-
able computing environment 100 in which several of the
described embodiments can be implemented. The comput-
ing environment 100 is not intended to suggest any limita-
tion as to the scope of use or functionality of the disclosed
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technology, as the techniques and tools described herein can
be implemented in diverse general-purpose or special-pur-
pose environments that have computing hardware.

[0025] With reference to FIG. 1, the computing environ-
ment 100 includes at least one processing unit 110 and
memory 120. In FIG. 1, this most basic configuration 130 is
included within a dashed line. The processing unit 110
executes computer-executable instructions. In a multi-pro-
cessing system, multiple processing units execute computer-
executable instructions to increase processing power. The
memory 120 may be volatile memory (e.g., registers, cache,
RAM), non-volatile memory (e.g., ROM, EEPROM, flash
memory), or some combination of the two. The memory 120
stores software 180 implementing one or more of the
described tag-based asset management and classification
embodiments and/or compliance and configuration control
embodiments for operating, or using, the disclosed technol-
ogy. For example, the memory 120 can store software 180
for implementing any of the disclosed techniques described
herein and their accompanying user interfaces.

[0026] The computing environment can have additional
features. For example, the computing environment 100
includes storage 140, one or more input devices 150, one or
more output devices 160, and one or more communication
connections 170. An interconnection mechanism (not
shown) such as a bus, controller, or network interconnects
the components of the computing environment 100. Typi-
cally, operating system software (not shown) provides an
operating environment for other software executing in the
computing environment 100, and coordinates activities of
the components of the computing environment 100.

[0027] The storage 140 can be removable or non-remov-
able, and includes magnetic disks, magnetic tapes or cas-
settes, CD-ROMs, DVDs, or any other tangible non-transi-
tory non-volatile memory or storage medium which can be
used to store information and which can be accessed within
the computing environment 100. The storage 140 can also
store instructions for the software 180 implementing any of
the described techniques, systems, or environments.

[0028] The input device(s) 150 can be a touch input device
such as a keyboard, touchscreen, mouse, pen, trackball, a
voice input device, a scanning device, or another device that
provides input to the computing environment 100. The
output device(s) 160 can be a display device (e.g., a com-
puter monitor, smartphone display, tablet display, netbook
display, or touchscreen), printer, speaker, CD-writer, or
another device that provides output from the computing
environment 100.

[0029] The communication connection(s) 170 enable
comminication over a communication medium to another
computing entity. The communication medium conveys
information such as computer-executable instructions or
other data in a modulated data signal. A modulated data
signal is a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in
the signal. By way of example, and not limitation, commu-
nication media include wired or wireless techniques imple-
mented with an electrical, optical, RF, infrared, acoustic, or
other carrier.

[0030] As noted, the various methods can be described in
the general context of computer-readable instructions stored
on one or more computer-readable media. Computer-read-
able media are any available media that can be accessed
within or by a computing environment. By way of example,
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and not limitation, with the computing environment 100,
computer-readable media include tangible non-transitory
computer-readable media such as memory 120 and storage
140.

[0031] The various methods disclosed herein can also be
described in the general context of computer-executable
instructions, such as those included in program modules,
being executed in a computing environment by a processor.
Generally, program modules include routines, programs,
libraries, objects, classes, components, data structures, and
so on that perform particular tasks or implement particular
abstract data types. The functionality of the program mod-
ules may be combined or split between program modules as
desired in various embodiments. Computer-executable
instructions for program modules may be executed within a
local or distributed computing environment.

[0032] An example of a possible network topology (e.g.,
a client-server network or cloud-based network) for imple-
menting a system according to the disclosed technology is
25 depicted in FIG. 2. Networked computing devices 220,
222, 230, 232 can be, for example, computers running a
browser, plug-in, or other software that communicates with
one or more central computers 210 (e.g., one or more servers
n a cloud computing environment) via network 212. The
computing devices 220, 222, 230, 232 and the central
computer 210 can have computer architectures as shown in
FIG. 1 and discussed above. The computing devices 220,
222, 230 232 are not limited to traditional personal com-
puters but can comprise other computing hardware config-
ured to connect to and communicate with a network 212
(e.g., smart phones or other mobile computing devices,
servers, network devices, dedicated devices, and the like).
[0033] In the illustrated embodiment, the computing
devices 220, 222, 230, 232 are configured to communicate
with one or more central computers 210 via a network 212
(e.g., using a cloud network or other client-server network).
In certain implementations, the central computers 210
execute software for performing any of the disclosed com-
pliance and configuration control functionalities, for imple-
menting any of the disclosed graphical user interfaces,
and/or for computing any one or more of the intermediate or
final values associated with the disclosed embodiments. The
central computers 210 can transmit data to any of the
computing devices 220, 222 (e.g., data to be displayed on a
graphical user interface or web page at the computing
devices 220, 222). For example, the computing devices 220,
222 (e.g., computing devices associated with an I'T admin-
ister) can transmit a request for data to the central computer
210 over the network 212. In order to provide the data, the
one or more central computers 210 can access data from the
computing devices 230, 232 (e.g., computing devices or
other devices associated with assets in the IT infrastructure
administered by the IT administrator), which can store
various types of data used by the IT administrator. For
example, the computing devices 230, 232 may store device
configuration data, compliance policy data, and/or other
such data used by an IT compliance and configuration
control tool. Alternatively, the one or more central comput-
ers 210 may themselves store the device configuration data,
compliance policy, and other such IT data.

[0034] Another example of a possible network topology
for implementing a system according to the disclosed tech-
nology is depicted in FIG. 3. Networked computing devices
320, 322, 330, 332 can be, for example, computers running
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a browser or other software connected to a network 312. As
above, the computing devices 320, 322, 330, 332 can have
computer architectures as shown in FIG. 1 and discussed
above. The computing devices 320, 322, 330, 332 are not
limited to traditional personal computers but can comprise
other computing hardware configured to connect to and
communicate with a network 312 (e.g., smart phones or
other mobile computing devices, servers, network devices,
dedicated devices, and the like).

[0035] In the illustrated embodiment, the computing
devices 320, 322 are configured to communicate directly
with computing devices 330, 332 via the network 312. In the
illustrated embodiment, the computing devices 320, 322 are
configured to locally implement any of the disclosed com-
pliance and configuration control functionalities, implement
any of the disclosed graphical user interfaces, and/or com-
pute any one or more of the intermediate or final values
associated with the disclosed embodiments. The computing
devices 320, 322 can use data obtained from the computing
devices 330, 332 via the network 312. Any of the data
received from the devices 330, 332, can be stored or
displayed on any of the computing devices 320, 322 (e.g.,
displayed as data on a graphical user interface or web page
at the computing devices 320, 322).

[0036] In the illustrated embodiments, the illustrated net-
works 212, 312 can be implemented as a Local Area
Network (“LAN”) using wired networking (e.g., the Ether-
net IEEE standard 802.3 or other appropriate standard) or
wireless networking (e.g., one of the IEEE standards 802.
11a, 802.11b, 802.11g, or 802.11n or other appropriate
standard). Alternatively, at least part of the networks 212,
312 can be the Internet or a similar public network and
operate using an appropriate protocol (e.g., the HTTP pro-
tocol).

III. Introduction to the Disclosed Technology

[0037] Described herein are methods, systems, and appa-
ratus that can be used to manage and classify assets in an
information technology (“IT”) environment. In particular
embodiments, the disclosed technology can be used as part
of (or in connection with) an IT compliance and configura-
tion control software tool that provides compliance and
configuration control of one or more IT assets. In this
disclosure, assets are also referred to as “nodes”. The IT
assets (or nodes) can comprise, for example, servers, desk-
tops, directory servers, hypervisors, databases, middleware
applications, network devices, virtual infrastructures, and/or
other such assets. The compliance and configuration control
tool can be used to detect, analyze, and report on change
activity in an IT infrastructure. For example, the compliance
and configuration control tool can assess configurations of
the one or more assets at one or more locations and deter-
mine whether the assets comply with internal and external
policies. The compliance and configuration control tool can
identify and validate changes to ensure these configurations
remain in known and trusted states.

[0038] In particular implementations, the compliance and
configuration control tool operates by capturing a baseline of
server file systems, desktop file system, directory servers,
databases, virtual systems middleware applications and/or
network device configurations in a known good state. Ongo-
ing integrity checks then compare the current states against
these baselines to detect changes. The compliance and
configuration control tool collects information used to rec-
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oncile detected changes, ensuring they are authorized and
intended changes. The compliance and configuration control
tool can crosscheck detected changes with defined IT com-
pliance policies (e.g., using policy-based filtering), with
documented change tickets in a change control management
(CCM) system or a list of approved changes, with automati-
cally generated lists created by patch management and
software provisioning tools, and/or against other desired and
approved changes. This allows the compliance and configu-
ration control tool to automatically recognize desired
changes and expose undesired changes. The compliance and
configuration control tool can also generate one or more
reports concerning the monitored assets showing a wide
variety of information (e.g., compliance information, con-
figuration information, usage information, etc.)

[0039] One such compliance and configuration control
tool that is suitable for use with the disclosed technology is
the Tripwire® Enterprise tool available from Tripwire, Inc.
The examples described below are shown as being used in
connection with the Tripwire Enterprise tool. This particular
usage should not be construed as limiting, however, as the
disclosed technology can be used to manage and classify
assets in other compliance and configuration control tools as
well.

IV. Example Embodiments of Tag-Based Asset Management
and Classification

[0040] The disclosed embodiments concern methods, sys-
tems, and apparatus for classifying assets monitored by a
compliance and configuration control tool. The disclosed
classification techniques can be implemented through a
graphical user interface, such as any one or more of the user
interfaces shown in the screen shots and described below.
Embodiments of the disclosed tag-based classification tech-
niques can be used to allow a user to easily and quickly
select and perform actions on groups of one or more assets
(e.g., monitor policies, perform upgrades, etc.). For
example, the tag-based classification techniques can auto-
matically classify tags into “tag sets” (or “tagged sets”)
based on node properties or user-selected criteria or condi-
tions (e.g., criteria or conditions that are established in a
user-created tagging profile or rule). The tagged assets can
then be further filtered to identify even deeper relationships
between the assets. When applying filters to the tagged data,
one or more filter criteria can be applied and joined using
any suitable boolean operator (e.g., OR, AND, etc.). Fur-
thermore, relationships between tag sets can be identified
through filtering (also by using one or more filter criteria
joined using any suitable boolean operator).

[0041] In certain embodiments, the disclosed tag-based
classification techniques work in conjunction with an under-
lying compliance and configuration control tool that
arranges and represents assets according to a hierarchical
tree model. In the exemplary embodiments described in the
appendices, for example, the tag-based classification meth-
ods are implemented through a software component termed
“asset view” or “asset manager”, which can be used to
classify the assets that are maintained by the Tripwire®
Enterprise tool (which represents assets and their associated
properties according to a hierarchical tree model). In these
embodiments, the tag-based classification tool operates by
using information about the assets that is available from (or
harvested from) the assets monitored by the underlying
compliance and configuration control tool. This information
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can include, for instance, information about the asset’s
operating system, database version, IP address, and/or other
such, configuration information. In some cases, this infor-
mation is available from the underlying hierarchical file
system or from a configuration management database main-
tained by the compliance and configuration control tool, but
can also be obtained by harvesting the information directly
from the assets through suitable network commands (which
can be sent from the tag-based classification tool itself or
from the underlying compliance and configuration control
tool). Communications between the tag-based classification
tool and the underlying compliance and configuration, con-
trol tool can be performed using a suitable message bus (e.g.,
a message bus operating according to the AMQP protocol or
other suitable messaging protocol). Through the use of such
a message bus, the tag-based classification tool can have
access to and use the functionalities of the underlying
compliance and configuration tool.

[0042] By using tags, the time-consuming, non-intuitive,
and burdensome task of manually navigating the hierarchi-
cal tree model and grouping assets having particular prop-
erties can be avoided. Furthermore, hierarchical tree models
arrange nodes according to static relationships. By contrast,
embodiments of the disclosed tag-based classification tech-
niques allow for classifications to be dynamically created.

[0043] A.Example Embodiments of Asset View Interfaces
and Methods
[0044] FIG. 4 is a screenshot of an exemplary user inter-

face 400 for implementing a tag-based asset monitoring and
management scheme according to an embodiment of the
disclosed technology. By using a “tagging” paradigm such
as shown in FIG. 4, greater customization and control for
monitoring and managing assets with a compliance and
configuration control tool is possible. For example, nodes
(assets) in an IT environment have certain characteristics or
classifications that can be “tagged” to the node using a
tag-based paradigm. In the exemplary embodiments dis-
cussed below in FIGS. 4-20, the tag-based monitoring and
management tool is termed “asset view”, though it should be
understood that this name is by way of example only.

[0045] In the example user interface shown in FIG. 4, the
asset view interface 400 is divided into three panes a left
pane 410, termed the asset filter pane; a middle pane 412,
termed the asset list pane; and a right pane 414, termed the
selection information pane. In particular, the asset filter pane
410 shows one or more asset filtering mechanisms or
categories. The asset list pane 412 shows a list of the various
assets associated with a filter or tag set selected from the
asset filter pane 410. For instance, in the illustrated embodi-
ment, the assets are shown by name and IP address (where
the name, in some cases, is the same as the IP address). In
some embodiments, the asset list pane 412 can include
additional information about the listed assets. For example,
an icon or other indication may appear in the asset list pane
412 showing the “health” of the asset (e.g., a red-colored
icon may indicate that there is a potential malfunction or
security threat associated with the asset). The selection
information pane 414 shows details about a particular asset.
For example, in the illustrated screenshot, the selection
information pane 414 shows detail of a particular node
(asset). For instance, in the illustrated implementation, the
selection information pane shows the name of the node (at
420), the
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[0046] IP address associated with the node (at 422), the
operating system running on the node (at 424), the status of
the node (at 426) (e.g., whether monitoring of the node is
enabled or not), the tag sets that are associated with the
nodes (at 428), and any saved filters that include the node (at
430). In other implementations, any one or more of these
items of information can be included alone or in various
subcombinations in the selection information pane, poten-
tially along with other information. For example, in some
implementations, information about the health of the asset is
included in the selection information pane 414 (e.g., an
indication or identification of a malfunction or potential
threat associated with the asset). Further, the particular
number and arrangement of panes shown in FIG. 4 should
not be construed as limiting in any way, as any number or
arrangement of panes is possible. In the asset filter pane 410
and elsewhere in the asset view interface, groups of items
can be collapsed or expanded by toggling an arrow associ-
ated with the item. For example, FI1G. 5 shows a screenshot
500 of the asset filter pane 410 with expandable, or collaps-
ible groups of items for system tag sets 520, tag sets 522, and
saved filters 524 (e.g., expandable or collapsible by clicking
any of the associated arrows, such as arrow 530, which in a
collapsed (as seen by comparing FIG. 4 with FIG. 5)).

[0047] B. Example Embodiments of Asset Filtering Inter-
faces and Methods

[0048] Filtering assets by tags and/or keywords allows a
user to quickly obtain information about nodes; and by
applying particular tags to a node, the node can easily be
scooped to a specific monitoring/compliance process in a
compliance and configuration control tool. For example,
FIG. 6 is a screenshot 600 of a user using a keyword search
together with a selection from the system tag sets group of
tags to identify one or more nodes meeting the identified
criteria. In particular, a user is able to select one or more
criteria in a filter request selection area 614 of the asset filter
pane 410 to filter nodes to identified criteria. A user can
select one or more tags (from the system tag set or other tag
set group) or one or more saved filters to search within (e.g.,
by including the tag set or filter as one of the criteria in the
filter request selection area 614). For example, in the screen-
shot 600, the user has selected to search within a particular
database server tag that is part of the database server tag set.
In particular, the user has selected to search within the group
of nodes having a database server tag of “Microsoft SQL
Server 2008”, as shown by the “Microsoft SQL Server
2008 designation in the expanded set of tag sets for
database servers being selected by a user and included in the
filter request selection area 614. The term “Microsoft SQL
Server 2008 can also be highlighted or have a different
color in expandable list 616 showing the tags for the
“database server” tag set. Furthermore, the asset filter pane
410 includes a keyword filter area 612 in which a user can
enter one or more keywords. For example, in the example
shown in FIG. 6, the user has entered the search term
“pebbles” in the keyword filter area 612. Thus, the asset list
pane 412 and the selection information pane 414 show
results from a search for nodes among database servers
running “Microsoft SQL Server 2008” that include the word
“pebbles”. In the particular search shown, the search is a
Boolean AND search: search for any nodes having the word
“pebbles” AND having the data server tag titled “Microsoft
SQL Server 2008”. If multiple database server tags were
selected, the search would be modified to search among all
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tags using an OR operation as appropriate. For example, if
the user selected both the “Microsoft SQL Server 2008 and
“Oracle 10 g Enterprise Edition” tags, then the search would
be search for any nodes having the word “pebbles” AND
having the data server tag titled (“Microsoft SQL Server
2008 OR “Oracle 10 g Enterprise Edition™). The criteria of
the asset filter be easily modified by either selecting further
tags or tag sets in which to perform a search, by adding
additional keywords,tags, or tag sets, or by deleting key-
words, tags, or tag sets by selecting a “de-select” symbol or
icon (e,g., by selecting the*x”’s that are associated with each
keyword, tag, or tag set).

[0049] Also shown in FIG. 6 are the asset list pane 412 and
the selection information pane 414 showing the results of the
search performed according to the criteria designated in the
filter request selection area 614. For example, in the illus-
trated screenshot 600, the asset list pane 412 shows a single
result for the search criteria as well as the specifics of the
identified node in the selection information pane 414. Fur-
ther, in some embodiments, one or more counters are
displayed in the asset filter pane 410 that indicate the number
of matching nodes associated with the displayed tags, thus
providing a dynamically updated indication of how many
nodes match the requested filter criteria. For example, in
FIG. 6, counter 618 indicates that “1” node tagged with the
Microsoft SQL Server 2008 tag matches the filter request.
[0050] FIG. 21 is a flow chart 2100 illustrating one exem-
plary method for performing asset filtering according to an
embodiment of the disclosed technology. The method acts
shown in FIG. 21 should not be construed as limiting, as any
one or more of the method acts may be omitted, performed
in a different order, or supplemented with one or more
additional method acts.

[0051] At 2110, a list of tags is displayed in a first portion
of'a screen (e.g., as shown in asset filter pane 410 of FIG. 6).
Furthermore, in the displayed list, each tag is associated with
a property of an asset in an information technology envi-
ronment (e.g., in FIG. 6, each asset in expandable list 616 is
associated with a particular type of database server soft-
ware).

[0052] At 2112, a filter request specifying a first keyword
or tag is received (e.g., input or otherwise buffered for
further processing). For example, in FIG. 6, the user can
make a filter request through the keyword filter area 612 or
by selecting a particular tag in the asset filter pane 410.
[0053] At 2114, the first filter request (e.g., the first
specified keyword or tag) is matched to one or more assets
in the information technology environment. For example,
one or more databases and/or hierarchically arranged file
systems that are maintained and that include asset informa-
tion for the assets in the IT environment can be searched for
matching entries. In particular embodiments, the searching
can be performed using an exact matching search, a regular
expression search, or some other recognized searching
method. For example, by using a regular expression search
a user can identify matching assets based only on partial
information about the node (e.g., a portion of the IP address,
node name, operating system, or other node property).
Furthermore, in certain embodiments, the search is per-
formed across multiple fields in the asset database and/or
files storing information about the assets across all fields
and/or files) and not just a particular type of field or file. In
other embodiments, the search is limited to a subset or just
one field of a database or file of a file system. For example,
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in certain embodiments, the search is performed only on
fields storing information for the attributes that are displayed
in the selection information pane (e.g., pane 414) and/or on
another subset of fields, such as fields storing data for one or
more of a host name, IP address, or tag. Additionally, any of
these various searching options can, be user-selectable or
preset.

[0054] At 2116, a list of nodes matching the keyword or
tag is displayed in a second portion of the screen distinct
from the first portion. For example, in FIG. 6, the results of
the matching can be displayed in the asset list pane 412.
[0055] At2118, a second filter request specifying a second
keyword or tag is received. For example, in FIG. 6, the user
has made a first filter request by selecting the “Microsoft
SQL Server 2008 tag and a second filter request by entering
the keyword “pebbles” in the keyword filter area 612. Both
requests are displayed in the asset list pane and can be
de-selected upon a user selecting the “x” icon adjacent the
respective request. In certain embodiments, only a single
keyword search can be performed, but additional search
criteria can be added by selecting additional tag(s). At 2120,
the second filter request (e.g., the second keyword or tag) is
matched to one or more assets that also match the first filter
request (e.g., using any of the search methods described
above).

[0056] At2122, an updated list of nodes matching both the
first keyword (or tag) and the second keyword (or tag) is
displayed in the second portion of the screen. For example,
in FIG. 6, the results of the matching according to both filter
requests are displayed. In this way, the results of the filtering
process are dynamically updated for the user, allowing the
user quickly and easily see how variations in the filter
request affect the search results and more quickly locate the
desired results.

[0057] In certain embodiments, upon user selection of a
respective one of the nodes in the second panel of the display
screen, additional information about the respective one of
the nodes is displayed in a third panel of the display screen
(e.g., the selection information pane 414 shown in FIG. 6).
Further, as illustrated in FIG. 6, the third panel of the display
screen can also include a portion that shows the tags that are
associated with the selected asset. Additionally, the list of
tags displayed in the first portion of the screen can be
dynamically updated to further include a numerical indicator
adjacent to each tag having matching assets. For example, as
illustrated in FIG. 6, a numerical indicator “(1)” appears
adjacent to the tag “Microsoft SQL Server 2008 to indicate
that one node associated with the tag matches the two filter
requests shown in a filter request selection area 614 of the
asset filter pane 410. In certain embodiments, the list of tags
displayed in the first panel of the screen is displayed as part
of a tag set in an expandable list of tag sets in which, upon
expansion, each tag set displays the respective tags for the
tag set. One example of such an expandable list is shown as
expandable list 616 in FIG. 6, where the tag set “Database
Server” is expanded to show the included tags.

[0058] C. Examples of System Tag Set Interfaces and
Methods
[0059] In some embodiments of the disclosed technology,

certain tag sets are automatically generated. For example,
the compliance and configuration control tool can be con-
figured to automatically obtain certain data for each node
(e.g., as each node is added to an IT infrastructure). The
process of automatically obtaining certain types of data for
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a node is referred to herein as “harvesting”. For example, in
certain embodiments, when a node is added to an IT
infrastructure, one or more items of data concerning the
configuration of the node are automatically stored (har-
vested). In particular implementations, the automatically
obtained data can include an identification of the type of
device the node is, an identification of the version of the
operating system running on the node, an identification of
the database server software running on the node, and/or an
identification, of the directory server software running on
the node. This data can then be used by the tag-based
monitoring and management tool (e.g., asset view) to auto-
matically assemble system tag sets without user interven-
tion. In other words, this information can be used create
preset, automatic system tag sets,

[0060] Furthermore, in certain embodiments, this same
information can be used to create groups of assets that are
available to the user in the traditional hierarchically arranged
group format (e.g., a hierarchical file format) usable with a
non-tagged-based tool (e.g., Tripwire Enterprise). For
example, FIG. 7 shows a screenshot of a tag-based user
interface 700 (e.g., asset view) and a screenshot of a
hierarchical-tree-arranged user interface 702 (e.g., Tripwire
Enterprise) As can be seen, the system tags (shown at 710)
from the tag-based user interface (specifically, the tag sets
“Microsoft Active Directory”, “Sun Directory Server”, and
“Sun Microsystems Inc., Sun Java™ System Directory
Server”) are also shown in the hierarchical-tree-arranged
user interface (shown at 712). These automatically created
groups of nodes in the hierarchical-tree-arranged user inter-
face 702 are sometimes referred to as “smart node groups”.
In particular embodiments, once system tags have been
applied to a node for the tag-based user interface 700, the
nodes will automatically be linked to or associated with the
corresponding groups (e.g., shown as “smart node groups”
in FIG. 7) in the hierarchical-tree-arranged user interface
702,. Furthermore, in certain implementations, the smart
node groups behave like any other user-created node group
in the hierarchical-tree-arranged database structure or file
system used by the compliance and configuration control
tool (e.g., any tasks, rules, and/or policies can be scoped to
these groups).

[0061] FIG. 22 is a flow chart 2200 illustrating one exem-
plary method for performing automatic tag set creation
according to an embodiment of the disclosed technology.
The method acts shown in FIG. 22 should not be construed
as limiting, as any one or more of the method acts may be
omitted, performed in a different order, or supplemented
with one or more additional method acts.

[0062] At 2210, nodes in a computer network are moni-
tored (e.g., using a compliance and configuration control
tool, such as Tripwire Enterprise). In particular implemen-
tations, the nodes comprise one or more of a database server,
directory server, file server, network device, or virtual infra-
structure.

[0063] At 2212, a new node in the computer network is
detected (e.g., by the configuration and configuration control
tool).

[0064] At 2214, the new node is associated with one or
more tags. In certain embodiments, this association is per-
formed upon detecting the new node and without user
initiation (e.g., the associated is performed automatically).
For example, in certain embodiments, certain attributes of
the new node are automatically detected (e.g., by the com-
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pliance and configuration control tool, which automatically
harvests certain system-level data concerning the new node
and sends it to an asset manager application for system tag
assignments). Using the detected information, one or more
tags (e.g., from a system tag set) are automatically mapped
or associated with the node. In other embodiments, the tags
are applied by applying one or more preset and automati-
cally applied tagging profiles (discussed in more detail
below) to the new node, each tagging profile comprising a
set of one or more conditions that, if satisfied by the new
node, cause the new node to be associated with one or more
respective tags of the tagging profile. In still other embodi-
ments, tagging is automatically performed based on tagging
instructions or tagging profiles established by a third-party
software component that communicates with the asset man-
ager via a suitable API. In this way, a third-party component
can leverage the monitoring and harvesting capabilities of a
compliance and configuration control tool as well as the
tagging capabilities of the disclosed technology. (It should
be noted that any of the features and aspects of the disclosed
technology can be accessed and controlled by a third-party
software component via a suitable API.)

[0065] Insome embodiments, the tag is a keyword or term
(e.g., a non-hierarchical keyword or term) that is assigned to
the node (e.g., as metadata or as a field in a database storing
nodal information for the information technology network),
thereby associating the tag with the node. The tags assigned
to the new node can be any one or more tags, but in certain
embodiments relate to system-level tags that relate to basic
system information, such as the operating system used by
the new node, the directory service used by the new node (if
the node is a server), and/or the monitoring status of the new
node (e.g., a monitoring status performed by the compliance
and configuration control tool). In certain embodiments, the
tags are displayed in a first panel of a display screen, and,
upon user selection of a respective one of the tags, nodes
associated with the respective one of the tags are displayed
in a second panel of the display screen. For example, in FIG.
6, the automatically created tags are shown as “system tag
sets” in the asset filter pane 410.

[0066] FIG. 23 is a flow chart 2300 illustrating one exem-
plary method for creating tag sets and automatically gener-
ating corresponding groups in a hierarchically arranged
database or file system usable by a hierarchical-tree-based
compliance and configuration control tool (e.g., Tripwire
Enterprise). The method acts shown in FIG. 23 should not be
construed as limiting, as any one or more of the method acts
may be omitted, performed in a different order, or supple-
mented with one or more additional method acts.

[0067] At 2310, a set of conditions is received and used to
establish a tagging profile. For example, the set of conditions
can comprise a first condition specifying a first node prop-
erty and a second condition specifying a second node
property (e.g., the conditions can be received via user input,
such as through a tagging profiles interface, an example of
which is discussed below with reference to FIG. 12). In
general, the set of conditions specifies a set of one or more
conditions that must be satisfied by a node before the mile
is assigned a tag associated with the tagging profile (e.g., by
the node satisfying one of the specified conditions in the set,
or all of the conditions specified in the set).

[0068] At 2312, identifications of one or more tags asso-
ciated with the tagging profile are received (e.g., via user
input, such as through a tagging profiles interface or tag
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managing interface, examples of which are discussed below
with reference to FIG. 8 and FIG. 13).

[0069] At 2314, the tagging profile is applied to nodes in
an information technology network. The application of the
tagging profile can be performed, for example, by assigning
the one or more tags associated with the tagging profile to
one or more nodes of the information technology network
that satisfy one or more conditions of the set of conditions
specified in the tagging, profile, and thereby generating a
tagged set of nodes, For example, in certain embodiments,
the user can select whether all conditions of the set must be
satisfied or a subset of the conditions of the set must be
satisfied before assigning tags (e.g., any one condition of the
set). In certain embodiments, the tag is a keyword or term
(e.g., a non-hierarchical keyword or term) that is assigned to
the node (e.g., as metadata or as a field in a database storing
nodal information for the information technology network).
[0070] At 2316, a corresponding data set that comprises
the tagged set of nodes is generated in a hierarchical
database or file system. The hierarchically-arranged data-
base or file system can have a structure or arrangement that
is configured to be used by a compliance and configuration
control tool (e.g., Tripwire Enterprise). One example of such
a hierarchical file system is illustrated in FIG. 7.

[0071] In certain embodiments, the method of FIG. 23 is
performed by a monitoring and control computer in the
information technology network. (e.g., a computer running
the compliance and configuration control tool). Such a
computer is typically controlled by an IT administrator in a
company or organization. A compliance and configuration
control tool can then be used to apply a rule (or other policy)
to the tagged set of nodes in the data set. For instance, in one
example, the rule can identify a criterion by which a detected
configuration change to the node is to be stored and trans-
mitted to the monitoring computer.

[0072] D. Examples of Tag Set Interfaces and Methods

[0073] In certain embodiments, a user can create tag sets,
comprising a group of tags associated by a common char-
acteristic, category, or classification. For example, a tag, set
management interface can be accessed from a main asset
view interface (e.g., by selecting a “manage” button 440
displayed on the asset view interface 400). FIG. 8 is a
screenshot 800 of a tag set management interface. By using
the tag set management interface, a user can create custom-
ized tag sets by which one or more tags are identified as
having a certain characteristic or relating to a certain cat-
egory or classification of data type. The tag set management
interface of FIG. 8 also allows a user to edit and manage
existing tag sets. Generally speaking, a “tag set” refers to a
category (or set) of one or more tags that are interrelated,
whereas a tag itself refers to a particular characteristic (or
tag) within a tag set. For example, and as shown in screen-
shot 800, tag set display 810 is named “location” and refers
to tags that are interrelated to each other because the tags
each indicate an asset’s location. Tags 812 within the tag set
display 810 include specific tags for “New York”, ‘“Port-
land”, and ““Tokyo”. When a particular tag set is selected for
management (e.g., by selecting the arrow 814 that expands
a given tag set selection), the tags within the tag set are
displayed along, with a tag, addition area 816 for adding one
or more additional tags to the tag set. The tag set display 810
also includes a counter 818 showing the number of tags
associated with the tag set. The counter 818 is displayed both
when the tag set display 810 is expanded or collapsed. For
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example, tag set display 830 for “platform family” includes
a counter 832 that show’s that there are two tags associated
with the tag set. Further, tag set display 820 for “owner”
includes an “add tags” selector 822 indicating that there are
no tags associated with the tag set but providing a, clickable
selector that will expand the tag set display and allow a user
to add one or more tags (through a tag addition area).
Deleting a tag or tag sets can be accomplished by clicking
the “x” to the left of the tag or tag sets. When finished, a user
can exit the tag set management interface by selecting the
close button in the lower right of the screen.

[0074] Incertain implementation, to apply tags, a user first
identifies the assets to which the tags are to be added. This
identification can be performed using the asset view screen
400. In particular, a user can select one or more nodes from
the asset list pane 412 (by selecting the checkbox next to the
one or more nodes to be selected). The one or more selected
nodes then appear in the selection information pane 414.
When multiple assets are selected, they appear by name in
the selection information pane 414. As seen in the asset view
screen 400, an “edit tags” selector 442 appears in the
selection information pane 412. By selecting the “edit tags”
selector 442, a tag editing interface is opened.

[0075] FIG. 9 is a screen shot of an exemplary tag editing
screen 900 that includes a tag editing interface 910 (some-
times also referred to as the asset drawer) that opens adjacent
to the selection information pane 414. In the screen 900, the
two nodes are displayed in the selection information pane
414. Also visible is an “edit tags” selector 914 for the
selected tags. The tag editing interface allows a user to
choose which tags should be applied to the selected assets.
The tag editing interface can also be used to remove tags
from selected assets. In general, the tag editing interface 910
lists the available tag sets, which can each be expanded to
show the tags within each given set (e.g., by selecting the
rotatable arrow icon associated with each tag set). An
expanded tag, set display 920 for the “location” tag set is
shown in FIG. 9. Once expanded, the tags of the tag set are
displayed along, with a respective selector box for each tag.
In the illustrated embodiment, a solid square indicates that
the tag is applied to some of the selected assets, a checkmark
indicates that it is applied to all the selected assets, and an
empty checkbox indicates that it is applied to none of the
selected assets. A user can make changes by clicking on the
checkbox to either apply the tag (changing the checkbox to
include a checkmark) or remove a tag (changing, the check-
box to an empty checkbox). In the illustrated embodiment,
two assets are selected for having their tags edited (“172.
20.1.105” and “81356-02k8-2.qa.tripwire.com™), but the
user can modify the tags for a single one of the assets simply
by removing the other asset from the selection information
pane 414 (e.g., by selecting the “x” adjacent to the asset). In
the illustrated embodiment, changes are applied when the
user clicks either a “close” button 930 or “close and clear
selected” button 932, the difference being that the “close”
button simply closes the tag editing interface 900, whereas
the “close and clear selected” button closes the tag drawer
and also clears the selected assets from the selection infor-
mation pane 414.

[0076] E. Examples of Tagging Profile Interfaces and
Methods
[0077] As noted above, embodiments of the compliance

and configuration control tool have the capability of auto-
matically applying system tags to nodes based on their
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operating system, device type, and/or other criteria. Certain
embodiments of the disclosed technology include the ability
for a user to customize a set of tagging rules, which can then
be applied to the available assets. In this discussion, the
customized sets of tagging rules (or conditions) are termed
“tagging profiles”. In general, tagging profiles allow a user
to specify additional tags that should be applied to assets
based on one or more characteristics. In certain implemen-
tations, the tagging profiles can be configured to be auto-
matically applied to new assets as they are added to an IT
environment and monitored by the compliance and configu-
ration control tool and/or they can be run manually to apply
tags to the assets.

[0078] In certain implementations, tagging profiles can be
managed by clicking on a “manage” button associated with
“tagging profiles” and displayed on the asset filter pane of
the asset view screen. For example, FIG. 10 is a screenshot
of a portion of an asset view screen 1000 in which an asset
filter pane 410 includes a manage button 1020 associated
with a tagging profiles area 1022.

[0079] Upon selecting the manage button 1020, a tagging
profiles interface is opened. For example, FIG. 11 is a
screenshot of an exemplary tagging profiles interface 1100
(displayed as a tab among various other tabs for managing
tags). In the illustrated implementation, the tagging profiles
interface 1100 includes a list of tagging profiles 1110 along
with several options for managing a selected one of the
tagging profiles. In particular, a user can create a new profile
(by selecting “new profile” button 1120), edit an existing
profile (by selecting “edit profile” button 1122), delete a
profile (by selecting “delete profile” button 1124), or run the
selected profile (by selecting “run profile now” button 1126).

[0080] In the illustrated implementation, to create new
profile, a user can click the new profile button 1120, causing
a new tagging profile interface to open. For example, FIG.
12 is a screenshot of an exemplary new tagging profile
interface 1200. In particular, the new tagging profile inter-
face 1200 allows a user to select a “choose conditions”
screen 1210 (using selector 1211) or a “choose tags to apply”
screen (using selector 1213). In FIG. 12, the choose condi-
tions screen 1210 is displayed. In the illustrated choose
conditions screen 1210, a tagging profile name area 1220 is
displayed in which a user can supply a name. Additionally,
a tagging application selector area 1222 is shown in which
the user can select to either run the profile automatically as
new nodes are added or to run the profile manually (e.g.,
after prompting by a user). Further, the choose conditions
screen 1210 shown in FIG. 12 includes several screen
portions for selecting how and what criteria comprise the
tagging profile. For example, matching criteria selector box
1230 allows a user to select whether the tagging, profile is
satisfied when all or any condition of the tagging profile are
met. In the illustrated screenshot, the user has selected that
“all” conditions of the tagging profile must be met before an
asset is added to the one or more tags specified by the
tagging profile. In general, the selection of all conditions or
any condition will change the Boolean operator used to link
the conditions of the tagging profile (e.g., when “all” is
selected, the conditions will be linked by an “AND” opera-
tor; whereas when “any” is selected, the conditions will be
linked by an “OR” operator). In general, the conditions used
to define a tagging profile can be any condition of a node that
is monitored and available to the compliance and configu-
ration control tool. In the illustrated implementation, the
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conditions comprise host name, IP address, and system tag
sets, but can include additional, alternative, or fewer con-
ditions. For host name condition selection area 1240, various
matching criteria can be selected, including that the host
name “contains” the designated set of characters (e.g., “fin”
in FIG. 12), “begins with” the designated set of characters,
“ends with” the designated set of characters, and/or “exactly
matches” the designated set of characters. Other matching
criteria can additionally or alternatively be used. For IP
address condition selection area 1242, various matching can
also be selected. For instance, as illustrated, the IP address
can be matched to a range of IP addresses using the “is in”
matching criteria. Or, the matching criteria can require an
exact match to a particular IP address, or can “contain”,
“begin with”, and/or “end with” a specified IP address. For
system tag set selection area 1244, a selection area is
provided that allows a user to select a desired system tag set
from among the available system tag sets (e.g., “operating
system” as shown) as well as a matching criteria selector that
allows a user to select from among various matching criteria
(e.g., “contains”, “exactly matches”, “begins with”, “ends
with”, and/or other such criteria). The tag set selection area
1244 additionally includes an area in which a designated
name for matching can be insert (e.g., “Windows” as shown
in FIG. 12). One or more additional conditions can be added
to the tagging profile as desired. Of course, fewer conditions
can also be used to create the tagging profile. In the
illustrated example, then, nodes whose hostname contains
“fin” and whose IP address is between “10.0.1.1” and
“10.0.4.254” and whose operating system (according to the
automatically applied system tag set) contains “Windows”
the tagging profile called “Finance Nodes”.

[0081] As noted, the new tagging profile interface 1200
also includes a screen through which a user can select which
tags to apply to nodes satisfying the conditions of the
tagging profile. In the illustrated implementation, this screen
is accessed by selecting the “choose tags to apply” selector
1213. FIG. 13 is a screenshot of an exemplary “choose tags
to apply” screen 1312 for the new tagging profile interface.
In the illustrated “choose tags to apply” screen 1312, a
tagging profile name area 1320 is displayed in which a user
can supply a name to change the tagging profile. Addition-
ally, a tagging application selector area 1322 is shown in
which the user can select to either run the profile automati-
cally as new nodes are added or to run the profile manually
(e.g., after prompting by a user). Also shown in the screen
1312 is an available tags display 1330 comprising expand-
able displays of the available tag sets. As shown, once
expanded, each tag set display identifies each tag associated
with, the set along with a selectable checkbox (e.g., checFk-
box 1340 associated with the “Portland” tag in the “loca-
tion” tag set). When checked, the associated tag will be
applied to nodes matching the selected tagging profile.
Screen 1312 also includes a selected tags display 1332 that
lists the tags that have been selected to be applied upon
satisfaction of the conditions for the tagging profiles. For
example, in the illustrated example, the tag “Portland” in the
tag set “location” and the tag “finance” in the tag set
“owner” will be applied when the conditions for the tagging
profile “finance nodes™ are satisfied. Tags can be added or
removed by either selecting the appropriate check box from
the available tags display 1330 or by selecting the “x” button
for a tag on the selected tags display 1332. After choosing
the tags that should be applied, a user can click a “save”
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button 1340 in the lower right of the screen 1312. If the
profile is set to be applied manually, and in certain imple-
mentations, nothing will happen until the profile is selected
in the list of tagging profiles 1110 from the tagging profiles
interface 1110 and the “run profile now” button 1126 is
clicked. On the other hand, if the profile is set to run
automatically, then in certain embodiments of the disclosed
technology, the profile will be run automatically and attempt
to match nodes to the profile conditions (e.g., at regular
intervals and/or upon detection of a new node). FIG. 14
shows a screen 1400 after a tagging profile is run in which
an information area appears informing the user of the
number of assets matched to the selected tagging profile. In
the illustrated example, for instance, the selected tagging
profile ran successfully and matched “902” assets.

[0082] FIG. 24 is a flow chart 2400 illustrating one exem-
plary method for creating and applying a tagging profile.
The method acts shown in FIG. 24 should not be construed
as limiting, as any one or more of the Method acts may be
omitted, performed in a different order, or supplemented
with one or more additional method acts.

[0083] At 2410, a set of conditions to establish a tagging
profile is received. The set of conditions can comprise a first
condition specifying a first node property and a second
condition specifying a second node property. For example,
the tagging, profile interface shown in FIG. 24 can be used
by a user to speedy the one or more conditions in the set.

[0084] At 2412, identifications of one or more tags asso-
ciated with the tagging profile are received. For example, the
interfaces shown in FIG. 8 and/or FIG. 13 can be used by a
user to identify the tags to be associated with the tagging
profile.

[0085] At 2414, the tagging profile is applied to nodes in
an information technology network by determining one or
more nodes in the information technology network that
satisfy the set of conditions. For example, one or more
databases and/or file systems that are maintained and that
include asset information for the assets in the IT environ-
ment can be searched for nodes having properties that satisfy
the specified set of conditions. Any of a variety of searching
options can be used as discussed above with respect to FIG.
21).

[0086] At 2416, the one or more tags are associated with
the nodes that satisty the one or more conditions of the set
of conditions. For example, in certain embodiments, the tag
is a keyword or term (e.g., a non-hierarchical keyword or
term) that is assigned to a respective matching node (e.g., as
metadata or as a field in a database storing nodal information
for the information technology network), thereby associat-
ing the tag with the one or more respective nodes.

[0087] After the application of the tagging profile, a list of
the tags can be displayed in a first pane of an interface (e.g.,
as Shown in FIGS. 4-6). Further, and as described above,
after user selection of a respective one of the tags, a list of
the nodes associated with the respective one of the tags can
be displayed in a second pane of an interface (e.g., as shown
in FIG. 6). In certain embodiments, and as explained above,
the determining and the associating acts at 2414 and 2416
can be performed automatically as a new node is introduced
to the information technology network. In some implemen-
tations, a user is allowed to select whether the tagging profile
is to be applied automatically or manually (e.g., as shown in
FIG. 12). In particular implementations, the nodes comprise
one or more of a database server, directory server, file server,
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or network device. As noted above, one or more of the
conditions for a tagging profile can be that a node be within
a range of internet protocol addresses, that a node have a
name or attribute that matches a user-selected set of char-
acters, and/or that a node be tagged with a selected tag, the
selected tag being different than the one or more tags
associated with the tagging profile. Additionally, and as
shown in 12, the user can allowed to select whether all
conditions of the set or less than all conditions must be
satisfied before associated nodes with the one or more tags.

[0088] F. Examples of Saved Filter Interfaces and Meth-
ods
[0089] By using tags and keywords, embodiments of the

tag-based asset monitoring and management scheme dis-
closed herein allow a user to quickly filter the list of assets
to only show assets of interest. For example, if a user wants
to find out information about a node and the user only knows
part of its name (a keyword), the operating system it is
running (a system tag), and/or its location and owner (tags),
this information can be used to quickly create a filter that
locates the matching node. For example, FIG. 15 shows a
screenshot of an asset view screen 1500 where the asset filter
pane 410 is used to create a filter that includes the keyword
“class.com”, the operating system tag “CentOS 57, the
location tag “Portland”, and the owner tag “R&D”, all of
which are displayed in the asset filter area 1520. Upon
clicking the search button 1522, the results can be displayed
in, the asset list pane 412. Further, in certain implementa-
tions, all tags are considered to be keywords, but not all
keywords are tags. In other words, a user can use tag
information in keyword filter fields to match assets with
corresponding tags. More commonly, though, a user will use
keywords that are not tags in keyword filter fields, such as
the full or partial name or IP address of a node. Further, in
certain implementations, the asset filter treats multiple filter
criteria according to a unique matching strategy. In particu-
lar, in certain implementations, the asset filter interprets
criteria in the same tag set, system tag set, or saved filter
using a logical OR operator; and criteria from different tag
sets or saved filters using a logical AND operator. For
example, if a user uses “Location:Portland”, “Location:New
York,” and “Owner:R&D” as filter criteria, the asset list
pane (e.g., asset list pane 412) will display all assets that
R&D owns AND that are in either Portland OR New York.
This is because Portland and New York are in the same tag
set (Location), whereas R&D belongs to another tag set
(Owner).

[0090] Adding tags by selecting them from the asset filter
pane and typing keywords into the keyword filter field
allows a user to quickly and easily build and see all assets
that fall in the scope of the filter in the asset list pane. This
query can then be saved. For example, the current filter can
be saved by clicking on the “save current filter” button 1530
displayed with the keyword filter field. By selecting to save
the current filter, a saved filter interface can be opened where
the user can name the filter and refine it, as desired. FIG. 16
is a screenshot of an exemplary saved filter interface 1600
where a user can name the filter, refine it, and then save the
filter. In particular, the saved filter interface 1600 includes an
available tag display 1610 of the available tags, which are
expandable to show the particular tags associated with each
tag sets. Additionally, the saved filter interface 1600 includes
a “filter by this criteria” display 1612 that shows the selected
criteria by which filtering is to be performed. As can be seen,
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a user can modify the filtering criteria by either selecting or
deselecting the checkboxes associated with each tag or by
selecting to remove a criteria from the filter by clicking an
“x” on the “filter by this criteria” display 1612.

[0091] In certain embodiments, new saved filters can be
created and existing saved filters can be edited or deleted by
clicking on a “manage” button (e.g., “manage” button 540
shown in FIG. 5) associated with a saved filters display on
the asset filter pane. By selecting the “manage” button, a
saved filters management interface is opened. FIG. 17, for
example, is a screenshot of an exemplary saved filters
management interface 1700 (displayed as a tab among
various other tabs for managing tags). The saved filters
management interface 1700 includes a saved filters list 1710
in which saved filters are displayed, a “new saved filter”
button 1712 for initiating a new saved filter, an “edit saved
filter” button 1714 for editing a selected saved filter, and a
“delete saved filter” button 1716 for deleting a selected
saved filter.

[0092] Once a filter has been created and saved, it will
appear in the saved filters display on the asset view screen.
For example, FIG. 18 is a screenshot of an asset view screen
1800 that shows a saved filters display 1820 on an asset filter
pane 410 that includes a saved filter 1822 entitled “PDX.
R&D CentOs Nodes”. Also shown in the saved filters
display 1820 is a dynamically updated counter 1824 that
identifies the number of nodes that satisfied the criteria of the
saved filter after its last application. For example, in the
illustrated implementation, the counter 1824 shows that “1”
node is currently associated with the saved filter. In particu-
lar implementations, a filter is applied only upon a user
clicking on the filter, thereby causing the filter to be run and
its criteria edited. In other implementations, one or more
filters are automatically and/or continuously applied (e.g., at
regular intervals).

[0093] FIG. 19 is a screenshot of an asset view screen
1900 that shows a saved filter being applied. In particular,
the screen 1900 shows that the saved filter 1922 entitled
“PDX R&D CentOs Nodes” is currently being applied in an
asset filter area 1930. The asset filter area 1930 includes the
criteria for the filter as well as an option to “clear all” the
criteria (e.g., by selecting clear all button 1932). A user can
also clear the criteria from the asset filter area 1930 by
selecting either “x” indicator shown to the left of the filter
beneath the keyword filter field or “x” indicator to the left of
the selected saved filter in saved filters display 1940.
[0094] In certain embodiments, like tags and tag sets,
saved filters can automatically create node groups (and/or
link nodes matching the filter to the group) that can, he
accessed through the hierarchically arranged database or file
system that is used by an underlying compliance and con-
figuration control tool (e.g., Tripwire Enterprise). This auto-
matic creation of corresponding groups in the hierarchical
database or file system used by the underlying compliance
and configuration control tool can allow a user to enjoy the
benefits of tag-based management (which can offer much
more efficient and robust grouping capabilities) With the
benefits available in the compliance and configuration con-
trol tool. For instance, as one example, tasks and policies can
be scoped to the created node groups, thereby reducing
administrative efforts and increasing monitoring and policy
compliance capabilities. FIG. 20 includes a screenshot 2010
of a hierarchically arranged node tree of a compliance and
configuration control tool that shows node groups 2012
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created using an embodiment of the disclosed asset manager.
As seen, the node groups include “saved filters”, “system tag
sets”, and “tag sets” as described above. In other embodi-
ments more, fewer, or different node groups can be used.
Furthermore, a user can navigate the hierarchical tree to
identify one or more node groups or nodes to which a
configuration or compliance rule is to be applied. FIG. 20
also shows a screenshot 2020 of a rule group 2030 (“Critical
Change Audit Rules™) being selected for application to a
node group selected from screen 2010. This example illus-
trates how embodiments of the disclosed technology can be
used to increase the ease with which node groups are created
and managed, but still used within another work environ-
ment (e.g., within the environment of the underlying com-
pliance and configuration control tool).

[0095] G. Examples of Asset Health Displays and Meth-
ods.
[0096] In some embodiments, the asset view interfaces

can also be used to monitor and manage the “health” of an
asset. For example, the interfaces can be adapted to show
additional information indicative of whether a node is com-
municating without errors with the asset manager and/or the
compliance and configuration control tool. In certain
embodiments, the health of a node can be monitored and
updated (if appropriate) each time the node attempts to
communicate with the compliance and configuration control
tool (e.g., Tripwire Enterprise) and/or with the asset man-
ager. For example, the health of a node can be monitored
each time that the node attempts to communicate during, a
version check, promotion, or baseline operation. In particu-
lar implementations, the healthy nodes are automatically
tagged as a “healthy asset” and included in a “health” tag set
that appears in the asset view interface. Further, a node that
is not healthy can be automatically tagged with one or more
tags that are indicative of the type of error experienced by
the node.

[0097] In certain implementations, one or more of the
following error types can be detected and used to tag the
node connection error, incompatible agent error, out of sync
error, rule run error, task timeout error, or an uncategorized
error. A connection error is typically caused when monitor-
ing agent software at the node is not running, when the
system being monitored is not running, or when the user-
name, password, port number, or other connection informa-
tion specified for the node is incorrect. This type of error can
typically be corrected by an IT administrator making sure
that the agent and related systems are running and making
sure that the information for the node is current. An incom-
patible agent error is typically caused by a software update
to the compliance and configuration control tool that creates
a situation in which the data on the node is no longer
compatible with the new version of the compliance and
configuration control tool software. This type of error can
typically be corrected by an IT administrator restarting or
updating the agent software to refresh the data at the
identified nodes. An out of sync error is typically caused by
a loss of connection between the console running a compli-
ance and configuration control tool and an agent at a node
during a baseline or version check. This type of error can
typically be corrected by an IT administrator restarting or
updating the agent software to refresh the data at the
identified nodes. A rule run error is typically caused by a rule
timing out during a baseline operation or version check, or
when a rule attempts to query a database table that, does not
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exist. This type of error can typically be corrected by an IT
administrator reviewing the details of the error (e.g., in the
selection information pane of the asset view interface) and
taking corrective action (e.g., adjusting the rule applied by
the compliance and configuration control tool). A task tim-
eout error is typically caused by a task being executed at the
node e.g., via agent software controlled by the compliance
and configuration control tool) exceeding a maximum tim-
eout setting. This type of error can typically be corrected by
an IT administrator increasing the task timeout setting or
splitting the task into several smaller tasks. An uncatego-
rized error is an error that does not fit into any of the other
error categories. Typically, to resolve this type of error, an IT
administrator will review the details of the error (e.g., in the
selection information pane of the asset view interface) and
determine the proper corrective action. Further, in certain
implementations, uncategorized errors are not automatically
cleared from the asset view interface once resolved and
instead must be manually cleared. When an error is cleared,
the asset is re-tagged with the “healthy asset” tag such that
it appears as healthy in the “health” tag set.

[0098] In particular implementations, when an error is
detected at a node, an asset manager tool can make the
following changes the node’s health tag can be changed to
reflect the type of error, a visual indicator of the health of the
node can be displayed in the asset list pane (e.g., a red or
pink shaded indicator can appear next to the asset), and
details about the error can be displayed in the selection
information pane when the node is selected. In some imple-
mentations, the error is also logged in an error log. Further,
in certain implementations, the selection information pane
shows a history of error messages (e.g., the last ten error
messages that are less than two weeks old, or some other
number of messages or historical period). The error mes-
sages can be cleared by the user, if desired.

[0099] FIGS. 25 and 26 are screenshots of an exemplary
embodiment of an asset view interface having an asset
health tagging capability as described above. FIG. 25 is a
screenshot of an exemplary asset view interface 2500 that
includes asset health information. For example, asset filter
pane 410 includes an expandable “operational tag sets”
group 2510 that includes an expandable “health” tag set
2512. As seen in FIG. 25, the health tag set 2512 is expanded
to show the “healthy assets” tag along with additional tags
for each available error category (e.g., one or more of the
categories disclosed above). Additionally, the number of
nodes associated with each error category or as being a
healthy asset is displayed next to each tag (e.g., parenthetical
2530 indicates that there are “46” nodes tagged as “healthy
assets”). In the example shown in FIG. 25, the filter criterion
in asset filter area 2502 indicates that the nodes displayed in
the asset list pane 412 are nodes are tagged as “healthy
assets”.

[0100] FIG. 26 is a screenshot of an exemplary asset view
interface 2600 in which detailed error information is dis-
played in the selection information pane 414 when an
unhealthy asset is selected in the asset list pane 412. In
particular, the selection information pane 414 includes an
expandable error reporting section 2610 in which informa-
tion about two detected errors experienced by the selected
node is reported. In the illustrated example, a “connection
error” and an “out of sync error” are reported. As seen in the
error reporting section 2610, additional information about
the error and information about how the error can be
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corrected are displayed. Additionally, the error reporting
section and each individual error have “clear” buttons (e.g.,
“x” button 2612) that can be used to dismiss the error(s).
When dismissed, the actual condition behind the error will
remain unaffected, but the error tag within the asset view
interface will be removed from the asset. If the dismissed
error is the only error, the asset will be re-tagged as a healthy
asset. This ability to dismiss errors gives the I'T administrator
greater flexibility in managing detected errors and focusing
only on those errors that are important. For example, an IT
administrator might dismiss a connection error if they know
that a connection has been restored to an asset, or if the
connection problem is understood and anticipated. Also
shown in FIG. 26 are the results in asset list pane 412 of
assets that are filtered according to a tag set for an error
category. In particular, asset filter area 2602 indicates that
the filter criterion is to display nodes that are tagged with the
“out of sync errors” tag. Consequently, all the assets dis-
played in the asset list pane 412 have out of sync errors.
Furthermore, in the illustrated embodiment, the Unhealthy
20 nodes in the asset list pane 412 are further shown as being
unhealthy through some visual indicator. In FIG. 26, for
example, the unhealthy nodes have an associated visual
indicator a red or pink colored box, such as box 2630) in the
asset list pane 412,

[0101] V. Concluding Remarks

[0102] The particular interfaces, features, and capabilities
illustrated by the screenshots in FIGS.4-20 should not be
construed as limiting, as the technology can be implemented
using a wide variety of different programs, interfaces, fea-
tures and capabilities.

[0103] Having illustrated and described the principles of
the disclosed technology, it will be apparent to those skilled
in the art that the disclosed embodiments can be modified in
arrangement and detail without departing from such prin-
ciples. For example, any one or more aspects of the dis-
closed technology can be applied in other embodiments. In
view of the many possible embodiments to which the
principles of the disclosed technologies can be applied, it
should be recognized that the illustrated embodiments are
only preferred examples of the technologies and should not
be taken as limiting the scope of the invention.

1. A computer-implemented method, comprising

receiving a set of conditions to establish a tagging profile;

receiving identifications of one or more tags associated
with the tagging profile;
applying the tagging profile to nodes in an information
technology network by determining one or more nodes
in the information technology network that satisfy one
or more conditions of the set of conditions;

associating the one or more tags with the nodes that
satisty the one or more conditions;

displaying a list of the one or more tags; and

after user selection of a respective one of the tags,

displaying a list of the nodes associated with the
respective one of the tags.

2. (canceled)

3. The method of claim 1, further comprising allowing a
user to select whether the tagging profile is to be applied to
a newly detected node in the information technology net-
work automatically or manually.

4. The method of claim 1, wherein the nodes to which the
tagging profile is applied comprise one or more of a database
server, directory server, file server, or network device.
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5. The method of claim 1, wherein the list of tags is
displayed in a first panel of a display screen and the list of
the nodes associated with the respective one of the tags is
displayed in a second panel of the display screen.

6. The method of claim 1, wherein the one or more
conditions comprise at least one of the following conditions:

that a node be within a range of internet protocol

addresses,

that a node have a name or attribute that matches a

user-selected keyword, and

that a node be tagged with a selected tag, the selected tag

being different than the one or more tags associated
with the tagging profile.

7-8. (canceled)

9. The method of claim 1, further comprising allowing a
user to select whether all conditions of the set or less than all
conditions of the set must be satisfied before associating
nodes with the one or more tags.

10. One or more non-transitory computer-readable media
storing computer-executable instructions which when
executed by a computer cause the computer to perform the
method of claim 1.

11-18. (canceled)

19. A computer-implemented method, comprising

in a first portion of a screen, displaying a list of tags, each

tag being associated with a property of an asset in an
information technology environment;

receiving a filter request specifying a keyword or tag;

matching the keyword or tag to multiple assets in the

information technology environment; and

in a second portion of the screen distinct from the first

portion, displaying a list of assets matching the key-
word or tag.

20. The method of claim 19, further comprising, upon
user selection of a respective one of the assets in the second
panel of the display screen, displaying additional informa-
tion about the respective one of the assets in a third panel of
the display screen, the third panel being distinct from the
first panel and the second panel.

21. The method of claim 20, wherein the third panel of the
display screen includes an indication of tags with which the
respective one of the assets is associated.

22. The method of claim 19, further comprising updating
the list of tags displayed in the first portion of the screen to
further include a numerical indicator adjacent to each tag
having matching assets, the numerical indicator indicating
the number of matching assets for the respective tag.

23. The method of claim 19, wherein the list of tags is
displayed as part of an expandable list of tag sets in which,
upon expansion, each tag set displays the respective tags for
the tag set.

24. The method of claim 23, wherein one of the tag sets
includes a tag for healthy assets and one or more tags for
assets experiencing errors.
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25. The method of claim 19, wherein the filter request is
a first filter request, wherein the keyword or tag is a first
keyword or tag, and wherein the method further comprises:

receiving a second filter request specifying a second

keyword or tag;

matching the second keyword or tag to one or more assets

that also match the first keyword or tag; and

in the second portion of the screen, displaying an updated

list of nodes matching both the first keyword or tag, and
the second keyword or tag.

26. The method of claim 25, further comprising:

displaying both the first keyword or tag and the second

keyword or tag; and

allowing a user to de-select either one of the first keyword

or tag, or the second keyword or tag.

27. One or more non-transitory computer-readable media
storing computer-executable instructions which when
executed by a computer cause the computer to perform the
method of claim 19.

28. A computer-implemented method, comprising:

receiving a set of conditions to establish a tagging profile,

the set of conditions specifying a set of one or more
conditions that must be satisfied by a node before the
node is assigned a tag associated with the tagging
profile;

receiving identifications of one or more tags associated

with the tagging profile;

applying the tagging profile to nodes in an information

technology network, the applying the tagging profile
comprising assigning the tag associated with the tag-
ging profile to one or more nodes of the nodes in the
information technology network that satisfy the set of
conditions specified in the tagging profile, thereby
generating a tagged set of nodes; and

generating a data set in a hierarchically arranged database

or file system that comprises the tagged set of nodes.

29. The method of claim 28, further comprising accessing
the data set comprising the tagged set of nodes with an
information technology compliance and configuration con-
trol tool.

30. The method of claim 28, wherein the method is
performed by a monitoring computer in the information
technology network, and wherein the method further com-
prises applying a rule to the tagged set of nodes in the data
set, the rule identifying a criterion by which a configuration
change to the node is to be transmitted to the monitoring
computer.

31. One or more non-transitory computer-readable media
storing computer-executable instructions which when
executed by a computer cause the computer to perform the
method of claim 28.
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