
ABSTRACT 

Systems and methods for a machine-learning driven fine-grained file access control approach are 

provided. According to one embodiment, a server associated with an enterprise network can obtain 

and store information regarding historical user behavior of users of the enterprise network by 

observing file access requests initiated by the users. The server receives a file access request 

initiated by a user, which relates to a file stored within the enterprise network in encrypted form. 

In response to receipt of the file access request, the server determines a risk score for the user based 

on multiple factors, including information regarding historical user behavior, the file access 

request and observed data determined based on the file access request so that based on the risk 

score, access to the file is permitted by returning a decryption key for the file or denied by 

withholding the decryption key. 
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CLAIMS: 

What is claimed is: 

1. A method comprising: 

obtaining and storing, by one or more servers associated with an enterprise network, 

information regarding historical user behavior of a plurality of users of the enterprise 

network by observing file access requests initiated by the plurality of users; 

receiving, by the one or more servers, a file access request initiated by a first user 

of the plurality of users, wherein the file access request relates to a file stored within the 

enterprise network in encrypted form; 

responsive to receipt of the file access request, determining, by the one or more 

servers, a risk score for the first user based on a plurality of factors, including information 

regarding historical user behavior, the file access request and observed data determined 

based on the file access request; and 

based on the risk score, permitting or denying, by the one or more servers, access 

to the file by returning a decryption key for the file or withholding the decryption key. 

2. The method of claim 1, wherein said determining, by the one or more servers, a risk score 

for the first user comprises evaluating the file access request with reference to a model of 

user behavior developed by machine-learning. 

3. The method of claim 1, wherein the information regarding historical user behavior includes 

for each user of the plurality of users: 

historical data regarding general file access, including one or more of a number of 

files accessed by the user over a predetermined period of time, types of the files accessed, 

and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files. 
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4. The method of claim 1, wherein the observed data includes a current location of the first 

user as determined based on a source Internet Protocol (IP) address contained in the file 

access request. 

5. The method of claim 1, wherein the observed data includes a status indicative of whether 

the connection through which the first user initiated the file access request is trusted or 

untrusted. 

6. The method of claim 5, wherein the connection is trusted when the first user is on the 

enterprise network or accessing the enterprise network remotely via a secure connection. 

7. The method of claim 5, wherein the connection is untrusted when the first user is not on 

the enterprise network or accessing the enterprise network remotely via an insecure 

connection. 

8. The method of claim 1, wherein the encrypted form involves the file being encapsulated in 

a cryptographic wrapper. 

9. The method of claim 1, wherein said permitting or denying further comprises when the risk 

score is less than a first threshold, returning the decryption key and providing full access 

to the file. 

10. The method of claim 9, wherein said permitting or denying further comprises when the risk 

score is between the first threshold and a second threshold, returning the decryption key 

and providing limited access to the file. 

11. The method of claim 10, wherein said permitting or denying further comprises when the 

risk score is greater than the second threshold, withholding the decryption key. 
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12. A non-transitory computer-readable storage medium embodying a set of instructions, 

which when executed by one or more processors of one or more servers associated with an 

enterprise network, causes the one or more processors to perform a method comprising: 

obtaining and storing information regarding historical user behavior of a plurality 

of users of the enterprise network by observing file access requests initiated by the plurality 

of users; 

receiving a file access request initiated by a first user of the plurality of users, 

wherein the file access request relates to a file stored within the enterprise network in 

encrypted form; 

responsive to receipt of the file access request, determining a risk score for the first 

user based on a plurality of factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access 

request; and 

based on the risk score, permitting or denying, by the one or more servers, access 

to the file by returning a decryption key for the file or withholding the decryption key. 

13. The non-transitory computer-readable storage medium of claim 12, wherein said 

determining a risk score for the first user comprises evaluating the file access request with 

reference to a model of user behavior developed by machine-learning. 

14. The non-transitory computer-readable storage medium claim 13, wherein the information 

regarding historical user behavior includes for each user of the plurality of users: 

historical data regarding general file access, including one or more of a number of 

files accessed by the user over a predetermined period of time, types of the files accessed, 

and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files. 

15. The non-transitory computer-readable storage medium claim 13, wherein the observed data 

includes a current location of the first user as determined based on a source Internet 

Protocol (IP) address contained in the file access request. 
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16. The non-transitory computer-readable storage medium claim 13, wherein the observed data 

includes a status indicative of whether the connection through which the first user initiated 

the file access request is trusted or untrusted. 

17. The non-transitory computer-readable storage medium claim 13, wherein the encrypted 

form involves the file being encapsulated in a cryptographic wrapper. 

18. The non-transitory computer-readable storage medium claim 13, wherein said permitting 

or denying further comprises when the risk score is less than a first threshold, returning the 

decryption key and providing full access to the file. 

19. The non-transitory computer-readable storage medium claim 18, wherein said permitting 

or denying further comprises when the risk score is between the first threshold and a second 

threshold, returning the decryption key and providing limited access to the file. 

20. The non-transitory computer-readable storage medium claim 19, wherein said permitting 

or denying further comprises when the risk score is greater than the second threshold, 

withholding the decryption key. 
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FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

COPYRIGHT NOTICE 

[0001] Contained herein is material that is subject to copyright protection. The copyright 

owner has no objection to the facsimile reproduction of the patent disclosure by any person as it 

appears in the Patent and Trademark Office patent files or records, but otherwise reserves all rights 

to the copyright whatsoever. Copyright© 2019, Fortinet, Inc. 

BACKGROUND 

Field 

[0002] Embodiments of the present invention generally relate to network security. In 

particular, embodiments of the present invention relate to an improved file access approach that 

provides access to an electronic file based on a machine-learning driven file access control 

mechanism including placing a cryptographic wrapper around the file to prevent access to data 

without performing an on-access validation of a user's rights to access the file and additionally 

calculating the current risk level of the user attempting to access the file based on their current and 

historical behavior, thereby facilitating fine-grained and dynamic access control to be applied to 

the user accessing the data. 

Description of the Related Art 

[0003] The rapid increase in implementation of network-based storage architectures have led 

to substantial concerns in the arena of network and information security. Major concerns relate to 

ensuring authentication, access control, and security of the stored data. One of the most widely 

used approaches to protect data within a network-based storage architecture is the use of 

encryption; however, encryption alone is insufficient as there are many known methods of 

circumventing encryption. For example, the data can be accessed by, among other things, finding 

an existing copy of the decryption key or a password, passcode or passphrase used to create the 

decryption key. See Kerr, Orin and Schneier, Bruce, Encryption Workarounds, 106 Georgetown 

L.J. 989 (2018). 

[0004] Current file access control systems suffer from two key problems - either data is 

unprotected and individuals who have been given access once to a file are, effectively, granted 
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access in perpetuity or access is granted for a finite period of time ( e.g., during employment with 

a particular organization) but this mechanism is policy-driven. Policy-driven approaches require 

all potential user behaviors of all users within the organization to be modeled and pre-calculated 

and policies to be correctly developed from the predicted behaviors (e.g., user access scenarios in 

terms of, among other things, the time of day, the location of the user, and/or privileges associated 

with the user and/or a user group with which the user is associated). 

[0005] Policy-driven approaches have additional limitations, including the inherent 

inflexible nature of predefined rules and the requirement for constant configuration and 

management - typically by a network administrator - when circumstances change. For example, 

if an employee of an organization is granted access to sensitive company data, when that employee 

leaves the organization, his/her access must be revoked by altering the file access control policy. 

Similarly, when a employee joins the organization, policies must be added for the new employee. 

Therefore, the organization is burdened with the overhead and potential error prone process of 

adding, updating, and/or deleting numerous file access control policies the complexity of which 

increases as the number of employees grows, as the potential user access scenarios grow, as finer­

grained levels of access are defined and as the number of employees grows. 

[0006] In view of the foregoing technological limitations of policy-driven file access control 

approaches, there is a need for a more effective file access control mechanism. 
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SUMMARY 

[0007] Systems and methods are described for a machine-learning driven fine-grained file 

access control approach. According to one embodiment, a server associated with an enterprise 

network can obtain and store information regarding historical user behavior of users of the 

enterprise network by observing file access requests initiated by the users. The server receives a 

file access request initiated by a user, which relates to a file stored within the enterprise network 

in encrypted form. In response to receipt of the file access request, the server determines a risk 

score for the user based on multiple factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access request so 

that based on the risk score, access to the file is permitted by returning a decryption key for the file 

or denied by withholding the decryption key. 

[0008] Other features of embodiments of the present disclosure will be apparent from 

accompanying drawings and detailed description that follows. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] In the Figures, similar components and/or features may have the same reference label. 

Further, various components of the same type may be distinguished by following the reference 

label with a second label that distinguishes among the similar components. If only the first 

reference label is used in the specification, the description is applicable to any one of the similar 

components having the same first reference label irrespective of the second reference label. 

[00010] FIG. I is a simplified network architecture in which aspects of the present invention 

can be implemented in accordance with an embodiment of the present invention. 

[00011] FIG. 2 illustrates an exemplary representation of functional components of a 

management server in accordance with an embodiment of the present invention. 

[00012] FIG. 3A is a high-level flow diagram illustrating a portion of a file access control 

process in accordance with an embodiment of the present invention. 

[00013] FIG. 3B is a flow diagram illustrating a user risk rating evaluation process m 

accordance with an embodiment of the present invention. 

[00014] FIG. 4 is a sequence diagram illustrating interactions among various components of 

a network architecture in connection with a file access request in accordance with an embodiment 

of the present invention. 

[00015] FIG. 5 illustrates an exemplary computer system m which or with which 

embodiments of the present invention may be utilized. 

- 5 -

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00010



DETAILED DESCRIPTION 

[00017] Systems and methods are described for a machine-learning driven fine-grained file 

access control approach. As noted above, current file access control systems suffer from two key 

problems - either data is unprotected and individuals who have been given access once to a file 

are, effectively, granted access in perpetuity or access is granted for a short period of time in 

accordance with a policy-driven approach that does not take into account the measured risk of a 

user's behavior. The policy-driven approach requires all potential user behaviors to be modelled 

and pre-calculated and policies to be correctly developed from these predicted behaviors. As 

described herein, a more effective method to protect data is to use measured (rather than modelled) 

user behavior to determine whether access should be granted to data. 

[00018] According to embodiments of the present invention, the use of cryptographic 

wrappers encapsulating files to prevent access to data without an on-access validation of a user's 

rights to access the file is combined with a near real-time calculation of the current risk level of a 

user based on their current and historical behavior, thereby facilitating fine-grained and dynamic 

access control to be applied to the user attempting to access the data. An advantage of this 

approach is that risk is calculated in near real-time and the required access control determination 

for a specific file access can be made specific to a variety of factors which are used to calculate 

the risk of granting the requesting user access to the file in question. 

[00019] In the following description, numerous specific details are set forth in order to provide 

a thorough understanding of embodiments of the present invention. It will be apparent to one 

skilled in the art that embodiments of the present invention may be practiced without some of these 

specific details. 

[00020] Embodiments of the present invention include various steps, which will be described 

below. The steps may be performed by hardware components or may be embodied in machine­

executable instructions, which may be used to cause a general-purpose or special-purpose 

processor programmed with the instructions to perform the steps. Alternatively, steps may be 

performed by a combination of hardware, software, firmware and/or by human operators. 

[00021] Embodiments of the present invention may be provided as a computer program 

product, which may include a machine-readable storage medium tangibly embodying thereon 

instructions, which may be used to program a computer ( or other electronic devices) to perform a 

process. The machine-readable medium may include, but is not limited to, fixed (hard) drives, 

- 6 -

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00011



magnetic tape, floppy diskettes, optical disks, compact disc read-only memories (CD-ROMs), and 

magneto-optical disks, semiconductor memories, such as ROMs, PROMs, random access 

memories (RAMs), programmable read-only memories (PROMs ), erasable PROMs (EPROMs ), 

electrically erasable PROMs (EEPROMs), flash memory, magnetic or optical cards, or other type 

of media/machine-readable medium suitable for storing electronic instructions (e.g., computer 

programming code, such as software or firmware). 

[00022] Various methods described herein may be practiced by combining one or more 

machine-readable storage media containing the code according to the present invention with 

appropriate standard computer hardware to execute the code contained therein. An apparatus for 

practicing various embodiments of the present invention may involve one or more computers ( or 

one or more processors within a single computer) and storage systems containing or having 

network access to computer program(s) coded in accordance with various methods described 

herein, and the method steps of the invention could be accomplished by modules, routines, 

subroutines, or subparts of a computer program product. 

[00023] While embodiments of the present invention have been illustrated and described, it 

will be clear that the invention is not limited to these embodiments only. Numerous modifications, 

changes, variations, substitutions, and equivalents will be apparent to those skilled in the art, 

without departing from the spirit and scope of the invention, as described in the claims. For 

example, although embodiments of the present invention are described herein with reference to 

protecting access to a particular type of enterprise network resource, i.e., files, the methodologies 

described herein are thought to be applicable to enterprise network resources more generally ( e.g., 

network resource or shared resource accessible via an enterprise network, such as defined portions 

of a storage device (e.g., a network share or a directory within a file system), databases, 

applications, and printers), albeit, without the use of a cryptographic wrapper as in the case of files. 

Terminology 

[00024] Brief definitions of terms used throughout this application are given below. 

[00025] The phrase "endpoint device" generally refers to a network-capable computer 

hardware device, typically on a Transmission Control Protocol (TCP)/Intemet Protocol (IP) 
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network. Non-limiting examples of endpoint devices include desktop computers, laptops, smart 

phones, tablets, thin clients, and Internet of Things (IoT) devices. 

[00026] The phrase "endpoint protection system" generally refers a system that (i) focuses on 

protecting endpoint devices in a network from cyber threats and attacks by malicious internal and 

external threats, (ii) provides endpoint management functionality, for example, allowing a network 

administrator to identify and manage the users' computers access over a corporate or enterprise 

network and/or (iii) protects the enterprise network by blocking access attempts and/or other risky 

activity at these points of entry to the enterprise network. An endpoint protection system may 

proactively defend endpoints with one or more of pattern-based anti-malware technology, 

behavior-based exploit protection, web-filtering, and an application firewall. For example, a 

network administrator may configure the endpoint protection system to restrict certain website 

access to specific users in order to maintain and comply with an organization's policies and 

standards. Similarly, an endpoint protection system may provide antivirus/antimalware, sandbox 

protection and/or vulnerability management scanning and may additionally be configurable to 

remediate identified issues and/or automatically quarantine a suspicious or compromised endpoint 

in order to contain incidents and stem outbreaks. Non-limiting examples of endpoint protection 

systems include the FortiClient endpoint security solution (available from the assignee of the 

present invention), Cybereason, Sentinel. One endpoint security software, Stormshield SES, 

ForeScout CounterAct, Promisec PEM, CounterTack Sentinel, CrowdStrike Falcon Host, 

Guidance Software Encase, and Comodo Advanced Endpoint Protection. 

[00027] The terms "connected" or "coupled" and related terms are used in an operational 

sense and are not necessarily limited to a direct connection or coupling. Thus, for example, two 

devices may be coupled directly, or via one or more intermediary media or devices. As another 

example, devices may be coupled in such a way that information can be passed there between, 

while not sharing any physical connection with one another. Based on the disclosure provided 

herein, one of ordinary skill in the art will appreciate a variety of ways in which connection or 

coupling exists in accordance with the aforementioned definition. 

[00028] If the specification states a component or feature "may", "can", "could", or "might" 

be included or have a characteristic, that particular component or feature is not required to be 

included or have the characteristic. 
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[00029] As used in the description herein and throughout the claims that follow, the meaning 

of "a," "an," and "the" includes plural reference unless the context clearly dictates otherwise. Also, 

as used in the description herein, the meaning of "in" includes "in" and "on" unless the context 

clearly dictates otherwise. 

[00030] The phrases "in an embodiment," "according to one embodiment," and the like 

generally mean the particular feature, structure, or characteristic following the phrase is included 

in at least one embodiment of the present disclosure, and may be included in more than one 

embodiment of the present disclosure. Importantly, such phrases do not necessarily refer to the 

same embodiment. 

[00031] Exemplary embodiments will now be described more fully hereinafter with reference 

to the accompanying drawings, in which exemplary embodiments are shown. This invention may, 

however, be embodied in many different forms and should not be construed as limited to the 

embodiments set forth herein. These embodiments are provided so that this invention will be 

thorough and complete and will fully convey the scope of the invention to those of ordinary skill 

in the art. Moreover, all statements herein reciting embodiments of the invention, as well as 

specific examples thereof, are intended to encompass both structural and functional equivalents 

thereof. Additionally, it is intended that such equivalents include both currently known equivalents 

as well as equivalents developed in the future (i.e., any elements developed that perform the same 

function, regardless of structure). 

[00032] Thus, for example, it will be appreciated by those of ordinary skill in the art that the 

diagrams, schematics, illustrations, and the like represent conceptual views or processes 

illustrating systems and methods embodying this invention. The functions of the various elements 

shown in the figures may be provided through the use of dedicated hardware as well as hardware 

capable of executing associated software. Similarly, any switches shown in the figures are 

conceptual only. Their function may be carried out through the operation of program logic, through 

dedicated logic, through the interaction of program control and dedicated logic, or even manually, 

the particular technique being selectable by the entity implementing this invention. Those of 

ordinary skill in the art further understand that the exemplary hardware, software, processes, 

methods, and/or operating systems described herein are for illustrative purposes and, thus, are not 

intended to be limited to any particular named. 
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[00033] According to various embodiments of the present disclosure, files of an enterprise 

network are encapsulated in a cryptographic wrapper, which protects the files by preventing direct 

access by users who do not have associated cryptographic keys. When a user attempts to access a 

file, an access request is made to a server. The server analyzes various factors using a model of 

user behavior developed by machine-learning techniques to identify whether the access request at 

issue represents abnormal behavior (that is, represents an outlier with respect to a reference dataset) 

and quantifies the degree of abnormality in terms of a risk score. Further discussion regarding the 

collection of user behavior, although, from an endpoint device and in the context of identifying a 

user masquerading as another user is described in US Pub. Nos. 2018/0069881 and 2018/0351979, 

both of which are hereby incorporated by reference for all purposes. 

[00034] In one embodiment, the various factors analyzed/evaluated by the server include 

information regarding historical behavior of the user, the file access request at issue and observed 

data associated with the file access request at issue to determine a risk score. Exemplary factors 

can include, but are not limited to, history of general file access by the user, current location of the 

user, history of location of the user, time of access request, time when the user typically accesses 

a file, whether the user is accessing form a trusted location or an untrusted location, behavior of 

the user's peer group as determined by either a list obtained from a directory services server or as 

measured by behavior of multiple users associated with the enterprise (where users with similar 

behavior may be deemed to be a part of the same group). On determination of the risk score, the 

server that maintains the decryption key of the requested file can provide or deny the access. For 

example, when the risk score is low, the user can be provided the decryption key to permit access; 

when the risk score is moderate, the user can be directed to access the file through a lower risk 

channel, e.g., a virtual private network (VPN); and when the risk score is high, the user can be 

blocked from accessing the file. 

[00035] FIG. 1 is a simplified network architecture 100 in which aspects of the present 

invention can be implemented in accordance with an embodiment of the present invention. In the 

context of the present example, an improved file access approach is provided by using one or more 

servers, e.g., a management server 102, a permission server 104 and an analytics server 106. In an 

implementation, permission server 104 and analytics server 106 can be separate servers operatively 

coupled with management server 102, whereas, in an alternate embodiment, permission server 104 

and analytics server 106 can be representative of functionality that is integrated within 
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management server 102. In one embodiment, the servers reside within an enterprise network 108 

(which may be referred to simply as network 108 hereinafter). Further, client machines 110-1, 

110-2 .. 110-N (which may be collectively referred to herein as client machines 110 and may be 

individually referred to herein as client machine 110) associated with network 108 represent 

endpoint devices though which users of the enterprise access various resources associated with 

network 108. Client machines 110 may can include, but are not limited to, personal computers, 

smart devices, web-enabled devices, hand-held devices, laptops, mobile phones and the like and 

generally allow users to interact with network 108 as well as external resources associated with 

the Internet, for example. 

[00036] Those skilled in the art will appreciate that, network 108 can include one or more 

wireless networks, wired networks or a combination thereof that can be implemented as one of the 

different types of networks, such as Intranet, Local Area Network (LAN), Wide Area Network 

(WAN), Internet, and the like. Further, network 108 can either be a dedicated network or a shared 

network, representing an association of the different types of networks that use a variety of 

protocols, for example, Hypertext Transfer Protocol (HTTP), Transmission Control 

Protocol/Internet Protocol (TCP/IP), Wireless Application Protocol (W AP), and the like. 

[00037] In one embodiment, client machines 110 have installed thereon a file access control 

module (not shown) that intercepts or "hooks" certain system Application Programming Interface 

(API) calls in order to perform on-access validation of a user's rights to access a file. In one 

embodiment, the file access control module runs in kernel mode and hooks low level operating 

system APis to intercept various OS operations, such as file system input/output (I/O) activity. In 

this manner, the file access control module may perform appropriate user validation processing 

prior to performing the requested file access operation (e.g., delete, open, read, write, and/or 

rename) on the file. According to one embodiment, the file access control module may be 

integrated within an endpoint protection system installed on client machines 110. As described 

further below, in one embodiment, decryption keys for encrypted files stored within the enterprise 

network may be managed by a server associated with the enterprise network. In such an 

embodiment, the decryption key for a file is either returned or not responsive to the on-access 

validation of the file access request for the file. When the key is returned, the on-access validation 

process has authorized the requested file access and the file access control module uses the key to 

perform the requested file operation on the file. When the key is not returned, the on-access 
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validation process has denied the requested file access and the file access control module may 

forego performance of the requested file operation (whether or not the decryption key is required 

for the file operation at issue) on the file and may additionally cause the user to be notified 

regarding the fact that access to the file has been denied. 

[00038] According to an embodiment, management server 102 serves as an interface between 

a file access control module running on client machines 110 and permission server 104 and 

analytics server 106. For example, management server 102 may manage a validation process for 

a file access request received from a file access control module running on a particular client 

machine 110 that initiated the file access request at issue. In one embodiment, management server 

102 may first communicate information regarding the file access request to analytics server 106 to 

obtain a risk score for the user that initiated the request. Upon receiving the risk score, 

management server 102 may then request the decryption key for the file at issue from permission 

server 104 based on the risk score. If permission server 104 provides the requested decryption 

key, management server 102 returns it to the requesting file access control module; otherwise, 

management server 102 notifies the requesting file access control module that the file access 

request has been denied. 

[00039] In one embodiment, management server 102 can obtain and store information 

regarding historical user behavior of users of network 108 by observing file access requests 

initiated by the users via their respective client machines 110. Alternatively, such information may 

be stored and processed by analytics server 106. For each user, the information regarding historical 

user behavior can include: 

• Historical data regarding general file access, including one or more of: 

o A number of files accessed by the user over a predetermined or 

configurable time period, 

o Types of the files accessed over the time period, and 

o Applications used by the user over the time period; 

• Current location of the user (as determined by the IP address of the client 

machine that initiated the file access request or by other means) 

• Historical data regarding observed locations of the user; 
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• Time of day (local) where the file is requested; and/or 

• Historical data regarding observed times at which the user typically accesses 

files. 

• Whether the user is accessing data form a "trusted location" (e.g., via the 

corporate network or via a VPN) or from an "untrusted location" ( e.g., via a 

public Internet hotspot) 

[00040] In an embodiment, permission server I 04 can receive information associated with a 

file access request initiated by a user, which can relate to a file stored within network I 08 in 

encrypted form, for example, encapsulated in a cryptographic wrapper. In response to receipt of 

the file access request, analytics server I 06 can determine a risk score for the user based on 

multiple factors, including information regarding historical user behavior, the file access request 

and observed data determined based on the file access request. The observed data can include a 

current location of user as determined based on a source IP address contained in the file access 

request and a status indicative of whether the connection through which the user initiated the file 

access request is trusted or untrusted. The connection can be trusted when the user is on network 

I 08 or accessing network I 08 remotely via a secure connection, while the connection can be 

untrusted when the user is not on network I 08 or accessing network remotely I 08 via an insecure 

connection. 

[00041] In one embodiment, analytics server I 06 applies machine learning techniques to the 

information regarding historical user behavior and the file access request at issue to determine a 

measure of abnormality or deviation from normal user behavior, which is referred to herein at 

times as a risk score. The machine learning algorithm employed by analytics server I 06 may 

operate by building a model of user behavior. The model of user behavior may be formed in 

dependence on reference data ( e.g., an example training set of input observations within the 

network environment at issue over a period of time). The model of user behavior may be formed 

in an unsupervised manner or may involve supervised learning with feedback. The model of user 

behavior may comprise a model of normal behavior, i.e., behavior which is not of a suspect nature, 

in dependence on normal reference data which reflects normal behavior of the users of the network 

environment at issue. The model of behavior may be formed in dependence on reference data 

collected relating to observed file access requests the network environment at issue and may be 
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updated based on ongoing observations regarding file access requests in the network environment 

at issue. The machine learning algorithm may comprise a clustering algorithm which is operative 

to perform clustering of the reference data. 

[00042] As described further below a risk score calculation algorithm ( e.g., a modified outlier 

detection algorithm) may be configured to apply a file access request at issue (including any 

optional observed data associated therewith) to the model of user behavior and to determine 

whether or not the file access request is in accordance with the model. If the file access request is 

outside of that represented within the model, then a degree to which it deviates from the model 

behavior, which may be expressed as a risk score, may be calculated. Where the model of user 

behavior comprises multiple sub-models, the risk score calculation algorithm may be operative to 

apply the file access request to an appropriate sub-model in dependence on an identifier associated 

with the file access request, such as a user identifier, the name or type of the file, or an IP address. 

Where the model is formed in dependence on normal reference data, the file access request not 

being in accordance with the model may be indicative of the file access request reflecting suspect 

behavior. For example, where the machine learning technique comprises a clustering algorithm 

the risk score calculation algorithm may be operative to determine whether or not the file access 

falls within the scope of at least one cluster formed by the clustering algorithm. Where the file 

access request is not in accordance with the model, the risk score calculation algorithm may be 

configured to output score representing a measure of deviation from normal user behavior. 

[00043] The ongoing collection and analysis of user behavior within the network environment 

at issue may further comprise modifying the model in dependence on observed file access requests 

initiated by users for files associated with the network environment. The model may thus be 

modified in a supervised manner. More specifically the model may be modified in dependence on 

alerts provided to the network administrator responsive to denying file access requests, for 

example. It may be advantageous to have the network administrator periodically assess whether 

or not the file access requests that triggered alerts actually represent suspect behavior and provide 

for modification of the model in dependence on the network administrator's assessment. 

[00044] The ongoing collection and analysis of user behavior may therefore provide for 

modification of the model by way of an input-output arrangement comprised in management server 

102, permission server 104 and/or analytics server 106. More specifically the ongoing collection 
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and analysis of user behavior and/or the denial of access based on a risk score calculated based on 

the model of user behavior may further include prompting the network administrator by way of 

the input-output arrangement to modify the model. For example a message, alert or notification 

may be provided to the network administrator, such as on a visual display unit or an event log, and 

the user may be afforded an opportunity to re-classify file access requests identified as reflecting 

abnormal user behavior as relating to normal user behavior by way of a user operable part of the 

input-output arrangement such as a clickable area on the visual display unit. 

[00045] The model formed by the risk score calculation algorithm may comprise multiple 

sub-models. Each sub-model may be separately formed from a different form of reference data. 

More specifically each sub-model may be formed from reference data relating to one or more of: 

a different file, a different type of file, a different user, a different IP address, a different location, 

a different timeframe. 

[00046] The risk score calculation approach may comprise performing analysis in dependence 

on the file access request and more specifically upon application of the file access request (and 

associated observed data) to the model of user behavior. The analysis may provide for at least one 

determination to be made in respect of the nature of the suspect behavior. Analysis may determine, 

for example, that a file access request of the same form as the reference data, for example a file 

access request for the same file and by the same user, exhibits different behavior to the reference 

data. This may reflect the user account at issue has been compromised and is being used by 

someone other than the user. Alternatively, analysis may determine that a file access request fails 

to match or is insufficiently close to the reference data of any form in the model. This may reflect 

the presence of malware or may reflect the presence of an unauthorized user or an authorized user 

behaving in an inappropriate fashion. 

[00047] In an embodiment, based on the risk score, permission server 104 can permit or deny 

access to the file by returning a decryption key for the file or by withholding the decryption key. 

In one embodiment, when the risk score is less than a first threshold, permission server 104 can 

return the decryption key to client machine 110 and provide full access to the file; when the risk 

score is between the first threshold and a second threshold, permission server 104 can return the 

decryption key to the client machine and provide limited access to the file; and when the risk score 

is greater than the second threshold, permission server 104 can withhold the decryption key. 
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Alternatively, there may simply be one threshold risk level. For example, when the risk score is 

less than or equal to the threshold risk level, full access to the file is permitted by returning the 

decryption key to the file access control module and when the risk score is greater than the 

threshold risk level, access is denied by withholding the decryption key. In addition to permitting 

or denying a file access request, permission server 104 may also responsive to denying the request 

providing an output (e.g., an alert or notification to the network administrator) indicating the 

detection of abnormal/suspect behavior. The output may comprise a human perceptible indication 

that suspect behavior has been performed by a particular user. Providing an output may comprise 

at least one of: operation of an output device, such as providing a message on a video display unit 

comprised in management server 102, permission server 104 or analytics server 106. 

[00048] FIG. 2 illustrates an exemplary representation 200 of functional components of a 

management server 102 in accordance with an embodiment of the present invention. As 

illustrated, management server 102 can include one or more processor(s) 202. Processor(s) 202 

can be implemented as one or more microprocessors, microcomputers, microcontrollers, digital 

signal processors, central processing units, logic circuitries, and/or any devices that manipulate 

data based on operational instructions. Among other capabilities, processor(s) 202 are configured 

to fetch and execute computer-readable instructions stored in a memory 206 of management server 

102. Memory 206 can store one or more computer-readable instructions or routines, which may 

be fetched and executed to create or share the data units over a network service. Memory 206 can 

include any non-transitory storage device including, for example, volatile memory such as RAM, 

or non-volatile memory such as EPROM, flash memory, and the like. In an example embodiment, 

memory 206 may be a local memory or may be located remotely, such as a server, a file server, a 

data server, and the Cloud. 

[00049] Management server 102 can also include one or more interface(s) 204. Interface(s) 

204 may include a variety of interfaces, for example, interfaces for data input and output devices, 

referred to as 1/0 devices, storage devices, and the like. Interface(s) 204 may facilitate 

communication of management server 102 with various devices coupled to management server 

102. Interface(s) 204 may also provide a communication pathway for one or more components of 

management server 102 and/or facilitate interaction with the network administrator. Examples of 

such components include, but are not limited to, processing engine(s) 208 and database 216. 
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[00050] Processing engine(s) 208 can be implemented as a combination of hardware and 

software or firmware programming (for example, programmable instructions) to implement one 

or more functionalities of engine(s) 208. In the examples described herein, such combinations of 

hardware and software or firmware programming may be implemented in several different ways. 

For example, the programming for the engine(s) may be processor executable instructions stored 

on a non-transitory machine-readable storage medium and the hardware for engine(s) 208 may 

include a processing resource (for example, one or more processors), to execute such instructions. 

In the examples, the machine-readable storage medium may store instructions that, when executed 

by the processing resource, implement engine(s) 208. In such examples, management server 102 

can include the machine-readable storage medium storing the instructions and the processing 

resource to execute the instructions, or the machine-readable storage medium may be separate but 

accessible to management server 102 and the processing resource. In other examples, processing 

engine(s) 208 may be implemented by electronic circuitry. Database 216 can include data that is 

either stored or generated as a result of functionalities implemented by any of the components of 

processing engine(s) 208. 

[00051] In an example, processing engine(s) 208 can include a permission engine 210, an 

analytics engine 212 and other engine(s) 214. Other engine(s) 214 can implement functionalities 

that supplement applications or functions performed by management server 102 or processing 

engine(s) 208. 

[00052] In an aspect, information regarding historical user behavior of users of an enterprise 

network can be collected and stored in database 216 by observing file access requests initiated by 

the users. In an example, the file access requests can be initiated by the users using client machines 

and can include or be supplemented to include information such as an IP address and geographical 

location of the access, time of the access, a user identifier of the accessor or user, the name of the 

file attempting to be accessed, and the likes. 

[00053] According to an example, for each user, the information regarding historical user 

behavior can include historical data regarding general file access which includes one or more of a 

number of files accessed by the user over a predetermined period of time, types of files accessed, 

and applications used by the user over the predetermined period of time. The information regarding 

historical user behavior can further include historical data regarding observed locations of the user, 

- 17 -

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00022



as can be determined by the IP address of client machine or network device, and historical data 

regarding observed times at which the user accesses files, e.g., times when the file is requested, 

times when the user typically accesses a file, etc. 

[00054] In an aspect, permission engine 210 can receive a file access request initiated by a 

user, which can relate to a file stored within the enterprise network in encrypted form. The 

encrypted form can include the file being wrapped within a cryptographic wrapper in order to 

prevent direct access to the file without a proper on-access validation process having been 

performed by the file access control module, involving validating the file access request by the file 

access control module via management server 102 ( or one or more of management server 102, 

permission server 104 and analytics server 106) explicit permission is provided for authenticated 

access. Cryptographic keys can be stored in database 216 and can be provided by permission 

engine 210 for authenticated access by the user. 

[00055] In response to receipt of the file access request, analytics engine 212 can determine a 

risk score for the user based on multiple factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access request. 

For example, the analytics engine 212 can compare the observed data with the historical 

information of user behavior to determine the risk score so that the risk score can be provided to 

the permission engine 210. As described above, analytics engine 212 may perform the comparison 

by analyzes various factors using a model of user behavior developed by machine-learning 

techniques to identify whether the access request at issue represents abnormal behavior (that is, 

represents an outlier with respect to a reference dataset, such as a model of normal user behavior) 

and may also quantify the degree of abnormality in terms of a risk score. 

[00056] According to an example, the observed data can include a current location of the user 

as determined based on an IP address contained in the file access request and a status indicative of 

whether the connection through which the user initiated the file access request is trusted or 

untrusted. The connection can be deemed trusted when the user is on the enterprise network or 

accessing the enterprise network remotely via a secure connection, e.g., via a VPN. On contrary, 

the connection can be deemed untrusted when the user is not on the enterprise network or accessing 

the enterprise network remotely via an insecure connection, e.g., a public internet hotspot. 
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[00057] In an aspect, based on the risk score, permission engine 210 can permit or deny access 

to the file by returning a decryption key for the file or by withholding the decryption key. For 

example, when the risk score is less than a first threshold, i.e., when the risk score is low, 

permission engine 210 can return the decryption key and provide full access to the file. Further, 

when the risk score is between the first threshold and a second threshold, i.e., when the risk score 

is moderate, permission engine 210 can return the decryption key and provide limited access to 

the file, thereby directing access to the file through a lower risk channel, e.g. a VPN. Furthermore, 

when the risk score is greater than the second threshold, i.e., when the risk score is high, permission 

engine 210 can withhold the decryption key, thereby blocking access to the file. In an 

implementation, the first threshold, the second threshold and the third threshold can be maintained 

by permission engine 210 and may be configurable by a network administrator via a browser based 

interface provided, for example, by management server 102. In addition to blocking access to the 

file, permission engine 210 may also generate an alert or notification to the network administrator 

regarding the detected abnormal user behavior to solicit feedback from the network administrator. 

In this manner, the ongoing collection and analysis of user behavior within the network 

environment at issue may further comprise modifying the model in dependence on observed file 

access requests initiated by users for files associated with the network environment and based on 

feedback received from the network administrator (e.g., confirming or overriding the abnormal 

user behavior determination regarding the file access request at issue), thus modifying the model 

in a supervised manner. 

[00058] Those skilled in the art will appreciate that using various embodiments of the present 

disclosure, when any unusual or anomalous activity of the user is observed while accessing a file, 

the management server 102 can block the access or can provide limited access based on the risk 

associated with the activity. For example, if the user is accessing a file at 3 :00 a.m. through a 

network other than the enterprise network, based on the historical user behavior, the activity can 

be determined to be highly risky and the user may not be provided the cryptographic key to access 

the file. Alternatively, when the user accesses the file during working hours using the enterprise 

network, the activity can be viewed as relatively normal and be assigned a low risk score and the 

user may be provided the cryptographic key associated with the file for full access by the user. A 

network administrator can simply configure permission server 104 or permission engine 210 with 

a rule defining under what conditions a requested decryption key is to be provided. For example, 
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the rule may specify the requested decryption key is to be provided when the risk score is less than 

or equal to a predefined or configurable threshold and withheld otherwise. Advantageously in the 

manner, the network administrator need not contemplate all possible user access scenarios and 

define policies for each of such scenarios as would be required by a policy-driven file access 

control approach. When defining the predefined or configurable threshold, the network 

administrator may take into consideration the fact that user behaviors vary in different 

environments. For example, in a more rigid or regimented environment, such as a private network 

of a bank or of a defense contractor, even a slight deviation from normal user behavior may not be 

tolerable and therefore the network administrator in such an environment may require user risk 

scores to meet a lower risk threshold in order for their file access requests to be granted. In contrast, 

in a more flexible environment, such as a private network of a game developer, a relatively high 

degree of deviation from normal user behavior may be acceptable and therefore the network 

administrator of such an environment may permit user risk scores to meet a higher risk threshold 

and still authorize their file access requests. In this manner, a fine-grained and dynamic file access 

control mechanism is provided that overcomes various disadvantages and limitations of typical 

policy-based file access control approaches. 

[00059] FIG. 3A is a high-level flow diagram 300 illustrating a portion of a file access control 

process in accordance with an embodiment of the present invention. In the present example, it is 

assumed a user has initiated, via a client machine on which a file access control module is installed, 

a file access request relating to a file stored within an enterprise network in encrypted form .. The 

file access control module has intercepted the file access request and initiates performance of an 

on-access validation process to seek confirmation or denial of the user's rights to perform the 

requested file access request ( e.g., perform a file operation, such as delete, open, read, write, and/or 

rename) on the file. 

[00060] In context of the present example, information regarding historical user behavior of 

the users of an enterprise network can be stored in a database associated with the enterprise 

network by observing file access requests initiated by the users. At block 302, a permission server 

can receive a file access request for validation. The file access request may represent the file 

access request in its original form as initiated by the user or it may represent an augmented version 

thereof. For example, in one embodiment, an IP address contained within the original file access 
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request may be replaced with information regarding a geographic location associated with the IP 

address. Additionally, as noted above, the original file access request might be augmented to 

include, for example, status information indicative of whether the connection through which the 

user initiated the file access request is trusted or untrusted. In an example, the file can be stored 

in a separate server, say a file server associated with the enterprise network. In another example, 

the file can be stored in any network or computing device associated with the enterprise network. 

[00061] In response to receipt of the file access request, at block 304, behavior analytics 

functionality (e.g., implemented in analytics server 106 or analytics engine 212) can determine a 

risk score for the user based on multiple factors, including, but not limited to information regarding 

historical user behavior, the file access request and observed data determined based on the file 

access request. The observed data can include current location of the user as determined by the IP 

address, a time at which the file access was requested, and information regarding whether the user 

is accessing the file from a trusted location or an untrusted location. 

[00062] In an aspect, the analytics server can provide the risk score to the permission server, 

such that based on the risk score and one or more configured risk thresholds, at block 306, the 

permission server can cause the file access control module of the client machine to permit access 

to the file by returning a decryption key for the file or can cause the file access control module of 

the client machine to deny access to the file by withholding the decryption key. 

[00063] FIG. 3B is a flow diagram 350 illustrating a user risk rating evaluation process in 

accordance with an embodiment of the present invention. In the context of the present example, 

access to the requested file can be provided by permission functionality ( e.g., implemented in 

permission server 104 or permission engine 210) based on the risk score determined by the 

behavior analytics functionality by comparing the risk score with one or more risk threshold values 

(e.g., a first, a second and a third threshold value in this example). The threshold values can be 

predetermined, pre-configured or configurable by a network administrator via a command line 

interface or graphical user interface provided by the permission server or by the management 

server. 

[00064] At block 352, the risk score can be compared with the first threshold value. If the risk 

score is less than the first threshold, at block 360, the permission server can provide full access to 

the file by returning the decryption key. However, if the risk score is greater than the first threshold, 
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at block 354, the risk score can be compared with the second threshold value. If the risk score is 

between first threshold value and the second threshold value, at block 362, the permission server 

can provide limited access to the file by returning the decryption key and specifying the limitations. 

If the risk score is not between the first threshold value and the second threshold value, that is, at 

block 356, if the risk score is greater than the second threshold value, at block 358, the permission 

server can block access to the file by withholding the decryption key. 

[00065] FIG. 4 is a sequence diagram 400 illustrating interactions among various components 

of a network architecture in connection with a file access request in accordance with an 

embodiment of the present invention. In context of the present example, a file access request can 

be initiated by a user through a client machine 402 such that at step 1, the access request can be 

sent to a permission server 404 for validation. As noted above, the access request can pertain to a 

file stored with an enterprise network in encrypted form and can include an IP address (and/or 

geographical location information associated with the IP address) of the client machine from which 

the file access request originated, a time of the access, a user identifier of the user that initiated the 

file access request, a name of the file to be accessed, etc. At step 2, permission server 404 can send 

the access request to an analytics server 406 for processing. 

[00066] At step 3, analytics server 406 can capture user behavior relating to the current file 

access request and incorporate that information into historical user behavior information 

maintained by analytics server 406, including historical data regarding general file accesses by the 

user, historical data regarding observed locations of the user when making such file access 

requests, and historical data regarding observed times at which the user typically accesses files. At 

step 4, analytics server 406, can determine a risk score associated with the user based on the 

historical user behavior information, the file access request and optional additional observed data 

determined based on the file access request. Upon determining the risk score by analytics server 

406, at step 5, the risk score can be returned to permission server 404. As noted above, the ongoing 

collection and analysis of user behavior within the network environment at issue (e.g., step 3) may 

further comprise modifying the model in dependence on observed file access requests initiated by 

users for files associated with the network environment. 

[00067] At step 6, permission server 404 can compare the risk score with one or more 

threshold values, for example, the first, second and third threshold values described above with 

- 22 -

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00027



reference to FIG. 3B and permit the level of file access associated with the comparison results. 

For example, when the risk score is less than or equal to a particular risk threshold, a file access 

control rule defined by the network administrator may specify any requested file access is to be 

allowed. Alternatively, when the risk sore is greater than the particular risk threshold, the file 

access control rule may specify any requested file access is to be blocked/denied. At step 7, the 

access right and/or the decryption key can be provided to client machine 402. In an example, when 

the risk score is low, indicating, for example, a low deviation from normal user behavior, full 

access can be provided to the file at issue; when the risk score is moderate, indicating, for example, 

a moderate deviation from normal user behavior, limited access can be provided to the file at issue 

and when the risk score is high, indicating, for example, a high deviation from normal user 

behavior, access to the file at issue can be blocked by withholding the decryption key. 

[00068] As noted above, the denial of a file access request by permission server 404 based on 

a risk score indicative of abnormal user behavior may further include logging the denial or 

otherwise notifying the network administrator so as to provide the network administrator with an 

opportunity to provide feedback to the machine-learning algorithm by reclassifying file access 

requests identified as reflecting abnormal user behavior as relating to normal user behavior. In 

this manner, the model of user behavior can be modified so as to produce more accurate risk score 

outputs over time based on feedback provided by the network administrator. 

[00069] FIG. 5 illustrates an exemplary computer system 500 in which or with which 

embodiments of the present invention may be utilized. Computer system 500 may represent a 

client machine (e.g., client machine 110 or client machine 402) or a server (e.g., management 

server 102, permission server 104 or analytics server 106). 

[00070] As shown in FIG. 5, computer system includes an external storage device 510, a bus 

520, a main memory 530, a read only memory 540, a mass storage device 550, a communication 

port 560, and a processor 570. Computer system may represent some portion of management 

server 102, management server 104 or analytics server 106. 

[00071] Those skilled in the art will appreciate that computer system 500 may include more 

than one processor 570 and communication ports 560. Examples of processor 570 include, but are 

not limited to, an Intel® Itanium® or Itanium 2 processor(s), or AMD® Opteron® or Athlon MP® 

processor(s), Motorola® lines of processors, FortiSOC™ system on a chip processors or other 
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future processors. Processor 570 may include various modules associated with embodiments of 

the present invention. 

[00072] Communication port 560 can be any of an RS-232 port for use with a modem based 

dial up connection, a I 0/100 Ethernet port, a Gigabit or IO Gigabit port using copper or fiber, a 

serial port, a parallel port, or other existing or future ports. Communication port 560 may be chosen 

depending on a network, such a Local Area Network (LAN), Wide Area Network (WAN), or any 

network to which computer system connects. 

[00073] Memory 530 can be Random Access Memory (RAM), or any other dynamic storage 

device commonly known in the art. Read only memory 540 can be any static storage device(s) 

e.g., but not limited to, a Programmable Read Only Memory (PROM) chips for storing static 

information e.g. start-up or BIOS instructions for processor 570. 

[00074] Mass storage 550 may be any current or future mass storage solution, which can be 

used to store information and/or instructions. Exemplary mass storage solutions include, but are 

not limited to, Parallel Advanced Technology Attachment (PATA) or Serial Advanced 

Technology Attachment (SAIA) hard disk drives or solid-state drives (internal or external, e.g., 

having Universal Serial Bus (USB) and/or Firewire interfaces), e.g. those available from Seagate 

(e.g., the Seagate Barracuda 7200 family) or Hitachi (e.g., the Hitachi Deskstar 7Kl000), one or 

more optical discs, Redundant Array of Independent Disks (RAID) storage, e.g. an array of disks 

(e.g., SAIA arrays), available from various vendors including Dot Hill Systems Corp., LaCie, 

Nexsan Technologies, Inc. and Enhance Technology, Inc. 

[00075] Bus 520 communicatively couples processor(s) 570 with the other memory, storage 

and communication blocks. Bus 520 can be, e.g. a Peripheral Component Interconnect (PCI) / PCI 

Extended (PCI-X) bus, Small Computer System Interface (SCSI), USB or the like, for connecting 

expansion cards, drives and other subsystems as well as other buses, such a front side bus (FSB), 

which connects processor 570 to software system. 

[00076] Optionally, operator and administrative interfaces, e.g. a display, keyboard, and a 

cursor control device, may also be coupled to bus 520 to support direct operator interaction with 

computer system. Other operator and administrative interfaces can be provided through network 

connections connected through communication port 560. External storage device 510 can be any 
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kind of external hard-drives, floppy drives, IOMEGA® Zip Drives, Compact Disc - Read Only 

Memory (CD-ROM), Compact Disc - Re-Writable (CD-RW), Digital Video Disk - Read Only 

Memory (DVD-ROM). Components described above are meant only to exemplify various 

possibilities. In no way should the aforementioned exemplary computer system limit the scope of 

the present disclosure. 

[00077] Thus, it will be appreciated by those of ordinary skill in the art that the diagrams, 

schematics, illustrations, and the like represent conceptual views or processes illustrating systems 

and methods embodying this invention. The functions of the various elements shown in the figures 

may be provided through the use of dedicated hardware as well as hardware capable of executing 

associated software. Similarly, any switches shown in the figures are conceptual only. Their 

function may be carried out through the operation of program logic, through dedicated logic, 

through the interaction of program control and dedicated logic, or even manually, the particular 

technique being selectable by the entity implementing this invention. Those of ordinary skill in the 

art further understand that the exemplary hardware, software, processes, methods, and/or operating 

systems described herein are for illustrative purposes and, thus, are not intended to be limited to 

any particular named. 

[00078] As used herein, and unless the context dictates otherwise, the term "coupled to" is 

intended to include both direct coupling (in which two elements that are coupled to each other 

contact each other) and indirect coupling (in which at least one additional element is located 

between the two elements). Therefore, the terms "coupled to" and "coupled with" are used 

synonymously. Within the context of this document terms "coupled to" and "coupled with" are 

also used euphemistically to mean "communicatively coupled with" over a network, where two or 

more devices are able to exchange data with each other over the network, possibly via one or more 

intermediary device. 

[00079] It should be apparent to those skilled in the art that many more modifications besides 

those already described are possible without departing from the inventive concepts herein. The 

inventive subject matter, therefore, is not to be restricted except in the spirit of the appended 

claims. Moreover, in interpreting both the specification and the claims, all terms should be 

interpreted in the broadest possible manner consistent with the context. In particular, the terms 

"comprises" and "comprising" should be interpreted as referring to elements, components, or steps 
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in a non-exclusive manner, indicating that the referenced elements, components, or steps may be 

present, or utilized, or combined with other elements, components, or steps that are not expressly 

referenced. Where the specification claims refers to at least one of something selected from the 

group consisting of A, B, C .... and N, the text should be interpreted as requiring only one element 

from the group, not A plus N, or B plus N, etc. 

[00080] While the foregoing describes various embodiments of the invention, other and 

further embodiments of the invention may be devised without departing from the basic scope 

thereof. The scope of the invention is determined by the claims that follow. The invention is not 

limited to the described embodiments, versions or examples, which are included to enable a person 

having ordinary skill in the art to make and use the invention when combined with information 

and knowledge available to the person having ordinary skill in the art. 
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Title of Invention: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

First Named Inventor/Applicant Name: Matthew J. Little 

Customer Number: 64128 

Filer: Michael A. Desanctis 

Filer Authorized By: 

Attorney Docket Number: FORT-031800 

Receipt Date: 22-MAR-2019 

Filing Date: 

Time Stamp: 16:37:02 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $1720 

RAM confirmation Number 032519INTEFSW16372800 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

245011 

1 Patent_Application.pdf yes 31 
98f7f567bac5257332adc0345377ddeff61 a 

97b3 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Abstract 31 31 

Claims 27 30 

Specification 1 26 

Warnings: 

Information: 

78834 

2 
Drawings-only black and white line 

Figures.pdf no 6 
drawings 

ea82b7b 1 d0edf3d791 c24aa0692950e2daf 
aad2b 

Warnings: 

Information: 

1256169 

3 Application Data Sheet ADS.pdf no 9 
9cf1 d0773ae4cfdfffb414008f364b 1964843 

460 

Warnings: 

Information: 

34723 

4 Fee Worksheet (SB06) fee-info.pdf no 2 
fbd 8a96fd 7c60d4 be6f20d c7 ce8ced df87f1 c 

40b 

Warnings: 

Information: 

Total Files Size (in bytes) 1614737 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

16/362,167 03/22/2019 2139 1720 FORT-031800 20 2 

64128 
MICHAEL A DESANCTIS 
JAFFERY WATSON MENDONSA & HAMILTON LLP 
7501 Village Square Drive, Ste. 206 
Castle Pines, CO 80108 

CONFIRMATION NO. 6553 
FILING RECEIPT 

1111111111111111111111 m~mll!l~IIH~ I~ 111111111111111 IIII IIII 

Date Mailed: 04/09/2019 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Matthew J. Little, Loanhead, UNITED KINGDOM; 
Jamie R. Graves, Edinburgh, UNITED KINGDOM; 
Carson Leonard, Edinburgh, UNITED KINGDOM; 
Miles Gould, Edinburgh, UNITED KINGDOM; 

Fortinet, Inc., Sunnyvale, CA; 
Assignment For Published Patent Application 

Fortinet, Inc., Sunnyvale, CA 

Power of Attorney: None 

Domestic Applications for which benefit is claimed - None. 
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for 
domestic benefit. See 37 CFR 1.76 and 1.78. 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 04/05/2019 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 16/362, 167 

Projected Publication Date: 09/24/2020 

Non-Publication Request: No 

Early Publication Request: No 
Title 

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Preliminary Class 

711 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 16/362, 167 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 300 (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 660 (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 760 (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 20 (37 CFR 1.16(i)) 
minus 20= OR X 100 = 0.00 

INDEPENDENT CLAIMS 2 minus 3 = X 460 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent Minus 

... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 
Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

16/362,167 03/22/2019 Matthew J. Little FORT-031800 

CONFIRMATION NO. 6553 
FORMALITIES LETTER 64128 

MICHAEL A DESANCTIS 
JAFFERY WATSON MENDONSA & HAMIL TON LLP 
7501 Village Square Drive, Ste. 206 

111111111111111111111111]~!1]i~1i~1um1~n~ 11] 11111111111111111111111 

Castle Pines, CO 80108 

Date Mailed: 04/09/2019 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. 

Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid 
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under 
the provisions of 37 CFR 1.136(a). 

• Surcharge as set forth in 37 CFR 1.16(f) must be submitted. 
The surcharge is due for any one of: 

• late submission of the basic filing fee, search fee, or examination fee, 
• late submission of inventor's oath or declaration, 
• filing an application that does not contain at least one claim on filing, or 
• submission of an application filed by reference to a previously filed application. 

SUMMARY OF FEES DUE: 

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized 
below. No entity status discount is in effect. If applicant is qualified for small entity status, a written assertion of 
small entity status must be submitted to establish small entity status. (See 37 CFR 1.27). If applicant is qualified 
for micro entity status, an acceptable Certification of Micro Entity Status must be submitted to establish micro 
entity status. (See 37 CFR 1.29 and forms PTO/SB/15A and 15B.) 

• $ 160 surcharge. 
• $( 0) previous unapplied payment amount. 
•$160TOTALFEEBALANCEDUE. 

Items Required To Avoid Processing Delays: 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 
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• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
Matthew J. Little 
Jamie R. Graves 
Carson Leonard 
Miles Gould 

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy 
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice". 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/thadera/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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Document code: WFEE 

CVORACHA 

United States Patent and Trademark Office 
Sales Receipt for Accounting Date: 04/19/2019 

ADJ #00000020 
Seq No: 7167 

02 FC: 1464 

Mailroom Dt: 04/15/2019 
Sales Acctg Dt: 04/16/2019 16362167 

-140.00 OP 
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Document code: WFEE 

United States Patent and Trademark Office 
Sales Receipt for Accounting Date: 04/19/2019 

CVORACHA SALE #00000027 Mailroom Dt: 04/15/2019 16362167 
01 FC : 1830 140.00 OP 
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Doc code: IDS PTO/SB/OBa (02-18) 
Doc description: Information Disclosure Statement (IDS) Filed Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 16362167 

Filing Date 2019-03-22 

INFORMATION DISCLOSURE First Named Inventor I l',natthew J. Little 
STATEMENT BY APPLICANT 

Art Unit 2139 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number FORT-031800 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number Code1 Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 as95497 R013-11-26 Dogu et al. 

2 a887274 R014-11-11 Buchanan et al. 

If you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20180069881 R018-03-18 Graves et al. 

2 20180351979 t/018-12-06 Mandrychenko et al. 

If you wish to add additional U.S. Published Application citation information please click the Add button.I Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant 
T5 

Initial* No Number3 Code2i Code4 Date Passages or Relevant 
Document 

Figures Appear 

1 
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Application Number 16362167 

Filing Date 2019-03-22 
INFORMATION DISCLOSURE First Named Inventor I Matthew J_ Little 
STATEMENT BY APPLICANT 

Art Unit 2139 
( Not for submission under 37 CFR 1.99) 

I Examiner Name 

Attorney Docket Number FORT-031800 

If you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

1 Kerr, O.S., et al. "Encryption Workarounds." The Georgetown Law Journal. Vol. 106:989 2018. pgs 989-1019. 

2 rinalCode. How FinalCode Works. http://www.finalcode.com/jp/english/aboul/mechanism/. 2 pgs. 

If you wish to add additional non-patent literature document citation information please click the Add button I Add I 

EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 
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Application Number 16362167 

Filing Date 2019-03-22 
INFORMATION DISCLOSURE First Named Inventor I Matthew J_ Little 
STATEMENT BY APPLICANT 

Art Unit 2139 
( Not for submission under 37 CFR 1.99) 

I Examiner Name 

Attorney Docket Number FORT-031800 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Michael A. Desanctis/ Date (YYYY-MM-DD) 2019-04-12 

Name/Print Michael A. Desanctis Registration Number ~9957 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
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PTO/SB/.BO O 1-Clll 
Approved for (lae through 11130i2G11. OM806.51-0035 

lJ.S. Petant and Trademark 011le<'l; U.S. DEPARTMENT OF COMMERCE 
Under the. Papeiwork R~,duction Ad of 19~5, ;,o pe,sons are rnquirerl to fl'ijpond lo a ,'.lO!!ectlon of Jntomiatton un!ess it displays a valid 0MB control numt,er. 

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO 

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under 
37 CFR 3.73<'b). 
I hereby appoint: 

~ Praclilioners associated with the Customer Number: I 
64i28 

I OR ,! 

f7 Pmctitioner(s} named bs!aw (if more than ten patent practltiomm; are to be named, then a cusklmer number must be used): 

Nam;s Reglstm!ion Name RegistmWm 
Number Number 

as att,3mey(s) or agent(s} to represent the unctersigllfld before the Ur1ited Slates Patent and Trademark Office (USP i 0) 111 connection with 
any ar1d .all patent applications assigned mili'. lo !he undersigned according to the USPTO assignment records or assignment documents 
attached to this form m ac.-,mdance with 37 CFR 3.73(ll). 

Please change the correspondence address for the application identified in the attached statement undsr 37 CFR 3. 73(b) to; 

0 I 64128 

I '!he address associated with Customer Number: I OR 
! J Firm or 
L... Individual Name 
Address 

City I State I Zip 

c,xintry 

Telephone I Email 

Assignee Narne and Addr,,,-ss: 
FoHinet, Inc. 
899 Kifer Rd. 
Sunnyvale, CA 94086 

A copy of this form, together with a statement under 37 CFR 3.73(b) {Form PTO/SB/96 or equivalent) is required to be 
filed in each application in which this form ls used. The statement under 37 CFR 3.73{b) may be completed by one of 
the practitioners appointed In this form if the appointed practitioner is authorized to act on b,ihalf of the assignee, 
and must ldentlfv the appUcatlon in which this Power of Attornev is to be filed. 

SIGNATURE ilf Ass!gnM of Record 
The individual whose ~igtt~ture and title is supplied bduw is autho,izcd to ,Mml behalf of the a!isigncc 

Signature ~ ~····. ~J,·~ .. c~:~:?~~ :-~~;~;~~:~~~;:~:S;~~-~~:--.~.:❖ • ··-· •• ----~-.,._,~• ---~-- .,. • Date ,/,,_.~-- /·:>·' ... ,.. -~~?- ()/ ~~) 
Name 

.e.,.._ ...• / William Cooper Telephana (925) 984-3225 

Tille Director ot litigat!On, tnteHectual Property an( Pnvacy 
Thls cc,lled,on o! mfarmatlm ,s req,~red by 37 CFR 1.31. 1.32 m1c '.<,3.3. The mformilllon Is required ,o obtain <ir reta,n a be,1eflt by ~'1» p~!Jllc w!ild1 1~ to file (and 
by the USPTO to prm:.,ss) an apptic.~tion. Gonli<l<mtia~!y Is govemerl by 35 U.S.G. 122 and 37 GFR 1, 11 and 1.14, n,,s t:olle<aiim is ""tima!P-d to taka :) min~!es 
to c,,mpl,,te. inclL«ling ~athertng. prepartng, and submitting tMe compleled app!ic~ticn form to lhe USPTO. Time vJII vary d>openctlng upon Ille Individual case. .i\n'i 
comments on th1:1 amc.n:n.t nf t{rM·~ you H:s:qt1ife to ccm:1pl~l<'.! this. foHn anrikK sug:ge-sJion3 fc,r reffi1t~~HO this hun.1en 1 !'?hould be. seni tn the Chief lnformr1tior,; Officer~ 
U.S. P;,;tenl and Trademark Office, U.S. Department of Garnme,o,, P,O. Box 145D, Alexandria, V,", 2231:J.,1450. DO NOT Sl:'.ND FEES OR COMPLETED 
FORMS TO THIS ,",ODRESS, SEND TO: Commissioner for Patents, P.O, Box ·1450, Alexandria, VA 2:nU-1450. 

If you nee-d assistance in completing the form, ca.ii 1-800-.PTQ .. 9199 and .su!ect option 2. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention I FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

The application data sheet is part of the provisional or non provisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1. 76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 !? Rirn~Yi ?l 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Matthew J. Little 

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Loan head I country of Residence i 1GB 

Mailing Address of Inventor: 

Address 1 40 Torphichen Street 

Address 2 

City I Edinburgh I State/Provi nee I 
Postal Code I EH3 8JB I Countryi I GB 

Inventor 2 !t iijin~~ tl 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Jamie R. Graves 

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Edinburgh !country of Residence i 1GB 

Mailing Address of Inventor: 

Address 1 40 Torphichen Street 

Address 2 

City I Edinburgh I State/Provi nee I 
Postal Code I EH3 8JB I Countryi I GB 

Inventor 3 !? Rirn~Yi ?l 
Legal Name 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Prefix Given Name Middle Name Family Name 

Carson Leonard 

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Edinburgh I country of Residence i 1GB 

Mailing Address of Inventor: 

Address 1 40 Torphichen Street 

Address 2 

City I Edinburgh I State/Province I 
Postal Code I EH3 8JB I Countryi I GB 

Inventor 4 I i.Mrn~~ l 
Legal Name 

Prefix Given Name Middle Name Family Name 

-Mites- -&utct-

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Ee!iABt:11 §19 I country of Residence i 1-68---

Mailing Address of Inventor: 

Address 1 4 Q +9Ff)Ri6R8R StFeet 

Address 2 

City I EEliRBl:IF§A I State/Province I 
Postal Code I EFIJ SJ~ I Countryi I-GS-
All Inventors Must Be Listed - Additional Inventor Information blocks may be It generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 64128 

Email Address 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Application Information: 

Title of the Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Attorney Docket Number FORT-031800 I Small Entity Status Claimed □ 
Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I 6 I Suggested Figure for Publication (if any) I 3A 

Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. 111 (c) and 37 CFR 1.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

□ 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 

i-

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: @ Customer Number I O US Patent Practitioner 10 Limited Recognition (37 CFR 11.9) 

Customer Number 64128 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status I Riffiiji~ I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

Additional Domestic Benefit/National Stage Data may be generated within this form 
by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (PDX)i the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1). 

!Rr:ffiiji~ I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

0 16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 

EFS Web 2.2.13 

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00071



PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

FORT-031800 Attorney Docket Number 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph B in subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1 .45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I? @j~@ ?I 
@ Assignee lo Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

0 Person to whom the inventor is obligated to assign. 10 Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor: I 
If the Applicant is an Organization check here. ~ 
Organization Name I Fortinet, Inc. 

Mailing Address Information For Applicant: 

Address 1 899 Kifer Rd. 

Address 2 

City Sunnyvale State/Province CA 

Country I us Postal Code 94086 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. ~ 
Organization Name I Fortinet, Inc. 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 899 Kifer Rd. 

Address 2 

City I Sunnyvale State/Province CA 

Countryi I us Postal Code 94086 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1 .4(d) for the manner of making signatures and certifications. 

Signature /Michael A Desanctis/ Date (YYYY-MM-DD) 2019-04-15 

First Name Michael A. I Last Name I Desanctis Registration Number 39957 

Additional Signature may be generated within this form by selecting the Add button. 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FORT-031800 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

EFS Web 2.2.13 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the US PTO becomes 
aware of a violation or potential violation of law or regulation. 

EFS Web 2.2.13 
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Doc Code: R48.REQ 
Document Description: Request under Rule 48 correcting inventorship 

r 

PTO/AIA/40 {.04-18) 

Approved for use through 11/30/2020. 0MB 0651-0031 
U.S. Patent and Trademark Office, US. DEPARTMENT OF COMMERCE 

Under the. Pap:erwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

REQUEST FOR CORRECTION IN A 
PATENT APPLICATION RELATING TO 

INVENTORSHIP OR AN INVENTOR 
NAME, OR ORDER OF NAMES, OTHER 
THAN IN A REISSUE APPLICATION (37 

CFR1.48) 

Application Number 

Filing Date 

First Na med Inventor 

Art Unit 

Examiner Name 

Practitioner Docket 
Number 

i 6/362 i67 
March 22 2019 
Matthew J. Little 
2139 
TBD 

FORT-031800 

To: Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Applicant hereby requests that the inventorship be corrected or changed, or that the name of the inventor or a joint inventor, or the order of 

the names of joint inventors, be changed, in the .above-identified application. Note: 37 CFR 1.48 applies to any request to correct inventorship 

filed on or after September 16, 2012, regardless of the application filing date. Do not submit this form after payment of the issue fee or if1he 

application has been patented. See 37 CFR 1.324 for correction of inventorship in a patent. 

Please check the applicable box(es) below. 

For a nonprollisional application: 

D L This request isto correct or change the inventorship in a nonprovisional application (under 37 CFR 1.48(a)) and includes: 

D An application data sheet (ADS) in accordance with 37 CFR 1.76(c) with the corrected or updated information shown with markings 

(e.g., underlining for insertions, strikethrough for deletions), See the Manual of Patent Examining Proceoure (M PEP) section 

601.05( a) for.information about filing an ADS in an application filed on/after September 16, 2012. For information about filing a 

Supplemental ADS in an application filed before September 16, 2012, see MPEP 501.0S(b). 

D The processing fee set forth in 37 CFR l.17(i). $ _______ _ 

D An inventor is being added. An inventor's oath or declaration by any actual inventor who has not yet executed an oath or .declaration 

is required (see 37 CFR 1.48(b)). See MPEP 602.0l{a) for information about an inventor's oath or declaration for an application filed 

on/after September 16, 2012 (e.g., form PTO/AIA/01). For information about an inventor's oath or declaration for an application 

filed before September 16, 2012 (e.g., form PTO/SB/01), see MPEP 602.0l(b). 

D This request is being filed after the first Office action on the merits has been given or mailed (see 3 7 CFR 1.48( c) and 1.17( d)). Check 

one of the following: 

D This request to correct or change the inventorship is due solely to the c,ncellation of claims in the application. 

OR 

D The fee set forth in 37 CFR 1.17(d) is due (in addition to the fee set forth in 37 CFR 1.17(i)). $ ________ _ 

[Page 1 of 2] 

This collection of information is required by 37 CFR 1. 4-?. The information is required to obtain or retain a benefit by the public which is to tile {and by the US-PTO to 

process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 hour to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the 

amount of time you r€quire to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA.22313-1450. DO NOT.SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 223i3•14SO. 

If you nee.d assistance in completing the form, .col/ 1-SOO'PT0-9199 and select option 2. 
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PTO/AlA/40 !04-18) 
App1.oved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office, U .. 5. DEPARTMENT OF COMMERCE 

Under th€ Paperwork Reduction Act of 19951 no persons are required to respond to a collection of inform a ti-on unless it di splays a varid 0MB rontrol number. 

REQUEST FOR CORRECTION IN A PATENT APPLICATION RELATING TO INVENTORSHIP OR AN 

INVENTOR NAME, OR ORDER OF NAMES, OTHER THAN IN A REISSUE APPLICATION 

(37 CFR 1.48) 

[j] 2. This request is to correct or update the name of the Inventor or a joint inventor, or the order of names of joint inventors, ina 
nonprovisional application (under 37 CFR l.4B(f)) and includes: 

[j] An application data sheet in accordance with 37 CFR l.76(c) identifying the complete inventive entity, including the corrected or 
updated na.me of the inventor, or the new order of names shown with markings (e.g., underlining for insertions, strikethrough for 
deletions). See the MPEP 601.0S(a) for information about filing an ADS in an application filed on/after September 16, 2012. For 
information about filing a Supplemental ADS in an application filed before September 16, 2012, see MPEP 601.0S(b). 

[j] The processing fee set forth in 37 CFR1.17{i). s 140 

For a provisional application: 

D This request is to change or correct the inventorship, or correct or update the name of the inventor or a joint inventor; in a provisional 
application (under 37 CFR l.48(d)) and includes: 

D Attached hereto is a document that is signed by a party set forth in 37 CFR l.33(b) and identifies each inventor by his or her legal 
name, in the preferred order, Note: the document may be an application data sheet in accordance with 37 CFR 1.76(c) that 
identifies the changes with markings ( underlining for insertions, strikethrough for deletions). 

D The processing fee set forth in 37 CFR 1.17{q). $ _______ _ 

Fee Payment Information: 
D Applicant asserts small entity status. See 37 CFR 1.27. 

D Applicant certifies micro entity status. See 37 CFR 1.29. 
Form PTO/5B/lSA or B or equivalent must eith.er be enclosed or have been submitted previou~v 

D A check in the amount of the fee is enclosed. 

[j] Payment by credit card. Form PTO-2038 is attached. 

D The Director is hereby authorized to charge any fees which may be required, or credit any overpayment 

to Deposit Account No. _________ _ 

[j] Payment made via EFS-Web. 

WARNING: Information on this form may become public. Credit card information should not be included 
on this form, Provide creditcard information and authorization on PTO-2038. 

I am the 

D Applicant• [j] attorney or agent of record 

Registration number 39957 
Signature Michael A Desanctis/ 

Typed or printed name Michael A. Desanctis 

Date April 15 2019 

D attorney or agent acting under 37 CFR 1.34 

Registration number ______ _ 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. *Juristk entities 
must be represented by a patent practitioner{See 37 CFR 1.31, applicable to any paper filed on or after September 16, 2012 that is presented 
on behalf of a juristic entity, regardless of application filing date). Submit multiple forms if more than one signature is required; see below••. 

[j] ** Total of..,,1 _____ forms are submitted. 

[Page 2 of 2.j 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the .Act, please be advised that (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Fre.edom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Memberwith respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 197 4, as amended, pu rsuantto 5 U S.C 552a(m) 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system 
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual 
Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (3.5 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C_ 2904 and 2906, Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e, GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 USC 122(b) or issuance of a patent pursuant to 35 U SC 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1, 14, as a routine use, to 
the public ifthe record vvas filed in an application which became abandoned or in which the proceedings 
were terminated and which application is referenced by either a pubiished application, an application 
open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local .law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 16362167 

Filing Date: 22-Mar-2019 

Title of Invention: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

First Named Inventor/Applicant Name: Matthew J. Little 

Filer: Michael A. Desanctis 

Attorney Docket Number: FORT-031800 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

LATE FILING FEE FOR OATH OR DECLARATION 1051 1 160 160 

Petition: 

PETITION FEE- 37 CFR l .17(H) (GROUP Ill) 1464 1 140 140 

Patent-Appeals-and-Interference: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 300 
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Electronic Acknowledgement Receipt 

EFSID: 35732051 

Application Number: 16362167 

International Application Number: 

Confirmation Number: 6553 

Title of Invention: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

First Named Inventor/Applicant Name: Matthew J. Little 

Customer Number: 64128 

Filer: Michael A. Desanctis 

Filer Authorized By: 

Attorney Docket Number: FORT-031800 

Receipt Date: 15-APR-2019 

Filing Date: 22-MAR-2019 

Time Stamp: 21:26:14 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $300 

RAM confirmation Number 041619INTEFSW21264100 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

16151 

1 
Applicant Response to Pre-Exam Response_Missing_Parts_3180 

no 1 
Formalities Notice 0.pdf 

83f211712ace3937bd926ce88636f1 edfdce 
cbb4 

Warnings: 

Information: 

159748 

2 Oath or Declaration filed 
Executed_Decla rations_31800. 

no 3 
pdf 

e bd 06213 5 13 225 214 222ef9e 5 0e6b9 5 c9ab 
ebda2 

Warnings: 

Information: 

117659 

3 
Assignee showing of ownership per 37 

Statement_31800.pdf no 3 
CFR 3.73 

ff77b6d 203 ec3 ed 9 b94 3 3 d9d a3984 fbea 7 3 
64f6e 

Warnings: 

Information: 

77251 

4 
Assignee showing of ownership per 37 Executed_Assig n ment_31800. 

no 2 
CFR 3.73 pdf 

4ab00856Sc4fde75a8aa804Sb482b06cb38 
a9021 

Warnings: 

Information: 

474709 

5 Power of Attorney Executed_POA.pdf no 1 
90c012816ba61 c3524f930194f96b062ec0f 

98ca 

Warnings: 

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

152249 

6 Application Data Sheet ADS_substitute_31800.pdf no 9 
682f01 bd83240031 Sb8f7bbc4f746874c1 9 

634b 

Warnings: 
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Information: 

This is not an USPTO supplied ADS fillable form 

1161416 

7 
Request under Rule 48 correcting 

Request_Correction.pdf no 3 
i nventorsh i p 

221 5402996ab54943068a6bb94cd0758b5 
9ce5e2 

Warnings: 

Information: 

32031 

8 Fee Worksheet (5B06) fee-info.pdf no 2 
eb4fad0Sf9653ea52e33f5c5e3f1 9f8edac75 

423 

Warnings: 

Information: 

Total Files Size (in bytes) 2191214 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Matthew J. Little 

App. No.: 16/362,167 

Filed: March 22, 2019 

Examiner: 

Group Art Unit: 2139 

Conf. No.: 6553 

For: FILE ACCESS CONTROL BASED ON 
ANALYSIS OF USER BEHAVIOR 
PATTERNS 

Docket No.: FORT-031800 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

RESPONSE TO THE NOTICE TO FILE MISSING PARTS 

Sir: 

In response to the Notice to File Missing Parts dated April 9, 2019, enclosed for filing are 

a Substitute Application Data Sheet, a Statement Under 3.73(c), a Power of Attorney and the 

Executed Declarations in connection with the above-mentioned matter. Payment in the amount of 

$160 is being submitted via EFS-Web concurrently with the filing of this paper. 

If the Examiner has any questions, please telephone the undersigned at 303-856-

7155. 

Date: April 15, 2019 

Respectfully submitted, 

J affery Watson Mendonsa & Hamilton LLP 

by_---'--"'/M=ic=h=ae=l~A~-~D~e=S~a=n=c=ti=s/ __ 
Michael A. DeSanctis, Esq. 
Reg. No. 39,957 
Customer No. 64128 
Ph: (303) 856-7155 
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PTO/AIA/01 (06-12) 
Approved for use !hroogh 11/30/2020, 0MB 0651-0032 

U.S. Palent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under lhe Paperwork Reductlon Act of 1995, no persons are required to respond lo a collection of informaUon unless it displays a valid 0MB control rn.1mber. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of 
Invention 

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: 

The attached application, or [i] 

□ United States application or PCT international application number ___________ _ 

filed on ______________ _ 

The above-identified application was made or authorized to be made by me. 

I believe that l am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautiorl8d to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application} or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced !n a published application or an issued patent (see 37 CFR 1.14}. Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

Inventor: Matthew J. Little Date (Optional) :26/0S/2019 

Signature~::=:!::w~~~~~~======----------------------------

Note: An appi1cation data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany th!s form or must have 
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor. 

This co!lectlon of information is required by 35 U.S.C. 115 and 37 CFR 1.63, The Information ls required to obtain or retain a benefit by llle publ!cwhlch Is to file {and 
by the USPTO to process) an appltcation. Conlidenllalily is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection Is estimated lo take 1 rrJnute to 
complele, includlng gathering, preparing, and submitting !he completed appl!calion form to the USPTO. Time will vary depending upan lhe individual case, Any 
comments on the amour1t of Ume you require to complete this form and/or suggestions for reducing this burden. should be sen! lo the Chief Information Off1eer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO; Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, 

ff you need assisrance in campfe/fng the form, caH 1-800-PT0-9199 and select option 2. 
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PTO/AIN01 (06-12) 
Approved for use through 11 /30!2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persoos are required to respond to a collection of information unless it displays a valid 0MB control number. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of 
Invention 

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: 

The attached application, or [i] 

□ United States application or PCT international application number ___________ _ 

filed on _______________ _ 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorizatlon form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

I t 
Jamie R. Graves 

nven or:--------------=-="------------
\ / • 

~1· ( 7') -_, / 
Date {Optional) : ~ ( 

Signature: ------1--c..:-~..::-.c..•7::.--:=.'::.-:."::. __ L-./ ___ ✓~A,.__::_~_::-::-_-_-_::_-~-------------------------l , 
"--- ' 

Note: An applrcation data sheet (PTO/SB/14 or equivalent), Including naming the entire inventive entity, must accompany this form or must have 
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor. 

This collection of Information is required by 35 U.s.c. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file {and 
by the USPTO to process) an application. Confiden!ialily is governed by 35 U,S.C. 122 and 37 CFR 1.11 and 1.14. This colleelion is estimated to take 1 minute lo 
complete, Including gathering, preparing, and submiWng the completed appllcallon form lo the USPTO. Time will vary depending upon the lnd!vldual case. Any 
comments on the amount of time you require to complete lhis form and/or suggestions for reducing this burden, should be s.ent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P .0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, cafJ 1-800-PTO-9199 and select option 2. 

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00087



PTO/AIA/01 (06-12) 
Approved for use through 11130/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reductloo Aci of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of 
Invention 

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

As the be!ow named inventor, I hereby declare that 

This declaration 
is directed to: 

The attached application, or 

United States application or PCT international application number ____________ _ 

fried on _______________ , 

The above-identified application was made or authorized to be made by me. 

! believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

1 hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

tnventor: Carson Le_orn:rd 

Signature: / , f - J 
Date (Optional) : LS/ 'tJ / J s 

I I 

Note: An application data sheet (PTO/SB/14 or equivalent), Including naming the entire inventive entity, must accompany this form or must have 
been previously filed, Use an additional PTO/AIA/01 form for each additional inventor. 

This collect1on of information Is required by 35 U.S.C. 115 and 37 CFR 1.63. The Information is required to obtain or retain a benefil by the public which is to file (and 
by !he USPTO to process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated lo lake 1 minute to 
complete, including gathering, preparing, and submitling the complelecl application form to the USPTO. Time w!II vary depending upon the individual case. Any 
comments on !he amount of lime you require to complete this form and/or suggestions for reducing this burden, should be sen! to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THJS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313,1450. 

If you need assistance in completing the form, cafl 1-800-PT0-9199 end se/ecl option 2. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant!Patent Owner: _F_o_r_ti_n_e_t,_l_n_c_. ____________________________ _ 

Application No./Patent No.: 16/362, 167 Filed/Issue Date: _M_a_r_c_h_2_2_,_2_0_1_9 ______ _ 
Titled: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Fortinet, Inc. , a corporation 
---------------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: ____________________ To: ___________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: ____________________ To: ___________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

0 As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Michael A Desanctis/ April 15, 2019 
Signature 

Michael A. Desanctis 
Printed or Typed Name 

[Page 2 of 2] 

Date 

39957 
Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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ASSIGNMENT 

WHEREAS, We, Matthew J. Little, Jamie R. Graves, and Cat·son 
Leonard, have invented certain new and useful improvements for which an application 
entitled 

"FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BERA VIOR PATTERNS" 

is about to be made for Letters Patent of the United States, the application having been 
executed on even date herewith, and which may be identified in the United States Patent and 
Trademark Office by Application No. 16/362,167 , filed on March 22, 2019 and 
further identified as Atty. Docket No. FORT-0318000. 

WHEREAS, Fortinet, Inc., a Corporation of the State of Delaware, and 
having its principal offices at 899 Kifer Rd., Sunnyvale, CA 94086 (hereafter "Assignee"), is 
desirous of acquiring the entire right, title and interest in and to the application, any 
inventions Ol' discoveries described therein and in, to and under any and all Letters Patents to 
be obtained therefor; 

NOW, THEREFORE, for good and valuable consideration, the receipt and 
sufficiency of which is hereby acknowledged, we have sold, assigned and transferred, and by 
these presents do hereby sell, assign and transfer unto the Assignee, its successors and 
assigns: 

1. the entire right, title and interest in and to the application, any inventions or 
discoveries described therein and the Letters Patent(s), both foreign and domestic, 
that may or shall issue, including all rights under the International Convention, 
and 

2. all proceeds of the application, any inventions or discoveries described therein and 
the Letters Patent(s) (including but not limited to, damages for pre-patent grant 
infringement, all license royalties and proceeds of infringement suits); and in and 
to any and all causes of action (excepting claims upon the United States of 
America) for past, present, and future infringement of any of the Letters Patent(s), 
or relating to any inventions or discoveries described therein, including the right 
to collect royalties and seek injunctive relief, for all such infringements and the 
right to sue on all such causes of action for their own use and benefit and the use 
and benefit of their successors, assigns and legal representatives, 

We do hereby authorize and request the Commissioner of Patents to issue the 
Letters Patent(s) to the Assignee in accordance herewith. 

We further authorize the Assignee, its successors and assigns, or anyone it 
may properly designate, to apply for Letters Patent, in its own name, if desired, in any and all 

-1-

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00092



foreign countries, and additionally to claim the filing date of the United States application 
and/or othe1wise take advantage of the provisions of the International Convention. 

We do hereby covenant and agree with the Assignee, its successors and 
assigns, that we will not execute any writing or do any act whatsoever conflicting with these 
presents, and that we or our executors or administrators wiH, at any time upon request, 
without further or additional consideration, but at the expense of the Assignee, its successors 
and assigns, execute such additional writings and do such additional acts as the Assignee, its 
successors and assigns, may deem necessary or desirable to perfect the Assignee's enjoyment 
of this grant, and render aU necessary assistance in making application for and obtaining 
original, continuation, divisional, reissued, reexamined, substitute or extended Letters 
Patent(s) of the United States, or of any and al1 foreign countries on the invention, and in 
enforcing any rights, occmTing as a result of such applications or patents, by giving 
testimony in any proceedings or transactions involving such applications or patents. 

In Witness Whereof, We have hereunto set our hands and affixed our seals on 
the date written below. 

Signature: -- - V'"\,--. Signature: I r" -~ /'}_,,..._-
,e:-

APt!'..l L 'c..o 1~ . 
"-...: 

Z-/Lt! lo/ Date: z.. Date: 
' ' 

Full Name: Matthew J. Little Full Name: Jamie R. Graves 
Mailing Mailing 
Address: 40 Torphichen Street Address: 40 Torphichen Street 

Edinburgh EH3 8JB Edinburgh EH3 8JB 

SCOTLANI SCOTLAND 

-
SiJmature: ( ✓AA 

Date: l Apr:\ io{q 
Full Name: Carson Leonard 
Mailing 
Address: 40 Torphichen Street 

Edinburgh EH3 8JB 

SCOTLAND 

-2-
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/362,167 03/22/2019 

64128 
MICHAEL A DESANCTIS 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Matthew J. Little FORT-031800 
CONFIRMATION NO. 6553 

37 CFR 1.48 ACKNOWLEDGEMENT 
LETTER 

JAFFERY WATSON MENDONSA & HAMIL TON LLP 
7501 Village Square Drive, Ste. 206 11111111111111111 lllll ll]~!l]!~l!~IU!,l!ll!~Hll 11111111111111111111111 

Castle Pines, CO 80108 

Date Mailed: 04/24/2019 

NOTICE OF ACCEPTANCE OF REQUEST UNDER 37 CFR 1.48(a) 

This is in response to the applicant's request under 37 CFR 1.48(a) submitted on 04/15/2019. 

The request under 37 CFR 1.48(a) to correct the inventorship, to correct or update the name of an inventor, or to 
correct the order of names of joint inventors is accepted. 

/zabraha/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

16/362,167 03/22/2019 2139 1880 FORT-031800 20 2 

64128 
CONFIRMATION NO. 6553 

UPDATED FILING RECEIPT 
MICHAEL A DESANCTIS 
JAFFERY WATSON MENDONSA & HAMILTON LLP 
7501 Village Square Drive, Ste. 206 

1111111111111111111111 m~mll!lill!IIII IIIII 111111111111111111 

Castle Pines, CO 80108 

Date Mailed: 04/24/2019 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

Matthew J. Little, Loanhead, UNITED KINGDOM; 
Jamie R. Graves, Edinburgh, UNITED KINGDOM; 
Carson Leonard, Edinburgh, UNITED KINGDOM; 

Fortinet, Inc., Sunnyvale, CA; 
Assignment For Published Patent Application 

Fortinet, Inc., Sunnyvale, CA 

Power of Attorney: The patent practitioners associated with Customer Number 64128 

Domestic Applications for which benefit is claimed - None. 
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for 
domestic benefit. See 37 CFR 1.76 and 1.78. 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

Projected Publication Date: 09/24/2020 

Non-Publication Request: No 

Early Publication Request: No 
Title 

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Preliminary Class 

711 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 16/362, 167 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 300 (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 660 (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 760 (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 20 (37 CFR 1.16(i)) 
minus 20= OR X 100 = 0.00 

INDEPENDENT CLAIMS 2 minus 3 = X 460 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent Minus 

... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 
Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

16/362,167 03/22/2019 2139 1880 FORT-031800 20 2 

64128 
CONFIRMATION NO. 6553 

UPDATED FILING RECEIPT 
MICHAEL A DESANCTIS 
JAFFERY WATSON MENDONSA & HAMILTON LLP 
7501 Village Square Drive, Ste. 206 

1111111111111111111111 m~mll!lill!lt~ 111111111111111 IIII 1111 

Castle Pines, CO 80108 

Date Mailed: 04/24/2019 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

Matthew J. Little, Loanhead, UNITED KINGDOM; 
Jamie R. Graves, Edinburgh, UNITED KINGDOM; 
Carson Leonard, Edinburgh, UNITED KINGDOM; 

Fortinet, Inc., Sunnyvale, CA; 
Assignment For Published Patent Application 

Fortinet, Inc., Sunnyvale, CA 

Power of Attorney: The patent practitioners associated with Customer Number 64128 

Domestic Applications for which benefit is claimed - None. 
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for 
domestic benefit. See 37 CFR 1.76 and 1.78. 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

Projected Publication Date: 09/24/2020 

Non-Publication Request: No 

Early Publication Request: No 
Title 

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Preliminary Class 

711 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/362,167 03/22/2019 

64128 
MICHAEL A DESANCTIS 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Matthew J. Little FORT-031800 

CONFIRMATION NO. 6553 
POA ACCEPTANCE LETTER 

JAFFERY WATSON MENDONSA & HAMIL TON LLP 
7501 Village Square Drive, Ste. 206 

11111111111111111 lllll ll]~!l]!~l!~IU!,l!li!l~Hll lllll lllll lllll 11111111 

Castle Pines, CO 80108 

Date Mailed: 04/24/2019 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/15/2019. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/zabraha/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/362,167 03/22/2019 

64128 
MICHAEL A DESANCTIS 
JAFFERY WATSON MENDONSA & HAMIL TON LLP 
7501 Village Square Drive, Ste. 206 
Castle Pines, CO 80108 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Matthew J. Little FORT-031800 
CONFIRMATION NO. 6553 

PUBLICATION NOTICE 

111111111111111111111111]~!1]!~1!~1! ~j~~ II~ IHll lllll 111111111111111111 

Title:FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Publication No.US-2020-030207 4-A 1 
Publication Date:09/24/2020 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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DocuSign Envelope ID: CF6BF7D4-809E-4875-987F-71561 OBE35CO 

PTO/AIAiSO (07-17) 
Approved for use thrm,gh 03/31/2021. 0MB 0651.-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Pal)erwork Reduction Act of 1995, no person is required to respond to a col!ection of information unless it displays a valid 0MB control number 

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO ] 

I hereby revoke all previous powers of attomey given in the application identified in the attached 
statement under 37 CFR 3.73(c). 

I hereby appoint: 

[8J Practitioners associated with Customer Number: 1176502 

I 
OR 

[--------1 Practitioner(,) named below (if more than ten patent practitioners are to be named, then a customer number mu,t be used): 

Name 
Registration 

Name 
Registration 

Number Number 

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with 
any and all patent applications assigned QJJJy to the undersigned according to the USPTO assignment records or assignment documents 
attached to this form in accordance with 37 CFR 3.73(c). 

Please change the correspondence address for the application identified in the attached statement 
under 37 CFR 3.73(c) to: 

EJ The address associated with Customer Number: 176502 

OR 

□ Firm or individual name 

Address 

City State I Zip 

Country 

Telephone Email 

Assignee name arid address: Forti net, !nc. 

899 Kifer Rd., Sunnyvale, CA 94086 
A copy ofthis form, together with a statement under 37 CFR 3.73{c) (form PTO/AIA/96 or equivalent) is required to be 

filed in each application in which thls form is used. The :statement under 37 CFR 3.73(1:) may be completed by cme of the 
practitionern appointed in this form, and must identify the application in which this Power of Attorney is to be filed, 

,----oocuSigned by: SIGNATURE of Assignee of Record 
The in.:(~!~f&.~t)~F-~nature and title is supplied below is auth_t.?+.~~-~~-!;! __ ~-~~-fn behalf of the assignee. 

Signature l ..... l f Date 1
'- 128120 ,:.0 

Name Will cooper Telephone 

Title VP Legal 

This collection of information i; required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to upd;ite 
{and by the USPTO to process) the file ofa patent or reexamination proceeding. Confidentiality is governed by 3S U,S.C. 122. and 37 cm 1.,11 and 1.14. This 
col!ection i, e,timated to t;ike 18 minutes to complete, induding gathering, preparing, and ,ubmitting the completed ;ipplication form to the USPTO. Time wil! vary 
depending upon the individual case, Any comments on the amount of time you require to complete this form and/or ,uggestion, for reducing thi, bLtrden, should 
be sent to the Chief information Officer, U.S. Patent and Trademark Office, U.S. Depa,tment of Commerce, P.O. Box 1.450, Alexandria, VA 2231.3-1.450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commi$sioner for Pat~nt$, P.O. Boi,: 1450, Alel>lam!ria, VA 22313-1450. 

If you need assistonce in completing rhe form, ca!/ 1-80/J·PT0--9199 and select oprion 2. 
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DocuSign Envelope ID: CF6BF7D4-809E-4875-987F-71561 OBE35CO 

Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system 
of records may be disclosed, as a routine use, to the lntemational Bureau of the World Intellectual 
Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1. 14, as a routine use, to 
the public if the record was filed in an application which became abandoned or in which the proceedings 
were terminated and which application is referenced by either a published application, an application 
open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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PTO/.AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Oll;ce. US. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a coilec\;on of ;nforrnation uniess it d:spiays a vaiid 0MB controi nuniber. 

STATEMENT UNDER 37 CFR 3o73(c) 

Applicant/Patent Owner: _F_o_rt_in_e_t_,_l_n_c_. --------------------------------

1\pplication No.!Patent No.: 16/362,167 Flied/Issue Date: _iV_1a_rc_h_2_2_, 2_0_"19 ______ _ 

Titled: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS 

Foriinei, Inc. , a corporation 
------------------------------

(~Jarne of Assignee) (Type of Assignee, e.g, corporation, partnership. university, govermrient a~1ency, etc.) 

states that, for tl1e patent application/patent identified above, it is (choose one of options 1, 2, ~-l or 4 below): 

1. 0 The assignee of t~1e entire right, title, and interest. 

2. D An assignee o1 less tt1an the entire right, title, and interest (check applicable box): 

LJ Hie extent (by percentage) of its owners~1ip interest is ______ %. Additional Staternent(s) by t~1e owners 
holding tl1e balance of the interest must be submitted to account for i 00% of tl1e ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made}. 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding tt1e balance of t~1e interest must be submitted to account 1m the entire 
right, title, and interest 

4. D The recipient, via a court proceeding or the iike (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownerst1ip interest was made). Tt1e certified document(s) st1owing the transfer is attact1ed. 

Tt1e interest identilied in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. RJ An assignment from the inventor(s) of tl1e patent application/patent identified above. The assignment was recorded in 
tt1e United States Patent and Trademark 01fice at Reel 04888f1 , Frame 10660 , or for w~1ic~1 a copy 
thereof is attached. 

B. [J A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

·1. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This co!leclion of information is required by 37 CF'R 373(b). The intormat;on is required to obl,m or retain a benefit by the publ;c which ;s lo fiie (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This co!lection is est!n1ated to take i 2 minutes to complete, includm~~ 
gathering, prepar;ng. and subm;tting the con1pieted appi:cation lorrn to the US PTO. Time wiil vary depending upon the indiv;dual case. Any conirnents on the amount 
of time you require to comp!ete this form and/or suggest;ons tor reduc;ng th;s burden, should be sen\ lo the Chief information O11:cer. U.S. Patent and Trademark 
Office.US. Department of Commerce. P 0. Box 1450, A!exandr!a. VA 22313-1450. DO NOr SU~D FEES OR COMPl.E rED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box ·1450, Alexandria, VA 223·13.·145()_ 

lfyou. need assistance in compieting the form, call 1-800-PTO-9199 and select option 2. 
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PTOiAIA/96 (08-12J 
Approved tor use through 0"1/31/2013. 0MB 0651-003'1 

U.S Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Papervvork Reduction Act cf 1995. no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ____________________ To: 

Ttie document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for wt1ict1 a copy thereof is attac~1ed. 

4. From: __________________ To: 

Tt1e document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: __________________ To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: --------------------

TI 1 e document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for whicl1 a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

RJ As required by 37 CFR 3.73(c)(1 )(i), the documentary evidence of t~1e chain of title lrorn the original owner to tt1e 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CH{ 3.11. 

[NOTE.: ,l\ separate copy (i.e., a true copy of the originai assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPE.P 302.08] 

Tile undersigned (whose title is supplied below) is authorized to act on behalf of tile assignee. 

/Douglas M Hamilton/ December 31 , 2020 
Signature Date 

Douglas M. Hamilton 47629 
Printed or Typed Name Titie or Registration Number 

[Page 2 of 2] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised mat (1) the general autMrity !or me collection of this information is 35 
U.S.C. 2(b)(2); (:?.) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish tile requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to tile Department of ,Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be diseiosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need !or the information in order to perform a contract. Recipients of information s~1ail be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be diseiosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disciosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C 218(c)). 

7. A record from this system of records may be disciosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Suell disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disc!osure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Power of Attorney 1 2 

Assignee showing of ownership per 37 CFR 3.73 3 5 

Warnings: 
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Total Files Size (in bytes) 316338 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
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APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/362,167 03/22/2019 

64128 
MICHAEL A DESANCTIS 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Matthew J. Little FORT-031800 
CONFIRMATION NO. 6553 

POWER OF ATTORNEY NOTICE 

JAFFERY WATSON MENDONSA & HAMIL TON LLP 
7501 Village Square Drive, Ste. 206 

111111111111111111111111]~!1]!~1!~1! ~I~! II!~!~] 11111111111111111111111 

Castle Pines, CO 80108 

Date Mailed: 01/04/2021 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 12/31/2020. 

• The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence 
will be mailed to the new address of record(37 CFR 1.33). 

/yteferra/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
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16/362,167 
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HOC Fortinet 
224 South Main Street, #114 
Mapleton, UT 84664 

FILING OR 3 71 (C) DATE 

03/22/2019 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Matthew J. Little FORT-031800 

CONFIRMATION NO. 6553 
POA ACCEPTANCE LETTER 

111111111111111111111111]~!1]!~1!~1! ~I~! ll!~H] 111111111111111 IIII IIII 

Date Mailed: 01/04/2021 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 12/31/2020. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/yteferra/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

16/362,167 

176502 7590 

Douglas M. Hamilton 
HDC Fortinet 

03/22/2019 

10/05/2021 

224 S. Main Street, 114 
Springville, UT 84663 

FIRST NAMED INVENTOR 

Matthew J. Little 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

FORT-031800(18167) 

CONFIRMATION NO. 

6553 

EXAMINER 

YANG.HAN 

ART UNIT PAPER NUMBER 

2493 

NOTIFICATION DATE DELIVERY MODE 

10/05/2021 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

dhamilton@hdciplaw.com 
miquelchamilton@hamiltonshome.com 

PTOL-90A (Rev. 04/07) 
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Office Action Summary 

Application No. 
16/362, 167 

Examiner 

HAN YANG 

Applicant(s) 
Little et al. 

Art Unit 

2493 

AIA (FITF) Status 

Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING 
DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing 
date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term 
adjustment. See 37 CFR 1.704(b). 

Status 

1 )0 Responsive to communication(s) filed on 22 March 2019. 
□ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2a)D This action is FINAL. 2b) 0 This action is non-final. 
3)□ An election was made by the applicant in response to a restriction requirement set forth during the interview 

on __ ; the restriction requirement and election have been incorporated into this action. 
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 
5) 0 Claim(s) 1-20 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6) D Claim(s) __ is/are allowed. 

7) 0 Claim(s) 1-20 is/are rejected. 

8) □ Claim(s) __ is/are objected to. 

9) D Claim(s) __ are subject to restriction and/or election requirement 
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

Application Papers 
10)□ The specification is objected to by the Examiner. 

11 )0 The drawing(s) filed on 22 March 2019 is/are: a)0 accepted or b)□ objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)□ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a)□ All b)D Some** c)D None of the: 

1.□ Certified copies of the priority documents have been received. 

2.□ Certified copies of the priority documents have been received in Application No. __ . 

3.□ Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) 0 Notice of References Cited (PTO-892) 

2) 0 Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 11-13) Office Action Summary 

3) D Interview Summary (PTO-413) 

Paper No(s)/Mail Date __ . 

4) D Other: __ . 

Part of Paper No./Mail Date 20210924 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

DETAILED ACTION 

Notice of AJA Status 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

The present office action is responsive to communications received on 3/22/2019. Claims 1-20 

are pending. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on 4/15/2019 is in compliance with the 

provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being considered by the 

examiner. 

Examiner's Notes 

Analysis under 35 U.S.C. 101, Double Patenting, and 35 U.S.C. 112 have been conducted, but no 

issues are found. 

Non-transitory computer-readable storage medium claims 14-18 depend on dependent claim 

13, while corresponding method claims 3-5, 8-9 depend on independent claim 1. Please ensure this 

inconsistency is intended. 

Claim Objections 

Claims 2 and 13 are objected to because of the following informalities: 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

• Claims 2 and 13 recite "wherein said determining ... a risk score for the first user 

comprises", wherein "a risk score" should be "the risk score". 

Appropriate correction is required. 

Claim Rejections - 35 USC§ 103 

Page 3 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections 

set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the claimed 

invention is not identically disclosed as set forth in section 102, if the differences between the 

claimed invention and the prior art are such that the claimed invention as a whole would have 

been obvious before the effective filing date of the claimed invention to a person having ordinary 

skill in the art to which the claimed invention pertains. Patentability shall not be negated by the 

manner in which the invention was made. 

Claims 1-3, 5-7, 9-14, 16 and 18-20 are rejected under 35 U.S.C. 103 as being unpatentable 

over Levy {US 20190319945 Al) in view of Stamos {US 20040221172 Al). 

Regarding claim 1, Levy teaches a method comprising: 

obtaining and storing, by one or more servers associated with an enterprise network, 

information regarding historical user behavior of a plurality of users of the enterprise network 

by observing file access requests initiated by the plurality of users; ([0060] The threat 

management facility 100 may control access to the enterprise facility 102 networks. A network 

access facility 124 may restrict access to certain applications, networks, files, printers, servers, 

databases, and so on. In addition, the network access facility 124 may restrict user access under 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

certain conditions, such as the user's location, usage history. need to know, job position, 

Page 4 

connection type, time of day, method of authentication, client-system configuration.) Here Levy 

discloses in ,iso that "the threat management facility 100 may include a policy management 

facility 112 that manages rules or policies for the enterprise facility 102. Exemplary rules include 

access permissions associated with networks, applications, compute instances, users, content, 

data, and the like. The policy management facility 112 may use a database, a text file, other data 

store, or a combination to store policies." 

receiving, by the one or more servers, a file access request initiated by a first user of 

the plurality of users, wherein the file access request relates to a file stored within the 

enterprise network in encrypted form; ([0207] FIG. 17 As shown in step 1702, the method 1700 

may include receiving a request for a remote resource from a compute instance in an enterprise 

network, such as a request for authenticated access to the remote resource. This may include 

any resource that might usefully be accessed by a compute instance from within the enterprise 

network.) Here Levy discloses in ,J78 that "privacy may be addressed in some cases by user 

notifications and permissions, anonymization, tokenization, and encryption." 

responsive to receipt of the file access request, determining, by the one or more 

servers, a risk score for the first user based on a plurality of factors, including information 

regarding historical user behavior, the file access request and observed data determined 

based on the file access request; and ([0208] As shown in step 1704, the method 1700 may 

include calculating risk scores, for example by calculating a first risk score for a user of the 

compute instance. In one aspect, the entity models described herein provide useful computer-

implemented tools for measuring expected behavior and deviations therefrom, and may be 

usefully employed in this context to calculate risk scores for the particular entities of interest: 

the user of the compute instance.) Here Levy discloses in ,i 156 "to draw policy or security 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

conclusions based on a history of users and file usage." 

Page 5 

based on the risk score, permitting or denying, by the one or more servers, access to 

the file. ([0210, 0211, 0217] As shown in step 1706, the method 1700 may include selecting an 

authentication model for access to the remote resource by the user and the device. More 

generally, the authentication models may provide various sets of authentication requirements 

using various combinations of the foregoing authentication factors or any other authentication 

factors, with the particular authentication factors varying based on the user and device risk 

scores. As shown in step 1708, the method 1700 may include authenticating the user to the 

remote resource according to the authentication model selected in step 1706.) 

Levy teaches based on the risk score, permitting or denying, access to the file, but does not 

explicitly teach this is done by returning a decryption key for the file or withholding the decryption key. 

This aspect of the claim is identified as a difference. 

However, Stamos in an analogous art explicitly teaches 

based on the risk score, permitting or denying, by the one or more servers, access to the file 

by returning a decryption key for the file or withholding the decryption key. ([0008, 0009] Encryption 

techniques such as those employing a Public Key Infrastructure (PKI) enable an enterprise to provide 

authentication, access control and confidentiality for its applications and data. Before accessing any 

information, the recipient must first authenticate with the policy server. The policy sever then issues 

copies of required keys to permit the recipient to decrypt the information.) 

It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"adaptive encryption" approach of Stamos. One of ordinary skill in the art would have been motivated 
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Page 6 

to perform such a modification to address security problems that originate when authorized users abuse 

their authority, by selectively applying encryption policies at the point of use of a file, rather than simply 

at the point of file server and/or access storage {Stamos [0018]). 

Regarding claim 2, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein said determining, by the one or more 

servers, a risk score for the first user comprises evaluating the file access request with reference to a 

model of user behavior developed by machine-learning. ([Levy 0209] while event models for a 

user/device combination can provide a useful measure of riskiness, other measures may also or instead 

be used, either alone or in combination with such techniques. For example, other risk scores based on, 

e.g., signatures, context, behavior, machine learning or the like may be used in addition to, or instead of 

the risk scores described above to dynamically control authentication requirements based on assessed 

risk.) 

Regarding claim 3, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein the information regarding historical user 

behavior includes for each user of the plurality of users: 

historical data regarding general file access, including one or more of a number of files 

accessed by the user over a predetermined period of time, types of the files accessed, and 

applications used by the user over the predetermined period of time; ([Levy 0111] The valuation model 

may, for example, estimate value based on file location, based on an access control content, based on 

content, or based on any other context, usage, feature or combination of the foregoing. For example, 

the valuation model may estimate value based on one or more of encryption status, file type, file usage 
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history, file creation date, file modification date, file content, and file author.) 

historical data regarding observed locations of the user; and historical data regarding 

Page 7 

observed times at which the user accesses files. ([Levy 0060] A network access facility 124 may restrict 

access to certain applications, networks, files, printers, servers, databases, and so on. In addition, the 

network access facility 124 may restrict user access under certain conditions, such as the user's location, 

usage history, need to know, job position, connection type, time of day, method of authentication, 

client-system configuration, or the like.) 

Regarding claim 5, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein the observed data includes a status 

indicative of whether the connection through which the first user initiated the file access request is 

trusted or untrusted. ([Levy 0060] A network access facility 124 may restrict access to certain 

applications, networks, files, printers, servers, databases, and so on. In addition, the network access 

facility 124 may restrict user access under certain conditions, such as the user's location, usage history, 

need to know, job position, connection type, time of day, method of authentication, client-system 

configuration, or the like.) Here Levy depicts in [0033] that connection including "one or more gateways, 

bridges, wired networks. wireless networks. virtual private networks. other compute instances." It 

would have been prima facie obvious to one of ordinary skill in the art to conclude that connection 

through wired networks is more secure/trustworthy than through wireless networks 

(https:/ /aberdeencybersecurity.co.uk/wired-vs-wireless-networking); as well as to conclude that 

connection with virtual private networks is more secure/trustworthy than without virtual private 

networks (https://www.tomsguide.com/us/-vpn-for-beginners, news-17514.htm I). 
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Regarding claim 6, Levy in view of Stamos teaches all the features with respect to claim 5, as 

outlined above. The combination further teaches wherein the connection is trusted when the first user 

is on the enterprise network or accessing the enterprise network remotely via a secure connection. 

([Levy 0216] Other secondary techniques may also or instead be used to support authentication models 

or provide additional authentication factors. For example, a secondary authentication may be based on 

information such as whether a user recently logged in to the device, whether a user recently provided a 

token passcode, whether the device recently connected to the enterprise network. the current IP 

address for a device, the geolocation of a device, or whether the user/device combination recently 

logged in to the remote resource.) Here Levy discloses that connection is more trustworthy if user is on 

the enterprise network by citing "the compute instances 10-26 may be protected from threats even 

when a compute instance 10-26 is not connected to the enterprise facility 102 network" [0038]. 

Regarding claim 7, Levy in view of Stamos teaches all the features with respect to claim 5, as 

outlined above. The combination further teaches wherein the connection is untrusted when the first 

user is not on the enterprise network or accessing the enterprise network remotely via an insecure 

connection. ([Levy 0216] Other secondary techniques may also or instead be used to support 

authentication models or provide additional authentication factors. For example, a secondary 

authentication may be based on information such as whether a user recently logged in to the device, 

whether a user recently provided a token passcode, whether the device recently connected to the 

enterprise network. the current IP address for a device, the geolocation of a device, or whether the 

user/device combination recently logged in to the remote resource.) Here Levy discloses that 

connection is less trustworthy if user is not on the enterprise network by citing "the compute instances 

10-26 may be protected from threats even when a compute instance 10-26 is not connected to the 

enterprise facility 102 network" [0038]. 
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Regarding claim 9, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein said permitting or denying further comprises 

when the risk score is less than a first threshold, returning the decryption key and providing full access 

to the file. ([Levy 0213] if the risk score for the device or the user (or some combination of these)~ 

below a threshold such that it indicates that the user and device are safe, then the authentication model 

may forego an additional authentication factor.) 

Regarding claim 10, Levy in view of Stamos teaches all the features with respect to claim 9, as 

outlined above. The combination further teaches wherein said permitting or denying further comprises 

when the risk score is between the first threshold and a second threshold, returning the decryption 

key and providing limited access to the file. ([Levy 0211] The risk scores may also generally be used as 

an authentication factor, e.g., by using the risk score as a property of the user and requiring a minimum 

or maximum value. or indirectly by using the risk score as a threshold for whether to select an 

authentication model requiring one or more additional authentication factors. [Levy 0213] if the risk 

score for the device or the user (or some combination of these) is below a threshold such that it 

indicates that the user and device are safe, then the authentication model may use an additional 

authentication factor (analogous to claim limitation "less than second threshold"). If the risk score for 

the device or the user is above the threshold such that it indicates that the user or the device is 

compromised or unsafe, then the authentication model may require the additional authentication factor 

as a condition for access by the device to the remote resource (analogous to claim limitation "greater 

than first threshold").) 
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Regarding claim 11, Levy in view of Stamos teaches all the features with respect to claim 10, as 

outlined above. The combination further teaches wherein said permitting or denying further comprises 

when the risk score is greater than the second threshold, withholding the decryption key. ([Levy 0213] 

if the risk score for the device or the user is above the threshold such that it indicates that the user or 

the device is compromised or unsafe, then the authentication model may withhold the additional 

authentication factor to prevent access by the device to the remote resource.) 

Regarding claims 12-14, 16 and 18-20, the scope of the claims are similar to that of claims 1-3, 5 

and 9-11, respectively. Accordingly, the claims are rejected using a similar rationale. 

Claims 4 and 15 are rejected under 35 U.S.C. 103 as being unpatentable over Levy {US 

20190319945 Al) in view of Stamos {US 20040221172 Al) and Lof {US 20140310779 Al). 

Regarding claim 4, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. But the combination does not teach wherein the observed data includes a current 

location of the first user as determined based on a source Internet Protocol (IP) address contained in the 

file access request. This aspect of the claim is identified as a difference. 

However, Lof in an analogous art explicitly teaches wherein the observed data includes a 

current location of the first user as determined based on a source Internet Protocol {IP) address 

contained in the file access request. ([0130] the media content provider can use geo-location 

techniques to determine a geographic location of the client device (e.g., the country in which the client 

device resides). Such techniques include using the IP address of the client device (which can be 

determined from an HTTP request. for example) to lookup the user's probable location in an IP address 
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It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"geo-location techniques using IP address" approach of Lof. One of ordinary skill in the art would have 

been motivated to perform such a modification to provide efficient and secure access to content by 

obtaining information about the client device that is not explicitly provided or reported by the client 

device, but available through the communication between the client device and the content provider 

{Lof [0130, 0010]). 

Regarding claim 15, the scope of the claim is similar to that of claim 4, respectively. Accordingly, 

the claim is rejected using a similar rationale. 

Claims 8 and 17 are rejected under 35 U.S.C. 103 as being unpatentable over Levy {US 

20190319945 Al) in view of Stamos {US 20040221172 Al) and Pigin {US 20050229258 Al). 

Regarding claim 8, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. But the combination does not teach wherein the encrypted form involves the file being 

encapsulated in a cryptographic wrapper. This aspect of the claim is identified as a difference. 

However, Pigin in an analogous art explicitly teaches wherein the encrypted form involves the 

file being encapsulated in a cryptographic wrapper. ([0230] These operations manipulate cryptographic 

objects at the file level. File-level wrappers are based on the crypto container concept. All cryptographic 

objects, associated with a single original file, are encapsulated into a single file of compound structure 

(cryptocontainer).) 
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It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"file level wrappers" approach of Pigin. One of ordinary skill in the art would have been motivated to 

perform such a modification to provide secure and efficient document rights management and file 

encryption {Pigin [0001, 0004]). 

Regarding claim 17, the scope of the claim is similar to that of claim 8, respectively. Accordingly, 

the claim is rejected using a similar rationale. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure. 

• US 20110126293 Al, "System and method for contextual and behavioral based data 

access control", by Berengoltz, teaches controlling access to information. An encrypted 

version of the information is stored. An attempt to access encrypted information may 

be intercepted and an access authorization rank may be computed. If computed access 

authorization rank is above a predefined level then a decrypted version of the 

information may be provided. 

• US 8688980 B2, "Trust verification schema based transaction authorization", by Davis, 

teaches for determining one or more behavioral fingerprints associated with one or 

more network accessible users; relationally mapping the one or more behavioral 

fingerprints to generate a trust verification schema associated with the one or more 

network accessible users; and determining whether to authenticate one or more 

transactions via the trust verification schema. 
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• US 20110016534 Al, "Implicit authentication", by Jakobsson, teaches method and 

system for implicitly authenticating a user to access controlled resources. The system 

receives a request to access the controlled resources. The system then determines a 

user behavior score based on a user behavior model, and recent contextual data about 

the user. The user behavior score facilitates identifying a level of consistency between 

one or more recent user events and a past user behavior pattern. The recent contextual 

data, which comprise a plurality of data streams, are collected from one or more user 

devices without prompting the user to perform an action explicitly associated with 

authentication. The plurality of data streams provide basis for determining the user 

behavior score, but a data stream alone provides insufficient basis for the determination 

of the user behavior score. The system also provides the user behavior score to an 

access controller of the controlled resource. 

• US 20210176264 Al, "Leveraging user-behavior analytics for improved security event 

classification", by Yavo, teaches improving security event classification by leveraging 

user-behavior analytics are provided. According to an embodiment, a UEBA-based 

security event classification service of a cloud-based security platform maintains 

information regarding historical user behavior of various users of an enterprise network. 

An endpoint protection platform running on an endpoint device that is part of the 

enterprise network performs an initial classification of the event, based on which the 

endpoint protection platform blocks activity by the process. The endpoint production 

platform requests input from the cloud-based security platform which causes the cloud-

based security platform performs a reclassification of the event based on contextual 

information, multiple data feeds and the UEBA-based security event classification 

service. Based on the reclassification of the event, the cloud-based security platform 
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causes the endpoint protection platform to allow the process to proceed by providing 

the resulting security event classification to the endpoint protection platform. 

• US 20200195672 Al, "Analyzing user behavior patterns to detect compromised nodes in 

an enterprise network", by Mugambi, teaches analyzing user behavior patterns to 

detect compromised computing devices in an enterprise network are provided. 

According to one embodiment, an enforcement engine running on a network security 

device, identifies top users of a network exhibiting a suspicious behavior relating to 

login failures by determining a first set of users having a number of login failure events 

during a given time duration exceeding a threshold. The enforcement engine identifies 

from the first set of computers associated with the top users, a second set of computers 

exhibiting a suspicious behavior relating to new connections exceeding a threshold. The 

enforcement engine classifies a third set of computers, representing a subset of the 

second set exhibiting a suspicious behavior relating to consecutive new connections, as 

compromised source computers when their respective new connections are in a 

sequence that results in a Shannon entropy measure exceeding a threshold. 

• US 20160261606 Al, "Location-based network security", by Salvador, teaches providing 

a location-aware firewall and/or a network security/gateway device that can authorize 

and/or deny access of a secured resource to a requester/user based on one or more 

rules related to physical location and/or IP address tagged geo-location of the user's 

device. 

• CN 112491876 A, "Geographic position access control method and device", by Zhang, 

teaches acquiring an IP address of an access request; determining a geographic location 

of the access request based on the IP address, the geographic location including a 

country or province or city; comparing the geographic location to a plurality of masks in 
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a restricted zone mask table; and when the comparison result has a matching result, 

limiting the access of the IP address of the access request. 

Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to HAN YANG whose telephone number is (408)918-7638. The examiner can 

normally be reached on Monday to Friday, 9:00-5:00. 

Examiner interviews are available via telephone, in-person, and video conferencing using a 

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use 

the US PTO Automated Interview Request (AIR) at http:/ /www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Carl 

Colin can be reached on 571-272-3862. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained 

from either Private PAIR or Public PAIR. Status information for unpublished applications is available 

through Private PAIR only. For more information about the PAIR system, see http:/ /pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a US PTO Customer 

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

/H.Y./ 
Examiner, Art Unit 2493 

/CARL G COLIN/ 
Supervisory Patent Examiner, Art Unit 2493 
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the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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CN 1 1 2491876 

Geographic position access control method and device 

Abstract 

The disclosure relo1tes to i3 meihod Bt1d <1 device for conirolling <1cc1,ss to " geogrnphic loc'<1iion, an 

el;;ctmnic devi,,e and a compm;;r rnadabl;; medium. Th<> m;;thod comprises th;; fo:low,1,g step~: 

acquiring an IP ;,(!dress of an acrnss request; deierm!nir,g a geograph!c locati@ of the access 

r;;qu<>st based or, th<> If> addr;;ss, th<> g;;ogmphic location including a country flf provinc;; or city; 

c,m1p1Jring the gr;ogrephic :ot,;,tir;r, 10;, plurn:ity of masks in 1J rnstr!cted ~one ri:1Jsk t1Jble; 1Jnd when 

the rnmparism msult has i3 match:ng r1,sult, limiting the acc'ess of the IP Bddr1,ss of th!: <1cc1,ss 

requ;;st. The geographic posifam ac;;ess rnntml methfld, the geographic positim, ac;;ess rnntml 

devirn, th': e:ectrmlc eq,,lpment ;,r;d 1he cc;mp!Jler read;,ble med=um c;,r, ob1a:n th': geogrnphlc 

positifln acc;;~s cmtw, msult mm;; quickly, and esp;;;;ia:ly for som;; high-p;;riorman;;e sc;;n<1s, 

c,m1p1JrnrJ with a tredition1JI mt>d<'. the ri:r;rfo disr;:os'.'rJ by th,; disclosme hos higher performant>r;. 

Cl!lssificatlorm 

& Bi34Lt~~n 07 NfJtwork arGhi1ecturns or network communication protocols for ne1work s-:curlty 
for cmtwlling acces~ to netwmk resmin,<>s whereiri th<> s;;cur:ty polici;;s am ,ocatifln·dependm,t, 

e.g. entities pr"lileges d!?pend m current lorntion or allow=ng sp':ciftc operations on:y from local:y 

connec'tml terminBls 

Claims(10) 

Bc'quiring an IP mJdrnss of i3t1 <1cc1,ss request; 

Other languages: Ghin<J~e 

Worldwide applications 

Application CN202011348079. 9A eventl! ii) 

2020n11n26trr·•·c.·->,, '".1 '-../: ':.s,,_~ . .'v,,_ ;:n .\:,;\ 
•·.:d~.,..._~:v~::.,.._\ Z:v , ___ ; 

Info: Legu! evt:n1s, Slrril:t~, -:k.1turnents. Prk)rlty B!1d R::,!.a?l3d 
l\~1f.:.l .... ..atl.~,fi& 

d':termining a geogrnphic location of lh': acc':ss rnq,,est b;,~ed on the iP addre~s, lhe geogrnphic location =nc:uding a country or province or city; 

comparirig the (1;;,;grnphi;; locatiori to a plurality ,;f mask~ in a r;;stricted :mne mask tabl<>; 

<1nd when the compo1r=son reEl!li has a match=ng resii:t, lim=ting the acce&s of the IP addresE of the Bc'cesE mquesl. 

2. ·rne method of claim 1, f,,r1her comprising: 

and generating th<> limited regio1, mask tal.iie based 01, nam;;~, regio1, identifications and masks tcormspond,1,g to a plura:ity of geogrnphic pfl~itions. 

3. Thi: method of claim 2, wherein generating the reslrict1,d zon1, mask tabie based on name&, zone idmtiticBtiot1s, Bfld masks co,mwonding to a plurnliiy of geographic' 

:(;r;efa..1n~ corr:pri~~s: 

del1,ting the ro1nge o-,erlappir,g arei3 :r, ihe mo1tc'hing 1Bble of th<J limited am<1; 

gen':fatlng ;,n idenlif1rntion of a region =n the rn~tr=cted region match=ng table; 

a1,d gen;;mting th;; limited r;;gion mask tab,e bas;;d on th;; identikation of the rngion and th;; tcormspond,ng mask therefJf. 

4. ·rne method of claim 3, where=n generating ;,n ldentif1rntion of;, loc;,le in lh': restricted local': matching table comprises: 

uniformly cr;rJing th<' r,ames of cotml!i'.'s, pmvinc<e>s and r;i1ies ir, the geographic positir;r,; 

and rnspectiv<1ly afocating identif:cafa;ns for th;; 1,ames ,;f th<> cmiritry, th;; pmvinc<> and th<> city bas;;d on th;; cod;;s. 

5. Thi: method of claim 3, wherein generating a mask ihat reslric'ts ihe rngions in the mg=on match=ng tab Ii: compriEes: 

detmmining;, rmsk gr;n;;retirni ri:r;rfo ;,,;r;orrJing tll th,; 1)1.1<> r,f the regir;r,; 

6. The m<Jthod of clo1im 1, whern=r, compBr=ng ihe g1,ographic locBlior, to a p:urnlity of nwsk& in " mstricted zone mask 1Bble compr=ses: 
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determining an id,mtitier ir1 ttm reS1rict1,d sre<l mask t<lble Bccording t<J the ge<Jgrnphic p<Jsiiion; 

bitwise operations are perform':d on each <Jf a pluralil"y of masks in the ge<Jgraphic ic;cation amJ restrict':d 2<Jn': mask tab:e for rnmparis@. 

iudgang wheiher the comp<lrison msult is the same i!S ihe ilr!:a ider1t'tic<lti<Jn or noi; 

a match is deiermined wher1 the two am the same, 

8. Th<' method o: r;laim 1, further c,m1prising: 

\l. An as;ceS$ control device for a geographic locati<Jn, c<Jmpri$ing: 

~r, <1ddres~ module to determir,c; s (l@graphi,; locatior, of the ~ccess rnquest based ,;n the ; P addrnss, the (l@graphi;; locatio1, inc,uding a country m pmvinrn or city; 

a comparison modul': for comparir1g the geographic locatim with a p:urality of ma$kS =n a restris;ted area mask table; 

,mrJ 1he l:mi1ing mod,;le is user; for limiting the a,,r;ess r,f the IP ;,drJr'.'ss t>f th<' act~<'SS rnqur;st whr;n the r;ompmisr;r, rnsuit has;, ma1ching rnsl,lt 

1 G. The app<1rntus of dsim 9, furth<>r c<Jmprising: 

i!fld ihe mi!sk t<lb'e modu:e is used for gmerating the restrict<Jd are<l mi!sk t<lb'e b<3E€!d on t!m nsm<JE, th<l ama idmtitic<ltims Bnd the m<lsks c<Jrmwonding to the 

plura:ity of ge<Jgrnphic p<J~itions, 

Descriptkm 

G<l<Jgraphic position acc<Jss cmtm, meihod <lfld device 

The prnsent d:sclt1surn rel«t<'S to the nr;,d of cr;mputer inform;,tir;r, prncessing, and in particulr;r, to;, mr;1hod ;,mJ an ;,pparnws fm ,,r;mmlling r;r;cess to a gr;<Jgraphir; 

location, an electmnic d':vic':, and a comp,,ter-r':adabl': medium 

Bi!ckground 

With the development ,;f 1,<1tw<Jrk tc;chn,,;,;gy, <1ttack~ on various rieti,,mrks <1r<1 m<Jrn and m<Jre frnq,mnto m,d :n order t,; count the s<Jurce& of the attacks and limit the 

gr;<Jgraphir;ai lor;a1ion tt> whid, the IP r;rJdrnss gr;r,ernting thr; atta,~ks belr;r,gs, the IP ;,drJr'.'ss g'.'nerating thr; attacks ne'.'rfa to be r;onvr;rt'.'rJ intt, th<' geogrnphical lr;catim1, 

and <3 policy is mild€! to pmiorm Bc'cess control or1 the g<Jogmphici!I :ocilt'on g@erating th<l attackE, The gmeral m1,thod is to gen<Jrnt1, a restric'Wd sre<l ti!tlle Bc'cording 

to th<> a,:t,<1ss contro: rnq,iimment, thm corivert the ;p addr<1ss into a geogrsphical location, and rJ;;termin<> wh<1ther th;; g<1ogrnphicsl ;,;cst:on is in th<> r<1strictm1 <1rea 

tabl':, if so, the access control is performed on the :p address. 

The g<l<Jgri1phic;3: locBtion snd th!: rnstrict<Jd ams mBy b<l a country, <3 province (gen<Jrnlly, ihe nmct Bdm'nistrstive unit of the comt,y, Euch <lS provir1ce, municipality, 

pmfocture, and specia! administrative district. which :s uniformly expres&<>d by provi1,ce), or a city (g<>nernlly, th<> n;;:<t sdmiriistrntive unit <Jf the provirn,<>, ~uch as 

prefecto.lr':, mun=cipallty, and mmlcipa:lty, which is uniform:y expressed by city). 

In the prior art. three rnmparism operstion$ are req,,lred for acrnss control of an IP addres$, and in some higt'cperforrnance scenes, the mode mats;hing $peed =n the 

prim <1rt is slow, and th<> performsn;;e is pm1r. 

Thr;rnforn, r; r,ew method, apparntu,i;, elr;r;1rr;r,ic rfovit,r; anti r;<Jmputer rn;,dr;ble m'.'rJium for controiling r;r;cess 1<J a gr;r;grnphic loc;,tir;r, is nr;eded. 

The r;b<Jve ir,forma1ion d:sclt1sr;d in this br;r;kgrmmti section is only fm enhanceri:r;r,1 of ltnti'.'rstariding r;f thr; bad,grnund of th<' disclosme r;ml thernf me it may r;<Jntain 

inform<ltior1 thai do<Js not cmstiiUio,, pri<J, ilrt thilt is <3:r1,ady knowr1 to s p<Jrson of ordini!ry ski!: ir1 the Brt 

Di~ci<Jstim of invention 

In view of the ~tmve, th<> present di;,dos!lrn pnwide& a method snd an app~mt,m for wntml:ing a,:t,<1ss t,;., g;;ograph:c locati,m, an el<1ctronic device, and a compUler 

r':adable medium, which can obtain a resu:t of controll:ng access to the geographic :,:;cation faster, ':spec=al:y for some high performance sc':narios, compared to the 

convmtionsl approach, the p1,rform<lnc'e of th<l approsch in the pr1,sent d'scl<JEum is high<J,. 

Additi,mal f<1aturns <1nd m1vsnta(ies of the discbsur<> will be set forth ir, th<> rfat~il<>d descr:ptim whid1 fofows, min p~rt will be obvi,;us from the d<1scription, <Jr may b;; 

learned by pras;tlce of th': disclosure, 

Accmding to an aspect of the pres!cflt disdosure, a method for controll:ng acrnss to a geographic :,:;cation =s provided, the method incl•,dlng: acquiring an IP address of 

an access requ;;st; rfat;;rmining ~ g<1ogrnphic l<J;;ation <Jf th;; ace;;~& req!le&t based on th;; IP <1ddres&, th;; g<1ogrnphic k;;;ation induding a c<J,mtry or provi1,ce <Jr city; 

comparing the geographic :,:;cation to a plura:lty of masks In a re$tr=cted wne mask tabl':; and when the comparison re$Ult ha$ a matching resl!lt, l:rniting the access of 

the :P <3ddrnss of th<l acc<Jss requ1,st 

In a1, exemplsry emtiodim;;r,t of th<> prnsent disdos!lrn, furth<>r wmpri~ing: and gerierating th;; limited region mask tab!<> based on riam<1s, mgion idmt:ficatirn1s m,d 

ri:r;sks r;orrnspmrJir,g to ;, plurality of geogrr;phic pr;sifams. 

In an ex':mplary embodiment of the present disclosure, gen':rating the restricted geogrsphis; mask tab:e based on name$, geographic ldentif1rntions and masks 

cmrespondin(l to a pl!lrnlity <Jf geogrnphic locatirn,s indudes: deleting the m1,g<1 rrvmlsppir,g <1rea in the matching t~bl<> <Jf the limited ama; (1en<1rstin(1 an idm,tiflcatim of 

r; rngirni ir, the r'.'stricted regi<Jr, matd,ir,g tab Ir;; genr;ra1ing r; mask r;f rngions in the r'.'slricted regi<Jn matd,ir,g tabir;; ;,mJ gener;,t:ng the iimited regir;r, mask tabl'.' baser; 

on ihe ideniificilt'on of the rngion @d the co,msponding mask themot. 

In ilf! exm1plsry embodim<Jt1t ot tha disc:om.1r1,, g<Jr1ernting Bf! identiflcstion of a :oci11€! in the restrict<Jd loc;3:e m<ltching t<lbli: inc:udes: uniform:y coding the n<lm<Js of 

r;<Juntries, provinces arid ,~:tir;s in the ger;graphit~ rmsitim1: and respe,~tively a:lt>rntir,g idr;ri1if:c;,t:r;r,s for the names r;: thr; ct1mtry, the pmvincr; and thr; city bas'.'rJ on the 
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11, an ;;xemplary embodim<>ril of th;; disc,,;sure, gmerntir,g a ma~k that rn~tr,cts the r;;gions in the rngion matd,ing tab!<> indudes: determin,1,g a mask (1;;1,<1ration mode 

acrnrding to th': type of the regiofl; and respect=vely dist,ibllting ma5ks for the mimes of the comtry, the proviflce and the c=ty ba5ed on the generat=ofl mode. 

If! an '::<emplary embodiment of the disc:osure, comparing the geograph!c :ocation to a plurality of masks in a rn5tricted Wf!e ma5k tabl': inc:l!des: determ!ning an 

idmtifi;;r in the rnstricted ar;;a mask table accordirig to the g;;ngraphic posilio1,; bitwise ,;p<1rations ar<> p;;rformed ,;n ead, of a plurality ,;f masks in th;; g<1ogrnph,c 

lt1t,r;tior, and rnstricted zone mr;sk !able for c,m1pr;risort 

If! an '::<emplary embodiment of the present disclosure, when there is a matching res•.Jlt in the comparison resu:ts, the method iflc:udes: judging whether the compari5on 

r;;sult i~ the sam<> as th<> arna identih,ation ,,r rn;t; a match is det<1rmined whm, th<> tw,; ar<> the same. 

In a1, ex;;mplary embodim;;r,t of th<> prnsent disdos!lrn, furth<>r compri~ing: and proc;;ssing the access r;;quest when the compar,son result does not have a matching 

r':SUlt 

Accordiflg to an aspect of the pres':nt disdosure, an acces5 control apparatus fo, a geographic lorntion is provided, th': apparntu5 compri5ing: th': request module is 

us;;d for acq!l:r!ng the ;p addr<1ss of th<> a,:t,<1ss mquest; an addr;;ss module to determine a g<1ogrnphic l<Jrntion of th;; acc;;ss req!lest based on th;; IP addrnss, th;; 

geographic :ocat=on including a count,y or province or cit)'; a compa,i5on modu:e for compar•f!g the g':ographic locatiofl with a plurn:ity of masks in a re5tr=cted area 

mask tBtile; o1nd the 'imiting module's us1,d for limiting the Bc'cess ot the 1:> o1ddmss of the access rnquest when th!: compBrison resu:t h<1s "m<1tching msult 

In a1, ex;;mplary embodim;;r,t of th<> prnsent disdos!lrn, furth<>r compri~ing: and the mask tabl<> mod!l:e is used for generatin(l the r<1stri;;t;;d area mask table based on th;; 

flames, the arna identif1cat!ons and th': masks correspoflding to the plura:ity of g':ographic positions. 

Accordiflg to an aspect of the pres':nt disdosure, an electronic dev=ce 15 provided, th': e:es;tronic device including: one or more pmrnssorn; storag': mean5 for storing Of!e 

or more programs; when exe;;uted by one or mm;; processors, <caus;; th<> on;; m mor<> pmc;;ssors to impiem;;nt a method as ab,we. 

Af:t,ording t<J an aspect of the disck;sur<>, a comp!lt;;r-rnadabl;; medium is prop<Jsed, or, wh,d1 a rnmputer progrnm is st<Jrnd, which program, whm b;;ing ex<1cut;;d by a 

processor, carries out the method as above. 

According to the acc'ess contml method, the acceEs contrnl device, the el<Jc'tronic <Jquipment o1nd the rnmputer remfotile m<Jdium of th<l geograph'c pos't'on, Bn IP 

addr<1ss of an a,:t,<1ss mquest is obta,1,ed; determining a ge<Jgrnphic lm,ation of the ac;;ess rnquest bas<>d ,m the IP addrnss, the ge<Jgmphic ;,;cation ,nclud,ng a c,;untry 

or province or city; compa,ing the geographic locatim to a pl•,rality of masks in a r':stricted wne mask tab:e; when th': compa,i5on result has a matching result, the 

method for limiting ttm acc'ess of the IP mJdrnss of th<l acc<Jss request cBn obt<1in the geogrnphic position Bc'cess control rnsuit mom quick:y, and po1rtiwlariy for some 

high-p;,,rfmmm1ce s,,r;nes, the nwh;rJ d:sclosed by th<> dist,ir;sure h~s highr;r pe,fom1anc<e> r;omparnd with !hr; 1rnd:tirni~I methmt 

It is to be •.Jflderstood that both the forngoing geflera: d':scr:ptim and the follow=ng deta:led d':scr:ptim are exemp!a;y and ei::planato;y only and ar': not rest;ict=ve of the 

diEclosurn. 

The ab,we and r,ther obj'.'r;1s, :;,,,;turns ;,mJ adv~ntr;ges r;f the prns'.'nt disclosme will bec,m1'.' riwrn app~rnn1 by rfost>ribir,g in rfo1ail r;xempir;ry embr;rJiments thr;rno'f w:th 

r':forence to the attached drawings_ The drawings desc,ibed below arn mere:y some ':mbod:ment5 of the prnsent di5c:os•.Jr':, and other drawings may b': der:ved from 

th,;se drnwings by thos<> of ordiriary skill :!, the art without iriventive effort 

Fig. 3 =s a flow chart il:ustrntiflg a method of access rnntml for a g':ographic locatiofl accord=ng to another ex':mplary embodiment 

Fig_ -4 :s a diagrnm i:lu5trating a method of access contro: for a geographic :ocat=on acrnrding to aflother eimmp:aiy embodim':nt. 

Fig. 5 's a diagram i:lustrating a method of acc<Jss contrn: for a g<Jogro1phic :,:;cation according to anoth<Jr exemp:ary <Jrnbodiment 

Fig. 7 ,s a diagram i:lustratin(l a meth<Jd ,;f acc;;~s coritrn, for a ge<Jgmphic ;,;cation according to anoth;;r exemp,my embm1imem. 

Fig. 8 :s a dir;grnm illustrating r; methtid r;f r;cc<e>~s tx>ntrtii for r; getigr~phic ir;r;afam r;r;cmding tr; ann!h<e>r r;xempir;ry embr;rJiment 

Fig_ 'l :s a diagrnm i:lu5trating a method of access contro: for a geographic :ocat=on acrnrding to aflother eimmp:aiy embodim':nt. 

Fig. 10 is a diagram illustrating a method of acc':ss COfltrol for a geograph:c location according to anoth':r exemplary embodiment. 

FIG. 11 is i3 block di<1gram illustrating <1 g<Jo-location acc<Jss contrn: dev'ce in accordo1nce with Bn ex<Jmplary <Jrnbodiment 

FIG. 12 iE a bloc'k diBgram illustrating Bn ei<Jctrmic d<Jvic<J in acrnrdanc<J with o1n e>:ample <Jmtiodiment 

FIG. ·13 is a block diagram illustrating a c<Jmputer-madable medi,im in accordanc;; with an eimmpie embodim;;r,t 

Exampl<' embmiiri:r;r,\s will m;w b<e> rfost>ribed mme fully wi1h rnfoimr;e to !h<e> r;ct,timpr;nying drnw:ngs. faampl<e> embodim'.'nts may, hr;wever, br; embtid:r;d in ri:r;r,y 

ditforent forms Bnd shou:d not b<l constru<Jd as l'mited to th<l embodirnmts Si:! forth herein; rather, these m1bodim<Jnts are pmvided so that this disdosum will be 

tho,m,gh r;r,d txiri:plete, r;r,d will fully ,,r;rwey the ,,r;nr;ep! tif '.'xampl<' embmiiri:r;r,\s to !lm~e skil!ed ir, the r;rt The s;,ri:r; rnforent>r; m,mer;,ls dmr;W 1he sr;me m simi!m 

pans 'fl the drnw:ngs, and thus, a repetitive description thereof w:11 be omitted. 

Furthermore, th!: desc'r'bed feBtur1,s, Etrnctures, or charact1,risticE may be com!J:ned in any suitabli: mann<Jr in on<J or mom embodiments. In the fol:owing descr'ption, 

1mm<1rous spec,flc deta:ls arn pmvidm1 to give a thorn,igh und;;mtandin(l ,;f embodimm,ts of the disclosure. One ~killed in the rnievan\ art will rn,:<;gniz;;, h<Jw<1v;;r, that th;; 

subject matte, of the preseflt d:sclosme rnn be pract:ced withollt one o, mor': of the specif1s; details, or with other methods, compon':nts, devic':s, 5teps, and so forth. In 

other ,1,stanc;;s, w<1IHmowr, m<1thods, devices, impl;;mmtation~, or <Jp;;rations have rn;t b<1en show1, or describ<>d i1, detai: t,; avo,d obs;;ming aspects of the disdosure. 
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The block diagrams showf! in th!: tigures am functioflal er,t'ties mly ;md do not r,eceEsari:y correspmid to physic<llly Eepsrnte mtities. I.e. these fum,t'ofla: mtities may 

be implemerited :n 1he f mm t>f $r,ftware, r;r ir, @<' or morn !wrdwarn mt1rfoles r;r in1egrnted r;ircults. m in rJi'ffererit networks rmd/r;r pmr;essr;r means and/r;r 

mlcrocontml:er mean$. 

The flow charts shown in the drawings am merely il'us1ra1iv1, and do f!Oi necessBri:y ir,clude al: of the contentE and op1,ro1tions/stepE, nor do they r,ecessari:y have to be 

perfr;rm'.'rJ in th<' order de$r;ribe,t For ex1Jri:ple, some t>perntioris/step$ may be decr;mposed, and some t>p'.'rntioris/steps may be c,m1b:ned m p1Jrtl1Jlly r;ombinerJ, st> that 

the actual ex':cut:on $equence may be chariged accordir,g to the actllal sitllat:on. 

It will bi: underEtood that, o1lthough th!: terms fieEt, sernfld, th'rd, etc. may be used hereir, to desc'ribe various rnmponentE, theEe compor,enis Ehou:d not be limited by 

these term$. These 1erms ;,re used tr; disting,;ish r;r,e el'.'merit from another. Thus, a f:r$t r;ompm1ent diswssed be:nw may be termed 1J se,,r;r,d cm11ponerit without 

departirig from th': teachaf!gs of the disclosed rnncepl. /\.$ used herein, the term "and/or" am::lud':s any and all combination$ of orie or morn of the ;,ssociated li$ted item$. 

It iE to be Wflderstood by thos1, sk'iled 'fl ihe Brt thBt the drswings o1r1, merely schemaiic repmsent<ltiofls of e:,mmplBry embodimenis, and th<lt th!: b:ocks or proc1,sseE 

shown ir, th<> drnwings arn not necG>ssmily requirG>d 1,, pmct:c;; the present disdosurn and arn, therefore, not int;;rided lo limit the s<cope of the pr<1sm,t disciosure. 

IP address: the 1::i Address i$ an ;,bbrnvi;,tacm of Internet Protornl Addres$, which as a •.Jflitied Addre$S format pmvided by the :p Protornl, afld allocates a logical Addres$ 

to esch fleiwork and eo1ch host on the lfltemet, so ss to shie:d the differer,ce of physic'al <3ddresseE. The I"' o1ddmss is divided into s Pu!J:ic <3ddr1,ss Bt1d a private <3ddrnss, 

wherein th<' Pub:it> addres$ is resporislble for be:ng distrlt.i,;ted to mg;,nizatims applying ft1r th<' Pub:it> address by 1Jn :nteiNIC (Internet Network lnforma1ion Cmt'.'r), and 

the organi2;,tacms cafl directly access the lntem':t thmugh the P•.iblic address; the Private addre$S (Priv;,te address) be:ong$ to a nof!-rngistered address and as us':d 

e;:dusively for the iriside ,;f the org,miwtion. 

Shap:ng: a basit\ 1echnical t'.'rm ir, computern reforn to rfa1a without a frnt>fonal port The integer may be de$igriated with 1J declri:1JI, hexader;imal r;r r;r;1a: symbnl, 

prec':ded by an optaonal symbol (-or+). ·rhe method comp;i$eS ;,n iriteger const;,nt and an lntege; varlab:e, wh':rnir, the integer variabl': comp;ises;, short iriteger, a basic 

int;;ger <1nd ~ long i1,teger, the short i1,teg<1r, the basic int;;ger snd the :on(l int<1ge; ~rn divided intfl two versions, nam;;ly ~ sign;;d verni,;n smJ an unsigned v<1rsi,m, smJ the 

method is ar, it1t':lligeflt calculation mode. 

Hex;,d':cimal syst':m: heJCadecamal (abbreviated hex or mJbscript : 6) is a carry system In mathematics fo;;, stride of 1 irito ~ 6. Genern:ly repres':flted by the numbers() lo 

g ~rid the letters A to F (fl;~ t,; F), wh<1rein A to F represent 1 C tfl 15, th;;~e b;;i1,g r<1ferred tfl as hm,.,de;;ima: mmbms. 

Af:t,ording 1fl the bit sum: th;; bitwi~e and ,;p<1rntor "Si' :s a b:nfJ;;ulsr op;;rntor. Its fun;;t:m1 is t,; tak;; pan in th;; binsry AND of the two numb;;rs rnsp;;ctiv;;ly Cflrrnspm1din(1 

to the operation. The res•.ilt bit i$ 1 only if both correspondang bin$ are 1. Both numbers participatang in the opernliofl appear complem':ntary. The integer is repr':sented 

by bina;y bits ir,., Cflmputer, m,d thG>;:: l,mguag;; pmvid;;s that s,;me op;;rntflrn csn dimc\:y op<1rs\e or, th<> bits in th;; in\eg;;r, which ~rn cslled bit flpemtions, and flpemnds 

r;: the oper;,tors are requ:red to be in1eger. 

rhe existaf!g scheme i$ as follows: 

firstly, est;,blishiflg three fe$trlcted ;,rea table$ according to the three levels of states, provances and catles ;,ccording to access COfltrol requirem':nts; 

second, the :P address iE tmnsli31i:d to a g1,ographic loc<31iofl, which may be a comtq,; provinc1,, or c'ty. 

Finslly, wh;;ther the Cfl,mtry to which the geflgrnphic pflsition trnlongs exist~ in th;; country lis\ flf not is j!ldged, and if yes, the emir.tries arn matched; judgir,g wheth<>r the 

prov:nce tt> whid, 1he g'.'r;grnphit>1JI plls:tir;r, be:r;r,gs exists ir, the provint,<' list r;r not anrJ i'f Sll, iridicatirig prnvince ri:atr;hing: and then judging whethei the r;it'j to which 

the geographic' positiofl belor,gs eJCists 'n ihe city last, if so, ir,dicating thai the geographic positior, exists in the conf:gured restrict1,d sre<l to1ble, and needing 10 execute sn 

1Jr;cess cm1tml s1rn1egy r;r, the :F' 1Jddress. 

The schem'.' ir, the prior art jmig'.'s whether a cerWiri ger;grnphi,, rmsitim1 needs tr; be ,,r;mpared for three times :n a restr:r;ted me1J tab:e, arid fm sr;ri:e high-perfr;m:1Jnce 

scenes, the mBtching weed is :ow and th!: performance is poor. In the schem1, ot ihe present disc:oswr1,, three lev1,ls of couniry, pmvinc'e and city am orgsniwd ir,to a 

regior, IO (g<>n;;rn:ly, 32.-bit w,s:gned :nte(ier in computm lan(i,mg<>), ,md the rn(jim, ID is fmm high tfl low, wuritry, pmvinc;; and ,;:ty, mspe;;t:vely, o<S shown ir, tab:e 1. The 

method ;,nd the device use th': form of the m;,$k to carry out quick jo.idgment, and only ne':d to c;,r;y out judgm':nt orice to obtain a resu:t. 

TABLE 1 area ID stornge contmt 

St<lte of the comtry City(R) 

FIG. ·1 is a flmv chan il:us1rn1i1,g s m;;th,;d fm <1ccess ,:t;ntml of a (l@grnphi;; locatio1, <1ccording lo ar, ex;;mpl<1ry ;;mbodirnent. The rn;;thod 10 for access tcontml of a 

geographica: location rnmprises at :east steps S102 to S108. 

As shown an f:g. 1, in S:02, th': IP address ofthe access reque$t is acquired. 

If! S104, a geogro1phic :ocstion of the acc'ess r1,quest is determir,ed b<3Eed on th!: IP sddmEs, th!: geogrnphic loc'ation ir,cludir,g a cowfltry or province or ciiy. The IP 

addre$S is trnnsl«t'.'rJ to a g'.'r;grnphit> location. which rmy be a ctlmtry, provint,<', m ,,,ty. 

In S106, the geographic lr;catirni is ,,ori:pared to;, plurality of masks in a restik,t'.'rJ area rmsk t«ble. The me1hod ,,r;mprises the following steps: rfa1ermining an lden1iflei 

in the restricied Brea mssk tab:e according to ihe g1,ographic positior,; bitwise operaiionE am performed Of! each ot a plurality of maskE in the geograph'c :oco1tion and 

restik,t'.'rJ n>!1<' mask tab:e for cr;mparis,n 

In S108, when there Is a m;,td,irig ie$Ul1 in the Cllmp1Jr:sor, res,;lt the access llf the IP addres$ o'f 1he ;,r;r;es$ reqltest is restr:r;ted. M,ire spec:flcally, wheth'.'r the 

compsrisofl msult is the same o1s ihe o1r1,a ider,t'tier is judged; s mBtch is determined wher, the two are the same. 

In S1: G, when th1,r1, is r,o matchir,g msult in the rnmpsrisor, msult, the <lc'cesE request is pmc1,ssed. More sp1,cifico1lly, whether the comparisofl msult is the same o1s ihe 

1Jrea id'.'r.tifler i$ judger;: a m:smatch is determ:ned when m;t identit>1JI. 

Accmdiflg to the access contml method of th': geogmphlc posltiori, an IP address of ;,n access req•.iest is obtained; determifling ;, geographis; :ocataon of the access 

request bss1,d on the IP address, the geogmph'c location induding a cmmtry or proviflce or c'ity; compsring the geogro1phic location 10 a plurn:ity of mo1sks in a mstr'cted 

zor,e rmsk t«ble; when the Cllmp1Jr:sor, res,;11 has 1J match:ng rnsu:t, the method for lim:t:ng the 1Jr;cess of the IF' address r;f the a,,r;ess request can llbta:n 1he g'.'r;grnphit> 

position access cmtro: msult mor1, quickly, and part'cul<lrly for some high-p1,rformBnce srnnes, ihe m1,thod diEclosed by th!: disclosure has higher performanc1, 

tcompsred w:th the tmdit:on~: m<1\hod. 
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It should b<l C:<lBrly und1,rntood thBt th'& diEclosurn describes how to mBke and use particular m::ampl<l&, but the principles of this d's:::ioEum sre not limited to any detailE 

,;: these '.'Xamples. Rath<'<, these prindples ,;an b'.' applied to many cthei eri:brxliments baserl on the t'.'achings cf the pr'.'sent ,fockis,;re. 

Fig. 2 is a flow chan il:llsiraiing a method of access co!llml fo, a geographic lorniion ;,s;cording to another !?:<emplary embodiment. Th!? process 2G shown In fig. 2 is a 

d<JtB'ied d<Jscription of the proc<Jss 1 n of tig. 1. 

In SW!!, ii is determined whether the previous step res•,lt is the s;,me as the ams ID. 

In S2: C, whether o, not all th!? areas In the area tab!!? hav!? been pmces~ed is restricted. 

In S2' 2, there is no mBlch. 

Firstly, c,,ristmcting a dismd;;r;;d :imi1m1 rngirm table with mn(i;; ov;;rlapping into sn ord;;md limited r<1gim ID table withou1 rnrige overlappirig, wher<1in the tabl;; consists 

cf a plura:ily of region ID~; ;,nd calwlating the mask of each region according to the type cf the r!?siricted rnglon to obtain a rn~tracted regaor, mask table, wherein th!? 

mask tabl<l cons'sts of th<l r1,gion IQ Bnd the mgion maEk. Th<l matching pmcess tirst cmverts th<l IP address into i3 geograph'c location, which may tm a c'ountry, 

pmvi11-,e, m dty; rmd cirwlariy pmr;essing er;d, item in the r%·Mcted r;r'.'a mask 1able, calr;uiating whether the rns,;lt of bitwise AND of the physit>r;I pt>sition and the mask 

of each item is the sBm!: as lhi: srea : Q of the item, and if the result is th<l same, indirnting thBt the physicB' position ex'sts in the restrict<Jd area mo1sk tBb'e and the 

acc;;ss c,m1wl of th<> If> ~ddr;;ss is r<1quirnd. 

Fig. 3 is a i1r;w d,r;rt ililistrating a methr;d of at>t,ess crm1ml for a g'.'ogrnphit> location acwrding to am;ther e:<'.'mpla,y embodiment The i1llw 30 shown in fig. 3 is r; 

detailed descraptlon of "generating ,h!? restricted gecgraphac mask table based on n;,m!?s, geographic identif:caiicns, and masks ccrrespmding to ;, plurai'ty cf 

gellgrsphk, iocat:ons". Morn spe;;iticaliy, the methfld csn ,:t;mprise 1he fofowing st;;ps: ;J;;l<1\in(1 the rang;; ,werl~pping arna in th;; matching tab:;; ,;f the :im:t;;d srea; 

gen!?rating ;,n identif:caiicn of a region In the rn~trlcied regaor, matching tab!!?; generating ;, mask of r!?gions In the rnstrlcied region m;,tchlng table; ;,nd genernling the 

lim'ted regim mask table bo1sed on the idmtiticBtion ot the reg'on snd the corresponding mask th1,r1,ot. 

As shfJwn in f:g. 3, in S302, the ~rna wh;;m the rnrige is ,werl~pped is del;;1;;d. The rngilln in which the rnrige overlaps in the rn~trict<>d rn(ji,;n tsbl;; is ;J;;l<1\ed. If a c;;nsin 

are;, Is;, country, del!?tlng al: provinces and cili!?s und!?r the ju,i~dictim of the cotmtry; if a certain area is pmvinrn, d!?leting al: cities ,,nder the Jurisdictaor, cf the ar!?a. 

In S3G4, one ;,;ea in th!? restricted area t;,b:e is acquired. 

In S3C6, th<l ams nBme is commrt<Jd into Bn area idmtit:er Bc'cording to the s<Jr'al number ot coumry, pmvinc<J, city. Uniformly coding all c'ountries, provinces o1nd cities, 

and tcllnv;;f!ir,g the rnstritcted arna tabie into s rnstrk,ted arna ID tabie: if a c;;rtai1, srea is a rnuntry, llniy th<> s;;rial mimber llf the ;;mmtry is till;;d in th;; <clluntry p,;si\ion; if 

a certain area i~ province, a ccumry seri;,I number n!?eds lo be ft lied in a ccumry positim, and a provance serial n•,mber needs to be ti lied in a provinc!? position; if;, 

tc<>rtain rngion is a ci1y, th;; country s<1rial number, pmvirn,<> s;;rial mimber and city seriai neimber sre fiil<>d ir, th<> cmmtry positimi, provinc;; posi1io1, and city po~ition. Af\er 

the conversion is finished, sorting 1he restrir;1ed arer; ID table r;ccmding to 1he size r;f the arna ID. 

In S3G!l, a mask of the rnglon is determin!?d according to the country, province, city type. Differnnt mask~ are calculat!?d according to daffe,!?flt region types, and the 

caicu:ation m<Jthod comprises th<l following st<lp&: if th!: region '& a country, the nBtionai bit is 1, and th!: pmvinc'isl o1nd munic'ipsl bit is O; if th<l area iE pmvinc'e, th!: 

nationr;I bit r;nd the provint><' bit me both 1, r;nd the ,;11y bit is Cl: if the region is city, the bits t>f the r;ount,y, province r;nrl city am a:I 1. Th<' regim1 ID r;nd the r;ait>ulated 

mask sre combin<Jd into a rnstricted mg'on mask tabl<J. 

the rnst,it>terl area table and the arna r;ode table me shown in fig. 4, th<' restricted area may have thrne types of r;om1t,ies, pmvinces, and r;ities, and the arna r;ode table 

lists only" part ot sreBE for mason& ot spi3c'e, in wh'ch th<l number of i3f<li1S of th<l same type co1nnot be rnpeated, but the number of Bmi3& of differem ty;,es may b<l 

r;;pes\ed. 

the m!?thod comprases th!? following st!?ps: d!?leting regions having range overi;,p In reslrict!?d region conftgurataor, table 

Since th!? Shij'azhu;,ng city is a prefectur<Jclevel city In Hebel pmvince and rnntlicls with the scope cf Hebel provinc!?, the Shiji;,zhuang is deleted. uioy;,ng w;,~ del!?ted 

becau~e Luoysng wss the prefecl!Jrn city in Hman provinc;; and rnnflicts with the rang;; ,;f H;;rian province. 

The r'.'gion mis rnpres'.'nted by a 3l~bit unsigned int'.'ger in this eirampie, with the wuntry f:eld accllunting for the tl>p ll bits, 1he pmvince field r;r;cclmting for the second 

highest S bits, Bnd the city fi<Jld scc'ounting for th!: ne>:t low<Jst 16 bitE. eirst, the "Hebei'" '& proc<JEsed, the country is Chana, the s<Jrio1I numb<Jr is 1, pmvinc'e iE H<Jtiei, the 

s;;rial numb;;r is 1, the ;;ity i~ 0, ~o the ~ma IO is Ox 0·1 ()1 GGOO. N<1>r1, th<> Cfllmtry of "Jina1l" is China, wi\h seriai neimber 1, Shandon(l pmvin;;e, 2, Jin~r, city, and 1, s,; th<> 

r!?gion IQ is Ox C1020()02. The "Korea"' as processed again, the cotmtry is Koma, th!? seri;,I numbe, Is 2, pmvinrn and city am both n, so th!? area IQ is Ox CWOOGOQ. By 

anaifJ(lY, a rns\rict;;d mgion IQ 1~bl<1 ca1, be fJbtained, and Ml;;nh;; mgion IDs ar<> sort;;d in ord;;r from ~mall tfl larg<>, an ordernd mstricted r;;gion ID table c~r, b<> flb1~in<>d, 

as shown in fig. 5. 

St!?p three: caimlaiing ;, mask and t>bt;,aning ;, r!?siricted area mask table 

First, proc<JE&ing the riv<Jr nmth, the type is province, the natimal and provincial bit is 1, the c'ty bit's C, the country and provinc1, occupy 16 bits, so the mo1sk is Oxffff 

coon. Th<> s;;cond prncess is "Jirian", which is th;; typ;; ,;f City, and \he bits of th;; <clluntry, provi1,ce ~rid city ar<> all 1, ~o the mask i~ O ;:ffffiffff. Th;; following regims are 

analogized in the same way, and th!? Koman i~ f:n;,lly prncessed, the type of th!? Koman i~ the cmmiry, the comtry bit i~ 1, the province ;,nd city bit is 0, ;,nd the m;,~k is 

CxffCOOOCO becsuEe the country ocwpieE a higher bits. The fin;3: mstrict<Jd area mBsk tabli: is shown in fig. 6. 
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Matching proc1,ss: 

in one emtiodimm,t, assumin(l that ,m IP addmss !& ·; 75.45.176.3, its (ieogrnphi,; locaticr, is kme<1n after commrnirn\ a1,d the ,m~_,I;; code 1abl<1 is look;;d up lo fJbtain a 

locale ID of Ox 020000CO. rhe mask of each region in the rest;icU,d area mask table is bitwise arnl-calmlaied wiih the geographirnl posiiion, and the obiained r':sult is as 

shown ir1 tig. 7, and since the korno1n area :o is the same o1s ihe rnlculation result, it's known thi31 the geogrnphical positim ot the IP mJdr1,ss exis1E in the r1,stricted o1r1,a 

tr;ble, rmd it is necr;ssary to peiform ,1-,cess r;ontro: for the IP address. 

In one embtidirrnmt, r;sstm1ing 1hat the IP address is 1.: 'l2.8'US, the gr;ogrnphic locatir;r, !s Zheng Henm, Ch!na, and th,; rngirni ID is Clir01 Q/4.QOCl6 by lr;r;k!ng ,;p 1he 

regior1 code to1ble. The result ot bitwise Bnd operation ot the maEk of em,h regim in the r1,stricted region mBsk tabli: wilh the geogro1phic;3: posilion is showr1 in fig. a, 
Since th<' area :I) of th,; snuth of the r!wr is the same r;s the r;a!t,ula1ion rns,;11, it is km;wn thr;t the geogrr;ph!ca: locatir;r, of 1he ii" r;rJdrnss r;xists !nth<' rnstr!cted arna 

table, and it as necessary to perrorm acrnss contro: on the IP address. 

In or1e embodiment, assuming thst i3t1 IP <1ddress is 59.48.' 12.:: 2, its geogrnphical location is Ehanxi jieyi in c'hina o1fler trnr1sfomwtion, and the am<1 code t<1ble is 

chetcked tt') ol.it<1in the -,rea !D ,;f Gx 0103GOOS. The m<1sk of <1ach mgion :!, the rnstr!tcted regirn, m-,sk table is bi1Wisr, and-ed with 1he geflgrnphic-,I imsi\ifJn, -,nd 1he 

obtained r':sult is shown in fig. 9. Since 1h': ID of no area is 1h': same as the calmlai!on rnsult, at is known that the geographical :ocataon of the IP address does not exist 

in the rnstrict<>d arna t<1blr,, -,nd it is m;t n<1ce~s3ry 1fl perform acc;;ss cc1,trcl on th;; IP <1ddres~. 

In crie embfJdim<>nl, assumi1,g th-,! a tc<>rtain IP addmss !& 60.215.135. '140, the geogrnphical lfJcation i~ Shandcrig, arid th<> arna code tabl<> i~ checked 1fl ,;l.itain th;; am-, 

I D of Ox 010200()0. Th!? mask of each region an ihe ;estracted reg a on mask table is bilwise and-ed with 1h': geographical location. and the obtain':d res1.i:t is as shown in 

fig, '0. Since lhi: lu ot no Brea is 1he sBme as the cslculstion result, it is ~nown that the g1,ogrnphico1I ioco1tion of the IP addresE does not ex'st in lhi: restricted ams tab:e, 

and it is m;t necessary to perfom: act,<'SS ,,r;r,tml on the IP address. 

According 10 the technical schem':, three lev':ls of ;egaons of th': count;y, the pmv!nce and 1he city are organized into an anteger, the result can be obtained only by one­

t'me compo1r'son ir1 the form of the mask. the country, the prov'nce o1nd the c'ity do not need to be compared rewectively, the c'alcu:ation s11,ps are r1,duced, the reEult Ci3t1 

be r;btr;ined ri:r;rn quiddy, and partir;ularly for st1me high-p'.'rft>imam;e scenes, crn11pr;r'.'rJ with the traditir;r,a! mtid<', the performr;nce is highr;r. 

Those sk:11':d !n 1h': art wiil app;es;iaie tha1 al: or part of 1h': steps implementing th': abov': embodirnenis arn imp:em':flted as compute, programs el(ecuted by a c::iu. 
When executed by th!: CPU, performs the fmctions defined by the abov!:'descritmd methods prov'ded by the present disciosur1,. The progro1m msy tm stored in i3 

c,m1putr;r rnadablr; storage medium, whir;h may be r; rnad-rni:y memory, r; magnetir; or opticr;I disk, tir th<' lik'.'. 

Furthermore, it should be ntiterJ thal the r;br;ve-m'.'ntioned figures r;r'.' only sch'.'ma1ic illustratims of the process'.'s involwrJ in th<' methods accmding 10 el(r;mp!my 

embodimer1ts of the pr1,sent disclmwm, Bt1d <1re no1 intended to be l'miting. 't wil' be reBdily understood !hat the pmc1,sses sho-wn in the sbo-ve figures sre not intended to 

imkate tir :!mil the chmno!t>gica! mder r;f th,; processes, Ir> additiori, it is a:so readily understood thr;t these pmr;essr;s may be pr;rformerJ synr;hronously tir 

asynchmnous:y, e.g., in mu:t:pl': modules. 

The following o1r1, embodiments of 1he disc:osed o1pp<1rntus !hat m<1y tm us1,d to perrorm embodiments of the diEclosed methodE. For detBils not d'sclosed in the 

emtiodim;;rit& of the app<1rnlus cf the prese1,t disdosure, rnfor to the emtiodimm,t& of the method of the present d,sclfJ~urn. 

FIG, 11 is a bltick diagrr;m illustrr;ting a geo-ltit,r;tior, a,,r;ess r;ontro: dev!t,e in acr;ordant,<' with ari eiremplmy embodim'.'nt As shown in f:g. 1:, the r;ccess cmtrtil rfovir;e 

: 10 for s geogrnphico1I ioco1tion indudeE: s requ1,st module 1' 02, <1n Bddr1,ss module 1104, i3 comparison module 1106, a iim't module: 109, o1nd a mo1sk tBb'e module 
,1m 

an address rnodu:e: 104 for dete,mining a geographic :ocataon of the access request based on the IP address, the geographac :ocation induding a comt,y or province or 

cil\f; 

The ri:r;sk table mmiule 1110 is ,,r;r,flgured tt> gerierate th,; restrit,t'.'rJ get>graphic mask tabl'.' bas'.'rJ on the names, 1he g'.'ogrnphic identif:r;a1ions, and th,; masks 

correwonding to the pluro1lity of geographic' iocBt'ons. 

According 10 the acc'ess contml device of the geogro1phic;3: posilion, the IP <1ddress ot the Bccess mqueEt is ob1Bined; determinir1g <1 geogro1phic :ocstion of the acc'ess 

request bas'.'rJ on the IP address, the geographir; ltit,r;tirm including a Cllmtry or provinr;e m city; r;omparing the getigrr;phic lr;r;at:on tor; pltm,:ity tif mr;sks in a rnstrir:ted 

zone mask iable; when the rnmpar:sm result has a match!ng resu:t, the method fo, lim!t!ng the acrnss of the IP addrnss of the access reql.l':Si can obta!n 1h': geographic 

pfls:tirn1 a,:t,ess control rnsult mor<o q,iickly, and panimlarly for ~om<> high·performancr, scenes, 1he melhfld disclc&<>d by the disclfJstim has higher performm,ce 

compared w!th th': tradii:ona: method. 

FIG. 12 is a block diagram illustrating an e:ectronic devirn in accordance with an ':Xampl': embodarneni. 

An eleclmn'c device 1200 acrnrding to !his embodiment of th!: disclosure 's deEcribed below with reformce 10 fig, '2. The el1,ctmnic device 1200 showr1 in fig. 12 iE only 

an '.'Xan1plr; and should not bring any l:ri:itation tt> th<' forictirnis and th<' sctipr; o'f use r,f the emtmrJiments r;f the pres'.'nt d:sclosme. 

As shtiwn !n f:g. 12, the elr;r;1mri!c dr;vicr; 1200 is emborJied in the form t>f a general purpose cr;mput:ng rfovice. The r;omponents of the '.'lectmnic devir;e 1101) may 

includi:, bu1 am not i'mited to: o1t leaEt one pmc1,ssing unit 121 C, Bt :e,1st one memory unit '220, a bus' 230 connec'ting the v<1rious syEt!:m compments ir1cludir1g the 

memory mit 1220 a1,d the pmrnssl1,g uni11210, a display unit 1140, and th;; lik;;. 

'8here!n th,; storage uri!t stores program cr;rfo that car, be exewted by the pmcr;ssing unit 12.: 0 sud, that the pror;essing tmit : 210 performs th,; steps described in this 

specification in scc'mdance with v<1rious exemplary embodiments of the preEent diEclosure. For e>:ample, the proc1,ssing unit 121 C msy perform the Sleps as shown in 

fig. :,l,3. 

The stmag<' unit 12.20 may inclurfo a rer;rfab:e ri:r;d!mn in 1he form tif a volatile menmry unit, such r;s a rr;nrJom at,cess ri:emory mit (RAM)12.2.1)1 and/or a cache ri:r;mory 

unit '2202, and may funher 'nciud<l a reBd only memory mil (ROM) 12203, 

The memory mil 1220 mo1y Blso include i3 pmgrnm/utility: 2204 ho1ving a set (Bl :e,1st me) ot pmgrnm modules 12205, such progmm modules 12205 including, but not 

lim:ted to: an tip'.'rntirig system, one or mr;r'.' appfoa1ion progrr;ms, othr;r progrnm mtidules, and pmgrari: rfa1a, r;ach of whid,, m sr;ri:e c,m1bina1ion th'.'r'.'r,f, may 

comprise an imp:ementatim of a neN,ork env!ronment 
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Bus 1230 rr.ay be me or more of &mmro1I iypes of buE simctures, including a memory unit buE or memory unit cmtmller, a perip!mml buE, an accelernied graphics port <1 

pmr;essing tmit, or a ir;r;al t.,,;s using any of a variety r;f bus ;,rd,itectmes. 

rhe electmnic device 1200 can also communicaie w=th one or mor': external devices 120()' (e.g., keyboard, pointing d':vic':, bl•,etooth device, etc.) sl!ch that a l!se, rnn 

communicate with (fovic1,s with which the eiectmn=c device: 200 i!11ero1cts, o1nd/or any devices (e.g., router, modem, eic.) with which th!: eiec'trmic device: 200 co1r, 

r;ommunicr;te with one or ri:r;rr; o1her cori:puting d'.'Vit~<'S. Sud, commtmir;afam ri:r;y ti,,r;ur vir; inpuVoutput (1/0) interfr;r;es : 250. Alsr;, the '.'lectmnic devir;e 1 ::mo may 

communicate with one or morn networks (e.g., a ~ocal Arna Network (LAN), a 1Nide Arna Network (WAN), aml!or a public network such as th': Internet) via the network 

adapter ·12!iG. The rietwork adapter ·12!i0 may commurii,,ate with other mod1iies <Jf th;; <1lectrnriic device: 200 via the bus ·1230. It sh<J,ild be apprncimm1 th-,\ although 

not shown, other hardware and/o, ,mftware modl!les may b': used in conjunction with the el':ctmnic d':vic': 12()0, incl•,ding b•,t not :imited to: microcode, device drivers, 

redumlani proce&sing units, extem,3: disk drive arrays, MID syEtems, to1pe drives, and data backup storage systems, Bmor,g others. 

Thrmigh the abow, d<1s;;riptirn1 of the embodimm,ts, th<J~<> skilied in the art w:11 r;;ad:ly underntand that th;; <1x;;mplary ;;mbodirr.ents d<1s;;rib<1d h;;rnin rr.ay be 

implemented by software, or by software in r;<Jmbinr;fon with net~'.'ssmy hardwr;r'.'. Thenif me, as sh<Jwn in fig. 13, th<' tec!mir;al solution r;r;cording tr; the embr;diment of 

the pr1,sent d'scioEum may be embodied ar, ihe form of i3 software product, which m<1y be stored in a non-volatile Etoro1ge med'um (wh'ch may be " co-imM, a usb disk, <1 

r'.'rm;vabie haid disk, e1c.) m tm a network, r;nd indudes sev'.'rnl instructi<Jns tt> enable a ct>mp,;ting device (whid, may be a p'.'rs<Jnal computer, a server, or r; netwr;rk 

devirn, eK) to execute th': above method according to the embodime!11 of the pres':nt disclosure. 

The software produci rr.ay err.ploy any combination of me or more reo1dabie media. The readBble medium rr.ay be i3 r1,adabl1, signo1I medium or a reBdable &torage 

medium. A r<1adabl<1 st<Jrnge medi,im may b<>, fo; ;;:<arr.pl;;, b!.ll rn;t lirr.it;;d to, an electmnk,, mag1,<1tic, optica,, el;;ctmmagn;;tic, infrnrnd, or s;;micondm,tm sy~tem, 

apparatus, or device, or any combination of the for':going. Mor': spes;itic '::<ampl':s (a nm-exha•,stive list) of the rnadabl': storage medium =nclud':: an ':lectrical 

conne;;tion having ,m;; or more wir<>s, a pon-,bl;; d:sk, a hard d:sk, a Ra1,dom Acc;;ss M;;mmy (RAM),., rnm1-rn1iy m<1mory (ROM), an masab!<> progrnmmabl<> read-,;nly 

menmry (!:PROM or i1r;sh meri:r;ry), an optical fiber, a porlable r;<Jmpat~t rJisc rer;d-<Jnly memory (CD-ROM), an r;ptical storage d'.'Vit~<'. a mr;gnefa~ storage d'.'~it~<'. m ;,ny 

su'table combinatim ot the foregoing. 

The computer m<1dable storage medium may include a propago1ted data &ignal with read<1ble pmgrnm cod!: err.bod'ed therein, for e](ampie, in bo1seband or <1s part of a 

c;,riier wave. Sud, a pmpagr;Wd data signal may t«ke many forms, inclurJing, cut not liri:itr;d to, elet~tm-m;,gne1ic, <Jfllicai, or any suiWble ,,r;mbinatim thereof. A rnadr;ble 

storag1, medium m<1y o1lso bi: <1ny m<1dabl1, medium th<1i is not <1 reado1ble Etoro1ge med'um and that can communirnte, pmpo1ga1e, or tro1nspor1 a pmgmm for use by or in 

c,mriect:on w:th m, instn;;;fa;n e;:;;cut:on system, appamtlls, or d<1vicR Program ,:t;d<> ;;mbm1i<>d ma readabl<> st<Jrnge medium m-,y b<> \r-,nsrnitt;;d usi1,g -,ny appropriate 

medium, incl•,ding b•,t not :imited to w=r!?less, wirnline, optical fibe, rnb:e, RI', etc., or any suitab:e comb=nation of th': foregoing. 

Program code for cany:ng out op':rations fo; th': present disc:osure may be written in any combination of on': or more pmgrnmm:r,g languages, including an obj':ct 

or:;;nt;;d progr-,rr.ming 1-,rl(l!Jag<> midi as Java, C .. -t- or the iike -,nd convm,tional proc<1durnl pmgmmm:n(i languages, such as the "C" prn(irnrnming lm,gu-,g;; m s:rr.ilar 

pmgramming :anguag':s. rhe pmgram code may exernte enlir':1)1 m the user's computing devirn, partly on th': use,·s device, as a stand-alone software packag':, pa,tly 

on ihe u&er'E computing dev'ce and partly on <1 remote computing dev'ce, or eniirely on the remote computing device or se1v1,r. in the cas1, ot <1 remote computing device, 

the reri:r;W cmnputing device mr;y be r;onner;ted to the usei ,,r;ri:p!J!ing d'.'~it~<' thmugh ;,ny kind of netw<Jrk, including a lm;al Arn;, Netw<Jrk (l.AN) r;r r; Wide Are,; N'.'twork 

(WAN), or may be comected to an ext':mal compllting device (e.g., throl!gh the =ntemet using an internet service pmvid!?r). 

The computer m<1dable medium carrieE one or more pmgrnms which, when executed by i3 dev'ce, cause the computer m<1dab:e medium to perform the functions of: 

at~q,;iring ;,n IP address of an r;r;cesis request: determining;, geogrnphir; lt1t,r;ti<Jn nf the r;ccess rnqu'.'st bas'.'d on the IP address. the geogrnphir; lt1t,r;ti<Jn including a 

comtry or prov=nce o, s;ity; comparing the geographic :ocation to a pll.lrnlity of masks in a rn~tr=cted wne ma~k tabl':; and when the comparison resu:t ha~ a matching 

remilt, limiting th;; acc;;~s of th;; IP address of the access rnquest. 

Thns<' sk:lled in 1he ;,rt wi:I r;pprnci«t<' tha1 the morfoles rfast~ribed almve may be dis1ributed in 1he ;,pparnws ;,,;cording W the descriptirni r;f the emborJiments, <Jr may be 

modif:ed acrnrdingly in me or more apparatuse~ uniq,,e fmm the embodimenls. The modl!les of the above embodiments may be combined into one module, or furthe; 

sp:it into m!l:tiple ~ub·rnod!ll;;sc 

Thrmigh th;; abov;; d<1s;;riptirn1 of th;; embodimm,ts, th<J~<> skili;;d in th;; art w:11 r;;ad:ly und;;rntand that th;; <1x;;rnplary ;;mbodirr.ents d<1s;;rib<1d h;;rnin rr.ay be 

implemented by software, or by software in combinat=on w=th nec':ssa;y hardwar':. 1he;efo;e, the tes;hnical soll.lt=on according to the embodim':nts of the prnse!11 

disdos!lrn may be emb<Jdi<>d in th<> form of a ~oftw-,re pmdm,t, which may b;; stored i!, ., nm-volati:<> storng;; medi,im (whid, m-,y b<> a CD-ROM, a usb disk, a r<1movable 

hard disk, etc.) <Jr <Jn a ne1wmk, aml includes s'.'vernl instructims to enr;ble;, r;omputing rfovir;e (which m;,y be r; persmr;I ct>mp,;Wr,;, server, a mobile terminal, r;r r; 

neiwork devic'e, 1,tc.) to e>:ecute th!: method o1ccording to the embodime!11E ot the preEeni diEclosure. 

Exm1plary embodiments of the pr1,sent d'scioEum are Epecif1c'aily iilu&tmted and described above. It'& 10 be understood that ihe present di&ciosur1, is not limited to the 

prr;r;is'.' arrangements, ins1wmentalities, or instrnmenWl:ties described h'.'rein; m the cmtr;,ry, th<' disd<Jsurn is intended tn ,,r;~ei various ri:r;dif:c;,tir;ns and equivalent 

arro1ngerr.ent& included wiihin th!: spirit o1nd scope of the append1,d ciB'ms. 

Slm!hsr DocumGilts 

Publication Publicalion Date Title 

:;,0·11-()6-23 Dynamic iristmmm\-,\ion 

2016-C'.:H'.)9 DNS (domain name r1,soiutim) method, acceE& method for application s1,rver, and terrr.ino1I 

~ 998-1.)4-14 Method and d':vice for addressing memory in m=croprocessor that i~ structured to execute compr':ssion instruction 

2015-0<Vi'::> IP locating methnd r;nd device 

2011-1.)6-23 Ou1sourc1,d <1nalysiE sy&tem of persona: informBt'on 

2021-G'.:l-12 Geographic positi011 acce~s contro: method and device 

'.W06-1)6-15 Pmgram ;,mJ devir;e for eiectmnic rfa1a eirr;hang<', and information processing pmgrnm 

2021-1.)4-27 MeE&<1ge duplico1te removo1I method and device, electronic equiprr.e!11, medium and mmamed vehicle 
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First Inventor: Little Group Art Unit: 2493 

App. No.: 16/362,167 Conf. No.: 6553 

Filed: March 19, 2020 Docket No.: FORT-031800(18167) 

For: DETECTING ACCESSS POINTS 
LOCATED WITHIN PROXIMITY OF A 
COMPUTING DEVICE FOR 
TROUBLESHOOTING OF A 
NETWORK 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

AMENDMENT AND RESPONSE TO OFFICE ACTION 

Sir/Madam: 

In response to the Office action having a notification date of October 5, 

2021 (the "Office Action"), the Applicant respectfully requests the Examiner to enter the 

following amendment and to consider the following remarks: 

Amendments to the Claims begin at page 2 of this paper. 

Remarks begin at page 8 of this paper. 
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Amendments to the Claims 

1. (Currently Amended) A method comprising: 

obtaining and storing, by one or more servers associated with an enterprise network, 

information regarding historical user behavior of a plurality of users of the enterprise 

network by observing file access requests initiated by the plurality of users; 

receiving, by the one or more servers, a file access request initiated by a first user 

of the plurality of users, wherein the file access request relates to a file stored within the 

enterprise network in encrypted form; 

responsive to receipt of the file access request, determining, by the one or more 

servers, a risk score for the first user based on a plurality of factors, including information 

regarding historical user behavior, the file access request and observed data determined 

based on the file access request; and 

based on the risk score, permitting or denying, by the one or more servers, access 

to the file by returning a decryption key for the file or withholding the decryption key,. 

wherein said permitting or denying comprises: 

when the risk score is less than a first threshold, returning the decryption 

key and providing full access to the file; and 

when the risk score is greater than a second threshold, withholding the 

decryption key. 

2. (Currently Amended) The method of claim 1, wherein said determining, by the one or 

more servers, the a risk score for the first user comprises evaluating the file access request 

with reference to a model of user behavior developed by machine-learning. 

3. (Original) The method of claim 1, wherein the information regarding historical user 

behavior includes for each user of the plurality of users: 

- 2 -
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historical data regarding general file access, including one or more of a number of 

files accessed by the user over a predetermined period of time, types of the files accessed, 

and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files. 

4. (Original) The method of claim 1, wherein the observed data includes a current location 

of the first user as determined based on a source Internet Protocol (IP) address contained 

in the file access request. 

5. (Original) The method of claim 1, wherein the observed data includes a status indicative 

of whether the connection through which the first user initiated the file access request is 

trusted or untrusted. 

6. (Original) The method of claim 5, wherein the connection is trusted when the first user 

is on the enterprise network or accessing the enterprise network remotely via a secure 

connection. 

7. (Original) The method of claim 5, wherein the connection is untrusted when the first 

user is not on the enterprise network or accessing the enterprise network remotely via an 

insecure connection. 

8. (Original) The method of claim 1, wherein the encrypted form involves the file being 

encapsulated in a cryptographic wrapper. 

9. (Canceled) 

10. (Currently Amended) The method of claim 19, wherein said permitting or denying 

further comprises when the risk score is between the first threshold and a second threshold, 

returning the decryption key and providing limited access to the file. 

- 3 -
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11. (Canceled) 

12. (Original) A non-transitory computer-readable storage medium embodying a set of 

instructions, which when executed by one or more processors of one or more servers 

associated with an enterprise network, causes the one or more processors to perform a 

method comprising: 

obtaining and storing information regarding historical user behavior of a plurality 

of users of the enterprise network by observing file access requests initiated by the plurality 

of users, wherein the information regarding historical user behavior includes for each user 

of the plurality of users: 

historical data regarding general file access, including one or more of a 

number of files accessed by the user over a predetermined period of time, types of the files 

accessed, and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files; 

receiving a file access request initiated by a first user of the plurality of users, 

wherein the file access request relates to a file stored within the enterprise network in 

encrypted form; 

responsive to receipt of the file access request, determining a risk score for the first 

user based on a plurality of factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access 

request; and 

based on the risk score, permitting or denying, by the one or more servers, access 

to the file by returning a decryption key for the file or withholding the decryption key. 

13. (Currently Amended) The non-transitory computer-readable storage medium of claim 

12, wherein said determining the a risk score for the first user comprises evaluating the file 

access request with reference to a model of user behavior developed by machine-learning. 

14. (Canceled) 
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15. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

the observed data includes a current location of the first user as determined based on a 

source Internet Protocol (IP) address contained in the file access request. 

16. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

the observed data includes a status indicative of whether the connection through which the 

first user initiated the file access request is trusted or untrusted. 

17. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

the encrypted form involves the file being encapsulated in a cryptographic wrapper. 

18. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

said permitting or denying further comprises when the risk score is less than a first 

threshold, returning the decryption key and providing full access to the file. 

19. (Original) The non-transitory computer-readable storage medium claim 18, wherein 

said permitting or denying further comprises when the risk score is between the first 

threshold and a second threshold, returning the decryption key and providing limited access 

to the file. 

20. (Original) The non-transitory computer-readable storage medium claim 19, wherein 

said permitting or denying further comprises when the risk score is greater than the second 

threshold, withholding the decryption key. 

21. (New) The method of claim 1, wherein the first threshold and the second threshold are 

the same. 

22. (New) A system, the system comprising: 

one or more processors; and 

- 5 -
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a non-transitory computer-readable storage medium coupled to the one or more 

processors and embodying a set of instructions, which when executed by the one or more 

processors of one or more servers associated with an enterprise network, causes the one or 

more processors to perform a method comprising: 

obtaining and storing information regarding historical user behavior of a 

plurality of users of the enterprise network by observing file access requests initiated by 

the plurality of users; 

receiving a file access request initiated by a first user of the plurality of 

users, wherein the file access request relates to a file stored within the enterprise network 

in encrypted form; 

responsive to receipt of the file access request, determining a risk score for 

the first user based on a plurality of factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access 

request; and 

based on the risk score, permitting or denying, by the one or more servers, 

access to the file by returning a decryption key for the file or withholding the decryption 

key, wherein said permitting or denying comprises: 

when the risk score is less than a first threshold, returning the 

decryption key and providing full access to the file; and 

when the risk score is greater than a second threshold, withholding 

the decryption key. 

23. (New) The system of claim 22, wherein said permitting or denying further comprises 

when the risk score is between the first threshold and a second threshold, returning the 

decryption key and providing limited access to the file. 

24. (New) The system of claim 22, wherein the first threshold and the second threshold are 

the same. 

25. (New) The system of claim 22, wherein the information regarding historical user 

behavior includes for each user of the plurality of users: 

- 6 -
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historical data regarding general file access, including one or more of a number of 

files accessed by the user over a predetermined period of time, types of the files accessed, 

and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files. 

- 7 -
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Remarks 

The undersigned respectfully requests reconsideration of the above-captioned 

patent application in view of the following remarks. Claims 1-20 as originally filed were 

pending in the application. Claims 1, 2, 10, 12, and 13 have been amended, claims 21-25 

have been added, and claims 9, 11, and 14 have been canceled. Hence, claims 1-8, 10, 

12-13, and 15-25 remain pending. 

Claims 2 and 13 are objected to for technicalities that are corrected herein by 

amendment. Applicant also thanks the examiner for their careful in identifying that claim 

14 depended from claim 13, and has corrected it by amendment herein to depend from 

independent claim 12. 

Claims 1-3, 5-7, 9-14, 16, and 18-20 stand rejected under 35 USC 103 as 

allegedly obvious over a combination US Pat. Pub. No. 2019/0319945 (hereinafter 

"Levy") and US Pat. Pub. No. 2004/0221172 (hereinafter "Stamos"). Claims 4 and 15 

stand rejected under 35 USC 103 as allegedly obvious over a combination Levy, Stamos, 

and US Pat. Pub. No. 2014/03100779 (hereinafter "Lof'). Claims 8 and 17 stand rejected 

under 35 USC 103 as allegedly obvious over a combination Levy, Stamos, and US Pat. 

Pub. No. 2005/0229258 (hereinafter "Pigin"). Applicant respectfully amends in part and 

traverses in part to overcome the rejections. 

Claim I has been amended to include the limitations of original claims 9 and 11. 

Thus, as amended claim I sets forth a method that includes, inter alia, determining a risk 

score for a first user based on a plurality of factors, and based on the risk score, 

permitting or denying, by the one or more servers, access to the file by returning a 

decryption key for the file or withholding the decryption key. The permitting or denying 

includes: when the risk score is less than a first threshold, returning the decryption key 

and providing full access to the file; and_when the risk score is greater than a second 

threshold, withholding the decryption key. 

None of the cited references, either separately or in combination disclose, teach, 

or suggest such a limitation. In particular, the Office Action relies on paragraph 0213 of 

Levy to provide disclosure to reject original claims 9 and 11. Office Action at pp. 9-10. 

Paragraph 0213 says: 

- 8 -
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Further, selecting the authentication model may include selecting an 
authentication model that conditionally uses an additional 
authentication factor. For example, if the risk score for the device or the 
user ( or some combination of these) is below a threshold such that it 
indicates that the user and device are safe, then the authentication 
model may use an additional authentication factor. Conversely, if the 
risk score for the device or the user is above the threshold such that it 
indicates that the user or the device is compromised or unsafe, then the 
authentication model may withhold the additional authentication factor 
to prevent access by the device to the remote resource. Other 
conditional configurations may also or instead be employed. For 
example, in one embodiment, if the risk score for the device or the user 
( or some combination of these) is below a threshold such that it 
indicates that the user and device are safe, then the authentication 
model may forego an additional authentication factor. Conversely, if 
the risk score for the device or the user is above the threshold such that 
it indicates that the user or the device is compromised or unsafe, then 
the authentication model may require the additional authentication 
factor as a condition for access by the device to the remote resource. 

The additional authentication factor is "a token or biometric identifier" that is 

conditionally provided by the user to the computer performing an authentication 

conditionally based upon the "risk for the device". Levy at CJ{02 l l. It is nonsense to 

argue that, for example, a biometric identifier is provided to the user as a biometric 

identifier is by definition part of the individual. Rather, it only makes sense that the 

additional authentication factor is provided from the user to the computer performing the 

authentication. This is the opposite of claim 1 where the computer performing an 

authentication provides or withholds the decryption key based upon a risk score. 

In the context of paragraph 0211 of Levy, the cited paragraph 0213 of Levy can 

be understood. Paragraph 0213 says that where the risk score indicates that the user and 

device are safe, the model "forgoes the additional authentication factor." Said another 

way, where the risk score indicates a defined threshold of safety, there is no reason for 

requesting the additional authentication factor as access is going to be granted without it. 

Conversely, where the risk factor indicates a lack of safety, the additional authentication 

factor is required (i.e., a request is made for the user to provide the additional 

authentication factor) as without it access will not be granted. As another example, 

where the risk score indicates a defined threshold of safety, there is reason for requesting 
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the additional authentication factor as it is only when the low risk factor is coupled with 

the additional authentication factor that access will be granted. Conversely, where the 

risk score does not indicate a defined threshold of safety, there is no reason for requesting 

the additional authentication factor as, again, it is only when the low risk factor is 

coupled with the additional authentication factor that access will be granted and 

requesting the additional authentication factor would not change the result of the denial. 

Simply stated, one of ordinary skill in the art would not understand the additional 

authentication factor of Levy to be the decryption key of claim 1, and also would not 

understand Levy as disclosing, teaching, or suggesting the process of claim 1. 

As none of the other cited references are even alleged to provide the 

aforementioned disclosure missing from Levy, and in fact none provide such missing 

disclosure, the combination fails to render claim I obvious. For at least this reason, 

Applicant respectfully requests withdrawal of the rejection and allowance of claim 1. 

Additionally, each of claims 12 and 22 includes a limitation similar to that 

discussed above in relation to claim 1, and are each in condition for allowance for at least 

this reason. Such allowance is respectfully requested herein. Further, claims 2-8, 10, 13, 

15-21, and 23-25 each depend from an allowable base claim, and are thus in condition for 

allowance for at least this reason. Such allowance is respectfully requested herein. 

- 10 -
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Conclusion 

The undersigned respectfully submits that the amendments and remarks 

presented herein have overcome the rejections, and that the pending claims are in 

condition for allowance. Accordingly, the undersigned respectfully requests that the 

rejections be withdrawn and that a Notice of Allowance be promptly issued for the 

pending claims. 

By responding in the foregoing remarks only to particular positions taken 

by the Examiner, the Applicant does not acquiesce with any other positions that have not 

been explicitly addressed. Applicant's arguments for the patentability of a claim should 

not be understood as implying that no other reasons for the patentability of that claim 

exist. The absence of a reply to a specific rejection, issue or comment set forth in the 

Office Action does not signify agreement with or concession of that rejection, issue or 

comment. In addition, nothing in this paper should be construed as an intent to concede 

any issue with regard to any claim, and the amendment of any claim does not necessarily 

signify any concession of unpatentability of the claim prior to its amendment. 

Request for a Telephone Interview 

If the Examiner believes a telephone conference would expedite 

prosecution of the above-captioned patent application, please telephone the undersigned 

at (720) 266-4728. 

Date -~Ja=n=u~ar=.,....y=2~0=2=2-

Respectfully submitted, 

HDC Intellectual Property Law, LLP 

By_~/=D~o~u=g=l=as~M=·~H=am=il~to~n=/ __ _ 
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3.□ Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) 0 Notice of References Cited (PTO-892) 

2) D Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 11-13) Office Action Summary 

3) D Interview Summary (PTO-413) 

Paper No(s)/Mail Date __ . 

4) D Other: __ . 

Part of Paper No./Mail Date 20220304 

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00170



Application/Control Number: 16/362,167 
Art Unit: 2493 

DETAILED ACTION 

Notice of AJA Status 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

The present office action is responsive to communications received on 1/5/2022. Applicant 

added claims 21-25 and cancelled claims 9, 11, and 14. Claims 1-8, 10, 12-13, and 15-25 are pending. 

Response to Arguments 

The arguments/remarks filed by the applicant on 1/5/2022 have been fully considered and are 

responded in the following. 

Applicant's amendments to the claims have overcome the objections previously set forth in the 

Non-Final Office Action mailed 10/5/2021. All objections have been withdrawn. 

Applicant's arguments regarding the 35 USC§ 103 rejection of amended independent claim 1 

have been fully considered but they are not persuasive. Applicant states that 'None of the cited 

references, either separately or in combination disclose, teach, or suggest such a limitation "when the 

risk score is less than a first threshold, returning the decryption key and providing full access to the 

file; and when the risk score is greater than a second threshold, withholding the decryption key." The 

additional authentication factor is "a token or biometric identifier" that is conditionally provided by 

the user to the computer performing an authentication conditionally based upon the "risk for the 

device". {p. 8, 114-5 and p. 9, 112)' In response to applicant's arguments, the examiner respectfully 
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Page 3 

disagrees. Levy in ,J213 discloses "if the risk score for the device or the user is below a threshold such 

that it indicates that the user and device are safe, then the authentication model may forego an 

additional authentication factor. if the risk score for the device or the user is above the threshold such 

that it indicates that the user or the device is compromised or unsafe, then the authentication model 

may withhold the additional authentication factor to prevent access by the device to the remote 

resource." Authentication factor being a biometric identifier or a security token is for example only 

(,J210), and "are set forth by way of example and not of limitation" (,J233). In summary, Reference Levy 

discloses granting/preventing access based on risk score. Reference Stamos discloses this can be 

achieved through the issue/holdback of decryption key by reciting "The policy sever then issues copies 

of required keys to permit the recipient to decrypt the information" (,J9). Therefore the combination 

discloses the entire limitation. Similar rationale applies to claims 12 and 22 (Argument p. 10, ,J3). 

Claim Rejections - 35 USC§ 103 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections 

set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the claimed 

invention is not identically disclosed as set forth in section 102, if the differences between the 

claimed invention and the prior art are such that the claimed invention as a whole would have 

been obvious before the effective filing date of the claimed invention to a person having ordinary 

skill in the art to which the claimed invention pertains. Patentability shall not be negated by the 

manner in which the invention was made. 

Claims 1-3, 5-7, 10, 12-13, 16, 18-20, 22-23 and 25 are rejected under 35 U.S.C. 103 as being 

unpatentable over Levy {US 20190319945 Al) in view of Stamos {US 20040221172 Al). 
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Regarding claim 1, Levy teaches a method comprising: 

Page 4 

obtaining and storing, by one or more servers associated with an enterprise network, 

information regarding historical user behavior of a plurality of users of the enterprise network 

by observing file access requests initiated by the plurality of users; ([0060] The threat 

management facility 100 may control access to the enterprise facility 102 networks. A network 

access facility 124 may restrict access to certain applications, networks, files, printers, servers, 

databases, and so on. In addition, the network access facility 124 may restrict user access under 

certain conditions, such as the user's location, usage history. need to know, job position, 

connection type, time of day, method of authentication, client-system configuration.) Here Levy 

discloses in ,iso that "the threat management facility 100 may include a policy management 

facility 112 that manages rules or policies for the enterprise facility 102. Exemplary rules include 

access permissions associated with networks, applications, compute instances, users, content, 

data, and the like. The policy management facility 112 may use a database, a text file, other data 

store, or a combination to store policies." 

receiving, by the one or more servers, a file access request initiated by a first user of 

the plurality of users, wherein the file access request relates to a file stored within the 

enterprise network in encrypted form; ([0207] FIG. 17 As shown in step 1702, the method 1700 

may include receiving a request for a remote resource from a compute instance in an enterprise 

network, such as a request for authenticated access to the remote resource. This may include 

any resource that might usefully be accessed by a compute instance from within the enterprise 

network.) Here Levy discloses in ,J78 that "privacy may be addressed in some cases by user 

notifications and permissions, anonymization, tokenization, and encryption." 
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responsive to receipt of the file access request, determining, by the one or more 
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servers, a risk score for the first user based on a plurality of factors, including information 

regarding historical user behavior, the file access request and observed data determined 

based on the file access request; and ([0208] As shown in step 1704, the method 1700 may 

include calculating risk scores, for example by calculating a first risk score for a user of the 

compute instance. In one aspect, the entity models described herein provide useful computer-

implemented tools for measuring expected behavior and deviations therefrom, and may be 

usefully employed in this context to calculate risk scores for the particular entities of interest: 

the user of the compute instance.) Here Levy discloses in ,J 156 "to draw policy or security 

conclusions based on a history of users and file usage." 

based on the risk score, permitting or denying, by the one or more servers, access to 

the file. ([0210, 0211, 0217] As shown in step 1706, the method 1700 may include selecting an 

authentication model for access to the remote resource by the user and the device. More 

generally, the authentication models may provide various sets of authentication requirements 

using various combinations of the foregoing authentication factors or any other authentication 

factors, with the particular authentication factors varying based on the user and device risk 

scores. As shown in step 1708, the method 1700 may include authenticating the user to the 

remote resource according to the authentication model selected in step 1706.) 

Levy teaches based on the risk score, permitting or denying, access to the file, but does not 

explicitly teach this is done by returning a decryption key for the file or withholding the decryption key, 

wherein said permitting or denying comprises: when the risk score is less than a first threshold, 

returning the decryption key and providing full access to the file; and when the risk score is greater than 

a second threshold, withholding the decryption key. This aspect of the claim is identified as a difference. 
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However, Stamos in an analogous art explicitly teaches 
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based on the risk score, permitting or denying, by the one or more servers, access to the file 

by returning a decryption key for the file or withholding the decryption key, ([0008, 0009] Encryption 

techniques such as those employing a Public Key Infrastructure (PKI) enable an enterprise to provide 

authentication, access control and confidentiality for its applications and data. Before accessing any 

information, the recipient must first authenticate with the policy server. The policy sever then issues 

copies of required keys to permit the recipient to decrypt the information.) 

wherein said permitting or denying comprises: 

when the risk score is less than a first threshold, returning the decryption key and providing 

full access to the file; and ([Levy 0213] if the risk score for the device or the user (or some combination 

of these) is below a threshold such that it indicates that the user and device are safe, then the 

authentication model may forego an additional authentication factor.) when the risk score is greater 

than a second threshold, withholding the decryption key. ([Levy 0213] if the risk score for the device or 

the user is above the threshold such that it indicates that the user or the device is compromised or 

unsafe, then the authentication model may withhold the additional authentication factor to prevent 

access by the device to the remote resource.) In summary, Reference Levy discloses granting/preventing 

access based on risk score. Reference Stamos discloses this can be achieved through the issue/hold back 

of decryption key by reciting "The policy sever then issues copies of required keys to permit the 

recipient to decrypt the information" (,J9). Therefore the combination discloses the entire limitation. 

It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"adaptive encryption" approach of Stamos. One of ordinary skill in the art would have been motivated 

to perform such a modification to address security problems that originate when authorized users abuse 
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their authority, by selectively applying encryption policies at the point of use of a file, rather than simply 

at the point of file server and/or access storage {Stamos [0018]). 

Regarding claim 2, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein said determining, by the one or more 

servers, the risk score for the first user comprises evaluating the file access request with reference to a 

model of user behavior developed by machine-learning. ([Levy 0209] while event models for a 

user/device combination can provide a useful measure of riskiness, other measures may also or instead 

be used, either alone or in combination with such techniques. For example, other risk scores based on. 

e.g., signatures, context, behavior, machine learning or the like may be used in addition to, or instead of 

the risk scores described above to dynamically control authentication requirements based on assessed 

risk.) 

Regarding claim 3, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein the information regarding historical user 

behavior includes for each user of the plurality of users: 

historical data regarding general file access, including one or more of a number of files 

accessed by the user over a predetermined period of time, types of the files accessed, and 

applications used by the user over the predetermined period of time; ([Levy 0111] The valuation model 

may, for example, estimate value based on file location, based on an access control content, based on 

content, or based on any other context, usage, feature or combination of the foregoing. For example, 

the valuation model may estimate value based on one or more of encryption status, file type, file usage 

history, file creation date, file modification date, file content, and file author.) 
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historical data regarding observed locations of the user; and historical data regarding 
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observed times at which the user accesses files. ([Levy 0060] A network access facility 124 may restrict 

access to certain applications, networks, files, printers, servers, databases, and so on. In addition, the 

network access facility 124 may restrict user access under certain conditions, such as the user's location, 

usage history, need to know, job position, connection type, time of day, method of authentication, 

client-system configuration, or the like.) 

Regarding claim 5, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein the observed data includes a status 

indicative of whether the connection through which the first user initiated the file access request is 

trusted or untrusted. ([Levy 0060] A network access facility 124 may restrict access to certain 

applications, networks, files, printers, servers, databases, and so on. In addition, the network access 

facility 124 may restrict user access under certain conditions, such as the user's location, usage history, 

need to know, job position, connection type, time of day, method of authentication, client-system 

configuration, or the like.) Here Levy depicts in [0033] that connection including "one or more gateways, 

bridges, wired networks. wireless networks. virtual private networks. other compute instances." It 

would have been prima facie obvious to one of ordinary skill in the art to conclude that connection 

through wired networks is more secure/trustworthy than through wireless networks 

(https:/ /aberdeencybersecurity.co.uk/wired-vs-wireless-networking); as well as to conclude that 

connection with virtual private networks is more secure/trustworthy than without virtual private 

networks (https://www.tomsguide.com/us/-vpn-for-beginners, news-17514.htm I). 

Regarding claim 6, Levy in view of Stamos teaches all the features with respect to claim 5, as 
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outlined above. The combination further teaches wherein the connection is trusted when the first user 

is on the enterprise network or accessing the enterprise network remotely via a secure connection. 

([Levy 0216] Other secondary techniques may also or instead be used to support authentication models 

or provide additional authentication factors. For example, a secondary authentication may be based on 

information such as whether a user recently logged in to the device, whether a user recently provided a 

token passcode, whether the device recently connected to the enterprise network. the current IP 

address for a device, the geolocation of a device, or whether the user/device combination recently 

logged in to the remote resource.) Here Levy discloses that connection is more trustworthy if user is on 

the enterprise network by citing "the compute instances 10-26 may be protected from threats even 

when a compute instance 10-26 is not connected to the enterprise facility 102 network" [0038]. 

Regarding claim 7, Levy in view of Stamos teaches all the features with respect to claim 5, as 

outlined above. The combination further teaches wherein the connection is untrusted when the first 

user is not on the enterprise network or accessing the enterprise network remotely via an insecure 

connection. ([Levy 0216] Other secondary techniques may also or instead be used to support 

authentication models or provide additional authentication factors. For example, a secondary 

authentication may be based on information such as whether a user recently logged in to the device, 

whether a user recently provided a token passcode, whether the device recently connected to the 

enterprise network. the current IP address for a device, the geolocation of a device, or whether the 

user/device combination recently logged in to the remote resource.) Here Levy discloses that 

connection is less trustworthy if user is not on the enterprise network by citing "the compute instances 

10-26 may be protected from threats even when a compute instance 10-26 is not connected to the 

enterprise facility 102 network" [0038]. 
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Regarding claim 10, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. The combination further teaches wherein said permitting or denying further comprises 

when the risk score is between the first threshold and a second threshold, returning the decryption 

key and providing limited access to the file. ([Levy 0211] The risk scores may also generally be used as 

an authentication factor, e.g., by using the risk score as a property of the user and requiring a minimum 

or maximum value, or indirectly by using the risk score as a threshold for whether to select an 

authentication model requiring one or more additional authentication factors. [Levy 0213] if the risk 

score for the device or the user (or some combination of these) is below a threshold such that it 

indicates that the user and device are safe, then the authentication model may use an additional 

authentication factor (analogous to claim limitation "less than second threshold"). If the risk score for 

the device or the user is above the threshold such that it indicates that the user or the device is 

compromised or unsafe, then the authentication model may require the additional authentication factor 

as a condition for access by the device to the remote resource (analogous to claim limitation "greater 

than first threshold").) 

Regarding claims 12-13, 16, 18-20, 22-23 and 25, the scope of the claims are similar to that of 

claims 1-3, 5 and 10, respectively. Accordingly, the claims are rejected using a similar rationale. 

Claims 4 and 15 are rejected under 35 U.S.C. 103 as being unpatentable over Levy {US 

20190319945 Al) in view of Stamos {US 20040221172 Al) and Lof {US 20140310779 Al). 

Regarding claim 4, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. But the combination does not teach wherein the observed data includes a current 
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location of the first user as determined based on a source Internet Protocol (IP) address contained in the 

file access request. This aspect of the claim is identified as a difference. 

However, Lof in an analogous art explicitly teaches wherein the observed data includes a 

current location of the first user as determined based on a source Internet Protocol {IP) address 

contained in the file access request. ([0130] the media content provider can use geo-location 

techniques to determine a geographic location of the client device (e.g., the country in which the client 

device resides). Such techniques include using the IP address of the client device (which can be 

determined from an HTTP request. for example) to lookup the user's probable location in an IP address 

database.) 

It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"geo-location techniques using IP address" approach of Lof. One of ordinary skill in the art would have 

been motivated to perform such a modification to provide efficient and secure access to content by 

obtaining information about the client device that is not explicitly provided or reported by the client 

device, but available through the communication between the client device and the content provider 

{Lof [0130, 0010]). 

Regarding claim 15, the scope of the claim is similar to that of claim 4, respectively. Accordingly, 

the claim is rejected using a similar rationale. 

Claims 8 and 17 are rejected under 35 U.S.C. 103 as being unpatentable over Levy {US 

20190319945 Al) in view of Stamos {US 20040221172 Al) and Pigin {US 20050229258 Al). 
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Regarding claim 8, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. But the combination does not teach wherein the encrypted form involves the file being 

encapsulated in a cryptographic wrapper. This aspect of the claim is identified as a difference. 

However, Pigin in an analogous art explicitly teaches wherein the encrypted form involves the 

file being encapsulated in a cryptographic wrapper. ([0230] These operations manipulate cryptographic 

objects at the file level. File-level wrappers are based on the crypto container concept. All cryptographic 

objects, associated with a single original file, are encapsulated into a single file of compound structure 

(cryptocontainer).) 

It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"file level wrappers" approach of Pigin. One of ordinary skill in the art would have been motivated to 

perform such a modification to provide secure and efficient document rights management and file 

encryption {Pigin [0001, 0004]). 

Regarding claim 17, the scope of the claim is similar to that of claim 8, respectively. Accordingly, 

the claim is rejected using a similar rationale. 

Claims 21 and 24 are rejected under 35 U.S.C. 103 as being unpatentable over Levy {US 

20190319945 Al) in view of Stamos {US 20040221172 Al) and Kobres {US 20160063227 Al). 

Regarding claim 21, Levy in view of Stamos teaches all the features with respect to claim 1, as 

outlined above. But the combination does not teach wherein the first threshold and the second 

threshold are the same. This aspect of the claim is identified as a difference. 
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However, Kobres in an analogous art explicitly teaches wherein the first threshold and the 

second threshold are the same. ([0155] At 430, the authenticator determines whether to grant access 

to one of: a device and a resource of the device based on the comparison performed at 420. This can be 

a binary determination such that access is either granted or denied.) Here Kobres discloses an example 

of binary determination (granted or denied, meaning first threshold and second threshold are the 

same). Kobres also discloses that the decision does not have to be a binary decisions (granted, denied or 

limited, meaning first threshold and second threshold are not the same) if desired, by reciting that "the 

decision does not have to be a binary decisions meaning that different levels of authenticated access 

can be granted based on the confidence value when that confidence value is compared to predefined 

values. thresholds. or ranges of values that the authentication service uses to make decisions about 

authentication" (,J65) and a detail example in ,J25 

It would have been prima facie obvious to one of ordinary skill in the art before the effective 

filing date of the claimed invention to combine the "dynamic authentication" concept of Levy, and the 

"threshold comparison" approach of Kobres. One of ordinary skill in the art would have been motivated 

to perform such a modification to provide flexibility in security restrictions, which can be a 

straightforward binary determination such that access is either granted or denied. Alternatively, this can 

be access based on some resolved access-level, which is less than complete and unfettered access 

{Kobres [0155]). 

Regarding claim 24, the scope of the claim is similar to that of claim 21, respectively. 

Accordingly, the claim is rejected using a similar rationale. 
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The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure. 
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• US 20070297610 Al, "Data protection for a mobile device", by Chen, teaches managing a 

decryption key at a key server that is remote from the mobile device, the decryption key 

enabling decryption of encrypted information stored at the mobile device; performing an 

authentication procedure for a user of the mobile device; transmitting the decryption key to 

the mobile device if the authentication procedure authenticates the user; withholding 

transmission of the decryption key to the mobile device if the authentication procedure 

does not authenticate the user. 

Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 

action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is reminded of the 

extension of time policy as set forth in 37 CFR l.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 

the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date 

of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 

shortened statutory period, then the shortened statutory period will expire on the date the advisory 

action is mailed, and any extension fee pursuant to 37 CFR l.136(a) will be calculated from the mailing 

date of the advisory action. In no event, however, will the statutory period for reply expire later than 

SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to HAN YANG whose telephone number is (408)918-7638. The examiner can 

normally be reached on Monday to Friday, 9:00-5:00. 
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Examiner interviews are available via telephone, in-person, and video conferencing using a 

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use 

the US PTO Automated Interview Request (AIR) at http:/ /www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Carl 

Colin can be reached on 571-272-3862. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained 

from either Private PAIR or Public PAIR. Status information for unpublished applications is available 

through Private PAIR only. For more information about the PAIR system, see http:/ /pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a US PTO Customer 

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

/H.V./ 
Examiner, Art Unit 2493 

/CHAU LE/ 
Primary Examiner, Art Unit 2493 
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( ~patent/US2020030207 4A 1) 

Pr\orlty 201 ':-10~11 .. Fl led 20':9-05-,02" Gm.nt\?.d 2021-(19-23 .. Pub!lfShed 2021-09~28 
rnm:!,3:- A syrf~f!rr: i~ dist~bsed ~hot lnc:i;rfas ~omponem~ :end feQ.Wf~$ f:">c· enQ.bnng em~rprlse U$f!rs tr: 
r~f:cure!y scr:t!SB t":nterprlsG ff:SOC.RCG$ (documGflt$, d.:it~, appncatk;n ser·lr:rn, etc.) m~:nc~ tht:lr rncbHt: devlcer~. 
An enterprlse r;.an u~e snnw or a:! r;omponem~ of the ~ystem ~G. for ex~rr:phe, uecure:y bti~ .. , 

Sysli!rns .and nii~thods for prov·kl~ng niobHe secur~t::l basr::d on dynan1jc tilti::!SttiUon 
..;',,) ,}-...: ~~ )• r 1"': ..... , ;..:.:L:.C:1:..x::."!.n, :..~: '-.\· <:: Kt:rn,-"I.. ,, ·: :, '?:S ... ,, 'rk _ 

> 

Pr:ority 2()1'.HJS-():, rn,;d 20'2-07-27, Gmnted 2014-09<:lf.:, ::>ut;lish<Jd 2()14'(1\l-30 
sim:la~ lnr~tnJmf:nted nr:»vorks, msctslnes .:1nd p!{3tfcnr.s havlng target s~Jbjects (dt:vh::f:S, tmn$actlon$, 

ser<lc:es, usGrr~, crganl7.at:cn~) art: dlr~c!osGcl A ser;urlty orctst:strntlon ~t:rv:C.:t: genGrntt":S n.mtlmr: oper:st:on~! 
lntegr!ty fH·ofl:e~ mpc·f!semlng and ldentifylng a lfjvel :">°f thrnat :..H· ~(;ntmttua: twnt·.-~mthin~ns 

Pr:orlty 2009-05-30" fl!ed '2009-06-30" Gn.=mted 2013-0:t-02 ~ Pt.1b!i.isfmd 2013-0/-0L 
m~~:!;;ir BACKGROUND 1, fk:!d The prt:sent lflventlc,fl ls rn:ated tc ldt:ntlfylflg unmJttsc,rl7.ed r:ndpo:mr~. 2, 

Descrlptlon of th€:- He:ated Art !d€:-ntlfy!ng un:suthorlzed dl3VlC\?.$ m:sy lnclwde accessing e;sch :snd €:-VefY device 
rm;,; network. Dep!o;l:ng ~~~twr:rk ~~:(;nlton:; i~~ rhf! form of ha~dwere may be (;:">st!y :end t~(;rripleK 

~;;,, '.-' ~ F· LA" ::,,SJ ... ~::--~ "x:~\:;:.: ./- 6 3.-::3.::." ._; ,.,~ -'- :_;, ' >· ') 

:~ti,~n 
P,ic,rity2f.:13-06-W, Filed 2014-06-26, Grnnted 2017-f.:'-11, Publ:slmd 2017-0H 1 
s:mHt-r A mf!thod ~xecu~~d on a $f!Pl€~ ~Gpebl~ :">°f communlr;et!ng w!th ;; cn~m. As~lgn!ng ;,; c·fjputatkm W the aµp!lt.":a~lon; 

Trm mt:thod cc,mpris:ng tht: step$ ot: dGllverlng the rep~Jt.:1tlnn to thG c:!:ent, RecGlv:nc~ mnnltored ~ystGm behavior ot the 

ci:ent elfeG:ut!ng the app:JG:atkm fr:..1rri ~he ci:ent; Determinlng,.. 

Sysli!rn ;:ind rn{:~thod for- d}'·T·u~rn~c Si!Curn-y provk~~onk)~J of cornpuUn9 ri~SOlffGi::!S 
'X •' .~s.3..~·-~:ns:::~:~·: ~ ~i ,;: \ h:ek..: ~ ~ /,.-·: .. v-t ":..>·' ~>'T'~~::::; ...-,; u· i. :~· .. :'J~>°' \~":~~-·:..- ~" ( '.. n~~ di·), \,:.": 

Pr:ority 2()04'05-06, ;:il,;d 20' 0-09-24, Gmnted 2012-02-07, ::>ut;lish<Jd 2()12-02-07 
sim:ls~ ThG prt:sent lnventlc,n t'acmtatt:s thr: d)TI.:!mlc provis:cnlflg ot computlng and data ar~$ets lfl a 

commcdlty computlng environment. The lnvent:on prc,v:dG$ a r~ystem ~nd methr;d fr,r dynm--nlc:a:iy 
provi~l:">n!ng ond tfo··pH;v:s:(;nlng ~(.fmfwtlng ~€$:">tffce~ b:esed :">n muhHJlmen~lone! d~c!s:on cr!te~i;;. By 
empbyir;g ., 

Pr:ority 2()14' 10-3: , rn,;d 20' 5-10-30 , Gmnted 20:W-09-0'1 , ::>ut;lish<Jd 2()2f.:-O\l-0\l 
.sim:is~ A m~rh:">::-3, ~ompc·lsing thf! fo!low:ng $tfjps µ~rfmmed hy ;;n eppnr;etirm ~:$k t~(;mrol S}'$tfjm (50.-~}: 

rncelvlng (605) a reqUG$t frc,m a mcbHt: device (115, 5'! D). the req~Jt":St comprl$ing .:1 c~ptcgmphic 

reprnsentatl::>n :..1f app!lcatkm lnformat::..1n fQr an appl:cat::..1n reuld!ng on the rriQbHe dEv!cE {115, s: O} .. 

i\:ietMods for b{:~h;:iv~orti~ th=::ti::!GUon and prl~Vi~nUon of cybi!rattacks .. and r~~~ated . 
'f'l(.. •R'S~'/>·· -.: .. 1:2:····sB.?· ._ d\· .•. h .~ \•, '<:.:-:~--:n~b ,, ( N;.-.-1·• •3~.:-::..--:~, 'n-... 

Pr\orlty 2017-09~11 .. Fl led 2018~09-11 "Grant\?.d 2021-0S-11 .. Pub!lfSh~d 2021-05.-.11 
m~~:!;;ir A $ecurlty englflt! may use t":Vent-$tft:am prccr:sslnc~ and br:havk;rn! technlques tc, detect rnflsomvl~ft":, 

Thr: englrm m:sy detect pr!"K;ess beh:svior asr~c,c:l:sted ~v:th r:ncryptlng a flk:, encryptlng ~ stor:sgG de·llce, c,r 
dl$;eb!i~~g :e ba~kup n:fj, a~id mey G:c;slgn e rnm~omwa~e r;etegmy to the p~-..,~fj:c;s t:G::;ed ~~~~m:">n. 

Si~ClU"t~ bt~hav~or ana~ys~s over trusti~d exi~GuUon i!nvironrrH~nt 
;:§(: '?$" ,, W~:_;~:~§..§ .~&·n·,." V{::F·~: ~:-t:>✓ x 0 .. k· ;J's,·,..,.., 'n'.. st~:. s:;~i.:-•; 

Pr:ority 2012-0S-1 $ • Fii<:d 20' 5-12.-03 • Granted 2011-0,l-05, "',iblishe<J 2()17-09-0$ 
sim:ls~ Sy$tt1ms {3fld methcd~ t'nr ft:cognl1:ing .:1m~ rn:sctlflg to ma!lc:lour~ nr pert'orn:ancG·tit1grad:nc~ behaviors 

ln ;s ma-bl:e computing devke !ndude ob&~rvlng mob:!\?. d~vic~ bl3havlorn ln ;sn obsen!€:-f modu!e \\'!thlri a 
prlvi:~ged-no~m;;! portlon :..,fa necu~~ :">pernting fjnv:~onmfjnt to ld~ntlfy;; m~sµ:r;iou~ m:">hi!e rfavl~fj ... 

tviethods .and .app:aratus prov~d~ng cornputi~r· and ni!t\.-vork S:£~curay uUHzJng ... 
\{l0 F:P US .. ~riOZ.t?;?~~~~~l ·• Jfff~rf:)' l,., K.i~~rnf:f .. Cis:.x~ T~::..~hw.-.k·~gy, l:x~ 
Pr:orlty 200$-12-1 C" fl!ed '2010-05---Li'" Granted 201 L-OS-2.B ~ Pt.1b!i.isfmd 2012-08-LH 
Bf:n:k:1~· i\ $}'St\?.m d~fin\?.$ st lm1st one k~y eY\?.f'it ta- be moriltornd by at !eust one ug~nt, zmd crei3t€:-& a gmphlc;sl 

mod€:-! t'or the i3t !es.st c,ne fmy e•..-ent rh\?. sr,Jtt:m obs€:-rv~s th€:- at !\?.ust one k~y t:Vef'it Th~ system \nt'ers a 
degreG nt' attac~; c,n the r;nn:puter system b.:1sed on an cb~t:rvat:cn cl tht: st k:ast cnr: key ,c. 
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Prlorlty 2016{:9-· ~ 6.,. Fl!ed 2017--:JS·•·: S" Gmntr:ti 2:J:t.C-04-14 .. ::1ubll~hed 2020-0-?•·: 4 

rnm:!,3:- A cr:mpu~~r lmp!em~ntfjd me~hod to gener~r~ e -..~:Gssffir;etirm $Chem~ 'f(lf r;onflgurQ.~:(.,n parn.me~~m 

o-f virtual mGchin~s (VMs) in ;,; vl~tuQ.:Jzed (;:">mputing fjnv:ronmfjnt indtiding: trnlning G rr:achlne i~Gmlng 
a:gorlthm as a ciaustfier based on a p:urn!:ty of tralnlng data ltems. ear;h training data i~Err: .. 

Priority 2002-12-3:, rn,;d 20'2·02-:3, Gmnted 2016-05,,24, ::>ut;lish<Jd 2()11HJS-24 

.Si:n:ls;- A m~rh:">d foe· c:..,mpu~~r wr:i:k~rorl:">n bQ.~fjd infmmQ.~:(.,n pr:">tf!ctkm ls p~e~f!nted .. thf! me~h(1d 

comprlr~f:s: .:1) mc,nltorlng ~3~er1
~ act:on~ on trm c:ornputer wod<st{3tlc,fl, b.} {3rsa!y~ls cf trm act:cn~ ln rer~pt1ct to 

a pre,d,;tined p<.>licy tr; detem1in,; wh,;ther the ;.ictions pr,;judic,; information t<.> whi,;h the policy., 

Pr'mity 200,-12-12 , med 20: 9-03·, 2 , Publish,;(! 20, 'l· 10-10 

mm;ia, CROSS REFERENCE TO RELATEG APPUCATIONS Thi~ applk,ation is conlimiaticn c-)f U.S. appik:atiori 

SGr. Mf!. 15/402)383, t:im1 J,m, 1G, 2()17, which ,s a ,,t')ntimmtk,r; ot lUi app!icalkm Sm, ll!o, 14/034,147 (now 
U.S. PQ.~. Nr:. 9.5'~2 .. 560), n:fjd Sep. 23, 2.0·:3, which ls a dlvi~l:">na! (.ff US. :epp!:(;;etlon s~r. 

S:-/stt~rns and n1t~thods for- enfor·c~nf~ data ~ois pr"tt....-ent~on po~~cJ:£~s on rnobHt~ ... 

::::::r:=:=::: 

&~}~f 

• X •' ;~.:12n~~·-.. : .. :::-._ .. ~ .. :,.~~-1'\' '1 C1-.Y -- \i;~1 /'t"}~:• --..Tt'L/'tm 
Priority W1Hl<i-:W • Fii,;d 20,3 .. os-w • Granted 201;, .. 01-26 • ::-,iblish,;<J 2()16-01-26 

si:n:la~ A compuu·:r-lmp:emr:ntt1d meth!""Jti fnr t1ntorc:ng data lo~s prevm1tlon pc,nck:~ on m!--;bl!e rfov:cr:s rnsy 

lndwde (1) !dentl'!Vlng a mobB€:- devlce thi3t connect€:-d to a nt:t\\'Ork imd that m;3y !ndude fmnsltive di3tu and 

rh:et is ln a µr~dfjtf!rm:ned nt:ete thQ.~ ln de~lgnated f(.ff ~fQ.~in·fae·rlng d~~~ 'f(.ff d:et:e !:..,~n ... 

Pr:orlty 2014-09-12" fl!ed '2018-04.-Li'" Granted 201g-1'2-03 ~ Pub!ished 2019-12-03 
Bi:n'lw Tl;e presmt immntion ;e:ates to 11 method afld Sy"stem for tr:sc~ing the mm:em<Jflt ot :l:st;s <Jlements as 

they are $h:sred und mov€:-d betwt:en ;3uthorl2ed and unuuthorlzed devices und :srr:ong authorl;wd :snd 

unm.;th!--;ri1:ed ~J~ersc 

Pr:mity W18-(ll .. J:3 • Fil'c'<J 201!}{16·2'l • GrnnU,d 2(1:t·:-Hl-26 • Publish<eld ;,>()21-1(1 .. 26 

fa~11:!s~ !nu v!rtuanzed €:-nv!rnnn1€:-nt wh€:-m mu!tJp;t: gue$t vlrtual machlnt:s rec€:-lve security servlces fron1 

mu:tlplE set;urlty vln,Ja! machlnes. a gtiEst virtua: mach=rw• amGma~=ca!ili transit=ons to a nev-l v!rtuai uecmity 

m.:1chlnG under v~rlous r:nndlt:cn~. For eJtamp:e, the g~Jf:St vlrtu;:1; m:sctslne m{3y sGlt1ct a . ., 

Pr:orlty :t:Cn 4--03-27 .. ~l!ed -zo·: 5-03-27" Granted 2018-05-·2.2" P~.ib!ishf!d :t:Cn B--05-22 
.s1:n:!:::,.- A $f1Cmity sy$tem and rr:ethod sEcures and responds tn $f1Cmity thrnats :n a CQrr:puter havlng a CPU, 

a KEme:/OS. and $on,\?are app!:cations. A k~w-!eve! daw G:oUect:x lntert;Epts a $e:et;~:on of first tiEr ca!l$ 
betw,;,m the CPU ;srn:J Kemei/03, and &toms ;,ssociatml first ti,;r c:sil ID~. A Kemei module,,. 

Pr,mity 2()0\l·Oi.i-· 1 g, Filed 2010·05- :rn • Gmnt,;,1201 ~Hl!i-02, Pubiid1<>d 2()15-06 .. Q:t 

rn-11:!~=- ,Ji., system ni: me~hocl f::>r netv-lork act;ess prr.nectlon exectiteu step$ for rnG:eivlng, at a serve~~ an 

Gcce$S rnqu~st foe· ac~fjSS ~o fft :eQ.~r :">ne n~rwork ~e$:">w·ce frr:m ~ cn~m m:ech:nfj, ~h~ :ecc~ns rnqu~st 

lndudlng 3.CCi)wnt 3.l.1hentlc3.tlon lnfa-m~atlon c,)n1prlslng an :scca-unt !dentlt1er and p3.ssword, obtulnlng ... 

Priority 2010·03-11 , >'il,,d 20;0-1 H\l • Gmnt<>d 2()14-10--:t; , P!!blish,"1 2014-Hl-21 

.Si:n:ls;- Systems, rf:etht,d$, Q.mJ :eppa~Q.W~. im;luding corf:ptne~ progrnms em;:">ded on corf:pute~ $"tr;rnge 

medl:e, fm· d~r~cting :nsider f~Q.Ud. Onf! me~hod lncludfjs ldfjntifylng one or H:(.ff~ lns:dfje· thrnat d~~~r;tlon rn:~s 
for an emerpr:ue and ::>bta!ning behavk.xai data f::>r an Enterprise lns!dEr frGm rr:u!tlp!e behavbra: ... 

Proci~Ss contro~ soft-.. ,v.ari~ Si:::cudty arch~ti~Ctur{:~ bas~~d on ~{:~-:~st prh..-~~{:~!]{:~S 
dZ:- l~X ~·\r r~. (,~ •' {;':,C ____ i~n:~-----· -- :.·~-;:AL>~' r~t':<-- .f.4.$~>>,~'S.~~ .. :-~ --.. 
Pric,rity 2014-07-25 • Filed 201 S-07-24, Grnnted 202()-QJ-13, Publisl;ml 2020-03-13 

s:mHt-r A pe·:">ces$ cr:mn.1! $)'~~~m soft-,.vQ.re necur:ry an .. ":h:r~cture thQ.~ H:(;rn effactivfj:y prorfjcts ~gGlns~ 7-f!n)-day oe· othei: 

typf:S cf m{3h,v:sre ~tt.:1c:ks, en{3~:-Jnng thG use c,f 11minlm:sl pr1v:k:gt1i' when r:xecutiflg :s.pp!lc::s.t:cn~ and ~t1rv:cr:s :sre rnrmlng 
wathin a compt,ter tfov:c<J. ·rhe l,;ast p,ivileg,; bas,;<J archite,;Wre .,, 
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Priority 100€Hl3-26 • >'il,,d lQ;<J-()4-19 • Publi&hed 2019-(lS·OS 
.s1:n:!:::,,. System~ and m€~hocls for tmp:ementtng content streaming. and rmtwGrk secur:ty !rn:tlde ~ chtp Qf 

imslde;; corr:ptnlng devlr;e Q.~e dls-..~:osed. In ex~mpla~y ~mhodimem$, Q. ny~~~m cr:mpri~fjS Q. r;:">mmtmk~fftlon 
ch!p zmd a fmcond pm,cesfSa-r. The communlcutlon chlp comprl&es u router :snd fmcurlty" lrm1rnctions, Th€:- ,, 

Ca!cuta"Un{] qu::.~nUtat~v(~ ai1S(~t risk 
'{{Z- n ~+ :~ N c ___ 1:._~2_.__'i __ ::~:2:2 ,. -i.,yv,•v ~: -t,t~s'"·h" --, ... ,.,.,, .. \:.:.-t.,,, : ... "c,,\••~, ·n.,__ 

rr,mity 2!l12-01··1g, Filed 2011-(ll-;g·Gmm,"11013-"11-26 • >'ublid1<>d 2()13-11-26 
rnm:!,3:- A standoHJlzed \"U!n~rnhl!iW sc:..,~e ls ld~l')ilfled for ;,; perfa.":u!;;r \"U!n~rnhl!iW :n a plumm;l of known 
\"U!n~rnhi!h:~s, ~h~ standoHJlzed vu!n~rnbl!ity sc:..,~e h')dk.~;;rlng a ,elfftlve !ev~! of risk :ess(H;lated w!th th~ 
partk:u!ar vu!nerabi:Jty i:e:atlve other vti:rmrn.bmtles, A vu:nernbll:ty cletectk1n . ., 

·" Priority 2()1 fH.17-2: • >'ii,;d 20' :Hl6-: 5 • Publi~hed 20: 5-12-31 
.Si:n:ls;- A ~H.fWtisomcing :(;g ena:ysi~ sy~rfjm and mfj°U~t.."n.1s :-..,, µrmemlng coH:putfjc·s and net~lH.frkn fr:">m 
ma:wart1 sttsc~s by ana!yzlng data k;g lnformat:cn c,btalned frcm ~ plum!lty cf client nr:twork Ttsf: db:nt 
rmtwQrks are assnc=ated wlth a $flt of network emi~=es repi:e$enting a p:manty nf bti$lne.isu uni~.is or., 

Gross--usiff corn:::!atk)n for di::!ti:::ct~ng ~~ervi!r<~~d~ rnu!t~--targi:::t ~ntrusjon 
\g(. l.xj ?:< • -~-:....:. .... :~~~::~)..:.~~~.-. c .: •• :.Ft.' •<n. J·~.f 2 ::. ~\::.:. :e .. h:' ):vJ: :.c~-..:.r:-;~h"Cnt :. .. ~. 
Pr\orlty 2012-06~0~ .. Flled 20':2~06-05" Gm.nt\?.d 2015--11-24 .. Pub!lfShed 2015-11~24 
m~~:!;;ir Technc,logler~ am gent:rnny desr;rlbed for t:me-cOfft":!at:ng ~dmlnl~trntlve r:ventr~ ~vlthlfl vlrtual 

m.:1chlne~ ot' a d.:1t.:1center ar;rc,~s mafly ur~t:rn snd/or deployment~. :n ~nme eJtamp:e~, the corrt:!st:cn nf 
admlnlstrntivfj evfjnts enGble~ thf! de~~r;'fo)n :..,f ~on-lluen~fjS :..,f rnp~fftfjd tmU$Ua! ~\fems th:ei n-:ay lndi~fftfj ... 

S:-/stt!rn :and rn:£~thod for raci~jtaUntJ rn.ah~·an~ scann~ng u~dnf~ rt~putaUon ~ndicators 
~VO~,~~ \.~S: c:~ .JP K~ .~u S~tu:31;:;..- it ~tu SG .- .. :PtS~n 7-·~84&~? .- ::: ,:; .. :f :;: :., :•~:. :·:-f .:: -1.· . .:; .•• < :·> "'J >· F" )~.· ,, t-:~ 

rr,mity 2()13-09•-:n, Filed 2014-(l':!·25, Gmm,"1201€Hl4-25 • >'ublid1<>d 2()16-04-,'5 
rnm:h-x Memm}~ A c:Jf!nt system :ndud:ng at i~Gst nne her::-3'•,.v~r~ pc·:">ceS$:">C" t..-=:..mn~r;if!d tn th~ memmy W)d 
rx,nflgur~d i:"> run Q.n :ent! ·mQ.:warn ~ng:ne, ihe ~ml-meh..vm·fj englnf! conflgured t:.., H:(;nlioc· ma!:(;lous oct:v:ry of 
a Wrget pr::>Ce$S rhe Wrget pr::>Ce$S !s exer.:uted nn ~he c!=eni sysiem, and the WrgEt pr::>ce.isu .,. 

Priority 2()1fHJ4-13 • >'il,;d 20'8-10-:9 • Publi~hed 20:9-10-1 "J 
.Si:n:ls;- A :fjdgei:- s~or~n ch~ll') of CU$'Wdy :nf(;rmorbl') for fl!~$ through:..,u~ Gl') emerµr:$f! ne~woc·k. ::iy ldem::;llng 

me~ wlth a homck;gn,us ldt:ntltler ~uch a~ a fuz1:y ts~sh that pt1m-:lts pb:cewlse r:va:!..mtlnn of slmHarlty, the 
!edger can be used ~o track a chair:. ::>f cus~:..,dy over a sEquencE ::>f changes in content ., 

Top 1000 results by filing date 

I mHfHt l_k_'_k_'_k_'_t_. ~\; w_:_L_:_L_:_.l_:_:_ t} 

oo w J/ ½~@ 

Relative count of top 5 values 

Assignees 
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PE2E SEARCH - Search History {Prior Art) 

Ref# Hits 

L23 46 

L24 13 

L25 121 

03/05/202212:05:57 PM 
VVorkspace: 16362167 

Search Query 

(Artificial Intelligence) 
More Like: 
US-2020030207 4-A 1 
Text: 
(WO-2019200317-A 1 
OR US-10558797-B2 
OR CN-109597822-A 
OR JP-2020509511-A 
OR US-9485271-B1 OR 
US-20200007539-A 1 
OR US-20180007069-
A1 OR US-
20180046796-A1 OR 
CN-110968888-A OR 
US-20200259836-A 1 
OR US-11165788-B2 
OR US-20210084049-
A1 OR JP-2019057133-
A OR CN-110765488-A 
OR CN-110928880-A 
OR US-11176276-B1 
OR DE-202018106629-
U1 OR CN-110851847-
A OR CN-110674140-A 
OR US-9219728-
B1).did. 

L23 AND key 

(holdback OR (hold$ 
OR held OR keep$ OR 
kept) ADJ back OR 
withheld OR withhold$) 
near2 decrypt$ NEAR 
key 

DBs 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 

Default Plurals 
Operator 
OR ON 

OR ON 

OR ON 

British Time Stamp 
Equivalents 
ON 

ON 

ON 

2022/03/03 
11 :51 AM 

2022/03/03 
03:35 PM 

2022/03/03 
03:48 PM 
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L26 88 

L27 6169 

L28 1 

L29 1 

L30 7 

L32 30 

03/05/202212:05:57 PM 
VVorkspace: 16362167 

(holdback OR (hold$ 
OR held OR keep$ OR 
kept) ADJ back OR 
withheld OR withhold$) 
near2 decrypt$ NEAR 
key 

(return$ provid$) near2 
decrypt$ NEAR key 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH (scar$ rank$) 
WITH threshold 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH (scar$ rank$) 
WITH threshold 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH (scar$ rank$) 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH threshold 

PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/03/03 
03:49 PM 

2022/03/03 
04:52 PM 

2022/03/03 
04:54 PM 

2022/03/03 
04:54 PM 

2022/03/03 
04:54 PM 

2022/03/03 
05:05 PM 
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L33 1438 

L34 35 

L35 19 

L36 10 

L37 4 

L38 9 

L39 46 

L40 121 

L41 1 

L42 2 

L43 30 

L44 52 

03/05/202212:05:57 PM 
VVorkspace: 16362167 

((("Fortinet") near3 
("Inc"))) .AS ,AAN M. 

((("LITTLE") near3 
("Matthew")) OR 
(("GRAVES") near3 
("Jamie")) OR 
(("LEONARD") near3 
("Carson"))).INV. 

L33 AND (behavior 
NEAR pattern$) 

L33 AND (behavior 
NEAR user) 

("20180069881 "1"20180 
351979"1"8595497"1"88 
87274").PN. 

(pattern$ histor$4) 
near2 user near2 
(behavior behaviour) 
with (file near2 access) 

(pattern$ histor$4) 
near2 (behavior 
behaviour) with (file 
near2 access) 

user near2 (behavior 
behaviour) with (file 
near2 access) 

(cryptograph$2 crypto) 
with wrapper with 
encapsulat$3 with file 
with encrypt$3 

(cryptograph$2 crypto) 
with wrapper with 
encapsulat$3 with file 

(cryptograph$2 crypto) 
with wrapper with file 

(pattern$ histor$4) with 
user with (behavior 
behaviour) with (file 

EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/03/05 
11 :53 AM 

2022/03/05 
11 :53 AM 

2022/03/05 
11 :55 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :56 AM 

2022/03/05 
11 :57 AM 

2022/03/05 
11 :57 AM 
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near2 access) IBM_TDB) 

L45 225151 (G06F21/6218 or (US-PGPUB; USPAT; 
G06F16/182 or USOCR; FPRS; EPO; 
G06N20/00 or JPO; DERWENT; 
H04L9/0819 or IBM_TDB) 
G06F21/602 or 
G06F21/316).cpc. 

L46 11 L44 AND L45 (US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

L47 106 (pattern$ histor$4) with (US-PGPUB; USPAT; 
user with (behavior USOCR; FPRS; EPO; 
behaviour) same (file JPO; DERWENT; 
near2 access) IBM_TDB) 

L48 41 L47 AND L45 (US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

L49 5 user same (access (US-PGPUB; USPAT; 
near2 request) same USOCR; FPRS; EPO; 
(file near2 access) JPO; DERWENT; 
same (risk near2 score) IBM_TDB) 

LSD 262 determin$6 with user (US-PGPUB; USPAT; 
near4 locat$3 with USOCR; FPRS; EPO; 
based with ip near JPO; DERWENT; 
address with request IBM_TDB) 

L51 21 determin$6 with user (US-PGPUB; USPAT; 
near4 locat$3 with USOCR; FPRS; EPO; 
based with ip near JPO; DERWENT; 
address with (access IBM_TDB) 
near2 request) 

L52 58 determin$6 with locat$3 (US-PGPUB; USPAT; 
with based with ip near USOCR; FPRS; EPO; 
address with (access JPO; DERWENT; 
near2 request) IBM_TDB) 

L53 0 correlat$3 with locat$3 (US-PGPUB; USPAT; 
with based with ip near USOCR; FPRS; EPO; 
address with (access JPO; DERWENT; 
near2 request) IBM_TDB) 

PE2E SEARCH - Search History {Interference) 

There are no Interference searches to show. 

03/05/202212:05:57 PM 
VVorkspace: 16362167 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/03/05 
11 :58 AM 

2022/03/05 
11 :59 AM 

2022/03/05 
11 :59 AM 

2022/03/05 
12:00 PM 

2022/03/05 
12:00 PM 

2022/03/05 
12:00 PM 

2022/03/05 
12:00 PM 

2022/03/05 
12:00 PM 

2022/03/05 
12:01 PM 
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(file} (user) (file access) (access request) (risk score) before:priority:20190322 

Pr'ority 201!l-!l4" 13 , med 20: 9-04"' 2 , Gnmt<Jd 2()2'-f.18-1 G , >'ubli51wd 202:-09-' C 
A$ one m;l')-:imi~:ng e1<omp:e .. ::;tet:c po!icl~n may he Q.$:Cdgn~d i:"> ~~:s ~f f'H$!1S amJ dete. r:venh; ll')vt,h:'ing 
m-t:1&' and data may be nlvseNed by sEnstxs, . ., .g., S.\?hei:e no authen~=catlnn ls reqti=rEcl unk:-us ~ r~&'k swr~ ::>f 

oth<>r ris!.r as~,;as,sm<.m, oori\ek1 t')f th<> lik<> migg<1str; that th<> !!$!'if m d<1v!o<1 r<.{l!Je!IS>th11, . ., 

Sysli!rn ;:ind rn{:~thod for- s~~c-udn9 ;:u1 i!nterpr~sr:: cornputijn9 ~nv·konn)i!nt 
~VO~:~ tJ~ CN .. §..~~:U~2S~(l~~!::tt~ •' fg{:\·Stlt{:\~ •' .:ilf..t1~-;~~'-.~~~; 
>'riority 201 5-f.:2·24 , Filed 201 M.12·24 , Grnfltml 2021-03-0\i , Publ'shed 2021-f.:3·09 
.,, ln the ~mlfa~d ~ecurlty mode! ls u~t1d to gGflt1rn.te at lt1ast onf: ot' an .:1pp!:c.:1tlnn :ra:k:x . .:1n app!lc:atlcn rtr:i~ f&th~g. ~nd a ~~&f 

r~&'k r~~~fCQ, .... sm::h as ·m~ up:nad$ and downk~acls, ~hat ::>:::cti, Qn the enterprlse network and f::>rwai:t.i ~hEse events ~Q SlEM 
2712. ln son1€:- carms, ~ssr 2704 muy !3~t-::®!SSf ,, 

Pr:orily 1011'Hl2-26, >'il,,d 2(i;7-()2-23, Gmnt<>d 2D2G·OH4, P,iblish,"110:t(Hl1-14 
,.. that prt..wldes the app!lcatiQn, a ,riEclla a.-;ceS$ :::ontro! (MAC) addresu of a dev!(:E t.1sed to 30-c,~s:s 1~~ 

appik&tim1, arid o.is,;ar 'riformati::m Bbc,ut a ltS>l!f c.f ... ) lo spec'fy :nforrnBtim to ide11l'fy :og l'il>l!s. Fe,, ,;xBrnplt!, 
{3 ussr may pn~whit! s ~OUff'.:~ of lc,g fi~®::3 ~nd/c,r lnt'txmatlon ~~::3!o k,g fl~~. Leg ~~S!S °' 

Pr,mity 2D17 ·0R23 , Filed 201 S{lS-25 , Gmm,"1 10:t; • ·11-02 , >'ublid1<1d 2()21 • 1 H)<' 
gf!neP,,~lng e rt:s~ soom ft,~ ~h~ set :..,f ~(;tlons lndk~Q.~:ng a d~gr~f! nf r!sk es~or;iated with ~h~ se~ of or;tlons Gnd 

f indl:::at!ng a !ike:!hQQd that the .. , i ~~s nwHit;s, network downlQacl/up!::>ad me~rics, appl!catlon metr!(:5 
i ~ · f (t1,g" us®. op~rstlons, funr:tlons, t1tcJ, lP ~ddrnssf:S ur~f:d to ~~&S!:l ShS! ''" 

fvlulUdkrH:::ns~oru~I risk profiHn9 for ni::!t\•vork aCC'i~Ss c-ontro! of rnobi~~ d{:nt~C'i~S ,,, 
U$ " t-,!~:U{::~::~~f:"A~.§Q C, /!..t*lf}a\,' l~/!.,:,..3~3..'.\L .. Zs:..-:;ilt":t:. lfK":. 

Pr:ority 20H:·OS-12, >'il,;d 20H,·12-:3, Gmnted 2019-03-0l:, ::.ut;lish<Jd 2()1's•03-G6 
"' to~~~ thf! n~~work rn~ource b~ned :..m rhf! p:..,s~ur~ de.ta; rhfj res-..,u~~fj risk compris~s pm~nrlG: nf th~ 
netwQrk rnsm.irt-:E t::> cauue da,riage; ~hE ~js,sr ... resources ~h,Qugh the doud baued se:::urtty syswm, 
pl3riormlng 3. rr:ultldlm~nsion3.! rl$k arn:~Jys\s b;srmd on th€:- devic~ fmgt:rprln1 :snd t~m r~sk Sm1mt ;md ... 

Ri:::d~n1ption: f~{:~,:~l.,Un)i! proti!Ct~on ag-:~~nst n~nsornv·itffi! at ~~nd--ho~~ts 
·:-. V·Q ·~ ,,.:> "\'«. ~ ;:Ff~; 's< .)•~~ ~ t:·>:· 1:c .. \ •' ~-,,·u.~•,~.1 ·.:.mv. 

0 )mv~~~-·um .y~ ;:.t.'$".,'-"L•··.._z. ·n~ ... 1 ~.:-:.:.":h, :,:.,.·v ·-..r,s, .:-:.n,.5~,: ·:s•~f•S 

Pwblish,;d 20' 7 
... ii~t the fii<.~ and r<.{l!Je!IS>t =<'>ss w !'ilas. n,,,mfom, th,; \(\d<>lla .,c "ma by mqu.istirie(l wri1e ""'~~$ to fii<.~, updMii;g 111e 
~H~. , .. where read operations arn rsqu-s&'t~rl lmmedlate!y after wi:i~e . ., 

S:-/stt~rns and n1t~thods of rjsk basi~d nJ~:£~s for appHcaUon contro~ 
• X •' ;'$.,:1ns~~~1L3:~·: ~ ::·,; .._:: ~-•\ < \f~-, •' P:\.:'):.m,.\, ... r.> S., 

0

h.;d~": .• ,.:-;, 

Prlnrtty 2013-0'2<2.S" Ft!Ed 2tr: .. ~-0:l.-1B "Granted 2016-10-1": "::Jtib!lshed 2016-10-11 
, .. ac~:cn~ ot' lnr~t.:1~c:~s cl t1xer:utabler~ lndmilng lnfr;rm.:1tlon regardlng :s.n {3pp!lc{3tlc,n lnltl~tlng ~he f:xecut~b!e 
lnstam;fj, ~~~ pmt.~s1 $$~~$!: r~u.a~m~ ... , :n snm~ n:">nnm:rlng €11'.'Gmp:e~. may control nfj·twmk (Jf nysr~m 
righW to di5able ;,ppl:c;,l'ons or ft!,;asi con5idered lo tie wlnensbl,;, BIWr us<or r:ghl5, ... 

P,:orlty 201 '?'-05-og" fl!ed '201 'l-06-09 "Granted 2019-0'2-2.6" Pt.1b!ished 2019-02-LC 
If;, virus were tc- uti:iw :sn ,;xploit inste;,,:J ot disgwis:ng itself ir; order io gel a t,irget \li>l!f to ,icc,;pt the ft!,;a 
trnnsf~r. a dmi!~fj ~l .. •hlch l$ :n " "" A m~~h(;d :nc:i;df!S'. rnr;eivlng Q. ~~fj*St ~9~~~~Rg *{X..~S b;l a fas~ r;omputing 
clev=ce {e.g .. a ,riQbHe dEv!cE ::>fa ms~r) ~Q a se,vl:::e: ln response ~Q . ., 

Prinrtty 2018·01.··07" :-'t!~d 20": 8"{l2.•07" Grnntf!d 202:i-02-16 .. Pubnsh~d 202": ·0-J•:: 6 
... r~ijU®stfniJ m.!OS&s to ;s den!ed n~two,~ loc;stli)ft :n ;3n ~rr:bodlmt:n1, th\?. lnform3.tlon ,eceh?€:-d from 1he 
focHlW may br: a cr;mm~nd or a comm:s.nd fl~!:!. ''" m:s.y gt1nemHy cc,~trc,; ~~st~ ~~S!s 708 basGd on sn 
exp::>sme utate, a set-:urlty s~a~E. nr nthe, c::>nte~.~ ut.1ch as the ~&'~r ::>fa canlng process or the ... 

Netskope Ex-1002 
Netskope v. Fortinet IPR2026-00474 

Page 00204



Pr'ority 2017-06~22, med 20:!Hl6-''l, Gnmt<Jd 202,-11-10, >'ubli51wd 202:-11~'f.: 
.., r~t.:1tlstlcs (lnc:udlng suerr:ptr~ and r~uc:cer~$eS_}, ~~* o~raik~~!o, S'e*t"!S::3 mt:trlcs. nettlfJf~ dovlnk1:s.d/up!c{3d 
me~rir;s, appl:ca~=on rr:etr!C$ {e.g., use, . .,. wslng the acilvi~li data. ::>ne Qr rr:oF: rlsk 5G:ores fQr ~he one or morn 
users: deterrr:!n\ng 1hat ;s r~Sfk S*~m of sald one or m,)rn rlsK $Cores for u us-:.H,.. 

Kt~y thnJttHnt} to n1nit}ate unauthor~zi~d fHt~ acctH~s 
, X •' ~ ·~\t·)> ":::3/T"' > R.-.> -~t":,. ~-\>: s:p~·:-'v2 x Svp~·v" •. :i·n·,·v-(• 

Prlnrtty 2016-06-10" Ftk:-d 20":9-10-01 "Granted 202.1-04-13" ::Jtib!lsfwd 202-:-0 .. -:.-: 3 
1 :J2. cc,mputlng m~ntucer~, :nclud:ng ~uthentlc~tlon, ltweis of accesr~, risk ~ss&"osm~mt, ~nd ur~~ge hlstnry 
rrnd:Jng; ru!e~ ·far whGn en ~(;tlon l~ not "' may lncli;dfj trens~rlhlng ~h~ flnit rm~ :">'f thf! pli;rn!lty (,:d m~ fur 
~ss t.1sing the fast key. lf the ·m-t:1 ls in ~js-t:1 by the process and thuu ln a .. 

Pr:orlty 2014-0/-0/" fl!ed '201 S-0/-0i'" Gn.=mted 201 /-0:t-1: ~ Pt.1b!ished 2017-0/-":-: 
;, .An integrnted $}'Sten1 cou!d be dep;oyed. t'or ex;3mple, ti) secwm phy$lcal ucce$S to ;3 fucHltf. ;3 user's c;sr. 
a~r;f!ss to cr:mpm~r m$!1s. f(H w,amp:fj, ..... and the r-R$!:k :s~r-$!1, de~~rH:lnlng ~ lev~l r:f at~(;f!ss ro he prrNlded ~o 
the us~r-; and prQvlding accE5S tn ~he detei:mined !eve: Gf accesu to the ~$ler. 

>'rimll)' W16-(l,!-2:t • :-ll'c'<J 20' 7-(14-1)5 • GrnnU,d 2(1:t·: • "11-01 • Publish<eld :m2, -11--1;:t 
m,iy g,mensl:y cc,r;trc,; =,;,ss tc l'il>l!s 708 based or, sn ,;iq::oswm stste. a s<Jcuriiy ~late, o, c,tlmr contmct such 
{3~ the ~ .. h"oS!f ot' a c;:1;!lng prc,cesr~ or the°' r®qu~!oSSr~g a~t"!S:=3 tr; a denlt1d m~twtxk k;catlon, l~ an embodiment. 
the lnformatlon rer;eh1Ecl from the fad!:ty rr:ay bE a cGrrirrim1d or a command~~~-

Pr:r,rity 2Cl16-!J4-21 • >iled lO:tHJ7-(l!l O F'o;~lish'c'<J 2011··11-()4 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Fortinet, Inc. Examiner: YANG 

First Inventor: Little Group Art Unit: 2493 

App. No.: 16/362,167 Conf. No.: 6553 

Filed: March 19, 2020 Docket No.: FORT-031800(18167) 

For: DETECTING ACCESSS POINTS 
LOCATED WITHIN PROXIMITY OF A 
COMPUTING DEVICE FOR 
TROUBLESHOOTING OF A 
NETWORK 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

AMENDMENT AND RESPONSE TO OFFICE ACTION 

Sir/Madam: 

In response to the final Office action having a notification date of March 

10, 2022 (the "Office Action"), the Applicant respectfully requests the Examiner to enter 

the following amendment and to consider the following remarks: 

Amendments to the Claims begin at page 2 of this paper. 

Remarks begin at page 7 of this paper. 
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Amendments to the Claims 

1. (Currently Amended) A method comprising: 

obtaining and storing, by one or more servers associated with an enterprise network, 

information regarding historical user behavior of a plurality of users of the enterprise 

network by observing file access requests initiated by the plurality of users; 

receiving, by the one or more servers, a file access request initiated by a first user 

of the plurality of users, wherein the file access request relates to a file stored within the 

enterprise network in encrypted form; 

responsive to receipt of the file access request, determining, by the one or more 

servers, a risk score for the first user based on a plurality of factors, including information 

regarding historical user behavior, the file access request and observed data determined 

based on the file access request; and 

based on the risk score, permitting or denying, by the one or more servers, access 

to the file by returning a decryption key for the file or withholding the decryption key,. 

wherein said permitting or denying comprises: 

when the risk score is less than a first threshold, returning the decryption 

key and providing full access to the file; ana-
when the risk score is greater than a second threshold, withholding the 

decryption key; and 

when the risk score is between the first threshold and the second threshold, 

returning the decryption key and providing limited access to the file. 

2. (Previously Presented) The method of claim 1, wherein said determining, by the one or 

more servers, the risk score for the first user comprises evaluating the file access request 

with reference to a model of user behavior developed by machine-learning. 

3. (Original) The method of claim 1, wherein the information regarding historical user 

behavior includes for each user of the plurality of users: 

- 2 -
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historical data regarding general file access, including one or more of a number of 

files accessed by the user over a predetermined period of time, types of the files accessed, 

and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files. 

4. (Original) The method of claim 1, wherein the observed data includes a current location 

of the first user as determined based on a source Internet Protocol (IP) address contained 

in the file access request. 

5. (Original) The method of claim 1, wherein the observed data includes a status indicative 

of whether the connection through which the first user initiated the file access request is 

trusted or untrusted. 

6. (Original) The method of claim 5, wherein the connection is trusted when the first user 

is on the enterprise network or accessing the enterprise network remotely via a secure 

connection. 

7. (Original) The method of claim 5, wherein the connection is untrusted when the first 

user is not on the enterprise network or accessing the enterprise network remotely via an 

insecure connection. 

8. (Original) The method of claim 1, wherein the encrypted form involves the file being 

encapsulated in a cryptographic wrapper. 

9-11. (Canceled) 

12. (Currently Amended) A non-transitory computer-readable storage medium embodying 

a set of instructions, which when executed by one or more processors of one or more 

servers associated with an enterprise network, causes the one or more processors to perform 

a method comprising: 

- 3 -
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obtaining and storing information regarding historical user behavior of a plurality 

of users of the enterprise network by observing file access requests initiated by the plurality 

of users, wherein the information regarding historical user behavior includes for each user 

of the plurality of users: 

historical data regarding general file access, including one or more of a 

number of files accessed by the user over a predetermined period of time, types of the files 

accessed, and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files; 

receiving a file access request initiated by a first user of the plurality of users, 

wherein the file access request relates to a file stored within the enterprise network in 

encrypted form; 

responsive to receipt of the file access request, determining a risk score for the first 

user based on a plurality of factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access 

request; and 

based on the risk score, permitting or denying, by the one or more servers, access 

to the file by returning a decryption key for the file or withholding the decryption key; 

wherein said permitting or denying comprises: 

when the risk score is less than a first threshold, returning the decryption 

key and providing full access to the file; aoo-
when the risk score is greater than a second threshold, withholding the 

decryption key; and 

when the risk score is between the first threshold and the second threshold, 

returning the decryption key and providing limited access to the file. 

13. (Previously Presented) The non-transitory computer-readable storage medium of claim 

12, wherein said determining the risk score for the first user comprises evaluating the file 

access request with reference to a model of user behavior developed by machine-learning. 

14. (Canceled) 

- 4 -
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15. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

the observed data includes a current location of the first user as determined based on a 

source Internet Protocol (IP) address contained in the file access request. 

16. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

the observed data includes a status indicative of whether the connection through which the 

first user initiated the file access request is trusted or untrusted. 

17. (Original) The non-transitory computer-readable storage medium claim 13, wherein 

the encrypted form involves the file being encapsulated in a cryptographic wrapper. 

18-21. (Canceled) 

22. (Previously Presented) A system, the system comprising: 

one or more processors; and 

a non-transitory computer-readable storage medium coupled to the one or more 

processors and embodying a set of instructions, which when executed by the one or more 

processors of one or more servers associated with an enterprise network, causes the one or 

more processors to perform a method comprising: 

obtaining and storing information regarding historical user behavior of a 

plurality of users of the enterprise network by observing file access requests initiated by 

the plurality of users; 

receiving a file access request initiated by a first user of the plurality of 

users, wherein the file access request relates to a file stored within the enterprise network 

in encrypted form; 

responsive to receipt of the file access request, determining a risk score for 

the first user based on a plurality of factors, including information regarding historical user 

behavior, the file access request and observed data determined based on the file access 

request; and 

- 5 -
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based on the risk score, permitting or denying, by the one or more servers, 

access to the file by returning a decryption key for the file or withholding the decryption 

key, wherein said permitting or denying comprises: 

when the risk score is less than a first threshold, returning the 

decryption key and providing full access to the file; aoo-
when the risk score is greater than a second threshold, withholding 

the decryption key; and 

when the risk score is between the first threshold and the second 

threshold, returning the decryption key and providing limited access to the file 

23-24. (Canceled) 

25. (Previously Presented) The system of claim 22, wherein the information regarding 

historical user behavior includes for each user of the plurality of users: 

historical data regarding general file access, including one or more of a number of 

files accessed by the user over a predetermined period of time, types of the files accessed, 

and applications used by the user over the predetermined period of time; 

historical data regarding observed locations of the user; and 

historical data regarding observed times at which the user accesses files. 
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Remarks 

The undersigned respectfully requests reconsideration of the above-captioned 

patent application in view of the following remarks. Claims 1-8, 10, 12, 13, and 15-25 

were pending. Claims 1, 12, and 22 have been amended, claims 10, 14, 18-21, and 23-24 

have been canceled. Hence, claims 1-8, 12-13, 15-17, 22, and 25 remain pending. 

Claims 1-3, 5-7, 10, 12-13, 16, 18-20, 22-23, and 25 stand rejected under 35 USC 103 as 

allegedly obvious over a combination US Pat. Pub. No. 2019/0319945 (hereinafter 

"Levy") and US Pat. Pub. No. 2004/0221172 (hereinafter "Stamos"). Claims 4 and 15 

stand rejected under 35 USC 103 as allegedly obvious over a combination Levy, Stamos, 

and US Pat. Pub. No. 2014/03100779 (hereinafter "Lof'). Claims 8 and 17 stand rejected 

under 35 USC 103 as allegedly obvious over a combination Levy, Stamos, and US Pat. 

Pub. No. 2005/0229258 (hereinafter "Pigin"). Applicant respectfully amends in part and 

traverses in part to overcome the rejections. 

Claim I has been amended to include the limitations of original claim 10. Thus, 

as amended claim I sets forth a method that includes, inter alia, determining a risk score 

for a first user based on a plurality of factors, and based on the risk score, permitting or 

denying, by the one or more servers, access to the file by returning a decryption key for 

the file or withholding the decryption key. The permitting or denying includes: when the 

risk score is less than a first threshold, returning the decryption key and providing full 

access to the file; when the risk score is greater than a second threshold, withholding the 

decryption key; and when the risk score is between the first threshold and the second 

threshold, returning the decryption key and providing limited access to the file. 

At the outset, it is noted that Levy and Stamos are not properly combinable as the 

combination would render the system of Stamos inoperative for its intended purpose. In 

particular, Stamos discloses that a centralized document storage with centralized access 

control requires "overhead [that] can become cumbersome ... " Stamos at U0009-0013. 

To avoid such cumbersome implementations, Stamos expressly implements a system that 

avoids the use of prior art authentication, but rather simply provides a decryption key 

based upon "the sensitivity of the information stored in a document, [and] also based 

upon a proposed action to be taken with [the document]." Stamos at U0014-0018. The 
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proposed combination of Levy and Stamos not only does not render the claims obvious, it 

would result in the cumbersome system that Stamos was expressly trying to avoid 

rendering it inoperable for its intended purpose. It is noted that the Office Action 

specifically relies upon the disclosure of Stamos that is expressly disclosed as not 

included in Stamos to avoid being cumbersome. See e.g., Office Action at p. 6 citing 

Stamos at <]{<]{0008-0009. One of ordinary skill in the art would not be motivated to 

combine references in a way that results in a situation decried by the combined reference 

itself. For at least this reason, the rejection of claim 1 should be withdrawn and the claim 

allowed. Such allowance is respectfully requested herein. 

It is noted that the Office Action specifically relies upon the disclosure of Stamos 

that is expressly disclosed as not included in Stamos to avoid being cumbersome. See 

e.g., Office Action at p. 6 citing Stamos at U000S-0009. Again, one of ordinary skill in 

the art would not be motivated to combine teachings of Stamos that are "cumbersome" 

and unnecessary. 

Further, even if the cited references are properly combinable, which they are not, 

the combination does not render claim 1 obvious. In particular, Levy is limited to 

disclosure of use of an "additional authentication factor" where a risk score is "below a 

threshold such that it indicates that the user and device are safe". Levy at <]{0213. In 

contrast, where the risk score is above the threshold, "the additional authentication 

factor" is withheld. Id. In all disclosed implementations, Levy specifically compares the 

risk score with a single threshold yielding a binary access result. Levy at <]{<]{0211-0213. 

This is in stark contrast to claim 1 where two thresholds are used to differentiate between 

a non-binary result set: (a) providing a decryption key and providing full access to the 

file, (b) not providing the decryption key, and (c) providing the decryption key yet 

providing only limited access as set forth in claim 1. Stamos does not disclose, teach or 

suggest a cure for the defect in Levy, and indeed is not even alleged to do so. It thus 

follows that the combination of Levy and Stamos does not disclose, teach, or suggest 

each and every limitation of claim 1. For at least this reason the rejection of claim 1 

should be withdrawn and the claim allowed. Such allowance is respectfully requested 

herein. 
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Additionally, each of claims 12 and 22 includes a limitation similar to that 

discussed above in relation to claim 1, and are each in condition for allowance for at least 

this reason. Such allowance is respectfully requested herein. Further, claims 2-8, 13, 15-

17, and 25 each depend from an allowable base claim, and are thus in condition for 

allowance for at least this reason. Such allowance is respectfully requested herein. 
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Conclusion 

The undersigned respectfully submits that the amendments and remarks 

presented herein have overcome the rejections, and that the pending claims are in 

condition for allowance. Accordingly, the undersigned respectfully requests that the 

rejections be withdrawn and that a Notice of Allowance be promptly issued for the 

pending claims. 

By responding in the foregoing remarks only to particular positions taken 

by the Examiner, the Applicant does not acquiesce with any other positions that have not 

been explicitly addressed. Applicant's arguments for the patentability of a claim should 

not be understood as implying that no other reasons for the patentability of that claim 

exist. The absence of a reply to a specific rejection, issue or comment set forth in the 

Office Action does not signify agreement with or concession of that rejection, issue or 

comment. In addition, nothing in this paper should be construed as an intent to concede 

any issue with regard to any claim, and the amendment of any claim does not necessarily 

signify any concession of unpatentability of the claim prior to its amendment. 

Request for a Telephone Interview 

If the Examiner believes a telephone conference would expedite 

prosecution of the above-captioned patent application, please telephone the undersigned 

at (720) 266-4728. 

Date -~A~p=ri~l =20=2=2~_ 

Respectfully submitted, 

HDC Intellectual Property Law, LLP 

By_~/~D~o~u=g=l=as~M=·~H=am=il~to=n=/ __ _ 
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to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
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National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
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8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
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enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 
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3.0 The allowed claim(s) is/are See Continuation Sheet. As a result of the allowed claim(s), you may be eligible to benefit from the 
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to 
PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 
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1. D Certified copies of the priority documents have been received. 
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3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. 5/5/2022. 

/H.Y./ 
Examiner, Art Unit 2493 

U.S. Patent and Trademark Office 

5. 0 Examiner's Amendment/Comment 

6. 0 Examiner's Statement of Reasons for Allowance 

7. □ Other __ 

/CARL G COLIN/ 
Supervisory Patent Examiner, Art Unit 2493 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220506 
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Continuation Sheet (PTOL-37) Application No. 16/362, 167 

Continuation of 3. The allowed claim(s) is/are: 1-8,12-13,15-17,22 and 25 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

DETAILED ACTION 

Notice of AJA Status 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

The present office action is responsive to communications received on 4/26/2022. Applicant 

cancelled claims 10, 18-21, and 23-24. Claims 1-8, 12-13, 15-17, 22, and 25 are pending. 

Response to Arguments 

Applicant's arguments, filed 4/26/2022, and with this Examiner's Amendment, have been fully 

considered and are persuasive. All previous rejections have been withdrawn. 

Examiner's Amendment 

An examiner's amendment to the record appears below. Should the changes and/or additions 

be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure 

consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee. 

An examiner's amendment to the record appears below (claim 22 should end with a period to 

comply with M PEP§ 608.0l(m)), which is based on claims submitted 4/26/2022. Rest of the claims 

remain the same. 

Claim 22 (p. 6) 

add period 11
• 

11 at the end of the claim. 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

Allowable Subject Matter 

The claims 1-8, 12-13, 15-17, 22, and 25 are allowed. 

Page 3 

This communication warrants no examiner's reason for allowance, as applicant's reply makes 

evident the reason for allowance, satisfying the record as whole as required by rule 37 CFR 1.104 (e). In 

this case, the substance of applicant's remarks in the Amendment filed on 4/26/2022 point out the 

reasons claims are patentable over the prior art of record. Thus, the reason for allowance is in all 

probability evident from the record and no statement for examiner's reason for allowance is necessary 

(see MPEP 1302.14). 

Any comments considered necessary by applicant must be submitted no later than the payment 

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such 

submissions should be clearly labeled "Comments on Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to HAN YANG whose telephone number is (408)918-7638. The examiner can 

normally be reached on Monday to Friday, 9:00-5:00. 

Examiner interviews are available via telephone, in-person, and video conferencing using a 

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use 

the US PTO Automated Interview Request (AIR) at http:/ /www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Carl 

Colin can be reached on (571) 272-3862. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 16/362,167 
Art Unit: 2493 

Page 4 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained 

from either Private PAIR or Public PAIR. Status information for unpublished applications is available 

through Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a US PTO Customer 

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

/H.Y./ 
Examiner, Art Unit 2493 

/CARL G COLIN/ 
Supervisory Patent Examiner, Art Unit 2493 
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Application No. Applicant(s) 
16/362, 167 Little et al. 

Examiner-Initiated Interview Summary Examiner Art AIA {First Inventor 
HAN YANG Unit to File) Status 

2493 Yes 

Hamilton, Douglas 

Date of Interview: 05 May 2022 

Issues Discussed: 

Proposed Amendment(s) 

Examiner contacted attorney to propose the following examiner amendment to fix minor issue and 
expedite prosecution. 

Claim 22: need to add period"." at the end of the claim to comply with MPEP § 608.01 (m). 

/HAN YANG/ 
Examiner, Art Unit 2493 I 

/CARL G COLIN/ 
Supervisory Patent Examiner, Art Unit 2493 

Page 

1 of 1 

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in 
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated 
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04 
Please further see: 
MPEP 713.04 
Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b) 
37 CFR § 1 .2 Business to be transacted in writing 

Applicant recordation instructions:lt is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete 
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete 
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general 
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the 
interview, to include an indication as to whether or not agreement was reached on the issues raised. 

U.S. Patent and Trademark Office 
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20220506 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 16/362, 167 Little et al. 

I Examiner Art Unit 

HAN YANG 2493 

CPC 

Symbol Type Version 

G06F 21 6218 F 2013-01-01 

G06F 16 182 2019-01-01 

G06N 20 00 2019-01-01 

H04L 9 0819 2013-01-01 

G06F 21 602 2013-01-01 

CPC Combination Sets 

Symbol Type Set Ranking Version 

HAN YANG/ 06 May 2022 
Examiner, Art Unit 2493 Total Claims Allowed: 

(Assistant Examiner) (Date) 15 

/CARL G COLIN/ 11 May 2022 
O.G. Print Claim(s) O.G. Print Figure Supervisory Patent Examiner, Art Unit 2493 

(Primary Examiner) (Date) 1 3A 

U.S. Patent and Trademark Office Part of Paper No.: 20220506 

Page 1 of 3 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 16/362, 167 Little et al. 

I Examiner Art Unit 

HAN YANG 2493 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

G06F21/62 21 62 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS SUBCLASS 

CROSS REFERENCES(S) 

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

HAN YANG/ 06 May 2022 
Examiner, Art Unit 2493 Total Claims Allowed: 

(Assistant Examiner) (Date) 15 

/CARL G COLIN/ 11 May 2022 
O.G. Print Claim(s) O.G. Print Figure Supervisory Patent Examiner, Art Unit 2493 

(Primary Examiner) (Date) 1 3A 

U.S. Patent and Trademark Office Part of Paper No.: 20220506 

Page 2 of 3 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Issue Classification 16/362, 167 Little et al. 

I Examiner Art Unit 

HAN YANG 2493 

D Claims renumbered in the same order as presented by applicant D CPA D T.D. D R.1.47 
CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 10 19 
2 2 11 20 
3 3 9 12 21 
4 4 10 13 14 22 
5 5 14 23 
6 6 11 15 24 
7 7 12 16 15 25 
8 8 13 17 

9 18 

HAN YANG/ 06 May 2022 
Examiner, Art Unit 2493 Total Claims Allowed: 

(Assistant Examiner) (Date) 15 

/CARL G COLIN/ 11 May 2022 
O.G. Print Claim(s) O.G. Print Figure Supervisory Patent Examiner, Art Unit 2493 

(Primary Examiner) (Date) 1 3A 

U.S. Patent and Trademark Office Part of Paper No.: 20220506 

Page 3 of 3 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Search Notes 16/362, 167 Little et al. 

I Examiner Art Unit 

HAN YANG 2493 

CPC - Searched* 

Symbol Date Examiner 

G06F 21/6218 21/602 21/316 09/25/2021 HY 

G06F 16/182 09/25/2021 HY 

G06N 20/00 09/25/2021 HY 

H04L 9/0819 09/25/2021 HY 

CPC Combination Sets - Searched* 

Symbol Date Examiner 

US Classification - Searched* 

Class Subclass Date Examiner 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search. 

/H.Y./ 
Examiner, Art Unit 2493 

U.S. Patent and Trademark Office 
Page 1 of 2 

Part of Paper No.: 20220506 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Search Notes 16/362, 167 Little et al. 

I Examiner Art Unit 

HAN YANG 2493 

Search Notes 

Search Notes Date Examiner 

G06F 21/6218 21/602 21/316 09/25/2021 HY 

G06F 16/182 09/25/2021 HY 

G06N 20/00 09/25/2021 HY 

H04L 9/0819 09/25/2021 HY 

Classification with text search. 09/25/2021 HY 

EAST text search (see search history printout). 09/25/2021 HY 

Inventor and applicant search EAST. 09/22/2021 HY 

IDS references considered. 09/22/2021 HY 

google patent and NPL search. 09/24/2021 HY 

Include feedback from SPE. 09/27/2021 HY 

Updated complete search. 03/05/2022 HY 

ip.com patent and NPL search. 03/05/2022 HY 

google patent and NPL search. 03/05/2022 HY 

Updated complete search. 05/06/2022 HY 

ip.com patent and NPL search. 05/06/2022 HY 

google patent and NPL search. 05/06/2022 HY 

Interference search using PGPUB + USPAT with text search. 05/06/2022 HY 

Interference Search 

US Class/CPC 
US Subclass/CPC Group Date Examiner 

Symbol 

G06F 21/6218 21/602 21/316 05/06/2022 HY 

G06F 16/182 05/06/2022 HY 

G06N 20/00 05/06/2022 HY 

H04L 9/0819 05/06/2022 HY 

/H.Y./ 
Examiner, Art Unit 2493 

U.S. Patent and Trademark Office 
Page 2 of 2 

Part of Paper No.: 20220506 
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OK TO ENTER: /H,Y./ 

05/06/2022 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Fortinet, Inc. Examiner: YANG 

First Inventor: Little Group Art Unit: 2493 

App. No.: 16/362,167 Conf. No.: 6553 

Filed: March 19, 2020 Docket No.: FORT-031800(18167) 

For: DETECTING ACCESSS POINTS 
LOCATED WITHIN PROXIMITY OF A 
COMPUTING DEVICE FOR 
TROUBLESHOOTING OF A 
NETWORK 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

AMENDMENT AND RESPONSE TO OFFICE ACTION 

Sir/Madam: 

In response to the final Office action having a notification date of March 

10, 2022 (the "Office Action"), the Applicant respectfully requests the Examiner to enter 

the following amendment and to consider the following remarks: 

Amendments to the Claims begin at page 2 of this paper. 

Remarks begin at page 7 of this paper. 
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sp'c'<;ifled user wilt, the ~1,c<,r ooti«i¥, ~nrJ foi·thm· bas'c'rJ ,)n ;, net~m,J dev:atbn tif th<' !j>l®r W-'!Mfy wilt, rnspr,ct to th<l pfler 
actlvi~li, ThE G:ompme, lmplemenW-tl::m me~hQd ::>f da:rr: .. 

0 

Pr\orlty 2016-06~10 .. Flled 20':9~10-01 "Gm.nt\?.d 2021-04-13 .. Pub!lfShed 2021-04,13 
. whr:ff:ln trm lndk.:.:1tlon of cr;mpff;mlse l~c:!udGs s ~~~m c,f ~c:ce~s to trm files lnd:c.:1tlng pctentl~Hy 
ma:lG:!tRI$ automated fl~~ ~~R 0. rhe rr:e-thod r:f dakr: .. ~. Vlhere-ln thE lndk;atl::>n nf t;orr:promlse lndudEs 
acc\?.&S to u number c,f f!es bt:yond a predet\?.rn1\ned thr0r3hoM w\thln ;s pmde1ermlnl3d tlme ... 

Priority 2()17-01<3G • Fll<:d 201 S-12.·: 3 • Granted 20:W-03-31 • "'tiblish,;<J 2()20-03-3: 
14-06 whh cc,mparlng thr: subr~f:t nf the thre{3t lndlc.:1tr;r c.lata sg{3lnst pre-cc,ntigured ~~tt!:r~~ or pre- r~f:t mler~ 
Gsso~leted with ~~r;h c~ridldate ~~~r~ot. :-'or exmYip!e, en :rin:d~, ~~~r~ot may t:fj aS$:"JC!a~~d wi~h knowri ~t*r~s 
h:fontit:ed by s,;curity t!Xperts and themfom tie as~ociBted with pm-set rnlt!s. 

Praority 201 $-O!l-31 • ,,·iled 10: ll-()6-22 , P•;blisii<:d 201 S· 10-1 ll 
18. The rn,;ttmd of claim ' fmther cc,mprising: deterrni11'rig that ;,r; ev<JN ot which the foawm is a part as an 
amm:Gly t:Gsed (,n e rarity scm~ for or lea~~ nome fe~~;;rnn in rhfj eVfjl')t and G numb~r (.ff rhfj featurn~ whO$f! 
rarity scorns ,fo not s;.ili&fy a ~core ti1r0,sii&<!d for the ,;vent 1 '3 . ri1,; method llf 

Priority 2()1<!-0S-08 • Fll<:d 2019-08·G2 • Pt,bli~hed 1020-()2-13 
10, Tht: sppm·;3tw& ot clulm 1 wherein making a S\?.tur11y d€:-tt:rmlnstion based at le;s$t ln pm·t on t~m 
dr:U·:rn:lned pff;f!e cr;mprlses: computlng a =is~ ~oor® fer thG ff:quem; and kit1ntlfylng the req~Jf:St sr~ an 
anorr:alous rEques~ ,-eupons=ve tn ~he r~sk reo~ elfceed:ng a spe-cifiEcl thmshckt 11 . The .,. 

Pr:orlty 2004--02--2-4 .. ~l!ed 1-004--02-2.-~ "Grnnt~d 2008-0S.--l :3" P~.ib!i~hf!d 2003--05--": 3 
Me~hods, $}'S~e,riu and c::>mputer pi:ngi:a,ri products are dtsr;!::>sed fQr rr:onltorlng ~$ler beht<1vSor for a sErver 
appncatlon ln a cr;mputt1r netwnrk, ThG mt1thods, systt1ms, and cc,mputer program produc:ts c.:1~ monltcr 
r;orr:rf:un:(;ailon doro betvli'~f!n Q. nen .. ~, ~ppl!c~rlol') and G c!:~l')t The H:fjthods .. sy~rfjms, Gl')d coH:putfjc· ""' 

Primli)" WW·0,!••1:3 • Fll'c'<J 2019..Cl4· •i ;.> • Pt,blM,ed JO•i 'l-10-17 
A secu,=~li p!a~fmm ti>;te-s a sensor-evem-ana:y~;ls-i:esponse rr:eth::>dok19li to itern~=ve!y adap~ ~Q a changing 
B€:-curlty t:nYlronmt:n1 by contirnJc,us:y cresting and updutlng entity mmfo!s b;s$ed on c,bsenmd activltles und 
d~~~r;ilng p~t.a~~~~ :"Jf ev~ntn tha~ d~\"!Q.~~ froH: rhfjse ~l')ilty m(.fdfj:s 

.t\ cytH~r- :Si!{::urity ::_~pp~i.ane~} for a c~oud ~nfrastructurt~ 
EP t~~ ... BP AU GA SG -· ::::;~3$?~3--:t~~~~n. -· .,·\.nd\e;,f,i S~::~~ll~n \•Voorn:o;~D -· D-..::.~k~~Bf:~) u~r~~t~d 
Pr:llrily 101€Hl2·2G • >'il,,d lQ;G-()2-19, Gmnt<>d ;.>()2G-ml.:t3, P!!blish,"110:t(Hl\l-23 
nw app!ianG:e Qf datm 1. L tH ;~ whern the- one or m::>re- mat;hlne :earning rr:ocle-:s ~rn=ned tm the- ck~ucl syutem 
ex;3n1\ne ;st ;t:3.st th\?. beh;s,..·Jors of th\?. entitle$ ot' devlces. cont;s\rmrs, users. 3.nd traff;c µstt®rfls falnng outfSlde 
of thr: norma: ~SS*m nf !lte {3r!t1 wh.:1t ls thG !lkGnhocd r;f U'sf: :;h{3ln ot c .. 

Primity ;.>()06-Q.,;.23, Filed 20G8·10·2'l • Gmm,"11014-05-27 • >'ubiid1<>d ;.>()14·W.Vi'7 
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, wher~l~ the pH.H;f!s~lng c:..,~rl;)(.fnf!nt i~ ~ot 1..x,~~figtfffjd ti.., n.m r~;fj s:..,hwom appnr;et!ml '! 9. The ny~~~Hi of 
C:;sln1 17, \\'herein 1he fStorage c,)n1ponent 1$ furtht:r :::onf;gumd 10 s1orn one or m,)rn access pon:::le$, e;3ch 
{3e;ces~ po:k:y cr;mprlslng rnlt!S fer c~!cul.:1tlng the rtr:i~ soom. 1(L ThG syr~'tf:m ot d.:1lm 19. 

Priority 2()17-0<i-1'3 • Fii<:d 20~$-0S-: 5 • Granted 20:W-1()-1<! • "',iblish,;<J 2()20-10-: 3 
15c Thr: methcd r;f c!s.:m 1 , where:n !ht! sGr:urlty {3e;tlon lnc!ude~ deterrnlnlng thst thG secrn·By rls~ ls ~:-Jf:!ovl a 
t~·m,~ho~d ~fltfjc·lon :.md ln re~p:"J~se ~(.f thf! rnqu~nt n-:ade us!ng rhfj ahemorlve ~e$:"JUrce lrfant!n~r. provldlng;; 
red=rEctlon rn$p::mse spe:..;:fylng ~he orlg!rn;! rns:..1tir:..;e lder:.~=foer. 1 ':-. "fhe ... 

Systerns and rnethods for n-~atchin9 :and icoring sarrH~rH~ss 
;-·v, F<' \f> ~j, ..-:-}, \f' ., t:'•I .. -~:.: .. ;:_::;c::~·.'fJ.:~·.J.: .. ·•_)-,) '\n:( ;'-3 -.,__~>?\•, 8:v:·r-y •• \IL"-/ •n.':v'.<] ... ._ .. t':°F·> •-0\~;-- : .. ,!§•?''<• -.:· .( 

Prk>rity 20Hi-G'3-()5 • Filed 2019-11-25 • Granted 202Hi2-18 • Pi;blished 2021-02-18 
dlfSp!3.fng, ,..·J:s ;s badmnd user ln1erfa:::e. 3. r~sk. m:s~Sfsment re~mr11i) an operuti)f of a W€:-b slte or mobHe device app v!;s 
~l .. ·~~lch th~ web nite or r~:(;blle d~v!:.,;l'j epp :ntfjract!rm ls co~irfocted .. wh~rnln the ~~~k- ~:S$!:*S:Sm*~t mport :$ t:Gsed (.fn e rn~i;lt 
of tma!y·zlng ~he addi~=ona: daW :.x1!!Ect:ed from the web ... 

Pr'ority 2013-12-13, med 20: 5-()6-24, Gnmt<Jd 2()1 fHJB-2!l, >'ubii51wd 201!l-ml-2S 
whereln the amiv:ty data lnduder~ a numtwr nf !ogln f.:1l!ures ~sscclated with the user account ·11. The 
me~hod of ci~lm 1 , whereln the actlviw data :nC:udeu a :..;ount of !ng:n faHure$ gneatei: th~r:. a prndEWrrr:lned 
t~r,;,silo!-d. : 2. rhe method of dairn 1 , wlmrnin th,; ,ictivity ,fota includes ;, count of ... 

Priority 2()1,Hl,!-02 • Fii<:d 20~9-0:~-:2 • Pt,bii~hed 20:'l-(J;-11 
Trans.:1ctlon rlr~k :s f'.::s.:c~Jlated rfot.:1polnt·by-c.latapo:m ~nd :nr:luder~ vek;dty cc,unt e>:pansk;n~, ThG datapolnt 
\"alu~s thQ.~ ~xce~d e ~~orm;;~:\"e µolnt by o t~r*shck~ \"a!u~ :n:..;~eH:~~t the ~ran$act!:..m rlnk. Da~apolnt v;;h.ies 
th;,, do not e)(ceed tlm Hires!mlsl v;slwt! C<l!J&e the trnrissctic,r; risk tc- be decmmented. 

!th~nt~ty .and .t~SSi~t risk scof·t~ ~nte~l~gt~rH:~e and tfu"t~at rnit~gat~on 
\-'..lO US~ US93?-~ 11 ~f:::~: ·' S'-.1bi~1t N;m·:i~d::1 $:NGH ·' .:\:(:rt Eri·~f:r~i~Js::~ 
Pr:orlty 2013-03-15" fl!ed '2014-03-":3 "Granted 2016-o .. -:.-:2.6 ~ Pt.1b!i.ish:ed 2016-04-LC 
, whemln gent:rntlng th€:- rlsK !eve: for ::my en1lty lnvolves 1wo p;srts, whemln the t1r&t p:srt use& :s cont1gunst!on 
perf r:rmed by Q.n adn-:!n:$trntor t:"J e d~r~rH:l~e mQXln-:um R"~~~ ~o~ ~hfft can ;;ned ;;$ the ·l 00, whf!re!n ~hls 
cak;u!atlon =s performed t.mce bEfQre cak;u!atlng ~he risk !evE! for the .iselec~ed .. 
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( ~patent/US2020030207 4A 1) 

Pr\orlty 201 ':-10~11 .. Fl led 2012-10-10" Gm.nt\?.d 2014--11-1 ': .. Pub!lfShed 2014-11~11 
rnm:!,3:- A syrf~f!rr: i~ dist~bsed ~hot lnc:i;rfas ~omponem~ :end feQ.Wf~$ f:">c· enQ.bnng em~rprlse U$f!rs tr: 

r~f:cure!y scr:t!SB t":nterprlsG ff:SOC.RCG$ (documGflt$, d.:it~, appncatk;n ser·lr:rn, etc.) m~:nc~ tht:lr rncbHt: devlcer~. 
An enterprlse r;.an u~e snnw or a:! r;omponem~ of the ~ystem ~G. for ex~rr:phe, uecure:y bti~ .. , 

Sysli!rns .and nii~thods for orch~~stn:iUng runtkn~~ op{:~tliUoru~I jnti:::grUy 
..;',,) ,J-...: ~~)• r 1"': :~. ~ ~: ·:2. ::z,z~~- ;;·<<·{' -;_ ~ ':Yn~~";."';$ •<JL, ,. c --,:,,;; >. : .. , •. 
Pr:ority 2()1 '.HJS-(): , rn,;d 20' :Hl2-: 6, Publd,ed 20: iHle-27 
sim:la~ lnr~tnJmf:nted nr:»vorks ~nd p!.:1tformr~ ha·llflg target rmbjectr~ (titwk:t1s, trn~s:sctkms. ~t1rvh::r:s. ~3$ers, 

txganl;:atlons} .:1rn dlsciosed. A securlty orchG$tm.tlon sr:rvlcG gt1nemtG~ mntlrne c,pt1rntlon{3l lntegrlty prorner~ 
rnpc·f!semlng and ldentifyll')g a lfjve: :">°f thrnat :..H· -..~(,ntmttua: twnt·i',KH'thin~ns, fft nea~ "" 

Pr:orlty 2012-10-1g" fl!ed '2013-10-':8 "Grant€d 2022-01-2.6, Pub!i.ished 202.2-01-26 
m~~:!;;ir A computer··lrnplt1mented mt1thod cc,mprls:nc~: anal-:,'7lng (1105) codr: ot' a p{3rt:c~Jlar app!lc:atlcn 

agulnst ;3 serr:amlc model ot' a softwurt: de•.;e:opmerit kit of ;3 i::mrtlcu!;3r platt'om·\ the semantk model 
a~noci~~:ng a µ:urnHty o-f :epp!k~Gtlon b~h:evlo~~ whh rnspe:..~~:\"e ~pplica~:(.,n pn..--,grnmmlng :ntei:tece, AP!, 

R~sk .ad_just:£~d~ n1uhif.actor .autht~nHcat~on 
tJS B~-~ .~ US~{:~;9;.rt~'m.:~ .. R:..1be•t C. T,.~,.~;~ .. Fm• :. :~; 
Prinr!ty 2012-11-0'?', F!k:-d 20-: .. ~-07-21 , Granted 201 S-05-30" ::Jtib!lsfwd 2015--06-30 
fa~11:!e.~ A compwt€:-r-lmp:ementt:d method corr:pr!s\ng: rec€:-1Vlrig, from ;s dt:vlct: used by u user. :s mqwt:st to 

acc<J&s ;, msource hosted by <3 computer system; identifying, by the compute, 5)/stem, s l,;vel of r'sk 
{3$SOcl~U·:d Vllth the u~t!f rnque~tlng accesr~ tc, the rer~c,urc:e; ~djustl~g, by the cc,n:puter system {3f! 

Pr:orlty 2010-02-04" fl!ed 20:0-02-0 .. ~ "Grant€d 2014,..1'2-2.3, Pub!i.ished 2014-12-23 
Bf:nik:1~· i\ $}'S1em and method t'or rnstrictlrig acc€:-ss to rnquested data b;srmd on user !ocutlon ;sm dlsdosed. 

nw method :..;omprlse.is reG:eivlng a data reqtN:-st and determining :xlg!n !oG:at!:..m lnf::>rmatlon :..1f ~hE data 
rnque~t frr;m a sourcf: pro·lMlng lnfr;rm.:1tlnn having {3f:f'.:Uracy to :s pmtit1termlned stand{3rd. The °' 

Pr:mil)' W1:J-(J3.•15 • :-ii'c'<J 20,3 .. 10-·;;; • Grnnu,d 2Cl16-!l5·1G • Put.>lish<eld W16-0&··,1; 
rn-11:!~:- ,Ji., cnmpu~Er-lmp:em€nted meth:..1d for c::>ordina~ing conten~ transf::>rmatlon :m;:ud€5 rec€lv!ng, at a 

compute, ~;mrvei: .isubs}>utem and fr:..1,ri a WEb server sy$tem, :..;omputer ct1dE to be $erved ln response t:..1 a 
reqwt:st from a computing diem c,ver the lnternet; modlfylng the cc,n1puter code to obscwm operatlori ot',, 

Pr:ority 2Cll 5-'12·3G, >iled 20·; 5-12-30 ° Grnnt<ld WW-11-21) • P,Jbiishf!d 2Cll:M 1-'.W 
.s1:n:!:::,,. A:..;c::>rcllng ~G one embodlment, a system feam,ing one Qr rr:orn proce$SOrs and memmy ~hat lnc:ucles 

m:..m=torlng k19:c. ln operation. the m:..m=tor:ng !:..19:c moni~:..-ffs fQr a not!fkatl::>n me$sage ~hat iden~=fles a state 
changt: ev€:-nt th:st repm$ents un actl•.;lty hus c;3wsed ;3 chang€:- ln fStutt: ot' :s du.tu store ,.. 

Prlorlty 2017·09 .. rl.,. Fl!ed 2017--10··27" Gmntr:ti 2:J:t::-05-25 .. ::1ubH~hed 2021 ·05-·25 
rn-11:!~:- ,Ji., k€rnE! dr!ver ::>n an endpnin~ ls ct.mtlgured t:..1 rr:onltor proC€$Ses exer.:utlng :..m the endpolnt that ti$e 
nf!twod< commi..m:r;etirm~, and r(,1 trnl')smi~ µ~o(;fjS$ Jl')·f:')rmGtlon t:..,;,; 'flc·f!~l .. 'Oll for the ~l')dpoint Thf! flrnw:e:! ~m~, 

lri turn, U$e process thl$ stream c,f lnt'ormutlon from lridlvldwu! endpoints o, grc,wps of ,.. 

Pr:orily 201<'-0!i-2\l, >'il,,d 2015-()5-20, Gmnt<>d 2!l15-12•{i3 • P,iblish,"12015·'12-GB 
.si:n:is.- A m~rh:">d and ny~~~m ·for f!V~lu:eting ;;nd enfm1;:ng ad~~~ ·!low polic;l et a H:(;t:He ~omputing (Jfjvk~ 

i~~(;lude~ :e da~a !low ;)(.fncy f!ngi~~~ t:"> evGluate (fatG ac~fjS$ ~~quf!St$ HiGde b;l se~urBy·wrnpped ~o'f~were 
app!lr.:atlons running r.m the m:..1b=!e d€vlce and pi:event the uecti,iw-wi:apped s:..1ftvlare appncatinn.is .. 
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Pr:orlty 7.005-02-18 .. rHt:d :t:o·:3-02-16,. Grnnt~d 2014-04---~ 5.,. P~Jb!lshr:ti 7.0~4-04-15 
.s1:n:!:::,,. A rrieth::>d for tXmHt1nlng daW acc€5S in a dattNJt-rEst syutem inc!ud€~ :ex€ct.1ting a !:nk lntrusk1n 
pniwmti,m aMiyn:s ~;,twe'c'n mt,itipl;, iayf!rn tif th<' data-at ·rn~c ny~c<'m (f,;r iflstm1c;,, ;,c ;,,-, appiicati,m lay<'< 
and ;3 t1le luyer;, intra-duc!ng a privacy ~mllcy at enforc€:-ment polrit$ th:st spun multlple 

Prlnrlty 2011-03 .. 2.6.,. Filed 2013--03•-':3 "Gmntr:ti 7.0~ 5-02-24 -- ::1ubH~h~d 2015-0J .. 24 
Simila, A G,m1puc'c'r-imf)iemenwd met!md f,;r ne,~ure thi,·d-pmly d;,t;, stornge may :ndmi<' 1) :dmc:fy:ng, al a 

ner .. ·~r··$lde ~omputing (Jfjvk~~- Q. rnqties~ frr:m ;; cn~m ::;y~r~m to at~(;f!ss W) em;rypted f:lfj st:..-:rnd W)der Q. u::;er 
a•.:c::>unt, 2) ldentifylng, ln respQnse ti..1 the rnque$t. an asymrriEtr=c keli pair destgnated f::>r .,. 

!nti:::~1ratjn9 Si!Curjty prot~ctijon too~s vv~th coniputiff d{:nt~C'i! ~nti~gr-~ty and ... 
JS c .-::~1-:-~~-.:._;,;.;_::~;~ 2 

• •• •• L,h '1t,.&,. KL. \ ;.,:, D '$ c· ·u. :;..n ~ kt~.,~._;'i l.::-.;~:).&'i'.c•n 

Priority 200IHJ6·:W, ;:;i,;(l 20' H 2-30, Gmnted 2013-01~0' , ::>ut;lish<Jd 2()1 '.H.11-G: 
-Si:n:ls;- At ~ompti'~er devlce powe~ on, the (.fpf!c·:eting $)"S~~H: o-f thf! coH:putfjc· devlce lnltletes G moni~tH'. Thf! 
mon:tcr {3~slgn~ a mcnBr;rlflg progrsm tr; t":ach prc,gm.m s.nd c,bj~ct {cc,:!~ctlve:y, "progmm'''_} running en U'st! 
computer devk;e t::> moni~Qr ~he activitie~ of th:e pi:ogi:am_ Wh:en Hw m::>n!tortng progrnm ts .. , 

Pr\orlty 2013-m.3~02.,. Flled 2014-m.H::1 "Gm.nt\?.d 201tH14-17 .. Pub!lfSh~d 2013-04,17 
m~~:!;;i:- A $Yf~%ri:, an appsrstur~ and a mt:thnd for provldlng .:i s~crnY: cornputlng ~nvlrnnm~nt may be 

provided. !n orm asper;!, sn .:1ppar:s.tus m~y cc,mprlse .:i c:ornrnunlcatlon pc,rt .:!fld a cc,mputer proce~sor 
coi;pled ~-.., ~hfj cr:mmunlcatk,n p:">rt The t~(m:putf!c· pn)c~~nor n-:ay be t~(,nflgurnd ~o Jl')ittQ.:Jze ;; hyp~rvls:..H; 
establish ... 

Prlnrlty 2015-03 .. 2.7.,. Filed 2015-03··27" Gmntr:ti 7.0~7-08-29 .. ::1ubH~h~d 2017-09-·29 
rnm:!,3:- Tedmo:r:gl~n for remr:te d~vk~~ euth~mlcettrm ll')c!ud~ e dlent t~(m:putlng d~v:c~. an lrfanttty provid~r. 

m~d Q.n :eppH~ff~lon s~rver in r;orr:rf:unk;;;f~lon ovf!r a n~twork. Thfj td~nnty p~twlder s~nds Q.n :euthem:(;:ff~lon 
chal:enge t::> the client A capabmty prGxy Gf thE diEnt interc€ptu an auth:enttca~=on , .. 

Priority 2()1fH.1\l·:W, ;:il,;d 20'Hl9-20 • Gmnted 201-4-1 HS, ::>ut;lish<Jd 2()14'11·:!l 
-Si:n:ls;- Dl~r;:r:s~d ere ~H:t:odirr:ems :">'f :e s~r;urlty $)"S~~H: 'f(1r r~rfocing d:ete i~Gks t:y ch~cklng lnformettrm 

t1ovl~ betVlt:en rer~nurc:~B cl a network, VVhefl an lflf!'Jfi''fh:!!lnn t~cw ls .:1nr:mptt1d between ~ sendlng r~smm:--:t1, 
which can b:e ar:.;.-.,.\.f;,ere ln the network, and a recElvir:.g rnst1ur:..;E r:esidlng at a spec=tlG: hG$t with=n .. 

Enti:::rpr-~si~ rH:::t\•vork thn:::;:it detectjon 
' ... ~: .. '/:·~7"'( C3i.,.~t"-·_:'•-_:, ..... i<rn' A.._:s u.: ,~.:-:n .. 'S· /•. s~: • .'F:· i. •"Ii 

Pr'ority 201 a-mi<:n , med 2020-0(H.:'l , Pwtilish,;d 202fHl9-2-4 
m~~:!;;ir !n s thm.:1t mansgemt:nt p:{3tfcrrn. ~ number cl t1ndpclnt~ log r:v~nts ln an t":Vent tiata r~c!--;rdr:r. A lcc.:1: 

agt:nt tHten-~ thls d.:1t~ and fer:ds a fl!tt1rnd dat.:1 strnam to~ cemmi thrt1at rnan.:1gt1m~nt facmw. Th~ Ct:ntrnl 
thrn;,c ,r:a,-,agm1'c'nt facility ,~;,n kx~;,ily or gbllaily ttme m!f!ring by k1-,;,I agentn bas'c'rJ "" 

S:-/sli~rn for di~li~GHng~ ana~yzk1g~ .and contr0Hk1g jnfl~traHon of cornputer and .... 
;:§(:--;> ... ss .\,) c~ ~ L~i.0..Cf.XL.~~R::· -.! •.'.n $,i,;{' v, ~ •. '\. :...J•Y' --t":,/•)•· :-'t'u'.._0;,, ...... 
Prlt1r!ty 2012-0'2-2.1 , Ft!Ed 20": 3-02.-20, Grant:ed 201 S--05-1 C" ::Jtib!lsfwd 2015--06-16 
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AU-2014240239-B2 OR 
WO-2022087510-A1 
OR US-9485271-B1 OR 
CN-109597822-A OR 
AT-518805-A1 OR JP-
2020509511-A OR AU-
2011332881-B2 OR 
US-20180046796-A1 
OR AU-2014259538-B2 
OR US-20200007539-
A1 OR US-
20180007069-A1 OR 
US-20200259836-A 1 
OR CN-111241566-A 
OR CN-110968888-A 
OR CN-110851847-A 
OR US-11165788-B2 
OR US-20210084049-
A1).did. 

L23 AND key 

(holdback OR (hold$ 
OR held OR keep$ OR 
kept) ADJ back OR 
withheld OR withhold$) 
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(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
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key 
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decrypt$ NEAR key 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH (scar$ rank$) 
WITH threshold 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH (scar$ rank$) 
WITH threshold 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH (scar$ rank$) 

(return$ provid$) near2 
decrypt$ NEAR key 
WITH threshold 

PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
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L70 123 

L71 1 

L72 2 
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((("Fortinet") near3 
("Inc"))) .AS ,AAN M. 

((("LITTLE") near3 
("Matthew")) OR 
(("GRAVES") near3 
("Jamie")) OR 
(("LEONARD") near3 
("Carson"))).INV. 

L33 AND (behavior 
NEAR pattern$) 

L33 AND (behavior 
NEAR user) 

("20180069881 "1"20180 
351979"1"8595497"1"88 
87274").PN. 

(pattern$ histor$4) 
near2 user near2 
(behavior behaviour) 
with (file near2 access) 

(pattern$ histor$4) 
near2 (behavior 
behaviour) with (file 
near2 access) 

user near2 (behavior 
behaviour) with (file 
near2 access) 

(cryptograph$2 crypto) 
with wrapper with 
encapsulat$3 with file 
with encrypt$3 

(cryptograph$2 crypto) 
with wrapper with 
encapsulat$3 with file 

(cryptograph$2 crypto) 
with wrapper with file 

(pattern$ histor$4) with 
user with (behavior 
behaviour) with (file 

EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
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near2 access) IBM_TDB) 

L75 235367 (G06F21/6218 or (US-PGPUB; USPAT; 
G06F16/182 or USOCR; FPRS; EPO; 
G06N20/00 or JPO; DERWENT; 
H04L9/0819 or IBM_TDB) 
G06F21/602 or 
G06F21/316).cpc. 

L76 12 L44 AND L45 (US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

L77 118 (pattern$ histor$4) with (US-PGPUB; USPAT; 
user with (behavior USOCR; FPRS; EPO; 
behaviour) same (file JPO; DERWENT; 
near2 access) IBM_TDB) 

L78 42 L47 AND L45 (US-PGPUB; USPAT; 
USOCR; FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

L79 5 user same (access (US-PGPUB; USPAT; 
near2 request) same USOCR; FPRS; EPO; 
(file near2 access) JPO; DERWENT; 
same (risk near2 score) IBM_TDB) 

L80 264 determin$6 with user (US-PGPUB; USPAT; 
near4 locat$3 with USOCR; FPRS; EPO; 
based with ip near JPO; DERWENT; 
address with request IBM_TDB) 

L81 22 determin$6 with user (US-PGPUB; USPAT; 
near4 locat$3 with USOCR; FPRS; EPO; 
based with ip near JPO; DERWENT; 
address with (access IBM_TDB) 
near2 request) 

L82 60 determin$6 with locat$3 (US-PGPUB; USPAT; 
with based with ip near USOCR; FPRS; EPO; 
address with (access JPO; DERWENT; 
near2 request) IBM_TDB) 

L83 0 correlat$3 with locat$3 (US-PGPUB; USPAT; 
with based with ip near USOCR; FPRS; EPO; 
address with (access JPO; DERWENT; 
near2 request) IBM_TDB) 
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N4 1 
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N9 12 

N10 1 

N11 9 

N12 4 

N13 3 
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H04L9/0819 OR 
G06F21/602 OR 
G06F21/316).cpc. 

((holdback OR (hold$ 
OR held OR keep$ OR 
kept) ADJ back OR 
withheld OR withhold$) 
near2 decrypt$ NEAR 
key).clm. 

N3 AND N1 

N3 AND N2 

((return$ provid$) near2 
decrypt$ NEAR 
key).clm. 

N6 AND N1 

N6 AND N2 

((return$ provid$) near2 
decrypt$ NEAR 
key).clm. AND (limit$ 
near2 access).clm. 

N9 AND N2 

(user near2 (behavior 
behaviour) WITH (file 
near2 access)).clm. 
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