ABSTRACT
Systems and methods for a machine-learning driven fine-grained file access control approach are
provided. According to one embodiment, a server associated with an enterprise network can obtain
and store information regarding historical user behavior of users of the enterprise network by
observing file access requests initiated by the users. The server receives a file access request
initiated by a user, which relates to a file stored within the enterprise network in encrypted form.
In response to receipt of the file access request, the server determines a risk score for the user based
on multiple factors, including information regarding historical user behavior, the file access
request and observed data determined based on the file access request so that based on the risk
score, access to the file is permitted by returning a decryption key for the file or denied by

withholding the decryption key.
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CLAIMS:

What is claimed is:

L.

A method comprising;:

obtaining and storing, by one or more servers associated with an enterprise network,
information regarding historical user behavior of a plurality of users of the enterprise
network by observing file access requests initiated by the plurality of users;

receiving, by the one or more servers, a file access request initiated by a first user
of the plurality of users, wherein the file access request relates to a file stored within the
enterprise network in encrypted form;

responsive to receipt of the file access request, determining, by the one or more
servers, a risk score for the first user based on a plurality of factors, including information
regarding historical user behavior, the file access request and observed data determined
based on the file access request; and

based on the risk score, permitting or denying, by the one or more servers, access

to the file by returning a decryption key for the file or withholding the decryption key.

The method of claim 1, wherein said determining, by the one or more servers, a risk score
for the first user comprises evaluating the file access request with reference to a model of

user behavior developed by machine-learning.

The method of claim 1, wherein the information regarding historical user behavior includes
for each user of the plurality of users:

historical data regarding general file access, including one or more of a number of
files accessed by the user over a predetermined period of time, types of the files accessed,
and applications used by the user over the predetermined period of time;

historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files.
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10.

11.

The method of claim 1, wherein the observed data includes a current location of the first
user as determined based on a source Internet Protocol (IP) address contained in the file

access request.

The method of claim 1, wherein the observed data includes a status indicative of whether
the connection through which the first user initiated the file access request is trusted or

untrusted.

The method of claim 5, wherein the connection is trusted when the first user is on the

enterprise network or accessing the enterprise network remotely via a secure connection.

The method of claim 5, wherein the connection is untrusted when the first user is not on
the enterprise network or accessing the enterprise network remotely via an insecure

connection.

The method of claim 1, wherein the encrypted form involves the file being encapsulated in

a cryptographic wrapper.

The method of claim 1, wherein said permitting or denying further comprises when the risk
score is less than a first threshold, returning the decryption key and providing full access

to the file.

The method of claim 9, wherein said permitting or denying further comprises when the risk
score is between the first threshold and a second threshold, returning the decryption key

and providing limited access to the file.

The method of claim 10, wherein said permitting or denying further comprises when the

risk score is greater than the second threshold, withholding the decryption key.
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12.

13.

14.

15.

A non-transitory computer-readable storage medium embodying a set of instructions,
which when executed by one or more processors of one or more servers associated with an
enterprise network, causes the one or more processors to perform a method comprising:

obtaining and storing information regarding historical user behavior of a plurality
of users of the enterprise network by observing file access requests initiated by the plurality
of users;

receiving a file access request initiated by a first user of the plurality of users,
wherein the file access request relates to a file stored within the enterprise network in
encrypted form;

responsive to receipt of the file access request, determining a risk score for the first
user based on a plurality of factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access
request; and

based on the risk score, permitting or denying, by the one or more servers, access

to the file by returning a decryption key for the file or withholding the decryption key.

The non-transitory computer-readable storage medium of claim 12, wherein said
determining a risk score for the first user comprises evaluating the file access request with

reference to a model of user behavior developed by machine-learning.

The non-transitory computer-readable storage medium claim 13, wherein the information
regarding historical user behavior includes for each user of the plurality of users:
historical data regarding general file access, including one or more of a number of
files accessed by the user over a predetermined period of time, types of the files accessed,
and applications used by the user over the predetermined period of time;
historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files.

The non-transitory computer-readable storage medium claim 13, wherein the observed data
includes a current location of the first user as determined based on a source Internet

Protocol (IP) address contained in the file access request.
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16.

17.

18.

19.

20.

The non-transitory computer-readable storage medium claim 13, wherein the observed data
includes a status indicative of whether the connection through which the first user initiated
the file access request is trusted or untrusted.

The non-transitory computer-readable storage medium claim 13, wherein the encrypted

form involves the file being encapsulated in a cryptographic wrapper.

The non-transitory computer-readable storage medium claim 13, wherein said permitting
or denying further comprises when the risk score is less than a first threshold, returning the

decryption key and providing full access to the file.

The non-transitory computer-readable storage medium claim 18, wherein said permitting
or denying further comprises when the risk score is between the first threshold and a second

threshold, returning the decryption key and providing limited access to the file.

The non-transitory computer-readable storage medium claim 19, wherein said permitting
or denying further comprises when the risk score is greater than the second threshold,

withholding the decryption key.
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FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

COPYRIGHT NOTICE

[0001] Contained herein is material that is subject to copyright protection. The copyright
owner has no objection to the facsimile reproduction of the patent disclosure by any person as it
appears in the Patent and Trademark Office patent files or records, but otherwise reserves all rights

to the copyright whatsoever. Copyright © 2019, Fortinet, Inc.

BACKGROUND

Field

[0002] Embodiments of the present invention generally relate to network security. In
particular, embodiments of the present invention relate to an improved file access approach that
provides access to an electronic file based on a machine-learning driven file access control
mechanism including placing a cryptographic wrapper around the file to prevent access to data
without performing an on-access validation of a user’s rights to access the file and additionally
calculating the current risk level of the user attempting to access the file based on their current and
historical behavior, thereby facilitating fine-grained and dynamic access control to be applied to

the user accessing the data.

Description of the Related Art

[0003] The rapid increase in implementation of network-based storage architectures have led
to substantial concerns in the arena of network and information security. Major concerns relate to
ensuring authentication, access control, and security of the stored data. One of the most widely
used approaches to protect data within a network-based storage architecture is the use of
encryption; however, encryption alone is insufficient as there are many known methods of
circumventing encryption. For example, the data can be accessed by, among other things, finding
an existing copy of the decryption key or a password, passcode or passphrase used to create the
decryption key. See Kerr, Orin and Schneier, Bruce, Encryption Workarounds, 106 Georgetown
L.J. 989 (2018).

[0004] Current file access control systems suffer from two key problems — either data is

unprotected and individuals who have been given access once to a file are, effectively, granted
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access in perpetuity or access is granted for a finite period of time (e.g., during employment with
a particular organization) but this mechanism is policy-driven. Policy-driven approaches require
all potential user behaviors of all users within the organization to be modeled and pre-calculated
and policies to be correctly developed from the predicted behaviors (e.g., user access scenarios in
terms of, among other things, the time of day, the location of the user, and/or privileges associated
with the user and/or a user group with which the user is associated).

[0005] Policy-driven approaches have additional limitations, including the inherent
inflexible nature of predefined rules and the requirement for constant configuration and
management — typically by a network administrator — when circumstances change. For example,
if an employee of an organization is granted access to sensitive company data, when that employee
leaves the organization, his/her access must be revoked by altering the file access control policy.
Similarly, when a employee joins the organization, policies must be added for the new employee.
Therefore, the organization is burdened with the overhead and potential error prone process of
adding, updating, and/or deleting numerous file access control policies the complexity of which
increases as the number of employees grows, as the potential user access scenarios grow, as finer-
grained levels of access are defined and as the number of employees grows.

[0006] In view of the foregoing technological limitations of policy-driven file access control

approaches, there is a need for a more effective file access control mechanism.
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SUMMARY

[0007] Systems and methods are described for a machine-learning driven fine-grained file
access control approach. According to one embodiment, a server associated with an enterprise
network can obtain and store information regarding historical user behavior of users of the
enterprise network by observing file access requests initiated by the users. The server receives a
file access request initiated by a user, which relates to a file stored within the enterprise network
in encrypted form. In response to receipt of the file access request, the server determines a risk
score for the user based on multiple factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access request so
that based on the risk score, access to the file is permitted by returning a decryption key for the file
or denied by withholding the decryption key.

[0008] Other features of embodiments of the present disclosure will be apparent from

accompanying drawings and detailed description that follows.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] In the Figures, similar components and/or features may have the same reference label.
Further, various components of the same type may be distinguished by following the reference
label with a second label that distinguishes among the similar components. If only the first
reference label is used in the specification, the description is applicable to any one of the similar
components having the same first reference label irrespective of the second reference label.
[00010] FIG. 1 is a simplified network architecture in which aspects of the present invention
can be implemented in accordance with an embodiment of the present invention.

[00011] FIG. 2 illustrates an exemplary representation of functional components of a
management server in accordance with an embodiment of the present invention.

[00012] FIG. 3A is a high-level flow diagram illustrating a portion of a file access control
process in accordance with an embodiment of the present invention.

[00013] FIG. 3B is a flow diagram illustrating a user risk rating evaluation process in
accordance with an embodiment of the present invention.

[00014] FIG. 4 is a sequence diagram illustrating interactions among various components of
a network architecture in connection with a file access request in accordance with an embodiment
of the present invention.

[00015] FIG. 5 illustrates an exemplary computer system in which or with which

embodiments of the present invention may be utilized.
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DETAILED DESCRIPTION

[00017] Systems and methods are described for a machine-learning driven fine-grained file
access control approach. As noted above, current file access control systems suffer from two key
problems — either data is unprotected and individuals who have been given access once to a file
are, effectively, granted access in perpetuity or access is granted for a short period of time in
accordance with a policy-driven approach that does not take into account the measured risk of a
user’s behavior. The policy-driven approach requires all potential user behaviors to be modelled
and pre-calculated and policies to be correctly developed from these predicted behaviors. As
described herein, a more effective method to protect data is to use measured (rather than modelled)
user behavior to determine whether access should be granted to data.

[00018] According to embodiments of the present invention, the use of cryptographic
wrappers encapsulating files to prevent access to data without an on-access validation of a user’s
rights to access the file is combined with a near real-time calculation of the current risk level of a
user based on their current and historical behavior, thereby facilitating fine-grained and dynamic
access control to be applied to the user attempting to access the data. An advantage of this
approach is that risk is calculated in near real-time and the required access control determination
for a specific file access can be made specific to a variety of factors which are used to calculate
the risk of granting the requesting user access to the file in question.

[00019] In the following description, numerous specific details are set forth in order to provide
a thorough understanding of embodiments of the present invention. It will be apparent to one
skilled in the art that embodiments of the present invention may be practiced without some of these
specific details.

[00020] Embodiments of the present invention include various steps, which will be described
below. The steps may be performed by hardware components or may be embodied in machine-
executable instructions, which may be used to cause a general-purpose or special-purpose
processor programmed with the instructions to perform the steps. Alternatively, steps may be
performed by a combination of hardware, software, firmware and/or by human operators.
[00021] Embodiments of the present invention may be provided as a computer program
product, which may include a machine-readable storage medium tangibly embodying thereon
instructions, which may be used to program a computer (or other electronic devices) to perform a

process. The machine-readable medium may include, but is not limited to, fixed (hard) drives,
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magnetic tape, floppy diskettes, optical disks, compact disc read-only memories (CD-ROMs), and
magneto-optical disks, semiconductor memories, such as ROMs, PROMs, random access
memories (RAMs), programmable read-only memories (PROMs), erasable PROMs (EPROMs),
electrically erasable PROMs (EEPROMs), flash memory, magnetic or optical cards, or other type
of media/machine-readable medium suitable for storing electronic instructions (e.g., computer
programming code, such as software or firmware).

[00022] Various methods described herein may be practiced by combining one or more
machine-readable storage media containing the code according to the present invention with
appropriate standard computer hardware to execute the code contained therein. An apparatus for
practicing various embodiments of the present invention may involve one or more computers (or
one or more processors within a single computer) and storage systems containing or having
network access to computer program(s) coded in accordance with various methods described
herein, and the method steps of the invention could be accomplished by modules, routines,
subroutines, or subparts of a computer program product.

[00023] While embodiments of the present invention have been illustrated and described, it
will be clear that the invention is not limited to these embodiments only. Numerous modifications,
changes, variations, substitutions, and equivalents will be apparent to those skilled in the art,
without departing from the spirit and scope of the invention, as described in the claims. For
example, although embodiments of the present invention are described herein with reference to
protecting access to a particular type of enterprise network resource, i.e., files, the methodologies
described herein are thought to be applicable to enterprise network resources more generally (e.g.,
network resource or shared resource accessible via an enterprise network, such as defined portions
of a storage device (e.g., a network share or a directory within a file system), databases,

applications, and printers), albeit, without the use of a cryptographic wrapper as in the case of files.

Terminology

[00024] Brief definitions of terms used throughout this application are given below.

[00025] The phrase “endpoint device” generally refers to a network-capable computer

hardware device, typically on a Transmission Control Protocol (TCP)/Internet Protocol (IP)
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network. Non-limiting examples of endpoint devices include desktop computers, laptops, smart

phones, tablets, thin clients, and Internet of Things (IoT) devices.

[00026] The phrase “endpoint protection system” generally refers a system that (i) focuses on
protecting endpoint devices in a network from cyber threats and attacks by malicious internal and
external threats, (i) provides endpoint management functionality, for example, allowing a network
administrator to identify and manage the users’ computers access over a corporate or enterprise
network and/or (iii) protects the enterprise network by blocking access attempts and/or other risky
activity at these points of entry to the enterprise network. An endpoint protection system may
proactively defend endpoints with one or more of pattern-based anti-malware technology,
behavior-based exploit protection, web-filtering, and an application firewall. For example, a
network administrator may configure the endpoint protection system to restrict certain website
access to specific users in order to maintain and comply with an organization’s policies and
standards. Similarly, an endpoint protection system may provide antivirus/antimalware, sandbox
protection and/or vulnerability management scanning and may additionally be configurable to
remediate identified issues and/or automatically quarantine a suspicious or compromised endpoint
in order to contain incidents and stem outbreaks. Non-limiting examples of endpoint protection
systems include the FortiClient endpoint security solution (available from the assignee of the
present invention), Cybereason, Sentinel. One endpoint security software, Stormshield SES,
ForeScout CounterAct, Promisec PEM, CounterTack Sentinel, CrowdStrike Falcon Host,

Guidance Software Encase, and Comodo Advanced Endpoint Protection.

[00027] The terms “connected” or “coupled” and related terms are used in an operational
sense and are not necessarily limited to a direct connection or coupling. Thus, for example, two
devices may be coupled directly, or via one or more intermediary media or devices. As another
example, devices may be coupled in such a way that information can be passed there between,
while not sharing any physical connection with one another. Based on the disclosure provided
herein, one of ordinary skill in the art will appreciate a variety of ways in which connection or
coupling exists in accordance with the aforementioned definition.

[00028] If the specification states a component or feature “may”, “can”, “could”, or “might”

be included or have a characteristic, that particular component or feature is not required to be

included or have the characteristic.
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[00029] As used in the description herein and throughout the claims that follow, the meaning
of “a,” “an,” and “the” includes plural reference unless the context clearly dictates otherwise. Also,
as used in the description herein, the meaning of “in” includes “in” and “on” unless the context
clearly dictates otherwise.

[00030] The phrases “in an embodiment,” “according to one embodiment,” and the like
generally mean the particular feature, structure, or characteristic following the phrase is included
in at least one embodiment of the present disclosure, and may be included in more than one
embodiment of the present disclosure. Importantly, such phrases do not necessarily refer to the

same embodiment.

[00031] Exemplary embodiments will now be described more fully hereinafter with reference
to the accompanying drawings, in which exemplary embodiments are shown. This invention may,
however, be embodied in many different forms and should not be construed as limited to the
embodiments set forth herein. These embodiments are provided so that this invention will be
thorough and complete and will fully convey the scope of the invention to those of ordinary skill
in the art. Moreover, all statements herein reciting embodiments of the invention, as well as
specific examples thereof, are intended to encompass both structural and functional equivalents
thereof. Additionally, it is intended that such equivalents include both currently known equivalents
as well as equivalents developed in the future (i.e., any elements developed that perform the same
function, regardless of structure).

[00032] Thus, for example, it will be appreciated by those of ordinary skill in the art that the
diagrams, schematics, illustrations, and the like represent conceptual views or processes
illustrating systems and methods embodying this invention. The functions of the various elements
shown in the figures may be provided through the use of dedicated hardware as well as hardware
capable of executing associated software. Similarly, any switches shown in the figures are
conceptual only. Their function may be carried out through the operation of program logic, through
dedicated logic, through the interaction of program control and dedicated logic, or even manually,
the particular technique being selectable by the entity implementing this invention. Those of
ordinary skill in the art further understand that the exemplary hardware, software, processes,
methods, and/or operating systems described herein are for illustrative purposes and, thus, are not

intended to be limited to any particular named.
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[00033] According to various embodiments of the present disclosure, files of an enterprise
network are encapsulated in a cryptographic wrapper, which protects the files by preventing direct
access by users who do not have associated cryptographic keys. When a user attempts to access a
file, an access request is made to a server. The server analyzes various factors using a model of
user behavior developed by machine-learning techniques to identify whether the access request at
issue represents abnormal behavior (that is, represents an outlier with respect to a reference dataset)
and quantifies the degree of abnormality in terms of a risk score. Further discussion regarding the
collection of user behavior, although, from an endpoint device and in the context of identifying a
user masquerading as another user is described in US Pub. Nos. 2018/0069881 and 2018/0351979,
both of which are hereby incorporated by reference for all purposes.

[00034] In one embodiment, the various factors analyzed/evaluated by the server include
information regarding historical behavior of the user, the file access request at issue and observed
data associated with the file access request at issue to determine a risk score. Exemplary factors
can include, but are not limited to, history of general file access by the user, current location of the
user, history of location of the user, time of access request, time when the user typically accesses
a file, whether the user is accessing form a trusted location or an untrusted location, behavior of
the user’s peer group as determined by either a list obtained from a directory services server or as
measured by behavior of multiple users associated with the enterprise (where users with similar
behavior may be deemed to be a part of the same group). On determination of the risk score, the
server that maintains the decryption key of the requested file can provide or deny the access. For
example, when the risk score is low, the user can be provided the decryption key to permit access;
when the risk score is moderate, the user can be directed to access the file through a lower risk
channel, e.g., a virtual private network (VPN); and when the risk score is high, the user can be
blocked from accessing the file.

[00035] FIG. 1 is a simplified network architecture 100 in which aspects of the present
invention can be implemented in accordance with an embodiment of the present invention. In the
context of the present example, an improved file access approach is provided by using one or more
servers, e.g., a management server 102, a permission server 104 and an analytics server 106. In an
implementation, permission server 104 and analytics server 106 can be separate servers operatively
coupled with management server 102, whereas, in an alternate embodiment, permission server 104

and analytics server 106 can be representative of functionality that is integrated within
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management server 102. In one embodiment, the servers reside within an enterprise network 108
(which may be referred to simply as network 108 hereinafter). Further, client machines 110-1,
110-2 .. 110-N (which may be collectively referred to herein as client machines 110 and may be
individually referred to herein as client machine 110) associated with network 108 represent
endpoint devices though which users of the enterprise access various resources associated with
network 108. Client machines 110 may can include, but are not limited to, personal computers,
smart devices, web-enabled devices, hand-held devices, laptops, mobile phones and the like and
generally allow users to interact with network 108 as well as external resources associated with
the Internet, for example.

[00036] Those skilled in the art will appreciate that, network 108 can include one or more
wireless networks, wired networks or a combination thereof that can be implemented as one of the
different types of networks, such as Intranet, Local Area Network (LAN), Wide Area Network
(WAN), Internet, and the like. Further, network 108 can either be a dedicated network or a shared
network, representing an association of the different types of networks that use a variety of
protocols, for example, Hypertext Transfer Protocol (HTTP), Transmission Control
Protocol/Internet Protocol (TCP/IP), Wireless Application Protocol (WAP), and the like.

[00037] In one embodiment, client machines 110 have installed thereon a file access control
module (not shown) that intercepts or “hooks” certain system Application Programming Interface
(API) calls in order to perform on-access validation of a user’s rights to access a file. In one
embodiment, the file access control module runs in kernel mode and hooks low level operating
system APIs to intercept various OS operations, such as file system input/output (I/O) activity. In
this manner, the file access control module may perform appropriate user validation processing
prior to performing the requested file access operation (e.g., delete, open, read, write, and/or
rename) on the file. According to one embodiment, the file access control module may be
integrated within an endpoint protection system installed on client machines 110. As described
further below, in one embodiment, decryption keys for encrypted files stored within the enterprise
network may be managed by a server associated with the enterprise network. In such an
embodiment, the decryption key for a file is either returned or not responsive to the on-access
validation of the file access request for the file. When the key is returned, the on-access validation
process has authorized the requested file access and the file access control module uses the key to

perform the requested file operation on the file. When the key is not returned, the on-access
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validation process has denied the requested file access and the file access control module may
forego performance of the requested file operation (whether or not the decryption key is required
for the file operation at issue) on the file and may additionally cause the user to be notified

regarding the fact that access to the file has been denied.

[00038] According to an embodiment, management server 102 serves as an interface between
a file access control module running on client machines 110 and permission server 104 and
analytics server 106. For example, management server 102 may manage a validation process for
a file access request received from a file access control module running on a particular client
machine 110 that initiated the file access request at issue. In one embodiment, management server
102 may first communicate information regarding the file access request to analytics server 106 to
obtain a risk score for the user that initiated the request. Upon receiving the risk score,
management server 102 may then request the decryption key for the file at issue from permission
server 104 based on the risk score. If permission server 104 provides the requested decryption
key, management server 102 returns it to the requesting file access control module; otherwise,
management server 102 notifies the requesting file access control module that the file access

request has been denied.

[00039] In one embodiment, management server 102 can obtain and store information
regarding historical user behavior of users of network 108 by observing file access requests
initiated by the users via their respective client machines 110. Alternatively, such information may
be stored and processed by analytics server 106. For each user, the information regarding historical

user behavior can include:
e Historical data regarding general file access, including one or more of:

o A number of files accessed by the user over a predetermined or

configurable time period,
o Types of the files accessed over the time period, and
o Applications used by the user over the time period;

e Current location of the user (as determined by the IP address of the client

machine that initiated the file access request or by other means)

e Historical data regarding observed locations of the user;
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e Time of day (local) where the file is requested; and/or

e Historical data regarding observed times at which the user typically accesses

files.

e Whether the user is accessing data form a “trusted location” (e.g., via the
corporate network or via a VPN) or from an “untrusted location” (e.g., via a

public Internet hotspot)

[00040] In an embodiment, permission server 104 can receive information associated with a
file access request initiated by a user, which can relate to a file stored within network 108 in
encrypted form, for example, encapsulated in a cryptographic wrapper. In response to receipt of
the file access request, analytics server 106 can determine a risk score for the user based on
multiple factors, including information regarding historical user behavior, the file access request
and observed data determined based on the file access request. The observed data can include a
current location of user as determined based on a source IP address contained in the file access
request and a status indicative of whether the connection through which the user initiated the file
access request is trusted or untrusted. The connection can be trusted when the user is on network
108 or accessing network 108 remotely via a secure connection, while the connection can be
untrusted when the user is not on network 108 or accessing network remotely 108 via an insecure

connection.

[00041] In one embodiment, analytics server 106 applies machine learning techniques to the
information regarding historical user behavior and the file access request at issue to determine a
measure of abnormality or deviation from normal user behavior, which is referred to herein at
times as a risk score. The machine learning algorithm employed by analytics server 106 may
operate by building a model of user behavior. The model of user behavior may be formed in
dependence on reference data (e.g., an example training set of input observations within the
network environment at issue over a period of time). The model of user behavior may be formed
in an unsupervised manner or may involve supervised learning with feedback. The model of user
behavior may comprise a model of normal behavior, i.e., behavior which is not of a suspect nature,
in dependence on normal reference data which reflects normal behavior of the users of the network
environment at issue. The model of behavior may be formed in dependence on reference data

collected relating to observed file access requests the network environment at issue and may be
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updated based on ongoing observations regarding file access requests in the network environment
at issue. The machine learning algorithm may comprise a clustering algorithm which is operative

to perform clustering of the reference data.

[00042] As described further below a risk score calculation algorithm (e.g., a modified outlier
detection algorithm) may be configured to apply a file access request at issue (including any
optional observed data associated therewith) to the model of user behavior and to determine
whether or not the file access request is in accordance with the model. If the file access request is
outside of that represented within the model, then a degree to which it deviates from the model
behavior, which may be expressed as a risk score, may be calculated. Where the model of user
behavior comprises multiple sub-models, the risk score calculation algorithm may be operative to
apply the file access request to an appropriate sub-model in dependence on an identifier associated
with the file access request, such as a user identifier, the name or type of the file, or an IP address.
Where the model is formed in dependence on normal reference data, the file access request not
being in accordance with the model may be indicative of the file access request reflecting suspect
behavior. For example, where the machine learning technique comprises a clustering algorithm
the risk score calculation algorithm may be operative to determine whether or not the file access
falls within the scope of at least one cluster formed by the clustering algorithm. Where the file
access request is not in accordance with the model, the risk score calculation algorithm may be

configured to output score representing a measure of deviation from normal user behavior.

[00043] The ongoing collection and analysis of user behavior within the network environment
at issue may further comprise modifying the model in dependence on observed file access requests
initiated by users for files associated with the network environment. The model may thus be
modified in a supervised manner. More specifically the model may be modified in dependence on
alerts provided to the network administrator responsive to denying file access requests, for
example. It may be advantageous to have the network administrator periodically assess whether
or not the file access requests that triggered alerts actually represent suspect behavior and provide

for modification of the model in dependence on the network administrator’s assessment.

[00044] The ongoing collection and analysis of user behavior may therefore provide for
modification of the model by way of an input-output arrangement comprised in management server

102, permission server 104 and/or analytics server 106. More specifically the ongoing collection
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and analysis of user behavior and/or the denial of access based on a risk score calculated based on
the model of user behavior may further include prompting the network administrator by way of
the input-output arrangement to modify the model. For example a message, alert or notification
may be provided to the network administrator, such as on a visual display unit or an event log, and
the user may be afforded an opportunity to re-classify file access requests identified as reflecting
abnormal user behavior as relating to normal user behavior by way of a user operable part of the

input-output arrangement such as a clickable area on the visual display unit.

[00045] The model formed by the risk score calculation algorithm may comprise multiple
sub-models. Each sub-model may be separately formed from a different form of reference data.
More specifically each sub-model may be formed from reference data relating to one or more of:
a different file, a different type of file, a different user, a different IP address, a different location,

a different timeframe.

[00046] The risk score calculation approach may comprise performing analysis in dependence
on the file access request and more specifically upon application of the file access request (and
associated observed data) to the model of user behavior. The analysis may provide for at least one
determination to be made in respect of the nature of the suspect behavior. Analysis may determine,
for example, that a file access request of the same form as the reference data, for example a file
access request for the same file and by the same user, exhibits different behavior to the reference
data. This may reflect the user account at issue has been compromised and is being used by
someone other than the user. Alternatively, analysis may determine that a file access request fails
to match or is insufficiently close to the reference data of any form in the model. This may reflect
the presence of malware or may reflect the presence of an unauthorized user or an authorized user

behaving in an inappropriate fashion.

[00047] In an embodiment, based on the risk score, permission server 104 can permit or deny
access to the file by returning a decryption key for the file or by withholding the decryption key.
In one embodiment, when the risk score is less than a first threshold, permission server 104 can
return the decryption key to client machine 110 and provide full access to the file, when the risk
score is between the first threshold and a second threshold, permission server 104 can return the
decryption key to the client machine and provide limited access to the file; and when the risk score

is greater than the second threshold, permission server 104 can withhold the decryption key.
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Alternatively, there may simply be one threshold risk level. For example, when the risk score is
less than or equal to the threshold risk level, full access to the file is permitted by returning the
decryption key to the file access control module and when the risk score is greater than the
threshold risk level, access is denied by withholding the decryption key. In addition to permitting
or denying a file access request, permission server 104 may also responsive to denying the request
providing an output (e.g., an alert or notification to the network administrator) indicating the
detection of abnormal/suspect behavior. The output may comprise a human perceptible indication
that suspect behavior has been performed by a particular user. Providing an output may comprise
at least one of’ operation of an output device, such as providing a message on a video display unit

comprised in management server 102, permission server 104 or analytics server 106.

[00048] FIG. 2 illustrates an exemplary representation 200 of functional components of a
management server 102 in accordance with an embodiment of the present invention. As
illustrated, management server 102 can include one or more processor(s) 202. Processor(s) 202
can be implemented as one or more microprocessors, microcomputers, microcontrollers, digital
signal processors, central processing units, logic circuitries, and/or any devices that manipulate
data based on operational instructions. Among other capabilities, processor(s) 202 are configured
to fetch and execute computer-readable instructions stored in a memory 206 of management server
102. Memory 206 can store one or more computer-readable instructions or routines, which may
be fetched and executed to create or share the data units over a network service. Memory 206 can
include any non-transitory storage device including, for example, volatile memory such as RAM,
or non-volatile memory such as EPROM, flash memory, and the like. In an example embodiment,
memory 206 may be a local memory or may be located remotely, such as a server, a file server, a

data server, and the Cloud.

[00049] Management server 102 can also include one or more interface(s) 204. Interface(s)
204 may include a variety of interfaces, for example, interfaces for data input and output devices,
referred to as I/O devices, storage devices, and the like. Interface(s) 204 may facilitate
communication of management server 102 with various devices coupled to management server
102. Interface(s) 204 may also provide a communication pathway for one or more components of
management server 102 and/or facilitate interaction with the network administrator. Examples of

such components include, but are not limited to, processing engine(s) 208 and database 216.
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[00050] Processing engine(s) 208 can be implemented as a combination of hardware and
software or firmware programming (for example, programmable instructions) to implement one
or more functionalities of engine(s) 208. In the examples described herein, such combinations of
hardware and software or firmware programming may be implemented in several different ways.
For example, the programming for the engine(s) may be processor executable instructions stored
on a non-transitory machine-readable storage medium and the hardware for engine(s) 208 may
include a processing resource (for example, one or more processors), to execute such instructions.
In the examples, the machine-readable storage medium may store instructions that, when executed
by the processing resource, implement engine(s) 208. In such examples, management server 102
can include the machine-readable storage medium storing the instructions and the processing
resource to execute the instructions, or the machine-readable storage medium may be separate but
accessible to management server 102 and the processing resource. In other examples, processing
engine(s) 208 may be implemented by electronic circuitry. Database 216 can include data that is
either stored or generated as a result of functionalities implemented by any of the components of

processing engine(s) 208.

[00051] In an example, processing engine(s) 208 can include a permission engine 210, an
analytics engine 212 and other engine(s) 214. Other engine(s) 214 can implement functionalities
that supplement applications or functions performed by management server 102 or processing

engine(s) 208.

[00052] In an aspect, information regarding historical user behavior of users of an enterprise
network can be collected and stored in database 216 by observing file access requests initiated by
the users. In an example, the file access requests can be initiated by the users using client machines
and can include or be supplemented to include information such as an IP address and geographical
location of the access, time of the access, a user identifier of the accessor or user, the name of the

file attempting to be accessed, and the likes.

[00053] According to an example, for each user, the information regarding historical user
behavior can include historical data regarding general file access which includes one or more of a
number of files accessed by the user over a predetermined period of time, types of files accessed,
and applications used by the user over the predetermined period of time. The information regarding

historical user behavior can further include historical data regarding observed locations of the user,
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as can be determined by the IP address of client machine or network device, and historical data
regarding observed times at which the user accesses files, e.g., times when the file is requested,

times when the user typically accesses a file, etc.

[00054] In an aspect, permission engine 210 can receive a file access request initiated by a
user, which can relate to a file stored within the enterprise network in encrypted form. The
encrypted form can include the file being wrapped within a cryptographic wrapper in order to
prevent direct access to the file without a proper on-access validation process having been
performed by the file access control module, involving validating the file access request by the file
access control module via management server 102 (or one or more of management server 102,
permission server 104 and analytics server 106) explicit permission is provided for authenticated
access. Cryptographic keys can be stored in database 216 and can be provided by permission

engine 210 for authenticated access by the user.

[00055]  In response to receipt of the file access request, analytics engine 212 can determine a
risk score for the user based on multiple factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access request.
For example, the analytics engine 212 can compare the observed data with the historical
information of user behavior to determine the risk score so that the risk score can be provided to
the permission engine 210. As described above, analytics engine 212 may perform the comparison
by analyzes various factors using a model of user behavior developed by machine-learning
techniques to identify whether the access request at issue represents abnormal behavior (that is,
represents an outlier with respect to a reference dataset, such as a model of normal user behavior)

and may also quantify the degree of abnormality in terms of a risk score.

[00056] According to an example, the observed data can include a current location of the user
as determined based on an IP address contained in the file access request and a status indicative of
whether the connection through which the user initiated the file access request is trusted or
untrusted. The connection can be deemed trusted when the user is on the enterprise network or
accessing the enterprise network remotely via a secure connection, e.g., via a VPN. On contrary,
the connection can be deemed untrusted when the user is not on the enterprise network or accessing

the enterprise network remotely via an insecure connection, e.g., a public internet hotspot.
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[00057] In an aspect, based on the risk score, permission engine 210 can permit or deny access
to the file by returning a decryption key for the file or by withholding the decryption key. For
example, when the risk score is less than a first threshold, i.e., when the risk score is low,
permission engine 210 can return the decryption key and provide full access to the file. Further,
when the risk score is between the first threshold and a second threshold, i.e., when the risk score
is moderate, permission engine 210 can return the decryption key and provide limited access to
the file, thereby directing access to the file through a lower risk channel, e.g. a VPN. Furthermore,
when the risk score is greater than the second threshold, i.e., when the risk score is high, permission
engine 210 can withhold the decryption key, thereby blocking access to the file. In an
implementation, the first threshold, the second threshold and the third threshold can be maintained
by permission engine 210 and may be configurable by a network administrator via a browser based
interface provided, for example, by management server 102. In addition to blocking access to the
file, permission engine 210 may also generate an alert or notification to the network administrator
regarding the detected abnormal user behavior to solicit feedback from the network administrator.
In this manner, the ongoing collection and analysis of user behavior within the network
environment at issue may further comprise modifying the model in dependence on observed file
access requests initiated by users for files associated with the network environment and based on
feedback received from the network administrator (e.g., confirming or overriding the abnormal
user behavior determination regarding the file access request at issue), thus modifying the model

in a supervised manner.

[00058] Those skilled in the art will appreciate that using various embodiments of the present
disclosure, when any unusual or anomalous activity of the user is observed while accessing a file,
the management server 102 can block the access or can provide limited access based on the risk
associated with the activity. For example, if the user is accessing a file at 3:00 a.m. through a
network other than the enterprise network, based on the historical user behavior, the activity can
be determined to be highly risky and the user may not be provided the cryptographic key to access
the file. Alternatively, when the user accesses the file during working hours using the enterprise
network, the activity can be viewed as relatively normal and be assigned a low risk score and the
user may be provided the cryptographic key associated with the file for full access by the user. A
network administrator can simply configure permission server 104 or permission engine 210 with

a rule defining under what conditions a requested decryption key is to be provided. For example,
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the rule may specify the requested decryption key is to be provided when the risk score is less than
or equal to a predefined or configurable threshold and withheld otherwise. Advantageously in the
manner, the network administrator need not contemplate all possible user access scenarios and
define policies for each of such scenarios as would be required by a policy-driven file access
control approach. When defining the predefined or configurable threshold, the network
administrator may take into consideration the fact that user behaviors vary in different
environments. For example, in a more rigid or regimented environment, such as a private network
of a bank or of a defense contractor, even a slight deviation from normal user behavior may not be
tolerable and therefore the network administrator in such an environment may require user risk
scores to meet a lower risk threshold in order for their file access requests to be granted. In contrast,
in a more flexible environment, such as a private network of a game developer, a relatively high
degree of deviation from normal user behavior may be acceptable and therefore the network
administrator of such an environment may permit user risk scores to meet a higher risk threshold
and still authorize their file access requests. In this manner, a fine-grained and dynamic file access
control mechanism is provided that overcomes various disadvantages and limitations of typical

policy-based file access control approaches.

[00059] FIG. 3A is a high-level flow diagram 300 illustrating a portion of a file access control
process in accordance with an embodiment of the present invention. In the present example, it is
assumed a user has initiated, via a client machine on which a file access control module is installed,
a file access request relating to a file stored within an enterprise network in encrypted form. . The
file access control module has intercepted the file access request and initiates performance of an
on-access validation process to seek confirmation or denial of the user’s rights to perform the
requested file access request (e.g., perform a file operation, such as delete, open, read, write, and/or

rename) on the file.

[00060] In context of the present example, information regarding historical user behavior of
the users of an enterprise network can be stored in a database associated with the enterprise
network by observing file access requests initiated by the users. At block 302, a permission server
can receive a file access request for validation. The file access request may represent the file
access request in its original form as initiated by the user or it may represent an augmented version

thereof. For example, in one embodiment, an IP address contained within the original file access
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request may be replaced with information regarding a geographic location associated with the IP
address. Additionally, as noted above, the original file access request might be augmented to
include, for example, status information indicative of whether the connection through which the
user initiated the file access request is trusted or untrusted. In an example, the file can be stored
in a separate server, say a file server associated with the enterprise network. In another example,

the file can be stored in any network or computing device associated with the enterprise network.

[00061] In response to receipt of the file access request, at block 304, behavior analytics
functionality (e.g., implemented in analytics server 106 or analytics engine 212) can determine a
risk score for the user based on multiple factors, including, but not limited to information regarding
historical user behavior, the file access request and observed data determined based on the file
access request. The observed data can include current location of the user as determined by the IP
address, a time at which the file access was requested, and information regarding whether the user

is accessing the file from a trusted location or an untrusted location.

[00062] In an aspect, the analytics server can provide the risk score to the permission server,
such that based on the risk score and one or more configured risk thresholds, at block 306, the
permission server can cause the file access control module of the client machine to permit access
to the file by returning a decryption key for the file or can cause the file access control module of

the client machine to deny access to the file by withholding the decryption key.

[00063] FIG. 3B is a flow diagram 350 illustrating a user risk rating evaluation process in
accordance with an embodiment of the present invention. In the context of the present example,
access to the requested file can be provided by permission functionality (e.g., implemented in
permission server 104 or permission engine 210) based on the risk score determined by the
behavior analytics functionality by comparing the risk score with one or more risk threshold values
(e.g., a first, a second and a third threshold value in this example). The threshold values can be
predetermined, pre-configured or configurable by a network administrator via a command line
interface or graphical user interface provided by the permission server or by the management

SCIver.

[00064] At block 352, the risk score can be compared with the first threshold value. If the risk
score is less than the first threshold, at block 360, the permission server can provide full access to

the file by returning the decryption key. However, if the risk score is greater than the first threshold,
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at block 354, the risk score can be compared with the second threshold value. If the risk score is
between first threshold value and the second threshold value, at block 362, the permission server
can provide limited access to the file by returning the decryption key and specifying the limitations.
If the risk score is not between the first threshold value and the second threshold value, that is, at
block 356, if the risk score is greater than the second threshold value, at block 358, the permission

server can block access to the file by withholding the decryption key.

[00065] FIG. 4 is a sequence diagram 400 illustrating interactions among various components
of a network architecture in connection with a file access request in accordance with an
embodiment of the present invention. In context of the present example, a file access request can
be initiated by a user through a client machine 402 such that at step 1, the access request can be
sent to a permission server 404 for validation. As noted above, the access request can pertain to a
file stored with an enterprise network in encrypted form and can include an IP address (and/or
geographical location information associated with the IP address) of the client machine from which
the file access request originated, a time of the access, a user identifier of the user that initiated the
file access request, a name of the file to be accessed, etc. At step 2, permission server 404 can send

the access request to an analytics server 406 for processing.

[00066] At step 3, analytics server 406 can capture user behavior relating to the current file
access request and incorporate that information into historical user behavior information
maintained by analytics server 406, including historical data regarding general file accesses by the
user, historical data regarding observed locations of the user when making such file access
requests, and historical data regarding observed times at which the user typically accesses files. At
step 4, analytics server 406, can determine a risk score associated with the user based on the
historical user behavior information, the file access request and optional additional observed data
determined based on the file access request. Upon determining the risk score by analytics server
406, at step 5, the risk score can be returned to permission server 404. As noted above, the ongoing
collection and analysis of user behavior within the network environment at issue (e.g., step 3) may
further comprise modifying the model in dependence on observed file access requests initiated by

users for files associated with the network environment.

[00067] At step 6, permission server 404 can compare the risk score with one or more

threshold values, for example, the first, second and third threshold values described above with
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reference to FIG. 3B and permit the level of file access associated with the comparison results.
For example, when the risk score is less than or equal to a particular risk threshold, a file access
control rule defined by the network administrator may specify any requested file access is to be
allowed. Alternatively, when the risk sore is greater than the particular risk threshold, the file
access control rule may specify any requested file access is to be blocked/denied. At step 7, the
access right and/or the decryption key can be provided to client machine 402. In an example, when
the risk score is low, indicating, for example, a low deviation from normal user behavior, full
access can be provided to the file at issue; when the risk score is moderate, indicating, for example,
a moderate deviation from normal user behavior, limited access can be provided to the file at issue
and when the risk score is high, indicating, for example, a high deviation from normal user

behavior, access to the file at issue can be blocked by withholding the decryption key.

[00068] As noted above, the denial of a file access request by permission server 404 based on
a risk score indicative of abnormal user behavior may further include logging the denial or
otherwise notifying the network administrator so as to provide the network administrator with an
opportunity to provide feedback to the machine-learning algorithm by reclassifying file access
requests identified as reflecting abnormal user behavior as relating to normal user behavior. In
this manner, the model of user behavior can be modified so as to produce more accurate risk score

outputs over time based on feedback provided by the network administrator.

[00069] FIG. 5 illustrates an exemplary computer system 500 in which or with which
embodiments of the present invention may be utilized. Computer system 500 may represent a
client machine (e.g., client machine 110 or client machine 402) or a server (e.g., management

server 102, permission server 104 or analytics server 106).

[00070] As shown in FIG. 5, computer system includes an external storage device 510, a bus
520, a main memory 530, a read only memory 540, a mass storage device 550, a communication
port 560, and a processor 570. Computer system may represent some portion of management

server 102, management server 104 or analytics server 106.

[00071] Those skilled in the art will appreciate that computer system 500 may include more
than one processor 570 and communication ports 560. Examples of processor 570 include, but are
not limited to, an Intel® Itanium® or Itanium 2 processor(s), or AMD® Opteron® or Athlon MP®

processor(s), Motorola® lines of processors, FortiSOC™ system on a chip processors or other
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future processors. Processor 570 may include various modules associated with embodiments of

the present invention.

[00072] Communication port 560 can be any of an RS-232 port for use with a modem based
dialup connection, a 10/100 Ethernet port, a Gigabit or 10 Gigabit port using copper or fiber, a
serial port, a parallel port, or other existing or future ports. Communication port 560 may be chosen
depending on a network, such a Local Area Network (LAN), Wide Area Network (WAN), or any

network to which computer system connects.

[00073] Memory 530 can be Random Access Memory (RAM), or any other dynamic storage
device commonly known in the art. Read only memory 540 can be any static storage device(s)
e.g., but not limited to, a Programmable Read Only Memory (PROM) chips for storing static

information e.g. start-up or BIOS instructions for processor 570.

[00074] Mass storage 550 may be any current or future mass storage solution, which can be
used to store information and/or instructions. Exemplary mass storage solutions include, but are
not limited to, Parallel Advanced Technology Attachment (PATA) or Serial Advanced
Technology Attachment (SATA) hard disk drives or solid-state drives (internal or external, e.g.,
having Universal Serial Bus (USB) and/or Firewire interfaces), e.g. those available from Seagate
(e.g., the Seagate Barracuda 7200 family) or Hitachi (e.g., the Hitachi Deskstar 7K1000), one or
more optical discs, Redundant Array of Independent Disks (RAID) storage, e.g. an array of disks
(e.g., SATA arrays), available from various vendors including Dot Hill Systems Corp., LaCie,

Nexsan Technologies, Inc. and Enhance Technology, Inc.

[00075] Bus 520 communicatively couples processor(s) 570 with the other memory, storage
and communication blocks. Bus 520 can be, e.g. a Peripheral Component Interconnect (PCI) / PCI
Extended (PCI-X) bus, Small Computer System Interface (SCSI), USB or the like, for connecting
expansion cards, drives and other subsystems as well as other buses, such a front side bus (FSB),

which connects processor 570 to software system.

[00076] Optionally, operator and administrative interfaces, e.g. a display, keyboard, and a
cursor control device, may also be coupled to bus 520 to support direct operator interaction with
computer system. Other operator and administrative interfaces can be provided through network

connections connected through communication port 560. External storage device 510 can be any
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kind of external hard-drives, floppy drives, IOMEGA® Zip Drives, Compact Disc - Read Only
Memory (CD-ROM), Compact Disc - Re-Writable (CD-RW), Digital Video Disk - Read Only
Memory (DVD-ROM). Components described above are meant only to exemplify various
possibilities. In no way should the aforementioned exemplary computer system limit the scope of

the present disclosure.

[00077] Thus, it will be appreciated by those of ordinary skill in the art that the diagrams,
schematics, illustrations, and the like represent conceptual views or processes illustrating systems
and methods embodying this invention. The functions of the various elements shown in the figures
may be provided through the use of dedicated hardware as well as hardware capable of executing
associated software. Similarly, any switches shown in the figures are conceptual only. Their
function may be carried out through the operation of program logic, through dedicated logic,
through the interaction of program control and dedicated logic, or even manually, the particular
technique being selectable by the entity implementing this invention. Those of ordinary skill in the
art further understand that the exemplary hardware, software, processes, methods, and/or operating
systems described herein are for illustrative purposes and, thus, are not intended to be limited to

any particular named.

[00078] As used herein, and unless the context dictates otherwise, the term "coupled to" is
intended to include both direct coupling (in which two elements that are coupled to each other
contact each other) and indirect coupling (in which at least one additional element is located
between the two elements). Therefore, the terms "coupled to" and "coupled with" are used
synonymously. Within the context of this document terms "coupled to" and "coupled with" are
also used euphemistically to mean “communicatively coupled with” over a network, where two or
more devices are able to exchange data with each other over the network, possibly via one or more

intermediary device.

[00079] It should be apparent to those skilled in the art that many more modifications besides
those already described are possible without departing from the inventive concepts herein. The
inventive subject matter, therefore, is not to be restricted except in the spirit of the appended
claims. Moreover, in interpreting both the specification and the claims, all terms should be
interpreted in the broadest possible manner consistent with the context. In particular, the terms

“comprises” and “comprising” should be interpreted as referring to elements, components, or steps
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in a non-exclusive manner, indicating that the referenced elements, components, or steps may be
present, or utilized, or combined with other elements, components, or steps that are not expressly
referenced. Where the specification claims refers to at least one of something selected from the
group consisting of A, B, C .... and N, the text should be interpreted as requiring only one element

from the group, not A plus N, or B plus N, etc.

[00080] While the foregoing describes various embodiments of the invention, other and
further embodiments of the invention may be devised without departing from the basic scope
thereof. The scope of the invention is determined by the claims that follow. The invention is not
limited to the described embodiments, versions or examples, which are included to enable a person
having ordinary skill in the art to make and use the invention when combined with information

and knowledge available to the person having ordinary skill in the art.
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Title of Invention | FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor |1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
| [] ratthew b. ittle | [
Residence Information (Select One) US Residency e Non US Residency Active US Military Service
City |[oanhead J|Country of Residence | EB |

Mailing Address of Inventor:
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Address 2
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Postal Code | EH3 80B | Countryi | [oB
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Middle Name

Family Name

Suffix

[Carson
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Residence Information (Select One)

US Residency

(® Non US Residency
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||Country of Residence i
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Mailing Address of Inventor:
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City Edinburgh

State/Province

Postal Code
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| fos
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Inventor 4
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‘ El IVIiIes
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Residence Information (Select One)
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All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.
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Application Information:

Title of the Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Attorney Docket Number| [FORT-031800 Small Entity Status Claimed [ ]

Application Type Nonprovisional -
Subject Matter Utility -
Total Number of Drawing Sheets (if any) 6 Suggested Figure for Publication (if any) | BA

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.5.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specificaticn and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
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Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.5.C. 119(e), 120, 121, 365(c), or 386(c) or indicate

National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e} or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status v Remove

Filing or 371(c) Date
(YYYY-MM-DD)

Application Number Continuity Type Prior Application Number

-

Additional Domestic Benefit/National Stage Data may be generated within this form Add
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority applicaticn is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Number
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
autharization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX]) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of
China (SIPQ), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which pricrity or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1.

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPQO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141{1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTQ will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number
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Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant f1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1 46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

-

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Crganization check here. X

Organization Name Fortinet, Inc.

Mailing Address Information For Applicant:

Address 1 BI9 Kifer Rd.

Address 2

City Bunnyvale State/Province CA
Countr)) | S Postal Code 94086
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Web 2.2.13

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00043



PTO/AIAM4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name Fortinet, Inc.
Mailing Address Information For Assignee including Non-Applicant Assignee:
Address 1 B99 Kifer Rd.
Address 2
City Sunnyvale I State/Province CA
Countryi s I Postal Code 94086
Phone Number ‘ Fax Number
Email Address
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by ~a

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/Michael A DeSanctis/ Date (YYYY-MM-DD)| 2019-03-22
First Name | Michael A. Last Name | DeSanctis Registration Number | [39957
Additional Signature may be generated within this form by selecting the Add button.

EFS Web 2.2.13

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00044



PTO/AIAM4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general autherity for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information selicited is voluntary; and (3) the principal purpose for which the information is used by the U.5. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandenment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to cpposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a{m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of Naticnal Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 US.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
16/362,167 03/22/2019 2139 1720 FORT-031800 20 2
CONFIRMATION NO. 6553
64128 FILING RECEIPT
MICHAEL A DESANCTIS
T DONSA & HAMILTON LLP O M

7501 Village Square Drive, Ste. 206
Castle Pines, CO 80108

Date Mailed: 04/09/2019

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Matthew J. Little, Loanhead, UNITED KINGDOM,;
Jamie R. Graves, Edinburgh, UNITED KINGDOM,;
Carson Leonard, Edinburgh, UNITED KINGDOM;
Miles Gould, Edinburgh, UNITED KINGDOM,;
Applicant(s)
Fortinet, Inc., Sunnyvale, CA;
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: None

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim fo
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 04/05/2019

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/362,167

Projected Publication Date: 09/24/2020
Non-Publication Request: No

Early Publication Request: No
Title

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Preliminary Class

711
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www .stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/362,167
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
A o) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), {i), o (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A N/A 760
TOTAL CLAIMS . *
(37 CFR 1.16(i)) 20 minus 20= OR |x 100 - 0.00
il I N
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(87 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE() FEE($) RATE®) FEE(S)
E AMENDMENT PAID FOR
L Total * inus | ** =
s (a7 CFg?.m(i)) M = OR [x =
a Independent * Minus | ™ =
E (37 CFR 1.16(h)) = OR [x =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
w Total * Minus | ** = ~
= (37 CF%?JG(i)) OR [x -
% Independent * Minus [ *** = _ OR M _
L (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" {Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/362,167 03/22/2019 Matthew J. Little FORT-031800
CONFIRMATION NO. 6553
64128 FORMALITIES LETTER
MICHAEL A DESANCTIS
JAFFERY WATSON HENDONSA & HAMILTON LLP O

7501 Village Square Drive, Ste. 206
Castle Pines, CO 80108

Date Mailed: 04/09/2019

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing.

Applicant is given TWO MONTHS from the date of this Notice within which to file all required items below to avoid
abandonment. Extensions of time may be obtained by filing a petition accompanied by the extension fee under
the provisions of 37 CFR 1.136(a).

« Surcharge as set forth in 37 CFR 1.16(f) must be submitted.
The surcharge is due for any one of:
« late submission of the basic filing fee, search fee, or examination fee,
« late submission of inventor's oath or declaration,
« filing an application that does not contain at least one claim on filing, or
+ submission of an application filed by reference to a previously filed application.

SUMMARY OF FEES DUE:

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized
below. No entity status discount is in effect. If applicant is qualified for small entity status, a written assertion of
small entity status must be submitted to establish small entity status. (See 37 CFR 1.27). If applicant is qualified
for micro entity status, an acceptable Certification of Micro Entity Status must be submitted to establish micro
entity status. (See 37 CFR 1.29 and forms PTO/SB/15A and 15B.)

+ $ 160 surcharge.

+ $( 0) previous unapplied payment amount.

+$ 160 TOTAL FEE BALANCE DUE.

Items Required To Avoid Processing Delays:

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f).
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+ A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Matthew J. Little
Jamie R. Graves
Carson Leonard
Miles Gould

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https://sportal.uspto.gov/authenticate/AuthenticateUserlLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/thadera/
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Document code: WFEE

United States Patent and Trademark Office
Sales Receipt for Accounting Date: 04/19/2019

CVORACHA  ADJ #00000020 Mailroom Dt: 04/15/2019
Seq No: 7167 Sales Acctg Dt: 04/16/2019 16362167
02 FC: 1464 -140.00 OP
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Document code: WFEE

United States Patent and Trademark Office
Sales Receipt for Accounting Date: 04/19/2019

CVORACHA  SALE #00000027 Mailroom Dt: 04/15/2019 16362167
01 FC : 1830 140.00 OP
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTC/SB/08a (02-18)

Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16362167

P019-03-22

Filing Date

First Named Inventor ‘I\Ilatthew J. Little

Art Unit 2139

Examiner Name ‘

Attorney Docket Number | FORT-031800

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Cede? of cited Document )
Figures Appear
1 B595497 P013-11-26 Dogu et al.
2 p887274 P014-11-11 Buchanan et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 0180069881 P018-03-18 Graves et al.
2 0180351979 P018-12-06 Mandrychenko et al.

If you wish to add additional U.S. Published Application citation information please click the Add button, Add

FOREIGN PATENT DOCUMENTS

Remove

Cite
No

Examiner
Initial*

Foreign Document
Number3

Country
Code2j

Kind
Code4

Publication

Date Applicant of cited

Document

Name of Patentee or

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

Ts
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Application Number 16362167
Filing Date 2019-03-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ Matthew J. Little
Art Unit | 2139

Examiner Name ‘
Attorney Docket Number | FORT-031800

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s}, TS
publisher, city and/or country where published.

Examiner| Cite
Initials* [ No

1 Kerr, O.S, et al. "Encryption Workarounds." The Georgetown Law Journal. Vol. 106:989 2018. pgs 989-1019.

2 FinalCode. How FinalCode Works. http://iwww _finalcode.com/jp/english/about/mechanism/. 2 pgs.

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered ‘

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if|
English language translation is attached.
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Application Number 16362167

Filing Date 2019-03-22

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor ‘ Matthew J. Little

o Art Unit | 2139
( Not for submission under 37 CFR 1.99)

Examiner Name ‘

Attorney Docket Number | FORT-031800

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.87(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e}2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael A. DeSanctis/ Date (YYYY-MM-DD) 2019-04-12

Name/Print Michael A. DeSanctis Registration Number |39957

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Cenfidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments cn the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 35732536
Application Number: 16362167
International Application Number:
Confirmation Number: 6553

Title of Invention:

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

First Named Inventor/Applicant Name:

Matthew J. Little

Customer Number:

64128

Filer:

Michael A. DeSanctis

Filer Authorized By:

Attorney Docket Number: FORT-031800
Receipt Date: 15-APR-2019
Filing Date: 22-MAR-2019

Time Stamp: 21:28:13

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
1034449
1 Information Disclosure Statement {IDS) IDS_31800.pdf o 4

Form (SB08)

a7dc34976fb167686a586707c67fdb887c3d
2ael

Warnings:
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Information:

335305
2 Non Patent Literature NPL_1_31800.pdf no 31
ff8e6f5a745accf1c3998d1a90472866701ad|
4eb
Warnings:
Information:
103799
3 Non Patent Literature NPL_2_31800.pdf no 2
c15fbef4db65287a747cdfb1627741d8cb07|
Warnings:
Information:
Total Files Size (in bytes):l 1473553

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTGISBIRG (41-08)

Approved for yae through V1OG2011, OMEB 8a51-0035

13.8] Patant znd Trademark Office; 4.8 DEPARTMENT OF COMMERCE

Unger the Fapenvork Raduction Act of 1888, i persoas sre required to respond to a vofiaction of intormation unless # displays & vatid OMR control number,

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO )

| hereby revoke all previous powers of atiomey given in the application identified in the attached statement under
37 CFR 3.73¢h3,

| hersby appaint:
- . . I3
Practitioners assnciated with the Customer Number: 84128
OR
{ “1 Practitionar(s} nemed balow (if mosa than len patent practitionass are to be narmed, then a customey aumber must be used):
Namsz Registeation Namg Registeation
Nuaher Numher

a5 attamey(s) or agent(s} iu rapresent the tndersignad bafore the United Ststes Patent and Trademark Office (USPTY) I cannectioh with
any ard afl patert appiications essigned only 1o the undessigned according to the USPTO assigrrment vecords of assignmers docments
_alttached to this Yo in accordance with 37 CFR 2 73(h).

Please changs the correspondence address for the appi.r‘aimn identified in'the altached sialement under 37 CFR 3.73(bj 10!

The address assockated with Customer Number:
OR

'—1 Finm or

L4 Individusl Name
Adddrazs

City l State Zip

Cawntry

Telephone I Email

Asgsignes Name and Address:
Forinet, Ino.

899 Kifer Rd.
Sunnyvale, CA §4086

A copy of this farm, togather with a statement under 37 CFR 3.73(b) {(Form PTO/SBIA6 or equivalent} js required to be
filed in each application in which this form fs used. The statement under 37 CFR 3.73{(h) may be campleted by one of
the praciitioners appointaed i this form if the appointed practitioner is authorized to act on hehalf of the assignes,
and must identify the application irwhich this Power of Attorney is to be filed, .

SIGNATURE of Assigass of Record
Tht, tudividund whose sigostore and itle ivsupptied below is suthorized toact on behalf of the assiguee

ISR Date ‘3 e

Signaturs | & :} N
Harma I Williarm Cooper Teleghons

Titla Director of Litigaten, imellestual Propeny ang Prvacy

This enllection of infornation is raquired by 37 CFR 1,31, 1.32 and 1,33, The informailon Jz requinsd 10 okdain of retain a beneft by e puhlic whini is to file {and
by the UBPTU to process) an applications.” Sonfidentisiity 18 governgs by 35 U,8.C, 422 and 37 OFR 1.11 and 1,14, Tiis colfection is astinsied 1o take 3 minsiss
to compiste, including gatt 4, preparing, and submitling the completed application form to-the USPTQ. Time vl vavy depending upon the individual case, Any
camynents on he aneud af §me you require o complete tils fapn andlar suggessions for redudiag this vuden, should be sent te the Chisf Infarmatian Gificer,
U5, Patent and Trademnark Offiee, LLS. Department of Commerce, P00 Bax 1450, Alexanddar V& 223134480, DO NOT SEND FEES OR SOMPLETED
FORMS TO THIS ADDRESS, SEND TO: Commissionsr for Patents, P.O, Box 1450, Alexandria, VA 22513-1450.

If you nead assistance in compieting the form, call 1-800-PTO-3188 and select aptian 2.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Matthew J. Little

Residence Information (Select One) () US Residency (@ Non US Residency () Active US Military Service

City |Loanhead Country of Residence GB

Mailing Address of Inventor:

Address 1 40 Torphichen Street

Address 2

City Edinburgh | State/Province

Postal Code EH3 8JB | Countryi GB

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Jamie R. Graves

Residence Information (Select One) () US Residency (@ Non US Residency () Active US Military Service

City |Edinburgh Country of Residence | GB

Mailing Address of Inventor:

Address 1 40 Torphichen Street

Address 2

City Edinburgh | State/Province
Postal Code EH3 8JB | Countryi GB

Inventor 3
Legal Name

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Prefix| Given Name Middle Name Family Name Suffix

Carson Leonard
Residence Information (Select One) (O US Residency (® Non US Residency (0 Active US Military Service

City |Edinburgh Country of Residence GB

Mailing Address of Inventor:

Address 1 40 Torphichen Street
Address 2
City Edinburgh | State/Province
Postal Code EH3 8J8 | Countryi GB
Inventor 4
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
hites— Goutd—
Residence Information (Select One) () US Residency (@ Non US Residency () Active US Military Service
City [|Edinburgh- Country of Residence i GB—

Mailing Address of Inventor:

Address 1 -40-Torphichen-Street—

Address 2

City Edinburgh- | State/Province
Postal Code | EH38JB | Countryi GB-

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 64128

Email Address

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Application Information:

Title of the Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Attorney Docket Number| FORT-031800 Small Entity Status Claimed [ ]

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 6 Suggested Figure for Publication (if any) | 3A

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: @ Customer Number | O US Patent Practioner | (O Limited Recognition (37 CFR 11.9)

Customer Number 64128
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) . Attorney Docket Number | FORT-031800
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)| the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) . Attorney Docket Number | FORT-031800
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

(® Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Fortinet, Inc.

Mailing Address Information For Applicant:

Address 1 899 Kifer Rd.

Address 2

City Sunnyvale State/Province CA
Country | us Postal Code 94086
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) . Attorney Docket Number | FORT-031800
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name

Fortinet, Inc.

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 899 Kifer Rd.

Address 2

City Sunnyvale State/Province CA
Countryi us Postal Code 94086
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).
This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Michael A DeSanctis/ Date (YYYY-MM-DD)| 2019-04-15

First Name | Michael A. Last Name | DeSanctis Registration Number | 39957

Additional Signature may be generated within this form by selecting the Add button.
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Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | FORT-031800

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 Theinformation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9.  Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Doc Code: R48.REQ
Document Description: Requestunder Rule 48 correcting inventorship

PTO/AIA/A0 (04°18)

Approved for use through 11/30/2020. OMB.0651-0031

U:S. Patentand Trademark Office, U:S. DEPARTMENT. OF COMMERCE

Utider the Paperwork Reduction Act of 1995, no persons are required to respond. to a collection of information unie’ssit displays a valid OMB control number.

e

To:

REQUEST FOR CORRECTION IN-A Application Number 16/362,167 » ﬁ\
PATENT APPLICATION RELATING TO | FilingDate March 22, 2019
INVENTORSHIP OR AN INVENTOR | Fsthemedinventer  IMatthew .J. Little
NAME, OR ORDER OF NAMES, OTHER | *= ™ 2139
THAN IN A REISSUE APPLICATION (37 |- Cminer Name TBD

Practitioner Docket’

E CFR 1.48) Number FORT'031 800 !

Commissioner for Patents
P.0O. Box 1450
Alexandria, VA 22313-1450

Applicant heréby requests that the inventorship be corrected or changed, or that the name of the inventor ora joint inventor, or the order of
the names of joint inventors, be changed, in the:above-identified application, Note: 37 CFR 1.48 applies to any request to correct inventorship
filad on-or after September 16, 2012, regardless of the application filing:date. Do not submit this form after payment pfthe issuefeeorif the
application has been patented. See 37 CFR1.324 for.correction of inventorship ina patent.

Please check the applicable box{es)below.

For-a nonprovisional application:

D 1. This request is ta correct or-change the inventorship in a nonprovisional application (under 37 CFR 1.48(a}) and includes:

D An application data sheet {ADS) in accordance with 37 CFR 1.76(c) with the corrected or updated information shown with markings
(e:g., underlining for ingertions, strikethrough for deletions); See the Manual of Patent Examining Procadure {MPEP) section
601.05({a) for information about filing 2n ADS in aiv application filed-on/after September 16, 2012, For information about filing'a
Supplemental ADS in an application filed before September16, 2017, see MPEP 601:05(b).

D The processing fee set forth in 37 CFR 1.17(i). $

I:' An inventor is being added. An inventor's oath ordeclaration by-any actual inventor who has not yet executed'an oath or declaration
is required (see 37 CFR 1.48(b)). See MPEP 602.01(a) for information about an iventor's oath ordeclaration for an application filed
onfafter September 16, 2012 (e.g., form PTO/AIASO1). Foriinférmation about an inventor's oath-or declaration for an application
filed bafore September 16, 2012{¢.g., form PTO/SB01), see MPEP-602.01{b}.

D This request is being filad after tha first Offica action on the merits has been given or mailed (se&.37 CFR 1.48{c) and 1.17({d)). Check
one of the following:

D This request to corrett orchange the inventorship is due solely to the cancellation of claims in the-application,
OR
D Thefee set forth in 37 CFR 1.17(d) is due (in addition to the fee set forth in 37 CFR 1.17(i)), s

[Page1of2]

This.collection of infermation isrequired by 37 CER 1. 48. The informaticn isrequired fo obtain or retain a benefit by the public.which isto file.{and by the USPTO to
process) an application. Confidentiality-is governed by 35 U.5.C. 122 and 37 CFR1.11 and 1.14. This collection is estimated to take 1 hour to-complete, including
gathering, preparing, and submitting the cempleted application form to the USPT(. Time. will vary depending upon the individual case. Any comments.on the
amount of time you require to.complete this form and/or suggestions for reducing thi's burden, should be sentto the Chief nformation Ofﬁcel, U, Patentand
Trademark Office; U8, Department af Commerce, P.O: Bex 1450, Alexandria, VA 22313-1450; DO NOT.SEND FEES OR COMPLETED: FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.0. Bok 1450, Alexandria VA 22313-1450.

if you need ossistance in compieting the form, colf 1 -800-PTO-8199 and select option 2.
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PTO/MA/40{04-18)
Approved for use through 11/30/2020. OMB 0651-0031

U.5, Patent and. Trademark Office, U;5. DEPARTMENT OF COMMERCE

Under the Paperwork-Reduction Act of 19595, no. persons are:tequired to respond to a collection of information uniess it displays avalid OMB control number.

REQUEST FOR CORRECTION IN A PATENT APPLICATION RELATING TO INVENTORSHIP OR AN
INVENTOR NAME, OR ORDER OF NAMES, OTHER THAN IN A REISSUE APPLICATION
(37 CFR 1.48)

@ 2. This request-is to correct.or update the name.of the inventor ora joint inventor, or the order of names of joint inventors,.ina
nenprovisional application (under-37 CFR 1.48(f)] and includes:

@ An-application data sheet in accordance with 37 CFR 1.76(c) identifying the complete inventive entity, including the corrected or
updated name of the inventor, orthe new order of names shown with markings (e.g. , underlining for insertions, strikethroughfor
deletions), See the MPEP 601.05(a) for infarmation about filing an ADS/in an application filed on/after September 16, 2012. For
informaticn about filing a Supplemental ADS.in an-application filed before Septeinber 16, 2012; see MPEP 601.05(h}.

li‘ The processing fee set forth in 37 CFR. 1.17(i). $ 1 40

For a provisional application:

This request is to change orcorrect the inventorship, or corfect.or update the name of the inventoror a joint inveritor, in‘a provisional
application (under 37 CFR 1.43(d)) and includes:

D Attached hereto is-adocumentthat is signed by a party set forth in.37. CFR'1.33(b) and identifies each inventorby hisor herlegal
name, in'the preferred order:-Note: the document may be an application data sheet inaccerdance with 37 CFR.1.76(c) that
identifies the changes with markings (underlining for insertions, strikethrough fordeletions).

E‘ The processing fee set forth.in37 CFR 1.17(q), S

Fee Payment Information:
D Applicant asserts small entity status, See 37 CFR.1.27.

D Applicant certifies micro entity status. See 37 CFR'1.29.
Form PTO/SB/15A or B.or equivalent must either be ericlosed-or have heen submitted previously

D A checkinthe amount of the fée isenclosed.
E‘ Payment by.credit-card. Form PTO-2038 is attached:

l:‘ The Diractor is hereby authorized to-charge any fees which may bé required, orcredit any.overpayment
to Deposit Account No.

[i‘ Payment'made via EF$-Web:

WARNING: . Information on this.-form may become public. Credit card information should not be included
an this form. Provide credit card infermation and authorization on PTO-2038.

lamthe

l:' Applicant® @ attarney or-agentof record D attarney or agentacting under 37:CFR 1,34
Registration number. 39957

= Registration numiber
signature Michael A DeSanctis/

Typed ar printed name Michael A. DeSanctis
pate ADFIl 15, 2019

NOTE! Thisform must be signed in accordance with 37 CFR 1.33: See 37 CFR 1.4 for signature requirements and certifications. *Juristic entities
must be represented by a patent practitioner {See 37 CFR 1.31, applicable to.any paperfiled on or.after September 16, 2012 that is presented
on bahalf of a juristic entity; régardless of application filing date). Submit multiple:formsif morethan one si,_gnature is required, se8 below**,

E ** Total of ] _ formsare submitted.

[Page 2.0f2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection with your
sibmission. of the attached form related to 'a patent application or patent. Accordingly, pursuant to the
reguirements of the Act, please be advised that: (1) the general authority for the collection of this informaticn is
351.8.C. 2(b)2); (2) furnishing of the information solicited is vaoluntary; and (3) the principal purpose for which
the information is used by the U.8. Patent and Trademark Office is'to process andfor examine your submission
related to a patent application-or patent. If you do:not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process andfor examine your submission, which may resuit in termination
of proceedings or abandonment of the application or expiration of the patent.

Theinformatien provided by you in this form will be subject to the following routine uses:

1. The informatien on this formwill be treated confidentially to the extent allowed under the Freedom of
Information Act (5.).8.:C. 552) andthe Privacy:Act (5 U.S.C 552a). Records.from this system of recards
may be disclosed to the Department of Justice {0 determine whether disclosure of these recerds is
required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a.¢ourt, magistrate, or-administrative tribunal, including disclosures. to ¢pposing counsel in
the course of ssttlerment: negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, te whom the record pertains, when the: individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having reedforthe information iriorder to performa eontract. Recipients-of information shiall be required
to comply with the requirements of the Privacy Act of 1974, as amended. pursuantto 5 U.8.G 552a{m).

5. Arecoard related to an International Application filed underthe Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cogperation Treaty.

8. A record in this system of records may be disclosed; as a routine use, to another federal agency for
purposes of National Security review (35 U.8.C. 181)and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspectioh of re€ords conducted by G5A as part of thatagency's
responsibility to recommend improvements in records management practices and programs, under
authority of 44. U.S.C. 2904 :and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records. for this purpose, and any other relevant {ie, GSA or
Commerce).directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant tc 35'U.8.C. 122(b) orissuance of @ patent pursuantto 35 U.8:C.
161. Further, a record may be disclosed, subjectto the limitations of 37 CFR 1.14, as a reutine use, to
the public if the record was filed in-an application which became abandoned orin:which the proceedings
were terminated-and which application is referenced by either a pubiished application, an -application
open to public inspection:or an issued patent.

9. Acrecord from this system of records may be disclosed, as a routine use, to'a Federal, State, or local law
enforcement ageney, if the USPTO becomes aware of a viclation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

16362167

Filing Date:

22-Mar-2019

Title of Invention:

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

First Named Inventor/Applicant Name:

Matthew J. Little

Filer: Michael A. DeSanctis
Attorney Docket Number: FORT-031800
Filed as Large Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sullaj-s'l';(t;)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:

LATE FILING FEE FOR OATH OR DECLARATION 1051 1 160 160
Petition:

PETITION FEE- 37 CFR 1.17(H) (GROUP Ill) 1464 1 140 140

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount Sul:j;l’g(tsa)l in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 300
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Electronic Acknowledgement Receipt

EFS ID: 35732051

Application Number: 16362167

International Application Number:

Confirmation Number: 6553
Title of Invention: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
First Named Inventor/Applicant Name: Matthew J. Little
Customer Number: 64128
Filer: Michael A. DeSanctis

Filer Authorized By:

Attorney Docket Number: FORT-031800
Receipt Date: 15-APR-2019
Filing Date: 22-MAR-2019
Time Stamp: 21:26:14
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $300

RAM confirmation Number 041619INTEFSW21264100

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document ... . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
16151
1 Applicant Response to Pre-Exam Response_Missing_Parts_3180 no 1
Formalities Notice 0.pdf
83f211712ace3937bd926ce88636f1edfdce|
cbb4
Warnings:
Information:
159748
2 QOath or Declaration filed Executed_Declzrfatlons_31 800. no 3
p ebd06213513225214222ef%50e6095c9ab
ebda2
Warnings:
Information:
117659
3 Assignee showing of ownership per 37 Statement_31800.pdf o 3
CFR3.73
ff77b6d203ec3ed9b9433d9da3984fbea73
64f6e
Warnings:
Information:
77251
Assignee showing of ownership per37 | Executed_Assignment_31800.
4 no 2
CFR3.73 pdf
4ab008565c4fde75a8aa8045b4820b06ch38|
a%021
Warnings:
Information:
474709
5 Power of Attorney Executed_POA.pdf no 1
90c012816ba61c3524f930194f960062ecOf|
9Bca

Warnings:

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

Information:

152249

6 Application Data Sheet ADS_substitute_31800.pdf no 9

682f01bd832400315b8f7bbc4f746874c192)

Warnings:
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Information:

This is not an USPTO supplied ADS fillable form

1161416
Request under Rule 48 correctin .
7 q . . 9 Request_Correction.pdf no 3
inventorship
2215402996ab54943068a6bb94cd0758b5
9ceSe2
Warnings:
Information:
32031
8 Fee Worksheet (SB06) fee-info.pdf no 2
eb4fad05f9653ea52e33f5c5e3f19f8edac7s|
423
Warnings:
Information:
Total Files Size (in bytes): 2191214

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Matthew J. Little
App. No.: 16/362,167
Filed: March 22, 2019

For: FILE ACCESS CONTROL BASED ON
ANALYSIS OF USER BEHAVIOR
PATTERNS

Examiner:

Group Art Unit: 2139
Conf. No.: 6553

Docket No.: FORT-031800

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

RESPONSE TO THE NOTICE TO FILE MISSING PARTS

Sir:

In response to the Notice to File Missing Parts dated April 9, 2019, enclosed for filing are

a Substitute Application Data Sheet, a Statement Under 3.73(c), a Power of Attorney and the

Executed Declarations in connection with the above-mentioned matter. Payment in the amount of

$160 is being submitted via EFS-Web concurrently with the filing of this paper.

If the Examiner has any questions, please telephone the undersigned at 303-856-

7155.

Respectfully submitted,

Jaffery Watson Mendonsa & Hamilton LLP
Date: April 15, 2019 by /Michael A. DeSanctis/

Michael A. DeSanctis, Esq.
Reg. No. 39,957

Customer No. 64128

Ph: (303) 856-7155
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PTOIAIAM (06-12)
Approved for use through 11/30/2020. OMB 0651-0032
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Papsrwerk Reduction Act of 1935, no persons are required o respond to a collection of information unless it displays a valid GMB conteol number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Titieof IFILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Invention

As the helow named inventor, | hereby declare that:

This declaration s
is directed fo: @ The attached application, or

| ] United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

I beliave that | am the original inventor or an originat joint inventor of a claimed invention in the application.

i hereby acknowledge that any willful false statement made in this declaration is punishabie under 18 U.S.C. 1001
by fine or imprisonment of rot more than five (8} years, or both.

WARNING:

Petitionerfapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
o support a petition or an application. If this type of personat information is included in documents submitted to the USPTO,
petitionersfapplicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitionerfapplicant is advised that the record of a patent application is available to the public after publication of the
application {unless a non-pubfication request in compliance with 37 CFR 1.213(a} is made in the application} or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14}. Chacks and credit card authorization forms
PT0O-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Matthew J. Little Date (Optional) :26/03/2019

inventor:

. e
Signature! —

Note: An appEcation data shest (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIAMG form for each additional inventor,

This coflection of information is required by 35 U.5.C. 115 and 37 CFR 1.63. The information Is required to obtain or relain a benefil by the pubilc which Is to file {and
by the USPTO to process) an appiicafion. Confidentlalily is governed by 35 11.5.C. 122 and 37 CFR 1.11 and 1.14. This colieclion is estimate to take 1 minute to
compieie, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upan the individual case. Any
comments on the amount of ime you require to complete this fosm and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S,
Palent and Trademark Office, U.S. Department of Commerce, PO, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO:; Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

#f you need assistance in completing the form, call 1-800-PTQ0-9199 and select option 2.
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PTO/AIAKT (06-12)

Approved for use through 11/30/2020. OMB 0651-0032

L1.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no pessons are required to respond to a collection of information unless it displays a valid OMB controf number,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

titte of | FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

invention

As the below named inventor, | hereby declare that:

This declaration e
is directed to: Iil The attached application, or

[:l United States appiication or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that 1 am the original inventor or an original joint inventor of a claimed invention in the application.

1 hereby acknowledge that any willful false statement made in this dectaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Perscnal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purpases) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/appticants should consider redacting such personal information from the documents before submitling them to the
USPTO. Petitionerfapplicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213({a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent {(see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

7 / = /
Jamie R. Graves . Date (Optional) : 79 S fﬁ

tnventor: o

\: ——
Signature; e C/‘W

\ T 7
Nate: An application data shest (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/ Q1 form for each additional inventor.

This collection of information is reqaired by 35 U.5.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefil by the public which is to file (and
by the USPTO to process) an application. Confidentialily is govemned by 35 U,S.C. 122 and 37 CFR 1.11 and 1.14. This collaction is estimated fo take 1 minute lo
complete, Including gathering, preparing, and submitting the complated appliication form te the USPTO. Tims will vary depending upon the individual case. Any
commends on the amaount of time vou requite to comgplste this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Tradermark Office, .S, Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS YO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22313-1450.

If you nead assistancs in complafing the form, call 1-800-PT0-9189 and selsct option 2.
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PTO/AIAKT (08-12)
Approved for use through 11/30/2026. OMB 0651-0032
U.S. Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required %o respond fo a collection of information unfess it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Invention

As the below named inventor, [ hereby declare that;

This declaration P
is diracted to: @ The attached application, or

I:[ United States application or PCT international application number

fited on

The above-identified application was made or authorized to be made by me.

i believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

1 hereby acknowledge that any willful faise statement made in this declarafion is punishable under 18 U.5.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitionetfapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute fo identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never reguired by the USPTO
to support a petition or an application. If this type of parsonal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PT0-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Carson Le,on?rd Date {Optional) : Z 8/6 /!((

Signature: /mj ’

]

Note: An application data sheet (PTO/SB/14 or equivalent), inciuding naming the entire inventive entily, must accompany this form or must have
baen previously filed, Use an additionat PTO/AIA/01 farm for each additional inventor.

This collection of information Is required by 35 U.S.C. 115 and 37 CFR 1,83, The informatian is required to abtain or retain a benefit by the public which is to file (and
by the USPTO te process) an application. Confidentiality is governed by 35 U.S.G. 122 and 37 CFR 1.11 and 1.14. This collection is estimated o take 1 minute to
compiete, including gathering, preparing, and submitting the completed application form to the USPTO. Time wil vary depending upon the individual case. Any
comments on the amount of fime you require fo complete this form andfor suggestions for reducing this burden, shotld be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departmant of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO

THIS ADDRESS. SEND TO: Commissioner for Patents, P.C. Box 1450, Alexandria, VA 22313-1450.
if you need assistance in compfeting the form, cafi 1-800-FTO-9199 and selec! oplion 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
ApplicantPatent Owner: Fortinet, Inc.

Application No./Patent No.: _16/362,167 Filed/Issue Date: March 22, 2019

Titeq: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Fortinet, Inc. _a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

I_I The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. |:] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Michael A DeSanctis/ April 15, 2019
Signature Date

Michael A. DeSanctis 39957

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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ASSIGNMENT

WHEREAS, We, Matthew J. Little, Jamie R. Graves, and Carson
Leonard, have invented certain new and useful improvements for which an application
entitled

“FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS"

is about to be made for Letters Patent of the United States, the application having been
executed on even date herewith, and which may be identified in the United States Patent and
Trademark Office by Application No. __16/362,167 , filed on __March 22, 2019 and
further identified as Atty. Docket No. FORT-(318000,

WHEREAS, Fortinet, Inc., a Corporation of the State of Delaware, and
having its principal offices at 899 Kifer Rd., Sunnyvale, CA 94086 (hereafter “Assignee™), is
desirous of acquiring the entire right, title and interest in and fo the application, any
inventions or discoveries described therein and in, to and under any and all Letters Patents to
be obtained therefor;

NOW, THEREFORE, for good and valuable consideration, the receipt and
sufficiency of which is hereby acknowledged, we have sold, assigned and transferred, and by
these presents do hereby sell, assign and transfer unto the Assignee, its successors and
assigns:

1. the entire right, title and interest in and to the application, any inventions or
discoveries described therein and the Letters Patent(s), both foreign and domestic,
that may or shall issue, including all rights under the International Convention,
and

2. all proceeds of the application, any inventions or discoveries described therein and
the Letters Patent(s) (including but not limited to, damages for pre-patent grant
infringement, all license rovalties and proceeds of infringement suits); and in and
to any and all causes of action {(excepting claims upon the United States of
America) for past, present, and future infringement of any of the Letters Patent(s),
or relating to any inventions or discoveries described therein, including the right
to collect royaltics and seck injunctive relief, for all such infringements and the
right to sue on all such causes of action for their own use and benefit and the use
and benefit of their successors, assigns and legal representatives,

We do hereby authorize and request the Commissioner of Patents to issue the
Letters Patent(s) to the Assignee in accordance herewith.

We further authorize the Assignee, its successors and assigns, or anyone it
may properly designate, to apply for Letters Patent, in its own name, if desired, in any and all

_1-
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foreign countries, and additionally to claim the filing date of the United States application
and/or otherwise take advantage of the provisions of the International Convention.

We do hereby covenant and agree with the Assignee, its successors and
assigns, that we will not execute any writing or do any act whatsoever conflicting with these
presents, and that we or our executors or administrators will, at any time upon request,
without further or additional consideration, but at the expense of the Assignee, its successors
and assigns, execute such additional writings and do such additional acts as the Assignee, its
successors and assigns, may deem necessary or desirable to perfect the Assignee’s enjoyment
of this grant, and render all necessary assistance in making application for and obtaining
original, continuation, divisional, reissued, reexamined, substifute or exfended Letters
Patent(s) of the United States, or of any and all foreign countries on the invention, and in
enforcing any rights, occurring as a result of such applications or patents, by giving
testimony in any proceedings ot transactions involving such applications or patents.

In Witness Whereof, We have hereunto set our hands and affixed our seals on
the date written below,
p e

Signature: C—-‘ff:;p‘ Signature: - A
—7

Date: 2. A Zﬂ’o\\ . Date: z /c‘/’/fq

Full Name: | Matthew J. Little Full Name: | Jamie R. Graves

Mailing Mailing

Address: 40 Torphichen Street Address: 40 Torphichen Street
Edinburgh EH3 8JB Edinburgh EH3 8JB
SCOTLAN SCOTLAND

Signature: (/ o A\

Date: Z A P{‘“‘ ﬁ)( q

Full Name: | Carson Leonard

Mailing .
Address: 40 Torphichen Street

Edinburgh EH3 8JB

SCOTLAND
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/362,167 03/22/2019 Matthew J. Little FORT-031800
CONFIRMATION NO. 6553
64128 37 CFR 1.48 ACKNOWLEDGEMENT
MICHAEL A DESANCTIS LETTER
JAFFERY WATSON MENDONSA & HAMILTON LLP
7501 Vilage Square Drive, Ste. 206 0 AR

Castle Pines, CO 80108
Date Mailed: 04/24/2019

NOTICE OF ACCEPTANCE OF REQUEST UNDER 37 CFR 1.48(a)

This is in response to the applicant's request under 37 CFR 1.48(a) submitted on 04/15/2019.

The request under 37 CFR 1.48(a) to correct the inventorship, to correct or update the name of an inventor, or to
correct the order of names of joint inventors is accepted.
Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office

of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zabraha/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
16/362,167 03/22/2019 2139 1880 FORT-031800 20 2
CONFIRMATION NO. 6553
64128 UPDATED FILING RECEIPT
MICHAEL A DESANCTIS
JAFFERY WATSON MENDONSA & HAMILTON LLP O AL LA

7501 Village Square Drive, Ste. 206
Castle Pines, CO 80108

Date Mailed: 04/24/2019

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Matthew J. Little, Loanhead, UNITED KINGDOM,;
Jamie R. Graves, Edinburgh, UNITED KINGDOM,;
Carson Leonard, Edinburgh, UNITED KINGDOM;
Applicant(s)
Fortinet, Inc., Sunnyvale, CA;
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: The patent practitioners associated with Customer Number 64128

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

page 1 of 3
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

Projected Publication Date: 09/24/2020
Non-Publication Request: No

Early Publication Request: No
Title

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Preliminary Class

711
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/362,167
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
A o) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), {i), o (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A N/A 760
TOTAL CLAIMS . *
(37 CFR 1.16(i)) 20 minus 20= OR |x 100 - 0.00
il I N
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(87 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE() FEE($) RATE®) FEE(S)
E AMENDMENT PAID FOR
L Total * inus | ** =
s (a7 CFg?.m(i)) M = OR [x =
a Independent * Minus | ™ =
E (37 CFR 1.16(h)) = OR [x =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
w Total * Minus | ** = ~
= (37 CF%?JG(i)) OR [x -
% Independent * Minus [ *** = _ OR M _
L (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" {Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
16/362,167 03/22/2019 2139 1880 FORT-031800 20 2
CONFIRMATION NO. 6553
64128 UPDATED FILING RECEIPT
MICHAEL A DESANCTIS
JAFFERY WATSON MENDONSA & HAMILTON LLP AL LA A

7501 Village Square Drive, Ste. 206
Castle Pines, CO 80108

Date Mailed: 04/24/2019

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Matthew J. Little, Loanhead, UNITED KINGDOM,;
Jamie R. Graves, Edinburgh, UNITED KINGDOM,;
Carson Leonard, Edinburgh, UNITED KINGDOM;
Applicant(s)
Fortinet, Inc., Sunnyvale, CA;
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: The patent practitioners associated with Customer Number 64128

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

Projected Publication Date: 09/24/2020
Non-Publication Request: No

Early Publication Request: No
Title

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Preliminary Class

711
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00101



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/362,167 03/22/2019 Matthew J. Little FORT-031800
CONFIRMATION NO. 6553
64128 POA ACCEPTANCE LETTER
MICHAEL A DESANCTIS
JAFFERY WATSON MENDONSA & HAMILTON LLP 0 O A

7501 Village Square Drive, Ste. 206

Castle Pines, CO 80108
Date Mailed: 04/24/2019

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 04/15/2019.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zabraha/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uSpto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/362,167 03/22/2019 Matthew J. Little FORT-031800
CONFIRMATION NO. 6553
64128 PUBLICATION NOTICE
MICHAEL A DESANCTIS
JAFFERY WATSON MENDONSA & HAMILTON LLP LRI R T

7501 Village Square Drive, Ste. 206
Castle Pines, CO 80108

Title:FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

Publication No.US-2020-0302074-A1
Publication Date:09/24/2020

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Doculign Envelope 1D: CFEBFTD4-BOSE-4875-087F-715610BE3SCC

PTO/AIA/BD {07417}

Approved for use through 03/31/2021, OMB 0653-0035

L8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paparwork Reduction Act of 1995, no person is required to respond 1o a coliaction of information uniess it displays a valid OMB control number

{ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO J

| hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73{c}.

| hereby appoint:
X Practitioners associated with Customer Number: 176502
OR
i E Practitioner{s} named below {if more than ten patent practitioners are to be named, then 2 customer number must be used):
Registration Registration
Name Number Name Number

As attorney{s} or agent{s} tc represent the undersigned before the United States Patent and Trademark Office {USPTO] in connection with
any and ail patent applications assigned gnly to the undersigned according to the USPTC assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73{c).

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73{c} to:

X The address sssocisted with Customer Number: 178502

OR

LJ Firm or individual name

Address

City State Zip

Country

Telephone £mail

Assignee name and address: Fortinat. Inc.
898 Kifer Rd., Sunnyvale, CA 84088

A copy of this form, together with 3 statement under 37 CFR 3.73{c} {Form PTO/AIA/SE or equivalent) is required to be
filed in each appiication in which this form is used, The statement under 37 CFR 3.73{c} may be completed by one of the
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

e DocuSigned by: SIGNATURE of Assignee of Record
The individital whose signature and title is supplied below is authorized te act on behalf of the assignes,
) ! i 12728/202¢
Signature | VAL, Leopey Date oo/ 87400
----- 19AFDTSE2EE2484
Name  Wwill Cooper Telephone
Title vp Legal

This collection of information is required by 37 CFR 1,31, 1.32, and 1.33. The information is required to obiain or retain a benefit by the public, which is to update
{and by the USPTC to process) the file of a patent or reexamination proveeding. Confidentiality Is governed by 35 U,S.C. 122 and 37 £FR 111 and 1,14, This
collection is estimated to take 18 minutes 1o compiete, including gathering, preparing, and submitting the completed application form to the USPTG, Time will vary
depending upon the individus! case, Any comiments on the amourt of time you require to complete this form snd/far suggestions for reducing this burden, should
be sent to the Chief information Officer, .S, Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandris, VA 22313-3450, DO ROT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TOQ: Commissioner for Patents, P.O. Bax 1458, Alexandria, ¥8 22313-1458,

if vou need assistonce in completing the form, calf 1-800-PTO-819% and select option 2.
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Doculign Envelope 1D: CFEBFTD4-BOSE-4875-087F-715610BE3SCC

Privacy Act Statement

The Privacy Act of 1974 {P.L. 93-578) requires thal you be given certain information in connection with your
submission of the attached form related fo a pateni application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that (1) the general authority for the collection of this information is
35 U.B.C. 2(b}2}; (2} fumishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examing your submission
related to a patent application or patent. If you do not furish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this Torm will be treated confidentially fo the extent allowed under the Freedom of
information Act (5 U.8.C. 552) and the Privacy Act (5 U.5.C 552a). Records from this system of records
may be disclosad to the Depariment of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclossd, as a routine use, in the course of presenting
evidence 10 a court, magistraie, or administrative tribunal, including disclosures to opposing counsel in
the course of seitiement negotiations.

A record in this system of records may be disclosed, as a routine use, io a Member of Congress
submilting 3 request involving an individual, to whom the record periains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record In this system of records may be disclosed, as a routine use, 1o a contractor of the Agency
having need for the information in order {o perform a contract. Recipients of information shall be required
o comply with the requiremeants of the Privacy Act of 1874, as amended, pursuant to § U.8.C. §52a(m}.
A record related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, o the inlemational Bursau of the World intelieciual
Property Organization, pursuant o the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.8.C. 181} and for review pursuant io the Alomic Ensrgy Act
(42 U.S.C. 218{}).

A record from this sysiem of records may be disciosed, as a rouline use, {o the Administrator, General
Services, or hisfher designee, during an inspection of records conducted by GSA as part of that agency's
responsibility {o recommend improvements in records management practices and programs, under
authorily of 44 U.8.C. 2804 and 2808. Such disclosure shall be made in accordance with the GSA
ragulations goveming inspection of records for this purpose, and any other relevant {ie., GSA or
Commerce) directive. Such disclosure shall not be used fo make determinations abou! individuals.

A record from this system of records may be disclosed, as a routine use, 1o the public after sither
publication of the application pursuant {o 35 U.8.0. 122(b)} or issuancs of a patent pursuant to 35 U.S.C.
181. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, o
the public if the record was filed in an application which becames abandoned or in which the procesdings
were {erminated and which application is referenced by either a published application, an application
open to public inspection or an issued palent.

A racord from this system of records may be disclosed, as 2 routine uss, to a Federal, State, or local law
enforcement agency, If the USPTO becomes aware of a viclation or potential viclation of law or
regulation.
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PTOIAIA/GE (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

118, Patent and Trademark Office; Ui 8. DEPARTMENT OF COMMERCE

Under the Paperwork Raduction Act of 1995, no persens are reqguired o respond (¢ & collection of information uniless i disolays & valid OME control number.

STATEMENT UNDER 37 CFR 3.73(c)
ApplicanyPatent Gwner: Fortinet, Inc.

Application No./Patent No.. _16/362,167 Filed/lssue Date: March 22, 2019

Titeg: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
Fortinet, Inc. _a Corporation

(Name of Assignes)} {Type of Assignee, e.g., corparation, parinership, university, governmeant agency, aic.)

N

states that, for the patent application/patent identified above, it is (choose gne of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. D An assignee of less than the entire right, title, and interest (check applicable box):

\

L_j The extent {(by percentage) of its ownership interestis %. Additional Statement{s) by the owners

holding the balance of the interest must be submitted to account for 100% of the ownarship intarest.

E Thare are unspecified parcentages of ownership. The other parties, including inveniors, who together own the entire
hi, title and interest are:

It

H
}
¥

Additional Statament(s) by the owner(s) holding the balance of the interest must be submitied o account for the entir
right, tile, and interest.
3. U The assignee of an undivided interest in the entirety (a compiete assignment from one of the joint inveniors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

right, fitle, and interast.

4. D The recipient, via a court proceeding or the like (e.g., bankruptey, probate), of an undivided interest in the entirely (a
complete transfer of ownership interest was made). The certified document{s) showing the transier is altached.

The interest identified in option 1, 2 or 3 above {not option 4) is evidenced by aither (choose gne of oplions A or B below):

A, m An assignment from the inventor(s) of the patent application/patant identified above. The assignment was racorded in
the United States Patent and Trademark Office at Reel 048889 , Frame /0660 , or for which a copy
thereof is aftachaed.

B. [: A chain of title from the inventor(s}, of the patent appiication/patent identified above, 1o the current assignee as follows:

1. From: To:

The decument was recordad in the United Stales Patent and Trademark Office at
Reel , Frame , ©f for which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame . or for which a copy thereof is attached.

[Page 1 of 2]
This coilection of information is required by 37 CFR 3.73(b). The intormaticn is required 1o ablain or retain a benefit by the public which is to file {and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is astimated to take 12 minutes to complete, including
gatharing, preparing. and submitling the coi xd application form to the USPTO. Time will vary depending upon the individual mants an the amount
of time you requira o compiete this form ar SUGYE s tor reducing this burden, should be sent to the Chief information ¢ L ULS, Patent and Trademark
Office, 1.8, Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES QR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.0O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in compicting the form, call {-800-PT(0-9199 and select option 2.
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Approved for use through M1/31/2

LS Patent and Tra'der

iice; 1.8,

PTO/AIACE {
3. OMB 0651-0031
ARTMENT OF COMMERCE
Under the Pagerwork Reduction Act of 1665, no persons are raquirad (o respend to a colleation of information unless i displays a valid OMB control number.

3. From:

4, From:

5. From:

6. From:

STATEMENT UNDER 37 OFR 3.73(¢)

To:

The document was recordad in the United States Patent and Trademark Office at

Reel , Framea , or for which a copy thereoi is attached.
To:

The document was recordad in the United States Patent and Trademark Office at

Reel . Frame . or for which a copy thereof is attachad.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel . Frame , or for which a copy thereoi is attachad.
To:

L]

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame . or for which a copy thereof is attached.

Additional documents in the chain of title are listed on a suppiemeantal sheetis).

m As required by 37 CFR 3.73{cH 1}(1). the documentary evidence of the chain of titls from the original owner o the
assignes was, or concuirently is being, submitted for recordation pursuant to 37 CFR 311,

INOTE: A separate copy (i.e., a ttue copy of the original assignment documaent(s)) must be submittad to Assignment
Division in accordance with 37 CFR Part 3, 1o record the assignment in the records of the USPTC. See MPEP 302.08]

The undersigned (whose titie is supplied below} is authorized to act on behalf of the assignes.

{Douglas M. Hamilton/

Signature

December 31, 2020

Date

Douglas M. Hamilton 47629

Printed or Typed Nams

Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the altached form related e a patent application or patent. Accordingly, pursuant o the
reguiremnents of the Act, please be advisaed thal: (1) the general authority for ths collection of this information is 35
U.S.C. 2(b){(2); {2} furnishing of the information solicited is voluntary; and {3) the principal purpese for which the
information is used by the U.S. Patent and Trademark Office is {o procass and/or examine your subniission related
o a patent application or patent. i you do not {urnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceadings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subjsct to the following routine uses:

)

(o]

The information on this form will be treataed confidentially 1o the exient allowed under the Freedom of
information Act (5 U.S.C. 552) and the Privacy Act (5 LL.5.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the courss of presenting
evidence o a couri, magistrate, or adminisirative tribunal, inciuding disclosures to opposing counsal in the
course of settlement negotiations.

A record in this system of records may be disciosed, as a routing use, to a Member of Congress
submitting a request invalving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect 10 the subject matter of the record.

Arecord in this system of records may be disclosed, as a routing use, 10 a contractor of the Agency
having need for the information in order to periorm a contract. Recipients of information shall be requirad
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(mj}.
Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, o the International Bureau of the World Intellectual Property
Organization, pursuant {o the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, 1o another federal agency for
purposes of National Security review (35 U.S5.C. 181} and for review pursuant to the Atomic Energy Act
(42 U.8.C. 218(c}).

Arecord from this system of records may be disciosed, as a rouling use, o the Administrator, General
Services, or his/her designes, during an inspection of records conductad by GSA as part of that agency's
responsibility to recommend improvements in records managemant practices and programs, under
authority of 44 U.5.C. 2804 and 2808, Such disciosure shali be made in accordance with the GSA
reguiations governing inspection of records for this purpose, and any cther relevant {(ie., GSA or
Commerce) directive. Such disclosure shall not be used to make delerminations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.8.C. 122(b} or issuance of 8 patent pursuant to 35 U.8.C.
151. Further, a record may be disclosad, subject to the limitations of 37 CFR 1,14, as a routine uss, to the
pubiic if the record was filed in an appiication which became abandoned or in which the proceadings wera
terminated and which application is referenced by sithar a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disciosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a vielation or polential viglation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 41532494
Application Number: 16362167
International Application Number:
Confirmation Number: 6553

Title of Invention:

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

First Named Inventor/Applicant Name:

Matthew J. Little

Customer Number:

64128

Filer:

Douglas M. Hamilton

Filer Authorized By:

Attorney Docket Number: FORT-031800
Receipt Date: 31-DEC-2020
Filing Date: 22-MAR-2019

Time Stamp: 13:31:12

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

316338

ExecutedPOA_373FORT031800

xpdf yes >

18a17266d83b506d632bb0eeldbbaefa2ad
7aale
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Multipart Description/PDF files in .zip description
Document Description Start End
Power of Attorney 1 2
Assignee showing of ownership per 37 CFR 3.73 3 5
Warnings:
Information:
Total Files Size (in bytes):l 316338

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
PQ. Box 1450
Alexandria, Virginia 22313-1450
WWW.USpto.gov

| APPLICATION NUMBER

FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
16/362,167 03/22/2019 Matthew J. Little FORT-031800
CONFIRMATION NO. 6553
64128 POWER OF ATTORNEY NOTICE
MICHAEL A DESANCTIS
JAFFERY WATSON HENDONSA & HAMILTON LLP A
7501 Village Square Drive, Ste. 206 o 2 0

Castle Pines, CO 80108

Date Mailed: 01/04/2021

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 12/31/2020.
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Application No. Applicant(s)

16/362,167 Little et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
HAN YANG 2493 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing

date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
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2a)(] This action is FINAL. 2b) [v] This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview

on ; the restriction requirement and election have been incorporated into this action.

4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under £x parfe Quayfe, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-20 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s) ____is/are allowed.
7) Claim(s) 1-20 is/are rejected.
8) [0 Claim(s) ____is/are objected to.
9) (O Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0 The specification is objected to by the Examiner.
11)@) The drawing(s) filed on 22 March 2019 is/are: a)@ accepted or b){J objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[7J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)d All b)0 Some**  ¢)J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.
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Application/Control Number: 16/362,167 Page 2
Art Unit: 2493

DETAILED ACTION

Notice of AlA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AIA.

The present office action is responsive to communications received on 3/22/2019. Claims 1-20

are pending.

Information Disclosure Statement
The information disclosure statement (IDS) submitted on 4/15/2019 is in compliance with the
provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being considered by the

examiner.

Examiner’s Notes
Analysis under 35 U.S.C. 101, Double Patenting, and 35 U.S.C. 112 have been conducted, but no

issues are found.

Non-transitory computer-readable storage medium claims 14-18 depend on dependent claim
13, while corresponding method claims 3-5, 8-9 depend on independent claim 1. Please ensure this

inconsistency is intended.

Claim Objections

Claims 2 and 13 are objected to because of the following informalities:
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e Claims 2 and 13 recite “wherein said determining ... a risk score for the first user

comprises”, wherein “a risk score” should be “the risk score”.

Appropriate correction is required.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections
set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having ordinary
skill in the art to which the claimed invention pertains. Patentability shall not be negated by the

manner in which the invention was made.

Claims 1-3, 5-7, 9-14, 16 and 18-20 are rejected under 35 U.S.C. 103 as being unpatentable

over Levy (US 20190319945 A1) in view of Stamos (US 20040221172 A1l).

Regarding claim 1, Levy teaches a method comprising:

obtaining and storing, by one or more servers associated with an enterprise network,
information regarding historical user behavior of a plurality of users of the enterprise network
by observing file access requests initiated by the plurality of users; ([0060] The threat

management facility 100 may control access to the enterprise facility 102 networks. A network

access facility 124 may restrict access to certain applications, networks, files, printers, servers,

databases, and so on. In addition, the network access facility 124 may restrict user access under
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certain conditions, such as the user's location,_usage history, need to know, job position,
connection type, time of day, method of authentication, client-system configuration.) Here Levy
discloses in 950 that “the threat management facility 100 may include a policy management
facility 112 that manages rules or policies for the enterprise facility 102. Exemplary rules include
access permissions associated with networks, applications, compute instances, users, content,
data, and the like. The policy management facility 112 may use a database, a text file, other data

store, or a combination to store policies.”

receiving, by the one or more servers, a file access request initiated by a first user of
the plurality of users, wherein the file access request relates to a file stored within the
enterprise network in encrypted form; ([0207] FIG. 17 As shown in step 1702, the method 1700
may include receiving a request for a remote resource from a compute instance in an enterprise
network, such as a request for authenticated access to the remote resource. This may include
any resource that might usefully be accessed by a compute instance from within the enterprise
network.) Here Levy discloses in 9178 that “privacy may be addressed in some cases by user

notifications and permissions, anonymization, tokenization, and encryption.”

responsive to receipt of the file access request, determining, by the one or more
servers, a risk score for the first user based on a plurality of factors, including information
regarding historical user behavior, the file access request and observed data determined
based on the file access request; and ([0208] As shown in step 1704, the method 1700 may

include calculating risk scores, for example by calculating a first risk score for a user of the

compute instance. In one aspect, the entity models described herein provide useful computer-

implemented tools for measuring expected behavior and deviations therefrom, and may be

usefully employed in this context to calculate risk scores for the particular entities of interest:

the user of the compute instance.) Here Levy discloses in 4 156 “to draw policy or security
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conclusions based on a history of users and file usage.”

based on the risk score, permitting or denying, by the one or more servers, access to
the file. ([0210, 0211, 0217] As shown in step 1706, the method 1700 may include selecting an
authentication model for access to the remote resource by the user and the device. More
generally, the authentication models may provide various sets of authentication requirements
using various combinations of the foregoing authentication factors or any other authentication

factors, with the particular authentication factors varying based on the user and device risk

scores. As shown in step 1708, the method 1700 may include authenticating the user to the

remote resource according to the authentication model selected in step 1706.)

Levy teaches based on the risk score, permitting or denying, access to the file, but does not
explicitly teach this is done by returning a decryption key for the file or withholding the decryption key.

This aspect of the claim is identified as a difference.

However, Stamos in an analogous art explicitly teaches

based on the risk score, permitting or denying, by the one or more servers, access to the file
by returning a decryption key for the file or withholding the decryption key. ([0008, 0009] Encryption

techniques such as those employing a Public Key Infrastructure (PKl) enable an enterprise to provide

authentication, access control and confidentiality for its applications and data. Before accessing any

information, the recipient must first authenticate with the policy server. The policy sever then issues

copies of required keys to permit the recipient to decrypt the information.)

It would have been prima facie obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the

“adaptive encryption” approach of Stamos. One of ordinary skill in the art would have been motivated
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to perform such a modification to address security problems that originate when authorized users abuse
their authority, by selectively applying encryption policies at the point of use of a file, rather than simply

at the point of file server and/or access storage (Stamos [0018]).

Regarding claim 2, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein said determining, by the one or more
servers, a risk score for the first user comprises evaluating the file access request with reference to a
model of user behavior developed by machine-learning. ([Levy 0209] while event models for a
user/device combination can provide a useful measure of riskiness, other measures may also or instead

be used, either alone or in combination with such techniques. For example, other risk scores based on,

e.g., signatures, context, behavior, machine learning or the like may be used in addition to, or instead of

the risk scores described above to dynamically control authentication requirements based on assessed

risk.)

Regarding claim 3, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein the information regarding historical user

behavior includes for each user of the plurality of users:

historical data regarding general file access, including one or more of a number of files
accessed by the user over a predetermined period of time, types of the files accessed, and
applications used by the user over the predetermined period of time; ([Levy 0111] The valuation model
may, for example, estimate value based on file location, based on an access control content, based on
content, or based on any other context, usage, feature or combination of the foregoing. For example,

the valuation model may estimate value based on one or more of encryption status, file type, file usage
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history, file creation date, file modification date, file content, and file author.)

historical data regarding observed locations of the user; and historical data regarding
observed times at which the user accesses files. ([Levy 0060] A network access facility 124 may restrict
access to certain applications, networks, files, printers, servers, databases, and so on. In addition, the
network access facility 124 may restrict user access under certain conditions, such as the user's location,
usage history, need to know, job position, connection type, time of day, method of authentication,

client-system configuration, or the like.)

Regarding claim 5, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein the observed data includes a status
indicative of whether the connection through which the first user initiated the file access request is
trusted or untrusted. ([Levy 0060] A network access facility 124 may restrict access to certain
applications, networks, files, printers, servers, databases, and so on. In addition, the network access
facility 124 may restrict user access under certain conditions, such as the user's location, usage history,
need to know, job position, connection type, time of day, method of authentication, client-system
configuration, or the like.) Here Levy depicts in [0033] that connection including “one or more gateways,

bridges, wired networks, wireless networks, virtual private networks, other compute instances.” It

would have been prima facie obvious to one of ordinary skill in the art to conclude that connection
through wired networks is more secure/trustworthy than through wireless networks
(https://aberdeencybersecurity.co.uk/wired-vs-wireless-networking); as well as to conclude that
connection with virtual private networks is more secure/trustworthy than without virtual private

networks (https://www.tomsguide.com/us/-vpn-for-beginners,news-17514.html).
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Regarding claim 6, Levy in view of Stamos teaches all the features with respect to claim 5, as
outlined above. The combination further teaches wherein the connection is trusted when the first user
is on the enterprise network or accessing the enterprise network remotely via a secure connection.
([Levy 0216] Other secondary techniques may also or instead be used to support authentication models
or provide additional authentication factors. For example, a secondary authentication may be based on
information such as whether a user recently logged in to the device, whether a user recently provided a

token passcode, whether the device recently connected to the enterprise network, the current IP

address for a device, the geolocation of a device, or whether the user/device combination recently
logged in to the remote resource.) Here Levy discloses that connection is more trustworthy if user is on
the enterprise network by citing “the compute instances 10-26 may be protected from threats even

when a compute instance 10-26 is not connected to the enterprise facility 102 network” [0038].

Regarding claim 7, Levy in view of Stamos teaches all the features with respect to claim 5, as
outlined above. The combination further teaches wherein the connection is untrusted when the first
user is not on the enterprise network or accessing the enterprise network remotely via an insecure
connection. ([Levy 0216] Other secondary techniques may also or instead be used to support
authentication models or provide additional authentication factors. For example, a secondary
authentication may be based on information such as whether a user recently logged in to the device,

whether a user recently provided a token passcode, whether the device recently connected to the

enterprise network, the current IP address for a device, the geolocation of a device, or whether the

user/device combination recently logged in to the remote resource.) Here Levy discloses that
connection is less trustworthy if user is not on the enterprise network by citing “the compute instances

10-26 may be protected from threats even when a compute instance 10-26 is not connected to the

enterprise facility 102 network” [0038].
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Regarding claim 9, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein said permitting or denying further comprises
when the risk score is less than a first threshold, returning the decryption key and providing full access

to the file. ([Levy 0213] if the risk score for the device or the user (or some combination of these) is

below a threshold such that it indicates that the user and device are safe, then the authentication model

may forego an additional authentication factor.)

Regarding claim 10, Levy in view of Stamos teaches all the features with respect to claim 9, as
outlined above. The combination further teaches wherein said permitting or denying further comprises
when the risk score is between the first threshold and a second threshold, returning the decryption
key and providing limited access to the file. ([Levy 0211] The risk scores may also generally be used as

an authentication factor, e.g., by using the risk score as a property of the user and requiring a minimum

or maximum value, or indirectly by using the risk score as a threshold for whether to select an

authentication model requiring one or more additional authentication factors. [Levy 0213] if the risk

score for the device or the user (or some combination of these) is below a threshold such that it

indicates that the user and device are safe, then the authentication model may use an additional

authentication factor (analogous to claim limitation “less than second threshold”). If the risk score for

the device or the user is above the threshold such that it indicates that the user or the device is

compromised or unsafe, then the authentication model may require the additional authentication factor

as a condition for access by the device to the remote resource (analogous to claim limitation “greater

than first threshold”).)
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Regarding claim 11, Levy in view of Stamos teaches all the features with respect to claim 10, as
outlined above. The combination further teaches wherein said permitting or denying further comprises
when the risk score is greater than the second threshold, withholding the decryption key. ([Levy 0213]

if the risk score for the device or the user is above the threshold such that it indicates that the user or

the device is compromised or unsafe, then the authentication model may withhold the additional

authentication factor to prevent access by the device to the remote resource.)

Regarding claims 12-14, 16 and 18-20, the scope of the claims are similar to that of claims 1-3, 5

and 9-11, respectively. Accordingly, the claims are rejected using a similar rationale.

Claims 4 and 15 are rejected under 35 U.S.C. 103 as being unpatentable over Levy (US

20190319945 A1) in view of Stamos (US 20040221172 A1) and Lof (US 20140310779 A1).

Regarding claim 4, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. But the combination does not teach wherein the observed data includes a current
location of the first user as determined based on a source Internet Protocol (IP) address contained in the

file access request. This aspect of the claim is identified as a difference.

However, Lof in an analogous art explicitly teaches wherein the observed data includes a
current location of the first user as determined based on a source Internet Protocol (IP) address
contained in the file access request. ([0130] the media content provider can use geo-location
techniques to determine a geographic location of the client device (e.g., the country in which the client

device resides). Such techniques include using the IP address of the client device (which can be

determined from an HTTP request, for example) to lookup the user's probable location in an IP address
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database.)

It would have been prima facie obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the
“geo-location techniques using IP address” approach of Lof. One of ordinary skill in the art would have
been motivated to perform such a modification to provide efficient and secure access to content by
obtaining information about the client device that is not explicitly provided or reported by the client
device, but available through the communication between the client device and the content provider

(Lof [0130, 0010]).

Regarding claim 15, the scope of the claim is similar to that of claim 4, respectively. Accordingly,

the claim is rejected using a similar rationale.

Claims 8 and 17 are rejected under 35 U.S.C. 103 as being unpatentable over Levy (US

20190319945 A1) in view of Stamos (US 20040221172 A1) and Pigin (US 20050229258 A1).

Regarding claim 8, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. But the combination does not teach wherein the encrypted form involves the file being

encapsulated in a cryptographic wrapper. This aspect of the claim is identified as a difference.

However, Pigin in an analogous art explicitly teaches wherein the encrypted form involves the
file being encapsulated in a cryptographic wrapper. ([0230] These operations manipulate cryptographic

objects at the file level. File-level wrappers are based on the crypto container concept. All cryptographic

objects, associated with a single original file, are encapsulated into a single file of compound structure

(cryptocontainer).)
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It would have been prima facie obvious to one of ordinary skill in the art before the effective

filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the

“file level wrappers” approach of Pigin. One of ordinary skill in the art would have been motivated to

perform such a modification to provide secure and efficient document rights management and file

encryption (Pigin [0001, 0004]).

Regarding claim 17, the scope of the claim is similar to that of claim 8, respectively. Accordingly,

the claim is rejected using a similar rationale.

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

US 20110126293 A1, "System and method for contextual and behavioral based data
access control", by Berengoltz, teaches controlling access to information. An encrypted
version of the information is stored. An attempt to access encrypted information may
be intercepted and an access authorization rank may be computed. If computed access
authorization rank is above a predefined level then a decrypted version of the
information may be provided.

US 8688980 B2, "Trust verification schema based transaction authorization", by Davis,
teaches for determining one or more behavioral fingerprints associated with one or
more network accessible users; relationally mapping the one or more behavioral
fingerprints to generate a trust verification schema associated with the one or more
network accessible users; and determining whether to authenticate one or more

transactions via the trust verification schema.
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US 20110016534 A1, "Implicit authentication", by Jakobsson, teaches method and
system for implicitly authenticating a user to access controlled resources. The system
receives a request to access the controlled resources. The system then determines a
user behavior score based on a user behavior model, and recent contextual data about
the user. The user behavior score facilitates identifying a level of consistency between
one or more recent user events and a past user behavior pattern. The recent contextual
data, which comprise a plurality of data streams, are collected from one or more user
devices without prompting the user to perform an action explicitly associated with
authentication. The plurality of data streams provide basis for determining the user
behavior score, but a data stream alone provides insufficient basis for the determination
of the user behavior score. The system also provides the user behavior score to an
access controller of the controlled resource.

US 20210176264 Al, "Leveraging user-behavior analytics for improved security event
classification", by Yavo, teaches improving security event classification by leveraging
user-behavior analytics are provided. According to an embodiment, a UEBA-based
security event classification service of a cloud-based security platform maintains
information regarding historical user behavior of various users of an enterprise network.
An endpoint protection platform running on an endpoint device that is part of the
enterprise network performs an initial classification of the event, based on which the
endpoint protection platform blocks activity by the process. The endpoint production
platform requests input from the cloud-based security platform which causes the cloud-
based security platform performs a reclassification of the event based on contextual
information, multiple data feeds and the UEBA-based security event classification

service. Based on the reclassification of the event, the cloud-based security platform
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causes the endpoint protection platform to allow the process to proceed by providing
the resulting security event classification to the endpoint protection platform.

e US 20200195672 Al, "Analyzing user behavior patterns to detect compromised nodes in
an enterprise network", by Mugambi, teaches analyzing user behavior patterns to
detect compromised computing devices in an enterprise network are provided.
According to one embodiment, an enforcement engine running on a network security
device, identifies top users of a network exhibiting a suspicious behavior relating to
login failures by determining a first set of users having a number of login failure events
during a given time duration exceeding a threshold. The enforcement engine identifies
from the first set of computers associated with the top users, a second set of computers
exhibiting a suspicious behavior relating to new connections exceeding a threshold. The
enforcement engine classifies a third set of computers, representing a subset of the
second set exhibiting a suspicious behavior relating to consecutive new connections, as
compromised source computers when their respective new connections are in a
sequence that results in a Shannon entropy measure exceeding a threshold.

e US 20160261606 Al, "Location-based network security", by Salvador, teaches providing
a location-aware firewall and/or a network security/gateway device that can authorize
and/or deny access of a secured resource to a requester/user based on one or more
rules related to physical location and/or IP address tagged geo-location of the user's
device.

e (CN 112491876 A, "Geographic position access control method and device", by Zhang,
teaches acquiring an IP address of an access request; determining a geographic location
of the access request based on the IP address, the geographic location including a

country or province or city; comparing the geographic location to a plurality of masks in
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a restricted zone mask table; and when the comparison result has a matching result,

limiting the access of the IP address of the access request.

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to HAN YANG whose telephone number is (408)918-7638. The examiner can

normally be reached on Monday to Friday, 9:00-5:00.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use

the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Carl
Colin can be reached on 571-272-3862. The fax phone number for the organization where this
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- (file near2 access)

s17 .39

_US-PGPUB; USPAT; OR 'ON

: 12021/09/25
USOCR; FPRS; ; 17:11

 DERWENT;
'IBM_TDB _ :
US-PGPUB; USPAT; OR ON
_USOCR; FPRS; 17:12
_EPO; JPO; : : :
 DERWENT;

IBM_TDB

2021/09/25

user same (access near2
‘request) same (file near2
:access) same (risk near2 score)

‘address with request

determin$6 with user near4
:locat$3 with based with ip near
‘address with (access near2

-request)

 US-PGPUB; USPAT; OR ON
:USOCR; FPRS; 5 17:35
'EPO; JPO; : ; ;
:DERWENT;

-determin$6 with user near4
:locat$3 with based with ip near

USOCR; FPRS; 5 :14:10
‘EPO; JPO; : 5 f
DERWENT;

IBM_TDB

US-PGPUB; USPAT; OR ON
_USOCR; FPRS; 14:12
_EPO; JPO; : é r
 DERWENT;

'IBM_TDB

S-PGPUB; USPAT; : OR

12021/09/27

%determin$6 with locat$3 with
: based with ip near address with

i (access near2 request)

'US-PGPUB; USPAT; OR ON
'USOCR; FPRS; | 15227
EPO; JPO; : | |

12021/09/27
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DERWENT; ;
o IBM_TDB _ 5 :
5220 ‘correlat$3 with locat$3 with . US-PGPUB; USPAT; :OR ‘ON 12021/09/27
% 5 -based with ip near address with  USOCR; FPRS; ; -16:57 :
i (access near2 request) :EPO; JPO; : : 5
5 - DERWENT;
IBM_TDB

EAST Search History (Interference)
<This search history is empty>

9/28/2021 10:50:00 AM
C:\Users\hyang1\Documents\EAST\Workspaces\16362167.wsp

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00144



Geographic position access contrpl method and device

Alstracy

The disclosure relates to 8 method and a device for controlling accsss 10 & gecgraphic focation, an
elentronic dovice and a compister readable mediur, The methad comprises the following steps:
acquiring an 1P address of an eoness reguest; determining a gengraphic location of the avcess
reguest based on the P addrass, the gengraphic loostion including 2 country of provines or oity,
compasring the geographic looation 1o a pluraiity of masks in g restricted zone mask isble; snd when
the comparison result has 8 matching result, Hmiting the aoness of the [P sddesss of the aconss
renuest, The geographic position accass control method, the geographin position acnass sontrad
sdevice, the slecironic eguipment and the compiter readakle medium can obtain the geographic
position access contral resull more quickdy, and especiaily for seme highperformanne scones,
cmpsred with 2 trediions! mode, the mode disciosed by the disclosure bas higher perforrnanes.

Glassifications

N HERSINET Retwork architectures or network communication protocals for network security

for controliing access {0 network resourtes whetein the seowrity policies are loostion-dependent,

a.g. entitles prvileges depend on curent location oy sliowing spaaific operations only from locally
conneated temingls

Clabes (18}

1. & mathod for controling ancess (0 3 geographic loeation, comprising:

acgquirng an i address of an acenss tequest;

Other languages: Chinesa

Worldwide applications

oh

Application CN202011348079.34 svents &

20281128

2020-11-26

2023-03-12

Status

External links: £spa

determining 8 geographic lncation of the acoses request bagsed on the P address, the geographic Incation inciuding & couniny or province of city;

comparing the gengraphic location (o 8 pluraiity of masks in a restricted mone mask table;

and when the comparison resull has a matching resul, Himiting the access of the 1P address of the aocess eguest.

2. The mathod of clalm ¥, further comprising:

and generating the fimited reginn mask tabie baserd on names, region identificstions and masks comespending (o 3 plwailty of gesgraphic positions.

3. The methed of claiim 2, wherein generating the restricted zons mask tabie hased oo names, zone identifications, and masks corresponding b a pluraiity of geographic

igrations comprises:
delsting the range overlapping ares n the matching iakde of the linited aree;
gensrating an identification of & region in the restricled region matching teble;

genssating @ mssk of reglons i the restricted region matohing table;

and genarating the limited ragion mask tahie based on the identification of the region and the comasponding mask thesest.

2, The mathed of claim 8, wherein generating an identification of a locals in the restricted locsle matching table sormprises:

untformily eoding the names of countries, provinces and cities In the geographic position;

and respectively ailnnating identifications for the names of the country, the province and the city based on the codes,

5. The methed of olaim 3, whersin geasrating a mask that restricts the regions in the region matching tabls comprizes:

determining a gk generation misde aveording 1o the e of the region:

ang respectivaly distiibusing nrasks for the names of the country, the provincs and the oity based on the generation maods,

&. The method of claim 1, wherein comparing the geographic locsting 1o 3 plurality of masks in & restricted zone mask 1akile comprises:
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determining an idantitier in the restriciad ares mask izble according 1o the gesgraphic position;
bhiwise operatinng ave performed on sach of a plurelity of masks in the geographic Incation and restricied 2one mask table for comparison
7. The mathod of clshr 1, wherein when thera s & migieh i the comparison results, comprising:
Rdging whether the comparizan result is the same as the arsa identification or aol;
@ match is determined when the twe are the same,
8. The method of elaim 1, further comprising:
ang processing the scross reguest when the comparison resull does not have g matehing result
8. An aceess control devics for a geagraphic location, comprising:
the request moduie 18 used Tor soguiring the 1P address of the socess request
an address modute 10 determing g geographic location of the actess regquest based on the 1P address, the geographic location including a couniy or provinee of City;
a comparisen moduls for comparing the geographic location with 8 plurality of masks in @ restricted area mask table;
arid the finiting modisle is used for limiting the aucess of the P address of the acoess reguest when the comparison result has 8 matching result,
16, The apparatus of clsim 9, further comprising:

and the mask atie meduis is used for generating the restriciad ares ask tabie based on the names, the area identifications and the masks corresponding to the
plurailty of gesgraphic positions.

DBegeription
Sengraphic position access condro: method and device
Technical Field

The present disclosurs relates to the feld of computer iInformation processing, and in particulss, (o a method and an apparatus Tor comtroling gecess 1o & geographic
focation, an electronic devics, and & compinerrsadeble medium,

Background

With the devalopment of netwark tachnoiogy, attacks on various notwarks are more and more fremuiant, 2nd n order 10 oourt the sources of the attacks and fimit the
gaographicat location (o which the 1P sddress generating the attacks belongs, the 1P address generating the attecks needs to be convenied into the geographical Incation,
and 3 policy is made to perform access conol o the geographical location genarating the attacks, The general rsthod is to generals a restricted ayves table according
o the sess control requirement, then convert the P address infe 3 geographical incation, and detarmine whether the gecgraphios! inostion s in the restricted ses
table, If o, the access control is performed on the 1P address.

The geographics! location and the restricted ares may be & country, 3 provings {generaily, the next sdministrative unit of the courdry. such as province, municipality,
prafacture, and spacial adminisirative diswict, which s uniformiy expressed Ly provinge), of a oity {generaily, the next sdministrative unit of the provinee, such as
prefecturs, municipality, and municipaity, which is uniformiy expressed by ofty)

i the prior arf, Hree compearison operations are reguired for aocess controd of an 1P address, and in some high-performance scenes, the mode matching speed in the
prior art is stow, and the performancs is poor,

Therefore, 3 new method, gpparatus, electronic devios and cormputer readshile redium for controiling secess 10 a grographic looation is needed.

The sbove information discloged in this background section is only for enbancement of understanding of the background of the disclosure snd therelore B may contain
information thet does not constitute prior art that is Riesady known to 2 person of ordinary sl in the a1t

Discigsurs of invantion

in view of the ahove, the present disclosurs provides 3 moethod and an apparatus Tor coniroliing access to 8 geographic loostion, an alectronic devive, and 8 computer
seadeble medium, which can obtain a result of controling access 1 the gesgraphic incation faster, sspecially for some high performancs soenarios, compared to the
conventional approach, the parfonmance of the approach in the prasent disclosure is higher,

Additinnat Testures and advantages of the disclosure will Hie set forth in the detailed doscription which follnws, ot In part will be obvious from the description, of ray be
tearned by practice of the disclosure.

Aocording 10 an aspewt of the present disclosure, @ methed for controlling acness 1o & geoygraphic lncation s provided, the method Inchading: scquiring an 1P address of
an avcess requast; determining & gecgraphic Iscation of the accass request basad on the 1P address, the gecgraphic lncation including a country of provinee oF city;
compearing the geographic location 1o a pluraity of masks in @ resiricted zone mask tebles; and when the comparison result has & matohing resull, kmiting the acoess of
the i ddress of the aconss regusst,

in an exemplary embodiment of the present disclosure, further corprising: and generating the limited region mask tahia based on names, region identifications and
srgsks corresponding to a pluality of geugrsphic positions,

in an exemplery embodimarnt of the present disclosure, gensrating the restricted geographio mask tabie based on names, geographic identifications and masks
comesponding to a plurality of geographic locations includes: delsting the range ovarlspping sres in the matching table of the limited aree; generating an identification of
3 region in the restricted region matching teble: genarating » mask of regions I the regtricted region matohing (bl and generating the limited ragion mask table basad
o the identification of the ragion and the corresponding mask thereof,

in an exszmplary embodimant of the disciosurs, generating an identification of a locale In the resticted locrie matching teble inciudes: uniformiy coding the namsas of
sountries, provinces and oities in the geographic position; and respectively allocsting identifications for the names of the country, the provines and the oity based on the
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cndas.

tn an exemplary embodiment of the disciosure, generating a mask that restrivts the regions In the region matching tahie includes: determining 8 mask genaration mode
aoogrding 1o ths type of the region; and respectively distriluiing masks for the names of the country, the province and the oiy based on the gensration mode.

i an sxemplary embadiment of the disciogure, comparing the gengraphic locetion o a plurality of masks in a restricted rone mask teblz inciudes: determining an
identifiar in the restricied area masi table according 10 the gaographic poshtion; bitwise operations are performerd on each of & plurality of masks inthe gecgraphic
tovation and restricted zone mssk wkie for compsrison,

i an sxemplary embodiment of the present disclogure, when there is 2 matching result In the comparisoen resuits, the method inciudes: judging whether the comparizon
result 15 the same as the ares identification o not; 3 mateh is datermined when the o are the same.

In an exemplary embodiment of the present disclosurs, further comprising: and processing the sccess request when the cofparison result does not have g ratching
raguit,

According 1o an agpeat of the present disclosure, an access control apparatus for s geographic Incation is provided, the apparatus comprizing the request module i
used for acquiring the IP address of the ancess raguest; an address module 1o daterming a gecgraphic incation of the access request based on the IP address, the
geographic iccation including & couniry of province or oy & comparison module for comparing the geographic locatinn with a pluraily of masks in & restricted ares
mrask iable; and the limiting module is used for imiting the access of the P address of the acoess request when the comparizon resul has & maiching resuit.

in an exemplsry smbodiment of the present distlosure, further comprising: and the rrask table modisie Is used for gonerating tha restrictad ares mask table Basad on the
siames, the ares identifications and the masks conespanding 1o the pluraiy of geographic positione.

According 10 an sspedt of the presant disulosure, an sleckonic device is provided, the slectronic device including: one or more pracessors; storags means for storing one
o more programs; when sxeciied By one oF rIore DIOCeSSORS, tause the 6ne 0F MoFe proeassors o impismmant a method as above,

According 1 an gspact of the discloswe, a computer-raadable madiurm s proposed, on which 8 compiter prograr is stored, which program, when hoing executad by a
processor, caries ol the mathod as above.

According 1o the acness control method, the access conirol devine, the elestronic equipment and the compuler readable medium of the geographic position, an P
address of an arness ragquest is ohitsined; dotormining a genpraphic focation of the serass requast ased on the I addrass, the genaraphic lngation including 8 country
or province of city, comparing the geographic location to a phirality of masks In g restricted rone mask table: when the comparison result hes @ matching resulb, the
method for Emiting the access of the P address of the acorss reguest can obtain the geographic position access control result more guickly, and particulariy for some
high-performance suenes, the metnd disclosed by the disciosure hes higher performance compared with the traditions| method.

it is 1o be understocd that both the foregoing general dascription and the following detatled description are exempiary and explanaiory only and ars not restrivtive of the
disclosurs,

Drawings

The above and sther objects, Testures and adventages of the present disclosure witl become more apperent by desoribing in detall exempisry embiodiments thersof with
sefarence b the attached drawings. The diawings desoribed below are merely some smbodiments of the present disciosurs, and other drawings may be derived from
those drawings Dy those of ordinary sidil n the art without inventive effort,

FiG. 1is 8 flow char? Hiusirating s method for aceass controt of 8 geographis location according to an exermplary embodimernt.

Fig. 2 s o flow chart Hisstrating » rsthod of secess control for g geographic location sucording to ancther exemplary ambadirment,
Fig. 3 ie a flow chart tliustrating @ methed of acoess control for & geographic location aconnding to ancther exsmplery smbodiman.
Fig. 4 is & diagram Elustrating 8 method of avcess control for 8 geogrephic iocation according to another exempiary embodimsnt,
Fig. & is a diagram Bustating a method of accoess comtea! for a geographic incation according (o ancther exempiary embediment.
Fig. & is a diggram Elustrating 3 method of aocess control for 3 geographin iccation scrording 1o another exempiary smbedinment,
Fig 7 is 8 dlagram Blustrating a methad of accsss contral for a geographic inoation acceording {0 snother sxerapiany emnbodiment.
Fig. & is a diggram Blustrating o method of scoess contral fur o geagrsphic incation secovding 1o another exempiary ambodinment,
Fig. 8 is & diagram: Elusteating g method of access control for 8 geogrephic iocation according to another exempiary embodimant.
Fig. 10 s a dlagram fHlustrating a method of acozss contral for a geagraphic location according 1o anothsr exemplary embodiment.
FiG. 11 Is 8 block diagram Hustrating a ges-location accnss contra! device In accordance with an exemplary embodiment.

FI6. 12 13 a block diagran iustrating an electronic device in senordance with an example embodiment.

FiG. 13 Is 3 block diagram ilustrating a computer-readabie medium in accordance with an exampie embadiment.

Detatled Desoription

Frample embodiments wilt now be desoribad more fully with referencs to the scoumpanying drawings, Txample erbodiments may, howeves, be embodied inmgny
gifferent forms and shouid not be constued as limited to the embedirnents st forth herein; rather, these smibodimernts are provided so that this disclosure wili be
thovough and complete, and wilt {ully convey the concept of example embodiments to those skilied in the o110, The same refarence numersls denote the ssme o simiiar
parts in the drawings, and thus, & repetitive desoription thereof will be omited.

Furthermore, the described festures, struciures, of chaacinnistios may be combined in any sultablz manner in one of more embodiments. o the foliowing description,
numerous specific details are provided o give 8 thorough understanding of embodiments of the disclosure. Une skifind in the relevant a1t will recognize, however, that the
subject matter of the present disclosure can be practiced withasi one oF oz of the specific detalls, or with other misthods, componsnts, devicss, steps, and sa forth. In
cther instancas, well-imown methods, devices, nplementations, of oporations have not Deen shown of described in detall to aveid obscuring aspects of the disclosure.
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The block diagrams shown in the figures are hunclinnal entities only and do not necessarily corraspond to physically separate sniities. Le. these functional sntities may
fie implernented in the fomm of sofiware, of In one of move herdware modiies of integrated circuits, or s diffarant nebworks and/or processos mmeans andior
sricrocontrolisr means.

The fow charts shown in the drawings are mevely iliustrative and 4o ot necassarlly include ali of the contents and sperations/steps, nor do they necessarily have tobe
perfumrned in the order deseribed, For exsmiple, some operations/steps my be decomposed, and some oparstionsssteps may be combingd or partislly cormbined, so tha
the actua! exsoution sequence may be changed according 3o the actual situation,

i will be understacd thet, although the terms first, second, thind, ete. may be used hereln to desaribe varous components, these companents should not be limited by
these tarrng, These terns are used to distinguish one element from another. Thus, & frst component distussed below may be termed 3 seunnd component without
depariing from the teachings of the disclosed concept. As used herein, the term "and/ue” Includes any and all combinetions of one o more of the ssscoiated listed ftems,

it is to be understocd by thoss siilled in the art that the drawings ars merely schamatic repraseniatinns of exemplary embodintents, and that the biccks or procssses
stoswn In the drawings ate not necessanly required 16 practics the present disclosure and are, therefore, not intendad 1o fimit the scope of the presant discioswe,

The technios! ablraviationg of the present digclosurs are aplained as fuliows:

P address: the I8 Address is an alibreviation of intermat Protocol Address, which s 2 unified Address format provided by the 1P Protocs), and alivoates s loglca! Address
o each network and sach host on the Internet, 5o a5 to chieid the difference of physical addresses. The 1P address is divided into 2 Public adidress and a privale address,
whgrgin the Pubiic sddress is responsitie for being distriued to organizations applying for the Public sddress by s interMi {Imernet Netwark information Center), and
the organizations can directly access the internst through the Public address; the Private address {Private address) belongs to & noreregistered address and i used
excissively for the Inside of the orgenization.

Shaping: a baste, lechrical lerm i computars refers o data without & Tractionat pert, The integer may be designated with 5 decimal, hexadenimal or ootal syebol,
precaded by an optional symbel or +) The mathod comprises an integer constant and an integer variable, whersin the Integer veriable comprises g short integer, @ basic
integer and # long Integer, the short intager, the basic integer and the long Integer are divided intn two versions, narnely a signed version and an unsigned version, and the
srethod is an issligent celoulation mode.

Hexadechmal sysiem: hexadecimal (ebbrevieted hex or subsorips 16} is a canry system in mathematics for a stride of 1 into 16, Generally repressmed by the numbers (1o
3 and the latters Ato F {o7 # to F), whevein & to Frepresent 1015 15, these being referred 1 as hexaderimal numbers.

Acording o the Bit sum: the bitwise and operator °% is a binnculsr operator. s function is to take part in the binsry AND of the two numbers respectively coresponding
o the operation. The result bit s 1 only if both corresponding bing are 1. Both mumbers participating in the operation appesr complemanmary, The integer is repragented
By binary bits In & eompuiter, and the § fangusgs providas that some operators oan diractly operste on the bits In the integer, which ars called kit oparations, and sperands
¥ thie opOrRioRs are raquired to be integer.

The existing scheme is as follows:

firatly, establishing three restricted ares tables aconnding to the three lavels of stetes, provinces and chiles according in ool requiremens;
second, the P address is transiatad (o 8 geographic location, which may be a countey, provines, oF iy,

Finglly, whethor the country (0 which the gesgraphic position helongs exists in the country list of not is judged, and if yos, the countries are matched; judging whather the
province (o which the gengraghivs! position belongs exists In the provinoe st of not, and If so, Indicating province mgtching; and then judging whether the ¢ity jo which
the geographic position belongs exists in the cily fist, if so, ingicating that the geographic poshion exists in the configured restrictad syves table, and needing 1o execids an
BeoRss contr] girategy on the P address,

The goherme In the prior ard fedges whether & eartain geographic position needs 1o be compared Tor three tmes i 2 resirinted ares able, and for some highperformance
scenes, the matching speed is iow and the performance Is poor. In the schems: of the present disciosirs, thres levals of country, provinoe and city are organized nto a
reglon I {generally, 22-61 unsigned integer in computer language), and the region 1D is from high 1o low, country, provines and city, respectively, as shiown intabie 1. The
sethod and the device use the form of the mask to carry out quisk fudgment, and only nesd to carry oul judgrznt once 1o obtein & resuil.

TABLE 1 area I storage content
State of the countey Econumic Chry (7

FIG. 1 is 8 flow chart Hiustrating 8 method for access controt of 3 geographls location acearding 1o an axerplary ambodbnent. Tha method 10 for geness confoli of 3
geographical incation comprises at least steps 5102 t0 $103.

#As shown in fig, 1, in 8102, the [P eddress of the sccess request is soquired.

i 8104, a grographic iocation of the access reguest is detenmined based on the P address, the geographic Incation including a country or provinee of oity. The P
address is ranslated 10 & geographiv location, which msy be & courilry, provines, or oy,

i 8108, the geographic location s cunpared to a pluralily of masks b o restrivied area mgsk While, The method comprises the following steps: determining an identifier
i the resiricted area mask tabie according to the geographic positing bitwise operations are performed on each of a phurality of masks in the geogsaphic iocation and
restrivied rone mask tabie T eomparison,

i 8108, when there is 2 matching result in the comparison resull, the gooess of the 1P address of the avcess request Is restrinted, Muore specifically, whether the
comparison resull s the same as the arsa identifier s judged; 2 maich is determined when the two are the same.

in 5110, when thees Is ne matching resuft in the comparison resull, the access request is procsssed. More specifically, whether the comparisin result is the same as the
area iemifier is judged: & migmatch is deterrmingd when not identivsl.

According o the access control method of the gecgraphic position, an P address of an acoess request is oblained; determining a geographic iccation of the sccess
reguest bassd on the P address, the geographic location including a country or provinge o7 city; comparing the gesaraphic lncation 1o a plursity of masks in 3 regtricied
zone mssk takle when the compsrison result has s matching result, the method for timiting the sccess of the IR sddress of the aocess request can obiain the geographiv
position access cordrn! resull roes quickdy, and particularly for some high-performance scenes, the method disclosed by the disclosure has hisher performancs
compared with the traditional mathed.
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it should be clearly undersiood that this disclosure describies how (o make and use particuiay examples, bt the principles of this disclosure are not limited to any details
¥ these examples. Rather, these prinvipies can be applisd to many other ernbodiments based on the teachings of the present disclosise,

Fig. 2 is a fiow chart iustrating & method of socess control fur & geographic Incation according b ancther sxemplary embodiment. The process 20 shown infig. 2is s
deisited descoription of the procsss 10 of fig. 1.

A5 shown in fig, 2, In $202, the 1P addross is convertad Into a gengraphicat location,

in 8204, one entry in the restrivted area mash tabie is sequired.

i G206, the mask gnd the geographic looation it this entiy are bitwise snd opersted.

i 8208, 1 is determined whather the previous step resull is the same as the aree (0

in §21 0, whether o niot aif the arees in the ares tebls heve been processed is restricted.
i 8212, there Is no maich,

in 8214, matching s periormed,

Firstly, constructing a disnrderad limited ragion table with rangs overlapping into an orderad Hrrited region 0 tabie withoit range cverlapping, wherein the table consists
of a pluraiity of region 1Ds; and celouleting the mask of each region sccording to the tvpe of the restricted reglon to olsaln a restricted region mask teble, whersin the
mask table consisis of the mgion 1D and the region mask. The malching process first converts the 1P address into a geographic location, which may be 3 nountry,
prsvineg, of oRy; and clroulerly processing esch itermn in the restricted sres rask table, caloulating whathier the result of bitwise AND of the physiva! position and the mask
of each Hem is the sams as the ares 1D of the item, and if the result is the same, indicating that the physicr: position exisis in the resticied ares mask iabie and the
aceess corirs! of the 1P address is required,

Fig. & is a flow chart iiestating @ method of aoeess control for @ gesgraphic location acourding to anciber exemplery embodimens. The flow 30 showninfig 3is s
detaiied desoription of "generating the restricted geographic mask teble based on namse, geographic identifications, and masks corresponding to a plurality of
geographic iccations”. More spenifically, the method oan comprise the foliowing steps: deleting the range overlapping area inthe matching tabie of the iimited sres;
gensrating an identification of & region in the resiricted region matching tebls generating a mask of regions in the restricted region matching table; and generating the
Hirnited region mask table based on: the identification of the region and the conesponding mask thersot,

&g shown in fig, 3, in $302, the area where the range is overlapped is deleted. The raglon in which the range cvarlaps n the restricied region tabie is deleted. If a certain
area Is & country, deleiing all provinces and citize undar the jurisdiction of the coumey: if & certain area is provines, deleting sll citles under the jurisdiotion of the arsa.

in 8304, one ares in the restricted aree table s acquired,

in 8306, the area name is convarted info an area identifier aucording ta the seria nurnber of country, provinee, city. Uniformiy coding all countries, provinoes and cities,
g converting the restrictad area tabie Inf0 5 restricied srea 10 tabie: if & cortain ares is 8 counyy, only the serial nurnber of the countty is filled Inthe country position i
@ certein area is province, 8 country serial nurmber needs 1o be filled in & country position, and a province serlal nummber needs 1o be filied In a provines posttian; if a
certain region s a oty the country seris! nurnber, provinee serial nurrbar and oity sorlal rannber gre filled In the country pesition, provines poshtion and city position. after
the conversion is finished, sorting the restricted sres 1D table scoording 1o the size of the area D,

in 8308, a mask of the region is determinzd according to the country, province, Sity type. Different masks are caloulsied according to differsnt region types, and the
caicuiation method comprises the following sieps: If the region is 8 country, the national Bit is 1, and the provinsial and municipal bl is O If the area is provinss, the
vations! bit s the provinee Bit are both 1, and the clty it is {0 1 the region is city, the bits of the country, provinge snd city are ail 1. The region ID gnd the caiculated
mask are combined into 2 restricied region mask table,

i 831 4, whether or not a# the areas in the area table have been procsssed is restricted.
in 5312, the provess ends,
The detailed technical seheme of the disclosw e Is Hlustrated by specific exarnples balow:

thie restricled area talile and the area code (ehie are shown in fig. 4, the restricted aree may have three types of countries, provinces, and cities, and the area code tahils
tists oedy @ part of areas for reasons of space, In which the numbey of areas of the same fype cannot be repeated, ut the number of sreas of different types may be
repagted.

The congtruction process s as fullows:
the mzthod comprises the foliowing stepe: deleting regions having range averiap in restrictad reglon configurstion teble

Since the Shiffarhuang city s a prefecture-level city in Hebel provines and conflicts with the scope of Hebel pravines, the Shiflazhuang is deleted. Luoyang was delsted
hacsuse Lunyeng was the prefectirs oty in Honan provines and conflicts with the range of Henan provinee,

Shep twr converting 2 restricted ares table (o 3 restioied arex (T able

The reglon Tt represented by 2 3200 ynsigned kueger in s exampis, with the country field scoounting for the (op B bits, the province figld sccounting for the second
highest § bits. and the city fisld scrounting for the next lowsst 16 bits, First, the “Hebel” is processed, the country is Shing, he serial number is 1, province is Hebei, the
serial purabior is 1, the ity Is 8, s0 the area i i O $1D10000. Rext, the cauntry of “Jinan” i3 Ching, with sorlal reinnber 1, Shandong provines, 2, Jinan oity, and 2, so the
segion 1D s Ox 81820002, The "Korer™ s processed again, the cnuniry s Roreg, the serial rmumber s 2, provinee and oity are both O, so the area {0 iz Ox 82000000, By
anaiogy, a rastricted ragion iD table can be shtalned, and after tha ragion iDs are sorted In order from small 1 large, an ordered rastricted raglon iD 1ahie can be ohtained,
as ghows in fig, 5.

Sep three: caivulating a mask and obirining a regiricted arsa mask teble

First, processing the river norilh, the type is provinge, the national and provincial bit is 1, the oity bit is §, the countey and peovines ocoupy 16 bits, so the mask is Oxfif
000, The second process is “Jinan’, which is the type of Gity, and the bits of the country, province and oty are aii 1, 50 the mask Is ORI The following reglons sre
anaiogized in the same way, and the Korean iz finally processed, the fype of the Korsan i the courdry, the country bit is 1, the province and city bit is 8, and the mask s
Cx G000 bacause the country cooupies 8 higher bits, The fina! restricted area mask tabls is showr infig. 6.
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hatching procass:

in one smbodiment, sssurning that an iP address is 175.4%8.176.3, its geographic location is korsan after conversion, and the incsle code table is lookad up 1o ohtain 3
focale (0 of Ox GZ000000. Yhe mask of sach region in the restrivied ares magk tabile is bitwise and-caloulated with the geographical position, and the cirained reeult is as
shown in fig. 7, and since the korean ares 1D is the same as the calculation result, it is knosn that the geographics! position of the 1P address exists in the mstricted ama
tsfile, snd it iy necessary 1o perform aooess control for the P address.

tn one embodirnent, sesuming that the 1P address Is 1,182,838, 75, the geographic focation s Zheng Henan, Ching, and the region D 1s (e 1040006 by looking up the
region code table, The result of bitwise and operation of the mask of each region in the restricted region mask bl with the geagraphica: positian is shown in fig. 8.
Since the area i of the south of the rivey IS the same 8 the caicuiztion result, i is known thet the geagrsphica! location of the 12 address exisis in the restricted area
table, and it s necessary 1o perform aocess control on the P address,

in one embodiment, assuming thet an 1P address is $3.48.112.112, s gecgraphica! location is shanxi fieyt in ching after transformation, and the area covde tabie is
chackad to oblaln the sres ID of Ox $103G005. Tha masi of ezch ragion in the restrictad reglon mask tabie Is Bitwise and-ed with tha gesgraphics! position, and tha
chisined regult s shown in fig, §, Since the 1D of no ares Is the same as the celoulation result, 1 is known that the geographical iccation of the [P address does not exist
in the restricted area (able, snd it is ot necessary 14 perform aceess control on the P address,

in one embodiment, assuming that 3 cortain I address is 60.215.138.140, the geographical Incation s Shandong, and the area code table is checked 16 obtain the ares
o Ox (1020800, The mask of each region in the restricted region mask table is bitwise and-ed with the geographical locetion, and the obtainad result Is s shown in
#ig. 10, Since tha 1D of no area s the same as the calculation result, it is known that the geographical iccation of the 1P address does not exist in the restricted ares tabie,
and /18 it necessary to perform acoegs control on the 1P addvess.

Acsording 10 the technical schems, three levals of regions of the country, the provines and the city are organized indo an integey, the resull can be cbitained only by one-
tine comparison in the form of the mask, the country, the province angd the city do not need io be compared respectively, the caicutation steps are reguced, the resull can
be ohisined seore guivkdy, and particularly for some high-perfonmance scenes, compesed with the traditions! mode, the perfornsnce s higher

Those skillzd in the art wiil appreciate that ali or part of the steps implementing the above smbodiments are Implemented a3 computer programs executed by a (BU,
Whan executed by the CRY, performs the funclions defined by the above-described methods provided By the present disciosurs. The program may be stored in g
cumpiiter readabie stovage medium, which may be 5 read-only memaory, s mageetic or optivs! disk, o the fke,

Furthamore, B shovld be noted that the shove-mestioned figures sre only schematic flustrations of the processes nvoled In the methods acoording o exempiary
smbodiments of the present disclosure, and are nod intended to be fimiting, # wil be readily understood that the procssses shown in the above figures are not indendaedio
indicate o Hlenlt the chronologios! order of the processes. In addBion, B is aiso readily understond thel these processes may be periormaed synchronouslhy o
asynchronaugly, 8.4, i muitipls modules.

The following are embodiments of the disciosed apparatus that may be ussd to perform embindiments of the disclosed metheds. For detsits not disclosed in the
ambodiments of the apparatus of the presant disclosure, refer (o the embodiments of the method of the prasent disclosurs,

Fig 11 s & blook dlagram Hustrating 8 geo-tovstion avuess contra! device In accordance with an exemplary ernbodiment. &g shown i fig, 11, the sccezs controd device
118 for 2 geographical ipeation includes: & requsst medule 1102, an addrass rodile 1104, 3 comparison module 1108, a limi moduie 1108, and 8 mask 1abie module
1114

The request rodule 1102 is configured to obialn an P sddrass of the aveess reguesy;

an address module 1104 for detenmining 3 geographin location of the access request basad on the 1P address, the geogrephic iocation including & couriry or provinee o
oity;
a comparison modisie 1108 is configwed 1o compsare the gecgraphic insation with 2 pluraiity of masiks in a restricted zone mask table

the restricting module 1108 is configured to 1estrict ancess (0 the IP address of the access raguest when there Is a matching result in the comparison resui,

The reash table module 1110 is configured (0 generate the restricted geographic mask table based on the names, the gesgraphiv identifications, and the masks
conesponding b the phirality of geographic iceations.

According 1o the actess control device of the geagraphica! position, the 1P address of the sucess request is obizined; determining a geographic location of the acness
request based on the 1P address, the geographic lovstion ncluding & country of provinee or Ry, cormparing the geogrsphic incation (0 g pluraiity of mesks in a restricted
zone mash table; when the compearison result hes a matching result, the method for limiting the aocess of the 1P address of the access requsst can olRain the geographic
posiion sruess control resull more quickly, and particularly for some high-performance scenas, the method disclased by the disclosurs has higher parformaance
compared with the traditional methoed.

FIG. 12 is a block diagram illustrating an electronic device in sccordance with an axample embodiment,

An slectronic device 1203 acnording 1o this embadiment of the disclosure is desaribed helow with reference 1o fig. 12, The elsctronic device 1200 shown in fig. 12 iz only
an example and should not bring any mitation o the functions and the scupe of use of the embodiments of the present disclosure,

As shows in fig. 12, the electronic devive 1200 is embadied inthe form of & general purpose computing devics, The components of the electronic device 12080 may
inchsdes, but are not firnited to: at least one procsssing unit 1216, a1 loast one memoery unit 1220, 3 Bus 1230 connesting the various system components including the
emory unit 1228 and the processing unlt 1210, a display unit 1248, and the like,

Wherain fhe storage unit stores program eode that can be execiited by the provessing unlt 1210 such thet the processing unll 1210 performs the steps deseribed inthis
specification in socordance with various exemptary embodiments of the present disclosure. For example, the procsssing wnit 1210 may perfore the steps a5 shown in
fig. 123,

The storage unit 1220 may inciude @ resdable medium in the form of a volatile memory unlt, such 88 a random acoess mgmory wlt (RAMPTZ201 andior a cache memory
st 12202, and may further inciude a read only memory urit {ROM} 122063,

The memory unit 1220 may aiso nclude a program/utility 12204 having a set {31 least ore} of program modules 12205, such program: modules 12205 including, bt not
Hreited (o0 an opersting system, one of msre application programs, athier program muadules, and progran date, gach of which, or some combiination theresf, may
comprise an implementation of a network environmaens.
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Bus 1230 mav be one or more of several types of bus structres, including & memaory unit bus or memesy unit cordrolier, a peripharal bus, an accelerated graphios pod, a
processing Wi, or @ ivcal bus using any of & variety of bus archilectures,

The slectronic device 1208 can also communicate with one of mors external devices 1200 {s.g., kevboard, puinting devics, blusmtooth device, ste.} such that & user can
comnunioste with devicss with which the siectronic device 1200 interacts, and/or any devices {e.g,, routes, modem, atg.) with which the eiectronic device 1200 can
somrnunivats with one of siore other curpiting devices. Such communication gy aucyr vis inputdoutput (17D) Interfaces 1250, Alsw, the electronic device 1200 may
communicate with one ar more networks {e.4., a Local Avea Metwork (LAM), & Wide Area Network (WAR), and/or a public netwark such as the intemnet) via the network
agdapter 1280, The network adapter 1260 may communicats with other moduies of the electronic device 1200 via the bus 1230, i shold be appraciatad thet sithough
not shown, other hardware and/or sofiwere madules may be ysed In conjunction with the electronic devics 1200, inchiding b not limited to: mivracode, device driverg,
redungant processing units, externa! disk drive arrays, RAID systems, tape drives, and daia backup storage systems, among others.

Through the above desaription of the ambodimeants, thase sidlisd inthe artwill readily understand that the sxemplary embodiments desoribad hersln may be
implemented by software, o By software in combingstion with necessary hardwsre, Therelore, as shown in fig. 13, the technical solution socovding 1o the embodiment of
the present disclosure may be ermbindied in the form of 3 sofiware product, which may be stored in 3 nonrvsiatiie storage medium {which may be & CB-R0OM, o ush disk, 2
rernovabie hard disk, #12.) or on 2 network, snd ncludes severa! instructions o enable & cornpiping device (which may be @ personal Computer, & server, of 8 network
device, 8in) 1o exscute the above method according 1o the embodiment of the present disclosure,

The sottware peoduct may employ any combination of one or more readable madia. The readatie medium may be a readebis signat medium or 2 readable storage
medium, A resdable storage medium may be, for example, but not timited to, 80 slectronic, magnatic, optica;, eleciromagnetic, infrared, of semicondunior system,
apparatus, o device, or any combination of tha forsgoing, Mor: specific examplss {2 norrexhaustive list) of the readabis storage medium include: an =lectricat
connection having one of more wires, a portable disl, 8 hard dislk, 3 Random Access Memaory (RAM), 5 read-only mernory (RUM}, an erasabie programinable read-only
memary (FPROM of Tlash masnory), an optical fiber, # portable cormpact disc resd-only memory (CO-ROM), an uptical storage device, @ rsgnetio storage devics, or any
suitable combination of the foregaing.

The compiater readeble storage medium may include a propagated data signa! with readable program code smbodiad thereln, for exampie, it baseband oras part of a
carrier wave, Such g propagsted data signal may take many forrns, inclading, but not timited to, electroanagnetic, optical, or any sutshie combination thereot. & readsbie
storags mediun: may alsc be any readabls medium: thet is not a readable storage medium and that can communicate, propagate, of ransport 8 progran for use by or in
connection with an bstruction execution systam, spparatus, of dovice. Mrogram code ermbodied on a readable storage medium may ba wyansrittad using sny appropriate
mredivm, inchiding but not limited Yo wirsless, wirsling, optics! fiber nable, BE, etc., or any suitable combination of the foregoing.

Program cade for canying cut operations for the presers disciveure may be written in any combination of onz or more programming languages, including an cbisct
crientad prograsnming isnguage such 85 Java, G + -+ or the e and conventions! provedura! prograrmming languages, such as the "S° prograrmmning langusge or shrliar
programming languagss. Yhe program code may execute entirely on the user's computing device, partly on the user's device, as  stand-alone software packags, partly
on the user's computing device and partly on a semoie computing device, of entiely on the remote computing devics or servee, in the case of a remaie computing device,
the remots compusing device sy be connected o the sser aomputing devios through any Kind of network, including a Local Aves Network (1AM} of 3 Wide Ares Network
{WANS, or may be connected 10 an exiermal cumputing device {e.g., shrough the internet using an intemet service provider).

The compter readable mediuen catries one o raee programs svhich, when executed by a device, causs the compuser readabie mediue (o perform the functions of
acguiring o 1P address of an scess request; determining & geographic lovstion of the socess reques? based on the 1P address, the geographic lovstion including &
couniry or province of oty comparing the geagraphic loceation io a plurallty of masks in g restricted rone mask tabls; and wharn the comparnison resuit has @ matching
resdlt, firriting the access of the IP address of the access raguest.

Those skifled in the wrt will sppreciate that the modules desoribed above may be distributed in the apparatus sccording to the deseription of the embadiments, of may be
micdified aocordingly In one or move apparatuses unigue from the embodiments. The madules of the above embadiments may be combined into ane module, oy furthey
spilt inte mitiple sub-modules.

Through the above description of the embodirnents, those sidiied inthe art will readily understand that the sxernplary embodiments describad hereln may be
implemented by software, of by softwars in combination with necassary hardwars, Therefore, the technical solution acourding to the embodimeants of the present
disriosure may be embodiad in the Torm of g software product, which may he stored in 8 nonvolatiie storage medium (which may be 3 GD-ROM, # ush disk, a removable
Hrard disk, ko) of on a network, and includes several instructions 1o enshie a computing device fwhich may be g persons! compister, 8 server, & mokile termingl, vr 3
setwork device, sio.) 10 execute the methed according to the embodiments of the present disclosure,

Excmpiary ambodiments of the present disclosure are specifinaily Hustrated and described above. 1t is io be undersiond that the present disciosur: is not imited to the
precise arrangemants, instrumentalties, of nstrumentslities desorified heraln; on the conirary, the distlosure is intended to cover varous modifications and equivaient
arrangements included within the spitlt and scope of the appendsd olsims.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Fortinet, Inc. Examiner: YANG

First Inventor: Little Group Art Unit: 2493

App. No.: 16/362,167 Conf. No.: 6553

Filed: March 19, 2020 Docket No.: FORT-031800(18167)

For: DETECTING ACCESSS POINTS
LOCATED WITHIN PROXIMITY OF A
COMPUTING DEVICE FOR
TROUBLESHOOTING OF A
NETWORK

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Sir/Madam:

In response to the Office action having a notification date of October 5,
2021 (the “Office Action”), the Applicant respectfully requests the Examiner to enter the
following amendment and to consider the following remarks:

Amendments to the Claims begin at page 2 of this paper.

Remarks begin at page 8 of this paper.
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Amendments to the Claims

1. (Currently Amended) A method comprising:

obtaining and storing, by one or more servers associated with an enterprise network,
information regarding historical user behavior of a plurality of users of the enterprise
network by observing file access requests initiated by the plurality of users;

receiving, by the one or more servers, a file access request initiated by a first user
of the plurality of users, wherein the file access request relates to a file stored within the
enterprise network in encrypted form;

responsive to receipt of the file access request, determining, by the one or more
servers, a risk score for the first user based on a plurality of factors, including information
regarding historical user behavior, the file access request and observed data determined
based on the file access request; and

based on the risk score, permitting or denying, by the one or more servers, access
to the file by returning a decryption key for the file or withholding the decryption key,

wherein said permitting or denying comprises:

when the risk score is less than a first threshold, returning the decryption

key and providing full access to the file; and

when the risk score is greater than a second threshold, withholding the

decryption key.

2. (Currently Amended) The method of claim 1, wherein said determining, by the one or
more servers, the a risk score for the first user comprises evaluating the file access request

with reference to a model of user behavior developed by machine-learning.

3. (Original) The method of claim 1, wherein the information regarding historical user

behavior includes for each user of the plurality of users:
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historical data regarding general file access, including one or more of a number of
files accessed by the user over a predetermined period of time, types of the files accessed,
and applications used by the user over the predetermined period of time;

historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files.

4. (Original) The method of claim 1, wherein the observed data includes a current location
of the first user as determined based on a source Internet Protocol (IP) address contained

in the file access request.

5. (Original) The method of claim 1, wherein the observed data includes a status indicative
of whether the connection through which the first user initiated the file access request is

trusted or untrusted.

6. (Original) The method of claim 5, wherein the connection is trusted when the first user
is on the enterprise network or accessing the enterprise network remotely via a secure

connection.

7. (Original) The method of claim 5, wherein the connection is untrusted when the first
user is not on the enterprise network or accessing the enterprise network remotely via an

insecure connection.

8. (Original) The method of claim 1, wherein the encrypted form involves the file being

encapsulated in a cryptographic wrapper.

9. (Canceled)

10. (Currently Amended) The method of claim 1 9, wherein said permitting or denying
further comprises when the risk score is between the first threshold and a second threshold,

returning the decryption key and providing limited access to the file.
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11. (Canceled)

12. (Original) A non-transitory computer-readable storage medium embodying a set of
instructions, which when executed by one or more processors of one or more servers
associated with an enterprise network, causes the one or more processors to perform a
method comprising:

obtaining and storing information regarding historical user behavior of a plurality
of users of the enterprise network by observing file access requests initiated by the plurality

of users, wherein the information regarding historical user behavior includes for each user

of the plurality of users:

historical data regarding general file access, including one or more of a

number of files accessed by the user over a predetermined period of time, types of the files

accessed, and applications used by the user over the predetermined period of time;

historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files;

receiving a file access request initiated by a first user of the plurality of users,
wherein the file access request relates to a file stored within the enterprise network in
encrypted form;

responsive to receipt of the file access request, determining a risk score for the first
user based on a plurality of factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access
request; and

based on the risk score, permitting or denying, by the one or more servers, access

to the file by returning a decryption key for the file or withholding the decryption key.

13. (Currently Amended) The non-transitory computer-readable storage medium of claim
12, wherein said determining the & risk score for the first user comprises evaluating the file

access request with reference to a model of user behavior developed by machine-learning.

14. (Canceled)
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15. (Original) The non-transitory computer-readable storage medium claim 13, wherein
the observed data includes a current location of the first user as determined based on a

source Internet Protocol (IP) address contained in the file access request.

16. (Original) The non-transitory computer-readable storage medium claim 13, wherein
the observed data includes a status indicative of whether the connection through which the

first user initiated the file access request is trusted or untrusted.

17. (Original) The non-transitory computer-readable storage medium claim 13, wherein

the encrypted form involves the file being encapsulated in a cryptographic wrapper.

18. (Original) The non-transitory computer-readable storage medium claim 13, wherein
said permitting or denying further comprises when the risk score is less than a first

threshold, returning the decryption key and providing full access to the file.

19. (Original) The non-transitory computer-readable storage medium claim 18, wherein
said permitting or denying further comprises when the risk score is between the first
threshold and a second threshold, returning the decryption key and providing limited access

to the file.

20. (Original) The non-transitory computer-readable storage medium claim 19, wherein
said permitting or denying further comprises when the risk score is greater than the second

threshold, withholding the decryption key.

21. (New) The method of claim 1, wherein the first threshold and the second threshold are

the same.

22. (New) A system, the system comprising:

one or more processors; and
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a non-transitory computer-readable storage medium coupled to the one or more
processors and embodying a set of instructions, which when executed by the one or more
processors of one or more servers associated with an enterprise network, causes the one or
more processors to perform a method comprising:

obtaining and storing information regarding historical user behavior of a
plurality of users of the enterprise network by observing file access requests initiated by
the plurality of users;

receiving a file access request initiated by a first user of the plurality of
users, wherein the file access request relates to a file stored within the enterprise network
in encrypted form;

responsive to receipt of the file access request, determining a risk score for
the first user based on a plurality of factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access
request; and

based on the risk score, permitting or denying, by the one or more servers,
access to the file by returning a decryption key for the file or withholding the decryption
key, wherein said permitting or denying comprises:

when the risk score is less than a first threshold, returning the
decryption key and providing full access to the file; and
when the risk score is greater than a second threshold, withholding

the decryption key.

23. (New) The system of claim 22, wherein said permitting or denying further comprises
when the risk score is between the first threshold and a second threshold, returning the

decryption key and providing limited access to the file.

24. (New) The system of claim 22, wherein the first threshold and the second threshold are

the same.

25. (New) The system of claim 22, wherein the information regarding historical user

behavior includes for each user of the plurality of users:
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historical data regarding general file access, including one or more of a number of
files accessed by the user over a predetermined period of time, types of the files accessed,
and applications used by the user over the predetermined period of time;

historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files.
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Remarks

The undersigned respectfully requests reconsideration of the above-captioned
patent application in view of the following remarks. Claims 1-20 as originally filed were
pending in the application. Claims 1, 2, 10, 12, and 13 have been amended, claims 21-25
have been added, and claims 9, 11, and 14 have been canceled. Hence, claims 1-8, 10,
12-13, and 15-25 remain pending.

Claims 2 and 13 are objected to for technicalities that are corrected herein by
amendment. Applicant also thanks the examiner for their careful in identifying that claim
14 depended from claim 13, and has corrected it by amendment herein to depend from
independent claim 12.

Claims 1-3, 5-7, 9-14, 16, and 18-20 stand rejected under 35 USC 103 as
allegedly obvious over a combination US Pat. Pub. No. 2019/0319945 (hereinafter
“Levy”) and US Pat. Pub. No. 2004/0221172 (hereinafter “Stamos”). Claims 4 and 15
stand rejected under 35 USC 103 as allegedly obvious over a combination Levy, Stamos,
and US Pat. Pub. No. 2014/03100779 (hereinafter “Lof”). Claims 8 and 17 stand rejected
under 35 USC 103 as allegedly obvious over a combination Levy, Stamos, and US Pat.
Pub. No. 2005/0229258 (hereinafter “Pigin”). Applicant respectfully amends in part and
traverses in part to overcome the rejections.

Claim 1 has been amended to include the limitations of original claims 9 and 11.
Thus, as amended claim 1 sets forth a method that includes, inter alia, determining a risk
score for a first user based on a plurality of factors, and based on the risk score,
permitting or denying, by the one or more servers, access to the file by returning a
decryption key for the file or withholding the decryption key. The permitting or denying

includes: when the risk score is less than a first threshold, returning the decryption key

and providing full access to the file; and_when the risk score is greater than a second

threshold, withholding the decryption key.

None of the cited references, either separately or in combination disclose, teach,
or suggest such a limitation. In particular, the Office Action relies on paragraph 0213 of
Levy to provide disclosure to reject original claims 9 and 11. Office Action at pp. 9-10.

Paragraph 0213 says:
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Further, selecting the authentication model may include selecting an
authentication model that conditionally uses an additional
authentication factor. For example, if the risk score for the device or the
user (or some combination of these) is below a threshold such that it
indicates that the user and device are safe, then the authentication
model may use an additional authentication factor. Conversely, if the
risk score for the device or the user is above the threshold such that it
indicates that the user or the device is compromised or unsafe, then the
authentication model may withhold the additional authentication factor
to prevent access by the device to the remote resource. Other
conditional configurations may also or instead be employed. For
example, in one embodiment, if the risk score for the device or the user
(or some combination of these) is below a threshold such that it
indicates that the user and device are safe, then the authentication
model may forego an additional authentication factor. Conversely, if
the risk score for the device or the user is above the threshold such that
it indicates that the user or the device is compromised or unsafe, then
the authentication model may require the additional authentication
factor as a condition for access by the device to the remote resource.

The additional authentication factor is “a token or biometric identifier” that is
conditionally provided by the user to the computer performing an authentication
conditionally based upon the “risk for the device”. Levy at {0211. It is nonsense to
argue that, for example, a biometric identifier is provided to the user as a biometric
identifier is by definition part of the individual. Rather, it only makes sense that the
additional authentication factor is provided from the user to the computer performing the
authentication. This is the gpposite of claim 1 where the computer performing an
authentication provides or withholds the decryption key based upon a risk score.

In the context of paragraph 0211 of Levy, the cited paragraph 0213 of Levy can
be understood. Paragraph 0213 says that where the risk score indicates that the user and
device are safe, the model “forgoes the additional authentication factor.” Said another
way, where the risk score indicates a defined threshold of safety, there is no reason for
requesting the additional authentication factor as access is going to be granted without it.
Conversely, where the risk factor indicates a lack of safety, the additional authentication
factor is required (i.e., a request is made for the user to provide the additional
authentication factor) as without it access will not be granted. As another example,

where the risk score indicates a defined threshold of safety, there is reason for requesting
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the additional authentication factor as it is only when the low risk factor is coupled with
the additional authentication factor that access will be granted. Conversely, where the
risk score does not indicate a defined threshold of safety, there is no reason for requesting
the additional authentication factor as, again, it is only when the low risk factor is
coupled with the additional authentication factor that access will be granted and
requesting the additional authentication factor would not change the result of the denial.
Simply stated, one of ordinary skill in the art would not understand the additional
authentication factor of Levy to be the decryption key of claim 1, and also would not
understand Levy as disclosing, teaching, or suggesting the process of claim 1.

As none of the other cited references are even alleged to provide the
aforementioned disclosure missing from Levy, and in fact none provide such missing
disclosure, the combination fails to render claim 1 obvious. For at least this reason,
Applicant respectfully requests withdrawal of the rejection and allowance of claim 1.

Additionally, each of claims 12 and 22 includes a limitation similar to that
discussed above in relation to claim 1, and are each in condition for allowance for at least
this reason. Such allowance is respectfully requested herein. Further, claims 2-8, 10, 13,
15-21, and 23-25 each depend from an allowable base claim, and are thus in condition for

allowance for at least this reason. Such allowance is respectfully requested herein.

-10 -
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Conclusion

The undersigned respectfully submits that the amendments and remarks
presented herein have overcome the rejections, and that the pending claims are in
condition for allowance. Accordingly, the undersigned respectfully requests that the
rejections be withdrawn and that a Notice of Allowance be promptly issued for the
pending claims.

By responding in the foregoing remarks only to particular positions taken
by the Examiner, the Applicant does not acquiesce with any other positions that have not
been explicitly addressed. Applicant’s arguments for the patentability of a claim should
not be understood as implying that no other reasons for the patentability of that claim
exist. The absence of a reply to a specific rejection, issue or comment set forth in the
Office Action does not signify agreement with or concession of that rejection, issue or
comment. In addition, nothing in this paper should be construed as an intent to concede
any issue with regard to any claim, and the amendment of any claim does not necessarily

signify any concession of unpatentability of the claim prior to its amendment.

Request for a Telephone Interview
If the Examiner believes a telephone conference would expedite

prosecution of the above-captioned patent application, please telephone the undersigned

at (720) 266-4728.

Respectfully submitted,

HDC Intellectual Property Law, LLP

Date January 2022 By /Douglas M. Hamilton/
Douglas M. Hamilton

Reg. No. 47,629

-11 -
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Application/Control Number: 16/362,167 Page 2
Art Unit: 2493

DETAILED ACTION

Notice of AlIA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

The present office action is responsive to communications received on 1/5/2022. Applicant

added claims 21-25 and cancelled claims 9, 11, and 14. Claims 1-8, 10, 12-13, and 15-25 are pending.

Response to Arguments
The arguments/remarks filed by the applicant on 1/5/2022 have been fully considered and are

responded in the following.

Applicant's amendments to the claims have overcome the objections previously set forth in the

Non-Final Office Action mailed 10/5/2021. All objections have been withdrawn.

Applicant's arguments regarding the 35 USC § 103 rejection of amended independent claim 1
have been fully considered but they are not persuasive. Applicant states that ‘None of the cited
references, either separately or in combination disclose, teach, or suggest such a limitation “when the
risk score is less than a first threshold, returning the decryption key and providing full access to the
file; and when the risk score is greater than a second threshold, withholding the decryption key.” The
additional authentication factor is "a token or biometric identifier" that is conditionally provided by
the user to the computer performing an authentication conditionally based upon the "risk for the

device". (p. 8, 14-5 and p. 9, 112)’ In response to applicant's arguments, the examiner respectfully
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disagrees. Levy in 91213 discloses “if the risk score for the device or the user is below a threshold such

that it indicates that the user and device are safe, then the authentication model may forego an

additional authentication factor. if the risk score for the device or the user is above the threshold such

that it indicates that the user or the device is compromised or unsafe, then the authentication model

may withhold the additional authentication factor to prevent access by the device to the remote

resource.” Authentication factor being a biometric identifier or a security token is for example only
(11210), and “are set forth by way of example and not of limitation” (1233). In summary, Reference Levy
discloses granting/preventing access based on risk score. Reference Stamos discloses this can be
achieved through the issue/holdback of decryption key by reciting “The policy sever then issues copies
of required keys to permit the recipient to decrypt the information” (19). Therefore the combination

discloses the entire limitation. Similar rationale applies to claims 12 and 22 (Argument p. 10, 113).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections
set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having ordinary
skill in the art to which the claimed invention pertains. Patentability shall not be negated by the

manner in which the invention was made.

Claims 1-3, 5-7, 10, 12-13, 16, 18-20, 22-23 and 25 are rejected under 35 U.S.C. 103 as being

unpatentable over Levy (US 20190319945 A1) in view of Stamos (US 20040221172 Al).
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Regarding claim 1, Levy teaches a method comprising:

obtaining and storing, by one or more servers associated with an enterprise network,
information regarding historical user behavior of a plurality of users of the enterprise network
by observing file access requests initiated by the plurality of users; ([0060] The threat

management facility 100 may control access to the enterprise facility 102 networks. A network

access facility 124 may restrict access to certain applications, networks, files, printers, servers,

databases, and so on. In addition, the network access facility 124 may restrict user access under

certain conditions, such as the user's location,_usage history, need to know, job position,
connection type, time of day, method of authentication, client-system configuration.) Here Levy
discloses in 950 that “the threat management facility 100 may include a policy management
facility 112 that manages rules or policies for the enterprise facility 102. Exemplary rules include
access permissions associated with networks, applications, compute instances, users, content,
data, and the like. The policy management facility 112 may use a database, a text file, other data

store, or a combination to store policies.”

receiving, by the one or more servers, a file access request initiated by a first user of
the plurality of users, wherein the file access request relates to a file stored within the
enterprise network in encrypted form; ([0207] FIG. 17 As shown in step 1702, the method 1700
may include receiving a request for a remote resource from a compute instance in an enterprise
network, such as a request for authenticated access to the remote resource. This may include
any resource that might usefully be accessed by a compute instance from within the enterprise
network.) Here Levy discloses in 978 that “privacy may be addressed in some cases by user

notifications and permissions, anonymization, tokenization, and encryption.”
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responsive to receipt of the file access request, determining, by the one or more
servers, a risk score for the first user based on a plurality of factors, including information
regarding historical user behavior, the file access request and observed data determined
based on the file access request; and ([0208] As shown in step 1704, the method 1700 may

include calculating risk scores, for example by calculating a first risk score for a user of the

compute instance. In one aspect, the entity models described herein provide useful computer-

implemented tools for measuring expected behavior and deviations therefrom, and may be

usefully employed in this context to calculate risk scores for the particular entities of interest:
the user of the compute instance.) Here Levy discloses in 9 156 “to draw policy or security

conclusions based on a history of users and file usage.”

based on the risk score, permitting or denying, by the one or more servers, access to
the file. ([0210, 0211, 0217] As shown in step 1706, the method 1700 may include selecting an
authentication model for access to the remote resource by the user and the device. More
generally, the authentication models may provide various sets of authentication requirements
using various combinations of the foregoing authentication factors or any other authentication

factors, with the particular authentication factors varying based on the user and device risk

scores. As shown in step 1708, the method 1700 may include authenticating the user to the

remote resource according to the authentication model selected in step 1706.)

Levy teaches based on the risk score, permitting or denying, access to the file, but does not
explicitly teach this is done by returning a decryption key for the file or withholding the decryption key,
wherein said permitting or denying comprises: when the risk score is less than a first threshold,
returning the decryption key and providing full access to the file; and when the risk score is greater than

a second threshold, withholding the decryption key. This aspect of the claim is identified as a difference.
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However, Stamos in an analogous art explicitly teaches
based on the risk score, permitting or denying, by the one or more servers, access to the file
by returning a decryption key for the file or withholding the decryption key, ([0008, 0009] Encryption

techniques such as those employing a Public Key Infrastructure (PKI) enable an enterprise to provide

authentication, access control and confidentiality for its applications and data. Before accessing any

information, the recipient must first authenticate with the policy server. The policy sever then issues

copies of required keys to permit the recipient to decrypt the information.)

wherein said permitting or denying comprises:

when the risk score is less than a first threshold, returning the decryption key and providing

full access to the file; and ([Levy 0213] if the risk score for the device or the user (or some combination

of these) is below a threshold such that it indicates that the user and device are safe, then the

authentication model may forego an additional authentication factor.) when the risk score is greater

than a second threshold, withholding the decryption key. ([Levy 0213] if the risk score for the device or

the user is above the threshold such that it indicates that the user or the device is compromised or

unsafe, then the authentication model may withhold the additional authentication factor to prevent

access by the device to the remote resource.) In summary, Reference Levy discloses granting/preventing

access based on risk score. Reference Stamos discloses this can be achieved through the issue/holdback
of decryption key by reciting “The policy sever then issues copies of required keys to permit the

recipient to decrypt the information” (19). Therefore the combination discloses the entire limitation.

It would have been prima facie obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the
“adaptive encryption” approach of Stamos. One of ordinary skill in the art would have been motivated

to perform such a modification to address security problems that originate when authorized users abuse
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their authority, by selectively applying encryption policies at the point of use of a file, rather than simply

at the point of file server and/or access storage (Stamos [0018]).

Regarding claim 2, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein said determining, by the one or more
servers, the risk score for the first user comprises evaluating the file access request with reference to a
model of user behavior developed by machine-learning. ([Levy 0209] while event models for a
user/device combination can provide a useful measure of riskiness, other measures may also or instead

be used, either alone or in combination with such techniques. For example, other risk scores based on,

e.g., signatures, context, behavior, machine learning or the like may be used in addition to, or instead of

the risk scores described above to dynamically control authentication requirements based on assessed

risk.)

Regarding claim 3, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein the information regarding historical user

behavior includes for each user of the plurality of users:

historical data regarding general file access, including one or more of a number of files
accessed by the user over a predetermined period of time, types of the files accessed, and
applications used by the user over the predetermined period of time; ([Levy 0111] The valuation model
may, for example, estimate value based on file location, based on an access control content, based on
content, or based on any other context, usage, feature or combination of the foregoing. For example,

the valuation model may estimate value based on one or more of encryption status, file type, file usage

history, file creation date, file modification date, file content, and file author.)
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historical data regarding observed locations of the user; and historical data regarding
observed times at which the user accesses files. ([Levy 0060] A network access facility 124 may restrict
access to certain applications, networks, files, printers, servers, databases, and so on. In addition, the
network access facility 124 may restrict user access under certain conditions, such as the user's location,
usage history, need to know, job position, connection type, time of day, method of authentication,

client-system configuration, or the like.)

Regarding claim 5, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein the observed data includes a status
indicative of whether the connection through which the first user initiated the file access request is
trusted or untrusted. ([Levy 0060] A network access facility 124 may restrict access to certain
applications, networks, files, printers, servers, databases, and so on. In addition, the network access
facility 124 may restrict user access under certain conditions, such as the user's location, usage history,
need to know, job position, connection type, time of day, method of authentication, client-system
configuration, or the like.) Here Levy depicts in [0033] that connection including “one or more gateways,

bridges, wired networks, wireless networks, virtual private networks, other compute instances.” It

would have been prima facie obvious to one of ordinary skill in the art to conclude that connection
through wired networks is more secure/trustworthy than through wireless networks
(https://aberdeencybersecurity.co.uk/wired-vs-wireless-networking); as well as to conclude that
connection with virtual private networks is more secure/trustworthy than without virtual private

networks (https://www.tomsguide.com/us/-vpn-for-beginners,news-17514.html).

Regarding claim 6, Levy in view of Stamos teaches all the features with respect to claim 5, as
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outlined above. The combination further teaches wherein the connection is trusted when the first user
is on the enterprise network or accessing the enterprise network remotely via a secure connection.
([Levy 0216] Other secondary techniques may also or instead be used to support authentication models
or provide additional authentication factors. For example, a secondary authentication may be based on
information such as whether a user recently logged in to the device, whether a user recently provided a

token passcode, whether the device recently connected to the enterprise network, the current IP

address for a device, the geolocation of a device, or whether the user/device combination recently
logged in to the remote resource.) Here Levy discloses that connection is more trustworthy if user is on
the enterprise network by citing “the compute instances 10-26 may be protected from threats even

when a compute instance 10-26 is not connected to the enterprise facility 102 network” [0038].

Regarding claim 7, Levy in view of Stamos teaches all the features with respect to claim 5, as
outlined above. The combination further teaches wherein the connection is untrusted when the first
user is not on the enterprise network or accessing the enterprise network remotely via an insecure
connection. ([Levy 0216] Other secondary techniques may also or instead be used to support
authentication models or provide additional authentication factors. For example, a secondary
authentication may be based on information such as whether a user recently logged in to the device,

whether a user recently provided a token passcode, whether the device recently connected to the

enterprise network, the current IP address for a device, the geolocation of a device, or whether the

user/device combination recently logged in to the remote resource.) Here Levy discloses that
connection is less trustworthy if user is not on the enterprise network by citing “the compute instances

10-26 may be protected from threats even when a compute instance 10-26 is not connected to the

enterprise facility 102 network” [0038].
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Regarding claim 10, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. The combination further teaches wherein said permitting or denying further comprises
when the risk score is between the first threshold and a second threshold, returning the decryption
key and providing limited access to the file. ([Levy 0211] The risk scores may also generally be used as

an authentication factor, e.g., by using the risk score as a property of the user and requiring a minimum

or maximum value, or indirectly by using the risk score as a threshold for whether to select an

authentication model requiring one or more additional authentication factors. [Levy 0213] if the risk

score for the device or the user (or some combination of these) is below a threshold such that it

indicates that the user and device are safe, then the authentication model may use an additional

authentication factor (analogous to claim limitation “less than second threshold”). If the risk score for

the device or the user is above the threshold such that it indicates that the user or the device is

compromised or unsafe, then the authentication model may require the additional authentication factor

as a condition for access by the device to the remote resource (analogous to claim limitation “greater

than first threshold”).)

Regarding claims 12-13, 16, 18-20, 22-23 and 25, the scope of the claims are similar to that of

claims 1-3, 5 and 10, respectively. Accordingly, the claims are rejected using a similar rationale.

Claims 4 and 15 are rejected under 35 U.S.C. 103 as being unpatentable over Levy (US

20190319945 A1) in view of Stamos (US 20040221172 A1) and Lof (US 20140310779 A1l).

Regarding claim 4, Levy in view of Stamos teaches all the features with respect to claim 1, as

outlined above. But the combination does not teach wherein the observed data includes a current
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location of the first user as determined based on a source Internet Protocol (IP) address contained in the

file access request. This aspect of the claim is identified as a difference.

However, Lof in an analogous art explicitly teaches wherein the observed data includes a
current location of the first user as determined based on a source Internet Protocol (IP) address
contained in the file access request. ([0130] the media content provider can use geo-location
techniques to determine a geographic location of the client device (e.g., the country in which the client

device resides). Such techniques include using the IP address of the client device (which can be

determined from an HTTP request, for example) to lookup the user's probable location in an IP address

database.)

It would have been prima facie obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the
“geo-location techniques using IP address” approach of Lof. One of ordinary skill in the art would have
been motivated to perform such a modification to provide efficient and secure access to content by
obtaining information about the client device that is not explicitly provided or reported by the client
device, but available through the communication between the client device and the content provider

(Lof [0130, 0010]).

Regarding claim 15, the scope of the claim is similar to that of claim 4, respectively. Accordingly,

the claim is rejected using a similar rationale.

Claims 8 and 17 are rejected under 35 U.S.C. 103 as being unpatentable over Levy (US

20190319945 A1) in view of Stamos (US 20040221172 A1) and Pigin (US 20050229258 A1).
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Regarding claim 8, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. But the combination does not teach wherein the encrypted form involves the file being

encapsulated in a cryptographic wrapper. This aspect of the claim is identified as a difference.

However, Pigin in an analogous art explicitly teaches wherein the encrypted form involves the
file being encapsulated in a cryptographic wrapper. ([0230] These operations manipulate cryptographic

objects at the file level. File-level wrappers are based on the crypto container concept. All cryptographic

objects, associated with a single original file, are encapsulated into a single file of compound structure

(cryptocontainer).)

It would have been prima facie obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the
“file level wrappers” approach of Pigin. One of ordinary skill in the art would have been motivated to
perform such a modification to provide secure and efficient document rights management and file

encryption (Pigin [0001, 0004]).

Regarding claim 17, the scope of the claim is similar to that of claim 8, respectively. Accordingly,

the claim is rejected using a similar rationale.

Claims 21 and 24 are rejected under 35 U.S.C. 103 as being unpatentable over Levy (US

20190319945 A1) in view of Stamos (US 20040221172 A1) and Kobres (US 20160063227 Al).

Regarding claim 21, Levy in view of Stamos teaches all the features with respect to claim 1, as
outlined above. But the combination does not teach wherein the first threshold and the second

threshold are the same. This aspect of the claim is identified as a difference.
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However, Kobres in an analogous art explicitly teaches wherein the first threshold and the
second threshold are the same. ([0155] At 430, the authenticator determines whether to grant access
to one of: a device and a resource of the device based on the comparison performed at 420. This can be

a binary determination such that access is either granted or denied.) Here Kobres discloses an example

of binary determination (granted or denied, meaning first threshold and second threshold are the
same). Kobres also discloses that the decision does not have to be a binary decisions (granted, denied or
limited, meaning first threshold and second threshold are not the same) if desired, by reciting that “the

decision does not have to be a binary decisions meaning that different levels of authenticated access

can be granted based on the confidence value when that confidence value is compared to predefined

values, thresholds, or ranges of values that the authentication service uses to make decisions about

authentication” (165) and a detail example in 9125

It would have been prima facie obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to combine the “dynamic authentication” concept of Levy, and the
“threshold comparison” approach of Kobres. One of ordinary skill in the art would have been motivated
to perform such a modification to provide flexibility in security restrictions, which can be a
straightforward binary determination such that access is either granted or denied. Alternatively, this can
be access based on some resolved access-level, which is less than complete and unfettered access

{Kobres [0155]).

Regarding claim 24, the scope of the claim is similar to that of claim 21, respectively.

Accordingly, the claim is rejected using a similar rationale.
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Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

e US 20070297610 A1, "Data protection for a mobile device", by Chen, teaches managing a
decryption key at a key server that is remote from the mobile device, the decryption key
enabling decryption of encrypted information stored at the mobile device; performing an
authentication procedure for a user of the mobile device; transmitting the decryption key to
the mobile device if the authentication procedure authenticates the user; withholding
transmission of the decryption key to the mobile device if the authentication procedure

does not authenticate the user.

Applicant's amendment necessitated the new ground(s) of rejection presented in this Office
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is reminded of the
extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date
of this final action and the advisory action is not mailed until after the end of the THREE-MONTH
shortened statutory period, then the shortened statutory period will expire on the date the advisory
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing
date of the advisory action. In no event, however, will the statutory period for reply expire later than
SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to HAN YANG whose telephone number is (408)918-7638. The examiner can

normally be reached on Monday to Friday, 9:00-5:00.
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Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Carl
Colin can be reached on 571-272-3862. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR
CANADA) or 571-272-1000.

JH.Y./
Examiner, Art Unit 2493

/CHAU LE/
Primary Examiner, Art Unit 2493

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00184



Application/Control No. Applicant(s)/Patent Under
16/362,167 Reexamination
Noti 7 Ref: Cited Little et al.
lotice of References Cirte Examiner ArtUnit
HAN YANG 2493 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumzoggg;eﬁ:ﬁbgﬁiig Code MI\/ID- ?\e(YY Name CPC Classification US Classification
* [ A | US-20160063227-A1 03-2016 Kobres; Erick HO04L63/08 726/3
* B | US-20070297610-A1 12-2007 Chen; Yuqun HO04L9/083 380/270

C

D

E

F

G

H

|

J

K

L

M

FOREIGN PATENT DOCUMENTS

* Countzoggg;_eﬁ:gbi:sii; Code MMD— ?;s(YY Country Name CPC Classification

N

0]

P

Q

R

S

T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U

\

w

X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20220304

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00185




Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 16/362,167 Little ot al.
H“m “ HH “H“‘ ““ - s
HAN YANG 2493
v | Rejected - | Cancelled N | Non-Elected Appeal
= Allowed = | Restricted | | Interference Objected
CLAIMS
[(J Claims renumbered in the same order as presented by applicant O cpPA dJ 1D (J R.1.47
CLAIM DATE
Final Original | 09/25/2021 | 03/05/2022
1 v v
2 v v
3 v v
4 v v
5 v v
6 v v
7 v v
8 v v
9 v -
10 v v
11 v -
12 v v
13 v v
14 v -
15 v v
16 v v
17 v v
18 v v
19 v v
20 v v
21 v
22 v
23 v
24 v
25 v

U.S. Patent and Trademark Office

Page 1 of 1

Part of Paper No.: 20220304

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00186



Search Notes

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/362,167 Little et al.
HAN YANG 2493
CPC - Searched*
Symbol Date Examiner
GO6F 21/6218 21/602 21/316 09/25/2021 HY
GO6F 16/182 09/25/2021 HY
GO6N 20/00 09/25/2021 HY
HO4L 9/0819 09/25/2021 HY
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

HY./
Examiner, Art Unit 2493

U.S. Patent and Trademark Office

Page 1 of 2

Part of Paper No.: 20220304

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00187




Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 16/362,167 Little ot al.
RMTMIN ==
HAN YANG 2493
Search Notes
Search Notes Date Examiner
GO6F 21/6218 21/602 21/316 09/25/2021 HY
GO6F 16/182 09/25/2021 HY
GO6N 20/00 09/25/2021 HY
HO04L 9/0819 09/25/2021 HY
Classification with text search. 09/25/2021 HY
EAST text search (see search history printout). 09/25/2021 HY
Inventor and applicant search EAST. 09/22/2021 HY
IDS references considered. 09/22/2021 HY
google patent and NPL search. 09/24/2021 HY
Include feedback from SPE. 09/27/2021 HY
Updated complete search. 03/05/2022 HY
ip.com patent and NPL search. 03/05/2022 HY
google patent and NPL search. 03/05/2022 HY
Interference Search
g?n?;i.?s/CPC US Subclass/CPC Group Date Examiner
H.Y./

Examiner, Art Unit 2493

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 20220304

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00188



i

avans

N

o

0S DATA ING (3}

na

nomous se

U

i

[

Mng and Advan

RV Ee

Lsing

gation System

30 3nd Mit

<

el

RPN,
DG

ey

a2

CO

&

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00189



i

» o o
4 @
i >
o P
.
)

and

giiel

gr

\
o A

& bt

i o

o o
! &

3ge

tor

nage
Sloud g

n3

Tgss

o

is

AT
i
o}

@

= @ &

w 4
on r,m.

frotitis

Key b

o,

it

e

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00190



i

2 zafety for

h

ALl

Servie

faoe

(o2

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00191



IQSearchText-202203051647.txt

Main Concept Document

US20200302074

Title: File access control based on analysis of user behavior patterns

(No Concept Modifiers)

Earliest Priority Date: To 2019-063-22

Options

De-dup: Extended Family Numbers
Cut-off: None
Sort: Relevance

Content: Patent Publications (164)

US Patents

US Designs

US Applications

EPO Patents

EPO Applications
China Patents

China Applications
Japan Patents

Japan Applications
Korea Patents

Korea Applications
WIPO Applications
Argentina Patents
Argentina Applications
Brazil Patents
Brazil Applications
Canada Patents
Canada Applications
Chile Patents

Chile Applications
Colombia Applications

Page 1

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00192



IQSearchText-202203051647.txt
Costa Rica Applications
Cuba Patents
Cuba Applications
Dominican Republic Applications
Ecuador Patents
Ecuador Applications
E1l Salvador Applications
Guatemala Applications
Honduras Applications
Mexico Patents
Mexico Applications
Nicaragua Patents
Panama Applications
Peru Applications
Trinidad & Tobago Patents
Uruguay Applications
Austria Patents
Austria Applications
Belarus Patents
Belgium Patents
Belgium Applications
Boshia & Herzegovina Patents
Bosnhia & Herzegovina Applications
Bulgaria Patents
Bulgaria Applications
Croatia Patents
Croatia Applications
Czech Republic Patents
Czech Republic Applications
Czechoslovakia Patents
Czechoslovakia Applications
Denmark Patents
Denmark Applications
Estonia Patents
Estonia Applications
EUIPO Patents
Finland Patents
Finland Applications
France Patents
France Applications
Germany Patents
Germany Applications
Great Britain Patents
Great Britain Applications
Greece Patents
Greece Applications

Page 2

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00193



IQSearchText-202203051647.txt

Hungary Patents

Hungary Applications
Iceland Patents

Iceland Applications
Ireland Patents

Ireland Applications
Italy Patents

Italy Applications
Latvia Patents

Latvia Applications
Lithuania Patents
Lithuania Applications
Luxembourg Patents

Malta Patents

Monaco Patents
Montenegro Patents
Montenegro Applications
Netherlands Patents
Netherlands Applications
Norway Patents

Norway Applications
Poland Patents

Poland Applications
Portugal Patents
Portugal Applications
Republic of Moldova Patents
Republic of Moldova Applications
Romania Patents

Romania Applications

San Marino Patents

San Marino Applications
Serbia Patents

Serbia Applications
Slovakia Patents
Slovakia Applications
Slovenia Patents

Spain Patents

Spain Applications
Sweden Patents

Sweden Applications
Switzerland Patents
Switzerland Applications
Ukraine Patents
Yugoslavia/Serbia and Montenegro Patents
Yugoslavia/Serbia and Montenegro Applications
Armenia Patents

Page 3

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00194



IQSearchText-202203051647.txt

Australia Patents
Australia Applications
Cyprus Patents

Gulf Cooperation Council Patents
Hong Kong Patents
India Patents

India Applications
Indonesia Patents
Indonesia Applications
Israel Applications
Jordan Patents
Kyrgyzstan Patents
Macao Applications
Malaysia Patents
Mongolia Patents

New Zealand Patents
Philippines Patents
Philippines Applications
Saudi Arabia Patents
Singapore Patents
Singapore Applications
Taiwan Patents

Taiwan Applications
Tajikistan Patents
Tajikistan Applications
Thailand Applications
Uzbekistan Patents
Vietnam Patents
Algeria Patents

ARIPO Patents

ARIPO Applications
Egypt Patents

Kenya Patents

Malawi Patents

Morocco Patents
Morocco Applications
OAPI Patents

South Africa Patents
Tunisia Applications
Zambia Patents
Zimbabwe Patents

EAPO Patents

EAPO Applications
Georgia Patents
Georgia Applications
Kazakhstan Patents

Page 4

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00195



IQSearchText-202203051647.txt
Kazakhstan Applications
Russia Patents
Russia Applications
Turkey Patents
Turkey Applications

Page 5

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00196



© (~patent/US20200302074A1)

Priority 20711-10-11 « Filed 201 ‘343‘&&2 » fSranted ZJ’"“ vﬁi’{&& + Published 2021-08-28

Siwiler A system s disvlosed that ncludes components and Teaiwes for ensliing enterpriss usars
soowrely senoss snierprise resowoss {documents, dita, spptiostion servers, ete.) using their moblis devices.
An anterprise can use some of aif components of the system 1o, for examnple, seowely bt ...

F’mrnv 2.3 P2 Y0727 - %raniaa 2074 i)'-}« ﬁ Putished 2014-02-30
Sy Instrumanted nfs’:‘s‘;a{xs, machines snd platforms having targst subjects {devicss, ransactions,
serviges, users, organizations) are disclosed. A securiy orchostration servics generates runtims operstional
s representing and identiiying a fevel of threat or contextua! trustwor thiness .

e{i "%\3 038-3{ » Granted )J’ G702 < Published 20130702

mm:iar BACM:F‘E}UND 1, Fisld The present invention is related to identifying unsithorized sndpoints, 2
Description of the Related Art identifving unauthorized devices may Include accessing each and svery device
an 5 network, Deploying network monitors I the forn of hardwars may be eostly and complex,

tan
ity 2013-06-28 - Filed 2014-06-28 - Granted 20170111 « Published 2017011

Shwiter A msthod exeowted on g server capable of communicating with s clent, Assigning # reputation 1o the spplication;
The mathod comprising the steps of; delivering the reputation 10 the olient, Receiving monltorad systern behavior of the
chient exscuting the appiication from the chent; Determining ..

O S8cun f

Prigrity 2004-05-06 « ¥ %Tﬁﬁi‘-‘a QQ Putitished 2"‘2 Q207

Sinvlar The prasent nve-ulm tacii tatps the dynarnic ;:ro foning of compnating snd data sssets ing
commacdity computing environment. The invention provides a system and methad for dynarm
provisioning snd de-provisioning eomputing resources based on muit-dimensional decision criteris, By
SEOVIRG ...

72

HY

o
%

Qr-cmv 2:’3‘-«1 T 07 5-10-30 - Granted 20R0-08- L,‘i :‘ut!xshex 20200008

Similar A :..ﬂfh\)d, comprising the following steps performed by sn applicei ool systam {304}
raceiving (505) a raguest from a mobiis device {115, 310}, the reguest comprising & sryptographic
representation of application infornation fur an application residing on the mobile devies {118, §10) ..

i

Prorsiy HTF0B-1T - Flled 20 -3 rsmﬁﬁ 20234511 « Published 202

Siwilar A SeCUTitY enging May use svent-sirsam procsssing and behaviorsl *\ech 5ty detect rnsomwars,
The englne may detect process behavior assoalsterd with snorypting a fils, @ mtr\;p*m(s & storage devies, of
digabling & backup fig, and may sssign @ ransomwarg cetegory o the procass based thereon,

Pr:miw ; 10808 - "‘uRE shad 20170505

Shlar Sy\\:evns and methods h\r racognizing ,-mi rescting 1o maslicious or performance-dagrading behaviors
in 3 moblie computing device include shserving mobile device behaviors in an observar module within a
priviiged-normst portion of & seowre sperating sevironsment (o identify 5 suspizious mobile devics

od 20827 < wame. A0S0 1'3 . Qubhsh o 20T208-28
ﬁ!.n:id: qysaem defines at least one key everd o be monitored by at ieast one agent, and orestes 8 graphical
mads! for the at least one key event. Tha system obsarves the at least one key event. The system infers 8
degres of attack on the computer sysiem based on an chsarvation of the st lsast ons key ..

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00197



Prigy 017081 S

Bid !a' A m-n..z:..:ef wsp!&:umm‘! nethod 1o oenemﬂ* 2 vlpssd sr;:zi:on fs::heme for sonfiguwrstion parameters
of vivtual machines (WVMs) in 8 virlualized computing savironment ncluding: training & machine learming
[gorihm as & olassifier based on @ plurality of raining data ems, each training data Bem .

3 YA B s
Friority 2002-12-3 21608 Pubtished 20180824

Simiar A rethod “m cumpkEs wa.k sation based nformation protection is presented, the method

compris e-s 7} rronitoring user's actions on the computer workstation, b} analysis of the actions in respacito
oy to determing whasther the actions prajudios information o which the polioy ..

{
Pmriiy 200 H hed 2018101 8

Biwitar GRUSS FE%E‘@CE F‘PJ{‘ATH)‘@“ This application is continuation of LLS. applization
Ser, No., 18/402.883, filed Jan, ”:G 95”: W hxeh is 8 continuation of U8, sppticstinn Ser, No, 147084,147 {now
U8, Bat, No, 3,842 580), filed Sep his ) divisional of L-CA 3. application Ser

Sin §s. A oo n;sz-ie\ implernantad mathad for e\.:\:‘aming ﬁaﬁa !ms preve‘.m::)n S w4 on mabile devicss may
include {1} identiying a mobils device that connectad o 8 network and thet may mclude sensitive data and
that s in & predetermined state that fs desionated fur rangferdng dets for data loss

soasiow - Quiskes

Pr oty 2074-08-13 « FHlod 201 B-04-37 » Granted 20141203 « *’ubh\hvﬁ 1208
Sknler The present invention reiates 1o & methed and sysiam for tacking the movemaent of data sloments as
they are shared and moved between suthorized and unauthorized devices and among authorizad and
unsisthaorized users.

>
.4-

10-26 » Pulifished 20211028

ina vivtualized savivonmoent whare multinie guest virtua! machines recsive seourity services f‘mm
P seourity virual machines, & guset virtual machine automatically transitions © a new vivtual seourity
machine under various conditions, For exampie, the gusst virtua! maching may select 3

s

M? 27 ~ Filed F01 5 G\ ?:antm ?‘J“i‘ {522 ui\hhhoﬁ 180522
security systern and method sscuves and responds (0 seowrity threats in 2 cumpiter having a CR,
2 Kernel/ 08, and sofiware applications. A low-level data collsctor interospis | selevtion of fivst tier calls

betwsan the OFU and Kemel/OR, and stores sesociated Hrst tler call s, A Kemel modud

I

tohagoyan « D

F‘mm\' 20000612 - -xkxi 20100520 « Grantad 2015-08-02 - Published 20150642

Har A system of mathod for netwerl aooess protection executes steps for receiving, at & server, an
HeORsS request for aooess Lo at least one network resourss from & slien maching, the access reguest

ncluding aceount authertication nformation com g an account identiiey and password, siiaining ..

¥
&
%

% g 201
Simiis* Systems, methads, ar.d apparatus, el x-dx;:g SOMPURF PIOYTES e::m-‘ied Gn somputer stosage
iz, for detesting nsider faud, One method ncludes dentifying one o miore nsider threat detection rales
for an entarpnise and oblalning behavioval data for an anterprise insider Fom multiple behavioval ..

wed 20R0-03-1

Szmxisr A DIOCess mm.el SYShE sm’ﬁw 3R SO0 ?y architesture that mioss off Fescuwx protects sgainst zero-day or other
types of malware attacks, enaliing the use of "minimal privileges” when sxeciiing pp!iz‘.a{ion:; and servicss are running
within a computer device, The east priviiege based architecture
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Stwiar Systems and mathods for bnplementing conteny, streaming, and network security inside 8 chip or
glde s somputing device sre distinsed. I oxemiplary embodimaents, 8 sysiem comprises s communication
chip and 2 second processorn The communication chip comprises & rowler and seously nstructions, The .

\ nR G h B SREEER A
Priotiy 20120119 - Filed 2012-01-19 » Granted 2013 11-26 » Published 2013-11-28

Simiter A standardized volnerability soore is identified for & particulsy valnerabiity in & pluralty of known
vulnerabilities, the standsrdized vulnerability soore Indiosting a relative fovel of visk assoclated with the
partiosiar vainerablity relative othey valnerabilitles, A vuinerabllity detection

>

Prigrity 2010-07
Simiar A crowdsonreing log andiysis system and msthods for protecting cumpiters and nebworks from
qare shiacks by anslyzing data log information obiained from a plurality of cllent network. The olisnt
tes representing & pharality of business units or ..

mal
networks are sssociated with @ set of network en

Fhenen [PPSO FE PN O
Cross-user corrala atacting 8¢

WE WK SR
Priosity 2017 ed 201 2-06-0% »
siwiter Tochnoiogies are genorally desaribed for time-corrslating administeative svents within virtus!
machings of & datacentey across many users sndior deployments, it some exampies, the sorrslstion of
adrninistrative svents enables the detertion of conflusnoss of repested unusual vents that may ixdosts

Priotily 2013-08-27 « Filed 2014-0%-25 » Granted 2018-04-25 - Published 2018-0425

Simiter Mamory, & oent system ncluding at least one hardware processor connretad (o the meamaory and
configured 1o run an antbmalvane engine, the snthmakvars engine configured (o monitor malivious setivty of
A dargel process Yhe target process is executed on the client syetem, and the targst process ..

1 Ackarman «
PARRamEN ©

Mext B >»

5.2%
3.8%
2.3%

Expand

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00199



PE2E SEARCH - Search History (Prior Art)

Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents

L23 46 (Artificial Intelligence) [(US-PGPUB; USPAT; [OR ON ON 2022/03/03
More Like: USOCR; FIT (AU, AP, 11:51 AM
US-20200302074-A1 AT, BE, BG, BR, BY,

Text: CA,CH, CN, CSs, CU,

(WO-2019200317-A1 [CZ, DD, DE, DK, EA,

OR US-10558797-B2 |EE, EP, ES, FI, FR, GB,

OR CN-109597822-A |HR, HU, ID, IE, IL, IS,

OR JP-2020509511-A [IT, JP, KR, LT, LU, LV,

OR US-9485271-B1 OR|MA, OA, RU, SU, WO,

US-20200007539-A1 MC, MD, MY, NL, NO,

OR US-20180007069- |NZ, PH, PL, PT, RO,

A1 OR US- RS, SE, SG, Sl, SK,

20180046796-A1 OR |TH, TN, TR, TW, UA,

CN-110968888-A OR |VN); FPRS; EPO;

US-20200259836-A1 JPO; DERWENT,;

OR US-11165788-B2 (IBM_TDB)

OR US-20210084049-

A1 OR JP-2019057133-

A OR CN-110765488-A

OR CN-110928880-A

OR US-11176276-B1

OR DE-202018106629-

U1 OR CN-110851847-

A OR CN-110674140-A

OR US-9219728-

B1).did.

L24 13 L23 AND key (US-PGPUB; USPAT; [OR ON ON 2022/03/03

USOCR; FIT (AP, AT, 03:35 PM
AU, BE, BG, BR, BY,
CA,CH, CN, CSs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, sU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT,
IBM_TDB)

L25 121 (holdback OR (hold$ (US-PGPUB; USPAT; [OR ON ON 2022/03/03
OR held OR keep$ OR |USOCR; FIT (AP, AT, 03:48 PM
kept) ADJ back OR AU, BE, BG, BR, BY,
withheld OR withhold$) [CA, CH, CN, CS, CU,
near2 decrypt$ NEAR |CZ, DD, DE, DK, EA,
key EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,

IT, JP, KR, LT, LU, LV,

MA, MC, MD, MY, NL,

NO, NZ, OA, PH, PL,
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PT, RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L26 88 (holdback OR (hold$ (US-PGPUB; USPAT) |OR ON ON 2022/03/03
OR held OR keep$ OR 03:49 PM
kept) ADJ back OR
withheld OR withhold$)
near2 decrypt$ NEAR
key

L27 6169 (return$ provid$) near2 [(US-PGPUB; USPAT) [OR ON ON 2022/03/03
decrypt$ NEAR key 04:52 PM

L28 1 (return$ provid$) near2 [(US-PGPUB; USPAT) [OR ON ON 2022/03/03
decrypt$ NEAR key 04:54 PM
WITH (scor$ rank$)

WITH threshold

L29 1 (return$ provid$) near2 [(US-PGPUB; USPAT; [OR ON ON 2022/03/03
decrypt$ NEAR key USOCR; FIT (AP, AT, 04:54 PM
WITH (scor$ rank$) AU, BE, BG, BR, BY,

WITH threshold CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L30 7 (return$ provid$) near2 [(US-PGPUB; USPAT; [OR ON ON 2022/03/03
decrypt$ NEAR key USOCR; FIT (AP, AT, 04:54 PM
WITH (scor$ rank$) AU, BE, BG, BR, BY,

CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L32 30 (return$ provid$) near2 [(US-PGPUB; USPAT; [OR ON ON 2022/03/03
decrypt$ NEAR key USOCR; FIT (AP, AT, 05:05 PM
WITH threshold AU, BE, BG, BR, BY,

CA, CH, CN, CS, CU,

CZz, DD, DE, DK, EA,
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EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L33 1438 ((("Fortinet") near3 (US-PGPUB; USPAT; |OR ON ON 2022/03/05
("Inc")).AS,AANM. USOCR) 11:53 AM

L34 35 ((("LITTLE") near3 (US-PGPUB; USPAT; |OR ON ON 2022/03/05
("Matthew")) OR USOCR; EPO; JPO; 11:53 AM
(("GRAVES") near3 DERWENT)

("Jamie")) OR
(("LEONARD") near3
("Carson"))).INV.

L35 19 L33 AND (behavior (US-PGPUB; USPAT; |OR ON ON 2022/03/05
NEAR pattern$) USOCR) 11:55 AM

L36 10 L33 AND (behavior (US-PGPUB; USPAT; |OR ON ON 2022/03/05
NEAR user) USOCR) 11:56 AM

L37 4 ("20180069881"|"20180 | (US-PGPUB; USPAT) [OR ON ON 2022/03/05
351979"|"8595497"|"88 11:56 AM
87274").PN.

L38 9 (pattern$ histor$4) (US-PGPUB; USPAT; |OR ON ON 2022/03/05
near2 user near2 USOCR; FPRS; EPO; 11:56 AM
(behavior behaviour) JPO; DERWENT;
with (file near2 access) (IBM_TDB)

L39 46 (pattern$ histor$4) (US-PGPUB; USPAT; |OR ON ON 2022/03/05
near2 (behavior USOCR; FPRS; EPO; 11:56 AM
behaviour) with (file JPO; DERWENT;
near2 access) IBM_TDB)

L40 121 user near2 (behavior (US-PGPUB; USPAT; |OR ON ON 2022/03/05
behaviour) with (file USOCR; FPRS; EPO; 11:56 AM
near2 access) JPO; DERWENT;

IBM_TDB)

L41 1 (cryptograph$2 crypto) [(US-PGPUB; USPAT; |[OR ON ON 2022/03/05
with wrapper with USOCR; FPRS; EPO; 11:56 AM
encapsulat$3 with file |JPO; DERWENT,
with encrypt$3 IBM_TDB)

L42 2 (cryptograph$2 crypto) |(US-PGPUB; USPAT; [OR ON ON 2022/03/05
with wrapper with USOCR; FPRS; EPO; 11:56 AM
encapsulat$3 with file |JPO; DERWENT;

IBM_TDB)

L43 30 (cryptograph$2 crypto) |(US-PGPUB; USPAT; [OR ON ON 2022/03/05

with wrapper with file USOCR; FPRS; EPO; 11:57 AM
JPO; DERWENT;
IBM_TDB)

L44 52 (pattern$ histor$4) with |(US-PGPUB; USPAT; [OR ON ON 2022/03/05
user with (behavior USOCR; FPRS; EPO; 11:57 AM
behaviour) with (file JPO; DERWENT;
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near2 access) IBM_TDB)

L45 225151 (G06F21/6218 or (US-PGPUB; USPAT; |OR ON ON 2022/03/05
GO06F16/182 or USOCR; FPRS; EPO; 11:58 AM
GO06N20/00 or JPO; DERWENT;

H04L9/0819 or IBM_TDB)
GO06F21/602 or
GO06F21/316).cpc.
L46 11 L44 AND L45 (US-PGPUB; USPAT; |OR ON ON 2022/03/05
USOCR; FPRS; EPO; 11:59 AM
JPO; DERWENT;
IBM_TDB)

L47 106 (pattern$ histor$4) with |(US-PGPUB; USPAT; [OR ON ON 2022/03/05
user with (behavior USOCR; FPRS; EPO; 11:59 AM
behaviour) same (file JPO; DERWENT;
near2 access) IBM_TDB)

L48 41 L47 AND L45 (US-PGPUB; USPAT; |OR ON ON 2022/03/05

USOCR; FPRS; EPO; 12:00 PM
JPO; DERWENT;
IBM_TDB)

L49 5 user same (access (US-PGPUB; USPAT; |OR ON ON 2022/03/05
near2 request) same USOCR; FPRS; EPO; 12:00 PM
(file near2 access) JPO; DERWENT,;
same (risk near2 score) (IBM_TDB)

L50 262 determin$6 with user (US-PGPUB; USPAT; |OR ON ON 2022/03/05
near4 locat$3 with USOCR; FPRS; EPO; 12:00 PM
based with ip near JPO; DERWENT;
address with request IBM_TDB)

L51 21 determin$6 with user (US-PGPUB; USPAT; |OR ON ON 2022/03/05
near4 locat$3 with USOCR; FPRS; EPO; 12:00 PM
based with ip near JPO; DERWENT;
address with (access IBM_TDB)
near2 request)

L52 58 determin$6 with locat$3 | (US-PGPUB; USPAT; [OR ON ON 2022/03/05
with based with ip near [USOCR; FPRS; EPO; 12:00 PM
address with (access JPO; DERWENT;
near2 request) IBM_TDB)

L53 0 correlat$3 with locat$3 |(US-PGPUB; USPAT; |OR ON ON 2022/03/05
with based with ip near [USOCR; FPRS; EPO; 12:01 PM
address with (access JPO; DERWENT;
near2 request) IBM_TDB)
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.O.BOX 1450 U.S. POSTAGE PAID
- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

Douglas M. Hamilton
HDC Fortinet

224 S. Main Street, 114
Springville, UT 84663

Courtesy Reminder for
Application Serial No: 16/362,167

Attorney Docket No: FORT-031800(18167)
Customer Number: 176502
Date of Electronic Notification: 03/10/2022

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, piease review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
miquelchamilton@hamiltonshome.com
dhamiiton@hdciplaw.com

To view your correspondence online or update your email addresses, please
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Fortinet, Inc. Examiner: YANG

First Inventor: Little Group Art Unit: 2493

App. No.: 16/362,167 Conf. No.: 6553

Filed: March 19, 2020 Docket No.: FORT-031800(18167)

For: DETECTING ACCESSS POINTS
LOCATED WITHIN PROXIMITY OF A
COMPUTING DEVICE FOR
TROUBLESHOOTING OF A
NETWORK

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Sir/Madam:

In response to the final Office action having a notification date of March
10, 2022 (the “Office Action”), the Applicant respectfully requests the Examiner to enter
the following amendment and to consider the following remarks:

Amendments to the Claims begin at page 2 of this paper.

Remarks begin at page 7 of this paper.
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Amendments to the Claims

1. (Currently Amended) A method comprising:
obtaining and storing, by one or more servers associated with an enterprise network,
information regarding historical user behavior of a plurality of users of the enterprise
network by observing file access requests initiated by the plurality of users;
receiving, by the one or more servers, a file access request initiated by a first user
of the plurality of users, wherein the file access request relates to a file stored within the
enterprise network in encrypted form;
responsive to receipt of the file access request, determining, by the one or more
servers, a risk score for the first user based on a plurality of factors, including information
regarding historical user behavior, the file access request and observed data determined
based on the file access request; and
based on the risk score, permitting or denying, by the one or more servers, access
to the file by returning a decryption key for the file or withholding the decryption key,
wherein said permitting or denying comprises:
when the risk score is less than a first threshold, returning the decryption
key and providing full access to the file; and
when the risk score is greater than a second threshold, withholding the
decryption key; and

when the risk score is between the first threshold and the second threshold,

returning the decryption key and providing limited access to the file.

2. (Previously Presented) The method of claim 1, wherein said determining, by the one or
more servers, the risk score for the first user comprises evaluating the file access request

with reference to a model of user behavior developed by machine-learning.

3. (Original) The method of claim 1, wherein the information regarding historical user

behavior includes for each user of the plurality of users:

0.
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historical data regarding general file access, including one or more of a number of
files accessed by the user over a predetermined period of time, types of the files accessed,
and applications used by the user over the predetermined period of time;

historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files.

4. (Original) The method of claim 1, wherein the observed data includes a current location
of the first user as determined based on a source Internet Protocol (IP) address contained

in the file access request.

5. (Original) The method of claim 1, wherein the observed data includes a status indicative
of whether the connection through which the first user initiated the file access request is

trusted or untrusted.

6. (Original) The method of claim 5, wherein the connection is trusted when the first user
is on the enterprise network or accessing the enterprise network remotely via a secure

connection.

7. (Original) The method of claim 5, wherein the connection is untrusted when the first
user is not on the enterprise network or accessing the enterprise network remotely via an

insecure connection.

8. (Original) The method of claim 1, wherein the encrypted form involves the file being

encapsulated in a cryptographic wrapper.

9-11. (Canceled)

12. (Currently Amended) A non-transitory computer-readable storage medium embodying
a set of instructions, which when executed by one or more processors of one or more
servers associated with an enterprise network, causes the one or more processors to perform

a method comprising:
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obtaining and storing information regarding historical user behavior of a plurality
of users of the enterprise network by observing file access requests initiated by the plurality
of users, wherein the information regarding historical user behavior includes for each user
of the plurality of users:
historical data regarding general file access, including one or more of a
number of files accessed by the user over a predetermined period of time, types of the files
accessed, and applications used by the user over the predetermined period of time;
historical data regarding observed locations of the user; and
historical data regarding observed times at which the user accesses files;
receiving a file access request initiated by a first user of the plurality of users,
wherein the file access request relates to a file stored within the enterprise network in
encrypted form;
responsive to receipt of the file access request, determining a risk score for the first
user based on a plurality of factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access
request; and
based on the risk score, permitting or denying, by the one or more servers, access
to the file by returning a decryption key for the file or withholding the decryption key;

wherein said permitting or denying comprises:

when the risk score is less than a first threshold, returning the decryption
key and providing full access to the file; and

when the risk score is greater than a second threshold, withholding the

decryption key: and

when the risk score is between the first threshold and the second threshold,

returning the decryption key and providing limited access to the file.

13. (Previously Presented) The non-transitory computer-readable storage medium of claim
12, wherein said determining the risk score for the first user comprises evaluating the file

access request with reference to a model of user behavior developed by machine-learning.

14. (Canceled)
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15. (Original) The non-transitory computer-readable storage medium claim 13, wherein
the observed data includes a current location of the first user as determined based on a

source Internet Protocol (IP) address contained in the file access request.

16. (Original) The non-transitory computer-readable storage medium claim 13, wherein
the observed data includes a status indicative of whether the connection through which the

first user initiated the file access request is trusted or untrusted.

17. (Original) The non-transitory computer-readable storage medium claim 13, wherein

the encrypted form involves the file being encapsulated in a cryptographic wrapper.

18-21. (Canceled)

22. (Previously Presented) A system, the system comprising:
one or more processors; and
a non-transitory computer-readable storage medium coupled to the one or more
processors and embodying a set of instructions, which when executed by the one or more
processors of one or more servers associated with an enterprise network, causes the one or
more processors to perform a method comprising:
obtaining and storing information regarding historical user behavior of a
plurality of users of the enterprise network by observing file access requests initiated by
the plurality of users;
receiving a file access request initiated by a first user of the plurality of
users, wherein the file access request relates to a file stored within the enterprise network
in encrypted form;
responsive to receipt of the file access request, determining a risk score for
the first user based on a plurality of factors, including information regarding historical user
behavior, the file access request and observed data determined based on the file access

request; and
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based on the risk score, permitting or denying, by the one or more servers,
access to the file by returning a decryption key for the file or withholding the decryption
key, wherein said permitting or denying comprises:
when the risk score is less than a first threshold, returning the
decryption key and providing full access to the file; and
when the risk score is greater than a second threshold, withholding
the decryption key; and

when the risk score is between the first threshold and the second

threshold, returning the decryption key and providing limited access to the file

23-24. (Canceled)

25. (Previously Presented) The system of claim 22, wherein the information regarding
historical user behavior includes for each user of the plurality of users:

historical data regarding general file access, including one or more of a number of
files accessed by the user over a predetermined period of time, types of the files accessed,
and applications used by the user over the predetermined period of time;

historical data regarding observed locations of the user; and

historical data regarding observed times at which the user accesses files.
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Remarks

The undersigned respectfully requests reconsideration of the above-captioned
patent application in view of the following remarks. Claims 1-8, 10, 12, 13, and 15-25
were pending. Claims 1, 12, and 22 have been amended, claims 10, 14, 18-21, and 23-24
have been canceled. Hence, claims 1-8, 12-13, 15-17, 22, and 25 remain pending.
Claims 1-3, 5-7, 10, 12-13, 16, 18-20, 22-23, and 25 stand rejected under 35 USC 103 as
allegedly obvious over a combination US Pat. Pub. No. 2019/0319945 (hereinafter
“Levy”) and US Pat. Pub. No. 2004/0221172 (hereinafter “Stamos”). Claims 4 and 15
stand rejected under 35 USC 103 as allegedly obvious over a combination Levy, Stamos,
and US Pat. Pub. No. 2014/03100779 (hereinafter “Lof”). Claims 8 and 17 stand rejected
under 35 USC 103 as allegedly obvious over a combination Levy, Stamos, and US Pat.
Pub. No. 2005/0229258 (hereinafter “Pigin”). Applicant respectfully amends in part and
traverses in part to overcome the rejections.

Claim 1 has been amended to include the limitations of original claim 10. Thus,
as amended claim 1 sets forth a method that includes, inter alia, determining a risk score
for a first user based on a plurality of factors, and based on the risk score, permitting or
denying, by the one or more servers, access to the file by returning a decryption key for
the file or withholding the decryption key. The permitting or denying includes: when the
risk score is less than a first threshold, returning the decryption key and providing full
access to the file; when the risk score is greater than a second threshold, withholding the
decryption key; and when the risk score is between the first threshold and the second
threshold, returning the decryption key and providing limited access to the file.

At the outset, it is noted that Levy and Stamos are not properly combinable as the
combination would render the system of Stamos inoperative for its intended purpose. In
particular, Stamos discloses that a centralized document storage with centralized access
control requires “overhead [that] can become cumbersome . . .” Stamos at {0009-0013.
To avoid such cumbersome implementations, Stamos expressly implements a system that
avoids the use of prior art authentication, but rather simply provides a decryption key
based upon “the sensitivity of the information stored in a document, [and] also based

upon a proposed action to be taken with [the document].” Stamos at {{[0014-0018. The

_7-
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proposed combination of Levy and Stamos not only does not render the claims obvious, it
would result in the cumbersome system that Stamos was expressly trying to avoid
rendering it inoperable for its intended purpose. It is noted that the Office Action
specifically relies upon the disclosure of Stamos that is expressly disclosed as not
included in Stamos to avoid being cumbersome. See e.g., Office Action at p. 6 citing
Stamos at J{0008-0009. One of ordinary skill in the art would not be motivated to
combine references in a way that results in a situation decried by the combined reference
itself. For at least this reason, the rejection of claim 1 should be withdrawn and the claim
allowed. Such allowance is respectfully requested herein.

It is noted that the Office Action specifically relies upon the disclosure of Stamos
that is expressly disclosed as not included in Stamos to avoid being cumbersome. See
e.g., Office Action at p. 6 citing Stamos at J0008-0009. Again, one of ordinary skill in
the art would not be motivated to combine teachings of Stamos that are “cumbersome”
and unnecessary.

Further, even if the cited references are properly combinable, which they are not,
the combination does not render claim 1 obvious. In particular, Levy is limited to
disclosure of use of an “additional authentication factor”” where a risk score is “below a
threshold such that it indicates that the user and device are safe”. Levy at 0213. In
contrast, where the risk score is above the threshold, “the additional authentication
factor” is withheld. Id. In all disclosed implementations, Levy specifically compares the
risk score with a single threshold yielding a binary access result. Levy at 40211-0213.
This is in stark contrast to claim 1 where two thresholds are used to differentiate between
a non-binary result set: (a) providing a decryption key and providing full access to the
file, (b) not providing the decryption key, and (c) providing the decryption key yet
providing only limited access as set forth in claim 1. Stamos does not disclose, teach or
suggest a cure for the defect in Levy, and indeed is not even alleged to do so. It thus
follows that the combination of Levy and Stamos does not disclose, teach, or suggest
each and every limitation of claim 1. For at least this reason the rejection of claim 1
should be withdrawn and the claim allowed. Such allowance is respectfully requested

herein.
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Additionally, each of claims 12 and 22 includes a limitation similar to that
discussed above in relation to claim 1, and are each in condition for allowance for at least
this reason. Such allowance is respectfully requested herein. Further, claims 2-8, 13, 15-
17, and 25 each depend from an allowable base claim, and are thus in condition for

allowance for at least this reason. Such allowance is respectfully requested herein.
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Conclusion

The undersigned respectfully submits that the amendments and remarks
presented herein have overcome the rejections, and that the pending claims are in
condition for allowance. Accordingly, the undersigned respectfully requests that the
rejections be withdrawn and that a Notice of Allowance be promptly issued for the
pending claims.

By responding in the foregoing remarks only to particular positions taken
by the Examiner, the Applicant does not acquiesce with any other positions that have not
been explicitly addressed. Applicant’s arguments for the patentability of a claim should
not be understood as implying that no other reasons for the patentability of that claim
exist. The absence of a reply to a specific rejection, issue or comment set forth in the
Office Action does not signify agreement with or concession of that rejection, issue or
comment. In addition, nothing in this paper should be construed as an intent to concede
any issue with regard to any claim, and the amendment of any claim does not necessarily

signify any concession of unpatentability of the claim prior to its amendment.

Request for a Telephone Interview
If the Examiner believes a telephone conference would expedite

prosecution of the above-captioned patent application, please telephone the undersigned

at (720) 266-4728.

Respectfully submitted,

HDC Intellectual Property Law, LLP

Date April 2022 By /Douglas M. Hamilton/
Douglas M. Hamilton

Reg. No. 47,629
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o States Postal Service with sufficient postage for first class mail in an envelope
HDC Fortinet addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
224 S. Main Street, 114 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
- &
SpringVil]e uUT 84663 (Typed or printed name)
b
(Signature)
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/362,167 03/22/2019 Matthew J. Little FORT-031800(18167) 6553
TITLE OF INVENTION: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 08/18/2022

| EXAMINER | ART UNIT | cuasssuscrass |
YANG, HAN 2493 713-165000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/AIA/122 or PTO/SB/122) attached.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
AIA/AT7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : () Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [ Missue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies

4b. Method of Payment: (Please first reapply any previously paid fee shown above)
(] Electronic Payment via EFS-Web (] Enclosed check [ Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
. e . . NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
J Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
16/362,167 03/22/2019 Matthew J. Little FORT-031800(18167) 6553
| EXAMINER |
176502 7590 05/18/2022
Douglas M. Hamilton YANG, HAN
HDC Fortinet
224 S. Main Street, 114 | ARTONIT PAPERNUMBER _ |
Springville, UT 84663 2493

DATE MAILED: 05/18/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
] - 16/362,167 Little et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
HAN YANG 2493 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to Amendment on 4/26/2022.
(3 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3 The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http:/www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAll b) (J Some* ¢) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. (3 Certified copies of the priority documents have been received in Application No.
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.(] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0J Notice of References Cited (PTO-892) 5. (¥} Examiner's Amendment/Comment

2.3 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date. 5/5/2022.

/H.Y./ /CARL G COLIN/
Examiner, Art Unit 2493 Supervisory Patent Examiner, Art Unit 2493

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220506
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Continuation Sheet (PTOL-37) Application No. 16/362,167

Continuation of 3. The allowed claim(s) is/are: 1-8,12-13,15-17,22 and 25
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Application/Control Number: 16/362,167 Page 2
Art Unit: 2493

DETAILED ACTION

Notice of AlIA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

The present office action is responsive to communications received on 4/26/2022. Applicant

cancelled claims 10, 18-21, and 23-24. Claims 1-8, 12-13, 15-17, 22, and 25 are pending.

Response to Arguments
Applicant’s arguments, filed 4/26/2022, and with this Examiner's Amendment, have been fully

considered and are persuasive. All previous rejections have been withdrawn.

Examiner's Amendment
An examiner's amendment to the record appears below. Should the changes and/or additions
be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure
consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee.
An examiner's amendment to the record appears below (claim 22 should end with a period to
comply with MPEP § 608.01(m)), which is based on claims submitted 4/26/2022. Rest of the claims

remain the same.

Claim 22 (p. 6)

add period "." at the end of the claim.
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Application/Control Number: 16/362,167 Page 3
Art Unit: 2493

Allowable Subject Matter

The claims 1-8, 12-13, 15-17, 22, and 25 are allowed.

This communication warrants no examiner's reason for allowance, as applicant's reply makes
evident the reason for allowance, satisfying the record as whole as required by rule 37 CFR 1.104 (e). In
this case, the substance of applicant's remarks in the Amendment filed on 4/26/2022 point out the
reasons claims are patentable over the prior art of record. Thus, the reason for allowance is in all
probability evident from the record and no statement for examiner's reason for allowance is necessary

(see MPEP 1302.14).

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to HAN YANG whose telephone number is (408)918-7638. The examiner can
normally be reached on Monday to Friday, 9:00-5:00.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Carl
Colin can be reached on (571) 272-3862. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 16/362,167 Page 4
Art Unit: 2493

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

JH.Y./
Examiner, Art Unit 2493

/CARL G COLIN/
Supervisory Patent Examiner, Art Unit 2493
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Application No. Applicant(s)

16/362,167 Little et al.
. P . i AlA (First | t
Examiner-Initiated Interview Summary Eﬁm\;‘,me G:rmtit to Fi(le;r;ta?:: | e
2493 | Yes Tof1

HAN YANG Examiner Telephonic
Hamilton, Douglas Attorney of Record

Date of Interview: 05 May 2022

Issues Discussed:

Proposed Amendment(s)

Examiner contacted attorney to propose the following examiner amendment to fix minor issue and
expedite prosecution.

Claim 22: need to add period "." at the end of the claim to comply with MPEP § 608.01(m).

/HAN YANG/ /CARL G COLIN/
Examiner, Art Unit 2493 Supervisory Patent Examiner, Art Unit 2493

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:lt is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20220506
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |s362 167 Little ot al.
H “HH Examiner Art Unit
HAN YANG 2493
CPC
Symbol Type Version
GO6F 6218 F 2013-01-01
GO6F 182 | 2019-01-01
GO6N 00 | 2019-01-01
HO4L 0819 | 2013-01-01
GO6F 602 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
HAN YANG/ 06 May 2022
Examiner, Art Unit 2493 Total Claims Allowed:
(Assistant Examiner) (Date) 15
/CARL G COLIN/ 11 May 2022 . . o
Supervisory Patent Examiner, Art Unit 2493 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3A

U.S. Patent and Trademark Office

Page 1 of 3

Part of Paper No.: 20220506
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/362,167 Little et al.
Examiner Art Unit
HAN YANG 2493

INTERNATIONAL CLASSIFICATION

CLAIMED

GO6F21/62

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
HAN YANG/ 06 May 2022
Examiner, Art Unit 2493 Total Claims Allowed:
(Assistant Examiner) (Date) 15
/CARL G COLIN/ 11 May 2022 . . o
Supervisory Patent Examiner, Art Unit 2493 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3A

U.S. Patent and Trademark Office

Page 2 of 3

Part of Paper No.: 20220506
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/362,167 Little et al.
Examiner Art Unit
HAN YANG 2493

(0 Claims renumbered in the same order as presented by applicant

O CPA (O TD. O R147

CLAIMS
Final |Original|Final |Original|Final |Original|Final |Original|Final |Original|Final OriginallFinaI Original|Final |Original

1 1 10 19

2 2 11 20

3 3 9 12 21

4 4 10 13 14 22

5 5 14 23

6 6 11 15 24

7 7 12 16 15 25

8 8 13 17

9 18

HAN YANG/ 06 May 2022
Examiner, Art Unit 2493 Total Claims Allowed:
(Assistant Examiner) (Date) 15
/CARL G COLIN/ 11 May 2022 . . N
Supervisory Patent Examiner, Art Unit 2493 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3A

U.S. Patent and Trademark Office

Page 3 of 3

Part of Paper No.: 20220506
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Search Notes

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/362,167 Little et al.
HAN YANG 2493
CPC - Searched*
Symbol Date Examiner
GO6F 21/6218 21/602 21/316 09/25/2021 HY
GO6F 16/182 09/25/2021 HY
GO6N 20/00 09/25/2021 HY
HO4L 9/0819 09/25/2021 HY
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

HY./
Examiner, Art Unit 2493

U.S. Patent and Trademark Office

Page 1 of 2

Part of Paper No.: 20220506
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Examiner, Art Unit 2493

Search Notes 16/362,167 Little ot al.
RMTMIN ==
HAN YANG 2493
Search Notes
Search Notes Date Examiner
GO6F 21/6218 21/602 21/316 09/25/2021 HY
GO6F 16/182 09/25/2021 HY
GO6N 20/00 09/25/2021 HY
HO04L 9/0819 09/25/2021 HY
Classification with text search. 09/25/2021 HY
EAST text search (see search history printout). 09/25/2021 HY
Inventor and applicant search EAST. 09/22/2021 HY
IDS references considered. 09/22/2021 HY
google patent and NPL search. 09/24/2021 HY
Include feedback from SPE. 09/27/2021 HY
Updated complete search. 03/05/2022 HY
ip.com patent and NPL search. 03/05/2022 HY
google patent and NPL search. 03/05/2022 HY
Updated complete search. 05/06/2022 HY
ip.com patent and NPL search. 05/06/2022 HY
google patent and NPL search. 05/06/2022 HY
Interference search using PGPUB + USPAT with text search. 05/06/2022 HY
Interference Search
g\?"?;z.?s/CPC US Subclass/CPC Group Date Examiner
GO6F 21/6218 21/602 21/316 05/06/2022 HY
GO6F 16/182 05/06/2022 HY
GO6N 20/00 05/06/2022 HY
HO4L 9/0819 05/06/2022 HY
H.Y./

U.S. Patent and Trademark Office
Page 2 of 2

Part of Paper No.: 20220506
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OK TO ENTER: /H.Y./

05/06/2022
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant: Fortinet, Inc. Examiner: YANG
First Inventor: Little Group Art Unit: 2493
App. No.: 16/362,167 Conf. No.: 6553
Filed: March 19, 2020 Docket No.: FORT-031800(18167)

For: DETECTING ACCESSS POINTS
LOCATED WITHIN PROXIMITY OF A
COMPUTING DEVICE FOR
TROUBLESHOOTING OF A
NETWORK

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Sir/Madam:

In response to the final Office action having a notification date of March
10, 2022 (the “Office Action”), the Applicant respectfully requests the Examiner to enter
the following amendment and to consider the following remarks:

Amendments to the Claims begin at page 2 of this paper.

Remarks begin at page 7 of this paper.
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L St Thampy ationsi
ty 2017-08 fed 2018-08-25 < Py 30228
wherein identiying the pafern includes mapping the activity data according 2 st of usage levels associated with the clowd
sarvige, and whesein mapping the aotivity data produses normaiized activity data. 3, The computer-mplementsd method
of glafm 1, whereln identifying the pettem ncledes ..

S af Sarparation
ty 20170831 g FOE07-2Y - Published 2028-07-21
regolve, &t the information managament sysiom from the usey devics, data associated with an the
5§ puasting i e targel resouree, by 8 wser; analyzg, by the nformation management system, the data

associated with the sovess regusst agsinst data collented ..

Priority 2017-08-22
determining one of rors Tisk seores Tor the one or more users wsing the activity dats; determining that 3 risk sesre for s
seer i the sob of users o greater than a thrashald; determining & seowrily contre! for the service provider system, whevein
the security control is used by the service ..

Y

US ON OB &8 88 < Thomas

riority 200804-29  Flled 128 ~ Granted 2018-12- i
A computer systern for authenticating s swivent request (1320} {0 socess a service provider server application, the current

2

acosns requast originating from a network-connected devine (720}, the system comprising: a device central repository
datatiase {1110) that stores historieal information .

7-012-24 ~ Pubiis
4 mputey inplementation is includad it the computer systerng division of safely managemant systeny:

Dbtain the data of the network sotivity abew wser an the network of tissue; The spplication being accnsssed by the usey on

patwork is identifed using the data shout network activit

hed 2018-

° Gra
wheyeln the adaptive risk-soore engine is replicatad on the 8t Isast ons applivation servey rom the at least

2098-10-23 « Published 2018-10-03

one ysemoda! server after being adepted, and the {olabspecific dek ssove value s determined by the
adaptive visk-sosrs engine on the 2t lesst one application server based on the user ...

) )
Priovity 2018-04-20 « " -18 » Publishad 202311416

L whayeln the at izast one alivibute comprises al lesst one of an acness privilege, oF an A0nessE paiiern, OF an
activity paitenn, the aotivily petiess comprising one or more oft an aotivity type, of 80 aclivity vohame over 8
time peviod, or an activity time, of & vaniance of one oF more parameters ..

0908 i 20180328
ing that the first svent is associated with a securlly ruls configurad for the tenan, wherein the
iy ruls inclizdes a seguence of svents and 3 thresheld, whereln, when tha networl serity system
determines that & number of events from the sequence of events have ocvurred and the ..
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ty 2101214 o Filad 20110728 « Sranted 20160301 ~ Published 20180301

A computing device receives data scoess records and determines & user data acosss behavis
the data secoss renords. The computing device recelves new data acoess records and dent
user data aveess behavior pattern based on the new data sooess

padierm for a user based on
any deviation from the

s

aueay

Qs § P

PR
ok )E.--S Q9 2 &raﬁw* 008 - ?‘ ulfished 2021-0708

18 Ths nontransiiory eomputer-raadabis medium of olaim 13, whersin the operations further sompriss
smaintalning and traling & mode! speifie (o the application ths! desoribes usage petterns fur the application
by the ane or more users of the tenant. 16, The nor-transitory computer-readabie medivm ..

2 (38 - "‘r:-:med 2021-48-16 « Publishad 20210618

The usey sotiily is expecied based on further comparing the peer activity of the pesy in the peor group containing the
specifiod user with the wser sethity, snd further baserd on 8 second deviation of the user setivity with respect to the pesr
aotivity, The somputer implemaniation methad of olaim .

A it
Priority 2016-06-10 - -0&-1 3 - Published 2021-0413

. wharain the indication of J'ﬂ[\h’ sevise inchudes 3 pattem of access (0 the fles ndicating potent
fous automated Sle . 5. The method of claim 4, whersin the indication of compromise includes
aceess 10 @ nunber of fles beyond a predetermined hetd within 3 pradetermined time ..

)L &2 > Subifished 2020-03-31

with mmpa*sna the subset of ihe threat indicator data sgainst pre-configured patterns or presat rules
colated with sach osndidate threat, Fov example, an insider threat may be assoclated with nown patterns
el :i:ed by s&cur:iy axperts and therefore be associted with pre-set iles.

AN

: -(ied ol 33 J{:—"’-‘. = Published 20781018

ﬁhbﬂ-dl}' ﬁm sad o @ var tty SRR fus r.ii oast some wo:w:us in s?w svent and mumber of the features whaose
rarily seores do not satisfy a scove threshsld for the svent, 18 . Yha method of

KOS w\\;:.\:..

}b‘ BL’ PLU shed 2020-02- 3
14, -ha apparaius of claim 3 whamm making a seourlly determination based at least in part on the
detarmninad peofile enmprises: computing a risk soere for the request; and identifying the request ss an
AGIRIONS FEGUSST ragponsive 1o the rigk seove excesding & specifisg thregheld 11, The .

Priogity 20040224 ~ Filed M 0224 ~mam&<.. ?‘)Giﬁ Dﬂsbhs?u&d NG

Methods, systerng and computer program products ar d:s osed for monitoring veer bekavior for a server
appiication It a curmpster network, The mathods, systems, and cormpuier prograrm produnis can moniter
comrunication dets betwesn 8 server spplicstion and o client, The methods, systems, and compistsr .

o § Lewy » Sophe
12« Published 20 ‘i} 1637

A secunity platform uses & senser-event-anaivsis-response mathodology to teratively adapt 1o & changing
seewity environment by continunusly areating and updating entity modals based on ohserved activities and
deterting petierng of ovents that devisie from these entity modals,

19-02-18 ~ g i LR B isi\!ish{‘ 2025-00-23

3 whara the one of move maching isarning models rained on the cloud system
examing 3t isast ?hs.- bshauxsrs of the entities of devices, containers, users, and waffic petierns faliing cinside
of the normai pattam of life and what is the tikelthood of the chain of ..
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,whareln the processing somponent is not sonfigured 1o un the softwars application. 19, The system of

cigimn 17, wherein the storage compenent is further configured Yo store one oF Mure acesss poiicies, each
BCEOE5S PO cenpeising raes for caloulating the sisk sosrs, 20, The systom of olsim 19,
Usling messags o v of reguested data

son gt Dats, B
Pr ity 20 d PO T0-1Y - Published 202010413
18 The methed of slaim 1, wherein the ses mty action includes determining that the security risicis helow a
thrashold oriterion and i 1esponss o i?s :‘qae% made u»*ing the altermative resowres identifier, providing &

el

20210218 < Published i‘i&?‘i 5218
ing. via 3 backmd user interface, & risk asssesment report 1o an oparator of a wab site or mobile devine app via
whish the web site or mohile :.ievicw app interaction s conducted, whereln the risk ssssssment report is based on 2 result
ing the addibional data soliected from theweb .

. o i S N
Pr arﬁy 2013-12-13 » Filed 2015-06-24 - Granted 2018-08-28 - Published 2018-08-28

wheyeln the Sciss"t v data includes a number of login fallres asscoiated with the user secowt, 11, The
method of olalm 1, whereln the sotivity data inciudes & count of login failwres greatey than a predetermined
thraahold. 12, me mathod of slalm 1, wherein the activity data includes s cownt of .

Sriovity 2014-04-02 « Filed 207 ’R 12« P{‘i‘ hed 20180711

Transation risk is caicutated dat :pmn:"by-daiapo:m angd nciudes velnaily count expansinns, The datapoint
values that sxoved @ normstive point by o threshold value norament the tangaction risk. Datepoint values
that do not excesd the thresheid value cause the transaction risk to be desremented.

13 o Granted ?J {28 Juhhxheo 0150428

ssi« tavet for any entity invoives bhwo parts, whersin the firet part uses a configueation
ator to @ determine madinem ek soore that can used 85 the 100, whereln ihis
caloslating the visk lovel for the selected

{;em*aiw‘q ke
periomed by an ady

calousation s performed ance be
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Priofily 2011-10-11 » Flled 212-13-10 5 « Pyublished 2014-13-11

siwmitar & systen is disviosed that moludes components and Teatwes for enalbiing enterpriss users ©
soowrely senoss snierprise resowoss {documents, dita, spptiostion servers, ete.) using their moblis devices.
An anterprise can use some of aif components of the system 1o, for examnple, seowely bt ...

1502
simile Instrumentad networks and platforms having target subjects {dovices, iransactions, sorvices, Users,
organizations) ars discioserd. & securliy orchesiration service generates runtime opoarations! integrity profiles
asenting and dentiiying @ level of threat o eontexiusl trstvorthiness, st nesr .

LR < Madfes, LLO

1o Srivanth Nad A
od 20713 10-18 - Granted 20230126 « Published 2022-01-28
Biwilar & computer-implemented mathod comprising: ansiveing (2105) cods of a particuiar spplication
against a semantic mode! of a software development kit of & particulsr platforss, the semantic mode!
assockting & plurality of application ehaviors with respeutive spplioation programming interface, AR, .

OV 80630

St A compiaterimplemantad method comprising: receiving, from s device used Dy & user, & reguest to
aceess & rasowee hosted by 3 nomputer system; identifying, by the computer system, @ lavel of fisk
assocktad with the yser requesting secess o the resowree; adjusting, by the computer sysiem an ..

D204« Granted 2014-12-23 « Published 2074-12-23

Bknler A systen and method for restricting acesss 1o raguested data based on usey kncation awe disclesed.
The method comprises receiving & data requesst and determining origin focation information of the date
reguest Fam a soures providing Infarmation having scowracy 10 8 predatermined standard, The .,

50810 » Published 2018-0810

Siwitar & compiaarimplemaented method for coordinating content raneformation inciudes recelving, at a
computer server subsystem and from & web server system, computer cods 1o be served in respense o a
reguest from 3 computing client over the internet modifying the compiiter cods to obsours operation of ..

naet Kumar « Flraays

15-12-30 » Filed 201 5-12-30 » Granted 201811223 « Published 20131120

Aceording 1o one embodiment, 2 system featuring one of more processors and memony that ncludes
moniening logie. it operation, the monitenng logie monitors far a notification message that identifies | state
change evand that sepresents an activily Bas caused a change

=1
o !

Skl

» state of @ date stove ..

Y

AG-27 ¢ Granted 2021-08-28 - Published 20210828

Siitar & kerna! driver on an endpoint is configured o mondior processes exeauting on the endpeint that use
network conmunications, and 1o ansll process Infarmation o & frewsl! for the endpolnt The frewall can,
i turn, une process this stream of nformation from individual endpoints o grosps of ..

Filed 201 5-05-20 ~ Granted 20
Simider A method and system for svaluating and snforcing @ duts flow policy ot a mobils computing devics
ciudes 2 dats fow policy englne @ svaluate dats aocess reguests made by seouity-wrapped software
applications mnning on the mobile device and prevent the seowity-wiapped software applications ...
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Sm-h? A eihsd for controiiing data’ aceess i a daﬁ&at«rﬁ*’i sv*-*iam malude& executing & lnk intrusion
y.e wmm aneiye Ls*rwsw m-itis.ziw anms. of the data-atrest 'a\am;m { fr,r imia.:us, st a0 appication layer

Ps'-nm\ 2AT2-0326 - Filed 20130313« {‘rsmam 201502-24 - Published 20158-0224
Simitar & computer-implemaented method for seowre hirdy paaw dsta stovage may include 1) identifiing, at a
de computing devive, 8 reguest from s clent systen to auess an enerypied fe stoved under & user

aceount, 2} identifying, In respange o the request, an asymmatnie Key pakr designated for

forlty 2006-06-20 2001 '-30 %Tﬁfﬂ‘-‘ﬂ 2’3‘3 {7+
Simier At enmputer device powes on, the operating system s‘f ‘ihe S(Pfrifjiﬁ:'—}!' davice :r;niams # monitor The
monitor 3ssigns & moniinring program o sach program and ohiect {collectively, "program”} running on the

%

srgey :;:‘ms,"- N
€1 » Sranted 2018-04-17
gzm.iar A sysham, 30 apparatus and 3 ssthod for gm\i:ﬁx:\g # SOCHFE wmpun.rsz; env:mnmem may be
provided. in one aspers, 8n ARPATAIUS MAY COMPASe A sommuninalion port and 8 ComMpPEer ProeRSsor
coupled 10 the communication port. The aumpiier progessor ey be aos) 28 5 hypervisos,
estabiish ...

N

toviy 2018-08-27 - vﬁed med 2017-08-29 - Published 20170829

aimiler Tewhnologles for =enmie r}w: ﬂ\hes;sv sathon includs @ offent aormpiting devios, an identity provider,
and an application server iy conmunication over & network, The identity provider sends an authentication
chatiengs 1o the client. A capability proxy of the client intercepts an suthentication .

Pf.crtw 20700020
Simier Disciosed are embodiments 'sf 2 secarity system fw :uj-u ing d?ia leaks k;y chrcking nformation
Hows Detwsan resources of a network, When an iy ation fow is attempiad between a sending resoun
which oan be anywhers in the network, and a reosiving resowos reskiing at 3 speciie host within ..

Priotity 2018-08-31 + F 2020-08-0% Pubi-s‘hd 2020-09-24

Siwilar (03 threst mansgerent pistform, a number of andpoints log svents in an avent data recordsr. A loost
agent fiters this data and fesds 8 fltered data stream 1o a centyal threat management faciity, The central
thrast managernent fasiiy can looally or globally tune flteving by lovs! agerts baserd ..

= ol Logos T

i miw 210 320 « (;-:‘am*d FTEN6-Y8 - Folilished 20080616

siler A method for detecting and manipuisting & malicious actor/commupication on a compitar nefwnr
or system. The method includes the steps of incorporating one oy more synthetie wiinerabiiities into the
sompuier systern o8 distinet loostions, where sach synthetie vulnerabiiity prosents sn opporiunity ..

=

*"8 Granted 20181008 B0
Skniler The disclosure msﬁas te- orovisioning honeypat ccmguimg services using a sirnutation state
database 1o shnulate a st of computing resourcss, One sxampls ncludes & system that receives & mtaling
reguest assoviated with haneypot sradentials, updates & simulation stats database sssovisted with ..

Sinwtar Rights management sewices gnm) :megr'-vi'an swith mabile device management (MM} may be
provided, & functionality associated with a decument may be restricted scoording to & document
management policy, After the dosumant hias besn transmitted to a recsiving device, a request 1o un-restrint
theat ..
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Qobrand « Guastian Data Nas
¥ Q404 ~ Granted 201211 « Publishad 2012-12-28

Stvler With Rles secured by encrypiion technigues, keys ars often requirsd 10 gain acvess 1o the seaured
fles, Technlques for providing snd using multiple levels of keystores Tor senwring the keys wre distiosed The
keysiores store keys that are nesded by users in order i acorss ssowead files, The ..

Gognitive soort

Prioviy 2014-03-28 - v(ie 2018005 - Pubi's-sm ?ﬁ :8 1004

siwiler A& method {sred system) of seoring asset visk including modeling an intyr dependence of risks of &
pherality of entities within s network by modeiing the netwark as a graph connecting different entities, the
Giferent entities ave selected from a group of 8 user, a devios, a oredential, a hghvalue .

s} UGN ¢ ¢

iority 20130027 « Filad 20190816 ~ Published Lﬁzﬂ J‘m’J
imiler Thie present disclnsure refates ko o system and method for perfoming antanaivare scanning of data
s thay is date-centrls rather than devicecantrle, In the sxample, a phurality of computing devicss are

gennemed via & natwork. An originating device creates of first recelves data, and scans .

Prsomy 20058-06-24 - Filed 20130813 « Sranted 2013
Switer Gomipister systom, mathod snd program pmdw ‘:‘ ¢ identifying 8 maticl intrasion, A first nuember
Harsnt destination 1P sddrasses, 3 second number of diffarant demmaﬁxaﬂ pssns and 8 Hhird number of
different signstures of messages, ave identified from & soures 1B address dwring a .

{n

Sinvlas A msnagemant mmpnnem ofa sompm!ng systam evalusxeg end-users, snduser dovices, and user
accounts for access 1o provisioned-rescurces of the computing system. The mansgement component
wtiiizes device complisnce strilunes (o fom & device visk vector assocketed with an snd-user device, The ..

iy “‘G 30418 - 1-08-18 « Published 3021-081¢

e Entily modsls are used oy ovaluaie potential risk of entities, sither zr-r!:wu sally or in grouns, it order (o
evaluste suspiciousness within an enterprise network. These individual or aggregated risk ausessments can
Do used to adiust the security policy for compids instances within the snterprise ..

Mot 3 »2
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PE2E SEARCH - Search History (Prior Art)

Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents

L54 44 (Artificial Intelligence) [(US-PGPUB; USPAT; [OR ON ON 2022/05/06
More Like: USOCR; FIT (AU, AP, 07:10 PM
US-20200302074-A1 AT, BE, BG, BR, BY,

Text: CA,CH, CN, CSs, CU,

(US-10558797-B2 OR (CZ, DD, DE, DK, EA,

AU-2013359762-B2 OR |EE, EP, ES, FI, FR, GB,

AU-2013272211-B2 OR |HR, HU, ID, IE, IL, IS,

AU-2014240239-B2 OR |IT, JP, KR, LT, LU, LV,

WO-2022087510-A1 MA, OA, RU, SU, WO,

OR US-9485271-B1 OR|MC, MD, MY, NL, NO,

CN-109597822-AOR |NZ, PH, PL, PT, RO,

AT-518805-A1 OR JP- |RS, SE, SG, SI, SK,

2020509511-A OR AU- |TH, TN, TR, TW, UA,

2011332881-B2 OR VN); FPRS; EPO;

US-20180046796-A1 JPO; DERWENT,;

OR AU-2014259538-B2 (IBM_TDB)

OR US-20200007539-

A1 OR US-

20180007069-A1 OR

US-20200259836-A1

OR CN-111241566-A

OR CN-110968888-A

OR CN-110851847-A

OR US-11165788-B2

OR US-20210084049-

A1).did.

L55 13 L23 AND key (US-PGPUB; USPAT; [OR ON ON 2022/05/06

USOCR; FIT (AP, AT, 07:10 PM
AU, BE, BG, BR, BY,
CA,CH, CN, CSs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, sU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT,
IBM_TDB)

L56 121 (holdback OR (hold$ (US-PGPUB; USPAT; [OR ON ON 2022/05/06
OR held OR keep$ OR |USOCR; FIT (AP, AT, 07:10 PM
kept) ADJ back OR AU, BE, BG, BR, BY,
withheld OR withhold$) [CA, CH, CN, CS, CU,
near2 decrypt$ NEAR |CZ, DD, DE, DK, EA,
key EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,

IT, JP, KR, LT, LU, LV,

MA, MC, MD, MY, NL,

NO, NZ, OA, PH, PL,
05/06/2022 07:54:42 PM Page 1 of 5
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PT, RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L57 88 (holdback OR (hold$ (US-PGPUB; USPAT) |OR ON ON 2022/05/06
OR held OR keep$ OR 07:10 PM
kept) ADJ back OR
withheld OR withhold$)
near2 decrypt$ NEAR
key

L58 6238 (return$ provid$) near2 [(US-PGPUB; USPAT) [OR ON ON 2022/05/06
decrypt$ NEAR key 07:11 PM

L59 1 (return$ provid$) near2 [(US-PGPUB; USPAT) [OR ON ON 2022/05/06
decrypt$ NEAR key 07:11 PM
WITH (scor$ rank$)

WITH threshold

L60 1 (return$ provid$) near2 [(US-PGPUB; USPAT; [OR ON ON 2022/05/06
decrypt$ NEAR key USOCR; FIT (AP, AT, 07:11 PM
WITH (scor$ rank$) AU, BE, BG, BR, BY,

WITH threshold CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L61 7 (return$ provid$) near2 [(US-PGPUB; USPAT; [OR ON ON 2022/05/06
decrypt$ NEAR key USOCR; FIT (AP, AT, 07:11 PM
WITH (scor$ rank$) AU, BE, BG, BR, BY,

CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L62 30 (return$ provid$) near2 [(US-PGPUB; USPAT; [OR ON ON 2022/05/06
decrypt$ NEAR key USOCR; FIT (AP, AT, 07:12 PM
WITH threshold AU, BE, BG, BR, BY,

CA, CH, CN, CS, CU,

CZz, DD, DE, DK, EA,
05/06/2022 07:54:42 PM Page 2 of 5
Workspace: 16362167 HY
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EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L63 1458 ((("Fortinet") near3 (US-PGPUB; USPAT; |OR ON ON 2022/05/06
("Inc")).AS,AANM. USOCR) 07:12 PM

L64 36 ((("LITTLE") near3 (US-PGPUB; USPAT; |OR ON ON 2022/05/06
("Matthew")) OR USOCR; EPO; JPO; 07:12 PM
(("GRAVES") near3 DERWENT)

("Jamie")) OR
(("LEONARD") near3
("Carson"))).INV.

L65 19 L33 AND (behavior (US-PGPUB; USPAT; |OR ON ON 2022/05/06
NEAR pattern$) USOCR) 07:12 PM

L66 11 L33 AND (behavior (US-PGPUB; USPAT; |OR ON ON 2022/05/06
NEAR user) USOCR) 07:12 PM

L67 4 ("20180069881"|"20180 | (US-PGPUB; USPAT) [OR ON ON 2022/05/06
351979"|"8595497"|"88 07:12 PM
87274").PN.

L68 9 (pattern$ histor$4) (US-PGPUB; USPAT; |OR ON ON 2022/05/06
near2 user near2 USOCR; FPRS; EPO; 07:13 PM
(behavior behaviour) JPO; DERWENT;
with (file near2 access) (IBM_TDB)

L69 48 (pattern$ histor$4) (US-PGPUB; USPAT; |OR ON ON 2022/05/06
near2 (behavior USOCR; FPRS; EPO; 07:14 PM
behaviour) with (file JPO; DERWENT;
near2 access) IBM_TDB)

L70 123 user near2 (behavior (US-PGPUB; USPAT; |OR ON ON 2022/05/06
behaviour) with (file USOCR; FPRS; EPO; 07:14 PM
near2 access) JPO; DERWENT;

IBM_TDB)

L71 1 (cryptograph$2 crypto) [(US-PGPUB; USPAT; |[OR ON ON 2022/05/06
with wrapper with USOCR; FPRS; EPO; 07:14 PM
encapsulat$3 with file |JPO; DERWENT,
with encrypt$3 IBM_TDB)

L72 2 (cryptograph$2 crypto) |(US-PGPUB; USPAT; [OR ON ON 2022/05/06
with wrapper with USOCR; FPRS; EPO; 07:14 PM
encapsulat$3 with file |JPO; DERWENT;

IBM_TDB)

L73 30 (cryptograph$2 crypto) |(US-PGPUB; USPAT; [OR ON ON 2022/05/06

with wrapper with file USOCR; FPRS; EPO; 07:14 PM
JPO; DERWENT;
IBM_TDB)

L74 55 (pattern$ histor$4) with |(US-PGPUB; USPAT; [OR ON ON 2022/05/06
user with (behavior USOCR; FPRS; EPO; 07:14 PM
behaviour) with (file JPO; DERWENT;

05/06/2022 07:54:42 PM Page 3 of 5

Workspace: 16362167 HY

Netskope Ex-1002

Netskope v. Fortinet IPR2026-00474

Page 00251




near2 access) IBM_TDB)

L75 235367 (GO6F21/6218 or (US-PGPUB; USPAT; |OR ON ON 2022/05/06
GO06F16/182 or USOCR; FPRS; EPO; 07:14 PM
GO6N20/00 or JPO; DERWENT;

HO04L9/0819 or IBM_TDB)
GO06F21/602 or
GO06F21/316).cpc.
L76 12 L44 AND L45 (US-PGPUB; USPAT; |OR ON ON 2022/05/06
USOCR; FPRS; EPO; 07:14 PM
JPO; DERWENT;
IBM_TDB)

L77 118 (pattern$ histor$4) with |(US-PGPUB; USPAT; [OR ON ON 2022/05/06
user with (behavior USOCR; FPRS; EPO; 07:14 PM
behaviour) same (file JPO; DERWENT;
near2 access) IBM_TDB)

L78 42 L47 AND L45 (US-PGPUB; USPAT; |OR ON ON 2022/05/06

USOCR; FPRS; EPO; 07:14 PM
JPO; DERWENT;
IBM_TDB)

L79 5 user same (access (US-PGPUB; USPAT; |OR ON ON 2022/05/06
near2 request) same USOCR; FPRS; EPO; 07:14 PM
(file near2 access) JPO; DERWENT;
same (risk near2 score) (IBM_TDB)

L80 264 determin$6 with user (US-PGPUB; USPAT; |OR ON ON 2022/05/06
near4 locat$3 with USOCR; FPRS; EPO; 07:15 PM
based with ip near JPO; DERWENT;
address with request IBM_TDB)

L81 22 determin$6 with user (US-PGPUB; USPAT; |OR ON ON 2022/05/06
near4 locat$3 with USOCR; FPRS; EPO; 07:15 PM
based with ip near JPO; DERWENT;
address with (access IBM_TDB)
near2 request)

L82 60 determin$6 with locat$3 | (US-PGPUB; USPAT; [OR ON ON 2022/05/06
with based with ip near |USOCR; FPRS; EPO; 07:15 PM
address with (access JPO; DERWENT;
near2 request) IBM_TDB)

L83 0 correlat$3 with locat$3 [(US-PGPUB; USPAT; |OR ON ON 2022/05/06
with based with ip near [USOCR; FPRS; EPO; 07:15 PM
address with (access JPO; DERWENT;
near2 request) IBM_TDB)

PE2E SEARCH - Search History (Interference)

Ref # Hits Search Query DBs Default Plurals British Time Stamp

Operator Equivalents

N1 34 ((("LITTLE") near3 (US-PGPUB; USPAT) |OR ON ON 2022/05/06
("Matthew")) OR 07:17 PM
(("GRAVES") near3
("Jamie")) OR
(("LEONARD") near3
("Carson"))).INV.

N2 96224 (G06F21/6218 OR (US-PGPUB; USPAT) |OR ON ON 2022/05/06
GO06F16/182 OR 07:17 PM
GO06N20/00 OR
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H04L9/0819 OR
G06F21/602 OR
G06F21/316).cpc.

N3 11 ((holdback OR (hold$ [(US-PGPUB; USPAT) |[OR ON ON 2022/05/06
OR held OR keep$ OR 07:36 PM
kept) ADJ back OR
withheld OR withhold$)
near2 decrypt$ NEAR
key).clm.

N4 1 N3 AND N1 (US-PGPUB; USPAT) |OR ON ON 2022/05/06

07:36 PM

N5 1 N3 AND N2 (US-PGPUB; USPAT) |OR ON ON 2022/05/06

07:37 PM

N6 1030 ((return$ provid$) near2 [(US-PGPUB; USPAT) [OR ON ON 2022/05/06
decrypt$ NEAR 07:38 PM
key).clm.

N7 1 N6 AND N1 (US-PGPUB; USPAT) |OR ON ON 2022/05/06

07:38 PM

N8 189 N6 AND N2 (US-PGPUB; USPAT) |OR ON ON 2022/05/06

07:38 PM

N9 12 ((return$ provid$) near2 | (US-PGPUB; USPAT) |OR ON ON 2022/05/06
decrypt$ NEAR 07:39 PM
key).clm. AND (limit$
near2 access).clm.

N10 1 N9 AND N2 (US-PGPUB; USPAT) |OR ON ON 2022/05/06

07:41 PM

N11 9 (user near2 (behavior |(US-PGPUB; USPAT) [OR ON ON 2022/05/06
behaviour) WITH (file 07:42 PM
near2 access)).cim.

N12 4 N11 AND N2 (US-PGPUB; USPAT) |OR ON ON 2022/05/06

07:43 PM

N13 3 ((pattern$ histor$4) (US-PGPUB; USPAT) |OR ON ON 2022/05/06
WITH user WITH 07:53 PM
(behavior behaviour)

SAME (file near2
access)).cim.
05/06/2022 07:54:42 PM Page 5 of 5
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IQSearchText-202205062255.txt

Main Concept Document

US20200302074

Title: File access control based on analysis of user behavior patterns

(No Concept Modifiers)

Publication Date: To 2019-

Options

De-dup: None
Cut-off: None
Sort: Relevance

03-22

Content: Non-Patent Literature (23)

IEEE Xplore Publications:
IEEE Xplore Publications:
IEEE Xplore Publications:
IEEE Xplore Publications:
IEEE Xplore Publications:
IEEE Xplore Publications:
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IEEE Xplore Publications:
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Earliest Priority Date: To 2019-063-22

Options
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Content: Patent Publications (166)

US Patents

US Designs

US Applications

EPO Patents

EPO Applications
China Patents
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Japan Patents

Japan Applications
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Korea Applications
WIPO Applications
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Argentina Applications
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Canada Patents
Canada Applications
Chile Patents

Chile Applications
Colombia Applications
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Costa Rica Applications
Cuba Patents
Cuba Applications
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Ecuador Applications
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Panama Applications
Peru Applications
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Uruguay Applications
Austria Patents
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Hungary Applications
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.O.BOX 1450 U.S. POSTAGE PAID
- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

Douglas M. Hamilton
HDC Fortinet

224 S. Main Street, 114
Springville, UT 84663

Courtesy Reminder for
Application Serial No: 16/362,167

Attorney Docket No: FORT-031800(18167)
Customer Number: 176502
Date of Electronic Notification: 05/18/2022

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, piease review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
miquelchamilton@hamiltonshome.com
dhamiiton@hdciplaw.com

To view your correspondence online or update your email addresses, please
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

176502 7590 05/18/2022 Certificate of Mailing or Transmission
Douglas M. Hamilton I hereby certify that this Fee(s) Transmittal is being deposited with the United
o States Postal Service with sufficient postage for first class mail in an envelope
HDC Fortinet addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
224 S. Main Street, 114 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
- &
SpringVil]e uUT 84663 (Typed or printed name)
b
(Signature)
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/362,167 03/22/2019 Matthew J. Little FORT-031800(18167) 6553
TITLE OF INVENTION: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 08/18/2022
| EXAMINER | ART UNIT | cuasssuscrass |
YANG, HAN 2493 713-165000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list HDC Intellectual Property
CFR 1.363). (1) The names of up to 3 registered patent attorneys

. L LLP
or agents OR, alternatively, | e

(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/AIA/122 or PTO/SB/122) attached.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
AIA/AT7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Fortinet, Inc. Sunnyvale, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. Fees submitted: Elissue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies

4b. Method of Payment: (Please first reapply any previously paid fee shown above)
Electronic Payment via EFS-Web (] Enclosed check [ Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
. e . . NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
J Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature _ /Douglas M. Hamilton/ Date 8/15/2022
Douglas M. Hamilton 47,629
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 16362167

Filing Date: 22-Mar-2019

Title of Invention: FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS
First Named Inventor/Applicant Name: Matthew J. Little

Filer: Douglas M. Hamilton

Attorney Docket Number: FORT-031800(18167)

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sullaj-s'l';(t:)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1200 1200
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Description Fee Code Quantity Amount Sul:j;l’g(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200
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Electronic Acknowledgement Receipt

EFS ID: 46414583
Application Number: 16362167
International Application Number:
Confirmation Number: 6553

Title of Invention:

FILE ACCESS CONTROL BASED ON ANALYSIS OF USER BEHAVIOR PATTERNS

First Named Inventor/Applicant Name:

Matthew J. Little

Customer Number:

176502

Filer:

Douglas M. Hamilton

Filer Authorized By:

Attorney Docket Number:

FORT-031800(18167)

Receipt Date: 15-AUG-2022
Filing Date: 22-MAR-2019
Time Stamp: 17:44:24

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1200

RAM confirmation Number E20228EH46251154

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document ... . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
87166
1 Issue Fee Payment (PTO-85B) FORT-031 800Ex§fcutedlssueFee no 1
p f8caae9b97935c1aeBab63a47e36d8d5de7|
b9%e69
Warnings:
Information:
38089
2 Fee Worksheet (SB06) fee-info.pdf no 2
7fe311b1aea5924125d00b7eaf9a615532b
775¢8
Warnings:
Information:
Total Files Size (in bytes):i 125255

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Netskope Ex-1002
Netskope v. Fortinet IPR2026-00474
Page 00272




UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/362,167 09/20/2022 11449623 FORT-031800(18167) 6553
176502 7590 08/31/2022

Douglas M. Hamilton
HDC Fortinet

224 S. Main Street, 114
Springville, UT 84663

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 683 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http:/pair.uspto.gov for additional inventors):

Matthew J. Little, Loanhead, UNITED KINGDOM;
Jamie R. Graves, Edinburgh, UNITED KINGDOM;
Carson Leonard, Edinburgh, UNITED KINGDOM;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Fortinet, Inc., Sunnyvale, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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