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SYSTEM AND METHOD TO PROVIDE
SERVER CONTROL FOR ACCESS TO
MOBILE CLIENT DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Ser. No. 61/605,792 filed on Mar. 2, 2012 and incorporated
herein by reference in its entirety.

[0002] This application is a Continuation application of
co-pending U.S. patent application Ser. No. 13/555,905 filed
on Jul. 23, 2012, incorporated herein by reference in its
entirety.

BACKGROUND
[0003] 1. Technical Field
[0004] The present invention relates to controlling access to

data, and more particularly to providing server control for
access to client data on a mobile device.

[0005] 2. Description of the Related Art

[0006] Over the last few years, work environments have
changed from an office-centric model to an increasingly
mobile model in which employees access enterprise data
remotely though various channels from a wide range of
devices. In addition to access from laptops that connect to
enterprise networks through encrypted channels, such as vir-
tual private networks (VPNs), employees are increasingly
using other mobile devices, such as smartphones or tablet
computers. Such mobile devices create a significant risk of
data loss due to accidental loss or theft. Mobile phones are
especially at risk, as they are usually carried throughout the
day, even in situations where other mobile devices, like lap-
tops, are not typically carried.

[0007] Current approaches for preventing data loss include
passwords for device access, redaction of information, and
encryption of information. However, there exists a tradeoff
between security and usability. For example, a device lock
may be activated on a mobile phone after 15 minutes of
inactivity. While 15 minutes may be too frequent in some
situations (e.g., home), 15 minutes may be too long in others
(e.g., public bar) to effectively prevent the loss of sensitive
information. None of the present approaches for preventing
data loss sufficiently address both security and usability of a
mobile device.

SUMMARY

[0008] A method for protecting a data item includes, upon
initiation of transfer of the data item from a server to a client
device, determining a sensitivity score and a current protec-
tion level of the data item. A policy is applied to determine an
appropriate protection for the data item based upon the sen-
sitivity score and the current protection level. A protected data
item is provided to the client device by applying the appro-
priate protection to the data item.

[0009] A method for protecting a data item includes, upon
initiation of transfer of the data item from a server to a mobile
device, determining a sensitivity score and a current protec-
tion level of the data item using a data protection server. A
policy is applied to determine an appropriate protection for
the data item using the data protection server, wherein the
appropriate protection is based upon the sensitivity score, the
current protection level, and features of at least one of the data
item and the mobile device. A protected data item is provided
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to the mobile device by applying the appropriate protection to
the data item using the data protection server.

[0010] A method for accessing a protected data item
includes, responsive to a request to access the protected data
item, determining a level of confidence that a user of a client
device is an authorized user of the client device to determine
eligibility of the user to access the protected data item. The
level of confidence is based on one or more of a context of the
client device, an authentication history of the client device,
and an access history of the user of the client device. In
accordance with the level of confidence, access to the pro-
tected data item is provided to the client device such that a
level of confidence needed to access the protected data item is
based upon a sensitivity score of the protected data item.
[0011] A method for accessing a protected data item
includes, responsive to a request to access the protected data
item, determining a level of confidence that a user of a mobile
device is an authorized user of the mobile device to determine
eligibility of the user to access the protected data item using a
data protection server. The level of confidence is based on one
or more of a context of the client device, an authentication
history of the client device, and an access history of the user
of the client device. In accordance with the level of confi-
dence, access to the protected data item is provided to the
client device using the data protection system such that a level
of confidence needed to access the protected data item is
based upon a sensitivity score of the protected data item.
[0012] A system for protecting a data item including a
sensitivity determination module configured to determine a
sensitivity score and a current protection level of the data item
upon initiation of transfer of the data item from a server to a
clientdevice. A policy decision module is configured to apply
a policy to determine an appropriate protection for the data
item based upon the sensitivity score and the current protec-
tion level. A secure migration manager module is configured
to provide a protected data item to the client device by apply-
ing the appropriate protection to the data item.

[0013] A system for protecting a data item includes a sen-
sitivity determination module configured to determine a sen-
sitivity score and a current protection level of the data item
using a data protection server upon initiation of transfer of the
data item from a server to a mobile device. A policy decision
module is configured to apply a policy to determine an appro-
priate protection for the data item using the data protection
server. The appropriate protection is based upon the sensitiv-
ity score, the current protection level, and features of at least
one of the data item and the mobile device. A secure migration
manager module is configured to provide a protected data
item to the mobile device by applying the appropriate protec-
tion to the data item using the data protection server.

[0014] A system for accessing a protected data item
includes a policy decision module configured to determine a
level of confidence that a user of a client device is an autho-
rized user of the client device to determine eligibility of the
user to access the protected data item in response to a request
to access the protected data item. The level of confidence is
based on one or more of a context of the client device, an
authentication history of the client device, and an access
history of the user of the client device. An authentication
manager module is configured to provide access to the pro-
tected data item to the client device in accordance with the
level of confidence, such that a level of confidence needed to
access the protected data item is based upon a sensitivity
score of the protected data item.
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[0015] A system for accessing a protected data item
includes a policy decision module configured to determine a
level of confidence that a user of a mobile device is an autho-
rized user of the mobile device to determine eligibility of the
user to access the protected data item using a data protection
server in response to a request to access the protected data
item. The level of confidence is based on one or more of a
context of the client device, an authentication history of the
client device, and an access history of the user of the client
device. An authentication manager module is configured to
provide access to the protected data item to the client device
using the data protection system in accordance with the level
of confidence, such that a level of confidence needed to access
the protected data item is based upon a sensitivity score of the
protected data item.

[0016] These and other features and advantages will
become apparent from the following detailed description of
illustrative embodiments thereof, which is to be read in con-
nection with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0017] The disclosure will provide details in the following
description of preferred embodiments with reference to the
following figures wherein:

[0018] FIG. 1 is a block/flow diagram of a method for
transferring a data item from a server to a mobile device, in
accordance with one illustrative embodiment;

[0019] FIG.2is a block/flow diagram of a system for trans-
ferring a data item from a server to a mobile device, in accor-
dance with one illustrative embodiment;

[0020] FIG. 3 is a block/flow diagram of a system for con-
trolling access to a data item stored on a mobile device, in
accordance with one illustrative embodiment;

[0021] FIG. 4 is a block/flow diagram of a method for
controlling access to a data item stored on a mobile device, in
accordance with one illustrative embodiment;

[0022] FIG. 5 is a block/flow diagram of a method for
gathering additional authentication information from a
mobile device, in accordance with one illustrative embodi-
ment; and

[0023] FIG. 6 is a block/flow diagram of a method for
determining user eligibility for accessing an encrypted data
item on a mobile device, in accordance with one embodiment.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0024] In accordance with the present principles, systems
and methods for protecting sensitive data items and server
and context based access control of these sensitive data items
are provided. A server, such as a data protection system, may
be utilized to ensure protection of the data item while also
providing an opportunity to increase usability of the mobile
device. For instance, the data protection system may adjust its
access decisions based on the current context of the client
device, the current context of the user, the level of confidence
in the user’s identity, etc. Preferably, the data protection sys-
tem is implemented between a server and a mobile device,
such as a proxy.

[0025] In one embodiment, a data item may be protected
before being transferred from a server to a mobile device
using the data protection system. The data protection system
may determine a sensitivity (e.g., sensitivity score) and other
features of the data item. Based on one or more of the sensi-

Sep. 5, 2013

tivity score of the data item, the features of the data item, and
a policy controlling access to the data item, the data protec-
tion system may determine whether the data item needs to be
protected. The sensitivity score may be based on one or more
of the value of the data item to any given individual or orga-
nization, the cost of recreating the data item if destroyed or
modified, and the potential losses caused directly or indirectly
by the data item being made available to non-authorized
individuals or organizations. Other factors in determining the
sensitivity score and the need for protection of the data item
are also contemplated.

[0026] In a preferred embodiment, protection includes
encrypting the data item. The encrypted data item may be sent
to the mobile device. In other embodiments, for example,
where the mobile device is unable to process the encrypted
data item, the data protection system may store the encrypted
data item and send a corresponding link to the mobile device.
In still other embodiments, the data item may be redacted or
otherwise obfuscated. In other embodiments, the protected
data item may be an aggregate protected data item including
multiple versions of the data item that are protected with
different methods of protection (e.g., the unmodified data
item encrypted with a unique encryption key and a set of
redacted versions of the data item resulting in different sen-
sitivity scores, each encrypted with unique encryption keys).
Preferably, only the protected data item is stored on the
mobile device and the original version of the data item is only
temporarily available in the mobile device memory.

[0027] In another embodiment, the protected data item
stored on the mobile device may be accessed using the data
protection system. The data protection system may evaluate
whether the user of the mobile device accessing the encrypted
data item is the authorized user of the mobile device. This
evaluation may be based on one or more of authentication
history, method of authentication, confidence in that method
of authentication, risk of device loss, context of the mobile
device, context of the user, etc.

[0028] In a preferred embodiment, evaluation of the user
may be based on a level of confidence score that indicates how
confident the data protection system is that the current inter-
action with the mobile device is performed by the authenti-
cated user of the mobile device. Each authentication option
(e.g., simple pass code, full password, biometrics, etc.) may
be assigned a score. The accumulated authentication score of
the user may be compared to a minimum authentication score
to determine the eligibility of the user in the current context.
Depending on the evaluation, the data protection system may
decide if the user is currently eligible to access the protected
data item. In one embodiment, the data protection system
may require additional authentication information by sending
authentication challenges to the mobile device and receiving
responding authentication information.

[0029] In a preferred embodiment, the data protection sys-
tem may send a decryption key to the mobile device for
accessing the protected data item or for accessing a redacted
version of the data item. Preferably, the decryption key is
subsequently erased. Ifthe protected data item is an aggregate
protected data item including multiple versions of the data
item that are protected with different methods of protection,
the data protection system may send only one decryption key
that only allows access to a version that is appropriate for the
current device context (e.g., only allowing access to a highly
redacted version of the data item in a device context that is
considered insecure like an airport). It should be appreciated
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that the data protection system may augment the protected
data item by adding new versions of the data item protected by
a different method based on the current context if it is not
already present in the aggregate protected data item.

[0030] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

[0031] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

[0032] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

[0033] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
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through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0034] Aspects of the present invention are described
below with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0035] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks. The computer program instructions
may also be loaded onto a computer, other programmable
data processing apparatus, or other devices to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other devices to produce a com-
puter implemented process such that the instructions which
execute on the computer or other programmable apparatus
provide processes for implementing the functions/acts speci-
fied in the flowchart and/or block diagram block or blocks.

[0036] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

[0037] The present principles relate to server-based tech-
niques for limiting the risk of loss of sensitive data on a
mobile device by exercising control over the authentication
needed to access the data stored on the mobile device. The
present principles provide server-based protection before the
transfer of a data item from a server to a mobile device, for
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securing the protected data item while stored on the mobile
device, and for the accessing of the protected data using the
mobile device.

[0038] Referring now to the drawings in which like numer-
als represent the same or similar elements and initially to FIG.
1, amethod 100 for transferring a data item from a server to a
mobile device is illustratively depicted in accordance with
one illustrative embodiment. The method 100 may transfer
the data item or, if appropriate, a protected version of the data
item from a server to a mobile device. The server includes any
computing apparatus that provides services to a client device
and is not limited to any particular architecture, location or
operating environment. The mobile device includes any
device which obtains data from a server, such as a client
computing device. The mobile device is not limited to any
particular architecture, location or operating environment,
and may be either stationary or mobile. For example, in one
particularly useful embodiment, the mobile device may
include one or more of a laptop, smartphone, tablet computer,
personal digital assistant, game console, media player, cam-
era, navigation device, and the like. Itis to be understood that
the present principles may be applied to any data item that can
be monitored and manipulated as it is transferred between a
server and a mobile device.

[0039] In block 102, upon initiating the transfer of a data
item from a server to a mobile device, a sensitivity score of the
data item may be determined. In one embodiment, initiating
the transfer of a data item may include a request from the
mobile device due to one or more of, e.g., a user request, a
scheduled request, aresponse to an input received from one or
more sensors of the mobile device, a response to an external
event of another device, etc. In other embodiments, initiating
the transfer of a data item may include the server sending the
data item due to one or more of, e.g., arequest from the mobile
device, a request from another device, information received
from another device, a scheduled transmission, etc. Other
methods of initiating the transfer of a data item are also
contemplated.

[0040] In a preferred embodiment, determining a sensitiv-
ity score of a data item includes determining sensitivity scores
for a list of classes of data on a server, determining a class of
the data item, and assigning the sensitivity score correspond-
ing to the class of the data item as the sensitivity score of the
data item. The sensitivity score may be based on one or more
of the value of the data item to any given individual or orga-
nization, the cost of recreating the data item if destroyed or
modified, and the potential losses caused directly or indirectly
by the data item being made available to non-authorized
individuals or organizations. Other factors in determining the
sensitivity score and the need for protection of the data item
are also contemplated. It is to be understood that other meth-
ods of determining a sensitivity score of a data item may be
applied as is known in the art.

[0041] In another embodiment, upon initiation of transfer
of a data item, features of the data item may also be deter-
mined, such as, for example, document type, author, indica-
tors (e.g., confidentiality flags), etc. In still other embodi-
ments, upon initiation of transfer of a data item, a current
protection level of the data item may be determined, such as,
e.g., whether the data item is currently already protected (e.g.,
encrypted or redacted), information about the mobile device
(e.g., does the mobile device provide appropriate policies),
etc. It should be understood that the data item may be com-
posite; for example, the present principles may process an
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email as one unit or may process each portion of the email
separately (e.g., subject line, body, attachments, etc.). In still
other embodiments, determining a sensitivity score of the
data item may further include determining a user’s context,
such as the user’s geographic location.

[0042] Inblock 104, it is determined whether the data item
is to be protected. Preferably, a policy is applied to determine
whether the data item is to be protected. The policy may base
its decision on one or more of the sensitivity score of the data
item, features of the data item, metadata about the data item,
etc. Other factors are also contemplated.

[0043] In block 106, if it is determined that the data item
does not need protection, the data item may be transferred to
the mobile device without further processing.

[0044] Ifit is determined that the data item does need pro-
tection, protection techniques may be applied to the data item.
In a preferred embodiment, protection techniques may
include encryption. However, other means of protection are
also contemplated, such as, for example, redaction and other
invertible and non-invertible obfuscation techniques. Other
methods of protections are also contemplated. Multiple pro-
tection techniques may be applied on different copies of the
data item, resulting in an aggregated protected data item that
includes a set of differently protected versions of the data
item. In some embodiments, protection techniques are
applied to all data items.

[0045] Inblock 108, an encryption key for the data item is
determined. It should be appreciated that while the present
principles refer to an encryption key, other forms of protec-
tion may be implemented, such as a redaction function,
obfuscation function, or similar instruction for protecting the
data item. In a preferred embodiment, a unique encryption
key is used for each application of a protection technique
applied on the data item. Other encryption techniques are also
contemplated. For instance, in other embodiments, encryp-
tion keys may be reused by implementing a predefined
method. For example, one encryption key per data item type
may be used. In another example, one encryption key for a
predetermined time period may be used (e.g., one encryption
key per day). In yet another example, the same encryption key
may be used for all data items. The determined encryption key
may be stored for future use. In block 110, an encrypted
version of the data item is created using the encryption key.
The encryption may be applied as is known in the art.
[0046] In another embodiment, in block 108, multiple
encryption keys may be determined and applied to multiple
copies of the data item to provide for an aggregate protected
data item. Preferably, the aggregate protected data item
includes multiple copies of the data item each protected by
different protection methods. Each individually protected
data item of the aggregate protected data item may be pro-
tected as appropriate to allow access according to different
contexts (e.g., a heavily redacted version permissible to be
viewed everywhere and a lightly redacted version that may
only be viewed in locations with some level of access con-
trol). Each individually protected data item may also be
assigned with an individual sensitivity score that may be
lower than the sensitivity score of the data item if the data item
was redacted during the application of the protection.

[0047] Inblock 112, itis determined whether an application
on the mobile device to be used to access the data item is
capable of processing data items encrypted using the encryp-
tion technique applied in block 110. An application of the
mobile device may include, e.g., the mobile device as a
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whole, a specific program, a container, a virtual machine, etc.
For example, an application capable of processing the
encrypted data items may include an email program modified
to implement the encryption technique. If the application
used on the mobile device is capable of processing the
encrypted data item, in block 114, the encrypted data item
may be transferred to the mobile device.

[0048] If the application used on the mobile device is not
capable of processing the encrypted data item (e.g., a standard
email client), in block 116, the encrypted data item may be
stored for later processing and a unique identifier may be
chosen to identify the encrypted data item. In block 118, a
newly created data item, which includes a link containing the
unique identifier for the encrypted data item, may be sent to
the mobile device instead of the original data item. In a
preferred embodiment, the link may include a hyperlink that
can be clicked, resulting in an automatic start of an applica-
tion running on the mobile device that will allow displaying
the encrypted data item. In another embodiment, the newly
created data item may include a message instructing the user
to open an appropriate application and an identification num-
ber to be entered to identify the stored encrypted data item.
The identification number displayed in the message may be
the previously chosen unique identifier or a different identi-
fication number more suitable for manual entry. In still
another embodiment, the encryption key, which is known to
the user (e.g., password), and the encryption method are
provided by applications of the mobile device and, thus, the
application may allow access to the data item without further
server interaction.

[0049] Referring now to FIG. 2, a system for transferring
data items from a server to a mobile device is illustratively
depicted in accordance with one embodiment. A user of a
mobile device 202 may initiate the transfer of a data item
stored on server 206 to the mobile device 202. The mobile
device 202 includes any device which obtains data from a
server, such as a client computing device. The mobile device
202 is not limited to any particular architecture, location or
operating environment, and may be either stationary or
mobile. For example, the mobile device 202 may include one
or more of a laptop, smartphone, tablet computer, personal
digital assistant, game console, media player, camera, navi-
gation device, and the like. The server 206 is a computing
apparatus that provides service to a client device, and is not
limited to any architecture, location or operating environ-
ment. For instance, server 206 may include, e.g., an email
server, calendar server, etc. It is noted that the present prin-
ciples may be applicable to the transfer of any data item that
can be monitored and manipulated between a mobile device
202 and a server 206.

[0050] In one embodiment, initiating the transfer of a data
item may include a request from the mobile device 202 due to
one or more of, e.g., a user request, a scheduled request, a
response to an input received from one or more sensors of the
mobile device 202, a response to an external event of another
device, etc. In other embodiments, initiating the transfer of a
data item may include the server 206 sending the data item
due to one or more of, e.g., a request from the mobile device
202, arequest from another device, a scheduled transmission,
etc. Other methods of initiating the transfer of a data item are
also contemplated.

[0051] The mobile device 202 may connect to a mobile
network connector 204 to access data items and other
resources stored in server 206. The mobile network connector
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204 may be the interface to a network provider (e.g., mobile
service provider). Connection from the mobile device 202 to
the mobile network connector 204 may include authentica-
tion, encryption, etc. to secure communication and prohibit
access from unauthorized devices. The mobile network con-
nector 204 may forward communication to the server 206.
Data items received from the server 206 to the mobile device
202 pass though the mobile network connector 204, which
may modify the data items sent (e.g., by encrypting the data
items while in transit). The connection between the mobile
device 202 and the server 206 may be established using the
mobile provider infrastructure 208. The connection may
include various components operated by the service provider
or the mobile device 202, such as, for example, mobile net-
work antennas, Wi-Fi antennas, backbone networks, etc.
Alternative architectures implementing the communication
between the mobile device 202 and the server 206 have also
been contemplated.

[0052] The mobile service interface 210 may modify the
data items from the server 206 to translate them from one data
format to another. For example, the mobile service interface
210 may modify a data item using standard protocols to allow
use on a mobile device 202 using a specific protocol. In
addition, the mobile service interface 210 may also modify
data items transferred from the server 206 to the mobile
device 202 according to the data protection system 212. The
data protection system 212 may apply appropriate protections
on data items transferred from the server 206 to the mobile
device 202.

[0053] The data protection system 212 preferably includes
one or more processors 228 and memory 214 for storing
programs, applications, data, etc. The data protection system
212 may include one or more displays 230 for viewing, which
may also permit a user to interact with the data protection
system 212 and its components and functions. This may be
further facilitated by a user interface 232, which may include
akeyboard, mouse, joystick or any other peripheral or control
to permit user interaction with the data protection system 212.
It should be understood that the functions and components of
the data protection system 212 may be integrated into one or
more systems. In one embodiment, the data protection system
212 may implemented as a plug-in for an existing mobile
platform infrastructure. In another embodiment, the data pro-
tection system 212 may be implemented as an additional,
discrete component, such as, e.g., a proxy for the data item
access protocol used to communicate between the server 206
and the mobile device 202. Other implementations of the data
protection system 212 are also contemplated.

[0054] The memory 214 may store secure migration man-
ager module 216, configured to protect data items transferred
from the server 206 to the mobile device 202 to allow control
of access, as appropriate. Upon initiation of transfer of a data
item, sensitivity determination module 218 is configured to
process the data item to determine its sensitivity score. In a
preferred embodiment, determining a sensitivity score of a
data item includes determining a value for different classes of
data to a server 206, determining the class of the data item,
and assigning the corresponding sensitivity score as the sen-
sitivity score of the data item. Other implementations of
determining the sensitivity score of a data item are also con-
templated, as will be appreciated by one of ordinary skill in
the art. In one embodiment, upon initiation of transfer of a
data item, features of the data item may also be determined,
such as, e.g., document type, author, confidentiality flags, etc.
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In still other embodiments, upon initiation of transfer of a data
item, a current protection level of the data item may be deter-
mined, such as, e.g., whether the data item is currently already
protected (e.g., encrypted or redacted), information about the
client (e.g., does the client provide appropriate policies), etc.
Itis noted that the data items may be composite. For example,
the data item may include an email to be processed as one unit
or to be processed in portions (e.g., subject line, body, attach-
ments, etc.). The information returned by sensitivity determi-
nation module may be stored in data item store 220 for future
access.

[0055] The policy decision module 222 applies a policy
controlling access to the data item to determine whether the
data item is to be protected (e.g., encrypted). The policy may
base its determination on one or more of the following: sen-
sitivity score of the data item determined by sensitivity deter-
mination module 218, data item content, metadata of the data
item, information about the mobile device 202, the capabili-
ties of the mobile device 202, etc.

[0056] If the policy decision module 222 determines that
the data item does not need to be protected, the data item may
be transferred to the mobile device 202 without any further
processing. If the policy decision module 222 determines that
the data item does need protection, appropriate protections
are applied on the data items. In a preferred embodiment,
protecting data items includes encrypting the data items.
However, it is noted that other implementations of protecting
data items are also contemplated. For example, applying
appropriate protections on data items may include redaction,
password access, etc.

[0057] The secure mobile migration manger module 216
may then encrypt the data item by determining an encryption
key. It should be appreciated that the present principles are not
limited to determining an encryption key, but may be imple-
mented using other forms of protection, such as a redaction
function, obfuscation function, or similar instruction. Prefer-
ably, a unique encryption key is used for each data item. Other
encryption techniques are also contemplated. In some
embodiments, encryption keys may be reused according to a
predefined arrangement. For example, encryption keys may
be assigned by data item type, by time period, or the same
encryption key may be used for all data items. The encryption
key may be stored at decryption key store 224 for future use.
The secure migration manager module 216 may encrypt the
data item using the encryption key. In one embodiment, the
decryption key may be encrypted with a public key unique to
the mobile device 202.

[0058] In another embodiment, secure migration module
216 may determine and apply multiple encryption keys to
multiple copies of the data item to provide an aggregate
protected data item. Preferably, the aggregate protected data
item includes multiple copies of the data item each protected
by different protection methods. Each individually protected
data item of the aggregate protected data item may be pro-
tected as appropriate to allow access according to different
contexts (e.g., a heavily redacted version permissible to be
viewed everywhere and a lightly redacted version that may
only be viewed in locations with some level of access con-
trol). Each individually protected data item may also be
assigned with an individual sensitivity score that may be
lower than the sensitivity score of the data item if the data item
was redacted during the application of the protection.

[0059] Ifthe accessing application of the mobile device 202
is capable of processing the encrypted data item, the
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encrypted data item may be transferred to the mobile device
202. The accessing application may include, e.g., the mobile
device 202 as a whole, a specific program, a container, a
virtual machine, etc. If the accessing application of the
mobile device 202 is not capable of processing the encrypted
data item, the encrypted data item may be stored in the
encrypted data item store 226. Each stored encrypted data
item may be assigned a unique identifier to identify the
encrypted data item. The unique identifier may also be used to
retrieve the appropriate decryption key from decryption key
store 224. In one embodiment, a newly created data item may
be sent to the mobile device 202 including a link to the
encrypted data item. Preferably, the link includes a hyperlink
that can be clicked to automatically start an application on the
mobile device that will display the encrypted data item. In
other embodiments, the newly created data item may include
a message with an ID. The message may instruct the user to
open an appropriate application on the mobile device 202 and
enter an identification number. The identification number
may include the unique identifier or a different identifier more
suitable for manual entry. In still other embodiments, the
encryption key is known to the user and the encryption is
provided by an application on the mobile device 202 to allow
access to the encrypted data item without further server inter-
action.

[0060] Referring now to FIG. 3, a system 300 for control-
ling access to a data item stored on a mobile device is illus-
tratively depicted in accordance with one embodiment.
Access to the encrypted data item may be initiated by the
mobile device 202. Preferably, access to the encrypted data
item may be initiated by the data access app 302 of the mobile
device 202. In one embodiment, the data access app 302 is
configured to access the encrypted data item directly. In
another embodiment, for example, where the data access app
302 is unable to process the encrypted data item, the secure
viewer app 304 is configured to access the encrypted data
item. In a preferred embodiment, the secure viewer app 304 is
started by activating a link displayed in the data access app
302. The data access app 302 may also provide information to
the secure viewer app 304 regarding the encrypted data item
to be accessed. In other embodiments, the dataaccess app 302
displays an identifier that the user may enter in the secure
viewer app 304 to identify the stored encrypted data item.

[0061] Upon initiating access to the encrypted data item,
the application initiating the access (i.e., data access app 302
or secure view app 304) may determine whether the
encrypted data item is stored on the mobile device 202. For
example, the encrypted data item may already be stored on the
mobile device 202 if the user had previously viewed the
encrypted data item or if the encrypted data item was trans-
ferred by a background process (e.g., data sync). If the
encrypted data item is not currently stored on the device, the
application initiating access (i.e., data access app 302 or
secure viewer app 304) requests transfer from the authenti-
cation manager module 310 of the data protection system
212. The encrypted data item store 226 may provide the
encrypted data item to the mobile device 202 where the
encrypted data item was not already transferred to the mobile
device 202, such as when a link was sent to the mobile device
202 instead of the encrypted data item.

[0062] Once the encrypted dated item is available on the
mobile device 202, the application initiating the access (i.e.,
data access app 302 or secure view app 304) may request the
decryption key from the authentication manager module 310,
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which is stored in decryption key store 224 of the data pro-
tection system 212. In one embodiment, the request is sent
using the mobile provider infrastructure 208 and mobile ser-
vice interface 210. In another embodiment, the request may
be sent directly to the authentication manager module 310.

[0063] The authentication manager module 310 processes
the request for the decryption key by using the policy decision
module 222 to determine whether a user is currently eligible
to access the encrypted data item. Based on the determination
of'the policy decision module 222, the appropriate decryption
key may be sent to the mobile device 202. If the request for the
decryption key includes authentication or context informa-
tion, the authentication and context history store 314 may be
first updated. In one embodiment, content access requests and
authentication information may also be forwarded to a secu-
rity information manager to provide auditing, alerts, and
other automated or human reactions to the information.

[0064] The policy decision module 222 may determine
whether a user is eligible to view the encrypted data item
based on the level of confidence that the authorized and
authenticated user of the mobile device 202 is the current user
of the mobile device 202. In a particularly useful embodi-
ment, the level of confidence may be represented as an accu-
mulated authentication score. Each authentication option
(e.g., simple pass code, full password, biometrics, etc.) may
be assigned a score and, based on the authentication informa-
tion provided by the mobile device, the accumulated authen-
tication score may be compared to a minimum score for
access to the encrypted data item. The level of confidence
may also be decreased with the amount of sensitive informa-
tion access on the mobile device. In one embodiment, a fixed
authentication score may be assigned to each authentication
option. In other embodiments, the authentication score for
each authentication option provided by the mobile device
may be modified based on one or more of a context of the
client device at a time of authentication, contexts of the client
device since authentication, and an amount of time passed
since authentication. For example, in one embodiment, a
range of scores may be assigned to each authentication option
provided by the mobile device, such that a particular authen-
tication score is selected within the range based, e.g., on the
confidence of the authentication option. Other representa-
tions of the level of confidence are also contemplated.

[0065] Inone embodiment, the level of confidence may be
determined based on the time of last successful authentication
of the user through the mobile device 202 or the method of
authentication, such as password or biometric authentication.
In another embodiment, the level of confidence may be deter-
mined based on the confidence of the authentication method
(e.g., the confidence of a fingerprint identification, voice rec-
ognition or facial recognition), the trust in the authentication
method itself (e.g., based on the difficultly to achieve a false
positive authentication by exploiting weaknesses in the
authentication method), or the sensitivity score of the data
item. In still a further embodiment, the level of confidence
may be determined based on the history of data access (e.g.,
based on volume, topic, average sensitivity, etc.) or the cur-
rent context of the device (e.g., current location, nearby
devices, etc.). For instance, the history may be used to deter-
mine if the data accessed or current context of the mobile
device 202 is unusual. The access history 312 may be used to
determine which encrypted data items were accessed in the
past from the mobile device 202. The authentication and
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context history store 314 may be used to determine the most
recent context for the mobile device 202.

[0066] In still other embodiments, the level of confidence
may be based on a current context, such as a context of the
mobile device 202 or the context of the user. The context of
the mobile device 202 may include one or more of the fol-
lowing: the current location of the mobile device 202, the
history of previous locations of the mobile device 202, the
history of previous compromises of the mobile device 202,
the ownership status of the mobile device 202 (e.g., corporate
owned or personally owned), the operating system of the
mobile device 202, the applications installed on the mobile
device 202, the current patch level of the mobile device 202,
the presence of known or suspected malware on the device,
and the security status of the networks which the device is
connected to. Other factors related to the context of the
mobile device 202 are also contemplated. The context of the
user may include one or more of the following: the manage-
ment status of the user, the business role of the user, the
history of the user’s access to data of known sensitivity, the
aggregated sensitivity score of all data items accessed by the
user, the history of the user in experiencing the loss or theft of
devices, and the history of the individual in accessing the
device. Other factors for the context of the user are also
contemplated.

[0067] In yet another embodiment, the level of confidence
may be determined based on the risk of device loss or unau-
thorized device access in the current or recent context of the
device (e.g., the probability of theft of the device at the current
location or at a previously visited location). In a preferred
embodiment, the policy decision module 222 may include a
risk engine to determine the risk of loss of mobile device 202
or the risk of unauthorized access to mobile device 202. In an
embodiment, the risk may be based on one or more of the
likelihood that the data item may be leaked or misused, the
potential damage of such leakage or misuse, etc. The likeli-
hood may be based on one or more of the sensitivity score of
the data item, the type of the data item, the access history 312,
the deviation of the most recent access patterns from the
access history 312 from a longer-term access patterns in the
access history 312, and the current context of the mobile
device 202. The potential damage may be based on one or
more of the sensitivity score of the requested data item, the
aggregated sensitivity scores of the data items the user has
accessed in the past, and the aggregated sensitivity scores of
data items that are currently stored on the mobile device 202.
In still another embodiment, the risk that the mobile device
202 may be lost or mishandled may be based on, e.g., the
user’s history of losing or mishandling the mobile device 202.
Other risk factors are also contemplated.

[0068] Based onthe level of confidence, the policy decision
module 222 may determine whether access to the encrypted
data item is allowed. If access is allowed, the authentication
manager module 310 retrieves the decryption key from
decryption key store 224 and sends it to the mobile device
202. If access is not allowed, additional authentication infor-
mation may be needed. The authentication manager module
310 may provide a list to the mobile device 202 including
authentication options, a score for each authentication option
which indicates the level of confidence, and a minimum score
to allow access to the encrypted data item.

[0069] Unused authentication information may be sent
from the mobile device 202 to the authentication and context
history store 314. For example, the authentication collector
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module 308 of the mobile device 202 may provide authenti-
cation information by performing continuous authentication
in the background. The continuously collected authentication
information may include biometrics (e.g., voice recordings,
pictures), usage patterns that indicate the current user is the
authorized user, etc. Other forms of continuously collected
authentication information are also contemplated. In another
example, authentication information may be provided by the
authentication challenge response module 306 on the mobile
device 202 responding to a challenge from the authentication
challenge module 316. The policy decision module 222 deter-
mines whether access is allowed based on the level of confi-
dence from the updated authentication information.

[0070] If no additional, unused authentication information
is available, authentication challenges may be created by the
authentication challenge module 316 based on the list of
available authentication options. Preferably, a set of one or
more of the least intrusive authentication options is selected
that fulfill the minimum authentication score needed for
access to the encrypted data item. A first authentication chal-
lenge may be sent from the authentication challenge module
316 to the mobile device 202. In some embodiments, the
authentication challenge module 316 may be configured such
that intercepted responses to challenges may not be reused at
a later time to gain unauthorized access to the encrypted data
item. In one embodiment, the authentication challenge mod-
ule 316 may send the challenges without the mobile device
202 requesting a decryption key for an encrypted data item.
The challenge may be responded to by authentication chal-
lenge response module 306 and/or authentication collector
308 on the mobile device 202.

[0071] In one embodiment, the authentication challenges
may involve user interaction, such as, e.g., entering a pass-
word/PIN, responding to biometric challenges such as taking
apicture or voice recordings, etc. In another embodiment, the
challenges may include non-interactive response, such as,
e.g., reporting the current location based on global position-
ing system (GPS) coordinates, responding to a signal receiv-
able only in certain locations to verify that the device is within
the limited signal range, etc. In another example, the authen-
tication challenge may include contacting a third party (e.g.,
a verification call to a call center) to respond the challenge.
The response may be submitted by the user on the mobile
device 202 to the authentication manager module 310 or may
be submitted directly by the third party to the authentication
and context history store 314. Other challenges are also con-
templated within the scope of the present principles. In some
embodiments, the authentication challenge response module
306 may be integrated into the app used to access the
encrypted data item (i.e., data access app 302 or secure viewer
app 304).

[0072] The first additional authentication information
response may be added to the current authentication informa-
tion of the user and it is determined whether the updated
authentication information of the user satisfies the authenti-
cation manager module 310. Preferably, the accumulated
authentication score of the authentication information of the
user is compared to the minimum authentication score for
access. If it is determined that the updated authentication
information is still not sufficient, a second authentication
challenge option may be selected and the process is repeated
until access is allowed or no other authentication options are
available.
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[0073] Ifthe policy decision module 222 allows access, the
appropriate decryption key may be transferred from the
decryption key store 224 to the mobile device 202. If the
policy decision module 222 denies access, the authentication
manager module 310 may send a message to the mobile
device 202 indicting that access is denied until the context
(e.g., location) changes.

[0074] Inoneembodiment, the policy decision module 222
may determine that a redacted version of the data item should
be displayed based on the level of confidence in the user’s
identity and the current context of the mobile device (e.g., in
a public location with a high risk of unauthorized access by
“shoulder surfing,” where a third-party observes the mobile
device 202 screen while the authorized user is viewing the
data item). In one embodiment, redaction may be imple-
mented in an aggregate protected data item, including several
versions of the encrypted data item at various levels of redac-
tion and each with different decryption keys. The policy deci-
sion module 222 may determine an appropriate decryption
key according to, e.g., the current level of confidence of the
user’s identity and the current context of the mobile device.
The data protection system 212 may also send multiple
decryption keys for all redacted versions ofthe data items that
are permissible to be accessed given the current level of
confidence of the user’s identity and the current context of the
mobile device to allow the mobile device 202 to select one of
them. It should be appreciated that the data protection system
212 may augment the protected data item by adding new
versions of the data item protected by a different method of
protection based on the current level of confidence of the
user’s identity and the current context if an appropriate redac-
tion it is not already present in the aggregate protected data
item.

[0075] Instill other embodiments, the policy decision mod-
ule 222 may send the decryption key to the mobile device 202
with a (e.g., warning) message. The message may be dis-
played to the user before displaying the data item to inform
the user to take proper precautions (e.g., “Please make sure
nobody can see your screen while viewing this data”). The
warning message may also mandate a confirmation by the
user to acknowledge that proper precaution is taken to protect
the data item (e.g., “Please confirm that nobody will be able to
view this data while it is displayed. Your confirmation will be
added to the audit logs for the data.”). User responses to a
confirmation may be stored in the access history 312 for later
auditing.

[0076] Once the encrypted data item is decrypted, the
decryption key may be securely deleted from the mobile
device 202. When the decrypted data item is closed, the
decrypted data item may be securely deleted from the mobile
device 202. For example, the decrypted data item may be
closed by switching applications on the mobile device 202,
locking the mobile device 202, activating a timeout screen-
saver, etc. Other implementations of closing the decrypted
data item are also contemplated.

[0077] Referring now to FIG. 4, a method 400 for control-
ling access to a data item stored on a mobile device is illus-
tratively depicted in accordance with one embodiment. In
block 402, the mobile device may initiate access to an
encrypted data item. Preferably, access to the encrypted data
item may be initiated by a data access app stored on the
mobile device. The data access app may access the encrypted
data item directly. In another embodiment, such as where the
data access app in unable to process the encrypted data item,
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a secure viewer app may access the encrypted data item. In a
preferred embodiment, the secure viewer app may be started
by clicking on a link.

[0078] Inblock 404, it is determined whether the encrypted
data item is already on the mobile device. For example, the
encrypted data item may already be on the device if the user
has previously viewed the data item or if the transfer of the
data item is performed by a background process (e.g., a data
sync). If the data item is not already on the mobile device, in
block 406, the data item may be requested from the data
protection system and transferred to the mobile device. Once
the encrypted data item is available on the mobile device, in
block 408, a decryption key for the encrypted data item may
be requested from the data protection system (e.g., from
authentication manager module 310 of FIG. 3).

[0079] In block 410, it is determined whether a user is
currently eligible to access the encrypted data item. In a
preferred embodiment, user eligibility may be based on a
minimum authentication score. Each authentication option
may be given a score, with the accumulated authentication
score of the user reflecting the level of confidence that the data
protection system has in the user’s identity. The accumulated
authentication score may be compared with the minimum
authentication score to determine whether a user is eligible to
access the encrypted data item. In one embodiment, deter-
mining eligibility of a user may be performed as discussed
with respect to FIG. 6. Other methods of determining user
eligibility are also contemplated.

[0080] Iftheuser was found to be eligible, a decryption key
may be sent to the mobile device. If the user was not found to
be eligible, in block 412, it is determined whether the data
protection system denied access to the encrypted data item or
needs additional authentication. If the server denied access to
the encrypted data item, in block 414, a message may be
displayed. For instance, the message may indicate that dis-
playing the data item is not possible in the current context and
can be retried in a different context (e.g., different location).
If the server did not deny displaying the encrypted data item,
but instead needs additional authentication, in block 416,
additional authentication is gathered. In one embodiment,
additional authentication information is gathered as dis-
cussed with respect to FIG. 5. Once additional authentication
information is gathered, the mobile device may again request
the decryption key for the encrypted data item with using the
updated authentication information (e.g., the updated accu-
mulated authentication score of the user), in block 408.

[0081] In block 418, a decryption key may be sent to the
mobile device to decrypt the encrypted data item. In one
embodiment, the decryption key may be sent to the mobile
device according to a level of redaction of the data item. For
example, a redacted version may be displayed based on a
level of confidence in the user’s identity and the current
context. Preferably, redaction may be implemented by storing
several versions of the encrypted data items at various levels
of redaction and each with different decryption keys. An
appropriate decryption key may be sent according to the level
of redaction.

[0082] In another embodiment, a decryption key may be
sent with a warning message. For example, the warning mes-
sage may be displayed before the data item is displayed,
informing the user to take proper precautions to, e.g., avoid
unauthorized access to the data through “shoulder surfing.”
The warning message may include an acknowledgement,
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such that the user must confirm that proper precaution is taken
to protect the data item. The user’s response may be stored for
later auditing.

[0083] Preferably, after decryption, the decryption key is
securely deleted from the mobile device. In block 420, the
decrypted data item may be displayed on the mobile device.
In block 422, once the decrypted data item is closed, the
decrypted data item may be securely deleted from the mobile
device. For example, the decrypted data item may be closed
due to switching applications, locking the device, timeout
activating screen saver, etc. The decrypted data item may be
immediately deleted or deleted at some future time. If the
application is re-activated at some later point in time, the
method restarts at block 402.

[0084] Referring now to FIG. 5, a method 500 for gathering
additional authentication information from a mobile device is
illustratively depicted according to one embodiment. In block
502, the data protection system may request additional
authentication information, as in block 416 of FIG. 4. Pref-
erably, the data protection system may provide a list to the
mobile device including authentication options, an authenti-
cation score for each authentication option indicating the
level of confidence for that option, and a minimum authenti-
cation score needed to access the encrypted data item. In
block 504, it is determined if additional, previously unused
authentication information is available. If unused authentica-
tion information is available, in block 506, the authentication
information may be updated with the unused authentication
information and sent to the data protection system. In one
embodiment, the mobile device may provide unused authen-
tication information by continuously collecting authentica-
tion information. For example, continuously collected
authentication information may include biometrics, usage
patterns, etc. In another embodiment, unused authentication
information may be provided by the mobile device by
responding to challenges from the data protection system. If
the unused authentication information is not sufficient, the
process restarts at block 502.

[0085] Ifthere is no additional unused authentication infor-
mation available, additional authentication challenges may
be sent to the mobile device to gather additional authentica-
tion information. In an embodiment, the authentication chal-
lenges may be sent without the mobile device requesting a
decryption key (e.g., randomly).

[0086] In one embodiment, the authentication challenges
may involve user interaction. For example, the challenge may
require a user to enter a password/PIN, respond to biometric
challenges such as taking a picture or voice recordings, etc. In
another embodiment, the authentication challenges may
include non-interactive response. For example, the authenti-
cation challenges may request a report of the current location
based on global positioning system (GPS) coordinates,
respond to a signal receivable only in certain locations to
verify that the device is within the limited signal range, etc. In
another example, the authentication challenge may include
contacting a third party (e.g., a verification call to a call
center) to respond the challenge. The authentication chal-
lenge response may be submitted by the user of the mobile
device to the data protection system or may be submitted
directly by the third party to the data protection system. Other
challenges are also contemplated.

[0087] Inblock 508, a least intrusive subset of authentica-
tion challenges may be selected that fulfill the data protection
system’s requirement for access. In a preferred embodiment,
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the data protection system’s requirement for access includes
the minimum score. In block 510, the mobile device responds
to the first authentication challenge. The response may
include interactive and non-interactive responses to the
authentication challenges. In block 512, the response to the
first authentication challenge may be added to the authenti-
cation information of the user. In block 514, it is determine
whether the authentication requirements are fulfilled by the
updated set of current authentication information. Preferably,
the authentication scores of the first authentication challenge
is added to the accumulated authentication score of the user
and compared to the minimum score needed for access to the
encrypted data item. The minimum authentication score may
be received by the mobile device as part of the request for
additional authentication information in block 502. In
another embodiment, after gathering one user authentication
response, the updated user authentication information is sent
to the data protection system. If the authentication challenge
response is still not sufficient, the process is repeated at block
502.

[0088] If the user authentication information satisfies the
authentication requirements, in block 516, the user authenti-
cation information may be sent to the data protection system.
Ifthe authentication requirements are not satisfied by the user
authentication information, in block 518, the authentication
option used is removed from the list of available authentica-
tion options and the process returns to block 510 for another
authentication challenge option on the list.

[0089] Referring now to FIG. 6, a method for determining
user eligibility for accessing an encrypted data item on a
mobile device is illustratively depicted in accordance with
one embodiment. In a preferred embodiment, access to an
encrypted data item may be based on an authentication score.
Each authentication option may be assigned a score. The
score may be fixed for each authentication option or may be a
range of scores for an authentication option, wherein the
score is selected within the range based on, e.g., the confi-
dence of the authentication option (e.g., the confidence in a
voice recognition authentication option). This allows for
assigning a trust in the authentication method itself and an
adjustment for the authentication action. Other factors to
select the authentication score within the range are also con-
templated. An accumulated authentication score based on the
user’s authentication information may be compared to a mini-
mum required authentication score to determine access to the
encrypted data item. Other methods of determining user eli-
gibility are also contemplated.

[0090] Inblock 602, the data protection system receives a
request from a mobile device for a decryption key for an
encrypted data item. In block 604, it is determined whether
the request includes updated authentication or context infor-
mation, such as updated location information. If the request
does include authentication or context information, in block
606, the data protection system may be updated. In one
embodiment, the access request and authentication informa-
tion may be forwarded to a security information manager
system to allow audits, alerting and other automated or
human reactions to the content access and authentication
information.

[0091] The data protection system may collect all pertinent
information relating to the data item (e.g., metadata, access
history for the mobile device, authentication and context his-
tory, security information, etc.). Based on the collected infor-
mation, in block 608, it is determined whether a user is eli-
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gible to access to the encrypted data item based on the policy
controlling access to the data item. The policy may base its
decision on a level of confidence that the authorized user of
the mobile device is the current user of the mobile device.

[0092] Inone embodiment, the level of confidence may be
determined based on the time oflast successful authentication
ofthe user through the mobile device or the method of authen-
tication, such as password or biometric authentication. In
another embodiment, the level of confidence may be deter-
mined based on the confidence of the authentication method
(e.g., the confidence of a fingerprint identification, voice rec-
ognition or facial recognition), the trust in the authentication
method itself (e.g., based on the difficultly to achieve a false
positive authentication by exploiting weaknesses in the
authentication method), or the sensitivity score of the data
item. In still a further embodiment, the level of confidence
may be determined based on the history of data access (e.g.,
based on volume, topic, average sensitivity scores, etc.) orthe
current context of the device (e.g., current location, nearby
devices, etc.). For instance, the history may be used to deter-
mine if the data accessed or current context of the mobile
device is unusual. The access history may be used to deter-
mine which encrypted data items were accessed in the past
from the mobile device. The authentication and context his-
tory store may be used to determine the most recent context
for the mobile device.

[0093] In still other embodiments, the level of confidence
may be based on a current context of, e.g., the mobile device
or the user of the mobile device. The context of the mobile
device may include one or more of the following: the current
location of the mobile device, the history of previous loca-
tions of the mobile device, the history of previous compro-
mises of the mobile device, the ownership status of the mobile
device (e.g., corporate owned or personally owned), the oper-
ating system of the mobile device, the applications installed
on the mobile device, the current patch level of the mobile
device, the presence of known or suspected malware on the
device, and the security status of the networks which the
device is connected to. Other factors related to the context of
the mobile device are also contemplated. The context of the
user may include one or more of the following: the manage-
ment status of the user, the business role of the user, the
history of the user’s access to data of known sensitivity, the
history of the user in experiencing the loss or theft of devices,
and the history ofthe individual in accessing the device. Other
factors for the context of the user are also contemplated.

[0094] In yet another embodiment, the level of confidence
may be determined based on the risk of device loss or unau-
thorized device access in the current or recent context of the
device (e.g., the probability of theft of the device at the current
location or at a previously visited location). In an embodi-
ment, the risk may be based on one or more of the likelihood
that the data item may be leaked or misused, the potential
damage of such leakage or misuse, etc. The likelihood may be
based on one or more of the level of confidence and the
current context of the mobile device. The potential damage
may be based on one or more of the sensitivity score of the
requested data item, the aggregated sensitivity score of the
data items the user has accessed in the past, and the aggre-
gated sensitivity score of data items that are currently stored
on the mobile device. Those skilled in the art will appreciate
that various methods can be used to create an aggregated
sensitivity score. Some examples for aggregation include
adding all scores, taking the maximum of the scores, or using
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monotone functions to map the individual scores into an
aggregated score. Other methods of aggregating the indi-
vidual scores are also contemplated. In still another embodi-
ment, the risk that the mobile device may be lost or mis-
handled may be based on, e.g., the user’s history of losing or
mishandling the mobile device. Other risk factors are also
contemplated.

[0095] If access to the encrypted data item is denied, in
block 610, a response may be sent to the mobile device
indicating that access to the encrypted data item is denied
until the context changes. Ifaccess is not denied, in block 612,
it is determined whether the level of confidence in the user’s
identity is sufficient to display the data item. For example, in
one embodiment, the accumulated authentication score of the
user is compared to a minimally required authentication score
to determine access to the encrypted data item. If trust is
sufficient to display the data item, in block 614, the decryp-
tion key is sent to the mobile device.

[0096] Ifthe level of confidence in the user’s identity is not
sufficient to access the data item, in block 616, then additional
authentication information may be needed. The data protec-
tion system may request additional authentication informa-
tion from the mobile device. In one embodiment, additional
authentication information is gathered as discussed with
respect to FIG. 5. A list of authentications that will suffi-
ciently increase the level of confidence in the user’s identity
to allow access to the encrypted data item may be created. In
one embodiment, the list of authentications is created by
creating a powerset of all available authentication options.
Each authentication option may be iteratively added to the
current authentication information of the user such that, if the
data protection system allows access to the encrypted data
item based on the authentication information of the user
including the selected authentication option, that selected
authentication option may be added to a list of possible
authentication options sufficient for accessing the encrypted
data item. In one embodiment, the list of authentication meth-
ods may include third party identity verification of the user’s
identity. In block 618, the list of authentication options may
be sent to the mobile device.

[0097] Having described preferred embodiments of a sys-
tem and method to provide server control for access to mobile
client data (which are intended to be illustrative and not
limiting), it is noted that modifications and variations can be
made by persons skilled in the art in light of the above teach-
ings. It is therefore to be understood that changes may be
made in the particular embodiments disclosed which are
within the scope of the invention as outlined by the appended
claims. Having thus described aspects of the invention, with
the details and particularity required by the patent laws, what
is claimed and desired protected by Letters Patent is set forth
in the appended claims.

What is claimed is:
1. A system for protecting a data item, comprising:

a sensitivity determination module configured to deter-
mine a sensitivity score of the data item and a current
protection level of the data item upon initiation of trans-
fer of the data item from a server to a client device;

a policy decision module configured to apply a policy to
determine an appropriate protection for the data item
based upon the sensitivity score and the current protec-
tion level; and
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a secure migration manager module configured to provide
aprotected data item to the client device by applying the
appropriate protection to the data item.

2. The system as recited in claim 1, wherein sensitivity

determination module is further configured to:

determine sensitivity scores for classes of data on the
server;

determine a class of the data item from the classes of data
on the server; and

assign a sensitivity score corresponding to the class of the
data item as the sensitivity score of the data item.

3. The system as recited in claim 1, wherein the policy
decision module is further configured to determine the appro-
priate protection based upon one or more of features of the
data item and features of the client device.

4. The system as recited in claim 3, wherein features of the
data item include one or more of type, creator, and indicator
of the data item.

5. The system as recited in claim 3, wherein features of the
client device include one or more of a history of compro-
mises, an ownership status, an operating system, a version of
the operating system, applications stored on the client device,
a patch status, suspected malware, a status of a network
connected to the client device, and an application of the client
device used to access the data item.

6. The system as recited in claim 1, wherein the secure
migration manager module is further configured to provide a
link referring to the protected data item.

7. The system as recited in claim 1, wherein the initiation of
transfer includes at least one of a request from the client
device and a server initiated transfer of the data item.

8. The system as recited in claim 7, wherein the request
from the client device is due to at least one of a user request,
a scheduled request, a signal received by a sensor of the client
device, and an event external from the client device.

9. The system as recited in claim 7, wherein the server
initiated transfer is due to at least one of a request from the
client device, a request from a second device, receiving data
from the second device, and a scheduled transfer.

10. The system as recited in claim 1, wherein the secure
migration manager module is further configured to apply at
least one of encryption, redaction, invertible obfuscation, and
non-invertible obfuscation.

11. The system as recited in claim 1, wherein the protected
data item includes more than one copy of the data item,
wherein at least two of the more than one copy of the data item
are protected by different methods of protection.

12. The system as recited in claim 1, wherein the client
device is a mobile device.

13. The system as recited in claim 1, further comprising a
data protection server including the sensitivity determination
module, the policy decision module, and the secure migration
manager module.

14. A system for protecting a data item, comprising:

a sensitivity determination module configured to deter-
mine a sensitivity score of the data item and a current
protection level of the data item using a data protection
server upon initiation of transfer of the data item from a
server to a mobile device;

a policy decision module configured to apply a policy to
determine an appropriate protection for the data item
using the data protection server, wherein the appropriate
protection is based upon the sensitivity score, the current
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protection level, and features of at least one of the data
item and the mobile device; and

a secure migration manager module configured to provide

a protected data item to the mobile device by applying
the appropriate protection to the data item using the data
protection server.

15. A system for accessing a protected data item, compris-
ing:

apolicy decision module configured to determine a level of

confidence that a user of a client device is an authorized
user of the client device to determine eligibility of the
user to access the protected data item in response to a
request to access the protected data item, wherein the
level of confidence is based on one or more of a context
of the client device, an authentication history of the
client device, and an access history of the user of the
client device; and

an authentication manager module configured to provide

access to the protected data item to the client device in
accordance with the level of confidence, such that a level
of confidence needed to access the protected data item is
based upon a sensitivity score of the protected data item

16. The system as recited in claim 15, wherein the context
of'the client device includes one or more of a current location,
a location history, a history of compromises, an ownership
status, an operating system, a version of the operating system,
an application stored on the client device, a patch status,
suspected malware, and a security status of a network con-
nected to the client device.

17. The system as recited in claim 15, wherein the level of
confidence is based on a context of the user, wherein the
context of the user includes one or more of a management
status, a business role, an access history to sensitive data
items, a history of device loss, and an access history of the
user.

18. The system as recited in claim 15, wherein the policy
decision module is further configured to:

assign a score to each authentication option;

determine an accumulated score by accumulating scores

for each authentication option provided by the client
device; and

compare the accumulated score with a minimum score

needed to access the protected data item.

19. The system as recited in claim 18, wherein the policy
decision module is further configured to modity the score for
one or more authentication options provided by the client
device based on one or more of a context of the client device
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at a time of authentication, contexts of the client device since
authentication, and an amount of time passed since authenti-
cation.

20. The system as recited in claim 15, wherein the policy
decision module is configured to request additional authenti-
cation information from the user based on the level of confi-
dence by:

providing a list of one or more additional authentication

options to the client device such that a set of one or more

of the additional authentication options will make the

user eligible to access the protected data item; and
receiving one or more additional authentication options.

21. The system as recited in claim 15, further comprising
an authentication challenge module configured to send
authentication challenges to the client device in accordance
with the level of confidence.

22. The system as recited in claim 15, further comprising
an authentication challenge module configured to request
additional authentication information by contacting a third
party to verify an identity of the user.

23. The system as recited in claim 15, wherein the authen-
tication manager module is further configured to send to the
client device one or more of a decryption key and obfuscation
inversion function corresponding to an appropriate level of
redaction of the protected data item, wherein the appropriate
level of redaction is based on the access history of the user of
the client device and the context of the client device.

24. The system as recited in claim 15, further comprising a
data protection server including the policy decision module
and the authentication manager module.

25. A system for accessing a protected data item, compris-
ing:

apolicy decision module configured to determine a level of

confidence that auser of amobile device is an authorized
user of the mobile device to determine eligibility of the
user to access the protected data item using a data pro-
tection server in response to a request to access the
protected data item, wherein the level of confidence is
based on one or more of a context of the client device, an
authentication history of the client device, and an access
history of the user of the client device; and

an authentication manager module configured to provide

access to the protected data item to the client device
using the data protection system in accordance with the
level of confidence, such that a level of confidence
needed to access the protected data item is based upon
sensitivity of the protected data item.
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