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WORKING DRAFT

A SURVEY OF ACCESS CONTROL MODELS

INTRODUCTION

Computer systems and the information that they create, process, transfer, and store

have become indispensable to the modem enterprise. In today’s on-demand, always

connected, data-driven worid—and especially in light of the tansformation of entire

national economies from manufacturing-based paradigms to knowledge-based ones—

many organizations rightly count their information systems among their most important

assets. Organizations often use these IT systems to store and process vast quantities of

sensitive data, which, if disclosed, could be potentially damaging to an organization. At

best, an organization may be embarrassed by an unauthorized disclosure; at worst, it

may lose its competitive stance in the market if the information were a proprietary trade

secret, or may be sued if the information were confidential customer information. Some

companies have gone out of business when the damage from an unauthorized access

proved too great for them to weather.

Loss of competitive advantage, or even going out of business, is, of course, a very

grave situation. However, it is not the worst outcome imaginable from an unauthorized

access to an information system. IT systems now integrate with—and even control—

critical national infrastructure components, such as the hardware components

responsible for the safe operation of power plants, chemical manufacturing facilities,

and transportation systems. Controlled access to these types of systems is critical

because of the very real potential for loss of life or massive environmental and

infrastructure damage that improper or malicious operation could cause.

Organizations use access control mechanisms to mitigate the risks of unauthorized

access to their data, resources, and systems. Several access control models exist.

Their corresponding access control mechanisms—the concrete implementations of

those access control models—can take several forms, make use of different

technologies and underlying infrastructure components, and involve varying degrees of

complexity. In some cases, the more complicated models expand upon and enhance

earlier models, while in other cases they represent a rethinking of the fundamental

manner in which access control should be done. In many cases, the newer, more

complicated models arose not from deficiencies in the security that earlier models

provide, but from the need for new models to address changes in organizational

structures, technologies, organizational needs, technical capabilities, and/or

organizational relationships.

The business-to-business (B2B) relationships that enable organizations to successfully

execute their missions, for example, sometimes require users or systems from one

business to access resources from business partners. Simpler access control models

often cannot adequately meet the complex access control requirements that such

relationships require, and so more granular, powerful, dynamic models and
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mechanisms are needed to address these new realities. In short, increasingly complex

data access and sharing requirements drive the need for increasingly complex access

control models and mechanisms (See Figure 1). The rest of this paper discusses current

and future access contro! models—including access control lists, role-based access

control, attribute-based access control, policy-based access control, and risk-adaptive

access control—and the infrastructure needed to support them.

Access Control Models
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