US 20200067976A1
a9 United States

a2y Patent Application Publication (0 Pub. No.: US 2020/0067976 Al

Jakobsson (43) Pub. Date: Feb. 27, 2020
(54) DETECTING PHISHING ATTEMPTS (52) US. CL
CPC .t HO4L 63/1483 (2013.01)
(71) Applicant: ZapFraud, Inc., Portola Valley, CA
(Us) (57) ABSTRACT
(72) Inventor: Bjorn Markus Jakobsson, Portola Classifying electronic communications includes receiving
Valley, CA (US) an electronic message. A watchlist is input comprising at
least one entry associated with an authoritative entity. At
(21) Appl. No.: 15/793,701 least one similarity score is computed based on an extent to
) which the message matches the entry in the watchlist. When
(22)  Filed: Oct. 25, 2017 the similarity score exceeds that threshold value, an indica-

L. tor is output of a risk that the message appears to be

Related U.S. Application Data associated with the authoritative entity. It is determined

(63) Continuation of application No. 14/487,989, filed on whether the message was sent from the authoritative entity
Sep. 16, 2014, now Pat. No. 10,277,628. based on at least one of attempting to verify an email

€01 Provisional application No. 61/378.229. filed on S authentication, and comparing an email address of a sender
(60) 120\;81103% application No. =<7, l1led on Sep. of the message to an email address associated with the

authoritative entity. Responsive to determining that the

message was sent from the authoritative entity, the message

is delivered. Responsive to determining that the message

(51) Imt. CL was not sent from the authoritative entity, a security action
HO4L 29/06 (2006.01) is performed.

Publication Classification

AN 116
N g

\\
\ Proxy
AN
~
> 110 7 112
’ J
Ve
7 | WebMail
Service
109 7 \\ N 114
“k P y . . )_
/ \ N
. / \ ™ Corporate Mail
|= T = il / \ Service
== /
/
/
/
104 Salesforce EX1015

Salesforce, Inc. v. IQX Corp.
[PR2026-00477



Patent Application Publication  Feb. 27, 2020 Sheet 1 of 26 US 2020/0067976 Al

116
)_

Proxy

7
/ 112

/ S

Web Mail
Service

114
)_

Corporate Mail
Service

104

FIG. 1



Patent Application Publication  Feb. 27, 2020 Sheet 2 of 26 US 2020/0067976 Al

200 ~

Communication Classification Platform >
08

)—206 )'—2

202 218
User Headgr Content
Profile Info Evalugnon Evalu_atlon
Engine Engine
)—21 4
Communication Quiqk Message Detai}gd Reviewer
Classifier Repository Classifier Coordinator

\—204 \—212
Honeypot J>

FIG. 2



Patent Application Publication  Feb. 27, 2020 Sheet 3 of 26 US 2020/0067976 Al

300\‘

)—302
Receive electronic communication

Determine that a likelihood that a potential recipient of )‘304
the communication would conclude the communication
was transmitted on behalf of an authoritative entity.

Assess the likelihood that the communication was )‘306
transmitted with the authorization of the authoritative
entity.

308
Classify the received communication based on a )_
combination of the determination and assessment.

FIG. 3



Patent Application Publication

Feb. 27,2020 Sheet 4 of 26

US 2020/0067976 Al

)—404

)—402

)—408

)—412

)—410

)—414

)—406

)—400

FIG. 4



Patent Application Publication  Feb. 27, 2020 Sheet 5 of 26

US 2020/0067976 Al

502
)_

506
j_

)—508

510 512
J

504
)_

500
)_

FIG. 5



Patent Application Publication  Feb. 27, 2020 Sheet 6 of 26

US 2020/0067976 Al

)—404

)—604

)—606

)—608 )—610

)—602

)—600

FIG. 6



Patent Application Publication  Feb. 27, 2020 Sheet 7 of 26 US 2020/0067976 Al

702
)_

FROM:| BANK OF XYZ (XYZZY @gmail.com)

700
)_

704
)_

706

Your account exhibits unusual
activity from foreign IP
addresses. You must log in
immediately to change the
password to limit your liability.

Click to log in.
708

FIG. 7



Patent Application Publication  Feb. 27, 2020 Sheet 8 of 26 US 2020/0067976 Al

External 06
Filtering Network
Unit

\‘826

)—812

,—804
Preprocessing Communications

Engine Interface
808—k \ /
Processor OCR 14
\ Engine J
Scorin Graphics )‘816
'ng Interpretation
Engine Engine
\—818
- Content
Action Evaluator l
Determination Sender 822

Engine Evaluator )
~ 20
824

FIG. 8



Patent Application Publication  Feb. 27, 2020 Sheet 9 of 26

900 ~

Message

!

US 2020/0067976 Al

)—902

908
)_

906
)_

910—{ 912—{

904
)_

914
)_

FIG. 9



Patent Application Publication

Feb. 27,2020 Sheet 10 of 26  US 2020/0067976 Al

1002
)_

1 0061

)—1 004

1008

1012
_k

1010
)_

1014

10181

1016
)_

1020

FIG. 10



Patent Application Publication

Feb. 27,2020 Sheet 11 of 26

1102
_k

1106_k

US 2020/0067976 Al

11041

11081

FIG. 11



Patent Application Publication  Feb. 27,2020 Sheet 12 of 26  US 2020/0067976 Al

1202
_K

1204
s J

1206

1302
)_

1208

1210

1402
)_

1212

SRS

1404_)\ ¢ j—1304
)—1214

1306

For all scores and rule
indicators, run
corresponding instructions.

N

1406
1402 /
/—1 404

<

FIG. 12



Patent Application Publication  Feb. 27,2020 Sheet 13 of 26  US 2020/0067976 Al

1302 1304 1306
S J S

1300
)_

FIG. 13



Patent Application Publication  Feb. 27,2020 Sheet 14 of 26  US 2020/0067976 Al

1304 1402 1404
J S J

1400
)_

FIG. 14



Patent Application Publication  Feb. 27,2020 Sheet 15 of 26  US 2020/0067976 Al

1506
)_

Message sender

1504
)_

Warning module

1502
Agent )_

)—1 508
Message recipient

1510
)_

Verification service

FIG. 15



Patent Application Publication

Feb. 27,2020 Sheet 16 of 26  US 2020/0067976 Al

Message

1602
)_

1610

1604
)_

1612

1606
)_

—1614—>

FIG. 16



Patent Application Publication  Feb. 27,2020 Sheet 17 of 26  US 2020/0067976 Al

1700\‘

)—1 702
FROM:|BANK OF XYZ Path A, B, C

1706 \_
12ABCOF | 1704

1710
Dear User, f

1712 g
_\ You must|log in|within )—1714

S~
\|48 hourslor welcance
your"v_1 716

FIG. 17



Patent Application Publication  Feb. 27,2020 Sheet 18 of 26  US 2020/0067976 Al

1800 ~
T’I 802 /1 804
FROM:| Alnc Path A B, C

\L1 806

1808
/f'
1810

Dear Bob, ,/J_

1812 -
\ We have transferred our[business|fo

SN
Bank XYZ LXOYGZO and want you to

1814~ _
know that. We will send you more

information
‘\\\\\1-1816

FIG. 18



Patent Application Publication  Feb. 27,2020 Sheet 19 of 26  US 2020/0067976 Al

1902
)_

log in cancel account _

login gi 2832 block service phishing
password freeze access o

PIN 36 hours lock funds 95%

\—1 904 \1 906 \1 908 \1 910 \‘1 912

1914
)_

unauthorized
Bank use
XYZ
50%

\—1916 \L1918 \2—1920

FIG. 19



US 2020/0067976 Al

Feb. 27,2020 Sheet 20 of 26

Patent Application Publication

P

uonoe
a)eJausn)

N&ONR

)

0¢ 'Old
~SO A
pu3g )
Buiysiyd SOA [AV4
se Ajisse|D
1
0c0oc
ON
820¢
Japues Japuss
MaIney m;oml\ ETE
ol Loy o>l
SOA ON ON
14104
3su 108dsns
JapIsuo?
21005 ¥
108dsns soA
Japisuo)
OSNR ¥

ySIy sulwlsleq

mwoow.lq

@OONIh

sauo(Q

uoluod JusjUod UEDS

X

¥sll 108dsns
aulwIgleq

Y

*

108dsns Ajijusp|

voomlh




Patent Application Publication  Feb. 27,2020 Sheet 21 of 26  US 2020/0067976 Al

2102
IS

Dear|{Busybank|Member,

2104—\ 2106
This emaijwas sent by the Busybank server to
\Iverifyllyour e-mailladdress. | You must|complete
this process by clicking on the link below and
entering in the small window your Busybank 2110

2114'\ ATM/Debit Card number and|PIN[that you use | 2112
on ATM. This is done for your[protection|=—]

becaurse|some of our members no longer have
access to their email address and we must verify
it.

To verify your e-mail address and access your
bank account, click on the link below. If nothing
happens when you click on the link (or if you use
AOL), copy and paste the link into the address
bar of your web browser.

21 16—K
Here To Verify Your Information:
21 181/4 www.busybank.com/verify |

FIG. 21



Patent Application Publication  Feb. 27, 2020 Sheet 22 of 26  US 2020/0067976 Al

2200 ~

2202

Your Checking Account atlACMEbank|

2204
We are letting you know, that¥you, as a
ACMEDbank checking holder, must
become acquainted with our new Terms and
Conditions and agree to it. Please, carefully
read all the parts of our new Terms and
Conditions and post your consent. Otherwise,
we will have to |sus§end your ACMEbank

checking account. U0

This measure is to prevent misunderstanding
between us and our valued customers.

We are sorry for any[inconviniencelit may cause.

herelto access our Terms and Conditions

page and not allow your ACMEbank checking
account suspension.

FIG. 22



Patent Application Publication  Feb. 27, 2020 Sheet 23 of 26  US 2020/0067976 Al

2302 )—2304
my name is | am

©
long lost distant will lawyer solicitor relative > 3
N

[e0]

huge sum 1000, ,000. > 3

N

)—231 0
transfer transferred transfered

your account bank details >

2312

2314

urgent urgently immediately right now >

FIG. 23A

Hi, my name is Mr. James Smith, and |
represent your long lost cousin, who
recently died.

He has left you a huge sum of money. |
need to transfer the money to your account

immediately.

FIG. 23B



Patent Application Publication  Feb. 27, 2020 Sheet 24 of 26

US 2020/0067976 Al

Receive electronic communication

2402
)_

Classify the received communication
using a collection of terms

2404
ia

FIG. 24



Patent Application Publication  Feb. 27, 2020 Sheet 25 of 26  US 2020/0067976 Al

--------------

FIG. 25



Patent Application Publication  Feb. 27, 2020 Sheet 26 of 26  US 2020/0067976 Al

_ 2602
Hi Granny, do you remember f
me? It's your old friend Jane!

I'm really sorry, | don’t )‘2604
remember you. Can you tell me
more?

I'm your old school friend,
Jane. We went to Orange )"2606
Elementary together. I'm
having fun selling lottery
tickets with my five grandkids.

Lotteries are great fun. What a 2608
neat way to spend time with )_

your grandkids. | have ten of my
own. Can | buy some tickets?

That's why | am reaching out

to you, Granny, you already

won! It's almost a million )‘2610

dollars. | saw your name on a

prize list! All you have to do to

collect is pay a processing fee
of $565.

FIG. 26



US 2020/0067976 Al

DETECTING PHISHING ATTEMPTS

CROSS REFERENCE TO OTHER
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/487.989, filed Sep. 16, 2014, which
claims priority to U.S. Provisional Patent Application No.
61/878,229 entitled DETECTING PHISHING ATTEMPTS
filed Sep. 16, 2014, both of which are incorporated herein by
reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] Individuals increasingly use electronic mail to
communicate with one another for personal and business
reasons. Unfortunately, unscrupulous individuals can use
electronic mail for nefarious purposes, such as to send
unwanted advertising email (e.g., SPAM) and perpetrate
fraud against victims. One technique for protecting legiti-
mate email users is the blacklisting of certain terms (e.g.,
“porn”), where the presence of a blacklisted term in a
message automatically results in the classification of the
message as SPAM. However, such techniques can be readily
defeated by the unscrupulous individual. As one example,
the unscrupulous individual may use terms that a human
would recognize, such as “pOrn” or “p.o.r.n,” but might not
appear on a blacklist. Further, blacklisting of terms can be
problematic in preventing fraud, where the goal of a fraud-
ster is often to craft a message that looks as legitimate as
possible (e.g., using only terms that commonly appear in
legitimate communications). There therefore exists an ongo-
ing need to protect against the victimization of legitimate
email users.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments of the invention are dis-
closed in the following detailed description and the accom-
panying drawings.

[0004] FIG. 1 illustrates an embodiment of an environ-
ment in which users of computer and other devices are
protected from communications sent by unscrupulous enti-
ties.

[0005] FIG. 2 depicts an embodiment of a communication
classification platform.

[0006] FIG. 3 illustrates an example of a process for
classifying communications.

[0007] FIG. 4 shows an example of a legitimate message
sent by a bank to a user.

[0008] FIG. 5 shows an example of a scam message sent
by a nefarious individual to a user.

[0009] FIG. 6 shows an example of a scam message sent
by a nefarious individual to a user.

[0010] FIG. 7 shows an example of a scam message sent
by a nefarious individual to a user.

[0011] FIG. 8 shows an embodiment of a message classi-
fication platform.

[0012] FIG. 9 shows an embodiment of portions of a
message classification platform.

[0013] FIG. 10 shows an example of processing that can
be performed on an electronic communication.

[0014] FIG. 11 shows components of an embodiment of an
electronic communication classification platform.
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[0015] FIG. 12 shows an example workflow for process-
ing electronic communications in accordance with various
embodiments.

[0016] FIG. 13 shows an example term watch list.
[0017] FIG. 14 shows an example rule list.
[0018] FIG. 15 shows an embodiment of an environment

in which message classification is coordinated between a
verification system and an agent.

[0019] FIG. 16 shows an embodiment of a process for
taking an action based on a classification of a message.

[0020] FIG. 17 shows an example message.

[0021] FIG. 18 shows an example message.

[0022] FIG. 19 shows two example rules.

[0023] FIG. 20 depicts an example of a process for clas-

sifying a message.

[0024] FIG. 21 shows an example content portion of an
email that is a phishing email.

[0025] FIG. 22 shows an example content portion of an
email that is a phishing email.

[0026] FIG. 23A depicts an example of a collection of
terms.
[0027] FIG. 23B shows an example of a fraudulent mes-
sage.
[0028] FIG. 24 illustrates an example of a process for

classifying communications.

[0029] FIG. 25 illustrates an example of an interface
configured to receive feedback usable to create collections
of terms.

[0030] FIG. 26 illustrates an example of a sequence of
messages.

DETAILED DESCRIPTION
[0031] The invention can be implemented in numerous

ways, including as a process; an apparatus; a system; a
composition of matter; a computer program product embod-
ied on a computer readable storage medium; and/or a
processor, such as a processor configured to execute instruc-
tions stored on and/or provided by a memory coupled to the
processor. In this specification, these implementations, or
any other form that the invention may take, may be referred
to as techniques. In general, the order of the steps of
disclosed processes may be altered within the scope of the
invention. Unless stated otherwise, a component such as a
processor or a memory described as being configured to
perform a task may be implemented as a general component
that is temporarily configured to perform the task at a given
time or a specific component that is manufactured to per-
form the task. As used herein, the term ‘processor’ refers to
one or more devices, circuits, and/or processing cores con-
figured to process data, such as computer program instruc-
tions.

[0032] A detailed description of one or more embodiments
of'the invention is provided below along with accompanying
figures that illustrate the principles of the invention. The
invention is described in connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical



US 2020/0067976 Al

material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is not unnecessarily obscured.

[0033] Disclosed herein are techniques for detecting a
large class of phishing-attempt communications (e.g.,
emails, SMSes, and other messages) that incorporate
human-readable content indications of association of a mes-
sage with an authoritative entity (such as a bank or other
financial services provider, shipping/postal carrier, cellular
or other utility provider, etc.) to appear to be legitimate/
trustworthy to a recipient. Examples of such human-read-
able content indications include content that is displayed to
a user, such as the sender email address, the sender name, the
message text, and any graphics or audio associated with the
message (whether incorporated into or linked to by the
message). Suppose “ACME Bank” is a legitimate bank. A
phishing-attempt communication (also referred to herein as
a “message”) might incorporate any/combinations of the
following into the communication: the term “ACME Bank”
(or similar) in the sender name or email, images with
likenesses of text or logos associated with ACME Bank, text
segments or images with contents matching to a large extent
messaging used by ACME Bank (e.g., “ACME Bank of
America”) but not by any other actual legitimate entity,
and/or references to web addresses containing material that
renders to any such information.

[0034] As will be described in more detail below, tech-
niques disclosed herein can be used to combine an assess-
ment of the likely end-user interpretation of the message
(including the apparent sender email address, friendly/dis-
play name, and message content) with an assessment of
whether the apparent sender matches the actual sender, and
to take actions in response, such as filtering actions or
reporting actions. This approach incorporates what end-
users will interpret a message as being with system infor-
mation about the message, determining discrepancies, deter-
mining matches with unwanted descriptions, and initiating
actions to remedy the problem.

[0035] FIG. 1 illustrates an embodiment of an environ-
ment in which users of computer and other devices are
protected from communications (also referred to herein as
“messages”) sent by unscrupulous entities. In the environ-
ment shown, a user of client device 102 (hereinafter referred
to as “Alice”) has an email account provided by web mail
service provider 112. Alice visits provider 112’s website
with her computer (via one or more networks/network types,
depicted collectively in FIG. 1 as a single network cloud
110) to read and write email. Alice also accesses her email
account via mobile phone 104. A user of client device 106
(hereinafter referred to as “Bob”) has an email account
provided by his employer (i.e., hosted by corporate mail
server 114) and also has an account with provider 112.
[0036] A nefarious individual (hereinafter referred to as
“Charlie”) uses client device 108 to perpetrate fraud on
unsuspecting victims. In particular, Charlie is a member of
a criminal organization that engages in a variety of email
scams. One example scam is a phishing scam, in which
criminals contact unsuspecting Internet users using mes-
sages that appear to be authored by legitimate entities such
as banks, with the goal of tricking the victims into clicking
on links in the messages and providing banking credentials
(e.g., usernames and passwords) or other sensitive informa-
tion. In addition to, or instead of collecting sensitive infor-
mation from victims, nefarious individuals can use phi
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shing-attempt communications to trick victims into clicking
on links that result in drive-by-downloads or other harmful
consequences. Phishing messages can be particularly prob-
lematic because they often contain text, logos, or other
symbols that users associate with legitimate messages. Fur-
ther, such messages often include statements that are suc-
cessful at encouraging users to interact with them, such as
“you need to change your password,” or “please confirm
your account information is correct,” or “you’ve received a
payment, click here to log into your account and confirm
receipt.”

[0037] In contrast to typical SPAM messages which may
contain readily blacklistable terms like “porn,” one of the
reasons that a phishing scam message is successful at
tricking victims is because it appears to be a legitimate
message from a trustworthy entity. Terms frequently present
in a phishing message, such as “bank” or “account” are also
very prevalent in legitimate email. Indeed, a phishing mes-
sage might appear to a recipient to contain, verbatim, the text
of a legitimate message sent by a legitimate entity (but, e.g.,
contain one or more different URLs or mailto links to
harmful resources instead of legitimate ones). The degree of
possible customization of scam messages makes it particu-
larly difficult for existing email filters to provide sufficient
protection, as evidenced by the ongoing success of such
scams.

[0038] Described herein are techniques for protecting vul-
nerable users from malicious entities such as Charlie. In
particular, as will be described in more detail below, com-
munications are examined and classified by a classification
platform 200, which can be operated as a single, standalone
device, and can also be at least partially incorporated into a
variety of the components shown in FIG. 1, or other com-
ponents (e.g., not shown in FIG. 1) as applicable.

[0039] In addition to protecting phishing attempts, other
abuses can be protected against using techniques described
herein. For example, potential misuse of trademarked terms
or logos can be flagged, where such terms/logos appear in
messages not transmitted by the rights holder. Further,
different configurations can be selected from in implement-
ing the techniques described herein. As one example, plat-
form 200 can determine the extent to which different abuses
are covered by different parameter choices for a given user
after reviewing some email traffic to and from the user in
question, by running for a period of time, and/or by statis-
tical methods that compare the user to similar users using the
technology. It is possible to start with one configuration and
change to another configuration if the first one is not
appropriate, whether, e.g., because it is believed to remove
desired communications or because it fails to remove com-
munication that is a risk to the vulnerable user. This can be
determined among other things from direct feedback from
the protected vulnerable user; by manual or automatic
scrutiny of quarantined messages, where it is determined
what portion of this traffic was legitimate; and/or by scrutiny
of the contents and quantity of the mail that is identified as
bad. This provides an opportunity to change the settings over
time to make them more appropriate for a given protected
user (or group of users, such as an enterprise organization),
or to adopt the protection features to a changing problem, as
the circumstances and exposure of the protected user
change.

[0040] The techniques described herein can be incorpo-
rated into a variety of systems, in a variety of ways, and in
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various combinations. For example, Alice’s web browser
(e.g., on client 102 or client 104) can be configured to use
a plugin whenever she accesses mail service 112. The plugin
can be configured to perform at least some of the techniques
described herein as being performed by platform 200. As
another example, a client-side filter can be included on client
device 106 and configured to scan/filter all, or a portion of
the incoming/outgoing traffic of the device (e.g., traffic
between corporate mail service 114 and/or web mail service
112, irrespective of what type of mail client is used by Bob
to access his mail). In yet other embodiments, a regular mail
client (e.g., Microsoft Outlook) is modified to support at
least some of the techniques described herein. Accordingly,
it is to be understood that, while some techniques are
described herein as being performed by platform 200, such
techniques can be performed in a variety of environments,
by a variety of devices, whether working standalone or in
cooperation with other devices.

[0041] The techniques herein can also be provided by
service providers (e.g., operating embodiments of platform
200 or configuring their infrastructure to cooperate with
embodiments of platform 200). For example, Alice’s ISP,
web mail service 112, and corporate mail service 114 can
each/all provide services in accordance with the techniques
described herein. In particular, existing infrastructure pro-
vided by the service provider(s) can be adapted to provide at
least some of the services described herein, or such services
can be provided by one or more separate modules. For
example, at least a portion of the functionality of platform
200 can be provided as a gateway (e.g., such that all of the
mail of an enterprise is filtered by such a gateway as it
arrives/is downloaded). As another example, the function-
ality of platform 200 can be provided at least partially by a
milter (e.g., such that some portion of message processing is
performed for free on behalf of an ISP, and any usage above
that portion is charged to the ISP based on a contractual
agreement). As yet another example, such services can be
provided by proxies. The proxies can be controlled by the
service providers (e.g., on premises), and can also be pro-
vided by a third party as an external service to the service
provider. Service providers may opt to provide the services
described herein to all users, and can also provide the
services on a per-user basis. As one example, Alice could
choose to “opt-in” to having web mail service 112 provide
her with protections, while Bob could choose to forgo
having web mail service 112 provide him with protection. As
another example, Alice’s ISP might automatically enroll her
in protection services (e.g., based on her age or other
demographic information indicative of her being particu-
larly vulnerable, or based on any prior history of Alice
having been victimized in an email scam). Bob, having
different characteristics, would not automatically be enrolled
(but could nonetheless be offered the ability to opt-in).

[0042] In some embodiments, a proxy 116 performs scan-
ning/filtering services on behalf of users as a third party
subscription service. For example, Alice’s daughter “Eve”
can purchase a subscription on behalf of her mother, Alice,
or Alice might purchase a subscription for herself. As
another example, Bob can purchase a subscription for him-
self, or his employer might subsidize the subscription on his
behalf. As yet another example, customers of an entity, such
as ACME Bank, or a particular credit card, or other com-
pany, can be offered a subscription (whether complementary,
at a discounted rate, etc.) by the entity. The proxy is
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configured with the user name(s) and password(s) or other
credentials for the email accounts to be protected as needed.
The usernames/credentials can be collected in a variety of
ways. As one example, the user (e.g., Alice) can be explicitly
asked to provide them. As another example, the information
can be automatically collected on her behalf. The proxy can
then access the account(s) periodically, or screen and filter
traffic as it is being sent to and from the subscribed user.
[0043] In situations such as where services are provided
by a third party (e.g., protections for Alice’s account with
web mail service 112 are provided by third party proxy 116),
a filter can be used in order to avoid polling the email service
provider (e.g., service 112) too often, which could be
considered abusive/disruptive to the operation of service
112. One way to provide such filter services is by changing
the DNS lookup tables associated with the client device, and
thereby causing all traffic to be filtered by the proxy as it is
being downloaded from web mail service 112 to the client
device. Another approach is to augment the access function-
ality on the client device so that proxy 116 is notified when
the client device attempts to access the account. As it is
being notified, it performs the filtering activity. In yet other
embodiments, proxy 116 provides a middleware component
to device 102, where the middleware component catches
calls made by the mail reader program (or browser) residing
on the client device and then initiates a call to the web mail
service 112. In yet other embodiments, the proxy mimics a
client device that is constantly logged in and is polling for
updates at a frequent but reasonable rate, such as once every
minute.

[0044] In various embodiments, combinations of the com-
ponents described above are used. For example, Alice can be
protected both by a plugin or executable installed on client
device 102, and one or more external protection services
(e.g., offered by her ISP, by proxy 116, or by web mail
service 112). In this scenario, Alice will be protected both
when she uses her client computer 102 to read her mail, and
also when she checks her mail in other places, such as at a
library terminal or hotel kiosk. Finally, while the techniques
described herein are generally described in conjunction with
evaluating email communications, other forms of commu-
nications can also be monitored/filtered as applicable. For
example, instant messaging clients can monitored (whether
at the client, via a proxy. or at a server), and messages being
sent to/from the protected user on such services treated in a
similar way as is described for the emails, as applicable.
SMS/MMS messages are another example of communica-
tions that can be screened/managed using the techniques
described herein. Other communication technologies can
also be monitored and filtered, as applicable. For example,
automated voice recognition techniques can be used in
conjunction with the screening of voicemail messages (e.g.,
in conjunction with a service such as Google Voice) or calls,
and escalation involving human review could be performed
(e.g., with the consent of the callee).

[0045] —Communication Classification Platform—
[0046] FIG. 2 depicts an embodiment of a communication
classification platform. As shown in FIG. 2, platform 200
can comprise a single device, such as standard commercially
available server hardware (e.g., with a multi-core processor,
4+Gigabytes of RAM, and one or more Gigabit network
interface adapters) and run a typical server-class operating
system (e.g., Linux). Platform 200 can also be implemented
using a scalable, elastic architecture and may comprise
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several distributed components, including components pro-
vided by one or more third parties. As explained above,
platform 200 (or portions thereof) can be incorporated into
a variety of different components depicted in the environ-
ment of FIG. 1. As one example, all or portions of platform
200 may be provided by web mail service 112. As another
example, portions of platform 200 may be located on client
(or other) devices, such as client device 102 and portions not
located on the client device may be omitted, or provided by
a third party, as applicable.

[0047] In some embodiments, platform 200 includes a
database 202 of user profile information. As one example,
where proxy 116 implements platform 200, database 202
could include, for each user of the proxy, the user’s user-
name/password information for sites that are proxied. Data-
base 202 can also include information such as the user’s
credit card information (where the proxy is run as a paid
service), contact information, and any user-specific customi-
zations. Examples of such customizations include user-
specific whitelists (and any contextual information used to
construct those lists, such as temporal information associ-
ated with message exchange), scoring thresholds, etc.,
described in more detail below. As another example, where
client device 102 implements platform 200, database 202
can be implemented as one or more configuration files
specific to the user(s) of the device. Further, in some
embodiments communications for all users are handled the
same way, and database 202 (and/or user-specific profile
information) is omitted, or reduced in scope, as applicable.

[0048] In some embodiments, when platform 200 receives
a communication for processing, the communication is
provided to quick classifier 204. Header evaluation engine
206 evaluates any headers associated with the communica-
tion. Examples of information evaluated by engine 206
include: the sender/originator of the communication (includ-
ing email address and friendly/display name), the apparent
location and IP address of the sender, and the type of domain
used by the sender. The header evaluation engine can also
evaluate circumstances associated with the communication
transmission, such as the time of day it was received, and
whether it appears to be a first contact with the user, or a
subsequent communication. Content evaluation engine 208
evaluates the content of the communication. As will be
described in more detail below, two types of evaluation are
performed. The first type of evaluation is an evaluation of
the likelihood a potential viewer of the content would
conclude that the content was sent on behalf of an authori-
tative entity (e.g., whether a text segment, a corresponding
image, or combination thereof matches, to a threshold
extent, messaging used by a given authoritative entity). As
will be described in more detail below, “collection of
terms”-based evaluation is one way that a determination can
be made about whether message content would appear to
have been sent by an authoritative entity. In various embodi-
ments, platform 200 includes a content database 216 (or
other appropriate data storage or set of data storages) that
includes collections of terms associated with various
authoritative entities (e.g., national banks, payment services,
etc.) as well as graphical and/or other media associated with
those entities (e.g., logos, fonts, and style sheets). The
contents of database 216 can be provided by a single
provider (e.g., tasked with creating collections of terms and
collecting logos/trademarks/etc. of legitimate authoritative
entities) and can also be provided by (and/or managed by)
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multiple providers (e.g., authoritative entities can make use
of APIs or other mechanisms to submit collections of terms
and/or media associated with their respective brands/iden-
tities) to platform 200. Techniques described herein can also
be overlayed on or combined with other content-matching
techniques.

[0049] The second type of evaluation is an evaluation of
the likelihood the content was in fact sent on behalf of that
authoritative entity.

[0050] In some embodiments, platform 200 includes a
honeypot engine 222 configured to collect fraudulent mes-
sages, along with their sender information, by generating
traffic from one or more honeypot accounts; and collecting
and evaluating traffic to such accounts. The indications of
fraudulent activity derived from these actions can be used to
help improve the filtering of messages received by real
users.

[0051] In some embodiments, a tertiary classification
(e.g., “bad,” “good,” and “undetermined”) is made based on
the performed evaluations (and, if applicable, taking into
account any user-specific information). Where the result of
the evaluation is “undetermined,” the communication is
optionally stored in repository 210 and provided to detailed
classifier 212 for enhanced processing. In some embodi-
ments, quick classifier 204 is provided by one entity (e.g., is
located on device 102 or provided by an entity such as
corporate mail service 114), and detailed classifier 212 is
provided by another entity (e.g., is provided by a third party
operator of platform 200, proxy 116, an ISP, or other
applicable entity).

[0052] In various embodiments, quick classifier 204 and
detailed classifier 212 employ different classification tech-
niques. For example, quick classifier 204 may rely solely on
white/blacklists (e.g., requiring less than one second to
process a message), while detailed classifier 212 may
employ machine learning or other more sophisticated/re-
source-intensive automated review techniques (e.g., requir-
ing two minutes of processing per message). In some
embodiments, detailed classifier 212 makes use of one or
more human reviewers instead of or in addition to perform-
ing automated analysis. For example, review coordination
engine 214 can make available a copy of the communication
to one or more human reviewers, who determine whether the
communication appears to have been sent on behalf of an
authoritative entity. Examples of such communications
include banks statements/notices from banks, online mer-
chants, and others, instructing a user to take an action. An
example of a kind of communication a reviewer would not
classify as appearing to have been sent on behalf of an
authoritative entity is a typical human-human message (e.g.,
a message sent by Bob to Alice. The reviewer feedback is
provided back to detailed classifier 212, which uses the
information to determine a final disposition/classification of
the message. In some embodiments, when a message is sent
out for human review, the conclusion of the human review
decides the disposition of the message. In other embodi-
ments, the human classification is treated as one factor of a
score (e.g., worth 50 points). The reviewers may comprise a
variety of individuals, including paid employs of the opera-
tor of platform 200, other users of platform 200 (e.g., who
perform reviews in exchange for a discount/rebate on ser-
vices), a family member (e.g. Eva on behalf of Alice), and/or
members of a third party outsourcing platform, such as
Amazon Mechanical Turk. In some cases, such as where the
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human analysis is performed by a trusted entity within an
organization (e.g., a member of the IT department reviewing
an email sent to Bob at his work address), the full text of the
message may be provided to the reviewer. In other embodi-
ments, the message is partially redacted prior to being
provided to a reviewer.

[0053] FIG. 3 illustrates an example of a process for
classifying communications. In some embodiments, process
300 is performed by platform 200. As explained above, other
embodiments of platform 200, and other devices/combina-
tions of devices, as applicable, can also perform process 300.
The process begins at 302 when an electronic communica-
tion is received. As explained above, the communication can
be received in a variety of ways, depending on where
platform 200 is located’/how it is configured. For example,
where platform 200 is incorporated into corporate mail
service 114, platform 200 can receive the communication in
conjunction with the corporate mail service receiving the
message. As another example, where platform 200 (or
portions thereof) are incorporated into a mail client, such an
embodiment of platform 200 can receive the message (along
with other messages) when a user of the mail client starts the
client. At 304, a determination is made as to the likelihood
that a potential recipient of the communication would con-
clude that the communication was transmitted on behalf of
an authoritative entity. Examples of authoritative entities
include specifically named banks and other financial ser-
vices providers, specifically named shipping/postal entities,
and specifically named merchants/marketplace providers.
Additional examples include non-specified entities purport-
ing to be authoritative (e.g., a message from “Your Bank™ or
“Your Accountant” claiming that “your bank account details
need updating” without naming a particular bank). One
example of processing that can be performed at 304 is as
follows: platform 200 matches a text component of a mes-
sage (e.g., the header, content, or both) with a profile
indicative of either a phishing attack (or other type of
abusive email) or of a legitimate message from a legitimate,
authoritative entity, resulting in an output comprising one or
more domain names or other identifiers of parties associated
with the text component, or an indication that the message
does not match any such parties. As described in more detail
below, one way the text component can be evaluated is by
use of a “collection of terms,” where such a collection is
indicative of at least one of a particular type of abuse; the
identity of one impersonated authoritative entity or message
sender; and the identity of one legitimate authoritative entity
or message sender.

[0054] At 306, platform 200 performs an assessment of
the likelihood that the received communication was in fact
transmitted with the authorization of the purported authori-
tative entity (e.g., if the message claims to come from
“ACME Bank,” did it in fact come from ACME Bank or one
of its associates, or was it sent by Charlie). One example of
processing that can be performed at 306 is to determine
whether there is a match of the sender information and the
one or more domain names or other identifiers produced at
304. Technologies such as Domain-based Message Authen-
tication, Reporting, and Conformance (DMARC) or
DomainKeys Identified Mail (DKIM) can be used as part of
this determination. Another approach is to determine the
sender information based on the delivery path associated
with the message, where any atypical delivery path is
indicative of the message being spoofed. For example, a
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delivery path is atypical if it involves a node that is believed
to be compromised, has a poor reputation (e.g., as recorded
in a local or third party provided database of known suspect/
malicious IP addresses), or which is not on the expected path
between the claimed sender and the message recipient, based
on how messages typically are transmitted.

[0055] Finally, at 308, the message is classified based on
the outcome of the processing performed at 304 and 306. As
one example, a security determination is made at 308 based
on the processing performed at 304 and 306. This security
determination can be used to select a course of action,
including one or more of delivering the message, filtering
out the message, placing the message in a spam folder,
notifying a third party of the message or aspects of it, such
as from where it was sent, and notifying a third party of
statistics relating to one or more messages that have been
processed. As explained above, one security determination
can be that the message is a phishing attempt (e.g., a
malicious individual is trying to trick a target into taking an
action under the false belief the message was sent by a
legitimate entity). A second security determination can be
that the message is inappropriately using text/images asso-
ciated with a legitimately entity (e.g., a potential trademark
or copyright violation). Different actions can be taken based
on the outcome of the security determination, as will be
described in more detail below.

[0056] In addition to matching against words, other con-
text can also be matched against, instead of or in addition to.
For example, matching the intention, story associated with,
or type of action requested in the message, can all be
performed, such as by using equivalence techniques
described in more detail in the “collection of terms” section
below. As one example, to match a story in which a recipient
is told that he or she has to perform an action associated with
her account or there would be negative consequences, one
can detect words “immediately,” “log in,” and “account.”
Instead of “immediately,” one can also detect any word or
term with a similar meaning or intent, such as “as soon as
possible” or “within” and “hours.” Instead of “log in,” one
can detect either “access,” “verify,” or “authenticate.” Simi-
larly, instead of “account,” one can detect “profile” or
“information.” If not all of these terms occur in a message,
the presence of other indicators, such as logos or URLs that
may be deceptive due to containing part of the domain name
of the authoritative entity can be used as indicators of
sufficient certainty (i.e., above a threshold amount) that a
message is likely to give an impression of being associated
with a given authoritative entity. An example of a deceptive
URL is www.evilhacker.com/acmebank-login since it con-
tains a string that is similar to “ACME Bank.” Another
deceptive URL is one where the text URL that is displayed
to the end user is significantly different from the URL of the
hyperlink, e.g., they are associated with different domains.
This is particularly deceptive if the domain of the hyperlink
is a domain that is associated with fraudulent behavior, or if
the displayed domain is a domain that corresponds to a
commonly phished brand. As another example, the sender
address of a message is human-readable content to some
users who pay attention to the email address of the sender.
Thus, if the sending email address is “acmebank@yahoo.
com” (which is not an address that officially belongs to
ACME Bank, but rather, belongs to whatever Yahoo user
who registered it) or “acme@banking.com” can also be used
as indications associated with ACME Bank. Similarly, if the
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“friendly name” (or “display name”) associated with an
email address has a strong relationship to an authoritative
entity’s name, then it can also be considered to be an
indication. For example, if the owner of the account,
“joe@gmail.com,” sets a friendly name that is “ACME Bill
Payment,” then the friendly name is considered to be indica-
tive of content associated with ACME Bank. In some
embodiments, automatic parsing of a message is performed
by platform 200 to determine whether the contents suffi-
ciently match a profile associated with a legitimate authori-
tative entity, such as ACME Bank. Platform 200 determines
whether it is plausible that a potential recipient would
believe that the message originated from or was legitimately
sent with the permission of the authoritative entity.

[0057] In some embodiments, platform 200 outputs a
score associated with an association to an authoritative
entity, indicating the probability that the content will appear
legitimately related to the authoritative entity to a typical
user, according to a selected assessment. As one example, a
message with text that closely corresponds to a common
ACME Bank email message (e.g., a monthly statement
reminder), or an email containing logos closely resembling
the ACME Bank logo would result in higher scores than an
email message that says “Hi there!” and nothing else, but
where the friendly address associated with the sender is
“ACME Bank.” One way of determining such a score is by
associating a value with each rule in a rule set, and output-
ting the highest score of the rules that are triggered by a
message. In some embodiments, such rules are stored in
database 218 (or any other appropriate store) on platform
200, and are configurable, such as by an administrator of
platform 200. Another way of determining the score is to use
a function of the individual scores, such as a weighed sum
of them. In one example, a first rule corresponds to one
collection of terms of the message portion; a second rule
corresponds to another collection of terms of the message
portion; a third rule corresponds to a collection of terms
associated with the friendly address. The following are three
examples, where the higher the score, the more likely a
human recipient would perceive the message as having been
sent by an authoritative entity.

[0058] Example 1: a first rule states that if a communica-
tion contains the terms “log in,” “within XX hours” (where
XX represents a number), and one of the words: “alert,”
“notification,” or “security,” then the message is assigned a
score of 85.

[0059] Example 2: a second rule states that if a message
contains the terms “security alert” and “log in” then the
message is assigned a score of 40.

[0060] Example 3: a third rule states that if a message
contains the term “ACME Bank” or the friendly address of
an email contains the word “ACME,” and the message
contains an image component that matches the logo of
ACME Bank, then the message is assigned a score of 100.
Example ways the image match can be performed include
using edge detection techniques, color pattern analysis,
optical character recognition, and/or combinations of such
techniques, as well as any other image comparison tech-
niques (e.g., which are robust against typical modifications
of images, such as cropping, rotating, resizing, adding or
removing elements). Note that while a phishing email con-
taining an ACME Bank-related image would cause this rule
to be triggered, so would typical legitimate messages sent by
ACME Bank that contain ACME logos.
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[0061] In some embodiments, to prevent attackers from
using misspellings to evade detection, each term corre-
sponds to an equivalence class containing common versions
of the term. For example, the equivalence class for “ACME
Bank” contains “A-C-M-E Bank,” “AKME Bank,” and
“ACMAY Banc.” Any such term in a message is therefore
mapped to the term “ACME Bank,” and considered equiva-
lent to that term during the evaluation of the rules. Moreover,
in some embodiments, the processing of a message by
platform 200 includes performing a normalization prepro-
cessing wherein case is adjusted (e.g., to all lower-case or all
upper-case, as applicable), misspellings corrected, and
where characters with similar appearance are mapped. An
example of the latter is that the digit O is mapped to the letter
O whenever surrounded by letters. Some characters are also
mapped to multiple other characters. For example, the digit
1 is mapped both to a capital i and a lowercase L in the
context of other letters, e.g., “Flash Bank” is replaced by
“Flash Bank™ and “Fiash Bank.” This replacement can be
performed in a local copy of the message being evaluated,
and can also be performed implicitly by determining
whether either of the two resulting terms is an existing term
associated with any rule.

[0062] Friendly/display names and email addresses can
similarly be parsed to determine matches (e.g., using col-
lection of terms rules, equivalence analysis, etc.). For
example, a friendly/display name can be parsed by breaking
the string into components, where the components are words
and non-word characters, and where these components are
compared to the components of a collection of terms rules.
For example, one such rule can specify the terms “ACME”
and “Bank,” which would cause all of the following
friendly/display names to trigger the rule: “ACME BANK,”
“AC ME BANK,” “BANK OF ACME,” “aCME BANK,”
etc. By including misspellings in the equivalence classes of
“Bank,” the following friendly/display names would also
trigger the rule: “ACME Banking,” “ACME Bankers,”
“ACME Bnk,” etc. In some embodiments, the distance
between a target authoritative entity name and a name in an
email address or friendly address is computed and compared
to a threshold, where the comparison triggers a rule if the
difference is smaller than a threshold that may be specific to
the authoritative entity. The distance measure can take a
variety of forms, including, one of an edit distance, a
Hamming distance, or a similar distance metric. In some
embodiments, a support vector machine is used to detect
friendly addresses and email addresses that are indicative of
a given target authoritative entity, such as ACME Bank, after
being trained with large numbers of common friendly/
display names used by fraudsters to imitate the target
authoritative entity. A support vector machine can also be
used to identify human-readable content indicators associ-
ated with various authoritative entities, and trigger rules if a
sufficient similarity (e.g., more than 75%) is detected.

[0063] In some embodiments, to parse message content,
URL content, email address content, and/or friendly/display
name content, a variety of pre-processing is performed on
the content. One example is mapping images to text or labels
using optical character recognition (OCR) techniques, which
would map an image looking like the text “ACME” to the
text “ACME,” or a label associated with ACME Bank. This
way, attackers would not be able to evade the text parsing
methods (e.g., based on identifying a collection of terms) by
making some key terms non-detectable. Another example is
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to identify logos and map them to text or labels correspond-
ing to the logos—such as mapping images bearing a suffi-
ciently strong resemblance to the ACME Bank logo (e.g.,
using a threshold amount of 75%) to a text “ACME” and to
a text “ACME Bank”, or to a label associated with ACME
Bank. Another form of parsing is separating content into
words or other components, including by identifying sepa-
rating spaces, characters, change in colorization, and by
identifying substrings that are recognized as words. For
example, this would cause an input string “A-C-M-E B.a.
nk” to be replaced by “ACME Bank” as the separating
characters (in this case - and .) are removed. An another
example, consider a text “ARC-MOE! Boa nuke” in which
some characters (“R-O! o ue”) would be colored in the same
or a similar color as the background, and the remaining
characters (“A C M E Ban k™) would be colored in a
substantially different and clearly visible color. In this
example, the parsing would replace the characters that are
hard to see with spaces or other separating characters, after
which these would be parsed and removed, resulting in a text
“ACME Bank” or corresponding label. Alternatively, these
two processing steps can be performed together, automati-
cally eliminating the separating characters that are not
visible to a typical observer. Yet another form of processing
is normalizing including case, spelling, and removing or
normalizing punctuation.

[0064] An additional kind of normalization can further be
performed, in which terms that are considered equivalent are
mapped to one or more representative of the terms. For
example, the term “login” may be considered equivalent to
“log in” and “log-in”, and all three represented as “login”, or
a label associated with this term. This extends beyond
simple spelling variants; for example, the term “log in” may
be considered equivalent to “respond,” “reply,” “let us
know,” “update,” and “confirm,” even though these words
do not have the same meaning. The equivalence would
instead be based on how these different terms may be used
by a scammer to achieve one and the same general goal,
which in this example is to make the user react to the
message, performing a action that includes typing her cre-
dential. Then, exclusion areas are identified, where these
exclusion areas can be configured to include User Generated
Content (UGC), headers, and service-provider specific
exclusion areas. Anything within these areas is considered
separately, or ignored. Then, the normalized terms from the
non-excluded areas are processed to identify collections of
terms, and the associated scores are computed. Given one or
more such scores, an output score is computed. For each
type of assessment (e.g., logo-based, collection of terms
based, etc), a score is generated. In some embodiments, the
result is a vector. For example, the vector can contain three
elements, where the first is a logo-based score, the second is
a collection of term based score, and the third score indicates
the amount of apparent obfuscation was detected, where the
latter may include the number of almost-invisible characters
that were dropped. In one example, this score vector may be
(55, 64, 32), where 55 is the score indicating to what extent
the message contains logos that are similar to known logos
of authoritative organizations, such as ACME Bank. 55 may
correspond to a 55% certainty that there is such a logo.
Moreover, 64 is the score from the collection of terms
component, and indicates a badness of the message, which
may be on another scale than 0 to 100, but in this example
case is a number from 0 to 100. 64 is corresponds to the
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badness of one collection of terms that was found—where
each collection corresponds to a number indicative of its
perceived risk. Finally, 32 is the score indicating the esti-
mated amount of obfuscation detected, where in this
example case, four points is assigned to each character that
is found to have been obfuscated, and 8 characters in this
example were deemed to be obfuscated. The score vector
(55, 64, 32) is then used to perform a security determination
that may depend on user settings, settings by the user’s bank,
settings set by the system, settings set by the user’s
employer, and potentially other settings. In this example, the
corresponding message is determined to be a scam. Other
aspects of the message, such as headers and hyperlinks, can
be reflected by elements of the vector. For example, one
additional element of the vector may indicate the risk
associated with the headers, and yet another the risk of at
least one hyperlink. Yet other aspects of the message can be
reflected in other parts of the score vector.

[0065] In some embodiments, platform 200 outputs an
array of scores, or a score vector, containing identifiers
associated with authoritative entities and scores associated
with authoritative entities, for scores exceeding a threshold
minimum score required to be reached in order for the
authoritative entity identifier to be included in the output. In
this scenario, the content of the message is the message (i.e.,
not counting the headers), and human-readable refers to
content that is understood by typical human users, such as
texts and logos (as contrasted with complicated URLs).

[0066] One example of a machine-readable indication that
a message is not associated with an authoritative entity (e.g.,
determined as part of the assessment performed at 306) is the
absence of a digital signature expected to be present in a
message from the authoritative entity, and associated with
the authoritative entity. For example, if ACME Bank typi-
cally authenticates all of its outgoing messages with DKIM
(which is an industry standard), but a given message is not
authenticated with DKIM, or is authenticated using another
organization’s DKIM key, or using an expired or revoked or
known leaked DKIM key, then this is an indication that the
message is not from ACME Bank. Information pertaining to
ACME Bank’s use of DKIM can be stored in database 216
or any other appropriate location, and, as with other content
stored in database 216, can be obtained/provided by a third
party (e.g., on behalf of multiple authoritative entities) and
can also be supplied by a representative of ACME Bank
(e.g., a network administrator). As another example, suppose
that ACME Bank commonly sends messages that contain
hyperlinks to a small set of domains, such as domains that
they own or operate, or which are owned or operated by
collaborators of or vendors associated with ACME Bank. As
with other information associated with ACME Bank, the list
of collaborator/vendor domains can be included in database
216 for use in analysis of messages by platform 200. If a
message has at least one hyperlink that is not associated with
such a domain, then this can be indicative of the message not
being sent by ACME Bank. Further, platform 200 can
determine degrees of certainty of such a mismatch, e.g., ifa
message contains a hyperlink to a webpage that is not
associated with a given authoritative entity, such as ACME
Bank, but where the webpage hosts content indicative or
reminiscent of ACME Bank, then this can be used as a sign
of abuse. If the hyperlink is associated with a domain that is
not a well-known and respected domain in a business that
could potentially be associated with ACME Bank, then that
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can also be used as a strong indication of abuse, albeit less
strong than as an obvious phishing page. Platform 200 can
output a score associated with the lack of machine-readable
association with one or more authoritative entities (e.g., at
306 in process 300), and used as an indicator of the
probability that the content is not related to the authoritative
entity (e.g., at 308 in process 300).

[0067] Suppose that if a communication contains the term
“ACME Bank” and any hyperlinks, then a risk score is
increased by 75 points. Further, if the text associated with
the hyperlink contains at least one of the terms “log,”
“login,” “log-in,” “access account,” or “my account,” then
the score is increased by an additional 20 points. If the
message contains an image or hyperlink to an image match-
ing the logo of “ACME Bank,” (e.g., using image matching
techniques described above) then the score is increased by
another 50 points. Similarly, if a communication contains
the term “your bank,” and at least one of the terms “emer-
gency,” “immediately,” or “within 24 hours,” then the score
is increased by 25 points. In this scenario, messages start out
being assessed a neutral score, such as zero. Depending on
the score associated with the scanning of the content of a
message, different actions are taken by platform 200, such as
allowing the message to be provided to the recipient, quar-
antining the message, alerting an administrator, etc. Further,
as explained above, the rules, associated scores, and thresh-
old values can be adjusted (e.g., by an administrator of
platform 200), whether on behalf of all users, or individual
users, as applicable.

[0068] In some embodiments, some URLs are excluded
from the scrutiny, such as URLs provided as UGC associ-
ated with the message. As one example, payment services,
such as ACME Bank, may allow payers to include a message
with a payment. Some authoritative entities may allow any
form of UGC, including URLs and hyperlinks. The UGC
element may always be located in an isolated portion of
legitimate messages associated with the authoritative entity,
and can be identifiable by being proceeded by a text such as
“Message from payer”; have a maximum length; and only
contain ASCII characters. In some embodiments, when an
area matching such criteria is identified, the content of this
area is excluded from the scan for machine-readable indi-
cations.

[0069] In some embodiments, platform 200 determines
one or more authoritative entities that the human-readable
content indication of a message is associated with (e.g., at
304), and determines whether the machine-readable indica-
tion is associated with one of these authoritative entities
(e.g., at 306). If so, then the message is considered legitimate
(e.g., at 308). If this is not so, and one of the authoritative
entities that the human-readable content indication of a
message is associated with is on a watch-list, then the
message is considered high-risk (e.g., at 308). In some
embodiments, the risk is a value that is computed as a
function of the scores corresponding to the human-readable
content indicators and the scores associated with the
machine-readable indicators, thus producing a probability
assessment that the message is designed to deceptively
appear to come from a sender that it does not come from.
[0070] Platform 200 can also be used for other classifica-
tion tasks, such as to classify received messages to organi-
zations, e.g., to determine whom to send messages to. For
example, some messages that are sent to a general mailbox
should be delivered to sales, as indicated by containing
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terms such as “purchase,” “I would like to,” whereas others
should be delivered to customer service, as indicated by
containing terms such as “very angry,” and “lost.”” In this
example, “I would like to” belongs to an equivalence class
with other members such as “I want,” and “very angry”
belongs to an equivalence class that contains “upset,” “am
pissed,” and common bad words. Unclassified messages are
delivered to the general mailbox whereas messages classi-
fied based on their contents, as described above, are deliv-
ered to the proper department or person.

[0071] Platform 200 can also be used to classify risk
notification emails, such as the messages that are sent to a
spoof@ACMEBank.com email address, which contain large
quantities of phishing emails that are forwarded by users to
help ACME Bank defend against such threats, and which
also contain large quantities of messages with hyperlinks
leading to dangerous webpages, and which also contain
large numbers of legitimate messages that were misunder-
stood by end users to be high-risk. These messages can be
automatically classified by platform 200 or embodiments
thereof (e.g., one operated by ACME Bank for such pur-
poses). The use of this classification can speed up and
improve the quality of the sorting, which might otherwise be
performed using other, lesser-quality techniques, or even
manual sorting. Depending on customizable factors such as
the associated weight or risk probability values of classified
messages, automatic actions are taken on some, such as
responding to the sender with a message explaining that the
message was not high-risk, and that it can be trusted, or
escalating review of it inside the receiving organization or an
organization receiving a feed of messages from the receiving
organization.

[0072] Where the content portion of the message is
assessed, but where the original sender information may not
be available (e.g., if the message does not have long headers
and the delivery path, DMARC information and/or other
sender or delivery information is unavailable to be
assessed), platform 200 can generate an assessment based on
previous and related messages, based on static system
parameters, and based on indications that are still present,
such as information about the mismatch between domain
names used in hyperlinks and one or more institutions
associated with the content portion of the message. For
example, if the message contains words, logos (whether
identical to or substantially similar to official entity logos),
or references to either of these (indicating a relationship to
ACME Bank), but hyperlinks indicate a relationship to at
least one domain that is not associated with ACME Bank or
which is not commonly associated with legitimate emails,
then the sender assessment engine uses this information to
make a classification and a risk assessment, in lieu of
information regarding delivery path and DMARC informa-
tion. Such information is also used in context where full or
partial information about delivery path and DMARC data is
available.

[0073] The following is an example of processing that can
be performed by platform 200. First, an electronic commu-
nication is received (e.g., at 302 of process 300). The
message is normalized, and the evaluation of one or more
rules matching the content of the message is performed,
where collections of terms are used as well as determina-
tions of images contained in or referenced by the message,
as well as variants of such techniques. For each rule that is
triggered, a descriptor and a score is generated. For example,
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suppose a message matches a first rule referred to as the
“ACME Bank rule 1” and a score of 80 is assigned as part
of the evaluation of the rule. This score depends both on the
degree to which the message matches the template associ-
ated with the rule, and the severity of the rule being matched.
Moreover, the same message matches a second rule, referred
to as the “Generic Bank rule 45,” and a score of 40 is
assigned. This score, too, depends on the degree to which
various components associated with this rule are matched,
and the score associated with those components, which in
turn designates the severity of the rule being matched. This
second rule may be a general version of the first rule, or may
be unrelated to the first rule, as applicable.

[0074] Next, it is determined (e.g., at 306) that the mes-
sage is not sent by ACME Bank. It is also not sent by any
whitelisted entity. In various embodiments, the whitelist is
stored on platform 200 or otherwise made accessible to
platform 200.

[0075] Next, a security determination is made (e.g., at
308). Since the “ACME Bank rule 1” was triggered with a
score exceeding a first threshold (e.g., which is set to 5), and
the message was not sent by ACME Bank, then the message
is filtered out and not delivered to any users who have opted
in for removal of known bad messages (e.g., as specified in
database 202), and placed in the spam folder of all other
users. In some embodiments, in addition, ACME Bank is
notified (e.g., using information stored in database 216 along
with other information associated with ACME Bank such as
collections of terms and logos) once per day of the number
of messages that were filtered out pertaining to it, along with
the headers describing the delivery path of these messages.
Further, since the “Generic Bank rule 45 was matched with
an associated score of at least a second threshold set to 25,
and the sender was not one of the entities on the whitelist,
then the message is designated to be placed in the spam
folder of all users (unless it already has a higher designation,
which it does for some users due to the matching of the
“ACME Bank rule 1” rule), and a regulator is notified of the
number of such matches at the end of the month. The time
at which the action (e.g., filtering out, notification, inclusion
in statistics and notification) is associated with each security
determination rule, such as those described above.

[0076] Additional examples of message classification
using embodiments of platform 200 are as follows:

[0077] A determination is made that a first example mes-
sage is a phishing message. This is because first example
message contains language that is commonly used in phish-
ing emails.

[0078] A second example message is also determined to be
a phishing message, based on the fact that it mimics a
message associated with XYZ Bank, but is found not to have
been sent by XYZ Bank. This is determined based on the
fact that XYZ Bank supports DMARC (as known and
recorded in database 216), and therefore digitally signs all
outgoing messages, but the second example message is not
digitally signed by XYZ Bank.

[0079] A third example message is also identified as a
phishing message, since it contains language and logos
indicative of having been sent by ABC Savings, but the
message delivery path is inconsistent with the third example
message having been sent by ABC Savings. This is know-
able since ABC Savings is a regional bank located in
Oregon, and all ABC Savings messages are either sent
directly by ABC Savings or one of their affiliates in
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Nebraska, and the delivery path of the third example mes-
sage indicates that the third example message was originated
in Alaska, and moreover, that one of the nodes on the
message delivery path has a low reputation, indicating that
it is commonly used by fraudsters. Again, information about
ABC Savings’ (and affiliates) servers/paths can be stored/
maintained in database 216 or other appropriate location, as
can reputation information about other entities such as about
the low reputation node. Such information (e.g., reputation
information) can also be obtained from a third party repu-
tation service or other provider, as applicable.

[0080] A fourth example message is found not to be a
phishing email, in spite of having a content portion that is
identical to that of the first example message. The fourth
example message, however, was associated with a valid
digital signature indicating that it was sent by XYZ Bank.
[0081] A fifth example message also contains language
associated with XYZ Bank, but it does not have any lan-
guage indicative of being a phishing email. Instead, it is a
message stating that the sender has a new bank, and wishing
the recipient a Happy New Year. The fifth example message
is not flagged as being a phishing message, but since it
contains language specified by XYZ Bank, and associated
with potential copyright/trademark infringement, it is
flagged to be manually reviewed by an organization receiv-
ing flagged messages to review (whether associated with
platform 200, or as a separate service with which platform
200 or embodiments thereof communicates). This organiza-
tion determines that the fifth example message is harmless,
and simply makes note of having processed the message. At
the end of a billing period, XYZ Bank will pay a small
amount associated with the review of the fifth example
message by the organization.

[0082] A sixth example message is largely identical to the
fifth example message, both in terms of the content portion
and the sender portion, but is not reviewed by the review
organization since the fifth example message was already
reviewed. Instead, it is just counted so that it is included in
the report sent to XYZ Bank. XYZ Bank will not have to pay
for manual processing of the sixth example message.
[0083] A seventh example message contains language and
imagery associated with potential copyright/trademark
infringement. This is found by an automatic processing
similar to that of the fifth example message, and a manual
review by the review organization. After the review is
completed, XYZ Bank is notified, and requests that the
seventh example message and all identical messages (e.g.,
similar within a threshold of at least an 85% match) are
bounced and not delivered.

[0084] For an eighth example message, an automatic
review and a manual review determines that the message
matches content ABC Savings has specified as problematic
(e.g., containing trademarked phrases pertaining to ABC
Savings and/or images associated with ABC Savings as
stored in database 216 by ABC Savings or its representa-
tive). The review organization notifies ABC Savings, which
in turn sends a complaint to the sender of the eighth example
message.

[0085] A ninth example message is a regular email sent by
Alice to Bob, asking Bob if he wants to go to the movies.
The ninth example message does not trigger any rules, and
is therefore delivered to Bob.

[0086] A tenth example message contains an advertise-
ment for a sexually explicit service, and is not allowed to be
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delivered to any recipients associated with Goody High
School, according to rules specified by a representative of
Goody High School on an embodiment of platform 200. The
embodiment of platform 200 reviews the policies of Goody
High School, and determines what rules are associated with
this entity. A determination is made that the content portion
of the tenth message contains language that matches at least
one of these rules. Therefore, the tenth example message is
not delivered, but bounced to the sender, with an explanation
that the recipient does not allow sexually explicit material.
A counter is also incremented, associated with the number of
messages such as the tenth example message, that have been
bounced during the last week, based on match the rule that
the tenth example message matched.

[0087] An eleventh and twelfth example message contain
identical content portions, which are product advertise-
ments. Platform 200 determines that the stated recipient of
the eleventh example message has paid to avoid all com-
mercial email, whereas the stated recipient of the twelfth
example message has not. The content portion of the elev-
enth message is determined to be a commercial message,
based on matching at least one rule associated with com-
mercial content, and the eleventh message is not delivered.
Since the eleventh and twelfth example messages do not
contain spam poison, a hash identifier is computed and
associated with this content. When platform 200 determines
that the stated recipient of the twelfth example message has
requested not to receive any commercial email, it is verified
whether the twelfth example message corresponds to the
previously mentioned hash identifier. Since it is, there is no
need to evaluate the rules on it, but the twelfth example
message is determined to be unwanted, and is therefore not
delivered.

[0088] FIG. 4 shows an example of a legitimate message
400 sent by Bank XYZ to a user such as Alice. Bank XYZ
uses DMARC, corresponding to a machine-readable indi-
cation 402 and a sender address 404 associated with its
domain. The content portion 406 has text 408 indicative of
a funds transfer, a logo 410 corresponding to Bank XYZ,
and two hyperlinks 412 and 414 that go to a page in Bank
XYZ7’s domain and a page in the domain of a mortgage
affiliate of Bank XYZ, respectively. Platform 200 will deter-
mine (e.g., at 304) that there is a high likelihood (e.g., one
exceeding a predetermined threshold, such as 75%) that a
potential recipient of message 400 will conclude the com-
munication was transmitted on behalf of an authoritative
entity (namely, Bank XYZ). Platform 200 will also assess
(e.g., at 306) that there is a high likelihood (e.g., one
exceeding a predetermined threshold, such as 65%) that the
message was indeed transmitted by (or legitimately on
behalf of) the purported entity (i.e., due to factors such as the
presence of the DMARC information included in region
402). Thus, platform 200 would classify message 400 (e.g.,
at 308) as legitimate (e.g., based on the two likelihood
scores).

[0089] FIG. 5 shows an example of a scam message being
sent by Hacker A to a user such as Alice. Hacker A does not
use DMARC (and thus message 500 is missing a section
similar to section 402 of message 400). Hacker A uses a
sender address 502 associated with a domain he controls.
The content portion 504 has text 506 that is similar to (or
identical to it, as applicable) text 408, indicative of a funds
transfer, a logo 508 closely resembling logo 410 (or identical
to it, as applicable), corresponding to Bank XYZ, and two
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hyperlinks 510 and 512 that lead to pages in Hacker A’s
domain. The first page (reached by link 510) bears a strong
resemblance to Bank XYZ page 412. As with message 400,
Platform 200 will determine (e.g., at 304) that there is a high
likelihood (e.g., one exceeding a predetermined threshold,
such as 75%) that a potential recipient of message 500 will
conclude the communication was transmitted on behalf of an
authoritative entity (namely, Bank XYZ). However, unlike
with message 400, platform 200 will assess (e.g., at 306) that
there is a very low likelihood (e.g., 5%) that the message was
transmitted by (or legitimately on behalf of) the purported
entity (i.e., due to factors such as the lack of the DMARC
information, and URLs leading to suspicious domains).
Thus, platform 200 would classify message 500 (e.g., at
308) as phishing (e.g., based on the two likelihood scores).

[0090] FIG. 6 shows an example of a scam message 600
sent by Hacker B to a user such as Alice. Hacker B does not
use DMARC. Hacker B spoofs Bank XYZ’s sender address
404. The content portion 602 has text 604 corresponding to
text 408, indicative of a funds transfer, a logo 606 that maps
to XYZ when input to an Optical Character Recognition
tool, and two hyperlinks 608 and 610 that lead to pages in
Hacker B’s domain. The first page (reachable by link 608)
bears strong resemblance to Bank XYZ page 412. As with
message 500, Platform 200 will determine (e.g., at 304) that
there is a high likelihood (e.g., one exceeding a predeter-
mined threshold, such as 75%) that a potential recipient of
message 600 will conclude the communication was trans-
mitted on behalf of an authoritative entity (namely, Bank
XY7Z). And, as with message 500, platform 200 will assess
(e.g., at 306) that there is a very low likelihood (e.g., 5%)
that the message was transmitted by (or legitimately on
behalf of) the purported entity (i.e., due to factors such as the
lack of the DMARC information, and URLs leading to
suspicious domains). Thus, platform 200 would classify
message 600 (e.g., at 308) as phishing (e.g., based on the two
likelihood scores).

[0091] FIG. 7 shows a scam message 700 sent by Hacker
C to a user such as Alice. Hacker C uses a friendly address
702 that reads “Bank of XYZ” (but has an email address of
XYZZY @gmail.com, which is not a legitimate email
address the bank). The content portion 704 has text 706 that
does not match any communication from Bank XYZ. The
last sentence is hyperlinked (408) and leads to a page
controlled by Hacker C if clicked. As with message 600,
Platform 200 will determine (e.g., at 304) that there is a high
likelihood (e.g., one exceeding a predetermined threshold,
such as 75%) that a potential recipient of message 700 will
conclude the communication was transmitted on behalf of an
authoritative entity (namely, Bank XYZ7). Here, the deter-
mination will be based on factors such as the friendly
address, and a collection of terms associated with a general
banking story (having to log in to change a password). As
with message 600, platform 200 will assess (e.g., at 306) that
there is a very low likelihood that the message was trans-
mitted by (or legitimately on behalf of) the purported entity
(i.e., due to factors such as the lack of the DMARC
information, and URL leading to a suspicious domain).
Thus, platform 200 would classify message 700 (e.g., at
308) as phishing (e.g., based on the two likelihood scores).
[0092] FIG. 8 shows an embodiment of platform 200.
Included in platform 802 is a communications interface 804,
connected to one or more networks (depicted as a single
network cloud 806), and further including at least one
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processor 808, a storage 810, a preprocessing engine 810, an
OCR engine 812, a graphics interpretation engine 814 that
processes images that contain non-text material and outputs
a description, a scoring engine 816, an engine 818 that
evaluates the sender information associated with messages,
a content evaluation engine 820 that determines matches
between messages and rules indicating how portions of the
messages would be interpreted by typical users, and an
action determination engine 822 that generates one or more
recommendations of what to do with messages, where these
recommendations are either consumed by processor 806
performing a local filtering process, or communicated over
network 806 to an external filtering unit 826.

[0093] FIG. 9 shows an embodiment of portions of plat-
form 200. Included in platform 900 are a component 902 and
component 904. Component 902 takes as input a message
and produces as output a vector 906 of pairs. Each pair, such
as pair 908, includes a domain indicator 910 and a score 912,
where the domain indicator 910 is a domain on a watchlist
(e.g., watchlist 1108) and the score 912 is an assessment of
the extent to which the domain indicator 910 is matched. For
example, if the domain indicator corresponds to “ACME
Bank™ and this is a domain that is perfectly matched by the
message, then score 912 may be 100, where this is a score
between 0 and 100. If the domain indicator is “ACME
Bank™ and the message contains a text “ACNE Dank”, then
the score 912 may be only 80, where 80 indicating the
relative similarity with the domain indicator 910 according
to some measure, such as the edit distance, the Hamming
distance, or a measure of how many characters were
replaced by characters of sufficient similarity, where a list
would contain that “M” and “N” are 90% similar, while “M”
and “V” are only deemed to be 67% similar, and “M” and
“Y” are only 44% similar, and so on. Using these assess-
ments of similarity, a score 912 is generated, e.g., by
multiplying all the similarity measures with each other and
outputting the resulting product as the score 912. Compo-
nent 904 takes as input the vector 906 and outputs a score
914 indicating whether the email has machine-readable
indicators corresponding to any of the domain indicators
910, and where the score 914 also has a component that
represents score 912. Here, score 914 may be the maximum
of the scores 906 for all the different pairs of domain
indicators 910 and associated scores 912. There would be
multiple such pairs when there are multiple domains that are
sufficiently similar to the message, where this similarity
indicates the perceived risk that a user would believe that the
message is associated with the domain. Component 902
performs processing that corresponds to portion 304 of
process 300, as described above, while component 904
performs processing that corresponds to portion 306 of
process 300.

[0094] FIG. 10 shows an example of processing per-
formed on a communication in some embodiments. A mes-
sage 1002 is provided to a first component 1004. Component
1004 performs processing corresponding to portion 304 of
process 300. Component 1004 includes a rule set 1006 that
includes at least one of a collection of terms, rules associated
with terms of the message content, the sender email address
and the friendly address, images, and values used to generate
risk scores as content elements are matched. Component
1004 uses (among other elements, as applicable) prepro-
cessing engine 812, storage 810, OCR engine 814, graphics
interpretation engine 816, scoring engine 818 and content
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evaluation engine 822. The output of component 1004 is a
value 1008 that represents the result of the computation
performed in component 1004, and which includes indica-
tors of which rules were matched, and the associated scores
that were computed. Component 1010 performs processing
corresponding to portion 306 of process 300. Component
1010 includes a rule set 1012 associated with whitelisted
authoritative entities, and is used to determine whether a
message is sent by the apparent sender or not (e.g., based on
a score indicating the likelihood). Component 1010 uses
storage 810, scoring engine 818 and engine 820 evaluating
the sender information associated with messages. In com-
ponent 1010, the apparent sender of the message 1002 is
determined. In some embodiments, determination of the
apparent sender of the message is informed by what rules
were matched in component 1004, as indicated by value
1008. The output 1014 of component 1010 is information
associated with message 1002, value 1008, and the deter-
mination whether the apparent sender is matched with the
actual sender. This output 1014 is the input to component
1016, which includes a rule set 1018 that determines, based
on the value 1008 and the output 1014 what actions to take.
Component 1016 uses among other elements storage 810,
scoring engine 818 and action determination engine 824.
The actions generated by action determination engine 824 in
component 1016 correspond to output 1020.

[0095] FIG. 11 shows components of an embodiment of
platform 200, including a processor 1102, a memory 1104
(which stores a whitelist 1108 and a program that executes
an embodiment of process 300). Also included in FIG. 11 is
a communication channel 1106 used to receive messages.

[0096] FIG. 12 shows an example workflow for process-
ing electronic communications in accordance with various
embodiments. An electronic message 1202 is received by
platform 1204 (an embodiment of platform 200). The mes-
sage 1202 is processed by performing a mapping action
1206 in which graphical components are converted using
OCR engine 814 and graphics interpretation engine 816.
Mapping action 1206 produces descriptors from images
such as logos and corporate images. The message 1202 is
then processed by performing a normalization action 1208
using preprocessing engine 812, followed by a replacement
of'equivalent terms action 1210 using content evaluator 822.
It is determined in an action 1212 whether the message 1202
contains any terms contained on a term watch list 1302 using
content evaluation engine 822. If any rule indicator 1304 is
selected as a result of finding a term on the term watch list
1302, then it is determined whether the message 1002
matches the rule 1402 corresponding to the determined rule
indicator 1304, using scoring engine 818 and content evalu-
ation engine 822. If the message 1202 matches the rule 1402,
then a corresponding score 1404 is generated, and output
1214 along with the associated rule indicator 1214. A
message 1202 may contain terms matching multiple rule
indicators 1304, and be correctly matched by several rules
1402. In some embodiments, a vector of scores and rule
indicators is produced. Based on the rule indicators (e.g.,
1214) that are produced, the corresponding instructions
(e.g., 1306) are executed, using scoring engine 818 and
sender evaluator 820. If the result of executing the instruc-
tions is an indication that the message matches what a
legitimate sender associated with rule indicator 802 trans-
mits, then the corresponding score 902 and associated rule
indicator 1304 are removed from the output 1214. When all
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instructions have been executed, it is determined whether
the output contains any score 1404. If it does, then process-
ing transfers to a warning module 1402 that determines the
action for the message 1202, using scoring engine 818 and
action determination engine 824. Example actions include
erasing the message, marking up the message by adding a
warning or explanation, flagging the message, forwarding
the message to a third party, such as verification service
1404, an ISP, or a repository associated with agent 1406.

[0097] FIG. 13 shows an example term watch list 1300,
containing at least one entry of a term 1302 and at least one
collection of corresponding rule indicators 1304. It also
contains instructions 1306 for determining what a proper
message from an institution associated with the rule indica-
tor 802 (e.g., an authoritative entity) should contain. Some
instructions 1306 select a DMARC indicator; other instruc-
tions 1306 specity from what domain, IP range, or similar
the message must be sent; yet other instructions 1306
specify the contents of the message, such as whether they
must only contain hyperlinks to some domains, of some
formats, or whether there must be no hyperlinks. Yet other
instructions 1306 require that the identified message be
transmitted to a verification service 1404.

[0098] FIG. 14 shows an example rule list 1400 that
includes a collection of terms 1402, a corresponding score
1404, and indexed by the rule indicator 1304.

[0099] FIG. 15 shows an embodiment of an environment
in which message classification is coordinated between a
verification system and an agent. In particular, environment
1500 includes an agent 1502, which can be associated with
a mail transfer agent, a milter, or a computer that processes
a message for a user. Agent 1502 can for example reside on
an end-user device or on a mail service provider server.
Agent 1502 facilitates a verification, such as is described in
conjunction with FIG. 12. Agent 1502 forwards at least a
portion of at least some messages to verification service
1510, which processes the received information and makes
a security determination. The agent may not forward mes-
sages from whitelisted senders, for example, and may not
forward attachments. The agent may further truncate the
messages before forwarding them. In addition, the agent
1502 can report security status information and message
statistics to verification service 1510. Examples of message
statistics include the number of messages received by the
message sender 1506 to all users of the mail system within
a set duration, and the time since message sender 1506 sent
its first message that was observed by the agent 1502. It can
also include statistics relating to what portion of messages
sent by message sender 1506 were removed by agent 1502
or associated spam filtering systems due to matching one or
more spam or scam filtering rules. The message sender 1506
corresponds to an account that originated the message
processed in environment 1500. Sometimes, such as when a
message is determined to be spoofed, it is not known what
the identity is of the message sender 1506. The message is
addressed to a message recipient 1508. This corresponds to
an account or mail box where a message will be delivered,
unless a decision is made to filter it out and not deliver it.
The environment further includes a warning module 1504
and a verification service 1510. The verification service
processes the received information (e.g., as described in
FIG. 12), and makes a security determination that indicates
that the message should be delivered, not delivered, deleted,
not deleted, placed in a special folder such as a spam folder,
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or not, where these actions relate to the mail box associated
with message recipient 1508. These actions are taken either
by agent 1502 or verification service 1510, as applicable,
causing the end-user’s mail folder at 1508 to be updated
accordingly. The verification service also is connected to the
warning module 1504 which sends at least one warning to a
user associated with message recipient 1508, a system
administrator associated with the user, a user who has been
approved to get alerts for this user, a service provider
corresponding to a security service provider, law enforce-
ment, an impersonated brand, or an organization that is
collecting warnings and sending them to entities needing
them, such as those listed above. The warning may be sent
by email, by SMS or conveyed in another appropriate
electronic manner. The warning can describe an individual
email that was filtered out, or a collection or aggregate of
such. It may also contain at least portions of the messages,
information corresponding to the headers, and statistics
related to the message, the message sender 1506, or other
information relating to or explaining scam messages.

[0100] FIG. 16 shows an embodiment of a process that
includes three tasks. At 1602, an input message 1608 is
evaluated in terms of the content portion, generating at least
one assessment 1610 of how the content is likely to be
interpreted by a human recipient. The subtasks of 1602
correspond to portion 304 of process 300. The output 1610
is a list of interpretations and associated weights, where
some interpretations are associated with corporate (or other
authoritative entity) names, and where weights correspond
to assessments of likelihoods that the associated interpreta-
tion is correct. At 1604, input message 1608, and interpre-
tations and weights 1610 are used to determine whether the
apparent sender of 1608, as indicated by the “from” field of
1608 and the interpretation(s) 1610 are likely to correspond
to the actual sender of 1608. This task can be performed by
analysis of the path associated with message 1608. It can
also performed (in addition to or instead of) by analyzing the
digital signature associated with message 1608, e.g., using
DMARC, or determining the unexpected absence of a digital
signature associated with message 1608, e.g., also using
DMARC. The output 1612 of task 1604 is at least one
determination based on the computation performed as part
of task 1604. Based on output 1612 an action 1614 is taken
as part of task 1606.

[0101] FIG. 17 shows an example message 1700. In the
example shown in FIG. 17, message 1700 is processed using
tasks 1602, 1604, and 1606. The message contains, among
other things, a from field 1702, a path 1704, a digital
signature 1706, and a message content portion 1708. The
message content portion 1708 contains a first term 1710 that
is “log in,” a second term 1712 that is “48 hours,” a third
term 1714 that is “cancel,” and a fourth term 1716 that is
“account.” Based on a rule (e.g., stored in database 218), if
a message content portion contains all of these elements, it
is considered 95% likely to be a phishing email. The
apparent sender of message 1700 is XYZ Bank, as indicated
by from field 1702. The output 1610 of task 1602, when
provided message 1700 as input message 1608, is an inter-
pretation stating “phishing email” and “XYZ Bank,” and a
likelihood that is 95%. As part of task 1604, it is determined
whether message 1700, when provided as input 1608, is sent
by XYZ Bank. This is done in some embodiments by
determining whether signature field 1706 is present and
corresponds to Bank XYZ. One reason this could be done is
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that occasionally, Bank XYZ may send out legitimate emails
to its registered users containing terms matching terms 1710,
1712, 1714, and 1716—for example, when warning users of
phishing emails, and providing an example of a common
phishing email. In this scenario, the computation in task
1604 determines that the digital signature component 1706
does not correspond to the organization indicated in output
1610, i.e., XYZ Bank. The determination 1612 is that the
message 1700, provided as input 1608, is a phishing email
targeting potential users of XYZ Bank with a very high
probability. The probability reported in this example is 97%
since the path 1704 also is indicative of fraud, since one of
the nodes in the path is known to have been corrupted by
malware in the recent path. The action 1614 taken as part of
task 1606 is to filter out message 1700 and place it in the
user’s spam folder, and to notify Bank XYZ later in the day
of the number of emails with content portion matching terms
1710, 1712, 1714, and 1716, of which message 1700 was
one.

[0102] FIG. 18 shows another example message 1800.
This is a message appearing to be sent by “A Inc,” as shown
in from field 1802. The path 1804 is consistent with message
1800 being sent by A Inc, and does not contain any nodes
with a bad reputation. The message 1800 has an empty
signature field 1806. The message content portion 1808
contains several terms that are indicative of fraud. It contains
a first term 1341 that is the word “business,” a second term
1812 that is “Bank XYZ,” a third term 1814 that is an image
corresponding to the logo of Bank XYZ, and a term 1816
that is the word “soon.” Suppose, for purposes of this
example, that no collection of terms match these four terms.
As a result, assessment 1610 of message 1800 (when mes-
sage 1800 is an example of message 1608) contains “phish-
ing,” “XYZ Bank,” likelihood measure 4%. It also contains
“Unauthorized use of corporate logo”, “XYZ Bank”, like-
lihood measure 50%, based on a rule that states that any
mention of Bank XYZ and use of its logo is likely to be
unauthorized, except if it is sent by Bank XYZ. Task 1604,
when provided message 1800 as input determines that the
message 1800 is not likely to be spoofed, in spite of the
absence of signature 1806, since the apparent sender 1802 is
not known always to digitally sign its outgoing messages. It
is also determined not to be likely to be spoofed based on
that the path 1804 does not contain any node that is known
to be bad. The determination 1612 output from task 1604
when provided message 1800 as input 1608 is “Unauthor-
ized use of corporate logo,” “XYZ Bank,” “A Inc,” likeli-
hood measure 90%. The likelihood is 90% since it is
determined that the sender is not XYZ Bank. It is not 100%
since XYZ Bank has authorized some entities to use its logo,
but (in some embodiments) the embodiment of platform 200
performing the processing does not have access to this list.
The action 1614 generated as part of task 1606 is a notifi-
cation to Bank XYZ describing how many messages were
processed that were sent by A Inc and which used Bank
XY7Z’s logo, along with a copy of one such message, for
officers of Bank XYZ to use as evidence if they want to file
a complaint with A Inc. However, the actions (in this
example) do not contain an order to filter out the message.

[0103] FIG. 19 shows two example rules. In various
embodiments, the rules are used by content evaluation
engine 208, content evaluator 822, or other appropriate
analysis engine (e.g., using collections of terms) as appli-
cable. The first rule 1902 corresponds to the rule triggered in
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the example described in FIG. 17. A first list 1904 contains
the terms “log in,” “login,” “password,” and “PIN.” In some
embodiments, if a message content portion contains any one
the words in list 1904, then it is considered to contain the
term corresponding to list 1904. A second list 1906 contains
the terms “48 hours,” “24 hours,” and “36 hours.” If a
message content portion contains any one the words in list
1906, then it is said to contain the term corresponding to list
1906. A third list 1908 contains the terms “cancel,” “block,”
“freeze,” and “lock.” If a message content portion contains
any one the words in list 1908, then it is said to contain the
term corresponding to list 1908. A forth list 1910 contains
the terms “account,” “service,” “access,” and “funds.” If a
message content portion contains any one the words in list
1910, then it is said to contain the term corresponding to list
1910. If a message content portion contains at least one term
included in each one of lists 1904, 1906, 1908, and 1910
then it is determined to be a phishing email with probability
95%, as indicated in item 1912, which corresponds to the
interpretation of the rule being matched. The second rule
1914 contains a list 1916 with only one element, which is
“Bank XYZ” and a list 1918 that is used to identify the logo
of XYZ Bank. List 1918 can contain an image, a reference
to an image, and/or a descriptor of an image. If a message
content portion has terms containing elements from both
lists 1916 and 1918, then the output that is generated is that
described in element 1920, which is that the message is 50%
likely to be an “unauthorized use” message.

[0104] FIG. 20 depicts an example of a process for clas-
sifying a message. In some embodiments, process 2000 is
performed by platform 200 or portions/embodiments
thereof. The process starts at 2002 with the examination of
the content portion of the input message. In particular, a first
suspect is identified (2004). As one example, if the input
message is the message 1700, then the first suspect is XYZ
Bank, obtained from field 1702. The suspect risk is also
determined (2006). Returning to message 1700, the risk
associated with the identified suspect is 95%, based on the
example rule described in FIG. 19. It is determined whether
there are any more suspects (2008). For example, the input
message may contain multiple corporate names (or names of
other authoritative entities), or multiple indications that
suggest that a message belongs to a particular category of
interest. Each one of these generates a suspect and a risk
value, corresponding to output 1610. After all suspects have
been identified using the available rules, a first suspect is
considered at 2010. For this suspect, the associated risk is
considered (2012). If the risk is higher than a threshold then
the sender is reviewed in 2026, otherwise it is reviewed in
2016. These different reviews differ in scope for some
implementations, but are the same in this example. In some
embodiments, the threshold used in comparison 2014 is a
system parameter, set by a user, set by a authoritative entity,
or automatically adjusted based on previous processing. In
some embodiments, at 2026, the sender is reviewed using a
DMARC verification if the identified suspect supports
DMARC, and by determining whether there are inconsis-
tencies in the delivery path otherwise. It is determined at
2028 whether the sender information corresponds to the
suspect. If there is a correspondence, then the message is
considered valid, and the process concludes. An output is
generated indicating that the message is considered valid.
On the other hand, if there is no correspondence at 2028 then
the input message is considered a phishing message 2020,
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and an output indicating this conclusion is generated (e.g., at
1528). At 2016, the sender information is reviewed using a
DMARC verification if the identified suspect supports
DMARC, and by determining whether there are inconsis-
tencies in the delivery path otherwise. In an alternative
example, there is no DMARC verification performed at
2016, but only a review of signs of spoofing, including
determining whether there are delivery path inconsistencies,
use of nodes that are associated with a low security repu-
tation, or a technique such as greylisting, indicates that the
message may be spam or spoofed. At 2018, it is determined
whether there are any signs of spoofing. If there is then the
input message is classified as a phishing message (2020),
otherwise it determined (2022) whether all suspects have
been processed. If they have not, then the next suspect is
selected (2010).

[0105] FIG. 21 shows an example content portion of an
email that is a phishing email. It contains the following
terms: Term 2102 is “Busybank,” term 2104 is “verify,” term
2106 is “your e-mail,” term 2108 is “You must,” term 2110
is “PIN,” term 2112 is “protection,” and term 2116 is
“Click.” Text 2118 has the format of a link but corresponds
to a hyperlink of another domain than indicated as text in
term 1608. Element 2114 is an incorrectly spelled word. This
message matches a rule that can be described as (“bank-
name,” “verify,” “your email,” “demand,” “PIN,” “secu-
rity”). Here, the term “bankname” is a member of an
equivalence class containing all bank names tracked by this
rule, including “Busybank.” Other bank names, such as
ACME Bank (and permutations, as applicable, such as
ACMEBANK and ACMBank can also be included). The
term “verify” is a member of an equivalence class contain-
ing the terms “verify” and “confirm.” The term “your email”
is a member of an equivalence class with the terms “your
email,” “your information,” “account,” and “your personal.”
The term “PIN” is a member of an equivalence class
containing “PIN,” “password,” and “credentials.” The term
“security” is a member of an equivalence class containing
“security,” “safety” and “protection.” In a pre-processing
phase of the processing of the message and the rule, all
capital letters in the message are replaced with lower case,
and normalizations are performed, including replacing
“e-mail” with “email.” Therefore, the message shown in
FIG. 21 is matched by the rule (“bankname,” “verity,” “your
email,” “demand,” “PIN,” “security”’). The message is also
matched by a second rule that can be described as “contains
(bankname) and (contains(mismatchdomain) or contains
(spellingmistake),” which means that if the message con-
tains a term that matches an item of the equivalence class
containing “bankname” and it either contains a hyperlink
and an apparent URL where the domains do not match, or
contains a spelling error, as judged by a word being of a
format that is not consistent with spelling rules, which
corresponds to common misspellings, or which does not
match any item from a database of correctly spelled words.
This rule is satisfied by terms 2102 and 2118, and also by
terms 2102 and 2114. Thus, both of the example rules
described herein are triggered. The first one is associated
with a risk measure or weight that is 100, which indicates
near-certainty, and the second one is associated with a risk
measure or weight that is 75, which indicates high prob-
ability. As a result of the first rule being matched, an output
is produced, where this output is ((“BusyBank,” 100, rulel),
(“Busybank,” 75, rule2)). Here, the first item of each triple
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is an identifier describing what the affected brand is for the
rule that was triggered; the second item is the weight that
indicates risk, and the third item is the number of the rule,
where both rulel and rule2 belong to a group of rules that
track phishing.

[0106] FIG. 22 shows a second example content portion of
an email that is a phishing email. It contains term 2202
which is a member of the “bankname” equivalence class
described in conjunction with FIG. 21. Message 2200 also
contains a term 2204 “account” which is a member of the
equivalence class containing the term “your email,” also
described in conjunction with FIG. 21. It further contains a
term 2206 “suspend” which is a member of an equivalence
class containing “suspend,” “suspension,” “freeze,” “can-
cel,” and “block.” It contains a text segment 2208 that is an
incorrectly spelled word. It contains a term 2210 that is
“Click” and which is not associated with any other terms in
an equivalence class. Finally, it contains a clickable text
segment 2212 for which the associated domain is not on a
whitelist maintained by the filter authoritative entity. The
message matches the second rule described in conjunction
with FIG. 21, which is the rule “contains(bankname) and
(contains(mismatchdomain) or contains(spellingmistake).”
This is because it contains a bank name and a spelling error.
A third rule that is described by (“account,” “suspend”) is
also matched. This third rule corresponds to a risk-associ-
ated weight that is 64. As a result, the matching of these rules
produces an output that is ((“ACMEbank,” 75, rule2), (“AC-
MEBank,” 64, rule3)). Thus, in spite of “bankname” not
being part of rule 3, it is output in this example. However,
if the message were not to contain any term matching a bank
name, then only rule three would have triggered, and the
output would have been ((empty, 64, rule3)), where empty
is an indication that no bank name was identified.

Collection of Terms

[0107] Overview

[0108] <Collection of Terms”—The co-occurrence of cer-
tain terms from separate domains in a message can be
indicative of a fraudulent message that corresponds to a
particular scam scenario (described in more detail below).
As one example, a message that contains the term “MCTN”
(a term specific to Western Union) and also the term “Google
Wallet” is indicative of fraud. Scammers frequently offer to
send fake Google Wallet payments and request money back
using Western Union. The two terms are extraordinarily
unlikely to co-occur in a legitimate email discussion. How-
ever, a term such as “Google Wallet,” by itself, could be
prevalent in legitimate emails; a blanket blacklisting of the
term is likely to result in far too many false positives
(flagging legitimate messages as scam messages) to be
tolerated by users being protected. The presence of a col-
lection of terms in a message almost certainly indicates the
message is fraudulent. Another example collection of terms
is: “Internet Lottery,” “your email has won,” “congratula-
tions,” and “million dollars.” The last term, “million dollars”
is also considered present in a message if any so-called
equivalent terms are present; such terms may consist of a list
“millions dollars™, “million pounds”, and “several millions.”
[0109] “Indicating Terms”—Terms that are statistically
common in scam communications and uncommon in legiti-
mate communications. “Internet” and “your name” are not
indicating terms, as they are very prevalent in legitimate
communications. “Abacha,” however, is virtually absent



US 2020/0067976 Al

from legitimate communications but prevalent in scam com-
munications. Additional examples of “indicating terms”
include “modalities,” “no risk,” “($*,000,000)” where *
denotes an arbitrary value. The absence of any indicating
terms in a message almost certainly indicates that the
message is benign.

[0110] The presence of a collection of terms in a message
almost certainly indicates the message is fraudulent, and the
absence of any indicating terms in a message almost cer-
tainly indicates that the message is benign. Accordingly, in
some embodiments, evaluation of a communication is per-
formed using a collection of terms, and a classification (e.g.,
scam or not scam) or score is determined.

[0111] FIG. 23A depicts an example of a collection of
terms. In particular, FIG. 23A provides an outline of a
particular form of scam that is perpetrated by 419 scam-
mers—trying to convince the victim that he or she is entitled
to a large sum of money as an inheritance, and that the
money will be provided as soon as the victim pays a small
fee. Although the main points of the message will be
common across all such scam messages conforming to the
“story” the scammer is trying to trick the victim into
believing, the actual wording of the scam message may vary
from message to message (e.g., to thwart detection, because
the message has a particular author with a distinctive writing
style, or because the message was written in a first language
and translated to a second). Further, subtle variations may
occur due to writing problems such as misspellings.

[0112] Each row inthe collection of terms depicted in FIG.
23 A corresponds to one aspect of the inheritance scam story.
Where multiple terms appear on a given row, the terms are
collectively referred to as an equivalence class—terms that
fulfill the same purpose if used in the story. For example, the
particular scam represented by FIG. 23A typically begins
with an introduction of either “My name is” (2302) or “I am”
(2304). The scam will next invoke a long-lost relative (or
their representative). Equivalence class terms for this aspect
of the story are shown in region 2306. Next, the scam will
describe the large amount of money (in one of three formats
shown in region 2308) that can be collected by the victim in
one of three formats. The scam then indicates that all that is
required for the victim to receive the money (e.g., “transfer”
2310) is for the victim to provide banking details (see region
2312 for terms). The victim is encouraged to provide the
banking details right away (see region 2314 for terms), e.g.,
to minimize the likelihood the victim will tell a friend or
relative about the email and be discouraged from providing
payment information.

[0113] FIG. 23B shows an example of a fraudulent mes-
sage that would be detected based on analysis by a content
evaluation engine of the collection of terms depicted in FIG.
23A. The terms in message 2350 that are present in the
collection of terms of FIG. 23A are underlined. In some
embodiments, which term in an equivalence class is used in
a message (e.g., “My name is” vs. “I am”) is not taken into
account when evaluating the message. In other embodi-
ments, different terms receive different scores. As one
example, “huge sum” might be scored higher (i.e., indicating
the message is more likely to be fraudulent) than “,000.”
[0114] FIG. 24 illustrates an example of a process for
classifying communications. The process begins at 2402
when an electronic communication is received. As one
example, a communication is received at 2402 when web
mail service receives a message from Charlie addressed to
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Alice. As another example, where at least some of the
functionality is incorporated into a mail client installed on
Bob’s laptop, the mail client could receive a communication
at 2402 when Bob’s mail client contacts a corporate mail
service to retrieve new mail (e.g., via IMAP).

[0115] At 2404, the communication is classified using a
collection of terms. As explained above, in some embodi-
ments the communication might be definitively classified as
“good” or “bad” based on the analysis of the message
against the set of collections of terms. In other embodiments,
the collections of terms analysis is one consideration among
multiple considerations (e.g., the additional example con-
siderations listed above). In various embodiments, the dis-
tance between at least some terms appearing in the message
is taken into account when determining whether the message
should be marked as fraudulent based on the presence in the
message of a collection of terms. As one example, while
presence of the terms, “Nigeria” and “senator” in the same
short message may typically indicate that the message is
fraudulent, the message is likely not fraudulent where the
terms are separated by 5,000 characters.

[0116] The classification performed at 2404 can be per-
formed using a variety of techniques. For example, a col-
lection of terms can be evaluated using a rule-based
approach (e.g., testing for the presence of words, and/or
applying a threshold number of words whose presence are
needed for a match to be found); using a support vector
machine, where the elements of the support vector corre-
sponds to terms or words; and/or using general artificial
intelligence methods, such as neural networks, wherein
nodes correspond to terms or words, and wherein the values
associated with connectors cause an output corresponding
essentially to a rule-based method. In each of the aforemen-
tioned embodiments, a value associated with the severity of
the collection of terms being identified can be generated and
output, where multiple values are generated if multiple
collections of terms have been identified.

Additional Information Regarding Collections of
Terms

[0117] Insome embodiments, each term (or its equivalent)
must appear in the message in the order it appears in the
collection. Thus, using the example of FIG. 23A, in some
embodiments, if “transfer” appears before “huge sum” in a
message being analyzed, the message will not be flagged as
a scam, because the ordering in the collection of terms is
reversed. In other embodiments, order of terms does not
matter, e.g., so long as at least one term from each line of the
collection shown in FIG. 23A is present in the message, the
message will be classified as an inheritance scam.

[0118] In some embodiments, an analysis platform main-
tains scores associated with each collection of terms. One
such value indicates, for each type of scam, how successful
the associated term collection is at matching fraudulent
emails making use of that scam. Based on factors such as the
concern for various types of scams, and based on compu-
tational limitations, a selection of which term collections are
to be used can made, e.g., where processing is performed on
a device with limited resources, such as a phone.

[0119] A second value associated with each collection of
terms indicates the risk for false positives associated with
the term collection, in the context of a given user. Example
ways to determine the value is by scanning the user’s inbox;
by letting the user identify his or her normal activities;
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and/or by running the system for some amount of time; and
determining the value based on classification of uncertain
cases by human reviewers who review messages and clas-
sify them. This second value can also be used to select
collections of terms, e.g., to avoid term collections that lead
to higher false positive rates than a particular user find
acceptable.

[0120] Both values can be configured based on the pref-
erences of the protected user, and on the service level of the
user (e.g., where users with higher service levels are given
higher computational effort). In some embodiments, a col-
lection of terms is matched to a portion of an email address,
and a determination is made as to whether the email is from
a domain associated with the terms; if it is not, then the email
is flagged. As one example, an email with terms suggesting
that the email is the confirmation of a financial institution
payment but which is not sent from the financial institution
domain is flagged as scam. In another example, a determi-
nation is made as to whether the message is from a particular
sender, and if it is not, then the message is flagged as scam.
In yet another example, all words are normalized before the
comparison is made. This includes performing a consistent
capitalization, correcting likely spelling mistakes by replac-
ing words with the most likely candidates from a list of
related words, where this list is created to emphasize words
commonly used by scammers.

[0121] The following is another example of detecting a
fraudulent message using a collection of terms. Suppose
there are a total of two terms included in the collection
(corresponding to a fraud in which victims are asked to send
money by Western Union in exchange for a bogus Amazon.
com payment). In this example, no equivalence terms are
included—just a total of two distinct terms—(“Western
Union”,“Amazon payment”). If a document contains both of
these terms, whether separated by other words or not, then
the document is considered to match. Suppose the message
is, “Here is an Amazon payment for $100. Please send me
$50 with Western Union.” Such a message would match the
collection of terms, as would “Please send your Western
Union payment after you receive the Amazon payment.”
However, a message of, “Here is an Amazon payment for the
Western Digital hard drive I want to purchase. Please send
it to my home in Union, N.J.,” would not match since
“Western” and “Union” are separated. A message of, “Here
is an AMAZON payment for $100, please send the money
with western union” would match, where normalization is
applied to remove capitalization. In an embodiment where
spelling errors are corrected/normalized, “Here is an
Amaz0n payment. Please send money using western unjon,”
would match the collection of terms, since “Amaz0n” once
corrected would become “Amazon,” and “unjon” would be
corrected to “union” before the verification is made.

[0122] In some embodiments, a global list of equivalent
terms is maintained (e.g., usable across multiple collections
of terms), such as “USD,” “us$,” and “euro.” While a Euro
is not the same as a USD, the usage of either concept by a
scammer is functionally the same. In some embodiments, as
amessage is evaluated (e.g., by a content evaluation engine),
it is first normalized by capitalization and spelling normal-
ization, then the system replaces any terms found in the
document matching a term in the list of equivalent terms
with a representative term, such as the first term in the
equivalence list. After that, the document is verified to
determine if it matches any of the rules, such as the
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(“Amazon”, “Western Union”) rule. In some embodiments,
any images included in/attached to/linked to in the message,
are interpreted using OCR techniques, and any associated
texts combined with ASCII text material before the verifi-
cation is made.

[0123] In some embodiments, each of the non-equivalent
terms in a collection of terms (e.g., “long lost” and “huge
sum”) are associated with one or more pointers, and ordered
alphabetically. The number of pointers associated with each
term is the same as the number of rules for which that term
is used. FEach rule is represented as a vector of Boolean
values, where the vector has the same length as the associ-
ated rule contains words. All the binary values are set to false
before a message is parsed. The message is parsed by
reviewing word by word, starting with the first word. If the
word being reviewed does not fully or partially match any of
the alphabetically ordered terms, then the next word is
reviewed instead. If a word matches a term fully, then all
Boolean values that are pointed to by the pointers associated
with the term that the word matches are set to true. If one or
more words matches a term partially by being the first words
in the term, then the next word of the message is being added
to the comparison and it is determined whether the previ-
ously partially matching words now partially of fully match
any of the terms that was previously partially matched. If a
full match is achieved, then the Boolean values associated
with the pointers of this term are set to true. If a partial match
is achieved, then the next word is added, and the process
repeated. If a sequence of words being matched first partially
matches and then does not match, then the system again will
consider one word, starting with the second word of the
previous sequence. After the entire document has been
parsed in this manner, the system determines whether any of
the vectors of Boolean values is all true, and if this is so, then
the algorithm outputs that there is a match; otherwise it
outputs that there is no match. A match means that the
message is dangerous. This comparison can also be made
each time a Boolean value is set to true by determining if the
vector in which this Boolean value is an element is all true,
and it so, output “match” and conclude the processing of the
message. In a variant implementation, the system determines
how many of the vectors are set to all-true; and outputs a
counter corresponding to this number. Alternatively, each
vector is associated with a weight, and the system deter-
mines the sum of all the weights for which the associated
vectors are all-true. The message is then identified as having
dangerous content, and the sum determines the extent of the
danger. In one embodiment, the Boolean vectors are not set
to all-false between the scan of two related messages that are
part of a thread and sent to the same person. This provides
detection capabilities in situations where information is
dispersed over multiple related messages, which causes the
thread of messages to be considered dangerous.

Obtaining Collections of Terms

[0124] Collections of terms, an example of which is
depicted in FIG. 23A, can be included in a platform in a
variety of ways. As one example, a human administrator (or
contractor linguist, or other appropriate entity) can manually
create a given collection (and optionally assign it a title, as
applicable, such as “inheritance scam™), which can be stored
for use by the platform. As another example, messages that
are flagged (e.g., by human reviewers) as being fraudulent,
but are not otherwise flagged by the platform can be exam-
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ined—either automatically, or in cooperation with humans,
such as an administrator or reviewers, and collections of
terms formulated to identify such fraudulent messages in the
future.

[0125] FIG. 25 illustrates an example of an interface
configured to receive feedback usable to create collections
of terms. In the example shown, an administrator is review-
ing feedback provided by three reviewers about why a
particular message is believed to be fraudulent. Specifically,
reviewers are asked to indicate which terms they believed
were most important in reaching their determination of bad,
by highlighting the terms.

[0126] The terms selected by each of the three reviewers
are indicated to the administrator as three types of boxes—
sold boxes indicate a selection by a first reviewer; dashed
boxes indicate a selection by a second reviewer; and dotted
boxes indicate a selection by a third reviewer. In the example
shown in FIG. 25, the administrator is not authorized to see
the full message, so certain terms (e.g., term 2502) are
redacted, even for the administrator. All three reviewers
agree that term 2504 is probative of why the message is
fraudulent. Other terms have votes from only two (e.g.,
2506) or just one (e.g., 2508) of the reviewers. In various
embodiments, the administrator can review the selections
made by the reviewers, and act, e.g., as a fourth reviewer, to
pick which terms should be included in a collection of terms
usable to detect the scam represented by the message. The
administrator can also set thresholds (e.g., minimum of two
votes needed, reviewer reputation score needed, etc.) for
automatically selecting terms, and then retain the ability to
approve or veto the automatic inclusion of the collection of
terms in the collection. In some embodiments, the flagging
of terms in the message is presented to users as a CAPT-
CHA.

[0127] In some embodiments, automated techniques are
used to generate collections of terms (and/or indicating
terms). For example, suppose the classification of a given
message is “bad.” An example platform can be configured to
identify terms that distinguish it from messages of the good
message set, using the TF-IDF (term frequency inverse
document frequency) principle. A limited number of such
terms are selected, where the number is either a system
parameter or a function of the TF-IDF value, and where the
terms are selected in order of decreasing TF-IDF values;
while selecting at least a threshold number of word terms; at
least a threshold number of bigrams; and at least a threshold
number of trigrams. These selected terms are stored, and
referred to as temporary terms. The platform then computes
a modified TF-IDF value for the normalized message and
messages of the good message set, using constellations of
the temporary terms, where a constellation is an unordered
list of elements selected from the temporary terms, for
different such selections. This identifies collections of ele-
ments from the set of temporary terms that are particularly
rare in good messages. A threshold number of the resulting
terms are kept, selected in order of decreasing modified
TF-IDF value. The threshold is either a parameter number or
a function of the modified TF-IDF number. The result are
rules that identifies the input message as bad, and the inverse
of the modified TF-IDF number is an estimate of the false
positive rate for classification of messages using the asso-
ciated rule. These rules are then ordered in terms of decreas-
ing values of a counter measuring how many messages in the
collection of known bad messages that each such rule
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matches. These counters are estimates of how general the
associated rule is. One or more rules are selected from the
rules, where the selection criteria are low false positive rates
and large degree of generality. An example selection picks
the rule that maximizes a measure equaling the generality
measure divided by the false positive rate, i.e., the associated
counter times the associated modified TF-IDF value. The
selected rules are added to the database of rules. This
approach is used to compute new rules to identify bad
messages. In one version of the algorithm, the entire set of
known good messages is used in place of the at least one
message that is part of the input.

[0128] As another example, collections of terms can be
generated using artificial intelligence techniques configured
to identify common words in scam messages, but which are
not as common in desirable messages; identify collections of
such words that are frequent in scam messages but which are
highly infrequent in desirable messages; and identify col-
lections of such terms that are common in scam messages
but which are essentially absent in desirable messages.

Temporal Considerations

[0129] The disclosed techniques can take into consider-
ation temporal relationships between messages when mak-
ing an assessment. For example, in some embodiments a
platform can be configured to scan sequences of messages
forming a conversation. It may be that one of the messages
in the sequence does not have sufficient evidence of being
abusive, whereas a sequence of such messages collectively
provides sufficient evidence to be filtered out as being bad.
This will cause any future emails of the same type or in the
same sequence to also be considered bad.

[0130] FIG. 26 illustrates an example of such a sequence
of messages. In the first message (2602), a user called
“Grandma” receives a seemingly benign email from some-
one claiming to be a long lost friend. It does not mention
lotteries. Grandma responds (2604) that she cannot remem-
ber her friend, then gets a second email (2606) saying that
they were in the same elementary school, and now her friend
sells lottery tickets and has five grandchildren. Grandma
responds (2608) that this sounds like a fun thing to do, and
that she has ten grandchildren. Her “long lost friend” then
says (2610) that the reason she contacted Grandma was that
she saw her name as one of the lottery winners, and
remembered her name from her childhood, then decided to
find her to tell her about her winnings. How could she not
pick up the money, it is nearly a million dollars, and all she
has to do is to pay the processing fee of $565.

[0131] Each email in the exchange, by itself, might be
seen as innocuous, with the potential exception message
2610. By the time message 2610 is received, however, most
existing spam filters would have whitelisted the scammer,
given the number of emails sent and received from her by
Grandma without incident. In various embodiments, plat-
form 200 examines the entire sequence of emails (or a
moving window of several emails), concatenating the text
together and performing analysis on the concatenated text.
The concatenated text would readily match a “Lottery
Scam” collection of words, and the messages would be
classified as “bad,” accordingly.

[0132] A second example of temporal processing is as
follows. Suppose a user is receiving a sequence of emails
over a few weeks time, where the sequence of emails
establishes an online friendship or relationship, and then
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asks for money for some purpose. The initial sequence of
emails is purely intended to establish trust, after which the
typical request for money arrives. A person who has seen
such a scam perpetrated might recognize its making from the
early emails. A machine learning component (e.g., of content
evaluation engine 208) can identify a sequence of messages
as bad when identifying the request for money, and then
identify indications in the trust-establishing emails that are
indicative—whether by themselves or as a subsequence—of
the request to come. This way, the machine learning com-
ponent will constitute an early-warning system in which
indications of fraud are picked up before there are signs that
by themselves correspond to an effort to extract money.
[0133] Inportions of the above, the description has used as
an example how to identify and classify 419 scam messages.
The techniques described herein can be used to identity and
classify other types of messages based on their content
portion; such as phishing messages, messages containing
undesirable content; messages containing deceptive content;
messages containing requests for information, purchase
requests, information requests, and more; and messages that
either should or should not be given high priority by another
system, such as either a manual or automated second system
that is used to process messages.

[0134] Although the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

What is claimed is:

1. A method, comprising:

receiving an electronic message comprising at least one of
a header component and a content component;

accessing, by one or more processors, a watchlist com-
prising at least one entry associated with an authorita-
tive entity; and computing, at least one similarity score
based on an extent to which the at least one of the
header component and the content component matches
the entry in the watchlist;

comparing, by the one or more processors, the at least one
similarity score to a threshold value, and when the
score exceeds the threshold value, outputting an indi-
cator of a risk that the electronic message appears to be
associated with the authoritative entity;

determining, by the one or more processors, whether the
electronic message was sent from the authoritative
entity based on at least one of attempting to verify an
email authentication and comparing an email address of
a sender of the electronic message to at least one email
address associated with the authoritative entity;

responsive to determining that the electronic message was
sent from the authoritative entity based on at least one
of attempting to verify an email authentication and
comparing an email address of a sender of the elec-
tronic message to at least one email address associated
with the authoritative entity, delivering, by one or more
processors, the electronic message; and

responsive to determining that the electronic message was
not sent from the authoritative entity based on at least
one of attempting to verify an email authentication and
comparing an email address of a sender of the elec-
tronic message to at least one email address associated
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with the authoritative entity, performing, by one or
more processors, a security action.

2. The method of claim 1, wherein performing a security
action further comprises: one or more of not delivering the
electronic message, placing the electronic message in a spam
folder, notifying a third party, sending a warning, and
generating statistics.

3. The method of claim 1, wherein comparing the at least
one similarity score to a threshold value further comprises:
basing the comparison on at least one of a match between the
display name of the electronic message and the display name
of the authoritative entity, a match between an email address
of sender of the electronic message and an email address of
the authoritative entity, a match between at least a part of
text comprising the electronic message and at least a part of
a text segment associated with the authoritative entity, and
a match between headers associated with the electronic
message and headers associated with the authoritative entity.

4. The method of claim 3, wherein the match is at least
one of a verbatim match and a similarity exceeding a
threshold.

5. The method of claim 1, further comprising: determin-
ing whether the electronic message was sent from the
authoritative entity using at least one validation technology
including Domain-based Electronic message Authentica-
tion, Reporting, and Conformance (DMARC), and Domain-
Keys Identified Mail (DKIM), by determining whether the
electronic message was sent from a legitimate email address
associated with the authoritative entity, and by scrutiny of
the delivery path of the electronic message.

6. The method of claim 1, wherein the electronic message
was sent using a free webmail service.

7. The method of claim 1, wherein comparing the at least
one similarity score to a threshold value further comprises:
computing similarity score based on at least one of an edit
distance, a Hamming distance and a visual similarity mea-
sure.

8. The method of claim 1 wherein the authoritative entity
corresponds to at least one of an enterprise and an indi-
vidual.

9. A system, comprising:

an interface configured to receive an electronic message

comprising at least one of a header component and a
content component;

a set of one or more processors configured to:

access a watchlist comprising at least one entry asso-
ciated with an authoritative entity and compute at
least one similarity score based on an extent to which
the at least one of the header component and the
content component matches the entry in the watch-
list;

compare the at least one similarity score to a threshold
value, and when the score exceeds the threshold
value, outputting an indicator of a risk that the
electronic message appears to be associated with the
authoritative entity;

determine whether the electronic message was sent
from the authoritative entity based on at least one of
attempting to verify an email authentication and
comparing an email address of a sender of the
electronic message to at least one email address
associated with the authoritative entity;

responsive to determining that the electronic message
was sent from the authoritative entity based on at
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least one of attempting to verify an email authenti-
cation and comparing an email address of a sender of
the electronic message to at least one email address
associated with the authoritative entity, deliver the
electronic message;

responsive to determining that the electronic message
was not sent from the authoritative entity based on at
least one of attempting to verify an email authenti-
cation and comparing an email address of a sender of
the electronic message to at least one email address
associated with the authoritative entity, perform a
security action; and

a memory coupled to the processor and configured to
provide the processor with instructions.

10. The system of claim 9, wherein security action com-
prises one or more of not delivering the electronic message,
placing the electronic message in a spam folder, notifying a
third party, sending a warning, and generating statistics.

11. The system of claim 9, wherein the comparison is
based on at least one of a match between the display name
of the electronic message and the display name of the
authoritative entity, a match between an email address of
sender of the electronic message and an email address of the
authoritative entity, a match between at least a part of text
comprising the electronic message and at least a part of a
text segment associated with the authoritative entity, and a
match between headers associated with the electronic mes-
sage and headers associated with the authoritative entity.

12. The system of claim 11, wherein the match is at least
one of a verbatim match and a similarity exceeding a
threshold.

13. The system of claim 9, wherein it is determined
whether the electronic message was sent from the authori-
tative entity using at least one validation technology includ-
ing Domain-based Electronic message Authentication,
Reporting, and Conformance (DMARC), and DomainKeys
Identified Mail (DKIM), by determining whether the elec-
tronic message was sent from a legitimate email address
associated with the authoritative entity, and by scrutiny of
the delivery path of the electronic message.

14. The system of claim 9, wherein the electronic message
was sent using a free webmail service.
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15. The system of claim 9, wherein the similarity score is
computed based on at least one of an edit distance, a
Hamming distance and a visual similarity measure.
16. The system of claim 9 wherein the authoritative entity
corresponds to at least one of an enterprise and an indi-
vidual.
17. A non-transitory computer readable medium and
comprising computer instructions that when executed by a
processor, cause the processor to detect phishing attempts in
electronic messages, by executing steps comprising:
receive an electronic message comprising at least one of
a header component and a content component;

access a watchlist comprising at least one entry associated
with an authoritative entity; and compute, using one or
more processors, at least one similarity score based on
an extent to which the at least one of the header
component and the content component matches the
entry in the watchlist;
compare, by the one or more processors, the at least one
similarity score to a threshold value, and when the
score exceeds the threshold value, outputting an indi-
cator of a risk that the electronic message appears to be
associated with the authoritative entity;
determine, by the one or more processors, whether the
electronic message was sent from the authoritative
entity based on at least one of attempting to verify an
email authentication and comparing an email address of
a sender of the electronic message to at least one email
address associated with the authoritative entity;

responsive to determining that the electronic message was
sent from the authoritative entity based on at least one
of attempting to verify an email authentication and
comparing an email address of a sender of the elec-
tronic message to at least one email address associated
with the authoritative entity, deliver, by the one or more
processors, the electronic message;

responsive to determining that the electronic message was

not sent from the authoritative entity based on at least
one of attempting to verify an email authentication and
comparing an email address of a sender of the elec-
tronic message to at least one email address associated
with the authoritative entity, perform, by the one or
more processors, a security action.

#* #* #* #* #*
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