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A mobile phone number that is been provided by a customer
during enrollment is verified for use. SS7 protocol data asso-
ciated with the mobile phone number is collected and evalu-
ated, and if the condition of the subscriber account associated
with phone number has changed or is inconsistent with the
circumstances surrounding the enrollment of the phone num-
ber, the phone number is designated as one that is not to be
called.
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SYSTEM AND METHOD FOR MOBILE
NUMBER VERIFICATION

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] This application claims the benefit of and is a non-
provisional of U.S. Provisional Application Ser. No. 62/023,
657 filed on Jul. 11, 2014, which is expressly incorporated by
reference in its entirety for all purposes as if fully set forth
herein.

BACKGROUND OF THE INVENTION

[0002] Businesses often have the need to contact their cus-
tomers by telephone. For example, banks and other financial
institutions may need to contact a customer when an unex-
pected event has occurred, such as when a suspicious charge
has been made to an account. Customers often provide a
telephone number, such as a number to a mobile device, for a
bank to call the customer, along with consent to use that
number for specified reasons.

[0003] Problems may arise when a customer changes a
phone number or perhaps inadvertently provides a wrong
number when consenting to telephone calls. For example, the
Telephone Consumer Protection Act (TCPA) and its imple-
menting rules prohibit, among other things, the use of an
automatic telephone dialing system to make a non-emergency
call to mobile telephones without prior express consent of the
mobile device user. If the user of the phone (such as a person
who receives a number dialed by mistake) has not expressly
consented to receiving a call at the mobile phone number,
fines can be imposed on the entity making the call.

BRIEF SUMMARY OF THE INVENTION

[0004] There is provided, in accordance with embodiments
of the present invention, a network/system and method for
determine the risk of a phone number being or continuing to
be eligible for calls.

[0005] Inoneembodiment, a method for a verifying phone
number includes receiving an identified phone number pro-
vided by a person for use in contacting the person, using the
identified phone number to obtain status data collected for the
identified number from out-of-band protocol data (e.g., SS7
protocol data) generated when communications are made
over a public switched telephone network for the identified
number, and evaluating the status data for a condition of the
identified phone number, the condition indicative of whether
the authorized number is in use by the person for receiving
communications.

[0006] A more complete understanding of the present
invention may be derived by referring to the detailed descrip-
tion of the invention and to the claims, when considered in
connection with the Figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is a block diagram showing a system for
collecting telephone network data and using that data to
verify that a phone number may be called.

[0008] FIG.2is aflow diagram illustrating a process imple-
mented in the system of FIG. 1.

[0009] FIG. 3 is a block diagram illustrating an exemplary
computer system at which embodiments of the present inven-
tion may be implemented.
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DETAILED DESCRIPTION OF THE INVENTION

[0010] There are various embodiments and configurations
for implementing the present invention. Generally, embodi-
ments provide systems and methods for verifying that a phone
number for use in communicating with a person, such as a
customer, is authorized for such use.

[0011] Indescribed embodiments, a mobile phone number
is used by a financial institution for contacting a customer of
the financial institution. The customer may have provided
consent for making the call under certain situations, such as
when a suspicious transaction has been posted to an account
of the customer. The phone number is verified as the number
for which a consent or authorization from the customer is
applicable, in order to avoid dialing a number for which
consent had not been obtained. More broadly, however, it
should be understood that aspects of the invention pertain to
verifying phone numbers or other identifiers used for com-
municating with various kinds of devices, including (but not
limited to) landline telephones and mobile devices. Further,
embodiments are not limited to voice communications, but
may include any data messages, such as SMS (text) messages,
as well as other communications for various commercial and
noncommercial purposes, and may further include a commu-
nications initiated by entities other than financial institutions.
[0012] Referring now to FIG. 1, a network 100 according to
one embodiment of the invention is illustrated. In the network
100, telephone calls (and other communications and data
messages) are sent through a telephone network 110 to/from
various users at mobile devices 112 that may be communi-
cating with the network 110 through wireless systems 114.
The network 110 may be the public switched telephone net-
work (PSTN).

[0013] In one embodiment, the network 110 employs out-
of-band or common-channel signaling protocol, such as sig-
naling system number 7 (SS7), in which various routing,
telephone feature and other signaling/control data is carried
over a common channel switching path (a packet switched
network) separate from voice and data traffic. SS7 signaling
protocol is widely used in the PSTN and virtually every
telephone and data message sent over the PSTN has accom-
panying control packets that contain information about the
call and the subscriber. Such data is often collected (as calls
are made and routed over the PSTN) by an SS7 data collection
system 120, and thereafter used for various purposes. For
example, the system 120 may be operated by a mobile tele-
phone company to determine the routing and billing of calls
associated with the mobile devices 112. In other cases, third
parties connected to the network 110 may also collect the
same data for providing useful applications to various users,
such billing and authentication. As an example, entities col-
lect such SS7 protocol data and use device identification
attributes in the data to subsequently authenticate a transac-
tion (and a mobile device used for the transaction) when a
consumer uses the mobile device as a payment card. The data
collected by the system 120 is stored in a mobile call database
122.

[0014] In the illustrated embodiment, data stored in the
database 122 is used to verify that a mobile phone number
(Mobile Subscriber Integrated Services Digital Network
Number—MSISDN) provided by a customer (with consent
to use the phone number for various purposes) is validly
associated with that customer. A customer, such as the cus-
tomer of a bank who wants to be alerted of suspicious account
activity via a live call, voice message or text message, enrolls
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with the bank at a customer enrollment system 130. The
system 130 may be implemented by a website maintained by
the bank, and during enrollment the customer may enter a
mobile phone number to be used for contacting the customer.
The phone number, along with other customer data, is main-
tained by or for the bank at a customer data management
system 134. As will be more fully discussed later, when an
alert is to be sent, a call may be initiated by an auto dialer 140
(or similar automated system) that automatically dials the
mobile phone number of the customer (as accessed at the
customer data management system 134) and provides a mes-
sage (or, alternatively, may connect the customer to a repre-
sentative of the bank who may provide information on the
reason for the alert or call). The customer data management
system 134 may periodically verify the availability phone
numbers provided by customers (at the enrollment system
130) by communicating with a phone status verification sys-
tem 150. The phone status verification system accesses the
database 122 in order to retrieve SS7 protocol data relevant to
the phone number provided by the customer.

[0015] In some embodiments (to be described in greater
detail later), the phone status verification system 150 may
also access other databases (e.g., a third-party ported number
database) to use other (non-SS7) data, e.g., in conjunction
SS7 protocol data, to determine the current eligibility of a
phone number.

[0016] In one example (to be more fully described later),
the data retrieved from the database 122 may include recent
status information for the phone number sent over the net-
work 110 as part of SS7 control data accompanying a call or
message sent by one of the mobile devices 112. If the phone
number associated with the mobile device has been deacti-
vated (as indicated by Network Status data in the SS7 proto-
col data), the phone status verification system 150 may advise
the bank operating the auto dialer 140 that there is risk that the
number is no longer valid and that a call should not be made
to that number. For example, if the phone number has been
deactivated, and then subsequently assigned to a different
user, a phone call made to the phone number would be to a
person who has not consented to the call. As will be described
below, various other data collected and stored at the database
122 may also be used for determining whether a customer
phone number is validly authorized and should be dialed, or
whether phone account circumstances indicated by the SS7
data are inconsistent with the number still being used by the
person that provided consent. If a phone number is deter-
mined by the phone status verification system 150 as valid for
the specific customer, then the auto dialer 140 will make a call
to that number under the appropriate circumstances.

[0017] As should be appreciated, the database 122 may
actual practice include more than one database or storage
system. For example, SS7 protocol data may be captured
on-the-fly by systems within the network 110, e.g., databases
associated with various Service Control Points (SCP’s)
within the SS7 environment, which collect SS7 protocol or
similar signaling data as calls are made within the network.
The phone status verification system 150 may access such
databases, through an SCP, obtain SS7 data based on the most
recent calls made by the number in question, and thus in
essence receive real-time data.

[0018] FIG.2 is a process implemented within the network
100 for purposes of carrying out aspects of the present inven-
tion. At step 210, SS7 protocol data collected from the tele-
phone network 110 by the system 120 is stored in the database

Jan. 14, 2016

122. At step 212, the phone status verification system 150
receives a phone number for a customer that is to be called in
the event of certain circumstances (such as a suspicious trans-
action). In some cases, the phone number may be one of many
phone numbers provided periodically by the bank from the
customer data management system 134, in order to provide
continuing verification of numbers previously provided by
customers at the enrollment system 130. Alternatively, the
customer data management system 134 may provide an indi-
vidual phone number shortly before a call is made by the auto
dialer 140 as a result of a circumstance under which a cus-
tomer has agreed to receive a call.

[0019] Atstep 220 the phone status verification system 150
retrieves status data from the database 122 and related to the
customer phone number received at step 212. In one embodi-
ment, only mobile phone numbers are verified, since such
calls may be subject to larger penalties than calls made to
other devices (such as landline telephones). In such an
embodiment, if the phone number received from the customer
data management system 134 is determined to not be amobile
number (step 222), then the phone status verification system
150 returns a message designating the number as valid for
calling, step 240. If the phone number received from the
system 134 is a mobile number at step 222, then the phone
status verification system 150 evaluates, at step 226, status
data retrieved from the database system 122. The system 150
determines from that evaluation whether the number is still
eligible for a call at step 228. Such determination at step 228
may involve looking at various kinds of status data from the
database 122. Such status data may include, as examples:
[0020] Mobile ID Created date—this date reflects when the
subscriber and mobile phone account (including phone num-
ber) have been created/setup, linking the subscriber and
account/phone number. A mobile phone number may be re-
assigned over time to different subscribers, as one subscriber
closes an account and discontinues using the phone number,
and then later a phone company assigns the same phone
number to a new subscriber/account. Thus, a recent Mobile
ID Created Date may reflect that the subscriber of the phone
has changed and the number should not be used, if such date
is after a customer has enrolled at system 130.

[0021] Number Change Event date—this date reflects
when a mobile number has changed in a mobile phone
account. The bank operating the customer data management
system 134 may decide that a number change made after the
date of enrollment should cause the phone number to appear
on a “do not call” or “ineligible number” list, because of risk
that the mobile device may be used by a person/subscriber
who is not consented to calls.

[0022] Network Status—there are several types of statuses
or conditions commonly used by carriers for an account asso-
ciated with phone number, such as “Active,” “Deactivated,”
“Suspended,” “Absent,” or “Unknown.” Ifthe status is “Deac-
tivated,” then in one embodiment the phone number is desig-
nated by the phone status verification system 150 as one that
should be on a “do not call/ineligible number” list. For other
conditions, a system may evaluate the risk associated with
each of the various conditions considered (either in individu-
ally or in combination with other data that may be collected at
the database 122 or elsewhere), based on guidelines provided
by the bank to the phone status verification system 150, to
determine a whether the phone number should be added to a
“do not call/ineligible number” list. In one example, a bank
may decide that, for any condition other than “Deactivated,”
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it is likely that the person or customer providing consent is
still using the phone number and that a call may be made to the
phone number.

[0023] In another example, briefly mentioned earlier, the
phone status verification system 150 accesses a ported num-
ber database for data indicating whether (and when) a cus-
tomer may have changed carriers (with the number question
still remaining with the same customer). In such case, system
150 may determine that, even if there has been a recent
“mobile ID created” date, if such date is at about the same
time or shortly after the porting date, the number is likely to
still be in use by the customer that has authorized calls, and is
still eligible to be called.

[0024] Ifthe evaluation of the status data at step 228 results
in a determination that a phone number is no longer eligible
for calls, the number may be removed from the data main-
tained by the customer data management system 134 (step
230). Otherwise, the system 150 maintains the phone number
as continuing to be eligible for receiving calls, step 240.

[0025] Intheillustrated embodiment, the phone status veri-
fication system 150 may be operated by a third party having
access to database 122. In other embodiments, the phone
status verification system 150 may be operated by or on
behalf of the bank to which the customer has provided a
contact phone number.

[0026] FIG. 3 is a block diagram illustrating an exemplary
computer system upon which embodiments of the present
invention may be implemented. This example illustrates a
computer system 300 such as may be used, in whole, in part,
or with various modifications, to provide the functions of the
SS7 data collection system 120, the customer data manage-
ment system 134, and the phone status verification system
150, as well as other components and functions of the inven-
tion described herein.

[0027] The computer system 300 is shown comprising
hardware elements that may be electrically coupled via a bus
390. The hardware elements may include one or more central
processing units 310, one or more input devices 320 (e.g., a
mouse, a keyboard, etc.), and one or more output devices 330
(e.g., a display device, a printer, etc.). The computer system
300 may also include one or more storage devices 340, rep-
resenting remote, local, fixed, and/or removable storage
devices and storage media for temporarily and/or more per-
manently containing computer-readable information, and
one or more storage media reader(s) 350 for accessing the
storage device(s) 340. By way of example, storage device(s)
340 may be disk drives, optical storage devices, solid-state
storage devices such as a random access memory (“RAM”)
and/or aread-only memory (“ROM”), which can be program-
mable, flash-updateable or the like.

[0028] The computer system 300 may additionally include
a communications system 360 (e.g., a modem, a network
card—wireless or wired, an infra-red communication device,
a Bluetooth™ device, a near field communications (NFC)
device, a cellular communication device, etc.). The commu-
nications system 360 may permit data to be exchanged with a
network, system, computer, mobile device and/or other com-
ponent as described earlier. The system 300 also includes
working memory 380, which may include RAM and ROM
devices as described above. In some embodiments, the com-
puter system 300 may also include a processing acceleration
unit 370, which can include a digital signal processor, a
special-purpose processor and/or the like.
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[0029] The computer system 300 may also comprise soft-
ware elements, shown as being located within a working
memory 380, including an operating system 384 and/or other
code 388. Software code 388 may be used for implementing
functions of various elements of the architecture as described
herein. For example, software stored on and/or executed by a
computer system, such as system 300, can be used in imple-
menting the process seen in FIG. 2.
[0030] It should be appreciated that alternative embodi-
ments of a computer system 300 may have numerous varia-
tions from that described above. For example, customized
hardware might also be used and/or particular elements might
be implemented in hardware, software (including portable
software, such as applets), or both. Furthermore, there may be
connection to other computing devices such as network input/
output and data acquisition devices (not shown).
[0031] While various methods and processes described
herein may be described with respect to particular structural
and/or functional components for ease of description, meth-
ods of the invention are not limited to any particular structural
and/or functional architecture but instead can be imple-
mented on any suitable hardware, firmware, and/or software
configuration. Similarly, while various functionalities are
ascribed to certain individual system components, unless the
context dictates otherwise, this functionality can be distrib-
uted or combined among various other system components in
accordance with different embodiments of the invention. As
one example, the phone status verification system 150 may be
implemented by a single system having one or more storage
device and processing elements. As another example, the
phone status verification system 150 system 110 may be
implemented by plural systems, with their respective func-
tions distributed across different systems either in one loca-
tion or across a plurality of linked locations.
[0032] Moreover, while the various flows and processes
described herein (e.g., those illustrated in FIG. 2) are
described in a particular order for ease of description, unless
the context dictates otherwise, various procedures may be
reordered, added, and/or omitted in accordance with various
embodiments of the invention. Moreover, the procedures
described with respect to one method or process may be
incorporated within other described methods or processes;
likewise, system components described according to a par-
ticular structural architecture and/or with respect to one sys-
tem may be organized in alternative structural architectures
and/or incorporated within other described systems. Hence,
while various embodiments may be described with (or with-
out) certain features for ease of description and to illustrate
exemplary features, the various components and/or features
described herein with respect to a particular embodiment can
be substituted, added, and/or subtracted to provide other
embodiments, unless the context dictates otherwise.
[0033] Although the invention has been described with
respect to exemplary embodiments, it will be appreciated that
the invention is intended to cover all modifications and
equivalents within the scope of the forgoing description and/
or the following claims.

What is claimed is:

1. A method for verifying that a phone number is autho-
rized for use, comprising:

receiving an identified phone number that has been autho-

rized by customer for use in contacting the customer;
sending a request, including the identified phone number,
for status data relating to the identified phone number,
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the status data collected from out-of-band protocol data
generated when communications are made using the
identified phone number;
evaluating the status data for an eligible condition for the
identified phone number, the eligible condition indica-
tive that the authorized number is associated with the
customer for receiving communications; and

determining whether the identified phone number may be
used in contacting the customer, based on the eligible
condition.
2. The method of claim 1, wherein the out-of-band protocol
data comprises signaling system 7 (SS7) protocol data.
3. The method of claim 3, wherein the SS7 protocol data
comprises one or more of (a) a mobile identity creation date,
indicating a date the identified phone number has been estab-
lished for use by the customer, (b) a network change event
date, indicating a date that the status of the identified phone
number regarding its availability for use has changed, and (c)
a network status that indicates the availability for use of the
identified phone number.
4. The method of claim 3, wherein the method further
comprises:
determining an enrollment date on which the identified
phone number has been provided by the customer;

comparing the determined enrollment date network change
to each of the mobile identity creation date and the
network change event date; and

if the determined enrollment date is before the mobile

identity creation date, or if the determined enrollment
date is after network change event date, designating the
identified phone number as authorized.

5. The method of claim 1, wherein the identified phone
number comprises a Mobile Subscriber Integrated Services
Digital Network Number (MSISDN).
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6. The method of claim 5, wherein the identified telephone
number is dialed using an auto dialer to make a voice phone
call to the customer when it is determined that the identified
phone number may be used for contacting the customer.

7. The method of claim 5, wherein a text message is sent to
the identified telephone when it is determined that the iden-
tified phone number may be used for contacting the customer.

8. The method of claim 1, wherein the status data further
comprises ported number data.

9. A method for verifying phone number, comprising:

receiving an identified phone number provided by a person

for use in contacting the person;

using the identified phone number to request status data

collected from out-of-band protocol data generated
when communications are made using the identified
phone number;

evaluating the status data for the condition of the identified

phone number, the condition indicative of whether the
authorized number is associated with the person for
receiving communications; and

determining whether the identified phone number may be

used in contacting the customer, based on the condition.

10. A method for verifying phone number, comprising:

receiving an identified phone number provided by person

for use in contacting the person;

using the identified phone number to obtain status data

collected for the identified number from out-of-band
protocol data generated when communications are made
over a telecommunications network for the identified
number; and

evaluating the status data for a condition of the identified

phone number, the condition indicative of whether the
authorized number is associated the person for receiving
communications.
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