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(57) ABSTRACT 

A disclosed gaming machine is coupled to a plurality of 
"USB gaming peripherals." The USB gaming peripherals, 
which may include one or more peripheral devices, com-
municate with a master gaming controller using a USB 
communication architecture. The USB communication 
architecture may include a vendor-specific class protocol. 
The USB vendor-specific class protocol may comprise: 1) a 
base protocol for defining message handling relating to 
peripheral device functionality common to a plurality of 
peripheral devices; and 2) one or more feature-specific 
protocol extensions for defining message handling specific 
to a USB feature where each feature-specific protocol exten-
sion defines feature-specific messages. The base protocol 
may be designed such that when one of the feature-specific 
messages is modified, the base protocol does not change. 
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PROTOCOLS AND STANDARDS FOR USB 
PERIPHERAL COMMUNICATIONS 

[0001] A portion of the disclosure of this patent document 
contains material, which is subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. 

RELATED APPLICATION DATA 

[0002] The present application claims priority under 
U.S.C. 120 from U.S. Pat. No. 10/246,367, filed on Sep. 16, 
2002, and entitled, "USB DEVICE PROTOCOL FOR A 
GAMING MACHINE," which is a continuation-in-part 
from U.S. patent application Ser. No. 10/214,255, filed on 
Aug. 6, 2002, titled "STANDARD PERIPHERAL COM-
MUNICATION", which is a continuation of U.S. patent 
application Ser. No. 09/635,987, titled "STANDARD 
PERIPHERAL COMMUNICATION" filed on Aug. 9, 2000, 
which is a divisional application from U.S. patent applica-
tion Ser. No. 09/414,659, titled "STANDARD PERIPH-
ERAL COMMUNICATION". filed on Oct. 6, 1999, which is 
now U.S. Pat. No. 6,251,014; each of which is incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

[0003] This invention relates to gaming peripherals for 
gaming machines such as slot machines and video poker 
machines. More particularly, the present invention relates to 
communication hardware and methods between gaming 
devices. 

[0004] There is a wide variety of associated devices that 
can be connected to a gaming machine such as a slot 
machine or video poker machine. Some examples of these 
devices are lights, ticket printers, card readers, speakers, bill 
validators, coin acceptors, coin dispensers, display panels, 
key-pads, touch screens, player-tracking units and button 
pads. Many of these devices are built into the gaming 
machine. Often, a number of devices are grouped together in 
a separate box that is placed on top of the gaming machine. 
Devices of this type are commonly called a top box. 

[0005] Typically, the gaming machine controls various 
combinations of devices. These devices provide gaming 
functions that augment the characteristics of the gaming 
machine. Further, many devices such as top boxes are 
designed to be removable from the gaming machine to 
provide flexibility in selecting the game characteristics of a 
given gaming machine. 

[0006] The functions of any device are usually controlled 
by a "master gaming controller" within the gaming machine. 
For example, during a game the master gaming controller 
might instruct lights to go on and off in various patterns, 
instruct a printer to print a ticket or send information to be 
displayed on a display screen. For the master gaming 
controller to perform these operations, connections from the 
device are wired directly into some type of electronic board 
(e.g., a "back plane" or "mother board") containing the 
master gaming controller. 

[0007] To operate a device, the master gaming controller 
requires parameters, operational characteristics and configu-

Dec. 16, 2004 

ration information specific to each peripheral device. This 
information is incorporated into software and stored in some 
type of memory device on the master gaming controller. 
This device-specific software operates the functions of the 
device during a game. As an example, to operate a set of 
lights, the software for the master gaming controller would 
require information such as the number and types of lights, 
functions of the lights, signals that correspond to each 
function, and the response time of the lights. 

[0008] Traditionally, in the gaming industry, gaming 
machines have been relatively simple in the sense that the 
number of peripheral devices and the number of functions 
the gaming machine has been limited. Further, in operation, 
the functionality of gaming machines was relatively constant 
once the gaming machine was deployed, i.e., new peripheral 
devices and new gaming software were infrequently added 
to the gaming machine. Often, to satisfy the unique require-
ments of the gaming industry in regards to regulation and 
security, circuit boards for components, such as the back-
plane and the master gaming controller, have been custom 
built with peripheral device connections hard-wired into the 
boards. Further, the peripheral device connections, commu-
nication protocols used to communicate with the peripheral 
devices over the peripheral device connections, and software 
drivers used to operate the peripheral devices have also been 
customized varying from manufacturer to manufacturer and 
from peripheral device to peripheral device. For example, 
communication protocols used to communicate with periph-
eral devices are typically proprietary and vary from manu-
facturer to manufacturer. 

[0009] In recent years, in the gaming industry, the func-
tionality of gaming machines has become increasingly com-
plex. Further, the number of manufacturers of peripheral 
devices in the gaming industry has greatly increased. After 
deployment of a gaming machine, there is a desire to i) 
easily add new capabilities that are afforded by new/up-
graded gaming software and new/upgraded peripheral 
devices from a wide variety of manufacturers and ii) easily 
change the combinations of internal/external peripheral 
devices deployed on the gaming machines. 

[0010] The personal computer industry has dealt with 
issues relating to device compatibility and, in recent years, 
there has been a desire in the gaming industry to adapt 
technologies used in the personal computer industry to 
gaming. At first glance, one might think that adapting PC 
technologies to the gaming industry would be a simple 
proposition because both PCs and gaming machines employ 
microprocessors that control a variety of devices. However, 
because of such reasons as 1) the regulatory requirements 
that are placed upon gaming machines, 2) the harsh envi-
ronment in which gaming machines operate, 3) security 
requirements and 4) fault tolerance requirements, adapting 
PC technologies to a gaming machine can be quite difficult. 
Further, techniques and methods for solving a problem in the 
PC industry, such as device compatibility and connectivity 
issues, might not be adequate in the gaming environment. 
For instance, a fault or a weakness tolerated in a PC, such as 
security holes in software or frequent crashes, may not be 
tolerated in a gaming machine because in a gaming machine 
these faults can lead to a direct loss of funds from the gaming 
machine, such as stolen cash, or loss of revenue when the 
gaming machine is not operating properly. 
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[0011] For the purposes of illustration, a few differences 
between PC systems and gaming systems are described as 
follows. A first difference between gaming machines and 
common PC based computers systems is that gaming 
machines arc designed to be state-based systems. In a 
state-based system, the system stores and maintains its 
current state in a non-volatile memory, such that, in the event 
of a power failure or other malfunction the gaming machine 
will return to its current state when the power is restored. For 
instance, if a player was shown an award for a game of 
chance and, before the award could be provided to the player 
the power failed, the gaming machine, upon the restoration 
of power, would return to the state where the award is 
indicated. As anyone who has used a PC, knows, PCs are not 
state machines and a majority of data is usually lost when a 
malfunction occurs. This requirement affects the software 
and hardware design on a gaming machine. 

[0012] A second important difference between gaming 
machines and common PC based computer systems is that 
for regulation purposes, the software on the gaming machine 
used to generate the game of chance and operate the gaming 
machine has been designed to be static and monolithic to 
prevent cheating by the operator of gaming machine. For 
instance, one solution that has been employed in the gaming 
industry to prevent cheating and satisfy regulatory require-
ments has been to manufacture a gaming machine that can 
use a proprietary processor running instructions to generate 
the game of chance from an EPROM or other form of 
non-volatile memory. The coding instructions on the 
EPROM are static (non-changeable) and must be approved 
by a gaming regulators in a particular jurisdiction and 
installed in the presence of a person representing the gaming 
jurisdiction. Any changes to any part of the software 
required to generate the game of chance, such as adding a 
new device driver used by the master gaming controller to 
operate a device during generation of the game of chance 
can require a new EPROM to be burnt, approved by the 
gaming jurisdiction and reinstalled on the gaming machine 
in the presence of a gaming regulator. Regardless of whether 
the EPROM solution is used, to gain approval in most 
gaming jurisdictions, a gaming machine must demonstrate 
sufficient safeguards that prevent an operator of a gaming 
machine from manipulating hardware and software in a 
manner that gives them an unfair and some cases an illegal 
advantage. The code validation requirements in the gaming 
industry affect both hardware and software designs on 
gaming machines. 

[0013] A third important difference between gaming 
machines and common PC based computer systems is the 
number and kinds of peripheral devices used on a gaming 
machine are not as great as on PC based computer systems. 
Traditionally, in the gaming industry, gaming machines have 
been relatively simple in the sense that the number of 
peripheral devices and the number of functions the gaming 
machine has been limited. Further, in operation, the func-
tionality of gaming machines were relatively constant once 
the gaming machine was deployed, i.e., new peripherals 
devices and new gaming software were infrequently added 
to the gaming machine. This differs from a PC where users 
will go out, buy different combinations of devices and 
software from different manufacturers, and connect them to 
a PC to suit their needs depending on a desired application. 
Therefore, the types of devices connected to a PC may vary 
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greatly from user to user depending in their individual 
requirements and may vary significantly over time. 

[0014] Although the variety of devices available for a PC 
may be greater than on a gaming machine, gaming machines 
still have unique device requirements that differ from a PC, 
such as device security requirements not usually addressed 
by PCs. For instance, monetary devices, such as coin dis-
pensers, bill validators and ticket printers and computing 
devices that are used to govern the input and output of cash 
to a gaming machine have security requirements that are not 
typically addressed in PCs. Therefore, many PC techniques 
and methods developed to facilitate device connectivity and 
device compatibility do not address the emphasis placed on 
security in the gaming industry. 

[0015] Another issue not typically addressed in PCs but 
important in the gaming industry is the existence of many 
versions of the same type of device. This specialization in 
the gaming industry results from the limited number of 
devices used on a gaming machine in conjunction with a 
large number of manufacturers competing in the market to 
supply these devices. Further, the entertainment aspect of 
gaming machines leads constantly to the development of 
groups of related devices, such as a group of mechanical 
wheels or a group of lights employed on a gaming machine, 
with different operating functions provided solely for enter-
tainment purposes. 

[0016] One disadvantage of the current method of opera-
tion for devices controlled by a master gaming controller is 
that each time a device is replaced the gaming machine must 
be shut down. Then, the wires from the device are discon-
nected from the master gaming controller and the master 
gaming controller is rewired for the new device. A device 
might be replaced to change the game characteristics or to 
repair a malfunction within the device. Similarly, if the 
circuit board containing the master gaming controller or the 
master gaming controller itself needs repair, then the wiring 
from all of the devices connected to the gaming controller 
must be removed before the gaming controller can be 
removed. After repair or replacement, the master gaming 
controller must be rewired to all of the devices. This wiring 
process is time consuming and can lead to significant down 
time for the gaming machine. Further, the person performing 
the installation requires detailed knowledge of the mecha-
nisms within the gaming machine because wiring harnesses, 
plugs and connectors can vary greatly from gaming device 
to gaming device and manufacturer to manufacturer. 
Accordingly, it would be desirable to provide methods and 
techniques for installing or removing devices and master 
gaming controllers that simplifies this wiring process and 
satisfy the unique requirements of the gaming industry. 

[0017] Another disadvantage of the current operational 
method of devices used by the gaming machine involves the 
software for the devices. When a new device is installed on 
a gaming machine, software specific to the device must be 
installed on the gaming machine. Again, the gaming 
machine must be shut down and the person performing this 
installation process requires detailed knowledge of the gam-
ing machine and the device. Further, the software installa-
tion process may have to be performed in the presence of an 
authority from a regulatory body. Accordingly, it would be 
desirable to provide methods a nd t echniques that simplify 
the software installation process and satisfy the unique 
requirements of the gaming industry. 
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[0018] Another disadvantage of the current gaming envi-
ronment is that, if the software has not been employed on a 
gaming machine before, it must be thoroughly tested, veri-
fied, and submitted for regulatory approval before it can be 
placed on a gaming machine. Further, after regulatory 
approval or as part of the approval process the software is 
also then tested in the field after placement on the gaming 
machine. As an example, if the operating characteristics of 
a gaming device are modified, such that, a new device driver 
to operate the device is required, then the costs associated 
with developing and deploying the new device driver on the 
gaming machine can be quite high. 

[0019] Further, gaming machine manufacturers are 
responsible for the reliability of the product that they sell 
including gaming devices and gaming software provided by 
third party vendors. These manufacturers are interested in 
taking advantage of the capabilities offered by third party 
vendors. However, if a gaming machine manufacturer has to 
spend an extensive amount of time verifying that third party 
software is secure and reliable, then it may not be worth it 
to the manufacturer to use third party software. Accordingly, 
it would be desirable to provide methods and techniques that 
simplify the software development and software testing 
process on gaming machines. 

SUMMARY OF THE INVENTION 

[0020] This invention addresses the needs indicated above 
by providing a gaming machine having a plurality of "USB 
gaming peripherals." The USB gaming peripherals, which 
may include one or more peripheral devices, communicate 
with a master gaming controller using a USB communica-
tion architecture. The USB communication architecture may 
include a vendor-specific class protocol. The USB vendor-
specific class protocol may comprise: 1) a base protocol for 
defining message handling relating to peripheral device 
functionality common to a plurality of peripheral devices; 
and 2) one or more feature-specific protocol extensions for 
defining message handling specific to a USB feature where 
each feature-specific protocol extension defines feature-
specific messages. The base protocol may be designed such 
that when one of the feature-specific messages is modified, 
the base protocol does not change. 

[0021] One aspect of the present invention provides a 
gaming machine. The gaming machine may be generally 
characterized as comprising: 1) a master gaming controller 
adapted for i) generating a game of chance played on the 
gaming machine by executing a plurality of gaming software 
modules and ii) communicate with one or more USB (Uni-
versal Serial Bus) gaming peripherals using USB-compat-
ible communications including a USB vendor-specific class 
protocol; 2) the one or more of the USB gaming peripherals 
coupled to the gaming machine and in communication with 
the master gaming controller wherein a first USB-compat-
ible peripheral device on the USB gaming peripherals is 
capable of communicating with the master gaming control-
ler using the USB vendor-specific class protocol; 3) a 
gaming operating system on the master gaming controller 
designed for loading gaming software modules into a Ran-
dom Access Memory (RAM) for execution from the storage 
device and for unloading gaming software modules from the 
RAM; 4) one or more host processes loaded by the gaming 
operating system designed for communicating with the 
USB-compatible peripheral device using the USB vendor-
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specific class protocol wherein using the USB vendor-
specific class protocol the gaming machine may be capable 
of determining a USB class of the first USB-compatible 
peripheral device without using a vendor identification, a 
product identification or a serial number in a descriptor set 
conveyed to the one or more host processes by the first 
USB-compatible peripheral device. 

[0022] In a particular embodiment, the USB class of the 
first USB-compatible peripheral device may be conveyed 
using class identification information. The class identifica-
tion information may be stored in one or more string 
identifiers. Further, the class identification information may 
be conveyed to the one or more host processes in a USB 
interface descriptor set. In particular, the class identification 
information may be conveyed in an ilnterface field of the 
USB interface descriptor set where the interface field pro-
vides an index to a string descriptor. The USB vendor-
specific class protocol may specify a format and information 
in the class identification information. The class identifica-
tion information may allow for two USB peripheral devices 
with different product identification information and differ-
ent vendor identification information to indicate that they are 
capable of communicating using the USB vendor-specific 
class protocol. 

[0023] In other embodiments, the USB vendor-specific 
class protocol may further comprises two or more USB 
features. One of the USB features may be designed to handle 
commands and messages common to all of the USB fea-
tures. Further, at least one of the USB features may be 
designed to handle commands and messages specific to it. 
Each of USB features may use a separate interface. In 
addition, each of the USB features may be assigned a unique 
feature number. 

[0024] In yet other embodiments, the gaming machine 
may comprise a second USB-compatible peripheral device 
designed to communicate with the master gaming controller 
using the USB vendor-specific class protocol where one or 
more of the USB features, the vendor identification, the 
product identification and the serial number are different 
between the first USB-compatible peripheral device and the 
second USB-compatible peripheral device. Further, the 
gaming machine may comprise one or more USB-compat-
ible peripheral devices designed to communicate with the 
master gaming controller using a standard USB class pro-
tocol where the standard USB class protocol is selected from 
the group consisting of an audio class, a printer class and a 
HID class (Human Interface Device). 

[0025] In a particular embodiment, at least one of the USB 
gaming peripherals may be capable of performing a CRC 
check on a portion of firmware executed by the USB gaming 
peripherals. The master gaming controller may be capable of 
generating a request for a CRC check of a portion of 
firmware on the USB gaming peripherals where the request 
for the CRC check comprises one or more of a starting 
address in the firmware and an ending address in the 
firmware. The starting address and the ending address may 
be generated randomly by the master gaming controller. 
Further, a value of the CRC check returned in response to the 
CRC request may be used by the master gaming controller 
to authenticate a peripheral device. 

[0026] In additional embodiments, the master gaming 
controller may be further designed to generate and to send 
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a message to the first USB-compatible peripheral device for 
one or more of the following commands 1) requesting a 
status, 2) resetting a USB feature, 3) clearing a status, 4) 
requesting a self-test and 5) requesting a specific function of 
the USB feature. The USB gaming peripherals may be 
capable of rejecting a command received from the master 
gaming controller. The command may be rejected for a 
number of reasons, such as but not limited to: 1) an invalid 
request type, 2) an invalid request, 3) an invalid interface 
number, 4) a length mismatch, 5) an unknown command, 6) 
invalid data, 7) message too long, 8) a USB feature 
addressed in the command is busy, 9) the USB feature 
addressed is in a tilt and 10) the USB feature is in a self-test. 

[0027] In another embodiment, the USB gaming periph-
erals may be capable of sending one or more of the follow-
ing general status messages to the master gaming controller 
1) normal status, 2) self-test in progress, 3) self-test com-
plete and 4) tilt. Further, the USB gaming peripherals may 
be capable of sending one of more of the following specific 
status messages to the master gaming controller 1) data 
RAM hardware failure, 2) code memory hardware failure, 3) 
I2C hardware failure, 4) program CRC error during initial-
ization and 5) program CRC error outside of initialization. 
The USB gaming peripherals are capable of clearing a status 
or the status may be cleared by the master gaming controller. 

[0028] In another embodiment, the USB vendor-specific 
class protocol may further comprise: 1) a base protocol for 
defining message handling relating to peripheral device 
functionality common to a plurality of peripheral devices; 
and 2) one or more feature-specific protocol extensions for 
defining message handling specific to a USB feature where 
each feature-specific protocol extension defines feature-
specific messages. The base protocol may be designed such 
that when one of the feature-specific messages is modified, 
the base protocol does not change. The base protocol may 
define that each USB feature is mapped to a single USB 
interface. Further, the base protocol may define that each 
peripheral device supporting the base protocol include: i) a 
first USB feature and a corresponding first USB interface for 
communicating common messages defined by the base 
protocol; and ii) at least a second USB feature and a 
corresponding second USB interface for communicating 
messages defined by one of the feature-specific protocol 
extensions. 

[0029] In addition, the base protocol may allow a periph-
eral device to communicate using a standard USB class 
protocol where the standard USB class protocol is selected 
from the group consisting of an audio class, a printer class 
and a HID class (Human Interface Device). The base pro-
tocol may define that each USB features is assigned a unique 
feature number. Further, the base protocol may defines 
information format and content for one or more of a device 
descriptor set, a configuration descriptor set, an interface 
descriptor set, a functional descriptor set and a feature 
descriptor set. 

[0030] In other embodiments, at least one USB DFU-
compatible peripheral device may be designed to self-
initialize 1) without a portion of its run-time descriptor set 
or 2) without a portion of firmware required to operate the 
USB DFU-compatible peripheral device. The portion of 
firmware required to operate the USB DFU-compatible 
peripheral device may include a run-time descriptor set. The 
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USB DFU-compatible peripheral device may be designed to 
self-initialize in a DFU mode. The USB DFU-compatible 
peripheral device may be a member of one of a standard 
USB device class or a vendor-specific device class. 

[0031] In additional embodiments, the gaming machine 
may be capable of determining the firmware to download to 
a USB DFU-compatible peripheral device without using 
vendor identification or product identification in a descriptor 
set conveyed to the one or more host process by the USB 
DFU-compatible peripheral device. Instead, the gaming 
machine may determine the firmware to download using a 
firmware identifier provided by the USB DFU-compatible 
peripheral device. The firmware identifier may be an index 
to a record in a firmware database. Therefore, the gaming 
machine may include a firmware database. The firmware 
database may include a mapping of the firmware identifier to 
a particular instantiation of firmware. 

[0032] In yet other embodiment, the master gaming con-
troller may include a memory storing software for encrypt-
ing, decrypting, or encrypting and decrypting the USB-
compatible communications between the master gaming 
controller and at least one of the USB gaming peripherals. 
Further, the master gaming controller may be further 
designed or configured to run feature client processes that 
communicate with one of the USB features of the USB-
compatible peripheral devices. In addition, the gaming 
machine is capable of enumerating each USB gaming 
peripheral to determine the capabilities of each of the USB 
gaming peripherals. 

[0033] In particular embodiments, the gaming machine 
may further comprise one or more of the following: 1) a 
USB stack loaded by the gaming operating system designed 
for providing a USB communication connection for each of 
the plurality of USB gaming peripherals, 2) a storage device 
for storing approved firmware used by one or more of the 
USB gaming peripherals, 3) a storage device for storing the 
plurality of gaming software modules, 4) a USB-compatible 
host controller and 5) one or more non-USB peripheral 
devices. The gaming software modules and firmware may be 
approved for use on the gaming machine by one or more of 
a gaming jurisdiction, a gaming machine manufacturer, a 
third-party vendor and a standards association. 

[0034] In other embodiments, each USB gaming periph-
eral may comprise: a) a USB-compatible communication 
connection, b) one or more peripheral devices specific to 
each USB gaming peripheral where each peripheral device 
supports one or more USB features, and c) a USB peripheral 
controller designed or configured i) to control the one or 
more peripheral devices and ii) to communicate with the 
master gaming controller and peripheral devices using the 
USB-compatible communications. In addition, the USB 
peripheral controller may include a non-volatile memory 
arranged to store at least one of a) configuration parameters 
specific to the individual USB gaming peripheral and b) 
state history information of the USB game peripheral. The 
USB peripheral controller may comprise one or more USB-
compatible interfaces where each USB-compatible interface 
is mapped to a single USB feature in the one of peripheral 
devices. 

[0035] Further, each USB gaming peripherals may include 
one or more peripheral devices that are selected from a 
group consisting of lights, printers, coin hoppers, coin 
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dispensers, bill validators, ticket readers, card readers, key-
pads, button panels, display screens, speakers, information 
panels, motors, mass storage devices, reels, wheels, bonus 
devices, wireless communication devices, bar-code readers, 
microphones, biometric input devices, touch screens, arcade 
sticks, thumbsticks, trackballs, touchpads and solenoids. 
Further, one or more of the USB gaming peripherals may 
further comprise a USB-compatible device controller or a 
USB-compatible hub. 

[0036] The game of chance generated on the gaming 
machine may be selected from the group consisting of 
traditional slot games, video slot games, poker games, 
pachinko games, multiple hand poker games, pai-gow poker 
games, black-jack games, keno games, bingo games, rou-
lette games, craps games, checkers, board games and card 
games. 

[0037] Another aspect of the invention pertains to com-
puter program products including a machine-readable 
medium on which are stored program instructions for imple-
menting any of the methods described above or within the 
specification. Any of the methods of this invention may be 
represented as program instructions and/or data structures, 
databases, etc. that can be provided on such computer 
readable media. These and other features of the present 
invention will be presented in more detail in the following 
detailed description of the invention and the associated 
figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0038] FIG. 1A is a perspective drawing of a gaming 
machine having a top box and other devices. 

[0039] FIG. 1B is a block diagram of a gaming machine 
software architecture and its interaction with a gaming 
machine interface for generating a game of chance on a 
gaming machine. 

[0040] FIG. 1C is a block diagram of a gaming machine 
software architecture providing gaming software for gener-
ating a game of chance on a gaming machine. 

[0041] FIG. 2 is a block diagram of device classes and 
features managed by the device class manager of the present 
invention. 

[0042] FIG. 3 is a block diagram showing communica-
tions between application processes and USB features via 
drivers managed by the USE device class manager. 

[0043] FIG. 4 is a block diagram showing communica-
tions between application processes and USB features via a 
third party driver managed by the USB device class man-
ager. 

[0044] FIG. 5 is block diagram of a gaming machine with 
a master gaming controller and a plurality of gaming 
devices. 

[0045] FIG. 6 is flow diagram of an initialization process 
in a USB device class manager. 

[0046] FIG. 7 is a block diagram of a USB communica-
tion architecture that may be used to provide USB commu-
nications in the present invention. 

[0047] FIG. 8 is a block diagram of master gaming 
controller in communication with a USB gaming peripheral. 
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[0048] FIG. 9 is a block diagram of physical USB con-
nections between a host controller and three gaming periph-
erals on a gaming machine. 

[0049] FIG. 10 is a block diagram showing logical con-
nections between a USB Device Class Manager and a 
gaming peripheral. 

[0050] FIG. 11 is a block diagram showing endpoint 
connections between a USB Device Class Manager and a 
gaming peripheral. 

[0051] FIG. 12 is block diagram showing interface con-
nections between a USB Device Class Manager and a 
gaming peripheral during device class detection. 

[0052] FIG. 13 is a block diagram of gaming system that 
utilizes distributed gaming software, distributed processors 
and distributed servers to generate a game of chance and 
provide gaming services. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0053] One objective of this invention is to provide an 
interface between gaming machines and USB-compatible 
gaming peripherals that satisfies the unique requirements of 
the gaming industry. This objective is met through the 
introduction of a robust software architecture that is USB-
compatible and meets the requirements of a gaming envi-
ronment in which gaming machines operate. A few of these 
requirements are high security, case of maintenance, 
expandability, configurability, and compliance with gaming 
regulations. To satisfy these requirements, the host software 
may be designed to apply restrictions on USB drivers and 
USB gaming peripherals in regards to both their develop-
ment and implementation. 

[0054] In FIGS. 1A-C, 2-13, the USB communications 
software architecture of the present invention is described. 
In particular, in FIG. 1A, a gaming machine with gaming 
devices for generating a game of chance and its operation at 
the physical level is primarily described. In FIG. 1B, a 
high-level description of gaming software architecture and 
its interaction with the gaming machine interface is 
described. In FIG. 1C, details of the gaming machine 
software architecture are described including embodiments 
of the USB communication architecture of the present 
invention. In FIGS. 2-8, further details of the USB com-
munication architecture and its implementation on a gaming 
machine and in a gaming system are provided. In FIGS. 
9-12, details of a USB-compatible vendor-specific device 
protocol are provided. In FIG. 13, a gaming system of the 
present invention is described. 

[0055] In FIG. 1A, a perspective drawing of video gaming 
machine 2 of the present invention is shown. Machine 2 
includes a main cabinet 4, which generally surrounds the 
machine interior (not shown) and is viewable by users. The 
main cabinet includes a main door 8 on the front of the 
machine, which opens to provide access to the interior of the 
machine. Attached to the main door are player-input 
switches or buttons 32, a coin acceptor 28, and a bill 
validator 30, a coin tray 38, and a belly glass 40. A coin 
dispenser, not shown, may dispense coins into the coin tray. 
Viewable through the main door is a video display monitor 
34 and an information panel 36. The display monitor 34 will 
typically be a cathode ray tube, high resolution flat-panel 
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LCD, or other conventional electronically controlled video 
monitor. The information panel 36 may be a back-lit, silk-
screened glass panel with lettering to indicate general game 
information including, for example, the number of coins 
played. Many possible games of chance, including tradi-
tional slot games, video slot games, poker games, pachinko 
games, multiple hand poker games, pai-gow poker games, 
black-jack games, keno games, bingo games, roulette 
games, craps games, checkers, board games and card games 
may be provided with gaming machines of this invention. 

[0056] The bill validator 30, coin acceptor 28, player-input 
switches 32, video display monitor 34, and information 
panel are devices used to play a game of chance on the game 
machine 2. The devices are controlled by circuitry (See FIG. 
5) housed inside the main cabinet 4 of the machine 2. The 
control circuitry in the housing is referred to as a "master 
gaming controller" in the present invention. In the operation 
of these devices, critical information may be generated that 
is stored within a non-volatile memory storage device 234 
(See FIG. 5) located within the gaming machine 2. For 
instance, when cash or credit of indicia is deposited into the 
gaming machine using the bill validator 30 or the coin 
acceptor 28, an amount of cash or credit deposited into the 
gaming machine 2 may be stored within the non-volatile 
memory storage device 234. As another example, when 
important game information, such as the final position of the 
slot reels in a video slot game, is displayed on the video 
display monitor 34, game history information needed to 
recreate the visual display of the slot reels may be stored in 
the non-volatile memory storage device. The type of infor-
mation stored in the non-volatile memory may be dictated 
by the requirements of operators of the gaming machine and 
regulations dictating operational requirements for gaming 
machines in different gaming jurisdictions. 

[0057] The gaming machine 2 includes a top box 6, which 
sits on top of the main cabinet 4. The top box 6 houses a 
number of devices, which may be used to add features to a 
game being played on the gaming machine 2, including 
speakers 10, 12, 14, a ticket printer 18 which prints bar-
coded tickets 20, a key-pad 22 for entering player-tracking 
information, a florescent display 16 for displaying player-
tracking information and a card reader 24 for entering a 
magnetic striped card containing player-tracking informa-
tion. Further, the top box 6 may house different or additional 
devices than shown in the FIG. 1A. For example, the top 
box may contain a bonus wheel or a back-lit silk-screened 
panel, which may be used to add bonus features to the game 
being played on the gaming machine. 

[0058] Many of the gaming devices on the gaming 
machine 2 may be directly connected to and in communi-
cation with the master gaming controller 224 (see FIG. 5) 
via various internal wiring harnesses in the cabinet 4 and top 
b ox 6 or may be indirectly connected to the master gaming 
controller through intermediate gaming devices and com-
munication hubs and in communication with the master 
gaming controller. During a game of chance, the master 
gaming controller 224 housed within the main cabinet 4 of 
the machine 2 may control these devices. 

[0059] In the present invention, a USB-compatible com-
munication architecture, which may comprise USB-compat-
ible hardware, software and methods, may be employed to 
provide communications between the gaming devices and 
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the master gaming controller. In general, the USB-compat-
ible communication architecture, which is described in 
FIGS. 1C-6, may be used to provide communications 
between any two devices on the gaming machine or con-
nected to the gaming machine. In a particular embodiment, 
a USB device class manager is described which may be used 
as part of a USB hardware-software interface on the gaming 
machine. 

[0060] Understand that gaming machine 2 is but one 
example from a wide range of gaming machine designs on 
which the present invention may be implemented. For 
example, not all suitable gaming machines have top boxes or 
player-tracking features. Further, some gaming machines 
have only a single game display—mechanical or video, 
while others are designed for bar tables and have displays 
that face upwards. As another example, a game may be 
generated on a host computer and may be displayed on a 
remote terminal or a remote gaming device. The remote 
gaming device may be connected to the host computer via a 
network of some type such as a local area network, a wide 
area network, an intranet or the Internet. The remote gaming 
device may be a portable gaming device such as but not 
limited to a cell phone, a personal digital assistant, or a 
wireless game player. Images rendered from 3-D gaming 
environments may be displayed on portable gaming devices 
that are used to play a game of chance. Further, a gaming 
machine or server may include gaming logic for command-
ing a remote gaming device to render an image from a 
virtual camera in a 3-D gaming environments stored on the 
remote gaming device and to display the rendered image on 
a display located on the remote gaming device. Thus, those 
of skill in the art will understand that the present invention, 
as described below, can be deployed on most any gaming 
machine now available or hereafter developed. 

[0061] Returning to the example of FIG. 1A, when a user 
wishes to play the gaming machine 2, he or she inserts cash 
through the coin acceptor 28 or bill validator 30. The player 
may also insert a gaming token used as an indicia of credit 
or activate an indicia of credit stored on a cashless instru-
ment, such as a smart card, magnetic striped card or printed 
ticket via an input device on the gaming machine. As an 
example, the bill validator may accept printed ticket vouch-
ers, which may be accepted by the bill validator 30, as 
indicia of credit for game play. The cashless instruments 
may also store promotional credits, which may be used for 
game play on the gaming machine. During the game, the 
player typically views game information and game play 
using the video display 34. 

[0062] During the course of a game, a player may be 
required to make a number of decisions, which affect the 
outcome of the game. For example, a player may vary his or 
her wager on a particular game, select a prize for a particular 
game, or make game decisions, which affect the outcome of 
a particular game. The player may make these choices using 
the player-input switches 32, the video display screen 34 or 
using some other device which enables a player to input 
information into the gaming machine. The presentation 
components of the present invention may be used to deter-
mine a display format of an input button. For instance, as 
described, above, when a touch screen button is activated on 
display screen 34, a presentation component may be used to 
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generate an animation on the display screen 34 of the button 
being depressed (e.g., the button may appear to sink into the 
screen). 

[0063] Player-tracking software loaded in a memory 
inside of the gaming machine may capture player choices or 
actions at the gaming machine. For example, the player-
tracking software may capture the rate at which a player 
plays a game or the amount a player bets on each game. The 
gaming machine may communicate captured information to 
a remote server. The player-tracking software may utilize the 
non-volatile memory storage device to store this informa-
tion. In one embodiment, a separate player-tracking unit 
may perform the player-tracking functions. In another 
embodiment, the master gaming controller may execute 
player-tracking software and perform player-tracking func-
tions. 

[0064] The USB-compatible communication architecture 
of the present invention may be incorporated into a player-
tracking unit and other gaming devices that may be con-
nected to a gaming machine but may not be directly con-
trolled by the master gaming controller on the gaming 
machine. For instance, the player-tracking unit may include 
a logic device, separate from the master gaming controller, 
that directly controls a number of peripheral devices, such as 
a card reader, lights, a video display screen and a button pad. 
Portions of the USB communication architecture of the 
present invention may be utilized by the logic device on the 
player-tracking unit to manage the peripheral devices con-
trolled by the logic device. Details of player-tracking units 
that may be used with the present invention are described in 
co-pending U.S. application Ser. No. 10/246,373, filed on 
Sep. 16, 2002 and entitled "PLAYER TRACKING COM-
MUNICATION MECHANISMS IN A GAMING 
MACHINE," which is incorporated herein in its entirety and 
for all purposes. 

[0065] During certain game events, the gaming machine 2 
may display visual and auditory effects that can be perceived 
by the player. These effects add to the excitement of a game, 
which makes a player more likely to continue playing. The 
presentation components of the present invention may be 
used to specify light patterns or audio components or to 
activate other gaming devices, such as a bonus wheel or 
mechanical reels, in a specified manner, as part of game 
outcome presentation. Auditory effects include various 
sounds that are projected by the speakers 10, 12, 14. Visual 
effects include flashing lights, strobing lights or other pat-
terns displayed from lights on the gaming machine 2 or from 
lights behind the belly glass 40. After the player has com-
pleted a game, the player may receive coins or game tokens 
from the coin tray 38 or the ticket 20 from the printer 18, 
which may be used for further games or to redeem a prize. 
Further, the player may receive a ticket 20 for food, mer-
chandise, or games from the printer 18. 

[0066] In general, game play on the gaming machine may 
comprise 1) establishing credits on the gaming machine for 
game play, 2) receiving a wager on the game of chance, 3) 
starting the game of chance, 4) determining the game 
outcome, 5) generating a presentation of the game of chance 
on the gaming machine interface to the player (interface 
comprising displays, speakers, lights, bonus devices, etc.), 
which may be affected by player choices made before (e.g., 
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a wager amount) or during the game of chance and 6) 
presenting any award associated with the game outcome to 
the player. 

[0067] In FIGS. 1B and 1C, a gaming machine software 
architecture is described in relation to the generation of 
different game states on the gaming machine interface. The 
gaming machine software architecture provides a frame-
work for a generation of presentation states on the gaming 
machine that correspond to different game states. The pre-
sentation states are generated in gaming software logic 100 
where the gaming machine interface may be logically 
abstracted and then translated to an actual operation of 
various gaming devices comprising the gaming machine 
interface. The gaming machine interface may comprise 
gaming devices and gaming peripherals mounted on the 
gaming machine or connected to the gaming machine, such 
as displays, lights, audio devices, bill validators, coin dis-
pensers, input devices and output devices that provide the 
interface to a user of the gaming machine and allow the 
gaming machine to operate as intended. Some examples of 
these devices and their operation were described with 
respect to FIG. 1A. The present invention provides a USB-
compatible communications architecture, including both 
hardware and software, that allows the logical abstraction of 
the gaming machine interface (software) to be implemented 
on the gaming machine interface (hardware.) In FIG. 1B, 
the gaming machine software architecture provides gaming 
software 100 that is divided into a plurality of gaming 
software modules. The gaming software modules may com-
municate with one another via application program inter-
faces. The logical functions performed in each gaming 
software module and the application program interfaces 
used to communicate with each gaming software module 
may be defined in many different ways. Thus, the examples 
of gaming software modules and the examples of application 
program interfaces in the present invention are presented for 
illustrative purposes only and the present invention is not 
limited to the gaming software modules and application 
program interfaces described herein. 

[0068] Three gaming software modules, a gaming Oper-
ating System (OS) 102, a presentation logic module 104 and 
a game flow logic module 106 used to present a game of 
chance 125 on a gaming machine are shown. Further details 
of the gaming machine operating system and the hardware-
software interface are described with respect to FIG. 1C. 
The gaming operating system 102, the presentation logic 
module 106 and the game flow logic module 104 may be 
decoupled from one another and may communicate with one 
another via a number of application program interfaces 108. 

[0069] In general, APIs 108 let application programmers 
use functions of a software module without having to 
directly keep track of all the logic details within the software 
module used to perform the functions. Thus, the inner 
working of a software module with a well-defined API may 
be opaque or a "black box" to the application programmer. 
However, with knowledge of the API, the application pro-
grammer knows that a particular output or set of outputs of 
the software module, which are defined by the API, may be 
obtained by specifying an input or set of inputs specified by 
the API. 

[0070] The gaming OS 102 may load different combina-
tion of game flow logic modules 104 and presentation logic 
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modules 106 to play different games of chance. For instance, 
to play two different games of chance, the game OS 102 may 
load a first game flow logic module and a first presentation 
logic module to enable play of a first game and then may 
load a second presentation logic module and use it with the 
first game flow logic module to enable play of a second 
game. As another example, to play two different games of 
chance, the game OS 102 may load a first game flow logic 
module and a first presentation logic module to enable play 
of a first game and then may load a second game flow logic 
module and a second presentation logic module to enable 
play of a second game. Details of the APIs 108 and the 
gaming software 100 including the Game OS 102, the game 
flow logic 104 and the presentation logic 106, are described 
in Co-pending U.S. application Ser. No. 10/040,239, (IGT 
P078/P-671), filed on Jan. 3, 2002, by LeMay et al, titled, 
"Game Development Architecture that Decouples the Game 
Logic from the Graphics Logic," which is incorporated 
herein in its entirety and for all purposes. 

[0071] The Gaming OS 102 comprises logic for core 
machine-wide functionality. It may control the mainline 
flow as well as critical information such as meters, money, 
device status, tilts and configuration used to play a game of 
chance on a gaming machine. Further, it may be used to load 
and unload gaming software modules, such as the game flow 
logic 104 and the presentation logic 106, from a mass 
storage device on the gaming machine into RAM for execu-
tion as processes on the gaming machine (see FIG. 1C). The 
gaming OS 102 may maintain a directory structure, monitor 
the status of processes and schedule the processes for 
execution. 

[0072] The game flow logic module 104 comprises the 
logic and the state machine to drive the game 125. The game 
flow logic may include: 1) logic for generating a game flow 
comprising a sequence of game states, 2) logic for setting 
configuration parameters on the gaming machine, 3) logic 
for storing critical information to a non-volatile memory 
device on the gaming machine and 4) logic for communi-
cating with other gaming software modules via one or more 
APIs. In particular, after game play has been initiated on the 
gaming machine, the game flow logic may determine a game 
outcome and may generate a number of game states used in 
presenting the game outcome to a player on the gaming 
machine. 

[0073] In general, gaming machines include hardware and 
methods for recovering from operational abnormalities such 
as power failures, device failures and tilts. Thus, the gaming 
machine software logic and the game flow logic 104 may be 
designed to generate a series of game states where critical 
game data generated during each game state is stored in a 
non-volatile memory device. The gaming machine does not 
advance to the next game state in the sequence of game 
states used to present a game 125 until it confirms that the 
critical game data for the current game state has been stored 
in the non-volatile memory device. The game OS 102 may 
verify that the critical game data generated during each 
game state has been stored to non-volatile memory. As an 
example, when the game flow logic module 104 generates an 
outcome of a game of chance in a game state, such as 110, 
the gaming flow logic module 104 does not advance to the 
next logical game state in the game flow, such as 114, until 
game information regarding the game outcome has been 
stored to the non-volatile memory device. Since a sequence 
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of game states are generated in the gaming software modules 
as part of a game flow, the gaming machine is often referred 
to as a state machine. 

[0074] In FIG. 1B, a game timeline 120 for a game of 
chance 125 is shown. A gaming event, such as a player 
inputting credits into the gaming machine, may start game 
play 125 on the gaming machine. Another gaming event, 
such as a conclusion to an award presentation may end the 
game 122. Between the game start 121 and game end 122, 
as described above, the game flow logic may generate a 
sequence of game states, such as 110, 114 and 114 that are 
used to play the game of chance 125. A few examples of 
game states may include but are not limited to: 1) determin-
ing a game outcome, 2) directing the presentation logic 106 
to present the game outcome to player, 3) determining a 
bonus game outcome, 4) directing the presentation logic 106 
to present the bonus game to the player and 5) directing the 
presentation logic to present an award to the game to the 
player. 

[0075] The presentation logic module 106 may produce all 
of the player display and feedback for a given game of 
chance 125. Thus, for each game state, the presentation logic 
106 may generate a corresponding presentation state (e.g., 
presentation states 111, 115 and 119 which correspond to 
game states 110, 114 and 118, respectively) that provides 
output to the player and allows for certain inputs by the 
player. In each presentation state, a combination of gaming 
devices on the gaming machine may be operated in a 
particular manner as described in the presentation state logic 
106. For instance, when game state 110 is an award outcome 
state, the presentation state 111 may include but is not 
limited to: 1) animations on one or more display screens on 
the gaming machine, 2) patterns of lights on various lighting 
units located on the gaming machine and 3) audio outputs 
from audio devices located on the gaming machine. Other 
gaming devices on the gaming machine, such as bonus 
wheels and mechanical reels, may also be operated during a 
presentation state. 

[0076] In general, game presentation may include the 
operation of one or more gaming devices that are designed 
to stimulate one or more of the player's senses, i.e. vision, 
hearing, touch, smell and even taste. For instance, tactile 
feed back devices may be used on a gaming machine that 
provides tactile sensations such as vibrations, warmth and 
cold. As another example, scent generation devices may be 
provided that generate certain aromas during a game out-
come presentation. 

[0077] The presentation logic 106 may generate a plurality 
of presentation substates as part of each presentation state. 
For instance, the presentation state determined by the pre-
sentation state logic in a first game of chance may include a 
presentation substate for a first animation, a presentation 
substate for a second animation and a third presentation 
substate for output on a gaming device that generates tactile 
sensations. In a second game of chance, the presentation 
state generated by the presentation state logic may be the 
same as the first game of chance. However, the presentation 
substates for the second game of chance may be different. 
For instance, the presentation substates for the second game 
of chance may include a presentation substate for an ani-
mation and a second presentation substate for output on a 
gaming device that provides scents. 
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[0078] In addition, the presentation state generated by the 
presentation logic 106 may allow gaming information for a 
particular game state to be displayed. For instance, the 
presentation logic module 106 may receive from the gaming 
OS 102 gaming information indicating a credit has been 
deposited in the gaming machine and a command to update 
the displays. After receiving the information indicating the 
credit has been deposited, the presentation logic 106 may 
update a credit meter display on the display screen to reflect 
the additional credit added to the gaming machine. 

[0079] The gaming devices operated in each presentation 
state and presentation substate comprise a machine interface 
that allows the player to receive gaming information from 
the gaming machine and to input information into the 
gaming machine. As the presentation states change, the 
machine interface, such as 112, 116 and 120, may change, 
and different I/O events, such as 113, 117, 121, may be 
possible. For instance, when a player deposits credits into 
the gaming machine, a number of touch screen buttons may 
be activated for the machine interface 112 allowing a player 
to make a wager and start a game. Thus, I/O 113 may include 
but is not limited to 1) the player touching a touch screen 
button to make a wager for the game 125, 2) the player 
touching a touch screen button to make a wager and start the 
game at the same time and 3) the player viewing the credits 
available for a wager. After making a wager and starting the 
game using machine interface 112, in game state 114, the 
player may be presented with a game outcome presentation 
using machine interface 116. The I/O 117 on the machine 
interface 116 may include output of various animations, 
sounds and light patterns. However, for machine interface 
116, player input devices, such as touch screen buttons, may 
not be enabled. 

[0080] The presentation components of a given presenta-
tion state may include but are not limited to graphical 
components, sound components, scent components, tactile 
feedback components and gaming device components to be 
activated on the machine interface 112. For example, pre-
sentation state 111 may include the following presentation 
components: 1) animate input button, 2) animate reels, 3) 
play sound A for 2 seconds and then play sound B for 1 
second, 4) flash light pattern A for two seconds on lighting 
device A and 5) spin bonus wheel. The presentation logic 
106 may be used to specify an implementation of one or 
more presentation components used on the machine inter-
face for a given presentation state such as the presentation 
state 111 described above. Further, the presentation logic 
may be parameterized to allow some output of the presen-
tation module to be easily changed. 

[0081] In one example, the presentation logic may be 
designed to generate an activation sequence for a gaming 
device, such as a mechanical bonus wheel or a light panel, 
used in a game outcome presentation or a bonus game 
outcome presentation on the machine interface 112. The 
presentation logic may include a model file with one or more 
device drivers for the gaming device and a script file with a 
series of methods that control the activation of the gaming 
device via the device drivers. The device drivers model the 
behavior of the gaming device. Again, the methods may be 
parameterized to allow a game developer to easily change 
aspects of the activation sequence for the gaming device. For 
instance, for a bonus wheel, the methods may include inputs 
enabling a game developer to change a rate at which the 
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bonus wheel spins, a length of time the wheel spins, and a 
final position of the wheel. As another example, for a light 
panel, the methods may include inputs enabling a game 
developer to change a length of times the panel is activated 
and a light pattern for the light panel. In the present 
invention, the gaming machine software architecture is 
modularly designed and the gaming machine interface is 
abstracted in software in a manner that decouples the 
hardware from the software such that changes in hardware 
have a minimal or no impact on most of the gaming software 
100. For instance, in the presentation logic 106, the spinning 
of wheels, such as a bonus wheel, may be simply represented 
as "spin wheel." Any hardware descriptions or features that 
are specific to a specific type of bonus wheel are typically 
not included in the presentation logic 106. Thus, this logic 
can be applied to any type of bonus wheel that is capable of 
spinning and is independent of the hardware design of the 
wheel. 

[0082] In the past, gaming software for gaming machines 
has not been developed in this decoupled manner. The 
gaming software has been developed with the gaming fea-
tures associated with a particular hardware device hard-
wired into the presentation logic. Further, the presentation 
logic 106 has not been decoupled from the game logic 104. 
Thus, for instance, if one type of bonus wheel with a first set 
of features was replaced on the gaming machine with a 
second type of bonus wheel with a second type of bonus 
features, then presentation logic associated with operating 
the second type of bonus wheel would have to be changed. 

[0083] Since in the past, the frequency of changes of 
gaming devices on gaming machines was small, a coupled 
and monolithic software design approach had a minimal 
impact on software development costs. Further, in the past, 
since games and their associated logic have not been very 
complex, hardware development costs and software devel-
opment costs have had similar weights in the development 
process. However, as games and gaming machines become 
more complex, software development costs become the 
dominant cost driver in the development process. This 
statement is particularly true in the highly regulated gaming 
environment with its associated software verification 
requirements. With a desire to have the capability to fre-
quently reconfigure the gaming machine with new gaming 
devices, the software development costs associated with a 
coupled approach are very significant. 

[0084] An advantage of the decoupled approach in the 
present invention is that the presentation logic 106 or the 
game flow logic 104 does not have to change each time 
hardware on the gaming machine is changed. Thus, for 
instance, if one type of bonus wheel with a first set of 
features is replaced on the gaming machine with a second 
type of bonus wheel with a second type of bonus features the 
presentation logic 106 does not have to changed. Since the 
presentation logic 106 does not have to be changed, the 
presentation logic can be re-used without additional testing 
which can provide tremendous savings in software devel-
opment costs. 

[0085] To enable the decoupling of the gaming logic 104 
and the presentation logic 106 from the particular hardware 
implemented on the gaming machine, a communication 
architecture is needed that allows the gaming machine to 
learn about new gaming devices installed on the gaming 
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machine without an a priori knowledge of the features of the 
newly installed device. In one embodiment of the present 
invention, a USB-compatible communication architecture is 
implemented. In particular, the USB-compatible communi-
cation architecture of the present invention includes a USB 
device class manager that provides USB-compatible com-
munications between the gaming software 100 and USB 
gaming peripherals consistent with the decoupled approach 
described in the preceding paragraphs. 

[0086] In FIG. 1C, USB software components used in a 
USB communication architecture, such as a USB Device 
class manager 75, USB-compatible device interfaces and a 
USB stack 265 are described in relation to various other 
processes execute by the Game OS 102 and in relation to 
hardware devices, such as a USB coin acceptor 293, a USB 
card reader 298, a bill validator 296 and a key-pad 294, that 
are part of the gaming machine interface. Various hardware 
and software architectures may be used to implement this 
invention and the present invention is limited to the archi-
tecture shown in FIG. 1C. The main parts of the gaming 
machine software 100 are communication protocols 210, the 
gaming OS 102, device interfaces 255, device drivers 259 
and a game 60. The game OS 102 includes a number of 
processes, such as 75, 202, 203, 220, 222, 228 and 229 and 
an event distribution system with 1) an event manager 230 
and 2) an event distribution 225. The processes in the Game 
OS 102 are loaded when the gaming machine is powered-up 
in a pre-defined sequence. The general functions of the 
communications protocols 210, the gaming OS 102, device 
interfaces 255, and device drivers 259 are first described. 
Then, examples of interactions between these components 
are described. 

[0087] The game OS 102 may be used to load and unload 
gaming software modules, such as the communication man-
ager 220, a USB Device Class Manager 75, a bank manager 
222, an event manager 230, a game manager 203, a power 
hit detection 228 and a context manger 202, from a mass 
storage device on the gaming machine into RAM for execu-
tion as processes on the gaming machine. The gaming OS 
102 may also maintain a directory structure, monitor the 
status of processes and schedule the processes for execution. 
During game play on the gaming machine, the gaming OS 
102 may load and unload processes from RAM in a dynamic 
manner. 

[0088] The event distribution system is used to provide 
and route Inter Process Communications (IPC) between the 
various processes in the game OS 102. A "process" is a 
separate software execution module that is protected by the 
operating system and executed by the microprocessor on the 
master gaming controller 224 (See FIG. 5). When a process 
is protected, other software processes or software units 
executed by the master gaming controller can't access the 
memory of the protected process. Thus, the processes com-
municate via IPCs. 

[0089] In the Game OS 102, the processes may provide 
various services to other processes and other logical entities. 
Another process that seeks to use a service provided by a 
process may be referred to a client of that process. For 
instance, the NV (Non-Volatile)-RAM manager 229 controls 
access to the non-volatile memory on the gaming machine. 
During execution of the gaming machine software 100, the 
non-volatile manager 229 may receive access requests via 
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the event manager 230 from other processes, including a 
USB Device Class Manager 75, a bank manager 222, a game 
manager 203 and one or more device interfaces 255 to store 
or retrieve data in the physical non-volatile memory space. 
The other software units that request to read, write or query 
blocks of memory in the non-volatile memory are referred to 
clients of the NV-RAM manager process. 

[0090] The event manager 230 is typically a shared 
resource that is utilized by all of the software applications in 
the gaming OS 102. The event manager 230 is capable of 
evaluating game events to determine whether the event 
contains critical data or modifications of critical data that are 
protected from power hits on the gaming machine i.e. the 
game event is a "critical game event." Events may be 
generated by the operation of gaming devices on the gaming 
machine, by processes in the game OS 102 and by other 
resources. For instance, a card inserted into a USB coin 
acceptor 293 may generate a "coin-in" event. After the event 
manager 230 receives a game event, the game event is sent 
to event distribution 225 in the gaming OS 102. Event 
distribution 225 broadcasts the game event to the destination 
software units that may operate on the game event. For 
instance, different processes in the game OS 102, such as the 
bank manager 222 and the NV-RAM manager 229, may act 
upon the "coin-in" event. 

[0091] The events that the gaming machine is capable of 
responding to and responses to the events, including known 
and unknown events, are encoded in the gaming machine 
software 100. Other examples of game events which may be 
received from one of the physical devices 292, include 1) 
Main door/Drop door/Cash door openings and closings, 2) 
Bill insert message with the denomination of the bill, 3) 
Hopper tilt, 4) Bill jam, 5) Reel tilt, 6) Coin in and Coin out 
tilts, 7) Power loss, 8) Card insert, 9) Card removal, 10) 
Promotional card insert, 11) Promotional card removal, 12) 
Jackpot and 13) Abandoned card. However, the present 
invention is not limited to these game events, which are 
provided for illustrative purposes only. 

[0092] The game events are distributed to one or more 
destinations (e.g., processes) via a queued delivery system 
using the event distribution software process 225. However, 
since the game events may be distributed to more than one 
destination, the game events differ from a device command 
or a device signal, which is typically a point-to-point com-
munication such as a function call within a program or 
interprocess communication between processes. 

[0093] The power hit detection software 228 monitors the 
gaming machine for power fluctuations. When the power hit 
detection software 228 detects that a power failure of some 
type may be imminent, an event may be sent to the event 
manger 230 indicating a power failure has occurred. This 
event is posted to the event distribution software 225, which 
broadcasts the message to all of the software units and 
devices within the gaming machine that may be affected by 
a power failure. 

[0094] The context manager 202 arbitrates requests from 
the different display components within the gaming operat-
ing system and determines which entity is given access to 
the screen, based on priority settings. At any given time, 
multiple entities may try to obtain control of the screen 
display. For example, a game may require screen access to 
show display meters in response to an operator turning a 
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jackpot reset key. This creates a need for one entity to 
determine to whom and under what circumstances screen 
control is granted i.e. the context manager 202. 

[0095] The bank manager 220 acts upon monetary trans-
actions performed on the gaming machine, such as coin-in 
and coin-out. The game manager 203 acts as the interface for 
processing game events and game information to and from 
the game 60 which may include the game flow logic 104 and 
the presentation logic 106 described with respect to FIG. 
1B. The communication manager 220 may manage commu-
nications events to and from remote gaming devices, such as 
player-tracking devices, player-tracking servers and wide 
area progressive server. Remote gaming devices in this 
example refer to gaming devices not controlled by the 
master gaming controller on the gaming machine. For 
instance, a player-tracking unit, which can be physically 
mounted to the gaming machine, is considered remote to the 
master gaming controller, when the player-tracking unit is 
not controlled by the master gaming controller, which is 
often the case (Typically, player-tracking units include their 
own logic device that operate the device.) The communica-
tion protocols typically translate information from one com-
munication format to another communication format. For 
example, a gaming machine may utilize one communication 
format while a server providing accounting services may 
utilize a second communication format. The player-tracking 
protocol translates the information from one communication 
format to another allowing information to be sent and 
received from the server. Two examples of communication 
protocols are wide area progressive 205 and player-tracking 
protocol 200. The wide are progressive protocol 205 may be 
used to send information over a wide area progressive 
network and the player-tracking protocol 200 may be used 
to send information over a casino area network. The server 
may provide a number of gaming services including 
accounting and player-tracking services that require access 
to the non-volatile memory on the gaming machine. 

[0096] The device interfaces 255, including a key-pad 
235, a bill validator 240, a USB card reader 245, and a USB 
coin acceptor 250, are logical abstractions that provide an 
interface between the device drivers 259 and the gaming OS 
102. The device interfaces are typically higher-level abstrac-
tions that are generic to many different types of devices. The 
device interfaces 255 may receive commands from the game 
manager 203 and other software units requesting an opera-
tion for one of the physical devices. The software units are 
referred to as processes when they are executed. The com-
mands may be methods implemented by the software units 
as part of the API supported by the software unit. 

[0097] Device interfaces 255 are utilized in the gaming OS 
102 so that changes in the device driver software do not 
affect the gaming OS 102 and device interface definitions. 
For example, game events and commands that each physical 
device 292 sends and receives may be standardized so that 
each the physical devices 292 send and receive the same 
commands and the game events. The gaming machine may 
ignore events and commands not supported by the device 
interfaces 255. Thus, when a physical device is replaced 
292, a new device driver 259 may be required to commu-
nicate with the physical device. However, device interfaces 
255 and gaming machine system OS 102 remain unchanged. 
As described above, isolating software units in this manner 
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may hasten game development and the software approval 
process, which may lower software development costs. 

[0098] The device drivers provide a translation between 
the device interface abstraction of a device and the hardware 
implementation of a device. The device drivers may vary 
depending on the manufacturer of a particular physical 
device. For example, a card reader 298 from a first manu-
facturer may utilize Netplex 260 as a device driver while a 
card reader 298 from a second manufacturer may utilize a 
serial protocol 270. Typically, only one physical device of a 
given type is installed into the gaming machine at a par-
ticular time (e.g. one card reader). However, device drivers 
for different card readers or other physical devices of the 
same type, which vary from manufacturer to manufacturer, 
may be stored in memory on the gaming machine. When a 
physical device is replaced, an appropriate device driver for 
the device is loaded from a memory location on the gaming 
machine allowing the gaming machine to communicate with 
the device uniformly. 

[0099] The device drivers 259 may communicate directly 
with the physical devices including a USB coin acceptor 
293, a key-pad 294, a bill validator 296, a USB card reader 
298 or any other physical devices that may be connected to 
the gaming machine. The device drivers 259 may utilize a 
communication protocol of some type that enables commu-
nication with a particular physical device. Device drivers 
that are compatible with defined device interfaces used by 
the gaming machine may be written for each type of physical 
device that may be potentially connected to the gaming 
machine. Examples of communication protocols used to 
implement the device drivers 259 include Netplex 260, USB 
265, Serial 270, Ethernet 275, Firewire 285, I/O debouncer 
290, direct memory map, serial, PCI 280 or parallel. Netplex 
is a proprietary IGT standard while the others are open 
standards. 

[0100] USB is a standard serial communication method-
ology used in the personal computer industry. USB Com-
munication protocol standards are maintained by the USB-

IF, Portland, Oreg., www.usb.org. The present invention 
may be compatible with different versions of the USB 
standard, such USB version 1.x and USB version 2.x as well 
as future versions of USB. Next, software units used in a 
USB communication architecture to provide USB-compat-
ible communications between a USB-compatible device and 
the game OS 102 that satisfy unique requirements of a 
gaming machine such as security requirements and regula-
tory requirements are described in the following paragraphs. 

[0101] The USB device class manager 75 manages all of 
the USB device classes utilized on the gaming machine. A 
USB device class is a specific term utilized in the USB 
communication architecture. It is described in more detail 
with respect to FIG. 7-8. 

[0102] In general, the USB device class manager initial-
izes, manages and controls the USB device interface 254. 
The USB device interface 254 may comprise one or more 
specific device interfaces available on the gaming machine. 
For example, in FIG. 1C, the USB device interface 254 
comprises the USB coin acceptor device interface 250 and 
a USB card reader device interface 245. The USB coin 
acceptor 250 and the USB card reader 245 are logical 
abstractions of these devices that processes in the game OS 
102 use when communicating with these devices. 
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[0103] Because the device interface is a logical abstraction 
of a function of a physical device, the device interface does 
not necessarily provide a one to one correspondence to a 
corresponding USB gaming device or a USB gaming periph-
eral (USB is used as an adjective to indicate USB compat-
ibility). For instance, a USB gaming peripheral may com-
prise a lights peripheral device and a wheel peripheral 
device. In one embodiment, the device interface for the USB 
gaming peripheral with the lights and wheels may be 
abstracted as two separate device interfaces, one for the 
wheel feature and one for the lights feature, even though the 
wheels and lights are located on the same USB gaming 
peripheral. In another embodiment, a single device interface 
could be used for the USB gaming peripheral with lights and 
wheels. Netplex drivers typically use this approach. Thus, a 
single device interface would support the wheels feature and 
the lights feature. In yet another embodiment, the lights 
peripheral device in the USB gaming peripheral may have a 
number of features that are abstracted as separate device 
interfaces. Thus, three device interfaces, including a lightl, 
a lightl and the wheel may be abstracted for the USB 
gaming peripheral where a first device interface supports the 
lightl feature, a second device interface supports the lightl 
feature and a third device interface supports the wheel 
feature. For each device interface, a corresponding device 
driver is used to allow communication through the USB 
device interface to its one or more USB features. Mapping 
USB device interfaces to features is described in more detail 
with respect to FIG. 8 and co-pending U.S. application Ser. 
No. 10/246,367 previously incorporated herein. 

[0104] At power-up, the USB device class manager 75 is 
loaded into RAM for execution by the game OS 102. After 
loading, the USB device class manager may search a direc-
tory structure managed by the game OS 102 to determine 
which USB gaming devices are supported by the gaming 
machine. The directory structure may vary depending on 
what gaming machine software 100, such as the type of 
game, is stored on the gaming machine. After determining a 
list of USE gaming device interfaces supported by the 
gaming machine, the USB device class manager may load 
drivers that allow processes in the gaming OS 102 to 
communicate with each feature supported by the interface. 
Details of the mapping of interfaces and features are 
described in more detail with respect to FIG. 8. 

[0105] In the past, the device interface in the gaming 
machine software has been static because it was hardwired 
on a chip, such as an EPROM. Thus, a change in the device 
interface, such as the addition of a new gaming peripheral to 
a gaming machine, required the testing of new code, the 
burning of a new EPROM and the installation of the new 
peripheral and the new device on the gaming machine. An 
advantage of the present invention is that the software 
architecture allows for a variable device interface managed 
by the USB device manager process 75. For instance, with 
the present invention, the gaming machine may support 
different games with different device interfaces. The USB 
device class manager process 75 may set-up the USB device 
interface 254 for each game by searching the gaming 
software associated with each game. 

[0106] The search conducted by the USB device class 
manager 75 may be limited to certain file paths in the 
directory structure where information on gaming devices are 
allowed to be stored or it may search the entire directory 
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structure. In one embodiment, the search paths may be 
hard-wired in the software for the USB device class manager 
75. In another embodiment, the game OS 102 may deter-
mine directory access privileges for each process. Thus, the 
search by the USB device class manager 75 may be limited 
according to the portions of the directory structure it may 
access. 

[0107] Limiting the search path may provide additional 
security and increase the speed of the initialization process. 
For instance, certain portions of the directory structure may 
be read-only to prevent information for supporting illegal 
device from being added to the directory structure which, 
when detected by the USB device class manager 75, could 
be executed on the gaming machine. Thus, if the illegal 
device were added in a portion of the directory system 
outside of the allowed portion of the directory structure, it 
would not be detected and loaded by the USB device class 
manager 75. 

[0108] In one embodiment, the USB device class manager 
75 may be launched from a secure memory location, such as 
a read-only EPROM. The Game OS 102 may check the 
authenticity of the code for the USB device class manager 75 
by performing a verification check, such as performing a 
CRC hash of the code and comparing with a known value for 
the code. The launching of the USB device class manager 75 
from a secure memory location and/or the authentication of 
the code may be implemented for security reasons. 

[0109] In another security measure, the gaming machine 
may store a list of approved USB device interfaces. After the 
USB device class manager 75 has determined the USB 
gaming device interfaces supported on the gaming machine, 
but prior to loading drivers for each USB gaming device 
interface, the USB device class manager may compare each 
USB gaming device interface on its list with the list of 
approved USB gaming device interfaces. When the USB 
gaming device class manager 75 determines a USB gaming 
device interface is approved, the USB gaming device class 
manager 75 loads the USB driver that allows the processes 
in the game OS 102 to use the driver to communicate with 
and/or operate one or more features supported by the loaded 
USB device interface. When the USB gaming device detects 
a non-approved device interface on its list, the USB gaming 
device may generate a "non-approved device interface 
detected" game event and sent it to the event manager 230. 
In response to the event, one or more processes in the game 
OS 102 may respond. For instance, in one embodiment, the 
gaming machine may be placed in an inoperable tilt state and 
an attendant may be notified. 

[0110] The USB class manager process 75 determines the 
specific device interfaces in the USB device interface 254 
(e.g., the USB Card Reader 245 and USB Coin acceptor). 
Further, the USB device class manager 75 controls what 
USB gaming devices or USB gaming peripherals may 
connect to the gaming machine via the USB device interface 
254. The standard USB architecture allows any device 
implementing USB to connect with a USB-compatible com-
puter system. However, gaming machines have higher secu-
rity requirements than normal computer systems. Therefore, 
the USB Device class manager 75 may limit USB device 
connectivity. 

[0111] As an example, if a non-approved USB device 
attempts to connect to the gaming machine via the USB 
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device interface 254, the USE device class manager may not 
load a driver for the unapproved device and may generate a 
game event that is sent to the event manager 230 indicating 
that an attempt has been made to connect an illegal device 
to the gaming machine. Other processes on the gaming 
machine may respond to the event. For instance, the gaming 
machine may go in to a "tilt" state in response to an attempt 
to connect an illegal device and generate/send a security 
alert message. 

[0112] In one embodiment, USB devices may connect to 
the gaming machine via the USB stack 266. The USB stack 
266 may allow any USB device to establish a connection 
with the stack. However, for security reasons, the USB 
device class manager 75 may not allow all of the USB 
devices connected to the USB stack 266 to communicate 
with the game OS 102. When a device connects to the USB 
stack 266, such as during the initial enumeration process or 
anytime during operation of the gaming machine, the USB 
stack 266 may post an event to the event manager 230 (see 
dashed arrow from the USB stack 266 to the event manager 
230). The event may be routed to the USB device class 
manager 75. The event may include information (e.g., serial 
numbers, registered identification information, etc.) regard-
ing the identity of the device that has attempted to connect 
to the USB stack 266. In another embodiment, the USB 
stack may bypass the event manager 230 and 266 send the 
information directly to the USB device manager 75. 

[0113] Using the identification information provided by 
the USB gaming peripheral, the USB device class manager 
75 may attempt to authenticate the identity of the USB 
gaming peripheral. In one embodiment, to authenticate the 
device, the USB device class manager 75 may request a 
CRC of the firmware on the USB gaming peripheral. The 
CRC request may include a starting address and an ending 
address that corresponds to any segment of the firmware. 
The starting address and the ending address may be gener-
ated at random. The requested CRC information from the 
gaming peripheral may be compared with CRC information 
generated by the USB device class manager on an authen-
ticated copy of the firmware stored on the gaming machine 
for the designated address range. When the CRC values 
generated b y the USB gaming peripheral and the USB 
device class manager are the same, the peripheral device 
using the firmware may be considered authentic. The 
authentication check by the USB device class manager may 
be used to prevent a malicious device from spoofing as an 
approved peripheral device to the USB device class manger. 

[0114] When the USB device class manager 75 determines 
that the device that has connected to the USB stack 266 is 
an approved device, the USB device class manager may load 
a driver, such as a shared object compatible with the device 
(see FIG. 3), and allow communications to proceed. When 
the device connected to the stack 266 is a non-approved 
device, the USB device class manager 75 may generate and 
post an event to the event manager 230 indicating that a 
non-approved device has attempted to connect to the gaming 
machine. In response to event, the gaming machine may be 
placed in a safe state and an attendant may be notified. 

[0115] In yet another embodiment, features or functions of 
various USB gaming devices or USB gaming peripherals 
may be legal in a first gaming jurisdiction but illegal in a 
second gaming jurisdiction. As previously described, the 
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features and functions of a USB gaming device can be 
abstracted as separate USB device interfaces. Some of these 
features on a USB gaming device may be legal in one 
gaming jurisdiction but illegal in another gaming machine. 
Based on the gaming jurisdiction in which the gaming 
machine is located, the USB device class manager 75 may 
load only the device interfaces that are legal in the local 
gaming jurisdiction. Therefore, in the case where a USB 
gaming peripheral is abstracted as a single device interface 
and the USB gaming peripheral is illegal, communications 
between the USB gaming peripheral and the gaming system 
may not be activated. In the case where the features of a 
USB gaming peripheral or USB gaming device are 
abstracted as a plurality of device interfaces and a portion of 
the device interfaces are illegal, the illegal features may be 
essentially deactivated. The illegal functions are essentially 
deactivated because the USB gaming peripheral will not 
load device drivers allowing the processes in the game OS 
102 to communicate with the illegal features. 

[0116] An advantage of this approach is that it may 
simplify the configuration process when gaming machines 
are shipped to different gaming jurisdictions. The gaming 
machine may be shipped with a generic software and 
hardware configuration. Then, by specifying the jurisdiction 
in the game OS 102, the USB device class manager 75 may 
customize the hardware configuration to the requirements of 
the specified jurisdiction. 

[0117] The processes described above protect the gaming 
machine against two possible threat vectors during the 
initialization and enumeration processes: 1) planted pro-
grams on the gaming machine describing non-approved 
device interfaces and 2) non-approved devices attempting to 
communicate with the gaming machine through the USB 
stack. In another security measure, the USB device class 
manager 75 may implement a poll of the peripheral. The 
peripheral may be designed to receive polls from the host 
within a timeout period. When the host fails to poll within 
the timeout period, the peripheral may enter a safe state 
where no monetary claim can be made on the machine or the 
peripheral. In yet another security measure, the USB device 
class manager may also support CRC verification of periph-
eral firmware to ensure that the peripheral is running proper 
firmware at all times. In a further security measure, cryp-
tography may be used in the messages between host and 
peripheral. This could be used in sensitive transactions 
between a peripheral and the host. When cryptography is 
applied, the USB device class manager 75 may assign 
encryption keys to the peripheral devices. Further, USB 
device class manager 75 may authenticate an identity of a 
message sender (e.g., a gaming peripheral) using cryptog-
raphy techniques. Details of cryptographic methods that 
may be used with the present invention are described in 
further detail with respect to FIG. 5 and in co-pending U.S. 
application Ser. No. 09/993,163, filed Nov. 16, 2001 and 
entitled, "A Cashless Transaction Clearinghouse," which is 
incorporated by reference in its entirety and for all purposes. 

[0118] In another embodiment, the USB device class 
manager 75 may also support firmware download as a means 
of upgrading firmware on a USB peripheral or providing 
firmware to a USB peripheral. In one embodiment, gaming 
peripherals may connect to the USB stack 266 without a 
portion or all of the firmware needed to operate. Such 
devices will contain only enough firmware to allow enu-
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meration and proper identification. During the enumeration 
process, the USB device class manager 75 may determine 
which gaming peripherals need firmware and download 
firmware to the gaming peripherals. Further details of this 
method are described with respect to FIGS. 5 and 6 and in 
co-pending U.S. application no. (Attorney Docket no. 
IGT1 P101), filed Jun. 11, 2003, by Lam, et al., and entitled, 
"Download Procedures for Peripheral Devices," which is 
incorporated herein in its entirety and for all purposes. 

[0119] After the devices are enumerated, communications 
may begin between processes and physical devices using the 
USB communications architecture of the present invention. 
For example, the bank manager 222 may send a command 
to the USB card reader 245 requesting a read of information 
of a card inserted into the card reader 298. The dashed arrow 
from the bank manager 222 to the USB card reader 245 in 
the USB device interfaces 254 indicates a command being 
sent from the bank manager 222 to the USB device inter-
faces 254. The USB card reader device interface 245 may 
send the message to the device driver for the card reader 298. 
This communication channel is described in more detail 
with respect to FIGS. 3 and 4. The device driver for the 
physical USB card reader 298 communicates the command 
and/or message to the USB card reader 298 allowing the 
USB card reader 298 to read information from a magnetic 
striped card or smart card inserted into the card reader. 

[0120] The information read from the card inserted into 
the card reader may be posted to the event manager 230 via 
an appropriate USB device driver 266 and the USB card 
reader device interface 245. The gaming machine may 
employ a transaction based software system. Therefore, 
critical data modifications defined in a critical game event 
may be added to a list of critical game transactions defining 
a state in the gaming machine by the event manager 230 
where the list of critical game transactions may be sent to the 
NV-RAM via the NV-RAM manager 229. For example, the 
operations of reading the information from a card inserted 
into the gaming machine and data read from a card may 
generate a number of critical data transactions. When the 
magnetic striped card in the card reader 298 is a debit card 
and credits are being added to the gaming machine via the 
card, a few of the critical transactions may include 1) 
querying the non-volatile memory for the current credit 
available on the gaming machine, 2) reading the credit 
information from the debit card, 3) adding an amount of 
credits to the gaming machine, 4) writing to the debit card 
via the USB card reader 245 and the USB device drivers 265 
to deduct the amount added to gaming machine from the 
debit card and 5) copying the new credit information to the 
non-volatile memory. 

[0121] In general, a game event, such as an event from one 
of the physical devices 292, may be received by the device 
interfaces 255 by polling or direct communication. The solid 
black and dashed black arrows indicate event message paths 
between the various software units. Using polling, the 
device interfaces 255 regularly send messages to the physi-
cal devices 292 via the device drivers 259 requesting 
whether an event has occurred or not. Typically, the device 
drivers 259 do not perform any high-level event handling. 
For example, using polling, the USB card reader 245 device 
interface may regularly send a message to the USB card 
reader physical device 298 asking whether a card has been 
inserted into the card reader. Using direct communication, 
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an interrupt or signal indicating a game event has occurred 
is sent to the device interfaces 255 via the device drivers 259 
when a game event has occurred. For example, when a card 
is inserted into the USB card reader, the USB card reader 
298 may send a "card-in message" to the device interface for 
the USB card reader 245 indicating a card has been inserted, 
which may be posted to the event manager 230. The card-in 
message is a game event. 

[0122] Typically, the game event is an encapsulated infor-
mation packet of some type posted by the device interface. 
The game event has a "source" and one or more "destina-
tions." As an example, the source of the card-in game event 
may be the USB card reader 298. The destinations for the 
card-in game event may be the bank manager 222 and the 
communication manager 220. The communication manager 
may communicate information on read from the card to one 
or more devices located outside the gaming machine. When 
the magnetic striped card is used to deposit credits into the 
gaming machine, the bank manager 222 may prompt the 
USB card reader 298 via the card reader device interface 255 
to perform additional operations. Each game event may 
contain a standard header with additional information 
attached to the header. The additional information is typi-
cally used in some manner at the destination for the event. 

[0123] Since the source of the game event, which may be 
a device interface or a server outside of the gaming machine, 
is not usually directly connected to destination of the game 
event, the event manager 230 acts as an interface between 
the source and the one or more event destinations. After the 
source posts the event, the source returns back to performing 
its intended function. For example, the source may be a 
device interface polling a hardware device. The event man-
ager 230 processes the game event posted by the source and 
places the game event in one or more queues for delivery. 
The event manager 230 may prioritize each event and place 
it in a different queue depending on the priority assigned to 
the event. For example, critical game events may be placed 
in a list with a number of critical game transactions stored 
in the NV-RAM (See FIG. 5) as part of a state in the 
state-based transaction system executed on the gaming 
machine. 

[0124] The various software elements described herein 
(e.g., the device drivers, device interfaces, communication 
protocols, etc.) may be implemented as software objects or 
other executable blocks of code or script. In one embodi-
ment, the elements are implemented as C++ objects. The 
event manager 230, event distribution 225, game manager 
203 and other gaming OS software units may also be 
implemented as C++ objects. Each are compiled as indi-
vidual processes and communicate via events and/or inter-
process communication (IPC). Event formats and IPC for-
mats may be defined as part of an API. 

[0125] FIG. 2 is a block diagram of a few examples of 
device classes and features that may be managed by the USB 
device class manager of the present invention. A USB device 
may be subdivided into a number of logical components, 
such as device, configuration, interface and endpoint. Class 
specifications define how the USB device uses these com-
ponents to deliver the functionality provided to the host 
system. The class specifications may vary from class to 
class. In some cases, the class specifications are standards 
that are maintained by USB user group organization and 
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have been subjected to a review and approval process by the 
USB user group. For instance, the USB HID (Human 
interface device) class 401, the printer class 405 and the 
audio class 407 are standard USB classes that may be 
supported by the USB device class manager. In other cases, 
the class specifications may be a vendor-specific class that 
has been developed by a vendor to meet the specific needs 
of a vendor. For instance, the IGT vendor-specific class 405 
is a vendor-specific class that may be supported by the USB 
device class manager 75 of the present invention. Details of 
the a communication architecture supporting the IGT ven-
dor-specific class are described in co-pending U.S. applica-
tion no. (Attorney Docket no. IGT1 P099), filed Jun. 
11, 2003, by Lam, et al, entitled "USB Software Architecture 
in a Gaming Machine," which is incorporated herein in its 
entirety and for all purposes. The present invention is not 
limited to the few standard and to the few vendor-specific 
classes shown in FIG. 2 and other classes, such as 409, may 
be supported by the USB device class manager 75. For 
instance, a mass storage class and a DFU class are two 
classes of devices that may be supported by the present 
invention. 

[0126] A USB class describes a group of devices or 
interfaces with similar attributes or services. The actual 
definition of what constitutes a class may vary from one 
class to another. It is important to note that USB provides a 
framework for generating the class specification but that the 
actual implementation of the class specification may be a 
unique embodiment that is generated by the developer or 
developers of the class specification. Typically, two devices 
(or interfaces) may be placed in the same class if they 
provide or consume data streams having similar data formats 
or if both devices use a similar means of communicating 
with a host system. USB classes may be used to describe the 
manner in which an interface communicates with the host, 
including both the data and control mechanisms. The !GI' 
Vendor-specific class is written to support specific needs of 
the gaming industry, such as security requirements, that may 
not be met by other classes. It differs from other classes, 
such as HID, in that it provides methods of secure commu-
nications such as encryption which are not provided in the 
HID class. It must be remembered that standard USB classes 
such as HID are written to maximize ease of connectivity in 
a PC environment so that as many devices as possible may 
easily connect to the PC system. In the gaming industry, due 
to security concerns, maximizing connectivity is balanced 
against security concerns. For instance, if a rogue device is 
connected to a gaming system that fools the gaming machine 
into registering false credits on the gaming machine or a 
communication is altered that fools the gaming machine into 
registering false credits, direct theft of cash may occur. In the 
PC industry, this type of security breach is not generally a 
concern. In this concern, the gaming machine is more 
closely aligned with the banking industry and in particular, 
its security requirements are akin to automatic teller 
machines. Therefore, in the PC industry, standard USB 
device classes have not been written to address the security 
issues important to the gaming industry. 

[0127] The logic for each USB gaming peripheral may be 
abstracted into a collection of USB features. A USB feature 
may be independent code that controls a single I/O device or 
several essentially identical I/O devices, such as reels or 
bonus wheels. The present invention may support one or 
more features in each class. For example, the USB device 
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class manager 75 is shown supporting an IGT coin handling 
feature 411, an IGT printer feature 413, and an IGT mechani-
cal reels feature 415 in the IGT vendor-specific class 405. 
The present invention is not limited to features shown in 
FIG. 2 and the USB device class manager 75 may support 
other features 417. 

[0128] The numbers of features supported by the IGT 
vendor specific class are generally not static. As new USB 
gaming peripherals are manufactured or the functions of an 
existing USB gaming peripheral are modified, additional 
features may be added to the IGT vendor specific class 
supported by the USB device class manager 75. The class is 
designed such that when new features are added to a class, 
the basic architecture of the class remains unchanged. All 
that is required is the addition of a new driver that supports 
the feature or the identification of an existing driver that 
supports the feature. 

[0129] FIG. 3 is a block diagram showing communica-
tions between application processes and USB features via 
drivers managed by the USB device class manager. As 
described with respect to FIG. 1C, the USB device class 
manager 75 process determines which USB drivers to load 
and run. USB drivers that drive a particular USB feature 
may also be referred to as a USB feature driver in the present 
invention. The USB drivers, such as 420, 422, and 424, may 
communicate directly with USB peripherals that are con-
nected to the gaming machine, such as 425. In other words, 
they communicate using a USB protocol to the peripherals. 
The drivers also interface with the gaming system. The 
gaming system is the client of a USB driver. In FIG. 3, one 
embodiment of the host-peripheral relationship is described. 

[0130] In this example, the USB device class manager 75 
may load three DLLs (dynamic link libraries) or shared 
objects, 420, 422 and 424. A shared object is an object in the 
game OS that provides one or more particular functions. A 
program may access the functions of the shared object by 
creating either a static or a dynamic link to the shared object. 
In this example, the USB device class manager has created 
dynamic links to the shared objects. 

[0131] Typically, a USB shared object may have a specific 
function that corresponds to a certain peripheral feature, 
such as 428, 430 and 432. An example of a feature is the 
wheel component of a bonus peripheral. Another example is 
the lights component of a bonus peripheral. The concept of 
a peripheral feature is described in co-pending U.S. patent 
application Ser. No. 10/246,367, entitled "Protocols and 
Standards for USB Peripheral Communication," previously 
incorporated herein. Details of peripheral features are also 
described with respect to FIGS. 7 and 8. 

[0132] In this example which is provided for illustrative 
purposes only, the driver thread 420 communicates using 
USB with feature 428 of the USB gaming peripheral 425, 
the driver thread 422 communicates using U SB w ith 
feature 430 of the USB gaming peripheral 425 and the driver 
thread 424 communicates using USB with feature 432 of the 
USB gaming peripheral 425. The driver threads are instan-
tiations of the USB drivers by the game OS. The clients to 
each driver thread may vary with time as the gaming 
machine operates and generates different states on the gam-
ing machine interface. In the current example, driver thread 
420 has two clients, driver thread 422 has one client and 
driver thread 424 has zero clients. As described with respect 
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to FIG. 1C, the USB device class manager 75 may monitor 
the clients of each driver thread. When a driver thread does 
not have any clients, the driver thread may be unloaded from 
memory. The USB device class manager 75, via its moni-
toring algorithms, may trigger the loading and the unloading 
of the drivers from memory. 

[0133] In one embodiment, the client processes may com-
municate with the shared objects via inter process commu-
nications (IPCs). Application process 426 and application 
process 428 communicate with driver thread 420 via IPCs, 
432 and 434 respectively. Application process 430 commu-
nicates via IPC 436 with driver thread 422. The present 
invention is not limited to IPCs and other communication 
mechanisms supported by the operating system may be used 
between two processes or logical entities executed by the 
gaming machine. 

[0134] The USB gaming peripheral in this example may 
be viewed as a complex USB peripheral. A complex periph-
eral refers to a peripheral that has multiple USB interfaces. 
In other words, the peripheral is divided into several com-
ponents. Each component or feature exists in its own USB 
interface. Please refer to the Universal Serial Bus Specifi-
cations found at www.usb.org for additional information on 
USB interfaces. Further details of USB features and inter-
faces are also described with respect to FIGS. 7 and 8. This 
example shows a USB gaming peripheral with a plurality of 
interfaces and features, connected to the USB host in a 
gaming machine. The invention may also support a plurality 
of USB gaming peripherals with a plurality of interfaces, 
connected to the same USB host in a gaming machine. 

[0135] In order to communicate with a peripheral feature, 
the shared object registers with the USB stack 266, instan-
tiated as a separate shared process in this embodiment, on 
the host machine. The USB stack mediates communication 
between the shared object and the peripheral feature. The 
USB stack may also provide basic USB communications 
that are compatible with the USB protocol. 

[0136] The USB device class manager 75 may load the 
shared object at a time of its choosing. The shared object 
may be loaded at initialization time and may be always ready 
to interface with a peripheral feature, or it may also be 
loaded only when a USB gaming peripheral, with the 
appropriate feature, has just been connected. The decision 
on when to load the shared object may depend on memory 
constraints, frequency of access, speed of device enumera-
tion, and necessity of driver availability. 

[0137] The USB device class manager may generate a 
thread for every shared object it loads. Each thread has a 
channel that allows receipt of commands or requests from 
clients in the system. The requests may be in the form of an 
inter-process communication (IPC). Each thread may also 
be allowed to post events to the system. Depending on the 
function of the shared object, the thread may also allow a 
client to register a connection ID with the driver so that a 
pulse may be sent back to the client when a specified 
condition is satisfied. Lastly, the thread may establish a 
connection with the USB stack 266, enabling the thread to 
communicate directly with a peripheral feature. The 
attributes of the thread collectively allow the thread to 
function as a USB driver. In general, the USB device class 
manager 75 may manage a plurality of threads, with desig-
nated threads functioning as a USB driver where the number 
of threads may vary with time. 
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[0138] FIG. 4 is a block diagram showing communica-
tions between application processes and USB features via a 
device driver process 440 managed b y the U SB device 
class manager 75. In the figure, another relationship between 
a host and a USB gaming peripheral is illustrated. Some 
functions of the USB gaming peripheral 425, the USB 
interface with feature 428, the client application process 426 
and USB device class manager 75 were previously described 
in FIG. 3. One difference in FIG. 4 as compared to FIG. 3 
is the introduction of a device driver process 440 that 
interfaces a shared object thread 420 to USB gaming periph-
eral 425. 

[0139] In this embodiment, the shared object driver 420, 
loaded by USB device class manager 75, may communicate 
with the driver process 440, but not directly with the USB 
gaming peripheral 425. The USB device class manager 75 
launches the device driver process 440. As previously 
described, the USB device class manager 75 determines 
which USB communication processes run in the system. 
Only approved processes are allowed to run. 

[0140] The driver process 440 may communicate with the 
USB gaming peripheral using either a standard USB class 
specification or a vendor-specific class specification. The 
driver process 440 may or may not be written by a third party 
company. The driver process 440 may communicate with 
multiple similar USB gaming peripherals. The details of the 
class specification implemented by the device driver process 
400 may not be exposed to the shared object driver 420 
running in the USB device class manager process 75. 
Instead, the driver process 440 may expose a different 
interface that the shared object driver 420 understands and 
uses. An example of such an interface could be a POSIX file 
system interface. 

[0141] This design accommodates drivers that do not 
expose an interface that is understood by the gaming system. 
A client in the gaming system talks to a driver through an 
agreed upon interface. This driver process may not always 
be able to provide this interface, especially when a third-
party company writes the driver process. Hence, there is a 
need, which is met by the present invention, to have a shared 
object driver that understands the interface to the driver 
process and translates the data in a meaningful way that is 
understood by clients. 

[0142] FIG. 5 is a block diagram of a gaming machine 2 
of the present invention. A master gaming controller 224 
controls the operation of the various gaming devices and the 
game presentation on the gaming machine 2. The master 
gaming controller 224 may communicate with other remote 
gaming devices, such as remote servers, via a main com-
munication board 213 and network connection 214. The 
master gaming controller 224 may also communicate other 
gaming devices via a wireless communication link (not 
shown). The wireless communication link may use a wire-
less communication standard such as but not limited to IEEE 
802.11a, IEEE 802.11b, IEEE 802.11x(e.g. another IEEE 
802.11 standard such as 802.11c or 802.11e), hyperlan/2, 
Bluetooth, WiFi, and HomeRF. 

[0143] Using gaming software and graphic libraries stored 
on the gaming machine 2, the master gaming controller 224 
generates a game presentation, which may be presented on 
the display 34, the display 42 or combinations thereof. 
Alternate displays, such as mechanical slot reels that are 
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USB-compatible, may also be used with the present inven-
tion. The game presentation is typically a sequence of 
frames updated at a specified refresh rate, such as 75 Hz (75 
frames/sec). For instance, for a video slot game, the game 
presentation may include a sequence of frames of slot reels 
with a number of symbols in different positions. When the 
sequence of frames is presented, the slot reels appear to be 
spinning to a player playing a game on the gaming machine. 
The final game presentation frames in the sequence of the 
game presentation frames are the final position of the reels. 
Based upon the final position of the reels on the video 
display 34, a player is able to visually determine the out-
come of the game. 

[0144] The gaming software for generating the gaming of 
chance may be stored on a mass storage device, such as the 
partitioned hard-drive 226, a CD, a DVD, etc. The approved 
gaming software may be loaded into a RAM 56 by the 
master gaming controller 224 for execution by one or more 
processors. The partitioned hard-drive 226 may include a 
partition 223 for approved gaming software and a partition 
for approved firmware 453. The approved gaming software 
and approved firmware may be approved by one or more 
entities, such as one or more gaming jurisdictions, a gaming 
machine manufacturer, a third party developer, a standards 
association, a gaming software development consortium and 
combinations thereof. The gaming software and firmware 
may be regularly updated via methods, such as downloads to 
the gaming machine from a remote device, such as a remote 
server or a remote gaming machine, or by replacing a 
storage device in the gaming machine, such as a CD or 
DVD, with a new storage device containing updated soft-
ware or firmware. 

[0145] In one embodiment, all the firmware or software 
used to operate one or more gaming peripherals, such as but 
not limited to the bill validator 269, the coin acceptor and the 
peripheral controller may be stored on the hard drive 226. 
The gaming peripherals may include software/firmware to 
establish basic communications with the master gaming 
controller. For instance, the bill validator 296, the coin 
acceptor 293, the printer 18, the USB bonus device 456 each 
respectively include a USB peripheral controller, 450, 451, 
452 and 455. The USB-compatible peripheral controllers 
may be able to establish USB communications with the 
master gaming controller 224 by connecting with the USB 
stack described with respect to FIG. 1C. However, the 
USB-compatible peripheral controllers may not store the 
firmware or gaming software necessary to operate the 
peripheral devices on the gaming peripherals. Details of the 
USB-compatible peripheral controllers are described in co-
pending U.S. application Ser. No. 10/246,367, previously 
incorporated herein. 

[0146] Device drivers, such as USB-compatible drivers, 
may be used by the master gaming controller 224 to operate 
the functions of the gaming peripherals. The device drivers 
may be packaged with a game of chance implemented on the 
gaming machine. Each game may only be packaged with the 
drivers needed to generate the game on the gaming machine. 
For example, if a game requires a bonus top box with a 
wheel and lights, the drivers are packaged with the game 
rather than with the gaming system (see FIG. 1C). There-
fore, extra drivers not employed by a particular game 
generated on the gaming machine are not loaded on the 
gaming machine. 
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[0147] After USB communications are established 
between a USB peripheral controller on a gaming peripheral, 
such as the USB peripheral controller 455 on the bonus 
device 456, and the master gaming controller 224, the 
master gaming controller 224 may interrogate each of the 
gaming peripherals to determine if the gaming peripherals 
requires firmware. The master gaming controller 224 may 
interrogate each device as part of a device enumeration 
process. When the master gaming peripheral determines a 
gaming peripheral requires firmware, then master gaming 
controller may request additional information from the gam-
ing peripheral and/or peripheral devices on the gaming 
peripheral to determine what firmware is required. For 
instance, the master gaming controller 224 may query the 
USB-compatible peripheral controller 455 for one or more 
device identifiers in a device identification protocol that 
allows the type of firmware for each peripheral device 
requiring firmware to be determined. 

[0148] The firmware downloaded to a gaming peripheral 
may be a function of the device characteristics (manufac-
turer, type of device, etc.), the gaming jurisdiction where the 
device is located (i.e., certain functions may only be allowed 
in certain jurisdictions) and the properties of the game of 
chance of generated on the gaming machine. For example, 
certain features on peripheral devices, such as a light periph-
eral device or a bonus wheel peripheral device, may be 
associated with a particular type of game of chance or bonus 
game of chance played on the gaming machine. Therefore, 
the master gaming controller may determine what type of 
game of chance or bonus game of chance is enabled on a 
gaming machine and load firmware that allows the particular 
presentation features of the game of chance and/or bonus 
games to be generated on the gaming machine interface. An 
advantage of this approach is that the presentation features 
of the gaming machine interface may b e continually and 
easily updated to keep pace with the changing tastes of game 
players. After determining what firmware is required for a 
given gaming peripheral or a peripheral device, the approved 
firmware may be downloaded by the master gaming con-
troller 224 from a storage device on the gaming machine, 
such as the hard-drive 226. In response to receiving the 
downloaded firmware, the gaming peripheral may perform a 
number of self-checks to determine if the proper software 
has been downloaded and the peripheral device is operating 
properly. When the gaming peripheral is operating properly, 
it may send a status message to the master gaming controller 
indicating its operational status, such as a "ready-to-run" 
message or an "error" message. 

[0149] In one response to an error message, the master 
gaming controller 224 may repeat the download process. In 
another error scenario, a portion of the functions of one or 
more peripheral devices on a gaming peripheral may be 
non-operational. In this case, the master gaming controller 
224 may determine if the non-operational function is a 
critical function. When the non-operational function is a 
critical function, the gaming machine may be placed in a 
non-operational state and an attendant may be called. When 
the non-operational function is non-critical, for example, 
lights on a bonus device that are non-operational, the gaming 
machine software may be adjusted to operate without the 
non-critical function and a request for maintenance may be 
generated by the gaming machine. For example, in the case 
of the lights not working, alternate presentation state logic 
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may be loaded that generates presentation states on the 
gaming machine interface that do not use the non-opera-
tional lights. 

[0150] As previously described, a gaming peripheral, such 
as USB gaming peripheral, may comprise a plurality of 
peripheral devices. On a gaming peripheral with a plurality 
of peripheral devices, not all of the peripheral devices may 
require firmware downloads. The peripheral controller on a 
gaming peripheral may store firmware for a portion of the 
peripheral devices in a non-volatile memory and require 
firmware downloads for the remaining peripheral devices. In 
one embodiment, firmware downloaded from the master 
gaming controller may only be stored in volatile memory on 
the peripheral device. In the case where the peripheral 
controller stores firmware for one or more of its peripheral 
devices in a non-volatile memory and a download is not 
required to operate the peripheral device, the master gaming 
controller may occasionally download firmware to update or 
provide error patches for the firmware/software stored in the 
non-volatile memory. 

[0151] In another embodiment, the firmware downloaded 
to the gaming peripheral may not be peripheral device 
specific. For instance, the master gaming controller 224 may 
download common firmware needed by the gaming periph-
eral to communicate gaming information with the master 
gaming controller. The common firmware may include basic 
communication logic, such as communication protocols and 
encryption keys that allow the gaming peripheral to com-
municate with certain processes in gaming operating system. 
Without the common firmware, the gaming peripheral may 
be able to only establish basic communications with the 
gaming machine but not receive or send basic gaming 
information to the gaming system. 

[0152] For security purposes, the master gaming controller 
224 may, regularly change the encryption keys used in the 
gaming system. For instance, each time a gaming peripheral 
is enumerated by the master gaming controller, it may be 
provided with an encryption key that is valid for commu-
nications with one or more processes on the master gaming 
controller for a certain period of time. The keys may be used 
to encrypt messages or create a digital signature that is 
appended to a message. In one embodiment, the keys may be 
process and device specific. Thus, only peripheral device 
with the correct key may be able to communicate with 
certain processes on the gaming machine, such as the bank 
manager. The encryption keys may be included in firmware 
downloaded to the gaming peripheral and may have to be 
reestablished at regular time intervals. 

[0153] The firmware downloads to the gaming peripherals 
may occur at different times. For instance, the firmware 
downloads may occur 1) in response to power-up of the 
gaming machine or the peripheral device, 2) in response to 
enumeration of a new gaming peripheral on the gaming 
machine, 3) in response to the loading of a new game on a 
gaming machine, 4) in response to a software update, 5) in 
response to random triggers, such as random time period for 
security, and 6) combinations thereof. The firmware down-
loads may be carried out for a plurality of peripheral devices, 
such as at power-up, or for individual devices, such as 
during the enumeration of a new peripheral device. 

[0154] After initialization, communications between the 
gaming peripherals, such as 293, 396 and 18, and the master 
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gaming controller 224, may be encrypted. All or a portion of 
the communications may be encrypted. For instance, data 
from the coin acceptor 293 that indicates credit has been 
posted to the gaming machine may be encrypted to prevent 
tampering. The encryption may be carried out using a 
combination of hardware and software. For example, in one 
embodiment, encryption chips may be utilized by certain 
devices, such as the bill validator 296 and the coin acceptor 
239, and the master gaming controller 224 to provide secure 
communications. In another embodiment, software encryp-
tion algorithms may be applied to transmitted data. Thus, the 
gaming peripherals and the master gaming controller 224 
may both utilize software that provides for encryption and 
decryption of transmitted data. 

[0155] After all of the gaming peripherals comprising the 
gaming machine interface have been initialized, a game 
presentation may be generated. In one embodiment, a video 
game presentation comprising a sequence of video frames 
may be generated. Each frame in the sequence of frames in 
a game presentation is temporarily stored in a video memory 
236 located on the master gaming controller 224 or alter-
natively on the video controller 237, which may also be 
considered part of the master gaming controller 224. The 
gaming machine 2 may also include a video card (not 
shown) with a separate memory and processor for perform-
ing graphic functions on the gaming machine, such as 2-D 
renderings of 3-D objects defined in a 3-D game environ-
ment stored on the gaming machine. 

[0156] Typically, the video memory 236 includes one or 
more frame buffers that store frame data that is sent by the 
video controller 237 to the display 34 or the display 42. The 
frame buffer is in video memory directly addressable by the 
video controller. The video memory and video controller 
may be incorporated into a video card, which is connected 
to the processor board containing the master gaming con-
troller 224. The frame buffer may consist of RAM, VRAM, 
SRAM, SDRAM, etc. 

[0157] The frame data stored in the frame buffer provides 
pixel data (image data) specifying the pixels displayed on 
the display screen. In one embodiment, the video memory 
includes three frame buffers. The master gaming controller 
224, according to the game code, may generate each frame 
in one of the frame buffers by updating the graphical 
components of the previous frame stored in the buffer. Thus, 
when only a minor change is made to the frame compared 
to a previous frame, only the portion of the frame that has 
changed from the previous frame stored in the frame buffer 
is updated. For example, in one position of the screen, a two 
of hearts may be substituted for a king of spades. This 
minimizes the amount of data that must be transferred for 
any given frame. The graphical component updates to one 
frame in the sequence of frames (e.g. a fresh card drawn in 
a video poker game) in the game presentation may be 
performed using various graphic libraries stored on the 
gaming machine. This approach is typically employed for 
the rendering of 2-D graphics. For 3-D graphics, the entire 
screen is typically regenerated for each frame. 

[0158] Pre-recorded frames stored on the gaming machine 
may be displayed u sing video "streaming." In video stream-
ing, a sequence of pre-recorded frames stored on the gaming 
machine is streamed through frame buffer on the video 
controller 237 to one or more of the displays. For instance, 
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a frame corresponding to a movie stored on the game 
partition 223 of the hard drive 226, on a CD-ROM or some 
other storage device may be streamed to the displays 34 and 
42 as part of game presentation. Thus, the game presentation 
may include frames graphically rendered in real-time using 
the graphics libraries stored on the gaming machine as well 
as pre-rendered frames stored on the gaming machine 2. 

[0159] For gaming machines, an important function is the 
ability to store and re-display historical game play informa-
tion. The game history provided by the game history infor-
mation assists in settling disputes concerning the results of 
game play. A dispute may occur, for instance, when a player 
believes an award for a game outcome has not properly 
credited to him by the gaming machine. The dispute may 
arise for a number of reasons including a malfunction of the 
gaming machine, a power outage causing the gaming 
machine to reinitialize itself and a misinterpretation of the 
game outcome by the player. In the case of a dispute, an 
attendant typically arrives at the gaming machine and places 
the gaming machine in a game history mode. In the game 
history mode, important game history information about the 
game in dispute can be retrieved from a non-volatile storage 
234 on the gaming machine and displayed in some manner 
to a display on the gaming machine. In some embodiments, 
game history information may also be stored in a history 
database partition 221 on the hard drive 226. The hard drive 
226 is only one example of a mass storage device that may 
be used with the present invention. The game history infor-
mation is used to reconcile the dispute. 

[0160] During the game presentation, the master gaming 
controller 224 may select and capture certain frames to 
provide a game history. These decisions are made in accor-
dance with particular game code executed by the controller 
224. The captured frames may be incorporated into game 
history frames. Typically, one or more frames critical to the 
game presentation are captured. For instance, in a video slot 
game presentation, a game presentation frame displaying the 
final position of the reels is captured. In a video blackjack 
game, a frame corresponding to the initial cards of the player 
and dealer, frames corresponding to intermediate hands of 
the player and dealer and a frame corresponding to the final 
hands of the player and the dealer may be selected and 
captured as specified by the master gaming controller 224. 

[0161] Various gaming software modules used to play 
different types of games of chance may be stored on the hard 
drive 226. Each game may be stored in its own directory to 
facilitate installing new games (and removing older ones) in 
the field. To install a new game, a utility may be used to 
create the directory and copy the necessary files to the hard 
drive 226. To remove a game, a utility may be used remove 
the directory that contains the game and its files. In each 
game directory there may be many subdirectories to orga-
nize the information. Some of the gaming information in the 
game directories are: 1) a game process and its associated 
gaming software modules, 2) graphics/Sound files/ 
Phrase(s), 3) a paytable file and 4) a configuration file. A 
similar directory structure may also be created in the NV-
memory 234. Further, each game may have its own directory 
in the non-volatile memory file structure to allow the non-
volatile memory for each game to be installed and removed 
as needed. 

[0162] On boot up, the game manager (see FIG. 1C) or 
another process in the game OS can iterate through the game 
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directories on the hard drive 226 and detect the games 
present. The game manager may obtain all of its necessary 
information to decide which games can be played and how 
to allow the user to select one (multi-game). The game 
manager may verify that there is a one to one relationship 
between the directories on the NV-memory 234 and the 
directories on the hard drive 226. Details of the directory 
structures on the NV-memory and the hard drive 226 and the 
verification process are described in co-pending U.S. appli-
cation Ser. No. 09/925,098, filed on Aug. 8, 2001, by 
Cockerille, et al., titled "Process Verification," which is 
incorporated herein in its entirety and for all purposes. 

[0163] FIG. 6 is flow diagram of an initialization process 
460 using a USB device class manager. In 462, the USB 
device class manager reads a registry file and launches the 
driver processes that have been approved. These processes 
are low-level drivers that have to be started before other 
drivers run. An example of such a driver is the third-party 
driver referenced in FIG. 4. 

[0164] In 464, the USB device class manager locates and 
loads the shared object drivers that communicate either with 
a driver process or directly with a USB peripheral. In one 
embodiment, only approved shared objects are packaged 
with the system. As previously described, the shared objects 
may be approved by one or more entities, such as a regu-
lators from one or more gaming jurisdictions, a gaming 
machine manufacturer, a third party vendor or a third party 
standards group. 

[0165] In 464, to locate the needed shared objects, the 
USB device class manager may perform a search of relevant 
paths in a file directory system maintained by the game OS 
and may retrieve all necessary information from the shared 
object drivers. Among the information retrieved is a list of 
all approved gaming peripherals that are approved for con-
nection to the gaming machine. In one embodiment, only 
approved gaming peripherals, for the jurisdiction where the 
machine is in operation, may be on this list. In a particular 
embodiment, the list may not only designate approved 
gaming peripherals but also designate approved peripheral 
devices or approved operational features of peripheral 
devices located on the gaming peripheral. 

[0166] In one embodiment, the gaming machine may be 
shipped with a plurality of lists that are compatible with 
different gaming jurisdictions. The gaming machine may be 
able to automatically identify the jurisdiction in which it has 
been placed (For instance, the gaming machine could con-
nect to a local network server or this information might be 
manually set in the gaming machine.) Then, the gaming 
machine may be capable of selecting the list of approved 
gaming peripherals, peripheral devices and/or operational 
features that are approved for the gaming jurisdiction in 
which it is located. 

[0167] If the gaming machine detects a gaming peripheral 
that is not on the list, the machine enters a non-playable state 
and notifies an attendant. This measure can prevent software 
for an illegal device from being planted on the hard-drive. In 
the standard USB architecture, any USB-compatible device 
may connect to a USB-compatible network. For security 
reasons, this level of connectivity may not he desirable in the 
gaming industry. Hence the need for the USB device class 
manager of the present invention. 

[0168] The shared object drivers may be packaged with 
the system component or with the game component of the 
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gaming files. An example of a shared object driver packaged 
with the system component is a bill validator driver. An 
example of a shared object driver packaged with the game 
component is a wheel driver for a bonus peripheral. This 
allows flexibility in the software configuration of the gaming 
machine. Further, it allows some shared objects (e.g., bill 
validator) to be loaded and ready for use after the initial-
ization process, while other shared objects (e.g., the wheel 
driver) may be loaded when the need arises. For instance, the 
wheel driver may not be loaded until a process, such as a 
bonus game, requests use of the wheel driver. As described 
with respect to FIG. 1C, the USB device class manager may 
monitor client requests for the use of each of the drivers and 
determine when to load and unload each of the drivers. 

[0169] In 466, the USB device class manager may connect 
to the USB stack and may retrieve information on all of the 
USB peripherals that are connected to the gaming machine. 
When peripherals that are not approved are detected, the 
gaming machine may enter a non-playable state and an 
attendant may be notified. The gaming machine may remain 
in the non-playable state until the issue with these non-
approved peripherals is resolved. For approved peripherals 
that are detected, if a shared object driver has not been 
loaded yet, it may be loaded at this time. In general, a USB 
gaming peripheral may perform like a plug-and-play device, 
where it may be connected or disconnected at any time. In 
one embodiment, the USB device class manager may allo-
cate memory only for devices that are present. This memory 
allocation process may promote efficient use of system 
memory. 

[0170] In 468, upon detection of one or more gaming 
peripherals, the USB device class manager may find a 
peripheral that is in need of firmware download. In one 
embodiment as described in more detail with respect to FIG. 
5, the USB gaming peripheral may function only as a 
downloadable device and may require firmware download 
before it is capable of functioning as a specific gaming 
peripheral, e.g. bill validator. This feature may provide 
additional security because the gaming machine has 
approved working firmware for the peripheral while the 
peripheral does not. The gaming machine may centrally 
manage the approved firmware in a secure manner. The 
objective of this approach is to guarantee that the peripheral 
is running approved firmware while the gaming machine is 
in operation. 

[0171] In 468, the USB device class manager may initiate 
the download procedure through a shared object driver. 
Once the firmware download process is completed for all 
peripherals that require download, in 470, the USB device 
class manager may leave its initialization state and may 
enter state compatible with normal run-time operations. 

[0172] During normal run-time operations, the USB 
device class manager may continue to load or unload shared 
object drivers, as necessary. For gaming-specific peripher-
als, the USE class manager may implement various security 
measures to ensure that the gaming peripheral is not com-
promised. One such measure may be the implementation of 
host timeout. In the host timeout method, the peripheral may 
be required to receive polls from the host within a timeout 
period. If the host fails to poll within the timeout period, the 
peripheral may be designed to enter a safe state where no 
monetary claim can be made on the machine or the gaming 
peripheral. 
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[0173] Another security measure may be the use of cryp-
tography in the messages between host and peripheral. As 
previously described with respect to FIG. 5, the USB device 
class manager may assign cryptographic keys to each of the 
gaming peripherals during the initialization process. For 
instance, the device class manager may exchange public 
encryption keys with each gaming peripheral in a public-
private encryption key scheme. In another embodiment, 
random symmetric encryption keys may be generated and 
assigned to each gaming peripheral. During run-time, the 
encryption keys for each gaming peripheral may be regu-
larly changed by the USB device class driver at regular or 
random time intervals, i.e., new keys are assigned to each 
gaming peripheral, as an additional security measure. The 
encryption keys may be used in sensitive transactions 
between a peripheral and the host to encrypt and decrypt 
sensitive data. 

[0174] The USB device class manager may also provide 
CRC verification or other hashing function verification of 
peripheral firmware. For instance, the USB device class 
manager may request the gaming peripheral to generate a 
CRC of all of its firmware or a random section of its 
firmware. This CRC may be compared with a CRC of 
approved firmware stored on the gaming machine (e.g., see 
the hard-drive 226 in FIG. 5). This method may be used to 
ensure that the peripheral is running proper firmware at all 
times. Hashing function algorithms may also be used to sign 
messages sent between devices. The contents of the message 
may be verified using hashing function algorithms. 

[0175] The USB device class manager may also support 
firmware downloads as a means of upgrading firmware on a 
USB peripheral or the approved firmware stored on the 
gaming machine. The download request may originate from 
an operator working on the gaming machine, or from other 
sources, such as a host system, to which the gaming machine 
is connected. In another embodiment, the gaming machine 
may automatically check for software upgrades available on 
a remote server and initiate any needed upgrades. The 
firmware download procedure may be similar to the proce-
dure described above. In one embodiment, the gaming 
peripheral may store the new firmware in non-volatile 
memory and operate with this firmware until the next 
upgrade. 

[0176] FIG. 7 is a block diagram of a USB communica-
tion architecture 800 that may be used to provide USB 
communications in the present invention. A USB device 803 
may be subdivided into a number of components, such as 
device, configuration, interface and endpoint. Class speci-
fications define how a device uses these components to 
deliver the functionality provided to the host system. The 
class specifications may vary from class to class. In some 
cases, the class specifications are standards that are main-
tained by USB user group organization and have been 
subjected to a review and approval process by the USB user 
group. For instance, a USB HID (Human interface device) 
class is a standard USB class. In other cases, the class 
specifications may be a vendor-specific class that has been 
developed by a vendor to meet the specific needs of a 
vendor. It is important to note that USB provides a frame-
work for generating the class specification but that the actual 
implementation of the class specification may be a unique 
embodiment that is generated the developer or developers of 
the class specification. 
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[0177] In some cases, a host system uses device-specific 
information in a device or interface descriptor to associate a 
device with a driver, such as a device identification protocol. 
The standard device and interface descriptors contain fields 
that are related to classification: class, subclass and protocol. 
These fields may be used by a host system to associate a 
device or interface to a driver, depending on how they are 
specified by the class specification. One embodiment of a 
USB-compatible device identification protocol is described 
in co-pending U.S. application Ser. No. 10/246,367, entitled 
"USB Device Protocol for a Gaming Machine," previously 
incorporated herein. 

[0178] The relationships between a USB device 803 and a 
host system 801 may be described according to a number of 
levels. At the lowest level, the host controller 814 physically 
communicates with the device controller 816 on the USB 
device 803 through USB 818. Typically, the host 801 
requires a host controller 814 and each USB device 800 
requires a device controller 816. 

[0179] At the middle layer, USB system software 810 may 
use the device abstraction defined in the Universal Serial 
Bus Specification to interact with the USB interface 812 on 
the USB device. The USB interface is the hardware (such as 
firmware) or software, which responds to standard requests 
and returns standard descriptors. The standard descriptors 
allow the host system 801 to learn about the capabilities of 
the USB device 803. The Universal Serial Bus Specification 
provides the device framework 808, such as the definitions 
of standard descriptors and standard requests. These com-
munications are performed through the USB stack described 
with respect to FIG. 1C. 

[0180] At the highest layer, the device driver 804 uses an 
interface abstraction to interact with the function provided 
by the physical device. The device driver 804 may control 
devices with certain functional characteristics in common. 
The functional characteristics may be a single interface of a 
USB device or it may be a group of interfaces. In the case 
of a group of interfaces, the USB device may implement a 
class specification. If the interface belongs to a particular 
class, the class specification may define this abstraction. 
Class specifications add another layer of requirements 
directly related to how the software interacts with the 
capability performed by a device or interface which is a 
member of the class. The present invention may use a USB 
gaming peripheral class specification that is vendor-specific 
that may be used to provide USB communications in a 
gaming machine. The vendor-specific class may be defined 
to meet the specific needs of USB communications on a 
gaming machine, such as security requirements, that are not 
provided by other standard USB device classes. 

[0181] A USB class describes a group of devices or 
interfaces with similar attributes or services. The actual 
definition of what constitutes a class may vary from one 
class to another. A class specification, such as gaming 
peripheral class specification, defines the requirements for 
such a related group. A complete class specification may 
allow manufacturers to create implementations, which may 
be managed by an adaptive device driver. A class driver is 
an adaptive driver based on a class definition. An operating 
system, third party software vendors as well as manufactur-
ers supporting multiple products may develop adaptive 
drivers. 
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[0182] Typically, two devices (or interfaces) may be 
placed in the same class if they provide or consume data 
streams having similar data formats or if both devices use a 
similar means of communicating with a host system. USB 
classes may be used to describe the manner in which an 
interface communicates with the host, including both the 
data and control mechanisms. In addition, USB classes may 
have the secondary purpose of identifying in whole or in part 
the capability provided by that interface. Thus, the class 
information can be used to identify a driver responsible for 
managing the interface's connectivity and the capability 
provided by the interface. 

[0183] Grouping devices or interfaces together in classes 
and then specifying the characteristics in a class specifica-
tion may allow the development of host software which can 
manage multiple implementations based on that class. Such 
host software may adapt its operation to a specific device or 
interface using descriptive information presented by the 
device. The host software may learn of a device's capabili-
ties during the enumeration process for that device. A class 
specification may serve as a framework for defining the 
minimum operation of all devices or interfaces which iden-
tify themselves as members of the class. 

[0184] Returning to FIG. 7, in the context of USB archi-
tecture 800, the term "device" may have different meaning 
depending on the context in which it is used. A device in the 
USB architecture may be a logical or physical entity that 
performs one or more functions. The actual entity described 
depends on the context of the reference. At the lowest level, 
a device may be a single hardware component, such as a 
memory device. At a higher-level, a device may be a 
collection of hardware components that perform a particular 
function, such as a USB interface device. At an even 
higher-level, the term "device" may refer to the function 806 
performed by an entity attached to the USB, such as a 
display device. Devices may be physical, electrical, addres-
sable, or logical. Typically, when used as a non-specific 
reference, a device is either a hub or a function 806. A hub 
is a USB device that provides attachment points to the USB. 

[0185] A typical USB communication path may start with 
a process executed on a host system, which may wish to 
operate a function of a physical device. The device driver 
804 may send a message to the USB software 810. The USB 
software may operate on the message and send it to the host 
controller 814. The host controller 814 may pass the mes-
sage through the serial bus 818 to the hardware 816. The 
USB interface may operate on the message received from 
the hardware and route it to a target interface which may 
route information to the physical device, which performs the 
desired operation. 

[0186] USB changes the traditional relationship between 
driver and device. Instead of allowing a driver direct hard-
ware access to a device, USB limits communications 
between a driver and a device to four basic data transfer 
types (bulk, control, interrupt and isochronous) imple-
mented as a software interface provided by the host envi-
ronment. Thus, a device must respond as expected by the 
system software layers or a driver will be unable to com-
municate with its device. For this reason, USB-compatible 
classes, such as an HID class 401, printer class 403, IGT 
vendor-specific class 405, and an audio class 407 (see FIG. 
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2), are based at least on how the device or interface connects 
to USB rather than just the attributes or services provided by 
the device. 

[0187] As an example, a class may describe how a USB 
gaming peripheral is attached to a host system, either as a 
single unidirectional output pipe or as two unidirectional 
pipes, one out and one in, for returning detailed gaming 
peripheral status. The gaming peripheral class may also 
focus on the format of the data moved between host and 
device. While raw (or undefined) data streams may be used, 
the class may also identify data formats more specifically. 
For instance, the output (and optional input) pipe may 
choose to encapsulate gaming peripheral data as defined in 
another industry standard, such as a SAS protocol used by 
IGT (Reno, Nev.). The class may provide a mechanism to 
return this information using a class-specific command. 

[0188] FIG. 8 is a block diagram of master gaming 
controller 224 in communication with a USB gaming 
peripheral 830. The master gaming controller 224 may be 
considered a host 801 with hardware and software function-
ality as was described with respect to FIG. 7. The USB 
gaming peripheral 830 may be considered to have USB 
device hardware and software functionality as was described 
with respect to FIG. 7. 

[0189] The master gaming controller 224 may use USB 
communication 850 to communicate with a number of 
peripheral devices, such as lights, printers, coin counters, 
bill validators, ticket readers, card readers, key-pads, button 
panels, display screens, speakers, information panels, 
motors, mass storage devices, touch screens, arcade sticks, 
thumbsticks, trackballs, touchpads and solenoids. Some of 
these devices were described with respect to FIGS. 1A and 
5. The USB communication 850 may include the hardware 
and software, such as, but not limited to, the USB software 
816, the host controller 814, the serial bus 818, USB 
interface 812, a USB peripheral controller 831 and a USB 
hub (not shown). The USB peripheral controller 831 may 
provide device controller functionality (see FIG. 7) for the 
USB gaming peripheral 830. The USB peripheral controller 
831 may be an embodiment of the USB peripheral control-
lers described with respect to FIGS. 5 and in co-pending 
U.S. application Ser. No. 10/246,367 previously incorpo-
rated herein. 

[0190] The USB communication 850 may allow a gaming 
drivers 259, such as gaming feature drives and gaming class 
drivers, to be utilized by the gaming software 820, such as 
the gaming machine operating system 102, to operate fea-
tures, such as 833, 834 and 836 on peripheral devices 838 
and 840. The logic for each USB gaming peripheral 830 may 
be divided into a collection of USB features, such as 833, 
834 and 836. A USB feature may be independent code that 
controls a single I/O device or several essentially identical 
I/O devices, such as reels or bonus wheels. The independent 
code may be approved for use by one or more entities, such 
as regulators in one or more gaming jurisdictions or an entity 
responsible for security of the gaming machine (e.g., the 
primary manufacturer of the gaming machine or gaming 
device of interest). For instance, device 838 may be a bonus 
wheels for a gaming machine and device 840 may be one or 
more reels for a mechanical slot machine. Feature 834 may 
control the lights for the bonus wheel 840 and feature 836 
may control the movement of the bonus wheel, such as start, 
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spin-up, spin-down and stop. Feature 833 may control 
similar functions for one or more reels 840, such as start, 
spin-up, spin-down and stop for each reel. 

[0191] Within the USB gaming peripheral 830, each 
device, such as 838 and 840, may have one or more features. 
The present invention is not limited to devices with two, 
such as 838, and a device may have a plurality of features. 
Each USB feature may typically have a unified purpose, 
which may be defined in the gaming peripheral class of the 
present invention. For example, a USB gaming peripheral 
830 with two devices, such as buttons for input and lights for 
output, may have two features—buttons feature and lights 
feature. Corresponding gaming feature drivers in the gaming 
drivers 259 may control the buttons feature and the lights 
features. For instance, a gaming button feature driver may 
control the buttons feature and a gaming lights feature driver 
may control the lights feature via the USB communication 
850. 

[0192] The designation of the number of features in a 
gaming peripheral may be left to the manufacturer of the 
USB gaming peripheral. A manufacturer may divide a task 
that is performed by the peripheral into multiple features, as 
long as it makes sense for the peripheral to be viewed in 
software in that manner. The maximum number of features 
that are allowed on a single peripheral may be limited by the 
USB solution that is selected for the peripheral. In one 
embodiment, each feature may have its own interface. The 
mapping of features to interfaces, such as each feature 
having its own interface, may be specified as part of vendor-
specific class protocol definition. 

[0193] In another embodiment, features may be specified 
according to the requirements of a class definition, such as 
a vendor-specific class protocol. An advantage of this 
approach is that drivers for common features, such as lights 
or reels, may be re-used. For instance, using this approach, 
lights located on a plurality of different gaming peripherals, 
where each of the peripherals may be produced by different 
manufacturers, may be driven by a common driver or a 
driver guaranteed to support a common set of functions. 
Once common drivers are developed and/or common func-
tions supported by the drivers are defined, drivers may be 
re-used and may not have to be retested to satisfy one or 
more of regulatory requirements, reliability requirements 
and security requirements. This approach may significantly 
lower software development costs and enable third parties to 
reliably develop software for the gaming machine manufac-
turer. 

[0194] In the present invention, all of the peripheral 
devices on a USB gaming peripheral do not necessarily have 
to communicate via USB. For instance, a first peripheral 
device on a USB gaming peripheral may communicate via 
USB communications while a second peripheral device, for 
legacy purposes or other reasons, may communicate via a 
second communication protocol, such as a proprietary Net-
plex communication protocol. For instance, a proprietary 
communication protocol may be used for security reasons. 
In one embodiment, the proprietary communications may be 
embedded within the USB communications. 

[0195] Vendor—Specific Device Classes for Gaming 
Environments 

[0196] The USB industry standards allow a host system to 
connect to a multitude of peripheral devices. Further, the 
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USB standards provide a framework for the communications 
between the peripherals and the host at the hardware and 
software level and provide standard (USB approved) device 
class protocols for grouping similar peripheral devices. 
Examples of such device class specifications include the 
HID, Printer and Audio classes. The USB governing body 
maintains these standards. Developers are free to choose 
standard device class specifications or develop a custom 
protocol as warranted by the application as long as the 
communications remain within the realm of the framework 
provided by the USB standards. Please refer to the USB 
specifications found at www.usb.org for additional informa-
tion. 

[0197] The use of USB as a communication medium 
between a host and its peripheral devices in a gaming 
environment presents great potential. To take advantage of 
the high data transmission rates and ease of connectivity 
provided by the USB standard, it may be desirable to update 
current peripheral devices and to develop new USB-com-
patible devices. However, to be useful in the gaming envi-
ronment, a USB implementation may not compromise the 
need for secure communications. In the present invention, 
USB-compatible protocols governing the communication 
between a gaming machine and its peripheral devices that 
satisfy the needs of the gaming industry are presented. 

[0198] When implemented, the specifications and meth-
ods of the present invention are designed to provide control 
over peripherals while adhering to gaming requirements 
mandated by various regulatory agencies and while allowing 
available commercial products to be used on the gaming 
machine. The peripheral devices may be designed to provide 
multiple functions and to support more than one device 
class. As previously described, the USB device class man-
ager may be used to allow the gaming machine to manage 
peripherals developed by multiple manufacturers. These 
peripherals may support a single manufacturer's vendor-
specific device class, such as an IGT device class, to be 
described as follows. The USB device class manager may be 
designed to preserve the vendor identification of the indi-
vidual USB device manufacturer. 

[0199] To allow USB connectivity for peripheral devices 
manufactured by a plurality of vendors, one solution may be 
for the host system, such as the gaming operating system, to 
maintain a database of all manufacturers of peripheral 
devices and assign them to the specific class. However, this 
approach may be undesirable because of the constant 
upgrades needed for the host system each time a new 
peripheral device is introduced. It is more desirable to allow 
the host system to have the freedom of connecting to a 
peripheral device from any manufacturer as long as it is able 
to identify itself as belonging to a supported device class. 
The supported device classes may be standard USB classes 
or custom vendor-specific classes, such as the IGT device 
class to be described. 

[0200] The following paragraphs and figures describe 
details of a protocol for a USB-compatible vendor-specific 
device class that is designed to satisfy the needs of the 
gaming industry. First, a summary of the IGT device class 
and its implementation in a gaming machine is described in 
the context of FIGS. 9-12. Then, additional details of a 
vendor-specific class protocol, referred to as the IGT device 

class protocol, are provided. The present invention is not 
limited to the following protocols, which are presented for 
illustrative purposes only. 

[0201] In the present invention, the IGT device class 
protocol may comprise commands and queries that may be 
directed to the gaming peripheral as a whole as well as a 
subset of messages that are specific to the exposed fea-
ture(s). Thus, IGT device class may include two elements: 

[0202] A base protocol that governs common device 
messages and the general framework of communi-
cations between the gaming machine and the gaming 
peripheral. 

[0203] Feature-specific extensions to the protocol that 
define messages and functionality of each unique feature. 

[0204] In general, a protocol in USB may refer to a 
specific set of rules, procedures, or conventions relating to 
format and timing of data transmission between two devices. 
Further details of the base protocol of the present invention 
and a few examples of feature-specific extensions are 
described in regards to FIGS. 9-12 and in more detail after 
FIG. 12 and prior to a description of FIG. 13. 

[0205] FIG. 9 is a block diagram showing three USB 
gaming peripherals physically connected to a gaming 
machine. The three USB gaming peripherals, a bonus game 
peripheral device 901, a cash-out peripheral device 905 and 
a cash-in peripheral device 908 are each connected by a USB 
connection 818 (i.e., a c able with U SB-compatible plugs 
and USB-compatible sockets) to a USB hub controller 814. 
The present invention is not limited to three USB gaming 
peripherals, which are provided for illustrative purposes, and 
more USB gaming peripherals may be enumerated. As 
described with respect to FIG. 8, the peripheral devices, 
901, 905 and 908, may be logically abstracted as groups of 
interfaces and features. In FIG. 9, the bonus game peripheral 
device is abstracted as three features: a reel feature 902, a 
light feature 903 and a meter feature 904. The cash-out 
peripheral device 905 is abstracted as two features: a hopper 
906 and a printer 907. The cash-in peripheral device 908 is 
abstracted as two features: a bill validator 909 and a coin 
acceptor 910. 

[0206] For each gaming peripheral, its collection of inter-
faces may be referred as the device's configuration. Each 
configuration may define interfaces that control specific 
functionality. This functionality, composed of specific soft-
ware and hardware combinations, is designated as features 
of the gaming peripheral. The exposed interfaces are, thus, 
logically used to encapsulate the features of a gaming 
peripheral. A gaming peripheral may have several features. 

[0207] In one embodiment of the present invention, the 
host system on the gaming machine may be designed to see 
each feature as a separate interface. Thus, the features are 
presented to the gaming machine as distinct interfaces and 
are uniquely identified with assigned feature numbers or 
some other notation that allows the features to be identified. 
The set of such interfaces, i.e., the peripheral device's 
configuration, allows the gaming machine to control each 
feature with appropriate drivers. As previously described, in 
one embodiment, the USB device class manager may con-
trol the loading and unloading of USB drivers corresponding 
to each feature. 
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[0208] As mentioned above, secure communications 
between the host 224 and the gaming peripherals, such as 
901, 905 and 908 are particularly important in a gaming 
environment. Towards this end, the IGT device class pro-
tocol, of the present invention, may employ one or more of 
the following methods. These methods may be used to 
ensure secure communications and to ensure control of the 
peripheral device by the gaming machine: 

[0209] The host may be required to maintain constant 
communication with the peripheral at all times. The 
peripheral may stop all activity in progress and reset 
all features to known states if a message is not 
received on the control pipe for a specified time 
interval. The control pipe is described in more detail 
with respect to FIG. 11. 

[0210] CRC verifications may be used to ensure the valid-
ity of the firmware executed on the peripheral device. 

[0211] Data encryption of messages between the gaming 
machine and the peripheral device may be used ensure the 
security of sensitive data (see FIG. 5). The gaming periph-
erals may be required to update the gaming machine with its 
status at all times and await resolution of errors before 
initiating further action. 

[0212] The gaming peripherals may institute self-diagnos-
tic measures under the guidance of the gaming machine. 

[0213] The gaming machine may also be capable of down-
loading the approved firmware to gaming peripherals 
approved for this functionality. This capability may ensure 
that the gaming peripheral uses firmware that has been 
approved and has not been compromised. 

[0214] The IGT device class protocol may use and may 
reserve an interface for common messages and for returning 
peripheral device statuses and asynchronous events to the 
gaming machine. This interface may be designated as fea-
ture zero and may be present on all peripheral devices that 
support the IGT device class protocol. When the message is 
directed to a feature, the interface for that feature is used as 
the destination of the message. For example, a gaming 
peripheral that includes a reels feature will direct common, 
non-feature-specific messages, such as CRC requests, to 
feature zero and specific reel movement messages' to the 
reels feature. FIG. 10 is provided to illustrate this concept. 

[0215] FIG. 10 is a block diagram of logical connections 
between a USB Device Class Manager 75 and a gaming 
peripheral 900. In the figure, the USB device class manager 
75 has loaded three drivers: 1) feature "0" driver 940, 2) 
feature "1" driver 911, and 3) feature "2" driver 912 to 
control features of gaming peripheral 900. Driver 940 is 
connected to interface "0"916. Via the connection 913, 
common device messages may be sent between the USB 
device class manager 75 and each of the features on the 
gaming peripheral 900. Via connection 914, wheel features 
messages may be sent between driver 911 and interface 917. 
The messages may relate to the operation of a wheel on the 
gaming peripheral 900. Via connection 918, lights feature 
messages may be sent between driver 912 and interface 918. 
The messages may relate to the operation of lights on the 
gaming peripheral 900. The communication paths between 
the device class manager 75 and the gaming peripheral 900 
are further illustrated in FIG. 11. 

[0216] FIG. 11 is a block diagram showing endpoint 
connections between a USB Device Class Manager 75 and 
a gaming peripheral 900. In USB, bus transactions involve 
the transmission of up to three packets. Each transaction 
may begin when the Host Controller (see FIGS. 8 and 9), 
on a scheduled basis, sends a USB packet describing the 
type and direction of a transaction, the USB device address, 
and an endpoint number. This packet is referred to as the 
"token packet." The USB device that is addressed selects 
itself by decoding the appropriate address fields. In a given 
transaction, data is transferred either from the host to a 
device or from a device to the host. The direction of data 
transfer is specified in the token packet. The source of the 
transaction then sends a data packet or indicates it has no 
data to transfer. The destination, in general, responds with a 
handshake packet indicating whether the transfer was suc-
cessful. An "I/O Request Packet" is an identifiable request 
by a software client to move data between itself (on the host) 
and an endpoint of a device in an appropriate direction. 

[0217] In general, an endpoint is a uniquely addressable 
portion of a USB device that is the source or sink of 
information in a communication flow between the host and 
device. An Endpoint Address is the combination of an 
endpoint number and an endpoint direction on a USB 
device. Each endpoint address supports data transfer in one 
direction. An Endpoint Direction is the direction of data 
transfer on the USB. The direction can be either IN or OUT. 
IN refers to transfers to the host; OUT refers to transfers 
from the host. The Endpoint Number is a four-bit value 
between OH and FH, inclusive, associated with an endpoint 
on a USB device. 

[0218] The USB data transfer model between a source and 
destination on the host and an endpoint on a device is 
referred to as a pipe. A pipe is a logical abstraction repre-
senting the association between an endpoint on a device and 
software on the host. A pipe has several attributes; for 
example, a pipe may transfer data as streams (stream pipe) 
or messages (message pipe). Stream data has no USB-
defined structure, while message data does. Additionally, 
pipes have associations of data bandwidth, transfer service 
type, and endpoint characteristics like directionality and 
buffer sizes. Most pipes come into existence when a USB 
device is configured. One message pipe, the Default Control 
Pipe, always exists once a device is powered, in order to 
provide access to the device's configuration, status, and 
control information. 

[0219] In general, a Control Endpoint is a pair of device 
endpoints with the same endpoint number that are used by 
a control pipe. Control endpoints transfer data in both 
directions and therefore use both endpoint directions of a 
device address and endpoint number combination. Thus, 
each control endpoint consumes two endpoint addresses. A 
Control pipe is the message pipe created by the USB System 
Software to pass control and status information between the 
host and a USE device's endpoint zero. 

[0220] Returning to FIG. 11, driver 940 is connected to an 
interrupt endpoint to feature 920. The interrupt endpoint 940 
provides for interrupt transfers from feature 940. An Inter-
rupt Transfer is one of the four USB transfer types. Gener-
ally, interrupt transfer characteristics are small data, non-
periodic, low frequency, and bounded-latency. Interrupt 
transfers are typically used to handle service needs. Via 
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control endpoint 923, feature driver 940 is connected to 
feature 920, 921 and 922. Via control endpoint 925, feature 
driver 911 is connected to feature 921, which provides wheel 
functionality on gaming peripheral 900. Via control end-
point 926, feature driver 912 is connected to feature 922, 
which provides lights functionality on gaming peripheral 
900. 

[0221] In the IGT device class protocol, the implementa-
tion of the features and the interfaces illustrated in FIGS. 10 
and 11 allows for the addition of new features or the revision 
of existing features without impacting the other features or 
the peripheral as whole. This implementation will allow the 
host (gaming machine) flexibility in maintaining communi-
cations with the device and/or its individual features and 
allows for multiple hardware devices and configurations. As 
will be described in FIG. 12, the IGT device class may be 
used in combination with other USB-defined standard 
device classes in a gaming system. 

[0222] FIG. 12 is block diagram showing interface con-
nections between a USB Device Class Manager 75 and a 
gaming peripheral 900 during device class detection. In the 
present invention, a method is provided that allows the host 
to uniquely identify the class supported by a peripheral 
device, such as the IGT device class, while allowing the 
peripheral device to retain its product identity and vendor 
codes. The identity of a vendor-specific class (e.g., the IGT 
device class) may be determined by using string identifiers 
instead of the general practice of using the manufaciurer's 
vendor and product codes. This unique methodology allows 
several manufacturers to use the same vendor-specific class 
while retaining their own vendor designation. For example, 
an index to a specific string, such as "©IGT2003", may be 
placed in the iInterface field of the interface descriptor to 
uniquely identify the vendor-specific class, which is indi-
cated as such by the binterfaceClass field. In USB, different 
descriptor sets are provided that allows a host to learn about 
a gaming peripheral during the enumeration process. The 
descriptor sets will be described further in the following 
paragraphs. The bDeviceClass and the bDeviceSubClass 
fields of the device descriptor may be set to zero to denote 
that each interface defines its own class. This example 
further points out that the idVendor and idProduct fields of 
the device descriptor, generally used to determine the iden-
tity of a vendor-specific class, may not be used as such for 
certain peripheral devices. 

[0223] The vendor-specific class, in addition to using 
device, configuration and interface descriptors, may employ 
the usage of class-specific descriptors for each configura-
tion. These descriptors may be used for the common device 
or on an interface-specific level. A descriptor type field in the 
USB-defined GET_DESCRIPTOR request may be used to 
retrieve the class-specific descriptors. This field, described 
in the USB Common Class Specification, allows a range of 
values for assigning vendor-specific class descriptor types. It 
is important to note that although the USB Common Class 
Specification provides the field, the IGT device class pro-
tocol of the present invention describes unique information 
to customize the field. 

[0224] Class-specific functional descriptors may be used 
by each interface to return the feature number. This func-
tional descriptor may also inform the gaming machine 
whether additional feature descriptors are supported by the 
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interface. For example, a feature uses the functional descrip-
tor to identify itself and expose a feature configuration 
descriptor. The feature configuration descriptor returns fea-
ture-specific configuration data and is documented with a 
particular value. Feature-specific descriptors are assigned as 
needed. 

[0225] Returning to FIG. 12, an example is provided 
where the USB device class manager 75 determines the class 
of the three peripheral devices on the gaming peripheral 900. 
As previously described, interface 0 may be reserved for 
common commands in the IGT device class. The gaming 
peripheral 900 exposes three interfaces, 930, 931 and 932 
via interface connections 936, 937 and 938 to the USB 
device class manager 75. Using information provided in the 
interface descriptor set, the USB device class manager 75 
determines that the interface 1 and interface 2 are connected 
to features compatible with a vendor-specific device class, 
such as the IGT device class. In response, the USB device 
class manager 75 may initialize the loading of feature 
drivers, 933 and 934. 

[0226] For interface 3, the USB device class manager 
determines that interface 3 is connected to a feature that is 
compatible with a standard device class. In response, the 
USB device class manager loads, a standard device class 
driver. For instance, if the feature for interface 3 were in the 
standard HID class (Human Interface Device), then the USB 
device class manager would load a driver that is compatible 
with the HID class. Similarly, if the feature for interface 3 
was in the standard audio or printer class, then the USB 
device class mangers would load a driver compatible with 
one of these standard classes. 

[0227] Next, details of the IGT device class, including the 
base protocol and an example of a feature specific extension 
for a reel feature, are described for one embodiment of the 
present invention. 

[0228] IGT Device Class Functional Characteristics 

[0229] Features 

[0230] A feature is the more-or-less independent code that 
controls a single I/O device. Several essentially identical 
related I/O devices, such as game reels, may constitute a 
single feature. Feature 0 may a special feature that does not 
control I/O devices. Each USB gaming peripheral may 
support a feature 0 and at least one other feature. An entity, 
such as the gaming machine manufacturer, may assign 
feature numbers. The device uses the feature number in the 
functional descriptor to identify its features to the host 
during enumeration. In one embodiment, interface numbers 
may be used to identify features from that point forward. 
Multiple interfaces may use the same feature number. 

[0231] Interfaces 

[0232] In one embodiment, USB devices may have one 
configuration. A configuration is a collection of interfaces. In 
addition, each feature may have its own interface. 

[0233] Endpoints 

[0234] The host normally issues IN and OUT requests on 
the control endpoint. Requests for information that require 
non-trivial processing (e.g., CRC calculation) may use a 
common interrupt IN endpoint for the reply. Messages the 
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features initiate may use the same interrupt IN endpoint. 
Specific features may use additional dedicated endpoints. 

[0235] ACK, NAK, STALL, and Message Rejected 

[0236] For a message comprising a series of data packets, 
the device may ACK each data packet. After receiving the 
last data packet, it may NAK during the status stage while 
evaluating the message. The message evaluation may check 
for invalid messages. When the request type, interface 
number, function code, or any other field is invalid, the 
device may reject the message and send a STALL. It may 
NAK the control endpoint until it sends a "Message 
Rejected" on the interrupt endpoint. If the message is valid, 
the device may send an ACK. 

[0237] Timeouts 

[0238] The device may declare a timeout if it does not 
receive a poll on the interrupt endpoint after a specified time. 
It may also declare a timeout if it does not receive a message 
on the control endpoint after a time or if it detects that the 
USB cable is disconnected. When it declares a timeout, the 
device may 1) stop all activity in progress, 2) tilt all features, 
and 3) do whatever is necessary (e.g. slow spin reels) to 
prevent claiming. It may also discard any pending message 
rejected messages and stop NAKing messages on the control 
endpoint. The host may send a "Get Status" query to feature 
0 if it hasn't sent anything else for a specified time to avoid 
a time out. 

[0239] USB Resets and DFU Detach 

[0240] A USB reset normally causes the device to re-
enumerate, without interfering with the operation of the 
features. A DFU detach followed by a USB reset may put a 
device that supports DFU into DFU mode. 

[0241] Statuses 

[0242] A status is a value that tells the host something 
about a feature. The status may be a tilt. A tilt persists until 
the host tells the feature to clear it. Optionally, the status may 
change without the host clearing it. The status may apply to 
all features or the status may be feature-specific. Status 
messages may contain all status records that apply to a 
feature. The status message may include normal status, 
self-test in progress, or at least one tilt status. 

[0243] These statuses may apply to all features: 

Status Meaning 

Value#1 
Value#2 
Value#3 

Normal Status (not tilted or in self test) 
Self-test in progress may occur while tilted) 
The feature tilted because of a 
communications timeout. 

[0244] The feature-specific statuses for feature 0 may be: 

Status Meaning 

Value#1 
Value#2 
Value#3 
Value#4 
Value#5 

Data RAM Hardware Failure 
Code Memory Hardware Failure 
I2C EPROM Hardware Failure 
Program CRC Error (Boot) 
Program CRC Error (Other Than Boot) 

[0245] 

[0246] 

[0247] 

IGT Device Class Requests 

Control OUT Messages 

Command 

Dec. 16, 2004 

Function Data Meaning 

CRC CRC Parameters 

Reset None 

Tilt None 

Clear None means 
Status clear all statuses. 

One or more status 
codes means clear 
those statuses. 

Self-Test None 

Feature- Feature-specific 
specific 

Request a CRC of a file or a portion of 
a file from a CRC device. The CRC 
may be used to ensure the peripheral 
device is running approved firmware. 
Reinitialize the specified feature 
without interrupting communication. 
(After a processor reset, including 
power up, the peripheral clears all data 
memory, and all features perform a 
reset.) 
Enter a tilt condition for this feature. 
The feature normally rejects all 
commands except reset, tilt, clear 
status, and self-test during a tilt. A 
feature may explicitly allow feature-
specific commands, if necessary. 
Clear tilts and other status conditions 
for this feature. 

Perform whatever self-test the feature 
can perform and report the results in a 
status message when done. The feature 
rejects all commands except reset, tilt, 
and clear status during self-test. 
Feature-specific. 

[0248] Control IN Messages 

[0249] Command: Query Interface 

Query code Description 

Get Status 
Feature-specific 

Provides status records 
Provides feature-specific data 

[0250] Interrupt IN Messages 

[0251] Message Rejected 

[0252] This message informs the host that the device 
rejected the last IGT Class message it received on the control 
endpoint. 

Field Description 

Report Type 
Interface Number 
Reason For Rejection 
Data 

Identifies a "Message Rejected" message 
Interface number 
See below 
Additional feature-specific data (optional) 

[0253] Reasons for Rejection: 

Value# 1 
Value# 2 
Value# 3 

Invalid Request Type. 
Invalid Request. 
Invalid interface number. 
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-continued 

Value# 4 

Value# 5 
Value# 6 
Value# 7 
Value# 8 
Value# 9 
Value# 10 

Value# 11 

Value# 12 

Length mismatch (Message length doesn't match 
the length in the protocol). 
Unknown command (function code). 
Invalid data. 
Message too long for peripheral's receive buffer. 
Feature busy. 
The feature cannot process the command because it is in a tilt. 
The feature cannot process the command 
because it is in self-test. 
The feature is in a state (other than tilt or self-test) in 
which it cannot process this command. 
Message is invalid in all contexts. 

[0254] Status 

[0255] A feature sends this message whenever its status 
changes. 

Field Description 

Report Type 
Interface Number 
Data 

Identifies a status message 
Interface number 
One or more status records 

[0256] CRC Report 

[0257] Feature 0 sends this message when it finishes 
calculating the CRC(s). 

Field Description 

Report type 
CRC 

Identifies a CRC Report 
The reported CRC(s) correspond to the file name(s) in the 
configuration descriptor string. 

[0258] IGT Device Class Descriptors 

[0259] Device Descriptor 

[0260] There may be only one device descriptor for each 
USB device. The relevant class and subclass codes may be 
in the interface descriptor, not the device descriptor. 

Field Description 

bLength 
bDescriptorType 
bcdUSB 
bDeviceClass 
bDeviceSubClass 
bDeviceProtocol 
bMaxPacketSize0 

idVendor 
idProduct 

bcdDevice 
iManufacturer 

iProduct 
iSerialNumber 

The length of this descriptor. 
Device descriptor type. 
USB specification release number. 
Each interface specifies its own class. 
Is set to 0 when bDeviceClass is 0. 
Each interface specifies its own protocol. 
Implementation specific, may be 8, 16, 32 or 64 
(Maximum packet size for endpoint 0.) 
Vendor ID assigned to the manufacturer. 
Manufacturer's product ID. Each released 
product uses the next available number. 
Device firmware version. 
Index of string descriptor 
describing manufacturer. 
Index of string descriptor describing this product. 
Index of the string descriptor containing the 
serial number, board revision, or similar 

-continued 

Field Description 

information the firmware determines 

from the hardware. 

bNumConfigurations Number of possible configurations. IGT 

devices may have one configuration. 

[0261] Configuration Descriptor 

[0262] There may be one configuration descriptor. 

Field Description 

bLength The length of this descriptor. 
bDescriptorType Configuration descriptor type. 
wTotalLength Number of bytes in configuration. Includes 

the configuration descriptor and all interface, 
endpoint, functional, and feature descriptors. 

bNumInterfaces The number of interfaces for this configuration. 
The minimum is two. 

bConfigurationValue Value to use as an argument to the 
SET CONFIGURATION request to 
select this configuration. 

iConfiguration Index of string descriptor describing 
this configuration. 

bmAttributes Configuration characteristics: 
Bit Description 

bMaxPower 

7 Reserved, set to 1 
6 Self-powered 
5 Remote wakeup 
4—0 Reserved, set to 0 
Maximum power consumption 
of this configuration. 
Expressed in 2 mA units (e.g., 50 = 100 mA). 

[0263] The configuration string descriptor may contain 
one or more file name(s), each with its file date. The format 
of the file name and date is: 

Field Description 

File Name 

File Date 

UNICODE encoding. File names consist of the name 
(up to eight characters), a period, and a three-byte 
extension. If the file name uses fewer than 12 
characters, add spaces after the file extension to make 
it 12 characters. 
UNICODE encoding. The date format is yyyy-mm-dd. 

[0264] Interface Descriptor 

[0265] The IGT Device Class may support at least two 
interfaces: a common interface designated as feature 0 and 
at least one feature interface. Feature-specific protocols may 
describe additional interfaces. 

[0266] There is an interface descriptor for each interface. 
The ilnterface string may be used to establish that the 
interface is an IGT Class feature. The descriptor may also 
provide the interface number for the feature. 
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-continued 

Field Description 

bLength 
bDescriptorType 
bInterfaceNumber 

bAlternateSetting 
bNumEndpoints 

bInterfaceClass 
bInterfaceSubClass 
bInterfaceProtocol 
iInterface 

The length of this descriptor. 
Interface descriptor type. 
Zero-based value identifying the 
number of this interface. 
Value used to select an alternate interface. 
Number of endpoints in this interface, 
not including the default endpoint. 
The interface class is Vendor-Specific. 
Available for future use. 
Available for future use. 
Index of string describing this interface. The first 
eight characters of the string may be "© IGT" 
followed by the four-digit copyright year, "2003". 
These characters identify the vendor-specific 
class as IGT's. Other identification 
formats may also be used. 

[0267] The feature 0 interface shares the control endpoint 
with other interfaces. It may also have an interrupt IN 
endpoint for reporting asynchronous events. Feature-spe-
cific interface descriptor fields for feature 0 may be: 

Field Description 

bNumEndpoints Number of endpoints in this interface, not including 
the default endpoint. 

iInterface Index of the string "© IGT2003". 

[0268] Feature 0 Endpoint Descriptor 

[0269] This table describes the endpoint descriptor for the 
feature 0 interrupt IN endpoint: 

Field Description 

bLength 
bDescriptorType 
bmEndpointAddress 

bmAttributes 
wMaxPacketSize 

bInterval 

The length of this descriptor. 
Endpoint descriptor type. 
The address of this endpoint on the USB device. 
This address is an endpoint number 
between 1 and 15. 
Bit 7 = 1 (IN endpoint) 
Bit 6-4 Reserved, set to 0 
Bit 3-0 Endpoint number 
This is an interrupt endpoint. 
Maximum data transfer size can 
be 8, 16, 32, or 64 bytes. 
Interval for polling endpoint for data transfers. 

[0270] Functional Descriptor and Feature Descriptor 

[0271] Each interface may have one functional descriptor. 
Each functional descriptor describes one or more feature 
descriptors. Each feature descriptor may provide informa-
tion about the specified interface. 

[0272] Functional Descriptor Format 

Field Description 

bLength Size of this descriptor. The value is 
bNumDescriptors * 2 + 9. 

Field Description 

bDescriptorType Identifier for functional descriptor. 
bcdVersion IGT protocol version. This is the version of the 

respective feature specification document. 
wFeatureNumber Feature number assigned by IGT. 
wSubFeature This number differentiates various devices a 

particular feature may support. For example, game 
reels, bonus reels, and dices may have different 
wSubFeature values under the reels feature. Each 
feature document specifies the values for that 
feature. No two instances of the same feature 
in a given device may have the same 
wSubFeature value. 

bNumDescriptors Number of feature descriptors. This field is 0 if 
there are no feature descriptors. 

bDescriptorLength Size of the feature descriptor. 
(optional) 
bDescriptorType Descriptor type of the feature descriptor. 
(optional) 

[0273] Functional descriptor fields for feature 0 may be: 

Field Description 

bLength 
bDescriptorType 
bcdVersion 

wFeatureNumber 
wSubFeature 
bNumDescriptors 

Size of the descriptor. 
Identifier for functional descriptor. 
IGT protocol version. This is the version 
of this document. 
Feature number assigned by IGT. 
There may be one feature 0. 
There are no feature descriptors. 

[0274] Feature Descriptor General Format 

Field Description 

bLength 

bDescriptorType 

Feature-specific data 

Size of this descriptor. This is set to match 
the length specified in the functional 
descriptor for this descriptor. 
This is set to match one of the descriptor 
types in the functional descriptor. 
Defined in feature documents. 

[0275] Next, one embodiment of a reel feature specific 
extension is described. This example is provided to demon-
strate how the functions of a specific feature, such as a reel 
feature, may be implemented with the base protocol 
described above. Many such feature specific extensions are 
possible with the present invention. As the following 
example illustrates, some parameters of each feature specific 
extension will vary depending on the device being 
described. 

[0276] IGT Device Class Reel Feature 

[0277] Command (Control Out) Message 

[0278] The Reels feature may support the following func-
tion codes in addition to the function codes described in 
"IGT USB Class Specification". For all the function codes, 
the bValue (labeled Available for feature-specific use in the 
specification) may contain the reel number. Reel numbers 
may range from 0 to the number of reels-1. 
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[0279] The values for spin speed, acceleration profile 
angle, deceleration profile angle, and spin duration may only 
be desired values. The feature may select the available speed 
and profiles that are closest to the requested values. After 
selecting speed and profiles, the reel feature may select the 
number of revolutions to make the total spin time as close as 
possible to the requested duration. Specifying default values 
for the speed and profiles may allow the reel feature to 
achieve the desired spin duration more closely. After it stops 
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the reel, the feature may set the desired stop position to spin 
indefinitely). Otherwise, the configuration values remain 
until changed 

[0280] Reel Functions: 

[0281] The functions of the reel feature may be accessed 
by a number of function codes. A different function code 
may correspond to the functions listed below. The function 
codes may be used by the feature driver to drive the 
functions of the reel. 

Function Code Description 

Set Defaults 
Set 
Acceleration 

Set 
Deceleration 

Set Speed 

Set Duration 

Set Direction 

Set Stop 

Set Attribute 

Clear Attribute 
Spin 

Stop 

Slow Spin 

Halt 

Set Reel 
Orientation 

Self-Test 
Tilt 

Reset 

Set all reel characteristics for the specified reel to the default values. 
Select the acceleration profile for the specified reel that accelerates from 
a stop to the terminal speed in angle degrees. An angle of zero may be 
used to set the default profile. 
Select the deceleration profile for the specified reel that decelerates to a 
stop in angle degrees. An angle of 0 may be used to set the default 
profile. 
Set the speed of the specified reel to speed RPM. A speed of 0 may be 
used to set the default speed. 
Set the total spin duration (acceleration + constant speed + deceleration) 
for the specified reel as close as possible to a time in milliseconds. 
Set the spin direction of the specified reel. Direction 0 means the feature 
selects the shortest path to the desired stop. Direction 1 means stops pass 
a fixed point in ascending order. Direction 2 means stops pass a fixed 
point in descending order. 
Set the desired stop position for the specified reel. Reel stop positions 
are 0 to the number of stops — 1. 
Set the special spin attribute for the specified reel. Automatically clear 
previously selected attributes that conflict with the new attribute. 
0 Cock the reel before spin. 
1 Bounce the reel when stopping. 
2 Shake the reel. 
Clear the special spin attribute for the specified reel. 
Spin the specified reel using the current configuration values. The 
normal case is to accelerate from a stop, spin at constant speed, and then 
decelerate to a stop. If the reel is already spinning, accelerate or 
decelerate to the new speed and use the new settings that apply. Stop and 
change direction if necessary. The feature may ignore this command if it 
is already decelerating to a stop. 
Stop the specified reel at the specified stop as soon as possible using the 
configuration settings that apply. This allows shortening the specified 
spin time or specifying a stop that wasn't known at spin time. It doesn't 
allow changing a previously specified stop. 
This command is legal during a tilt. Stop all activity on the specified reel 
and "slow spin" that reel. The reel spins slowly, ignoring all spin 
characteristics except spin direction. The feature reports tilts that occur 
during slow spin, but the reel continues spinning. The reel spins until the 
feature receives a stop or halt command. 
The purpose of slow spin is to prevent the player from claiming that a 
reel stopped at a winning position during a tilt. The reels feature 
normally accomplishes this by slowly spinning the reel. However, some 
reels may overheat if they spin indefinitely, and it may be possible to stop 
at a known losing position or even hide the reel position from the player's 
view. The term "slow spin" includes anything the feature may do to 
prevent claiming. The feature only reports its status as slow spin if the 
reel is still moving. In one embodiment, if a reel is spinning, and a 
specified time passes with no USB communication, the reel 
automatically tilts and slows the spin. 
This command is legal during a tilt. The feature stops the specified reel 
at a valid stop as soon as possible. If there is a hardware problem or if 
decelerating to a valid stop would take too long, the feature may stop the 
reel "immediately", without regard to where it is. 
Different cabinet configurations may require mounting reels differently. 
The feature may need to reverse the direction of rotation or adjust stop 
positions in order for the player to see the desired results. This command 
tells the feature whether reels use a non-standard orientation. 
Test all reels. 
Stop all reel activity on the specified reel except slow spin. A reel that is 
slow spinning continues to slow spin. 
Reset all reels 
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[0282] MESSAGES 

[0283] Query (Control In) Message 

[0284] In this embodiment, the Reels feature supports the 
Get Status query code. 

[0285] Message Rejected (Interrupt In) Message 

[0286] In this embodiment, there are no feature-specific 
reasons for rejection. 

[0287] Status (Interrupt In) Message 

[0288] Feature-specific statuses are returned. The status 
for each reel may always includes either one of the first 
seven statuses above or self-test. 

Status Meaning 

Value #1 
Value #2 
Value #3 
Value #4 
Value #5 
Value #6 
Value #7 

Value #8 

Value #9 
Value #10 
Value #11 
Value #12 
Value #13 

Value #14 

ReelA is idle at stop B 
Reel A is idle (not at a known stop). 
Reel A is accelerating from a stop. 
Reel A is decelerating to a stop. 
Reel A is spinning at constant speed. 
Reel A is in slow spin. 
Reel A is moving in a way not described above (e.g., 
changing speed or shaking). 
A recent stop command for reel A specified a stop 
position that was either default or a value different from 
a previously requested stop. The feature 
ignored the command. 
The game sent a tilt command to reel A. 
Reel A moved when it should have been stationary. 
Reel A stalled when it should have been moving. 
Reel A could not find the requested stop position. 
Reel A had optic sequence errors during 
deceleration to the requested stop position. The reel is not 
moving and may not be at the requested stop position. 
Reel A is disconnected. Copyright © 2003 IGT. 
All Rights Reserved 

[0289] Descriptors 

[0290] Interface Descriptor 

[0291] Feature-specific interface descriptor fields may be: 

Field Description 

bNumEndpoints 

iInterface 

Number of endpoints in this interface, not 
including the default endpoint. 
Index of a string listing the supported game(s). 
The first eight characters of the string 
may be "© IGT2003". 

[0292] Functional Descriptor 

[0293] Functional descriptor fields are: 

Field Description 

bLength 
bDescriptorType 
bcdVersion 
wFeatureNumber 
wSubFeature 

Size of this descriptor. 
Identifier for functional descriptor. 
BCD version of this document. 
Feature number for reels feature. 
0 = Game play reels. 
1 = Bonus reels. 

-continued 

Field Description 

bNumDescriptors 
bDescriptorLength 

bDescriptorType 

2 = Bonus dice. 
3 = Bonus wheel (e.g. Wheel Of Fortune). 
Number of feature descriptors described below. 
Size of the feature descriptor. The number of reels* 
bReelConfigLength + three. 
Descriptor type of the feature descriptor. 

[0294] Feature Descriptor 

[0295] In one embodiment, the feature configuration 
descriptor may be the only feature descriptor. 

Field Description 

bLength 

bDescriptorType 
bReelConfigLength 

Reel Configuration 

Size of this feature descriptor. The number of reels* 
bReelConfigLength + three. 
Descriptor type of the feature descriptor. 
Length of a reel configuration. Increasing 
this value allows adding new fields 
to the reel configuration. 
One 2 configuration for each reel. 
The first reel is reel 0, the second reel is reel 1, etc. 

[0296] Reel configuration fields are: 

Field Description 

bStops The number of stops for this reel. (This is the actual number 
of stops the hardware supports. It is not necessarily 
the number of symbols on the reel strip.) 

bTimeout The maximum time the reel will take to accelerate, find the 
desired position on the reel, and then decelerate to a stop, 
with no "extra" revolutions. 

[0297] The conceptual separation, described above, allows 
the addition of new features or the revision of existing 
features without impacting the peripheral as a whole or the 
other features. This implementation will allow the host 
(gaming machine) flexibility in maintaining communica-
tions with the device and/or its individual features and 
allows for multiple hardware devices and configurations. 
This example of a vendor-specific class may be used in 
combination with other USB defined standard device classes 
in a gaming system. 

[0298] Other advantages of the IGT device class protocol 
and compatible feature extension in gaming environment 
may be: 

[0299] The peripheral device configuration is presented as 
a collection of interfaces. Each interface supports dedicated 
functionality and represents a specific feature of the device. 
This concept allows the host software to differentiate a 
peripheral device's functionality by its features and run 
appropriate drivers to control each feature. The same ven-
dor-specific class can be used with multiple peripheral 
devices of varying configurations. 

[0300] This design allows the feature-specific messages to 
be revised without impacting the base protocol. This means 
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that existing peripherals can add functionality without 
requiring changes to the other peripherals that share the base 
protocol. 

[0301] New Hardware and related features are defined as 
extensions of the base protocol. This allows for future 
growth, flexibility and ease of maintenance by allowing the 
new hardware to coexist with current peripherals without 
having to revise the base protocol. 

[0302] The peripheral device manufacturers may support 
any number of features on the peripheral device. 

[0303] The proposed vendor-specific class uses string 
identifiers to indicate class ownership. This method allows 
multiple manufacturers the ability to use this class while 
preserving their vendor and product codes. 

[0304] The use of this vendor-specific class does not 
preclude the use of standard device classes within a periph-
eral device. Manufacturers have the flexibility to choose any 
suitable means of communication. 

[0305] Offers secure communications between the gaming 
machine and its peripherals. CRC verifications, encryption 
support, timeouts on loss of communication and the ability 
of the gaming machine to download firmware to the periph-
eral devices are examples of the measures that may be 
employed for enhanced security. 

[0306] The invention offers a consistent communications 
medium for peripheral device developers that wish to com-
municate with a gaming machine. This will allow for 
reduced development timelines for new hardware as com-
pared to propriety communication systems. 

[0307] The invention allows development of protocols 
that facilitate hardware diagnosis and error resolution capa-
bilities. 

[0308] FIG. 13 is a block diagrams of gaming machines in 
a gaming system that utilize distributed gaming software and 
distributed processors to generate a game of chance for one 
embodiment of the present invention. A master gaming 
controller 224 is used to present one or more games on the 
gaming machines 61, 62 and 63. The master gaming con-
troller 224 executes a number of gaming software modules 
to operate gaming devices 70, such as coin hoppers, bill 
validators, coin acceptors, speakers, printers, lights, displays 
(e.g. 34) and other input/output mechanisms (see FIGS. 1 
and 8). The gaming machine may also control features of 
gaming peripherals located outside of the gaming machine, 
such as the remote USB gaming peripheral 84. The gaming 
machines, 61, 62, and 63 may also download software/ 
firmware to these gaming devices (e.g., 70 and 84). For USB 
communications and firmware downloads to the gaming 
devices 70 and 84, the USE device class manager of the 
present invention may be used. 

[0309] The master gaming controllers 224 may also 
execute gaming software enabling communications with 
gaming devices including remote servers, 83 and 86, located 
outside of the gaming machines 61, 62 and 63, such as 
player-tracking servers, bonus game servers, game servers 
and progressive game servers. In some embodiments, com-
munications with devices located outside of the gaming 
machines may be performed using the main communication 
board 213 and network connections 71. The network con-
nections 71 may allow communications with remote gaming 
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devices via a local area network, an intranet, the Internet, a 
wide area network 85 which may include the Internet, or 
combinations thereof. 

[0310] The gaming machines 61, 62 and 63 may use 
gaming software modules to generate a game of chance that 
may be distributed between local file storage devices and 
remote file storage devices. For example, to play a game of 
chance on gaming machine 61, the master gaming controller 
may load gaming software modules into RAM 56 that may 
be located in 1) a file storage device 226 on gaming machine 
61, 2) a remote file storage device 81, 2) a remote file storage 
device 82, 3) a game server 90, 4) a file storage device 226 
on gaming machine 62, 5) a file storage device 226 on 
gaming machine 63, or 6) combinations thereof. In one 
embodiment of the present invention, the gaming operating 
system may allow files stored on the local file storage 
devices and remote file storage devices to be used as part of 
a shared file system where the files on the remote file storage 
devices are remotely mounted to the local file system. The 
file storage devices may be a hard-drive, CD-ROM, CD-
DVD, static RAM, flash memory, EPROM's, compact flash, 
smart media, disk-on-chip, removable media (e.g. ZIP drives 
with ZIP disks, floppies or combinations thereof. For both 
security and regulatory purposes, gaming software executed 
on the gaming machines 61, 62 and 63 by the master gaming 
controllers 224 may be regularly verified by comparing 
software stored in RAM 56 for execution on the gaming 
machines with certified copies of the software stored on the 
gaming machine (e.g. files may be stored on file storage 
device 226), accessible to the gaming machine via a remote 
communication connection (e.g., 81, 82 and 90) or combi-
nations thereof. 

[0311] The game server 90 may be a repository for game 
software modules, gaming peripheral firmware and software 
for other game services provided on the gaming machines 
61, 62 and 63. In one embodiment of the present invention, 
the gaming machines 61, 62 and 63 may download game 
software modules from the game server 90 to a local file 
storage device to play a game of chance or the game server 
may initiate the download. One example of a game server 
that may be used with the present invention is described in 
co-pending U.S. patent application Ser. No. 09/042,192, 
filed on Jun. 16, 2000, entitled "Using a Gaming Machine as 
a Server" which is incorporated herein in its entirety and for 
all purposes. In another example, the game server 90 might 
also be a dedicated computer or a service running on a server 
with other application programs. 

[0312] In one embodiment of the present invention, the 
processors used to generate a game of chance may be 
distributed among different machines. For instance, the 
game flow logic to play a game of chance may be executed 
on game server 92 by processor 90 while the game presen-
tation logic may be executed on gaming machines 61, 62 and 
63 by the master gaming controller 224. The gaming oper-
ating systems on gaming machines 61, 62 and 63 and the 
game server 90 may allow gaming events to be communi-
cated between different gaming software modules executing 
on different gaming machines via defined APIs. Thus, a 
game flow software module executed on game server 92 
may send gaming events to a game presentation software 
module executed on gaming machine 61, 62 or 63 to control 
the play of a game of chance or to control the play of a bonus 
game of chance presented on gaming machines 61, 62 and 
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63. As another example, the gaming machines 61, 62 and 63 
may send gaming events to one another via network con-
nection 71 to control the play of a shared bonus game played 
simultaneously on the different gaming machines. 

[0313] Although the foregoing invention has been 
described in some detail for purposes of clarity of under-
standing, it will be apparent that certain changes and modi-
fications may be practiced within the scope of the appended 
claims. For instance, while the gaming machines of this 
invention have been depicted as having gaming peripherals 
physically attached to a main gaming machine cabinet, the 
use of gaming peripherals in accordance with this invention 
is not so limited. For example, the peripheral features 
commonly provided on a top box may be included in a stand 
along cabinet proximate to, but unconnected to, the main 
gaming machine chassis. As another example, the present 
invention is not limited to the gaming software architecture 
and USB communication architecture described above and 
other gaming software and USB communication architec-
tures may be compatible with the present invention. 

What is claimed is: 
1. A gaming machine comprising: 

a master gaming controller adapted for i) generating a 
game of chance played on the gaming machine by 
executing a plurality of gaming software modules and 
ii) communicate with one or more USB (Universal 
Serial Bus) gaming peripherals using USB-compatible 
communications including a USB vendor-specific class 
protocol; 

the one or more of the USB gaming peripherals coupled 
to the gaming machine and in communication with the 
master gaming controller wherein a first USB-compat-
ible peripheral device on the USB gaming peripherals 
is capable of communicating with the master gaming 
controller using the USB vendor-specific class proto-
col; 

a gaming operating system on the master gaming con-
troller designed for loading gaming software modules 
into a Random Access Memory (RAM) for execution 
from the storage device and for unloading gaming 
software modules from the RAM; 

one or more host processes loaded by the gaming oper-
ating system designed for communicating with the 
USB-compatible peripheral device using the USB ven-
dor-specific class protocol wherein using the USB 
vendor-specific class protocol the gaming machine is 
capable of determining a USB class of the first USB-
compatible peripheral device without using a vendor 
identification, a product identification or a serial num-
ber in a descriptor set conveyed to the one or more host 
processes by the first USB-compatible peripheral 
device. 

2. The gaming machine of claim 1, wherein the USB class 
of the first USB-compatible peripheral device is conveyed 
using class identification information. 

3. The gaming machine of claim 2, wherein the class 
identification information is stored in one or more string 
identifiers. 

4. The gaming machine of claim 2, wherein the class 
identification information is conveyed to the one or more 
host processes in a USB interface descriptor set. 

5. The gaming machine of claim 4, wherein the class 
identification information is conveyed in an iInterface field 
of the USB interface descriptor set. 

6. The gaming machine of claim 5, wherein the interface 
field provides an index to a string descriptor. 

7. The gaming machine of claim 2, wherein the USB 
vendor-specific class protocol specifies a format and infor-
mation in the class identification information. 

8. The gaming machine of claim 2, wherein the class 
identification information allows for two USB peripheral 
devices with different product identification information and 
different vendor identification information to indicate that 
they are capable of communicating using the USB vendor-
specific class protocol. 

9. The gaming machine of claim 1, USB-compatible 
peripheral using the USB vendor-specific class protocol 
further comprises: 

two or more USB features. 
10. The gaming machine of claim 9, wherein one of the 

USB features is designed to handle commands and messages 
common to all of the USB features. 

11. The gaming machine of claim 9, wherein at least one 
of the USB features is designed to handle commands and 
messages specific to itself. 

12. The gaming machine of claim 9, wherein each of USB 
features use a separate interface. 

13. The gaming machine of claim 9, wherein each of the 
USB features is assigned a unique feature number. 

14. The gaming machine of claim 1, further comprising: 

a second USB-compatible peripheral device designed to 
communicate with the master gaming controller using 
the USB vendor-specific class protocol wherein one or 
more of the USB features, the vendor identification, the 
product identification and the serial number are differ-
ent between the first USB-compatible peripheral device 
and the second USB-compatible peripheral device. 

15. The gaming machine of claim 1, further comprising: 

one or more USB-compatible peripheral devices designed 
to communicate with the master gaming controller 
using a standard USB class protocol. 

16. The gaming machine of claim 1, wherein the standard 
USB class protocol is selected from the group consisting of 
an audio class, a printer class, a mass storage class, a DFU 
(Device Firmware Upgrade) class and a HID class (Human 
Interface Device). 

17. The gaming machine of claim 1, wherein at least one 
of the USB gaming peripherals is capable of performing a 
CRC check on a portion of firmware executed by the USB 
gaming peripherals. 

18. The gaming machine of claim 1, wherein the master 
gaming controller is capable of generating a request for a 
CRC check of a portion of firmware on the USB gaming 
peripherals. 

19. The gaming machine of claim 18, wherein the request 
for the CRC check comprises one or more of a starting 
address in the firmware and an ending address in the 
firmware. 

20. The gaming machine of claim 19, wherein one or 
more of the starting address and the ending address are 
generated randomly by the master gaming controller. 

21. The gaming machine of claim 18, wherein a value of 
the CRC check returned in response to the CRC request is 
used to authenticate a peripheral device. 
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22. The gaming machine of claim 1, wherein the master 
gaming controller is further designed to generate and to send 
a message to the First USB-compatible peripheral device for 
one or more of the following commands 1) requesting a 
status, 2) resetting a USB feature, 3) clearing a status, 4) 
requesting a self-test and 5) requesting a specific function of 
the USB feature. 

23. The gaming machine of claim 1, wherein the USB 
gaming peripherals are capable of rejecting a command 
received from the master gaming controller. 

24. The gaming machine of claim 1, wherein the com-
mand is rejected for one or more of the following: 1) an 
invalid request type, 2) an invalid request, 3) an invalid 
interface number, 4) a length mismatch, 5) an unknown 
command, 6) invalid data, 7) message too long, 8) a USB 
feature addressed in the command is busy, 9) the USB 
feature addressed is in a tilt and 10) the USB feature is in a 
self-test. 

25. The gaming machine of claim 1, wherein the USB 
gaming peripherals are capable of sending one or more of 
the following status messages to the master gaming control-
ler 1) normal status, 2) self-test in progress, 3) self-test 
complete and 4) tilt. 

26. The gaming machine of claim 1, wherein the USB 
gaming peripherals are capable of sending one of more of 
the following status messages to the master gaming control-
ler 1) data RAM hardware failure, 2) code memory hardware 
failure, 3)hC hardware failure, 4) program CRC error 
during initialization and 5) program CRC error outside of 
initialization. 

27. The gaming machine of claim 1, wherein the USB 
gaming peripherals are capable of clearing a status. 

28. The gaming machine of claim 1, wherein the USB 
vendor-specific class protocol further comprises: 

a base protocol for defining message handling relating to 
peripheral device functionality common to a plurality 
of peripheral devices; and 

one or more feature-specific protocol extensions for defin-
ing message handling specific to a USB feature. 

29. The gaming machine of claim 28, wherein each 
feature-specific protocol extension defines feature-specific 
messages. 

30. The gaming machine of claim 29, wherein when one 
of the feature-specific messages is modified, the base pro-
tocol does not change. 

31. The gaming machine of claim 28, wherein the base 
protocol defines that each USB feature is mapped to a single 
USB interface. 

32. The gaming machine of claim 28, wherein the base 
protocol defines that each peripheral device supporting the 
base protocol include: 

a first USB feature and a corresponding first USB inter-
face for communicating common messages defined by 
the base protocol; and 

at least a second USB feature and a corresponding second 
USB interface for communicating messages defined by 
one of the feature-specific protocol extensions. 

33. The gaming machine of claim 28, wherein the base 
protocol allows a peripheral device to communicate using a 
standard USB class protocol. 

34. The gaming machine of claim 33, wherein the stan-
dard USB class protocol is selected from the group consist-

ing of an audio class, a printer class, mass storage class, 
DFU (Device Firmware Upgrade) class and a HID class 
(Human Interface Device). 

35. The gaming machine of claim 28, wherein the base 
protocol defines that each USB feature is assigned a unique 
feature number. 

36. The gaming machine of claim 28, wherein the base 
protocol defines information format and content for one or 
more of a device descriptor set, a configuration descriptor 
set, an interface descriptor set, a functional descriptor set 
and a feature descriptor set. 

37. The gaming machine of claim 1, wherein at least one 
of the USB gaming peripherals includes a USB DFU-
compatible peripheral device. 

38. The gaming machine of claim 37, wherein the USB 
DFU-compatible peripheral device is designed to self-ini-
tialize without a portion of its run-time descriptor set. 

39. The gaming machine of claim 37, wherein the USB 
DFU-compatible peripheral device is designed to self-ini-
tialize without a portion of firmware required to operate the 
at least one USB DFU-compatible peripheral device. 

40. The gaming machine of claim 37, wherein the at least 
one USB DFU-compatible peripheral device is designed to 
self-initialize in a DFU mode. 

41. The gaming machine of claim 37, wherein the portion 
of firmware required to operate the at least one USB 
DFU-compatible peripheral device includes a run-time 
descriptor set. 

42. The gaming machine of claim 37, wherein the gaming 
machine is capable of determining the firmware to download 
to the USB DFU-compatible peripheral device without using 
a vendor identification, a product identification or a serial 
number in a descriptor set conveyed to the one or more host 
processes by the USB DFU-compatible peripheral device. 

43. The gaming machine of claim 37, wherein the one or 
more host processes is further designed to enumerate the 
USB DFU-compatible peripheral device. 

44. The gaming machine claim 1, further comprising: 

at least one USB DFU-compatible peripheral device 
designed to self-initialize in a USB DFU-mode without 
entering a USB run-time mode. 

45. The gaming machine of claim 1, wherein the master 
gaming controller is further designed to enumerate periph-
eral devices located on the one or more USB gaming 
peripherals. 

46. The gaming machine of claim 1, further comprising: 

a firmware database. 
47. The gaming machine of claim 46, wherein the firm-

ware database includes at least a mapping of a firmware 
identifier to a particular instantiation of firmware. 

48. The gaming machine of claim 1, wherein the one or 
more host processes are further designed to perform a CRC 
on firmware in the firmware database and to compare the 
CRC with a CRC value received from the First USB-
compatible peripheral device. 

49. The gaming machine of claim 1, further comprising: 

one or more non-USB peripheral devices. 
50. The gaming machine of claim 1, further comprising: 

a USB stack loaded by the gaming operating system 
designed for providing a USB communication connec-
tion for each of the USB gaming peripherals. 
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51. The gaming machine of claim 1, wherein the gaming 
machine is capable of determining the gaming jurisdiction in 
which it is located. 

52. The gaming machine of claim 1, wherein the gaming 
operating system is further designed to load USB drivers 
capable of communicating with USB features on the USB 
gaming peripherals. 

53. The gaming machine of claim 1, wherein the gaming 
operating system is further designed to determine an identity 
of the First USB-compatible peripheral device and to verify 
that the First USB-compatible peripheral device is approved 
to operate on the gaming machine. 

54. The gaming machine of claim 1, further comprising: 

a USB-compatible host controller. 
55. The gaming machine of claim 1, wherein the master 

gaming controller is further adapted for running one of 
feature client processes and USB driver processes that 
communicate with one of the USB features of the First 
USB-compatible peripheral device. 

56. The gaming machine of claim 1, wherein the gaming 
machine is capable of enumerating each USB gaming 
peripheral to determine the capabilities of each of the USB 
gaming peripherals. 

57. The gaming machine of claim 1, wherein the gaming 
machine is a mechanical slot machine, a video slot machine, 
a keno gaming machine, a lottery gaming machine, or a 
video poker gaming machine. 

58. The gaming machine of claim 1, wherein the master 
gaming controller includes a memory storing software for 
encrypting, decrypting, or encrypting and decrypting the 
USB-compatible communications between the master gam-
ing controller and at least one of the USB gaming periph-
erals. 

59. The gaming machine of claim 1, wherein each USB 
gaming peripheral comprises: 

a USB-compatible communication connection, 

one or more peripheral devices specific to each USB 
gaming peripheral wherein each peripheral device sup-
ports one or more USB features, and 

a USB peripheral controller designed or configured i) to 
control the one or more peripheral devices and ii) to 
communicate with the master gaming controller and 
peripheral devices using the USB-compatible commu-
nications. 

60. The gaming machine of claim 59, wherein the USB 
peripheral controller includes a non-volatile memory 
arranged to store at least one of a) configuration parameters 
specific to the individual USB gaming peripheral and b) 
state history information for the USB game peripheral. 

Dec. 16, 2004 

61. The gaming machine of claim 1, wherein each USB 
gaming peripherals includes one or more peripheral devices 
that are selected from a group consisting of lights, printers, 
coin hoppers, coin dispensers, bill validators, ticket readers, 
card readers, key-pads, button panels, display screens, 
speakers, information panels, motors, mass storage devices, 
reels, wheels, bonus devices, wireless communication 
devices, bar-code readers, microphones, biometric input 
devices, touch screens, arcade sticks, thumbsticks, track-
balls, touchpads and solenoids. 

62. The gaming machine of claim 1, wherein one or more 
of the USB gaming peripherals further comprise: 

a USB-compatible device controller. 
63. The gaming machine of claim 1, wherein one or more 

of the USB gaming peripherals further comprise: 

a USB-compatible hub. 
64. The gaming machine of claim 1, further comprising: 

a storage device for storing the plurality of gaming 
software modules. 

65. The gaming machine of claim 1, wherein the game of 
chance is selected from the group consisting of traditional 
slot games, video slot games, poker games, pachinko games, 
multiple hand poker games, pai-gow poker games, black-
jack games, keno games, bingo games, roulette games, craps 
games, checkers, board games and card games. 

66. The gaming machine of claim 1, wherein the first 
USB-compatible peripheral device is adapted for entering a 
tilt state when it does not receive a communication from the 
master gaming controller within a specified time period. 

67. The gaming machine of claim 1, further comprising: 

a second USB-compatible peripheral device; and 

a third USB-compatible peripheral device with a hard-
ware configuration different from the second USB-
compatible peripheral device wherein the second USB-
compatible peripheral device and the third USB-
compatible peripheral device both support a first 
feature-specific extension protocol. 

68. The gaming machine of claim 1, wherein the USB 
vendor-specific class protocol is used by a plurality of 
different vendors that manufacture a plurality of different 
USB-compatible peripheral devices. 

69. The gaming machine of claim 1, wherein the gaming 
machine is capable of performing hardware diagnostics and 
error resolution for one or more of the USB gaming periph-
erals using the USB vendor-specific class protocol. 
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