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COMMUNICATIONS DEVICES COMPRISING 
NFC COMMUNICATORS 

FIELD OF THE INVENTION 

This invention relates to connnunications devices compris­
ing NFC connnunicators. 

BACKGROUND OF THE INVENTION 

Near field RF (radio frequency) connnunication is becom-
ing more and more connnonplace as is the use of such tech­
nology to transfer data. Near field RF connnunicators com­
municate through the modulation of the magnetic field (H 
field) generated by a radio frequency antenna. Near field RF 
communication thus requires an antenna of one near field RF 
communicator to be present within the alternating magnetic 
field (H field) generated by the antenna of another near field 
RF connnunicator by transmission of an RF signal (for 
example a 13.56 Mega Hertz signal) to enable the magnetic 
field (H field) of the RF signal to be inductively coupled 
between the connnunicators. The RF signal may be modu­
lated to enable connnunication of control and/or other data. 
Ranges of up to several centimeters (generally a maximum of 
1 meter) are connnon for near field RF connnunicators. 

NFC connnunicators are a type of near field RF connnu­
nicator that is capable in an initiator mode of initiating a near 
field RF connnunication (through transmission or generation 

2 
which the secure data is made secure (for example a manner 
of encryption) is not known to and is not relevant to the NFC 
connnunicator, but rather the NFC connnunicator is operable 
to supply the secure data via NFC connnunication to a near 
field RF connnunicator which may either have the function­
ality to decrypt the secure data or more likely will supply the 
secure data to another device which has that capability. This 
means that the NFC connnunicator does not need to be a 

10 
secure or trusted device, only the secure element and the 
device that decrypts connnunicated secure data need to be 
trusted devices. This enables a user to carry out a transaction 
with a third party via near field connnunication which should 
not depend upon the particular NFC connnunicator to which 

15 they have access, the particular transaction or the particular 
third party involved in that connnunication, thereby enabling 
interoperability to maintain a consistent and viable user expe­
rience. An embodiment may also provide flexibility and back­
wards compatibility with existing systems and devices 

20 because the NFC connnunication is not reliant on the type of 
secure element or the manner in which it secures its data. 
Rather the NFC connnunicator connnunicates the secured 
data to a near field RF connnunicatorwithout any knowledge 
of these features of the secure element. 

25 

of an alternating magnetic field) with another near field RF 
communicator and is capable in a target mode of responding 30 

to initiation of a near field RF connnunication by another near 
field RF connnunicator. The term "near field RF connnuni­
cator" includes not only NFC connnunicators but also initia-

An embodiment provides a connnunications device with a 
NFC connnunicator having a coupler to couple with a coupler 
of a near field RF connnunicator in near field range to enable 
connnunication of data between the connnunicators by 
modulation of a magnetic field, a demodulator to extract 
modulation from a modulated signal coupled to the coupler 
and a modulator to modulate an RF signal in accordance with 
data to be connnunicated by the NFC connnunicator. The 
device also has at least one secure element separate from the 
NFC connnunicator to provide secure data storage for trans-tor near field RF connnunicators such as RFID transceivers or 

readers that are capable of initiating a near field RF connnu­
nication but not responding to initiation of a near field RF 
communication by another near field RF connnunicator and 
target or responding near field RF connnunicators such as 
RFID transponders or tags that are capable of responding to 
initiation of a near field RF connnunication by another near 
field RF connnunicator but not of initiating a near field RF 
communication with another near field RF connnunicator. 
Hence NFC connnunicators can act as both RFID transceiv-
ers and RFID transponders and are able to connnunicate with 
other NFC connnunicators, RFID transceivers and RFID 
transponders. 

There are several standards in existence which set out 
certain connnunication protocols and functional require­
ments for RFID and near field RF connnunications. Examples 
are ISO/IEC 14443, ISO 15693, ISO/IEC 18092 and ISO/IEC 
21481. 

There are many applications areas for near field connnu­
nication that involve transactions with another party or ser­
vice provider. Such transactions may or may not involve a 
financial component and may or may not involve a product. 
One application area is the financial transaction area which 
involves payment for products such as goods and services. 
Another transaction area (that may or may not involve a 
financial element) is provision of products such as access or 
entry permits such as, for example, tickets or passes. 

SUMMARY OF THE INVENTION 

An embodiment provides a device having an NFC connnu­
nicator and a secure element where communication of secure 
data from the secure element is effected by the NFC connnu­
nicator in accordance with its protocols so that the manner in 

35 action data representing or relating to a transaction. A con­
troller controls operation of the NFC connnunicator, reads 
transaction data from the at least one secure element and 
causes the modulator to modulate an RF signal in accordance 
with transaction data read from the at least one secure element 

40 so as to connnunicate the read transaction data to a near field 
RF connnunicator in near field range as proof of the transac­
tion to enable an action related to the transaction to be carried 
out. 

The transaction data may for example comprise at least one 
45 of: payment data; purchase data; product data; ticket data; 

reservation data. 
An embodiment provides a device having a secure element 

to enable transfer of data from a memory store of the secure 
element directly or indirectly to an NFC connnunicator 

50 wherein such NFC communicator: is operable to connnuni­
cate with an external near field RF connnunicator through 
modulation of a proximal H field; is operable to both initiate 
connnunication using the H field and to respond to connnu­
nication using the H field where such connnunication is ini-

55 tiated by an external near field RF connnunicator; is con­
trolled in accordance with instructions received from a 
controller (for example a microprocessor, microcontroller or 
reduced instruction set computer) that may be integral to the 
NFC connnunicator or within a larger host device or system; 

60 comprises a modulator to modulate a proximal H field gen­
erated by another or external near field RF connnunicator; 
comprises a demodulator to demodulate a received modu­
lated RF signal from the other or external near field RF 
connnunicator; and wherein in operation as a result of com-

65 munication with the other or external near field RF connnu­
nicator, data from the secure element is transmitted to the 
other or external near field RF connnunicator. 



19

US 8,538,332 B2 
3 

In an embodiment an NFC communicator: is operable to 
communicate with an external near field RF communicator 
through modulation of a proximal H field; is operable to both 
initiate communication using the H field and to respond to 
communication using the H field where such communication 

4 
goods or services, a ticket or access pass such as a transport 
ticket, for example an airplane, train, underground, bus, tram, 
boat, etc. ticket, a ticket for an attraction such as a sporting or 
other entertainment event, a cinema or theatre ticket, a reser­
vation or booking such as a hotel reservation, a hire car 
reservation, or a restaurant reservation, or a financial product 
such as a credit or debit card or monetary amount and so on. 
In an embodiment, transaction data stored by the secure ele-

is initiated by an external near field RF communicator; is 
controlled in accordance with instructions received from a 
controller (for example a microprocessor, microcontroller or 
reduced instruction set computer) that may be integral to the 
NFC device or comprised within a larger host device or sys­
tem; comprises a modulator to modulate a proximal H field 
generated by another or external near field RF communicator; 
comprises a demodulator to demodulate a modulated RF 
signal received from another or external near field RF com­
municator; and wherein in operation data communicated by 
the NFC communicator is held either wholly or partially 
within a secure element separate from the NFC communica-

10 
ment comprises transport data, more particularly data repre­
senting a product such as a transport ticket, a journey or 
payment for a journey. In an embodiment transaction data 
stored by the secure element comprises access data, more 
particularly data entitling the user of the NFC communicator 

15 to have access to a building, location or area. 

tor, for example a SIM card, SD card or other secure memory 
storage. 

An embodiment provides an electronic proof comprising a 
device as above, wherein the proof is provided by the trans­
action data which represents or is associated with at least one 
of: a transport ticket or pass which may be a single, return, 

20 multiple journey or season ticket for example; an entertain­
ment ticket such as a cinema, theatre or sports ticket; a receipt 
such as a receipt for purchase of goods or services; an access 
pass; a permit; a reservation or booking such as a hotel res­
ervation, a hire car reservation, or a restaurant reservation. 

In an embodiment, a mobile telephone or PDA is provided 
which: is operable to receive data from a secure element; 
comprises an NFC communicator; and has a processor to 
control transmission of data by the NFC communicator to 
another or external near field RF communicator, wherein the 
data being transferred is stored wholly or partially on the 25 

Secure element. 
In an embodiment, a mobile telephone or PDA or laptop is 

provided which is operable to receive data from a secure 
element and is operable to transfer data to another or external 
near field RF communicator via an NFC communicator, the 30 

data to be transferred being stored wholly or partially on a 
secure element. 

BRIEF DESCRIPTION OF DRAWINGS 

Further features and advantages of the invention will 
become apparent from the following description of embodi­
ments of the invention, given by way of examples only, which 
are made with reference to the accompanying drawings, in 
which: 

FIGS. 1 and 2 show representational diagrams illustrating 
two different devices embodying the invention and compris­
ing NFC communicators; 

FIG. 3 shows a functional block diagram of a device 
embodying the invention; 

In an embodiment, a mobile telephone or PDA or laptop is 
provided which is operable to enable the viewing of at least 
some data stored on a secure element by the mobile telephone 35 

or PDA or laptop user and to enable deletion of data from the 
secure element by the mobile telephone or PDA or laptop user 
and wherein data on the secure element may be transmitted to 
another or external near field RF communicator via an NFC 
communicator within the mobile telephone or PDA. 

FIG. 4 shows a functional block diagram of an example of 

40 a secure element of a device embodying the invention; 

In an embodiment, a secure element has compatibility with 
standards requirements and protocols whilst being cost effec­
tive and flexible to implement. 

FIG. 5 shows a diagram to illustrate a protocol stack of a 
secure element; 

FIG. 6 shows an example of a memory map of a secure 
element; 

FIG. 7 shows part of the functionality of an NFC commu­
nicator to illustrate one example of antenna circuitry that may 
be used by the NFC communicator; 

FIG. 8 shows an example of a command list of an NFC 
communicator while 

FIG. 9 shows an example of a command-response sum­
mary table of an NFC communicator; 

FIG. 10 shows a diagram to illustrate a communications 
system comprising a device embodying the invention; 

In an embodiment, a secure element, for example a SIM 
card, USIM card, WIM card, SWIM card, SD card, SMC card 45 

or other form of secure element, is operable to transfer data 
from its memory or data store to an external near field RF 
communicator through an NFC communicator. In a preferred 
embodiment the secure element provides a transport platform 
operable to enable an NFC communicator to communicate 50 

transport data in accordance with or compatible with ISO/ 
IEC 14443. In an embodiment the secure element provides a 
platform operable to enable an NFC communicator to com­
municate data in accordance with or compatible with ISO/ 
IEC 15693. 

A secure element may be removable from or fixed or inte­
grated within a larger device or host system, for example a 
mobile telephone, PDA, lap-top or other electrical device. As 
used herein "secure element" means any element which is 
capable of being used and is "trusted" to hold secure 60 

encrypted information and/or data, although not all of the data 
held by the secure element need be encrypted. 

FIG. 11 shows a flow chart for illustrating operations of a 
55 device embodying the invention during installation of a 

secure element; 

Generally, the secure data is transaction data providing or 
associated with details of a transaction. The secure data may 
also comprise access codes or authorization codes. As used 
herein a "transaction" may or may not be a financial transac­
tion. A transaction may be a purchase of a product such as 

FIG. 12 shows a flow chart for illustrating operations of a 
service provider to install an applications platform on a secure 
element of a device embodying the invention; 

FIG. 13 shows a diagram to illustrate use of a device 
embodying the invention carrying a secure element storing 
transaction data such as ticket; 

FIG. 14 shows a flow chart for illustrating operations car­
ried out by a secure element near field reader and a device 

65 embodying the invention carrying a secure element storing 
transaction data such as ticket while 

FIG. 15 shows a ticket structure; 
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FIG. 16 shows a flow chart for illustrating operations car­
ried out by a device embodying the invention to delete data 
such as transaction data under user control; 

FIG. 17 shows a simplified diagram of another example of 
a device embodying the invention having two or more secure 
elements; and 

FIG. 18 shows a modified version of the flow chart shown 
in FIG.14. 

6 
device 1 or 1' are determined by the applications platform or 
platforms loaded onto the secure element 30 or 31 and these 
may be modified, updated or replaced by changing the secure 
element (where it is removable) and/or, where the secure 
element permits, reprogramming the secure element by 
downloading modified or replacement applications platforms 
via a communications system of the device 1 or by near field 
RF communication between the NFC communicator 15 and 
another near field RF communicator. The transaction data 

DETAILED DESCRIPTION 

With reference to the drawings in general, it should be 
understood that any functional block diagrams are intended 
simply to show the functionality that exists within the device 
and should not be taken to imply that each block shown in the 
functional block diagram is necessarily a discrete or separate 
entity. The functionality provided by a block may be discrete 

10 may be obtained in any of these ways. It may also be possible 
to obtain data, for example transaction or product data via the 
Internet and then download the product data by, for example, 
near field RF communication from a local outlet, for example 

or may be dispersed throughout the device or throughout a 
part of the device. In addition, the functionality may incorpo­
rate, where appropriate, hard-wired elements, software ele­
ments or firmware elements or any combination of these. Also 
a device may be provided wholly or partially as an integrated 
circuit or collection of integrated circuits. 

15 in a manner similar to that in which cinema tickets can be 
purchased over the Internet and the ticket then printed out at 
the cinema when the credit card used to purchase the ticket is 
read. Backwards communications compatibility may be pro­
vided because the NFC communicator only has to be able to 

20 communicate with a near field RF communicator in accor­
dance with NFC protocols and the manner in which the secure 
element secures data is not relevant to that communication. 

In the examples shown in FIGS.1 and 2, the secure element 
is coupled to a controller 20 of the device 1 to enable com-Referring now specifically to FIGS. 1 and 2, there are 

shown representational diagrams of devices 1 and 1' embody­
ing the invention each comprising a secure element (30 in 
FIG. 1 and 31 in FIG. 2) carrying encryption software or an 
encryption algorithm to ensure secure storage of data relating 

25 munication of data between the controller and the secure 
element 30 or 31 and the controller 20 is coupled to the NFC 
communicator 15 to enable communication of data between 
the controller 20 and the NFC communicator 15. 

to a transaction such as, for example, a financial transaction or 
transactions such as a purchase of a product such as a service 30 

and/or or goods and/or information pertaining to or identify-
ing the purchased service or product, for example ticket, 
permit, pass or access data and, separate from the secure 
element 30 or 31, an NFC communicator 15 to communicate 
data stored by the secure element 30 or 31 to another near field 35 

RF communicator (which may be an other NFC communica-
tor or could be an RFID reader, for example) by modulating 

In FIGS. 1 and 2, the representations of the NFC commu­
nications enabled devices 1 and 1' have been shown partly 
cut-away and the functionality provided by the NFC commu­
nications enabled device 1 or 1' illustrated by way of a func­
tional block diagram within the NFC communications 
enabled device 1 or 1'. 

In the examples shown in FIGS. 1 and 2 the devices 1 and 
1' are mobile telephones (cellular telephones or "cell 
phones"), although the device may be any suitable portable 
(user-carryable) user device having mobile communications 
such as a for example a portable computing device, for 

the H (magnetic) field of an RF signal. The devices may also 
comprise additional functionality (device functionality) 10 
and a user interface 3. 40 example a PDA or laptop having mobile communications 

facilities. The secure element 30 or 31 is configured to be pro­
grammed or is already programmed with an operating system 
and one or more applications platforms to enable the secure 
element to load a corresponding application to enable a trans­
action to be effected such as at least one of payment for 45 

products such as goods and/ or services and purchase or acqui­
sition of ticket data, permit data, pass data or access data 
which requires communication of secure data. To this end the 
secure element is capable of encrypting and possibly also 
decrypting data. This may be achieved using, for example, a 50 

public-private key encryption system, with a private key or 
keys being securely held by the secure element. Neither a 
controller 20 of the device 1 or 1' nor the NFC communicator 
15 needs to be configured to handle that particular type of 
transaction, but simply needs to be able to communicate data 55 

with the secure element 30 or 31. Thus neither the device nor 
the NFC communicator needs to have any information about 
the encryption algorithm used by the secure element or to 
have any other information concerning the manner of secure 
data provision; they simply need to be able to cause the secure 60 

data to be communicated by near field communication. The 
receiving near field RF communicator, or more likely a secure 
device associated therewith, will carry out the necessary 
decryption of the secure data. Therefore only the secure ele­
ment and the receiving device that carries out decryption need 65 

to be devices trusted to effect secure data communication and 
storage. The types of transactions that can be handled by the 

In the examples of FIGS. 1 and 2, the NFC communica-
tions enabled devices 1 and 1' have the usual features of a 
mobile telephone including mobile telephone functionality 
10 comprising the controller 20 mentioned above (generally a 
processor or microprocessor with associated memory or data 
storage), for controlling operation of the mobile telephone, an 
antenna 8 for enabling connection to a mobile telecommuni­
cations network, and a user interface 3 with a display 4, a 
keypad 5, a microphone 6 for receiving user voice input and 
a loudspeaker 7 for outputting received audio to the user. The 
mobile telephone also has a chargeable battery 11 coupled to 
a charging socket 12 via which a mains adapter (not shown) 
may be connected to enable charging of the battery 11. 

In addition, as mentioned above, the NFC communications 
enabled devices 1 and 1' each have an NFC communicator 15. 

Each NFC communicator 15 comprises NFC operational 
components 16 for, as will be described below, enabling 
control of the NFC functionality and generation, modulation 
and demodulation of an RF signal. Each NFC communicator 
15 also comprises a coupler 17 comprising an inductor or coil 
in the form of an antenna 18 and antenna circuitry 19 to 
generate an RF signal at, for example 13.56 MHz. The cou­
plers 17 enable inductive coupling of an alternating magnetic 
field (H field) generated by the antenna of one near field RF 
communicator by transmission of an RF signal (for example 
a 13 .56 Mega Hertz signal) to the antenna of another near field 
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RF communicator when that antenna is within the near field 
of the RF signal generated by the one near field RF commu­
nicator 15. 

In each of FIGS. 1 and 2, the NFC communicator 15 is 
coupled to the mobile telephone functionality 10 to enable 
data and/or control commands to be sent between the NFC 
communicator and the host device and to enable user input to 

8 
phone while in the example shown in FIG. 2 the secure 
element 31 is an external memory device receivable in a 
memory slot of the mobile telephone, for example a SD 
(Secure Digital) card or miniSD card. 

FIGS. 1 and 2 thus show two different examples of devices 
in accordance with the invention. In the example shown in 
FIG. 1 the secure element 30 comprises a SIM card which 
may be provided already in place in the mobile telephone or the NFC communicator. Communication between the user 

interface 3 and the NFC communicator 15 is via the host 
device functionality 10. 

Each NFC communicator 15 also comprises a power pro­
vider 190. The power providers 190 may be power supplies 
within the host device or specific to the NFC communicators 
15, for example a button cell battery, or other small battery. As 
another possibility or additionally as shown by dashed lines in 
FIGS. 1 and 2, the power providers 190 may simply comprise 
a coupling to derive power from the corresponding device 
battery 11. 

10 
is inserted prior to activation of the mobile telephone. The 
SIM card remains in place during mobile telephone operation 
and is not generally removed by the user. The SIM card has 
connections (not shown) to other functionality within the 
mobile telephone and as with the SD card interfaces to the 

15 mobile telephone controller 20. In contrast, in the example 
shown in FIG. 2, the secure element 31 comprises a remov­
able secure element such as an SD card and a user will insert 
the secure element 31 into the mobile telephone ( as and when 
the user wishes to use the data stored on the secure element or In the examples shown in FIGS. 1 and 2, the secure ele­

ments 30 and 31 are programmed with or programmable with 20 

an operating system and one or more applications platforms 
applications so as to be capable of encrypting transaction data 
and storing encrypted transaction data (for example ticket 
data, access data, purchase data) in accordance with that 
applications platform. Depending upon the application, the 25 

secure element may also be capable of decrypting encrypted 
data. The encryption system may be a public-private key 
encryption system in which case the secure element will hold 
a private key or keys. Alternatively the encryption system 
may be based on a secure algorithm in which case the secure 30 

element will hold the secure algorithm. To this end the secure 
elements 30 and 31 each have a controller (CONT) 32 (which 
may be a microprocessor, microcontroller or state machine, 
for example) which controls the functionality of the secure 
element in accordance with its operating systems and the 35 

installed applications platform or platforms and a data or 
memory store (MEM) 33, generally both provided by an 
integrated circuit. The memory store 33 may be any suitable 
type of memory or combination of types of memory but 
preferably comprises non-volatile memory, for example 40 

EEPROM or flash memory (or battery-backed up volatile 
memory) for data that requires long term storage such as the 
operating system, the applications platform(s), transaction 
data and so on. The memory 33 may include volatile memory 
for data that is only required while power is supplied to the 45 

secure element. 
The secure element 30 or 31 also has a coupling interface 

34 comprising one or more coupling elements 35 which may 
be electrical contact elements but could be wireless or con-
tactless coupling elements, for example capacitive, inductive 50 

or electromagnetic coupling elements. The coupling ele­
ments may, for example, be in compliance with ISO 7816. 
The secure element 30 or 31 also has a power provider (PP) 37 
which may be a power supply such as a battery or cell within 

wishes to provide for additional data storage), so that the 
contact elements of the secure element enable the secure 
element to interface with the mobile telephone controller 20 
and generally also to derive operating power from the mobile 
telephone power supply 11. 

The secure element may however be any appropriate stor­
age element having processing capability to enable the secure 
element 30 or 31 to communicate (receive and send) secure 
data (that is encrypted data) and to store data in a secure 
encrypted manner to inhibit reading of or tampering with the 
secure data by an unauthorised device or person or unautho­
rised functionality. The secure element may also be able to 
communicate and store unencrypted data, such as data that is 
freely publicly available or user data that the user does not 
consider to be private data. 

Other examples of possible secure elements are encrypted 
smart cards, memory cards, encrypted multi-media cards, 
WIM (WAP Identity Module or Wireless Identity Module) 
cards, SWIM (Subscriber WAP Identity Module) cards, SMC 
(Smart Media Card) card or any other form of secure element 
that is capable of storing data in a secure manner and com­
municating that secure data with an external near field RF 
communicator via an NFC communicator. 

FIG. 3 shows a functional block diagram of an NFC com­
munications enabled device 100 (such as the mobile tele­
phone shown in FIG. 2 that is capable of receiving a secure 
element in addition to its SIM card) to illustrate in greater 
detail one way in which the NFC operational components of 
an NFC communications enabled device embodying the 
invention may be implemented. 

As described above, an NFC communications enabled 
device comprises an NFC communicator 15 having NFC 
operational components 16, an inductive coupler 17 with an 
antenna 18 and antenna circuitry 19 and a power provider 
190. As discussed above, the power provider 190 may be any 

the secure element or may simply be a coupling to a power 
supply of the device 1' or the NFC communicator. 

The processing power provided by the secure element 30 or 
31 will depend upon the particular secure element and how it 
interacts with the controller of the device 1 or 1' or the NFC 
controller. For example, the secure element may carry out 
only limited processing specific to the applications software, 
for example encryption and/or decryption of secure data and 
other processing may be carried out by the controller 20 or the 
NFC controller. 

55 one or more of: a coupling to a power supply within the host 
device; a power supply specific to the NFC communicator 15, 
for example a button cell battery, or other small battery. As 
another possibility or additionally as indicated by the dotted 
line in FIG. 3, the power provider 190 may derive a power 

60 supply from a signal inductively coupled to the inductive 
coupler 17. In the interests of simplicity, power supply cou­
plings from the power provider 190 to other components are 
not shown in FIG. 3. 

In the example shown in FIG. 1, the secure element 30 is 65 

provided by the SIM (Subscriber Identity Module) or USIM 
(Universal Subscriber Identity Module) of the mobile tele-

As shown in FIG. 3, the NFC communications enabled 
device 100 has other functionality 10 (which may be the 
mobile telephone functionality described above with refer­
ence to FIG. 2) and a user interface 3. 
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The NFC communicator 15 has a controller 40 to control 
overall operation of the NFC communicator either alone or in 
conjunction with the controller 20 of the device 100 and an 
associated data store 41 to store data (information and/or 
control data) to be transmitted from and/or received by the 
NFC communications enabled device. The controller 40 may 
be, for example, a microprocessor, for example a RISC pro­
cessor or other microprocessor or a microcontroller or a state 
machine. Program instructions for programming the control-
ler 40 and/or control data for communication to another near 10 

field RF communicator may be stored in an internal memory 
of the controller and/or the data store 41. 

The NFC operational components 15 also have a demodu­
lator 42 coupled between the coupler 17 and the controller 40 
to demodulate a modulated RF signal inductively coupled to 15 

the coupler 17 from another near field RF communicator in 
near field range and to supply the thus-extracted data to the 
controller 40 for processing. In addition the NFC operational 
components 15 have components to enable modulation of an 
RF signal to allow data to be communicated to another near 20 

field RF communicator in near field range of the NFC com­
municator 15. As shown in FIG. 3, these components com­
prise a signal generator 43 coupled to one input of a differ­
ential driver 44 having its other input coupled to a data output 

10 
The responding near field RF communicator (target) will then 
transmit its own RF field and data before again turning off the 
RF field and so on. When using a passive protocol an initiating 
NFC communicator will transmit and maintain its RF field 
throughout the entire communication sequence. In this latter 
case, the responding NFC communicator may use load modu­
lation. The protocol used will depend on instructions received 
from the controller and the response received from a respond­
ing near field RF communicator. 

The secure element 31 will be as described above and will 
generally communicate with the other functionality 10 (the 
controllerofthe mobile telephone in FIG. 2) of the device 100 
but may also, as shown in FIG. 3, communicate with the 
controller 40 of the NFC communicator 15. 

The block diagram shown in FIG. 3 would differ for the 
mobile telephone 1 shown in FIG. 1 only in that the secure 
element would be positioned within rather than externally of 
the other functionality 10. 

The NFC communicator 15 may communicate data from at 
least one of: its own internal data store (if present); the data 
store 41; an internal data store of the mobile telephone host 
controller; another data store within the device 100. The NFC 
communicator 15 is also operable to enable data communi­
cation between the secure element 30 or 31 and another near 

D of the controller 40 to cause the differential driver 44 to 
output to the coupler 17 signals modulated by the data sup­
plied from the data output D. As another possibility, as shown 

25 field RF communicator external to the device via the NFC 

in dashed lines in FIG. 3, the NFC communicator controller 
40 may, rather than transmit its own modulated RF signal, 
modulate an incoming RF signal coupled to the coupler 17 by 30 

switching off the signal generator 43 and supplying data on an 
output Do to the control gate of an FET transistor 50, as 
shown an insulated gate field effect transistor, coupled across 
an impedance (generally a capacitance (not shown)) of the 
antenna circuitry 19 so as to switch the transistor on and off in 35 

accordance with the data, thereby modulating the load on the 
antenna circuit in accordance with the transistor on-resis-
tance. 

communicator 15. Depending upon the applications platform 
(s) installed on the secure element, data may simply be read 
from the secure element and communicated by the NFC com-
municator 15 to another near field RF communicator but may 
possibly also be supplied by another near field RF communi­
cator to the NFC communicator 15 to be stored by the secure 
element. Where appropriate, for example where transaction 
data is being communicated, then the data being communi­
cated will be secure data (that is encrypted). 

FIG. 4 shows a block diagram of an example of a secure 
element 31 to illustrate the structure of the memory store 33 in 
greater detail. As shown in FIG. 4, the memory store has a 
manufacturer data region 331, a secure element ID data 
region 332, anapplicationID(s) data region 333, an operating The NFC communicator 15 may operate in an initiator 

mode (that is as an initiating near field RF communicator) or 
in a target mode (that is as a responding near field RF com­
municator), dependent on the mode to which the NFC com­
municator is set. The mode may be determined by the con­
troller 40 or may be determined in dependence on the nature 
of a received near field RF signal. When in initiator mode, an 
NFC communicator generates its own RF signal and initiates 
communications with any compatible responding near field 

40 system (OS) region 341 and an applications platforms region 
342 which may have one or more of transport, payment and 
access platform areas 343 to 345, each of which will be 
associated with corresponding transaction data storage 343a, 
344a and 345a, respectively. The memory 340 may also 

45 include a user data region 346 and control data region 347. 
The nature of the data stored by the memory store 33 of the 
secure element will depend upon the application but will 
generally include data such as program data comprising com­
mands and instructions of the applications platform(s) and 

RF communicator capable of responding to the initiating 
NFC communicator (for example an NFC communicator in 
target mode or an RFID tag or transponder) that is in its near 
field (H field) range, while when in target mode an NFC 
communicator waits for a communication from a compatible 
initiating near field RF communicator (for example an NFC 
communicator in initiator mode or an RFID reader or initiator 

50 operating system and content data such as data used by the 
program data, transaction data and user data. 

or transceiver). As thus used, compatible means operable at 55 

the same frequency and in accordance with the same proto­
cols, for example in accordance with the protocols set out in 
various standards such as ISO/IEC 18092, ISO/IEC 21481, 
ISO/IEC 14443 and ISO/IEC 15693. 

The NFC communicator may use any appropriate modu- 60 

lation scheme that is in accordance with the standards and/or 
protocols under which the NFC communicator operates 

The memory store 33 may comprise both non-volatile and 
volatile memory with the non-volatile memory being used for 
long term storage. 

The different areas of memory may have different levels of 
access depending upon what or who is trying to access them. 
For example, some areas of memory may be programmable 
or writeable to only by certain authorized entities and other 
entities may only read data from those areas, while other areas 
may be writeable to once by some entities but writable to 
more than once by other entities and some areas may be freely 
writeable. For example the manufacturer data region331 may 
be writeable to only by a manufacturer so that only the manu­
facturer can provide, replace or modify that data, the secure 

Whether in initiator or target mode, the NFC communica­
tor may communicate in accordance with an active or passive 
protocol. When using an active protocol an initiating NFC 
communicator will transmit its own RF field and following 
completion of its data communication turn off its RF field. 

65 element ID data region 332 may be writeable to only by the 
provider of the secure element. The application ID(s) data 
region 333 may be writeable to only by the appropriate appli-
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cations platform. Transaction data may be readable by a user 
of the device but not modifiable by that user. As another 
possibility, transaction data may be stored by the secure ele­
ment so that it can be read by a user or deleted in its entirety 
by a user but not modified by a user. The actual levels of 
access provided for a particular region or area will depend 
upon the nature of the data stored and the secure element. 

12 
tions platform or protocol then the specific application layer 
303 may store a distinct memory map for each transport 
transaction, where a transport transaction will usually be an 
electronic equivalent of a ticket or travel pass and may be a 
single, return, multiple journey, season ticket and so on. For 
example, for a particular transport applications platform or 
protocol then the specific application layer 303 may have data 
representing different types of purchased tickets, for example 
data for single journey tickets may be included together with 

In this example, the secure element 31 has an operating 
system and one or more applications platforms each for han­
dling a different type of transaction such as transport, pay­
ment and access transactions. Where flexibility is required of 
a secure element, then the overall operating system and one or 
more applications platforms may be stored in an area of 
memory that may be rewritten that is freely programmable 
memory. Where flexibility is not required, then the operating 
system and one or more applications platforms may be stored 
in an area of memory that may be programmed or written to 
only once. As another possibility, the operating system may 

10 data representing season tickets. 
In this example, the data for a transaction ( such as a ticket) 

is stored as a memory map. An example memory map or array 
400 is shown in FIG. 6. The memory map 400 illustrated in 
FIG. 6 represents an example of a limited use transport ticket 

15 compatible with ISO/IEC 14443A. 
The memory map shown in FIG. 6 comprises as an 

example 120 bytes of EEPROM (Electrically Erasable Pro­
grammable Read Only Memory) arranged as 15 blocks of8 
bytes with each block being separately lockable generally by be stored in an area of memory that may be programmed or 

written to only once, and the one or more applications plat­
forms may be stored in freely programmable memory. 

20 software as described above to prevent overwriting. 

The access level for an area of memory may be controlled 
by software, for example the secure element operating system 

In the example shown in FIG. 6, the memory map also has 
a 2-byte header that forms part of the applications platform 
layer 303 (FIG. 5), is unique to that applications platform and 
can not be altered once programmed, unless, in a preferred or applications platform. As another possibility, memory that 

is intended to be accessed only by a manufacturer may be one 
time programmable (OTP) programmable, in known manner, 
at mask level or by fusing of a fuse for example. 

25 configuration, the entire memory map and thus the transac­
tion (ticket in this example) in its entirety is deleted. The 
header identifies the specific transaction, for example a spe­
cific ticket. Generally the applications platform(s) will be stored in 

area( s) of memory for which the operating system encrypts 
data for security and from which the operating system only 
allows secure, encrypted (for example public private key 
encryption using a private key or keys or secure algorithm 
securely stored by the secure element) data communication. 
The user data area may have secure data and insecure data 
storage areas, for example. The type of memory provided for 35 

a particular purpose and the level of security ( encryption) or 
lack of security for that data will depend upon the particular 
application of the secure element. Providing both one time 
programmable or writeable memory and freely program­
mable memory enables flexibility in commands (because 40 

modifications and/or replacement data and software may be 
downloaded to the freely programmable memory) and can 
also be used to generate additional security or functionality. 

In the example illustrated in FIG. 6, the block (or row) 
30 usage within the memory map is configured such that: 

In this example, as shown in FIG. 5, the secure element is 
configured to have a layer or protocol stack structure 300 such 45 

that the operating system 301 "sits beneath" an applications 
platform layer 302. 

As an example the application platform layer 302 may 
provide at least one of a: 1) a banking applications platform 
defining payment protocols in accordance with banking stan- 50 

<lards and procedures (including credit card requirements, 
EMV specifications and the like); 2) a transport applications 
platform defining transport protocols in accordance with ISO/ 
IEC 14443; 3) an access applications platform defining 
access protocols in accordance with ISO/IEC 15693. One or 55 

more other, for example proprietary, applications platforms 
may also be included, for example the supplier of the secure 
element may customise the secure element in some fashion or 
provide additional functionality. A specific applications plat­
form ( or possibly more than one if a transaction involves for 60 

example separate payment authorisation) will be involved in 
each transaction. The applications platform layer 302 "sits 
beneath" a specific application layer 303 which will have, for 
each applications platform, corresponding instances of trans­
actions using that applications platform and storing data in 65 

configurations specific to that instance. For example, where 
the applications platform layer 302 has a transport applica-

Block O is reserved for a 7 or 8 Byte UID (Unique Identi­
fication) which is programmed when the transaction is 
stored in the memory. 

Blocks 1-C: ( all 96 data bytes) are available to the transac­
tion provider. These blocks can be programmed with, for 
example, application data, user data, control data. These 
blocks may also be written to or changed during opera­
tion of the NFC communicator, for example data may be 
written to these blocks as a result of communication 
between the NFC communicator and another near field 
RF communicator. 

Block D: Least significant 4 bytes are reserved for use or 
future use by the secure element, its manufacturer or 
distributor. 

Block E: In this example, the least significant 2 bytes are 
used to store and control the block-lock status. The most 
significant 6 bytes are available for use by the transac­
tion provider. 

The programmable part or usable area of the memory map 
may be expanded to permit at least one of additional memory 
capability and additional command protocols or structures. 
For example the memory map may be extended to 192 bytes 
by adding 12 further 8 byte blocks or to 384 bytes by adding 
an additional 24 further 8 byte blocks. 

It will of course be appreciated that this is only an example 
memory map and that the number of blocks and the number of 
bytes within a block may differ. 

The operating system may be installed at manufacture of 
the secure element. As another possibility, the operating sys­
tem may be downloaded via the NFC communicator from 
another near field RF communicator or from a tag or tran-
sponder onto which the operating system has been installed. 
As an example, such a preloaded secure element or transpon­
der may be purchased or given away with the larger device. As 
another possibility, the operating system may be stored in a 
memory of the NFC communicator or device and down-
loaded to the secure element upon insertion into the device. 
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As another possibility, the operating system may be down­
loaded, for example via the Internet, via communications 
functionality of the device, for example via the mobile tele­
communications system in the case of the devices 1 and 1' 
described above. In one example the operating system may be 5 

provided as a JAVA applet via for example the mobile tele­
communications network or near field communication. As 
another possibility, the Symbian operating system may be 
used. Where a mobile telephone is concerned, then a JAVA 

10 MID!et may be used. Upgrades or modifications of the oper­
ating system may be supplied by any of these means. Where 
the operating system is stored in the memory store 33 during 
production or manufacture, then the operating system may 
require activation by a user of the device 1 or 1' prior to 15 
operation. 

The applications platforms may be provided in any of the 
ways available for provision of the operating system. As an 
example, an applications platform may be provided as a JAVA 
(Registered Trade Mark of Sun Microsystems )-enabled 20 

applet where a JAVA based or compatible operating system is 
used. 

The actual transactions may be provided in any of the ways 
available for the operating system and applications platforms. 

14 
In the 'carrier generation' mode in FIG. 7, a signal genera­

tor 430 supplies an oscillating signal to one input of a differ­
ential driver 440, the other input of which receives provide 
modulation control signals D (FIG. 3) on line 1559 from the 
controller ( 40 in FIG. 3) of the NFC communicator to control 
the amplitude of the complementary pulses that the differen­
tial driver 440 provides to the antenna circuitry 19. In this 
mode, the controller 40 typically uses the modulation control 
signals D (see FIG. 3) sent to the differential driver 440 to 
alter the signal level and/or modulation depth of the binary 
data to be sent (a predetermined pattern of' 1 'sand 'O's). The 
modulation depth may vary from, for example 10% to 100%. 
The RF signal may be generated by, for example sine synthe­
sis, in which case the signal generator 430 will provide a 
pulse-width modulated or pulse-density modulated digital 
signal to the differential driver 440. 

In the 'load modulation' mode where the NFC communi­
cator is acting as a target, an externally generated magnetic 
field induces an AC voltage across the antenna circuitry 19 
and a predetermined pattern of binary data representing the 
data to be communicated is supplied from a controller output 
(Do in FIG. 3) on line 1011 to the control gate of an IGFET 
transistor 1003 of known on-resistance to switch the transis-

25 tor on and off in accordance with the data to be communicated For example, the secure element may be pre-loaded with the 
transaction or, for example as a selling point, one or more 
transactions may be provided with the device 1 or 1' or other 
product or service and downloaded to the secure element 
from a near field RF communicator such as an RFID tag or 
transponder by near field RF communication or via another 30 

communications system available to the device, for example 

thereby changing the impedance across the antenna circuitry 
and thus modulating the load on the antenna circuitry of the 
initiating NFC communicator. 

the mobile telecommunications network. Where the transac­
tion is pre-loaded, then the UID (FIG. 6) will be programmed 
into the memory of the secure element during manufacture or 
production. Where the transaction is supplied at distribution 35 

or point of sale of the secure element ( or host device), then the 
UID will be programmed in at that time. Where the transac­
tion is a ticket such as a transport ticket, then the UID will be 
programmed when the ticket is purchased and downloaded to 

An NFC communicator may additionally comprise a 
modulation controller which, for example, controls the 
amplitude of a transmitted RF signal in accordance with the 
proximity of another near field RF communicator. 

An NFC communicator may also have data parsing, fram­
ing, parity and CRC error detection functionality. 

FIG. 8 shows an example list of sample commands to 
which an NFC communicator may respond. As set out above 
the protocol under which the NFC communicator communi­
cates may depend upon the particular application. Where the 
NFC communicator is to transmit data representing a trans­
port ticket, RF modulation, data frames and communication 
protocols in accordance or compatible with ISO/IEC 14443A 

the secure element, i.e. at point or time of sale. As an example, 40 

a ticket may be purchased via the Internet and then down­
loaded to the device at a local outlet by, for example, near field may be used. ISO/IEC 14443A lists certain commands that all 

compatible devices must be capable of responding to, for 
example the request command REQA and the wake up com-

RF communication or other communications channel avail­
able to the device. 

There are various communication methods which may be 
used by an NFC communicator and before discussing opera­
tion of a device embodying the invention in relation to a 
transaction, further details of two examples will be given with 
reference to FIGS. 7 to 10. 

FIG. 7 shows details of part of an NFC communicator 
capable of a 'carrier generation' mode where the NFC com­
municator initiates ( acts as the initiator) NFC communication 
and a 'load modulation" mode where the NFC communicator 
responds to (acts as a target for) initiation of NFC communi­
cation by another NFC communicator. 

In the example of FIG. 7, the antenna circuitry 19 consists 
of a tuned circuit comprising an antenna coil 1507 in parallel 
with a capacitor 1554. Capacitors 1501 and 1502 are coupled 
between respective ones of the ends of the antenna coil 1507 
and respective ones of the outputs of the differential driver 
440 and capacitors 1550 and 1551 couple capacitors 1501 and 
1502, respectively, to earth (ground). The output from the 
antenna circuitry 19 to the demodulator (FIG. 3) is supplied 
via a capacitor 1555 coupled between a junction between the 
capacitor 1502 and the corresponding end of the antenna coil 
1507 and the demodulator input, a capacitor 1556 being 
coupled between the capacitor 1555 and earth (ground). 

45 mand WUPA. Apart from these mandatory commands, in the 
example commands (read ID (RID), read all data (RALL), 
read a single byte (READ), write-with-erase (WRITE-E) and 
write-no-erase (WRITE-NE) given in FIG. 8, 8-bit operand 
frames follow all commands. These 8-bit frames are based 

50 upon the 7-bit short frame but have an additional data bit. An 
example operand frame is shown in FIG. 8. 

A CRC (Cyclic Redundancy Check) may also be included 
in each part of the command and response sequence. If the 
CRC received by the other near field RF communicator does 

55 not match the one generated as data arrives, then the device 
will halt the operation and move to a 'Command End' status 
waiting for the next command. This provides additional veri­
fication of the communication between two devices. 
Examples of CRCs which can be used will be clear to the 

60 skilled man. For example the CRC may be a 16-bit version as 
specified under CRC-CCITT-for definition see ISO/IEC 
14443-3:2001(E) Annex B: CRC_B. 

FIG. 9 shows a sample command-response summary table. 
The command colunm shows sample commands that may be 

65 sent to an NFC communicator from, for example, an RFID 
reader. The table is sub-divided into nine colunms to show the 
operand frames that follow each command frame. The 
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response column shows what response the NFC communica­
tor will give to each of the received commands. 

Operation of a device embodying the invention will now be 
described with the aid of FIGS. 10 to 16. 

FIG.10 shows a very schematicdiagramforuseinexplain-

16 
from the mobile telephone. To activate the mobile telephone, 
the user inserts the SIM card into the mobile telephone and 
then requests activation. Where the secure element is a dif­
ferent type of secure element, the user may simply insert the 
secure element to initiate activation. When the mobile tele­
phone detects insertion of a secure element at Sl, then the 
secure element is activated at S2. The activation process will 
usually require verification of the mobile telephone and user 
details and the SIM card by the mobile telecommunications 
service provider 1003 via the mobile telecommunications 
network in order to activate the mobile telephone. The SIM 
card can now be used as a secure element in accordance with 
the present invention. Where the secure element is not a SIM 
card, then insertion of the secure element into an appropriate 

ing the operation of different examples of implementations of 
devices embodying the present invention. Thus, FIG. 10 
shows three different examples of devices embodying the 
present invention. Devices 1000 and 1001 each have mobile 
telephone functionality 10, an NFC communicator 15 and a 10 

secure element 300 as discussed above. The secure element 
300 may be any of the different types of secure element 
described above. The device 1000 is similar to the devices 1 
and 1' described above in that the secure element communi­
cates with the NFC communicator via the mobile telephone 
functionality, in particular the controller 20, while device 
1001 differs in that communication between the secure ele­
ment 300 and the mobile telephone functionality 10 is via the 
NFC communicator 15. The other device 1002 shown in FIG. 

15 slot in the device 1', 1000, 1001 or 1002 may launch software 
on the secure element or in the device to activate the secure 
element. 

10 is different in that it comprises solely an NFC communi- 20 

cator and a secure element that communicates with the NFC 

As set out above, the secure element (whether a SIM card 
or other secure element) may be pre-loaded with an applica­
tions platform. As another possibility or additionally, at the 
user's request or as a result of some action by the user, a 

communicator that is there is no mobile telecommunications 
functionality. The other device 1002 may have functionality 
other than mobile telecommunications functionality, in addi­
tion to its NFC communications functionality. The devices 
1000 and 1001 are able to communicate secure data, via the 
mobile telecommunications network 1010 (which for sim­
plicity is illustrated as a cloud rather than a cellular arrange­
ment of base stations) with one or more service providers, as 
shown a mobile telecommunications service provider 1003 
and a transaction service provider 1004, at least the latter of 
which is capable of providing any of the devices 1000, 1001 
and 1002 with an operating system and/or an applications 
platform and/or transaction data for a secure element via the 
telecommunications network in a secure manner, that is, for 
example, encrypted, for example by public/private key. 

service provider may be requested at S3 to activate a pre­
installed applications platform or download an applications 
platform onto the secure element. For example, the device 

25 user may wish to make payment transactions using his device 
and may go into a bank to request a suitable payment appli­
cations platform to be inserted onto the secure element. As 
another possibility or additionally, the user may wish to use 
the device as a credit card and may request that VISA (Reg-

30 istered Trade Mark) or MasterCard (Registered Trade Mark) 
or some other similar credit card company activates or loads 
a credit card applications platform (for example an EMV 
platform) onto the secure element. As another possibility or 
additionally, the user may wish to use the device as a ticket or 

35 access pass and may request a transport service provider or 
access service provider to activate a transport applications 
platform. For example, both a transport applications platform 
and a payment applications platform may be activated or 
loaded onto the secure element. 

Each of the devices 1000, 1001 and 1002 is able to com­
municate by near field communication with any compatible 
near field RF communicators. FIG. 10 shows a service pro­
vider 1005 capable of communication by near field commu- 40 

nication to, for example, provide any of the devices 1000, 
1001 and 1002 with an operating system and/or an applica­
tions platform and/or transaction data for a secure element, an 
NFC transaction provider 1006 capable of providing any of 

The manner in which the applications platform is activated 
or downloaded will depend upon the circumstances. For 
example, an applications platform may be activated or down­
loaded via the telecommunications network where this is 
available to the device, or via near field RF communication, or 
by supply of an activation code that the user keys into their 
device and so on. 

When an applications platform is received at S4, then the 
device checks for correct activation at S5. Once this has been 
completed, the secure element and its applications platform 
are ready for use. 

FIG. 12 shows a flow chart illustrating an example of 
processes carried out by a service provider in response to a 
request for an applications platform. Thus, when at S6 the 
service provider (for example the service provider 1004, or 

the devices 1000, 1001 and 1002 with transaction data for 45 

storage on a secure element and a secure element near field 
reader 1007 capable of reading by near field communication 
transaction data from the secure element of any of the devices 
1000, 1001 and 1002 and of acting in accordance with the 
read transaction data. An operating system and/or an appli- 50 

cations platform and/ or transactions data for a secure element 
may also be communicated through a wire or other contact­
based link or a wireless link between the device and a service 
provider such as service provider 1011 in FIG. 10, for 
example through electromagnetic coupling, inductive cou­
pling, capacitive coupling, radio frequency coupling such as 

55 1003 or the near field communications service provider 1005) 
receives a request for an applications platform, the service 
provider verifies the device, user and secure element at S7. 
Verification of the authenticity of the device (which may be a 
mobile telephone), the user and the secure element may 

a Bluetooth radio link, optical coupling, infra red coupling. 
Again, the data will generally be secure data that is, for 
example, encrypted for example by public/private key. 

FIG. 11 shows a flow chart representing processes carried 
out by a device 1, 1', 1000, 1001 or 1002 to activate a secure 
element 30, 31 or 3 00. Where the device is a mo bile telephone 
and as in FIG. 1 the secure element is a SIM card for the 
mobile telephone, then the SIM card will carry the usual user 
and operational data required by the mo bile telephone user to 
operate the mobile telephone. As mentioned above, the SIM 
card may be provided with the mobile telephone or separately 

60 involve the input of pin numbers and/or messages (for 
example text messages in the case where the device is a 
mobile telephone) to which the user must reply. Assuming the 
verification process is satisfactorily completed, then at SS the 
service provider loads the applications platform onto the 

65 device using an appropriate JAVA-enabled applet, MID!et or 
other software program as discussed above. Once the service 
provider has determined by communications with the device 
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(via the mobile telecommunications network or near field 
communications as appropriate) that the installation has been 
successful, then it activates the applications platform at S9 to 
enable the user of the device to carry out a transaction using 
that applications platform, for example a payment transaction 
if the applications platform is a payment applications plat­
form or a transport ticket transaction if the applications plat­
form is a transport applications platform. 

As mentioned above, the applications platform may be 
loaded onto the secure element via the mobile telecommuni­
cations network, via a near field communications enabled 
service provider such as service provider 1005, or through a 
wired or wireless link between the device and a service pro­
vider such as service provider 1011 in FIG. 10. Once the 
application platform has been loaded and activated (S5 in 
FIG. 11 and S9 in FIG. 12), the service provider has control of 
that platform and can then use the platform for specific appli­
cation data applications. 

Operation of a device embodying the invention will now be 
described where the installed applications platform is a trans­
port platform and the user of the device wishes to buy a train 
or other transport ticket. The ticket itself may be bought, 
using an installed payments platform, from a service provider 
via any of the mechanisms mentioned above, for example via 

18 
shows a very schematic representation of a user 2000 having 
a device embodying the invention (as shown the device 1000 
shown in FIG. 10, although it could be any of the devices 
described above) in front of a secure element near field reader 
2001 incorporating a near field RF communicator 2002 which 
may be in the form of an NFC communicator similar to that 
shown in FIG. 3 but probably without the secure element and 
associated with a user interface 2003 having a display 2004 to 
display information and instructions to the user. The control-

10 !er of the near field RF communicator may be a secure con­
troller configured to decrypt and verify ticket data received 
from a user's device by near field communication or may be 
coupled to a separate secure data verifier 2005 configured to 
decrypt and verify ticket data. Such a data verifier 2005 may, 

15 as shown, be part of the reader or may be remotely located. 
Although not shown in FIG. 13, the reader 2001 may auto­
matically control an access gate to give the user of the device 
access to a ticket controlled area only in the event received 
ticket data is validated. For example the access gate may 

20 allow access to a platform or waiting area. As another possi­
bility, the reader may not be an automatic access controller 
but may be a portable device carried by an attendant, ticket 
inspector or usher who allows access only when the ticket 
data is verified. 

the mobile telecommunications network or via near field 25 FIG. 14 shows a flow chart illustrating operations carried 
communication from for example a near field RF communi­
cator at a ticket office or another vending facility, and then 
installed onto the secure element directly or via the controller 
20, depending upon the device architecture. As another pos­
sibility, the appropriate vending facility may provide the 
ticket in the form of data that the user enters via the user 
interface of the device together with a user or ticket ID or an 
authorisation code. As another possibility, the ticket may be 
supplied in the form of a near field RF transponder or tag at a 
point of sale such as a ticket office or with the device (for 
example as a promotional item) and the ticket data then down­
loaded by near field communication to the NFC communica-
tor of the device. As another possibility as discussed above, 

out by the user's device 1000 and the reader 2001. These 
operations will be explained for the case where the device is 
a mobile telephone embodying the invention having a secure 
element such as its SIM card carrying train ticket data and the 

30 reader is at a transport gate. It will however be appreciated 
that similar operations will occur for any device embodying 
the invention and any transaction data. 

The user 200 takes the telephone with its secure element 
programmed with the ticket data to the relevant train station 

35 and presents the mobile telephone to the reader 2001 on the 
transport gate. 

An example of the ticket data carried by the secure element 

the ticket may be purchased via the Internet and downloaded 
from a local outlet, for example by NFC communication, 40 

once the local outlet has verified payment, for example using 

is shown in FIG. 15. The ticket data or ticket identifier con­
sists of a header specific to the secure element, a payload 
which will contain the device ID and applications platform ID 
and a message authentication code ( or "MAC"). The MAC is 
created by an internally stored algorithm of the secure ele­
ment and is intended to be checked by the reader at each 
communication so as to ensure the authenticity of the device 
and the communication. The ticket header will store data 
specific to the relevant ticket, for example 1 day ticket from 
Reading station to London Station. 

The reader 2001 polls or looks for NFC communicators by 
transmitting a wake-up RF signal. When the mobile tele-

a payments applications platform of the secure element. The 
transport applications platform installed on the secure ele­
ment will then load the received train ticket data onto the 
already established transport platform. Loading of the ticket 45 

data will result in the loading of a memory map onto the SIM 
card which is specific to the relevant electronic ticket being 
purchased. Loading will only occur once the mobile tele­
phone has been authenticated and payment has been pro­
cessed for the ticket. 50 phone (with secure element and NFC communicator) is in 

read range of the reader 2001, the wake-up RF signal initiates 
the near field communication (S20 in FIG. 14). The wake-up 
signal may also provide operating power to the NFC commu­
nicator of the mobile telephone. The NFC communicator 

The way in which the secure element is loaded with data 
will depend on the type of secure element, the way in which 
the secure element is provided and the purpose for which it is 
provided. For example the procedure described above with 
respect to FIGS. 12 and 13 may be used where the secure 
element is a SIM card within a mobile telephone whereas 
where the secure element is a secure card such as an SD card, 
then that card may be provided programmed as described 
above or pre-programmed with a specific application plat­
form or platforms and only specific application data loaded 
during use. Likewise the mechanism by which data is loaded 
on to the secure element will vary depending on the secure 
element. 

The manner in which a device embodying the invention 
having a secure element upon which is installed a transport 
applications platform and ticket data is used to gain entry with 
that ticket will now be described with the aid of FIG. 13 which 

55 responds at S21 with a suitable wake-up response, for 
example as provided in ISO/IEC 14443A. 

On receipt of the wake-up response, the near field RF 
communicator modulates its transmitted RF field with data 
representing a device ID request command to request identi-

60 fication of the NFC communicator at S22. The NFC commu­
nicator responds by modulating the transmitted RF field with 
data representing the MAC and an identifier or device ID 
specific to the mobile telephone and operating system at S23. 
On receipt of the device ID the data verifier or reader 

65 decrypts, verifies and authenticates the provided MAC and 
device ID and, provided the device ID is accepted (for 
example is in compliance with the reader operating proto-
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cols), then the reader requests supply of an applications plat­
form identifier for each platform accessible to the NFC com­
municator at S24. 

On receipt of the request, the NFC communicator responds 
with the MAC and applications platform identifier(s) for the 
platform(s) it has access to. These applications platforms may 
be stored within the NFC communicator's own data store but 
are preferably stored on the secure element of the device. As 
an example, where the secure element has a transport appli­
cations platform loaded on to it, the identification data spe- 10 

cific to that transport platform will be supplied to the NFC 
communicator by the secure element ( either directly or indi­
rectly via the controller of the mobile telephone, depending 
upon the architecture of the device) and the NFC communi­
cator then causes the transmitted RF field to be modulated in 15 

accordance with that supplied applications platform identifier 
at S25. 

20 
request the device to carry out a certain action or command, to 
change data stored by the secure element, to receive data from 
the secure element and so on. For example the NFC commu­
nicator may refuse to communicate any data unless the exter­
nal device is verified and at S29 in FIG. 14 the secure element 
(or NFC communicator or mobile telephone controller 
depending upon the architecture) may refuse to accept any 
instruction to delete contents of the secure element where that 
instruction is received from an external device or where that 
instruction is received from an un-verified external device. 

The device may, for example where the device is a mobile 
telephone or PDA or laptop, be configured to provide, via the 
user interface, a user with the capability to view data and/or 
applications stored on the secure element. For example the 
mobile telephone PDA or laptop processor or NFC commu­
nicator controller, depending upon the device architecture, 
may be configured to control access to the secure element and 
through its interface with the secure element enable the user 

On receipt of the applications platform identifier, at S26 the 
data verifier or reader decrypts, verifies and identifies the 
MAC and applications platform and, provided the applica­
tions platform identifier is accepted, modulates the RF field 
with a request for transaction data, in this example a request 
for ticket detail data. 

20 to select secure element or contents within the secure element 
from a menu service provided by the device user interface on 
the mobile telephone or PDA or laptop for display in a user 
friendly format by a display of the device user interface. 

As another possibility, the contents or certain of the con-Where the mobile telephone user has bought a ticket, the 
data for the ticket will have been loaded on to the transport 
applications platform on the secure element. Accordingly at 
S27, following receipt of a request from the reader, the NFC 
communicator of the mobile telephone supplies the request to 

25 tents of the secure element may automatically be displayed to 
the user, or a menu indicator may appear to indicate the secure 
element contents once the secure element has been inserted 
into the device or activated. The user may be given the option 

the secure element ( either directly or indirectly through the 
mobile telephone controller depending upon the device archi- 30 

tecture ), retrieves the ticket data and then responds to the 
reader by modulating the RF field with the MAC and ticket 
data. 

of turning off the display or menu indicator. 
As a further example, the user control may extend to the 

ability to delete the contents or certain of the contents (for 
example only data defined as user accessible) of the secure 
element by the user. The user may also be given limited 
modification rights to modify the contents of the secure ele-At S28, the data verifier or reader decrypts, processes and 

verifies the received data and, where the ticket data is 
accepted, permits access through the ticket gate. In this 
example, the reader validates the ticket and allows access 
either by automatically opening the transport gate or barrier 
or by informing an operator or ticket inspector that the ticket 
is valid. The reader may, at the same time supply data or 
commands to the NFC communicator to indicate ticket status 

35 ment (for example to change personal access codes). How­
ever, the user will of course generally not be given rights to 
change transaction data, for example once a user has bought 
a particular train ticket, the user should not be able to modify 
that train ticket or change the data stored on the secure ele-

40 ment in relation to that train ticket. 
FIG. 16 shows an example flowchart illustrating user inter­

vention with a secure element. In the example of FIG. 16 the 
secure element is a removable secure element such as an SD 
card and the device is a mobile telephone. In this illustrative 

or to deduct a sum of money from a ticket account. For 
example, where the reader is allowing entrance (such as 
entrance to an underground station or train platform), then the 
reader may communicate, via the NFC communicator and 
possibly the mobile telephone controller, data to be stored by 

45 example, the removable secure element holds several differ­
ent tickets which the user has purchased, these tickets being 
for, for example, different venues and events. the secure element in a writable area of its memory to indicate 

that the ticket is in use whereas where the reader is allowing 
exit then the reader may communicate, via the NFC commu­
nicator and possibly the mobile telephone controller, com- 50 

mand data to cause the secure element to cancel the ticket, to 
reduce the number of available journeys by one or to deduct a 
sum of money from a total stored by the ticket data, or to log 
the transaction in some way, for example to provide a time 
stamp related to, for example, the date of issue, expiry date 55 

(where the current time and/or date may be derived from the 
mobile telecommunications network, for example when the 
ticket is purchased), as appropriate. The NFC communicator 
or the mobile telephone controller will cause this data to be 
written to the secure element, so altering the data held by the 60 

secure element at S29 in FIG. 14. 
As part of the communications process, the reader may also 

supply ID information or for example a media identification 
code. This may be used, depending upon the device architec­
ture, by the NFC communicator, mobile telephone controller 65 

or secure element controller to determine, for example, the 
authenticity of the reader and/or its authority, for example, to 

When at S30 in FIG. 16 the user inserts the removable 
secure element into the mobile telephone, the removable 
secure element interfaces with the mobile telephone control­
ler. This interface may as discussed above be an ohmic con-
tact via electrical contacts which mate with corresponding 
contacts within the mobile telephone or a wired or wireless 
link. 

Following insertion of the removable secure element at 
S30, the mobile telephone controller requests identification 
and authentication data from the removable secure element 
and verifies the authenticity of the removable secure element 
and the compatibility of the removable secure element with 
its own internal protocols and set-up at S31. If authentication 
or compatibility is not achieved, the mobile telephone con-
troller will cease communicating with the removable secure 
element and will at S37 display a message to the user indi­
cating that the removable secure element is not compatible. 

Once the removable secure element is authenticated, at S32 
the mobile telephone controller activates menu options 
(which were not previously displayed or were inactive or 
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"greyed out") so that the user can view these menu options on 
the display in similar fashion to other mobile telephone menu 
options. 

22 
causes the selector or switch 510 to couple the appropriate 
secure element to the device controller 504 ( as shown in solid 
lines in FIG. 17) where the controller 504 communicates with 
the secure elements or to the NFC controller 502 ( as shown in 
dashed lines in FIG. 17) where the NFC controller 502 com­
municates with the secure elements and the NFC controller 
communicates with the device controller 504. 

The mobile telephone controller then waits at S33 for a user 
menu selection from the available menu options. As an 
example, if the user wishes to view the contents of the remov­
able secure element, for example if the user wishes to see the 
number of transactions such as tickets held on the removable 
secure element, the user may select an option to view the 
transaction contents data of the removable secure element. 
Following selection, the mobile telephone controller requests 
the appropriate data from the removable secure element and 
converts it into a form which can be displayed on the mobile 
telephone display at S34. The data displayed will depend on 

As another possibility or additionally, where a secure ele-

10 
ment has a large number of applications platforms, the user 
may be given a menu option to select a platform. 

the contents of the removable secure element, for example the 15 

display may simply list the number of transactions, for 
example tickets, available, it may provide details on the trans­
actions (for example ticket venue, date etc). 

In the alternative the user may control both the selection of 
the secure element and use of NFC communicator. For 
example where the user approaches an access gate, for 
example to a train station platform, the user may select NFC 
communication on the communicating device (for example a 
mobile phone). Selection may be made via a user interface 
(generally a menu on a display) of the device. This will 
activate the NFC communicator within the device. As a result Should the user wish to delete data, for example where a 

ticket has expired, the user may then select the particular item 20 of such selection the user interface will then show the trans-
action data available, for example one day return train ticket 
from Reading to London, bus ticket from London to Gatwick. 
The user then selects the transaction data required, thus 
selecting the relevant secure element and application plat­
form. Once selected the NFC controller or device controller 
causes a selector or switch (510 in FIG. 17) to couple the 
appropriate secure element. 

Near field communication between near field communica-

on the display screen and request deletion using the menu 
options. When at S35 the mobile telephone controller 
receives a user instruction to delete transaction data, then the 
mobile telephone controller at S36 supplies a delete instruc­
tion to the removable secure element at S36 and the remov- 25 

able secure element checks the authority to delete and if the 
user has this for this data either actually deletes the corre­
sponding data in its entirety or deletes its identifier and 
unlocks the relevant section of memory so that it is free to be 
overwritten. The data will then no longer be available on the 
removable secure element. 

tors is generally a synchronous process. However, once com-
30 munication with a secure element or elements and/or a device 

In the description with reference to FIG.16, it is the mobile 
telephone controller which communicates with the user via 
the user interface. Depending upon the device architecture it 
could be the NFC controller. 

In the above described examples, a device has a single 
secure element. FIG. 17 shows a functional block diagram of 
a device 1" embodying the invention that is capable of receiv-

controller is required, inevitably an asynchronous component 
is provided in the communications chain. Near field commu­
nication requires very precise timing for responses to requests 
and, if a response is not received within the defined response 

35 period, the communications may be terminated. FIG. 18 
shows a modification of the communications process shown 
in FIG. 14 to address this issue. The communications process 
shown in FIG. 18 may be used where there is one or more than 
one secure element. ing a number of secure elements (three 300a, 300n, 300p are 

shown as an example) each of which may have a different 40 

operating system and different applications platforms which, 
The communications process of FIG. 18 differs from that 

shown in FIG. 14 in that whenever the reader requests a 
response from the NFC communicator, the NFC communi­
cator times the delay in receiving a response from the secure 
element and if it is not received in time to respond to the 

as described above, may be pre-stored or supplied via a com­
munications facility of the device or the NFC communicator 
of the device. Each of the secure elements may communicate 
in accordance with different secure interface protocols, 
examples of which are S2P and SWC. The device 1" has, like 
the devices described above, an NFC communicator 500 with 
an NFC controller 502 and may have device functionality (for 
example mobile telephone functionality) 503 with a device 
controller 504, and a user interface 505. These features of the 
device 1" may have any of the configurations described 
above. The device 1" differs from those described above in 
that the NFC controller is configured to provide a selector 510 
that is capable of selecting the appropriate secure element for 
communication with an external near field RF communicator 
on the basis of, for example, user selection of a secure element 

45 reader within the required response period, the NFC commu­
nicator responds with an acknowledgement and please wait 
signal. The NFC communicator may repeat the acknowledge­
ment and please wait signal if it has still not received the data 
from the secure element and the reader may time out the 

50 communication if this has occurred a predetermined number 
of times, for example three. In other respects the communi­
cations process of FIG. 18 is the same as that of FIG. 14. 

Thus on receipt of the wake-up response, the near field RF 
communicator again modulates its transmitted RF field with 

55 data representing a device ID request command to request 
identification of the NFC communicator at S22. The NFC 

via a user interface (generally a menu on a display) of the 
device. Thus, for example, where the device has different 
secure elements for different transactions, when the NFC 
communicator is activated by a polling reader, the controller 60 

of the device may cause its display to display to the user a 
menu listing the available secure elements so that the user can 
select the appropriate one on the basis of information dis­
played at or in association with the reader with which the NFC 
communicator is communicating. Upon receipt of the user 65 

selection, the NFC controller (possibly upon instructions 
from the device controller, depending upon the architecture) 

communicator responds by requesting the data from the 
secure element. The NFC communicator times the delay in 
receiving a response from the secure element and if it is not 
received in time to respond to the reader within the required 
response period, the NFC communicator responds with an 
acknowledgement and please wait signal, otherwise the NFC 
communicator sends the data (S23a). If the reader receives a 
please wait signal it checks to see if this has been received a 
predetermined number of times, for example three, and if so 
terminates the communication at S24a. If the data is received 
in time then the reader verifies it at S24b as described above 
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with respect to S24 in FIG. 14 and requests supply of an 
applications platform identifier for each platform accessible 
to the NFC communicator. 

On receipt of the request, at S25a the NFC communicator 
requests the data from the secure element. The NFC commu­
nicator times the delay in receiving a response from the secure 
element and if it is not received in time to respond to the 
reader within the required response period, the NFC commu­
nicator responds with an acknowledgement and please wait 
signal, otherwise the NFC communicator sends the data. If 
the reader receives a please wait signal it checks to see if this 
has been received a predetermined number of times, for 
example three, and if so terminates the communication at 
S26a. If the data is received in time then the reader verifies it 
at S26b as described above with respect to S26 in FIG.14 and 
requests supply of the secure element. 

On receipt of the request, at S27 a the NFC communicator 
requests the data from the secure element. The NFC commu­
nicator times the delay in receiving a response from the secure 
element and if it is not received in time to respond to the 
reader within the required response period, the NFC commu­
nicator responds with an acknowledgement and please wait 
signal, otherwise the NFC communicator sends the data. If 
the reader receives a please wait signal it checks to see if this 
has been received a predetermined number of times, for 
example three, and if so terminates the communication at 
S28a. If the data is received in time then the reader verifies it 
at S28b as described above with respect to S28 in FIG.14 and 
the process proceeds as described above with respect to FIG. 
14. 

This modification gives the NFC communicator time to 
identify the compatible secure element without the reader 
terminating the near field communication. 

24 
ment may use any appropriate encryption algorithm to secure 
data, provided of course that this can be decrypted by the 
eventual legitimate reader. 

The NFC communicator (for example the NFC communi­
cator 15 in FIG. 3) may be implemented as an integrated 
circuit connected to any peripherals and an antenna. Within 
the integrated circuit there will be analogue and digital 
domains-the proportion of each of these domains will 
depend on the integrated circuit. Likewise some of the func-

10 tionality may be carried out in software within the controller 
of the NFC communicator. As another possibility, the NFC 
communicator may be incorporated or comprised within 
other suitable formats, for example the NFC communicator 
may be implemented on a PCB board. Where appropriate, the 

15 integrated circuit or other format may be a stand-alone device, 
for example the NFC device may be incorporated into a label, 
electronic token, transport ticket or access card. 

An NFC communicator may be set up to operate in either 
initiator or target mode as default. The change in mode of 

20 operation may be due to operation of a larger device, receipt 
ofan externally generated RF signal by the NFC communi­
cator or as a result of some instruction received from within 
the NFC communicator. For example the NFC communicator 
may operate as default in target mode to conserve power; it 

25 may automatically switch to initiator mode at certain time 
intervals or on receipt of a signal, for example from a host 
device. The switch may also occur as the result of the detec­
tion of an externally generated RF field, for example by an 
active tag system. As an alternative, the NFC communicator 

30 could operate as a default in reader-mode but transmit its RF 
signals at pre-defined intervals rather than continuously. The 
switch to target-mode may then occur on detection of an 
externally generated RF signal, for example from another 
near field RF communicator. As another possibility, once the secure element has been 

selected and coupled to the NFC communicator the NFC 35 

communicator may download all relevant data from the 
secure element in one go and following receipt of a request for 
data from the external near field RF communicator. In such an 
example the NFC communicator may only need to respond 
with an acknowledgment and please wait signal for the first 
data response. 

As described above, where a device embodying the inven-
tion has device functionality having a controller or processor 
in addition to the NFC communicator and secure element (for 
example mobile telephone functionality), the secure element 
may communicate directly with the NFC communicator or 

40 with a controller or processor of that device functionality or 
any combination of these, depending upon the circumstances. 
For example in one arrangement described above, where a 
request for data is received by the NFC communicator, the 
request will be provided to the controller ("host processor") 

As described above, where the device has mobile telephone 
communications facilities it is a mobile telephone or a PDA or 
laptop. It could however be any device that has mobile tele­
phone communications facilities. As described above, a 
device need not necessarily have communications facilities in 
addition to the NFC communicator. Where a device has com­
munications facilities in addition to the NFC communicator, 
then that device may have other communications facilities in 
place or in addition to mobile telephone communications 
facilities, for example any one or more of radio communica­
tions facilities such as Bluetooth or longer range radio com­
munications facilities, fixed or land line telephone communi­
cations facilities, or optical or infra red communications 
facilities. 

As described above a secure element may be: pre-pro­
grammed with at least one of an operating system, applica­
tions platform and transaction data; receive at least one of an 
operating system, applications platform and transaction data 

45 of the device functionality which will determine the response 
to be made and the data to be transferred and, where the 
relevant data is held on the secure element, the host processor 
will control the transfer of data from the secure element to the 
NFC communicator which will then transmit the transferred 

50 data to the external near field RF communicator. In another 
arrangement described above, where the NFC communicator 
has a direct link to the secure element, then relevant data may 
be transferred directly from the secure element to the NFC 
communicator and from there be transmitted to the external 

55 near field RF communicator. In another arrangement 
described above, there may be no direct link between any host 
processor and the secure element and in such circumstances 
the NFC communicator controller and/or the processor of the 
secure element will control transmission of data from the 

( or modifications or updates thereto) via a communications 60 

facility which may or may not be a near field communications 
facility or a mobile telecommunications facility; or any com­
bination of these. 

secure element. 
The NFC communicator controller may interface with the 

"host processor", for example a mobile telephone processor, 
and be controlled by such processor. 

As described above, generally data will be secured by, for 
example public/private key encryption or security algorithm, 65 

where the communication is external to the device and where 
the communication is with a secure element. A secure ele-

During any communication between the NFC communi­
cator and an external near field RF communicator various 
identifications and authentications will occur such as the 
MAC identification discussed above. The external near field 
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secure element may share processor power with the NFC 
communicator or alternatively the NFC communicator may 
be controlled by the secure element processor. The combined 
NFC communicator/secure element may be used as a stand­
alone device or alternatively may be inserted into another 
electrical device or host device, for example a mobile tele­
phone or PDA. 

RF communicator may ( or may not depending upon the secu­
rity level required) request authentication/verification of the 
NFC communicator prior to any transmission of data from the 
secure element and vice versa. Authentication and verifica­
tion of any component by another may be required, for 
example an external near field RF communicator may require 
authentication and verification of the device, the operating 
system, applications platform and transaction data prior to 
any communication of data and any of these may require 
authentication and verification of an external near field RF 
communicator prior to any communication of data. 

An embodiment provides a mobile telephone or PDA or 
laptop comprising a secure element and NFC communicator. 

In an embodiment, the controller of the secure element may 
control at least some of the functionality of the NFC commu-

10 nicator 15 or possibly even a host device, for example the 
secure element may control aspects of the host device that 
relate to display of its data. 

As described above, the data communicated is transaction 
data providing or associated with details of a transaction. A As another possibility a mobile telephone or PDA or laptop 

may be operable to interface with a secure element and NFC 
communicator. One or both of the secure element and/or NFC 
communicator may be removable from the mobile telephone 
or PDA or laptop. The secure element may be any secure 
element described above. The NFC communicator may be 
any NFC communicator. The NFC communicator or parts of 
the NFC communicator may or not be integral with compo­
nents of the mobile telephone or PDA or laptop. 

15 transaction may or may not be a financial transaction. A 
transaction may be a purchase of a product such as goods or 
services, a ticket or access pass such as a transport ticket, for 
example an airplane, train, underground, bus, tram, boat, etc. 
ticket, a ticket for an attraction such as a sporting or other 

In examples described above, an NFC communicator is 
incorporated within a larger device. In such a case, the NFC 
communicator may be a discrete entity within the host device 

20 entertainment event, a cinema or theatre ticket, a reservation 
or booking such as a hotel reservation, a hire car reservation, 
or a restaurant reservation, and so on. In an embodiment, 
transaction data stored by the secure element comprises trans­
port data, more particularly data representing a transport 

25 ticket, a journey or payment for a journey. In an embodiment 
transaction data stored by the secure element comprises 
access data, more particularly data entitling the user of the 
NFC communicator to have access to a building, location or 
area. 

or may be provided by features dispersed throughout or inte­
grated within the host device or a part of the host device. 
Where an NFC communicator is within a larger device or 
system, all of the functionality may be comprised within the 
central processing board of the larger device or system or 30 

alternatively split between different processing boards. In 
addition the functionality of an NFC communicator may be 
provided by software and/or firmware and/or hardware, as 
appropriate. 

The secure element operating system, applications plat­
forms and transactions data may be supplied by the same or 
different service providers. Applications platforms may be 
hierarchical so that for example there may be a general trans­
port applications platform and specific platforms for different 
types of transport or for different countries or transport net­
works. 

It is to be understood that any feature described in relation 
to any one embodiment may be used alone, or in combination 
with other features described, and may also be used in com-

It will be appreciated that the above gives mobile tele- 35 

phones and PD As and laptops as examples of host devices. A 
host device may be another type of electrical device such as 
another portable electrical device such as a portable audio 
and/or video player such as an MP3 player, an IPOD®, CD 
player, DVD player or other electrical device. 40 bination with one or more features ofany other of the embodi­

ments, or any combination of any other of the embodiments. 
Furthermore, equivalents and modifications not described 
above may also be employed without departing from the 

As used herein "secure element" means any element which 
is capable of being used to hold secure encrypted information 
and/or data. Not all of the data held by the secure element 
need be encrypted. The secure element may be a discrete 
device that may be removable from the device to enable the 45 

addition of extra applications or functionality. As another 
possibility, the secure element may be integrated with hard­
ware and/or software of the device, for example be integrated 
with hardware and/or software of, for example, a mobile 
phone, PDA, lap-top computer or other electrical device. 50 

An embodiment provides an electronic proof carried by a 
device as described above, where the proof is provided by the 
transaction data which represents or is associated with at least 
one of: a transport ticket or pass which may be a single, return, 
multiple journey or season ticket for example; an entertain- 55 

ment ticket such as a cinema, theatre or sports ticket; a receipt 
such as for purchase of goods or services; an access pass or 
key; a permit or coupon; a reservation or booking such as a 
hotel reservation, a hire car reservation, or a restaurant reser­
vation; a product such as goods or services; a financial prod- 60 

uct such as a credit card, pin number, debit card, money, 
loyalty card. 

An NFC communicator may be combined with a remov­
able secure element, for example an NFC-enabled SD card or 
flash memory card, so that the combination is insertable and/ 65 

or removable from a host device. The secure element may 
then provide a data store for the NFC communicator. The 

scope of the invention. 
The invention claimed is: 
1. A communications device, comprising: 
an NFC communicator having a first coupler configured to 

couple with a second coupler of a near field RF commu­
nicator in near field range to enable communication of 
data between the communicators by modulation of a 
magnetic field; 

a demodulator configured to extract modulation from a 
modulated signal coupled to the first coupler; 

a modulator configured to modulate an RF signal in accor­
dance with data to be communicated by the NFC com­
municator; 

at least one secure element, having a plurality of memory 
areas with differing levels of access, configured to pro­
vide secure data storage for transaction data relating to a 
transaction, wherein the differing levels of access relate 
to at least one of a read access and an edit access of the 
memory areas by a user; and 

a controller configured to control operation of the NFC 
communicator, to read transaction data from the at least 
one secure element, and to cause the modulator to modu­
late the RF signal in accordance with transaction data 
read from the at least one secure element so as to com-
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municate the read transaction data to a second near field 
RF communicator in near field range as proof of the 
transaction to enable an action related to the transaction 
to be carried out. 

28 
a secure element from amongst a plurality of secure elements; 
and an applications platform from amongst a plurality of 
applications platforms. 

15. The communications device according to claim 14, 
wherein the selector is a user-controllable selector. 2. The communications device according to claim 1, 

wherein the at least one secure element is at least one of: 
separate from the NFC communicator; insertable into the 
communications device; removable from the communica­
tions device; connectableto the communications device; cou­
plable to the communications device. 

3. The communications device according to claim 1, 
wherein the controller comprises a controller of the NFC 
communicator. 

16. The communications device according to claim 1, fur­
ther comprising a selector configured to select, under user 
control, a secure element from amongst a plurality of secure 
elements and the controller is configured to send a wait signal 

10 to the second near field RF communicator while the controller 
is awaiting data requested by the second near field RF com­
municator from a selected secure element. 

4. The communications device according to claim 1, fur­
ther comprising a communicator configured to communicate 
other than by near field RF communication. 

17. The communications device according to claim 1, 

15 wherein the controller is configured to send a wait signal to 
the second near field RF communicator while the controller is 

5. The communications device according to claim 1, 
wherein the at least one secure element is further configured 

awaiting data from the secure element data requested by the 
second near field RF communicator. 

to write data to one or more selected memory areas in depen­
dence upon the route of supply or identity of supplier. 

6. The communications device according to claim 1, 
wherein one or more of the memory areas are readable by the 
user but not amendable by the user and wherein one or more 

18. The communications device according to claim 1, 
20 wherein the at least one secure element comprises at least one 

of: a SIM card, a USIM card, a WIM card, a SWIM card, an 
SD card and a SMC card. 

of the memory areas are not readable by the user. 
7. The communications device according to claim 1 further 25 

comprising a mobile telecommunications communicator 
configured to communicate via a mobile telecommunications 
network. 

8. The communications device according to claim 1, 
wherein the NFC communicator is separate from the at least 30 

one secure element and the communications device further 
comprises a mobile telecommunications communicator con­
figured to communicate via a mobile telecommunications 
network, wherein the controller comprises a mobile telecom­
munications controller configured to control the mobile tele- 35 

communications communicator and to cooperate with the 
NFC communicator, the mobile telecommunications control-
ler being configured to read transaction data from the at least 
one secure element and to cause the NFC communicator to 
modulate an RF signal in accordance with transaction data 40 

read from the at least one secure element. 
9. The communications device according to claim 1, 

wherein the at least one secure element is at least one of: 
configured to have an operating system and at least one appli­
cations platform; at least partly pre-programmed; at least 45 

partly programmable by the controller. 
10. The communications device according to claim 1, 

wherein the controller is configured to cause transaction data 
to be stored by the at least one secure element. 

11. The communications device according to claim 1, 50 

wherein the controller is configured to obtain by communi­
cation with another device at least one of operating software; 

19. The communications device according to claim 1, 
wherein the transaction data comprises at least one of: pay­
ment data; product data; purchase data; ticket data; permit 
data; pass data; booking data and reservation data. 

20. The communications device according to claim 1, 
wherein the communications device consists of only the NFC 
communicator and the at least one secure element. 

21. The communications device according to claim 1, fur­
ther comprising a display, wherein the controller is config­
ured to enable a user to view at least some of the data stored 
on the at least one secure element. 

22. The communications device according to claim 21, 
wherein the controller is configured to enable deletion of data 
from the secure element by the user. 

23. The communications device according to claim 1, fur­
ther comprising: 

an electronic proof, wherein the electronic proof is pro­
vided by the transaction data which Represents or is 
associated with at least one of: 

a transport ticket or pass which may be a single, return, 
multiple journey or season ticket for example; an enter­
tainment ticket such as a cinema, theatre or sports ticket; 
a receipt such as for purchase of goods or services; an 
access pass or key; a permit or coupon; a reservation or 
booking such as a hotel reservation, a hire car reserva­
tion, or a restaurant reservation; a product such as goods 
or services; a financial product such as a credit card, pin 
number, debit card, money, or loyalty card. 

24. A method of supplying transaction data or product data 
to the at least one secure element of a communications device 
according to claim 1, the method comprising supplying at 
least one of secure software and secure data to the communi-

at least one applications platform for a particular type of 
transaction data; and transaction data for storage by the at 
least one secure element. 55 cations device for storage on the secure element. 

12. The communications device according to claim 1, 
wherein the controller is configured to communicate with 
another device by at least one of a mobile telecommunica­
tions network and near field communication to obtain at least 
one of: operating software; at least one applications platform 60 

for a particular type of transaction data; and transaction data 
for the at least one secure element. 

13. The communications device according to claim 9, con­
figured to download operating software or the at least one 
applications platform as an applet. 

14. The communications device according to claim 1, fur­
ther comprising a selector configured to select at least one of: 

65 

25. The method according to claim 24, wherein the sup­
plying comprises supplying at least one of: a Java applet, a 
midlet; other software program; and transaction data. 

26. The method according to claim 24, wherein the sup­
plying comprises supplying by at least one of mobile tele­
communication and near field RF communication. 

27. The communications device according to claim 1, 
wherein the plurality of memory areas comprise both non­
volatile memory and volatile memory. 

28. A communications device, comprising: 
an NFC communicator having a first coupler configured to 

couple with a second coupler of a near field RF commu-
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nicator in near field range to enable connnunication of 
data between the connnunicators by modulation of a 
magnetic field; 

a demodulator configured to extract modulation from a 
modulated signal coupled to the first coupler; 

a modulator configured to modulate an RF signal in accor­
dance with data to be connnunicated by the NFC com­
municator; 

at least one secure element, separate from the NFC com­
municator and having a plurality of memory areas with 10 

differing levels of access, configured to provide secure 
data storage, wherein the differing levels of access relate 
to at least one of a read access and an edit access of the 
memory areas by a user; and 

a controller configured to control operation of the NFC 15 

connnunicator, to read data from the at least one secure 
element and to cause the modulator to modulate an RF 
signal in accordance with data read from the at least one 
secure element so as to connnunicate the read data to a 
near field RF connnunicator in near field range. 20 

29. A connnunications device, comprising: 
NFC connnunication means having a first coupling means 

for coupling with a second coupling means of a near field 
RF connnunication means in near field range to enable 

30 
connnunication of data between the connnunication 
means by modulation of a magnetic field; 

demodulation means for extracting modulation from a 
modulated signal coupled to the first coupling means; 

modulation means for modulating an RF signal in accor­
dance with data to be communicated by the NFC com­
munication means; 

secure element means for providing secure data storage for 
transaction data representing or relating to a transaction, 
wherein the secure element means includes differing 
levels of access that relate to at least one of a read access 
and an edit access of the secure element means by a user; 
and 

control means for controlling operation of the NFC com­
munication means, for reading the transaction data from 
the secure element means and for causing the modula­
tion means to modulate the RF signal in accordance with 
the transaction data read from the secure element means 
so as to connnunicate the read transaction data to a 
second near field RF connnunication means in near field 
range as proof of the transaction to enable an action 
related to the transaction to be carried out. 

* * * * * 
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