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SELF-AUTHORIZING DEVICES

CROSS REFERENCES TO RELATED APPLICATIONS

[0001] This patent application claims priority from and is related to U.S. Provisional Patent
Application Serial No. 60/897,110 filed 01/25/2007, entitled: Method and Apparatus for Self-
swiping Smartcard Payments and this patent application claims priority from and is related to
U.S. Provisional Patent Application Serial No. 60/932,704 filed 06//01/2007, entitled:
Method and Apparatus for a Self-swiping Smartcard. Provisional Patent Applications Serial

Nos. 60/897,110 and 60/932,704 are incorporated by reference in their entirety herein.
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FIELD

[0002] This invention relates to the field of devices configured to authorize transactions
using secure element microchips. More particularly, this invention relates to tokens or
cellular network devices that contain secure element microchips and are configured to

authorize financial transactions over the internet.
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BACKGROUND

[0003] In some payment technologies such as smartcards, a microchip referred to as a
“Secure Element” (SE) is embedded into the payment card, the payment fob, or another other
device that may be used for making payments. In order to extract information from the SE,
an interrogator, also referred to herein as a “reader”, is required to interact electrically with
the SE. The reader typically follows standards set forth by the International Organization for
Standardization (ISO) or proprietary standards established by financial institutions or other
application providers. In addition to making payments such devices may be used for other
purposes such as controlling access to networks and databases and verifying identity. Such
devices typically employ sophisticated technologies for enhancing the security of these
transactions and preventing fraud. However, the use of the internet is becoming more
popular for such purposes. What are needed therefore are devices and methods that adapt the
enhanced security and fraud prevention techniques used in smartcard systems for use in

internet-based transactions.
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SUMMARY

[0004] The present disclosure provides, in one embodiment, a self-authorizing smart token
that includes a mounting structure having an integral communication connector configured to
connect to a computer terminal. This embodiment also includes a secure element that is
affixed to the mounting structure and the secure element has a data file. There is also a
secure element reader that is affixed to the mounting structure and configured to interrogate
the secure element by executing file system functions according to ISO 7816-4 and to
generate file information from the secure element data file. The self-authorizing smart token
also has a communications controller that is affixed to the mounting structure and that is
configured to receive the file information from the secure element reader and that is
configured to convert at least a portion of the file information into transaction information
and to transmit the transaction information to the computer terminal through the

communications connector.

[0005] Another embodiment provides a self-authorizing smart token that has a mounting
structure that includes an integral Universal Serial Bus (USB) connector configured to
connect to a computer terminal. There is also a secure element that is affixed to the
mounting structure and the secure element has a data file. This embodiment also includes a
communications controller that is affixed to the mounting structure and that is configured as
a Human Interface Device (HID) class USB-device and that is configured to extract
information from the secure element data file and that is configured to convert at least a
portion of the data file into transaction information and to transmit the transaction

information to the computer terminal through the USB connector.

[0006] In another embodiment, a self-authorizing smart token has a mounting structure that
has an integral communication connector that is configured to connect to a computer
terminal. There is a secure element that is affixed to the mounting structure, and the secure
element comprising a data file comprising financial authorization data. There is a
communications controller that is affixed to the mounting structure and configured to extract

at least a portion of the financial authorization data from the secure element data file and
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configured to encrypt the at least a portion of the financial data and to transmit the encrypted
financial authorization data as transaction information to the computer terminal using the

communication connector.

[0007] A further embodiment provides a self-authorizing cellular network adapter for a
cellular network device configured with a cellular network application interface. The self-
authorizing cellular network adapter includes a secure element that has a data file. There is a
secure element reader that is configured to interrogate the secure element by executing file
system functions according to ISO 7816-4 and to generate file information from the secure
element data file. Further, there is a communications controller that is configured to receive
the file information from the secure element reader and to convert at least a portion of the file
information into transaction authorization information and to transmit the transaction
authorization information to the cellular network device through the cellular network

application interface.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Various advantages are apparent by reference to the detailed description in
conjunction with the figures, wherein elements are not to scale so as to more clearly show the
details, wherein like reference numbers indicate like elements throughout the several views,

and wherein:
[0009] Fig. 1 is a drawing of one embodiment of a self-swiping card with a USB interface.

[0010] Fig. 2 is a drawing of a close up view of the USB interface connector on one

embodiment of a self-swiping card.
[0011] Fig. 3 is a drawing of the internals of one embodiment of a self-swiping card.
[0012] Fig. 4 illustrates a circuit board schematic according to one embodiment.

[0013] Fig. 5 illustrates a system where a self-swiping card is used to deliver track 1 and

track 2 data to a merchant remotely via the internet.

[0014] Figs. 5.1 and 5.2 illustrate interaction and data exchange between an interrogator chip

and an SE.
[0015] Fig. 5.3 illustrates a method of encrypting data.

[0016] Fig. 6 illustrates one embodiment of an online web form with an auto-populating field

for a self-swiping card.

[0017] Fig. 7 illustrates the decrypted track data that was encoded within the information that

came from the auto-populating field from Fig. 6.
[0018] Fig. 8 illustrates an embodiment of a self-swiping card with a USB interface.
[0019] Fig. 9 illustrates a further embodiment of a self-swiping card with a USB interface.

[0020] Fig. 10 illustrates an embodiment of the smart card module embedded in the card.
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[0021] Figs. 11A and 11B illustrates embodiments of a self-swiping card in a mini-SD and

an SD form factor.

[0022] Fig. 12 illustrates a system where track 1 and track 2 data with an encrypted PAN

(Personal Account Number) data are delivered via the world-wide web.

[0023] Fig. 13 illustrates a method of encrypting PAN digits that maintains the original bank

routing code.
[0024] Figs. 13.1 — 13.4 illustrate elements of an encryption algorithm.

[0025] Fig. 14 illustrates a system where a reader on card is queried as an alternative to

keyboard input.

[0026] Figs. 15 and 15.1 illustrate an embodiment of an online web form with an auto-

populating field.
[0027] Figs. 16 and 16.1 illustrate a mobile phone embodiment.

[0028] Fig. 16.2 illustrates and encryption technique.
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DETAILED DESCRIPTION

[0029] In the following detailed description of the preferred embodiments, reference is made
to the accompanying drawings, which form a part hereof, and within which are shown by
way of illustration the practice of specific embodiments of self-authorizing smart tokens and
embodiments of self-authorizing cellular network adapters. It is to be understood that other
embodiments may be utilized, and that structural changes may be made and processes may

vary in other embodiments.

[0030] For the purpose of simplifying language and providing a convenient example, the
device that houses a secure element (SE) microchip is typically referred to herein as a “card”
or “card device.” It is important to note that the “card” or “card device” may not physically
resemble the shape or size of a typical payment card and may come in various alternate form
factors such as fobs, cartridges, or dongles, or form factors that resemble removable digital
memory media such as secure digital (SD) chips. The term “token” is used to encompass all
of these form factors and the term “smart token” refers to a token that includes an SE. Each
token has a mounting structure such as substrate (for card devices) or a packaging case (for

fobs, cartridges, and dongles or SD chips).

[0031] In many embodiments described herein a card is configured to interact with a
computer terminal. As used herein a computer terminal refers to a personal computer or a
special-purpose terminal provided at a point of sale or public kiosk. For the purpose of
simplifying language and providing a convenient example the term “PC” (referring to a
personal computer) will be used as an example of a computer terminal. Typically the PC has
access to an internet. As used herein the term internet includes the world-wide web as well

as any other public or proprictary network that may be used for authorizing transactions.

[0032] In addition to applications involving computer terminals, embodiments are provided
for mobile phones and personal digital assistants (PDAs) that communicate over a cellular
network. Such mobile phones and PDAs are referred to herein as cellular network devices .
The term “cellular network adapter” is used herein to describe a system that includes in a

secure element (SE) microchip for use in a cellular network device Of particular interest are
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cellular network devices that are configured for authorization of financial transactions over a
network. Typically the cellular network device includes a web browser that is configured for
authorization of a financial transaction over the world-wide-web. However in some
embodiments the browser may connect to a different public network or to a proprietary
network. In some embodiments the cellular network device may connect to a dialup voice
network and the cellular network device may be configured for authorization of a financial
transaction over the voice network, such as by transmission of DTMF tones or by other

encoding.

[0033] As previously indicated, in order to extract information from an SE, an interrogator
or “reader” is used to interact electrically with the SE. Because readers are not typically part
of most PCs, it is very beneficial to place the reader functionality on the card device and
translate information from the SE into a data stream format such as a USB (Universal Serial
Bus) that PCs are generally capable of processing. Other convenient translated formats
include software application output, text messaging (e.g., short message service (SMS)), and
email messaging. It is particularly advantageous to configure the card devices for HID
(Human Interface Device) keyboard emulation for inputting a form field or fields on an
application running on the PC. It is also very beneficial to place the reader functionality in
the cellular network adapter and translate information into a data stream that may be sent

over the cellular network by the cellular network device.

[0034] As used herein the term “host device” is used to refer to either (a) the computer
terminal that receives the information from a card device or (b) the cellular network device

that receives the information from the cellular network adapter.

[0035] A significant advantage of extracting and delivering the data within a card device or
cellular network adapter is the ability to know beyond reasonable doubt that the data string
being delivered over the internet indeed came from a particular SE. This knowledge creates
a more secure transaction with lower risk to the merchant, card issuing bank, and card

associations.
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[0036] Heretofore the most secure methods for assuring the validity of an electronic
transaction has involved extracting information from a banking card by of swiping the
magnetic stripe through a magnetic stripe reader, or extracting the information from a
smartcard with a separate contact or contactless reader connected to a point of sale terminal
(POS). These methods are known as “card-present transactions.” Because of their enhanced
level of confidence in validity these methods allow a merchant to receive a discounted
transaction fee for that particular transaction. An example of a less secure transaction is
reading or entering account numbers, expiration dates, and card verification codes from a
card in a phone call or with on-line internet ordering. These transactions are known as “card

not present transactions” and incur a full transaction fee.

[0037] Preferred embodiments provided herein provide for incorporating a reader on a card
device or within a cellular network adapter to extract and deliver banking track data that were
generally not previously possible because of the inability to extract information from the SE
or from a magnetic stripe at a computer terminal without a reader or to extract information
from an SE in a cellular network adapter without a reader. Such embodiments add value in a
mobile commerce or e-commerce environment by enabling more secure transactions over a

voice network or an internet.

[0038] To prevent fraud, electronic transaction systems typically attempt to verify one or

more of the following characteristics of a requestor:
1) Something the requestor knows (a password, answer to a question, etc.)

2) Something the requestor has (a physical token, such may be confirmed by

embodiments herein)

3) Something the requestor is (such as a physical trait established by a fingerprint or

other biometric identifier)

[0039] “2-factor authentication” is defined as an authentication where the requestor (the
entity to be authenticated) successfully provides two of the above three different types of

verifications. If two of these verifications have been provided the authentication is
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considered “strong.” One important advantage of many embodiments described herein is the
ability to confirm that a card is present and authentic. This by itself provides a basis for 2-
factor authentication over a public or private network using currently ubiquitous access

hardware such as a computer terminal or a cellular network device.

[0040] Described herein are configurations of a “Reader On Card” (ROC) or “self-swiping”
card, or “self-authorizing” card. The terms “ROC,” “self-swiping” and “self-authorizing” are
synonymous and refer a configuration wherein the card device or cellular network adapter
contains both an SE and SE reader functionality. Configurations for a dynamic or encrypted
PAN (Personal Account Number) are also described. This refers to configurations where the
“Reader On Card” further encrypts the track data in order to securely transport the data
packet over a public network. Neither of these concepts is limited to one particular form
factor or embodiment. Some examples of devices that may employ these elements include a
USB device or a token or a mobile phone that is enabled with contactless (13.56 MHz radio

frequency) or NFC (Near Field Communication) RFID technology.

[0041] An SE typically contains a microprocessor, random access memory (RAM) that
stores a data file, read-only memory (ROM), flash memory (EEPROM), encryption
engine(s), and one or more methods of interfacing the SE. Executable applications such as
the MasterCard, PayPass, VISA, Contactless, and AMEX Express Pay may be compiled and
placed on an SE. Personalization information that is unique to the specific card holder is
generally also placed on an SE. The applications for an SE are typically specified by
application providers such as MasterCard, VISA, or AMEX among others. The applications
may be created using any number of software development tools and then compiled to run on

any number of SE architectures.

[0042] The applications running on the SE are typically provisioned with card holder specific
information prior to being delivered to the card holder. The provisioning entities such as
First Data Corp. must follow strict guidelines set forth by card associations such as VISA,
MasterCard, AMEX, and others that keep the provisioning process secure and ensure that
customer data is protected inside the SE and that only the card issuing banks or their agents

are able to verify the information that is extracted from the SE. It is important that this
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process is not disrupted and abided by while including the advantages of the present

invention.

[0043] In order to extract information from the application(s) on an SE, an interrogator, also
referred to as a “reader”, is required to interact electrically with an SE. The interrogator
software may be provided in many different forms such as a software module or a pre-
programmed microchip. The hardware that the interrogator runs on may also come in
different forms such as an ARM processor, or a small M8 processor. The hardware that
encompasses a SE and or an interrogator may be referred to as a chip or die. A die is the raw

silicon that is packaged during the chip manufacturing process.

[0044] The applications on an SE are accessed by a reader with specific query/response calls
defined by the application provider as mentioned above. These applications are generally
designed to protect the data on a SE via encryption engines in the SE. The protocols used by
a reader to pass data to and from a SE are typically defined in the ISO 7816 or ISO 14443
specifications. These protocols are referred to as query/response protocols. An interrogator

sends a query and a SE sends a response.

[0045] In many embodiments the physical interface between a reader and an SE conforms to
standards defined in the ISO 7816 and ISO 14443 specifications. The ISO 7816 specification
defines a “Contact” interface to a SE in which the SE is powered by DC voltage and ground
electrical connections from an interrogator. The data transfer during the interrogation is
managed by an interrogator providing a clock signal connection and data line connection to
an SE. The ISO 14433 specification defines a “Contactless” interface to an SE in which the
SE is powered by an inductive field produced by an interrogator during the interrogation.
The data transfer during the interrogation is managed over a 13.56 MHz carrier signal
provided by an interrogator. The physical interface that the interrogator uses to connect to
the SE may also be provided in different forms such as UART, or an NXP proprietary S2C
interface. It is also possible that the interrogator shares the same silicon chip as the SE and

the interface between them is provided by internal memory or physical traces in the silicon.
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[0046] The “Universal Serial Bus” USB interface is a standard interface to laptop computers
and personal computers or other form of computer terminal as a means of expanding the
capabilities of the computer terminal or transferring information between the computer
terminal and another device. More information about the USB interface may be obtained at

www.usb.org.

[0047] The “Human Interface Device” HID interface is a class of USB interface which is a
universal standard for a USB host to connect to USB client device. Within the HID class,
there are several defined types of devices, including a “keyboard” type. By the USB device
interfacing the USB host with the “keyboard” type of HID class interface, the standards
require that the USB host recognize the device as a standard device (e.g., a keyboard) and
accept input as such without requiring that the computer have any special drivers or operating
system updates installed. By configuring a card device as an HID keyboard the card device
emulates a keyboard attached to the computer terminal. The computer terminal will
recognize and accept the card device as a keyboard input device. This is a very useful feature
in many applications for enabling a more user friendly “self-swiping” functionality in the

card device.

[0048] Included in most embodiments is a ‘“communications controller.” The
communications controller provides the interface for data exchange between the reader and a
communications connector (in the case of a card device) or the interface for data exchange
between the interrogator and a cellular network application interface (in the case of a cellular
network adapter). The communications connector may be provided in different forms such
as USB, USB connection with HID class keyboard type or USB connection with mass
storage class, among many others. The interface may be established using other hardware
interface standards as well such as SDIO, mini-SD. In many card device embodiments the
communications connector is an integral part of the card device, meaning that the
communications connector is formed on an edge portion of the card. The cellular network
application interface may, for example, be provided as a baseband input/output port for a web

browser running on the cellular network device. The physical connection may be provided
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by a communication bus or by micro-circuitry in common processor and memory areas in the

baseband portion of the cellular network device.

[0049] In cither card device embodiments or in cellular network adapter embodiments, the
communications controller may be physically incorporated into the reader or may be
physically incorporated into the secure element or the communications controller may be a
physically separate electronic element. In some embodiments the capabilities defined herein
for the communications controller may physically be performed in the chip that is primarily
the SE and/or the interrogator, or the capabilities of the interrogator may physically be
performed in the chip that is primarily the SE and/or the communications controller., or the
capabilities of the SE may be physically performed in the chip that is primarily the
communications controller and/or the interrogator, or the capabilities of the interrogator and
the SE and the communications controller may all be performed in a single chip. In any case,
the capabilities of the communications controller, the SE and the interrogator are still
considered to be performed by the “communications controller,” the “SE” and the
“interrogator” respectfully. Furthermore, in some embodiments the PDA or phone processor
may be connected directly to the SE. In such embodiments the phone processor interrogates
the SE to achieve valid transaction data from the SE. The PDA or phone processor may
deliver this data to a form field or directly over the cellular network. In such embodiments
the communications controller and the interrogator of the SE are now a portion of the PDA or
phone processor itself instead of either of communications controller or the interrogator

being a separate hardware chip.

[0050] In some embodiments of a self-swiping “Reader On Card” (ROC) device the
interrogator and SE are integrated together on the same medium, device or circuit. It is
important to note that in contactless implementations the interrogator portion of the ROC
device may not be able to function from power harvested from the contactless inductive
antenna, and therefore may require power from an external source, such as the
communication connector to the computer terminal (in the case of a card device) or the

cellular network device battery (in the case of a cellular network adapter).
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[0051] The data that are automatically delivered to the host device may represent bank
account information in the form of “Track 1" and/or “Track 2” data. Track 1 and Track 2
data are commonly-used representations of bank account information that is specific to a card
holder. These data generally have a very specific industry standard format in order to be
properly processed through transaction processing systems. The Track 1 data format was
developed by International Air Transportation Association (IATA). The Track 2 data format
was developed by the American Banker Association (ABA). In some embodiments the
Track 1 data that are generated as file information from the SE data file and converted into
transaction information by the communication controller and transmitted to the host device
may comprise only a portion of the Track 1 data content specified in a standard published by
the IATA. In some embodiments the transaction information may be the entire Track 1 data
content specified in an IATA standard. In some embodiments the Track 2 data that are
generated as file information from the SE data file and converted into transaction information
by the communication controller and transmitted to the host device may comprise only a
portion of the Track 2 data content specified in a standard published by the ABA. In some
embodiments the transaction information may be the entire Track 2 data content specified in
an ABA standard. However, it is important to note that in some embodiments the transaction
data delivered to the host device may not be standard Track 1 or Track 2 data. It is possible
that this data may be in another standard or proprietary format. In any case, the transaction
data may or may not be an encrypted cipher text in whole or part upon delivery to the host

device.

[0052] Typically a card device transaction authorization process begins when a user is
instructed by a web browser-based application program on a computer terminal to insert a
self-authorizing smartcard into a USB port on a computer terminal. When the smartcard is
inserted, if the self-authorizing smart card is a USB HID keyboard class card device, the
smartcard typically self-initializes with the operating system of the PC and begins to
automatically input the relative card data into the appropriate field in the browser form.
Many embodiments automate the input of card information such as PAN, expiration date,
and security code. The USB HID keyboard class card device may use access keys or “hot

keys” to navigate the form that has the current focus for input in the computing device. The
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card device may also automatically remove any information that may have been
inadvertently typed prior to card device insertion. The card device may also automatically

“submit” the online form using access keys or “hot keys”.

[0053] An example where the HID keyboard device of the card automatically inputs a

sequence of key presses of the device using “hot keys” is as follows.

a. [alt] + ,” (This makes the cursor take focus on form element that has a designated

access key of “,” — the comma key)

b. [ctrl] + ‘@’ (This makes the cursor select all the text that is existing in the current

field of focus)
c. [Backspace] (This makes the cursor erase all the currently selected text)

d. [alt] + . (This makes the cursor take focus on the form eclement that has a
designed access key of °.” — the period key....this could be set to a “submit” button

for example)

[0054] A benefit of many embodiments is delivery of the information on the SE to the form
that has the current focus for input in the host device. A self-authorizing smart token or a
self-authorizing cellular network adapter the may deliver this information in a manner of
emulating keystrokes from a keyboard device to the host device. For security reasons the
application program that has the current focus on the host device (and is collecting this input)
may take precaution inside its programming logic to require that the keystrokes being input
into a particular form field are keystrokes and not simply a “paste” keystroke from an
electronic “clipboard.” Alternately, the application program may require that the keystrokes
being input into the form field are fast keystrokes resembling the pattern that only an
automated keystroke emulation input device could provide, and not a slower pattern of input
that would resemble a manual input of keystrokes. Knowing these requirements, the
communications controller element of the card device or the cellular network adapter may be
programmed to provide the transaction information to the host device in a prescribed cadence

for an application running on the host device.
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[0055] For security reasons the form that has the current focus on the host device and is
collecting this input may take precaution inside the programming logic that various pattern of
“hot key” presses([alt] + ‘some key’) may be used to identify the input device as a secure
input device. It is important to note the “hot key” keystrokes cannot be duplicated with the
traditional “copy”, “cut”, or “paste” to the clipboard that some operating environments
provide. However, such hot key keystrokes may be provided by various embodiments of

communication controllers in self-authorizing devices defined herein.

[0056] Many embodiments deliver Track 1 and/or Track 2 data to a merchant from the SE of
a payment card using the USB interface of a remote customer’s PC in a simple, customer
friendly manner. The consumer typically only has to insert the card device into a USB port
on his/her computing device and the keystroke data will automatically input into the form
that has the current focus on the computing device via keyboard emulation from the card

device.

[0057] Many embodiments deliver Track 1 and/or Track 2 data that contain a dynamic card
verification number from the SE of a payment card device, using the USB interface on a PC

of a remote customer.

[0058] Many embodiments deliver Track 1 and/or Track 2 data that contain an incrementing
transaction counter from the SE of a payment card device, using the USB interface on a PC

of a remote customer.

[0059] Many embodiments use a “unique number” that is stored in the SE and delivered
from the card device as further access control security that must be provided to in order to
protected content such as recorded music, recorded video, live media, photos, documents and
other similar media. An example of this is that the data file of sensitive or licensed content
may be encrypted with a key or a diversified key based on the key within the SE. This would
allow only the card holder of the SE to successfully “unlock” and view or listen to the

protected content.

[0060] Many embodiments use a transaction counter that is stored and updated in the SE to

uniquely identify a card holder as well as uniquely identify each given transaction or “swipe”
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from the card device. Remote transaction approval software may check that the Track 1 and
Track 2 data from an SE is what is expected for the current transaction, and may update the

transaction counter for the next transaction.

[0061] In many embodiments the card device is configured to resemble the physical form
factor of typical payment cards as closely as possible with the exception of adding a region of
the card that is meant to be inserted into the USB port of a computing device. This facilitates

carrying the card device in an ordinary wallet or purse.

[0062] In many embodiments the smart token is configured to resemble the physical form

factor of a “fob” that may be placed on a consumer key ring.

[0063] In many embodiments the card device is configured to limit the height of the USB

connector so that the device is thin enough to still be carried in an ordinary wallet or purse.

[0064] In many embodiments the self-authorizing smart token or the self-authorizing cellular
network adapter is designed to minimize part count and assembly costs so that it can be

manufactured at a very low price for high volume, low cost uses.

[0065] Referring now to Fig. 1, the face and back of the self-swiping card medium 10 are
shown. The dimensions of this embodiment are roughly 2 1/8 x 3 1/8 inches, with a
preferred maximum thickness of 0.09 in. The nominal thickness of the card is a maximum of
1/32 in. Looking at the left side of the figure, there is a diagonal protrusion 12 that contains
the connector 14 for a USB connection of a mating PC. The four contacts visible in the
figure are the power, ground, D+, and D- signals that are defined in the USB specification at
www.usb.org. The diagonal of the USB connector protrusion 12 is approximately 45 degrees
and allows the protrusion approximately 5/8 in. clearance for insertion into a USB connector
on a PC. The boundary of the card has been adjusted from its typical rectangular shape to
account for this connection area. The diagonal protrusion has a clearance gap 16 between
itself and the lower boundary of the card as seen in the figure. This gap 16 is for the purpose
of allowing clearance of the “thicker” USB connection protrusion into some forms of
“insertion” type magnetic stripe card readers. The face of the card also shows the PAN

(portrayed as 0000 0000 0000 0000), expiration date, and card holder name in similar
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location to a typical rectangular banking card. The back of the card includes a magnetic

stripe 18 that is disposed in a location similar to that of a typical rectangular banking card.

[0066] Referring to Fig. 2, the close view of the USB connection protrusion of the self-
swiping card medium as shown. Note the change in this thickness of the card from region
30, where the card is approximately 1/32 inch thick to zone 32 where the maximum thickness
of the protrusion is approximately 0.09 in. where the USB contracts 34 are located. The
protrusion of the male USB connection is approximately 15/32 in. wide in order to fit into the
standard USB female connection on a PC as defined at www.usb.org. Approximately 3/16
in. in back of the leading edge of the protrusion there is a notch 36 that changes the thickness
of the protrusion. This thickness change is for accommodating the “snap fit” of the USB
female connector on the PC as defined at www.usb.org. The clearance between the leading
edge of the protrusion and the bulk of the card medium is approximately 5/8 in. The style of
this particular type of USB connection is not a standard mail USB connection. It has been
altered to be much thinner than the typical male connection. As a result, it is susceptible to

“upside down” insertion into the female USB connection.

[0067] Referring to Fig. 3, the profile of a self-swiping card 50 with inside components
exposed is shown. An antenna 52 is a printed or wire wound antenna that creates an
inductive coil that provides power and transmits data to and from a secure element 54. The
number of turns in the antenna 52 is dependant on the properties of the SE as well as the size
of surface area the perimeter of the antenna covers. The antenna 52 is embedded inside the
card medium and may or may not be congruent with the card medium perimeter. In some
embodiments it may be desirable to shrink the area of the antenna 52 for manufacturing
reasons such as card embossing. The secure element 54 shown in Fig. 3 is a microchip die
that is wire bound to the module face plate through manufacturing methods. The secure
element microchip die is typically then coated with epoxy for protection. In the embodiment
of Fig. 3 the secure element 54 is a dual interface device that is accessible through the
contactless antenna interface or through the contact 7816 style interface. When not plugged
into the USB connection on a PC, the antenna serves as the sole power supply, data

transmitter, and data receiver for the SE 54. When plugged into the USB connection on a
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PC, the antenna 52 is not intended to be used as a power supply or to transmit or receive data.
Instead a combined interrogator / communications controller reads information from the SE
54 and transmits information to the PC through a USB connector on the protrusion of self-

swiping card 50.

[0068] The protocols that define the communication to the SE are defined in ISO 14443
(contactless) and ISO 7816 (contact). The commands to communicate to the applications
that are running on the SE are typically designed to interrogate the secure element and
execute file system functions according to ISO 7816-4 in order to generate file information
from SE data file. However, in some embodiments the commands to communicate to the
applications that are running on the SE are provide by the application providers. In any case,
the commands are generally the same regardless of the interface method (contact or

contactless).

[0069] The SE is generally a secure microchip that has built in encryption engines, RAM,
micro-processor, EEPROM, and communication interfaces. The interrogator and the
communication controller (USB interface) chip shown in Fig. 3 is a chip that contains a
microprocessor, RAM, EEPROM, and built in USB interface engine. The chip is
programmed to describe itself to the host PC as a HID class “keyboard” device upon
connection to the PC. The chip then communicates to the SE via ISO 7816 (contact)
interface protocols to acquire and build Track 1 and Track 2 data. After track data are
acquired from a successful “read” of the SE, the data is then delivered to the PC’s USB bus
through the communications connector protrusion shown in the Fig. 3. It is important to note
that it is possible for both the SE and the interrogator/USB interface chip die to be mounted
and wire bound together on the same module medium. It is also important to note that these
two chips could also be contained in one piece of silicon sharing the same RAM and/or

EEPROM memory space.

[0070] Fig. 4 illustrates a circuit board schematic 60 according to one embodiment. This
shows a more detailed layout of the components described in Fig. 3 as well as the supporting
components of typical embodiments. In this particular embodiment, the interrogator/USB

bridge chip/die is a chip made by cypress semiconductor with a part number of CY7C3. The
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SE used in this particular embodiment is a chip/die with a standard ISO 7816 contact type

interface in combination with a standard ISO 14443 contactless interface.

[0071] Fig. 5 illustrates a flow diagram that describes one method embodiment. After the
card device is plugged into the USB connector on the customer computing device, the card
device powers up and begins to interrogate the SE on the card device. The interaction and
data exchange between the interrogator chip and the on the SE could look something like the
diagram in Fig. 5.1. In preferred embodiments the interrogation process conforms to
application level protocols (APIs) established by ISO 7816-4. ISO 7816-4 defines two such

application-level protocols:

(a) File system API providing a set of functions to manipulate files (e.g. read, write,

select etc.)

(b) Security service API allowing the smart card and the reader to mutually
authenticate themselves and also to encrypt data to be exchanged between the card

and the reader.

In preferred embodiments the interrogation process conforms to protocol message structures
also defined in 7816-4 to support the APIs. This message structure consists of application
protocol data units (APDUs) which are exchanged between the reader application and the
smart card application by the link level protocol. There are two types of messages used to
support the ISO 7816-4 application protocols: the command Application Protocol Data Units
APDU (sent from the reader to the card) and the response APDU (sent from the card to the

reader).

[0072] After the interrogator has received the all the data from the interrogation of the
banking application on the SE, the interrogator can then build the data string that is to be sent
to the computing device as keystrokes. It is important to know that the SE can run multiple
applications from different application providers. It is possible, and is one embodiment of
this invention, for the interrogator to deliver the information that was acquired during

interrogation of the banking application on the SE to a second application that resides on the
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same SE so that the second application can process, build, and possibly encrypt the data that

will be delivered to the computing device as keystrokes.

[0073] An example of this embodiment that contains the interrogation of two applications on
the SE may look something like the diagram in Fig. 5.2. The dotted lines in the figure
represent the times during the entire interrogation of the SE that the interrogator selects
different applications to use. The interrogator or the interrogator application on the SE may

or may not encrypt the final Track 1 and/or Track 2 data.

[0074] Fig. 5.3 shows one embodiment of a method of encrypting this data. After the
interrogator has acquired or built the data to be sent to the computing device as keystrokes,
the USB interface enumeration begins. During the enumeration process, the card device,
which is the client device, exchanges information with the USB host device. The
information exchange is defined in the USB specifications and can be obtained at
www.usb.org. As part of the exchange, the card device will send “descriptors” that tell the
host device about the drivers that are required to run the client card device. The descriptors
that the card device sends to the host include a HID (Human Interface Device) descriptor.
The card device sends another descriptor that further defines the type of HID device to be a
“keyboard” type of device. The USB host will now recognize the card device as a keyboard
and expect that the card device will deliver “key codes” that represent keystrokes as input
data. After enumeration has occurred and the host USB device recognizes the card device as
a keyboard, the card device begins to deliver data to the current form that has the focus on

the computing device. The data that are delivered may consist of:

a. Identification of the entity to which the data must be passed to for further

processing.
b. Identification number of the particular card device that is delivering the data.

c. Identification number of the cryptographic key to be used for decrypting the

data that is delivered from the card device.
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[0075] The application, such as an internet browser, that is running on the computing device
that has collected this information is then responsible for passing the information to the entity
identified by the data above for processing. One embodiment of this invention involves
passing this information in an online setting by one internet server passing this information
string to another internet server. In this embodiment, the entity that controls the internet
server that receives this information can then process the information along with the identity
of the owner of the requesting internet server as they see fit. The entity that received the data
can then return resultant data back to the requesting party. Also, in this embodiment, the
information that is passed back to the requesting party is Track land/or Track 2 data that is

used to process typical card payment transactions by merchants.

[0076] Referring to Fig. 6 the internet browser form that receives the information from the
card device as shown. This form represents one example of how a card device may be used.
In this example an application running on a PC includes one specific field 100 on a form that
is designated as the field that the card device will automatically populate when the card
device 1s plugged into the PC that is displaying this form. In this example, the application
has been programmed so that the form field 100 can be addressed using an access key or
“hotkey” of *,” (the comma key). That is, when the card device issues this “hot key”
keystroke (by use of keyboard emulation), the cursor will automatically move its focus to the
field 100. The HTML (hypertext markup language) code that is used to create the self
populating field may have this syntax:

<input type="text" name="data" size="" access key="," />

The card device then populates the form field 100 with data. Then the auto-populating field
100 may be further checked by the application program for the authenticity of the keystrokes
by the internet browser using “Java-Script” code that may be embedded into the HTML code.
Also, the internet browser may check that each key was actually typed into the field by
keystrokes rather than the use of “copy”, “cut”, and “paste” commands that may be provided
some operating environments. The internet browser may also check that each keystroke was

typed very fast resembling an automated input rather than a slower manner that would
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resemble manual input. The internet browser may check other aspects of the input data for

its validity as it sees fit.

[0077] Referring to Fig. 7, an internet browser screen displays decrypted data 110 that may
be provided to a merchant transaction authorization system. The track information shown
here is acquired using a Reader On Card (ROC) system. After the card reader extracts
information from the SE and builds the track data containing the DVCC from the SE on the
card, the track data are then delivered to the appropriate field in the transaction requester’s
browser as encrypted data via a USB HID keyboard interface. The information that is auto-
populated on the requester’s screen is not the Track data that is depicted in Fig. 7 because the
ROC system encrypts the track data on the card device before the field on the requestor’s
browser is populated and the encrypted data are transmitted. The data on Fig. 7 is a
decryption of the data that appears on the requester’s screen. If the process is repeated by the
requester the DVCC data and the transaction counter will change, in accordance with
specifications for secure transaction encryption. In a typical application a merchant that is
processing the information would not expose the clear text track information portrayed on the
browser screen of Fig. 7. This figure is merely showing it as an example of the decrypted
data. It should also be noted that in many embodiments the SE on the requester’s card device
may be used to make contactless transactions at in-store POS terminals by holding the card

device up to a contactless reader.

[0078] Referring to Fig. 8, the face of one embodiment of a self-swiping card 120 is
depicted. The placement of the protrusion that exposes the USB connection, relative to the
card boundary 122, is important. The USB connector 124 may be manufactured in a similar
fashion to a typical ISO 7816 smart card module. The typical ISO 7816 module is then
seated into the card medium during an assembly process. The exact placement of the module
relative to the card boundary is defined in the ISO 7816 specification and many of the
assembly machines used to place this module inside the card medium is set to place the

module in a specific location as shown in the figure.

[0079] Referring to Fig. 9, one embodiment of an alternate form-factor self-swiping card 140

is shown. This embodiment includes a USB connector 142 but has a form factor that lends
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itself to placing the card device on a key ring through a hole 144. The purpose of this figure
is to illustrate some of the wide wvariations that can encompass various potential

embodiments.

[0080] Referring to Fig. 10, components of a smartcard module 150 are depicted. On the left
is the connector plate (module top) and on the right is the module bottom of the smartcard
module 150. Looking at the right side of the figure, the bottom of the module exposes how
the die from both the SE 160 and the interrogator 156 may be mounted. Also shown in the
right portion of this figure, are the mounting pads 158 that may be connected to the inductive
coil antenna for the contactless interface of the SE. The inductive coil antenna is typically
assembled into the card medium prior to placement of the smart card module. The mounting
pads are designed to make contact with the exposed ends of the inductive coil antenna.
Looking at the left side of the figure, the connector plate is carved or scored in such a way

that the connection pads 154 align themselves with the standard female USB connections of

DC voltage, ground, D+, and D- that are defined in the USB specification at www ush.org.

[0081] Two embodiments of a self-swiping card medium are shown in Figs. 11A and 11B.
Figure 11A depicts a standard “miniSD” 180 that is a common form factors for expansion
memory or 10 functionality. The miniSD 180 has a width 184 that is approximately 20mm
and a height 184 that is approximately 21.5 mm. Figure 11B depicts a standard secured
device (“SD”) 190. The standard SD has a width 192 that is approximately 24mm and a
height 194 that is approximately 32 mm. These form factors 180 and 182 are fairly
ubiquitous in mobile phones and personal digital assistants (PDAs) and therefore are
convenient for use in various embodiments of a cellular network adapter. The SE and other
electronics to interrogate the SE may be contained within these form factors. Additional
features may be added such as additional expansion memory for the mobile device or PDA to
access. Further detailed specifications for the SD 190 and the miniSD 180 form factor may

be obtained at www.sdcard.org.

[0082] Fig. 12 illustrates a flow diagram that describes one method and use embodiment.
After the card device is plugged into the USB connector on the customer computing device,

the card device powers up and begins to interrogate the SE on the card device. The
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interaction and data exchange between the interrogator chip and the on the SE could look
something like the diagram in Fig. 5.1. After the interrogator has received the all the data
from the interrogation of the banking application on the SE, the interrogator can then build
the data string that is to be sent to the computing device as keystrokes. It is important to
know that the SE can run multiple applications from different application providers. In some
embodiments the interrogator delivers the information that was acquired during interrogation
of the banking application on the SE to a second application that resides on the same SE so
that the second application can process, build, and possibly encrypt the data that will be

delivered to the computing device as keystrokes.

[0083] An example of an embodiment that contains the interrogation of two applications on
the SE typically looks something like the diagram in Fig. 5.2. The dotted lines in the figure
represent the times during the entire interrogation of the SE that the interrogator selects
different applications to use. The interrogator or the interrogator application on the SE may
or may not encrypt the final Track 1 and/or Track 2 data. Specifically, in the embodiment
reflected in Fig. 12 the PAN or Personal Account Number is encrypted within the final Track
1 and/or Track 2data, or possibly by itself only. The encryption is handled in such a way as
to not disturb the bank routing code within the PAN. This is typically the first 6 digits of the
PAN. The final digit of the PAN is also adjusted as to equal the proper check digit for the
new PAN. Once the new PAN is created from encrypting the original PAN, it is substituted
in the place of the original PAN. Using this method, the merchant is able to receive the PAN
and verify that it is a valid credit card number by checking the digits and calculating the
proper check digit. After the PAN is submitted to the merchant for processing via HID

(13

keyboard buffer which prints the PAN and possibly other data into a “web form,” the
information is submitted by the user for processing. The merchant would be able to
authorize the transaction as it would any other credit card transaction over the internet.
When the encrypted PAN is submitted to the processor for authorization, the processor is
able to send the encrypted PAN to a decryption device that will properly decrypt the PAN
and build the original PAN to check for authorization. The advantage of using a method like
this is that valid Personal Account Numbers are never transmitted from the user’s computer

over the internet.
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[0084] To add further protection to the encrypted PAN, there is a transaction counter that can
be factored into the encryption algorithm. This allows for a unique card number for each
transaction that is processed. The encryption algorithm, encryption key, and transaction
counter may be contained within the SE of the card. The encryption of the PAN may take
place with every transaction and to take place within the SE. This type of encryption of the
PAN may used with several embodiments of the present invention including mobile phones
containing a SE. In the case of the mobile phone, the interrogation of the secure element is
very similar to the interrogation depicted in Fig. 5.2. The mobile phone may not deliver the
final data to a “web form”, however, by auto populating a field, but instead it may receive the
encrypted PAN and other data within its own memory structure and then pass the data to the
merchant for processing either via internet or its own phone connection. In any case, this
method of PAN encryption helps to protect the original PAN data that is needed to authorize
a transaction. Because the PAN data is encrypted on the card itself, it may be considered safe

to transmit over a network in clear text to the decryption device.

[0085] Fig. 13 presents a representation of a Personal Account Number or PAN 200 that is
found on the face of a credit card and within the Track 1 and Track 2 data that is stored on
the magnetic stripe or SE of a credit card. The first set of digits 202, usually ranging from
the first 3 to the first 6 digits, is referred to as the Bank Code. This code is designated as a
routing number for the many card association networks that describes which bank or “issuer”
the PAN belongs to. The second set of digits 204 shown in Fig. 13 indicates the personal
account number of the card holder at the issuer. The last digit 206 of the PAN is usually
considered a “check byte” that is used to calculate if the complete PAN is indeed a valid
PAN number. The algorithm normally used for the “check byte” is called the Luhn
algorithm. The algorithm uses the digits in the PAN itself to make the proper calculation of
the check byte. For this reason, if any digit in the PAN is changed, it is likely that the check
byte will also need to be adjusted in order to make the new PAN considered valid. When
encrypting the PAN, it is important not to change the bank code. The bank code may remain
the original bank code in order for the encrypted PAN data to be routed to the appropriate
bank and then to the decryption device that will replace the encrypted PAN digits with the
original PAN digits.
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[0086] In Fig. 13.1, and Fig. 13.2, one embodiment of an encryption algorithm is shown.
This embodiment used DES in OFB mode as described in FIPS 81 as defined by NIST. A
known initialization vector is XOR with a transaction counter that is maintained by the
reader-on-card. Every transaction that is committed to, the counter increases. This will
effectively change the initialization vector for encrypting the PAN digits. In a separate
embodiment, it is also possible to incorporate a timestamp into the randomization processes
of the initialization vector. This may not be possible in embodiments that do not have access
to an accurate clock. After the initialization vector is XORed with the transaction counter, or
other information, DES encryption is performed on the 64 bit, value using the DES key that
is has been previously loaded into the interrogator application that is stored on the SE. This

produces a 64 bit output value.

[0087] Fig. 13.2 shows the 64 bit output value from Fig. 13.1. The original account number
from the PAN is also shown. The digits that will be changed within this account number are
typically the middle 5 digits ‘6784’. The leading three digits ‘0’ are generally reserved as
placeholders for passing the transaction counter to the decryption device. The final two
digits ‘80’ are generally used to mark a DES key ID for the decryption device. The DES key
ID may or may not be included is some embodiments. The purpose is to allow many
different DES keys to be used by many different interrogators. Further on this subject, it is
possible to create greater randomization of DES key by including a diversification process of
the DES key in the interrogator application. A diversification process takes a master key and
applies an algorithm to the key based on known data to produce a further randomized key to
be used in the actual transaction. The two-digit key ID may actually be used to diversify a

master DES key instead of identify a separate key.

[0088] The middle 4 digits to be encrypted may be represented in 14 bits. The 14 bits to be
encrypted of the original account number are also shown at the bottom of Fig. 13.2.
According to FIPS 81, using DES in OFB mode, the number of bits to encrypt can range

from one to sixty-four during each iteration of the algorithm.

[0089] In this particular embodiment one iteration is shown, resulting in fourteen bits of

encrypted cipher text. In order achieve the final cipher text; the first fourteen bits of the DES
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encrypted output text are XORed with the fourteen account bits that are to be encrypted. The
resultant output is the fourteen bit cipher text to be placed back into the PAN, creating an
encrypted PAN. Figure 13.3 shows the conversion of the fourteen bit output from Fig. 13.2
into a four digit decimal. The four digit number is then placed into the issuer account number

along with the transaction counter as shown in Fig. 13.3.

[0090] Fig. 13.4 shows the total encrypted PAN 250 with the bank code 252, the account
number 254 and the updated check digit 256 that reflects the new PAN digits. Now, it is
possible for this number to be processed in the exact same manner as a legitimate card PAN.
The decryption device must be used to replace the encrypted PAN with the original PAN, but
it is important to note that all the information for how to do so, including the transaction

counter and DES key ID are included in the encrypted PAN.

[0091] The number of digits used for the DES key ID, transaction counter, and encrypted
digits may vary depending on implementation of this method and the particular embodiment.
It is also possible to share a single digit to represent parts of two different data elements.
One example of this would be to divide a digit by 2 and discard the remainder to represent 0-
4 for one data element (transaction counter, DES key ID, or encrypted digits), and then to
divide the same digit by 2 and only use the remainder to represent 0-1 for separate data

element (transaction counter, DES key ID, or encrypted digits).

[0092] Referring to Fig. 15, the internet browser form that receives the information from the
card device as shown. This form is shown after the field 300 has been self-populated. The
content in the form that is shown is an example of an encrypted PAN which is digits in this
case and has a bank routing code of ‘541312°. The transaction counter is populated
backwards over the next 3 digits ‘101°. The third digit, in this example, is used to share with
the encrypted digits data element as described in the previous paragraph. So, the transaction
counter is actually showing ‘001” when reversed. Including the shared digit, the next 5 digits
represent the encrypted digits of the account number®14194°. The following two digits, ‘80°,
represent the DES key ID. And the final digit of* 1’ represents the check byte.

Page 29 of 42

30



Attorney Docket No 63766.US

[0093] Looking at Fig. 15.1, the same “web form” as shown in Fig. 15 is shown with a field
302 auto populated with a second transaction from the same card device. When comparing

the encrypted PAN’s from Fig. 15 and Fig. 15.1, the differences are seen here:
1* Transaction — Fig. 15: 5413 1210 1419 4801 (encrypted PAN)
2" Transaction — Fig. 15.1: 5413 1220 1176 280  (encrypted PAN)

When these transactions are received by the decryption device the original PAN may be
decrypted and created. In this particular example shown in these figures, the original or valid

PAN is:
Original PAN: 5413 1200 0763 2801 (valid PAN)

[0094] Fig. 14 illustrates a flow diagram that describes one method embodiment. This
particular embodiment is generally not appropriate for use with the HID keyboard emulation
class of a USB device. This embodiment shows a 2-way form of communication from the
base band device or host PC to the card device. The HID keyboard emulation class of a USB
device is typically a 1-way device upon which the HID keyboard USB device communicates
to the host PC via an “in” endpoint only. This allows data to move from the keyboard
emulation device to the PC only. In such a case the interrogation most likely starts at the

time the USB device is plugged into the computer and cannot be initialized by the PC.

[0095] The 2-way device as shown in Fig. 14, offers some added features to the system. In a
case like this, the interrogation of the SE may be controlled by the base band device or by the
host PC. Data such as an unpredictable number (UN), a timestamp, or some other type of
deterministic data may be used during the interrogation of the SE, or may be sent to the card
device to initiate an interrogation. An unpredictable number refers a number that may be
used in algorithms of certain financial transaction authorization systems, such as VISA® or
MASTERCARD®), in the encryption phase of a dynamic card verification code (DCVC). A
DCVC is a 3 digit encrypted number that changes for each transaction (the dynamic aspect of
the track data). The algorithm to create a DCVC typically uses a UN, a transaction counter,

and DES key to derive a DCVC for each transaction. In some embodiments the financial
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transaction authorization system instructs a reader to create an unpredictable number. In
some embodiments the communications controller may be configured to create a random UN
and send it to the secure element during a transaction. The UN may be constructed as a hash
of a timestamp, for example, and such a UN would ensure the authorization system that the
SE made and returned its encrypted DCVC and that it was constructed at a certain (recent)
time. This also adds another layer of security by establishing a basis for a precise expiration

time for a particular transaction.

[0096] After the interrogation is complete, the resultant data string may be sent back to the
base band device or host PC. There are many ways this system can be implemented. One
example of an implementation would be using a generic HID class that allows both an “in”
endpoint and an “out” endpoint to the USB card device. Both the “in” and “out” endpoints of
a USB device are described by documentation that may be obtained at the www.usb.org
website. The HID class driver is packaged and available on most host PC’s. In order to use
this HID class driver on a host PC, a client application must be resident and running on the
host PC that identifies the proper HID device when it is connected to the host PC. The client
application that is using the HID class driver may then issue command packets to the USB
card device using the HID class interface and receive response packets from the USB card
device using the HID class interface. Although using the HID class interface is not quite as
ubiquitous to the system as using the HID keyboard class interface, it is still more ubiquitous
then communicating to the USB device using a custom driver implantation. The HID class
interface is possible to implement in PC side applications without creating a hardware driver
5 that runs on the host PC. The HID class interface can be created and used as a plug-in to
internet web browsers and other PC applications. The HID class interface can also be built

into simple executable programs that are allowed to communicate directly to a USB card.

[0097] In a similar embodiment it is possible to create a dual-purpose USB device that has
both a HID class driver that allows an “out” endpoint to communicate to the USB card device
from the host PC, and also uses the HID keyboard class interface with an “in” endpoint to
send data back to the host PC via keyboard emulation. Another implementation of this

system could be entirely contained inside a mobile phone. A 2-way data channel is used to
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initiate an interrogation with a secure element as well as receive the resultant data string after
the interrogation is completed. It is important to note that there is a dashed line that
encompasses a rectangle on Fig. 14 that contains both the “initiator” and the “interrogator”
entitics. These two entities may be handled and running within the same base band processor
in the mobile phone. In this case they may exchange information within libraries or memory
space only. The mobile phone may receive the resultant data via a keyboard buffer that can
then auto-populate a form field, for example, in a mobile web browser. In any case, the 2-
way data channel can be used to give more control as well as possibly more security to the
system. By passing the unpredictable number, that is used in the dynamic Card Validation
Code (CVC) generation within the SE, timestamp, or some other type of deterministic
information, the baseband portion of the mobile phone or the host PC may validate and
timestamp any transaction that it requests by linking a timestamp to a particular

unpredictable number.

[0098] Also, the 2-way data channel represented in Fig. 14 allows for the entire transaction
to be triggered by the base band device or host PC. The act of sending data to the card

device can signal a start to the interrogation process.

[0099] Referring to Fig. 16, a diagram of a mobile phone with contactless or NFC
functionality is displayed. One purpose of a mobile phone or like device with NFC
technology is to enable the mobile phone itself to act as a payment card in order to make
payments at a contactless terminal that may be located at a retailer location. In this
embodiment the SE is embedded in a Secure IC within the phone. The SE on the phone may
contain multiple bank accounts and may be controlled by the user interface of the phone.
The diagram depicts the phone itself (baseband portion), the cellular network adapter 320
that includes a reader, the SE, and a processor in one of potentially multiple form factors
(here either within the SIM or a Secure IC), the NFC bridge chip that is used to convert an
electronic data signal to an RF data signal for an external reader, and the external reader that
may also be used to interact with the SE in order to retrieve banking information. The reader
in the cellular network adapter 320 may communicate to the using a number of different

methods. For example, the reader in the cellular network adapter may communicate directly
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to the SE using ISO 7816-3 and 7816-4 protocols. An external reader may also communicate
to the SE through an NFC bridge controller. The NFC controller controls the data paths to
the RF interface as well as the data path to the SE. It is important to note that the
interrogation of the SE can be initiated and carried out by either the reader in the cellular

network adapter 320 or an external reader as shown in the diagram in Fig. 16.

[00100] Fig. 16.1 shows the same hardware device depicted in Fig. 16 being used for a
different application. The application in Fig. 16.1 relates to using the same banking
information stored on the SE for making a mobile payment transaction over the wireless
network. A transaction like this is usually performed using a mobile phone connecting to a
remote merchant over a wireless network (such as a cellular network) that may also be using
the public internet and a mobile web browser on the phone itself. In order to deliver the
transaction data from the SE to the web browser by the interrogator, keyboard emulation or
software plug-in may be used to populate the web browser with the appropriate data. In the
case where the transaction is not performed using a mobile web browser, the transaction
information may pass to the merchant using other methods such as email, SMS, or other
proprietary or standardized communication methods. The cellular network adapter 430 (the
interrogator and the communications controller and the secure element), in this case, may be
contained as an element 420 inside the mobile phone and exist as a software module running
on the baseband of the phone. The interrogator essentially serves the same purpose as the
contactless reader shown in Fig. 16. Its job is to interrogate the SE inside the phone and
build a communication data package 400 that typically includes an encrypted pan and
optionally Track 1 and/or Track 2 data. In order to do this, a “Reader On Card” mechanism
may be used in order to further encrypt the PAN or full Track 1 and Track 2 data for

transportation over a public network using the antenna 410 of a mobile phone.

[00101] After the interrogator has completed an interrogation process that is typically
similar to the interrogation routine in Fig. 14 or Fig. 5.2, the data packet to be issued for
authorization is sent to the “online merchant” over a wireless network. This data packet may
contain full Track 1 and/or Track 2 information that has been encrypted or may contain only

an encrypted PAN with an expiration date. The encrypted PAN is encrypted using the same

Page 33 of 42

34



Attorney Docket No 63766.US

method as described in Fig. 13, Fig. 13.1, Fig. 13.2, Fig. 13.3, and Fig. 13.4. After the
encrypted data is passed to the “online merchant” the merchant may further submit the data
just as it would a traditional card transaction to the processing network for authorization.
The processing network then routes the data to the appropriate bank for authorization as
shown in Fig. 16.1. Prior to the authorization of the data packet a “Decryption Device”
interprets the data packet, decrypts the PAN or full track data, and replaces it with the
original and legitimate PAN or track data. The decryption device may also perform other
statistical checks on the PAN or track data such as verifying the transaction counter or

timestamp is not repeated.

[00102] Fig. 16.2 shows a similar encryption technique for encrypting the card PAN.
In this case, it is possible to add a timestamp factor into the encryption of the PAN. Because
a mobile phone is an electronic device that can keep accurate time, the interrogator would be
able to use a timestamp to further randomize the initialization vector that is used to encrypt
the PAN data. When this transaction data reaches the decryption device on the other side of
the network, the decryption device can then use a timestamp in a similar manner to decrypt
the PAN data. It may not be possible to use a timestamp in all embodiments if the

interrogator does not have access to an accurate clock.

[00103] As previously indicated, various embodiments may include embedding the SE
within a mobile phone or PDA. Such embodiments may use portions of the baseband
processor of the mobile phone or PDA as a communications controller and an interrogator.
The combination of the SE, the communications controller and the interrogator then provide
the principal components of a typical cellular network adapter. Software within the mobile
phone may run the interrogation routines while interacting with the SE. The software may
then perform communication controller functions by inserting the data extracted from the SE
into appropriate areas such as SMS or email message, or form field. The insertion into these
areas may include the keyboard emulation tactics previously described herein. The insertion
into these arcas may include automatic SMS or email message building and sending by
software running on the mobile phone. The automatically built SMS or email message

typically includes the extracted data from the interrogator.
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[00104] In summary, embodiments disclosed herein describe various systems and
methods for providing self-authorizing tokens and self-authorizing cellular network adapters.
The foregoing descriptions of embodiments have been presented for purposes of illustration
and exposition. They are not intended to be exhaustive or to limit the embodiments to the
precise forms disclosed. Obvious modifications or variations are possible in light of the
above teachings. The embodiments are chosen and described in an effort to provide the best
illustrations of principles and practical applications, and to thereby enable one of ordinary
skill in the art to utilize the various embodiments as described and with various modifications
as are suited to the particular use contemplated. All such modifications and variations are
within the scope of the appended claims when interpreted in accordance with the breadth to

which they are fairly, legally, and equitably entitled.
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CLAIMS
What is claimed is:

1. A self-authorizing smart token comprising:

a mounting structure having an integral communication connector configured to

connect to a computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a

data file,

a secure element reader affixed to the mounting structure and configured to
interrogate the secure element by executing file system functions according to ISO 7816-4

and to generate file information from the secure element data file; and

a communications controller affixed to the mounting structure and configured to
receive the file information from the secure element reader and to convert at least a portion of
the file information into transaction information and to transmit the transaction information

to the computer terminal through the communications connector.

2. The self-authorizing smart token of Claim 1 wherein the communications controller is
configured to provide the transaction information in a format that auto-populates a

form field defined by an application running on the computer terminal.

3. The self-authorizing smart token of Claim 1 wherein the communications controller is
configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

4. The self-authorizing smart token of Claim 1 wherein the communication connector is
a Universal Serial Bus (USB) connector and the communications controller is

configured as a Human Interface Device (HID) class USB-device.

5. The self-authorizing smart token of Claim 4 wherein the communications controller is
configured to provide the transaction information in a format that auto-populates a

form field defined by an application running on the computer terminal.
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The self-authorizing smart token of Claim 4 wherein the communications controller is
configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

The self-authorizing smart token of Claim 1 wherein the secure element data file
comprises financial authorization data and the communications controller is
configured to extract at least a portion of the financial authorization data and is
configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to

the computer terminal through the communications connector.

The self-authorizing smart token of Claim 7 wherein the communications controller is
configured to provide the transaction information in a format that auto-populates a

form field defined by an application running on the computer terminal.

The self-authorizing smart token of Claim 7 wherein the communications controller is
configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

The self-authorizing smart token of Claim 1 wherein:
the communication connector is a Universal Serial Bus (USB) connector and the
communications controller is configured as a Human Interface Device (HID) class
USB-device; and
the secure element data file comprises financial authorization data and the
controller is configured to extract at least a portion of the financial authorization
data and is configured to encrypt the at least a portion of the financial data and to
transmit the encrypted financial authorization data for transmission as transaction

information to the computer terminal using the USB connector.

The self-authorizing smart token of Claim 10 wherein:
the communications controller is configured to provide the transaction
information in a format that auto-populates a form field defined by an application

running on the computer terminal; and
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the communications controller is configured to provide the transaction
information in a prescribed cadence for the application running on the computer

terminal.

The self-authorizing smart token of Claim 1 wherein the transaction information

comprises an encrypted predictable number.

The self-authorizing smart token of Claim 1 wherein the transaction information

comprises a transaction counter.

The self-authorizing smart token of Claim 1 wherein the secure element reader is
configured to await a startup instruction originating from the computer terminal prior

to interrogating the secure element.
A self-authorizing smart token comprising:

a mounting structure having an integral Universal Serial Bus (USB) connector

configured to connect to a computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a

data file,

a communications controller affixed to the mounting structure and configured as a

Human Interface Device (HID) class USB-device and configured to extract information from

the secure element data file and to convert at least a portion of the data file into transaction

information and to transmit the transaction information to the computer terminal through the

USB connector.

16.

The self-authorizing smart token of Claim 15 wherein the communications controller
is configured to provide the transaction information in a format that auto-populates a

form field defined by an application running on the computer terminal.
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The self-authorizing smart token of Claim 15 wherein the communications controller
is configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

The self-authorizing smart token of Claim 15 wherein the secure element data file
comprises financial authorization data and the communications controller is
configured to extract at least a portion of the financial authorization data and is
configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to

the computer terminal through the USB connector.

The self-authorizing smart token of Claim 18 wherein the communications controller
is configured to provide the transaction information in a format that auto-populates a

form field defined by an application running on the computer terminal.

The self-authorizing smart token of Claim 18 wherein the communications controller
is configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

The self-authorizing smart token of Claim 15 wherein the transaction information

comprises a predictable number.

The self-authorizing smart token of Claim 15 wherein the transaction information

comprises a transaction counter.

The self-authorizing smart token of Claim 15 wherein the secure element reader is
configured to await a startup instruction originating from the computer terminal prior

to interrogating the secure element.
A self-authorizing smart token comprising:

a mounting structure having an integral communication connector configured to

connect to a computer terminal;
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a secure element affixed to the mounting structure, the secure element comprising a

data file comprising financial authorization data,

a communications controller affixed to the mounting structure and configured to
extract at least a portion of the financial authorization data from the secure element data file
and configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data as transaction information to the computer terminal

using the communication connector.

25. The self-authorizing smart token of Claim 24 wherein the communications controller
is configured to provide the transaction information in a format that auto-populates a

form field defined by an application running on the computer terminal.

26. The self-authorizing smart token of Claim 24 wherein the communications controller
is configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

27.  The self-authorizing smart token of Claim 24 wherein the transaction information

comprises a predictable number.

28.  The self-authorizing smart token of Claim 24 wherein the transaction counter

comprises a transaction counter.

29. The self-authorizing smart token of Claim 24 wherein the secure element reader is
configured to await a startup instruction originating from the computer terminal prior

to interrogating the secure element.

30. A self-authorizing cellular network adapter for a cellular network device configured

with a cellular network application interface, comprising;

a secure element comprising a data file,
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a secure element reader configured to interrogate the secure element by executing file
system functions according to ISO 7816-4 and to generate file information from the secure

clement data file; and

a communications controller configured to receive the file information from the
secure element reader and to convert at least a portion of the file information into transaction
authorization information and to transmit the transaction authorization information to the

cellular network device through the cellular network application interface.

31. The self-authorizing cellular network adapter of Claim 30 wherein the transaction

authorization information comprises an encrypted predictable number.

32. The self-authorizing cellular network adapter of Claim 30 wherein the transaction

authorization information comprises a transaction counter.

33. The self-authorizing cellular network adapter of Claim 30 wherein the secure element
reader is configured to await a startup instruction originating over the cellular

network prior to interrogating the secure element.
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ABSTRACT

Self-authorizing cards and cellular network adapters for authorization of financially
payments and other secure transactions. In some embodiments a smart card is provided with
a connector for a USB port on a computer terminal such as a personal computer (PC).
Embodiments are also provided for mobile phones, personal digital assistants (PDAs), and
similar devices. The self-authorizing devices typically include a secure element that has been
previously provisioned with information about a particular card holder account. A secure
element reader interrogates the smart element and derives information needed to authorize
the transaction. A communications controller transmits the information to a host device,

such as a PC, PDA, or a mobile phone.
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made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful
false statements may jeopardize the validity of the application or any patent issued thereon.

P .
Full name of sule or first inventor W fan)i]y name) C. Douglas YEAGER

Inventor's Signature A/ / / N . Date://1_3/ 2. 5
Citizenship \ }dy -

/4
Residence 426 Willowcrest Lane, Knoxville, TN 37934
Post Office Address 426 Willowcrest Lane, Knoxville, TN 37934
63766.US
i
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PTO/SBI06 (12-04)

01/24/08 Approved for use through 7/31/2006. OMB 0651-0032
/\_;/’ U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Raperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875
12/019,318
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
BASIC FEE
(37 CFR 1.16(a), (b). or () N/A N/A N/A 75 N/A
SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A 255 N/A
EXAMINATION FEE
(37 CFR 1.16(0), (p). or (Q)) N/A NIA N/A 105 N/A
TOTAL CLAIMS * - =
(37 CFR 1.16(i)) 33 minus 20 = 13 X 25= 325 OR X 50=
INDEPENDENT CLAIMS * _ =
(37 CFR 1.16(n)) 4 minus3 = 1 X 105= 105 X 210
If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee due is
FEE $250 ($125 for small entity) for each additional
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) N/A N/A
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 865 TOTAL
APPLICATION AS AMENDED - PART |l
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST )
ADDI- ADDI-
REMAINING NUMBER PRESENT
< AFTER PREVIOUSLY EXTRA RATE (3) IfEN’;L RATE (3) ’T:'é’ENA'-
E AMENDMENT PAID FOR ® ®)
w Total . . o _ _ OR _
Z | a7 crr 1.16()) Minus = X = X =
Z | Independent |, . - _ _ _
4 | @7 cFr 1160 Minus = X - or | X -
< | Application Size Fee (37 CFR 1.16(s}))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL R TOTAL
ADD'T FEE 0 ADD'T FEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
o AFTER PREVIOUSLY EXTRA RATE®) 1l;IEOEI\l(AsL RATE®) -;:)EN/;L
E AMENDMENT PAID FOR ) ®
w
Total N . . _ _ OR _
E (37 CFR 1.16(i)) Minus = X = X =
Z [independent
w - f e - = =
S | (37 CFR1.16(h) Minus X OR X
< Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) N/A OR N/A
TOTAL OR TOTAL
ADD'T FEE ADD'T FEE

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** |If the “Highest Number Previously Paid For” IN THIS SPACE is tess than 20, enter “20".

*** |f the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3".
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.Q. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS.
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SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.C. Box 1450

Alexandria, Virginia 22313-1430

WWW.uSpto gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/019,318 01/24/2008 C. Douglas Yeager 63766.US
CONFIRMATION NO. 9759
408 FORMALITIES LETTER

LUEDEKA, NEELY & GRAHAM, P.C.

P 6 B0 1871 R

KNOXVILLE, TN 37901
Date Mailed: 02/11/2008

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since it
does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS from the
date of this Notice within which to correct the informalities indicated below. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

* Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:

» The drawings must be reasonably free from erasures and must be free from alterations, overwriting,
interlineations, folds, and copy marks. See Figure(s) All.

* The drawings submitted to the Office are not electronically reproducible because portions of figures
6,7,11A,11B,15,15.1 are missing and/or blurry.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to

exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserl ocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

[rerry/

Office of Initial Patent Examination (571) 272-4000 or 1-800-PTO-9199
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.C. Box 1450

Alexandria, Virginia 22313-1430

WWW.uSpto gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
12/019,318 01/24/2008 2131 865 63766.US 33 4
CONFIRMATION NO. 9759
408 FILING RECEIPT

LUEDEKA, NEELY & GRAHAM, P.C.

NOXVILLE. TN 37901 R YA A 0

Date Mailed: 02/11/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
write to the Office of Initial Patent Examination's Filing Receipt Corrections. Please provide a copy of this
Filing Receipt with the changes noted thereon. If you received a "Notice to File Missing Parts" for this
application, please submit any corrections to this Filing Receipt with your reply to the Notice. When the
USPTO processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections

Applicant(s)
C. Douglas Yeager, Knoxville, TN;
Power of Attorney: The patent practitioners associated with Customer Number 000408

Domestic Priority data as claimed by applicant
This appln claims benefit of 60/897,110 01/25/2007
and claims benefit of 60/932,704 06/01/2007

Foreign Applications

If Required, Foreign Filing License Granted: 02/08/2008

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/019,318

Projected Publication Date: Request for Non-Publication Acknowledged
Non-Publication Request: Yes

Early Publication Request: No
** SMALL ENTITY **
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Title

SELF-AUTHORIZING DEVICES
Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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Attorney Docket No. 63766.US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/019,318
Filing Date: 01/24/2008

Confirmation No.: 9759

Title: SELF-AUTHORIZING DEVICES
Applicant(s): C. Douglas Yeager
Group Art Unit: 2131 Examiner:

DEPOSIT ACCOUNT AUTHORIZATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
The Commissioner is hereby authorized to charge any required fee(s), any deficiency, or
credit any overpayment to Deposit Account No. 12-2335.
Respectfully submitted,
LUEDEKA, NEELY & GRAHAM, P.C.
By:

= &
Robert O. Fox

Date: 3.9 -2=0y
P.O. Box 1871
Knoxville, Tennessee 37901
(865) 546-4305
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effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
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of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).
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Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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(54) Carte a puce USB

(67)  UneclefUSB simplifiée 3 estréalisée en utilisant
la technologie de fabrication d’une carte a puce 1. Les
avantages de la carte a puce et de la clef USB sont alors
réunis dans un seul produit. La carte & puce comporte
un corps de carte 2 incluant une partie détachable 3 qui
est munie d’une cavité 7 pour recevoir un module élec-

4 4 4
|/

tronique 5 qui dispose de zones de contact électrique
52. La cavité 7 est pratiquée dans une zone de bordure
de la partie détachable 3, ladite zone étant d’une largeur
conforme au standard USB. Les zones de contact 52
sont conforment au standard USB. La partie détachable
3, une fois détachée, devient une clef USB enfichable
dans un connecteur femelle USB de type A.

2
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7

Printed by Jouve, 75001 PARIS (FR)
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1 EP 1843 277 A1 2

Description

[0001] L’inventionse rapporte a une carte a puce ayant
une partie détachable qui se transforme en une clef USB
enfichable dans un connecteur USB de type A

[0002] Les clefs USB sont des objets portables con-
formes & la norme USB et destinés a étre enfichés dans
un connecteur USB femelle. Les clefs USB sont notam-
ment utilisées avec des ordinateurs disposant d’au moins
un port USB. D’un point de vu fonctionnel, les clefs USB
sont utilisées comme mémoire de masse amovible ou
comme élément de sécurisation permettant de cryp-
ter/décrypter des fichiers ou des messages échangés
sur un réseau ouvert. Une clef USB comporte générale-
ment un connecteur male conforme a la norme USB, un
circuit imprimé incluant des composants électroniques
et un ou plusieurs circuit intégré pemettant d'assurer la
fonction désirée de la clef, le tout étant enfermé dans un
boitier enfermant les circuits. Les clefs USB sont des
objets assez colteux en raison du nombre d’éléments a
assembler.

[0003] Parmiles objets portables conforme ala norme
USB, il existe des cartes a puce selon la norme 7816 qui
disposent d’une interface de communication de type
USB. Ce type de carte est aussi décrit dans EP-A-1 110
173. Principalement, ce type de carte est réalisé avec un
unique circuit intégré qui inclut un microprocesseur et
une mémoire. De telles cartes sont destinées a des usa-
ges polyvalents utilisant des lecteurs ISO 7816 et des
lecteurs USB. A titre d’exemple, dans le domaine de l'ac-
cés, une telle carte peut étre utilisée pour I'accés physi-
que a des batiments et 'accés a des réseaux de télé-
communication de maniere sécurisée. Un autre exemple
d’utilisation peut étre la carte bancaire utilisable pour le
paiement sur un terminal de paiement ou par paiement
sécurisé en ligne. Leur utilisation peut cependant étre
étendue & des fonctions autres sortant du registre de la
sécurité et prenant appui sur les capacités de mémoire
et de calcul du circuit intégré de la carte.

[0004] L'’utilisateur peut insérer sa carte dans un ter-
minal équipé d’un lecteur ISO 7816 ou dans un ordinateur
muni d’un port USB de maniére qu’une connexion élec-
trique soit établie entre ledit terminal et les plages de
contact de lacarte. En pratique, ces cartes sont au format
ISO ID1 (taille carte de crédit) et peuvent inclure une
partie séparable au format ISO IDO (taille mini carte pour
téléphone mobile) comme montré sur la figure 1. Les
plages de contact du module M de la carte sont configu-
rée selon la norme 7816-2. En outre ce type de carte
dispose d'une épaisseur de 800 p.m.

[0005] De par leur constitution, les rares cartes a puce
fonctionnant selon le protocole USB ne sont pas direc-
tement enfichable dans un port USB et nécessitent un
connecteur intermédiaire capable de recevoir une carte
au format ISO ID1 et/ou une mini carte 1ISO IDO. A titre
d’exemple, les demandes EP-A-1 181 663 et EP-A-1 556
821 montrent des exemples de connecteur intermédiai-
re.
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[0006] Les cartes a puces sont peu colteuses en rai-
son d'un nombre de composants peu élevé. Cependant
cet avantage de prix diminue dés lors qu’il est nécessaire
d’ajouter un connecteur intermédiaire.

[0007] Un autre avantage des cartes a puce provient
de leur facteur de forme plat qui est facilement imprima-
ble. Une clef USB ayant un boitier moulé est plus diffici-
lement personnalisable et le co(t d’'une personnalisation
d’un petit nombre de clef est nettement supérieur au colt
pour une carte a puce.

[0008] Le facteur de forme de la carte permet égale-
ment de les distribuer par simple courrier postal ou a
lintérieur d’'un magazine. Cela permet d’utiliser la carte
comme support publicitaire associé a un petit contenu
numeérique. Le facteur de forme d’une clef USB conven-
tionnelle ne permet pas d’avoir un tel mode de distribu-
tion. Cependant du fait du facteur de forme de la carte a
puce, il n’est pas possible a un utilisateur de brancher
celle-ci sur un ordinateur en 'absence d’un connecteur
intermédiaire.

[0009] Pour remédier aux problémes précités, il est
proposer de réaliser une clef USB simplifiée en utilisant
la technologie de fabrication d’'une carte a puce. Cela
revient également & réaliser une carte a puce adaptée
pour étre directement utilisée dans un connecteur male
USB de type A. Les avantages de la carte a puce et de
la clef USB sont alors réunis dans un seul produit.
[0010] L’invention est une carte a puce comportant un
corps de carte et un module électronique. Le corps de
carte inclut une partie détachable, une cavité étant réa-
lisée sur une face dudit corps dans ladite partie détacha-
ble. Le module électronique inclut un substrat isolant,
des zones de contact électrique placées sur une face
dudit substrat et au moins un circuit intégré placé sur
autre face dudit substrat. Le circuit intégré est électri-
guement relié aux zones de contact a travers le substrat.
La cavité est pratiquée dans une zone de bordure de la
partie détachable. Ladite zone est d’'une largeur pouvant
étre introduite dans un connecteur au standard USB. Les
zones de contact sontconformenta des zones de contact
du standard USB. La partie détachable, une fois déta-
chée, est une clef USB enfichable dans un connecteur
femelle USB de type A.

[0011] Préférentiellement, le module peut comporter
également des zones conductrices placées surlaméme
face du substrat isolant que le circuit intégré, chacune
desdites zones conductrices étant reliée a 'une des zo-
nes de contact par I'intermédiaire d’au moins un puitcon-
ducteur traversant le substrat isolant, ledit puit étant mé-
tallisé, et chacune desdites zones conductrices étant
électriguement reliée a un plot de contact du circuit inté-
gré. La partie détachable peut étre maintenue au corps
de carte par au moins deux attaches. Les attaches peu-
vent se trouver a des emplacements éloignés du module
de sorte qu’aucun emplacement ne rentre dans un con-
necteur USB lorsque I'on enfiche la clef USB. Les atta-
ches peuvent étre dimensionnées pour rompre afin de
séparer la partie détachable par une simple pression d’'un
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doigt.

[0012] L’invention sera mieux comprise, et d’autres
particularités et avantages apparaitront a la lecture de la
description qui va suivre, la description faisant référence
aux dessins annexés, parmi lesquels :

la figure 1 montre une carte a puce compatible USB,
selon I'état de la technique,

les figures 2A a 2C montrent un mode de réalisation
d’'une clef USB selon I'invention,

les figures 3A et 3B montrent un module selon I'in-
vention,

[0013] Le mode de réalisation de I'invention est décrit
a l'aide de la figure 2 qui représente une carte a puce 1
en vue de face sur la figure 2A, en coupe transversale
sur la figure 2B, et |a clef USB aprés séparation sur la
figure 2C.

[0014] La carte a puce 1 comporte un corps de carte
2 incluant une partie détachable 3 reliée audit corps 2
par l'intermédiaire d’attaches 4. Les attaches 4 sont par
exemple au nombre de quatre comme montré sur la fi-
gure 2A mais deux attaches pourraient suffire. Les atta-
ches 4 sont suffisamment fine pour étre sécable par sim-
ple pression du doigt afin de permettre une séparation
aisée de la partie détachable 3.

[0015] Le corps de carte 2 se présente sous la forme
d’un parallélépipéde rectangle dont les dimensions sont
de l'ordre de 85,6 mm de longueur, 54 mm de largeur,
et son épaisseur € est comprise entre 2,065 mm et 2,415
mm, préférentiellement on choisira une valeur intermé-
diaire de 2,25 mm. Le corps de carte 2 est en plastique,
thermoplastique ou thermodurcissable, par exemple
constitué d’acrylonitrile butadiéne styréne (ABS), de po-
lychlorure de vinyle (PVC), de polyéthyléne (PET) ou de
poly-carbonates (PC). La découpe de séparation, entre
le corps 2 et la partie détachable 3, et la formation des
attaches 4 sont obtenus par emboutissage de la carte,
découpage au laser, découpage au jet d’eau ou par mou-
lage selon des procédés couramment utilisés dans la
fabrication de cartes a puce. Les deuxfaces peuvent étre
imprimées avec un motif quelconque en utilisant tout pro-
cédé d’impression possible sur une carte, tel que par
exemple offset, laser ou autre.

[0016] Le corps de carte 2 comporte une cavité 7 pla-
cée a une extrémité de la partie séparable 3 pour recevoir
un module électronique 5. Dans 'exemple préféré le mo-
dule 5 est placé au méme endroit que pour une carte
conforme au standard ISO 7816 afin de pouvoir utiliser
la méme machine de placement. Le module est collé
dans la cavité par exemple avec de la colle cyanoacryla-
te.

[0017] La taille de la partie recevant le module ainsi
que le module sont dimensionnés pour étre a la taille du
connecteur USB. Il est possible d’avoir un module de
taille plus petite mais faire un fin rebord de plastique
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autour du module présente peu d’intérét et complique la
fabrication.

[0018] Une différence majeure avec une carte a puce
conventionnelle est I'épaisseur du corps de carte. Ce-
pendant, la différence d'épaisseur existant entre 800 pm
et 2,25 permet d’utiliser les mémes machine avec des
réglages modifiés. Dans une variante, afin d’éviter d’avoir
trop d’écart de réglage, et donc plus de rapidité d’adap-
tation dans une chaine de fabrication, il est possible de
réaliserle corps de carte 2 en deux demi-corpsidentiques
qui sont ensuite collés I'un contre I'autre. Le collage peut
étre réalisé a chaud ou a froid selon une technique con-
nue. La ligne pointillée 6 illustre cette variante de réali-
sation.

[0019] Le module électronique 5 est montré en vue de
dessus surlafigure 3A et en coupe selon A-A sur lafigure
3B. Le module 5 comporte un substrat isolant 50 sur une
face duquel est placé un circuit intégré 51. Sur une face
opposée du substrat 50, une couche métallique gravée
forme des zones de contact électrique 52 dont les dimen-
sions correspondent a celles d’une fiche male de type A
conforme au standard USB. La couche formant les con-
tacts électriques 52 peut étre plus épaisse que pour une
carte a puce conventionnelle afin d’avoir une épaisseur
correspondant a ce qui est requis par la norme USB.
Cette sur épaisseur devient possible car 'épaisseur du
corps de carte et méme d’'un demi-corps de carte est
plus importante que pour une carte au format ISO 7816.
[0020] Une deuxi€me couche métallique est placée
sur la méme face du substrat 50 que le circuit intégré 51
pour réaliser des zones conductrices 53 de liaison. Les
zones conductrices 53, délimitées par les pointillés,
s’étendent, par exemple, sur une grande partie de la sur-
face du substrat isolant afin de donner plus de rigidité au
module 5. En outre, chaque zone conductrice 53 passe
au-dessus d’une zone de contact 52 et dispose d’un bord
a proximité du circuit intégré 51 afin de relier électrique-
ment un plot de contact du circuit intégré 51 a chacune
des zones de contact. Unfil de liaison 54 estécrasé d’'une
part sur un plot de contact et d’autre part sur une zone
conductrice 53 pour assurer la liaison entre le plot et |a-
dite zone 53. Des trous métallisés ou puits conducteurs
55 traversent le substrat afin de réaliser la connexion
électrique de chaque zone de contact 52 a 'une des zo-
nes conductrices 53. Un ou plusieurs trous métallisés
peuvent étre réalisés pour relier une zone de contact 52
a une zone conductrice 53. Le circuit intégré 51 est en-
suite recouvert d’une goutte de résine et d’une pastille
de protection 57, cette technique de recouvrement étant
dévoilée dans la demande EP-A-0 644 507.

[0021] En variante, il est également possible de réali-
ser une connexion du circuit intégré 51 sur les zones
conductrices avec une technologie de type Flip-Chip,
également connue.
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Revendications
1. Carte a puce (1) comportant :

- un corps de carte (2) incluant une partie déta- 5
chable (3), une cavité (7) étant réalisée sur une
face dudit corps dans ladite partie détachable, et
-unmodule électronique (5) incluant un substrat
isolant (50), des zones de contact électrique (52)
placées sur une face dudit substrat et au moins 10
un circuitintégré (51) placé sur l'autre face dudit
substrat, le circuit intégré étant électriquement
relié aux zones de contact a travers le substrat,

caractérisé en ce que la cavité (7) est pratiquée 15
dans une zone de bordure de la partie détachable

(3), ladite zone étant d’une largeur pouvant étre in-
troduite dans un connecteur au standard USB, en

ce que les zones de contact (52) sont conforment a

des zones de contact du standard USB, et en ce 20
que la partie détachable (3), une fois détachée, est

une clef USB enfichable dans un connecteur femelle
USB de type A.

2. Carte apuce selon la revendication 1, dans laquelle 25
le module (5) comporte également des zones con-
ductrices (53) placées sur la méme face du substrat
isolant (50) que le circuit intégré (51), chacune des-
dites zones conductrices (53) étant reliée al’'une des
zones de contact (52) par 'intermédiaire d’au moins 30
un puit conducteur (55) traversant |le substrat isolant
(50), ledit puit (55) étant métallisé, et chacune des-
dites zones conductrices (53) étant électriquement
reliée a un plot de contact du circuit intégré (51).

35

3. Carte a puce selon la revendication 1 ou 2, dans
laquelle la partie détachable (3) est maintenue au
corps de carte (2) par au moins deux attaches (4).

4. Carte apuce selon la revendication 3, dans laquelle 40
les attaches (4) se trouvent a des emplacements
éloignés du module de sorte qu’aucun emplacement
ne rentre dans un connecteur USB lorsque I'on en-
fiche la clef USB.

45
5. Carte a puce selon la revendication 3 ou 4, dans
laquelle les attaches (4) sont dimensionnées pour
rompre afin de séparer la partie détachable (3) par
une simple pression d’un doigt.
50

6. Carte a puce selon 'une des revendications précé-
dentes, dans laquelle I'épaisseur du corps de carte
(2) est comprise entre 2,055 mm et 2,415 mm.

7. Carte a puce selon I'une des revendications précé- 55
dentes, dans laquelle le module (5) est positionné
surlecorpsde carte (2) a une position correspondant
a la norme ISO 7816.
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Application/Control Number: 12/019,318 Page 2
Art Unit: 2433

DETAILED ACTION
This is in response to Application 12/019,318 filed on 24 January 2008 in which

claims 1-33 are presented for examination.

Status of Claims
Claims 1-33 are pending, of which claim 1, 15, 24, and 30 are in independent

form.

Information Disclosure Statement
The information disclosure statement (IDS) submitted on 11 June 2008 is being
considered by the examiner.
Priority
Applicant’s claim for the benefit of priority to Provisional Application No.

60/897,110 filed 25 January 2007 is acknowledged.

Claim Rejections -35USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claim 28 recites the limitation "the transaction counter" in line 1. There is

insufficient antecedent basis for this limitation in the claim.
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Art Unit: 2433

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-33 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ryan
et al. (US Patent 7,213,766 B2) hereinafter Ryan, in view of Lu et al. (US PG-Pub.
2007/0208949 A1) hereinafter Lu, and further in view of Somers et al. (US PG-Pub.

2007/0262138 A1) hereinafter Somers.

1. As to claim 1, Ryan teaches a self-authorizing smart token (see Figs. 1C, 3A, 3B)
comprising:

a mounting structure having an integral communication connector configured to
connect to a computer terminal (see USB plug 322 in Fig. 3B);

a secure element affixed to the mounting structure, the secure element
comprising a data file (see Fig. 1C 146 and 148 for smartcard (i.e. secure element)
comprising a memory strong a data file; see also Fig. 3B; see col. 14, line 66 through
col. 15, line 8, and col. 20, lines 38-49; It is noted that a data in a data file could be
transferred to smart card fob via ISO 7816-x interface.),

a secure element reader affixed to the mounting structure and configured to
interrogate the secure element by executing file system functions according to

ISO 7816-4 and to generate file information from the secure element data file (e.g.,
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translation module; see Fig. 3A, 300 and Fig. 3B, 324, and col. 20, lines 38-58; It is
noted that a data in a data file could be transferred to smart card fob via ISO 7816-x
interface.); and

a communications controller affixed to the mounting structure and configured to
receive the file information from the secure element reader and to convert at least
a portion of the file information into transaction information and to transmit the
transaction information to the computer terminal through the communications
connector (see Fig. 1C, Translation module 144; see also col. 18, lines 12-22).

Even though Ryan teaches that the commands are converted from USB interface
format to ISO 7816-x interface format and vice versa, Ryan does not explicitly teach
how the converted transaction is transferred to the computer terminal.

However, Lu teaches a USB Human Interface Device (HID) class device being
used for USB interface module interconnecting the host and the smartcard chip for data
transmission between the information security device and the host (see Fig. 4, and

paragraphs 6-19).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan and Lu before him
or her, to modify the Ryan’s scheme for converting data in ISO 7816 interface format to
data in USB interface format when the data is moved from smartcard to an area in USB
memory by including the Lu’s scheme for adopting USB HID interface chip to transmit
the converted data to the host application or to transmit control commands through HID

instructions between the host and the portable device. The suggestion/motivation for
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doing so would have been to eliminate the need to install and update the driver specific

to the USB portion of the portable device, as briefly described in para. 20.

The combination of Ryan and Lu does not explicitly teach what the transaction
information is and how to convert at least a portion of the file information into transaction
information.

However, Somers teaches that what the transaction information is (see Fig. 2A,
Primary Account Number (PAN) in Track 1 fields, and Fig. 2, PAN in Track 2 fields) and
how to convert at least a portion of the file information into transaction information (see
also Fig. 3 for transmitting the sensitive portion of PAN as encrypted; see also,

paragraphs 22-25, 32, and 40).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan, Lu, and Somers
before him or her, to modify the scheme of Ryan and Lu for transmitting the converted
data to the host application through HID instructions between the host and the portable
device by including the scheme of Somers for extracting the PAN data from the Track 1
or Track 2 data of the smartcard and encrypting the individual account identification
number of the PAN but BIN untouched before transforming the data into USB HID
keycodes for populating application form fields. The suggestion/motivation for doing so
would have been to protect confidential data from being disclosed by encrypting the

sensitive data, as briefly discussed in para. 22.
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2. As to claim 15, Ryan teaches a self-authorizing smart token (see Figs. 1C, 3A,
3B) comprising:

a mounting structure having an integral Universal Serial Bus (USB) connector
configured to connect to a computer terminal (see USB plug 322 in Fig. 3B);

a secure element affixed to the mounting structure, the secure element
comprising a data file (see Fig. 1C 146 and 148 for smartcard (i.e. secure element)
comprising a memory strong a data file; see also Fig. 3B; see col. 14, line 66 through
col. 15, line 8, and col. 20, lines 38-49; It is noted that a data in a data file could be
transferred to smart card fob via ISO 7816-x interface.)

The following are not explicitly taught by Ryan:

a communications controller affixed to the mounting structure and configured as a
Human Interface Device (HID) class USB-device and configured to extract information
from the secure element data file and to transmit the transaction information to the
computer terminal through the USB connector.

However, Lu teaches a communications controller affixed to the mounting
structure and configured as a Human Interface Device (HID) class USB-device
and configured to extract information from the secure element data file and to
convert at least a portion of the data file into transaction information (see Fig. 4,

and paragraphs 6-19).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan and Lu before him

or her, to modify the Ryan’s scheme for converting data in ISO 7816 interface format to
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data in USB interface format when the data is moved from smartcard to an area in USB
memory by including the Lu’s scheme for adopting USB HID interface chip to transmit
the converted data to the host application or to transmit control commands through HID
instructions between the host and the portable device. The suggestion/motivation for
doing so would have been to eliminate the need to install and update the driver specific

to the USB portion of the portable device, as briefly described in para. 20.

The combination of Ryan and Lu does not explicitly teach what the transaction
information is and how to convert at least a portion of the file information into transaction
information.

However, Somers teaches that what the transaction information is (see Fig. 2A,
Primary Account Number (PAN) in Track 1 fields, and Fig. 2, PAN in Track 2 fields) and
how to convert at least a portion of the file information into transaction information (see
also Fig. 3 for transmitting the sensitive portion of PAN as encrypted; see also,

paragraphs 22-25, 32, and 40).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan, Lu, and Somers
before him or her, to modify the scheme of Ryan and Lu for transmitting the converted
data to the host application through HID instructions between the host and the portable
device by including the scheme of Somers for extracting the PAN data from the Track 1
or Track 2 data of the smartcard and encrypting the individual account identification
number of the PAN but BIN untouched before transforming the data into USB HID

keycodes for populating application form fields. The suggestion/motivation for doing so

132



Application/Control Number: 12/019,318 Page 8
Art Unit: 2433

would have been to protect confidential data from being disclosed by encrypting the

sensitive data, as briefly discussed in para. 22.

3. 24. A self-authorizing smart token comprising:

a mounting structure having an integral communication connector configured to connect
to a computer terminal,

a secure element affixed to the mounting structure, the secure element comprising a
data file comprising financial authorization data,

a communications controller affixed to the mounting structure and configured to extract
at least a portion of the financial authorization data from the secure element data file
and configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data as transaction information to the computer
terminal using the communication connector (claim 24 is rejected for the same reason
as in claim 15; It's well-known to a person in the art the communication connector could

be a device other than USB device.)

4. As to claim 30, Ryan teaches a self-authorizing cellular network adapter for a
cellular network device configured with a cellular network application interface (see col.
18, lines 1-17, col. 21, lines 23-32, col. 14, lines 21-54, and col. 26. lines 51-60; It is
noted that the token (e.g., SD type-token with ISO-7816, ISO 14443, and Blue tooth
compatible interface) can connect to the host (e.g., cellular phone) through USB

interface, or a wireless interface.), comprising;
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a secure element comprising a data file (see Fig. 1C 146 and 148 for smartcard (i.e.
secure element) comprising a memory strong a data file; see also Fig. 3B; see col. 14,
line 66 through col. 15, line 8, and col. 20, lines 38-49; It is noted that a data in a data
file could be transferred to smart card fob via ISO 7816-x interface.),
a secure element reader configured to interrogate the secure element by
executing file system functions according to ISO 7816-4 and to generate file
information from the secure element data file (e.g., translation module; see Fig. 3A,
300 and Fig. 3B, 324, and col. 20, lines 38-58; It is noted that a data in a data file could
be transferred to smart card fob via ISO 7816-x interface.).

The following are not explicitly taught by Ryan:
a communications controller configured to receive the file information from the secure
element reader and to convert at least a portion of the file information into transaction
authorization information and to transmit the transaction authorization information to the
cellular network device through the cellular network application interface.

However, Lu teaches a communications controller configured to receive the
file information from the secure element reader and to convert at least a portion
of the file information into transaction authorization information (e.g., conversion

from ISO 7816 to USB HID format; see Fig. 4, and paragraphs 6-19).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan and Lu before him
or her, to modify the Ryan’s scheme for converting data in ISO 7816 interface format to

data in USB interface format when the data is moved from smartcard to an area in USB
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memory by including the Lu’s scheme for adopting USB HID interface chip to transmit
the converted data to the host application or to transmit control commands through HID
instructions between the host and the portable device. The suggestion/motivation for
doing so would have been to eliminate the need to install and update the driver specific

to the USB portion of the portable device, as briefly described in para. 20.

The combination of Ryan and Lu does not explicitly teach what the transaction
information is and how to convert at least a portion of the file information into transaction
information.

However, Somers teaches that what the transaction information is (see Fig. 2A,
Primary Account Number (PAN) in Track 1 fields, and Fig. 2, PAN in Track 2 fields) and
how to convert at least a portion of the file information into transaction information and
how to transmit the transaction authorization information to the cellular network device
through the cellular network application interface (see also Fig. 3 for transmitting the
sensitive portion of PAN as encrypted; see also, paragraphs 22-25, 32, and 40; It is
noted that the Ryan’s connection module connects the SIM-type personal token to the
smart cellular phone through the interface module (e.g., a USB interace or a wireless
interface) between the cellular phone and SD card).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the

current invention was made, having the teachings of Ryan, Lu, and Somers before him
or her, to modify the scheme of Ryan and Lu for transmitting the converted data to the
host application through HID instructions between the host and the portable device

(e.g., SD token) by including the scheme of Somers for extracting the PAN data from
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the Track 1 or Track 2 data of the smartcard and encrypting the individual account
identification number of the PAN but BIN untouched before transforming the data into
USB HID keycodes for populating application form fields. The suggestion/motivation for
doing so would have been to protect confidential data from being disclosed by

encrypting the sensitive data, as briefly discussed in para. 22.

5. As to claims 2, 16, 25, in view of Claims 1, 15, and 24, respectively, Lu and
Somers teach wherein the communications controller is configured to provide the
transaction information in a format that auto-populates a form field defined by an
application running on the computer terminal (see Lu, Fig. 4, and paragraphs 6-19;
see Somers 32 and 61; It is noted that the data from PAN and transaction counter could
be translated into HID a series of keycodes, according to Lu’s HID instructions, to be
automatically populated on the data fields on a form of an application in the host.; It is
well-known to a person in the art how to translate data into a USB HID keycodes (see

Hulbert et al. (US PG-Pub. 2009/0187,687 A1), Fig. 3, paragraphs 41, 131-147).)

6. As to claims 3, 17, 26, in view of Claims 1, 15, and 24, respectively, Lu and
Somers teach wherein the communications controller is configured to provide the
transaction information in a prescribed cadence for an application running on the

computer terminal (see discussion in the rejected claim 2).

136



Application/Control Number: 12/019,318 Page 12
Art Unit: 2433

7. As to claim 4, in view of Claim 1, Ryan and Lu teaches wherein the
communication connector is a Universal Serial Bus (USB) connector and the
communications controller is configured as a Human Interface Device (HID) class

USB-device (see discussion in the rejected claim 1).

8. As to claim 5, in view of Claim 4, Lu and Somers teaches wherein the
communications controller is configured to provide the transaction information in
a format that auto-populates a form field defined by an application running on the

computer terminal (see discussion in the rejected claim 2.)

9. As to claim 6, in view of Claim 4, Lu and Somers teach wherein the
communications controller is configured to provide the transaction information in
a prescribed cadence for an application running on the computer terminal (see

discussion in the rejected claim 2; e.g., using HID keycodes).

10. Astoclaims 7, 18, in view of Claims 1, 15, respectively, Somers teach wherein
the secure element data file comprises financial authorization data (e.g., PAN and
transaction counter) and the communications controller is configured to extract at
least a portion of the financial authorization data (e.g., BIN and a cardholder
account number; see para. 40) and is configured to encrypt the at least a portion of

the financial data (see Fig. 3, step 122) and to transmit the encrypted financial
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authorization data for transmission as transaction information to the computer

terminal through the communications (USB) connector (see para. 40 and 46).

11.  Asto claims 8, 19, in view of Claims 7, 18, respectively, Lu and Somers teach
wherein the communications controller is configured to provide the transaction
information in a format that auto-populates a form field defined by an application

running on the computer terminal (see discussion in the rejected claim 2).

12. Asto claims 9, 20, in view of Claims 7, 18, respectively, Lu and Somers teach
wherein the communications controller is configured to provide the transaction
information in a prescribed cadence for an application running on the computer

terminal (see discussion in the rejected claim 2).

13.  Asto claim 10, in view of Claim 1, Ryan, Lu teaches wherein:

the communication connector is a Universal Serial Bus (USB) connector (see
Ryan, Fig. 1¢) and the communications controller is configured as a Human
Interface Device (HID) class USB-device (see Lu, Fig. 4, and paragraphs 6-19); and
the secure element data file comprises financial authorization data and the
controller is configured to extract at least a portion of the financial authorization
data and is configured to encrypt the at least a portion of the financial data and to

transmit the encrypted financial authorization data for transmission as
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transaction information to the computer terminal using the USB connector (see

para. 40; see Fig. 3, step 122; see para. 40 and 46).

14.  Asto claims 11, in view of Claims 10, respectively, Lu and Somers teach
wherein:

the communications controller is configured to provide the transaction
information in a format that auto-populates a form field defined by an application
running on the computer terminal; and

the communications controller is configured to provide the transaction
information in a prescribed cadence for the application running on the computer

terminal (see discussion in the rejected claim 2).

15. Astoclaims 12, 21, 27, 31, in view of Claims 1, 15, 24, 30, respectively, Somers
teaches wherein the transaction (authorization) information comprises an
(encrypted) predictable number (see e.g., PAN comprising an Issuer identification

Number; see claim 1).

16. Asto claims 13, 22, 28, 32, in view of Claims 1, 15, 24, and 30, respectively,

Somers teaches wherein the transaction (authorization) information comprises a

transaction counter (see claims 15-17).
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17.  Asto claims 14, 23, 29, 33, in view of Claims 1, 15, 24, and 30, respectively, Lu
teaches wherein the secure element reader is configured to await a startup
instruction originating from the computer terminal prior to interrogating the

secure element (see paragraphs 10 — 15).

Conclusion

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Hauck (US PG-Pub. 2006/0143326 A1); Hulbert et al. (US PG-
Pub. 2009/0187687 A1); Drabczuk et al. (US Patent 7,011,247 B2) for Method of
Communication Between a Smart Card and a Host Station; Hammad et al. (US PG-
Pub. 2008/0128513 A1); Brandli et al. (US PG-Pub 2009/0039156 A1) for Method for
Authorized Granting of a Service and Device for Carrying out said method; Margalit et
al. (US Patent 6,763,399 B2).

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to HEE SONG whose telephone number is (571)270-3260.
The examiner can normally be reached on Mon - Fri, 7:30 AM - 5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Vivek Srivastava can be reached on (571)272-7304. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

HEE SONG
Examiner, Art Unit 2433
12/28/2010

/IVIVEK SRIVASTAVA/

Supervisory Patent Examiner, Art Unit 2445
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Attorney Docket No. 63766.US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/019,318

Applicants: YEAGER, C. Douglas
Filing Date: 01/24/2008

Confirmation No.: 9759

Title: SELF-AUTHORIZING DEVICES
Examiner: SONG, Hee K.

Group Art Unit: 2433

AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
In response to the Office Action dated 01/05/2011, please amend the above-referenced

application as follows and re-examine the application in view of this amendment and the

accompanying Remarks.

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this

submittal.

Remarks begin on page 8 of this submittal.

154



In the Claims:

This listing of claims replaces all prior versions and prior listings of claims in the application:

Listing of Claims:

1. (Currently Amended) A self-autherizingsmart-token comprising:

a mounting structure having an-integral-a communication connector configured to

connect to a computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data
file,

a secure element reader affixed to the mounting structure and configured to interrogate
the secure element by executing file system functions comprising a command to select a payment
card application according to ISO 7816-4 and to generate file information from the secure

element data file; and

a communications controller affixed to the mounting structure and configured to receive
the file information from the secure element reader and to convert at least a portion of the file
information into transaction information and to transmit the transaction information to the

computer terminal through the communications connector.

2. (Currently Amended) The self-autherizing-smart-token of Claim | wherein the
communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the

computer terminal.

3. (Currently Amended) The self-autherizing-smart-token of Claim |1 wherein the
communications controller is configured to provide the transaction information in a

prescribed cadence for an application running on the computer terminal.

4, (Currently Amended) The self-autherizing-smart-token of Claim | wherein the

communication connector is a Universal Serial Bus (USB) connector and the
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10.

communications controller is configured as a Human Interface Device (HID) class USB-

device.

(Currently Amended) The seH-autherizing-smart-token of Claim 4 wherein the
communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the

computer terminal.

(Currently Amended) The self-autherizing-smart-token of Claim 4 wherein the
communications controller is configured to provide the transaction information in a

prescribed cadence for an application running on the computer terminal.

(Currently Amended) The seH-autherizing-smart-token of Claim 1 wherein the secure
element data file comprises financial authorization data and the communications
controller is configured to extract at least a portion of the financial authorization data and
is configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to the

computer terminal through the communications connector.

(Currently Amended) The sel-autherizing-smart-token of Claim 7 wherein the
communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the

computer terminal.

(Currently Amended) The self-autherizing-smart-token of Claim 7 wherein the
communications controller is configured to provide the transaction information in a

prescribed cadence for an application running on the computer terminal.

(Currently Amended) The self-authorizing-smart-token of Claim 1 wherein:
the communication connector is a Universal Serial Bus (USB) connector and the

communications controller is configured as a Human Interface Device (HID) class
USB-device; and
the secure element data file comprises financial authorization data and the controller

is configured to extract at least a portion of the financial authorization data and is
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configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to

the computer terminal using the USB connector.

11.  (Currently Amended) The self-autherizing-smart-token of Claim 10 wherein:
the communications controller is configured to provide the transaction information in
a format that auto-populates a form field defined by an application running on the
computer terminal; and
the communications controller is configured to provide the transaction information in

a prescribed cadence for the application running on the computer terminal.

12.  (Currently Amended) The self-autherizing-smart-token of Claim 1 wherein the

transaction information comprises an encrypted unpredictable number_constructed as a

hash of a timestamp.

13. (Currently Amended) The selfautherizing-smart-token of Claim 1 wherein the

transaction information comprises an encryption constructed from a timestamp and a

transaction counter.,

14.  (Currently Amended) The self-eutherizing-smart-token of Claim 1 wherein the secure
element reader is configured to await a startup instruction comprising an unpredictable

number originating from the computer terminal prior to interrogating the secure element.

15.  (Currently Amended) A seH-autherizing-smart-token comprising:

a mounting structure having en-integral-a Universal Serial Bus (USB) connector

configured to connect to a computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data
file,

a communications controller affixed to the mounting structure and configured as a
Human Interface Device (HID) class USB-device and configured to extract information from the
secure element data file and to convert at least a portion of the data file into transaction

information and to transmit the transaction information to the computer terminal through the
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USB connector_as keyboard emulation.

16.

17.

18.

19.

20.

21.

22,

(Currently Amended) The self~authorizing-smart-token of Claim 15 wherein the
communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the

computer terminal.

(Currently Amended) The self-authorizing-smart-token of Claim 15 wherein the
communications controller is configured to provide the transaction information in a

prescribed cadence for an application running on the computer terminal.

(Currently Amended) The self-autherizing-smart-token of Claim 15 wherein the secure
element data file comprises financial authorization data and the communications
controller is configured to extract at least a portion of the financial authorization data and
is configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to the

computer terminal through the USB connector.

(Currently Amended) The sel-autherizing-smart-token of Claim 18 wherein the
communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the

computer terminal.

(Currently Amended) The self-authorizing-smart-token of Claim 18 wherein the
communications controller is configured to provide the transaction information in a

prescribed cadence for an application running on the computer terminal.

(Currently Amended) The self-authorizing-smart-token of Claim 15 wherein the

transaction information comprises an encrypted unpredictable number constructed as a

hash of a timestamp.

(Currently Amended) The self-autherizing-smart-token of Claim 15 wherein the

transaction information comprises an encryption constructed from a timestamp and a

transaction counter.
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23.

24,

(Currently Amended) The sel-autherizing-smart-token of Claim 15 wherein the secure

element reader is configured to await a startup instruction comprising an unpredictable

number originating from the computer terminal prior to interrogating the secure element.

(Currently Amended) A self-autherizing-smart-token comprising:

a mounting structure having aa-integral-a communication connector configured to

connect to a computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data

file comprising financial authorization data,

a communications controller affixed to the mounting structure and configured to extract

at least a portion of the financial authorization data from the secure element data file and

configured to encrypt the at least a portion of the financial data and to transmit the encrypted

financial authorization data as transaction information comprising an encrypted unpredictable

number constructed as a hash of a timestamp to the computer terminal using the communication

connector.

25.

26.

27.

28.

(Currently Amended) The seH-autherizing-smart-token of Claim 24 wherein the
communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the

computer terminal.

(Currently Amended) The self-autherizing-smart-token of Claim 24 wherein the
communications controller is configured to provide the transaction information in a

prescribed cadence for an application running on the computer terminal.
(Canceled)

(Currently Amended) The self-authorizing-smart-token of Claim 24 wherein the
transaction eounter-information comprises an encryption constructed from the hash of the
timestamp and a transaction counter.
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29.

30.

(Currently Amended) The sel-autherizing-smart-token of Claim 24 wherein the secure
element reader is configured to await a startup instruction comprising an unpredictable

number originating from the computer terminal prior to interrogating the secure element.

(Currently Amended) A sel-autherizing-cellular network adapter for a cellular network

device configured with a cellular network application interface comprising;
a secure element comprising a data file;

a secure element-reader in the cellular network adapter configured to interrogate the

secure element by executing file system functions according to ISO 7816-4 and to generate file

information from the secure element data file;-and

a near field communications controller bridge chip to convert the file information to an

RF data signal for an external reader; and

a communications controller configured to receive the file information from the secure

element reader and to convert at least a portion of the file information into transaction

authorization information and to transmit the transaction authorization information te-from the

cellular network device over a wireless network through the cellular network application

interface.

31.

32,

33.

(Currently Amended) The self-autherizing-cellular network adapter of Claim 30 wherein
the transaction authorization information comprises an encrypted unpredictable

number constructed as a hash of a timestamp.

(Currently Amended) The sel-authorizing-cellular network adapter of Claim 30 wherein
the transaction authorization information comprises an encryption constructed from a
timestamp and a transaction counter.

(Currently Amended) The self-autherizingcellular network adapter of Claim 30 wherein

the wireless network comprises a_cellular network and the secure element reader in_the
cellular network adapter is configured to await a startup instruction comprising an
unpredictable number originating over the cellular wireless network prior to interrogating

the secure element.
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Remarks

The Office Action dated 01/05/2011 recorded the following status of claims in this
application. Claims 1 - 33 were pending in the application. Claims | - 33 were rejected. This
amendment amends Claims 1, 12, 13, 14, 15, 21, 22, 23, 24, 28, 29. 30, 31, 32, and 33. This
amendment cancels Claim 27. Reconsideration of this application is requested in view of these

changes and the remarks presented below.

Claim Amendments

Claims 1 — 26 are amended to delete “self-authorizing smart” from the preambles of those
claims. Claims 28 — 33 are amended to delete “self-authorizing” from the preambles of those
claims. The Applicant feels that the claimed invention is properly defined by the remaining
balance of the elements of the claims, and the deletion of these terms does not add new matter

especially with respect to the claims as viewed in the context of the specification.

Claims 1, 15 and 24 were amended to delete “integral” because it is an unnecessary

limitation. It is not needed to define over the references.

Independent Claim 1 is currently amended to specify that the secure element reader is
configured to interrogate the secure element by executing file system functions comprising a

command to select a payment card application according to 1ISO 7816-4. This limitation is

supported at least, for example, by Figures 5.1, 5.2, and 14 and Paragraphs [0071] and [0090] of

the patent application, so no new matter is entered with this amendment.

Claims 12, 21 and 31 are currently amended to specify that the transaction information

comprises an_encrypted unpredictable number_constructed as a hash of a timestamp. This

limitation is supported at least, for example, in Paragraphs [0095], [0097], [0102] and Figure
16.2. Consequently no new matter is entered with the current amendment of Claims 12, 21 and
31

Claims 13, 22, 28, and 32 are currently amended to specify that the transaction

information comprises an encryption constructed from a timestamp and a transaction counter.

This limitation is supported at lease for example in Paragraph [0102] and Figure 16.2 of the
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application. Consequently no new matter is entered with the current amendment of Claims 13,

22,28, and 32.

Independent Claim 15 is currently amended to specify that the communications controller
is configured to extract information from the secure element data file and to transmit the
transaction information to the computer terminal through the USB connector as keyboard
emulation. This limitation is supported at least, for example, by Paragraph [0083] and Figure 5

of the patent application, so no new matter is entered with this amendment.

Independent Claim 24 is currently amended to specify transaction information
comprising an encrypted unpredictable number constructed as a hash of a timestamp. This
limitation is supported at least, for example, by original Claim 27, which is now canceled, and by

Paragraph [0095] of the patent application, so no new matter is entered with this amendment.

Independent Claim 30 is currently amended to specify that the secure element reader is in
the cellular network adapter and is currently amended to add a near field communication (NFC)
controller bridge chip to the cellular network adapter. Claim 30 is also amended to specify that
the transaction authorization information is transmitted from the cellular network device over a
wireless network. These limitations are described in Paragraphs [0099] — [0102] and Figures 16

and 16.1. Thus no new matter is entered with this amendment of Claim 30.

Dependent Claims 14, 23, 29 and 33 are currently amended to specify that the secure
element reader is configured to await a startup instruction comprising an unpredictable number
prior to interrogating the secure element. This limitation is supported at least, for example, in
Paragraph [0097] and Figure 14 of the application. Consequently no new matter is entered with

these amendments of Claims 14, 23, 29 and 33.

Dependent Claim 33 is further currently amended to specify that the wireless
network comprises a cellular network and the secure element reader in the cellular network
adapter_is configured to await a startup instruction originating over the cellular wireless
network prior to interrogating the secure element. The limitation that the wireless network

may be a cellular network is described in Paragraph [00100]. The amendment to specify “the
secure element reader in_the cellular network adapter” is made to clarify that the limitation

162



regarding starting interrogation applies to the original secure element reader, not the reference
to an external secure element reader added by the current amendment of Claim 30. Thus no

new matter is entered with the amendment of Claim 33.
Claim Rejections — 35 U.S.C. §112

Claim 28 was rejected under 35 U.S.C. §112 second paragraph for failure to provide
adequate antecedent basis for the term “the transaction counter.” It is believed that the foregoing
amendment to Claim 28 overcomes the §112, second paragraph rejection. Reconsideration and

allowance of Claim 28 is respectfully requested.

Claim Rejections — 35 U.S.C. §103(a) — an et al. (US Patent 7,213,766) in view of
Lu et al, (US PG-Pub. 2007/0208949) and Somers et al. (US PG-Pub. 2007/0262138]

Claims 1-33 were rejected under 35 U.S.C. 103(a) as being unpatentable over Ryan et al.
(US Patent 7,213,766 B2) hereinafter “Ryan,” in view of Lu et al. (US PG-Pub. 2007/0208949
A1) hereinafter “Lu,” and further in view of Somers et al. (US PG-Pub. 2007/0262138 Al)

hereinafter “Somers.”

Independent Claim 1 specifies /nter alia a mounting structure and a secure element reader
affixed to the mounting structure and configured to interrogate the secure element by executing
file system functions according to ISO-7816-4. In Section 1 of the Office Action, the Examiner

asserts that Ryan discloses this limitation with the following explanation:

(e.g., translation module; see Fig. 3A, 300 and Fig. 3B, 324, and col. 20, lines 38-58; It is
noted that a data in a data file could be transferred to smart card fob via ISO 7816-x
interface.)

However, the Applicant respectfully asserts that there is no indication in Ryan that Ryan’s
“translation module” is capable of operating as the Applicant’s claimed “secure element
reader . . . configured to interrogate the secure element by executing file system functions
according to ISO-7816-4.” As noted in the Declaration of Brian Charles Murray under 37 CFR
1.132 submitted concurrently herewith, ISO 7816 is a broad specification with different sections
directed toward different “layers” of communication protocol. The Applicant notes that Ryan

only refers to “ISO 7816” and there is no indication that Ryan even recognizes that ISO 7816
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contains a large number of subsections. For example, Ryan does not refer to “7816-x.” That
additional “-x” reference is an extrapolation made by the Examiner from what Ryan actually
discloses. The Applicant acknowledges that in the passage cited by the Examiner (col. 20, lines
38-58) Ryan discloses a smart card reader. However, as noted in the Brian Charles Murray
Declaration, a “smart card reader” is pot equivalent to a “a secure element reader . . . configured
to interrogate the secure element by executing file system functions according to ISO 7816-4.”
The Applicant further acknowledges that in the cited passage Ryan describes connecting the Fig.
3A/3B product to a computer and loading a cash value on the product. Ryan further states that
“In these cases, the FIG. 3A/3B embodiment is not simply a smart card reader.” However,
Ryan’s statement about what something “is not” does not indicate anything about what it is.
Thus it is clear that while Ryan’s systems may conform to some aspect of ISO-7816, Ryan does
not disclose the Applicant’s claimed system comprising a secure element reader affixed to the
mounting structure and configured to interrogate the secure element by executing file system

functions according to ISO-7816-4. Nor do Lu or Somers fill this deficiency.

The distinction provided by providing a secure element reader for executing file system
functions according to 1SO-7816-4 is a hypertechnical distinction, but it is of great
importance. As stated in paragraph [0035] of the Applicant’s specification, “A significant
advantage of extracting and delivering the data within a card device or cellular network
adapter is the ability to know beyond reasonable doubt that the data string being delivered over
the internet indeed came from a particular SE. This knowledge creates a more secure transaction
with lower risk to the merchant, card issuing bank, and card associations.” Ryan, Lu and Somers
fail to recognize this significant advantage that is provided by the Applicant’s “secure element
reader . . . configured to interrogate the secure element by executing file system functions

according to ISO 7816-4,” which

To even further distinguish Claim 1 over Ryan, Lu, and Somers, Claim 1 is currently amended to
specify that the secure element reader is configured to interrogate the secure element by
executing file system functions comprising a command to select a payment card application
according to ISO 7816-4. Neither Ryan nor Lu nor Somers disclose this element of Claim 1 as
currently amended. The failure of the prior art to disclose all of the elements of Claim 1 (e.g.,

executing file system functions according to ISO 7816-4, and more particularly, executing file
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system functions comprising a command to select a payment card application is a robust
indication that Claim 1 is not obvious. For relevant case law regarding non-obviousness in view
of the failure of the prior art to disclose all of the elements of a claim see Kinetic Concepts, Inc.
v. Blue Sky Medical Group, Inc., 554 F.3d 1010, cert. denied, 130 S. Ct. 624 (2009); Callaway
Golf Co. v. Acushnet Co., 576 F.3d 1331 (2009), cert. denied, 130 S. Ct. 1525 (2010); Abbort
Labs. v. Sandoz, Inc., 544 F.3d 1341 (2008).

Furthermore the Applicant asserts that the Examiner’s postulated combinations of the prior art
references and reasons for such combinations fail to steer a person having ordinary skill in the art
in a direction that would achieve all of the limitations of Claim 1, particularly as currently
amended. For example, the Examiner states that “Ryan does not explicitly teach how the
converted transaction is transferred to the computer terminal.” The Examiner then turns to Lu
for teaching “a USB Human Interface Device (HID) class device being used for USB interface
module interconnecting the host and the smartcard chip for data transmission between.”
However, the Applicant notes that Claim 1 does not specify an HID class device. Consequently,
the Examiner’s suggested motivation for combining Ryan with Lu (i.e., to eliminate the need to
install and update the driver specific to the USB portion of the portable device) has no relevance
to Claim 1. Further, the Examiner states that “The combination of Ryan and Lu does not
explicitly teach what the transaction information is and how to convert at least a portion of the
file information into transaction information.” The examiner cites Somers to overcome this
admitted deficiency. However, the Applicant asserts that Claim 1 specifies that the conversion
be performed by a communications controller affixed to the mounting structure and there is
nothing in Somers that suggests that Somers’ steps 120, 122, 124, etc. would be performed by a
communications controller affixed to Somers’ mounting structure (card 100). The Examiner
states that “The suggestion/motivation for [adding Somers to Ryan and Lu] would have been to
protect confidential data from being disclosed by encrypting the sensitive data, as briefly
discussed in para. 22.” The Applicant notes that Claim 1 does not require encryption.
Consequently the Examiner has failed to provide a justifiable rationale for adding Somers to

Ryan and Lu.

In rejecting Claim 1 the Applicant notes that the Examiner makes reference to a disclosure in the

references of “HID keycodes for populating application form fields.” In addition to that
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comment regarding “HID “keycodes for populating application form fields™ being irrelevant to
Claim 1, the Applicant asserts that the Examiner fails to specifically identify where “HID
keycodes for populating application form fields.” are disclosed in the cited references, and the
Examiner has failed to provide any rationale as to why “HID “keycodes for populating
application form fields”would be obvious from the combined references. (See for example the
Applicant’s arguments traversing the rejection of Claim 15 for failure of the references to
disclose keyboard emulation and the Applicant’s arguments traversing the rejection of Claims 2,

16, and 25 for failure of the references to disclose auto-population of forms.)

In any case, the Applicant respectfully asserts that the combinations and motivations postulated
by the Examiner would not steer an artisan in the direction of adopting ISO 7816-4 to any extent,
and certainly not to achieve the limitation of “executing file system functions comprising a

command to select a payment card application according to ISO 7816-4” as specified by Claim 1

as currently amended.

In view of these shortcomings of the cited references and the shortcomings in the Examiner’s
rationale for combining them, the Applicant respectfully asserts that the Examiner has failed to
establish a prima facie case of obviousness of Claim | by Ryan in view of Lu and in further view
of Somers, and the Applicant requests that the rejection of Claim 1 under Ryan in view of Lu and

Somers be withdrawn, and that Claim 1 as currently amended be allowed.

Independent Claim 15 as currently amended specifies inter alia a communications
controller that is configured to extract information from the secure element data file and to
transmit the transaction information to the computer terminal through the USB connector as
keyboard emulation. The Examiner acknowledges that Ryan does not explicitly teach “a
communications controller affixed to the mounting structure and configured as a Human
Interface Device (HID) class USB-device and configured to extract information from the secure
element data file and to transmit the transaction information to the computer terminal through the
USB connector.” The Examiner then turns to Lu to fill this deficiency. However, the Applicant
notes that Lu fails to characterize what form of USB HID is employed. As noted in the
Declaration of Brian Charles Murray under 37 CFR 1.132 submitted concurrently herewith, the

USB HID standards cover a myriad of devices, and Lu provides no apparent reason for why any
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particular type of USB HID device should be employed, let alone why an HID device employing
keyboard emulation should be employed. The Examiner asserts that “The suggestion/motivation
for [combining Ryan and Lu] would have been to climinate the need to install and update the
driver specific to the USB portion of the portable device, as briefly described in para. 20.”
However, the Applicant notes that according Paragraph [0020] of Lu, “With the USB HID
interface, the device user does not need to install a driver and the user can use the device
anywhere and anytime.” Again, Lu makes no particular case for HID keyboard emulation. In
contrast, Paragraph [0033] of the Applicant’s patent application teaches that specific feature: “It
is particularly advantageous to configure the card devices for HID (Human Interface Device)
keyboard emulation for inputting a form field or fields on an application running on the PC.”
The Applicant asserts that the Examiner’s postulated suggestion/motivation would not inspire a

person having ordinary skill in the art to specifically configure the smart card of Ryan with
keyboard emulation.

Furthermore, Claim 15 specifies a communications controller affixed to the mounting structure.
As argued with respect to Claim 1, there is nothing in the combined references that suggests this

limitation.

In view of the failure of the prior art to disclose all of the limitations of Claim 15 as currently
amended, and the shortcomings of the Examiner’s postulated suggestion/motivation for
achieving the limitations of Claim 15 as currently amended, the Applicant asserts that the
Examiner has failed to establish a prima facie case of obviousness of Claim 15 by Ryan in view
of Lu and Somers, and the Applicant requests that the rejection of Claim 15 under Ryan in view

of Lu and Somers be withdrawn, and that Claim 15 as currently amended be allowed.

Independent Claim 24 as currently amended specifies transaction information comprising
an _encrypted unpredictable number constructed as a hash of a timestamp. In rejecting Claim 24
the Examiner has simply quoted contents of the claim (in a manner that appears to be word-for-
word) and then the Examiner has asserted that “claim 24 is rejected for the same reason as in
claim 15... .’ The Applicant respectfully asserts that this is an inadequate justification for the
rejection of Claim 24 since Claims 15 and 24 claim different devices. For example, Claim 24

requires encryption whereas Claim 15 does not require encryption. The Examiner’s further
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explanation, “It's well-known to a person in the art the communication connector could be a
device other than USB device” does not overcome the deficiency of the explanation for rejection
because the Examiner fails to point out the relevance of that statement. Specifically, according
to 37 C.F.R. §1.104(c)(2) “When a reference is complex or shows or describes inventions other
than that claimed by the applicant, the particular part relied on must be designated as nearly as
practicable. The pertinence of each reference, if not apparent, must be clearly explained and
each rejected claim specified.” The Examiner fails to meet this obligation and consequently the

rejection of Claim 24 is unfounded.

Furthermore, Claim 24 is currently amended to further distinguish over the prior art. The
Applicant asserts that Lu does not disclose or suggest transaction information comprising an
encrypted unpredictable number_constructed as a hash of a timestamp. In view of these
considerations the Applicant asserts that the Examiner has failed to establish a prima facie case
of obviousness of Claim 24 by Ryan in view of Lu and Somers, and the Applicant requests that
the rejection of Claim 24 under Ryan in view of Lu and Somers be withdrawn, and that Claim 24

as currently amended be allowed.

Independent Claim 30 as currently amended specifies that the secure element reader is in
the cellular network adapter. Claim 30 is also amended to add a near field communication
(NFC) controller bridge chip to the cellular network adapter, and to specify that the transaction
authorization information is transmitted from the cellular network device over a wireless
network. The Applicant asserts that neither Ryan, Somers, nor Lu disclose a device that includes

a secure element-reader in the cellular network adapter configured to interrogate the secure

element by executing file system functions according to ISO 7816-4. Claim 30 (as currently
amended) is further distinguished over Ryan, Somers, and Lu by the combination of such an

internal reader (in the cellular network adapter) and a near field communications controller

bridge chip to convert the file information to an RF data signal for an external reader.

In rejecting Claim 30 the Examiner states that “Ryan does not explicitly teach how the converted
transaction is transferred to the computer terminal.” The Examiner then turns to Lu for teaching
“conversion from ISO 7816 to USB HID format.” However, the Applicant notes that Claim 30

does not specify an HID class device. Consequently, the Examiner’s suggested motivation for
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combining Ryan with Lu (i.e., to eliminate the need to install and update the driver specific to the
USB portion of the portable device) has no relevance to Claim 30. In rejecting Claim 30 the
Examiner states that “The suggestion/motivation for [adding Somers to Ryan and Lu] would
have been to protect confidential data from being disclosed by encrypting the sensitive data, as
briefly discussed in para. 22.” The Applicant notes that Claim 30 does not require encryption.
Consequently the Examiner has failed to provide a justifiable rationale for adding Somers to
Ryan and Lu. In rejecting Claim 30 the Applicant notes that the Examiner makes reference to a
disclosure in the references of “HID keycodes for populating application form fields.” In
addition to this statement being irrelevant to the limitations of Claim 30, the Applicant asserts
that the Examiner fails to specifically identify where such a limitation is disclosed and failed to
provide any rationale as to why such a limitation would be obvious from the combined
references. (See for example the Applicant’s arguments traversing the rejection of Claim 15 for
failure of the references to disclose keyboard emulation and the Applicant’s arguments traversing
the rejection of Claims 2, 16, and 25 for failure of the references to disclose auto-population of

forms.)

In view of the failure of the prior art to disclose all of the limitations of Claim 30 as currently
amended, and the shortcomings of the Examiner’s postulated suggestion/motivation for
achieving the limitations of Claim 30 as currently amended, the Applicant asserts that the
Examiner has failed to establish a prima facie case of obviousness of Claim 30 by Ryan in view
of Lu and Somers, and the Applicant requests that the rejection of Claim 30 under Ryan in view

of Lu and Somers be withdrawn, and that Claim 30 as currently amended be allowed.

Claims 2, 16, and 25 depend from Claims 1, 15, and 24 respectively and include a
limitation that “the communications controller is configured to provide the transaction
information in a format that auto-populates a form field defined by an application running on the
computer terminal.” The Examiner asserts that Lu Fig. 4 and paragraphs 6 — 19 disclose this
limitation. However, the Applicant fails to see where Lu provides that capability. For example,
Lu does not describe any form field defined by an application running on a computer terminal.
The Examiner further states, “”It is well-known to a person in the art how to translate data into a
USB HID keycodes (see Hulbert et al. (US PG-Pub. 2009/0187,687 A1), Fig. 3, paragraphs 41,
131-147).)" The Applicants respectfully traverse this assertion on the basis that it is
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inadequately supported as a fact under the standards for such assertions that are established in
MPEP 2144.03 — “Reliance on Common Knowledge in the Art or ‘Well Known’ Prior Art.”
Citing In re Ahler:, 424 F.2d 1088, 1091, 165 USPQ 418, 420 (CCPA 1970), MPEP 2144.03
states that “. . . facts so noticed [as well known] should be of notorious character and serve only
to ‘fill in the gaps’ in an insubstantial manner . .. .” The Applicants assert that the Examiner
has failed to establish that “how to translate data into USB HID keycodes” is a fact of notorious
character. The Applicants further assert that the claim limitation specifying that “the
communications controller is configured to provide the transaction information in a format that
auto-populates a form field defined by an application running on the computer terminal” is an
important claim limitation and the Examiner has attempted to use official notice in a manner that
far exceeds merely filling in a gap in an “insubstantial manner.” Finally the Applicant notes that
in the Conclusion portion of this Office Action the Examiner states that Hulbert et al. (US PG
Pub. 2009/0187687 A1) is not relied upon. In view of all of these shortcomings the Applicant
asserts that the Examiner’s application of information disclosed in U.S. Patent Application
Publication 2009/0187,687 Al is in error. Furthermore the Examiner has failed to explain any
apparent reason for why a person having ordinary skill in the art would be motivated to combine
Hulbert with the Ryan, Lu, and Somers. Consequently, the Applicant asserts that the Examiner
has failed to establish a prima facie case of obviousness of Claims 2, 16, and 25 by Ryan in view
of Lu and Somers, and the Applicant requests that the rejection of Claims 2, 16, and 25 under

Ryan in view of Lu and Somers be withdrawn, and that Claims 2, 16, and 25 be allowed.

Claims 3, 17 and 26 depend from Clams 1, 15 and 24 respectively and specify that the
communications controller is configured to provide the transaction information in a prescribed
cadence for an application running on the computer terminal. The Examiner states that Lu and
Somers teach this limitation and refers to the rejection of Claim 2 for an explanation. The
Applicant asserts that this rejection fails at least for the same reasons argued by the Applicant in
traversing the rejections of Claims 2, 16 and 25. For example, the Applicant notes that the
Examiner fails to identify where the limitation “in a prescribed cadence” is disclosed in the prior
art, or why it would be obvious to incorporate that limitation. Consequently the Applicant
asserts that the Examiner has failed to establish a prima facie case of obviousness of Claims 3,
17, and 26 by Ryan in view of Lu and Somers, and the Applicant requests that the rejection of

Claims 3, 17, and 26 under Ryan in view of Lu and Somers be withdrawn, and that Claims 3, 17,
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and 26 be allowed.

Claim 4 depends from Claim | and adds additional limitations that further distinguish

over the prior art. For that reason the Claim 4 should be allowed.

Claim 5 depends from Claim 1 and specifies that the communications controller is
configured to provide the transaction information in a format that auto-populates a form field
defined by an application running on the computer terminal. The Examiner refers to the
discussion of the rejection of Claim 1 for the rationale for rejecting Claim 5. The Applicant
refers the Examiner to the Applicant’s arguments traversing the rejection of Claims 2, 16, and 25
for failure of the cited references to disclose auto-population of forms. For at least the reasons
presented there the Applicant asserts that the Examiner has failed to establish a prima facie case
of obviousness of Claim 5 by Ryan in view of Lu and Somers, and the Applicant requests that
the rejection of Claim 5 under Ryan in view of Lu and Somers be withdrawn, and that Claim 5

be allowed.

Claim 6 depends from Claim 4 and specifies that the communications controller is
configured to provide the transaction information in a prescribed cadence for an application
running on the computer terminal. The Examiner refers to the discussion of the rejection of
Claim 2 for the rationale for rejecting Claim 5. The Applicant refers the Examiner to the
Applicant’s arguments traversing the rejection of Claims 3, 17 and 26 for failure of the cited
references to disclose a prescribed cadence. The Applicant further asserts that by virtue of claim
dependencies Claim 6 is allowable for at least the same reasons argued herein for the allowance
of Claim 4, from which Claim 6 depends. For at least the reasons presented there the Applicant
asserts that the Examiner has failed to establish a prima facie case of obviousness of Claim 6 by
Ryan in view of Lu and Somers, and the Applicant requests that the rejection of Claim 6 under

Ryan in view of Lu and Somers be withdrawn, and that Claim 6 be allowed.

Claims 7 and 18 depend from Claims | and 15 and Claims 7 and 18 add additional

limitations that further distinguish over the prior art. For that reason Claims 7 and 18 should be

allowed.

Claims 8 and 19 depend from Claims 7 and 18 respectively and specify that the
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communications controller is configured to provide the transaction information in a format that
auto-populates a form field defined by an application running on the computer terminal. The
Examiner refers to the discussion of the rejection of Claim 2 for the rationale for rejecting
Claims 8 and 19. The Applicant refers the Examiner to the Applicant’s arguments traversing the
rejection of Claims 2, 16, and 25 for failure of the cited references to disclose auto-population of
forms. The Applicant further asserts that by virtue of claim dependencies Claim 8 and 19 are
allowable for at least the same reasons argued herein for the allowance of Claims 7 and 18, from
which Claim s 8 and 19 depend. For at least these reasons the Applicant asserts that the
Examiner has failed to establish a prima facie case of obviousness of Claims 8 and 19 by Ryan in
view of Lu and Somers, and the Applicant requests that the rejection of Claims 8 and 19 under

Ryan in view of Lu and Somers be withdrawn, and that Claims 8 and 19 be allowed.

Claims 9 and 20 depend from Claims 7 and 18 respectively and specify that the
communications controller is configured to provide the transaction information in a prescribed
cadence for an application running on the computer terminal. The Examiner refers to the
discussion of the rejection of Claim 2 for the rationale for rejecting Claim 5. The Applicant
refers the Examiner to the Applicant’s arguments traversing the rejection of Claims 3, 17 and 26
for failure of the cited references to disclose or suggest such a cadence limitation. The Applicant
further asserts that by virtue of claim dependencies Claims 9 and 20 are allowable for at least the
same reasons argued herein for the allowance of 7 and 18 from which Claims 9 and 20 depend.
For at least these reasons the Applicant asserts that the Examiner has failed to establish a prima
Jacie case of obviousness of Claims 9 and 20 by Ryan in view of Lu and Somers, and the
Applicant requests that the rejection of Claims 9 and 20 under Ryan in view of Lu and Somers be

withdrawn, and that Claims 9 and 20 be allowed.

Claim 10 depends from Claim 1 and adds additional limitations that further distinguish

over the prior art. For that reason Claim 10 should be allowed.

Claim 11 depends from Claim 10 and specifies that the communications controller is
configured to provide auto population of a form field and to provide transaction information in a
prescribed cadence. The Examiner refers to the rejection of Claim 2 for the rationale of the

rejection of Claim 11. The Applicant refers the Examiner to the Applicant’s arguments
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traversing the rejection of Claims 2, 16, and 25 for failure of the cited references to disclose
auto-population of forms. The Applicant refers the Examiner to the Applicant’s arguments
traversing the rejection of Claims 3, 17 and 26 for failure of the cited references to disclose a
prescribed cadence. The Applicant further asserts that by virtue of claim dependency Claim 11
is allowable for at least the same reasons argued herein for the allowance of Claim10. For at
least these reasons the Applicant asserts that the Examiner has failed to establish a prima facie
case of obviousness of Claim 11 by Ryan in view of Lu and Somers, and the Applicant requests
that the rejection of Claim I1 under Ryan in view of Lu and Somers be withdrawn, and that

Claim 11 be allowed.

Claims 12, 21 and 31 depend from Claims 1, 15, 24, and 30 respectively and as currently
amended Claims 12, 21 and 31 specify that the transaction information comprises an encrypted
unpredictable number_constructed as a hash of a timestamp. The Examiner refers to Somers as
disclosing an (encrypted) predictable number. Claims 12, 21 and 31 as currently amended

specify an unpredictable number _constructed as a hash of a timestamp. The Applicant asserts

that Somers does not disclose this limitation. Nor do Ryan or Lu. The Applicant further asserts
that by virtue of claim dependencies Claims 12, 21 and 3lare allowable for the same reasons
argued herein for the allowance of Claims 1, 15, 24, and 30. For at least these reasons the
Applicant asserts that the Examiner has failed to establish a prima facie case of obviousness of
Claims 12, 21 and 31by Ryan in view of Lu and Somers, and the Applicant requests that the
rejection of Claims 12, 21and 31lunder Ryan in view of Lu and Somers be withdrawn, and that
Claims 12, 21 and 31 be allowed.

Claim 27 is canceled.

Claims 13, 22, 28, and 32 depend from Claims 1, 15, 24 and 30 respectively. Claims 13,
22, 28, and 32 are currently amended to specify that the transaction information comprises an
encryption constructed from a timestamp and a transaction counter. The Applicant asserts that
neither Ryan nor Lu nor Somers disclose this limitation, and such limitation is not obvious in
view of these references. The Applicant further asserts that by virtue of claim dependencies
Claims 13, 22, 28, and 32 as currently amended are allowable for the same reasons argued herein

for the allowance of Claims 1, 15, 24, and 30. For at least these reasons the Applicant asserts
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that the Examiner has failed to establish a prima facie case of obviousness of Claims 13, 22, 28,
and 32 by Ryan in view of Lu and Somers, and the Applicant requests that the rejection of
Claims 13, 22, 28, and 32 under Ryan in view of Lu and Somers be withdrawn, and that Claims
13, 22, 28, and 32 be allowed.

Claims 14, 23, 29, and 33 depend from Claims 1, 15, 24 and 30 respectively. Claims 14,
23, and 29 as currently amended specify that the secure element reader is configured to await a
startup instruction comprising an unpredictable number from the computer terminal prior to
interrogating the secure element. Claim 33 as currently amended specifies that the wireless
network comprises a cellular network and the secure element reader in the cellular network
adapter is configured to await a startup instruction comprising an unpredictable number
originating over the cellular wireless network prior to interrogating the secure element. The
Applicant asserts that neither Ryan nor Lu nor Somers disclose this limitation, and such
limitation is not obvious in view of these references. The Applicant further asserts that by virtue
of claim dependencies Claims 14, 23, 29, and 33 as currently amended are allowable for the
same reasons argued herein for the allowance of Claims 1, 15, 24, and 30. For at least these
reasons the Applicant asserts that the Examiner has failed to establish a prima facie case of
obviousness of Claims 14, 23, 29, and 33 by Ryan in view of Lu and Somers, and the Applicant
requests that the rejection of Claims 14, 23, 29, and 33 under Ryan in view of Lu and Somers be
withdrawn, and that Claims 14, 23, 29, and 33 be allowed.

Conclusion
The Office Action findings have been carefully reviewed and in view of this submittal the
Applicant believes that the claims are in a form requiring allowance, and such action is earnestly
requested. If the Examiner believes that a telephone call would expedite the early disposition of

this application, a call to the undersigned is respectfully requested.
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In the event this response is not timely filed, the Applicants hereby petitions for the
appropriate extension of time and request that the fee for the extension along with any
other fees which may be due with respect to this paper be charged to our Deposit Account
No. 12-2355.

Respectfully submitted,
LUEDEKA, NEELY & GRAHAM, P.C.

By: 2 %w:,

james R. Palmer
Registration No. 48,633

Date: May 4, 2011
P.O. Box 1871

Knoxville, Tennessee 37901
(865) 546-4305
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Attorney Docket No. 63766.US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/019,318
Applicant: YEAGER, C. Douglas
Filing Date: 01/24/2008

Confirmation No.: 9759

Title: SELF-AUTHORIZING DEVICES
Examiner: SONG, Hee K.
Group Art Unit: 2433

DECLARATION OF Brian Charles Murray
under 37 CFR 1.132

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

1.

2.

I, Brian Charles Murray declare as follows:
I live in San Diego, California United States of America.

I have no current or prospective inventorship or ownership interest in U.S. Patent
Application Serial Number 12/019,318.

I have extensive knowledge and experience in payment card technologies and

standards

I am recognized as an expert in the field of payment card technology. My

curriculum vitae is appended hereto as Exhibit A.

I have reviewed and evaluated Claims 1, 15, and 25 as amended by an
Amendment submitted concurrently with this Declaration. I have also reviewed

originally-filed Claims 1, 15, and 24 and I have reviewed and evaluated the
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Examiner’s rejections of originally-filed Claims 1, 15, and 24 as being
unpatentable over US Patent 7,213,766 (Ryan) in view of US Pre-grant Pub.
2007/0208949 (Lu) and further in view of US Pre-grant Publication
2007/0262138 (Somers).

Claim 1 as originally-filed (and as currently amended) specifies “a secure element
reader affixed to the mounting structure and configured to interrogate the secure
element by executing file system functions according to ISO 7816-4.” The
Examiner refers to Ryan’s translation module as disclosing this limitation.

However that conclusion is inconsistent with the details of Ryan’s document.

ISO 7816 is a broad specification with different sections directed toward different

“layers” of communication protocols, as seen in the following diagram:

ISO/IEC 7816 ISO/MIEC 14443 OSI-
(contact) (comact less) Layer
" Application commands | ... |
......... (APDUS) e R
ol 141434 Transport- 4
Transport protocols. | | = [—1cce- R.T,QI,Qg{J‘! """
Activation. 7816-3 +—>] 144433 m;llc'oylll'stou. 2
Bit Transimission. ] p— 9_9—‘-9!'9'-1----
Powersupply — Powersupply.
14443.2 Bit 1
ISUUSSUUUUUUUUUUUUUUUUNTOY NN WU SN Transmission
Contacts 78162 | —
------------------------- 14443-1 | Phys. properties
...... Pliys. properties | 7816-1 |4 ..., e

Among the various sections of 7816, system developers freely pick and choose
what layer’s of communication will be implemented in a particular device. Ryan
does not disclose which portions of 7816 are to be implemented. However, in
Figures 1A, 1B and 1C Ryan refers to elements 104, 124 and 144 as a translation
module. Those designations are confirmed at various places in the specification.

Then at Column 18, lines 12 — 17, Ryan states
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10.

The translation module 104 is for going (moving signals) from
USB (the exemplary interface with the computer) to a smart card
interface format, such as ISO 7816, and vice-versa. The
translation module may comprise a Philips TDA8030 USB/7816.
(ISO 7816 is a smart card contact interface.)

Based on Ryan’s explicit statement that the translation module 104 is for “moving
signals™ it is clear that Ryan’s translation modules are directed a protocols well
below OSI layer 7 to which ISO 7816-4 applies. This is further emphasized from
the example provided by Ryan, “a Philips TDA8030 USB/7816.” A copy of the
data sheet for the TDA8030 and an Application Note for that device are attached
as Appendix A and Appendix B respectively. The data sheet states that “The
TDA8030; TDA8031 is a bus powered full-speed USB device. All analog and
digital functions for an EMV compliant Smart Card Reader are built-in.”

It is important to note that a “smart card reader” is not equivalent to a “a secure
element reader . . . configured to interrogate the secure element by executing file
system functions according to ISO 7816-4.” A “smart card reader” is a device
that provides low-level communications capability with a smart card. As
evidence of that, Exhibit C presents a summary page for Smart Card Reader
distributed by Athena Smartcard Products. That document states that the reader
supports “ [SO7816 T=0; T=1." T=0 and T=1 are two transmission protocols:
character protocol (T=0) or block protocol (T=1). These are low level
communications protocols that are specified in ISO 7816-3. There are no
“smarts” built in to a Smart Card Reader that would conform to OSI Layer 7 / ISO
7816-4.

Commands executed by a secure element reader may be further defined by
specific payment card standards or other proprietary card applications.
Consequently, a “secure element reader affixed to the mounting structure and
configured to interrogate the secure element by executing file system functions

comprising a command to select a payment card application according to I1SO
7816-4” is further distinguished over a “smart card reader.” A “smart card
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12.

reader” would omly execute such functions if/when commanded to do so by an

external device such as a host computer.

In standard smart card systems that were publicly know in January 2008 (i.e., at
the filing date of the present application) the “smarts” for interrogating the secure
element by executing file system functions according to ISO 78164 were resident
in a host computer. A Smart Card Reader was used provide communication
between the secure element and the host computer. It is unexpected that a secure
element reader would be affixed to the mounting structure of a smart token and
configured to interrogate the secure element by executing file system functions
according to ISO 7816-4.

Regarding Claim 15, USB Human Interface Devices (HIDs) are defined by an
industry standards organization (USB Implementers Forum (USB-IF)). The USB
HID class specifications allow for myriad of user/computer interface devices
including various input devices such as keyboards, mice, track balls, game
controllers, as well as output devices such as CRT/LCD displays and audio
speakers. The use of the USB HID class specifications has been extended even
beyond computer input/output devices to include such wide-ranging applications
as simulation controllers, exercise machines, telephony devices, thermometers,
medical instruments and uninterruptible power supplies. Any device can be a
USB HID class device as long as a designer meets the USB HID class logical
specifications. It is unexpected that a smart card would be specifically configured

as a keyboard interface device.
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I hereby declare that all statements made herein of my own knowledge are true and
that all statements made on information and belief are believed to be true; and further
that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001
of Title 18 of the United States Code and that such willful false statements may
jeopardize the validity of the application or any patent issued thereon.

7( HA‘{ l?* Zo1),

\_/ Date \,
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DETAILED ACTION
This Office action has been issued in response to the amended Claims and
Remarks filed 04 May 2011. Claims 1, 12, 13, 14, 15, 21, 22, 23, 24, 28, 29, 30, 31, 32,
and 33 are amended. No new claim is added. Claim 27 is cancelled. Claims 1-26, 28-33

are currently pending, of which claim 1, 15, 24, and 30 are in independent form.

Response to Amendments
Applicant’s Remarks filed 04 May 2011 have been fully considered and are
persuasive as they relate to claim rejection to claim 28 under 35 USC 112, second
paragraph, and thus previous claim rejection to claim 28 under 35 USC 112, second
paragraph is withdrawn. Applicant's arguments with respect to claims 1-33 under 35
USC 103(a) have been considered but are moot in view of the new ground(s) of

rejection.

Allowable Subject Matter
Claims 5, 8, 11, 16, 19, 25, and 33 are objected to as being dependent upon a
rejected base claim, but would be allowable if rewritten in independent form including all

of the limitations of the base claim and any intervening claims.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
Claims 1-4,6, 7,9, 10, 12-15, 17, 18, 20-24, 26-32 are rejected under 35 U.S.C.
103(a) as being unpatentable over Ryan et al. (US Patent 7,213,766 B2) hereinafter
Ryan, in view of Lu et al. (US PG-Pub. 2007/0208949 A1) hereinafter Lu, and
further in view of Somers et al. (US PG-Pub. 2007/0262138 A1) hereinafter

Somers.

1. As to claim 1, Ryan teaches a token (see Figs. 1C, 3A, 3B) comprising:

a mounting structure having an integral communication connector configured to
connect to a computer terminal (see USB plug 322 in Fig. 3B);

a secure element affixed to the mounting structure, the secure element
comprising a data file (see Fig. 1C 146 and 148 for smartcard (i.e. secure element)
comprising a memory strong a data file; see also Fig. 3B; see col. 14, line 66 through
col. 15, line 8, and col. 20, lines 38-49; It is noted that a data in a data file could be
transferred to smart card fob via ISO 7816-x interface.),

a secure element reader affixed to the mounting structure and configured to
interrogate the secure element by executing file system functions comprising a

command to select a payment card application according to ISO 7816-4 and to

generate file information from the secure element data file (e.g., translation module;
see Fig. 3A, 300 and Fig. 3B, 324, and col. 20, lines 38-58; It is noted that a data in a

data file could be transferred to smart card fob via ISO 7816-x interface.); and
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a communications controller affixed to the mounting structure and configured to
receive the file information from the secure element reader and to convert at least
a portion of the file information into transaction information and to transmit the
transaction information to the computer terminal through the communications
connector (see Fig. 1C, Translation module 144; see also col. 18, lines 12-22).

Even though Ryan teaches that the commands are converted from USB interface
format to ISO 7816-x interface format and vice versa, Ryan does not explicitly teach
how the converted transaction is transferred to the computer terminal.

However, Lu teaches a USB Human Interface Device (HID) class device being
used for USB interface module interconnecting the host and the smartcard chip for data
transmission between the information security device and the host (see Fig. 4, and

paragraphs 6-19).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan and Lu before him
or her, to modify the Ryan’s scheme for converting data in ISO 7816 interface format to
data in USB interface format when the data is moved from smartcard to an area in USB
memory by including the Lu’s scheme for adopting USB HID interface chip to transmit
the converted data to the host application or to transmit control commands through HID
instructions between the host and the portable device. The suggestion/motivation for
doing so would have been to eliminate the need to install and update the driver specific

to the USB portion of the portable device, as briefly described in para. 20.
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The combination of Ryan and Lu does not explicitly teach what the transaction
information is and how to convert at least a portion of the file information into transaction
information.

However, Somers teaches that what the transaction information is (see Fig. 2A,
Primary Account Number (PAN) in Track 1 fields, and Fig. 2, PAN in Track 2 fields) and
how to convert at least a portion of the file information into transaction information (see
also Fig. 3 for transmitting the sensitive portion of PAN as encrypted; see also,

paragraphs 22-25, 32, and 40).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan, Lu, and Somers
before him or her, to modify the scheme of Ryan and Lu for transmitting the converted
data to the host application through HID instructions between the host and the portable
device by including the scheme of Somers for extracting the PAN data from the Track 1
or Track 2 data of the smartcard and encrypting the individual account identification
number of the PAN but BIN untouched before transforming the data into USB HID
keycodes for populating application form fields. The suggestion/motivation for doing so
would have been to protect confidential data from being disclosed by encrypting the

sensitive data, as briefly discussed in para. 22.

2. As to claim 15, Ryan teaches a token (see Figs. 1C, 3A, 3B) comprising:
a mounting structure having an integral Universal Serial Bus (USB) connector

configured to connect to a computer terminal (see USB plug 322 in Fig. 3B);
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a secure element affixed to the mounting structure, the secure element
comprising a data file (see Fig. 1C 146 and 148 for smartcard (i.e. secure element)
comprising a memory strong a data file; see also Fig. 3B; see col. 14, line 66 through
col. 15, line 8, and col. 20, lines 38-49; It is noted that a data in a data file could be
transferred to smart card fob via ISO 7816-x interface.)

The following are not explicitly taught by Ryan:
a communications controller affixed to the mounting structure and configured as a
Human Interface Device (HID) class USB-device and configured to extract information
from the secure element data file and to transmit the transaction information to the

computer terminal through the USB connector as keyboard emulation.

However, Lu teaches a communications controller affixed to the mounting
structure and configured as a Human Interface Device (HID) class USB-device
and configured to extract information from the secure element data file and to
convert at least a portion of the data file into transaction information (see Fig. 4,

and paragraphs 6-19).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan and Lu before him
or her, to modify the Ryan’s scheme for converting data in ISO 7816 interface format to
data in USB interface format when the data is moved from smartcard to an area in USB
memory by including the Lu’s scheme for adopting USB HID interface chip to transmit
the converted data to the host application or to transmit control commands through HID

instructions between the host and the portable device. The suggestion/motivation for
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doing so would have been to eliminate the need to install and update the driver specific

to the USB portion of the portable device, as briefly described in para. 20.

The combination of Ryan and Lu does not explicitly teach what the transaction
information is and how to convert at least a portion of the file information into transaction
information.

However, Somers teaches that what the transaction information is (see Fig. 2A,
Primary Account Number (PAN) in Track 1 fields, and Fig. 2, PAN in Track 2 fields) and
how to convert at least a portion of the file information into transaction information (see
also Fig. 3 for transmitting the sensitive portion of PAN as encrypted; see also,

paragraphs 22-25, 32, and 40).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan, Lu, and Somers
before him or her, to modify the scheme of Ryan and Lu for transmitting the converted
data to the host application through HID instructions between the host and the portable
device by including the scheme of Somers for extracting the PAN data from the Track 1
or Track 2 data of the smartcard and encrypting the individual account identification
number of the PAN but BIN untouched before transforming the data into USB HID
keycodes for populating application form fields. The suggestion/motivation for doing so
would have been to protect confidential data from being disclosed by encrypting the

sensitive data, as briefly discussed in para. 22.
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3. 24. A token comprising:

a mounting structure having a communication connector configured to connect to a
computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a
data file comprising financial authorization data,

a communications controller affixed to the mounting structure and configured to extract
at least a portion of the financial authorization data from the secure element data file
and configured to encrypt the at least a portion of the financial data and to transmit the

encrypted financial authorization data as transaction information comprising an

encrypted unpredictable number constructed as hash of a timestamp to the computer

terminal using the communication connector (claim 24 is rejected for the same reason
as in claim 15; It's well-known to a person in the art the communication connector could

be a device other than USB device.)

4. As to claim 30, Ryan teaches a cellular network adapter for a cellular network
device configured with a cellular network application interface (see col. 18, lines 1-17,
col. 21, lines 23-32, col. 14, lines 21-54, and col. 26. lines 51-60; It is noted that the
token (e.g., SD type-token with ISO-7816, ISO 14443, and Blue tooth compatible
interface) can connect to the host (e.g., cellular phone) through USB interface, or a
wireless interface.), comprising;

a secure element comprising a data file (see Fig. 1C 146 and 148 for smartcard (i.e.

secure element) comprising a memory strong a data file; see also Fig. 3B; see col. 14,
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line 66 through col. 15, line 8, and col. 20, lines 38-49; It is noted that a data in a data
file could be transferred to smart card fob via ISO 7816-x interface.),

a secure element reader in the cellular network adapter configured to interrogate

the secure element by executing file system functions according to ISO 7816-4
and to generate file information from the secure element data file; a_near field

communications controller bridge chip to convert the file information to an RF

data signal for an external reader (e.g., translation module; see Fig. 3A, 300 and Fig.

3B, 324, and col. 20, lines 38-58; It is noted that a data in a data file could be
transferred to smart card fob via ISO 7816-x interface.).

The following are not explicitly taught by Ryan:
a communications controller configured to receive the file information from the secure
element reader and to convert at least a portion of the file information into transaction
authorization information and to transmit the transaction authorization information to the
cellular network device through the cellular network application interface.

However, Lu teaches a communications controller configured to receive the
file information from the secure element reader and to convert at least a portion
of the file information into transaction authorization information (e.g., conversion

from ISO 7816 to USB HID format; see Fig. 4, and paragraphs 6-19).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Ryan and Lu before him
or her, to modify the Ryan’s scheme for converting data in ISO 7816 interface format to

data in USB interface format when the data is moved from smartcard to an area in USB
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memory by including the Lu’s scheme for adopting USB HID interface chip to transmit
the converted data to the host application or to transmit control commands through HID
instructions between the host and the portable device. The suggestion/motivation for
doing so would have been to eliminate the need to install and update the driver specific

to the USB portion of the portable device, as briefly described in para. 20.

The combination of Ryan and Lu does not explicitly teach what the transaction
information is and how to convert at least a portion of the file information into transaction
information.

However, Somers teaches that what the transaction information is (see Fig. 2A,
Primary Account Number (PAN) in Track 1 fields, and Fig. 2, PAN in Track 2 fields) and
how to convert at least a portion of the file information into transaction information and
how to transmit the transaction authorization information to the cellular network device
through the cellular network application interface (see also Fig. 3 for transmitting the
sensitive portion of PAN as encrypted; see also, paragraphs 22-25, 32, and 40; It is
noted that the Ryan’s connection module connects the SIM-type personal token to the
smart cellular phone through the interface module (e.g., a USB interace or a wireless
interface) between the cellular phone and SD card).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the

current invention was made, having the teachings of Ryan, Lu, and Somers before him
or her, to modify the scheme of Ryan and Lu for transmitting the converted data to the
host application through HID instructions between the host and the portable device

(e.g., SD token) by including the scheme of Somers for extracting the PAN data from
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the Track 1 or Track 2 data of the smartcard and encrypting the individual account
identification number of the PAN but BIN untouched before transforming the data into
USB HID keycodes for populating application form fields. The suggestion/motivation for
doing so would have been to protect confidential data from being disclosed by

encrypting the sensitive data, as briefly discussed in para. 22.

5. As to claims 2, in view of Claims 1, Lu and Somers teach wherein the
communications controller is configured to provide the transaction information in
a format that auto-populates a form field defined by an application running on the
computer terminal (see Lu, Fig. 4, and paragraphs 6-19; see Somers 32 and 61; It is
noted that the data from PAN and transaction counter could be translated into HID a
series of keycodes, according to Lu’s HID instructions, to be automatically populated on
the data fields on a form of an application in the host.; It is well-known to a person in the
art how to translate data into a USB HID keycodes (see Hulbert et al. (US PG-Pub.

2009/0187,687 A1), Fig. 3, paragraphs 41, 131-147).)

6. As to claims 3, 17, 26, in view of Claims 1, 15, and 24, respectively, Lu and
Somers teach wherein the communications controller is configured to provide the
transaction information in a prescribed cadence for an application running on the

computer terminal (see discussion in the rejected claim 2).
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7. As to claim 4, in view of Claim 1, Ryan and Lu teaches wherein the
communication connector is a Universal Serial Bus (USB) connector and the
communications controller is configured as a Human Interface Device (HID) class

USB-device (see discussion in the rejected claim 1).

8. As to claim 6, in view of Claim 4, Lu and Somers teach wherein the
communications controller is configured to provide the transaction information in
a prescribed cadence for an application running on the computer terminal (see

discussion in the rejected claim 2; e.g., using HID keycodes).

9. As to claims 7, 18, in view of Claims 1, 15, respectively, Somers teach wherein
the secure element data file comprises financial authorization data (e.g., PAN and
transaction counter) and the communications controller is configured to extract at
least a portion of the financial authorization data (e.g., BIN and a cardholder
account number; see para. 40) and is configured to encrypt the at least a portion of
the financial data (see Fig. 3, step 122) and to transmit the encrypted financial
authorization data for transmission as transaction information to the computer

terminal through the communications (USB) connector (see para. 40 and 46).

10. Astoclaims 9, 20, in view of Claims 7, 18, respectively, Lu and Somers teach

wherein the communications controller is configured to provide the transaction
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information in a prescribed cadence for an application running on the computer

terminal (see discussion in the rejected claim 2).

11.  Asto claim 10, in view of Claim 1, Ryan, Lu teaches wherein:

the communication connector is a Universal Serial Bus (USB) connector (see
Ryan, Fig. 1¢) and the communications controller is configured as a Human
Interface Device (HID) class USB-device (see Lu, Fig. 4, and paragraphs 6-19); and
the secure element data file comprises financial authorization data and the
controller is configured to extract at least a portion of the financial authorization
data and is configured to encrypt the at least a portion of the financial data and to
transmit the encrypted financial authorization data for transmission as
transaction information to the computer terminal using the USB connector (see

para. 40; see Fig. 3, step 122; see para. 40 and 46).

12. Astoclaims 12, 21, 27, 31, in view of Claims 1, 15, 24, 30, respectively, Somers

teaches wherein the transaction (authorization) information comprises an

(encrypted) unpredictable number constructed as a hash of a timestamp (see e.g.,

PAN comprising an Issuer identification Number; see claim 1).

13. Astoclaims 13, 22, 28, 32, in view of Claims 1, 15, 24, and 30, respectively,

Somers teaches wherein the transaction (authorization) information comprises an
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encryption constructed from a timestamp and a transaction counter (see claims

15-17).

14.  Asto claims 14, 23, 29, in view of Claims 1, 15, 24, respectively, Lu teaches
wherein the secure element reader is configured to await a startup instruction

comprising an unpredictable humber originating from the computer terminal prior

to interrogating the secure element (see paragraphs 10 — 15).

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.
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The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Hauck (US PG-Pub. 2006/0143326 A1); Hulbert et al. (US PG-
Pub. 2009/0187687 A1);

Drabczuk et al. (US Patent 7,011,247 B2) for Method of Communication Between
a Smart Card and a Host Station;

Hammad et al. (US PG-Pub. 2008/0128513 A1); Brandli et al. (US PG-Pub
2009/0039156 A1) for Method for Authorized Granting of a Service and Device for
Carrying out said method;

Margalit et al. (US Patent 6,763,399 B2).

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to HEE SONG whose telephone number is (571)270-3260.
The examiner can normally be reached on Mon - Fri, 7:30 AM - 5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Vivek Srivastava can be reached on (571)272-7304. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

HEE SONG
Examiner, Art Unit 2433
7/16/2011

/VIVEK SRIVASTAVA/

Supervisory Patent Examiner, Art Unit 2433
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Docket No. 63766.US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/019,318

Applicant(s): YEAGER, C. Douglas

Filing Date: 01/24/2008

Confirmation No.: 9759

Title: SELF-AUTHORIZING DEVICES
Examiner: SONG, Hee K.

Group Art Unit: 2433

AMENDMENT UNDER 37 CFR §1.116

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

- This is in response to the Final Office Action dated 07/20/2011. The Applicant
respectfully requests that the following Cancellation of Claims, Amendments and Remarks be
considered under 37 CFR 1.116 on the grounds that they place the application in condition for
allowance.

Amendments to the Claims are reflected in the listing of claims which begins on page 2
of this submittal.

Remarks begin on page 10 of this submittal.
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In the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims:

1. (Currently Amended) A token comprising:

a mounting structure having a communication connector configured to connect to a

computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data
file,

a secure element reader affixed to the mounting structure and configured to interrogate
the secure element by executing file system functions comprising a command to select a payment
card application according to ISO 7816-4 and to generate file information from the secure

element data file; and

a communications controller affixed to the mounting structure and configured to receive
the file information from the secure element reader and to convert at least a portion of the file
information into transaction information and to transmit the transaction information to the

computer terminal through the communications connector, wherein the communication

connector is a Universal Serial Bus (USB) connector and the communications controller is
configured as a Human Interface Device (HID) class USB-device and the communications
controller is configured to provide the transaction information in a format that auto-populates a
form field defined by an application running on the computer terminal.

2. (Canceled)

3. (Previously Presented) The token of Claim 1 wherein the communications controller is
configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.
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4, (Canceled)
5. (Canceled)
6. (Canceled)

7. (Previously Presented) The token of Claim 1 wherein the secure element data file
comprises financial authorization data and the communications controller is configured to
extract at least a portion of the financial authorization data and is configured to encrypt
the at least a portion of the financial data and to transmit the encrypted financial
authorization data for transmission as transaction information to the computer terminal

through the communications connector.

8. (Canceled)

9. (Currently Amended) The token of Claim [7] 34 wherein the communications controller
is configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

10.  (Currently Amended) The token of Claim 1 wherein:

the secure element data file comprises financial authorization data and the controller
is configured to extract at least a portion of the financial authorization data and is
configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to

the computer terminal using the USB connector.

11.  (Currently Amended) The token of Claim 10 wherein:
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12.

13.

14.

15.

Docket No. 63766.US

the communications controller is configured to provide the transaction information in

a prescribed cadence for the application running on the computer terminal.

(Previously Presented) The token of Claim 1 wherein the transaction information

comprises an encrypted unpredictable number constructed as a hash of a timestamp.

(Previously Presented) The token of Claim 1 wherein the transaction information

comprises an encryption constructed from a timestamp and a transaction counter.

(Previously Presented) The token of Claim 1 wherein the secure element reader is
configured to await a startup instruction comprising an unpredictable number originating

from the computer terminal prior to interrogating the secure element.
(Currently Amended) A token comprising:

a mounting structure having a Universal Serial Bus (USB) connector configured to

connect to a computer terminal;

file,

a secure element affixed to the mounting structure, the secure element comprising a data

a communications controller affixed to the mounting structure and configured as a

Human Interface Device (HID) class USB-device and configured to extract information from the

secure element data file and to convert at least a portion of the data file into transaction

information and to transmit the transaction information to the computer terminal through the
USB connector as keyboard emulation_and wherein the communications controller is configured

to provide the transaction information in a format that auto-populates a form field defined by an
application running on the computer terminal.

16.

17.

(Canceled)

(Previously Presented) The token of Claim 15 wherein the communications controller is
configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.
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19.

20.

21.

22.

23.

24,
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(Previously Presented) The token of Claim 15 wherein the secure element data file
comprises financial authorization data and the communications controller is configured to
extract at least a portion of the financial authorization data and is configured to encrypt
the at least a portion of the financial data and to transmit the encrypted financial
authorization data for transmission as transaction information to the computer terminal

through the USB connector.
(Canceled)

(Currently Amended) The token of Claim [18] 35 wherein the communications controller
is configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.

(Previously Presented) The token of Claim 15 wherein the transaction information

comprises an encrypted unpredictable number constructed as a hash of a timestamp.

(Previously Presented) The token of Claim 15 wherein the transaction information

comprises an encryption constructed from a timestamp and a transaction counter.

(Previously Presented) The token of Claim 15 wherein the secure element reader is
configured to await a startup instruction comprising an unpredictable number originating

from the computer terminal prior to interrogating the secure element.
(Currently Amended) A token comprising:

a mounting structure having a communication connector configured to connect to a

computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data

file comprising financial authorization data,

a communications controller affixed to the mounting structure and configured to extract

at least a portion of the financial authorization data from the secure element data file and

configured to encrypt the at least a portion of the financial data and to transmit the encrypted
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financial authorization data as transaction information comprising an encrypted unpredictable

number constructed as a hash of a timestamp to the computer terminal using the communication

connector, wherein the communications controller is configured to provide the transaction

information in a format that auto-populates a form field defined by an application running on the

computer terminal.

25.

26.

27.

28.

29.

30.

(Canceled)

(Previously Presented) The token of Claim 24 wherein the communications controller is
configured to provide the transaction information in a prescribed cadence for an

application running on the computer terminal.
(Canceled)

(Previously Presented) The token of Claim 24 wherein the transaction information
comprises an encryption constructed from the hash of the timestamp and a transaction

counter.

(Previously Presented) The token of Claim 24 wherein the secure element reader is
configured to await a startup instruction comprising an unpredictable number originating

from the computer terminal prior to interrogating the secure element.

(Currently Amended) A cellular network adapter for a cellular network device configured

with a cellular network application interface comprising;
a secure element comprising a data file;

a secure element reader in the cellular network adapter configured to interrogate the

secure element by executing file system functions according to ISO 7816-4 and to generate file

information from the secure element data file;

a near field communications controller bridge chip to convert the file information to an

RF data signal for an external reader; and
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a communications controller configured to receive the file information from the secure
element reader and to convert at least a portion of the file information into transaction
authorization information and to transmit the transaction authorization information from the
cellular network device over a wireless network through the cellular network application

interface, wherein the wireless network comprises a cellular network and the secure element
reader in the cellular network adapter is configured to await a startup instruction comprising an

unpredictable number originating over the cellular wireless network prior to interrogating the

secure element.

31.  (Previously Presented) The cellular network adapter of Claim 30 wherein the transaction
authorization information comprises an encrypted unpredictable number constructed as a

hash of a timestamp.

32.  (Previously Presented) The cellular network adapter of Claim 30 wherein the transaction
authorization information comprises an encryption constructed from a timestamp and a

transaction counter.
33.  (Canceled)
34. (New) A token comprising:

a mounting structure having a communication connector configured to connect to a

computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data
file,

a secure element reader affixed to the mounting structure and configured to interrogate
the secure element by executing file system functions comprising a command to select a payment
card application according to ISO 7816-4 and to generate file information from the secure

element data file; and
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a communications controller affixed to the mounting structure and configured to receive
the file information from the secure element reader and to convert at least a portion of the file
information into transaction information and to transmit the transaction information to the

computer terminal through the communications connector; wherein

the secure element data file comprises financial authorization data and the
communications controller is configured to extract at least a portion of the financial authorization
data and is configured to encrypt the at least a portion of the financial data and to transmit the
encrypted financial authorization data for transmission as transaction information to the

computer terminal through the communications connector, and wherein

the communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the computer

terminal.
35. (New) A token comprising:

a mounting structure having a Universal Serial Bus (USB) connector configured to

connect to a computer terminal;

a secure element affixed to the mounting structure, the secure element comprising a data

file; and

a communications controller affixed to the mounting structure and configured as a
Human Interface Device (HID) class USB-device and configured to extract information from the
secure element data file and to convert at least a portion of the data file into transaction
information and to transmit the transaction information to the computer terminal through the

USB connector as keyboard emulation; wherein

the secure element data file comprises financial authorization data and the
communications controller is configured to extract at least a portion of the financial authorization

data and is configured to encrypt the at least a portion of the financial data and to transmit the
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encrypted financial authorization data for transmission as transaction information to the

computer terminal through the USB connector; and wherein

the communications controller is configured to provide the transaction information in a
format that auto-populates a form field defined by an application running on the computer

terminal.
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REMARKS

The Final Office Action dated 07/20/2011 recorded the following status of claims in this
application. Claim 1 — 26 and 28 — 33 were pending in the application. Claims 5, 8, 11, 16, 19,
25 and 33 were objected to as being dependent upon a rejected base claim. The Examiner states
that these claims would be allowable if rewritten in independent form including all of the
limitations of the base claim and any intervening claims. This Amendment amends Claims 1, 9,
10, 11, 15, 20, 24, and 30. New Claims 34 and 35 are entered. Claims 2, 4, 5, 6, 8, 16, 19, 25,
27, and 33 are canceled. Reconsideration of this application is requested in view of these

changes and the remarks presented below.

Claim Objections

Claims $, 8, 11, 16, 19, 25 and 33 were objected to as being dependent upon a rejected
base claim, but would be allowable if rewritten in independent form including all of the

limitations of the base claim and any intervening claims. This is noted with appreciation.

Claim 5 depended from Claim 4, and Claim 4 depended from Claim 1. With the current
amendment, all of the limitations of Claims 4 and 5 have been incorporated into Claim 1. This
has the effect of rewriting Claim 5 in independent form including all of the limitations of the
base claim and any intervening claims. Consequently Claims 4 and 5 are cancelled. Claim 1 as
currently amended is now allowable, and therefore Claims 3, 7, 10, 11, 12, 13, and 14, which

also depend directly or indirectly from Claim 1 as currently amended, are now allowable.

Claim 8 depended from Claim 7, and Claim 7 depended from Claim 1. With the current
amendment all of the limitations of Claims 1, 7 and 8 have been incorporated into new Claim 34.
This has the effect of rewriting Claim 8 in independent form including all of the limitations of
the base claim and any intervening claims. Claim 8 is cancelled. New Claim 34 is allowable,
and therefore Claim 9, which depended from Claim 7 (and now depends from new Claim 34), is

allowable.

10
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Claim 10 is currently amended to delete the first element (“the communications
connector is a Universal Serial Bus (USB) connector . . .”) since that element is incorporated into

Claim 1 as currently amended.

Claim 11 is currently amended to delete the first element (“the communications controller
is configured to provide the transaction information . . .”) since that element is incorporated into

Claim 1 as currently amended.

Claim 16 depended from Claim 15. With the current amendment all of the limitations of
Claim 16 have been incorporated into Claim 15. This has the effect of rewriting Claim 16 in
independent form including all of the limitations of the base claim and any intervening claims.
Consequently, Claim 16 is cancelled. Claim 15 as currently amended is now allowable, and
therefore Claims 21, 22, and 23, which also depend from Claim 15 as currently amended, are

now allowable.

Claim 19 depended from Claim 18, and Claim 18 depended from Claim 15. With the
current amendment all of the limitations of Claims 15, 18, and 19 have been incorporated into
new Claim 35. This has the effect of rewriting Claim 19 in independent form including all of the
limitations of the base claim and any intervening claims. Claim 19 is cancelled. New Claim 35

is allowable and therefore Claim 20, which depended from 18 (and now depends from new
Claim 35), is allowable.

Claim 25 depended from Claim 24. With the current amendment all of the limitations of
Claim 25 have been incorporated into Claim 24. This has the effect of rewriting Claim 25 in
independent form including all of the limitations of the base claim and any intervening claims.
Consequently Claim 25 is cancelled. Claim 24 as currently amended is now allowable, and
therefore Claims 26, 28, and 29, which also depend from Claim 24 as currently amended, are

now allowable.

Claim 33 depended from Claim 30. With the current amendment all of the limitations of
Claim 33 have been incorporated into Claim 30. This has the effect of rewriting Claim 33 in

independent form including all of the limitations of the base claim and any intervening claims.

11
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Consequently Claim 33 is cancelled. Claim 30 as currently amended is now allowable, and
therefore Claims 31 and 32, which also depend from Claim 30 as currently amended, are now

allowable.

As a minor observation, the Applicant notes that the Examiner refers to the Final Office
Action as being in response to a communication filed on 25 May 2011. The Applicant believes
that this date should be 4 May 2011.

Conclusion

The Examiner’s findings have been carefully reviewed and in view of this submittal the
Applicant believes that the claims are in a form requiring allowance, and such action is earnestly
requested. If the Examiner believes that a telephone call would expedite the early disposition of

this application, a call to the undersigned is respectfully requested.

In the event this response is not timely filed, the Applicant hereby petitions for the
appropriate extension of time and the Applicant requests that the fee for the extension
along with any other fees which may be due with respect to this paper be charged to our
Deposit Account No. 12-23585.

Respectfully submitted,
LUEDEKA, NEELY & GRAHAM, P.C.
By: /JamesRPalmer/

James R. Palmer
Registration No. 48,633

Date: September 19, 2011
P.O. Box 1871

Knoxville, Tennessee 37901
(865) 546-4305
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

PATENT APPLICATION FEE DETERMINATION RECORD | Appiication or Dockst Number | Filing Date
Substitute for Form PTO-875 12/019,318 01/24/2008 | [ 7o be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [X]  ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L Basic Fee N/A N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
=
SEARCH FEE
(37 CFR1.16(k) (i) or (m)) N/A N/A N/A N/A
D EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A N/A N/A
T ez | TE on s -
INDEPENDENT CLAIMS . N _ _
(37 CFR 1.16(h)) minus 3 = X $ = X s _
If the specification and drawings exceed 100
] sheets of paper, the application size fee due
,:F;PCI;'L(F)ﬁtISN SIZE FEE is $250 ($125 for small entity) for each
{ 16(s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
| 09/19/2011 | \ereq PREVIOUSLY EXTRA RATE®) | Fee(9) RATE ($) FEE (§)
E AMENDMENT PAID FOR
g ﬁg(smm « 05 Minus |« 33 _0 X $26 = 0 or [xs -
Zz | g |6 Minus | -4 -2 X $110~ 220 oRxs -
<§E I:' Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L 220 OR ADDL
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | Fee (g RATE () FEE (9)
— AMENDMENT PAID FOR
E I?g(eil)l)(w CFR . Minus I ** - X $ = OR | X5 =
ZlEe, |- vinus | - - xs__- ORIXs =
E I:] Application Size Fee (37 CFR 1.16(s))
=
< D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADD’L
FEE FEE

Legal Instrument Examiner:
/DONNA SMALLS LOGAN/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

222



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
12/019,318 01/24/2008 C. Douglas Yeager 63766.US 9759
408 7590 09/29/2011 | EXAMINER
LUEDEKA, NEELY & GRAHAM, P.C.
PO BOX 1871 SONG, HEE K

KNOXVILLE, TN 37901

| ART UNIT | PAPER NUMBER
2433
| MAIL DATE | DELIVERY MODE
09/29/2011 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Advisory Action 12/019,318 YEAGER, C. DOUGLAS
Before the Filing of an Appeal Brief Examiner Art Unit
HEE SONG 2433

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 19 September 2011 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. [X The reply was filed after a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of
this application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which
places the application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3)
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following
time periods:

a) D The period for reply expires months from the mailing date of the final rejection.

b) & The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee

have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate extension fee

under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as

set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed,
may reduce any earned patent term adjustment. See 37 CFR 1.704(b).

NOTICE OF APPEAL

2. [ The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since
a Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).

AMENDMENTS

3. The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will not be entered because
(a) X They raise new issues that would require further consideration and/or search (see NOTE below);

(0)[] They raise the issue of new matter (see NOTE below);

(c) [ They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; and/or

(d)[] They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: See Continuation Sheet. (See 37 CFR 1.116 and 41.33(a)).

4. [] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5. Applicant’s reply has overcome the following rejection(s):

6. Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the
non-allowable claim(s).

7.4 For purposes of appeal, the proposed amendment(s): a) X will not be entered, or b) [] will be entered and an explanation of
how the new or amended claims would be rejected is provided below or appended.

The status of the claim(s) is (or will be) as follows:
Claim(s) allowed: 1,3,7,9-15,17,18,20-24,26 and 28-32.
Claim(s) objected to: .

Claim(s) rejected: 34 and 35.

Claim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. [] The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will not be entered
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116(e).

9. [[] The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will not be
entered because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a
showing a good and sufficient reasons why it is hecessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. [ The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

11. [J The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

12. [ Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s).

13. [] Other: .

/VIVEK SRIVASTAVA/
Supervisory Patent Examiner, Art Unit 2433

U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-06) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 3
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Continuation Sheet (PTO-303) Application No. 12/019,318

Continuation of 3. NOTE: Adding new claims 34 and 35 requires further consideration and search.
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Do Not Enter

/H.8./

9/21/2011
Docket No. 63766.US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/019,318

Applicant(s): YEAGER, C. Douglas

Filing Date: 01/24/2008

Confirmation No.: 9759

Title: SELF-AUTHORIZING DEVICES
Examiner: SONG, Hee K.

Group Art Unit: 2433

AMENDMENT UNDER 37 CFR §1.116

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

S This is in response to the Final Office Action dated 07/20/2011. The Applicant
respectfully requests that the following Cancellation of Claims, Amendments and Remarks be
considered under 37 CFR 1.116 on the grounds that they place the application in condition for
allowance.

Amendments to the Claims are reflected in the listing of claims which begins on page 2
of this submittal.

Remarks begin on page 10 of this submittal.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWw.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

408 7590 11/28/2011 | EXAMINER |
LUEDEKA, NEELY & GRAHAM, P.C. SONG, HEE K
PO BOX 1871
KNOXVILLE, TN 37901 | ART UNIT PAPERNUMBER |

2433

DATE MAILED: 11/28/2011

APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/019,318 01/24/2008 C. Douglas Yeager 63766.US 9759
TITLE OF INVENTION: SELF-AUTHORIZING DEVICES
APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $870 30 $0 $870 02/28/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:
I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in(ficated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

408 7590 11/28/2011
LUEDEKA, NEELY & GRAHAM, P.C. Certificate of Mailing or Transmission
P O BOX 1871 I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
KNOXVILLE, TN 37901 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/019,318 01/24/2008 C. Douglas Yeager 63766.US 9759
TITLE OF INVENTION: SELF-AUTHORIZING DEVICES
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $870 30 $0 $870 02/28/2012
| EXAMINER | ART UNIT | crass-suscass |
SONG, HEE K 2433 726-020000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

[ Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) the names of up to 3 registered patent attorneys

or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3

listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for

recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

Please check the appropriate assignee category or categories (will not be printed on the patent) :

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

4a. The following fee(s) are submitted:
[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ A check is enclosed.
(| Payment by credit card. Form PTO-2038 is attached.

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number

5. Change in Entity Status (from status indicated above)
Jda Applicant claims SMALL ENTITY status. See 37 CFR 1.27.

. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in

interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature

Date

Typed or printed name

Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
is collection is estimated to take 12 minutes to complete, including gathering, preparing, and
depending upon the individual case. Any comments on the amount of time you require to complete
Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
ria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14.
submitting the completed application form to the USPTO. Time will Va{a{
e

this form and/or s%ggestions for reducing this burden, should be sent to
Box 1450, Alexan
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013.

OMB 0651-0033
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[ Individual [ Corporation or other private group entity [ Government

(enclose an extra copy of this form).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWw.uspto.gov

| APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
12/019,318 01/24/2008 C. Douglas Yeager 63766.US 9759
408 7590 11/28/2011 | EXAMINER |
LUEDEKA, NEELY & GRAHAM, P.C. SONG, HEE K
PO BOX 1871
KNOXVILLE, TN 37901 | ART UNIT PAPER NUMBER |

2433

DATE MAILED: 11/28/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 623 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 623 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(¢)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. - 12/019,318 YEAGER, C. DOUGLAS
HEE SONG 2433

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 9/19/2011.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1,3,7.9-15,17,18.20-24,26,28-32,34 and 35.

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[] Al b) [J Some* c)[JNone of the:
1. [ Cetrtified copies of the priotity documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priotity documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ___
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date ______.

Identifying indicia such as the application humber (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheei(s) should be labeled as such in the header according to 37 CFR 1.121(d).
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Supervisory Patent Examiner, Art Unit 2433
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DETAILED ACTION
1. This is in response to amendments and remarks, filed on 19 September 2011.
Claims 1, 9, 10, 11, 15, 20, 24, 30 are amended. Claims 2, 4-6, 8, 16, 19, 25, 27, and

33 are cancelled. New claims 34 and 35 have been added.

Information Disclosure Statement
The references in the IDS filed on 11 June 2008 have been considered by the

examiner.

Response to Amendment/Arguments
2. Applicant’s arguments filed 19 September 2011 have been fully considered and

they are persuasive.

Allowable Subject Matter

3. Claims 1, 3, 7, 9-15, 17, 18, 20-24, 26, 28-32, 34-35 are allowed.
4. The following is an examiner’s statement of reasons for allowance: the prior arts
of record do not teach nor suggest, either alone or in combination, all the limitations of
the independent claims of the current invention (claims 1, 15, 24, 30, 34, and 35); in
particular the following claim limitations:

(1) "a communications controller affixed to the mounting structure and configured
to receive the file information from the secure element reader and to convert at least a

portion of the file information into transaction information and to transmit the transaction
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information to the computer terminal through the communications connector, wherein

the communication connector is a Universal Serial Bus (USB) connector and the

communications controller is configured as a Human Interface Device (HID) class USB-

device and the communications controller is confiqured to provide the transaction

information in a format that auto-populates a form field defined by an application running

on the computer terminal”, (2) "a communications controller configured to receive the

file information from the secure element reader and to convert at least a portion of the
file information into transaction authorization information and to transmit the transaction
authorization information from the cellular network device over a wireless network

through the cellular network application interface, wherein the wireless network

comprises a cellular network and the secure element reader in the cellular network

adapter is configured to await a startup instruction comprising an unpredictable number

originating over the cellular wireless network prior to interrogating the secure element.”

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to HEE SONG whose telephone number is (571)270-3260.

The examiner can normally be reached on Mon - Fri, 7:30 AM - 5:00 PM.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Vivek Srivastava can be reached on 571-272-7304. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

HEE SONG
Examiner, Art Unit 2433
10/21/2011

/IVIVEK SRIVASTAVA/

Supervisory Patent Examiner, Art Unit 2433
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Attorney Docket No. 63766.US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/019,318
Applicant(s): YEAGER, C. Douglas
Filing Date: 01/24/2008

Confirmation No.: 9759

Title: SELF-AUTHORIZING DEVICES
Examiner: SONG, Hee K.
Group Art Unit: 2433

COMMENTS ON STATEMENT OF REASONS FOR
ALLOWANCE

Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

These comments are in response to the Examiner’s Statement for Reasons for Allowance
mailed 11/28/2011, with the Notice of Allowance and Fee(s) Due.

It is noted with much gratitude that the Examiner allowed all of the pending claims in this
case. In so doing, however, the Examiner also issued a somewhat extended statement regarding
the Examiner’s interpretation of the scope of the prior art and the Examiner’s views with regard
to certain purported distinctions between the allowed claims and the disclosure of the prior art.

While the Applicants agree that the claims patentably distinguish over the prior art, the
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Attorney Docket No. 63766.US

Applicants submit that the rationale for Allowance put forward by the Examiner may not be the
only basis on which the claims might be said to distinguish over the art. In other words, the
Examiners’ Reasons of Allowance are not acknowledged by the Applicants to be an exhaustive
list of all the patentable distinctions between the present claims and the teachings of the prior art
or all or even the only sufficient reasons why the claims define patentable subject matter under
the law, and the Applicants reserve the right to note other, further, and/or different reasons why
the scope of the present claims patentably distinguishes over the prior art, should the need arise
to do so. Simply put, the Applicants’ claims and the disclosures of the prior art speak for
themselves, and the differences between the two are, upon issuance of a patent from this
application, statutorily presumed under law to meet the conditions for patentability under all
relevant provisions of the Patent Act, Title 35 of the United States Code, as amended.

The Applicants respectfully requests that these observations be placed in the official file

for this case.

Respectfully submitted,
LUEDEKA NEELY GROUP, P.C.

» Qs Fbmar.

,,s‘:':; James R. Palmer
Registration No. 48,633

Date: February 21,2012
P.O. Box 1871

Knoxville, Tennessee 37901
(865) 546-4305
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Filer Authorized By:
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Attorney Docket Number: 63766.US
Receipt Date: 21-FEB-2012
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Application Type:
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Payment information:
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Total Files Size (in bytes):i 95113

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

a
in
maintenance fee notifications.

pgropriata All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

408 7590 11/28/2011
LUEDEKA, NEELY & GRAHAM, P.C.

P OBOX 1871

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope

KNOXVILLE, TN 37901 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/019,318 01/24/2008 C. Douglas Yeager 63766.US 9759
TITLE OF INVENTION: SELF-AUTHORIZING DEVICES
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $870 30 $0 $870 02/28/2012
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
SONG, HEE K 2433 726-020000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

[ Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
i 1Luedeka Neely Group, P.C.
(1) the names of up to 3 registered patent attorneys

or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2
registered attorney or agent) and the names of up to

2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : & Individual [ Corporation or other private group entity [ Government

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ A check is enclosed.
(| Payment by credit card. Form PTO-2038 is attached.

& The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number TQZ i g %% (enclose an extra copy of this form).

4a. The following fee(s) are submitted:
Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

5. Change in Entity Status (from status indicated above)
Jda Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

February 24, 2012

48,633

/James R. Palmer/ Date

Authorized Signature

James R. Palmer

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toa{ge Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexand%ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 12019318

Filing Date: 24-Jan-2008

Title of Invention: SELF-AUTHORIZING DEVICES

First Named Inventor/Applicant Name: C. Douglas Yeager

Filer: James Roy Palmer/Jennifer McDonald
Attorney Docket Number: 63766.US

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suﬁ-s'l's(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl issue fee 2501 1 870 870

Extension-of-Time:
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o ) Sub-Total in
Description Fee Code Quantity Amount uUsD($)
Miscellaneous:
Total in USD ($) 870
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Electronic Acknowledgement Receipt

EFS ID: 12150110
Application Number: 12019318
International Application Number:
Confirmation Number: 9759

Title of Invention:

SELF-AUTHORIZING DEVICES

First Named Inventor/Applicant Name:

C. Douglas Yeager

Customer Number:

408

Filer:

James Roy Palmer/Jennifer McDonald

Filer Authorized By:

James Roy Palmer

Attorney Docket Number: 63766.US
Receipt Date: 24-FEB-2012
Filing Date: 24-JAN-2008
Time Stamp: 10:02:00

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $870

RAM confirmation Number 8474

Deposit Account 122355

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . g
Number Message Digest | Part/.zip| (ifappl.)
63766us-topto-20120224 108849
1 Issue Fee Payment (PTO-85B) us-topto . no 1
IssueFeeTransmittal.pdf
11e6979a%29c18e3b652804332d7ead 203
33ele
Warnings:
Information:
30433
2 Fee Worksheet (SB06) fee-info.pdf no 2
a79beel6c995560a37a03d5e616fa839ffcc
bde0
Warnings:
Information:
Total Files Size (in bytes); 139282

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/019,318 04/03/2012 8151345 63766.US 9759
408 7590 03/14/2012
LUEDEKA NEELY GROUP, P.C.
P O BOX 1871

KNOXVILLE, TN 37901

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 1058 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

C. Douglas Yeager, Knoxville, TN;

IR103 (Rev. 10/09)
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Doc Code: PA.. PTOIAINSZA (07-13)
PR X P PTOIAIASZA (07-
Document Description: Fower of Altorney Approved for use through 11/30/2614. OMB 0851-0051

U.3. Patent and Trademark Office; U.S5. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required to respond to a collection of information unless it dispigys a valid OMB controf number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitied with the Power of Attorney by Applicant form (PTO/AIA/BZE) 1o identify the appilication to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. if neither form PTO/AIA/BZ2A nor form PTO/AIAS2B identifies the application to which the Power of Altorney is
directed, the Power of Attorney wiil nol be recognized in the application.

Application Number 12/019,318

Filing Date 01-24-2008

First Named Inventor C. Douglas Yeager

Title SELF-AUTHORIZING DEVICES

Art Unit 2433

Examiner Name S@NG, HEE K

Attorney Docket Number [1165486-000CT1

SIGNATURE of Applicant or Patent Practitioner
Signature /NQ@E C Giﬁ@ﬁpi@f Date {Optionai)
Name Noel C. Gillespie Registration 47596

Mumber

Title (if Applicantis a Aﬁomey of Record
juristic entity)

Applicant Name (if Applicant is a juristic entity) N E@ LQGY g N C
y .

NGTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and cedifications. if
more than one applicant, use muliiple forms.

D *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated io take 3 minutes 1o complete, including gathering, preparing, and submitiing the completed
application form 1o the USPTO. Time will vary depending upon the individual case. Any commenis on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-FPTO-318¢ and select option 2.
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NEOLOGY, INC.
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af fime you vequire to complete this farm andior suggestions for redusing this burden, shouis be e in the Chief intosmation Offficar, U.S, Patent and Trademark Offfcs. 118,
Sepatment of Coramerce, .0, Bow 1480, Sexendris, VA 223131380, DONOT SERD FEES OR COMPLETED FORME TO THIS ADDRESS. SEND 1O Nomavssioner
Sor Patepts, PO, Box MR, Alacandria, WA 223131480,

¥you noed sesistance in complsling the form, call -800-FTO-G158 and select oplion 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: NEOLOGY, INC.

Application No./Patent No.: 8,151,345 Filed/Issue Date: 04-03-2012
Titled: SELF-AUTHORIZING DEVICES

NEOLOGY, INC. _ a corporation

{(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:| There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: YEAGER, C. DOUGLAS To: U.S. Encode Corporation

The document was recorded in the United States Patent and Trademark Office at

Reel 040024 , Frame 0179 , or for which a copy thereof is attached.

2 From: YEAGER, DOUG, U.S. ENCODE CORPORATION 1,. NEOLOGY, INC.

The document was recorded in the United States Patent and Trademark Office at
Reel 040423 , Frame 0761 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

|:] As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Noel C. Gillespie/ December 2 2016
Signature Date

Noel C. Gillespie 47596

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 27684954
Application Number: 12019318
International Application Number:
Confirmation Number: 9759

Title of Invention:

SELF-AUTHORIZING DEVICES

First Named Inventor/Applicant Name:

C. Douglas Yeager

Customer Number: 408
Filer: Noel C. Gillespie
Filer Authorized By:
Attorney Docket Number: 63766.US
Receipt Date: 02-DEC-2016
Filing Date: 24-JAN-2008
Time Stamp: 21:24:48

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
351799
1 Power of Attorney POA_116546_900CT1.PDF no 2
cead8e4d7013a5ch69ab8493d518b50ada

78b79¢

Warnings:
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Information:

119360
) Assignee showing of ownership per 37 | 373b_Statement_116546_900 no 3
CFR3.73 T1.PDF
Sdefb76c7c9fbe6605ac1668a35a8520172¢
16ac

Warnings:

Information:

Total Files Size (in bytes): 471159

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY.DOCKET NO./TITLE REQUEST ID

12/019,318 01/24/2008 C. Douglas Yeager 116546-900CT1 29881

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 12/06/2016 has been accepted.

CERTIFICATIONS:

Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: Noel C. Gillespie/
Name: Noel C. Gillespie
Registration Number: 47596
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, \n'ng 22313-1450

WWW.USPLO.gOv
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/019,318 01/24/2008 C. Douglas Yeager 116546-900CT1

CONFIRMATION NO. 9759

27189 POA ACCEPTANCE LETTER

PROCOPIO, CORY, HARGREAVES & SAVITCH LLP

525 B STREET N, AT R A

SUITE 2200 00000087 704708

SAN DIEGO, CA 92101

Date Mailed: 12/08/2016

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 12/02/2016.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/byemane/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

@lwaaﬁd;ag\nglm 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/019,318 01/24/2008 C. Douglas Yeager 63766.US

CONFIRMATION NO. 9759

408 POWER OF ATTORNEY NOTICE

LUEDEKA NEELY GROUP, P.C.

P O BOX 1871 R, AT R AR

KNOXVILLE, TN 37901 00000087 704

Date Mailed: 12/08/2016

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 12/02/2016.

The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33)

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/byemane/

page 1 of 1
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deseribad in MPEP 503

New Applications Under 38 U.8.C 11

i a new application is baing fled and the appdication inciudes the necessary componenis for fing date (ses 37 OFF 1.53{(b)-(d)
and MPEP 508), a Filing Receipt -(‘ 7 CFR 1. ‘:4} wili be issued in dus oo

Receipt will astablish the filing dat {

& and the date shown on this Acknowledgement

National Stage of an International Application under 35 U.S.C. 371
o timely submission o entar the national » Eage of an international apy ')ELci ar s compliant with the conditions of 35 U.S.C.
371 and other applicable requiraments a Form PET/ 2403 ::ﬁ cating acceptancs of the application as a national slage
submission under 35 U.B.C. 371 will be issued in addition 1o the Fiiing Receipt, in due course

=

New International ﬁppié{:aﬁiun Filed with the USPTO as a Recsiving Office

i onew internationad appiicalinn is being Hed and the inlermalional application includas the necessary companents for an
international fiiing date (ses 'PLT Articls 11 and MPEP 1510), a Notification of the Intemational Apphication Number and of the
intermational Filing Dade (Form POT/RGDE) will be issuad in due courss, subject fo prascriptions concerning national security,
and tha date shown on this Acknowledgemant Heceipt will astablish the intarnational filing date of the application.
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i anew awpiicaﬁf}n 15 baing filed and the application inciudes the necessary componants for filing date {ses 37 COFR 1.33{(b)(h
d MPER 506}, & Filing Receipt (37 GFR 1.54) will ba issued in duas course and the date shown on this Acknowledgement

Rsa.\,:,m will &stamsh the filing date of the appiication

National Siage of an International Application under 38 WE.C. 39N

i & timely submission o enter the nationad stage of an international application s compliant with the conditions of 35 B.8.C.
371 and other applicable requiremenis a Form PCT/DOAEGANS indicaling acceptancs of the application as a national stage
subrmission under 35 U.S.C. 371 will he issued in addition {o the Filing Recaipl, in due course.

New International Applivation Filed with the USPTQ as a Receiving Office

i a new international application is being fled and the infernalional application includes the necessary componanis for an
international filing date (ses PCT Article 11 aﬁd MEER 1810), a Notification of the International Application Number and of the
nternational Filing mi“ {Form POT/RGINS) will be ssuad in due courss, subject to prescriptions concarning national secunty,
and the date shown on this Acknowladgement Receipt will establish the international filing dals of the application.
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Doc Code: MFEE.C.AD

Document Description: Maintenance Fee Address Change
PTO/AIA/A7 (11-21)
Approved for use through 11/30/2024. OMB 0651-0016
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number.

“FEE ADDRESS” INDICATION FORM

Address to:
Mail Stop Maintenance Fee Fax to:
Director of the United States -OR- 571-273-6500

Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

INSTRUCTIONS: The issue fee must have been paid for the application(s) listed on this form. In addition, only an address
represented by a Customer Number can be established as the fee address for maintenance fee purposes (hereafter, fee
address). A fee address should be established when correspondence related to maintenance fees should be mailed to a
different address than the correspondence address for the application.

When to check the first box below: If you have a Customer Number to represent the fee address.

When to check the second box below: If you have no Customer Number representing the desired fee address, in which case
a completed Request for Customer Number (PTO/SB/125) must be attached to this form. For more information on Customer
Numbers, see the Manual of Patent Examining Procedure (MPEP) § 403.

For the following listed application(s), please recognize as the “Fee Address” under the provisions of 37 CFR 1.363 the
address associated with:

Customer Number: 62993

OR
m The attached Request for Customer Number form (PTO/SB/125)

PATENT NUMBER
(if known)

APPLICATION NUMBER

8151345

Completed by (check one):

/Noel C. Gillespie/

D Applicant/Inventor -
Signature
1 Attorney or Agent of record 47596 Noel C. Gillespie
Reg. No. Typed or printed name
Assignee of record of the entire interest. See
37 CFR 3.71. Statement under 37 CFR 3.73(c) 619-219-5335

(Form PTO/AIA/96) is enclosed or was filed on
Requester’s telephone number

(Date)
November 25, 2025

Date
NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. If the assignee is a
juristic entity, this form must be signed by a patent practitioner (attorney or agent) of record. Submit multiple forms if more than one
signature is required, see below*.

*Total of 1 forms are submitted

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control
Number. The OMB Control Number for this information collection is 0651-0016. Public burden for this form is estimated to average 5 minutes per response,
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the
information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this
burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or

email InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. The United States Patent and Trademark Office {USPTO) collects the
information in this record under authority of 35 U.S.C. 2. The USPTO's system of records is used to manage all applicant and
owner information including name, citizenship, residence, post office address, and other information with respect to
inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection with the invention for
which a patent is sought or has been granted. The applicable Privacy Act System of Records Notice for the information
collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243
(March 29, 2013). https://www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341.pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that the system of
records indicates a violation or potential violation of law; 2) a Federal, state, local, or international agency, in response to its
request; 3) a contractor of the USPTO having need for the information in order to perform a contract; 4) the Department of
Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of
Congress submitting a request involving an individual to whom the record pertains, when the individual has requested the
Member’s assistance with respect to the subject matter of the record; 6) a court, magistrate, or administrative tribunal, in the
course of presenting evidence, including disclosures to opposing counsel in the course of settlement negotiations; 7) the
Administrator, General Services Administration (GSA), or their designee, during an inspection of records conducted by GSA
under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any other relevant {i.e., GSA or
Commerce) directive, where such disclosure shall not be used to make determinations about individuals; 8) another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)); 9) the Office of Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management
and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine your
submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International Bureau of the World
Intellectual Property Organization, if the record is related to an international application filed under the Patent Cooperation
Treaty; 2) the public i) after publication of the application pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant
to 35 U.S.C. 151, iii) if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections, or
an issued patent, or iv) without publication of the application or patent under the specific circumstances provided for by 37
CFR 1.14{a){1)(v)-(vii); and/or 3) the National Archives and Records Administration, for inspection of records.
https://www.govinfo.gov/content/pkg/FR-2013-03-29pdf/2013-07341.pdf
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Doc Code: PA..

PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 09/30/2025, OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE

REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 12/019,318

Filing Date

January 24, 2008

First Named Inventor

C. Douglas Yeager

Title

SELF-AUTHORIZING DEVICES

Art Unit

2433

Examiner Name

Hee K. Song

Attorney Docket Number |[N5429-3091

SIGNATURE of Applicant or Patent Practitioner

Signature /Noel C GI”eSpIe/ Date (Optional)
Name Noel C. Gillespie Eﬁgi}ztg?tion 47596

Title (if Applicant is a
juristic entity)

Patent Practitioner

Applicant Name (if Applicant is a juristic entity) N EOLOGY I NC
’ .

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of 1] forms are submitted.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an information
collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control Number. The OMB
Control Number for this information collection is 0651-0035. Public burden for this form is estimated to average 30 minutes per response, including the time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information collection. Send comments
regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer, United
States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED

FORMS TO THIS ADDRESS. [f filing this completed form by mail, send to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Docusign Envelope ID: 938FDC7D-1F2E-4884-B5E7-128851D1C442
e PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 09/30/2025, OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 62993

|:| | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

I:' The address associated with Customer Number:
OR

I:l Firm or
Individual Name

Address

City [ state | [zip |
Country

Telephone | Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

NEOLOGY, INC.

|:| Inventor or Joint Inventor (title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent

The undersigned (who titﬂle'sfgegl?é:plied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature Dragdey &. ¥ Uldmann | Date (Optional) | 8/27/2025
Name Braaley F PRIHER
Title Chairman and CEO

NOTE: Signature - This form must be signed by the applicantin accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

|:|Tota| of forms are submitted.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an information
collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control Number. The OMB Control
Number for this information collection is 0651-0035. Public burden for this form is estimated to average 3 minutes per response, including the time for reviewing instructions,
searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information collection. Send comments regarding this burden
estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer, United States Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTO/AIA/96 (11-23)

Approved for use through 11/30/2027. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

First Named Inventor/Patent Owner:NEOLOGY’ INC.

Application No./Patent No.: 12/019,318
Titleq: SELF-AUTHORIZING DEVICES

NEOLOGY, INC.

Filed/Issue Date: January 24, 2008

a corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:| There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached*.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: C.Douglas Yeager To: Doug Yeager; U.S. ENCODE CORPORATION

The document was recorded in the United States Patent and Trademark Office at

Reel 40024 , Frame 0179 , or for which a copy thereof is attached™*.
2. From: Doug Yeager; U.S. ENCODE CORPORATION To: NEOLOGY, INC.

The document was recorded in the United States Patent and Trademark Office at

Reel 40423 , Frame 0761 , or for which a copy thereof is attached*.

[Page 1 of 2]

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with
an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB
Control Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 15 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and
reviewing the information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions
for reducing this burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email
InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (11-23)

Approved for use through 11/30/2027. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached*.
4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached*.

5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached*.

6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached*.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

*As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Noel C. Gillespie/ November 25, 2025
Signature Date

Noel C. Gillespie 47596

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission
of the attached form related to a patent application or patent. The United States Patent and Trademark Office (USPTO)
collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of records is used to manage all
applicant and owner information including name, citizenship, residence, post office address, and other information with
respect to inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection with the
invention for which a patent is sought or has been granted. The applicable Privacy Act System of Records Notice for the
information collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at
78 FR 19243 (March 29, 2013). hittgs:/fwww.govinfogov/content/nkg/FR-2013-03-29/0di/2013-0734 1. pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that the system
of records indicates a violation or potential violation of law; 2) a Federal, state, local, or international agency, in response
to its request; 3) a contractor of the USPTO having need for the information in order to perform a contract; 4) the
Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of the
record; 5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record; 6) a court,
magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to opposing counsel in
the course of settlement negotiations; 7) the Administrator, General Services Administration (GSA), or their designee,
during an inspection of records conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the
GSA regulations and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to
make determinations about individuals; 8) another federal agency for purposes of National Security review (35 U.S.C.
181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of Personnel Management (OPM)
for personnel research purposes; and 9) the Office of Management and Budget (OMB) for legislative coordination and
clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine your
submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of the
patent.
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PTO/AIA/123 (08-12)
Approved for use through 09/30/2025. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ber.
8151345 \

) )
/ Patent Number
CHANGE OF

April 3, 2012

CORRESPONDENCE ADDRESS Issue Date

Application Number

Patent 12/019,318

Filing Date
Address to:

Mail Stop Post Issue

January 24, 2008

Commissioner for Patents First Named Inventor

C. Douglas Yeager
P.O. Box 1450

\Alexandria, VA 22313-1450 Attorney Docket

N5429-3091
Number j
Please change the Correspondence Address for the above-identified patent to:
The address associated with Customer Number: 62993
OR
Firm or

Individual Name

Address

City State ZIP
Country

Telephone Email

This form cannot be used to change the data associated with a Customer Number. To change the data associated with an
existing Customer Number use "Request for Customer Number Data Change" (PTO/SB/124).

This form will not affect any "fee address" provided for the above-identified patent. To change a "fee address" use the "Fee
Address Indication Form" (PTO/SB/47).

| am the:

|:| Patentee.

If the Patentee was not the applicant for patent (37 CFR 1.42), then a Statement under 37 CFR 3.73(c)
(Form PTO/AIA/96 or equivalent) is enclosed or was filed on . See 37 CFR 3.71.

Attorney or agent of record. Registration Number 47596

Patent practitioner acting in a representative capacity whose correspondence address is the correspondence
address of record. Notice has been given to the patentee or owner. Registration Number 47596

Signature /Noel C. Gillespie/

Typed or

Printed Name Noel C. Gillespie

Date November 25, 2025 Telephone 619-219-5335

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple forms if more than one signature is required, see below*.

*Total of 4 forms are submitted.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control
Number. The OMB Control Number for this information collection is 0651-00**. Public burden for this form is estimated to average ** hour per response, including
the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information
collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this burden to the
Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov.
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box
1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. The United States
Patent and Trademark Office (USPTO) collects the information in this record under authority of 35
U.S.C. 2. The USPTO’s system of records is used to manage all applicant and owner information
including name, citizenship, residence, post office address, and other information with respect to
inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection
with the invention for which a patent is sought or has been granted. The applicable Privacy Act
System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https://
www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07 341 .pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the
event that the system of records indicates a violation or potential violation of law; 2) a Federal, state,
local, or international agency, in response to its request; 3) a contractor of the USPTO having need
for the information in order to perform a contract; 4) the Department of Justice for determination of
whether the Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of
Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record; 6)
a court, magistrate, or administrative tribunal, in the course of presenting evidence, including
disclosures to opposing counsel in the course of settlement negotiations; 7) the Administrator,
General Services Administration (GSA), or their designee, during an inspection of records conducted
by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals; 8) another federal agency for purposes of National Security review
(35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of
Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management
and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process
and/or examine your submission, which may result in termination of proceedings, abandonment of the
application, and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International
Bureau of the World Intellectual Property Organization, if the record is related to an international
application filed under the Patent Cooperation Treaty; 2) the public i) after publication of the
application pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant to 35 U.S.C. 151, iii) if
the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open
to public inspections, or an issued patent, or iv) without publication of the application or patent under
the specific circumstances provided for by 37 CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives
and Records Administration, for inspection of records.
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Todatfa) UNTEDSTATES o VA 53359 1430
Uuspio | PATENT AND TRADEMARK OFFICE A, e iepto gov

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
12/019,318 11/25/2025 04:03:41 PM Z ET 116546-900UT1

Title of Invention
SELF-AUTHORIZING DEVICES

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT# 8151345
under 35 USC 111(a)

CONFIRMATION # 9759 FILEDBY Leslie Park
PATENT CENTER # 73333460 FILING DATE  01/24/2008
CUSTOMER # 27189 FIRSTNAMED  C. Douglas Yeager
INVENTOR
CORRESPONDENCE - AUTHORIZED BY NOEL GILLESPIE
ADDRESS
Documents TOTAL DOCUMENTS: 4
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
N5429-3091 2025-11-25 )
Maintenance Fee Address 2 Maintenance Fee Address 264 KB

Change.pdf Change

N5429-3091 2025-11-25
Change of Correspondence 2 Change of Address 270 KB
Address.pdf

N5429-3091 2025-11-25

POA pdf 2 Power of Attorney 365 KB
N5429-3091 2025-11-25 3.73 3 Assignee showing of 205 KB
Statement. pdf ownership per 37 CFR 3.73

Digest
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Page 2 of 2

DOCUMENT MESSAGE DIGEST(SHA-512)

N5429-3091 2025-11-25 2726777A0D4DCO364E7DDE279C268167B284F028A5BA6GF5EF
Maintenance Fee Address B30FCFCEB456387499015A423A0A0DFC7324015A8C018C1EB
Change.pdf D8C9F979906ACB265A7E199E654DE3

N5429-3091 2025-11-25 98F278FC07797AA55417F6961721ABEO9F969D69EF9C512F07
Change of Correspondence E664E2E0384478AC95B13D8SDEECAC2B85D87B17C30D2FD40
Address.pdf 9EBBCCCF33F1A2488D3CB01CBF9CS53

FB3FBE3319EBF41D8BAF630B115DC2EBE94A4099501E33160
EO0760AD8B68764792728673F6BB36457BA281EF561616A4045
B7C8FACA152E99CC77410DB6G9EB2E

F72D4B8961A40E2EF9175728CDF5750FF570D2E599541BEE2
3C267F013724548AB2D69C539EA40007877609503145300B926
4E757033938E74F1A4B17FD32F98

N5429-3091 2025-11-25
POA.pdf

N5429-3091 2025-11-25 3.73
Statement.pdf

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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Case 7:28-cv-00075

AO 120 (Rev. 08/10)

Document 3

Filed 03/04/26  Page lof i

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Texas, Midland Division on the following
[ Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
7:26-cv-00075 3/4/2026 Western District of Texas, Midland Division

PLAINTIFF DEFENDANT

MOBILITY IP HOLDINGS, INC. APPLE INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,151,345 4/3/2012

2 8,648,924 10/1/2013

3 8,766,772 7/1/2014

4 8,933,807 1/13/2015

5 10,235,513 3/19/2019

6 10,706,412 71772020

7 10,762,187 9/1/2020

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
[0 Amendment [0 Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

292

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy




2\ UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;(())l\éﬂv/lllsg%)ONER FOR PATENTS

0. Box

Alexandria, Virginia 223131450
uspto.gov

wwwuspto
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/019,318 01/24/2008 C. Douglas Yeager 116546-900UT1

CONFIRMATION NO. 9759

27189 POWER OF ATTORNEY NOTICE

PROCOPIO, CORY, HARGREAVES & SAVITCH LLP

Frocono. i

SUITE 2200

SAN DIEGO, CA 92101

Date Mailed: 04/28/2026

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 11/25/2025.

* The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/wrhopkins/

page 1 of 1
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2\ UNITED STATES PATENT AND TRADEMARK OFFIGE
8

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |

12/019,318 01/24/2008 C. Douglas Yeager 116546-900UT1
CONFIRMATION NO. 9759

62993 POA ACCEPTANCE LETTER
BUCHALTER
e i v I
SUITE 800

IRVINE, CA 92612

Date Mailed: 04/28/2026

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 11/25/2025.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/wrhopkins/
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Case 2:28-ov-00157-IJRG Documeni 3

AO 120 (Rev. 08/10)

Filed 02/27/26

Page 1 of L PageiD 4 326

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court
[ Patents.

[ Trademarks or

Eastern District of Texas, Marshall Division

on the following

( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO.
2:26-cv-00157

DATE FILED

2/27/2026

U.S. DISTRICT COURT

Eastern District of Texas, Marshall Division

PLAINTIFF

MOBILITY IP HOLDINGS, INC.

DEFENDANT

SAMSUNG ELECTRONICS CO. LTD.
SAMSUNG ELECTRONICS AMERICA, INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 8,151,345 4/3/2012
2 8,548,024 10/1/2013
3 8,766,772 7/1/2014
4 8,933,807 1/13/2015
5 10,235,513 3/19/2019
6 10,706,412 717712020
7 10,762,187 9/1/2020

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
[0 Amendment [0 Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

295

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy
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