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PORTABLE SYSTEM FOR PERSONAL
IDENTIFICATION BASED UPON
DISTINCTIVE CHARACTERISTICS OF THE
USER

TECHNICAL FIELD OF THE INVENTION

The present invention relates to novel, improved methods
and systems for electronic personal identification.
Specifically, this invention relates to methods and systems
for providing an accurate means of identifying a particular
known or unknown person that may be easily transported
from location to location.

BACKGROUND

As the computer age has progressed in recent years, there
has been a vast increase in the use of private electronic
transactions. Banks, credit card companies and other finan-
cial institutions offer a wide variety of options and services
that may now be conducted online. The ever expanding
Internet has brought computerized home shopping to the
forefront of cyber-technology. Consumers may now conduct
a majority of their financial business in numerous ways that
either did not exist, or were not available for use by the
general public as little as five years ago. Some examples of
such transactions include computerized home banking, the
use of automatic teller machines, computerized stock
transactions, credit or debit based product dispensers, secu-
rity entrances, telephone access and transactions, long dis-
tance calling cards, identification cards (including any such
card used for services like health care, insurance, automobile
service accounts, etc.), and even secure transactions over the
Internet.

The essence of any secret transaction, whether financial or
not, is the ability to keep it private and secure from potential
theft. Although computerization of transactions and
improvements in technology have increased the ease with
which consumers may conduct these private transactions,
the nature of the technology is such that the information,
when transmitted electronically, can be intercepted and used
for criminal purposes. Consequently, as the usage of these
kinds of electronic transactions has increased, a need for
improved systems and methods to ensure their security has
increased as well. Completion of most electronic financial
transactions requires the use of a password or personal
identification number (PIN) that identifies a person as one
authorized to conduct a specific transaction. For example,
most automatic teller machine (ATM) cards have a magnetic
strip that, when read by the ATM computer, identifies the
bank and the account to be accessed. The machine then asks
for entry of the PIN which has been assigned to that account.
If the correct PIN code is entered, the user may access the
bank account to conduct a variety of transactions, including,
withdrawals, deposits or requesting account statements.

There are several drawbacks to this approach. First, the
PIN must be chosen when the account is opened, and may
only be changed by bank personnel upon request by the user.
Therefore, a person who hasn’t realized that her ATM card
was stolen may go days without requesting a new PIN
number to be assigned to her account. During that time, the
thief who stole her card may have discovered the PIN
number, and made unauthorized withdrawals from her
account. Second, the “choose-your-own” PIN code system is
not sufficiently unique to provide adequately reliable iden-
tification. A person not the owner of an account who obtains
knowledge of a PIN code may easily gain unauthorized
access to that account because, all she or he needs to do is
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discover the four digit PIN code number associated with that
account. While there are thousands of possible permutations
or combinations of digits that could make up any one PIN
code, the actual code is not specifically unique to that
person. For example, two or more bank accounts at the same
bank could theoretically have the same PIN code. As long as
the correct PIN code is entered for the account sought to be
accessed, the system does not care if the entered PIN code
could also access other accounts as well, because it only
focuses on the specific account number received from the
ATM card’s magnetic strip. The major fault with this system
is that it does not truly identify the account holder, but
allows access to anyone holding the card who also enters the
correct identification number. In other words, the current
system merely assumes that if the individual who attempts
to use the card knows the correct PIN number, then that
person is authorized to access the account. Therefore, the
PIN code system does not offer the flexibility, security, and
uniqueness that other forms of identification may offer.
Specifically, the PIN code system cannot distinguish
between users actually authorized to access the account, and
unauthorized users that have discovered the correct PIN
code.

In typical applications which require the use of a pass key
to facilitate access, users are issued a key that contains a
specific, pre-determined access code stored on a magnetic
strip or other such storage device, and which de-activates a
locking mechanism, alarm system, or other such device and
allows the key holder to access whatever secure objective
was being protected. Again, this method of restricting access
provides flawed security because it fails to provide a means
for positively identifying the user as an authorized user as a
condition precedent to granting access to the secure objec-
tive.

Others have attempted to solve the security problem by
creating means for identification based on a biometric char-
acter trait unique to specific users. Such character traits may
include voice identification, fingerprint analysis, retina scan,
DNA analysis, or other biometric characteristic. By utilizing
technology which analyzes these types of character traits,
systems have been developed which can more accurately
identify specific persons. For example, the invention dis-
closed in Parra, teaches a method and apparatus for identi-
fying a particular individual based on the uniqueness of the
acoustic characteristics of his/her voice. According to Parra,
the voice characteristics of the user are stored on a magnetic
strip on the back of a card. When the card is inserted into the
interface, the user is prompted to speak a word. The spoken
word is then digitized and its acoustic characteristics com-
pared to a stored digital version of the word. If the charac-
teristics of the stored word match those of the spoken word,
the user may be granted access.

There are several drawbacks to this approach. First, while
the Parra invention attempts to address the security issue
regarding uniqueness of identification characteristics, it does
not address flexibility of use. The Parra system, like the PIN
code system requires the use of a pre-programmed word or
phrase that is compared to the spoken word or phrase. Parra
offers no built-in ability to change the access word or phrase
without going through bank personnel. Further, the Parra
invention does not address tying the voice-identification to
the generation of voice pattern-based numeric, alphanumeric
or telephone tone codes for use in applications like tele-
phone long distance credit cards, or Internet passwords,
which would allow more widespread use of the identifica-
tion technology. Finally, the Parra invention is specifically
limited to a voice identification technology system, rather
than relating to a non-platform specific system.
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Online systems, such as those disclosed in the June, 1997
issue of Byfe magazine (volume 22, number 6, pp. 70-80)
rely on digital signatures, digital certificates and server-
based verification of smart card electronic signatures in
creating a high level of security for financial transactions
and other secured access applications. These systems
involve high-end algorithmic encoding of identification
numbers which may then be sent to and from clients and
servers during the authorization process. These systems,
while providing high levels of security are not fool proof.

For “hash” signatures, both the client and server must
have the access key to complete the encoding and decoding
of the hashed data. This means that a security breach at
either end (client or server) may result in a hacker’s ability
to obtain a forgery of the access key, and thereby, access to
the client’s restricted data or accounts.

Public-key algorithms, provide better security in that the
server does not need to have a copy of the access key to
verify a digital signature. The private key algorithms used to
encode the data are known only to the client encryptor.
However, the system of encoding and decoding is set up
such that the server side can use a different decoder algo-
rithm to verify the encoded signature. Therefore, the access
key remains significantly more secure than a hash based
signature, because it is only known to the client side, while
the server can still authenticate it. Public-key algorithms,
however, do not assure that the person using the key is the
actual owner, rather than a forgery. The key is actually just
a number; it bears no resemblance to the particular user, and
carries no personal or unique data about the user. Further, the
public key system requires a great deal of support and
infrastructure, particularly in maintaining databases of all
active and revoked certificates or keys.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide an
accurate electronic personal identification system which
offers improved security and portability. It is a further object
of the invention to provide an electronic personal identifi-
cation system based on biometric ID analysis which pro-
vides improved security and portability. It is a still further
object of the invention to provide an electronic transaction
system which contains improved personal identification
security, and which offers additional features to improve the
ease and flexibility of use.

Apreferred embodiment of the invention is a card or other
small portable device that contains a device which positively
identifies the cardholder as an authorized or unauthorized
user, and thereby provides or prevents access to a specific
secure objective (e.g. an ATM machine, security gate or
door, computer scanning device, and other such accounts,
areas or the like which require restricted access). The
invention obtains the potential user’s unique personal iden-
tification profile, preferably a digital representation of some
uniquely identifying trait of the user, such as, but not limited
to any biometric analysis system (e.g. fingerprint, DNA,
palm print, retina scan, etc.), or other identification system
which produces a digital profile that is sufficiently unique as
to provide a reasonable degree of certainty as to identifica-
tion. In a preferred embodiment of the invention, the device,
circuitry or apparatus by which the system obtains the user’s
ID profile is contained on board the invention. However, the
disclosed invention may receive and utilize an ID profile
calculated by an outside system as well.

The identification profile created (or received) by the
invention may be a numeric, alphanumeric, or other digital
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representation of the user’s unique biometric or digital
signature profile. The spontaneously created identification
profile is then compared to any predetermined authorized
profiles associated with the invention to determine if the user
is authorized as one of the users assigned to that account.
The invention anticipates that more than one “account” may
be assigned to any particular embodiment of the invention
(e.g. an ID card, bank account card, etc.), so that families,
businesses, or other groups may share identification devices.
In other words, members of a particular household may use
each other’s identification cards in order to promote flex-
ibility of use.

Once authorization has been established, the digital rep-
resentation of the identification value may be converted into
one or more access codes which may be used to provide
access to a particular one of any number of secure accounts
or databases, restricted areas, or other secure objectives.
This feature allows for the existence of individually secure
“accounts” on multiple-user cards. Since several individual
and group “accounts” may be stored on a single card or other
small portable identification device, the creation of ID
profile-based personal identification numbers (PINs) pro-
vides a means by which cards utilized for group accounts
may also be utilized for individual accounts without risk of
security breach.

For example, considering an embodiment of the invention
as an ID card containing two different accounts, a group
account may provide access to a residence or other shared
secure objective, while on the same ID card, an individual
account may provide individual access to a bank account.
Any member of the group may use the ID card to access the
residence. The card will be able to verify all of the group
members’ profiles as authorized to use the card to access the
residence. However, if the bank account can only be
accessed by a specific PIN code, which is based on the
authorized user’s ID profile, then any PIN code calculated
using any other group members’ ID code will not produce
the PIN required to access the account, and other group
members will be denied access to the bank account.

One preferred embodiment of the invention is a bank
account or credit account “smart card” utilizing voice iden-
tification technology (similar to that disclosed in Parra),
however, it may be noted that other biometric identification
analyses may be used (such as fingerprint scan, iris scan,
DNA, etc.). In the voice identification based system, the
smart card converts the user’s spoken words into a numeri-
cal value based on the user’s unique digital acoustic char-
acteristics. At the time a bank (or other financial institution)
account is opened, the account holder speaks a predeter-
mined phrase and/or several predetermined “code words”
that are analyzed and converted into a base digital voice
signature value. The account holder’s account information
(which may include the original voice profile) may then be
stored on the card. The predetermined voice profile repre-
sents the unique ID profile associated with that account
holder, and may be stored on the institution’s main computer
database, on the smart card, or both.

When the account holder wishes to access his account, he
activates the on-board voice identification device, which
analyzes his voice patterns to determine if he is authorized
to use the card. Next, the user inserts the card into an ATM
(or other device employed for accessing an account). The
invention converts the user’s spontaneous word or phrase
into a voice print value. The voice print value is then
compared with the predetermined ID profile stored on the
ATM card, the online computer database, or both, for match
or discrepancy range. If the user’s voice pattern matches, or
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is within the acceptable discrepancy range assigned to the
account, then the smart card may authorize the user to access
the account. Otherwise, access to the account may be denied.
The system may require the user to speak one of any specific
code words previously recorded by the user, or may simply
analyze any random words or phrases spoken by the account
holder, depending on what kind of voice identification
technology is employed by the financial institution, or stored
on the card or other portable device.

Other uses for the disclosed invention may include such
uses in conjunction with a healthcare services card, driver’s
license, or passport. As a healthcare services card the present
invention may provide a quick and efficient means for
positive identification and access to medical history. In
emergency situations such information must be quickly
obtained in order to provide safe and adequate diagnosis and
treatment. Because many emergency patients arrive at the
emergency room unconscious, the disclosed invention is
particularly suited to allow ER physicians and nurses rapid
access to important medical information that they would not
otherwise be able obtain from the patient herself.

As used in conjunction a driver’s license or passport, the
disclosed invention has particularly important applications,
not only for positively identifying a person, but also for
allowing a police officer or other official access to informa-
tion about a cardholder’s criminal record, driving record, or
other such information that may be useful for law enforce-
ment or regulation of international travel.

The disclosed invention differs from the prior art in two
important ways. First, the biometric identification device is
preferably on board the card, rather than contained in the
ATM machine. This allows the user to verify his identity
before physically interacting with the account interface (e.g.
ATM machine). Further, it facilitates the use of other fea-
tures of the invention, such as remote control operation, as
well as eliminating the need for expensive, onsite identifi-
cation devices or systems. The card automatically identifies
the user, verifies his status as authorized or unauthorized,
and grants or denies access accordingly.

Second, the invention includes a feature which allows the
creation of unique, secure PIN codes for use as preliminary
or secondary verification of identification, and which allows
multiple group and individual accounts to exist on a single
card. For example, the card or system may include a device
for creating a distinctive, and user-specific alphanumeric
code based on the potential user’s unique identification
profile value. When the potential user activates the verifi-
cation process, the spontaneously created identification
value calculated from his profile is transformed by the
invention into a specific code which can be used by the
device protecting the secure objective as a secondary or
supplemental means for positive identification.

A specifically useful application of this feature for finan-
cial transactions is the creation of secure PIN codes for ATM
cards. This feature adds flexibility to such cards in that in the
event of a malfunction of or mis-recognition by the primary
identification method, the uniquely generated PIN code may
still authorize access. This secondary ID method is equally
secure, since it is generated according to the originally
stored voice print or other ID characteristic. Also, as
explained above, this feature allows for the existence and
efficient management of multiple accounts on a single card.

Another difference from the prior art, is that the system of
the present invention, as disclosed herein, may include a
means for generating unique access codes for use in iden-
tifying a user via telephone or computer modem. Like the
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secondary PIN codes, the transmitted tone codes are gener-
ated according to the unique ID number assigned to the
user’s voice print, or other distinctive identification charac-
teristic. Therefore, since the tone codes are unique to the
user, they are more secure, and unusable by anyone other
than the authorized user. Further, the ability to generate these
tone codes provides a more flexible use of the disclosed
invention, because compatible on-site equipment at an
account location is not required. The card automatically
generates the correct telephone tones corresponding to the
account’s access code, and thus providing access as if the
code had been entered manually. This tone code is more
secure, however, because it is only generated once identifi-
cation has been established.

The disclosed invention may be integrated into existing
portable electronic devices, like cellular phones, laptop
computers, portable digital assistants (PDAs), calculators,
electronic address books, etc., to increase the flexibility and
portability for the user. For example, integration of the
invention into a telephone particularly a cellular telephone)
may be significantly useful. As described above, the inven-
tion may create specific tone codes for identification
purposes, and may have a voice identification based ID
system. By integrating the invention into a cellular (or other)
telephone, the device can take advantage of components
already present in the “host” device. In the telephone
example, the device may use the phone’s built in micro-
phone and/or speaker system as the voice ID input.
Additionally, any tone codes the device may create and
transmit may be so created and transmitted by the phone’s
built in tone generator.

Avpreferred embodiment of the invention also includes the
ability to update information (such as the algorithm used to
create the specific identification number-based numeric,
alphanumeric, or tone code associated with a particular
account) each time the account is accessed. An account
utilizing this feature is not issued a specific PIN code, but
instead uses dynamic codes. Once the account has been
accessed, the card stores a new algorithm to use the next
time the account will be accessed. Upon subsequent use, the
new algorithm converts the user’s unique identification
value into a completely new PIN code which the account
database has already associated with the account at the prior
transaction. This feature provides better security because
any person not authorized to access the account, who may
happen to obtain the PIN code on one occasion, will not be
able to access the account, because the PIN code changes
each time the account is accessed.

Alternatively, the account may be assigned a plurality of
PIN codes, any of which may authorize access. The smart
card may store the algorithms which produce these PIN
codes from an authorized user’s unique identification value.
Each time the account is accessed, the access code generator
uses a different, randomly chosen stored algorithm, to pro-
duce one of the acceptable account access codes. In this
manner, the account may be further protected because a
chance interception of one access code will not automati-
cally grant authorization, since the same access code is never
allowed twice in a row.

The invention as disclosed herein may also be easily
integrated into existing renewal systems. The identification
system may include the ability to store and/or calculate
renewal dates, or the number of times a particular secure
objective has been accessed in order to determine when the
account must be renewed. For example, when an account
card, pass key, etc. is issued, it may grant only limited access
in that it remains active only for a specific period of time or
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for a particular number of accesses, until reactivated or
reprogrammed. Each time the card or key is used, it may
determine whether the access period has lapsed by deter-
mining whether the renewal date has passed, or whether the
maximum number of accesses has been exceeded. The card
or other device may be renewed via bio-metric
identification, or may be reprogrammed, either directly or on
line. In this manner, the system provides for increased
security in that a card or other device will automatically
cease to provide access upon expiration, so that anyone who
manages to obtain unauthorized access using that card will
be unable to renew it and continue gaining unauthorized
access.

The above and other objects, advantages and features of
the invention will become more apparent when considered
in conjunction with the following specification and accom-
panying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of a preferred embodiment
of the disclosed invention.

FIG. 2 shows a block diagram of the embodiment of the
invention from FIG. 1 with a combination of advanced
features.

FIG. 3 shows the outside of the enclosure of the invention
as embodied in an ATM card, a credit card, or a check card
issued by a financial institution.

DETAILED DESCRIPTION OF THE
INVENTION

Referring now to the drawings, and in particular, with
reference to FIG. 1, there is shown a block diagram of a
basic embodiment of the disclosed invention.

Enclosure 1 houses all of the components of the invention,
and is of sufficient dimensions to be easily portable. The
preferred embodiment includes an enclosure 1 that may be
approximately the size of a credit card, debit card bank card
or electronic smart card, or other small hand held portable
device. Housed within enclosure 1 is the verifying means 2
which determines whether the person using the card is an
authorized user of the card. In the preferred embodiment of
the invention, input 12 receives analog identification infor-
mation which is converted by verifying means 2 into a
digital representation of the potential user’s identification
profile. In the preferred embodiment of the invention, the
verifying means 2 on board the device captures and analyzes
the user’s identification profile. For example, input 12 may
consist of a microphone for receiving the potential user’s
analog voice representation. Once received by input 12,
analyzing means 2 converts the analog signal to a digital
voice pattern identification profile. Which may then be
compared to the user’s actual voice profile for match or
discrepancy range. The input 12 and analyzing means 2 are
not limited to voice identification technology, but may
include any identification method (including iris scan, fin-
gerprint scan, DNA, or any other characteristic unique to
individuals) which may be completely housed within the
enclosure 1.

The invention, however, is not limited to including the
ability to read and create an initial representation of the
potential user’s identification profile via the analyzing
means 2. Input 12 may be merely a signal input which
receives a predigitized identification profile, created by
some outside analysis, for verification by analyzing means 2.

Although the preferred embodiment of the invention
anticipates the use of some unique biometric characteristic
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of the potential user (e.g. voice print, fingerprint, DNA, palm
print or other such unique biometric characteristic), the
invention is not limited to biometric identification. Any
personal profile, sufficiently unique to provide a reasonable
probability of correct identification, and which is capable of
being digitally represented and sent via electronic signal,
may be utilized in the present invention.

After determining the potential user’s ID profile, verify-
ing means 2 outputs the calculated value on signal line 4.
Next, verifying means 2 obtains any authorized profiles
associated with the account from the built in storage medium
6, and then compares the stored profile to the potential user’s
spontaneously created profile. If the spontaneous profile
calculated by verifying means 2 matches, or is within an
acceptable discrepancy value range of any of the authorized
profile stored in the built in storage medium 6, then the
verifying means 2 generates a “Positive ID” signal on signal
line 3. If the spontaneous profile determined by verifying
means 2 does not match, or is not within an acceptable
discrepancy range of any of the authorized profile stored in
the built in storage medium 6, then verifying means 2
generates a “Negative ID” signal on signal line 3. Signal line
3 is output at output port 10, and informs the secure
objective’s database whether the potential user is authorized
to use the card. Output port 10 transmits the “Positive ID”
signal or “Negative ID” signal to the program, circuitry or
other device associated with the secure objective that ulti-
mately grants or denies access to the secure objective. For
example, in ATM transactions, the existence of a “Positive
ID” signal output from output port 10 would be read by the
ATM’s input signals, and would cause the ATM to grant the
user access to her account. In other applications, the “Posi-
tive ID” or “Negative ID” signal may be used to grant or
deny access to computer accounts, door entries, toggle alarm
activator/de-activators, or other such secure objectives.

Signal line 4 transmits the identification profile sponta-
neously determined by verifying means 2 to code generator
5. Code generator 5 transforms the user’s unique identifi-
cation profile into a specific code which may be assigned to
a user’s specific secure objective (e.g. bank account,
restricted room, database, etc.) as a preliminary, secondary
or primary access code. Upon activation, code generator 5
uses an algorithm obtained from memory chip 7 to convert
user’s unique identification profile into an access code
associated with the secure objective. For example, in ATM
applications, the code generator would convert the user’s
unique identification profile into a four digit numeric per-
sonal identification number (PIN) code, which could then
provide access to the account. Memory chip 7 may be any
type of memory chip known in the art, and capable of storing
multiple algorithms, including any programmable read only
memory (PROM) or erasable programmable read only
memory (EPROM), or other memory unit known in the art.
Memory chip 7 may also be interchangeable or replaceable
so that chips containing pre-stored algorithm may be used
and replaced at the user’s discretion. Alternatively, memory
chip 7, if programmable and/or erasable, may be updated,
reprogrammed or erased via input/output (I/O) port 9. It
should be noted that while FIG. 1 depicts the usage of a
separate programmable memory chip 7 to supply the code
generator 5 with a code generating algorithm, such program-
mable memory chip 7 is not necessary for the invention. In
another embodiment of the invention, the code generating
algorithms may be stored on the built in storage unit 6, and
accessed by the code generator 5 from there.

Once the user’s unique identification profile has been
transformed into an appropriate access code by code gen-
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erator 5, the access code is output to output port 11 where it
may be received by a secure objective to determine whether
access is granted. The access code output at output port 11
may be used as a secondary, or alternative method of
determining identification and authorization.

For example, a system for protecting secure areas of a
building from unauthorized access may employ an embodi-
ment of the disclosed invention employing fingerprint scan
as the verifying means 2. As a back up or secondary means
of identification, the system may require entry of a secure
numeric access code. If, during use by an unauthorized user,
the verifying means 2 improperly sends a “positive ID”
signal, then the code generated by code generator 5, which
is based on the user’s actual digital fingerprint profile, and
output at output port 11, would not match the code assigned
to the authorized user’s account. Consequently, based on the
secondary identification process, the system would then
deny the unauthorized user access to the restricted area. If
the system relied solely on the “positive ID” or “negative
ID” signal, then access would be improperly granted.

In addition to storing the users’ identification profile(s),
built in storage unit 6 may store information relating to the
users’” “accounts.” Such information may include financial
information including balances, withdrawals, deposits,
transfers, credit purchases, and other such information,
renewal dates, access statistics, and other information. In
addition, as indicated above, built in storage unit 6 may also
store code generating algorithms used by code generator 5 to
generate user identification-based access codes for use as
alternative or secondary verification. The built in storage
unit 6 may be any storage medium known in the art to which
data is capable of being written and re-written. Further,
storage unit 6 may be removable and interchangeable to
provide increased capacity at the user’s option. Input/output
port 8 provides easy updating and downloading to or from
built in storage unit 6 by any computer, ATM machine,
facsimile machine, satellite transmitter, or other devices or
processors capable of being used to transmit electronic data.

Remote control unit 13 allows the identification device to
be used in a variety of ways from a remote location (for
example, as a key pass, or a user specific car alarm remote
control key, or even highly interactive functions such as
remote control use at an ATM machine). Input 14 is a button,
or series of buttons that send account specific information
via infrared, microwave, or other such signal, and which
may be received and processed by the secure objective (e.g.
ATM machine, door lock, auto alarm, etc.). Additionally,
remote control unit 13 may remotely send information on
signal line 3, which includes the “positive ID” or “Negative
ID” signal and/or the unique access number (e.g. identifi-
cation number, PIN code, etc.) created from the user’s
unique identification profile.

In a typical application, the remote control unit 13 may act
as a pass key to a restricted area. For example, access to a
particular room in a building may be restricted to particular
persons. The remote control unit 13 may be utilized to send
the “Positive ID” or “Negative ID” signal (for example, via
infrared signal or other remote control signal known in the
art) as the potential user approaches the secured area. When
the electronic lock receives a “Positive ID” signal, it may
release the locking mechanism, allowing the verified user to
immediately access the restricted area, without having to
insert a key, card or other access device.

FIG. 2 shows a preferred embodiment of the invention in
a typical application as an identification card for use with
ATM accounts, credit card accounts, debit accounts, or as a
driver’s license, passport, or other such form of identifica-
tion.

10

15

20

25

30

35

40

45

50

55

60

65

10

Enclosure 20 houses the components, and may be
approximately the same size and dimensions as a typical
credit card or other bank card; or depending on the area
needed for all of the component parts, of sufficient size and
dimension to accommodate the components, provided that
the card is still easily portable. Inside enclosure 20, verifying
means 21 operates exactly as verifying means 2 from FIG.
1. The verifying means 21 receives the spontaneous identi-
fication input (e.g. voice sample, fingerprint sample, digital
signature, etc.) at input 36 and converts it into a digital
representation. Verifying means 2 may include any and all
technology necessary to perform the actual biometric
scanning, analysis, or may receive the spontaneous profile
information from an separate identification device. Next,
verifying means 21 fetches the authorized identification
profile(s) assigned to the account from built in storage
medium 25 (or from a central database) and compares it
(them) to the spontaneously created profile derived from the
biometric analysis for match or discrepancy range. Upon
match or sufficiently close discrepancy range, a “Positive
ID” signal is output at output 30. Upon mismatch or unac-
ceptable discrepancy range, a “Negative ID” signal is output
at output 30.

Code generator 23 operates similarly to code generator 5
from FIG. 1 in that it creates an access code based on the
potential user’s spontaneously created identification value
for use with a specific account. Programmable memory unit
26 provides the code generator 23 with code generating
algorithms which it utilizes to calculate the account specific
access codes. As described above, programmable memory
chip may be updated by computer or by a financial trans-
action machine (e.g. ATM machine) as outlined above.

FIG. 2, however, introduces an encrypting means 24,
which may be utilized to securely encrypt either or both the
spontaneously calculated identification value, and the access
codes generated by code generator 23. Secure encryption by
encrypting means 24 ensures that identification values and
access codes may not be intercepted upon transmission
between the smart card and the transaction machine. Secure
encryption of the spontaneously calculated identification
value by encrypting means 24 may occur before or after
comparison of the spontaneously calculated identification
value and the stored account identification value.

Built in storage medium 25 may be of the same type as
that shown as storage medium 6 from FIG. 1. In the
preferred embodiment, storage medium 25 in FIG. 2 is
divided into specific areas for storing specific data. One area
of storage medium 25 may store account information,
including account or credit balances, recent withdrawals
and/or deposits or payments, and other such account related
information. Storage medium 25 may be further divided in
to areas which store identification profile information which
may be read by verifying means 21 for use in determining
authorization. Also, storage medium 25 may set aside stor-
age space for storing other externally received, non-account
specific electronic data.

For example, storage medium 25 may include an area for
storing audio data. The invention as disclosed in FIG. 2
includes a built in digital voice memo recorder for creating,
storing and playing back digital audio memo files.

User speaks into microphone 31, which converts the
sound into electronic signals that may be digitally recorded
by recording unit 32 onto built in storage 20 medium 25.
Sound memo files recorded to the storage medium 25 may
be replayed by the smart card (or other portable device) as
well. Retrieval means 34 retrieves stored digital audio data
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from storage medium 25 and converts the sound to analog
signals that are transmitted to acoustic speaker 33, which
allows the user to hear the sound files stored to storage
medium 25. Remote control unit 35, input 36, and output 37
act in precisely the manner as their counterparts in FIG. 1
(remote control unit 13, input 14, and output 15).

The typical application of remote control unit 35 in ATM
transactions may greatly increase the safety of the user from
potential muggings and robberies. Using the invention, the
user can transmit access information as well as interactive
information from output 37. Once access has been granted,
the user can use input 36 (which may be a button or series
of buttons) to select from among a plurality of functions on
the ATM screen menu, and conduct other such business from
a locked car, while exposing herself only to the extent
necessary (if at all) to quickly retrieve cash, make a deposit,
or collect a receipt. Remote control unit 35, therefore, allows
for better user protection in that a drive-up ATM user would
not have to expose himself or herself to the threat of lurking
bandits for long periods of time in order to conduct a
financial transaction.

FIG. 3 depicts the surface of the enclosure of the disclosed
invention from FIG. 2 in a typical application as a bank ATM
card, credit card or debit card. In a preferred embodiment of
the invention enclosure 40 appears to be similar to a normal
credit card or ATM card in both size and dimension.
However, the card may be larger (longer, wider, deeper, or
a combination of the three) than a typical credit card to
accommodate the component parts. Rather than (or in addi-
tion to) the magnetic strip commonly placed on the back of
ATM cards, debit and credit cards, and other smart cards, the
enclosure 40 has one or more output and/or input/output
ports 41-44 on its edges. The ports 41-44 in FIG. 3 allow
the enclosed invention to interact with a computer or other
machine (e.g. ATM, computerized gas pump, etc.) to deter-
mine whether access shall be granted; or to download and/or
update account information, code generating algorithms or
other data.

Input 45 corresponds to the identification input 36 from
FIG. 2. In FIG. 3, input 45 is a fingerprint scanning pad. The
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potential user places her thumb (or any of her fingers) onto
the fingerprint pad input 45. The verifying means housed
within the card scans the fingerprint data at input 45,
analyzes the print, and creates a digital representation of the
print which may then be compared to the fingerprint profile
of any authorized cardholder stored on the card, in an on-line
database, or with on-site access equipment.

Input 45 is not limited to the reception of fingerprint data.
Input 45 may be capable of receiving any type of identifi-
cation data known in the art, including, but not limited to
biometric identification data (e.g. voice identification, iris
scan, palm scan, DNA, etc.), or any electronic identification
data (e.g. electronic certificate data, digital signatures, or
other secure digital identification data).

Button 46 is utilized with the remote control function to
allow the user to access an account, and to select available
functions to manage the account. It is not necessary that
button 46 be a single button. Instead, the invention may
utilize a series of button like button 46 to perform functions
such as selecting functions, scrolling a cursor, or other such
function as may be necessary to the operation of the ATM or
other such machine.

What is claimed is:

1. A portable identification system comprising a storage
medium for storing electronic data; one or more inputs; one
or more outputs; a verifying means for determining user
authorization or non-authorization, said verifying means
receiving data from at least one of said one or more inputs,
which data is derived from biometric or other distinctive
characteristics of the user, said verifying means generating
an identification profile for each user, wherein said identi-
fication profile is determined from said data, and a code
generator employing at least one code generating algorithm
for generating one or more access codes based upon said
identification profile wherein at least one of the said one or
more access codes is an identification specific digital sig-
nature.

2. The system of claim 1, wherein said digital signature
may be encoded for secure transmission.
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