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FIG. 22

2201: INSTRUCTION

[FORAUTHORIZATION CODE]
TOP ONE BYTE FE-FFh
LATTER-HALF ONE BYTE INDEX TO AUTHORIZATION CODE TABLE

[FOR AUTHORIZATION CODE]
TOP ONE BYTE FC-FDh ,
FOLLOWING FOUR BYTES TYPE AND DESCRIPTION OF RESTRICTION
EXAMPLE: WHEN THE NUMBER OF USE TIMES IS THREE Bh
REPRESENTATION OF THE NUMBER OF USE TIMES BY TWO BITS 01
REPRESENTATION OF NUMBER OF TIMES 3 BY TWOBITS 11
FOLLOWING FOUR BYTES INDEX TO AUTHORIZATION CODE TABLE

[FOR TEMPORARY AUTHORIZATION CODE]
TOP ONE BYTE FA-FBh,
LATTER-HALF ONE BYTE PERMISSION CONDITION OF TEMPORARY STATE
EXAMPLE: 01h: UNTIL EXECUTION OF APPLICATION TO WHICH TEMPORARY
AUTHORIZATION CODE IS ISSUED
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SECURE DEVICE AND READER-WRITER

TECHNICAL FIELD

[0001] The present invention relates to a secure device and
an external machine connected to the secure device.

BACKGROUND ART

[0002] At present, attention is focused on an IC card as a
security device. A multi-application compatible card to allow
an application to be downloaded thereto after the card is
issued is developed for the purpose of improving the conve-
nience of users and lowering barriers to entry of businesses
wanting to provide IC card service.

[0003] Recently, a device including large-capacity memory
in an IC chip available as an IC card expansion memory
protection area (hereinafter, secure memory card) has been
proposed, and it has been made possible to meet the need for
a larger capacity of IC card application data. Since the secure
memory card can be fitted to the size of a mobile machine, it
can be expected that the secure memory card will be inserted
directly into a mobile machine with a slot for development to
use as EC (Electronic Commerce) service using the mobile
machine.

[0004] Here, the hardware configuration of an IC card will
be briefly reviewed.

[0005] FIG. 30 is a functional block diagram concerning
the hardware of an IC card. An IC card 3001 includes a CPU
(Central Processing Unit) 3002, ROM (Read Only Memory)
3003, volatile memory (for example, RAM: Random Access
Memory) 3004, volatile memory (for example, EEPROM:
Electrically Erasable Programmable Read Only Memory)
3005, and an I/O IF 3006. The CPU 3002 performs compu-
tation. The ROM 3003 is read-only memory that cannot be
rewritten. The storage contents of the ROM 3003 are deter-
mined when the IC card is manufactured, and cannot later be
changed. The RAM 3004 is memory that can be read and
written. The contents of the EEPROM 3005 are retained if
power is turned off. The I/O IF 3006 takes charge of data
exchange between the IC card and an external system. A
program executed in the CPU 3002 usually is called “appli-
cation” (which will be hereinafter referred to as app). A code
to execute the application is stored in the ROM 3003 or the
EEPROM 3005. In addition to the components shown in FIG.
30, the IC card may include a cryptographic coprocessor for
cryptographic operation.

[0006] The application installed in the IC card and an exter-
nal system (reader) exchange data using an APDU (Applica-
tion Protocol Data Unit) defined in ISO/IEC 7816-4. The
APDU is made up of a command given to the IC card by the
reader and a response returned from the IC card to the reader.
[0007] FIG. 31 shows an APDU command 3101 and is
made up of a header and a main body. The main body has any
desired length and may not exist if it is blank. The header is
made up of a class (CLLA), an instruction (INS), and param-
eters 1 and 2 (P1 and P2).

[0008] FIG. 32 shows an APDU response command 3201
and is made up of a data part and a Status Word (SW).
[0009] The IC card has a feature of an application fire wall.
The application fire wall means that when a plurality of appli-
cations exist together in the IC card, one application cannot
call a function of a different application or make data access
to an object of a different application unless the different
application explicitly gives an interface for access.
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[0010] Sharable Interface Object (SIO) is known as an
object sharing method between apps. (Refer to patent docu-
ment 1.)

[0011] Hereinafter, an application for providing the SIO
will be referred to as server application and an application
using the SIO will be referred to as server application.
[0012] For example, proposed is a method effective for
displaying the use result of an IC card having no display by
inserting an IC card (chip) installing two types of applications
into a mobile telephone, passing through the ticket examina-
tion by conducting noncontact communications between a
ticket examining machine and a ticket examining application,
passing the result to a display application by the ticket exam-
ining application in the card, and displaying the result on a
screen of the mobile telephone by conducting contact com-
munications with the display application by the mobile tele-
phone.

[0013] In this example, the ticket examining application
functions as a client application and the display application
functions as a server application.

Patent document 1: International Patent Publication No.
2003-522988

DISCLOSURE OF THE INVENTION
Problems to be Solved by the Invention

[0014] To use a device such as an IC card for passing
through the thick examination or entering and leaving check,
it is expected that the whole processing will be complete in
one to several seconds or so. Since the CPU processing capa-
bility of the IC card is low as compared with a general PC or
mobile machine, often a link is executed at the downloading
time and an immediate value is set as an address referent. A
technique of calling memory foruse as required like Dynamic
Link Library cannot be used for an IC card application
because the link processing becomes a bottleneck.

[0015] Therefore,to many IC cards, if aclient application is
downloaded in a state in which a server application is not
installed, it results in failure as a link error.

[0016] Thus, it is necessary for the server application and
the client application to exist in the same card in the already
existing art.

[0017] However, some of server applications may be used
from a plurality of client applications and to install the same
server application in all possessed cards, the most of the
limited memory of the IC card cannot be efficiently used.
[0018] The invention is embodied for solving the problems
in the related arts and it is an object of the invention to provide
amethod for permitting download ifa server application does
not exist in the same card when a client application is down-
loaded and operating in conjunction with a server application
installed in a different card when the client application is
executed (which will be hereinafter referred to as inter-card
IF use).

Means For Solving the Problems

[0019] The invention is a secure device having an applica-
tion storage section for storing a client application of an
application for performing data processing; an address calcu-
lation section for determining whether or not the application
storage section has a server application for transferring data to
and from the client application; and a referent existence deter-
mination section, when the address calculation section deter-
mines that the application storage section does not have a first
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server application for transferring data to and from a first
client application, for determining whether or not a different
secure device has the first server application.

[0020] Accordingly, if no server application exists in the
home secure device, a check can be made to see if the client
application of the home secure device can be executed
according to the server application of the different secure
device.

ADVANTAGES OF THE INVENTION

[0021] The invention has the advantage that the memory
area in the secure device can be reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] FIG. 1 is a drawing of the system configuration in
embodiment 1 of the invention.

[0023] FIG. 2 is a block diagram of a secure device in
embodiment 1.
[0024] FIG. 3 is a drawing to show application areas during

downloading and after downloading.
[0025] FIG.4isablock diagram of a different secure device
in embodiment 1.

[0026] FIG. 5 is a block diagram of a reader-writer in
embodiment 1.
[0027] FIG. 6 is a flowchart of processing when a referent
exists in a card.
[0028] FIG.7 is a flowchart of processing when no referent
exists in a card.
[0029] FIG. 8 is a drawing to show address space in
embodiment 1.
[0030] FIG.9is a drawing to show an example of an autho-

rization code table.

[0031] FIG. 10 is a flowchart of processing of an applica-
tion given an authorization code.

[0032] FIG. 11a is a drawing (a) to show an example of
commands and responses.

[0033] FIG. 1154 is a drawing (b) to show an example of
commands and responses.

[0034] FIG. 12 is a block diagram of a secure device in
embodiment 2 of the invention.

[0035] FIG. 13 is a block diagram of a different secure
device in embodiment 2.

[0036] FIG. 14 is a drawing to show the relationship
between input and output to and from a reader-writer.
[0037] FIG. 15 is a block diagram of a reader-writer in
embodiment 3 of the invention.

[0038] FIG. 16 is a flowchart of processing in embodiment
3.

[0039] FIG. 17 is a block diagram of a reader-writer in
embodiment 4 of the invention.

[0040] FIG. 18 is a flowchart of processing in embodiment
4

[0041] FIG. 19 is a flowchart of processing in embodiment
5 of the invention.

[0042] FIG. 20 is an example of an authorization code table
in embodiment 5.

[0043] FIG. 21 is a flowchart of issuing an authorization
code in embodiment 5.

[0044] FIG. 22 is a drawing to show an example of an
instruction.
[0045] FIG. 23 is a drawing to show an example of a tem-

porary authorization code management table.
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[0046] FIG. 24 is a block diagram of a secure device in
embodiment 7 of the invention.

[0047] FIG. 25 is a block diagram of a different secure
device in embodiment 7.

[0048] FIG. 26 is a drawing to show an example of frames
handled by an application execution section.

[0049] FIG. 27 is a drawing to show an example of data
created by a stack control section.

[0050] FIG. 28 is a flowchart of downloading an applica-
tion when the referent application exists in the same secure
device.

[0051] FIG. 29 is a flowchart of providing security in
embodiment 2.
[0052] FIG. 30 is a functional block diagram concerning

the hardware of an IC card.

[0053] FIG. 31 is a format drawing of an APDU command.
[0054] FIG. 32 is a format drawing of an APDU response.
[0055] FIG. 33a is a drawing (1) to show data type defini-

tion handled by the reader-writer.
[0056] FIG. 334 is a drawing (2) to show data type defini-
tion handled by the reader-writer.

DESCRIPTION OF REFERENCE NUMERALS

[0057] 101 Secure device

[0058] 102 Different secure device

[0059] 103 Reader-writer

[0060] 201 Download management section

[0061] 202 Application storage section

[0062] 203 Application (being downloaded)

[0063] 204. Different application (already downloaded)

[0064] 205 Address calculation section

[0065] 206 Application execution section

[0066] 207 Authorization code issuing section

[0067] 208 Inter-card IF execution section

[0068] 209 Authorization code management section

[0069] 210 Referent existence determination section

[0070] 301 Application being downloaded

[0071] 302 Application code data area

[0072] 303 Application calculation data area

[0073] 304 Application data area

[0074] 305 Application code data

[0075] 306 Application calculation data

[0076] 307 Application after downloaded

[0077] 308 Application code

[0078] 309 Down data

[0079] 401 Server app

[0080] 501 Exclusive control communication section

[0081] 502 Application control section

[0082] 801 Memory space

[0083] 802 Area permitted for app

[0084] 803 System area

[0085] 901 Authorization code table

[0086] 1101, 1103, 1105, 1107 Response

[0087] 1102 Selection command

[0088] 1104, 1108 Share command

[0089] 1106 INVOKE command

[0090] 1201 Secure device

[0091] 1202 Security management section

[0092] 1301 Secure device

[0093] 1302 Inter-card IF execution section

[0094] 1303 Security management section

[0095] 1401. Input to reader-writer (response from secure
device)
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[0096] 1402 Output from reader-writer (command to dif-
ferent secure device)

[0097] 1403 Input to reader-writer (response from different
secure device)

[0098] 1404 Output from reader-writer (command to
secure device)

[0099] 1501 Reader-writer

[0100] 1502 Owner management section

[0101] 1701 Reader-writer

[0102] 1702 Owner check information input section

[0103] 1703 Download condition determination section

[0104] 2001 Authorization code table

[0105] 2201 Instruction

[0106] 2301 Temporary authorization code management
table

[0107] 2401 Secure device

[0108] 2402 Client app

[0109] 2403 Stack operation section

[0110] 2501 Different secure device

[0111] 2502 Stack control section

[0112] 2601 Part of app

[0113] 2602 Frame 1

[0114] 2603 Frame 2 ROM

[0115] 2604 Stack

[0116] 2605 Local variable

[0117] 2701 Response data

[0118] 3001 IC card

[0119] 3002 CPU

[0120] 3003 ROM

[0121] 3004 RAM

[0122] 3005 EEPROM

[0123] 3006 /O IF

[0124] 3101 APDU command

[0125] 3201 APDU response

[0126] 3301 Data structure definition book handled by

reader-writer

BEST MODE FOR CARRYING OUT THE
INVENTION

[0127] The invention relates to a secure device for permit-
ting download if a server application does not exist in the
same card when a client application is downloaded and oper-
ating in conjunction with a server application installed in a
different card when the client application is executed.
[0128] Embodiment 1 is the invention relating to a secure
device for permitting download if a server application does
not exist in the same card when a client application is down-
loaded and operating in conjunction with a server application
installed in a different card when the client application is
executed.

[0129] Embodiment 2 is the invention relating to a system
for providing security when devices operate in conjunction
with each other.

[0130] Embodiment 3 is the invention relating to a system
(No. 1) for checking the sameness of the owner of a secure
device and the owner of a different secure device when the
devices operate in conjunction with each other.

[0131] Embodiment 4 is the invention relating to a system
(No. 2) for checking the sameness of the owner of a secure
device and the owner of a different secure device when the
devices operate in conjunction with each other.
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[0132] Embodiment 5 is the invention relating to a use
control method of a client application in association with the
life cycle of a secure device in which a server application is
installed.

[0133] Embodiment 6 is the invention relating to a condi-
tional download method of a client application and a condi-
tion check method when a serve application does not exist in
the same card.

[0134] Embodiment 7 is the invention relating to a method
of requesting a server application installed in a different
secure device to perform processing and using the process
data of the server application in a client application.

[0135] The embodiments of the invention will be discussed
with the accompanying drawings. It is to be understood that
the invention is not limited to the specific embodiments
described below and that the invention can be embodied in
various forms without departing from the spirit and the scope
of the invention.

EMBODIMENT 1

[0136] Theinventiondescribedinembodiment 1 provides a
secure device for permitting download if a server application
does not exist in the same card when a client application is
downloaded and operating in conjunction with a server appli-
cation installed in a different card when the client application
is executed.

[0137] Forexample, the case where the invention is applied
to a secure device involving a display application for display-
ing the processing result of a client application on a screen of
amobile telephone as a server application and a commutation
ticket application and a prepaid application as client applica-
tions is possible.

[0138] Alternatively, the invention can also be applied to an
example wherein in the relationship between a server appli-
cation for checking the viewing right and a client application
for storing the viewing right and viewed content, the client
application passes the viewing right to the sever application
and the content cannot be viewed unless condition check of
the age, the number of times, the expiration date, the total
playback time, etc., involved in the viewing right, executed by
the server application is passed.

[0139] The embodiment will be discussed with FIGS. 1 to
11 and 28.
[0140] FIG.1 is a drawing to show a conjunction system of

a secure device and a different secure device in the embodi-
ment, and the conjunction system is made up of a secure
device 101, a different secure device 102, and a reader-writer
103.

[0141] FIGS. 2, 4, and 5 are block diagrams of the secure
device 101, the different secure device 102, and the reader-
writer 103 shown in FIG. 1 respectively.

[0142] FIG. 2 is a block diagram to show the configuration
of the secure device 101 as mentioned above.

[0143] A download management section 201 conducts
communications with the reader-writer 103 and manages the
operation for downloading an application to the secure device
101.

[0144] An application storage section 202 contains an
application 203 being downloaded and an application 204
already downloaded.

[0145] FIG. 3 shows the areas occupied by the applications
in the application storage section 202 in FIG. 2.
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[0146] The areas reserved by the application 301 (203)
being downloaded are an application code data area 302, an
address calculation data area 303, and an application data area
304.

[0147] Application code data 305 is stored in the applica-
tion code data area 302, and address calculation data 306 is
stored in the address calculation data area 303.

[0148] The areas occupied by an application 307 after
downloaded are the application code data area 302 and the
application data area 304. Application code 308 is stored in
the application code data area 302, and application data 309 is
stored in the application data area 304.

[0149] An address calculation section 205 executes
“address resolution” of the application 203 to be downloaded
using the application code data 305 and the application cal-
culation data 306 in the application 203 being downloaded
and the different application 204 already downloaded.
[0150] The “address resolution” refers to updating of the
address of the referent to direct data at the function call or
object access time.

[0151] After the address resolution, the address calculation
data area 303 is deleted and after completion of download, the
application 307 made up of the application code 308 and the
application data 309 is stored in the application storage sec-
tion 202 as the already downloaded application.

[0152] The already downloaded application 307 is
executed by an application execution section 206 of the
secure device 101 according to a command from the reader-
writer 103.

[0153] For example, an art wherein byte code is stored as
the application code 308 and an object is stored as the appli-
cation data 309 in the application storage section 202 and a
virtual machine as the application execution section 206
interprets the byte code and performs processing is widely
known.

[0154] Such a processing system is used in the description
of embodiments in the Description including embodiment 1.
Each address in the memory space managed by the virtual
machine is represented as 16 bits (two bytes).

[0155] An authorization code issuing section 207 issues
“authorization code” upon reception of a request from the
address calculation section 205 during address resolution.
The “authorization code” is described later.

[0156] At this time, a referent existence determination sec-
tion 210 checks whether or not “referent exists in different
secure device.” This operation is described later.

[0157] An inter-card IF execution section 208 conducts
communications with the different secure device 102 upon
reception of a request from the referent existence determina-
tion section 210 during address resolution or a request from
the application execution section 206 at the execution time of
the application 307.

[0158] FIG. 4 is a block diagram to show the configuration
of the different secure device 102 as mentioned above.
[0159] Inthe different secure device 102, an application for
providing an interface for the different application 204 to
explicitly access (which will be hereinafter referred to as
server application 401. On the other hand, an application
using the interface will be hereinafter referred to as client
application 307 (in FIG. 2, the application 307 after down-
loaded).) is stored in an application storage section 402 and is
executed by an application execution section 403.

[0160] FIG. 5 is a block diagram to show the configuration
of the reader-writer 103 as mentioned above.
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[0161] The reader-writer 103 can communicate with a plu-
rality of secure devices of the secure device 101, the different
secure device 102, etc., and individually recognizes the
secure device 101 and the different secure device 102 for
conducting communications.

[0162] To perform the operation mentioned above, the
reader-writer 103 is made up of an exclusive control commu-
nication section 501 for preventing data to be transmitted to
the secure device 101 from being transmitted to the different
secure device 102 (and vice versa) by mistake and an appli-
cation control section 502 for sending a command to the
application 307 in the secure device 101 and the server appli-
cation 401 in the different secure device and processing a
response.

[0163] Forexample, a reader-writer provided with a plural-
ity of slots for coming in contact with a secure device inserted
into each slot and communicating with the secure device, a
reader-writer for conducting noncontact communications
with a plurality of secure devices within the reach of radio
waves, and the like are known.

[0164] The application control section 502 may be 1) the
case where all exists in the reader-writer 103 or 2) the case
where a part exists in the reader-writer 103 and the remaining
part exists in a different apparatus through a network; both are
handled similarly in Description.

[0165] Inthe embodiment, data transfer among the secure
device 101, the different secure device 102, and the reader-
writer 103 having the components described above will be
discussed.

[0166] Inthe application containing the embodiment, basi-
cally a control section (not shown) executes transfer of data,
etc., unless explicitly mentioned otherwise.

[0167] Before description of the characteristic portion of
the embodiment, first, application download when the appli-
cation of the referent exists in the same secure device will be
discussed with FIGS. 7 and 28.

[0168] The download management section 201 in the
secure device 101 receives an application downloading com-
mand transmitted from the reader-writer 103 and transmits
the processing result to the reader-writer 103 as a response.
Basically, application download is executed by repeating the
operation.

[0169] (STEP 1 (S2801))

[0170] In the secure device 101, the application code data
area 302, the address calculation data area 303, and the appli-
cation data area 304 are reserved in response to the size
specified in the downloading command transmitted from the
reader-writer 103, and the application code data 305 and the
address calculation data 306 are extracted from the down-
loading command and are stored in the respective areas.
[0171] (STEP 2 (S2802))

[0172] In the secure device 101, after the application code
data 305 and the address calculation data 306 are extracted,
the address calculation section 205 executes address resolu-
tion upon reception of a request from the download manage-
ment section 201.

[0173] The address calculation section 205 interprets in
byte units starting at the top of the application code data 305.
For example, when reading “invokeinterface” of an instruc-
tion code for calling a function via IF (interface) provided by
the different application 204, the address calculation section
205 performs processing responsive to “invokeinterface,” as
shown in FIG. 6.
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[0174] The “processing responsive” means that various
instruction codes such as “invokeinterface” are defined and
processing varies from one instruction code to another.
[0175] One byte immediately following “invokeinterface”
controls the argument to be called and “0002” of the follow-
ing two bytes is an index of the address calculation data 306.
The address calculation section 205 refers to the correspond-
ing address calculation data 306 based on the index of the
address calculation data 306.

[0176] Referent “01800000” shown in FIG. 6 is made up of
package, class token, method identification number, etc., and
the address calculation section 205 uses them to extract the
address indicating the top position of the function to be called
and converts the index “0002” into called address “a000.”
[0177] (STEP 3 (S2803))

[0178] Inthe secure device 101, after interpreting all of the
application code data 305, the address calculation section 205
sends a notification that the address calculation is complete to
the download management section 201.

[0179] (STEP 4 (S2804))

[0180] Inthesecure device 101, the download management
section 201 releases the area 303 storing the address calcula-
tion data which becomes unnecessary. However, the step may
be optional although it is very effective considering the
memory resources of the card.

[0181] (STEP 5 (S2805))

[0182] When receiving an “application initialization”
request command from the reader-writer 103, the download
management section 201 initializes applications.

[0183] The “application initialization™ is to generate an
instance of each application and set the initial value in the
object. The data is stored in the application data area 304 as
the application data 309.

[0184] After this, it is made possible for the application
execution section 206 to select and execute the application
307 or 204 for a command from the reader-writer 103.
[0185] The processing when address resolution results in
success has been described.

[0186] Next, the case where address resolution cannot be
executed because the application to be referred to does not
exist in the card will be discussed with FIG. 7.

[0187] InFIG.7,to execute address resolution of a function
call of the different application as at (STEP 2 (S2802))
described above, the address calculation section 205 recog-
nizes that no referent exists in the secure device 101.

[0188] The address calculation section 205 requests the
referent existence determination section 210 to check
“whether or not the corresponding referent exists in the dif-
ferent secure device 102

[0189] At this time, the address calculation section 205
passes existence check information containing identifier
Application Identification Data (AID), method ID, the num-
ber of arguments, etc., of the referent application to the ref-
erent existence determination section 210.

[0190] The existence check information is passed from the
referent existence determination section 210 to the inter-card
IF execution section 208, which then transfers the existence
check information to the different secure device 102 through
the reader-writer 103.

[0191] The different secure device 102 checks that the
function indicated by the existence check information exists,
and then transfers permission check information meaning use
permission or use refusal to the secure device 101.
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[0192] The permission check information received by the
inter-card. IF execution section 208 of the secure device 101
is passed to the referent existence determination section 210
and if use of the server application 401 of the different secure
device 102 is permitted as a result of checking the permission
check information by the referent existence determination
section 210, the authorization code issuing section 207 is
requested to issue an authorization code. If the use is refused,
the authorization code issuing section 207 issues an error.
[0193] If an error is issued, SW meaning that “download
resulted in failure because no referent exists” is returned to
the reader-writer 103 through the download management sec-
tion 201.

[0194] The length of the authorization code is the same
length as updated essentially as an address; for example, if the
address is represented by two bytes, the authorization code is
also two bytes.

[0195] The authorization code is made up of information
indicating an address area where application placement is not
permitted and the index of a table managed by an authoriza-
tion code management section.

[0196] FIG. 8 shows address space inthe secure device 101.
[0197] When memory space 802 permitted for application
placement in memory space 801 is indicated by 0000h to
EFFFh, an area not permitted for the application (for
example, system area) 803 is FOOOh to FFFFh.

[0198] For example, as the authorization code, FF02h indi-
cating index “2” of a table within the range of the area not
permitted for the application 803 and by one byte of the latter
half is given. In this case, after the authorization code is
issued, the identifier of the referent application (server appli-
cation 401), the method ID, the number of arguments, and the
like are stored in the row of the index “2” of an authorization
code table 901 managed by an authorization code manage-
ment section 209.

[0199] Next, the execution operation of the application
given the authorization code (client application 307) will be
discussed with FIGS. 10 and 11.

[0200] FIG. 10 shows an operation flow and FIG. 11 shows
an example of commands and responses communicated
among the secure device 101, the different secure device 102,
and the reader-writer 103.

[0201] The operation of the secure device 101, the different
secure device 102, and the reader-writer 103 will be discussed
with the operation flow in FIG. 10.

[0202] FIG. 33 shows a definition book 3301 describing the
structure of data handled by the reader-writer 103. The defi-
nition book 3301 continues from the data rows shown in FIG.
334 to the data rows shown on the left of FIG. 335 and further
continues to the data rows shown on the right of the figure.
Here, the description is made using ASN.1 (Abstract Sytax
Notation One) of a language for defining the standard. Fur-
ther, in C language, definition of data type with typedef key-
word is also possible.

[0203] The relationship between the definition book and
implementation in the embodiment, namely, what command/
response the defined data type is reflected on is added to
comments in the definition book 3301. Here, transmission
and reception of APDU are described, but transmission and
reception of data based on HTTP (HyperText Transfer Pro-
tocol) may be executed.

[0204] Thus, the data type definition in the reader-writer
103 and the structure of data exchanged by the application
installed in the IC card (client application 307, server appli-
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cation 401) and the reader-writer 103 can be implemented in
various forms. Hereinafter, similar description in embodi-
ments 2 to 7 will be skipped.

[0205] (Execution Operation STEP 1 (S1001))

[0206] It is assumed that the client application 307 in the
secure device 101 is already started (not shown).

[0207] Processing corresponding to command 1 transmit-
ted from the reader-writer 103 is executed by the application
execution section 206 of the secure device 101.

[0208] Command 1 can exist in various formats for each of
the functions provided by the client application, such as a
request for checking the permission condition at the video
content viewing time.

[0209] After reading an instruction code meaning a method
call, the application execution section 206 takes out address
information immediately following the instruction code.
[0210] The application execution section 206 determines
whether or not the area indicated by the address information
is “area permitted for the app” and if the area is a permitted
area, the application execution section calls the address.
[0211] If the area is not a permitted area, the application
execution section 206 recognizes an authorization code and
passes the authorization code to the authorization code man-
agement section 209 and passes the parameter used in the
method to the inter-card IF execution section 208.

[0212] The authorization code management section 209
reads the index contained in the authorization code, takes out
the AID of the referent application contained in the authori-
zation code table 901, and passes the AID to the inter-card IF
execution section 208.

[0213] Theinter-card IF execution section 208 sets the AID
of the referent application in a data part of a response 1101,
sets data meaning a request for using the inter-card IF in SW
of the response 1101, and transmits the response 1101 to the
reader-writer 103.

[0214] (Execution Operation STEP 2 (S1002))

[0215] When the exclusive control communication section
501 of the reader-writer 103 receives the response 1101 from
the secure device 101, the application control section 502
analyzes the response and recognizes that the secure device
101 wants to use the inter-card IF.

[0216] The application control section 502 processes the
data received from the secure device 101 (the response from
the secure device 101), transfers it as a command to the
different secure device 102, processes the data received from
the different secure device 102 (response from the different
secure device 102), and transfers it as a command to the
secure device 101 until recognizing that the response received
from the secure device 101 means the inter-card IF use
completion.

[0217] If the reader-writer 103 receives first a response
containing a message of wanting to use the inter-card IF from
the secure device 101, the reader-writer 103 processes the
response from the secure device 101 to a selection command
1102 shown in FIG. 11 and transmits the command to the
different secure device 102.

[0218] The server application 401 stored in the application
storage section 402 of the different secure device 102 is
started according to the selection command 1102.

[0219] In the description to follow, the case where the
server application 401 implements Remote Method Invoca-
tion (RMI) is taken as an example.
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[0220] The RMI is an art defined in Java (registered trade-
mark) Card™ and is a mechanism for an application operat-
ing in a reader-writer to call a method of a remote object of a
card.

[0221] The server application 401 implementing the RMI
returns a response 1103 containing INS and object ID to the
reader-writer 103 in response to the selection command 1102
from the reader-writer 103.

[0222] (Execution Operation STEP 3 (S1003))

[0223] The reader-writer 103 sets the response 1103 from
the server application 401 in a data part in a share command
1104 shown in FIG. 11(a) and transmits the share command
1104 to the inter-card IF execution section 208 of the secure
device 101.

[0224] The share command 1104 is a command specialized
to a command transmitted from the reader-writer 103 to the
secure device 101 when the secure device 101 wants to use the
inter-card IF; it is desirable that a unique INS should be
assigned.

[0225] Theinter-card IF execution section 208 of the secure
device 101 sets request data containing the INS and the object
ID passed from the server application 401, the method ID
stored in the authorization code table 901, and the parameter
passed from the application execution section 206 of the
secure device 101 in a data part of a response 1105 shown in
FIG. 11 (b), sets arequest for using the inter-card IF in SW of
the response 1105, and returns the response 1105 to the
reader-writer 103.

[0226] (Execution Operation STEP 4 (S1004))

[0227] The reader-writer 103 interprets the request for
using the inter-card IF and transmits an INVOKE command
created based on the data stored in the data part of a response
1105 to the server application 401.

[0228] The server application 401 uses the method ID and
the parameter to perform processing, and returns a response
1107 to the reader-writer 103.

[0229] (Execution Operation STEP 5 (S1005))

[0230] The reader-writer 103 sets the INVOKE command
processing result of the server application (for example, only
SW shown in the response 1107) in a data part of a share
command 1108 shown in FIG. 11 (b) and transmits the share
command 1108 to the inter-card IF execution section 208 of
the secure device 101.

[0231] The inter-card IF execution section 208 passes the
INVOKE command processing result of the server applica-
tion to the application execution section 206.

[0232] After this, the application execution section 206
continues processing for the INVOKE command processing
result of the server application and transmits a response 1109
to command 1 to the reader-writer 103.

[0233] The response 1109 to command 1 contains 9000h
meaning success and does not contain SW containing a mes-
sage of wanting to use the inter-card IF.

[0234] Therefore, the reader-writer 103 recognizes mean-
ing of the inter-card IF use completion and stops: the later
transferring between the secure device 101 and the secure
device 102.

[0235] Alternatively, SW explicitly meaning the inter-card
IF use completion may be transmitted from the secure device
101.

[0236] As described above, the embodiment makes it pos-
sible not only to access the server application installed in the
secure device, but also to access the server application
installed in the different secure device.
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[0237] Accordingly, it is not necessary to install the appli-
cation for common use for each possessed secure device and
this merit is effective for a secure device poor in memory
resources.

[0238] That is, a user merit that a different application can
be installed in a second card and the later in place of the server
application occurs.

[0239] Further, the source code of a client application
becomes the same in use of a server application installed in
the same secure device and in use of a server application
installed in a different secure device.

[0240] Accordingly, when generally the convenience of
users improves and the use scene is enlarged, the burden on
the developer also tends to enlarge; on the other hand, the
application developer can develop as before without receiv-
ing the effect of enlarging the user use scene in the system.
[0241] Download and execution of an already developed
application are not affected (backward compatibility is
ensured).

[0242] Thus, transition from the former secure device to the
secure device proposed in the embodiment is facilitated.

EMBODIMENT 2

[0243] In embodiment 2 of the invention, security provid-
ing when a secure device and a different secure device operate
in conjunction with each other will be discussed.

[0244] Embodiment 2 will be discussed with FIGS. 12 to
14.
[0245] FIG.121isablock diagram to show the configuration

of a secure device 1201 in the embodiment.

[0246] A download management section 201, an applica-
tion storage section 202, an application being downloaded
203 (client application 307 after downloaded), an already
downloaded application 204, an address calculation section
205, an application execution section 206, an authorization
code issuing section 207, an inter-card IF execution section
208, an authorization code management section 209, and a
referent existence determination section 201 in FIG. 12 are
similar to those in FIG. 2.

[0247] Components identical with those of the secure
device 101 in FIG. 2 are denoted by the same reference
numerals.

[0248] A detailed description is given below centering on a
security management section 1202, a point of difference
between the secure device 101 in FIG. 2 described in embodi-
ment 1 and the secure device 1201 in FIG. 12 described in
embodiment 2:

[0249] The security management section 1202 “provides
security” at a stage of issuing an authorization code described
in embodiment 1 and at a stage of referring to a different
secure device during application execution.

[0250] The expression “provides security” is used to mean
execution of external authentication for the device (secure
device) to authenticate the communicating party (different
secure device), internal authentication for the communicating
party to authenticate the device (hereinafter, the external
authentication and the internal authentication will be collec-
tively referred to as mutual authentication), concealment and
tampering detection of communicated data, etc., and crypto-
graphic technology is used to realize them.

[0251] In the embodiment, the “security providing” men-
tioned above will be discussed using public key cryptography
on the precondition that “there is a possibility that a server
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application may be used from an indefinite number of client
applications not previously registered for using the server
application.”

[0252] The public key cryptography generally is inferior to
common key cryptography in point of processing speed.
[0253] Therefore, external authentication and internal
authentication are conducted and a session key (or seed of
session key) is shared using the public key cryptography, and
encryption and decryption and tampering detection of com-
munication data are executed according to the common key
cryptography using the session key.

[0254] To apply the open key and session key encryption
technology mentioned above to the embodiment, the follow-
ing three “security providing” methods are possible:

[0255] Method 1: External-authentication and internal
authentication are conducted and a session key is shared at the
stage of issuing an authorization code and when a different
secure device is referred to during application execution, the
session key is used.

[0256] Method 2: External authentication and internal
authentication are conducted and the seed of a session key is
shared at the stage of issuing an authorization code and a
secure device and a different secure device create a session
key from the seed of the session key according to the same
algorithm during application execution and the session key is
used.

[0257] Method 3: External authentication and internal
authentication are conducted and a session key is shared at the
stage of issuing an authorization code and at the stage of
referring to a different secure device during application
execution.

[0258] The methods slightly differ in the processing timing
and communicated data, but are the same in basic concept.
[0259] Therefore, in the embodiment, method 1 of the three
methods mentioned above will be discussed by way of
example.

[0260] FIG. 13 is a block diagram to show the configuration
of a different secure device 1301 in the embodiment.

[0261] An application execution section 206, an applica-
tion storage section 202, and a server application 401 in FIG.
13 are similar to those in FIG. 4.

[0262] The different secure device differs from the differ-
ent secure device 102 in FIG. 4 in an inter-card IF execution
section 1302 and a security management section 1303.
[0263] The inter-card IF execution section 1302 executes
communications at a stage of issuing an authorization code by
the secure device 1301 and at a stage of referring to a different
secure device during application execution.

[0264] The security management section 1303 has a func-
tion similar to that of the security management section 1202
and provides security.

[0265] The operation of the secure device 1201 and the
different secure device 1301 having the configurations
described above will be discussed.

[0266] To begin with, the stage of issuing an authorization
code will be discussed.

[0267] To execute address resolution of a function call of
the different application as at (STEP 2) described in embodi-
ment 1, the address calculation section 205 of the secure
device 1201 recognizes that no referent exists in the card.
[0268] Next, the address calculation section 205 requests a
referent existence determination section 210 to check
“whether or not the corresponding referent exists in the dif-
ferent secure device 102
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[0269] The following operation flow is shown in FIG. 29:
[0270] (Security Providing Step 1 (S2901))
[0271] Upon reception of the request from the referent

existence determination section 210, the inter-card IF execu-
tion section 208 of the secure device 1201 acquires a card
public key certificate A of the secure device 1201 that the
security management section 1202 has and a random number
a generated by the security management section 1202.
[0272] Theinter-card IF execution section 208 of the secure
device 1201 transmits the card public key certificate A and the
random number a to the inter-card IF execution section 1302
of the different secure device 1301.

[0273] (Security Providing Step 2 (S2902))

[0274] The inter-card IF execution section 1302 of the dif-
ferent secure device 1301 passes the card public key certifi-
cate A and the random number a to the security management
section 1303, which then executes certificate verification and
acquires the card ID and card public key A of the secure
device 1201.

[0275] Next, the security management section 1303 of the
different secure device 1301 generates a random number b
and encrypts the random number a according to a card secret
key B.

[0276] Subsequently, the encrypted random number aand a
card public key certificate B of the secure device 1301 are
passed to the inter-card IF execution section 1302.

[0277] The inter-card IF execution section 1302 of the dif-
ferent secure device 1301 transmits the random number b, the
encrypted random number a, and the card public key certifi-
cate B of the secure device 1301 to the inter-card IF execution
section 208.

[0278] (Security Providing Step 3 (S2903))

[0279] Theinter-card IF execution section 208 of the secure
device 1201 passes the random number b, the encrypted ran-
dom number a, and the card public key certificate B of the
secure device 1301 to the security management section 1202,
which then executes certificate verification and acquires the
card ID and card public key B of the different secure device
1301.

[0280] Next, the security management section 1202
decrypts the encrypted random number a according to the
card public key B and checks whether or not the random
number matches the generated random number a (external
authentication is complete).

[0281] Subsequently, the security management section
1202 encrypts the random number b according to a card secret
key A and passes it to the inter-card IF execution section 208.
[0282] The inter-card IF execution section 208 transmits
the encrypted random number b to the inter-card IF execution
section 1302 of the different secure device 1301.

[0283] (Security Providing Step 4 (S2904))

[0284] The inter-card IF execution section 1302 of the dif-
ferent secure device 1301 passes the encrypted random num-
ber b to the security management section 1303, which then
decrypts the encrypted random number b according to the
card secret key B and checks whether or not the random
number matches the generated random number b (internal
authentication is complete).

[0285] (Security Providing Step 5 (S2905))

[0286] Next, the security management section 1303 of the
different secure device 1301 creates a session key, encrypts
the session key according to the card public key A, and passes
the encrypted session key to the inter-card IF execution sec-
tion 1302.
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[0287] The inter-card IF execution section 1302 transmits
the encrypted session key to the inter-card IF execution sec-
tion 208 of the secure device 1201.

[0288] The inter-card IF execution section 208 passes the
encrypted session key to the security management section
1202, which then decrypts the encrypted session key accord-
ing to the card secret key A and acquires the session key
(sharing the session key is complete).

[0289] At this stage, of the data newly retained by the
exchange and generation in the steps described above, the
security management section 1202 needs to retain at least the
session key and the security management section 1303 needs
to retain at least the card ID of the secure device 1201 and the
session key.

[0290] After completion of security providing step 5
described above, existence check information containing the
identifier of the referent application, the method ID, the num-
ber of arguments, etc., is passed from the referent existence
determination section 210 to the inter-card IF execution sec-
tion 208 of the secure device 1201, which then transfers the
existence check information to the different secure device
1301 through the reader-writer 103.

[0291] At this time, the security management section 1202
of the secure device 1201 encrypts transmission data using
the session key and gives tampering detection data.

[0292] The different secure device 1301 checks that the
function indicated in the existence check information exists,
and then transfers information meaning use permission to the
secure device 1201.

[0293] Also in this case, the security management section
1303 of the different secure device 1301 encrypts transmis-
sion data using the session key and gives tampering detection
data.

[0294] Theinformation received by the inter-card IF execu-
tion section 208 of the secure device 1201 is subjected to
decryption using the session key and tampering check in the
security management section 1202 and then is passed to the
referent existence determination section 210.

[0295] If use is permitted, the referent existence determi-
nation section 210 requests the authorization code issuing
section 207 to issue an authorization code.

[0296] If the use is refused, an error is issued and SW
meaning that “download resulted in failure because no refer-
ent exists” is returned to the reader-writer 103 through the
download management section 201.

[0297] Next, execution of the client application given an
authorization code will be discussed. Basically, it is similar to
that in embodiment 1 and the differences therebetween are as
follows:

[0298] First, the responses from the secure device 1201 and
the different secure device 1301 are encrypted using the ses-
sion key managed by the security management sections 1202
and 1303.

[0299] Second, the responses from the secure device 1201
and the different secure device 1301 are encrypted and thus it
is impossible for the reader-writer 103 to interpret, extract
necessary data, and create a command.

[0300] Therefore, the reader-writer 103 needs to extract
necessary data from the data part of the response, build the
data in a command, and transmit the command to the secure
device 1201, the different secure device 1301.
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[0301] Next, an operation flow during client application
execution by the secure device 1201, the different secure
device 1301, and the reader-writer 103 will be discussed with
FIG. 10.

[0302] In the description to follow, it is assumed that the
secure device 101 in FIG. 10 is applied intact as the secure
device 1201 and the different secure device 102 is applied
intact as the different secure device 1301.

[0303] It is also assumed that the client application 307 in
the secure device 1201 is already started.

[0304] (Execution Operation STEP 1 (S1001))

[0305] Processing corresponding to command 1 transmit-
ted from the reader-writer 103 is executed by the application
execution section 206 of the secure device 1201.

[0306] After reading an instruction code meaning a method
call, the application execution section 206 takes out address
information immediately following the instruction code.
[0307] Whether or not the address information is an area
permitted for the application is determined and if the area is a
permitted area, the address is called.

[0308] Iftheareais “not” apermitted area, an authorization
code is recognized and the authorization code is passed to the
authorization code management section 209.

[0309] The authorization code management section 209
reads the index contained in the authorization code, takes out
the AID of the referent application contained in a table 901,
and passes the AID of the reference application to the inter-
card IF execution section 208.

[0310] The inter-card IF execution section 208 sets the AID
of the referent application in a data part of a response, sets
data meaning a request for using the inter-card IF in SW of'the
response, and transmits the response to the reader-writer 103.
[0311] (Execution Operation STEP 2 (S1002))

[0312] When an exclusive control communication section
501 of the reader-writer 103 receives the response, an appli-
cation control section 502 analyzes the response and recog-
nizes that the secure device 1201 wants to use the inter-card
IF.

[0313] The application control section 502 processes the
data received from the secure device 1201 (the response from
the secure device 1201), transfers it as a command to the
different secure device 1301 to the different secure device
1301, processes the data received from the different secure
device 1301 (response from the different secure device 1301),
and transfers it as a command to the secure device 1201 to the
secure device 1201 until recognizing that the data received
from the secure device 1201 means the inter-card IF use
completion.

[0314] If the reader-writer 103 receives first a response
containing a message of wanting to use the inter-card IF from
the secure device 1201, the reader-writer 103 processes the
response to a selection command and transmits the command
to the different secure device 1301.

[0315] The server application 401 of the different secure
device 1301 is started according to the selection command.
[0316] In the description to follow, the case where the
server application 401 implements Remote-Method Invoca-
tion (RMI) is taken as an example.

[0317] The server application 401 implementing the RMI
returns a response containing INS and object ID to the reader-
writer 103 as a response to the selection command.

[0318] (Execution Operation STEP 3 (S1003))

[0319] The reader-writer 103 sets the response from the
server application 401 in a data part of a share command and
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transmits the share command to the inter-card IF execution
section 208 of the secure device 1201.

[0320] The inter-card IF execution section 208 retains the
INS and the object ID passed from the server application 401.
[0321] Although a method of retaining the INS and the
object ID is not shown in the figure, memory can be provided
in the secure device 1201 for retaining them.

[0322] After this, the responses from the secure device
1201 and the different secure device 1301 are encrypted using
the session key in the security management sections 1202 and
1303.

[0323] The data received from the associated party is
decrypted using the session key in the security management
sections 1202 and 1303 and then processing is performed in
the card IF execution sections 208 and 1302.

[0324] FIG. 14 shows the relationship between input and
output to and from the reader-writer 103.

[0325] The reader-writer 103 transmits a data part of a
response 1401 from the secure device 1201 to the different
secure device 1301 as a command 1402.

[0326] A response 1403 from the different secure device
1301 is set in a data part of a command 1404 and a header for
a share command is added for transmission to the secure
device 1201.

[0327] Theinter-card IF execution section 208 of the secure
device 1201 sets request data containing the INS and the
object ID passed from the server application 401 of the dif-
ferent secure device 1301, the method ID specified by the
application execution section 206 of the secure device 1201,
and the parameter passed from the application execution sec-
tion in a data part of a response, sets a request for using the
inter-card IF in SW, and returns to the reader-writer 103.
[0328] (Execution Operation STEP 4 (S1004))

[0329] The reader-writer 103 interprets the request for
using the inter-card IF from the secure device 1201, extracts
the data stored in the data part of the response (already
encrypted INVOKE command), and transmits the data to the
server application 401 of the different secure device 1301 as
a command.

[0330] The server application 401 uses the method ID and
the parameter specified in the INVOKE command to perform
processing, and returns the processing result to the reader-
writer 103.

[0331] (Execution Operation STEP 5 (S1005))

[0332] The reader-writer 103 transmits a share command
with the processing result set in a data part to the inter-card IF
execution section 208 of the secure device 1201.

[0333] The inter-card IF execution section 208 passes the
result to the application execution section 206.

[0334] After this, the application execution section 206
continues processing for the result and transmits a response to
command 1 to the reader-writer 103.

[0335] The response to command 1 generally does not con-
tain SW containing a message of wanting to use the inter-card
IF.

[0336] Therefore, the reader-writer 103 recognizes mean-
ing of the inter-card IF use completion and stops the later
transferring between the secure device 1201 and the secure
device 1301.

[0337] Alternatively, SW explicitly meaning the inter-card
IF use completion may be transmitted from the secure device
1201.

[0338] Inembodiment 2, the system for providing security
in existence check of the referent and reference to the differ-
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ent secure device during application execution by the security
management sections 1202 and 1303 has been described.
[0339] The configuration described above makes it pos-
sible to prevent spoofing of the secure device, prevent tapping
of'the data exchanged between the secure devices, and detect
tampering of the data.

EMBODIMENT 3

[0340] Inembodiment 3 of the invention, a system (No. 1)
for checking that the owner of a secure device and the owner
of a different secure device match will be discussed.

[0341] Embodiment 3 will be discussed with FIGS. 12, 13,
15, and 16.
[0342] FIG.12isablock diagram to show the configuration

of'a secure device 1201 in the embodiment and is similar to
that described in embodiment 2.

[0343] FIG.131isablock diagram to show the configuration
of a different secure device 1301 in the embodiment and is
similar to that described in embodiment 2.

[0344] FIG.151sablock diagram to show the configuration
of a reader-writer 1501 in the embodiment.

[0345] An exclusive control section 501 and an application
control section 502 in FIG. 15 are similar to the exclusive
control section 501 and the application control section 502 in
FIG. 5.

[0346] The embodiment is characterized by the reader-
writer and differs from embodiment 1 and embodiment 2
described above in that it has an owner management section
1502 and a download condition determination section 1503.
[0347] The owner management section 1502 manages the
owner of the secure device 1201 and the card ID set in the
secure device 1201.

[0348] The download condition determination section
1503 manages download condition information defining the
condition in downloading a client application.

[0349] If the user wants to download a client application,
the reader-writer 1501 passes the corresponding download
condition information to the application control section 502,
which then executes processing to check whether or not the
download condition is satisfied.

[0350] In the embodiment, the system made up of the
secure device 1201, the different secure device 1301, and the
reader-writer 1501 will be discussed below:

[0351] In embodiments 1 and 2 described above, when a
client application executes address resolution, if a server
application does not exist in the same secure device, the
method of using the server application existing in a different
secure device was described.

[0352] At the time, the sameness of the “client application
owner (=owner of secure device)” using the client application
to enjoy service and the “server application owner (=owner of
different secure device)” using the server application to enjoy
service, etc., is not considered.

[0353] Inthe embodiment, if some relationship is required
for the client application owner and the server application
owner, a method of checking and ensuring the required rela-
tionship is mentioned.

[0354] For example, it is assumed that the server applica-
tion is a credit application and the client application is a
content purchase application.

[0355] In this case, the credit card trade needs to correctly
keep track of “how much who purchased what content” and
thus a situation can occur wherein it is desirable that the
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owner of the client application and the owner of the server
application should be the same person.

[0356] In the embodiment, such a situation is assumed and
a method of checking the sameness of the server application
owner and the client application owner when the client appli-
cation executes address resolution will be discussed.

[0357] The following two patterns are considered as the
method of ensuring the sameness of the server application
owner and the client application owner:

[0358] (1) The sameness is checked in the reader-writer and
then the client application is downloaded in the secure device.
[0359] (2) Personal authentication (example: PIN check) is
executed for each secure device at the stage of downloading,
whereby the sameness is checked.

[0360] In embodiment 3, (1) mentioned above will be dis-
cussed.
[0361] (2) mentioned above will be discussed in embodi-
ment 4.
[0362] To describe (1) mentioned above, the following are

preconditions: (“Start” in FIG. 16)

[0363] The reader-writer 1501 is in a state in which it can
communicate with the different secure device 1301 to which
a server application has been downloaded and the secure
device 1201 to which a client application is to be downloaded.
[0364] The condition of downloading the client application
is defined as that “the different secure device can be referred
to, in which case the server application owner and the client
application owner are the same.”

[0365] The reader-writer 1501 already grasps nonexistence
of the server application in the secure device 1201.

[0366] The preconditions can be realized using general
techniques and are not shown in the figure. The operation of
the system concerning (1) mentioned above will be discussed
with a flowchart of FIG. 16.

[0367] To begin with, as shown in FIG. 16, the reader-
writer 1501 transmits a SELECT command to the different
secure device 1301 and checks whether or not the server
application exists in the different secure device.

[0368] Next, thecard ID given to the different secure device
1301 is acquired according to a GETDATA command.
[0369] The “card ID” is information for uniquely identify-
ing the secure device; for example, it is made up of Issuer
Identification Number unique for the card issuer and Card
Identification Number for uniquely identifying the card
issued by the card issuer.

[0370] Likewise, the reader-writer 1501 also acquires the
card ID from the secure device 1201.

[0371] The application control section 502 of the reader-
writer 1501 requests the owner management section 1502 to
check that the owners of the secure devices associated accord-
ing to the card IDs of the secure device 1201 and the different
secure device 1301 acquired as described above match.
[0372] As a result of the determination of the owner man-
agement section 1502 as to whether or not the owner of the
secure device 1201 and the owner of the different secure
device 1301 match, if the owners of both the secure devices
match, the reader-writer 1501 starts to download the client
application.

[0373] Here, the reader-writer 1501 needs to transmit the
card ID of the different secure device 1301 to the secure
device 1201 at least before an address calculation section 205
of'the secure device 1201 executes address resolution.
[0374] The secure device 1201 stores the card ID in an
authorization code management section 209.

46



US 2009/0119516 Al

[0375] When the secure device 1201 executes address reso-
Iution, it recognizes that the server application does not exist
in the secure device 1201 of the home secure device and
checks whether or not the server application exists in the
different secure device 1301.

[0376] Here, security providing steps 1 to 5 described in
embodiment 2 are executed in a similar manner.

[0377] However, during execution of the steps, it is neces-
sary to check whether or not the card ID acquired from the
card public key certificate of the different secure device 1301
and the card ID stored in the authorization code management
section 209 match.

[0378] This can also be skipped because the match of the
card ID and the owner is already checked in the reader-writer
1501.

[0379] However, the security level improves by again
checking during the address resolution in addition to the
previous checking against a threat of substituting a fraudulent
one for the different secure device 1301 after the card ID is
transmitted.

[0380] Inembodiment 3, the method of ensuring the same-
ness of the server application owner and the client application
owner if the server application and the client application are
installed in different secure devices has been described.
[0381] The sameness is checked, whereby downloading of
a client application by spoofing can be prevented.

[0382] The technique can be applied not only to checking
the sameness of the owner, but also to checking whether or not
the client application owner is a family of the server applica-
tion owner, belongs to the same group, etc.

[0383] As described above, the system capable of flexibly
setting and checking the relationship between the server
application owner and the client application owner can be
provided.

EMBODIMENT 4

[0384] Inembodiment 4 of the invention, a system (No. 2)
for checking that the owner of a secure device and the owner
of a different secure device match will be discussed.

[0385] Embodiment 4 will be discussed with FIGS. 12, 13,
17, and 18.
[0386] FIG.12isablock diagram to show the configuration

of'a secure device 1201 in the embodiment and is similar to
that described in embodiment 2.

[0387] FIG.131isablock diagram to show the configuration
of a different secure device 1301 in the embodiment and is
similar to that described in embodiment 2.

[0388] FIG.17isablock diagram to show the configuration
of a reader-writer 1701 in the embodiment.

[0389] An exclusive control section 501 and an application
control section 502 in FIG. 17 are similar to the exclusive
control section 501 and the application control section 502 in
FIG. 5.

[0390] Anowner management section 1502 is similar to the
owner management section 1502 in FIG. 15.

[0391] The embodiment differs from embodiment 3 in that
it has an owner information check input section 1702.
[0392] The owner information check input section 1702 is
provided for entering information to determine the validity of
a secure device owner (example: PIN).

[0393] An input screen is possible as an example of the
owner information check input section 1702.

[0394] However, the screen is displayed only when the
application control section 502 interprets a response as a
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request for providing a PIN input screen after the response is
returned from the secure device 1201 and requests the owner
information check input section 1702 to output the screen.
[0395] In the embodiment, the system made up of the
secure device 1201, the different secure device 1301, and the
reader-writer 1501 will be discussed below:

[0396] Inembodiments 1 and2,whenaclientapplicationin
the secure device executes address resolution, if a server
application does not exist in the home secure device, the
system of using the server application existing in a different
secure device was described.

[0397] At the time, the sameness of the “client application
owner (=owner of secure device)” using the client application
to enjoy service and the “server application owner (=owner of
different secure device)” using the server application to enjoy
service, etc., is not considered.

[0398] Inthe embodiment, if some relationship is required
for the client application owner and the server application
owner, a method of checking and ensuring the required rela-
tionship is mentioned as in embodiment 3 described above.
[0399] For example, it is assumed that the server applica-
tion is a credit application and the client application is a
content purchase application. In this case, the credit card
trade needs to correctly keep track of “how much who pur-
chased what content” and thus a situation can occur wherein
it is desirable that the owner of the client application and the
owner of the server application should be the same person.
[0400] Therefore, such a situation is assumed and in the
embodiment, a method of checking the sameness of the server
application owner and the client application owner when the
client application executes address resolution will be dis-
cussed with FIG. 18.

[0401] To describe the invention described in the embodi-
ment, first, preconditions are described. (“Start” in FIG. 18)
[0402] The reader-writer is in a state in which it can com-
municate with the different secure device to which a server
application has been downloaded and the secure device to
which a client application is to be downloaded.

[0403] The condition of downloading the client application
is defined as that “the different secure device can be referred
to, in which case the server application owner and the client
application owner are the same.”

[0404] The reader-writer already grasps nonexistence of
the server application in the secure device.

[0405] The preconditions can be realized using general
techniques and are not shown in the figure.

[0406] The operation of the system concerning the inven-
tion described in the embodiment will be discussed with a
flowchart of FIG. 18.

[0407] To begin with, the reader-writer 1701 transmits the
download condition to the secure device 1201.

[0408] A download management section 1201 receives the
download condition and passes it to a security management
section 1202, which then stores the download condition.
[0409] Next, client application downloading is started.
[0410] When the secure device 1201 executes address reso-
Iution, it recognizes that the server application does not exist
in the secure device 1201 of the home secure device and
checks whether or not the server application exists in the
different secure device 1301.

[0411] Here, security providing steps 1 to 5 described in
embodiment 2 are executed in a similar manner.

[0412] However, during execution of the steps, an inter-
card IF execution section 208 of the secure device 1201
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executes processing for checking whether or not the down-
load condition stored in the download management section
1202 is satisfied in conjunction with the reader-writer 1701.
[0413] The inter-card IF execution section 208 can switch
the processing for checking whether or not the condition is
satisfied in response to the download condition.

[0414] If the download condition is that “the different
secure device can be referred to, in which case the server
application owner and the client application owner are the
same” in the embodiment, a response as a request for input of
PIN is transmitted to the reader-writer 1701.

[0415] The reader-writer 1701 receives the response in the
exclusive control section 501 and passes the response to the
application control section 502.

[0416] The application control section 502 interprets the
response as a request for input of PIN, and requests the owner
information check input section 1702 to display a screen.
[0417] Next, the owner enters the PIN in the screen dis-
played by the owner information check input section 1702.
[0418] The entered PIN is transmitted from the exclusive
control section 501 to the different secure device 1301 and is
received by an inter-card IF execution section 1302.

[0419] Upon reception of a request from the inter-card IF
execution section 1302, a security management section 1303
executes PIC check and transmits the result via the reader-
writer 1701 to the secure device 1201.

[0420] The PIN check need not necessarily be executed in
the security management section 1303; for example, a com-
ponent such as a PIN check section may be provided.

[0421] If the result is “OK,” the inter-card IF execution
section 208 of the secure device 1201 determines that the
owner of the different secure device is identical with the
owner of the secure device to which the application is to be
downloaded, and continues the address resolution.

[0422] Although the owner of the different secure device
differs from the owner of the secure device, there is a threat
for PIN check of the different secure device to result in OK as
the owners of the secure devices act in conjunction with each
other.

[0423] Then, after completion of the downloading, a card
certificate of the different secure device is transmitted from
the secure device to the reader-writer, which then checks the
owners for sameness. As a result, spoofing can be detected.
[0424] Asdescribed above, inembodiment 4, the method of
ensuring the sameness of the server application owner and the
client application owner if the server application and the
client application are installed in different secure devices has
been described.

[0425] The technique is optimum particularly when down-
load is executed in an environment in isolation from an owner
information database.

EMBODIMENT 5

[0426] Embodiment 5 ofthe invention relates to use control
of a client application in association with the life cycle of a
secure device in which a server application is installed.

[0427] Embodiment 5 will be discussed with FIGS. 2, 4, 5,
19, and 20.
[0428] FIG. 2 is a block diagram to show the configuration

of'asecure device 101 in the embodiment and components are
similar to those described in embodiment 1.

[0429] FIG. 4 is a block diagram to show the configuration
of'a different secure device 102 in the embodiment and com-
ponents are similar to those described in embodiment 1.
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[0430] FIG. 5is a block diagram to show the configuration
of'areader-writer 103 in the embodiment and components are
similar to those described in embodiment 1.

[0431] FIG. 20 is an authorization code table 2001 con-
tained in an authorization code management section 209, and
the identifier of a client application is contained in addition to
the index, the identifier of the referent application, the method
1D, and the number of arguments in FIG. 9.

[0432] Theembodiment differs from other embodiments of
the invention in that the identifier of a client application is
contained.

[0433] In the embodiment, the system made up of the
secure device 101, the different secure device 102, and the
reader-writer 103 will be discussed below:

[0434] If a server application and a client application are
installed in the same secure device, the life cycles of both
applications are associated with the life cycle of the secure
device.

[0435] That is, if the secure device is usable, both applica-
tions are usable; if the secure device is in a temporary halt or
discard state, both applications also become nonusable.
[0436] In the case where the server application and the
client application are installed in separate secure devices in
the embodiments described above, when the secure device is
in a temporary halt or discard state, how the system operates
will be discussed.

[0437] If the different secure device in which the server
application is installed (hereinafter, server device) is usable
and the secure device in which the client application is
installed (hereinafter, client device) is nonusable, no problem
arises because the client side cannot be executed.

[0438] On the other hand, if the server device is nonusable
and the client device is usable, processing different from
former processing is required.

[0439] That is, description of “client application cannot be
used because server device temporarily halts” needs to be
returned to the reader-writer.

[0440] Itis desirable that the return should be made as early
as possible.
[0441] Therefore, in the embodiment, processing of check-

ing the life cycle of the different secure device when the client
application referring to the server application registered in the
different secure device is executed will be discussed with
FIG. 19.

[0442] The reader-writer 103 transmits a SELECT com-
mand for selecting a client application to the secure device
101.

[0443] An application execution section 206 of the secure
device 101 receives the SELECT command and passes the
AID ofthe client application set in a data part to an inter-card
IF execution section 208.

[0444] The inter-card IF execution section 208 refers to the
authorization code table 2001 stored in the authorization code
management section 209.

[0445] If the AID of the corresponding client application
does not exist in the authorization code table 2001, a notifi-
cation indicating the fact is sent to the application execution
section 206, which then executes usual SELECT command
processing.

[0446] If the AID of the corresponding client application
exists, the AID of the server application installed in the dif-
ferent secure device is extracted from the authorization code
table 2001 and a response made up of the AID of the server
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application and data as a “request for transmitting SELECT
command to different secure device” is returned to the reader-
writer 103.

[0447] The reader-writer 103 creates SELECT command
from the data received from the inter-card IF execution sec-
tion 208 of the secure device 101 and transmits the SELECT
command to the different secure device 102.

[0448] Next, a response from the different secure device
102 is passed to the secure device 101.

[0449] Theinter-card IF execution section 208 of the secure
device 101 analyzes the response and grasps the usable state
of the different secure device 102.

[0450] If the different secure device 102 is usable, a mes-
sage indicating the fact is sent to the application execution
section 208, which then executes usual SELECT command
processing.

[0451] If the different secure device 102 is nonusable, a
message indicating the fact is sent to the application execu-
tion section 208, which then returns a response setting an SW
indicating that “the client application cannot be used because
the different secure device is nonusable” to the reader-writer
103.

[0452] Inembodiment 5, the behavior of the secure device
installing the client application when the secure device
installing the serve application is in a temporary halt or dis-
card state, that can occur if the server application and the
client application are installed in different secure devices has
been described.

[0453] The state of the server application is checked at the
SELECTing time of the client application, so that extra pro-
cessing such as recovery processing in the card and the
reader-writer can be eliminated as compared with the case
where the state of the server application is checked during
processing execution of the client application.

[0454] Switching can also be performed so as to execute the
client application only in the range in which the function of
the server application is not used.

[0455] As described above, it is made possible to select
processing responsive to the state of the server application in
the server for executing the client application and flexible
service providing can be accomplished in contrast to the
related art in which both the server application and the client
application are usable or nonusable.

EMBODIMENT 6

[0456] Embodiment 6 is the invention relating to a condi-
tional download method of a client application and a condi-
tion check method when a serve application does not exist in
the same card.

[0457] For example, the embodiment can be applied to a
system of permitting download of a client application pro-
vided that a server application is referred to before the client
application is actually used if the user forgets to carry a secure
device installing the server application.

[0458] Embodiment 6 will be discussed with FIGS. 2, 4, 5,
9,10, 21, 22, and 23.

[0459] FIG. 2 is a block diagram to show the configuration
of'asecure device 101 in the embodiment and components are
similar to those described in embodiment 1.

[0460] FIG. 4 is a block diagram to show the configuration
of a different secure device 102 in the embodiment and com-
ponents are similar to those described in embodiment 1.
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[0461] FIG. 5 is a block diagram to show the configuration
of'areader-writer 103 in the embodiment and components are
similar to those described in embodiment 1.

[0462] FIG. 9 shows an example of an authorization code
table 901 and components are similar to those described in
embodiment 1.

[0463] The embodiment is characterized by the authoriza-
tion code, a temporary authorization code, etc., shown in FI1G.
22, F1G. 23.

[0464] FIG. 22 is an instruction defining the rules for an
authorization code issuing section 207 to issue an authoriza-
tion code.

[0465] FIG. 23 shows an example of a temporary authori-
zation code management table 2301 managed by an applica-
tion execution section 206. The temporary authorization code
management table 2301 is made up of an index, the identifier
of a client application, the identifier of a server application,
and address calculation data.

[0466] Inthe embodiment, a system made up of the secure
device 101, the different secure device 102, and the reader-
writer 103 will be discussed below:

[0467] Inembodiment 1, the method of issuing an authori-
zation code if the server application installed in the different
secure device can be referred to in downloading the client
application using the IF of the server application was
described.

[0468] In contrast, in the embodiment, issuing of various
authorization codes and a method of making the most of the
issued authorization code will be discussed with FIG. 21.

[0469] Previously, “application type,” “temporary authori-
zation code issuing permission,” and the like are set in the
authorization code issuing section 207 according to a com-
mand for setting the attributes of an application transmitted
from the reader-writer 103.

[0470] The “application type” is classification of applica-
tions according to various restrictions, such as a temporary
application whose number of use times, use period, etc., is
limited or a formal application on which no restrictions are
imposed, for example.

[0471] Thus, the “application type” is used to determine
what restriction is imposed on the application.

[0472] The “temporary authorization code issuing permis-
sion” is permission of issuing a temporary authorization code
without handling as a download error although there is no
referent when a referent existence determination section 210
checks reference to the server application at the address
resolving time, and it is necessary for the application execu-
tion section 206 to “be able to determine that the state is a state
in which the referent is not yet checked” and “be able to
determine how long the state will be permitted” in interpre-
tation of the temporary authorization code.

[0473] For example, a scene is assumed where if the user
does not possess the secure device installing the server appli-
cation (for example, forgets to carry, etc.), temporarily the
client application is downloaded and then the secure device
installing the server application is checked and an authoriza-
tion code is issued.

[0474] In the embodiment, the operation of the system in
the assumed situation will be discussed.

[0475] InFIG. 21, the flow until “issue authorization code”
is similar to that in embodiment 1 and the invention described
in the embodiment is characterized by the later processing.

29 <
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[0476] (Issuing of Limited Authorization Code)

[0477] Issuing of a limited authorization code will be dis-
cussed.

[0478] Previously, the “application type” is set in the refer-

ent existence determination section 201 according to a com-
mand for setting the attributes of the application transmitted
from the reader-writer 103.

[0479] Here, it is assumed that the application is set as a
temporary application with the upper limit of the number of
use times being three.

[0480] The flow until address resolution is started at the
application downloading time and the different secure device
102 transfers information meaning use permission to the
secure device 101 is similar to that in embodiment 1.

[0481] The referent existence determination section 210
determines “OK” as a result of analyzing received informa-
tion by an inter-card IF execution section 208 and then
requests the authorization code issuing section 207 to issue a
limited authorization code using the “application type.”
[0482] Sincethe applicationtype is a temporary application
and the number of use times is three, the authorization code
issuing section 207 issues FCB1h as a limited authorization
code in conformance with an instruction 2201.

[0483] According to the instruction 2201, FC-FDh of infor-
mation indicating the address area where placement of appli-
cation is not permitted is assigned to the top one type, the
following four bits represent the type and description of
restriction, and the last four bits give the index of the autho-
rization code table 901.

[0484] After the limited authorization code is issued, the
identifier of the referent application (server app), the method
1D, the number of arguments, and the like are stored in the
authorization code table 901 managed by an authorization
code management section 209.

[0485] Next, the operation during execution of the client
application given the limited authorization code will be dis-
cussed with FIG. 10.

[0486] Here, only STEP 10-1 different from the step in
embodiment 1 will be discussed in detail.

[0487] (STEP10-1)

[0488] It is assumed that a client application 307 in the
secure device 101 is already started.

[0489] Processing corresponding to command 1 transmit-
ted from the reader-writer 103 is executed by the application
execution section 206 of the secure device 101.

[0490] After reading an instruction code meaning a method
call, the application execution section 206 takes out address
information immediately following the instruction code.
[0491] Whether or not the address information is an area
permitted for the application is determined and if the area is a
permitted area, the address is called.

[0492] Iftheareais “not” a permitted area, an authorization
code is recognized and further the type of authorization code
is determined.

[0493] Ifthe determination result is a limited authorization
code, then whether or not the type and description of restric-
tion are satisfied is determined.

[0494] For example, when use restriction is imposed, if the
remaining number of retries reaches 0, an error meaning “no
more use permitted” is issued.

[0495] Ifthe remaining number of retries does not reach O,
the limited authorization code is passed to the authorization
code management section 209.
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[0496] To check the remaining number of retries, at the
using time, the limited authorization code may be updated or
the number of use times may be stored in the authorization
code management section 209 and may be compared with the
number of use times contained in the limited authorization
code.

[0497] The authorization code management section 209
reads the index contained in the limited authorization code,
takes out the AID of the referent application contained in the
table 901, and passes the AID to the inter-card IF execution
section 208.

[0498] The inter-card IF execution section 208 sets the AID
of the referent application in a data part of a response, sets
data meaning a request for using the inter-card IF in SW of'the
response, and transmits the response 1101 to the reader-writer
103.

[0499] STEP 10-2 and the later steps are similar to those in
embodiment 1 issuing the authorization code and will not be
discussed again.

[0500] (Issuing of Temporary Authorization Code)

[0501] Last, issuing of a temporary authorization code will
be discussed.

[0502] It is assumed that the application attribute meaning

permission of a temporary permission state until a client
application is selected after it is downloaded is previously set
in the referent existence determination section 210.

[0503] Accordingly, if the user forgets to carry a secure
device installing the server application, an authorization code
for referring to the serve application may be issued by the
time the client application is actually used.

[0504] The flow until address resolution is started at the
application downloading time and information meaning use
permission is transferred to the secure device 101 is similar to
that in embodiment 1.

[0505] In this case, the inter-card IF execution section 208
of the secure device 101 receives information indicating the
application to be referred to does not exist and the referent
existence determination section 210 determines “NG” and
then checks that “temporary authorization code issuing per-
mission” is set and requests the authorization code issuing
section 207 to issue a temporary authorization code.

[0506] The authorization code issuing section 207 issues
“FA02h” as a temporary authorization code in conformance
with the instruction 2201.

[0507] According to the instruction 2201, FA-FBh of infor-
mation indicating the address area where placement of appli-
cation is not permitted is assigned to the top one type, and the
latter-half one type represents a permission condition of tem-
porary state.

[0508] After the limited authorization code is issued, the
temporary authorization code management table 2301
retained by the application execution section 206 is updated.
[0509] The temporary authorization state management
table 2301 is updated when a temporary authorization code is
issued.

[0510] When an attempt is made to select an application
according to a SELECT command, the application execution
section 206 refers to the temporary authorization code man-
agement table 2301, checks that address resolution with the
server application is not yet executed for the application to be
selected, and issues an error meaning application nonusable.
[0511] To make it possible to select the application, it
becomes necessary either 1) to download the server applica-
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tion to the same secure device or 2) to execute link processing
with a different secure device installation the server applica-
tion.

[0512] 1) to download the server application to the same
secure device, the server application is downloaded according
to a known technique and then an address calculation section
205 refers to the temporary authorization code management
table 2301 managed by the application execution section 206
and checks existence of a client application waiting for link
processing with the server application.

[0513] If a client application exists, address resolution is
executed using address calculation data retained in the tem-
porary authorization code management table.

[0514] After this, the row relating to the client application
which has been linked is deleted from the temporary autho-
rization code management table.

[0515] 2)to execute link processing with a different secure
device installation the server application, a link dedicated
command is transmitted from the reader-writer 103.

[0516] The link dedicated command is made up of a header
part where the command can be interpreted as a link dedicated
command and a data part containing the identifier of the
server application.

[0517] Whenadownload management section 201 receives
the link dedicated command, the address calculation section
205 refers to the temporary authorization code management
table 2301 managed by the application execution section 206
and checks existence of a client application waiting for link
processing with the server application.

[0518] If a client application waiting for link processing
exists, address calculation data retained in the temporary
authorization code management table 2301 and the identifier
of'the server application are passed to the inter-card IF execu-
tion section 208, and existence of the referent is checked
between the inter-card IF execution section 208 and the dif-
ferent secure device 102.

[0519] When the inter-card IF execution section 208
receives information meaning use permission, the referent
existence determination section 210 requests the authoriza-
tion code issuing section 207 to issue an authorization code.
[0520] Theauthorization codeissuing section 207 issues an
authorization code and the authorization code table 901 is
updated.

[0521] The referent existence determination section 210
requests the application execution section 206 to delete the
row relating to the client application which has been linked
from the temporary authorization code management table.
[0522] Processing of either 1) or 2) is performed as
described above, whereby the later client application selec-
tion and execution can be accomplished.

[0523] In embodiment 6, issuing of the limited authoriza-
tion code and the temporary authorization code in addition to
the authorization code described in detail in Embodiment 1
and the operation of the applications given the authorization
codes have been described.

[0524] The limited authorization code enables the number
of use times, etc., to be limited without changing the server
application side, so that the embodiment can be applied to
issuing of a temporary application of a trial copy, etc.
[0525] When the client application is downloaded, if the
user does not possess the secure device installing the server
application, later link processing can be performed according
to the temporary authorization code. Accordingly, the scene
where although the user wants to download the client appli-
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cation, he or she must give up the idea of downloading the
client application because the user does not happen to have
the secure device installing the server application at the time
is eliminated.

[0526] Therefore, the embodiment becomes effective mea-
sures against the loss of business opportunities seen from the
service provider and the loss of service use opportunities seen
from the user.

EMBODIMENT 7

[0527] Embodiment 7 is the invention relating to a method
of requesting a server application installed in a different
secure device to perform processing and using the process
data of the server application in a client application.

[0528] Embodiment 7 of the invention will be discussed
with FIGS. 5 and 24 to 27.

[0529] FIG. 24 is a block diagram to show the configuration
of a secure device 2401 in the embodiment.

[0530] A download management section 201, an applica-
tion storage section 202, applications 203 and 204, an address
calculation section 205, an application execution section 206,
an authorization code issuing section 207, an inter-card IF
execution section 208, and an authorization code manage-
ment section 209 are similar to those described in embodi-
ment 1.

[0531] Thesecure device differs from the secure device 101
shown in FIG. 1 in a client application 2402 and a stack
operation section 2403.

[0532] The client application 2402 uses an IF provided by a
server application installed in a different secure device 2501.
[0533] The stack operation section 2403 operates a stack
handled by the client application in using the IF provided by
the server application.

[0534] FIG. 25 is a block diagram to show the configuration
of the different secure device 2501 in the embodiment. An
application storage section 202, an application execution sec-
tion 206, and a server application 401 are similar to those
described in embodiment 1.

[0535] Thesecure device differs from the secure device 102
shown in FIG. 4 in a stack control section 2502.

[0536] The stack control section 2502 performs control for
a server application to perform the same operation for a call
from a client application installed in the same secure device
and a call from a client application installed in a separate
secure device.

[0537] FIG. 5is areader-writer 103 in the embodiment and
is similar to that in embodiment 1.

[0538] Inthe embodiment, a system made up of the secure
device 2401, the different secure device 2501, and the reader-
writer 103 will be discussed.

[0539] Inembodiment 1, the case where the response from
the server application does not contain any data other than
SW was described. (See response 1103 in FIG. 11 (a).)
[0540] Ifaresponseis made up of data and SW and the data
is used in the later client application processing, the data
needs to be stacked.

[0541] Itis known that if the server application exists in the
same secure device, the return value of the processing result
in the server application is stacked and is returned to the client
application of the caller.

[0542] However, if the server application does not exist in
the same secure device and a server application in a different
secure device is used, the return value is stored in an APDU
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(Application Protocol Data Unit) in accordance with the com-
munication protocol between the secure devices.

[0543] Therefore, to cause the client application to perform
the same operation regardless of which secure device the
server application exists in, it becomes necessary to extract
the return value from the APDU and store the return value on
a stack of the client application.

[0544] Inembodiment7, a method of using the return value
from the server application in the later client application
processing will be discussed.

[0545] To describe the method, preconditions are described
below:
[0546] The server application is installed in a different

secure device and address resolution of the client application
is complete.

[0547] The client application is executed and the flow to
STEP 10-3 in FIG. 10 is complete.

[0548] The preconditions are carried out like the operation
of the system described in embodiment 1.

[0549] The case where “method_ 17 calls “method_2” as
shown in FIG. 26 will be discussed.

[0550] The application execution section 206 creates a
frame in function units and executes processing. The frame is
a work area used to return a value from a function, handle an
exception, and store parts of data and the result. Frame 1 is
allocated to “method_1” and frame 2 is allocated to
“method_ 2" Each frame is made up of a local variable and a
stack.

[0551] Frame 2 is generated just after “method_ 1 calls
“method 2" “method_ 2” performs processing using frame
2 and last returns “b.”

[0552] The expression “return “b’” is used to mean stack-
ing the value of “b” directly on the stack of frame 1 according
to an instruction code of “sreturn.” After “b” is returned,
frame 2 is erased.

[0553] After this, “method__1” continues the processing.
[0554] Thus, the function-to-function call is established.
[0555] However, if “method__1” and “method_ 2” exist in

different secure devices, the frame of “method_ 2” which
should essentially be stacked on the frame of “method 1” is
under the control of the different secure device and thus the
processing result of “method_ 2” cannot directly be stored on
the stack of “method 17 of the caller.

[0556] Therefore, a mechanism becomes necessary for
making it possible to realize processing equal to essential
operation for “method_2” to store the processing result
directly on the stack of “method__1” in a situation in which
“method_ 2" cannot directly store the processing result on the
stack.

[0557] Therefore, the stack control section 2502 executes
processing different from usual processing for an instruction
code involved in operation of a return value (example: sre-
turn) only at the referring time from the client application
installed in a separate secure device.

[0558] When called from the client application installed in
a separate secure device, a frame of the caller does not exist in
an application execution section 403.

[0559] In this case, the stack control section 2502 takes
charge of processing of “sreturn.”

[0560] The stack control section 2502 stops writing into the
stack of the caller frame and instead creates data shown in
FIG. 27.

[0561] In the invention described in the embodiment, the
data as in FIG. 27 is created and is used, whereby the pro-
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cessing result can be stored on the stack if the client applica-
tion does not exist in the secure device having the server
application.

[0562] FIG. 27 is made up of TAG meaning “sreturn,”
LEGNTH meaning the length of the return value, and Value
representing the return values.

[0563] This is set in a data part of a response transmitted
from the server application and is passed to the secure device
101 for executing the client application as the call result.
[0564] Next, the operation of the secure device 2401 after
receiving the data will be discussed with FIG. 10.

[0565] In the description of the embodiment, the secure
device 101 in FIG. 10 is replaced with the secure device 2401
and the secure device 102 is replaced with the different secure
device 2501.

[0566] STEP10-1to STEP 10-4 ofthe steps when the client
application 2402 refers to the server application are similar to
those in embodiment 1 and therefore will not be discussed
again and STEP 10-5 at which the processing result of the
server application is returned will be discussed.

[0567] Theinter-card IF execution section 208 of the secure
device 2401 receives a share command and passes a data part
of the share command to the stack operation section 2403.
[0568] The stack operation section 2403 interprets TAG
meaning “sreturn” and stores Value on the stack of the frame
of the caller (client app).

[0569] After this, the client application can also continue
the processing as with the case where the server application is
installed in the same secure device.

[0570] Inembodiment 6, the method of enabling the client
application to use the return value from the server application
installed in the different secure device without applying spe-
cial processing to the codes of the server application and the
client application by providing the stack operation section
2403 for the secure device 2401 and the stack control section
2502 for the different secure device 2501 has been described.
[0571] The scene where the client application checks and
uses the return value from the server application often occurs
and the advantage of the system is large.

[0572] While the invention has been described in detail
with reference to the specific embodiments, it will be obvious
to those skilled in the art that various changes and modifica-
tions can be made without departing from the spirit and the
scope of the invention.

[0573] This application is based on Japanese Patent Appli-
cation (No. 2006-09886.5) filed on Mar. 31, 2006 and Japa-
nese Patent Application (No. 2007-075217) filed on Mar. 22,
2007, which are incorporated herein by reference.

INDUSTRIAL APPLICABILITY

[0574] There canbe provided the system having the advan-
tage that the memory area of the secure device can be reduced
by the secure device and the reader-writer of the invention.
1. A secure device comprising:
an application storage section which stores a client appli-
cation as an application for performing data processing;
an address calculation section which determines whether
or not the application storage section has a server appli-
cation for transferring data to and from the client appli-
cation; and
a referent existence determination section which deter-
mines, when the address calculation section determines
that the application storage section does not have a first
server application for transferring data to and from a first
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client application, whether or not a different secure
device has the first server application.

2. The secure device according to claim 1 further compris-
ing an inter-card IF execution section that accesses the dif-
ferent secure device,

wherein the referent existence determination section deter-

mines whether or not the different secure device has the
first server application, based on the result of the inter-
card IF execution section.

3. The secure device according to claim 2 further compris-
ing:

an authorization code issuing section which issues an

authorization code for permitting referencing of the first
server application when the referent existence determi-
nation section determines that the different secure
device has the first server application; and

an application execution section which executes the first

client application based on the authorization code.

4. The secure device according to claim 3 further compris-
ing an authorization code management section which man-
ages at least management information containing an applica-
tion identifier of the first server application that the different
secure device has,

wherein when executing the first client application, the

application execution section transmits, to the referent
as a response, at least one of the application identifier, a
referent, and a parameter to be passed to the referent
based on the management information.

5. The secure device according to claim 2 further compris-
ing a security management section which provides security of
data transmitted and received by the inter-card IF execution
section.

6. The secure device according to claim 3, wherein when
the authorization code issuing section issues a use limited
authorization code responsive to use restriction of the first
client application, the application execution section limits
referring to the first server application from the first client
application based on the authorization code.

7. The secure device according to claim 3 further compris-
ing a download management section which downloads a sec-
ond client application, wherein

if the inter-card IF execution section cannot refers to the

second server application, the authorization code issu-
ing section issues a temporary authorization code for
permitting the download management section to down-
load the second client application.

8. The secure device according to claim 7, wherein when
the inter-card IF execution section can refer to the second
server applications data communications are conducted
between the second server application and the second client
application permitted to be downloaded according to the tem-
porary authorization code.

9. The secure device according to claim 1 further compris-
ing a stack operation section which causes the application
execution section to execute the first client application based
on a command from the first server application that the dif-
ferent secure device has and a return value based on the
processing.

10. A secure device having a server application, compris-
ing:

an inter-card IF execution section which receives a request

for referring to the server application;

an application execution section which executes the server

application; and
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a stack control section which creates, if the referring
request is received from a secure device having a client
application when the application execution section
executes the server application, data for sending a deter-
mination of processing by the server application and a
return value based on the processing to the secure device
having the client application.

11. A reader-writer for controlling transfer of data between

a first secure device having a server application and a second
secure device for executing a client application, the reader-
writer comprising:

an exclusive control communication section which con-
ducts data communications with the first secure device
and the second secure device; and

an application control section which manages commands
to be transmitted to the first secure device and the second
secure device and analyzes responses from the first
secure device and the second secure device,

wherein from reception of data indicating inter-card IF use
from the first secure device by the exclusive control
communication section to reception of data indicating
completion of the inter-card IF use, the application con-
trol section causes the exclusive control communication
section to transmit a response from the second secure
device to the first secure device as a command and
causes the exclusive control communication section to
transmit a response from the first secure device to the
second secure device as a command.

12. The reader-writer according to claim 11 further com-

prising:

an owner management section which manages first relation
information between a first card ID for identifying the
first secure device and an owner of the first secure device
and second relation information between a second card
ID for identifying the second secure device and the
owner of the first secure device; and

a download condition determination section which permits
the second secure device to download the client appli-
cation when the first relation information and the second
relation information satisfy a predetermined require-
ment.

13. The reader-writer according to claim 12, wherein the
predetermined requirement is that owner information of the
first secure device and owner information of the second
secure device are information indicating the same owner.

14. The secure device according to claim 3, wherein

the application execution section causes the inter-card IF
execution section to acquire the use state of the different
secure device having the first server application, and

when the use state indicates a state in which the different
secure device cannot be used, the data indicating that the
different secure device cannot be used is received by the
inter-card IF execution section.

15. The secure device according to claim 1, wherein

the client application contains viewing right and viewed
content, and

the server application checks a condition involved in the
viewing right passed from the client application.

16. The reader-writer according to claim 12 further com-
prising an owner information check input section which
enters information to determine the validity of the secure
device owner.
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