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5.1.2 Transaction Processing (POS Contactless, Device-Centric Wallet) 

Figure 6 illustrates t he processing for in-store EMV contactless transactions using an NFC-enabled 
mobile phone with a device-centric digita l wallet at a POS. 
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• In some implementations, the last four digits, instead of the PAN, are passed back in the authorization response 
b Last 4 digits of the PAN may not always be returned to the merchant. 
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Figure 6. Processing a Contactless EMV Transaction Using an NFC-Enabled Device-Centric Digital Wa llet 
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1. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
card holder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to which the transaction can 
be routed. The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant). 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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5.1.2 Transaction Processing (POS Contactless, Device-Centric Wallet) 

Figure 6 illustrates the processing for in-store EMV contactless transactions using an NFC-enabled 
mobi le phone with a device-centric digita l wallet at a POS. 
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• In some implementations, the last four digits, instead of the PAN , are passed back In the authorization response 
b Last 4 digits of the PAN may not always be returned to the merchant. 
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Figure 6. Processing a Contactless EMV Transaction Using an NFC-Enabled Device-Centric Digital Wallet 
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1. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
card holder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to which the transaction can 
be routed. The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant). 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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Use Touch ID to unlock your iPhone or make 
purchases 
After you set up Touch ID, you can use Touch ID to unlock your iPhone. Just press the Touch ID sensor 

using the finger that you registered with Touch ID. 
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Use Face ID on your iPhone or iPad Pro 
Face ID lets you securely unlock your iPhone or iPad, authenticate purchases, sign in to 

apps, and more - all with just a glance. 

Move your head slowly to 
complete the circle. 

Figure 11 
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Figure 10 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified chip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 

Figure 10 
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5.1.2 Transaction Processing (POS Contactless, Device-Centric Wallet) 

Figure 6 illustrates the processing for in-store EMV contactless transactions using an NFC-enabled 
mobile phone with a device-centric digital wallet at a POS. 

l 
NFC-Enabled 
Mobile Phone 
with Device­
Centric Wallet 

o= 

Confirmation 
Message 

12 

Merchant Payment 
Contactless- Token+ Merchant 

Enabled Acquirer/ 
POS Reader Cryptogram Processor 

=== === === = 

m 
....J..+ 
+lL 

Payment Token• 

Token Service 
Provider 

Payment l ! PAN l i Token 4 - ll 
Payment 

3 
- Payment 

Token+ Token 
Cryptogram Payment 

Network PAN 

a> --.....l.+ ....l.+ 
~ .,.L --Payment 
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Token+ Last4 

Issuer 
Processor 

• In some implementations, the last four digits, instead of the PAN, are passed back in the authorization response 
b Last 4 digits of the PAN may not always be returned to the merchant. 

PAN Issuer --.....2..+ 
+2----PAN• 

Figure 6. Processing a Contactless EMV Transaction Using an NFC-Enabled Device-Centric Digital Wallet 

1. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
cardholder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to wh ich the transaction can 
be routed . The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant). 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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l. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
card holder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to which the transaction can 
be routed. The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant) . 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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Cellular and Wireless • Model A2650" 

o 5G NR (Bands n1, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TO-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/OC-HSDPA (850, 900, 1700/2100, 1900, 2100 

MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

• Model A2651" 

o 5G NR (Bands n1, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FOO-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/OC-HSDPA (850, 900, 1700/2100, 1900, 2100 

MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

• All models 

o 5G (sub-6 GHz and mmWave) with 4x4 MIM08 

o Gigabit LTE with 4x4 MIMO and LAA8 

o Wi-Fi 6 (802.11ax) with 2x2 MIMO 

o Bluetooth 5.3 

o Ultra Wideband chip for spatial awareness9 

o NFC with reader mode 

o Express Cards with power reserve 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified ch ip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 

Use Touch ID to unlock your iPhone or make 
purchases 
After you set up Touch ID, you can use Touch ID to unlock your iPhone. Just press the Touch ID sensor 

using the finger that you registered with Touch ID. 
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Use Face ID on your iPhone or iPad Pro 
Face ID lets you securely unlock your iPhone or iPad, authenticate purchases, sign in to 

apps, and more - all with just a glance. 

Move your head slowly to 
complete the circle. 

. ... . . . . 
··•• 1234 • • • • 

Hold Near Reader 
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1. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
card holder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to which the transaction can 
be routed. The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant). 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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Use Touch ID to unlock your iPhone or make 
purchases 
After you set up Touch ID, you can use Touch ID to unlock your iPhone. Just press the Touch ID sensor 

using the finger that you registered with Touch ID. 

Use Face ID on your iPhone or iPad Pro 
Face ID lets you securely unlock your iPhone or iPad, authenticate purchases, sign in to 

apps, and more - all with just a glance. 

Move your head slowly to 
complete the circle. 

9~1 - , ,11 9 • • 

··•• 1234 : : : : 

Hold Near Reader 
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Cellular and Wireless Model A265o· 

o 5G NR (Bands n1, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100, 1900, 2100 

MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

Model A2651 " 

o 5G NR (Bands n1, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100, 1900, 2100 

MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

All models 

o 5G (sub-6 GHz and mmWave) with 4x4 MIMO8 

o Gigabit LTE with 4x4 MIMO and LAA" 

o Wi-Fi 6 (802.11ax) with 2x2 MIMO 

o Bluetooth 5.3 

o Ultra Wideband chip for spatial awareness• 

o NFC with reader mode 

o Express Cards with power reserve 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified chip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 

Figure 10 
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5.1.2 Transaction Processing (POS Contactless, Device-Centric Wallet) 

Figure 6 illustrates the processing for in-store EMV contactless transactions using an NFC-enabled 
mobile phone with a device-centric digital wallet at a POS. 

Confirmation [g] 
Message • 

1
,. .................................... ----

1
-
2
.;....-................................. Token Service 

♦ Provider 

NFC-Enabled 
Mobile Phone 
with Device• 
Centric Wallet 

o = 
Merchant Payment 

Contactless- Token+ Merchant 
Enabled Acquirer/ 

POS Reader Cryptogram Processor 

=== === === = 

m 
....J..+ 
..,lL 

Payment Token• 

P;::~•3141.=.. f 11 i 
Payment - Paymont 
Token+ Token 

Cryptogram Payment Issuer 
Network PAN Processor 

j] --.....l.+ ....l.+ 
~ ...L---Payment 

PAN• 

Token+ Last4 

• In some implementations, the last four digits, instead of the PAN, are passed back in the authorization response 
b Last 4 digits of the PAN may not always be returned to the merchant. 

PAN Issuer --.....2..+ 
+2----PAN• 

Figure 6. Processing a Contactless EMV Transaction Using an NFC-Enabled Device-Centric Digital Wallet 

1. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor conta ining the payment token from the 
card holder's mobi le device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determ ines the networks to which the transaction can 
be routed. The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant). 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the t ransaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorizat ion response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
t ransaction. Meanwhile, the issuer processor sends a transaction completion notificat ion, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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Cellular and Wireless 

Avo1eoAHM8231 Skyworb S8290-20 

Figure11 

Model A2650" 

o 5G NR (Bands nl, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100, 1900, 2100 

MHZ) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

Model A2651" 

o 5G NR (Bands nl, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100, 1900, 2100 

MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

All models 

o 5G (sub-6 GHz and mmWave) with 4x4 MIMO' 

o Gigabit LTE with 4x4 MIMO and LAA' 

o Wi-FI 6 (802.llax) with 2x2 MIMO 

o Bluetooth 5.3 

o Ultra Wideband chip for spatial awareness9 

o NFC with reader mode 

o Express Cards with power reserve 
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The new iPhone 14 lineup features MogSofe charging that Apple fi rst introduced with the iPhane 12. 

MogSafe charging uses magnets for easier Qi-charging by snapping on to the back of iPhones with the 
capability. The magnetic ring embedded under the wireless charging coil along with a vertical strip of 

magnet below the ring is identical to the system on the iPhone 13 series. The wireless charging further 
houses a wireless charging coil along with the NFC antenna used for Apple Pay transactions. 

MagSafe 
Magnetic _ .,...,. __ 

Ring 

Vertical 
Magnetic 

Agure 13: MogSafe system 

NFC Antenna 

Wireless Charging Coil 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified chip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 

Figure 10 
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5.1.2 Transaction Processing (POS Contactless, Device-Centric Wallet) 

Figure 6 illustrates the processing for in-store EMV contactless transactions using an NFC-enabled 
mobile phone with a device-centric digital wallet at a POS. 

l 
NFC-Enabled 
Mobile Phone 
with Device­
Centric Wallet 

o= 

Confirmation 
Message 

12 

Merchant Payment 
Contactless- Token+ Merchant 

Enabled Acquirer/ 
POS Reader Cryptogram Processor 

=== === === = 

m 
....J..+ 
+lL 

Payment Token• 

Token Service 
Provider 

Payment l ! PAN l i Token 4 - ll 
Payment 

3 
- Payment 

Token+ Token 
Cryptogram Payment 

Network PAN 

a> --.....l.+ ....l.+ 
~ .,.L --Payment 

PAN• 

Token+ Last4 

Issuer 
Processor 

• In some implementations, the last four digits, instead of the PAN, are passed back in the authorization response 
b Last 4 digits of the PAN may not always be returned to the merchant. 

PAN Issuer --.....2..+ 
+2----PAN• 

Figure 6. Processing a Contactless EMV Transaction Using an NFC-Enabled Device-Centric Digital Wallet 

1. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
cardholder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor receives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to which the transaction can 
be routed . The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred rout ing choice, least cost, or some other criterion agreed to 
with the merchant). 

3. The payment network determines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clea r PAN, is included. 

10. The merchant acquirer/processor responds to the contactless termina l to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified chip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 
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Cellular and Wireless Model A2650" 

o 5G NR (Bands n1, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100, 1900, 2100 
MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

Model A2651" 

o 5G NR (Bands n1, n2, n3, n5, n7, n8, n12, n14, n20, n25, n26, n28, 

n29, n30, n38, n40, n41, n48, n53, n66, n70, n71, n77, n78 n79) 

o 5G NR mmWave (Bands n258, n260, n261) 

o FDD-LTE (Bands 1, 2, 3, 4, 5, 7, 8, 12, 13, 14, 17, 18, 19, 20, 25, 26, 

28, 29, 30, 32, 66, 71) 

o TD-LTE (Bands 34, 38, 39, 40, 41, 42, 46, 48, 53) 

o UMTS/HSPA+/DC-HSDPA (850, 900, 1700/2100, 1900, 2100 
MHz) 

o GSM/EDGE (850, 900, 1800, 1900 MHz) 

All models 

o 5G (sub-6 GHz and mmWave) with 4x4 MIMO8 

o Gigabit LTE with 4x4 MIMO and LAA8 

o Wi-Fi 6 (802.11ax) with 2x2 MIMO 

o Bluetooth 5.3 

o Ultra Wideband chip for spatial awareness9 

o NFC with reader mode 

o Express Cards with power reserve 



���

�
�������	
����
�
�������
�
�������
������
�
��
�������	
��
��������������
�
���������
�����
�����������������������
������������������������
�����
���	
����
�
�������
�
�������
������
�
�����������
����
����� !�"#�$	��	�%
�����
������
�����&����&��'(�)
��
��*+,-./�*00�.1*2�3'"��
��4�*+,-.��

Avaeo AFEM8231 Skyworks S8290-20 

Figure11 

Quakomm QET7100 
Envek>pe Tr.Kiter IC 

5G "' Tr;insctiver 

STSTI3J 
s«ure e-SIM 

Miaoc:ontrollff 

SGM<>MmRF 
System 

Qualcomm 
PMX6S 

NXP SN210V 
s«ure NFC 
Controlte< 

Skyworks8S3-17 
RF Front End 
Module CFCM I 

0 

mmWave Intermediate 
Frequency IC 

The new iPhone 14 lineup features MogSofe charging that Apple first introduced with the iPhone 12. 

MogSofe charging uses magnets for easier Qi-charging by snapping on to the bock of iPhones with the 
capability. The magnetic ring embedded under the wireless charging coil along with a vertical strip of 

magnet below the ring is identical to the system on the iPhone 13 series. The wireless charging further 
houses a wireless charging coil along with the NFC antenna used for Apple Pay transactions. 

MagSafe 
Magnetic - ---t--­
Ring 

Vertical 
Magnetic 

Rgure 13: MogSafe system 

NFC Antenna 

Wireless Charging Coil 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified chip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 

Use Touch ID to unlock your iPhone or make 
purchases 
After you set up Touch ID, you can use Touch ID to unlock your iPhone. Just press the Touch ID sensor 

using the finger that you registered with Touch ID. 

Use Face ID on your iPhone or iPad Pro 
Face ID lets you securely unlock your iPhone or iPad, authenticate purchases, sign in to 

apps, and more - all with just a glance. 

Move your head slowly to 
complete the circle. 

. ... 
.... ,234 : ! : ! 

Hold Near Reader 
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Figure 10 

5.1.2 Transaction Processing {POS Contactless, Device-Centric Wallet) 

Figure 6 illustrates the processing for in-store EMV contactless transactions using an NFC-enabled 
mobile phone with a device-centric digital wallet at a POS. 

l 
NFC-Enabled 
Mobile Phone 
with Device­
Centric Wallet 

o= 

confirmation 
Message 

12 

Merchant Payment Merchant 
contactless- Token+ 

Enabled Cryptogram Acqulrer/ 
Processor POS Reader 

=== === === = 

m 
....J..+ 
+lL 

Payment Token• 

(D 

....l.+ 

..,2..... 

Payment 
Token+ Last 4 

PAN -.....l.+ 
.,.L.. -PAN' 

Issuer 
Processor 

• In some implementations, the last four digits, instead of the PAN, are passed back in the authorization response 
" Last 4 digits of the PAN may not always be returned to the merchant. 

PAN Issuer 

--PAN' 

Figure 6. Processing a Contactless EMV Transaction Using an NFC-Enabled Device-Centric Digital Wallet 
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l. The cardholder taps a contactless-enabled mobile device at a merchant contactless POS device 
to pay for goods and services. A transaction authorization is initiated, and a corresponding 
message is sent to the merchant acquirer/processor containing the payment token from the 
cardholder's mobile device, along with a unique cryptogram. 

2. The merchant acquirer/processor rece ives the transaction request, uses the token (looks like a 
PAN) to perform a token BIN lookup, and determines the networks to wh ich the transaction can 
be routed . The merchant acquirer/processor routes the transaction to the appropriate payment 
network (based on the preferred routing choice, least cost, or some other criterion agreed to 
with the merchant) . 

3. The payment network determ ines that the transaction is based on a token BIN and issues a 
request to the appropriate TSP to validate the unique cryptogram and detokenize the token to 
the PAN. 

4. The TSP verifies the cryptogram and returns the clear PAN6 to the payment network. 

5. The payment network forwards the transaction with the clear PAN to the appropriate issuer 
processor. 

6. The issuer processor forwards the authorization request, with the clear PAN, to the issuer. 

7. The issuer completes final authorization and sends an authorization response to the issuer 
processor. 

8. The issuer processor sends the authorization response to the payment network. 

9. The payment network sends the authorization response to the merchant acquirer/processor, 
ensuring that the token, not the clear PAN, is included. 

10. The merchant acquirer/processor responds to the contactless terminal to complete the 
transaction. Meanwhile, the issuer processor sends a transaction completion notification, with 
the token, to the TSP, indicating the outcome of the transaction. 

11. The TSP pushes a notification to the mobile device on which the token was initially provisioned 
during the enrollment process. Whether this step occurs depends on issuer participation. 
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After your card is approved, your bank, your bank's authorized service provider, or your card issuer creates 

a device-specific Device Account Number, encrypts it, and sends it along with other data (such as the key 

used to generate dynamic security codes that are unique to each transaction) to Apple. The Device 

Account Number can't be decrypted by Apple but is stored in the Secure Element - an industry-standard, 

certified chip designed to store your payment information safely - on your device. Unlike with usual credit 

or debit card numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone, or on 

websites. The Device Account Number in the Secure Element is isolated from iOS, watchOS, macOS, and 

visionOS, is never stored on Apple servers, and is never backed up to iCloud. 
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