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&) ABSTRACT

Image pickup window is provided at main body of cellular
phone. Image pickup element is moved in accordance with
switching between an ordinary imaging mode and a finger-
print imaging mode. Infinite object is focused in the ordinary
imaging mode and proximate object is focused in the
fingerprint imaging mode. Thus, infinite object and proxi-
mate object can be picked up by the same optical system.
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AUTHENTICATION SYSTEM BASED ON
FINGERPRINT AND ELECTRONIC DEVICE
EMPLOYED FOR THE SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is based upon and claims the
benefit of priority from the prior Japanese Patent Applica-
tions No. 2000-208911, filed Jul. 10, 2000; and No. 2000-
380310, filed Dec. 14, 2000, the entire contents of both of
which are incorporated herein by reference.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates to an electronic
device such as PDA (personal digital assistants) or cellular
phone with an image pickup function and an authentication
system for carrying out individual authentication based on a
fingerprint image read by the electronic device with the
image pickup function.

[0004] 2. Description of the Related Art

[0005] In recent years, connection to Internet using a
portable electronic device such as PDA or cellular phone and
an access to a desired Web site are frequently carried out.

[0006] Such access processing over Internet often requires
authentication of identity because of a security problem.
Authentication of identity due to check a single ID code or
personal identification number for coincidence has low
reliability, and an identity authentication based on finger-
print is desired.

[0007] On the other hand, there is provided a conventional
portable terminal device with an image pickup function. For
example, the PDA or cellular phone includes a small sized
CCD (charge coupled device). However, in such a portable
terminal device with an image pickup function, if an attempt
is made to pick up a fingerprint image, a plurality of optical
systems that differ from each other during ordinary imaging
and fingerprint imaging are disposed, and these systems
must be used by switching them. The makes it difficult to
provide a configuration suitable to miniaturization.

[0008] Meantime, in fingerprint authentication, in order to
ensure a certain degree of authentication precision, it is
required to sample a predetermined number of characteris-
tics graphics (for example, less than 13) from fingerprint
data. In any of registered fingerprint data and authentication
fingerprint data as well, it is required to sample a fingerprint
image in a region close to the substantially entirety of
fingers. Thus, it is difficult to apply to a fingerprint authen-
tication system a partial fingerprint image sampled from a
portable terminal in which only a small fingerprint reading
window can be provided.

BRIEF SUMMARY OF THE INVENTION

[0009] Tt is an object of the present invention to provide a
small sized electronic device with an image pickup function.

[0010] Another object of the invention is to provide an
authentication system based on a partial fingerprint image
sampled from an electronic device in which a small finger-
print reading window is provided.
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[0011] According to one aspect of the present invention,
an electronic device comprises an image pickup unit includ-
ing an image pickup element and a lens system; a focus
controller configured to change a distance between the
image pickup element and the lens system in accordance
with switching between an ordinary imaging mode and a
fingerprint imaging mode.

[0012] According to anther aspect of the present inven-
tion, an electronic device comprises an image pickup unit
including an image pickup lens and an image pickup ele-
ment arranged on an image pickup axis of the image pickup
lens, the image pickup unit being rotatably provided at a
body of the device so that an imaging direction of the image
pickup unit is oriented in an inward direction or an outward
direction of the body of the device; an image pickup window
provided on a side face of the body of the device such that
a fingerprint image of a finger pressed against the image
pickup window is incident to the image pickup lens when the
imaging direction of the image pickup unit is oriented in the
inward direction of the body of the device; and a light source
provided inside of the body of the device and configured to
emit light outward of the body through the image pickup
window, wherein an ordinary imaging mode is set if the
imaging direction of the image pickup unit is oriented in the
outward direction, and a fingerprint imaging mode is set if
the imaging direction of the image pickup unit is oriented in
the inward direction.

[0013] According to further aspect of the present inven-
tion, an electronic device comprises a slide cover mounted
so as to cover one end of a body of the device and expose
a part of the body of the device if the slide cover is opened;
an image pickup lens provided on a side face of the one end
of the body of the device; an image pickup element arranged
inside of the body of the device and on an image pickup axis
of the image pickup lens; an image pickup window provided
on a side face of the slide cover on the image pickup axis;
and a light source provided on the side face of the one end
of the body of the device and configured to emit light
outwardly of the slide cover through the image pickup
window, wherein an ordinary imaging mode is set if the slide
cover covers the one end of the body of the device, and a
fingerprint imaging mode is set if the slide cover is opened.

[0014] According to still another aspect of the present
invention, a fingerprint authentication system comprises a
terminal device and a fingerprint authentication device con-
nected to each other via a network, wherein the terminal
device comprises a fingerprint reader configured to read a
fingerprint image of a user; and a fingerprint transmitter
configured to transmit the fingerprint image read by the
fingerprint reader to the fingerprint authentication device,
and the fingerprint authentication device comprises a
memory configured to store a reference fingerprint image; a
fingerprint receiver configured to receive the fingerprint
image transmitted from the fingerprint transmitter; and a
collation section configured to collate the fingerprint image
received by the fingerprint receiver with at least part of the
reference fingerprint image based on a size of the fingerprint
image received by the fingerprint receiver.

[0015] According to still further aspect of the present
invention, a fingerprint authentication device comprises a
memory configured to store a reference fingerprint image; a
fingerprint receiver configured to receive a partial fingerprint



US 2002/0003892 Al

image transmitted from an external device; a detector con-
figured to detect a plurality of small regions in the reference
fingerprint image having a maximum correlation with regard
to the fingerprint image received by the fingerprint receiver;
and a collation section configured to determine identity
between the fingerprint image received by the fingerprint
receiver and the reference fingerprint image based on a
position relationship of the plurality of small regions.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

[0016] The accompanying drawings, which are incorpo-
rated in and constitute a part of the specification, illustrate
presently embodiments of the invention, and together with
the general description given above and the detailed descrip-
tion of the embodiments given below, serve to explain the
principles of the invention.

[0017] FIG. 1A is a view showing an external configura-
tion of a portable terminal device according to a first
embodiment of the present invention;

[0018] FIG. 1B is a partial cross section view showing a
configuration of an image pickup unit of the first embodi-
ment;

[0019] FIG. 2 is a block diagram showing a configuration
of an electronic circuit of the first embodiment;

[0020] FIG. 3 is a flow chart showing entire processing of
the first embodiment;

[0021] FIG. 4 is a flow chart showing fingerprint collation
processing of the first embodiment;

[0022] FIG. 5A and FIG. 5B are views each showing an
external configuration of a portable terminal device accord-
ing to a second embodiment;

[0023] FIG. 6A and FIG. 6B are views each showing a
configuration of an image pickup unit of the second embodi-
ment;

[0024] FIG. 7A and FIG. 7B are views each showing an
external configuration of a portable terminal device accord-
ing to a third embodiment;

[0025] FIG. 8A and FIG. 8B are partial cross section
views each showing a configuration of an image pickup unit
of the third embodiment;

[0026] FIG.9A and FIG. 9B are an external configuration
of a portable terminal device according to a fourth embodi-
ment;

[0027] FIG. 10A and FIG. 10B are partial cross section
views each showing a configuration of an image pickup unit
of the fourth embodiment;

[0028] FIG. 11A and FIG. 11B are views each showing an
external configuration of a portable terminal device accord-
ing to a fifth embodiment;

[0029] FIG. 12A and FIG. 12B are partial cross section
views each showing a configuration of an image pickup unit
of the fifth embodiment;

[0030] FIG. 13 is a view showing a configuration of a
network system comprising a fingerprint authentication
apparatus and a fingerprint authentication system according
to a sixth embodiment of the present invention;
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[0031] FIG. 14 is a block diagram showing a configura-
tion of an authentication station device of the sixth embodi-
ment;

[0032] FIG. 15 is a view showing registered user data in
aregistered fingerprint database device of the authentication
station device of the sixth embodiment;

[0033] FIG.16 is a view showing a combination of partial
fingerprint images in fingerprint registration of the authen-
tication station device of the sixth embodiment;

[0034] FIG. 17 is a view showing an example of an image
pickup and superimposition pattern of partial fingerprint
images in fingerprint registration of the authentication sta-
tion device of the sixth embodiment;

[0035] FIG. 18 is a view showing an object fingerprint
image “B” identical to a registered fingerprint image “A” in
size of the sixth embodiment;

[0036] FIG. 19 is a view illustrating a method of authen-
ticating fingerprints between the registered fingerprint image
“A” and the object fingerprint image “B” identical to the
image “A” in size of the sixth embodiment;

[0037] FIG. 20 is a view showing the registered finger-
print image “A” and the object fingerprint image “B” which
is formed of partial images of the sixth embodiment;

[0038] FIG. 21 is a view illustrating a method of authen-
ticating fingerprints between the registered fingerprint image
“A” and the object fingerprint image “B” which is formed of
partial images of the sixth embodiment;

[0039] FIG. 22 is a view showing header information to
be added to fingerprint image data of the sixth embodiment;

[0040] FIG. 23 is a flow chart showing terminal process-
ing and authentication station processing to be associated
with each other in fingerprint registration of the sixth
embodiment;

[0041] FIG. 24 is a flow chart showing image normaliza-
tion processing in authentication station processing in fin-
gerprint registration of the sixth embodiment;

[0042] FIG. 25 is a flow chart showing terminal process-
ing and authentication station processing to be associated
with each other in fingerprint authentication of the sixth
embodiment;

[0043] FIG. 26 is a flow chart showing fingerprint colla-
tion processing in authentication station processing in fin-
gerprint authentication of the sixth embodiment; and

[0044] FIG. 27 is a flow chart showing terminal process-
ing and authentication station processing to be associated
with each other if the authentication station device transmits
a fingerprint image to another terminal of the sixth embodi-
ment.

DETAILED DESCRIPTION OF THE
INVENTION

[0045] An embodiment of an electronic device with an
image pickup function according to the present invention
will now be described with reference to the accompanying
drawings.
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[0046] First Embodiment

[0047] FIG. 1A and FIG. 1B show a portable terminal
device having a telephone function, where FIG. 1A is a
perspective front view showing an external configuration of
the portable terminal device, and FIG. 1B is a partial cross
section view showing a configuration of an image pickup
unit of the terminal device.

[0048] At a front face 10a of the portable terminal device
main body 10, there are provided a key input unit 11
comprising numeric, character, and symbol input keys;
calling/receiving command key; various function keys; a
selection/cursor key and the like; and a liquid crystal display
unit 12. In addition, at a top face portion 10b of the main
body 10, a telephone communication antenna 13 is provided.

[0049] An image pickup window 14 is provided at a lower
face portion 10c of the main body 10, and an image pickup
lens 15 is mounted on the image pickup window 14.

[0050] An image pickup element 16 using a CCD is
arranged inside of the main body 10 located on an image
pickup axis Q via the image pickup lens 15 from the above
image pickup window 14. The image pickup element 16 is
mounted as a mechanism capable of sliding at two positions
between a camera mode position P1 and a fingerprint
authentication mode position P2 along the image pickup axis
Q by a focus adjustment device 17 using a piezoelectric
actuator.

[0051] Alight source 18 using an LED lit in the fingerprint
authentication mode P2 is provided laterally of the image
pickup axis Q between the image pickup lens 15 and the
image pickup element 16. An emission light R from the light
source 18 is emitted in the downward direction of the main
body 10 via the image pickup lens 15 and image pickup
window 14 by reflection of a half mirror 19 disposed
between the image pickup lens 15 and the image pickup
element 16, and a fingerprint capture range of a finger F is
emitted.

[0052] An infinite object is focused if the image pickup
element 16 is slid to the camera mode position P1 by means
of the focus adjustment device 17, and a proximal object is
focused if the element 16 is slid to the fingerprint authen-
tication mode position P2. In fingerprint authentication
mode P2, a range at the tip end of finger more than the first
articulated joint, for example, can be captured as image data.

[0053] FIG. 2 is a block diagram of an electronic circuit
of the portable terminal device.

[0054] The portable terminal device comprises a control
section (CPU) 21. The CPU 21 controls operation of each
circuit section in accordance with a control program stored
in advance in a storage device 22 using E*PROM or the like.
The storage device 22 stores control programs including a
system program 22a that controls operation of the entire
device; a communication control program 22b for carrying
out processing for communication with a telephone base
station; and a fingerprint collation program 22¢ for carrying
out fingerprint collation processing. In addition, the storage
device 22 stores owner’s finger image data 22d of the
terminal device or telephone number data 22e of the tele-
phone device.

[0055] To the CPU 21, there are connected the storage
device 22, a key unit 23 (11 in FIG. 1), a communication
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unit 24 (13 in FIG. 1) primarily configured of a transmitter/
receiver circuit with a telephone base station or a voice
input/output circuit; an image pickup unit 25 (14-19 in FIG.
1) for digitally processing and capturing image data picked
up by the image pickup element 16; a RAM 26 comprising
a variety of work data memories; and a display unit 27 (12
in FIG. 1) comprising a liquid crystal driver circuit or the
like for displaying various types of display data.

[0056] The RAM 26 includes a mode data memory 26a for
storing data indicating the camera mode P1 or the fingerprint
authentication mode P2 that are currently set; an image
pickup position data memory 26b for storing data indicating
whether a slide position of the image pickup element 16 by
a focus adjustment device 17 in the image pickup unit 25 is
set at the camera mode position P1 or at the fingerprint
authentication mode P2; an object fingerprint image memory
26¢ for storing fingerprint image data targeted to be authen-
ticated, the image data being captured from the image
pickup unit 25 in the fingerprint authentication mode P2; a
telephone directory data memory 26d for properly register-
ing and storing a telephone number or name of an acquain-
tance or friend; and a work memory 26e for temporarily
storing and holding various types of data input to or output
from the CPU 21 as required in accordance with a variety of
control programs stored in the storage device 22.

[0057] An operation of switching between the camera
mode position P1 and the fingerprint authentication mode
position P2 of the image pickup element 16 by the focus
adjustment device 17 of the image pickup unit 25 is executed
according to an instruction by key operation at the key input
section 23.

[0058] Now, an operation of the portable terminal device
will be described.

[0059] FIG. 3 is a flow chart showing the entire process-
ing of the portable terminal device.

[0060] If power is turned ON by operation of the key input
section 23 (step S1), data indicating the fingerprint authen-
tication mode P2 is set to the mode data memory 26a in the
RAM 26, and the fingerprint collation program 22c is
initiated at step S2. Then, processing is moved to fingerprint
collation processing (refer to FIG. 4) in order to exclude use
of an unauthorized person.

[0061] FIG. 4 is a flow chart showing fingerprint collation
processing (steps S2 and S5 in FIG. 3) of the portable
terminal device.

[0062] In the fingerprint collation processing, collation
between the registered owner’s fingerprint image data 22d
stored in the storage device 22 and object fingerprint image
data captured by the image pickup unit 25 is carried out. In
the fingerprint collation processing, data indicating the slide
position of the image pickup element 16 stored in the image
pickup position data memory 26b in the RAM 26 is first read
out, and it is determined whether the operation mode is
switched to the fingerprint authentication mode P2 (step
Al).

[0063] If the position of the image pickup element 16 in
the image pickup unit 25 is switched to the fingerprint
authentication mode position (OK at step Al), a user fin-
gerprint image is read by means of the imaging element 16
via the image pickup lens 15, and is stored in the object
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fingerprint image memory 26¢ in the RAM 26 (step A2). The
image reading is carried out while the user aligns the tip end
more than the first articulated joint of a finger F inside of the
emission range of the emission light R emitted from the
image pickup window 14 at the lower face portion 10c of the
device main body 10.

[0064] The object fingerprint image stored in the object
fingerprint image memory 26¢ incorporated in the RAM 26
is subjected to collation/authentication processing with the
registered owner’s finger image data 22d stored in the
storage device 22, and the identity of the current user is
authenticated (step A3).

[0065] On the other hand, the position of the image pickup
element 16 is not switched to the fingerprint authentication
mode position (NG at step Al), an alarm sound is issued or
an error message is displayed, whereby it is notified to the
user that switching to the fingerprint authentication mode P2
is not established (step A4).

[0066] If the user who has received the notification makes
key operation at the key input unit 23 (step AS), whereby the
image pickup element 16 is switched from the camera mode
position to the fingerprint authentication mode position,
processing is shifted to step A2 at which user’s fingerprint
image reading processing and collation/authentication pro-
cessing are carried out.

[0067] Returning to FIG. 3, if it is authenticated that the
user is the owner through such fingerprint collation process-
ing (step S2), an operation of the communication unit 24 is
controlled in accordance with the communication control
program 22b, and a variety of processing functions such as
telephone communication processing or processing for
access to a desired Web site over Internet can be executed
(step S3).

[0068] If the access to a certain Web site over Internet is
provided, for example, if authentication of an access user
due to fingerprint collation has been requested (step S4),
processing is shifted to fingerprint collation processing (step
S5: refer to FIG. 4). In fingerprint collation processing, the
user’s fingerprint image registered in the Web site being
accessed is transmitted to the portable terminal device, and
the image is collated with the captured user’s fingerprint.

[0069] According to the portable terminal device of the
first embodiment, ordinary imaging and fingerprint image
pickup can be carried out by the common optical system.
Thus, an image pickup device can be incorporated into the
electronic device without increasing in size.

[0070] Second Embodiment

[0071] FIG. 5A and FIG. 5B are views each showing an
external configuration of a portable terminal device accord-
ing to the second embodiment. FIG. 5A shows an authen-
tication mode setting in which the image pickup unit 25A is
directed in the inward direction of the main body 10A, and
FIG. 5B shows a camera mode setting in which the image
pickup unit 25A is directed in a direction facing the front of
the main body 10A.

[0072] FIG. 6A and FIG. 6B are partial cross section
views showing a configuration and an operation of an image
pickup unit 25A.

[0073] The image pickup unit 25A is provided at the upper
end of the main body 10A. The image pickup unit 25A can
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be switched by being vertically rotated at 90 degrees. If the
image pickup unit 25A of FIG. 5A is rotated as indicated by
the arrow “a”, the camera mode setting is realized as shown
in FIG. 5B.

[0074] The image pickup lens 15 is provided at the image
pickup unit 25A, and the image pickup element 16 is
arranged inside of the unit 25A on the image pickup axis Q.

[0075] The image pickup element 16 is mounted as a
mechanism to slide using a piezoelectric actuator at two
positions between the camera mode position (infinite imag-
ing position) P1 and the fingerprint authentication mode
position (proximal imaging position) P2 according to a
setting of the focus adjustment device 17.

[0076] At a position adjacent to the image pickup unit 25A
at the upper end inside of the main body 10A, while the
image pickup direction of the image pickup unit 25A is
switched to the inward direction (fingerprint imaging direc-
tion) of the main body 10A, there is provided a half mirror
19 for reflecting its image pickup axis Q and guiding it in the
direction of the image pickup window (transparent plate) 14
of the front face 10a of the main body 10A.

[0077] The light source 18 driven to be lit if the image
pickup unit 25A is switched to the fingerprint imaging mode
is provided at the interior wall at the rear face of the main
body 1A that corresponds to a position at which the image
pickup window 14 is arranged. The emission light R from
the light source 18 transmits the half mirror 19, is irradiated
to the outside from the image pickup window 14, and emits
a fingerprint face of the finger F pressed against the image
pickup window 14.

[0078] During fingerprint authentication mode P2, as
shown in FIG. 5A and FIG. 6A, the image pickup direction
of the image pickup unit 25A is switched into the inward
direction of the main body 10A, and a proximal object is
focused. Then, the fingerprint of the finger F pressed against
the image pickup window 14 is illuminated by the emission
light R from the light source 18, and is picked up as an image
by means of the image pickup element 16 via the half mirror
19 and image pickup lens 15.

[0079] During the camera mode P1, as shown in FIG. 5B
and FIG. 6B, the image pickup unit 25A is switched into the
ordinary imaging direction, and an infinite object is focused.
Then, an image such as landscape in the same direction is
picked up from the image pickup lens 15, and is picked up
by the image pickup element 16.

[0080] A configuration of an electronic circuit of the
portable terminal device in the second embodiment and an
operation of the electronic circuit are substantially similar to
the portable terminal device in the first embodiment shown
in FIG. 2 to FIG. 4. A description of the above circuit will
be omitted here.

[0081] Third Embodiment

[0082] FIG. 7A and FIG. 7B are views showing an
external configuration of a portable terminal device accord-
ing to the third embodiment. FIG. 8A and FIG. 8B are
partial cross section views showing a configuration and an
operation of an image pickup unit 25B of the portable
terminal device according to the third embodiment.

[0083] The upper end left half of a main body 10B is
configured as an image pickup unit 25B. FIG. 7A shows an
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authentication mode setting in which the image pickup unit
25B is directed in the inward direction of the main body
10B, and FIG. 7B shows a camera mode setting in which the
image pickup unit 25B is directed in a direction facing the
front of the main body 10B.

[0084] FIG. 8A and FIG. 8B are partial cross section
views showing a configuration and an operation of an image
pickup unit 25B.

[0085] The image pickup unit 25B can be switched by
being rotated horizontally by 90 degrees. If the image pickup
unit 25B of FIG. 7A is rotated as indicated by the arrow “b”,
the camera mode setting is realized as shown in FIG. 7B.

[0086] At the image pickup unit 25B, as in the second
embodiment, there are arranged the image pickup lens 15,
image pickup element 16, and focus adjustment device 17
using a piezoelectric actuator.

[0087] The image pickup window (transparent plate) 14 is
provided on the side face of the upper end right half of the
main body 10B. Further, the light source 18 is provided on
the interior wall of the upper end right half of the main body
10B at which the image pickup window 14 is arranged, and
the emission light R from the light source 18 is irradiated to
the image pickup window 14, and emits a fingerprint face of
the finger F pressed against the image pickup window 14.

[0088] That is, during the fingerprint authentication mode
P2, as shown in FIG. 7A and FIG. 8A, the image pickup
direction of the image pickup unit 25B is switched to the
fingerprint imaging direction oriented inward of the main
body 10B, and a proximal object is focused. Then, the
fingerprint of the finger F pressed against the image pickup
window 14 is irradiated by the emission light R from the
light source 18, and is picked up by the image pickup
element 16 via the image pickup lens 15.

[0089] In addition, if the operation mode is switched to the
camera mode, as shown in FIG. 7B and FIG. 8B, the image
pickup direction of the image pickup unit 25B is switched to
the ordinary imaging direction Pi, and an infinite object is
focused. Then, an object in the same direction is picked up
by the image pickup element 16 through the image pickup
lens 15.

[0090] A configuration of an electronic circuit of the
portable terminal device in the third embodiment and an
operation of the electronic circuit are substantially similar to
the portable terminal device in the first embodiment. A
description of the electronic circuit will be omitted here.

[0091] Fourth Embodiment

[0092] FIG. 9A and FIG. 9B are views each showing an
external configuration of a portable terminal device accord-
ing to the fourth embodiment FIG. 10A and FIG. 10B are
partial cross section views showing an configuration and an
operation of an image pickup unit.

[0093] In the portable terminal device according to the
fourth embodiment, a key input unit 11a of a device main
body 10C is covered with a protect cover 20 capable of
sliding in a direction indicated by an arrow “c”, and the
image pickup window 14 made of a transparent plate is
provided at the lower end of the protect cover 20.

[0094] The image pickup lens 15 is mounted at the lower
end of the key input unit 11a covered with the protect cover
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20, and the image pickup element 16 is arranged on the
image pickup axis Q inside of the main body 10C.

[0095] The image pickup element 16 is slid by using a
piezoelectric actuator to two focusing mode; one is a camera
mode P1 in which the infinite object is focused and a
fingerprint authentication mode P2 in which a proximal
object is focused according to a state of the protect cover 20.
If the cover 20 closes as shown in FIG. 9A and FIG. 10A,
the camera mode P1 is set and if the cover 20 opens as
shown in FIG. 9B and FIG. 10B, the fingerprint authenti-
cation mode P2 is set.

[0096] The light source 18 is provided at a position
adjacent to the image pickup lens 15 at the lower end of the
key input unit 11a. The light source 18 is driven to be lit if
the protect cover 20 is slid, and the key input unit 11a is
opened. The emission light R from the light source 18 is
irradiated to the image pickup window 14, and emits a
fingerprint face of the finger F pressed against the image
pickup window 14.

[0097] During the camera mode P1, as shown in FIG. 9A
and FIG. 10A, the protect cover 20 is closed to be at the
ordinary imaging position, and an infinite object is focused.
Then, an object located in a direction facing the image
pickup window 14 is picked up by the image pickup element
16 via the image pickup window 14 and image pickup lens
15.

[0098] If the operation mode is switched to the fingerprint
authentication mode P2, as shown in FIG. 9B and FIG. 10B,
the protect cover 20 is opened to be switched to the
fingerprint imaging position, and a proximal object is
focused. Then, the fingerprint of the finger F pressed against
the image pickup window 14 is illuminated by the emission
light R from the light source 18, and is picked up as an image
by means of the image pickup element 16 via the image
pickup lens 15.

[0099] A configuration of an electronic circuit of the
portable terminal device in the fourth embodiment and an
operation of the electronic circuit is substantially similar to
the portable terminal device in the first embodiment shown
in FIG. 2 to FIG. 4. A description of the electronic circuit
will be omitted here.

[0100] Fifth Embodiment

[0101] FIG. 11A and FIG. 11B are views showing an
external configuration of a portable terminal device accord-
ing to the fifth embodiment. FIG. 12A and FIG. 12B are
partial cross section views showing a configuration and an
operation of an image pickup unit.

[0102] The key input unit 11a of a device main body 10D
is covered with the protect cover 20A capable of sliding in
a direction indicated by an arrow “d”, and the image pickup
window 14 made of a transparent plate is provided at the
front lower part of the protect cover 20A.

[0103] The image pickup lens 15 is mounted at the lower
end of the key input unit 11a covered with the protect cover
20A, and the image pickup element 16 is arranged on the
image pickup axis Q inside of the main body 10D. The light
source 18 is provided at a position adjacent to the image
pickup lens 15 at the lower end of the key input unit 11a.

[0104] Inside of the protect cover 20A, a mirror 30 is
mounted on a bottom face opposite to the image pickup lens
15 by means of support springs 30a and 30b.
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[0105] The light source 18 is driven to be lit if the protect
cover 20A is slid, and the key input unit 11a is released. The
emission light R from the light source 18 is irradiated to the
image pickup window 14 by being reflected by 90 degrees
by the mirror 30 mounted on the bottom face of the protect
cover 20A, and emits the fingerprint face of the finger F
pressed against the image pickup window 14.

[0106] That is, as shown in FIGS. 11A and 12A, if the
protect cover 20A is closed, the mirror 30 is pressed in
contact with the lower end portion of the key input unit 11a
to be received in the space with the protect cover 20A.

[0107] If the operation mode is switched to the fingerprint
authentication mode P2, as shown in FIG. 11B and FIG.
12B, the protect cover 20 is opened. Then, the fingerprint of
the finger F pressed against the image pickup window 14 is
illuminated by the emission light R from the light source 18
reflected by the mirror 30, and is picked up as an image by
the image pickup element 16 via the mirror 30 and image
pickup lens 15.

[0108] The mirror 30 may be disposed at a predetermined
position by employing a link mechanism interlocked with
movement of the protect cover 20A instead of the support
springs 30a and 30b.

[0109] In each of the foregoing embodiments, although
the image pickup window (transparent plate) 14 being the
fingerprint image reading face against which the fingerprint
face of the finger F has been pressed is configured with its
surface being flat, an image pickup window (transparent
plate) with both of the front and rear surfaces being formed
on a recessed curve may be used.

[0110] Fingerprint Authentication System

[0111] Now, a fingerprint authentication system employ-
ing a fingerprint image read by the above portable informa-
tion terminal will be described below.

[0112] FIG. 13 is a view showing a network system for
achieving a fingerprint authentication system.

[0113] A computer device used at various work types or
places such as electronic mall/cyber shop 113 is connected
to Internet 110 that is an intercommunication network of the
network system as well as a number of individual cellular
phones 111 or personal computer 112, and further, an
authentication station device 114 is connected to Internet

110.

[0114] The authentication station device 114 provides
individual authentication service to individual users who
access Internet 110 by fingerprint authentication. In the
authentication station device 114, a multiple gradation
image of each of the registered user’s fingerprints is regis-
tered.

[0115] The authentication station device 114 and personal
computer 112 comprise a fingerprint reading device 115
capable of reading the entire fingerprint, and the cellular
phone 111 comprises a small sized fingerprint reading device
116 capable of reading a partial image of the fingerprint. In
order to register individual fingerprints of a user in the
authentication station device 114, the user goes to the
authentication station device 114 at which such registration
is carried out by employing the fingerprint reading device or
via a network employing a fingerprint reading device at the
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cellular phone 111 or personal computer 112. On the other
hand, in the case where individual authentication (finger-
print authentication) is carried out at the authentication
station device 114, image data read by the fingerprint
reading device provided at the cellular phone 111 or personal
computer 112 is transmitted to the authentication station
device 114, and the transmitted image is collated with a
registered fingerprint image.

[0116] Inthe cellular phone 111, when a fingerprint image
is registered from the small sized fingerprint reading device
116 into the authentication station device 114, partial images
obtained by a plurality of fingerprint reading operations
relevant to one fingerprint are combined with each other.
The combined images are normalized as the substantially
entire fingerprint image, and the normalized images are
registered (refer to FIG. 16 and FIG. 17). During fingerprint
authentication from the small sized fingerprint reading
device 116 in the cellular phone 111 with reference to the
registered fingerprint image registered as the entire image of
this fingerprint, a fingerprint image obtained by one reading
operation is used as an object fingerprint image.

[0117] FIG. 14 is a block diagram showing a configura-
tion of the authentication station device 114. A computer
device that is the authentication station device 114 com-
prises a control section (CPU) 121, and executes fingerprint
registration processing or authentication processing and the
like in accordance with a control program stored in a storage
device 112 that includes a hard disk unit or a semiconductor
memory. To the CPU 121, there are connected a fingerprint
reading device 115; registered fingerprint database device
123; and communication control device 124 that makes
connection with Internet 110 as well as the storage device
122.

[0118] FIG. 15 is a view showing registered user data in
the registered fingerprint database device 123.

[0119] The registered fingerprint database device 123
stores and registers registered user data including a user
name, ID code, registered fingerprint image, image specifi-
cation (data size, pixel pitch, and gradation level), external
output enable/disable data indicating enabling or disabling
of an external output of the registered user data, and enable
terminal data indicating an enable terminal address if an
external output is enabled. These items of data are associated
with each other for each of the registered users.

[0120] The user ID is individually assigned to each of the
individuals during registration.

[0121] If a fingerprint image is registered from the cellular
phone 111 to the authentication station device 114, a plu-
rality of fingerprint readings are carried out by means of a
small sized fingerprint reading device 116. Then, image data
is obtained as shown in FIG. 16. These items of image data
as shown in (A) are superimposed at the authentication
station device 114 by each image being subjected to pro-
cessing such as matching, moving, or rotation, as shown in
(B), and finally, fingerprint images are registered to be
combined with each other, as shown in (C).

[0122] The order of partial reading of fingerprints by the
small sized fingerprint reading device 116 is displayed by a
guidance message on fingerprint input requirements being
assigned from the authentication station device 114 to the
cellular phone 111. By user operation in accordance with the
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guidance message, as shown in FIG. 17, a first fingerprint
center part, a second part, a third part, a fourth part, a fifth
part, and its peripheral part are read sequentially, and these
parts are sent to the authentication station device 114.

[0123] Now, a fingerprint authentication method will be
described here.

[0124] First, a case in which the entire fingerprint image is
read from the fingerprint reading device 115 of the personal
computer 112 will be described with reference to FIG. 18
and FIG. 19.

[0125] As shown in FIG. 18, when the entire fingerprint is
obtained as a registered fingerprint image “A” and an object
fingerprint image “B”, a main template “tm” and four
sub-templates t, to t, whose reference is the main template
t,, are first disposed in an authentication data area based on
a predetermined position relationship. Next, the respective
image data corresponding to these templates t, and t; to t,
and regions Ty, and T, to T, each having a maximum
correlation are detected on the registered fingerprint image
“A”. Then, the identity of the object fingerprint is deter-
mined according to whether a relative position relationship
between each of the sub-template t; to t, and the main
template t coincides with a relative position relationship
between each of T, to T, and Ty,.

[0126] Now, a fingerprint authentication method when a
partial image of a fingerprint is read by means of the small
sized fingerprint reading device 116 of the cellular phone
111, will be described with reference to FIG. 20 and FIG.
21.

[0127] The authentication station 115 stores in memory
the entire image of a fingerprint as a registered fingerprint
image “A”. A fingerprint image read by means of the small
sized fingerprint reading device 116 of the cellular phone
111 is obtained as a portion indicated in a rectangular region
on the object fingerprint image “B” shown in FIG. 20. In
this case, the main template tm covering the entirety and
three sub-templates t; to t; in the main template t are
disposed relevant to an object fingerprint image being a
partial image, as shown in FIG. 21. Image data on a
respective one of these templates t,, and t; to t; and regions
Ty and T, to T, each having a maximum correlation are
detected on the registered fingerprint image “A”. Then, the
identity of the object fingerprint is determined according to
whether a relative position relationship between each of the
sub-template t, to t, and the main template t_, coincides with
a relative position relationship between each of T, to T, and
T

[0128] As an image authentication method utilizing the
correlation, there is preferably employed a method disclosed
in the U.S. patent application Ser. No. 09/468,633 assigned
to the same assignee.

[0129] In this way, in a fingerprint authentication method
employed in the present invention, the existence of finger
characteristics (such as end point or branch point) is not
required. Thus, the size of an image region to be collated can
be obtained as a small region to an extent such that apexes
and bottoms of some fingerprints are included. Therefore,
even if the object fingerprint image “B” that is a partial
image is collated with a registered fingerprint image “A”
that is an entire image, a plurality of template regions t, and
t; to t; are set according to the image size of the object
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fingerprint image “B”, thereby enabling fingerprint authen-
tication with its high precision.

[0130] The shape, size, and disposition of an available
template can be arbitrarily set without being limited to the
above example. In the foregoing description, although dif-
ferent templates are employed according to a case in which
an object fingerprint image is directed to an entire fingerprint
image (FIG. 19) or a partial fingerprint image (FIG. 21),
there is no problem even if the template shown in FIG. 21
is employed for authentication of the object fingerprint
image shown in FIG. 19.

[0131] FIG. 22 is a view showing header information on
fingerprint image data read and transferred by the fingerprint
reading device 115 or 116 at each terminal on the network
system.

[0132] As the header information on the fingerprint image
data, there are described data size, pixel size, gradation data,
and classification of front or rear (discrimination of whether
the shape of a trace obtained if a finger is pressed against a
reading face is seen from the front or rear).

[0133] Then, in the object fingerprint image “B” to be read
by the fingerprint reading device 115 or 116 of each termi-
nal, sent to the fingerprint registration/authentication station
device 114, and fingerprint authenticated, based on the
header information as shown in FIG. 22, the data size, pixel
pitch, and gradation level are collated to be standardized in
accordance with image specification for the registered fin-
gerprint image “A” indicated in the registered data size of
the inside of the registered fingerprint database device 123.

[0134] Now, an operation for registering a fingerprint
image in the authentication station device 114 in the above
mentioned network system will be described.

[0135] FIG. 23 is a flow chart showing terminal process-
ing and authentication processing to be associated with each
other in the fingerprint registration in the network system.

[0136] Readable image sizes of the fingerprint reading
devices 115 or 116 provided at each terminal together with
a request for fingerprint registration are notified from cel-
lular phone 111 and personal computer 112 accessed to a
registration side of the authentication station device 114 via
Internet 110 (step al). In the authentication station device
114, a request for fingerprint registration from the terminal
is received, and a readable fingerprint image size in the
registration request terminal is judged (step bl).

[0137] Then, a guidance message indicating requirements
for fingerprint input according to the readable fingerprint
image size at the terminal is notified from the authentication
station device 114 to the registration request terminal (step
b2), and is displayed at the terminal display section (step a2).

[0138] If the registration request terminal is the cellular
phone 111 comprising the small sized fingerprint reading
device 116, an input requirement guidance message for the
user to sequentially input the first fingerprint center part, the
second part, the third part, . . . and its peripheral part, as
shown in FIG. 17, is notified stepwise from the authentica-
tion station device 114, and is displayed.

[0139] If the registration request terminal is the personal
computer 112 comprising the fingerprint reading device 115,
an input requirement guidance message for the user to input
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the substantially entire fingerprint to the fingerprint reading
device 115 one time is notified from the authentication
station device 114, and is displayed.

[0140] In the case of the portable terminal 111, together
with inputs of a name of the user targeted to be registered,
external output enable/disable information, and external
output enable terminal information, partial images of the
user’s fingerprints are input and transmitted sequentially
plural times from the small sized reading device 116 (step
a3). In the case of personal computer 112, together with
inputs of the name of the user targeted to be registered,
external output enable/disable information, and external
output enable terminal information, the entire image of the
user’s fingerprint is input and transmitted from the finger-
print reading device 115 at one time. If the authentication
station device 114 receives such input information (step b3),
image normalization processing shown in FIG. 24 is carried
out (step bc), and it is determined whether or not the
fingerprint image of the user targeted to be registered is
correctly input (step b4).

[0141] In this image normalization processing (FIG. 24),
as shown in (A) of FIG. 16, if it is determined that a plurality
of partial images have been received, the relative distance or
angle deviation of each fingerprint image at the periphery
with reference to the fingerprint image of the center part is
obtained by an image recognition or image matching process
(steps c1 and ¢2). Based on this process, as shown in (B) of
FIG. 16, the fingerprint image of the periphery is combined
to be superimposed on the fingerprint image of the center
portion. As shown in (C) of FIG. 16, a registration image
including the entire fingerprint is produced (step c3).

[0142] If the fingerprint image of the user targeted to be
registered is input and received as one entire image from the
fingerprint reading device 115 of the personal computer 112,
the superimposition and combining of partial images are not
carried out in normalization processing of the image, and it
is determined whether or not the entire fingerprint image has
been correctly input (steps cl and b4).

[0143] Ifitis not determined that the fingerprint image of
the user targeted to be registered has been correctly input
because missing or deviation of an image is detected, for
example, a guidance message for fingerprint input require-
ments is notified to the registration request terminal again,
and the fingerprint image of the user targeted to be registered
are repeatedly input, received, and normalized (steps b4 and
b2).

[0144] If it is determined that the fingerprint image of the
user targeted to be registered has been correctly input, the
registration OK message is notified to the cellular phone 111
or personal computer 112 (steps b4 and bS). Then, the
registration OK message is received at the terminal, and is
displayed for confirmation (steps a4 and a5).

[0145] At the authentication station device 114, together
with the name of the user targeted to be registered, external
output enable/disable information, and external output
enable terminal information, that have been input and
received from the registration request terminal, the enter
fingerprint image of the user targeted to be registered is
associated as the registration fingerprint image “A”, and the
associated image is stored and registered in the registration
fingerprint database device 123 (step b6: refer to FIG. 15).
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[0146] Now, an operation for the authentication station
device 14 to authenticate a fingerprint image in the network
system will be described here.

[0147] FIG. 25 is a flow chart showing terminal process-
ing and authentication station processing to be associated
with each other when fingerprint authentication is carried
out in the network system.

[0148] In the cellular phone 111 or personal computer 112,
if the user name is input, and its authentication request is
input, the authentication request for which the registered
user has been specified is transmitted from the authentica-
tion request terminal to the authentication station device 114

(step d1).

[0149] If the authentication station device 114 receives the
authentication request (step el), it is determined whether or
not the name of received authentication request user is
registered as registered user data in the registered fingerprint
database device 123 (step e2), and reception of the authen-
tication target data from the authentication request terminal
is ready (step €3).

[0150] If the user’s fingerprint image is read from the
fingerprint reading devices 115 or 116 at the authentication
request terminal (step d2), the data on the input fingerprint
image is transmitted as the object fingerprint image “B” to
the authentication station device 114 (step d3).

[0151] If the fingerprint image (object fingerprint image
“B”) transmitted from the authentication request terminal is
received at the authentication station device 114 (step e3),
authentication processing is carried out (step ef). Then, data
on the authentication result indicating that authentication is
OK or NG is notified to the authentication request terminal
(step e4). At the authentication request terminal, the data on
the authentication result notified from the authentication
station device 114, and a message indicating that authenti-
cation is OK or NG is displayed for confirmation (step d4).

[0152] Now, fingerprint collation processing at the step
“ef” will be described with reference to the flow chart shown
in FIG. 26.

[0153] In this processing, it is determined whether or not
the image size is equal to or greater than a predetermined
size with reference to the received object fingerprint image
“B” (step fl1). If it is determined to be smaller than the
predetermined size, it is handled as authentication disable
(steps fl and {7), and the determination result is notified to
the authentication request terminal (step e4).

[0154] On the other hand, if it is determined that the
received object fingerprint image “B” is equal to or greater
than the predetermined size, the image is standardized so as
to conform with the image specification of the registered
fingerprint image “A” based on the data size, pixel pitch,
gradation data, top and bottom classification data described
in the header information (steps fl and f2).

[0155] Next, an authentication template pattern is selected
according to the image size of the object fingerprint image
“B” (step £3). If the object fingerprint image “B” is the entire
fingerprint image read from the fingerprint reading device
115 of the personal computer 112, a template pattern as
shown in FIG. 19 is selected. In the case of an image read
from the small sized fingerprint reading device 116 of the
cellular phone 111, a template as shown in FIG. 21 is
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selected. As described above, the main template and sub-
templates are disposed with reference to the object finger-
print image “B”, and image data defined by each of these
templates and a region having a maximum correlation are
detected on the registered fingerprint image “A” (steps f4
and f5). Then, differences between a position relationship of
the sub-template with reference to the main template dis-
posed on the object fingerprint image “B” and a position
relationship in each of the maximum correlation regions
detected on the registered fingerprint image “A” are com-
pared/collated with each other, and it is determined whether
or not the object fingerprint is identical to the fingerprint of
the authorized person (step £6).

[0156] According to the fingerprint authentication system,
even in the case of employing the small sized fingerprint
reading device 116 provided at the cellular phone 111, partial
images of fingerprints separately input by a plurality of
times are combined with each other, and the combined
images are registered in the authentication station device
114. Thus, the registered fingerprint image “A” suitable to
fingerprint authentication can be registered. As long as the
entire fingerprint image is registered in the authentication
station, even if a portion of a fingerprint image read by the
small sized fingerprint reading device is displaced from the
center of a finger, it is possible to ensure reliable authenti-
cation of identity.

[0157] Referring now to FIG. 27, a description will be
given with respect to a case in which fingerprint authenti-
cation employing a unique authentication algorithm is car-
ried out by the personal computer 112 or any other computer
device that is located at the electronic mall/cyber shop 113
without employing the authentication station device 114 in
the network system.

[0158] In the personal computer 112, if fingerprint authen-
tication is carried out employing a unique authentication
algorithm, it is required for the authentication station device
114 to transmit registered fingerprint data. In this case,
image data for use in the unique authentication algorithm
may be in accordance with specification different from that
of the registered fingerprint data. Therefore, at the terminal
112 or 113, the name of the registered user targeted to be
authenticated is input, and the image specification for a
fingerprint image to be picked up is input. The fingerprint
image data request is transmitted to the authentication
station device 114 together with these items of data (step
gl).

[0159] In the authentication station device 114 in which
the fingerprint image data request has been received (step
h1), it is determined and checked whether or not the request
is associated with the name of the requested, registered user,
and the terminal address of the fingerprint request source is
registered as an external output enable terminal address in
the registered fingerprint database device 123 or whether or
not the fingerprint request terminal is valid (step h2).

[0160] Then, the fingerprint image data of the requested,
registered user is read out from the registered fingerprint
database device 123, the read out data is processed and
converted into the requested image specification (for
example, binary-level image) (step h3), and the processed
and converted data is transmitted to the personal computer
terminal 112 that is a fingerprint request source (step h4).

[0161] Then, if the fingerprint image data of the requested,
registered user transmitted from the authentication station
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device 114 is received by personal computer 112 (step g2),
individual authentication by fingerprint authentication with
the object fingerprint image input from the fingerprint read-
ing device 115 is carried out in accordance with an authen-
tication algorithm using “characteristics/graphics authenti-
cation method”, for example, based on the registered user’s
fingerprint image.

[0162] Any of techniques described in the foregoing
embodiments, i.e., techniques such as terminal processing
and authentication station processing associated with fin-
gerprint registration processing shown in the flow charts of
FIG. 23 and FIG. 24; terminal processing and authentica-
tion station processing associated with fingerprint collation
processing shown in FIG. 25 and FIG. 26; and terminal
processing and authentication station processing associated
with pickup processing of the registered fingerprint image
shown in FIG. 27, can be delivered after being stored as
programs that can be executed in a computer in an external
storage medium such as memory card (such as ROM card or
RAM card), magnetic disk (such as floppy disk or hard disk),
optical disk (such as CD-ROM or DVD), or semiconductor
memory. Then, each of the terminal devices 111, 112, and
113 or a computer of the authentication station device 114
reads the programs stored in the external storage medium
into an incorporated memory by means of a storage medium
reading device. Further, an operation is controlled by the
thus read programs, whereby the fingerprint registration
function or fingerprint authentication function and registered
fingerprint pickup function described in the foregoing
embodiments are achieved, and the similar processing using
the previously described techniques can be executed.

[0163] Program data for achieving each of these tech-
niques can be transmitted in the form of program codes over
a network (e.g., Internet 110). The program data is received
by a communication control section of the computer device
connected to the network, whereby the above described
fingerprint registration function or fingerprint authentication
function, and registered fingerprint pickup function can be
realized.

[0164] Additional advantages and modifications will
readily occur to those skilled in the art. Therefore, the
present invention in its broader aspects is not limited to the
specific details, representative devices, and illustrated
examples shown and described herein. Accordingly, various
modifications may be made without departing from the spirit
or scope of the general inventive concept as defined by the
appended claims and their equivalents. For example, the
foregoing embodiments include the invention at various
stages, and various inventions can be excerpted by using a
proper combination of a plurality of disclosed constituent
elements. For example, even if some constituent elements
are omitted from all the constituent elements shown in the
embodiments or if some constituent elements are combined
with each other, a resultant combination of elements can be
excerpted as an invention provided the problems described
in the “Description of the Related Art” can be solved.

What is claimed is:
1. An electronic device comprising:

an image pickup unit including an image pickup element
and a lens system;
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a focus controller configured to change a distance
between said image pickup element and said lens
system in accordance with switching between an ordi-
nary imaging mode and a fingerprint imaging mode.

2. The electronic device according to claim 1, further

comprising:

a light source provided inside of a body of said device and
configured to emit light outward of the body through
said lens system in the fingerprint imaging mode.

3. The electronic device according to claim 1, further

comprising:

a request input section configured to determine whether or
not a request for fingerprint imaging is input; and

)

warning section configured to issue a warning if the
fingerprint imaging mode is not set when it is deter-
mined by said request input section that the request for
fingerprint imaging is input.

4. An electronic device comprising:

an image pickup unit including an image pickup lens and
an image pickup element arranged on an image pickup
axis of said image pickup lens, said image pickup unit
being rotatably provided at a body of said device so that
an imaging direction of said image pickup unit is
oriented in an inward direction or an outward direction
of the body of said device;

an image pickup window provided on a side face of the
body of said device such that a fingerprint image of a
finger pressed against said image pickup window is
incident to the image pickup lens when the imaging
direction of said image pickup unit is oriented in the
inward direction of the body of said device; and

a light source provided inside of the body of said device
and configured to emit light outward of said body
through said image pickup window,

wherein an ordinary imaging mode is set if the imaging
direction of said image pickup unit is oriented in the
outward direction, and a fingerprint imaging mode is
set if the imaging direction of said image pickup unit is
oriented in the inward direction.

5. The electronic device according to claim 4, further
comprising a mirror configured to guide the fingerprint
image of the finger pressed against said image pickup
window to said image pickup element when the imaging
direction of said image pickup unit is oriented in the inward
direction.

6. The electronic device according to claim 4, further
comprising:

a request input section configured to determine whether or
not a request for fingerprint imaging is input; and

a warning section configured to issue a warning if the
imaging direction of said image pickup unit is not
oriented in the inward direction when it is determined
by said request input section that the request for fin-
gerprint imaging is input.

7. An electronic device comprising;:

a slide cover mounted so as to cover one end of a body of

said device and expose a part of the body of the device
if the slide cover is opened;
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an image pickup lens provided on a side face of the one
end of the body of the device;

an image pickup element arranged inside of the body of
said device and on an image pickup axis of said image
pickup lens;

an image pickup window provided on a side face of said
slide cover on the image pickup axis; and

a light source provided on the side face of the one end of
the body of the device and configured to emit light
outwardly of said slide cover through said image
pickup window,

wherein an ordinary imaging mode is set if said slide
cover covers the one end of the body of said device, and
a fingerprint imaging mode is set if said slide cover is
opened.
8. The electronic device according to claim 7, further
comprising:

a request input section configured to determine whether or
not a request for fingerprint imaging is input; and

a warning section configured to issue a warning if said
slide cover is not opened when it is determined by said
request input section that the request for fingerprint
imaging is input.

9. A fingerprint authentication system comprising a ter-

minal device and a fingerprint authentication device con-
nected to each other via a network,

said terminal device comprising:

a fingerprint reader configured to read a fingerprint
image of a user; and

a fingerprint transmitter configured to transmit the
fingerprint image read by said fingerprint reader to
said fingerprint authentication device, and

said fingerprint authentication device comprising:

a memory configured to store a reference fingerprint
image;

a fingerprint receiver configured to receive the finger-
print image transmitted from said fingerprint trans-
mitter; and

a collation section configured to collate the fingerprint
image received by said fingerprint receiver with at
least part of the reference fingerprint image based on
a size of the fingerprint image received by said
fingerprint receiver.

10. The fingerprint authentication system according to
claim 9, wherein said collation section comprises:

a detector configured to detect a plurality of small regions
in the reference fingerprint image having a maximum
correlation with regard to the fingerprint image
received by said fingerprint receiver; and

a determining section configured to determine identity
between the fingerprint image received by said finger-
print receiver and the reference fingerprint image based
on a position relationship of the plurality of small
regions.

11. The fingerprint authentication system according to

claim 10, wherein said fingerprint reader reads a partial
fingerprint image;
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said fingerprint transmitter transmits a plurality of partial
fingerprint images;

said memory stores the reference fingerprint image of an
entire fingerprint; and

said collation section comprises a synthesizer configured
to combine the plurality of partial fingerprint images
transmitted from said fingerprint transmitter to produce
an entire fingerprint image of the user and collates the
entire fingerprint image produced by said synthesizer
with the reference fingerprint image of an entire fin-
gerprint stored in said memory.

12. The fingerprint authentication system according to
claim 9, wherein said fingerprint authentication device com-
prises a fingerprint processor configured to process the
reference fingerprint image stored in said memory in a form
suitable to a request from said terminal device, and transmit
the image to said terminal device.

13. A fingerprint authentication device comprising:

a memory configured to store a reference fingerprint
image;

a fingerprint receiver configured to receive a partial
fingerprint image transmitted from an external device;

a detector configured to detect a plurality of small regions
in the reference fingerprint image having a maximum
correlation with regard to the fingerprint image
received by said fingerprint receiver; and
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a collation section configured to determine identity
between the fingerprint image received by said finger-
print receiver and the reference fingerprint image based
on a position relationship of the plurality of small
regions.

14. The fingerprint authentication system according to

claim 13, wherein

said memory stores the reference fingerprint image of an
entire fingerprint;

said fingerprint receiver receives a plurality of partial
fingerprint images; and

said collation section comprises a synthesizer configured
to combine the plurality of partial fingerprint images
received by said fingerprint receiver to produce an
entire fingerprint image and collates the entire finger-
print image produced by said synthesizer with the
reference fingerprint image of an entire fingerprint
stored in said memory.

15. The fingerprint authentication system according to
claim 14, wherein said fingerprint authentication device
comprises a fingerprint processor configured to process the
reference fingerprint image stored in said memory in a form
suitable to a request from said terminal device, and transmit
the image to said terminal device.





