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Information on the contents of commerce and user indentity 401
information are input

Y

Commerce information is generated based on the information | 402
on the contents of commerece and the user identity information

Y

The commerce information is presented to a user 403
by the commerce information presenting part

404

Does the user agree to the presented
contents of commerce?

A user inputs a hand—written signature through the hand-written| 405
signature input part provided in the dealer terminal

Y

Electronic signature data is directly transmitted
to the electronic signature management server through 406
the network from the dealer terminal

407

Has the user confirmed that user
authentication may be conducted?

Abstract information is generated from the electronic 408
. L
sighature data

Y

r Electronic watermark information is obtained |/V409

¥

Electronic signature data with an electronic watermark is
generated by the electronic watermark embedding 410
processing part, using the electronic watermark information

Y

The electronic signature data with an electronic watermark | 411
is stored in the commerce information storing part

End
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Y

The commerce information is directly transmitted
to the user portable terminal, and presented 603
by commerce information presenting part

604

Does the user agree to the presented
contents of commerce?

A user inputs a hand-written signature through the hand-written 605
signature input part provided in the user protable terminal

¥

Electronic signature data is directly transmitted
to the electronic signature management server through 606
the network from the user portable terminal

607

Has the user confirmed that user
authentication may be conducted?

Abstract information-is generated from the electronic 608
signature data

Y

Electronic watermark information is obtained I/L/609
Electronic signature data with an electronic watermark is

generated by the electronic watermark embedding
processing part, using the electronic watermark information

Y

The electronic signature data with an electronic watermark 611
is stored in the commerce information storing part

610
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End
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information are input

Y

Commerce information is generated based on the information | _gp2
on the contents of commerece and the dealer information

Y

The commerce information is directly transmitted
to the user portable terminal, and presented L.-803
by commerce information presenting part

804

Does the user agree to the presented
contents of commerce?

A user inputs a hand-written signature through the hand-written| . _ 805
signature input part provided in the dealer terminal

Y

Abstract information is generated from the electronic 806
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signature data

¥

Electronic watermark information is obtained I/L,807

Y

Electronic signature data with an electronic watermark is
generated by the electronic watermark embedding ~-808
processing part, using the electronic watermark information

Y

The electronic signature data with an electronic watermark |__gqng
is stored in the commerce information storing part
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information are input
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Commerce information is generated based on the information 1002
on the contents of commerece and the user identity information

¥

The commerce information is directly transmitted
to the user portable terminal, and presented L1003
by commerce information presenting part

1004

Does the user agree to the presented
contents of commerce?

A user inputs a hand-written signature through the hand-written| . 1005

signature input part provided in the dealer terminal
Electronic signature data is directly transmitted

to the electronic signature management server through 1006

the network from the dealer terminal

Has comparison between
the registered electronic signature data
and the user’s electornic signature data
succeeded?

1007

Has the user confirmed that user
authentication may be conducted?

Abstract information is generated from the electronic 1009
signature data

Y

Electronic watermark information is obtained |/L/101 0

Y

Electronic signature data with an electronic watermark is
generated by the electronic watermark embedding 1011
processing part, using the electronic watermark information

¥

The electronic signature data with an electronic watermark | 1012
is stored in the commerce information storing part

End
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\

Information on the contents
of commerce and user indentity
information are input

L1201

i

Commerce information is generated
based on the information on the
contents of commerce and
the user identity information

L1202

To 404 in Figure 4, 604 in Figure 6,
804 in Figure 8, or 1004 in Figure 10

From 413 in Figure 4, 611 in Figure 6,
810 in Figure 8, or 1012 in Figure 10

Is user authentication
by using a hand—written
signature omitted?

1203

The electronic watermark
embedding part omits embedding
of an electronic signature
with an electronic watermark

L1204

User information and commerce
information are stored in the
commerce information storing part

L1205

End

FIG.12
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ELECTRONIC COMMERCE SYSTEM AND
METHOD

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to an electronic com-
merce system and method for operating electronic com-
merce processing between a user and a dealer by transmit-
ting/receiving electronic data, using a medium storing user
identity information such as a credit card and a debit card.
In particular, the present invention relates to an electronic
commerce system and method for preventing fraud on both
the user and dealer sides by utilizing a hand-written signa-
ture as electronic data, and embedding an electronic water-
mark in the electronic signature.

[0003] 2. Description of the Related Art

[0004] A commercial transaction using a credit card has
spread in the society, and recently, a debit card that allows
for immediate paying from a user’s bank account has been
introduced into the market. Thus, electronic commerce is
becoming more common. According to electronic commerce
using a medium storing user identity information such as a
card, in order to confirm the authenticity of a user, in most
cases, a user places a signature on a transaction slip at a time
of a commercial transaction, and a dealer compares the
user’s handwritten signature with a signature for user
authentication that has already been described on the back
side of a card to confirm the authenticity of the user,
whereby fraudulent use of a card by a user is suppressed.
However, according to this system, in the case where a
person who has fraudulently obtained another’s card, and
practiced writing the signature written on the back side of
the card and imitated it, it may be difficult for a dealer who
has not particularly trained to distinguish fraudulent signa-
tures from a true signature. It may also be difficult to
completely prevent fraudulent use of a card by a person who
pretends to be a card owner, using a fraudulent signature.
Further, it is required for a dealer to leave a transaction
record in preparation for possible complaints from the user
side, a request for confirmation of the contents of a com-
mercial transaction, and a commercial transaction audit;
therefore, the dealer keeps transaction slips each having a
user’s signature for a predetermined period of time. How-
ever, a considerable amount of troublesome work and cost is
required for keeping the transaction slip, and a cost for
searching for the transaction slip is high.

[0005] Conventionally, a handwriting comparison tech-
nique is utilized. As a technique of suppressing such fraudu-
lent use of a card, or a technique of reducing a cost for
keeping transaction slips, a system has been proposed for
comparing an electronic signature input through a pen input
apparatus such as a tablet with a previously registered user’s
electronic signature so as to confirm the authenticity of a
user. For example, JP 10(1998)-320465 A (Card credit
facility and payment system) discloses that a dealer terminal
is provided with an input port for inputting an electronic
signature to make paper transaction slips unnecessary,
thereby reducing a cost. Furthermore, JP 11(1999)-144056 A
(Electronic signature comparison method and system) dis-
closes a technique of confirming the authenticity of a user by
comparing an electronically input hand-written signature
with registered signature data. According to the technique of
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confirming the authenticity of a user by using an electronic
signature, the authenticity of a user can be confirmed by
utilizing information, which cannot be read from a final
handwriting shape, such as a writing order, a writing pres-
sure, and a writing speed of a user. Therefore, even though
a false user practices and imitates handwriting, such a
fraudulent signature can be determined as a false one unless
there is a match based on non-shape information. Therefore,
the fraud preventing effect of the technique disclosed by JP
11(1999)-144056 A is high.

[0006] An exemplary system configuration combined with
the above-mentioned conventional electronic commerce
method will be described with reference to FIG. 15.

[0007] In FIG. 15, reference numeral 510 denotes a dealer
terminal set at a shop or the like on the dealer side, 520
denotes a card reading apparatus for reading a card that is a
recording medium storing user identity information, 530
denotes an electronic signature reading apparatus, such as an
electronic tablet, for a user to input a hand-written signature,
540 denotes a control part of the dealer terminal 510, 550
denotes a commercial transaction information storing part
for storing commercial transaction information provided in
a storage part of a server on the dealer side, 560 denotes an
authentication server provided in an authentication center
for confirming the authenticity of a user based on a hand-
written signature, 570 denotes a registered signature storing
part, provided in the authentication server 560, for storing a
handwritten signature which a user has registered as an
authentic signature, 580 denotes a signature comparing part
for comparing an electronic signature input during the
current commercial transaction with a registered signature
stored in the registered signature storing part 570, and 590
denotes a network between the dealer terminal 510 and the
authentication server 560.

[0008] In making a payment for a purchased article, a user
inserts a credit card or the like into the card reading
apparatus 520, and inputs user identity information. Further,
a user writes a hand-written signature through the electronic
signature reading apparatus 530, and inputs it as an elec-
tronic signature. The control part 540 of the dealer terminal
510 sends the obtained user identity information and the
electronic signature to the authentication server 560 through
the network 590. In the signature comparing part 580, the
authentication server 560 compares the input electronic
signature with the registered signature stored in the regis-
tered signature storing part 570. In the case where the
authentication server 560 determines a match therebetween,
the authentication server 560 informs the control part 540 in
the dealer terminal 510 of the user authentication results
(i.e., the user is an authentic card owner). After a commercial
transaction is completed, the dealer terminal 510 stores
information regarding the commercial transaction in the
commercial transaction information storing part 550 in the
server on the dealer side. In the case where there is a doubt
about the authenticity of the electronic signature in the
signature comparing part 580, the control part 540 is
informed of that a user has not been authenticated. The
dealer terminal 510 can perform error processing such as
rejecting the commercial transaction, warning, and prompt-
ing a user to reenter a signature. According to the above-
mentioned structure, fraudulent use of a card can be sup-
pressed. Further, commercial transaction information can be
stored as electronic data together with an electronic signa-
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ture in the storage part of the dealer side terminal, in place
of using a conventional paper medium, which results in a
reduction of a cost for keeping paper slips and a cost for
searching for slips during an audit.

[0009] As described in the prior art, if a hand-written
signature input at a time of a commercial transaction is
electronized to be an electronic signature, a user’s registered
signature and an electronic signature input for each com-
mercial transaction can be authenticated by utilizing infor-
mation that cannot be read from a final handwriting shape,
such as a writing order, a writing pressure, and a writing
speed of a user. This enhances effects of suppressing fraudu-
lent use on the user side. Further, since data to be stored is
electronic data, a cost for keeping transaction slips on the
dealer side can be substantially reduced.

[0010] However, from the user’s point of view, a user’s
hand-written signature is taken in the dealer side terminal
and kept as electronic data, which may increase the possi-
bility of fraudulent use, such as malicious signature theft on
the dealer side, and duplication and misappropriation of a
signature for a fictitious commercial transaction, leading to
security problems. More specifically, since a user’s signature
is taken in the dealer side terminal as electronic data,
electronic signature data can be easily stolen and duplicated,
and there may be a possibility that the electronic signature
is misappropriated for a fictitious commercial transaction by
the dealer side.

SUMMARY OF THE INVENTION

[0011] Therefore, with the foregoing in mind, it is an
object of the present invention to provide an electronic
commerce system and method for preventing an electronic
signature from being stolen and duplicated by a dealer or a
third party, and effectively preventing misappropriation of
the electronic signature for a fictitious commercial transac-
tion or the like, in place of authenticating a user by merely
adding an electronically input electronic signature to com-
mercial transaction information obtained by electronizing a
transaction slip.

[0012] Another object of the present invention is to pro-
vide an electronic commerce system and method in which an
authentication precision is higher, compared with that of
user authentication using a hand-written signature with
respect to a transaction slip of a conventional paper medium,
and costs for keeping and searching for commercial trans-
action information on the dealer side are reduced.

[0013] In order to solve the above-mentioned problem, the
electronic commerce system using an electronic signature
with an electronic watermark of the present invention is an
electronic commerce system for conducting a commercial
transaction between a user and a dealer including: a user
identity information reading part provided in a dealer ter-
minal, for reading user identity information presented by the
user; a commercial transaction information presenting part
provided in the dealer terminal, for presenting commercial
transaction information representing contents of the com-
mercial transaction, a hand-written signature input part
provided in the dealer terminal, for reading a hand-written
signature input by the user who agrees to the presented
commercial transaction information as electronic signature
data; an electronic watermark embedding part provided in a
third-party organization, for obtaining commercial transac-
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tion information representing contents of the commercial
transaction, the user identity information, and the electronic
signature data from the dealer terminal, and providing
commercial transaction identity information that uniquely
specifies the commercial transaction to the electronic sig-
nature data as electronic watermark information, thereby
generating electronic signature data with an electronic
watermark; and a commercial transaction data storing part
provided in the dealer terminal, for obtaining the electronic
signature data with an electronic watermark, and storing the
electronic signature data together with the commercial trans-
action information.

[0014] According to the above-mentioned structure, infor-
mation on a commercial transaction can be stored and
managed in an electronic data form, which enhances the
convenience of a commercial transaction, and reduces costs
for storing data and searching for data at a time of an audit.
Further, since electronic signature data with an electronic
watermark is generated in which an electronic signature with
an electronic watermark is embedded, an electronic signa-
ture can be prevented from being stolen or misappropriated
for a fictitious commercial transaction by a malicious dealer.
Further, since the electronic watermark embedding part is
managed and operated by a third party organization that is
different from a user and a dealer, security against fraudulent
use of a card, and theft of a hand-written signature and
misappropriation thereof for a fictitious commercial trans-
action by a dealer can be enhanced.

[0015] According to the above-mentioned structure,
although the handwritten signature input part is provided at
the dealer terminal, it may be provided at the user terminal.

[0016] According to the above-mentioned structure, since
the hand-written signature input part is provided at the user
terminal, security against theft of an electronic signature and
misappropriation thereof for a fictitious commercial trans-
action by a malicious dealer can be enhanced, compared
with the structure in which the hand-signature input part is
provided at the dealer terminal. Further, psychological
effects can be expected, in which a user’s feeling of resis-
tance to input of an electronic signature is relaxed.

[0017] According to the above-mentioned structure,
although the electronic watermark embedding part is pro-
vided in the third-party organization, it may be provided at
the user terminal.

[0018] According to the above-mentioned structure, since
the electronic watermark embedding part is provided at the
user terminal, user confirmation for processing of providing
an electronic watermark can be made unnecessary.

[0019] Further, it is preferable that the third-party organi-
zation includes a signature authenticating part for searching
for previously registered authentic signature data of the user,
based on the user identity information, and comparing the
input electronic signature data with the authentic signature
data, thereby authenticating the electronic signature data.

[0020] According to the above-mentioned structure, a user
can be authenticated by using electronic signature data and
authentic signature data at a time of a commercial transac-
tion, which further enhances commercial transaction secu-
rity.

[0021] Next, in the electronic commerce system of the
present invention, it is preferable that the electronic water-



US 2001/0056410 Al

mark embedding part includes an electronic signature data
abstracting part for generating abstract information by
abstracting the authenticated electronic signature data to
electronic data with a previously specified bit length, and
provides the abstract information as well as the commercial
transaction identity information to the electronic signature
data as electronic watermark information.

[0022] According to the above-mentioned structure,
abstract information that is uniquely generated from elec-
tronic signature data as well as the commercial transaction
identity information can be provided as electronic water-
mark information. Therefore, security against counterfeiting
of electronic signature data is further enhanced.

[0023] Further, in the electronic commerce system of the
present invention, the electronic watermark embedding part
includes a user confirming part for directly inquiring of the
user about agreement on generating of electronic signature
data with an electronic watermark in the commercial trans-
action, based on registered user’s contact information, in a
case where electronic signature data is transmitted through
the dealer terminal, and the user confirming part notifies the
dealer terminal of rejection of generation of the electronic
signature data with an electronic watermark, in a case where
user’s confirmation is not obtained. Therefore, a user can be
confirmed previously without involving a third party before
establishment of commercial transaction. In the case where
user’s confirmation is not obtained, generation of electronic
signature data with an electronic watermark can be notified,
which ensures high security.

[0024] Further, the above-mentioned electronic commerce
system may include a hand-written signature omission deter-
mining part for determining whether or not processing of
authenticating hand-written signature is omitted, based on
the commercial transaction information, wherein, in a case
where omission of a hand-written signature is admitted by
the hand-written signature omission determining part, read-
ing of electronic signature data by the hand-written signature
input part and generation of the electronic signature data
with an electronic watermark by the electronic watermark
embedding part are omitted, and the read user identification
information and the commercial transaction information are
stored in the commercial transaction data storing part.

[0025] According to the above-mentioned structure,
although a security level of a commercial transaction is
lowered, this will not cause any problem in the case where
simplified commercial transaction processing tolerates prac-
tical use, depending upon the value and type of a commer-
cial transaction, and the contents of a commercial transac-
tion can be reduced, which makes the processing efficient.

[0026] According to the present invention, there is also
provided a system for verifying the contents of a commercial
transaction in the case where the authenticity of the com-
mercial transaction information in the past becomes an issue
on the payment organization side or the dealer side after the
commercial transaction is completed.

[0027] The electronic commerce system for verifying cor-
rectness of commercial transaction between a user and a
dealer of the present invention includes: commercial trans-
action information obtaining part for obtaining commercial
transaction information representing contents of the com-
mercial transaction; an electronic signature data with an
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electronic watermark obtaining part for obtaining electronic
signature data with an electronic watermark in which com-
mercial transaction identity information uniquely specifying
the commercial transaction is provided as electronic water-
mark information to the electronic signature data used for
the commercial transaction; a tampering check part for
inspecting the electronic watermark information of the elec-
tronic signature data with an electronic watermark, thereby
checking whether or not the electronic signature data with an
electronic watermark is tampered; a commercial transaction
identity information extracting part for extracting commer-
cial transaction identity information from the electronic
watermark information of the electronic signature data with
an electronic watermark; a commercial transaction informa-
tion searching part for obtaining commercial transaction
information uniquely specified by the commercial transac-
tion identity information from the commercial transaction
information storing part storing authentic commercial trans-
action information; and a verifying part for comparing the
commercial transaction information obtained by the com-
mercial transaction information obtaining part with the
commercial transaction information obtained by the com-
mercial transaction information searching part.

[0028] According to the above-mentioned structure, input
commercial transaction information to be verified can be
compared with authentic commercial transaction informa-
tion that is uniquely specified from stored authentic com-
mercial transaction information, based on electronic signa-
ture data with an electronic watermark, whereby it can be
verified whether or not the commercial transaction informa-
tion to be verified is authentic.

[0029] The electronic commerce system using an elec-
tronic signature with an electronic watermark of the present
invention can be constructed by using a computer by reading
a processing program from a computer-readable recording
medium storing processing steps of realizing the electronic
commerce system with an electronic watermark.

[0030] These and other advantages of the present inven-
tion will become apparent to those skilled in the art upon
reading and understanding the following detailed descrip-
tion with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] FIG. 1 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
1 of the present invention.

[0032] FIG. 2A shows an example of a handwriting shape
of an electronic signature, and

[0033] FIG. 2B shows an example of electronic signature
data represented as dot sequence data of coordinate points.

[0034] FIG. 3 schematically shows a state where a coor-
dinate point Pi' is embedded between two adjacent coordi-
nate points Pi and Pi+1 so as to divide an interval therebe-
tween into N:M.

[0035] FIG. 4 is a flow chart showing the process of an
electronic commerce system and method in Embodiment 1.

[0036] FIG. 5 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
2 of the present invention.
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[0037] FIG. 6 is a flow chart showing the process of an
electronic commerce system and method in Embodiment 2.

[0038] FIG. 7 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
3 of the present invention.

[0039] FIG. 8 is a flow chart showing the process of an
electronic commerce system and method in Embodiment 3.

[0040] FIG. 9 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
4 of the present invention.

[0041] FIG. 10 is a flow chart showing the process of an
electronic commerce system and method in Embodiment 4.

[0042] FIG. 11 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
5 of the present invention.

[0043] FIG. 12 is a flow chart showing the process of an
electronic commerce system and method in Embodiment 5.

[0044] FIG. 13 is a block diagram showing an exemplary
structure of a system for confirming the authenticity of an
electronic signature in Embodiment 6.

[0045] FIG. 14 shows examples of recording media stor-
ing a processing program for realizing an electronic com-
merce system using an electronic signature with an elec-
tronic watermark in Embodiment 6 of the present invention.

[0046] FIG. 15 shows an exemplary system configuration
combined with a conventional electronic commerce method.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0047] Embodiments of an electronic commerce system
and an electronic commerce method of the present invention
will be described below. In the following description, the
case will be explained where the present invention is applied
to a commercial transaction in which an article is purchased
by credit at a shop. It should be noted that the present
invention is applicable to an application in which a signature
is used for authenticating a user.

[0048] Embodiment 1

[0049] An electronic commerce system and an electronic
commerce method in Embodiment 1 will be described with
reference to the drawings.

[0050] FIG. 1 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
1.

[0051] In FIG. 1, reference numeral 10 denotes a dealer
terminal, 20 denotes a user identity information reading part,
30 denotes a hand-written signature input part, 40 denotes a
control part of a dealer terminal, 50 denotes a commercial
transaction data storing part, and 60 denotes a data trans-
mitting/receiving part. In the structure of Embodiment 1, the
dealer terminal 10 is provided with the hand-written signa-
ture input part 30, and the hand-written signature input part
30 includes a commercial transaction information presenting
part 31.

[0052] Reference numeral 100 denotes an electronic sig-
nature management server managed by an electronic signa-
ture management organization that is a third party. The
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electronic signature management server 100 includes a data
transmitting/receiving part 110, an electronic watermark
embedding part 150, and a commercial transaction manage-
ment data storing part 160. In Embodiment 1, the dealer
terminal 10 includes a commercial transaction contents input
part 11, and the electronic watermark embedding part 150
includes an electronic watermark information obtaining part
151, an electronic signature data abstract processing part
152, an electronic watermark embedding processing part
153, and a user confirming part 154.

[0053] Reference numeral 200 denotes a payment server.
The payment server 200 includes a commercial transaction
information generating part 210. It is assumed that the
payment organization and the electronic signature manage-
ment organization are third parties that are different from a
user and a dealer. The payment organization and the elec-
tronic signature management organization may be separate
organizations or may be the same entity. The commercial
transaction information generating part 210 may be included
in the electronic signature management server 100.

[0054] Reference numeral 300 denotes a network such as
a telephone line and the Internet. Reference numeral 400
denotes a user portable terminal such as a mobile phone
carried by a user.

[0055] Hereinafter, the components shown in FIG. 1 will
be briefly described.

[0056] The dealer terminal 10 installed at a shop of a
dealer is connected to the payment server 200 and the
electronic signature management server 100 through a tele-
phone line or the Internet.

[0057] The commercial transaction contents input part 11
is used for inputting information on commercial transaction
contents such as an article price and an article code to the
dealer terminal 10 at a time of a commercial transaction. For
example, information on commercial transaction contents
such as an article price and an article code input thorough a
register and a POS terminal installed at a shop may be
transmitted to the dealer terminal 10.

[0058] The user identity information reading part 20 is
used for reading user identity information, and has various
forms in accordance with a recording medium storing user
identity information. For example, if the recording medium
is a card with a magnetic stripe, the user identity information
reading part 20 becomes a magnetic stripe reader of a card.
If the recording medium is an IC card, the user identity
information reading part 20 becomes an IC card reader.
Further, in the case where a personal identification number
(PIN) is used together, the user identity information reading
part 20 is provided with a PIN number input ten key. In the
case of using biometric information such as a fingerprint and
a voice print, the user identity information reading part 20 is
provided with a dedicated device for reading the informa-
tion.

[0059] The hand-written signature input part 30 is used for
reading a handwritten signature as electronic data, and its
example includes an electronic tablet. Any kinds of tablets
such as an electromagnetic induction type tablet, a pressure-
sensitive tablet, and an optical tablet may be used as long as
it is capable of converting a hand-written signature into
electronic data. It is preferable that such a tablet can read
various information used for identification with respect to a
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hand-written signature, such as a writing order, a writing
pressure, and a writing speed of a user, as well as a final
handwriting shape.

[0060] The commercial transaction information present-
ing part 31 presents commercial transaction information on
commercial transaction contents to a user for confirmation
when the user places a signature. Herein, the commercial
transaction information refers to information representing
commercial transaction contents containing a dealer num-
ber, a dealer slip number, a commercial transaction value,
and the like. In particular, a commercial transaction value is
indispensable for commercial transaction information for
the purpose of preventing tempering by a dealer. In the
structure of Embodiment 1, commercial transaction infor-
mation is generated by the commercial transaction informa-
tion generating part 210 provided in the payment server 200.
More specifically, information representing commercial
transaction contents input through the commercial transac-
tion contents input part 11 in the dealer terminal 10 and user
identity information read through the user identity informa-
tion reading part 20 are sent to the payment server 200, and
commercial transaction information is generated based on
the sent information in the payment server 200. The com-
mercial transaction information corresponds to a slip with-
out a signature in the conventional paper slip processing. A
user confirms the contents of the commercial transaction
information presented by the commercial transaction infor-
mation presenting part 31, and in the case of agreeing to
them, inputs a hand-written signature through the hand-
written signature input part 30. Herein, if the commercial
transaction information presenting part 31 is allowed to
present commercial transaction information by utilizing an
electronic tablet of the hand-written signature input part 30
or the like, a user can input a hand-written signature in a
signature section in the commercial transaction information
presented on the electronic tablet.

[0061] The control part 40 of the dealer terminal 10
controls the operation of the dealer terminal 10.

[0062] The commercial transaction data storing part 50
stores and keeps electronic signature data with an electronic
watermark after the current commercial transaction is estab-
lished and completed.

[0063] The data transmitting/receiving part 60 transmits/
receives data between the electronic signature management
server 100 and the payment server 200, and is provided with
a communication interface.

[0064] Next, the payment server 200 will be described.
The payment server 200 is managed by a payment organi-
zation such as a credit company and a bank, and insures
credibility with respect to a payment. The payment server
200 includes the commercial transaction information gen-
erating part 210. Commercial transaction information is
generated based on the information representing the com-
mercial transaction contents sent from the dealer terminal 10
and the user identity information. Insurance of credibility is
given when commercial transaction information is obtained
in which an electronic watermark determined to be authentic
is embedded in electronic signature data (i.e., electronic
signature data with an electronic watermark is obtained).

[0065] Next, the components of the electronic signature
management server 100 will be briefly described.
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[0066] The data transmitting/receiving part 110 transmits/
receives data with respect to the dealer terminal 10, and is
provided with a communication interface.

[0067] Optionally, a user authenticating part may be pro-
vided. The user authenticating part authenticates a user of
the current commercial transaction. The user authenticating
part authenticates a user by using information for confirming
the authenticity of a user, such as a PIN and biometric
information input if required and information on the loss of
a card, as well as information on whether or not a signature
is authentic, given by the signature comparing part 130. In
order to simplify the processing, it may also be possible to
determined the authenticity of a user, only based on infor-
mation regarding whether or not a signature is authentic.

[0068] In Embodiment 1, the electronic watermark
embedding part 150 is provided as an indispensable com-
ponent. The electronic watermark embedding part 150
embeds electronic watermark information in the commercial
transaction information obtained from the dealer terminal 10
and the electronic signature data input through the hand-
written signature input part 30, thereby generating electronic
signature data with an electronic watermark.

[0069] In Embodiment 1, optionally, the commercial
transaction management data storing part 160 is provided.
The commercial transaction management data storing part
160 registers and holds electronic signature data with an
electronic watermark generated by the electronic watermark
embedding part 150. The commercial transaction manage-
ment data storing part 160 registers electronic signature data
with an electronic watermark generated in preparation for
the possible case where some trouble occurs between the
user and the dealer in the future.

[0070] Next, each component of the electronic watermark
embedding part 150 will be described.

[0071] The electronic watermark information obtaining
part 151 obtains information to be electronic watermark
information. Examples of electronic watermark information
include commercial transaction identity information repre-
senting the contents of the current commercial transaction,
and abstract information generated from the electronic sig-
nature data of a user. Herein, the commercial transaction
identity information refers to information for allowing the
contents of a commercial transaction to be separately speci-
fied and identified. For example, the commercial transaction
identity information may be a serial number or code. Fur-
ther, the commercial transaction identity information may
include at least dealer identity information for specifying a
dealer handling the commercial transaction, user identity
information for specifying a user involved in the commercial
transaction, commercial transaction dealer management
information provided by the dealer side for specifying the
commercial transaction, electronic signature data input by
the user, payment value information regarding the commer-
cial transaction, and information on date and time when the
commercial transaction has been processed. These pieces of
information are considered to be effective for identifying a
commercial transaction showing the contents of the current
commercial transaction. The commercial transaction iden-
tity information is sent from the dealer terminal 10, and
received by the electronic signature management server 100
through the data transmitting/receiving part 110.

[0072] In Embodiment 1, abstract information generated
from electronic signature data of a user is used as additional
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information. The abstract information is generated by the
electronic signature data abstract processing part 152. The
electronic signature data abstract processing part 152 com-
presses electronic signature data to a predetermined data
length in accordance with the data length abstract algorithm.
If electronic signature data is tampered, a difference will be
detected between the extracted abstract information and the
calculated abstract information obtained by recalculation;
therefore, tampering can be detected.

[0073] The electronic watermark embedding processing
part 153 embeds electronic watermark information in elec-
tronic signature data.

[0074] Hereinafter, electronic watermark embedding pro-
cessing by the electronic watermark embedding processing
part 153 will be described in detail. The purpose of an
electronic watermark is to prevent electronic data from
being fraudulently duplicated. Various effects can be
obtained by embedding an “electronic watermark” in elec-
tronic signature data. For example, a human being cannot
apparently recognize if an “electronic watermark” is embed-
ded or not. Further, the electronic signature management
organization can read watermark information, if required.
Further, a third party cannot remove watermark information
from electronic data without knowing an embedded algo-
rithm. Further, when watermark information is forced to be
removed, tampering can be detected and fraudulent data can
be identified. There are a plurality of methods for embedding
an electronic watermark in electronic signature data, and it
is possible to select either one of them in accordance with an
electronic signature data format. Typically, electronic sig-
nature data is expressed as a still image composed of a
binary value bit-map or other multiple value bit-map, or
expressed as time series dot sequence data of two-dimen-
sional coordinate points. In Embodiment 1, electronic water-
mark information is embedded in electronic signature data
expressed as time series dot sequence data of two-dimen-
sional coordinate points, which allows signature comparison
to be performed at a high precision.

[0075] Electronic signature data is taken in through the
hand-written signature input part 30. Examples of the hand-
written signature input part 30 include a device for detecting
a change in a position and a state of a pen tip involved in
writing letters at a predetermined time interval, such as an
electromagnetic induction type tablet and a pressure-sensi-
tive tablet. When such a device is used, electronic signature
data as shown in FIG. 2A is expressed as dot sequence data
of coordinate points as shown in FIG. 2B. More exactly,
assuming that positional coordinates of a coordinate point Pi
are expressed as (Xi, Yi), and an attribute value thereof is
expressed as Si=(PenDown, PenMove, PenUp), the Coor-
dinate Pi is expressed as Pi: (Xi, Yi, Si). In this case, the
entire electronic signature data is expressed as Sign=(n, P1,
P2, ..., Pn) (n is a natural number and varied depending
upon the number of coordinate points). Herein, PenDown,
PenUp, and PenMove are attribute values provided to a start
point of a letter stroke, an end point of a letter stroke, and a
middle point of a letter stroke, respectively. Some tablets
may have, as attribute values, information obtained by
quantizing a writing pressure, information on elapsed time
from the beginning of writing, information on a pen tilt
value, and the like. In the case where a coordinate value can
be detected even when a pen is away from the writing
surface as in an electronic induction type, PenUp may be
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provided to a coordinate point sampled while a pen tip is
moving in the air, as well as an end point of a stroke

[0076] It is preferable that electronic watermark informa-
tion is embedded in electronic signature data by using a
redundant portion of electronic data undetectable by a
human being. In the case of electronic signature data, for
example, the following procedure is considered.

[0077] The first procedure is to embed information in
lower-order bits of positional coordinates. It is assumed that
the positional coordinates (Xi, Yi) of a coordinate point are
expressed by 16 bits, respectively. In this case, an X-coor-
dinate and a Y-coordinate have a resolution of 65536,
respectively. In order to display a letter by a display appa-
ratus, a resolution of about 100x100 dots is sufficient. Even
at such a low resolution, a change in an X or Y-coordinate
by =1 can hardly be detected by human eyes. If a letter is
expressed by higher resolution (i.e., 65536 resolution), even
when lower-order 1 to 2 bits are used for embedding
electronic watermark information, human eyes cannot detect
this, and a signature identification algorithm is not influ-
enced by this change. By utilizing such nature, a plurality of
points Pj, Pj2, . . ., Pjm determined by an electronic
watermark embedding algorithm are selected among Sign
(n, P1, P2, . . ., Pn) (n is a natural number, and varied
depending upon the number of coordinate points), and
embed watermark information in lower-order bits of XY
coordinate values. Needless to say, it is not disclosed in
which point watermark information is embedded, and
dummy data may be mixed in other points.

[0078] The second procedure is to embed redundant coor-
dinate points in data. When electronic signature data is
displayed by a display apparatus or a printer, a series of dot
sequence from PenDown to PenUp are connected by lines
(or a splined curve or a Bezier curve for further smoothen-
ing), whereby coordinate points are not usually displayed in
a clear manner. Therefore, even when the same point as Pi
is inserted after Pi in the stage of PenMove to obtain
Sign=(n+1, P1, P2, . . ., Pi, Pi, . . ., Pn) (n is variable),
human eyes cannot recognize it. Thus, by continuously
embedding points having the same positional coordinates,
watermark information can be embedded.

[0079] The third procedure is different from the second
one in a procedure of embedding a redundant coordinate
point. According to the second procedure, the same coordi-
nate points are continued, so that it is relatively easy to find
out which is a coordinate point of electronic watermark
information by detecting whether or not the same coordinate
points are continued. According to the third procedure,
instead of embedding the same coordinate values, a coor-
dinate point Pi' is embedded between two adjacent coordi-
nate points Pi and Pi+1 so as to divide an interval therebe-
tween into N:M, as shown in FIG. 3. In this case, even when
the coordinate point Pi' is embedded, a human being cannot
recognize it. Further, in this case, there is a degree of
freedom of a dividing ratio. This allows a plurality of
selection redundancies to be obtained for embedding elec-
tronic watermark information, and makes it difficult to detect
in which coordinate point watermark information is embed-
ded, so that security becomes high. For example, assuming
that N:M is 1:1, 1:2, 1:3, or 1:4, two bits of redundancy are
obtained per coordinate point in which watermark informa-
tion is embedded, and consequently, four kinds of embed-
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ding are possible. Needless to say, it is not disclosed in
which position Pi watermark information is embedded.

[0080] As described above, a procedure of embedding
electronic watermark information in electronic signature
data has been described. The other procedures than the
above-mentioned embedding procedure can be used in the
electronic commerce system and method of the present
invention. It is also possible to increase the amount of
information to be embedded and enhance security by com-
bining a plurality of procedures.

[0081] If an embedding algorithm is made secret, risk that
embedded information is read by a third party become low.
However, it is not enough for preventing tampering of
electronic signature data. Therefore, according to the elec-
tronic commerce system and method of the present inven-
tion, in order to prevent tampering, an abstract function is
applied to the entire electronic signature data by the elec-
tronic signature data abstract processing part 152, whereby
abstract information of predetermined bits is generated. As
the amount of bits for abstract information, about 8 bits are
practically sufficient. This abstract information is given to
the electronic watermark information obtaining part 151 as
additional information, and used as a part of the electronic
watermark data, whereby N bits of abstract information are
embedded as an electronic watermark. When electronic
signature data is tampered, a difference is detected between
the extracted abstract information and the calculated abstract
information obtained by re-calculation. Thus, tampering can
be detected.

[0082] The electronic watermark embedding part 150
embeds electronic watermark information in electronic sig-
nature data to generate electronic signature data with an
electronic watermark. Further, it is preferable to register and
hold an electronic signature with an electronic watermark in
the commercial transaction management data storing part
160, in preparation for some trouble in a commercial trans-
action.

[0083] In the structure of Embodiment 1, the user con-
firming part 154 is provided. The user confirming part 154
directly inquires of a user about agreement on generating of
electronic signature data with an electronic watermark in the
commercial transaction by getting access to a user based on
registered user’s contact information. This is one of means
for enhancing security for preventing a fictitious commercial
transaction using a false signature on the dealer side. This
processing is for confirming a user about agreement on the
current commercial transaction before establishment of the
commercial transaction. It is preferable that a user directly
communicates with the user confirming part 154 through a
communication path such as the network 300 without the
dealer terminal 10.

[0084] For example, a mobile phone number is registered
as user’s contact information, and the user confirming part
154 and a user communicate with each other about the
contents of confirmation through a telephone line, utilizing
a user’s mobile phone. In this case, the user confirming part
154 includes telephone communication means and a voice
response system, and inquires of a user about the contents of
confirmation through the user portable terminal 400 such as
a user’s mobile phone by using voice information, whereby
user’s confirmation can be obtained. In an example, a
message “please press button ‘1° when accepting a commer-
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cial transaction, and press button ‘0’ when rejecting a
commercial transaction” by a voice guide of a computer, and
a “registration determination program” determines whether
or not registration is confirmed by the button operation of a
user. Further, in another example, the user confirming part
154 includes communication means with respect to the user
portable terminal 400 held by a user, and inquires of a user
about the contents of confirmation through the user portable
terminal 400 to obtain user’s confirmation in the form of
electronic data. If a user terminal is capable of receiving
multimedia electronic mail or the like, it may be possible
that a “user authentication organization” sends electronic
mail in an HTML form provided with reply buttons
described by a Java script, and gives an instruction of a
confirmation operation by using a message “please press
“YES” button in the case of accepting an xx commercial
transaction, and press “NO” button in the case of rejecting
an xx commercial transaction” on a screen. Alternatively, a
voice recognition part may be provided so that a user can
answer by saying “YES” or “NO”.

[0085] In the case where user’s confirmation cannot be
obtained, the user confirming part 154 determines that
generation of electronic signature data with an electronic
watermark is rejected, and notifies the control part 40 of the
dealer terminal 10 of rejection.

[0086] The user confirming part 154 and the user directly
communicate with each other without the dealer terminal 10,
whereby a fictitious commercial transaction can be detected
previously before establishment of a commercial transac-
tion, and security of electronic commerce system can be
enhanced.

[0087] Next, the process flow of the electronic commerce
system and method in Embodiment 1 of the present inven-
tion will be described with reference to FIG. 4.

[0088] First, the contents of a commercial transaction such
as purchase of an article are determined between a user and
a dealer. The dealer inputs information on the contents of a
commercial transaction, such as a dealer code, a commercial
transaction code provided for the dealer to identify each
commercial transaction, and a commercial transaction value,
through the commercial transaction contents input part 11,
while the user inputs user identity information to the dealer
terminal 10 through the user identity information reading
part 20 (Operation 401). In the case where user identity
information is read from a card medium, the dealer (in place
of the user) may insert a card into a card reader (i.e., the user
identity information reading part 20) and allows the card to
be read. In the case of using biometric information, the user
operates the user identity information reading part 20.

[0089] The control part 40 of the dealer terminal 10 sends
information on the contents of a commercial transaction and
the user identity information to the payment server 200. The
payment server 200 confirms the effectiveness of the card,
credibility of the user, whether or not the dealer is affiliated,
and the commercial transaction information generating part
210 generates commercial transaction information (Opera-
tion 402). It is assumed that the payment server 200 and the
dealer terminal 10 are connected to each other through the
network 300 capable of bidirectionally transmitting/receiv-
ing electronic data, such as a private line, the Internet, and
a wireless communication line.

[0090] The generated commercial transaction information
is given to the commercial transaction information present-
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ing part 31 from the payment server 200, and the commer-
cial transaction information presenting part 31 presents
commercial transaction information to the user (Operation

403).

[0091] The user confirms the contents of a commercial
transaction from the presented commercial transaction infor-
mation (Operation 404). In the case where the user agrees to
the commercial transaction (Operation 404: Y), the user
places a hand-written signature in a hand-written signature
section through the hand-written signature input part 30
(Operation 405).

[0092] The hand-written signature input part 30 obtains
electronic signature data obtained by electronized informa-
tion used for identification processing such as a final hand-
writing shape, a writing order, a writing pressure, and a
writing speed from the hand-input signature, and sends the
electronic signature data and the commercial transaction
information to the electronic signature management server
100 (Operation 406). It is assumed that the electronic
signature management server 100 and the dealer terminal 10
are connected to each other through the network 300 capable
of bidirectionally transmitting/receiving electronic data,
such as a private line, the Internet, and a wireless commu-
nication line.

[0093] Next, the electronic signature management server
100 receives the electronic signature data and the commer-
cial transaction information through the data transmitting/
receiving part 110. Herein, in the case where there is
information for confirming the authenticity of the user, such
as a PIN, biometric information, and information on a loss
of a card, the user may be checked based on these pieces of
information.

[0094] In the structure of Embodiment 1, the user con-
firming part 154 directly inquires of the user about agree-
ment on generating of electronic signature data with an
electronic watermark (Operation 407). More specifically, the
user confirming part 154 inquires of the user about agree-
ment on generating of electronic signature data with an
electronic watermark in the commercial transaction, by
using a voice guide or electronic data, through a mobile
phone or a user portable terminal held by the user.

[0095] When user’s confirmation is obtained (Operation
407:Y), the processing of the electronic watermark embed-
ding part 150 is started. In the structure of Embodiment 1,
the electronic signature data abstract processing part 152
generates abstract information from electronic signature
data (Operation 408), the electronic watermark information
obtaining part 151 obtains a commercial transaction identity
information and abstract information specifying the contents
of the current commercial transaction as electronic trans-
parent information (Operation 409), the electronic water-
mark embedding processing part 153 embeds an electronic
watermark in electronic signature data by an undisclosed
algorithm, and generates electronic signature data with an
electronic watermark (Operation 410).

[0096] The electronic signature management server 100
registers the electronic signature with an electronic water-
mark in the commercial transaction management data stor-
ing part 160, in preparation of some trouble in a commercial
transaction. Further, the electronic signature management
server 100 sends the electronic signature data with an
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electronic watermark thus generated to the dealer terminal
10 through the data transmitting/receiving part 110, and
stores it in the commercial transaction data storing part 50
(Operation 411).

[0097] The electronic signature data with an electronic
watermark is sent to the payment server 200 from the dealer
terminal 10 or the electronic signature management server
100, and insurance of credibility with respect to the com-
mercial transaction is given by the payment organization.

[0098] In the case where the user does not agree to the
commercial transaction in Operation 404 (Operation 404:
N), and in the case where user’s confirmation cannot be
obtained in Operation 407 (Operation 407: N), insurance of
credibility with respect to the current commercial transac-
tion cannot be given, and the current electronic commerce
processing is cancelled.

[0099] The process of the electronic commerce system and
method in Embodiment 1 is as described above. It is to be
understood that the above-mentioned process is only an
example, and the other processes may be used within the
range of the technical idea of the present invention.

[0100] It may also be possible in the processing of the
payment organization that electronic signature data with an
electronic watermark is generated using commercial trans-
action information as an electronic watermark, the generated
information is stored in the payment organization side at a
time of a payment between the dealer and the payment
organization, and the electronic signature data with an
electronic watermark stored in the payment organization is
compared with that sent from the dealer terminal side.

[0101] According to the electronic commerce system and
method with the above-mentioned structure, the dealer can-
not duplicate hand-written electronic signature data with an
electronic watermark or misappropriate it for another ficti-
tious commercial transaction. If such fraud is actually con-
ducted, the electronic signature management organization
searches for the electronic signature with an electronic
watermark registered in the commercial transaction man-
agement data storing part 160, based on the sent electronic
signature data with an electronic watermark with respect to
the fictitious commercial transaction. Thus, it is possible to
know whether or not the electronic signature has been
formally registered for a commercial transaction, and if it is
formally registered, which commercial transaction the elec-
tronic signature has been originally used for.

[0102] In an application, the electronic signature manage-
ment organization directly inquires of a user about the
authenticity of the user, whereby a fictitious signature which
the user does not recognize can be prevented from being
registered in the electronic signature management organiza-
tion by a dealer or a third party. In the case of such an
application, the user is required to hold a user portable
terminal in execution of the commercial transaction; how-
ever, such a situation can be sufficiently expected based on
the recent spread of mobile phones and i-mode. The above-
mentioned confirmation of the authenticity of a user is not
necessarily required in real time at a time of a commercial
transaction. For example, it may also be possible that the
confirmation is conducted within a day or a week, and if user
s confirmation cannot be obtained in this stage, a commer-
cial transaction is cancelled (invalidated). In this case, the
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user confirming part may be cable telephone communica-
tion, FAX communication, electronic mail communication,
letter, and the like.

[0103] Embodiment 2

[0104] An electronic commerce system and an electronic
commerce method in Embodiment 2 will be described with
reference to the drawings.

[0105] FIG. 5 is a block diagram showing an exemplary
structure of the electronic commerce system in Embodiment
2.

[0106] In FIG. 5, the components of an electronic signa-
ture management server 100a, a payment server 200a, and
a network 300 are the same as those described in Embodi-
ment 1 with reference to FIG. 1. The dealer terminal 10a
includes a user identity information reading part 20, a
control part 40 of the dealer terminal, a commercial trans-
action data storing part 50, and a data transmitting/receiving
part 60; however, the dealer terminal 10a is not provided
with a hand-written signature input part 30 and a commer-
cial transaction information presenting part 31. A user por-
table terminal 400a includes the hand-written signature
input part 30 and the commercial transaction information
presenting part 31. Each component is the same as that in
Embodiment 1. The description thereof will be omitted here.

[0107] According to the structure in FIG. 5, the hand-
written signature input part 30 is not connected to the dealer
terminal 10. Therefore, a user and the electronic signature
management server 100z communicate with each other
through a user portable terminal 400a held by a user to
transmit/receive electronic signature data, whereby security
strength is further enhanced with respect to fraud such as
misappropriation and duplication of a signature by a mali-
cious dealer.

[0108] In the case of the structure shown in FIG. 5,
commercial transaction information generated by the com-
mercial transaction information generating part 210 of the
payment server 200a is directly sent to the user portable
terminal 400a, and presented to the commercial transaction
information presenting part 31. A user confirms the contents
of the commercial transaction information, and inputs a
hand-written signature to the handwritten signature input
part 30. The user portable terminal 400a directly sends the
commercial transaction information and the electronic sig-
nature data to the electronic signature management server
100a. An electronic watermark is embedded in the electronic
signature data in the electronic signature management server
1004, and the electronic signature data with an electronic
watermark is given to the dealer terminal 10. Thus, unlike
Embodiment 1, the electronic signature data without an
electronic watermark will not pass through the dealer ter-
minal 10a. This enhances security against fraud such as
misappropriation and duplication of a signature by a mali-
cious dealer. Further, it is not required to input a signature
to the hand-written input part 30 connected to the dealer
terminal 10a, so that privacy protection is enhanced, and a
user can conduct electronic commerce with mental safety.

[0109] The process of the electronic commerce system and
method in Embodiment 2 will be described with reference to
the flow chart in FIG. 6.

[0110] First, input operation of information on the con-
tents of commerce and the user identity information through
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the commercial transaction contents input part 11 and the
user identity information reading part 20 (Operation 601),
and generation of commercial transaction information by the
commercial transaction information generating part 210 of
the payment server 200a (Operation 602) are the same as
Operations 401 and 402 described in Embodiment 1 with
reference to the flow chart in FIG. 4.

[0111] Next, the payment server 200a directly sends the
generated commercial transaction information to the user
portable terminal 400a such as a mobile phone carried by a
user through the network 300 such as a wireless telephone
line, and the commercial transaction information presenting
part 31 of the user portable terminal 400z presents the
received commercial transaction information to the user
(Operation 603).

[0112] The user confirms the contents of a commercial
transaction from the presented commercial transaction infor-
mation (Operation 604), and in the case of agreeing to the
commercial transaction (Operation 604: Y), the user inputs
a hand-written signature in a hand-written signature section
through the hand-written signature input part 30 of the user
portable terminal 400a.

[0113] The hand-written signature input part 30 generates
electronic signature data from the hand-input signature, and
directly sends it to the electronic signature management
server 100a through the network 300 such as a wireless
telephone line from the user portable terminal 400a (Opera-
tion 606). The commercial transaction information may be
transmitted by the user portable terminal 400a to the elec-
tronic signature management server 100a together with the
electronic signature data. The commercial transaction infor-
mation may also be transmitted to the electronic signature
management server 100a from the payment server 200a.

[0114] The processing in the electronic signature manage-
ment server 100a (ie., user confirmation processing of
inquiring of a user about agreement on the current commer-
cial transaction by the user confirming part 154) (Operation
607), generation of abstract information from electronic
signature data by electronic signature data abstract process-
ing part 152 (Operation 608), obtaining of additional infor-
mation by the electronic watermark information obtaining
part (Operation 609), and generation of electronic signature
data with an electronic watermark by the electronic water-
mark embedding processing part 153 (Operation 610) may
be the same as those described in Embodiment 1 with
reference to the flow chart in FIG. 4.

[0115] Finally, the electronic signature management
server 100a registers the electronic signature with an elec-
tronic watermark in the commercial transaction manage-
ment data storing part 160, in preparation for some trouble
in a commercial transaction. Further, the electronic signature
management server 100a sends the generated electronic
signature data with an electronic watermark to the dealer
terminal 10a through the data transmitting/receiving part
110 and stores it in the commercial transaction data storing
part 50 (Operation 611).

[0116] The process of the electronic commerce system and
method in Embodiment 2 is as described above. It is to be
understood that the above-mentioned process is only an
example, and the other processes may be used within the
range of the technical idea of the present invention.
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[0117] Because of the above-mentioned electronic com-
merce system and method, a user can directly transmit
electronic signature data to the electronic signature manage-
ment server 100a, using the user portable terminal 400a
carried by a user, and security strength against fraud such as
misappropriation and duplication by a malicious dealer is
further enhanced.

[0118] Embodiment 3

[0119] An electronic commerce system and an electronic
commerce method in Embodiment 3 will be described with
reference to the drawings. In Embodiment 3, an electronic
watermark embedding part is not installed at a third-party
organization, but at a user terminal.

[0120] FIG. 7 is a block diagram showing an exemplary
structure of the electronic commerce system in Embodiment
3.

[0121] In FIG. 7, the components of a payment server
20056 and a network 300 are the same as those described in
Embodiment 1 with reference to FIG. 1. However, a part
corresponding to the electronic signature management
server 100 is not provided. A dealer terminal 106 includes a
user identity information reading part 20, a control part 40
of the dealer terminal, a commercial transaction data storing
part 50, and a data transmitting/receiving part 60. A user
portable terminal 4005 includes an electronic watermark
embedding part 150 and an electronic signature data with an
electronic watermark storing part 160, in addition to a
hand-written signature input part 30 and a commercial
transaction information presenting part 31. Each component
is the same as that in Embodiment 1. Therefore, the descrip-
tion thereof will be omitted here.

[0122] According to the structure in FIG. 7, the electronic
watermark embedding part 150 is provided at the user
portable terminal 400b. This arrangement makes it unnec-
essary to confirm a user for the processing of embedding an
electronic watermark (which is required in the structures in
Embodiments 1 and 2), and also makes it unnecessary to
communicate with the electronic signature management
server 100. Further, an electronic watermark is added at the
user portable terminal 4005, so that it is not required to
confirm a user before embedding of an electronic watermark
unlike Embodiments 1 and 2.

[0123] The process of the electronic commerce system and
method in Embodiment 3 will be described with reference to
a flow chart in FIG. 8.

[0124] First, input processing of the information on the
contents of commerce and the user identity information
through the commercial transaction contents input part 11
and the user identity information reading part 20 (Operation
801), generation of commercial transaction information by
the commercial transaction information generating part 210
of the payment server 2005 (Operation 802), presentation of
the commercial transaction information to a user through the
commercial transaction information presenting part 31 of the
user portable terminal 4005 (Operation 803), confirmation
by a user with respect to the presented commercial transac-
tion information (Operation 804), input of a hand-written
signature through the hand-written signature input part 30 of
the user portable terminal 4005 (Operation 805).

[0125] Next, the user portable terminal 400b generates
abstract information from the electronic signature data by
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using the electronic signature data abstract processing part
152 (Operation 806). The electronic watermark information
obtaining part 151 obtains commercial transaction identity
information and abstract information specifying the contents
of the current commercial transaction as electronic water-
mark information (Operation 807). The electronic water-
mark embedding processing part 153 embeds an electronic
watermark in the electronic signature data by an undisclosed
algorithm to generate electronic signature data with an
electronic watermark (Operation 808).

[0126] The user portable terminal 4005 sends the gener-
ated electronic signature data with an electronic watermark
to the dealer terminal 105 and stores it in the commercial
transaction data storing part 50 (Operation 809).

[0127] The process of the electronic commerce system and
method in Embodiment 3 is as described above. It is to be
understood that the above-mentioned process is only an
example, and the other processes may be used within the
range of the technical idea of the present invention.

[0128] According to the electronic commerce system and
method with the above-mentioned structure, the electronic
watermark embedding part is installed at a user terminal,
which makes it unnecessary to confirm a user for the
processing of providing an electronic watermark.

[0129] Embodiment 4

[0130] An electronic commerce system and an electronic
commerce method in Embodiment 4 will be described with
reference to the drawings. In Embodiment 4, a signature
authenticating part 170 is added.

[0131] FIG. 9 is a block diagram showing an exemplary
structure of an electronic commerce system in Embodiment
4.

[0132] InFIG.9,the components of a dealer terminal 10c,
a payment server 200c, a network 300, and a user portable
terminal 400c held by a user are the same as those described
in Embodiment 1 with reference to FIG. 1. An electronic
signature management server 100c has a signature authen-
ticating part 170. Each component other than those in the
signature authenticating part 170 is the same as that in
Embodiment 1. Therefore, the description thereof will be
omitted here.

[0133] The signature authenticating part 170 authenticates
whether or not a hand-written signature input by a user is
authentic. The signature authenticating part 170 has the
following components.

[0134] A registered signature storing part 171 stores a
user’s authentic signature previously provided by a user at a
time of generation of a credit card or the like. Herein, in the
same way as in Embodiment 1, it is assumed that a signature
is registered and held as electronic data.

[0135] A signature comparing part 172 compares regis-
tered electronic signature data stored in the registered sig-
nature storing part 171 with user’s electronic signature data
input through the hand-written signature input part 30. The
signature comparing part 172 conducts this processing by
using various information such as a writing order, a writing
pressure, and a writing speed, as well as a final handwriting
shape, in accordance with comparison precision required by
the system, and outputs information on whether or not the
input signature is authentic.
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[0136] According to the structure including the signature
authenticating part 170, the registered authentic electronic
signature data can be matched with user’s electronic signa-
ture data input through the hand-written signature input part
30 at a time of a commercial transaction, whereby a user can
be authenticated at a high security level. Conventionally, a
dealer used to visually compare a currently hand-written
signature with an authentic signature described on the back
side of a user card at a shop. In contrast, according to the
present invention, signature comparison can be exactly
conducted with high security.

[0137] The process of the electronic commerce system and
method in Embodiment 4 will be described with reference to
the flow chart in FIG. 10.

[0138] First, input processing of the information on the
contents of commercial transaction and the user identity
information through the commercial transaction contents
input part 11 and the user identity information reading part
20 (Operation 1001), generation of commercial transaction
information by the commercial transaction information gen-
erating part 210 of the payment server 200c (Operation
1002), presentation of the commercial transaction informa-
tion to a user through the commercial transaction informa-
tion presenting part 31 of the user portable terminal 400c
(Operation 1003), confirmation of the presented commercial
transaction information by the user (Operation 1004), input
of a hand-written signature through the hand-written signa-
ture input part of the dealer terminal 10c (Operation 1005),
and transmission of the generated electronic signature data
from the hand-written signature input part 30 to the elec-
tronic signature management server 100c (Operation 1006)
are the same as Operations 601 to 606 described in Embodi-
ment 2 with reference to the flow chart in FIG. 6.

[0139] According to the electronic commerce system and
method in Embodiment 4, signature authentication process-
ing is conducted. The electronic signature management
server 100c receives electronic signature data and commer-
cial transaction information through the data transmitting/
receiving part 110, searches for user’s registered signature
data stored in the registered signature storing part 171 based
on the user identity information of commercial transaction
information, and compares the registered electronic signa-
ture data with the input user’s electronic signature data in the
signature comparing part 172 (Operation 1007).

[0140] Next, the user confirming part 154 directly inquires
of a user about agreement on the current commercial trans-
action (Operation 1008). More specifically, it is confirmed
whether or not electronic signature data with an electronic
watermark may be conducted in the commercial transaction.

[0141] Ifuser’s confirmation is obtained (Operation 1008:
Y), the process proceeds to electronic watermark embedding
processing. The electronic signature management server
100c generates abstract information from electronic signa-
ture data in the electronic signature data abstract processing
part 152 (Operation 1009). The electronic watermark infor-
mation obtaining part 151 obtains commercial transaction
identity information and abstract information specifying the
contents of the current commercial transaction as electronic
watermark information (Operation 1010). The electronic
watermark embedding processing part 153 embeds an elec-
tronic watermark in the electronic signature data by an
undisclosed algorithm to generate electronic signature data
with an electronic watermark (Operation 1011).
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[0142] The electronic signature management server 100¢
sends the generated electronic signature data with an elec-
tronic watermark to the dealer terminal 10c and stores it in
the commercial transaction data storing part 50 (Operation
1012).

[0143] The process of the electronic commerce system and
method in Embodiment 4 is as described above. It is to be
understood that the above-mentioned process is only an
example, and the other processes may be used within the
range of the technical idea of the present invention.

[0144] According to the electronic commerce system and
method in Embodiment 4, a user is not authenticated by the
electronic signature management server 100c, so that the
contents of processing in a commercial transaction can be
reduced, and the processing can be made efficient.

[0145] Embodiment 5

[0146] According to an electronic commerce system and
method in Embodiment 5, a processing of enhancing con-
venience in practical use is added. Currently, in partial
management of a credit card and a debit card, regarding a
commercial transaction involving a small value (a predeter-
mined value or less), input of a signature to a commercial
transaction slip is omitted for shortening a procedure time at
a shop and reducing a procedure burden on a user. According
to the electronic commerce system and method in Embodi-
ment 5, input of a hand-written signature is omitted for a
commercial transaction involving a small value (predeter-
mined value or less), and electronic signature omitted com-
mercial transaction information is generated in place of
electronic signature data with an electronic watermark to
complete a payment.

[0147] FIG. 11 is a block diagram showing an exemplary
structure of the electronic commerce system in Embodiment
5. In FIG. 11, a payment server 200d includes a hand-
written signature omission determining part 220. The hand-
written signature omission determining part 220 determines
whether or not user authentication using a hand-written
signature is omitted, based on commercial transaction infor-
mation such as dealer identity information, user identity
information, and payment value information. For example,
the hand-written signature omission determining part 220
can determine whether or not a signature is omitted in
accordance with respective dealers, based on the dealer
identity information. Alternatively, the handwritten signa-
ture omission determining part 220 can determine whether
or not a signature is omitted in accordance with respective
users, based on the user identity information. Alternatively,
the hand-written signature omission determining part 220
can determine whether or not a signature is omitted in
accordance with the size of a payment value, based on the
payment value information. In the case where omission of a
hand-written signature is admitted by the hand-written sig-
nature omission determining part 220, reading of electronic
signature data by the hand-written signature input part 30
and generation of electronic signature data with an elec-
tronic watermark by the electronic watermark embedding
part 150 are omitted, and the user identity information and
the commercial transaction information are stored in the
commercial transaction data storing part 50.

[0148] The other components in FIG. 11 may be the same
as those in Embodiment 1 shown in FIG. 1 and Embodiment
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2 shown in FIG. 2. Herein, it is assumed that the structure
other than that of the payment server 2004 is the same as that
shown in FIG. 1, and the description of the other compo-
nents will be omitted.

[0149] FIG. 12 is a flow chart showing the process of the
electronic commerce system and method in Embodiment 5.

[0150] First, input processing of the information on the
contents of a commercial transaction and the user identity
information through the commercial transaction contents
input part 11 and the user identity information reading part
20 (Operation 1201) and generation of commercial transac-
tion information by the commercial transaction information
generating part 210 of the payment server 2004 (Operation
1202) are the same as Operations 401 and 402 described in
Embodiment 1 with reference to the flow chart in FIG. 4.

[0151] Next, the payment server 2004 uses the hand-
written signature omission determining part 220 to deter-
mine whether or not user authentication using a hand-written
signature is omitted, based on the commercial transaction
information such as the dealer identity information, the user
identity information, and the payment value information.

[0152] In the case where user authentication using a
hand-written signature is omitted (Operation 1203: Y),
Operations 404 to 411 performed in Embodiment 1, Opera-
tions 604 to 611 performed in Embodiment 2, Operations
804 to 810 performed in Embodiment 3, or Operations 1004
to 1012 performed in Embodiment 4 are omitted. The
electronic watermark embedding part 150 omits embedding
of an electronic signature with an electronic watermark in
commercial transaction information (Operation 1204), and
stores the user identity information and the commercial
transaction information in the commercial transaction data
storing part 50 (Operation 1205).

[0153] As described above, according to the electronic
commerce system and method in Embodiment 5, a payment
can be completed, omitting the input of a hand-written
signature for a commercial transaction involving a small
value (predetermined value or less), whereby a procedure
time can be shortened at a shop, and a procedure burden on
a user can be reduced.

[0154] Embodiment 6

[0155] In the case where the authenticity of an electronic
signature becomes an issue later due to some trouble in a
commercial transaction, an electronic commerce system and
method in Embodiment 6 can conduct processing of con-
firming the authenticity of an electronic signature.

[0156] FIG. 13 is a block diagram showing an exemplary
system structure for confirming the authenticity of an elec-
tronic signature in Embodiment 6. Reference numeral 900
denotes an electronic signature verifying apparatus. The
electronic signature verifying apparatus 900 includes a com-
mercial transaction information obtaining part 910, an elec-
tronic signature data with an electronic watermark obtaining
part 920, a tampering check part 930, a commercial trans-
action identity information extracting part 940, a commer-
cial transaction information searching part 950, a commer-
cial transaction information storing part 951, and a verifying
part 960.

[0157] The commercial transaction information obtaining
part 910 and the electronic signature data with an electronic
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watermark obtaining part 920 obtain commercial transaction
information and electronic signature data with an electronic
watermark to be verified stored as the results of a commer-
cial transaction. The obtained commercial transaction infor-
mation is given to the verifying part 960, and the electronic
signature data with an electronic watermark is given to the
tampering check part 930 for the processing described later.

[0158] The tampering check part 930 checks if the elec-
tronic signature data used for a commercial transaction is
tampered. The tampering check part 930 determines if the
electronic signature data is tampered by inspecting the
electronic watermark information embedded in the elec-
tronic signature data. In Embodiment 6, tampering of the
electronic signature data is detected, in particular, by
inspecting abstract information of an electronic signature. In
the case where the electronic signature data is tampered, the
electronic signature will not correspond to the abstract
information added thereto, so that tampering can be
detected. More specifically, in the case where an electronic
signature is fraudulently rewritten, the abstract information
is changed, which allows the tampering check part to verify
the fraud with respect to the electronic signature data. In the
case of detecting tampering, the tampering check part 930
sends the detection to the verifying part 960, and the
verifying part 960 outputs the results of verification of fraud.
In the case of not detecting tampering, the tampering check
part 930 gives the electronic signature data with an elec-
tronic watermark to the commercial transaction identity
information extracting part 940.

[0159] The commercial transaction identity information
extracting part 940 extracts commercial transaction identity
information from the electronic signature data with an
electronic signature.

[0160] The commercial transaction information searching
part 950 searches for commercial transaction information
stored in the commercial transaction information storing part
951, using the commercial transaction identity information
extracted by the commercial transaction identity information
extracting part 940 as a search key. The commercial trans-
action information storing part 951 is a database for storing
authentic commercial transaction information prepared in
the electronic signature verifying apparatus 900. For
example, the commercial transaction information storing
part 951 is a database that obtains commercial transaction
information stored in the electronic signature management
server 100 at a time of a commercial transaction and stores
the authentic commercial transaction information. In the
electronic signature management server 100 as described in
Embodiment 1, the commercial transaction information stor-
ing part 951 should be a database corresponding to com-
mercial transaction information stored in the commercial
transaction management data storing part 160. In the exem-
plary system structure in Embodiment 6 shown in FIG. 13,
the electronic signature verifying apparatus 900 for confirm-
ing the authenticity of an electronic signature includes the
commercial transaction information storing part 951. How-
ever, instead of a system configuration in which the com-
mercial transaction information storing part 951 is included
in the electronic signature verifying apparatus 900, an exter-
nal database managed by a third-party organization such as
a payment organization may be used.

[0161] The verifying part 960 compares the commercial
transaction information input through the commercial trans-
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action information obtaining part 910 (i.e., commercial
transaction information to be verified) with the commercial
transaction information retrieved by the commercial trans-
action information searching part 950 (i.c., commercial
transaction information corresponding to the electronic sig-
nature extracted from the electronic signature data with an
electronic watermark). If these pieces of information are
matched with each other, it is verified that the electronic
signature data with an electronic watermark is authentic and
correct with respect to the corresponding commercial trans-
action information. If they are not matched with each other,
it is verified that the electronic signature data with an
electronic watermark is not correct with respect to the
corresponding commercial transaction information. More
specifically, although an electronic signature has been cor-
rectly written by a user in the past, it has been fraudulently
used for another fictitious commercial transaction; therefore,
the corresponding commercial transaction information
becomes different.

[0162] According to the electronic commerce system and
method in Embodiment 6, the authenticity can be verified
with respect to both counterfeiting of an electronic signature
and misappropriation of an electronic signature.

[0163] Embodiment 7

[0164] An electronic commerce system using an elec-
tronic signature with an electronic watermark of the present
invention can be constructed using various computers, by
providing a program describing process steps of realizing
the above-mentioned structure recorded on a computer-
readable recording medium. A recording medium storing a
program including process steps of realizing an electronic
commerce system using an electronic signature with an
electronic watermark of the present invention may be a
recording medium 1000 in a data storage apparatus on the
network or a recording medium 1005 such as a hard disk and
a RAM of a computer, as well as a portable recording
medium 1001 such as a CD-ROM 1002 and a flexible disk
1003. In execution, the program is loaded onto the computer
1004 and executed on a main memory.

[0165] According to the electronic commerce system
using an electronic signature with an electronic watermark
of the present invention, fraudulent use of an electronic
signature by the dealer side or a malicious third party can be
prevented. Therefore, input of a signature in a commercial
transaction can be electronized, which prevents fraudulent
use of a card by a user and reduces a cost for keeping a paper
commercial transaction slip.

[0166] Further, security against fraudulent use by a mali-
cious dealer can be enhanced by providing a hand-written
signature input part at a user portable terminal held by a user.

[0167] Further, an electronic watermark is provided on the
user terminal side, thereby reducing process steps and
enhancing a processing efficiency.

[0168] Further, as electronic watermark information,
abstract information generated from electronic signature
data can be used in addition to user identity information and
commercial transaction information, and electronic water-
mark information that is difficult to be tampered can be used.

[0169] The invention may be embodied in other forms
without departing from the spirit or essential characteristics
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thereof. The embodiments disclosed in this application are to
be considered in all respects as illustrative and not limiting.
The scope of the invention is indicated by the appended
claims rather than by the foregoing description, and all
changes which come within the meaning and range of
equivalency of the claims are intended to be embraced
therein.

What is claimed is:

1. An electronic commerce system for conducting a
commercial transaction between a user and a dealer, com-
prising:

a user identity information reading part provided in a
dealer terminal, for reading user identity information
presented by the user;

a commercial transaction information presenting part pro-
vided in the dealer terminal, for presenting commercial
transaction information representing contents of the
commercial transaction;

a hand-written signature input part provided in the dealer
terminal, for reading a hand-written signature input by
the user who agrees to the presented commercial trans-
action information as electronic signature data;

an electronic watermark embedding part provided in a
third-party organization, for obtaining commercial
transaction information representing contents of the
commercial transaction information, the user identity
information, and the electronic signature data from the
dealer terminal, and providing commercial transaction
identity information that uniquely specifies the com-
mercial transaction to the electronic signature data as
electronic watermark information, thereby generating
electronic signature data with an electronic watermark;
and

a commercial transaction data storing part provided in the
dealer terminal, for obtaining the electronic signature
data with an electronic watermark, and storing the
electronic signature data together with the commercial
transaction information.

2. An electronic commerce system according to claim 1,
wherein the third-party organization includes a signature
authenticating part for searching for previously registered
authentic signature data of the user, based on the user
identity information, and comparing the input electronic
signature data with the authentic signature data, thereby
authenticating the electronic signature data.

3. An electronic commerce system according to claim 2,
wherein the electronic watermark embedding part includes
an electronic signature data abstracting part for generating
abstract information by abstracting the electronic signature
data to electronic data with a previously specified bit length,
and provides the abstract information as well as the com-
mercial transaction identity information to the electronic
signature data as electronic watermark information.

4. An electronic commerce system according to claim 1,
wherein the electronic watermark embedding part includes
an electronic signature data abstracting part for generating
abstract information by abstracting the electronic signature
data to electronic data with a previously specified bit length,
and provides the abstract information as well as the com-
mercial transaction identity information to the electronic
signature data as electronic watermark information.
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5. An electronic commerce system according to claim 1,
wherein the electronic watermark embedding part includes a
user confirming part for directly inquiring of the user about
agreement on generating of electronic signature data with an
electronic watermark in the commercial transaction, based
on registered user’s contact information, in a case where
electronic signature data is transmitted through the dealer
terminal, and

the user confirming part notifies the dealer terminal of
rejection of generation of the electronic signature data
with an electronic watermark, in a case where user’s
confirmation is not obtained.

6. An electronic commerce system according to claim 5,
wherein the electronic watermark embedding part includes a
telephone communication system and a voice response
system, the contact information of the user is a mobile phone
number carried by the user, and the user confirming part
inquires of the user about results of the user’s confirmation
by using voice information through the mobile phone carried
by the user to obtain user’s confirmation.

7. An electronic commerce system according to claim 5,
wherein the electronic watermark embedding part includes a
communication part with respect to a portable terminal held
by the user, the contact information of the user is address
information of the portable terminal held by the user, and the
user confirming part inquires of the user about results of the
user’s confirmation by using electronic data through the
portable terminal to obtain user’s confirmation.

8. An electronic commerce system according to claim 1,
comprising a handwritten signature omission determining
part for determining whether or not processing of authenti-
cating hand-written signature is omitted, based on the com-
mercial transaction information,

wherein, in a case where omission of a hand-written
signature is admitted by the hand-written signature
omission determining part, reading of electronic signa-
ture data by the hand-written signature input part and
generation of the electronic signature data with an
electronic watermark by the electronic watermark
embedding part are omitted, and the read user identi-
fication information and the commercial transaction
information are stored in the commercial transaction
data storing part.
9. An electronic commerce system for conducting a
commercial transaction between a user and a dealer, com-
prising:

a user identity information reading part provided in a
dealer terminal, for reading user identity information
presented by a user;

a commercial transaction information presenting part pro-
vided in the user terminal, for presenting commercial
transaction information representing contents of the
commercial transaction obtained from the dealer ter-
minal;

I

hand-written signature input part provided in a user
terminal, for reading a hand-written signature input by
a user who agrees to the presented commercial trans-
action information as electronic signature data;

an electronic watermark embedding part provided in a
third-party organization, for obtaining commercial
transaction information representing contents of the

30

Dec. 27, 2001

commercial transaction and the user identity informa-
tion from the dealer terminal, obtaining the electronic
signature data from the user terminal, and providing
commercial transaction identity information that
uniquely specifies the commercial transaction to the
electronic signature data as electronic watermark infor-
mation, thereby generating electronic signature data
with an electronic watermark; and

a commercial transaction data storing part provided in the
dealer terminal, for obtaining the electronic signature
data with an electronic watermark, and storing the
electronic signature data together with the commercial
transaction information.

10. An electronic commerce system according to claim 9,
wherein the third-party organization includes a signature
authenticating part for searching for previously registered
authentic signature data of the user, based on the user
identity information, and comparing the input electronic
signature data with the authentic signature data, thereby
authenticating the electronic signature data.

11. An electronic commerce system according to claim
10, wherein the electronic watermark embedding part
includes an electronic signature data abstracting part for
generating abstract information by abstracting the electronic
signature data to electronic data with a previously specified
bit length, and provides the abstract information as well as
the commercial transaction identity information to the elec-
tronic signature data as electronic watermark information.

12. An electronic commerce system according to claim 9,
wherein the electronic watermark embedding part includes
an electronic signature data abstracting part for generating
abstract information by abstracting the electronic signature
data to electronic data with a previously specified bit length,
and provides the abstract information as well as the com-
mercial transaction identity information to the electronic
signature data as electronic watermark information.

13. An electronic commerce system according to claim 9,
wherein the electronic watermark embedding part includes a
user confirming part for directly inquiring of the user about
agreement on generating of electronic signature data with an
electronic watermark in the commercial transaction, based
on registered user’s contact information, in a case where
electronic signature data is transmitted through the dealer
terminal, and

the user confirming part notifies the dealer terminal of
rejection of generation of the electronic signature data
with an electronic watermark, in a case where user’s
confirmation is not obtained.
14. An electronic commerce system for conducting a
commercial transaction between a user and a dealer, com-
prising:

a user identity information reading part provided in a
dealer terminal, for reading user identity information
presented by the user;

a commercial transaction information presenting part pro-
vided in the user terminal, for presenting commercial
transaction information representing contents of the
commercial transaction obtained from the dealer ter-
minal;

a hand-written signature input part provided in the user
terminal, for reading a hand-written signature input by
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the user who agrees to the presented commercial trans-
action information as electronic signature data;

an electronic watermark embedding part provided in the
user terminal, for providing commercial transaction
identity information that uniquely specifies the com-
mercial transaction to the electronic signature data as
electronic watermark information, thereby generating
electronic signature data with an electronic watermark;
and

a commercial transaction data storing part provided in the
dealer terminal, for obtaining the electronic signature
data with an electronic watermark, and storing the
electronic signature data together with the commercial
transaction information.

15. An electronic commerce system according to claim
14, wherein the third-party organization includes a signature
authenticating part for searching for previously registered
authentic signature data of the user, based on the user
identity information, and comparing the input electronic
signature data with the authentic signature data, thereby
authenticating the electronic signature data.

16. An electronic commerce system according to claim
15, wherein the electronic watermark embedding part
includes an electronic signature data abstracting part for
generating abstract information by abstracting the electronic
signature data to electronic data with a previously specified
bit length, and provides the abstract information as well as
the commercial transaction identity information to the elec-
tronic signature data as electronic watermark information.

17. An electronic commerce system according to claim
14, wherein the electronic watermark embedding part
includes an electronic signature data abstracting part for
generating abstract information by abstracting the electronic
signature data to electronic data with a previously specified
bit length, and provides the abstract information as well as
the commercial transaction identity information to the elec-
tronic signature data as electronic watermark information.

18. An electronic commerce system according to claim
14, comprising a handwritten signature omission determin-
ing part for determining whether or not processing of
authenticating hand-written signature is omitted, based on
the commercial transaction information,

wherein, in a case where omission of a hand-written
signature is admitted by the hand-written signature
omission determining part, reading of electronic signa-
ture data by the hand-written signature input part and
generation of the electronic signature data with an
electronic watermark by the electronic watermark
embedding part are omitted, and the read user identi-
fication information and the commercial transaction
information are stored in the commercial transaction
data storing part.
19. An electronic commerce system for verifying correct-
ness of a commercial transaction between a user and a
dealer, comprising:

a commercial transaction information obtaining part for
obtaining commercial transaction information repre-
senting contents of the commercial transaction;

an electronic signature data with an electronic watermark
obtaining part for obtaining electronic signature data
with an electronic watermark in which commercial
transaction identity information uniquely specifying
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the commercial transaction is provided as electronic
watermark information to the electronic signature data
used for the commercial transaction;

a tampering check part for inspecting the electronic
watermark information of the electronic signature data
with an electronic watermark, thereby checking
whether or not the electronic signature data with an
electronic watermark is tampered;

a commercial transaction identity information extracting
part for extracting commercial transaction identity
information from the electronic watermark information
of the electronic signature data with an electronic
watermark;

a commercial transaction information searching part for
obtaining commercial transaction information uniquely
specified by the commercial transaction identity infor-
mation from the commercial transaction information
storing part storing authentic commercial transaction
information; and

a verifying part for comparing the commercial transaction
information obtained by the commercial transaction
information obtaining part with the commercial trans-
action information obtained by the commercial trans-
action information searching part.

20. An electronic commerce method for conducting a
commercial transaction between a user and a dealer, com-
prising:

reading user identity information presented by a user at a
dealer terminal;

presenting commercial transaction information represent-
ing contents of the commercial transaction at the dealer
terminal;

reading a hand-written signature input by the user who
agrees to the commercial transaction information pre-
sented at the dealer terminal as electronic signature
data;

obtaining the commercial transaction information repre-
senting contents of the commercial transaction and the
user identity information from the dealer terminal in a
third-party organization;

providing commercial transaction identity information
uniquely specifying the commercial transaction to the
electronic signature data as electronic watermark infor-
mation in the third-party organization to generate elec-
tronic signature data with an electronic watermark; and

obtaining the electronic signature data with an electronic
watermark and storing it together with the commercial
transaction information at the dealer terminal.

21. An electronic commerce method for conducting a
commercial transaction between a user and a dealer, com-
prising:

reading user identity information presented by a user at a

dealer terminal;

presenting commercial transaction information represent-
ing contents of the commercial transaction at a user
terminal;
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reading a hand-written signature input by the user who
agrees to the commercial transaction information pre-
sented at the user terminal as electronic signature data;

obtaining the commercial transaction information repre-
senting contents of the commercial transaction and the
user identity information from the dealer terminal, and
obtaining the electronic signature data from the user
terminal in a third-party organization;

providing commercial transaction identity information
uniquely specifying the commercial transaction to the
electronic signature data as electronic watermark infor-
mation to generate electronic signature data with an
electronic watermark in the third-party organization;
and

obtaining the electronic signature data with an electronic
watermark and storing it together with the commercial
transaction information at the dealer terminal.
22. An electronic commerce method for conducting a
commercial transaction between a user and a dealer, com-
prising:

reading user identity information presented by a user at a
dealer terminal;

presenting commercial transaction information represent-
ing contents of the commercial transaction obtained
from the dealer terminal;

reading a hand-written signature input by the user who
agrees to the commercial transaction information pre-
sented at the user terminal as electronic signature data;

providing commercial transaction identity information
uniquely specifying the commercial transaction to the
electronic signature data as electronic watermark infor-
mation to generate electronic signature data with an
electronic watermark at the user terminal; and

obtaining the electronic signature data with an electronic
watermark and storing it together with the commercial
transaction information at the dealer terminal.
23. An electronic commerce method for verifying cor-
rectness of a commercial transaction between a user and a
dealer, comprising:

obtaining commercial transaction information represent-
ing contents of the commercial transaction;

obtaining electronic signature data with an electronic
watermark in which a commercial transaction identity
information uniquely specifying the commercial trans-
action is provided as electronic watermark information
to the electronic signature data used for the commercial
transaction;

inspecting the electronic watermark information of the
electronic signature data with an electronic watermark,
thereby checking whether or not the electronic signa-
ture data with an electronic watermark is tampered;

extracting commercial transaction identity information
from the electronic watermark information of the elec-
tronic signature data with an electronic watermark;

retrieving commercial transaction information uniquely
specified by the commercial transaction identity infor-
mation from previously stored authentic commercial
transaction information; and
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comparing the obtained commercial transaction informa-
tion with the retrieved commercial transaction infor-
mation.

24. A computer-readable recording medium storing a
processing program that realizes an electronic commerce
system for conducting a commercial transaction between a
user and a dealer, the processing program comprising:

reading user identity information presented by a user at a
dealer terminal;

presenting commercial transaction information represent-
ing contents of the commercial transaction at the dealer
terminal;

reading a hand-written signature input by a user who
agrees to the commercial transaction information pre-
sented at the dealer terminal as electronic signature
data;

obtaining the commercial transaction information repre-
senting contents of the commercial transaction, the user
identity information, and the electronic signature data
from the dealer terminal in a third-party organization;

providing commercial transaction identity information
that uniquely specifies the commercial transaction to
the electronic signature data as electronic watermark
information in the third-party organization, thereby
generating electronic signature data with an electronic
watermark; and

obtaining the electronic signature data with an electronic
watermark and storing it together with the commercial
transaction information at the dealer terminal.

25. A computer-readable recording medium storing a
processing program that realizes an electronic commerce
system for conducting a commercial transaction between a
user and a dealer, the processing program comprising:

reading user identity information presented by a user at a
dealer terminal;

presenting commercial transaction information represent-
ing contents of the commercial transaction at a user
terminal;

reading a hand-written signature input by a user who
agrees to the commercial transaction information pre-
sented at the user terminal as electronic signature data;

obtaining the commercial transaction information repre-
senting contents of the commercial transaction and the
user identity information from the dealer terminal, and
obtaining the electronic signature data from the user
terminal in a third-party organization;

providing commercial transaction identity information
that uniquely specifies the commercial transaction to
the electronic signature data as electronic watermark
information in the third-party organization, thereby
generating electronic signature data with an electronic
watermark; and

obtaining the electronic signature data with an electronic

watermark and storing it together with the commercial
transaction information at the dealer terminal.

26. A computer-readable recording medium storing a

processing program that realizes an electronic commerce
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system for conducting a commercial transaction between a
user and a dealer, the processing program comprising:

reading user identity information presented by a user at a
dealer terminal;

presenting commercial transaction information represent-
ing contents of the commercial transaction obtained
from the dealer terminal;

reading a hand-written signature input by a user who
agrees to the commercial transaction information pre-
sented by a user terminal as electronic signature data;

providing commercial transaction identity information
that uniquely specifies the commercial transaction to
the electronic signature data as electronic watermark
information at the user terminal to generate electronic
signature data with an electronic watermark; and

obtaining the electronic signature data with an electronic
watermark and storing it together with the commercial
transaction information at the dealer terminal.

27. A computer-readable recording medium storing a
processing program that realizes an electronic commerce
system for conducting a commercial transaction between a
user and a dealer, the processing program comprising:
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obtaining electronic signature data with an electronic
watermark in which commercial transaction identity
information uniquely specifying the commercial trans-
action with respect to the electronic signature data used
for the commercial transaction is provided as electronic
watermark information;

inspecting the electronic watermark information of the
electronic signature data with an electronic watermark,
thereby checking whether or not the electronic signa-
ture data with an electronic watermark is tampered;

extracting commercial transaction identity information
from the electronic watermark information of the elec-
tronic signature data with an electronic watermark;

retrieving commercial transaction information uniquely
specified by the commercial transaction identity infor-
mation from previously stored authentic commercial
transaction information; and

comparing the obtained commercial transaction informa-
tion with the retrieved commercial transaction infor-
mation.





